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Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description Q SCF Control sl inessristise] Ce)
03.01.01 Account Management NA Functional | No Relationship NA NA NA 0 INo applicable SCF control
dentity & Access o1 |Mechanisms exist to facilitate the implementation of identification
03.0101a Account Management  [Define the types of system accounts allowed and prohibited. Functional Subset Of Vongeent e 1aco1  [Mechaniem tate the 10
[Mechanisms exist to proactively govern account management of
03,0101 Account Management  [Define the types of system accounts allowed and prohibited. Functional | Intersects With | Account Management 1AC-15  [individual, group, system, service, application, guest and temporary 5
[Create, enable, modify. disable, and remove system accounts [Mechanisms exist to proactively govern account management of
03.01.016 Account Management i accordance with policy, procedures, prerequisites, and Functional | Intersects With | Account Management 115 |individual, group, system, service, application, guest and temporary 5
lriteria Jaccounts.
[Create, enable, modify. disable, and remove system accounts
Management Approval For . [Mechanisms exist to ensure management approvals are required for
03.01.016 Account Management |n accordance with polcy.procedures, prerequiies, and Functional | Intersects With | 0000 oo | A28 e rarges s pamacsions o oG At ot 5
03.01.01.¢ Account Management  [Specify: Functional | No Relationship NA NA NA o INo applicable SCF control

[Mechanisms exist to manage personnel security risk by assigning a
03.01.01.¢.01 Account Management  [Authorized users of the system, Functional | Intersects With | Position Categorization HRS-02 [risk designation to all positions and establishing screening criteria 5
ffor individuals filling those positions,

[Mechanisms exist to enforce Role-Based Access Control (RBAC) for

ot [Technology Assets, Applications, Services and/or Data (TAASD) to
03.01.01.¢.01 Account Management  [Authorized users of the system, Functional | Intersects witn | Rele-Baseq Access Control IAC-08  [rastrict access to idividuals assigned specific roles with legitimate s
lousiness needs
[Mechanisms exist to proactively govern account management of
03.01.01.c.01 Account Management [Authorized users of the system, Functional | Intersects With | Account Management 115 |individual, group, system, service, application, guest and temporary 5
uns.
03.01.01.c.01 Account Management  [Authorized users of the system, Functional | Intersects With | Resirictions on shared 1AC-15.5  [Mechanisms exist to authorize the use of shared/group accounts 5

Groups / Accounts, lonly under certain organization-defined conditions.

[Mechanisms exist to manage personnel security risk by assigning a
03.01.01..02 Account Management  [Group and role membership, and Functional | Intersects With | Position Categorization HRS:02  [risk designation to all positions and establishing screening criteria 5
ffor individuals filling those positions.

[Mechanisms exist to enforce Role-Based Access Control (RBAC) for

| [Technology Assets, Applications, Services and/or Data (TAASD) to
02000102 | Account Management [oroup an rae membership,and Foncional | nerscts i | FoleBased Acces Convol | g [Ty st Applcaions seces gl Dot (s o s
echaniams et i proacively gover accaunt mapagemanta
02000102 | Account Management [oroup an rae membership,and Functional | IntarssctaWith | Account Mansgement | G5 ftuimmn oo e s
i
echaniems SXt T anforce o968 Access Contral WA Tor
| [Technology Assets, Applications, Services and/or Data (TAASD) to
03010603 | AccomtMansoement [access authorizstions Le. peieges)for ench scoout Foncional | nerscts i | FoeBased Acces Convol | g [Ty st Applcaions seces gl Data (s o s
[pusiness needs.
— nechanisms sist o enforcs Lagiat access control ()
03010603 | Accomtvansoement [iccess authorizstions Le. peieges)for ench scoout Functonl | Itersects Wi | Access Enorcemens | lacao [lechansms et o enorce ogclacces Conl (A0) s
03.01.01.c.03 Account Management  |Access authorizations (i.e., privileges) for each account. Functional Intersects With Access To Sensitive / 1AC-20.1 [Mechanisms exist to limit access to sensitive/regulated data to only 5

egulated Data [those individuals whose job requires such access.

[Mechanisms exis to utlze the concept of east privilege. allowing
03.01.01..03 Account Management  |Access authorizations (i.e., privileges) for each account. Functional | Intersects With Least Privilege IAC-21  |only authorized access to processes necessary to accomplish H
lassigned tasks in accordance with organizational business functions.

03.01.01.d Account Management  |Authorize access to the system based on: Functional | No Relationship NA N/A N/A 0 INo applicable SCF control
03.01.01.d.01 Account Management  |A valid access authorization and Functional | Intersects With Data Protection D01 [Mechanisms exist to faciltate the implementation of data protection 5
03.01.01.d.01 Account Management  |A valid access authorization and Functional | Intersects with | Sensitive/Regulated Data | - ey gy 5 Mechanisms exist to protect sensitive/regulated data wherever it is 5

ction lprocessed and/or stored

hanisms exist to manage personnel security risk by assigning a
03.01.01.d.01 Account Management  |A valid access authorization and Functional | Intersects With | Position Categorization HRS-02 [risk designation to all positions and establishing screening criteria s
ffor individuals filling those positions,

[Mechanisms exist to proactively govern account management of

03.01.01.d.01 Account Management  |A valid access authorization and Functional | Intersects With |  Account Management IAC-15  [individual, group, system, service, application, guest and temporary 5
laccounts,
03.01.01.d.01 Account Management  |A valid access authorization and Functional | Intersects With Access Enforcement 1ac20  [Mechanisms exist to enforce Logical Access Control (LAC) 5

[permissions that conform to the principle of "least privilege.”

‘Access To Sensitive /
Regulated Data

[Mechanisms exist to limit access to sensitive/regulated data to only.

03.01.01.d.01 Account Management  |A valid access authorization and Functional | Intersects With hose individuals whose ob reqcires such access

1AC-20.1

[Mechanisms exis o utlze the concept of east privilege. allowing
03.01.01.d.01 Account Management  |A valid access authorization and Functional | Intersects With Least Privilege IAC-21  |only authorized access to processes necessary to accomplis H
Eekgmed stk i accordohes witn organsatona) business functons,

030101602 | Account Manogement _|ntended system wsage Functonal | intersecs Wit | Data Protecton ocror echanisms exit o faciiate the mplementation of daa protecton s
Sensitive / Regulated Data [Mechanisms exist to protect sensitive/regulated data wherever it is
03.01.01.d.02 Account Management  [Intended system usage. Functional Intersects With Protection DCH-01.2 lprocessed andor stored. 5

[Mechanisms exist to manage personnel security risk by assigning a
03.01.01.d.02 Account Management  |Intended system usage. Functional | Intersects With | Position Categorization HRS-02 [risk designation to all positions and establishing screening criteria 5
ffor individuals filling those positions.

[Mechanisms exist to proactively govern account management of

03.01.01.d.02 Account Management  [intended system usage. Functional | Intersects With | Account Management 1AC-15  [individual, group, system, service, application, guest and temporary 5
. ist to enforce Logical Access Control (LAC)
03.01.01.d.02 Account Management  [intended system usage. Functional | Intersects With | Access Enforcement AC20 e ot Contorm to the princinis of -least priviicge.” 5
‘Access To Sensitive / » [Mechanisms exist o it access o sensitiveregulated data to only
03.01.01.d.02 Account Management  fintended system usage. Functional | Intersects With Requlated Data G201 e teals whose job requires such & 5

IMechanisms exist to utiize the cancept ofleas privilege allowing
03.01.01.d.02 Account Management  |Intended system usage. Functional | Intersects With Least Privilege IAC:21  |only authorized access to processes necessary to accompl 5
lossigned tasks in accordance with organizational st anctions

[Mechanisms exist to proactively govern account management of

03.01.01e Account Management  |Monitor the use of system accounts. Functional | Intersects With | Account Management 1AC-15  [individual, group, system, service, application, guest and temporary 5
loccounts,
[Mechanisms exist to review all system accounts and disable any

03.0L0Le Account Management  |Monitor the use of system accounts. Functional | Intersects With | System Account Reviews | IAC-15.7  [account that cannot be associated with a business process and s
lowner.

[Mechanisms exist to utilize User & Entity Behavior Analytics (VEBA)
[and/or User Activity Monitoring (UAM) solutions to detect and
030101 Account Management  [Monitor the use of system accounts. Functional | Intersects With | Anomalous Behavior MON-16  frespond to anomalous behavior that could indicate account 5

|compromise or other malicious activities.

03.010Lf Account Management  [Disable system accounts when: Functional | No Relationship NA /A /A ) INo applicable SCF control
[Mechanisms exist to proactively govern account management of
03.0101£01 Account Management  (The accounts have expired, Functional | Intersects With |  Account Management IAC15  fndividual. group, system, service, application, guest and temporary 5
Jaccounts
fThe accounts have been inactive for [Assignment. [AuUtomated mechanisms exist to disable inactive accounts after an
03.0L01£02 Account Management [ave been Inactivef Functional | Intersects With | Disable Inactive Accounts | IAC-15.3 o 8 loDP Value: at most 90 days
230100108 Accaunt Management |18 ECOURtsare o longer associated Wi  user o ranctional | mtersects witn | persormel Termimation 509 [Mechanisms exist to govern the termination of indvidual S
N [Mechanisms exist to proactively govern account management of
030101403 Account Management TS 2ccounts are o longer associated with auser o Functonal | ntersectsWith | Account Management | 1AC15 [neuidust e, &yhem. Seniee. pplcaton. Guea and temperary s
. Jaccounts
v ot . ; N ) IMechanisms exist to sanction personnel failing to comply with
03.01.01.£04 Account Management  (The accounts are in violation of organizational policy, or Functional | Intersects With | Personnel Sanctions HRS-07 e e o e o X o 5
& Managamen 15 are in violation of organizational policy. or o tor ; olace Investigation IMechanisms exist to conduct employee misconduct investigations
030101404 Account Management  [The accounts are in violation of organizational policy, o Functional | Intersects With | Workplace Investigations |  HRs-07.1.~ [echanisms existto conduct employee misconduct inyvestigations B
[Mechanisms exist to proactively gover account management of
03.01.01.£04 Account Management  [The accounts are in violation of organizational policy, or Functional | Intersects With |  Account Management 1AC15  findividual, group, system, service, application, guest and temporary 5
Joccounts
Account Disabling for High y IMechanisms exist to disable accounts immediately upon notification
03.0L01.£.04 Account Management  [The accounts are in violation of organizational policy, or Functional | Intersects With unt Disabling for s e et o et 5
7 |Mechanisms exist to sanction personnel failing to comply with
03.0L01£05 Account Management  [Significant risks associated with individuals are discovered. Functional | Intersects With | Personnel Sanctions HRs-07 - [Uechaniams exist Lo soncion persarel foing o comb! 5
IMechanisms exist to conduct employee misconduct investigations
03.0101£05 Account Management  [Significant risks associated with individuals are discovered. Functional | Intersects With | Workplace Investigations | HRs-07.1 ~ [Wechanisms exist to conduct employee misconduct nvestigations | 5
[Mechanisms exist to proactively govern account management of
03.01.01£05 Account Management  fsignificant risks associated with individuals are discovered. Functional | Intersects With | Account Management 1AC15  findividual. group, system, service, application, guest and temporary 5
Jaccounts
Lt management  signiticant r ated with individusts are discover ton tor | Account Disabling for High IMechanisms exist to disable accounts immediately upon notification
03.01.01.£05 Account Management [Significant isks associated with individuals are discovered. Functional | Intersects With int Disabling for IAC-1ss  fechanisms exstto disable accounts Immediately u s
03.0101g Account Management  [\ot¥ account managers and designated personnel or roles Functional | No Relationship WA NA NA ) INo applicable SCF control
time period] when accounts User Provisioning & De- o7 |Mechanisms exist o utilize a formal user registration and de- '
03.01.01.g.01 Account [Assionment: oroanizat Functional | Intersects With Frovisloning 07 e e e o S 0 e 8 IDoD-provided ODP does not apply to this specific SCF control.
d time period] when accounts . . [Mechanisms exist to revoke user access rights following changes in
03.01.01.9.01 Account [Assionment: oroeniza Functional | Intersects With | Change of Roles & Duties | 1aC-07.1  [Mechanisme existto rauoke user access ights follouing changy 8 loDP Value: 24 hours
efined time period] when accounts [Mechanisms exist to proactively gover account management of
03.01.01.9.01 Account [hssionment: oroeniza Functional | Intersects With | Account Management 1AC15  fndividual. group, system, service, application, guest and temporary s loDP Value: 24 hours
- Jaccounts
. ime period] when users are Human Resources Securfty [Mechanisms exist to facitate the implementation of personnel -
03.01.01.9.02 Account (Assignment: organization Functional | Intersects With esources = HRs-01  [Mechanisme exi 5 IDoD-provided ODP does not apply to this specific SCF control.
[Mechanisms exist to adjust fogical and physical access
lauthorizations to Technology Assets, Applications and/or Services
030101902 Account Management [ASSGnment: organzation defined time perod] whe Usersare | uncional | nersects Wit | personnel Tronster wrs0p  [fuahonizations to Technology Assets, Applcations andlor services . lob value: 24 hours
fimely manner.
03.01.01.9.02 Account [Assanment; organizatin time period] when users are | nctional | Intersects With | Personnel Termination HRs.09  [Mechanisms exist to govern the termination of individual s loDP Value: 24 hours
" [Automated mechanisms exist to notify Identity and Access
030100002 | Account [Assignmert: orgaizaon-defined time period] when users e | puncional | intersects with | AV EmPIOYMENt | g 0.3 haace nC AN percamne o i ubon termination ofan s IPoD-provide 0DP does o appy o ths specifc SCF control,
ndividual employment or contract,
d time period] when users are . i | User Provisioning & De- IMechanisms exist to utilize a formal user registration and de-
03.01.01.9.02 Account kerminated or transferred. Functional | Intersects With rovisioning IAGO7 " egistration process that governs the assignment of access rights 8 [P C P S o EE e etk
Lt Management _[Assianment: organization-defined time period] when users are | o tor ; . . IMechanisms exist to revoke user access rights following changes in
03.01.01.9.02 Account Management ~ [Assignment: organizatior Functional | Intersects With | Change of Roes & Duties | 1aC-07.1  [Yechanisms existto revoke user access ights fallowing chang 8 loDP Value: 24 hours
[Mechanisms exist to proactively gover account management of
030101602 | Account Management _[ASSSnment: organizotion defined e period] hen sers €| uncional | ntrsects With | Account Managemert | ACTS [reuidunt oroup. syeem. Seree. appaton. et and emperary s IDoD-provided ODP does o appy to this specifc SCFcontrol.
Joccounts
lAssignment: organization-defined time period] when system User Provisioning & De- g7 [Mechanisms exist to utilize a formal user registration and de- '
0301.01.9.03 Account Management  fu g¢'or the need-to-know changes for an individua, Functional | Intersects With Provisioning IAGO7  egistration process that governs the assignment of access rights. 8 [ e CEP e G D i bpesie Eer G
time period] when system . IMechanisms exist to revoke user access rights following changes in
03.01.01.9.03 Account lusage or the need-to-know changes for an individual. Functional | Intersects With | - Change of Roles & Duties | IACO7-1 loersgnnel roles and duties, if no longer necessary or permitted 8 [Vt 2
4 time period] when system [Mechanisms exist to proactively govern account management of
03.01.01.9.03 Account lisags or the necd-to. know mangss Pisdadieriviiing Functional | Intersects With |  Account Management IAC-15  [individual, group, system, service, application, guest and temporary 5 [PoD-provided ODP does not apply to this specific SCF control
Jaccounts
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Focal Document Element (FDE) Descri SCF Control O D i 05
rechanisms exist t perioicaly-review the privieges assgne to
[(Assignment: organization-defined time period] when system Periodic Review of Account 17 |Individuals and service accounts to validate the g
03.01.01.9.03 Accaunt Management e o e o o v Functional | Intersects With P LT o resceion o remove umtcessans braiegus aa. 5 [DoD-provided ODP does not apply to this specific SCF control.
Inecessary.
[Mechanisms exist to develop, document and maintain secure
[Require that users log out of the system after [Assignment: Secure Baseline lbaseline configurations for Technology Assets, Applications andjor
03.010Lh Account Management  forganization-defined time period] of expected inactivity or Functional | Intersects With P, CFG-02  [Sarvices (TAAS) that are consistent with industry accepted system 5 [DoD-provided ODP does not apply to this specific SCF control
[when lnardening standards.
IRequire that users log out of the system after [Assignment: [Mechanisms exist to require all employees and contractors to apply
03.01.0Lh Account Management  forganization-defined time period] of expected inactivity or Functional | Intersects With | Terms of Employment HRS:05  [cybersecurity and data protection principles in their daily work to 5 [DaD-provided ODP does not apply to this specific SCF control.
when def lenable secure, compliant and resilient capabilities.
[Mechanisms st to establih usage reskictions and implementation
IRequire that users log out of the system after [Assignment: lguidance for organizational technologies based on the potential t
03.01.01.h Account Management  |organization-defined time period] of expected inactivity or Functional Intersects With | Technology Use Restrictions |  HRS-05.3 ffx;ﬂm;i tmaTﬁ(‘:S;mgy Assets, Appncatmns and/or Serv\(ss 5 [DoD-provided ODP does not apply to this specific SCF control.
when 3 .
[Require that users log out of the system after [Assignment: lAutomated mechanisms exist to log out users, both locally on the l0DP Value:
03.0L01Lh Account Management  forganization-defined time period] of expected inactivity or Functional Equal Session Termination 1AC25  |network and for remote sessions, at the end of the session or after 10 l(01) - at most 24
|when [Assignment: organization-defined circumstances lan organization-defined period of inactivity. R S ot (s e e
[Enforce approved authorizations for logical access to CUI and ensitive / Regulated Data [Mechanisms exist to configure Technology Assets, Applications
03.01.02 Access Enforcement  [system resources in accordance with applicable access control | Functional | Intersects With e CFG-08  [andfor Services (TAAS) to restrict access to sensitive/regulated data. 5
jpolicies
[Enforce approved authorizations for logical access to CUI and N
03.01.02 Access Enforcement  [system resources in accordance with applicable access control | Functional | Intersects with | SenSitive/ Regulated Data | - pcyy gy 5 - [Mechanisms exist o protect sensitiveregulated data wherever it is 5
e, ction lprocessed and/or store
[Enforce approved authorizations for logical access to CUI and Defining Access. [Mechanisms exist to explicitly define authorizations for specific
03.01.02 Access Enforcement  [system resources in accordance with applicable access control | Functional | Intersects With | Authorizations for Sensitive / | DCH-01.4  |individuals and/or roles for logical and /or physical access to 5
lpolicies Regulated Data Jsensitive/regulated data
[Enforce approved authorizations for logical access to CUI and Hecharisms existto manage personnelsecurty ik by as3i9ning &
03.01.02 Access Enforcement  fsystem resources in accordance with applicable access control | Functional | Intersects With | Position Categorization HRS.02 [risk designation to all positions and establishing screening criteria 5
Jpolicies. for inaiduals fillng those positons
[Mechanisms exis to ensure that every user accessing Technology
[Assets, Applications and/or Services (TAAS) that process, store
[Enforce approved authorizations for logical access to CUI and
03.01.02 Access Enforcement  fsystem resources in accordance with applicable access control | Functional | Intersects with | USers With Elevated HRs-02.1 [andlor transmit sensitive/requlated data is cleared and regularly 5
boricies Privileges frained to handle the information in question.
Hechartams €t o arforce Role Based Access Control RBAC) for
[Enforce approved authorizations for logical access to CUI and Role-Based Access Control [Technology Assets, Applications, Services and/or
03.01.02 Access Enforcement  fsystem resources in accordance with applicable access control | Functional | Intersects With fHAS A0 e e e A t oeie soe it egimare 5
jpoicies lbusiness needs.
[Enforce approved authorizations for logical access to CUI and [Mechanisms exist to proactively govern account management of
03.01.02 Access Enforcement  fsystem resources in accordance with applicable access control | Functional | Intersects With | Account Management 1AC15  [individual, group, system, service, application, guest and temporary 5
jpoticies laccounts.
[Enforce approved authorizations for logical access to CUI and
, [Mechanisms exist to enforce Logical Access Control (LAC)
03.01.02 Access Enforcement oyt rezources i accordance with appicable access conral | Functionl Subset Of Access Enforcement AC 20 O ek canfo 1o the poneione of Slonct peblone. 10
[Enforce approved authorizations for logical access to CUI and
Aforcement e approVed auhorizations o 1 ane nction nter ; Access To Sensitive / [Mechanisms exist to limit access to sensitive/regulated data to only
03.01.02 Access Enforcement oyt resources i accordance Wi appicable access conrol | Functional | Intersects With e ot B 1AC20.1 khoce individuals whose job requires such access 5
Information Flow  [Enforce approved authorizatons or contrlling the flow of CUI | ; » o1 [Mechanisms exist to facilitate an IT Asset Management (ITAM)
03.01.03 Enforcem Jwithin the system and between connected syst Functional | Intersects With Asset Governance ASTOL " forogram to implement and manage asset management controls. ?
[Mechanisms exist to identify and assess the security of Technology
Information Flow  [Enforce approved authorizations for controlling the flow of CUI ’ y [Assets, Applications and/or Services (TAAS) that support more than
03.01.03 o e e e e Detacon comnenes Systame. Functional | Intersects With | Asset-Service Dependencies | AST-0L1  [ona critical business function 8
IMechanisms exist to maintain network architecture diagrams that
|(1) Contain sufficient detail to assess the security of the network's
0103 i o e o suporotons orontal IO T | st | s | "UERIEITESDS | rstos onidc 0
Y Y 9 |(2) Reflect the current architecture of the network environment; and
|(3) Document ail sensitive/regulated data flows
[Mechanisms exist to create and maintain a current inventory of
[Technology Assets, Applications, Services andor Data (TAASD) that
for statutory, regulatory andor contractual compliance
Information Flow  [Enforce approved authorizations for controlling the flow of CUI Compliance-Specific Asset y jare in scope
03.01.03 formation Fio A A S Functional | Intersects With lance-specifc AST-04.3  |obligations that provides ufficient detail to determine control 8
lapplicability, based on asset scope categorization.
ormaton - < authonzations for contrling the flom of CU1 [Mechanisms exist to categorize Technology Assets, AppIications
information Flow nforce approved authorizations for controlling the flow of g ndlor Services (TAA:
03.01.03 o ation e A kb o sy L Functional | Intersects With | Asset Categorization AST-31  [andor Services (TAAS) 8
ol Defining Access [Mechanisms exist to explicitly define authorizations for specific
03,0103 Information Flow - Enforce approved authorizations for controlling the flow of CUI | ncrjonal | intersects With | Authorizations for Sensitive /| DCH-01.4 idividuals and/or roes for Iogical and for physical access to B
" > Regulated Data jsensitiverregulated data
Information Flow - Enforce approved autharizatons for contrallng the flow of CU . ; [Mechanisms exist to control and restrict access to digital and non-
03.01.03 Enforcement Jwithin the system and between connected syster Functional | Intersects With Media Access DEH03 Liigital media to authorized individuals. s
[Mechanisms exist to leverage data-specific Access Control Lits
Information Flow  [Enforce approved authorizations for controlling the flow of CUI . ’ ’ I(ACL) or Interconnection Security Agreements (ISAS) to generate a
03.01.03 Enforcement |within the system and between connected systems. Functional | Intersects With | Data Access Mapping DCH143  ogical map of the parties with whom sensitive/regulated data is s
Information Flow  [Enforce approved authorizations for controlling the flow of CUI [Mechanisms exist to enforce Logical Access Control (LAC)
03.01.03 Enforcement |within the system and between connected systems. Functional Subset Of Access Enforcement 1AC-20 loermissions that conform to the principle of *least privilege.” 10
Information Fow - Enforce approved authorizatons forcontrling th flow of CU nction Access To Sensitive / . [Mechanisms exist to limit access to sensitive/regulated data to only
03.01.03 Enforcement Jwithin the system and between connected syst Functional Subset Of egulated Data IAC-201 " fthose individuals whose job requires such access, 10
[Mechanisms exist to implement and govern Access Control Lists
Information Flow  [Enforce approved authorizations for controlling the flow of CUI Data Flow Enforcement -
03.01.03 formation Flo S A S Functional | Intersects With | 022 Fiow Enforcement - | NET-04  [(ACLS) to provide data flow enforcement that explicily restrict 5
[network traffic to only what is authorize
[Mechanisms exist to authorize connections from systems to other
rstems using Interconnection Securty Agreements 1S43), or smilr
Information Flow  [Enforce approved authorizations for controlling the flow of CUI Interconnection Security y at document, for each interconnection
03.01.03 Enforcement |within the system and between connected systems. Functional | Intersects With Agreements (1SAs) NET-05 | Kerface characteristics s
|2) Security, compliance and resilience requirements; and;
|(3) The natuire of the information communicated.
[Mechanisms exist to control internal system connections through
Information Flow  [Enforce approved authorizations for controlling the flow of CUI . ’ . ) lauthorizing internal connections of syster enting, for
03.01.03 Enforcement |within the system and between connected systems. Functional | Intersects With | Intemal System Connections | - NET-05-2. fach internal connection, the interface characteristics, security s
Irequirements and the nature of the information communicated.
03.01.04 Separation of Duties NA Functional | No Relationship. NA NA NA o INo applicable SCF control
03,0104 Separation of Duties  [dentify the duties of individuals requiring separation. Functional | Intersects With | Separation of Duties (SoD) | HRS-11  [iechanisms exist to implement and maintain Separation of Duties 8
: [(50D) to prevent potential inappropriate activity without collusion.
ist to avoid roles
ot . . Khrouah fmiting and reviewing developer privieges fo change
03.01.04 Separation of Duties  [dentify the duties of individuals requiring separation. Functional | Intersects With Incompatible Roles RS- 12 O o el wmears combenonte st 8
lproduction/operational environment.
et Defining Access [Mechanisms exist to explicitly define authorizations for specific
03.01.04.b Separation of Duties 55{:;‘5 system access authorizations to support separation of Functional | Intersects With | Authorizations for Sensitive / | DCH-01.4 lindividuals and/or roles for logical and /or physical access to 8
Regulated Data jsensitivesregulated data
ration [Define system access authorizations to support separation of . . [Mechanisms exist to enforce Logical Access Control (LAC)
03.01.04.b Separation of Duties Functional | Intersects With | Access Enforcement AC 20 O ok conform o the prneloie of “onst prblone.” 5
[Define system access authorizations to support separation of ‘Access To Sensitive / echanisms exst o imit access 0 sensiivelregulated data o oy
03.01.040 Separation of Duties (3" Functional | Intersects With e ioto Dot G201 e o rmoss o ressies soch m B
Iechanisms exst t utize the concept of leas pviege, allowing
03.01.04 Separation of Duties  [oie System access authorizations to support separation of | gynciignal | Intersects With Least Privilege 1AC21  |only authorized access to processes necessary to accomplit 5
OEElgmad atis i accordanee it organ sasonss business fumctons.
03.01.05 Least Privilege NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Allow only authorized system access for users (or processes [Mechanisms exist to enforce Logical Access Contral (LAC)
03,0105 Least Privilege [acting on behalf of users) that Is necessary to accomplish Functional Subset Of Access Enforcement G20 e e o e o A e 10
Jassigned organizational tasks. P principl privileg
[Allow only authorized system access for users (or processes
Access To Sensitive / [Mechanisms exist to limit access to sensitive/regulated data to only
03.01.05. Least Privilege [acting on behalf of users) that Is necessary to accomplish Functional Subset Of 1C-20.1 . 10
SRl T A Regulated Data fthose individuals whose job requires such access
|Allow only authorized system access for users (or processes echanisms exist o utiize the concept of st riviege.alowing
03.01.05. Least Privilege [acting on behalf of users) that Is necessary to accomplish Functional Equal Least Privilege 1AC-21  |only authorized access to processes necessary to accom 10
lassigned organizational tasks. e e s i aceordamee itk organieatond! oS fonctions
IWechartams €t o arforce Role Based Acces: Control RBAC) for
[Technology Assets, Applications, Services and/or
Festes setecs to madats aigned specic roles with tegitmare l0DP Value:
lbusiness needs. lo1) -ata .mmmum and if applicable: establishing system accounts and assigning
lprivileges, configuring access authorizations, configuring settings for events to be
lauthorize access to [Assignment: organization-defined security Role-Based Access Control Elited, establishing vulnerabiity scanning parameters, establisning intusion
03,0105 Least Privilege  [lunctions] and [Assignment: organization-defined security- Functional | Intersects With ) 1AC-08 8 ldetection ng audit information
felevant information). 1(02) - at a minimum and if applicable: threat and vulnerability information, filtering
W e b ol S e
information, security access control
lisks, and audit information
[Authorize access to [Assignment: organization-defined security [Mechanisms exist to proactively govern account management of
03.01.05b Least Privilege  functions] and [Assignment: organization-defined security- Functional | Intersects With | Account Management 1AC15  [individual, group, system, service, application, guest and temporary 5 [DoD-provided ODP does not apply to this specific SCF control.
felevant information) Jaccounts.
l0DP Values:
|02) - at a minimum and if applicable: establishing system accounts and assigning
lprivileges, configuring access authorizations, configuring settings for events to be
fAuthorize access to [Assignment: organization-defined security pudited, establshing vulnerably scanning parameters, estabshing ntrusion
03.0L05.0 Least rivilge [lunctons] and [Assignment: organization-defined security- Functional | Intersects With | Access Enforcement ic20  [Mechanioms exstto enforce Logical Access Contral LAC) e Getection parameters, and managing audi nfor
felevant information). P principl privileg (62) -t 5 inimm 3nd if applcabie: threat and wulnerabilty information, fiering
e for routers or firewals, configurtion parameters for securt
key information, security seress Control
lisks, and audit information
uthorize access to [Assignment: organization-defined security [Mechanisms exist to utilize the concept of least privilege, allowing
03.01.05b Least Privilege  flunctions] and [Assignment: organization-defined security- Functional Equal Least Privilege IAC-21  |only authorized access to processes necessary to accomplis 10 [DoD-provided ODP does not apply to this specific SCF control
Ielevant information; Jassigned tasks in accordance with organizational business functions,
[Review the privileges assigned to roles or classes of users [Mechanisms exist to proactively govern account management of
03.01.05. Least Privilege [Assignment: organization-defined frequency] to validate the |  Functional | Intersects With | Account Management 1AC15  [individual, group, system, service, application, guest and temporary 8 /ODP Value: at least every 12 months
Ineed for such privileges. unts.
[Review the privileges assigned to roles or classes of sers [Mechanisms exist to review all system accounts and disable any
03.01.05.c Least Privilege  [[Assignment: organization-defined frequency] to validate the |  Functional | Intersects With | System Account Reviews | IAC-15.7  faccount that cannot be associated with a business process and 8 /ODP Value: at least every 12 months
Ineed for such privileges.
iew the oriv ) p techarisms exist to perodicaly review the privieges assgned to
Privileges Irvieges omd reossign o emove annécescary prvieges, 55 3
Ineed for such privileges.
Inecessary.
[Mechanisms exist to proactively govern account management of
03.01.05.4 Least Privilege  [Reassign or remove privileges, as necessary. Functional | Intersects With | Account Management 1AC-15  [individual, group, system, service, application, guest and temporary 5
Jaccounts.
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Focal Document Element (FDE) Deseri SCF Control O D i 05
echarisms exst to perodicalyreview the privieges assgned to
Periodic Review of Account individuals and service accounts to validate the
03.0L05.d Least Privilege[Reassign or remove privileges, as necessary. Functional | Intersects With Review of Ic17  [rdividusls and service accounts to valtate the nee forsuch 5
Inecessary.
03.01.06 e ] NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Miechanisms exist to enforce Role-Based Access Control (RBAC) for
Least Privilege - Privileged |Restrict privileged accounts on the system to [Assignment: Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to
03.0L.06.2 [estrict rivleged accounts on the oY=t Functional | Intersects With dhcce: IAC0B  [rostict aceess to malvicuals accigned speciic roles with legitimate 8 loDP Value: only defined and authorized personnel or administrative roles
usiness needs
o s oo et orateass o the system to N T [Viechanisms exist to restrict and control privileged access rights for
east Privilege - Privileged [Restrict privileged accounts on the system to [Assignment rivileged Account e e enralouy Aeacts, Aomeatare g e s
030106 yilege - [estrct privileged accounts on the syste Functional | Inersects witn | Privieged Account nc16 9y oo (TaRS) f l0DP Value: only defined and authorized personnel or administrative roles
Least Privilege - Privileged Restrict privileged accounts on the system to [Assignment: . [Mechanisms exist to enforce Logical Access Control (LAC) .
03.01.06.2 e g aycounts on the syet Functional | Intersects With | Access Enforcement G20 e o T e o e 5 [DoD-provided ODP does not apply to this specific SCF control
; . echarisms exist o utiize the concept of st riviege.alowing
0301060 |LeastPrivlege - Piviegea Restric priviged accounts on the system t0 ASSINMNt | yncional | nterects Wit | Least Prviee AC21 oy autnorved access to processes necases s IooD-providet 0DP coes not aplytotis specific SCF control
o P Eekmed ik i accordates witn organsatona) busimess functons,
o ese oriesed et orateaes o the system 1o 8 " " T [Fechanisme exst T resct The sssgnment f prvleged accourts
east Privilege - Privileged [Restrict privileged accounts on the system to [Assignment . anagement Approval For gy oo ement sporaed porommal anaror rolc
03.01.06.2 vilege P ey courts on e systen Functional | Intersects with | Mnagement Approval 1AC-21.3 g pproved p 8 loDP Value: only defined and authorized personnel or administrative roles
[Reauire that users (or roles) with privileged accounts use non-
Least Privilege - Privileged Non-Privileged Access for [Mechanisms exist to proibit privileged users from using privileged
03.01.06.0 lrivileged accounts when accessing non-security functions or |  Functional | Inersects With 1Ac-21.2 5
privileged accounts wner Non-Security Functions. laccounts, while performing non-security functions.
Teast Privilege - Privileged
03.00.07 Plgers NA Functional | No Relationship NA NA NA o INo applicable SCF control
Least Privilege - Privileged Prevent non-privileged users from executing privileged privileged Account A e S R A e Iy
vilege - Privi v priv ing privi uncti i il 16 [users and Technology Assets, Applications andior Services (TAAS
03.01.07.2 o o frevent n Functional | Intersects witn | Prvieged Aceount 1AC-16 ay opl Z (TARS) 5
B . IMechanisms exist o utilize the concept of least privilege, allowing
0301070 Least rivilege - Privileged Prevent non-privieged usersfrom executing privleged Functonal | Intersects With Least rivilege IAG21  [oly authorized access to processes necessary t accompish s
unctions functions.
lassigned tasks in accordance with organizational business functions.
Least rvige - riieged prvent non-priveged users from executing privieged Management Approval For e T Ot of orivileged accounts
vilege - Prvi v i ing privi uncti i . lto management-approved personnel and/or roles;
03.01.07.2 lege - P frrevent Functional | Intersects witn | Mensgement Aoprove 1AC213 g pproved p T 5
B Prohibit Non-Privileged Users IMechanisms exist to prevent non-privileged users from executing
0301075 |Least rviese - riviieged prevent nonprivileged users from executing priveged Funcional cun | o B ol | BC215 picoed ctons 6 Lo G0 cmenin o sietns 10
mplemented security safeguards / countermeasures.
Teast Privilege - Privileged p . . » p . [Fechanisms et uriquely manage privieged accounts o Gent)
03.0107.6 vilege - P lLog the execution of privileged functions. Functional | Intersects with |priviteged Account dentifiers | 1ac-09.5  [{echarisms existto uniquely manage ; 5
oot viege - rieged P echanrsms exiet o restret and control prVTEged 36 TS Tor
east Privilege - Privileget rivileged Account . sers and Technology Assets, Applications and/or Services (TAAS
03.0L07.0 vilege - P lLog the execution of privileged functions Functional | Inersects witn | Privieged Account nc1s 9y op (Tans) s
G3oLo |Le9 PRUTEGE PISOR | og o euccution of prvieged fanctions Functonal | ntersectswith | AN Use GTPVIEIRA | a1 4 echanisms exitto ausit the execotion of prvieged functions. s
Teast Privilege - Privileged . ; . exist to implement enhanced activity monitoring for
03.0107.6 ge - P lLog the execution of privileged functions. Functional | Intersects With | Privileged User Oversight | MON-01.15 [Mechanisms ex! 5
Least Privilege - Privileged . S eged fnce et o [privieged Fancti ; 033 [Mechanisms exist to log and review the actions of users and/or
03.0L07.0 llege - P lLog the execution of privileged functions. Functional | Intersects With | privieged Functions Logging | MON-033 _[echanisme exist Lo og and rev s
03.01.08 “"”;‘;:fg:‘ts“’m’" NA Functional | No Relationship NA NIA NiA ) INo applicable SCF control
eororce 2 i of N o detmed mumben [Mechanisms exist to develop, document and mainain secure
nforce a limit of [Assignment: organization-defined number] i loaseline configurations for Technology Assets, Applications andor
03.01.08.a “”“;‘ifg:‘é"go" lconsecutive invalid logon attempts by a user during a Functional Subset O Sg:;;ﬁiﬁ:: CFG-02 [Services (TAAS) that are consistent with industry-accepted system 10 [poD-provided ODP does not apply to this specific SCF control
[tAssignment: organization-defined time perio [rardening standards.
[Mechanisms exist to enforce a limit for consecutive invalid ogin
Unsuccessful Logon ~ [E11OC€ @ limit of [Assignment: organization-defined number] Jattempts by a user during an organization-defined time period and DRV
03.01.08.0 e onsccuive nvald logon atempts by a user during o Functional | Intersects With Account Lockout 22 e e o e Kme Perion 8 (01) - ot most ive (5)
time period]. e a2 count 02) - period o five (5) minutes
[Mechanisms exist to develop, document and maintain secure
lAutomatically [Selection (one or more): lock the account or lbaseline configurations for Technology Assets, Applications andjor
Inode for an [Assignment: organization-defined time period; [Services (TAAS) that are consistent with industry-accepted system
Unsuccessful Logon  [lck the account or node untilreleased by an administrator: ction Secure Baseline [nardening standards. ' .
03.01.08b i O e S o stroor Functional Subset Of e B cFG02 10 [DoD-provided ODP does ot apply to this specific SCF control.
lother action] when the maximum number of unsuccessful
fttempts is exceeded.
utomatically [Selection (one or more): lock the account or
Inode for an [Assignment: organization-defined time period; IMechanisms exist to enforce a limit for consecutive invalid login JoDP Value: Select one or more
Unsuccessful Logon  [lck the account or node untilreleased by an administrator: ction ter ; o Jttempts by a user during an organization-defined time period and | lock the accountor node fo an at least 15- minute time period
03.01.08.0 Attempts ldelay next logon prompt; notify system administrator; take Functional | Intersects With Account Lockout 1hc-22 ocks the account when the maximum number o 8 lock the account or node untilreleased by an administrator and notify a system
lother action] when the maximum number of unsuccessful lunsuccessful attempts is exceeded. e
fttempts is exceeded.
[Mechanisms exist to develop, document and maintain secure
[Display a system use notification message with privacy and Secure Baseline lbaseline configurations for Technology Assets, Applications andjor
03.01.09 System Use Notification [security notices consistent with applicable CUI rules before Functional Subset Of e Do CFG02  [Sarvices (TAAS) that are consistent with industry-ccepted system 10
laranting access to the system. Irardening standards.
bechanisme it to ulize system use neiicationogon banners
[Display 2 system use notification message with privacy and N
. ystem Use Notification 1 [that display an approved system use notification message or banner
03.01.09 System Use Notification [security notices consistent with applicable CUI rules before Functional Subset Of o e otfca F I U A i W A 10
laranting access to the system.
[services (TAAS).
[Display a system use notification message with privacy and Standardized Microsoft [Mechanisms exist to configure Microsoft Windows-based systems to
03.01.09 System Use Notification [security notices consistent with applicable CUI rules before Functional | Intersects With ndardized Micros SEA18.1 [display an approved logon banner before granting access to the 8
laranting access to the system
] prechanisms existto utiize a trncated system use retitcaton |
[Display a system use notification message with privacy and logon banner on systems not capable of displaying a logon banner
03.01.09 System Use Notification [security notices consistent with applicable CUI rules before Functional | Intersects With Truncated Banner Sea1s.2 8
[rem a cemraized irectory senvices technelogy (.. Acive
laranting access to the system. i
irectory, Entra
03.01.10 Device Lock NA Functional | No Relationship NA NA NA ) INo applicable SCF control
[Mechanisms exist to develop, document and maintain secure
Prevent access o thesystem b [Selection (one or more) lbaseline configurations for Technology Assets, Applications andjor
» ating a device lock after [Assignment: organization-defined | ¢ . o Secure Baseline 02 [Services (TAAS) that are consistent with industry.accepted system — .
0301108 Device Lock Kime period] of inactivity; requining the user to iniiate a device | Functional Subset OF Configurations CFG02 e rdening standards. o [P ) P RS I S 5 2 e Canie!
lock before leaving the system unattended]
Preven access o thesystem by [Selection (on or more) [Mechanisms exist to initiate a session lock after an organization-
. jating a device lack after [Assignment: organization-defined 24 [defined time period of inactivity, or upon receiving a request from a loDP Value: initiating a device lock after “at most 15 minutes” of inactivity and!
0301102 Device Lock Kime perioc o Inactivity: requiring the user £ inate a device |  Functionsl Subset Of Session Lock 1G24 | 5er and retain the session lock until the user reestablishes access. 10 Fequiring the user t nitiate a device lock before leaving the system unattended
lock before leaving the system unattended]. lusing established identification and authentication methods.
[Mechanisms exist to develop, document and maintain secure
[Retain the device lock until the user reestablishes access usin Secure Baseline lbaseline configurations for Technology Assets, Applications andjor
0301100 Device Lock estabiisned identication and authentication procedures. | Functional Subset OF Configurations CFG:02 fservices (TAAS) that are consistent with industry-accepted system 10
lnardening standards.
IMechanisms exist o initate a session lock after an organization-
IRetain the device lock until the user reestablishes access using 4 [defined time period of inactivity, or upon receiving a request from a
0301100 Device Lock lestablished identification and authentication procedures. Functional Subset Of Session Lock 1AC24 | cer and retain the session lock until the user reestablishes access. 0
Jusing established identification and authentication methods.
[Mechanisms exist to develop, document and maintain secure
lconceal,via the device lock, information previously visible on Secure Baseline  |paseline configurations for Technalogy Assets, Applications and/or
03.01.10.c Device Lock ke craplay with 8 publicly viewable mage Functional Subset of Configurations CFG02  fservices (TAAS) that are consistent with industry-accepted system 10
lnardening standards.
onceal via th devic lock, nformation prviausly visle on g y [Mechanisms exist to implement pattern-hiding displays to conceal
03.01.10.c Device Lock fhe dispiay with a publicly viewable imags Functional Equal Pattern-Hiding Displays | IAC24.1 lintormation previously visible on the display during the session lock. 10
[Mechanisms exist to develop, document and maintain secure
[Terminate a user session automatically after [Assignment secure Baseline loaseline configurations for Technology Acsets, Applications andfor
03.0011 Session Termination  forganization-defined conditions or trigger events requiring Functional Subset of Secure Daseline CFG-02  [Sarvices (TAAS) that are consistent with industry-accepted system 10 IDaD-provided ODP does not apply to this specific SCF control,
lsession disconnect]. lnardening standards.
fTerminate a user session automatically after [Assignment: |Automated mechanisms exist to log out users, both locally on the loDP Value: a specified duration (maximum of 24 hours) of inactivity, misbehavior
03.0011 Session Termination  forganization-defined conditions or rigger events requiring Functional Equal Session Termination IAC-25  |network and for remote sessions, at the end of the session or aiter 10 llend the session due to an attempted policy violation), and maintenance (terminate
lsession disconnect] lan organization-dened period of nactity lsessions to prevent issues with an upgrade or service outage)
03.01.12 Remote Access NA Functional | No Relationship WA NA NA 0 INo applicable SCF control
[Establish usage restrictions, configuration requirements, and [Mechanisms exist to conduct remote system administrative
0301120 Remote Access  [connection requirements for each type of allowable remote. Functional | Intersects With Jump Server AST-27  [functions via a "jump box" or ‘jump server" that is located in a 5
bystem access. Jseparate network zone to user
[Mechanisms exist to develop, document and maintain secure
[Establish usage restrictions, configuration requirements, and Secure Baseline Ibaseline configurations for Fechnology Assets, Applications and/or
0301122 Remote Access  [connection requirements for each type of allowable remote. Functional | Intersects With e B CFG-02  [Sarvices (TAAS) that are consistent with industry-accepted system 5
Jsvstem access lhardening standards.
[Establish usage restrictions, configuration requirements, and [Mechanisms exist to define acceptable and unacceptable rules of
0301120 Remote Access  [connection requirements for each type of allowable remote. Functional | Intersects With Rules of Behavior HRS-05.1  [behavior for the use of including consequences for 5
Jsystem access. behavior.
[Hechanisms exist to e=tableh ysage restictions and mplementation
[Establish usage restrictions, configuration requirements, and uidance for organizational technologies based on the potential to
0301124 Remote Access  [connection requirements for each type of allowable remote. Functional | Intersects With | Technology Use Restrictions | HR.05.3 ~[cause damage to Technology Assets, Applications andlor Sevices 5
4 |(TAAS), if used maliciously.
ystem access.
[Wiechaniams exist to enforce Role-Based Access Control (RBAC) for
[Establish usage restrictions, configuration requirements, and Role-Based Access Control ITechnology Assets, Applications, Services and/or Data (TAASD) to
0301122 Remote Access [connection requirements for each type of allowable remote Functional | Intersects With s IACOB  [rastict aceess to malvicuals accigned specifc roles with legitimate 5
fsystem access. lousiness needs
[Establish usage restrictions, configuration requirements, and
Network Security Controls 01 [Mechanisms exist to develop, govern & update procedures to
0301122 Remate access  conncton requirement o eachype of aowabl rmote Functional Subset Of ecurt NET0L e o e e o oo o) 10
[Establish usage restrictions, configuration requirements, and [Mechanisms exist to monitor and control communications at the
03.0112a Remote Access  [connection requirements for each type of allowable remote Functional | Intersects With | Boundary Protection NET-03  [external network boundary and at key internal boundaries within the 5
lystem access. Inetwork
[Estabiish usage restrictions, configuration requirements, and } oo
0301120 Remote Access fcomnection requirements o1 cach type of allowabl remote Functional | Intersects With Remote Access NET-14  [Mechanisms exist o define, control and review organization- 5
et antes lapproved, secure remote access meth
[Establish usage restrictions, configuration requirements, and
- tablish usage restrictions, | uirements, ction ter it |Protection of Confidentiality / lc exist to protect the and
03.01.12.0 Remote Access  [connection requirements for each type of allowable remote. Functional | Intersects with | Piotection o Confderal /| er1a.2 o et bror o 5
Jsystem access
[Viechanisms exist to define secure felecommuting practices and
[Establish usage restrictions, configuration requirements, and Work From Anywhere (WFA) - lgovern remote access to Technology Assets, Applications, Services
03.01.12 Remote Access  [connection requirements for each type of allowable remote. Functional | Intersects with |WerKFrom Amwhere (WP | ner1a.s [30010T Oota (TAASD) for remote workers. 5
lsystem access
[echarisms exit o failate e Implemertarion orndusty
[Establish usage restrictions, configuration requirements, and recognized securky, compliance and reslience practices i the
03.0112a Remote Access  [connection requirements for each type of allowable remote. Functional Subset O |Secure Engineering pincples|  Snc1  [Spechcation, desion, development, mplementarion and madiication 10
lsystem access o Tachnolog Aseats, Applcatons ancior Services (TARS)
[Mechanisms exist to develop an enterprise architecture, aligned with
[Establish usage restrictions, configuration requirements, and Alignment With Enterprise industry-recognized leading practices, with consideration for
03.01.12.0 Remote Access  [connection requirements for each type of allowable remote. Functional | Intersects with | Allanment With Enterpy SEA02  [security, compllance and resiince principles that addresses risk to 5
lsystem access anizational operations, assets, individuals and o
lorganizations.
[Ararize each type o remote ystem access prio 0 . » [fechantsms it defne, conre and eviw organizaton-
0301125 Remote Access  [Auhorze each type of remet Functional | Intersects With Remote Access NET-1a  [echenisms exist o define, contre o 5
Tuthorize each type of remote syatem access par T ‘Automated Monttoring & y Automatea mechanim exist o manitor and oniral Fmots aceess
03.0L120 Remote Access  [stharize each ype o remate Functional | Intersects With o NET.141  utomat 5
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Secure Controls Framework (SCF)
Focal Document Element (FDE) Descri SCF Control feotroly Eran
[authorize each type of remote system access prior to Managed Access Control . [Mechanisms exist to route all remote accesses through managed
03.01.120 Remote Access loctablishing such connections. Functional | Intersects With Points NET-143  network access control points (e.g., VPN concentrator). s
[Mechanisms exist to conduct remote system administrative
030112¢ Remote Access [10U1e remote access 1o the system through authorized and | guncrional | inersects with Jump Server AST-27 flunctions via a ump box* o ‘urp server- that i ocated i a s
9 P Jseparate network zone to user
[Route remote access to the system through authorized and 14 |Mechanisms exist to define, control and review organization-
030112 Remote Access  oue oot e O et Functional | Intersects With Remote Access NET1a e e romote stcess methots 5
[Route remote access o the.system through authorized and Managed Access Control . [Mechanisms exist to route all remote accesses through managed
03.01.12.¢ Remote Access |nanaged access control por Functional | Intersects With Points NET-143  etwork access control points (e.g., VPN concentrator). s
[Wechanisms exit to define secure telecommuting practices and
[Route remote access to the system through authorized and Work From Anywhere (WFA) - . remote access to Technology Assets, Applications, Services

03.01.12.¢ Remote Access oS e B e e Functional | Intersects with WOk From Anwhere (I | neT-as SG/0r Data (TARSD) for remote workers. 5

lauthorize the remote execution of privileged commands and 05 |[Mechanisms exist to authorize, monitor and control remote, non-

03.01.12d Remote Access |emote access to security-relevant information. Functional | Intersects With | Remote Maintenance MNT-05 " liacal maintenance and diagnostic activiies. s

[Authorize the remote execution of privileged commands and q [Mechanisms exist to gefne, contro and review organizaton-
03.01.12d Remote Access |emote access to security-relevant information. Functional | Intersects With Remote Access NET-14 lapproved, secure remote access method: s
[Mechanisms exist to restrict the execution of privileged commands
|Authorize the remote execution of privileged commands and Remote Privileged Commands
03.01.124 Remote Access Functional | Intersects With NET-14.4 access to security-relevant information via remote access only 5
fremote access to security-relevant information. & Sensitive Data Access For compaiing aprtonat naeds
03.01.13 Withdrawn |addressed by 03.13.08. Functional | No Relationship. NA NA NA o INo applicable SCF control
03.01.14 Withdrawn lincorporated into 03.01.12. Functional | No Relationship. NIA NiA NiA o INo applicable SCF control
03,0115 Withdrawn IIncorporated into 03.01.12 Functional | No Relationship NA NA NA o INo applicable SCF control
03.01.16 Wireless Access NA Functional | No Relationship. NA NA NA o INo applicable SCF control
exist to develop, document and maintain secure
[Establish usage restrictions, configuration requirements, and Secure Baseline lbaseline configurations for Technology Assets, Applications and/or
03,0116 Wireless Access  [connection requirements for each type of wireless access to Functional | Intersects With Conhouations CFG-02  [Sarvices (TAAS) that are consistent with industry-accepted system 5
fth lhardening standards.
[Establish usage restrictions, configuration requirements, and Wireless Access [Mechanisms exist to protect the confidentiality and integrity of
0301164 Wireless Access  [connection requirements for each type of wireless access to Functional | Intersects With CRY-07  |wireless networking technologies by implementing authentication 5
Authentication & Encryption
fthe system. land strong encryption
[Establish usage restrictions, configuration requirements, and
Network Security Controls [Mechanisms exist to develop, govern & update procedures to
03,0116 Wireless Access fconnection requirements fo each type of wirless access o Functional Subset Of fivs T 0L e o amentation ok Network Seaurity cantrors (NSC) 10
[Establish usage restrictions, configuration requirements, and
03.01.16a Wireless Access |connection requirements for each type of wireless access to Functional | Intersects With Guest Networks NET-02.2  [Mechanisms exist to implement and manage a secure guest 5
fthe system.
[Establish usage restrictions, configuration requirements, and
03.01.16a Wireless Access [connection requirements for each type of wireless access to Functional | Intersects With Wireless Networking NET-15. ;"“"“‘:{\"5 st e (“”‘""‘ authorized wireless usage and monitor 5
e Srctem. for unauthorized wireless access.
[stablsh usage restrictions, configuration requirements, and e XS T SECure W (e, TECE 50 TIT a prevert
03,0116 Wieless Accessfconnection requiremens fo each type of wirless access o Functional | Intersects With | Authentication & Encryption |  NET-15.1  [(AtOnasd aeeess oy L B
ating transmitted da:
[Establish usage restrictions, configuration requirements, and N
. h usage ! A e . ; estrict Configuration By [Mechanisms exist to identify and explicitly authorize users who are
03,0116 Wireless Access  fonnection requiements for each ype of wireless acces o Functional | Intersects With frich T 153 e Canqenty Confoure wirslese aatwting copabitics. 5
[Mechanisms exist to faciltate the Implementation of Industry-
lstablish usage restritions, configuration requirements, and fecogized securty, complance and resience practices n th
03,0116 Wireless Access  [connection requirements for each type of wireless access to Functional SubsetOf |Secure Engineering Principles|  SEA-01  [specification, design, developm entation and modification| 10
e system o Tahmolog) Aseats, Applcatons anclor Servces (TARS)
rechanisms exist to develop an entrprise archiecture, allgned with
[Establish usage restrictions, configuration requirements, and Allgnment With Enterprise lindustry-recognized leading practices, with consideratio
03,0116 Wireless Access  [connection requirements for each type of wireless access to Functional | Intersects with | AlnMent ¥ith Enter SEA0Z  fsecurty, compliance and resiience incies hat pgcressos sk to 5
fthe system. ational operations, assets, individuals and other
lorganizations.
[Authorize each type of wireless access to the system prior to Network Security Controls o1 [Mechanisms exist to develop, govern & update procedures to
03.01.160 Wireless Access loctablishing such connections. Functional Subset Of NsC) NET-01eaciitate the implementation of Netwrk Security Controls (NSC). 0
0301165 Wieless Access _[[Uthorze each Ype of Wieless access o he sYstem PHor 10 | uncronal | ntersects Wi Guest Networks NeT02.2 | Mechanisms exist to implement and manage a secure guest S
lestablishing such connecti Inetwork.
[Authorize each type of w\rs\sss access to the system prior to 15 [fechanisms exist o contol authorzed wireless usage and monitor
03.01.16 wireless Access oS e B enectio Functional | Intersects With | Wireless Networking NET-15 2uth 5
y [Authorize each type of Wireiess sccem o he system prior to . : cati . unauthuﬂzed access b
03.01.16 Wireless Access  [ITEE Sach BPe o o Functional | Intersects With | Authentication & Encryption | NET-15.1  [{]} Seothes trying to connect; and 5
[Mechanisms exist to facilitate the implementation of Industry-
Irecognized security, compliance and resilience practices in the
|Authorize each type of wireless access to the system prior to fesign n
03.01.16.b Wireless Access. Functional Subset Of  |Secure Engineering Principles|  SEA-01 an. 10
[establishing such connections, < 9 Princip lof Technology Assets, Applications and/or Services (TAAS).
[Mechanisms exist to disable unnecessary wireless networking
030116 Wireless Access [isable; when not intended for use, wireless networking Functional | Intersects With | Disable Wireless Networking | NET-15.2 capabilties that are ntemally embedded within syster components s
P P ploy Jprior to issuance to end users.
Disable, when not Intended for use, wireless networking Restrict Configuration By g [Mechanisms exist to identify and explicitly authorize users who are
03.01.16.¢ Wireless Access leapabilities prior to issuance and deploym Functional | Intersects With Users NET-153  Lallowed to independently configure wireless networking capabilites. s
[Mechanisms exist to faciitate the implementation of Industry-
Irecognized security, compliance and resilience practices in the
[Disable, when not intended for use, wireless networking jesign n
03.01.16.c Wireless Access. Functional Subset Of  |Secure Engineering Principles|  SEA-01 an. 10
lcapabilities prior to issuance and deployment. 9! '9 Princip! Jof Technology Assets, Applications and/or Services (TAAS).
y [Protect wireless access to the system using authentication and cati . lunauthorized access by:

03.01.16. Wireless Access  [Pretect Functional Equal Authentication & Encryption | NET-15.1 [![¥ Seotees trying to connect; and 10
03.01.17 Withdrawn lincorporated into 03.01.16. Functional | No Relationship. NA NA NA o INo applicable SCF control
03.01.18 Ecesscontal fogichlie) NA Functional | No Relationship. NA NA NA o INo applicable SCF control

Access Control for Mobile [Establish usage restrictions, configuration requirements, and o1 [Mechanisms exist to facilitate an IT Asset Management (ITAM)
03.01.18a Devices lconnection requirements for mobile devices. Functional | Intersects With Asset Governance AST-01 lorogram to implement and manage asset management controls. s
" . . [Mechanisms exist to restrict the possession and/or use of personally-
03.01.18. Access Contro for Mobilefstabiish usage restrictions, configuration requirements, and | yncional | ntersects With | Use of Personal Devices |  AST-12  fowned Technology Assets, Appiications andor Services (TAAS) s
q Jwithin organization-contralled facilties.
- Moo . " requir [Mechanisms exist to reduce the risk associated with third-party
03.01.18.2 Access Contro for Mobilestablish usage restrictions, configuration requirements, and | fyncional | Intersects Wih | Use of Thirc-party Devices |  AST-13  [sssets that are attached to the network from harming organizatonal s
“ Jassets or exfiltrating organizational data
[Mechanisms exist to monitor and enforce usage parameters that
030118 Access Control for Mobile [Estabish usage restrictons, configuratin requirements. and | guncional | ntersects With | Usage Parameters AST4 [imit e potential damage caused from the unathonized or s
q lunintentional alteration of system parameters.
[Mechanisms exist to implement and govern a Bring Your Own Device|
Access Control for Mobile [Establish usage restrictions, configuration requirements, and Bring Your Own Device
03.01.18a evices lconnection requirements for mobile devices. Functional | Intersects With (BYOD) Usage AST-16  (BVOD) program to reduce risk associated with personally-owned s
ldevices in the workplace.
[Mechanisms exist to develop, document and maintain secure
Access Control for Mobile [Establish usage restrictions, configuration requirements, and Secure Baseline [baseline configurations for Technology Assets, Applications and/or
0301182 Devices lconnection requirements for mobile devices. Functional | Intersects With Configurations CFG-02 Iservices (TAAS) that are consistent with industry-accepted system 5
[hardening standards
[Mechanisms exist to define acceptable and unacceptable rules of
Access Control for Mobile [Establish usage restrictions, configuration requirements, and
03.01.18. o o e Tor s g e Functional | Intersects With Rules of Behavior HRS-05.1 |behavior for the use of technologies, including consequences for 5
lunacceptable behavior.
[Hechanisms exst to establieh usage restrictons and implementaton
lguidance for organizational technologies b the potential to
Access Control for Mobile [Establish usage restrictions, configuration requirements, and nction nter i . riction Bause damage t Technalooy Assets, Applcations and/or Services
0301182 evices lconnection requirements for mobile devices Functional | Intersects With | Technology Use Restrictions | - HRS05:3 i) B¢ e maliciousy: :
Access Control for Mobile [Establish usage restrictions, configuration requirements, and y [Mechanisms exist to manage business risks associated with
03.01.18a Devices lconnection requirements for mobile devices. Functional | Intersects With | - se of Mobile Devices HRS-055 oermitting mobile device access to organizational resources. s
Access Control for Mobile [Establish usage restrictions, configuration requirements, and [Mechanisms exist to require internal and third-party users to sign
03.01.18a Devices lconnection requirements for mobile devices. Functional | Intersects With Access Agreements HRS-06 lappropriate access agreements prior to being granted access. 5
Access Control for Mobile [Establish usage restrictions, configuration requirements, and Centralized Management Of [Mechanisms exist to implement and govern Mobile Device
03.01.18a Devices lconnection requirements for mobile devices. Functional Subset Of Mobile Devices MPM-01 " luanagement (MDM) controls. 10
access Contro for Mobite [estabron . — - access Contro For Mobi [Mechanisms exist to enforce access control requirements for the
\ccess Control for Mobile |Establish usage restrictions, configuration requirements, an . ; ccess Control For Mobile .02 |connection of mobile devices to organizational Technology Assets,
0301182 evices lconnection requirements for mobile devices. Functional | Intersects With evices N0z cations andlor Services (TARG) .l s
[Mechanisms exist to restrict the connection of personally-owned,
03.01.18.0 Access Contrlfo Mokl Estabish usage restrictions, configuration Fequirements, and | yncional | Intersects with | PersonalyOuned Mobile | oy o mabie devicesto orgatzational Technology ASsets APPIcatons 5
Devices lconnection requirements for mobile devict Devices land/or Services (TAAS).
. h i wration requi zation-Ow ’ [Mechanisms exist to prohibit the installation of non-approved
03,0118 A o b e g o Conguration ceauirements, and | unctional | Intersects with | O"9anization-Owned Mobile | yoy.07  fappiications or approved applications not obtained through the 5
! lorganization-approved application store.
Access Control for Mabile [Establish usage restrictions, configuration requirements, and on o ith | Network Security Controls o1 |Mechanisms exist to develop, govern & update procedures to
03.01.18 evices lconnection requirements for mobile devices. Functional | Intersects With (NSC) NET-01eaciitate the implementation of Netwark Security Controls (NSC). s
[Mechanisms exist to facilltate the Implementation of Industry-
Irecognized security, compliance and resilience practices in the
Access Control for Mobile [Establish usage restrictions, configuration requirements, and design, and
03.0118a Functional | Intersects With [Secure Engineering Principles|  SEA-01 5
Devices lconnection requirements for mobile devices. ‘gineering Principl of Technlogy Assets, Applications andior Services (TAAS)
[Mechanisms exist to develop an enterprise architecture, aligned with)
lindustry-recognized leading practices, with consideration for
030118 Access Control for Mobile [Estabish usage restrictons, configuration requirements, and | ¢ncional | Intersects witn | AIGnment Wih Enterprise. | ggp 05 Lacuriy, compliance and resince princples that addresses isk to s
q forganizational operations, assets, individuals and other
forganizations.
0301185 Access Control for Mobile [y oo o e devices to the system Functiona! Subset of dentity & Access lacor [fechanisms oxis o facitate the Implementaton o entcation "
Devices Management (1AM) lend a
[Mechanisms exist to umquely \dermfy and centrally Authenticate,
Access Control for Mobile . . Identification & [Authorize and Audit (AAA) devices before establishing a connection
03.01.180 Devices [puthorize the connection of mobile devices to the system. Functional | Inersects With | trentication for Devices | 'A““%4 |using bidirectional authentication that is cryptographically- based s
Jand replay resistant.
nccess Contro for Mobi access Control For Mobi [Mechanisms exist to enforce access control requirements for the
0301185 cess Control for MODIe.la thorize the connection of mabile devices to the system Functional | Intersects with | ACCess Contral For Mobile | yypyy g5 |connection of mobile devices to organizational Technology Assets, 5
evices evices |Applications andjor Services (TAAS).
access Contro for Mobi rersonally-Owned Mobi [Fechanisms exst o resic the comnection of personally-onea
0301185 \ccess Control for Mobile |5, 1orize the connection of mobile devices to the system. Functional | Intersects with | Personally-Owned Mobile | oy g mobile devices to organizational Technology Assets, Applications 5
evices evices [ancor Senices (TanS)
trol for Mobil - ganization-Own ; [Mechanisms exist to prohibit the installation of non-approved
03.01.18b Access Control for MoblIe. | thorize the connection of mobile devices to the system. Functional | Intersects with | Or9anization-Owned Mobile | you.q7 fappiications or approved applications not obtained through the 5
lorganization-approved application store,
Restricting Access To [Mechanisms exist to restrict the connectivity of unauthorized mobile
Access Control for Mobile . . Authorized Technology ldevices from communicating with organizational Technology Assets,
03.01.18 AN lAuthorize the connection of mobile devices to the system. Functional | Intersects With |, AUIORESE TSRO0 | MDM-11  [apgiications and/or Services (TAAS) 5
Services (TAAS)
 to protect the and
Access Control for Mobile[mplement full-device or container-based encryption to protect . Full Device & Container- . mech: exist 1o protect th r
03.01.18.¢ PN e Gentiiy of C o abre Sese Functional | Intersects With ot Enereption WOML03 ety of miormaton an mabie duvess throsgn ol device o 5
lcontainer encryption.
03.01.19 Withdrawn lincorporated into 03.01.18. Functional | No Relationship. NA NA NA o INo applicable SCF control
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trol Descri
03.01.20 Use of External Systems /A Functional | No Relationship NA /A /A o INo applicable SCF control
[Prohibit the use of external systems unless the systems are Sensitive / Regulated Data o1z [echanims exit 1o proect sensiiveeguated doa wherever U
03.01.20a Use o exteral systems [N the use of ext Functional | Intersects With e Regulat Dero12 [hechanisme exis 5
Use of External Technology Wechantams Xt to overm o SXrmaT paries Tocad
03.01.20a Use of External Systems [TONIbit the use of external systems unless the systems are Functional | Intersects With | Assets, Applications andjor | DCH-13 [Technology Assets, Applications and/or Services (TAAS), are used to 8
fspecifically authorize Services (TARS) lsecurely store, process and transmit data
[echansma oxt o promt sxiealportes, metudng Technogy
Pssets, Applicaions and/or Senvces (TAAS). rom starng pocessing
fand transmitting data unless authorized individuals firs
0 Vertyng the Impiemeneation f reauired securty, compliance
03.01.20 Use of External Systems [/OMbit the use of external systems unless the systems are Functional | Intersects With | Limits of Authorized Use | DCH-13.1 [andjor resilience controls; or 5
fspecifically authorize () Retaining & processing agreement with the entity hosting the.
lexternal TAAS
. [Pronibit the use of external systems unless the systems are . [Fechanisme Xt T Tesict o IO the se o porable storage
03.01.202 Use of Extenal systems [FOBI the e of ext Functional | Intersects with | portable Storage Devices | DcH13.2 [fechanisme exist to resrict o 5
Non-Organizationally Owned echanisms ot o estrict e usilol ozl ouned
[Prohibit the use of external systems unless the systems are nology Assets, echnology Assets, Applications andor Services o process,
03.01.20a Use o External Systems [TONEIt the use of ext Functional | Intersects with | . Technolooy Assets, | pc13.4 (i or ansmit ganizational nformation 5
(TAS)
0301200 s ofExternal Systems LB 6 e of stormal ystems urless e SYStems 16 | uncioal | nersects Wih | AdHoc Transters Doy lecharems et o secire a0 oc exchanges ofage dghal les s
[Prohibit the use of external systems unless the systems are - o1 [Mechanisms exist to facilitate the implementation of third-party
03.01.20a Use o exteral systems [N the use of ext Functional SubsetOf | Third-Party Management |  TPM-0L xistlo f 10
IMechanisms exist to obtain an attestation from an independent
(Third-Party Assessment Organization (3PAO) that provides assurance
0301200 Use ofExtermal Systems PrOTIB e use of extemal systems unless e SYSIeMS | yncional | nersects Wit | Thirfarty Attetation (3%4) | | ToNL05.8 o Contorraty wit specined saiotory. requintory ond contaciint s
pecifically Jobligations for securty, compliance and resilience controls, including
Jany flow-down requirernents to contractors and subcontractors
[Establish the following security requirements to be satisfied on
lexternal systems prior to allowing use of or access to those Sensitive / Regulated Data IMechanisms exist to protect sensitive/regulated data wherever it is .
03.01.200 Use of External Systems (50 al Sy oo oo e oo o . | Functional | ntersects With ¢/ Regulat DeHo1.2  [Wechanisme existto pro 5 IDoD-provided ODP does not apply to this specific SCF control.
ldefined security requirements;
[Viechanisms exist to govern how external paries, including
[Establish the following security requirements to be satisfied on Use of External Technology [rechnelogy Assets, Appicatons anlor Services (TAAS), are used to
lexternal systems prior to allowing Use of or access to those 113 [securely store, process and transmit dat .
03.01.200 Use of External Systems [XCEral Sstems prir o alowing e of or access to those | Functional | ntersects with | Assets, Appiications andlor | DCH-13 5 IDoD-provided ODP does not apply to this specific SCF control.
ldefined security requirements] Services (TAAS)
[Feehansms Xt T promi externar partes, meivang Techmology
Jassets, Applications andor Services (TAAS). from storing, processing
fand transmitting data uniess authorized individuals first
Fitabienthe toluing secury equirements o b st on T Vertyimg the impiermentaton o reqired securiy compliance
03.01.20.b Use of External Systems. 1ng | ¢ Functional Intersects With | Limits of Authorized Use DCH-13.1  fand/or resilience controls; or 5 [DoD-provided ODP does not apply to this specific SCF control.
ystems by authorized individuals: [Assignment: organization- [(2) Retaining a processing agreement with the entity hosting the
ldefined security requirements; lexternal TAA:
[Fiechanisms exist to ensure that the requirements for the protection
’ ity requi Protecting Sensitive / lof sensitive/regulated data processed, stored or transmitted on
stablsh the folowing securty requrements o be sasfedon Reguiated Dyt on Externl ol Tethlogy Pesere Appcatons adlor Semaces (1ARS),are
03.01.200 Use of Extemal Systems (o0 al Sy see oo oo e oo e e . | Functional | Intersects with echnology Assets, DCH13.3  fimplemented in accordance with applicable statutory, regulatory and 5 IDoD-provided ODP does not apply to this specific SCF control.
Blined sty veacmementsl Applications andor Services lcontractual obligations.
(TAS)
[Establish the following security requirements to be satisfied on
ystems by authorized individuals: [Assignment: organization-
ldefined security requirements; fprotected.
[Wiechanisms exist to verly that indviduals or Technology ASsets,
stabish e folloning scurty requiremens o be saisfiedon IApplications andfor Services (TAKS) transferring dats between
ternal systems prior to allowing use of or access to those nterconnecting TAAS have the requisite authorizations (e.g., write i
03.01.20.b Use of External Systems [X Functional Intersects With Transfer Authorizations DCH-14.2 9 al 9 5 [DoD-provided ODP does not apply to this specific SCF control.
V- lsystems by authorized individuals: [Assignment: organization- lpermissions or privileges) prior to transferring said data. o G 2
ldefined security requirements;
[Establish the following security requirements to be satisfied on
lexternal systems prior to allowing use of or access to those § on [Hecharisms exst o fcilate the implementaton of third-party '
03.00.200 Use of External Systems [PXCEral stems prir o allwing e of or access to those | Functional SubsetOf | Thira-party Management | Trmo  [Vechaniams existto 10 IDoD-provided ODP does not apply to this specific SCF control.
ldefined security requirements]
[Wiechanisms exist to require confractual requirements for applicable
lsecurity, compliance and resilience requirements with third-parties,
Ieflecting the organization's needs to protect ts Technology Assets, JooP Value: Gudance: Organizations establish specifc terms and condidons o the
[Applications, Services andor Data (TAASD). iseof extemal systems i accordance wih organizatona securiypolcies
lprocedures. At a minimum, terms and conditions address the si
Ftabehthe fluing securky eelrements o b st on oty Contact EomiEston o 0 ccesed o cganzaiorl sams fom o Sydens
03.00.200 Use of External Systems_[Xiemal systems priorto allowing use of or access to those | unctional Subset OF rd-Party Contr TM.05 10 ighest security category of information that can be processed, stor
ystems by authorized indvid a o a ransmited on eXtamal systeme, I he temms and coneiions i e cunrs Sitne
Y rea [external systems cannot be established, organizations may impose restrictions on
lorganizational personnel using those external systems. f applicable, use NIST SP.
0-47 25  guide for establishing information exchanges between organizations.
esabish e fllowing scurty requirements o be satisfiedon echanisms exit o abton anattestation fom an ndependent |
03.01.20b Use of External Systems [ox 00 o b0 o o onion. |  Functional | Intersects With | Third-Party Attestation (3pA) |  TPHM-05.8 of conformity with specifed statutory,regulatory and conractual 8 [DaD-provided ODP does not apply to this specific SCF control.
: : - lobligations for security, compliance and resilience controls, including
[defined security requirements| [any fow-down requirerments to Contractors and subcontractors.
[Permit authorized individuals to use external systems to access|
03.01.20¢ Use of External Systems_ fthe organizational system or to process, store, or transmit CUI | Functional | No Relationship NA /A A o INo applicable SCF control
lonly
erifying that the security requirements on the external
03.01.20.c.01 Use of External Systems |systems as specified in the organization’s system security Functional | Intersects With | SeSitve/Regulated Data | ncyy.g; 5 - |Mechanisms exit to protect sensitivelregulated data wherever itis 5
platems os specied I the o rotection Iprocessed andior stored
erifying that the security requirements on the external Use of External Technology [Mechanisms exist to govern how external parties, including
03.01.20.c.01 Use of Extemal Systems systems osspeciied i th organzaton's system secuiy Functiona | Itersects with | Acses, Appications anor | DCH-13 [Technology Assets Application andor Services (T4AS), are used to 5
Jplans have been satisfied < (TARS) lsecurely store, process and transmit data
[Viechanisms exist to prohibit external parties, including Technology
ssets, Appiications andlor Services (TAAS),from storing, processing
fand transmitting data unless authorized individuals firs
Verifying that the security requirements on the external 1) verying the implemenationof reqired securty. Semplance
03.01.20.c.01 Use of External Systems systems as specified in the organization's system security Functonal | Intersects With | Limitsof Authorized Use | DCH-13.1 and/or resience contrls: s
lplans have been satisfied and [2) Retaining a processing agreement with the entity hosting the
lexternal TARS
it to cnsure that the requirements for the protection
Protecting Sensitive / lof sensitive/regulated data processed, stored or transmitted on
erifying that the security requirements on the external Regulated Data on External lexternal Technology Assets. Applications andor Services (TAAS), are
03.01.20.c.01 Use of External Systems |systems as specified in the organization’s system security Functional | Intersects With hnology Assets, DCH13.3 fimplemented in accordance with applicable statutory, regulatory and 5
Jplans have been satisfied and Applications andor Services lcontractual obligations.
(TAAS)
Nom-Orgarizatonaly Oured [Fiechaniams exist to restrict the Use of non-organizationally owned
ferifying that the security requirements on the external echnology Asset [Technology Assets, Applications and/or Services (TAAS) to process,
03.01.20.c.01 Useof Exeral Systems. ysiems o3 specited i he orgonization'ssystem secury Functional | Intersects with | o Technolooy Assets, | bcH-13.4 (it or ansmit rganizational nformation 5
(TAS)
erifying that the security requirements on the external
03.01.20.c.01 Use of External Systems |systems as specified in the organization's system security Functional SubsetOf | Third-Party Management | Tp.o1  [Mechanisms exit to faciltate the implementation of third-party 10
Jplans have been satisfied and [management control
[Miechanisms exist to require contractual requirements for applicable
erifying that the security requirements on the external e party Contract lsecuriy, compliance and resilience requirements with third-parties,
03.0120.01 Use of External Systems_[systems as specifed i the organization's system securiy Functional | Inersects With Ird-Party Contract Tew.05  [feflecing the organization's needs to protect its Technology Assets, s
e e e Requirements lApplications, Services and/or Data (TAASD),
IMechanisms exist to obtain a First-Party Declaration(1°D) from
erifying that the security requirements on the external lapplicable External Service Providers (ESPs) that provides assurance
03.01.20.c.01 Use of External Systems |systems as specified in the organization’s system security Functional | Intersects With | First-Party Declaration (1PD) | TPM-05.6 of compliance with specified statutory, regulatory and contractual 8
lplans have been satisfied an lobligations for security, compliance and resilience controls, including
Jany flow-down requirements to subcontractors.
IMechanisms exist to obtain an attestation from an independent
IVerifying that the security requirements on the external (Third-Party Assessment Organization (3PAO) that provides assurance
03.01.20.c.01 Use of External Systems systems as specified in the organization's system security Functional | Intersects With | Third-Party Attestation (3PA) | TPM-05.8  of conformity with specified statutory, regulatory and contractua 8
lplans have been satisfied an blisetions o scurcy, complance a1 esience contols, nclcing
Jow-down requirements to contractors and subcontra
[Retaining approved system connection or processing Use of External Technology [Miechanisms exist to govern how external paries, includin
03.01.20c.02 Use of External Systems agreements with the organizational entities hosting the. Functional | Intersects With | Assets, Applications andjor | DCH-13  [Technology Assets, Applications and/or Services (TAAS), are used to 5
lexternal systems Services (TAAS) Jsecurely store, process and transmit data
[Viechanisms exist to proibit external parties, Icluding Technology
JAssets. Applications andor Services (TAAS). from storing, processing
land transmitting data uniess authorized individuals first
[Retaining approved system connection or processing (1) Verifying the implementation of required security, compliance
03.01.20.c.02 Use of External Systems [agreements with the organizational entities hosting the Functional | Intersects With | Limits of Authorized Use | DCH-13.1 [andor resilience contrals; or 5
lexternal systems. 2)Retining aprocesing agreement wihthe entiy hosting the
lexternal T
[Viechanisms exist to varfy that indviduals or Technology ASSets.
Ietaining approved system cannection or processing IApplications andor Services (TAAS) transferring data between
03.01.20.c.02 Use of External Systems [agreements with the organizational entities hosting the Functional | Intersects With | Transfer Authorizations | DCH-14.2 [Pterconnecting TAAS have the requsite authorizations [e.g. write 5
e et [permissions o privileges) prior to transferring said
[Mechanisms exist to leverage data-specific Access Control Lists
03.01.20c.02 Use of External Systems[agroamente withine rgamisationsl ntiea hosing the Functional | Intersects With | Data Access Mapping | DCH-14.3 [(ACL) o Interconnection Security Agreements (ISAS) o generate s
porements it logical map of the parties with whom sensitive/regulated data is
[Retaining approved system connection or processing
IMechanisms exist to retain media and data in accordance with
03.01.20.c.02 Useof Etema ystems.grcement it he orgaizational tieshosig the Functional | Intersects With |  Media & Data Retention | - DCH-1g  [Yechaniems existto etoin media and dota n accordance 5
[Mechanisms exist to authorize connections from systems to other
lsystems using Interconnection Security Agreements (154s), or similar|
[Retaining approved system connection or processing
. s . Interconnection Security Imethods, that document, for each interconnection:
03.01.20.c.02 Use of Extenal Systems.greementswin the organizatinal enies nostng the Functional | Intersects with | - I"terconnection Secur NETgs  [methods, that document, for 3
4 |2) Security, compliance and resilience requirements; and;
) The nature of the information communicated
[Viechanisms exist to require confractual requirements for applicable
ty, compliance and resilience requirements with third-parties,
IRetaining approved system connection or processing § jsecurt .
03.01.20.c.02 Use of External Systems [agreements with the organizational entities hosting the. Functional Subset OF ThirdParty Contract Tem.05  [feflecting the organization's needs to protect its Technalogy Assets, 10
o termat oyatams equirements lApplications, Services and/or Data (TAASD),
[Restrict the use of organization-controlied portable storage Sensitive / Regulated Data IMechanisms exist to protect sensitive/regulated data wherever it is
0301204 Use of External Systems liices by authorized individuals on external systems. Functional | Intersects With Protection DCHOLZ lorocessed andor stored. s
. Use of External Technology [Fiechanisms exist to govern how external paries, includin
030120 Use o Exteral systems [LCSC e use of organizaton-controlled partable tora0e | yncional | Intersects With | Aosers Applkations andor | | DCH13  [Technology Asets, Applcatons andior Senaces (TAAS), re used to s
fevices by authorized individuals on extemal systems Services (TAS) lsecurely store, process and transmit data
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03.01.204 Use of External Systems Functional | Intersects With | Limits of Authorized Use | DCH-13.1 [and/or resilience controls; or 5
[devices by authorized individuals on external systems. |(2) Retaining a processing agreement with the entity hosting the
lexternal TAAS
[Restrict the use of organization-controlled portable storage . [Mechanisms exist to restrict or prohibit the use of portable storage
03.01.20 Use of External Systems Lo LI bee o e et systorms Functional | Intersects With | Portable Storage Devices | DCH-13.2 [ HeChansms exst 1o fesuricl of pron® 5
Non-Organizationally Owned [Mechanisms exist to restrict the use of non-organizationally owned
[Restrict the use of organization-controlied portable storage nology ) . [Technology Assets, Applications and/or Services (TAAS) to process,
03.01.204 Use of Extemal Systems. ye.ices by authorized individuals on external systems. Functional | Intersects With | s 5iications and/or Services | P34 [store or transmit organizational information. 5
(TAAS)
[Restrict the use of organization-controlied portable storage Centralzed Management of 01 |Mechanisms exist to implement and govern Mobile Device
03.01.204 Use of External Systems  ye.ices by authorized individuals on external systems. Functional Subset OF Mobile Devices MDM-01 lutanagement (MDM) controls. 0
y y [Mechanisms exist to prohibit the installation of non-approved
03.01.204 Use of External Systems [REStictthe use of organization-controlled portable storage | pyncrional | Intersects with | O"92NZatom-Ouned Mobile | oy o7 lappiications or approved applications not obtained trough the s
d 4 lorganization-approved application store.
03.01.21 Withdrawn lincorporated into 03.01.20. Functional | No Relationship. NA NA NA o INo applicable SCF control
03.01.22 Publicly Accessible Content] NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Train authorized individuals to ensure that publicly accessible Hechanisms exist o restrict the discosure o sensiivelreguiated
03.01.22 Publicly Accessible Content[T'a" authorized individuals to & Functional | Intersects With | Disclosure of Information | DCH-03.1 YIS anISTe existfo festrict fhe dlsclosure of o 5
0301220 [publicly Accessible Content|Jren 2uthorized indviduals to ensure that publicly accessivle | cinctonal | intersects With | publicy Accessible Content |  DCH-L5 Mechanisms exist to contol pubicy-accessible content 5
[Train authorized individuals to ensure that publicly accessible Defined Roles & 03 |Mechanisms exist to define Toles & Tor
0301223 Publicly Accessible Content [T authorized individuale to e Functional | Intersects With HRs-03  [hechanems 5
fran authorized incividuslsto ensure that publicy accessivle y [Mechanisms exist to communicate with users about thelr roles and
030122 Publicly Accessible Content)i\formation does ot contain C! Functional | Intersects With User Awareness HRS-03.1  kesponsibilities to maintain a safe and secure working environment. s
echanisms exist to ensure that indviduals accessing a system that
03.01.223 pubiicly Accessible ContentIan 2utharized individuals to ensure that publicly accessible | pyncrional | Intersects witn | R01eS With Special Protection | .43 Itores, ransmis o processes mformation reduinng s s
rovection anery rbanisaton-defmed persommel sereeming citria
[FE—— PR o [WMechanisms exist to formally educate authorized Users on proper
0301223 Publicly Accessible Content|I"ain authorized individuals to ensure that publicly accessible | gnctional | Intersects With | Formal Indoctrination HRs-04.2 |data handling practices for all the relevant types of data to which 5
finformation does not contain CUL
jthey have access
[Mechanisms exist to require all employees and contractors to apply
03.01.22 pubiicly Accessile Content[I™2n 2uthorized indivduals to ensure that publicly accessible | pyncuional | ntersects With | Terms of Employment |  HRS-05 [cybersecurity and data protection princiles in thei gally wor & s
[enable secure, compliant and resilient capabilites.
[Mechanisms exist to define acceptable and unacceptable rules of
030122 publicly Accessible Content[Train authorized individuals to ensure that publicly accessible | gynctional | intersects with Rules of Behavior HRS-05.1 behavior for the use of technologies, including consequences for 5
finformation does not contai
ur\ac(ep[ab\e behavior.
} red imdivi Security, Compliance & echanisms exist o provide all employees and contractors
0301220 rublicy Accessible Contene 731N authorized ndividuslsto ensure that publcy accessile. | euncional | ntersects With | Reshionce Awareness |  SAT02  pproprote securty. compliance and reciionce owarene s
raining JeBucation and tralning that s relevant for their b function
rechanisms exis toprovide role based securiy, compliance and
Role-Based Security Iresilience-related trai
. ble Content|T72in authorized individuals to ensure that publicly accessible nction nter ; o B ey (1) Before authorizing access to the system or performing assigned
03.01.223 Publicly Accessible Content[1 2" authorized indviduale te Functional | Intersects With | - Compllance & Resilence sar-03 (1) B 5
9 |(2) When required by system changes; and
|3) Annually thereatter.
i authorized individa . bl ; Sensitive / Regulated Data [Mechanisms exist to ensure that every user accessing a system
0301220 [publcly Accessible Content[[7en authorized indviduolsto ensure that publicy accessivle | uncional | intersects With | Storage, Handling & | SAT:03.3 |processing, storing o transmitting sensitvereouiated data s 5
Processing fformally trained in data handiing requirements.
[Mechanisms exist to facilitate the implementation of an enterprise
03,0122 Publicly Accessible Content|I"ain authorized individuals to ensure that publicly accessible | ¢ ncrional | Intersects With Web Security WEB-01  [wide web management policy, as well as associated standards, 5
finformation does not contain CUI
lcontrols and procedures
03.01.22 publicly Accessible Content [\eview the content on publicly accessible systems for CULand | nctional | Intersects With | Publicly Accessible Content | DCH-15 |Mechanisms exist to control publicly-accessible content 5
lremove such information, if diss
[Review the content on publicly e(cess\b\e Systems for CUI and WMonitoring For Information 11 [Mechanisms exist to monitor for evidence of unauthorized
03.01.220 Publicly Accessible Contentleemove such information, if discoveret Functional | Intersects With Disclosure MON-LLlexfiltration or disclosure of non-public information. s
ew o : o ; exist to routinely review the content on publicly
03.01225  [publicy Accessible Content {EYISH the content on publicy accessible systems for CULaNd | pyncrjonal | ntersects wit | PUPIIClY Accessible Content | yeg.14  loccessible systems for sensitiveeouiated data and remove such s
g finformation, if discovered.
Uiteracy Training and "
03.02.01 PRI NA Functional | No Relationship. NA NA NA o INo applicable SCF control
Literacy Training and Security, Compliance & o1 [Mechanisms exist to facilitate the implementation of security
03.02.01a oY Training [Provide security literacy training to system users: Functional SUbset OF | ¢ e eatorce | SAT-0L e o roaat andt awasamss romale 10
teracy Trainin itial trainin e Security, Compliance & echaniams xit o provide fl crpoyces ond cortrctors
03.02.012.01 Literacy Traning and - As part o nital raning for new users and [Assignment: Functional | Intersects With | Resiience Awareness | SAT-02  fappropriate security, compliance an resiience awareness B l0DP Value: a least every 12 months
v quency] : raining JeBucation and tralning that s relevant for their b function
[Mechanisms exist to provide role-based security, compliance and
Role-Based Security Iresilience-related training
Literacy Training and  |As part of nitial training for new users and [Assignment: nction e ’ Role.Ba ity 03 |(1) Before authorizing access to the system or performing assigned
03.02.01.2.01 e Brreation-defined froacency] thareafter Functional | Intersects With | - Compllance & Resllence saTo3 [ Bef 8 JODP Value: at least every 12 months
9 ) When required by system changes; and
|3) Annually thereatter.
Sensitive / Regulated Data [Mechanisms exist to ensure that every user accessing a system
030200001 teracy Training and s part of el raining for et users ond [Assgnment: Functional | Intersects With | Storage, Handling & | SAT:03.3 |processing, storing o transmitting sensitve reouiated data 5 5 Io0D:provided ODP does not apply to this specific SCF contol
N avency’ Processing fformally trained in data handling requirements.
[Mechanisms exist to provide specific training for privileged users to
03.02.01.2.01 Literacy Training and . JAs part of nitial training for new users and [Assignment: Functional | Intersects With Privileged Users SAT.03.5 [ensure privileged users understand thelr unique roles and 5 [DoD-provided ODP does not apply to this specific SCF control
ness forganization-defined frequency] thereafter, Fesonaiies
chanisms exist to provide role-based security, compliance and
Literacy Training and  |As part of initial training for new users and [Assignment: ncti ’ i Iresilience awareness training that Is current and relevant to the — .
03.02.01.2.01 Y Jraining o e e et Functional | Intersects With | Cyber Threat Environment | SAT-03.6 (>3 1efe 2atences taining hat s current end felevan o e, 5 [DoD-provided ODP does not apply to this specific SCF control.
loperations.
Security, Compliance & [Mechanisms exist to provide all employees and contractors
030201002 Uteracy Trainingand - |ihen required by ystem changes o following [ASSOMENt: | cuncional | ntersects With | Reslience Awareness |  SAT02  |aporopriate securiy. complience an résiience awareneas 8 l0DP Vatue:signifcant,novel ncidents, orsigifcant changes torisks
9 Training leducation and training that is relevant for their job function.
prechanisms xit to proide role-based secuiy. complance and
Role-Based Security, fresilience-related trai
Literacy Training and  |When required by system changes or following [Assignment g 03 |(1)Before authorizing access to the system or performing assigned
03.02.01.2.02 Y Training il A b Functional | Intersects With | - Compllance & Resilence sat-03 (1) B 8 |ODP Value: significant, novel incidents, or significant changes to risks
9 |(2) When required by system changes; and
I(3) Annually thereafter.
[Mechanisms exist to provide role-based security, compliance and
Literacy Training and  When required by system changes o fllowing [Assignment; y Iresilience awareness training that is current and relevant to the g
03.02.01.2.02 oY Treining Erpenization demey el Functional | Intersects With | Cyber Threat Environment | SAT-03.6 =2 1¢fte 2uateness aling ol & currert o o onees 5 [DoD-provided ODP does not apply to this specific SCF control
loperations.
[Mechanisms exist to maintain situational awareness o
Literacy Traning and  When required by system changes o fllowing {Assignment; . 03 |vinerabilities and evolving threats by leveraging the know\euge of g .
03.02.01.2.02 By Training e il il i Functional | Intersects With | Threat Intelligence Feeds | THR-03  [1iinerabiiies ar Hodauesond roceoucs 0 ot 5 [DoD-provided ODP does not apply to this specific SCF control
Caniror.
Security, Compliance & [Mechanisms exist to provide all employees and contractors
030201003 Uteracy Traning and . On recognizing and reporting nlcators ofnsder hreat 5061 pyncionar | Intersects With | Resilence Awarencss | SAT.02 [oppropriate scurty, complionce and fesence aworenecs s
9 9 Training leducation and training that is relevant for their job function.
[Mechanisms exist to include awareness training on recognizing and
Literacy Training and 0n recognizing and reporting indicators of insider threat, social y
03.02.01.2.03 ining oG oo Functons | Iterects With | Sl Enginearing & Mining | SAT-G2:2 reprtng potentiol and ol Instances of socalengingerig and 5
[Mechanisms exist to provide role-based security, compliance and
Literacy Training and  0n recognizing and reporting indicators of insider threat, social y Iresilience awareness training that is current and relevant to the
03.02.01.2.03 ‘Awareness lengineering, and social mining Functional | Intersects With | Cyber Threat Environment | SAT-03.6 | per threats that users might encounter in day-to-day business s
loperations.
[Mechanisms exist to maintain situational awareness of
Literacy Training and 0n recognizing and reporting indicators of insider threat, social 3 [tunerabiiies and evolving threats by leveraging the knowledg of
03.02.01.2.03 ‘Awareness ngineering, and social mining Functional | Intersects With | - Threat Intelligence Feeds | THR-03  lyttacker tactics, techniques and procedures 10 faciliate s
contrls.
Literacy Training and  [On recognizing and reporting indicators of insider threat, social . ; . chanisms exist to utilize security awareness training on
03.02.01.:2.03 Awareness lengineering, and social mining Functional | Intersects With | _Insider Threat Awareness | - THR-05  |cocognizing and reporting potential indicators of insider threat. s
Literacy Training and _|UPOate security Iiteracy training content [Assignment Security, Compliance & [Mechanisms exist to provide all employees and contractors [oDP Value:
03.02.01.b Y 9 lorganization-defined lrequenty] and following [Assignment: Functional | Intersects With Resilience Awareness SAT-02 [appropriate security, compliance and resilience awareness 8 f(01) - at Ieas! every 12 month:
Jorganization-defined events]. inin leducation and training that is relevant for their job function (62) - Garicant, novel incidents, o significant changes to risks
[Mechanisms exist to provide role-based security, compliance and
030201 teracy Traning and e aquency) and folowing LAcsgnment: | Functonal | Intersects With | Cyber Theat Environment | saT-03.6 [ESilence awareness trainingthat s current and relevant to the s IboD-provided ODP does not apply to ths specifc SCF contrl
Awareness o denneg teauen lcyber threats that users might encounter in day-to-day business
9 loperations.
[Mechanisms exst to maincn situatonal awareness of
‘Awareness Y Jttacker tactics, techniques and procadures 1 faciltate the g
lorganization-defined events
of controls.
03.02.02 Role-Based Training NA Functional | No Relationship. NA NA NA o INo applicable SCF control
rechanisms exst to provide role-based security, compliance and
03.02.02 Role-Based Training ~ [rrovide 10 Y Functional | Intersects With | Compliance & Resilience sar-03 (1) Be 5 [DoD-provided ODP does not apply to this specific SCF control.
P Training
|(2) When required by system changes; and
|3) Annually thereafter.
[Before authorizing access to the system or CUI, before Roles With Special Protection IHechanisms exist to ensure that indviduals accessing a system that
030202001 Role-Based Training |perforing assgned dutes, and (Assignment; organization- | Functonal | Intrsects With hSpecial HRS-04.1 elores, ransmits or processes mformation reduiing spec s IooD-provided ODP does ot appiy toths specific SCF contrl.
ldefined frequency] thereafter rovection ety rbanisaton-defned persommel sereamng critria
[Before authorizing access to the system or CUI, before fechanisms exist to formally educate authorized Users on proper
03.02.02.2.01 Role-Based Training  |performing assigned duties, and [Assignment: organization- Functional | Intersects With | Formal Indoctrination HRS-04.2 |data handing practices for all the relevant types of ata to which 8 |oDP Value: at least every 12 months
[defined frequency] thereafter y have access
[Mechanisms exist to provide role-based security, compliance and
Iresilience-related training
[Before authorizing access to the system or CUI, before Role-Based Security, Nt
03.02.02.2.01 Role-Based Training  [performing assigned duties, and [Assignment: organization- Functional | Intersects With | Compliance & Resilience saT03  [([)Before authorizing access to the system or performing assigned 8 /ODP Value: at least every 12 months
[fefined frequency] thereafter Training |2) When required by system changes; and
I(3) Annually thereafter.
[Before authorizing access to the system or CUI, before Sensitive / Regulated Data [Mechanisms exist to ensure that every user accessing a system
03.02.02.2.01 Role-Based Training  [performing assigned duties, and [Assignment: organization- Functional | Intersects With | Storage, Handling & SAT-03.3  [processing, storing or transmitting sensitive/regulated data is 5 [DoD-provided ODP does not apply to this specific SCF control
[defined frequency] thereafter Processing fformally trained in data handling requirements.
[Before authorizing access to the system or CUI, before Hechanisms exs to provide specifc training for priveged users o
03.02.02.2.01 Role-Based Training  [performing assigned duties, and [Assignment: organization- Functional | Intersects With Privileged Users SAT-03.5  [ensure privileged users understand ther unique roles and B [DoD-provided ODP does not apply to this specific SCF control
[defined frequency] thereafter
[Mechanisms exist to provide role-based security, compliance and
[Before authorizing access to the system or CUI, bef " 4
03.02.02.2.01 Role-Based Training Functional | Intersects With | Cyber Threat Environment |  SAT-03.6 [[S5iience awareness training that is current and relevant to the 5 [DoD-provided ODP does not apply to this specific SCF control

lprforming assigned duties, and [Assignment. organization-
[defined frequency] thereafter

lcyber threats that users might encounter in day-to-day business
loperations.
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Descri

[When required by system changes or following [Assignment:

NIST SP 800-171 R3_x000a_(including DoD ODP mappings)

SCF Control

Role-Based Security,

Secure Controls Framework (SCF)
Control De

[Mechanisms exist to pmwda role-based security, compliance and
Iresilience-related trai
(1) Before authorizing actess to the system or performing assigned
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03.02.02.2.02 Role-Based Training ~[{11e0 feduted By System o Functional | ntersects with | - Compllance & Resilence sato3 (1) B 8 |ODP Value: significant, novel incidents, or significant changes to risks
9 |(2) When required by system changes; and
I(3) Annually thereafter.
[Mechanisms exist to provide role-based security, compliance and
’ [When required by system changes or following [Assignment: y Iresilience awareness training that is current and relevant to the g
03.02.02.2.02 Role-Based Training  [}1aeh tedred by Y o Functional | Intersects With | Cyber Threat Environment | SAT-03.6 ~[[o=/[ ce anatences raining inar s current and felevant fo e 5 [DoD-provided ODP does not apply to this specific SCF control
loperations.
[Mechanisms exist to provide role-based security, compliance and
Iresilience-related trainint
jpdate role-based training content [Assignment: organization- ole-Based Security, bif i
03.02.02 Role-8ased Traning [ified iedueney) and oyowing [4ssgnmen; oraanzaton- Functional | Intersects With | Compliance & Resilience saT03 (1) Before authorizing access to the system or performing assigned 5 [DoD-provided ODP does not apply to this specific SCF control
[defined events] Training |(2) When required by system changes; and
(5 Aoty thercartr
[Mechanisms exist to provide role-based security, compliance and
te role-based training content [Assignment: organization-
. e reguen lcyber threats that users might encounter in day-to-day business
loperations.
[Mechanisms exist to maintain situational awareness of
[update role-based training content [Assignment: organization- |vuinerabilities and evolving threats by leveraging the knowledge of .
03.02.02 Role-Based Training  |defined frequency] and following [Assignment: organization- Functional | Intersects With | Threat Inteligence Feeds | THR-03  [/unerabilities and ev G roctdues o lite e 5 [DaD-provided ODP does not apply to this specific SCF control.
oo Meguen atacker tactics techniques and procedures to fclltae the
03.02.03 Withdrawn IIncorporated into 03.02.01. Functional | No Relationship. NA NA NA o INo applicable SCF control
03.03.01 Event Logging NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[speciy the following event types selected for logging within o1 [fechanisms exist o facltate the implementation of enterprise-wide
03.03.01a Event Logging A i AR AN A Functional Subset Of Continuous Monitoring moNoL  [Mechanens X 10 [DoD-provided ODP does not apply to this specific SCF control.
oD Values: at a minimum and where applicable
| Authe
@ Luguns 15u((ess/Fa|\ure)
(b) Logoff: s)
&3] Secunty o File and Objects events:
(a) Create (Success/Failure)
{5) Access (Successratire)
{0 Delee (Success Faiure)
(d) Modify (Success/Failure)
(&) Permision Mocifcation (Successiraiure)
| i et Sl
ExporiWiresjdouioads t devicesidg tl media (e.., COIDVD, USB, SD)
(Bucecseimaure
; wing even + loaging within [Mechanisms exist to generate, monitor, correlate and respond to |(4) Import/Uploads from devices/digital media (e.., CD/DVD, USB, SD)
03.03.01.2 EventLogging | e o e e e hrond g wont] Functional | Intersects With | System Generated Alerts | MON-01.4 [alerts from physical, cybersecurity, data protection and supply chain 8 (Success/Failure)
v . g VP! Jactivities to achieve integrated situational awareness. [(5) User and Group Management eve
2) User add elctes monty: dlsabe, ok (SuccessfFallure)
{b) Group/Role add, delete, modity (SuccessiFallure)
) Use of PriviegedSpecil Rights even
le) Securty o sudl poey ehanges (Success Fllure)
{b) Canfiguration changes (SuccessFallure)
7) Admin or root-level access (Success/Failure)
8) PriviegeRole escalation e S
9) Audit and security relevant log data accesses (Success/Failure)
10) System reboot, restart, and shuldown (Success/Failure)
11) Print 0 device Success/Fail
12) Printto. 16 (58, o ormat) (SuccessfFalure
13) Aoplication e.g. Adobe, Frefos, MS Office Suke) iitalizaton (Success/Failure)
or additional guidance, see! OMB21'31 ML 1
[specify the following event types selected for logging within System-Wide / Time- |Automated mechanisms exist to compile audit records into an
03.03.01a Event Logging T A A I i WAk ] Functional | Intersects with | S¥Stemide | Time. MON-02.7 o 5 [DoD-provided ODP does not apply to this specific SCF control
[Mechanisms exist to configure Technalogy Assets, Applications.
landlor Services (TAAS) to produce event logs that contain sufficient
linformation to, at a minimur:
1) Establish what type of event occurred
pectty the fol . ected for " 2) When (date and tme) the event occurred;
peciy the following event types selected for logging within . » ) nere the cvent ccurred: g
03.03.01a Event Logging A A s AR A A Functional | Intersects With | Content of Event Logs moN-03 (3 Where the event 5 [DoD-provided ODP does not apply to this specific SCF control.
5) The outcome (success or faiure) of the event;
2) The entiy o any se/subloc: sotociated with e event.
Jent Logain [specify the following event types selected for logging within nction e ; it Trai [Mechanisms exist to link system access to individual users or service, g i
03.03.01a Event Logging fthe system: [Assignment: organization-defined event types. Functional | Intersects With Audit Trails MON-032 [Vecharis 5 [DaD-provided ODP does not apply to this specific SCF control.
[Mechanisms exist to review event logs on an ongoing basis and
[Review and update the event types selected for logging » 00" Value: ot least every 12 months and ater any significant ncidents or
03.03.01b Event Logging e o ionaaiiaee ooyt Functional Subsetof | Securty EventMonloring | MON-O1.8_fecalate incidents i accordance withestablhed theines and 10 e e
ent Logain [Review and update the event types selected for logging nction ter ; tral Review & Analyst [Automated mechanisms exist to centrally collect, review and y i
03.03.01b Event Logging defined frequencyl. Functional | Intersects With | Central Review & Analysis | MON-02.2 [Juiomated Mlechaioms oxs! 16 centrelly oo 5 [DaD-provided ODP does not apply to this specific SCF control.
03.03.02 Audit Record Content NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Mechanisms exist to configure Technology Assets, Applications.
landJor Services (TAAS) to produce event logs that contain sufficient
linformation to, at a minimur:
) Establish what type of event occurred;
2) When (date and time) the event occurred;
03.03.02.2 Audit Record Content  [Include the following content in audit records: Functional | Intersects With | Content of Event Logs MON-03 ({3} finere the event occurted: 5
e source of
5) The sutcome (succoss o fallure) of the event; and
(6) The identity of any user/subject associated with the event.
[FMechanisms exist to configure Technology Assets, Applications.
land/or Services (TAAS) to produce event logs that contain sufficient
finformation to, at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
03.03.02.201 Audit Record Content [What type of event occurred Functionsl | Intersects With | Contentof Event Logs |  MON.03 [13) Where the event occurre s
4) The source of the event;
5) The outcome (success or failure) of the event; an
5 The entty of any ueersLplect sesocated wich tne evert.
[Mechanisms exist to configure Technology Assets, Applications.
landjor Services (TAAS) to produce event logs that contain suficient
finformation to, at a minimum:
1) Establish what type of event occurred;
ate and time) the event occurred;
03.03.02.0.02 Audit Record Content [ When the event occurred Functional | Intersects With |  Content of Event Logs Wonos | Where the event occurea: s
(4) The source of the event
5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
iechanisms exist to configure Technology Assets, Applications.
03.03.02.2.02 Audit Record Content ~When the event occurred Functional | Intersects With Time Stamps MON-07  fand/or Services (TAAS) to use an authoritative time source to 5
enerate time stamps for event logs.
[Mechanisms exist to configure Technology Assets, Applications.
landJor Services (TAAS) to produce event logs that contain sufficient
finformation to, a
1) stabish wha typeof event ocurrc;
te and time) the event occurred;
03.03.02.2.03 Audit Record Content  Where the event occurred Functional | Intersects With |  Content of Event Logs MON-03 5) Vo e vt ccures 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
[FMechanisms exist to configure Technology Assets, Applications.
landJor Services (TAAS) to produce event logs that contain sufficient
finformation to, at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
03.03.02.2.04 Audit Record Content  [Source of the event Functional | Intersects With |  Content of Event Logs MON-03  [(3) Where the event occurr 5
The source of the event;
5) The outcome (success of failure) of the event;
6) The dentity of any user/subject associated with the even.
[Mechanisms exist to configure Technology Assets, Applications.
land/or Services (TAAS) to produce event logs that contain sufficient
finformation to, at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
03.03.02.0.05 Audit Record Content [Outcome of the event Functional | Intersects With |  Content of Event Logs MON-03 (3 Wiere the event occurted: 5
4) The source of the
5) The outcome (success or faiure) of the event;
5) The thentiy of any ceerissbiec potocioted with he event.
[Mechanisms exist to configure Technalogy Assets, Applications
landjor Services (TAAS) to produce event logs that contain sufficient
linformation to, at a mini
1) Establish what type of event occurred;
Lentity of the individuals, subjects, b 2) When (date and time) the event occurred;
lentity of the individuals, subjects, objects, or entities ’ ) inere the event occurred:
03.03.02.2.06 Audit Record Content 427ty of the individuals. Functional | Intersects With |  Content of Event Logs moN-03 (3 Where the event 5
5) The outcome (success o falure) of the event; and
€)The identity of any user/subject associated with the event
[Mechanisms exist to allow baseline controls to be specialized or
lcustomized by applying a defined set of tailoring actions that are
g [(1) Mission / business functions;
03.03.02 Audit Record Content  [Provide additional information for audit records as needed Functional | Intersects With Baseline Tailoring CRG029 [ o o Imenonment, 5
[(3) Specific threats or vulnerabilties; or
|(4) Other conditions or situations that could affect mission / business.
Jsuccess
[Mechanisms exist to configure Technology Assets, Applications,
landJor Services (TAAS) to produce event logs that contain sufficient
linformation to, at a minimur:
) Establish what type of event occurred;
2) When (date and time) the event occurred;
03.03.020 Audit Record Content  [Provide additional information for audit records as needed. Functional | Intersects With Content of Event Logs. mon-03  (3) Yinere the e\;e[r;‘x occurred; 5
e source of the
5) The outcome (success or failure) of the event; a
€)The identity of any user/subject associated with the event
03.03.03 Audit Record Generation NA Functional | No Relationship. NA NA NA o INo applicable SCF control
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Focal Document Element (FDE) Descri

|Generate audit records for the selected event types and audit

NIST SP 800-171 R3_x000a_(including DoD ODP mappings)

SCF Control

Secure Controls Framework (SCF)
Control Descri

[Mechanisms exist to generate, monitor, correlate and respond to
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03.03.03a Audit Record Generation Functional SubsetOf | System Generated Alerts | MON-0L4 lerts ffom physical, cyberseciiy, data protecton and supply chain 10
[record content specified in 03.03.01 and 03.03.02. lactivities to achieve integrated situational awarene:
ration |Retain audit records for a time period consistent with the 8 ; [Mechanisms exist to protect event logs and audit tools from
03.03.03b Audit Record Generation [fe1ai0 240 1EC0rds [0 Functional | Intersects With | Protection of Event Logs MON-08 e o et 5
[Mechanisms exist to retain event logs for a time period consistent
ration |Retain audit records for a time period consistent with the o . Jwith records retention requirements to provide support for after-the-
03.03.036 Audit Record Generation | orgs retention policy. Functional Subset Of Event Log Retention MON-10iact investigations of security incidents and to meet statutory, 10
Iregulatory and contractual retention requirements.
Response to Audit Logging
03.03.04 e NA Functional | No Relationship NIA NA NA 0 INo applicable SCF control
Response to Audit Lagging [NETt Organizational personnel or roles within [Assignment [Mechanisms exist to automatically alert incident response personnel
03.03.06 POSe L0/l L0999 lorganization-defined time period] in the event of an audit Functional | Intersects With Automated Alerts MON-01.12 to inappropriate or anomalous activities that have potential security 8 |ODP Value: near real time or as soon as practicable upon discovery
logging process failure. incident implications.
[Mechanisms exist to cover:
1) Preparation;
2) Automated event detection of manual incident report ntake
Response to Audit Logging [Take the following additional actions: [Assignment: nction nter ; ncident Handlin g .
03.03.04. rocems Fallra S o o denoed sdiona: actond) Functional | Intersects With Incident Handling RO-02  [13) A 5 [DoD-provided ODP does not apply to this specific SCF control.
2 Contarmment;
5) Eradication; and
6) Recovery.
03.03.040 Response to Audit Logging [Take the following additional actions: [Assignment: Functional | Intersects with | Response To Event Log MoN.0s [Mechanisms exist to alert appropriate personnel in the event of a log s |ODP Value: document the failure and resolution, troubleshoot, repair/restart the
Process Failures  Jorganization-defined additional actions] Processing Failures lprocessing failure and take actions to remedy the disruption. laudit logging process, and report as incident if applicable
“Audit Record Review,
03.03.05 A, NA Functional | No Relationship NA NA NA 0 INo applicable SCF control
audit Record Review, [R€VIeW and analyze system audit records [Assignment [Mechanisms exist to review event logs on an ongoing basis and
03.03.05. ' [organization-defined frequency] for indications and the Functional SubsetOf | Security Event Monitoring | MON-01.8  lescalate incidents in accordance with established timelines and 10 |ODP Value: at least weekly
Analysis, and Reporting
[potential impact of inappropriate or unusual activity. lprocedures.
[Review and analyze system audit records [Assignment [Mechanisms exist to utilize a Security Incident Event Manager
03.03.05. Audit Record Review, o ganization-defined frequencyl for indications and the Functional | Intersects witn |  Ceptralized Collection of | y61y.05  (siEM), or similar automated tool, to support the centralized 3 [DoD-provided ODP does not apply to this specific SCF control
Analysis, and Reporting Security Event Logs
[potential impact of inappropriate or unusual activity. [collection of security-related event logs.
Jutomated mechanisms exis o carrelate boh technicaland nor-
[Review and analyze system audit records [Assignment:
Audit Record Review, g Correlate Monitoring ’ ftechnical information from across the enterprise by a S g
03.03.05 Analysis, and Reporting (r9anization-defined requency]fo indications and the Functional | Intersects With S MON-02. 1 e O Iaiesty o et oeomaata toal 1o 2nhance| 5 [DoD-provided ODP does not apply to this specific SCF control
P P PProp . lorganization-wide situational awareness.
; view, [Review and analyze system audit records [Assignment: mated mechanisms ext . eview am
03.03.05.2 Judit Record Review, loroarls tion-defined frequency] for ndications and the Functional | Intersects With | Central Review & Analysis | MON-02.2  [Automated mechanisms exist to centrally collect,review and 3 IboD-provided ODP does ot apply toths specifc SCF contrl.
bysis, POTtiNg fpotential impact of inappropriate or unusual activity. v P
[Fechanisms exst o uillze User & Entty Beliavor Aralyis (UEBA)
Audit Record Review, [ReView and analyze system audit records [Assignment land/or User Activity Monitoring (UAM) solutions to detect
03.03.05. Anlysios oot Roperiig forganization-defined frequency! for indications and the Functional | Intersects With | Anomalous Behavior MON-16  |respond to anomalbus behavior that could ndicate account. 8 [DaD-provided ODP does not apply to this specific SCF control.
[potential impact of inappropriate or unusual activity. [compromise or other malicious activities.
audit Record Review, [Mechanisms exist to automatically alert incident response personnel
03.03.05b " |Report findings to organizational personnel or roles. Functional | Intersects With Automated Alerts MON-01.12fto inappropriate or anomalous activities that have potential security 8
Analysis, and Reporting
jincident implications,
Audit Record Review ; i ncti ; tori . .06 [Mechanisms exist to provide an event log report generation
03.03.05. e earing [Report findings to organizational personne or roles Functional | Intersects With | Monitoring Reporting N0 e O arenting o sccteog e omites. 8
[Mechanisms exist to utilize a Security Incident Event Manager
Audit Record Review,  [Analyze and correlate audit records across different Centralized Collection of
03.03.05.¢ " Functional | Intersects With MON-02 (SIEM), o simar automated too, to Support the centralzed 8
Analysis, and Reporting _[repositories to gain organization-wide situational awareness. Security Event Logs aleckon ol ety ey oot
Putomated mechanisms exat o corlateboth technical and non-
Audit Record Review,  [Analyze and correlate audit records across different . Correlate Monitoring ftechnical information from across the enterprise by a Seci
03.03.05.¢ Analysis, and Reporting [repositories to gain organization-wide situational awareness. Functional | Intersects With Information MO 02,1 et Manager (S o smiar svtomated tol 1 enhancel 8
lorganization-wide situational awareness.
Audit Record Review,  [Analyze and correlate audit records across different ' ; view } y Putomated mechanisms exit to centrally collec,review and
03.03.05.¢ Analysis, and Reporting _repositories to gain organization-wide situational awareness. Functional | Intersects With | - Central Review & Analysis | MON-02:2 "z ze audit records from multiple source: s
|Automated mechanisms exist to integrate the analysis of audit
Audit Record Review,  [Analyze and correlate audit records across differe Integration of Scanning & ’ lrecords with analysis of vulnerability scanners, network
03.03.05.¢ Analysio, oné Reporing [apostons o gam organization-wide Stustonal swareness Functional | Intersects With | gter Monitoring Information | N2 performance, system monitoring and other sources to further s
lenhance the ability to identify inappropriate or unusual activity.
Audit Record Reduction .
03.03.06 P RanetGaTers iy NA Functional | No Relationship NA NA NA 0 INo applicable SCF control
it Recor 1on[mplement an audit record reduction and report generation nisms exist to provide an event 1og r neration
03.03.06.2 Audit Record Reduction |3 pamitythat Supports audt record rview analyss. reporting| Functional | Intersects With | Moritoring Reporting | MON-05 |{echnms exist o provide an eventlog eport generation s
P Irequirements, and after-the-fact investigations of incidents, P 9 9
Audit Record Reduction[preserve the orginl content and tim ordering of udit [Mechanisms exist to protect event logs and audit tools from
03.03.000 d Report Generation  [records, Functional Equal Protection of Event Logs MON-08 |y nauthorized access, modification and deletion 10
03.03.07 Time Stamps NA Functional | No Relationship NiA NA NA 0 INo applicable SCF control
lose mtermal system clocks & e stamos for augit [Mechanisms exist to configure Technology Assets, Applications.
03.03.07.a Time Stamps se internal system clocks to generate time stamps for audi Functional Subset Of Time Stamps MON-07  [and/or Services (TAAS) to use an authoritative time source to 10
lgenerate time stamps for event logs.
record tme stamps fo audt recordsthat meet (Assignment
granularity of tim and nchronization Wi nisms exi nchronize intern: m with an
03.03.07 Time Stamps that use Coordinated Universal Time (UTO) nave a fxed local | Functional | SubsetOf | , Synchronization With | yyop.7,1 - Mechanisms exist to synchronize internal system clocks with a 10 l0DP Value: a granuiariy of one (1) second or smalier
fime offset from UTC, or include the local time offset as part of
fthe time stamp.
Protection of Audit -
03.03.08 A NA Functional | No Relationship NA NA NA 0 [No applicable SCF control
Protection of Audicprotect audi Information and audi 1oggng toos rom » st protect vent logs and audi. ool fom
03.03.08. tection of A e Functional | Intersects With | Protection of Event Logs MON-08 et o 5
’ o it N it logah Event Log Backup on Mecharisms exist o back up event logs orto 2 physcal iferent
03.03.08.2 B e o it logging tools from Functional | Intersects With | Separate Physical Systems / | MON-08.1  [system or system n than the Securly Incident Event 5
] 3 [Manager (SIEM) or smifar automated &
Protection oAUt protect aud nformation and audk [ogaing tools rom . ; ‘Access by Subset of echanires exstto stk sccess to e management of event
03.03.08a information odification, and del Functional | Intersects With Privileged Users MON-08-2 liogs to privileged users with a specific business need s
Protection of AUt protect audi Information and audit mggmg mms Trom Cryptographic Protection of » [Cryptographic mechanisms exist to protect the integrity of event
03.03.08a rmation cess, modification, and deleti Functional | Intersects With | ™"E\ent Log Information MON-08:3 liog5 and audit tools. s
i . rmation [Mechanisms exst o utize the concept of eastprviege. alowing
03.03.08.2 Protection of it |Protect audt information and audit logaing tools from Functional | Intersects With Least priviege IAC-21 oy authorized access o processes necessary to accom s
oS o i ace v e i orgomstiona busines fontios.
Protection of Audit  [Authorize access to management of audit logging functionality Access by Subset of [Mechanisms exist to restrict access to the management of event
03.03.080 information fto only a subset of privileged users or roles. Functional Equal Privileged Users MON-082 005 to privileged users with a specific business need. 10
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Protection of Audit  [Authorize access to management of audit logging functionalit Role-Based Access Control nology Assets, Applications, Services and/or Data (TAASD) to
usiness needs.
Protection of Audit  |Authorize access to management of audit logging functionality [Mechanisms existto utilze the concept of least privilege. allowing
03.03.08 ection ot O e e ol audt Functional | Intersects With Least Privilege 1AC-21  [only authorized access to processes necessary to accompl 8
y privileg ool e tacks i accordance with organationsl siness fonctions
03.03.09 Withdrawn lIncorporated into 03.03.08. Functional | No Relationship NA NA NA 0 INo applicable SCF control
03.04.01 Baseline Configuration NA Functional | No Relationship NiA NA NA 0 INo applicable SCF control
03,0408 aseine Confguration | yeeh 0 meital under confguration control 3 current Functional subsetof | Configuration Management | .o o1 |Mechanisms exist to facilitate the implementation of configuration o
[Mechanisms exist to develop, document and maintain secure
[Develop and maintain under configuration control, a current Secure Baseline [baseline configurations for Technology Assets, Applications and/or
0304012 Baseline Confouratan [JS1e1%2 274 meintln under configy Functional | Intersects With secure Baseline CFG02 [ o T e ety e anons aator s
lhardening standards.
Coniaure Tecmology pset [Mechanisms exist to configure Technology Assets, Appiications
IDevelop and maintain under configuration control, a current onfigure Technology Assets, land/or Services (TAAS) utilized in high-risk areas with more
03.04.01a Baseline Configuration Functional | Intersects With | Applications and/or Services | CFG-02.5 |restrictive baseline configurations. 5
lbaseline configuration of the system o 9
[Develop and maintain under configuration control, a current ‘Approved Configuration y [Mechanisms exist to document, assess risk and approve or deny
03.04.01a Baseline Configuration | oeveioP e St Functional | Intersects With ved Configu CFG027  [fechanisms 5
[Mechanisms exist to allow baseline controls to be specialized or
lcustomized by applying a defined set of tailoring actions that are
[Develop and maintain under configuration control, a current y [(L) Mission / business functions;
03.04.01a Baseline Configuration 0218108 206, e e U ot Functional | Intersects With Baseline Tailoring CRG029 [ o o remonment, 5
I(3) Specific threats or vulnerabiltis; or
|(4) Other conditions or situations that could affect mission / business.
lsuccess
[Mechanisms exist to review and update baseline configurations
[Review and update the baseline configuration of the system mon .
03.04.01b Baseline Configurati frequency] and Functional | Intersects With Reviews & Updates cre021 (3} et onnualy. o 8 B R
e Campanens e naled o moaho (5) As part of system component installatons and upgraces
03.04.02 Configuration Settings NA Functional | No Relationship NA NA NA 0 INo applicable SCF control
[Mechanisms exist to develop, document and maintain secure
lbaseline configurations for Technology Assets, Applications and/or J0DP value: Aply the appropriate use of common security confgurations avaliable
[services (TAAS) that are consistent with industry-accepted system ffrom the National Institute of Standards and Technology’s National Che
[Establish, document, and implement the following [hardening standards. Program (NCP) wabsite (nttps/incp.nist govirepository)and pravent e
0300020 Confguration Settngs ~[-onfiauraton settings for the system that eflct the most Functional | Intersects witn | Sgcure Baselne cre0z B i
[[Assignment: organisation.define configuration Sotings] o systems and (ummum(atmq vz T U e
o +ora 9! & lresources in external networks. Document any deviations from the published
[tandara o sourcs docament.
[FMechanisms exit to configure Technology Assets, Applications,
[Establish. document, and implement the following Configure Technology Assets, [and/or Services (TAAS) utilized in high-risk areas with more
03.04.02 Configuration Settings ~|0niduration settings for the system that reflect the most Functional | Intersects With | Applications andjor Services | CFG-02.5 [festrictive baseline configurations. 5 [DoD-provided ODP does not apply to this specific SCF control
Irestrictive mode consistent with operational requirements o
[(Assignment: organization-defined configuration settings]. o
[Mechanisms exist to allow baseline controls to be specialized or
lcustomized by applying a defined set of tailoring actions that are
[Establish, document, and implement the following
lconfiguration settings for the system that reflect the most y [c2) Mission / business functions; ’
03.04.02 Configuration Settings [0 0o e o e atian requitemente Functional | Intersects With Baseline Tailoring G029 [ e omment, 5 [DoD-provided ODP does not apply to this specific SCF control.
[iAssignment: organization-defined configuration settings]. I(3) Specific threats or vulnerabiltes; o
|(4) Other conditions or situations that could affect mission / business.
lsuccess.
03.04.02.0 Confguration Settings ~[(On19uraton setings or the system that reflect e most Functional | Intersects With | Least Functionaity CFG03  |capabilties by speciicaly prohibiing or resticting the use of ports, 5 IboD:provided ODP does not apply to this specifc SCF control.
[{Assignment: organization-defined configuration settings]. fprotocols, andor services.
[Establish, document, and implement the following
03.04.02 Configuration Settings ~|<0niguration settings for the system that reflect the most Functional | Intersects With | Configuration Enforcement | CFG-05  [Automated mechanisms exist to monitor, enforce and report on 5 [DoD-provided ODP does not apply to this specific SCF control

[restrictive mode consistent with operational requirements:
[{Assignment: organization-defined configuration settings].

lconfigurations for endpoint devices.
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lidentify, document, and approve any deviations from

[Mechanisms exist to document and govern instances of approved

03.04.020 Configuration Settings 87, decument a0C approve Functional | Intersects With [Approved Baseline Deviations|  AST-02.4 [ {ECHERST SHEL fo d0Cument and 9ovefh hstance 5
[Mechanisms exist to review and update baseline configurations:
|dentify, document, and approve any deviations from . l(2) At least annually:
03.04.02 Configuration Settings L 00 e ety Functional | Intersects With Reviews & Updates Cre021 | e e to 501 or B
I(3) As part of system component installations and upgrades,
[Automated mechanisms exst to govern and report on baseline
Identify, document, and approve any deviations from Automated Central lconfigurations of Technology Assets, Applications andor Services
03.04.020 Configuration Settings [SeT{Y; decument, and approve any Functional | Intersects With | o Automated Central | rG-02.2  [[TanS) through Continuous biagnostics and Mitigation (COM), or 3
Jsimilar technologies.
[deniify, document, and approve any deviations from ‘Approved Configuration y [Mechanisms exist to document, assess risk and approve or deny
03.04.020 Configuration settings | 9=n51Y: d oy Functional | Intersects With o configu CFG02.7  [fechanisms 5
[Mechanisms exist to allow baseline controls to be specialized o
lcustomized by applying a defined set of tailoring actions that are
fic to:
Iidentify, document, and approve any deviations from y [(1) Mission / business functions;
03.04.02 Configuration Settings oL 0 on catinge Functional | Intersects With Baseline Tailoring G029 [ o e Smenonment, 5
[(3) Specific threats or vulnerabilties; or
|(4) Other conditions or situations that could affect mission / business.
Jsuccess
[denify, document, and approve any deviations from Jetomated mecharisms exst to morior, enforce and report on
03.04.02 Configuration Settings |21 99 e Functional | Intersects With | Configuration Enforcement |  CFG-06 oot e 3
figuraion Settings_[JS7HIY, document, and approve any devitions from nction Change Management [Mechanisms exst o aciltate the mpiementaton o 3 change
03.04.02 Configuration Settings [ cent Yt ey Functional Subset Of Eroa CHG-01 piod 10
03.04.026 Contiguration setings | SS0uty, document. and appove ay Geiations rom Functonal | intersects Wi |Coniguration Change Control| | G0z [Pechanams ext i ‘govern the technical configuration change 5
[dentiy, document, and anpmve any devtatons from . Hechanisms exstto prahit unauthorized changes,unless
03.04.02 Configuration Settings [ Gen Y. & Functional | Intersects With |  Prohibition Of Changes |  CHG-02.1 e Chance remueas are et 5
[identify, document, and approve any deviations from [Mechanisms exist to enforce configuration restrictions in an effort to
03.04.020 Configuration Settings lectaplished configuration settings. Functional | Intersects With-|Access Restriction For Change| - CHG-04 oqtrict the ability of users to conduct unauthorized changes. s
Configuration Change
03.04.03 ranen NA Functional | No Relationship. NA NA NA o INo applicable SCF control
Configuration Change  [Define the types of changes to the system that are N Jiutomated mechanisms exst to monior, enforce and report on
03.04.03 ot i Functional | Intersects With | Configuration Enforcement |  CFG-06 o 5
03.08.030 Configuration Change _[Define the types of changes to the system that are Functiona! Subset of Change Management oo st 0 facltate the impementation o » charge o
Control controlled Program
03,0000 Configuration Change Define the fypes of changes to the system that are Functonal | ntersects win |Coniguration Change Control| G0z [Pechaniams exit o oo The eehmica confguraion Gnge 5
Configuration Change _[Define the types cfchanges t0 the system that are . ; it [Mechanisms exist to prohibit unauthorized changes, unless
03.04.03. phtean o Functional | Intersects With | Prohibition Of Changes | CHG-02.1 s et a1 roeen. 5
. [Review Dmposed cunﬁgura(mn controlled changes to the
03.04.03b Configuration Change |oyctem, and approve or disapprove such changes with explicit |  Functional | Intersects With |Configuration Change Control|  CHG-02  [Vechanisms exist to goven the technical configuration change 5
Control lcontrol processes.
or security impacts.
ot [Review proposed configuration-controlled changes to the ; [Mechanisms exist to appropriately test and document proposed
03.00.035 Configuration Change IG/ctchL G approve of disapprove such changes with explict | Functonal | Intersects with | TeSt Validate & Document | ¢ |cvanges i a non-production envfonment before changes are 5
for security impacts. o in a production environment,
ot Feview proposed configurabion-contaled changes o the o o s ex o N N
03.00.035 Configuration Change (i approve or isapprove such changes with expicit | Functional | Inersects it | S€<Ury Impact Analysis or | ¢y |Mechanisme exist o analyze proposed changes for patental secuity s
lonsideration for securiy impacts 9 pacts. p P
) [Mechanisms exist to appropriately test and document proposed
030403 Configuration Change - implement and document approved configuration-controled | uncrional | ntersects witn | Test Vaidate & Document | cyi6.65 changes ina non-production envifonment before changes are s
g v g implemented in 3 production environment
Configuration Change _|mplement and document approved configuration-controlled nction ter ith | Configuration Change Contr [Mechanisms exist to govern the technical configuration change
03.04.03.¢ iration < [plement and docum: Functional | Intersects With |Configuration Change Control|  cHG-02  [Fechanisme exit 5
- [Mechanisms exist to develop, disseminate, review & updat
03.04.03.c Configuration Change . |mplement and document approved configuration-controlled | functonal | ntersects With | Maintenance Operations | MNT-0L  |procedures to facltate tne implementation of maintenance controls 3
9 st Jacross the enterprise.
hanisms exist to conduct controlled maintenance activities
Configuration Change [Implement and document approved configuration-controlled . ; . . < oty
03.04.03.c phsean e e oy Functional | Intersects With |  Controlled Maintenance MNT-02 - Khroughout the Ifecyce o the Technology Asse. Appation andior 3
[Automated mechanisms exst to govern and report on baseline
Configuration Change |Monitor and review activities associated with configuration- Automated Central nology Assets, Applications andor Services
03.04.03.d phtan oot chandes o the Systam Functional Subset Of | o Ao Cerifition |  CFG-02:2 [[TAAS) through Continuous Diagnostics and Mitigation (COM), or 10
Jsimilar technologies.
03.04.04 Impact Analyses NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Mechanisms exist to appropriately test and document proposed
03.04.042 Impact Analyses  (Analyze changes to the system to determine potential SecUrty | puncyional | Intersects witn | TSt Validate & Document | G0 5 kiinges in 3 non-production anvitonment before changes are s
pacts p ge imp! 9 mplemented in a production environment.
Security, Compliance &
lanalyze changes to the system to determine potential security [Mechanisms exist to include a cybersecurity and/or data protection
03.04.062 Impact Analyses Functional | Intersects With |Resilience Representative for| CHG-02.3 8
impacts prior to change implementation e e Irepresentative in the configuration change control review process.
lanalyze changes to the system to determine potential security Security Impact Analysis for 03 |Mechanisms exist to analyze proposed changes for potential security|
03.04.04a Impact Analyses impacts prior to change implementation Functional | Intersects With Changes CHG-03  limpacts, prior to the implementation of the change. 8
ey hat he securty reguiremens for the system continue Control Functionality [Mechanisms exist to verify the functionality of security, compliance
03.04.04 Impact Analyses  [to be satisfied after the system changes have beer Functional Subset Of o anction CHG-06  fand resilience controls following implemented changes to ensure 10
implemented. lepplicable controls operate as designed.
Access Restrictons for  Define, document; approve, and enforce physical and ogicl rechanisms exist to enforce configuration restrictions in an effort to
03.04.05 Change laccess restrictions associated with changes to the systs Functonal | Intersects Wi [Access Restriction For Changel - CHG-04 080 e o tnerised ehanges s
Access Restrictions for [Define, document, approve, and enforce physical and logical . Permissions To Implement [Mechanisms exist to limit operational privileges for implementing
03.04.05 laccess restrictions associated with changes to the system. Functional | Intersects With CHG-084ehanges. s
Wechartams €t o arforce Rle Based Access Control RBAC) for
ccess Restrctons or _[Define document, approve, and enforce physial andlogcal Role-Based Access Control [Technology Assets, Applications, Services andjor
03.04.05 Change lccess restictions associated with Changes (o the system Functional | Intersects With (RBAC) IACOB [t access 1o avuals asHoned specilc ries with egmate 5
lbusiness needs.
ions for 8 IMechanisms exst o utize the concept o east prviege, alowing
03.00.05 Access Restrictons for |Define, document, approve, and enforce physical and logical | eunctional | Intersects With Least rivilege IAC-21 oy authorized access o processes necessary to accory s
9 9 st Eekmed ik i accordaes witn organsatona; busimess functons.
03.04.06 Least Functionality NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Mechanisms exist to develop, document and maintain secure
[Configure the system to provide only mission-essential Secure Baseline [paseline configurations for Technology Assets, Applications and/or
03.04.06.2 Least Functionality [Configure the s P i Functional | Intersects With secure Baseline CFG02 [ o e et oot aysston s
lhardening standards.
ity  [Configure the system to provide only mission-essential . ; . ; . [Mechanisms exist to document and govern instances of approved
03.04.06.2 Least Functionality [Congce Functional | Intersects With |Approved Baseline Deviations|  AST-02.4 [HeIa0SE @St o docutiont a1a souern instance 3
Conigure Tecology At [Mechanisms exist o configure Technology Assets, Applications,
n m to provide only mission-essenti onfigure Technology Assets, land/or Services (TAAS) utilized in high-risk areas with more
03.04.06.2 Least Functionalty [Configure the system to provide only mission-essentiol Functional | Intersects With | Applcations andior Services |  CFG-02.5 et e e eon e s
g (TAAS) for High-Risk Areas
[Mechanisms exist to allow baseline controls to be specialized or
customized b pplying a dfined se of talloring actions that are
c to:
[configure the system to provide only mission-essential ’ ¥ Miecion / business functions;
03.04.06.2 Least Functionaiity  [Conide ! Functional | Intersects With Baseline Tailoring G029 [ o e omment, 3
|(3) Specific threats or vulnerabilities;
(4 other conditions r Stuations thet could affect mission / business
" : : [Mechanisms exist to configure systems to provide only essential
03.04.06.2 Least Functionality ~|Configure the system to provide only mission-essential Functional Equal Least Functionality CFG-03  [capabilities by specifically prohibiting or restricting the use of ports, 10
P Jprotocols, andor services.
[Prohibit or restrict use of the following functions, ports [Mechanisms exist to develop, document and maintain secure
lprotocols, connections, and services: [Assignment: Secure Baseline ., [paseline configurations for Technology Assets, Applications and/or g .
03.04.06 Least Functionality 010, O B inctions, poree, protacols onnections, |  Functional Subset Of PR CFG-02  [Sarvices (TAAS) that are consistent with industry-accepted system 10 [Dob-provided ODP does not apply to this specific SCF control
[ond services] ardening standards
prohbit o restric use of the ollowing functons, ports, [Mechanisms exist to configure Technology Assets, Applications
Iprotocols, connections, and services: [ASsignment: Configure Technology Assets, land/or Services (TAAS) utilized in high-risk areas with more e ot " '
03.04.060 Least Functionalty 100 SO, e e vatorole tannections, |  Functional Subset Of | Applications and/or Services | CFG-02.5  |restrictive baseline configurations. 10 [PoD-provided ODP does not apply to this specific SCF control
(TAAS) for High-Risk Areas
land services]
0D Value: Guidance: Wihere feasibe, rganizations should i
lcomponent unctionalty to  single function pr component. mgamuuons should
lConsider removing unused or unnecessary Software and dlsabling unused or
fProhibit orrestrit use of the following function, ports, Kinnecessary AySica and logica ports and protocals t prevent unauthorized
[Mechanisms exist to configure systems to provide only essential
ity  [protocols, connections, and services: onali ’ f ° ° lconnection of components ranste ofnformatin, and tunneling, Organizations
03.01.060 Least Functionalty e ed functons, bort. retocors, connections, | Functional Equal Least Functionality CFG03 s by Pecificany prohibiting or restricting the use of ports. 10 should employ network scanning tools, ntusion detection and prevention systems,
land services]. P g nd endpoint protection technologies, such as firewalls and hose.based Intrusion
|detection systems, to identify and prevent the use of prohibited functions,
lprotocols, ports, and services. Least functionality should also be achieved s part of
[the fundamental design and development of the system.
[Review the system [Assignment: organization-defined [Mechanisms exist to periodically review system configurations to |ODP Value: at least every 12 months, when any system functions, ports, protocols,
03.04.06.c Least Functionality  firequency] to identify unnecessary or nonsecure functions, Functional Equal Periodic Review CFG-03.1  [dentify and disable unnecessary and/or non-secure functions, ports, 10 lor services changes are made, and aiter any significant incidents or significant
Jports, protocols, connections, and services. Jprotocols and services. lchanges to risks
[Mechanisms exist to develop, document and maintain secure
[Disable or remove functions, ports, protocols, connections, and Secure Baseline lbaseline configurations for Technology Assets, Applications and/or
03.04.06.4 Least Functionalty e e aonary or nonsecure. Functional Subset Of Congurations CFG-02  [services (TAAS) that are consistent with industry-accepted system 10
|hardening standards
onfioure Technology Asset [FMechanisms exit to configure Technology Assets, Applications,
onfigure Technology Assets, [and/or Services (TAAS) utilized in high-risk areas with more
[Disable or remove functions, ports, protocols, connections, and 9
03.04.06.d Least Functionality |00 e unnecessary or RS Functional Subset Of | Applications and/or Services | CFG-02.5 |restrictive baseline configurations. 10
(TAAS) for High-Risk Areas
[Mechanisms exist to configure systems to provide only essential
Disable or remove functons, parts, protacols, connections, and ’
03.04.06.0 Least Functionalty |0 Le0 e o o P er mopsocs Functional Equal Least Functionality CFG-03  |capabilities by specifically prohibiting or restricting the use of ports, 10
Jprotocols, andor services.
03.04.07 Withdrawn IIncorporated into 03.04.06 and 03.04.08. Functional | No Relationship. NIA NA NA o INo applicable SCF control
‘Authorized Software -
03.04.08 o by Exceation NA Functional | No Relationship. NA NA NA o INo applicable SCF control
to perform inventories of Technology Assets,
|Applications, Services and/or Data (TAASD) that:
|L) Accurately reflects the current TAASD in use;
2) Igentifes authorized sotware products, nclucing business
ustification deta
_ 3) s ot the fovelof granularity deemed necessary for tracking and
03,0008 Authorized Software - [dentify software programs authorized to execute on the Functional Subset Of psset Inventories astoz | 0
Allow by Exception  |system
@ Includes organization-defined Information deeme necessary to
lachieve effective property accountabilty; ar
5 1o vl (o rvten and Sud by odsgrated organizational
lpersonnel.
iz ware ntify software program: iz " o Afiguration Management [Mechanisms exist to implement and manage a Configuration
03.04.08.2 Authorized Software - dentify software programs authorized to execute on the Functional | Intersects With | Configuration Management | c7.05 - |Management Database (CMDB), or similar technology, to monitor 5

Allow by Exception

Jsystem.

Database (CMDB)

land govern technology asset-specific information.
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s Secure Controls Frameworl (SCF)
Focal Document Element (FDE) Deseri SCF Control [ControlE e
IMechanisms exist to allow baseline controls to be specialized or
lcustomized by applying a defined set o tailorng actions that are
Authorized Software - [dentify software programs authorized to execute on the . - (1) Mission / business functions:
03.04.08.0 e oare ™ [gentty Functional | Intersects With Baseline Tailoring CrG-029 (3} gresion bueiness functer 8
I(3) Specific threats or vulnerabiliies; or
|4 Other conditions or situations that could affect mission / business
N [Mechanisms exist to configure systems to provide only essential
0304082 Authorized Software - dertiy software programs authorized o execute on the Funconal | ntersects With | Least Functonalty | CFG.03 |capatities by speciicaly proniiing o resuicing th s of ports, .
Y Excep > [protocols, andor services.
[Mechanisms exist to explicitly allow (allowlist / whitelist) and/or
Authorized Software - [dentify software programs authorized to execute on the Explictly Allow / Deny y
03.04.08.2 e e ey Functional | Intersects With e e €FGa23  block denyle ack ) appcations that are uthorzed 0 exsute 5
Authorized Software - [mplement a deny-all allow-by-exception policy for the Prevent Unauthorized IMechanisms exist to configure systems to prevent the execution of
03.04.080 ‘Allow by Exception  [execution of authorized software programs on the system. Functional | Intersects With | "gofiare Execution CFG-032  |ynauthorized software programs s
[Mechanisms exist to explicitly allow (allowlist / whitelist) andjor
Authorized Software - [ mplement a deny-all allow-by-exception policy for the . Explictly Allow / Deny ;
03.04.08.0 PRI WY AR St AR e A Functional | Intersects With o €7G:03.3 plock (Genyit biackis) applications tht re autharized to execute 5
[Mechanisms exist to perform inventories of Technology ASsets,
Ipolcaions, Senices andor Data (TAASD) that
I(1) Accurately reflects the current T
(2)identifes authorized software products, Including business
ustification details;
3l st the evel of granularity deemed necessary for tracking and
Authorized Software - [Review and update the list of authorized software programs. 02 [
03.04.08.c e e e o e ot Functional | Intersects With Asset Inventories AST02  reporting: 8 loDP Value: at least quarterly
@ Includes organization-defined information deemed necessary to
lachieve effective property accountability; a
5 1s vatse to resten and sud by aas gnated organizational
nel.
[Mechanisms exist to periodically review system configurations to
Authorized Software - [Review and update the list of authorized software programs . ’ odic Review [Mechanism .
03.04.08.c e mare [ o e e ou e oo Functional | Intersects With Periodic Revie CFG.03.1  [dentty o dsable unnecessary anlornon-secure unctars, ors 8 [DoD-provided ODP does not apply to this specific SCF control.
uthorized Software - [Review and update the list of authorized software programs ction ter ; c lew . pplications andor Services or acherence to the ’ ’
03.04.08¢ Allow by Exception  [[Assignment: organization-defined frequency] Functional | Intersects With | - securt liance & | CPL032|organization's security, compliance and/or resilience policies and 8 [REREEREyIdedbDrdos ot Seel/iothiz 2 cific SCRContL
Resilience Controls rganizat
03.04.09 Withdrawn FdresedlbVOZ0RDST0Z0R0S 0K 20 20008 220 Functional | No Relationship. NA NA NA o INo applicable SCF control
00410 System ComponeTe A Functional | No Relationshp A a a o o apptcable scF control
[Mechanisms exist to perform inventories of Technology Assets,
Ipolcaions, Senvces andorData (TAASD) thar:
(1) Accurately reflects the current TAASD in
2) deiifes authorized softwere product Including business
ustification det
System Component 1571 5 1 leve o ranulariy deemed necessary fortracking and
03.04.10.2 s IDevelop and document an inventory of system components. Functional Subset OF Asset Inventories AST02  reporting; 10
() incluis organization gfined inormation deemed necessary to
lachieve effective property accountability; a
5 1s vatase to revten and sud by o grated organizational
nel.
System Component Updates During Installations /| por Hechariems existto update asst nvertoies s pat o component
03.04.10.2 vty [Develop and document an inventory of system components. |  Functional | Intersects With uring Inst aAsT-02.1  [fechani P s e 8
[Mechanisms exist to implement and manage a Configuration
03.04.10.2 SYStem Corapenent  Ioevelop and document an inventory of system components Functional | Intersects With | COnfiguration Management | 5705 |Management Database (CMDB), or similar technology, to monitor 3
Inventor Database (CMDB)
Jand govern technology asset-specific information
[Mechanisms exist to perform iventories of Technology ASsets,
Ipolicaions,Senvces andorDato (TARSD) that:
(1) Accurately reflects the current TAASD in
(2) Identifies autorized software products, inchuding business
ustification details
Is at the level of granularity deemed necessary for tracking and
System Component [Review and update the system component inventory 02 |2
03.04.100 T Compe o o o oo ) Functional Subset Of Asset Inventories AST-02 |reporting; 10 loDP Value: at least quarterly
(4 Includes organization-defined information deemed necessary to
lachieve effective property accountabilty: and
[ s available for review and audit by designated organizational
nel.
System Component _[Review and update the system component inventory . Updates During Installations / y [Vechanisms existto update asset inventories 3 part of companent y .
03.04.100 o tam componant Functional | Intersects With yuring Inst ast-02.1  [llechariems exit fo bpdate asset iventor 8 IDoD-provided ODP does not apply to this specific SCF control
[Mechanisms exist to implement and manage a Configuration
0304100 System Component - Review and update the system component iventory Functonal | ntersects win | ConQUraton Management | <0 g anagament Databasa (CHG), o Smiar tachnoiogy. o monitor 3 IooD-providec ODP does not appy tothis specific SC control.
i o 9 quency land govern technology asset-specific information.
System Component _|Update the system component inventory as part of o Updates During Installations /| [Mechanisms exist to update asset inventaries s part of component
03.0410¢ Inventory installations, removals, and system updates. Functional Equal Removals AST021 Jinstallations, removals and asset upgrades. i
System Component  |Update the system component inventory as part of Configuration Management [Mechanisms exist to implement and manage a Configuration
03.04.10.¢ m Com Update the system component inventory as Functional | Intersects With el oy AST-02.9|Management Database (CMDB), or similar technology. to monitor 8
i g - and system updates. Jand govern technology asset-specific information
03.04.11 Information Location NA Functional | No Relationship NA NA NA o INo applicable SCF control
nformation Location _[dentify and document the location of CUI and the system ction ernan IMechanisms exist to facilitate an IT Asset Management (ITAM)
0304112 Information Location  {components on which the information is processed and stored. | Functional Subset Of Asset Governance AST-OLlorogram to implement and manage asset management controls. 10
[echariems exit o perform verkories of Techrology Asses.
lApplications, Services andor Data (TAASD) th
(1) Accurately reflects the current TAASD in
2) lentites authorized software prodcts ncliding business
ustification details
hdentty and document the location of CUl and the system (@)l atthe level o granulariy deemed necessary fo tracking and
03,0411 Information Location 00 or o e O s Yot M ored, | Functional | Intersects with Asset Inventories AST-02 orting: 8
@ includes rganizatin defined information deemed necessary to
lachieve effective property accountabilty
511 valobis fo reton ame e by aesignated orgarizational
lpersonnel
[Mechanisms exist to create and maintain a map of Technology
0304110 Iformaton Location 481y and document thelocationof Cl anthe cyster | cunctional | ntrsects With | Data Action Mapping |  AST-02.8 asets, Appicatons andor Sevices (TAAG) where .
P P Jsensitive/regulated data is stored, transmitted or processed.
IMechanisms exist to maintain network architecture diagrams that
1) Contain sufficient detail to assess the security of the network's
030411 Iformaton Locaion 421U and document the location of Culand the <ystem | uncional | nersectswitn | Nebwork Dagrams &Data | uqr.oq  nvechure: .
P P 9 [12) Reflect the current architecture of the network environment; and
[(3) Document all sensitive/regulated data flows
[Mechanisms exist to determine security, compliance and resilience
control applcablty b dentiing, assigning and documening the
[dentify and document the location of CUI and the system x lappropriate asset scope categorization for all Technology Assets,
03.04112 Information Location |coroonents on which the information is processed and stored. |  FUnctional | Intersects With | Asset Scope Classification | - AST-04.1 BBRIRRE S S0 Rt o0 e Sersonnel (mternal and ®
third-parties).
ool e [Mechanisms exist to ensure control applicabiity 1s appropriately-
ldentity and document the location of CUI and the system ontrol Applicability ldetermined for Technology Assets, Applications and/or Services
03.04.11.2 Information Location 00 o o e oo o e patpned wax mored, | Functional | Intersects With | Boundary Graphical AST-04.2 [[TAAS) and third parties by graphically representing applicable 5
Representation lboundaries.
ot ion _ [dentify and document the location of CUI and the system . Statutory, Regulatory & [Mechanisms exist to facilitate the identification and implementation
0304112 Information Location  \components on which the information is processed and stored. | Functional | Intersects With | - Contractual Compliance CPLOLlof relevant statutory, regulatory and contractual controls 3
! on N rechanisms existto document and valdate the scope o securty,
04110 Information Location [ Sentfy and document thelocation of CUl and the sysem | nctonal | intersectsWith | Compliance Scope | CPLIOL2  compllance and resience control that are determinect o s
P P - Statutory, requiatory andior contractual compllance unnqanons
[Mechanisms exist to ensure data and assets are categorized in
it ion_ [dentify and document the location of CUI and the system . ’ fcat " ¢ " e
0304112 Itarmation Locaton e te mormaton  processed and ored. | FUNCUanal | Intrsects Wi | Data & Asset Classfcatin | DCH0Z fccordance with applicable stautory. regulatory and ontactual s
nformation Location _[dentify and document the location of CUI and the system ction ter ’ it ventor IMechanisms exist to maintain inventory logs of all sensitive media
030411 Information Location icomponents on which the information is processed and stored | TUNCtional | Intersects With | Sensitive Data Inventories | DCH-062 a1 conduct sensitive media inventories af least annually 8
[Mechanisms exist to inventory, document and maintain data flows
for data that is resident (permanently or temporarily) within a
030411 Information Location 67y and document the ocation of Ul and the system | puncronal | ntesects with | Geographic Location of Data | DCH-19. sevices peograpnicaly sknbuted appicarins (physicaland .
P P Jirtual), infrastructure, systems components and/or shared with
Jother third-parties.
echarisme exist to creae and maintan 2 map of Technoloay
304110 Information Location |D2CAMent changes o the system or system companent Functional | ntersects With | Data Action Mapping | AST-02.8 pesets Applcatons ancor Serices (TAKS) w s
° - sensmve/rsgu\atea a3 Stored ranAINE o1 processed.
IMechanisms exist to maintain network architecture diagrams that:
ment chan, m or systam componen work Diagram: (1 Contain sufficient detail to assess the security of the network's
304110 Information Location |[DoCUMent changes to the system or ystem companent Functional | ntersects witn | NetworkDisgrame &Data | psroq  orcnciure; s
P - 9 l(2) Reflect the current architecture of the network environment; and
(3 Document all sensitive/regulated data flows.
[Mechanisms exist to determine security, compliance and resiience
lcontol appicabilty by identiying,assigning and documening the
[Dacument changes to the system or system component 9 lappropriate asset scope categorization for ail Technology Assets,
03.0411.0 Information Location  lgcation where CUI is processed and stored. Functional | Intersects With | Asset Scope Classification | - AST-04.1 oplictionsandlorSenices (TAAS)and personnel (nienal and 3
third-parties).
PE— [Mechanisms exist to ensure control applicabiity 1s appropriately-
ontrol Applicabil ldetermined for Technology Assets, Applications and/or Services
[Document changes to the system or system component 9y opl
03.04.11b Information Location ~[DOCUMeNt change Lo the systerm o syster Functiona | Intersects Wi | Soundary Graphical AST-04.2 |(TAAS) and third parties by graphically representing applicable 3
epresentation lboundiaries
[Mechanisms exist to appropriately test and document proposed
0304110 Information Location |P2CUment changes o the system or system component Functional | ntesects i | e Validate & Document | 16,025 Changes i a nom production envronment etore changes are s
P 9 mplemented in a production environment
[Document changes to the system or system component Security Impact Analysis for 03 |[Mechanisms exist to analyze proposed changes for potential security
03.04116 Information Location 3 ation where CUI is processed and stored. Functional | Intersects With Changes CHG-03 fimpacts, prior to the implementation of the change. s
it ion [Pocument changes to the system or system component . Stakeholder Notification of [Mechanisms exist to ensure stakeholders are made aware of and
0304110 Information Location 3 ation where CUI is processed and stored. Functional | Intersects With Changes CHE-05lunderstand the impact of proposed changes 8
nformation Location [POCUmeNt changes to the system or system component ction ter ’ it ventor [Mechanisms exist to maintain inventory logs of all sensitive media
0304110 Information Location | ation where CUI is processed and stored. Functional | Intersects With | Sensitive Data Inventories. | - DCH-06.2 1o conduct sensitive media inventories at least annually. 3
[Mechanisms exist to inventory, document and maintain data flows
for data that is resident (permanently or temporarily) within a
0304110 Information Location |P2CUment changes (o the system or system component Functional | Intesects With | Geographic Location of Data |  DCH-13.|senviees geoarapically Garouted ppications (ohysical and s
P irtual), infrastructure, systems components and/or shared with
Jother third-parties.
[Hecharisms exist o generte auihoriative documertaton @.9-
[system Security Plan (SSP)) th
Appled secury, Complince 1) tdenifes key archtectural S implementation information on
0304110 Iformaton Locaion 2SSt changes tothe system o ystem comporent Functional | subset o Resilonce Contros | 140-03 i scope Technalogy Asoes, Appcators ando Services (TARS) 10
- ocumentation [2) Refects the current state of applied secury, complance and
Iresilience controls on applicable People, Processes, Technologies,
 anlor Facliios (FETDR)that st ontamed st the system
2] Applicable security, compliance andor resilience control:
3) Description of the deficiency(ies);
[Dacument changes to the system or system component Capabilites Deficiency y 4) Risk associated with the deficiency(ies);
03.0411.6 Information Location  location where CUI is processed and stored. Functional | Intersects With Tracking 14005 \s) Source deficiency identification/detection; s
6) Temporary compensating controls, if applicable:
7) Point of Contact (POC) (e.0. owner).
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03.04.12 Configuration for High-Risk NA Functional | No Relationship. NA NA NA o INo applicable SCF control
Areas
[Mechanisms exis o issue personneltraveling overseas with
System and Component _lssue systems or system components with the following ltemporary, loaner or "travel-only" end user technology (e.0., laptops |oDP Value: a configuration that has no CUI or FCl stored on the system and
03.04.12 Configuration for High-Risk configurations to individuals traveling to high-risk locations: Functional Subset Of Travel-Only Devices AST-24 |and monite devices) when travelling to authoritarian éountries with a 10 lprevents the processing, storing, and transmission of CUI and FCl, unless a specific
Areas system Inigher-than average risk for Intellectual Property (IP) theft or lexception s granted in writing by the Contracting Officer
lespionage against individuals and private companies.
[Hecharlsme exist to configure Technology Assets Agplcatons
System and Component _lssue systems or system components with the following Configure Technology Assets, land/or Services (TAAS) utilized in high-risk areas with m
03.04.12 Configuration for High-Risk configurations to individuals traveling to high-risk locations: Functional | Intersects With | Applications and/or Services | CFG-02.5  fastrictive baseline configurations. 8 [DoD-provided ODP does not apply to this specific SCF control
Areas system (TAAS) for High-Risk Areas
[Mechanisms exist to allow baseline controls to be specialized or
lcustomized by applying a defined set of tailoring actions that are
System and Component issue systems or system components with the following f{’fﬁf‘;f:ﬂ / business functions;
03.04.123 Configuration for High-Risk configurations to individuals traveling to high-risk locations: Functional | Intersects With Baseline Tailoring 02,9 | e s~ 8 [DoD-provided ODP does not apply to this specific SCF control
|3) Specific threats or vulnerabilties; or
|(4) Other conditions or situations that could affect mission / business.
lsuccess.
IMechanisms exis o issue personneltraveling overseas with
System and Component |Apply the following security requirements to the systems or ftemporary, loaner or end user technology (e.g., laptops
03.04.120 Configuration for High-Risk lcomponents when the individuals return from travel Functional | Intersects With | Travel-Only Devices AST-24  [and mobile devices) when travelling to authoritarian countries with a 8 [DoD-provided ODP does not apply to this specific SCF control.
Areas security Inigher-than average risk for Intellectual Property (IP) theft o
lespionage against individuals and private companies.
echanisms exst o re-mage end user technology (e aptops and
and Component _|Apply the following security requirements to the systems or Re-Imaging Devices After [mobile devices) when returning from overseas travel to ai |ODP Value: examine the system for signs of physical tampering and take the
03.04.120 Cunﬁgura(mn for High-Risk components when the ndividuals et (mm travel: Functional | Intersects With e oot AST-25  [autnortarian country with a higher-than average ik for ntelectual 8 lappropriate actions, and then either purge and reimage all storage media or destroy|
[Property (IP) theft or espionage against individuals and private
[companies.
[Mechanisms exist to protect mobile devices from tampering through
g eum ldeems to be of significant risk, prior to the device being connected
Y lto the organization's networt
03.05.01 UEssidentincationerd NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Uniquely identify and authenticate system users, and associate
User Identification and Identity & Access y [Mechanisms exist to facilitate the implementation of identification
03.05.01a | dentification hat unique dentifcaton with processes acting on behalf of Functional Subset Of Maomgement o 0L o aamant control 10
[Uniquely identify and authenticate system users, and associate [Mechanisms exist to strictly govern the use of Authenticate,
0305012 User dentieaton and 1 e dentincation wih procecces actng on benal of | Functional | Inersects witn | AURenticate, Auhorize and | 13012 |atnorize an Audt (M) Soutons, oth an-premises and those .
fthose users. |hosted by an External Service Provider (ESP).
User Identification and _|Uniauely identify and authenticate system users, and associate dentification & [Mechanisms exist to uniquely identify and centrally Authenticate,
03.05.01a o fthat unique identification with processes acting on behalf of Functional | Intersects With Authentication for 1AC02  |Authorize and Audit (AAA) organizational users and processes acting 8
I Users
User Identification ang _|Uniuely identify and authenticate system users, and associate Identification & [Mechanisms exist to uniquely identify and centrally Authenticate,
03.05.01a i) fthat unique identification with processes acting on behalf of Functional | Intersects With |  Authentication for Non- 1AC-03  [Authorize and Audit (AAR) third-party users and processes that 8
fthose users Users [provide services to the organization
entincation & [Mechanisms exist to identify and authenticate third-party
User denticaion ang [Jiauely dentty and authenticate system users, and associate |Authentication for Third-Party [Technology Assets, Applications and/or Services (TAAS)
03.05.01.a o t unique identification with processes acting on behalf of Functional | Intersects With Technology Assets, 1AC-05 3
(hose veers Applications andor Services
(TAAS)
cer and wsers when [Mechanisms exist to force users and devices to re-authenticate [0DP Value: role, authenticaors, o redentials change (incuding modification of
03.05.01b § Functional | Intersects With Re-Authentication 1AC14  [according to organization-defined circumstances that necessitate re- 8 luser privilege); when security categories of system: hen the execution of
Authentication [circumstances or situations requiring re-authentication] lauthentication [prwileged functions oceurs: and after a session temmination
[Uniquely identify and authenticate [Assignment: organization- [Mechanisms exist to strictly govern the use of Authenticate,
03002 Device identification and e ieices or ypes of devices] bfore estabishing a Functonal | Intersects witn | AUthenticate, Authorize and | 15c.01 2 aixharize ang AUt (AAA) Soations, bath o premises and fhose . Ib0D-provided ODP does not appy tothis specific SCF contal.
Jsystem connection osted by an External Service Provider (ESP)
[Mechanisms exist to uniquely identify and centrally Authenticate,
505,00 e denticatonana (S1ALED 1 autentcate Asnnen ognn | o | tersects wan dentification & ac.oa  inGrize and AUt (ARA) devices before establihing a connction . l0DP Value: al devices for icentification, where feasible for authenticaton, and
hentication [defined devices or typ 9 Authentication for Devices lusing bidirectional authentication that s cryptographically- based ldocument when not feasible
Y Jond replay resistant.
dentification & &xist to [dentify and authenticate third-party
Device Identification and |Uniauely identify and authenticate [Assignment; organization- Authentication for Third-Party [Fechnology Assets, Applications and/or Services (TAAS)
03.05.02 e cator ldefined devices or types of devices] before establishing a Functional | Intersects With Technology ) 1AC-05 B [DoD-provided ODP does not apply to this specific SCF control
Jsystem connection Applications andjor Services
(TAAS)
[Astomated mecharisms exs to enforce HUR-Factor Authentcaton
[(MFA) fo
1) Remote network access
i Factor Authentication|MPIEMeNt multi-factor authentication for access to privileged nction Multi-Factor Authentication I2) Third.- panyTe(hno\ngyAssels Applications andor Services
03.05.03 Multi-Factor Authentication [TE1e0IE0L T Tacor Suih Functional Subset Of s iacos (B Tare 10
51 on conkole access tocritcal TAAS that stoe, transmit andor
[process sensitive/regulated data
" {cationMPlement multi-factor authentication for access to privileged ’ it | Network Access to Privileged y [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to
03.05.03 Mult-Factor Authentication g non.privileged accounts. Functional | Intersects With IAC-061 Lo thenticate network access for privileged accounts. 3
’ [Implement multi-factor authentication for access to privileged Network Access to Non- y [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to
03.05.03 Multi-Factor Authentication g non.privileged accounts. Functional | Intersects With Privileged Accounts 1AC-06.2  lauthenticate network access for non-privileged accounts. 3
+Factor Authentication | Sment mull-factor uthenticaton or access o privieged nction ter th | Local Access to Privileged y Xt utize Mul-Factor Autherticaton (4FA to
03.05.03 Mult-Factor Authentication ng non-privileged accoun Functional | Intersects With Accounts 1AC-06.3 Tocal access for privileged acco: 3
I Impler for Replay-Resistant ’ |Automated mechanisms exist to employ replay-resistant
03.05.04 Authentication eEae o prnaes and nompreges secounts Functional Equal Authentication 1AC02:2 Laithentication 10
03.05.05 Identifier Management NA Functional | No Relationship. NiA NA NA o INo applicable SCF control
lRec personnel or roles to Identity & Access y [Mechanisms exist to facilitate the implementation of identification
03.05.05a \dentifier e o nddoa, 1oup.rore Sermice, o dovie anter Functional Subset Of Management (1AM) 1AC-0L lang access management controls. 0
IRec personnel or roles to User Provisioning & De- g [Mechanisms exist to utilize a formal user registration and de-
03.05.05a \dentifier oo o dnidoa, roup, e sonica, o devics dankier, Functional | Intersects With ovisioning IAC-07 " registration process that governs the assignment of access rights 8
. [Receive fro personnel or roles to [Mechanisms exist to revoke user access rights following changes in
03.05.05a (dentifier Sssian an individual 9roup, role, Service, or device e Functional | Intersects With | - Change of Roles & Duties | IAC07-1 loerconnel roles and duties, if o longer necessary or permitted 8
. IRec personnel or roles to Management Approval For IMechanisms exst to ensure management approvals are required or
03.05.05a \dentifier oo o e, Sroum, e S, o doviee ankier Functional SubsetOf | New or Changed Accounts | 281 lnew accounts or changes in permissions to existing accounts. 0
[Mechanisms exist to govern naming standards for Usernames and
tifer Management [SEIeCt and assign an identfe tht dentifes an indvidual, nction nter ith | 1dentifier Management (User [Technology Assets, Applications and/or Services (TAAS)
03.05.05b dentifier Management ~ Se1Sct 20 255190 o0 9en Functional | Intersects With g 1AC-09 oy . Appl c 5
. [Select and assign an identifier that identifies an individual, User identity (ID) [Mechanisms exist to ensure proper user identification management
03.05.050 dentifier Management | oup, role, service, or device. Functional Subset Of ent 1AC09-1for non- i
‘Automated System Account
[select and assign an identifier that identifies an individual, |Automated mechanisms exist to support the management of system
03,0505 dentifier Management ~ b ¢t 201 359190 an \dener Functional | Intersects With magement (Dreciory | IACI51 ey semices 3
o dentifers for I N " J—— o [Mechanisms exist to govern naming standards for Usernames and
03.05.05.c Identifer Management [(£event (n reuse of dentiers for (Assignment: organization | - yncrional | inersects witn |14entifer Monagement (User | 15c.gg  Technology Assets, Applications andior Servces (TAAS) B l0DP Value: at leas ten (10) years
‘Automated System Account
. [Prevent the reuse of identifiers for [Assignment: organization- . ; ) |Automated mechanisms exist to support the management of system .
03.05.05. dentifier Management ~ [ievert fhe reuse of Functional | ntersects With | Management (Drectory | 1AC15.1 G diR R DGR Sl 5 [DaD-provided ODP does not apply to this specific SCF control.
[Manage individual identifiers by uniquely identifying each Authenticate, Authorize and [Mechanisms exist to strictly govern the use of Authenticate,
03.05.05.d Identifier findividual as Functional Subset Of PP 1AC01.2  [Authorize and Audit (AAA) solutions, both on-premises and those 10 [DaD-provided ODP does not apply to this specific SCF control.
jdentifying individual status], |hosted by an External Service Provider (ESP).
Hanage individual Gentiters by uniquely Gentiying each Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, ;
03.05.05.0 dentier Inaiidar Functional | Intersects With | Authentication for ez uhorze and ALt () orgnzatina sers and proceses acing . 10D Veluedprivieged ornon-priveged bsers contractor, forelgn natonals, e
ldentifying mdividoal Satus) Organizational Users Jon behalf of organizational us o
[Manage mmv:dual identifiers by uniquely identifying each [Mechanisms exist to govern naming standards for usernames and
03.05.05.0 Identifier individua Functional | Intersects witn |'9nfer Honagement (User | 1pc.o9  Technology Assets, Applications and/or Services (TAAS). 3 [DoD-provided ODP does not apply to this specific SCF control.
[aentiying mivdcal seatis]
[Manage individual identifiers by uniquely identifying each .
03.05.05.4 dentifer Individus! 25 Functional | Intersects With | Identity User Status | 1AC09.2  [iechanisms exis to identfy contractors and other tird-party users o looD-provided ODP does ot apply to ths specific SCF contrl
jdentifying individual status], 'gh uniq
Manage individual dentifrs by uniquely dentifying each .
03.05.05.d Identifier findividual Functional | Intersects With |Privileged Account Identifiers|  1AC-09.5 ni‘:f:&z’:f;‘g‘ foun “e‘f:‘ysg:ao’:af:w"‘g"“ed accounts to identify 8 [PoD-provided ODP does not apply to this specific SCF control
|dentitying incvidaal tatus, privilesf
[Manage individual dentiters by uniquely dentiying each ‘Automated System Account ated mechanisms ext managemen -
03.05.05.4 dentifer Individus Functonal | Intesects With | Management (Drectory | 1AC-15.1  [AUtomated mechanisms exist o support the management ofsyster s IboD-provided 0DP does ot apply to ths specifc SCF contrl.
|denuf’ymg ndividusl status] rvices) 9 id -
03.05.06 Identifier Management ~ [Consistency with SP 800-53. Functional | No Relationship. NiA NA NA o INo applicable SCF control
03.05.07 Password Management NA Functional | No Relationship. NA NA NA o [No applicable SCF control
[Maintain a list of commonly-used, expected, or compromised
[passwords, and update the list [ASsignment: organization Authenticate, Authorize and [Mechanisms exist to strictly govern the use of Authenticate, .
03.05.07. Password Management e e L e e ational pacacrte are Functional | Intersects With POV 1AC0L.2  [Authorize and Audit (AAA) solutions, both on-premises and those 3 [DoD-provided ODP does not apply to this specific SCF control
R A ANl |hosted by an External Service Provider (ESP)
[WMechanisms exist to
[Maintain a list of commonly-used, expected, or compromised |(1) Securely manage authenticators for users and devices; and
. lpasswords, and update the st [Assignment; organization- . |2) Ensure the strength of authentication is appropriate to the i
03,0507 Password Management - 2550075, 210 uh2 e ) et are Functional | Intersects With 1AC10 e o ahentication 3 [DoD-provided ODP does not apply to this specific SCF control
Ceepected to have been compromioce
[Maintain a list of commonly-used, expected, or compromised
lpasswords, and update the lst [ASsignment: organization- . [Mechanisms exist to protect and store passwords via a password
03,0507 Password Management [0S o e e oo pacanate are Functional | Intersects With Password Managers ac1011 [reeansmes 8 |0DP Value: at least quarterly
lsuspected to have been compromised.
asowrds. nd updats i 15 [Xsgment;orgamisaton Automated Support For futomated mechanisms eist o determine i possuord
03.05.07. Password Management B e L e L omal pacomerte are Functional | Intersects With oo S G104 |authenticators are sufficently strong enough fo satsy organization- 8 [DaD-provided ODP does not apply to this specific SCF control.
Jsuspected to have been compromised, P & plexity rea
[Verify that passwords are not found on the lst of commonly Adthenticate, Authorize and [Mechanisms exist to strictly govern the use of Authenticate,
03,0507 Password Management  [used, expected, or compromised passwords when users create |  Functional | Intersects With A IACOL2  |Authorize and Audit (AAA) Solutions, both on-premises and those 3
Jor update passwords. AN y an External Service Provider (ESP)
[Mechanisms exist to:
Nerify that passwords are not found on the st of commonly (4) securely manage authenticatars for users and devices; and
03.05.076 Password Management [used, expected, or compromised passwords when users create | Functional | Intersects With | Authenticator Management |  1ac-10  [12) Ensure the strength of authentication is appropriate to the 3
[classification of the data being accessed.
for update passwords.
[Verify that passwards are not found on the lst of commonly
03.05.07.b Password Management ~|used, expected, or compromised passwords when users create | Functional | Intersects With Password Managers 1AC-10.11 x;":’:f;”;ﬁ"‘“ to protect and store passwords via a password 8
Jor update passwords. 9
Vertythat passuords are not found onthe st of conmarly Actomated Support For |Automated mechanisms exist to determine if password
03.05.07.6 Password Management  [used, expected, or compromised passwords when users create | Functional | Intersects With P IAC10.4  fauthenticators are sufficiently strong enough to satisfy organization- 8
Password Strength
or update passwords. [defined password length and complexity requirements.
[Mechanisms exist to strictly govern the use of Authenticate,
03.05.07.c Password Management ~[[fansmit passwords only over cryptographically protected Functional | Intersects witn | Authenticate, A“‘"‘)’"Ie and | 1ac.01.2  |Authorize and Audit (AAA) ol 3

lchannels.

udit

lutions, both on-premises and those
osted by an External Service Provider (ESP).
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Descri

[Transmit passwords only over cryptographically protected

NIST SP 800-171 R3_x000a_(including DoD ODP mappings)

SCF Control

Secure Controls Framework (SCF)
Control Descri
[Mechanisms exist to

[(1) Securely manage authenticators for users and devices; and
|(2) Ensure the strength of authentication is appropriate to the
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03.05.07.c Password Management channels. Functional Intersects With | Authenticator Management IAC-10 Iclassification of the data being accessed. 3
03.05.07.c Password Management. |[{2NSTit PASSWOrds oriy over cryptographically protected Functional | Intersects With Password Managers IAC1011[fechanisme exist {0 protect and sore passwords via a pasaword 3
chanisms exist to protect authenticators commensurate with the.
03.05.07.c Password Management [[1aNSTmit passwords ony over cryptographically protected Functional | SubsetOf | protection of Authenticators | IAC-10.5 ensiviy of the information to wnich Use of the authenicator 10
ermits access
[Transmit passwords anly over cryptographically protected Automated System Account [Automated mechanisms exist to support the management of system
03.05.07.c Password Management Functional | Intersects With |~ Management (Directory | IAC-15.1 8
lchan Services) [accounts (e.g., directory services)
[Mechanisms exist to develop, document and maintain secure
secure Baseline loaseline configurations for Technology Assets, Applications and/or
03.05.07.d Password Management _[Store passwords in a cryptographically protected form Functional | Intersects With ecure Daselne CFG-02  [Sanvices (TAAS) that are consistent with industry-ccepted system 5
ardening standards.
Authenticate, Authorize and [Mechanisms exist to strictly govern the use of Authenticate,
03.05.07.d Password Management  (Store passwords in a cryptographically protected form. Functional Intersects With Audit (AAA) IAC-01.2  |Authorize and Audit (AAA) solutions, both on-premises and those 8
|hosted by an External Service Provider (ESP).
[Mechanisms exist to
(1) Securely manage authenticators for users and devices; and
03.05.07.4 Password Management _[store passwords in a cryptographically protected form Functional | Intersects With | Authenticator Management |  1AC-10 |(2) Ensure the strength of authentication is appropriate to the 5
Ilassification of the data being accessed
03.05.07.0 Password Management_[tore passwords in a cryptographically protected form Functional | ntersects witn | Password Managers | tac10.11 [Hechenisme ﬁm to protect and store passwords via a pessword s
to prol ith the
03.05.07.4 Password Management _[store passwords in a cryptographically protected form Functional | Intersects With | Protection of Authenticators | 1AC-10.5 seniily of he Infofmation 16 which use o the acthenticator s
Jpermits access.
word Management _[store passwords in raphi o ction ter it | No Embedded Unencrypted IMechanisms exist to ensure that unencrypted, static authenticators
03.05.07.4 Password Management _[store passwords in a cryptographically protected for Functional | Intersects witn | No Embedded Unencryp 06 e e e e e e caters 8
‘Automated System Account
03.05.07.d Password Management  [Store passwords in a cryptographically protected form. Functional | Intersects With gement (Directory lac151  utomated '"e‘d"a”‘““s exist to support the management of system 8
Coes laccounts (e.qg., directory services).
[Mechanisms exist to develop, document and maintain secure
Secure Baseline Ibaseline configurations for Technology Assets, Applications and/or
03.05.07.¢ Password Management _[Select a new password upon first use after account recovery. |  Functional | Intersects With ecure Baselne CFG02  [Sanvicos (VAND) thal ave onaistontah imdustiy aCcaptad system 8
[nardening standards.
[Mechanisms exist to strctly govern the use of Authenticate,
03.05.07.e Password Management [seect a new passwiord upon frt use ater account recovery. |  Functional | Inersects With [ AUentcate, Authorize and | - 15c.01 2 faiiharize and Audit (AAA) Soutions, both o premises and those s
|hosted by an External Service Provider (ESP).
[Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
03.05.07.¢ Password Management _[Select a new password upon first use after account recovery. |  Functional | Intersects With | Authenticator Management | 1aC-10  [(2) Ensure the strength of authentication s appropriate to the 8
Ilassification of the data being accesset
Password-Based [Mechanisms exist to enforce complexity, length and lfespan
03.05.07.¢ Password Management _[Select a new password upon first use after account recovery. | Functional Subset Of Passuord Base: IAC-10.1  fconsiderations to ensure strong criteria for password-based 10
N N N N N [Mechanisms exist to ensure default authenticators are changed as
03.05.07.e Password Management  (Select a new password upon first use after account recovery. Functional Intersects With Default Authenticators IAC-10.8 [part of account creation or system installation. 3
‘Automated System Account
03.05.07.e Password Management  [Select a new password upon first use after account recovery. Functional | Intersects With |  Management (Directory mcsa fu ‘“'“at‘“ "’E‘ﬂ"a”‘fms &xist to support the management of system H
e o [accounts (e.g., directory services).
&t to develop, document and maintain secure
erforce the alowing composton and complexiy ules or secure Baseline loaseline configurations for Technology Assets, Applications and/or
03.05.07.f Password mposition and|  Functional Subset Of Configurations CFG-02  Services (T at are consistent with industry-accepted system 10 [DoD-provided ODP does not apply to this specific SCF control
Eomplonty rucs lnardening standards.
[echanians o o
enforce th following compostion and comlexiy ules for (1) Securel e authenticators for users and devices; and
03.05.07.f Password lpasswords: d composition and|  Functional | Intersects With | Authenticator Management |  1aC-10  [(2) Ensure e srenath of authentication s appropriate 1o the 8 [PoD-provided ODP does not apply to this specific SCF control
lComplexity rules]. [classification of the data being accessed.
entorcethe following compositon and complety rues for R echanisms extst t enforce complexty, length and fespn e Yol et
03.05.07. Password lpasswords: ‘composition and|  Functional | Intersects With Passuord Base: IAC-10.1  fconsiderations to ensure strong criteria for password-based s R O S DG
[complexity rules] lauthentication. o]
rorce the folouing campostion and cmplety s fo B oo »
03.05.07.f Password mposition and|  Functional | Intersects With Password Managers 1AC-10.11 - [Mechanisme exist to protect and store passwords via a password 8 [DoD-provided ODP does not apply to this specific SCF control.
Complexity rules) 9
[Enforce the following composition and complexity rules for ‘Automated System Account
03.05.07. Password [passwords: composition and|  Functional | Intersects With | Management (Directory lac151  utomated '”e‘d"a”‘s"'s exist to support the management of system 8 [DoD-provided ODP does not apply to this specific SCF control.
[complexity rules] Services) [accounts (e.g., directory services).
03.05.08 Password Management  [Consistency with SP 800-53. Functional No Relationship N/A N/A N/A o [No applicable SCF control
03.05.09 Password Management _[Consistency with SP 800-53. Functional | No Relationship NA /A /A o INo applicable SCF control
03.05.10 Withdrawn [Incorporated into 03.05.07. Functional | No Relationship NIA NIA NIA ) INo applicable SCF control
[Mechanisms exist to obscure th feedback of authentication
nformation during the authentication process to he
03.05.11 Authentication Feedback gff;:;ﬁg:ﬁg:i%g;“me"“(3“"" information during the Functional Equal Authenticator Feedback IAC11  finformation from ?mss\lﬂc CXP‘MEHM;LSC by m‘fmm"md 10
[individuals.
03.05.12 N/A Functional No Relationship N/A N/A N/A o [No applicable SCF control
[Mechanisms exist to
|Verify the identity of the individual, group, role, service, or |(1) Securely manage authenticators for users and devices; and
03.05.12.0 receiving the 5 part of the initial Functional Subset Of | Authenticator Management |  1AC-10  [12) Ensure the strength of authentication is appropriate to the 10
e e o Ilassification of the data being accessed
erify the identity of the individual, group, role, service, or
In-Person or Trusted Third- y rechanisms exit toconduct i person o rusted thid-party dentity
03.05.12a Jutnenticator anagementdevice eceiing the authetictor 23 art o th il Functional | Intersects With A IAC103  [[ischaniams existto conduct In-person o trusted third-party 8
|Verify the identity of the individual, group, role, service, or
Identity Proofing (Identity . [Mechanisms exist to verify the identity of a user before issuing
03.05.12.2 Juthenticatoranagement(devce eceiing the authrtictor a3 art o e il Functional | Intersects With Y, Froofing i A28 [Mechanisme existto verfy the dentty of o er 8
[Mechanisms exist to
(1) Securely manage authenticators for users and devices; and
stablish initial authenticator content for any authenticators nction nticator Managemen [(2) Ensure the strength of atthentication is appropriate to the
03.05.12b T nentico Functional SubsetOF | Authenticator Management | 1AC-10 (2 Enure the strength of utherticatio 10
- [Mechanisms exist to enforce complexity, length and ifespan
03,0512 Establish nitial authenticator content for any authenficators | - yncrional | Intersects with | Password-Based IAC-101 considerations to ensure strong chitera for password-based s
Y 9 [authentication.
echanime o to
lestablish and Implement administrative procedures for Initial (1) Securel e authenticators for users and devices; and
03.05.12.c istribution; for lost, compromised, or damaged | Functional Subset Of | Authenticator Management | 1AC-10  [(2) Ensure the ;‘;‘U‘g"‘ of authentication is appropriate to the 10
lauthenticators; and for revoking authenticators, [classification of the data being access
lEstablish and implement administrative procedures for intial Password.Based IMechanisms exist to enforce complexity, length and lifespan
03.05.12.c distribution; for lost, compromised, or damaged |  Functional | Intersects With Passuord Base: IAC-10.1  fconsiderations to ensure strong criteria for password-based 5
fauthenticators; and for revoking authenticators. fouthentication
[Establish and implement administrative procedures for initial ity Proofing (denti isms exist to verify the igenti  before fssuin
03.05.12.c iStrioution for los, compromised, o damaged | Functional | Intersects with | 90Tty Proofing ety | s o5 Mechanisms exist towerty the dertity of 2 user before issung s
lauthenticators; and for revoking authenticators. 9 P
[Mechanisms exist to develop, document and maintain secure
Secure Baseline loaseline configurations for Technology Assets, Applications and/or
03.05.12.d hange default authenticators at first use. Functional Subset OF Configurations CFG-02  Services (T at are consistent with industry-accepted system 10
lrardening standards.
8 » [Mechanisms exist to strictly govern the use of Authenticate,
03.05.12.4 hange default authenticators at first use. Functional | Intersects with | AUthenticate, Authorize and | 1pc.01 2 Juthorize and Audit (AAA) solutions, both or-premises and those 8
ed by an External Service Provider (ESP)
[Mechanisms exist to
(1) Securely manage authenticators for users and devices; and
03.05.12.d hange default at first use. Functional | Intersects With | Authenticator Management | I1AC-10  [(2) Ensure the strength of authentication is appropriate to the 8
Ilassification of the data being accessed
Password-Based [Mechanisms exist to enforce complexity, length and lifespan
03.05.12.4 |Authenticator Management|Change default authenticators at first use. Functional | Intersects With Passuord-Base: 1AC10.1 to ensure strong crteria for password-based 8
[Mechanisms exist to ensure default authenticators are changed as
03.05.12.4 hange default authenticators at first use. Functional | Intersects ith | Default Autnenticators | ac-10.g [Vechaniams exst o ensure default autheniic 8
‘Automated System Account
03.05.12.d h default at first use. Functional | Intersects With gement (Directory IaC-15.1  [Automated mechanisms exist to support the management of system 8
Services) [accounts (e.g., directory services).
nange or reresn autnenictors[Assignment: organization-
030512 frequency or when the following evens Functional | Subset of ety & Accese, acor  [Mechanisms exist o faciltate the mplementtion o dentication 10 Io0D:provided ODP does not apply to this specific SCF contol
[Assignment: organization-defined events
[Mechanisms exist to:
nange or refresh authenticators (Assgnment:argrizaton- [(1) Securely manage authenticators for users and devices; and
03.05.12¢ quency] or when the following events o Functional | Intersects With 110 (2) Ensre the strength of authentication is appropriate to the 8 IDoD-provided ODP does not apply to this specific SCF control.
[[Assignment: organization-defined events f the data being accessed.
loDP Values:
nanae o e autanscators st craiztn I echanisms exit t enfrce compley,fength and fespan P e e Sodas o ke vy e 5
03.05.12.e |Authenticator Management| defv\eﬂ frequency] or when the following events oc Functional Intersects With ‘Authentication IAC-10.1  [considerations to ensure strong criteria for password-based 8 lyears for all other auther 2 &4
(Assignment: organization-defined events) lauthentication. (5o et et o any evidence of
lcompromise or los:
[Change or refresh aulhenh(a(ors [Assignment: nrgamzahon— Automated System Account
030512 |Authenticator Managementdefined frequency] o ollowing event Functional | Intersects With | Management (Directory | aC-15.1  [Automated mechaniems exist {0 support the management o system s IoaD-provided ODP does not apply o this specifc SCF contrl
[[Assignment: nmamzatmn e events] Services) 9 i
B i [Mechanisms exist to strictly govern the use of Authenticate,
03.05.12.f | Authenticator Imodification. content from disclosure and| Functional Intersects With Authent (:t:‘é ?A“Alx? iz and IAC-01.2 Authonze and Audit (AAA) solutions, both on-premises and those 3
- ed by an External Service Provider (ESP).
[Mechanisms exist to
(1) Securely manage authenticators for users and devices; and
03.05.12.f rotect content from disclosure and| £ ncrional | Intersects With | Authenticator Management | 1aC-10  |(2) Ensure the strength of authentication is appropriate to the s
of the data being accessed.
N [Mechanisms exist to enforce complexity, length and lifespan
03,0121 IAuthenticator frotect auth content from disclosure and|  cincrional | Itersects witn | Password-Based IAC-10.1  considerations to ensure strong critera for password-based 3
Jauthentication
chanisms exist to protect authenticators commensurate with the
03.05.12.f | Authenticator Imodification. content from disclosure and| Functional Subset Of Protection of Authenticators IAC-10.5  [sensitivity of the information to which use of the authenticator 10
- ermits access
Automated System Account
rotect ntent from disclosure and| . [Automated mechanisms exist to support the management of system
03.05.12.f Imodification. Functional Intersects With lai esr:f\:v‘((lg\ret IAC151 FC ounts (e.q., directory services). 3
mplement an incident-handling capabilty that is consistent
i i i rati exist to implement and govern processes and
03.06.01 Incident Handling  [4i%h the Incident response plan and includes preparation. Functional Subset Of [incident Response Operations|  1R0-01  ocumentation t factate an organisation-wide response capablty 10

[detection and analysis, containment, eradication, and
frecovery.

ffor cybersecurity and data protection-related incidents.
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Descri

NIST SP 800-171 R3_x000a_(including DoD ODP mappings)

SCF Control

Secure Controls Framework (SCF)
Con

trol Descri

[Mechanisms exist to cover:
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1) Preparation:
lImplement an incident-handling capability that is consistent
030801 IncidentHanding [yt Incdentresponse plan and ncudes prepatation, | cynciona | intersects itn | ncidnt Hanain woss {3 RS eenstctonse ot incn port ke .
9 ldetection and analysis, containment, eradication, an 9 HESAE.
frecovery. 5) Eradication; and
6) Recovery
[mplement an incident-handiing capability that s consistent
} ) Jwith the incident response plan and includes preparation. ’ ’ ) y [Mechanisms exist to maintain and make available a current and
03.06.01 Incident Handling - detection and analysis, containment, eradication, and Functional | Intersects With | Incident Response Plan (IRP) | IRO-04 |,jape Incident Response Plan (IRP) to all stakeholders. 8
ery.
[mplement an incident-handiing capabillty that is consistent [Mechanisms exist to respond to sensitive/regulated data spils.
; Jwith the incident response plan and includes preparation. . th | Sensitive / Regulated Data
03.06.01 Incident Handling " detection and analysis, containment, eradication, and Functional | Intersects With Spill Response [Ro-12 3
frecovery.
Incident Monitoring,
03.06.02 Reporting, and Response NA Functional | No Relationship. NA NA NA o INo applicable SCF control
Assistance
[Mechanisms exist to cover.
1) Preparation;
Incident Monitoring, 2) Automated event detection or manal incident report intake;
03.06.02:2 Reporting, and Response [Track and document system security incidents. Functional Subset Of Incident Handiing R0-02  [13) Anal 10
Assistance ) Contamment
5) Eradication; and
6) Recovery
Incident Monitoring, Situational Awareness For [Mechanisms exist to document, monitor and report the status of
03.06.02:2 Reporting, and Response [Track and document system security incidents. Functional | Intersects With o fare 1R0-09  fcybersecurity and data protection incidents to internal stakeholders 8
Assistance Jall the way through the resolution of the incident.
[Mechanisms exist to cover:
1) Preparation;
Incident Monitoring,  [Report suspected incidents to the organizational incident 2) Automated event detection or manual incident report intake:
03.06.02b Reporting, snd Resporse_esponse capabilty withn [Assignment; organization-cefined | Functional Subset Of Incident Handiing 1RO-02  [13) Analysis; 10 |ODP Value: near real time or as soon as practicable upon discovery
Assistance fime peri 4) Containment;
5) Eradication; and
6) Recovery.
Incident Monitoring,  [Report suspected incidents to the organizational incident Situational Awareness For [Mechanisms exist to document, monitor and report the status of
03.06.020 Reporting, and Response [response capability within [Assignment: organization-defined |  Functional | Intersects With 2] e 1R0-09  fcybersecurity and data protection incidents to internal stakeholders 5 [DoD-provided ODP does not apply to this specific SCF control.
fime period]. Joil the way through the resolution of the incident.
Incident Monioring, [Report suspected incidents o the organizational ncident ncident Stakenalder rechanisms exs o timel.reportincidents o applcable
03.06.026 Reporting, and Resporise.response capabilty within [Assignment; organization-defined | Functional | Interects With IRO-10 | e ek hc-parties; and 5 [DoD-provided ODP does not apply to this specific SCF control.
Assistance fime periodl |(3) Regulatory authorities.
Incident Monitoring, _[Report suspected incidents to the organizational incident
03.06.02 Reporiing, and Response. rssponse capabilty within (AGsignment; organization-defined |  Functional | Intersects Wit | Gyber Incdent Reporting for | 5,5 |Mechanisms exis o report senstivelregulated data inidents in & s IooD-provided ODP does ot apply toths specific SCF contrl.
Assistance fime period]. 9 Y
[Mechanisms exist to cover:
1) Preparation:
Incident Monitoring, . mati (gnmen (zation. 2) Automated event detection or manual incident report intake:
03.06.02.c Reporting, and Response [3cport Incident information to [Assignment: organization- Functional Subset Of Incident Handling 1R0-02 ysi 10 [DoD-provided ODP does not apply to this specific SCF control
6) Recove
Incident Monitoring, rechanisms exis o tmely-reportincidents o applcable
i g [Report incident information to [Assignment: organization- ’ ’ Incident Stakeholder g (1) Internal stakeholders |ODP Value: all applicable personnel and entities as specified by the contract, and in
03.06.02.¢ Reporting, and Response |defined authorities] Functional | Intersects With RO-10{3) Afecred chents & thirc-parties; and 8 laccordance with any incident response plan notification procedures
|3) Regulatory authorities.
Incident Monitoring, _ ~laeport incident information to [Assignment: organization- Cyber Incident Reporting for echanisms exst o report sensiuvelregulated data incidents in a .
03.06.02.c Reporting, and Response [1Rort eitent 19fe Functional | Intersects With | QDS IICGET HeRORO 17| Ro-102 [ffectenee 5 [DaD-provided ODP does not apply to this specific SCF control
150602 ncident Monitoring, et mcigent information to (Assignment; organization- runctionsl | ntersects win | Reaulatory & Law A1 Mechanisms exist to maintain incdent response contacts with . uprovided 0P docs ot apaty to this specifc SCF contra
porting, and Response |GEC, T Entorcement Contacts blicable regulatory an aw enforcement agencies. » pply to tis sp .
echanisms exist o cover
1) Prepar:
Incident Monitoring,  [Provide an incident response support resource that offers 2) Aumma\ed event detection or manual incident report intake;
03.06.02.4 Reporting, and Response [advice and assistance to system users on handling and Functional Subset Of Incident Handling 1R0-02 10
Assistance feporting incidents. 2 Contamen;
5) Eradication; and
6) Recovery
[Wechanisms exist to provide incident response advice and
Incident Monitoring,  [Provide an incident response support resource that offers. [assistance to users of Technology Assets, Applications and/or
03.06.02.d Reporting, and Response [advice and assistance to system users on handling and Functional SubsetOf [Incident Reporting Assistance| ~ IRO-11  [S€rvices (TAAS) for the handling and reporting of actual and 10
Actistance Feporting incidents. [potential cybersecurity and data protection incidents.
v 8 i [Mechanisms exist to formally test incident response capabilities
03.06.03 Incident Response Testing [[25L e effectveness o the incident esponse capabily Functional | SubsetOf | Incident Response Testing | IRO-06  hrough reslistc exercises to determing the aperational 10 loDP value: a least every 12 months
9 9 auency; feffectiveness of those capabilities.
03.06.04 Incident Response Training NA Functional | No Relationship. NA NA NA o INo applicable SCF control
nciden nse Training T2Yde Incident response raiing to system users consistent nction ters ’ Defined Roles & y exist to define roles & for
03.06.04.2 Incident Response Training 0110 {214 e Functional | Intersects With HRS-03 I Creonnel 8
Irovide incident . o oyt -~ [Mechanisms exist to formally educate authorized USers on proper
rovide incident response training to system users consisten " . ldata handiing practices for all the relevant types of data to which
03.06.04.2 Incident Response Training [ oy o0 e iy Functional | Intersects With | Formal Indoctrination HRS-04.2 (dats handing pra Y 8
03.06.000 Incident Response Training|TOVIdE INCIGENE response training to system users consistent | ¢ SubsetOf | Incident Response Traiming | 1005 |IEChanisms exist to train personnel n their incident response roles o
Jwith assigned roles and
techanisms exist to provide role-based security, compliance and
Role-Based Security, Iresilience-related training
[Provide incident response training to system users consistent : 03 [(1) Before authorizing access to the system or performing assigned
03.06.06.2 Incident Response Training o0 0 e e relbiities Functional | ntersects with | - Compllance & Resilence SAT-03 s 8
9 hen required by system changes; and
(3) Amnosly tnercarter
Within [Assignment: organization-defined time period] of [Mechanisms exist to formally educate authorized USErs on proper
03.06.04.2.01 Incident Response Training fassuming an incident response role or responsibility or Functional | Intersects With |  Formal Indoctrination HRS-04.2 [data handiing practices for all the relevant types of data to which 3 [DoD-provided ODP does not apply to this specific SCF control.
lacquiring system access, ey have access,
[Mechanisms exist to provide role-based security, compliance and
[Wihin [Assignment; organization-defined time period] of Role-Based Security, :ﬁ‘gz;;::“j;i‘:‘;m 5 to the system or performing assigned
03.06.04.2.01 Incident Response Training[assuming an incident response role or responsibility or Functional | Intersects With | Compliance & Resilience SAT-03 [0 9 Vs P 19 assigl 8 |ODP Value: ten (10) days for privileged users, thirty (30) days for all other roles
bauiing s ccess, Training (2) Wren reaired by system changes; and
|(3) Annually thereater.
[Mechanisms exist to provide role-based security, compliance and
Iresilience-related training
Role-Based Security,
03.06.04.2.02 Incident Response Training \When required by system changes, and Functional | Intersects With | Compliance & Resilience saT-03 ({1} Before authorizing access to the system or performing assigned 5
Training |(2) When required by system changes; and
|3) Annually thereafter.
[Mechanisms exist to provide role-based security, compliance and
Iresilience awareness training that is current and relevant to the
03.06.04.2.02 Incident Response Training \When required by system changes, and Functional | Intersects With | Cyber Threat Environment | SAT-03.6 (=2 [¢fe Snateness aling nal s current ond fecvan o voes 5
loperations.
03.06.04.2.03 Incident Response Training[[Assignment: organization-defined frequency] thereafter. Functional | Intersects With | Incident Response Training IRO-05 ;":;“E"‘S'"s gxist to train personnel in their incident response roles 8 |ODP Value: at least every 12 months
Security, Compliance & Hechanisms exst o provide il employees and cantractors
03.06.04.2.03 Incident Response Training [Assignment: organization-defined frequency] thereafter. Functional | Intersects With | Resilienice Awareness SAT-02  [appropriate security, compliance and resilience awarene: 8 /ODP Value: at least every 12 months
raining JeBucation and traning that s relevant for their b function
[Review and update ncident response training cortent [Mechanisms exist to regularly review and modify incident response
03.06.04.6 Incdent Respanse Trining Agsignment; organizaton-defne requency]and following Functional | Intersects With IRP Update 1R0-04.2  [practices to incorporate lessons learned, business process changes 8 [DoD-provided ODP does not apply to this specific SCF control
[(Assignment: organization-defined events] jand industry developments, as necessary.
IMechanisms exis t use qualttive and quantitative data rom
fincident response testing
Review and update incdent response traning content y i o i .
03.06.04.0 Incident Response Training [Assignment: zation-defined frequency] and following Functional | Intersects with [CONtiNUQUS Incldent Response| g g3 (1) Determine the effect Ve"*js of incidant responss procasses: 8 [PoD-provided ODP does not apply to this specific SCF control,
s oranation dtng oot mprovements |2) Continuously improve incident response processes; an
|(3) Provide incident response measures and metrics that are
laccurate, consistent and in a reproducible format.
[Review and update incident response training content Root Cause Analysis (RCA) & [Mechanisms exist to incorporate lessons learned from analyzing and
03.06.04.0 Inident Response Training [Azsonment; organization-defined requency] and Tolowing Functional | Intersects With (ause Analysis (& 1RO-13  fresolving cybersecurity and data protection incidents to reduce the 8 [DoD-provided ODP does not apply to this specific SCF control
Assignment: organization-defined events]. likelinood or impact of future incidents.
[Mechanisms exist to provide role-based security, compliance and
lresilience-related training:
[Review and upda(c incident response training content Role-Based Security, it 4 [ODP Values:
03.06.04.6 Incident Response Training [Assignment ization-defined frequency] and following Functional | Intersects With | Compliance & Resilience saT03  [(1)Before authorizing access to the system or performing assigned 8 |1) at least every 12 months
[ASsianment: organization-defined events] Training |2y When required by system changes; and | significant, novel incidents, or significant changes to risks
I3) Annually thereafter.
[Mechanisms exist to ensure security, compliance and resilience
Review and update incdent response training content  Sontinuing Professional [ersonnel receive Continuing professional Equcation (CPE) raining
03.06.04 icien Response Training [Asgrment Saizstomgeined requencs an olowrg | Funconal | mersets win | ELSen(CRO S | saran o mnancireny nd protcieny wih iy recogied 3 IooD-provided ODP does ot apply toths specific SCF contrl.
[(Assignment: organization-defined events]. P Jsecure practices that are pertinent to their assigned roles and
fresponsibilities
03.06.05 Incident Response Plan NA Functional | No Relationship. NA NA NA o INo applicable SCF control
Hechanisms exst to maintain and make avalable 3 current and
03.06.05.2 Incident Response Plan ~[Develop an incident response plan that: Functional Subset Of | Incident Response Plan (IRP) |  1R0-04 _[viechanisms &xis to maintalt and o 10
nciden 156 plan_|Provides the organization with a roadmap for implementing its nction nciden s Plan y [Mechanisms exist to maintain and make available a current and
03.06.05.2.01 Incident Response Plan |1 o capabi Functional Subset Of | Incident Response Plan (IRP) | IR0-04 |2 Z0e e Donce Plan (IRP) to all 10
[Describes the structure and organization of the Tncident [Mechanisms exist to maintain and make available a current and
03.06.05.2.02 Incident Response Plan [PE<CThes e SILCH Functional Subset Of | Incident Response Plan (RP) |  1R0-04  IeChansms Sxistlo Malnialh and maks 10
[Provides a high-level approach for how the incident response Mechanisms exst to maintain and make avallable 3 current and
03.06.05.2.03 Incident Response Plan 100088 2 110 e 0 e o o . Functional Subset OF | Incident Response Plan (IRP) | 1R0-04 [1IeChansms exiet to mainat “Rm 10
[Mechanisms exist to maintain and make available  current and
03.06.05.2.04 Incident Response Plan ~[Defines reportable incidents, Functional Subset Of | Incident Response Plan (RP) |  1R0-04  [I1EChanere st lo mainialt Ao ma 10
Chanisms exist to maintain and make available a current and
03.06.05.2.05 Incident Response Plan  [Addresses the sharing of incident information, and Functional Subset Of | Incident Response Plan (IRP) |  1R0-04 _[viechanisms &xi to maintals ad o 10
nciden nse Plan_[DEsianates responsbiis toarganizatinal enites, nction nciden s Plan hanisms exist to maintain and make available a current and
03.06.05.2.06 Incident Response Plan [DeSIgnates respor Functional Subset OF | Incident Response Plan (IRP) |  1R0-04 _[viechanisfie Bxist to marhih Ad *©
[Distribute copies o the it response plan to designated
[Mechanisms exist to maintain and make available a current and
03.06.05.b Incdent Response Pln . ncident espanse personnel (dentifed by name andjor by Functional Subset Of | Incident Response Plan (IRP) | 1R0-04  [1ieChansTas @xis to Al B0 ke o e 10
[Update the incident response plan to address system and [Mechanisms exist to regularly review and modify incident response
03.06.05. Incident Response Plan forganizational changes or problems encountered during plan | Functional | Intersects With IRP Update 1R0-04.2  |practices to incorporate lessons learned, business process changes 5
implementation, execution, or testing. land industry developments, as necessary.
[Protect the Incident respanse plan from unauthorized Sensitive / Regulated Data » [Mechanisms exist to protect sensitive/regulated data wherever tis
03.06.05.d Incident Response Plan ~[7rotect & Functional Subset Of gulat D012 [Rechanems et Pl 10
[Protect the Incident response plan from unauthorized . Defined Roles & exist to define Toles & Tor
03.06.05.d Incident Response plan ~[frotect i Functional | Intersects With HRs:03  [lechansh e 8
Mechanisms ot T enfoce Role Bosed Acceas Corral (BAC) for
' [Technology Assets, Applications, Services and/or Dat:
03.06.05.4 Incident Response Plan F{OLECt the Incident respanse plan rom unauthorized Functonal | ntersects win | RS Based Access Control | ,c.og 9y op s

ldisclos:

(RBAC)

lrestrict access to individuals assigned specific roles. P Icgmmalc
lbusiness needs.
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prtect the Incident respanse plan from unauthorized

Access To Sensitive /

[Mechanisms exist to hmnt access to sensntwe/regulated data to only

03.06.05.4 Incident Response Plan (o<t Functional | Intersects With gulated Data 'AC20.1  fhose individuals whose job requires such access. 8
030701 Witndrawn [Recategorized as NCO Functonal | No Relatonship A A A 3 [No appicable SCF contrl
03.07.02 Withdrawn [Incorporated into 03.07.04 and 03.07.06. Functional No Relationship N/A N/A N/A o [No applicable SCF control
030703 Windrawn [ncorporated nto 03.08.03. Functonal | No Relatonship A A A 3 INo appicable ScF control
03.07.04 Maintenance Tools NIA Functional No Relationship N/A N/A NIA 0 [No applicable SCF control

|approve, control, and monitor the use of system maintenance g [Mechanisms exist to facilitate an IT Asset Management (ITAM)

03.07.00a Maintenance Tools PP Functional | Intersects With | Asset Governance AsTo1 [Mechanisms et o fecitate an 1 Asset Monagement (1) s

lapprove, control, and monitor the use of system maintenance g [Mechanisms exist to maintain strict control over the internal or

03.07.00a Maintenance Tools 2P Functional | ntersects With | Security of Asets & Media |  AST-05 [echarisme exst to maintai suict control over the nteral s

[Mechanisms exist to develop, disseminate, review & update
03.07.04.2 Maintenance Tools [Approve, control, and monitor the use of system maintenance Functional Subset Of Maintenance Operations MNT-01  [procedures to facilitate the implementation of maintenance controls 10
ocross the enterprise
Mechanisms exst to conduct controlled maintenance ach
0307042 Mantenance Tools  [\0BI0Ve. contol and monior the use ofsystem maintenance | uncional | ntersects With | Controlled Mainterance | MNT-02  [troughout he Hfecyce of e Technology Asset Appication andior s
Service (1AAS)
[Mechanisms exist to obtain maintenance support and/or spare parts
rove, control, and monitor m maintenan or Technolagy Assets, Appiications andior Services (TAAS) it a
03.07.04.a Maintenance Tools  [*PProVe: control, and monitor the use of system maintenance | ¢y cignal | Intersects With Timely Maintenance MNT-03  |defined Recovery Timé Objective (RTO). 8
" T Wechantsm exst to perorm preventive maitenance on crica
03.07.00 Mantenance Tools  [\0RIO¥e. contol and monior the use ofsystem maintenance | uncional | ntersects With | Preventative Maintenance | MNT-03.1 [Tecnology Assets, Appications and/or Services (TAAS). 8
03.07.000 Maintenance Tools _[APPOVe, control, and monitor the use of system maintenance | oo T L Maintenance Tools WiNT-04 | Mechanisms exist to control and monitor the use of system A
Mechanisms exis to ensure of-site maintenance actties are
Inpprove, control, and monitorthe use of system maintenance . o9 fonducted securely and the asset(s) ondergeing mainenance
03.07.06a Maintenance Tools PP Funcional | ntersectswith | Offsite mainenance | mnT.09 Copducted securely and he esses) undergoing malntenarice 3
e
[Mechanisms existto inspect maintenance toofs caried Into a facily
03.07.04b Maintenance Tools  [Cneck media with diagnostic and test programs for malicious Functional Subset OF Inspect Tools MNT-04.1 |y maintenance personnel for improper or unauthorized 10
Code before I 1 usea I the system. oy maintenan
[Prevent the removal of system maintenance equipment [Mechanisms exist to securely dispose of, destroy or repurpose
[containing CUI by verifying that there is no CUI on the . Secure Disposal, Destruction Y Jsystem components using organization-defined techniques and
03.07.04.c Maintenance Tools [equipment, sanitizing or destroying the equipment, or retaining Functional Intersects With or Re-Use of Equipment AST-09 [methods to prevent information being recovered from these s
he cauipment within the facity Components.
prevent the remova of system maintenance equipment IMechanisms exist tosanitize system media with th strength and
Containing CUI by verying that there s 1o CUl o the 109 Itegrity commensurate with the classiication o sensitiiy of the
03.07.04.c Maintenance Tools | ipment, sanitizing or des(mymg the equipment, or retaining|  Functional | Intersects With | System Media Sanitization DCH-09  fiformation priorto disposal, release out of organizational tantrol or 8
he caupment within the faci Felease fo reu
Present th remova of sysem maitenance cqupment
tenan Containing CUI by verfying that there 5 1o CUl o rctionat | mtersects witn | Prevent Unauthorized IMechanisms exis to prevent o contro th removal o equipment
03.07.04. Maintenance Tools [equipment, sanitizing or destroying the Equ\pmcr\( Df retaining Functional Intersects With Removal MINT-04.3 [undergoing maintenance that contains organizational information. 8
[the equipment within the facility.
03.07.05 Nonlocal Maintenance N/A Functional No Relationship N/A N/A N/A o [No applicable SCF control
N ; i § » [Mechanisms exist to strictly govern the use of Authenticate,
03.07.05 Norlocal Maintenance ~ 29rove and monitor nonlocal maintenance and dagnostic | uncrional | inersects with | AURentcate: futhorize and | 3.0 aiihorize and ) Solutons, bath on premises and fhose 8
[osted by an External Service Provider ESP)
Py Noroca aenance [ave 308 oo ool Tarance 38 GG | roncmal | rsec win | PPAIEORE Accse by o | o Nechanisrn et o rot prvleoed accee b i roazatina 5
Mechanism existto conduct controlled malntenance activiies
03.07.05 oo Malntenance  S0P74% 300 monor nonlocal maitenance and dsGnosKe | puncuonat | itrsects With | Controlle Maiterance | MNT:02  ougnout h eyl f the Technlas sset, Agplcaton andor .
e [Service (TAAS).
Py Nomrocar wamienancaRpprove and moritor noniocal mantenance and GaaoTe | pamcuons | mersects win | ermte wamenanee | wr0s [Mechanisms exst i autharize, manitor and control remate, mon- "
pctvies 3 iagostc actuites
Mechanisms exis to audt remote, nonlocal maimtenance and
0307.05 Norlocal Maintenance ~ [\Ppreve and monitr nonlocal maintenance and dlagnostic | uncional | Intersects With [Auciting Remote Maintenance|  MNT-05.1 |diagnosic sessons, 25 well 3 review the maitenance action 3
[performed during remote maintenance sessions.
y ; ; — ’ exist to require personnel o obtai pre-

030705 Norlocal Haintenance  \Ppreve and monito nenlacal maintenance and diagnostic | uncional | ntersects with | Remote Mointenance Pre- | 055 Loorouarand schcling for remete, non-Joca maimenance .

rlement i factorautenticatan nd ey rezitance ; ;

0307055 ontoca yeeeance 1| cional | itersectswin | Replay-Resistant Aoz Automated mechanisms exst to employ replay-resistant .

‘itnentication futhentcation
essons.
R ated et o4 o eerce R acor Aot
((MFA) for
[(1) Remole network access;
Implement mutfactor authenticaton and repiay resistance in ;
030705 Moo v he A | punctons | ntrsets in | MOFscsramenscaton | uc.oq o) mirarty Technology Assets, Appicatons andior Services .
[pessions. [(3) Non-console access to critical TAAS that store, transmit and/or
lrocess senstivelrequiated data
rlement mu facorautenticatan nd eniay ezt
IMechanisms exis to authorze, manitor and control remote, non-
03.07.058 Norlocal Gnd disgnostic | Functional | nersects With | Remote Maintenance | nT.05  [Hechaniams exst o authorize, monitor e s
Implemen( multi-f fa((or auther\l\(atlun and replay resistance in Remote Maintenance Cryptographic me(hamsms exist to protect the integrity and
03.07.055 Norlocal and diagnostic | Functional | ntersects witn | (Remote Maintenance | o5 3 Temote, non-ocal maintenance and dlaghostic s
sesswons ryptograp! (nmmum(a(mns
ion an N o [Automated mechanisms exist to log out users, both locally on the
03.07.05.¢ Norlocal Maintenance ~[[e/Ti"a(e session and network connections when nonlocal | functional | Inersects With | Session Termination IAC:25  network and fo remate sessons, a the end of the session or after s
P [an organization-defined period of inactivity.
IFerminate sessan and nework canniections when namacal [Mechanisms exst to authorize, manior and control ramate, on-
03.07.05.¢ Norlocal Maintenance [lerninate session and nes Funcional | ntersectswith | Remote Maintenance | w05 _[vechorions extTo ahorize morifor and s
Mechanisms exis to provide remote isconnect verfication o
03.07.05.c Nonlocal Maintenance ~ [TerMminate session and network connections when nonlocal Functional | Intersects With Remote Maintenance MNT-05.4  [ensure remote, non-local maintenance and diagnostic sessions are 8
[maintenance i compieted Disconnect Verication
roperty terminated
030706 Maintenance personnel A Functonal | No Relatonship A A A o o sppicabie scr control
03.07.06 Malntenance Personnel [Estabh a process for maintenance personnel authorizaion. | Functional | Intersects witn | Qeined Roles & HRs03 [pchariems exst o define roles & for s
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for
x rechnology Assets, Applications, Services and/or Data (TAASD) to
03.07.06.2 Maintenance personnel Establish  process or maintenance persomnel authorization. |  Functional | nterscts with | RO1eBesed Access Control | jpc g [EIony Resers Replations Serdees afdio o (RSO o s
Mechanisms existto develop, dsseminate, review & update
0307062 Maintenance personnel Establish  process for malntenance persomnel authorization. | Functonal | Subset Of | Maintenance Operations |  HNT-01 |procedures o facitate he implementation of mantenance controls 10
ecross the enterprise
Rahorzed Faienance echanisms exstto maintai 3 Corent T o authorzed
03.07.06 Malntenance Personnel [Estabsh a process for maintenance personnel authorizaion. | Funcional | Itersects With nTos  [rechanisms. e curent] 5
Maintenance Personnel [Mechanisms exist to ensure the risks associated with maintenance
03.07.06 Maintenance Personnel [Estabh a process for maintenance personnel authorizaion. | Functional | Intersects With |, Maintenance Personnel |- r.og. 1 |oersonnel wh do not have appropiste access authorizations, s
PProp! |clearances or formal access approvals are appropriately mitigated.
Non-System Related [Mechanisms exist to ensure that non-escorted personnel performing
03.07.06 Maintenance Personnel [Estabsh a process for maintenance personnel authorizaion. | Functional | Itersects With System el MNT-06.2 non-T maintenance actvites in the physical proximity o systems s
Iave require access
03.07.06 Mantenance Personnel [Estabh a process for maintenance personnel authorization. | Functional | Intersects With | Thir-party Management |  TPM.01 [Hechanisms exist o faciitate the implementation of hird-party s
[Mechanisms exist to maintain a current, accurate and complete list’
o Examal Service prouders (5Pt can oty mpact e
03.07.06.2 Maintenance Personnel  [Establish a process for maintenance personnel authorization. | Functional | Intersects Wit | Thirc-party Inventories | TeM-01.1  [Confdentiaity, ntegrity, Avaiabilty and/or Safety (CIAS) of 5
organisation', Techaolody ASSets, ApplEarons, Survices andios bata
1TAASDD
[Mechanisms exst to require Contrachual requirements or appIcable
Securty. compliance and resiience recuirements with thrparties,
Thirgparty Contract Fefectin the organizaton' necds to potect s Technology ASsets
03.07.06.a Maintenance Personnel ~ [Establish a process for maintenance personnel authorization. Functional Intersects With TPM-05 9 19 P! 9y g 5
P P Requirements [Applications, Services and/or Data (TAASD).
[Mechanisms exist to document and maintain a Responsible,
Responsible, Accountabie, Iccountable, Supporive, Consuted & nformed (RASCI masix., or
03.07.06 Maintenance Personnel [Estabih a process for maintenance personnel authorization. | Functional | Intersects With |  Supportive: Consulted & | TPM-05.4 |simiar documentation, o délneate assignment for secunty, s
Informed (RASCI) Matrix |compliance and resilience controls between internal stakeholders.
land External Service Providers (ESPs).
a3 T of authorized maimtenance organizations o Rathorized Wamienance Fiechaniams exst to maitain 3 curent et of authorized

03.07.06 Wointenance Personnel [1arian Functional Equal NT-06 e et 10

otenance personnel Vel that non-escorted personnel who perform maintenance | i | | tersects with | Authorized Maintenance 06 [Mechanisms exist to mainain a current st of authorzed

03.07.06.¢ Maintenance Personnel foq e system possess the required access authorizations. Functional | Intersects With MNT-06 Imaintenance organizations or personnel. s

IMechanisms exis to ensure th rsks sssociated with maintenance
030706 Maintenance personnel [/97% thet non-escorted persomnelwho perform maintenance | cuncional | subsetof | Meintenance ersomnel | 1061 oersonnel who do ot have appropriate access authorzations. 10
¥ P al PPRrop! [clearances or formal access approvals are appropriately mitigated.
; y » ; - [Mechanisms exst to ensure that non-escorted parsomnel performing
030706 Maintenance personnel [VeTfy that non-escorted personnel who perform maintenance | puncional | Intersects with | NomiSystem Related | .62 |non 1T maintenance acuvities i the physical roximiy of systems s
ystem p a |have required access authorizations.
Ibesignate organizational personnel with required access
otenance personnel[uthorzations and technical competence to supervise the . | Competency Requirements | e o2, Mechanisms exist to ensure that all securty-related posiions are
03.07.06.d Maintenance Personnel [maintenance activities of personnel who do not possess the Functional Intersects With for Security-Related Positions HRS-03.2 [staffed by qualified individuals who have the necessary skill set. 8
Feauired access authorzations
IDesignate organizational personnel with required access
' eharizarions and techical competence to upervise e secs ity | Authorzed Maintenance IMechanisms exis to maintain a current s o authorized
03.07.06.d Maintenance Personnel fraintenance activities of personnel who do not possess the Functional | Intersects With MNT-06 Imaintenance organizations or personnel. 8
Feauired access authorzations
Ibesignate organizationalpersonnel with required access
Iechanisms exis to ensure the risks associated with maintenance
03.07.06.4 Maintenance personnel - Puinerzations ond technical competence to supervise the | puncional | ntersects with |, Mentenance Personnel | unT.06.1 personnel who do ot have appropriate access authorzations. .
lrequired access authorizations. [clearances or formal access approvals are appropriately mitigated.
Py e strage YAl conto na securly s syt et PRI pe—— ocar[Pedharems e o acla he mplamertaton o st pratecion "
N [Physically control and securely store system media that N : . Mechamsms exist o snsure data stewardshp s assigned,
03.08.01 Media Storage lcontain CuI, Functional Intersects With Data Stewardship DCH-01.1 o umented ar 5
[Physically control and securely store system media that Sensiive /Reouiated Data | perrorg [Mechanisms exist to protect sensiive/reguiated data wherever 15
030801 Media storage  [ryicaly c Functonal | Intersects with gt ocrorz [recharisns oo e s
oy com ; Defining Access chanisms exstto expicily define authorizations fo speciic
03.08.01 Media Storage [Physically control and securely store system media that Functonal | Intersects Wit | Authorization for Sensitive /| DCH-01.4  ndivduals andlr roles forlogcal and for physical access to 5
Contain Cu
Regulated Data dat:
[Mechanisms exist to ensure data and assets are categorized in
030801 Media Storage  [PT¥sicaly control and securel store system media that Functional | Intersects With | Data & Asset Clasiication |  DCH-02 |accordance with appicable tatutory, regulatory and contractusl s
Feauirements
. Py convol and secarly sire syt et — echanisms exstto contral amd restrict access to Gigtal and non-
03.08.01 Media storage  [oecaly Functonal | Intersects With Media Access DH03  [echanioms eritto contrcl and rest s
Irechanisms exst
((1) Physically (ur\lm\ and securely store digital and non-digital
03.08.01 Media Storage I:Q:f;ﬁ\guclumm\ and securely store system media that Functional Intersects With Media Storage DCH-06 lia vg;h;r\";nn(m\led areas using organization-defined security 5
|12) Protect system media until the media are destroyed or sanitized
sing approved squipment,technidues and procedur
Py e strage Pyl contal na scurly s syt et eanctonal | ersects wih | Pryscaty Secure Al Hedia | D1 [HeCHaS exitto physicaly secure o meda tat contans .

lcontain Ct

Jsensitive information.
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Secure Controls Frameworl (SCF)
Focal Document Element (FDE) Descri SCF Control jContiolltran
Pysially control and securely stre system meda that Making Sensitive Data 064 |[Mechanisms exist to ensure sensitivelregulated data s rendered
03.08.01 Media Storage coniain Functional | Intersects With | jneadaple in Storage | °°*054  jhuman unreadable anywhere sensitive/regulated data is stored s
[Physically control and securely store system media that Physical & Environmental o1 [Mechanisms exist to faciltate the operation of physical and
03.08.01 Media Storage | /1YSIcaly ¢ Functional | Intersects With 1 & Environ PES.01 st o facltate the | 3
[Physical access control mechanisms exist to maintain a current list
. pryscally control and securely tore system meda that . ’ Physical Access lof personnel with authorized access to organizationa facilties
03.08.01 Media Storage {cgrtain C Functional | Intersects With Authorizations PES0Z except for those areas within the facilty officially designated as 3
[publicly accessible
. IPhysically control and securely store system media that . ’ ) IPhysical access control mechanisms exist to authorize physical
03.08.01 Media Storage  [Pr¥icaly < Functional | Intersects With | Role-Based Physical Access | PES-02.1 ~[YSIC3] access control mechanisms exit to authorize phsicel 3
IMechanisms exist to identify systems, equipment and respective
IPhysically control and securely store system media that Physical Security of Offices, s loperating environments that require limited physical access so that
03.08.01 Media Storageconiain Ul Functional | Intersects With 5 & Facilities PES'04 | ppropriate physical access controls are designed and implemented 8
for offices, rooms and facilties.
Physealy contre and securaly sore system med ot y PhyScatsecuty mechaniss st allow oty aunorzed
03.08.01 Media Storage |/, Functional | Intersects With | Working in Secure Areas | PES-04.1 |/Y3ICal security mechanisms ¢ 8
[Restrict access to CUI on system media to authorized Sensitive / Regulated Data echaniars st proect sensTveruated doa Wharever T
03.08.02 Media Access  [estict access fo Functional | Intersects With e/ Regulat Dero12 [echanisme existto o 5
Defining Access. lechanisms exist to explicitly define authorizations for specific
030802 Mol Access St access to U on system media to authorized Funcional | mesects Wi | o Eston o Sensive | DCHOL4 [RGLa S 1o s o v o S s 6 s
P Regulated Data jsensitive/reguiated
estict access T Gl o system meda o autoried "3 [Mechanisms exist to control and restrict access to digital and non-
03.08.02 Media Access [Restrict Functional Subset OF Media Access Deo3  [lechaniams exst Lo control and e 10
[Restrict access to CUI on system media to authorized Defined Roles & fechanisms exist to define Toles & for
03.08.02 Media Access  [estnct access fo Functional | Intersects With HRs03  [echantsme 3
: restct access to CUl o system medla 0 utforized o o o | Physical & Environmental [Mechanisms exist to facilitate the operation of physical and
03.08.02 Media Access et acce Functional | Intersects With 1 & Environ PES-01 lo faciltate the 3
[Physical access control mechanisms exist to maintain a current st
[Restrict access to CUI on system media to authorized Physical Access lof personnel with authorized access to organizationa facilties
03.08.02 Media Access loersonnel or roles, Functional | Intersects With Authorizations PES0Z except for those areas within the facilty officially designated as 3
Jpublicly accessible)
[Restrict access to CUI on system media to authorized IPhysical access control mechanisms exist to authorize physical
03.08.02 Media Access et access to Functional | Intersects With | Role-Based Physical Access | PES-02.1 ~ [YSICal access control mechanisms exit to authorize phsical 3
IMechanisms exist to identify systems, equipment and respective
' Bestric access to CUl n system media o uthorized ction ter | Physical secury of offies, 0 |operating environments that require fimited physical access so that
03.08.02 Media Access loersonnel or rol Functional | Intersects With s & Facllties PES'04  loppropriate physical access controls are designed and implemented 3
for offices, rooms and facilties.
’ [Restrict access o CUI on system media to authorized o o » e ecre A y [Physical security mechanisms exist to allow only authorized
03.08.02 Media Access et access to Functional | Intersects With | Working n Secure Areas | PES:04.1 [PRYSIcal securly mechanioms e 3
[Mechanisms exist to securely dispose of, destroy or repurpose
[sanitize system media that contain CUI prior to disposal, secure Disposa,Destruction lsystem components using organization-defined techniques and
03.08.03 Media Sanitization | Glease out of organizational control, or release for reuse. Functional | Intersects With | ™o "o e of Equipment | A5  |methods to prevent information being recovered from these 8
lcomponents.
[sanitize system media that contain CUI prior to disposal, [Mechanisms exist to securely dispose of media when it is no longer
03.08.03 Media Sanitization | Glease out of organizational control, or release for reuse. Functional | Intersects With | - Physical Media Disposal | BCH-08 |oquired, using formal procedures. 8
[Mechanisms exist to sanitize system media with the strength and
[sanitize system media that contain CUI prior to disposal, integrity commensurate with the classification or sensitivity of the
03.08.03 Media Sanitization | Glease out of organizational control, or release for reuse. Functional | Intersects With | System Media Sanitzation | BCH-09 intormation prior to disposal, release out of organizational control or 8
Irelease for reuse.
tisation _[Sanitize system media that contain CUI prior o disposal, . ’ IMechanisms exist to securely dispose of, destroy or erase
03.08.03 Media Sanitization ~[S31IKZe syster media that contain CUL priorto disposal, Functional | Intersects With | Information Disposal D21 [Mechanism: 8
[Mechanisms exist to ensure data and assets are categorized in
a Markin IMark system media that contain CUI to indicate distribution . ; fcats " e " e
03.08.04 Media Marking [ e e e i enle cl o Functonal | Interscts Wit | Data & Asst Classficaton | DCHG2  pccordance withappfcable sttutory reguatry an conractual s
i system medi ntain CUI to indicate distribution rechanisms existto mark e n ccordance with data protection
030804 Wodia Markng 121k System media that contan CUI o Indlcate GTBUION | puncronal | Intersects Wih | Media Marking DCHO4  faquiements sothet personmel are sared to dsibats s
g 9 g PP & limitations, handiing caveats and applicable securtty reauirements,
03.08.05 Media Transport /A Functional | No Relationship NA /A /A o INo applicable SCF control
- protectond corrol ystem media tht coitin CUf duing . ] o [Mechanisms exist to ensure data stewardship is assigned,
03.08.05.2 Media Transpore  Protect and Control system med Functional | Intersects With Data Stewardship D11 [fechanisms exi 5
Protect and contra syster medli that contan CUI daring Sensitive / Regulated Data 512 [Mechanisms exist to protect sensitive/regulated data wherever it is
03.08.05.2 Media Transport  fransport outside of controlled areas Functional | Intersects With protection DCHOL2 lorocessed andor stored s
; o coran [Mechanisms exist to protect and control digital and non-digita
03.08.05.2 Media Transport ~ rrotect and control system media that contain CUI during Functional | Intersects With | Media Transportation DCH-07  [media during transport outside of controlled areas using appropriate 8
kransport outside of controlled areas.
Jsecurity measures.
- [Protect and control system media that contain CUI during . » [Mechanisms exist to identify custodians throughout the transport of
03.08.05.2 Media Transport  [Protect and cantl systerm medla U Functional | Intersects With Custodians ocrora [fechents R e 3
exist to protect the
030805 Meda Transpore  FYOKSCk and cantolsystem media tha contain CU during Functonal | nterects win | ENIPENSData nSorage | ey 07,0 (e L B Gimng wonspon s
P Joutside of controlled areas.
.. ; [Mechanisms exist to protect and control digital and non-digital
03.08.05.0 Media Transport  [ffaintain accountability of system media that contain CUI Functional | Intersects With | Media Transportation DCH-07  |media during transport outside of controlled areas using appropriate 5
lduring transport outside of controlled areas
Jsecurity measures
[Maintain accountabilty of system media that contain CUI 071 [Mechanisms exist to identify custodians throughout the transport of
03.08.05.0 Media Transport _|12ntaln accourtabity of system meda th: Functional | Intersects With Custodians DeHo71 [echantsme exist to [dent 5
IMechanisms exist to ensure media records for sensitive/regulated
03.08.05.c Media Transport | DOCment activities associated with the transport of system Functional | Intersects with | Se"sitive [Regulated Media | ' 511013 kata contain sufficient information to determine the potential impact 8
Imedia that contain CUL Records
in the event of a data loss incident.
03.08.06 Withdrawn Incorporated into 03.13.08. Functional | No Relationship WA NA NA ) INo applicable SCF control
03.08.07 Media Use NA Functional | No Relationship NA NA NA ) INo applicable SCF control
[Mechanisms exist to develop, document and maintain secure
estric orprri the use of (ssignment. rganizaton Secure Baseline [paseline configurations for Technology Assets, Applications and/or
03.08.07.2 Medause  [eStictor pronibitth use of (ssi g Functional | Subset of ecure sasein Croay  [Baseline coniguraions for Technolooy Assets Applicatons andior 10 IboD-provided ODP does ot apply toths specific SCF contral.
lhardening standards.
[Restrict or prohibit the use of [Assignment: organization- o [Mechanisms exist to restrict the use of types of digital media on
03.08.07.2 Media Use [ecuict or roeit the use of [ Functional Subset of Media Use Do1o  [echariems exstto restrict the 10 loDP Value: any removable media not managed by or on behalf of the organization
Bestsic o prohiit e use o Asignment: organization- 1y [Mechanisms exist to restrict removable media in accordance with
03.08.07.a Media Use fieauict or Probit the use of 0 Functional | Intersects With | Removable Media Security | DCH12  [yechanisms existto restrict remouable media in 3 [DoD-provided ODP does not apply to this specific SCF control.
chanisms exist to prohibit the use of portable storage devices in
wonar Weause [N theuseof removablesystem e withautan runctonsl | Eaust | eronibit Use WithoutOwner | D102 pomisime e e on o oS w0
Jowner.
03.08.08 Withdrawn Incorporated into 03.08.07. Functional | No Relationship NA NA NA ) INo applicable SCF control
System B: i
03.08.09 i NA Functional | No Relationship NA /A NA 0 INo applicable SCF control
IMechanisms exist to create recurring backups of data, software
System Backup - 11 [end/or system images, as well as verify the integrity of these
03.08.09.2 oy B o [Protect the confidentiaity of backup information Functional | Intersects With Data Backups DL e e e e e ey 3
[Time Objectives (RTOS) and Recovery Point Objectives (RPOS).
System B . . . . g exist to prevent the
03.08.09.2 oy KU ion Protect the confidentialty of backup information. Functional | Intersects With | - Cryptographic Protection | BCD-11.4 ~[§YPO0rapic mechanisms existto prevent the una 8
System Backup - [Implement cryptographic mechanisms to prevent . < protection ist to prevent th
03.08.09.0 Cryptoaraphic rotecton [iamorsed Beceure of Ul o backu orage locations Functional Equal Cryptosraphic Protection | BCD-11.4 | o barkop mformation 10
03.09.01 Personnel Screening NA Functional | No Relationship WA NA NA o INo applicable SCF control
[Mechanisms exist to manage personnel security risk by assigning a
03.0001 Personnel Screening  [screen individuals prior to authorizing access to the system. Functional | Intersects With | Position Categorization HRS-02 sk designation to all positions and establishing screening criteria 8
for individuals filing those positions;
s [Mechanisms exist to manage personnel security risk by screening
03.00.01a Personnel Screening  [Screen individuals prior to authorizing access to the system. Functional Subset OF Personnel Screening HRs-04  [Mechaniams exist 1o manage personn 10
; ol Protection rechanisms existtoensure that Indiidual scessing o sysem that
03.09.01.2 Personnel Screening  [screen individuals prior to authorizing access to the system. Functional | Intersects witn |Reles With Special Protection| a4 1 tores, transmits or processes information requiring spec| s
[rotection satisty organization-defined personnel sereening citeia.
oo indviduats I accordance with [Assiammen [Mechanisms exist to manage personnel security risk by assigning a
0305016 persomel Screening  RESSTsen ndhiduais n sccordance with (Assignment: Functional | ntersects With | Postion Categorization | HRS.02 rk Gesignaton o o pookint and exebIkhng Screoning eovers s IboD-provided ODP does not aply tothis specifc S control.
a for individuals filing those positions.
[Rescreen individuals in accordance with [Assignment. [Mechanisms exist to manage personnel security rsk by screening [ODP Value: an organizational policy requiring rescreening when there is a significan]
03.09.010 Personnel Screening efined conditions requiring rescreening]. Functional Subset Of Personnel Screening HRS-04_individuals prior to authorizing access. © incident, or change in status, related to an individual
rechanisms exit to ensure that indiiduais accesing a system that
0309016 persomel creening  leIsen ndhiduals naccordance with (Assignment: Functonal | ntersects with [Foles Wit SpecialProtection | a5 1 Necee ramarmis o processes miormaon requiing speci s IboD-provided ODP does not apiy tothis specific SC control.
9 quiring 9 rovection sanery rbanisaton defned persommel sereaming critria
03.09.02 (e T e NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Miechanisms exist to adjust logical and physical access
i lauthorizations to Technology Assets, Applications and/or Services
03.09.02.2 Personnel Temmination and Lyen ngiidual employment i terminated: Functional | subsetof Personnel Transfer brs0p  [fpanonizations to Technology Assets, Applcations andlor services. "
fimely manner.
03.09.02.2 Personnel Termination and \ynen ingividual employment i terminated: Functional Subset OF Personnel Termination HRs.09  [Mechanisms exist to govern the termination of individual 10
[Mechanisms exist to expedite the process of removing "high risk”
. mination and o i rganization- individual's access to Technology Assets, Applications, Services
030002001 | PErSOMe Temmination and Diable system access it [4ssignment rganizaton Funcional | mtersects With | High Risk Terminations | HRS.00.2 [1ehicisl's access o Technology Assets Applications, se . loDP value: four (4) hours
[management
y ation and o ; N [Automated mechanisms exist to notify Identity and Access
03.09.02.0.01 e amater " " Caimed e periodt, " 1Assignment:organization- Functional | Intersects With | AUtemated Employment | a9 4 (vianagement (IAM) personnel or roles upon termination of an 3 [DoD-provided ODP does not apply to this specific SCF control
periodl. findividual employment or contract.
Personnel Termination and Disable system access within [Assignment: organization- ction ter i | User provisoning & pe- chanisms exist to utilize a formal user registration and de- ’ ’
03.09.02:3.01 Transfer ldefined time period], Functional | Intersects With isioning IAGO7 " kegistration process that governs the assignment of access rights s [P P A B s el
Personnel Termination and [Disable system access within [Assignment: organization- ; [fechantsms it T revoke user access g T a ety manver.
03.09.02.2.01 | Termin: Disable system acce: Functional Equal | Termination of Employment | 1ac.07.2  [Wechanisms existto revoke user accese 10 l0DP Value: four (4) hours
st ekt xeits the grocess of remaving Tgh Tk
Personnel Termination and Terminate or revoke authenticators and credentials associated [individual’s access to Technology Assets, Applications, SEW‘EES
03.09.02.0.02 | Termin: [Ferminate or revoke au Functional | Intersects With |  High-Risk Terminations | HRS-09.2  [ancilor bata (TARSD) upon termimation. s Setermined b 5
[management
[Automated mechanisms exist to notfy Identity and Access
030002002 |Personnel Terminaton anaTeminae o evoke authenticatorsand cedentils associted | ncional | ntersects i | Aomated Empoyment | g g4 oo ied TERGTIIE NS W S MRS s
. ndividual employment or contract,
Personnel Termination and Terminate or revoke authenticators and credentials associated User Provisioning & De- y lechanisms exist to utiize a formal user registration and de-
03.09.02:2.02 Transfer Jwith the individual, and Functional | Intersects With Provisioning IAC-07  registration process that governs the assignment of access rights. s
Personel Terminaton anderminate or ev6ke aUHENUEators and credentl assorated y Hecharisms exst o reveke user access ighs n a Gmely mamer.
03.09.02.0.02 | Termin: [erminate or ook, Functional | Intersects With | Termination of Employment | 1AC-07.2 [#eehanisms exis 1o reveke user access ol 5
IMechanisms exist to ensure asset ownership responsibiltes are
Personnel Termination and . 03 [pssigned, tracked and managed at a team, individual, o responsible
03.09.02.2.03 | Termin: [Retrieve security-related system property. Functional | Intersects With | Asset Ownership Assignmen | AST-03  [2S59ned, racked and managed at 2 team, ndividual or e 5
Irequirements for asset protection
personnel Termination and [Mechanisms exist to include capturing the name, position and/or role|
03.09.02.2.03 | Termin: [Retrieve security-related system property. Functional | Intersects With | Accountability Information | AST-03.1  of individuals responsiblefaccountable for administering assets as 5
lpart of the technology asset inventory process.
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03.09.02.03 |Personnel Termination and kot ey security-elated system property Functional | subset of Return of Assets AST-10 et all rganizationl assets i their possession Upon tefmination 10
Jof employment, contract or agreement.
03.09.02.2.03 Personnel Termination andaetrieve security-related system property Functional | Intersects With |  Personnel Termination HRS.09  [Mechanisme exist to govern the termination of individual 5
Personnel Termination and [Mechanisms exist to retrieve organization-owned assets Upon
03.09.02.2.03 [Retrieve security-related system property. Functional | Intersects With Asset Collection HRs-001 [tlechanisms exist fo retfieve 5
03.00.02b e e e Functional | No Relationship. NA NA NA o INo applicable SCF control
[Mechanisms exist to adjust logical and physical access
personnel Termination and [ReVieW and confirm the ongoing operational need for current lauthorizations to Technology Assete, Applications andjor Services.
03.09.02.6.01 e logical and physical access authorizations to the system and Functional | Intersects With Personnel Transfer HRS-08  |(TAAS) and facilties upon personnel reassignment of transfer, in a 5
facility. and limely manner.
it [Review and confirm the ongoing operational need for current ;
03.09.02.6.01 Personne) Termination and ogical and physical access authorizations to the system an Functional | Intersects With | Personnel Termination HRs-09  [Mechanisms exist to govern the termination of individual 5
Transfer ey ot lemploym
[Mechanisms exist to expedite the process of removing “Nigh fsk”
personnel Termination and [R€VieW and confirm the ongoing operational need for current individual's access to Technology Assets, Applications, Services
03.09.02.6.01 logical and physical access authorizations to the system and Functional | Intersects With |  High-Risk Terminations | HRS-09.2 andor Data (TAASD) Upon termmation, s détermined by 3
facility, an [management
Personnel Termination and oty access authorzaton to correspond with any changes in [Mechanisms exist to revoke user access rights following changes in
03.09.02.6.02 e A Functional | Intersects With |  Change of Roles & Duties | 1AC-07.1 | IEChansme Bxistto fevoke user access Hahts folowing cnang 5 Was3.920.3
Personnel Termination and Modify access authorization to correspond with any changes in . ; [Mechanisms exist to enforce Logical Access Control (LAC)
03.00.020.02 loperational need Functional | Inersects With | - Access Enforcement 1AC-20loermissions that conform to the principle of “least privilege. s
03.10.01 phstcaliaceess NA Functional | No Relationship. NA NA NA o INo applicable SCF control
fining Access [Mechanisms exist to explicitly define authorizations for specific
Physical Access  [Develop, approve, and maintain a list of individuals with
0310012 Functional | Intrsects With | Authorisations for Sensiive /| DCHOL4 |induidusls sndlor roea o+ lodica and fo phyacor accest 2o 8
Authorizations [authorized access to the facility where the system resides. [y, netice semiaved dcea
Physical Access  [Develop, approve, and maintain a list of individuals with Access To Sensitive / [Mechanisms exist to limit access to sensitive/regulated data to only
0310012 Authorizations authorized access to the facility where the system resides. Functional | Intersects With Regulated Data 1AC20.1 fhose individuals whose job requires such access 8
Physical Access  [Develop, approve, and maintain a list of individuals with . Physical & Environmental [Mechanisms exist to facilitate the operation of physical and
0310012 Authorizations authorized access to the facility where the system resides. Functional | Intersects With Protections PES-01 lenvironmental protection controls. 3
[Physical access control mechanisms exist to maintain a current list
Physical Access  [Develop, approve, and maintain a list of individuals with . Physical Access Jof personnel with authorized access to organizational facilities
0310012 Authorizations lauthorized access to the facility where the system resides. Functional | Intersects With Authorizations PES-02 |iexcept for those areas within the facility officially designated as s
lpublicly accessible)
[Physical access control mechanisms exist to maintain a current list
Physical Access Physical Access Jof personnel with authorized access to organizational facilities
03.10.01b Py sical Access [ssue authorization credentials for facility access. Functional | Intersects With Physical Access P02 e arane wiinim the oty SRy dosiooates s 5
Jpublicly accessible)
Physical Access [Physical access control mechanisms exist to authorize physical
03.10.01b Py sical Access  [ssue authorization credentials for facility access. Functional | Intersects With | Role-Based Physical Access | PES-02.1 175153 3ccess coniro mectoniems exist to utvofiee pryveicel 5
[Mechanisms exist to periodically-review the privileges assigned to
Physical Access - Review the fciity access It (Assignment: organization- Periodic Review of Account findividuals and service accounts to validate the need for such
03.10.01.¢ Authorizations  |defined frequency]. Functional | Intersects With Privileges IAC17lorivileges and reassign or remove unnecessary privileges, as 3 [RepgaesidedORRCess et sy olth s SoecTe St copey
Inecessary.
[Physical access control mechanisms exist to maintain a current list
Physical Access  [Review the facility access list [Assignment: organization- Physical Access 02 [of personnel with authorized access to organizational facilities |ODP Value: at least every 12 months, or when there are significant incidents or
03.10.01.¢ Authorizations  |defined frequency]. Functional | Intersects With Authorizations PES-02  |except for those areas within the facility officially designated as 8 [significant changes to risks
Jpublicly accessi
[Mechanisms exist to periodically-review the privileges assigned to
Physical Access  [Remove individuals from the faciity access list when access is Periodic Review of Account 7 |individuals and service accounts to validate the need for such
03.10.01d Authorizations no longer required. Functional | Intersects With Privileges. 1ACLTorivileges and reassign or remove unnecessary privileges, as 3
Inecessary.
[Physical access cantrol mechanisms exist to maintain a current list
Physical Access  [Remove individuals from the faciity access list when access is Physical Access 02 [of personnel with authorized access to organizational facilities
03.10.01.d Authorizations no longer required. Functional | Intersects With Authorizations PES-02  |except for those areas within the facility officially designated as 8
Jpublicly accessible]
Physical Access  [Remove individuals from the faciity access list when access is y » [Physical access control mechanisms exist to authorize physical
03.10.01d Authorizations no longer required. Functional | Intersects With | Role-Based Physical Access | PES-02.1  l,cceqs'to faciliies based on the position or role of the individual. 3
03.10.02 Monitoring Physical Access NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Physical access control mechanisms exist to enforce physical access
Hitoring Physi [Monitor physical access to the facility where the system nction nter ; ) ntr Jauthorizations for all physical access points (including designated
0310022 Monitoring Physical Access egiges to detect and respond to physical security incidents; Functional | Intersects With | - Physical Access Control PES03  [ebrviext points) to faclitis (excluding those areas withn the 8
facility officially designated as publicly accessible).
[Monitor physical access to the facility where the system Controlled Ingress & Egress y [Physical access control mechanisms exist to limit and monitor
03.10.02 Monitoring Physical Access|, ocides to detect and respond to physical security incidents. Functional | Intersects With Points PES-03-1  lopysical access through controlled ingress and egress points. s
[Monitor physical access to the facility where the system ’ [Physical access control mechanisms generate a log entry for each
03.10.02a Monitoring Physical Access|, ocides to detect and respond to physical security incidents. Functional | Intersects With | Physical Access Logs PES-03.3  laccess attempt through controlled ingress and egress points. 8
8 [Monitor physical access to the facility where the system [Physical access control mechanisms exist to monitor for, detect and
0310.022 Monitoring Physical Access rogides to detect and respond to physical security incidents; Functional SubsetOf | Monitoring Physical Access | PES-05  |ochong to physical security incidents. 0
tori y [Monitor physical access to the facility where the syster . ; Intrusion Alarms / [Physical access control mechanisms exist to monitor physical
0310022 Monitoring Physical Access egiges to detect and respond to physical security incidents; Functional | Intersects With | g veilance Equipment | PE5°51 lintrusion alarms and surveillance equipment s
: } iy w ort ] [Facility security mechanisms exist to monitor physical access to
0310.02.0 Monioring Physical Access Mritor physical access o the facity where the system | uncrional | ntersects with MOnRoring Physicel Acess To|  peco5.5 - iical aystems or sensivelrequiated data, in addition o the 3
pond to phy. Y v [physical access monitoring of the facilty.
[Review physical access logs [Assignment: organization-defined } o ex ’ loDP Value:
03.10.02 Monitoring Physical Access frequency] and upon occurrence of [Assignment: organization- | Functional SubsetOf | Monitoring Physical Access |  PES-05  ["1YsIca) Bccess control mechanisme exist to monitor for, detect and 10 (0ot least very 45 day;
[defined events or potential indicators of events]. P Lk Y (2) Signficant, novel incidents,or sgnificant changes to risks
[Review physical access logs [Assignment: organization-defined ntrusion Alarm: " ntrol mechanisms exist to monitor physi
031002 Monitoring Physical Access requencyl and upon occurrence of ASsignment: organization. |  Functional | Intersects With | ¢ I"TUSion Alorms /| pec g, |Physical access control mechanisms exist to monitor physical s IboD-provided 0P does ot apply to ths specifc SCF contrl.
|defined events or potential indicators of events]. auipr aue
[Review physical access logs [Assignment: organization-defined Monitoring Physical Access To [Facility security mechanisms exist to monitor physical access to
03.10.020 Monitoring Physical Access frequency] and upon occurrence of [Assignment: organization- | Functional | Intersects With e eyt PES-05.2 |critical systems or sensitive/regulated data, in addition to the 5 [PoD-provided ODP does not apply to this specific SCF control
ldefined events or potential indicators of events]. 4 [physical access monitoring of the facilty.
Review physical access logs [Assignment; organization-defined [Physical access control mechanisms exist to identify, authorize and
03.10.02 Monitoring Physical Access frequency] and upon occurrence of [Assignment: organization- | Functional | Intersects With Visitor Control PES-06  [monitor visitors before allowing access to the facility (other than 5 [DoD-provided ODP does not apply to this specific SCF control
[defined events of potential Indicators of eventsl. lareas designated as publicly accessible)
[Review physical access logs [Assignment: organization-defined oistgyin vistors from on [Physical access control mechanisms exist to easily distinguish
03.10.02 Monitoring Physical Accessfrequency] and upon occurrence of [Assignment: organization- |  Functional | Intersects With 9o Visitors I PES-06.1  |pet nsite personnel and visitors, especially in areas where 5 [DoD-provided ODP does not apply to this specific SCF control
ldefined events or potential indicators of events]. [sensitive/regulated data is accessible.
031003 Withdrawn Incorporated into 03.10.07. Functional | No Relationship. NA NA NA o INo applicable SCF control
03.10.04 Withdrawn lincorporated into 03.10.07. Functional | No Relationship. NA NA NA o INo applicable SCF control
03.10.05 Withdrawn lincorporated into 03.10.07. Functional | No Relationship. NA NA NA o INo applicable SCF control
03.10.06 Alternate Work Site NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Mechanisms exist to define secure telecommuting practices and
Work From Anywhere (WFA) - vern remote access to Technology Assets, Applications, Services
03.10.06.2 Alternate Work Site  [Determine alternate work sites allowed for use by employees. | Functional | Intersects With | WOk EOm Anwnere (WPM) *| - NET-14.5 BRdjor Data (TAASD) for remote workers 8
[Physical security mechanisms exist to utiize appropriate
03.10.06.2 Alternate Work Site  [Determine alternate work sites allowed for use by employees. | Functional Equal Alternate Work Site PES-11  |management, operational and technical controls at alternate work 10
sites.
[Mechanisms exist to define secure telecommuting practices and
[Employ the following security requirements at alternate work Work From Anywhere (WFA) - lgovern remote access to Technology Assets, Applications, Services
03.10.06 Aerrate Work Site  ite: (ASsignments orgarizaton-defined securky Functional | Intersects with |OKECOm Abere (K| NET-14.5 Gndlor Data (TAASD) for remote workers. 8 [DaD-provided ODP does not apply to this specific SCF control.
Fequirements
ol th alowing securty requrements ot altrate wark [Physical security mechanisms exist to utiize appropria |ODP Value: adequate security, comparable to organizational security requirements
0310066 Alternate Work Site  fsites: [Assignment: organization-defined securi Functional | Intersects With Alternate Work Site PESAL  ranagement, operational and technical antrdis ot alemate work 8 Jat the primary work site where practical, documented in policy, and covered by
Fequirements) fraining
03.10.07 Physical Access Control NA Functional | No Relationship. NA NA NA o INo applicable SCF control
0310078 Physical Access Control[ENTOTCE physical access authorizations at entry and exit points | o) subsetor | PhYsical & Environmental | heo o1 [Mechanisms exist to facilitate the operation of physical and o
to the facility where the system resides by: Protections protection controls.
[Physical access control mechanisms exist to maintain a current list
y [Enforce physical access authorizations at entry and exit points . Physical Access Jof personnel with authorized access to organizational facilities
0310072 Physical Access Control 5 tne facility where the system resides by: Functional | Intersects With Authorizations PES-02 | except for those areas within the facility officially designated as s
Jpublicly accessible)
[Physical access control mechanisms exist to enforce physical access
8 ntrol [ENTOrce physical access authorizations at entry and exit points. nction e ’ ) o Jauthorizations for all physical access points (including designated
0310072 Physical Access Control o tne facility where the system resides b Functional | Intersects With | - Physical Access Control PES-03 lantryfexit points) to facilties (excluding those areas within the s
facility officially designated as publicly accessible).
[Enforce physical access authorizations at entry and exit points Controlled Ingress & Egress y [Physical access control mechanisms exist to limit and monitor
0310072 Physical Access Control g ihe facility where the system resides by: Functional | Intersects With oints PES-03-1  lopysical access through controlled ingress and egress points. 8
[Physical access control mechanisms exist to enforce physical access
y |Verifying individual physical access authorizations before . putnorzatins or all physical ccess pairts (ncluding designated
03.10.07.2.01 Physical Access Control [/ETI¥Ind 1101dual PRYSICE, acces Functional | Intersects With | Physical Access Control PS03 o (ot (vt thosa oroat o 5
oty oftciany decionated a5 publicy accoseiie
ifying individa . wthorizati [Physical access control mechanisms exist to enforce physical access
03.10.07.2.01 Physical Access Control [vefYIng Indlvidual physical access authorizations before Functional | Intersects With | Access To Critical Systems |  PES-03.4  |to critical systems or sensitive/regulated data, in addition to the 3
eranting Y [physical access controls for the faclity.
[Mechanisms exist to identify systems, equipment and respective
[Veritying individual physical access authorizations before Physical Security of Offices, 04 [operating environments that require limited physical access so that
03.10.07.2.01 Physical Access Controllganting access to the faciity and Functional | Intersects With s & Facilities PES-04  |oppropriate physical access controls are designed and implemented 3
for offices, rooms and facilties.
[Verifying individual physical access authorizations before y [Physical security mechanisms exist to allow only authorized
03.10.07.2.01 Physical Access Control {1119 MOl PRyce) acces Functional | Intersects With |  Working in Secure Areas |  PES-04.1  [IVSICa) Securly mecharions ex! 3
[Physical access control mechanisms exist to enforce physical access
[Controling ngress and egress with physical access contro 03 [puthorizations for all physical access points (including designated
03.10.07.2.02 Physical Access Control  [COTIONING 10ress and e Functional Subset Of Physical Access Control PS03 ot toticn (asrosiig o areas e 10
facility officially designated as publicly accessible).
[controlling ingress and egress with physical access control Controlled Ingress & Egress [Physical access control mechanisms exist to limit and monitor
03.10.07.2.02 Physical Access Control o) ctems, devices, or guards, Functional | Intersects With Points PES-03.1 lopysical access through controlled ingress and egress points. 8
. . . [Physical access control mechanisms exist to enforce physical access
031007202 Physical Access Control [Coning ingress and egress with physical access control | guncional | ntersects With | Access To Ciical Systems | PES-03.4 o értialsystems or senivereguiated data, i addion o the 3
o [physical access controls for the facity.
[Mechanisms exist to identify systems, equipment and respective
03.10.07.2.02 Physical Access Control [Comroling ingress and egress with physica access contrl Functional | Intersects with | Physial Security of Office. | peg.q |aperating envitonments that requie imite physcalaccess <o that N

ystems, devices, or gui

s & Facilities

lappropriate physical access controls are designed and implemented
ffor offices, rooms and facilties.

Secure Controls Framework (SCF)

16 0f 24



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Descri

Cnntrong Ingress and eqress with physical access control

NIST SP 800-171 R3_x000a_(including DoD ODP mappings)

SCF Control

Secure Controls Framework (SCF)
Cont: cription

[Physical security mechanisms exist to allow only authorized

Version 2026.1 x000a_03/27/2026

03.10.07.2.02 Physical Access Control [COTOING 0ress 20¢ Functional | Intersects With | Working in Secure Areas | PES-04.1 VSical securly mechanioms ext 3
8 " it o exit poi 8 [Physical access control mechanisms generate a log entry for each
031007 Physical Access Control [Maintain physical access audit logs for entry or exit points. Functional Equal Physical Access Logs PES03.3 e oo contllod racacs and ez paimee. 10
[Physical access cantrol mechanisms exist to identify, authorize and
03.10.07.c Physical Access Control [Escort visitors, and control visitor activity. Functional Subset Of Visitor Control PES-06  |monitor visitors before allowing access to the facility (other than 10
Jareas designated as publicly accessible).
stinguish Vis . rysicalaccess contol mechanisms exist to easy distinguih
03.1007.c Physical Access Contral[Escort vsitors, and controlviitor actvity. Functional | Intersects With | PStOUish VISHOrs fom O | e 6.1 focteen ansice personnel and vistors. cspecilly n areas where s
sensiiveireguiated data is accessible
[Physical access control mechanisms exist to requires at least one(1)
y " ; tor acti . ; Atificati fform of government-issued or organization-issued phot
03.10.07.c Physical Access Control [Escort visitors, and control visitor activity. Functional | Intersects With | Identification Requirement | PES-06.2 (60T & 95vermeriiseted of ofgaEaon esuct PhOS i access 5
to the facilty.
[Physical access control mechanisms exist to restrict unescorted
03.10.07. Physical Access Control [Escort visitors, and control visitor activity. Functional | Intersects With | Restrict Unescorted Access | PES-06.3  [access to facillies to personnel with required security clearances, 8
[formal access authorizations and validate the need for access.
IMechanisms exist to ensure visitor badges, or other issued
03.10.07.c Physical Access Control [Escort visitors, and control visitor activity. Functional | Intersects With | Visitor Access Revocation |  PES-06.6 |identification, are surrendered before visitors leave the faciity or are 5
[deactivated at a pre-determined time/date of expiration.
[Physical access control mechanisms exist to enforce physical access
y o . . . 8 putnorzatins or ol physical access paits (ncluding designated
03.10.07.d Physical Access Control [Secure keys, combinations, and other physical access devices. |  Functional Subset Of Physical Access Control PS03 o o (ot (sl thosa sroat o 10
ety ofteiany decgnated as publicy accoseiie
[Mechanisms exist to identify systems, equipment and respective
Physical Security of Offices, 04 [operating environments that require limited physical access so that
03.10.07. Physical Access Control [Secure keys, combinations, and other physical access devices. |  Functional | Intersects With e PES0  yalcar aceoen camirors are Goshed and maremented 3
for offices, rooms and facilities.
9 [Physical security mechanisms exist to allow only authorized
03.10.07. Physical Access Control _[Secure keys, combinations, and other physical access devices. |  Functional | Intersects With | Working in Secure Areas | PES-04.1 [P1/SICA) securlty mechamiems ext 3
[Physical security mechanisms exist to locate system components
. [Control physical access to output devices to prevent ' ; ; " ’ 1, [within the facility to minimize potential damage from physical and
031007 Physical Access Control PP R AT Functional | Intersects With [Equipment Siting & Protection|  PES-12 hazards and to minimize the opportunity for 5
Junauthorized access.
[Physical security mechanisms exist to restrict access to printers and
03.10.07. Physical Access Control [contrel Physical access to output devices Lo prevent Functional | Intersects with | ACcess Control for OUtput | peg 15 5 lother system output devices to prevent unauthorized individuals 5
lunauthorized individuals from obtaining access to CUL evices
rom obtaining the output.
Access Control for  [Control physical access to system distribution and transmission o7 [Facilty security mechanisms exist to protect power equipment and
03.10.08 Transmission lines within organizational facilties. Functional | Intersects With Supporting Utities PES-07 " loower cabling for the system from damage and destruction s
[Physical security mechanisms exist to locate system components
Access Control for  [Control physical access to system distribution and transmission 1, [within the facility to m tential damage from physical and
03.10.08 Transmission lines within organizational facilties. Functional | Intersects With- |Equipment Siting & Protection|  PES-12 lonironmental hazards and to minimize the opportunity for s
Junauthorized access.
[Physical security mechanisms exist to protect power and
03.10.08 o Y e gamions s, uten ond FanSTISSOn) - puncional | ntersects witn | TOTUSSRIEAUN | pes 121 elecommunications cabing carying cata o supporing nformaton s
9 Y Iservices from interception, interference or damag
03.11.01 Risk Assessment NA Functional | No Relationship. NA NA NA o INo applicable SCF control
exist to govern Supply Chain Risk Management (SCRM)
nctions that require the removal and prohibition of certain
lassess the risk (including supply chain risk) of unauthorized o ; [sanctions that req P
0311012 Risk Assessment. - fisclosure resultingfrom the processing, storage. ot Functional | Intersects With | Prohibited Equipment & AsT17  [Technology Assets, Applications and/or Services (TAAS) that are 3
ransmission of ldesignated as supply chain threats by a statutory or regulatory
[Rssess the risk (including supply chain risk) of unauthorized »
y techanisms exist to facilitate the implementation of strategic,
0311018 sk Assessment  isclosue resuingfrom the processing. storage, o Functional SubsetOf | Risk Management Program |  RSK-01  [ifeehamsms exieuto faciiiate te mpementotion 10
[Mechanisms exist to identify:
(1) Assumptions afecting ik assessments, risk response and risk
jtori
[jssess the risk (including suoply chain risk) of unauthorized e
0311012 Risk Assessment  [disclosure resulting from the processing, storage, Functional | Intersects With Risk Framing RSK-0L1 g;ﬁ‘gg;;’a‘”“ affecting risk assessments, isk response and risk 8
v o ol |(3) The organizational risk tolerance; and
|(4) Priorities, benefits and trade-offs considered by the organization
ffor managing risk.
[Mechanisms exist to categorize Technology Assets, Applications,
[services and/or Data (TAASD) in accordance with applicable laws,
egulations and contractual oblgaions that
fssess the s (including supply chain i) of unauthorized Risk-Based Security ) Document the security categorization results (including
0311012 Rk Assessment.fisclosure resulting from the processing, siorage. Functional | Intersects With K Based Secur RSK02  [supporting rationsie) n the security pla for system; and 5
ftransmission of 9 [12) Ensure the security categorization decision is reviewed and
[approved by the asset owner.
fssess the sk inclucing supply chin is) of unauthorized [Mechanisms exist to prioritize the impact level for Technology
0311012 Risk Assessment  [disclosure resulting from the processing, storage, Functional | Intersects With | Impact-Level Prioritization | RSK-02.1 [Assets, Applications and/or Services (TAAS) to prevent potential 3
fransmission of CUL [disruptions.
[Rssess the risk (including supply chain risk) of unauthorized
0311018 ik Assessmentfislosure resulingfrom the processing, storege,or Functional | Intersects With Risk Identification Rsk03  [Wechanisms exist to identify and document risks, both internal and 5
fransmission of
[Fechanisms exist to Conduct recuring assessments of rsk that
lassess the risk (including supply chain risk) of unauthorized includes the likelinood and magnitude of harm, from unauthorized
03.11.01.a Risk Assessment [disclosure resulting from the processing, storage, or Functional Intersects With Risk Assessment. RSK-04. cess, use, disclosure, disruption, modification or destruction of the 8
ranemission of CL lorganization's Technology Assets, Applications, Services andjor Data
[Assess the risk (including supply chain risk) of unauthorized [Mechanisms exist to identify and assign a risk ranking to newly
0311010 Risk Assessment  [disclosure resulting from the processing, storage, or Functional | Intersects With Risk Ranking RSK-05  [discovered security vulnerabilites that is based on industry- 5
fransmission of CUL Irecognized practices
[FMechanisms exist to develop a plan for Supply Chain Risk
[Management (SCRM) associated with the develapment, acquisition,
lassess the risk (including supply chain risk) of unauthorized Supply Chain Risk Imaintenance and disposal of Technology Assets, Applications and/or
0311010 Risk Assessment  [isclosurs resulting from the précessing, storage, or Functional | Intersects With | |, SUPPY Chainisk | psi09  |Sarvices (TAAS). Inchuding documenting selected miigating actons s
fransmission of CUL 9 lend monitoring performance against those plans.
[nssess the risk (including supply chain risk) of unauthorized ooply Cham fisk [WMechanisms exist to periodically assess supply chain risks
03.11.01a Risk Assessment  [disclosure resulting from the processing, storage, of Functional | Intersects With Y ecement RSK-09.1  [associated with Technology Assets, Applications and/or Services 8
fransmission of CUL
Hechartsrs et to Gentiy, prioiize and assess supplers and.
rtners of critical Technology Assets, Applications and/or
fssess the rsk (including supply chain risk) of unauthorized ; i lpartners o ay o
0311010 Risk Assessment  disclosure resulting from the processing, storage, Functional | Intersects with | TTIrParty Critcality om0z |TARS) Using & Supply chain sk assessment process relative to heir 3
o e i ssessm: mportance in supporting the delivery of high-value services
[Mechanisms exist to:
) Evaluate securty risks and treats associated with Technology
Jssets, Applcations anor Services (TAAS) supply chains; an
[lsclosure resuing g Management (SCRM) lrganization's exposure to those risks and threats, as necessary.
[Rssess the risk (including supply chain risk) of unauthorized y [Mechanisms exist to conduct a risk assessment prior to the
0311018 Risk Assessment  |disclosure resulting from the processing, storage, or Functional | Intersects with | Td-Party Risk Assessments)| 1oy 04 1 facquisition or outsourcing of technology-related Technology Assets, 8
ltransmission of CUI. pprovals [Applications and/or Services (TAAS).
’ [Mechanisms exist to routinely update risk assessments and react
auency lusing outside sources for security vulnerabiliy information 9 9
[Wechanisms exist to periodically assess Supply chain risks
0311015 sk Assessment [JPGRLE ok assessments [Assignment: organizaton Gefned | uncionar | nersects win | SUPply Chan Rk RSK.09.1 [BSsocated with Technology ASSets, AppIcations and/or Services s IboD-provided ODP does not apply to this specifc SCF contrl.
Vulnerability Monitoring B
03.11.02 o g NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Mechanisms exist to implement a threat intelligence program that
Vulnerability Monitoring[MOMitor and scan the system for vulnerabilties [Assignment: includes a cross-organization information-sharing capability that can
03.11.022 o ceamina "9 lorganization-defined frequency] and when new vulnerabilities |  Functional | Intersects With | Threat Intelligence Program |  THR-01  finfluence the development of the system and security architectures, 3 [PoD-provided ODP does not apply to this specific SCF control.
jffecting the system are identified. Jselection of security solutions, monitoring, threat hunting, response
land recovery activities,
[Mechanisms exist to maintain situational awareness of
and Scanning Y lattacker tactics, techniques and procedures to facilitate the g
lefecting the system are identified.
of controls.
[Monitor and scan the system for vulnerabilities [Assignment:
Vulnerability Monitoring Vulnerabiity & Patch [Mechanisms exis o fciltate the implementation and monitoring of
031102 lorganization-defined frequency] and when new vulnerabilities | Functional Subset Of VPM-01 10 [DoD-provided ODP does not apply to this specific SCF control
and Scanning ificting the syetem are idencried. Management Program (VPMP) |vuinerability management contro
[Monitor and scan the system for vulnerabilities [Assignment:
031102 Vulnerabity Monitoring. |Gyl tion efined réquency] and when new vunerabiiies | Functional | Intersects With |  Attack Surface Scope | VP01 [Mechanisms existto define and manage the scope for s attack s looD-provided ODP does ot apply to ths specific SCF contrl.
9 laffecting the system are identified. 9
Vulnerability Monitoring |MOItor and scan the system for vulnerabilities [Assignment [Mechanisms exist to identify and assign a risk ranking to newly
031102 rabilty Monitoring o o defined frequency] and when new vunerabiities |  Functional | ntersects With |  Vulnerability Ranking |  VPM-03 [icovered securlty vulnerabities using reputable outside sources s IooD-provided ODP does ot apply toths specific SCF contrl.
9 lafecting the system are identified. for security vuinerability information.
[Monitor and scan the system for vulnerabilities [Assignment:
Vulnerability Monitoring ist to detect errors |ODP Value: at least monthly, or when there are significant incidents or significant
0311023 d forganization-defined frequency] and when new vulnerabilities | Functional | Intersects With | Vulnerability Scanning VPM-06 pieme o v urati 8
and Scanning lafecting the system are identified. oy outine vainerebty scanning of aysteme and SpplEations [changes to risks:
03.11.025 Vulner bty Montoring  [remediate system wulnerablis wiin [Assignment Functional | Intersects With | Risk Remediation RSK06Mechanisms exis to remediate fsks to an acceptable level . [poD-provided 0D does not apply o this specifc SCF contrl
erTOrMEd T0 TeMmeaate TaMgs TTonT SecuTTty; CompITance and/or
Vulnerabity MonitoringRemediate system vulnerabilties within [Assignment: g fresilience-related: g
031102 e e e T e et Functional | Intersects With Risk Response RSK-06.1 (hsesmens: 8 [DoD-provided ODP does not apply to this specific SCF control
Vulnerabilty Moritoring. [Remedate system uulnerabilies wiin [Assignment Compensating y [Mechanisme exat 1o Gentily and Implement compensating .
031102 pip 4 response tmes] Functional | Intersects With RSK-06.2 enee ok o eapas b vt 3 [DoD-provided ODP does not apply to this specific SCF control.
nerability Monitoring [Remed m vlnerabilities within [Assignmen nerability Remediation nisms exist to ensure that vulnerabilities are properl |ODP Value: thirty (30) days from date of discovery for high-risk vulnerabilities
031,025 Vulnerabily Monitoring._|Remediate system lnerabilties within [Assignment Functional | subsetof | Vulnerabilty Remediation | gy g Mechanisms exist to ensure that vulnerabities are property 10 (inclucing both critical and igh); 50 days from date of dscovery for moderate-risk
"9 P . [vuinerabilities; and 180 days from date of discovery for low-risk vulnerabilities
[Mechanisms exist to address new threats and vulnerabilities on an
Vulnerabity Monitoring [Remediate system vulnerabilties within [Assignment: nction e th | Continuous Vuinerability fechaniems exist to add threa crabilties o g "
031102 s tation aenne 1esmanse imes] Functional | Intersects With | Gentinuous vunerabi VP04 fongoing basis and ensure asets are protected against ko 8 [DaD-provided ODP does not apply to this specific SCF control.
Vulnerability Monitoring [Remediate system vulnerabilities within [Assignment: Software & Firmware e e e bR A e
Y Moni v fities wi i uncti i [Technology Assets, Applications and/or Services (TAAS), includin . i
03.11.02 Pt A e seme oarorte e Functional | Intersects With g vew-0s  [Technology o 9 8 [DoD-provided ODP does not apply to this specific SCF control
Vlnerability Monitoring |JPdate system vuinerabiltties to be scanned [Assignment
0311.02¢ rabilty Monitoring. | o qefined frequency] and when new wunerabllies |  Functional Equal Update Tool Capabilty | VPM-06.1 [Mechanisms exst o update valnerablty scanning toos, 10 loDP Value: o more than 24 hours prior to running the scans
9 lore identified and reported
031103 Withdrawn Incorporated into 03.11.02. Functional | No Relationship. NA NA NA o INo applicable SCF control
O] 0 TeMeTTate TIMamgs TrOm SECuTTy, COmpITance anaror
031104 Risk Response | ResPon to findings from security assessments, monitoring, Functional Subset Of Risk Response k061 [esilience-related: 10

land audits.

[(1) Assessments;
it
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Focal Document Element (FDE) Descr Scr control RO e (G
[nssess the security requirements for the system and its
of operation Statutory, Regulatory & o1 |[Mechanisms exist to facilitate the identification and implementation g
03.12.01 Security Assessmentqoquency] to determine I the requirements have been Functional Subset Of Contractual Compliance CPLOL of relevant statutory, regulatory and contractual controls. 10 [RebipEy Ided OREEaS oL sppbothis SpecicSCRiconto
jsaisfied
[nssess the security requirements for the system and its
[Mechanisms exist to provide a security, compliance and resilience
i of operation ncti ; Security, Compliance & ) ms exist to pro and res |ODP Value: at least every 12 months, or when there are significant incidents or
031201 Security Assessment ¢ quency] o determine f the requirements have been Functional | Intersects With | iichCe'Gontrors versighe|  CPL02  [controls oversight functon that reports to the organization's s gnificant changes to nsks
atisfied
[Assess the security requirements for the system and its [Mechanisms exist to implement an internal audit function that is
of operation y lcapable of providing senior organization management with insights g
03.12.01 Security Assessment o O o e Seturemenie have pecn Functional | Intersects With | Internal Audit Function P2 [ o tean of tre aranations Commolony a1 3 [DoD-provided ODP does not apply to this specific SCF control.
jatisfied linformation governance processes.
Jassess the security requirements for the system and its Me("zﬂ‘SmilEX‘Sl to fegu"ﬂ'l‘/ ;eV‘E::W g:‘DCESSES E"[d dom"\e"l[ed
of operation Security, Compliance & 3 [procedures to ensure conformity with the organization’s securi |ODP Value: at least every 12 months, or when there are significant incidents or
03.12.01 Security Assessmentiroquency] to determine f the requirements have been Functional | Intersects With | - gegijence Assessments CPLO3  Campliance ondjor resilence poicies, standards and other applcable 8 lsignificant changes to risks
lsatished requirements.
[Assess the security requirements for the system and its
of operation Information Assurance (1A) ’ [Mechanisms exist to facilitate the implementation of security, g
03.12.01 Security Assessmentioquency] to determine f the requirements have been Functional Subset Of rations 1A0-01  {compliance and resilience assessment and authorization controls. 0 [PoD-provided ODP does not apply to this specific SCF control
jsatisfied
[Mechanisms exist to estabiish the scope of assessments by defning
i fthe assessment boundary, according to people, processes and
RSk A A echnology thatdiecty or Indirectly impact th confidsrtialy.
03.12.01 Security Assessment Functional | Intersects With |  Assessment Boundaries | 1A0-01.1  |integrity, availability and safety of the Technolo 5 [DoD-provided ODP does not apply to this specific SCF control
firequency] to determine if the requirements have been arity, Y y o 9y A
oo eomicotions. Services andior Data (TAASD) unier reviem.
[Mechanisms exist to formally assess the securlty, compiance and
Iresilience controls in Technology Assets, Applications and/or
hasess th secury requrementsfor the ystem and s [Services (TAAS) through Information Assurance Program (IAP)
d lactivities to determine the extent to which the controls are .
03.12.01 Security Assessment Feaiensio e T e Functional | Intersects With Assessments A0-02 e ety Derating os mhenot and pradting the 8 [DoD-provided ODP does not apply to this specific SCF control
|desired outcome with respect to meeting expected requirements
fusess the security requirements for the system and ts Techmoloy Development & Iechanisms exis o faciltatethe implementatin of tafored
03.12,01 Security Assessment o Functional | Intersects With o P TDA-01  |development and acquisition strategies, contract tools 8 [PoD-provided ODP does not apply to this specific SCF control
equency] to determine if the requirements have been Acquisition
it lprocurement methods to meet unique business needs.
[Mechanisms exist to require system developersfintegrators consult
|with security, compliance andor resilience personnel
lassess the security requirements for the system and its |(1) Create and implement a Security Testing and Evaluation (ST&E)
031201 Security Assessment of peration 96| puncional | ntersects With | RestérceTesimg | Toaog [fan:ofsimar capabily; 8 Io0D:provided ODP does not apply tothis specific SCF control
Y firequency] to determine if the requirements have been e e it |2) Implement a verifiable flaw remediation process to correc 3 el & -
Jsatisfied. & P! [weaknesses and deficiencies identified during the control leswlg
land evaluation process; ant
|3 Document the resuits.
03.12.02 planiofactionad NA Functional | No Relationship. NA NA NA o INo applicable SCF control
2) Applicable securlty, compliance and/or resence Control;
3) Description of the deficiency(ies);
ran of Action and . . Capabilities Deficiency &) Rik sssociated with the deicency(ies;
03.12.02 s [Develop a plan of action and milestones for the system: Functional Subset Of e 005 [ e ey e oot dhon 10
5 Temporary compensating control, i Sbpicable;
7) Point of Contact (POC) (e owner);
blan of Action and [T document the planned remediation actions to correct Mechanisms exet to document and reviw inctances 7o
03.12.02.2.01 \opction Weaknesses or dericlencies noted curing securlty assessments |  Functional | Intersects With | Non-Complance Oversight | CPLIO11 ~camplance with statutory,regulatory andor contractual obligations 3
fond Jto develop appropriate risk mitigation actions.
2y Aoplcable Securty Complonce and/or resience conra
3) Description of the deficiency(ies)
[To document the planned remediation actions to correct
Plan of Action and Capabilities Deficiency 4) Risk associated with the aeﬁmen:yues:,
03.12.02.2.01 pcion Jueaknesses ordeficiencies noted during secunty assessments | Functinal Subset Of psha 1no05 (4 Bisk o Sercincy cenHestanici: 10
) Temporary compensating controls, \lapph(ame,
7) Point of Contact (POC) (e er)
[To document the planned remediation actions to correct
Plan of Action and [Mechanisms exist to maintain a risk register that facilltates
03.12.02.2.01 Moo Jweaknesses or deficiencies noted during secury assessments | - Functional | Itersects With Risk Register RSK04.1 e o o tn o o 3
27 Applicable securlty, Compliance and/or resiTence Contror:
3) Description of the deficiency(ies);
lan of Action and Capabiliies Deficiency y (4) Risk associated with the deficiency(ies);
03.12.02.2.02 s [To reduce or eliminate known system vulnerabilities. Functional Subset Of eeciong 005 | rency demteationa2iectn 10
) Temporary compenating cotrls, w[apphcab\e
(7) Point of Contact (POC) (e. er)
Plan of Acton and Mechanisms oxist to maintain 3 ok register that focilates
03.12.022.02 op o [To reduce or eliminate known system vulnerabilities. Functional | Intersects With Risk Register RSK04.L e e portig of sk 3
03.12.02.2.02 Plan of Action and 7o reduce or eliminate known system vulnerabilftes. Functional | Intersects With Risk Remediation RSK-06  |Mechanisms exist to remediate risks to an acceptable level 5
Tian of Acton 373 Vunerability Remediation y i 1o ensure hat vlnerabilies are properly
03.12.02.2.02 \opfction [To reduce or eliminate known system vulnerabilities. Functional Subset Of ity Rer R0 [ e e ene 10
oram of Action and oftware &7 echarisos st o confuct oroiaTs ‘patching for all deployed
03.12.02.2.02 o letaon "% 7o reduce or eliminate known system vulnerabilties. Functional | Intersects With o g Venw05. [Technology Assets, Applicatons andlor Serices (TAAS). ncluding 3
27 Applicable securlty, compliance and/or resiTence Contror:
3) Description of the deficiency(ies);
Plan of Acion and [update the exsting plan of action and milestones based on the Capabilities Deficiency y ) Risk associated with the deficiency(ies);
0312.020 Wiles Iindings fr Functional Subset Of Tracking 1A0-05 \s) Source deficiency identification/detection; 0
6)Temporary compensating contros, i appicable
7) Point of Contact (POC) (e.q. assetiprocess owner).
2) Applicable seculty, compiince andor resiience control
3) Description of the deficiency(ies);
Plan of Action and " e nction Capabilities Deficiency y 4) Risk associated with the deficiency(ies);
03.12.020.01 Milestones [pecurity assessments, Functional Subset Of Tracking 1005 \5) Source deficiency identification/detection: 0
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.0. assetprocess owner).
2) Applicale sscurty, complince andior resllence conra
3) Description of the deficiency(ies)
Plan of Action and Capabiliies Deficiency ) Riok acsocioed with the dshcioncy(ies:
03.12.02.6.02 Milestones [pudits or reviews, and Functional Subset Of Tracking 1A0-05 " \s) Source deficiency identification/detection; 10
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.q. assetiprocess owner);
2) Applicable security, compliance and/or resllience CORtroT;
3) Description of the deficiency(ies);
Plan of Action and Capabilities Deficiency y &) Risk associated with the dficency(les;
03.12.02.6.03 Aopction |continuous monitoring activities. Functional Subset Of e 005 ey et eation e 10
6 Termporary compensating contrt, iFapplicable
7) Point of Contact (P0C) (e owner)
[Develop and implement a system-level continuous monitoring Security, Compliance & Mechanisms existto provide s secorty. complance and rsiience
03.12.03 Continuous Monitoring  [strategy that includes ongoing menitoring and security Functional | Intersects With oo CPL-02 |controls oversight function that reports to the organization's 5
Resilience Controls Oversight [Controls Oyersiont
[Mechanisms exist to regularly review processes and documented
[Develop and implement a system-level continuous monitoring Security, Compliance & lprocedures to ensure conformity with the organization's security,
03.12.03 Continuous Manioring - trategy tht ncludes ongoing monioring and secury Functional | Intersects with | ~eCity: Compliance & CPLO3  [Compliance and/or resilience policies, standards and other applicable| 5
jpssessment lrequirements.
loevelop and implement a syster-fevel continuous moritoring Functional Review OF o e FevTt e oTogy et
03.12.03 Continuous Monitoring  strategy that includes ongoing monitoring and security Functional | Intersects With | Security, Compliance & PLO32 e O o comiance sodor asiionce soncies and B
Resiience Controls rganizal
techanisms exist to align security, compliance and resilience
[Develop and implement a system-level continuous monitoring Steering Committee & capabiles with business requiements hrough a steering
03.12.03 Continuous Monitoring _ Ktrategy that includes angoing monitoring and security Functional | Intersects witn | Steering Committee GOV-0L1 [committee or advisary board, comprised of key cybersectrty, data s
fossessments. 9 o rotection and Business execuies, which mests Tormaly and on 3
fregular basis;
[Mechanisms exist to provide governance oversight reporting and
[Develop and implement a system-level continuous monitoring
e . Status Reporting To ” lrecommendations to those entrusted to make executive decisions
03.12.03 Continuous Manioring - trategy tht ncludes ongaing monitoring and securty Functional | Intersects With pin o e GOV-0L.2 [ s roatorial o the Craation'e Secuioy B
|Compliance & Resilience Program (SCRP).
[Develop and implement a system-level continuous monitoring »
techanisms exist to develop, report and monitor Securit
03.12.03 Continuous Monitoring  strategy that includes ongoing monitoring and security Functional | Intersects With | Measures of Performance | GOV-05 g Lo g ’ v 5
Jossessments. |Compliance & Resilience Program (SCRP) measures of performance.
[Develop and implement a system-level continuous monitoring
031203 Continuous Moritoring  [strategy hat Incluges angeing morkoring and securty Functional | Intersects With | Continuous Moritoring | MON-01  [Mechanisms extstto facitatethe implementation of enterprise-wide s
lossessments. 9
[Develop and implement a system-level continuous monitoring Technology Development & frechanisms exs o acilate the mplementation of talored
031203 Continuous Moritoring  [strategy hat Incluges angeing mortoring and securty Functional | Intersects With og) Devclop TOAOL  [development and acquistion trategies, contrac tools s
lossessments. [Procurement methads to meet uniaue Business needs.
[WMechanisms exist to design and mplement product management
lprocesses to proactively govern the design, development and
roduction of Technology Assets, Applications and/or Services
AAS) across the System Development Life Cycle (SDLC) to!
velop and implement a systemlevel continuous monitoring 1) Improve functionality
03.12.03 Continuous Monitoring s\ra(egy that includes ongoing monitoring and security Functional | Intersects With Product Management TDA-01.1 g ngfeﬂéeszscu?wd:zg ;eiﬂ:smy capabilities; 3
lassessments. urity deficienci
4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[Mechanisms exist to require system developers/integrators consult
lwith security, compliance andor resilience personnel to:
[Develop and implement a system-level continuous monitoring Security, Compliance & 11‘;:r:rat5?":r‘-:rgp§;nﬂint a Security Testing and Evaluation (ST&E)
031203 Continuous onitarngEategy ot nludes angaing monorn and secury Functional | Intersects with | Resilence Testin TOR0g  flan orsimiler CPOBIY: | aion process o corect s
[pssessment ‘Throughout Development |weaknesses and deficiencies identified during the control testing
land evaluation process: and
) Document the results.
[Fechanisms exst o requie the develupers of Techmology Assets.
[Develop and implement a system-level continuous monitoring lApplications andor Services (TAAS) to produce a plan for
03.12.03 Continuous Manitoring  trategy tht ncludes ongaing monioring and securly Functionsl | Intersects With | Continuous Monitoring Plan |  TOA09.1  |eomtinuus montoring of securty: fompiance anufor osiience 5
fpssessment lcontrol effectiveness.
03.12.04 Withdrawn lincorporated into 03.15.02. Functional | No Relationship. NA NA NA o INo applicable SCF control
03.12.05 Information Exchange NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Mechanisms exist to verify that individuals or Technology Assets,
oprove and manage the exchange of CUI between the system pplicatons andfr Services (TAAS)transferring dta between
land other systems using [Selection (one or more). Interconnecting TAAS have the requiit authorizations (e.., wite
Interconnection security ssreements;information exchange . [rermissions o prvicges priorto Wansiering oo 6ot
031205 Information Exchange e 0 S e Imdretan Functional | Intersects With |  Transfer Authorizations | DCH-14.2 8 |0DP Value: requirements as described in the contract
[greement; service-level agreements; user agreements; nor-
lisclosure agreements; other types of agreements].
|Approve and manage the exchange of CUI between the system
land other systems using [Selection (one or more). [Mechanisms exist to leverage data-specific Access Control Lists
nterconnection security agreements; information exchange . I(ACL) or Interconnection Security Agreements (ISAs) to generate a g .
031205 Information Exchange  [1ECOTeS e Functional | Intersects With | Data Access Mapping TR I v RS vl Ao bt 8 [DoD-provided ODP does not apply to this specific SCF control
lagreement; service-level agreements; user agreements; non-
lisclosure agreements; other types of agreements].
|Approve and manage the exchange of CUI between the system
land other systems using [Selection (one or more
i nterconnection security agreements; information exchange . 05 |Mechanisms exist to require internal and third-party users to sign g .
031205 Information Exchange e C0 e S e maeretanding Functional | Intersects With Access Agreements RS 06 e e raements i 10 being fanted sreacs 8 [DoD-provided ODP does not apply to this specific SCF control
lagreement; service-level agreements; user agreements; non-
lisclosure agreements; other types of agreements].
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|Approve and manage the exchange of CUI between the system
land other systems using [Selection (one or more).

[Mechanisms exist to require Non-Disclosure Agreements (NDAS) or

0312052 Information Exchange  |ercemecton secuity sgreemente nformation exchange | runcuional | nterscts With | Confidentality Agreements | HRS-06.1 imir confdentality agrecmants that reflec the nacds to protect 3 IooD-provided ODP does ot apply toths specific SCF control.
e e et non- ata and operational details, or both employees and third-parties;
lisclosure agreements; other types of agreements]
|Approve and manage the exchange of CUI between the system IMechanisms exist to authorize connections from systems to other
land other systems using [Selection (one or more). Jsystems using Interconnection Security Agreements (1SAs), or similar,
interconnection security agreements; information exchange Interconnection Security 05 |methods, that document, for each interconnection:
03.12.05a Information Exchange 0o 0o e e e o amertandm Functional | Intersects With mecments (1aaey NET05 [ e et 8 |ODP Value: requirements as described in the contract
lagreement; service-level agreements; user agreements; non- (22 Securty. compance and resiience reulrements; anc;
lisclosure agreements; other types of agreements] |(3) The natuire of the information communicated.
|Approve and manage the exchange of CUI between the system
land other systems using [Selection (one or more IMechanisms exst to contral nenal ystem connections trough
interconnection security agreements; information exchange ) lauthorizing internal connections of systems and documenting, for
031205 Information Exchange Lo 0o e e of umermtanding o Functional | Intersects With | Internal System Connections | NET-05.2  [24thrieing Internal connections of systems and docum Sty 8 |ODP Value: requirements as described in the contract
ment; service-level agreements; user agreements; non- Irequirements and the nature of the information communical
lisclosure agreements; other types of agreements].
[Mechanisms exist to authorize connections from systems to other
. Jsystems using Interconnection Security Agreements (1SAs), or similar,
8 sponsibit Agreements (15As) |L) Interface characteristics;
9 |2) Security, compliance and resilience requirements; and;
|(3) The natuire of the information communicated.
|Document interface characteristics, security requirements, and :‘ﬁmﬂ;’gfi’:;ﬁa""f;";‘:‘ ‘a"'e"‘fs‘;:f’e'" “”‘"“‘“’":n‘a;‘;“gsr
03.12.056 Itormation xchange _ fesponsbltes fo eochsystem a5 part f the exchange Functional | Intersects With | Internal System Connections | NET-05.2 ~ [20(honing Interma) connectons of systems and documentng 8
Irequirements and the nature of the information communicated.
IMechanisms exst to contral nteral system connections through
it [Review and update the exchange agreements [Assignment: . Jauthorizing internal connections of systes menting, for
03.12.05.¢ Information Exchange  fevieW 209 ubdate (e excrang Functional Subset Of | Internal System Connections |  NET-05.2 00000 a0 e e o ot o ey 10 /ODP Value: at least every 12 months
Irequirements and the nature of the information communicated.
03.13.01 Boundary Protection NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Monitor and control communications at external managed Intrusion Detection & [Mechanisms exist to implement Intrusion Detection / Prevention
0313012 Soundary Protection |terfaces o the system and key inferl managed interfaces | Functionl | Intersects Wit | Prevention Systems (IDS & | MON-0L.1_ystems(IDS IP) technolagies on ciiclsysters, key network 8
Jwithin the system PS) egments and network choke points;
nitor and control communications at external managed Inbound & Outbound [Mechanisms exist to continuously monitor inbound and outbound
0313012 Boundary Protection |erfaces o the system and key miernal managed miorfaces |  Functional | ntersects With O & utbouec | MON-0L3  ommunications traffic for unusual or unauthorized activities or 8
Jwithin the system. lconditions.
0313012 Boundary Protection [eeriaces (s system and key mernal managed iteroces | Functional | subsetof | Network Securty Controls | .y Mecharisms exitto develop, govern & update procedures 10
8 Y % d o (NSC) ffacilitate the implementation of Network Security Controls (NSC).
[within the system
[Monitor and control communications at external managed [Mechanisms exist to monitor and control communications at t
031301 Boundary Protection  [interfaces to the system and key internal managed interfaces | Functional | Intersects With | Boundary Protection NET-03  enternal network boundary and o key inernal boundaries Wi the 8
[within the system Inetw
[Monitor and control communications at external managed Data Flow Enforcement - [Mechanisms exist to implement and govern Access Contro Lists
03.13.01a Boundary Protection  [interfaces to the system and key internal managed interfaces | Functional | Intersects With | ,2(2 Fiow Eforcemert - | NET-04 |(ACLS) to provide data flow enforcement that expiicily restrict 8
Jwithin the system Inetwork traffic to only what is authorized.
[Monitor and control communications at external managed Deny Traffic by Default & Wechanisms et to canfgure frenal ond outer configurations t
03.13.01a Boundary Protection  finterfaces to the system and key internal managed interfaces | Functional | Intersects With Y Y NET-04.1 [deny network traffic by default and allow network traffic 8
Allow Traffic by Exception
Jwithin the system [excation (e.c., deny a1, permit By exception).
[Monitor and control communications at external manage Network Intrusion Detection / [Mechanisms exist to employ Netwark Intrusion Detection /
03.13.01a Boundary Potection._fteraces o the system and key infernal managed nterfaces | - Functiona | Intrsects Wih | Prevertion Systems (NIDS./| - NET-08  prevention Systems (MIDSINIPS) o detect andiorprevent nrusions 8
Jwithin the syster NIPS) into the ne
[Mechanisms exist to implement security functions as a layered
Y [romponents nat are physically Y Y d avoids any dependence by lower layers on the functionality or
[correctness of higher layers.
[mplement subnetworks for publicly accessible system [Mechanisms exist to monitor and control communications at the
03.13.01b Boundary Protection  [components that are physicaly or logically separated from Functional | Intersects With | Boundary Protection NET-03  [external network boundary and at key internal boundaries within the 5
internal networks. Inetwork.
implement subnetworks for publicly accessible system Separate Subnet for [Mechanisms exist to implement separate network addresses (..,
03.13.01b Boundary Protection |camponents hat s phySicaly o logiany Separated from Functional | Intersects With |  Connecting to Different | NET-03.8 [different subnets) to connect to systems in different security 3
jinternal networks Security Domains mains.
[Mechanisme exst To ensure network architecture ullzes network
1s0m Soundary protection | TIEMENtSubnetorks for publicly accessivl syster . ! bt of Network Segmentation \eros ntation to isolate Technology Assets, Applications and/or 0
oundary Protection  components that are physicaly o lgicalyseparated from unctional ubset rtroscamerteriom 06 [Senvices (TAAS) to protect from other network resources.
internal networks.
mplement subnetworks for publicly accessible system ensitive / Regulated Data [Mechanisms exist to implement segmentation controls to restrict
03.13.01b Boundary Protection |camponents hat a6 pRySicaly o logiany Separated from Functional | Intersects With g NET-06.3 |inbound and outbound connectivity for sensitive/regulated data 8
Y P physically or logically sep: Enclave (Secure Zone) i 9
internal networks lenclaves (secure zones)
[ mplement subnetworks for publicly accessible system
[Mechanisms exist to monitor De-Militarized Zone (DMZ) network
03.13.01b Boundary Protecton components tha are physically o Iogiclly separated from Functional | Intersects With DMZ Networks T 08,1 e O omtnetog netwree room oot e 8
[Connect o external systems anly through managed nterfaces [Mechanisms exist to monitor and control communications at the
03.13.01¢ Boundary Protection  fthat consist of boundary protection devices arranged Functional | Intersects With | Boundary Protection NET-03  [external network boundary and at key internal boundaries within the 5
Jaccordance with an organizatienal security architecture.
[connect to external systems only through managed interfaces Data Flow Enforcement - [Mechanisms exist to implement and govern Access Control Lists
03.13.01¢ Boundary Protection  fthat consist of boundary protection devices arranged in Functional | Intersects With | 022 Fiow Enforcement - | NET-04  [(ACLS) to provide data flow enforcement that explicily restict 5
laccordance with an organizational security architecture. Inetwork traffic to only what is authorize
[Mechanisms exist to facilitate the implementation of Industry-
nnect to external systems only through managed interfaces [ecognized securlty, compliance and resiience practices In the
03.13.01.¢ Boundary Pratection [that consetof bouncary pretection dovices oranged n Functional | Intersects With [secure Engineering Principles|  SEA-01  [sPecification, design. development, implementation and modification 3
laccordance with an organizational security architecture. [of Technology Assets, Applications andor Services (TAAS).
[Mechanisms exist to develop an enterprise architecture, aligned with)
lConnect o external systems only through managed inertaces Alignment With Enterprise lindustry-recognized leading practices, with consideration for
03.13.01¢ Boundary Protection  fthat consist of boundary protection devices arrange Functional | Intersects witn | Allnment With Enterp SEA02 [security, compliance and resilience principles that addresses risk to 8
laccordance with an oroahizational security architocture, forganizational operations, assets, individuals and other
lorganizations.
03.13.02 Boundary Protection [Recategorized as NCO, Functional | No Relationship. NA NA NA o INo applicable SCF control
i [Addressed by 03.01.01, 03.01.02, 03.01.03, 03.01.04, "
03.13.03 Withdrawn R L e Functional | No Relationship. NA NA NA o INo applicable SCF control
Information in Shared _[Prevent unauthorized and unintended Information transfer via Information In Shared [Mechanisms exist to prevent unauthorized and unintended
03.13.04 System Resources __|shared system resources. Functional Equal Resources SEAOS finformation transfer via shared system resources. 0
03.13.05 Withdrawn lincorporated into 03.13.01. Functional | No Relationship. NA NA NA o INo applicable SCF control
Network Communications - echarisms et to confgure frewal ond outer confiurations
031306 Deny by Defaul - Alow by [CS1Y, network communications affic by default and alow | yncrional fqual | DenyTrfficby DelUt& | \er.oq 1 Ky network rafic by defautt and allow network rafic 10
tor Y excep! Y Excep lexception (e.g., deny all, permit by exception!
03.13.07 Withdrawn |addressed by 03.01.12, 03.04.02 and 03.04.06. Functional | No Relationship. NA NA NA o INo applicable SCF control
Transmission and Storage |MPlement cryptographic mechanisms to prevent the [Mechanisms exist to facilitate the implementation of cryptographic
03.13.08 o o eCT@9€ |unauthorized disclosure of CUI during transmission and while in|  Functional Subset Of |Use of Cryptographic Controls|  CRY-01  |protections controls using known public standards and trusted 10
Y [storage. lcryptographic technologes.
[mplement cryptographic mechanisms to prevent the
Transmission and Storage y exist to prevent disclosure
03.13.08 Comaentainy " inauthorized dsclosure of CU during transmission and whien| - Functional | Intersecs Wit | Aernate physical roection | 1.1 COTCRERCE el e et ol 5
[mplement cryptographic mechanisms to prevent the
Transmission and Storage [MPIemen e . " . ; h exist to protect the of
03.13.08 ety 9 fanauthorized disclosure of CUI during transmission and while in|  Functional | Intersects Wit | Transmission Confidentiality | CRY-03  [CYP{ograpiic mechorn 5
mplement cryptographic mechanisms to prevent the
Transmission and Storage [(MPIeMent cryptograph e e e dwhile in|  Function. nter i ncryptin (Cryptograp exist to prevent disclosure
03.13.08 Conftendalty " (nathorzed dscosure of I durog transission and whie i Functoral | Intersects With | Encrysting Data At Rest cRY-0s  [GPptographic 5
mplement cryptographic mechanisms to prevent the
Transmission and Storage » lc ist to protect the and
03.13.08 Connaenalty " nauthorzeddisdosure of CUI durog transrission and whll | Functonal | Inersects Wit Storage Media RY05. 1 [ aoulated daa oG o Siorate o 5
[Terminate the network connection associated with a
Network Connection [Mechanisms exist to terminate network connections at the end of a
03.13.00 Network Disconnect  [communications session at the end of the session or after Functional Equal work Connec L7 o Sehmed s ot o ey 10 |0DP Value: no longer than 15 minutes
eSlgnment; orgenization-dstned time period] o mactivy.
[Establish and manage cryptographic keys in the system in
Cryptographic ey hanisms exist to securely implement an internal Public Key
03.13.10 [accordance with the following key management ’;‘}‘QS’“G"‘S Functional | Intersects With |Public Key Inrastructure (PKI)|  CRY-08  infrastructure (PK) infrastructure or obtain PKI services from a 8 [PoD-provided ODP does not apply to this specific SCF control.
Management lgeneration, distribution, storage, access, and destruction]. [reputable PKI service provi
[Establish and manage cryptographic keys in the system in
Cryptographic ey exist to faciltate
ogrep pcardance wih the alowng key marapement requerents: on Cryptographic Key y " ftate cryptographic key managemer l0DP Value: Guidance: At a minimum, establish a policy and procedure in line with
031310 Establishment and Functional Subset Of ot CRY09. fantrols toprtect the co Renmiatty ety and svaraniiy of 10 o ]
eneraton, dskiutian. orage. tcess and destrucian]
Cryptographic Key  [Stablish and manage cryptographic keys in the system in
laccordance with the following key management requirements: Cryptographic Key Loss or [Mechanisms exist to ensure the availability of information in the .
03.13.10 and i Functional | Intersects With p RT-09.3 e o e o o by ot coor. 8 [DoD-provided ODP does not apply to this specific SCF control
lgeneration, distribution, storage, access, and destruction].
[Establish and manage cryptographic keys in the system in
Cryptographic ey [Mechanisms exist to facilitate the secure distribution of symmetric
03.13.10 ang  [pccordance with the following key management requirements: | gynciignal | Intersects with | CO0tol & Distribution of | cay 09,4 land asymmetric cryptographic keys using industry recognized key 8 [DoD-provided ODP does not apply to this specific SCF control.
Management for ke Cryptographic Keys [management technology and processes.
lgeneration, distribution, storage, access, and destruction]. Y
[Mechanisms exist to allow baseline controls to be specialized or
lcustomized by applying a defined set of tailoring actions that are
lspecific to
Implement the following types of cryptography to protect the PFTior / business functions: :
03.13.11 Cryptographic Protection of CUI ) Functional | Intersects With Baseline Tailoring CrG029 [ o e e, 3 [DaD-provided ODP does not apply to this specific SCF control.
ot cryptography |(3) Specific threats or vulnerabiltes;
(@) Geher conditions or siuations that could affect mission / business
lsuccess.
[mplement the following types of cryptography to protect the [Mechanisms exist to facilitate the implementation of cryptographic |ODP Value: FIPS Validated Cryptography
03.13.11 Cryptographic Protection Ul types | Functional SubsetOf |Use of Cryptographic Controls|  CRY-01  [protections controls using known public standards and trusted 10 (hutpscsrenist govProjec
of cryptography. [cryptographic technologes. les)
[Mechanisms exist to identify, document and review deploy:
[Implement the following types of cryptography to protect the <
rotecti 0 protec . ith | Cryptographic Cipher Suites. » ytoqraphic ipher suites an sroocols fo ety raapond to o .
03.13.11 Cryptagraphic rocection confidentialty of UL types | Functional | Intersects With | €YD e s | CRY.01.5 g e e contmucd viabiity of wtibved 5 [DaD-provided ODP does not apply to this specific SCF control.
Typtography] leryptographic cipher suites and protocols.
Collaborative Computing
03.13.12 e NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Mechanisms exist to unplug or prohibit the remote activation of
rohibit the remote activation of collaborative computing i H
Collaborative Computing [ieuieas o e oran ve oyt Collaborative Computing calborative computing devices with the ollowing exceptons: /0P Value: only as enumerated and justified in the System Security Plan before
031312 F AR ol il b sl W sl ot A Y Functional Subset Of e o END14  |(1) Networked whiteboa 10 uch remote activation occurs, and only when there are no other options, and the
PP [activation is to e allowed P (2) Video teleconference. cameras; and lremote activation is operationally critical
|(3) Teleconference microphon
[Mechanisms exist to develop, document and maintain secure
i i . aseline configurations for Technology Assets, Applications and/or
03.1312 Collaborative Computing [Provide an explict indication of use to users physically present | ¢ o Subset Of Secure Baseline o0z g 9y op o

Devices and Applications

lat the devices.

Configurations

[services (TAAS) that are consistent with industry-accepted system
ardening standards.
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IMechanisms exist to (aﬂﬁgure collaborative (amputmg devices to

0313.12 vt At [t e o Equal Explictndication Of Use | END-14.6 _ provide physically-present indviduals with an expiit Inication of 10
03.13.13 Mobile Code NA Functional | No Relationship. NA NA NA o INo applicable SCF control
Explicitly Allow / De chanisms exist to explicitly allow (allowlist / whitelist) andjor
031313 Mobile Code|Define acceptable moblecode and b code technolgies. |  Functonal | nersects win | EXPISIYAIG/Deny | cr.03.3 Bk aenyist/ blackie applcaon ttaré uthored o evecute] B
Jon systems.
03.13.13a Mobile Code [Define acceptable mobile code and mobile code technologies. Functional Subset O Mobile Code END-10  [fechanisms exist to address mobile code / operating system- 10
Explicitly Allow / Deny [Mechanisms exist to explicitly allow (allowlist / whitelist) and/or
0313135 Mobile Code |Authorize, monitor, and controlthe use of mobile code. Functional | Subset Of ity Alow IDenY | CrG.03.3 plack (denyist / blackst) applcations that are suthorized to evecute| 10
Jon systems.
il il " - [Mechanisms exist to enforce software usage restrictions to comply
03.13.13.b Mobile Code [Authorize, monitor, and control the use of mobile code. Functional Intersects With | Software Usage Restrictions CFG-04 |with applicable contract agreements and copyright laws. 3
0313130 Mobile Code |authorize, monitor, and controlthe use of mobile code. Functional | Intersects With | Open Source Software | CFG-04.1 [/echarioms exst o establish parameters for he secure use of open 3
03.13.13.b Mobile Code [Authorize, monitor, and control the use of mobile code. Functional Intersects With User-Installed Software CFG-05 Mn::h‘“’"‘sms exist to '9;""7' the ability of non-privileged users to 3
03.13.136 Mobile Code lauthorize, monitor, and control the use of mobile code. Functional Subset Of Mobile Code D10 e o eatione e code f operating system- 10
03.13.14 Withdrawn [rechnology-specific. Functional No Relationship N/A NIA NIA o [No applicable SCF control
03.13.15 Session Authenticity  [Protect the authenticity of communications sessions. Functional Subset Of Session Integrity NET-09  [Mechanisms exist to protect the authenticity and integrity of 10
03.13.26 Withdrawn lincorporated into 03.13.08. Functional | No Relationship. NA NA NA o INo applicable SCF control
03.14.01 Flaw Remediation N/A Functional No Relationship N/A N/A N/A o [No applicable SCF control
2) Applicable securlty, compliance and/or resIence Control;
(3) Description of the deficiency(ies);
i i e . i Capabilities Deficiency 4) Risk associated with the deficiency(ies);
03.14.01.2 Flaw Remediation |ldentify, report, and correct system flaws. Functional | Intersects With Tracking moos g} e ecend denircatonescion 5
6) remporary compensating controls, ifappiicable;
7) Point of Contact (POC) (e er);
Mechanisms exist to faciltate the implementation of tailored
0314000 Flaw Remediation iy, report, and correct system flws, Functonal | Intersects Wit | Techology Development & | 105,01 |davelopment and acquiston srategles contract tools and 8
a [procurement methods to meet unique business needs.
[Mechanisms exist to require system developers/integrators consult
with security, compliance and/or resilience personnel to:
Security, Compliance & :Jl‘ifrs’at:":‘r‘\:r\g%\em‘er;[ a Security Testing and Evaluation (ST&E)
0314012 Flaw Remediation |ldentify, report, and correct system flaws. Functional | ntersects Wit | " Resilence Testng | Tow0s |3 SETRTSRAIN, o remedtation process to correct 8
‘9 P |weaknesses and deficiencies identified during the control testing
[and evaluation process; an
) Document the results.
i Vulnerability & Patch Mechanisms exit o aciltate the mplementation and monitoring of
0314012 Flaw Remediation  [dentify, report, and correct system flaws Functional SUbset O |y e ey VPH-OL [ o tmant 2ontre 10
031401 Flaw Remediation | dentiy,report, and correct system flaws Functional | Intersects With | Attack Surface Scope | VPM-01.1|Viechanism exist fo define and manage the scope for s attack s
, . Vuinerability Remediation Mecharisms s t ensure that wlnerabiies are properly
03.14.01a Flaw Remediation |ldentify, report, and correct system flaws. Functional | Intersects With VP02 e o vt 8
Continuous Vulnerabilt echanisms exist o address new threats and vulnerabiies on an
03.14.01.a Flaw Remediation [[dentify, report, and correct system flaws. Functional Intersects With y VPM-04 Dﬂgmr\g basis and ensure assets are protected against kno\ 8
Remediation Activities [ongel
PE—— Mechanisms exist to conduct software patching for all deployed
03.14.01.a Flaw Remediation  [Identify, report, and correct system flaws. Functional | Intersects With O tching VP05 [Technology Assets, Appllcations andior Services (TAAS), including 8
ware.
install security-relevant software and firmware updates within Continuous Vulnerabilt Mechanisms exist to address new threats and vulnerabiities on an
03.14.01b Flaw Remediation  |[[Assignment: organization-defined time period] of the release | Functional | Intersects With | Ce0TRUPHE TUACERTLY VPM-04  fongoing basis and ensure assets are protected against known 8 [PoD-provided ODP does not apply to this specific SCF control
[of the updates.
[lnstall security-relevant software and firmware updates within Software & Firmware fechanisms axist to,conduct software patching for ail deployed 10D Value: tirty (30) days for igh.isk lws (ncluding b crtcaland high). 90
w Remediation ignment: organization-defined time ri i inction: Inters it W Irmws - [Technology Assets, Applications and/or Services (TAAS), includin i i ws (I i H i
0314000 Flow Remediation - [Asigrment orgaizaton-defined time perod] of thereease. | Functional | Intersects With Patching VPM-05 9y el 9 8 e e e e o
03.14.02 Malicious Code Protection NIA Functional No Relationship N/A N/A N/A o [No applicable SCF control
Implement malicious code protection mechanisms at system [Endpoint Device Management| g IMechanisms exist to facilitate the implementation of Endpoint
03.14.022 Malicious Code Protection [entry and exit points to detect and eradicate malicious code. Functional Subset Of (EDM) END-01 [Device Management (EDM) controls. 10
03.14.02.2 Malicious Code Protection [TPlement malicious code protection mechanisms at system Functional Subset Of Centralized Management of END-04.3  [Mechanisms exist to centrally-manage antimalware technologies. 10
lentry and exit points to detect and eradicate malicious code. Antimalware Technologies
Mechanisms exist to ensure that anti-malware technologies are
ciou: on [mplement malicious code protection mechanisms at system ncti . w ’ ’ continuously unring in realtme and cannat be disabied or alered
03.14.02.2 Malicious Code Protection [entry and exit points to detect and eradicate malicious code. Functional Intersects With Always On Protection END-04.7 [by non-privileged users, unless specifically authorized by s
[management on a case-by-case basis for a limited time period.
[Undate malicious code protection mechanisms as new releases
03.14.020 Maicious Code Protection re avaiable in accordance with configuration management | Functional Equal Adtomatic Antimalware | gyp.gq.y  [Automated mechaniers exist o update antimaluare technologis; 10
|policies and procedures. o P '9 sig
Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect and
03.14.02.¢ Malicious Code Protection [Configure malicious code protection mechanisms to: Functional | Intersects With pretrrais END-0a  [Hechanisms exist to uti 5
Perform scans of the system (Assignment:organizaton-defined
frrequency] a of files from external sources at| Malicious Code Protection 0a  |Mechanisms exist to utilize antimalware technologies to detect and
03.14.02.c01 Malicious Code Protection 1o 0oy L a0 e e o e ns the fles sre Functional | Intersects With pretyriaits END-oa  [tfechanisms exist to utl 8 |0DP Value: at least weekly
ldownloaded, opened, or executed; and
[Perform scans of the system [Assignment: organization-defined Mechanisms exist to ensure that anti-malware technologies are
. rotection [eauency] and real-time scans of files from external sources at| ¢ o e ; ways On Protection lcontinuously running in real-time and cannot be disabled o altered g "
03.14.02.c.01 Malicious Code Protection [Tduency] and tea e scans oF e o e ios o Functional | Intersects With | Always On Protectior D047 o nre, cales cec fically authorsc by 8 [DaD-provided ODP does not apply to this specific SCF control
[downloaded, opened, or executed; an [management on a case-by-case basis for a limited time period.
[Block malicious code, quarantine malicious code, or take other Malicious Code Protection 0a  |Mechanisms exist to utilize antimalware technologies to detect and
03.14.02.¢.02 Malicious Code Protection | i gation actions in response to malicious code detection. Functional | Intersects With (Anti-Malware) END-04  loradicate malicious code. 8
Mechanisms exist to ensure that anti-malware technologies are
. [Block malicious code, quarantine malicious code, or take other . ontinuousy unring in reattime and camnat be isabied or alered
03.14.02..02 Malicious Code Protection [mitigation actions in response to malicious code detection. Functional Intersects With Always On Protection END-04.7 y non-privileged users, unless specifically authorizec 8
oo ement on s cere oy ase bac fot » ted sene period
Security Alerts, Advisories, o
03.14.03 RS NA Functional | No Relationship NA NA NA 0 INo applicable SCF control
[Mechanisms exist to implement a threat intelligence program that
includes a cross-organization information-sharing capability that can
031403 Security Alrts Advisories, Receive system security alrts, advisories, and dfectives oM | - funcional | SubsetOF | Threat nteligence Program | THR-01 [inuence the development of the syster and securily architectures, 10
9 'going lselection of security solutions, monitoring, threat hunting, response.
lend recovery activities.
Mechanisms exist to maintain situational awareness of
Security Alerts, Advisories, [Receive system security alerts, advisories, and directives from . ; . |vulnerabilities and evolving threats by leveraging the knowedge of
0314033 nd Directives. [external organizations on an ongoing basis. Functional Intersects With Threat Intelligence Feeds THR-03 [attacker tactics, techniques and procedures to facilitate the s
f and rols.
Mechanisms exist to identify, assess, prioritize and document the
Security Alerts, Advisories, [Generate and disseminate interal system security alerts, g
03.14.03.b ‘and Directives. laavisories, and directives, as necessary. Functional Intersects With Threat Analysis THR-10 pn::rn::‘\lmrvep:g{sj and likelihood(s) of applicable internal and 5
securty Aerts, A I— o et syet O Mechanisms exist to prioritize the impact level for Technology
ecurity Alerts, Advisories, |Generate and disseminate internal system security alerts, g . g [Assete, Applications andior Services (1AAS) to prevent potential
03.14.03b e Oirectives o aetriesand tireethvas: 2 neceseany Functional | ntersects With | ImpactLevel Piorization | RK02.1 Assels, Apo (TAAS) to prevent p: 5
it F [Mechanisms exist to utilize external threat intelligence feeds to
031403 Security Alets, Advisories, (Generate and disseminate internal system securiy alerts, Functonal Equal | Threat Inteligence Reporting| THR-03.1 |generate and disseminate arganzation-specific securty aiers, 10
laavisories andjor directives.
03.14.04 Withdrawn lincorporated into 03.14.02. Functional | No Relationship. NA NA NA o INo applicable SCF control
03.14.05 Withdrawn Addressed by 03.14.02. Functional | No Relationship NIA NIA NIA ) INo applicable SCF control
03.14.06 System Monitoring N/A Functional No Relationship N/A N/A N/A o [No applicable SCF control
03.14.06.2 System Monitoring [Monitor the system to detect: Functional Subset Of Continuous Monitoring MON-01 [Mechanisms exist to facilitate the implementation of enterprise-wide 10
[monitoring controls;
Mechanisms exst o iz Hostbased Intruson Detection |
v e or et roters sgmet anaraous nost actuicy incusing laeral
[movement across the network
Mechanisms exist to generate, monitor, correlate and respond to
03.14.06.a.01 System Monitoring [Attacks and indicators of potential attacks and Functional Intersects With System Generated Alerts MON-01.4 falerts from physical, cybersecurity, data protection and supply chain 8
[activities to achieve integrated situational awareness.
" N Monitoring for Indicators of [Automated mechanisms exist to identify and alert on Indicators of
03.14.06.2.01 System Monitoring [Attacks and indicators of potential attacks and Functional Intersects With Compromise (10C) MON-11.3 |compromise (1oC) 8
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
[and/or User Activity Monitoring (UAM) solutions to detect and
03.14.06.2.01 System Monitoring |Attacks and indicators of potential attacks and Functional Intersects With ‘Anomalous Behavior MON-16  frespond to anomalous behavior that could indicate account 8
[compromise or other malicious activities.
Mechanisms exist to utilize Host-based Intrusion Detection /
v e for and protect against anomalous host activity, Including lateral
[movement across the network
N B Monitoring for Indicators of [Automated mechanisms exist to identify and alert on Indicators of
03.14.06.2.02 System Monitoring [Unauthorized connections. Functional Intersects With Compromise (10C) MON-11.3 |compromise (1oC) 8
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
lend/or User Activity Monitoring (UAM) solutions to detect and
03.14.06.2.02 System Monitoring  [Unauthorized connections Functional | Intersects With | Anomalous Behavior MON-16  [respond to anomalous behavior that could indicate account 8
[compromise or other malicious activities.
Mechanisms exst o utiizeHostbased Intruson Detection
Y y s ffor and nrnle(lagems( anemamus host activity, .mumng lateral
[movement across the network
Mechanisms exist to generate, monitor, correlate and respond to
03.14.06 System Monitoring  [dentify unauthorized use of the system. Functiona | Intesects Wi | System Generated Alrts | MON-01.4 et from physical, cybersecuriy,data protection and supply chain 8
lactivities to achieve integrated situational awarenes;
» N Monitoring for Indicators of [Automated mechanisms exist to identify and alert on Indicators of
03.14.06.b System Monitoring [dentify unauthorized use of the system. Functional Intersects With Compromise (10C) MON-11.3 |compromise (1oC) 8
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
and/or User Activity Monitoring (UAM) solutions to detect and
03.14.06.b System Monitoring [dentify unauthorized use of the system. Functional Intersects With ‘Anomalous Behavior MON-16  frespond to anomalous behavior that could indicate account 8
[compromise or other malicious activities.
Mechanisms exist to utilize Host-based Intrusion Detection /
Host Intrusion Detection and
[Monitor inbound and outbound communications traffic to 07 [Prevention Systems (HIDS / HIPS), or similar technologies, to monitor|
03.14.06.c System Monitoring  |jetect unusual or unauthorized activities or conditions. Functional | Intersects With | Prevention jr;s’f'"s (HIDS/ ] END-07 i5r'and protect against anomalous host activity, including lateral 8
[movement across the network
Mechanisms exist to continuously monitor inbound and outbound
03.14.06.c System Monitoring [ Wionitor inbound and outbound communications traffic to Functional | Intersects With Inbound & Qutbound MON-01.3 raffic for unusual or unauthorized activities or 8

ldetect unusual or unauthorized activities or conditions.

“ommunications Traffic

lconditions.
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trol Descri
[Mechanisms exist to generate, monitor, correlate and respond to
031406 System Monitoring [ 4enitor inbound and outbound communications traffc to Funconal | ntersects Wi | System Generted Nerts | MON-01.4 Bt rom ahyical & bersecry: gt rtectionand upply <han s
lactivities to achieve integrated situational awarene:
[Monitor inbound and outbound communications traffic to Honioring for ndicators of . lAutomated mechanisms exist to identify and alert on Indicators of
03.14.06.¢ System Monitoring  lyetect unusual or unauthorized activties or conditions. Functional | Intersects With Compromise (10C) MON-1L3 - |compromise (10C). 8
[Mechanisms exist to utiize User & Enfity Behavior Analytics (UEBA)
[Monitor inbound and outbound communications traffic to [andJor User Activity Monitoring (UAM) solutions to detect and
03.14.06.c System Monitoring  [yrorite" inbound and outbound communications traffic Functional | Intersects With | Anomalous Behavior MON-16  frespond to anomalous behavior that could indicate account 8
[compromise or other malicious activities.
Network Intrusion Detection / [Mechanisms exist to employ Netwark Intrusion Detection /
[Monitor inbound and outbound communications traffic to
03.14.06. System Monitoring  [yrorite" inbound and outbound communications traffic Functional | Intersects With | Prevention Systems (NIDS / | NET-08  [Prevention Systems (NIDS/NIPS) to detect and/or prevent intrusions 8
NIPS) nto the networ
[Mechanisms exist to force Internet-bound network traffic through a
[Monitor inbound and outbound communications traffic to . lproxy device (e.q., Policy Enforcement Point (PEP)) for URL content
03.18.06.¢ System Monitoring lyetect unusual or unauthorized activities or conditions. Functional | Intersects With | - DNS & Content Fitering NET-L8.|Giering and DNS fikering to it a users abilty (o connect to 8
ldangerous or prohibited Internet sites.
03.14.07 Withdrawn lincorporated into 03.14.06. Functional | No Relationship. NA NA NA o INo applicable SCF control
[Manage and retain CUI within the system and CUI output from
Information Management fthe system in accordance with applicable laws, Executive i . [Mechanisms exist to retain media and data in accordance with
03.14.08 d Retention  (Orders, directives, regulations, policies, standards, guidelines, | FUnional Subset Of Media & Data Retention | DCH-18 |y ppiicable statutory, regulatory and contractual obligations. 10
land operational requirements
03.15.01 Policy and Procedures NA Functional | No Relationship. NA NA NA o INo applicable SCF control
IDevelop, document, and disseminate to organizational
0315012 Policy and Procedures |personnelor oles the policis an procedures needed to Functional | subsetor | Securty. Complance & | oy.p  |Mechanisms exst o faciltate the implementation o secuity, 10
Jsatisfy the security requirements for the protection of CUL 9 P o
[Develop, document, and disseminate to organizational Publishing Security, Iechanisms exst o establish, maintain and diseminate polices,
0315018 Policy and Procedures  [personnel or roles the policies and procedures needed to Functional Equal Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, complia 10
jsatisfy the security requirements for the protection of CUL Documentation Fesient capabiiies
[Mechanisms exist to compel data and/or process owners to
Ipevetop, document, and disserninate to organizational Operationalizing ecurty, echarisms exittocompel date anclor process OWIETe 0 - ench
0315018 Policy and Procedures  [personnel or roles the policies and procedures needed to Functional | Intersects With | Compliance &Resilience’ | GOv-15  [PPEISIONalze secully, compliance and festlence practices o 8
Jsatisfy the security requirements for the protection of CUL Capabilties lrochnelogy Asset. App!
[Mechanisms exist to compel data and/or process owners to select
03.15.0 licy and Proced: e et 0 organ zationa! ! h Select Control: o Iequired securty, compliance and reslihce control for each s
15010 Policy and Procedures  [personnel or roles the policies and procedures needed to Functional | Intersects Wit elect Controls V-15.1 ) ‘ o
Eetisty the secury redurements for the protection of U [Fechrology Asset, Application andor Service (TAAS) under thei
[Mechanisms exist to compel data and/or process owners to
[Develop, document, and disseminate to organizational " s exist i " oun ’
0315012 Policy and Procedures  [personnel or roles the policies and procedures needed to Functional | Intersects With Implement Controls Gov-as.2  [meiement required security, compliance and resilience controls for 8
jsatisfy the security requirements for the protection of CUL o4 e
ftheir control
Tanisims Exist [o Compe Gata and/or proCess GWNers [0 assess I
Irequired security, compliance ani resilience controls or each
[Develop, document, and disseminate to organizational an: ne X .
031501 Policy and Procedures  [personnel or roles the policies and procedures needed to Functional | Intersects With Assess Controls Gov-15.3  [lechnology Asset, Application andor Service (TAAS) under their 8
jsatisfy the security requirements for the protection of CUL oy Implemented correctly: and
|2) Operating as intended.
IDevelop, document, and disseminate to organizational Authorize Technology Assets, IMechanisms exst to compel data andjor process owners o obtain
0315012 Policy and Procedures  [personnel or roles the policies and procedures needed to Functional | Intersects With | Applications and/or Services | GOV-15.4 [authorization for the production use of each Technology 8
Jsatisfy the security requirements for the protection of CUL (TAAS) [Application andior Service (TARS) under thelr control
[Mechanisms exist to compel data and/or process owners to monitor
Ibevelop, document, and disseminate to organizational [Technology Assets. Applications, Services and/or Data (TAASD)
031501 Policy and Procedures  [personnel or roles the policies and procedures needed to Functional | Intersects With Monitor Controls GOV-15.5 [nder their control on an ongoing basis for applicable threats and 8
Eatisty the security requirements for the protection of UL Irisks, as well as to ensure security, compliance and resilience
lcontrals are operating as intended.
[Develop, document, and disseminate to organizational ’ i 1on of oper.
031500 Polcy and Procedures |personnelor roles the polcies and procedures needed to Functional | Intersects With | Operations Security ops.01 [Hechanisms exist o facitte the implementation of perational B
Jsatisfy the security requirements for the protection of CUI ¥
[Develop, document, and disseminate to organizational Standardized Operatin [Mechanisms exist to identify and document Standardized Operating
03.15.01.a Policy and Procedures  [personnel or roles the policies and procedures needed to Functional | Intersects With Procetures (oo 0OPS-01.1  [Procedures (S imilar documentation, to enable the proper 8
Jsatisfy the security requirements for the protection of CUL lexecution of day-to-day / assigned tasks
[Mechanisms exist to review the Security, Compliance & Resilence
periodic Review & Update of [Program (SCRP), including policies, standards and procedures, at
[Review and update policies and procedures [Assignment: lanned intervals or if significant changes occur to ensure their WEPILE, iy T G G o EET T
03.15.01b Policy and Procedures Functional Subset Of Security, Compliance & Gov-03 P 9 g 10
Y lorganization-defined frequencyl. V. P |continuing suitability, adequacy and effectiveness. icant changes to risks
Resilience Program
03.15.01b Policy and Procedures  [evieW and update policies and procedures [Assignment: Functional | Intersects With | Operations Security opso1  [Mechanisms exist to facilitate the implementation of operational 3 [DaD-provided ODP does not apply to this specific SCF control.
frequency]. jsecurity controls
[Mechanisms exist to define supporting business processes and
jmplement appropriate governance and service management to
[Review and update policies and procedures [Assignment: e Delivery o3 [Ensure approprate planning, delivery and support of the g .
0315016 Policy and Procedures lorqanization-defined frequency]. Funcional | ntersects Wit | (5,2 5R OIS oy | 0PSO echrology capabilics Supporiing business unctions, 3 [BebiapsidedObEGess ot srpIYRolthE SoeciicSthcopte)
|workforce, andjor customers based on industry-recognize
mdorde o péhiewe the speciic souk o ine process area
03.15.02 System Security Plan NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Hechanisms exst o gererate o Gocumentation (e.g.,
stem Security Plan (SSP)) th
Applied Security, Compliance ) Igenifes key archiectural S implementation information on
03.15.02 System Security Plan  [Develop a system security plan that: Functional Subset Of and Resilience Controls 140:03  fin'scope Technology Assets, Applications and/or Services (TAAS); 10 lchanges
Documentation () Reflctsthe curent Tte o applica securty. compiance and
Iresilience controls on applicable People, Processes, Technologies,
[Gata and/or Facilties (PPTE) that are contained ithin the system
xist to generate 9.
[system Security Plan (SSP)) that
Aoplieg secuity, Compliance |1 identifies key architectural and implementation information on
03.15.02.2.01 System Security Plan  Defines the constituent system components; Functional Subset Of esilience Controls 140-03  fin‘scope Technology Assets, Applications and/or Services (TAAS); 10
? Bocumantation |2) Reflects the current state of applied security, compliance and
Iresilience controls on applicable People, Pracesses, Technologies,
IData and/or Facilities (PPTDF) that are contained within the system
Mechanisms exst o generate authorttive documentation (e..,
ystem Security Plan (S
. ; . Applled Securty, Compliance () ldntites ey retectura) and Implementation nformation on
0315.0202 System Security plan _[dentifes the information types processed,stored, and Functional | Subset Of Resilence Contros | 14003 [ scope Technology Assets Applications andior Services (TAAS) 10
g ocumentation [2) Refects the current state of applied securty, compliance and
Iresilience controls on applicable People, Processes, Technologies,
[Gata amdjor Facincs (BFTOR) that are tontainee it the ayteem
[Mechanisms exist to generate documentation (e.g.,
[system Security Plan (SSP)) that
Applied Security, Compliance |1 Identifies key architectural and implementation information on
0315.02.03 System Security Plan [e5CTbes specific theats to the system that are of oncem 10 | puncyonal | subset of d Resilence Conlrols | 1A0-03  [in-scope Technology Assets, Applications andor Services (TAAS) 10
9 g ocumentation |(2) Reflects the current state of applied security, compliance and
Iresilience controls on applicable People, Processes, Technologies,
ata andjor Facilties (PPTDF) that are contained within the system
hanisms exist to develop and keep current a catalog of
03.15.022.03 System Security Plan [JE5CrIbeS specific threats tothe system that are of concem t0 | gncyonal | Inersects With Risk Catalog RSK03.1 [applicable isks associated with the organization's busness 3
9 g loperations and technologies in use.
[Mechanisms exist to develop and keep current a catalog of
0315.022.03 System Security plan (351 IbES specific threats o the system that are of concer to | ncrional | Inersects With Threat Catalog THR-03  [applicabic nternal and external threats to the arganization, both B
9 g Inatural and manmade.
[Mechanisms exist to ensure control applicabiity 1s appropriately-
[Describes the operational environment for the system and any Control Applicability ldetermined for Technology Assets, Applications andlor Services
03.15.02.2.04 System Security Plan  [dependencies on or connections to other systems or system Functional | Intersects With | Boundary Graphical AST-04.2 |(TAAS) and third parties by graphically representing applicable 8
lcomponents; Representation oundaries.
[Describes the operational environment for the system and any [Mechanisms exist to document and validate the scope of security,
03.15.02.2.04 System Security Plan  [dependencies on or connections to other systems or system Functional | Intersects With Compliance Scope CPLO1.2  |compliance and resilience controls that are determined to meet 8
Jstatutory, regulatory and/or contractual compliance obligations.
xist to generate g,
[system Security Plan (SSP)) that
[Describes the operational environment for the system and any Aoplleg secutty, Compliance |1 identifies key architectural and implementation information on
03.15.02.2.04 System Security Plan  [dependencies on or connections to other systems or system Functional Subset Of Resiience Controls 140-03  finscope Technology Assets, Applications and/or Services (TAAS); 10
lcomponents;  Becumantation |2) Reflects the current state of applied security, compliance and
Iresilience n applicable People, Processes, Technologies,
[Data and/or Facilities (PPTOF) that are contained within the system
Mechanisms exst o generate authorttive documentation (e..,
ystem Security Plan (S
. . ity requir . Applied Securty, Compliance [ aenties key arehicactor) and implementation information on
03.15.02.2.05 System Security plan [7OVides an overview of the security requirements for the Functional Subset Of Resilience Controls 140-03  fin'scope Technology Assets, Applications and/or Services (TAAS); 10
ocumentation |(2) Reflects the current state of applied security, compliance and
Iresilience controls on applicable People, Processes, Technologies,
IData and/or Facilities (PPTDF) that are contained within the system
[Mechanisms exist to generate documentation (e.g.,
[system Security Plan (SSP)) that
Applied Security, Compliance |1 Identifies key architectural and implementation information on
035,020 System Securiy plan [DS5<ribes the safeguards inplace or planned for meetng the | punctonal | subsetOf | - and Resllente Contrors | 14003 [ scope Technology Assets, Applcations andior Serices (TARS): 10
v req ocumentation |(2) Reflects the current state of applied security, compliance and
Iresilience controls on applicable People, Processes, Technologies,
a2 anor aciiies (PPTDF) that are contained within the sysern
st to generate (g,
stem Securiy Plan (65
Applied Security, Compliance [ ocniines ey arehiacaral and implementation nformtion on
0315.022.07 System Security plan | Senties individuals tha flfil system roles and Functional | subset of d Resilence Controls | 1A0-03  |in-scope Technology Assets. Applications andor Services (TARS) 10
P Documentation |(2) Reflects the current state of applied security, compliance and
[esilence controlson sppicable People, Processes, Technclogies,
and/or Facilities (PPTDF) that are contained within the system
[Vechanims St to Qanerae uthoriatve docmentoton (£9.
[system Security Plan (SSP)) that
o i . Applied Security, Compliance |1 Identifies key architectural and implementation information on
0315.02.08 System Securityplan [1ludes oher relevant information necessary for the Functional | Subset Of esilence Contrors | 1A0-03 [ Scope Technology Assets, Appications andlor Services (TAAS) 10
Documentation |2) Reflects the current state of applied security, compliance and
Iresilience controls on applicable People, Processes, Technologies,
oata andjo Facilies PFTDF) that ae contaned withn the system
[Mechanisms exist to documentation (e.g.,
Syeiom secorty Plan (659 et
Applied securty, Complance |1 Identifies key architectural and implementation information on
0315.025 System Securty lan [{Siet 20 update the system seculy plan [Assignment Functional | Subset of esiience Controis | 14003 [scope Technology Assets, AppIcations andior Services (TARS): 10 I e Gy TR 6 O 0 DE S TS
i Becumentaton |(2) Reflects the current state of applied security, compliance and
Iresilience controls on applicable People, Processes, Technologies,
[Data andjor Facilttes (PPTDF) that are contained within the system
Defining Access chanisms exist to explicitly define authorizations for specific
03.15.02. System Security Plan |Protect the system security plan from unauthorized disclosure. |  Functional | Intersects With | Authorizations for Sensitive / | DCH-01.4  [individuals and/or roles for logical and for physical access to 8
egulated Data Jsensitive/regulated data
» Hechanisms exst o restic the discosure o sensiivelreguiated
03.15.02.¢ System Security Plan  |Protect the system security plan from unauthorized disclosure. |  Functional | Intersects With | Disclosure of Information |  DCH-03.1 _[USCTanSTe exist o Teslict the discosure of 8
03.15.03 Rules of Behavior NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Establish rules that describe the responsibilities and expected Human Resources Security o1 |Mechanisms exist to facilitate the implementation of personnel
0315.03a Rules of Behavior locavior for system usage and protecting CUL Functional Subset Of Management HRS-OL leecurity controls. 0
[echarisms exist o reaure all employees and contractors to apoly
0315032 Rules of Behavior [ESa0lsh rules that describe the responsilties and expected | pyncrional | intersects With | Terms of Employment | HRS-05 ybersecurhy and Gata protection pincpies n ther aa B
Y ge and pr 9 [enable secure, compliant and resilient capabilites.
. Hibe the r iechanisms exst o define acceptable and unacceptable ules of
0315.030 Rulesof Behavior [£212015h rules hat describe the responsibiites and expected | pyncrional | subset of Rules of Benavior HRS-05.1 ftechnologies, mclucin for 10
‘/ ge and pr |inaccepable behavior
[Mechanisms exist to define rules of behavior that contain explicit
[Establish rules that describe the responsibilities and expected . Social Media & Social Jrestrictions on the use of social media and networking sites, posting
0315.032 Rules of Behavior o chavior for system usage and protecting CUI Functional | Intersects With | netyorking Restrictions | "RS05-2 finformation on commercial websites and sharing account 8
jinformation.
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[cause damage to Technology Assets, Applications and/or Services

Version 2026.1 x000a_03/27/2026

03.15.03.2 Rules of Benavior |03 e R e e presoating Cul Functional | Intersects With | Technology Use Restrictions | HRS-05.3 ~|<3us¢ damage fo Technolo 8
i [Establish rules that describe the responsibilities and expected ’ ; - ’ y s ex » i - .
031503 Rules of Behavior |8 e e e o proteciing CU Functional | Intersects With | Use of Critical Technologies | HRS-05.4 |Mechanisms exist to govern usage policies for critical technologies. 8
[Establish rules that describe the responsibilities and expected y [Mechanisms exist to manage business risks associated with
03.15.032 Rules of Behavior loeavior for system usage and protecting CUI Functional | Intersects With | - Use of Mobile Devices HRS-05.5 permitting mobile device access to organizational resources, 8
03.15.03b Rules of Behavior  [Provide rules to individuals who require access to the system. | Functional | Intersects With befined Rotes & HRs:03  Jjechanisms exist to define roles & for 8
0315035 Rules of Behavior  [Provide rules to individuals who require access to the system. | Functional | Intersects With User Awareness HRs-03.1  [flechanisms exist to communicate with users about their roles and 8
. Iresponsibilites to maintain a safe and secure working environment.
[Mechanisms exist to formally educate authorized users on proper
03.15.03b Rules of Behavior  [Provide rules to individuals who require access to the system. |  Functional | Intersects With | Formal Indoctrination HRS-04.2 |data handiing practices for all the relevant types of data to which 8
y have access.
policy Familiarization & [Mechanisms exist to ensure personnel receive recurring
03.15.035 Rules of Behavior  [Provide rules o individuals who require access to the system, |  Functional | ntersects with | POy Fariiarizaion & | ac 5.7 fariianzation withthe oroazations secury, complance and s
o resilience policies and provide acknowledgement.
L0 [Mechanisms exist to require internal and third-party users to sign
031503 Rules of Behavior  [Provide rules to individuals who require access to the system. |  Functional | Intersects With | Access Agreements RS0 e e abrcaments pror 10 b faet ccs 8
[Receive a documented acknowledgement from individuals
fndicating that they have read, understand, and agree to abide Policy Familiarization & [frechanisme exist to ensure pereonnel receive recurting
03.15.03.¢ Rules of Behavior Ing that they have read understand, and agree 1o ablde | Functional | Intersects With ey Familarization HRS-05.7 familiarization with the organization's security, compliance and 8
9 o resilience policies and provide acknowledgement
the system.
[Receive a documented acknowledgement from individuals
u i indicating that they have read, understand, and agree to abide | ¢ ; 06 [Mechanisms exist to require internal and third-party users to sign
03.15.03.¢ Rules of Behavior o the rules of behavior before authorizing access to CUland | Functional | Intersects With | Access Agreements HRS-06 L ppropriate access agreements prior to being granted access. 8
fthe syste
[Receive a documented acknowledgement from individuals
e et e e e ol e 10 abide [Mechanisms exist to require Non-Disclosure Agreements (NDAS) or
03.15.03. Rules of Behavior e e et o Functional | Intersects With | Confidentiality Agreements | HRS-06.1 [similar confidentiality agreements that reflect the needs to protect 3
i 9 |data and operational details, or both employees and third-parties.
fthe system.
[Mechanisms exist to review the Security, Compliance & Resiience
[Program (SCRP). including policies, standards and procedures, at
Periodic Review & Update of
03.15.03.4 Rules of Behavior  [SYieW and update the rules of behavior [Assignment Functional | Intersects With | Security, Compliance & Gov-03  [planned intervals or if signifi es occur to ensure their 8 IDoD-provided ODP does not apply to this specific SCF control.
forganization-defined frequency] e peance lcontinuing sutability, adequacy and effectiveness.
[Review and update the rules of behavior [Assignment. Human Resources Security o1 |Mechanisms exist to faciltate the implementation of personnel .
03.15.03.d Rules of Behavior reenert Functional Subset Of [y HRS0L e 10 IDaD-provided ODP does not apply to this specific SCF control.
[Mechanisms exist to define acceptable and unacceptable rules of
[Review and update the rules of behavior [Assignment: [0DP Value: at east every 12 monts, or when there ae significant incidents or
03.15.03.4 Rules of Behavior e i Functional Equal Rules of Behavior HRS-05.1 [behavior for the use of technologies, including consequences for 10 5
forganization-defined frequencyl. lonaceeptapie behavior lsignificant changes to risks
hanisms exist to ensure personnel receive recurrin
0315034 Rules of Behavior  [\eiew and update he rules of behavior Assignment nctonl | itersects v | POUS/FATUBENN & | 057 fmianiaton i heargaiston'’s ey, complance and . Ib0D:provided 0P does not apply tothis specific SCF contol.
9 quency o [resilience pames and provide acknowledger
t0 govern Supply Chain e Management (SCRM)
fioply the following systems security engineering principles to . Soncaions that reque the remwal and proniiion o
Security Engineering  [the development or modification of the system and system Prohibited Equipment & a7 [Techmoroay ASeets Applcations andio Senices (TAAS)tht are ¥
03.16.01 Principles lcomponents: [Assignment: organization-defined systems Functional | Intersects With Services ASTA7 lesignated as supply chain threats by a statutory or regulatory. 3 [ R e G e B G
jsecurity engineering principles].
e o e Uity e Jinecring principles to Security, Compliance & [Mechanisms exist to facilitate the implementation of resource
Security Engineering  [the development or modification of the system and system g
03.16.01 Tty Engine /AR m Ao et e Functional | Intersects With |Resilience Protection Portfolio|  PRM-01  [planning controls that provide a portfolio management approach to 3 [DaD-provided ODP does not apply to this specific SCF control.
P P o 9 24 Management lochieve security, compliance and resilience objectives
jsecurity engineering principles].
[Mechanisms exist to [dentity critical system components and
oply the folowing systems securty engincering priniples to Security, Compliance & ffunctions by performing a critcality analysis for critical Technology
Security Engineering [the development or modification of the system and system . i A [Assets, Applications and/or Services (TAAS) at pre-defined decision i
03.16.01 A b A sl s S b Functional | ntersects With | - Resilence Requiements | PRM-05 |(S6et5, A0 catens Srcor Seees (T sk e 8 [DoD-provided ODP does not apply to this specific SCF control.
jsecurity engineering principles].
[WMechanisms exTst to faciitate the implementation of Industry-
Irecognized security, compliance and resilience practices in the
desian, and /0DP Value: Guidance: At a minimum, documentation that provides user and
lof Technology Assets, Applications and/or Services (TAAS). ladministrator guidance for the implementation and operation of controls. The level
lApply the following systems security engineering principles to Jof detail required in such documentation should be based on the degree to which
Security Engineering the development or modification of the system and system ring Pri eI e L W e e S
03.16.01 principles lcomponents: [Assignment: organization-defined systems Functional Subset Of | secure Engineering Principles|  SEA-01 0 xpectations. Requirements can include mandated configuration settings
jsecurity engineering principles lhatspe(\fy Slowed functions, pors, protocls, and services. Acceptance crceri for
Jsystems, system components, and system services are defined in the same manner
55 tne crira fo any organizationsl acauistion or procurement.
Secury Engineuring e GevolopTnt o odcoton of e rstem ord vsten Algnment With Enterprise Iy recoomze lcasing pracces wih consaeratin or
03.16.01 S 9 ( e Y Functional | Intersects With | A9 P! SEA02 [security, compliance and resilience principles that addresses risk to 8 [PoD-provided ODP does not apply to this specific SCF control
rinciples lcomponents: [Assignment: organization-defined systems Architecture
organizatonal operations,asset, indlviduals and other
jsecurity engineering principles].
forganizatio
IApply the following systems security engineering principles to
Security Engineering  [the development or modification of the system an Technology Development & [ftechanisms exist to faciitate the implementation of tailored
03.16.01 s Functional | Intersects With TOA-01  [development and acquisition strategies, contract tools and 8 [DaD-provided ODP does not apply to this specific SCF control.
inciples lcomponents: [Assignment: organization-defined systems Acquisition eV lopment and acauisition stralegles, contract tods
jsecurity engineering principles]. P a
[Mechanisms exist to design, develop and produce Technology
i rity engineering princi |Assets, Applications and/or Services (TAAS) in such a way that risk-
03.16.01 Security Engineering (e Geveiopment o modiicoton of o ystem ard s Functional | Intersects With | Animum Visble Product | 1o 0 |preS I IVE e reria estaplih o appraprate jvel of eeurny and. 5 [DoD-provided ODP does not apply to this specific SCF control
Principles components: [Assignment: organization-defined systems (MVP) Security Requirements eoilioncy baced o Eopiicable Haks mad traatsC! of security 3 & ey B .
jsecurity engineering principles resiiency based on applicable risks ant
Iagply the following systems securlty engineering principies to rechanisms xitto requre satare develgpers to ensure that ter
Security Engineering  [the development or modification of the system and system Development Methods, ’
03.16.01 S Kamponent. (canment oranzoton defred ssoms Functional | ntersects wih | LEONTS JOCIOGS, | TOA023  |pracicesfor secure programming, engineering methods, qualy 8 [DoD-provided ODP does not apply to this specific SCF control.
ey nginecrins prmcine [control processes and validation techniques to minimize flawed
land/or malformed software.
i N [Mechanisms exist to ensure vendors / manufacturers:
03.16.01 ity Engine b A i A ek Functional | Intersects With B iched o TOA02.4 3 [DaD-provided ODP does not apply to this specific SCF control
P compenents: [Assignment: orga v o 2) Usc the pre-establsie, secure conmguration 5 he detaut fo
¥ engineering princip lany subsequent TAAS reinstallation or upgrade.
lApply the following systems security engineering principles to
Security Engineering  [the development or modification of the system and system nction nter th | Commercial Off-The-Shelf [Mechanisms exist to utilize only Commercial Off-the-Shelf (COTS) g .
03.16.01 principles lcomponents: [Assignment: organization-defined systems Functional | Intersects With | (coTs) Security Solutions | TPA%3 Jsecurity products. 3 R e
[security engineering principles
Nanisms exist to require the developers of Technology Assets,
[Aplications and/or Services (TAAS) to produce a design
Jspecification and security architecture that
|(1) Is consistent with and supportive of the organization's security
rchitecture which i estabhed witin and s an Integrated part of
Ly the fol N " e & he organization's enterprise architec
03.16.01 FA R Vi A A A A s A Functional | Intersects With P osion TDA05  [functionality and the allocation of securit 5 [PoD-provided ODP does not apply to this specific SCF control.
P ponents: ki 24 9 esilience controls among physical and logical components; and
[Fecurity engineering principles (3 Expresses how individual security functions, mechanisms and
[services work together to provide required security capabilities and
o unified approach to protection
[Mechanisms exist to develop appications based on Secure Sortware
[apply the following systems security engineering principles to Secure Software Practices (SSDP)
securty Engneering (e development o rodifcation of e syt a1 ke . ) : ware y ot e soec
03.16.01 SR Bt A R A At i Functions | Intersects With | - Development Pracices TOA-06 8 [DoD-provided ODP does not apply to this specific SCF control
Security engineenng princinies)
|Apply the following systems security engineering principles to
Security Engineering [the development or modification of the system and system . y o1 [Mechanisms exist o faciltae the mplementaton ofthir-party x .
03.16.01 e o A o A g b s Functional | Intersects With | - Third-party Management | TPM-01  [Mechansme exiet o 8 [DoD-provided ODP does not apply to this specific SCF control
jsecurity engineering principles].
[echanisms exstto ontral changes (o servces by supplers. GKing
[Apply the following systems security engineering principles to into account the criticality of business Technology As
Security Engineering  [the development or modification of the system an Managing Changes To Thirg- 0 [Aoplatons, Services andior Data (AASO) trak are n scope by the ,
03.16.01 [ et A AR A Functional | Intersects With ER T oMo epicaton 8 IDaD-provided ODP does not apply to this specific SCF control.
jsecurity engineering principles].
03.16.02 Unsupported System NA Functional | No Relationship NA NA NA 0 INo applicable SCF control
Components
[Replace system components when support for the components
0316028 Unsupported System [1SPIaCe SYSter COmROnentE M RO nor o Functiona! Subset Of Technology Lifecycle sEa07.1  |[Mechanisms exist to manage the usable lifecycles of Technology 0
Components I e e gement |assets, Applications and/or Services (TAAS)
[Mechanisms exist to prevent unsupported Technology Assets,
Jsppications anclor Services (TAAS) by
|(1) Removing andor replacing TAAS when support for the
Unsupported System [1ePlace system companarts when support for the companents Unsupported Technology Companents s 1o longer availabi from the developer, vendor or
0316.02a o th s no longer available from the developer, vendor, o Functional Equal Assets, Applications and/or | TDA17  |manufacturer; and 10
omponents Imanufactorer Services (TARS) |(2) Requiring justification and documented approval for the
[continued use of unsupported TAAS required to satisfy
[mission/business needs.
[Provide options for risk mitigation or alternative sources for
Unsupported System i mitigatic on ; . ; ' o7 |[Mechanisms exist to determine the Mean Time to Failure (MTTE) for
03.16.02 adkirss ontinued support for unsupportd components tht connotbe | Functonal | Intersects Wit | predicable Fare Anaysis | SEA7 LIS EReC Sl RS e e G 3
[Provide options for risk mitigation or alternative sources for
Unsupported System Technology Lifecycle y [Mechanisms exist to manage the usable lifecycles of Technology
031602 e aents continued supprt or unsupprted components that connot be | Functonl | Intersects Wit o AT L e e amor Semmces A% 8
[Provide options for risk mitigation or alternative sources for [WMechanisms exist to provide in-Nouse support or contract external
03.16.02b Unsupported System g1 inad support for unsupported components that cannot be | Functional Equal Alternate Sources for TDA17.1  [providers for support with unsupported Technology Assets, 0
ompones Ireplacea ontinued Suppor [ppplications and/or Services (TAAS).
03.16.03 External System Services NA Functional | No Relationship. NA NA NA o INo applicable SCF control
[Require the providers of external system services used for the
" Jices [processing, storage, or transmission of CUI to comply with the | ¢ y - o1 [Mechanisms exist o faciltte the mplementaton of thir-party — 5
03.16.03.2 External System Services D EemS 0 S o o et oramnzation. Functional SubsetOf | Third-party Menagement |  TPM01  [11eChansme exit o 10 [DoD-provided ODP does not apply to this specific SCF control.
[defined security requirements],
[Mechanisms exist to mitigate the risks associated with third-party
[Requie theprovidersof externalsystem services used forthe Jaccess to the organization's Technology Assets, Applications,
rvices [Processing. storage, or transmission of CUI to comply with the . i i i .04 [services andjor Data (TAASD). . i
031603 External System Services oo, SO o mens: gzt Functional | Intersects With | Third-Party Services TRM-04 8 [DoD-provided ODP does not apply to this specific SCF control.
ldefined security requirements]
[Require the providers of external system services used for the Third-party Processing,
03.16.03.2 External System Services [Processing, storage, or transmission of CUL to comply with e | Functional | Intersects With | Storage and Service TPM-0a.4  [MeChanisms exist to restiict the location of information 8 [DaD-provided ODP does not apply to this specific SCF control

lfollowing security requirements: [Assignment: organization-
ldefined security requirements],

[processing/storage based on business requirements.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Descri

[Require the providers of external system services used for the
lprocessing, storage, or transmission of CUI to comply with the

NIST SP 800-171 R3_x000a_(including DoD ODP mappings)

SCF Control

Third-Party Contract

Secure Controls Framework (SCF)
Control Description
[Mechanisms exist to require contractual requirements for applicable
lsecurity, compliance and resilience requirements with third-parties,
[reflecting the organization's needs to protect its Technology Assets,
|Applications, Services andjor Data (TAASD).

Strength of
tic

Version 2026.1 x000a_03/27/2026

Values:
| For cloud service providers:
() FedRAMP Authorized ot the FedRAMP Maderate (or higher) baseline in

03.16.03a External System Services u Functional | Intersects With TPM-05 8 laccordance with the FedRAMP Marketplace;
falowing security requrements [Assignment: organization uirements (i mest securtyrequrementsesabishe by the goverment equlent o the
Y red [FedRAMP Moderate (or higher) baselins
) A tner extermal cerice prowdare must meet NIST 5P 800-171 R2,
(25 For clowd service providers:
[Require the providers of externa system services used for the Contract Flow-Down echanisms exit to ensure applicable security, compliance and () FedRA Auinrfed st e FedRAV Maerate (origher baseine i
031603 Evternal System Sevices PIocessing. storage,or transmision of CUL o comply Wit e | cncional | ntersects Wit ntrct Flow-Do TPM-05.2 reslnca requirements are inciuded In contracis that low-down to B lccordance with the FedRAMP Marketplac
[alowing securly requrements: ssig 9 a plicable sub-contractors and suppliers. () meessecurty requrement estaplished by the government equivalent to the
¥ req [FedRAMP Moderate (or higher) baseline.
[(2) All other external service providers must meet NIST SP 800-171 R2
i . [Mechanisms exist to obtain an attestation from an independent
[Require the providers of external system services used for the [T Pary Assessment Organization (3PAO) that provides assurance
03.16.03.a External System Services ;’o”owmg g‘mm gre'qwemems {Acsignment. mg:"‘{m“w Functional Equal Third-Party Attestation (3PA) | TPM-05.8 of conformity with Sneclﬁed statutory. regulatory and contractual 10 [PoD-provided ODP does not apply to this specific SCF control
lobligations for security, ct nd resilience controls, including
[defined security requirements]. [any ow-down requirements o Contractors and subconiractors.
fine and document user oles and responsiiites with B
03.16.03b External System Services rogard t extrnal systom sevices Incucing shared Functional | Intersects With Defined oles & HRs-03  [techanisms exist to define oles & for 8
with external service providers. o © -
[Define and document user roles and responsibilities with [Mechanisms exist to govern third-party personnel by reviewing and
03.16.03b External System Services [regard to external system services, including shared Functional | Intersects With | Third-Party Personnel HRS-10 [monitoring third-party security, compliance and/or resilience roles 8
[responsibiliies with external service providers. Jand responsibilities.
[Mechanisms exist to require Contractual requirements for applicable
beineand document s e and responiitie it jsecurity, compliance and resilience requirements with third-parties,
031603 External System Services Fegard to external ystem services, Incuding Functional | Intersects witn | ThIPanty Contract | qpy o5 feflecting the organization's needs to protect s Technalogy Assets, s
e ot oo e b q |Applications, Services and/or Data (TAASD).
[efine and document user oles and responsibites with Contract Flow-Down techanisms exist to ensure applicable security, compliance and
03.16.03b External System Services fegard o extemal system services,including shared Functional | Intersects With o o o TPM-05.2  [resilience requirements are included i contracts that flow-down to 5
external service provider 4 laplicable sub-contractors and suppliers
[Mechanisms exist to document and maintain a Responsible,
oefine nd documentuse ol and respanstites with Responsible, Accountable, |Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
03.16.03b External System Services [regard to external system services, including shared Functional Equal Supportive, Consult TPM-05.4  [similar documentation, to delineate assignment for security, 10
[ Spansics it exsemmal service prowidere. Informed (RASCI) Matrix lcompliance and resilience controls between internal stakenolders
land External Service Providers (ESPs)
mplement processes, methods, and techniques to monitor [FMechanisms exist to mitigate the risks associated With third-party
03.16.03.c External System Services [security requirement compliance by external service providers | Functional | Intersects With | Third-Party Services TM04  faccess to the organizaton's Technology Assets, Appliatins. 5
n an ongoing basis. [services and/or Data (TAA:
[WMechanisms exist to require contractual requirements for applicable
i i i hird-parties,
mplement processes, methods, and techniques to monitor y jsecurity, compliance and resilience requirements with t 2
03.16.03.c Exteral System Services [sotury requirement compliance by extermal senice providers | Functional | Intrsects win | TEZZE Conet w05 [reflecting the organization's needs to protect its Technology Assets. H
fon an ongoing equirements |Applications, Services and/or Data (TAASD).
[mplement processes, methods, and techniques to monitor Contract Flow-Down [Mechanisms exist to ensure applicable security, compliance and
03.16.03. External System Services [security requirement compliance by external service providers | Functional | Intersects With e o TPM-05.2  [resilience requirements are included in contracts that flow-down to 5
Jon an ongoing basis. v Japplicable sub-contractors and suppliers.
. Supportive, Consulted & Informed (RASCI) matrix, or
jsimilar documer . to ensure security, compliance and resilience
mplement processes, methods, and technigues to monitor lcontrol assignments accurately reflect current
03.16.03.c External System Services [ooeuriy requiement compliance by extera service providers | - Functional | Intersects Wit | Thirc-Paty Scope Review | TPM05.5 (1) Contractual bligation for the Exteral Serice Provider (ESP): 8
fon an ongoing |2) Business practices;
|(3) Applicable stakeholders; and
l(4) Deployed Technology Assets, Applications and/or Services
[Mechanisms exist to obtain a First-Party Declaration(1PD) from
lImplement processes, methods, and technigues to monitor lapplicable External Service Providers (ESPs) that provides assurance
03.16.03.c External System Services [security requirement compliance by external service providers | Functional | Intersects With | First-Party Declaration (1PD) | TPM-05.6  |of compliance with specified statutory, regulatory and contractual 5
Jon an ongoing basis. lobligations for security, compliance and resilience controls, including
Jow-down requirements to subcontractors.
[Mechanisms exist to obtain an attestation from an independent
lImplement processes, methods, and techniques to monitor [Third-Party Assessment Organization (3PAO) that provides assurance
03.16.03.c External System Services [security requirement compliance by external service providers | Functional | Intersects With | Third-Party Attestation (3PA) | TPM-05.8  [of conformity with specified statutory, regulatory and contractual 8
n an ongoing basis lobligations for security, compliance and resilience controls, including
Jany flow-down requirements to contractors and subcontractors,
lmplement processes, methods, and techniques to monitor Review of Third-parts [Mechanisms exist to monitor, regularly review and assess External
03.16.03. External System Services [security requirement compliance by external service providers | Functional Subset Of Y TPM-08  [service Providers (ESPs) for compliance with established contractual 10
fon an ongoing basis. Irequirements for security, compliance and resilience controls.
‘Supply Chain Risk "
03.17.01 T NiA Functional | No Relationship NIA NiA NiA 0 INo applicable SCF control
[Develop a plan for managing supply chain risks associated with ! .
oy Cran s e SR oI S s
0317.01a Tapply Chalf Bisk  facquisition, delivery, integration, operations, maitenance,and| - Functional | Intersects witn | Compliance & Resilence | - GOV-15 e e Y e e 3
9 0sal of the system, system components, or syst apabilties [rechnelogy Asset, Appl
lservices.
[Develop a plan for managing supply chain risks associated with
pechnts ot o compet ey roces uners o et
0317.01a O hlax [acauisition, delivery, integration, operations, maintenance, and|  Functional | Intersects With Select Controls GOV-15.1 e e e el S AR ot sheir 3
9 lisposal of the system, system components, or system [rechnelogy Asset, Appl
jservices.
[Pevelop a pan for managing supply chain iss assoclated with
o[ S e
03.17.01a cauisidion, deivery, ntearation, operations, maintenance, and|  Functional | Intersects With Implement Controls GOv-15.2 3 : 3
Management Plan |3 o Cooncuts. or aystom f:ecv:! (Ts:thno\wy fasset, Application andior Service (TAAS) under
ices
[Develop a plan for managing supply chain risks associated with ST To Compel Gata andjor process owners fo assess
fthe research and development, design. manufacturing Irequired security, comy and resilience controls for
03.17.01a ;‘gﬁz‘;g’::& Hisk  Jacauisition, delivery, integration, operations, maintenance, and| ~ Functional | Intersects With Assess Controls GOV-15.3 Is;:‘"“"my Aiset Appicaton andor Seice (TAAS) unde tei 3
ldisposal of the system, system components, or system [Fimbiimentes conecty:ana
l(2) Operating as intended.
[Develop a plan for managing supply chain risks associated with
Supply Chain Risk € research and development, design, manufacturin Authorize Technology Assets, [Mechanisms exist to compel data and/or process owners to obtain
0317.00 Sy Sha koo, selver, nggraton, perstors. manenance,ana|  Functona | ntersects Wit | ppications andlr Servies | GOV-15. i for (e producton s o e Technoagy st 3
9 ldisposal of the system, system components, or syst (TaAS) Appication andior Service (TARS) under theircontrol
[Mechanisms exist to compel data and/or process owners to monitor
[Develop a plan for managing supply chain risks associated with
. e researéh and development. design. mandtacturn Technolagy Assets, Appications, Services andior Data (TAASD)
0317.01a S cham Koo, celvery. negratin oporations, maimendnce, ana| Functonl | tersects Wi | Montar Cartrls Gov-15:s[inde her conrol o an ongoing bais forappicable treats n s
g ldisposal of the system, system components, or syst sks, a5 well s o ensure securly, compliance and reslence
erioas lcontrols are operating as intended.
[Develop a plan for managing supply chain risks associated with
fthe research and development, design, manufacturing.
0317010 Supply Chain Risk |oc3 i, clvery, mtcgration. operations. maintendnce, and|  Functional | SubsetOf | Risk Management program |  Rsk01 [Viechanisms exist o faclfate the implementation of strategc, 10
9 laisposal of the system, system components, or system P 9
[Mechanisms exist to develop a plan for Supply Chain Risk
IDevelop a plan for managing supply chain risks associated with [Management (SCRM) associated with the development, acquisition,
Supply Chain Risk e research and development, design, manufacturing, Supply Chain Risk Imaintenance and I of Technology Assets, Applications and/or
03.17.01a Management plan  [2Cauisition, delivery, integration, operations, maintenance, and|  Functional Equal Management (SCRM) Plan RSK-09  [Services (TAAS), including documenting selected mitigating actions 10
ldisposal of the system, system components, or system land monitoring performance against those plans.
[(1) Evaluate security risks and threats associated with Technology
[evelop 2 lan for managing supely chain rsks assciated with lssets, Appications andior Services (TAAS) supply chains; and
Supply Chain Risk Supply Chain Risk |2) Take appropriate remediation actions to minimize
03.17.01a P ement plan  [ecauisition, delvry, inegration, operstions, mainenance,and|  Functional | Intersects With upply Cha TPM-03 ke ap! 2 8
Management Plan 3 e eaatem Components. or ayste Management (SCRM) Jorganization's exposure to those risks and threats, as necessary.
[Develop a plan for managing supply chain risks associated with [echaniems oxst to Glze alored acquisition tategtes, cantract
cunply Chaim ik [ researth and development, design, manufacturing Acauision 51 o ftools and procurement methods for the purchase of unia
0317010 Supply Chain Risk [oc5iion, clvery, mtcgration, operations, maintenance, and|  Functional | Intersects with | ACGUiston Strategies, Tools | rpyyg3 1 [Technology Assets, Applications andjor Services (TAAS). s
9 laisposal of the system, system components, or system
ces.
[Develop a plan for managing supply chain risks associated with)
Supply Chain Risk e research and development, design, manufacturing, [Mechanisms exist to include “break clauses" within contracts for
03.17.0La D aomem blan[acauisition, delivery, integration, operations, meintenance, and | Functional | Inersects With Break Clauses TPM-05.7 |[failure to meet contract criteria for security, compliance and/or 3
9 ldisposal of the system, system components, or syst fresilience controls.
[Mechanisms exist to develop a plan for Supply Chain RISk
[Management (SCRM) associated with the development, acquisition,
intenance and disposal of Technology Assets, Applications and/or
Supply Chain Risk  [Review and update the supply chain risk management plan Supply Chain Risk g [maint [ODP Value: at least every 12 months, or when there are significant incidents or
0317.01b hx o Functional Subset OF |, oD Ny plan | RSK09  [Services (TAAS), including documenting selected mitigating actions 10 o ritcant chamas o ke
land monitoring performance against those plans.
Supply Chain Risk _|Protect the supply chain risk management plan from Sensitive / Regulated Data » [Mechanisms exist to protect sensitive/regulated data wherever it is
03.17.01¢ Plan disclosure. Functional | Intersects With Protection DCH-012 lorocessed and/or stored 8
D [Mechanisms exist to explicitly define authorizations for specific
03.17.01¢ Supply Chain Risk  [Protect the supply chain risk management plan from Functional | Intersects With | Authorizations for Sensitive /| DCH-01.4  findividuals andor roles for logical and /or physical access to 8
anagement Plan  [unauthorized disclosu
egulated Data Jsensitive/regulated data
Supply Chain Risk __|Protect the supply chain risk management plan from nction ter ; isclosare of Information MHechanisms exist o restrict the discosure of sensitvelreguiated
03.17.01.¢ Management Plan sclosure. Functional | Intersects With | Disclosure of Informatio DCH-03-1 ldata to authorized parties with a need to kno °
[Develop and implement acquisition strategies, contract tools, [Mechanisms exis o faciltate th implementationof talored
0317.02 Acauiiton Strategies. | Cecrement methods o identiy. rotect against an Functonal | subsetor | Technology Development & | 1o 01 dcualopment and acquistion strateoles, contract 10
g Imitigate supply chain risks. rocurement methods to mect uniqué Businees neads.”
bevelon amg mmorement o st ot toor [Mechanisms exist to utilize tailored acquisition strategies, contract
evelop and implement acquisition strategies, contract tools, ltools and procurement methods for the purchase of unique
Acquisition Strategies, Acquisition Strategies, Tools P 3 @
03.17.02 ol and Mathotie.[2nd procurement methods to identify, protect against, an Functional Equal e ot TPM-03.1  fTechnology Assets, Applications and/or Services (TAAS) 10
Imitigate supply chain risks
acquisition Strategies, _|P2velop and implement acquistion strategies, contract tos, [WMechanisms exist to mitigate the risks associated with third-party
0317.02 cauisiton Strtegies. | ocurement methods t [denty, potect against and | Functional | Itersects With | Third-party Services TPM04  [scces to the organization' Technology Assets, Applications. s
g Imitigate supply chain risks. [services and/or Data (TAASD).
i [Pevetop and implement acquisition strategies, contract tools, N [Mechanisms exist to conduct a risk assessment prior to the
0317.02 Acauisiton strategies. |1 o remant methods to dentiy. protect agains. an Functonal | Intersects witn |Trd-Party Risk Assessments| .41 acquisition or outsourcing oftechnology-related Technology Asses, B
g Imitigate supply chain risks. PP [Applications andjor Services (TAAS).
[Mechanisms exist to require contractual requirements for appiicable
i liance and resilience requirements with third-parties,
IDevelop and implement acquisition strategies, contract tools, jsecurity, compl ; q parties,
031702 Acquisition stratedies. 1,14 rocurement methods to identiy. protect against, and Functional | Intersects witn | ThreParty Contract Tewm.os  eflecting the organizstion's needs t protect s Technalogy Asses, s
g Imitigate supply chain risks 4 pplications, Services and/or Data (TAASD).
[Mechanisms exist to compel External Service Providers (ESPs) to
ide natfication of actualor potential compromises i the supp)
[Develop and implement acquisition strategies, contract tools, lprovide noti P P pply
Acquisition Strategies, Security Compromise [chain that can potentially affect or have adversely
03.17.02 land procurement methods to identiy, protect against, an Functional | Intersects With TPM05.1 3
Tools, and Methods o VP o Notification Agreements frechnology Assets, Applications andior Services (TAAS) ot the
Imitigate supply chain risks.
Jorganization utilizes.
st o5, [Pevelop and implement acquisition strategies, contract tools, Do exist to ensure applicable security, compliance and
0317.02 Acquisition stratedies. 1,14 rocurement methods o identiy. protect against, and | Functional | Intersects with | COR3CtFIOW-DOWN | 1puy.055 recience requirements are méluded in contracts that Mo down to B
. [mitigate supply chain risks. v lapplicable sub-contractors and suppliers.
. Supportive, Consulted & Informed (RASCI) matrix, or
Jsimilar documer , to ensure securiy, compliance and resience
Acquisition Strategies, [P2Velop and implement acquisition strategies, contract tools, lcontrol assignments accurately reflect curren
0317.02 ) 915 land procurement methods to identify, protect against, an Functional | Intersects With | Third-arty Scope Review | TPM-05.5 (1) Contractual oblgations for he External Seice Provider (ESP) 5

Tools, and Methods

Imitigate supply chain risks.

|(2) Business practices;
I(3) Applicable stakeholders

and
(@) Deployed Technology Assets, Applications andor Services

Secure Controls Framework (SCF)
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NIST SP 800-171 R3_x000a_(including DoD ODP mappings)
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Focal Document Element (FDE) Descri SCF Control STOC L LT R S e
acquisition Strategies, |P2Velop and implement acquisition strategies, contract tools, [Mechanisms exist to include "break clauses" within contracts for
0317.02 cquistion Strategles. rocurement methods to identif, protect against, and Functional | Intersects With Break Clauses TPM-05.7 [failure to mee coniract criteria for security, compliance and/or H
Imitigate supply chain risks fresiience controls.
[pevelop and implement acquisition strateges, contract tools, ! IMechanisms exist to montor, regulariy review and assess External
w1702 Acquisiion strategies D T T % oty proteet aoms o Functonal | ntersecs win | ROl TRary |y 0y i kb comacuol s
4 Imitigate supply chain risks equirements for security, compliance and resiience controls.
[pevelop and implement acquisition strategies, contract tools, - [Mechanisms exist to address weaknesses or deficiencies In supply
70 At Strategies. I o prosect sgmine e~ | Functional | ntersects win | TRy Defiency | oy o e e o entontorargoriationa s
. Imitigate supply chain risks Jossessments of such element
Doveton and motement scomation s I echansms ot to control changes To services by suppTers GG
evelop and implement acquisition strategies, contract tools, . into account the critcality of business Technolo
031702 A St o ot ey protctsomnand | Functanal | ntersects wan | MOna0ng Changes ToThi: |y 1 [l aceount the ety of busnes Tochlooy s, s
Imitigate supply chain risks khird-party.
Supply Chain
0317.03 Requirements and A Functional | No Relationship A A A o INo applicable SCF control
Processes
[Mechanisms exist to develop a plan for Supply Chain Risk
[Management (SCRM) associated with the development, acauisition,
Supply Chain Imaintenance and disposal of Technology Assets, Applications and/or
lEstablish a process for identifying and addressing weaknesses Supply Chain Risk
03.17.05 Requirements ang  [C="360sh 2 Process for denifying and addressing weaknes Functional | SubsetOf |, SUBPYY Cral RS | Rsk.09  [Services (TAAS), including documenting selected mitigating actions 10
Processes land monitoring performance against those plans.
Supply Chain [Viechansms exist to perlodically assess supply chain ke
PRIy Chain e crabiish a process for identifying and addressing weaknesses | gl Supply Chain Risk T e T e e a e howioe Korvices
0317032 Reaurements and o deficiencies in the supply chein elements and processes. Functional | Intersects With ‘Assessment Rsk09.1 9 Rssets, ApP! &
[Mechanisms exist to dentiy, priortize and assess suppliers and
Supply Chain lpartners of critcal Technology Assets, Applications and/or Services
[Estabish a process for identifying and addressing weaknesses Third-Party Critcality 02 |[TAAS) using a supply chain rsk assessment process relative to thelr
0317.052 Reguirements and L5001 8 PIOC L oty ot rements g preconse < | Functional | ntersects win | T SO Thuoz - [TAS) g 8 Supply Chal K s ent process ety d
[Mechanisms exist to
(1) Evaluate security isks and threats associated with Technology
Supply Chain lassets, Applications and/or Services (TAAS) supply chains; and
fEtabish a process for identifying and addressing weaknesses . Supply Chin Risk [2) Take appropriate remediation actions to minimize the
0317.052 Reements and e s et and procasas > | Fonctonal | ntersects Wit |3 | P03 e eote rsvs o e, o necessary s
P [iechamams ot o e Blored scqution sateges, convact
upply Chain ools and procurement methods for the purchase of un
lEstablish a process for identifying and addressing weaknesses Acquisition Strategies, Tools P 3
0317.052 e a1 e T cham servens and rocesses, > | Functional | ntrsects Wit e TPO3L(Teh gy Acses, Applkations ndior Senices (TAAS). >
Supply Chain [Mechanisms exist to utiize security safeguards to fimit harm from
[establish a process for identifying and addressing weaknesses g
0317032 Requirements ang o= 3005 2 Process for dentifying and addressing weaknes Functional | Intersects With | Limit Potential Harm | TPM-03.2 |potential adversaries who identify and target the organization's 3
Processes lsupply chain.
Supply Chain
lestablish a process for identifying and addressing weaknesses - Processes To Address IMechanisms existto address identified weaknesses or deficiencies in
0317032 Requrements and o deficiencies in the supply chain elements and processes. Functional | Intersects With | \yeainesses or Deficiencies | 1733 the security of the supply chain s
iy Chain [Mechansms exist to mitlgate the risks associated with thIrd-party
031703 Requirements and [£5t2blish & process for identiying and addressing weaknesses | pyncrional | Intersects With | Third-party Services Th04 faccessto the orgaization's Techmology Assets. Appications. 5
urement or deficiencies i the supply chain elements and processes. Boroiees aniior Date rancy
Supply Chain y [Vechanisms exist t Canduct a sk assessmen prior to the
0317030 ReamEmena g [Etabish a processfor deniying and adressing weoknesses | il | ncersects witn | PRI ISk ASSeSSTnts |y 1 ocquitionof ousourcing of technciooy relsed Teehnolooy Asset, R
urements or deficiencies in the supply chain elemens and processes. porovals o Bocor S o
[Accountable, Supportive, Consulted & Informed (RASCI) mafrix. or
lsimilar documentation, to ensure security. compliance and resilience
Supply Chain lcontrol assignments accurately reflect curren
[Estabiis a process for identifying and addressing weaknesses
0317.03a Requirements and Functional | Intersects With | Third-Party Scope Review | TPM-05.5 [(1) Contractual obligations for the External Service Provider (ESP); H
urements lor deficiencies in the supply chain elements and processes. 2) Gontractual obligat
(5) Applicable stakeholders; and
4) Deployed Technology Assets, Applications and/or Services
[Mechanisms exist to develop a plan for Supply Chain Risk
fEnforce the following security requirements to protect against anagemert (S assocated i ne development, acauistion o . —_—
sopply Crain o e o 5 sy e o oty i i Boes o e o Techmaagy A r 00" Value: ot minmum, terateSupply Chln sk Management (CA) o
0317036 Requirements.and [system services and to it the harm or consequences fom | Functional | SubsetOf |y, SuPPY CRINRSE | w09 [Services (TAAS) incluing documenting seleced A geting actons 10 S e e e D
Processes lsUpply chain-related events: [Assignment: organization-defined land monitoring performance against those pla o contro| Paseline, eetablien proce:
lecurity requirements]
[Mechanisms exist to
(1) Evaluate security isks and threats associated with Technology
oy a5 e flloing securty requirements o protect aganst e o ccnons g Servies TARS) auppy crns ond
03.17.03.b Reaurements and  Eystem services and t I he harm or consequences from | Functonl | Intersects witn | SUPPlY Choin Risk ToM03  Exosure to ose ks and shréata, o4 necessar, 5 [DoD-provided ODP does not apply to this specific SCF control.
Processes upply chain-related events: [Assignment: organization-defined 9 N P v
security requirements]
[Mechanisms exist to utize talored acquisiion strategies. contract
Enforce the falowing security requirements to ratect against tools and procurement methods for the purchase of unique
Supply Chain  |supply chain risks to the system, system components, o Acauiston strategies, Tools [Technology Assets, Applications andfor Services (TAAS).
03.17.036 Reaufements ang fystem service and o hehorm o consaences «mm Functional | Intersects With on Strategies, TPM.03.1 s IDD-provided ODP does not apply to this specific SCF control
Processes d events: a
e M
erorcethe following cecuriy requirementsto protect aganst
Supply Chain  |supply chain risks to the system, system components, IMechanisms exist to utiize security safeguards to limit harm from
0317036 Requirements and  Eystemn services and to it the harm or conseduences from | Functional | Intersects With | Limit Potential Harm | TPM-03.2 |potential acversaries who identity and tafget the organization's H IDoD-provided ODP does not apply to this specific SCF control.
Processes lupply events: lsupply chain.
lsecurity requirements]
fEnforce the following security requirements to protect against
Supply Chain  fsupply chain risks o the system, system components, ;
037,030 Ao i By et g 0 I e o o comtaouences om | Functonal | ntersects win |, PocesesToddress |y 5 Mecharisms exst 0 adrss dentified weaknesses or deficencies n s IpoD-provice 0DP does no appy o ths specifc SCF control
Processes lsUpply chain-related events: [Assignment: organization-defined v PPy
lecurity requirements]
[Mechansms exist to mitlgate the risks associated with thIrd-party
fEnforce the following security requirements to protect against laccess to the organization's Technology Asses, Applications,
Supply Chain  |supply chain risks to the system, system components, or [Services and/or Data (TAASD)
03.17.036 Reaurements and  ystem services ond o it th harm or consequences fom | Funcional | ntrsects With | Tirpary Sevices Tew.04 s [DoD-provided ODP does not apply to this specific SCF control.
Processes ool i d
ey roraentl
[Mecharisms exist to conduct & ik assessment prior o the
rforce e folowing security requirements to rotect against lacauisition or outsourcing of technology-related Technology Assets,
Supply Chain ply chain risks to the system, system component nirdparty Risk Assessments IApplications andor Services (TAAS
0317036 Requirements and  Eystetn services and t it the harm or conseduences from | Functional | Intersects With Tty Risk Asse TPM04.1 H IDoD-provided ODP does not apply to this specific SCF control.
Processes lupply event PP
lsecurity requirements]
[Mechanisms exist t require contractual requirements for aplcable
lEnforce the following security requirements to protect against lecurity, compliance and resilience requirements with third:parties, o . —_—
sopply Crain o e o 5 sy e o Ity Conract e e et s 1 s et s, 00" Value: o  minmum, tesrateSupply Chln sk Management (CA) o
0317036 Requirements and  [system services and to limit the harm or consequences from | Functional |  Subset OF rd . P05 [Applications, Services andjor Data (TAASD) 10 oSt dremen POl e i o =l
Processes lUpply chain-related events: [Assignment: organization-defined equirements contr bassie, stas procese o snsuresupers disclose Sgicn
Fupply chaim related oy \vinerabiltes and significant incidents
[Enforce the following security requirements to protect against
Supply Chain  lsupply chain risks to the system, system components, or IMechanisms exist to ensure applicable security, compliance and [GEEalle/ate mbnunylinteorie S\ rply/ Cheln sk Managemen LsCAM Nt
Contract Flow-Down o procurement polces, rovide adeauate SCRM resources, defne
0317035 Requirements and system services and to it the harm or consequences fom | Functional | Intersects With TPM.05.2  resilience requirements are Included in contracts that flow-dovin to 8 : ; &
rements pystem services and to It from Requirements [eslence requirements are Incuded i ¢ SCRM conrol baselne, estabish processes to énsure supplers isciose saniicant
et e nerapiizs and Staiscant ncHans
[Accountable, Supportive, Cansulted & Informed (RASCI) mafriv. or
[Enforce the following security requirements to protect against imiardocumentaton t ensur secuiy, complance and esince
Supply Chain  [supply chain risks to the system, system components, lcontrol assignments aceurately reflect curren
0317036 Requirements and [system services and to imit the harm or consequences from |  Functional | Intersects With | Third-arty Scope Review | TPM-05.5 |(1) Contvac(ual Sblgatons for he Exiernal Service Provider (E5P); s IDoD-provided ODP does not apply to this specific SCF control.
Processes luppl; [(2) Business practices;
lecurity requirements] (5 Apiicanis stakenolders; and
4) Deployed Technology Assets, Applications and/or Services
lEnforce the following security requirements to protect against
Supply Chain  fsupply chain riks to the system, system components, IMechanisms exist to inciude *break clauses* within contracts for
0317036 Requirements and  [system services and to imit the harm or consequences from | Functional | Intersects With Break Clauses TPM-05.7 [failure to meet contract criteia for security, compliance and/or H [poD-provided ODP does not apply to this specific SCF control
Processes lUpply chain-related events: [Assignment: organization-defined resiience controls.
lecurity requirements]
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