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Rationale

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationshi

[Determine If:

03.01.01 Account Management Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
A.03.01.01.0DP[01] Account Management _[[1 G period for account inactivity before disabiing is defined. Functional subsetof _|Human Resources Security| o oo zﬂeeci‘hnatr;\s(rro\:t'eéwsst to facilitate the implementation of personnel 10
[the time period for account inactivity before disabling is defined. [Mechanisms exist to proactively govern account management of
A.03.01.01.0DP[01] Account Management Functional | Intersects With | Account Management IAC-15  individual, group, system, service, application, guest and temporary| 5
laccounts.
[the time period within which to notify account managers and " N ech facitate the imor . )
A03.01.01.0DP(02] Account Management _|designated personnel of foles when accounts are no longer required|  Functional subsetof |Human Resources Security| ac o lechanisms exist to facilitate the implementation of personnel 10
is defined. lanagement |security controls.
lthe time period within which to notify account managers and " N S ech 1o faciitate the implementation of )
A.03.01.01.0DP[03] Account Management  [designated personnel o roles when users are terminated or Functional Subset Of uman resourcee Y| HRs-01 Ty eomraa Lo facilitate the Implementation of personne 10
ltransferred is defined lanagement lsecurity controls.
[the time period within which to notify account managers and " 2 securit ech o facilitate the implementation of ,
A.03.01.01.0DP[04] Account Management  [designated personnel or roles when system usage or the need-to- Functional Subset Of e et Y| HRs-01 Ty eomtrae (o facilitete the Implementation of personne 10
[know changes for an individual is defined. lanagement [security controls.
[the time period of expected inactivity requiring users to log out of |Automated mechanisms exist to log out users, both locally on the
A.03.01.01.0DP[05] Account Management  [the system is defined. Functional Intersects With Session Termination IAC-25 Inetwork and for remote sessions, at the end of the session or after 5
lan organization-defined period of inactivity.
(circumstances requiring users to log out of the system are defined. [Automated mechanisms exist to log out users, both locally on the
A.03.01.01.0DP[06] Account Management Functional | Intersects With |  Session Termination IAC25  |network and for remote sessions, at the end of the session or after 5
lan organization-defined period of inactivity.
system account types allowed are defined Mechanisms exist to proactively govern account management of
A.03.01.01.a(01] Account Management Functional | Intersects With | Account Management C-15  findividual, group, system, service, application, guest and temporary 5
laccounts.
jsystem account types allowed are defined [Mechanisms exist to review all system accounts and disable any
A.03.01.01.a[01] Account Management Functional | Intersects With | System Account Reviews |  IAC-15.7  [account that cannot be associated with a business process and 5
system account types prohibited are defined. IMechanisms exist to proactively govern account management of
A.03.01.01.a[02] Account Management Functional | Intersects With | Account Management IAC-15 [individual, group, system, service, application, guest and temporary| 5
laccounts
system account types prohibited are defined IMechanisms exist to review all system accounts and disable any
A.03.01.01.a(02] Account Management Functional | Intersects With | System Account Reviews |  IAC-15.7 [account that cannot be associated with a business process and 5
lowner.
oystem accounts are created In 2ccordance with organizational User Provisioning & De IMechanisms exist to utilize a formal user registration and de
olicy, procedures, prerequisites, and criteria. - X -
A.03.01.01.b{01] Account Management  [policy, p prereq Functional | Intersects With Provisioning IAC07 O ration process that governs the acsignment of access rights. 5
[system accounts are created in accordance with organizational [Mechanisms exist to review all system accounts and disable any
A.03.01.01.b{01] Account Management ~ [policy, procedures, prerequisites, and criteria Functional | Intersects With | System Account Reviews |  IAC-15.7  [account that cannot be associated with a business process and 5
lowner.
system accounts are enabled in accordance with organizational User Provisioning & De- IMechanisms exist to utilize a formal user registration and de-
olicy, procedures, prerequisites, and criteria. - x istrati
A.03.01.01.b[02] Account Management  Policy. P! prered Functional | Intersects With Provisioning IAC-07 " lregistration process that governs the assignment of access rights. s
jsystem accounts are enabled in accordance with organizational IMechanisms exist to review all system accounts and disable any
A.03.01.01.b{02] Account Management  [policy, procedures, prerequisites, and criteria Functional | Intersects With | System Account Reviews |  IAC-15.7  [account that cannot be associated with a business process and 5
lowner.
e B T e o Socaldance with organizational User Provisioning & De IMechanisms exist to utilize a formal user registration and de
olicy, procedures, prerequisites, and criteria. i - X -
A.03.01.01.b{03] Account Management  [policy, p prereq Functional | Intersects With provisioning IAC07 e ration process that governs the acsignment of access rights. 5
|system accounts are modified in accordance with organizational Mechanisms exist to review all system accounts and disable any
A.03.01.01.b[03] Account Management  |policy, procedures, prerequisites, and criteria Functional | Intersects With | System Account Reviews |  IAC-15.7 [account that cannot be associated with a business process and 5
lowner.
T e . oy dahice with organizational User Provisioning & De IMechanisms exist to utilize a formal user registration and de
olicy, procedures, prerequisites, and criteria. - X -
A.03.01.01.b{04] Account Management  [policy, p prereq Functional | Intersects With Provisioning AC07 e ration procass that governs the assignment of access rights. 5
system accounts are disabled in accordance with organizational IMechanisms exist to review all system accounts and disable any
A.03.01.01.b{04] Account Management  [policy, procedures, prerequisites, and criteria Functional | Intersects With | System Account Reviews |  IAC-15.7  [account that cannot be associated with a business process and 5
System accounts are removed in accerdance with organizational User Provisioning & De- IMechanisms exist to utilize a formal user registration and de
olicy, procedures, prerequisites, and criteria. - x -
A.03.01.01.b105] Account Management  Policy: P prerea Functional | Intersects With Provisioning IAC-07 " lregistration process that governs the assignment of access rights. K
[system accounts are removed in accordance with organizational IMechanisms exist to review all system accounts and disable any
A.03.01.01.b[05] Account Management  [policy, procedures, prerequisites, and criteria. Functional Intersects With | System Account Reviews IAC-15.7 faccount that cannot be associated with a business process and 5
lowner.
[authorized users of the system are specified IMechanisms exist to proactively govern account management of
A.03.01.01.c.01 Account Management Functional | Intersects With | Account Management IAC15  individual, group, system, service, application, guest and temporary| 5
laccounts.
[authorized users of the system are specified [Mechanisms exist to review all system accounts and disable any
A.03.01.01.c.01 Account Management Functional | Intersects With | System Account Reviews |  IAC-15.7  [account that cannot be associated with a business process and 5
lowner.
lgroup and role memberships are specified. [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to
A.03.01.01.c.02 Account Management Functional | Intersects With TRBAC) IAC08 |restrict access to individuals assigned specific roles with legitimate 5
bbusiness needs.
[access authorizations (i.e., privileges) for each account are [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
specified Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to
A.03.01.01.c.03 Account Management Functional | Intersects With (RBAC) IAC08restrict access to individuals assigned specific roles with legitimate 5
bbusiness needs.
[access to the system is authorized based on a valid access Authenticate, Authorize IMechanisms exist to strictly govern the use of Authenticate,
A.03.01.01.4.01 Account Management  [authorization. Functional | Intersects With o At (AR IAC-01.2  |Authorize and Audit (AAA) solutions, both on-premises and those 5
lhosted by an External Service Provider (ESP)
[access to the system is authorized based on intended system Authenticate, Authorize IMechanisms exist to strictly govern the use of Authenticate,
£.03.01.01.4.02 Account Management Functional | Intersects With o Audit (ARA) IAC-01.2  |Authorize and Audit (AAA) solutions, both on-premises and those 5
lhosted by an External Service Provider (ESP)
[the use of system accounts is monitored. IMechanisms exist to proactively govern account management of
A.03.01.0Le Account Management Functional | Intersects With | Account Management IAC15  lindividual, group, system, service, application, guest and temporary 5
laccounts
system accounts are disabled when the accounts have expired. [Mechanisms exist to proactively govern account management of
A.03.01.01.£.01 Account Management Functional | Intersects With | Account Management IAC15 lindividual, group, system, service, application, guest and temporary 5
laccounts.
[system accounts are disabled when the accounts have been [Mechanisms exist to proactively govern account management of
A.03.01.01.£.02 Account Management  |inactive for <A.03.01.01.0DP[01]): time period>. Functional Intersects With | Account Management IAC-15 individual, group, system, service, application, guest and temporary| 8 US DoD ODP Value: at most 90 days
laccounts.
System accounts are disabled when the accounts have been [Automated mechanisms exist to disable inactive accounts after an R
A.03.01.01.£.02 Account Management /2 £ 400 07 01 00P(01): time periods Functional | Intersects With | Disable Inactive Accounts | IAC-15.3 . riod 8 1US DoD ODP Value: at most 90 days
system accounts are disabled when the accounts are no longer IMechanisms exist to proactively govern account management of
A.03.01.01.£.03 Account Management  [associated with a user or individual. Functional Intersects With |  Account Management IAC-15 iindividual, group, system, service, application. guest and temporary| 5
laccounts.
System accounts are disabled when the accounts violate IMechanisms exist to proactively govern account management of
A.03.01.01.£.04 Account Management  [organizational policy. Functional Intersects With Account Management IAC-15 lindividual, group, system, service, application, guest and temporary 5
laccounts
lsystem accounts are disabled when significant risks associated with IMechanisms exist to proactively govern account management of
A.03.01.01.£.05 Account Management  [individuals are discovered. Functional Intersects With Account Management IAC-15 lindividual, group, system, service, application, guest and temporary 5
laccounts.
laccount managers and designated personnel or roles are notified [Mechanisms exist to proactively govern account management of
A.03.01.01.9.01 Account Management  |Within <A.03.01.01.0DP[02]: time period> when accounts are no Functional Intersects With | Account Management IAC-15 lindividual, group, system, service, application, guest and temporary| 8 |US DoD ODP Value: 24 hours
longer required laccounts.
CCount managers and designated personnel o roles are notified IMechanisms exist to proactively govern account management of
A.03.01.01.9.02 Account Management  [within <A.03.01.01.0DP[03]: time period> when users are Functional | Intersects With | Account Management IAC-15 [individual, group, system, service, application, guest and temporary| 8 |US DoD ODP Value: 24 hours
lterminated or transferred. laccounts.
[account managers and designated personnel or roles are notified
within <A.03.01.01.0DP[04]: time period> when system usage or [Mechanisms exist to proactively govern account management of
A.03.01.01.9.03 Account Management |the need-to-know changes for an individual Functional | Intersects With | Account Management AC-L5  indivicual, group system, service, application, guest and temporary 8 |US DoD ODP Value: 24 hours
laccounts.
users are requived to Tog GuE of the system fter 1US Dob ODP Values:
<A.03.01.01.0DP[05]: time period> of expected inactivity or when lAutomated mechanisms exist to log out users, both locally on the B e
A.03.01.0Lh Account lthe following cir occur: <A.03.01,01.00P[06: Functional | Intersects With |  Session Termination IAC-25  |network and for remote sessions, at the end of the session or after 8
wmmstancges> lan organization-defined period of inactivity. [06] - the work penod ends, for privileged users|
g . Jat @ minimum
03.01.02 Access Enforcement |Determine If Functional | No Relationship N/A NIA N/A 0 INo applicable SCF control
lapproved authorizations for logical access to CUI are enforced in N [Mechanisms exist to configure Technology Assets, Applications
A.03.01.02(01] Access Enforcement  |accordance with applicable access control policies. Functional Intersects With |Sensitive / Regulated Data CFG-08  [and/or Services (TAAS) to restrict access to sensitive/regulated 5
Access Enforcement ldata.
approved autharizafions for Togical access To system resources are [Mechanisms exist to utilize the concept of least privilege, allowing
lenforced in accordance with applicable access control policies . X lonly authorized access to processes necessary to accomplish
A.03.01.02(02] Access Enforcement Functional | Intersects With Least Privilege AC21 e tacks i accordance with organizational business 5
ffunctions.
Information Flow _[Determine If: -
03.01.03 ey Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
lapproved authorizations are enforced for controlling the flow of CUT [Mechanisms exist to develop, document and maintain secure
Information Flow  |Within the system. Secure Baseline Ibaseline configurations for Technology Assets, Applications and/or
A.03.01.03[01] Enforcement Functional Intersects With Configurations CFG-02 [Services (TAAS) that are consistent with industry-accepted system 5
lhardening standards.
Information Flow —approved authorizations are enforced for contraling the flaw of CUI Endpoint Device IMechanisms exist to facilitate the implementation of Endpoint
A.03.01.03(01] Enforcement within the syst Functional Subset Of (EDM) END-01  Ipeyice (EDM) controls. 10
lapproved authorizations are enforced for controlling the flow of CUI IMechanisms exist to implement and govern Access Control Lists
A.03.01.03[02] '"g;gf:g:g?w lbetween connected systems. Functional Intersects With Agf;isF?;fr’c‘,"Ts;"ﬁ'&;’ NET-04  [(ACLS) to provide data flow enforcement that explicitly restrict 5
Inetwork traffic to only what is authorized.
lapproved authorizations are enforced for controlling the flow of CUT Mechanisms exist to authorize connections from systems to other
lbetween connected systems. lsystems using Interconnection Security Agreements (ISAs), of
Information Flow Interconnection Security lsimilar methods, that document, for each interconnection:
A.03.01.03(02] Enforcement Functional Intersects With Agreements (ISAs) NET-05 |1 Interface characteristics; 5
(2) Security, compliance and resilience requirements; and;
(3) The nature of the information communicated.
03.01.04 Separation of Duties | oremine If Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
duties of individuals requiring separation are identified IMechanisms exist to implement and maintain Separation of Duties
A03.01.04a Separation of Duties Functional | Intersects With |Separation of Duties (S0D)|  HRS-L1 008 e o e ativity without callusion 5
[Determine If N
03.01.05 Least Privilege etermine Functional | No Relationship N/A N/A N/A 4 INo applicable SCF control
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[security functions for authorized access are defined

Secure Controls Framework (SCF)
Control Desci n

[Mechanisms exist to enforce Role-Based Access Control (RBAC) for

[Technology Assets, Applications, Services and/or Data (TAASD) to

Relal

. Role-Based Access Control
A.03.01.05.0DP[01] Least Privilege Functional | Intersects With fRoS IAC08 |rastrict access to idividuals ascigned specific roles with legitimate 5
business needs
Security-relevant information for authorized access is defined. Mechanisms exist to enforce Role-Based Access Control (RBAC) for
) Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to
A.03.01.05.0DP[02] Least Privilege Functional Intersects With (RBAC) 1AC-08 Irestrict access to individuals assigned specific roles with legitimate 5
business needs
[(he frequency at which to review the privileges assioned fo roles or Mechanisms exist to periodically-review the privileges assigned to
classes of users is define Periodic Review of Account] individuals and service accounts to validate the need for such
A.03.01.05.0DP[03] Least Privilege Functional | Intersects With ey ot LT o o e e v I o 5
necessary.
Syi;ﬁm acdceS? 'Orhusers (or Pracetsses actmlg :n behall:f users) is Mechanisms exist to utilize the concept of least privilege, allowing
authorized only when necessary to accomplish assigne lonly authorized access to processes necessary to accomplish
A03.01.05.a Least Privilege  [organizational tasks Functional | Intersects With Least Privilege XS TR A AR S Svaird sl T s 5
ffunctions.
laccess to <A.03.01.05.0DPIOL: security functions> is authorized. Mechanisms exist to enforce Role-Based Access Control (RBAC) for
[Technology Assets, Applications, Services and/or Data (TAASD) to lUS DoD ODP Value: at a minimum and if
restrict access to individuals assigned specific roles with legitimate oppcabl: estabsing system accounts and
business needs. i st wara
Role-Based Access Control ey ey
A.03.01.05.5[01] Least Privilege Functional | Intersects With e 1AC-08 8 e e
scanning parameters, establishing intrusion
detection parameters, and managing audit
information
[access to <A.03.01.05 ODP[01]: security functions> is authorized
US DoD ODP Value: at a minimum and if
spplicable; estblihing system accounts and
lassigning privileges, configurint
Access To Sensitive / Mechanisms exist to limit access to sensitive/regulated data to only b et o i SR o s
A.03.01.05.b{01] Least Privilege Functional Intersects With Regulated Data IAC-20.1 ;e individuals whose job requires such access. 8 lto be audited, establishing vulnerability
b e s (e S e e
detection parameters, and managing audit
information
laccess to <A.03.01.05 ODP[02]: security-relevant information> is Mechanisms exist to enforce Role-Based Access Control (RBAC) for
authorized [Technology Assets, Applications, Services and/or Data (TAASD) to US DoD ODP Value: at a minimum and if
restrict access to individuals assigned specific roles with legitimate applicable: threat and vulnerability
business needs information, filtering rules for routers or
A.03.01.05.b[02] Least Privilege Functional Intersects With R“'E'Base&’;;‘ce)“ Control 1AC-08 8 firewalls, configuration parameters for security
services, cryptographic key management
information, security architecture, access
lcontrol lists, and audit information
[access to <A.03.01.05.0DP[02]; security-relevant information is
lauthorized US DoD ODP Value: at a minimum and if
applicable: threat and vulnerability
information, filtering rules for routers or
A.03.01.05.6[02] Least Privilege Functional | Intersects With | ACGESS 10 Sensitive / 1AC20.1  [iechanisms exist to limit access 1o Sensiive/regulated data to only 8 [firewalls, configuration parameters for security
9 Job req lservices, cryptographic key management
information, security architecture, access
lcontrol lists, and audit information
(e prvieges sooigned o 1oles O Casses of users ore reviewed Mecharisms exist o periodicallyreview the privieges assigned to
<A.03.01. : frequency> to validate the need for suc Periodic Review of Account] individuals and service accounts to validate the nee .
A.03.01.05.c Least Privilege  [orivileges. Functional | Intersects With ey ot 1T o o e aracaons mriome ! 8 US DoD ODP Value: at least every 12 months
necessary.
privileges are reassigned or removed, as necessary. Mechanisms exist to periodically-review the privileges assigned to
Periodic Review of Account] individuals and service accounts to validate the need for such
A03.0105d Least Privilege Functional | Intersects With Privileges IACL7 Iorivileges and reassign or remove unnecessary privileges, as E
necessary.
03.01.06 Least Privilege - Privileged|Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Least Privilege - Priviegea |PE"0TNEI OF F1ES o WHCh privileged accounts on the system are to Management Approval For Mechanisms exist to restrict the assignment of privileged accounts
- be restricted are defined. 2 lto management-approved personnel and/or roles.
A.03.01.06.0DP[01] e Functional | Intersects with |Me0ement ApProvel 1AC-213 9 pproved p 5
Lemst Prviege - Priviegea|"/1E080 accounts on the system are restrcted to Management Apraval For Mechanisms exist to restrict the assignment of privileged accounts TS Y=,
ilege - Pri <A.03.01.06.0DPIOL]: personnel or roles> » lto management-approved personnel and/or roles.
A03.01.06.2 101]: pe Functional | Intersects with |M2fegement Approvel 1AC21.3 g pproved p i 8 e e .
lUsers (or roles) with privileged accounts are required o Use non-
Least Privilege - Privileged Privileged accounts when accessing non-security functions or non- Non-Privileged Access for Mechanisms exist to prohibit privileged users from using privileged
A03.01.06b security information. Functional | Intersects With | “No Security Functions | 'AC212 laccounts, while performing non-security functions. E
= Det T
03.01.07 e e Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Inon-privileged users are prevented from executing privileged
Least Privilege - Privileged functio Prohibit Non-Privileged Mechanisms exist to prevent non-privileged users from executing
A.03.01.07.a 9 9 Functional Intersects With |  Users from Executing IAC-215 |privileged functions to include disabling, circumventing or altering 5
Privileged Functions security /
Least Privilege - Privileged|the execution of privileged functions is logged. Privileged Functions - Mechanisms exist to log and review the actions of users andjor
A03.01.07. e o Functional | Intersects With oS MON-03.3 e O o A egen: 5
03.01.08 Ursrgsl g [PEERATT Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[he number of consecutive invalid logon aftempts by a user allowed Mechanisms exist to enforce a limit for consecutive invalid login
Unsuccessful Logon  |during a time period is define lattempts by a user during an organization-defined time period and
A.03.01.08.0DP[01] jrovii Functional | Intersects With Account Lockout AC22 e e e o e e oo 5
unsuccessful attempts is exceeded.
fthe fime period to which the number of consecutive invalid logon Mechanisms exist to enforce a limit for consecutive invalid login
Unsuccessful Logon  [attempts by a user is limited is define lattempts by a user during an organization-defined time period and
A.03.01.08.0DP[02] oots Functional | Intersects With Account Lockout AC22 e o e o 5
unsuccessful attempts is exceeded.
lone or more of the following PARAMETER VALUES are selected: {the
laccount or node is locked automatically for <A.03.01.08.0DP[04]:
ltime period>; the account or node is locked automatically until Mechanisms exist to enforce a limit for consecutive invalid login
UnsuccessfulLogon - eessed by an gdminsratar; the next logon prompt s delayed ; y lattempts by a user during an organization-defined time period and lUS DoD ODP Value: at least 15- minute time
A.03.01.08.0DP[03] is notified . Functional | Intersects With Account Lockout IAC22 | itomatically locks the account when the maximum number of 8 lperiod
Sihor acton i tocen actomaticalyy: Unsuccessful attempts is exceeded.
”"T f‘{”;)Pef'm for an account or node to be locked is defined (if [Mechanisms exist to enforce a limit for consecutive invalid login
Unsuccessful Logon  [selecte |attempts by a user during an organization-defined time period and
A.03.01.08.0DP[04] Functional | Intersects With Account Lockout RG22 [ O e e et e e P oarar 5
unsuccessful attempts is exceeded.
o I of <A.03.01.06.0PLUIL. ubers consecutive nvald logon Mechanisms exist to enforce a limit for consecutive invalid login e
Unsuccessful Logon  [attempts by a user during <A.03. : time period> is ’ g lattempts by a user during an organization-defined time period and
A03.01.08.2 enforce: Functional | Intersects With Account Lockout [ I G A KR A L 8 ol stmos e @)
lunsuccessful attempts is exceeded. P
T oo S e P e Ve e 02520 oVt et e o
P Mechanisms exist to enforce a limit for consecutive invalid login - lock the account or node for an at least 15-
Unsuccessful Logon lattempts by a user during an organization-defined time period and Iminute time period;
A.03.01.08.b Functional | Intersects With Account Lackout IAC22 | jtomatically locks the account when the maximum number of 8 - lock the account or node until released by an
unsuccessful attempts is exceeded. ladministrator and notify a system
ladministrator
o |Petermine I -
03.01.09 System Use Notification |>S'"™IN® Functional | No Relationship NA NiA NA ) INo applicable SCF control
o System use nafification message ith privacy and securty nofices Mechanisms exist to utilize system use notification / logon banners
consistent with applicable CUI rules is displayed before granting System Use Notification [that display an approved system use notification message or
A.03.01.09 System Use Notification laccess to the system Functional | Intersects With (Logon Banner) SEA8 lbanner before granting access to Technology Assets, Applications K
Jandor Services (TAAS)
@ system use notification message with privacy and security notices
) consistent with applicable CUI rules is displayed before granting | standardized Microsoft Mechanisms exist to configure Microsoft Windows-based systems to
A03.01.09 System Use Notification sccess to the systm Functional | Intersects With e icros SEA18.1 [display an approved logon banner before granting access o the 5
lsystem.
& System use nofifcation message Wit privacy and securiy nofices Mechanisms exist to utilize a truncated system use notification /
lconsistent with applicable CUI rules is displayed before granting logon banner on systems not capable of displaying a logon banner
A03.01.09 System Use Notification accass to the system Functional | Intersects With |  Truncated Banner SEA182 from 4 centralized directory services technology (e.g., Active 5
Directory, Entra ID, etc.).
03.01.10 Device Lock Betemnioelt Functional | No Relationship N/A N/A N/A 4 INo applicable SCF control
lone or more of the following PARAMETER VALUES are selected: {a
device lock is initiated after <A.03.01.10.0DP[02]: time period> of Mechanisms exist to initiate a session lock after an organization-
inactivity; the user is required to initiate a device lock before leaving| g ldefined time period of inactivity, or upon receiving a request from a US DoD ODP Value: at most 15- minute time
A.03.01.20.0DP(01] Device Lock lthe system unattended). Functional | Intersects With Session Lock IAC-28luser and retain the session lock until the user reestablishes access 8 lperiod
using and methods.
fthe time period of inactivity after which a device lock Is intiated s
defined (f selected). Mechanisms exist to initiate a session lock after an organization-
ldefined time period of inactivity, or upon receiving a request from a
A.03.01.10.0DP[02] Device Lock Functional | Intersects With Session Lock 1ac-24  [defined time period of inactivity, or upon recelving a request from : 5
using
laccess to the system s prevented by <A.03.01.10.0DPOL]
SELECTED PARAMETER VALUES>. Mechanisms exist to initiate a session lock after an organization- US DoD ODP Value: initiating a device lock
) y ldefined time period of inactivity, or upon receiving a request from a after “at most 15 minutes” of inactivity and
A.03.01.10a Device Lock Functional | Intersects With Session Lock IAC24 | Ser and retain the session lock untlthe user eestablihes access 8 Irequiring the user to initiate a device lock
using before leaving the system unattended
[the device lock is retained until the user reestablishes access using
identification and Mechanisms exist to initiate a session lock after an organization-
] ) y ldefined time period of inactivity, or upon receiving a request from a
A03.01.10b Device Lock Functional | Intersects With Session Lock Iac-24 [ e P o O o TecelVIng @ fequest from 5
using established identification and authentication methods.
information previously visible on the display 1s Concealed via device IMechanisms exist to implement pattern-hiding displays to conceal
A.03.01.10.c Device Lock llock with a publicly viewable image. Functional Intersects With | Pattern-Hiding Displays IAC-24.1  information previously visible on the display during the session 5
lock.
03.01.11 Session Termination (e ermine If Functional | No Relationship. N/A N/A N/A 0 INo applicable SCF control
conditions or trigger events that require session disconnect are [Automated mechanisms exist to log out users, both locally on the
A.03.01.11.0DP[01] Session Termination ~ [defined. Functional Intersects With Session Termination IAC-25 Inetwork and for remote sessions, at the end of the session or after 5

lan organization-defined period of inactivity.

Secure Controls Framework (SCF)

20f59




Set Theory Relationship Mapping (STRM)

FDE Name

Document Element (FDE) Descri

NIST SP 800-171A R3

SCF Control

Version 2026.1_x000a_03/2

Notes

7/2026

[a user session is terminated automatically after
<A.03.01.11.0DP[01]: conditions or trigger events>

Secure Controls Framework (SCF)
Control Desci n

lAutomated mechanisms exist to log out users, both locally on the

Strength of
Relationshi

|US DoD ODP Value: a specified duration
(maximum of 24 hours) of inactivity,
Imisbehavior (end the session due to an

A.03.01.11 Session Termination Functional | Intersects With | Session Termination 1AC-25 Zﬁtg‘;'akn.i"adufﬁiéiﬁ‘n"éﬁ sessions, ‘a;atch[‘evﬁ;d of the session or after 8 o o e, A e
- (terminate sessions to prevent issues with an
lupgrade or service outage)
03.01.12 Remote Access  |Perermine I Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[types of allowable remote system access are defined 3 [Mechanisms exist to define, control and review organization-
A.03.01.12.a[01] Remote Access Functional | Intersects With Remote Access NET-1a e eecure romote atcass methods, 5
lusage restrictions are established for each type of allowable remote ; - Mechanisms exist to define, control and review organization-
A.03.01.12.a(02] Remote Access  [ooe0r TR T Functional | Intersects With Remote Access NET-14 e, secure remote access methods 5
are Tor each type of . [Mechanisms exist to define, control and review organization-
A.03.01.12.a(03] Remote Access  |Jli0LabIE Tamote syatem access, Functional | Intersects With Remote Access NET-14 e secure remote access methods. 5
[connection requirements are established for each type of allowable [Mechanisms exist to define, control and review organization-
A.03.01.12.2(04] Remote Access  |femote syster access Functional | Intersects With Remote Access NET-14 e smcure remote access methods. 5
leach type of remote system access is authorized prior to Mechanisms exist o define, Control and review organization-
A03.01.12.b Remote Access it susriths Functional | Intersects With Remote Access 14 e mcure remote ccess method 5
[remote access to the system is routed through authorized access [Mechanisms exist to define, control and review organization-
A.03.01.12.c[01] Remote Access  |(oniior oot Functional | Intersects With Remote Access 10 e remote sccoss methods. 5
[remote access to the system is routed through managed access IMechanisms exist to define, control and review organization-
A.03.01.12.c[02] Remote Access  |(onioct S0 Functional | Intersects With Remote Access NET-14 e remote sccoss methods. 5
Ao3.0L12.01] Remote Access _[FeMote execution of privileged commands is authorized unctional | intersects with Remote Access NET-14 [Mechanisms exist o Gefine, contrl and review organizaton- S
lapproved, secure remote access methot
[remote execution of privileged commands is authorized Remote Privileged IMechanisms exist to restrict the execution of privileged commands
A.03.01.12.d[1] Remote Access Functional | Intersects With | Commands & Sensitive | ~ NET-14.4  [and access to security-relevant information via remote access only 5
Data Access lfor compelling operational needs
remote access to security-relevant information is authorized. Mechanisms exist to define, control and review organization-
A.03.01.12.d[2] Remote Access Functional | Intersects With Remote Access 14 e remote sccoss methods. 5
remote access to security-relevant information is authorized. Remote Privileged IMechanisms exist to restrict the execution of privileged commands
A.03.01.12.d[2] Remote Access Functional | Intersects With | Commands & Sensitive |  NET-14.4  [and access to security-relevant information via remote access only 5
Data Access ffor compelling operational needs.
03.01.13 Withdrawn G Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
03.01.14 Withdrawn A Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
03.01.15 Withdrawn A Functional | No Relationship N/A NIA N/A 0 INo applicable SCF control
03.01.16 Wireless Access  |Petermine If: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
703.01.16.2001] Wireless Access _|£Ch type of wireless access to the system is defined. Functional | Intersects With Suest Networks NETg22  Mlechanisms exist ta mplement and marage 3 secure guest S
A03.01.16.2101] Wireloss Access _|F3Ch tYPe of wireless access to the system is defined. Functional | Intersects With | Wireless Networking NET1S Mechamsms SXEt o contyl autorized wieless usage and moriear S
trict tablished for each type of wirel
A03.01.16.2102] Wicless Access /209 EStTClons ar estabIshed or each ype of Wireless acess Functional | intersects With Guest Networks NET02.2 r;:;;:;sms exist to implement and manage a secure guest S
us2ge Tescions are estabahed fo each [ype o Wireless access - ; - [Mechanisms exist to control authorized wireless usage and monitor
A.03.01.16.a[02] Wireless Access |t pe Functional | Intersects With | Wireless Networking NET-15 O o e erom orcont 5
conﬁguratmn Tequirements are established for each type of wireless [Mechanisms exist to develop, document and maintain secure
laccess to the system. Secure Baseline bbaseline configurations for Technology Assets, Applications and/or
A.03.01.16.2(03] Wireless Access Functional | Intersects With Configurations CFG-02  |Services (TAAS) that are consistent with industry-accepted system 5
hardening standards.
703.01.16.2004] Wieless Access |Lomecuon reurements re established for each type of wireless Functional | intersects with Guest Networke NET02.2 [Mecharlsms existto implement and manage 3 secure guest S
lconnection requirements are estabiished for each type of wireless Mechanisms exist to contrl authorized wireless usage and monitor
A.03.01.16.(04] Wireless Access  |30Cacs to the eystem Functional | Intersects With | Wireless Networking NET-15 o ontro 5
leach type of wireless access to the system is authorized prior to uthenticate, Authorize IMechanisms exist to strictly govern the use of Authenticate,
A.03.01.16.b Wireless Access lestablishing such connections. Functional Intersects With and Audit (AAA) IAC-01.2 |Authorize and Audit (AAA) solutions, both on-premises and those 5
lhosted by an External Service Provider (ESP)
0301160 Wireless Access _[C2Ch LUPE OF Wiress access to the system is authorized prio to Functional | intersects with Guest Networke NET.02.2 |Mechanisms exist to implement and manage a secure guest S
uch connections Inetwork.
wireless nelworkmg Capabilities not intended for use are disabled [Mechanisms exist to develop, document and maintain secure
lorior to issuance and deployment. Secure Baseline bbaseline configurations for Technology Assets, Applications and/or
A.03.0116.c Wireless Access Functional | Intersects With Configurations CFG-02  |Services (TAAS) that are consistent with industry-accepted system 5
hardening standards.
wireless access to the system is protected using authentication. Mechanisms exist to secure Wi-Fi (e.., IEEE 802.11) and prevent
A03.0116.401 Wireless A . L with Authentication & NETasy | Mmauthorized access by:
03.01.16.d[01] ireless Access unctional Intersects Witl Eeryodion “15.1 (1) Authenticating devices trying to connect; and 5
(2) Encrypting transmitted dat
Wireless access to the system is protected using encryption Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
A03.01.16.0(02 ’ ' o Authentication & lunauthorized access by:
.03.01.16.[02] Wireless Access Functional | Intersects Wit Encryption NET-15.1  |(1) Authenticating devices trying to connect; and 5
(2) Encrypting transmitted data.
03.01.17 Withdrawn GIA Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
03.01.18 beE=s c[‘;::’i‘;‘e;"’ (R [Pl Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Access Control for Mobile |S29° "estrictions are established for mobile devices. Centralized Management IMechanisms exist to implement and govern Mobile Device
A.03.01.18.a(01) Devices Functional Subset Of Of Mobile Devices MPM-01lyanagement (MDM) controls. 10
configuration requirements are established for mobile devices. [Mechanisms exist to develop, document and maintain secure
Access Control for Mobile Secure Baseline bbaseline configurations for Technology Assets, Applications and/or
A.03.01.18.a(02] Devices Functional Intersects With Configurations CFG-02 Services (TAAS) that are consistent with industry-accepted system 5
hardening standards.
Access Control for Mobile |COMection requirements are established for mobile devices. [Mechanisms exist to monitor and control communications at the
A.03.01.18.2(03] ROl Functional | Intersects With | Boundary Protection NET-03 |external network boundary and at key internal boundaries within 5
lthe network.
[the connection of mobile devices to the system is authorized. IMechanisms exist to enforce access control requirements for the
A03.01.18.b Access Control for Mobile Functional | Intersects With | Access Control For Mobile | 510 5 connection of mobile devices to organizational Technology Assets, 5
Devices Devices |Applications and/or Services (TAAS).
full-device or container-based encryption is implemented to protect [Cryptographic mechanisms exist to protect the confidentiality and
A03.01.18.c Access Control for Mobile \the confidentiality of CUI on mobile devices. Functional | Intersects with | Full Device & Container- |y 03 lintegrity of information on mobile devices through full-device or s
Devices Based Encryption
|container encryption.
03.01.19 Withdrawn R Functional | No Relationship. N/A NIA N/A 0 INo applicable SCF control
03.01.20 Use of External Systems [Petermine If Functional | No Relationship N/A N/A N/A [ INo applicable SCF control
[security requirements to be satisfied on external systems prior to Use of External [Mechanisms exist to govern how external parties, includin:
A.03.01.20.0DP[01] Use of External Systems [allowing the use of or access to those systems by authorized Functional Intersects With ;E”I‘""‘WV Assﬂetﬁr DCH-13  [Technology Assets, Applications and/or Services (TAAS), are used to 5
individuals are defined. pplications and/or [securely store, process and transmit data.
lthe use of external systems is prohibited unless the systems are S erna [Mechanisms exist to govern how external parties, includin
£.03.01.20.a Use of External Systems [specifically authorized. Functional Intersects With XECTHOLQ’G‘/ ﬂssdelsv DCH-13  [Technology Assets, Applications and/or Services (TAAS), are used to 5
ppl :K? ;on[sran ifor securely store, process and transmit data.
[the following security requirements to be satisfied on external [Mechanisms exist to govern how external parties, includin
systems prior to allowing the use of or access to those systems by [Technology Assets, Applications and/or Services (TAAS), are used to
lauthorized individuals are established: <A.03.01.20.0DP(01): lsecurely store, process and transmit data.
jsecurity requirements>. US DoD ODP Value: Guidance: Organizations
lestablish specific terms and conditions for the
luse of external systems in accordance with
lorganizational security policies and
lprocedures. At a minimum, terms and
conditions address the specifc types of
lapplications that can be accessed
Use of External st A s s s
Technology Assets, land the highest security categos
A03.01.20.b Use of External Systems Functional | Intersects With | 1SCacio0y Asscis, DCH-13 5 e Tormation that cor be pracasean. ctored, or
Services (TAAS) transmitted on external systems. If the terms
Jan: with the owners of the external
Isystems cannot be established, organizations
impose restrictions on organizational
lpersonnel using those external systems. If
lapplicable, use NIST SP 800-47 as a guide for
lestablishing information exchanges between
lorganizations.
lauthorized individuals are permitted to use external systems to [Mechanisms exist to govern how external parties, includin
laccess the organizational system or to process, store, or transmit Jse of External [Technology Assets, Applications and/or Services (TAAS), are used to
A03.01.20..01 Use of External Systems |CUI only after verifying that the security requirements on the Functional | Intersects With echnology Assets, DCH.13  [securely store, process and transmit data. 5
¥: lexternal systems as specified in the organization’s system security Applications and/or
lplans have been satisfied. Services (TAAS)
authorized individuals are permitted to use external systems to Mechanisms exist to govern how external parties, including
laccess the organizational system or to process, store, or transmit e of External [Technology Assets, Applications and/or Services (TAAS), are used to
A.03.01.20.¢.02 Use of External Systems |CUI only after retaining approved system connection or processing | punctional | Intersects With echnology Assets, DCH.13  [securely store, process and transmit data. s
¥ lagreements with the organizational entity hosting the external Applications and/or
systems. Services (TAAS)
[the use of organization-controlled portable storage devices by Mechanisms exist to restrict or prohibit the use of portable storage
A.03.01.20.d Use of External Systems [0t o 0 0 aualk on external systems is restricted Functional | Intersects With | Portable Storage Devices | DCH-13.2  [yocaanime SXst 1o TSl el of BORo 5
03.01.21 Withdrawn A Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
03.01.22 Publicly Accessible Content|>ete"Mine If Functional | No Relationship N/A NIA N/A [ INo applicable SCF control
lauthorized individuals are trained to ensure that publicly accessible N .
A03.01.22a lPublicly Accessible Contentl o 2o 1o A Lo Functional | Intersects With [Publicly Accessible Content| ~ DCH-15  |Mechanisms exist to control publicly-accessible content. 5
A.03.01.22.b[01] lPublicly Accessible Content|"® COntent on publicly accessible systems is reviewed for CUI Functional Intersects With [Publicly Accessible Content| ~ DCH-15  [Mechanisms exist to control publicly-accessible content. 5
A.03.01.22.b[02] lPublicly Accessible Content|CU! 1S Femoved from publicly accessible systems, if discovered Functional Intersects With [Publicly Accessible Content| ~ DCH-15  [Mechanisms exist to control publicly-accessible content. 5
£03.0122.002] _[publicly Accessible ContentCU! 15 Femoved from publicly accessible systems, if discovered Functonal | Intersects witn | SN REQUBted Datal g 15 Mechanisms exist to respond to sensitive/regulated data Spills S
[Determine If: N
03.02.01 iy Wa';‘snsg andig DS Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
the frequency at which to provide security literacy training to Security, Compliance & [Mechanisms exist to facilitate the implementation of security
A.03.02.01.0DP[01] Literacy Training and. lsystem users after initial training is define Functional Subset Of Resilience-Minded SAT-01  [workforce development and awareness controls. 10
Workforce
Lreracy T . [events that require security iteracy training for system users are Security, Compliance & [Mechanisms exist to facilitate the implementation of security
A.03.02.01.0DP[02] e aramaee) 2. (defined Functional Subset Of Resilience-Minded SAT-01  |workforce development and awareness controls. 10

Workforce
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Literacy Training and

[the frequency at which to update security literacy training content is|

Security, Compliance &

Control Desci
[Mechanisms estt to provide all employees and contractors

Relal

A.03.02.01.0DP[03] o~ defined Functional | Intersects With | Resilience Awareness SAT-02 urity, nd resilience awareness 5
wareness Training leducation and lravmng that is relevant for their job function.
eracy Tran . [events that require security iteracy training content updates are Security, Compliance & Mechanisms exist to provide all employees and contractors
A.03.02.01.0DP(04] e e and. \defined. Functional | Intersects With | Resilience Awareness SAT-02  [appropriate security, compliance and resilience awareness 5
raining leducation and training that is relevant for their job function.
ireracy Trai 4 [securiy literacy training is provided to system users as part of initial Security, Compliance & [Mechanisms exist to facilitate the implementation of security
A.03.02.01.2.01{01] e o) and training for new users. Functional Subset Of Resilience-Minded SAT-01  |workforce development and awareness controls. 10
P o [securly Titeracy fraining i provided to system users Security, Compliance & Mechanisms exist to faciiitate the implementation of security
A.03.02,01:2.01{02] iteracy Training and | 03.02.01.0DP(01]: frequency> after initial training. Functional Subset OF Resilience-Minded SAT-01  |workforce development and awareness controls. 10 lUS DoD ODP Value: at least every 12 months
Workforce
securly leracy training i provided (0 systemn users wihen requied IMechanisms exist to provide role-based security, compliance and
Literacy Training and [y system changes or following <A.03.02. : events> ) resilience awareness training that is current and relevant to the lUS DoD ODP Value: significant, novel incidents,
A03.02.01.2.02 Functional | Intersects With | Cyber Threat Environment|  SAT-03.6 ey per threats that users might encounter in day-to-day business 8 lor significant changes to risks
loperations
Literacy Training and  [regency hreracy training 1s provided to system users on recognizing IMechanisms exist to utilize security awareness training on
indicators of insider threat ¥
7.03.02.01.2.03(01] indicators of insider threat Functional | Intersects With | Insider Threat Awareness | THR-05  [MeChanioms st o biliae Security maraness o g o et 5
Literacy Training and  |regeatre or ety Provided to system users on reporting IMechanisms exist to utilize security awareness training on
ndicators of insider threat. ¥
A.03.02.01.2.03[02] arenas indi insi Functional | Intersects With | Insider Threat Awareness | THR-05  MIeChaas st o B 8e S0cu oy e e hreat. 5
Security Iiteracy training is provided to system Users on recognizing Security, Compliance & Mechanisms exist to provide all employees and contractors
A.03.02.01.2.03[03] Literacy Training and indicators of social engineering Functional | Intersects With | Resilience Awareness SAT-02  [appropriate security, compliance and resilience awareness 5
warenes: Training leducation and training that is relevant for their job function.
[Security Iiteracy training is provided to system users on reporting Security, Compliance & [Mechanisms exist to provide all employees and contractors
A.03.02.01.2.03[04] Literacy Training and inaicators of social engineering Functional | Intersects With | ~Resilience Awareness SAT-02  [appropriate security, compliance and resilience awareness 5
wart Training leducation and training that is relevant for their job function.
reracy T . [securly literacy fraining is provided to system users on recognizing Security, Compliance & Mechanisms exist to provide all employees and contractors
£.03.02.01.2.03[05] e mramoee &M lindicators of social mining Functional Intersects With | Resilience Awareness SAT-02  [appropriate security, compliance and resilience awareness 5
wareness Training leducation and training that is relevant for their job function.
eracy Trai . [securly literacy fraining s provided to system users on reporting Security, Compliance & Mechanisms exist to provide all employees and contractors
A.03.02.01.2.03[06] e aremeee &MY lindicators of social mining Functional | Intersects With | Resilience Awareness SAT-02  [appropriate security, compliance and resilience awareness 5
Waraness Training leducation and training that is relevant for their job function.
pecrty Tte fiteracy training content i updated <A.03.02.01.00P[03] IMechanisms exist to provide role-based security, compliance and
Literacy Training and ~ [freque resilience awareness training that is current and relevant to the .
A.03.02.01.b{01] s Functional | Intersects With | Cyber Threat Environment|  SAT-03.6 (=2 [RCE Seteness ol B o e e ey business 8 US DoD ODP Value: at least every 12 months
loperations.
self-aglywlltglvaéé;{g:\mg cunlent is updated following [Mechanisms exist to provide role-based security, compliance and
Literacy Training and ~ [< resilience awareness training that is current and relevant to the lUS DoD ODP Value: significant, novel incidents,
A.03.02.01.b02] ‘Awareness Functional Intersects With | Cyber Threat Environment | SAT-03.6 | por threats that users might encounter in day-to-day business 8 lor significant changes to risks
loperations.
03.02.02 Role-Based Training | >etermine I Functional | No Relationship N/A N/A N/A [ INo applicable SCF control
[the frequency at which to provide role-based security training to IMechanisms exist to provide role-based security, compliance and
lassigned personnel after initial training is define e s tratie
Role-Based Security,
A.03.02.02.00P[01] Role-Based Training Functional | Intersects With | Compliance & Resilience saT-03 (1) Before authorizing access to the system or performing assigned 5
raining (2) When required by system changes; and
(3) Annually thereafter.
jevents that require role-based security training are defined IMechanisms exist to provide role-based security, compliance and
resilience-related training:
Role-Based Security,
A.03.02.02.0DP[02] Role-Based Training Functional Intersects With | Compliance & Resilience SAT-03 zlu'laezi‘”e authorizing access to the system or performing assigned 5
raining (2) When required by system changes; and
(3) Annually thereafter.
the frequency at which to update role-based security training IMechanisms exist to provide role-based security, compliance and
h Role-Based Security, resilience-related trainin:
A.03.02.02.0DP[03] Role-Based Training Functional | Intersects With | Compliance & Resilience sar03 |G Féme authorizing access to the system or performing assigned 5
Training (2) When required by system changes; and
(3) Annually thereafter.
events Tt require ole-based securty Halning content Updates ore Mechanisms exist to provide role-based security, compliance and
lefined. Role-Based Security, resilience-related training:
A.03.02.02.0DP[04] Role-Based Training Functional Intersects With | Compliance & Resilience SAT-03 zt’l‘aeif"’e authorizing access to the system or performing assigned 5
Training (2) When required by system changes; and
(3) Annually thereafter.
role-based security training is provided to organizational personnel Mechanisms exist to provide role-based security, compliance and
lbefore authorizing access to the system or Cl e e e staet b
Role-Based Security,
£.03.02.02.2.01{01] Role-Based Training Functional Intersects With | Compliance & Resilience SAT-03 éﬂliif”e authorizing access to the system or performing assigned 5
Training (2) When required by system changes; and
(3) Annually thereafter.
role-based security training is provided to organizational personnel Mechanisms exist to provide role-based security, compliance and
before performing assigned duties | e
Role-Based Security, e e oY s to the syst " "
£.03.02.02.2.01(02] Role-Based Training Functional Intersects With | Compliance & Resilience SAT-03 dwei ore authorizing access to the system or performing assigne: 5
Training (2) When required by system changes; and
(3) Annually thereafter.
role-based security training is provided to organizational personnel .
1<A.03.02.02.0DP(01]: frequency> after initial training. Mechanisms exist to provide role-based security, compliance and
Role-Based Security,
£.03.02.02.2.01{03] Role-Based Training Functional Intersects With | Compliance & Resilience sato3 |1 Before authorizing access to the system or performing assigned 8 lUS DoD ODP Value: at least every 12 months
raining (2) When required by system changes; and
(3) Annually thereafter.
ole-based security training s provided to organizational personnel Mechanisms exist to provide role-based security, compliance and
when required by system changes or following e relatod tain
<A.03.02.02.0DP[02]: events> Role-Based Security, et 3 .
! . ! y efore authorizing access to the system or performing assigned 1US DoD ODP Value: significant, novel incidents,
£A.03.02.02.2.02 Role-Based Training Functional | Intersects With | Compliance & Resilience sat-03 |(h B! 8 or significant changes to rike
9 (2) When required by system changes; and
(3) Annually thereafter.
role-based security training content is updated .
N 303 b5 ODPIOST, houentya, N ?liﬁTSn"éiTiwSfe‘i'é"aa‘?ﬂ%‘“ role-based security, compliance and
ole-Based Security, 3
A.03.02.02.b[01] Role-Based Training Functional Intersects With | Compliance & Resilience SAT-03 zt’[‘izf‘”e authorizing access to the system or performing assigned 8 lUS DoD ODP Value: at least every 12 months
Training (2) When required by system changes; and
(3) Annually thereafter.
Folebased secuy rining content s updated following Mechaniss it o provide o basea securty,camplance and
: g resilience-related trainin
Role-Based Security.
g g y (1) Before authorizing access to the system or performing assigned 1US DoD ODP Value: significant, novel incidents,
A.03.02.02.6(02] Role-Based Training Functional | Intersects With | Compliance & Resilience sat-03 (1 5 8 o oot chama e
9 (2) When required by system changes; and
(3) Annually thereafter.
03.02.03 Withdrawn A Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
03.03.01 Event Logging el Functional | No Relationship N/A NIA N/A 0 INo applicable SCF control
levent types selected for logging within the system are defined IMechanisms exist to configure Technology Assets, Applications.
land/or Services (TAAS) to produce event logs that contain sufficient
information to, at a minimum
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
A.03.03.01.0DP[01] Event Logging Functional Intersects With | Content of Event Logs MON-03 3) Where the event occurred; 5
4) The source of the event;
5) The outcome (success or failure) of the event; an
2) The dentiy of any usen/aubjocs sotociated with the event.
[the frequency of event types selected for 10gging are reviewed and Mechanisms exist to review event I0gs on an ongoing basis and
A.03.03.01.0DP[02] Event Logging lupdated. Functional Intersects With | Security Event Monitoring |~ MON-01.8 escala;e incidents in accordance with established timelines and 5
lprocedures.
the following event types are specified for logging within the Mechanisms exist to configure Technology Assets, Applications O thantication events:
system: <A.03.03.01.0DP(O1]: event types>. andior Services (TAAS) to produce event logs that contain sufficient (s Logons (SucceeFaure)
1) Establish what type of event d; (Gl ogot=liSud
) Establish what type of event occurred; I(2) Security Relevant File and Objects events:
2) When (date and time) the event occurred;
3) Where th d: (a) Create (Success/Failure)
3) Yihere the event occurred; (b) Access (Success/Failure)
) The source of the event; (c) Delete (Success/Failure)
5) The outcome (success or failure) of the event; and (&) Modify (SuccessFailure)
6) The identity of any user/subject associated with the event. v
(e) Permission Modification (Success/Failure)
(f) Ownership Modification (Success/Failure)
(3) Export/Writes/downloads to devices/digital
Imedia (e.q., CD/DVD, USB, SD)
(Success/Failure)
(4) Import/Uploads from devices/digital media
(e.q., CD/DVD, USB, SD) (Success/Failure)
(5) User and Group Management events:
X (a) User add, delete, modify, disable, lock
A.03.03.0La Event Logging Functional | Intersects With | Content of Event Logs MON-03 8 |G
{b) GroupiRole 3dd, delete, modify
(Success/Fai
t]lUsa o Frivlaged/specal Rights events
(a) Security or audit policy changes
(Success/Failure)
(b) Configuration changes (Success/Failure)
|(7) Admin or root-level access (Success/Failure)
(8) Privilege/Role escalation (Success/Failure)
(9) Audit and security relevant log data
laccesses (Success/Failure
10) System reboot, restart, and shutdown
(Success/Failure)
11) Print to a device (Success/Failure)
12) Print to a file (e.g., pdf format)
13) Application (e.g., Adobe, Firefox, MS Office
lthe event types selected for logging are reviewed Mechanisms exist to review event logs on an ongoing basis and lUS DoD ODP Value: at least every 12 months
A.03.03.01.b[01] Event Logging <A.03.03.01.0DP[02]: frequency>. Functional Intersects With | Security Event Monitoring | MON-01.8  |escalate incidents in accordance with established timelines and 8 land after any significant incidents or significant

lprocedures

[changes to risks.
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|US DoD ODP Value: at least every 12 months

and Report Generation

|capability to aid in detecting and assessing anomalous activities

A.03.03.01.b[02] Event Logging Functional Intersects With |  Content of Event Logs MON-03  ((3) Where the event occurred; 8 land after any significant incidents or significant
4) The source of the event; Fiiers o e
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
03.03.02 Audit Record Content |Petermine Functional | No Relationship N/A N/A N/A [ INo applicable SCF control
[audit records contain information that establishes what type of [Mechanisms exist to generate, monitor, correlate and respond to
levent occurred. lalerts from physical, cybersecurity, data protection and supply
A.03.03.02.2.01 Audit Record Content Functional Intersects With | System Generated Alerts |  MON-01.4 |chain activities to achieve integrated situational awareness. 5
laudit records contain information that establishes when the event IMechanisms exist to configure Technology Assets, Applications
occurred. land/or Services (TAAS) to produce event logs that contain sufficient
information to, at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
A.03.03.02.2.02 Audit Record Content Functional Intersects With | Content of Event Logs MON-03  ((3) Where the event occurred; 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
[audit records contain information that establishes where the event [Mechanisms exist to configure Technology Assets, Applications
loccurred. [and/or Services (TAAS) to produce event logs that contain sufficient
linformation to, at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
£A.03.03.02.2.03 Audit Record Content Functional Intersects With | Content of Event Logs MON-03  ((3) Where the event occurred; 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
[audit records contain information that establishes the source of the [Mechanisms exist to configure Technology Assets, Applications
levent. land/or Services (TAAS) to produce event logs that contain sufficient
, at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
A.03.03.02.2.04 Audit Record Content. Functional Intersects With | Content of Event Logs. MON-03 3) Where the event occurred; 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
/audit records contain information that establishes the outcome of Mechanisms exist to configure Technology Assets, Appiications
[the event. fand/or Services (TAAS) to produce event logs that contain sufficient
linformation to, at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
£.03.03.02.2.05 Audit Record Content. Functional Intersects With | Content of Event Logs MON-03 3) Where the event occurred; 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
laudit records contain information that establishes the identity of the IMechanisms exist to configure Technology Assets, Applications
individuals, subjects, objects, or entities associated with the event. land/or Services (TAAS) to produce event logs that contain sufficient
information to, at a minimum!
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
£.03.03.02.3.06 Audit Record Content Functional Intersects With |  Content of Event Logs MON-03  ((3) Where the event occurred; 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
[additional information for audit records is provided, as needed. [Mechanisms exist to configure Technology Assets, Applications
land/or Services (TAAS) to produce event logs that contain sufficient
linformation to, at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
A.03.03.02.b Audit Record Content Functional Intersects With |  Content of Event Logs MON-03  ((3) Where the event occurred; 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
dditi | inf tion f dit ds ided, ded
additional information for audit records Is provided, as neede IMechanisms exist to allow baseline controls to be specialized or
|customized by applying a defined set of tailoring actions that are
lspecific to:
1) Mission / business functions;
A.03.03.02.b AAudit Record Content. Functional Intersects With Baseline Tailoring CFG-02.9 2) Operational environment; 5
3) Specific threats or vulnerabilities; ol
4) Other conditions or situations that could affect mission /
usiness success.
03.03.03 Audit Record Generation [>Ste"Mine If Functional | No Relationship N/A N/A N/A [ INo applicable SCF control
laudit records for the selected event types and audit record content Mechanisms exist to generate, monitor, correlate and respond to
) _[specified in 03.03.01 and 03.03.02 are generated. ) lalerts from physical, cybersecurity, data protection and supply
£.03.03.03.a Audit Record Generation Functional Intersects With | System Generated Alerts |  MON-014 |chain activities to achieve integrated situational awareness. 5
/audit records are retained for a time period consistent with the Mechanisms exist to protect event logs and audit tools from
A.03.03.03.b Audit Record Generation Irecords retention policy. Functional Intersects With | Protection of Event Logs MON-08 lunauthorized access, modification and deletion. 5
laudit records are retained for a time period consistent with the
Irecords retention policy. IMechanisms exist to retain event logs for a time period consistent
" y . § |with records retention requirements to provide support for after-
A.03.03.03.b Audit Record Generation Functional Intersects With Event Log Retention MON-10 lthe-fact investigations of security incidents and to meet statutory, 5
Iregulatory and contractual retention requirements.
RS AT i P e
03.03.04 L Functional | No Relationship NA NA NA 0 INo applicable SCF control
Response to Audit Logging [the time period for organizational personnel or roles receiving audit Response To Event Log IMechanisms exist to alert appropriate personnel in the event of a
logging process failure alerts is defined. X
4.03.03.04.00FI01] Process Failures 99ina P Functional | Intersects With | oo cessing Failures MON-05 " liog processing failure and take actions to remedy the disruption. >
Response to Audit Logging |- tional actions to be taken in the event of an audit logging Response To Event Log IMechanisms exist to alert appropriate personnel in the event of a
u rocess failure are defined. ¥ i i
A.03.03.04.0DP102] Process Failures P i Functional Intersects With Processing Failures MON-05 34 processing failure and take actions to remedy the disruption. 5
Response to Audit Logging 0 Janzational personnel or roles are alerted in the event of an audit Response To Event Log IMechanisms exist to alert appropriate personnel in the event of a lUS DoD ODP Value: near real time or as soon
logging process failure within <A.03.03.04.0DP[O1]: time period>. ¥
A.03.03.04.2 Process Failures 99ing P flure wil fo1 P Functional | Intersects With | 50 o ccing Failures MON-05 5 brocessing failure and take actions to remedy the disruption. 8 las practicable upon discovery
[the following additional actions are taken: <A.03.03.04.0DP[02] lUS Do ODP Value: document the failure and
Response to Audit Logging [additional actions>. Response To Event Log ' [Mechanisms exist to alert appropriate personnel in the event of a [resolution, troubleshoot, repair/restart the
A.03.03.04.b Process Failures Functional | Intersects With | 50 o ccing Failures MON-05 5 brocessing failure and take actions to remedy the disruption. 8 laudit logging process, and report as incident if
lapplicable
[Determine If:
Audit Record Review, .
03.03.05 [ iy Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
audit Record Review, | T€ fredUency at which system audit records are reviewed and Mechanisms exist to review event logs on an ongoing basis and
- fanalyzed is defined i X lescalate incidents in accordance with established timelines and
A03.03.05.0DP(01] | ACuE Ot e g Al Functional | Intersects With | Security Event Monitorng | MON-0L8  fesclate 5
the frequency at which system audit records are reviewed and [Mechanisms exist to utilize a Security Incident Event Manager
A.03.03.05.0DP[01] Audit Record Review, |analyzed is defined. Functional Intersects with | Centralized Collection of MON-02  |(SIEM), or similar automated tool, to support the centralized 5
Analysis, and Reporting Security Event Logs
[collection of security-related event logs.
N [system audit records are reviewed and analyzed IMechanisms exist to review event logs on an ongoing basis and
A.03.03.05.2 Audit Record Review, |5 03.03.05.0DP[01]: frequency> for indications and the potential Functional Intersects With | Security Event Monitoring |  MON-01.8  [escalate incidents in accordance with established timelines and 8 lUS DoD ODP Value: at least weekly
Analysis, and Reporting limpact of inappropriate or unusual activity. lprocedures.
" jsystem audit records are reviewed and analyzed [Mechanisms exist to utilize a Security Incident Event Manager
A.03.03.05.a it Record meview. - |<A.03.03.05.00P(01]: frequency> for indications and the potential | Functional | Intersects With Ce”é?u"rf;"é‘;‘;ﬁ‘(‘;’”s"f MON-02  |(SIEM), or similar automated tool, to support the centralized 8 lUS DoD ODP Value: at least weekly
lysis, P ‘9 limpact of inappropriate or unusual activity. 9 |collection of security-related event logs.
Audit Record Review, [findings are reported to organizational personnel or roles. IMechanisms exist to automatically alert incident response
A.03.03.05.b Analysis, and Re| Drtln’ Functional Intersects With Automated Alerts MON-01.12  |personnel to inappropriate or anomalous activities that have 5
lysis, porting lpotential security incident implications.
Audit Record Review, | "ng$ are reported to organizational personnel or roles. IMechanisms exist to provide an event log report generation
A.03.03.05b Analysis, and Reporting Functional Intersects With | Monitoring Reporting MON-06 | 2 pability to aid in detecting and assessing anomalous activities. 5
[audit records across different repositories are analyzed to gain [Mechanisms exist to utilize a Security Incident Event Manager
£.03.03.05.c[01] Aﬁgldléize;:;dr(ﬁee‘gi\i’:\' lorganization-wide situational awareness. Functional Intersects With Ceg;zau":;dé‘;!f‘t(‘;’"s“f MON-02  [(SIEM), or similar automated tool, to support the centralized 5
lysis, porting 9 |collection of security-related event logs.
laudit records across different repositories are correlated to gain
Audit Re 4R lorganization-wide situational awareness. ¢ \ M Autr?malled ;’T\ECNENSTS exist to Curr‘re\a!e both tichm;al and non-
udit Record Review, orrelate Monitoring § ltechnical information from across the enterprise by a Security
A03.03.05.¢102] Analysis, and Reporting Functional | Intersects With Information MON-02:1 | cigent Event Manager (SIEM) or similar automated tool, to 5
lenhance organization-wide situational awareness.
Determine If
Audit Record Reduction ) -
03.03.06 A Roport Gonaration Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Audit Record Reduction [0 2udit recerd reduction and report generation capability that IMechanisms exist to provide an event log report generation
st orts audit record review is implementec -
A.03.03.06.3[01] and Report Generation | PPOrts audi view is imp Functional Intersects With | Monitoring Reporting MON-06 | 2 pability to aid in detecting and assessing anomalous activities. 5
Audit Record Reduction [ oamatc ecord reduction and report generation capabilty that IMechanisms exist to provide an event log report generation
supports audit record analysis is implemented. ¥
A-03.03.06.2102] and Report Generation |* " ! v P Functional | Intersects With | Monitoring Reporting MON-06 | capability to aid in detecting and assessing anomalous activities. 5
Audit Record Reduction | o1-2udit record reduction and report generation capability that IMechanisms exist to provide an event log report generation
supports audit record reporting requirements is implemented. X
A.03.03.06.2103] and Report Generation |* " porting req P Functional | Intersects With | Monitoring Reporting MON-06 | capability to aid in detecting and assessing anomalous activities 5
Audlt Record Reduction |2 aumt record redu(tlcm ‘and report generation capability that ech e o o N "
A.03.03.06.a[04] udit Record Reduction g pport. of incidents is Functional Intersects With |  Monitoring Reporting MON-06 lechanisms exist to provide an event log report generation 5
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[the original content of audit records is preserved.
Audit Record Reduction IMechanisms exist to protect event logs and audit tools from
A.03.03.06.b[01] and Report Generation Functional Intersects With Protection of Event Logs MON-08 lunauthorized access, modification and deletion. 5
Audit Record Reduction |1 ©"19inal time ordering of audit records is preserved IMechanisms exist to protect event logs and audit tools from
A.03.03.06.b[02] and Report Generation Functional Intersects With Protection of Event Logs MON-08 lunauthorized access, modification and deletion. 5
03.03.07 Time Stamps e Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
lgranularity of time measurement for audit record time stamps is [Mechanisms exist to configure Technology Assets, Applications
A.03.03.07.0DP[01] Time Stamps defined. Functional | Intersects With Time Stamps. MON-07  [and/or Services (TAAS) to use an authoritative time source to 5
lgenerate time stamps for event logs.
internal system clocks are used to generate time stamps for audit Mechanisms exist to configure Technology Assets, Applications
A03.03.07.a Time Stamps ecords. Functional | Intersects With Time Stamps MON-07  [and/or Services (TAAS) to use an authoritative time source to s
lgenerate time stamps for event logs.
ltime stamps are recorded for audit records that meet [Mechanisms exist to configure Technology Assets, Applications
A.03.03.07.b[01] Time Stamps <A.03.03.07.0DP[01]: granularity of time measurement>. Functional Intersects With Time Stamps MON-07  [and/or Services (TAAS) to use an authoritative time source to 8 |US DoD ODP Value: a granularity of one (1)
lgenerate time stamps for event logs. second or smaller
time stamps are recorded for audit records that use Coordinated
Universal Time (UTC), have a fixed local time offset from UTC, or Synchronization With [Mechanisms exist to synchronize internal system clocks with an
A.03.03.07.b(02] Time Stamps include the local time offset as part of the time stamp. Functional Intersects With | , 2 oC 0O e |  MON-07.1  [Ncnanisme oxiet oo 5
7 it [Det TF i L
03.03.08 ErrsctionjonatdicpuiDR s Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Protection of Audit _[audit information is protected from unauthorized access, 3 Mecharisms oxist o protect evet logs and audi ool from
A.03.03.08.a(01] f o oo o s Functional | Intersects With | Protection of Event Logs | MON-08 |1 chaniems exist o protect event logs and ac 5
laudit logging tools are protected from unauthorized access, exist to develap, docament and maTEa SEEe
protection of Audit |modification, and deletion. ) Secure Baseline baseline configurations for Technology Assets, Applications andior
A.03.03.08.a[02] Information Functional Intersects With Configurations CFG-02 Services (TAAS) that are consistent with industry-accepted system 5
hardening standards,
Protection of Audit _[access to management of audit 10gging functionality is authorized to Mechanisms exist to protect event logs and audit tools from
A.03.03.08.b i lonly a subset of privileged users or roles. Functional | Intersects With | Protection of Event Logs MON-08 | authorized access, modification and deletion. 5
Protection of Auditfaccess fo managerment of udt [ogging functonally s authorzed t ‘Access by Subset of Mechanisms exist to restrict access to the management of event
A.03.03.08.b lonly a subset of privileged users or roles Functional | Intersects With Privileged Users MON-082 logs to privileged users with a specific business need: °
03.03.09 ‘Withdrawn A Functional No Relationship N/A N/A N/A [ INo applicable SCF control
03.04.01 Baseline Configuration ~[Petermine If Functional | No Relationship N/A N/A N/A 4 INo applicable SCF control
lthe frequency of baseline configuration review and update is
lefined. IMechanisms exist to review and update baseline configurations:
g (1) At least annually;
A.03.04.01.0DPI01] | Baseline Configuration Functional | Intersects With |  Reviews & Updates cre021 ) Rt Y o 5
(5) As part of system component installations and upgrades.
@ current baseline configuration of the system is developed. Mechanisms exist to develop, document and maintain secure
) ) Secure Baseline baseline configurations for Technology Assets, Applications and/or
A.03.04.01.a(01] Baseline Configuration Functional | Intersects With P CFG02  |Services (TAAS) that are consistent with industry.accepted system 5
hardening standards.
& current baseline configuration of the system is maintained under Mechanisms exist to develop, document and maintain secure
lconfiguration control Secure Baseline baseline configurations for Technology Assets, Applications and/or
A.03.04.01.2(02] Baseline Configuration Functional Intersects With Configurations CFG-02  |Services (TAAS) that are consistent with industry-accepted system 5
lhardening standards.
[the baseline configuration of the system is reviewed
|<A.03.04.01.0DP[01]: frequency>
ﬁfiﬁliﬂiiﬁfﬁf review and update baseline configurations: US DoD ODP Value: at least every 12 months
A.03.04.01.6[01] Baseline Configuration Functional | Intersects With |  Reviews & Updates Cra021 | e e to s 8 land after any significant incidents or significant
(5) As part of system component installations and upgrades (B EEET
[the baseline configuration of the system is updated
<A.03.04.01.0DP[01]: frequency> . .
Mechanisms exst t review and updte baseline configurations s e o e vy s
A.03.04.01.b[02] Baseline Configuration Functional Intersects With Reviews & Updates CFG-02.1 (2) When required zue to s0; or 8 land after any significant incidents or significant
(3) As part of system component installations and upgrades. [z s cemn
fthe baseline configuration of the system is reviewed when system
are installed or modified. IMechanisms exist to review and update baseline configurations
(1) At least annually;
A.03.04.01.b{03] Baseline Configuration Functional | Intersects With |  Reviews & Updates CFG02.1 | e et e to 501 or 5
(3) As part of system component installations and upgrades.
[the baseline configuration of the system is updated when system
are installed or modifie IMechanisms exist to review and update baseline configurations:
) ' y (1) At least annually:
A.03.04.01.b[04] Baseline Configuration Functional | Intersects With |  Reviews & Updates Cra021 ) e e to 5
(5) As part of system component installations and upgrades.
03.04.02 Configuration Settings |>eter™ine I Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[configuration settings for the system that reflect the most restrictive| IMechanisms exist to configure systems to provide only essential
A.03.04.02.0DP[01] Configuration Settings |mode consistent with operational requirements are defined. Functional Intersects With Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports, 5
lprotocols, and/or services
[the following configuration settings for the system that reflect the Mechanisms exist to develop, document and maintain secure
Imost restrictive mode consistent with operational requirements are lbaseline configurations for Technology Assets, Applications and/or
established and documented: <A.03.04.02.0DP[01]: configuration Services (TAAS) that are consistent with industry-accepted system
settings>. hardening standards. lUS DoD ODP Value: Apply the appropriate use
lof common security configurations available
from the National Institute of Standards and
[Technology’s National Checklist Program (NCP)
\website (https://ncp.nist.gov/repository) and
Secure Baseline y lprevent remote devices from simultaneously
A.03.04.02.a01] Configuration Settings Functional | Intersects With PR cFG-02 8 Sl vt omectons i
via
Isome other unauthomed connection to
Iresources in external networks. Document any
ldeviations from the published standard o
Isource document.
[the following configuration settings for the system are implemented: [Mechanisms exist to develop, document and maintain secure
<A.03.04.02.0DP[01]: configuration settings>. lbaseline configurations for Technology Assets, Applications and/or
Services (TAAS) that are consistent with industry-accepted system
hardening standards. lUS DoD ODP Value: Apply the appropriate use
lof common security configurations available
from the National Institute of Standards and
[Technology's National Checklist Program (NCP)
lwebsite (https://ncp.nist.gov/repository) and
Secure Baseline lprevent remote devices from simultaneously
A.03.04.02.a(02] Configuration Settings Functional Intersects With Configurations CFG-02 8 lestablishing nonremote connections with
via
some other unauthorized connection to
resources in external networks. Document any
deviations from the published standard or
Isource document.
2 deviations ifom established configuration settings are identified Approved Configuration Mechanisms exist to document, assess risk and approve or deny
land documented i - A
A.03.04.02.6[01] Configuration Settings Functional | Intersects With oo G027 e O et comiouratons 5
any deviations from established configuration settings are Approved Configuration Mechanisms exist to document, assess risk and approve or deny
approved ’ .
£.03.04.02.6[02] Configuration Settings ~[aPP! Functional | Intersects With o CFG02.7 e O orea canfioresons 5
IDet If: o
03.04.03 COMEIEIENSEES - PRSI Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Configuration Change _[the types of changes to the system that are configuration-controlled y IMechanisms exist to facilitate the implementation of configuration
A.03.04.03. ation e e Functional Subset O oo crG-01 o 10
Configuration Change _[the types of changes to the system that are configuration-controlied Configuration Change y Mechanisms exist to govern the technical configuration change
A03.04.03. ation e pesof Functional | Intersects Wit ration CHG02  [Mechaniems exist 5
Configuration Change "“’""SE" et oo L0 e system are Security Impact Analysis Mechanisms exist to analyze proposed changes for potential
reviewed with explicit consideration for security impacts. '
A.03.04.03.b101] Control i Y me Functional | Intersects With for Changes CHG-03Isecurity impacts, prior to the implementation of the change. 5
Configuration Change [oP9sed configuration-controlled changes to the system are IMechanisms exist to prohibit unauthorized changes, unless
" d or di d with explicit consideration f it ¥ ibit unauthor Ul
A.03.04.03.b[02] Control IE,:S;DC:: or disapproved with explicit consideration for security Functional Intersects With Prohibition Of Changes CHG-02.1 lorganization-approved change requests are received. 5
Configuration Change _[approved configuration-controlied changes to the system are Configuration Change Mechanisms exist to govern the technical configuration change
A.03.04.03.c[01] Control Functional Intersects With Control CHG-02 |control processes. 5
Confi ti Ch lapproved configuration-controlled changes to the system are IMechanisms exist to conduct controlled maintenance activities
A.03.04.03.c[01] onfiguration Change  limplemented Functional Intersects With | Controlled Maintenance MNT-02  [throughout the lifecycle of the Technology Asset, Application and/or 5
Control
Service (TAAS).
] approved configuration-controlled changes to the system are Mechanisms exist to appropriately test and document proposed
A.03.04.03.[02] Configuration Change |ocumented Functional | Intersects with |75t Validate & Document]  ¢yi.02 > [changes in a non-production environment before changes are 5
9 implemented in a production environment.
lactivities associated with configuration-controlled changes to the [Automated mechanisms exist to govern and report on baseline
Configuration Change _[system are monitored. ’ Automated Central f Technology Assets, Applications and/or Services
A.03.04.03.d[01] Control Functional Intersects With |- 2gement & Verification| ~ CFG"02:2  (TAAS) through Continuous Diagnostics and Mitigation (CDM), or 5
lsimilar technologies.
Configuration Change _[activities associated with configuration-controlled changes to the Change Management Mechanisms exist to facilitate the implementation of a change
A.03.04.03.d[01] Control lsystem are monitored. Functional Subset Of Program CHG-01 program. 10
[activities associated with configuration-controlled changes to the [Automated mechanisms exist to govern and report on baseline
Configuration Change _|system are reviewed. Automated Central lconfigurations of Technology Assets, Applications and/or Services
A.03.04.03.d[02] oo Functional Intersects With |y. o ement & Verification|  CTG-02:2  [(TAAS) through Continuous Diagnostics and Mitigation (CDM), or 5
lsimilar technologies.
Configuration Change _[activities associated with configuration-controlled changes to the Change Management [Mechanisms exist to facilitate the implementation of a change
£.03.04.03.d[02] Comon s oystem are reviewe Functional Subset Of i CHG-01 oot 10
IDetermine If: o
03.04.04 Impact Analyses Functional | No Relationship NA NA N/A 0 INo applicable SCF control
changes to the system are analyzed to determine potential security Security Impact Analysis [Mechanisms exist to analyze proposed changes for potential
t to ch: lementati urity ysis ' isms exi yz i
A.03.04.04.2 Impact Analyses impacts prior to change implementation. Functional Intersects With ER st CHG03 | pacts, prior to the imlementation of the change. 5
lthe security requirements for the system continue to be satisfied
after the system changes have been implemented ContrlFunctonaiy IMechanisms exist to verify the functionality of security, compliance
A.03.04.04.b Impact Analyses Functional Intersects With Verificatior CHG-06 [and resilience controls following implemented changes to ensure 5
lapplicable controls operate as designed
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Access Restrictions for

[Determine If:

Secure Controls Framework (SCF)
Control Desci n

Relal

03.04.05 Functional | No Relationship NA NA NA 0 INo applicable SCF control
lphysical access restrictions associated with changes to the system
Access Restrictions for Role-Based Physical IPhysical access control mechanisms exist to authorize physical
A.03.04.05(01] Change are defined and documented Functional ) Intersects With Access PES-02.1  laccess to facilities based on the position or role of the individual °
physical 35(555 restrictions associated with changes to the system IPhysical access control mechanisms exist to maintain a current list
Access Restrictions for [are approve Physical Access lof personnel with authorized access to organizational facilities
A.03.04.05[02] Change Functional | Intersects With Authorizations PES-02 liexcept for those areas within the facility offically designated as B
publicly accessible)
lphysical access restrictions associated with changes to the system
lare enforced IPhysical access control mechanisms exist to enforce physical
Access Restrictions for occess authorizationsforal physical access poins (inclucing
£A.03.04.05[03] Functional | Intersects With | Physical Access Control PES-03 e e e 5
i the Faciiy offcialy aesionated o¢ publicly stcecbie
llogical access restrictions associated with changes to the system IMechanisms exist to enforce Role-Based Access Control (RBAC) for
are defined and documente ' [Technology Assets, Applications, Services and/or Data (TAASD) to
A.03.04.05[04] Access Restrictions for Functional | Intersects with |ROIe-Baseq Access Controll —1ac.o8 |2 Clese to mdividuals assigned specific roles with legitimate 5
business needs
7.03.04.0505] Access Restictionsfor_ogcal accessresrchons sssodated wih changes ot system Functonal | Inersects Wi | pronioiion Of Changes | CHG.02.1 [Jecherism s o profib unauthorzed changes uless S
7.03.04.05106] ccess Restrictions for_ogical ccess restricions associated wih changes to the system Functionl | mtersects with | PErmissions To Implement| ¢, c oo [Mechanisms existto imit operational privileges for Implementing 5
lchanges
03.04.06 Least Functionality  [Petermine If Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[functions to be prohibited or restricted are defined. IMechanisms exist to develop, document and maintain secure
Secure Baseline baseline configurations for Technology Assets, Applications andjor
1A.03.04.06.0DP[01] Least Functionality Functional Intersects With Configurations CFG-02  |Services (TAAS) that are consistent with industry-accepted system 5
lhardening standards.
Iports to be prohibited or restricted are defined. IMechanisms exist to develop, document and maintain secure
Secure Baseline lbaseline configurations for Technology Assets, Applications and/or
A.03.04.06.0DP[02] Least Functionality Functional | Intersects With ConfigLrations CFG-02 Services (TAAS) that are consistent with industry-accepted system 5
Ihardening standards.
lprotocols to be prohibited o restricted are defined. Mechanisms exist to develop, document and maintain secure
Secure Baseline baseline configurations for Technology Assets, Applications andjor
A.03.04.06.0DP[03] Least Functionality Functional | Intersects With o e CFG02  Sarvices (TAAS) that are consistent with industry.accepted system 5
hardening standards.
lConnections to be prohibited o restricted are defined Mechanisms exist to develop, document and maintain secure
Secure Baseline baseline configurations for Technology Assets, Applications andjor
1A.03.04.06.0DP(04] Least Functionality Functional Intersects With Configurations CFG-02  |Services (TAAS) that are consistent with industry-accepted system 5
hardening standards.
services to be prohibited or restricted are defined. IMechanisms exist to develop, document and maintain secure
Secure Baseline Ibaseline configurations for Technology Assets, Applications and/or
A.03.04.06.0DP(05] Least Functionality Functional Intersects With Configurations CFG-02  |Services (TAAS) that are consistent with industry-accepted system 5
lhardening standards.
the frequency at which to review the system (o identify unnecessary IMechanisms exist to periodically review system configurations to
A.03.04.06.0DP[06] Least Functionality lor nonsecure functions, ports, protocols, connections, or services is Functional Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions, 5
defined. lports, protocols and services.
[the Use of the following functions is prohibited or restricted: Mechanisms exist to develop, document and maintain secure
|<A.03.04.06.0DP[01]: functions>. Ibaseline configurations for Technology Assets, Applications and/or
[Services (TAAS) that are consistent with industry-accepted system
hardening standards. US oD 0DP Value: Guidance; Where feasivie.
lorganizations should limit compon
functionality to a single function per
lcomponent. Organizations should consider
Iremoving unused or unnecessary software and
ldisabling unused or unnecessary physical and
logical ports and protocols to prevent
unauthorized connection of components,
Secure Baseline transfer of information, and tunne
A.03.04.06.b[01] Least Functionality Functional Intersects With Configurations, CFG-02 5 lOrganizations should employ HE(WOfk scanning
tools, intrusion detection and prevention
lsystems, and endpoint protection technologies,
such as firewalls and host-based intrusion
detection systems,to identify and prevent the
luse of prohibited functions, protocols, port:
land services. Least functionality should B
lachieved as part of the fundamental design
|and development of the system.
e Use ofthe olowing ports s pronbited or resticted: Mechanisms exist to develop, document and maintain secure
|<A.03.04.06.0DP(02]: port: Ibaseline configurations for Technology Assets, Applications and/or
[Services (TAAS) that are consistent with industry-accepted system
hardening standards. US DoD ODP Value: Guidance: Where feasible,
lorganizations should limit component
ifunctionality to a single function per
lcomponent. Organizations should consider
Iremoving unused or unnecessary software and
ldisabling unused or unnecessary physical and
logical ports and protocols to prevent
lunauthorized connection of components,
Secure Baseline transfer of information, and tunnelin
A.03.04.06.5[02] Least Functionality Functional | Intersects With o s CcFG-02 5 s B ot et scaning
[tools, intrusion detection and preventior
lsystems, and endpoint protection techno\og\es,
such as firewalls and host-based intrusion
detection systems, to identify and prevent the
luse of prohibited functions, protocols, ports,
land services. Least functionality should also be
lachieved as part of the fundamental design
|and development of the system.
fthe use of the following protocols is prohibited or restricted: Mechanisms exist to develop, document and maintain secure
|<A.03.04.06.0DP[03]: protocols>. Ibaseline configurations for Technology Assets, Applications and/or
[Services (TAAS) that are consistent with industry-accepted system
hardening standards. US DoD ODP Value: Guidance: Where feasible,
lorganizations should limit component
functionality to a single function per
component. Organizations snould consider
Iremoving unused or unnecessary software and
disabling unused or unnecessary phys.cal and
logical ports and protocols to prevent
lunauthorized connection of components,
Secure Baseline transfer of information, and tunneling.
A.03.04.06.6[03] Least Functionality Functional | Intersects With o s cFG-02 5 Oganzeins Shou oy eort scanning
ltools, intrusion detection and preventior
lsystems, and endpoint protection techno\ng\es,
such as firewalls and host-based intrusion
detection systems, to identify and prevent the
luse of prohibited functions, protocols, ports,
land services. Least functionality should also be
lachieved as part of the fundamental design
land development of the system.
[the use o the following connections is prohibited or restricted: [Mechanisms exist to develop, document and maintain secure
|<A.03.04.06.0DP[04]: connections>. Ibaseline configurations for Technology Assets, Applications and/or
[Services (TAAS) that are consistent with industry-accepted system
hardening standards. US oD 0DP Value: Guidance: Where feasivie.
organizations should limit compon
ifunctionality to a single function per
lcomponent. Organizations should consider
Iremoving unused or unnecessary software and
disabling unused or unnecessary physical and
logical ports and protocols to prevent
lunauthorized connection of components,
Secure Baseline transfer of information, and tunneling.
A.03.04.06.5[04] Least Functionality Functional | Intersects With o cFG-02 5 L L —
ltools, intrusion detection and prevention
lsystems, and endpoint protection technologies,
such as firewalls and host-based intrusion
detection systems, to identify and prevent the
luse of prohibited functions, protocols,
land services. Least functionality should also be
lachieved as part of the fundamental design
land development of the system.
[the use of the following services is prohibited or restricted: [Mechanisms exist to develop, document and maintain secure
|<A.03.04.06.0DP[05]: services>. lbaseline configurations for Technology Assets, Applications and/or
[Services (TAAS) that are consistent with industry-accepted system
hardening standards. US DoD ODP Value: Guidance: Where feasible,
lorganizations should limit component
ifunctionality to a single function per
lcomponent. Organizations should consider
Iremoving unused or unnecessary software and
disabling unused or unnecessary physical and
logical ports and protocols to prevent
lunauthorized connection of components,
Secure Baseline transfer of information, and tunneling.
£.03.04.06.5[05] Least Functionality Functional | Intersects Wit o e cFG-02 5 Oganzeins Shoud aloy eort scanning
ltools, intrusion detection and preventior
lsystems, and endpoint protection lechno\ng\es,
such as firewalls and host-based intrusion
detection systems, to identify and prevent the
luse of prohibited functions, protocols,
and sevices. Least functionaity should alse be
lachieved as part of the fundamental design
land development of the system.
fthe system is reviewed <A.03.04.06.0DP[06]: frequency> to ‘
lidentify unnecessary or nonsecure functions, ports, protocols, |US DoD ODP Value: at least every 12 months,
[dentity unnecessary or nc ports, p Mschaniams et to reiew and updte baseline canfiguratins e e e Gy o |
£.03.04.06.c Least Functionality Functional | Intersects With |  Reviews & Updates CFG-02.1 ; 8 services changes are made, and after any

((2) When required due to so; or
(3) As part of system component installations and upgrades

significant incidents or significant changes to
risks
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lunnecessary or nonsecure functions, ports, protocols, connections,
d.

Secure Controls Framework (SCF)
Control Desci n

[Mechanisms exist to configure systems to provide only essential

Strength of
Relationshi

A03.04.06.d Least Functionality  [and services are disabled or remove Functional | Intersects With | Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports, 5
protocols, andor services.
03.04.07 Withdrawn A Functional | No Relationship NA NIA NA ) INo applicable SCF control
~ [et T )
03.04.08 X low by Exception | ome Functional | No Relationship NA NiA NA 0 INo applicable SCF control
the frequency at which to review and update the list of authorized [Mechanisms exist to explicitly allow (allowlist / whitelist) and/or
A.03.04.08.0DP[01] Authorized Software - Isoftware programs is define Functional | Intersects with | EXPlicity Allow / Deny CFG-03.3  |block (denylist / blacklist) applications that are authorized to 5
Y Excep! PPl lexecute on systems.
Software programs authorized to execute on the system are IMechanisms exist to explicitly allow (allowlist / whitelist) and/or
A.03.04.08.2 Authorizeq Software = lidentified. Functional | Intersects with | EXPIcitly Allow / Deny CFG-03.3  |block (denylist / blacklist) applications that are authorized to 5
Y P Appl lexecute on systems.
la deny-all, allow-by-exception policy for the execution of authorized Mechanisms exist to explicitly allow (allowlist / whitelist) and/or
A.03.04.08 Authorized Software - lgoftware programs on the system is implemented Functional | Intersects with | EXPICIUY Allow /Deny | ¢rG.03.3 block (denylist / blackist) applications that are authorized to 5
Allow by Exception Applications
lexecute on systems.
Authorized Software - _[the list of authorized software programs is reviewed and updated Mechanisms exist to maintain a current list of approved ;
A.03.04.08.c A i nton | <A.03.04.08.0DP(OL: frequencys Functional | Intersects With | Approved Technologies | AST-0L4  |Nlecheniems exist fo malniain & currer 8 lUS Dob ODP Value: at least quarterly
03.04.09 Withdrawn A Functional | No Relationship NA NA NA 0 INo applicable SCF control
03.04.10 Sys‘el’rz‘vgr‘:(’zf‘f"e”‘ el Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[the frequency at which to review and update the system component Mechanisms exis  perfarm inventories of Technology Assets
inventory is defined lapplications, Services andjor Data (TAASD) that
(1) Accurately reflects the current TAASD in
(2) Identifes authorized Software products, including business
justification details;
(3) Is at the level of granularity deemed necessary for tracking and
A.03.04,10.0DP[01] SYS‘ﬁ’:\/g:{;f‘/""e"‘ Functional | Intersects With Asset Inventories AST-02 lreporting; 5
#) Includes organization defned information deemed necessary to
lachieve effective property accountability; a
) e vatbie Tof reien andt bl by aasanated organizational
personnel.
lan inventory of system components is developed and documented. Mechanisms exist to perform inventories of Technology Assets,
lApplications, Services and/or Data (TAASD) that
(1) Accurately reflects the current TAASD in use:
(2) Identifies authorized software products, including business
justification details;
(3) Is at the level of granularity deemed necessary for tracking and
A.03.04.10a Sys‘el’n"vg‘n’(’gfy""e”‘ Functional | Intersects With Asset Inventories AST-02  lreportint 5
(4 Incluces organization-defined information deemed necessary to
lachieve effective property accountability; a
) 1o valble fof resten andt sl by dasnated organizational
personnel.
fthe system component inventory 1s reviewed <A.03.04.10.0DP[01] Fecharisis exst o perform nventories f Technoogy Asset.
ffrequency> IApplications Services and/or Data (TARSD) th
(1) Accurately reflects the current TAASD
(2) Igentifes authorized software products, mcnicing business
justification det
(315 at the lovel of granularity deemed necessary for racking and
A.03.04.10.b[01] SYS[GITVS:['EI';’"E"‘ Functional Intersects With Asset Inventories AST-02 |reporting; 8 lUS DoD ODP Value: at least quarterly
(4) Includes organization-defined information deemed necessary to
lachieve effective property accountability; and
(5) Is available for review and audit by designated organizational
personnel
[the system component inventory is updated <A.03.04.10.0DPIOL]: Mechanisms exist to perform inventories of Technology Assets,
[frequency>. |Applications, Services and/or Data (TAASD) that
(1) Accurately reflects the current TAASD in use:
(2) Identifies authorized software products, including business
justification details;
System Component (3) Is at the level of granularity deemed necessary for tracking and
A.03.04.10.6(02] ystem Com Functional | Intersects With Asset Inventories AST-02 freporting; 8 lUS DoD ODP Value: at least quarterly
v (4) Includes organization-defined information deemed necessary to
lachieve effective property accountability; and
(5) Is available for review and audit by designated organizational
personnel
System Component |, josean comPonent inventory is updated as part of component Updates During IMechanisms exist to update asset inventories as part of component
installations. 3
A.03.04.10.c[01] Inventory Functional Intersects With | <tallations / Removals AST-02.1inctallations, removals and asset upgrades. 5
System Component | e eyese™ comPonent inventory is updated as part of component tes During Mechanisms exist to update asset inventories as part of component
removals. y
A.03.04.10.c102] Inventory Functional | Intersects With | |gtaiiations / Removals | AST92 finstallations, removals and asset upgrades. 5
System Component | toce comPonent inventory is updated s part of system Updates During IMechanisms exist to update asset inventories as part of component
v dat ?
A.03.04.10.¢[03] Inventory updates Functional Intersects With | <t lations / Removals AST-02.1 i tallations, removals and asset upgrades 5
03.04.11 Information Location _|[Determine If: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
fthe location of CUI is identified and documented. Mechanisms exist o create and mainain 2 map of Technology
lAssets, Applications and/or Services (TAAS) wh
A03.04.11.a[01] Information Location Functional | Intersects With | Data Action Mapping AST-02.8 data 1s stored, or processed. 5
[the Tocation of CUI s identified and documented Mechanisms exist to identify and document the location of
A.03.04.11.201] Information Location Functional | Intersects With |  Information Location DCH-24 |information and the specific system components on which the 5
information resides
fthe system components on which CUI is processed are identified Mechanisms exist o create and mainain 2 map of Technology
land documented. lAssets, Applications and/or Services (TAAS) wh
A03.04.11.a(02] Information Location Functional | Intersects With | Data Action Mapping AST-02.8 data 1s stored, or processed. 5
[the system components on which CUITs processed are identified Mechanisms exist to generate authoritative documentation (€.9.,
land documented System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on
A.03.04.11.a(02] Information Location Functional Subset Of |Compliance and Resilience|  1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data andor Facilties (PPTDF) that are contained within the system
[the system components on which CUI is stored are identified and Mechanisms exit o create and maintan 2 map of Technology
ldocumented lAssets, Applications and/or Services (TAAS) wi
A.03.04.11.2(03] Information Location Functional | Intersects With | Data Action Mapping AST-02.8 data 1s stored, o processed. 5
fthe system components on which CUI s stored are identified and Mechanisms exist to generate authoritative documentation (€.g.,
ldocumented System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on
A03.04.11.a(03] Information Location Functional SubsetOf |Compliance and Resilience| ~ 1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the system
lchanges to the system or system component location where CUI is Mechanisms exist to create and maintain a map of Technology
processed are documented. ) |Assets, Applications and/or Services (TAAS) where
A.03.04.11.b[01] Information Location Functional | Intersects With | Data Action Mapping AST-02.8 ata is stored, o processed 5
changes to e <ystem o system component ocation where CUI s Stakeholder Notification of Mechanisms exist to ensure stakeholders are made aware of and
A.03.04.11.b[01] Information Location | Sho0S5 10 11 IR o Functional | Intersects With CHG-05 e Tpact of propased chanaas. 5
lchanges to the system or Syslem Component location where CUI is Mechanisms exist to generate authoritative documentation (€.g.,
lprocessed are documented System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on
A.03.04.11.b[01] Information Location Functional SubsetOf |Compliance and Resilience| ~ 1A0-03 [in:scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the system
changes to the system or system component location where CUIis Mechanisms exist to create and maintain a map of Technology
stored are documented |Assets, Applications and/or Services (TAAS) where
A.03.04.11.b[02] Information Location Functional | Intersects With | Data Action Mapping AST-02.8 data is stored, o processed 5
lchanges to the system or system component location where CUI is o |Stakeholder Notification of y Mechanisms exist to ensure stakeholders are made aware of and
A.03.04.11.b[02] Information Location  |Srer i are documontad Functional | Intersects With CHG-05 e Tmpact of proposed thangos. 5
lchanges to the system or system component location where CUI is Mechanisms exist to generate authoritative documentation (€.9.,
stored are documente System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on
A.03.04.11.b[02] Information Location Functional Subset Of |Compliance and Resilience|  1A0-03 [in:scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data and/or Facilties (PPTDF) that are contained within the system
Determine If:
System and Component
03.04.12 Configuration for High-Risk| Functional | No Relationship NA NIA NA 0 INo applicable SCF control
Are:
lconfigurations for systems or system components to be ssued to Configure Technology Mechanisms exist to configure Technology Assets, Applications
System and Component [individuals traveling to high-rick locations are defined. IAssets, Applications andor [and/or Services (TAAS) utilized in high-risk areas with more
A.03.04.12.0DP[01]  [Configuration for High-Risk| Functional | Intersects With (\$5%0% APRICRIONS 90ClON  cFG02.5  [restrictive baseline configurations 5
Areas Risk Areas
Security requirements to be applied to the system or system Configure Technology Mechanisms exist to configure Technology Assets, Appiications
System and Component when individuals return from travel are defined ith |Assets, Applications and/or| land/or Services (TAAS) utilized in high-risk areas with more
A.03.04.12.0DP(02]  |Configuration for High-Risk| Functional | Intersects with S5 APBICRIONS 98007 CFG.02.5  festrictive baseline configurations. 5
Areas Risk Areas
Systems or system components with the following configurations are|
issued to individuals traveling to high-risk locations: IMechanisms exist to issue personnel travelling overseas with lUS DoD ODP Value: a configuration that has no
System and Component |<A.03.04.12.0DP[01]: configurations> ftemporary, loaner or “travel-only” end user technology (e.g. ICUI or FCI stored on the system and prevents
A03.04.12.2 Configuration for High-Risk| Functional | Intersects With | Travel-Only Devices AST-24  llaptops and mobile devices) when travelling to authoritarian 8 the processing, storing, and transmission of
lcountries with a higher-than average risk for Intellectual Property ICUI and FCI, unless a specific exception s
(1P) theft or espionage against individuals and private companies. lgranted in writing by the Contracting Officer
”‘9['0"0‘”‘"9 59‘“';“ 'fq“‘t':megm :’9 ‘EPP'(‘E“ ‘? ”‘95‘/“9‘{“ or IMechanisms exist to re-image end user technology (e.g., laptops |US DoD ODP Value: examine the system for
System and Component [SYStem components when the individuals return from travel: Re-Imaging Devices After land mobile devices) when returning from overseas travel to an Isigns of physical tampering and take the
A.03.04.12.b Configuration for High-Risk|<A-03.04.12.0DP[02]: security requirements>. Functional Intersects With 9ing AST-25 lauthoritarian country with a higher-than average risk for 8 ctions, and then either purge and
Areas Property (IP) theft or espionage against individuals and private reimage all storage media or destroy th
lcompanies system
ificati Det T
03.05.01 User dentification and _|Determine Functional | No Relationship N/A NIA N/A 0 INo applicable SCF control
eor Idontification ang_|cFEUMStances or situations that require re-authentication are Mechanisms xist o frce usrs and devces (o e-authenticate
A.03.05.01.0DP[01] defined. Functional Intersects With Re-Authentication IAC-14 laccording to that 5

Authentication

re-authentication.
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User Identification and

[system users are uniquely identified

Authenticate, Authorize

Secure Controls Framework (SCF)
Control Desci n

[Mechanisms exist to strictly govern the use of Authenticate,

Strength of
Relationshi

A03.05.01.a[01] e caton. Functional | Intersects With o ot (oA IAC01.2  [Authorize and Audit (AA) solutions, both on-premises and those 5
hosted by an External Service Provider (ESP)
[system users are authenticated. Mechanisms exist to strictly govern the use of Authenticate,
A.03.05.01.2(02] Use;‘f&zmg‘[‘mam Functional Intersects With A“‘”ﬁi’(‘;ﬁi;ﬁ {‘:/:2‘;”“ IAC-01.2  |Authorize and Audit (AAA) solutions, both on-premises and those 5
. osted by an External Service Provider (ESP).
lprocesses acting on behalf of users are associated with uniquely - —
User Identification and _|dentified and authenticated system usere, Identification & IMechanisms exist to uniquely identify and centrally Authenticate,
A.03.05.01.a(03] anteaton Functional | Intersects With | Authentication for IAC02  |Authorize and Audit (AAA) organizational users and processes 5
Organizational Users lacting on behalf of organizational users.
lusers are reauthenticated when <A.03.05.01.0DP[01];
circumstances or situations>. lUS DoD ODP Value: roles, authenticators, or
ntials change (including modification of
Mechanisms exist to force users and devices to re-authenticate iy ]
User Identification and § : r users and ! luser privilege); when security categories of
A.03.05.01b et Functional | Intersects With | Re-Authentication he14 jaccording o orga that 8 e et
- lprivileged functions occurs; and after a session
termination
03.05.02 De”“:‘:&i’;ﬂa‘;;“;’"" Endj Detepninelit Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Gevices ortypes of devices o be uniquely dentiied and [Mechanisms exist to uniquely identify and centrally Authenticate,
Device efore a connection are define Identification & lAuthorize and Audit (AAA) devices before establishing a connection
A.03.05.02.0DP[01] Authentication Functional Intersects With | 5 ,thentication for Devices IAC-04 | cing bidirectional authentication that is cryptographically- based 5
[and replay resistant.
<A.03.05.02.0DPIOLT, devices or ypes ofGevices> are uiauely Mechanisms exist to uniquely identify and centrally Authenticate, lUS Dob ODP Value: all devices for
Device Identification and_ [identified before establishing a system connection. Identification & y |Authorize and Audit (AAA) devices before establishing a connection identification, where feasible for
A.03.05.02(01) Authentication Functional | Intersects With |5, thentication for Devices| 'A< lusing bidirectional authentication that is cryptographically- based 8 lauthentication, and document when not
Jand replay resistant. feasible
<A.03.05.02 ODPIOLT devices o types of devices> are IMechanisms exist to uniquely identify and centrally Authenticate, lUS DoD ODP Value: all devices for
Device and [authenti efore a system connection. Identification & |Authorize and Audit (AAA) devices before establishing a connection identification, where feasible for
A.03.05.02(02) ‘Authentication Functional | Intersects With | 5 ontication for Devices| S04 |using bidirectional authentication that is cryptographically- based 8 lauthentication, and document when not
Jand replay resistant. feasible
03.05.03 Multi-Factor Authentication| '™ " I Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Imulti-factor authentication for access to privileged accounts is [Automated mechanisms exist to enforce Multi-Factor Authentication
implemente MFA) for:
1) Remote network access;
A.03.05.03[01] Multi-Factor Authentication Functional | Intersects With M”‘“'Fm“"MAF‘j_.f,“E“““”“” 1AC-06 %xg;’“gﬁ:;‘gf‘"”"‘“gy Assets, Applications andfor Services 5
3) Non-console access to critical TAAS that store, transmit and/or
process sensitive/regulated data.
Imulti-factor authentication for access to privileged accounts is
implemente IMechanisms exist to implement Multi-Factor Authentication (MFA)
Out-of-Band Multi-Factor for access to privileged and non-privileged accounts such that one
A.03.05.03(01] Multi-Factor Authentication| Functional | Intersects With o et 068 [ e Inmanently provided by  douite sopnrate fvom 5
lthe system being accessed.
i Tor access to non-privileged accounts is [Automated mechanisms exist to enforce Multi-Factor Authentication
implemented MFA) for:
1) Remote network access;
A.03.05.03[02] Multi-Factor Authentication Functional | Intersects With M”‘“’Fa“""MAF‘j_.f:‘e““““"” 1AC-06 %ﬂg‘{tgz;‘g;@“”"“’w Assets, Applications andfor Services 5
3) Non-console access to critical TAAS that store, transmit and/or
process sensitive/regulated data
Imulti-factor authentication for access to non-privileged accounts is
implemented. IMechanisms exist to implement Multi-Factor Authentication (MFA)
N Out-of-Band Multi-Factor y ffor access to privileged and non-privileged accounts such that one
A.03.05.03(02) Multi-Factor Functional | Intersects With Authentication IAC-06.4 |t the factors is independently provided by a device separate from 5
lthe system being accessed.
03.05.04 Replay-Resistant  Determine If: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
replay-resistant aut mechanisms for access to priviieged Mechanisms exist to develop, document and maintain secure
Replay-Resistant _|accounts are implemented Secure Baseline baseline configurations for Technology Assets, Applications and/or
A.03.05.04[01] Asminucanon Functional Intersects With Configurations CFG-02  services (TAAS) that are consistent with industry-accepted system 5
hardening standards.
" i tant v " tant
703.05.04101) Replay Resstar[repay-resst for access to privileged | L T it Replay Resitant R exist to employ rep S
play-resistant Tor access to non- Mechanisms exist to develop, document and maintain secure
Replay-Resistant _|privileged accounts are implemented. Secure Baseline baseline configurations for Technology Assets, Applications and/or
£.03.05.04[02] \eplay. Reslstan Functional | Intersects With e e CFG02  [Services (TAAS) that are consistont with Industry. accepted system 5
hardening standards.
Replay-Resistant Dlay Tor access to non- Replay-Resistant xist to employ repl
A.03.05.04{02] Authentication __|privileged accounts are implemented. Functional | Intersects With Authentication IAC022 lauthentication, °
03.05.05 Identifier Management ~[>etermine If Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[the time period for preventing the reuse of identifiers is defined dentifier v . Mechanisms exist to govern naming standards for usernames and
A.03.05.05.0DP[01] Identifier Management Functional Intersects With o User Narmagy IAC-09  [Technology Assets, Applications and/or Services (TAAS). 5
A03.05.05.0DP[02] | Identifier Management |c"2racteristic used todentify individual status are defined Functional | Intersects With | Identity User Status 09,2 [ e cmeacr e Other third-party users 5
is received from personnel or roles to User Provisioning & De- IMechanisms exist to utilize a formal user registration and de-
assign an individual, group, role, service, or device identifier. - . -
A03.05.05a dentifier Management 3551 group Functional | Intersects With rovisioning IAC-07 " lregistration process that governs the assignment of access rights K
[an identifier that identifies an individual, group, role, service, or Mechanisms exist to govern naming standards for usernames and
A.03.05.05.5[01] Identifier device is selected. Functional Intersects With ‘de”[(E‘se;rMn?a"rggg“e“' 1AC-09 [Technology Assets, Applications and/or Services (TAAS). 5
/an identifier that identifies an individual, group, role, service, or dentiior N Mechanisms exist to govern naming standards for usernames and
A.03.05.05.b[02] Identifier Management ~ [device is assignec Functional Intersects With e”(‘ufe’r ,fa”;g;r"e" IAC-09  [Technology Assets, Applications and/or Services (TAAS). 5
[the reuse of identifiers for <A.03.05.05.0DPOL]: time period> is dentifior . Mechanisms exist to govern naming standards for usernames and
A.03.05.05.c Identifier Management ~ [prevented. Functional Intersects With e"(‘uir bf;;gg“*“ 1AC-09 [Technology Assets, Applications and/or Services (TAAS). 8 |US DoD ODP Value: at least ten (10) years.
idual identifiers are managed by uniquely identifying each
) idual a5 <A 03,0505 ODPL02]: chararteristics. Identification & Mechanisms exist to uniquely identify and centrally Authenticate, US DoD ODP Value: privileged or non-privileged
A.03.05.05.d Identifier Management Functional | Intersects With | Authentication for IAC02  |Authorize and Audit (AAA) organizational users and processes. 8 lusers; contractors, foreign nationals, and/or
Organizational Users lacting on behalf of organizational users. Inon-organizationai users
Ual identifiers are managed by uniquely i 5 595 0P v o —
idual as <A.03.05.05.0DP[02]: characteristic>. i o alue: privileged or non-privilege
A.03.05.05.d |dentifier Management Functional | Intersects With |  Identity User Status 1AC-09.2  [iechanisms exist to identify contractors and other third-party users 8 lusers; contractors, foreign nationals, and/or
'gh uniq - Inon-organizational users
03.05.06 Withdrawn LS Functional | No Relationship NA NIA NA 0 INo applicable SCF control
03.05.07 Password Management |Petermine If Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
the frequency at which to update the st of commorly used. [Automated mechanisms exist to determine if password
lexpected, or compromised passwords is define Automated Support For lauthenticators are sufficiently strong enough to satisfy
A.03.05.07.0DP[01] | Password Management Functional | Intersects With | AGoTiie Supportt 104 e e mnacword 1onath e Lomoraciny 5
requirements.
fthe i t which to update the list of Iy Used,
A.03.05.07.0DP[01] Password Management ex;ﬁz:egﬁyc:m‘gr;fn‘Sgd"sajsfmrdi e aafmaonly se Functional Intersects With |  Password Managers 1AC-10.11 Z‘;‘J;ﬁl‘f’&‘;f““ to protect and store passwords via a password 5
lpassword composition and complexity rules are defined paseword-Based Mechanisms exist to enforce complexity, length and lifespan
A.03.05.07.0DP[02] | Password Management Functional | Intersects With IAC-10.1 to ensure strong criteria for password-based 5
Authentication [considerations
2l of commonly used, expect=d, or compromised passwords s [Automated mechanisms exist to determine if password
maintained. Automated Support For lauthenticators are sufficiently strong enough to satisfy
A.03.05.07.a(01] Password Management Functional | Intersects With | AGoTioie Supporty 104 e et macmord 1onath e Loty 5
requirements.
703.05.07.a101) Password Management [P I5E O COmmonly Used, expected, or compromised passwords 1s Functional | Intersects With | Password Managers IAC-10.11_[Mechanisms exist to protect and store passwords via a password S
Imaintaines Imanager tool
[ \Ettufucurxrg;ré\\s/ Eiegbi?gf]cl?dv or compromised passwords is |Automated mechanisms exist to determine if password
lupdated < . requency>. ith | Automated Support For g lauthenticators are sufficiently strong enough to satisfy .
A.03.05.07.a02] Password Management Functional | Intersects With | AGOTINee SUPPOTEE 108 e e eined possword 1angh and Somprexity 8 lUS DoD ODP Value: at least quarterly
requirements.
A.03.05.07.a(02] Password Management |0 |5t O commonly used. expected, or compromised passwords is Functional Intersects With |  Password Managers jac-10.11  [Mechanisms exist to protect and store passwords via a password 8 lUS DoD ODP Value: at least quarterly
lupdated <A.03.05.07.0DP[01]: frequency>. Imanager tool.
a fist of commonly Used, expected, or Compromised passwords is exist to determine if password
lupdated when organizational passwords are suspected to have been| Automated Support For lauthenticators are sufficiently strong enough to satisfy
A.03.05.07.a(03] Password Management |compromised. Functional | Intersects with | AGoTIe SUppOrE IR 10.a e e poscword 1ongth and Lomorecity 5
requirements.
a Tist of commonly Used, expected, or Compromised passwords is vecn o protect and st . N
A.03.05.07.2[03] Password lupdated when passwords are suspected to have been|  Functional Intersects With |  Password Managers 1AC-10.11  [ecnanisine Bxist to protect and store passwords via a passwor 5
compromised. manager tool.
passwords are verified not to be found on the Ist of commanty used. [Automated mechanisms exist to determine if password
lexpected, or compromised passwords when they are created or Automated Support For lauthenticators are sufficiently strong enough to satisfy
A03.05.07.b Password Management |undated by users. Functional | Intersects with | AGoTINe SUpPOTtE IR 10.a e e poacword 1ongth and Lomorecity 5
requirements.
lpasswords are verified not to be found on the list of commonly used| vecn o protect and st . N
A.03.05.07.b Password Management [expected, or compromised passwords when they are created or Functional Intersects With |  Password Managers IAC-10.11 meai:g"e‘f’t"‘)ilex‘s © protect and store passwords via a passwor 5
lupdated by users. -
lpasswords are only transmitted over cryptographically protected Mechanisms exist to develop, document and maintain secure
channels Secure Baseline baseline configurations for Technology Assets, Applications and/or
A.03.05.07.c Password Management Functional | Intersects With Coaurations CFG02  [Sanvices (TAAS) that are consistent with industry.accepted system 5
hardening standards.
lpasswords are only transmitted over cryptographically protected protection of IMechanisms exist to protect authenticators commensurate with the
A.03.05.07.c Password Management [channels. Functional | Intersects With IAC-10.5  [sensitivity of the information to which se of the authenticator 5
Authenticators erte srue
lpasswords are stored in a cryptographically protected form Mechanisms exist to develop, document and maintain secure
' Secure Baseline baseline or Technology Assets, and/or
A03.05.07.d Password Management Functional | Intersects With Comaurations CFG02  [Sarvices (TAAS) that are consistent with industry.accepted system 5
hardening standards.
lpasswords are stored in a cryptographically protected form protection of IMechanisms exist to protect authenticators commensurate with the
A03.05.07.d Password Management Functional | Intersects With IAC-10.5  [sensitivity of the information to which se of the authenticator 5
Authenticators erite sen
& new password is selected upon frst use after account recovery. Mechanisms exist to develop, document and maintain secure
£03.05.07 . ' Secure Baseline baseline or Technology Assets, and/or
07.e assword Management Functional | Intersects With oo CFG02 Services (TAAS) that are consistent with industry-accepted system 5
hardening standards.
|a new password is selected upon first use after account recovery. Mechanisms exist to proactively govern account management of
A03.05.07. Password Management Functional | Intersects With | Account Management IAC-15 5

individual, group, system, service, application, guest and temporary
[accounts.
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Document Element (FDE) Descri

NIST SP 800-171A R3

SCF Control

Version 2026.1 x000a_03/27/2026

Notes

[the following composition and complexity rules for passwords are
lenforced: <A.03.05.07.0DP[02]: rules>

Secure Baseline

Secure Controls Framework (SCF)
Control Desc n

[Mechanisms exist to develop, document and maintain secure
Ibaseline configurations for Technology Assets, Applications and/or
[Services (TAAS) that are consistent with industry-accepted system

Strength of
Relationshi

|US DoD ODP Values:
(1) Must have a minimum length of 16
characters.

A03.05.07.f Password Management Functional | Intersects With Comharations CFG-02 |hardening standards. 8 3y Cantarms a string of characters that does
Inot include the user’s account name or full
Iname.
[the following composition and complexty rules for passwords are
enforced: <A.03.05.07.0DP[02];: rules>. ) ) mgﬁgse":'”me‘;lmum ength of 16
password-Based Mechanisms exist to enforce complexity, length and lifespan (ke
A.03.05.07.f Password Management Functional Intersects With Authentication IAC-10.1 ;zzﬁ;e[::;l&r’\: to ensure strong criteria for password-based 8 2) Cantams a string of characters that does
Inot include the user’s account name or full
Iname.
03.05.08 Withdrawn N Functional No Relationship N/A N/A N/A o INo applicable SCF control
03.05.09 Withdrawn oA Functional | No Relationship NA NA NA 0 INo applicable SCF control
03.05.10 Withdrawn i Functional | No Relationship NA NA NA 0 INo applicable SCF control
03.05.11 Authentication Feedback [>Stermine If Functional | No Relationship N/A N/A N/A 4 INo applicable SCF control
[eedback of authent during the Mechanisms exist to obscure the feedback of authentication
rocees s apsture
A.03.05.11 Authentication Feedback Functional Intersects With | Authenticator Feedback jac-11 [information during the authentication process to protect the 5
from possible by
individuals.
03.05.12 AT eIt Functional | No Relationship N/A N/A N/A [ INo applicable SCF control
the frequency for changing or refreshing authenticators is defined. Mechanisms exist to
N N (1) Securely manage authenticators for users and devices; and
Authenticator Authenticator (2) Ensure the strength of authentication is appropriate to the
‘A.03.05.12.0DP[01 Fi ti | Inte ts With IAC-10 5
(01] Management unctional Intersects Wit Management. classification of the data being accessed.
levents that trigger the change or refreshment of authenticators are Mechanisms exist to:
N defined. " (1) Securely manage authenticators for users and devices; and
Authenticator Authenticator (2) Ensure the strength of authentication is appropriate to the
‘A.03.05.12.0DP[02 Fi ti | Inte ts With IAC-10 5
(02] Management unctional Intersects Wi Management |classification of the data being accessed.
[the identity of the individual, group, role, service, or device Mechanisms exist to
N receiving the authenticator as part of the initial authenticator N (1) Securely manage authenticators for users and devices; and
Authenticator (distribution is verified. i Authenticator (2) Ensure the strength of authentication is appropriate to the
A.03.05.12.; Fi ti | Inte ts With IAC-10 5
@ Management unctional ntersects Wi Management [classification of the data being accessed.
initial authenticator content for any authenticators issued by the Mechanisms exist to
ot organization is established. ot (1) Securely manage authenticators for users and devices; and
uthenticator uthenticator . () Ensure the strength o authenticaton is appropriate to the
A03.05.12 e cater Functional | Intersects Wit e cater IAC-10 e O aunenticatc 5
ladministrative procedures for initial are IMechanisms exist to:
s lestablished. s (1) Securely manage authenticators for users and devices; and
wuthenticator wuthenticator (2) Ensure the strength of authentication is appropriate to the
A.03.05.12.¢[01] Fi i | Int ts With IAC-10 5
<lo1) lanagement unctional ntersects Wi lanagement |classification of the data being accessed.
[administrative procedures for lost, compromised, or damaged Mechanisms exist to:
Authenticats authenticators are established Authenticat (1) Securely manage authenticators for users and devices; and
wuthenticator wuthenticator (2) Ensure the strength of authentication is appropriate to the
A 12. 2 Fi ti | Inte ts With IAC-11
03.05.12.02] Management unetiona niersects Wi Management €10 |dlassification of the data being accessed. ®
[administrative procedures for revoking authenticators are Mechanisms exist to:
lestablished. (1) Securely manage authenticators for users and devices; and
Authenticator Authenticator (2) Ensure the strength of authentication is appropriate to the
A.03.05.12.¢[03] Fi ti | Inte ts With IAC-10 5
clo3l Management unctiona! ntersects Wi Management [classification of the data being accessed.
ladministrative procedures for initial authenticator distribution are IMechanisms exist to:
implemented (1) Securely manage authenticators for users and devices; and
Authenticator Authenticator (2) Ensure the strength of authentication is appropriate to the
A.03.05.12.¢[04; Fi ti | Inte ts With IAC-10 5
<lo4] Management unctional ntersects Wi Management |classification of the data being accessed.
administrative procedures for lost, compromised, or damaged Mechanisms exist to
" lauthenticators are implemented. " (1) Securely manage authenticators for users and devices; and
Authenticator Authenticator (2) Ensure the strength of authentication is appropriate to the
A.03.05.12.¢[05] Fi ti | Inte ts With IAC-10 5
<[0s] Management unctional Intersects Wit Management classification of the data being accessed.
ladministrative procedures for revoking authenticators are Mechanisms exist to:
N implemented " (1) Securely manage authenticators for users and devices; and
Authenticator i Authenticator (2) Ensure the strength of authentication is appropriate to the
A.03.05.12.c[06 Fi ti | Inte ts With IAC-10 5
<los] Management unctional ntersects Wi Management (Classification of the data being accessed.
(default authenticators are changed at irst use. Mechanisms exist to
ot ot (1) Securely manage authenticators for users and devices; and
uthenticator ; uthenticator (2) Ensure the strength of authentication is appropriate to the
A.03.05.12.d Fi ti | Inte ts With IAC-10 - 5
Management unctional ntersects Wi Management [classification of the data being accessed.
authenticators are changed or refreshed <A.03.05.12.0DPIOLL: Mechanisms exist to
[frequency> or when the following events occur: (1) Securely manage authenticators for users and devices; and | i) lel VAl
|<A.03.05.12.0DP[02]: events>. (2; Ensure the slrenglh of authentication is appropriate to the (1) never for passwords where MFA is
the data being accecse lemployed, at least every five (5) years for hard
tokens and identification badges, and at least
A.03.05.12.e athenticator Functional Intersects With fthenticator IAC-10 8 levery three (3)
9 9 ears for all other authenticators.
(2) after a relevant security incident or any
levidence of
lcompromise or loss.
lauthenticator content is protected from unauthorized disclosure. IMechanisms exist to:
ot ot (1) Securely manage authenticators for users and devices; and
uthenticator i uthenticator ((2) Ensure the strength of authentication is appropriate to the
A.03.05.12./101 Functional | Intersects With 1AC-10 ; 5
to1] Management unctional ntersects Wi Management |classification of the data being accessed.
authenticator content is protected from unauthorized disclosure. IMechanisms exist to protect authenticators commensurate with the
A.03.05.12.f(01] Authenticator Functional | Intersects With Protection of IAC-10.5 |sensitivity of the information to which use of the authenticator 5
Management Authenticators [permits access.
lauthenticator content is protected from unauthorized modification. IMechanisms exist to:
(1) Securely manage authenticators for users and devices; and
Authenticator Authenticator (2) Ensure the strength of authentication is appropriate to the
A.03.05.12.f[02 Functional Intersects With IAC-10 5
1021 Management unet ! Management Iclassification of the data being accessed.
lauthenticator content is protected from unauthorized modification.
Authenticator u i is pr unaut 1ze i i Protection of IMechanisms exist to protect authenticators commensurate with the
A.03.05.12.f[02] Functional Intersects With IAC-10.5 [sensitivity of the information to which use of the authenticator 5
Management Authenticators ermits ocase
03.06.01 Incident Handling [Petermine If Functional | No Relationship N/A N/A N/A o INo applicable SCF control
lan incident-handling capability that is consistent with the incident
response plan is implemented. Incident Response IMechanisms exist to implement and govern processes and
A.03.06.01[01] Incident Handling Functional Subset Of Operations IRO-01 to facilitate an organization-wide response 10
P |capability for cybersecurity and data protection-related incidents.
lthe incident handling capability includes preparation.
IMechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
£.03.06.01(02] Incident Handling Functional | Intersects With Incident Handling 1R0-02  [(3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovery.
[the incident handiing capability includes detection and analysis.
IMechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
A.03.06.01[03] Incident Handling Functional Intersects With Incident Handling 1RO-02 3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovery.
the incident handling capability includes containment.
IMechanisms EX\S! to cover:
1) Preparatior
2) Automated event detection or manual incident report intake;
£.03.06.01(04] Incident Handling Functional | Intersects With Incident Handling 1R0-02  [(3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovel
[the incident handling capability includes eradication.
IMechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
A.03.06.01[05] Incident Handling Functional Intersects With Incident Handling 1RO-02 3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovery.
[the incident handiing capability includes recovery.
Mechanisms exist to cov
1) Preparation;
2) Automated event detection or manual incident report intake;
A.03.06.01(06] Incident Handling Functional Intersects With Incident Handling IR0-02 3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovel
Incident Monitoring, ~ [Determine If:
03.06.02 Reporting, and Response Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Incident Monitoring, _|the time period to report suspected incidents to the organizational N N
£.03.06.02.00P(01] | Repriion. and houpnse [incident response capability 1s defined. Functonal | Intersects witn | 1ncdent Response lan |Ro.04  |Mechanisms exist to maintain and make available a current and s

Assistance

|viable Incident Response Plan (IRP) to all stakeholders.
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Set Theory Relationship Mapping (STRM)

FDE #

FDE Name

Incident Monitoring,

Document Element (FDE) Descri

lthe time period to report suspected incidents to the organizational
incident response capability is defined.

NIST SP 800-171A R3

SCF Control

Incident Stakeholder

Secure Controls Framework (SCF)

Control Desci n
[Mechanisms exist to timely-report incidents to applicable:
(1) Internal stakeholders;

Strength of
Relationshi

Version 2026.1 x000a_03/27/2026

Notes

A03.06.02.0DP01] | Reporting, and Response Functional | Intersects With IRO-10 [ e ke S parties; and 5
(3) Regulatory authorities.
Incident Monitoring, _[aUthorities to whom incident information 1s to be reported are
Gefined. Incident Response Plan g IMechanisms exist to maintain and make available a current and
A03.06.02.0DP102] | Reporting, and Response Functional | Intersects With prs IRO-04 e e e e bran (AD) to il ek arre, 5
Incident Monitoring, _[authorities to whom incident information is to be reported are Cyber Incident Reporting
A.03.06.02.0DP[02] | Reporting, and Response |defined. Functional Intersects With | for Sensitive / Regulated RO-10.2  |Hieche nisms exist to report data incidents in a 5
Assistance Data
Incident Monitoring, _|authorities to whom incident information is to be reported are N
Sefined. Regulatory & Law g IMechanisms exist to maintain incident response contacts with
A.03.06.02.0DP[02] | Reporting, and'::spanse Functional Intersects with | Aeduarory &law IRO-14 e aulatony and iaw enforcoment agencies 5
3 [system security incidents are tracked. N B N .
Incident Monitoring, Situational Awareness For IMechanisms exist to document, mom!cr and report the status of
£.03.06.02.2(01] Reporting, and Response Functional Intersects With et IR0-09 [cybersecurity and data protection incidents to internal stakeholders. 5
nce lall the way through the resolution of the incident.
[system security incidents are documented.
Incident Monitoring, Situational Awareness For IMechanisms exist to document, monitor and report the status of
£.03.06.02.a[02] Reporting, and Response Functional Intersects With et IR0-09 [cybersecurity and data protection incidents to internal stakeholders. 5
ance lall the way through the resolution of the incident.
[suspected incidents are reported to the organizational incident
response capability within <A.03.06.02.0DP[01]: time period>. IMechanisms exist to cover:
1) Preparation;
Incident Monitoring, 2) Automated event detection or manual incident report intake; .
A.03.06.02.b Reporting, and Response Functional | Intersects With Incident Handling 1RO-02 3) Analysis; 8 O e e
Assistance 4) Containment; & & &
5) Eradication; and
6) Recovery.
; suspected incidents are reported to the organizational incident Mechanisms exist to establish an integrated team of cybersecurity,
Incident Monitoring, |response capability within <A.03.06.02.0DP[01]: time period> Integrated Security IT and business function rey !
U2 - ¥ presentatives that are capable of lUS DoD ODP Value: near real time or as soon
A.03.06.02b Rep"’“xg;g{‘:ﬂ?:s"“"* Functional Intersects With | incident 7;?5‘;;‘59 Team IRO-07 |- ddressing cybersecurity and data protection incident response 8 las practicable upon discovery
loperations.
ncident Monitoring, _|rosBeciad ncdents e reported fo the erganizatonal ncdent Mechanisms exist to timely-report incidents to applicable:
. response capability within < .06.02.¢ ime period>. Incident Stakeholder (1) Internal stakeholders; |US DoD ODP Value: near real time or as soon
A03.06.02. Reporting, and Response Functional | Intersects With Reporting IRO-10°15) Affected clients & third-parties; and 8 Jas practicable upon discovery
(3) Regulatory authorities
incident information is reported to <A.03.06.02.0DP[02]:
Incident Monitoring, IMechanisms exist to timely-report incidents to applicable: 1US DoD ODP Value: all applicable personnel
: Incident Stakeholder g (1) Internal stakeholders; land entities as specified by the contract, and in
A.03.06.02.c REPOH‘ZE;E{\:H?:SDDHSE Functional Intersects With 1RO-10 (2) Affected clients & third-partie: nd 8 laccordance with any incident response plan
(3) Regulatory authorities. Inotification procedures
Incident Monitoring, mtﬂdeﬂltreSpﬂlﬂse support resource thaldﬂffersladwce Tdt Integrated securlty [Mechanisms exist to establish an integrated team of cybersecurity,
o assistance to system users on handling and reporting incidents is IT and business function representatives that are capable of
A03.06.020 | Reporing,and Resporise froviged Functional | Intersects Wit | Incident Response Team | IRO07 |3dicscing Cyiersacuny ana aat provaction nclaent response s
loperations.
; fan incident response support resource that offers advice and Mecharisms exist o timely-report incidents to aplicable:
506024 Incident Monitoring. _|assistance to system users on handling and reporting incidents is ‘ i | incident stakenolder 010 |(1)Internal stakeholder vrep PP
A.03.06.02. Reporting, and Response provided. Functional Intersects Wit Reporting IRO-1 (2) Aftorted chonts & i -parties; and 5
(3) Regulatory authorities.
[an incident response support resource that offers advice and Mechanisms exist to provide incident response advice and
Incident Monitoring, _[BSsistance to system users on handling and reporting incidents is ) lassistance to users of Technology Assets, Applications andjor
£.03.06.02.d Reporting, and Response [Provided. Functional Intersects With ‘"““f"S 't*e""""“g |RO-11  [Services (TAAS) for the handling and reporting of actual and 5
g ond Re ssistance lpotential cybersecurity and data protection incidents.
03.06.03 Incident Response Testing |>Ste"Mine I Functional | No Relationship N/A NIA N/A [ INo applicable SCF control
[the frequency at which to test the effectiveness of the incident Mechanisms exist to formally test incident response capabilities
A.03.06.03.0DP[01] Incident Response Testing [response capability for the system is defined Functional Intersects With |Incident Response Testing IRO-06 lthrough realistic exercises to determine the operational 5
leffectiveness of those capabilities.
[the effectiveness of the incident response capability is tested Mechanisms exist to formally test incident response capabilities.
A.03.06.03 Incident Response Testing |<A.03.06.03.0DP[01]: frequency> Functional Intersects With | Incident Response Testing IRO-06 [through realistic exercises to determine the operational 8 |US DoD ODP Value: at least every 12 months
leffectiveness of those capabilities.
03.06.04 Incident Response Training|te"Mine I Functional | No Relationship NA NiA NA 0 INo applicable SCF control
A.03.06.04.0DP[01] |Incident Response Training| p’:mf“g;‘z ‘:s’f’y:t:‘n&"“j’;::‘;"d'é‘c'“ent response training is to be Functional Intersects With [Incident Response Training| ~ IR0-05 ?:;"5”‘5’“5 exist to train personnel in their incident response roles 5
[the fr it which te it tr o
7.03.06.04.0DP(02] _incident Response Traning useerge:f::rn;{“aa‘\'r:ura\mm:‘[;l'g;/ldeeénc\den Tesponse training to Functional Intersects With |incident Response Training 1RO05 aMnedchamsms exist to train personnel in their incident response roles S
[the fr t which te te it i il i
A.03.06.04.0DP[03] Incident Response Training| U:n::;‘éeory‘j‘ig:t ‘:ld;: n:dre‘”ew and update incident response Functional Intersects With [Incident Response Training| IRO-05 aMnEChBNSmSIEX\St to train personnel in their incident response roles 5
- h h i - - - -
A.03.06.04.0DP[04] [Incident Response Training :;ﬁ?et;(t;é 'Qé%iﬁff review of the incident response training Functional Intersects With [Incident Response Training IRO-05 Z\:Jhamsms_ex\st to train personnel in their incident response roles 5
[events that initiate a review of the incident response training [Mechanisms exist to incorporate lessons learned from analyzin
content are defined. land resolving cybersecurity and data protection incidents to reduce
A.03.06.04.0DP[04]  [Incident Response Training Functional | Intersects with |ROPEGause Analysis (RCA)| 1po.13 e e Y pact of future incidents, 5
fincident response training for system users consistent with assigned
roles and responsibilities is provided within <A.03.06.04.0DP[01]: Mechanisms exist to train personnel in their incident response roles US DoD ODP Value: ten (10) days for privileged
A.03.06.04.2.01 incident Response Training|time periods of assuming an ncdent response role or responsiviity Functional Intersects With |Incident Response Training|  1R0-05  [1ehazerme Sec e 8 sere, ity (50) dase Tor all ather poloe
or acquiring system access
fincident response training for system users consistent with assigned ¥
e oo hes e o autioa s o om0 ooty Mechanisms, existto provide rle based securiy, complance and
ltime period> of assuming an incident response role or responsibility Role-Based Security, g
y efore authorizing access to the system or performing assigned US DoD ODP Value: ten (10) days for privileged
A03.06.042.01 [Incident Response Training|or acquiring system access Functional | Intersects With | Compllance & Resilence | SAT.03 |G e 8 e B e e
9 (2) When required by system changes; and
(3) Annually thereafter.
incident response training for system Users consistent with assigned Mechanisms exist to provide role-based securty, compliance and
roles and responsibilities is provided when required by system e onereiotad traiming:
changes. Role-Based Security,
A.03.06.04.2.02 Incident Response Training| Functional Intersects With | Compliance & Resilience SAT-03 zt’[‘aezf‘”e authorizing access to the system or performing assigned 5
Training (2) When required by system changes; and
(3) Annually thereafter.
fincident response training for system users consistent with assigned ¥
Iroles and responsibilities is provided <A.03.06.04.0DP[02]: [Mechanisms exist to provide role-based security, compliance and
frequency> thereafter. Role-Based Security resilience-related trainin
A.03.06.04.2.03 incident Response Training| Functional Intersects With | Compliance & Resilience SAT-03 éﬂliifc"e authorizing access to the system or performing assigned 8 |US DoD ODP Value: at least every 12 months
Trainin (2) When required by system changes; and
(3) Annually thereafter.
t [ tent i ir inci
A03.06.04.5(01]  [Incident Response Training| 5 05 0 o4 aBe(0: oy, < <" Functional | Intersects With[Incident Response Training| ~ 1R0-05  [\1echanisms xist to train personnel in their incident response roles 8 lUS DoD ODP Value: at least every 12 months
A.03.06.04.6(02] [Incident Response Training }?;';;’:fgf”""” training content is updated <A.03.06.04.0DPI03]: | ¢\ tignal | Intersects With [Incident Response Training| ~ IR0-05 [ Mechanisms exist to train personnel in their incident response roles 8 lUS DoD ODP Value: at least every 12 months
incident response training content is reviewed following 1US DoD ODP Values:
1<A.03.06.04.0DP(04]: events>. Mechanisms exist to train personnel in their incident response roles (1) at least every 12 m
£.03.06.04.b[03] incident Response Training| Functional Intersects With [Incident Response Training| IRO-05 e e it 8 &) Sgniheant. novel mc‘dem or significant
changes to risks
incident response training content is updated following 1US DoD ODP Values:
|<A.03.06.04.0DP[04]: events> IMechanisms exist to train personnel in their incident response roles (1) at least every 12 months
A.03.06.04.b[04] incident Response Training| Functional Intersects With [Incident Response Training| IRO-05 e eniee. 8 ) o eant. moval Incidants, or significant
lchanges to risks
03.06.05 Incident Response Plan |>etermine I Functional | No Relationship NA NiA N/A 0 INo applicable SCF control
an incident response plan is developed that provides the Incident Response Plan IMechanisms exist to maintain and make available a current and
B man e neident i y isms exi intai vai u
A.03.06.05.2.01 Incident Response Plan Capability with a roadmap for its incident response Functional Intersects With (IRP) IRO-04 lviable Incident Response Plan (IRP) to all stakeholders. 5
lan incident response plan is developed that describes the structure
£.03.06.05..02 Incident Response Plan |and organization of the Incident reapanse capabity cunctional | intersects with | Incident Response plan |Ro.04  |Mechanisms exist to maintain and make available a current and 5
B (IRP) |viable Incident Response Plan (IRP) to all stakeholders.
dent Tan is developed that provides a high-level
£.03.06.05.5.03 Incident Response Plan |approach for how the incident response Capability fits nto the. cunctional | Intersects with | Incident Response Plan |Ro.04  |Mechanisms exist to maintain and make available a current and s
-06.05.2. P overall organization. (IRP) \iable Incident Response Plan (IRP) to all stakeholders.
an incident response plan is developed that defines reportable Incident Response Plan echarisms exst fo malntain and make avallble a curent and
A.03.06.05.2.04 Incident Response Plan  [or /1<% Functional | Intersects With prs RO-04 e e e e bram UAD 1 5
an incident response plan is developed that addresses the sharing o | Incident Response Plan y Mechanisms exist to mainain and make available a current and
A.03.06.05.2.05 Incident Response Plan [of InSent response pl Functional | Intersects With oy RO-04 [ e e e bram (Ao o 5
an incident response plan is developed that designates
£.03.06.05.0.06 Incident Response Plan Fesponsibiities to organizational entites, personnel, of roles. Functional | Intersects with | 'ncident Response Plan |Ro-04  |Mechanisms exist to maintain and make available a current and s
- i (IRP) lViable Incident Response Plan (IRP) to all stakeholders.
copies of the incident response plan are distributed to designated Incident Response Plan IMechanisms exist to maintain and make available a current and
ident | (identified by b I )-(
A.03.06.05.6[01] Incident Response Plan _[incident response personnel (identified by name or by role). Functional | Intersects With e IRO-04 e e manca bran (AR ro il arakobordmre, 5
copies of the incident response plan are distributed to Incident Response Plan IMechanisms exist to maintain and make available a current and
A.03.06.05.b[02] Incident Response Plan elements. Functional Intersects With (IRP) 1RO-04 |viable Incident Response Plan (IRP) to all 5
lthe incident response plan is updated to address system and
lorganizational changes or problems encountered during plan IMechanisms exist to regularly review and modify incident response
A.03.06.05.c Incident Response Plan |imelementation, execution, or testing Functional | Intersects With IRP Update IR0-04.2  [practices to incorporate lessons learned, business process changes 5
[and industry developments, as necessary.
[the it I tected fr ith i
203.06.05.0 Incident Response Plan|{1e STk resporse pan 1 profected from unauthorized ronctional | imtersects with Defined Roles & wrsos |t personne\ex‘ﬂ to define Toles & for S
[the incident response plan is protected from unauthorized ist to enforce Role-Based Access Control (RBAC) for
disclosure. ' |Role-Based Access Control Technology Assets, Applications, Services andjor Data (TAASD) to
A.03.06.05.d Incident Response Plan Functional Intersects With ThBAG) IAC-08 |restrict access to individuals assigned specific roles with \egmmale 5
business needs
[the incident response plan s protected from unauthorized Access To Sensitive / IMechanisms exist to limit access to sensitive/regulated data to only
disclosure. i 2
A.03.06.05.d Incident Response Plan Functional Intersects With Regulated Data IAC-20.1 lthose individuals whose job requires such access. 5
[the Incident response plan is protected from unauthorized o | Incident Response Plan y Mechanisms exist to maintain and make available a current and
A.03.06.05.d Incident Response Plan [0 4" Functional | Intersects With frS RO-04 e e e e bram At o 8
03.07.01 Withdrawn A Functional | No Relationship NA NA NA 0 INo applicable SCF control
03.07.02 Withdrawn N Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
03.07.03 ‘Withdrawn A Functional No Relationship N/A N/A N/A [ INo applicable SCF control
03.07.04 Maintenance Tools |Petermine If: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
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[the use of system maintenance tools is approved.

Secure Controls Framework (SCF)
Control Desci n

Strength of
Relationshi

A.03.07.04.a(01] Maintenance Tools Functional | Intersects With |  Maintenance Tools MNT-04  [Mechanioms exist to control and monitor the use of system 5
7 TS
7.03.07.08.2002] Maintenance Tools _|FI® USE of system maintenance tools is controlled Functional | Intersects With | Maintenance Tools MNT-04 _|Mechanisms exist to control and monitor the use of system S
£03.07.04.2003] Maintenance Tools _|FTE USE of system maintenance tools is monitored Functional | Intersects With | Maintenance Tools WNT4_[Fechaniams exit o Control and monicr the Use of system S
Imedia with diagnostic and test programs are checked for malicious Mechanisms exist to check media containing diagnostic and test
lcode before the media are used in the system. :
A.03.07.04.b Maintenance Tools Y Functional | Intersects With Inspect Media MNT-04.2 e malicious code before the media sra used 5
[the removal of system maintenance equipment containing CUI 1S Mechanisms exist to prevent or control the removal of equipment
lprevented by verifying that there is no CUI on the equipment, Prevent Unauthorized that contains
A03.07.04.c Maintenance Tools |sanitizing or destroying the equipment, or retaining the equipment | Functional | Intersects With MNT-04.3 5
within the facility.
03.07.05 Nonlocal Maintenance [>ctermine If Functional | No Relationship N/A NIA N/A 0 INo applicable SCF control
Inoniocal maintenance and diagnostic activities are approved. IMechanisms exist to authorize, monitor and control remote, non-
A.03.07.05.a(01] Nonlocal Maintenance Functional | Intersects With | Remote Maintenance MNT-05  [\hec! ‘ol hagoatic activities. 5
£.03.07.05.2102] Nonlocal Maintenance _|1onocal maintenance and diagnostic activities are monitored Functional | intersects with | Remote Maintenance MNT05 _[[echanisms exist t autharize, motor and control remote, non- S
loc and diagnostic activities.
Imulti-factor n the of Automated echanfims ext o seforce M Factor AdEETTCaton
nonlocal maintenance and magnosz.c cessions, MFA,) for:
1) Remote network access;
£.03.07.05.b(01] Nonlocal Maintenance Functional | tntersects wi Ml Factor Authentication| ¢ g (21 Thirdarty Technology Assets, Appicatons andor Services s
) Nof conae access o critcal TAAS that store, transmit andior
lprocess sensitive/regulated data.
replay resistance is implemented in the establishment of noniocal [Mechanisms exist to develop, document and maintain secure
Imaintenance and diagnostic sessions. Secure Baseline bbaseline configurations for Technology Assets, Applications and/or
A.03.07.05.b[02] Nonlocal Maintenance Functional | Intersects With Configurations CFG-02  |Services (TAAS) that are consistent with industry-accepted system 5
hardening standards.
replay resistance is implemented in the establishment of noniocal Replay-Resistant exist to employ repl t
A.03.07.05.6(02] Nonlocal Maintenance (B2 (o= 8 20ER 1€ 100 cetic sessions Functional | Intersects With et IAc-022  fuomated me 5
Feplay resistance is implemented n the establishment of noniocal remote Mamtenance [Cryptographic mechanisms exist o rotect the ntearity and
A.03.07.05.(02] Nonlocal 1 and diagnostic sessions Functional | Intersects With MNT-05.3 mote, non-local maintenance and diagnostic 5
Cryptographic Protection
Commeniéatians.
Session connections are terminated when nonfocal maintenance is |Automated mechanisms exist to log out users, both locally on the
A.03.07.05.¢[01] Nonlocal Maintenance ~ [completed. Functional Intersects With Session Termination IAC-25 Inetwork and for remote sessions, at the end of the session or after 5
Jan organization-defined period of inactivity.
Session connections are terminated when nonlocal maintenance is remote VAt IMechanisms exist to provide remote disconnect verification to
A.03.07.05.c[01] Nonlocal Maintenance ~ completed. Functional | Intersects With | Aemote Haimtenance MNT-05.4  [ensure remote, non-local maintenance and diagnostic sessions are 5
Disconnect Verification
lproperly terminated.
Inetwork connections are terminated when nonfocal maintenance is
completed Network Connection y IMechanisms exist to terminate network connections at the end of a
A.03.07.05.c102] Nonlocal Maintenance P Functional | Intersects With Termination NET-07 " lcession or after an organization-defined time period of inactivity. >
03.07.06 Maintenance Personnel |>€termine If: Functional | No Relationship N/A N/A N/A 4 INo applicable SCF control
a process for personnel is
Authorized Maintenance Mechanisms exist to maintain a current list of authorized
A.03.07.06.a Maintenance Personnel Functional | Intersects With gy MNT-06 e reansatione o1 porsonnel. 5
2 it of authorized maintenance organizations or personnel is Authorized Maintenance IMechanisms exist to maintain a current list of authorized
i Imaintained. ~
A.03.07.06. Maintenance Personnel i Functional | Intersects With ity MNT-06 e rganations or personnel. 5
P B e e o enance on the system Authorized Maintenance IMechanisms exist to maintain a current list of authorized
i ossess the required access authorizations. -
A.03.07.06.c Maintenance Personnel [P q Functional | Intersects With Fith MNT-06 [ e arganizations of personnel 5
lnon-escorted personnel who perform maintenance on the system [Mechanisms exist to ensure that non-escorted personnel
A.03.07.06. Maintenance Personnel |possess the required access authorizations Functional Intersects With | Non-System Related MNT-06.2  |performing non-IT maintenance activities in the physical proximity 5
Maintenance lof systems have required access authorizations.
lnon-escorted personnel who perform maintenance on the system
Ipossess the required access authorizations. Maintenance Personnel IMechanisms exist to ensure the risks associated with maintenance
A.03.07.06.c Maintenance Personnel Functional | Intersects With | Without Appropriate MNT-06.1  |personnel who do not have appropriate access authorizations, 5
[clearances or formal access approvals are appropriately mitigated.
lorganizational personnel with required access authorizations are
" ervise the activities of personnel Authorized Maintenance [Mechanisms exist to maintain a current list of authorized
A.03.07.06.d[01] \ Personnel |who do not possess the required access authorizations, Functional | Intersects With Feldth MNT-06 [ e arganizations of personnel 5
lorganizational personnel with required technical competence are
" [designated to supervise the maintenance activities of personnel Authorized Maintenance IMechanisms exist to maintain a current list of authorized
A.03.07.06.0[02] Maintenance Personnel o do not possess the required access authorizations. Functional | Intersects With gy MNT-06 e rganzations or personnel. 5
03.08.01 Media Storage eIl Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
system media that contain CUI are physically controlled.
Mechanisms exist to:
(1) Physically control and securely store digital and non-digital
A.03.08.01(01] Media Storage Functional | Intersects With Media Storage DCH-06  [Tedia within controlled areas using organization-defined security 5
(2) Protect system media until the media are destroyed or sanitized
lusing approved equipment, techniques and procedures.
system media that contain CUI are securely stored.
Mechanisms exist to:
(1) Physically control and securely store digital and non-digital
A.03.08.01(02] Media Storage Functional | Intersects With Media Storage DCH-06  [Tedia within controlled areas using organization-defined security 5
(2) Protect system media until the media are destroyed or sanitized
lusing approved equipment, techniques and procedures.
03.08.02 Media Access el Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
laccess to CUI on system media is restricted to authorized personnel IMechanisms exist to control and restrict access to digital and non-
A.03.08.02 Media Access oy Functional | Intersects With Media Access DCH03 e e autnorived individuale 5
I [Determine If: -
03.08.03 Media Sanitization Functional | No Relationship N/A NIA N/A 0 INo applicable SCF control
syster media that Contain CUI are sanitized prior o dsposal [Mechanisms exist to sanitize system media with the strength and
release out of organizational control, or release for reuse. integrity commensurate with the classification or sensitivity of the
£A.03.08.03 Media Sanitization Functional | Intersects With |System Media Sanitization|  DCH-09 [[1e0T0Y Sommensurace it B oo e ot or 5
release for reuse.
03.08.04 Media Marking e Functional | No Relationship N/A NIA N/A [ INo applicable SCF control
System media that contain CUI are marked to indicate distribution IMechanisms exist to mark media in accordance with data
limitations.
. y lprotection requirements so that personnel are alerted to
A.03.08.04{01] Media Marking Functional | Intersects With Media Marking DCH04 B on Tnitations, handling <aveats and sppiicaple security 5
requirements.
System media that contain CUI are marked to indicate handiing IMechanisms exist to mark media in accordance with data
caveats.
y lprotection requirements so that personnel are alerted to
A.03.08.04{02] Media Marking Functional | Intersects With Media Marking DCH04 o Tonitatione, handling <avents and sopiicaple security 5
requirements.
system media that contain CUI are marked to indicate applicable IMechanisms exist to mark media in accordance with data
ICUI markings. lprotection requirements so that personnel are alerted to
A.03.08.04{03] Media Marking Functional | Intersects With Media Marking DCH04 O Fomitatione, handling +avente st sopcanle security 5
requirements.
03.08.05 Media Transport eI E Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
System media that contain CUI are protected during transport IMechanisms exist to protect and control digital and non-digital
A.03.08.05.a[01] Media Transport loutside of controlled areas. Functional Intersects With Media Transportation DCH-07 media during transport outside of controlled areas using 5
[appropriate security measures.
system media that contain CUI are controlled during transport Mechanisms exist to protect and control digital and non-digital
A.03.08.05.a[02] Media Transport loutside of controlled areas. Functional Intersects With Media Transportation DCH-07 imedia during transport outside of controlled areas using 5
lappropriate security measures.
[accountability for system media that contain CUI is maintained IMechanisms exist to protect and control digital and non-digital
A.03.08.05.b Media Transport during transport outside of controlled areas. Functional Intersects With Media Transportation DCH-07 media during transport outside of controlled areas using 5
lappropriate security measures.
activities associated with the transport of system media that contain| IMechanisms exist to protect and control digital and non-digital
A.03.08.05.c Media Transport  |CUI are documented, Functional | Intersects With | Media Transportation DCH-07  |media during transport outside of controlled areas using 5
lappropriate security measures.
03.08.06 Withdrawn A Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
03.08.07 Media Use ST Functional | No Relationship N/A NIA N/A [ INo applicable SCF control
[types of system media with usage restrictions or that are prohibited ; B IMechanisms exist to restrict the use of types of digital media on
A.03.08.07.0DP[01] Media Use e e e Functional | Intersects With Media Use DeH10 T yetem components 5
fihe use of the following types of system media I restricted or N N -
fohibited: <A.03.08.07.0DP[O1): types of system medias . IMechanisms exist to restrict the use of types of digital media on 1US DoD ODP Value: any removable media not
A.03.08.07.a Media Use P [01]: types of sys Functional | Intersects With Media Use DCH10 T syatem components 8 managed by or on benalf of the organisation
[the use of removable system media without an identifiable owner is orombit Use Without Mechanisms exist to pronibit the use of portable storage devices in
A.03.08.07.b Media Use lprohibited Functional Intersects With rohibit Use Without DCH-10.2 ystems when such devices have no identifiable 5
Owner lowner.
03.08.08 Withdrawn Rl Functional | No Relationship N/A NIA N/A 0 INo applicable SCF control
P— Determine If:
03.08.09 Crymtographic rotection Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
System Backup the confidentiality of backup information is protected [Cryptographic mechanisms exist to prevent the unauthorized
A03.08.09a Cryptographic Protection Functional | Intersects With | Cryptographic Protection | BCD-114  \qicciosure and/or modification of backup information. 5
System Backup prevent the [Cryptographic mechanisms exist to prevent the unauthorized
SR arced disciosura af CUL at backn storage Iocations. i .
A03.08.09. Cryptographic Protection P storag Functional | Intersects With | Cryptographic Protection | - BCD-11.4 gicc|osure and/or modification of backup information. 5
03.09.01 Personnel Screening (0o ermine If: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
i T
7.03.09.01.0DP(01] personnel Screening _|O"A1IoNS that require the rescreening of individuals are defined Functional | Intersects With | personnel Screening HRS-08 mifﬂiﬂ?’?iﬁ;flm manage personnel securit sk by screening S
lconditions that require the rescreening of individuals are defined
Roles With Special IMechanisms exist to ensure that individuals accessing a system
A.03.09.01.0DP(01] Personnel Screening Functional | Intersects With | 2018 Wih Shecal HRS-04.1  [that stores, transmits or processes information requiring special 5
lprotection satisfy organization-defined personnel screening criteria
A03.09.01a Personnel Screening | 0Vi9Uals are screened prior to authorizing access to the system. Functional | Intersects with | Personnel Screening WRS-04_|[lechanisms existto manage persannel security ik by screening S

individuals prior to
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Notes

|US DoD ODP Value: an organizational policy
Irequiring rescreening when there is a

A.03.09.01b Personnel Screening Functional | Intersects With |  Personnel Screening RS04 e e s ooy e )
to an individual
03.00.02 Ferm R ] P 1 Functional | No Relationship NA NA NA INo applicable SCF control
[the time period within which to disable system access is defined Mechanisms exist to adjust logical and physical access
Personnel Termination and lauthorizations to Technology Assets, Applications andjor Services
A.03.09.02.0DP[01] Taneter Functional Intersects With Personnel Transfer HRS-08  |(TAAS) and facilities upon personnel reassignment or transfer, in a
ltimely manner.
403.09.02.00p(01]_|PeTSome Termination and|iie fme period WA Which o disable ystem access s defined runctional | mtersects with | personnel Termimation WRs.09 [Hechantzms et govern the terminaton of ndidua
Personnel and|upon of individual ystem access is IMechanisms exist to govern the termination of individual
A.03.09.02.a.01 ransfer ldisabled within <A.03.09.02. ODP[OI] time penad> Functional Intersects With Personnel Termination HRS-09 lemployment. |US DoD ODP Value: four (4) hours
Personnel and|upon of IMechanisms exist to govern the termination of individual
A.03.09.02.a.02[01] Transfer lassociated with the |ndwwdua| are terminated or revoked. Functional Intersects With Personnel Termination HRS-09
Personnel and|upon of individual credentials associated IMechanisms exist to govern the termination of individual
A.03.09.02.2.02[02] Transfer Iwith the individual are terminated or revoked. Functional Intersects With Personnel Termination HRS-09
of individual sec lated system e » vt oo o
broperty 1s retrieved lechanisms exist to ensure that employees and third-party users
A03.0002203  [Personnel Termination and Functional | Intersects With Return of Assets AST-10 lreturn all organizational assets in their possession upon termination
lof employment, contract or agreement.
Personnel Termi and|upon termination of ndividual sec Tated system ; Mechanisms exist to govern the termination of individual
A.03.09.02.2.03 e oroperty s rettievadt Functional | Intersects With | Personnel Termination HRs.00 oo
Personnel andupon termination of nawidual sec Tated system - Mechanisms exist to retrieve organization-owned assets upon
A.03.09.02.a.03 Transfer lproperty is retrieved. Functional Intersects With Asset Collection HRS-09.1 of an individual's
lupon individual reass\gnment or transfer to other positions in the
Personnel the ongoing eed for current logical and IMechanisms exist to manage personnel security risk by screenin
£.03.09.02.b.01(01] Tranofer lphysical access S atiane & the Sysmm and facility is Functional Intersects With |  Personnel Screening HRS-04 e are prior to authmfmg"a“ess Y Yy 9
reviewed.
[upon individual reass\gnment or transfer to other positions in the [Mechanisms exist to adjust logical and physical access
Personnel ongoing eed for current logical and lauthorizations to Technology Assets, Applications andjor Services
A.03.09.02.b.01[01] Transfer lphysical access aumnnzalmns to the system and facility is Functional Intersects With Personnel Transfer HRS-08 (TAAS) and facilities upon personnel reassignment or transfer, in a
reviewe: ftimely manner.
lUpon individual reassignment or transfer to other positions In the Mechanisms exist to adjust logical and physical access
personnel " , the ongoing need for current logical and lauthorizations to Technology Assets, Applications andor Services
A.03.09.02..01[02] Transfer Iphysical access authorizations to the system and facility is Functional Intersects With Personnel Transfer HRS-08  |(TAAS) and facilities upon personnel reassignment or transfer, in a
confirmed. ftimely manner.
lUpon individual reassignment o transfer to other positions in the Mechanisms exist to adjust logical and physical access
personnel Termination and|organization, access authorization is modified to correspond with lauthorizations to Technology Assets, Applications and/or Services
A.03.09.02.6.02 sfer lany changes in operational need Functional | Intersects With | Personnel Transfer HRS-08  (TAAS) and facilities upon personnel reassignment or transfer, in a
[timely manner.
03.10.01 vacaliceess el Functional | No Relationship N/A N/A N/A INo applicable SCF control
the frequency at which to review the access fst detaiing authorized Physical access control mechanisms exist to maintain a current list
Physical Access acility access by individuals is define Physical Access lof personnel with authorized access to organizational facilities
A.03.10.01.0DPL01] Authorizations Functional Intersects With Authorizations. PES02|(axcept for those areas within the facility officially designated as
publicly accessible)
Physical Access the frequency at which to review the access list detailing authorized Role-Based Physical IPhysical access control mechanisms exist to authorize physical
[facilit by individuals is defi ! . - . . uthord
A.03.10.01.0DP(01] Adthorizations. acliity access by Inclviclals Is define Functional Intersects With Access PES-02.1 | cess to facilities based on the position or role of the individual
B T ol i auoized secess o he oy where he Physical access control mechanisms exist to maintain a current ist
Physical Access [system resides is develope Physical Access lof personnel with authorized access to organizational facilities
A.03.10.01.301] Authorizations Functional Intersects With Authorizations PES02 (except for those areas within the facility officially designated as
lpublicly accessible).
o It ofindividuals with authorized access to the faciity where the Physical access control mechanisms exist to maintain a current list
Physical Access system resides is approve Physical Access lof personnel with authorized access to organizational facilities
A.03.10.01.2[02] Authorizations Functional | Intersects With Authorizations PES02|(ycept for those areas within the facility officially designated as
publicly accessible)
s Tt o indvicls with authorized access o the facilty where the Physical access control mechanisms exist to maintain a current list
Physical Access  [system resides is maintained. ; Physical Access lof personnel with authorized access to organizational facilities
A.03.10.01.2(03] Authorizations Functional | Intersects With Authorizations PES-02l(except for those areas within the facility officially designated as
publicly accessible).
/authorization credentials for facility access are issued.
Physical Access ; Role-Based Physical g Physical access control mechanisms exist to authorize physical
A03.1001b Authorizations Functional | Intersects With PES-021  Jaccess to facilities based on the position or role of the individual
[the facility access list is reviewed <A.03.10.01.0DP[01]: Physical access control mechanisms exist to maintain a current list
; lUS Dob ODP Value: at least every 12 months,
Physical Access  [frequency> ; Physical Access lof personnel with authorized access to organizational facilities
A03.10.01.c Authorizations Functional | Intersects With Authorizations PES-02liexcept for those areas within the facility officially designated as e
publicly accessible). PO S
IndviGuals fom the facly access s are removed when access s IPhysical access control mechanisms exist to maintain a current st
Physical Access [0 longer required. Physical Access lof personnel with authorized access to organizational facilities
A03.10.00d Authorizations Functional | Intersects With Authorizations PES02(except for those areas within the facilty officially designated as
lpublicly accessible).
03.10.02 [Monitoring Physical Access|Petermine If: Functional | No Relationship N/A N/A N/A INo applicable SCF control
the frequency at which to review physical access logs is defined. IPhysical access control mechanisms exist to monitor for, detect and
‘A.03.10.02.0DP[01] Monitoring Physical Access| Functional Intersects With [Monitoring Physical Access PES-05 respond to physical security incidents.
levents or potential mdlcatmns D' events requiring physical access IPhysical access control mechanisms exist to monitor for, detect and
/A.03.10.02.0DP[02] Monitoring Physical Access| llogs to be reviewed are d Functional Intersects With |Monitoring Physical Access PES-05 Irespond to physical security incidents.
lphysical access to the facmty where the system resides is monitored| [Physical access control mechanisms exist to monitor for, detect and
A.03.10.02.a[01] Monitoring Physical Access| lto detect physical security incidents. Functional Intersects With |Monitoring Physical Access PES-05 Irespond to physical security incidents.
lphysical security incidents are responded to. ; y Physical access control mechanisms exist to monitor for, detect and
A03.10.02.a(02]  |Monitoring Physical Access| Functional | Intersects With |Monitoring Physical Access|  PES-05  |[FLUSIce] accass Contro) machaniems @
lphysical access 10gs are reviewed <A.03.10.02.0DPIOL]: ; ; y Physical access control mechanisms exst to monitor for, detect and )
A.03.10.02b[01]  [Monitoring Physical Access|p e col S Functional | Intersects With |Monitoring Physical Access|  PES-05  [FIYSICR) Bcctss foriol TEChonems © lUS DoD ODP Values: at least every 45 days
Iphysical access 0gs are reviewed upon occurrence of ) -
D 63.10.63 ODPIO2]: events or potential indicators of events>. ; y Physical access control mechanisms exist to monitor for, detect and US Dob ODP Values: significant, novel
A03.10.02b[02]  |Monitoring Physical Access| 02]: 2 Functional | Intersects With |Monitoring Physical Access|  PES-05  |[FIYSIce] accoss ontro) mechaniems @ o e S o
03.10.03 Withdrawn oA Functional | No Relationship NA NA NA INo applicable SCF control
03.10.04 Withdrawn A Functional | No Relationship NA NA NA INo applicable SCF control
03.10.05 Withdrawn A Functional | No Relationship NA NA NA INo applicable SCF control
03.10.06 Alternate Work Site ~|Determine If: Functional | No Relationship N/A N/A N/A INo applicable SCF control
security requirements to be employed at alternate work sites are Physical security mechanisms exist to utilize appropriate
A.03.10.06.0DP(01] Alternate Work Site Functional | Intersects With | Alternate Work Site PES-11  |management, operational and technical controls at alternate work
[sites.
Security requirements to be employed at alternate work sites are Mechanisms exist to define secure telecommuting practices and
defined ) Work From Anywhere lgovern remote access to Technology Assets, Applications, Services
A.03.10.06.0DP(01] Alternate Work Site Functional | Intersects With | (WFA) - Telecommuting |  NET-14.5  [andjor Data (TAASD) for remote workers
Security
alternate work sites allowed for Use by employees are determined Physical security mechanisms exist to utilize appropriate
A03.10.06.2 Alternate Work Site Functional | Intersects With | Alternate Work Site PES-11  [management, operational and technical controls at alternate work
[sites.
alternate work sites allowed for use by employees are determined. Mechanisms exist to define secure telecommuting practices and
. Work From Anywhere vern remote access to Technology Assets, Applications, Services
A03.10.06.2 Alternate Work Site Functional | Intersects With | (WFA) - Telecommuting |  NET-145  [andjor Data (TAASD) for remote workers
Security
[the following security requirements are employed at alternate work 1US Do ODP Value: adequate security
sites: <A.03.10.06.0DP(01]: security requirements>. Physical security mechanisms exist to utilize appropriate comparable t organizationalsecurity
A03.10.06.6 Alternate Work Site Functional | Intersects With | Alternate Work Site PES-11  |management, operational and technical controls at alternate work at the primary work site where
lsites. lpractical, documented in policy, and covered
lby training
[the following security requirements are employed at alternate work Mechanisms exist to define secure telecommuting practices and S50 OBr e e e
sites: <A.03.10.06.0DP[O1: security requirements>. Work From Anywhere [govern remote access o Technalogy Assets, Applications, Services BT T ot e e,
A.03.10.06.b Alternate Work Site Functional | Intersects With | (WFA) - Telecommuting NET-145  [2nd/or Data (TAASD) for remote workers. requirements at the primary work site where
Security lpractical, documented in policy, and covered
lby training
03.10.07 Physical Access Control [Petermine If Functional | No Relationship N/A NIA N/A INo applicable SCF control
D"‘/ﬁ\c?‘ a‘ccesshauthohnzauons are e;for;ed atfentw aréd edxwt ‘nmnls Physical access control mechanisms exist to maintain a current list
o the facility where the system resides by verifying individual ; Physical Access lof personnel with authorized access to organizational facilities
A.03.10.07.2.01 Physical Access Control - |physical access authorizations before granting access. Functional Intersects With Authorizations. PES-02l(except for those areas within the facility officially designated as
pubiicly accessible).
[physical access authorizations are enforced at entry and exit points N
to the facility where the system resides by controlling ingress and Physicl access control mechanisms exis o enforce physical
legress with physical access control systems, devices, or guards. y laccess authorizations for all physical access points (including
A.03.10.07.a.02 Physical Access Control Functional Intersects With Physical Access Control PES-03 |designated entry/exit points) to facilities (excluding those areas
Iwithin the facility officially designated as publicly accessible).
physical access audit logs for entry or exit points are maintained. Physical access control mechanisms generate a log entry for each
A03.10.07.b Physical Access Control Functional | Intersects With | Physical Access Logs P 03,3 e iough contiolled inoress and eorzes painie
Visitors are escorted. -
Physical access control mechanisms exist to identify, authorize and
A.03.10.07.¢[01] Physical Access Control Functional | Intersects With Visitor Control PES-06  |monitor visitors before allowing access to the facility (other than
lareas designated as publicly accessible)
Visitors are escorted. oryrcar o mechan: o easty dietmauie
. . ysical access control mechanisms exist to easily distinguis
A.03.10.07.¢[01] Physical Access Control Functional | Intersects with | DiStnguish Visitors from | peg g6 1 een onsite personnel and visitors, especially in areas where
lsensitive/regulated data is accessible.
|visitors are escorted.
IPhysical access control mechanisms exist to restrict unescorted
A.03.10.07.c[01] Physical Access Control Functional Intersects With |Restrict Unescorted Access| PES-06.3 [access to facilities to personnel with required security clearances,
[formal access authorizations and validate the need for access.
|visitor activity is controlled.
Physical access control mechanisms exist to identify, authorize and
£A.03.10.07.c[02] Physical Access Control Functional | Intersects With Visitor Control PES-06  |monitor visitors before allowing access to the facility (other than
lareas designated as publicly accessible)
Visitor activity is controlled.
Distinguish Visiors from Physical access control mechanisms exist to easily distinguish
A.03.10.07.¢[02] Physical Access Control Functional | Intersects with | DISEnogish Visitors PES-06.1 |between onsite personnel and visitors, especially in areas where
lsensitive/regulated data is accessible.
|visitor activity is controlled.
IPhysical access control mechanisms exist to restrict unescorted
A.03.10.07.c[02] Physical Access Control Functional Intersects With |Restrict Unescorted Access| PES-06.3 [access to facilities to personnel with required security clearances,

[formal access authorizations and validate the need for access.
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[keys, combinations, and other physical access devices are secured

Secure Controls Framework (SCF)
Control Desci n

[Physical access control mechanisms exist to enforce physical
laccess authorizations for all physical access points (including

Strength of
Relationshi

A03.10.07.d Physical Access Control Functional | Intersects With | Physical Access Control PES 03 e e ons paints) 1o it (o luing those maas 5
|within the facility officially designated as publicly accessible)
[physical access to output devices is controlled to prevent nccess Control for Outoat Physical security mechanisms exist to restrict access to printers
A.03.10.07.e Physical Access Control |unauthorized individuals from obtaining access to CUI. Functional Intersects With Devices P PES-12.2  [and other system output devices to prevent unauthorized 5
individuals from obtaining the output.
03.10.08 Access Control for  Determine If Functional | No Relationship N/A N/A N/A o INo applicable SCF control
Iphysical access to system distribution and transmission lines within onycat & mech o protect .
lorganizational facilities is controlled. ysical security mechanisms exist to protect power an
£.03.10.08 Access Control for 9 Functional | Intersects with | Transmission Medium PES-12.1 |telecommunications cabling carrying data or supporting 5
ransmission urity
[services from interception, interference or damage.
03.11.01 Risk Assessment  |Perermine If Functional | No Relationship. N/A N/A N/A 0 INo applicable SCF control
[the frequency at which to update the risk assessment is defined
Mechanisms exist to routinely update risk assessments and react
A.03.11.01.0DP[01] Risk Assessment Functional | Intersects With | Risk Assessment Update RSK-07  [accordingly upon identifying new security vulnerabilities, including 5
lusing outside sources for security vulnerability information.
[the risk (including supply chain risk) of unauthorized disclosure ech denti
resulting from the processing, storage, or transmission of CUl is lechanisms exist to identify: y
esessed. (1) Assumptions affecting risk assessments, risk response and risk
g;
A03.11.01a Risk Assessment Functional Intersects With Risk Framing RSK-01.1 ggﬁ?gﬁ;’a‘"‘s affecting risk assessments, risk response and risk 5
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization
ffor managing risk.
fthe risk (including supply chain risk) of unauthorized disclosure e to 1gentity an d risks. both imternal and
A.03.11.01.a Risk Assessment resultmgd'mm the processing, storage, or transmission of CUI is Functional Intersects With Risk Identification RSK-03 e)i‘erﬁg‘sms exist to identify and document risks, both internal an 5
lassesse
fthe risk (including supply chain risk) of unauthorized disclosure IMechanisms exist to develop and keep current a catalog of
A0311.0La Risk Assessment  [resulting from the processing, storage, or transmission of CUI is Functional | Intersects With Risk Catalog RSK-03.1 [applicable risks associated with the organization's business 5
a loperations and technologies in use.
[the risk (including supply chain risk) of unauthorized disclosure [Mechanisms exist to conduct recurring assessments of risk that
resulting from the processing, storage, or transmission of CUl is includes the likelihood and magnitude of harm, from unauthorized
lassessed. laccess, use, disclosure, disruption, modification or destruction of
A0311.0La Risk Assessment Functional | Intersects With Risk Assessment RSK-04 |the organization's Technology Assets, Applications, Services and/or 5
Data (TAASD).
the risk (including supply chain risk) of unauthorized disclosure Mechanisms exist to develop a plan for Supply Chain Risk
resulting from the processing, storage, or transmission of CU is Management (SCRM) associated with the development, acquisition,
lassessed Supply Chain Risk Imaintenance and disposal of Technology Assets, Applications
A0311.0La Risk Assessment Functional Subset Of by RSK-09  [and/or Services (TAAS), including documenting selected mitigating 10
Management (SCRM) Plan
Jactions and monitoring performance against those plans.
risk assessments are updated <A.03.11.01.0DP[O1]: frequency>. Mechanisms exist to Conduct recurTing assessments of fisk that
includes the likelihood and magnitude of harm, from unauthorized
laccess, use, disclosure, disruption, modification or destruction of lUS DoD ODP Value: at least every 12 months,
A03.11.0Lb Risk Assessment Functional | Intersects With Risk Assessment RSK-04 |the organization's Technology Assets, Applications, Services and/or 8 lor when there are significant
Data (TAASD) incidents or significant changes to risks
risk assessments are updated <A.03.11.01.0DP[OL]: frequency>.
IMechanisms exist to routinely update risk assessments and react US DoD 0DP Value: at least every 12 months,
A03.11.0Lb Risk Assessment Functional | Intersects With | Risk Assessment Update RSK-07  [accordingly upon identifying new security vulnerabilities, including 8 lor when there are significant
lusing outside sources for security vulnerability information. s et Y2
ValnerabilltyMonftoring |2 amet
03.11.02 I Seanmng Functional | No Relationship. N/A NA N/A 0 INo applicable SCF control
Vulnerability Monitoring | e req /" @t Which the system s monitored for vulnerabilites is IMechanisms exist to detect vulnerabilities and configuration errors
defined. X
A.03.11.02.0DP(01] and Scanning Functional | Intersects With | Vulnerability Scanning P06 e wimerability scanning of systerms and applications. 5
Vamerability Monitoring |15, 1€GUeNCY 3L Whch the system is scanned for vulnerabilties s it to detect rors
defined. i '
A.03.11.02.00P[02] oo Seanning Functional | Intersects With | Vulnerability Scanning M0 e o b e ek mhgLTation 5
Vulnerability Monitoring [[5PO"S€ times to remediate system vulnerabilities are defined Julnerability & Patch IMechanisms exist to facilitate the implementation and monitoring
A.03.11.02.0DP[03] and Scanning Functional Subset Of Mensgement Program P01 e maragemont contros 10
Vulnerability Monitoring [[5PO"S® times to remediate system vulnerabilities are defined. Vulnerability Remediation IMechanisms exist to ensure that vulnerabilities are properly
A.03.11.02.0DP(03] and Scanning Functional | Intersects With P02 e O ol ramedcted 5
Vumerabilty Monitoring |[1¢.1eQUENCY E Which t0 update system vulnerabilites to be it o detect o rors
scanned is define i i X
A.03.11.02.00P[04] and Scanning Functional | Intersects With | Vulnerability Scanning RML06 e vimerabilty scanning of systerms and apphcanws 5
Voneranity Mot [the frequency at which to update system vunerabilities to be
A.03.11.02.0DP[04] uinerabifity Monitoring Iscanned is defined. Functional Intersects With | Update Tool Capability VPM-06.1  |Mechanisms exist to update vulnerability scanning tools. 5
{the system is monitored for vuinerabilities <A.03.11.02.0DP[OL]: [US Dob ODP Value: at least monthly, or when
A.03.11.02.a[01] Vulnerability Monitoring (requency> Functional | Intersects With | Attack Surface Scope vpMo1.1  [Mechanisms exist to define and manage the scope for its attack 8 there are significant incidents or significant.
canning lsurface management activities
lchanges to risks.
[the system is monitored for vulnerabilities <A.03.11.02.0DP[O1] ) lUS DoD ODP Value: at least monthly, or when
Vulnerability Monitoring |frequency . ’ IMechanisms exist to detect vulnerabilities and configuration errors i
A.03.11.02.a(01] T Seanming quency Functional | Intersects With | Vulnerability Scanning P06 e vimerability scanning of systerms and applications. 8 thear:g:rseus)\gir:fscant incidents or significant
[the system is scanned for vulnerabilities <A.03.11.02.0DP(02]: lUS DoD ODP Value: at least monthly, or when
Vulnerability Monitoring ftrequencys. . y exist to dets errors : b
A.03.11.02.a[02] o Seanning quency: Functional | Intersects With | Vulnerability Scanning M0 e o s S ek o hgLTation 8 there are significant incidents or significant
lchanges to risks
Venerabity Monitoring. |78 SYSLem 5 monitored for vulnerabilities when new vlnerabilties ot o detect rors
i g Ithat affect the systs identified X
A.03.11.02.a(03] T Seahmng at affect the system are identifie Functional | Intersects With | Vulnerability Scanning PM0G e o bty seanmie o 2yt s aphations. 5
Vulnerability MONItoring e 2 e contcs or Yotnerabities when new vulnerabilities IMechanisms exist to detect vulnerabilities and configuration errors
hat ifect the syskem are Hdentined X
A.03.11.02.a(04] T Seanmng v Functional | Intersects With | Vulnerability Scanning P06 e imerability scanning of systerms and applications. 5
System vulnerabilities are remediated within <A.03.11.02.0DP(03]:
response times> US DoD ODP Value: thirty (30) days from date
of discovery for high-risk vulnerabilties
IMechanisms exist to address new threats and vulnerabilities on an
Vulnerability Monitoring Continuous Vulnerability ’ (including both critical and high); 90 days from
A03.11.02.b y Mo Functional | Intersects with | Continuous vulnerabilh VPM04  jongoing basis and ensure sssets are protected against known 8 it o scovry oy mcerate sk
days from date of
IR R A
System vulnerabilities are remediated within <A.03.11.02.0DP(03]: [Mechanisms exist to conduct software patching for all deployed
response times> [Technology Assets, Applications and/or Services (TAAS), including US DoD ODP Value: thirty (30) days from date
firmware. of discovery for high-risk vulnerabilties
Vulnerability Monitoring Software & Firmware (including both critical and high); 90 days from
A03.11.02.b y o Functional | Intersects With ehing VPM-05 8 ate of tiscovary for moderietisk
\ulnerabilities; and 180 days from date of
discovery for low-risk vulnerabilities
System vulnerabilities to be scanned are updated
Vulnerability Monitoring 2 03.11.02 ODP[04]): frequency. y exist to detect errors 1US DoD ODP Value: no more than 24 hours
A03.11.02.c101] and Scanning 1041: requency. Functional | Intersects With | - Vulnerability Scanning P06 e vamerabilty scanning of vstems and appications 8 lprior to running the scans
System vulnerabilities to be scanned are updated
A.03.11.02.c[01] Vulnerability Monitoring |Zx'03,11.02.0DP[04]: frequency>. Functional Intersects With | Update Tool Capability VPM-06.1  |Mechanisms exist to update vulnerability scanning tools. 8 L2 (212 CIETA UL T e M 225 RS
lprior to running the scans
Vulnerability Monitoring |52 secm visnerapiiies fo be scanned are updated when new IMechanisms exist to detect vulnerabilities and configuration errors
Inerabilities are identified and reported. X
A.03.11.02.c[02] T Seanmng vulnerabilti identi D Functional | Intersects With | Vulnerability Scanning RM06 e imerability scanning of 2ystorms snd applications. 5
Vuneraniity Monit System vulnerabilities to be scanned are updated when new
A.03.11.02.[02] ul ”e;:d‘s‘g’ann":‘ 01N |yulnerabilities are identified and reported. Functional Intersects With | Update Tool Capability VPM-06.1  [Mechanisms exist to update vulnerability scanning tools. 5
03.11.03 Withdrawn A Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
03.11.04 Risk Response petermine If: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[findings from security assessments are responded to. lperformed to remediate findings from security, compliance and/or
. resilience-related:
A.03.11.04{01] Risk Response Functional | Intersects With Risk Response RSK-06.1 [ e e 5
(2) Audits; and/or
findings from security monitoring are responded to. lperformed to remediate findings from security, compliance and/or
resilience-related:
A.03.11.04{02] Risk Response Functional | Intersects With Risk Response RSK-06.1  [iSence Teated 5
(2) Audits; and/or
[findings from security audits are responded to. performed to remediate findings from security, compliance and/or
resilience-related:
A.03.11.04{03] Risk Response Functional | Intersects With Risk Response RSK-06.1  [iSience Teated 5
(2) Audits; and/or
03.12.01 Security Assessment | >etermine If: Functional | No Relationship N/A NIA N/A [ INo applicable SCF control
[the frequency at which to assess the security requirements for the
system and its environment of operation is defined IMechanisms exist to implement an internal audit function that is
y [capable of providing senior organization management with insights
A.03.12.01.00P[01] Security Assessment Functional | Intersects With | Internal Audit Function CPL021 e Sobropratences of the organisations tachnology and 5
information governance processes.
ity requirements for the system and its environment of Mechanisms exist to regularly review processes and documents
loperation are assessed <A.03.12.01.0DP[01]: frequency> to . Security, Compliance & lprocedures to ensure conformity with the organization's security, |US DoD ODP Value: at least every 12 months,
A.0312.01 Security Assessment |determine if the requirements have been satisfied. Functional | Intersects With | 2 ZGiic 1o "s Ccasements CPL03  |compliance and/or resilience policies, standards and other 8 jor when there are significant incidents or
lapplicable requirements. significant changes to risks
03.12.02 e STy P © Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
la plan of action and milestones for the system is developed to 2) Applicable security, com ce and/or resilience control;
o 4 [document the planned remediation actions fo correcting Conabi ; 3) Descripton of he deficencyies:
Plan of Action and | weaknesses or deficiencies noted during security assessments. apabilities Deficiency g 4) Risk associated with the deficiency(ies
A03.12.022.01 Milestones Functional | Intersects With Tracking 1A0-05 " I(5) Source deficiency identification/detection; 5
6) Temporary compensating controls, Ifapplicable;
7) Point of Contact (POC) (e.q., asset/process owner);
a plan of action and milestones for the system is developed to ) Aopliabis S catnte andor resilience contror:
mof o educe or eliminate known system vulnerabilties Copabi . 3) Description of the deficiencylies;
Plan of Action an: i apabilities Deficiency g 4) Risk associated with the deficiency(ies);
A.03.12.02.2.02 Milestones Functional | Intersects With racking 1A0-05 5) Source deficiency identification/detection; 5
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.q owner);
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|<A.03.13.09.0DP[01]:

ime period> of inactivity.

Termination

[session or after an organization-defined time period of inactivity.

Capabilties Deficiency g
A03.12.02.01 Milestones Functional | Intersects With Tracking 1A0-05 Source deficiency identification/detection; >
Temporary compensating controls, if applicable;
Point of Contact (POC) (e.q., asset/process owner)
{the existing plan of action and milestones is updated based on the ‘Applicable security, compliance andjor resilience control;
findings from audits or reviews. Description of the deficiency(ies);
Plan of Action and Capabilties Deficiency Risk associated with the deficiency(ies);
A.03.12.02.b.02 Milestones Functional Intersects With Tracking 1A0-05 Source deficiency identification/detection; 5
Temporary compensating controls, f sppiicable;
Point of Contact (POC) (e.q., asset/process owner)
lthe existing plan of action and milestones is updated based on the Applicable security, compTiince andjor resihence Contrar
o o [findings from continuous monitoring activities. " . Description of the deficiency(ies);
Plan of Action an: Capabilities Deficiency Risk associated with the deficiency(ies);
A.03.12.02.b.03 Milestones Functional Intersects With Tracking 1A0-05 Source deficiency [dentifcationdetectin; 5
Temporary compensating controls, f sppiicable;
Point of Cantact (POC) (6.0 wner)
. Determine If N
03.12.03 Continuous Monitoring Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
la system-level continuous monitoring strategy is developed. Security, Compliance & IMechanisms exist to provide a security, compliance and resilience
A.03.12.03{01] Continuous Monitoring Functional | Intersects With |  Resilience Controls CPL02  |controls oversight function that reports to the organization's 5
Oversight lexecutive leadership.
2 system-level continuous monitoring strategy is implemented - Mechanisms exist to regularly review Technology Assets,
Functional Review Of |Applications and/or Services (TAAS) for adherence to the
A.03.12.03(02] Continuous Monitoring Functional | Intersects With | Security, Compliance & |  CPL032 [organization's security, compliance and/or resilience policies and 5
Resilience Controls lotandards.
longoing monitoring is included in the continuous monitoring Security, Compliance & IMechanisms exist to provide a security, compliance and resilience
A.03.12.03(03] Continuous Monitoring ~ [strategy. Functional | Intersects With |  Resilience Controls CPL02  |controls oversight function that reports to the organization's 5
Oversight lexecutive leadership.
securty assessments are included in the continuous monitoring Security, Compliance & IMechanisms exist to provide a security, compliance and resilience
A.03.12.03(04] Continuous Monitoring ~ [strateg; Functional | Intersects With |  Resilience Controls CPL02 |controls oversight function that reports to the organization's 5
versight lexecutive leadership.
03.12.04 Withdrawn R Functional | No Relationship NIA N/A N/A 0 INo applicable SCF control
03.12.05 Information Exchange [PSrermine If Functional | No Relationship N/A N/A N/A [ INo applicable SCF control
ome or more of the ollowing PARAIIETER VALUES are seected: Mechanisms exist to authorize connections from systems to other
(nterconnection securty sgreements: nformation exchonge Syctems using Interconnection Security Agreements (SA%), or
4 4 Interconnection Security lsimilar methods, that document, for each interconnection
A.03.12.05.0DP(01] Infrmation Exchange  servce-levelagreemens; user oreements; non-diclosure Functional | Intersects With | "G CORIRETon St NET-05 e e e hararterictca, 5
agreements; other types of agreements. (2) Security, compliance and resilience requirements; and;
(3) The nature of the information communicated
the frequency at which to review and update agreements s defined. IMechanisms exist to authorize connections from systems to other
lsystems using Interconnection Security Agreements (ISAS), or
Interconnection Security [similar methods, that document, for each interconnection
A.03.12.05.0DP[02] Information Exchange Functional | Intersects With | "GCOnRRcton Serur NET-05 e e arterionn, 5
(2) Security, compliance and resilience requirements; and:
(3) The nature of the information communicated.
[the exchange of CUI between the system and other systems is "
« lechanisms exist to authorize connections from systems to other
[pprove using <A.03.12.05.0DPIOL: SELECTED PARAMETER Systems using Interconnection Securty Adreements (1SA%). or
. it | Interconnection Security lsimilar methods, that document, for each interconnection US DoD ODP Value: requirements as described
A.03.12.05.a(01] Information Exchange Functional | Intersects With | "MGCORIRETEn Sty NET-05 e eharacteristice; 8 oy
(2) Security, compliance and resilience requirements; and;
(3) The nature of the information communicated.
fthe exchange of CUI between the system and other systems is
IMechanisms exist to authorize connections from systems to other
[managed using <A.03.12.05.0DP(OL: SELECTED PARAMETER lsystems using Interconnection Security Agreements (ISAS), o
Interconnection Security lsimilar methods, that document, for each interconnection US DoD ODP Value: requirements as described
A.03.12.05.a(02] Information Exchange Functional | Intersects With | "M*eORRCOn Serur NET-05 e e rarterisnca, 8 A
(2) Security, compliance and resilience requirements; and;
(3) The nature of the information communicate
terface characteritis or each system are docurmented as part of IMechanisms exist to authorize connections from systems to other
@ exchange agreements. lsystems using Interconnection Security Agreements (ISAs), or
. Interconnection Security y lsimilar methods, that document, for each interconnection:
A.03.12.05.b{01] Information Exchange Functional | Intersects with | "MGCERIRETEN S NET-05 e rer ot 5
(2) Security, compliance and resilience requirements; and;
((3) The nature of the information communicated.
[security requirements for each system are documented as part of IMechanisms exist to authorize connections from systems to other
'@ exchange agreements. lsystems using Interconnection Security Agreements (ISAs), or
Interconnection Security |similar methods, that document, for each interconnection
A.03.12.05.{02] Information Exchange Functional | Intersects With | "MGeOIREEon Serur NET-05 e e arartericnca, 5
(2) Security, compliance and resilience requirements; and;
(3) The nature of the information communicated
responsibilities for each system are documented as part of the IMechanisms exist to authorize connections from systems to other
exchange agreements. lsystems using Interconnection Security Agreements (ISAs), or
Interconnection Security y lsimilar methods, that document, for each interconnection
A.03.12.05.6(03] Information Exchange Functional | Intersects With | "eOnnecton Secur NET-05 e e rrerionicny 5
(2) Security, compliance and resilience requirements; and:
(3) The nature of the information communicated.
[Pxchange agreements are reviewed <A.03.12.05.0DP(02]: IMechanisms exist to authorize connections from systems to other
requency>. Isystems using Interconnection Security Agreements (ISAs), or
. Interconnection Security lsimilar methods, that document, for each interconnection
A.03.12.05.c[01] Information Exchange Functional | Intersects With | "MGORIRETon Seru NET-05 e e e hararterictce, 8 US DoD ODP Value: at least every 12 months
(2) Security, compliance and resilience requirements; and;
(3) The nature of the information communicated.
exchange aoreements are Updated <A03.1205.0DFI0ZK IMechanisms exist to authorize connections from systems to other
requency>. lsystems using Interconnection Security Agreements (ISAs), ol
Interconnection Security lsimilar methods, that document, for each interconnection
A.03.12.05.c[02] Information Exchange Functional | Intersects With | "eOnRRCon Serur NET-05 e e arterisne, 8 US DoD ODP Value: at least every 12 months
(2) Security, compliance and resilience requirements; and:
(3) The nature of the information communicated.
03.13.01 Boundary Protection  [Petermine If Functional | No Relationship N/A NIA N/A [ INo applicable SCF control
lcommunications at external managed interfaces to the system are Inbound & Outbound IMechanisms exist to continuously monitor inbound and outbound
A.03.13.01.a[01] Boundary Protection  [monitored. Functional | Intersects With MON-013  fcommunications traffic for unusual or unauthorized activities o 5
Communications Traffic oo
lcommunications at external managed interfaces to the system are IMechanisms exist to monitor and control communications at the
A.03.13.01.a(02] Boundary Protection  [controlled Functional | Intersects With | Boundary Protection NET-03 |external network boundary and at key internal boundaries within 5
lthe network.
lcommunications at key internal managed interfaces within the Inbound & Outbound IMechanisms exist to continuously monitor inbound and outbound
A.03.13.01.a(03] Boundary Protection  [system are monitored. Functional Intersects With MON-01.3  [communications traffic for unusual or unauthorized activities or 5
Communications Traffic e
lcommunications at key internal managed interfaces within the Mechanisms exist to monitor and control communications at the
A.03.13.01.a[04] Boundary Protection  [system are controlled. Functional | Intersects With | Boundary Protection NET-03  |external network boundary and at key internal boundaries within 5
lthe network.
Subnetworks are implemented for publicly accessible system Mechanisms exist to ensure network architecture utilizes network
at are physically or logically separated from internal Network Segmentation lsegmentation to isolate Technology Assets, Applications and/or
A03.13.0Lb Boundary Protection  [networks. Functional | Intersects With | StoTc SEamERtron NET-06  [Services (TAAS) to protect from other network resources. 5
lexternal system connections are only made through managed
interfaces that consist of boundary protection devices arranged in IMechanisms exist to monitor and control communications at the
A.03.13.01.c Boundary Protection  |accordance with an organizational security architecture. Functional | Intersects With |  Boundary Protection NET-03 |external network boundary and at key internal boundaries within 5
lthe network.
03.13.02 Withdrawn A Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
03.13.03 Withdrawn A Functional | No Relationship N/A NIA N/A 0 INo applicable SCF control
Information in Shared _[Determine If
03.13.04 et Resourtes Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
in Shared transfer via shared system resources is Information In Shared [Mechanisms exist to prevent unauthorized and unintended
A03.13.0401) System Resources __|prevented Functional | Intersects With rees SEA-0S nsfer via shared system resources. °
in Shared Transfer via shared system resources is Information In Shared [Mechanisms exist to prevent unauthorized and unintended
A.03.13.04102] System Resources _|prevented Functional | Intersects With esources SEA-05 transfer via shared system resources >
03.13.05 Withdrawn R Functional | No Relationship NIA N/A N/A 0 INo applicable SCF control
— |Petermine I
INetwork Communications |
03.13.06 Deny by Default - Allow by, Functional | No Relationship N/A NA N/A 0 INo applicable SCF control
Exception
Inetwork communications traffic is denied by default.
INetwork Communications | Deny Traffic by Default & IMechanisms exist to configure firewall and router configurations to
A.03.13.06(01] Deny by Default - Allow by| Functional | Intersects with | 2enY Trafc by DETaU & | NET.04.1  [deny network traffic by default and allow network traffic by 5
Exception Y P! lexception (e.g., deny all, permit by exception).
Inetwork communications traffic is allowed by exception.
INetwork Communications | Deny Traffic by Default & IMechanisms exist to configure firewall and router configurations to
A.03.13.06[02] Deny by Default - Allow by| Functional | Intersects With Y Y NET-04.1  |deny network traffic by default and allow network traffic by 5
Allow Traffic by Exception
Exception lexception (e.q., deny all, permit by exception)
03.13.07 Withdrawn A Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
03.13.08 iz onlandistragel e pnnel Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
T to prevent the IMechanisms exist to facilitate the implementation of cryptographic
A.03.13.08(01] AR disciosure of CUI during transmission Functional Subset O Use of Cryptographic CRY-01 protections controls using known public standards and trusted 10
[cryptographic technologies.
T and Storage to prevent the Transmission [Cryptographic mechanisms exist to protect the confidentiality of
A.03.13.08[01] By disciosure of CUI duting transmiseion Functional | Intersects With g CRr-03  [gXPiogTe 5
to prevent the IMechanisms exist to facilitate the implementation of cryptographic
A.03.13.08[02] T s 9 [unauthorized disclosure of Ui white n storage Functional Subset Of Use of Cryptographic CRY-01 |protections controls using known public standards and trusted 10
d |cryptographic technologies.
i and Storage to prevent the [Cryptographic mechanisms exist to prevent unauthorized disclosure]
A.03.13.08(02] gy discionure of CUL white In storage. Functional | Intersects With | Encrypting Data At Rest CcRv-05  [CYPR00raphic 5
" [Determine If: -
03.13.09 Network Disconnect Functional | No Relationship NA N/A N/A 0 INo applicable SCF control
the time period of inactivity after which the system terminates a Network Connection IMechanisms exist to terminate network connections at the end of a
Inetwork connection associated with a communications session is w . g isms exi ; o ;
A.03.13.09.0DP(01] Network Disconnect  [72EhOT Functional | Intersects With Termination NET-07 " lcession or after an organization-defined time period of inactivity. s
fthe network connection associated with a communications session Network Comnect e o e network tons at the end of
A.03.13.09 Network Disconnect  [is terminated at the end of the session or after Functional Intersects With etwork Connection NET-07 lechanisms exist to terminate network connections at the end of a 8 lUS DoD ODP Value: no longer than 15 minutes
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[Determine If:

Secure Controls Framework (SCF)
Control Desci n

Strength of
Relationshi

03.13.10 Establishment and Functional No Relationship N/A N/A N/A o INo applicable SCF control
Management
Cr Key o ration, distribution, storage, access, and Cryptographic Ke IMechanisms exist to facilitate cryptographic key management
A.03.13.10.0DP[01] Establishmentand [destruction are defined. Functional Intersects With y”;’ang e"mem Y CRY-09 [controls to protect the confidentiality, integrity and availability of 5
Management 9 lkeys.
cryptographic keys are estabiished in the system in accordance with -
Cryptographic key |fhe following key management requirements: <A.03.13.10.00P01): Cryptographic key Mechanisms exist to facilitate cryptographic key management R
A.03.13.10(01] Est;t;\rl‘sahgrg;ne(nznd Functional | Intersects With anagement CRY-09 |controls to protect the confidentiality, integrity and availability of 8 e latest Coyptographic key management
ce
(cryptographic keys are managed in the system in accordance with
Cryptographic Key e alowig key management requirements: <A.03.13.10.001011: Coyptographic Key Mechanisms exist o faciltate cryptographic key management SebeDCoal aeilianc e
A.03.13.10[02] Establshment znd Functional | Intersects With anagement CRY-09 conkrols to protect the confidentialy, ntegrity and avaiabilty of 8 e latest Cyptographic key management
9 Y lguidance
03.13.11 Cryptographic Protection [Petermine If Functional | No Relationship N/A N/A N/A [ INo applicable SCF control
[the types of for protecting the of CUI Use of Cryptographic [Mechanisms exist to facilitate the implementation of cryptographic
A.03.13.11.0DP[01] | Cryptographic Protection [are defined. Functional Subset Of yprograp CRY-01 [protections controls using known public standards and trusted 10
Controls [cryptographic technologies.
the types of for protecting the of CUl Transmission [Cryptographic mechanisms exist to protect the confidentiality of
A03.13.11.0DP[01] | Cryptographic Protection (1< dbes 9 Functional | Intersects With g Crr-03  [gYPigTer 5
[the types of for protecting the of CUl [Cryptc hi h: t L it ithe d discl
A03.13.11.0DP[01] | Cryptographic Protection (51 o> P 9 Functional | Intersects With | Encrypting Data At Rest CRY-05  |CI/PLOGTAPTIC mechanisms exist to prevent unauthorized disclosure, 5
[he fllowing ypes of cryptograghy are Implemented to protect the
of CUI: <A.03.13.11.0DP[O1]: types of Use of Cryptographic IMechanisms exist to facilitate the implementation of cryptographic A B TSV L]
A03.13.11 Cryptographic Protection ”YP“’Q’EWPv Functional Subset Of yprograp! CRY-01 [protections controls using known public standards and trusted 10 et
Controls rvntogranic techmologios (nttps:/fcsrc.nist.gov/Projects/Cryptographic-
[the following lypes of cryptography are implemented to protect the
f CUI: <A.03.13.11.0DP[01]: types of T - " h n fd ’ " gS DoD OD: Value: FIPS Validated
cryptography> ransmission gy ryptographic mechanisms exist to protect the confidentiality of ryptography
A03.13.11 Cryptographic Protection Functional | Intersects With Confidentiality CRY-03 " \data being transmitted. 8 (https://csrc.nist.gov/Projects/Cryptographic-
[the following lypes of cryptography are implemented to protect the
CUI: <A.03.13.11.0DP[01]: types of lcrypte " h th 4 discl ES DtDD OD: Value: FIPS Validated
cryplugraphy> g ryptographic mechanisms exist to prevent unauthorized disclosure| ryptography
A.03.13.11 Cryptographic Protection Functional Intersects With | Encrypting Data At Rest CRY-05 et i 8 s T
R —[Betermine It
03.13.12 Eolitg EmpLi) ' Functional | No Relationshi N/A NA N/A ) INo applicable SCF control
113 v At unctional o Relationship 7 7 7 jo applicable SCF control
lexceptions where remote activation is to be allowed are defined.
Mechanisms exist to unplug or prohibit the remote activation of
|collaborative computing devices with the following exceptions:
A03.13.12.00p[01] | Sollaborative Computing Functional | Intersects witn | Collaborative Computing END-14  [(1) Networked whiteboards; 5
Devices and Applications Devices (2) Video teleconference cameras; and
(3) Teleconference microphones.
ffhe remote activation of collaborative computing devices and
lapplications is prohibited with the following exceptions: IMechanisms exist to unplug or prohibit the remote activation of |US DoD ODP Value: only as enumerated and
<A.03.13.12.0DP[01]: exceptions>. [collaborative computing devices with the following exceptions: [iustified in the System Security Plan before
A03.13.123 Sollaborative Computing Functional | Intersects with | C°'@Orarive COomPUENG | gnpa (1) Networked whiteboards; 8 such remote activation occurs, and only when
PP (2) Video teleconference cameras; and there are no other options, and the remote
(3) Teleconference microphones. lactivation is operationally critical
Colaborative Computing [2".&XPICIt indication of use is provided to users who are physically Mechanisms exist to configure collaborative computing devices to
A03.13.12b Dovices and Appiications. [Present at the devices. Functional | Intersects With | Explicit Indication Of Use |  END-14.6  |provide physically-present individuals with an explicit indication of 5
use.
03.13.13 Mobile Code eI TE Functional | No Relationship N/A N/A N/A [ INo applicable SCF control
I il il -
A03.13.13.2001] Mobile Code. lacceptable mobile code i defined. Functional | Intersects With Mobile Code. END-10 _[Mechanisms exist to address mobile code / operating system: S
A031313.2002] Mobile Code lacceptable mobile code technologies are defined. Functional | Intersects with Mobile Code. END-10_[Mechanisms exist to address mobile code / operating system- S
A031313.0(01] Mobile Code [the use of mobile code is authorized. Functional | intersects with Mobile Code END-10 _[Mechanisms exist to address mobile code / operating system- S
A031313.6(02] Mobile Code the use of mobile code s monitored. Functional | intersects with Mobile Code END-10 _[Mechanisms exist to address mobile code / operating system- S
the use of mobile code is controlled. Explicitly Allow / Den IMechanisms exist to explicitly allow (allowlist / whitelist) and/or
A.03.13.13.b[03] Mobile Code Functional Intersects With Pl y Y CFG-03.3 lblock (denylist / blacklist) applications that are authorized to 5
Applications lexecute on systems.
20313130003 Mobile Code [the use of mobile code is controlled. Functional | Intersects with Mobile Code. END-10_[Mechanisms exist to address mobile code / operating system- S
03.13.14 Withdrawn N Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
03.13.15 Session Authenticity [Petermine If Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
A0313.15 Session Authenticity |78 authenticity of communications sessions is protected. Functional | Intersects with Sesslon Integrity NETs  [Mechanisms exis o protect the authenticty and integrity of S
03.13.16 Withdrawn N2 Functional No Relationship N/A N/A N/A o INo applicable SCF control
03.14.01 Flaw Remediation |>etermine I Functional | No Relationship N/A N/A N/A 4 INo applicable SCF control
lthe time period within which to install security-relevant software [Mechanisms exist to conduct software patching for all deployed
A.03.14.01.0DP[01] Flaw Remediation  |updates after the release of the updates is defined. Functional Intersects With 50“"'3';;;2'"“"”9 VPM-05 ;echnu\ugy Assets, Applications and/or Services (TAAS), including 5
rmware.
lthe time period within which to install security-relevant firmware [Mechanisms exist to conduct software patching for all deployed
A.03.14.01.0DP[02] Flaw Remediation lupdates after the release of the updates is defined. Functional Intersects With SD“WE';;;FX"‘WE'E VPM-05 [Technology Assets, Applications and/or Services (TAAS), including 5
System flaws are identified. Sotware & F [Mechanisms exist to conduct software patching for all deployed
A.03.14.01.a[01] Flaw Remediation Functional Intersects With o Wa,,’;’tch r“”“‘”a'e VPM-05 gechno\ogy Assets, Applications and/or Services (TAAS), including 5
rmware
System flaws are reported otware & Mechanisms exist to conduct software patching for all deployed
A.03.14.01.a[02] Flaw Remediation Functional Intersects With st e VPM-05 :‘echnu\ogy Assets, Applications and/or Services (TAAS), including 5
rmware
[system flaws are corrected. soft o [Mechanisms exist to conduct software patching for all deployed
A.03.14.01.2(03] Flaw Remediation Functional | Intersects With o oo are veM-05 [Technology Assets, Applications andjor Services (TAAS), including 5
rmware.
Security-relevant software updates are installed within [Mechanisms exist to conduct software patching for ail deployed [US Dob ODP Value: thirty (30) days for high-
|<A.03.14.01.0DP[01]: time period> of the release of the updates. Software & Firmware [Technology Assets, Applications and/or Services (TAAS), including risk flaws (including both critical and high), 90
A.03.14.01.b[01] Flaw Remediation Functional Intersects With VPM-05  |firmware. 8 B o et e it i AT Chaier
low-risk flaws
[security-relevant firmware updates are installed within [Mechanisms exist to conduct software patching for all deployed lUS DoD ODP Value: thirty (30) days for high-
|<A.03.14.01.0DP[02]: time period> of the release of the updates. Software & Firmware [Technology Assets, Applications and/or Services (TAAS), including Irisk flaws (including both critical and high), 90
A.03.14.01.b[02] Flaw Remediation Functional Intersects With VPM-05 e. 8 |days for moderate-risk flaws, and 180 days for
low-risk flaws
03.14.02 Malicious Code Protection [*¢€rMine If Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[the frequency at which malicious code protection mechanisms Mall Code Protect £ to util to detect and
A.03.14.02.0DP[01] | Malicious Code Protection [perform scans is defined Functional | Intersects with | MAICENS CO08 BIOTSCtion | enp.0a e e e cade 0 detect an 5
[malicious code protection mechanisms are implemented at system al Code protect o uti to detect and
A.03.14.02.2(01] Malicious Code Protection [entry and exit points to detect malicious code. Functional Intersects with | MeCIOES E0CE Preteton END-04 [ o toue codde 0 detect an 5
malicious code protection mechanisms are implemented at system Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect and
A.03.14.02.a(02] Malicious Code Protection [entry and exit points to eradicate malicious code. Functional Intersects With (Anti-Malware) END-04 | e malicious code. 5
Imalicious code protection mechanisms are updated as new releases exist to update
A.03.14.02.b Malicious Code Protection [are available in accordance with configuration management policy Functional Intersects With | Automatic Antimalware END-04.1 [including signature definitions. 5
Signature Updates
land procedures.
malicious code protection mechanisms are configured to perform
lscans of the system <A.03.14.02.0DP[01]: frequency> [Mechanisms exist to ensure that anti-malware technologies are
A.03.14.02.c.01{01] | Malicious Code Protection Functional Intersects With |  Always On Protection END-047 U m,p,,v,‘;g“;‘d”"j‘fe',l '52\‘;‘?ﬁpiﬁf’niiﬂ??ﬁsﬁli??ig orattered 8 lUS DoD ODP Value: at least weekly
Imanagement on a case-by-case basis for a limited time period
malicious code protection mechanisms are configured to perform
real-time scans of files from external sources at endpoints or system Mechanisms exist to ensure that anti-malware technologies are
lentry and exit points as the files are downloaded, opened, or ¥ unning in real-time and cannot be disabled or altered
A.03.14.02.c.01[02] Malicious Code Protection lexecuted. Functional Intersects With Always On Protection END-04.7 lby non-privileged users, unless specifically authorized by 5
on a case-by-case basis for a limited time period.
e R e
: response to malicious code detection (Anti-Malware) leradicate malicious code.
[Determine If:
Security Alerts, Advisories, .
03.14.03 RSt Functional | No Relationship. NIA N/A N/A 0 INo applicable SCF control
system security alerts, advisories, and directives from external
s Al ad lorganizations are received on an ongoing basis. Me‘thsnl\::’ns esttdm mlamlamh sntualgnn‘al awarenesﬁ olk ed .
ecurity Alerts, Advisories, g lvulnerabilities and evolving threats by leveraging the knowledge of
A.03.14.03.a 'and Directives Functional Intersects With | Threat Intelligence Feeds THR-03 lattacker tactics, techniques and procedures to facilitate the 5
of and controls
linternal security alerts, advisories, and directives are generated, as [Mechanisms exist to utilize external threat intelligence feeds to
A.03.14.03.b[01] Security Alerts, Advisories, |necessary. Functional Intersects With Threat Intelligence THR-03.1 |generate and disseminate organization-specific security alerts, 5
and Directives. Reporting
[advisories and/or directives.
linternal security alerts, advisories, and directives are disseminated, Mechanisms exist to utilize external threat intelligence feeds to
A.03.14.03.b[02] Se‘"”;{,Q‘S::‘Cﬁ“j:‘:"”“' las necessary. Functional Intersects With Th'e;:‘";ft'l‘r“ge"“ THR-03.1  |generate and disseminate organization-specific security alerts, 5
porting ladvisories and/or directives.
03.14.04 Withdrawn N Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
03.14.05 Withdrawn WA Functional No Relationship N/A N/A N/A o INo applicable SCF control
03.14.06 System Monitoring _[Petermine If Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
£.03.14.06.2.01{01] System Monitoring |® SYstem is monitored to detect attacks. Functional Subset Of Continuous Monitoring MON-01 xE‘E"f\:‘n‘f\"‘g;rf:;x:['&‘s‘“me the Implementation of enterprise- 10
A03.14.065,01102] System Monitoring |11 SYStem is monitored to detect indicators of potential attacks. Functional Subset Of Continuous Monitoring MON-01 |Mechanisms exist to facilitate the implementation of enterprise- 10

[wide monitoring controls.
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Controls Documentation

(2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,

Data and/or Facilities (PPTDF) that are contained within the system

A.03.14.06.2.02 System Monitoring Functional | Intersects With | Continuous Monitoring MON-0L e o oo 5
lunauthorized use of the system is identified. Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
. . § Jand/or User Activity Monitoring (UAM) solutions to detect and
A.03.14.06. System Monitoring Functional | Intersects With | Anomalous Behavior MON-16 respond to anomalous behavior that could indicate account 5
|compromise or other malicious activities.
inbound communications traffic is monitored to detect unusual or IMechanisms exist to continuously monitor inbound and
A.03.14.06.c[01] System Monitoring  [unauthorized activities or conditions. Functional | Intersects With | mbound & Outbound MON-01.3  |[communications traffic for unusual or unauthorized acti 5
ommunications Traffic oo
loutbound communications traffic is monitored to detect unusual or IMechanisms exist to continuously monitor inbound and outbound
A.03.14.06.c[02] System Monitoring |[unauthorized activities or conditions. Functional Intersects with | Inbound & Outbound MON-01.3  |communications traffic for unusual or unauthorized acti 5
Communications Traffic SSRGS
03.14.07 Withdrawn Rl Functional | No Relationship NA NA NA 0 INo applicable SCF control
- Determine If:
03.14.08 e Functional | No Relationship NA NA N/A 0 INo applicable SCF control
ICUT within the system is managed in accordance with applicable
laws, Executive Orders, directives, regulations, policies, standards,
A.03.14.08(01] Information Management | delines, and operational requirements. Functional | Intersects With | Media & Data Retention DCH-18 g:;f‘:;gfg‘;:ﬁ;f; ’rz;au“”aEf;":nzncdo:?r‘:c‘t’:l:f;g"f‘;aﬁ;:f'”‘ 5
ICUT within the system is retained in accordance with appiicable
Information Management ||aws, Executive Orders, directives, regulations, policies, standards, IMechanisms exist to retain media and data in accordance with
A.03.14.08[02] R tonaaement | idelines, and operational requirements. Functional | Intersects With | Media & Data Retention DCH18 L e statutory, r’:;u‘amff:nz gcgir:ctu:fgg‘g:l;is 5
ICUT output from the system is managed in accordance with
ment [applicable laws, Executive Orders, directives, regulations, poli . m ia an n accor i
A.03.14.08(03] oo e et | ndards, guidelines, and operational requirements. Functional | Intersects With | Media & Data Retention DCH-18 g:;;‘h;"b‘fe :t:;‘u‘f;f; 'rz‘gau“"agff:nz ("O:?:c‘m:f;gﬁ";"‘;en:m 5
ICUT output from the system is retained in accordance with
lapplicable laws, Executive Orders, directives, regulations, policies, i i
A.03.14.08[04] ‘"f"”"aa"‘l‘fge”{‘:;‘[?g:’“e“' <tandards, uidelines, and operational requirements. Functional Intersects With | Media & Data Retention DCH-18 é’;":;hhfa"gfe’“si:{u‘f;fy“ :‘;fagf;":nz"gogf:aacn:fgﬁ"‘d;';;i:"h 5
03.15.01 Policy and Procedures |Determine If: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
the frequency at which the policies and procedures for satisfying IMechanisms exist to review the Security, Compliance & Resilience
lsecurity requirements are reviewed and updated s defined Periodic Review & Update PProgram (SCRP), including policies, standards and procedures, at
A.03.15.01.0DP[01] Policy and Procedures Functional Intersects With | of Security, Compliance & Gov-03  [Planned intervals or if significant changes occur to ensure their 5
Resilience Program |continuing suitability, adequacy and effectiveness
lpoicies needed to satisfy the security requirements for the
lbrotection of CUI are developed and documented Publishing Security, IMechanisms exist to establish, maintain and disseminate policies,
A.03.15.01.a(01] Policy and Procedures Functional | Intersects With | Compliance & Resilience | ~ GOV-02 [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
[poicies needed to satisfy the security requirements for the
brotection of CUI are disseminated to organizational personnel or Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
A.03.15.01.a[02] Policy and Procedures  [rojes, Functional | Intersects With | Compliance &Resllince | GOV-02 standards and pracedures necessary for secure, compliant and 5
Documentation resilient capal
lprocedures needed to satisfy the security requirements for the N N
Protection of CUl are developed and documented ) Publishing Security, Mechanisms exist o estabiish, maintain and disseminate palicies,
A.03.15.01.2(03] Policy and Procedures Functional | Intersects With | Compliance & Resilience |~ GOV-02 [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
procedures needed to satisy the security requiremens for the standardized Operat IMechanisms exist to identify and document Standardized Operating
A.03.15.01.a[03] Policy and Procedures ~ [Protection of CUI are developed and documented Functional Intersects With E;{:C'e‘;zueres &%’g)‘"g 0OPS-01.1  |Procedures (SOP), or similar documentation, to enable the proper 5
lexecution of day-to-day / assigned tasks.
lprocedures needed to satisfy the security requirements for the N N
rotection of CUI are disseminated to organizational personnel or ) Publishing Security, Mechanisms exist o estabiish, maintain and disseminate palicies,
A.03.15.01.a(04] Policy and Procedures  [roles, Functional | Intersects With | Compliance & Resilience |~ GOV-02  [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
lprocedures needed to satisfy the security requirements for the standardized Operat IMechanisms exist to identify and document Standardized Operating
A.03.15.01.a[04] Policy and Procedures  |protection of CUI are disseminated to organizational personnel or Functional | Intersects With | SPPUardized OPrAting | ops.01.1  [procedures (SOP), or similar documentation, to enable the proper 5
roles. rocedures lexecution of day-to-day / assigned tasks.
lpolicies and procedures are reviewed <A.03.15.01.0DP(01] Mechanisms exist to review the Security, Compliance & Resilience
ffrequency> Periodic Review & Update IProgram (SCRP), including policies, standards and procedures, at lUS DoD ODP Value: at least every 12 months,
A.03.15.01.b{01] Policy and Procedures Functional | Intersects With | of Security, Compliance & |~ GOv-03  [Planned intervals or f significant changes occur to ensure their 8 lor when there are significant incidents or
Resilience Program [continuing suitability, adequacy and effectiveness. significant changes to risks
ipolicies and procedures are reviewed <A.03.15.01.0DP[01] Standardized O, ti Mechanisms exist to identify and document Standardized Operating US DoD ODP Value: at least every 12 months,
A.03.15.01.b[01] Policy and Procedures  [frequency>. Functional Intersects With E:,‘mi'ec‘fjes &%’s"”g OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper 8 lor when there are significant incidents or
lexecution of day-to-day / assigned tasks significant changes to risks
lpoiicies and procedures are updated <A.03.15.01.0DP[0L] Mechanisms exist to review the Security, Compliance & Resilience
frequency> Periodic Review & Update PProgram (SCRP), including policies, standards and procedures, at 1US DoD ODP Value: at least every 12 months,
A.03.15.01.b{02] Policy and Procedures Functional | Intersects With | of Security, Compliance & |~ GOv-03  [Planned intervals or if significant changes occur to ensure their 8 lor when there are significant incidents or
Resilience Program [continuing suitability, adequacy and effectiveness. A AR par s
lpolicies and procedures are updated <A.03.15.01,0DP[01] standardized Operat IMechanisms exist to identify and document Standardized Operating lUS DoD ODP Value: at least every 12 months,
A.03.15.01.b[02] Policy and Procedures  [frequency>. Functional Intersects With apr:c’eézueres 1"5502)‘”9 OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper 8 lor when there are significant incidents or
lexecution of day-to-day / assigned tasks. significant changes to risks
N [Determine If .
03.15.02 System Security Plan Functional | No Relationship NIA N/A NIA 0 INo applicable SCF control
[the frequency at which the system security plan is reviewed and IMechanisms exist to generate authoritative documentation (e.g.,
lupdated is defined System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on
A.03.15.02.0DP(01] System Security Plan Functional SubsetOf  [Compliance and Resilience| ~ 1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the system
la system security plan that defines the constituent system Mechanisms exit to generate authoriative documentation (9.
is developed System Security Plan (SSP)) th
Applied Security, (1) Identifies key architectural o implementation information on
A.03.15.02..01 System Security Plan Functional SubsetOf  [Compliance and Resilience|  1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
IData andjor Facilities (PPTDF) that are contained within the system
[a system security plan that identifies the information types Mechanisms exist to gencrate authoritative documentation (e.9.
Iprocessed, stored, and transmitted by the system is developed. System Security Plan (SSP)) th
Applied Security, (1) Identifies key architectural 2 implementation information on
A.03.15.02.2.02 System Security Plan Functional SubsetOf  [Compliance and Resilience| ~ 1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data andjor Facilities (PPTDF) that are contained within the system
la system security plan that describes specific threats to the system IMechanisms exist to generate authoritative documentation (e..,
that are of concern to the organization is developed. System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on
A.03.15.02.2.03 System Security Plan Functional SubsetOf  [Compliance and Resilience| ~ 1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
@ system security plan that describes the operational environment Mechanisms exist to generate authoritative documentation (e..,
[for the system and any dependencies on or connections to other System Security Plan (SSP)) that:
systems or system components is developed. Applied Security, (1) Identifies key architectural and implementation information on
A.03.15.02.2.04 System Security Plan Functional Subset Of  |Compliance and Resilience| ~ 1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
IData andjor Facilities (PPTDF) that are contained within the system
/2 system security plan that provides an overview of the security IMechanisms exist to generate authoritative documentation (e.g.,
requirements for the system is developed System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on
A.03.15.02.2.05 System Security Plan Functional SubsetOf  [Compliance and Resilience|  1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
IData and/or Facilities (PPTDF) that are contained within the system
la system security plan that describes the safeguards in place or IMechanisms exist to generate authoritative documentation (e.g.,
lplanned for meeting the security requirements is developed. System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on
A.03.15.02.2.06 System Security Plan Functional SubsetOf  [Compliance and Resilience| ~ 1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
IData andjor Facilities (PPTDF) that are contained within the system
System security plan that identifies individuals that fulfil system Mechanisms exist o generate authoritative documentation (e.9.
s and respongibitties 1 developed. System Security Plan (SSP)) th
Applied Security, (1) Identifies key
A.03.15.02.2.07 System Security Plan Functional SubsetOf  [Compliance and Resilience| ~ 1A0-03 [in-scope Technology Assets, Apphcauans andlor Senvices (TARS). 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data andjor Facilities (PPTDF) that are contained within the system
la system security plan that includes other relevant information IMechanisms exist to generate authoritative documentation (e.g.,
Inecessary for the protection of CUI is developed. System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on
A.03.15.02.2.08 System Security Plan Functional SubsetOf  [Compliance and Resilience| ~ 1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
IData andjor Facilities (PPTDF) that are contained within the system
[the system security plan is reviewed <A.03.15.02.0DPIOL]: Mechanisms exist to generate authoritative documentation (e..,
ffrequency> System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on lUS DoD ODP Value: at least every 12 months,
A.03.15.02.b{01] System Security Plan Functional SubsetOf  [Compliance and Resilience| ~ 1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS): 10 lor when there are significant incidents or
Controls Documentation (2) Reflects the current state of applied security, compliance and significant changes to risks
resilience controls on applicable People, Processes, Technologies,
IData andjor Facilities (PPTDF) that are contained within the system
the system security plan is updated <A.03.15.02.0DP[O1]: IMechanisms exist to generate authoritative documentation (e..,
lfrequency> System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on lUS DoD ODP Value: at least every 12 months,
A.03.15.02.6[02] System Security Plan Functional SubsetOf  [Compliance and Resilience| ~ 1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10 lor when there are significant incidents or
Controls Documentation (2) Reflects the current state of applied security, compliance and significant changes to risks
resilience controls on applicable People, Processes, Technologies,
IData and/or Facilities (PPTDF) that are contained within the system
[the system security plan is protected from unauthorized disclosure
Defining Access IMechanisms exist to explicitly define authorizations for specific
A03.15.02.c System Security Plan Functional | Intersects With Authorizations for DCH-01.4 [individuals and/or roles for logical and /or physical access to 5
Sensitive / Regulated Data lsensitive/regulated data.
[the system security plan is protected from unauthorized disciosure. ; IMechanisms exist to restrict the disclosure of sensitive/regulated
A03.15.02.c System Security Plan Functional | Intersects With | Disclosure of Information |  DCH-03.1  |HIEENEnEe BO%L 10 T ine Cn e B e 5
[the system security plan is protected from unauthorized disclosure. [Mechanisms exist to generate authoritative documentation (e.g.,
System Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on
A.03.15.02.c System Security Plan Functional SubsetOf  [Compliance and Resilience|  1A0-03 [in-scope Technology Assets, Applications and/or Services (TAAS); 10
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[Determine If:

Secure Controls Framework (SCF)
Control Desci n

Relal

03.15.03 Rules of Behavior Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[the frequency at which the rules of behavior are reviewed and Mechanisms exist to define acceptable and unacceptable rules of
A.03.15.03.0DP[01] Rules of Behavior lupdated is defined. Functional Intersects With Rules of Behavior HRS-05.1  |behavior for the use of technologies, including consequences for 5
lunacceptable behavior.
rules that describe responsibilities and expected behavior for [Mechanisms exist to define acceptable and unacceptable rules of
A.03.15.03.a Rules of Behavior [system usage and protecting CUI are established. Functional Intersects With Rules of Behavior HRS-05.1  |behavior for the use of technologies, including consequences for 5
lunacceptable behavior.
rufes that describe responsibiities and expected behavior for IMechanisms exist to define rules of behavior that contain explicit
system usage and protecting CUI are establishe Social Media & Social restrictions on the use of social media and networking sites, posting
A.03.15.03.2 Rules of Behavior Functional Intersects With | \gtworking Restrictions HRS-05.2 i formation on commercial websites and sharing account 5
information.
rules that describe responsibilities and expected behavior for Mechanisms exist to establish Usage restrictions and
system usage and protecting CUI are established. g or based on
Technology Use lthe potential to cause damage to Technology Assets, Applications
A03.15.03.a Rules of Behavior Functional | Intersects With HRS-05.3 . 5
Y v et ' Restrictions land/or Services (TAAS), if used maliciously.
Fules that describe responsibilities and expected behavior for echanisms exist to manage business risks associated with
system usage and protecting CUI are established. Y
A03.15.03.a Rules of Behavior  [5Y: ge and pi 9 Functional | Intersects With | Use of Mobile Devices RS 05,5 e omie evicn aoctns 10 arganisationa) rocourcas. 5
[rules are provided to individuals who require access to the system. [Mechanisms exist to require all employees and contractors to apply
A03.15.03.b Rules of Behavior Functional | Intersects With | Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to 5
[enable secure, compliant and resilient capabilities.
& documented acknowledgement from individuals indicating that
lthey have read understand, and agree to abide by the rules of | policy Familiarization & Mechanisms exis to nsure personnelreceive recurting
A03.15.03.c Rules of Behavior  |penavior is received before authorizing access to CUI and the Functional | Intersects with | POL%Y Fariliarizarion HRS-05.7 rity, and 5
system. reionce polcies and pravide scknoniedoemant
[the rules of behavior are reviewed <A.03.15.03.0DP[01] [Mechanisms exist to define acceptable and unacceptable rules of US DoD ODP Value: at least every 12 months,
A.03.15.03.d[01] Rules of Behavior  [frequency>. Functional | Intersects With Rules of Behavior HRS-05.1  [behavior for the use of technologies, including consequences for 8 lor when there are significant incidents or
lunacceptable behavior. significant changes to risks
[the rules of behavior are updated <A.03.15.03 ODPIOLT: Mechanisms exist to define acceptable and unacceptable rules of [US Dob ODP Value: at least every 12 months,
A.03.15.03.d(02] Rules of Behavior  [frequency> Functional | Intersects With Rules of Behavior HRS-05.1  [behavior for the use of technologies, including consequences for 8 lor when there are significant incidents or
lunacceptable behavior. significant changes to risks
ity Engineering _|Determine If
03.16.01 Se‘“’ﬁni’[‘gl‘::e"“g etermine Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Systems security engineering principles to be applied to the Mechanisms exist to facilitate the implementation of industry-
ldevelopment or modification of the system and system components recognized security, compliance and resilience practices in the
Security Engineering [are defined Secure Engineering sian, and
A.03.16.01.0DP[01, Functional Subset Of SEA-0L . 10
(o1 Principles unet . Principles modification of Technology Assets, Applications and/or Services
(TAAS)
ystens securlty engineering principles fo be appled o the
securit he aystem and eystem components Technology Development Mechanisms exist to facilitate the implementation of tailored
A.03.16.01.0DP[01] are defined Functional Subset Of TDA-01  |development and acquisition strategies, contract tools and 10
Phinciples . & Acquisition
procurement methods to meet unique business needs.
Systems securlty engineering principles to be applied to the
ldevelopment or modification of the system and system components Mechanisms exist to require software developers to ensure that
ineering _[ore defined. ftheir software development processes employ industry-recognized
A.03.16.01.0DP(01] Security Engineering Functional Subsetof | DevelopmentMethods | 1pa02.3  fsecure practices for secure programming, engineering methods, 10
P a |quality control processes and validation techniques to minimize
iflawed and/or malformed software.
[<A.03.16.01.0DP[01]: systems security engineering principles> are Mechanisms exist to compel data and/or process owners to
applied to the development or modification of the system and loperationalize security, compliance and resilience practices for
system components. leach Technology Asset, Application and/or Service (TAAS) under
ltheir control. US DoD ODP Value: Guidance: At minimum,
ldocumentation that pro
adminlstrator guldance for the Implementation
land operation of controls. The level of detail
required in such documentation should be
lbased on the degree to which organizations
o ceri Operationalizing Security, ldepend on the capabilities, functions, or
A.03.16.01 Securly Engineering Functional Intersects With | Compliance & Resilience GOV-15 5 Imechanisms to meet risk response
P Capabilities lexpectations. Requirements can include
Imandated configuration settings that specify
lallowed functions, ports, protocols, and
ervices. Acceptance criteria for systems,
System components, and system services are
defined in the same manner as the criteria for
lany organizational acquisition or procurement.
[<A.03.16.01.0DP[OL]: systems securlty engineering principles> are
lapplied to the development or modification of the system and
system components.
lUS Dob ODP Value: Guidance: At a minimum,
ldocumentation that provides user and
ladministrator guidance for the implementation
land operation of controls. The level of detail
required in such documentation should be
IMechanisms exist to require software developers to ensure that lbased on the degree to which organizations
ftheir software development processes employ industry-recognized ldepend on the capabilities, functions, or
A.03.16.01 Secu'grymirl‘g"::e”“g Functional Subset Of T“:‘;\f““’%:s’g ms:;zg;s TDA-023  [secure practices for secure programming, engineering methods, 10 Imechanisms to meet risk response
P q lquality control processes and validation techniques to minimize lexpectations. Requirements can include
iflawed and/or malformed software. Imandated configuration settings that specify
lallowed functions, ports, protocols, and
services. Acceptance criteria for systems,
system components, and system services are
defined in the same manner as the criteria for
lany organizational acquisition or procurement.
03.16.02 Ln=tpporteoiSystem I peC el Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
System components are replaced when support for the components. xist to prevent unsupported Technology Assets,
is no longer available from the developer, vendor, or manufacturer. IApplications andor Services (TAAS) by
(1) Removing and/or replacing TAAS when support for the
Unsupported Technology lcomponents is no longer available from the developer, vendor or
A03.16.02.2 U"S“C"‘"’“ed 5{5(9'“ Functional Intersects With |Assets, Applications and/or| ~ TDA-17  |manufacturer; and 5
omponents Services (TAAS) (2) Requiring justification and documented approval for the
lcontinued use of unsupported TAAS required to satisfy
Imission/business needs.
loptions for risk mitigation or alternative sources for continued Mechanisms exist to provide in-house support or contract external
A.03.16.02.b Unsupported System  |g;,nnort for unsupported components that cannot be replaced are Functional Intersects with | Alternate Sources for TDA-17.1  |providers for support with unsupported Technology Assets, 5
Components lprovided. Continued Support |Applications and/or Services (TAAS).
03.16.03 External System Services [etermine If: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
securty requirments to be satisfied by externalsystem service Mechanisms exist to require contractual requirements for
lproviders are define i lapplicable security, compliance and resilience requirements with
Third-Party Contract [third-parties, reflecting the organization's needs to protect its
A.03.16.03.0DP(01] | External System Services Functional | Intersects With TPM-05 . 5
[01] Y i Requirements [Technology Assets, Applications, Services and/or Data (TAASD).
jsecurity requirements to be satisfied by external system service Contract Flow-Down [Mechanisms exist to ensure applicable security, compliance and
A.03.16.03.0DP[01] External System Services [providers are defined. Functional Intersects With Requirements TPM-05.2 |resilience requirements are included in conlrac(s that flow-down to 5
d lapplicable sub-contractors and suppliers
[the providers of external system services used for the processing, Mechanisms exist to require cunlraclua\ Tequirements for
storage, or transmission of CUI comply with the following security lapplicable security, compliance and resilience requirements with
requirements: <A.03.16.03.0DP[01]: security requirements>. [third-parties, reflecting the organization's needs to protect its lUS DoD ODP Values:
[Technology Assets, Applications, Services and/or Data (TAASD). (1) For cloud service providers:
(i) FedRAMP Authorized at the FedRAMP
Moderate (or higher) baseline in accordance
Third-Party Contract y with the FedRAMP Marketplace; or
A03.16.03. External System Services Functional | Intersects With AR AS It TPM-05 8 e e ci
by the government equivalent to the FedRAMP
Moderate (or higher) baseline.
(2) All other external service providers must
Imeet NIST SP 800-171 R2.
lUser roles and responsibilities with regard to external system
services, including shared responsibilities with external service Mechanisms exist to document and maintain a Responsible,
lproviders, are defined and documented Responsible, Accountable, |Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
A03.16.03.b External System Services Functional | Intersects With | Supportive, Consulted & | TPM-05.4  [similar documentation, to delineate assignment for security, 5
Informed (RASCI) Matrix lcompliance and resilience controls between internal stakeholders
land External Service Providers (ESPs).
processes, methods, and techniques to monitor security (RASCI) matrix, or similar documentation, to ensure security,
I - compliance by exteral service providers on an lcompliance and resilience control assignments accurately reflect
longoing basis are implemented. e
A.03.16.03.c External System Services Functional | Intersects With | Third-party Scope Review | TPM-05.5 [T Lo the External Service provider (ESP): 5
(2) Business practices;
(3) Applicable stakeholders; and
lprocesses, methods, and techniques to monitor security
requirement compliance by external service providers on an Mechanisms exist to obtain a First-Party Declaration(1PD) from
longoing basis are implemented. First-Party Declaration lapplicable External Service Providers (ESPs) that provides
A03.16.03.c External System Services Functional | Intersects With oy TPM-05.6  [assurance of compliance with specified statutory, regulatory and 5
[contractual obligations for security, compliance and resilience
[controls, including any flow-down requirements to subcontractors
lprocesses, methods, and techniques to monitor security
requirement compliance by external service providers on an Mechanisms exist to obtain an attestation from an independent
longoing basis are implemente [Third-Party Assessment Organization (3PAO) that provides
Third-Party Attestation y lassurance of conformity with specified statutory, regulatory and
A.03.16.03.c External System Services Functional | Intersects With Son TPM0S8 e O atione for cacty, cormmionce st racmace 5
[controls, including any flow-down requirements to contractors and
lsubcontractors.
processes, r(nelhod‘sv and;echryques‘ to monitor s%cunty Mechanisms exist to monitor, regularly review and assess External
requirement compliance by external service providers on an ; Review of Third-Party Service Providers (ESPs) for compliance with established
A03.16.03.c External System Services |ongoing basis are implementer Functional | Intersects With TP B o e roments for ettty complionce andresilience 5
lcontrols.
03.17.01 EuBalvichan f:fasrk. eIl Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
the frequency at which to review and update the supply chain risk Mechanisms exist to develop a plan for Supply Chain Risk
Imanagement plan is defined. Management (SCRM) associated with the development, acquisition,
Imaintenance and disposal of Technology Assets, Applications
A.03.17.01.0DP[01] Supply Chaln Risk Functional Subset Of Supply Chain Risk RSK-09 land/or Services (TAAS), including documenting selected mitigating 10
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A.03.17.01.a[01] Management plan Functional SUbset Of | . et (SCRM) plan | RSK09  fandlor Services (TAAS), including documenting selected mitigating 10
[actions and monitoring performance against those plans.
[the SCRM plan addresses risks associated with the research and [Mechanisms exist to develop a plan for Supply Chain Risk
ldevelopment of the system, system components, or system Management (SCRM) associated with the development, acquisition,
tenance and disposal of Technology Assets, Applications
Supply Chain Risk ~ [Services. Supply Chain Risk [maint
A.03.17.01.a[02] Management Plan Functional Subset Of Management (SCRM) Plan RSK-09 land/or Services (TAAS), including documenting selected mitigating 10
lactions and monitoring performance against those plans.
lthe SCRM plan addresses risks associated with the design of the [Mechanisms exist to develop a plan for Supply Chain Risk
lsystem, system components, or system services. Management (SCRM) associated with the development, acquisition,
Supply Chain Risk upply Chain Risk Imaintenance and disposal of Technology Assets, Applications
A.03.17.01.a[03] Ma‘:‘“a;emem Plan Functional Subset Of Managzir,nyent SCAM) Plan RSK-09  [and/or Services (TAAS), including documenting selected mitigating 10
[actions and monitoring performance against those plans.
[the SCRM plan addresses risks associated with the manufacturing of| [Mechanisms exist to develop a plan for Supply Chain Risk
lthe system, system components, or system services. IManagement (SCRM) associated with the development, acquisition,
Supply Chain Risk Supply Chain Risk Imaintenance and disposal of Technology Assets, Applications
A.03.17.01.a[04] Ma‘:“;gemem N Functional Subset Of Manangﬂym (5CRM) Plan RSK-09  [and/or Services (TAAS), including documenting selected mitigating 10
lactions and monitoring performance against those plans.
lthe SCRM plan addresses risks associated with the acquisition of the [Mechanisms exist to develop a plan for Supply Chain Risk
lsystem, system components, or system services. Management (SCRM) associated with the development, acquisition,
Imaintenance and disposal of Technology Assets, Applications
Supply Chain Risk Supply Chain Risk
A.03.17.01.a[05] Management Plan Functional Subset Of | o (6CRM) plan | RSK-09  [and/or Services (TAAS), including documenting selected mitigating 10
[actions and monitoring performance against those plans.
[the SCRM plan addresses risks associated with the delivery of the [Mechanisms exist to develop a plan for Supply Chain Risk
system, system components, or system services. IManagement (SCRM) associated with the development, acquisition,
. . tenance and disposal of Technology Assets, Applications
Supply Chain Risk Supply Chain Risk g e
A.03.17.01.2(06] Managerant Plan Functional SUBSLOf | anagement (SCAM) Plan | RSK09  |andlor Services (TAAS), including documenting selected mitigating 10
lactions and monitoring performance against those plan:
[the SCRM plan addresses risks associated with the integration of the [Mechanisms exist to develop a plan for Supply Chain Risk
lsystem, system components, or system services. Management (SCRM) associated with the development, acquisition,
Imaintenance and disposal of Technology Assets, Applications
Supply Chain Risk Supply Chain Risk
A.03.17.01.a[07] Management Plan Functional Subset Of Management (SCRM) Plan RSK-09 [and/or Services (TAAS), including documenting selected mitigating 10
lactions and monitoring performance against those plans.
[the SCRM plan addresses risks associated with the operation of the [Mechanisms exist to develop a plan for Supply Chain Risk
system, system components, or system services IManagement (SCRM) associated with the development, acquisition,
Supply Chain Risk Supply Chain Risk maintenance and disposal of Technology Assets, Applications
A.03.17.01.2[08] Management plan Functional Subset Of | o 2o BE Y (GCRM) Plan RSK-09  [and/or Services (TAAS), including documenting selected mitigating 10
[actions and monitoring performance against those plans.
[the SCRM plan addresses risks associated with the maintenance of [Mechanisms exist to develop a plan for Supply Chain Risk
lthe system, system components, or system services. Management (SCRM) associated with the development, acquisition,
. " tenance and disposal of Technology Assets, Applications
Supply Chain Risk Supply Chain Risk [main
A.03.17.01.a[09] Management Plan Functional Subset Of Management (SCRM) Plan RSK-09 land/or Services (TAAS), including documenting selected mitigating 10
lactions and monitoring performance against those plans.
[the SCRM plan addresses risks associated with the disposal of the [Mechanisms exist to develop a plan for Supply Chain Risk
lsystem, system components, or system services. Management (SCRM) associated with the development, acquisition,
Imaintenance and disposal of Technology Assets, Applications
St ly Ch: Risk St ly Ch: Risk
A.03.17.01.a[10] M‘;‘:“;;em;’l‘ pl‘;‘ Functional Subset Of Ma"a;z‘:ﬂfw fs'gm‘;’ Plan RSK-09  [and/or Services (TAAS), including documenting selected mitigating 10
[actions and monitoring performance against those plans.
[the SCRM plan is reviewed <A.03.17.01.0DP[OL]: frequency> [Mechanisms exist to develop a plan for Supply Chain Risk
IManagement (SCRM) associated with the development, acquisition,
Supply Chain Risk upply Chain Risk Imaintenance and disposal of Technology Assets, Applications lUS DoD ODP Value: at least every 12 months,
A.03.17.01.b(01] Ma‘:\‘;gyemem N Functional Subset Of Manangﬂyent aeRM) Plan RSK-09 fand/or Services (TAAS), including documenting se\e(ted mmgalmq 10 lor when there are significant incidents or
lactions and monitoring performance against those plan: significant changes to risks
{the SCRM plan is updated <A.03.17.01.0DP[OL]: frequency>. Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development, acquisition,
Imaintenance and disposal of Technology Assets, Applications lUS DoD ODP Value: at least every 12 months,
A.03.17.01.b[02] ,S,‘“a?fa'gyecr::r"’l‘ Risk Functional Subset Of Mani;zﬂérﬁr‘fgg;‘hﬁman RSK-09 land/or Services (TAAS), including documenting selected mitigating 10 lor when there are significant incidents or
[actions and monitoring performance against those plans. isignificant changes to risks
[the SCRM plan is protected from unauthorized disclosure.
Supply Chain Risk Defining Access IMechanisms exist to explicitly define authorizations for specific
A03.17.0Lc Management plan Functional | Intersects With Authorizations for DCH-01.4 [individuals and/or roles for logical and /or physical access to 5
9 Sensitive / Regulated Data lsensitive/regulated data.
Supply Chain Risk _[the SCRM plan is protected from unauthorized disclosure. . N ) Mechanisms exist o restrict the sclosure of sensitivereguiated
A.03.17.01.c Plan Functional Intersects With | Disclosure of Information DCH-03.1 |data to authorized parties with a need to kno\ 5
[the SCRM pian is protected from unauthorized disclosure. IMechanisms exist to develop a plan for Supp\y “Chain Risk
IManagement (SCRM) associated with the development, acquisition,
tenance and disposal of Technology Assets, Applications
Supply Chain Risk Supply Chain Risk g [maint
A.03.17.01.c Management Plan Functional Subset Of Management (SCRM) Plan RSK-09 land/or Services (TAAS), including documenting selected mitigating 10
lactions and monitoring performance against those plans.
Detc ine If: " "
03.17.02 el Functional | No Relationship NA NIA N/A 0 INo applicable SCF control
lacquisition strategies, contract tools, and procurement methods are. [Mechanisms exist to utilize tailored acquisition strategies, contract
Acquisition Strategies, ~|developed to identify supply chain risks Acquisition Strategies, ltools and procurement methods for the purchase of unique
A.03.17.02(01] Taole, and Mothods Functional | Intersects With ools & Methode TPM-03.1  [Technology Assets, Applications and/or Services (TAAS) 5
[acquisition strategies, contract tools, and procurement methods are [Mechanisms exist to utilize tailored acquisition strategies, contract
Acquisition Strategies, |developed to protect against supply chain risks. . Acquisition Strategies, ltools and procurement methods for the purchase of unique
£.03.17.02(02] Taole, ond Mothads Functional Intersects With e e TPM-03.1  frechnology Assets, Applications and/or Services (TAAS). 5
lacquisition strategies, contract tools, and procurement methods are. [Mechanisms exist to utilize tailored acquisition strategies, contract
Acquisition Strategies, _|developed to mitigate supply chain risks. Acquisition Strategies, ltools and procurement methods for the purchase of unique
£.03.17.02(03] faols, and Mathetls Functional Intersects With | ACHISHIEn 0 oo TPM-03.1  frechnology Assets, Applications and/or Services (TAAS). 5
lacquisition strategies, contract tools, and procurement methods are. ech to faciltate th } tation of tailored
implemented to identify supply chain risks, lechanisms exist to facilitate the implementation of tailore
A.03.17.02{04] Acquisition Strategies. P ¥ supply Functional Subsetof | Technology Development |y g1 Idevelopment and acquisition strategies, contract tools and 10
g . lprocurement methods to meet unique business needs.
[acquisition strategies, contract tools, and procurement methods are e  t faciltate the implementation of taored
limplemented to protect against supply chain risks. lechanisms exist to facilitate the implementation of tailore«
A.03.17.02(05] Acduisition Strategies. Functional Subsetof | Technoloy Development | 155 0 gevelopment and acquisition strategies, contract tools and 10
g lprocurement methods to meet unique business needs.
[acquisition strategies, contract tools, and procurement methods are ech (o faciitate the mplementation of tatored
o mitigate supply chain riske. lechanisms exist to facilitate the implementation of tailore
A.03.17.02(06] Acquisition Strategiss. o PRIy Functional Subsetof | Technology Development | pp.01  |development and acquisition strategies, contract tools and 10
d a lprocurement methods to meet unique business needs.
Supply Chain Determine IF:
03.17.03 Requirements and Functional No Relationship. N/A N/A N/A 0 INo applicable SCF control
Processes
[security requirements to protect against supply chain risks to the [Mechanisms exist to develop a plan for Supply Chain Risk
system, system components, or system services and to limit the IManagement (SCRM) associated with the development, acquisition,
Supply Chain Iharm or consequences from supply chain-related events are Supply Chain Risk Imaintenance and disposal of Technology Assets, Applications
A.03.17.03.0DP[01] Requirements and defined. Functional Subset Of RSK-09 land/or Services (TAAS), including documenting selected mitigating 10
Management (SCRM) Plan ! .
Processes lactions and monitoring performance against those plans.
[security requirements to protect against supply chain risks to the
Supply Chain [system, system components, or system services and to limit the [Mechanisms exist to facilitate the implementation of third-party
A.03.17.03.0DP[01] Requirements and  |harm or consequences from supply chain-related events are Functional Subset Of Third-Party Management TPMOL e ement controls 10
Processes defined.
[a process for identifying weaknesses or deficiencies in the supply [Mechanisms exist to develop a plan for Supply Chain Risk
(chain elements and processes is established IManagement (SCRM) associated with the development, acquisition,
Supply Chain ooy Chain Risk Imaintenance and disposal of Technology Assets, Applications
A.03.17.03.a[01] Requirements and Functional Subset OF RSK-09  [and/or Services (TAAS), including documenting selected mitigating 10
Management (SCRM) Plan , $
Processes [actions and monitoring performance against those plans.
Supply Chain [a process for identifying weaknesses or deficiencies in the supply [Mechanisms exist to conduct a risk assessment prior to the
£.03.17.03.a[01] Requirementsand  |chain elements and processes is established Functional Intersects With Third-Party Risk TPM-04.1  [acquisition or outsourcing of technology-related Technology Assets, 5
Processes Assessments & Approvals |applications and/or Services (TAAS).
la process for addressing weaknesses or deficiencies in the supply IMechanisms exist to develop a plan for Supply Chain Risk
(chain elements and processes is established IManagement (SCRM) associated with the development, acquisition,
Supply Chain Supply Chain Risk Imaintenance and disposal of Technology Assets, Applications
A.03.17.03.2(02] Requirements and Functional Subset Of RSK-09  [and/or Services (TAAS), including documenting selected mitigating 10
Management (SCRM) Plan . U
Processes lactions and monitoring performance against those plans.
[the following security requirements are enforced to protect against
supply chain risks to the system, system components, or system US DoD ODP Value: at a minimum, integrate
lservices and to limit the harm or consequences of supply chain- ISupply Chain Risk Management (SCRM) into
Supply Chain related events: <A.03.17.03.0DP[01]: security requirements>. lacquisition/procurement policies, provide
A.03.17.03.b Requirements and Functional SubsetOf  |Risk Management Program|  RSK-01  [siechanisms exist to faciltate the Implementation of strategic, 10 ladequate SCRM resources, define the SCRM
Processes P 9 g [control baseline, establish processes to ensure
suppliers disclose significant vulnerabilities and
significant incidents
[the following security requirements are enforced to protect against IMechanisms exist to develop a plan for Supply Chain Risk
supply chain risks to the system, system components, or system IManagement (SCRM) associated with the development, acquisition, US DoD ODP Value: at a minimum, integrate
services and to limit the harm or consequences of supply chain- Imaintenance and disposal of Technology Assets, Applications ISupply Chain Risk Management (SCRM) into
Supply Chain related events: <A.03.17.03.0DP[01]: security requirements>. Supply Chain Risk land/or Services (TAAS), including documenting selected mitigating lacquisition/procurement policies, provide:
A.03.17.03.b Requirements and Functional Subset Of Mana Z'““Yent (SCRM) Plan RSK-09 lactions and monitoring performance against those plans. 10 ladequate SCRM resources, define the SCRM
Processes 9 lcontrol baseline, establish processes to ensure

suppliers disclose significant vulnerabilities and

significant incidents
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I::i:ﬁ::)all Evidence Request List (ERL) # SCF Assessment Objective (AO)
N/A N/A N/A N/A N/A
E-HRS-01 the time period for account inactivity before
YES E-HRS-15 HRS-01_A29 disabling is defined.
E-HRS-27
the time period for account inactivity before
YES IAC-15_A47 disabling is defined.
the time period within which to notify account
E-HRS-01 managers and designated personnel or roles when
YES EHRSLS HRS-01_A30 accounts are no longer required is defined.
the time period within which to notify account
E-HRS-01 managers and designated personnel or roles when
YES RS2 HRS-01_A31 users are terminated or transferred is defined.
the time period within which to notify account
EEEEEE managers and designated personnel or roles when
YES E-HRS-15 HRS-01 A32 system usage or the need-to-know changes for an
E-HRS-27 - individual is defined.
the time period of expected inactivity requiring
IAC-25_A04 users to log out of the system is defined.
circumstances requiring users to log out of the
IAC-25_A05 system are defined.
system account types allowed are defined.
IAC-15_A48
system account types allowed are defined.
IAC-15.7_A01
system account types prohibited are defined.
IAC-15_A49
system account types prohibited are defined.
IAC-15.7_A02
E-HRS-12 system accounts are created in accordance with
E-HRS-18 IAC-07 AO3 organizational policy, procedures, prerequisites,
E-HRS-19 - and criteria.
system accounts are created in accordance with
IAC-15.7 A04 organizational policy, procedures, prerequisites,
- and criteria.
E-HRS-12 system accounts are enabled in accordance with
E-HRS-18 IAC-07 A04 organizational policy, procedures, prerequisites,
E-HRS-19 - and criteria.
system accounts are enabled in accordance with
JAC-15.7 AO5 organizational policy, procedures, prerequisites,
- and criteria.
E-HRS-12 system accounts are modified in accordance with
E-HRS-18 IAC-07 AO5 organizational policy, procedures, prerequisites,
E-HRS-19 - and criteria.
system accounts are modified in accordance with
IAC-15.7 A06 organizational policy, procedures, prerequisites,
B and criteria.
E-HRS-12 system accounts are disabled in accordance with
E-HRS-18 IAC-07 AO6 organizational policy, procedures, prerequisites,
E-HRS-19 - and criteria.
system accounts are disabled in accordance with
JAC-15.7 AO7 organizational policy, procedures, prerequisites,
- and criteria.
E-HRS-12 system accounts are removed in accordance with
E-HRS-18 IAC-07 AO07 organizational policy, procedures, prerequisites,
E-HRS-19 - and criteria.
system accounts are removed in accordance with
JAC-15.7 A0O8 organizational policy, procedures, prerequisites,
- and criteria.
authorized users of the system are specified.
IAC-15_A41
authorized users of the system are specified.
IAC-15.7_A09
group and role memberships are specified.
E-HRS-12
E-IAM-02 IAC-07.2_A16
access authorizations (i.e., privileges) for each
E-HRS-12 account are specified.
E-IAM-02 IAC-07.2_A17
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Material

Evidence Request List (ERL) #

NIST SP 800-171A R3

SCF Assessment Objective (AO)
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Control

access to the system is authorized based on a valid

IAC-01.2_A01 access authorization.
access to the system is authorized based on
IAC-01.2_A07 intended system usage.
the use of system accounts is monitored.
IAC-15_A18
system accounts are disabled when the accounts
IAC-15_A19 have expired.
system accounts are disabled when the accounts
IAC-15 A20 have been inactive for <A.03.01.01.0DP[01]: time |yS DoD ODP Value: at most 90 days
- period>.
system accounts are disabled when the accounts
IAC-15.3 A06 have been inactive for <A.03.01.01.0DP[01]: time |US DoD ODP Value: at most 90 days
- period>.
system accounts are disabled when the accounts
IAC-15_A21 are no longer associated with a user or individual.
system accounts are disabled when the accounts
IAC-15_A22 violate organizational policy.
system accounts are disabled when significant risks
IAC-15_A23 associated with individuals are discovered.
account managers and designated personnel or
roles are notified within <A.03.01.01.0DP[02]: time
IAC-15_A50 period> when accounts are no longer required. US DoD ODP Value: 24 hours
account managers and designated personnel or
roles are notified within <A.03.01.01.0DP[03]: time
IAC-15_A51 period> when users are terminated or transferred. [US DoD ODP Value: 24 hours
account managers and designated personnel or
roles are notified within <A.03.01.01.0DP[04]: time
JAC-15 A52 period> when system usage or the need-to-know |5 poD ODP Value: 24 hours
- changes for an individual. '
users are required to log out of the system after
<A.03.01.01.0DP[05]: time period> of expected  |US DoD ODP Values:
IAC-25 AO6 inactivity or when the following circumstances [05] - at most 24 hours »
- occur: <A.03.01.01.0DP[06]: circumstances>. [06] - the work period ends, for privileged users
at a minimum
N/A N/A N/A N/A N/A
approved authorizations for logical access to CUI
E-DCH-08 CFG-08 A03 are enforced in accordance with applicable access
B control policies.
approved authorizations for logical access to
E-IAM-02 system resources are enforced in accordance with
E-IAM-05 IAC-21_A05 applicable access control policies.
E-IAM-06
N/A N/A N/A N/A
E-AST-12 approved authorizations are enforced for
E-AST-13 controlling the flow of CUI within the system.
E-AST-14
E-AST-15
E-AST-16
E-AST-17 CFG-02_A09
E-AST-18
E-AST-19
E-AST-20
E-AST-21
E-AST-01 END-01 A10 approved authorizations are enforced for
E-AST-27 o controlling the flow of CUI within the system.
approved authorizations are enforced for
E'ﬁg'g NET-04 AO6 controlling the flow of CUI between connected
e - systems.
approved authorizations are enforced for
controlling the flow of CUI between connected
systems.
NET-05_Al16
N/A N/A N/A N/A N/A
duties of individuals requiring separation are
E-HRS-25 HRS-11_A04 identified.
N/A N/A N/A N/A N/A
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Material
Control

Evidence Request List (ERL) # SCF Assessment Objective (AO)

security functions for authorized access are

defined.
E-HRS-12
E-IAM.02 IAC-08_A09

security-relevant information for authorized access

E-HRS-12 is defined.
E-IAM-02 IAC-08_A10

the frequency at which to review the privileges
E-HRS-12 assigned to roles or classes of users is defined.
E-HRS-14 IAC-17_A01
E-IAM-01

system access for users (or processes acting on

E-IAM-02 behalf of users) is authorized only when necessary
EjLy05 IAC-21_A06 to accomplish assigned organizational tasks.

access to <A.03.01.05.0DP[01]: security
functions> is authorized. US DoD ODP Value: at a minimum and if
applicable: establishing system accounts and
assigning privileges, configuring access
authorizations, configuring settings for events
to be audited, establishing vulnerability
scanning parameters, establishing intrusion
detection parameters, and managing audit
information

E-HRS-12
SN IAC-08_A11

access to <A.03.01.05.0DP[01]: security
functions> is authorized. US DoD ODP Value: at a minimum and if
applicable: establishing system accounts and
assigning privileges, configuring access
authorizations, configuring settings for events
to be audited, establishing vulnerability
scanning parameters, establishing intrusion
detection parameters, and managing audit
information

IAC-20.1_A02

access to <A.03.01.05.0DP[02]: security-relevant
information> is authorized. US DoD ODP Value: at a minimum and if
applicable: threat and vulnerability

E-HRS-12 information, filtering rules for routers or
E-IAM-02 IAC-08_A12 firewalls, configuration parameters for security
services, cryptographic key management
information, security architecture, access
control lists, and audit information

access to <A.03.01.05.0DP[02]: security-relevant
information> is authorized. US DoD ODP Value: at a minimum and if
applicable: threat and vulnerability
information, filtering rules for routers or
IAC-20.1_A03 firewalls, configuration parameters for security
services, cryptographic key management
information, security architecture, access
control lists, and audit information

the privileges assigned to roles or classes of users
E-HRS-12 are reviewed <A.03.01.05.0DP[03]: frequency> to
E»mﬁ-&f IAC-17_A03 validate the need for such privileges. US DoD ODP Value: at least every 12 months

privileges are reassigned or removed, as

E-HRS-12 necessary.
E-HRS-14 IAC-17_A04
E-IAM-01
N/A N/A N/A N/A

personnel or roles to which privileged accounts on
JAC-21.3 AO1 the system are to be restricted are defined.

privileged accounts on the system are restricted to

JAC-21.3 A02 <A.03.01.06.0DP[01]: personnel or roles>. US DoD ODP Value: only defined and
~ authorized personnel or administrative roles

users (or roles) with privileged accounts are
required to use non-privileged accounts when
IAC-21.2_A02 accessing non-security functions or non-security
information.

N/A N/A N/A N/A N/A

non-privileged users are prevented from executing
privileged functions.

IAC-21.5_A03
MON-03.3_A02 the execution of privileged functions is logged.
N/A N/A N/A N/A N/A
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Material

Control Evidence Request List (ERL) #

AO #

IAC-22_A03

NIST SP 800-171A R3

SCF Assessment Objective (AO)

the number of consecutive invalid logon attempts
by a user allowed during a time period is defined.

Version 2025.1_x000a_03/27/2026

Notes

IAC-22_A05

the time period to which the number of consecutive|
invalid logon attempts by a user is limited is
defined.

IAC-22_A10

one or more of the following PARAMETER VALUES
are selected: {the account or node is locked
automatically for <A.03.01.08.0DP[04]: time
period>; the account or node is locked
automatically until released by an administrator;
the next logon prompt is delayed automatically;
the system administrator is notified automatically;
other action is taken automatically}.

US DoD ODP Value: at least 15- minute time
period

IAC-22_A06

the time period for an account or node to be locked
is defined (if selected).

IAC-22_A09

a limit of <A.03.01.08.0DP[01]: number>
consecutive invalid logon attempts by a user during
<A.03.01.08.0DP[02]: time period> is enforced.

US DoD ODP Values:
[01] - at most five (5)
[02] - period of five (5) minutes

IAC-22_A04

<A.03.01.08.0DP[03]: SELECTED PARAMETER
VALUES> when the maximum number of
unsuccessful attempts is exceeded.

US DoD ODP Value: Select one or more:

- lock the account or node for an at least 15-
minute time period;

- lock the account or node until released by an
administrator and notify a system
administrator

N/A N/A

N/A

N/A

N/A

SEA-18_A12

a system use notification message with privacy and
security notices consistent with applicable CUI rules|
is displayed before granting access to the system.

SEA-18.1_A02

a system use notification message with privacy and
security notices consistent with applicable CUI rules|
is displayed before granting access to the system.

SEA-18.2_A02

a system use notification message with privacy and
security notices consistent with applicable CUI rules|
is displayed before granting access to the system.

N/A N/A

N/A

N/A

N/A

IAC-24_A09

one or more of the following PARAMETER VALUES
are selected: {a device lock is initiated after
<A.03.01.10.0DP[02]: time period> of inactivity;
the user is required to initiate a device lock before
leaving the system unattended}.

US DoD ODP Value: at most 15- minute time
period

IAC-24_A06

the time period of inactivity after which a device
lock is initiated is defined (if selected).

IAC-24_A07

access to the system is prevented by
<A.03.01.10.0DP[01]: SELECTED PARAMETER
VALUES>.

US DoD ODP Value: initiating a device lock
after “at most 15 minutes” of inactivity and
requiring the user to initiate a device lock
before leaving the system unattended

IAC-24_A08

the device lock is retained until the user
reestablishes access using established
identification and authentication procedures.

IAC-24.1_A01

information previously visible on the display is
concealed via device lock with a publicly viewable
image.

N/A N/A

N/A

N/A

N/A

IAC-25_A02

conditions or trigger events that require session
disconnect are defined.
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rg';:ﬁ:':ll Evidence Request List (ERL) # AO # SCF Assessment Objective (AO) Notes
a user session is terminated automatically after
<A.03.01.11.0DP[01]: conditions or trigger US DoD ODP Value: a specified duration
events>. (maximum of 24 hours) of inactivity,
misbehavior (end the session due to an
IAC-25_A08 attempted policy violation), and maintenance
(terminate sessions to prevent issues with an
upgrade or service outage)
N/A N/A N/A N/A N/A
types of allowable remote system access are
E-NET-03 NET-14_A02 defined.
usage restrictions are established for each type of
EEFEE NET-14_A01 allowable remote system access.
configuration requirements are established for
E-NET-03 NET-14_A05 each type of allowable remote system access.
connection requirements are established for each
E-NET-03 NET-14_A03 type of allowable remote system access.
each type of remote system access is authorized
E-NET-03 NET-14_A04 prior to establishing such connections.
remote access to the system is routed through
E-NET-03 NET-14_A09 authorized access control points.
remote access to the system is routed through
ENERCS NET-14_A10 managed access control points.
ENERGE NET-14_A11 remote execution of privileged commands is

authorized.
remote execution of privileged commands is
NET-14.4_A06 authorized.

remote access to security-relevant information is
authorized.

remote access to security-relevant information is
NET-14.4_A07 authorized.

E-NET-03 NET-14_Al12

N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
each type of wireless access to the system is
NET-02.2_A03 defined.
each type of wireless access to the system is
NET-15_A05 defined.
usage restrictions are established for each type of
NET-02.2_A04 wireless access to the system.
usage restrictions are established for each type of
NET-15_A01 wireless access to the system.
E.AST-12 configuration requirements are established for
E-AST-13 each type of wireless access to the system.
E-AST-14
E-AST-15
E-AST-16
E-AST-17 CFG-02_A10
E-AST-18
E-AST-19
E-AST-20
E-AST-21
connection requirements are established for each
NET-02.2_AO5 type of wireless access to the system.
connection requirements are established for each
NET-15_A02 type of wireless access to the system.
each type of wireless access to the system is
E-IAM-06 JAC-01.2 AO8 authorized prior to establishing such connections.
each type of wireless access to the system is
NET-02.2_A06 authorized prior to establishing such connections.
E-AST-12 wireless networking capabilities not intended for
E-AST-13 use are disabled prior to issuance and deployment.
E-AST-14
E-AST-15
E-AST-16
E-AST-17 CFG-02_All
E-AST-18
E-AST-19
E-AST-20
E-AST-21

wireless access to the system is protected using

authentication.
NET-15.1_A01
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rg';:ﬁ:':ll Evidence Request List (ERL) # AO # SCF Assessment Objective (AO) Notes
wireless access to the system is protected using
encryption.
NET-15.1_A02
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
usage restrictions are established for mobile
MDM-01_A02 devices.
E-AST-12 configuration requirements are established for
E-AST-13 mobile devices.
E-AST-14
E-AST-15
E-AST-16
E-AST-17 CFG-02_A12
E-AST-18
E-AST-19
E-AST-20
E-AST-21
connection requirements are established for mobile
NET-03_A21 devices.
the connection of mobile devices to the system is
MDM-02_A04 authorized.
full-device or container-based encryption is
MDM-03 AO5 implemented to protect the confidentiality of CUI
- on mobile devices.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
security requirements to be satisfied on external
systems prior to allowing the use of or access to
DCH-13_A13 those systems by authorized individuals are
defined.
the use of external systems is prohibited unless the
DCH-13_Al4 systems are specifically authorized.
the following security requirements to be satisfied
on external systems prior to allowing the use of or
access to those systems by authorized individuals
are e:stablished: <A.03.01.20.0DP[01]: security US DoD ODP Value: Guidance: Organizations
requirements>. establish specific terms and conditions for the
use of external systems in accordance with
organizational security policies and
procedures. At a minimum, terms and
conditions address the specific types of
applications that can be accessed on
organizational systems from external systems
~ and the highest security category of
DCH-13_AL5 information that can be processed, stored, or
transmitted on external systems. If the terms
and conditions with the owners of the external
systems cannot be established, organizations
may impose restrictions on organizational
personnel using those external systems. If
applicable, use NIST SP 800-47 as a guide for
establishing information exchanges between
organizations.
authorized individuals are permitted to use
external systems to access the organizational
system or to process, store, or transmit CUl only
after verifying that the security requirements on
DCH-13 A16 the external systems as specified in the
organization’s system security plans have been
satisfied.
authorized individuals are permitted to use
external systems to access the organizational
system or to process, store, or transmit CUl only
- after retaining approved system connection or
DCH-13_A17 processing agreements with the organizational
entity hosting the external systems.
the use of organization-controlled portable storage
DCH-13.2 AO5 devices by authorized individuals on external
- systems is restricted.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
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Control

authorized individuals are trained to ensure that

YES DCH-15 A08 publicly accessible information does not contain
- CUl.
the content on publicly accessible systems is
YES DCH-15_All reviewed for CUI.
CUI is removed from publicly accessible systems, if
YES DCH-15_A09 discovered.
CUI is removed from publicly accessible systems, if
IRO-12_A09 discovered.
N/A N/A N/A N/A N/A
E-SAT-02 the frequency at which to provide security literacy
E-SAT-04 SAT-01 AO3 training to system users after initial training is
E-SAT-05 - defined.
E-SAT-02 events that require security literacy training for
E-SAT-04 SAT-01 AO4 system users are defined.
E-SAT-05 -
the frequency at which to update security literacy
E-SAT-02 SAT-02_All training content is defined.
events that require security literacy training
E-SAT-02 SAT-02 Al2 content updates are defined.
E-SAT-02 security literacy training is provided to system
E-SAT-04 SAT-01 AO5 users as part of initial training for new users.
E-SAT-05 -
E-SAT-02 security literacy training is provided to system
E-SAT-04 SAT-01_A06 users <A.03.02.01.0DP[01]: frequency> after US DoD ODP Value: at least every 12 months
E-SAT-05 initial training.
security literacy training is provided to system
users when required by system changes or US DoD ODP Value: significant, novel incidents
S SAT-03.6_A05 following <A.03.02.01.0DP[02]: events>. or significant changes to risks
E-SAT-04 security literacy training is provided to system
E-SAT-05 THR-05 A02 users on recognizing indicators of insider threat.
E-THR-04 -
E-SAT-04 security Iiteracy trajnir)g is provi_deq to system
E-SAT-05 THR-05 AO03 users on reporting indicators of insider threat.
E-THR-04 -
security literacy training is provided to system
E-SAT-02 SAT-02.2 A02 users on recognizing indicators of social
- engineering.
security literacy training is provided to system
E-SAT-02 SAT-02.2_A03 users on reporting indicators of social engineering.
security literacy training is provided to system
E-SAT-02 SAT-02.2 AO4 users on recognizing indicators of social mining.
security literacy training is provided to system
E-SAT-02 SAT-02.2_A05 users on reporting indicators of social mining.
security literacy training content is updated
<A.03.02.01.0DP[03]: frequency>.
E-SAT-04 SAT-03.6_A06 US DoD ODP Value: at least every 12 months
security literacy training content is updated
following <A.03.02.01.0DP[04]: events>. - signifi inci
E-SAT-04 SAT-03.6 AQ7 9 us DoD _ODP Value: S|gn|ﬁgant, novel incidents,
= or significant changes to risks
N/A N/A N/A N/A N/A
the frequency at which to provide role-based
security training to assigned personnel after initial
training is defined.
E-SAT-05 SAT-03_A07
events that require role-based security training are
defined.
E-SAT-05 SAT-03_Al2
the frequency at which to update role-based
security training content is defined.
E-SAT-05 SAT-03_A08
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Material

Control Evidence Request List (ERL) # AO # SCF Assessment Objective (AO) Notes

events that require role-based security training
content updates are defined.

E-SAT-05 SAT-03_A02
role-based security training is provided to
organizational personnel before authorizing access
to the system or CUI.

E-SAT-05 SAT-03_Al6
role-based security training is provided to
organizational personnel before performing
assigned duties.

E-SAT-05 SAT-03_A04
role-based security training is provided to
organizational personnel <A.03.02.02.0DP[01]:
frequency> after initial training.

E-SAT-05 SAT-03_A17 US DoD ODP Value: at least every 12 months
role-based security training is provided to
organizational personnel when required by system

E-SAT-05 SAT03 A1E  |ovanies Of following <A.03.02.02.0DFI02: US DoD ODP Value: significant, novel incidents,

- v . or significant changes to risks

role-based security training content is updated
<A.03.02.02.0DP[03]: frequency>.

E-SAT-05 US DoD ODP Value: at least every 12 months
role-based security training content is updated
following <A.03.02.02.0DP[04]: events>.

E US DoD ODP Value: significant, novel incidents,

-SAT-05 A )
or significant changes to risks
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A

event types selected for logging within the system
are defined.

E-AST-01

E-CPL.O1 MON-03_A12

E-MON-01 the frequency of event types selected for logging

E-MON-02 MON-01.8 A06 are reviewed and updated.

E-MON-05 -
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Material

Evidence Request List (ERL) # SCF Assessment Objective (AO)

Control

the following event types are specified for logging
within the system: <A.03.03.01.0DP[01]: event

types> (a) Logons (Success/Failure)

(b) Logoffs (Success)

(2) Security Relevant File and Objects events:

(a) Create (Success/Failure)

(b) Access (Success/Failure)

(c) Delete (Success/Failure)

(d) Modify (Success/Failure)

(e) Permission Modification (Success/Failure)
(f) Ownership Modification (Success/Failure)
(3) Export/Writes/downloads to devices/digital

media (e.g., CD/DVD, USB, SD)
(Success/Failure)

(4) Import/Uploads from devices/digital media
(e.g., CD/DVD, USB, SD) (Success/Failure)

(5) User and Group Management events:

(a) User add, delete, modify, disable, lock
(Success/Failure)

(b) Group/Role add, delete, modify
(Success/Failure)

6) Use of Privileged/Special Rights events:

(a) Security or audit policy changes
(Success/Failure)

(b) Configuration changes (Success/Failure)
(7) Admin or root-level access (Success/Failure)
(8) Privilege/Role escalation (Success/Failure)
(9) Audit and security relevant log data
accesses (Success/Failure)

(10) System reboot, restart, and shutdown
(Success/Failure)

(11) Print to a device (Success/Failure)

(12) Print to a file (e.g., pdf format)
(Success/Failure)

(13) Application (e.g., Adobe, Firefox, MS Office

E-MON-01 the event types selected for logging are reviewed |US DoD ODP Value: at least every 12 months
YES E-MON-02 MON-01.8_A09 <A.03.03.01.0DP[02]: frequency>. and after any significant incidents or significant
E-MON-05 changes to risks
the event types selected for logging are updated
<A.03.03.01.0DP[02]: frequency>.

E-AST-01
YES oo MON-03_A13

US DoD ODP Value: at least every 12 months
MON-03_A1l4 and after any significant incidents or significant
changes to risks

E-AST-01

YES E-CPL-01

N/A N/A N/A N/A N/A

audit records contain information that establishes
E-MON-01 what type of event occurred.

E-MON-06 MON-01.4_A01
E-MON-07

audit records contain information that establishes
when the event occurred.

E-AST-01

E-CPL.O1 MON-03_A03
audit records contain information that establishes
where the event occurred.

E-AST-01

E-CPL-OL MON-03_A04
audit records contain information that establishes
the source of the event.

E-AST-01

E-CPL.O1 MON-03_A05
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Control

audit records contain information that establishes
the outcome of the event.

YES Rty MON-03_A06
audit records contain information that establishes
the identity of the individuals, subjects, objects, or
entities associated with the event.
YES e MON-03_A07
additional information for audit records is provided,
as needed.
E-AST-01
YES E-CPL-OL MON-03_A15
additional information for audit records is provided,
as needed.
CFG-02.9_A02
N/A N/A N/A N/A N/A
audit records for the selected event types and
E-mg“-gé MON-01.4 A0S audit record content specified in 03.03.01 and
e I 03.03.02 are generated.
audit records are retained for a time period
MON-08_A01 consistent with the records retention policy.
audit records are retained for a time period
consistent with the records retention policy.
E-AST-11 MON-10_A02
N/A N/A N/A N/A N/A
the time period for organizational personnel or
MON-05 AO05 roles receiving audit logging process failure alerts
- is defined.
additional actions to be taken in the event of an
MON-05_A06 audit logging process failure are defined.
organizational personnel or roles are alerted in the
event of an audit logging process failure within US DoD ODP Value: near real time or as soon
MON-05_A07 <A.03.03.04.0DP[01]: time period>. as practicable upon discovery
the following additional actions are taken: US DoD ODP Value: document the failure and
MON-05 A0S <A.03.03.04.0DP[02]: additional actions>. resolution, troubleshoot, repair/restart the
- audit logging process, and report as incident if
applicable
N/A N/A N/A N/A N/A
E-MON-01 the frequency at which system audit records are
E-MON-02 MON-01.8 AO1 reviewed and analyzed is defined.
E-MON-05 -
EMON.OL the frequency at which system audit records are
E NGNS MON-02_A01 reviewed and analyzed is defined.
system audit records are reviewed and analyzed
E-MON-01 <A.03.03.05.0DP[01]: frequency> for indications
E-MON-02 MON-01.8_Al10 and the potential impact of inappropriate or US DoD ODP Value: at least weekly
E-MON-05 unusual activity.
system audit records are reviewed and analyzed
E-MON-01 <A.03.03.05.0DP[01]: frequency> for indications
E-MON-05 MON-02_A13 and the potential impact of inappropriate or US DoD ODP Value: at least weekly

unusual activity.
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findings are reported to organizational personnel or
E-MON-06 MON-01.12_A05 |roles.
findings are reported to organizational personnel or
MON-06_A06 roles.
audit records across different repositories are
YES E'mgm'gé MON-02 AO3 analyzed to gain organization-wide situational
S - awareness.
audit records across different repositories are
correlated to gain organization-wide situational
E-MON-05 awareness.
E-MON-07 MON-02.1_A04
N/A N/A N/A N/A N/A
an audit record reduction and report generation
MON-06 A07 capability that supports audit record review is
- implemented.
an audit record reduction and report generation
MON-06 A08 capability that supports audit record analysis is
- implemented.
an audit record reduction and report generation
capability that supports audit record reporting
MON-06_A09 requirements is implemented.
an audit record reduction and report generation
capability that supports after-the-fact
MON-06_A10 investigations of incidents is implemented.
the original content of audit records is preserved.
MON-08_A02
the original time ordering of audit records is
MON-08_A03 preserved.
N/A N/A N/A N/A
granularity of time measurement for audit record
MON-07_A03 time stamps is defined.
internal system clocks are used to generate time
MON-07 A02 stamps for audit records.
time stamps are recorded for audit records that .
MON-07 AO5 meet <A.03.03.07.0DP[01]: granularity of time US DoD ODP Value: a granularity of one (1)
- measurements. second or smaller
time stamps are recorded for audit records that use
Coordinated Universal Time (UTC), have a fixed
MON-07.1 AO6 local time offset from UTC, or include the local time
- offset as part of the time stamp.
N/A N/A N/A N/A
audit information is protected from unauthorized
MON-08_A04 access, modification, and deletion.
E.AST-12 audit logging tools are protected from unauthorized
E-AST-13 access, modification, and deletion.
E-AST-14
E-AST-15
E-AST-16
E-AST-17 CFG-02_A13
E-AST-18
E-AST-19
E-AST-20
E-AST-21
access to management of audit logging
MON-08 AO05 functionality is authorized to only a subset of
- privileged users or roles.
access to management of audit logging
MON-08.2 A02 functionality is authorized to only a subset of
- privileged users or roles.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
the frequency of baseline configuration review and
update is defined.
E-AST-12 CFG-02.1_A03
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a current baseline configuration of the system is

E-AST-12
E-AST-13 developed.
E-AST-14
E-AST-15
E-AST-16
YES E-AST-17 CFG-02_Al4
E-AST-18
E-AST-19
E-AST-20
E-AST-21
E-AST-12 a current baseline configuration of the system is
E-AST-13 maintained under configuration control.
E-AST-14
E-AST-15
E-AST-16
YES E-AST-17 CFG-02_A15
E-AST-18
E-AST-19
E-AST-20
E-AST-21
the baseline configuration of the system is
reviewed <A.03.04.01.0DP[01]: frequency>.
US DoD ODP Value: at least every 12 months
E-AST-12 CFG-02.1_A09 and after any significant incidents or significant
changes occur
the baseline configuration of the system is updated
<A.03.04.01.0DP[01]: frequency>.
US DoD ODP Value: at least every 12 months
E-AST-12 CFG-02.1_A10 and after any significant incidents or significant
changes occur
the baseline configuration of the system is
reviewed when system components are installed or
modified.
E-AST-12 CFG-02.1_A06
the baseline configuration of the system is updated
when system components are installed or modified.
E-AST-12 CFG-02.1_A07
N/A N/A N/A N/A N/A
E-AST-12 configuration settings for the system that reflect
E-AST-13 the most restrictive mode consistent with
E-AST-14 operational requirements are defined.
E-AST-15
E-AST-16
E-AST-17 CFG-03_A13
E-AST-18
E-AST-19
E-AST-20
E-AST-21
the following configuration settings for the system
that reflect the most restrictive mode consistent
with operational requirements are established and .
documented: <A.03.04.02.0DP[01]: configuration |US DoD ODP Value: Apply the appropriate use
settings>. of common security configurations available
E-AST-12 from the National Institute of Standards and
E‘QST'B Technology’s National Checklist Program (NCP)
-AST-14 . p -
E-AST-15 website (https://ncp.nist.gov/repository) and
E-AST-16 CFG-02 A16 prevent remote devices from simultaneously
E-AST-17 ~ establishing nonremote connections with
E:ﬁgjg organizational systems and communicating via
E-AST-20 some other unauthorized connection to
E-AST-21 resources in external networks. Document any
deviations from the published standard or
source document.
the following configuration settings for the system
are implemented: <A.03.04.02.0DP[01]:
configuration settings>. .
US DoD ODP Value: Apply the appropriate use
of common security configurations available
E-AST-12 from the National Institute of Standards and
E'QST'B Technology’s National Checklist Program (NCP)
-AST-14 . p -
A website (https://ncp:n|st.gov/rgp051tory) and
E-AST-16 CFG-02 A17 prevent remote devices from simultaneously
E-AST-17 ~ establishing nonremote connections with
Eﬁg:ig organizational systems and communicating via
E-AST-20 some other unauthorized connection to
E-AST-21 resources in external networks. Document any

deviations from the published standard or
source document.
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any deviations from established configuration
CFG-02.7_A03 settings are identified and documented.
any deviations from established configuration
CFG-02.7_A04 settings are approved.
N/A N/A N/A N/A N/A
the types of changes to the system that are
SGEIRLE CFG-01_A02 configuration-controlled are defined.
the types of changes to the system that are
ECHC 2 CHG-02_A06 configuration-controlled are defined.
proposed configuration-controlled changes to the
E-CHG-04 CHG-03 A01 system are reviewed with explicit consideration for
- security impacts.
proposed configuration-controlled changes to the
system are approved or disapproved with explicit
E-CHG-02 CHG-02.1_All consideration for security impacts.
approved configuration-controlled changes to the
EcHc2 CHG-02_A03 system are implemented.
approved configuration-controlled changes to the
E-MNT-04 MNT-02_A02 system are implemented.
approved configuration-controlled changes to the
E-CHG-03 CHG-02.2_A09 system are documented.
activities associated with configuration-controlled
CFG-02.2 AO5 changes to the system are monitored.
activities associated with configuration-controlled
E-CHG-02 CHG-01_A12 changes to the system are monitored.
activities associated with configuration-controlled
CFG-02.2_A06 changes to the system are reviewed.
activities associated with configuration-controlled
E-CHG-02 CHG-01_A13 changes to the system are reviewed.
N/A N/A N/A N/A
changes to the system are analyzed to determine
E-CHG-04 CHG-03 A02 potential security impacts prior to change
- implementation.
the security requirements for the system continue
to be satisfied after the system changes have been
CHG-06_A03 implemented.
N/A N/A N/A N/A N/A
physical access restrictions associated with
E'ggg'gg PES-02.1 AO2 changes to the system are defined and
S - documented.
physical access restrictions associated with
E-PES-03 changes to the system are approved.
E-PES-05 PES-02_Al1l
physical access restrictions associated with
changes to the system are enforced.
YES E-PES-05 PES-03_A25
logical access restrictions associated with changes
E-HRS-12 to the system are defined and documented.
E-IAM.02 IAC-08_A13
logical access restrictions associated with changes
ECHC 02 CHG-02.1 Al2 to the system are approved.
logical access restrictions associated with changes
CHG-04.4_A02 to the system are enforced.

N/A N/A N/A N/A N/A
E-AST-12 functions to be prohibited or restricted are defined.
E-AST-13
E-AST-14
E-AST-15
E-AST-16
E-AST-17 CFG-02_A18
E-AST-18
E-AST-19
E-AST-20
E-AST-21
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E.AST-12 ports to be prohibited or restricted are defined.
E-AST-13
E-AST-14
E-AST-15
E-AST-16

YES E-AST-17 CFG-02_A19
E-AST-18
E-AST-19
E-AST-20
E-AST-21
E-AST-12 protocols to be prohibited or restricted are defined.

E-AST-13
E-AST-14
E-AST-15
E-AST-16

YES E-AST-17 CFG-02_A20
E-AST-18
E-AST-19
E-AST-20
E-AST-21
E.AST-12 connections to be prohibited or restricted are
E-AST-13 defined.

E-AST-14
E-AST-15
E-AST-16

YES E-AST-17 CFG-02_A21
E-AST-18
E-AST-19
E-AST-20
E-AST-21
E-AST-12 services to be prohibited or restricted are defined.

E-AST-13
E-AST-14
E-AST-15
E-AST-16

YES E-AST-17 CFG-02_A22
E-AST-18
E-AST-19
E-AST-20
E-AST-21

the frequency at which to review the system to
identify unnecessary or nonsecure functions, ports,
CFG-03.1_A01 protocols, connections, or services is defined.
the use of the following functions is prohibited or
restricted: <A.03.04.06.0DP[01]: functions>.
US DoD ODP Value: Guidance: Where feasible,
organizations should limit component
functionality to a single function per
component. Organizations should consider
removing unused or unnecessary software and
E-AST-12 disabling unused or unnecessary physical and
E:ﬁg:ﬁ logical ports and protocols to prevent
E-AST-15 unauthorized connection of components,
E-AST-16 transfer of information, and tunneling.

RES E-AST-17 CFG-02_A23 Organizations should employ network scanning
EaTs tools, intrusion detection and prevention
E-AST-20 systems, and endpoint protection technologies,
E-AST-21 such as firewalls and host-based intrusion

detection systems, to identify and prevent the
use of prohibited functions, protocols, ports,
and services. Least functionality should also be
achieved as part of the fundamental design
and development of the system.
the use of the following ports is prohibited or
restricted: <A.03.04.06.0DP[02]: ports>.
US DoD ODP Value: Guidance: Where feasible,
organizations should limit component
functionality to a single function per
component. Organizations should consider
removing unused or unnecessary software and
E-AST-12 disabling unused or unnecessary physical and
Ezﬁg:ﬁ logical ports and protocols to prevent
E-AST-15 unauthorized connection of components,
E-AST-16 transfer of information, and tunneling.

ES E-AST-17 CFG-02_A24 Organizations should employ network scanning
P tools, intrusion detection and prevention
E-AST-20 systems, and endpoint protection technologies,
E-AST-21 such as firewalls and host-based intrusion

detection systems, to identify and prevent the
use of prohibited functions, protocols, ports,
and services. Least functionality should also be
achieved as part of the fundamental design
and development of the system.

Secure Controls Framework (SCF) 33 of 59



Set Theory Relationship Mapping (STRM)

Material
Control

Evidence Request List (ERL) #

NIST SP 800-171A R3

SCF Assessment Objective (AO)

Version 2025.1_x000a_03/27/2026

the use of the following protocols is prohibited or
restricted: <A.03.04.06.0DP[03]: protocols>.

US DoD ODP Value: Guidance: Where feasible,
organizations should limit component
functionality to a single function per
component. Organizations should consider
removing unused or unnecessary software and

E-AST-12 disabling unused or unnecessary physical and
E:ﬁg:ﬁ logical ports and protocols to prevent

E-AST-15 unauthorized connection of components,
E-AST-16 transfer of information, and tunneling.

RES E-AST-17 CFG-02_A25 Organizations should employ network scanning
i tools, intrusion detection and prevention
E-AST-20 systems, and endpoint protection technologies,
E-AST-21 such as firewalls and host-based intrusion

detection systems, to identify and prevent the
use of prohibited functions, protocols, ports,
and services. Least functionality should also be
achieved as part of the fundamental design
and development of the system.
the use of the following connections is prohibited or;
restricted: <A.03.04.06.0DP[04]: connections>.
US DoD ODP Value: Guidance: Where feasible,
organizations should limit component
functionality to a single function per
component. Organizations should consider
removing unused or unnecessary software and
E-AST-12 disabling unused or unnecessary physical and
Ejﬁg:ﬁ logical ports and protocols to prevent
E-AST-15 unauthorized connection of components,
E-AST-16 transfer of information, and tunneling.

RS E-AST-17 CFG-02_A26 Organizations should employ network scanning
R tools, intrusion detection and prevention
E-AST-20 systems, and endpoint protection technologies,
E-AST-21 such as firewalls and host-based intrusion

detection systems, to identify and prevent the
use of prohibited functions, protocols, ports,
and services. Least functionality should also be
achieved as part of the fundamental design
and development of the system.
the use of the following services is prohibited or
restricted: <A.03.04.06.0DP[05]: services>.
US DoD ODP Value: Guidance: Where feasible,
organizations should limit component
functionality to a single function per
component. Organizations should consider
removing unused or unnecessary software and
E-AST-12 disabling unused or unnecessary physical and
Ejﬁﬁ:ﬁ logical ports and protocols to prevent
E-AST-15 unauthorized connection of components,
E-AST-16 transfer of information, and tunneling.

RES E-AST-17 CFG-02_A27 Organizations should employ network scanning
Ejﬁgjg tools, intrusion detection and prevention
E-AST-20 systems, and endpoint protection technologies,
E-AST-21 such as firewalls and host-based intrusion

detection systems, to identify and prevent the
use of prohibited functions, protocols, ports,
and services. Least functionality should also be
achieved as part of the fundamental design
and development of the system.
the system is reviewed <A.03.04.06.0DP[06]:
frequency> to identify unnecessary or nonsecure |US DoD ODP Value: at least every 12 months,
functions, ports, protocols, connections, and when any system functions, ports, protocols, or
E-AST-12 CFG-02.1_A08 services. services changes are made, and after any
significant incidents or significant changes to
risks
EAST-12 unnecessary or nonsecure functions, ports,
E-AST-13 protocols, connections, and services are disabled or
E-AST-14 removed.
E-AST-15
E-AST-16

YES E-AST-17 CFG-03_Al4
E-AST-18
E-AST-19
E-AST-20
E-AST-21

N/A N/A N/A N/A N/A

N/A N/A N/A N/A N/A
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the frequency at which to review and update the
CFG-03.3_A12 list of authorized software programs is defined.
software programs authorized to execute on the
CFG-03.3_All system are identified.
a deny-all, allow-by-exception policy for the
CFG-03.3 A13 execution of authorized software programs on the
- system is implemented.
the list of authorized software programs is
AST-01.4_A02 reviewed and updated <A.03.04.08.0DP[01]: US DoD ODP Value: at least quarterly
frequency>.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
the frequency at which to review and update the
system component inventory is defined.
E-AST-04
E-AST-05 AST-02_A08
E-AST-07
an inventory of system components is developed
and documented.
E-AST-04
E-AST-05 AST-02_A09
E-AST-07
the system component inventory is reviewed
<A.03.04.10.0DP[01]: frequency>.
E-AST-04
E-AST-05 AST-02_A10 US DoD ODP Value: at least quarterly
E-AST-07
the system component inventory is updated
<A.03.04.10.0DP[01]: frequency>.
E-AST-04
E-AST-05 AST-02_All US DoD ODP Value: at least quarterly
E-AST-07
the system component inventory is updated as part|
AST-02.1_A01 of component installations.
the system component inventory is updated as part|
AST-02.1_A02 of component removals.
the system component inventory is updated as part
AST-02.1_A03 of system updates.
N/A N/A N/A N/A N/A
the location of CUl is identified and documented.
E-DCH-05 AST-02.8_A07
the location of CUl is identified and documented.
YES E-AST-23 DCH-24_A09
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the system components on which CUI is processed
E-DCH-05 AST-02.8_A08 are identified and documented.
the system components on which CUI is processed
are identified and documented.
E-TDA-14 IAO-03_A59
the system components on which CUI is stored are
E-DCH-05 AST-02.8_A09 identified and documented.
the system components on which CUI is stored are
identified and documented.
E-TDA-14 IAO-03_A60
changes to the system or system component
E-DCH-05 AST-02.8_A10 location where CUI is processed are documented.
changes to the system or system component
CHG-05_A04 location where CUI is processed are documented.
changes to the system or system component
location where CUI is processed are documented.
E-TDA-14 IAO-03_A61
changes to the system or system component
E-DCH-05 AST-02.8_All location where CUI is stored are documented.
changes to the system or system component
CHG-05_A05 location where CUI is stored are documented.
changes to the system or system component
location where CUI is stored are documented.
E-TDA-14 IAO-03_A62
N/A N/A N/A N/A N/A
E-AST-12 configurations for systems or system components
E-AST-13 to be issued to individuals traveling to high-risk
E-AST-14 locations are defined.
E-AST-15
E-AST-16
E-AST-17 CFG-02.5_A04
E-AST-18
E-AST-19
E-AST-20
E-AST-21
E-AST-12 security requirements to be applied to the system
E-AST-13 or system components when individuals return
E-AST-14 from travel are defined.
E-AST-15
E-AST-16
E-AST-17 CFG-02.5_A01
E-AST-18
E-AST-19
E-AST-20
E-AST-21
systems or system components with the following
configurations are issued to individuals traveling to [US DoD ODP Value: a configuration that has no
high-risk locations: <A.03.04.12.0DP[01]: CUI or FCI stored on the system and prevents
AST-24_A04 configurations>. the processing, storing, and transmission of
CUI and FClI, unless a specific exception is
granted in writing by the Contracting Officer
the following security requirements are applied to |5 pop ODP Value: examine the system for
the system or system components when the signs of physical tampering and take the
AST-25_A03 individuals return frorT1 travel: ) appropriate actions, and then either purge and
<A.03.04.12.0DP[02]: security requirements>. reimage all storage media or destroy the
system
N/A N/A N/A N/A N/A
circumstances or situations that require re-
IAC-14_A01 authentication are defined.
system users are uniquely identified.
E-IAM-06 IAC-01.2_A02
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system users are authenticated.
E-IAM-06 IAC-01.2_A03
processes acting on behalf of users are associated
E-IAM-05 with uniquely identified and authenticated system
E-IAM-06 IAC-02_A03 users.
users are reauthenticated when
<A.03.05.01.0DP[01]: circumstances or US DoD ODP Value: roles, authenticators, or
situations>. credentials change (including modification of
g user privilege); when security categories of
IAC-14_A03 systems change; when the execution of
privileged functions occurs; and after a session
termination
N/A N/A N/A N/A N/A
devices or types of devices to be uniquely
E-IAM-05 identified and authenticated before establishing a
E-IAM-06 IAC-04_A01 connection are defined.
<A.03.05.02.0DP[01]: devices or types of devices>|ys poD ODP Value: all devices for
E-IAM-05 are uniquely identified before establishing a system|identification, where feasible for
E-IAM-06 IAC-04_A10 connection. authentication, and document when not
feasible
<A.03.05.02.0DP[01]: devices or types of devices>|ys poD ODP Value: all devices for
E-IAM-05 IAC-04 A1l are authenticated before establishing a system identification, where feasible for
E-IAM-06 A connection. authentication, and document when not
feasible
N/A N/A N/A N/A N/A
multi-factor authentication for access to privileged
accounts is implemented.
IAC-06_A01
multi-factor authentication for access to privileged
accounts is implemented.
IAC-06.4_A01
multi-factor authentication for access to non-
privileged accounts is implemented.
IAC-06_A02
multi-factor authentication for access to non-
privileged accounts is implemented.
IAC-06.4_A02
N/A N/A N/A N/A N/A
E-AST-12 replay-resistant authentication mechanisms for
E-AST-13 access to privileged accounts are implemented.
E-AST-14
E-AST-15
E-AST-16
E-AST-17 CFG-02_A28
E-AST-18
E-AST-19
E-AST-20
E-AST-21
E-AST-01 replay-resistant authentication mechanisms for
E-IAM-05 JAC-02.2 AO01 access to privileged accounts are implemented.
E-IAM-06 -
E.AST-12 replay-resistant authentication mechanisms for
E-AST-13 access to non-privileged accounts are
E-AST-14 implemented.
E-AST-15
E-AST-16
E-AST-17 CFG-02_A29
E-AST-18
E-AST-19
E-AST-20
E-AST-21
E-AST-01 replay-resistant authentication mechanisms for
E-IAM-05 JAC-02.2 A0O2 access to non-privileged accounts are
E-IAM-06 - implemented.
N/A N/A N/A N/A N/A
the time period for preventing the reuse of
IAC-09_A03 identifiers is defined.
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Control
characteristic used to identify individual status are
E-HRS-12 authorization is received from organizational
YES E-HRS-18 IAC-07 A02 personnel or roles to assign an individual, group,
E-HRS-19 - role, service, or device identifier.
an identifier that identifies an individual, group,
IAC-09_AO05 role, service, or device is selected.
an identifier that identifies an individual, group,
IAC-09_A06 role, service, or device is assigned.
the reuse of identifiers for <A.03.05.05.0DP[01]:
IAC-09_A07 time period> is prevented. US DoD ODP Value: at least ten (10) years
individual identifiers are managed by uniquely . .
B0GE identifying each individual as US DoD ODP Value: privileged or non-privileged
E-IAM-06 IAC-02_A08 <A.03.05.05.0DP[02]: characteristic>. users; contractors, foreign nationals, and/or
non-organizational users
individual identifiers are managed by uniquely . .
identifying each individual as US DoD ODP Value: privileged or non-privileged
IAC-09.2_A03 <A.03.05.05.0DP[02]: characteristic>. users; contractors, foreign nationals, and/or
non-organizational users
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A

the frequency at which to update the list of
commonly used, expected, or compromised
IAC-10.4_A05 passwords is defined.

the frequency at which to update the list of
IAC-10.11 AO08 commonly used, expected, or compromised
- passwords is defined.

password composition and complexity rules are
IAC-10.1_A09 defined.

a list of commonly used, expected, or compromised
passwords is maintained.

IAC-10.4_A06
a list of commonly used, expected, or compromised
IAC-10.11_A09 passwords is maintained.
a list of commonly used, expected, or compromised
passwords is updated <A.03.05.07.0DP[01]:
IAC-10.4_Al10 frequency>. US DoD ODP Value: at least quarterly
a list of corr_\monly used, expected, or compromised
IAC-10.11_A13 passwords is updated <A.03.05.07.0DP[01]: US DoD ODP Value: at least quarterly

frequency>.

a list of commonly used, expected, or compromised
passwords is updated when organizational
IAC-10.4_A08 passwords are suspected to have been
compromised.

a list of commonly used, expected, or compromised
passwords is updated when organizational
IAC-10.11_A11 passwords are suspected to have been
compromised.

passwords are verified not to be found on the list of
commonly used, expected, or compromised
IAC-10.4_A09 passwords when they are created or updated by
users.

passwords are verified not to be found on the list of
commonly used, expected, or compromised
IAC-10.11_A12 passwords when they are created or updated by
users.

E-AST-12 passwords are only transmitted over

E-AST-13 cryptographically protected channels.
E-AST-14
E-AST-15
E-AST-16
E-AST-17
E-AST-18
E-AST-19
E-AST-20
E-AST-21

CFG-02_A30

passwords are only transmitted over
IAC-10.5_A06 cryptographically protected channels.

E-AST-12 passwords are stored in a cryptographically
E-AST-13 protected form.

E-AST-14
E-AST-15
E-AST-16
E-AST-17 CFG-02_A31
E-AST-18
E-AST-19
E-AST-20
E-AST-21
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Evidence Request List (ERL) # SCF Assessment Objective (AO)

Control
passwords are stored in a cryptographically
YES IAC-10.5_A04 protected form.
E-AST-12 a new password is selected upon first use after
E-AST-13 account recovery.
E-AST-14
E-AST-15
E-AST-16
YES E-AST-17 CFG-02_A32
E-AST-18
E-AST-19
E-AST-20
E-AST-21
a new password is selected upon first use after
YES IAC-15_A53 account recovery.
E-AST-12 the following composition and complexity rules for
E-AST-13 passwords are enforced: <A.03.05.07.0DP[02]: US DoD ODP Values:
B rules>. (leq) Muit have a minimum length of 16
E-AST-16 characters.
RES E-AST-17 CFG-02_A35 (2) Contains a string of characters that does
EAST 18 not include the user’s account name or full
E-AST-20 name.
E-AST-21
the following composition and complexity rules for .
passwords are enforced: <A.03.05.07.0DP[02]: tJlS) ll?dzgt%[a)sgl:lg'\ei)z}mum length of 16
rules>.
characters.

IAC-10.1 Al3 (2) Contains a string of characters that does
not include the user’s account name or full
name.

N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
feedback of authentication information during the
authentication process is obscured.
IAC-11_A02
N/A N/A N/A N/A N/A
the frequency for changing or refreshing
authenticators is defined.
IAC-10_A04
events that trigger the change or refreshment of
authenticators are defined.
IAC-10_A05
the identity of the individual, group, role, service,
or device receiving the authenticator as part of the
IAC-10 A06 initial authenticator distribution is verified.
initial authenticator content for any authenticators
issued by the organization is established.
IAC-10_A07
administrative procedures for initial authenticator
distribution are established.
IAC-10_A18
administrative procedures for lost, compromised,
or damaged authenticators are established.
IAC-10_A19
administrative procedures for revoking
authenticators are established.
IAC-10_A20
administrative procedures for initial authenticator
distribution are implemented.
IAC-10_A21
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Control

Evidence Request List (ERL) # SCF Assessment Objective (AO)

administrative procedures for lost, compromised,
or damaged authenticators are implemented.

YES IAC-10_A22
administrative procedures for revoking
authenticators are implemented.
YES IAC-10_A23
default authenticators are changed at first use.
YES IAC-10_A10
authenticators are changed or refreshed
<A.03.05.12.0DP[01]: frequency> or when the US DoD ODP Values: )
following events occur: <A.03.05.12.0DP[02]: (1) never for passwords where MFA is
events>. employed, at least every five (5) years for hard
tokens and identification badges, and at least
YES IAC-10_A25 every three (3)
years for all other authenticators.
(2) after a relevant security incident or any
evidence of
compromise or loss.
authenticator content is protected from
unauthorized disclosure.
YES IAC-10_A26
authenticator content is protected from
YES IAC-10.5_A02 unauthorized disclosure.
authenticator content is protected from
unauthorized modification.
YES IAC-10_A27
authenticator content is protected from
YES IAC-10.5_A03 unauthorized modification.
N/A N/A N/A N/A N/A
an incident-handling capability that is consistent
with the incident response plan is implemented.
E-IRO-01 IRO-01_Al4

the incident handling capability includes
preparation.

E-IRO-03 IRO-02_A02
the incident handling capability includes detection
and analysis.

E-IRO-03 IRO-02_A03
the incident handling capability includes
containment.

E-IRO-03 IRO-02_A04
the incident handling capability includes
eradication.

E-IRO-03 IRO-02_A05
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Control

the incident handling capability includes recovery.

YES E-IRO-03 IRO-02_A06
N/A N/A N/A N/A N/A
the time period to report suspected incidents to the
E-IRO-01 IRO-04 A25 organizational incident response capability is
- defined.
the time period to report suspected incidents to the
E-IRO-01 organizational incident response capability is
E-IRO-11 IRO-10_A01 defined.
authorities to whom incident information is to be
E-IRO-01 IRO-04_A26 reported are defined.
authorities to whom incident information is to be
E-IRO-01 Y
e IRO-10.2_A02 reported are defined.
authorities to whom incident information is to be
IRO-14_A02 reported are defined.
system security incidents are tracked.
IRO-09_A04
system security incidents are documented.
IRO-09_A03
suspected incidents are reported to the
organizational incident response capability within
<A.03.06.02.0DP[01]: time period>.
US DoD ODP Value: near real time or as soon
E-IRO-03 IRO-02_A22 as practicable upon discovery
suspected incidents are reported to the
E-IRO-01 organizational incident response capability within  |Us DoD ODP Value: near real time or as soon
E-IRO-09 IRO-07_A09 <A.03.06.02.0DP[01]: time period>. as practicable upon discovery
suspected incidents are reported to the
E-IRO-01 organizational incident response capability within  |Us DoD ODP Value: near real time or as soon
E-IRO-11 IRO-10_A07 <A.03.06.02.0DP[01]: time period>. as practicable upon discovery
incident information is reported to
<A.03.06.02.0DP[02]: authorities>. US DoD ODP Value: all applicable personnel
E-IRO-01 IRO-10 A0S and entities as specified by the contract, and in
E-IRO-11 - accordance with any incident response plan
notification procedures
an incident response support resource that offers
E-IRO-01 advice and assistance to system users on handling
E-IRO-09 IRO-07_A05 and reporting incidents is provided.
an incident response support resource that offers
E-IRO-01 advice and assistance to system users on handling
E-IRO-11 IRO-10_A06 and reporting incidents is provided.
an incident response support resource that offers
advice and assistance to system users on handling
IRO-11_A01 and reporting incidents is provided.
N/A N/A N/A N/A N/A
the frequency at which to test the effectiveness of
E-IRO-04 IRO-06 AO1 the incident response capability for the system is
- defined.
the effectiveness of the incident response
E-IRO-04 IRO-06_A07 capability is tested <A.03.06.03.0DP[01]: US DoD ODP Value: at least every 12 months
frequency>.
N/A N/A N/A N/A N/A
the time period within which incident response
E::sgzgg IRO-05_A05 training is to be provided to system users is

defined.
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Control Evidence Request List (ERL) # AO # SCF Assessment Objective (AO) Notes
the frequency at which to provide incident
E‘:Eg‘gg IRO-05 AO6 response training to users after initial training is
e - defined.
the frequency at which to review and update
E::ggzgg IRO-05_A07 incident response training content is defined.
E-IRO-05 events that initiate a review of the incident
E-IRO-06 IRO-05_A02 response training content are defined.
events that initiate a review of the incident
response training content are defined.
E-IRO-08 IRO-13_A04
incident response training for system users
consistent with assigned roles and responsibilities
is provided within <A.03.06.04.0DP[01]: time . o
E-IRO-05 ) . g US DoD ODP Value: ten (10) days for privileged
E-IRO-06 IRO-05_A14 period> of assuming an incident response role or | ;oo thirty (30) days for all other roles
responsibility or acquiring system access.
incident response training for system users
consistent with assigned roles and responsibilities
is provided within <A.03.06.04.0DP[01]: time US DoD ODP Value: ten (10) da i
L g } . L g ys for privileged
E-SAT-05 SAT-03_A21 period> of assuming an incident response role or users, thirty (30) days for all other roles
responsibility or acquiring system access.
incident response training for system users
consistent with assigned roles and responsibilities
is provided when required by system changes.
E-SAT-05 SAT-03_Al4
incident response training for system users
consistent with assigned roles and responsibilities
is provided <A.03.06.04.0DP[02]: frequency>
E-SAT-05 SAT-03_A22 thereafter. US DoD ODP Value: at least every 12 months
E-IRO-05 incident response training content is reviewed .
E-IRO-06 IRO-05_A15 <A.03.06.04.0DP[03]: frequency>. US DoD ODP Value: at least every 12 months
E-IRO-05 incident response training content is updated .
E-IRO-06 IRO-05_A16 <A.03.06.04.0DP[03]: frequency>. US DoD ODP Value: at least every 12 months
incident response training content is reviewed US DoD ODP Values:
E-IRO-05 IRO-05 AL7 following <A.03.06.04.0DP[04]: events>. (1) at least every 12 months
E-IRO-06 = (2) significant, novel incidents, or significant
changes to risks
incident response training content is updated US DoD ODP Values:
E-IRO-05 IRO-05 A18 following <A.03.06.04.0DP[04]: events>. (1) at least every 12 months
E-IRO-06 = (2) significant, novel incidents, or significant
changes to risks
N/A N/A N/A N/A N/A
an incident response plan is developed that
provides the organization with a roadmap for
EIROCT IRO-04_A03 implementing its incident response capability.
an incident response plan is developed that
E-IRO-01 IRO-04_A04 describes the structure and organization of the
- incident response capability.
an incident response plan is developed that
provides a high-level approach for how the incident
E-IRO-01 IRO-04_A05 response capability fits into the overall
organization.
an incident response plan is developed that defines
BB IRO-04_A07 reportable incidents.
an incident response plan is developed that
E-IRO-01 IRO-04_A10 addresses the sharing of incident information.
an incident response plan is developed that
E-IRO-01 IRO-04 Al12 designates responsibilities to organizational
- entities, personnel, or roles.
copies of the incident response plan are distributed
E-IRO-01 IRO-04 A13 to designated incident response personnel
- (identified by name or by role).
copies of the incident response plan are distributed
BRSO IRO-04_A18 to organizational elements.
the incident response plan is updated to address
system and organizational changes or problems
E-IRO-07 IRO-04.2_A06 encountered during plan implementation,
execution, or testing.
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Control Evidence Request List (ERL) # SCF Assessment Objective (AO)
E-HRS-01 the incidgnt response plan is protected from
E-HRS-02 unauthorized disclosure.
E-HRS-03
E-HRS-04
YES E-HRS-11 HRS-03_A02
E-HRS-13
E-HRS-18
E-HRS-22
the incident response plan is protected from
E-HRS-12 unauthorized disclosure.
E-IAM.02 IAC-08_Al4

the incident response plan is protected from
IAC-20.1_A04 unauthorized disclosure.

the incident response plan is protected from

E-RO-01 IRO-04_A23 unauthorized disclosure. ADDED -----
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
MNT-04_AO7 the use of system maintenance tools is approved.
MNT-04_A0S the use of system maintenance tools is controlled.
MNT-04_AQ9 the use of system maintenance tools is monitored.

media with diagnostic and test programs are
MNT-04.2 AO1 checked for malicious code before the media are
- used in the system.

the removal of system maintenance equipment
containing CUIl is prevented by verifying that there
is no CUI on the equipment, sanitizing or destroying
MNT-04.3_A06 the equipment, or retaining the equipment within

the facility.
N/A N/A N/A N/A N/A
nonlocal maintenance and diagnostic activities are
MNT-05_A01 approved.
nonlocal maintenance and diagnostic activities are
MNT-05_A02 monitored.
multi-factor authentication is implemented in the
establishment of nonlocal maintenance and
diagnostic sessions.
IAC-06_A06
E.AST-12 replay resistance is implemented in the
E-AST-13 establishment of nonlocal maintenance and
E-AST-14 diagnostic sessions.
E-AST-15
E-AST-16
E-AST-17 CFG-02_A34
E-AST-18
E-AST-19
E-AST-20
E-AST-21
E-AST-01 replay resistance is implemented in the
E-IAM-05 JAC-02.2 AO3 establishment of nonlocal maintenance and
E-IAM-06 - diagnostic sessions.
replay resistance is implemented in the
MNT-05.3 A04 establishment of nonlocal maintenance and
- diagnostic sessions.
session connections are terminated when nonlocal
IAC-25_A07 maintenance is completed.
session connections are terminated when nonlocal
MNT-05.4_A01 maintenance is completed.
network connections are terminated when nonlocal
NET-07_A04 maintenance is completed.
N/A N/A N/A N/A N/A
a process for maintenance personnel authorization
MNT-06_A01 is established.
a list of authorized maintenance organizations or
MNT-06_A02 personnel is maintained.
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Control Evidence Request List (ERL) # AO # SCF Assessment Objective (AO) Notes
non-escorted personnel who perform maintenance
MNT-06 AO3 on the system possess the required access
- authorizations.
non-escorted personnel who perform maintenance
on the system possess the required access
MNT-06.1_A13 authorizations.
non-escorted personnel who perform maintenance
on the system possess the required access
E-MNT-01 MNT-06.2_A02 authorizations.
organizational personnel with required access
authorizations are designated to supervise the
MNT-06.1 A02 maintenance activities of personnel who do not
= possess the required access authorizations.
organizational personnel with required technical
competence are designated to supervise the
MNT-06.1 Al4 maintenance activities of personnel who do not
e possess the required access authorizations.
N/A N/A N/A N/A N/A
system media that contain CUI are physically
controlled.
E-DCH-02 DCH-06_A10
system media that contain CUI are securely stored.
E-DCH-02 DCH-06_A11
N/A N/A N/A N/A N/A
access to CUI on system media is restricted to
2 DCH-03_A07 authorized personnel or roles.
N/A N/A N/A N/A N/A
system media that contain CUI are sanitized prior
E-AST-03 to disposal, release out of organizational control, or
YES E-DCH-07 DCH-09_A08 release for reuse.
N/A N/A N/A N/A N/A
system media that contain CUI are marked to
indicate distribution limitations.
DCH-04_A09
system media that contain CUI are marked to
indicate handling caveats.
DCH-04_A10
system media that contain CUI are marked to
indicate applicable CUI markings.
DCH-04_A11
N/A N/A N/A N/A N/A
system media that contain CUI are protected
DCH-07_A12 during transport outside of controlled areas.
system media that contain CUI are controlled
DCH-07_A13 during transport outside of controlled areas.
accountability for system media that contain CUl is
DCH-07 Al4 maintained during transport outside of controlled
- areas.
activities associated with the transport of system
DCH-07_A15 media that contain CUI are documented.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
types of system media with usage restrictions or
DCH-10_A03 that are prohibited from use are defined.
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the use of the following types of system media is
DCH-10 A0S restricted or prohibitgd: <A.03.08.07.0DP[01]: US DoD ODP Value: any removable media not
0 types of system media>. managed by or on behalf of the organization
the use of removable system media without an
DCH-10.2_A02 identifiable owner is prohibited.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
the confidentiality of backup information is
BCD-11.4_A01 protected.
cryptographic mechanisms are implemented to
prevent the unauthorized disclosure of CUI at
BCD-11.4_A04 backup storage locations.
N/A N/A N/A N/A N/A
E-HRS-17 conditions that require the rescreening of
YES E-HRS-21 HRS-04_A07 individuals are defined.
conditions that require the rescreening of
E-HRS-17 individuals are defined.
E-HRS-21 HRS-04.1_A16
E-HRS-17 individuals are screened prior to authorizing access
YES E-HRS-21 HRS-04_A03 to the system.
individuals are rescreened in accordance with the |ys poD ODP Value: an organizational policy
e E-HRS-17 HRS-04 A0S following conditions: <A.03.09.01.0DP[01]: requiring rescreening when there is a
E-HRS-21 - conditions>. significant incident, or change in status, related
to an individual
N/A N/A N/A N/A N/A
the time period within which to disable system
HRS-08_A12 access is defined.
the time period within which to disable system
EHRS19 HRS-09_A04 access is defined.
upon termination of individual employment, system
E-HRS-19 HRS-09_A12 access is disabled within <A.03.09.02.0DP[01]: US DoD ODP Value: four (4) hours
time period>.
upon termination of individual employment,
E-HRS-19 HRS-09 A06 authenticators associated with the individual are
- terminated or revoked.
upon termination of individual employment,
E-HRS-19 HRS-09 A07 credentials associated with the individual are
- terminated or revoked.
upon termination of individual employment,
security-related system property is retrieved.
E-AST-01 AST-10_A03
upon termination of individual employment,
E-HRS-19 HRS-09_A09 security-related system property is retrieved.
upon termination of individual employment,
E-HRS-19 HRS-09.1_A01 security-related system property is retrieved.
upon individual reassignment or transfer to other
positions in the organization, the ongoing
E-HRS-17 HRS-04 A09 operational need for current logical and physical
E-HRS-21 = access authorizations to the system and facility is
reviewed.
upon individual reassignment or transfer to other
positions in the organization, the ongoing
HRS-08 Al13 operational need for current logical and physical
- access authorizations to the system and facility is
reviewed.
upon individual reassignment or transfer to other
positions in the organization, the ongoing
HRS-08 Al4 operational need for current logical and physical
- access authorizations to the system and facility is
confirmed.
upon individual reassignment or transfer to other
positions in the organization, access authorization
HRS-08_A15 is modified to correspond with any changes in
operational need.
N/A N/A N/A N/A N/A
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the frequency at which to review the access list
detailing authorized facility access by individuals is
E-PES-03
E-PES-05 PES-02_A05 defined.
the frequency at which to review the access list
E-PES-03 PES-02.1 AO3 detailing authorized facility access by individuals is
E-PES-05 _ 5
defined.
a list of individuals with authorized access to the
facility where the system resides is developed.
EpESos PES-02_A12 Y Y P
a list of individuals with authorized access to the
facility where the system resides is approved.
EhESos PES-02_A06 y y PP
a list of individuals with authorized access to the
facility where the system resides is maintained.
Fa PES-02_A07 i Y
EPES.03 authorization credentials for facility access are
EE PES-02.1_A04 issued.
the facility access list is reviewed
EFERGE <A.03.10.01.0DP[01]: frequency>. US DoD ODP Value: at least every 12 months,
E-PES-05 PES-02_A14 or when there are significant incidents or
significant changes to risks
individuals from the facility access list are removed
E-PES-03 when access is no longer required.
E-PES.05 PES-02_A10
N/A N/A N/A N/A N/A
the frequency at which to review physical access
E-PES-05 PES-05_A01 logs is defined.
events or potential indications of events requiring
E-PES-05 PES-05_A02 physical access logs to be reviewed are defined.
physical access to the facility where the system
E-PES-05 PES-05 AO3 resides is monitored to detect physical security
- incidents.
EEEEE PES-05 A0S physical security incidents are responded to.
physical access logs are reviewed .
E-PES-05 PES-05_A09 <A.03.10.02.0DP[01]: frequency>. US DoD ODP Values: at least every 45 days
physical access logs are reviewed upon occurrence e
E-PES-05 PES-05 A10 of <A.03.10.02.0DP[02]: events or potential US DoD ODP Values: significant, novel
= indicators of events>. incidents, or significant changes to risks.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
security requirements to be employed at alternate
PES-11_A02 work sites are defined.
security requirements to be employed at alternate
work sites are defined.
YES E-NET-03 NET-14.5_A04
alternate work sites allowed for use by employees
PES-11_A03 are determined.
alternate work sites allowed for use by employees
are determined.
E-NET-03 NET-14.5_A05
the following security requirements are employed |5 pop ODP Value: adequate securit
at altt_arnate V\_lork sites: <A.03.10.06.0DP[01]: comparable to organizat(?onal securit;l‘
PES-11_A09 security requirements>. requirements at the primary work site where
practical, documented in policy, and covered
by training
the following security requirements are employed |5 pop ODP Value: adequate securit
at alte'zrnate vyork sites: <A.03.10.06.0DP[01]: comparable to organiza;:ilonal securitgl
E-NET-03 NET-14.5_A06 security requirements>. requirements at the primary work site where
practical, documented in policy, and covered
by training
N/A N/A N/A N/A
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Control

E-PES-03

physical access authorizations are enforced at
entry and exit points to the facility where the
system resides by verifying individual physical

PES-02_A13
E-PES-05 - access authorizations before granting access.
physical access authorizations are enforced at
entry and exit points to the facility where the
YES E-PES-05 PES-03 A02 system resides by controlling ingress and egress
- with physical access control systems, devices, or
guards.
physical access audit logs for entry or exit points
E-PES-02 PES-03.3_A01 are maintained.
visitors are escorted.
E-PES-02 PES-06_A01
visitors are escorted.
PES-06.1_A02
visitors are escorted.
PES-06.3_A04
visitor activity is controlled.
E-PES-02 PES-06_A02
visitor activity is controlled.
PES-06.1_A03
visitor activity is controlled.
PES-06.1_A03
keys, combinations, and other physical access
devices are secured.
E-PES-05 PES-03_A26
physical access to output devices is controlled to
PES-12.2 AO3 prevent unauthorized individuals from obtaining
- access to CUL.

N/A N/A N/A N/A N/A
physical access to system distribution and
transmission lines within organizational facilities is

PES-12.1_A03 controlled.

N/A N/A N/A N/A N/A
the frequency at which to update the risk
assessment is defined.

RSK-07_A01
the risk (including supply chain risk) of
unauthorized disclosure resulting from the
processing, storage, or transmission of CUI is
E»ggﬁ-gé assessed.
E-RSK.07 RSK-01.1_A1l5
E-RSK-08
the risk (including supply chain risk) of
unauthorized disclosure resulting from the
E-RSK-04 RSK-03_A04 processing, storage, or transmission of CUI is
assessed.
the risk (including supply chain risk) of
unauthorized disclosure resulting from the
E-RSK-09 RSK-03.1_A03 processing, storage, or transmission of CUI is
assessed.
the risk (including supply chain risk) of
unauthorized disclosure resulting from the
E-RSK-04 RSK-04 A21 processing, storage, or transmission of CUI is

assessed.
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Control

the risk (including supply chain risk) of
unauthorized disclosure resulting from the
processing, storage, or transmission of CUI is

YES E-RSK-02 RSK-09_A28 assessed.
risk assessments are updated
<A.03.11.01.0DP[O01]: frequency>. US DoD ODP Value: at least every 12 months,
YES E-RSK-04 RSK-04_A22 or when there are significant
incidents or significant changes to risks
risk assessments are updated
<A.03.11.01.0DP[01]: frequency>. US DoD ODP Value: at least every 12 months,
RSK-07_A03 or when there are significant
incidents or significant changes to risks
N/A N/A N/A N/A N/A
the frequency at which the system is monitored for
E-VPM-05 VPM-06_A21 \vulnerabilities is defined.
the frequency at which the system is scanned for
E-VPM-05 VPM-06_A01 \vulnerabilities is defined.
E-MNT-03 response times to remediate system vulnerabilities
E-THR-05 VPM-01_A16 are defined.
E-VPM-01
E-RSK-03 response times to remediate system vulnerabilities
YES E-RSK-04 VPM-02_A02 are defined.
E-VPM-01
the frequency at which to update system
E-VPM-05 VPM-06_A17 vulnerabilities to be scanned is defined.
the frequency at which to update system
VPM-06.1_A01 \vulnerabilities to be scanned is defined.
the system is monitored for vulnerabilities US DoD ODP Value: at least monthly, or when
E-VPM-06 VPM-01.1_A09 <A.03.11.02.0DP[01]: frequency>. there are significant incidents or significant
changes to risks
the system is monitored for vulnerabilities US DoD ODP Value: at least monthly, or when
E-VPM-05 VPM-06_A22 <A.03.11.02.0DP[01]: frequency>. there are significant incidents or significant
changes to risks
the system is scanned for vulnerabilities US DoD ODP Value: at least monthly, or when
E-VPM-05 VPM-06_A23 <A.03.11.02.0DP[02]: frequency>. there are significant incidents or significant
changes to risks
the system is monitored for vulnerabilities when
E-VPM-05 VPM-06 A12 new vulnerabilities that affect the system are
- identified.
the system is scanned for vulnerabilities when new
E-VPM-05 VPM-06_A13 vulnerabilities that affect the system are identified.
system vulnerabilities are remediated within
<A.03.11.02.0DP[03]: response times>. US DoD ODP Value: thirty (30) days from date
of discovery for high-risk vulnerabilities
E-MNT-03 (including both critical and high); 90 days from
E-THR-05 VPM-04_A05 date of discovery for moderate-risk
\vulnerabilities; and 180 days from date of
discovery for low-risk vulnerabilities
system vulnerabilities are remediated within
<A.03.11.02.0DP[03]: response times>. US DoD ODP Value: thirty (30) days from date
of discovery for high-risk vulnerabilities
MNT N (including both critical and high); 90 days from
E-MNT-03 VPM-05_A15 date of discovery for moderate-risk
\vulnerabilities; and 180 days from date of
discovery for low-risk vulnerabilities
system vulnerabilities to be scanned are updated U5 D) GIEE Vil i e e 24 fieuns
_VPM- N <A.03.11.02.0DP[04]: frequency>. :
E-VPM-05 VPM-06_A24 14 q y prior to running the scans
system vulnerabilities to be scanned are updated U5 Bl GEF Viale: mm fae e 24 feuns
- <A.03.11.02.0DP[04]: frequency>. :
VPM-06.1_AO4 14 q y prior to running the scans
system vulnerabilities to be scanned are updated
E-VPM-05 VPM-06 A20 when new vulnerabilities are identified and
- reported.
system vulnerabilities to be scanned are updated
VPM-06.1 AO3 when new vulnerabilities are identified and
- reported.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
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Control Evidence Request List (ERL) # AO # SCF Assessment Objective (AO) Notes
findings from security assessments are responded
to.
E-RSK-03 RSK-06.1_A02
findings from security monitoring are responded to.
E-RSK-03 RSK-06.1_A03
findings from security audits are responded to.
E-RSK-03 RSK-06.1_A04
N/A N/A N/A N/A N/A
the frequency at which to assess the security
requirements for the system and its environment of
E-CPL-04 operation is defined.
S L CPL-02.1_A05 P
the security requirements for the system and its
environment of operation are assessed US DoD ODP Value: at least ever:
N Lo 8 y 12 months,
Eigtgg CPL-03_A11 <A.03.12.01.0DP[01]: frequency> to determine if |5 \yhen there are significant incidents or
the requirements have been satisfied. significant changes to risks
N/A N/A N/A N/A N/A

a plan of action and milestones for the system is

developed to document the planned remediation

E-RSK-03 1AO-05 A24 actions for correcting weaknesses or deficiencies
- noted during security assessments.

a plan of action and milestones for the system is
developed to reduce or eliminate known system

E-RSK-03 1AO-05 A25 vulnerabilities.

the existing plan of action and milestones is
updated based on the findings from security

E-RSK-03 IAO-05_A26 assessments.

the existing plan of action and milestones is
updated based on the findings from audits or

E-RSK-03 IAO-05_A27 reviews.

the existing plan of action and milestones is
updated based on the findings from continuous

E-RSK-03 1AO-05 A28 monitoring activities.

N/A N/A N/A N/A N/A

E-CPL-07 a system-level continuous monitoring strategy is
E-CPL-09 developed.

E-GOV-04
E-GOV-05 CPL-02_A29
E-GOV-06

E-GOV-13
E-RSK-03

a system-level continuous monitoring strategy is

implemented.
E-CPL-08 CPL-03.2_A05

E-CPL-07 ongoing monitoring is included in the continuous
E-CPL-09 monitoring strategy.

E-GOV-04
E-GOV-05 CPL-02_A30
E-GOV-06
E-GOV-13
E-RSK-03

E-CPL-07 security assessments are included in the
E-CPL-09 continuous monitoring strategy.

E-GOV-04

E-GOV-05 CPL-02_A31
E-GOV-06
E-GOV-13
E-RSK-03

N/A N/A N/A N/A N/A

N/A N/A N/A N/A N/A
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Evidence Request List (ERL) #

AO #

NET-05_Al17

NIST SP 800-171A R3

SCF Assessment Objective (AO)

one or more of the following PARAMETER VALUES
are selected: {interconnection security
agreements; information exchange security
agreements; memoranda of understanding or
agreement; service-level agreements; user
agreements; non-disclosure agreements; other
types of agreements}.

Version 2025.1_x000a_03/27/2026

Notes

NET-05_A04

the frequency at which to review and update
agreements is defined.

NET-05_A18

the exchange of CUI between the system and other
systems is approved using <A.03.12.05.0DP[011]:
SELECTED PARAMETER VALUES>.

US DoD ODP Value: requirements as described
in the contract

NET-05_A19

the exchange of CUI between the system and other
systems is managed using <A.03.12.05.0DP[01]:
SELECTED PARAMETER VALUES>.

US DoD ODP Value: requirements as described
in the contract

NET-05_A07

interface characteristics for each system are
documented as part of the exchange agreements.

NET-05_A02

security requirements for each system are
documented as part of the exchange agreements.

NET-05_A08

responsibilities for each system are documented as
part of the exchange agreements.

NET-05_A20

exchange agreements are reviewed
<A.03.12.05.0DP[02]: frequency>.

US DoD ODP Value: at least every 12 months

NET-05_A21

exchange agreements are updated
<A.03.12.05.0DP[02]: frequency>.

US DoD ODP Value: at least every 12 months

N/A

N/A

N/A

N/A

N/A

E-MON-01
E-MON-06
E-MON-07

MON-01.3_A08

communications at external managed interfaces to
the system are monitored.

NET-03_A23

communications at external managed interfaces to
the system are controlled.

E-MON-01
E-MON-06
E-MON-07

MON-01.3_A09

communications at key internal managed
interfaces within the system are monitored.

NET-03_A24

communications at key internal managed
interfaces within the system are controlled.

NET-06_A10

subnetworks are implemented for publicly
accessible system components that are physically
or logically separated from internal networks.

NET-03_A22

external system connections are only made
through managed interfaces that consist of
boundary protection devices arranged in
accordance with an organizational security
architecture.

N/A

N/A

N/A

N/A
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Control Evidence Request List (ERL) # AO # SCF Assessment Objective (AO) Notes
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
unauthorized information transfer via shared
SEA-05_A01 system resources is prevented.
unintended information transfer via shared system
SEA-05_A02 resources is prevented.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
network communications traffic is denied by
default.
E-AST-12
E-AST-19 NET-04.1_A01
network communications traffic is allowed by
E-AST-12 exception.
R NET-04.1_A02
N/A N/A N/A N/A
N/A N/A N/A N/A
cryptographic mechanisms are implemented to
E-CRY-01 CRY-01 A13 prevent the unauthorized disclosure of CUI during
- transmission.
cryptographic mechanisms are implemented to
E-CRY-01 CRY-03 A04 prevent the unauthorized disclosure of CUI during
- transmission.
cryptographic mechanisms are implemented to
E-CRY-01 CRY-01 Al4 prevent the unauthorized disclosure of CUI while in
- storage.
cryptographic mechanisms are implemented to
E-CRY-01 CRY-05 AO8 prevent the unauthorized disclosure of CUI while in
- storage.
N/A N/A N/A N/A
the time period of inactivity after which the system
terminates a network connection associated with a
NET-07_A05 communications session is defined.
the network connection associated with a
communications session is terminated at the end off
NET-07_A07 [the session or after <A.03.13.09.0DP[OL]: time |5 poD ODP Value: no longer than 15 minutes
period> of inactivity.
N/A N/A N/A N/A
requirements for key generation, distribution,
E-CRY-01 CRY-09 AO1 storage, access, and destruction are defined.
E-CRY-02 -
cryptographic keys are established in the system in . e
accordance with the following key management ~ |US DoD ODP Value: Guidance: At a minimum,
E-CRY-01 CRY-09 A0S requirements: <A.03.13.10.0DP[01]: establish a policy and procedure in line with
E-CRY-02 = requirements>. the latest Cryptographic key management
guidance
cryptographic keys are managed in the system in . o
accordance with the following key management ~ |US DoD ODP Value: Guidance: At a minimum,
E-CRY-01 CRY-09 A06 requirements: <A.03.13.10.0DP[01]: establish a policy and procedure in line with
BCR g0 - requirements>. the latest Cryptographic key management
guidance
N/A N/A N/A N/A
the types of cryptography for protecting the
E-CRY-01 CRY-01_A15 confidentiality of CUI are defined.
the types of cryptography for protecting the
ECRpCL CRY-03_A05 confidentiality of CUI are defined.
the types of cryptography for protecting the
SR CRY-05_A09 confidentiality of CUI are defined.
the following types of cryptography are .
implemented to protect the confidentiality of CUIl: [US DoD ODP Value: FIPS Validated
E-CRY-01 CRY-01 A16 <A.03.13.11.0DP[01]: types of cryptography>. Cryptography

(https://csrc.nist.gov/Projects/Cryptographic-
ModuleValidation-Program/Validated-Modules)
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SCF Assessment Objective (AO)
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Control

the following types of cryptography are
implemented to protect the confidentiality of CUI:
<A.03.13.11.0DP[01]: types of cryptography>.

US DoD ODP Value: FIPS Validated
Cryptography

ES E-CRY-01 CRY-03_A06 (https://csrc.nist.gov/Projects/Cryptographic-
ModuleValidation-Program/Validated-Modules)
the following types of cryptography are .
implemented to protect the confidentiality of CUI: 85 DoD ODE Value: FIPS Validated
TR - <A.03.13.11.0DP[01]: types of cryptography>. ryptography
RES E-CRY-01 CRY-05_A10 (https://csrc.nist.gov/Projects/Cryptographic-
ModuleValidation-Program/Validated-Modules)
N/A N/A N/A N/A N/A
exceptions where remote activation is to be
allowed are defined.
END-14_A04
the remote activation of collaborative computing
devices and applications is prohibited with the US DoD ODP Value: only as enumerated and
following exceptions: <A.03.13.12.0DP[01]: justified in the System Security Plan before
END-14_A09 exceptions>. such remote activation occurs, and only when
there are no other options, and the remote
activation is operationally critical
an explicit indication of use is provided to users
END-14.6_A01 who are physically present at the devices.
N/A N/A N/A N/A N/A
END-10_A18 acceptable mobile code is defined.
END-10_A01 acceptable mobile code technologies are defined.
END-10_A19 the use of mobile code is authorized.
END-10_A20 the use of mobile code is monitored.
the use of mobile code is controlled.
CFG-03.3_Al17
END-10_A21 the use of mobile code is controlled.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
the authenticity of communications sessions is
NET-09_A01 protected.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
the time period within which to install security-
E-MNT-03 VPM-05 AO1 relevant software updates after the release of the
- updates is defined.
the time period within which to install security-
E-MNT-03 VPM-05 Al4 relevant firmware updates after the release of the
- updates is defined.
TGS VPM-05_A02 system flaws are identified.
TG VPM-05_A05 system flaws are reported.
T VPM-05_AO4 system flaws are corrected.
security-relevant software updates are installed US DoD ODP Value: thirty (30) days for high-
EMNT-03 VPM-05 AL6 within <A.03.14.01.0DP[01]: time period> of the |risk flaws (including both critical and high), 90
- release of the updates. days for moderate-risk flaws, and 180 days for
low-risk flaws
security-relevant firmware updates are installed US DoD ODP Value: thirty (30) days for high-
EMNT-03 VPM-05 A17 within <A.03.14.01.0DP[02]: time period> of the risk flaws (including both critical and high), 90
- release of the updates. days for moderate-risk flaws, and 180 days for
low-risk flaws
N/A N/A N/A N/A
EAST27 the frequency at which malicious code protection
s END-04_A19 mechanisms perform scans is defined.
malicious code protection mechanisms are
5'6(5)'{"?072 END-04_A08 implemented at system entry and exit points to

detect malicious code.
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Material
Control

Evidence Request List (ERL) # SCF Assessment Objective (AO)

malicious code protection mechanisms are
YES EE_'IG‘(S)L’_ZOZ END-04 A0O9 implemented at system entry and exit points to
- eradicate malicious code.

malicious code protection mechanisms are updated
as new releases are available in accordance with
END-04.1_A02 configuration management policy and procedures.

malicious code protection mechanisms are
configured to perform scans of the system

END-04.7_ A04  |<A.03.14.02.0DP[01]: frequency>. US DoD ODP Value: at least weekly

malicious code protection mechanisms are
configured to perform real-time scans of files from

END-04.7 AO3 external sources at endpoints or system entry and
- exit points as the files are downloaded, opened, or
executed.

malicious code protection mechanisms are

configured to block malicious code, quarantine

;—IG\S"I:‘?OZ END-04_A18 mal!c!ous code, or takg other actions in response to
malicious code detection.

N/A N/A N/A N/A N/A

system security alerts, advisories, and directives
from external organizations are received on an

E-THR-03 THR-03_A05 ongoing basis.

internal security alerts, advisories, and directives
THR-03.1_AO1 are generated, as necessary.

internal security alerts, advisories, and directives

THR-03.1_A02 are disseminated, as necessary.

N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A

E-MON-01 the system is monitored to detect attacks.

E-MON-06 MON-01_A09

E-MON-07

E-MON-01 the system is monitored to detect indicators of

E:mgm:gs MON-01_A10 potential attacks.

E-MON-01 MON-01 A1l the system is monitored to detect unauthorized

E-MON-06 - i

ETo ! connections.

E1RC02 unauthorized use of the system is identified.

E-MON-07 MON-16_A08

E-MON-01 inbound communications traffic is monitored to

E-MON-06 MON-01.3 A04 detect unusual or unauthorized activities or

E-MON-07 - conditions.

E-MON-01 outbound communications traffic is monitored to

E-MON-06 MON-01.3 AO5 detect unusual or unauthorized activities or

E-MON-07 - conditions.
N/A N/A N/A N/A N/A
N/A N/A N/A N/A N/A

CUI within the system is managed in accordance
with applicable laws, Executive Orders, directives,
E-AST-11 DCH-18 A09 regulations, policies, standards, guidelines, and

- operational requirements.

CUI within the system is retained in accordance
with applicable laws, Executive Orders, directives,
E-AST-11 DCH-18 A10 regulations, policies, standards, guidelines, and

- operational requirements.

CUI output from the system is managed in
accordance with applicable laws, Executive Orders,
E-AST-11 DCH-18 A1l directives, regulations, policies, standards,

- guidelines, and operational requirements.
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Control Evidence Request List (ERL) # AO # SCF Assessment Objective (AO) Notes
CUI output from the system is retained in
accordance with applicable laws, Executive Orders,
E-AST-11 DCH-18 A12 directives, regulations, policies, standards,
- guidelines, and operational requirements.
N/A N/A N/A N/A N/A
the frequency at which the policies and procedures
for satisfying security requirements are reviewed
E-GOV-12 GOV-03_AO1 and updated is defined.
policies needed to satisfy the security requirements
E-gg&-gg GOV-02 AL8 for the protection of CUI are developed and
Qv ! documented.
policies needed to satisfy the security requirements
E-ggg-gg GOV-02 A9 for the protection of CUI are disseminated to
s = organizational personnel or roles.
procedures needed to satisfy the security
E-ggx-gg GOV-02 A20 requirements for the protection of CUI are
ot ~Ue_ developed and documented.
procedures needed to satisfy the security
E-GOV-11 OPS-01.1 A1l requirements for the protection of CUI are
- developed and documented.
procedures needed to satisfy the security
E-GOV-08 requirements for the protection of CUI are
EGovos GOV-02_A21 disseminated to organizational personnel or roles.
procedures needed to satisfy the security
requirements for the protection of CUI are
E-GOV-11 OPS-01.1_A12 disseminated to organizational personnel or roles.
policies and procedures are reviewed
<A.03.15.01.0DP[O01]: frequency>. US DoD ODP Value: at least every 12 months,
E-GOV-12 GOV-03_A04 or when there are significant incidents or
significant changes to risks
policies and procedures are reviewed US DoD ODP Value: at least every 12 months,
E-GOV-11 OPS-01.1_A13 <A.03.15.01.0DP[01]: frequency>. or when there are significant incidents or
significant changes to risks
policies and procedures are updated
<A.03.15.01.0DP[01]: frequency>. US DoD ODP Value: at least every 12 months,
E-GOV-12 GOV-03_A05 or when there are significant incidents or
significant changes to risks
policies and procedures are updated US DoD ODP Value: at least every 12 months,
E-GOV-11 0OPS-01.1_Al4 <A.03.15.01.0DP[01]: frequency>. or when there are significant incidents or
significant changes to risks
N/A N/A N/A N/A N/A
the frequency at which the system security plan is
reviewed and updated is defined.
E-TDA-14 IAO-03_A20
a system security plan that defines the constituent
system components is developed.
E-TDA-14 IAO-03_A24
a system security plan that identifies the
information types processed, stored, and
transmitted by the system is developed.
E-TDA-14 IAO-03_A30
a system security plan that describes specific
threats to the system that are of concern to the
organization is developed.
E-TDA-14 IAO-03_A06
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Control Evidence Request List (ERL) # AO # SCF Assessment Objective (AO) Notes
a system security plan that describes the
operational environment for the system and any
dependencies on or connections to other systems
E-TDA-14 IAO-03_A38 or system components is developed.
a system security plan that provides an overview of
the security requirements for the system is
developed.
E-TDA-14 IAO-03_A39
a system security plan that describes the
safeguards in place or planned for meeting the
security requirements is developed.
E-TDA-14 IAO-03_A07
a system security plan that identifies individuals
that fulfill system roles and responsibilities is
developed.
E-TDA-14 IAO-03_A08
a system security plan that includes other relevant
information necessary for the protection of CUIl is
developed.
E-TDA-14 IAO-03_A63
the system security plan is reviewed
<A.03.15.02.0DP[01]: frequency>.
US DoD ODP Value: at least every 12 months,
E-TDA-14 IAO-03_A64 or when there are significant incidents or
significant changes to risks
the system security plan is updated
<A.03.15.02.0DP[01]: frequency>.
US DoD ODP Value: at least every 12 months,
E-TDA-14 IAO-03_A65 or when there are significant incidents or
significant changes to risks
the system security plan is protected from
E-DCH-02 unauthorized disclosure.
E-DCH-08 DCH-01.4_A03
the system security plan is protected from
RS DCH-03.1 A03 unauthorized disclosure.
the system security plan is protected from
unauthorized disclosure.
E-TDA-14 IAO-03_All
N/A N/A N/A N/A N/A
the frequency at which the rules of behavior are
YES E-HRS-22 HRS-05.1_A03 reviewed and updated is defined.
rules that describe responsibilities and expected
E-HRS-22 HRS-05.1 AO7 behavior for system usage and protecting CUI are
- established.
rules that describe responsibilities and expected
behavior for system usage and protecting CUI are
E-HRS-22 HRS-05.2_A05 established.
rules that describe responsibilities and expected
behavior for system usage and protecting CUI are
E-HRS-22 HRS-05.3_A03 established.
rules that describe responsibilities and expected
E-HRS-22 HRS-05.5 A0O3 behavior for system usage and protecting CUI are
- established.
rules are provided to individuals who require
E-HRS-16
ST HRS-05_A02 access to the system.
a documented acknowledgement from individuals
EEEID indicating that they have read, understand, and
E-SAT-02 HRS-05.7 AO3 agree to abide by the rules of behavior is received
E-SAT-04 = before authorizing access to CUI and the system.
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Ig?):\i:loall Evidence Request List (ERL) # SCF Assessment Objective (AO)
the rules of behavior are reviewed US DoD ODP Value: at least every 12 months,
YES E-HRS-22 HRS-05.1_A08 <A.03.15.03.0DP[01]: frequency>. or when there are significant incidents or
significant changes to risks
the rules of behavior are updated US DoD ODP Value: at least every 12 months,
YES E-HRS-22 HRS-05.1_A09 <A.03.15.03.0DP[01]: frequency>. or when there are significant incidents or
significant changes to risks
N/A N/A N/A N/A N/A
E-TDA-01 systems security engineering principles to be
E-TDA-02 applied to the development or modification of the
YES EADA0 SEA-01_A07 system and system components are defined.
E-TDA-09
systems security engineering principles to be
E-TDA-01 applied to the development or modification of the
YES EAIDA;02 TDA-01_A31 system and system components are defined.
systems security engineering principles to be
applied to the development or modification of the
system and system components are defined.
E-TDA-04 TDA-02.3_A06
<A.03.16.01.0DP[01]: systems security
engineering principles> are applied to the
development or modification of the system and
system components. US DoD ODP Value: Guidance: At a minimum,
documentation that provides user and
administrator guidance for the implementation
and operation of controls. The level of detail
required in such documentation should be
based on the degree to which organizations
depend on the capabilities, functions, or
GOV-15_A04 mechanisms to meet risk response
expectations. Requirements can include
mandated configuration settings that specify
allowed functions, ports, protocols, and
services. Acceptance criteria for systems,
system components, and system services are
defined in the same manner as the criteria for
any organizational acquisition or procurement.
<A.03.16.01.0DP[01]: systems security
engineering principles> are applied to the
development or modification of the system and
system components. US DoD ODP Value: Guidance: At a minimum,
documentation that provides user and
administrator guidance for the implementation
and operation of controls. The level of detail
required in such documentation should be
based on the degree to which organizations
depend on the capabilities, functions, or
E-TDA-04 TDA-02.3_A07 mechanisms to meet risk response
expectations. Requirements can include
mandated configuration settings that specify
allowed functions, ports, protocols, and
services. Acceptance criteria for systems,
system components, and system services are
defined in the same manner as the criteria for
any organizational acquisition or procurement.
N/A N/A N/A N/A
system components are replaced when support for
the components is no longer available from the
developer, vendor, or manufacturer.
E-AST-09 TDA-17_A02
options for risk mitigation or alternative sources for
continued support for unsupported components
TDA-17.1_AO1 that cannot be replaced are provided.
N/A N/A N/A N/A
security requirements to be satisfied by external
E-RSK-02 system service providers are defined.
E-TPM-01 TPM-05_A03
E-TPM-03
security requirements to be satisfied by external
E-RSK-02 TPM-05.2_A02 system service providers are defined.
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Control

YES

E-RSK-02
E-TPM-01
E-TPM-03

TPM-05_A05

the providers of external system services used for
the processing, storage, or transmission of CUI
comply with the following security requirements:
<A.03.16.03.0DP[01]: security requirements>.

US DoD ODP Values:
(1) For cloud service providers:

(i) FedRAMP Authorized at the FedRAMP
Moderate (or higher) baseline in accordance
with the FedRAMP Marketplace; or

(if) meets security requirements established
by the government equivalent to the FedRAMP
Moderate (or higher) baseline.

(2) All other external service providers must
meet NIST SP 800-171 R2.

E-CPL-03

TPM-05.4_A02

user roles and responsibilities with regard to
external system services, including shared
responsibilities with external service providers, are
defined and documented.

YES

E-TPM-03

TPM-05.5_A02

processes, methods, and techniques to monitor
security requirement compliance by external
service providers on an ongoing basis are
implemented.

E-TPM-01

TPM-05.6_A02

processes, methods, and techniques to monitor
security requirement compliance by external
service providers on an ongoing basis are
implemented.

TPM-05.8_A03

processes, methods, and techniques to monitor
security requirement compliance by external
service providers on an ongoing basis are
implemented.

E-TPM-03

TPM-08_A05

processes, methods, and techniques to monitor
security requirement compliance by external
service providers on an ongoing basis are
implemented.

N/A

N/A

N/A

N/A

N/A

E-RSK-02

RSK-09_A07

the frequency at which to review and update the
supply chain risk management plan is defined.

E-RSK-02

RSK-09_A04

a plan for managing supply chain risks is
developed.

E-RSK-02

RSK-09_A09

the SCRM plan addresses risks associated with the
research and development of the system, system
components, or system services.

E-RSK-02

RSK-09_A10

the SCRM plan addresses risks associated with the
design of the system, system components, or
system services.

E-RSK-02

RSK-09_All

the SCRM plan addresses risks associated with the
manufacturing of the system, system components,
or system services.

E-RSK-02

RSK-09_A12

the SCRM plan addresses risks associated with the
acquisition of the system, system components, or
system services.

Secure Controls Framework (SCF)

57 of 59



Set Theory Relationship Mapping (STRM) NIST SP 800-171A R3 Version 2025.1_x000a_03/27/2026

Material
Control
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the SCRM plan addresses risks associated with the
delivery of the system, system components, or
system services.

YES E-RSK-02 RSK-09_A13

the SCRM plan addresses risks associated with the
integration of the system, system components, or
system services.

YES E-RSK-02 RSK-09_Al4

the SCRM plan addresses risks associated with the
operation of the system, system components, or
system services.

YES E-RSK-02 RSK-09_A15

the SCRM plan addresses risks associated with the
maintenance of the system, system components,
or system services.

YES E-RSK-02 RSK-09_A16

the SCRM plan addresses risks associated with the
disposal of the system, system components, or
system services.

YES E-RSK-02 RSK-09_Al17

the SCRM plan is reviewed <A.03.17.01.0DP[01]:
frequency>.

US DoD ODP Value: at least every 12 months,
YES E-RSK-02 RSK-09_A29 or when there are significant incidents or
significant changes to risks

the SCRM plan is updated <A.03.17.01.0DP[01]:
frequency>.

US DoD ODP Value: at least every 12 months,
YES E-RSK-02 RSK-09_A30 or when there are significant incidents or
significant changes to risks

the SCRM plan is protected from unauthorized

disclosure.
E-DCH-02
E-DCH-08 DCH-01.4_A04
the SCRM plan is protected from unauthorized
YES DCH-03.1_A04 disclosure.
the SCRM plan is protected from unauthorized
disclosure.
YES E-RSK-02 RSK-09_A20
N/A N/A N/A N/A N/A

acquisition strategies, contract tools, and
TPM-03.1 AO3 procurement methods are developed to identify
- supply chain risks.

acquisition strategies, contract tools, and
TPM-03.1 A04 procurement methods are developed to protect
- against supply chain risks.

acquisition strategies, contract tools, and
TPM-03.1 AO5 procurement methods are developed to mitigate
- supply chain risks.

acquisition strategies, contract tools, and

E-TDA-01 procurement methods are implemented to identify
EfID4502 TDA-01_A03 supply chain risks.

acquisition strategies, contract tools, and

E-TDA-01 procurement methods are implemented to protect
EToA02 TDA-01_A04 against supply chain risks.

acquisition strategies, contract tools, and

E?gﬁ-g; TDA-OL AOS procurement methods are implemented to mitigate
BTG = supply chain risks.
N/A N/A N/A N/A N/A
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Control

YES E-RSK-02

RSK-09_A05

security requirements to protect against supply
chain risks to the system, system components, or
system services and to limit the harm or
consequences from supply chain-related events are
defined.

YES E-TPM-03

TPM-01_A01

security requirements to protect against supply
chain risks to the system, system components, or
system services and to limit the harm or
consequences from supply chain-related events are
defined.

YES E-RSK-02

RSK-09_A25

a process for identifying weaknesses or deficiencies|
in the supply chain elements and processes is
established.

E-TPM-01
E-TPM-02
E-TPM-03

TPM-04.1_A04

a process for identifying weaknesses or deficiencies|
in the supply chain elements and processes is
established.

YES E-RSK-02

RSK-09_A27

a process for addressing weaknesses or
deficiencies in the supply chain elements and
processes is established.

YES E-RSK-01

RSK-01_A12

the following security requirements are enforced to
protect against supply chain risks to the system,
system components, or system services and to
limit the harm or consequences of supply chain-
related events: <A.03.17.03.0DP[01]: security
requirements>.

US DoD ODP Value: at a minimum, integrate
Supply Chain Risk Management (SCRM) into
acquisition/procurement policies, provide
adequate SCRM resources, define the SCRM
control baseline, establish processes to ensure
suppliers disclose significant vulnerabilities and
significant incidents

YES E-RSK-02

RSK-09_A31

the following security requirements are enforced to
protect against supply chain risks to the system,
system components, or system services and to
limit the harm or consequences of supply chain-
related events: <A.03.17.03.0DP[01]: security
requirements>.

US DoD ODP Value: at a minimum, integrate
Supply Chain Risk Management (SCRM) into
acquisition/procurement policies, provide
adequate SCRM resources, define the SCRM
control baseline, establish processes to ensure
suppliers disclose significant vulnerabilities and
significant incidents
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