Set Theory Relationship Mapping (STRM) NIST SP 800-171A version 2026.1_x000a_03/27/2026

NIST IR 8477-Based Set Theory Relationship Mapping (STRM) Focal Document: NIST SP 800-171A
Reference document:  Secure Controls Framework (SCF) version 2026.1 Focal URL:  https//csrc.nist.
STRM Guidance: e h pp

800/171/affinal
Published STRM URL:  https:// I-nist-800-171a.pdf

Focal Document Element (FDE) Description

STRM
Relationship

Secure Controls Framemworl (SCF)
Control Descript

311 N/A Determine If: Functional | No Relationship NA NA N/A INo applicable SCF control
authorized users are Identified
IMechanisms exist to enforce Logical Access Control (LAC)
3.1.1(a) N/A Functional | Intersects With | Access Enforcement IAC-20 [oermissions that conform to the principle of least privilege
lprocesses acting on behalf of authorized users are identified
IMechanisms exist to enforce Logical Access Control (LAC)
3.1.1(b) N/A Functional | Intersects With | Access Enforcement G20 e foat conform to the prmeivie of loast priiloge."
[devices (including other systems) authorized to connect to the system are echanisms exit to enforce Logal Access Control (LA
identified . i i
3.1.1(c) N/A Functional | Intersects With | Access Enforcement RGO oot conform o the primeivie of loast priiloge.
System access is limited to authorized users.
IMechanisms exist to enforce Logical Access Control (LAC)
3.1.1(d) N/A Functional | Intersects With | Access Enforcement G20 O foat conform o the primeivie of loast priiloge."
System access is limited to processes acting on behalf of authorized users
IMechanisms exist to enforce Logical Access Control (LAC)
3.1.1fe] N/A Functional | Intersects With | Access Enforcement G20 O frat conform o the primeivie of lont priiloge."
System access is limited to authorized devices (including other systems).
IMechanisms exist to enforce Logical Access Control (LAC)
31111 N/A Functional | Intersects With | Access Enforcement AC-20 |oermissions that conform to the principle of least privilege
312 N/A Determine If: Functional | No Relationship NA NA N/A INo applicable SCF control
[the types of transactions and functions that authorized users are permitted [Mechanisms exist to proactively govem account management of
3120 N/A to execute are define Functional | Intersects With |  Account Management IAC-15 [individual, group, system, service, application, guest and temporary
laccounts,
System access is limited to the defined types of fransactions and functions [Mechanisms exist to proactively gover account management of
3.1.2(b] N/A ffor authorized users. Functional Intersects With | Account Management IAC-15 lindividual, group, system, service, application, guest and temporary
laccounts,
313 N/A Determine If: Functional | No Relationship NA NA N/A INo applicable SCF control
flow control policies are defined Data Flow Enforcement - [Mechanisms exist to implement and govern Access Control Lists
3130 N/A Functional | Intersects with | 0%2 FO EIOTeemeit - | NET-04  |(ACLS) to provide data flow enforcement that explicitly restrict
Inetwork traffic to only what is authorized.
Imethods and enforcement mechanisms for controlling the flow of CUI are ot Frow Ent N [Mechanisms exist to implement and govern Access Control Lists|
3.1.3(b) N/A defined. Functional | Intersects With | ;020 FO FCremEt 5| NET-04  [(ACLS) to provide data flow enforcement that explicitly restrict
Inetwork traffic to only what is authorized.
R A v A G T N A D S IMechanisms exist to control and restrict access to digital and non
ldevices) for CUI within systems and between interconnected systems are ¥ i -
3.1.3(c] N/A ‘denm;d 2% Y Functional Intersects With Media Access DCH-03 | jigital media to authorized individuals.
e conated sources and destinations (.9, networks, diiduale, and [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
levices) for CUI within systems and between interconnected systems are Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to
3.1.3(c) N/A identified Functional Intersects With (RBAC IAC08 | cirict access to individuals assigned specific roles with legitimate
lbusiness needs.
designated sources and destinations (e.g., networks, individuals, and Data Flow Enforcement - IMechanisms exist to implement and govern Access Control Lists
3.1.3() N/A devices) for CUI within systems and between interconnected systems are Functional | Intersects With | . NET-04  |(ACLS) to provide data flow enforcement that explicitly restrict
ifod \ccess Control Lists (ACLs)
lident Inetwork traffic to only what is authorized.
authorizations for controlling the flow of CUI are defined. ot Flow Enorcement - [Mechanisms exist to implement and govern Access Control Lists
3.1.30d) N/A Functional | Intersects With " NET-04  |(ACLS) to provide data flow enforcement that explicitly restrict
Access Control Lists (ACLs)
Inetwork traffic to only what is authorized.
N [Mechanisms exist to implement and govern Access Control Lists
31.30e] NA approved authorizations for controlling the flow of CUI are enforced. Functional | Intersects with | ,0at@ Flow Enforcement NET-04  |(ACLs) to provide data flow enforcement that explicitly restrict
Access Control Lists (ACLs)
Inetwork traffic to only what is authorized.

314 N/A Determine If: Functional | No Relationship NA NA N/A INo applicable SCF control
[the duties of individuals requiring separation to reduce the risk of malevolent echanisms exist to implement and maintain Separation of Dutics
activity are defined .

3.1.4[a] N/A Y Functional | Intersects With | Separation of Duties (SoD) | HRS-11  \(gp)'tq prevent potential inappropriate activity without collusion
lorganization-defined duties of Individuals requiring separation are separated echantsms exist to implement and maintain Separation of Dutics

3.1.41b) N/A Functional | Intersects With | Separation of Duties (SoD) | HRS-11  \(gp)'to prevent potential inappropriate activity without collusion
Separate accounts for individuals whose duties and accesses must be echanisms exist to mplement and maintain Separation of Dutics
separated to reduce the risk of malevolent activity or collusion are gz

3.1.40c] NA separated & y Functional Intersects With | Separation of Duties (SoD) HRS-11 (50D) to prevent potential inappropriate activity without collusion,

315 N/A Determine If: Functional | No Relationship NA NA N/A INo applicable SCF control

lprivileged accounts are identified Privileged Account [Mechanisms exist to uniquely manage privileged accounts to
315l A Functional | Intersects With \dentifiers 1AC-09:5 _lidentify the account as a privileged user or service.
laccess to privileged accounts is authorized In accordance with the principle echanisms exist o iz he concept of fastprvtege, lloving
lof least privilege: lonly authorized access to processes necessary to lish
31500 N/A Functional | Intersects With Least Privilege IAC21 | csigned tasks in accordance with organizational e
functions.
Security functions are identified. [Mechanisms exist to utilize the concept of least privilege, allowing
. lonly authorized access to processes necessary to accomplish
3.15[c] N/A Functional | Intersects With Least Privilege IAC21 | osigned tasks in accordance with organizational business
functions.
laccess to security functions is authorized in accordance with the principle of [Mechanisms exist to utilize the concept of least privilege, allowing
least privilege. lonly authorized access to processes necessary to accomplish
3.1.50d] N/A Functional | Intersects With Least Privilege IAC21 | osigned tasks in accordance with organizational business
functions.

316 N/A Determine If: Functional | No Relationship NA NA N/A INo applicable SCF control

[nonsecurity functions are identified.
Non-Privileged Access for g IMechanisms exist to prohibit privileged users from using privileged
31602l A Functional | Intersects With | “\on Security Functions IAC21.2 |accounts, while performing non-security functions.
lUsers are required to Use non-privileged accounts or roles when accessing
Inonsecurity functions. - s
3160 A y Functional | Intersects with | Non-Privileged Access for | |\ o1 |Mechanisms exist to prohibit privileged users from using privileged
Non-Security Functions laccounts, while performing non-security functions.

317 N/A Determine If: Functional | No Relationship NA NA N/A INo applicable SCF control

lprivileged functions are defined.
Prohibit Non-Privileged IMechanisms exist to prevent non-privileged users from executing
31701 N/A Functional | Intersects With |  Users from Executing IAC-21.5 [privileged functions to include disabling, circumventing or altering
Privileged Functions implemented security safeguards / countermeasures.
Ron-privileged users are defined.
Prohibit Non-Privileged IMechanisms exist to prevent non-privileged users from executing
3.1.700) N/A Functional | Intersects With |  Users from Executing IAC-21.5 privileged functions to include disabling, circumventing or altering
Privileged Functions implemented security safeguards / countermeasures.
[Ron-privileged Users are prevented from executing priviieged functions. — - N
Prohibit Non-Privileged IMechanisms exist to prevent non-privileged users from executing
3,171 N/A Functional | Intersects With | Users from Executing IAC-21.5 privileged functions to include disabling, circumventing or altering
Privileged Functions implemented security safeguards / countermeasures.
fthe execution of privileged functions is captured in audit 10gs. N N
Prohibit Non-Privileged IMechanisms exist to prevent non-privileged users from executing
3.1.7(d) N/A Functional | Intersects With |  Users from Executing IAC-215 privileged functions to include disabling, circumventing or altering
Privileged Functions implemented security safeguards / countermeasures.
318 N/A Determine If: Functional | No Relationship NA NA N/A INo applicable SCF control
the means of limiting unsuccessful logon attempts is defined. Mechanisms exist to enforce a limit for consecutive invalid login
g lattempts by a user during an organization-defined time period and
3.1.80a] N/A Functional | Intersects With Account Lockout G2z e e ot s e s merbger of
lunsuccessful attempts is exceeded.
the defined means of limiting logon attempts is [Mechanisms exist to enforce a limit for consecutive invalid login
g lattempts by a user during an organization-defined time period and
3.1.800] N/A Functional | Intersects With Account Lockout G22I o e e ot s e s merbger of
lunsuccessful attempts is exceeded.

319 N/A Determine If: Functional | No Relationship NA NA N/A INo applicable SCF control
privacy and security nofices reauired by CUl specified rules are identified. IMechanisms exist to utilize system use notification / logon banners
lconsistent, and associated with the specific CUI category System Use Notification that display an approved system use notification message or

3.1.91al NiA Functional | Intersects With (Logon Banner) SEA-8 | anner before granting access to Technology Assets, Applications
land/or Services (TAAS)
lprivacy and security notices required by CUI-specified rules are identified, - -
lConsistent, and associated with the specific CUI category Standardized Microsoft IMechanisms exist to configure Microsoft Windows-based systems to
3.1.90] N/A Functional | Intersects With SEA-18.1  [display an approved logon banner before granting access to the
Windows Banner s
privacy and securlty notices required by EU\g&eC\f;ed rules are identified, IMechanisms exist to utilize a truncated system use notification /
lconsistent, and associated with the specific CUI category logon banner on systems not capable of displaying  logon banner
3.1.90] N/A Functional | Intersects With Truncated Banner AL o e e aecton Secon tochmaoey Cog. ctive
Directory, Entra ID, ec.).
lprivacy and security notices are displayed. IMechanisms exist to utilize system use notification / logon banners
System Use Notification . that display an approved system use notification mes:
3:1.90b] A Functional | Intersects With (Logon Banner) SEA-8 i anner before granting access to Technology Assets, Applications
landlor Services (TAA
lprivacy and security notices are displayed. -
Standardized Microsoft IMechanisms exist to configure Microsoft Windows-based systems to
3.1.90b] N/A Functional | Intersects With SEA-18.1 [display an approved logon banner before granting access to the
Windows Banner 4
lprivacy and security notices are displayed. IMechanisms exist to utilize a truncated system use notification /
g logon banner on systems not capable of displaying a logon banner
3.1.90b] N/A Functional | Intersects With Truncated Banner AL o o e aecton Semcon tochmaoty (oo, ctive
Directory, Entra ID, ec.)
3110 N/A Determine If: Functional | No Relationship NA NA N/A INo applicable SCF control
[the period of inactivity after which the system initiates a session lock is
IMechanisms exist to initiate a session lock after an organization-
. y ldefined time period of inactivity, or upon receiving a request from a
3.1.10a) A Functional | Intersects With Session Lock 1AC24 " luser and retain the session lock until the user reestablishes access
lusing established identification and authentication methods.
laccess to the system and viewing of da(a s prevented by initiating a session
lock after the defined period of inacti IMechanisms exist to initiate a session lock after an organization-
. . ldefined time period of inactivity, or upon receiving a request from a
3.1.100b) A Functional | Intersects With Session Lock IAC24 " Juser and retain the session lock until the user reestablishes access
lusing established identification and authentication methods.
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IMechanisms exist to initiate a session lock after an organization-
Idefined time period of inactivity, or upon receiving a request from a
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Notes

31100 A Functional | Intersects With Session Lock IAC24 " Juser and retain the session lock until the user reestablishes access
lusing established identification and authentication methods.

3111 NA IDetermine If: Functional | No Relationship N/A NA N/A INo applicable SCF control

lconditions requiring a user session to terminate are defined. |Automated mechanisms exist to log out users, both locally on the
3.1.110a) NA Functional | Intersects With |  Session Termination 1AC-25  |network and for remote sessions, at the end of the session or after
lan organization-defined period of inactivity.
& user session is automatically terminated after any of the defined conditions, [Automated mechanisms exist to log out users, both locally on the
3.1.110b) NA joceur. Functional | Intersects With |  Session Termination 1AC-25  |network and for remote sessions, at the end of the session or after
lan organization-defined period of inactivity.

3112 NA IDetermine If: Functional | No Relationship N/A NA N/A INo applicable SCF control
311201 WA remote access sessions are permitted. Functional | Itersects with | AUEOMated Manitoring & | 7141 [Automated mechanisms exst & moritor and control emote access
3112061 A [the types of permitted remote access are identified Functional | Itersects With | AUEOMRteS Manoring & | \pr1q 1 [Automated mechanisms exist & monitor and control remote access
a1121e] WA remote access sessions are controlled. Functional | Itersects With | AUEOMSteS Manoring & | \er1q 1 [AUtomated mechaniams exist & montor and control remote access
a11210] WA remote access sessions are monitored. Functional | Itersects With | AUEOMateS Mantorng & | 7141 [AUtomated mechaniams exist & montor and control emote access

3113 NA IDetermine If: Functional | No Relationship N/A NA /A INo applicable SCF control

(cryptographic mechanisms to protect the confidentiality of remote access

[sessions are identified. Protection of Confidentiality| (Cryptographic mechanisms exist to protect the confidentiality and
3.1.13(a) A Functional | Intersects With |} tegrity Using Encryption|  No1 242 Jintegrity of remote access sessions (e.g., V

(Cryptographic mechanisms to protect the confidentiality of remote access

jsessions are implemented. Protection of Confidentiality| Cryptographic mechanisms existto protect the confidentialty and
3.1.13(b) A Functional | Intersects With |} tegrity Using Encryption| o142 [integrity of remote access sessions (e.g., VPN)

3114 NA IDetermine If: Functional | No Relationship N/A NA A INo applicable SCF control

managed access control points are identified and implemented Managed Access Control IMechanisms exist to route all remote accesses through managed
31.140a] NiA Functional | Intersects With Points NET-14:3 Jnetwork access control points (e.q., VPN concentrator)

remote access is routed through managed nefwork access control points. Managed Access Control IMechanisms exist to route all remote accesses through managed
3.1.14[b] NiA Functional | Intersects With Points NET-14:3 Jnetwork access control points (e.q., VPN concentrator)

3115 NA Determine If: Functional | No Relationship N/A NA A INo applicable SCF control

fprivileged commands authorized for remote execution are identified. Remote Privileged [Mechanisms exist to restrict the execution of privileged commands

3.1.150al N/A Functional | Intersects With | Commands & Sensitive NET-14.4  |and access to security-relevant information via remote access only
Data Access for compelling operational needs.

[security-relevant information authorized to be accessed remotely is Remote Privileged [Mechanisms exist to restrict the execution of privileged commands

3.1.15[b] N/A identified Functional | Intersects With | Commands & Sensitive NET-14.4 |and access to security-relevant information via remote access only
Data Access for compelling operational needs.

[the Exetulmn of the identified privileged commands via remote access is Remote Privileged Mechanisms exist to restrict the execution of privileged commands

3.1.15[c] N/A lauthorized. Functional Intersects With | Commands & Sensitive NET-14.4  [and access to security-relevant information via remote access only
Data Access for compelling operational needs.

jaccess to the identified security-relevant information via remote access is Remote Privileged Mechanisms exist to restrict the execution of privileged commands

3.1.15[d] N/A jauthorized. Functional Intersects With | Commands & Sensitive NET-14.4  |and access to security-relevant information via remote access only
Data Access for compelling operational needs.

3116 NA [Determine If: Functional | No Relationship N/A NA N/A INo applicable SCF control
3.1.16(a) N/A wireless access points are identified Functional | Intersects With |  Wireless Networking NET-15  |glechanims exist to contro) authorized wireless usage and monitor
3116001 A Wireless access is authorized prior to allowing SUCh connections. Functional | Intersects With | _ Wireless Networking NET15  |Mechanisms exist to control authorized wireless usage and monitor

for wireless access.

3117 NA Determine If: Functional | No Relationship N/A NA /A INo applicable SCF control

Wireless access to the system Is protected using encryption. [Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Authentication & lunauthorized access b
31170l N/A Functional | Intersects With Encryodion NET-15.1 (1) Authenticating devices trying to connect; and
(2) Encrypting transmitted data.
Wireless access to the system 1s protected using authentication [Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Authentication & lunauthorized access by
3.1.17[b] NA Functional | Intersects With ncryniion NET-15.1 (1) Authenticating devices trying to connect; and
(2) Encrypting transmitted data.
3118 NA [Determine If: Functional | No Relationship N/A NA /A INo applicable SCF control
Imobile devices that process, store, or transmit CUI are identified. [Mechanisms exist to enforce access control requirements for the
3.1.180a] N/A Functional | Intersects With | A°Cess Control ForMobile |y g5 |connection of mobile devices to organizational Technology Assets,
Devices |Applications and/or Services (TAAS)
[the connection of mobile devices is authorized. [Mechanisms exist to enforce access control requirements for the
3.1.1800) N/A Functional | Intersects with | A°Cess Control ForMobile |y 05 |connection of mobile devices to organizational Technology Assets,
Devices |Applications and/or Services (TAAS).
Imobile device connections are monitored and logged. S exist Lo enforce access control requirements for the
3.1.180c] N/A Functional | Intersects with | A°Cess Control ForMobile |y 05 |connection of mobile devices to organizational Technology Assets,
evices |Applications and/or Services (TAAS).
3119 NA Determine If: Functional | No Relationship N/A NA /A INo applicable SCF control
mobile devices and mobile computing platforms that process, store, or Full Device & Container- Cryptographic mechanisms exist to protect the confidentiality and
3.1.19(a] N/A ltransmit CUI are identified. Functional | Intersects With Bces et MDM-03 [integrity of information on mobile devices through full-device or
yp lcontainer encryption.
lencryption is employed to protect CUI on identified mobile devices and Full Device & Container- (Cryptographic mechanisms exist to protect the confidentiality and
3.1.19[b] NA Imobile computing platforms. Functional | Intersects With Bes et MDM-03 [integrity of information on mobile devices through full-device or
yp lcontainer encryption.
3120 NA [Determine If: Functional | No Relationship N/A N/A N/A INo applicable SCF control
[connections to external systems are identified. Use of External Technology [Mechanisms exist to govern how external parties, including
3.1.20(a] NA Functional | Intersects With | Assets, Applications andjor| ~ DCH-13  [Technology Assets, Applications and/or Services (TAAS), are used to
Services (TAAS) securely store, process and transmit data
lUse of external systems fs identified Use of External Technology [Mechanisms exist to govern how external parties, including
3.1.20(b] NA Functional | Intersects With | Assets, Applications andjor| ~ DCH-13  [Technology Assets, Applications and/or Services (TAAS), are used to
Services (TAAS) securely store, process and transmit data
[Connections to external systems are verified. Use of External Technology [Mechanisms exist to govern how external parties, including
3..20(c] NA Functional | Intersects With | Assets, Applications andjor| ~ DCH-13  [Technology Assets, Applications and/or Services (TAAS), are used to
Services (TAAS) securely store, process and transmit data
[Use of external systems is verified. Use of External Technology [Mechanisms exist to govern how external parties, including
3.1.20(d] NA Functional | Intersects With | Assets, Applications andjor| ~ DCH-13  [Technology Assets, Applications and/or Services (TAAS), are used to
Services (TAAS) securely store, process and transmit data
[Connections to external systems are controlled/iimited Use of External Technology [Mechanisms exist to govern how external parties, including
3.1.20[e] N/A Functional Intersects With | Assets, Applications and/or DCH-13 |Technology Assets, Applications and/or Services (TAAS), are used to
Services (TAAS) securely store, process and transmit data
luse of external systems is controlled/limited. Use of External Technology [Mechanisms exist to govern how external parties, includin
3.1.20(] NA Functional | Intersects With | Assets, Applications andjor| ~ DCH-13  [Technology Assets, Applications and/or Services (TAAS), are used to
Services (TAAS) securely store, process and transmit data
¥ etermine If: unctiona 0 Relationshi o applicable SCF control
3121 NA Determine If: Functional | No Relationship N/A NIA /A INo applicable SCF control
use of rganzational portable torage devices containing CUI o external [Mechanisms exist to restrict or prohibit the use of portable storage
3.1.21(a) NA systems s identified and documente Functional | Intersects With | Portable Storage Devices |  DCH-132 [ titanbine ns 10 [0 O BEPD
fimis on the use of organizational paname Storage devices containing CUI on 3 [Mechanisms exist to restrict or prohibit the use of portable storage
3.1.21[b) NA external systems are defined. Functional | Intersects With | Portable Storage Devices |  DCH-132 [ tetanibine ns 10 [N O BEDD
luse of organizational por[able storage devices containing CUI on external [Mechanisms exist to restrict or prohibit the use of portable storage
31.21(c NA systems i limited as define Functional | Intersects With | Portable Storage Devices |  DCH-132 [ titanbine ns 10 I8 O BERD
3122 N/A TGS Eer n”’cessed on publicly accessible systems is Functional | No Relationship NA NA N/A INo applicable SCF control
individuals authorized to post or process information on publicly accessible
lsystems are identified IMechanisms exist to ensure multi-tenant owned or managed assets
g Y (physical and virtual) are designed and governed such that provider,
3.1.22(a) NA Functional | Intersects With | Multi-Tenant Environments | CLD-06  (FYEE8 BECHEa e Ot O oroptintely segmented from|
lother tenant users.
individuals authorized to post or process information on publicly accessible Sensitive Data In Public [Mechanisms exist to limit and manage the storage of
3.1.22(a) N/A lsystems are identified Functional | Intersects With Cloud Providers CLD-10 Ioensitive/regulated data in public cloud providers.
i
3.1.22(a) NA individuals authorized to post or process information on publicly accessible Functional | Intersects With |Publicly Accessible Content| ~ DCH-15  [Mechanisms exist to control publicly-accessible content.
systems are identified
individuals authorized to post or process information on publicly accessible [Mechanisms exist to utilize a Demilitarized Zone (DMZ) to restrict
lsystems are identified Use of Demilitarized Zones linbound traffic to authorized Technology Assets, Applications and/or|
3.1.22(a] NIA Functional | Intersects With (M) WEB-02 [Services (TAAS) on certain services, protocols and ports.
individuals authorized to post or process information on publicly accessible [Mechanisms exist to deploy reasonably-expected security,
systems are identified. lcompliance and resilience controls to protect the confidentiality and
3.1.22(a] N/A Functional | Intersects With | Client-Facing Web Services|  WEB-04 S80I BrC EeT e O P anamitted or processad by
[the Internet-based service.
lprocedures to ensure CUI is not posted or processed on publicly accessible
systems are identified Machanisms exist o ensure multhtenant owned or managed ssssts
- Y (physical and virtual) are designed and governed such that provider,
3.1.22(b] NA Functional | Intersects With | Multi-Tenant Environments | CLD-06 (P 3 00 oD, e 08 e e cmantad from
lother tenant users.
lprocedures to ensure CUI is not posted or processed on publicly accessible Sensitive Data In Public [Mechanisms exist to limit and manage the storage of
3.1.22[b) N/A systems are identified Functional | Intersects With Cloud Providers CLD-10  |eensitive/regulated data in public cloud providers.
i i
3.1.22(b] NA Z;‘;fj;‘;’:f;:’dzzs;': CUlis not posted or processed on publicly accessible Functional | Intersects With |Publicly Accessible Content| ~ DCH-15  [Mechanisms exist to control publicly-accessible content.
lprocedures to ensure CUI is not posted or processed on publicly accessible [Mechanisms exist to utilize a Demilitarized Zone (DMZ) to restrict
Systems are identified. Use of Demilitarized Zones linbound traffic to authorized Technology Assets, Applications and/or|
3.1.22(b) N/A Functional Intersects With (DMZ) WEB-02  Iservices (TAAS) on certain services, protocols and ports.
lprocedures to ensure CUI is not posted or processed on publicly accessible [Mechanisms exist to deploy reasonably-expected security,
jsystems are identified lcompliance and resilience controls to protect the confidentiality and
3.1.22(b] N/A Functional | Intersects With | Client-Facing Web Services|  WEB-04  |COmBaTce B, toal e o P anamitted or processad by
the Internet-based service.
[a review process in in place prior to posting of any content to publicly
laccessible systems Mechanizims exist o ensure multenant owned or managed assets
- ' physical and virtual) are designed and governed such that provider
3.1.220c] NIA Functional | Intersects With | Multi-Tenant Environments | CLD-06 |8 Ye t o0 e e approprintely segmented from|
lother tenant users.
[a review process in in place prior to posting of any content to publicly Sensitive Data In Public [Mechanisms exist to limit and manage the storage of
3.1.22[c) N/A laccessible systems. Functional | Intersects With Cloud Providers CLD-10  |eansitive/regulated data in public cloud providers.
3.1.22(c] NA 2 review process in in place prior to posting of any content to publicly Functional | Intersects With |Publicly Accessible Content| ~ DCH-15  [Mechanisms exist to control publicly-accessible content.

laccessible systems.
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Focal Document Element (FDE) Description M STRM Secure Controls Framework (SCF) Notes
R: onship Control Description
la review process in in place prior to posting of any content to publicly IMechanisms exist to utilize a Demilitarized Zone (DMZ) to restrict
laccessible systems. Use of Demilitarized Zones inbound traffic to authorized Technology Assets, Applications and/or
31.22(c] NiA Functional | Intersects With (DM2) WEB-02 Iervices (TAAS) on certain services, protocols and ports. 5
o review process in n place prior to posting of any content to publicly [Mechanisms exist to deploy reasonably-expected security,
jaccessible systems. lcompliance and resilience controls to protect the confidentiality and
3.1.22(c) NA Functional | Intersects With | Client-Facing Web Services|  WEB-04 | S0 D8 S Testience OO 0 D s or procesad by 5
the Internet-based service.
lContent on publicly accessible information systems is reviewed to ensure that]
it does not include CUI IMechanisms exist to ensure multi-tenant owned or managed assets
. g (physical and virtual) are designed and governed such that provider
3.1.22(d] NA Functional | Intersects With | Multi-Tenant Environments | CLD-06  |(PYSIC8) 510 ikl Ste desianed and governed such e oo o 5
lother tenant users.
content on publicl accessible nformation ysterms s feviewed to ensure tha Sensitive Data In Public [Mechanisms exist to limit and manage the storage of
3.1.22(d] N/A it does not include Functional | Intersects With Cloud Providers CLD-10 |oensitive/regulated data in public cloud providers. s
3.1.22(d] N/A content on publicly act “‘955""9 information systems is reviewed to ensure thatl gy ignal | Intersects With |Publicly Accessible Content| ~ DCH-15 | Mechanisms exist to control publicly-accessible content. 5
lContent on publicly accessible information systems is reviewed to ensure that] Mechanisms exist o utilize a Demilitarized Zone (DMZ) to restrict
it does not include CUI Use of Demilitarized Zones inbound traffic to authorized Technology Assets, Applications and/or
3.1.22(d) NiA Functional | Intersects With (DM2) WEB-02 Iervices (TAAS) on certain services, protocols and ports. 5
content on publicly accessible nformation ysterms s feviewed to ensure tha Mechanisms exist to deploy reasonably-expected security,
it does not include i lcompliance and resilience controls to protect the confidentiality and
3.1.22(d) NA Functional | Intersects With | Client-Facing Web Services | WEB-04 |80 8 B Lot O 0 D s or procesad by 5
the Internet-based service.
Imechanisms are in place to remove and address improper posting of CUL
IMechanisms exist to ensure multi-tenant owned or managed assets
. g (physical and virtual) are designed and governed such that provider,
3.1.22(e] NA Functional | Intersects With | Multi-Tenant Environments | CLD-06  |{PYSIC8l 510 Yitiah ste designed and ouermed e e S o 5
lother tenant users.
Imechanisms are in place to remove and address improper posting of CUL Sensitive Data In Public [Mechanisms exist to limit and manage the storage of
31.220e] Na Functional | Intersects With Cloud Providers CLD-10 |oensitive/regulated data in public cloud providers. s
3.1.22[e] N/A [mechanisms are in place to remove and address improper posting of UL Functional Intersects With | Publicly Accessible Content| ~ DCH-15  [Mechanisms exist to control publicly-accessible content. 5
[mechanisms are in place to remove and address Improper posting of CUL Mechanisms exist to utilize a Demilitarized Zone (DMZ) to restrict
Use of Demilitarized Zones inbound traffic to authorized Technology Assets, Applications and/or
3.1.22(e) NA Functional | Intersects With (DM2) WEB-02 IServices (TAAS) on certain services, protocols and ports. 5
[mechanisms are in place to remove and address Improper posting of CUL [Mechanisms exist to deploy reasonably-expected securit
. ’ lcompliance and resilience controls to protect the confidentiality and
3.1.220e] NA Functional | Intersects With | Client-Facing Web Services | WEB-04 |80 ace B TeT e O 0 D ted or procesad by 5
the Internet-based service.
321 N/A Determine If: Functional | No Relationship NA NA NIA 0 INo applicable SCF control
Security risks associated with organizational activities involving CUI are Security, Compliance & Mechanizms exis o provide il employess and contractors
3.2.1[a) N/A iidentified. Functional Intersects With Resilience Awareness SAT-02 curity, compliance and resilience awareness 5
Training ehucation and traiming that I relevant for their Job function.
ipolicies, standards, and procedures related to the security of the system are Security, Compliance & IMechanisms exist to provide all employees and contractors
3.2.10b] NA identified. Functional | Intersects With | Resilience Awareness SAT-02 [appropriate security, compliance and resilience awareness 5
Training leducation and training that is relevant for their job function.
Imanagers, systems administrators, and users of the system are made aware Security, Compliance & IMechanisms exist to provide all employees and contractors
3.2.1[c] N/A lof the security risks associated with their activities. Functional Intersects With Resilience Awareness SAT-02 lappropriate security, compliance and resilience awareness 5
raining leducation and training that is relevant for their job function.
Imanagers, systems administrators, and users of the system are made aware Security, Compliance & IMechanisms exist to provide all employees and contractors
3.2.10d] N/A of the applicable policies, standards, and procedures related to the security | Functional | Intersects With | ~Resilience Awareness SAT-02 [appropriate security, compliance and resilience awareness 5
jof the system. Training leducation and training that is relevant for their job function.
322 N/A Determine If: Functional | No Relationship NA NA NIA 0 INo applicable SCF control
sec lated duties, roles, and are defined. Human Resources Security [Mechanisms exist to facilitate the implementation of personnel
32202 NA Functional Subset O Mamgement HRS-01 e ol 10
sec lated dutles, roles, and are defined. [Mechanisms exist to provide role-based security, compliance and
resilience-related training:
Role-Based Security,
3.2.2(a N/A Functional | Intersects With | Compliance & Resilience saT-03  |() Before authorizing access to the system or performing assigned 5
Training (2) When required by system changes; and
(3) Annually thereafter.
sec Tated duties, roles, and are assigned to Human Resources Security [Mechanisms exist to facilltate the implementation of personnel
3.220b] N/A personnel. Functional Subset OF e HRS0L  [Hecar e e 10
B Hon secunty ! lated dutles, roles, and are assigned to [Mechanisms exist to provide role-based security, compliance and
lesignated personnel Role-Based Security, resilience-related trainint
3.2.2(b) N/A Functional | Intersects With | Compliance & Resilience saT-03  |() Before authorizing access to the system or performing assigned 5
Training (2) When required by system changes; and
(3) Annually thereatter.
jpersonnel are adequately trained to carry out thelr assigned information Human Resources Security [Mechanisms exist to facilltate the implementation of personnel
3.2.21c) A security-related duties, roles, and Functional Subset Of Management RS-0 security controls. 0
D e e e, ssigned information IMechanisms exist to provide role-based security, compliance and
) RoleBased Securly, (5 Before authorisng actess t the system or performing assgned
32.2(c) N/A Functional | Intersects With | Compliance & Resilience SAT03 [ 9 ¥ P 9 assig 5
raining I(2) When required by system changes; and
(3) Annually thereatter.
323 N/A Determine If: Functional | No Relationship NA NA NA 0 INo applicable SCF control
[potential indicators associated with insider threats are identified. vechant ot to uti N wraini
32300 NA Functional | Intersects With | Insider Threat Awareness |  THR-05 lechanisms exist to utilize security awareness training on 5
recognizing and reporting potential indicators of insider threat.
Security awareness training on recognizing and reporting potential indicators e . . .
3.2.30b] N/A lof insider threat is provided to managers and employees. Functional | Intersects With | Insider Threat Awareness THR-05 lechaliisms exlst to wunze secuTlty awareness trainia o 5
recognizing and reporting potential indicators of insider threat.
331 N/A Determine If: Functional | No Relationship NA NA NA 0 INo applicable SCF control
/audit logs needed (1.e., event types to be logged) to enable the monitoring, Mechanisms exist to configure Technology Assets, Applications
lanalysis, investigation, and reporting of unlawful or unauthorized system land/or Services (TAAS) to produce event logs that contain sufficient
activity are specified. information to, at a minimum:

1) Establish what type of event occurred;

2) When (date and time) the event occurred;

3.3.1[a) N/A Functional Intersects With | Content of Event Logs. MON-03 3) Where the event occurred; 5
(4) The source of the event;

(5) The outcome (success or failure) of the event; and

6) The identity of any user/subject associated with the event.

[the content of audit records needed to support monitoring, analysis, [Mechanisms exist to configure Technology Assets, Applications
investigation, and reporting of unlawful or unauthorized system activity is land/or Services (TAAS) to produce event logs that contain sufficient
defined. linformation to, at a minimum:

1) Establish what type of event occurred;
) When (date and time) the event occurred;
3.3.1(b] N/A Functional Intersects With | Content of Event Logs. MON-03 3) Where the event occurred; 5
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.

[audit records are created (generated). [Mechanisms exist to link system access to individual users or

service accounts.

[audit records, once created, contain the defined content. [Mechanisms exist to configure Technology Assets, Appiications

land/or Services (TAAS) to produce event logs that contain sufficient

iinformation to, at a minimum:

1) Establish what type of event occurred;

2) When (date and time) the event occurred;

3.3.1[d) N/A Functional Intersects With |  Content of Event Logs MON-03  ((3) Where the event occurred; 5
(4) The source of the event;

5) The outcome (success or failure) of the event;

6) The identity of any user/subject associated with e event

3.3.10c) N/A Functional Intersects With Audit Trails MON-03.2

[retention requirements for audit records are defined.

[Mechanisms exist to retain event logs for a time period consistent
lwith records retention requirements to provide support for after-
the-fact investigations of security incidents and to meet statutory,
Iregulatory and contractual retention requirements.

3.3.1[e] N/A Functional Intersects With Event Log Retention MON-10

[audit records are retained as defined.
[Mechanisms exist to retain event logs for a time period consistent
lwith records retention requirements to provide support for after-
the-fact investigations of security incidents and to meet statutory,
Iregulatory and contractual retention requirements.

3.3.10] N/A Functional Intersects With Event Log Retention MON-10

332 N/A [Determine If: Functional | No Relationship N/A N/A NIA 0 INo applicable SCF control

fthe content of the audit records needed to support the ability to uniquely [Mechanisms exist to configure Technology Assets, Applications

ltrace users to their actions is defined. land/or Services (TAAS) to produce event logs that contain sufficient

, at a minimum:

1) Establish what type of event occurred;

2) When (date and time) the event occurred;

3.3.2[a) N/A Functional Intersects With |  Content of Event Logs MON-03 ((3) Where the event occurred; 5
4) The source of the event;

(5) The outcome (success of failure) of the event; and

(6) The identity of any user/subject associated with the event.

fthe content of the audit records needed to support the ability to uniquely

Mechanisms exist to link system access to individual users or

3.3:20a) A Jrace users to their actions is defined. Functional | Intersects With Audit Trails MON-03-2 Jservice accounts. °
[the content of the audt records needed to support the ability to uniquely Mechanisms exist to ensure databases produce audit records that
frace users to their actions is defined. "

33.2[a] N/A Functional | Intersects With Database Logging MON-03.7 " |contain sufficient information to monitor database activities. s
audit records, once created, contain the defined content. Mechanisms exist to configure Technology Assets, Applications

land/or Services (TAAS) to produce event logs that contain suffi

linformation to, at a minimum:

1) Establish what type of event occurred;

2) When (date and time) the event occurred;

3.3.2[b) N/A Functional Intersects With |  Content of Event Logs MON-03  ((3) Where the event occurred; 5
4) The source of the event;

(5) The outcome (success or failure) of the event; and

(6) The identity of any user/subject associated with the event.

333 N/A [Determine If: Functional | No Relationship N/A N/A NIA 0 INo applicable SCF control
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Notes

3.3.3[a) N/A Functional Intersects With | Security Event Monitoring MON-01.8 |escalate incidents in accordance with established timelines and 5
o
levent types being logged are reviewed in accordance with the defined review [Mechanisms exist to review event 1ogs on an ongoing basis and
rocess i . lescalate incidents in accordance with established timelines an
3.3.3[b) N/A P Functional Intersects With | Security Event Monitoring MON-01.8 lat ident: d h blished timeli d 5
lprocedures.
levent types being 10gged are updated based on the review lechanisms exist to review event 10gs on an ongoing basis an
being logged dated based on th Mechani [ b d
3.3.3[c] N/A Functional Intersects With | Security Event Monitoring MON-01.8 |escalate incidents in accordance with established timelines and 5
lprocedures.
334 NA Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
oty ¢ 2lerted in the event of an audit logging process Response To Event Log IMechanisms exist to alert appropriate personnel in the event of a
failure are identified. y i i i
334121 /A Functional | Intersects With | procecsing Failures MON-05iag processing failure and take actions to remedy the disruption. s
[oyhes of audit logging process failures for which alert will be generated are Response To Event Log IMechanisms exist to alert appropriate personnel in the event of a
defined. y i i i
3.3.4161 /A Functional | Intersects With | procecsing Failures MON-05iag processing failure and take actions to remedy the disruption. s
e ersonnel or foles are alerted in the event of an audit logging Response To Event Log IMechanisms exist to alert appropriate personnel in the event of a
rocess failure. ¥ i i i
3341 /A s Functional | Intersects With | procecsing Failures MON-05iag processing failure and take actions to remedy the disruption. s
335 NA Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
audi record e, anlysi,and reporting processes for vestigaton and
esponse to indications of unlawful, unauthorized, suspicious, or unusual Comelate futomated mechanisms exist to orrlate both technicaland non-
octiity are define orrelate Monitoring y technical information from across the enterprise by a Security
3350 NiA Functional | Intersects With Information MON-02.1 i1 cigent Event Manager (SIEM) or similar automated tool, to s
lenhance organization-wide situational awareness.
(defined audit record review, analysis, and reporting processes are corelated
lAutomated mechanisms exist to correlate both technical and non-
Correlate Monitoring y technical information from across the enterprise by a Security
3.3.5[b] NiA Functional | Intersects With Information MON-02.1 i1 cigent Event Manager (SIEM) or similar automated tool, to s
lenhance organization-wide situational awareness.
336 NA Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
fan audit record reduction capability that supports on-demand analysis is echontsms exit to provide an event 10g report generation
rovided. i ¥ ;
3.3.60a N/A o Functional | Intersects With | Monitoring Reporting MON-0G e i at yeaa  oitics. 5
 report generation capability that supports on-demand reporting 1s echontsms exist to provide an event 10g report generation
rovided. i ¥ ;
3.3.60b] N/A o Functional | Intersects With | Monitoring Reporting MG e i ot oo e o itic 5
337 NA Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
internal system clocks are used to generate time stamps for audit records. [Mechanisms exist to configure Technology Assets, Applications
3370 NA Functional | Intersects With Time Stamps MON-07  [and/or Services (TAAS) to use an authoritative time source to 5
lgenerate time stamps for event logs,
fan authoritative source with which to compare and synchronize internal [Mechanisms exist to configure Technology Assets, Applications
3.3.700) NA system clocks is specified Functional | Intersects With Time Stamps MON-07  [and/or Services (TAAS) to use an authoritative time source to 5
lgenerate time stamps for event logs,
e S awth which to compare and synchronize internal Synchronization With IMechanisms exist to synchronize internal system clocks with an
system clocks is specified X i
3.3.71b) NiA Y P Functional | Intersects With | »thoritative Time Source | MON-07:1 lauthoritative time source. s
e e e e oreatre oon s e Synchronization With IMechanisms exist to synchronize internal system clocks with an
lcompared to and with the specified time source. X i
3.370c] NiA s P Functional | Intersects With | »¢horitative Time Source | MON-07:1 Jauthoritative time source. s
338 NA Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
33800] A audit information is protected from unauthorized access. Functional | Intersects With | Protection of Event Logs | Motiog _|1echanisms oxst o protect event ogs and audt tos from S
33800 A audit is protected from Functional | Intersects Wih | Protection o Event Logs | Mofiog _|1echanisms oxist f protect event ogs and audt tos from S
Py A audit information is protected from unauthorized deletion Functional | Intersects Wih | Protection o Event Logs | Mofiog _[echanisms oxist f protect event ogs and audt tocs from S
S A 3udit logging tools are protected from unauthorized access Functional | Intersects Wih | Protection o Event Logs | Mofiog _|echanisms oxist f protect event ogs and aud tocs from S
Y. A /audit logging tools are protected from Functional | Intersects Wih | Protection o Event Logs | _ Mofiog _echanisms oxist o protect event ogs and audt tods from S
I A [audit logging tools are protected from unauthorized deletion Functional | Intersects Wih | Protection o Event Logs | Mofiog _echanisms oxist o protect event ogs and audt tods from S
339 NA Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
2 Subset of prvleged caers granted access to marnage audt ogging ‘Access by Subset of [Mechanisms exist to restrict access to the management of event
3.390a A [functionality is define Functional | Intersects With Privileged Users MON-98-2 Jiogs to privileged users with a specific business need. s
Imanagement of audit mggmg Tunctionality is limited to the defined subset of ‘Access by Subset of [Mechanisms exist to restrict access to the management of event
33900) A privileged users. Functional | Intersects With Privileged Users MON-08:2  Jiogs to privileged users with a specific business need. s
341 N/A Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
2 baseline configuration is established. Mechanisms exist to develop, document and maintain secure
Secure Baseline lbaseline configurations for Technology Assets, Applications and/or
34101 N/A Functional | Intersects With Configurations CFG02 Services (TAAS) that are consistent with industry-accepted system 5
Ihardening standards.
2 baseline configuration is established. Endpoint Device Mechanisms exist to facilltate the implementation of Endpoint
3.4.10a) N/A Functional Subset Of e END-o1  [echer e e o 10
fthe baseline configuration Includes hardware, software, firmware, and Mechanisms exist to develop, document and maintain secure
documentation. Secure Baseline lbaseline configurations for Technology Assets, Applications and/or
3.4.10b] N/A Functional | Intersects With Configurations CFG-02 Services (TAAS) that are consistent with industry-accepted system 5
Ihardening standards.
ffhe baseline configuration includes hardware, software, firmware, and Endpoint Device Hecharms exist o faclltate the Inplementation o Endpont
34.100) A ldocumentation. Functional Subset Of (EDM) END-01 (EDM) controls 0
fthe baseline configuration s maintained (reviewed and updated) throughout edhariam exit to develop, document and maintain secure
fthe system development ife cycle. Secure Baseline lbaseline configurations for Technology Assets, Applications and/or
3.4.0c] N/A Functional | Intersects With Configurations CFG02 Services (TAAS) that are consistent with industry-accepted system 5
Ihardening standards.
e Baseline Conguration s maltaiea (reviewed and updated) tioughock Endpoint Device Mechanms exis o facltate the Inpermentation o Endpont
3.4.(c) N/A e oystam dovalopment fe cyele Functional Subset Of e END-01  [echer R 10
2 system inventory is bl Mechanisms exist to perlovm Inventories of Technology Aesets,
lApplications, Services and/or Data (TAASD) th.
(0 Accurately rehects tne current TAASD i Use:
(2) Identifies authorized software products, including business
liustification detals;
(3) s t thefevel of granularity deemed necessary for tracking and
3.4.1(d) NA Functional | Intersects With Asset Inventories AST-02 reporti 5
@ Incluges organization-defined Information deemed necessary to
lachieve effective property accountability; and
(5) Is available for review and audit by designated organizational
lpersonnel.
fthe system inventory includes hardware, software, firmware, and Hechanisms exist  perform nventoris o Technology Assets,
documentation. Applications, Services and/or Data (TAASD)
(1) Accurately reflects the current TAASD in
(2) 1gentifes authorized software products, including business
lustific etails;
(3) s t thelevel of granularity deemed necessary for tracking and
34.1(e] N/A Functional | Intersects With Asset Inventories AST-02  [reporti 5
(@ Includes organization-defined information deemed necessary to
lachieve effective property accountability:
o) 1c avallani Tof resiew and auai by Sesgnated organizational
lpersonnel
[the inventory Is maintained (reviewed and updated) throughout the system Mechanisms exist  perform nventoris o Technology Assets,
development ife cycle: Applications, Services and/or Data (TAASD)
(1) Accurately reflects the current TAASD in
(2) 1gentifes authorized software products, including business
liustification details;
(3) Is at the level of granularity deemed necessary for tracking and
3.4.111) N/A Functional | Intersects With Asset Inventories AST-02 ing: 5
(4) Includes organization-defined information deemed necessary to
lachieve effective property accountability: and
(5) Is available for review and audit by designated organizational
lpersonnel.
[ Tventony T antaned (eviewed and Updated) roughout he system Updates buring y [Mechanisms exist to update asset inventories as part of component
3.4.01) N/A ment life cycle Functional | Intersects With s | AST02.1 o e on 5
342 N/A Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
Security configuration settings for information technology products employed Mechanisms exist to develop, document and maintain secure
i the system are established and included in the baseline configuration. Secure Baseline lbaseline configurations for Technology Assets, Applications and/or
3.4.2[a] N/A Functional Intersects With Configurations CFG-02 Services (TAAS) that are consistent with industry-accepted system 5
Ihardening standards.
Security configuration settings for information technology products employed Erdpomt Device echaniams exist to facitate the mplementation of Endpaint
i the system are established and included in the baseline configuration. -
34.2[a1 NiA v 9 Functional Subset Of Management (EDM) END-01 |peyice Management (EDM) controls. 10
Security configuration settings for information technology products employed Mechanisms exist to develop, document and maintain secure
i the system are enforced Secure Baseline lbaseline configurations for Technology Assets, Applications and/or
3.4.2[b] N/A Functional Intersects With Configurations CFG-02 [Services (TAAS) that are consistent with industry-accepted system 5
Ihardening standards.
Security configuration settings for information technology products employed Endpoint Device [Mechanisms exist to facilltate the implementation of Endpoint
3.4.2(0) A i the system are enforced Functional Subset Of (EDM) END-OL  pevice (EDM) controls. 0
343 N/A Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
changes to the system are tracked. Configuration Change y [Mechanisms exist to govern the technical configuration change
3.4.30a) N/A Functional | Intersects With ation CHG-02  |lechanims ot 5
changes to the system are reviewed Configuration Change [Mechanisms exist to govern the technical configuration change
3.4.300] N/A Functional | Intersects With ation CHG-02  |lechanime ot 5
changes to the system are approved or disapproved. Configuration Change [Mechanisms exist to govern the technical configuration change
3.430c) N/A Functional | Intersects With ation CHG-02  |lechanims ot 5
changes to the system are logged. Configuration Change [Mechanisms exist to govern the technical configuration change
3.4.3d) N/A Functional | Intersects With ation | CHG-02  |lechanine ot 5
etermine it the security impact of changes to each organizational system is Security Impact Analysis for| IMechanisms exist to analyze proposed changes for potential
analyzed prior to implementation. y
344 A veedp P Functional | Intersects Wit CHG-03Isecurity impacts, prior to the implementation of the change. 5
345 N/A Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
lphysical access restrictions associated with changes to the system are
a5l A Functional | Intersects with | Access Restriction For CHe.04  |Mechanisms exist to enforce configuration restrictions in an effort s

to restrict the ability of users to conduct unauthorized changes.
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lphysical access restrictions associated with changes to the system are
defined.

NIST SP 800-171A

Governing Access
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Notes

3.4.50a NA Functional | Intersects With END-032 |restrictions associated with changes to Technology Assets,
tel g Restriction for Change |Applications and/or Services (TAAS)
lphysical access restrictions associated with changes to the system are
Gocumented. Access Restriction For ’ IMechanisms exist to enforce configuration restrictions in an effort
3.4.5(0) N/A Functional | Intersects With CHG-04 o restrict the ability of users to conduct unauthorized changes.
lphysical access restrictions associated with changes to the system are [Mechanisms exist to define, document, approve and enforce access
3.4.50b] N/A documented. Functional Intersects With Governing Access END-03.2 [restrictions associated with changes to Technology Assets,
Restriction for Change |Applications and/or Services (TAAS)
physica) qccess restrictions associated with changes to the system are Access Restriction For IMechanisms exist to enforce configuration restrictions in an effort
lapproved. i X i i ur i
3.4.5(c) N/A PP Functional | Intersects With CHG-04 o restrict the ability of users to conduct unauthorized changes.
lphysical access restrictions associated with changes to the system are [Mechanisms exist to define, document, approve and enforce access
3.4.5[c] N/A lapproved. Functional Intersects With Governing Access END-03.2 [restrictions associated with changes to Technology Assets,
Restriction for Change |Applications and/or Services (TAAS)
physica) 2ccess restrictions associated with changes to the system are Access Restriction For IMechanisms exist to enforce configuration restrictions in an effort
lenforced. i X i i ur i
3.45d1 A Functional | Intersects With Change CHG-04 o restrict the ability of users to conduct unauthorized changes.
lphysical access restrictions associated with changes to the system are [Mechanisms exist to define, document, approve and enforce access
3.4.5(d] N/A lenforced. Functional Intersects With Governing Access END-03.2 [restrictions associated with changes to Technology Assets,
Restriction for Change |Applications and/or Services (TAAS).
logical access restrictions associated with changes to the system are defined
3aste] A 9 9 4 Functional | Intersects with | Access Restiction For CHe.04  |Mechanisms exist to enforce configuration restrictions in an effort
to restrict the ability of users to conduct unauthorized changes.
logical access restrictions associated with changes to the system are defined [Mechanisms exist to define, document, approve and enforce access
3.4.5[e] N/A Functional Intersects With Governing Access END-03.2  |restrictions associated with changes to Technology Assets,
Restriction for Change lApplications and/or Services (TAAS)
lpaica) access restrictions associated with changes to the system are Access Restriction For IMechanisms exist to enforce configuration restrictions in an effort
ldocumented. i X i i ur i
3.4.501] N/A Functional | Intersects With CHG-04 o restrict the ability of users to conduct unauthorized changes.
logical access restrictions associated with changes to the system are [Mechanisms exist to define, document, approve and enforce access
3.4.5[f] N/A ldocumented. Functional Intersects With Governing Access END-03.2 [restrictions associated with changes to Technology Assets,
Restriction for Change |Applications and/or Services (TAAS)
logical access restrictions associated with changes to the system are Access Restriction For IMechanisms exist to enforce configuration restrictions in an effort
lapproved. i X i
34:5l9] A PP Functional | Intersects With Change CHG-04 o restrict the ability of users to conduct unauthorized changes.
logical access restrictions associated with changes to the system are [Mechanisms exist to define, document, approve and enforce access
3.4.5[g] N/A lapproved. Functional Intersects With Governing Access END-03.2 [|restrictions associated with changes to Technology Assets,
Restriction for Change lApplications and/or Services (TAAS)
(ogica) agcess restrictions associated with changes to the system are Access Restriction For IMechanisms exist to enforce configuration restrictions in an effort
lenforced. i X i
3450 A Functional | Intersects With CHG-04 o restrict the ability of users to conduct unauthorized changes.
logical access restrictions associated with changes to the system are [Mechanisms exist to define, document, approve and enforce access
3.4.50h] N/A lenforced. Functional Intersects With Governing Access END-03.2 [restrictions associated with changes to Technology Assets,
Restriction for Change |Applications and/or Services (TAAS)
346 N/A Determine If: Functional | No Relationship N/A NA N/A INo applicable SCF control
lessential system capabilities are defined based on the principle of least [Mechanisms exist to configure systems to provide only essential
3.4.6[a] N/A ffunctionality. Functional Intersects With Least Functionality CFG-03 lcapabilities by specifically prohibiting or restricting the use of ports,
lprotocols, and/or services.
[the system is configured to provide only the defined essential capabilities. [Mechanisms exist to configure systems to provide only essential
3.4.6(b] NA Functional | Intersects With Least Functionality CFG-03 |capabilities by specifically prohibiting or restricting the use of ports,
lprotocols, and/or services.
347 NA IDetermine If: Functional | No Relationship N/A NA N/A INo applicable SCF control
lessential programs are defined [Mechanisms exist to periodically review system configurations to
3.4.70a) NA Functional | Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
[the use of nonessential programs is defined. [Mechanisms exist to periodically review system configurations to
3.4.71b) NA Functional | Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions,
lports, protocols and services
[the use of nonessential programs is restricted, disabled, or prevented as [Mechanisms exist to periodically review system configurations to
3.4.7[c) N/A (defined. Functional Intersects With Periodic Review CFG-03.1 identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
lessential functions are efined [Mechanisms exist to periodically review system configurations to
3.4.71d) NA Functional | Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
[the use of nonessential functions is defined [Mechanisms exist to periodically review system configurations to
3.4.77e] NA Functional | Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions,
lports, protocols and services
[the Use of nonessential functions is restricted, disabled, or prevented as [Mechanisms exist to periodically review system configurations to
3.4.71f N/A defined. Functional Intersects With Periodic Review CFG-03.1 [identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
lessential ports are defined. IMechanisms exist to periodically review system configurations to
3.4.710] NA Functional | Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
[the use of nonessential ports is defined [Mechanisms exist to periodically review system configurations to
3.4.7h] NA Functional | Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions,
lports, protocols and services
[the Use of nonessential ports is restricted, disabled, or prevented as defined [Mechanisms exist to periodically review system configurations to
3.47001 NA Functional | Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
lessential protocols are defined. [Mechanisms exist to periodically review system configurations to
3.470) NA Functional | Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
[the use of nonessential protocols is defined [Mechanisms exist to periodically review system configurations to
3.4.70K1 NA Functional | Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
[the Use of nonessential protocols is restricted, disabled, or prevented as [Mechanisms exist to periodically review system configurations to
3.4.701 N/A defined. Functional Intersects With Periodic Review CFG-03.1 [identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
lessential services are defined [Mechanisms exist to periodically review system configurations to
3.4.7Im] NA Functional | Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
[the use of nonessential services is defined. [Mechanisms exist to periodically review system configurations to
3.4.70n] NA Functional | Intersects With Periodic Review CFG-03.1 |identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
[the use of nonessential services is restricted, disabled, o prevented as [Mechanisms exist to periodically review system configurations to
3.4.7[0] N/A defined. Functional Intersects With Periodic Review CFG-03.1 [identify and disable unnecessary and/or non-secure functions,
lports, protocols and services.
348 NA Determine If: Functional | No Relationship N/A NA A INo applicable SCF control
|a policy specifying whether whitelisting or blacklisting is to be implemented Explicitly Allow / Den: Mechanisms exist to explicitly allow (allowlist / whitelist) and/or
3.4.80a] NA is specified. Functional | Intersects With P pniications CFG-03.3  |block (denylist / blacklist) applications that are authorized to
lexecute on systems.
[the software allowed to execute under whitelisting or denied use under N Mechanisms exist to explicitly allow (allowlist / whitelist) and/or
Explicitly Allow / Deny
3.4.8[b] N/A lblacklisting is specified. Functional Intersects With ‘Applications CFG-03.3  [block (denylist / blacklist) applications that are authorized to
lexecute on systems.
whitelisting to allow the execution of authorized software or blackiisting to Explicitly Allow / Dem [Mechanisms exist to explicitly allow (allowlist / whitelist) and/or
3.4.8(c] N/A lprevent the use of unauthorized software is implemented as specified. Functional Intersects With P Apgmwns Y CFG-033 |block (denylist / blacKiist) applications that are authorized to
lexecute on systems.
349 NA IDetermine If: Functional | No Relationship N/A NA /A INo applicable SCF control
la policy for controlling the installation of software by Users is estabiished
Publishing Security, IMechanisms exist to establish, maintain and disseminate policies,
3.4.90a] N/A Functional | Intersects With | Compliance & Resilience GOV-02 |standards and procedures necessary for secure, compliant and
Documentation resilient capabilities.
49001 A instalation of software by users Is controlled based on the established policy.| ¢, ™[ oW S T Cr.05 _ [[lechanisms exist o festictthe abity of non-privieged users o
3.4.9(c) N/A installation of software by users is monitored Functional | Intersects With | User-Installed Software CFG0s  [Mechanisme exist to restrict the ability of non-privileged users to
351 NA Determine If: Functional | No Relationship N/A NA /A INo applicable SCF control
System users are identified
Identification & IMechanisms exist to uniquely identify and centrally Authenticate,
35.10a] N/A Functional | Intersects With Authentication for IAC-02  |Authorize and Audit (AAA) organizational users and processes
Organizational Users lacting on behalf of organizational users.
[processes acting on behalf of users are identified.
Identification & IMechanisms exist to uniquely identify and centrally Authenticate,
35.10b] N/A Functional | Intersects With Authentication for IAC-02  |Authorize and Audit (AAA) organizational users and processes
Organizational Users lacting on behalf of organizational users.
[devices accessing the system are identified. -
Identification & IMechanisms exist to uniquely identify and centrally Authenticate,
3.5.10c] N/A Functional | Intersects With Authentication for IAC-02  |Authorize and Audit (AAA) organizational users and processes
Organizational Users lacting on behalf of organizational users.
352 NA [Determine If: Functional | No Relationship N/A NIA N/A INo applicable SCF control
[the identity of each user is authenticated or verified as a prerequisite to -
lsystem access. Identification & IMechanisms exist to uniquely identify and centrally Authenticate,
35.27a] N/A Functional | Intersects With Authentication for IAC-02  |Authorize and Audit (AAA) organizational users and processes
Organizational Users lacting on behalf of organizational users.
fthe identity of each process acting on behalf of a user is authenticated or N
|verified as a prerequisite to system access. Identification & IMechanisms exist to uniquely identify and centrally Authenticate,
35.2[b] N/A Functional | Intersects With Authentication for IAC-02  |Authorize and Audit (AAA) organizational users and processes
Organizational Users lacting on behalf of organizational users.
the identity of each device accessing or connecting to the system is N
lauthenticated or verified as a prerequisite to system access. Identification & IMechanisms exist to uniquely identify and centrally Authenticate,
3.5.2[c] N/A Functional | Intersects With Authentication for IAC-02  |Authorize and Audit (AAA) organizational users and processes
Organizational Users lacting on behalf of organizational users.
353 NA Determine If: Functional | No Relationship N/A NA N/A INo applicable SCF control
rivileged accounts are identified
353081 A privileg . Functional | Intersects with Network Access to AC.06.1  [Mechanisms exist to utilize Mult-Factor Authentication (MFA) to
Privileged Accounts "L |authenticate network access for privileged accounts.
lprivileged accounts are identified Local Access to Privileged ) [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to
3.5.3a WA Functional | Intersects With !AC06:3 _|authenticate local access for privileged accounts
Imultifactor authentication is implemented for local access to privileged Local Access to Privileged [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to
3.5.31b) A ccounts Functional | Intersects With !AC06:3 _|authenticate local access for privileged accounts
Imultifactor authentication is implemented for network access to privileged N N
3.5.3(c] NA ccounts. Functional | Intersects With Network Access to IAC.06.1  |Mechanisms exist to utilize Multi-Factor Authentication (MFA) to

Privileged Accounts

lauthenticate network access for privileged accounts.
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Notes

rivileged accounts. X
3.5.3(d) A priviled Functional | Intersects With Privileged Accounts IAC-06:2 lauthenticate network access for non-privileged accounts. 5
e Replay-Resistant lAutomated mechanisms exist to employ replay-resistant
for all network acceunt aceass to privilaged and non-privileged accounts. . X ut .
354 NA w u privileg privileg u Functional | Intersects With e amtieation 1AC022  Automated 5
355 NA IDetermine If: Functional | No Relationship N/A NA N/A 4 INo applicable SCF control
[a period within which identifiers cannot be reused is defined. [Mechanisms exist to govern naming standards for usernames and
35502 N/A Functional | Intersects win | 'enifer Management 1AC-09  [Technology Assets, Applications and/or Services (TAAS). 5
[reuse of identifiers is prevented within the defined period. [Mechanisms exist to govern naming standards for usernames and
3.5.5(b] N/A Functional | Intersects With “’e"m;'rmaa“:‘gg"e”‘ lAC-09  [Technology Assets, Applications and/or Services (TAAS). 5
356 N/A IDetermine If: Functional | No Relationship N/A NA N/A 4 INo applicable SCF control
35.60a1 WA [a period of inactivity after which an identifier is disabled is defined. Functional | Intersects With | Disable nactive Accounts | 1AC.15.3 _|Automated mfcnanf{?:‘:);:t”;%u.sanle inactive accounts after an B
35.60] WA identifiers are disabled after the defined period of inactivity’ Functional | Intersects With | Disable nactive Accounts | 1AC.15.3 _|Automated memamsr?;:;str to disable inactive accounts after an 5
357 NA IDetermine If: Functional | No Relationship N/A NA N/A 4 INo applicable SCF control
[password complexity requirements are efined password-Based [Mechanisms exist to enforce complexity, length and lifespan
35.70al NA Functional | Intersects With f 1AC-10.1 to ensure strong criteria for password-based 5
uthentication
lauthentication.
[password change of character requirements are defined password-Based [Mechanisms exist to enforce complexity, length and lifespan
35.7(b) NA Functional | Intersects With f 1AC-10.1 to ensure strong criteria for password-based 5
uthentication
lauthentication.
[minimum password complexity requirements as defined are enforced when N pased [Mechanisms exist to enforce complexity, length and lifespan
3.5.7(c) NA Inew passwords are created Functional | Intersects With . 1AC-10.1 to ensure strong criteria for password-based 5
uthentication
lauthentication.
[minimum password change of character requirements as defined are pasoword Based [Mechanisms exist to enforce complexity, length and lifespan
3.5.7(d] N/A lenforced when new passwords are created. Functional Intersects With fy IAC-10.1 to ensure strong criteria for password-based 5
uthentication
lauthentication.
3538 NA Determine If: Functional | No Relationship N/A NA /A 4 INo applicable SCF control
[the number of generations during which a password cannot be reused is [Mechanisms exist to:
specified (1) Securely manage authenticators for users and devices; and
3.5.80a] NA Functional | Intersects With lac-10  |(2) Ensure the strength of authentication is appropriate to the 5
of the data being accesse
[Feuse of passwords is pronibited Guring the specified number of generations. [Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
3.5.80b] NA Functional | Intersects With lac-10  |(2) Ensure the strength of authentication is appropriate to the 5
of the data being accessed
[Determine if an immediate change to a permanent password is required [Mechanisms exist to:
when a temporary password is used for system logon. (1) Securely manage authenticators for users and devices; and
359 NA Functional | Intersects With lac-10  |(2) Ensure the strength of authentication is appropriate to the 5
f the data being accessed
35.10 N/A IDetermine If: Functional | No Relationship N/A NA N/A 4 INo applicable SCF control
passwords are cryptographically protected in storage. IMechanisms exist to protect authenticators commensurate with the
35.100al N/A Functional | Intersects With |Protection of Authenticators|  IAC-10.5 [sensitivity of the information to which use of the authenticator 5
lpermits access.
[passwords are cryptographically protected in transit. [Mechanisms exist to protect authenticators commensurate with the
3.5.100b] N/A Functional | Intersects With |Protection of Authenticators| ~ IAC-10.5 |sensitivity of the information to which use of the authenticator 5
lpermits access.
[Determine if authentication information is obscured during the [Mechanisms exist to obscure the feedback of authentication
lauthentication process.
3511 N/A i Functional | Intersects With | Authenticator Feedback 1aca1  [information during the authentication process to protect the 5
from possible by
individuals.
361 NA IDetermine If: Functional | No Relationship N/A NA N/A 4 INo applicable SCF control
[an operational incident-handiing capability is established
Incident Response IMechanisms exist to implement and govern processes and
36.10a NA Functional Subset Of rveratione IRO-01 to facilitate an 10
P lcapability for cybersecurity and data protection-related incidents.
[an operational incident-handiing capability is estabiished
Mechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
356.10a N/A Functional | Intersects With Incident Handling 1RO-02 3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovery.
[the operational incident-handiing capability includes preparation.
Incident Response Mechanisms exist to implement and govern processes and
3.6.1[b] N/A Functional Subset Of veratione IRO-01 racilitate 10
P lcapability for (ybersecunly and data protection- related mmdenls
[the operational incident-handiing capability includes preparation.
IMechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
3.6.10b] N/A Functional | Intersects With Incident Handling 1RO-02 3) Analysis; H
4) Containment;
5) Eradication; and
6) Recovery.
[the operational incident-handiing capability includes detection.
Incident Response Mechanisms exist to implement and govern processes and
3.6.1[c] NA Functional Subset Of Oeratione 1RO-01 acilita 10
P lcapability for cyberse:umy and data protection- related mmems
[the operational incident-handiing capability includes detection.
IMechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
3.6.1[c] NA Functional | Intersects With Incident Handling 1RO-02 3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovery.
[the operational incident-handiing capability includes analysis.
Incident Response IMechanisms exist to implement and govern processes and
36.11d] N/A Functional Subset Of pdivviLios 1RO-01 o facilitate an 10
P lcapability for cybersecurity and data protection-related incidents.
[the operational incident-handiing capability includes analysis.
[Mechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report ntake;
3.6.10d] NA Functional | Intersects With Incident Handling 1RO-02 3) Analys H
4) Containment;
5) Eradication; and
6) Recovery.
[the operational incident-handiing capability includes containment.
Incident Response Mechanisms exist to implement and govern processes and
3.6.10e] NA Functional Subset OF o oo 1RO-01 o facilitate an response 10
P lcapability for cybersecumy and data protection-related incidents.
[the operational incident-handiing capability includes containment.
[Mechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
3.6.10e] NA Functional | Intersects With Incident Handling 1RO-02 3) Analysis; H
4) Containment;
5) Eradication; and
6) Recovery.
[the operational incident-handiing capability includes recovery.
Incident Response Mechanisms exist to implement and govern processes and
3.6.10] N/A Functional Subset Of Pt 1RO-01 facilitate 10
P lcapability for cybersecumy 3hd data protection- related incidents.
[the operational incident-handiing capability includes recovery.
[Mechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
3601 NA Functional | Intersects With Incident Handling 1RO-02 3) Analysis; H
4) Containment;
5) Eradication; and
6) Recovery.
[the operational incident-handiing capability includes user response activities.
IMechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
36.100] NA Functional | Intersects With Incident Handling 1RO-02 3) Analysis; H
4) Containment;
5) Eradication; and
6) Recover
362 NA [Determine If: Functional | No Relationship N/A NIA N/A 4 INo applicable SCF control
incidents are tracked
[Mechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
3.6.21a] NA Functional | Intersects With Incident Handling 1RO-02 3) Analysis; H
4) Containment;
5) Eradication
6) Recovery.
incidents are documented
[Mechanisms exist to cover:
Preparation;
Automated event detection or manual incident report intake;
3.6.2[b] NA Functional | Intersects With Incident Handling 1RO-02 Analysis; H

Eradication; and
Recovery.

1)
2
3
4) Containment;
5
6
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Control Desc Notes

Focal Document Element (FDE) Description M M Secure Controls Framework (SCF)
R p

lauthorities to whom incidents are to be reported are identified
IMechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
3.6.2(c] NA Functional | Intersects With Incident Handling 1RO-02  ((3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovery.
lorganizational officials to whom incidents are to be reported are identified
IMechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
3.6.2(d] NA Functional | Intersects With Incident Handling 1RO-02  ((3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovery.
[dentified authorities are notified of incidents.
IMechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
3620 NA Functional | Intersects With Incident Handling 1RO-02  ((3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovery.
[dentified organizational officials are notified o
IMechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
3620 NA Functional | Intersects With Incident Handling 1RO-02  ((3) Analysis; 5
4) Containment;
5) Eradication; and
6) Recovery.
[Determine if the incident response capability is tested. [Mechanisms exist to formally test incident response capabilties
363 NA Functional | Intersects With | Incident Response Testing IRO-06 [through realistic exercises to determine the operational 5
leffectiveness of those capabilities.
[Determine if system maintenance is performed. [Mechanisms exist to conduct controlled maintenance activities
371 NA Functional | Intersects With | Controlled Maintenance MNT-02  [throughout the lifecycle of the Technology Asset, Application and/or 5
Service (TAAS).

372 NA IDetermine If: Functional | No Relationship N/A NA /A 4 INo applicable SCF control
37.2081 WA [fools used to conduct system maintenance are controlled. Functional | Intersects With Maintenance Tools MNT-04 |Mechanisms exist to control and monitor the use of system 5
272000 A [techniques used to conduct system maintenance are controlled. Functional | Intersects With Maintenance Tools MNT04 |Mechanisms exist to control and monitor the use of system 5
3720l A nisms used to conduct system are controlled, Functional | intersects with Maintenance Tools MNT-04 |Mechanisms exist to control and monitor the use of system 5
372181 A [personnel used to conduct system maintenance are controlied Functional | intersects with Maintenance Tools MNT-04 | Mechanisms exist to control and monitor the use of system 5

Determine If equipment to be removed fiom organizational spaces for offsite IMechanisms exist to sanitize system media with the strength and
Imaintenance is sanitized of any CUI. lintegrity commensurate with the classification or sensitivity of the
373 NA Functional | Intersects With | System Media Sanitization | DCH-09  iced Y S mane e C T ot of organizational rontrol or 5
release for reuse.
[Determine if media containing diagnostic and test programs are checked for echanisms exist to check media containing diagnostic and test
Imalicious code before being used in organizational systems that process, i ~ i i
374 NA malicious code before being 9 % P Functional | Intersects With Inspect Media MNT-04.2 | or malicious code before the media e use 5
375 N/A IDetermine If: Functional | No Relationship N/A NA N/A 4 INo applicable SCF control
[multifactor authentication is required to establish nonlocal maintenance [Mechanisms exist to authorize, monitor and control remote, non-
3750 A sessions via external network connections. Functional | Intersects With | Remote Maintenance MNT-05liocal maintenance and diagnostic activities. °
[noniocal maintenance sessions established via external network connections N !
3.7.50b) N/A e terminated when nonlocal maintenance is complete. Functional | Intersects With |  Remote Maintenance MNT05 e o agastie atias, OOl remote, non- 5
[Determine if maintenance personnel without required access authorization ‘Authorized Maintenance [Mechanisms exist to maintain a current list of authorized
376 N/A Jare supervised during maintenance activities. Functional | Intersects With Personnel MINT-06 or personnel. s
381 NA IDetermine If: Functional | No Relationship N/A N/A /A 4 INo applicable SCF control
lpaper media containing CUI is physically controlled. [Mechanisms exist to facilitate the implementation of data
3.8.10a] NA Functional Subset OF Data Protection DCHOL | o comrols 10
(digital media containing CUI is physically controlled. [Mechanisms exist to facilitate the implementation of data
3.8.10b] NA Functional Subset OF Data Protection DCHOL o conrols 10
lpaper media containing CUI is securely stored. [Mechanisms exist to facilitate the implementation of data
3.8.1(c] NA Functional Subset OF Data Protection DCHOL | on comrols 10
(digital media containing CUI is securely stored. [Mechanisms exist to facilitate the implementation of data
3.8.1(d] NA Functional Subset OF Data Protection DCHOL | on conrols 10
[Determine if access to CUI on system media is imited to authorized users. [Mechanisms exist to control and restrict access to digital and non-
382 NA Functional | Intersects With Media Access DCHO3 | i to autnorized individuals. 5
383 NA IDetermine If: Functional | No Relationship N/A NA /A 4 INo applicable SCF control
system media containing CUI Is sanitized or destroyed before disposal [Mechanisms exist to sanitize system media with the strength and
3.830a] NA Functional | Intersects With | System Media Sanitization | DCH-09  |Intedrity commensurate with the classification or sensitivity of the H
information prior to disposal, release out of organizational control or
release for reuse.
System media containing CUI Is sanitized before it s released for reuse. [Mechanisms exist to sanitize system media with the strength and
y integrity commensurate with the classification or sensitivity of the
3.83(b] NA Functional | Intersects With | System Media Sanitization | DCH-09 10y o H O e aanisational controi of H
release for reuse.
8. etermine If: unctiona 0 Relationship lo applicable SCF control
384 NA Determine If: Functional | No Relationshi N/A NA A 4 INo applicable SCF control
media containing CUI Ts marked with appiicable CUI markings. [Mechanisms exist to mark media in accordance with data
y Iprotection requirements so that personnel are alerted to
3.84lal NiA Functional | Intersects With Media Marking DCH-04  |ictribution limitations, handling caveats and applicable security 5
requirements.
Imedia containing CUT is marked with distribution limitations. [Mechanisms exist to mark media in accordance with data
lprotection requirements so that personnel are alerted to
3.8.41b] NiA Functional | Intersects With Media Marking DCH-04 |jictribution limitations, handling caveats and applicable security s
requirements.
8. etermine If: unctiona o Relationshi lo applicable SCF control
385 NA [Determine If: Functional | No Relationship N/A NIA N/A 4 INo applicable SCF control
[access to media containing CUTis controlled [Mechanisms exist to protect and control digital and non-digital
a unctional ntersects Witt ledia Transportation . Imedia during transport outside of controlled areas using
3.8.50a N/A F | With | Media T DCH-07 dia d ide of lied H
security measures.
for media containing CUTis maintained during transport [Mechanisms exist to protect and control digital and non-digital
3.8.5[b] NA loutside of controlled areas. Functional | Intersects With |  Media Transportation DCH-07  |media during transport outside of controlled areas using H
lappropriate security measures.
[Determine if the confidentiality of CUI stored on digital media fs protected . . . st
386 N/A [during transport using cryptographic mechanisms or alternative physical Functional Intersects With | Encrypting Data At Rest CRY-05 S ata ot rost exist to preven! isclosure| 5
safeguards. of data at rest.
8. unctional ntersects Wi edia Use -
287 NiA Determine if the use of emovable media on system components conaining | ncional | Intersects With Media U DCH-10 gyesigra"nsls‘)r:\sS;;les:‘u;Or;séz:[eme Use of types of digital media on S
[Determine if the use of portable storage devices is prohibited when such [Mechanisms exist to prohibit the use of portable storage devices in
3838 NA ldevices have no identifiable owner. Functional | Intersects With [Prohibit Use Without Owner| ~ DCH-10.2 forganizational systems when such devices have no identifiable H
lowner.
stermine if the confidentiaity of backup CUI i protected ot storage
Dets i the confidentiality of backup CUI is protected at st
location: IMechanisms exist to create recurring backups of data, software
. land/or system images, as well as verify the integrity of these
389 A Functional | Intersects With Data Backups BCD-11 lpackups, to ensure the availability of the data to satisfy Recovery s
[Time Objectives (RTOs) and Recovery Point Objectives (RPOS).
[Determine if the confidentiality of backup CUI is protected at storage Coyptographic mechanisms exist to prevent the anauthorized
locations. .
389 NA Functional | Intersects With | Cryptographic Protection | BCD-11.4 |G a8R e e cianeTe e o B P mation. H
[Determine if individuals are screened prior to authorizing access to ) [Mechanisms exist to manage personnel security risk by screening
391 NA systems, Functional | Intersects With | Personnel Screening HRS-04 e prior to authorising, aceess. 5
392 N/A [Determine If: Functional | No Relationshi N/A N/A /A 4 INo applicable SCF control
P P!
la policy andjor process for terminating system access authorization and any _
lcredentials coincident with personnel actions is established. Publishing Security, IMechanisms exist to establish, maintain and disseminate policies,
3.9.27a] NA Functional | Intersects With | Compliance & Resilience GOV-02 |standards and procedures necessary for secure, compliant an H
Documentation resilient capabilities.
2 policy andJor process for terminating system access authorization and any §
3.9.2[a] N/A [credentials coincident with personnel actions is established. Functional Subset Of Huma”;:;’;ef:esnilﬂwmv HRS-01 geizf:‘alr\;lscrn““sti;l:t to facilitate the implementation of personnel 10
[a policy andJor process for terminating system access authorization and any Mechanisms exist to sanction personnel falling to comply with
lcredentials coincident with personnel actions is established. '
3.9.27a] NA P Functional | Intersects With |  Personnel Sanctions HRS-07 [ ohadt security policiee, standards and procedures. H
a policy andJor process for terminating system access authorization and any [Mechanisms exist to adjust logical and physical access
lcredentials coincident with personnel actions is established. lauthorizations to Technology Assets, Applications andjor Services
3.9.2[a] N/A Functional Intersects With Personnel Transfer HRS-08  |(TAAS) and facilities upon personnel reassignment or transfer, in a 5
imely manner.
2 policy and/or process for terminating system access authorization and any ech e the t tion of individual
3.9.27a] NA (credentials coincident with personnel actions is established Functional | Intersects With | Personnel Termination HRS09 [ et 0 govern the termination ofindividua 5
lsystem access and credentials are terminated consistent with personnel ech o sanct taling & it
3.9.2(b] NA lactions such as termination or transfer. Functional | Intersects With |  Personnel Sanctions HRS-07 [ ehed security policiee, standards and proceduree. 5
system access and credentials are terminated consistent with personnel [Mechanisms exist to adjust logical and physical access
lactions such as termination or transfer. lauthorizations to Technology Assets, Applications andjor Services
unctional ntersects Wi ersonnel Transfer -
3.9.2[b] N/A Functional Inte ts With P | Transfe HRS-08  |(TAAS) and facilities upon personnel reassignment or transfer, in a 5
timely manner.
3.9.20] NiA System access and credential are terminated consistent With personnel Functional | ntersects With | Personnel Termination HRs.00 _|Mechanisms exist to govern the termination of individual S
[the system is protected during and after personnel transfer actions. Mechanisms exist to sanction personnel faling to comely with
3.9.2(c] NA Functional | Intersects With |  Personnel Sanctions HRS-07 [ ched security policies, standards and procedures. 5
[the system is protected during and after personnel transfer actions. [Mechanisms exist to adjust logical and physical access
lauthorizations to Technology Assets, Applications andor Services
3.9.2(c] NA Functional | Intersects With Personnel Transfer HRS-08 [(TAAS) and facilities upon personnel reassignment or transfer, in a 5
timely manner.
30200 A [the system is protected during and after personnel transfer actions. Functional | ntersects With | personnel Termination HRs.00 _[Mechanisms exist to govern the termination of individual S
3101 NA [Determine If: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
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Focal Document Element (FDE) Description M M Secure Controls Framework (SCF) 5
R: Control Descript
lauthorized individuals allowed physical access are identified. IPhysical access control mechanisms exist to maintain a current list
Physical Access of personnel with authorized access to organizational facilties
3101(a) NiA Functional | Intersects With Authorizations. PES-02  \(except for those areas within the facility officially designated as 5
lpublicly accessible)
lphysical access to organizational systems s imited to authorized individuals. [Physical access control mechanisms exist to maintain a current list
Physical Access of personnel with authorized access to organizational facilities
3.101(b) NiA Functional | Intersects With Authorizations PES-02  \(except for those areas within the facility officially designated as 5
lpublicly accessible)
lphysical access to equipment is limited to authorized individuals. [Physical access control mechanisms exist to maintain a current list
Physical Access of personnel with authorized access to organizational facilties
310.1(c] NiA Functional | Intersects With Authorizations PES-02  \(except for those areas within the facility officially designated as 5
lpublicly accessible)
PhYSICal eSS T operaiing emvironments (s imited to authorized Physical access control mechanisms exist to maintain a current list
individuals. Physical Access of personnel with authorized access to organizational facilities
3.10.d) NIA Functional | Intersects With Authorizations PES-02 |(except for those areas within the facility officially designated as s
lpublicly accessible)
3102 NA Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[the physical facility where that system resides is protected
3102001 A phy N ¥ p Functional subsetof | Physical & Environmental pesr  |Mechanisms exist to facilitate the operation of physical and 10
Protections lenvironmental protection controls
[the support infrastructure for that system is protected
310206 A PP V- P Functional subsetof | Physical & Environmental pesor  |Mechanisms exist to facilitate the operation of physical and 10
Protections lenvironmental protection controls
[the physical facility where that system resides is monitored
310200 A phy: Y Vs Functional subsetof | Physical & Environmental pesor  |Mechanisms exist to facilitate the operation of physical and 10
Protections lenvironmental protection controls.
[the physical facility where that system resides is monitored [Physical access control mechanisms exist to monitor for, detect and
3.102(0) NA Functional Subset OF | Monitoring Physical Access|  PES-05  [PISIcal accese contfo] machanens o 5
[the physical facility where that system resides is monitored Intrusion Alarms / [Physical access control mechanisms exist to monitor physical
3.102(c NIA Functional | Intersects With | 5\, veillance Equipment PES-05.1  lintrusion alarms and surveillance equipment. s
[the physical facility where that system resides is monitored [Facility security mechanisms exist to monitor physical access to
3.10.2(c] N/A Functional Intersects with | Monitoring Physical Access | peq g5 5 eritical systems or sensitive/regulated data, in addition to the 5
To Critical Systems Iphysical access monitoring of the facilty
[the support infrastructure for that system is monitored Physical & Environmental IMechanisms exist to facilitate the operation of physical and
3.102(d] A Functional Subset Of Protections PESO1lenvironmental protection controls 10
[the support infrastructure for that system is monitored. [Physical access control mechanisms exist to monitor for, detect and
3.10.21d) NA Functional Subset OF | Monitoring Physical Access|  PES-05  [PISIcal acecse forifo] machanens o 5
[the support infrastructure for that system is monitored. Intrusion Alarms / [Physical access control mechanisms exist to monitor physical
3.10.2(d] NIA Functional | Intersects With | 5\, veillance Equipment PES-05.1  lintrusion alarms and surveillance equipment. 5
[the support infrastructure for that system is monitored. [Facility security mechanisms exist to monitor physical access to
3.10.21d] A Functional | Intersects Witn | MOMitoring Physical Access | peg o5 5 critical systems or sensitive/regulated data, in addition to the 5
To Critical Systems Iphysical access monitoring of the facilty
3103 NA Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control

[visitors are escorted.
[Physical access control mechanisms exist to identify, authorize and
31030l N/A Functional | Intersects With Visitor Control PES-06  |monitor visitors before allowing access to the facility (other than 5
lareas designated as publicly accessible)

[visitors are escorted.
[Physical access control mechanisms exist to easily distinguish
PES-06.1 [between onsite personnel and visitors, especially in areas where 5
sensitive/regulated data is accessible.

3.10.30a] N/A Functional | Intersects witn | Distinguish visitors from

n-Site Personnel

|visitors are escorted.
[Physical access control mechanisms exist to restrict unescorted
3.10.3[a] N/A Functional Intersects With |Restrict Unescorted Access| ~ PES-06.3  [access to facilities to personnel with required security clearances, 5
fformal access authorizations and validate the need for access.

[Visitor activity is monitored.

[Physical access control mechanisms exist to identify, authorize and
3.10.3(b] N/A Functional | Intersects With Visitor Control PES-06  |monitor visitors before allowing access to the facility (other than 5
lareas designated as publicly accessible)

[Visitor activity is monitored.
[Physical access control mechanisms exist to easily distinguish
PES-06.1 [between onsite personnel and visitors, especially in areas where 5

Distinguish Visitors from
or sensitive/regulated data is accessible.

3.10.30b] N/A Functional Intersects With Site Personnel

[Visitor activity s monitored

IPhysical access control mechanisms exist to restrict unescorted

3.103(b] NA Functional | Intersects With |Restrict Unescorted Access|  PES-06.3 [access to facilities to personnel with required security clearances, 5
fformal access authorizations and validate the need for access.

[Determine if audit logs of physical access are maintained.
Physical access control mechanisms generate a log entry for each

3104 NA Functional | Intersects With |  Physical Access Logs PES-03.3 | et through controlled ingress and egresé points 5

3105 N/A Determine If: Functional | No Relationship N/A NA N/A 4 INo applicable SCF control
[physical access devices are identified.

[Physical access control mechanisms exist to enforce physical
y laccess authorizations for all physical access points (including
3.105lal A Functional | Intersects With | - Physical Access Control PS03 |designated entry/exit points) to facilties (excluding those areas 5
within the facility officially designated as publicly accessible).
[physical access devices are controlled.
[Physical access control mechanisms exist to enforce physical
y laccess authorizations for all physical access points (including
3.105(0) A Functional | Intersects With | - Physical Access Control PS03 |designated entry/exit points) to facilties (excluding those areas 5
within the facility officially designated as publicly accessible).
[physical access devices are managed.
[Physical access control mechanisms exist to enforce physical
y laccess authorizations for all physical access points (including
3.10.5(c] NA Functional | Intersects With | Physical Access Control PES-03 e e antrylexit points) (o facilities (extiuding thoss areas 5
within the facility officially designated as publicly accessible).

3106 NA IDetermine If: Functional | No Relationship N/A NA /A 4 INo applicable SCF control

[Safeguarding measures for CUI are defined for alternate work sites. [Physical security mechanisms exist to utilize appropriate
3.10.6(al NA Functional | Intersects With Alternate Work Site PES-11  [management, operational and technical controls at alternate work H
sites.
Safeguarding measures for CUI are enforced for alternate work sites. [Physical security mechanisms exist to utilize appropriate
3.10.6[b] NA Functional | Intersects With Alternate Work Site PES-11  [management, operational and technical controls at alternate work H
sites.

3111 NA Determine If: Functional | No Relationship N/A NA /A 4 INo applicable SCF control
fthe frequency to assess risk to organizational operations, organizational [Mechanisms exist to conduct recurring assessments of risk that
lassets, and individuals s defined. lincludes the likelinood and magnitude of harm, from unauthorized

laccess, use, disclosure, disruption, modification or destruction of
311.10a) N/A Functional | Intersects With Risk Assessment RSK-04 [the Technology Assets, Services andjor 5
IData (TAASD).
sk to organizational operations, organizational assets, and individuals [Mechanisms exist to conduct recurring assessments of fisk that
resulting from the operation of an organizational system that processes, lincludes the likelihood and magnitude of harm, from unauthorized
stores, or transmits CUI is assessed with the defined frequency. laccess, use, disclosure, disruption, modification or destruction of
3.11.10b) NA Functional | Intersects With Risk Assessment RSK-04 [the Technology Assets, Services and/or 5
IData (TAASD).

3112 NA [Determine If: Functional | No Relationship N/A NIA N/A 4 INo applicable SCF control
fthe frequency to scan for vuinerabilities in an organizational system and its Mechanisms exist to detect vulnerabilties and configuration errors
lapplications that process, store, or transmit CUI is defined.

311.2a] NA pp) pr Functional | Intersects With |  Vulnerability Scanning VRML06 e vaimerabilty scanning of systeme and applications H
Vulnerability scans are performed in an organizational system that processes, Mechanisms exist to detect vulnerabilties and configuration errors
stores, or transmits CUI with the defined frequenc ¥

3.11.2(b] NA quency. Functional | Intersects With |  Vulnerability Scanning VRML06 e vaimerabilty scanning of systeme and applications H
Vulnerability scans are performed in an appiication that contains CUI with the Mechanisms exist to detect vulnerabilties and configuration errors
defined frequency )

311.2(c] NA quency. Functional | Intersects With |  Vulnerability Scanning VRML06 e vaimerabilty scanning of systeme and appications H
Vulnerability scans are performed in an organizational system that processes, echanisms exist to detect vulnerabilties and configuration errors
stores, or transmits CUI when new vulnerabilities are identified. X

3.11.2(d] NA Functional | Intersects With |  Vulnerability Scanning VRML06 e vaimerabiity scanning of systeme and appications H
Vulnerability scans are performed in an application that contains CUI when Mechanisms exist to detect vulnerabilties and configuration errors
Inew vulnerabilities are identified. -

3.11.2(e] NA Functional | Intersects With | Vulnerability Scanning VRML06 e vuimerabiity scanning of systeme and appications H

3113 NA Determine If: Functional | No Relationship N/A NA N/A 4 INo applicable SCF control

Vulnerabilities are identified. Vulnerability Remediation [Mechanisms exist to ensure that vulnerabilities are properly

3.11.3(a) NA Functional | Intersects With VPM02 T seked and remediated. 5
Vulnerabilities are remediated in accordance with risk assessments. Vulnerability Remediation ) [Mechanisms exist to ensure that vulnerabilities are properly

3.11.3(b) NA Functional | Intersects With VM0 cked and remediated. 5

3121 N/A [Determine If: Functional | No Relationship N/A N/A /A 4 INo applicable SCF control

the frequency of security control assessments is defined. Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience
312100 NA Functional | Intersects With Resilience Controls CPL0O2  |controls oversight function that reports to the organization's H
ersig lexecutive leadership.
jsecurity controls are assessed with the defined frequency to determine if the Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience
3.12.1[b] N/A lcontrols are effective in their application. Functional Intersects With Resilience Controls CPL-02 lcontrols oversight function that reports to the organization's 5
versight lexecutive leadership.

3122 N/A [Determine If: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
deficiencies and vulnerabilities to be addressed by the plan of action are 2) Applicable security, compliance and/or resilience control;
identified. 3) Description of the deficiency(ies);

Capabilities Deficiency ’ 4) Risk associated with the deficiency(ies);
3.12.2(a) NA Functional | Intersects With 180-05  [ig) Gt e deficioncy identification/detection: 5
§) Terporary compensating control,  applicable;
7) Point of Contact (POC asset/process owner)
[a plan of action is developed to correct identified deficiencies and reduce or 2 ADPICRble securtty, complince andior resiience Contral
leliminate identified vulnerabilities. i ; 3) Descripton ofthe deficencyles);
Capabilties Deficiency ’ 4) Risk associated with the deficiency(ies);
3.42.210) A Functional | Intersects With Tracking 1005 |(5) Source deficiency identification/detection; s
6) Terporary compensating control, i applicable;
7) Point of Contact (POC) (e. er)
[the plan of action is implemented to correct identified deficiencies and 2) Applicable security, compliance and/or resilience Control;
reduce or eliminate identified vulnerabilities. i ; 3) Descripton ofthe deficencyles);
Capabilties Deficiency ’ 4) Risk associated with the deficiency(ies);
3.12.2(c) NA Functional | Intersects With 180-05  [id) St e deficioncy identification/detection; 5
6) Temporary compensating controls |(apphcable,
(7) Point of Contact (POC) ( er)
[Determine if security controls are monitored on an ongoing basis to ensure Security, Compliance & [Mechanisms exist to prowde a security, compnance and resilience
3123 N/A [the continued effectiveness of those controls. Functional Intersects With Resilience Controls CPL-02 lcontrols oversight function that reports to the organization's 5
Oversight lexecutive leadership.
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Focal Document Element (FDE) Description STRM Secure Controls Framework (SCF) -
onship ontrol Descrip
3124 NA Determine If: Functional | No Relationship NA NA NA ) INo applicable SCF control
a system security plan is developed. [Mechanisms exist to generate authoritative documentation (.g.,
ystem securty Plan (S5P) trat:
Applied Security, ) taenties
3.12.40a] NA Functional | Intersects With | Compliance and Resifence| 14003 [in.scope Technolody Assets, Applcations andor Services (TAAS): B
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the system
[the system boundary is described and documented in the system security IMechanisms exist to generate authoritative documentation (e.g.,
plan. System Securty Plan (55P) thats
Applied Security, (1) Identifies key
3.12.4(b] NA Functional | Intersects With | Compliance and Resifence| 1003 [i.scope Technolody Assets, Applcations andjor Services (TAAS): B
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the system
[the system environment of operation is described and documented in the IMechanisms exist to generate authoritative documentation (e.g.,
system security plan, System Security Plan (SSP)) that:
Applied Security, (1) Identifies key and
3.12.400] NA Functional | Intersects With | Compliance and Resifence| 14003 [i.scope Technolody Assets, Applcations andjor Services (TAAS): B
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the system
[the security requirements identified and approved by the designated [Mechanisms exist to generate authoritative documentation (e.g.,
lauthority as non-applicable are identified ystem securty Plan (s5P) that:
Applied Security, (1) identifies
3.12.40d) NA Functional | Intersects With | Compliance and Resifence| 14003 [in.scope Technolody Assets, Applcations andjor Services (TAAS): B
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the system
lthe method of security requirement implementation is described and IMechanisms exist to generate authoritative documentation (e.g.,
documented in the system security plan. System Security Plan (SSP)) that:
Applied Security, (1) Identifies key and
3.12.40e] NA Functional | Intersects With | Compliance and Resifence| 14003 [i.scope Technolody Assets, Applcations andor Services (TAAS): 5
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the system
[the relationship with or connection to other systems Is described and IMechanisms exist to generate authoritative documentation (e.g.,
documented in the system security plan. System securty Pan (559) that:
Applied Security, (1) Identifies key
3.12.41f) NA Functional | Itersects With | Complance and Recifence|  1A0:03 [ scope Technaiogy Acects Applications sndor Services (TAAS) 5
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data and/or Facllities (PPTDF) that are contained within the system
[the frequency to update the system security plan is defined IMechanisms exist to generate authoritative documentation (e.g.,
System securty Plan (559) tht:
Applied Securiy, (1) Identifies on
3.12.419) NA Functional | Intersects With | Compliance and Resifence| 1003 [i-scope Technology Assets, Applications andior Serices (TAAS): 5
Controls Documentation (2) Reflects the current state of applied security, compliance and
resilience controls on applicable People, Processes, Technologies,
Data and/or Facllities (PPTDF) that are contained within the system
system security plan is updated with the defined frequency. IMechanisms exist to generate authoritative documentation (e.g.,
System Securty Pan (559) tha:
Applied Security, (1) Identifies key
3.12.410) NA Functional | Itersects With | Complance and Resiience|  1A0:03 [ scope Technaiogy Acects Applichtions andor Services (TAAS) 5
Controls Documentation (2) Reflectsthe current state of appled securiy, complance and
resilience controls on applicable People, Processes, Technolog
Data andior Facilties (bPTDF) that are contained within the system
3131 N/A Determine If: Functional | No Relationship NA NA NA 0 INo applicable SCF control
[the external system boundary is defined. [Mechanisms exist to monitor and control communications at the
3.13.10a) N/A Functional | Intersects With | Boundary Protection NET-03  [external network boundary and at key internal boundaries within s
the network
ey internal system boundaries are defined. [Mechanisms exist to monitor and control communications at the
3.13.10b) N/A Functional | Intersects With | Boundary Protection NET-03 [external network boundary and at key internal boundaries within s
the network
lcommunications are monitored at the external system boundary. [Mechanisms exist to monitor and control communications at the
313100 N/A Functional | Intersects With | Boundary Protection NET-03  [external network boundary and at key internal boundaries within B
the networl
lcommunications are monitored at key internal boundaries. [Mechanisms exist to monitor and control communications at the
3.13.10d) N/A Functional | Intersects With | Boundary Protection NET-03  [external network boundary and at key internal boundaries within B
the network
31310 A lCommunications are controlled at the external system boundary, ronctioma | interescts with P NET02.0 |Mecharisms exist o Implement and manage a secure guest S
lcommunications are controlled at the external system boundary. [Mechanisms exist to monitor and control communications at the
3.13.10e] NA Functional | Intersects With | Boundary Protection NET-03 |external network boundary and at key internal boundaries within 5
the network
lcommunications are controlled at key internal boundaries. [Mechanisms exist to monitor and control communications at the
313111 A Functional | Intersects With | Boundary Protection NET-03 |external network boundary and at key internal boundaries within 5
the network
213.410) A [Communications are protected at the external system boundary, ronctioma | intersscts with P NET-02.2 [ Mechanisms exist to implement and manage a secure guest S
2 |network.
lcommunications are protected at the external system boundary; [Mechanisms exist to monitor and control communications at the
3.13.1(g) NA Functional | Intersects With | Boundary Protection NET-03 |external network boundary and at key internal boundaries within 5
the network
lcommunications are protected at key internal boundaries [Mechanisms exist to monitor and control communications at the
3.13.100) NA Functional | Intersects With | Boundary Protection NET-03 |external network boundary and at key internal boundaries within 5
the network
3132 NA Determine If: Functional | No Relationship NA NA NA 0 INo applicable SCF control
architectural designs that promote effective information security are Mechanisms exist to facilltate the implementation of industry-
identified cecure b recognized security, compliance and resilience practices in the
ecure Engineering ' esign, an
3.13.2(a] NiA Functional Subset Of Principles SEAOL | dification of Technology Assets, Applications and/or Services 10
(TAAS)
Software development techniques that promote effective information security Secure Software Mechanisms exist to develop appiications based on Secure
3.13.2[b] N/A jare identified. Functional Intersects With | Development Practices TDA-06  [Software Development Practices (SSDP). 5
(S5DP)
systems engineering principles that promote effective information security Mechanisms exist to facilltate the implementation of industry-
are identified. cecure b recognized security, compliance and resilience practices in the
ecure Engineering esign, ion an
3.13.20c NA Functional Subset Of SEA-01 10
c] % uncti Principles Imodification of Technology Assets, Applications and/or Services
(TAAS)
[dentified architectural designs that promote effective Information security Mechanisms exist to facilltate the implementation of industry-
are employed cecure b recognized security, compliance and resilience practices in the
ecure Engineering ' design, ion an
3.13.2(d] NiA Functional Subset Of Principles SEAOL | dification of Technology Assets, Applications and/or Services 10
(TAAS)
[dentified software development techniques that promote effective Secure Software Mechanisms exist to develop appiications based on Secure
3.13.20e] N/A information security are employed. Functional | Intersects With | Development Practices TDA-06  [Software Development Practices (SSDP). 5
(55DP)
[dentified systems engineering principles that promote effective information Mechanisms exist to facilltate the implementation of industry-
security are employed. cecure b recognized security, compliance and resilience practices in the
ecure Engineering esign an
3.13.2(1 NA Functional Subset Of SEA-01 . 10
[f] % uncti Principles Imodification of Technology Assets, Applications and/or Services
(TAAS)
3133 NA Determine If: Functional | No Relationship NA NA NA 0 INo applicable SCF control
lUser functionality is identified [Mechanisms exist to separate user functionality from system
3.13.3(a) NA Functional | Intersects With | Application Partitioning | SEA-03.2 | 11eCenIemS &xi 1o separ 5
system management functionality 1s identified. [Mechanisms exist to separate user functionality from system
3.13.3(b) NA Functional | Intersects With | Application Partitioning | SEA-03.2 |[1eCTenIemS Sxi 10 separ 5
lUser functionallty is separated from system [Mechanisms exist to separate user functionality from system
3.13.3(c) NA Functional | Intersects With | Application Partitioning | SEA-03.2 | l1eCTenIems Sxis Lo sebar 5
Determine If unauthorized and unintended information transfer via shared Information In Shared Mechanisms exist to prevent unauthorized and unintended
3134 A system resources is prevented, Functional | Intersects With ces SEA0S transfer via shared system resources s
3135 N/A Determine If: Functional | No Relationship NA NA NA 0 INo applicable SCF control
lpublicly accessible system components are identified. Mechanisms exist to ensure network architecture utilizes network
Network Segmentation segmentation to isolate Technology Assets, Applications and/or
3.13:50a1 N/A Functional | Intersects with | (o0t e o) NET-06  |Services (TAAS) to protect from other network resources. 5
Subnetworks for publicly accessible system components are physically o [Mechanisms exist to ensure network architecture utilizes network
logically separated from internal network Network Segmentation segmentation to isolate Technology Assets, Applications and/or
3.135[b] N/A Functional | Intersects with | (=080 e o) NET-06 |Services (TAAS) to protect from other network resources. 5
3136 N/A Determine If: Functional | No Relationship NA NA NA 0 INo applicable SCF control
Inetwork communications traffic is denied by default. - o conflaure frewall and router configurations &
lechanisms exist to configure firewall and router configurations to
3.13.60a] N/A Functional | Intersects with | Dery Traffic by Defoult & | ero4.1  |deny network traffic by default and allow network traffic by 5
y Excep! lexception (e.g., deny all, permit by exception).
Inetwork communications traffic s allowed by exception
Deny Traffic by Default & pechanisms existto confgur frewal and outer confgurations to
3.13.6[b] N/A Functional Intersects With A"m‘f Traffic J Exception NET-04.1  |deny network traffic by default and allow network traf 5
lexception (e.g., deny all, permit by exception).
Determine If remote devices are prevented from simultancously establishing - -
Inon-remote connections with the system and communicating via some other [Mechanisms exist to prevent split tunneling for remote devices
3137 NA Connection to resources in external networks (6., spiit tunneling). Functional | Intersects With Split Tunneling CFG-03.4 [unless the split tunnel is securely provisioned using organization- B
defined safeguards
3138 N/A Determine If: Functional | No Relationship NA NA NA 0 INo applicable SCF control
ryptographic mechanisms intended to prevent unauthorized disclosure of Use of Cryptograpic IMechanisms exist to facilitate the implementation of cryptographic
3.13.8[a] N/A ICUI are identified. Functional Subset Of ryptograpl CRY-01 Iprotections controls using known public standards and trusted 10
Controls lcryptographic technologies.
313800 A crptographic mechanims nended o prevent unauthorized dislosure of ronctional | intersects with Tranemission CRvo [CrPograpTic mechansms exit o protect the confidentiality of S
ata
alternative physical safeguards intended to prevent unauthorized disclosure Aternate Physica ot o prevent ecoue
of CUI are identified y
3.13.8(b] NiA Functional | Intersects With Protection CRY-0LL | e et s physical safeguards. s
either cryptographic mechanisms or alternative physical safeguards are Aternate Physica ot 0 prevent ecoue
implemented to prevent unauthorized disclosure of CUI during transmission. y
3.13.8(c] NiA P P 9 Functional | Intersects With Protection RY-0LL | e et s physical safeguards. s
3139 N/A Determine If: Functional | No Relationship NA NA NA 0 INo applicable SCF control
2 period of Inactivity to terminate network connections associated with Network Connection IMechanisms exist to terminate network connections at the end of a
communications sessions s define .
3.13.90] NiA Functional | Intersects With Termination NET-07  |cassion or after an organization-defined time period of inactivity. 5
network connections associated with communications sessions are Network Connection IMechanisms exist to terminate network connections at the end of a
lterminated at the end of the sessions .
3.13.90b] NiA Functional | Intersects With Termination NET-07  |cassion or after an organization-defined time period of inactivity. B
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Notes

terminated after the defined period of inactivity. .
3.13.9(c] N/A i period of inactivity. Functional | Intersects With Termination NET-07  lcession or after an organization-defined time period of inactivity. 5
3.13.10 NA Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
keys are blished whenever cryptography is employed. Mechanisms exist to securely implement an internal Public Key
3.13.10(a) N/A Functional | Intersects witn | PuPlc Key (Bffastructure CRY-08 [infrastructure (PKI) infrastructure or obtain PKI services from a 5
reputable PKI service provider.
Keys are established whenever cryptography is employed Cryptogranhic Ke [Mechanisms exist to facilitate cryptographic key management
3.13.10(a N/A Functional | Intersects With Management CRY-09 |controls to protect the confidentiality, integrity and availability of 5
keys.
Cryptographic keys are managed whenever cryptography 1s employed Public Key Ifrastracture [Mechanisms exist to securely implement an internal Public Key
3.13.10(b) N/A Functional | Intersects With o CRY-08 [infrastructure (PKI) infrastructure or obtain PKI services from a 5
reputable PKI service provider.
CryPtographic keys are managed whenever cryptography 1s employed Cryptogranhic Ke [Mechanisms exist to facilltate cryptographic key management
3.13.10(b) N/A Functional | Intersects With Maragement CRY-09 |controls to protect the confidentiality, integrity and availability of 5
keys.
Determine if FIPS-validated cryptography is employed to protect the Use of Cryptographic [Mechanisms exist to facilltate the implementation of cryptographic

31311 N/A of cul Functional Subset Of Carpodree! CRY-01 protections controls using known public standards and trusted 10

cryptographic technologies

St A Betermine [ FPS validated cryptoaraphy s employed o protectthe ronctioma | interescts with Transmission CRvn|Goqpoametic mecharims e rotect e confertalty of S

3.13.12 N/A Determine If: Functional | No Relationship NA NA N/A ) INo applicable SCF control

Computing devices are identified.
IMechanisms exist to unplug or prohibit the remote activation of
mputing devices with the following exceptions
3.13.12(a) N/A Functional | Intersects witn | Collaborative Computing END-14  [(1) Networked whiteboards; 5
(2) Video teleconference cameras; and
(3) Teleconference microphones
Computing devices provide indication to Users of devices In use.
IMechanisms exist to unplug or prohibit the remote activation of
computing devices with the following exceptions:
3.13.12(b) N/A Functional | Intersects witn | Collaborative Computing END-14  [(1) Networked whiteboards; 5
(2) Video teleconference cameras; and
(3) Teleconference microphones.
remote activation of collaborative computing devices is prohibited
echanisms exist to unplug or profit the remote activation of
. mputing devices with the following exceptions
3.13.12(c) N/A Functional | Intersects witn | Collaberative Computing END-14 |(1) Networked whiteboarde: 5
(2) Video teleconference cameras; and
(3) Teleconference microphones.

3.13.13 NA Determine If: Functional | No Relationship NA NA NA 0 INo applicable SCF control
3.13.131a] A lUse of mobile code is controlled ronctionat | intersects with obie Code END-10 _|Mechanisms exist to address mobile code / operating system- S
2313.1310) A lUse of mobile code s monitored ronctioma | interescts with obie Code iND-10 _|Mechanisms exist to address mobile code / operating system- S

31314 N/A Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control

lUse of Voice over Internet Protocol (VoIP) technologies is controlled. [Mechanisms exist to protect the confidentiality, integrity and
3.13.14(a) N/A Functional | Intersects With | Electronic Messaging NET13 e o etomie mesenging 5
lUse of Voice over Internet Protocol (VoIP) jes is monitored. [Mechanisms exist to protect the confidentiality, integrity and
3.13.14(b) N/A Functional | Intersects With | Electronic Messaging NET13 e o etomie mesenging 5
s A Determine i the of communications sessions s protected. Functional | ntersects with Sesslon Integrity NET0g [echaniams exist o protect the authenticty and inteariy of S
[Determine If the confidentiality of CUI at rest is protected Endpoint Protection [Mechanisms exist to protect the confidentiality, integrity,
3.13.16 A Functional | Intersects With Measures END-02 Javailability and safety of endpoint devices. s
3141 NA Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
[the time within which to identify system flaws is specified. Vulnerability & Patch ) ]
IMechanisms exist to facilitate the implementation and monitoring
3.14.10a] NA Functional Subset OF Hanagement program VPM-01 |t inerability management controls. 10
system flaws are identified within the specified time frame Vuinerability & Patch - -
IMechanisms exist to facilitate the implementation and monitoring
3.14.1[b] N/A Functional Subset Of Management Program VPM-01 lof vulnerability management controls. 10
[the time within which to report system flaws is specified Vuinerabilty & Patch
Mechanisms exist to faciate the mplementation and monioring
3.14.1(c] N/A Functional Subset Of Management Program VPM-01 lof vulnerability management control 10
system flaws are reported within the specified time frame Vuinerabilty & Patch - ]
IMechanisms exist to facilitate the implementation and monitoring
3141001 NA Functional Subset Of Management program VRMOL L e rability management controls 10
[the time within which to correct system flaws is specified. Vuinerabilty & Patch - -
IMechanisms exist to facilitate the implementation and monitoring
3.14.1[e] N/A Functional Subset Of 5"399('\?;;‘;'“9’5'“ VPM-OL | ¢ uinerability management controls, 10
system flaws are corrected within the specified time frame. Vuinerabilty & Patch
Mechanisms exist to faciate the mplementation and monioring
31410 N/A Functional Subset Of Ma"age('\?gatpr'"ugm"‘ VPM-OL | Vuinerability management control 10
3142 N/A Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
designated locations for malicious code protection are identified.
3142000 A Functional | Intersects with | Malicious Code Protection | o o, [Mechanisms exist to utilize antimalware technologies to detect and 5
(Anti-Malware) leradicate malicious code.
lprotection from malicious code at designated locations is provided -
3142060 A Functional | Intersects with | Malicious Code Protection | o o0 [Mechanisms exist to utilize antimalware technologies to detect and 5
(Anti-Malware) leradicate malicious code.
3143 N/A Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
response actions to system security alerts and advisorles are Identified Mechanisms exist to review event logs on an ongoing basis and
3.14.30a] N/A Functional | Intersects With | Security Event Monitoring |  MON-01.8 [escalate incidents in accordance with established timelines and s
procedures.
system security alerts and advisories are monitored. Mechanisms exist to review event 10gs on an ongoing basis and
3.14.3(b] NA Functional | Intersects With | Security Event Monitoring |  MON-01.8  [escalate incidents in accordance with established timelines and B
procedures.
factions in response to system security alerts and advisories are taken. Mechanisms exist to review event 10gs on an ongoing basis and
3143 N/A Functional | Itersects With | Security Event Monitoring |  MON-01.8 _[eScalate incidents in accordance with estapished timelines and s
procedures.
Determine If malicious Code protection mechanisms are updated when new ‘Automatic Antimalware [Automated mechanisms exist to update antimalware technologies,
3144 N/A releases are available. Functional | Intersects With | " signature Updates END-04.1lincluding signature definitions. >
3145 NA Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
he frequency for malicious code scans s defined. Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and
3.1450a] N/A Functional | Intersects With e END-04  [Mechanisms exist to iz B
malicious code scans are performed with the defined frequency. Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and
3.14.50b] N/A Functional | Intersects With e END-04  [Mechanisms exist to utliz B
o o hes ooy 2 S0UfCes as files are Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and
downloaded, opened, or executed are performed. -
3.14.5(c] N/A 2 P Functional | Intersects With RS END-o4  |Mechanisms exist to utl B
real-time malicious code scans of files from external sources as files are
pened, or executed are performed IMechanisms exist to ensure that anti-malware technologies are
. ' lcontinuously running in real-time and cannot be disabled or altered
31450 N/A Functional | Intersects With | Always On Protection D047 O el el authortan 5
Imanagement on a case-by-case basis for a limited time period.
3146 N/A Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
fthe system is monitored to detect attacks and indicators of potential attacks Inbound & Outbound iechanisms existto continuously moritor nbound and outbound
3.14.6[a] N/A Functional Intersects With | 0 0oHne O O MON-01.3 traffic for unusual o activities or 5
lconditions.
inbound communications traffic is monitored to detect attacks and indicators I nbound & Outbound Mechanisms exist to continuously monitor inbound and outbound
3.14.6[b] N/A lof potential attacks. Functional Intersects With | 1 0oHne o O e MON-01.3 ffic for unusual or activities or 5
lconditions.
loutbound communications traffic is monitored to detect attacks and I nbound & Outbound Mechanisms exist to continuously monitor inbound and outbound
3.14.6[c] N/A iindicators of potential attacks. Functional Intersects With | /1 0oHne o e MON-01.3 ffic for unusual or activities or 5
lconditions.
3147 N/A Determine If: Functional | No Relationship NA NA N/A 0 INo applicable SCF control
lauthorized use of the system is defined.
|Automated mechanisms exist to correlate both technical and non-
Correlate Monitoring y technical information from across the enterprise by a Security
314.70a) A Functional | Intersects With Information MON-02.1  \ircident Event Manager (SIEM) or similar automated tool, to s
lenhance organization-wide situational awareness.
Unauthorized use of the system is identified
|Automated mechanisms exist to correlate both technical and non-
3147000 A Functional | Intersects witn | Correlate Monitoring MON-02.1 _|technical information from across the enterprise by a Security s

Information

Incident Event Manager (SIEM) or similar automated tool, to
lenhance organization-wide situational awareness.
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