NIST IR 8477-Based Set Theory Relationship Mapping (STRM) [ZITILPEMIR NiST SP 800 - 172 R3 - Enhanced Security Requirements for Protecting Controlled Unclassified Information

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URL: nist. 172/r3/final
STRM Guidance: heory pping Published STRM URL: ! 172-13.pdf
STRM STRM Secure Controls Framework (SCF Strength of
FDE Name SCF Control (5¢h) O NIST800-53 RS
ationale __Relationshi Control Description Relationship
Enforce dual for defined exist to enforce a two-person rule for
03.01.01E Dual izati privileged and/or other defined actions]. | Functional |Intersects With|  Two-Person Rule HRS-12.1 | changes to sensitive Technology Assets, Applications and/or Sevices 5 AC-03(02)
mARS).
Enforce dual for defined Automated mechanisms exist to enforce dual authorization for
- Dual Authorization for
03.01.01E Dual privileged and/or other defined actions]. | Functional |Intersects With IAC-20.5 |privileged commands. 5 AC-03(02)
Privileged Commands
Non-Organizationally | Fo5U79t e Use of non-orgarizationally owned systems or system Non-O exist to restrict the use of non-organizationally owned
05.01.026 Oumes Syetom.. . |comPonents to process, store, or ransmit CUI using [Assignment: | ¢l Owned Tochnology | o o - [Technology Assets, Applications and/or Services (TAAS)to process, s AC-2009)
organization-defined restrictions]. Assets, Applications store or transmit organizational information.
Restricted Use
and/or Services (TAAS)
03.01.03E N/A BEoT Functional No N/A N/A N/A 0 N/A
Limit the number of concurrent sessions for each [Assignment: Mechanisms exist to develop, document and maintain secure baseline
c Session defined account and/or account type] to Secure Baseline for gy Assets, and/or Services
03.01.04E oo vpel Functional | Intersects With CFG-02 ! 5 AC-10
Control [Assignment: organization-defined number]. Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Limit the number of concurrent sessions for each [Assignment: Mechanisms exist to limit the number of concurrent sessions for each
Concurrent Session Concurrent Session
03.01.04E organization-defined account and/or account type] to Functional ~ [Intersects With 1AC-23  |system account. 5 AC-10
Control ; Control
defined numberl.
Limit the number of concurrent sessions for each [Assignment: existto generate i (eg.
organization-defined account and/or account type] to System Security Plan (SSP)) that:
[Assignment: organization-defined number]. (1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Concurrent Session Compliance and
03.01.04€ Functional | Intersects With pl 1A0-03 | (2) Reflects the current state of applied security, compliance and s A0
Control Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
chanves
Automated Monitoring | Employ automated mechanisms to monitor and control remote Austomated Monitoring & Automated mechanisms exist to monitor and control remote access
03.01.05€ and Control for Remote |access methods. Functional ~ [Intersects With aron OIS | NET14.1 | sessions. 5 AC-17(01)
Access
Protect information about remote access mechanisms from existto generate i (eg.
unauthorized use and disclosure. System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, i ;
Protection of Remote C;;;:“ o sec a:; s;o:eﬂTe::h::LogyAsslel:. :\pp'l\can‘cn: and/or Semcels (TAAS); |
03.01.06E Access Mechanism Functional |Intersects With omP! 1A0-03  |(2) Reflects the current state of applied security, compliance an 5 AC-17(06)
Information Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes
Protection of Remote | Protect information about remote access mechanisms from Mechanisms exist to define, control and review organization-approved,
03.01.06E Access use and discl Functional ~[Intersects With| ~ Remote Access NET-14 |secure remote access methods. 5 AC-17(06)
Autormated Audit Actions | U5 @Utomated mechanisms to audit account creation, Automated System ‘Automated mechanisms exist to support the management of system
03.01.07E PR modification, enabling, disabling, and removal actions. Functional ~ [Intersects With | AccountManagement | IAC-15.1 |accounts (e.g., directory services). 5 AC-02(04)
(Directory Services)
Automated Audit Actions Use automated mechanisms to audit account creation, Automated mechanisms exist to audit account creation, modification,
03.01.07E PR modification, enabling, disabling, and removal actions. Functional ~ [Intersects With | Automated Audit Actions | 1AC-15.4 | enabling, disabling and removal actions and notify organization- 5 AC-02(04)
defined personnel o roles.
a. Monitor system accounts for [Assignment: organization-defined existto define roles & for
Account Monitoring for |atypical usage]. Defined Roles & all personnel.
03.01.08E e typicalusagel Functional ~ [Intersects With HRS-03 P 5 AC-02(12)
Atypical Usage b. Report atypical usage of system accounts to [Assignment: Responsibilities
defined personnel or roles].
a. Monitor system accounts for [Assignment: organization-defined Mechanisms exist to define specific Indicators of Compromise (I0C) to
Account Monitoring for |a ical usage]. Indicators of dentify the signs of potential cybersecurity events.
03.01.08E e typical usage] Functional | Intersects With © |RO-03 | 1dentify the signs of potential ey ury ev 5 AC-02(12)
AupicalUsage | b. Report atypical usage of system accounts to [Assignment: Compromise (10C)
defined personnel or roles].
a. Monitor system accounts for [Assignment: organization-defined Mechanisms exist to review event logs on an ongoing basis and
Account Monitoring for |af ical usage]. escalate incidents in accordance with established timelines and
03.01.08E e typical usage] Functional | Intersects With | Security Event Monitoring| MON-01.8 inet ! Wi . imell 5 AC-02(12)
Atypical Usage b. Report atypical usage of system accounts to [Assignment: procedures.
defined personnel or roles].
a. Monitor system accounts for [Assignment: organization-defined Automated mechanisms exist to identify and alert on Indicators of
Account Monitoring for |atypical usage]. Monitoring for Indicators Compromise (IoC).
03.01.08E g typical usage] Functional | Intersects With gforl MON-11.3 | ComPromise (1oC) 5 AC-02(12)
AupicalUsage  |b. Report atypical usage of system accounts to [Assignment: of Compromise (10C)
defined personnel or roles].
a. Monitor system accounts for [Assignment: organization-defined Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
Account Monitoring for |a ical usage]. and/or User Acti Monitoe (UAM) solutions to detect and respond
03.01.08E g typical usage] Functional | Intersects With| Anomalous Behavior | MON-1g |and/or User Activity Monitoring (UAM) solution: nd respon 5 AC-02(12)
Atypical Usage b. Report atypical usage of system accounts to [Assignment: to anomalous behavior that could indicate account compromise or
defined personnel or roles]. other malicious activities.
a. Enforce attribute-based access control policy over defined exist to enforce Attribute-Based Access Control (ABAC)
Attribute-Based Access |subjects and objects. Attribute-Based Access for policy-driven, dynamic authorizations that si orts the secure
03.01.09E Lol nd ob} Functional | Intersects With 1AC-29 " policy-driven, dymamic authorization uppor ur 5 AC-03(13)
Control b. Control access based upon [Assignment: organization-defined Control (ABAC) sharing of information.
attributes to assume access
Use [Assignment: organization-defined security attributes] Mechanisms exist to associate security attributes with information,
ted with -defined source and destination objects to enforce defined information flow
Object Security Object Security
03.01.10E Attributes source, and destination objects] to enforce [Assignment: Functional Intersects With Attributes NET-04.2 [control configurations as a basis for flow control decisions. 5 AC-04(01)
organization-defined information flow control policies] as a basis
for flow control decisions.
Use [Assignment: organization-defined security attributes] ‘Automated mechanisms exist to evaluate access requests against
Object Security ted with . on-defined i | oty Decision Point established criteia to dynamically and uniformiy enforce access rights
03.01.108 bt source, and destination objects] to enforce [Assignment: Functional ~ [Intersects With e NET-04.7 [and permissions. 5 AC-04(01)
organization-defined information flow control policies] as a basis
for flow control decisions.
a. Enforce a role-based access control policy over defined exist to define roles & for
Role-Based Access | subjects and objects. Defined Roles & all personnel.
03.01.11E e nd ob) Functional | Intersects With HRS-03 personn 5 AC-03(07)
Control b. Control access based upon [Assignment: organization-defined Responsibilities
roles and users authorized to assume such roles].
a. Enforce a role-based access control policy over defined Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Role-Based Access s ts Role-Based Access Technol Assets, Applicati i/or Data (TAASD) t¢
05.01.11€ subjects and objects. Functional | intersects With 1ac.os _|Technology Assets, Applications, Services and/or Data (TAASD) to s AC-0307)
Control b. Control access based upon [Assignment: organization-defined Control (RBAC) restrict access to individuals assigned specific roles with legitimate
roles and users authorized to assume such rolesL. business needs.
a. Enforce a role-based access control policy over defined ‘Automated mechanisms exist to support the management of system
Role-Based Access bjects and object: Automated System ts (e.g., direct ).
- n nts (e.g. directory services).
03.01.11E sublects and abjects. Functional |Intersects With| AccountManagement | IAC-15.1 |2CCOUNts (&€, directory services 5 AC-03(07)
Control b. Control access based upon [Assignment: organization-defined °
(Directory Services)
roles and users authorized to assume such rolesL.
Physical or Logical Separate CUI flows logically or physically using [Assignment: Mechanisms exist to monitor and control communications at the
03.01.12E v defined and/or Functional |Intersects With| ~ Boundary Protection NET-03  |external network boundary and at key internal boundaries within the, 5 AC-04(21)
Separation of CUI Flows
network.
Physical or Logical Separate CUI flows logically or physically using [Assignment: ) Network Segmentation Mechanisms exist to implement network segmentation within network
03.01.12€ defined and/or Functional ~ [Intersects With ’ NET-06 to isolate Assets, and/or 5 AC-04(21)
Separation of CUI Flows (macrosegmentation)
Services (TAAS) from other network resources.
03.01.13E Metadata Enforce information flow control based on [Assignment: Functional Intersects With Metadata NET-04.5 Mechanisms exist to enforce information flow controls based on 5 AC-04(06)
defined metadatal metadata.
Enforce information flow control based on [Assignment: oty Decision ot ‘Automated mechanisms exist to evaluate access requests against
03.01.13€ Metadata organization-defined metadatal. Functional ~ |Intersects With 4 ps NET-04.7 [established criteria to dynamically and uniformly enforce access rights 5 AC-04(06)
and permissi
Enforce information flow control based on [Assignment: Automated mechanisms exist to utilize data type identifiers to validate
03.01.13€ Metadata organization-defined metadatal. Functional ~ [Intersects With |  Data Type Identifiers | NET-04.8 |data essential for information flow decisions when transferring 5 AC-04(06)
between different security domains.
a. Enforce information flow control using [Assignment: Mechanisms exist to create and maintain a map of Technology Assets,
organization-defined security policy filters] as a basis for flow Applications and/or Services (TAAS) where sensitive and/or regulated
control decisions for [Assignment: organization-defined data is stored, transmitted or processed.
03.01.14E Security Policy Filters | information flows]. Functional ~ [Intersects With| Data Action Mapping | AST-02.8 5 AC-04(08)
b. [Selection (one or more): Block; Strip; Modify; Quarantine] data
after a filter ing failure in with
d security policyl.
a. Enforce information flow control using [Assignment: Mechanisms exist to maintain network architecture diagrams that:
d security policy filters] as a basis for flow (1) Contain sufficient detail to assess the security of the network's
control decisions for [Assignment: organization-defined Network Diagrams & architecture;
03.01.14E Security Policy Filters | information flows. Functional  [Intersects With|  Data Flow Diagrams | AST-04 | (2) Reflect the current architecture of the network environment; and 5 AC-04(08)
b. [Selection (one or more): Block; Strip; Modify; Quarantine] data (DFDs) (3) Document all sensitive and/or regulated data flows.
after a filter ing failure in with [Assi
defined security policyl.
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a. Enforce information flow control using [Assignment: Mechanisms exist to develop, document and maintain secure baseline
organization-defined security policy fiters] as a basis for flow for gy Assets, and/or Services
control decisions for [Assignment: organization-defined Secure Baseline (TAAS) that are consistent with industry-accepted system hardening
03.01.14E Security Policy Filters | information flows]. Functional | ntersects with| "o BETE CFG-02  |standards. 5 AC-04(08)
b. [Selection (one or more): Block; Strip; Modify; Quarantine] data
after a filter failure in with
defined securitv bolicvl.
a. Enforce information flow control using [Assignment: ‘Automated mechanisms exist to evaluate access requests against
organization-defined security policy fiters] as a basis for flow established criteria to dynamically and uniformly enforce access rights
control decisions for [Assignment: organization-defined Policy Desision Point and permissions.
03.01.14E Security Policy Filters [ information flows]. Functional ~ [Intersects With pes NET-04.7 5 AC-04(08)
b. [Selection (one or more): Block; Strip; Modify; Quarantine] data
after a filter failure in with [Assi
defined securitv nolicvl.
a. Enforce information flow control using [Assignment: ‘Automated mechanisms exist to utilize data type identifiers to validate
organization-defined security policy flters] as a basis for flow data essential for information flow decisions when transferring
control decisions for [Assignment: organization-defined information between different security domains.
03.01.14E Security Policy Filters [ information flows]. Functional ~|[Intersects With |  Data Type Identifiers | NET-04.8 5 AC-04(08)
b. [Selection (one or more): Block; Strip; Modify; Quarantine] data
after a filter failure in with
defined securitv nolicvl.
Use [Assignment: organization-defined data type identifiers] to ‘Automated mechanisms exist to utilize data type identifiers to validate
03.01.15€ Data Type Identifiers | validate data that is essential for information flow decisions when | Functional | Intersects With| Data Type Identifiers | NET-04.8 |data essential for information flow decisions when transferring 5 AC-04(12)
CUI between security domains. between different security domains.
D Culinto defined policy- Mechanisms exist to develop, document and maintain secure baseline
Decomposition Into
03.01.16E Policy-Relevant relevant for to policy " Functional | Intersects With Secure Baseline CFG-02 for Assats, and/or Services 5 AC-04(13)
Subcemponents | MEChaNISmS when transferring GUI between different security Configurations (TAAS) that are consistent with industry-accepted system hardening
domains. standards.
Decomposition Into | CUlinto defined policy. Decomposition Into d existto " into policy-
03.01.16E Policy-Relevant relevant for to policy " Functional | Intersects With Policy-Related NET-04.9 |TElevent for to policy i 5 AC-04(13)
Subcemponents | MEChaNISmS when transferring GUI between different security Subcomponents when between different security
domains. domains.
a. Examine CUI for the presence of [Assignment: organization- Mechanisms exist to establish, maintain and disseminate policies,
defined i hen ingi i ) standards and procedures necessary for secure, compliant and
Detection of between different security domains. Publishing Security, resilient capabﬁl(les, " "
03.01.17E ) Functional ~ [Intersects With | Compliance & Resilience | GOV-02 5 AC-04(15)
Unsanctioned CUI  |b. Prohibit the transfer of the CUI defined in 03.01.17E.a in :
Documentation
with the [Assi i defined security
nolicvl.
a. Examine CUI for the presence of [Assignment: organization- Mechanisms exist to facilitate the implementation of data protection
defined i ion] when i controls.
03.01.17E Detection of between different security domains. . Functional | Intersects With Data Protection DCH-01 5 AC-04(15)
Unsanctioned CUI  |b. Prohibit the transfer of the CUI defined in 03.01.17E.a in
with the [Assi i defined security
nolicvl.
a. Examine CUI for the presence of [Assignment: organization- Mechanisms exist to protect sensitive and/or regulated data wherever
defined i ion] when i itis processed and/or stored.
03.01.17€ Detection of between diferent security domains. ) Functional | ntersectswin|  SEnSitve/ Regulated | s AC-0415)
Unsanctioned UL [b. Prohibit the transfer of the CUI defined in 03.01.17E.a in Data Protection
with the [Assii i defined security
nolicvl.
a. Examine CUI for the presence of [Assignment: organization- Mechanisms exist to explicitly define authorizations for specific
defined i hen i Defining Access individuals and/or roles for logical and /or physical access to sensitive
08,0117 Detection of between diferent security domains. ) Functional | ntersectswin| _Autherizationsfor | and/or regulated data. s AC-04(15)
Unsanctioned UL [b. Prohibit the transfer of the CUI defined in 03.01.17E.a in Sensitive / Regulated
with the [Assi ization-defined security Data
nolicvl.
a. Examine CUI for the presence of [Assignment: organization- Mechanisms exist to ensure data and assets are categorized in
defined i ion] when i accordance with applicable statutory, regulatory and contractual
08,0117 Detection of between diferent security domains. ) Functionat | intersects with Data & Asset DoHp |reauirements. s AC-04(15)
Unsanctioned UL [b. Prohibit the transfer of the CUI defined in 03.01.17E.a in Classification
with the [Assi i defined security
nolicvl.
a. Examine CUI for the presence of [Assignment: organization- ‘Automated mechanisms exist to implement security policy flters
) defined ion] when i Detestion of requiring fully enumerated formats that restrict data structure and
08,0117 Detection of between different security domains. Functional | intersects With|  Unomnctioned NET-0.10 |COMent, when transferring information between different security s AC-0415)
Unsanctioned CUI  |b. Prohibit the transfer of the CUI defined in 03.01.17E.a in ° domains.
Information
with the [ ization-defined security
polievl.
a. Examine CUI for the presence of [Assignment: organization- ‘Automated mechanisms exist to implement Data Loss Prevention
defined ion] when i (DLP) to protect sensitive information as tis stored, transmitted and
08,0117 Detection of between diferent security domains. Functional | intersects witn|  DataLoss Prevention | [processed. s AC-04(15)
Unsanctioned CUI  |b. Prohibit the transfer of the CUI defined in 03.01.17E.a in
with the [ ization-defined security
polievl.
a. Provide security literacy training to system users: Mechanisms exist to define specific Indicators of Compromise (10C) to
1.0n the advanced persistent threat, identify the signs of potential cybersecurity events.
2.0n suspicious i and
Advanced Ltsracy ang_|PSNAVOT 1 Systems using [Assignment; organization-defined ndicators of AT-02(04)
03.02.01E indicators of malicious code], and Functional Intersects With IRO-03 5 AT-02(05)
Awareness Training Compromise (10C)
3. On the cyber threat environment. AT-02(06)
b. Update security literacy training content [Assignment:
organization-defined frequency] and following [Assignment:
ion-defined eventsl.
a. Provide security literacy training to system users: Mechanisms exist to identify and document Standardized Operating
1. On the advanced persistent threat, Procedures (SOP), or similar documentation, to enable the proper
2.0n suspicious and execution of day-to-day/ assigned tasks.
behavior in systems using [Assignment: organization-defined AT-02(04)
03.02.01E Advanced Literacyand |, ofymahcmus ciée]. aiu ¢ Functional [ ntersects with| Stendardized Operating | - o0 o, 4 5 AT-02(05)
Awareness Training Procedures (SOP)
3.0n the cyber threat environment. AT-02(06)
b. Update security literacy training content [Assignment:
organization-defined frequency] and following [Assignment:
defined eventsl.
a. Provide security literacy training to system users: existto review
1.0n the advanced persistent threat, development and awareness training to account for changes to:
2.0n suspicious i and (1) Organizational policies, standards and procedures;
Advanced Literacy ang | PEN2VIorn systems using [Assignment: organization-defined Maintaining Workforce (2) Assigned roles and responsibilities; AT02(04)
03.02.01E indicators of malicious code], and Functional  [Intersects With SAT-01.1 [ (3) Relevant threats and risks; and 5 AT-02(05)
Awareness Training > Development Relevancy "
3.0n the cyber threat environment. (4) Technological developments. AT-02(06)
b. Update security literacy training content [Assignment:
organization-defined frequency] and following [Assignment:
ion-defined events.
a. Provide security literacy training to system users: Mechanisms exist to provide role-based security, compliance and
1.0n the advanced persistent threat, resilience-related training:
2.0n suspicious and (1) Before authorizing access to the system or performing assigned
Advanced Literacy and_ | Pohavier n systems using [Assignment: organization-defined | Pole-Based Securiy, duties; AT-02(04)
03.02.01E waronoss Traiming | ndicators of malicious code, end Functional ~ |Intersects With | Compliance & Resilience | ~ SAT-03  |(2) When required by system changes; and 5 AT-02(05)
3.0n the cyber threat environment. Training (3) Annually thereater. AT-02(06)
b. Update security literacy training content [Assignment:
organization-defined frequency] and following [Assignment:
defined eventsl.
a. Provide security literacy training to system users: Mechanisms exist to provide training to personnel on organization-
1.0n the advanced persistent threat, defined indicators of malware to recognize suspicious
2.0n suspicious i and Suspicious communications and anomalous behavior.
Advanced Literacy an_ | Pehavier in systems using [Assignment: organization-defined o o8 AT-02(04)
03.02.01E indicators of malicious code], and Functional ~ |Intersects With SAT-03.2 5 AT-02(05)
Awareness Training > Anomalous System
3.0n the cyber threat environment. o AT-02(06)
b. Update security literacy training content [Assignment:
organization-defined frequency] and following [Assignment:
d d eventsl.
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a. Provide security literacy training to system users: Mechanisms exist to provide role-based security, compliance and
1.0n the advanced persistent threat, resilience awareness training that is current and relevant to the cyber
2.0n suspicious and threats that users might encounter in day-to-day business operations.
. h : -defi AT-02(04)
Advanced Literacy and behavior in systems using [Assignment: organization-defined Cyber Threat (04)
03.02.01E - indicators of malicious code], and Functional | Intersects With SAT-03.6 5 AT-02(05)
Awareness Training Environment
3.0n the cyber threat environment. AT-02(06)
b. Update security literacy training content [Assignment:
organization-defined frequency] and following [Assignment:
defined eventsl.
Literacy and Awareness | Provide practical exercises in literacy training that simulate events. Simulated Cyber Attack Mechanisms exist to include simulated actual cyber-attacks through
03.02.02E Training Practical  |and incidents. Functional | Intersects Witn | >0 9 9% SAT-02.1 [practical exercises that are aligned with current threat scenarios. 5 AT-02(01)
Exercises €
Provide feedback on organizational training results to the following Mechanisms exist to:
Literacy and Awareness :
03.02.03E personnel defined personnel]. Functional | Intersects With Training Feedback SAT-04.1 (1) Monitor individual training results; and 5 AT-06
Training Feedback
(2) Report findings to
Train [Assignment: organization-defined personnel or roles] to Mechanisms exist to provide role-based security, compliance and
detect counterfeit system components. Role-Based Securly, r:s;\e'ncerre\:ted training: R ) ,
03.02.04E Anti-Counterfeit Training Functional | Intersects With | Compliance & Resilience| ~ SAT-03 (ﬂ ’l efore authorizing access to the system or performing assigne 5 SR-11(01)
Training g
(2) When required by system changes; and
(3) Annually thereafter.
Train [Assignment: organization-defined personnel or roles] to Mechanisms exist to train personnel to detect counterfeit system
03.02.04E Anti-Counterfeit Training | 21" [ASSTE & P d Functional | Intersects With | Anti-Counterfeit Training | TDA-11.1 y in P ¥ 5 SR-11(01)
detect system including hardware, software and firmware.
Protection of Audit | Store audit records in a repository that is part of a physically Evont Log Backup on Mechanisms exist to back up event logs onto a physically different
08,0801 Record Storage in | differant system or system component than the system or Functional | Intersects With|  Separate Physical | MON-0g.1 | /5teM o7 System component than the Security Incident Event Manager s AU-08(02)
Separate Physical | component being audited. (SIEM) or similar automated tool.
Systems / Components
Svstems or ©
Provide an alert within [Assignment: organization-defined real- Mechanisms exist to alert appropriate personnel in the event of a log
Real-Time Alerts for Audit | i Period] to [Assignment: organization-defined personnel, Response To Event Log processing failure and take actions to remedy the disruption.
03.03.02E roles, and/or locations] when the following audit failure events Functional | Intersects With MON-05 5 AU-05(02)
Processing Failures ° re ev Processing Failures
oceur: [Assignment: organization-defined audit logging failure
events reauiring real-time alerts].
Provide an alert within [Assignment: organization-defined real- Mechanisms exist to provide 24x7x365 near real-time alerting
RealTime Alerts for Augit| 1™ Period] o [Assignment: organization-defined personnel, Real-Time Alerts of Event capability when an event log processing failure occurs.
03.03.02E . " roles, and/or locations] when the following audit failure events Functional Intersects With MON-05.1 5 AU-05(02)
Processing Failures Logging Failure
oceur: [Assignment: organization-defined audit logging failure
events reauiring real-time alerts].
Dual Authorization for | Enforce dual authorization for [Selection (one or more): Dual Authorization for ‘Automated mechanisms exist to enforce dual authorization for the
03.03.03E Audit and deletion] of ion-defined audit Functional Intersects With MON-08.4 |movement or deletion of event logs. 5 AU-09(05)
Event Log Movement
Actions
Integrate analysis of audit records with analysis of [Selection (one, Automated mechanisms exist to integrate the analysis of audit records
03.03.04E grate v system monitoring Functional |Intersects With|  Other Monitoring MON-02.3 |Monitoring and other sources to further enhance the ability to identify 5 AU-06(05)
Audit Records datalinformation collected from other sources]] to further Informetion inappropriate or unusual activity.
enhance the ability to identify inappropriate or unusual activity.
03.04.01E N/A RIS Functional No N/A N/A N/A 0 N/A
a. Detect the presence of unauthorized or misconfigured system Automated mechanisms exist to detect and alert upon the detection of
using defined automated unauthorized hardware, software and firmware components.
mechanisms]. CM-06(01)
Automated Unauthorized | b. Take the foll tions wh thorized figured | Automated Unauthorized
03.04.02E ake the following actions when unauthorized or misconfigured | ¢\ ciional | intersects With " AST-02.2 5 CM-06(02)
Component Detection are detected: [Selection (one or more): disable Component Detection oML0803)
network access by such components; isolate the components;
notify [Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized or misconfigured system ‘Automated mechanisms exist to govern and report on baseline
using ion-defined automated igurations of Assets, and/or Services
T LwechLamhsm(s]l,l ) . - . Automated Central (TAAt\lS)mru:gh\Commuous Diagnostics and Mitigation (CDM), or oMos01)
u uthoriz
03.04.02E - Take the following actions when unauthorized or misconfigure Functional | Intersects With Management & CFG-02.2 |Similar technologies. 5 CM-06(02)
Component Detection | components are detected: [Selection (one or more): disable
Verification CM-08(03)
network access by such components; isolate the components;
notify [Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized or misconfigured system exist to respond to changes to
using -defined automated configuration settings as security incidents.
Automated Unauthorized :erciarl‘:ﬁsh ti h thorized figured Respond To CM-06(01)
03.04.02E - Take the following actions when unauthorized or misconfigured | ¢\ iional | intersects With P! CFG-02.8 5 CM-06(02)
Component Detection | components are detected: [Selection (one or more): disable Unauthorized Changes oM-0803)
network access by such components; isolate the components;
notify [Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized or misconfigured system Mechanisms exist to configure systems to generate an alert when the
using ion-defined automated unauthorized installation of software is detected.
Automated Unauthorized :?rctam:mvsh i h horized figured Unauthorized Installatior CM-06(01)
utomated Unauthoriz nauthorized Installation
03.04.02E - Take the following actions when unauthorized or misconfigure Functional | Intersects With CFG-05.1 5 CM-06(02)
Component Detection | components are detected: [Selection (one or more): disable Alerts oML0803)
network access by such components; isolate the components;
notify [Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized or misconfigured system Mechanisms exist to generate an alert when new software is detected.
using -defined automated
mechanisms]. CM-06(01)
Automated Unauthorized [b. Software Installation
03.00.02E b. Take the following actions when unauthorized or misconfigured | ¢ o f END-03.1 s oM-06(02)
Component Detection | components are detected: [Selection (one or more): disable Alerts oML0803)
network access by such components; isolate the components;
notify [Assignment: organization-defined personnel or roles]].
‘Automated Maintenance | Maintain the currency, completeness, accuracy, and availability of Configuration Mechanisms exist to implement and manage a Configuration
03.04.03 of System Component |the inventory of system components using [Assignment: Functional ~ |[Intersects With | Management Database | AST-02.9 |Management Database (CMDB), or similar technology, to monitor and 5 CM-08(02)
Inventory ion-defined automated i (CMDB) govern technology if i
Maintain the currency, completeness, accuracy, and availability of Mechanisms exist to facilitate the implementation of contingency
Automation Support for |1e basetine of the system using [ Business Continuity planning controls to help ensure resilient Technology Assets,
03.04.04E Baseling Configuration ion-defined automated i Functional [Intersects With| Management System |  BCD-01 | Applications and/or Services (TAAS) (e.g., Continuity of Operations 5 CM-02(02)
(BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR)
ol
Maintain the currency, completeness, accuracy, and availability of Automated Central Automated mechanisms exist to govern and report on baseline
Automation Support for the b: i f th e y f Assets, d/or Se
03.04.04E " PP @ baseline of the system using Functional | Intersects With Management & CFG-02.2 o ssets and/or Services 5 CM-02(02)
Baseline C defined automated L (TAAS) through Continuous Diagnostics and Mitigation (CDM), or
Verification
similar
Enf L auth tion f It i h 1 t e ife P le fe
st Authorization for | ENorce dual authorization for implementing changes to 1 ouat Autorization or existto snforoe e Tor
03.04.05E defined system and Functional | Intersects With CHG-04.3 [changes to critical Technology Assets, Applications and/or Services 5 CM-05(04)
System Changes Change
svstem-level mAnS).
N Retain [Assignment: organization-defined number] previous N Mechanisms exist to retain previous versions of baseline configuration
Retention of Previous | Retention Of Previous
03.04.06E versions of baseline configurations of the system to support Functional | Intersects With CFG-02.3 |to support roll back. 5 CM-02(03)
Configurations Configurations
rollback.
Retention of Previous Retain [Assignment: organization-defined number] previous Mechanisms exist to retain media and data in accordance with
03.04.06E Configurations versions of baseline configurations of the system to support Functional |Intersects With| Media & Data Retention | DCH-18 |applicable statutory, regulatory and contractual obligations. 5 CM-02(03)
@ rollback.
Testing, Validation, and | Test, validate, and document changes to the system before oot validate & Mechanisms exist to appropriately test and document proposed
03.04.07€ Documentation of  |finalizing the implementation of the changes. Functional  [Intersects With| "0 CHG-02.2 |changes in a non-production environment before changes are 5 CM-03(02)
Changes & ina
Testing, Validation, and | Test, validate, and document changes to the system before Control Fumctionat existto verify the of security,
03.04.07€ Documentation of |finalizing the implementation of the changes. Functional | Intersects With Veritioation v CHG-06 |and resilience controls following implemented changes to ensure 5 CM-03(02)
Changes applicable controls operate as designed
Provide a centralized repository for the inventory of system Configuration Mechanisms exist to implement and manage a Configuration
03.04.08E Centralized Repository | components. Functional | Intersects With| Management Database | AST-02.9 |Management Database (CMDB), or similar technology, to monitor and 5 CM-08(07)
(cMDB) govern technology i
Cryptographic et ssignmens oz A' d devchs andlor dentification & :ichhamsmsde:s;:o{:::;:elyvdenshf/ and c‘er:{alr\‘y Aulhentlca(?,
m i i nnecti
03.05.01E Bidirectional types of devices] before establishing a system connection using Functional |Intersects With|  Authentication for 1AC-04 uthorize and Au levices before establishing a connection 5 1A-03(01)
o thatis based. using thatis based and
Authentication Devices
replav resistant.
Secure Controls Framework (SCF) 30f11



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

STRM Guidance:

[DYETLLENTY NIST SP 800 - 172 R3 - Enhanced Security Requirements for Protecting Controlled Unclassified Information

Focal URL:

nist.

172/13/final

Published STRM URL:

L 172-13.pdf

STRM STRM Secure Controls Framework (SCF Strength of
FDE Name SCF Control (5¢h) O NIST800-53 RS
ationale __Relationshi Control Description Relationship
Cryptographic defined devices and/or Mechanisms exist to develop, document and maintain secure baseline
fa before establishi o 1 Secure Baseline [ Assets, d/or S
03.05.01E Bidirectional types of devices] before establishing a system connection USINg | - ¢ ional | intersects With CFG-02 or 8y Assets and/or Services 5 1A-03(01)
o thatis based. Configurations (TAAS) that are consistent with industry-accepted system hardening
Authentication
standards.
a. Employ [Assignment: organization-defined password managers] Mechanisms exist to enforce complexity, length and lfespan
05.05.026 Password Managors | 1© ESNorate and manage passwords. runctional | intersecte witn|  Password-Based IAG-10.1_|considerations to ensure strong criteria for password-based s 1n05(18)
b. Protect the passwords using [Assignment: organization-defined Authentication authentication.
a. Employ [Assignment: organization-defined password managers] ‘Automated mechanisms exist to determine if password authenticators
t te and ds. Automated Support For ficiently st h to satish tion-defined
03.05.026 Password Managers |\ 8Snerate and manage passwords. X Functional | Intersects With PP |AC-10.4 | A€ sufficiently strong enough to satisfy organization-define 5 1A-05(18)
b. Protect the passwords using [Assignment: organization-defined Password Strength password length and complexity requirements.
. Employ [Assignment: organization-defined password managers] exist to protect with the
t te and ds. Protection of tivity of th to which use of th it
03.05.026 Password Managers |\ 8Snerate and manage passwords. X Functional | Intersects With . |AC-10.5 | Sensitivity of the 0 which use of the permits 5 1A-05(18)
b. Protect the passwords using [Assignment: organization-defined Authenticators access.
. Employ [Assignment: organization-defined password managers] Mechanisms exist to protect and store passwords via a password
[ te and ds. tool.
03.05.026 Password Managers |\ 8Snerate and manage passwords. X Functional |Intersects With| ~Password Managers | 1AC-10.11 | T2"@8er too 5 1A-05(18)
b. Protect the passwords using [Assignment: organization-defined
Handle device identification and authentication based on dentication& Mechanisms exist to uniquely identify and centrally Authenticate,
ttestat Auth d Audit (AAA) d before establishi i
03.05.03E Device Attestation | ooreuon bY Functional |Intersects With|  Authentication for IAC-04 |Authorize and Audit (AAA) devices before establishing a connection 5 1A-03(04)
management process]. using thatis based and
Devices
replay resistant.
Handle device identification and authentication based on Mechanisms exist to ensure device identification and authentication is
ttestat te by centrally- the joining of systems to the d
03.05.03E Device Attestation | ooreuon bY Functional |Intersects With|  Device Attestation |AC-04.1 | ACCurate by centrally-managing the joining of systems to the domain 5 1A-03(04)
management process]. as part of the initial asset configuration management process.
o Embedded EnsurTmTt unenm‘/:tac: static i:u:h:ermta(ors are not embedded o Embedded i j:ls;lo ensnire:ha( oo ,‘sla(dlc et
in applications or other forms of static storage. are not embedded in applications, scripts or stored on function keys.
03.05.04E Unencrypted Static PPl & Functional |Intersects With| ~ Unencrypted Static IAC-10.6 PP P ¥ 5 1A-05(07)
Authenticators Authenticators
Prohibit the use of cached authenticators after [Assignment: Mechanisms exist to develop, document and maintain secure baseline
Expiration of Cached of cac! Secure Baseline
03.05.05€ ° organization-defined time period]. Functional | Intersects With CFG-02 for Assets, and/or Services 5 1A-05(13)
Authenticators Configurations )
(TAAS) that are consistent with industrv-accented svstem hardening
Prohibit the use of cached authenticators after [Assignment: ‘Automated mechanisms exist o prohibit the use of cached
05.05.05E Expiration of Cached |organization-defined time period]. Functional | intersects witn| EPiTationof Cached | authenticators after organization-defined time period. s 1A05013)
Authenticators Authenticators
05.05.008 dontity Proofing | 19eny proof users that reaire accounts forlogicalaccess to | ¢ oo T Tidentity Proofing (dentity | [Mechanisms exist o verfy the identiy of a user before issuing R a2
svstems based on identity assurance level or modifying acce:
Employ identity providers and authorization servers to manage Mechanisms exist o establish, maintain and disseminate policies,
user, device, and non-person entity identities, attributes, and Publishing Securiy, standards and procedures necessary for secure, compliant and
Identity Providers and hts that tauthenticati d authorizati : lient bilities.
03.05.07E 1ty Provi access rights that support authentication and authorization Functional | Intersects With | Compliance & Resilience| GOv-02 | eSiient capabilities. 5 1A-13
Authorization Servers | decisions in with defined
Documentation
and policy] using
Employ identity providers and authorization servers to manage Mechanisms exist o facilitate the implementation of identification and
user, device, and non-person entity identities, attributes, and access management controls.
Identity Providers and Identity & Access
05.05.076 ity Provi access rights that support authentication and authorization Functional | intersects with ity Acon s A
Authorization Servers | decisions in with defined Management (IAM)
and policy] using
Employ identity providers and authorization servers to manage Mechanisms exist to employ identity providers and authorization
user, device, and non-person entity identities, attributes, and servers to manage user, device and Non-Person Entity (NPE) identities,
Identity Providers and Identity Providers (1dP) &
05.05.076 ity Provi access rights that support authentication and authorization Functional | intersects with ity Providers (idP)& | |, o o |attributes and access rights that support authentication and s A
Authorization Servers | decisions in with defined Authorization Servers authorization decisions:
and policy] using (Min with defined and
defined soliev: and
Establish and maintain a security operations center. Mechanisms exist o establish and maintain a Security Operations
Center (SOC) that facilitates a 24x7 response capability.
Security Operations Security Operations
03.06.01E Functional ~ [Intersects With ops-0a 5 1R-04(14)
Center Center (S0C)
Integrated Incident | Establish and maintain an integrated incident response team that Integrated Sect Mechanisms exist o establish an integrated team of cybersecurity, IT
03.06.02E ntegrated Incldent ish and maintain an integrated incldent response team Functional |Intersects With|  '"°&" urity IRO-07 nisms exi ish an Integr m of cybersecurity, 5 1R-04(11)
Response Team __| can be deploved to any location identified by the in Incident Response Team and business function that are capable of
‘Analyze anomalous or suspected adversarial behavior in or related Mechanisms exist to determine security, compliance and resilience
to [Assi defined resources]. Asset Scope trol applicability by identifying, d d ting th
03.06.03E Behavior Analysis © or Functional | Intersects With P! AST-04.1 |cOntrolapplicability by identifying, assigning and documenting the 5 1R-04(13)
Classification asset scope forall Assets,
and/or Services (TAAS) and personnel (internal and third-
‘Analyze anomalous or suspected adversarial behavior in or related Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
to [Assi defined or resources]. and/or User Activity Monitoring (UAM) solutions to detect and respond
03.06.03E Behavior Analysis Functional | Intersects With| Anomalous Behavior | MON-16 |0 anomalous behavior that could indicate account compromise or 5 1R-04(13)
other malicious activities.
‘Automated Tracking, _|Track incidents and collect and analyze incident information using Aotomatod Tracking ‘Automated mechanisms exist to assist in the tracking, collection and
Data Collection, and defined automated " ) g analysis of information from actual and potential cybersecurity and
03.06.04E ¢ utom: Functional |Intersects With|  Data Collection & |RO-0g.1 | 2nalsis of information from actual and potential cybersecurity an; 5 IR-05(01)
Analysis for Incident data protection incidents.
Analysis
Monitoring
Inspect maintenance tools to ensure the latest software updates Mechanisms exist to control and monitor the se of system
Software Updates and |,/ ches are installed aintenance tools
n re in . maintenan .
03.07.01E Patches for Maintenance [ " Functional  [Intersects With|  Maintenance Tools MNT-04 5 MA-03(06)
Tools
Enforce dual forthe of Mechanisms exist o sanitize system media with the strength and
Dual Authorization for ) System Media
03.08.01E organization-defined system media containing CUI]. Functional ~ |Intersects With > DCH-08  |integrity commensurate with the classification or sensitivty of the 5 MP-06(07)
Media Sanitization Sanitization
brior to disposal. release out of controlor
Enforce dual forthe of ) exist to enforce dual forthe
Dual Authorization for tion-defined system media containing CUI] Dual Authorization for disposal tization of digital media that cont tive and/
rganization-defin m media containing CUI]. ) . i r sanitization of digital medi ntains sensitive and/or
03.08.01E 29 organization-defined system media containing Functional [Intersects With|  Sensitive Data DCH-0g.5 |¢sPosat or sanitization of digital media that contains sensitive and/o 5 MP-06(07)
Media Sanitization regulated data.
Destruction
Dual for |Enforce dual for the deletion o of Dual Authorization For Mechanisms exist to implement and enforce dual authorization for the
03.08.02E System Backup Deletion |[Assignment: organization-defined system backup information]. | Functional | Intersects With Backup Media BCD-11.8 |deletion or destruction of sensitive backup media and data. 5 CP-09(07)
and Destruction Destructi
Dual for |Enforce dual for the deletion o of Dual Authorization for exist o enforce dual forthe
03.08.02E System Backup Deletion |[Assignment: organization-defined system backup information]. | Functional |Intersects With| ~ Sensitive Data DCH-09.5 |disposal or sanitization of digital media that contains sensitive and/or 5 CP-09(07)
and Destruction Destruction regulated data.
Testing System Backups | Test backup defined Tosting for Reliabiliy & Mechanisms exist to routinely test backups that verify the reliability of
03.08.03E for Reliabilityand | frequency] to verify media reliability and information integrity. Functional | Intersects With glme o Y& | BCD-11.1 |the backup process, as well as the integrity and availability of the data 5 CP-09(01)
Integrity g
Testing System Backups | Test backup defined Standardized Oporatin Mechanisms exist to identify and document Standardized Operating
03.08.03E for Reliabilityand | frequency] to verify media reliability and information integrity. Functional [ Intersects With| ~ pe 5 - (psoP; ® | OPs-01.1 [Procedures (SOP), or similar documentation, to enable the proper 5 CP-09(01)
Integrity execution of dav-to-dav / assigned tasks.
Systom Racoveryand | PrVIde for the recovery and reconstitution of the system to a Business Continuity Mechanisms exist to facilitate the implementation of contingency
03.08.04E v overy known state within [Assignment: organization-defined time period | Functional |Intersects With| ManagementSystem | BCD-01 | planning controls to help ensure resilient Technology Assets, 5 cp-10
with recovery time and recoverv point after MS) and/or Services (TAAS) (e.g.. Continuitv of Operation
Provide for the recovery and reconstitution of the system to a existto facilitate P in with
- Systom Recovery and knownlstat(e v::hm [Ass\g‘r\mem-dargan\zatlonrdfflr;ed ltlme pe;:uu ronctonnt vomocte | RecovenTime et | I?:;very Time Objectives (RTOs) and Recovery Point Objectives . oo
.08 unctional | Intersects W -01. =
aconettuton|consistentwith recovery time and recovery point objectives] after Objoctives (RTO  APO) (RPOS).
a disruption, compromise, or failure.
Provide for the recovery and reconstitution of the system to Technology Assets, Mechanisms exist to ensure the secure recovery and reconstitution of
tem R : ion-defined ti Applicat I jcati i
05,0804 System Recoveryand - |known state within [Assignment:organization-defined time period | [ | Applications and/or | oo [Technology Assets, Applications and/or Services (TAAS) to 8 known s opo
Reconstitution | consistent with recovery time and recovery point objectives] after Services (TAAS) Recovery state after a disruption, compromise or failure.
a disruption. or failure. &
Withdrawn
No
03.09.01E N/A Functional N/A N/A N/A 0 N/A
Relationship
03.09.026 N/A pithaan Functional N N/A N/A N/A 0 N/A
a. Develop and document access agreements for systems Human Resources Mechanisms exist to facilitate the implementation of personnel
03.09.03E Access Agreements P and d 8 ¥ Functional | Intersects With HRS-01 P P 5 PS-06
storing. or cuL. Securi security controls.
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a. Develop and document access agreements for systems Mechanisms exist to require internal and third-party users to sign
processing, storing, or transmitting CUL. appropriate access agreements prior to being granted access.
b. Review and update the access agreements [Assignment:
organization-defined frequencyl.
. Verify that individuals requiring access to CUl and systems
03.09.03E Access , storing, or cut: Functional ~[Intersects With| Access Agreements | HRS-06 5 PS-06
1. Sign appropriate access agreements prior to being granted
access; and
2. Re-sign access agreements to maintain access to systems
when access agreements have been updated or [Assignment:
d frenuency
a. Develop and document access agreements for systems Mechanisms exist to identify and document Standardized Operating
processing, storing, or transmitting CUL. Procedures (SOP), or similar documentation, to enable the proper
b. Review and update the access agreements [Assignment: execution of day-to-day / assigned tasks.
organization-defined frequencyl.
. Verify that individuals requiring access to CUl and systems Standardized Operating
03.09.03E Access , storing, or Functional Intersects With 0PS-01.1 5 PS-06
" Procedures (SOP)
1. Sign appropriate access agreements prior to being granted
access; and
2. Re-sign access agreements to maintain access to systems
when access agreements have been updated or [Assignment:
defined franuencyl
Verify thatindividuals accessing a system that processes, stores, Mechanisms exist to facilitate the implementation of personnel
or transmits CUI meet [Assignment: organization-defined security controls.
citizenship requirements].
Citizenship Human Resources
03.09.04E Functional Intersects With HRS-01 5 PS-03(04)
Requirements Security Management
Gitzenship Verify that individuals accessing a system that processes, stores, Gitizenship Mechanisms exist o verify that individuals accessing a system
03.09.04E or transmits CUI meet [Assignment: organization-defined Functional ~ [Intersects With HRS-04.3 , storing, or sensitive meet 5 PS-03(04)
Requirements ' Requirements 5
citiz apblicable statutorv. regulatorv and/or for
Monitor physical access to the facility where the system resides Mechanisms exist to retain media and data in accordance with
Intrusion Alarms and i i 3 i i 3
05,1001 usi using physical intrusion alarms and surveillance equipment Functional | intersects With| Media & bata Retention | DGH.1s | @PPCaDIE statutory, regutatory and contractual obligations s PE.0501)
Surveillance Equipment
251001 Intrusion Alarms and | Monitor physical access to he facility where the system resides | ¢ oo Tl 0 T Monitoring Physical pEs05 | PTVsIcal access control mechanisms exist o monitr fo, detectand R PE0507)
Surveillance Eauipment |using physicalintrusion alarms and surveillance equipment. Access respond to physical security incidents.
Intrusion Alarms and Monitor physical access to the facili here the system resides Intrusion Alarms / Physical access control mechanisms exist to monitor physical
03.10.01E ust itor physi lity wher ystem resi Functional | Intersects With rust " PES-05.1 Vst " X itor physi 5 PE-06(01)
Surveillance Eauipment |using physical intrusion alarms and surveillance it. Surveillance intrusion alarms and surveillance it
251001 Intrusion Alarms and | Monitor physical access to the facility where the system resides | ¢ T 00 T Monitoring Physical | e ™ Facilitysecurity mechanisms exist to monitor physical acess to R PE0507)
Surveillance Eauipment |using physicalintrusion alarms and surveillance equipment. Access To Critical critical systems or sensitive and/or regulated data. in addition to the
Intrusion Atarms ang | Monitor physical access to the facility where the system resides Physical access control mechanisms exist to identify, authorize and
03.10.01E ; using physical intrusion alarms and surveillance equipment. Functional ~[Intersects With|  Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5 PE-06(01)
Surveillance Equipment
as publicly
a. Authorize and control [Assignment: organization-defined types - Physical access control mechanisms exist to monitor for, detect and
Delivery and Removal of | Monitoring Physical
03.10.026 of system components] entering and exiting the facility. Functional ~ [Intersects With PES-05 | respond to physical security incidents. 5 PE-16
System Components Access
b. Maintain records of the svstem
a. Authorize and control [Assignment: organization-defined types Physical security existto isolate
Delivery and Removal of )
03.10.026 e o e |of system components] entering and exiting the facility. Functional ~[Intersects With|  Delivery & Removal PES-10 | facilties from points such as delivery and loading areas and other 5 PE-16
Vs P b. Maintain records of the svstem points to avoid access.
Implement a threat awareness program that includes a cross- Mechanisms exist to implement a threat intelligence program that
Threat Awareness P war progr: e $ . Threat Intelligence isms exist to imp! reat intalligence progt
03.11.01E . organization information-sharing capability for threat intelligence. | Functional |Intersects With i THR-01  [includes a cross-organization information-sharing capability that can 5 PM-16
8 a influence the of the system and security.
a. Establish and maintain a cyber threat-hunting capability to: Mechanisms exist to define specific Indicators of Compromise (I0C) to
1. Search for indicators of compromise in organizational systems Indicators of identify the signs of potential cybersecurity events.
03.11.02E Threat Hunting and Functional Intersects With IRO-03 5 RA-10
Compromise (I0C)
2. Detect, track, and disrupt threats that evade existing
a. Establish and maintain a cyber threat-hunting capabilty to: ‘Automated mechanisms exist to identify and alert on Indicators of
1. Search for indicators of compromise in organizational systems Compromise (IoC).
and
Monitoring for Indicators
03.11.026 ThreatHunting |2, Detect, track, and disrupt threats that evade existing Functional ~ [Intersects With 8 for MON-11.3 5 RA-10
of Compromise (10C)
safeguards.
b. Employ the threat-hunting capability
defined freauencyl
a. Establish and maintain a cyber threat-hunting capabilty to: Mechanisms exist o identify and document Standardized Operating
1. Search for indicators of compromise in organizational systems Procedures (SOP), or similar documentation, to enable the proper
and execution of day-to-day / assigned tasks.
Standardized Operatint
03.11.026 ThreatHunting |2, Detect, track, and disrupt threats that evade existing Functional ~ |Intersects With Perating | ops-o1.1 5 RA-10
Procedures (SOP)
safeguards.
b. Employ the threat-hunting capability
defined freauencyl
a. Establish and maintain a cyber threat-hunting capabilty to: Mechanisms exist to perform cyber threat hunting that uses Indicators
1. Search for indicators of compromise in organizational systems of Compromise (1oC) to detect, track and disrupt threats that evade
and existing security controls.
03.11.026 ThreatHunting  |2. Detect, track, and disrupt threats that evade existing Functional ~[Intersects With|  Threat Hunting THR-07 5 RA-10
safeguards.
b. Employ the threat-hunting capability
defined freauencyl
Employ the following advanced automation and analytics Mechanisms exist to employ advanced automation and analytics
to predict and identify risks to [ capabilities to predict and identify risks to Technology Assets,
organization-defined systems or system components]: : Applications, Services and/or Data (TAASD).
Predictive Cyber Predictive Cyber
03.11.03€ " defined advanced and Functional ~ [Intersects With " THR-01.2 5 RA-03(04)
Analytics & Analytics
analytics capabilities].
Withdrawn
No
03.11.04E N/A Functional N/A N/A N/A 0 N/A
Relationship
th
03.11.05€ N/A PlkEa Functional No N/A N/A N/A 0 N/A
Withdrawn No
03.11.06E N/A Functional N/A N/A N/A 0 N/A
th
03.11.07E N/A PlkEa Functional No N/A N/A N/A 0 N/A
0911008 Dynamic Threat | Determine the current cyber threat environment on an ongoing runctionat | intersects witn| _ Dynamic Threat HRo1.1 | Mechanisms exist to determine and maintain ongoing awareness of 5 r0303)
Awareness basis using defined meansL. Awareness the current cvber threat
[ it f Di , collect, st ite to [As 14 tion- - I it R Mech; t e It it
05.11.00 ndicators o iscover, collect, and distribute to [Assignment: organization. runctional | intersecte witn| _ Incident Response |RO.01 | Mechanisms exist o implement and govern processes and . Souze)
C defined personnel or roles], indicators of provided by Operation: to facilitate an response capability
nicators of Discover, collect, and distribute to [Assignment: organization- ndicators of Mechanisms exist to define specific Indicators of Compromise (10C) to
03.11.09E defined personnel or roles], indicators of compromise provided by | Functional | Intersects With IRO-08  identify the signs of potential cybersecurity events. 5 S1-04(24)
Compromise Compromise (10C)
defined sourcesl.
nioators of Discover, collect, and distribute to [Assignment: organization- Mechanisms exist to review event logs on an ongoing basis and
03.11.09E i defined personnel or roles], indicators of compromise provided by | Functional | Intersects With| Security Event Monitoring| MON-01.8 |escalate incidents in accordance with established timelines and 5 S1-04(24)
P defined sourcesl.
Discover, collect, and distribute to [Assignment: organization- Automated mechanisms exist to identify and alert on Indicators of
Indicators of N L Monitoring for Indicators N
03.11.09E defined personnel or roles], indicators of compromise provided by | Functional | Intersects With MON-11.3 |Compromise (IoC). 5 S1-04(24)
Compromise of Compromise (10C)
d sourcesl.
Identify critical system components and functions by performing a Mechanisms exist to identify and document the critical Technology
03.11.10E Criticality Analysis | criticality analysis for [Assignment: organization-defined systems, | Functional ~[Intersects With | Identify Critical Assets | BCD-02 | Assets, Applications, Services and/or Data (TAASD) that support 5 RA-09
svstem o system servicesl at essential missions and business functions.
Identify critical system components and functions by performing a Mechanisms exist to assess security, compliance and resilience
criticality analysis for [Assignment: organization-defined systems, Security, Compliance & controls as part of Technology Assets, Applications and/or Services
03.11.10E Criticality Analysis | system components, or system services] at [Assignment: Functional  [Intersects With | ~ Resilience In Project | PRM-04 | (TAAS) project development to determine whether controls are 5 RA-09
organization-defined decision points in the system development Management implemented correctly, operating as intended and producing the
life cvelel. desired outcome with respect to meeting

Secure Controls Framework (SCF)

50f11



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2
STRM Guidance:

[DYETLLENTY NIST SP 800 - 172 R3 - Enhanced Security Requirements for Protecting Controlled Unclassified Information

nist. 172/13/final

Focal URL:

Published STRM URL:

L 172-13.pdf

STRM STRM Secure Controls Framework (SCF Strength of
FDE Name SCF Control (5¢h) 8 NIST 800-53 RS
ationale __Relationshi Control Description Relationship
Identify critical system components and functions by performing a exist to proactively govern Assets,
criticality analysis for [Assignment: organization-defined systems, Security, Compliance & Applications and/or Services (TAAS) by:
03.11.10E Criticality Analysis [ system components, or system services] at [Assignment: Functional ~ [Intersects With | Resilience Requirements |  PRM-05 | (1) Defining technical security, compliance and resilience 5 RA-09
organization-defined decision points in the system development Definition requirements; and
iife cvelel. (2) Performing a eriticalitv analysis at predefined decision points in the
Identify critical system components and functions by performing a Mechanisms exist to require the developer of the Technology Asset,
criticality analysis for [Assignment: organization-defined systems, Gritcalty Analysis During Application and/or Service (TAAS) to perform a criticality analysis at
03.11.10E Criticality Analysis | system components, or system services] at [Assignment: Functional  [Intersects Wit Develommont TDA-06.1 | organization-defined decision points in the Secure Development Life 5 RA-09
organization-defined decision points in the system development Cycle (SDLC).
life cvelel.
Identify crifical system components and functions by performing a Mechanisms exist o identify, prioritize and assess suppliers and
criticality analysis for [Assignment: organization-defined systems, Third-party Grtcaliy partners of critical Technology Assets, Applications and/or Services
03.11.10E Criticality Analysis [ system components, or system services] at [Assignment: Functional ~ [Intersects With ot TPM-02 | (TAAS) using a supply chain risk assessment process relative to their 5 RA-09
organization-defined decision points in the system development importance in supporting the delivery of high-value services.
life cvelel.
Determine information about the system that is discoverable and exist to ensure that are properly identified,
take [Assignment: organization-defined corrective actions]. Vulnerability tracked and remediated.
03.11.11E Discoverable Information Functional Intersects With VPM-02 5 RA-05(04)
Remediation Process
Determine information about the system that is discoverable and DI exist to define what i is allowed to be
03.11.11E Discoverable Information ~ Y Functional Intersects With VPM-06.8 ~ 5 RA-05(04)
take defined corrective actions]. by and take corrective actions to remediate
Employ automated mechanisms to maximize the effectiveness of Mechanisms exist to maintain situational awareness of vulnerabilities
Automated Means for sharing threat intelligence information. and evolving threats by leveraging the knowledge of attacker tactics,
i . i ,
03.11.12E Sharing Threat J 8 Functional | Intersects With | Threat Intelligence Feeds | THR-03 e Y ging 8 5 PM-16(01)
and to facilitate the of
Intelligence
prevel and controls.
Conduct ion testing defined Mechanisms exist to identify and document Standardized Operating
frequency] on [Assignment: organization-defined systems or Standardized Operatin; Procedures (SOP), or similar documentation, to enable the proper
03.12.01E Penetration Testing quency] on [Assig ganizati ined sy: Functional | Intersects With PErating | 5ps.01.1 (SOP), or si prop 5 cA-08
system components]. Procedures (SOP) execution of day-to-day / assigned tasks.
Conduct testing defined Mechanisms exist to define and manage the scope for its attack
03.12.01E Penetration Testing | frequency] on [Assignment: organization-defined systems or Functional  |[Intersects With | Attack Surface Scope | VPM-01.1 |surface management activities. 5 cA-08
svstem
Conduct testing defined exist to conduct testing on
03.12.01E Penetration Testing | frequency] on [Assignment: organization-defined systems or Functional |[Intersects With|  Penetration Testing |  VPM-07 | Assets, Applications and/or Services (TAAS). 5 cA-08
svstem
Use assessors or teams to conduct Mechanisms exist to ensure assessors or assessment teams have the
03.12.026 Independent Assessors |security requirement assessments. Functional ~ [Intersects With | Assessor 1A0-02.1 to conduct security, compliance and/or 5 CA-02(01)
resilience control
Ensure risk monitoring is an integral part of the continuous. Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
03.12.03€ Risk Monitoring | monitoring strategy that includes effectiveness monitoring, Functional  [Intersects With|  Resilience Controls | CPL-02 | controls oversight function that reports to the organization’s executive 5 CA-07(04)
toring. change monit Oversight leadershi
Ensure risk monitoring is an integral part of the continuous. Mechanisms exist to ensure risk monitoring as an integral part of the
03.12.03€ Risk Monitoring | monitoring strategy that includes effectiveness monitoring, Functional ~ [Intersects With|  Risk Monitoring RSK-11 | continuous monitoring strategy that includes monitoring the 5 CA-07(04)
it change it of security. and resilience controls.
a. Authorize internal connections of [Assignment: organization- Mechanisms exist to develop, document and maintain secure baseline
Internal System defined system components or classes of components] to the Secure Baseline for gy Assets, and/or Services
03.12.04€ v ined sy P P g Functional ~ [Intersects With CFG-02 r ™ 5 CcA-09
Connections system. Configurations (TAAS) that are consistent with industry-accepted system hardening
b. De it. for each internal the interface standards.
a. Authorize internal connections of [Assignment: organization- exist to authorize from systems to other
defined system components or classes of components] to the systems using Interconnection Security Agreements (ISAs), or similar
system. methods, that document, for each interconnection:
b. Document, for each internal connection, the interface (1) Interface characteristics;
Internal System Interconnection Securi 2) Securit :
03.12.08E ysi characteristics, security requirements, and the nature of the Functional | Intersects With Y| Neros 3 and resilience and; s ca0s
c Agreements (1SAs) (3) The nature of the information communicated.
c. Terminate internal system connections after [Assignment:
organization-defined conditions].
d. Review [Assignment: organization-defined frequency] the
need for each internal
a. Authorize internal connections of [Assignment: organization- Mechanisms exist to control internal system connections through
defined system components or classes of components] to the internal of systems and for
system. each internal connection, the interface characteristics, security
b. Document, for each internal connection, the interface requirements and the nature of the information communicated.
Internal System Internal System
03.12.08E Sysf characteristics, security requirements, and the nature of the Functional | Intersects With ye NET-05.2 s 0o
Co Connections
c. Terminate internal system connections after [Assignment:
organization-defined conditions].
d. Review [Assignment: organization-defined frequency] the
need for each internal
Employ a diverse set of information technologies for the following existto p & Assets,
system components in the implementation of the system: Applications and/or Services (TAAS) by:
defined system (1) Defining technical security, compliance and resilience
: equirements; and
Security, Compliance & 'Zq:""” nts; ant doat yeis at prodefined d it
) erforming a criticality analysis at predefined decision points in the
03.13.01E Heterogeneity Functional | Intersects With | Resilience Requirements | PRM-05 |(2) Performing a criticality analysis at predefin ision points in 5 5C-29
o Secure Development Life Cycle (SDLC).
Definition
Employ a diverse set of information technologies for the following Mechanisms exist to define business processes with consideration for
'system components in the implementation of the system: Business Process security, compliance and resilience that determines:
03.13.01E Heterogeneity e P! P! Vs Functional | Intersects With oS P PRM-06 "y, comp! 5 5C-29
defined system Definition (1) The resulting risk to organizational operations, assets, individuals
and other and
Employ a diverse set of information technologies for the following Mechanisms exist to utilize a diverse set of technologies for system
system components in the implementation of the system: components to reduce the impact of technical vulnerabilities from the.
defined system same Original Equipment Manufacturer (OEM).
03.13.01E Heterogeneity Functional | Intersects With Heterogeneity SEA-13 5 sC-29
defined T ) existto Assets,
t Vd d t tional t Z t: Security, Compliance & Applicati /e sy (TAZS) by
introduce randomness into organizational operations and assets. ) ications and/or Services :
03.13.02E Randomness & P Functional | Intersects With | Resilience Requirements | PRM-05  |PP ¥: 5 5C-30(02)
. (1) Defining technical security, compliance and resilience
Definition
and
o defined © Automated mechanisms exist to introduce randomness info
introduce randomness into organizational operations and assets. ) organizational operations and assets.
03.13.02E Randomness & P Functional | Intersects With Randomness sea-14.1 |8 P! 5 5C-30(02)
Concealmentand | EPLoY the following concealment and misdirection techniques to Security, Compliance & existtop & Assets,
03.13.03E hodiroction mislead defined Functional |Intersects With | Resilience Requirements | PRM-05 | Applications and/or Services (TAAS) by: 5 sC-30
and Definition (1) Defining technical securitv. and resilience
Employ the following concealment and misdirection techniques to existto utilize and
Concealment and it Concealment & for Technol Assets, Applicati i/ 'AAS) t fi
03.13.03€ " mislead Functional ~ [Intersects With ° sea-14  |for Technology Assets, Applications and/or Services (TAAS) to confuse 5 sC-30
and Misdirection and mislead adversaries.
Isolation of System Employ boundary protection mechanisms to isolate [Assignment: Mechanisms exist to monitor and control communications at the
03.13.04E oo onefm defined system Functional  |Intersects With| ~Boundary Protection NET-03  |external network boundary and at key internal boundaries within the, 5 SC-07(21)
2 network.
Employ boundary protection mechanisms to isolate [Assignment: Mechanisms exist to employ boundary protections to isolate
Isolation of System ploy ¥ P [Assig X Isolation of System ploy s
03.13.04E defined system Functional |Intersects With NET-03.7 |Technology Assets, Applications and/or Services (TAAS) that support 5 SC-07(21)
Components Components
critical missions and/or business functions.
Change the location of [Assignment: organization-defined Mechanisms exist to identify and document Standardized Operatin;
Change Processing and & [Assig & | standardized Operating 4 perating
03.13.05E processing and/or storage] [Selection (one): [Assignment: Functional |Intersects With OPS-01.1 |Procedures (SOP), or similar documentation, to enable the proper 5 5C-30(03)
Storage Locations Procedures (SOP)
defined time at random time intervalsL. execution of dav-to-day/ assigned tasks.
Change the location of [Assignment: organization-defined N Automated mechanisms exist to change the location of processin
Change Processing and & [Assig & Change Processing & & o e
03.13.05€ ! processing and/or storage] [Selection (one): [Assignment: Functional ~ [Intersects With SEA14.2 |and/or storage at random time intervals. 5 SC-30(03)
Storage Locations Storage Locations
defined time at random time intervalsL.
Include within organizational systems the following platform Mechanisms exist to develop, document and maintain secure baseline
Platform-Independent Secure Baseline
03.13.06E defined Functional ~ [Intersects With CFG-02 for gy Assets, and/or Senvices 5 sc27
Applications Configurations
Dlatf (TAAS) that are consistent with industrv-accented svstem hardening
Include within organizational systems the following platform Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
Pl defined Explicitly Allow / Den /
03.13.06 Functional | Intersects with|  EPCItY Y | cro.0ag |(denvist! blackist) appications that are authorized to execite on s o2y
platf Applications systems.
Secure Controls Framework (SCF) 6011
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PlatformAndependent | 01242 Wit organizational systems the ollowing platform Mechanisms exist {0 eddress mobile code / perating syste-
03.13.06E ° defi Functional |Intersects With Mobile Code END-10 |independent applications. sc-27
Applications
Dlatf
Employ virtualization techniques to support the deployment of a Standardized Oporating Mechanisms exist to identify and document Standardized Operating
03.13.07E Virualization Technigues diversityof operating systems and applications thatare changed |  Functional | Interseets with | > *0 #1002 SEENME | 0PS.01.1 | pracedures (SOP), o similar documentation, t enable the proper $C-29(01)
d freauen execution of dav-to-dav / assigned tasks.
Empl to support the ofa exist to utilize to support the
03.13.07E Virtualization Techniques | diversity of operating systems and applications that are changed | Functional ~ [Intersects With SEA-13.1 of a diversity of operating systems and applications. $C-29(01)
defined freauencyl
Include within systems Mechanisms exist to utilize honeypots that are specifically designed to
03.13.08€ Decoys designed to be the target of malicious attacks for detecting, Functional ~ [Intersects Wit Honeypots SEA-11  [be the target of malicious attacks for the purpose of detecting, sc26
deflecting. and analvzing such attacks. deflecting and analvzing such attacks.
Isolation of Security Isolate i defined security exist to implement ur subnets to
> : Security Management
03.13.09E Tools, and [tools, and support from other internal |  Functional ~ [Intersects With e NET-06.1 | isolate security tools and support components from other internal $C-07(13)
Support C svstem bvi physically separate svstem by separate with
Isolate d security Mechanisms exist to implement physically or logically separate
Isolation of Security | tools, and support from other internal toisolate ion-defined Assets,
> ! Separate Subnets To o
03.13.09E Tools, and |system b physically separate Functional | Intersects Witn| 7o+ 22U | NET-06.9 | Applications, Sevices and/or Data (TAASD). SC07(13)
Support Components | subnetworks with managed interfaces to other components of the
svstem.
Implement separate network addresses to connect to systems in Mechanisms exist to implement separate network addresses (e.g.,
different security domains. Separate Subnet for different subnets) to connect to systems in different security domains.
03.13.10E Separate Subnetworks Functional |Intersects With| Connecting to Different | NET-03.8 5C-07(22)
Security Domains
Employ minimal functionality and information storage on the Seoure Baseline Mechanisms exist to develop, document and maintain secure baseline
03.13.11E Thin Nodes following system [ defined | Functional [ Intersects With| *0°® BeSEIne CFG-02 for Assets, and/or Sevices sc2s
sustem © (TAAS) that are consistent with industrv-accented svstem hardening
Employ minimal functionality and information storage on the ‘Applied Security, exist o generate itati s
defined Compli d :
03.13.11E Thin Nodes following system v Functional | Intersects With ompliance an |A0-03 | System Security Plan (SSP) that: § sc25
system components]. Resilience Controls (1) Identifies key and onin-
D scope Assets. and/or Services TAAS):
Employ minimal functionality and information storage on the Mechanisms exist to configure thin nodes to have minimal
following system [ defined functionality and information storage.
system components].
03.13.11E Thin Nodes Functional Intersects With Thin Nodes END-11 SC-25
Deniabol-Service | [S6196tIoN (one): Protect against; Limit he effects of the Capacity & Performance Mechanisms exist to facilitate the implementation of capacity
03.13.126 following types of denial-of-service events: [Assignment: Functional ~ [Intersects With CAP-01 [ management controls to ensure optimal system performance to meet sc-0s
Protection ! v Management 2
d tvoes of denial-of-service eventsL. expected and future capaci
a. [Selection (one): Protect against; Limit] the effects of the Mechanisms exist to control resource utilization of Technology Assets,
following types of denial-of-service events: [Assignment: Applications and/or Services (TAAS) that are susceptible to Denial of
Denial-of-S defined denial-of-senvi . i . :
0813126 enialof-Senvice S types of events] Functional | ntersects With|  Resource priority Cap.0a |Service (Do) attacks to imit and prioritize the use of resources. scos
Protection b. Employ the following safeguards to prevent the denial-of-
service ion-defined by
tvoe of di It event.
a. [Selection (one): Protect against; Limit] the effects of the Mechanisms exist to conduct capacity planning so that necessary
following types of denial-of-service events: [Assignment: capacity for i and
Denial-of-Service d denial-of-servi . i il exist duri .
03.13.126 > 4 types of events]. Functional | interscts With|  Gapacity Planning CAp.03 | environmental support will exist during contingency operations. sc.0s
Protection b. Employ the following safeguards to prevent the denial-of-
defined by
event.
: Protect against; Limit] the effects of the ‘Automated mechanisms exist to protect against or lmit the effects of
following types of denial-of-service events: [Assignment: denial of service attacks.
Denial-of-S ion-defined denial-of-servi . Denial of Service (DoS)
03.13.12E enial-of-Service d types of events] Functional [ ntersects With| Dematof Sevice (0oS) |- pr o) 4 5C-05
Protection b. Employ the following safeguards to prevent the denial-of- Protection
service ion-defined by
tvpe of d It event].
[Selection (one): Physically; Logically] disable of remove Mechanisms exist to develop, document and maintain secure baseline
ion ports or igurations for Assets, and/or Services
Port and Input/Output Secure Baseli i -
0813138 ortand Input/Outputinput/output devices] on the following systems or system Functionat | intersects with ecure Baseline CFG.0p | TARS) that are consistent with industry-accepted system hardening scat
Device Access i d systems or Configurations standards
system components].
[Selection (one): Physically; Logically] disable of remove Mechanisms exist to physically disable of remove unnecessary
ports or connection ports or input/output devices from sensitive systems.
Port and Input/Output Port & Input / Output (110
03.13.136 @ NPUVOUIPUL input/output devices] on the following systems or system Functional ~ [Intersects With " PUtlO)l enpgg sc-41
Device Access g systen Device Access
defined systems or
svstem
Employ a detonation chamber capability within [Assignment: Applisd Securly, existto generate (e
organization-defined system, system component, or location]. Compliance and System Security Plan (SSP)) that:
03.13.14E Detonation Chambers Functional Intersects With IA0-03 (1) Identifies key and onin- SC-44
Resilience Controls echmoy Acsore. Ao / ThAS):
Docurmentation scope Technology Assets, Applications and/or Services (TAAS);
(2) Reflects the current state of apblied security. and
Employ a detonation chamber capability within [Assignment: Mechanisms exist to utilize a detonation chamber capability to detect
organization-defined system, system component, or location]. and/or block potentially-malicious files and email attachments.
Det ti h
03.13.14E Detonation Chambers Functional [Intersects ith|  Detonation Chembers | g, 1o SC-44
(Sandbores)
Separate Subnets to_|Implement [Selection (one): physically; logically] separate Soparate Subnets To Mechanisms exist to implement physically or logically separate
03.13.15€ Isolate System  [subnetworks to isolate the following critical system components | Functional [ Intersects With| ~ (07 92T | NET-06.9 toisolate ion-defined Assets, SC-07(29)
c and__|and functions: ion-defined critical system Services and/or Data (TAASD).
Separate Subnets to_|Implement [Selection (one): physicaly; logically] separate Separate Subnetfor Mechanisms exist to implement separate network addresses (e.g..
Isolate System | subnetworks to isolate the following critical system components different subnets) to connect to systems in different security domains.
03.13.15E VS . ger ystem comp Functional |Intersects With| Connecting to Different | NET-03.8 ) Vs ity 5C-07(29)
Componentsand  |and functions: [Assignment: organization-defined critical system
Security Domains
Functions and functions].
Separate Subnets to | Implement [Selection (one): physically; logically] separate Mechanisms exist to implement security management subnets to
Isolate System | subnetworks to isolate the following critical system components Security Management isolate security tools and support components from other internal
03.13.15E V! ! g critical system comp Functional | Intersects With y Manag NET-06.1 v PP P " SC-07(29)
Componentsand  |and functions: [Assignment: organization-defined critical system Subnets system by separate with
Functions and functions]. managed interfaces to other of the system.
Partition the system into [Assignment: organization-defined ‘Applied Security, Mechanisms exist to generate authoritative documentation (e.g..
system components] residing in separate [Selection (on: Compliance and System Security Plan (SSP) th
03.13.16E System Partitioning | > P g g in separate [ (one): Functional | Intersects With P |a0-03 | System Security Plan (SSP) X § : . sC-32
physical; logical] domains or environments based on [Assignment: Resilience Controls (1) Identifies key and onin-
ion-defined ci for physical or logical D scope Assets. and/or Services (TAAS):
Partition the system into [Assignment: organization-defined Mechanisms exist to partition systems so that partitions reside in
system components] residing in separate [Selection (one): separate physical domains or environments.
physical; logical] domains or environments based on [Assignment:
organization-defined circumstances for physical or logical
03.13.16E System Partitioning | S@P2ration of components]. Functional |Intersects With|  System Partitioning SEA-03.1 sc-32
a. Employ integrity verification tools to detect unauthorized Mechanisms exist to utllize File Integrity Monitor (FIM), or similar
) changes to the following software, firmware, and information: ) technologies, to detect and report on unauthorized changes to
Software, Firmware, and win Endpoint File Integrity "
03.14.01E [Assignment: organization-defined software, firmware, and Functional  [Intersects With END-06  |selected files and configuration settings s107
Information Integrity Monitoring (FIM)
information].
b. Take the following actions when changes to the
Secure Controls Framework (SCF) 7of11
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a. Employ integri tools to detect Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar
changes to the following software, firmware, and information: g on critical Assets,
: -defi ) ) /¢
Software, Firmware, and | ASSTEment: organization-defined software, firmware, and File Intogrty Monitoring Applications and/or Services (TAAS) to generate alerts for unauthorized
03.14.01E information]. Functional ~ [Intersects With MON-01.7 | modifications. 5 si-07
Information Integrity (FIM)
b. Take the following actions when unauthorized changes to the
software, firmware, and information are detected: [Assignment:
defined actions].
a. Employ integri tools to detect Mechanisms exist o review event logs on an ongoing basis and
changes to the following software, firmware, and information: escalate incidents in accordance with established timelines and
) [Assignment: organization-defined software, firmware, and procedures.
Software, Firmware, and .
03.14.01E information]. Functional  [Intersects With | Security Event Monitoring| MON-01.8 5 si07
Information Integrity )
b. Take the following actions when unauthorized changes to the
Software, firmware, and information are detected: [Assignment:
defined actions].
Withdrawn
No
03.14.026 N/A Functional ) N/A N/A N/A 0 N/A
Relationship
03.14.03E N/A BEoT Functional No N/A N/A N/A 0 N/A
Refresh From Trusted | Obtain software and data employed during system component Refresh from Trusted Mechanisms exist to ensure that software and data needed for system
03.14.04E ploY: 85 P Functional ~ [Intersects With SEA-08.1 ! Ve 5 SI-14(01)
Sources and service refreshes from the following trusted sources: Sources and service refreshes are obtained from trusted sources.
. a. [Selection (one): Refresh [Assignment: organization-defined Mechanisms exist to:
Non-Persistent ) Non-Persistent 5
03.14.05E -defined Functional Intersects With SEA-08.2 (1) Generate or refresh information per an organization-defined 5 SI-14(02)
Information ) Information
Generate defined on frequency: and
Withdrawn
No
03.14.06E N/A Functional ) N/A N/A N/A 0 N/A
Relationship
Withdrawn No
03.14.07E N/A Functional ) N/A N/A N/A 0 N/A
514,008 ntogrity Chocks | Pe119TM &N inegrity check of [Assignment:organization-defined | oo T T ND-06.1 exist to validate through integrity checking R S0701)
software. firmware. and ISelection (one or more): at of software and firmware.
Perform an integrity check of [Assignment: organization-defined Applied Socurity, existto generate (eg.
software, firmware, and information] [Selection (one or mor Comotionse and System Security Plan (SSP)) th:
03.14.08E Integrity Checks startup; at defined statesor| Functional |Intersects With P 1A0-03  |(1) Identifies key and onin- 5 $1-07(01)
Resilience Controls
L events]; defined scope Technology Assets, Applications and/or Services (TAAS);
Documentation
(2) Reflects the current state of anolied securitv. and
Perform an integrity check of [Assignment: organization-defined Mechanisms exist to identify and document Standardized Operating
software, firmware, and information] [Selection (one or more): at Procedures (SOP), or similar documentation, to enable the proper
startup ization-defined states or execution of day-to-day / assigned tasks.
ity-rel events]; [Assij i defined
Standardized Operatin;
03.14.08E Integrity Checks frequency]l. Functional | Intersects With ized Operating | - oo5 49 4 5 $1-07(01)
Procedures (SOP)
Implement to detect Mechanisms exist to facilitate the implementation of cryptographic
changes to software, firmware, and information. Use of Gryptographic protections controls using known public standards and trusted
03.14.09E Cryptographic Protection Functional | Intersects With Cm‘fms P CRY-01 |cryptographic technologies. 5 51-07(06)
Implement the following mechanisms to protect the integrity of Automated mechanisms exist to protect the integ of boot firmware
Protection of Boot P wing ! P integrity . Protection of Boot u isms exist to pr integrity frmuware
03.14.108 boot firmware in [Assignment: organization-defined system Functional ~ [Intersects With END-06.6 |in systems. 5 $1-07(10)
Firmware n-defin Firmware
Protection of Boor | 'MPement the following mechanisms to protect the integrity of Applied Security, existto generate (eg.
03.14.108 A boot firmware in [Assignment: organization-defined system Functional ~[Intersects With| ~ Compliance and 1A0-03  [System Security Plan (SSP)) that: 5 $1-07(10)
defined Resilience Controls (1) Identifies kev and onin-
Incorporate the detection of the following unauthorized changes Mechanisms exist to develop, document and maintain secure baseline
into the organizational incident response capability: [Assignment: for gy Assets, and/or Services
organization-defined security-relevant changes to the system]. (TAAS) that are consistent with industry-accepted system hardening
standards.
Integration of Detection Secure Baseline
03.14.11E © Functional ~ Intersects With CFG-02 5 $1-07(07)
and Response Configurations
Incorporate the detection of the following unauthorized changes d existto deviations from
Integration of Detection to the organizational incident response capability: [Assi ent: Integrity Assurance & an approved baseline and lement automated resiliency actions to
03.14.11E g in reanizationalincident response capability: [Assignment: | ¢ uona | intersects With erity CFG-06.1 |2 aPPrOV Ine and implement automated reslliency action 5 51-07(07)
and Response organization-defined security-relevant changes to the system]. Enforcement (IAE) remediate the unauthorized change.
Incorporate the detection of the following unauthorized changes Mechanisms exist to detect and respond to unauthorized configuration
Integration of Detection to the organizational incident response capability: [Assi ent: Endpoint Detection & changes as cybersecurity incidents.
03.14.11E g in reanizationalincident response capability: [Assignment: | ¢ on o | intersects With P END-06.2 e ybersecuirity Inclden 5 51-07(07)
and Response | organization-defined security-relevant changes to the systeml. Response (EDR)
Incorporate the detection of the following unauthorized changes Mechanisms exist to implement Extended Detection & Response (XDR)
Integration of Detection to the organizational incident response capability: [Assi ent: Extended Detection & technologies to correlate data and respond to threats across ltiple
03.14.11E g in reanizationalincident response capability: [Assignment: | ¢ uona | intersects With END-06.8 nologl " nd respon 3 ross multip 5 51-07(07)
and Response organization-defined security-relevant changes to the system]. Response (XDR) security layers, including:
(1) Endpoints:
Check the validity of the following information inputs: Mechanisms exist to check the validity of information inputs.
defined inputs to the
system].
Information Input
03.14.12€ nine Functional ~[Intersects With | Input Data Validation | TDA-18 5 si-10
Validation
a. Generate error messages that provide information necessary for Mechanisms exist to handle error conditions by:
03.14.13€ Error Handling | corrective actions without revealing information that could be Functional  [Intersects With|  Error Handling TDA-18 | (1) dentifying potentially security-relevant error conditions; 5 s-11
exploited. @ ing error messages that provide necessary for
Implement the following safeguards to protect the system memory existto generate i ion (e.g..
from unauthorized code execution: [Assignment: organization- Appliod Securiy, Systom Security lan (SSP) that: ) e
defined safeguards]. o, (1) Identifies key and onin-
03.14.14E Memory Protection Functional [ Intersects Witn | =OmP 19708 81 1A0-03 | scope Technology Assets, Applications and/or Services (TAAS); 5 si-16
' (2) Reflects the current state of applied security, compliance and
Documentation ‘ ‘
resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the svstem
Implement the following safeguards to protect the system memory exist to implement securit to protect system
from unauthorized code execution: [Assignment: organization- memory from unauthorized code execution.
defined safeguards].
03.14.14E Memory Protection Functional Intersects With Memory Protection SEA-10 5 SI-16
Non-Persistent System | a. Implement defined ‘Applied Security, exist to generate i ion (6.8,
03.14.15€ Componentsand | system components and services] Functional ~[Intersects With|  Compliance and 1A0-03  |System Security Plan (SSP)) that: 5 si-14
Services b. Initiate non-persi Resilience Controls. (1) Identifies kev andi i onin-
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a. Implement non-p: defined Mechanisms exist to identify and document Standardized Operating
system components and services]. Procedures (SOP), or similar documentation, to enable the proper
b. Initiate non-p defined execution of day-to-day / assigned tasks.
Non-Persistant System | $¥51€m components and services} rom a known state.
03.14.15E Componentsand | Terminate non-p defi Functional | Intersects With | Stendardized Operating | - \o o) 4 5 Si-14
Services system components and services] [Selection (one or more): upon Procedures (SOP)
end of session of use; [Assignment: organization-defined
frequency]).
a Implement non-persi defined exist to implement non-p system
system components and services]. and services that are initiated in a known state and terminated upon
Non-Persistant System |- Initate non-pers defined the end of the session of use or periodically at an organization-defined
03.14.15E Componentsand | $YStem components and services] from a known state. Functional |Intersects With|  Non-Persistence seac0s  [reauency. 5 si-14
Sonioss c. Terminate non-p defined
system components and services] [Selection (one or more): upon
end of session of use; [Assignment: organization-defined
Embed data or capabilities in the following systems or system existto generate i Y
components to determine if CUI has been exfiltrated or improperly System Security Plan (SSP) that:
removed from the i defined Applied Security, (1) Identifies key and onin-
0314168 Tointing systems or system components]. Functional | intersects witn| _ComPliance and 1A0.0g | sc0Pe Technology Assets, Applications andor Services (TAAS): s 120
Resilience Controls (2) Reflects the current state of applied security, compliance and
Documentation resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the system
houndarv: and
Embed data or capabilities in the following systems or system Mechanisms exist to embed false data or steganographic data in files
components to determine if CUI has been exfiltrated or improperly to enable the organization to determine if data has been exfiltrated and
removed from the organizati defined provide a means to identify the individual(s) involved.
systems or system components].
03.14.16E Tainting Functional | Intersects With Tainting THR-08 5 s1-20
Alert [Assignment: organization-defined personnel of roles] when existto define roles & ibilities for
03.14.17E System-Generated Alerts | 11 fO0Wing system-g dinc of con or Functional | Intersects With Defined Roles & HRs.0g |CllPersonnel. 5 51-04(05)
potential oceur: [ defined Responsibilities
indicatorsl.
Alert [Assignment: organization-defined personnel of roles] when Mechanisms exist to define specific Indicators of Compromise (10C) to
0s1a17E Systom-Generated Alarts | 1€ FOUOWINE system-g dine of con or Functional | intersects with Indicators of \Ro.0s | dentifythe signs of potential cybersecurity events. s S10408)
potential oceur: [ defined Compromise (10C)
indicatorsl.
Alert [Assignment: organization-defined personnel of roles] when Mechanisms exist to generate, monitor, correlate and respond to
03.14.17E System-Generated Alerts | 11 fO0Wing system-g dinc of con or Functional | Intersects With | System Generated Alerts | MON-01.4 |erS from physical, eybersecurity, data protection and supply chain 5 51-04(05)
potential occur: defined activities to achieve integrated situational awareness.
indicatorsl.
Alert [Assignment: organization-defined personnel of roles] when Mechanisms exist to automatically alert incident response personnel
03.14.17E System-Generated Alerts | 11 fOU0Wing system-g dinc of con or Functional |Intersects With|  Automated Alerts MON-01.12 |{© Inappropriate or anomalous activities that have potential security 5 51-04(05)
potential occur: defined incident implications.
indicatorsl.
Alert [Assignment: organization-defined personnel of roles] when Automated mechanisms exist to identify and alert on Indicators of
03.14.17E System-Generated Alerts | 11 fOU0Wing system-g dinc of con or Functional | Intersects with | Monitering for Indicators |y 4, | Compromise (1oC). 5 51-04(05)
potential oceur: [ defined of Compromise (10C)
indicatorsl.
Alert [Assignment: organization-defined personnel of roles] using existto define roles & ibilities for
03.14.18E d 0 v ° defined automated When | Enctional | Intersects With Defined Roles & HRs.0g |llPersonnel. 5 S1-04(12)
Generated Alerts | the following indications of inappropriate or unusual activities Responsibilities
with securitv imli oceur: i
Alert [Assignment: organization-defined personnel of roles] using Mechanisms exist to automatically alert incident response personnel
Automated Organization- | o defined automated isms] when ) o inappropriate or anomalous acfiites that have potential security
03.14.18E noratod o |the following indications of inappropriate or unusual activties Functional ~ [Intersects With | Automated Alerts | MON-01.12 |incident implications. 5 $1-04(12)
with security oceur:
defined activities that trigger alertsl.
Alert [Assignment: organization-defined personnel or roles] using ‘Automated mechanisms exist to identify and alert on Indicators of
Automated Organization- defined automated when Monitoring for Indicators Compromise (1oC).
03.14.18E the following indications of inappropriate or unusual activities Functional [ Intersects With MON-11.3 5 S1-04(12)
Generated Alerts of Compromise (10C)
with security occur:
defined activities that trigger alertsl.
Employ a wireless intrusion detection system to identify rogue Mechanisms exist to monitor wireless network segments for:
Wireloss Intrusion | ¥iTe1ess devices and to detect attack attempts and potential ) Wireloss Network (1) Rogue wireless devices; and
03.14.19E compromises or breaches to the system Functional  [Intersects With e MON-015 |(2) Anomalous and/or hostile activities. 5 S1-04(14)
Detection Monitoring
. Develop a security architecture for the system that: ‘Applied Security, existto generate S
03.15.01E Security. 1. Describes the securit and approach tobe taken | Functional [Intersects With|  Compliance and IA0-03  [System Security Plan (SSP)) that: 5 PLOB
for protecting the integrity. and availability of CUL Resilience Controls (1) Identifies kev and onin-
a. Develop a security architecture for the system that: Mechanisms exist to identify and document Standardized Operating
1. Describes the security requirements and approach to be taken Procedures (SOP), or similar documentation, to enable the proper
for protecting the confidentiality, integrity, and availability of CUI, execution of day-to-day / assigned tasks.
2. Describes how the architecture is integrated into and supports
the enterprise architecture, and
3. Describes any assumptions about, and dependencies on,
03.15.01E Security Architecture | &e"al systems and services. Functional | Intersects With | Standardized Operating | - oo o) 4 5 PL08
b. Review and update the security architecture [Assignme Procedures (SOP)
organization-defined frequency] to reflect changes in the
enterprise architecture.
c. Reflect planned security architecture changes in system
security plans, concept of operations, criticality analysis,
and and
a. Develop a security architecture for the system that: Mechanisms exist to ensure security, compliance and resilience
1. Describes the security requirements and approach to be taken capabilities are designed and maintained in alignment with security
for protecting the confidentiality, integrity, and availability of CUI, architecture principles from:
2. Describes how the architecture is integrated into and supports (1) The Open Group Architecture Framework (TOGAF);
the enterprise architecture, and (2) Sherwood Applied Business Security Architecture (SABSA); and/or
3. Describes any assumptions about, and dependencies on, @ An defined reference
03.15.01E Security Architecture | ©X16ral systems and services. Functional  [Intersects With|  S°CUr@ ATENteoture | gpy g, 5 PLO8
b. Review and update the security architecture [Assignmet Principles
organization-defined frequency] to reflect changes in the
enterprise architecture.
c. Reflect planned security architecture changes in system
security plans, concept of operations, criticality analysis,
and and
a. Develop a security architecture for the system that: exist to formally the secure
1. Describes the security requirements and approach to be taken architecture principles into engineering, product and model design
for protecting the confidentiality, integrity, and availability of CUI, to ensure security, and resilience are builtin
2. Describes how the architecture is integrated into and supports by default and by design
the enterprise architecture, and
3. Describes any assumptions about, and dependencies on,
03.15.01E Security Architecture | 6Tl systems and senvices. Functional | Intersects With| Security-Aware Design | SEA-01.5 5 PL-08
b. Review and update the security architecture [Assignment:
organization-defined frequency] to reflect changes in the
enterprise architecture.
c. Reflect planned security architecture changes in system
security plans, concept of operations, criticality analysis,
and and it
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a. Develop a security architecture for the system that: Mechanisms exist to develop an enterprise architecture, aligned with
1. Describes the security requirements and approach to be taken industry-recognized leading practices, with consideration for security,
for protecting the confidentiality, integrity, and availability of CUI, compliance and resilience principles that addresses risk to
2. Describes how the architecture is integrated into and supports organizational operations, assets, individuals and other organizations.
the enterprise architecture, and
3. Describes any assumptions about, and dependencies on,
Al t With
03.15.01E Security Architecture | ©X1eral systems and services. Functional | Intersects With gnment Wi SEA-02 5 PL0B
b. Review and update the security architecture [Assignment: Enterprise Architecture
organization-defined frequency] to reflect changes in the
enterprise architecture.
c. Reflect planned security architecture changes in system
security plans, concept of operations, criticality analysis,
and and
a. Design the security architecture for the system using a defense- existto generate itati g
in-depth approach. System Security Plan (SSP) that:
b. Allocate [Assignment: organization-defined security (1) Identifies key andi i onin-
to [Assi scope Technology Assets, Applications and/or Services (TAAS);
layers and locations]. (2) Reflects the current state of applied security, compliance and
c. Ensure that the allocated requirements operate in a coordinated Applied Security, resilience controls on applicable People, Processes, Technologies,
inforci Compliance and ined wi
03.15.026 Defense In Depth | 1A mutually reinforcing manner. Functional | Intersects With p \Ao.ga | Data and/or Facilities (PPTDF) that are contained within the system s PLOB0OY)
Resilience Controls boundary; and
Documentation (3) Provides a historical record of applied security controls, including
changes.
a. Design the security architecture for the system using a defense- Mechanisms exist to implement security functions as a layered
in-depth approach. structure minimizing interactions between layers of the design and
b. Allocate [Assignment: organization-defined security avoiding any dependence by lower layers on the functionality or
to [Assi defined correctness of higher layers.
layers and locations].
c. Ensure that the allocated requirements operate in a coordinated
inforci Defense-In-Depth (DID)
03.15.02E Defense InDept | 2nd mutuallyreinforcing manner. Functional | Intersects With P OD) | gep 03 5 PL-08(01)
Architecture
Require that [Assi ion-defined exist o generate ion (6.,
allocated to [Assignment: organization-defined locations and System Security Plan (SSP) that:
architectural layers] are obtained from different suppliers. (1) Identifies key andi i ion on in-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compliance and i i
03.15.03E Supplier Diversity Functional | Intersects With P! ja0-03  |(2) Reflects the current state of applied security, compliance and 5 PL-08(02)
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes
Require that [Assi ion-defined Mechanisms exist to obtain security, compliance and resilience
allocated to [Assignment: organization-defined locations and technologies from different suppliers to minimize supply chain risk.
architectural layers] are obtained from different suppliers.
03.15.03E Supplier Diversity Functional | Intersects With|  Supplier Diversity TDA-03.1 5 PL08(02)
Employ [Selection (one or more): design; modification; exist o generate ion (6.,
on [Assi i System Security Plan (SSP) that:
defined systems or system components] supporting mission- (1) Identifies key andi i ion on in-
essential services or functions to increase the trustworthiness in Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
. " ' .
0316.01E Spocialization those systems or components. Functional | intersects wign| _ ComPliance an 1AG.03 |2 Reflects the current state of applied security, compliance and s sa2s
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
chanes
Employ [Selection (one or more): design; modification; Mechanisms exist to facilitate the implementation of tailored
Technology Development A
03.16.01E on[ Functional [ Intersects With & Acquisition TDA-01  |development and acquisition strategies, contract tools and 5 sA-23
defined systems or svstem supporting mission- methods to meet uniaue business needs.
Employ [Selection (one or more): design; modification; Mechanisms exist to design and implement product management
on [Assi processes to proactively govern the design, development and
defined systems or system components] supporting mission- production of Technology Assets, Applications and/or Services (TAAS)
essential services or functions to increase the trustworthiness in across the System Development Life Cycle (SDLC) to:
03.16.01E Specialization those systems or components. Functional | Intersects With| Product Management | TDA-01.1 |(1)Improve functionality; 5 SA-23
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
obligations.
Establish agreements and procedures with entities involved in the exist to require for applicable
supply chain for the system, system component, or system service Third-Party Gontract security, and resilience with third-parties,
03.17.01E Notification Agreements | for the [Selection (one or more): notification of supply chain Functional [ Intersects With Requiraments TPM-05 | reflecting the needs to protectits Assets, 5 SR-08
results of or audits; [/ Applications, Services and/or Data (TAASD).
Establish agreements and procedures with entities involved in the Mechanisms exist to compel External Service Providers (ESPS) to
supply chain for the system, system component, or system service provide notification of actual o potential compromises in the supply
for the [Selection (one or more): notification of supply chain chain that can potentially affect or have adversely affected Technology
results of or audits; Security Compromise Assets, Applications and/or Services (TAAS) that the organization
03.17.01E defined Functional  [Intersects With | >°°U"Y ©OP TPM-05.1 | utilizes. 5 SR-08
Notification Agreements
Inspect the following systems or system components [Selection Mechanisms exist to periodically inspect systems and system
(one or more): at random; [Assignment: organization-defined ) ) components for Indicators of Compromise (1oC).
Inspection of Systems or Physical Tamperiny
03.17.02E P y upon [Assi i defined of | Functional |Intersects With v mpering AST-08 5 SR-10
Components » " Detection
need for inspection]] to detect tampering: [Assignment:
defined svstems or svstem
Inspect the following systems or system components [Selection Mechanisms exist to physically and logically inspect critical technology
(one or more): at random; [Assignment: organization-defined assets to detect evidence of tampering.
Inspection of Systems or Technology Asset
03.17.02E s y upon defined of | Functional |Intersects With &/ AST-15.1 5 SR10
Components Inspections
need for inspection]] to detect tampering: [Assignment:
defined svstems or svstem
Inspect the following systems or system components [Selection Applied Securty, existto generate (g
(one or more): at random; [Assignment: organization-defined System Security Plan (SSP) that:
Inspection of Systems or ‘ ’ ) Compliance and > ) ) o
03.17.02E upon [ defined of | Functional |Intersects With o 1A0-03 [ (1) Identifies key and onin- 5 SR-10
Components » " Resilience Controls
need for inspection]] to detect tampering: [Assignment: Dooumantion scope Technology Assets, Applications and/or Services (TAAS);
ion-defined svstems or svstem (2) Reflects the current state of abplied security. iance and
Inspect the following systems or system components [Selection Mechanisms exist to identify and document Standardized Operating
: ; t: - P . ! , th
Inspection of Systems or |27 O MOre): at random; [Assignment: organization-defined Standardized Operating rocedures (SOP), or similar documentation, to enable the proper
03.17.02E upon defined of | Functional |Intersects With OPS-01.1 |execution of day-to-day / assigned tasks. 5 SR10
Components Procedures (SOP)
need for inspection]] to detect tampering: [Assignment:
defined svstems or svstem
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Inspect the following systems or system components [Selection Mechanisms exist to maintain awareness of component authenticity
(one or more): at random; [Assignment: organization-defined by developing and implementing Product Tampering and
upon defined indications of Counterfeiting (PTC) practices that include the means to detect and
need for inspection] to detect tampering: [Assignment: prevent counterfeit components.
03.17.026 Inspection of Systems or | organization-defined systems or system components]. Functional | intersects with| Product Tamperingand | s SR10
Components Counterfeiting (PTC)
a. Develop and implement anti-counterfeit policy and procedures Mechanisms exist to establish, maintain and disseminate policies,
that include the means to detect and prevent counterfeit Publishing Security, standards and procedures necessary for secure, compliant and
03.17.03€ Component Authenticity | components from entering the system. Functional  |Intersects With | Compliance & Resilience| GOV-02 | resilient capabilities. 5 SR11
b. Report counterfeit system components to [Selection (one or Documentation
more): source of counterfeit
a. Develop and implement anti-counterfeit policy and procedures exist to define Toles & for
that include the means to detect and prevent counterfeit Defined Roles & all personnel.
03.17.03E Component Authenticity | components from entering the system. Functional | Intersects With Responsibiliios HRS-03 5 SR-11
b. Report counterfeit system components to [Selection (one or
more): source of counterf
a. Develop and implement anti-counterfeit policy and procedures Mechanisms exist to cover:
that include the means to detect and prevent counterfeit (1) Preparation;
components from entering the system. (2) Automated event detection or manual incident report intake;
03.17.03€ Component Authenticity | b. Report counterfeit system components to [Selection (one or Functional ~|[Intersects With|  Incident Handling IRO-02  |(3) Analysis; 5 SR-11
more): source of counterfeit component; [Assignment: (4) Containment;
organization-defined external reporting organizations}; (5) Eradication; and
ization-defined personnel or rolesll. (6) Recoverv.
a. Develop and implement anti-counterfeit policy and procedures Mechanisms exist to maintain awareness of component authenticity
that include the means to detect and prevent counterfeit by developing and implementing Product Tampering and
from entering the system. Product Tampering and Counterfeiting (PTC) practices that include the means to detect and
03.17.03€ Component Authenticity | b. Report counterfeit system components to [Selection (one or Functional | ntersects with | [0 EERRIERY | TOAT | provent counterteit components. 5 SR11
more): source of counterfeit component; [Assignment:
organization-defined external reporting organizations};
ization-defined bersonnel ar rolesL.
Document, monitor, and maintain valid provenance of the Mechanisms exist to track the origin, development, ownership,
following systems, system components, and associated CUI: location and changes to Technology Assets, Applications, Services
[Assignment: organization-defined systems, system components, and/or Data (TAASD).
03.17.04E Provenance and associated CUI]. Functional ~ [Intersects With Provenance AST-03.2 5 SR-04
Employ [ ization-defined and Mechanisms exist to periodically inspect systems and system
conduct [Assignment: organization-defined analysis] to ensure the components for Indicators of Compromise (IoC).
. ) integrity of the system and system components by validating the § .
03.17.05E Supply Chain Integrity— |, | composition and provenance of critical or mission- Functional |Intersects With| " T¥Sical Tampering AST-08 5 SR-04(04)
Pedigree " Detection
essential technologies, products, and services.
Employ [ defined and Mechanisms exist to assess the integrity of critical Technology Assets,
05.17.05 Supply Chain ntegrty - | conduct [Assignment: organization-defined analysis] toensurethe | [ Logical Tampering ast1s |Aplications andor Services (TAAS) to detect evidence of tampering, s SR0404)
Pedigree integrity of the system and system components by validating the Protection where:
internal and of critical or mission- (Eogical evaluate the integrity of critical
Employ [ ization-defined and Mechanisms exist to maintain awareness of component authenticity
Supply Chain Intogrty | CONAUCt [Assignment: organization-defined analysis] to ensure the | product Tampering and by developing and implementing Product Tampering and
03.17.05€ pociron integrty of the system and system components by validating the | Functional  |Inersects Witn| 0085 TEEPRITEAIT | TDA-11 | Counterfting (PTC) practices thatnclude the means to detect and 5 SR-04(04)
internal composition and provenance of critical or mission- prevent counterfeit components.
essential broducts. and services.
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