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Secure Controls ork (SCF) Strength of
FDE # FDE Name. Focal Document Element (FDE) Description SCF Control SCF# XD LERETELE ) o
Rationale Control Desc Relationship
Determine if:
03.01.01E Dual Authorization |0 e Functional N/A N/A N/A )
dual authorization is enforced for <A.03.01.01E.ODP(OT]: privileged exist to enforce a two-person rule for
DS-A.03.01.01E Dual Authorization | commands and/or other actions>. Functional | Intersects With|  Two-Person Rule HRS-12.1 | changes to sensitive Technology Assets, Applications and/or Services 5
anas).
dual authorization is enforced for <A.03.01.01E.0DP[O1]: privileged Dual Authorization fo Automated mechanisms exist to enforce dual authorization fol
DS-A.03.01.01E Dual Authorization | 9% 8utherizationis enforeed for 101 privieg Functional | Intersects With | 1% AUTOTEION TN yac 50 5 A wsms ext ree dual authorization for 5
and/or other actions>. Privileged Command; privileged
privileged commands and/or other actions requiring dual authorization are exist to enforce a two-person rule for
A03.01.01E.0DP[01] Dual Authorization | defined. Functional |Intersects With|  Two-Person Rule HRS-12.1 | changes to sensitive Technology Assets, Applications and/or Services 5
TAS).
02,01, 01E.0DP01] Duat Athoriaation | PiteEed commands and/or other actions requiring dual authorizationare | [ [ I Dual Authorizationfor | " Automated mechanisms exist to enforce dual authorization for R
defined. Privileged Command: privileged
Non-Organizationally | Determine if o
03.01.02€ Owned Systems - Funotional N/A N/A N/A 0
Relationship
Restricted Use
Non-Organizationally | {7 Us® Of Ron-organizationally owned systems or system components to Non-O exist to restrict the use of non-organizationally owned
5.403.01.028 wnon Systorms. | Process, store,or ransmit CUl s restricted using <A03.01.02E00POT: ||| Owned Teohnology |y, - | Technology Assets, Applications andlor Services (TAAS)to process, s
restrictions>. Assets, Applications store or transmit organizational information.
Restricted Use
and/or Services (TAAS)
Non-Organizationally on the use of owned systems or system Non-Organi exist to restrict the se of non-organizationally owned
0501 02 ODP(OT] o Systerms. || FomPonents o process,store, or ransmit CUI are defned. Functional | intersects win|  OWmedTeennology | - | Technology Assets, Applications and/or Services (TAAS) to proces, s
Assets, Applications store or transmit organizational information.
Restricted Use
and/or Services (TAAS)
Withdrawn No
03.01.03€ N/A hdraw Functional N/A N/A N/A 0
c tSession | Determine if: N
03.01.04E oneurrent Session - |Determine Functional © N/A N/A N/A 0
Control
Concurrent Sesaion | e AUMber of concurrent sessions for each <A.03.01.04E.0DP(01]: Concurrant Session Mechanisms exist to limit the number of concurrent sessions for each
DS-A.03.01.04E A account and/or account types> is limited to <A.03.01.04E.0DP[02]: Functional | Intersects With o IAC-23  |system account. 5
number>.
accounts and/or account types for which to limit the number of concurrent Mechanisms exist to develop, document and maintain secure baseline
03,01 0dg.oppor] | Coneurrent Session | sessions i defined. Functional | Intersectswitn|  Secure Basetine cF6.02 for Assets, Applications and/or Services s
Control Configurations (TAAS) that are consistent with industry-accepted system hardening
703.01.04E.0DP(01] | COMOUTTent Session [accounts and/or account types for which to imit the number of concurrent [ ¢ o [ Coneurrent Session 1AC23 | Mechanisms exist to imit the number of concurrent sessions for each R
Control sessions is defined. Control svstem account.
A02.01.04E.0Dp[0z] | COneUrTent Session | the number of concrrent sessions to be alowed for each aceountandror | T T Coneurrent Session 1nC23 | Mechanisms exist o imit the number of concurrent sessions for each R
Control account type s defined. Control svstem account.
the number of concurrent sessions to be allowed for each acoount and/or exist to generate e
account typeis defined. System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
c S Compl d
03,01 04E.0DP(02] oncurrent Session Functional | intersects with ompliance an 1n0.0s |2 Reflects the current state of applied security, compliance and s
Control Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
chances.
Automated Monitoring | Determine if o
03.01.05E and Control for Remote Functional N/A N/A N/A )
Relationship
Access
Monitoring are employed to monitor remote access methods. Automated mechanisms exist to monitor and control remote access
Automated Monitoring & "
DS-A.03.01.05E[01] | and Control for Remote Functional | Intersects With o NET-14.1 [sessions. 5
Access
Monitoring are employed to control remote access methods. Automated mechanisms exist to monitor and control remote access
Automated Monitoring & "
DS-A.03.01.05E[02] | and Control for Remote Functional | Intersects With o NET-14.1 [sessions. 5
Access
Protection of Remote | Determine if: o
03.01.06E Access Mechanism Functional N/A N/A N/A )
Relationship
information about remote access mechanisms is protected from exist to generate (e.g.
unauthorized use and disclosure. System Security Plan (SSP)) that:
(1) Identifies key andi onin-
Applied Security, i i ;
Protection of Remot sopted secury s;a:eﬂrechn:lagy Assels‘Appfucau:)n: and/orServlceslvﬂAAS), )
DS-A.03.01.06E Access Mechanism Functional | Intersects With ompliance an 1n0-03 |12 Reflects the current state of applied security, compliance an 5
PO Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
chances.
Protection of Remote _|information about remote access mechanisms is protected from Mechanisms exist to define, control and review organization-approved,
DS-A.03.01.06E Access use and disclosur Functional |IntersectsWith|  Remote Access NET-14  |secure remote access methods. 5
Determine if:
Automated Audit Act N
03.01.07E utomated Audit Actions Functional e N/A N/A N/A 0
for Account Management Relationship
Audit Actions are used to audit account creation actions. Automated System Automated mechanisms exist to support the management of system
DS-A.03.01.07E[01] Functional | Intersects With| Account Management | 1AC-15.1 |accounts (e.g., directory services). 5
for Account Management
(Directory Services)
Audit Actions are used to audit account creation actions. Automated mechanisms exist to audit account creation, modification,
DS-A.03.01.07E[01] Functional | Intersects With | Automated Audit Actions | 1AC-15.4 |enabling, disabling and removal actions and notify organization- 5
for Account Management
defined personnel or roles.
Audit Actions are used to audit account modification actions. Automated System Automated mechanisms exist to support the management of system
DS-A.03.01.07E[02] Functional | Intersects With| Account Management | 1AC-15.1 |accounts (e.g., directory services). 5
for Account Management
(Directory Services)
Audit Actions are used to audit account modification actions. Automated mechanisms exist to audit account creation, modification,
DS-A.03.01.07E[02] Functional | Intersects With | Automated Audit Actions | 1AC-15.4 |enabling, disabling and removal actions and notify organization- 5
for Account Management )
defined personnel or roles.
lautomated mechanisms are used to audit account enabling actions. Automated System Automated mechanisms exist to support the management of system
Automated Audit Actions
DS-A.03.01.07E[03] Functional |Intersects With| AccountManagement | IAC-15.1 |accounts (e.g. directory services) 5
for Account Management
(Directory Services)
—[automated mechanisms are used to audit account enabling actions. ‘Automated mechanisms exist to audit account creation, modification,
Automated Audit Actions .
DS-A.03.01.07E[03] Functional | Intersects With | Automated Audit Actions | 1AC-15.4 |enabling, disabling and removal actions and notify organization- 5
for Account Management )
defined personnel or roles.
|automated mechanisms are used to audit account disabling actions. Automated System Automated mechanisms exist to support the management of system
Automated Audit Actions
DS-A.03.01.07E[04] Functional |Intersects With| AccountManagement | IAC-15.1 |accounts (e.g. directory services). 5
for Account Management
(Directory Services)
—[automated mechanisms are used to audit account disabling actions. ‘Automated mechanisms exist to audit account creation, modification,
Automated Audit Actions .
DS-A.03.01.07E[04] Functional | Intersects With | Automated Audit Actions | 1AC-15.4 |enabling, disabling and removal actions and notify organization- 5
for Account Management )
defined personnel or roles.
|automated mechanisms are used to audit account removal actions. Automated System Automated mechanisms exist to support the management of system
Automated Audit Actions
DS-A.03.01.07E[05] Functional |Intersects With| AccountManagement | IAC-15.1 |accounts (e.g. directory services). 5
for Account Management
(Directory Services)
—[automated mechanisms are used to audit account removal actions. (Automated mechanisms exist to audit account creation, modification,
Automated Audit Actions .
DS-A.03.01.07E[05] Functional | Intersects With | Automated Audit Actions | 1AC-15.4 |enabling, disabling and removal actions and notify organization- 5
for Account Management )
defined personnel or roles.
‘Account Monitoring for | Determine if: N
03.01.08F ccount Monitoring for | Determine f Functional e N/A N/A N/A 0
Atypical Usage
A 't Monitoring f te 1t it for <A.( 1.08E.ODP[01]: at) L Monite for I 1t Aut te h t t tify lert 1 1t f
55203010880 ccount Moritoring for | system accounts are monitored for <A.03.01.08E ODP01}: atypical Functional | intersocts witn| MoMtoning for Indicators | " T Automated mechanisms exit to dentify and alert on Indicators o R
Atvpical Usage __|usage>. of C. 100) c (100).
system accounts are monitored for <A.03.01.08E.ODP[01]: atypical Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
Account Monitoring >. I Activity Monit JAM) solutions to detect
DS-A.03.01.08E.a ‘ccount Monitoring for - usage Functional | Intersects With|  Anomalous Behavior | MON-16 | 2"9/0r UserActivity Monitoring (UAM) solutions to detect and respond 5
Atypical Usage to anomalous behavior that could indicate account compromise or
other malicious activities.
102.01.08E.0Dp01] | ASCOURt Monitoring for [ atypical usage for which to monitor system accounts is defined. romctionat. imtoresete with Indicators of \Ro.08 | Mechanisms exist o define specifi Indicators of Compromiss (10C) to R
Atypical Usage c (100) identify the signs of potential events.
Acoount Monitoring for_| #P1eal USage of system accounts s reported to <A.03.01.08E.0DP[02]: Mechanisms exist to review event logs on an ongoing basis and
DS-A.03.01.08E.b Aypiont uMgeg personnel or roles>. Functional | Intersects With | Security Event Monitoring | MON-01.8 |escalate incidents in accordance with established timelines and 5
‘Account Monitoring for | personnel or roles to report atypical usage are defined. Defined Roles & existto define oles & forall
A.03.01.08E.0DP[02] A‘:me L“S;‘Eeg " P " report atypical usage are defl Functional |Intersects With e i HRS-03 o ! " ' 5
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03.01.098 Attribute-Based Access | Determineif: Functional A A WA o
Control
the attribute-based access control policy is enforced over defined Mechanisms exist to enforce Attribute-Based Access Control (ABAC)
Attribute-Based Access | - Attribute-Based Access eme )
DS-A.03.01.09E.a[01] subjects. Functional | Intersects With IAC-29 |for policy-driven, dynamic authorizations that supports the secure 5
Control Control (ABAC)
sharing of
the attribute-based access control policy is enforced over defined objects. Mechanisms exist to enforce Attribute-Based Access Control (ABAC)
Attribute-Based Access Attribute-Based Access eme )
DS-A.03.01.09E.a[02] Functional | Intersects With IAC-29  |for policy-driven, dynamic authorizations that supports the secure 5
Control Control (ABAC)
sharing of
access is controlled based upon <A.03.01.09E.0DP[01]: attributes>. Mechanisms exist to enforce Attribute-Based Access Control (ABAC)
Attribute-Based Access Attribute-Based Access ° )
DS-A.03.01.08E.b Functional | Intersects With IAC-29  |for policy-driven, dynamic authorizations that supports the secure 5
Control Control (ABAC)
sharing of
attributes to assume access permissions are defined. Mechanisms exist to enforce Attribute-Based Access Control (ABAC)
Attribute-Based Access Attribute-Based Access ° )
A03.01.09E.0DP[01] Functional | Intersects With IAC-29 |for policy-driven, dynamic authorizations that supports the secure 5
Control Control (ABAC)
sharing of
03.01.10E Object Security DERE Functional o N/A N/A N/A 0
Attributes
<A.03.01.10E.0DP[01]: security attributes> associated with Mechanisms exist to associate security attributes with information,
<A.03.01.10E.0DP[02]: information objects>, <A.03.01.10E.0DP[03]: : ) source and destination objects to enforce defined information flow
Object Security ! ° Object Security destin: :
DS-A.03.01.10E bt source objects>, and <A.03.01.10E.ODP[04]: destination objects> are used |  Functional |Intersects With b NET-04.2 | control configurations as a basis for flow control decisions. 5
to enforce <A.03.01.10E.0DP[05]: information flow control policies> as a
basis for flow control decisions.
ssecurity attributes to be associated with information, source, and Mechanisms exist to associate security attributes with information,
Object Security attribu Object Security 0 assoc
A.03.01.10E.0DP[01] b destination objects are defined. Functional | Intersects With oo NET-04.2 [source and destination objects to enforce defined information flow 5
control as a basis for flow control decisions.
objects to be with security attributes Mechanisms exist to associate security attributes with information,
Object Security Object Security 0 assoc
A03.01.10E.0DP[02] are defined. Functional | Intersects With ) NET-04.2 [source and destination objects to enforce defined information flow 5
Attributes Attributes
control as a basis for flow control decisions.
source objects to be associated with information security attributes are Mechanisms exist to associate security attributes with information,
Object Security ! Object Security 0 assoc
A.03.01.10E.0DP[03] defined. Functional | Intersects With ) NET-04.2 [source and destination objects to enforce defined information flow 5
Attributes Attributes
control as a basis for flow control decisions.
objects to be ith security attributes Mechanisms exist to associate security attributes with information,
Object Security Object Security 0 assoc
A03.01.10E.0DP[04] are defined. Functional | Intersects With ) NET-04.2  [source and destination objects to enforce defined information flow 5
Attributes Attributes
control as a basis for flow control decisions.
information flow control policies as a basis for the enforcement of flow Automated mechanisms exist to evaluate access requests against
Object Security ' Policy Decision Point °
A03.01.10E.0DP[05] by control decisions are defined. Functional | Intersects With oop) NET-04.7 |established criteria to dynamically and uniformly enforce access rights 5
and
03.01.11E Role-Based Access | Determine if Functional No N/A N/A N/A )
Control
a role-based access control policy over defined subjects and objects is Mechanisms exist to enforce Role-Based Access Control (RBAC) for
5SA080111E Role-Based Access | enforced. Functional | intersects witn|  Rote-Based Access Ia.0s | Technology Assets, Applications, Services and/or Data (TAASD) to s
Control Control (RBAC) restrict access to individuals assigned specific roles with legitimate
business needs.
olo.Based Accass | ole-based access control policy over defined subjects and objects is ‘Automated System Automated mechanisms exist to support the management of system
DS-A.03.01.11E.a — enforced. Functional | Intersects With| Account Management | IAC-15.1 |accounts (e.g., directory services). 5
(Directorv Services)
‘access is controlled based upon <A.03.01.11E.0DP[01] roles and Mechanisms exist to enforce Role-Based Access Control (RBAC) for
5S.A03.0111ED Role-Based Access | authorized users>. Functional | intersects witn|  Rote-Based Access Ia.0s | Technology Assets, Applications, Services and/or Data (TAASD) to s
Control Control (RBAC) restrict access to individuals assigned specific roles with legitimate
business needs.
A03.0111E.0DPo1] | RO1Based Access |roles and users authorized to assume such roles are defined. Functionat Itersectswitn| _ Defined Roles & rs.03 exist o define roles & forall R
Control
Physical or Logical | Dt f: N
03.01.12E wsical or Logical etermine | Functional © N/A N/A N/A 0
of CUI Flows
Physicalor Logical _|CU! 1o are logically or physically separated using Network Segmentation existto network within network
DS-A.03.01.12E <A.03.01.12E.0DP[01] mechanisms and/or techniques>. Functional | Intersects With NET-06 toisolate Assets, and/or 5
Separation of CUI Flows (macrosegmentation) !
Services (TAAS) from other network resources.
oryeicalor Logioal | mechanisms and/or teshniques to separate CUI flows are defined. Mechanisms exist to monitor and control communications at the
A03.01.12E.0DP[01] v é Functional | Intersects With| Boundary Protection | NET-03 |exteral network boundary and at key internal boundaries within the 5
Separation of CUI Flows
network.
) mechanisms and/or techniques to separate CUI flows are defined. ) existto network within network
Physical o Logical Network Segmentation
A.03.01.12E.0DP[01] Functional | Intersects With NET-06 toisolate Assets, and/or 5
Separation of CUI Flows (macrosegmentation) !
Services (TAAS) from other network resources.
Determine if: N
03.01.13E Metadata etermine | Functional Ne N/A N/A N/A 0
information flow control based on <A.03.01.13E.0DP[01]: metadata> is Potioy Decision Point Automated mechanisms exist to evaluate access requests against
DS-A.03.01.13E Metadata enforced. Functional | Intersects With 4 oor) NET-04.7 |established criteria to dynamically and uniformly enforce access rights 5
and
information flow control based on <A.03.01.13E.0DP[01]: metadata> is Automated mechanisms exist to utilize data type identifiers to validate
DS-A.03.01.13E Metadata enforced. Functional |Intersects With| Data Type Identifiers | NET-04.8 |data essential for information flow decisions when transferring 5
between different security domains.
03,01 13E.0DP01) Motadata metadata that requires flow controlis defined. Functionat | intersects with Motadat Ner.aas | Mechanisms eis o enforce nformation low conrals based on R
Determine if: N
03.01.14E Security Policy Filters |2 oo Functional Ne N/A N/A N/A 0
information flow control is enforced using <A.03.01.14E.ODP[01] security Potioy Decision Point Automated mechanisms exist to evaluate access requests against
DS-A.03.01.14E.a Security Policy Filters | policy filters> as a basis for flow control decisions for Functional | Intersects With 4 NET-04.7 |established criteria to dynamically and uniformly enforce access rights 5
<A.03.01.14E.0DPI021 flows>. and
information flow control is enforced using <A.03.01.14E.ODP[01] security Automated mechanisms exist to utilize data type identifiers to validate
DS-A.03.01.14E.a Security Policy Filters | policy filters> as a basis for flow control decisions for Functional |Intersects With| Data Type Identifiers | NET-04.8 |data essential for information flow decisions when transferring 5
<A.03.01.14E.0DPI021 flows>. between different security domains.
security policy filers are defined. Potioy Dectsion Pont Automated mechanisms exist to evaluate access requests against
A.03.01.14E.0DP[01] | Security Policy Filters Functional | Intersects With 4 oor) NET-04.7 |established criteria to dynamically and uniformly enforce access rights 5
and
information flows are defined. Mechanisms exist to create and maintain a map of Technology Assets,
A03.01.14E.0DP[02] | Security Policy Filters Functional |Intersects With| Data Action Mapping | AST-02.8 |Applications and/or Services (TAAS) where sensitive and/or regulated 5
datais stored. or r d
information flows are defined. Mechanisms exist to maintain network architecture diagrams that:
Network Diagrams & (1) Contain sufficient detail to assess the security of the network's
A.03.01.14E.0DP[02] Security Policy Filters Functional Intersects With Data Flow Diagrams AST-04 architecture; 5
(DFDs) (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive and/or regulated data flows.
<A.03.01.14E.ODP[03]: SELECTED PARAMETER VALUE(S)> data aftera Policy Decision Point Automated mechanisms exist to evaluate access requests against
DS-A.03.01.14E.b Security Policy Filters | filter processing failure in accordance with <A.03.01.14E.0DP[04] security | Functional |Intersects With 4 oon) NET-04.7 |established criteria to dynamically and uniformly enforce access rights 5
policy>. and
one or more of the following PARAMETER VALUES is/are selected: {Block; Mechanisms exist to develop, document and maintain secure baseline
’ : o ) ) sasel )
A03.01.14E.0DP03] | Security Polioy Filters |31 Modif; Quaranting) in response to afiltr processing filure Functional. | Intersectswitn|  S€cure Baseline cro02 for Assets, and/or Services s
Configurations (TAAS) that are consistent with industry-accepted system hardening
Security policy addressing a filter processing failure is defined. Mechanisms exist to develop, document and maintain secure baseline
B: i i
A.03.01.14E.0DP[04] | Security Policy Filters Functional | Intersects with | Secure Baseline CFG-02 for Assets, andlor Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
Determine if: ) No
03.01.15E Data Type Identifiers et Functional ) N/A N/A N/A 4
when transferring information between security domains, Automated mechanisms exist to utilize data type identifiers to validate
DS-A.03.01.15E Data Type Identifiers | <A.03.01.15E.0DP[01]: data type identifiers> are used to validate data that | Functional | Intersects With| Data Type Identifiers | NET-04.8 |data essential for information flow decisions when transferring 5
is essential for flow decisions. i between different security domains.
data type identifiers are defined. (Automated mechanisms exist to utilize data type identifiers to validate
A03.01.15E.0DP[01] | Data Type Identifiers Functional |Intersects With| Data Type Identifiers | NET-04.8 |data essential for information flow decisions when transferring 5
i between different security domains.
Decomposition Into | Determine if: o
03.01.16E Policy-Relevant Functional e N/A N/A N/A )
Relationship
Decomposition nto | e ransferting information between different security domains, CUIis Mechanisms exist to develop, document and maintain secure baseline
<A.03.01.16E. : policy- > Secure Baseli
552030116 policy Relovant |09COMPOSed into <A03.01.16E.DPLO1}: policy-relevant subcomponents> | ¢ oo e ecure Baseline cro0 for Assets, and/or Services s
for to policy Configurations (TAAS) that are consistent with industry-accepted system hardening
Subcomponents
policy-rel into which to for existto into policy-
Decomposition Into A o Decomposition Into o . fpad
A.03.01.16E.0DP[01] Policy-Relevant policy ined. Functional | Intersects With Policy-Related NET-049 | " subr 1o policy ) 5
when between different security

Subcomponents

Subcomponents

domains.
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Detection of Determine if:
03.01.17E Uneeaion ucuw etermine Functional N/A N/A N/A )
when transferring information between different security domains, Detection of existto security policy filters
DSA03.0117E.0 Detection of information is examined for the presence of <A.03.01.17E.0DP[01] Functional | intersects with o NET-04.10 | equiring fully enumerated formats that restrict data structure and s
1 cul ’ content, when transferring information between different security
Information '
domains.
when transferring information between different security domains, existto Data Loss Prevention
Detection of ° Data Loss Prevention " :
DS-A.03.01.17E.a ° information is examined for the presence of <A.03.01.17E.0DP[01] Functional | Intersects With NET-17 | (DLP) to protect sensitive information as it is stored, transmitted and 5
Unsanctioned CUI (oLP)
unsanctioned information to be detected is defined. Mechanisms exist to ensure data and assets are categorized in
A.03.01.17E.0DP[01] Detection of Functional | Intersects With Data & Asset DCH-02  |accordance with applicable statutory, regulatory and contractual 5
O OTA7E Unsanctioned CUI Classification PP " regutatory
the transfer of CUI defined in 03.01.17E.a is prohibited in accordance with Defining Access Mechanisms exist to explicitly define authorizations for specific
< > i
DS-A.03.01.17E.b DE‘EC_UDH of A.03.01.17E.0ODP[02] security policy>. Functional | Intersects With Au@nzauonsfor DCH-01.4 individuals and/or roles for logical and /or physical access to sensitive 5
Unsanctioned CUI Sensitive / Regulated and/or regulated data.
Data
a security policy that prohibits the transfer of such information is defined. Publishing Security. Mechanisms exist to establish, maintain and disseminate policies,
Detection of : tandards and d f 3 liant and
A.03.01.17E.0DP[02] otection o Functional | Intersects With| Compliance &Resilience | GOv-02 | t2ndards and procedures necessary for secure, compliant an 5
Unsanctioned CUI ; resilient capabilities.
Documentation
703,01 17E.00P(02) Detection of a securty policy that prohibits the transfer of such information isdefined. | T T DGro1 | Mechanisms exist to facilitate the implementation of data protection R
\ cul controls.
£03.0117E.00P02) Detection of a securlty polioy that prohibits the transfer of such information isdefined. | - ™ -~ T Sensitive / Regulated | [ Mechanisms exist to proteot sensitive and/or regulated data wherever R
L Cul Data Protection itis processed and/or stored.
a security policy that prohibits the transfer of such information is defined. Defining Access Mechanisms exist to explicitly define authorizations for specific
03.0117E.00P(02) Detection of Functional | Intersectswitn| _Authorizationsfor | {individuals and/or roles for ogical and for physical access to sensitive s
Unsanctioned CUI Sensitive / Regulated and/or regulated data.
Data
Advanced Lit d | Determine i: No
03.02.01E anced lteracy an rminet Functional N/A N/A N/A 0
Awareness Training
security literacy training on the advanced persistent threat is provided to exist to provide role-based security, and
55.A08.02.01E.0.01 | AdvancedLiteracyand |system users. Functional. | intersects With Cyber Threat SaT.ose |esilience awareness waining thatis current and relevant o the cyber s
Awareness Training Environment threats that users might encounter in day-to-day business operations.
security literacy training on recognizing suspicious communications and exist to provide role-based security, and
anomalous behavior in systems using <A.03.02.01E.0DP[01]: indicators of ) resilience-related training:
Advanced Literacy and | mali de> ded to syst iy 1) Before auth tothe syst it igned
DS-A.03.02.01E.a.02 Y maliclaus code> s provided to systam users. Functional | Intersects With| Compliance & Resilience | SaT-03 (1) Before authorizing access to the system or performing assignet 5
Awareness Training Traming duties;
(2) When required by system changes; and
(3) Annually thereafter.
security literacy training on recognizing suspicious communications and Suspicious Mechanisms exist to provide training to personnel on organization-
DS-A.03.02.01E.a.02 Advanced Lnerat}:y}and anomalous behavior in systems using <A.03.02.01E.0DP([01]: indicators of | o ol oy [ Communications & SaT-03,2 |definedindicators of malware to recognize suspicious communications 5
Awareness Training | malicious code> is provided to system users. Anomalous System and anomalous behavior.
Behavior
A.03.02.01E.0DP[01] Advanced Lnerayy»and indicators of malicious code are defined. Functional | Intersects With Indicators of 1RO-03 Mech‘anlsms exist to define specific Indicators of Compromise (I0C) to 5
Awareness Training c (100) identify the signs of potential events.
security literacy training on the cyber threat environment is provided to exist to provide role-based security, and
5S.A08.02.01E.0.05 | Advanced Literacyand  |system users. Functional | intersects Wit Cyber Threat SaT.0sse | esilience awareness waining thatis current and relevant to the cyber s
Awareness Training Environment threats that users might encounter in day-to-day business operations.
security literacy training content is updated <A.03.02.01E.0DP[02]: Mechanisms exist to periodically review security workforce
frequency>. development and awareness training to account for changes to:
Advanced Literacy and Maintaining Workforce 1) Organizational policies, standards and procedures;
DS-A.03.02.01E.b[01] Y Functional | Intersects With 8 saT-01.1 |(1) Organizational policies, standards and procedures; 5
Awareness Training Development Relevancy (2) Assigned roles and responsibilities;
(3) Relevant threats and risks; and
@
Advanced Literacy and | " frequency atwhich to update seourity lteracy training content is Standardized Oporating Mechanisms exist o identify and document Standardized Operating
A.03.02.01E.0DP[02] VAN defined. Functional | Intersects With OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper 5
Awareness Training Procedures (SOP)
execution of day-to-day / assigned tasks.
security literacy training content is updated following exist to review security workfor
<A.03.02.01E.0DP[03]: events> development and awareness training to account for changes to:
Advanced Lit d Maintaining Workf ;
DSA03.0201E.5(02) vanced Lieracy an Functional | Intersects witn| Meimt@iningWorkforce | o |(1) Organizational policies, standards and procedures; s
Awareness Training Development Relevancy (2) Assigned roles and responsibilities;
(3) Relevant threats and risks; and
@) T
events which cause security literacy training content to be updated are Mechanisms exist to periodically review security worklorce
defined. development and awareness training to account for changes to:
Advanced Literacy and Maintaining Workforce 1) Organizational policies, standards and procedures;
1A.03.02.01E.0DP[03] lteracy Functional | Intersects With 2 saT-01.1 |(1) Organizational policies, standards and procedures; 5
Awareness Training Development Relevancy (2) Assigned roles and responsibilities;
(3) Relevant threats and risks; and
@
Literacy and Awareness | Determine f: o
03.02.02E Training Practical Functional " NA NA N/A 0
Relationship
Exercises
Literacy and Awareness | practical exercises in literacy training that simulate events and incidents Simulated Gyber Attack Mechanisms exist to include simulated actual cyber-attacks through
DS-A.03.02.02E Training Practical | are provided. Functional [ Intersects With |~ ® o Ve e SAT-02.1 [practical exercises that are aligned with current threat scenarios. 5
ini
Exercises
Lit d A Det : N
03.02.03F fteracy and Awareness | Determine | Functional e N/A N/A N/A 0
Training Feedback
feedback on organizational training results is provided to Mechanisms exist to:
Literacy and Awareness - !
DS-A.03.02.03E e oo | <A.03.02.03E.0DP[O1]: personnet>. Functional |IntersectsWith|  Training Feedback | SAT-04.1 (1) Monitor individual training results; and 5
€ (2) Report findings to
personnel to whom feedback on organizational training results will be isms exist to enforce an structure so that
Lit d A . Stakehold i
£03.02.03.0Dp(o1] | Ler26Y and Awareness |provided are assigned Functional | intersects with akeholder covann |*FF toams and are empe and s
Training Feedback Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD).-related risks.
Determine if: ) No
03.02.04E Anti-Counterfeit Training net Functional ) N/A N/A N/A 4
<A.03.02.04E.0DP[01]: Lor roles> are trained to detect Mechani ttot o detect counterfeit syst
DS-A.03.02.04E Anti-Counterfeit Training 101]: personnel or roles> are trained to detec Functional | Intersects With | Anti-Counterfeit Training | TDA-11.1 || conanisms existtotrain personnel to detect counterfeit system 5
system including hardware, software and firmware.
personnel or roles requiring training to detect counterfeit system exist to provide role-based security, i and
components are defined. Rolo-Based Securiy, r:)siéiefm;e-vet‘i(erd u:mmg: I »
A.03.02.04E.0DP[01] | Anti-Counterfeit Training Functional | Intersects With | Compliance &Resilience | ~ SAT-03 ‘u . efore authorizing aceess to the system or performing assigne 5
Training uties;
(2) When required by system changes; and
(3) Annually thereafter.
Protection of Audit | Determine if:
Record St N
03.03.01E ecord Storage in Functional o N/A N/A N/A 0
Physical Systems or Relationship
c
Protection of Audit | audit records are stored in a repository that is part of a physically different Event Log Backup on Mechanisms exist to back up event logs onto a physically different
R d St te te than th t te t 't than th ity Inci 1t Ey 't M
55.A.03.08.01 ecordStoragein |system or system an the system or being Functional | IntersoctsWith|  Sparate prysieat. | MON.0g.1 |18 O System component than the Security Incident Event Manager s
Physical Systems or  |audited. (SIEM) or similar automated tool.
c Systems / Components
Determine if:
Real-Time Alerts for Audit N
03.03.02E ea - Time Alerts for Aud Functional - N/A N/A N/A o
Processing Failures Relationship
ealTime Alorts for Audit | " 8lertis provided within <A.03.03.02E.0DP[01]: real-time period> to Response To Event Log Mechanisms exist to alert appropriate personnel in the event of a log
DS-A.03.03.02E <A.03.03.02E.0DP[02]: personnel, roles, and/or locations> when Functional | Intersects With MON-05 | processing failure and take actions to remedy the disruption. 5
Processing Failures sonnet Processing Failures
03.03.02E.0DPIO3T: audit logging failure events> occur.
RealTime Alorts for Audit | é@-time period requiring alerts when auditfailure events (defined in RealTime Alerts of Bvent Mechanisms exist o provide 24x7x365 near real-time alerting
A.03.03.02E.0DP[01] A.03.03.02E.0DP[03]) occur s defined. Functional | Intersects With MON-05.1 | capability when an event log processing failure ocours. 5
Processing Failures Logging Failure
ealTime Alorts for Audit | 20Tt OgEIng failure events requiring real-time alerts are defined. Rosponse To Event Log Mechanisms exist to alert appropriate personnel in the event of a log
A03.03.02E.0DP[03] Functional | Intersects With MON-05 | processing failure and take actions to remedy the disruption. 5
Processing Failures Processing Failures
el Time Alorts for Audit | PeTSONEL oles, and/or locations to be alerted in real time when audit Rosponse To Event Log Mechanisms exist to alert appropriate personnel in the event of a log
A.03.03.02E.0DP[02] failure events (defined in A.03.03.02E.0DP[03]) occur are defined. Functional | Intersects With MON-05 | processing failure and take actions to remedy the disruption. 5

Processing Failures
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF# ecure Gontrols Framework (SCF)
Control Descri
Dual Authorization for o
03.03.03€ Audit Information and Functional - N/A N/A N/A
Relationship
Actions
Dual Authorization for | dual authorization is enforced for the <A.03.03.03E.0DP[01]: SELECTED st Authorization for ‘Automated mechanisms exist to enforce dual authorization for the
DS-A.03.03.03E Audit Information and | PARAMETER VALUE(S)> of <A.03.03.03E.0DP[02]: audit information>. Functional | Intersects With MON-08.4 | movement or deletion of event logs.
Event Log Movement
Actions
Dual Authorization for | one or more of the following PARAMETER VALUES is/are selected: st Authorization for ‘Automated mechanisms exist to enforce dual authorization for the
A03.03.03E.0DP[01] | AuditInformationand ~ |{movement; deletion}. Functional | Intersects With MON-08.4 | movement or deletion of event logs.
Event Log Movement
Actions
Dual Authorization for | audit information for which dual authorization is to be enforced is defined. st Authorization for ‘Automated mechanisms exist to enforce dual authorization for the
A03.03.03E.0DP[02] | Audit and Functional | Intersects With MON-08.4 | movement or deletion of event logs.
Event Log Movement
Actions
Integrated Analysis of | Determi N
03.03.04E ntegrated Analysis of | Determine Functional © N/A N/A N/A
Audit Records
analysis of audit records is integrated with analysis of Intogration of Scanning & Automated mechanisms exist to integrate the analysis of audit records
Integrated Analysis of | <A.03.03.04E.0DP[01]: SELECTED PARAMETER VALUE(S)> to furthy th analysis of . network t
DS-A.03.03.04E ntegratad Analysis of 1011 (8)> tofurther Functional | Intersects With|  Other Monitoring MON-02,3 |With analysis o seanners, networl system
Audit Records enhance the ability to identify inappropriate or unusual activity. I ommation monitoring and other sources to further enhance the ability to identify
or unusual activity.
one or more of the following PARAMETER VALUES is/are selected: Automated mechanisms exist to integrate the analysis of audit records
I tegrated Analysis of > vien Integration of Scanning & e e :
1A.03.03.04E.0DP[01] ntegratad Analysis of scanning ata; system Functional |Intersects With|  Other Monitoring MON-02,3 |With analysis o seanners, networl system
Audit Records information; <A 03.03.04.0DP[02] datanformation callcted from other I ommation monitoring and other sources to further enhance the ability to identify
sources>l. or unusual activity.
data or information collected from other sources to be analyzed is defined Automated mechanisms exist to integrate the analysis of audit records
I tegrated Analysisof |t eesten Integration of Scanning & e e :
A.03.03.04E.0DP[02] ntegrated Analysis of | if selected). Functional |Intersects With|  Other Monitoring MON-02.3 |With analysis o seanners, networl system
Audit Records : monitoring and other sources to further enhance the ability to identify
Information s
or unusual activity.
Withdrawn No
03.04.01E N/A hdraw Functional N/A N/A N/A
Determine if:
Automated Unauthorized N
03.04.02E utomated Unauthorize Functional © N/A N/A N/A
Component Detection Relationship
Atomated Unauthorizag | e Presence of ized or system is Atomated Unauthorized ‘Automated mechanisms exist to detect and alert upon the detection of
DS-A.03.04.02E.a detected using <A.03.04.02E.0DP[01]: automated mechanisms>. Functional | Intersects With AST-022  |unauthorized hardware, software and firmware components.
Component Detection Component Detection
Atomated Unauthorized Used to detect the pr f ized or Atomated Unauthorized ‘Automated mechanisms exist to detect and alert upon the detection of
A.03.04.02E.0DP[01] system are defined. Functional | Intersects With AST-02.2 |unauthorized hardware, software and firmware components.
c Detection Component Detection
Atomated Unauthorizag | M€ ©F more o the following actions is/are taken when unatthorized or Rospond To Unauthorized existto respond to changes to
DS-A.03.04.02E.b o e system are detected: <A.03.04.02E.0DP[02]: | Functional | Intersects With e CFG-02.8 |settings as security incidents.
SELECTED PARAMETER VALUE(S)>. &
one or more of the following actions is/are taken when unauthorized or ) Mechanisms exist to configure systems to generate an alert when the
Automated Unauthorized Unauthorized Installation
DS-A.03.04.02E.b o e system are detected: <A.03.04.02E.0DP[02]: | Functional | Intersects With o CFG-05.1 |unauthorized installation of software is detected.
SELECTED PARAMETER VALUE(S)>.
one or more of the following PARAMETER VALUES is/are selected: {disable exist to respond to changes to
Automated Unauthorized Respond To Unauthorized .
A03.04.02.0Dp[02] | AUtomated Unauthorized |network access by or system Functional | intersacts witn | ResPond To Unauthorized | | settings as security incidents
Component Detection  isolate or system notify Changes
<A.03.04.02E.0DPI03] personnel or roles>.
personnel or roles to be notified when unauthorized or misconfigured Automated mechanisms exist to govern and report on baseline
L t detected are defined (if selected) Automated Central Asset: dlor S
A.03.04.02E.0DP[03] system are detected are defined (if selected). Functional | Intersects With Management & CFG-02.2 ssets, andfor Services
Component Detection (TAAS) through Conunuous Diagnostics and Mitigation (CDM), or
Verification
similar
‘Automated Maintenance | Determine N
03.04.03E of System Component Functional e N/A N/A N/A
Relationship
Inventory
‘Automated Maintenance | <A.03.04.03E.0DP[01]: automated mechanisms> are used to maintain the Configuration existto and manage a C
DS-A.03.04.03E[01] | of System Component |currency of the system component inventory. Functonal | Intersects With| Management Database | AST-02:9 | Management Database (CMDB), o simiar technology, to monitor and
Inventory (cMDB) govern technology a
<A.03.04.03E.0DP[01]: automated mechanisms> are used to maintain the Automated mechanisms exist to govern and report on baseline
Automated Maintenance ot Wi Automated Central . o o
DS-A.03.04.03E[01] of System Component | €UTTeNeY Of the system component inventory. Functional | Intersects With Management & CFG-02.2 ° SSets, ns and/or Services
(TAAS) through Continuous Diagnostics and Mitigation (CDM), or
Inventory Verification A
similar
Used to maintain the currency of the system Configuration existto and manage a C
A03.04.03E.0DP[01] | of System Component _|component inventory are defined. Functional_|Intersects With | Managemert Database | AST-02.9 | Management Database (CMDB), orsimia tschnalogy,to moritar and
Inventory (CMDB) govern technology a
‘Automated Maintenance | <A.03.04.03E.0DP[02]: automated mechanisms> are used to maintain the Configuration existto and manage a C
DS-A.03.04.03E[02] | of System Component | completeness of the system component inventory. Functional .| Intersects With | Managemert Database |  AST-02.9 | Management Database (CMDB), orsimia tschnalogy,to moritar and
Inventory (CMDB) govern technology a
Used to maintain the completeness of the system Configuration existto and manage a C
A03.04.03E.0DP[02] | of System Component _|component inventory are defined. Functional_|Intersects With | Managemert Database | AST-02.9 | Management Database (CMDB), orsimia tschnalogy,to moritar and
Inventory (CMDB) govern technology a
‘Automated Maintenance | <A.03.04.03E.0DP|03]: automated mechanisms> are used to maintain the Configuration existto and manage a C
DS-A.03.04.03E[03] | of System Component |acouracy of the system component inventory. Functional .| Intersects With | Managemert Database |  AST-02.9 | Management Database (CMDB), orsimia tschnology,to moritar and
Inventory (CMDB) govern technology a
Used to maintain the accuracy of the system Configuration existto and manage a C
A03.04.03E.0DP[03] | of System Component |component inventory are defined. Functional .| Intersects With | Managemert Database | AST-02.9 | Management Database (CMDB), orsimia tschnalogy,to moritar and
Inventory (CMDB) govern technology a
<A.03.04.03E.0DP[04]: automated mechanisms> are used to maintain the Mechanisms exist to facilitate the implementation of contingency
of the system inventory. Business Continuity planning controls to help ensure resilient Technology Assets,
DS-A.03.04.03E[04] | of System Component Functional | Intersects With tem | BCD-01 and/or Services (TAAS) (e.g., Continuity of Operations Plan
Inventory (BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
automated mechanisms used to maintain the availability of the system Mechanisms exist to facilitate the implementation of contingency
Automated Maintenance |component inventory are defined. Business Continuity planning controls to help ensure resilient Technology Assets,
A03.04.03E.0DP[04] | of System Component Functional | Intersects With| Management System | BCD-01 |Applications and/or Services (TAAS) (e.g., Continity of Operations Plan
Inventory (BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
Automation Support for | Determine ) No
03.04.04E utomation Supp et Functional ) N/A N/A N/A
Baseline C
Automation Subport for | 18 CLITENGY of the baseline contigration of the system is maintained Configuration Mechanisms exist to implement and manage a Configuration
DS-A03.04.04E[01] | 27 ONO7 PPPO B using <A.03.04.04E.0DP[01]: automated mechanisms>. Functional | Intrsects With | Management Database |  AST-02.9 | Management Database (CMDB,or similar techinology,fo moritor and
i igurati
8 (CMDB) govern technology a:
for maintaining the baseline configuration of the Automated mechanisms exist o govern and report on baseline
Automation Support for |system are defined. Automated Central of Assets, and/or Services
A.03.04.04E.0DP[01] v : Functional |IntersectsWith| ~ Management & CFG-02.2 g '
Baseline Configuration & (TAAS) through Continuous Diagnostics and Mitigation (CDM), or
Verification .
similar
Atomation Support for | 16 comPleteness of the bassline configuration of the system is Configuration Mechanisms exist to implement and manage a Configuration
DS-A03.04.04[02] | 3TN0 PUPPO T | maintained using <A.03.04.04E.0DP[01]: automated mechanisms>. Functional_| Intrsects With | Management Database |  AST-02.9 | Management Database (CMDB,or simiar techinology,to moritor and
i igurati
8 (CMDB) govern technology a:
Atomation Support for |8 2Curacy of the bassline configuration of the system is maintained Configuration Mechanisms exist to implement and manage a Configuration
DS-A03.04.04[03] | ‘37 ONO7 PPPO B using <A.03.04.04E.0DP[01]: automated mechanisms>. Functional | Intersects With | Management Database | AST-02.9 |Management Database (GMDB), o similar tchnology, to monitor and
i igurati
e (CMDB) govern technology a if
the availability of the baseline configuration of the system is maintained Mechanisms exist to facilitate the implementation of contingency
Automation Support for | V1M <A-03.04.04E.0DP[01]: automated mechanisms>. Business Continuity planning controls to help ensure resilient Technology Assets,
DS-A03.04.04E[04] | g1 IO BPPOT Functional | Intersects With| Management System | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan
© (BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
Dual Authorization for | Determine if: " No
03.04.05E val Authorizatt et Functional ) N/A N/A N/A
Svstem Changes
Dusl Authorization for | 2UaLauthorization forimplementing changes to <A.03.04.05E.0DPI01]: st Authorization for exist 10 enforce a two-person rule for
DS-A.03.04.05E[01] system components> s enforced. Functional | Intersects With CHG-04.3 [changes to critical Technology Assets, Applications and/or Services
System Changes Change
(TAAS).
) system requiring dual ization for the ion of - exist to enforce a two-person rule for
Dual Authorization for Dual Authorization for
A.03.04.05E.0DP[01] changes are defined. Functional | Intersects With CHG-04.3 [changes to critical Technology Assets, Applications and/or Services
System Changes Change
(TAAS)
st Authorization for | dUaLauthorization for implementing changes to <A.03.04.05E.0DPI02]: st Authorization for exist to enforce a two-person rule for
DS-A.03.04.05E[02] system-level information> is enforced. Functional |Intersects With CHG-04.3 [changes to critical Technology Assets, Applications and/or Services
System Changes Change
(TAAS).
) lovel requiring dual ion for the ) exist to enforce a two-person rule for
Dual Authorization for Dual Authorization for
A.03.04.05E.0DP[02] implementation of changes is defined. Functional | Intersects With CHG-04.3 [changes to critical Technology Assets, Applications and/or Services

System Changes

Change
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RM Secure Controls F jork (SCF) Strength of
FDE # FDE Name. Focal Document Element (FDE) Description SCF Control SCF# XD LERETELE ) o
Rationale Control Desc Relationship
Retention of P Determine if:
03.04.06E etention of Previous | Betermine Functional N/A N/A N/A )
Retention of Previous | <A.03.04.06E.ODP[01]: number> previous versions of baseline Retention Of Previous Mechanisms exist to retain previous versions of baseline configuration
DS-A.03.04.06E ton of Previou oo 1011 i previous versi § Functional | Intersects With ! revioUs | GrG.02.3 lsms exist to retain previous versl ! gurati 5
c of the svstem are retained to support rollback. c to support roll back.
05.A.03.00.06F Retention of Previous | <A.03.04.06E.0DP[01]: number> previous versions of baseline Functionat | itersacts with] Media & Data Retantion | Dor1a | Mechanisms exist to retain media and data in accordance with R
c of the system are retained to support rollback. licable statutory. regulatory and
i
A.03.04.06E.0DP[01] Retention of Previous me_ﬂumber of previous baseline configuration versions to be retained is Functional | Intersects With Retention Of Previous CFe-02.3 Mechanisms exist to retain previous versions of baseline configuration 5
c defined. c to support roll back.
Testing, Validation, and | Determine f: o
03.04.07E Documentation of Functional N/A N/A N/A 0
Relationship
Changes
Testing, Validation, and_|changes to the system are tested before finalizing the implementation of oot Validato & Mechanisms exist to appropriately test and document proposed
DS-A.03.04.07E[01] Documentation of |the changes. Functional | Intersects With . CHG-02.2  [changes in a non-production environment before changes are 5
Document Changes !
Changes ina
Testing, Validation, and | changes to the system are validated before finalizing the implementation Contrat Fanctionatit Mechanisms exist to verify the functionality of security, compliance
DS-A.03.04.07E[02] Documentation of |of the changes. Functional | Intersects With oot | cHE-08  [and resitience controts following implemented changes to ensure 5
Changes licable controls operate as designed.
Testing, Validation, and | changes to the system are documented before finalizing the ot validato & Mechanisms exist to appropriately test and document proposed
DS-A.03.04.07E[03] Documentationof  [implementation of the changes. Functional | Intersects With : CHG-02.2 | changes in a non-production environment before changes are 5
Document Changes !
Changes ina
Determine if: N
03.04.08E Centralized Repository | e Functional © N/A N/A N/A 0
a centralized repository for the inventory of system components is Configuration existto and manage a C:
DS-A.03.04.08E Centralized Repository | provided. Functional |Intersects With| Management Database | AST-02.8 |Management Database (CMDB), or similar technology, to monitor and 5
(CMDB) govern i
Cryptographic Determine if: o
03.05.01E Bidirectional Functional N/A N/A N/A 0
Relationship
Cryptographic ;A;OS,OS.OW E.ODP(OT]: d::vvces andjor types of devices> are authenticated dentification & :Ie[:;hamsmsde:\s; :a umqn;ely \den:f;l and cten;lra:y Aumenuaat[e,
DS-A.03.05.01E Bidirectional ofore asystem using Functional |Intersects With|  Authentication for IAC-04 |Authorize and Audit (AAA) devices before establishing a connection 5
thatis cryptographically based. c using thatis based and
Authentication Devices
replay resistant.
Cryptographic | 19¥1o8S and/or types of devices requiring the use of ryptographically Mechanisms exist to develop, document and maintain secure baseline
based t bef Secure Basell [ Assets, dlor S
A03.05.01E.0DP[01] Bidirectional ase © efore Functional |Intersects With ceoute Saseine CFG-02 o Ssets, andor Services 5
system connection are defined. Configurations (TAAS) that are consistent with industry-accepted system hardening
Authentication
Det f: N
03.05.02E Password Managers | >c ! Functional © N/A N/A N/A )
<A.03.05.02E.0DP[01]: d > loyed t t Mechani tto protect and st d d
DS-A.03.05.02E.a Password Managers 011 password managers> are smployed to generata Functional |Intersects With| Password Managers | IAC-10.11 || conanisms existto protectand store passwords via a passwors 5
and manage manager tool.
password managers employed for generating and managing passwords are Atomated Support For Automated mechanisms exist to determine if password authenticators
A.03.05.02E.0DP[01] | Password Managers |defined. Functional [ Intersects With | “17 0 P49 FOT | 1AC-10.4 | are suficiently strong enough to satisty organization-defined password 5
& tength and
passwords are protected using <A.03.05.02E.0DP[02]: safeguards>. orotectionof exist to protect with the
DS-A.03.05.02E.b Password Managers Functional | Intersects With IAC-10.5 of thei ion to which use of the permits 5
Authenticators
access.
controls for protecting passwords are defined. Paseword-Based Mechanisms exist to enforce complexity, length and lifespan
A03.05.02E.0DP[02] | Password Managers Functional | Intersects With ¢-ba IAC-10.1 | considerations to ensure strong criteria for password-based 5
Authentication
Det f: N
03.05.03E Device Attestation [~ o Functional © N/A N/A N/A )
device identification and authentication are handled based on attestation dentication& Mechanisms exist to uniquely identify and centrally Authenticate,
55.A.03.05.03E Device Attestation | Y <A+03.05.03E.0DPIO1]: configuration management process>. Functional [ intersactswith]| Acthontioatiom for Ia-0a |Puthorize and Audit (M) devices before establishing a connection s
using thatis based and
Devices
replav resistant.
the process to be to handle Mechanisms exist to ensure device identification and authentication is
.03.05.03E.0DP[01] Device device and basedon is defined. Functional | intersects with|  Device Attestation IAG-0a.1 _|2GCUTate by centrally-managing the oining of systems to the domain s s
part of the initial asset configuration management process.
No Embedded Determine if: o
03.05.04E Unencrypted Static Functional e N/A N/A N/A 0
Relationship
No Embedded Unencrypted static authenticators are not embedded in applications or No Embedded Mechanisms exist to ensure that unencrypted, static authenticators
DS-A.03.05.04E Unencrypted Static | other forms of static storage. Functional | Intersects With|  Unencrypted Static | 1AC-10.6 |are not embedded in applications, scripts or stored on function keys. 5
Expiration of Cached | Determine if N
03.05.05E piration of Gachel etermine | Functional Ne N/A N/A N/A 0
the use of cached authenticators is prohibited after <A.03.05.05E.0DP[01]: Mechanisms exist to develop, document and maintain secure baseline
DS-A.03.05.05E Expiration of Cached | time period>. Functional | Intersects With Secure Baseline CFG-02 for Assets, and/or Services 5
Authenticators Configurations (TAAS) that are consistent with industry-accepted system hardening
103.05.05E.0Dp(01] | EXPIration of Cached the time period afer which the use of cached authenticatorsisprofibited | ¢ oo | L T Expiration of Cached | oo Automated mechanismes exist o prohibit the use of cached R
is defined. after defined time period.
Determine if: N
03.05.06E Identity Proofing etermine | Functional Ne N/A N/A N/A 0
users who require accounts for logical access to systems based on oty Proofing identi Mechanisms exist to verify the identity of a ser before issuing
DS-A.03.05.06E.a Identity Proofing | appropriate identity assurance level requirements as specified in Functional | Intersects With \y/ermw,in' Y| 1ac28  |authenticators or modifying access permissions. 5
i
licable standards and guidelines are identity-proofed.
55.A.03.05.06.0 dontity Proofing | "5 19ontites are resolved o a unique individual. Functional. | intersects witn |14 Proofing identity |~ ™[ Mechanisms exist to verify the identit of a user before ssuing R
or modifying acce:
55-A.03.05.06E.c{01] dontity Proofing | oMY evidence s collected: Functionat intersacts witn | 1@entity Proofing (identity |~ ™ Mechanisms exist to verify the dentity of a user before issuing R
or modifying acce:
D5-2.03.05.06E.c{02] dontity Proofing | oI evidence s validated: Functional. | intersects Wity |14 Proofing identity |~ ™[ Mechanisms exist to verify the identity of @ user before ssuing R
or modifying acce:
55-A.03.05.06E.c{03] dontity Proofing | 9o vidence s verified. Functional | Intersects with | 1961 Proofing (dentity | = ™ [Machanisms exist to vrifythe dentity of a user before issuing R
or modifying acce:
Identity Providers and | Determine if N
03.05.07E lentity Providers an etermine | Functional e N/A N/A N/A 0
Servers
identity providers are employed to manage user, device, and non-person Mechanisms exist to employ identity providers and authorization
entity identities, attributes, and access rights supporting authentication servers to manage user, device and Non-Person Entity (NPE) identities,
ith <A.03.( ) 7E.ODP[01]: policy> tt Ite hts that t authenticati
dontity Providera and | £9CISionS in accordance with <.03.05.07E.0DP{01]: plicy> using \doniity Providers 1dP) & attributes and access rights that support authentication and
DS-A.03.05.07E[01] <A.03.05.07E.0DP[02): mechanisms>. Functional | Intersects With " IAC-01.4 |authorization decisions: 5
Authorization Servers Authorization Servers
(1)in with defined and
authentication policy; and
(2) Using organization-defined
an identification and authentication policy is defined. ) Mechanisms exist to establish, maintain and disseminate policies,
Identity Providers and Publishing Security, tandards and proced: f liant and
ity Provi
A.03.05.07E.0DP[01] ‘/ Functional Intersects With | Compliance & Resilience GOV-02 standards and procedures necessary for secure, compliant an 5
Authorization Servers . resilient capabilities.
Documentation
A.03.05.07E.0DP[01] Identity Providers and  |an identification and authentication policy is defined. Functional Intersects With Identity & Access 1AC-01 Mechanisms exist to facilitate the implementation of identification and 5
Servers 1AM) access controls
and decisions are Mechanisms exist to employ identity providers and authorization
defined. servers to manage user, device and Non-Person Entity (NPE) identities,
A attributes and access rights that support authentication and
Identity Providers and Identity Providers (IdP) &
A.03.05.07E.0DP[02] 1ty Provi Functional | Intersects With ity Providers (1dP) IAC-01.4 |authorization decisions: 5
Authorization Servers Authorization Servers ) o
(1n with defined and
authentication policy; and
(2) Using ion-defined
identity providers are employed to manage user, device, and non-person Mechanisms exist to employ identity providers and authorization
entity identities, attributes, and access rights supporting authorization servers to manage user, device and Non-Person Entity (NPE) identities,
dentity Providers ang | S6CiSIonS in accordance with <A.03.05.07E.ODP{O1]: policy> using dontity Providers (1dP) & attributes and access rights that support authentication and
DS-A.03.05.07E[02] <A.03.05.07E.ODP[02]: mechanisms>. Functional Intersects With IAC-01.4 |authorization decisions: 5

Authorization Servers

Authorization Servers

()i with i defined identification and
authentication policy; and
(2) Using i i
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authorization servers are employed to manage user, device, and non- Mechanisms exist to employ identity providers and authorization
person entity identities, attributes, and access rights supporting servers to manage user, device and Non-Person Entity (NPE) identities,
dentity Providers ang | thentication decisions in accordance with <A.03.05.07E.0DPIO1]: dontity Providers (1dP) & attributes and access rights that support authentication and
DS-A.03.05.07E[03] . policy> using <A.03.05.07E.0DP(02]: mechanisms>. Functional | Intersects With ‘ IAC-01.4 [authorization decisions: 5
Authorization Servers Authorization Servers ) .
(M with defined and
authentication policy; and
(2) Using ion-defined
03.06.01E Securlty Operations  (DEterTIERIE Functional No N/A N/A N/A 0
Center
052.03.06.01E[01] Security Operations | a security operations center is established. Functional | intersects witn|  Secuity Operations Ops.os | Mechanisms exist to establish and maintain a Security Operations R
Center Center (SOC) Center (SOC) that facilitates a 24x7 response capability.
DS4.03.06.01E(02] Security Operations | a security operations center is maintained. Functionat | intersacts witn| _Seeurity Operations Ops.0a | Mechanisms exist o establish and maintain a Security Operations R
Center Center (SOC) Center (SOC) that facilitates a 24x7 response capability.
05,0602 Integrated Incident | Determine if: Functional No A A A B
Response Team
anintegrated incident response team is established. Mechanisms exist to establish an integrated team of cybersecurity, IT
Integrated Incident ntegrated Seourity d b funct tatives that ble of add
DS-A.03.06.02E[01] 8 Functional | Intersects With | Incident Response Team |  [R0-07 |19 Pusiness function representatives that are capable of addressing 5
Response Team (SIRT) cybersecurity and data protection incident response operations.
the time period within which an integrated incident response team can be Integrated Security Mechanisms exist to establish an integrated team of cybersecurity, IT
Integrated Incident .
.03.06.02E.0DP[01] ntegrated Incident | deployed is defined. Functional | Intersects With| Incident Responce Team | 1R0.07 |1 BUSiness function representatives that are capable of addressing s
Response Team (SIRT) cybersecurity and data protection incident response operations.
an integrated incident response team is maintained. Mechanisms exist to establish an integrated team of cybersecurity, IT
Integrated Incident ntegrated Seourity d b funct tatives that ble of add
DS-A.03.06.02E[02] 8 Functional | Intersects With | Incident Response Team |  [R0-07 | 2"@ Pusiness function representatives that are capable of addressing 5
Response Team (SIRT) cybersecurity and data protection incident response operations.
the integrated incident response team can be deployed to any location Integrated Security Mechanisms exist to establish an integrated team of cybersecurity, IT
Integrated Incident <A.03.06.02E. : >.
D5-4.05.06.02E03] ntegrated Incident | identified by the organization in <A.03.06.02E.0DP[01]: time period Functional | Intersects With| Incident Responge Team | 1R0.07 |10 BUSiness function representatives that are capable of addressing s
Response Team (SIRT) cybersecurity and data protection incident response operations.
Determine if: N
03.06.03€ Behavior Analysis etermine Functional © N/A N/A N/A 0
anomalous or suspected adversarial behavior in or related to Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
<A.03.06.03E.0DP[01]: yzed. d/or User Activity Monitoring (UAM) solutions to detect and d
DS-A.03.06.03F Behavior Analysis 1011 or s analyze Functional |Intersects With| Anomalous Behavior | MON-16 |2nd/or UserActivity Monitoring (UAM) solutions to detect and respon 5
o anomalous behavior that could indicate account compromise or
other malicious activities.
environments or resources that may contain or be related to anomalous or Mechanisms exist to determine security, compliance and resilience
suspected adversarial behavior are defined. AssetScope control applicability by identifying, assigning and documenting the
A.03.06.03E.0DP[01] Behavior Analysis Functional | Intersects With B AST-04.1 asset scop forall Assets, 5
Applications and/or Services (TAAS) and personnel (internal and third-
parties).
Automated Tracking, | Determine if
Data Collection, and N
03.06.04E ata Gollection. an Functional e N/A N/A N/A o
Analysis for Incident Relationship
Monitoring
Automated Tracking, _|incidents are tracked using <A.03.06.04E.ODP[01: automated Automated Tracking Automated mechanisms exist to assist in the tracking, collection and
Data Collection, and 3 g
DS-4.03.06.04E(01] ata Collection, and | mechanisms>. Functional | intersects With| Dt cullection & |R0-09.4 | analysis of nformation from actual and potential cybersecurity and s
Analysis for Incident data protection incidents.
o Analysis
Monitoring
Tracking, Used to track incidents are defined. Automated mechanisms exist to assist in the tracking, collection and
Data Collection, and Automated Tracking, \ysis of information f tual and potential cybi d
A.03.06.04E.0DP[01] g Functional |Intersects With|  Data Collection & |RO-0g.7 |2nalysis of information from actual and potential cybersecurity an 5
Analysis for Incident data protection incidents.
o Analysis
Monitoring
Automated Tracking, _|incident information is collected using <A.03.06.04E.ODP[02]: automated Automated Tracking Automated mechanisms exist to assist in the tracking, collection and
Data Collection, and 3 g
DS-4.03.06.04E(02] ata Collection, and | mechanisms>. Functional | intersects With| Dt cullection & |R0-09.4 | analysis of nformation from actual and potential cybersecurity and s
Analysis for Incident data protection incidents.
o Analysis
Monitoring
Tracking, Used to collect incident information are defined. Automated mechanisms exist to assist in the tracking, collection and
Data Collection, and Automated Tracking, \ysis of information f tual and potential cyb d
A.03.06.04E.0DP[02] g Functional |Intersects With|  Data Collection & |RO-0g.7 |2nalysis of information from actual and potential cybersecurity an 5
Analysis for Incident data protection incidents.
! Analysis
Monitoring
Automated Tracking, _|incident information is analyzed using <A.03.06.04E.ODP[03]: automated Automated Tracking Automated mechanisms exist to assist in the tracking, collection and
Data Collection, and 3 g
DS-4.03.06.04£(02] ata Collection, and | mechanisms>. Functional | intersects With] Dt cutlection & |R0-09.4 | analysis of nformation from actual and potential cybersecurity and s
Analysis for Incident data protection incidents.
! Analysis
Monitoring
Tracking, Used to analyze incident information are defined. Automated mechanisms exist to assist in the tracking, collection and
Data Collection, and Automated Tracking, \ysis of information f tual and potential cybi d
A.03.06.04E.0DP[03] g Functional |Intersects With|  Data Collection & |RO-0g,7 |2na@lysis of information from actual and potential cybersecurity an 5
Analysis for Incident data protection incidents.
Analysis
Monitoring
Software Updates and | Determine if: o
03.07.01E Patches for Maintenance Functional o N/A N/A N/A 0
Relationship
Tools
Software Updates and | maintenance tools are inspected to ensure that the latest software Mechanisms exist to control and monitor the use of system
DS-A03.07.01E | Patches for Maintenance |updates and patches are installed. Functional |Intersects With|  Maintenance Tools MNT-04 [ maintenance tools. 5
Tools
Dual Authorization for | Determineif: N
03.08.01E uat Adthonization for | Betermine | Functional e N/A N/A N/A o
Media
Dust Authorization for | AUaL authorization for the sanitization of <A.03.08.01E.0DP[01]: system Dual Authorization for Mechanisms exist to enforce dual authorization for the destruction,
DS-A.03.08.01E i o o0 97| media> is enforced. Functional | Intersects With Sensitive Data DCH-09.5 [disposal o sanitization of digital media that contains sensitive and/or 5
D regulated data.
system media to be sanitized using dual authorization is defined. Mechanisms exist to sanitize system media with the strength and
A03.08.01E.0Dpo1] | DVaAuthorization for Functionat | intersacts with System Media DGH.09 |ty commensurate with the classification or sensitvty of the s
Media Sanitization Sanitization information prior to disposal, release out of organizational control or
release for reuse.
Dual Authorization for | Determine if: o
03.08.02E System Backup Deletion Functional e N/A N/A N/A )
Relationship
and D
Dual Authorization for | dual authorization for the deletion or destruction of <A.03.08.02E.0DP[01]: Dual Authorization For Mechanisms exist to implement and enforce dual authorization for the
DS-A03.08.02E | System Backup Deletion |system backup information> s enforced. Functional | Intersects With Backup Media BCD-11.8 | deletion or destruction of sensitive backup media and data. 5
and D D
Dual Authorization for | backup information for which to enforce dual authorization in order to Dual Authorization for Mechanisms exist to enforce dual authorization for the destruction,
A.03.08.02E.0DP[01] | System Backup Deletion |delete or destroy is defined. Functional | Intersects With Sensitive Data DCH-09.5 [disposal or sanitization of digital media that contains sensitive and/or 5
and D { D regulated data.
Testing System Backups | Determine if: o
03.08.03E for Reliability and Functional e N/A N/A N/A )
. Relationship
Integrity.
Testing System Backups | backup information is tested <A.03.08.03E.0DP[01]: frequency> to verify Tosting for Ratiabilty & Mechanisms exist to routinely test backups that verify the reliability of
DS-A.03.08.03E[01] for Reliability and media reliability. Functional Intersects With gln[e it Y BCD-11.1 |the backup process, as well as the integrity and availability of the data. 5
i
Integrity grity
Testing System Backups |the frequency at which to test backup information for media reliability is Standardived Operatin Mechanisms exist to identify and document Standardized Operating
A.03.08.03E.0DP[01] for Reliabilityand | defined. Functional [ Intersects With| 597 éop; % | OPs-01.1 |Procedures (SOP), or similar documentation, to enable the proper 5
Integrity . execution of dav-to-day / assigned tasks.
Testing System Backups | backup information is tested <A.03.08.03E.ODP[02]: frequency> to verify Tosting for Ratiabily & Mechanisms exist to routinely test backups that verify the reliability of
DS-A.03.08.03E[02] for Reliabilityand  |information integrity. Functional | Intersects With glme o5 | BOD-111 |the backup process, as wel as the integrity and availabiliy of the data. 5
i
Integrity grity
Testing System Backups |the frequency at which to test backup information for information integrity tandardived Operatin Mechanisms exist to identify and document Standardized Operating
A.03.08.03E.0DP[02] for Reliabilityand | is defined. Functional [ Intersects With| )97 éop; % | OPs-01.1 |Procedures (SOP), o similar documentation, to enable the proper 5
Integrity . execution of dav-to-day / assigned tasks.
System R d |Determineif: N
03.08.04E ystem Recovery and | Betermine Functional - N/A N/A N/A )
the recovery of the system to a known state is provided within Mechanisms exist to facilitate the implementation of contingency
System Recovery and | *-03-08.04E.ODPIO1]:tme period> after a disruption, comromise, or Business Continuity planning controls to help ensure resilient Technology Assets,
DS-A.03.08.04E[01] roeomattaton | |failure. Functional |Intersects With| Management System | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 5
(BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
atime period consistent with recovery time and recovery point objectives ) Mechanisms exist to facilitate recovery operations in accordance with
System Recovery and Recovery Time / Point
A.03.08.04E.0DP[01] for the recovery of the system is determined. Functional |Intersects With BCD-01.4 |Recovery Time Objectives (RTOs) and Recovery Point Objectives 5
Reconstitution Objectives (RTO / RPO) (RPOs).

Secure Controls Framework (SCF) 60f16



NIST IR 8477-Based Set Theory Relationship Mapping (STRM) [LLETLEEILELTY NIST SP 800 - 172A R3 - Assessing Enhanced Security Requirements for Controlled Unclassified Information

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal D t URL: nist. 1
STRM Gui h h ionship-mapping Published STRM URL: eni 172a-r3.pdf
RM Secure Controls jork (SCF) Strength of
FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF# XD LERETELE ) o Notes
Rationale Control Desc Relationship
the reconstitution of the system to a known state is provided within Technology Asses Mechanisms exist to ensure the secure recovery and reconstitution of
<A.03.08.04E.0DP[02]: time period> after a disruption, compromise, or o i’ Technology Assets, Applications and/or Services (TAAS) to a known
System Recovery and Applications and/or !
DS-A.03.08.04E[02] failure. Functional | Intersects With BCD-12  [state after a disruption, compromise or failure. 5
Reconstitution Services (TAAS) Recovery
& Reconstitution
Systom Recoveryand | ime period consistent with recovery time and recovery point objectives Recovery Time/ Pont Mechanisms exist to facilitate recovery operations in accordance with
A.03.08.04E.0DP[02] v i for the itution of the system is Functional |Intersects With| oo re BCD-01.4 |Recovery Time Objectives (RTOs) and Recovery Point Objectives 5
Reconstitution Objectives (RTO / RPO)
(RPOs).
Withdrawn ) No
03.09.01E N/A ! Functional N/A N/A N/A 0
Withd N
03.09.02E N/A hdrawn Functional © N/A N/A N/A 0
Determine if: No
03.09.03E Access Agreements rminet Functional N/A N/A N/A 0
0SA05.09.03E.0 ncooss Agroementa | 190955 98Teements are developed and documented for systems runctionat | itersacts witn| _ Human Resources HRs.01 | Mechanisms exist to facilitate the implementation of personnel R
storing, or cuL. Security security controls.
access agreements are reviewed <A.03.09.03E.ODP[01]: frequency>. Standardized Operatin Mechanisms exist to identify and document Standardized Operating
DS-A.03.09.08Eb[01] | Access Agreements Functional [ Intersects With |~ g~ ## 120»}) ® | OPs-01.1 |Procedures (SOP), or similar documentation, to enable the proper 5
execution of day-to-day / assigned tasks.
the frequency at which to review and update access agreements is defined. Standardized Operatin Mechanisms exist to identify and document Standardized Operating
A03.09.03E.0DP[01] | Access Agreements Functional [ Intersects With |~ g~ ## 120»}) ® | OPs-01.1 |Procedures (SOP), or similar documentation, to enable the proper 5
execution of day-to-day / assigned tasks.
access agreements are updated <A.03.09.03E.0DP[01]: frequency>. Standardized Operatin Mechanisms exist to identify and document Standardized Operating
DS-A.03.09.08E.b[02] | Access Agreements Functional [ Intersects With |~ g~ ## 120»}) ® | OPs-01.1 |Procedures (SOP), or similar documentation, to enable the proper 5
execution of day-to-day / assigned tasks.
individuals requiring access to CUl and systems processing, storing, or Mechanisms exist to require internal and third-party users to sign
DS-A.03.08.08E.c.01 | Access CUIsign access prior to being Functional |Intersects With| ~ Access Agreements HRS-06 |appropriate access agreements prior to being granted access. 5
granted access.
individuals requiring access to CUl and systems processing, storing, or Mechanisms exist to identify and document Standardized Operating
DSA03.0903Ec02 | Accoss Agreements | @NSMItting CUI re-sign access agreements to maintain access when Functional | intersects witn| Stendardized Operating | | Procedures (SOP), or similar documentation, to enable the proper s
access agreements have been updated or <A.03.09.03E.0DP[02]: Procedures (SOP) execution of day-to-day / assigned tasks.
freauency>.
the frequency at which to re-sign access agreements to maintain access Standardized Operatin Mechanisms exist to identify and document Standardized Operating
A03.09.03E.0DP[02] |  Access systems storing, or CUlis defined. Functional [ Intersects With |~ g~ ## 120»}) ® | OPs-01.1 |Procedures (SOP), or similar documentation, to enable the proper 5
execution of day-to-day / assigned tasks.
Det f: N
03.09.04E Citizenship Requirements | >* ! Functional © N/A N/A N/A )
individuals accessing a system processing, storing, or transmitting CUI Mechanisms exist to verify that individuals accessing a system
DS-A.03.09.04E Gitizenship Requirements | T'®8t <A03:09-04E.0DP[01] citizenship requirements>. Functional | Intersects With | Gitizenship Requirements| HRS-04.3 storing, or sensitive meet 5
applicable statutory, regulatory and/or contractual requirements for
£03.09.04£.00P(01] | Gitzenship Citizenship requi to be met by individuals to access a system Functionat intersacts witn] _ Fuman Resources HRs.01 | Mechanisms exist to facilitate the implementation of personnel R
storing, or CU are defined. Security security controls.
Intrusion Al d|Det f: N
03.10.01E nirusion Alarms and | Determinet Functional © N/A N/A N/A )
Surveillance
I ntrusion Alarms ang | PPYSical access to the facility where the system resides is monitored using Monitoring Physical Facility security mechanisms exist to monitor physical access to
DS-A.03.10.01E[01] physical intrusion alarms. Functional | Intersects With|  Access To Critical PES-05.2 |critical systems or sensitive and/or regulated data, in addition to the 5
Surveillance Equipment 8 "
Svstems physical access of the facility.
A03.10.01E.0Dp(01] | _USion Alarms and [the time period for which to maintain isior access records for thefacity | (o Tl 0 TR T e | Meehanisms exst o retain media and data in accordance with R
Surveillance in which the system resides is defined. licable statutory. regulatory and
Intrusion Atarms ang | (1€ time period for which to maintain visitor access records for the facility Physical access control mechanisms exist to identify, authorize and
A03.10.01EODPO1] | ( MHON IS O i which the system resides is defined. Functional |Intersects With|  Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
e as publicly
DS A0310.01E[02) | _"rUsion Alarms and [physical acaess to the facilty where the system resides is monitored using | ¢ | T Monitoring Physical pes.0s | Physical access control mechanisms exist to monitor for detect and R
Surveillance physical surveilt Access respond to physical security incidents.
Intrusion Alarms and | physical access to the facility where the system resides is monitored using Intrusion Alarms / Physical access control mechanisms exist to monitor physical
DS-A.03.10.01E[02] Functional | Intersects With PES-05.1 5
physical quipment. Sunveillance intrusion alarms and surveillance
Dell d Removal of | Det f: N
03.10.02E elivery and Removal of | Determine i Functional © N/A N/A N/A 0
Svstem C:
<A.03.10.02E.0DP[01]: types of system components> are authorized when Physical security exist to isolate i
Delivery and Removal of : °
DS-A.03.10.02E.a[01] entering the facility. Functional | Intersects With|  Delivery & Removal PES-10 | facilities from points such as delivery and loading areas and other 5
System Components. ! "
points to avoid access.
the types of system components to be authorized and controlled when Physical security exist to isolate
Delivery and Removal of : °
A03.10.02E.00P[01] | Pg Yo 810 P O antering th facitity are define. Functional | Intersects With| ~ Delivery & Removal PES-10 | facilities from points such as delivery and loading areas and other 5
v i points to avoid access.
<A.03.10.02E.0DP[01]: types of system components> are controlled when Physical security exist to isolate
Delivery and Removal of : °
DS-A.03.10.02E.a[02] entering the facility. Functional | Intersects With| ~ Delivery & Removal PES-10 | facilities from points such as delivery and loading areas and other 5
System Components. ! "
points to avoid access.
<A.03.10.02E.0DP[02]: types of system components> are authorized when Physical security exist to isolate
Delivery and Removal of : °
DS-A.03.10.02E.a[03] exiting the facility. Functional | Intersects With|  Delivery & Removal PES-10 | facilities from points such as delivery and loading areas and other 5
System Components. ! "
points to avoid access.
the types of system components to be authorized and controlled when Physical security exist to isolate
Delivery and Removal of : °
A03.10.02E.00P[02] | g "o *T RN O oxiting the facilty are defined. Functional | Intersects With|  Delivery & Removal PES-10 | facilities from points such as delivery and loading areas and other 5
v i points to avoid access.
<A.03.10.02E.0DP[02]; types of system components> are controlled when Physical security exist to isolate
Delivery and Removal of : °
DS-A.03.10.02E.a[04] exiting the facility. Functional | Intersects With| ~ Delivery & Removal PES-10 | facilities from points such as delivery and loading areas and other 5
System Components. ! "
points to avoid access.
5S.A05.10.02E.5 | Delvery and Removal o | records of the system components entering and exiting the facillty are Functionat intersacts witn| _ Monitoring Physical es.05 | Physicalaccess control mechanisms exist to monitor for, detect and R
System C: Access respond to physical security incidents.
Threat A\ Det : N
03.11.01E reat Awarencss etermine Functional e N/A N/A N/A 0
Program
a threat awareness program that includes a cross-organization information isms exist to a threat intelligence program that
Threat Awareness | hafing capabiliy for threat intelligence is implemented. Threat Intelligence includes a cross-organization information-sharing capabilty that can
DS-A.03.11.01E Program Functional | Intersects With Program THR-01  [influence the development of the system and security architectures, 5
selection of security solutions, monitoring, threat hunting, response
and recoverv activities.
Determine if: ) No
03.11.026 Threat Hunting Functional e N/A N/A N/A )
threat-hunti lity tablished te h fi te f I it f Mech: ist fi ific | te f ([ o
DS A03A1.02E.2.0101] Trveat Hunting | 070" hreat-hunting capabilityis established to search for indicators of | T ndicators o IR0z | Mechanisms exist to define specific Indicators of Gompromise (10C) to R
in svstems. c o) identify the signs of potential events.
DS-A.03.11.02E.2.01(01] Threat Hunting a cyber threat-hunting ca‘vab\ti&y is established to search for indicators of Functional | Intersects With Monitoring for Indicators MON-11.3  Automated mechanisms exist to identify and alert on Indicators of 5
in systems. ofC (100) c (100).
a cyber threat-hunting capability is maintained to search for indicators of Mechanisms exist to perform cyber threat hunting that uses Indicators
DS-A.03.11.02E.2.01(02] Threat Hunting | compromise in organizational systems. Functional |IntersectsWith|  Threat Hunting THR-07  [of Compromise (10C) to detect, track and disrupt threats that evade 5
existing security controls.
a cyber threat-hunting capability is established to detect, track, and Mechanisms exist to perform cyber threat hunting that uses Indicators
DS-A.03.11.02E.2.02(01] Threat Hunting | disrupt threats that evade existing safeguards. Functional | Intersects With|  Threat Hunting THR-07  [of Compromise (10C) to detect, track and disrupt threats that evade 5
existing security controls.
a cyber threat-hunting capability is maintained to detect, track, and disrupt Mechanisms exist to perform cyber threat hunting that uses Indicators
03.11.02E.2.02(02] Threat Hunting [ threats that evade existing safeguards. Functional | Intersects With|  Threat Hunting THR-07  [of Compromise (10C) to detect, track and disrupt threats that evade 5
existing security controls.
the threat-hunting capability is employed<A.03.11.02E.O0DP[01]: Mechanisms exist to perform cyber threat hunting that uses Indicators
DS-A.03.11.02E.b Threat Hunting [ frequency>. Functional |IntersectsWith|  Threat Hunting THR-07  [of Compromise (10C) to detect, track and disrupt threats that evade 5
existing security controls.
the frequency at which to implement the threat-hunting capability is Standardized Operatin Mechanisms exist to identify and document Standardized Operating
iz rati
A.03.11.02E.0DP[01] ThreatHunting | defined. Functional [ ntersects With| ' %" 1¢7 ¢ 1;OP) ® | OPs-01.1 |Procedures (SOP), or similar documentation, to enable the proper 5
execution of day-to-day / assigned tasks.
Predictive Cyber | Determine if ) No
03.11.03€ Lotve “yber et Functional ) N/A N/A N/A )
Analytics
pradictive Gyber | <4-0311-03E.ODPIO1]: advanced automation capabilies:> are employed pradictive Cybor Mechanisms exist to employ advanced automation and analytics
DS-A.03.11.03E[01] oratics to predict and identify risks to <A.03.11.03E.0DP[02]: systems or system |  Functional | Intersects With ratics THR-01.2 | capabilities to predict and identify risks to Technology Assets, 5
i i
Y . v ications. Services and/or Data (TAASD).
pradictive Gyber | 0¥anoed automation capabilties to predict and identiy risks are defined. oradictive Cyber Mechanisms exist to employ advanced automation and analytics
A.03.11.03E.0DP[01] ootics Functional |Intersects With analyrice THR-01.2 | capabilities to predict and identify risks to Technology Assets, 5
4 cations. Services and/or Data (TAASD).
pradictive Gyber | 519 07 System components in which advanced automation and oradictive Cyber Mechanisms exist to employ advanced automation and analytics
A03.11.03E.0DP[02] ootics analytics capabilities are to be employed are defined. Functional |Intersects With analyrice THR-01.2 | capabilities to predict and identify risks to Technology Assets, 5
4 i Services and/or Data (TAASD).
pradictive Gyber | <4-03-11-03E.0DP(03]: advanced analytios capabiltes> are employed to oradictive Cyber Mechanisms exist to employ advanced automation and analytics
DS-A.03.11.03E[02] ootics predict and identify risks to <A.03.11.03E.0DP[02]: systems or system Functional |Intersects With analyrice THR-01.2 | capabilities to predict and identify risks to Technology Assets, 5
4 . cations. Services and/or Data (TAASD).
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pradictive Gyber | 20¥8no@d analytcs capabilties to predict and identify risks are defined. radictive Gyber Mechanisms exist to employ advanced automation and analytics
A.03.11.03E.0DP[03] rotics Functional | Intersects With analyrice THR-01.2 | capabilities to predict and identify risks to Technology Assets, 5
i i Services and/or Data (TAASD).
03.11.04E N/A Withdrawn Functional No N/A N/A N/A )
Withdrawn ) No
03.11.05E N/A ! Functional N/A N/A N/A 0
03.11.06E N/A Withdrawn Functional No N/A N/A N/A )
Withdrawn No
03.11.07E N/A hdraw Functional N/A N/A N/A 0
D, Threat |Determineif: N
03.11.08E ynamic Threa etermine | Functional ° N/A N/A N/A 0
Awareness
5SA03.11.08 Dynamic Threat | the current cyber threat environment is determined on an ongoing basis Functional | tersectwitn| _ D¥nemic Threat TRt |Mechanisms exist to determine and maintain ongoing awareness of the R
Awareness using <A.03.11.08E.0DPIO1L: means>. Awareness current cvber threat
A03.1.08E.00P01) Dynamic Threat | the means to determine the current cyber threat environment on an Functionat imtorsactwitn| _ Dynamic Threat Tiro11 | Mechanisms exist to determine and maintain ongoing awareness of the R
Awareness ongoing basis are defined. Awareness current cyber threat
Indicators of Determineif: No
03.11.09E omteaters o rminet Functional N/A N/A N/A 0
DSA.03.11.09E[01] Indicators of indicators of compromise provided by <A.03.11.09E.0DP[01]:sources>are| -~ T T ionitoring for Indicators | " [ Automated mechanisms exist to dentify and alert on Indicators of R
c . ofC (100) c (10C).
A.03.11.09E.0DP[01] Indicators of sources that provide indicators of compromise are defined. Functional | intersacts with Indicators of \RO-03 | Mechanisms exist to define specific Indicators of Compromise (10C) to R
c 100) identify the signs of potential events.
DSA.03.11.09E(02] Indicators of indicators of compromise provided by <A.03.11.09E.0DP[01]:sources>are| -~ 7T O - Monitoring for Indicators | " T Automated mechanisms exist to dentify and alert on Indicators of R
c collected. of C (100) (10C).
ndicators of indicators of compromise provided by <A.03.11.09E.0DP[01]: sources> are Mechanisms exist to review event logs on an ongoing basis and
DS-A.03.11.09E[03] Compromise distributed to <A.03.11.09E.0DP[02: personnel or roles>. Functional | Intersects With | Security Event Monitoring| MON-01.8 |escalate incidents in accordance with established timelines and 5
personnel or roles to whom indicators of compromise are to be distributed Mechanisms exist to implement and govern processes and
Indicators of Incident Response ' " ’
A03.11.09E.0DP[02] i are defined. Functional | Intersects With 1RO-01 tofacilitate an de resp pabil 5
Compromise Operations
for and data protection-related incidents.
Determine if: No
03.11.10E Criticality Analysis rminet Functional N/A N/A N/A 0
critical system components and functions are identified by performing a Mechanisms exist to identify and document the critical Technology
5SA03.11.10E Critcalty Analysis | CT1CaY analysis for <A.03.11.10E.0DPIO1]: systems, system Functional | IntersectsWith| Idontity Critical Assets | BGD-oz | AS5€1S: APPlications, Senvices and/or Data (TAASD) that support s
components, or system services> at <A.03.11.10E.0DP[02]: decision essential missions and business functions.
points>.
tical syst ts and functi identified by perf T Assets,
crical ysam components and functonsar dontied y be orming a Securit, Gompliance & Hecharisms et o ws:vim- ssets,
DS-A.03.11.10E Criticality Analysis | Tticality analysis for <A.03.11.10E.0DP[01]: systems, system Functional | Intersects With | Resilience Requirements | PRM-05 | \PPlications and/or Services (TAAS) by: ' 5
components, or system services> at <A.03.11.10E.0DP[02]: decision oo (1) Defining technical security, compliance and resilience
boints>. and
systems, system components, or system services to be analyzed for Mechanisms exist to require the developer of the Technology Asset,
. Criticality Analysis Duri
A03.1110E.0DP01) Critcalty Analysis | CTiCaIY are defined Functional | Intersects with | C7icalty Analysis During| o o | Application and/or Service (TAAS) o perform a critcality analysis at R
Development organization-defined decision points in the Secure Development Life
Cuele (SDLO.
systems, system components, or system services to be analyzed for Mechanisms exist to identify, prioritize and assess suppliers and
. Third-Party Criticalit
A03.110E.0DP01) Critcalty Analysis | CTiCaIY are defined Functional | Intersectswitn|  Te-Party Criticality | |partners ofcritcal Technology Assets, Applications andior Services R
Assessments (TAAS) using a supply chain risk assessment process relative to their
importance in supporting the deliverv of high-value services.
decision points in the system development life cycle when a criticality Mechanisms exist to assess security, compliance and resilience
analysis is to be performed are defined. Security, Compliance & controls as part of Technology Assets, Applications and/or Services
A03.11.10E.0DP[02] Criticality Analysis Functional |Intersects With| Resilience InProject | PRM-04 |(TAAS) project development to determine whether controls are 5
Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
Det f: N
03.11.11E Discoverable Information [ o Functional © N/A N/A N/A )
discoverable information about the system is identified. Mechanisms exist to define what information is allowed to be
D
DS-A.03.11.11E[01] | Discoverable Information Functional | Intersects With VPM-06.8 le by and take corrective actions to remediate 5
Information ol Assets, and/or Services
TAAS).
A03.1111E.ODP01] | iscoverable Information | 0" ¢C1Ve actons © be taken i nformation about the system is runctionat Iintersacts with Vulnerability r 02 exist to ensure that ities are properly identified, R
are defined. Process tracked and
DS-A.03.11.11E[02] | Discoverable Information | “A0%11-11E:0DPIO1]: corrective actions> are taken when information Functional | Intersects With Vulnerability VPM-02 exist to ensure that are properly identified, 5
about the system is confirmed as Process tracked and
‘Automated Means for | Determine if: o
03.11.12€ Sharing Threat Functional e N/A N/A N/A 0
¢ Relationship
automated mechanisms are employed to maximize the effectiveness of Mechanisms exist to maintain situational awareness of vulnerabilities
Automated Means for | (e threat intell formati d evolving threats by the knowledge of attacker tacti
DS-A.03.11.12E SharingThreat | °"""8 threatintelligence information. Functional |Intersects With | Threat Intelligence Feeds |  THR-03 |21 8VOling threats by leveraging the knowledge of attacker tactics, 5
and tofacilitate the of
Intelligence 8
and controls.
Determine if: N
03.12.01E Penetration Testing | o o e Functional Ne N/A N/A N/A 0
tration test ducted <A.03.12.01E.0DP[01]: i > st to conduct test
DS-A.03.12.01E Penetration Testing | P o auon testing is conducte [01]; frequency> on Functional | Intersects With|  Penetration Testing VPM-07 existto conduct esting on 5
<A.03.12.01E.0DP02]: systems or system . Assets, and/or Services (TAAS).
the frequency at which to conduct penetration testing on systems or tandardized Oporatin Mechanisms exist to identify and document Standardized Operating
A03.12.01E.0DP[01] | Penetration Testing |system components is defined. Functional [ ntersects With| %7 %" %07 9203 % | ops.o1.1 (SOP), or similar to enable the proper 5
rocedures (SOP) execution of day-to-day / assigned tasks.
t t ts on which penetration testing is to by Mechani tto define and th for its attack
A03.12.01E.0DP[02] | Penetration Testing |/ \0™ OF SYstem components on which penetration testing is to be Functional | Intersects With| ~ Attack Surface Scope | VPM-01,1 |1ochanisms exist to define and manage the scope for its attac 5
conduted are defined. surface activities.
Det : N
03.12.02E Independent Assessors | >C ! Functional e N/A N/A N/A 0
independent assessors o assessment teams are used to conduct security Mechanisms exist to ensure assessors or assessment teams have the
DS-A.03.12.02E Assessors Functional |Intersects With| Assessor 1A0-02.1 to conduct security, compliance and/or 5
resilie \
Determine if: N
03.12.03F Risk Monitoring etermine | Functional Ne N/A N/A N/A 0
risk monitoring is an integral part of the continuous monitoring strategy. exist to ensure risk as an integral part of the
i ite strate that i ite th
DS-A.03.12.03E[01] Risk Monitoring Functional | Intersects With Risk Monitoring Rsk.11 | continuous monitoring strategy that includes monitoring the 5
effectiveness of security, compliance and resilience controls,
and change
is included in risk Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
DS-A.03.12.03E[02] Risk Monitoring Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 5
Oversight i
compliance monitoring is included in risk monitoring. Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
DS-A.03.12.03E[03] Risk Monitoring Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 5
Oversight i
change monitoring is included in risk monitoring Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
DS-A.03.12.03E[04] Risk Monitoring Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 5
Oversight i
Internal Syst Determine if: N
03.12.04F ":r"a ystem etermine | Functional e N/A N/A N/A 0
internal connections of <A.03.12.04E.ODP[01]: system components or Mechanisms exist to authorize connections from systems to other
classes of components> to the system are authorized. systems using Interconnection Security Agreements (ISAs), or similar
Internal tem Interconnection rity 3
DS-A.03.12.04E.a ermal Syste Functional | intersects with | "Mtereonnection Security | methods, that document, for each interconnection: s
Connections Agreements (ISAs) (1) Interface characteristics;
(2) Security, compliance and resilience requirements; and;
(3) The nature of the
system components or classes of components requiring internal exist to authorize from systems to other
connections to the system are defined systems using Interconnection Security Agreements (ISAS), or similar
Internal Systs Int tion Securit ion:
A03.12.04E.0DP(01) nternal System Functional | intersects witn | "Mereonnection Security | | methods, that document,for each interconnection: s
Connections Agreements (ISAs) (1) Interface characteristics;
(2) Security, compliance and resilience requirements; and;
(3) The nature of the
for each internal connection, the interface characteristics are exist to authorize from systems to other
documented. systems using Interconnection Security Agreements (ISAs), or similar
Internal System Interconnection Securit, :
DS-A.03.12.04E 6[01] mal Sy: Functionat | intersects with | 1M ion Security | o methods, that document, for each interconnection: s

Connections

Agreements (ISAs)

(1) Interface characteristics;
(2) Security, compliance and resilience requirements; and;
(3) The nature of the
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for each internal the security are exist to authorize from systems to other
systems using Interconnection Security Agreements (ISAS), or similar
Internal System Interconnection Securit thods, that d t, for each int tion:
DS-A.03.12.04E.b[02] v Functional |Intersects With Y| Neros |methods. that document, foreach interconnection
Connections Agreements (ISAs) (1) Interface characteristics;
(2) Security, compliance and resilience requirements; and;
(3) The nature of the
for each internal connection, the nature of the information communicated exist to authorize from systems to other
is documented. systems using Interconnection Security Agreements (ISAs), or similar
Internal System Interconnection Securit, :
DS-A03.12.04E.5(02] mal Sys Functional | intersects with | 1M fon Security | e+ o methods, that document, for each interconnection:
Connections Agreements (ISAs) (1) Interface characteristios;
(2) Security, compliance and resilience requirements; and;
(3) The nature of the
internal system connections are terminated after <A.03.12.04E.0DP[02]: Mechanisms exist to develop, document and maintain secure baseline
5503120450 Internal System | conditions>. Functional | intersectswitn|  Seeure Baseline cro0 for Assets, and/or Services
Connections Configurations (TAAS) that are consistent with industry-accepted system hardening
internal system connections are terminated after <A.03.12.04E.0DP[02]: Mechanisms exist to control internal system connections through
5503120450 Internal System [ conditions>. Functional | intersectswitn|  IMtemat System NET05.2 internal cori of systems and for each
Connections Connections internal connection, the interface characteristics, security
and the nature of the
ditions requiring the of internal are defined. exist to authorize from systems to other
systems using Interconnection Security Agreements (ISAs), or similar
Internal System Interconnection Securit thods, that d t, for each int tion:
A03.12.04E.0DP[02] v Functional | Intersects With Y| Neros |methods. that document, for each interconnection
Connections Agreements (ISAs) (1) Interface characteristics;
(2) Security, compliance and resilience requirements; and;
(3) The nature of the
the continued need for each internal connection is reviewed exist to authorize from systems to other
<A.03.12.04E.0DP[03]: frequency>. systems using Interconnection Security Agreements (ISAs), or similar
5 A03.12.04E.0 Internal System Functional | Intersects witn | ereonnection Security |\ 0| methods, that document, for each interconnection:
Connections Agreements (ISAs) (1) Interface characteristios;
(2) Security, compliance and resilience requirements; and;
(3) The nature of the
the frequency at which to review the continued need for each internal Mechanisms exist to identify and document Standardized Operating
Internal System Standardized Operating
A.03.12.04E.0DP[03] connection is defined. Functional | Intersects With OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper
Connections Procedures (SOP)
execution of dav-to-day / assigned tasks.
Determine if: N
03.13.01E Heterogeneity etermine | Functional Ne N/A N/A N/A
a diverse set of information technologies is employed for Mechanisms exist to utilize a diverse set of technologies for system
DS-A.03.13.01E Heterogeneity | <A.03.13.01E.0DP[01]: system components> in the implementation of the |  Functional | Intersects With Heterogeneity SEA-13  |components to reduce the impact of technical vulnerabilities from the
system. same Original (OEM).
Zys(emdc.ur:;‘pgnen:s reql:lr[mg a (:x‘erse sle( of mf(;rr:aﬂgr\(echr\otugles to Security, Gompliance & Hechari ex:/l Ius : (TAE;‘;ZM Assets,
e used in the implementation of the system are defined. ications and/or Services :
A.03.13.01E.0DP[01] Heterogeneity P! 4 Functional | Intersects With | Resilience Requirements | PRM-05 | ~PP' ¥:
! (1) Defining technical security, compliance and resilience
Definition A
and
System components requiring a diverse set of information technologies to Mechanisms exist to define business processes with consideration for
be used in the implementation of the system are defined. security, compliance and resilience that determines:
Business Process (1) The resulting risk to assets,
A03.13.01E.0DP[01] Heterogeneity Functional | Intersects With ot PRM-06 |and other organizations; and
efinition
(2) Information protection needs arising from the defined business
processes and revises the processes as necessary, until an achievable
set of protection needs is obtained.
Det i N
03.13.02E Randomness etermine Functional © N/A N/A N/A
A 03 13,00 oo <A.03.13.02E.0DP[01]: techniques> are employed to introduce romctionat. Nintorsscte with ondommans SEAtaq |Automated mechanisms exist to introduce randomness into
into and assets. ions and assets.
Ihe‘efhn\quezempl:}yed (;; \;\(ro:uce randomness into organizational Security, Gompliance & Hechari ex:/l Ius : TAAg;errf Assets,
A.03.13.02E.0DP[01] Randomness. operations and assets are defined. Functional | Intersects With | Resilience Requirements | PRM-05 |/PPlications and/or Services (TAAS) by:
! (1) Defining technical security, compliance and resilience
Definition A
and
Concealmentand | Det i N
03.13.03€ onsed ment an eremine Functional © N/A N/A N/A
<A.03.13.03E.0DP[01]: and are exist to utilize and
Concealment and Concealment &
DS-A.03.13.03E used to mislead adversaries. Functional | Intersects With 0% SEA-14  [forTechnology Assets, Applications and/or Services (TAAS) to confuse
Misdireotion Misdirection ”
and mislead
the concealment and misdirection techniques used to confuse and ) existto govern Assets,
Concealment and lead ach tentially targeting systs defined. Security, Compliance & Applicati d/or S TAAS) by:
A.03.13.03E.0DP(01] mistead adversaries potentially targeting systems are defined. Functional | Intersects With | Resilience Requirements |  PRM-05 | APPYioations and/or Services (TAAS) by: .
Misdireotion (1) Defining technical security, compliance and resilience
Definition
and
Isolation of Syst Determine if: N
03.13.04E s°: lon o7 System etermine | Functional Ne N/A N/A N/A
T otation of Syetam _|PoUNGaTY protection mechanisms are employed to solate Mechanisms exist to monitor and control communications at the
DS-A.03.13.04E PR <A.03.13.04E.0DP[01]: system components>. Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the
P network.
Jeolation of Systam _| /518 Components tobe solated by boundary protection mechanisms Leolation of System Mechanisms existto employ boundary protections to solate
A03.13.04E.0DP[01] are defined. Functional | Intersects With NET-03.7 [Technology Assets, Applications and/or Services (TAAS) that support
Components Components
critical missions and/or business functions.
Change P d [Det i N
03.13.05E ange Processing and | Determine i Functional e N/A N/A N/A
Storage Locations
oS A0313.00F Ghange Processing and_|the location of <A.03.13.05E.ODPIOT: processing and/or storage> is romctionat. intorsocte witn|  Change Processing& | o~ [Automated mechanisms exist to change the location of processing
Storage Locations __|changed <A.03.13.05E.0DP[02]: SELECTED PARAMETER VALUE>. Storage Locations and/or storage at random time intervals.
03.13.05E.0Dp[01] | C"enEe Processing and | processing and/or storage ocations o be changed are defined. Functional | mtorseots witn| C"enge Processing& | -~ ™ Automated mechanisms exist to change the location of processing
Storage Locations Storage Locations and/or storage at random time intervals.
] one of the following PARAMETER VALUES s selected: Mechanisms exist to identify and document Standardized Operating
Change Processing and Standardized Operating fent
A03.13.05E.0DP[02] " {<A.03.13.05E.0DP{03] frequency>; at random time intervals}. Functional | Intersects With oPs-01.1 (SOP), or similar to enable the proper
Storage Locations Procedures (SOP) !
execution of day-to-day / assigned tasks.
Change Processing and |{" "eAUENEY atwhich to change the location of processing and/or storage Standardized Oporating Mechanisms exist to identify and document Standardized Operating
A03.13.05E.0DP(03] is defined (if selected). Functional | Intersects With OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper
Storage Locations Procedures (SOP)
execution of day-to-day / assigned tasks.
Platform-Independent | Determine if: " No
03.13.06E mindep et Functional ) N/A N/A NA
S A 0313008 Platform-Independent | <A.03.13.06E.0DPI01]: platform-indepir::em applications> are romctionat. interasete with Mobile Gode N0 _|Mechanisms exist o address mobile code/ operating systern-
platform-independent applications to be included within organizational Mechanisms exist to develop, document and maintain secure baseline
Platfe -1 it . B: i i
A03.13.06E.0DP(01) atform-Independent | systems are dofined Functional | ntersectswitn|  Secure Basetine cre02 for Assets, and/or Services
Applications Configurations (TAAS) that are consistent with industry-accepted system hardening
latf -1 t licati i il ithi izati L Mech: ist licitly all llowlist / whitelist) 1/ lock
Platform-independent | P12forM-ndependent applications to be included within organizationa Explicity Allow  Deny echanisms exst o explicity allow (allowlist/ whitelist) and/or bloc
A03.13.06E.0DP(01] indef systems are defined. Functional | Intersects With CFG-03.3 |(denylist/ blacklist) applications that are authorized to execute on
Applications Applications
systems.
! Determine if: ) No
03.13.07E Virtualization Techniques et Functional ) N/A N/A N/A
virtualization techniques are employed to support the deployment of a exist to utilize i to support the
DS-A03.13.07E |Virtualization Techniques |diverse range of operating systems and applications that are changed Functional | Intersects With SEA13.1 of a diversity of operating systems and applications.
<A.03.13.07E.ODPIOT: freauency>.
the frequency at which to change the diversity of operating systems and Stondardised Oporatin Mechanisms exist to identify and document Standardized Operating
A.03.13.07E.0DP[01] deployed using is defined. Functional [ Intersects With| 597 éop; % | OPs-01.1 |Procedures (SOP), o similar documentation, to enable the proper
. execution of dav-to-day / assigned tasks.
Determine if: N
03.13.08E Decoys etermine Functional o N/A N/A N/A
within organ systems designed to be the Mechanisms exist to utilize honeypots that are specifically designed to
DS-A.03.13.08E[01] Decoys target of malicious attacks are included to detect such attacks. Functional | Intersects With Honeypots SEA-11  |be the target of malicious attacks for the purpose of detecting,
and analyzing such attacks.
within systems designed to be the Mechanisms exist to utilize honeypots that are specifically designed to
DS-A.03.13.08E[02] Decoys target of malicious attacks are included to deflect such attacks. Functional | Intersects With Honeypots SEA-11  |be the target of malicious attacks for the purpose of detecting,
and analyzing such attacks.
within systems designed to be the Mechanisms exist to utilize honeypots that are specifically designed to
DS-A.03.13.08E[03] Decoys target of malicious attacks are included to analyze such attacks. Functional | Intersects With Honeypots SEA-11  |be the target of malicious attacks for the purpose of detecting,
and analyzing such attacks.
Isolation of Security | Determine f: o
03.13.09E Tools, Mechanisms, and Functional N/A N/A N/A

Support C
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solation of Secuity | <A03-13-09E-ODPIO1]: information security tools, mechanisms, and Mechanisms exist to implement security management subnets to
> f Security M t i
DS-A.03.13.09E Tools, Mechanisms, and ‘support components: vare isolated from other internal system components Functional Intersects With ecurity Management NET-06.1 isolate security tools aﬂ‘d support components from other internal
physically separate with managed Subnets system b separate with
Support Components
interfaces to other of the svst managed interfaces to other of the svstem.
Isolation of Security security tools, and support tobe Sonarate Subnets To Mechanisms exist to implement physically or logically separate
A03.13.09E.0DP[01] | Tools, Mechanisms, and |isolated from other internal system components are defined. Functional [ Intersects With| (022w 1ele | NET-06.9 toisolate defined Assets,
Support C Services and/or Data (TAASD).
Determi N
03.13.108 Separate Subnetworks [ o e Functional o N/A N/A N/A
separate network addresses are implemented to connect to systems in Separate Subnet for Mechanisms exist to implement separate network addresses (e.g.,
DS-A.03.13.10E Separate Subnetworks |different security domains. Functional | Intersects With| Connecting to Different | NET-03.8 |different subnets) to connect to systems in different security domains.
Security Domains
Determine if: No
03.13.11E Thin Nodes rminet Functional N/A N/A N/A
DS A543 1E01] i Nodes minimal functionality for <A.03.13.11E.0DP{01]: system components>is | (- T - i Nodos .17 | Mechanisms exist o configure thin nodes to have minimal functionality
emploved. and storage.
system tobe with minimal and exist to generate (e.g.
information storage are defined. System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d
A03.1311E.0DP(01) Thin Nodes Functionat | intersacts with ompliance an 1n0.gs |2 Reflects the current state of applied security, compliance and
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
minimal information storage on <A.03.13.11E.0DP[01]: system Mechanisms exist to develop, document and maintain secure baseline
ts> is employed. Secure Basell [ Assets, dlor S
DS-A.03.13.11E[02] Thin Nodes components>is employe Functional | Intersects With eoure Baseline CFG-02 or ssets and/or Services
Configurations (TAAS) that are consistent with industry-accepted system hardening
Denial-of-S Determine if: No
03.13.12E enarorsenice rminet Functional N/A N/A N/A
Protection
vy - - — = - -
DS AGS1o12Ea Denial-of-Service | the effects of <A.03.13.12E.0DP01]: types of denial-of-service events>are [ -~ =~ " Denial of Service (D0S) | - | Automated meshanisms exist o protect against or imit the effects of
Protection <A.03.13.12E.ODP02]: SELECTED PARAMETER VALUE>. Protection denial of service attacks.
A.03.13.12E.0DP[01] Denial-of- > me_tynes of denial-of- events to be protected against or limited are Functional | Intersects With Denial of Service (DoS) NET-02.1 Automated mechanisms exist to protect against or limit the effects of
Protection defined. Protection denialof service attacks.
A03.1312E.00P02) Denial-of-Service | one of the following PARAMETER VALUES is selected: {protected against; | - =1~~~ " Denial of Service (D0S) | - | Automated mechanisms exist o protect against or imit the effects of
Protection limited). Protection denial of service attacks.
Denial-of-Service <.A-.°3-1 3.1 QE-ODP[W]; safeguards> are employed to protect against or Capacity & Performance Mechanisms exist to facilitate the implementation of capacity
DS-A.03.13.12Eb > Limit the effects of denial-of-service events. Functional | Intersects With CAP-01 | management controls to ensure optimal system performance to meet
Protection Management
expected and future capacit
<A.03.13.12E.ODP(03];: safeguards> are employed to protect against or Mechanisms exist to control resource utilization of Technology Assets,
550313126 Denial-of-Service  |lmit the effects of denial-of-service events. Functional | Intersects With|  Resource priorty cap0z | Applications andor Services (TAAS) that are susceptible to Denial of
Protection Senvice (DoS) attacks to limit and prioritize the use of resources.
Domatof-Service | <A-03-13-12E.0DPI03]: afeguards> are employed to protect against or Mechanisms exist to conduct capacity planning so that necessary
DS-A.03.13.12Eb et Limit the effects of denial-of-service events. Functional |Intersects With|  Capacity Planning CAP-03  |capacity for i i ications and
support will exist during
DS-A03.13.12E.b Denlalrofrsewwce <.A-.°3-1 3.1 QE-ODP[W]; safeguards> are employed to protect against or Functional | Intersects with| DeMmalofSenvice(DoS) | . ) . |Automated mechanisms exist to protect against or limit the effects of
Protection limit the effects of denial-of-service events. Protection denial of service attacks.
A03.1312E.00P03) the o prevent the denial-of-sevice objetive by ypeof denial- | - I - C T Donial of Service (DoS) | | o+~ | Automated mechanisms exist to protect against or it the effects of
Protection of-service event are defined. Protection denial of service attacks.
Port and Input/Output | Det : N
03.13.13€ ort andinput/Butput - | Peterminet Functional © N/A N/A N/A
Device Access
port and Input/Output._| -03-13-13E.0DPI01]: connection ports or nput/output devices> are port & Input/ Output (10) Mechanisms exist to physically disable of remove unnecessary
DS-A.03.13.13E <A.03.13.13E.0DP[02]: SELECTED PARAMETER VALUE> disabled or Functional | Intersects With END-12 ports or devices from sensitive systems.
Device Access Device Access
removed on <A.03.13.13E.0DPI031: svstems or svstem .
connection ports or input/output devices to be disabled or removed are Mechanisms exist to develop, document and maintain secure baseline
Port and Input/Output . Secure Baseli
A03.13135.0Dpo1] | POTLand InputOutput define Functional | intersacts with ecure Baseline cro0 for Assets, and/or Services
Device Access Configurations (TAAS) that are consistent with industry-accepted system hardening
A03.13135.0Dp(02) | PO™L2Nd INPUUOUPUL oo of the following PARAMETER VALUES is selected: (physically; logicalty. | (oo [[ 0 Port & Input/ Qutput (10)| ¢ o~ [Mechanisms exist to physically disable or remove unnacessary
Device Access Device Access ports or devices from sensitive systems.
A.03.13.13E.0DP[03] Port am? Input/Output  [systems or system with ion ports or inp P Functional | Intersects With Port & Input / Output (1/0) END-12 Mechanisms exist to physically dlsab}le or remove unnecessary
Device Access | devices to be disabled or removed are defined. Device Access ports or devices from sensitive systems.
Determine if: N
03.13.14E Detonation Chambers | crom e Functional Ne N/A N/A N/A
a detonation chamber capability is employed within the betonation Chambers Mechanisms exist to utilize a detonation chamber capability to detect
DS-A.03.13.14E Detonation Chambers | <A.03.13.14E.0DP[01]: system, system component, or location>. Functional | Intersects With (Sandbonas) IRO-15  [and/or block potentially-malicious files and email attachments.
the system, system component, or location in which a detonation chamber exist to generate i ion (e.g.,
capability is to be employed is defined. System Security Plan (SSP)) that:
(1) Identifies key andi onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d i i
A.03.13.14E.0DP[01] | Detonation Chambers Functional | Intersects With ompliance an 1no-03  |(2) Reflects the current state of applied security, compliance and
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Separate Subnets to | Determine if:
Isolate Syst N
03.13.15E solate System Functional e N/A N/A N/A
Components and Relationship
Functions
Separate Subnets to | subnetworks are separated <A.03.13.15E.0DP[01]: SELECTED Separate Subnet for Mechanisms exist to implement separate network addresses (e.g.,
5S.A03.13.15 Isolate System | PARAMETER VALUE> to isolate <A.03.13.15E.0DP[02]: critical system Functionat | intersacts with Con:ecmgm et | NET-0a.g | iferent subnets) to connect to systems in different security domains.
Componentsand | components and functions>. .
N Security Domains
Functions
Separate Subnets to | subnetworks are separated <A.03.13.15E.0DP[01]: SELECTED Mechanisms exist to implement security management subnets to
DS-A03.1315E Isolate System PARAMETER VALUE> to isolate <A.03.13.15E.0DP[02]: critical system Functional | Intersacts witn| Secuity Management | o oo fisolate security tools and support components from other internal
Componentsand | components and functions>. Subnets system by separate with
Functions managed interfaces to other of the svstem.
Separate Subnets to | subnetworks are separated <A.03.13.15E.0DP[01]: SELECTED Mechanisms exist to implement physically or logically separate
Isolate Syst PARAMETER VALUE> to isolate <A.03.13.15E.0DP[02]: critical syst Separate Subnets T toisolat defined Assets,
DS-A03.1315E solate System UE> to isolate <A.03.13.15E.0DP{02]: critical system Functional | intersactswitn|  SeParateSubnetsTo | oo etworks to solate ssets
Componentsand | components and functions>. Isolate Functions Applications, Services and/or Data (TAASD).
Functions
Separate Subnets to | one of the following PARAMETER VALUES is selected: {physically; logically}. Mechanisms exist to implement physically or logically separate
Isolate Syst Separate Subnets T toisolat defined Assets,
A.03.13.15E.0DP[01] solate System Functional | Intersects With| >oParate SUbnetsTo | ey 56 9 etworks to isolate ssets
Components and Isolate Functions Applications, Services and/or Data (TAASD).
Functions
Separate Subnets to | critical system components and functions to be isolated are defined. Mechanisms exist to implement physically or logically separate
Isolate Syst Separate Subnets T toisolat defined Assets,
A.03.13.15E.0DP[02] solate System Functional | Intersects With| >oParate SUbnetsTo | ey 56 9 etworks to isolate ssets
Components and Isolate Functions Applications, Services and/or Data (TAASD).
Functions
Determine if: N
03.13.16E System Partitioning | o e Functional No N/A N/A N/A
the system is partitioned into <A.03.13.16E.0DP[01]: system components> Mechanisms exist to partition systems so that partitions reside in
5SA03.13.16 Systom partitioning | e5I0n8 n separate <A.03.13.16E.ODPI02]: SELECTED PARAMETER Functional | Intersects With|  System Partitioning | SEA-03.1 |F°Porate physical domains or environments.
VALUE> security domains or environments based on
<A.03.13.16E.ODPI03L: ci .
System components to reside in separate physical or logical domains or Mechanisms exist to partition systems so that partitions reside in
A03.13.16E.0DP[01] | System e based onci for the physical or logical Functional | Intersects With| ~ System Partitioning | SEA-03.1 |separate physical domains or environments.
tion of are defined.
one of the following PARAMETER VALUES is selected: {physical; logical). Mechanisms exist to partition systems so that partitions reside in
A.03.13.16E.0DP[02] System Partitioning wing ! {physi gical) Functional | Intersects With|  System Partitioning SEA-03.1 lsms exist to partition syst partitions reside

separate physical domains or
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circumstances for the physical or logical separation of components are exist to generate (g
defined. System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d i
A.03.13.16E.0DP[03] System Partitioning Functional | Intersects With ompliance an 1a0-03 |12 Reflects the ourrent state of applied security, compliance and
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Yara0tE Software, F\rm‘w‘ar:, fnd Determine if: Functional No A A A
ntegrity
integrity verification tools are employed to detect unauthorized changes to Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
Software, F , and Endpoint File Integri
DS-A.03.14.01E.a[01] | OOTare FIMWare, and |, 43 14 01E.0DP[01]: software>. Functional |Intersects With | CnoPOINt e INGBIY 1 ey o6 technologies, to detect and report on unauthorized changes to selected
Information Integrity Monitoring (FIM)
files and settings.
Software requiring integrity verification tools to be used to detect Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
Software, F , and e Endpoint File Integri
A.03.14.01E.0DP[01] | SOTare: FIrmware, and |\ thorized changes is defined. Functional |Intersects With | CnoPOINt e INGBIY 1 e o6 technologies, to detect and report on unauthorized changes to selected
Information Integrity Monitoring (FIM)
files and settings.
integrity verification tools are employed to detect unauthorized changes to Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
Software, F , and Endpoint File Integri
DS-A.03.14.01E.a[02] | DO are FIMWare, and o3 14 01€.0DP[02]: firmware>. Functional |Intersects With | CnoPOINt e INGBIY 1 ey o6 technologies, to detect and report on unauthorized changes to selected
Information Integrity Monitoring (FIM)
files and settings.
firmware requiring integrity verification tools to be used to detect Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
Software, F , and b Endpoint File Integri
A.03.14.01E.0DP[02] | SOTare: FIrMWare, and | thorized changes is defined. Functional |Intersects With | CnoPOINt e INGBIY 1 e o6 iechnologies, to detect and report on unauthorized changes to selected
Information Integrity Monitoring (FIM)
files and settings.
integrity verification tools are employed to detect unauthorized changes to Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar
DS-A03.14.01E.a(03) | S°fware: Firmware, and | <A.03.14.01E.0DP[03]: information>. Functional | Intersects witn| F1\® IMtegrity Monitoring | o, ;- |change-detecti on critical Assets,
Information Integrity Applications and/or Services (TAAS) to generate alerts for unauthorized
information requiring integrity verification tools to be used to detect Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar
A03.14.01E.0DP(og] | S°ftware, Firmware, and junauthorized changes is defined. Functional | Intersects with| F1\® IMtegrity Monitoring | o, ;- |change-detecti on critical Assets,
Information Integrity (FIM) Applications and/or Services (TAAS) to generate alerts for unauthorized
Sottware, Firmmware, and | <A-03-14-0TE.ODP[0: actions> are taken when unauthorized changes to Mechanisms exist to review event logs on an ongoing basis and
os-A031a0tEpfor] |4 IO |software are detected. Functional | Intersects With | Security Event Monitoring| MON-01.8 |escalate incidents in accordance with established timelines and
Software, Firmmware, and | 20110NS to be taken when unauthorized changes to software are detected Mechanisms exist to review event logs on an ongoing basis and
£03.14.01E.00p04] [ >4 RO B are defined. Functional | Intersects With | Security Event Monitoring| MON-01.8 |escalate incidents in accordance with established timelines and
Sottware, Firmmware, and | <A-03-14-0TE.ODP[0S]: astions> are taken when unauthorized changes to Mechanisms exist to review event logs on an ongoing basis and
ps-A0314.01Ep(02] | >4 TAEE I | sirmuare are detected. Functional | Intersects With | Security Event Monitoring| MON-01.8 |escalate incidents in accordance with established timelines and
Sortware, Finmware, and | 20110NS 10 be taken when unauthorized changes to firmware are detected Mechanisms exist to review event logs on an ongoing basis and
£03.14.01€.00p(05] [ >4 TRES P are defined. Functional | Intersects With | Security Event Monitoring| MON-01.8 |escalate incidents in accordance with established timelines and
Sottware, Firmmware, and | <A-03-14-0TE.ODP[0B]: actions> are taken when unathorized changes to Mechanisms exist to review event logs on an ongoing basis and
Ds-A03.14.01E(03] | >4 RO P information are detcted. Functional | Intersects With | Security Event Monitoring| MON-01.8 |escalate incidents in accordance with established timelines and
Sortware, Firmware, and | 26110ns 1o be taken when unauthorized changes to information are Mechanisms exist to review event logs on an ongoing basis and
A03.14.01E.00p(08] [ >4 RO | detacted are defined. Functional | Intersects With | Security Event Monitoring| MON-01.8 |escalate incidents in accordance with established timelines and
Withd N
03.14.02E N/A hdrawn Functional © N/A N/A N/A
With N
03.14.03E N/A U Functional Ne N/A N/A N/A
Refresh From Trusted | Det f: N
03.14.04E St i Functional © N/A N/A N/A
the software and data used during system component and service Mechanisms exist to ensure that software and data needed for system
Refresh From Trusted Refresh from Trusted
DS-A.03.14.04E ot refreshes are obtained from <A.03.14.04E.0DP[01]: trusted sources>. Functional | Intersects With O SEA-08.1 |component and service refreshes are obtained from trusted sources.
trusted sources to obtain software and data for system component and Mechanisms exist to ensure that software and data needed for system
Refresh From Trusted Refresh from Trusted
A.03.14.04E.0DP[01] service refreshes are defined. Functional | Intersects With SEA-08.1 |component and service refreshes are obtained from trusted sources.
Sources Sources
Non-Persistent | Determineif: N
03.14.05E on-Persistent etermine Functional Ne N/A N/A N/A
<A.03.14.05E.ODP[01]: SELECTED PARAMETER VALUE> is performed. Mechanisms exist to:
DSA05.14.05E.0 Non-Persistent runctional | intersectewitn|  Non-Persistent senos.y |() Generate or refresh nformation per an organization-defined
Information Information frequency; and
(2) Delete i when no longer needed.
one of the following PARAMETER VALUES is selected: {refresh Mechanisms exist to:
A.03.14.05E.0DP[01] NU"'PEVS|§‘9"‘ <A.03.14.05E.0DP[02] information> <A.03.14.05E.0DP[03] frequency>; Functional | Intersects With Non-Persistent SEa.0s.2 |(1) Generate or refresh information per an organization-defined
Information generate <A.03.14.05E.0DP[04] information>). Information frequency; and
(2) Delete i when no longer needed.
NomParsistent | e Iformation to be refreshed is defined (f selected). Standardived Operatin Mechanisms exist to identify and document Standardized Operating
A.03.14.05E.0DP[02] ° Functional | Intersects With PErating | 0ps-01.1 [Procedures (SOP), or similar documentation, to enable the proper
Information Procedures (SOP)
execution of day-to-day / assigned tasks.
Nomparsistont | 78 reduency atwhich to refresh information is defined (f selected). Standardived Operatin Mechanisms exist to identify and document Standardized Operating
A.03.14.05E.0DP[03] ° Functional | Intersects With PErating | 0ps-01.1 [Procedures (SOP), or similar documentation, to enable the proper
Information Procedures (SOP)
execution of day-to-day / assigned tasks.
Nomparsistont | 78 nformation to be generated on demand s defined (f seleoted)- Standardived Operatin Mechanisms exist to identify and document Standardized Operating
A.03.14.05E.0DP[04] ° Functional | Intersects With POrating | 0ps-01.1 [Procedures (SOP), or similar documentation, to enable the proper
Information Procedures (SOP)
execution of day-to-day / assigned tasks.
information is deleted when no longer needed. Mechanisms exist to:
55.A.03.14.05E.6 Non-Persistent runctionat | intersectswitn|  Non-Persistent senos |() Generate or refresh nformation per an organization-defined
Information Information frequency; and
(2) Delete i when no longer needed.
Withd N
03.14.06E N/A hdrawn Functional e N/A N/A N/A
Withdrawn ) No
03.14.07E N/A ! Functional ) N/A N/A N/A
Determine if: N
03.14.08E Integrity Checks etermine Functional o N/A N/A N/A
an integrity check of <A.03.14.08E.0DP[01]: software> is performed exist to validate through integrity checking
DS-A.03.14.08E[01 Integrity Checks Functional Intersects With Integrity Checks END-06.1
1011 ey <A.03.14.08E.0DPI02]: SELECTED PARAMETER VALUE(S)> unet ! ey of software and firmware.
Software on which an integrity check s to be performed is defined. Mechanisms exist to generate authoritative documentation (€.g.,
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d i
A.03.14.08E.0DP[01] Integrity Checks Functional | Intersects With ompliance an 1n0-03 |12 Reflects the current state of applied security, compliance and
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
one or more of the following PARAMETER VALUES is/are selected: {at exist to validate through integrity checking
A.03.14.08E.0DP[02] Integrity Checks | startup; at <A.03.14.08E.0DP[03] transitional states or security-relevant | Functional |IntersectsWith|  Integrity Checks END-06.1 |of software and firmware.
events>: <A.03.14.08E.0DPI04] freauency>}.
transitional states or security-relevant events requiring integrity checks (on Mechanisms exist to generate authoritative documentation (e.g.,
Software) are defined (if selected) System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d i
A.03.14.08E.0DP[03] Integrity Checks Functional | Intersects With ompliance an 1n0-03 |12 Reflects the current state of applied security, compliance and
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(8) Provides a historical record of applied security controls, including
changes.
the i twhich to perf tegrity check (on software) i tto validat through int heck
A.03.14.08E.0DP[04] Integrity Checks © frequency at which to perform an integrity check (on software) is Functional | Intersects With Integrity Checks END-06.1 existto validate rough integrity checking
defined (if selected). of softy firmware.
anintegrity check of <A.03.14.08E.0DP[05]: firmware> is performed existto validate through integrity checking
DS-A.03.14.08E[02) Integrity Checks Functional |Intersects With|  Integrity Checks END-06.1
102] ey <A.03.14.08E.ODPI061: SELECTED PARAMETER VALUE(S)> unet " ' ey of software and firmware.
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firmware on which an integrity check is to be performed is defined. exist to generate (g
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
A03.14.08E.0DP[05) Integrity Checks Functional | intersectswitn|  ComPlianceand 1AO.0s | (2)Reftects the current state of applied security, compliance and
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
one or more of the following PARAMETER VALUES is/are selected: {at exist to validate through integrity checking
A03.14.08E.0DP[06] Integrity Checks | startup; at <A.03.14.08E.0DP[07] transitional states or security-relevant | Functional ~ [Intersects With|  Integrity Checks END-06.1 | of software and firmware.
events>: <A.03.14.08E.0DPI08 freauency>}.
transitional states or security-relevant events requiring integrity checks (on exist to generate
firmware) are defined (i selected). System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
A03.14.08E.0DP(07) Intogrity Checks Functional | intersectswitn|  ComPlianceand 1AG.0s | (2)Reftects the current state of applied security, compliance and
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
the frequency at which to perform an integrity check (on firmware) is Standardized Oporating Mechanisms exist to identify and document Standardized Operating
A.03.14.08E.0DP[08] Integrity Checks | defined (f selected). Functional | ntersects witn | 07 8EE PO OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper
execution of dav-to-day / assigned tasks.
DSA.03.14.08E(02] ntegrty Chacke | MeBY Gheck of <A.03.14.06E ODPIOS}:information> i performad Functional. | mtersscts With|  ntogrity Cheoke D061 exist to validate through integrity checking
<A.03.14.08E.ODPI101: SELECTED PARAMETER VALUE(S)>. of software and firmware.
information on which an integrity check is to be performed is defined. Standardized Oporating Mechanisms exist to identify and document Standardized Operating
A03.14.08E.0DP[09] Integrity Checks Functional | Intersects with |~ 0t R0 OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper
execution of day-to-day / assigned tasks.
one or more of the following PARAMETER VALUES is/are selected: {at exist to validate through integrity checking
A03.14.08E.0DP[10] Integrity Checks | startup; at <A.03.14.08E.0DP[11] transitional states or security-relevant | Functional |IntersectsWith|  Integrity Checks END-06.1 | of software and firmware.
events>: <A.03.14.08E.0DP[12] freauency>}.
transitional states or security-relevant events requiring integrity checks (of exist to generate (e.g.
information) are defined (if selected). System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
03.14.08E.0DP[11] Integrity Ghecks Functional | intersectswitn| _ComPliance and 1n0.0s |2 Reflects the current state of applied security, compliance and
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
the frequency at which to perform an integrity check (of information) is Standardized Oporating Mechanisms exist to identify and document Standardized Operating
A.03.14.08E.0DP[12] Integrity Checks | defined (f selected). Functional | Intersects with | > C e A0 OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper
execution of day-to-day / assigned tasks.
03.14.00E Cryptographic Protection | 21eMNe Functional No N/A N/A N/A
arei to detect _ Mechanisms exist to facilitate the implementation of cryptographic
Use of Cryptographic
DS-A.03.14.09E[01] | Cryptographic Protection | changes to software. Functional | Intersects With e CRY-01 |protections controls using known public standards and trusted
arei to detect ) Mechanisms exist to facilitate the implementation of cryptographic
Use of Cryptographic
DS-A.03.14.09E[02] | Cryptographic Protection | changes to firmware. Functional | Intersects With e CRY-01 |protections controls using known public standards and trusted
arei to detect ) Mechanisms exist to facilitate the implementation of cryptographic
Use of Cryptographic
DS-A.03.14.09E[03] | Cryptographic Protection | changes to information. Functional | Intersects With e CRY-01 |protections controls using known public standards and trusted
a1a108 Protection of Boot | Determineif: Functionat No WA A A
Firmware
<A.03.14.10E.0DP[01]: mechanisms> are implemented to protect the Automated mechanisms exist to protect the integrity of boot firmware
DS-A.03.14.10F Protection of Boot |, o ity of boot firmware in <A.03.14.10E.0DP{02]: system components>. | Functional |Intersects with| " otection of Boot END-06.6 |in systems.
Firmware Firmware
A.03.14.10E.0DP[01] Protection of Boot mechanisms to be \mplemer\(ed to protect the integrity of boot firmware in Functional Intersects With Protection of Boot END-06.6 ‘Auloma(ed mechanisms exist to protect the integrity of boot firmware
Firmware system are defined. Firmware in systems.
system components requiring mechanisms to protect the integrity of boot exist to generate ion (.8,
firmware are defined. System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
A03.14.106.00P(02] Protection of Boot Functional | Intersectswitn| _ComPliance and 1AO.0s | (2)Reftects the current state of applied security, compliance and
Firmware Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
otaTiE Integration of Detection | Determine if: — No A A A
and Response
Integration of Detaction|{" G€1ECioN of <A.03.14.11E.ODPIO1]: changes> are incorporated into the Intogrity Assurance & exist to identify deviations from
DS-A.03.14.11E incident resp pability. Functional | Intersects With CFG-06.1 |an approved baseline and implement automated resiliency actions to
and Response Enforcement (IAE) >
the change.
DS A0BAAITE Integration of Detection | the detection of <A.03.14.11E.0DP(01}: changes> are ncorporated intothe | ol 0 T Endpoint Detection& | oo ™| Mechanisms st to detect and respond to unauthorized Gonfiguration
and Response incident response capability. Response (EDR) changes as incidents.
the detection of <A.03.14.11E.0DP[01]: changes> are incorporated into the Mechanisms exist to implement Extended Detection & Response (XDR)
incident resp: pabil technologies to correlate data and respond to threats across multiple
security layers, including:
. (1) Endpoints;
DS-A03.14.11E Integration of Detection Functional | Intersects With| EXtended Detection& 1 e e & [ (2) on-premises networks;
and Response Response (XDR)
(8) Cloud-based networks;
(4) Electronic communications;
(5) Applications; and
(6) Services.
security-relevant changes to the system are defined. Mechanisms exist to develop, document and maintain secure baseline
A021411E.ODpo1] | 'MeEration of Detection Functional | intersectwitn|  Secure Baseline cro02 igurations for Assets, and/or Services
and Response Configurations (TAAS) that are consistent with industry-accepted system hardening
03.14.12E Information Input  (DEterIERIE Functional No N/A N/A N/A
Validation
DS-A03.1412E Information Input | the validity of the <A.0.14.12E. ODP[O1]: information inputs> is checked. Functional | Intersects With| Input Data Validation Toag | Mechanisms exist to check the validity of information inputs.
Validation
A03.1412E.00P01) \nfu\r;:::::ow:pm information inputs to the system requiring validity checks are defined. Functional | Intersocts With| Input Data Validation | TOA1g | Mochanisms exist o check the valdiy o information inputs.
03.14.13E Error Handling Etening Functional No N/A N/A N/A
error messages that provide the information necessary for corrective Mechanisms exist to handle error conditions by:
actions are generated without revealing information that could be (1) Identifying p 1 error
exploited. (2) Generating error messages that provide information necessary for
DS-A.03.14.13E.a Error Handling Functional  |Intersects With Error Handling TDA-19  [corrective actions without revealing sensitive or potentially harmful
i in error logs and messages that could be
exploited; and
(3) Revealing error messages only to authorized personnel.
error messages are revealed only to <A.03.14.13E.0DP[01]: personnel or Mechanisms exist to handle error conditions by:
roles>. (1) Identifying p 1 error
(2) Generating error messages that provide information necessary for
DS-A.03.14.13Eb Error Handling Functional | Intersects With Error Handling TDA19

corrective actions without revealing sensitive or potentially harmful

in error logs and messages that could be
exploited; and
(3) Revealing error messages onlv to authorized personnel.
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personnel or roles to whom error messages are to be revealed are defined. Mechanisms exist to:
i -
Designated Roles To View (1) Define personnel and/or role(s) authorized to receive security
A03.14.13E.0DP(01] Error Handling Functional [ Intersects With | >0 % 0 °* TDA-19.1 | relevant error messages; and
© (2) Restrict access to error messages to authorized personnel and/or
role(s).
Determine if: ) No
03.14.14E Memory Protection et Functional N/A N/A N/A
<A.03.14.14E.ODP[01]: safeguards> lemented to protect th tto implement securit to protect syst
DS-A.03.14.14E Memory Protection 101]: safeguards> are implemented to protect the Functional | Intersects With| ~ Memory Protection SEA-10 existtoimplemen Y © protect system
system memory from code execution. memory from code execution.
tobe to protect tem memory from exist to generate (e.g.
unauthorized code execution are defined. System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d
A.03.14.14E.0DP[01] Memory Protection Functional | Intersects With ompliance an 1n0-03  |(2) Reflects the current state of applied security, compliance and
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Non-Persistent System | Determine f: o
03.14.15E Components and Functional N/A N/A N/A
Relationship
Services
on >
Non-Persistent System <A,(?31?.155(0I;P[01]. non-persistent system components and services enen ;x\i: to plomentron prsite syds:em reo
DS-A.03.14.15E.a Componentsand | 21¢MPlemented. Functional |Intersects With|  Non-Persistence SEA-pg |2nd servicesthatareinitiated in a known state and terminated upon
: the end of th of use or atan defined
Services
freauency.
Y system and services to be are exist to generate (e.g.
defined. System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, cati ;
NonPorsistent System popted secury szcn:eﬂTechn:logyAssels,Apprlcall:m:and/orServlcesl (TAAS); |
A.03.14.15E.0DP[01] Components and Functional | Intersects With ompliance an |no-03  |(2) Reflects the current state of applied security, compliance an:
PO Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Non-Persstent Systom <A.0.3..(14‘.1§$.ODP[21]: nun;p::rsvslem system components and services> ohan le:‘x\fl to plomentron persite syj:em reo
DS-A.03.14.15E.b Componentsand | *'¢ natedfrom aknown state. Functional |Intersects With|  Non-Persistence sea-0g |and senvicesthatareinitiatedin a known state and terminated upon
: the end of the session of use or periodically at an organization-defined
Services
freauency.
<A.03.14.15E.0DP[01]: non-persistent system components and services> existto P system
Non-Persistent System | | ted <A.03.14.15E.0DP[02]: SELECTED PARAMETER VALUE(S)> d services that are initiated in a ki tate and t ted
DS-A.03.14.15E.c Componentsand | 2"© terminated <A.03.14.15E.ODP[ 2| Functional | IntersectsWith|  Non-Persistence SEA-gg |2nd servicesthatareinitiated in a known state and terminated upon
: the end of the session of use or periodically at an organization-defined
Services
freauency.
one or more of the following PARAMETER VALUES is/are selected: {upon existto P system
Non-Persistent System |\ o¢ f use; <A.03.14.15E.0DP[03] > d services that are initiated in a ki tate and t ted
A.03.14.15E.0DP[02] Componentsand | °"¢ Of session of use; <A.03.14.15E.0DP(03] frequency>}. Functional |Intersects With|  Non-Persistence SEA-gg |2nd servicesthatareinitiated in a known state and terminated upon
: the end of the session of use or periodically at an organization-defined
Services
freauency.
Non-Persistent System | the frequency at which to terminate non-persistent components and Standardized Operatin Mechanisms exist to identify and document Standardized Operating
A.03.14.15E.0DP[03] Componentsand [services that are initiated in a known state is defined (if selected). Functional [ Intersects With |~ g~ ## éopy ® | OPs-01.1 |Procedures (SOP), or similar documentation, to enable the proper
Services execution of day-to-day / assigned tasks.
Det f: N
03.14.16E Tainting etermine | Functional © N/A N/A N/A
data or capabilities are embedded in <A.03.14.16E.0DP[01]: systems or Mechanisms exist to embed false data or steganographic data in files
DS-A.03.14.16E Tainting system components> to determine if CUl has been exiltrated or Functional | Intersects With Tainting THR-08 |10 enable the organization to determine if data has been exfiltrated and
improperly removed from the i brovide a means to identify the indivi involved.
systems or system components with data o capabilities to be embedded exist to generate (g
are defined. System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Comcli " > A
A03.1416E.0DP01) Tainting Functional | intersects with ompliance an 1A0.0s | (2)Reftects the current state of applied security, compliance and
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Determine if: N
03.14.17E System-Generated Alerts | oo Functional Ne N/A N/A N/A
<A.03.14.17E.0DP[01]: personnel or roles> are alerted when system- Mechanisms exist to generate, monitor, correlate and respond to alerts
DS-A03.1417E | System-Generated Alerts | generated <A.03.14.17E.0DP[02]: indicators of compromise> occur. Functional | Intersects With | System Generated Alerts | MON-01.4 |from physical, cybersecurity, data protection and supply chain
activities to achieve integrated situational
DS-A03.14.17E System-Generated Alerts <A.03.14.17E.ODP[01]: personnel or roles> are alerted when system- Functional | Intersects With Monitoring for Indicators MON-11.3 Automated mechanisms exist to identify and alert on Indicators of
<A.03.14.17E.0DP[02]: indicators of oceur. ofC (100) (1oC).
<A.03.14.17E.0DP[01]: personnel or roles> are alerted when system- Mechanisms exist to automatically alert incident response personnel
DS-A03.14.17E |System-Generated Alerts |generated <A.03.14.17E.0DP[02]: indicators of compromise> occur. Functional | Intersects With|  Automated Alerts | MON-01.12 |to inappropriate or anomalous activities that have potential security
incident impli
A03.1417E.0DP01] | Systam-Generated Alerts |PE70TeL o7 F0les to e alerted when indications of compromise or Functional | mtersectswitn| _ Deined Roles & Hrs.03 exist to define roles & ibilities for all
potential ocour are defined.
A03.1417E.0DP(02] | System-Genoratad Alerts | MPPOMise indicators are defned. Functionat | intersacts with Indicators of 1R0-03 | Mechanisms exist o define specific Indicatrs of Gompromise (10) to
c (100) identify the signs of potential events.
Automated O tion- | Determine if: N
03.14.18E utomated Organization- | Determine | Functional Ne N/A N/A N/A
Generated Alerts
<A.03.14.18E.0DP[01]: personnel or roles> are alerted using exist to define Toles & ilities for all
DSA03141ge | Automated Organization- | <A.03.14.18E.0DPI02]: automated mechanisms> when Functional | nterssctswitn|  Deined Roles & HRs.0a |Personnel
Generated Alerts | <A.03.14.18E.0DP[03]: activities> indicate inappropriate o unusual Responsibilities
activities with security implicati
<A.03.14.18E.0DP[01]: personnel or roles> are alerted using Mechanisms exist to automatically alert incident response personnel
Aut ted O tion- | <A.03.14.18E.ODP[02]: autc te h > wh 1 it It tivities that h tential ity
DS Aa14sar | Automated Organizaton- |<A,03.14.18E.0DPIOZ]: automated mechanisms> when Functional | intersects With|  Automated Alerts | MON-01.12 |'0 NaPPIOPriats r anomalous actvties that have potentialsecurity
Generated Alerts | <A.03.14.18E.0DP[03]: activities> indicate inappropriate or unusual incident implications.
activities with security
A03.1418E.0Dp{o1] | AUtemated Organization- | personnel or roles o be alerted when indications of inappropriate or Functional. | intorsectewitn|  Defined Roles & Rs.03 exist to define ity roles & ibilities for all
Generated Alerts | unusual activity with security occur are defined.
A tomated Organization. | Uomated mechanisms used to alert personnel or oles are define. Mechanisms exist to automatically alert incident response personnel
A.03.14.18E.0DP[02] & Functional | Intersects With| ~ Automated Alerts | MON-01.12 |to inappropriate or anomalous activities that have potential security
Generated Alerts
incident
A.03.14.18E.0DP[03] Automated Organization- | activities that trigger alerts to personnel or roles are defined. Functional Intersects With Monitoring for Indicators MON-11.3 Automated mechanisms exist to identify and alert on Indicators of
Generated Alerts ofC 100) c (100,
Wireless Intrusi Determine if: N
03.14.19E retess Intrusion etermine Functional o N/A N/A N/A
Detection
Wireloss Intrusion | ¥ire1e58 ntrusion detection systen s employed to idertify rogue Wiretoss Network Mechanisms exist to monitor wireless network segments for:
DS-A.03.14.18E[01] " wireless devices. Functional | Intersects With MON-01.5 |(1) Rogue wireless devices; and
Detection Monitoring )
(2) Anomalous and/or hostile activities.
a wireless intrusion detection system is employed to detect attack ) Mechanisms exist to monitor wireless network segments for:
Wireless Intrusion Wireless Network
DS-A.03.14.18E[02] " attempts on the system. Functional | Intersects With MON-01.5 |(1) Rogue wireless devices; and
Detection Monitoring )
(2) Anomalous and/or hostile activities.
a wireless intrusion detection system is employed to detect a potential i Mechanisms exist to monitor wireless network segments for:
Wireless Intrusion Wireless Network
DS-A.03.14.19E[03] " compromise or breach to the system. Functional | Intersects With MON-01.5 |(1) Rogue wireless devices; and
Detection Monitoring )
(2) Anomalous and/or hostile activities.
Determine if: ) No
03.15.01E Security Architecture et Functional ) N/A N/A N/A
a security architecture for the system that describes the requirements and exist to generate ion (e.g.,
approach to be taken for protecting the confidentiality, integrity, and System Security Plan (SSP)) that:
availability of CUI s developed. (1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d i
DS-A.03.15.01E.a.01 Security Architecture Functional | Intersects With ompliance an 1a0-03 |12 Reflects the ourrent state of applied security, compliance and

Resilience Controls
Documentation

resilience controls on applicable People, Processes, Technologies,
Data and/or Facilities (PPTDF) that are contained within the system
boundary; and

(3) Provides a historical record of applied security controls, including
changes.
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a security architecture for the system that describes the requirements and Mechanisms exist to ensure security, compliance and resilience
approach to be taken for protecting the confidentiality, integrity, and capabilities are designed and maintained in alignment with security
availability of CUI is developed. architecture principles from:
Secure Architecture
DS-A03.15.01E..01 | Security Architecture Functional | Intersects With orneiploe SEA-01.4 [ (1) The Open Group Architecture Framework (TOGAF); 5
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3)An defined reference .
a security architecture for the system that describes the requirements and exist to formally i the secure
DSA0315.01Ea01 | Security Architacture | ?PPTO3Ch 0 be taken for protecting the confidentiality ntegrity, and Functional | Intersects With| Security-Aware Dosign | SEA-01.5 |Frhitecture principles into engincering, product and model design s
availability of CUI is developed. to ensure security, and resilience are built in
by default and b design.
a security architecture for the system that describes how the security Mechanisms exist to ensure security, compliance and resilience
architecture is integrated into and supports the enterprise architecture is capabilities are designed and maintained in alignment with security
developed. Secure Architecture architecture principles from:
DS-A03.15.01E.2.02 | Security Architecture Functional | Intersects With orineiploe SEA-01.4 [ (1) The Open Group Architecture Framework (TOGAF); 5
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3)An defined reference
a security architecture for the system that describes how the security exist to formally i the secure
DS-A.03.15.01E.2.02 Security Architocture | 2SNitecture s integrated into and supports the enterprise architecture is Functional | Intersects With| Security-Aware Design | SEA1.5 | Tehitecture principles into enginesring, product and model design 5
developed. to ensure security, and resilience are built in
by default and b design.
a security architecture for the system that describes how the security Mechanisms exist to develop an enterprise architecture, aligned with
architecture is integrated into and supports the enterprise architecture is Aignment With industry-recognized leading practices, with consideration for security,
DS-A03.15.01E.2.02 | Security Architecture ~ |developed. Functional | Intersects With SEA02  |compliance and resilience principles that addresses risk to 5
Enterprise Architecture
assets, and other
a security architecture for the system that describes any assumptions exist to generate (e.g.
about and dependencies on external systems and services is developed. System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
DS-A03.15.01E.a.03 | Security Architecture Functional |Intersects with| ~_ComPliance and 1n0-03  |(2) Reflects the current state of applied security, compliance and 5
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
chances.
the security architecture is reviewed and updated <A.03.15.01E.0DP[01]: Mechanisms exist to generate authoritative documentation (e.g.,
frequency> to reflect changes in the enterprise architecture. System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
DS-A.03.15.01E.b Security Architecture Functional |Intersectswitn| ~_ COmPliance and |n0-03  |(2) Reflects the current state of applied security, compliance and 5
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
chances.
the frequency for reviewing and updating the security architecture to reflect Standardized Oporating Mechanisms exist to identify and document Standardized Operating
A03.15.01E.0DP[01] | Security Architecture  |changes in the enterprise architecture is defined. Functional | Intersects witn | ~C70 0o OO0 OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper 5
execution of day-to-day / assigned tasks.
planned security architecture changes are reflected in system security Mechanisms exist to generate authoritative documentation (e.
plans, concept of operations, criticality analyses, organizational System Seourity Plan (SSP)) that:
y and (1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
DS-A.03.15.01E.c Security Architecture Functional |Intersectswitn| ~_ComPliance and |n0-03  |(2) Reflects the current state of applied security, compliance and 5
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
chances.
03.15.02E Defense InDepth | >oreMIne Functional No N/A N/A N/A 0
the security architecture for the system is designed using a defense-in- Mechanisms exist to implement security functions as a layered
5SA08.15.02E.0 DefenselnDepth | 4°Pth approsch. Functional | Intersects with | DenSeIn-Depth OD) | o, 1 |structure minimizing interactions between (ayers of the design and R
Architecture avoiding any dependence by lower layers on the functionality or
of higher lavers.
<A.03.15.02E.0DP[01]: security requirements> are allocated to Mechanisms exist to generate authoritative documentation (e.g.,
<A.03.15.02E.0DP[02]: architectural layers and locations>. System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
5SA0315.02E Defense InDopth Functional. | ntersects witn| _ComPliance and 1AO.0s | (2)Reftects the current state of applied security, compliance and s
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
y; and
(3) Provides a historical record of applied security controls, including
changes.
to be allocated to arohil layers and locations are isms exist to generate ion (e 8.,
defined. System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
A03.15.026.00P(01] Defense InDopth Functional. | ntersects witn| _ComPliance and 1AO.0s | (2)Reftects the current state of applied security, compliance and s
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
architectural layers and locations are defined. Mechanisms exist to implement security functions as a layered
A03.15.02E.0DP02) Defense In Depth Functional | Intersects with | DenSe-In-Depth OD) | <, 1 |structure minimizing interactions between layers of the design and s
Architecture avoiding any dependence by lower layers on the functionality or
of higher lavers
the security allocated to th layers and Mechanisms exist to implement security functions as a layered
Defense nDepth | 10¢@tions are coordinated and mutually reinforcing. Functional | Intersects with | DenSe-In-Depth OD) | (o, 1 |structure minimizing interactions between layers of the design and s
Architecture avoiding any dependence by lower layers on the functionality or
of higher lavers
03.15.03€ Supplier Diversity | termineif: Functional o N/A N/A NA 0
<A.03.15.03E.0DP[01]: safeguards> that are allocated to Mechanisms exist to obtain security, compliance and resilience
DS-A.03.15.03E Supplier Diversity | <A.03.15.03E.0DP[02]: architectural layers and locations> are obtained | Functional |[IntersectsWith|  Supplier Diversity | TDA-03.1 |technologies from different suppliers to minimize supply chain risk. 5
from different suppliers.
to be allocated to archi layers and locations are exist to generate ion (e.&.,
defined. System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
A.03.15.03E.0DP[01] Supplier Diversity Functional |Intersects witn| ~_COmPlianceand 1n0-03 |12 Reflects the current state of applied security, compliance and 5
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
architectural layers and locations are defined. exist to generate ion (e.&.,
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
A02.15.03.0DP(02] Supplior Diversiy Functional | intersccte witn|  ComPliance and 1AO.0s | (2)Reftects the current state of applied security, compliance and s
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
03.16.01E Specialization Determine if: Functional No N/A N/A N/A )
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<A.03.16.01E.0DP[01]: SELECTED PARAMETER VALUE(S)> is/are employed Mechanisms exist to facilitate the implementation of tailored
.03.16.01E. : D \
5SA0316.01E Spocialization 0 <A03.16.01E.0DP[02}:systems o system components> supporting Functional. | intersects Wit oAt and strategies, contract tools and
mission-essential services or functions to increase the trustworthiness in & Acquisition procurement methods to meet unique business needs.
those svstems or
<A.03.16.01E.0DP[01]: SELECTED PARAMETER VALUE(S)> is/are employed Mechanisms exist to design and implement product management
10 <A.08.16.01E.0DP[02]: systems or system components> supporting processes to proactively govern the design, development and
mission-essential services or functions to increase the trustworthiness in ion of Assets, Applications and/or Services (TAAS)
those systems or components. across the System Development Life Cycle (SDLC) to:
DS-A.03.16.01E Specialization Functional |Intersects With| Product Management | TDA-0T.1 |(1) Improve functionality;
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
one or more of the following PARAMETER VALUES is/are selected: {design exist to design and product
igurati processes to proactively govern the design, development and
of Assets, and/or Services (TAAS)
across the System Development Life Cycle (SDLC) to:
A.03.16.01E.0DP[01] Specialization Functional |Intersects With| Product Management | TDA-01.1 (1) Improve functionality;
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Systems or system components supporting mission-essential services or exist to generate (e.g.
functions are defined. System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compli d i
A.03.16.01E.0DP[02] Specialization Functional | Intersects With ompliance an |n0-03 |12 Reflects the ourrent state of applied security, compliance and
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Determine if: N
03.17.01E Notification Agreements [0 ! Functional © N/A N/A N/A
and are with entities involved in the Mechanisms exist to compel External Service Providers (ESPS) to
supply chain for the system, system components, or system service for Security Compromise provide notification of actual or potential compromises in the supply
DS-A.03.17.01E Notification Agreements |<A.03.17.01E.0DP[01]: SELECTED PARAMETER VALUE(S)>. Functional | Intersects With | # Ag:’eemms TPM-05.1 | chain that can potentially affect or have adversely affected Technology
Assets, Applications and/or Services (TAAS) that the organization
utilizes.
one or more of the following PARAMETER VALUES is/are selected: Mechanisms exist to compel External Service Providers (ESPS) to
of supply chain results of or Security Compromise provide notification of actual or potential compromises in the supply
A.03.17.01E.0DP[01] | Notification Agreements |audits; provision of <A.03.17.01E.0DP[02]: information>}. Functional [ ntersects With| | =¥ ORI | 1p.05.1 | chain that can potentialy affect or have adversely affected Technology
¢ Assets, Applications and/or Services (TAAS) that the organization
utilizes.
forwhich and aretobe is exist to require for applicabl
defined (if selected). Third-Party Contract ity, compli d resili ts with third-parties,
A03.17.01E.0DP[02] | Notification Agreements |C€fined (if sstected) Functional | Intersects With ira-Party Contract TPM.05 | S0CUNY: compliance and resilience requirements with third-parties
Requirements reflecting the organization's needs to protect ts Technology Assets,
cations. Services and/or Data (TAASD).
Inspection of Syst Det f: N
03.17.02E ”Spei‘°” Of Systems or | Determine | Functional e N/A N/A N/A
Inapoction of Systema or | <-03-17-02E.ODPI01]:systems or system components> are inspected Technology Asset Mechanisms exist to physically and logically inspect critical technology
DS-A.03.17.02E <A.03.17.02E.0DP(02]: SELECTED PARAMETER VALUE(S)> to detect Functional | Intersects With AST-15.1 |assets to detect evidence of tampering.
Components Inspections.
systems o system components that require inspection are defined. exist to generate (g
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Inspection of Syst Compli d i
£03.17.025.0Dp(o1] | MPeCtion of Systems or Functional | intersacts with ompliance an 1AG.03 |2 Reflects the current state of applied security, compliance and
Components Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
one or more of the following PARAMETER VALUES is/are selected: {at Mechanisms exist to identify and document Standardized Operating
Inspection of Systems or Standardized Operating fent
A.03.17.02E.0DP[02] random; <A.03.17.02E.0DP[03]: frequency>; upon <A.03.17.02E.0DP[04]: | Functional | Intersects With oPs-01.1 (SOP), or similar to enable the proper
Components : ) Procedures (SOP) !
of the need for X execution of day-to-day / assigned tasks.
Inspoction of Systams or | !N® feGUENCY at which to inspect systems or ystem comporents is Standardized Oporating Mechanisms exist o identity and document Standardized Operating
A.03.17.02E.0DP[03] defined (if selected). Functional | Intersects With 0PS-01.1 (SOP), or similar to enable the proper
Components Procedures (SOP) !
execution of day-to-day / assigned tasks.
£03.17.02£.0Dp[04) | MSPeCUoN of Systems or [indications of the need for an nspection of systems or system comporents [ (oL T Physical Tampering ast0a | Mechanisms exist to periodically inspect systems and system
c are defined (if selected). Detection for Indicators of C (10C).
indications of the need for an inspection of systems or system components exist to maintain of by
03.17.02E.0Dp(04) | MSPeCtion of ystems or [are dofined (f selected). Functional | intersectswitn| ProdUctTamperingand | |developing and implementing Product Tampering and Counterfeiting
Components Counterfeiting (PTC) (PTC) practices that include the means to detect and prevent
Det if: N
03.17.03F Component Authenticity | o oo Functional No N/A N/A N/A
an anti-counterfeit policy is developed and implemented. ) Mechanisms exist to establish, maintain and disseminate policies,
Publishing Security, ontarc oo oroca . ot ond
DS-A.03.17.03E.a[01] | Component Authenticity Functional | Intersects With | Compliance & Resilience | GOv-02 | Standards and procedures necessary for secure, compliant an
resilient capabilities.
Documentation
anti-counterfeit procedures are developed and implemented. ) Mechanisms exist to establish, maintain and disseminate policies,
Publishing Security, . . tontond
DS-A.03.17.03E.a[02] | Component Authenticity Functional | Intersects With | Compliance & Resilience | GOV-02 ndards and pr necessary for secure, compliant an
resilient capabilities.
Documentation
the anti-counterfeit policy and procedures include the means to detect ) Mechanisms exist to establish, maintain and disseminate policies,
o Publishing Security, e o ) e
DS-A03.17.03E.2[03] | C Authenticity entering the system. Functional | Intersects With | Compliance & Resilience |  GOV-02 | 1nards and procedures necessary for secure, compliant an
: resilient capabilities.
Documentation
the anti-counterfeit policy and procedures include the means to prevent publishing Securty Mechanisms exist to establish, maintain and disseminate policies,
DS-A03.17.03E.2[04] | C Authenticity from entering the system. Functional | Intersects With | Compliance & Resilience | GOV-02 | S2ndards and procedures necessary for secure, compliant and
: resilient capabilities.
Documentation
Counterfeit system components are reported to <A.03.17.03E.0DP[01]: exist to maintain of by
. Pr t T i itil
54031703 | Gomponent Authenticity | SE-ECTED PARAMETER VALUE(S)> Functional. | Intersects witn| ProdUctTamperingand | | developing and implementing Product Tampering and Counterfeiting
Counterfeiting (PTC) (PTC) practices that include the means to detect and prevent
one or more of the following PARAMETER VALUES is/are selected: {source exist to maintain of by
5 <A.03.17. X : Pr t T i itil
A03.17.03E.0DP(01] | Gomponent Authenticity | ! COUPErTeit component; <A.03.17.03E.0DP[02]: external reporting Functional. | Intersects witn| ProdUctTamperingand | | developing and implementing Product Tampering and Counterfeiting
organizations>; <A.03.17.03E.0DP[03]: personnel or roles>}. Counterfeiting (PTC) (PTC) practices that include the means to detect and prevent
external reporting to whom system Mechanisms exist to cover:
are to be reported are defined (if selected). (1) Preparation;
(2) Automated event detection or manual incident report intake;
A.03.17.03E.0DP[02] | Component Authenticity Functional |Intersects With|  Incident Handling 1R0-02  [(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recoverv.
1y les t h terfeit t 1t o Defi Rol ist fi L il fe 1§
A03.17.03E.00P03] | Componant Authenticiy | P20l O FoIeS to whom courtereitsystem components are to be Functional | intersacts with efined Roles & RS.08 exist to define Toles & ora
reported are defined (if selected). ilities
Determineif: N
03.17.04E Provenance etermine Functional o N/A N/A N/A
valid provenance is documented for <A.03.17.04E.0DP[01]: systems, Mechanisms exist to track the origin, development, ownership, location
DS-A.03.17.04E[01] Provenance system components, and associated CUI>. Functional | Intersects With Provenance AST-03.2 | and changes to Technology Assets, Applications, Services and/or Data
(TAASD).
systems, system components, and associated CUI that require valid Mechanisms exist to track the origin, development, ownership, location
A03.17.04E.0DP[01] Provenance provenance are defined. Functional | Intersects With Provenance AST-03.2 | and changes to Technology Assets, Applications, Services and/or Data
(TAASD).
valid provenance is monitored for <A.03.17.04E.0DP[01]: systems, system Mechanisms exist to track the origin, development, ownership, location
DS-A.03.17.04E[02] and culs. Functional | Intersects With Provenance AST-03.2 | and changes to Technology Assets, Applications, Services and/or Data

(TAASD).
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Rationale
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[LLETLEEILELTY NIST SP 800 - 172A R3 - Assessing Enhanced Security Requirements for Controlled Unclassified Information

Focal D¢ 1t URL:

Published STRM URL:

SCF Control

generalni 172a-13.pdf

valid provenance is maintained for <A.03.17.04E.0DP[01]: systems,

Mechanisms exist to track the origin, development, ownership, location

Pedigree

Protection

DS-A.03.17.04E[03] system and culs. Functional ~ |Intersects With Provenance AST-03.2 |and changes to Technology Assets, Applications, Services and/or Data
(TAASD).
Supply Chain Integrity— | Determine if: N
03.17.05E upply Chain Integrity - | Determine Functional Ne N/A N/A N/A
Pedigree
<A.03.17.05E.0DP[01]: safeguards> are employed to ensure the integrity of exist to maintain of by
05403.17.0sefo1] | SUPPLY Chain Integity— |he system and system components. Functional. | ntersectswits| ProductTamperingand | |developing and implementing Product Tampering and Counterfeiting
Pedigree Counterfeiting (PTC) (PTC) practices that include the means to detect and prevent
safeguards employed to ensure the integrity of the system and system exist to maintain of by
03.17.05E.0Dpo1] | SUPPY Chain Integity— |component are defned. Functional. | ntersectswits| ProductTamperingand | |developing and implementing Product Tampering and Counterfeiting
Pedigree Counterfeiting (PTC) (PTC) practices that include the means to detect and prevent
<A.03.17.05E.0DP[02]: analysis method> is conducted to ensure the exist to maintain of by
05403.17.05e(0z) | SUPPLY Chain Integity— |ntegrity of the system and system components. Functional. | ntersectswits| ProductTamperingand | |developing and implementing Product Tampering and Counterfeiting
Pedigree Counterfeiting (PTC) (PTC) practices that include the means to detect and prevent
an analysis method to be conducted to validate the internal composition Mechanisms exist to periodically inspect systems and system
Supply Chain Integrity— |and f critical ! ducts, Physical Tamperin for Indicators of C ise (10C).
A.03.17.05E.0DP[02] | SUPPY Chain Integrity - jant of eritical or products, Functional | Intersects With Vst mpering AST-08 or Indicators o (1oC),
Pedigree and services to ensure the integrity of the system and system component is Detection
defined.
an analysis method to be conducted to validate the internal composition Mechanisms exist to assess the integrity of critical Technology Assets,
and of critical or ! products, Applications and/or Services (TAAS) to detect evidence of tampering,
and services to ensure the integrity of the system and system component is where:
Supply Chain Integrity - Logical Tamperin
A.03.17.05E.0DP[02] i 81~ | defined. Functional | Intersects With G paring AST-15 | (1)Eogical assessments evaluate the integrity of critical components

(e.g., configuration settings); and
(2)Bhysical assessments evaluate assets for evidence of unauthorized
access and/or
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