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Secure Controls Framework (SCF)
Control Description

[All data sources and computing services are [Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement and
NIST Tenet 1 N/A o T e Functional Subset OF Asset Governance AST-0L | eset e otrole 10
Al data sources and computing services are rssetservice [Mechanisms exist to identify and assess the security of Technology Assets, Applications
ur i - ~ land/or Services (TAAS) that support more than one critical business function.
NIST Tenet 1 N/A lconsidered resources. Functional intersects Dependencies AST-01.1 s ) PP 5
[Mechanisms exist to perform inventories of Technology Assets, Applications, Sen
land/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business justification detail
i datosources and compuing serices are (3) Is at the level of granularity deemed necessary for tracking and reporting;
NIST Tenet 1 N/A lconsidered resource: puting Functional intersects Asset Inventories AST-02 (4) Includes organization- defmed information deemed necessary to achieve effective 5
lproperty accountability; a
oy vaisbre for revien and audit by designated organizational personnel.
[Mechanisms exist to establish and maintain an authoritative source and repository to
|All data sources and computing services are Component Duplication lprovide a trusted source and accountability for approved and implemented system
NIST Tenet 1 NA ot soprces and computing Functional intersects P valdone AST-023  |components that prevents assets from being duplicated in other asset inventories. 5
It ot N . Wecharisrs existto create and mairtain o map of Technology Aesets Ropications
NIST Tenet 1 N/A ata sources an: :ompu ing services are Functional intersects Data Action Mapping AST-02.8  [and/or Services (TAAS) where data is stored, 5
considered resource: lprocessed
Al data sources and computing services are [Mechanisms exist to implement and manage a Configuration Management Database
~ (CMDB), or similar technology, to monitor and govern technology asset-specific
NIST Tenet 1 N/A lconsidered resources. Functional intersects Database (CMDB) AST-02.9 :nfwmamn 9. 9 9y P 5
[Mechanisms exist to maintain network architecture diagrams that:
- " Network b oo, (1) Contain sufficent detail o assess the securiy of the network's architecture;
ata sources and computing services are etwork Diagrams & Data (2) Reflect the current architecture of the network environment; a
NIST Tenet 1 N/A Functional ntersects AST-04 5
Y lconsidered resources. uncti h Flow Diagrams (DFDs) (3) Document all sensitive/regulated data flows.
Wecharisms existto delsrmine secury, Complence and resilence contm\ applicability
|All data sources and computing services are lby identifying, assigning an:
NIST Tenet 1 N/A oneidaran Tecaureas omPuting Functional intersects | Asset Scope Classification |  AST-04.1  |ail Technolooy Assers. Abplications andior Services (TAAS) and ¢ Dersonne\ (internal and 5
third-parties).
Al data sources and computing services are [Mechanisms exist to facilitate the implementation of cloud management controls to
- lensure cloud instances are secure and in-line with industry practices.
NIST Tenet 1 N/A onaitora rees ey Functional intersects Cloud Services cLp-01 v 5
[Mechanisms exist to specify applicable security, compliance and resilience that must be
- o " implemented on external Technology Assets, Applications and/or Services (TAAS),
ata sources and computing services are Hosted Assets, lconsistent with the contractual obligations established with the External Service
NIST Tenet 1 NIA Functional ntersects cLp-13 5
Y lconsidered resources. uncti h Applications & Services [Providers (ESP) owning, operating and/or maintaining external TAAS.
[Al data sources and computing services are [Mechanisms exist to facilitate the implementation of data protection controls.
NIST Tenet 1 N/A e e s Functional intersects Data Protection DCH-01 5
[Al data sources and computing services are [Mechanisms exist to ensure data and assets are categorized in accordance with
NIST Tenet 1 A lconsidered resources. Functional intersects |Data & Asset Classification)  DCH-02 | ppjicaple statutory, regulatory and contractual requirements. 5
[Al data sources and computing services are [Mechanisms exist to maintain inventory 10gs of all sensitive media and conduct sensitive
NIST Tenet 1 N/A e T e Functional intersects | Sensitive Data Inventories|  DCH-06.2 | 1iVE R OREc ot lanst annualy. 5
TOT [Mechanisms exist to restrict the use of non-organizationally owned Technology Assets,
NIST Tenet 1 N/A [All data sources and computing services are Functional intersects | OWned Technology Assets,| ey 134 |applications and/or Services (TAAS) to process, store or transmit organizational 5
lconsidered resources Applications and/or information
rvice
[Al data sources and computing services are [Mechanisms exist to identify and document the location of information and the specific
NIST Tenet 1 [ lconsidered resources. Functional intersects Information Location DCH24 Isystem components on which the information resides. 5
Al data sources and computing services are Centralized Management [Mechanisms exist to implement and govern Mobile Device Management (MDM) controls,
NIST Tenet 1 N/A e T Functional intersects M anager MDM-01 5
A dok> sources and computing services are Access Control For Mobile [Mechanisms exist to enforce access control requirements for the connection of mobile
NIST Tenet 1 [ lconsidered resources Functional intersects Devices MDM-02gevices to organizational Technology Assets, Applications and/or Services (TAAS) s
Al data sources and compiting services are Personally-Owned Mobile [Mechanisms exist to restrict the connection of personally-owned, mobile devices to
NIST Tenet 1 [ considered resources. Functional intersects Devices MDM-06 lorganizational Technology Assets, Applications andjor Services (TAAS). °
[l data sources and computing services are organization-Owned [Mechanisms exist to prohibit the installation of non-approved appiications or approved
i - ¥ i - X
NIST Tenet 1 N/A o ored Toso e Functional intersects ganization-Own MDM-07  [applications not obtained through the organization-approved application store. 5
- [Mechanisms exist to establish and maintain a current inventory of all Technology Assets,
NIST Tenet 1 N/A [All data sources and computing services are Functional intersects | INventory of Personal Data|  pg 5 5 andjor Services (TAAS) that collect, receive, process, store, transmit, share, 5
considered resources (PD) lupdate and/or dispose Personal Data (PD).
[Mechanisms exist to maintain a current, accurate and complete 1St of External Service
|All data sources and computing services are . Providers (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
NIST Tenet 1 N/A lconsidered resources. puting Functional intersects Third-Party Inventories TPM-01.1  |andjor Safety (CIAS) of the organization's Technology Assets, Applications, Services 5
land/or Data (TAASD).
- [Mechanisms exist to facilitate the implementation of cryptographic protections controls
NIST Tenet 2 NA [All communication s secured regardiess of network Functional intersects Use of Cryptographic CRY-01  [using known public standards and trusted cryptographic technologies. 5
NIST Tenet 2 s il communication b secured regardisss of network Functional ntersects Transmission CRy-03 _|Cryptographic mechanisms exist to protect the confidentiality of data being transmitted S
NIST Tenet 2 o A communication 1 secured regardisss of network Functional ntersects Transmission Integrity CRv-0a _|Croptographic exist o protect the integrity of data being transmitted. S
- Wireless Access Wechanisms exit o protect the confidentalty and INegfy of Wieless networking
NIST Tenet 2 N/A [All communication s secured regardiess of network Functional intersects Authentication & CRY-07 [technologies by implementing authentication and strong encryptior 5
Encryption
[Mechanisms exist to securely implement an internal Public Key Infrastructure (PKI}
NIST Tenet 2 e Al communication i secured regarcless of network Functional intersects | Public Key(:)rgr'astruclure CRY-08 [infrastructure or obtain PKI services from a reputable PKI service provider. 5
- - [Mechanisms exist to strictly govern the Use of Authenticate, Authorize and AUGIL (AAA)
NIST Tenet 2 N/A [All communication is secured regardless of network Functional intersects Authenticate, Authorize | s o1 5 [solutions, both on-premises and those hosted by an External Service Provider (ESP). 5
location and Audit (AAA)
- [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
NIST Tenet 2 N/A [All communication is secured regardless of network Functional intersects dentification & |AC-04 |(AAA) devices before establishing a connection using bidirectional authentication that is 5
lacation Authentication for Devices cryptographically- based and replay resistant.
[All communication is secured regardless of network Network Security Controls [Mechanisms exist to develop, govern & update procedures to faciitate the
NIST Tenet 2 N/A ocstion Functional Subset Of (NSC) NET-01  fiblementation of Network Security Controls (NSC). 10
orotection of [Cryptographic mechanisms exist to protect the confidentiality and integrity of remote
i rotection o laccess sessions (e.g., VPN).
NIST Tenet 2 NA [l communication s secured regardiess of network Functional intersects | Confidentiality / Integrity | ~ NET-14.2 9 5
Using Encryption
Work From Anywhere [Mechanisms exist to define secure telecommuting practices and govern remote access
NIST Tenet 2 N/A [l communication s secured regardiess of network Functional intersects (WFA) - Telecommuting |  NET-14.5  [to Technology Assets, Applications, Services and/or Data (TAASD) for remote workers. 5
Security
[All communication is secured regardless of network [Mechanisms exist to control authorized wireless usage and monitor for unauthorized
NIST Tenet 2 N/A oction Functional intersects Wireless Networking NET-15 [ . 5
etning A [Mechanisms exist to explicitly define authorizations for specific individuals and/or roles,
. efining Access [for logical and /or physical access to sensitive/regulated data.
NIST Tenet 3 N/A [Access to Individual enterprise resources is granted on | gy netional intersects  [Authorizations for Sensitivel  DCH-01.4 . pn: < 5
P g /Regulated Data
*’;ﬂlecf'zgd Eﬂimve [Mechanisms exist to ensure that the requirements for the protection of
. egulated Data on tive/regulated data processed, stored or transmitted on external Technology Assets,
|Access to individual enterprise resources is granted on sensitive/regulate p , a9y 3
NIST Tenet 3 N/A 2 per-cession basie. P g Functional intersects External Technology DCH-13.3  |applications and/or Services (TAAS), are implemented in accordance with applicable 5
ssets, Applications and/or statutory, regulatory and contractual obligations.
rvice:
[Mechanisms exist to verify that individuals or Technology Assets, Appiications and/or
|Access to individual enterprise resources is granted on Services (TAAS) transferring data between interconnecting TAAS have the requisite
NIST Tenet 3 N/A a per-session basis. P g Functional intersects Transfer Authorizations DCH-14.2 |authorizations (e.g., write permissions or privileges) prior to transferring said data. 5
Inccass to Individual enterprise resources fs granted on authenticate, Authorize [Mechanisms exist to strictly govern the use of Authenticate, Authorize and Audit (ARA)
1 X solutions, both on-premises and those hosted by an External Service Provider (ESP
NIST Tenet 3 N/A 2 per-session basls. Functional intersects and Audit (AAA) IAC-01.2 Pl Yy (ESP), 5
|dentification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
NIST Tenet 3 NA |Access to individual enterprise resources is granted on | gy intersects Authentication for IAC-02 |(AAA) organizational users and processes acting on behalf of organizational users. 5
a per-session basis. s s
[access to individual ent ted |dentification & [Mechanisms exist to uniquely identify and centrally Authe , Authorize and Audit
NIST Tenet 3 N/A E‘;:ﬁ;;’s‘;n';‘a;: enterprise resources is granted on Functional intersects Autnenu:anun for Non- IAC-03  |(AAA) third-party users and processes that provide services to the organization. 5
Users
[Mechanisms exist to uniquely identify and centrally Authe , Authorize and Audit
NIST Tenet 3 N/A [Access to individual enterprise resources is granted on | ¢ nctional intersects dentification & IAC-04  [(AAA) devices before establishing a connection using bidirectional authentication that is 5
a per-session basis. Authentication for Devices cryptographically- based and replay resistant
\dentification & [Mechanisms exist to identify and authenticate third-party Technology Assets,
Authentication for Third- |Applications and/or Services (TAAS).
NIST Tenet 3 NA [fccess Lo Individual enterprise resources is granted on | gyqctional intersects | Party Technology Assets, 1AC-05 5
P Applications and/or
Services (TAAS)
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Assets,
NIST Tenet 3 o |Access to individual enterprise resources is granted on | gy intersects | Role-Based Access Control | |\ og |applications, Services and/or Data (TAASD) to restrict access o individuals assigned s
/a per-session basis. (RBAC) Ispecific roles with legitimate business needs.
‘Automated System [Automated mechanisms exist to support the management of system accounts (.9,
NIST Tenet 3 N/A [fccess to individual enterprise resources is granted on | gyqctional intersects Account Management 1AC-15.1  |directory services) H
P (Directory Services)
[Access to individual enterprise resources is granted on Access To Sensitive / 3 [Mechanisms exist to limit access to sensitive/regulated data to only those individuals
NIST Tenet 3 [ a per-session basis. Functional intersects Regulated Data 'AC-20.1  |whose job requires such access. s
[Mechanisms exist to utilize the concept of least privilege, allowing only authorized access|
NIST Tenet 3 NA JAccess to individual enterprise resources is granted on | gy erigna) intersects Least Privilege IAC-21  [to processes necessary to accomplish assigned tasks in accordance with organizational 5
@ per-session basis. lbusiness functions.
[Mechanisms exist to prohibit privileged users from using privileged accounts, while
|Access to individual enterprise resources is granted on Non-Privileged Access for . erforming non-secutity functions.
NIST Tenet 3 N/A I per secsion basie Functional intersects Non Security Functions nc212 [P 9 y 5
[Mechanisms exist to treat all users and devices as potential threats and prevent access
NIST Tenet 3 R |Access to individual enterprise resources is granted on | g intersects Zero Trust Architecture | e 011 |to data and resources until the users can be properly authenticated and their access s
a per-session basis. (zTA) lauthorized
exist to configure Technology Assets, Applications and/or Services (TAAS) to
|Access to resources is determined by dynamic policy— restrict access to sensitive/regulated data
including the observable state of client identity, Sensitive / Regulated Data y
NIST Tenet 4 G application/service, and the requesting asset—and may| ~ Functional intersects Access Enforcement cFe-08 s
include other behavioral and environmental attributes.
[Mechanisms exist to protect sensitive/regulated data wherever it is processed and/or
|Access to resources is determined by dynamic policy— stored.
including the observable state of client identity, Sensitive / Regulated Data ’
NIST Tenet 4 L3 application/service, and the requesting asset—and may| " Unctional intersects Protection DCH-012 s
include other behavioral and environmental attributes.
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IMechanisms exist to explicitly define authorizations for specific individuals and/or roles
lAccess to resources is determined by dynamic policy— for logical and for physical access to sensitive/regulated data.
NIST Tenet 4 NA including the observable state of client identity, Functional intersects |Authortiations fo censitive] | DCH-0L4
application/service, and the requesting asset—and may| O e o -
include other behavioral and environmental attributes. 9
Protecting Senitive / echarisms oxs o crsure tha the requiemerts for e potecton ot
Jaccess to resources is determined by dynamic policy— Requlntad Data on senstivelregulated data processed stored or transmi external Technology Assets,
NIST Tenet 4 A inclusing the observable state of client enty, Functional intersects Extamal Technology DCH-13.3  |ApPlications and/or Services (TAAS), a mented in accordance with appicanle
applcationiservce, and the requesting asset-and may |assete. Applications andor statutory, regulatory and contractual obligacions.
clude other behavioral and environmental attributes.
Services (TAA!
Mechanisms exist to verify that individuals or Technology Assets, Applications and/or
|Access to resources is determined by dynamic policy— Services (TAAS) transferring data between interconnecting TAAS have the requisite
ST Tenct 4 A Inciuing the observabl stte of centdent, | ynona tersects | Trancter Authorizations | DeH142  |suthorisations (e.6.. write permissions or privileges) prior fo transferting said data
clude other behavioral and environmental attributes.
[Automated mechanisms exist to identify by data classification type o ensure adequate
Jccess toresources s determined by dynamic polcy— Automated Tools to security, compliance and resilience controls are in place to protect organizational
including the observable state of client identity, ’ information and individual data protection
NIST Tenet 4 NA o o e arsat o, may|  Functional intersects Support Information DCH-24.1
include other behavioral and environmental attributes.
Mechanisms exist to restrict and govern the transfer of sensitive and/or regulated data fo
ccess o resources s determined by dynaric polcy— rors third-countries or international organizations
including the observable state of client i Transfer of Sensitive §
NIST Tenet 4 A lapplication/service, and the requesting asset—and may|  "unctional intersects and/or Regulated Data DCH-25
clude other behavioral and environmental attributes.
Mechanisms exist to establish organization-defined “normal business activities” o
|Access to resources is determined by dynamic policy— dentify anomalous transaction activities that can reduce the opportunity for sending
NIST Tenet 4 N/A ap‘p“lﬁ;"l?a:";;?ff;”’::;etf‘f‘;;:;S"f:g‘ et nd may|  Functional intersects Transfer Activity Limits DCH-25.1  |(outbound) and/or receiving (inbound) fraudulent actions.
clude other behavioral and environmental attributes.
Mechanisms exist to facilitate the of Endpoint Device
lAccess to resources is determined by dynamic policy— (EDM) controls.
including the observable state of client identity, Endpoint Device
NIST Tenet 4 A application/service, and the requesting asset—and may| ~ Functional intersects Management (EDM) END-01
include other behavioral and environmental attributes.
Mechanisms exist to strictly govern the Use of Authenticate, Authorize and AUGIE (AAA)
ccess o resources s determined by dynaric polcy— . . solutions, both on-premises and those hosted by an External Service Provider (ESP).
including the observable state of client i Authenticate, Authorize y
NIST Tenet 4 A lapplication/service, and the requesting asset—and may|  "unctional intersects and Audit (AAA) 1AC-01.2
clude other behavioral and environmental attributes.
Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Adit
|Access to resources is determined by dynamic policy— (AAR) third-party users and processes that provide services to the organization.
NIST Tenet 4 NA cluding the observable state of client identity, Functional intersects Authenticasion for Non. 1AC-03
application/service, and the requesting asset—and may| o o aor
clude other behavioral and environmental attributes. 9
Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Adit
[Access to resources is determined by dynamic policy— entifcation & (AAR) devices before establishing a connection using bidirectional authentication that is
including the observable state of client identity, entification y cryptographically- based and replay resistant.
NIST Tenet 4 A lapplication/service, and the requesting asset—and may| ~ "unctional intersects |\ thentication for Devices|  'AC-04
include other behavioral and environmental attributes.
dentification & Mechanisms exist to identify and authenticate third-party Technology Assets,
W Tenet o i i e i St Yk oot | ciona | asscrs | PR T |y [P e ()
lapplication/service, and the requesting asset and may| A{)phcam"sg;’m/m d
clude other behavioral and environmental attributes. e e
Mechanisms exist to pronibit privileged access by non-organizational users
|Access to resources is determined by dynamic policy—
cluding the observable state of client identity, Privileged Access by Non-
NIST Tenet 4 A lapplication/service, and the requesting asset—and may|  "unctional intersects Organizational Users 1AC-05.2
clude other behavioral and environmental attributes.
Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Assets,
Jcess toresources s determined by dynamic polcy— Role Based Access Conrol |Applications, Services and/or Data (TAASD) to restrict access to individuals assigned
including the observable state of client identity, ole-Based Access Contro y specific roles with legitimate business needs.
NIST Tenet 4 [ application/service, and the requesting asset—and may| ~ Functional intersects (RBAC) 1AC-08
include other behavioral and environmental attributes.
Mechanisms exist to govern naming standards for usernames and Technology Assets,
|Access to resources is determined by dynamic policy— |Applications and/or Services (TAAS).
including the observable state of client identity, Identifier Management
NIST Tenet 4 [ application/service, and the requesting asset—and may| ~ Functional intersects (User Names) 1AC-09
clude other behavioral and environmental attributes.
[Mechanisms exist to federate credentials to allow cross-organization authentication of
|Access to resources is determined by dynamic policy— individuals and devices.
cluding the observable state of client identity, Federated Credential
NIST Tenet 4 [ application/service, and the requesting asset—and may| ~ Functional intersects Management IAC-132
clude other behavioral and environmental attributes.
P n [Automated mechanisms exist to support the management of system accounts (..,
|Access to resources is determined by dynamic policy— directory services).
NIST Tenet 4 N/A including the observable state of client identity, Functional intersects o Mmoo IAC15.1
application/service, and the requesting asset—and may| e gagemen -
include other behavioral and environmental attributes. Y
Mechanisms exist to restrict the functionality of mobile devices based on geographic
|Access to resources is determined by dynamic policy— location.
including the observable state of client identity,
NIST Tenet 4 NA oo o e reusats o, o may|  Functional intersects | Mobile Device Geofencing | MDM-09
clude other behavioral and environmental attributes.
[Automated mechanisms exist to integrate the analysis of audit records with analysis of
|Access to resources is determined by dynamic policy— Integration of Scanning & \ulnerability scanners, network performance, system monitoring and other sources to
NIST Tenet 4 m incuding the observabe state ofclent dentty. | ynctona Intersects o Manitoring MON-02.3 [further enhance the ability to identify inappropriate o unusual activity.
clude other behavioral and environmental attributes. Information
exist o correlate rom audit records with
|Access to resources is determined by dynamic policy— ) information obtained from monitoring physical access to further enhance the abilty to
NIST Tenet 4 N/A lan;p\lli‘g;nllqn:nsee?s‘sgvaa:;et;!eal;:ufets\lﬁ:gl :Sesréiivénd may|  Functional intersects Corre\ehgrr-“:velm;hySltal MON-02.4 |identify suspicious, inappropriate, unusual or malevolent activity.
include other behavioral and environmental attributes.
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or User ACEvity
|Access to resources is determined by dynamic policy— Monitoring (UAM) solutions to detect and respond to anomalous behavior that could
NIST Tenet 4 WA ncludng the observab state of et ety | ncuonal | mersecs | Anomlous Benavior | MON-1g [coe sccount compromise o oher malcous actities
clude other behavioral and environmental attributes.
Mechanisms exist to implement a Cross Domain Solution (CDS) to mitigate the specific
Jsccess to resources is dtermined by dynamic policy— Cross Domain So1 security risks of accessing or transferring information between security domains.
cluding the observable state of client identity, ross Domain Solution y
NIST Tenet 4 A lapplication/service, and the requesting asset—and may|  "unctional intersects (cDs) NET-02.3
clude other behavioral and environmental attributes.
Mechanisms exist to implement and govern Access Control Lists (ACLS) to provide data
Jsccess to resources is determined by dynamic policy— R flow enforcement that explicitly restrict network traffic to only what is authorized.
including the observable state of client identity, ata Flow Enforcement - y
NIST Tenet 4 A lapplication/service, and the requesting asset—and may|  "unctional intersects | cess Control Lists (ACLs)| ~ NET-04
include other behavioral and environmental attributes.
Mechanisms exist to configure firewall and router configurations to deny network traffic
Jcess toresources is determined by dynamic policy— deny Traffc by Defauit & lby default and allow network traffic by exception (e.g., deny all, permit by exception).
including the observable state of client identity, eny Traffic by Default y
NIST Tenet 4 A lapplication/service, and the requesting asset—and may|  "unctional intersects | Ajiow Traffic by Exception |  NET04-1
clude other behavioral and environmental attributes.
P n [Automated mechanisms exist to uniquely identify and authenticate source and
lAccess to resources is determined by dynamic policy— destination points for information transfer.
cluding the observable state of client identity, Cross Domain
NIST Tenet 4 A lapplication/service, and the requesting asset—and may| ~ "unctional intersects Authentication NET-04.12
clude other behavioral and environmental attributes.
[Automated mechanisms exist to evaluate access requests against established criteria to
pccess to rsources i determingd by dynamic poky— ldynamically and uniformly enforce access rights and permissions.
NIST Tenet 4 NA oo o e reusatns o, o may|  Functional intersects  [Policy Decision Point (PDP)|  NET-04.7
include other behavioral and environmental attributes.
P ova ! [Automated mechanisms exist to enforce host containment protections that revoke or
|Access to resources is determined by dynamic policy— lquarantine a host’s access to the network.
including the observable state of client identity,
NIST Tenet 4 NA o coneiee o e reusatns e o may|  Functional intersects Host Containment NET-08.3
clude other behavioral and environmental attributes.
P ora ; [Automated mechanisms exist to enforce resource containment protections that remove
Access to resources is determined by dynamic policy— or quarantine a resource’s access to other resources
including the observable state of client identity,
NIST Tenet 4 NA o coneiee o (e reusating e o may|  Functional intersects Resource Containment | NET-08.4
clude other behavioral and environmental attributes.
P ora ; [Automated mechanisms exist to validate the security posture of the endpoint devices
Access to resources s determined by dynamic policy— (e.., software versions, patch levels, etc.) prior to allowing devices to connect to
ST Tenet 4 A Inciuing th obseuabe tte of cent dent, | ynona tersects Endport security NET147  [orasnisational Technology Assets, Applications andjor Services (TAN
include other behavioral and environmental attributes.
[The enterprise monitors and measures the integrity Mechanisms exist to facilitate an IT Asset Management (TAM) program to implement and
NIST Tenet 5 NA land security posture of all owned and associated Functional intersects Asset Governance AST-01  [manage asset management controls.
[The enterprise monitors and measures the integrity [Automated mechanisms exist to detect and alert upon the detection of unauthorized
NIST Tenet 5 NA land security posture of all owned and associated Functional intersects | Adiomated tneuthorized | ast-02.2  [nardware, software and firmware components
ts.
[The enterprise monitors and measures the integrity " Mechanisms exist to facilitate the of Controls |
NIST Tenet 5 NA land security posture of all owned and associated Functional intersects ot CFG-01
[The enterprise monitors and measures the integrity ecure Basene Mechanisms exist to develop, document and maintain secure baseline configurations for
NIST Tenet 5 /A and security posture of all owned and associated Functional intersects secure Bas CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry-
onfigurations accepted system hardening standards.
Mechanisms exist to review and update baseline configurations:
[The enterprise monitors and measures the integrity (1) At least annually:
NIST Tenet 5 NA and security posture of all owned and associated Functional intersects Reviews & Updates CFG02.1 |(2) When required due to so; or
ts. I(3) As part of system component installations and upgrades.
[The enterprise monitors and measures the ntegrity rtomated Conrar [Automated mechanisms exist to govern and report on baseline configurations of
NIST Tenet 5 NA and security posture of all owned and associated Functional intersects |, ted Central Cre-022  [Technology Assets, Appications andor Services (TAAS)through Continious Diagnostics
lanagement & Verification and Mitigation (COM), or similar technologies
FThe enterprise monitors and measures the integrity Mechanisms exist to document, assess risk and approve or deny deviations to
NIST Tenet 5 NA land security posture of all owned and associated Functional intersects Approved Configuration | ceG.g2.7  [standardized configurations.
assets.
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[The enterprise monitors and measures the integrity Respond To Unauthorized [Mechanisms exist to respond to unauthorized changes to configuration settings as
NIST Tenet 5 N/A land security posture of all owned and associated Functional intersects espond To Unauthorize CFG-02.8 [security incidents. 5
ts.
[The enterprise monitors and measures the integrity [Automated mechanisms exist to monitor, enforce and report on configurations for
NIST Tenet 5 N/A land security posture of all owned and associated Functional intersects | C CFG-06 [endpoint devices. 5
[The enterprise monitors and measures the integrity ntearity A N exist to ident ieviations from an approved
NIST Tenet 5 NA land security posture of all owned and associated Functional intersects ntegrity Assurance CFG-06.1 |baseline and implement automated resiliency actions to remediate the unauthorized 5
Enforcement (IAE) change
[The enterprise monitors and measures the integrity Change . [Mechanisms exist to facilitate the implementation of a change management program.
NIST Tenet 5 N/A land security posture of all owned and associated Functional intersects ange Managemen CHG-01 5
ts.
[The enterprise monitors and measures the integrity Configuration Ch [Mechanisms exist to govern the technical configuration change control processes.
NIST Tenet 5 N/A land security posture of all owned and associated Functional intersects onfiguzetion chanee CHG-02 5
[The enterprise monitors and measures the integrity [Mechanisms exist to pronibit unauthorized changes, uniess organization-approved
NIST Tenet 5 N/A land security posture of all owned and associated Functional intersects Prohibition Of Changes |  CHG-02.1  [change requests are received. 5
[The enterprise monitors and measures the integrity Astomated Securtt [Automated mechanisms exist to implement remediation actions upon the detection of
NIST Tenet 5 N/A land security posture of all owned and associated Functional intersects tomated Security CHG-02.4  |unauthorized baseline configurations change(s) 5
ts.
[Mechanisms exist to pronibit external parties, including Technology Assets, Applications
[The enterprise monitors and measures the integrity land/or Services (TAAS), from storing, processing and transmitting data unless authorized
NIST Tenet 5 N/A land security posture of all owned and associated Functional intersects Limits of Authorized Use DCH-13.1 | : 5
(1) Verifying the implementation of required security, compliance and/or resilience
(controls; or
(2) Retainina a orocessing aareement with the entity hosting the external TAA
[The enterprise monitors and measures the integrity [Mechanisms exist to facilitate the implementation of enterprise-wide monitoring controls.
NIST Tenet 5 N/A land security posture of all owned and associated Functional Subset Of Continuous Monitoring MON-01 10
ts.
[The enterprise monitors and measures the integrity atomated Tools for Rear [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar
NIST Tenet 5 NA land security posture of all owned and associated Functional intersects e oy "¢ MON-01.2  fautomated tool. to support near real-time analysis and incident escalation 5
[The enterprise monitors and measures the integrity Contratized Coflection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar
NIST Tenet 5 NA land security posture of all owned and associated Functional intersects e Coection o MON-02 [automated tool, to support the centralized collection of security-related event logs. 5
[rhe enterprise monitors and measures the tegrt [Automated mechanisms exist to correlate both technical and non-technical information
ity ffrom across the enterprise by a Security Incident Event M: SIEM
Correlate Monitorin prise by a Security Incident Event Manager (SIEM) or similar
NIST Tenet 5 N/A ond securiy posture of all owned and associated Functional intersects Tiormatonring MON-02.1  [automated tool, to enhance organization-wide situational awareness. 5
[The enterprise monitors and measures the integrity [Automated mechanisms exist to centrally collect, review and analyze audit records from
NIST Tenet 5 N/A land security posture of all owned and associated Functional intersects | Central Review & Analysis | MON-02.2  [multiple sources. 5
[rhe ents [Automated mechanisms exist to integrate the analysis of audit records with analysis of
NiST Tenet 5 A @ enterprise monitors and measures the integrity : Integration of Scanning & vulnerability scanners, network performance, system monitoring and other sources to
enet 7 land security posture of all owned and associated Functional intersects her Monitoring MON-023  [further enhance the ability to identify inappropriate or unusual activity. 5
nformation
[The enterprise monitors and measures the integrity Joro Trust Architect [Mechanisms exist to treat all Users and devices as potential threats and prevent access
NIST Tenet 5 NA land security posture of all owned and associated Functional intersects eroTrust Architecture | NgT.1.1  [to data and resources until the users can be properly authenticated and their access 5
ts. lauthorize
[The enterprise monitors and measures the integrity [Automated mechanisms exist to enforce host containment protections that revoke or
NIST Tenet 5 N/A land security posture of all owned and associated Functional intersects Host Containment NET-08.3 [quarantine a host's access to the network. 5
[The enterprise monitors and measures the integrity [Automated mechanisms exist to enforce resource containment protections that remove
NIST Tenet 5 N/A land security posture of all owned and associated Functional intersects Resource Containment NET-08.4  [or quarantine a resource’s access to other resources. 5
[The enterprise monitors and measures the integrity Automated Monitoring & [Automated mechanisms exist to monitor and control remote access sessions
NIST Tenet 5 N/A land security posture of all owned and associated Functional intersects utomated Noritoring NET-14.1 5
ts.
[The enterprise monitors and measures the integrity Endpomt securt [Automated mechanisms exist to validate the security posture of the endpoint devices
NIST Tenet 5 NA land security posture of all owned and associated Functional intersects ndpoint Security NET-14.7  |(e.0., Software versions, patch levels, etc.) prior to allowing devices to connect to 5
‘alidation lorganizational Technology Assets, Applications and/or Services (TAAS).
[Automated mechanisms exist to detect and alert upon the detection of unauthorized
|All resource authentication and authorization are Automated Unauthorized
NIST Tenet 6 G jynamic and strictly enforced before access i allowed. | Functional intersects Component Detection AST-022  Jhardware, software and firmware components. s
[Automated mechanisms exist to employ Network Access Control (NAC), or a similar
|All resource authentication and authorization are Network Access Control
NIST Tenet 6 NIA Functional intersects AST-02.5  [technology, which is capable of detecting unauthorized devices and disable network 5
ldynamic and strictly enforced before access is allowed (NAC) econe e those amauthodized devices
[Mechanisms exist to implement and manage a Configuration Management Database
|All resource authentication and authorization are
NIST Tenet 6 G dynamic and strictly enforced before access i allowed. | Functional intersects Database (CMDB) AST-029 |(CUDB). or similar technology, to monitor and govern technology asset:specific s
[Mechanisms exist to facilitate the implementation of identification and access
|All resource authentication and authorization are Identity & Access
NIST Tenet 6 R jynamic and strictly enforced before access is allowed. | Functional Subset Of Management (1AM) 1AC-01  management controls. 10
[Mechanisms exist to strictly govern the Use of Authenticate, Authorize and AUGIE (AAA)
|All resource authentication and authorization are i Authenticate, Authorize i -premi 4
NIST Tenet 6 NIA e e ot o e & e, | Functional intersects RV |ac-01.2  [solutions, both on-premises and those hosted by an External Service Provider (ESP). 5
[Automated mechanisms exist to enforce Multi-Factor Authentication (MFA) for:
(1) Remote network access;
" N (2) Third-party Technology Assets, Applications and/or Services (TAAS); and/ or
resource authentication and authorization are Multi-Factor Authentication (3) Non-console access to critical TAAS that store, transmit and/or process
NIST Tenet 6 A ldynamic and strictly enforced before access is allowed, | Functional intersects (MFA) IAC-06  |Consitive/regulated data. 5
[Mechanisms exist to faciltate the implementation of enterprise-wide monitoring controls.
|All resource authentication and authorization are i " N
NIST Tenet 6 N/A ynamic and strictly enforced before accese is alowed, | Functional intersects Continuous Monitoring MON-01 5
[Mechanisms exist to treat all Users and devices as potential threats and prevent access
|All resource authentication and authorization are i Zero Trust Architecture
NIST Tenet 6 N/A e e Tt o e e, | Functional intersects o NET-01.1  to data and resources until the users can be properly authenticated and their access 5
[The enterprise collects as much information as possible] [Mechanisms exist to enable Dynamic Host Configuration Protocol (DHCP) server 10gging
NIST Tenet 7 NA labout the current state of assets, network Functional it EY"W‘C Host ! lto improve asset inventories and assist in detecting unknown systems.
iinfrastructure and communications and uses it to unctional intersects !lt)or:vcgu;anon Plrolecn AST-02.6 5
improve its security posture. (DHCP) Server Logging
[The enterprise collects as much information as possible] Fecharisre izt o creats and malrtaln 3 i of Technology Assets Applcations
labout the current state of assets, network . land/or Services (TAAS) where data is stored,
NIST Tenet 7 N/A e O e e o it to Functional intersects Data Action Mapping AST-028  |processe 5
improve its security posture.
[The enterprise collects as much information as possible] [Mechanisms exist to implement and manage a Configuration Management Database
labout the current state of assets, network . (CMDB), or similar technology, to monitor and govern technology asset-specific
NIST Tenet 7 0z infrastructure and communications and uses it to Functional intersects Database (CMDB) AST-02.9linformation. 5
improve its security posture.
[The enterprise collects as much information as possible] [Automated mechanisms exist to identify by data classification type to ensure adequate
NIST Tenet 7 NA labout the current state of assets, network ! . Automated Tools to [security, compliance and resilience controls are in place to protect organizational
ene infrastructure and communications and uses it to Functional intersects Support Information DCH-24.1 linformation and individual data protection. s
improve its security posture. ocation
[The enterprise collects as much information as possible] [Mechanisms exist to develop, report and monitor Security, Compliance & Resilience
labout the current state of assets, network . Program (SCRP) measures of performance.
NIST Tenet 7 N/A o O e e ees it to Functional intersects | Measures of Performance | GOV-05 5
improve its security posture.
[The enterprise collects as much information as possible] [Mechanisms exist to facilitate the implementation of enterprise-wide monitoring controls.
labout the current state of assets, network
NIST Tenet 7 N/A o O e e ces it to Functional Subset OF Continuous Monitoring MON-01 10
improve its security posture.
[The enterprise collects as much information as possible] [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar
labout the current state of assets, network Automated Tools for Real- lautomated tool, to support near real-time analysis and incident escalation.
NIST Tenet 7 (A infrastructure and communications and uses it to Functional intersects Time Analysis MON-01.2 s
improve its security posture.
[The enterprise collects as much information as possible] [Mechanisms exist to generate, monitor, Correlate and respond o alerts from physical,
labout the current state of assets, network lcybersecurity, data protection and supply chain activities to achieve integrated
NIST Tenet 7 N/A et o O e e e it to Functional intersects | System Generated Alerts | MON-01.4 |situational awareness 5
improve its security posture.
[The enterprise collects as much information as possible] [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar
labout the current state of assets, network Centralized Collection of lautomated tool, to support the centralized collection of security-related event logs.
NIST Tenet 7 (A infrastructure and communications and uses it to Functional intersects Security Event Logs MON-02 s
improve its security posture.
[The enterprise collects as much information as possible] [Automated mechanisms exist to correlate both technical and non-technical information
labout the current state of assets, network Correlate Monitoring [from across the enterprise by a Security Incident Event Manager (SIEM) or similar
NIST Tenet 7 N/A e ucture, sl cotmnieations amd uses It to Functional intersects Information MON-02.1  aytomated tool, to enhance organization-wide situational awareness. 5
improve its security posture.
e enterprise callects as much information as possile [Automated mechanisms exist to centrally collect, review and analyze audit records from
labout the current state of assets, netw . Imultiple sources.
NIST Tenet 7 N/A about the curent state of assets, Moo e itto Functional intersects | Central Review & Analysis |  MON-02.2 5
improve its security posture.
[The enterprise collects as much information as possible] . [Automated mechanisms exist to integrate the analysis of audit records with analysis of
NIST Tenet 7 NA labout the current state of assets, network f ‘ lmegra!'ﬂ" of Scanning & lvulnerability scanners, network performance, system monitoring and other sources to
infrastructure and communications and uses it to unctiona intersects onitoring MON-02.3  |turther enhance the ability to identify inappropriate or unusual activity. 5
improve its security posture. ifomaton
[The enterprise collects as much information as possible] [Automated mechanisms exist to validate the security posture of the endpoint devices
labout the current state of assets, network Endpoint Security (e.g., software versions, patch levels, etc.) prior to ailowing devices to connect t
NIST Tenet 7 (A infrastructure and communications and uses it to Functional intersects Validation NET-14.7 lorganizational Technology Assets, Applications and/or Services (TAAS) 5
improve its security posture.
[The enterprise cllcts as much nformation as possible echanisms exist o implement a freat iteligence program that includes 3 cross
labout the current state of assets, network Threat Intelligence lorganization information-sharing caj at can influence the development of the
NIST Tenet 7 N/A frastructure and communications and uses it to Functional intersects Program THR-01  Isystem and security architectures, Lelection of security solutions, monitoring, threat s
improve its security posture. lhunting, response and recovery activities.
[The enterprise collects as much information as possible] [Mechanisms exist to maintain situational awareness of vunerabilities and evolving
labout the current state of assets, network threats by leveraging the knowledge of attacker tactis, techniques and Procedures to
NIST Tenet 7 N/A e o es it to Functional intersects | Threat Intelligence Feeds | THR-03 |faciiitate the and 5
prove its security posture.

Secure Controls Framework (SCF)
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