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Mechanisms extst to facitate (he dentincation and

[Ensure that security requirements for software development are known at all times so that they can [Example 1: Define policies for securing software development
lbe taken into account throughout the SDLC and duplication of effort can be minimized because the implementation of relevant statutory, regulatory and their includin
requirements mfurma(mn can be collected once and shared. This includes requirements from land contractual controls. lendpoints, throughout the SDLC and maintaining that security.
internal sources (e.g., the organization’s policies, business objectives, and risk management [Example 2: Define policies for securing software development
Srategy) and extermal S (o5 appICable WS and requaons Iprocesses throughout the SDLC and maintaining that security,
including for open-source and other third-party software
lcomponents utilized by software being developed
[Example 3: Review and update security requirements at least
Define Security Statutory, Regulatory & annualy, o sooner f there are new requirements rom intermal
PO.1 Requirements for Software| Functional Intersects with | 2tatuton. Regulat cPLOL 8 or external sources, or a major securiy incident target
pliance
Development software development infrastructure has occurr
e 4. Educate afected mavidusle on mpending changes
to requirements.
[Ensure that security requirements for software development are known at all times so that they can [Mechanisms exist to document and validate the
lbe taken into account throughout the SDLC and duplication of effort can be minimized because the lscope of security, compliance and resilience
Define Secutty  ore|[eCIrEMENS mfbrmatmr\ can be collected once and shared. This includes requirements from [controls that are determined to meet statutory,
PO.1 for s policies, business objectives, and risk management Functional Intersects With Compliance Scope CPL01.2 |regulatory and/or contractual compliance 5
Development rateay) and external Sources (e.g. appicable 1aws and reguiations) lobligations.
[Ensure that security requirements for software development are known at all times 5o that they can [Mechanisms exist to include data privacy
lbe taken into account throughout the SDLC and duplication of effort can be minimized because the requirements in contracts and other acquisition-
Define Securty _requirements m(urmalmr\ can be collected once and shared. Thi includes requirements from Data Privacy Requirements| related documents that establish data privacy roles|
PO.1 policies, business objectives, and risk management Functional Intersects With | for Contractors & Service |  PRLO7.1 jand responsiiltes for contractors and service 5
Development rateay) and. ternaltoncen e 3 appicable Taws and requintions) Providers, lproviders.
[Ensure that security requirements for software development are known at all times so that they can echanisms exist o identiy crtical system
lbe taken into account throughout the SDLC and duplication of effort can be minimized because the lcomponents and functions
Define Security [requirements information can be collected once and shared. This includes requirements from Security, Compliance & (Criticaity analysis for crtical Technology Rssets,
PO.1 for urces (e.g., the 's policies, business objectives, and risk management Functional Intersects With | Resilience Requirements | PRM-05 |Applications and/or Services (TAAS) at pre-defined 5
Development Strategy) and external sources (e.g. appicable 1aws and regulations). Definition ldecision points in the Secure Development Life
[Cycle (SDLO).
[Ensure that security requirements for software development are known at all times so that they can [Mechanisms exist to ensure changes to Technology
lbe taken into account throughout the SDLC and duplication of effort can be minimized because the |Assets, Applications and/or Services (TAAS) within
Define Securty _requirements i m(urmatmn can be colected ance and shared Thi includes requirements from Secure Development Life fthe Secure Development Life Cycle (SDLC) are
o1 for policies, business objectives, and risk management Functional Intersects with | SecufeDEVeobment LI | PRM-07  |controlied through formal change control 5
Development rateay) and externdl Sounces (eg. applcate e and requiations) v 9 lprocedures.
[Ensure that security requirements for software development are known at all times so that they can [Mechanisms exist to design, develop and produce
lbe taken into account throughout the SDLC and duplication of effort can be minimized because the [Technology Assets, Applications and/or Services
requirements information can be collected once and shared. This includes requirements from (TAAS) i such a way that risk-based technical and
Define Security  [internal sources (e.g., the organization’s policies, business objectives, and risk management Minimum Viable Product [functional specifications ensure Minimum Viable
o1 Requirements for Software strategy) and external sources (e.g., applicable laws and regulations) Functional Intersects With (MVP) Security TDA02  [Product (MVP) criteria establish an appropriate 5
Development Requirements level of security and resiliency based on applicable
fisks and threats.
[Ensure that security requirements for software development are known at all times so that they can [Mechanisms exist to require software developers to|
lbe taken into account throughout the SDLC and duplication of effort can be minimized because the lensure that their software development processes
requirements information can be collected once and shared. This includes requirements from lemploy industry-recognized secure practices for
Define Security  [internal sources (e.g., the organization’s policies, business objectives, and risk management evel + Method ecure programming, engineering methods, quality
POL Requirements for Software strategy) and external sources (e.g. applicable laws and regulations) Functional Intersects with | _Development Methods. | .55 3 Lcontrol processes and validation techni 5
Development echniques & Processes Iminimize flawed and/or malformed software.
[Ensure that security requirements for software development are known at all times so that they can [Mechanisms exist to develop appiications based on
lbe taken into account throughout the SDLC and duplication of effort can be minimized because the [secure Software Development Practices (SSDP).
Define Secutty  velreclirEments vnformatmr\ can be collcted once and shared. Thi includes requirements from Secure Software
PO.L policies, business objectives, and risk management Functional Intersects With | Development Practices |  TDA-06 5
Development rateay) and. e Soureea e 3 appicable 1awe and requiations) (s50P)
Ensure That securly requirements for software development are known at all imes So Ehat they can [Mechanisms exist to facilitate the implementation
lbe taken into account throughout the SDLC and duplication of effort can be minimized because the lof tailored development and acquisition strategies,
Define Securty  |reauirements mformation con b collecta once and shared. This nces raquirements rom Technology Development [contract tools and procurement methods to meet
PO.1 urces (e.g., the 's policies, business objectives, and risk management Functional Subset Of et TDA01  |unique business needs. 10
Development Strategy) and external sources (e.g. appicable 1aws and regulations).
[Ensure that security requirements for software development are known at all times so that they can [Mechanisms exist to design and implement product|
lbe taken into account throughout the SDLC and duplication of effort can be minimized because the imanagement processes to proactively govern the
requirements information can be collected once and shared. This includes requirements fr |design, development and production of Technology
internal sources (e.g., the organization’s policies, business objectives, and risk management |Assets, Applications and/or Services (TAAS) across
strategy) and external sources (e.g., applicable laws and regulations) lthe System Development Life Cycle (SDLC) to:(1)
improve functionality;(2) Enhance security and
Define Security resiliency capabilities;(3) Correct security
PO1 Requirements for Software, Functional Intersects With Product Management | TDA-01.1 |deficiencies; and(4) Conform with applicable 5
Development lstatutory, regulatory and/or contractual obligations.
[Ensure that security requirements for software development are known at all times so that they can [Mechanisms exist to require contractual
lbe taken into account throughout the SDLC and duplication of effort can be minimized because the requirements for applicable security, compliance
Define Securty, _requirements nformation can b collected once and shared. Thi includes requirements rom Thirg-Party Contract land resilience requirements with third-parties,
[ for ces (e.g., the policies, business objectives, and risk management Functional Intersects With o TPM-05  |reflecting the organization's needs to protect its 5
Development lstrategy) and external sources (e.q., apph(ab\e laws and regulations) q [Technology Assets, Applications, Services and/or
[Data (TAASD)
identify and document all security software echanisms exist o identiy crtica system [Example 1: Define policies that specify risk-based software
infrastructures and processes, and maintain the reqmrements over time, lcompanents and functions by performing a Jarchitecture and design requirements, such as making code
[citicality analysis for critical Technology Assets, Imodular to facilitate code reuse and updates; isolating security
|Applications and/or Services (TAAS) at pre-defined components from ather components during execution: avoiding
[decision points in the Secure Development Life imands and settings; and providing features
[Cycle (sDLO). ot willaid software scauirers wih the secur deployment,
loperation, and maintenance of the software.
[Example 2: Define policies that specify the security requirements
" the organization’s software, and verify compliance at key
[points in the SDLC (e.q., classes of software flaws verified by
lgates, responses to vulnerabilties discovered in released
Soft
Example 3: Analyze the risk of applicable technology stacks
(e.9., languages, environments, deployment m
e chmmenct o require e use f Stacts ot wil educe fisk
lcompared to others.
Security, Compliance & [Example 4: Define policies that specify what needs to be
P0O.11 NIA Functional Intersects With | Resilience Requirements |  PRM-05 5 larchived for each software release (e. ackage files,
third-party libraries, documentation, data inventory) and how
long it needs to be retained based on the SDLC model, software
lend-of-ife, and other factors.
[Example 5: Ensure that policies cover the entire software life
lcycle, including notifying users of the impending end of software
lsupport and the date of software end-ofIfe.
[Example 6: Review all security requirements at least annually, or|
ISooner if there are new requirements from internal or external
sources, a major vulnerabilty is discovered in released software,
lor a major security incident targeting organization-developed
software has occurre
[Example 7: Establish and follow processes for handling
Irequirement exception requests, including periodic reviews of all
lapproved exceptions.
identify and document all security Software [Mechanisms exist to design. develop and produce
infrastiuctures and processes, and maintain the vequwemems over time. [Technology Assets, Applications and/or Services
(TAAS) in such a way that risk-based technical and
Minimurm Viable Product unctional specifications ensure Minimum Viable
PO.L1 NA Functional Intersects With (MVP) Security TDA-02  Product (MVP) criteria establish an appropriate 5
Requirements level of security and resiliency based on applicable
fisks and threats.
identify and document all security 'S software [Mechanisms exist to design and implement product]
infrastructures and processes, and maintain the reqmremems over time. Imanagement processes to proactively govern
[design, development and production of Technology
|assets, Applications and/or Services (TAAS) across
fthe System Development Life Cycle (SDLC) to:(1)
improve functionality:(2) Enhance security and
resiliency capabilties;(3) Correct security
PO.L1 NIA Functional Intersects With Product Management | TDA-01.1 |deficiencies; and(4) Conform with applicabl 5
(Statutory. requlatory andjor contractual obigations.
[Gentify and document all security requirements for organization-developed software to meet, and [Mechanisms exist to faciiitate the identification and| [Example 1: Define a core set of security requirements for
Imaintain the requirements over tim implementation of relevant statutory, regulatory Software components, and include it in acquisition documents,
land contractual controls. Software contracts, and other agreements with third
[Example 2: Define security-related criteria for selecting software;
lthe criteria can include the third party’s vulnerability disclosure
lprogram and product security incident response capabilities or
the third party’s adherence to organization-defined practices,
[Example 3: Require third parties to attest that their software
lcomplies with the organization’s security requirements.
[Example 4: Require third parties to provide provenance data and
Statutory, Regulatory & integrity verification mechanisms for all components of their
i g K software.
po12 e Functional Subset Of Contractual Compliance | P10 0 Example s stabish and fllow processes (0 address ik when
[there are security requirements that third-party sof
Componerts 6 be péauired 4o nor meats s enould mclude
Iperiodic reviews of all approved exceptions to requirements.
iGentify and document all security requirements for organization-developed software to meet, and [Mechanisms exist to design, develop and produce
Imaintain the requirements over tim [Technology Assets, Applications andjor Services
(TAAS) i such a way that risk-based technical and
Minimum Viable Product unctional specifcations ensure Minimum Visble
PO.12 NIA Functional Intersects With (MVP) Security TDA-02  |Product (MVP) criteria establish an appropria 5
Requirements fevelof security and resiincy based on Spmlcable
risks and thre:
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dentiy and document sl security requirements for organization-develaped software to meet, and
maintain the reauirements over

[Mechanisms exist to design and |mp\emen! product
Imanagement processes to proactively gover the
[design, development and production of Technology
|Assets, Applications andjor Services (TAAS) across
fthe System Development Life Cycle (SDLC) to:(1)
improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct securit

P0.12 NA Functional Intersects With | Product Management | TDA-01.1 |deficiencies; and(4) Conform with applicable s
lstatutory, regulatory and/or contractual obligations.
Implement Roles and _[Ensure that everyone nside and outside of the organization Involved In the SDLC s prepared to Defined Roles & XSt 10 define Toles &
PO.2 £ lperform their SDLC related roles and b roughout the SDLC. prep Functional Intersects With HRS-03 for all personnel. 5
[Ensure that everyone inside and outside of the organization involved in the SDLC 15 prepared to Mechanisms exist to ensure that all security-related|
Implement Roles and _|perform their SDLC-related roles and responsibilities throughout the SDLC. (Competency Requirements| lpositions are staffed by qualified individuals who
[ ol Functional Intersects With for Security-Related | HRS-03.2 |nave the necessary skill set. 5
(Create new roles and alter responsibilities for existing roles as needed to encompass all parts of the st to faciltate the implementation [Example 1: Define SDLC-related roles and responsibilities for all
SDLC. Pericdically review and maintain the defined roles and responsibilities, updating them as lof personnel security controls. Imembers of the software development tea
Ineeded Example 2: Integrate the security roles into the software
ldevelopment team.
Example 3: Define roles and responsibilities for cybersecurity
staff, security champions, project managers and leads, senior
ment, software developers, Software testers, software
lassurance leads and staff, product owners, operations and
platform engineers, and others involved in the SDLC.
[Example 4: Conduct an annual review of al roles and
responsibilties.
[Example 5 Educate affected individuals on impending changes
lto roles and responsibilities, and confirm that the individuals
Human Resources Securit lunderstand the changes and agree to follow them.

Po.21 WA Functional Subset of Wansgement Y| HRS-0L 10 [Example 6 Implement and use tools and processes to promote
lcommunication and engagement among individuals with SDLC-
related roles and responsibilities, such as creating messaging
lchannels for team discussions.

Example 7: Designate a group of individuals or a team as the
lcode owner for each project.
(Create new roles and alter responsibilities for existing roles as needed to encompass all parts of the Mechanisms exist to define cybersecurity roles &
PO.2.1 NA ISDLC. Periodically review and maintain the defined roles and responsibilities, updating them as Functional Intersects With Defined Roles & HRS-03  [responsibilities for all personnel. 5
needed Responsibilities
[Provide role-based training for all personnel with responsibiiities that contribute to secure Mechanisms exist to provide role-based security, [Example 1: Document the desired outcomes of traming for each
development. Periodically review personnel proficiency and role-based training, and update the lcompliance and resilience-related training:(1) role
raining as needed Before authorizing access to the system or [Example 2: Define the type of training or curriculum required to
performing assigned duties;(2) When required by lachieve the desired outcome for each role.
Role-Based Security, lsystem changes; and(3) Annually thereafter. [Example 3: Create a training plan for each role.
$0.2.2 NA Functional equal Compliance & Resilience |  SAT-03 10 Example 4: Acquire or create training for each role; scauired
Training training may need to be customized for the organi
Erample 5: Measure outcome periormance to ently areas
where changes to training may be beneficial.
[Provide role-based training for all personnel with responsibilities that contribute to secure Fiechariars sdets e it every iser
development. Periodically review persomnelproficency an role-based training. and update the Sensitive / Regulated Data Jaccessing a system processing, stori
p0.2.2 NA training as need Functional Intersects With Storage, Handling & | SAT-03.3 [ransmitting sensitive/regulated et s formaly 5
Hrocessing frained in data handling requirements.
[Provide role-based training for all personnel with responsibilities that contribute to secure Mechanisms exist to provide Specific training for
development. Periodically review personnel proficiency and role-based training, and update the privileged users to ensure privileged users
P022 NA training as needed Functional Intersects With Privileged Users SAT-03.5 lunderstand their unique roles and responsibilties s
[Provide role-based traming for all personnel with responsibilities that contribute to secure Mechanisms exist to provide role-based security,
development. Periodically review personnel proficiency and role-based training, and update the lcompliance and resilience awareness training that
raining as needed i current and relevant to the cyber threats that
P0.2:2 NA Functional Intersects With | Cyber Threat Environment| SAT-03.6 ~[users might encounter in day-to-day business 5
loperations.
[Obtain upper management or authorizing official commitment to secure development, and convey Mechanisms exist to assign one or more qualified [Example 1: Appoint a single leader or leadership team to be
that to all with foles and individuals with the mission and resources t responsible for the entire secure software development process,
lcentrally-manage, coordinate, develop, implement including being accountable for releasing software to production
land maintain an enterprise-wide Security, land delegating responsibilities as appropriate.
|Compliance & Resilience Program (SCRP). [Example 2: Increase authorizing officials’ awareness of the risks
of developing software without integrating security throughout
the development life cycle and the risk mitigation provided by
secure development practices.
[Example 3: Assist upper management in incorporating secure
pssigned security development support into thelr communications wit personnel
g with development-related roles and responsibilities,
P0.2.3 NIA Functional Intersects With | Compliance & Resilience | GOV-04 5 [Example 4. Educato all personnel with :Eve‘upmem reltad s
Responsibilities
Secure Gevelopment an the imperiance of secure development
to the organization.
[Obtain Upper management or authorizing official commitment to secure development, and convey Mechanisms exist to enforce an accountabily
that to all with lated roles and tructure so that approprite teams and mdw\dua\s
lare empowered, responsible and trained f
P0.2.3 NA Functional Intersects With deor Accou GOV-04.1 [mapping, measiiing and managing Technology 5
|Assets, Applications, Services and/or Data (TAASD)-
related risks.
Use sutomation o reduce human efor and Improve the sccuracy, reproducoilty, usabilty, and Mechanisms exist to facitate the implementation
mprehensiveness of security practices throughout the SDLC, as well as provide a way lof tailored development and acquisition strategies,
03 Implement Supporting [document and demonstrate the use of these practices. Toolchains and toals may be used a Functional subsetof | Technoloay Development | o, o+ contract tools and procurement methods to meet 0
ferent lewele o T organization, Such as otyantsation-wie of project apeciie, and may address o & Acquisition lunique business needs
lparticular part of the SDLC, like a build pipeline.
Use sutamaton o educe human efor and Improve the sccuracy, reproducoily, Usobilty, and Mechanisms exist to require software developers fol
lcomprenensiveness of security practices throughout the SDLC, as well as provide a way to lensure that their software development processes
Gocument and demonsiratethe use ofthese oracices Tao\chams and tools may be used at lemploy industry-recognized secure practices for
different levels of such as may adress a lsecure programming, engineering methods, quality
r03 Implement SUppOrting  [Garicula part o the SOLC. ke 8 bulld ppeine. Functional Intersects ith | Development Methods, | 505 3 |control processes and validation techniques to 5
Toolchains Techniques & Processes minimize flawed and/or malformed software.
Use ufortion T redvce urman ofort s rove the Scorecy, rpraducly, vesbley, s [Automated mechanisms exist to improve the
mptement Supporting|CTIPrEETSiVeness of securty practces throughout the SDLC, o5 wellas provide a w laccuracy, consistency and comprehensiveness of
mplement Supporting [Gocumen snd demonstrate e use of these pracices. Toolchiins and todls may be Leed ot Jsecure practices throughout the asset's lifecycle.
ro3 Toolchains ifferant levels of the organization, such as ofganisation wide of project speciic, and may address o FUnctional Equal Supporting Toolehain | - TDA-06.4 i ? y 0
lparticular part of the SDLC, like a build pipeline.
Specify which tools or tool types must or should be included in each toolchain to mitigate identified Mechanisms exist to require software developers fol [rample T Deine cotegories of toocharne and specty the
risks, as well as how the toolchain components are to be integrated with each other. lensure that their software development processes Imandatory tools or tool types to be used for each categor
lemploy industry-recognized secure practices for e 3 1aentty Securty ol to mearate ot devéloper
lsecure programming, engineering methods, quality toolchain.
[control processes and validation techniques to Example 3: Define what information is to be passed between
iminimize flawed and/or malformed software. tools and what data formats are to be used.
Development Methods, Example 4: Evaluate tools’ signing capabiliies to create

PO.3.1 NIA Functional Intersects WIth | Techniques & Processes | T0A 023 s immutable records/logs for auditability within the toolchain.
[Example 5: Use automated technology for toolchain
Imanagement and orchestration.

Specify which to0ls or ool types must or should be included in each toolchain to mitigate [dentified [Automated mechanisms exist to improve the
risks, as well as how the toolchain components are to be integrated with each other. laccuracy, consistency and comprehensiveness of
P03.1 NA Functional Intersects With | Supporting Toolchain | TDA-06.4  |sacure practices throughout the assets Hfecycle. s
Follow recommended security practices to deploy, operate, and maintain tools and toolchains. Mechanisms exist to faclitate the implementation [Example 1: Evaluate, select, and acquire tools, and assess the
lof tailored development and acquisition strategies, security of each tool
lcontract tools and procurement methods to meet [Example 2: Integrate tools with other tools and existing software
unique business needs ldevelopment processes and worki
Example 3: Use code-based conﬁguranon for toolchains (e.q.,
Ipipelines-as-code, toolchains-as-cor
B e 4 Implement the technolog/es and processes necded
for reproducible builds.
Example 5: Update, upgrade, or replace tools as needed to
laddress tool vulnerabiliies or add new tool capabilities.
[Example 6: Continuously monitor tools and tool logs for potential
PO3.2 A Functional subsetof | Technology Development [ o o) 10 operationaland securiy issues including poicy vilations and
& Acquisition lanomalous behavit
Example 7: Regularly verify the integrity and check the
lprovenance of each tool to identify potential problems.
[Example 8: See PW.6 regarding compiler, interpreter, and build
ltools.
mple 9: See PO.S regarding implementing and maintaining
secure environments.
Follow recommended security practices to deploy, operate, and maintain tools and toolchains. Wechanisms exist to identity and document
Sondrdied o [standardized Operating Procedures (SOP), or
. ; tandardized Operating 01,1 [similar documentation, to enable the proper
P0.3.2 NIA Functional Intersects With Procedures (SOP) oS0 1 e tion of day-to-day | astigned tasks. s
Follow recommended security practices to deploy, operate, and maintain tools and toolchains. Mechanisms exist to define supporting business.
lprocesses and implement appropriate governance
land service management to ensure appropriate
planning, delivery and support of the organization's
service be ltechnology capabilties supporting business
ervice Deliver 03 [functions, workforce, and/or customers based on
po3.2 2 Functional Intersects With | g siness Process Support)|  OP%%3  [indistry-recognized standards to achive the s
lspecific goals of the process area
Follow recommended security practices to deploy, operate, and maintain tools and toolchains. Mechanisms exist to require software developers to|
lensure that their software development processes
lemploy industry-recognized secure practices for
lsecure programming, engineering methods, quality
PO.32 NA Functional Intersects with | Development Methods, | 150 07 3 control processes and validation techniques to 5

Techniques & Processes

Iminimize flawed and/or malformed software.
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[Follow recommended security practices to deploy, operate, and maintain tools and toolchains. [Automated mechanisms exist to improve the
laccuracy, consistency and comprehensiveness of
P0.3:2 NA Functional Intersects With |  Supporting Toolchain | TDA-06.4 [sacure practices throughout the assets fecycle. s
Configure tools to generate artifacts of their support of secure software development practices as Mechanisms exist to require software developers fol [Example 1: Use existing tooling (e.g., workilow tracking, issue
defined by the organization. lensure that their software development processes tracking, value stream mapping) to create an audit trail of the
lemploy industry-recognized secure practices for secure development retated actions hat are perfomed for
lsecure programming, engineering methods, quality continuous improvement purpose
lcontrol processes and validation techniques to Example 2: Détermine how oten the collected information
Development Methods minimize flawed and/or malformed software. Shoul be audited, and Implement the necessary pra
P0.33 NA Functional ntersects wien | Peyeebment ethods, | paoz.3 s Eramle 3; Estabih and enforce securiy and "atention policies
for artifact
Exomple 4 Aésign responsibity for creating any needed
artifacts that tools cannot generate.
Configure tools to generate artfacts of ther support of secure software development practices as Mechanisms exist Eo require process owners fo
defined by the organization. \dentification & Justification identify, document and justify the business need
PO.33 NIA Functional Intersects With of Ports, Protocols & ToA-02.5  [for the ports, protocols and other services 3
o necessary to operate their technology solutions.
Configure tools to generate artifacts of their support of secure software development practices as, Mechanisms exist to obtain, protect and distribute
defined by the organization. ladministrator documentation for Technology
ssets, Applications and/or Services (TAAS) that
ldescribe:(1) Secure configuration, installation and
loperation of the TAAS;(2) Effective use and
urity and(3)
p0.33 N/A Functional Intersects With Py TOA-04  [Known vulnerabilties regarding configuration and 5
use of administrative (e.g., privileged) functions,
Configure tools to generate artifacts of their support of secure software development practices as Mechanisms exist to require software developers fol
defined by the organization. provide information describing the functional
properties of the security, compliance and
r0.3.3 A Functional Intersects With | Functonal Properties | ToA-0a.1 [Sience control to be utlzed withn Technology 3
lsufficient detail to permit analysis and testing of
lthe controls
elp ensure that the software resulfing from the SDLC meets the organization's expectations by Mechanisms exist to have an Independent review
define and Use Crteia for| 578 210 Using riteria for chicking the software's security during development Jof the software design to validate:(1) Applicable
efine and Use Criteria for lsecurity, compliance and resilience requirements
o4 Software Security Checks Functional Intersects With | Software Design Review | TDA-06.5 B oD e ed ks are remediated. ®
Felp ensure that the software resulfing from the SDLC meets the organizafion’s expectations by Mechanisms exist to require system
defining and using criteria for checking the software’s security during development. ldevelopers/integrators consult with security,
lcompliance and/or resilience personnel to:(1)
and implement a Security Testing and
Evaluation (ST&E) plan, or similar capability;(2)
ment a verifiable ation process to
Secuity, Compliance & lcorrect weaknesses and deficiencies identified
Define and Use Criteria for ity, lduring the control testing and evaluation process:
P04 Functional Intersects With Resilience Testing TOA09 5
Software Security Checks Threelience Testig oot land(3) Document the resuits
elp ensure that the software resulting from the SDLC meets the organization's expectafions by Mechanisms exist to require the developers of
defining and using criteria for checking the software’s security during development. [Technology Assets, Applications and/or Services
(TAAS) to employ static code analysis tools to
v et and Use Creria for Functional | Intersects With | Static Code Analysls | TOA-09.2  [entiy and remectate common laws and B
ldocument the results of the analysis.
Flp encure mat e sothare esuing rom e SDLC meete e oganizations oxpectation by Mechanisms exist to require the developers of
defining and using criteria for checking the software’s security during developm [Technology Assets, Applications and/or Services
TAAS) to employ dynamic code analysis tools to
P04 Qefine and Use Crieria for Functional Intersects With | Dynamic Code Analysis | TDA-09.3  [identity and ramediate common faws and 3
ldocument the results of the analysis.
[Befine criteria for software securlty checks and frack throughout the SDLC WMechanisms exist to require system [Example T: Ensure that the criteria adequately ndicate how
ldevelopers/integrators consulf with securiy, effectively security risk is bein )
lcompliance andor resience persomel (1) [Example 2: Define key performance indicators (KPls), key risk
and implement a Security Testing an indicators (KRIs), vuinerability severity scores, and other
Eva\ua\mr\ (STRE) plan, or simila capabiity:2) Imeasures for software securiy.
nt 5 verifiable ation process to lExample 3: Add software security criteria to existing checks
lcomect weaknesses and deficiencies idented (e.9., the Definition of Done in agile SDLC methodologies).
lduring the control testing and evaluation process: fExample 4: Review the artifacts genrated as part of the
Securtty, Complance & land(3) Document the resuits software development workflow system to determine if they
PO.4.1 NA Functional Intersects With silience Testin TDA-09 s [meet the criteria.

Throughout Development Example 5: Record security check approvals, rejections, and
lexception requests as part of the workflow and tracking system.
fExample 6: Analyze collected data in the context o the security
successes and failures of each development project, and use the
results to improve the SDLC.

implement processes, mechanisms, etc. to gather and safeguard the necessary information in Mechanisms exist to identify and document Erample T Use the ogichaln (o autormaticlly gather rormaton
support of the criteria IStandardized Operating Procedures (SOP), or that informs security decisi
limilar documentation, to enable the proper Evarmmie 3. Deploy Adéional togls F necded to supportthe
lexecution of day-to-day / assigned tasks. lgeneration and collection of information supporting the criteria
Example 3: Automate decision-making processes utilzing the
: ; criteria, and periodically review these
P0.4.2 NIA Functional Intersects With S“"f:(’gdﬁgso“;%’ﬁ: "9 | ops011 5 [Example 4: Only allow authorized personnel to access the
gathered information, and prevent any alteration or deletion of
the information.
mplement processes, mechanisms, etc. to gather and safeguard the necessary information in Fechanme Xt To desion and Implement producy
support of the criteria. management processes to proactively govern t
ldesign, development and produiction of Technology
lAssets, Applications andor Services (TAAS) across
lthe System Development Life Cycle (SDLC) tox(1)
Improve functionality:(2) Enhance security and
resiliency capabilities;(3) Correct security
p0.4.2 NA Functional Intersects With | Product Management | TDA-01.1 [deficiencies; and(4) Conform with applicable 5
lstatutory, requlatory and/or contractual obligations.
mplement processes, mechanisms, etc. to gather and safeguard the necessary information in Wiechanisms exist to require software developers fol
support of the criteria. lensure that their software development processes
lemploy industry-recognized secure practices for
Development Hethods engineering methods, quality
P0.4.2 NA Functional Intersects With - | T0A02.3  [control processes and validation techniques to 5
Techniques & Processes minimize flawed and/or malformed software.
fEnsure that all of the Tor software are strongly protected Mechanisms exist to manage baseline
|mplement and Maintain [[Tom internal and external threats to prevent compromises of the environments of the software Development & Test lconfigurations for development and test
05 e e ments 3or |being developed or maintained within them. Examples of environments for software development Functional Intersects With G024 Separately from operational baseline 5
Ssftwore bovelopment.[nclude development, build, test, and distribution environments. ¢ o to minimize the risk of unintentional
lchanges.
[Ensure that al Software are strongly protected WMechanisms exist ©o maintain a segmented
|mplement and Maintain_[[Tom internal and external threats to prevent compromises of the environments or the software ldevelopment network to ensure a secure
05 {mplement and Maintain |1 eing developed or maintained within them. Examples of environments for software development Functional Subset Of Secure ToA07 1
Ssttwore Dovelopment.[include development, build, test, and distribution environments. Environments
[Ensure that al Softw e stongy proreciea Mechanisms exist ©o manage separate
o ntarmal Anc evtermol hreats 1 revent compromises of e enranments o the oo ldevelopment, testing and operational
Ieing developed or maintained within them. Examples of environments for software development lenvironments to reduce the risks of unauthorized
vos Implement and Malntain |3 SO et and A on envrenments punctorsl | iersci i |oovetnmer e | Toncs  BECe o change o e Cheraiona cnironman s
; Jand to ensure no impact to production Technology
Software Development Operational Environments [Assets, Applications and/or Services (TAAS).
Ensure that al Softw e sTongy prorecied Wechanisms exist to ensure secure migration
o etermal and exornal 1ot 10 pevent compromises of the emvronents or e <o practices purge Technology Assts, Applcations
Implerent and Maintain-|being developed or maintained witin them. Examples of environments for software development endlor Services (TARS) o testdevelopmentsiaging
505 Secure Environments for_[include development, build, test, and distribution environments. Functional Intersects With | Secure Migration Practices| TDA-08.1 [data and accounts before it is migratet 5
Software Development broduction sironment
Separate and protect each environment involved n software development exist to maintain a segmented [Example 1: Use multi-factor, sk based authentication and
ldevelopment network to ensure a secure lconditional access for each environmen
ldevelopment environment. lExample 2: Use network segmentation and access controls to
separate the environments from each other and from production
environments, and to separate components from each other
within each non-production environment, in order to reduce
attack surfaces and attackers' [ateral movement an
privilege/access escalation.
[Example 3: Enforce authentication and tightly restrict
lconnections entering and exiting each software development
lenvironment, including minimizing access to the internet to only
it s necessary
Example e direct human access to toolchain systems,
och e bl aenvices. Contmuoudy montor and audR a1 accecs
attempts and all use of privileged access
[Example 5: Minimize the use of production-environment software|
land services from non-production environments.
PO.5.1 NIA Functional Subset Of Secure Development TDA-07 10 [Example 6: Regularly log, monitor, and audit trust relationships
for authorization and access between the environments and
Ibetween the components within each environment.
Exampie 7 Continuouslylog and monicr operations and alerts
Jacross all components of the development environment
ctact, respond. and recouer fom aRempted and Sctval cyber
incidents.
[Example 8: Configure security controls and other tools involved
i separating and protecting the environments to generate
artifacts for their activities.
Erample 9: Continuously monior al software deployed n each
lenvironment for new vuinerabilities, and respond
uneraniities appropriately following a sk oaced approach.
fExample 10: Configure and implement measures to secure the
lenvironments’ hosting infrastructures following a zero trust
architecture.
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[Separate and protect each environment involved in software development IMechanisms exist to manage separate
ldevelopment, testing and operational
1S to reduce the risks of unauthorized
Seperation of [2ccess or changes to the operational environment
PO.5.1 NA Functional Intersects With gev$\ipr;-e‘r‘é.nrfrsz;‘n"g‘ ann[u A8 e O act it tion Technology 5
perational onments |assets, Applications and/or Services (TAAS).
[Secure and harden development endpoints (L., endpoints for software designers, developers, [Mechanisms exist to develop, document and [Example 1: Configure each development endpoint based on
ltesters, builders, etc.) to perform development related tasks using a risk-based approac! Imaintain secure baseline configurations for lapproved hardening guides, checklists, etc.; for example, enable
[Technology Assets, Applications andor Services [FIPS-compliant encryption of all sensitive data at rest and in
(TAAS) that are consistent with industry-accepted transit.
lsystem hardening standards. [Example 2: Configure each development endpoint and the
ldevelopment resources to provide the least functionality needed
loy users and services and to enforce the principle of least
privilege.
[Example 3: Continuously monitor the security posture of all
[development endpoints, including monitoring and auditing all
luse of privileged access.
[Example 4: Configure security controls and other tools involved
in securing and hardening development endpoints to generate.

P02 A Functional Subset Of Secure Baseline o0z 10 forifacts for ther actuiies, Pome o9
[Example 5: Require multi-factor authentication for all access to
ldevelopment endpoints and development resources.

[Example 6: Provide dedicated development endpoints on non-
lproduction networks for performing all development-relate
ltasks. Provide separate endpoints on production networks for all
other tasks.
[Example 7: Configure each development endpoint following a
zero trust architecture.
[Secure and harden development endpoints (i.e., endpoints for software designers, developers, Mechanisms exstto manage baselne
testers, builders, etc.) to perform development-related tasks using a risk-based approach Development & Test lconfigurations fo development a
PO.5.2 NA Functional Intersects With CFG-02.4 <l rom aperatonl baseine s
a to minimize the risk of unintentional
[changes.
Secure andardn development exdputs e, andpoits o softwars desgners, developes. Configure Technology iechariems exitto conigue Technology Resets,
ltesters, builders, etc.) to perform development related tasks using a risk-based approach. . |Applications andfor Services (TAAS) utilized in high-
PO.5.2 NIA Functional Intersects With A;:fﬁ(é"[}'}f:;;°"i?"“",’f’ CFG-02.5 |rick areas with more restrictive baseline. 5
Risk Areas lconfigurations.
[Felp prevent unauthorized changes to code, both inadvertent and intentional, which Courd [Mechanisms exist to enforce configuration
protect All Forms of Code |CIrcumvent or negate the intended security characteristics of the software. For code that is not restrictions in an effort to restrict the ability of
ps.1 1 % [intended to be publicly accessible, this helps prevent theft of the software and may make it more Functional Intersects with | Access Restriction For | o |users to conduct unauthorized changes. 5
and Tampering. - difficult or for attackers to find vulnerabilities in the software.
[Help prevent unauthorized changes to code, both inadvertent and intentional, which could Mechanisms exist to restrict software liorary
protect All Forms of Code [CfCUMVent or negate the intended security characteristicsof the software. Fo code that s not privileges to those individuals with a pertinent
ps.1 o Uit aces intended to be publicly accessible, this helps prevent theft of the software and may make it more Functional Intersects With Library Privileges CHG.04,5 |pusiness need for access, 5
Tamper iheul o time.£oneuming for attockers 4 hrd vuinerabilties n the sorware
Store all forms of code - INCluding source code, executable code, and configuration-as-code - based Mechanisms exist to imit privileges to change
Ps11 NA on the principle o east priviege 5o that nly authorized personnel,tools, services, et have Functional Equal Access to Program Source | 1pa30  foftware resident within software liraries. 10
Provide a Mechanism for |Help software acquirers ensure that the software they acquire is legitimate and has not been Mechanisms exist to publish integrity verification
Ps.2 Verifying Software Release [tampered with. Functional Equal Software Release Integrity | 1pa-20.1  [information for software releases. 10
tegrity
Make software integrity verification information available to software acquirers Mechanisms exist to publish Integrity veriication [Example 1: Post Cryptographic hashes for release files on a well-
information for software releases. secured website.
[Example 2: Use an established certificate authority for code
signing so that consumers’ operating systems or other tools and
L services can confirm the validity of signatures before use.

WA Functona Cuat[SOmvare Relesse nteaiy | 1o, to peices o confim the valcly of sgnature before se.
including certificate renewal, rotation, revocation, an
lprotection.

Preserve software refeases n orderto help dentiy analyze. and eliminate vulnerabities Mechanisms exist to archive software releases and
s ot s discovered in the software after relea: g s lal of their components (e.q., code, package files,
rchive and Protect Eac . rchiving Software . lthird-party libraries, documentation) to maintain
ps3 Software Release Functional Equal Relea: TPA20.2 ikegrity verification information. 0
Securely archive the necessary files and supporting data (e.g., Integrity verffication information, Mechanisms exist to archive software releases and [Example 1: Store the release files, associated mages, etc. in
lprovenance data) to be retained for each software release. lal of their components (e.q., code, package files, repositories following the organization’s established policy. Allow
{third-party libraries, documentation) to maintain read-only access to them by necessary personnel and no access
integrity verification information. lby anyone else.
Ps.3.1 NA Functional Equal Archiving Software TDA-20.2 10 [Example 2: Store and protect release integrity verification
Releases information and provenance data, such as by keeping it in a
Iseparate location from the release files or by signing the data.
[Securely archive the necessary files and supporting data (e.g., Integrity verification information, Mechanisms exist to escrow source code and
lprovenance data) to be retained for each software release. lsupporting documentation to ensure software
PS3.1 NA Functional Intersects With Software Escrow ToA20.3 [Bvailability in the event the software provider goes 5
lout of business or is unable to provide support
(Collect, safeguard, maintain, and share provenance data for all components of each software Mechanisms exist to obtain, protect and distribute
release (e.g. in a software bill of materials [SBOM]). i nology
Jassets, Applcations and/or Services (TAAS) that
rib re configuration, installation and
peration of the TARS,2) Efective vee and
D of security and(3)
532 NA Functional Intersects With Reaurements TDA-04  |Known vulnerabilities regarding configuration and 5
e of administrative (e.g., privileged) functions.
(Collect, safeguard, maintain, and share provenance data for all Components of each software [Mechanisms exist to generate, or obtain, a
release (e.g., i a software bill of materials [SBOM]) [Software Bill of Materials (SBOM) for Technology
|Assets, Applications and/or Services (TAAS) that
532 NA Functional Intersects it | Sftware L S Materials | 1pa.04.2 ists software packages in use, including versions 5
land applicable licenses.
[Gentify and evaluate the securlty requirements for the software; determine what security risks the [Mechanisms exist to develop appiications based on
Software is likely to face oftware’s design and architecture shoul [secure Software Development Practices (SSDP).
esion Software to Meet. | mitigate those riske: and JuSkTy any cases where ris based analysis méicates that securty re Software
PW.1 Security Requirements and requirements should be relaxed or waived. Addressing security requirements and risks during Functional Intersects With | Development Practices | ~ TDA-06 5
Witigate Security Risks ~[software design (secure by design) is key for improving software security and also helps improve (S5DP)
ldevelopment efficiency.
[Gentify and evaluate the securlty requirements for the software; determine what security risks the Mechanisms exist to require the developer of the
Software is likely to face during operation and how the software’s design and architecture should [Technology Asset, Application andor Se
Design Software to Meet |mitigate those risks; and justify any cases where risk-based analysis indicates that security Criticality Analysis During TAAS) to perform a critcalty analysis at
PW.1 Security Requirements and|requirements should be relaxed or waived. Addressing security requirements and risks during Functional Intersects With Y Analy 9| ToA-06.1 ecision points in the Secure 5
Witigate Security Risks ~[software design (secure by design) is key for improving software security and also helps improve Development Life Cycle (SD!
ldevelopment efficiency.
iGentify and evaluate the security requirements for the software; determine what security risks the Mechanisms exist to perform threat modeling and
Software is likely to face during operation and how the software’s design and architecture should lother secure design techniques, to ensure that
Design Software to Meet |mitigate those risks; and justify any cases where risk-based analysis indicates that security [threats to software and solutions are identified and
PW.1 Security Requirements and requirements should be relaxed or waived. Addressing security requirements and risks durin Functional Intersects With Threat Modeling TDA-06.2  faccounted for. 5
Witigate Security Risks ~[software design (secure by design) is key for improving software security and also helps improve
ldevelopment efficiency.
iGentify and evaluate the security requirements for the software; determine what security risks the Mechanisms exist to utilize a Software Assurance
software is likely to face during operation and how the software’s design and architecture should IMaturity Model (SAMM) to govern a secure
Design Software to Meet |mitigate those risks; and justify any cases where risk-based analysis indicates that security Software Assurance velopment lifecycle for the development of
PW.1 Security Requirements and requirements should be relaxed or waived. Addressing security requirements and risks during Functional Intersects With |, 20Iae A aES,) | TOA-06.3 [Technology Assets, Applications and/or Services 5
Mitigate Security Risks ~[software design (secure by design) is key for improving software security and also helps improve Y (TARS).
ldevelopment efficiency.
[Use forms of risk modeling - such as threat modeling, attack modeling, or attack surface mapping — Mechanisms exist to perform threat modelling and [Example 1: Train the development team (security champions, in
to help assess the security risk for the software. lother secure design techniques, to ensure that lparticular) or collaborate with a risk modeling expert to create
[threats to software and solutions are identified and Imodels and analyze how to use a risk-based approach to
laccounted for. lcommunicate the risks and determine how to address them,
including implementing mitigations.
re rigorous assessments for high-risk
lareas, such as protecting sensitive data and safeguarding
dentification, authentication, and access control, including
(credential management.

PW.L1 NA Functional Intersects With Threat Modeling TDA-06.2 5 [Example 3: Review vulnerability reports and statistics for

lprevious software to inform the security risk assessment

mple 4: Use data classification methods to identify and
(characterize each type of data that the software will interact
with.

[Track and maintain the software’s security requirements, risks, and design decisions. Mechanisms exist to design and implement product] [Example 1: Record the response to each risk, including how
Imanagement processes to proactively govern the Imitigations are to be achieved and what the rationales are for
[design, development and production of Technology lany approved exceptions to the security requirements. Add any
|Assets, Applications and/or Services (TAAS) across Imitigations to the software’s security requirements.
lthe System Development Life Cycle (SDLC) tor(1) Maintain records of design decisions, risk responses,
improve functionality:(2) Enhance security and land approved exceptions that can be used for auditing and
resiliency capabilities;(3) Correct security Imaintenance purposes throughout the rest of the software life

PW.12 NA Functional Subset Of Product Management | TDA-OL1 [deficiencies; and(4) Conform with applicable 10 cycle.

Jstatutory, regulatory and/or contractual obligations. mple 3: Periodically re-evaluate all approved exceptions to
the security requirements, and implement changes as needed

[Track and maintain the software’s security requirements, risks, and design decisions. Mechanisms exis to desin, develop and produce
[Technology Assets, Applications and/or Servi
TARS) i such  way that risk based techmical and

Minimum Viable Product unctional specifications ensure Minimum Viable
PW.12 NA Functional Intersects With (MVP) Security TDA02  [Product (MVP) criteria establish an appropriate 5
Requirements level of security and resiliency based on applicable
fisks and threats.

[Where appropriate, build in SUpPOTE for Using standardized security features and services (€.9., [Mechanisms exist to design, develop and produce [Example 1: Maintain one or more software repositories o

lenabling software to integrate with existing log management, identity management, access control, [Technology Assets, Applications and/or Services Imodules for supporting standardized security features and
land vuinerability management systems) instead of creating proprietary implementations of security (TAAS) in such a way that risk-based technical and services.

features and services. [Formerly PW.4.3] ffunctional specifications ensure Minimum Viable [Example 2: Determine secure configurations for modules for
PProduct (MVP) criteria establish an appropriate lsupporting standardized security features and services, and

Minimum Viable Product level of security and resiliency based on applicable Imake these configurations available (e.g., as configuration-as-

PW.13 NA Functional Intersects With (MVP) Security TDA02  |risks and threats. 5 lcode) so developers can readily use them.

Requirements [Example 3: Define criteria for which security features and
services must be supported by software to be developed.
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Where appropriate, build in support for using standardized security features and services (e.g Mechan to implement secure
lenabling software to integrate with existing log management, identity management, access control, Configuration settings by detault to reduce the
land vulnerability management systems) instead of creating proprietary implementations of security likelinood of Technology Assets, Applications andjor
s A eaturs and srvices. (Formerly P.4.31 Functonal | ntesects Wit [Secure Stangs By Defau| Toa.00.6 [FErces TAAS) beng depoyed with weak seaurty |
lof compromise.
Wihere appropriate, bUIId In support for Using standardized securlty features and services (€.0.. Mechanisms exist to develop applications based on
lenabling software to integrate with existing log management, identity management, access cantrol, Secure Sofoware [secure Software Development Practices (SSDP)
PWL3 NA land vulnerability management systems) instead of creating proprietary implementations of security | Fynctional Intersects With | Development Practices | TDA-06 5
lfeatures and services. [Formerly PW.4.3] g
[Relp ensure that the software wil meet the security requirements and satisfactorily address the Mechanisms exist to design, develop and produce
identified risk information. [Technology Assets, Applications and/or Services
Review the Software (TAAS) in such a way that risk-based technical and
esign to Verify Minimum Viable Product functional specifications ensure Minimum Viable
w2 Compliance with Security Functional Intersects With (MVP) Security TDA02  [Product (MVP) criteria establish an appropria 5
Requirements and Risk Requirements fove of securiy and resilency based on Spmlcable
Information isks and thre
Felp ensure that the software wil meet the security requirements and satisfactorlly address the Mechanisms exist to require software developers tol
identified risk information. lensure that their software development processes
Review the Software lemploy industry-recognized secure practi
Design to Verify ecure programming, engineering methods, quality
w2 Compliance with Security Functional Intersects With | DeveloPment Methods, | pa62.3 - fcontrol processes and validation techniqu 5
Requirements and Risk a iminimize flawed and/or malformed software.
Information
Review the Software _[Felp ensure that the software will meet the security requirements and satisfactorlly address the Mechanisms exist to mitigate the risk associated
o Vet dentified risk information. |with the use of insecure ports, protocols and
w2 Compliance with Security Functional Intersects with |"secure Ports, Protocols &y g5 6 fservices necessary to operate technology solutions. 5
Requirements and Risk
information
Review the Software _|Fielp ensure that the software wil meet the securlty requirements and satisfactorlly address the Mechanisms exist to Include appropriate Security,
eslon to verlfy © [[dentified isk information. Security, Compliance & lcompliance and resilience representatives in the
w2 Compliance with Security Functional Intersects With | Resilience Representatives| TDA-02.7 |Product feature andor functionality change control 5
Requirements and Risk For Product Changes. review process
Information
Review the Software _|11elp ensure that the software will meet the security requirements and satisfactorlly address the Mechanisms exist to utilize a Software Assurance
Design to verify  [dentified risk information, Maturity Model (SAMM) to govern a secure
w2 Compliance with Security Functional Intersects With | Software Assurance | rpj o 3 [development lfecycl for the development of 5
Rt ements and Risk aturity Model (SAMM) [Technology Assets, Applications andor Services
Information s)
Review the Software _|11elp ensure that the software wil meet the security requirements and satisfactorlly address the Mechanisms exist to have an independent review
Design to verify ~ [dentified risk information. Jof the software design to validate:(1) Applicable
w2 Compliance with Security Functional Intersects With | Software Design Review | TDA-06.5 [SeCurity. compliance and resilience requirements 5
Requirements and Risk Jare met; and(2) Identified risks are remediated.
Information
[Have 1) a qualified person (or people) who were not involved with the design andjor 2) automated Mechanisms exist to have an independent review [Example 1: Review the software design to confirm that It
processes instantiated in the toolchain review the Gesign to confirm and enforce that it f the software design to validate:(1) Applicable laddresses applicable security requirements.
Imeets al of the security requirements and satisfactorily addresses the identified risk information Jsecurity, compliance and resilience requirements [Example 2: Review the risk models created during software
lare met; and(2) Identified risks are remediated. desin todetermine i they appear t0 adequately ideniy the
risks.
Erample 3;Review the software desgn to confirm that
er ool addrases e rske Jqented by the itk models.
Example 4: Have the software's designer correct falures to meet
PW2.1 NA Functional Equal Software Design Review | TDA-06.5 10 the requirements
Examle 5: Change the design andr the ik response strateay
f the security requirements cannot be
Exampie 6. Record the findings of design reviews to serve as
artifacts (e.g., in the software specification, in the issue tracking
system, in the threat model).
[Lower the costs of software development, expedte software development, and decrease the Mechanisms exist to design and implement product]
likelinood of introducing additional security vulnerabiliies into the software by reusing Software imanagement processes to proactively govern the
Imodules and services that have already had their security posture checked. This is particularly ldesign, development and production of Technology
important for software that implements security functionality, such s cryptographic modules and |Assets, Applications and/or Services (TAAS) across
lrotocols. lthe System Development Life Cycle (SDLC) tox(1)
Reuse Existing, Well- Improve functionality:(2) Enhance security and
Reuse Exiting, Well- resiliency capabilities;(3) Correct security
PW.4 cureq Software Jin Functional Intersects With | Product Management | TDA-01.1 [deficiencies; and(4) Conform with applicable 5
lstatutory, regulatory and/or contractual obligations.
Duplicating Functionality
[Lower the costs of software development, expedite software development, and decrease the echanisms exis fo ensure vendors |
likelinood of introducing additional security vulnerabiliies into the software by reusing Software ) Deliver the Technology Asset,
Imodules and services that have already had their security posture checked. This is particularly loplication ann/ur Service (TAAS) with a pre-
Reuse Existing, Well- [ mportant for software that implements security functionality, such s cryptographic modules and
rotocols. Establi (naa) voe the e-cstabiished, secure
owa secured Software Wihen P Functonal | ntersectsvitn | PreEstablisned Secure | 1o, 05 4 e e eauent 5
Duplicating Functionality ITARS reinsallaion o uparacde.
[Cower the costs of software development, expedte software development, and decrease the Mechanisms exist to utilize only Commercial OF-
Reuse Existing, Well- iikelihood of introducing additional security vulnerabilities into the software by reusing software [the-Shelf (COTS) security products
WA Secured Software When |modules and services that have already had their security posture checked. This is particularly Functional Intersects with | Commercial Off-The-Shelf | rp, 43 5
Feasible Instead of _|important for software that implements security functionality, such as cryptographic modules and (COTS) Security Solutions
Duplicating Functionality. [protocols.
[Acquire and maintain well-secured software components (€., software libraries, modules, Mechanisms exist to utilize only Commercial OFF- [Example 1: Review and evaluate third-party software
imiddleware, frameworks) from commercial, open-source, and other third-party developers for use [the-Shelf (COTS) security products lcomponents in the context of their expected use. If a component
by the organization’s software. i to be used in a substantially different way in the future,
Iperform the review and evaluation again with that new context
in mind.
[Example 2: Determine secure configurations for software
components, and make these available (e.9, a5 configuration-as,
lcode) so developers can readily use the configuration:
Example 3: Obtain provenance information (4.6, SBOM, source
lcomposition analysis, binary software composition analysis) for
each software compenent,and analyze that information (0 bette|
lassess the risk that the component may in
Erampic 4 Estaoih one or more Sofware repes:tones to host
anctioned and vetied open-source compone
mple 5. Maintain 5 e of rgoriaton appreved commercil
software components and companent versions aiong wih their
The- lprovenance data.
PW.4L NA Functional Intersects witn | (SomeLcie O TheShel | roao3 5 [Example 6: Designate which components must be included in
software to be developed.
Example 7: Implement processes to update deployed software
lcomponents to newer versions, and retain older versions of
software components until all ransitions from those versions
Inave been completed successfuly.
[Example 8: If the integrity or provenance of acquired binaries
lcannot be confirmed, build binaries from source code after
\verifying the source code’s integrity and provenance:
(Create and maintain well-secured software components in-house following SDLC processes to meet Mechanisms exist to design and implement product] [Example 1: Follow organization-established security practices for
common internal software development needs that cannot be better met by third-party software Imanagement processes to proactively govern the secure software development when creating end mainaining the
components. ldesign, development and production of Technology lcompon
|Assets, Applications and/or Services (TAAS) across Example 2 De(ermme secure configuations for software
lthe System Development Life Cycle (SDLC) toi(1) lcomponents, and make these available s configuration-as-
improve functionality;(2) Enhance security and coe) 50 develpers can readlly use the confguratons
resiliency capabilities:(3) Correct security [Example 3: Maintain one or more software repositories for these
ldeficiencies; and(4) Conform with applicable lcomponents.
[statutory, regulatory and/or contractual obligations. mple : Designate which components must be included in
PW.42 NA Functional Intersects With | Product Management | TDA-01.1 5 oftware to be develof
Examle 5: Implement pru(esses to update deployed software
and maintain older versions of
oTowars components unti ol ransitons rom those vercons
ave been completed successfully.
Create and maintain well-secured software components In-house following SDLC processes to meet Pcheriems XSt o reaire e deveiopes
lcommon internal software development needs that cannot be better met by third-party software (Technology Asss ations andlor Serices
components. TARS) to prodvce a Gesign speciteation
Kecurty aréhitecture that (1) 15 condstent with and
lsupportive of the organization’s securi
larchitecture which is established within and is an
itegratd par of the organizaton's eterpriss
larchitecture:(2) Accurately and com
(Gescribes the required securiy funchionaity and
waz o Functional Intersects with | Developer Architecture & | 1o, oo fthe allocation of security, complian: 5
resilience controls among physical and logical
lcomponents; and(3) Expresses how individual
lsecurity functions, mechanisms and services work
ltogether to provide required security capabilities
land a unified approach to protection.
(Create and maintain well-secured software components in-house following SDLC processes to meet Secure Software Wechanisms exist to develop applications based on
Pw.a2 A Icommon internal software development needs that cannot be better met by third-party software Functional Intersects With | Development Practices | TDA-0G [Secure Software Development Practices (SSDP) s
components. (550P)
Create and maintain well-secured software components In-house following SDLC processes to meet Mechanisms exist to utlize a Software Assurance
lcommon internal software development needs that cannot be better met by third-party software sottware & Maturity Model (SAMM) to govern a secure
lcomponents. oftware Assurance .06.3 [development lfecycle for the development of
pwa.2 (2 Functional Intersects With | - waturity Mogel (saMM) | TPA063 trechngiogy Assets, Applications andor Services °
S).
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|Verify that acquired commercial, open-source, and all other third-party software components [Mechanisms exist to design, deve\op and produce [Example 1: Regularly check whether there are publicly known
lcomply with the requirements, as defined by the organization, throughout their life cycles. [Technology Assets, Applications and/or Services \ulnerabilities in the software modules and services that vendors
(TAAS) in such a way that risk-based technical and lhave not yet fixed.
functional specifications ensure Minimum Viable Example : Buld into the toolchain automatic detection f Known
PProduct (MVP) criteria establish an appropriat \vulnerabilities in softwar
Ievel of security and resilency based on epplicable Example 3: Use existing resus fom commema\ services for
fisks and threas. \vetting the software modules and service:
Example 4: Ensure that each software component is il sctively
Imaintained and has not reached end of life; this should include
Minirmum Viable Product new valnerapilties found in the software being remediated
[Example 5: Determine a plan of action for each software
PW.a4 NA Functional Intersects With (MVP) Security TDA-02 Component that 1 o lonber being maintained or will ot be
Requirements lavailable in the near future.
[Example 6: Confirm the integrity of software components
ihvough digital signatures o other mechanisms
[Example 7: Review, analyze, and/or test code. See PW.7 and
Pw.8.
[Verify that acquired commercial, open-source, and all other third-party software components [Mechanisms exist to require the developers of
lcomply with the requirements, as defined by the organization, throughout their life cycles. [Technology Assets, Applications and/or Services
(TAAS) to identify early in the Secure Development
PW.a4 NA Functional Intersects With | POrts: Protocoie & SeVIces| 1pag51 - life Cycle (SDLC), the functions, ports, protocols
land services intended for use
[Verify that acquired commercial, open-source, and all other third-party software components [Mechanisms exist to require process owners to
lcomply with the requirements, as defined by the organization, throughout their life cycles. |dentification & Justification identify, document and justify the business need
Pw.aa NA Functional Intersects With | of Ports, Protocols & | TDA-02:5 [[or the ports, protocols and other services
Services Inecessary to operate their technology solutions.
[Verify that acquired commercial, open-source, and all other third-party software components [Mechanisms exist to mitigate the risk associated
lcomply with the requirements, as defined by the organization, throughout their life cycles Insecure Ports, Protocols & [with the use of insecure ports, protocols an
PW.A4 NA Functional Intersects With Dot o TDA02.6 [eervices nacessary to operate technology solutions.
[Verify that acquired commercial, open-source, and al other third-party software components Mechanisms exist to generate, or obtain,
lcomply with the requirements, as defined by the organization, throughout their life cycles. [software Bill of Materials (SBOM) for Technology
|Assets, Applications and/or Services (TAAS) that
owaa e Functonal | itersects i | SOwareSitaraterias | 0, 1SS OO i S A e
land applicable licenses.
[Decrease the number of security vulnerabilities in the software, and reduce costs by minimizing [Mechanisms exist to design and implement product|
\ulnerabilities introduced during source code creation that meet or exceed organization-defined Imanagement processes to proactively govern the
\ulnerability severity criteria. [design, development and production of Technology
|Assets, Applications andjor Services (TAAS) across
lthe System Development Life Cycle (SDLC) tor(1)
improve functionality;(2) Enhance security and
Create Source Code by esiliency capabilities;(3) Correct security
PW.S Adhering to Secure Coding Functional Intersects With Product Management | TDA-01.1 |deficiencies; and(4) Conform with applicable
Jstatutory, regulatory and/or contractual obligations.
[Decrease the number of security vulnerabilities in the software, and reduce Costs by minimizing [Mechanisms exist to require software developers to|
introduced during source code creation that meet or exceed organization-defined lensure that their software development processes
\ulnerability severity criteria. lemploy industry-recognized secure practices for
Create Source Code by lsecure programming, engineering methods, quality
PWS Adhering fo Secure Coding Functional Intersects witn | DEvelopment Methods, | 195 3 |control processes and validation techniques to
'a [minimize flawed and/or malformed software.
Create Source Code by _|Decrease the number of security vulnerabilities in the software, and reduce Costs by minimizing Secure Software Mechanisms exist to develop appiications based on
PW.S Adhering to Secure Coding [vulnerabilities introduced during source code creation that meet or exceed organization-defined Functional Intersects With | Development Practices | TDA.06 [Secure Software Development Practices (SSDP).
vulnerability severity criteria. (S5DP)
[Follow all secure coding practices that are appropriate to the development languages and [Mechanisms exist to design and implement product| [Example 1: Validate all Inputs, and validate and properly encode
to meet the s Imanagement processes to proactively govern the all outputs.
|design, development and production of Technology [Example 2: Avoid using unsafe functions and calls.
|Assets, Applications and/or Services (TAAS) across [Example 3: Detect errors, and handle them gracefully.
lthe System Development Life Cycle (SDLC) to:(1) [Example 4: Provide logging and tracing capabilities.
improve functionality;(2) Enhance security and [Example 5: Use development environments with automated
resiliency capabilities;(3) Correct security [features that encourage or require the use of secure coding
|deficiencies; and(4) Conform with applicable lpractices with just-in-time training-in-place.
|statutory, regulatory and/or contractual obligations. [Example 6: Follow procedures for manually ensuring compliance
with secure coding practices when automated methods are
insufficient or unavaila
PW.5.1 N/A Functional Intersects With Product Management TDA-01.1 [Example 7: Use tools (e.g., linters, formatters) to standardize the
style and formatting of the source code
[Example 8: Check for other vulnerabilities that are common to
the development languages and environment.
[Example 9: Have the developer review their own human-
readable code to complement (not replace) code review
lperformed by other people or tools. See PW.7
[Follow all secure coding practices that are appropriate to the development languages and Mechanisms exist to design, develop and produce
to meet the s [Technology Assets, Applications and/or Services
(TAAS) in such a way that risk-based technical and
Minimum Viable Product unctional specifications ensure Minimum Viable
PW51 NA Functional Intersects With (MVP) Security TDA-02  [Product (MVP) criteria establish an appropriate
Requirements level of security and resiliency based on applicable
fisks and threats.
[Follow all secure coding practices that are appropriate to the development languages and [Mechanisms exist to ensure vendors /
to meet the Imanufacturers:(1) Deliver the Technology Asset
[Application and/or Service (TAAS) with a pre-
lestablished, secure configuration implemented;
Pre-Established Secure nd(@) Use the pre-<stabished, secure
PW.5.1 NA Functional Intersects With e TDA-02.4 Gefau o any sbseauent
TARE reinstaliation or uporad
[Follow all secure coding practices that are appropriate to the development languages and re Software Mechanisms exist to develop appiications based on
PW.5.1 NA 0 h Functional Intersects With Development Practices TDA-06  [Secure Software Development Practices (SSDP).
(S5DP)
[Follow all secure coding practices that are appropriate to the development languages and [Mechanisms exist to require system
s [developersfintegrators consult with security,
lcompliance andjor resiience personnel t:(1)
and implement a Security Testin:
Eustustion (STSE) plon, o similar capability;(2)
Security, Compliance & lduring the control testing and evaluation process;
PWS1 NA Functional mersects Wit | Resence Testing | TOA09 - loni(3) Document th resuts
[Follow all secure coding practices that are appropriate to the development languages and [Mechanisms exist to implement secure
to meet the s [configuration settings by default to reduce the
likelinood of Technology Assets, Applications and/or]
[Services (TAAS) being deployed with weak security
PW51 NA Functional Intersects With | Secure Settings By Default|  TDA09.6 [>Siiee® (TAA%) bEINg Seployed vt Mok ok
Jof compromise.
[Decrease the number of security vuinerabilties in the software and reduce costs by eliminating Mechanisms exst to require system
\ulnerabilities before testing occurs. [developersfintegrators consult with security,
|compliance andor resilience personnel to:(1)
[Create and implement a Security Testing and
Evaluation (ST&E) plan, or similar capability;(2)
implement a verifiable flaw remediation process to
Configure the Compilation. [correct weaknesses and deficiencies identified
Interpreter, an Security, Compliance & lduring the control testing and evaluation process;
W6 Protbeces to mprove Functional ntersects With | Resilence Testing | TOA09 o (5) Documen the resuls.
Executable Security o P!
[Decrease the number of security vulnerabilties in the software and reduce costs by eliminating [Mechanisms exist to implement secure
\Vulnerabilities before testing occurs. [configuration settings by default to reduce the
Configure the Compilation, likelinood of Technology Assets, Applications and/or]
Interpreter, and Build [Services (TAAS) being deployed with weak security
PG T o orove Functional Intersects With | Secure Settings By Default|  TDA-09.6  |SSiee® (AR bEINg Kop 0y oe 1 e ok
Executable Security lof compromise.
Use compiler, interpreter, and build tools that offer features to Improve executable security. [Mechanisms exist to require software developers to| [Example 1: Use up-to-date versions of compiler, interpreter, and
lensure that their software development processes louild tools.
lemploy industry-recognized secure practices [Example 2 Follow change management processes when
evel Method: lsecure programming, engineering methods, quality ldeploying or updating compiler, interpreter, and build tools, and
WS NA Functional Intersects witn | DSvelopment Methods, | 195 3 |control processes and validation techniques to laudit all unexpected changes to tools.
echniques & Processes [minimize flawed and/or malformed software. [Example 3: Regularly validate the authenticity and integrity of
lcompiler, interpreter, and build tools. See PO.3.
Use compiler, interpreter, and bulld tools that offer features to Improve executable security. [Mechanisms exist to develop appiications based on [Example 1: Use up-to-date versions of compiler, interpreter, and
[secure Software Development Practices (SSDP). louild tools.
[Example 2 Follow change management processes when
Secure Software ldeploying or updating compiler, interpreter, and build tools, and
P61 NA Functional Intersects With | Development Practices |  TDA-06 laudit all unexpected changes to tools
(S5DP) Example 3: Regularly validate the authenticity and integrty of
lcompiler, interpreter, and build tools. See PO.
Use compiler, interpreter, and bulld tools that offer features to Improve executable security. [Automated mechanisms exist to improve the
laccuracy, consistency and comprehensiveness of
P61 NA Functional Intersects With Supporting Toolchain | TDA-06.4 [secure practices throughout the asset's lifecycle.
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Determine which compile, inerpreter, and buld too features should be used and how each should
lbe configured, then implement and use the approved configuration:

[Mechanisms exist to design and implement product|
Imanagement processes to proactively gover the
[design, development and production of Technology
|Assets, Applications andjor Services (TAAS) across
fthe System Development Life Cycle (SDLC) to:(1)
improve functionality;(2) Enhance security and

ct securit
nform with applicable
Jstatutory, requlatory and/or contractual obligations.

[Example 1: Enable compiler features that produce warnings for
lpoorly secured code during the compilation process.

Eampie 2: Implement the “clean buld” concept, wher

lcompiler warnings are treated as errors and ehmma[ed except
[those determined to be false positives o irrelevant

v 3. Potorm all bullas i a dedicated, hwy conroled
lbuild environment.

[Example 4: Enable compiler features that randomize o
lobfuscate execution characteristics, such as memory location
would otherwise be predictable and thus potentially

[Example 5: Test to ensure that the features are working as

Throughout Development

PW.6.2 NA Functional Intersects With | Product Management | TDA-01.1 5 expeced snd are ot nadvertetly causing any opertona
issuies or other problems
Example &: Continuously verity that the approved configurations
are being used.
Erample 7: Wake the approved tool confgurations available a5
lconfiguration-as-code so developers can readily use
[Determine which compiler, interpreter, and bulld tool features should be used and how each should re Software Mechanisms exist to develop applications based on
PW.6.2 NA lbe configured, then implement and use the approved configurations. Functional Intersects With | Development Practices | TDA06 [Secure Software Development Practices (SSDP) 5
(55DP)
[Determine which compiler, interpreter, and build tool features should be used and how each should [Automated mechanisms exist to improve the
Ibe configured, then implement and use the approved configurations, laccuracy, consistency and comprehensiveness of
PW.6.2 NA Functional Intersects With | Supporting Toolchain | TDA-06.4 [eacure practices throughout hé assets Hifecycle. 5
[Felp Tdentify vulnerabilities so that they can be corrected before the software 1s released to prevent Mechanisms exist to require system
lexploitation. Using automated methods lowers the effort and resources needed to detect ldevelopers/integrators consult with security,
Vumerabilties. Human-readable code Includes source ode, scrpts, and any other form of code that lcompliance andor resience persomel o:(1)
an organization deems human-readable. and implement a Security Testing ant
Eva\uatmn (ST&E) plan, or s\mv\arcapab\l\ly )
ment a verifiable flaw remediation process to
o e o i Functional sussetof oo Phoms & | rongs [furing the contrl testingand evaluaton processs | g
Verify Compliance with Throughout Development
Security Requirements
[Felp identify vulnerabilities so that they can be corrected before the software 1s released to prevent Mechanisms exist to require the developers of
Review and/or Analyze lexploitation. Using automated methods lowers the effort and resources needed to detect [Technology Assets, Applications and/or Services
Code to code includes source code, scripts, and any other form of code that (TAAS) to employ static code analysis tools to
w7 dentify andan deems dabl Functional Intersects With Static Code Analysis | TDA-09.2 identify and remediate common flaws and 5
Verify Compliance with ldocument the results of the analysi
Security Requirements
[Felp Tdentify vulnerabilities so that they can be corrected before the software 1s released to prevent &xist to require the developers of
Review and/or Analyze lexploitation. Using automated methods lowers the effort and resources needed to dete [Technology Assets, Applications andor Services
Human-Readable Code to [vulnerabilities. Human-readable code includes source code, scripts, and any other form of code that (TAAS) to employ dynamic code analysis tools to
w7 dentify andan deems Functional Intersects With | Dynamic Code Analysis | TDA-09.3 [identify and remediate common flaws 5
Verify Compliance with ldocument the results of the analysis.
Security Requirements
[Felp Tdentify vulnerabilties so that they can be corrected before the software s released to prevent Mechanisms exist to utilize testing methods to
Review and/or Analyze _|exploitation. Using automated methods lowers the effort and resources needed to detect lensure Technology Assets, Applications and/or
uman Readable Code to vinerabilies. Human feadable code Includes source Code. scipts, and any other form of code that [Services (TAAS) continue to operate as intended
w7 dentify and Functional Intersects With | Malformed Input Testing | TDA-09.4 ~fwhen subject to invalid or unexpected inpus on its 5
Verify Compliance with interfaces.
Security Requirements
o GEntTy wilnersbiies so o ey con be CorTected befre e software I eleased (o prevent Mechanisms exist to perform application-level
Review andlor Analyze [oxpoltation Using automated methocs lowers the d resources needed to lpenetration testing of custom-made Technology
dable C 6 coe meloces Source core,Scripts and any otherform o code that |assets, Applications and/or Services (TAAS).
w7 dentify andan deems. " v Functional Intersects ith | APPlication Penetration | pp g9 5 " 5
Verify Compliance with Testing
Security Requirements
Determine whether code review (a person 100k directly at the code to find ssues) andjor code Mechanisms exist to require system [Example 1: Follow the organization’s policies or guidelines for
lanalysis (taols are used to find issues in code, either in a fully automated way or in conjunction with ldevelopers/integrators consult with securiy, lwhen code review should be performed and how it should be
2 person) should be used, as defined by the organization. lcompliance andor resilience personnel to:(1) lconducted. This may include third-party code and reusable code
[Create and implement a Security Testing and Imodules written in-house.
Evaluation (ST&E) plan, or similar capabilityi(2) Example 2: Follow the organization’s policies or guidelines for
implement a verifiable flaw remediation process to \when code analysis should be performed and how it should be
Security, Compliance & lcorrect weaknesses and deficiencies identified lconducted.
. lduring the control testing and evaluation process; [Example 3: Choose code review and/or analysis methods based
PW.7.1 NA Functional Subset Of Resilience Testing TDA09  [3na(5) Document the resuts. 10 lon the stage of the software. v
Throughout Development
Perorm the code review andlor code aralyis ased on he orgarizations secure coding stancards, Mechanisms exist to require the developers of [Example 1: Perform peer review of code, and review any existing
land record and triage all discovered issues and in the [Technology Assets, Applications and/or Services code review, analysis, or testing resuls s part of the p
lteam’s workflow or issue tracking system. (TAAS) to employ staic code analysis tools to
identify and remediate common flaws and Example 2: Use expert reviewers to check code for backdoors
ldocument the resuits of the analysis. land other malicious content.
Erample 3 Use peer reviewing tolstha faciltate the peer
review process, and document all discussions and o
[feedback.
[Example 4: Use a static analysis tool to automatically check codel
for vulnerabilities and compliance with the organization’s secure
odingstandard with  human rviewing he sues repored by
e too and remedating hem os necess
mple 5 Use review checklist to verty tht the code
W72 NA Functional Intersects With Static Code Analysis |  TDA-09.2 5 wmm,‘fes 5116 Butomaten t0oi t dentity and remediate
ldocumented and verified unsafe software practices on a
lcontinuous basis as human-readable code is checked into the
lcode repositor
[Example 7: Identify and document the root causes of discovered
issues.
[Example 8: Document lessons learned from code review and
lanalysis in a wiki that developers can access and search
[Perform the code review and/or code analysis based on the organization's secure coding standards, Mechanisms exist to require the developers of
land record and triage all discovered issues and in the [Technology Assets, Applications andor Services
lteam’s worklow or issue tracking system. (TAAS) to employ dynamic code analysis tools to
.72 NA Functional Intersects With | Dynamic Code Analysis | TDA-09.3 [identify and remediate common d 5
jocument the results of the analysis.
[Felp identify vulnerabiities so that they can be corrected before the software is released in order to Mechanisms exist to utilize testing methods to
et Executable Code to_|arevent exploltation. Using automated methods owers the effort and resources needed to detect lensure Technology Assets, Applications and/or
entify Vulnerabilities and |vulnerabilities and improves traceability and repeatability. Executable code includes binaries, . .09.4 [Services (TAAS) continue to operate as intended
pwe Verify Compliance with - [drectly executed bytbcade and source code, and any other form of code that an organisation Functional Intersects With | Malformed Input Testing | TOA-09.4. L K0 e or anexpected mputs on ts °
Security Requirements ~|deers executable, interfaces.
[Felp Tdentify vulnerabilities so that they can be corrected before the software 1s released In order to Mechanisms exist to perform application-level
Jest Executable Code to_prevent exploitation. Using automated methods lowers the effrt and resources needed to detect rop! . lpenetration testing of custom-made Technology
entify Vulnerabilities and |vulnerabilities and improves traceability and repeatability. Executable code includes binaries, . pplication Penetration 095 [Assets, Applications and/or Services (TAAS)
Pws Verify Compliance wih._ irecty exccuted bytecode and source code, and any other form o code that an organization Functional | Intersects With Testing TOA095 P s
Security Requirements |deems executable.
[Determine whether executable code testing should be performed to find vunerabilities not Mechanisms exist to design and implement product] [Example 1: Follow the organization's policies or guidelines for
identified by previous reviews, analysis, o testing and, if so, which types of testing should be used. Imanagement processes to proactively govern the when code testing should be performed and how it should be
ldesign, development and production of Technology lconducted (e.g.. within a sandboxed environment) ay
|Assets, Applications and/or Services (TAAS) across include third-party executable code and reusable executable
lthe System Development Life Cycle (SDLC) to:(1) lcode modules written in-house.
improve functionality:(2) Enhance security and Example 2: Choose testing methods based on the stage of the
resiliency capabilities;(3) Correct security software.
PW.8L NA Functional Intersects With | Product Management | TDA-01.1 [deficiencies; and(4) Conform with applicable 5
lstatutory, regulatory and/or contractual obligations.
[Determine whether executable Code testing should be performed to find vunerabilities not Mechanisms exist to require system
identified by previous reviews, analysis, or testing and, if so, which types of testing should be used. ldevelopers/integrators consult with securiy,
|compliance and/or resilience personnel to:
[Create and implement a Security Testing and
Evaluation (ST&E) plan, or similar capabilityi(2)
implement a verifiable flaw remediation process to
Security, Compliance & lcorrect weaknesses and deficiencies identified
.81 NA Functional Intersects With Resilience Testin ToA09  [Jugna the control festing and evaluation processi s
Throughout Development
Scope The testing, design (e (ets perorm he tesing, and document e resuts Tcludng Mechanisms exist to require system [Example 1: Perform robust functional testing of security features.
recording and triaging all discovered issues an the ldevelopers/integrators consult with securiy, Examle 2: ntegrate dynamic vinerabiiy esting into the
lteam’s workflow or issue tracking system. fomplance anlorresiience personmel lproject’s automated test suite.
[Create and imple esting and Erarmpie 3¢ Incorporate tess for previously reported
Evatustion (STAE) plan. or smilar caponiy:2) \Vuinerabiities into the project’s test suite to ensure that errors
implement a verifiable flaw remediation process to are not reintroduced.
lcorrect weaknesses and deficiencies identified Example 4: Take into consideration the infrastructures and
lduring the control testing and evaluation process; [technology stacks that the software will be used with in
land(3) Document the resuits. lproduction when developing test plans
[Example 5: Use fuzz testing tools to find issues with input
Inanding.
Security, Compliance & [Example 6 If resources are available, use penetration testing to
PW.8.2 NA Functional Subset Of Resilience Testing TDA09 10 Simulate how an attacker might attempt to compromise the

Isoftware in high-risk scenarios.
[Example 7: Identify and record the root causes of discovered
issues.

[Example 8: Document lessons learned from code testing in a wiki
ithat developers can access and search.

[Example 9: Use source code, design records, and other
Iresources when developing test plans.
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(Configure Software to Have|
Secure Settings by Default

[Help improve the security of the software at the time of installation to reduce the likelihood of the
[software being deployed with weak security settings, putting it at greater risk of compromise

Functional Equal Secure Settings By Default|

TDA-09.6

IMechanisms exist to implement se
Configuration settings by default to reduce the
likelihood of Technology Assets, Applications andjor|
[Services (TAAS) being deployed with weak security
lsettings that would put the TAAS at a greater risk
lof compromise.

PW.9.1

N/A

[Define a secure baseline by determining how to configure each setting that has an effect on
security or a security-related setting so that the default settings are secure and do not weaken the
security functions provided by the platform, network infrastructure, or services.

Secure Baseline

Functional Configurations

Equal

CFG-02

[Mechanisms exist to develop, document and
Imaintain secure baseline configurations for
[Technology Assets, Applications and/or Services
(TAAS) that are consistent with industry-accepted
lsystem hardening standards,

[Example 1: Conduct testing to ensure that the settings, including
lthe default settings, are working as expected and are ni
inadvertently causing any security weaknesses, operational
issues, or other problems.

PW.9.1

NIA

[Define a secure baseline by determining how to configure each setting that has an effect on
security or a security-related setting so that the default settings are secure and do not weaken the
security functions provided by the platform, network infrastructure, or services.

Minimum Viable Product
(MVP) Security
Requirements

Functional Intersects With

TDA-02

[Mechanisms exist to design, develop and produce
[Technology Assets, Applications and/or Service:
(7A2S) n sich 2 way that risk-based technical and
nctional specifications ensure Minimum Viable
Product (VP criteia estabiish an appropriate
level of security and resiliency based on applicable
risks and threats,

PW.O.L

N/A

[Define a secure baseline by determining how to configure each setting that has an effect on
security or a security-related setting so that the default settings are secure and do not weaken the
security functions provided by the platform, network infrastructure, or services.

Pre-Established Secure
e

Functional Intersects With

TDA-02.4

[Mechanisms exist to ensure vendors /
Imanufacturers:(1) Deliver the Technology Asset,
[Applcation andjar Service (TAAS) with » pre-

Era0) Uee e s Dre C cstabiished, secure
he default for any subsequent

TARS reinstallation or updrade

PW.9.1

N/A

[Define a secure baseline by determining how to configure each setting that has an effect on
security or a security-related setting so that the default settings are secure and do not weaken the
security functions provided by the platform, network infrastructure, or services.

Functional Intersects With ~ |Secure Settings By Default|

TDA-09.6

[Mechanisms exist to implement secure

[configuration settings by default to reduce the

likelihood of Technology Assets, Applications andjor|

[Services (TAAS) being deployed with weak security

lsettings that would put the TAAS at a greater risk
compromise.

PW.9.2

N/A

implement the default settings (or groups of default settings, if applicable), and document each
setting for software administrators.

Minimum Viable Product
(MVP) Security
Requirements

Functional Intersects With

TDA-02

[Mechanisms exist to design, develop and produce
[Technology Assets, Applications and/or Services
(TAAS) in such a way that risk-based technical and
[functional specifications ensure Minimum Viable
PProduct (MVP) criteria establish an appropriate
level of security and resiliency based on applicable
risks and threats,

[Example 1: Verify that the approved configuration is in place for
the software

[Example 2: Document each setting’s purpose, options, default
value, securiy relevance, potential operational mpact, and
relationships with other settin:

Exemple 3: Use authoritative orogrammatic technical

ow each setting can be implemented and
pssessed by Sottware admimetrat

mple 4 Store the defaut coniguration in a usable format
ond Tollow change contol pracices fof madtying (6.
lconfiguration-as-code).

W92

N/A

Implement the default settings (or groups of default settings, If appiicable), and document each
setting for software administrators.

Pre-Established Secure
e

Functional Intersects With

TDA-02.4

St to ensure vendors /

Imanufacturers:(1) Deliver the Technology Asset,

[Application and/or Service (TAAS) with a pre-
blished, secure

Erao) vee the pre-estabished, secure

e default for any subsequent

TARG reinstallation or uporad

PW.9.2

N/A

implement the default settings (or groups of default settings, if applicable), and document each
setting for software administrators.

Functional Intersects With ~ |Secure Settings By Default|

TDA-09.6

[Mechanisms exist to implement secure
[configuration settings by default to reduce the
likelinood of Technology Assets, Applications andjor|
[Services (TAAS) being deployed with weak security
lsettings that would put the TAAS at a greater risk
lof compromise.

Identify and Confirm
Vulnerabilities on an
Ongoing Basis

[Help ensure that vulnerabilities are identified more quickly o that they can be remediated more
lquickly in accordance with risk, reducing the window of opportunity for attackers.

Development Methods,

Intersects With | rechniques & Processes

Functional

TDA-02.3

[Mechanisms exist to require software developers to|
lensure that their software development processes
lemploy industry-recognized secure practices for
lsecure programming, engineering methods, quality
[control processes and validation techniques to
iminimize flawed and/or malformed software.

Identify and Confirm
Vulnerabilities on an
Ongoing Basis

[Help ensure that vunerabilities are identified more quickly so that they can be remediated more
lquickly in accordance with risk, reducing the window of opportunity for attackers.

Security, Compliance &
Resilience Representatives|
For Product Changes

Functional Intersects With

TDA-02.7

[Mechanisms exist to include appropriate security,
[compliance and resilience representatives in the
lproduct feature and/or functionality change control
review process,

Identify and Confirm
Vulnerabilities on an
Ongoing Basis

[Help ensure that vulnerabilities are identified more quickly o that they can be remediated more
lquickly in accordance with risk, reducing the window of opportunity for attackers.

Functional Intersects With | Software Design Review

TDA-06.5

[Mechanisms exist to have an independent review
Jof the software design to validate:(1) Applicable
lsecurity, compliance and resilience requirements
lare met; and(2) Identified risks are remediated.

Identify and Confirm
Vulnerabilities on an
ngoing Basis

[Help ensure that vulnerabilities are identified more quickly so that they can be remediated more
lquickly in accordance with risk, reducing the window of opportunity for attackers.

Security, Compliance &
Resilience Testing
Throughout Development

Functional Subset Of

TDA-09

Mechanisms exist to require system
nsult with security,
lcompliance and/or resilience personnel to:(1)
[Create and implement a Security Testing and
[Evaluation (ST&E) plan, or similar capability;(2)
implement a verifiable flaw remediation process to
|correct weaknesses and deficiencies identifie
|during the control testing and evaluation process;
land(3) Document the results.

Identify and Confirm
Vulnerabilities on an
Ongoing Basis

[Help ensure that vulnerabilities are identified more quickly 5o that they can be remediated more
lquickly in accordance with risk, reducing the window of opportunity for attackers.

Functional Intersects With  |Continuous Monitoring Plan|

TDA-09.1

[Mechanisms exist to require the developers of
‘echnology Assets, Applications and/or Services
(TAAS) to produce a plan for the continuous
Imonitoring of security, compliance andjor
resilience control effectiveness.

RV.11

N/A

[Gather information from software acquirers, users, and public sources on potential vulnerabilities in
lthe software and third-party components that the software uses, and investigate all credible
reports.

[Mechanisms exist to obtain, protect and distribute
ladministrator documentation for Technology
|Assets, Applications and/or Services (TAAS) that
|describe:(1) Secure configuration, installation and
loperation of the TAAS;(2) Effective use and

Functional Intersects With

b
Requirements

TDA-04

urity and(3)
[Known vulnerabilities regarding configuration and
ise of administrative (e.g., privileged) functions.

[Example 1: Monitor vulnerability databases . security mailing
liss, and other sources of vulnerabilty reports through manal
lor automated m
Example 2: Use thest ntelligence sources to better understand
lhow vulnerabilities in general are being exploi
[Exemple 3: Automatically review provenance o sotware

ata for all software components to identify any
o nerabies they have.

RV.L1

N/A

Gather information ram software acquirers users. and public sources on potential vuinerabities in
the software and third-party components that the software uses, and investigate all cred
reports.

Functional Intersects With Functional Properties

TDA-04.1

=t To requie Sofwere dovelopers o
lprovide mlormauon  describing the uncton
lproperties of the " compliance and
Fechience contrals to be utiized within Technology
|Assets, Applications andjor Services (TAAS) in
lsufficient detail to permit analysis and testing of
fthe controls.

RV.11

NIA

[Gather information from software acquirers, users, and public sources on potential vulnerabilities in
the software and third-party components that the software uses, and investigate all credible
reports.

Software Bill of Materials

Functional Intersects With (SBOM)

TDA-04.2

[Mechanisms exist to generate, or obta
Software Bil o Materials (SBOM) for Technology

|Assets, Applications and/or Services (TAAS) that

lists software packages in use, including versions
land applicable licenses.

RV.11

N/A

[Gather information from software acquirers, users, and public sources on potential vulnerabilities in
the software and third-party components that the software uses, and investigate all credible
reports.

Developer Architecture &

Functional Intersects With

TDA-05

[Mechanisms exist to require the developers of
[Technolagy Assets, Applications andior Services
(TAAS) to produce a design specification

Kecurity aremociure trat(n) 1o condstent with and
lsupportive of the organization's securi
CreRtectare which i estaplioned within and is an
integrated part of the organization's enterprise
larchitecture;(2) Accurately and complet

[describes the required security mnmnnamy and
lthe allocation of security, complian

resitonce controls amon ahysical and. \cg\(a\
|components; and(3) Expresses how individual
Jsecurity functions, mechanisms and services work
ltogether to provide required security capabilities
land a unified approach to protection.

RV.1.2

NIA

[Review, analyze, and/or test the software's code to identify or confirm the presence of previously
lundetected vulnerabilities,

Functional Subset Of Software Design Review

TDA-06.5

[Mechanisms exist to have an independent review
lof the software design to validate:(1) Applicable
Jsecurity, compliance and resilience requirements
lare met; and(2) Identified risks are remediated.

[Example 1: Configure the toolchain to perform automated code
lanalysis and testing on a regular or continuous basis for all
lsupported releases.

[Example 2: See PW.7 and PW.8.

RV.13

N/A

[Have a policy that addresses vulnerability disclosure and remediation, and implement the roles,
responsibilities, and processes needed to support that policy.

Vulnerability Disclosure

Functional Program (VDP)

Equal

THR-06

[Mechanisms exist to establish a Vulnerability
IDisclosure Program (VDP) to assist with the secure
|development and maintenance of Technology
|assets, Applications and/or Services (TAAS) that
receives unsolicited input from the public about
|vulnerabilties in organizational TAAS,

[Example 1 Establish a vulnerability disclosure program, and
Imake it easy for security researchers to learn about your
lprogram and report possible vulnerabilities.

[Example 2: Have a Product Security Incident Response Team
(PSIRT) and processes in place to handle the responses to
vuinerabilty reports and incdents, inclucing communications
lplans for all stakehol

Example : Hove a securiy response playbook to handle a
lgeneric reported vulnerability, a report of zero-days, a
\vulnerability being exploited in the wild, and a major ongoing
incident involving multiple parties and open-source software.
lcomponents.

[Example 4: Periodically conduct exercises of the product security|
incident response processes.

Assess, Prioritize, and
Remediate Vulnerabilities

[Help ensure that vulnerabilities are remediated in accordance with risk to reduce the window of
lopportunity for attackers.

Development Methods,

Intersects With | Techniques & Processes

Functional

TDA-02.3

[Mechanisms exist to require software developers to|
lensure that their software development processes
lemploy industry-recognized secure practices for
lsecure programming, engineering methods, quality
[control processes and validation techniques to
iminimize flawed and/or malformed software.

Secure Controls Framework (SCF)

80f9
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Assess, Prioritize, and
Remediate Vulnerabilities

[Help ensure that vulnerabilities are remediated in accordance with risk to reduce the window of
lopportunity for attackers.

Functional

Subset Of

Security, Compliance &
Resilience Testin
Throughout Development

TDA-09

IMechanisms exist to require syst
Kievalopers/integrators consult with securiy,
[compliance andjor resilience personnel to|
[Create and implement a Security Testing and
Evaluation (ST&E) plan, or similar capability;(2)
implement a verifiable flaw remediation process to
[correct weaknesses and deficiencies identified
[during the control testing and evaluation process;
land(3) Document the resuits.

RV.2.1

N/A

[Aralyze each Vunerabiley o gather SuTicientinformatin about sk o plan e remedTatin or other
risk respon:

Functional

Subset Of

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

[Mechanisms exist to require system
|developers/integrators consult with security,
[compliance andjor resilience personnel to:(1)
[Create and implement a Security Testing and
Evaluation (ST&E) plan, or similar capability;(2)
implement a verifiable flaw remediation process to
[correct weaknesses and deficiencies identified
[during the control testing and evaluation process;
land(3) Document the resuits.

Xample 1: Use existing issue tracking software to record each
[sinerabil

mple 2: Perform rik calculations for each vulnerabilty based
on extimates of its exploitabity, the potential mpac
lexploited, and any other relevant characteristics.

RV.2.2

N/A

[Plan and implement risk responses for vuinerabilities.

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product|
Imanagement processes to proactively govern the
|design, development and production of Technology
|Assets, Applications andjor Services (TAAS) across
fthe System Development Life Cycle (SDLC) to:(1)
improve functionaliyi(2) Enhance security and
resiliency capabilities;(3) Correct security
[deficiencies; and(4) Conform with applicable
lstatutory, regulatory and/or contractual obligations.

[Example 1: Make a risk-based decision as to whether each
\vulnerability will be remediated or if the risk will be addressed
through other means (e.q., risk acceptance, risk transference),
land prioritize any actions to be taken.

[Example 2: If a permanent mitigation for a vulnerability is not yet|
lavailable, determine how the vulnerability can be temporarily
Imitigated until the permanent solution is available, and add that
itemporary remediation to the plan.

Example 3: Develop and release security advisores that pmwue
lthe necessary information to software acquirers, includ
escriptions of what the vulnerabilites ars; how to find Instances
of the vulnerable software, and how to address them (e.q.,
where to get patches and what the patches change in the
lsoftware; what configuration settings may need to be changed;
Ihow temporary workarounds could be implemented)

[Example 4: Deliver remediations to acquirers via an automated
land trusted delivery mechanism. A single remediation could
laddress multiple vulnerabilities.

[Example 5: Update records of design decisions, risk responses,
land approved exceptions as needed. See PW.1.2.

RV.2.2

[Plan and implement risk responses for vulnerabilities.

Functional

Intersects With

Threat Modeling

TDA-06.2

[Mechanisms exist to perform threat modelling and
lother secure design techniques, to ensure that
lthreats to software and solutions are identified and
laccounted for.

RV.2.2

NIA

[Flan and implement risk responses for vulnerabilities.

Functional

Subset Of

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

Mechanisms exst to require system
[developersfintegrators consult with security,
[compliance and/or resilience personnel to:(1)
and implement a Security Testing and

Evaluation (ST&E) plan, or similar capability;(2)

ment a verifiable ation process to
|correct weaknesses and deficiencies identified
lduring the control testing and evaluation process;
land(3) Document the resuits

RV.2.2

N/A

[Plan and implement risk responses for vulnerabilities.

Functional

Intersects With

Vulnerability Remediation
Process

VPM-02

[Mechanisms exist to ensure that vulnerabilities are
lproperly identified, tracked and remediated.

Analyze Vulnerabilities to
Identify Their Root Cause

[Help reduce the frequency of vulnerabilities in the future.

Functional

Subset Of

Product Management

TDA-01.1

[Mechanisms exist to design and implement product|
Imanagement processes to proactively gover the
[design, development and production of Technology
|Assets, Applications and/or Services (TAAS) across
fthe System Development Life Cycle (SDLC) to:(1)
improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct

|deficiencies; and(4) Conform with applicable
Jstatutory, regulatory and/or contractual obligations.

Analyze Vulnerabilities to
Identify Their Root Cause

[Help reduce the frequency of vulnerabilities in the future.

Functional

Intersects With

Root Cause Analysis (RCA)
& Lessons Learned

IRO-13

[Mechanisms exist to incorporate lessons Ieared
ffrom analyzing and resolving cybersecurity and
[data protection incidents to reduce the likelihood or|
impact of future incidents.

RV.3.1

NIA

[Analyze identified vulnerabilities to determine their root causes.

Functional

Subset Of

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

Mechanisms exist to require system
|developers/integrators consult with security,
|compliance andor resilience personnel to:(1)
[Create and implement a Security Testing and
Evaluation (ST&E) plan, or similar capability;(2)
implement a verifiable flaw remediation process to
[correct weaknesses and deficiencies identified
lauring the control testing and evaluation process;
land(3) Document the resuits

[Example 1: Record the root cause of discovered issues.
[Example 2: Record lessons learned through root cause analysis
in a wiki that developers can access and searcl

RV.3.2

N/A

[Analyze the root causes over time to identify patterns, such as a particular secure coding practice
Inot being followed consistently.

Functional

Subset Of

Security, Compliance &
esilience Testing
Throughout Development

TDA-09

[Mechanisms exist to require system

consult with security,
|compliance andjor resilience personnel to:(1)
[Create and implement a Security Testing and
Evaluation (ST&E) plan, or similar capability;(2)

|during the control testing and evaluation process;
land(3) Document the results.

[Example 1: Record lessons learned through root cause analysis
in a wiki that developers can access and search.

Example 2: Add mechanisms Lo the toolchain o automatically
ldetect future instances of the root c:

Example 3¢ Updiate mandal processes to detect future instances
lof the root cause.

RV.3.3

N/A

Review the software for smilar vinerabites to eradicate 8 class of vuinerabiities, and proactively
[fix them rather than waiting for external reports

Functional

Subset Of

Product Management

TDA-01.1

[Mechanisms exist to design and implement product|
Imanagement processes to proactively govern
[design, development and production of Technology
|Assets, Applications andjor Services (TAAS) across
fthe System Development Life Cycle (SDLC) to:(1)
improve functionality:(2) Enhance security and
resiliency capabilities;(3) Correct security
|deficiencies; and(4) Conform with applicable
Jstatutory, regulatory and/or contractual obligations.

[Example 1: See PW.7 and PW.8.

RV.33

N/A

[Review the software for similar vulnerabilities to eradicate a class of vulnerabilities, and proactively
Ifix them rather than waiting for external reports.

Functional

Intersects With

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

[Mechanisms exist to require system
|developers/integrators consult with security,
|compliance and/or resilience personnei t
[Create and implement a Security Testing and
Evaluation (ST&E) plan, or similar capability;(2)
implement a verifiable flaw remediation process to
[correct weaknesses and deficiencies identifie
lduring the control testing and evaluation process;
land(3) Document the results.

RV.3.4

N/A

Review the SDLC process, and updafe T f appropriate fo prevert (or reduce fhe Tikefiood of the
Iroot cause recurring in updates to the software or in new software that is crea

Functional

Subset Of

Techne\ﬂqy Development
uisition

TDA-01

[Mechanisms exist to facilitate the implementation
lof tailored development and acquisition strategies,
[contract tools and procurement methods to meet
lunique business needs.

[Example 1 Record lessons eamed through rogt cause anaiysis
in a wiki that developers can access an

Example 2: Plan and implemant changes o e, appropriate
ISDLC practices.

RV.3.4

N/A

[Review the SDLC process, and update it if appropriate to prevent (or reduce the likelihood of) the
Iroot cause recurring in updates to the software or in new software that is created

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product|
Imanagement processes to proactively govern the
|design, development and production of Technology
|Assets, Applications and/or Services (TAAS) across

resiliency capabilities; (3) Correct security
|deficiencies; an form with applicable
[statutory, regulatory and/or contractual obligations.

RV.3.4

NA

[Review the SDLC process, and update it if appropriate to prevent (or reduce the likelihood of) the
Iroot cause recurring in updates to the software or in new software that is created

Functional

Intersects With

Security, Compliance &
Resilience Representatives
For Product Changes

TDA-02.7

[Mechanisms exist to include appropriate security,
[compliance and resilience representatives in the
lproduct feature and/or functionality change control
review process.

RV.3.4

N/A

[Review the SDLC process, and update it f appropriate to prevent (or reduce the likelihood of) the
oot cause recurring in updates to the software or in new software that is created.

Functional

Intersects With

Secure Software
Development Practices
(55DP)

TDA-06

[Mechanisms exist to develop applications based on
[secure Software Development Practices (SSDP)

Secure Controls Framework (SCF)
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