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Securs Controls Framework (SCF) Strength of
GEEED S iconto) ontrol Descript Relations|
31 PREPARE [z Functional | No Relationship N/A N/A N/A 0 SBielScrconol
Identify ar‘: assign mdwllduals to specific roles associated with security and Assigned Security, [Mechanisms exist to assign one or more qualified individuals with the mission|
g jprivacy risk management g 04 [2nd resources to centrally-manage, coordinate, develop, implement an
TASK P-1 RISK MANAGEMENT ROLES Functional | Intersects With | Compliance & Resilience | GOv-04 1S TEE0UIECE 10 L0 0e Y o8, e nce & Reciionce Program 8
Responsibilities i)
ey 3 S551gn InGViduals o SpEcIT roles sssociated Wit securtty and Defined Roles & exist to define roles & for all
TASK P-1 RISK MANAGEMENT ROLES [0l S 2erier Functional Subset Of HRS-03  lpersonnel. 10
identity and assign mdwlduals o specific roles associated with security and
lprivacy risk management. exist to document and maintain a Responsible, Accountable,
g . y Supportive, Consulted & Informed (RASCI) matrix, or similar documentation,
TASKPL RISK MANAGEMENT ROLES Fundtional | Intersects With | ouppo e o | 0% fto delineate assignment for security, compliance and resilience controls 8
Ibetween internal stakeholders and External Service Providers (ESPS)
g RISK MANAGEMENT __[EStabiish a risk management strategy for the organization that includes a " ) [Mechanisms exist to facilitate the implementation of strategic, operational
TASK P-2 plaNasn tarmnation of Hee tolaran: =0 Functional Subset Of | Risk Management Program | Rskco1  [Nechaniams exierfo Teciiate (e [Tl 10
RS ASSESSMENT— | [FS5E55 OTgazaton-Wide Securky and privacy fsk and update th sk
TASK P-3 SKASSESSMENT— [essessment results on an ongoing b Functional | Intersects With Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external. 5
[Assess organization-wide security and privacy risk and update the risk
lassessment results on an ongoing basis. IMechanisms exist to conduct recurring assessments of risk that includes the
RISK ASSESSMENT— likelihood and magnitude of harm, from unauthorized access, use, disclosure,
TASKP-3 ORGANIZATION Functional | Intersects With Risk Assessment RSK-04 \Gicruption, modification or destruction of the organization's Technology 8
|assets, Applications, Services and/or Data (TAASD)
[Estabiish, document, and publish organizationally-tailored control baselines
ORGANIZATIONALLY-  [And/er Cybersecurity Framework Profiles. IMechanisms exist to allow baseline controls to be specialized or customized
A ORED CONTROL Iby applying a defined set of tailoring actions that are specific to:
BASELINES AND i X (1) Mission / business functions;
TASK P-4 S SERaECURIY Functional Subset Of Baseline Tailoring CFG-02.9  |(2) Operational environment; 10
(3) Specific threats or vulnerabilities; or
PROFILES (Optional) (4) Other conditions or situations that could affect mission / business
lsuccess.
identify, document, and publish organization-wide common Controls that are Pbishing Securt
COMMON CONTROL  [available for inheritance by organizational systems. ublishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards
TASKP-S IDENTIFICATION Functional SubsetOf | Compliance &Resilience | GOV-02 lang procedures necessary for secure, compliant and resilient capabilities 10
ocumentation
dentify, document, and publish organization-wide common controls that are
COMMON CONTROL _|available for inheritance by organizational systems. IMechanisms exist to compel data and/or process owners to select required
TASK P-5 COENTIHCATION Functional | Intersects With Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 8
|Application and/or Service (TAAS) under their control
MPACT-LEVEL [Prioritize organizational systems with the same impact level. IMechanisms exist to identify and document the critical Technology Assets,
TASK P-6 PRIORITIZATION (Optional) Functional | Intersects With |  Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions 8
P land business functions
[Prioritize organizational systems with the same impact level. Configure Technology
|MPACT-LEVEL Ao A eatione o o IMechanisms exist to configure Technology Assets, Applications and/or
TASK P-6 PRIORITIZATION (Optional) Functional | Intersects With | "S22% JPRERIOTE MO | CFG025  [Services (TAAS) utiized in high-risk areas with more restrictive baseline 8
Bk Ao [configurations.
[Develop and implement an organization-wide strategy for continuously ecurtty, Comntiance &
CONTINUOUS MONITORING [monitoring control effectiveness. ecurity, Compliance [Mechanisms exist to provide a security, compliance and resilience controls
TASKP-7 STRATEGY—ORGANIZATION Functional | Intersects With | Resilionce Controls P02 loversight function that reports to the organization's executive leadership. 8
[Develop and implement an organization-wide strategy for continuously
CONTINUOUS MONITORING [monitoring control effectiveness. IMechanisms exist to facilitate the implementation of enterprise-wide
TASK -7 ROy ORGANIZATION Functional | Intersects With |  Continuous Monitoring MON-01 e atrols 8
SSION On BUSINES |GENtIY the missions, business functions, and mission/business processes that Mechanisms exist to dentify and document the critical Technology Assets,
TASK P-8 FOCUS [the system is intended to support. Functional | Intersects With | Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions 5
land business functions.
SS1ON OR BUSINESs _|Gentify the missions, business functions, and mission/business processes that [Mechanisms exist to establish a
TASK P-8 Ssiof FgCUSUS SS |the system is intended to support. Functional | Intersects With | Strategic Plan & Objectives | PRM-01.1 |(1) Strategic security, compliance and resilience-specific business plan; and 8
(2) Set of objectives to achieve that plan
identify the missions, business functions, and Mission/business processes that [Mechanisms exist to identify critical system components and functions by
Ak P MISSION OR BUSINESS [the system s intended to support. ranctional | ntersects with | ety Compliance & |~ |periorming a criicaity analysis for critical Technology Assets, Applications s
FOCUS o land/or Services (TAAS) at pre-defined decision points in the Secure
IDevelopment Life Cycle (SDLC).
[entify the missions, susiness functions, and mission/business processes that IMechanisms exist to define business processes with consideration for
¥ PP lsecurity, compliance and resilience that determines:
(1) The resulting risk to organizational operations, assets, individuals and
TASK P-8 MISSION OR BUSINESS Functional | Intersects With | Business Process Definition | ~ PRM-06  [other organizations; and 8
(2) Information protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
Gentiy stakeholders who have an nterest n the design, development, IMechanisms exist to enforce an accountabllity structure so that appropriate
opera isposal of the system. Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
TASK P-9 SYSTEM STAKEHOLDERS Functional | Intersects With GOV-04.1 o o nd managing Technology Acecte, AppTcatione, Services analor 5
IData (TAASD)-related risks
Geriy Stakeholders who have an nterest In the design, development,
ation, or disposal of the system. IMechanisms exist to identify and involve pertinent stakeholders o critical
TASK P-9 SYSTEM STAKEHOLDERS Functional | Intersects With e heman AST-01.2 Assets, . Services and/or Data (TAASD) to support 8
lthe ongoing secure management of those assets.
[dentify stakeholders who have an interest in the design, development,
implementation, assessment, operation, maintenance, or disposal of the system. Plan 7 Coordinate with Other! Mechanisms exist to plan and coordinate Information Assurance Program
TASK P-9 SYSTEM STAKEHOLDERS Functional | Intersects with (P13 Coorainae with O 1A0-03.1  [IIAP) activities with affected stakeholders before conducting such activities in 3
9 3 lorder to reduce the potential impact on operations.
identify assets that require protection
IMechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) 1dentifies authorized software products, including business justification
TASK P-10 ASSET IDENTIFICATION Functional Subset Of Asset Inventories AST-02  [details; 10
(3) Is at the level of granularity deemed necessary for tracking and reporting|
(4) Includes organization-defined information deemed necessary to achieve
leffective property accountabilty; and
(5) Is available for review and audit by designated organizational personnel.
[Determine the authorization boundary of the system. [Mechanisms exist to maintain network architecture diagrams that:
(1) Contain sufficient detail to assess the security of the network's
TASK P11 IAUTHORIZATION BOUNDARY| Functional | Intersects with | Nefwerk Diagrame &Data | asr04  farchitecture; 5
o (2) Reflectthe current architecture of the network enviranment; and
(3) Document all sensitive/regulated data flow:
[Determine the authorization boundary of the system.
IMechanisms exist to document and validate the scope of security,
TASK P-11 |AUTHORIZATION BOUNDARY| Functional | Intersects With Compliance Scope CPL-01.2  |compliance and resilience controls that are determined to meet statutory, 8
regulatory and/or contractual compliance obligations.
[Determine the authorization boundary of the system. IMechanisms exist to establish the scope of assessments by defining the
lassessment boundary, according to people, processes and technology that
TASK P-11 |AUTHORIZATION BOUNDARY| Functional | Intersects With | Assessment Boundaries | 1A0-01.1 |directly o indirectly impact the confidentiality, integrity, availability and 8
lsafety of the Technology Assets, Applications, Services and/or Data (TAASD)
lunder review.
dentiy the types of information to be processed, stored, and transmitted by the IMechanisms exist to ensure data and assets are categorized in accordance
. tem. X
TASK P-12 INFORMATION TYPES  [system. Functional Subset O | Data & Asset Classification | DCH-02 e e e e o conttactum! requrements 10
Id'enllfytandt\;"derstand a\‘ljslatgesdof thte m'nrr:taléol: h{ﬁ c‘/detfw each [Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic cr
information type processed, stored, or transmitted by the system. [Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact
TASK P13 INFORMATION LIFE CYCLE Functional | Intersects With | Data Quality Operations | DCH-22 ~ [[ 31 (ROTT) 9913 1o #heure the mccuraty. toey o e e information 8
lifecycl
identify and understand all stages of the information Iife cycle for each
type processed, stored, or transmitted by the System. Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applic
TASK P-13 INFORMATION LIFE CYCLE Functional | Intersects With | SECTEDRIEIPIET LIS | PRM-07  landor Services (TAAS) within the Secure Development Life Cycle (SDL0) are 8
Y 9 [controlled through formal change control procedures.
TASK P-14 RISK ASSESSMENT—SYSTEM|COTIVSE 2 Systomjevel isk assessment and update the risk assessmentresults | pynciional | Intersects with Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external. 5
[Conduct a isk ment and update the risk ment results
lon an ongoing basis. IMechanisms exist to conduct recurring assessments of risk that includes the
likelihood and magnitude of harm, from unauthorized access, use, disclosure,
TASK P-14 RISK ASSESSMENT—SYSTEM| Functional | Intersects With Risk Assessment RSK04 e cation or destruction of the Organssation's Feemooay 8
|Assets, Applications, Services and/or Data (TAASD
[Define the security and privacy requirements for the system and the
lenvironment of operation. IMechanisms exist to facilitate the implementation of industry-recognized
. Secure Engineering ’ lsecurity, compliance and resilience practices in the specification, design,
TASK P15 REQUIREMENTS DEFINITION Functional | Intersects With e SEA-01 e Of Teehnology Assete, 5
|Applications and/or Services (TAAS).
[Define the security and privacy requirements for the system and the
lenvironment of operation. IMechanisms exist to facilitate the implementation of industry-recognized
. Secure Engineering ’ lsecurity, compliance and resilience practices in the specification, design,
TASK P15 REQUIREMENTS DEFINITION Functional | Intersects With Principles SEA-0L o Of Teehnology Assete, 8
|Applications andjor Services (TAAS).
[Determine the placement of the system within the enterprise architecture. IMechanisms exist to limit the collection, receiving, processing, storage,
. Reasonable Data Privacy y ftransmission, sharing, updating and/or disposal of Personal Data (PD)
TASKP-16 ENTERPRISE ARCHITECTURE] Functional | Intersects With Practices PREOL.1L o cording to reasonable consumer expectations for what s necessary and 8
lproportionate.
[ATTocate security and privacy requirements to the system and to the environment
REQUIREMENTS lof operation Operationalizing Security, IMechanisms exist to compel data and/or process owners to operationalize
TASK P-17 LoeaTion Functional Subset Of | Compliance &Resilience’ | GOV-15  [securit liance and resilience practices for each Technology Asset, 10
ties |Application and/or Service (TAAS) under their control
[ATlocate security and privacy requirements to the system and to the environment
REQUIREMENTS lof operation IMechanisms exist to compel data and/or process owners to implement
TASK P17 o bcation Functional | Intersects With | Implement Controls GOV-15.2  [required security, compliance and resilience controls for each Technology 8
|Asset, Application and/or Service (TAAS) under their control.
[Register the system with organizational program or management offices. Mechanisms exist to facitate an IT Asset Hanagement (TAM) program to
TASK P-18 SYSTEM REGISTRATION Functional Subset OF Asset Governance AST-01 [ 2 manage asset 10
[Register the system with organizational program or management offices. N
IMechanisms exist to ensure Technology Assets, Applications and/or Services
TASK P-18 SYSTEM REGISTRATION Functional | Intersects With |  Security Authorization IR0-07 e are ficially adtnorized prior 19 +g0 Tve® i b production environment. 8
32 CATEGORIZE [ Functional | No Relationship N/A N/A N/A 0 NeleeelicaBigieChicorEs]
[Document the characteristics of the system. Securtty Plan (S5P) that
(1) Identifies key architectural and implementation information on in-scope
Applied Security, Irechnology Assete, Applications ancor Semvices (TAAS):
TASK C1 SYSTEM DESCRIPTION Functional Subset Of | Compliance and Resilience | 140-03  |(2) Reflects the current state of applied security, compliance and resilience 10
Controls Documentation [controls on applicable People, Processes, Technologies, Data andor Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a historical record of applied security controls, including
[Categorize the system and document the security categorization results, Mechanisms exist to ensure data and assets are categorized i accordance
TASK C2 SECURITY CATEGORIZATION| Functional Subset Of | Data & Asset Classification | - DCH-02 10 e e e e contractual requrements, 10
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[Review and approve the security categorization results and decision. [Mechanisms exist to formally assess the security, compliance and resilience
lcontrols in Technology Assets, Applications andor Services (TAAS) through
ses SECURITY CATEGORIZATION Functional | Intersects With N " 1AG.02 [Information Assurance Program (1AP) activities to determine the extent to s
. AL unctional | Intersects Wi ssessments “02 |which the controls are implemented correctly, operating as intended and
producing the desired outcome with respect to meeting expected
requirements
33 SELECT A Functional | No Relationship N/A N/A NA 4 No applicable SCF control
Sellect the controls for the system and the environment of operation. -
IMechanisms exist to compel data and/or process owners to select required
TASK 51 CONTROL SELECTION Functional Subset Of Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 10
|Application and/or Service (TAAS) under their control.
[Tailor the controls selected for the system and the environment of operation
Mechanisms exist to allow baseline controls to be specialized or customized
by applying a defined set of tailoring actions that are specific to
(1) Mission / business functions;
TASK 52 CONTROL TAILORING Functional | Intersects With Baseline Tailoring CFG-02.9 |(2) Operational environment; 5
(3) Specific threats or vulnerabilities; or
(4) Other conditions or situations that could affect mission / business
lsuccess.
[Tailor the controls selected for the system and the environment of peration. Compensating IMechanisms exist to identify and implement compensating countermeasures
TASK 52 CONTROL TAILORING Functional | Intersects With s RSK06.2 L i expomune to thiomes 5
[AlTocate security and privacy controls to the system and to the environment of
loperation. IMechanisms exist to compel data and/or process owners to implement
TASKS-3 CONTROL ALLOCATION Functional Subset Of Implement Controls GOV-15.2  |required security, compliance and resilience controls for each Technology 10
|Asset, Application and/or Service (TAAS) under their control
[Document the controls for the system and environment of operation in security Security Plan (55P)) that:
land privacy plans, (1) denties key achitectural and implementation nformation on in-scope
DOCUMENTATION OF Applied Security, [Technology Assets, Applications and/or Services (TAAS):
TASK 54 LANNED CONTROL Functional SubsetOf | Compliance and Resilience | 140-03  |(2) Reflects the current state of applied security, compliance and resilience 10
IMPLEMENTATIONS Controls Documentation control n appicabe Peape, Processes, Technologies, Data andr acilties
(PPTDF) that are contained within the system
(5) Provides & historical record of applied security contros, including
[Develop and implement a system-level strategy for monitoring control Security Plan (55P)) that:
leffectiveness that is consistent with and supplements the organizationa (1) Identifies key architectural and implementation information on in-scope
CONTINUOUS MONITORING |continuous monitoring strategy. Applied Security, [Technology Assets, Applications and/or Services (TAAS);
TASK S5 ey MoNeon Functional Subset Of | Compliance and Resilience | 140-03 2) Reflects the current state of applied security, compliance and resilience 10
Controls Documentation [controls on applicable People, Processes, Technologies, Data and/or Facilities
(PPTDF) that are contained within the system boundary; and
(3) Provides a historical record of applied security controls, including
Review and approve the security and privacy plans for the system and the Security Plan (55P)) that:
lenvironment of operation (1) Identifies key architectural and implementation information on in-scope
PLAN REVIEW AND Applied Security, [Technology Assets, Applications and/or Services (TAAS):
TASK 56 ASPROVAL Functional SubsetOf | Compliance and Resilience | 1A0-03  |(2) Reflects the current state of applied security, compliance and resilience 10
Controls Documentation control on applicable Peope, Processe, Technoogies, Data andr Facilties
(PPTDF) that are contained within the system
(5) Provides o historical record of applied security contros, including
3.4 IMPLEMENT [z Functional | No Relationship N/A N/A N/A 0 NeleeelicasileChicete]
implement the controls in the security and privacy plans.
IMechanisms exist to compel data and/or process owners to implement
TASK -1 CONTROL IMPLEMENTATION Functional Subset OF Implement Controls GOV-15.2 |required security, compliance and resilience controls for each Technology 10
|Asset, Application and/or Service (TAAS) under their control
[Document changes to planned control implementations based on the “as- §; SDD”CE?‘S Seicualya Cf?mp“a!}(e )End/or resilience control;
UPDATE CONTROL [ mplemented” state of controls. escription of the deficiencylies):
. Capabilities Deficiency Y (4) Risk associated with the deficiency(ies);
TASKI2 R oRmAnon Functional | Intersects With cking 140-05 " |(5) Source deficiency identification/detection; 8
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.q owner);
35 ASSESS [ Functional | No Relationship N/A N/A N/A 0 licieealicabiglSCHiceni)
Select the appropriate assessor or assessment tean or the type of ontro IMechanisms exist to formally assess the security, compliance and resilience
jassessment to be conducted. [controls in Technology Assets, Applications andjor Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
TASKAL ASSESSOR SELECTION Functional Subset Of Assessments 1002 luhich the controls are implemented correctly, operating as intended and 10
lproducing the desired outcome with respect to meeting expected
requirements
[Sellct the appropriate assessor or assessment team for the type of control [Mechanisms exist to ensure assessors or assessment teams have the
TASK A1 ASSESSOR SELECTION ~ [assessment to be conducted. Functional Intersects With | Assessor 1A0-02.1 conduct security, compliance and/or resilience 5
lcontrol
Select the appropriate assessor or assessment team for the type of control
lassessment to be conducted. IMechanisms exist to conduct specialized assessments for:
1) Statutory, regulatory and contractual compliance obligations;
2) Monitoring capabilities;
3) Mobile devices;
(4) Databases;
. y 5) Application security;
TASK A1 ASSESSOR SELECTION Functional | Intersects With | Specialized Assessments | 1a0-02.2  [2) gRICBIOnSecuty o 5
7) Vulnerability management;
8) Malicious code;
9) Insider threats;
10) Performancefloa testing; and/or
11) A Intelligence and Autonomous Technologies (AAT)
[Develop. review, and approve plans to assess implemented controls IMechanisms exist to formally assess the security, compliance and resilience
lcontrols in Technology Assets, Applications andor Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
TASK A2 ASSESSMENT PLAN Functional Subset Of Assessments 1A0-02|yhich the controls are implemented correctly, operating as intended and 10
producing the desired outcome with respect to meeting expected
requirements
[Rssess the controls in accordance with the assessment procedures described in [MEChanisms exist ©0 compel Gata and/or ProCess OWNers o assess 1 required
lassessment plans. lsecurity, compliance and resilience controls for each Technology Asset,
TASK A3 CONTROL ASSESSMENTS Functional | Intersects With Assess Controls GOV-15.3 |Application and/or Service (TAAS) under their control are: 8
(1) Implemented correctly; ai
(2) Operating as intende
[fsess the contral n accardance with the assessment procedures descrbed Mechanisms exist to formally assess the security, compliance and resiience
ossessment plans. [ontrols in Technology Assete. Appiications ander Services (TARS) trough
information Assurance Program (IAP) activities to determine the extent to
TASK A3 CONTROL ASSESSMENTS Functional | Intersects With Assessments IA0-02 O e Inotranantan ot aoarotiag o s e 8
lproducing the desired outcome with respect to meeting expected
requirements.
[Prepare the assessment reports documenting the findings and recommendations ecorty Assessment Report IMechanisms exist to produce a Security Assessment Report (SAR) at the
TASK A-4 ASSESSMENT REPORTS  [from the control assessments. Functional Subset Of Yy i P 1A0-02.4  |conclusion of a security assessment to certify the results of the assessment 10
land assist with any remediation actions.
[Conduct initial remediation actions on the controls and reassess remediated
controls. Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to create and|
TASK A REMEDIATION ACTIONS Functional Subset Of Remediation During 1A0-04  [execute a Security Testing and Evaluation (ST&E) plan, o similar process, to 10
Development identify and remediate flaws during development.
(Conduct initial remediation actions on the controls and reassess remediated 2) Appicable securfty, compliance and/or resilience control;
lcontrols. 3) Description of the deficiencyfies);
g Capabilties Deficiency y (4) Risk associated with the deficiency(ies):
TASK A5 REMEDIATION ACTIONS Functional | Intersects With b IA0-05 [ B e ey Mot ationidtection: 5
6) Temporary compensating controls, wanpl\(ab\e,
7) Point of Contact (POC) (e... assetjprocess owner);
Prepare the plan of action and milestones based on the findings and b Setarty caaes Sadlor ras e fortraT
recommendations of the assessment reports. 3) Description of the deficiency(ies);
’ PLAN OF ACTION AND Capabilties Deficiency y (4) Risk associated with the deficiencyl(ies):
TASKAS MILESTONES Functional Subset Of cking 1A0-05 (5) Source deficiency identification/detection; 10
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e..
36 AUTHORIZE [ Functional | No Relationship NA WA NA 0 Rozeelcabieischicontol
e e o o kege and submit the package to the authorizing IMechanisms exist to ensure Technology Assets, Applications and/or Services
- official for an authorization decision. Y i 3
TASK R-1 AUTHORIZATION PACKAGE Functional | Intersects With | Security Authorization IA0-07 e sathoriza arior 18 s ha B o e e, 5
[Analyze and determine the risk from the operation or Use of the system or the
g RISK ANALYSIS AND [0 e o controls. y IMechanisms exist to ensure Technology Assets, Applications and/or Services
TASKR-2 DETERMINATION jprovisi Functional | Intersects With | Security Authorization 1A0-07  I(TAAS) are officially authorized prior to *go live” in a production environment. 5
Gentiy and implemert a prefrred course of acion n response 1o e isk AR SeCuTy, Complance andor esiience conton
determin 3) Description of the deficiency(ie:
Capabilities Deficiency () Rick agsociated with the defciencyies):
TASK R-3 RISK RESPONSE Functional | Intersects With g R005 ) B o ey Mot feationiactoction: 5
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.q.
Identify and implement a preferred course of action in response to the risk Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
TASK R-3 RISK RESPONSE  [determined. Functional | Intersects With | Risk Treatment Plan (RTP) | RSK-06.4  [stakeholders will uilize to remediate identified risks according to a defined 5
ftimeline.
[Determine if the risk from the operation or use of the information system or the Authorize Technology [Mechanisms exist to compel data and/or process owners to obtain
TASK R4 AUTHORIZATION DECISION [provision or use of common controls is acceptable. Functional | Intersects With | Assets, Applications andjor | GOV-15.4  fauthorization for the production use of each Technology Asset, Application 8
Services (TAAS) and/or Service (TAAS) under their control
[Determine if the risk from the operation or Use of the information system or the echanioms exst o ensure Technology Assets, Applcations andlor Services
’ rovision or use of common controls is acceptable. Y :
TASK R4 AUTHORIZATION DECISION [provision or us o Functional | Intersects With | Security Authorization 007 oy mthar e or e e B e oo 8
[Report the authorization decision and any deficiencies in controls that represent N
AUTHORIZATION heant securit & IMechanisms exist to ensure Technology Assets, Applications and/or Services
TASKR-S REPORTING Flgnificant security or privacy ris Functional | Intersects With | Security Authorization 1A0-07 " |(rAnS) are officially authorized prior to "go live" in a production environment s
37 MONITOR [ Functional | No Relationship NA N/A NIA 0 NeleeeliceBisie e bS]
[Monitor the information system and fts environment of operation for changes IMechanisms exist to compel data and/or process owners to monitor
vsTEM AND ENVIRONMENT| T TPACt the security and privacy posture of the system. [Technology Assets, Applications, Services and/or Data (TAASD) under their
TASK M1 s Functional Subset Of Monitor Controls GOV-15.5  [control on an ongoing basis for applicable threats and risks, as well as to 10
lensure security, compliance and resilience controls are operating as
intended.
[fssess e contols mplemanted Wi ard heried by he ystem IMEChanTss exTst to CompeT Gata and/or ProCess OWNETS [0 3s5ess 1T Tequired
laccordance with the continuous monitoring strategy. lsecurity, compliance and resilience controls for each Technology Asset.
TASK M-2 ONGOING ASSESSMENTS Functional | Intersects With Assess Controls GOV-15.3 |Application and/or Service (TAAS) under their control are: 5
(1) Implemented correctly; ai
(2) Operating as intende
Respond o K based on the fsultsof ongoing moritoring activies, sk N
(tems in plans of action and milestones. Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to create and|
TASK M-3 ONGOING RISK RESPONSE Functional | Intersects With | Remediation During 140-04  [execute a Security Testing and Evaluation (STGE) plan, or similar process, to 5
Development identify and remediate flaws during development.
[Update plans, assessment reports, and plans of action and milestones based on
AUTHORIZATION PACKAGE IMechanisms exist to ensure Technology Assets, Applications and/or Services
- the results of the continuous monitoring process. Y
TASK M-4 UPDATES 9P Functional | Intersects With | Security Authorization 1A0-07  I(TAAS) are officially authorized prior to “go live" in a production environment. s
[Report the security and privacy posture of the system to the authorizing official Mechanisms exist to produce a Security Assessment Report (SAR) at the
TASK M-5 SECURITY AND PRIVACY land other organizational officials on an ongoing basis in accordance with the Functional | Intersects with |S€CUrtY Assessment Report| 156,07 4 |conclusion of a security assessment to certify the results of the assessment 5
Jorganizational continuous monitoring strategy. (SAR) Jand assist with any remediation actions.
Feview the security and privacy posture of the system on an ongoing basis to IMechanisms exist to ensure Technology Assets, Applications and/or Services
x dets hether the risk tabi Y a
TASK M-6 ONGOING AUTHORIZATION [determine whether the risk remains acceptable Functional | Intersects With | Security Authorization IR0-07 oy autnorizad prior 13 s huct 15 Beaduttion amvirenman. 5
implement a system disposal strategy and execute required actions when a
system is removed from operation Secure Disposal, IMechanisms exist to securely dispose of, destroy or repurpose system
TASK M-7 SYSTEM DISPOSAL Functional | Intersects With | Destruction or Re-Use of |  AST-09  [components using organization-defined techniques and methods to prevent 5
Equipment information being recovered from these components.
implement a system disposal strategy and execute required actions when a
ystem is removed from operation. Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
TASK M-7 SYSTEM DISPOSAL Functional | Intersects With | SeCU(eDEYSLPTIENt LIS | pRM-07  fandior Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
4 9 [controlled through formal change control procedures.

Secure Controls Framework (SCF)
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