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STRM Guidance:

AC-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Functional

Focal Document:

Published STRM U

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

NIST SP 800-53 Rev 5.2 Security and Privacy Controls for Information Systems and Organiz
Focal Document U https://csrc.nist.gov/pubs/sp/800/53/r5/upd1l/final

https://content.securecontrolsframework.com/strm/scf-strm-general-nist-800-53-r5-2-low.pdf

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Identity & Access

Subset OF Management (IAM)

IAC-01

Mechanisms exist to facilitate the
implementation of identification
and access management
controls.
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AC-02

Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequencyl;k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
|termination and transfer processes.

Functional

Termination of

Intersects With Employment

IAC-07.2]

Mechanisms exist to revoke user
access rights in a timely manner,
upon termination of employment
or contract.

AC-02

Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel

termination and transfer processes.

Functional

Account

Intersects With Management

IAC-15

Mechanisms exist to proactively
govern account management of
individual, group, system,
service, application, guest and
itemporary accounts.
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Set Theory Relationship Mapping (STRM)

AC-02

Account
Management

Focal Document Element (FDE) Description

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for

group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency:

Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Functional

Intersects With

Input Data
Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

AC-02

Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.

Functional

Intersects With

Safeguarding Data
Over Open
Networks

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

AC-03

Enforce approved authorizations for logical access to

IAccess Enforcement{information and system resources in accordance with

applicable access control policies.

Functional

Intersects With

/Access Enforcement]

IAC-20

Mechanisms exist to enforce
Logical Access Control (LAC)
permissions that conform to the
principle of "least privilege."

AC-03

Enforce approved authorizations for logical access to

)Access Enforcementfinformation and system resources in accordance with

lapplicable access control policies.

Functional

Intersects With

Safeguarding Data
Over Open
Networks

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

AC-03

Enforce approved authorizations for logical access to

|Access Enforcement{information and system resources in accordance with

applicable access control policies.

Functional

Intersects With

Input Data
Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

AC-07

Unsuccessful Logon
Attempts

[a. Enforce a limit of [Assignment: organization-defined
number] consecutive invalid logon attempts by a user
during a [Assignment: organization-defined time
period]; andb. Automatically [Selection (one or more):
lock the account or node for an [Assignment:
lorganization-defined time period]; lock the account or
node until released by an administrator; delay next
logon prompt per [Assignment: organization-defined
delay algorithm]; notify system administrator; take
lother [Assignment: organization-defined action]] when
the maximum number of unsuccessful attempts is

Functional

Equal

Account Lockout

IAC-22

Mechanisms exist to enforce a
limit for consecutive invalid login
attempts by a user during an
organization-defined time period
and automatically locks the
account when the maximum
number of unsuccessful attempts
is exceeded.

10

AC-08

System Use
Notification

lexceeded.
[@. DISpIay [ASSTgTITIENT, OrganiZatoTn-UeTed SyStenT
use notification message or banner] to users before
granting access to the system that provides privacy
land security notices consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines and state that:1. Users are
laccessing a U.S. Government system;2. System usage
may be monitored, recorded, and subject to audit;3.
Unauthorized use of the system is prohibited and
isubject to criminal and civil penalties; and4. Use of the
isystem indicates consent to monitoring and
recording;b. Retain the notification message or banner
lon the screen until users acknowledge the usage
iconditions and take explicit actions to log on to or
further access the system; andc. For publicly
laccessible systems:1. Display system use information
[Assignment: organization-defined conditions], before
igranting further access to the publicly accessible
isystem;2. Display references, if any, to monitoring,
recording, or auditing that are consistent with privacy
laccommodations for such systems that generally
prohibit those activities; and3. Include a description of
ithe autharized 11 of th,

Functional

Equal

System Use
Notification (Logon
Banner)

SEA-18

Mechanisms exist to utilize
system use notification / logon
banners that display an approved|
system use notification message
or banner before granting access
to Technology Assets,
/Applications and/or Services

(TAAS)

10

AC-14

Permitted Actions
Without
Identification or
Authentication

m
a. Identify [Assignment: organization-defined user
lactions] that can be performed on the system without
identification or authentication consistent with
lorganizational mission and business functions; andb.
Document and provide supporting rationale in the
security plan for the system, user actions not requiring
identification or authentication.

Functional

Equal

Permitted Actions
Without
Identification or
Authorization

IAC-26

Mechanisms exist to identify and
document the supporting
rationale for specific user actions
that can be performed on a
system without identification or
authentication.

10

AC-17

Remote Access

la. Establish and document usage restrictions,
iconfiguration/connection requirements, and
implementation guidance for each type of remote
laccess allowed; andb. Authorize each type of remote
laccess to the system prior to allowing such
connections.

Functional

Intersects With

Remote Access

NET-14

Mechanisms exist to define,
control and review organization-
approved, secure remote access
methods.

AC-18

Wireless Access

[a. Establish configuration requirements, connection
requirements, and implementation guidance for each
type of wireless access; andb. Authorize each type of
\wireless access to the system prior to allowing such
lconnection:

Functional

Intersects With

Wireless
Networking

NET-15

Mechanisms exist to control
authorized wireless usage and
monitor for unauthorized wireless|

access.
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FDE Nam Focal Document Element (FDE) Desci
a. Establish configuration requirements, connection Mechanisms exist to protect the
requirements, and implementation guidance for each Wireless Access confidentiality and integrity of
AC-18 Wireless Access  [type of wireless access; andb. Authorize each type of Functional |Intersects With| Authentication & | CRY-07 |yjreless networking technologies 5
wireless access to the system prior to allowing such Encryption by implementing authentlcatlon
connection nd ctrana
la. Establish configuration requirements, connection Mechanisms exist to enforce
requirements, and implementation guidance for access control requirements for
Access Control for |organization-controlled mobile devices, to include . Access Control For the connection of mobile devices
AC-19 Mobile Devices |when such devices are outside of controlled areas; Functional Equal Mobile Devices MDM-02 to organizational Technology 10
landb. Authorize the connection of mobile devices to IAssets, Applications and/or
organlzatlonal system: Services (TAAS)
[a. [Selection (one or more) Establish [Assignment: Mechanisms exist to govern how
lorganization-defined terms and conditions]; Identify external parties, including
[Assignment: organization-defined controls asserted to Technology Assets, Applications
be implemented on external systems]], consistent with and/or Services (TAAS), are used
the trust relationships established with other Use of External to securely store, process and
Use of External |organizations owning, operating, and/or maintainin : Technology Assets, i 3
AC-20 Systems ex%ernal systems, al\gowi?wg autlgorized individuals t(?:l. Functional Equal Appl\cati(?rl\ls and/or DCH-13|transmit data 10
/Access the system from external systems; and2. Services (TAAS)
Process, store, or transmit organization-controlled
information using external systems; orb. Prohibit the
use of [Assignment: organizationally-defined types of
exreerg\alﬁ% ?r?&?\llduals authorized to make
|nformat|on publicly accessible;b. Train authorized
individuals to ensure that publicly accessible
information does not contain nonpublic information;c.
" " Review the proposed content of information prior to " " . "
AC-22 Publicly Accessible posting onto the publicly accessible system to ensure Functional Equal Publlc(lzy Atccetssmle DCH-15 Me;lljalnlsms ex_l;lt to cc>tntr€| 10
that nonpublic information is not included; andd. onten publicly-accessible content.
Review the content on the publicly accessible system
for nonpublic information [Assignment: organization-
defined frequency] and remove such information, if
discovs
o -gocuTTTeTTG AT - - -
[Assignment: organization-defined personnel or Dsllechatnlsgs ex;.St to rszew the
roles]:1. [Selection (one or more): Organization-level; Rec!‘l'.” Y gmp Ianc(eSCRP)
Mission/business process-level; System-level] Resilience Program 4
lawareness and training policy that:a. Addresses including policies, standards and
purpose, scope, roles, responsibi e.s, management prqfcedur_iis, at plr?nned intervals
commitment, coordination among organizational or | S'QCP'I cant ct_an_ges occur to
lentities, and compliance; andb. Is consistent with ssi:';”t e';;:"u'::";gnd
lapplicable laws, executive orders, directives, effectiveynvess quacy
regulations, policies, standards, and guidelines; and2. Periodic Review & .
Policy and Procedures to facilitate the implementation of the " ... | Update of Security,
AT-01 Procedures lawareness and training policy and the associated Functional |Intersects With Compliance & GOV-03 5
lawareness and training controls;b. Designate an Resilience Program
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization- deﬁned frequency] and followmg
iR R Rt AfatrSsaimisetd
[Assignment: or_ganization—deﬁned personne_l or lNImepc:;amnésnTastEﬁlsotft:efcaucrllltl;ate the
plj"es'].l. [Se]ectlcn (one or more). Organization-level; workforce development and
ission/business process-level; System-level]
the 1 awareness controls.
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Security,
Policy and Procedures to facilitate the implementation of the : Compliance &
AT-01 Proce{jures lawareness and training policypand the associated Functional Subset Of Resil\esce-Minded SAT-01 10
lawareness and training controls;b. Designate an Workforce
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization- deﬁned frequency] and following
AR R G RITE AR g
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the : Compliance & olicies, standards and
AT-01 Proce)dures lawareness and training policygnd the associated Functional  Intersects With Rezilience GOv-02 grocedures necessary for secure, 5
lawareness and training controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organlzatlon deﬁned frequency] and followmg
"
a. Provide security and privacy literacy trammg to Mechanisms exist to provide all
isystem users (including managers, senior executives, lemployees and contractors
land contractors):1. As part of initial training for new appropriate security, compliance
users and [Assignment: organization-defined and resilience awareness
frequency] thereafter; and2. When required by system education and training that is
changes or following [Assignment: organization- N relevant for their job function.
Literacy Trainin defined events];b. Employ the following techniques to Co;ecllijar:cyé &
AT-02 and A\X/arenessg increase the security and privacy awareness of system | Functional Equal ReSiIience SAT-02 10
users [Assignment: organization-defined awareness Awareness Training
techniques];c. Update literacy training and awareness
icontent [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; andd. Incorporate lessons learned from
internal or external security incidents or breaches into
literacy training and awareness techniques.
Mechanisms exist to utilize
Literacy Training ide i . i ; . security awareness training on
AT-02(02) and Awareness | Prowdg Ilt_eracy training on recognizing and reporting Functional Equal Insider Threat THR-05 |recognizing and reporting 10
Insider Threat potential indicators of insider threat. Awareness otential indicators of insider
a. Provide role-based security and privacy training to threat
personnel with the following roles and responsibilities: . " "
[Assignment: organization-defined roles and &Tﬂi;':znzeecﬂfftmc’éﬁwﬁaence
responsibilities]:1. Before authorizing access to the and resilience—rela{’ed tra‘?ning'
sys;jte[/r:\, information, or performdmg as;i?ned dut\e]s, Rgle-BaSed (1) Before authorizing access Eo
L lan ssignment: organization-defined frequency : ecurity, ;
AT-03 Role-based Training thereafter; and2. When required by system changes;b. Functional [Intersects With Compliance & SAT-03 the_systsr;\ t:_r p.erformmg 5
Update role-based training content [Assignment: Resilience Training assignec duties;
o - y (2) When required by system
lorganization-defined frequency] and following changes: and
[Assignment: organization-defined events]; andc. (3) Agnu'ally thereafter
Incorporate lessons learned from internal or external :
security incidents or breaches into role-based training. _ __
la. Document and monitor information security and E;a)lrllint\gafgtelg:rlisv Igtjcrlr?dl‘il;%ce
privacy training activities, including security and Security, and resilience av{;’arenezs
) privacy awareness training and specific role-based ) Compliance & a resil
AT-04 Training Records security and privacy training; andb. Retain individual Functional Equal Resilience Training SAT-04 E;a)":{mg' . training: 10
t_raining records for [Assignment: organization-defined Records and ecurring awareness training;
time period]. (3) Technology Assets,

Secure Controls Framework (SCF)
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Focal Document Element (FDE) Description

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

la. Develop, document, and disseminate to Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilience Program (SCRP),
Mission/business process-level; System-level] audit and| including policies, standards and
laccountability policy that:a. Addresses purpose, scope, procedures, at planned intervals
roles, responsibilities, management commitment, or if significant changes occur to
icoordination among organizational entities, and ensure their continuing
icompliance; andb. Is consistent with applicable laws, suitability, adequacy and
lexecutive orders, directives, regulations, policies, effectiveness.
standards, and guidelines; and2. Procedures to Periodic Review &
Policy and facilitate the implementation of the audit and . Update of Security,
AU-01 Procedures laccountability policy and the associated audit and Functional |intersects With Compliance & Gov-03 5
laccountability controls;b. Designate an [Assignment: Resilience Program
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, Mechanisms exist to establish,
istandards, and guidelines; and2. Procedures to Publishing Security, imaintain and disseminate
Policy and facilitate the implementation of the audit and ) Compliance & policies, standards and
AU-01 Procedures laccountability policy and the associated audit and Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
laccountability controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the
Policy and facilitate the implementation of the audit and " Continuous " -
AU-01 Procedures laccountability policy and the associated audit and Functional Subset Of Monitoring MON-01 mr_\glemen_ttat\pn of en:telrpnse— 10
laccountability controls;b. Designate an [Assignment: wide monitoring controfs.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
@ TOenTITy TNe Types of EVents tat the System 15 Mechanisms exist to review
icapable of logging in support of the audit function: event logs on an ongoing basis
[Assignment: organization-defined event types that the| and escalate incidents in
lsystem is capable of loggingl;b. Coordinate the event accordance with established
logging function with other organizational entities timelines and procedures.
requiring audit-related information to guide and inform
the selection criteria for events to be logged;c. Specify
the following event types for logging within the .
AU-02 Event Logging  |system: [Assignment: organization-defined event types| Functional |Intersects With Selslur\_tty E_vent “3(1)’;7 5
(subset of the event types defined in AU-02a.) along onitoring h
with the frequency of (or situation requiring) logging
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
ideemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
nrr]]agiiﬁ%qﬂ_g%ﬁﬁgi freauency]
a. OT €Vents that the System T
icapable of logging in support of the audit function:
[Assignment: organization-defined event types that the|
isystem is capable of logging];b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform Mechanisms exist to utilize a
the selection criteria for events to be logged;c. Specify S ‘ :
" f iy . ecurity Incident Event Manager
the following event types for logging within the Centralized (SIEM), or similar automated tool
AU-02 Event Logging  [system: [Assignment: organization-defined event types| Functional |Intersects With Collection of MON-02 to sup;’)ort the centralized ! 5
(subset of the event types defined in AU-02a.) along Security Event Logs collection of security-related
with the frequency of (or situation requiring) logging event l0gs. Y
for each identified event type];d. Provide a rationale 9s-
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
loraanization-defined freauencyl
Mechanisms exist to configure
'Technology Assets, Applications
and/or Services (TAAS) to
produce event logs that contain
sufficient information to, at a
minimu
Ensure that audit records contain information that (1) Establish what type of event
lestablishes the following:a. What type of event occurred;
Content of Audit |occurred;b. When the event occurred;c. Where the . Content of Event i
AU-03 Records levent occurred;d. Source of the event;e. Outcome of Functional Equal Logs MON-03 (ezv)e‘:yvthoe:cﬁ??etg:and {me) the 10
the event; andf. Identity of any individuals, subjects, or (3) Where the event occurred;
objects/entities associated with the event. (4) The source of the event;
(5) The outcome (success or
failure) of the event; and
(6) The identity of any
user/subject associated with the
event.
Mechanisms exist to allocate and
. /Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 A“d'tCL"g Storage I[assignment: organization-defined audit log retention | Functional Equal Event Log St0rage | MoN-04fevent log storage capacity to 10
apacity requirements]. apacity reduce the likelihood of such
capacity being exceeded.
. Alert [Assignment: organization-defined personnel or| Mechanisms exist to alert
Response to Audit [roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process |period] in the event of an audit logging process failure; | Functional Equal Log Processing  [MON-05 |event of a log processing failure 10
Failures landb. Take the following additional actions: Failures and take actions to remedy the
[Assignment: organization-defined additional actions]. disruption.
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eview and analyze system au
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined Mechanisms exist to utilize a
inappropriate or unusual activity] and the potential S - :
N h " L . ecurity Incident Event Manager
Audit Record impact of the inappropriate or unusual activity;b. Centralized (SIEM), or similar automated tool
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional [Intersects With Collection of MON-02 to supi‘)ort the centralized ' 5
and Reporting  |personnel or roles]; andc. Adjust the level of audit Security Event Logs collection of security-related
record review, analysis, and reporting within the 4
A P event logs.
isystem when there is a change in risk based on law
lenforcement information, intelligence information, or
ot} mation
[a. Review and analyze system audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined Mechanisms exist to adjust the
inappropriate or unusual activity] and the potential level of audit review, analysis
Audit Record impact of the inappropriate or unusual activity;b. Audit Level MON- and reporting based on evolving
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional [Intersects With Adjustments 02.6 threat information from law 5
and Reporting  |personnel or roles]; andc. Adjust the level of audit g . enforcement, industry
record review, analysis, and reporting within the associations or other credible
isystem when there is a change in risk based on law sources of threat intelligence.
lenforcement information, intelligence information, or
ather credible sources of information
a. Use internal system clocks to generate time stamps
for audit records; andb. Record time stamps for audit . . - .
records that meet [Assignment: organization-defined Clock gficcmar?:irznastzﬁsttei?\:;:!de)/ttl(r)ne-
AU-08 Time Stamps granul_arlty of tll_'ne meas_urement] anq that use ) Functional |Intersects With Synchronization SEA-20 synchronize all critical system 5
oordinated Universal Time, have a fixed local time Clocks
offset from Coordinated Universal Time, or that include )
the local time offset as part of the time stamp.
a. Use internal system clocks to generate time stamps Mechanisms exist to configure
for audit records; andb. Record time stamps for audit Technology Assets, Applications
records that meet [Assignment: organization-defined and/or Services (TAAS) to use an
AU-08 Time Stamps  |granularity of time measurement] and that use Functional (Intersects With Time Stamps MON-07 [authoritative time source to 5
ICoordinated Universal Time, have a fixed local time generate time stamps for event
offset from Coordinated Universal Time, or that include logs.
the local time offset as part of the time stamp.
a. Protect audit information and audit logging tools Mechanisms exist to protect
: .. [from unauthorized access, modification, and deletion; .
AU-09 Pmﬁﬁ%ﬁga‘;{oﬁud't landb. Alert [Assignment: organization-defined Functional Equal ProtectlLoon :f Event MON-08 SKZZtA%%ii:Si::‘ﬁ; tools from 10
personnel or roles] upon detection of unauthorized 9 modification and del’eticn
laccess, modification, or deletion of audit information. .
TECTITATTTSTITS EXTST TU TETanT evenT
logs for a time period consistent
Retain audit records for [Assignment: organization- with records retention
Audit Record defined time period consistent with records retention requirements to provide support
AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10|for after-the-fact investigations 10
investigations of incidents and to meet regulatory and of security incidents and to meet
lorganizational information retention requirements. statutory, regulatory and
contractual retention
[ P TOVIUE auUTt TETuTU JeTTeTatoTT CapanTity ToT e
levent types the system is capable of auditing as
defined in AU-2a on [.Assm_mment. _orgamza.t\on-deﬁned Mechanisms exist to provide an
Audit Record system componentsb. Allow [Assignment: Monitoring levent log report generation
AU-12 Generation lorganization-defined personnel or roles] to select the Functional |Intersects With Reportin MON-06 capability to aid in detecting and 5
levent types that are to be logged by specific P 9 pability | ti ?
icomponents of the system; andc. Generate audit assessing anomalous activities.
records for the event types defined in AU-2c that
incliuda the audit racard contant dafinad in AlL
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the|
Policy and facilitate the implementation of the assessment, Information implementation of security,
CA-01 Procedures lauthorization, and monitoring policy and the Functional Subset Of Assurance (IA) IAO-01 |compliance and resilience 10
lassociated assessment, authorization, and monitoring Operations assessment and authorization
controls;b. Designate an [Assignment: organization- controls.
defined official] to manage the development,
[documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or Mechanisms exist to review the
roles]:1. [Selection (one or more): Organization-level; Security, Compliance &
Mission/business process-level; System-level] Resilience Program (SCRP),
lassessment, authorization, and monitoring policy including policies, standards and
that:a. Addresses purpose, scope, roles, procedures, at planned intervals
responsibilities, management commitment, or if significant changes occur to
coordination among organizational entities, and ensure their continuing
compliance; andb. Is consistent with applicable laws, suitability, adequacy and
lexecutive orders, directives, regulations, policies, effectiveness.
standards, and guidelines; and2. Procedures to - .
Policy and facilitate the implementation of the assessment, J;::é'coﬁgglci‘ﬁg
CA-01 Procedures lauthorization, and monitoring policy and the Functional |Intersects With Compliance & '|GOV-03 5
lassociated assessment, authorization, and monitoring Resilience Program
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, qlre_ctlves. regulations, policies, Mechanisms exist to establish,
standards, and guidelines; and2. Procedures to Publishing Security, maintain and disseminate
Policy and facilitate the implementation of the assessment, Compliance & ' policies, standards and
CA-01 P lauthorization, and monitoring policy and the Functional [Intersects With o, GOV-02 . 5
rocedures " " - Resilience procedures necessary for secure,
lassociated assessment, authorization, and monitoring Documentation compliant and resilient
controls;b. Designate an [Assignment: organization- capabilities,
defined official] to manage the development, P .
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
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for the type of assessment to be conducted;b. Develop Mechanisms exlst to regularly
review Technology Assets,
a control assessr_nent ;_)Ian that describes the scope of Applications and/or Services
the assessment including:1. Controls and control (TAAS) for adherence to the
lenhancements under assessmen_t;Z. Assessment organization's security,
proceFIures tn be used to determine c_ontrol compliance and/or resilience
effectiveness; and3. Assessment environment, olicies and standards.
assessment team, and assessment roles and P )
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or Functional Review
Control designated representative prior to conducting the ) Of Security, CPL-
CA-02 Assessments lassessment;d. Assess the controls in the system and Functional Intersects With Compliance & 03.2
its environment of operation [Assignment: Resilience Controls
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Asslgnment organlzatlon defined
Rt ine diohrare TTTeTTCTEaTT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and " ;
responsibilities;c. Ensure the control assessment plan m?ocrr::It?or?fAes):j:atr?cree;Z;Tam
comtrol | 12viewed and approved by the authorizing official or Techmical (14P) activities to evaluate the
ontrol lesignated representative prior to conducting the . ‘echnical . : "
CA-02 Assessments lassessment;d. Assess the controls in the system and Functional  Intersects With Verification IA0-06 dfefsgtn, mplemfe{\taltm_n a‘nd
its environment of operation [Assignment: :ecelfﬂltvelz:eosni oliarekc:er:;ad
lorganization-defined frequency] to determine the urity, P
. resilience controls.
lextent to which the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Assignment: organlzatlon defined
indeiderineaitobrare TTeTTCTEETT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment, Mechanisms exist to assess
lassessment team, and assessment roles and security, compliance and
responsibilities;c. Ensure the control assessment plan resilience controls in system
is reviewed and approved by the authorizing official or Security, project development to
Control designated representative prior to conducting the ) Compliance & determine the extent to which
CA-02 Assessments lassessment;d. Assess the controls in the system and Functional intersects With Resilience In Project| PRM-04 the controls are implemented
its environment of operation [Assignment: Management correctly, operating as intended
lorganization-defined frequency] to determine the and producing the desired
lextent to which the controls are implemented outcome with respect to meeting
icorrectly, operating as intended, and producing the the requirements.
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the resuits of the
lassessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined
i clivsiclyial )
SR e G Prate ora TITETTC TEanT - -
for the type of assessment to be conducted;b. Develop gsesfehsasntls;nsseecﬁlrsit;ocfgr:’\mrj!)rl\ce
la control assessment plan that describes the scope of o e
the assessment including:1. Controls and control $gghrr|egllgg§;c:sggt]strzls;;ﬁcations
roceures to be used 1o determine control | andor Services (TAAS) through
. ) : Information Assurance Program
effectiveness; and3. Assessment environment, (IAP) activities to determine the
Fesponaibiiticssc. Ensure e contro assesoment plan extent to which the controls are
is reviewed and approved by the authorizing official or implemented correctly, operating
CA02 Control designated representative prior to conducting the ional h 0-02 zs |ntednded and pro(:‘uclng the
A- Assessments lassessment;d. Assess the controls in the system and Functional [Intersects Witl Assessments IAO-! esire outcome witl respect to
N . . 3 meeting expected requirements.
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Assignment: organization-deﬁned
Aiyidial rralac]
iR TTTeTTCTEaTTT - -
for the type of assessment to be conducted b. Develop :/Iee/?:vavn;;ncsese:ésstatgdregularly
la control assessr_nent ;_Jlan that describes the scope of documented procedures to
the assessment including:1. Controls and control f ity with the
lenhancements under assessment;2. Assessment ensure conformity wi
procedures to be used to determine control gggn'?gl‘izaitéznaicsﬂeé:}r”etzillience
Sescssment e, and scsessment rolco and policies, standards and other
responsibilities;c. Ensure the control assessment plan applicable requirements.
is reviewed and approved by the authorizing official or Security,
Control designated representative prior to conducting the . Compliance &
Ca-02 Assessments assegssment;d.pAssess the c‘:mtrols in the systgem and Functional  Intersects With Regilience CPL-03
its environment of operation [Assignment: Assessments
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
assessment; andf. Provide the results of the control
assessment to [Assignment: organization-defined
I ERlAET-
between the system and other systems using Mechanisms exist to authorize
[Selection (one or more): interconnection security connections from systems to
lagreements; information exchange security other systems using
lagreements; memoranda of understanding or Interconnection Security
lagreement; service level agreements; user Interconnection |/Agreements (ISAs), or similar
Information lagreements; nondisclosure agreements; [Assignment: : methods, that document, for
CA-03 Exchange o?ganization-deﬁned type of ggreement]];b. D?)cument, Functional  Intersects With A Security ISA NET-05|05¢ch interconnection:
las part of each exchange agreement, the interface greements (ISAs) (1) Interface characteristics;
Icharacteristics, security and privacy requirements, (2) Security, compliance and
icontrols, and responsibilities for each system, and the resilience requirements; and;
impact level of the information communicated; andc. (3) The nature of the information
Review and update the agreements [Assignment: communicated.
A UEVRTSHs 8 priiTor dction ana mestones Tor the contror;
isystem to document the planned remediation actions (3) Description of the
of the organization to correct weaknesses or deficiency(ies);
deficiencies noted during the assessment of the (4) Risk associated with the
Plan of Action and |controls and to reduce or eliminate known " N Capabilities deficiency(ies);
CA-05 Milestones vulnerabilities in the system; andb. Update existing Functional  Intersects With Deficiency Tracking 1A0-05 (5) Source deficiency
plan of action and milestones [Assignment: identification/detection;
lorganization-defined frequency] based on the findings (6) Temporary compensating
from control assessments, independent audits or controls, if applicable;
reviey and ntinuaus manitaring tiviti (7) Paint of Cantact (POC) (e a
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[a. Assign a senior official as the orizing official for Mechanisms exist to ensure
thg system . Assign a senior offlclal as the athonzlng Technology Assets, Applications
official fo_r common controls available for inheritance and/or Services (TAAS) are
by organizational systems;c. Ensure that the officially authorized prior to "go
authorizinglofg ial for trl:e syste;n, before commelncing S live" in a production

P loperations:1. Accepts the use of common controls " ecurity lenvironment.

CA-06 Authorization b ited by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 10
to operate;d. Ensure that the authorizing official for
icommon controls authorizes the use of those controls
for inheritance by organizational systems;e. Update
the authorizations [Assignment: organization-defined
frequencyl.

DEIEpd Systermever TrToTTTOTITgSTraTey Y
land implement continuous monitoring in accordance
with the organization-level continuous monitoring
strategy that includes:a. Establishing the following
Isystem-level metrics to be monitored: [Assignment:
lorganization-defined system-level metrics];b.
Establishing [Assignment: organization-defined
frequencies] for monitoring and [Assignment: . . .
lorganization-defined frequencies] for assessment of Security, geeccuhriatnylsgsmi)?ilg;?e ;;Ir"od\nde a
Continuous control effectiveness;c. Ongoing control assessments Compliancé & resilienc’e controls oversight
CA-07 Moni in accordance with the continuous monitoring Functional |Intersects With " CPL-02 : 5
onitoring strategy;d. Ongoing monitoring of system and Resilience _Controls function t_haF reports Fo the
lorganization-defined metrics in accordance with the Oversight Iorgdanlw—zsflon s executive
icontinuous monitoring strategy;e. Correlation and eadership.
lanalysis of information generated by control
lassessments and monitoring;f. Response actions to
laddress results of the analysis of control assessment
land monitoring information; andg. Reporting the
isecurity and privacy status of the system to
[Assignment: organization-defined personnel or roles]
H imatinm dafiaad & 1
Mechanisms exist to ensure risk
monitoring as an integral part of
Continuous Ens;{re risk monlitorjng i:;t art\ integ‘ratl pall'tgf thti t:e tconti?ﬁot@ nlwgwtormg tori
" . icontinuous monitoring strategy that includes the . . Lo strategy that includes monitoring
CA-07(04) Mml:’;fj%"i'(’:j?’irl'\gRISk following:a. Effectiveness monitoring;b. Compliance Functional Equal Risk Monitoring | RSK-11 the effectiveness of security, 10
monitoring; andc. Change monitoring. compliance and resilience
controls, compliance and change
management.
@, AUTNOTTZE TTErmnar CONMections OT [ASSIgNMent: - -
lorganization-defined system components or classes of Mschar;lsmi exist to coptrol
components] to the system;b. Document, for each 'Jl ernal system connections
h h : o rough authorizing internal
Inte | System Isnetce\::?:/ Cazndnsfitllgg)'/trr;eqL?::gaeaiscganrgctieerlztalfjlv'e of Internal System NET- connections of systems and
erna 3 . - " .

CA-09 Connections the information communicated;c. Terminate internal Functional Equal Connections 05.2 gg;ﬁg‘i;tr""%hgoiﬁ:;gc'gtemal 10
lsystem connections after [Assignment: organization- characteris’tics securit
defined conditions]; andd. Review [Assignment: requirements a’nd the r{ature of
lorganization-defined frequency] the continued need for| au "
loach internal connection the information communicated.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. . " . . .
cm-01 Policy and — Procedures to facilitate the implementation of the Functional | Subset Of falr;z%irritéiz CFG-01 r’lmepcl';?;\rtnast;’;‘S;ftgof:ffgﬁfgsot: 10
Procedures configuration management policy and the associated Program management controls
iconfiguration management controls;b. Designate an 9 9 .
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilience Program (SCRP),
Mission/business process-level; System-level] including policies, standards and
iconfiguration management policy that:a. Addresses procedures, at planned intervals
purpose, scope, roles, responsibilities, management or if significant changes occur to
icommitment, coordination among organizational ensure their continuing
lentities, and compliance; andb. Is consistent with suitability, adequacy and
applicable laws, executive orders, directives, effectiveness.
regulations, policies, standards, and guidelines; and2. Periodic Review &
Policy and Procedures to facilitate the implementation of the . Update of Security,

CM-01 Procedures iconfiguration management policy and the associated Functional |Intersects With Compliance & GOV-03 5
iconfiguration management controls;b. Designate an Resilience Program
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

a. Develop, document, and disseminate to

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

iconfiguration management policy that:a. Addresses

purpose, scope, roles, responsibilities, management

icommitment, coordination among organizational

lentities, and compliance; andb. Is consistent with

lapplicable laws, executive orders, directives, Mechanisms exist to establish,

regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and

CM-01 Procedures iconfiguration management policy and the associated Functional [intersects With Resilience GOv-02 procedures necessary for secure, 5
iconfiguration management controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

- P UUCUTITe TG GO T T T T

iconfiguration control, a current baseline configuration Mechanisms exist to review and

of the system; andb. Review and update the baseline update baseline configurations:
Baseline iconfiguration of the system:1. [Assignment: " N . CFG- (1) At least annually;

CM-02 Configuration  |organization-defined frequency];2. When required due Functional |Intersects With| Reviews & Updates 02.1 |(2) When required due to so; or 5
to [Assignment: organization-defined circumstances]; (3) As part of system component
land3. When system components are installed or installations and upgrades.
et AAGpgocurTTeTTG Ao TTaTT T T Mechani Sttod ]
iconfiguration control, a current baseline configuration d echanisms les to develop,
of the system; andb. Review and update the baseline bgggﬁ?\eené:nnﬁgmaaltri];::]fzfcme

Baseline configuration of the system:1. [Assignment: : Secure Baseline P

CM-02 Configuration  |organization-defined frequencyl;2. When required due Functional Intersects With Configurations CFG-02|Technology Assets, Appllhcatlons 5
to [Assignment: organization-defined circumstances]; and/qr Serwces_(TAAS) that are
land3. When system components are installed or consistent with industry-

accepted system hardening
/Analyze changes to the system to determine potential Security Impact M::CTsneljTsa?lsetstf%?nzlcyeznetial

CM-04 Impact Analyses |[security and privacy impacts prior to change Functional Equal Analysis for CHG-03 gecﬁnty impactgs priorpto the 10

implementation. Changes implementation of the change.
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Mechanisms exist to define,
: Define, document, approve, and enforce physical and Governing Access document, approve and gnforce
CM-05 Access Restrictions logical access restrictions associated with changes to Functional |Intersects With|  Restriction for END- laccess restrictions associated 5
for Change the system Change 03.2 |with changes to Technology
. /Assets, Applications and/or
Blee%ﬂ%en%%%%s}i‘st to enforce
. Define, document, approve, and enforce physical and : configuration restrictions in an
CM-05 ACCE‘;SS Eﬁstnctlons logical access restrictions associated with changes to Functional |Intersects With Accgss gre‘:stnctlon CHG-04 |effort to restrict the ability of 5
or Change the system. orChange users to conduct unauthorized
. - - chanaes_ _
Icomponents employed within the system that reflect Mechanisms exist to develop,
the most restrictive mode consistent with operational document and maintain secure
requirements using [Assignment: organization-defined baseline configurations for -
lcommon secure configurations];b. Implement the :ig?:rOISOe%i?esze(srsllk:sp)pt“hcaattfpes
N : configuration settings;c. Identify, document, and " © A
CM-06 Corsmgturatlon lapprove any deviations from established configuration | Functional |Intersects With SCecuge Baielme CFG-02 |consistent with industry- 5
ettings settings for [Assignment: organization-defined system onfigurations accepted system hardening
icomponents] based on [Assignment: organization- standards.
defined operational requirements]; andd. Monitor and
icontrol changes to the configuration settings in
laccordance with organizational policies and
§ > i
icomponents employed within the system that reflect
the most restrictive mode consistent with operational
requirements using [Assignment: organization-defined
icommon secure configurations];b. Implement the . .
Contiuraion [Comuaion sing . gendy docimart ans
CM-06 Settin approve any deviations from established configuration | Functional |Intersects With|  Configuration 02.7 |deviations to standardized 5
gs : N g " 2 A eviations to standardize
settings for [Assignment: organization-defined system Deviations configurations
icomponents] based on [Assignment: organization- .
defined operational requirements]; andd. Monitor and
control changes to the configuration settings in
laccordance with organizational policies and
a. Configure the system to provide only [Assignment: . . )
lorganization-defined mission essential capabilities]; :Iestt:z?nnslstgys %ﬂiséetzﬁrngg:er:tial
landb. Prohibit or restrict the use of the following cgpabilities% speciﬁcgll
CM-07 Least Functionality [functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 prohibiting oryrestrictmg z’he use 10
[Assignment: organization-defined prohibited or of ports, protocols, and/or
restricted functions, system ports, protocols, software, Ser’:”ces' P "
land/or services]. .
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
a. Develop and document an inventory of system Data (TAASD) that:
icomponents that:1. Accurately reflects the system;2. (1) Accurately r_eﬂects the
Includes all components within the system;3. Does not current TAASD In use;
include duplicate accounting of components or (2) Identifies authorized software
icomponents assigned to any other system;4. Is at the Pmtqflimt:: ‘"ﬂug‘f}g_ business
System Component level of granularity deemed necessary for tracking and J(‘g Ils cai tlﬁg Ieevea\l gf ranularit
CM-08 Inventon reporting; and5. Includes the following information to Functional [Intersects With| Asset Inventories | AST-02 d d fg tracki Y 5
y lachieve system component accountability: leeme ne_ce.ssaw or tracking
[Assignment: organization-defined information deemed and reporting; . .
necessary to achieve effective system component .(4) Includes organization-defined
laccountability]; andb. Review and update the system information deemed necessary to
icomponent inventory [Assignment: organization- achieve effgctlve property
defined frequencyl. accountability; and
(5) Is available for review and
audit by designated
organizational personnel.
a. Develop and document an inventory of system
icomponents that:1. Accurately reflects the system;2.
Includes all components within the system;3. Does not Mechanisms exist to establish
include duplicate accounting of components or and maintain an authoritative
icomponents assigned to any other system;4. Is at the source and repository to provide
level of granularity deemed necessary for tracking and Component a trusted source and
CM-08 Systelr: Co;nponent reporting; and5. Includes the following information to Functional |Intersects With Duplication Ggg accountability for approved and 5
ventory lachieve system component accountability: Avoidance . implemented system
[Assignment: organization-defined information deemed components that prevents assets
necessary to achieve effective system component from being duplicated in other
laccountability]; andb. Review and update the system asset inventories.
icomponent inventory [Assignment: organization-
defined frequency].
[ USE SUTWaTE af U aSSUCIate qUCUTTTeTTTartoTT T
laccordance with contract agreements and copyright
laws;b. Track the use of software and associated . :
s documentation protected by quantity licenses to Mechanisms exist to enforce
cM-10 oftware Usage | o1 copying and distribution: andc. Control and Functional Equal Software Usage | g g4 [sOftware usage restrictions to 10
Restrictions pying L h a Restrictions comply with applicable contract
idocument the use of peer-to-peer file sharing d iht |
technology to ensure that this capability is not used for 2greements and copyright laws.
the unauthorized distribution, display, performance, or
it £ inhtad worl
la. Establish [Assignment: organization-defined policies]
u installed go}/erning 'Ethe insga\ltatlilo?of sof‘t‘w'aretgy usT‘rst;hb. Prohibit Installation Autﬁrgited&mechan\ilwlf §x\st to
ser-installe nforce software installation policies through the . ; ? prohibit software installations
CM-11 Software following methods: [Assignment: organization-defined Functional Intersects With W'thogtt:tﬂ\;”eged END-03 without explicitly assigned 5
methods]; andc. Monitor policy compliance privileged status.
[Assignment: organization-defined frequencyl.
a. Establish [Assignment: organization-defined policies]
governing the installation of software by users;b. Mechanisms exist to restrict the
User-installed  |Enforce software installation policies through the : User-Installed p i
CM-11 Software following methods: [Assignmepnt: orgamzat?on»deﬁned Functional Intersects With Software CFG-05 .ab'l'tﬁ of nog;pr_lvlledegetfitusers to 5
methods]; andc. Monitor policy compliance (nstall unauthorized software.
LAsjwﬁgvrérlnent: organization-deﬁnﬂe'?”flll'sgyﬁl;lcy]. _ _ _
[Assignment: organization-defined personnel or DS/I:CCS:{\|s@osr:;||isatntcoerszew the
ro\es]:l.b[SeIection (one olr mo‘re): Orgar:\zatlifn-level: Resilier\{c’e Program (SCRP)
Mission/business process-level; System-level N " ? '
icontingency planning policy that:a. Addresses purpose, lnrf)lgedcllzgrepsmi‘actlei;::\aer;di;isrvaar;g
iscope, roles, responsibilities, management ‘o’r if si niﬁc‘antghan es occur to
icommitment, coordination among organizational ensuregtheir continuigng
lentities, and compliance; andb. Is consistent with suitability, adequacy and
lapplicable laws, executive orders, directives, eﬁectivenéss
regulations, policies, standards, and guidelines; and2. Periodic Review & .
Policy and Procedures to facilitate the implementation of the . ... | Update of Security,
CP-01 Procedures icontingency planning policy ar?d the associated Functional Intersects With Compliance & GOV-03 5
icontingency planning controls;b. Designate an Resilience Program
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
r jzatinn dafinad el
e RRABD TRGHRIAT "Rt S e&nfrste - - =
[Assignment: organization-defined personnel or y;;l';?ésnr::tE?'sgftgof:tci:g:f]ec;he
roles]:1. [Selection (one or more): Organization-level; planning controls to help ensure
Miss!on/business p_rocess:leve\; System-level] resilient Technology Assets,
icontingency plannlng' p‘o'llrcy that:a. Addresses purpose, Applications and/or Services
iscope, roles, responsibilities, management (TAAS) (e.q., Continuity of
icommitment, coordination among organizational Operation‘s’l”lan (COOP) or
lentities, and compliance; andb. Is consistent with Business Continuity & Disaster
lapplicable laws, executive orders, directives, Recovery (BC/DR) ;{Iaybooks)
pol ’ ;eguladtions, pofl\t:\?s, star;]dards,I and guidehnefs;handz. Business Continuity .
olicy an: rocedures to facilitate the implementation of the :
CP-01 Proce{jures icontingency planning policy arr\Jd the associated Functional Subset Of SManageg\Cel\;;; BCD-01 10
icontingency planning controls;b. Designate an ystem ( )
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
[ izatian dafinad el
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ate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and
Cp-01 Procedures icontingency planning policy and the associated Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
icontingency planning controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
L izatignedafinad 1
Identifies essential mission and business functions and Mechanisms exist to facilitate the|
lassociated contingency requirements;2. Provides implementation of contingency
recovery objectives, restoration priorities, and planning controls to help ensure
metrics;3. Addresses contingency roles, resilient Technology Assets,
responsibilities, assigned individuals with contact /Applications and/or Services
information;4. Addresses maintaining essential mission (TAAS) (e.g., Continuity of
land business functions despite a system disruption, Operations Plan (COOP) or
icompromise, or failure;5. Addresses eventual, full Business Continuity & Disaster
isystem restoration without deterioration of the controls Recovery (BC/DR) playbooks).
originally planned and implemented;6. Addresses the
isharing of contingency information; and7. Is reviewed
land approved by [Assignment: organization-defined
personnel or roles];b. Distribute copies of the
icontingency plan to [Assignment: organization-defined Business Continuity
" key contingency personnel (identified by name and/or .
CP-02 Contingency Plan by role) and organizational elements];c. Coordinate Functional Subset Of SMatnageSEeI\;Iv; BCD-01 10
icontingency planning activities with incident handling ystem ( )
activities;d. Review the contingency plan for the
lsystem [Assignment: organization-defined
frequency];e. Update the contingency plan to address
ichanges to the organization, system, or environment
of operation and problems encountered during
icontingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
lactual contingency activities into contingency testing
land training; andh. Protect the contingency plan from
Identifies essential mission and business functions and Mechanisms exist to update
lassociated contingency requirements;2. Provides contingency plans due to
recovery objectives, restoration priorities, and changes affecting:
metrics;3. Addresses contingency roles, (1) People (e.g., personnel
responsibilities, assigned individuals with contact changes);
information;4. Addresses maintaining essential mission (2) Processes (e.g., new, altered
land business functions despite a system disruption, or decommissioned business
Icompromise, or failure;5. Addresses eventual, full practices, including third-party
system restoration without deterioration of the controls services) .
originally planned and implemented;6. Addresses the (3) Technologies (e.g., new,
sharing of contingency information; and7. Is reviewed altered or decommissioned
land approved by [Assignment: organization-defined technologies);
personnel or roles];b. Distribute copies of the (4) Data (e.g., changes to data
contingency plan to [Assignment: organization-defined Ongoing Ff:’)“::sazir;i(:i/:sr ?:tga rsg‘?vs';‘?t’::z
: key contingency personnel (identified by name and/or . el g
CP-02 Contingency Plan byyrole) an% orgya‘;izational (elements];c.\/coordinate/ Functional [Intersects With CoPr;tmg‘ency BCD-06 or decommissioned physical 5
contingency planning activities with incident handling anning infrastructure); and/or
activities;d. Review the contingency plan for the (6) Feedback from contingency
system [Assignment: organization-defined plan testing activities.
frequency];e. Update the contingency plan to address
ichanges to the organization, system, or environment
lof operation and problems encountered during
icontingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
lactual contingency activities into contingency testing
land training; andh. Protect the contingency plan from
a. Provide contingency training to system users
consistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period] Mechanisms exist to adequately
: of assuming a contingency role or responsibility;2. train contingency personnel and
CP-03 Co_Ptlpg_ency \When required by system changes; and3. [Assignment:| Functional Equal Cont\pgency BCD-03 |applicable stakeholders in their 10
raining A, 2 ! Training !
lorganization-defined frequency] thereafter; andb. contingency roles and
Review and update contingency training content responsibilities.
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Test the contingency plan for the system
[Assignment: organization-defined frequency] using Contingency Plan Mechanisms exist to conduct a
Contingency Plan the following tests to determine the effectiveness of Root Cause Analysis Root Cause Analysis (RCA) and
CP-04 Tg ncy the plan and the readiness to execute the plan: Functional [Intersects With VSIS BCD-05 |"lessons learned” activity every 5
esting : adin ¢ (RCA) & Lessons ! d
[Assignment: organization-defined tests].b. Review the Learned time the contingency plan is
contingency plan test results; andc. Initiate corrective activated.
actions, if needed.
la. Test the contingency plan for the system . .
[Assignment: organization-defined frequency] using gif?z:ngs:;g:egigdu“
Contingency Plan the following tests to determine the effectiveness of Contingency Plan evaluate the contingency plan's
CP-04 Testi the plan and the readiness to execute the plan: Functional |Intersects With " : BCD-04 : 5
esting ) PR ; Testing & Exercises effectiveness and the
[Assignment: organization-defined tests].b. Review the organization's readiness to
icontingency plan test results; andc. Initiate corrective execute the plan
actions, if needed. pan.
@. Conduct backups of user-level information contained Mechanisms exist to create
in [Assignment: organization-defined system recurring backups of data,
icomponents] [Assignment: organization-defined software and/or system images,
frequency consistent with recovery time and recovery as well as verify the integrity of
point objectives];b. Conduct backups of system-level these backups, to ensure the
information contained in the system [Assignment: availability of the data to satisfy
lorganization-defined frequency consistent with " Recovery Time Objectives (RTOs)
CP-09 System Backup recovery time and recovery point objectives];c. Functional  Intersects With Data Backups BCD-11 and Recovery Point Objectives 5
IConduct backups of system documentation, including (RPOs).
isecurity- and privacy-related documentation
[Assignment: organization-defined frequency
consistent with recovery time and recovery point
lobjectives]; andd. Protect the confidentiality, integrity,
land availability of backup information.
Provide for the recovery and reconstitution of the Technology Assets, geeccl‘ll':'znr‘l:gi::f;r:g ensure the
Isystem to a known state within [Assignment: Applications and/or b
CP-10 Syds;em Rei_(zv?_ry lorganization-defined time period consistent with Functional |Intersects With| Services (TAAS) |BCD-12 [reconstitution of Technology 5
and Reconstitution recovery time and recovery point objectives] after a Recovery & Asse.ts' Applications and/or
disruption, compromise, or failure. Reconstitution Services (TAAS_) to a known _state
after a disruotion. comoromise or|
Mechanisms exist to facilitate the
implementation of contingency
Provide for the recovery and reconstitution of the planning controls to help ensure
System Recovery system to a known state within [Assignment: Business Continuity resilient Technology Assets,
CP-10 and Reconstitution lorganization-defined time period consistent with Functional |Intersects With Management BCD-01 |Applications and/c_)r S_EI’V‘CGS 5
recovery time and recovery point objectives] after a System (BCMS) (TAAS) (e.g., Continuity of
disruption, compromise, or failure. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
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ovide for the recovery a u 0
System Recovery system to a knm{vn state withi_n [Assignment: . ' ‘ Repovery T\me/ BCD- |recovery oper_ations in
CP-10 and Reconstitution lorganization-defined time period consistent with Functional [Intersects With| Point Objectives 0l.4 accordance with Recovery Time 5
recovery time and recovery point objectives] after a (RTO / RPO) *" |Objectives (RTOs) and Recovery
disruption. compromise, or failure Point Obijectives (RPOs)
[Assignment: organization-defined personnel or Mechanisms exist to review the
roles]:1. [Selection (one or more): Organization-level; Security, Compliance &
Mission/business process-level; System-level] Resilience Program (SCRP),
identification and authentication policy that:a. including policies, standards and
/Addresses purpose, scope, roles, responsibilities, procedures, at planned intervals
management commitment, coordination among or if significant changes occur to
lorganizational entities, and compliance; andb. Is ensure their continuing
consistent with applicable laws, executive orders, suitability, adequacy and
directives, regulations, policies, standards, and effectiveness.
iguidelines; and2. Procedures to facilitate the Periodic Review &
Policy and implementation of the identification and authentication . Update of Security,
1A-01 Procedures poﬁcy and the associated identification and Functional Intersects With Compliance & GOV-03 5
lauthentication controls;b. Designate an [Assignment: Resilience Program
lorganization-defined official] to manage the
development, documentation, and dissemination of the|
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|
Policy and implementation of the identification and authentication . Identity & Access implementation of identification
1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) IAC-01 and access management 10
lauthentication controls;b. Designate an [Assignment: controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the identification and authentication " Compliance & policies, standards and
1A-01 Procedures policy and the associated identification and Functional |intersects With Resilience Gov-02 procedures necessary for secure, 5
lauthentication controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
Mechanisms exist to uniquely
Identification and . . " : - Identification & identify and centrall
Authentication Uniquely |qent|fy and autm_entlcgt_e o_rganlgatlonal users . Authentication for Auther\{ticate, Autho%ze and
1A-02 . land associate that unique identification with processes | Functional Equal . IAC-02 . PR 10
(organizational lacting on behalf of those users Organizational /Audit (AAA) organizational users
Users) : Users and processes acting on behalf of]
organizational users.
/Automated mechanisms exist to
enforce Multi-Factor
/Authentication (MFA) for:
Identification and (1) Remote network access;
1A-02(01) (Ao‘:;hairl‘;‘acta\g:; implement multi-factor authentication for access to Functional |intersects with]  Anaki-Factor | o6 i@’;{‘;”},’i;ﬁﬁlﬁﬁ!’;‘ﬂﬁ% 5
3 Users) | Multi-factor |privileged accounts. unctional - Intersects Wi u (el\:llFlli)a fon " Iservices (TAAS); and/ or
Authentication to (3) Non-console access to critical
Privileged Accounts TAAS that store, transmit and/or
process sensitive/regulated data.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational |Implement multi-factor authentication for access to . Local Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor|privileged accounts. Functional Intersects With Privileged Accounts IAC-06.3] authenticate local access for 5
Authentication to privileged accounts.
Privileged Accounts
Mechanisms exist to imit the use
of commercially-provided
I Information Assurance (IA) and
Id::tt;'fécnat‘tlcoar;i::d nf " IA-ednal;Ieg"lTt %rodugts to those
K N nformation products that have been
1A-02(01) Usie?‘;g)ﬁnhblzjt‘i?fr;i‘tor ms:ﬁ;;:z;‘?é‘gg;:&cmr authentication for access to Functional [Intersects With| Assurance Enabled LI;AZ- successfully evaluated against a 5
Authentication to . Products *“ |National Information Assurance
Privileged Accounts partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-
alidated or NSA-anoroved
Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
Authentication Out-of-Band Multi- for access to privileged and non-
(organizational [Implement multi-factor authentication for access to : rivileged accounts such that
1A-02(01) users) | Multi-factor prisileged accounts. Functional |Intersects With)  Factor . 1AC-06.4(00 ! 3 he Factors is 5
Authentication to uthentication independently provided by a
Privileged Accounts device separate from the system
being accessed.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational [Implement multi-factor authentication for access to . Network Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor|privileged accounts. Functional |intersects With Privileged Accounts IAC-06.1 authenticate network access for 5
Authentication to privileged accounts.
Privileged Accounts
Identification and
Authentication Mechanisms exist to utilize Multi-
. : Network Access to N
(organizational |[Implement multi-factor authentication for access to . ) M Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor|privileged accounts. Functional  intersects With No;\\-Prlvlletged IAC-06.2); \thenticate network access for 5
Authentication to ccounts non-privileged accounts.
Privileged Accounts
Id:&ﬁ'g?;';;?i::d Hard Tok /Automated m_ec?_amsdm; ex(\ist to
. . ardware Token- ensure organization-define
1A-02(01) Us(e?'rsg)a|nhlllzjlt‘i?fr;i‘tor Ipr:s:leengw:gtar?cﬂﬂ-nf;ctor authentication for access to Functional |Intersects With Bas_ed i IAC-10.7| tok_en_ quality requirements are 5
Authentication to . Authentication satisfied for hardware token-
Privileged Accounts based authentication.
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e
of commercially-provided
Identification and Information Assurance (lA) and
Authentication IA-enabled IT products to those
(organizational ) Information products that have been
1A-02(02) Users) | Multi-factor 'mp'e"?e.[‘t m(x;lt\-facto; authentication for access to Functional [Intersects With| Assurance Enabled BEZ’AZ successfully evaluated against a 5
Authentication to |"O"Privileged accounts. Products ) National Information Assurance
Non-privileged partnership (NIAP)-approved
Accounts Protection Profile or the
cryptographic module is FIPS-
validated or NSA-anoraved.
Identification and
Authentication " : . :
1A-02(02) Us(e?';g)inhilzt?ltg?fgi‘tor Implement multi-factor authentication for access to Functional |Intersects With Neﬁgﬁgﬁ_:]ﬁ;eizm |AC-06.2 raecct';?r/‘xlflmser?:ilcsatt\tgnu(tméi)htzm 5
Authentication to |"°"-Privileged accounts. uncti ! Accountg ““lauthenticate network access for
Non-privileged non-privileged accounts.
Accounts
L Mechanisms exist to implement
Id:&ﬁ'g?;';;?i::d ?/Iulti—Factotr Aut_hﬁnticgtio%(MFA)
(organizational : A Out-of-Band Multi- or access o privieged and fon-
1A-02(02) Users) | Multi-factor Implerr_ne_nt multi-factor authentication for access to Functional |Intersects With Factor |AC-06.4) privileged accounts such that 5
Authentication to non-privileged accounts. Authentication one of the factors is
- dependently provided by a
Non-privileged inde
Accounts geylce separaze from the system
eing accessed.
Identification and
Authentication /Automated mechanisms exist to
(organizational . Hardware Token- ensure organization-defined
1A-02(02) Users) | Multi-factor :'\mog!ew\ﬁ?et ";SI;Eia;:gzsa“the"t‘camn for access to Functional (Intersects With Based IAC-10.7|token quality requirements are 5
Authentication to P 9 ) Authentication satisfied for hardware token-
Non-privileged based authentication.
Accounts
Identification and
&nghaer::gacta‘g::‘ Impl t Iti-facts thentication f t Net k A t rl\:llectharl]\isﬁs e:'iSttm u(t’i\llié:)wéum-
" mplement multi-factor authentication for access to . etwork Access to actor Authentication o
14-02(02) Uziﬁ\)elr\:?yalttligzctt:r non-privileged accounts. Functional  lintersects With Privileged Accounts IAC-06-1)7 thenticate network access for 5
Non-privileged privileged accounts.
Accounts
/Automated mechanisms exist to
enforce Multi-Factor
\dentification and /Authentication (MFA) for:
Authentication (1) Remote network access;
(organizational ‘ — Multi-Factor (2) Third-party Technology
1A-02(02) Users) | Multi-factorMPlement multi-factor authentication for access to Functional [Intersects With| Authentication | IAC-06 [ASSets, Applications and/or 5
Authentication to |n°N-Privileged accounts. (MFA) Services (TAAS); and/ or
Non-privileged (3) Non-console access to critical
Accounts TAAS that store, transmit and/or
process sensitive/regulated data.
Identification and
g‘"‘;h:nri‘gacta‘;l:; Impli Iti-f hentication f Local A ;’IeCha?\iST\S catio u(tri\lliéf\)MUIti-
! mplement multi-factor authentication for access to . ) ocal Access to actor Authentication to
1A-02(02) Uf\ﬁ';i)e!_‘:’ilé'altt'i‘;?]ct?r non-privileged accounts. Functional  Intersects With Privileged Accounts IAC-06.3) aqthenticate local access for 5
Non-privileged privileged accounts.
Accounts
Identification and
{:Jl:;hai?;act?;'::‘ Implement replay-resistant authentication mechanisms Replay-Resistant l/Automated mechanisms exist to
1A-02(08) Users) | Access to for access to [Selection (one or more): privileged Functional Equal Authentication IAC-02.2|employ replay-resistant 10
Accounts — Replay laccounts; non-privileged accounts]. authentication.
Resistant
Id::tt;’lc[]at‘ncgr;isgd A t and electronicall ify Ps I Identit A t f PIV M\ecranismﬁ eXiStfm acceptand
f ccept and electronically verify Personal Identity . cceptance o electronically verify
1A-02(12) Usfeor;g)TrXEig;P:n‘ce Verification-compliant credentials. Functional  Intersects With Credentials IAC-02.3) orggmza_tional Personal I(_jentity 5
of PIV Credentials Verification (PIV) credentials.
NTETTagE Sy STENT TUETTUITETS Dy @ RETETVITTg
lauthorization from [Assignment: organization-defined Mechanisms exist to strictly
personnel or roles] to assign an individual, group, role, "
\dentifier service, or device identifier;b. Selecting an identifier Authenticate, g?l\t/hell;?i;gearl:(sjeA?Jf(iﬁu(t!’]A:L]Fcatev
IA-04 Management that identifies an individual, group, role, service, or Functional |Intersects With|Authorize and Audit|IAC-01.2 solutions, both on-premises and 5
device;c. Assigning the identifier to the intended (AAA) those hoéted by an External
individual, group, role, service, or device; andd. Service Provideyr (ESP)
Preventing reuse of identifiers for [Assignment: .
izatinndafinad + i
RrERRGE S ReffaediRers R 8 fecervm - -
lauthorization from [Assignment: organization-defined r:;?sg':{:zde;'i sf?)rgl?:eerr:ames
personnel or roles] to assign an individual, group, role,
\dentifier service, or device identifier;b. Selecting an identifier Identifier Z:‘;Jce;t?;:slzgn)gﬁsrsgsr'v\ces
IA-04 Management that identifies an individual, group, role, service, or Functional (Intersects With| Management (User | IAC-09 (TAAS) 5
device;c. Assigning the identifier to the intended Names) :
individual, group, role, service, or device; andd.
Preventing reuse of identifiers for [Assignment:
PRERAGAEPR-ARTRATE ooy ospar - -
of the initial authenticator distribution, the identity of Mechanisms exist to:
the individual, group, role, service, or device receiving (1) Secqre\y manage
the authenticator;b. Establishing initial authenticator autf_\entlcators for users and
content for any authenticators issued by the devices; and
lorganization;c. Ensuring that authenticators have (2) Ensu_re t,he §trength D.f
sufficient strength of mechanism for their intended authentication is appropriate to
use;d. Establishing and implementing administrative the classification of the data
procedures for initial authenticator distribution, for lost being accessed.
" lor compromised or damaged authenticators, and for "
IA-05 ?,Iuat::n;ﬁaets{ revoking authenticators;e. Changing default Functional [Intersects With ﬁu;::nél;aetr?{ IAC-10 5
9 lauthenticators prior to first use;f. Changing or 9
refreshing authenticators [Assignment: organization-
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when
PraneRREShiRE AT 564 Ty o> paT
of the initial authenticator distribution, the identity of
the individual, group, role, service, or device receiving
the authenticator;b. Establishing initial authenticator
content for any authenticators issued by the
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
. Establishing and implementing administrative
procedures for initial authenticator distribution, for lost : .
Authenticator  [°F compromised or damaged authenticators, and for Default r:t’leefca}:ia\tmasuTlfe?;Iiitatgrinasr:re
IA-05 M revoking authenticators;e. Changing default Functional [Intersects With " IAC-10.8| 5
anagement authenticators prior to first useif. Changing or Authenticators changed as part of 'account‘
refreshing authenticators [Assignment: organization- creation or system installation.
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when
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Set Theory Relationship Mapping (STRM)

Authenticator
Management |

Focal Document Element (FDE) Description

For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords

land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
passwords in 1A-5(1)(a);c. Transmit passwords only
lover cryptographically-protected channels;d. Store

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Automated Support

/Automated mechanisms exist to
determine if password
authenticators are sufficiently

IA-05(01) Password-based [passwords using an approved salted key derivation Functional |Intersects With FogtPassvtvﬁrd IAC-10.4{strong erg_ougz tfci> sadtlsfy J 5
Authentication  [function, preferably using a keyed hash;e. Require reng &rgamzsn§2;£ IneeXitpasswor
immediate selection of a new password upon account re ?Airements P Yy
recovery;f. Allow user selection of long passwords and a .
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised . :
Authenticator passwords in IAYS(I)(a ,c.EI'ransmit passv\?ords only Mecham;ms exist to enfgrce
1A-05(01 Management | |over cryptographically-protected channels;d. Store F " o With Password-Based IAC-10.1 com;_)cliexlty_, length and lifespan 5
-05(01) Password-based |passwords using an approved salted key derivation unctional [intersects Wit Authentication el CO{'S'. e;atlons to el;sEre sérong
Authentication  [function, preferably using a keyed hash;e. Require :Hrﬁgﬁng;gg:swm -base
immediate selection of a new password upon account .
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].
For password-based authentication:a. Maintain a list of Mechanisms exist to:
icommonly-used, expected, or compromised passwords (1) Securely manage
land update the list [Assignment: organization-defined authenticators for users and
frequency] and when organizational passwords are devices; and
isuspected to have been compromised directly or (2) Ensure the strength of
indirectly;b. Verify, when users create or update authentication is appropriate to
passwords, that the passwords are not found on the the classification of the data
list of commonly-used, expected, or compromised being accessed.
Authenticator  [passwords in IA-5(1)(a);c. Transmit passwords only
Management | |over cryptographically-protected channels;d. Store " Authenticator
14-05(01) Password-based |passwords using an approved salted key derivation Functional  lIntersects With Management 1AC-10 5
Authentication  [function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].
Mechanisms exist to obscure the
Obscure feedback of authentication information during feedback of authentication
1A06 Authentication  [the authentication process to protect the information | ¢ = . Eaual Authenticator | |, ;, [Information during the 10
a Feedback from possible exploitation and use by unauthorized unctiona quai Feedback : ;;Jt rentication process to protect
individuals. e |nforr_nat|on from possible
exploitation/use by unauthorized
individuals.
Implement mechanisms for authentication to a Mechanisms exist to ensure
Cryptographic  |cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
IA-07 Module lapplicable laws, executive orders, directives, policies, Functional [Intersects With Module IAC-12 |applicable statutory, regulatory 5
Authentication  |regulations, standards, and guidelines for such Authentication and contractual requirements for
lauthentication. security strength.
Implement mechanisms for authentication to a Automated
Cryptographic  [cryptographic module that meet the requirements of Authentication l/Automated mechanisms exist to
IA-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With Through CRY-02 |enable systems to authenticate 5
Authentication  |regulations, standards, and guidelines for such Cryptographic to a cryptographic module.
lauthentication. Module:
Mechanisms exist to uniquely
Rithentication.[Unlauely dentity and authenticate non-organizationa ALthentication fo Authenticate, Authorize and
1A-08 (non-organizational g?egsnii;g:,c:lc;s:::r:mng on behalf of non- Functional Equal Non-Organizational | "A%03 |audit (AAA) third-party users and 10
Users) 9 : Users processes that provide services
to the organization.
Identification and
Authentication . .
(non-organizational [Accept and electronically verify Personal Identity Acceptance of PIV :Ilzz?rir:fc':ﬁye\)/(leit\fifoPaeiggzta|and
IA-08(01) Users) | Acceptance |Verification-compliant credentials from other federal Functional Equal Credentials from [IAC-03.1 Identity Verification (PIV) 10
of PIV Credentials |agencies. Other Organizations| . . :
from Other credentials from third-parties.
Agencies
Id::ttr"lcyi‘ncoar;i::d /Automated mechanisms exist to
(non-organizational a. Accept only external authenticato_rs that are NIST- . Acce_ptance of accept F_ederal Identity,
I1A-08(02) Users) | Acceptance icompliant; andb. Document and maintain a list of Functional Equal Third-Party IAC-03.2|Credential and Access 10
of External laccepted external authenticators. Credentials Mgnagement (FICA!VI)—approved
Authenticators third-party credentials.
Tdentification and Mechanisms exist to conform
Authentication  |Conform to the following profiles for identity Use of FICAM-Issued systems to Federal Identity,
IA-08(04) (non-organizational /management [Assignment: organization-defined Functional Equal Profiles IAC-03.3|Credential and Access 10
Users) | Use of  [identity management profiles]. Management (FICAM)-issued
Defined Profile: i
lechanisms exist to force users
Require users to re-authenticate when [Assignment: and devices to re-authenticate
IA-11 Re-authentication |organization-defined circumstances or situations Functional Equal Re-Authentication | IAC-14 |according to organization-defined| 10
requiring re-authentication]. circumstances that necessitate
re-authentication
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
compl\_ance, andb. Is consistent wwth_ appllcak_;le laws, Mechanisms exist to establish,
lexecutive orders, directives, regulations, policies, Publishing Security, maintain and disseminate
ROl Policyand  [Standards, and guidelines; and2. Procedures to Functional witn|  Compliance & | ¢ o lpolicies, standards and 5
- Procedures acilitate the implementation of the incident response unctional |Intersects Wit Resilience 02| ocedures necessary for secure,

policy and the associated incident response controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Documentation

compliant and resilient
capabilities.
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . . .
lexecutive orders, directives, regulations, policies, Mechanisms exist to implement
it and govern processes and
Policy and standards, and guidelines; and2. Procedures to Incident Response documentation to facilitate an
IR-01 Procedures facilitate the implementation of the incident response Functional Subset Of 0 ti IRO-01 ization-wid 10
. A . N perations organization-wide response
policy and the associated incident response controls;b. capability for cybersecurity and
Designate an [Assignment: organization-defined data protection-related incidents
official] to manage the development, documentation, .
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, : .
lexecutive orders, qireptives, regulations, policies, :/Iei?gvavnalirgsmeoﬂfftyt%ziedg:rﬁrly
Policy and standards, and guidelines; and2. Procedures to . IRO- |response practices to incorporate|
IR-01 Procedures facilitate the implementation of the incident response Functional |Intersects With IRP Update 04.2 llessons learned, business 5
policy and the associated incident response controls;b. . orocess changeé and industry
Designate an [Assignment: organization-defined developments, as necessary.
official] to manage the development, documentation, ' .
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
rmploncs ol ol i ool o pechaisms ext 0 ncoprae
Policy and stan_dards, an_d guidelines;_ and2. Pro_ce(_:iures to ) Root Cause Analysis| and resolving cybersecuri{ynangd
IR-01 Procedures facilitate the implementation of the incident response Functional (Intersects With| (RCA) & Lessons | IRO-13 data protection incidents to 5
policy and the associated incident response controls;b. Learned reduce the likelihood or impact of
Designate an [Assignment: organization-defined future incidents.
official] to manage the development, documentation, g
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilience Program (SCRP),
Mission/business process-level; System-level] incident including policies, standards and
response policy that:a. Addresses purpose, scope, procedures, at planned intervals
roles, responsibilities, management commitment, or if significant changes occur to
coordination among organizational entities, and lensure their continuing
icompliance; andb. Is consistent with applicable laws, suitability, adequacy and
lexecutive orders, directives, regulations, policies, - . effectiveness.
Policy and stan_dards, an_d guidelines;_ and2. Pro_cequres to ) J:;:;:Cofseg'ciﬁs
IR-01 Procedures facilitate the implementation of the incident response Functional |Intersects With Compliance & ' GOV-03 5
policy and the associated incident response controls;b. Resilience Program
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
la. Provide incident response training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period]
of assuming an incident response role or responsibility Mechanisms exist to train
Incident Response |or acquiring system access;2. When required by " Incident Response personnel in their incident
IR-02 Training isystem changes; and3. [Assignment: organization- Functional |Intersects With Training IRO-05 response roles and 5
defined frequency] thereafter; andb. Review and responsibilities.
update incident response training content
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
[a. Tmplement an incident handling capability for
incidents that is consistent with the incident response
plan and includes preparation, detection and analysis, Mechanisms exist to cover:
icontainment, eradication, and recovery;b. Coordinate (1) Preparation;
incident handling activities with contingency planning (2) Automated event detection or
. . activities;c. Incorporate lessons learned from ongoing " . manual incident report intake;
IR-04 Incident Handling incident handling activities into incident response Functional Equal Incident Handling | IRO-02 (3) Analysis; 10
procedures, training, and testing, and implement the (4) Containment;
resulting changes accordingly; andd. Ensure the rigor, (5) Eradication; and
intensity, scope, and results of incident handling (6) Recovery.
activities are comparable and predictable across the
organization.
Mechanisms exist to document,
monfor and epor e staus f
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awlanrgggf‘i;or IRO-09 protection incidents to internal 10
stakeholders all the way through
the resolution of the incident.
a. Require personnel to report suspected incidents to :’Iezcohna?rl‘sc'izse:txs'st?:;mfalﬁe_
the organizational incident response capability within Incident (1) Internal stakeholders: .
IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. | Functional |Intersects With Stakeholder IRO-10 (2) Affected clients & thinld— 5
Repor_t in;ident i_nformation _tt_) [Assignment: Reporting parties; and
v:>rgRanlzatlon—cleﬁnedI :uthontltes]. - S (3) Requlatory authorities.
@ Require personnel to report suspected incidents to - - P
the organizational incident response capability within Regulatory & Law mig:,ﬂ'i:;iﬁf; :r’:rrnrt]:gt];avl\lri]th
IR-06 Incident Reporting [Ass\gn_me_nt: organizatio_n-deﬁned time period]; andb. Functional (Intersects With Enforcement IRO-14 applicable regulatory and law 5
Sreupaon'it incident information to [Assignment: Contacts enforcement agencies.
la. Require personnel to report suspected incidents to . . . N
the organizational incident response capability within Contacts With g:cc:‘;gﬁtm:p?;:;;:tgig;‘g;:d
IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. Functional |Intersects With A e GOV-06 | - 5
i 2 . . uthorities with relevant law enforcement
Report incident information to [Assignment: and requlatory bodies
lorganization-defined authoritiesl 9 14 -
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Set Theory Relationship Mapping (STRM)

IR-07

FDE Nam

Incident Response
Assistance

Focal Document Element (FDE) Desc

Provide an incident response support resource, integral
to the organizational incident response capability, that
offers advice and assistance to users of the system for
the handling and reporting of incidents.

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Functional

Equal

Incident Reporting
Assistance

IRO-11

Mechanisms exist to provide
incident response advice and
assistance to users of
Technology Assets, Applications
and/or Services (TAAS) for the
handling and reporting of actual
and potential cybersecurity and
data protection incidents.

10

IR-08

Incident Response
Plan

@ Develop an incident response plan that:I. Provides
the organization with a roadmap for implementing its
incident response capability;2. Describes the structure
land organization of the incident response capability;3.
Provides a high-level approach for how the incident
response capability fits into the overall organization;4.
Meets the unique requirements of the organization,
which relate to mission, size, structure, and
functions;5. Defines reportable incidents;6. Provides
metrics for measuring the incident response capability
within the organization;7. Defines the resources and
management support needed to effectively maintain
land mature an incident response capability;8.
/Addresses the sharing of incident information;9. Is
reviewed and approved by [Assignment: organization-
defined personnel or roles] [Assignment: organization-
defined frequency]; and10. Explicitly designates
responsibility for incident response to [Assignment:
lorganization-defined entities, personnel, or roles].b.
Distribute copies of the incident response plan to
[Assignment: organization-defined incident response
personnel (identified by name and/or by role) and
lorganizational elements];c. Update the incident
response plan to address system and organizational
ichanges or problems encountered during plan
implementation, execution, or testing;d. Communicate
incident response plan changes to [Assignment:
lorganization-defined incident response personnel
(identified by name and/or by role) and organizational
lelements]; ande. Protect the incident response plan
from unauthorized disclosure and modification

Functional

Equal

Incident Response
Plan (IRP)

IRO-04

Mechanisms exist to maintain
and make available a current and|
viable Incident Response Plan
(IRP) to all stakeholders.

10

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Maintenance
Operations

MNT-01

Mechanisms exist to develop,
disseminate, review & update
procedures to facilitate the
implementation of maintenance
controls across the enterprise.

10

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.
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Set Theory Relationship Mapping (STRM)

MA-01

FDE Nam

Policy and
Procedures

Focal Document Element (FDE) Desc

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]

roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

maintenance policy that:a. Addresses purpose, scope,

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

MA-02

Controlled
Maintenance

maintenance, repair, and replacement on system
lcomponents in accordance with manufacturer or
'vendor specifications and/or organizational

requirements;b. Approve and monitor all maintenance

activities, whether performed on site or remotely and
\whether the system or system components are
serviced on site or removed to another location;c.
Require that [Assignment: organization-defined
personnel or roles] explicitly approve the removal of

the system or system components from organizational

facilities for off-site maintenance, repair, or
replacement;d. Sanitize equipment to remove the
following information from associated media prior to
removal from organizational facilities for off-site
maintenance, repair, or replacement: [Assignment:
lorganization-defined information];e. Check all
potentially impacted controls to verify that the control
are still functioning properly following maintenance,
repair, or replacement actions; andf. Include the
following information in organizational maintenance
records: [Assignment: organization-defined

Functional

Is

Equal

Controlled
Maintenance

MNT-02

Mechanisms exist to conduct
controlled maintenance activities
throughout the lifecycle of the
'Technology Asset, Application
and/or Service (TAAS).

10

MA-04

Nonlocal
Maintenance

@, APprove and Monitor Nonfocal Maimtenance and
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
\with organizational policy and documented in the
isecurity plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

ca

Functional

Intersects With

Remote
Maintenance

MNT-05

Mechanisms exist to authorize,
monitor and control remote, non-
local maintenance and diagnostic|
activities.

MA-04

Nonlocal
Maintenance

EB I{‘:“allldllr;.:‘ ana
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

ca

Functional

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

MA-04

Nonlocal
Maintenance

EB Ilr:Pllldllr;.E ana
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network
connections when nanlacal maintenance is ¢

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.

MA-05

Maintenance
Personnel

a. Establish a process for maintenance personnel
authorization and maintain a list of authorized

maintenance organizations or personnel;b. Verify that

non-escorted personnel performing maintenance on
the system possess the required access authorization

landc. Designate organizational personnel with required

laccess authorizations and technical competence to

isupervise the maintenance activities of personnel who

[do not possess the required access authorizations.

s;| Functional

Equal

Authorized
Maintenance
Personnel

MNT-06

Mechanisms exist to maintain a
current list of authorized
maintenance organizations or
personnel.

10

MP-01

Policy and
Procedures

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the media protection

policy and the associated media protection controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

MP-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the media protection

policy and the associated media protection controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

Functional

Subset Of

Data Protection

DCH-01

Mechanisms exist to facilitate the
implementation of data
protection controls.

10
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Set Theory Relationship Mapping (STRM)

MP-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the media protection
policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

version 2026.1_x000a_03/27/2026

MP-02

Media Access

Restrict access to [Assignment: organization-defined
types of digital and/or non-digital media] to
[Assignment: organization-defined personnel or roles].

Functional

Intersects With

Media Access

DCH-03

MeCchanisms exist to control and
restrict access to digital and non-
digital media to authorized
individual

MP-02

Media Access

Restrict access to [Assignment: organization-defined
types of digital and/or non-digital media] to
[Assignment: organization-defined personnel or roles].

Functional

Intersects With

Endpoint Device
Management (EDM)

END-01

Mechanisms exist to facilitate the
implementation of Endpoint
Device Management (EDM)

MP-06

Media Sanitization

la. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
icontrol, or release for reuse using [Assignment:
lorganization-defined sanitization techniques and
procedures]; andb. Employ sanitization mechanisms
with the strength and integrity commensurate with the
security category or classification of the information.

Functional

Intersects With

Physical Media
Disposal

DCH-08

Mechanisms exist to securely
dispose of media when it is no
longer required, using formal

procedures.

MP-06

Media Sanitization

la. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
icontrol, or release for reuse using [Assignment:
lorganization-defined sanitization techniques and
procedures]; andb. Employ sanitization mechanisms
with the strength and integrity commensurate with the
security category or classification of the information.

Functional

Intersects With

System Media
Sanitization

DCH-09

Mechanisms exist to sanitize
system media with the strength
and integrity commensurate with
the classification or sensitivity of
the information prior to disposal,
release out of organizational
control or release for reuse.

MP-06

Media Sanitization

a. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
icontrol, or release for reuse using [Assignment:
lorganization-defined sanitization techniques and
procedures]; andb. Employ sanitization mechanisms
with the strength and integrity commensurate with the
security category or classification of the information.

Functional

Intersects With

Sanitization of
Personal Data (PD)

DCH-
09.3

Mechanisms exist to facilitate the
sanitization of Personal Data
(PD).

MP-07

Media Use

a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system
media] on [Assignment: organization-defined systems
or system components] using [Assignment:
lorganization-defined controls]; andb. Prohibit the use
of portable storage devices in organizational systems
when such devices have no identifiable owner.

Functional

Intersects With

Media & Data
Retention

DCH-18

Mechanisms exist to retain
media and data in accordance
with applicable statutory,
regulatory and contractual
obligations.

MP-07

Media Use

a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system
media] on [Assignment: organization-defined systems
or system components] using [Assignment:
lorganization-defined controls]; andb. Prohibit the use
of portable storage devices in organizational systems
when such devices have no identifiable owner.

Functional

Intersects With

Media Use

DCH-10

Mechanisms exist to restrict the
use of types of digital media on
systems or system components.

MP-07

Media Use

a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system
media] on [Assignment: organization-defined systems
lor system components] using [Assignment:
lorganization-defined controls]; andb. Prohibit the use
of portable storage devices in organizational systems
when such devices have no identifiable owner.

Functional

Intersects With

Prohibit Use
Without Owner

DCH-
10.2

Mechanisms exist to prohibit the
use of portable storage devices
in organizational systems when
such devices have no identifiable
owner.

PE-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
physical and environmental protection policy and the
lassociated physical and environmental protection
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

PE-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
physical and environmental protection policy and the
lassociated physical and environmental protection
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Subset Of

Physical &
Environmental
Protections

PES-01

Mechanisms exist to facilitate the
operation of physical and
lenvironmental protection
controls.

10
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Focal Document Element (FDE) Description
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[Assignment: organization-defined personnel or Mechanisms exist to review the
roles]:1. [Selection (one or more): Organization-level; Security, Compliance &
Mission/business process-level; System-level] physical Resilience Program (SCRP),
land environmental protection policy that:a. Addresses including policies, standards and
purpose, scope, roles, responsibilities, management procedures, at planned intervals
icommitment, coordination among organizational or if significant changes occur to
lentities, and compliance; andb. Is consistent with lensure their continuing
lapplicable laws, executive orders, directives, suitability, adequacy and
regulations, policies, standards, and guidelines; and2. effectiveness.
Procedures to facilitate the implementation of the Periodic Review &
Policy and physical and environmental protection policy and the . Update of Security,
PE-01 Procedures lassociated physical and environmental protection Functional |intersects With Compliance & Gov-03 5
controls;b. Designate an [Assignment: organization- Resilience Program
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
- PrappTove;aTTa-TTTeT amsToTT rriysTCaTa corTcroT
with authorized access to the facility where the system mechanisms exist to maintain a
resides;b. Issue authorization credentials for facility current list of personnel with
Physical Access |access;c. Review the access list detailing authorized : Physical Access authorized access to
PE-02 At}llthorizat\ons facility access by individuals [Ass\gnmer?t: Functional Equal AL}’thorizations PES-02 organizational facilities (except 10
organization-defined frequency]; andd. Remove for those areas within the facility
individuals from the facility access list when access is officially designated as publicly
L icod i
[Assignment: organization-defined entry and exit
points to the facility where the system resides] by:1.
\Verifying individual access authorizations before
igranting access to the facility; and2. Controlling
ingress and egress to the facility using [Selection (one
lor more): [Assignment: organization-defined physical
laccess control systems or devices]; guards];b. Maintain
physical access audit logs for [Assignment: Physical access control
lorganization-defined entry or exit points];c. Control mechanisms exist to enforce
laccess to areas within the facility designated as physical access authorizations
" ublicly accessible by implementing the followin: . for all physical access points
PE-03 Phys(I:caItAclcess ’c)ontroé: [Assignmenyt: orZamzat\ong-deﬁned physgical Functional (Intersects With Phys&caltAclcess PES-03 (mclud‘\)ngy designated gntry/exit 5
ontro laccess controls];d. Escort visitors and control visitor ontrof points) to facilities (excluding
lactivity [Assignment: organization-defined those areas within the facility
circumstances requiring visitor escorts and control of officially designated as publicly
visitor activity];e. Secure keys, combinations, and accessible).
lother physical access devices;f. Inventory
[Assignment: organization-defined physical access
devices] every [Assignment: organization-defined
frequency]; andg. Change combinations and keys
[Assignment: organization-defined frequency] and/or
\when keys are lost, combinations are compromised, or
'when individuals possessing the keys or combinations
a. Monitor physical access to the facility where the
isystem resides to detect and respond to physical
security incidents;b. Review physical access logs Physical access control
Monitoring Physical [[Assignment: organization-defined frequency] and : Monitoring Physical mechanisms exist to monitor for,
PE-06 Access upon occurrence of [Assignment: organization-defined Functional Equal Access PES-05 detect and respond to physical 10
levents or potential indications of events]; andc. security incidents.
ICoordinate results of reviews and investigations with
the organizational incident response capability.
la. Maintain visitor access records to the facility where .
the system resides for [Assignment: organization- :‘eycslgcaili:r;cseézﬁgrnattrgla log entry
PE-08 Visitor Access defined time period];b. Review visitor access records Functional Equal Physical Access PES- for each access attempt through 10
Records [Assignment: organization-defined frequency]; andc. Logs 03.3 controlled ingress and egress
Report anomalies in visitor access records to int
[Assignment: organization-defined personnel]. ?:ITHS' S ——
exist to utilize and maintain
Employ and maintain automatic emergency lighting for automatic emergency lighting
.. _[the system that activates in the event of a power " P PES- [that activates in the event of a
PE-12 Emergency Lighting loutage or disruption and that covers emergency exits Functional Equal Emergency Lighting 07.4 |power outage or disruption and 10
land evacuation routes within the facility. that covers emergency exits and
levacuation routes within the
‘Facﬁfty security mechanisms
Employ and maintain fire detection and suppression ::lpséI‘tEOS:it)III'I\Z:nadngET:C‘tni;Z‘n fire
PE-13 Fire Protection zzztreczs that are supported by an independent energy | Functional Equal Fire Protection PES-08 devices/systems for the system 10
3 that are supported by an
independent energy source.
a. Maintain [Selection (one or more): temperature;
humidl\ty:‘pressl{re: radia‘tion: [Assignment: Facility security mechanisms
Environmental  [Organization-defined environmental control]] levels . Temperature & exist t)(l) mamtayin and monitor
PE-14 Controls within the facility where the system resides at Functional Equal Humidity Controls PES-09 temperature and humidity levels 10
[Assignment: organization-defined acceptable levels]; Yy >mp o Y
" " within the facility.
andb. Monitor environmental control levels
[Assignment: organization-defined frequency].
Facility security mechanisms
Protect the system from damage resulting from water SXISt to proteli_t sy?tems fr<t>m
Water Damage [leakage by providing master shutoff or isolation valves . Water Damage pEs- |damage resulting from water
PE-15 P : " Functional Equal : leakage by providing master 10
rotection that are accessible, working properly, and known to Protection 07.5 shutoff valves that are
key personnel. accessible, working properly and
known to key personnel.
Physical security mechanisms
a. Authorize and control [Assignment: organization- exist to isolate information
Delivery and defined types of system components] entering and . . processing facilities from points
PE-16 Removal lexiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal| PES-10 such as delivery and loading 10
isystem components. areas and other points to avoid
unauthorized access.
- PrUTCuTTE TG T uTS ST T
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy tha Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . . .
lexecutive orders, qireptives, regulations, policies, Secgrity, ilvlr:;gi?;':astE’;"S;ft?e;iﬂ:,'ctzte the,
Policy and stan_dards. an_d guldellnes;_ and2. Procedul_'es to : ) Comp_ll_ance & planning controls that provide a
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Resilience PRM-01 portfolio management approach 10
land the associated planning controls;b. Designate an Protection Portfolio to achieve security, compliance
[Assignment: organization-defined official] to manage Management and resilience obje&tives
the development, documentation, and dissemination of]| .
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
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Set Theory Relationship Mapping (STRM)

Policy and
PL-01 Procedures

Focal Document Element (FDE) Description

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

o1 o s

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Functional

Subset Of

Statutory,
Regulatory &
Contractual
Compliance

CPL-01

Mechanisms exist to facilitate the
identification and
implementation of relevant
statutory, regulatory and
contractual controls.

10
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Policy and
PL-01 Procedures

[Ass\gnment organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy tha Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Subset Of

Technology
Development &
Acquisition

TDA-01

Mechanisms exist to facilitate the
implementation of tailored
development and acquisition
strategies, contract tools and
procurement methods to meet
unique business needs.

10

Policy and
PL-01 Procedures

[Ass\gnment organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guideline: d2. Procedures to

facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:

lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Policy and
PL-01 Procedures

[Ass\gnment organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and followmg [Assignment: organization-

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

System Security

PL-02 and Privacy Plans

enterpnse archltecture 2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or over\ays if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requlrements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified

during plan implementation or control assessments;

Functional

Intersects With

Plan / Coordinate
with Other
Organizational
Entities

IAO-
03.1

Mechanisms exist to plan and
coordinate Information
|Assurance Program (IAP)
activities with affected
stakeholders before conducting
such activities in order to reduce
the potential impact on
operations.
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Set Theory Relationship Mapping (STRM)

PL-02

System Security
and Privacy Plans

Focal Document Element (FDE) Description

lenterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or over\ays if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requlrements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Functional

Intersects With

Applied Security,
Compliance and
Resilience Controls
Documentation

1A0-03

Mechanisms exist to generate
authoritative documentation
(e.g., System Security Plan (SSP))
that:

(1) Identifies key architectural
and implementation information
on in-scope Technology Assets,
/Applications and/or Services
(TAAS);

(2) Reflects the current state of
applied security, compliance and
resilience controls on applicable
People, Processes, Technologies,
Data and/or Facilities (PPTDF)
that are contained within the
system boundary; and

(3) Provides a historical record of
applied security controls,
including changes.

version 2026.1_x000a_03/27/2026

PL-02

System Security
and Privacy Plans

lenterprise architecture;2. Explicitly define the
iconstituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
any specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;
o TequTTy

Functional

Intersects With

Network Diagrams
& Data Flow
Diagrams (DFDs)

AST-04

Mechanisms exist to maintain
network architecture diagrams
that:

(1) Contain sufficient detail to
assess the security of the
network's architecture;

(2) Reflect the current
architecture of the network
environment; and

(3) Document all
sensitive/regulated data flows.

PL-04

Rules of Behavior

to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
idocumented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

Functional

Intersects With

Terms of
Employment

HRS-05

Mechanisms exist to require all
employees and contractors to
apply cybersecurity and data
protection principles in their daily|
work to enable secure, compliant
and resilient capabilities.

PL-04

Rules of Behavior

eEstatsramrproviae o requTTTyaTTe:
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
idocumented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

Functional

Intersects With

Rules of Behavior

HRS-
05.1

Mechanisms exist to define
acceptable and unacceptable
rules of behavior for the use of
technologies, including
consequences for unacceptable
behavior.

PL-04

Rules of Behavior

st o proviae o TequTTTy
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
idocumented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

1

Functional

Intersects With

Technology Use
Restrictions

HRS-
05.3

Mechanisms exist to establish
usage restrictions and
implementation guidance for
organizational technologies
based on the potential to cause
damage to Technology Assets,
/Applications and/or Services
(TAAS), if used maliciously.

PL-04(01)

Rules of Behavior |
Social Media and
External
Site/application
Usage Restrictions

Include in the rules of behavior, restrictions on:a. Use
of social media, social networking sites, and external
sites/applications;b. Posting organizational information
lon public websites; andc. Use of organization-provided
identifiers (e.g., email addresses) and authentication
secrets (e.g., passwords) for creating accounts on
lexternal sites/applications.

PL-10

Baseline Selection

Functional

Equal

Social Media &
Social Networking
Restrictions

HRS-
05.2

Mechanisms exist to define rules
of behavior that contain explicit
restrictions on the use of social
media and networking sites,
posting information on
commercial websites and sharing
account information.

10

Select a control baseline for the system.

Functional

Equal

Secure Baseline
Configurations

CFG-02

Mechanisms exist to develop,
document and maintain secure
baseline configurations for
'Technology Assets, Applications
and/or Services (TAAS) that are
consistent with industry-
accepted system hardening

Secure Controls Framework (SCF)
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FDE Nam Focal Document Element (FDE) Desci
baseline controls to be
specialized or customized by
applying a defined set of tailoring|
actions that are specific to:
i . [Tailor the selected control baseline by applying ) " . CFG- |(1) Mission / business functions;

PL-11 Baseline Tailoring specified tailoring actions. Functional Equal Baseline Tailoring 02.9 |(2) Operational environment; 10

(3) Specific threats or
vulnerabilities; or
(4) Other conditions or situations
that could affect mission /

@ DEVETOP, UUCUTTTETTT, aTTu UTSSETTITTETE T0 business succe

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

personnel security policy that:a. Addresses purpose,

iscope, roles, responsibilities, management

icommitment, coordination among organizational

lentities, and compliance; andb. Is consistent with

lapplicable laws, executive orders, directives, Mechanisms exist to establish,

regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate

Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and

Ps-01 Procedures personnel security policy and the associated personnel Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
security controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
personnel security policy and procedures; andc.

Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
& DEVETOP, “‘GLG"'ET:“' ."'"5 r : e Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilienée Program (SCRP)
Mission/b‘usinesstprocle_:ss-tlﬁvf\', Sxégem-levell including policies standards and
personnel security policy that:a. resses purpose, .
iscope, roles, responsibilities, management g[uifci?unri%sc,aanct Zlf?g'?eedswztcecmatlz
icommitment, coordination among organizational ensuregtheir continuigng
lentities, and compliance; andb. Is consistent with suitability, adequacy and
lapplicable laws, executive orders, directives, effectivenéss
regulations, policies, standards, and guidelines; and2. Periodic Review & .

Policy and Procedures to facilitate the implementation of the " Update of Security,

PS-01 Procedures personnel security policy and the associated personnel Functional [intersects With Compliance & GOV-03 5
security controls;b. Designate an [Assignment: Resilience Program
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.

Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
=R ueelRrethe ARt drssermmate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,

. regulations, polwcw_e;, standa_rds, and guidelines; and2. Human Resources Mechanisms exist to facilitate the|

PS-01 Policy and Procedures to facilitate the Implementation of the Functional Subset Of Security HRS-01 [implementation of personnel 10

Procedures personnel security policy and the associated personnel Management security controls
security controls;b. Designate an [Assignment: .
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.

Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
» positions:b. Estabish seraoning crteria for maniduals Competency Mechanisms exst to ensure th
PS-02 Position Risk g“ o TS 9 : Requirements for | HRS- |all security-related positions are
g Designation ing tho_se positions; andc, Rngew and update . Functional  Intersects With Security-Related 03.2 |[staffed by qualified individuals 5
position risk designations [Assignment: organization- T "
defined frequencyl Positions who have the necessary skill set.
a. Assign a risk designation to all organizational g:é%?]w;ii?:;i;tﬁs?abgage
. positions;b. Establish screening criteria for individuals . i N h 4

PS-02 Position Risk g/ those positions; andc. Review and update Functional [Intersects With Position HRs-02 [355igning a risk designation to all 5

Designation position risk designations [Assignment: organization- Categorization positions and estabhshln_g_
defined frequency] g screening cr\ter\_a for individuals
@. Screen mdlwdua‘ls prior to authorizing access to the ffling those positions.

Personnel SVSt?m; andb. Rescll'eer.] indiviguals in agcprdance ,‘""‘th Personnel g:rcs};anr:;'zsece:;?t;tﬁs?il;age

PS-03 Screening [Assignment: organization-defined conditions requiring | Functional Equal Screening HRS-04 screening individuals prior to 10
rescreening and, where rescreening is so indicated, the| authorizing access
frequency of rescreeninal .

Upon termination of individual employment:a. Disable

isystem access within [Assignment: organization-

defined time period];b. Terminate or revoke any

authenticators and credentials associated with the : :

PS-04 Personnel individual;c. Conduct exit interviews that include a Functional Equal Personnel HRS-09 :’Ie?cm'}z:'t?g?]so?:féi;?d%‘;\fern the 10

Termination discussion of [Assignment: organization-defined Termination employment
information security topics];d. Retrieve all security- g
related organizational system-related property; ande.

Retain access to organizational information and
isystems formerly controlled by terminated individual.

- oo - - -
current logical and physical access authorizations to Mechanisms exist to adjust
systems and facilities when individuals are reassigned logical and physical access
lor transferred to other positions within the authorizations to Technology
lorganization;b. Initiate [Assignment: organization- Asse_ts, Applications a”d/.".'
defined transfer or reassignment actions] within Services (TAAS) and facilities

PS-05 Personnel Transfer [[Assignment: organization-defined time period Functional Equal Personnel Transfer | HRS-08 |YPON pel'_sonne_l reassignment or 10
following the formal transfer action];c. Modify access transfer, in a timely manner.
lauthorization as needed to correspond with any
ichanges in operational need due to reassignment or
transfer; andd. Notify [Assignment: organization-
defined personnel or roles] within [Assignment:

@ Develop and gocurhent access agreements Tor

lorganizational systems;b. Review and update the . . .
laccess agreements [Assignment: organization-defined EIiesiToaanfén/iger)élsﬁnt:nrtzt}nlIF)EAS)OQ;
frequency]; andc. VerifyI thfat individuals':jrequwring N Confid | RS similar confidentiality

access to organizational information and systems:1. : onfidentialit -

PS-06 Access Agreements Sign approp?iate access agreements prior {o being Functional |Intersects With Agreementsy 06.1 agredengents {hatt get;lect tdhe 5
granted access; and2. Re-sign access agreements to EEZraStigngrlod:tcailsa :rir;th
maintain access to organizational systems when employees and thi}d- arties
laccess agreements have been updated or ploy P .
[Assion i Llencyl
[a. Devel THENMs ToT
lorganizational systems;b. Review and update the
laccess agreements [Assignment: organization-defined . " "
frequency]; andc. Verify that individuals requiring mtegpnaaT;Tdstﬁert-“a’rrt?/qtljs”(’eers to

PS-06 Access A access to organizational information and systems:1. : 7 ¢ (4

greements i it t ior to bei Functional [Intersects With| Access Agreements| HRS-06 [sign appropriate access 5
gn appropriate access agreements prior to being agreements prior to being
granted access; and2. Re-sign access agreements to 9 d
maintain access to organizational systems when granted access.
laccess agreements have been updated or
[ - araanizati ined freauencyl
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FDE Nam Focal Document Element (FDE) Desci
la. Establish personnel security requirements, including
isecurity roles and responsibilities for external
providers;b. Require external providers to comply with
personnel security policies and procedures established . .
by the organizatiol Document personnel security x]?rcdh_;gﬁ;n;:::g;;zlggyem
requirements;d. Require external providers to notify . Pl
PS-07 Extergal Pe_l;sonnel [Assignment: organization-defined personnel or roles] Functional Equal TPhlrd»PartIy HRS-10 re\:{ewmg a.':d momt(l)_rmg th\rg; 10
ecurity lof any personnel transfers or terminations of external ersonnel party security, compliance and/or
- resilience roles and
personnel who possess organizational credentials responsibilities.
land/or badges, or who have system privileges within P .
[Assignment: organization-defined time period]; ande.
Monitor provider compliance with personnel security
requirements.
a. Employ a formal sanctions process for individuals
failing to comply with established information security
land privacy policies and procedures; andb. Notify Mechanisms exist to sanction
. |iAssignment: organization-defined personnel or roles] ) personnel failing to comply with
Ps-08 Personnel Sanctions within [Assignment: organization-defined time period] Functional Equal Personnel Sanctions| HRS-07 established security policies, 10
'when a formal employee sanctions process is initiated, standards and procedures.
identifying the individual sanctioned and the reason for|
the sanction.
. Incorporate security and privacy roles and ] Mechanisms exist to define
PS-09 DePS(K)Z?‘iItI;EHS responsibilities into organizational position Functional Equal gz:"sgs?;:i?ei‘ HRS-03 |cybersecurity roles & 10
P [descriptions. P responsibilities for all personnel.
a. Develop, document, and disseminate to Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilience Program (SCRP),
Mission/business process-level; System-level] risk including policies, standards and
lassessment policy that:a. Addresses purpose, scope, procedures, at planned intervals
roles, responsibilities, management commitment, or if significant changes occur to
icoordination among organizational entities, and lensure their continuing
icompliance; andb. Is consistent with applicable laws, suitability, adequacy and
lexecutive orders, directives, regulations, policies, - . effectiveness.
Policy and standards, and guidelines; and2. Procedures to J:é:t‘zf);{se:'ciﬁs
RA-01 Procedures facilitate the implementation of the risk assessment Functional |Intersects With Compliance & ' GOV-03 5
policy and the associated risk assessment controls;b. Resilienpce Program
Designate an [Assignment: organization-defined 9
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, filre_ctlvgs, regulations, policies, Mechanisms exist to facilitate the
Policy and stan_dards, an_d guldellnes,_ and2. Procedures to . Risk Management implementation of strategic,
RA-01 Procedures facilitate the implementation of the risk assessment Functional Subset Of Program RSK-01 operational and tactical riskv 10
policy and the associated risk assessment controls;b. 9 P t trol
Designate an [Assignment: organization-defined management controls.
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, " . :
lexecutive orders, directives, regulations, policies, Publishing Security, meaicr?taari‘:;nnsde;ilssstetr?wieniittaeb“Sh'
Policy and standards, and guidelines; and2. Procedures to Compliance & ' policies, standards and
RA-01 P facilitate the implementation of the risk assessment Functional [Intersects With P GOV-02 " 5
rocedures : " : N Resilience procedures necessary for secure,
policy and the associated risk assessment controls;b. Documentation compliant and resilient
Designate an [Assignment: organization-defined Capabilities,
official] to manage the development, documentation, P .
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Mechanisms exist to categorize
'Technology Assets, Applications,
Services and/or Data (TAASD) in
accordance with applicable laws,
la. Categorize the system and information it processes, regulations and contractual
stores, and transmits;b. Document the security obligations that:
. icategorization results, including supporting rationale, . ) (1) Document the security
RA-02 Catseeg:irzltaytion in the security plan for the system; andc. Verify that Functional Equal R'Sé;?gssgzsaiicou:ty RSK-02 |categorization results (including 10
9 the authorizing official or authorizing official 9 supporting rationale) in the
designated representative reviews and approves the security plan for systems; and
Isecurity categorization decision. (2) Ensure the security
categorization decision is
reviewed and approved by the
asset owner.
@ Conduct a risk a Ment, ncruding: L. 1dentirying Mechanisms exist to regularly
threats to and vulnerabilities in the system;2. review Technology Assets,
Determining tr_\e likelihood and m_agnltude of_ harm_ Applications and/or Services
from unauthorized access, use, disclosure, disruption, (TAAS) for adherence to the
modification, or destruction of the system, the organization's security,
information it processes, stores, or transmits, and any compliance and/or resilience
related information; and3. Determining the likelihood policies and standards.
land impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and Functional Review
. mission or business process perspectives with system- : : Of Security, CPL-
RA-03 Risk Assessment level risk assessments;c. Document risk assessment Functional  intersects With Compliance & 03.2 5
results in [Selection (one): security and privacy plans; Resilience Controls
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy
tate of the system

Secure Controls Framework (SCF)
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OnduCt a risk assessment, Including o Mechanisms exist to conduct
threats to and vulnerabilities in the system;2. recurring assessments of risk
Determining the likelihood and magnitude of harm that includes the likelihood and
from unauthorized access, use, disclosure, disruption, magnitude of harm, from
modification, or destruction of the system, the unauthorized access, use,
information it processes, stores, or transmits, and any disclosure, disruption,
related information; and3. Determining the likelihood modification or destruction of the
land impact of adverse effects on individuals arising organization's Technology
from the processing of personally identifiable Assets, Applications, Services
information;b. Integrate risk assessment results and and/or Data (TAASD).
risk management decisions from the organization and
. mission or business process perspectives with system- . .
RA-03 Risk Assessment level risk assessments;c. Document risk assessment Functional (Intersects With| Risk Assessment 5
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy
tem
g Y e rrsks-assocratenwoT - - —
[Assignment: organization-defined systems, system ;’Isice';:ns'imsl e’éﬁ;i?r?:k?d'ca”y
icomponents, and system services]; andb. Update the associategz\l}i’th Technolo
Risk Assessment | [supply chain risk assessment [Assignment: s P L 9y
. A N " upply Chain Risk | RSK- |Assets, Applications and/or
RA-03(01) Supply Chain Risk |organization-defined frequency], when there are Functional Equal ‘Assessment 09.1 |Services (TAAS) 10
Assessment isignificant changes to the relevant supply chain, or : :
'when changes to the system, environments of
loperation, or other conditions may necessitate a
b in th L ch
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and h -
Vi - improper configurations;2. Formatting checklists and MeCha”'ﬁ'ﬁ? exist to de.ted .
ulnerability test dures; and3. M ring vulnerabilit Vulnerabilit vulnerabilities and configuration
RA-05 Monitoring and  [-o>t Procedures; ands. Measuring vulnerability Functional |Intersects With Pty | vpM-06 |errors by routine vulnerability 5
Scanning impact;c. Analy;e vulngraplllty scan reports and_results Scanning scanning of systems and
from vulnerability monitoring;d. Remediate legitimate pplications
\vulnerabilities [Assignment: organization-defined PP .
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
'vulnerability monitoring tools that include the
icapability to readily update the vulnerabilities to be
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
Vulnerability itr:sptrsgoecrecd%nrzgu:\t(;?insl‘;\zelazﬂrrmgts&gnS‘aek;:irilti;ts and Update Tool VPM- |Mechanisms exist to update
RA-05 Mogltonn_g and impact;c. Analyze vulnerability scan reports and results Functional  Intersects With Capability 06.1 |vulnerability scanning tools. 5
canning fi Inerabilit itoring;d. Remediate legitimat
rom vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
Icapability to readily update the vulnerabilities to be
M\g:iltlg:'i:\l;”aknd Update the system vulnerabilities to be scanned _ )
RA-05(02) Scanning | Update [Selection (one or more): [Assignment: organization- Functional |Intersects With Update Tool VPM- |Mechanisms exist to update 5
v/ i defined frequency]; prior to a new scan; when new Capability 06.1 |vulnerability scanning tools.
ulnerabilities to Be| s - o
Scanned \vulnerabilities are identified and reported].
Mechanisms exist to establish a
\Vulnerability Disclosure Program
vul bilit: (VDP) to assist with the secure
MO‘;{Q;{;Q ‘aid Establish a public reporting channel for receiving Vulnerability development and maintenance
RA-05(11) s Public |reports of vulnerabilities in organizational systems and | Functional Equal Disclosure Program | THR-06 |of Technology Assets, 10
canning | Public system components. (VDP) /Applications and/or Services
Disclosure Program (TAAS) that receives unsolicited
input from the public about
vulnerabilities in organizational
P i
were performed to remediate
Respond to findings from security and privacy RSK- findings from security,
RA-07 Risk Response  |assessments, monitoring, and audits in accordance Functional Equal Risk Response 06.1 compliance and/or resilience- 10
\with organizational risk tolerance. : related:
(1) Assessments;
@ DEVeTop, TUCUTTENT, ana uISSemTate o L L
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish
regulations, polwcw_e;, standa_rds, and guidelines; and2. Publishing Security, maintain and disseminate '
Policy and Procedures to facilitate the implementation of the Compliance & ' policies, standards and
SA-01 P isystem and services acquisition policy and the Functional [Intersects With i, GOV-02 . 5
rocedures " . i ) Resilience procedures necessary for secure,
lassociated system and services acquisition controls;b. Documentation Compliant and resilient
Designate an [Assignment: organization-defined ca apbilities
official] to manage the development, documentation, P .
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
ization.definad eventsl
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SA-01

FDE Nam

Policy and
Procedures

Focal Document Element (FDE) Desc

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and services acquisition policy and the
lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

organ

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Functional

Subset Of

Technology
Development &
Acquisition

TDA-01

Mechanisms exist to facilitate the
implementation of tailored
development and acquisition
strategies, contract tools and
procurement methods to meet
unique business needs.

10
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SA-01

Policy and
Procedures

G GRESIS, £45% rssermmate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and services acquisition policy and the
lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
lQraani event

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

SA-01

Policy and
Procedures

8- UEVEHS) £XeRsrssermmate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and services acquisition policy and the
lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

org:

Functional

Intersects With

Secure Software
Development
Practices (SSDP)

TDA-06

Mechanisms exist to develop
applications based on Secure
Software Development Practices
(SSDP).

SA-02

Allocation of
Resources

a A rormatonsecurty-ana
privacy requirements for the system or system service
in mission and business process planning;b.
Determine, document, and allocate the resources
required to protect the system or system service as
part of the organizational capital planning and
investment control process; andc. Establish a discrete
line item for information security and privacy in
lorganizational programming and budgeting

Functional

Equal

Allocation of
Resources

PRM-03

Mechanisms exist to identify and
allocate resources for
management, operational,
technical and data protection
requirements within business
process planning for projects /
initiatives.

10

SA-03

System
Development Life
Cycle

gf‘f\‘c'%e\%?g‘el\[}elop, and manage the system using
[Assignment: organization-defined system
development life cycle] that incorporates information
isecurity and privacy considerations;b. Define and
document information security and privacy roles and
responsibilities throughout the system development
life cycle;c. Identify individuals having information
isecurity and privacy roles and responsibilities; andd.
Integrate the organizational information security and
privacy risk management process into system

Functional

Intersects With

Technology
Lifecycle
Management

SEA-
07.1

Mechanisms exist to manage the
usable lifecycles of Technology
|Assets, Applications and/or
Services (TAAS).

SA-03

System
Development Life
Cycle

g?)-/\eclqu\re, €veTop, and manage the System Using
[Assignment: organization-defined system
development life cycle] that incorporates information
isecurity and privacy considerations;b. Define and
idocument information security and privacy roles and
responsibilities throughout the system development
life cycle;c. Identify individuals having information
isecurity and privacy roles and responsibilities; andd.
Integrate the organizational information security and
privacy risk management process into system

Functional

Intersects With

Secure
Development Life
Cycle (SDLC)
Management

PRM-07

Mechanisms exist to ensure
changes to Technology Assets,
/Applications and/or Services
(TAAS) within the Secure
Development Life Cycle (SDLC)
are controlled through formal
change control procedures.

SA-04

Acquisition Process

nclude the following requ\renl'lsents, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance
requirements;d. Controls needed to satisfy the security
land privacy requirements.e. Security and privacy
documentation requirements;f. Requirements for
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
lof parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
criteria.

Functional

Intersects With

Minimum Viable
Product (MVP)
Security
Requirements

TDA-02

Mechanisms exist to design,
develop and produce Technology
/Assets, Applications and/or
Services (TAAS) in such a way
that risk-based technical and
functional specifications ensure
Minimum Viable Product (MVP)
criteria establish an appropriate
level of security and resiliency
based on applicable risks and
threats.

SA-04

Acquisition Process

Include the Tollowing requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance
requirements;d. Controls needed to satisfy the security
land privacy requirements.e. Security and privacy
documentation requirements;f. Requirements for
protecting security and privacy documentation;g.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
criteria

Functional

Intersects With

Third-Party
Management

TPM-01

Mechanisms exist to facilitate the
implementation of third-party
management controls.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

S,

criteria, explicitly or by reference, using [Selection

(one or more): standardized contract language;
[Assignment: organization-defined contract languagel]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Mechanisms exist to facilitate the
implementation of tailored

in-house support; [Assignment: organization-defined
isupport from external providers]].

Services (TAAS)

vendor or manufacturer; and
(2) Requiring justification and
documented approval for the
continued use of unsupported

[TAAS required to satisfy

" 4 > N Technology i
P requirements;d. Controls needed to satisfy the security " development and acquisition
SA-04 Acquisition Process land privacy requirements.e. Security and privacy Functional [Intersects With Dexelopqwtent & |TDA-01 strategies, contract tools and >
documentation requirements;f. Requirements for cquisition procurement methods to meet
protecting security and privacy documentation;g. unique business needs.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
criteria.
Include the Tollowing requirements, descriptions, and Mechanisms exist to control
criteria, explicitly or by reference, using [Selection changes to services by suppliers,
(one or more): standardized contract language; taking into account the criticality
[Assignment: organization-defined contract language]] of business Technology Assets,
in the acquisition contract for the system, system /Applications, Services and/or
icomponent, or system service:a. Security and privacy Data (TAASD) that are in scope
functional requirements;b. Strength of mechanism by the third-party.
SO UR POMO = kit kol ke o) N NN [ T I ]
a cquisition Process |, ng privacy requirements.e. Security and privacy unctional - Intersects Wi OS irc-Party a
idocumentation requirements;f. Requirements for ervices
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
criteria Mechanisms exist to Imit the use
of commercially-provided
Information Assurance (IA) and
Acquisiton process [ETPISY only nformation technology products on the information | 1o [products that have been
SA-04(10) | Use of Approved Veriﬁcatior?’()Pl\;l) capabiﬁt iwln lemented within ity Functional [Intersects With| Assurance Enabled 02.2 successfully evaluated against a 5
PIV Products organizational s steﬁns Yy imp! Products *“ |National Information Assurance
9 Y . partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-
validated or NSA-anoroved.
@ Obtain or develop administrator gocumentation for Mechanisms exist to obtain,
the system, system component, or system service that protect and distribute
describes:1. Secure configuration, installation, and administrator documentation for
loperation of the system, component, or service;2. Technology Assets, Applications
Effective use and maintenance of security and privacy and/or Services (TAAS) that
functions and mechanisms; and3. Known describe:
vulnerabilities regarding configuration and use of (1) Secure configuration,
ladministrative or privileged functions;b. Obtain or installation and operation of the
develop user documentation for the system, system TAAS;
component, or system service that describes:1. User- (2) Effective use and
accessible security and privacy functions and maintenance of security
System mechanisms and how to effectively use those functions| " Documentation ions:
SA05 Documentation  |and mechanisms;2. Methods for user interaction, which Functional  (Intersects With Requirements TDA-04 g?%iiﬁuxﬂoeﬁbﬁﬂ?es 5
lenables individuals to use the system, component, or regarding configuration and use
service in a more secure manner and protect individual of administrative (e.g.,
privacy; and3. User responsibilities in maintaining the privileged) functions.
isecurity of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
isystem, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
oruanizamna'jgﬁ?gd_us_r onnel or rolesl
a. Ubtain or develop administrator documentation for Mechanisms exist to determine
the system, system component, or system service that security, compliance and
describes:1. Secure configuration, installation, and resilience control applicability by
loperation of the system, component, or service;2. identifying, assigning and
Effective use and maintenance of security and privacy documenting the appropriate
functions and mechanisms; and3. Known asset scope categorization for all
vulnerabilities regarding configuration and use of Technology Assets, Applications
ladministrative or privileged functions;b. Obtain or and/or Services (TAAS) and
develop user documentation for the system, system personnel (internal and third-
icomponent, or system service that describes:1. User- parties).
laccessible security and privacy functions and
System mechanisms and how to effectively use those functions ) Asset Scope AST-
SA05 Documentation [and mechanisms;2. Methods for user interaction, which Functional  lintersects With Classification 04.1 5
lenables individuals to use the system, component, or
lservice in a more secure manner and protect individual
privacy; and3. User responsibilities in maintaining the
isecurity of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
isystem, system component, or system service
[documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
oraanization-defined personnel or rolesl - -
/Apply the following systems security and privacy g:;\?:]‘::;nasnleﬁtaitr?tgi?]vseézﬂvre
Security and :nglr;eerlng g)r_mcl{)les |nttft|§ speclé’!catlg%, d?_slgn,f . s Baseli baseline configurations for
N ! . |development, implementation, and modification of the . ecure Baseline Al
SA-08 ana;¥inE:igpI|2§ermg system and system components: [Assignment: Functional |Intersects With Configurations CFG-02 Zigygflsoe%i?eszeithA:Sp)ptILc:ttgls 5
orge_mizat_ion—d_eﬁr}ed systems security and privacy consistent with industry-
lengineering principles]. accepted system hardening
Mechanisms exist to facilitate the
Apply the following systems security and privacy implementation of industry-
Security and snginleering tpr‘indlples inttlzg specigicatig‘r;i, df‘sign,f . s Enai ) recdogni_zl_ed securityt,_ conjpliznce
i i : evelopment, implementation, and modification of e N ecure Engineering ana resilience practices in the
SA-08 Prlvagyrilfgigllgienng Isystem and system components: [Assignment: Functional  Intersects With Principles SEA-01 specification, design, 5
lorganization-defined systems security and privacy development, implementation
lengineering principles]. and modification of Technology
/Assets, Applications and/or
@ Require that providers of external system Services Mechanisms exist to mitigate the
icomply with organizational security and privacy risks associated with third-party
requirements and employ the following controls: access to the organization's
[Assignment: organization-defined controls];b. Define Technology Assets, Applications,
sa09 External System and document organizational oversight and user roles X X Services and/or Data (TAASD).
= Services land _respons|b|l|t|es with regard tq external system Functional Equal ' Third-Party Services| TPM-04 10
services; andc. Employ the following processes,
methods, and techniques to monitor control
icompliance by external service providers on an
longoing basis: [Assignment: organization-defined
pracesses. methads. and techniquesl
Mechanisms exist to prevent
unsupported Technology Assets,
/Applications and/or Services
a. Replace system components when support for the (TAAS) by:
icomponents is no longer available from the developer, Unsupported (1) Removing and/or replacing
Unsupported \vendor, or manufacturer; orb. Provide the following Technology Assets 'TAAS when support for the
SA-22 System loptions for alternative sources for continued support Functional |Intersects With Applicatiogrzls and/ol" TDA-17 |components is no longer 5
Components for unsupported components [Selection (one or more): available from the developer,
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Focal Document Element (FDE) Description

a. Replace system components when support for the
icomponents is no longer available from the developer,

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Mechanisms exist to provide in-
house support or contract

version 2026.1_x000a_03/27/2026

Unsupported \vendor, or manufacturer; orb. Provide the following Alternate Sources TDA- external providers for support
SA-22 System loptions for alternative sources for continued support Functional (Intersects With|  for Continued 171 with unsupported Technology 5
Components for unsupported components [Selection (one or more): Support "7 |Assets, Applications and/or
in-house support; [Assignment: organization-defined Services (TAAS).
|support from external providers]].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the system and communications . N Compliance & policies, standards and
SC-01 Procedures protection policy and the associated system and Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
icommunications protection controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to develop,
Policy and implementation of the system and communications . Network Security govern & update procedures to
SC-01 Procedures protection policy and the associated system and Functional Subset Of Controls (NSC) NET-01 facilitate the implementation of 10
icommunications protection controls;b. Designate an Network Security Controls (NSC).
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
a. Develop, document, and disseminate to Mechanisms exist to facilitate the
[Assignment: organization-defined personnel or implementation of industry-
roles]:1. [Selection (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] system and resilience practices in the
land communications protection policy that:a. specification, design,
/Addresses purpose, scope, roles, responsibilities, development, implementation
management commitment, coordination among and modification of Technology
organizational entities, and compliance; andb. Is Assets, Applications and/or
consistent with applicable laws, executive orders, Services (TAAS).
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the
Policy and implementation of the system and communications " Secure Engineering
SC-01 Procedures protection policy and the associated system and Functional Subset Of Principles SEA-01 10
icommunications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
@. Develop, document, and disseminate to Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilience Program (SCRP),
Mission/business process-level; System-level] system including policies, standards and
land communications protection policy that:a. procedures, at planned intervals
/Addresses purpose, scope, roles, responsibilities, or if significant changes occur to
management commitment, coordination among ensure their continuing
organizational entities, and compliance; andb. Is suitability, adequacy and
consistent with applicable laws, executive orders, effectiveness.
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Periodic Review &
Policy and implementation of the system and communications . ... | Update of Security,
SC-01 Procedures protection policy and the associated system and Functional |Intersects With Compliance & GOV-03 5
lcommunications protection controls;b. Designate an Resilience Program
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to control
the following types of denial-of-service events: resource utilization of
Denial-of-service [Assignment: organization-defined types of denial-of- Technology Assets, Applications
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority | CAP-02 |and/or Services (TAAS) that are 5
lachieve the denial-of-service objective: [Assignment: susceptible to Denial of Service
lorganization-defined controls by type of denial-of- (DoS) attacks to limit and
service event]. prioritize the use of resources.
la. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to conduct
the following types of denial-of-service events: capacity planning so that
Denial-of-service [Assignment: organization-defined types of denial-of- necessary capacity for
SC-05 Protection iservice events]; andb. Employ the following controls to | Functional |Intersects With| Capacity Planning | CAP-03 |information processing, 5
lachieve the denial-of-service objective: [Assignment: telecommunications and
lorganization-defined controls by type of denial-of- environmental support will exist
service event]. during contingency operations.
taH [Selectlpn (one): Protegt against; !_\mlt] the .effects of] Mechanisms exist to facilitate the
e following types of denial-of-service events: implementation of capacity
Denial-of-service [Assw_gnment; organization-defined types_of denial-of- Capacity & mapnagement controlspto ensure
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With Performance CAP-01 optimal system performance to 5
lachieve the denial-of-service objective: [Assignment: Management P A p P
lorganization-defined controls by type of denial-of- ;nteet expectid and _antlclpatted
service event], uture capacity requirements.
a. [Selection (one): Protect against; Limit] the effects of|
the following types of denial-of-service events: Automated mechanisms exist to
. " [Assignment: organization-defined types of denial-of- . h P
Denial-of-service " . " : Denial of Service NET- |protect against or limit the
SC-05 Protection service events]; andb. Employ the following controls to | Functional [Intersects With (DoS) Protection 02.1 |effects of denial of service 5

lachieve the denial-of-service objective: [Assignment:

lorganization-defined controls by type of denial-of-

service event].

attacks.
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Monitor and control communications at the externai
managed interfaces to the system and at key internal
managed interfaces within the system;b. Implement
isubnetworks for publicly accessible system Mechanisms exist to monitor and
Bounda icomponents that are [Selection (one): physically; Boundar control communications at the
SC-07 Protectigw logically] separated from internal organizational Functional [Intersects With Protectio)rl\ NET-03 |external network boundary and 5
networks; andc. Connect to external networks or at key internal boundaries within
isystems only through managed interfaces consisting of| the network.
boundary protection devices arranged in accordance
\with an organizational security and privacy
Errhglﬁr’:umd el =
stablish and manage cryptographic keys when . N
. cryptography is employed within the system in Mechanlsms e>_<|st to securely
Cryptographic Key laccordance with the following key management Public Ke implement an internal Public Key
SC-12 Establishment and " 8 . " g key nag Functional |Intersects With Y CRY-08 |Infrastructure (PKI) infrastructure 5
Management requ!rements.f[Askslgnment. grgar:j\‘zattl%n-tqwnetd Infrastructure (PKI) or obtain PKI services from a
;ecig:::rgﬁz ;eg{miz‘ogranera lon, distribution, storage, reputable PKI service provider.
a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following . . .
. h s " Cryptographic mechanisms exist
Cryptographic  [types of cryptography required for each specified " Encrypting Data At :
Se13 Protection cryptographic use: [Assignment: organization-defined Functional  lintersects With Rest CRY-05 |to prevent unauthorized 5
o disclosure of data at rest.
types of cryptography for each specified cryptographic
use].
a. Determine the [Assignment: organization-defined . .
cryptographic uses]; andb. Implement the following :I)(epc:ri::':grrov? cer);;:égraa(;?\li'cess the
SC-13 Crgptogra_phlc types of cryptogralphy rgqulred for each Sp_eclﬁed_ Functional |Intersects With Export-Controlled CRY- technologies in compliance with 5
rotection cryptographic use: [Assignment: organization-defined Cryptography 01.2 relevant statutory and regulaton
types of cryptography for each specified cryptographic A Y 9 y
use]. requirements.
a. Determine the [Assignment: organization-defined . . .
cryptographic uses]; andb. Implement the following Use of m;:;x‘;m:tEﬁ'sgftsr;;i!;?;epgihce
Cryptographic  [types of cryptography required for each specified : . : .
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional |Intersects With Crycptogra‘phlc CRY-01 prz)k)tlgctlonsdcogtro\sdusmg kgown 5
types of cryptography for each specified cryptographic ontrols public stan ards an: tru§te
use] cryptographic technologies.
Mechanisms exist to unplug or
la. Prohibit remote activation of collaborative prohibit the remote activation of
Collaborative icomputing devices and applications with the following collaborative computing devices
sC-15 Computing Devices lexceptions: [Assignment: organization-defined Functional |Intersects With Collaborative END-14 with the following exceptions: 5
andpA ﬁcations lexceptions where remote activation is to be allowed]; Computing Devices (1) Networked whiteboards;
PP landb. Provide an explicit indication of use to users (2) Video teleconference
physically present at the devices. cameras; and
(3) Teleconference microphones.
@ PTOVIGE aaaIonaT Jata OrgiT autnentication and
integrity verification artifacts along with the
Secure lauthoritative name resolution data the system returns Mechanisms exist to ensure
i to external name/address resolution : Domain Name Service (DNS)
Name/address | response : - Domain Name -
. - queries; andb. Provide the means to indicate the . N 10 |resolution is designed,
5C-20 Ref;ﬂﬁf.'gﬁtgﬁf,‘gce security status of child zones and (if the child supports Functional  Intersects With Sir;/;%?u(t%l\:‘s) NET-10 implemented and managed to 5
Source) isecure resolution services) to enable verification of a protect the security of name /
ichain of trust among parent and child domains, when address resolution.
loperating as part of a distributed, hierarchical
o
Mechanisms exist to perform
Secure P P Secure Name / data origin authentication and
Name/address zsgauie}vstteg?i‘gyp\?eri?f:?agsﬁaoint?qlg :::Y:':/:t‘;cdar;':; and Address Resolution NET- data integrity verification on the
SC-21 Reso\utlun_ Service resolution responses the system receives from Functional Equal Service (Re_curslve 10.2 Domalr_\ Name Service (DNS) 10
(recursive or authoritative sources. or Caching resolution responses received
Caching Resolver) . Resolver) from authoritative sources when
requested by client systems.
Mechanisms exist to ensure
Architecture and |Ensure the systems that collectively provide Architecture & systems that collectively provide
5C-22 Provisioning for |name/address resolution service for an organization Functional Equal Provisioning for NET- |Domain Name Service (DNS) 10
Name/address |are fault-tolerant and implement internal and external a Name / Address 10.1 |resolution service are fault-
Resolution Service [role separation. Resolution Service tolerant and implement
internal/external role separation.
. . Mechanisms exist to implement a
SC-39 Process Isolation Z‘xaelgtlat:z asses;:::ra'ters:eescst\on domain for each Functional Equal Process Isolation | SEA-04 |separate execution domain for 10
9 sy P " each executing process.
@ DEVeTop, JOCUIMENT, and aISSernare 1o Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilienée Program (SCRP),
M\ss!on/buslqess_ proce_ss—lev_e\; System-level] system including policies, standards and
land information integrity policy that:a. Addresses procedures, at planned intervals
purpose, scope, roles, responsibilities, management or if significant changes occur to
icommitment, coordination among organizational i P
e . . p ensure their continuing
lentities, and compliance; andb. Is consistent with "
" ) : suitability, adequacy and
applicable laws, executive orders, directives, effectiveness.
regulations, policies, standards, and guidelines; and2. Periodic Review & .
Policy and Procedures to facilitate the implementation of the Update of Securit
SI-01 Proceydures isystem and information integrity policy and the Functional [Intersects With pCom liance & Y| Gov-03 5
lassociated system and information integrity controls;b. Resilienpce Program
Designate an [Assignment: organization-defined 9
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
lorcani ined evuentel
d. D€ L, did EISSEaTe [ Mechanisms exist to facilitate the|
[Assignment: organization-defined personnel or implementation of industry-
roles]:1. [Selection (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] system o . :
'+ I - A and resilience practices in the
and information integrity policy that:a. Addresses o n
| ibiliti t specification, design,
purpose, scope, rode_s. responsibilities, m_ana_gerr;en development, implementation
co?_wtmltmer:jt, coorl_lnathn a(rjnbor:g orga_nltzattlonih and modification of Technology
entities, and compliance; andb. Is consistent wi |Assets, Applications and/or
applicable laws, executive orders, directives, Services (TAAS)
regulations, policies, standards, and guidelines; and2. :
" Procedures to facilitate the implementation of the
SI-01 :roo“cceydz:‘eds isystem and information integrity policy and the Functional Subset Of Secul;’erigggwlréesermg SEA-01 10
lassociated system and information integrity controls;b. P
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
loraanizati ined euent
8- UEVEDHS) £ T arssermmate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, Mechanisms exist to establish
regulations, policies, standards, and guidelines; and2. i : P " h .
. Procedures to facilitate the implementation of the Publlshlng Security, maintain and disseminate
Policy and 5 ite tf ' ) Compliance & policies, standards and
SI-01 isystem and information integrity policy and the Functional |Intersects With , GOV-02 5
Procedures " . 2 P . . Resilience procedures necessary for secure,
lassociated system and information integrity controls;b. Documentation compliant and resilient
Designate an [Assignment: organization-defined ca a%ilities
official] to manage the development, documentation, P .
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
izatinn.definad aw

Secure Controls Framework (SCF)

26 of 30



Set Theory Relationship Mapping (STRM)

SI-02

FDE Nam

Flaw Remediation

Focal Document Element (FDE) Desc

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Functional

Vulnerability &
Intersects With| Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

S1-02

Flaw Remediation

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Software &

Intersects With Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

SI-02

Flaw Remediation

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Automatic
Intersects With Antimalware
Signature Updates

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
\with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Software &

Intersects With Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Vulnerability &
Intersects With| Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
and eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
lsystem.

Functional

Malicious Code
Intersects With| Protection (Anti-
Malware)

END-04

Mechanisms exist to utilize
antimalware technologies to
detect and eradicate malicious
code.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Heuristic /
Intersects With|Nonsignature-Based|
Detection

END-
04.4

Mechanisms exist to utilize
heuristic / nonsignature-based
antimalware detection
capabilities.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
[during malicious code detection and eradication and
the resulting potential impact on the availability of the

system.

Functional

Safeguarding Data
Intersects With Over Open
Networks

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.
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Set Theory Relationship Mapping (STRM)

SI-03

Malicious Code
Protection

Focal Document Element (FDE) Description

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Functional

Automatic
Antimalware
Signature Updates

Intersects With

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

version 2026.1_x000a_03/27/2026

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

System Monitoring

la. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Centralized
Collection of
Security Event Logs

Intersects With

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
event logs.

SI-04

System Monitoring

la. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:

lorganization-defined frequency]].

Functional

Safeguarding Data
Intersects With Over Open
Networks

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
isystem to collect organization-determined essential

NIST SP 800-53 R 5.2 - LOW_x000a_Crosswalk Mapping

Mechanisms exist to facilitate the

lassociated supply chain risk management controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:
i i defined ntsl

Documentation

SI-04 System Monitoring [information; and2. At ad hoc locations within the Functional [Intersects With f,loon;i'pol:_?nus MON-01 implementation of enterprise-
isystem to track specific types of transactions of 9 wide monitoring controls.
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]

[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
IGenerate internal security alerts, advisories, and
directives as deemed necessary;c. Disseminate
Security Alerts, |security alerts, advisories, and directives to: [Selection . .
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With “\;pﬁdt Ii_ata TDA-18 Melcéw_fnlsfr'r}sfexlstttp checktthe
Directives personnel or roles]; [Assignment: organization-defined alidation validity of information inputs.
lelements within the organization]; [Assignment:
lorganization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b. Mechanisms exist to maintain
Generate internal security alerts, advisories, and situational awareness of
directives as deemed necessary;c. Disseminate vulnerabilities and evolving
Security Alerts, |security alerts, advisories, and directives to: [Selection Threat Intelligence threats by leveraging the
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With Feedsg THR-03 |[knowledge of attacker tactics,
Directives personnel or roles]; [Assignment: organization-defined techniques and procedures to
lelements within the organization]; [Assignment: facilitate the implementation of
lorganization-defined external organizations]]; andd. preventative and compensating
Implement security directives in accordance with controls.
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
la. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
Generate internal security alerts, advisories, and Cryptographic mechanisms exist
directives as deemed necessary;c. Disseminate to implement strong
Security Alerts, |security alerts, advisories, and directives to: [Selection Safeguarding Data cryptography and security
SI-05 Advisories, and |(one or more): [Assignment: organization-defined Functional |Intersects With Over Open NET-12 |protocols to safeguard
Directives personnel or roles]; [Assignment: organization-defined Networks sensitive/regulated data during
lelements within the organization]; [Assignment: transmission over open, public
lorganization-defined external organizations]]; andd. networks.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the 'd_e%gree of noncompliance.
anage and retain information within the system and Mechanisms exist to retain
Information information output from the system in accordance with Media & Data media and data in accordance
SI-12 Management and [applicable laws, executive orders, directives, Functional |Intersects With R : DCH-18 |with applicable statutory,
" Pt etention
Retention regulations, policies, standards, guidelines and regulatory and contractual
operational requirement: obligation
Mechanisms exist to:
(1) Retain Personal Data (PD),
including metadata, for an
organization-defined time period
to fulfill the purpose(s) identified
Manage and retain information within the system and ::Vshe notice or as required by
Information information output from the system in accordance with Personal Data (PD) Di
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With Retention & PRI-05 (azn)d?;p;s:n;:hieesstm\gsbEe)n:ases,
Retention regulations, policies, standards, guidelines and Disposal regardless of the method of
loperational requirements. storage; and
(3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of
PD (including originals, copies
and archived records).
@ DEVETop, TOCUITIENT, and aTSSenate 1o Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, C li &
b . y, Compliance
roles]:1. [Selection (one or more): Organization-level; i
Mission/busi "l I: System-l \ h Resilience Program (SCRP),
ission/business process-level; System evell supply including policies, standards and
ichain risk management policy _th_a_t_.a. Addresses procedures, at planned intervals
purpose, scope, roles, responsibilities, management or if significant changes occur to
lcommitment, coordination among organizational ensure their continuing
lentities, and compliance; andb. Is consistent with suitabilit
" . . N y, adequacy and
lapplicable laws, executive orders, directives, effectiveness.
regulations, policies, standards, and guidelines; and2. Periodic Review & )
Policy and Procedures to facilitate the implementation of the Update of Security,

SR-01 Procedures isupply chain risk management policy and the Functional |Intersects With Compliance & ' GOV-03
lassociated supply chain risk management controls;b. Resilience Program
Designate an [Assignment: organization-defined 9
official] to manage the development, documentation,
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.

Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
laraanizati ined ouentel
8- TEVEDIS) £ T arssermmate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
chain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, : : .
regulations, policies, standards, and guidelines; and2. Publishing Security mg?:taani:amnsde;ilss;et:’\iensattaeb“Sh'
Policy and Procedures_ to_facilitate the implementation of the ) Compliance & ' policies, standards and
SR-01 Procedures isupply chain risk management policy and the Functional |Intersects With Resilience GOV-02 proceddres necessary for secure,

compliant and resilient
capabilities.
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
chain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Policy and Procedures_ to _facilitate the implementation of the . Third-Party Mechanisms exist to facilitate the|
SR-01 Procedures isupply chain risk management policy and the Functional Subset Of Management TPM-01 implementation of third-party 10
lassociated supply chain risk management controls;b. management controls.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
larqanization.defined event:
a. Develop a plan for managing supply chain risks Mechanisms exist to develop a
lassociated with the research and development, design, plan for Supply Chain Risk
manufacturing, acquisition, delivery, integration, Management (SCRM) associated
loperations and maintenance, and disposal of the with the development,
following systems, system components or system acquisition, maintenance and
Supply Chain Risk services: [Assignment: orgamzat\on—_deﬁned sys_tems, ) Supply Chain Risk disposal of Technology Assets,
SR-02 Management Plan Isystem components, or system services];b. Review Functional |Intersects With Management RSK-09 |Applications and/or Services 5
land update the supply chain risk management plan (SCRM) Plan (TAAS), including documenting
[Assignment: organization-defined frequency] or as selected mitigating actions and
required, to address threat, organizational or monitoring performance against
lenvironmental changes; andc. Protect the supply chain those plans.
risk management plan from unauthorized disclosure
land modification.
a. Develop a plan for managing supply chain risks Mechanisms exist to:
lassociated with the research and development, design, (1) Evaluate security risks and
manufacturing, acquisition, delivery, integration, threats associated with
loperations and maintenance, and disposal of the Technology Assets, Applications
following systems, system components or system and/or Services (TAAS) supply
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk chains; and
SR-02 Management Plan isystem components, or system services];b. Review Functional [Intersects With Management TPM-03 |(2) Take appropriate remediation 5
land update the supply chain risk management plan (SCRM) actions to minimize the
[Assignment: organization-defined frequency] or as organization's exposure to those
required, to address threat, organizational or risks and threats, as necessary.
lenvironmental changes; andc. Protect the supply chain
risk management plan from unauthorized disclosure
land modification.
Mechanisms exist to:
(1) Evaluate security risks and
Establish a supply chain risk management team threats associated with
Supply Chain Risk |consisting of [Assignment: orga_niz_ation—deﬁned Supply Chain Risk Technology_Assets, Applications
SR-02(01) Management Plan | |personnel, roles, and responsibilities] to lead and Functional |Intersects With Management TPM-03 and/or Services (TAAS) supply 5
Establish SCRM  |support the following SCRM activities: [Assignment: (SCRM) chains; and . .
Team lorganization-defined supply chain risk management (2) Take appropriate remediation
lactivities]. actions to minimize the
organization's exposure to those
risks and threats, as necessary.
a. Establish a process or processes to identify and
laddress weaknesses or deficiencies in the supply chain
lelements and processes of [Assignment: organization-
defined system or system component] in coordination
with [Assignment: organization-defined supply chain
personnel];b. Employ the following controls to protect . .
Supply Chain lagainst supply chain risks to the system, system Prci\cdedsses To M %eci‘%m;ms eEISt to address
SR-03 Controls and icomponent, or system service and to limit the harm or | Functional Equal Weaki ress Y ldef? fied wea tr;‘esses °ft £ th 10
Processes iconsequences from supply chain-related events: eaknesses or 033 |de ciencies in the security of the
. ) Pa " . Deficiencies supply chain
[Assignment: organization-defined supply chain
controls]; andc. Document the selected and
implemented supply chain processes and controls in
[Selection (one): security and privacy plans; supply
chain risk management plan; [Assignment:
lorganization-defined document]].
Employ the following acquisition strategies, contract Mgchanlsms .e)f'.St to utlllze_
Acquisition tools, and procurement methods to protect against, Acquisition TPM- talkzredtathtlnsm?jn strategies, .
SR-05 Strategies, Tools, identify, and mitigate supply chain risks: [Assignment: | Functional {Intersects With| Strategies, Tools & | 3" contract tools and procuremen 5
and Methods  |organization-defined acquisition strategies, contract Methods -1 |methods for the purchase of
tools, and procurement methods]. unique Technology Assets,
Anplications and/or Service:
Mechanisms exist to compel
Establish agreements and procedures with entities f:tper;nvai‘d21:5&:;%?;";;&?5)
» involved in the supply chain_ for the system, s_ystem Security_ or potential compromises in the
SR-08 Notification icomponent, o_r_syscem service for tl_1e [Selectlor) (one Functional Equal Com_p_ronr_nse TPM- supply chain that can potentially 10
Agreements lor more): notification of supply chain compromises; Notification 05.1 [3ffect or have adversely affected
result_s of_assess_ment_s or aud!ts; [Assignment: Agreements Technology Assets, Applications
lorganization-defined information]]. and/or Services (TAAS) that the
organization utilizes.
Mechanisms exist to maintain
Inspect the following systems or system components awareness of component
Inspection of [Selec_tiop (orzje gr mdofre): at ran]dom; at[LAs_signme:t: Product Tampering gutf;enticity bypde&/eltt);_)rmg anq
lorganization-defined frequency], upon [Assignment: . . implementing Product Tampering
SR-10 Ciy;t;;?lseﬁé lorganization-defined indications of need for Functional  Intersects With| and Co(t:)r_\rtg;'fe\tmg TDA-11 and Counterfeiting (PTC) 5
inspection]] to detect tampering: [Assignment: practices that include the means
lorganization-defined systems or system components]. to detect and prevent counterfeit
components.
Inspect the following systems or system components Mechanisms exist to physically
Inspection of [Selec_tiotr! (onde gr rr(;ofre): at ran]dom; at[LAs_signme:t: Technol nsset | ast andhmglicauy inspect %ritical
lorganization-defined frequency], upon [Assignment: . echnology Asse - |technology assets to detect
SR-10 Csoy;cpe;?;:trs prganiz_ation—deﬁned indicatio_ns of ne_ed for Functional Intersects With Inspections 15.1 evidenceggf tampering. 5
inspection]] to detect tampering: [Assignment:
lorganization-defined systems or system components].
a. Develop and implement anti-counterfeit policy and Mechanisms exist to maintain
procedures that include the means to detect and awareness of component
c prevent cozr:)terfeit componerr]lts from entering the Product Tampering autr:enticity by dedvelopmg and
omponent isystem; andb. Report counterfeit system components " h implementing Product Tampering
SR-11 Authenticity to [Selection (one or more): source of counterfeit Functional |Intersects With| and Co(L';r}tg)rfe\tmg TDA-11 and Counterfeiting (PTC) 5
icomponent; [Assignment: organization-defined practices that include the means
lexternal reporting organizations]; [Assignment: to detect and prevent counterfeit
lorganization-defined personnel or roles]]. components.
Mechanisms exist to train
Component [Train [Assignment: organization-defined personnel or Anti-Counterfeit TDA- personnel to detect counterfeit
SR-11(01) Authenticity | Anti- [roles] to detect counterfeit system components Functional Equal Training 111 system components, including 10
counterfeit Training|(including hardware, software, and firmware). . hardware, software and
firmware
A?lel'r:qepr?t?c?tr;/n Maintain configuration co_n_trol over the following Maintain Mechanisms_ exist to r_naintain
Configuration system components awaiting service or repair and ) Configuration proper physlcal security and
SR-11(02) Control for serv!ced[zr rgpalredtcompor!entt_s avl\;alémgdretu{n to Functional Equal Control During MNT-07 Eon:gu:ratlon co?trol ovtgr 10
.. |service: [Assignment: organization-defined system . echnology assets awaiting
ComgggTetpSa?rrwce icomponents]. Maintenance service or repair.
Mechanisms exist to securely
Dispose of [Assignment: organization-defined data, Secure Disposal g'yssigﬁfgghf:;:;%{:;;ienpgurpose
SR-12 C°f.“P°"e”‘ document_atlon, tools, or system comp.onent_s] uslng. Functional [Intersects With| Destruction or Re- | AST-09 |organization-defined techniques 5
Disposal the fo!\owmg tec‘hmques aﬂd methods: [Assignment: Use of Equipment and methods to prevent
lorganization-defined techniques and methods]. information being recovered
from these components.
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