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Management |  [Support the management of system accounts using Y
AC-02(01) Automated System |[Assignment: organization-defined automated Functional - |Intersects With| Account 1AC-15.1[upPort the managemegF of 5
Account mechanisms] Management system accounts (e.g., directory
- : : (Directory Services) ervices)
ccoun - X
Management | |Automatically [Selection (one): remove; disable] Removal of ﬁ;;?g?:;?ig:;}:rt]ésmm;;:;;t;gd
AC-02(02) routomated - |temparary and emergency accounts after [Assignment:| gnctional Equal Temporary /| Ac 15 slemergency accounts after an 10
‘emporary and |organization-defined time period for each type of Emergency organization-defined time period
Emergency Accountfaccount]. Accounts fm?each type of account. P
Management yP :
Disable accounts within [Assignment: organization-
Account defined time period] when the accounts:a. Have |/Automated mechanisms exist to
g lexpired;b. Are no longer associated with a user or " Disable Inactive . disable inactive accounts after
AC-02(03) Dli\gzaig\ag:rc\"ceottn‘ts individual;c. Are in violation of organizational policy; Functional Equal Accounts IAC-15.3) an organization-defined time 10
lord. Have been inactive for [Assignment: organization- period.
defined time period].
/Automated mechanisms exist to
Account audit account creation,
Y Management | [Automatically audit account creation, modification, : Automated Audit . modification, enabling, disabling
AC-02(04) Automated Audit [enabling, disabling, and removal actions. Functional Equal Actions IAC-15.4 and removal actions and notify 10
Actions organization-defined personnel
or roles.
T TECTaTITSTITS EXTST T TItrate o
session lock after an
organization-defined time period
Account Require that users log out when [Assignment: of inactivity, or upon receiving a
AC-02(05) Management | |organization-defined time period of expected inactivity | Functional Equal Session Lock IAC-24 [request from a user and retain 10
Inactivity Logout |or description of when to log out]. the session lock until the user
reestablishes access using
established identification and
Mechanisms exist to expedite the
Account process of removing "high risk"
Management | [Disable accounts of individuals within [Assignment: High-Risk HRS- individual’s access to Technology
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional |Intersects With Terrginations 09.2 [Assets, Applications, Services 5
for High-risk [Assignment: organization-defined significant risks]. *® |and/or Data (TAASD) upon
Individuals termination, as determined by
management.
Account Mechanisms exist to disable
Management | [Disable accounts of individuals within [Assignment: Account Disabling accounts immediately upon
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional |Intersects With for High Risk IAC-15.6|notification for users posing a 5
for High-risk [Assignment: organization-defined significant risks]. Individuals significant risk to the
Individual: Muar?i ation. 5T £
lechanisms exist to implemen
Enforce approved authorizations for controlling the Data Flow and govern Access Control Lists
. Information Flow [flow of information within the system and between " Enforcement - _oa |(ACLs) to provide data flow
AC-04 Enforcement iconnected systems based on [Assignment: Functional Equal Access Control Lists NET-04 enforcement that explicitly 10
lorganization-defined information flow control policies]. (ACLs) restrict network traffic to only
what is authorized.
@- Tgentity and document [ASsIgnment: organization-
g Separation of  |defined duties of individuals requiring separation]; : " Input Data 14 |Mechanisms exist to check the
AC-05 Duties landb. Define system access authorizations to support Functional |Intersects With Validation TDA-18 validity of information inputs. 5
enaration of dutie:
la. Identify and document [Assignment: organization- :/Iechanisms EIXiSft to enlforce i:_
g Separation of  |defined duties of individuals requiring separation]; : .\ | Dual Authorization | CHG- |two-person rule for implementing
AC-05 Duties landb. Define system access authorizations to support Functional |Intersects With for Change 04.3 |changes to critical Technology 5
separation of duties. |Assets, Applications and/or
Carvicac (TAAC
Cryptographic mechanisms exist
. . . tion to implement strong
Separation of [iefed duties of ndiduals reqiring separation) Safeguarding Data cryptography and security
AC-05 Duties landb. Define system access authorizations to support Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
separation of dyut\es PP Networks sensitive/regulated data during
P . transmission over open, public
networks.
a. Identify and document [Assignment: organization- Ialnedumalntaine;:tatrz;gﬁl;”mIL
AC-05 Separation of defined duties of individuals requiring separation]; Functional |Intersects With Separation of HRS-11 [Duties (SoD) to prevent otential 5
Duties landb. Define system access authorizations to support Duties (SoD) inappropriate acﬁith ww?hout
iseparation of duties. m”'ljlping Yy
Mechanisms exist to utilize the
Employ the principle of least privilege, allowing only ;?Iro];eirr:t (c))fnlleaaslzt%ré‘;i”zee%eéccess
o lauthorized accesses for users (or processes acting on . " o 9 only
AC-06 Least Privilege . Functional |Intersects With| Least Privilege IAC-21 [to processes necessary to 5
behalf of users) that are necessary to accomplish accomplish assigned tasks in
assigned organizational tasks. accordance with organizational
business functions.
Employ the principle of least privilege, allowing only Mechanisms exist to enforce
. " lauthorized accesses for users (or processes acting on . " g Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional |Intersects With/Access Enforcement; IAC-20 permissions that conform to the 5
lassigned organizational tasks. principle of "least privilege."
[Authorize access for [Assignment: organization-defined
Least Privilege | |individuals or roles] to:a. [Assignment: organization- Authorize Access to Mechanisms exist to limit access
AC-06(01) Authorize Access to [defined security functions (deployed in hardware, Functional Equal Security Functions IAC-21.1{to security functions to explicitly- 10
Security Functions [software, and firmware)]; andb. [Assignment: Y authorized privileged users.
oraanization-defined securitv-relevant information]
Least Privilege | [Require that users of system accounts (or roles) with Mechanisms exist to prohibit
Non-privileged |access to [Assignment: organization-defined security Non-Privileged privileged users from using
AC-06(02) Access for ffunctions or security-relevant information] use non- Functional Equal Access for Non- |IAC-21.2|privileged accounts, while 10
Nonsecurity privileged accounts or roles, when accessing Security Functions performing non-security
Functions nonsecurity functions. functions.
M ¢ Mechanisms exist to restrict the
ivi i il lanagemen i t of privileged
x Least Privilege | [Restrict privileged accounts on the system to : . assignmen P g
AC-06(05) Privileged Accounts [[Assignment: organization-defined personnel or roles]. Functional Equal Pri _A‘ppr%vzl For IAC-21.3accounts to management- 10
rivileged Accounts approved personnel and/or roles.
a. Review [Assignment: organization-defined Meghanlsms exist to penpdlcally-
" : : . review the privileges assigned to
Least Privilege | frequency] the privileges assigned to [Assignment: individuals and service accounts
AC-06(07) Review of Uzer org‘anization—deﬁned roles or‘c[asses of users] to . Functional Equal Periodic Reyigw of IAC-17 |to validate the need for such 10
Privileges validate the need for such privileges; andb. Reassign Account Privileges rivileges and reassign or
9 or remove privileges, if necessary, to correctly reflect Eemovge Unnecessar 9 rivileges
organizational mission and business needs. as necessar yp 9es,
LEastPTIVITEgE TTOY . - . . Auditing Use of Mechanisms exist to audit the
AC-06(09) Usep?lfnlil;li\rl‘lrI‘eged Log the execution of privileged functions. Functional Equal Privileged Functions| IAC-21.4| execution of privileged functions. 10
Least priviege | Prohibit Non- hon-prvisged sers fom
Prohibit Non- " . i g : - :
y f Prevent non-privileged users from executing privileged : Privileged Users x executing privileged functions to
AC-06(10) ?;ngegfgchjzﬁrs ffunctions. Functional Equal from Executing IAC-21.5 include disabling, circumventing 10
Privileged Functi?)ns Privileged Functions or altering implemented security
9 safeguards / countermeasures.
- TECTTATTTSTITS EXTSTTO TItate o
a. Prevent furt.h_er access to th_e system by [Selection session lock after an
(one or more): initiating a device lock after organization-defined time period
[Assignment: organization-defined time period] of of?nact\vit or upon recei\[/)in a
A . inactivity; requiring the user to initiate a device lock : " " Y, P 9
C-11 Device Lock N . Functional [Intersects With Session Lock IAC-24 [request from a user and retain 5
before leaving the system unattended]; andb. Retain the session lock until the user
the device lock until the user reestablishes access " +
N . y e O reestablishes access using
using established identification and authentication N : N "
established identification and
procedures. ionti o,
fMechanisms exist to implement
Device Lock | . . . . - pattern-hiding displays to
AC-11(01) Pattern-hiding Sizli"t;:lzaé'nvt‘ﬁeﬂ(‘ﬁsdlea\”Cv?/ilt?\c:' lELCI)ircTa\t/Iiir\;vgﬁglion::we Functional Equal Patlt)ei;nlslc;mg IAC-24.1|conceal information previously 10
Displays play P y ge. play visible on the display during the
ession lock, _ _
/Automated mechanisms exist to
|Automatically terminate a user session after ‘:ftxglt,ku:ﬁrds%:f::;%ctae"gez;;:‘:
AC-12 Session Termination|[Assignment: organization-defined conditions or trigger| Functional Equal Session Termination| IAC-25 at the end of the session or after 10
levents requiring session disconnect]. 2n organization-defined period of
inactivity.
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p
Remote Access | . " Automated /Automated mechanisms exist to
AC-17(01) Monitoring and E;?r?;?g ::ctgsn;ar;eeir?;zghamsms to monitor and control Functional Equal Monitoring & TETI monitor and control remote 10
Control i Control " |access sessions.
RePTootteecG;;esfs I ol N n N CPr%t:ctionl of ; NET Cryptograppic megzanisn?s exisg|
g A o mplement cryptographic mechanisms to protect the . onfidentiality - |to protect the confidentiality an
AC-17(02) Conﬁderjtlallty and confidentiality and integrity of remote access sessions. Functional Equal Integrity Using 14.2 |integrity of remote access 10
Integrity Using
Encryption Encryption sessions (e.g., VPN).
Mechanisms exist to route all
Remote Access | :
Route remote accesses through authorized and : Managed Access NET- |remote accesses through
AC-17(03) Mggﬁgz?écigfsss managed network access control points. Functional Equal Control Points 14.3 |managed network access control 10
points (e.g., VPN concentrator).
i ] T g Mechanisms exist to restrict the
Remote Access | :22:2 ;c;]Iseicnuraltfyo-rrg:;/?r?;tlnf;r\;liﬁdaetlsogs\;:sgimgte Remote Privileged execution of privileged
Privileged h y tp . : . : Commands & NET- |commands and access to
AC-17(04) Commands and levidence and for the following needs: [Assignment: Functional Equal Sensitive Data 14.4 |security-relevant information via 10
organization-defined needs]; andb. Document the )
Access . Access remote access only for
rationale for remote access in the security plan for the compelling operational needs.
Wireless Access | |Protect wireless access to the system using - _ [Mechanisms exist to secure Wi-Fi
AC-18(01) Authentication and |authentication of [Selection (one or more): users; Functional Equal AUtgr?:rt'ciité?]n & ?ETl (e.g., IEEE 802.11) and prevent 10
Encryption devices] and encryption. yp . unauthorized a_cces_‘s by: .
Mechanisms exist to disable
Wireless Access | |Disable, when not intended for use, wireless Disable Wireless NET- ?;1n;e;ﬁisnseasr)(rg\treal:e;snr;ee:nwaolll'klng
AC-18(03) Disable Wireless |networking capabilities embedded within system Functional Equal Networking 15.2 en?bedded within system Yy 10
Networking icomponents prior to issuance and deployment. components prior to issuance to
end users.
Acces_s Cont_ro\ for Employ [Selection: full-device encryption; container- . Cryptographic mec_hamsms exist
Mobile Devices | N N o Full Device & to protect the confidentiality and
AC-19(05) Full Device or il:‘atsee?ifn;?}g;ﬁ:iatgozr%t:ﬁ\;gie ;(r)r?::t?%trlag:\)ilz:;]ign- Functional Equal Container-Based |MDM-03|integrity of information on mobile| 10
Container-based 2arity . N 9 $org Encryption devices through full-device or
defined mobile devices]
Encryption 3 container encryption.
Mechanisms exist to prohibit
Permit authorized individuals to use an external external parties, including
system to access the system or to process, store, or Technology Assets, Applications
transmit organization-controlled information only and/or Services (TAAS), from
Use of External |after:a. Verification of the implementation of controls Limits of Authorized| DCH- storing, processing and
AC-20(01) Systems | Limits on [on the external system as specified in the Functional Equal Use 131 transmitting data unless X 10
Authorized Use |organization’s security and privacy policies and : authorl_ze_d individuals first: .
security and privacy plans; orb. Retention of approved (1) Verifying the implementation
system connection or processing agreements with the of required security, Comf’“ance
organizational entity hosting the external system. and/or resilience controls; or
(2) Retaining a processing
with the entit
Use of External [Restrict the use of organization-controlled portable Mechanisms exist to restrict or
g Systems | Portable |storage devices by authorized individuals on external : " Portable Storage DCH- [prohibit the use of portable
AC-20(02) Storage Devices — [systems using [Assignment: organization-defined Functional |Intersects With Devices 13.2 |storage devices by users on 5
Restricted Use |restrictions]. external systems.
la. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner Mechanisms exist to disclose
match the information’s access and use restrictions for Personal Data (PD) to third-
) ) [/_Assignment: organization»d_eﬁnec_i inf_ormati_on sharing ) . linformation Sharing partie_s_ on!y for the purposes
AC-21 Information Sharing|circumstances where user discretion is required]; Functional |Intersects With With Third Parties PRI-07 |identified in the data privacy 5
landb. Employ [Assignment: organization-defined notice and with the implicit or
lautomated mechanisms or manual processes] to assist explicit consent of the data
users in making information sharing and collaboration subject.
decisions.
a. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner
match the information’s access and use restrictions for Mechanisms exist to utilize a
[Assignment: organization-defined information sharing process to assist users in making
AC-21 Information Sharing |circumstances where user discretion is required]; Functional |Intersects With|Information Sharing| DCH-14 [information sharing decisions to 5
landb. Employ [Assignment: organization-defined ensure data is appropriately
lautomated mechanisms or manual processes] to assist protected.
users in making information sharing and collaboration
decisions.
Literacy Training ida i . i : awareness training on
Provide literacy training on recognizing and reporting . . : o .
g and Awareness | N : . . . . Social Engineering | SAT- [recognizing and reporting
AT-02(03) Social Engineering zgge;;::lalanmdma;rc‘tua\ instances of social engineering Functional Equal & Mining 022 |potential and actual instances of 10
and Mining 9. social engineering and social
Content of Audit |Generate audit records containing the following Sensitive Event Log| MON- Mechanisms exist to protect
AU-03(01) Records | Additionalfadditional information: [Assignment: organization- Functional |Intersects With Information 9 03.1 sensitive/regulated data 5
Audit Information |defined additional information]. " |contained in log files.
Audit Record
Review, Analysis, |Integrate audit record review, analysis, and reporting Sensitive Event Log| MON- Mechanisms exist to protect
AU-06(01) and Reporting |  [processes using [Assignment: organization-defined Functional |Intersects With Information 9 03.1 sensitive/regulated data 5
Automated Process [automated mechanisms]. " |contained in log files.
Intearation
/Automated mechanisms exist to
correlate both technical and non-
Audit Record Py :
Review, Analysis, |Analyze and correlate audit records across different Correlate MON- Eﬁgh;rlvigll' |:ifsoern|;at;ogef£3:intacruss
AU-06(03) and Reporting | |repositories to gain organization-wide situational Functional [Intersects With Monitoring 02.1 |Incident Epvent Myana or (SIyEM) or 5
Correlate Audit |awareness. Information " |similar automated togol to
Record Repositories enhance organization-wide
situational awareness.
Provide and implement an audit record reduction and
Audit Record report generation capability that:a. Supports on- Mechanisms exist to provide an
. . demand audit record review, analysis, and reporting : " Monitoring _0¢|event log report generation
AU-07 ReReodrilngle%l?arL?on requirements and after-the-fact investigations of Functional |Intersects With Reporting MON-06 capability to aid in detecting and 5
P incidents; andb. Does not alter the original content or assessing anomalous activities.
time ordering of audit records.
RAe\jﬁEtFi{cf:‘;Td Provide and implement the capability to process, sort, Mechanisms exist to provide an
| . land search audit records for events of interest based . " Monitoring _0g|event log report generation
AU-07(01) Repo;tuﬁ)enl;\:;act\on I on the following content: [Assignment: organization- Functional |Intersects With Reporting MON-06 capability to aid in detecting and 5
Processing defined fields within audit records]. assessing anomalous activities.
Protection of Audit - " . Mechanisms exist to restrict
" |Authorize access to management of audit logging
" Information | . h N P . Access by Subset of| MON- |access to the management of
AU-09{04) Access by Subset of| gtgzzgzilltz\fﬁeolz Ll;‘\zfgggrrnrzgé]orgamzanon defined | Functional Equal Privileged Users 08.2 |event logs to privileged users 10
Privileged Users p 9 : with a specific business need.
Mechanisms exist to ensure
Control assessors or assessment teams
~ Assessments |  |[Employ independent assessors or assessment teams to| . Assessor IAO- |have the appropriate
CA-02(01) Independent iconduct control assessments. Functional Equal Independence 02.1 [independence to conduct 10
Assessors security, compliance and/or
resilience control assessments.
Mechanisms exist to utilize
Continuous independent assessors to
Monitoring | Employ independent assessors or assessment teams to Independent CPL- evaluate security, compliance
CA-07(01) Independent monitor the controls in the system on an ongoing Functional [Intersects With ASSessors 03.1 and resilience at planned 5
Assessment basis. ) intervals or when the Technology
/Asset, Application and/or Service
(TAAS) undergoes significant
Mechanisms exist to provide a
Continuous Employ independent assessors or assessment teams to| Corsnecll“';zé & f:smz%;gg;ﬂ:;:zev::g ht
CA-07(01) Monitoring | Types [monitor the controls in the system on an ongoing Functional |Intersects With -omp! CPL-02 9 5
of Assessments _ |basis Resilience Controls function that reports to the
: Oversight organization's executive
leadership.
/Automated mechanisms exist to
Baseline P govern and report on baseline
Configuration | Maintain the currency, completeness, accuracy, and Automated Central configurations of Technology
availability of the baseline configuration of the system : CFG- P
CM-02(02) Automation Support| Using [Assignment: organization-defined automated Functional Equal Management & 02.2 /Assets, Applications and/or 10
for Accuracy and mechanisms] . Verification “ |Services (TAAS) through
Currency ) Continuous Diagnostics and
Mitigation (CDM), or similar
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previous versions of baseline
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CM-02(03) Retention of previous versions of baseline configurations of the Functional Equal Previous . A 10
Previous Isystem to support rollback. Configurations 023 Ec;:gguratlon to support roll
a. Issue [Assignment: organization-defined systems or Mechanisms exist to configure
Baseline Isystem components] with [Assignment: organization- Configure Technology Assets, Applications
Configuration | defined configurations] to individuals traveling to Technology Assets and/or Services (TAAS) utilized in
CM-02(07) Confi Syst locations that the organization deems to be of Functi | E f Aoplicati d '| CFG- |high-risk areas with more
gure Systems | 0CatK att A unctiona qual pplications and/or > ! 10
and Components significant risk; andb. Apply the foIIDW|_ng _ct_)ntrols to Services (TAAS) for 02.5 rest(\ctlve‘basellne
f h the systems or components when the individuals h s configurations.
or High-risk Areas mpone X ' ) High-Risk Areas
return from travel: [Assignment: organization-defined
icontrols].
7T
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
lanalyses;c. Document configuration change decisions
lassociated with the system;d. Implement approved
configuration-controlled changes to the system;e.
Configuration Retain records of configuration-controlled changes to Change Mechanisms exist to facilitate the|
CM-03 Change Control [the system for [Assignment: organization-defined time | Functional Subset Of Management CHG-01 |implementation of a change 10
period];f. Monitor and review activities associated with Program management program.
configuration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
change control activities through [Assignment:
lorganization-defined configuration change control
lelement] that convenes [Selection (one or more):
[Assignment: organization-defined frequencyl; when
[Assignment: organization-defined configuration
7T
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
analyses;c. Document configuration change decisions
lassociated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
) . Retain records of configuration-controlled changes to . Mechanisms exist to govern the
CM-03 Ci{;gﬁzué?):sgl [the system for [Assignment: organization-defined time | Functional |Intersects With Cig:ﬁgeu(;?)tnl(t)g)l CHG-02 [technical configuration change 5
9 period];f. Monitor and review activities associated with 9 control processes.
configuration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
change control activities through [Assignment:
lorganization-defined configuration change control
lelement] that convenes [Selection (one or more):
[Assignment: organization-defined frequencyl; when
[Assignment: organization-defined configuration
. " Mechanisms exist to verify the
ot |
: o est, validate, and document changes to the system : y i compliance and resilience
€M-03(02) Testing, Valldathn, before finalizing the implementation of the changes. Functional |Intersects With Fungt}ongllty CHG-06 controls following implemented 5
and Documentation Verification h licabl
of Changes changes to ensure applicable
controls operate as designed.
) : Mechanisms exist to
Cﬁ;::g'é?:ﬁgl | L i ", N N T Validate & HG approprigte:y test and document
: A est, validate, and document changes to the system : y est, Validate - |proposed changes in a non-
€M-03(02) ;’r?;tggc':nig?\::t?:ﬁ before finalizing the implementation of the changes. Functional |Intersects With Document Changes| 02.2 [production environment before 5
of Changes changes are implemented in a
_ production environment.
Configuration X . X X § Security, Mechanisms exist to include a
Change Control | Requlr_e [Assignment: Dr_ganlzat\on-deﬁned security Comp_l\_ance & Cyberse_curity and/or d_ata_
CM-03(04) Security and land privacy represe_nta_tlves] t_o be mem_bers of the Functional Equal Reslllenge CHG- prot_ectlon_representatlve in the 10
Privacy [Assignment: organization-defined configuration Represer\_tatlve for| 02.3 con_ﬁguratlon change control
Representatives change control element]. Asscelgé_:]fgegcle review process.
Mechanisms exist to perform
|After system changes, verify that the impacted Information Assurance Program
Impact Analyses | |controls are implemented correctly, operating as Technical (IAP) activities to evaluate the
CM-04(02) Verification of  |intended, and producing the desired outcome with Functional Equal Verification IAO-06 |design, implementation and 10
Controls regard to meeting the security and privacy effectiveness of technical
requirements for the system. security, compliance and
resilience controls.
a. Review the system [Assignment: organization-
defined frequency] to identify unnecessary and/or Mechanisms exist to periodically
Least Functionality |[honsecure functions, ports, protocols, software, and CFG. |review system configurations to
CM-07(01) Periodic Review services; andb. Disable or remove [Assignment: Functional Equal Periodic Review 03.1 identify and disable unnecessary 10
lorganization-defined functions, ports, protocols, " |and/or non-secure functions,
software, and services within the system deemed to be ports, protocols and services.
unnecessary and/or nonsecure].
Prevent program execution in accordance with
Least Foncoity {5lecton ere o morey Assonmen otz preventpogram. | 3 AoTmated mecharisms xit 0
CM-07(02) Prevent Program P " M Functional |Intersects With 09 SEA-06 [prevent the execution of 5
Execution agreements regarding softyvare program usage and Execution unauthorized software programs.
restrictions]; rules authorizing the terms and
conditions of software program usage].
Prevent program execution in accordance with
Least Functionality | ([jSef:eCtdion I(_l)|_1e or rIT\ore}:b[Ass\gnmenE organization- Prevent . Meihanistms exist ioﬁfonﬁguret_
CM-07(02) Prevent Program [defined policies, rules of behavior, and/or access Functional |[Intersects With|  Unauthorized - [systems to prevent the execution 5
Execution agre(_ements regarding soft\_/vare program usage and Software Execution 03.2 |of unauthorized software
restrictions]; rules authorizing the terms and programs.
iconditions of software program usage].
a. Identify [Assignment: organization-defined software
Least Functionality | programs authorized to execute on t_he sys;em];b. Mechanisms_exist to e)_(plicwtly
Authorized Employ a deny-all, permit-by-exception policy to allow Explicitly Allow / CEG- allow (allowlist / whitelist) and/or
CM-07(05) s [the execution of authorized software programs on the Functional Equal . block (denylist / blacklist) 10
oftware — Allow- : - r - Deny Applications | 03.3 K {de )
by-exception system; andc. Review and update the Il_st o_f autho_rlzed applications that are authorized
software programs [Assignment: organization-defined to execute on systems.
frequency].
ﬁ\yvsetigr(;ﬂnl"ﬁ)?igigg Update the inventory of system components as part of ) Updates puring AST- gdsesce':aigfg?i;felzt;;’;;gztfe
CM-08(01) During Installation cor;\ptonent installations, removals, and system Functional Equal Inatallat\o?s/ 02.1 |component installations, 10
and Removal updates. emovals removals and asset upgrades.
a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
Systler:r\;e(i‘igrxo‘nent using [A_ssignment_: organization—deﬁr)ed aut_omated Automated /Automated mechanisms exist to
Automated mechanisms] [Assignment: organization-defined Unauthorized AST- detect and alert upon the
CM-08(03) Un. : frequency]; andb. Take the following actions when Functional |Intersects With detection of unauthorized 5
authorized horized : detected: [Selecti Component 02.2 hard fty d firmwar
Component unauthorize components are detected: [Selection Detection ardware, software an are
Detection (one or more)». disable network access by _such components.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
Systler:\, Cncirr:ponent using [Assignment: organization-defined automated
Aut?)m:tsz‘ mechanisms] [Assignment: organization-defined Software END- Mechanisms exist to generate an
CM-08(03) U : frequency]; andb. Take the following actions when Functional |Intersects With : alert when new software is 5
nauthorized d A A Installation Alerts 03.1
Component unauthorized co_mponents are detected: [Selection detected.
Detection (one or more): disable network access by such
components; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
isoftware, and firmware components within the system
Systf:ﬁeiigl\’ponent using [Assignment: organization-defined automated Mechanisms exist to configure
A\Ytomatéc‘l mechanisms] [Assignment: organization-defined Unauthorized CFG- systems to generate an alert
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Installation Alerts | 05.1 when the unauthorized 5
Component unauthorized components are detected: [Selection . installation of software is
Detection (one or more): disable network access by such detected.

components; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
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Configuration

Focal Document Element (FDE) Description

Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system
development life cycle and for managing the

Configuration

Mechanisms exist to facilitate the

CM-09 Management Plan iconfiguration of the configuration items;c. Defines the Functional Subset Of Management CFG-01 |implementation of configuration 10
9 configuration items for the system and places the Program management controls.
iconfiguration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system . .
Configuration development life cycle and for managing the Stakeholder ggigig:z@;z’;s;:g::zx:m of
CM-09 Mana egment Plan iconfiguration of the configuration items;c. Defines the Functional |Intersects With Notification of CHG-05 and understand the impact of 5
9 configuration items for the system and places the Changes roposed changes. P
configuration items under configuration prop ges.
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
@ TUeTTn e
lorganization-defined information] and the specific
isystem components on which the information is Mechanisms exist to identify and
. processed and stored;b. Identify and document the " document the location of
CM-12 In[gzr:taict;:n users who have access to the system and system Functional Equal In{co)gr:ta}g:n DCH-24 |information and the specific 10
icomponents where the information is processed and system components on which the
stored; andc. Document changes to the location (i.e., information resides.
system or system components) where the information
i oo ctacad RUTOTTTOTE T TITETTTaTTTSTIT TSTT
Information Use automated tools to identify [Assignment: identify by data classification
Pl - h ! ; ! type to ensure adequate
Location | lorganization-defined information by information type] Automated Tools to DCH- |security, compliance and
CM-12(01) Automated Tools to [on [Assignment: organization-defined system Functional Equal Support Information urity, P . 10
s . : 24.1 |resilience controls are in place to
upport Information|components] to ensure controls are in place to protect Location PR
N P : " PR " protect organizational
Location lorganizational information and individual privacy. . P
information and individual data
RfécRaniSms exist to coordinate
Contmgvency Pl_an I ICoordinate contingency plan development with : Coordinate with BCD- cqnn_ngency plan development
CP-02(01) Coordinate with organizational elements responsible for related plans. Functional Equal Related Plans 01.1 with internal and external 10
Related Plans 9 P P . : elements responsible for related
Contingency Plan | |Plan for the resumption of [Selection (one): all; Resume All Mission '”;EC iar:lsgsdel;(tl‘sstmtgs;efsﬁ:gtei;ﬂs
CP-02(03) Resume Mission  lessentiall mission and business functions within Functional |Intersects With & Business BCD- | yithin Recovery Time Objectives 5
and Business [Assignment: organization-defined time period] of Functions 02.1 (RTOs) of the contingency plan's
Functions contingency plan activation. Wﬂﬁa&lﬂn gency pl
- - - . lechanisms exist to resume
Contmgenc)_/ Pl_an | [Plan fo_r the _resumptlon of_[Se\ectlon gone). aH: Resume Essential lessential missions and business
Resume Mission |essential] mission and business functions within . " A . BCD- . e
CP-02(03) h f ) P " : . Functional [Intersects With|Missions & Business functions within an organization- 5
and Business [Assignment: organization-defined time period] of F . 02.3 defined ti iod of
Functions contingency plan activation unctions ehne time perio or
. continaency plan activation
Mechanisms exist to identify and
: it the critical Technology
Contingency Plan | N - . . . . document thy b
CP-02(08) Identify Critical Identl.fy C.I'ItICa| s_ystem_as_sets suppolftlng [Selec_tlon Functional Equal Identify Critical BCD-02 |Assets, Applications, Services 10
Assets (one): all; essential] mission and business functions. Assets and/or Data (TAASD) that
support essential missions and
business function:
Mechanisms exist to coordinate
Contingency Plan |- jinate contingency plan testing with ) Coordinated Testing| BCD- |contingency plan testing with
CP-04(01) Testing | Coordinate gy el ible f lated pl Functional Equal ith Related Pl 04.1 | and el 10
with Related Plans lorganizational elements responsible for related plans. with Relate ans . internal an external elements
responsible for related plans.
a. Establish an alternate storage site, including lefecrnznt:':;;x'ztstﬁeefﬁ:?ISh an
necessary agreements to permit the storage and 9
Alternate Storage € ° Sk ) Alternate Storage includes both the assets and
CP-06 " retrieval of system backup information; andb. Ensure Functional Equal " BCD-08 10
Site N : Site necessary agreements to permit
that the alternate storage site provides controls the storage and recovery of
lequivalent to that of the primary site. <ystem backup information.
IV‘lecﬁanlsms exist to separate
Alternate Storage [ldentify an alternate storage site that is sufficiently Separation from BCD- the alternate storage site from
CP-06(01) Site | Separation [separated from the primary storage site to reduce Functional Equal Primary Storage the primary storage site to 10
A . T f 08.1 - P
from Primary Site [susceptibility to the same threats. Site reduce susceptibility to similar
threat:
Identify potential accessibility problems to the Mgghanlsms exist to |den_t|f_y and
oo " " mitigate potential accessibility
Alternate Storage [alternate storage site in the event of an area-wide ) Primary Storage | BCD-
CP-06(03) " YT : h : t (i) Functional Equal h ity problems to the alternate 10
Site | Accessibility [disruption or disaster and outline explicit mitigation Site Accessibility 08.2 . .
actions storage sites in the event of an
. area-wide disruption or disaster.
TS TS T AT ATCe T AT PTUTESSTITY SO, TSI Ty
necessary agreements to permit the transfer and
resumption of [Assignment: organization-defined
system operations] for essential mission and business
functions within [Assignment: organization-defined
time period consistent with recovery time and recovery| Mechanisms exist to establish an
Alternate point objectives] when the primary processing Alternate alternate processing site that
CP-07 Processing Site icapabilities are unavailable;b. Make available at the Functional Equal Processing Site BCD-09 |provides security measures 10
9 alternate processing site, the equipment and supplies 9 equivalent to that of the primary
required to transfer and resume operations or put site.
contracts in place to support delivery to the site within
[the organization-defined time period for transfer and
resumption; andc. Provide controls at the alternate
processing site that are equivalent to those at the
Alternate * Mechanisms exist to separate
Processing Site | Identify an alternate processing site that is sufficiently Separation from BCD- the alternate processing site
CP-07(01) ng iseparated from the primary processing site to reduce Functional Equal Primary Processing from the primary processing site 10
Separation from et " 09.1 " )
. . isusceptibility to the same threats. Site to reduce susceptibility to similar
Primary Site threat:
Mechanisms exist to identify and
mitigate potential accessibility
Alternate Identify potential accessibility problems to alternate Alternate BCD- problems to the alternate
CP-07(02) Processing Site | |processing sites in the event of an area-wide disruption| Functional Equal Processing Site 09.2 processing sites and possible 10
Accessibility or disaster and outlines explicit mitigation actions. Accessibility : mitigation actions, in the event
of an area-wide disruption or
disaster.
Mechanisms exist to address
" " riority-of-service provisions in
Alternate Deve'fjp a!te‘rnatef processing sytg agr_eement(sj that Al Si BCD Fa’lterr\gte prucessir?g and storage
. f icontain priority-of-service provisions in accordance : ternate Site - o Py
CP-07(03) Processing Site | + i . N " " Functional Equal P : sites that support availability 10
Priority of Service ggt_l;cat;/vaeﬂsa)bmty requirements (including recovery time Priority of Service | 09.3 requirements, including
d . Recovery Time Objectives
(RTOs).
Establish alternate telecommunications services,
including necessary agreements to permit the
resumption of [Assignment: organization-defined Telecommunication Mechanisms exist to reduce the
Telecommunication [system operations] for essential mission and business ) ) ! likelihood of a single point of
CP-08 : " Mo . N o - Functional |Intersects With s Services BCD-10 : : 5
s Services functions within [Assignment: organization-defined Availabilit failure with primary
time period] when the primary telecommunications Y telecommunications services.
capabilities are unavailable at either the primary or
alternate processing or storage sites.
@ DEVETOp PTTTaTy- aTTu-aTteT TaTe TETETOTTTUTIICaTToTT: - - -
service agreements that contain priority-of-service Mﬁ;:i"'z’:s ae;lesrtnt:téormallze
... |provisions in accordance with availability requirements P y h .
Telecommunication [; ludi : bi - andb. R Tel : telecommunications service
s Services | Priority [in€luding recovery time objectives); andb. Request ) elecommunication| pep oo reements contain priority-of-
CP-08(01) of Service [Telecommunications Service Priority for all Functional Equal s Priority of Service 10.1 |service provisions that support 10
Provisions telecommunications services used for national security Provisions availability requirements,

lemergency preparedness if the primary and/or
alternate telecommunications services are provided by

including Recovery Time
Objectives (RTOs).
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Telecommunication [Obtain alternate telecommunications services to Telecommunication likelihood of a sisn le point of
CP-08(02) s Services | Single |reduce the likelihood of sharing a single point of failure| Functional [Intersects With s Services BCD-10 failure with rima? P 5
Points of Failure |with primary telecommunications services. Availability " Y
echanisms exist to routinely
Sys_lgzgir?ail;lp I [Test backup information [Assignment: organization- Testing for BCD- test backups that verify the
CP-09(01) Reliabilitg and defined frequency] to verify media reliability and Functional Equal Reliability & 11.1 reliability of the backup process, 10
Inte r\\/t information integrity. Integrity : as well as the integrity and
grity availability of the data
System Backup | Implement cryptographic mechanisms to prevent Cryptographic mechanisms exist
CP-09(08) {Zr togra hig unauthorized disclosure and modification of Functional Equal Cryptographic BCD- |[to prevent the unauthorized 10
grpotegctign [Assignment: organization-defined backup 9 Protection 11.4 |disclosure and/or modification of
information]. backup information.
Mechanisms exist to utilize
System Recovery specialized backup mechanisms
CP-10(02) and Reconstitution |{Implement transaction recovery for systems that are Functional Equal Transaction pcp- [that will afllov: transatgtlonb d 10
Transaction transaction-based. a Recovery 12,1 [recovery for transaction-base:
Recovery 'Technology Assets, App_llcatlons
and/or Services (TAAS) in
accordance with Recovery Point
Mechanisms exist to uniquely
identify and centrally
. Uniquely identify and authenticate [Assignment: e /Authenticate, Authorize and
Device organization-defined devices and/or types of devices] ) .| Mdentification & Audit (AAA) devices before
1A-03 Identification and bef blishi Selecti - local: Functional |Intersects With| Authentication for | IAC-04 blish : 5
Authentication efore establishing a [Sel e_ctlon (one or more): local; Devices e_st_a ishing a connegt\on using
remote; network] connection. bidirectional authentication that
is cryptographically- based and
replay resistant.
Mechanisms exist to strictly
Identifier Manage individual identifiers by uniquely identifying Authenticate, gﬂ\t/ﬁ;r;iztzeaﬁzeAt‘:fd/i\tu(TAeglcate,
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With|Authorize and Audit|IAC-01.2| solutions, both on-premises and 5
Identify User Status [characteristic identifying individual status]. (AAA) those hosted by an External
Service Provider gEtSP).
- — - — - - — Mechanisms exist to ensure
Identifier Manage individual identifiers by uniquely identifying . ! e
1A-04(04) Management | leach individual as [Assignment: organization-defined Functional [Intersects With User Identity (ID) |AC-09.1[Proper user identification 5
" . . P A Management management for non-consumer
Identify User Status |characteristic identifying individual status]. oy
users and administrator:
Identifier Manage individual identifiers by uniquely identifying roenctﬁsztlzyrzsai)gSottﬁ:elrdtehr\]rttljf-yart
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With|Identity User Status|IAC-09.2| Users through unique usern';mey 5
Identify User Status|characteristic identifying individual status]. characteristics.
@ FOT pUDIC Key- q autnentication: I. ENTOrce
lauthorized access to the corresponding private key; . .
land2. Map the authenticated identity to the account of Cgltizr:taetigr{?ﬁe::taeglims exist to
Authenticator  [the individual or group; andb. When public key constructing and verifiing a
" Management | |infrastructure (PKI) is used:1. Validate certificates by : PKI-Based -~ PR
1A-05(02) Public Key-based |constructing and verifying a certification path to an Functional Equal Authentication 1AC-10.2 f:;:ltﬁac:gr?:rri’:gru;?nanc?\cei?i)éw 10
Authentication  |accepted trust anchor, including checking certificate Certificate status infogrmation fgr
status information; and2. Implement a local cache of PKI-based authentication
revocation data to support path discovery and N
alidation
Mechanisms exist to compel
. users to follow accepted
G;:ge";r::;‘zr‘ Protect authenticators commensurate with the security Res; onlsJistJei;}ties for practices in the use of
IA-05(06) Protegct\on of category of the information to which use of the Functional |Intersects With P Account IAC-18 |authentication mechanisms (e.g., 5
. lauthenticator permits access. passwords, passphrases, physical
Authenticators Management .
or logical security tokens, smart
cards, certificates, etc.).
) Mechanisms exist to protect
G::;erét;:::‘ir‘ Protect authenticators commensurate with the security Protection of authenticators commensurate
IA-05(06) 9 category of the information to which use of the Functional |Intersects With s IAC-10.5|with the sensitivity of the 5
Protection of henti f Authenticators f h hich f th
Authenticators lauthenticator permits access. \an ?hr:qatproar:nt:)nv;r;_tsuzaoe the
u i i
a. Identity proof users that require accounts for logical
laccess to systems based on appropriate identity \dentity Proofin Mechanisms exist to verify the
) . |assurance level requirements as specified in applicable ) Yy Proofing identity of a user before issuing
1A-12 Identity Proofing ° ‘ hP Functional Equal (Identity IAC-28 A rel 10
standards and guidelines;b. Resolve user identities to a Verification) authenticators or modifying
unique individual; andc. Collect, validate, and verify access permissions.
identity evidence.
MeChanisms exist to require
~ Identity Proofing | [Require evidence of individual identification be . " . . evidence of individual
1A-12(02) Identity Evidence |presented to the registration authority. Functional Equal Identity Evidence |IAC-28.2 identification to be presented to 10
the reqistration autharit
Identity Proofing | |Require that the presented identity evidence be " : Mechanisms exist to require that
Identity Evidence |validated and verified through [Assignment: : Identlyy Eyldence the prgsented |dent|§x evidence
I1A-12(03) iy i) " i Functional Equal Validation & IAC-28.3|be validated and verified through 10
Validation and  |organizational defined methods of validation and Verificati izational-defined hod
Verification verification]. erification organizational-defined methods
of validation and verification.
N N Require that a [Selection (one): registration code; Mechanisms exls_t fo require that
Identity Proofing | H h . a notice of proofing be delivered
notice of proofing] be delivered through an out-of-band : Address
IA-12(05) Address channel to verify the users address (physical or digital) Functional Equal Confirmation IAC-28.5|through an out-of-band channel 10
Confirmation of record to verify the user's address
- (phvsical or diajtal)
Mechanisms exist to formally test|
[Test the effectiveness of the incident response incident response capabilities
- Incident Response |capability for the system [Assignment: organization- : .| Incident Response g through realistic exercises to
IR-03 Testing defined frequency] using the following tests: Functional |Intersects With Testing IRO-06 determine the operational 5
[Assignment: organization-defined tests]. effectiveness of those
capabilities.
Incident Response Mechanisms exist to coordinate
" Testing | ICoordinate incident response testing with . Coordination with IRO- [incident response testing with
1R-03(02) Coordination with |organizational elements responsible for related plans. Functional Equal Related Plans 06.1 |organizational elements 10
Related Plans responsible for related plans.
Incident Handling | |Support the incident handling process using Automated Incident| IRO- /Automated mechanisms exist to
IR-04(01) Automated Incident [[Assignment: organization-defined automated Functional Equal Handling Processes| 02.1 [cuPPort the incident handling 10
Handling Processes |[mechanisms]. 9 "~ |process.
- - [AUtomated mechanisms exist to
Incident Reporting ||p. it incidents using [Assignment: organization- ) Automated IRO- |assist in the reporting of
IR-06(01) Automated defined d hani Functional Equal R s 101 b ; dd 10
Reporting efined automated mechanisms]. eporting . cy! erse_curlty an ata
pratection incident
Mechanisms exist to provide
cybersecurity and data
Incident Reporting | Provide incident information to the provider of the protection incident information to|
" h product or service and other organizations involved in . " Supply Chain IRO- [the provider of the Technology
1R-06(03) SC‘;%‘:L);ncart‘iaoI: the supply chain or supply chain governance for Functional |Intersects With Coordination 10.4 |Assets, Applications and/or 5
isystems or system components related to the incident. Services (TAAS) and other
organizations involved in the
supply chain for TAAS related to
Incident Response
Assistance | Increase the availability of incident response /Automation Support| /Automated mechanisms exist to
Automation Support| yorl _response ) of Availability of | IRO- |increase the availability of
IR-07(01) for Availability of information and support using [Assignment: Functional Equal Information / 11.1 [incident response-related 10
N lorganization-defined automated mechanisms]. . .
Information and Support information and support.
Support
a. A_pprove, control, and momt_or the U.Se of system Mechanisms exist to control and
MA-03 Maintenance Tools |[T2intenance tools; andb. Review previously approved | ¢\ vional [intersects With| Maintenance Tools | MNT-04|monitor the use of system 5
isystem maintenance tools [Assignment: organization- "
defined freauencyl maintenance tools.
Mechanisms exist to inspect
. . . maintenance tools carried into a
Maintenance Tools |(Inspect the maintenance tools used by maintenance : MNT- ot .
MA-03(01) é " -enan Functional Equal Inspect Tools facility by maintenance 10
Inspect Tools personnel for improper or unauthorized modifications. 04.1 bersonnel for improper or
unauthorized modification:
Maintenance Tools | Check mgdia containing diagnoscig and test programs . . MNT- yoii’;?r:‘i‘:gncsii:;l:éscgccgsgktgtedla
MA-03(02) Inspect Media io;trgﬂlclous code before the media are used in the Functional Equal Inspect Media 042 |programs for malicious code 10
Y | before the media are used.

Secure Controls Framework (SCF)

50f9



Set Theory Relationship Mapping (STRM) NIST SP 800-53 R 5.2 - MODERATE_x000a_Crosswalk Mapping version 2026.1_x000a_03/27/2026

FDE Name Focal Document Element (FDE) Descrip! SCF Control SCF #
containing organizational information by:a. Verifying
that there is no organizational information contained

n
Mechanisms exist to prevent or
control the removal of equipment]
undergoing maintenance that

Maintenance Tools |

on the equipment;b. Sanitizing or destroying the Prevent - h PR
MA-03(03) Un:;ixs?i;ed lequipment;c. Retaining the equipment within the Functional Equal Unauthorized I\g‘ll\l'; ‘cr%r;tri’l‘r;stig;gamzatlonal 10
Removal [facility; ord. Obtaining an exemption from Removal : :
[Assignment: organization-defined personnel or roles]
lexplicitly authorizing removal of the equipment from
itha facilit
Mechanisms exist to obtain
IObtain maintenance support and/or spare parts for ;Z'p;i’:;‘:?;%”cﬂ:;gg?r
MA-06 Timely Maintenance|lASSignment: organization-defined system ) Functional Equal  [Timely Maintenance| MNT-03 |assets, Applications and/or 10
icomponents] within [Assignment: organization-defined N Py )
ltime period] of failure. Services (TAAS) W|_th|n a defined
Recovery Time Objective (RTO).
a. Mark system media indicating the distribution meacscac?gggsc:u?ttht%;::rk media
limitations, handling caveats, and applicable security rotection requirements so that
. . markings (if any) of the information; andb. Exempt . " " . P N
MP-03 Media Marking A N Pient . Functional |Intersects With| Media Marking |DCH-04 [personnel are alerted to 5
[Assignment: organization-defined types of system distribution limitations, handlin
media] from marking if the media remain within caveats and applicable’ securityg
[Assignment: organization-defined controlled areas]. requirements.
/Automated mechanisms exist to
a. Mark system media indicating the distribution mark physical media and digital
limitations, handling caveats, and applicable security files to indicate the distribution
MP-03 Media Marking |Markings (if any) of the information; andb. Exempt Functional |Intersects With|Automated Marking| 2CH- [limitations, handling 5
[Assignment: organization-defined types of system 04.1 [requirements and applicable
media] from marking if the media remain within security markings (if any) of the
[Assignment: organization-defined controlled areas]. information to aid Data Loss
Prevention (DLP) technologies.
Mecr 1ISMS exist to:
(1) Physically control and
a. Physically control and securely store [Assignment: securely store digital and non-
lorganization-defined types of digital and/or non-digital digital media within controlled
media] within [Assignment: organization-defined areas using organization-defined
MP-04 Media Storage |controlled areas]; andb. Protect system media types Functional Equal Media Storage DCH-06 [security measures; and 10
defined in MP-4a until the media are destroyed or (2) Protect system media until
sanitized using approved equipment, techniques, and the media are destroyed or
procedures. sanitized using approved
equipment, techniques and
@ FTOTETT aTTu COTTIOT [ASSTYTITTETTT, UTgaTiZatioTT= oracedure:
defined types of system media] during transport
outside of controlled areas using [Assignment: Mechanisms exist to protect and
lorganization-defined controls];b. Maintain Media control digital and non-digital
MP-05 Media Transport |accountability for system media during transport Functional Equal Transportation DCH-07 |media during transport outside of] 10
outside of controlled areas;c. Document activities P controlled areas using
lassociated with the transport of system media; andd. appropriate security measures.
Restrict the activities associated with the transport of
£, i i
¥ 2
IControl physical access to [Assignment: organization- fgzé;;ﬂg;?f;ﬁ;ﬁegamﬁ‘g
PE-04 Access Control for |defined system distribution and transmission lines] Functional Equal Transmission PES- carrying data or supporting 10

Transmission within organizational facilities using [Assignment:
lorganization-defined security controls].

Medium Security 2.1 linformation services from

interception, interference or
Physical security mechanisms
exist to restrict access to printers

IControl physical access to output from [Assignment:

Access Control for ) . : : Access Control for | PES- |and other system output devices
PE-05 Output Devices organlzat_lon-deﬁ_ngd output devices] to prevent Functional Equal Output Devices 12.2 |to prevent unauthorized 10
unauthorized individuals from obtaining the output. - P
individuals from obtaining the
output.

Monitoring Physical Physical access control

Access | Intrusion |Monitor physical access to the facility where the Intrusion Alarms / . . . .
PE-06(01) Alarms and isystem resides using physical intrusion alarms and Functional Equal Surveillance ggsl n:wecs}?caanll?ﬂfuiﬁ;it;;;Tr':smatsg 10
Surveillance surveillance equipment. Equipment . SUK/e\IIance equipment.
Equipment quip .

Facility security mechanisms

Power Equipment |Protect power equipment and power cabling for the exist to protect power equipment

PE-09 and Cabling system from damage and destruction. Functional Equal Supporting Utilities | PES-07 and power cabling for the system 10
from damage and destruction.
[Facility Security mechanism
a. Provide the capability of shutting off power to :ﬁitrt(;:?u;ﬁgaﬁ%ﬁzrk;n-
[Assignment: organization-defined system or individual (1) Plgcin yemer enc syt;utoff
Isystem components] in emergency situations;b. Place 9 rgency
. N h . switches or devices in close
lemergency shutoff switches or devices in [Assignment: " PES- "
PE-10 Emergency Shutoff A . Functional Equal Emergency Shutoff proximity to systems or system 10
lorganization-defined location by system or system 07.2 o
Py : components to facilitate safe and
component] to facilitate access for authorized easy access for personnel: and
personnel; andc. Protect emergency power shutoff (2) grotectin enl?wer ency power
capability from unauthorized activation. <hutoff capagility frgm s
unauthorized activation
Facility security mechanisms
Provide an uninterruptible power supply to facilitate zlpsatbt\oe%#pnalayi:tl;?r:ir:\a;e power,
- [Selection (one or more): an orderly shutdown of the . " PES- e " .
PE-11 Emergency Power lsystem; transition of the system to long-term alternate Functional |Intersects With| Emergency Power 073 2’;n;nt:‘z?iltly—:enqtilge:vg;r)f:)aftlao:al 5
power] in the event of a primary power source loss. exfendegvloss of the primary
power source.
Facility security mechanisms
Fire Protection | |[Employ fire detection systems that activate exist to utilize and maintain fire
Detection Systems |automatically and notify [Assignment: organization- Fire Detection PES- detection devices/systems that
PE-13(01) — Automatic defined personnel or roles] and [Assignment: Functional Equal Devices 08.1 activate automatically and notify 10
Activation and  |organization-defined emergency responders] in the : organizational personnel and
Notification levent of a fire. lemergency responders in the
event of a fire.
a. Determine and document the [Assignment:
lorganization-defined alternate work sites] allowed for . N .
use by employees;b. Employ the following controls at ::iysstlis‘ust?\?zuer?:);r;?:;‘iaa?fms
PE-17 Alternate Work Site alternate_ work sites: [Asslgnr_nent: organization-defined Functional Equal Alternate Work Site| PES-11 |management, operational and 10
controls];c. Assess the effectiveness of controls at b
P . technical controls at alternate
alternate work sites; andd. Provide a means for Wwork sites
lemployees to communicate with information security )
land privacy personnel in case of incidents.
system that:1. Describe the requirements and
lapproach to be taken for protecting the confidentiality,
integrity, and availability of organizational
information;2. Describe the requirements and : :
’ . Mechanisms exist to develop an
_approqch to_ be taken for processing pgrsonal_ly enterprise architecture, aligﬁed
identifiable information to minimize privacy risk to \Wwith industry-reco: mzéd leadin
N individuals; 3. Describe how the architectures are : " : Y an . 9
Security and N A Alignment With practices, with consideration for
. integrated into and support the enterprise " N - N h
PL-08 Privacy architecture; and4. Describe any assumptions about, Functional [Intersects With Enterprise SEA-02 |security, compliance and 5
Architectures land dependencies on, external systems and services;b. Architecture ';Z%L':gsc:s’ii”sicéglii t:naitzational
Review and update the architectures [Assignment: operations, assets ﬁ'\dividua\s
lorganization-defined frequency] to reflect changes in agd other t’:r anizétions
the enterprise architecture; andc. Reflect planned 9 "
architecture changes in security and privacy plans,
IConcept of Operations (CONOPS), criticality analysis,
organizational procedures, and procurements and
Vulnerability Implement privileged access authorization to Mechanisms exist to implement
~ Monitoring and  |[Assignment: organization-defined system : i VPM- |privileged access authorization
RA-05(05) Scanning | icomponents] for [Assignment: organization-defined Functional Equal Privileged Access 06.3 [for selected vulnerability 10
Privileged Access |vulnerability scanning activities]. scanning activities.
Mechanisms exist to identify,
Identify critical system components and functions by g:g”t::n:?g :fszfifisc:rpphers
performing a criticality analysis for [Assignment: Third-Party p: T
e . P . " . Mgl Technology Assets, Applications
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With Criticality TPM-02 A ) 5
. " A P " and/or Services (TAAS) using a
Isystem services] at [Assignment: organization-defined Assessments

supply chain risk assessment
process relative to their
importance in supporting the

decision points in the system development life cycle].
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Identify critical system components and functions by
performing a criticality analysis for [Assignment:

Criticality Analysis

TDA-

Mechanisms exist to require the
developer of the Technology
/Asset, Application and/or Service
(TAAS) to perform a criticality

and Tools

development; andb. Review the development process,
standards, tools, tool options, and tool configurations
[Assignment: organization-defined frequency] to
determine if the process, standards, tools, tool options
land tool configurations selected and employed can
satisfy the following security and privacy
requirements: [Assignment: organization-defined

ecurity and nrivacy requirementsl

Practices (SSDP)

RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With During f : N 5
system services] at [Assignment: organization-defined Development 06.1 32?:!@? Z;ﬁ,‘réaiwztf‘te'?e'gj’lr‘Ed
decision points in the system development life cycle]. Development Life Cycle (SDLC).

Mechanisms exist to identify
Identify critical system components and functions by Security, ?J‘rs'ciia;;zitem;?g?;?:egts and
performing a criticality analysis for [Assignment: Compliance & criticality axap\ysis for cgritical

RA-09 Criticality Analysis |organization-defined systems, system components, or | Functional [Intersects With Resilience PRM-05 Technology Assets, Applications 5
system seryices] at [Assignment: organizatiqn—deﬁned Requirgn’]ents and/or Services (TAAS) at pre-
decision points in the system development life cycle]. Definition defined decision points in the

Secure Development Life Cycle
Mechanisms exist to require
software developers to provide
Acquisition Process [Require the developer of the system, system ;Z?Jm;g?gg?;ﬁg;gftt‘hee
Functional icomponent, or system service to provide a description " N Functional TDA- » h
SA-04(01) g t f £ the functional i £ th trols to b Functional |Intersects With P i 04.1 security, compliance and 5
roperties o O e functional properties O e controls to be roperties . resilience controls to be utilized
Controls implemented. within Technology Assets,
/Applications and/or Services
(TAAS) in sufficient detail to
MEeChanisms exist to maintarm
network architecture diagrams
that:
Acquisition Process [Require the developer of the system, system . (1) Contain sufficient detail to
| Functional icomponent, or system service to provide a description Network Diagrams assess the security of the
SA-04(01) P v : Functional |Intersects With & Data Flow AST-04 [network's architecture; 5
roperties of  |of the functional properties of the controls to be DI 2) Reflect th t
Controls implemented. iagrams (DFDs) (2) eflect the curren
architecture of the network
lenvironment; and
(3) Document all
e B e T e
Require the developer of the system, system network architecture diagrams
icomponent, or system service to provide design and that:
Acquisition Process [implementation information for the controls that (1) Contain sufficient detail to
| Design and includes: [Selection (one or more): security-relevant Network Diagrams assess the security of the
SA-04(02) Implementation |external system interfaces; high-level design; low-level | Functional [Intersects With & Data Flow AST-04 |network's architecture; 5
Information for  |design; source code or hardware schematics; Diagrams (DFDs) (2) Reflect the current
Controls [Assignment: organization-defined design and architecture of the network
implementation information]] at [Assignment: environment; and
lorganization-defined level of detail]. (3) Document all
ensitive/reaulated data flow:
REUITE UTe UEVETUPET UT UITE SYSTENT, SYSTenT
icomponent, or system service to provide design and
Acquisition Process [implementation information for the controls that
| Design and includes: [Selection (one or more): security-relevant Access to Program Mechanisms exist to limit
SA-04(02) Implementation |external system interfaces; high-level design; low-level | Functional [Intersects With Source Coge TDA-20 |privileges to change software 5
Information for  |design; source code or hardware schematics; resident within software libraries.
Controls [Assignment: organization-defined design and
implementation information]] at [Assignment:
izatinn dafinad laual af dataill
Require the developer of the system, system Mechanisms exist to require
icomponent, or system service to provide design and software developers to provide
Acquisition Process [implementation information for the controls that information describing the
| Design and fincludes: [Selection (one or more): security-relevant Functional TDA- functional properties of the
SA-04(02) Implementation |external system interfaces; high-level design; low-level | Functional |Intersects With Properties 04.1 SEC_u_rlty. compliance and » 5
Information for  |design; source code or hardware schematics; P ** |resilience controls to be utilized
Controls [Assignment: organization-defined design and within Technology Assets,
implementation information]] at [Assignment: Applications and/or Services
lorganization-defined level of detail]. (TAAS) in sufficient detail to
Mechanisms exist to require the
developers of Technology Assets,
Acquisition Process [Require the developer of the system, system /Applications and/or Services
SA-04(09) | Functions, Ports, [component, or system service to identify the functions, Functional Equal Ports, Protocols & | TDA- ((TAAS) to identify early in the 10
Protocols, and  |ports, protocols, and services intended for Services In Use 02.1 |Secure Development Life Cycle
Services in Use |organizational use. (SDLC), the functions, ports,
protocols and services intended
for use.
Mechanisms exist to require
Extgrer;‘allicseyssltem Reqqire pro_vwder_s of the follqung external system Coixrfszpi?/lity External Service Providers (ESPs)
\dentification of [c€rvices to identify the functions, ports, protocols, and Requirements - TPM- to identify and document the
SA-09(02) Functions, Ports othe_r services requi_red_for the_ use of such services: Functional Equal \dentification of 04.2 business need for ports, 10
Protocolé and " [Ass!gnment: organization-defined external system Ports, Protocols & : protqcols and other‘services it
Sewicés services]. éervices requires to operate its
[Technology Assets, Applications
REqUITE (e UEVETOPET OT e SYSTENT, SYSTEnT
icomponent, or system service to:a. Perform
iconfiguration management during system, component,
or service [Selection (one or more): design;
development; implementation; operation; disposall;b. . . "
Document, manage, and control the integrity of ryesizfnnggsel?szﬁsmarzzquwe
Developer 2222gi?att?u[:is;l%nsnlenr:jtéroggz?ilz::;otn"ggeﬁned Developer integrators to perform
SA-10 Configuration mang ement];c. Implement onlg organization- Functional Equal Configuration TDA-14 |configuration management 10
Management 9 ;. Imp y org Management during system design,
lapproved changes to the system, component, or development, implementation
service;d. Document approved changes to the system, and o zratior'\ P
icomponent, or service and the potential security and P :
privacy impacts of such changes; ande. Track security
flaws and flaw resolution within the system,
icomponent, or service and report findings to
[Acci izatinn.definad 1
Require the developer of the system, system Meihangms Iexlst t‘.) rtequlrte
icomponent, or system service, at all post-design system deve Opers_lln egrators
. . consult with security, compliance
istages of the system development life cycle, to:a. and/or resilience personnel to:
Develop and implement a plan for ongoing security (1) Create and implement a .
land privacy control assessments;b. Perform [Selection Security, Security Testing and Evaluation
Developer Testing (one or more): unit; integration; system; regression] Compliance & (ST&E) plan, or similar capability;

SA-11 and Evaluation testing/evaluation [Assignment: organization-defined Functional Equal Resilience Testing | TDA-09 (2) Imp\emént 2 verifiable flaw ’ 10
frequency] at [Assignment: organization-defined depth Throughout remediation process to correct
and coverage];c. Produce evidence of the execution of Development \weaknesses and deficiencies
the assessment plan and the results of the testing and identified during the control
levaluation;d. Implement a verifiable flaw remediation testing and eva?uation rocess;
process; ande. Correct flaws identified during testing and 9 P "
and evaluation. (3) Document the results.
@ RequITe tNe JeveToper of te System, System Mechanisms exist to develop
icomponent, or system service to fo_llow a documented applications based on Secure
deve\_opment process thag:l. Explicitly add_rgsses Software Development Practices
Isecurity and privacy requirements;2. Identifies the (SSDP).
istandards and tools used in the development
process;3. Documents the specific tool options and tool
configurations used in the development process; and4.

Development Documents, manages, and ensures the integrity of Secure Software
SA-15 Process, Standards, [changes to the process and/or tools used in Functional Equal Development TDA-06 10
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Require the developer of the system, system Mechanisms exist to require the
icomponent, or system service to perform a criticality developer of the Technology
Development  [analysis:a. At the following decision points in the Criticality Analysis /Asset, Application and/or Service
SA-15(03) Process, Standards, [system development life cycle: [Assignment: Functional Equal Du);in 4 TDA- ((TAAS) to perform a criticality 10
and Tools | organization-defined decision points in the system 4 Develo; n?\ent 06.1 [analysis at organization-defined
Criticality Analysis |[development life cycle]; andb. At the following level of P decision points in the Secure
rigor: [Assignment: organization-defined breadth and Development Life Cycle (SDLC).
depth of criticality analysis].
Separation of : : " : - Mechanisms exist to separate
Separate user functionality, including user interface : Application SEA- :
SC-02 System_and _User sevaices from system maxagementgfunctionality Functional Equal Papr‘Zit\oning 032 |user functionality fljom s_ystem 10
Functionality ' : . 'management functionality.
Information in Mechanisms exist to prevent
Prevent unauthorized and unintended information : Information In unauthorized and unintended
Sc-04 Shs;esifr)ésetsm [transfer via shared system resources. Functional Equal Shared Resources SEA-05 information transfer via shared 10
system resources.
Bound Mechanisms exist to limit the
oundary Limit the number of external network connections to ) Limit Network NET- |number of concurrent external
SC-07(03) Protecgo_n | Access lthe system. Functional Equal Connections 03.1 |network connections to iFs ) 10
oints Technology Assets, Applications
@ Tmplement a managed Iterface Tor each externar cllass CEARSY
telecommunication service;b. Establish a traffic flow
policy for each managed interface;c. Protect the
iconfidentiality and integrity of the information being
transmitted across each interface;d. Document each s . P
lexception to the traffic flow policy with a supporting :Z%gane‘;’}:\ieer)%sctet?or::;nctham :
Boundary mission or business need and duration of that need;e. externgal telecommunication
Protection | Review exceptions to the traffic flow policy External NET- |service that protects the
SC-07(04) External [Assignment: organization-defined frequency] and Functional [Intersects With|Telecommunication 03.2 conﬁdent\alitp and integrity of 5
Telecommunication remove exceptions that are no longer supported by an s Services : the informatign bein grity
s Services lexplicit mission or business need;f. Prevent transmitted across egach
unauthorized exchange of control plane traffic with interface.
lexternal networks;g. Publish information to enable .
remote networks to detect unauthorized control plane
traffic from internal networks; andh. Filter
unauthorized control plane traffic from external
netwark _ _ ]
Mechanisms exist to configure
Boundary Deny network communications traffic by default and Deny Traffic by firewall and router configurations
. Protection | Deny |allow network communications traffic by exception . " NET- [to deny network traffic by default
SC-07(05) by Default — Allow [[Selection (one or more): at managed interfaces; for Functional |Intersects With Tr?f?ifcag‘t é‘xﬁgoz‘i/on 04.1 [and allow network traffic by 5
by Exception [Assignment: organization-defined systems]]. Yy P exception (e.g., deny all, permit
by exception:
Boundary Prevent split tunneling for remote devices connecting ]tvllien%eali?\l;r?;rer:itottz Z‘;e\)/isgg SPITE
Protection | Split [to organizational systems unless the split tunnel is . " CFG- " ;
SC-07(07) Tunneling for securely provisioned using [Assignment: organization- Functional Equal Split Tunneling 03.4 unless the Sp|l'_: tunnel |s>secure|y 10
Remote Devices |defined safeguards]. provisioned using organization-
defined safequard
Boundary . - y . Mechanisms exist to route
. Route [Assignment: organization-defined internal S .
Protection | Route 222 " y ) A Route Internal internal communications traffic
SC-07(08) Traffic to ZZ?:;E";?;"%E Ereatfvﬁvg]rlgg][Qsl'sc:ggfr?aesttﬁgr:%acra”tz:;wnr Functional |Intersects With| Traffic to Proxy TSTI to external networks through 5
Authenticated proxy servers at managed interfaces. Servers organlzatlon»approve_d proxy
Proxy Servers servers at managed interfaces.
Mechanisms exist to force
Boundan Internet-bound network traffic
Protection | I%/oute Route [Assignment: organization-defined internal through a proxy device (e.g.,
5C-07(08) Traffic to icommunications traffic] to [Assignment: organization- Functional |Intersects With DNS & Content NET-18 Policy Enforcement Point (PEP)) 5
Authenticated defined external networks] through authenticated Filtering for URL content filtering and DNS
Proxy Servers proxy servers at managed interfaces. filtering to limit a user's ability to
Y connect to dangerous or
prohibited Internet sites.
Transmission " . ) PR . Cryptographic mechanisms exist
SC-08 Confidentiality and rnrtoetefii c?if[tsr?:sc;?tr:e(gri‘r?fg:rrr?az:';ll confidentiality; Functional |Intersects With g;ﬁgzgigﬁ? CRY-03 |to protect the confidentiality of 5
Integrity arity : Yy data being transmitted.
Transmission . ) ) P . Cryptographic mechanisms exist
SC-08 Confidentiality and rnrfete:it t]hif[tsrilr?sclﬂl?tr;e(gri‘:fglrrnlgi{sg. confidentiality; Functional [Intersects With TrTrr]\tsgnlrsi;tswon CRY-04 [to protect the integrity of data 5
Integrity grity : grity being transmitted.
Coggzgi\rglaslistl\?;nd I(mplement cr)yptograpthic met%hamstrjntsj_to‘[Selecti?n A e phveicar | cry. tco%?'g/ger:tpm;umtif)?iaz:dsms exist
one or more): prevent unauthorized disclosure o . " ernate Physica SO b A N
SC-08(01) Integrity | A A o y h Functional [Intersects With . disclosure of information as an 5
Cryptographic Lr:;?‘;r:qaiggghdetect changes to information] during Protection 01.1 alternative to physical
Protection . safeguards.
Confidentiaity and [IPlement cryptograghic mechanisms to [Selection Use of implementation of cryprographic
SC-08(01) Integrity | information: dért)ect changes to information] durin Functional |Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Cryptographic transmissioﬁ 9 9 Controls public standards and trusted
Protection . cryptographic technologies.
Transmission . .
A - Implement cryptographic mechanisms to [Selection : - :
Confidentiality and (one or more): prevent unauthorized disclosure of " N Transmission Cryptographic mec_hamsms exist
SC-08(01) Integrity | information: detect changes to information] durin Functional [Intersects With Confidentialit CRY-03 [to protect the confidentiality of 5
Cryptographic ltransmission 9 9 Yy data being transmitted.
Protection .
. N T to terminate
[Terminate the network connection associated with a Hechanisms exis
" Icommunications session at the end of the session or : Network Connection network connections at the end
SC-10 Network Disconnect after [Assignment: organization-defined time period] of Functional Equal Termination NET-07 |of a session or after an 10
nactivit : organization-defined time period
: Y. Bk ST g TAse 5 of inactivity.
la. Tssue public key certificates under an [Assignment: N N
Public Key lorganization-defined certificate policy] or obtain public ‘I\:I:EI};?;TZ:?r']st:g:le;l%ﬁlcy“y
SC-17 Infrastructure :ﬁ(yjéelr;gsgzeznﬂm': aioi‘;%rngeﬁ Zf‘rc\ﬂgfspi:);’rf;r; Functional |Intersects With Infraztlrlﬂlcctul(reey(PKl) CRY-08 |Infrastructure (PKI) infrastructure 5
Certificates storeé or certiﬁca)tle _gtl:)res managed by the or obtain PKI services from a
lorganization 9 Yy reputable PKI service provider.
@ DeTine acceptable and unacceptable moblle code - -
. and mobile code technologies; andb. Authorize, ; " " Mechanlsms exist to vaddress
SC-18 Mobile Code monitor, and control the use of mobile code within the Functional |Intersects With Mobile Code END-10 |mobile code / operating system- 5
<tem ' independent applications.
Session Mechanisms exist to protect the
SC-23 Authenticit Protect the authenticity of communications sessions. Functional Equal Session Integrity | NET-09 |authenticity and integrity of 10
Y communications sessions.
N N P EXISTTo protect the
Protect the [Selection (one or more): confidentiality; . . rechanisms ext
SC-28 Prote_ct\on of integrity] of the following information at rest: Functional |Intersects With Endpoint Protection END-02 Conﬁde_n_t\allty, integrity, 5
Information at Rest ? N P ) : y Measures availability and safety of
[Assignment: organization-defined information at rest]. " .
lendnoint device:
. Protect the [Selection (one or more): confidentiality; : Cryptographic mechanisms exist
SC-28 Info?;gtaet;:ot‘rf)gtol:est integrity] of the following information at rest: Functional |Intersects With Encrypt’;r;gStData At CRY-05 |to prevent unauthorized 5
[Assignment: organization-defined information at rest]. disclosure of data at rest.
. Tmplement cryptographic mechanisms to prevent . . .
| 1 coptogranic | sco. (e mechanis oxis
SC-28(01) following information at rest on [Assignment: Functional [Intersects With " . L 5
| Cryptographic lorganization-defined system components or medial: Protection 11.4 |disclosure and/or modification of
Protection gal A a sy: o po ionl . backup information.
Protection of Impl emeng crypéograpﬁlc mecHamsms Eo prevent
Information at Rest unauthorized disclosure and modification of the Encrypting Data At Cryptographic mechanisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional [Intersects With YP! Regst CRY-05 [to prevent unauthorized 5
Pyrgtegtioﬂ lorganization-defined system components or medial: disclosure of data at rest.
il o ization-defj informationl
Protection of Implement cryptographic mechanisms to prevent
Information at Rest unauthorized disclosure and modification of the Transmission Cryptographic mechanisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With Integrit: CRY-04 |to protect the integrity of data 5
Pll/'gtegtioz organization-defined system components or medial: grity being transmitted.
[Assianment: oraanization-defined information]
Protection of Implement cryptographic mechanisms to prevent Cryptographic mechanisms exist
h unauthorized disclosure and modification of the " to protect the confidentiality and
SC-28(01) InToCrTatlgnraat :ESt following information at rest on [Assignment: Functional |Intersects With Ensctrgglr;gMD:;iaaln [(;(7:H2 integrity of information stored on 5
Pll/'gtegtioz organization-defined system components or medial: 9 *“ |digital media during transport
[Assignment: organization-defined information]. outside of controlled areas.
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Flaw Remediation |

Focal Document Element (FDE) Description

Determine if system components have applicable
isecurity-relevant software and firmware updates

/Automated mechanisms exist to

SI1-02(02) Automated Flaw |installed using [Assignment: organization-defined Functional [Intersects With Rem‘;z?:;}:)antesdtatus \(/)'.:;MZ- gstn?";rl\genttsh:li;a:: Oafrfiyts(:eﬂlgw 5
Remediation Status |automated mechanisms] [Assignment: organization- . remgd\ation g
defined frequencvl .
- Mechanisms exist to utilize a
System Monitoring | . Automated Tools Security Incident Event Manager
SI1-04(02) Automated Tools |Employ automated tools and mechanisms to support | g\ vional Equal for Real-Time | MON- [(SIEM), or similar automated tool,| 10
and Mechanisms for|near real-time analysis of events. Analysi 01.2 t rt -t
Real-time Analysis nalysis O support near real-time
analysis and incident escalation.
a. Determine criteria for unusual or unauthorized s .
System Monitoring |[activities or conditions for inbound and outbound Inbound & Mecthamsmls SX'St.to inbound
Inbound and icommunications traffic;b. Monitor inbound and nooun continuously monitor inboun
o ) . . Outbound MON- |and outbound communications
S1-04(04) Outbound loutbound communications traffic [Assignment: Functional Equal Communications 01.3 |traffic for unusual or 10
Communications |organization-defined frequency] for [Assignment: Traffic ) unauthorized activities or
Traffic organization-defined unusual or unauthorized activities conditions,
or conditions]. .
|Alert [Assignment: organization-defined personnel or mi%?;?'sgfr:gf;gonger';es;)a;nea
System Monitoring |[roles] when the following system-generated indications ’ N
S1-04(05) System-generatedl lof compromise or potential compromise occur: Functional Equal SystemAIGenerated M?’i to alerts from physical, 10
Alerts [Assignment: organization-defined compromise erts 01. cybersecurity, L_iata p_rot_ectlon
indicators]. anﬁ_ suppl); chaltn SCT‘U?S tol
achieve infearates 1tuationa
a. Employ integrity verification tools to detect . . . .
unauthorized changes to the following software, mf:hraiplshcln;n?t)gft(;?Ml‘)'t‘gfesil:ﬁar
Software, Firmware, [firmware, and information: [Assignment: organization- Endpoint File techgnol\(/) ies, to detect’ and
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With|Integrity Monitoring| END-06 report ongunéuthorized changes 5
Integrity [Take the following actions when unauthorized changes (FIM) topselected files and 9
lto the software, firmware, and information are configuration settings
detected: [Assignment: organization-defined actions]. 9 9s.
a. Employ integrity verification tools to detect Cryptographic mechanisms exist
unauthorized changes to the following software, to implement strong
Software, Firmware, [firmware, and information: [Assignment: organization- Safeguarding Data cryptography and security
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
Integrity [Take the following actions when unauthorized changes Networks sensitive/regulated data during
to the software, firmware, and information are transmission over open, public
detected: [Assignment: organization-defined actions]. networks.
a. Employ integrity verification tools to detect
unauthorized changes to the following software,
Software, Firmware, |firmware, and information: [Assignment: organization- . .
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With I\"/‘;‘;‘;a[zia;: TDA-18 \I:llaelﬁ:dhitan:jsfr‘ri\:fg:rlrs‘;tt;ﬂ:csttshe 5
Integrity [Take the following actions when unauthorized changes Yy puts.
to the software, firmware, and information are
detected: [Assignment: organization-defined actions].
Perform an integrity check of [Assignment:
Software, Firmware,|organization-defined software, firmware, and Mechanisms exist to validate
and Information  [information] [Selection (one or more): at startup; at ; " END- |configurations through integrity
Si-07(01) Integrity | Integrity {[Assignment: organization-defined transitional states Functional Equal Integrity Checks 06.1 |checking of software and 10
Checks or security-relevant events]; [Assignment: firmware.
organization-defined frequencyl].
Software, Firmware,
and Information |Incorporate the detection of the following unauthorized Mechanisms exist to detect and
$1-07(07) Integrity | ichanges into the organizational incident response Functional Equal Endpoint Detection| END- [respond to unauthorized 10
Integration of  |capability: [Assignment: organization-defined security- & Response (EDR) | 06.2 |configuration changes as
Detection and relevant changes to the system]. cybersecurity incidents.
Response Y "
la. Employ spam protection mechanisms at system . . . .
lentry and exit points to detect and act on unsolicited gﬁzuiannglsar:fje;;::“t%:";t‘le'ifi[?:n’
messages; andb. Update spam protection mechanisms . Phishing & Spam
Sl-08 Spam Protection when new releases are available in accordance with Functional Equal Protection END-08 taeci:;]o:fngE:S;T‘gitézc;izg;g:: 10
glrrgggéz::ézrval configuration management policy and transported by electronic mail.
Mechanisms exist to
automatically update anti-
Spam Protection | |Automatically update spam protection mechanisms : Automatic S_pam END- phishing and spam protection
S1-08(02) Automatic Updates [[Assignment: organization-defined frequency] Functional Equal and Phishing 08.2 technologies when new releases 10
: : Protection Updates : are available in accordance with
configuration and change
management practices.
Cryptographic mechanisms exist
to implement strong
Information Input ICheck the validity of the following information inputs: Safeguarding Data cryptography and security
SI-10 Validation [Assignment: organization-defined information inputs Functional [Intersects With Over Open NET-12 |protocols to safeguard 5
to the system]. Networks sensitive/regulated data during
transmission over open, public
networks.
Information Input |1 cox UTe Vallaity OTTITE TOTOwWy MTOTMaTTorT Mputs: . N Input Data Mechanisms exist to check the
SI-10 Validation Eﬁsj‘lgnn"\er:&\?rganlzatlon—deﬁned information inputs Functional |Intersects With Validation TDA-18 Validity of information inputs. 5
Mechanisms exist to handle error’
conditions by:
(1) Identifying potentially
security-relevant error
conditions;
a. Generate error messages that provide information (2) Generating error messages
necessary for corrective actions without revealing that provide information
SI-11 Error Handling  finformation that could be exploited; andb. Reveal error| Functional Equal Error Handling TDA-19 |necessary for corrective actions 10
messages only to [Assignment: organization-defined without revealing sensitive or
personnel or roles]. potentially harmful information in
error logs and administrative
messages that could be
exploited; and
(3) Revealing error messages
only to authorized personnel.
Implement the following controls to protect the system Mech_atnlsmfs e)ﬂstdtotlmpletmetnt
SI-16 Memory Protection [/memory from unauthorized code execution: Functional Equal Memory Protection | SEA-10 zs:tuerllﬂymsaeli?)l:;;rSmo proteci 10
[Assignment: organization-defined controls]. unauthorized code execution.
Mechanisms exist to monitor,
. : regularly review and assess
T I e e
SR-06 Assessments and system, system component, or system service the Functional [Intersects With Party Services TPM-08 |for compliance with established 5
Reviews Y s SY: P " Y. Y Yy contractual requirements for

provide [Assignment: organization-defined frequency].

security, compliance and

resilience controls.
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