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STRM Guidance:

AC-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
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Functional

Focal Document:

Published STRM U

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

version 2026.1_x000a_03/27/2026

NIST SP 800-53 Rev 5.2 Security and Privacy Controls for Information Systems and Organiz:
Focal Document U https://csrc.nist.gov/pubs/sp/800/53/r5/upd1l/final

https://content.securecontrolsframework.com/strm/scf-strm-general-nist-800-53-r5-2-privacy.pdf

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Identity & Access

Subset OF Management (IAM)

IAC-01

Mechanisms exist to facilitate the
implementation of identification
and access management
controls.
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AC-02

Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequencyl;k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
|termination and transfer processes.

Functional

Termination of

Intersects With Employment

IAC-07.2]

Mechanisms exist to revoke user
access rights in a timely manner,
upon termination of employment
or contract.

AC-02

Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel

termination and transfer processes.

Functional

Account

Intersects With Management

IAC-15

Mechanisms exist to proactively
govern account management of
individual, group, system,
service, application, guest and
itemporary accounts.
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Focal Document Element (FDE) Description

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles] " .
AC-02 Maﬁ]gcg?mntent within:1. [Assignment: organization-defined time Functional [Intersects With I\r/glli";alziaotr? TDA-18 \D:I:hcd'}f;Em:;::;fﬁ)sﬁ:;téhe 5
period] when accounts are no longer required;2. .
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency:
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.
a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the Cryptographic mechanisms exist
use of accounts;h. Notify account managers and to implement strong
Account [Asslgnment: ‘organization-de.ﬁne;d perspnnel or roles] X ‘ Safeguarding Data cryptography and security
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
period] when accounts are no longer required;2. Networks sensitive/regulated data during
[Assignment: organization-defined time period] when transmission over open, public
users are terminated or transferred; and3. networks.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.
Mechanisms exist to expedite the|
Account process of removing "high risk"
Management |  |Disable accounts of individuals within [Assignment: High-Risk HRS- individual’s access to Technology
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional [Intersects With Tern%inations 09.2 |Assets, Applications, Services 5
for High-risk [Assignment: organization-defined significant risks]. *“ |and/or Data (TAASD) upon
Individuals termination, as determined by
management.
Account M&h‘agms exist to disable
Management | Disable accounts of individuals within [Assignment: Account Disabling accounts immediately upon
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional (Intersects With for High Risk IAC-15.6|notification for users posing a 5
for High-risk [Assignment: organization-defined significant risks]. Individuals significant risk to the
Individual oraanization.
Enforce approved authorizations for logical access to rozcilgglnfézzsixg;:g;r}gé?
AC-03 /Access Enforcement] info(mation and system resources in accordance with Functional [Intersects With|Access Enforcement| IAC-20 permissions that conform to the 5
applicable access control policies. principle of "least privilege."
Cryptographic mechanisms exist
to implement strong
Enforce approved authorizations for logical access to Safeguarding Data cryptography and security
AC-03 |Access Enforcement|information and system resources in accordance with Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
applicable access control policies. Networks sensitive/regulated data during
transmission over open, public
networks.
Enforce approved authorizations for logical access to . .
AC-03 IAccess Enforcementfinformation and system resources in accordance with Functional |Intersects With I\r,‘gllijéa[zia;: TDA-18 \p:l:lﬂ}:n'gm:é::;éﬁ)ﬂsctéhe 5
applicable access control policies. Y puts.
Enforce dual authorization for [Assignment Mechanisms exist to enforce a
ual authorizati a : two-person rule for implementin:
AC-03(02) ?Ef:ffﬁ;ﬁfé;:m}t organization-defined privileged commands and/or Functional (Intersects With| Two-Person Rule T;SI chanZes to sensitive Tzchno\cgyg 5
other organization-defined actions]. Assets, Applications and/or
icac [TAAG)
Access Enforcement] Enforc_e dyal aut_horizatipn for [Assignment: Dual Aut_hprizat\on /Automated mechan‘\sms exist to
AC-03(02) | Dual Authorization lorganization-defined privileged commands and/or Functional |Intersects With for Privileged IAC-20.5|enforce dual authorization for 5
lother organization-defined actions]. Commands privileged commands.
Mechanisms exist to provide
authenticated data subjects the
ability to:
(1) Access their Personal Data
(PD) that is being processed,
stored and shared, except where
the burden, risk or expense of
providing access would be
disproportionate to the benefit
offered to the data subject
through granting access;
(2) Obtain answers on the
Provide [Assignment: organization-defined SpﬁCiﬁCZOf how tf&eir PDis ’
mechanisms] to enable individuals to have access to collected, received, processed,
AC-03(14) Aclceds_s_lEinfolr;ement the following elements of their personally identifiable Functional Equal EData Subjectt PRI-06 [stored, transmitted, shared, 10
| Individual Access \ncormation: [Assignment: organization-defined mpowermen updated and/or disposed;
lelements]. (3) Obtain the source(s) of their
(4) Obtain the categories of their
PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD|
due to inaccuracies;
(6) Request erasure of their PD;
and
(7) Restrict the further collecting,
receiving, processing, storing,
transmitting, updated and/or
sharing of their PD.
[@. Tdentity and document [ASSIgnment: organization-
Separation of defined duties of individuals requiring separation]; : : Input Data Mechanisms exist to check the
AC-05 Duties andb. Define system access auctlhorizgtior?s to support Functional |Intersects With Validation TDA-18 \validity of information inputs. 5
enaration of dutie:
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la. Identify and document [Assignment: organization- :/Iechanlsms elx'sft to enlforce 3;_
Separation of  |defined duties of individuals requiring separation]; N .| Dual Authorization | CHG- [two-person rule for implementing
AC-05 Duties landb. Define system access authorizations to support Functional  intersects With for Change 04.3 |changes to critical Technology 5
separation of duties. Assets, A[pﬂ\catlons and/or
Cryptographic mechanisms exist
) . . - to implement strong
a. Identify and document [Assignment: organization- "
Separation of  |defined l?:,lties of individuals regquiring sepgaration]; . Safeguarding Data cryptography and security
AC-05 Duties andb. Define system access authorizations to support Functional [Intersects With Over Open NET-12 protqcp\s to safeguard ) 5
sepa;ation of duties. Networks sensltlv_e/regulated data durlr_1g
- transmission over open, public
networks.
la. Identify and document [Assignment: organization- 'al:glrl\:'aliln'tgine;:ptatl%tl;gx;l rent
AC-05 Separation of  |defined duties of individuals requiring separation]; Functional |Intersects With Separation of HRS-11 |Duties (SoD) to prevent potential 5
Duties landb. Define system access authorizations to support Duties (SoD) n N o B
iseparation of duties. |napp_ropr\ate activity without
collusion
Mechanisms exist to utilize the
Employ the principle of least privilege, allowing only ;ﬂgfﬁﬁ; Z:Iiaasl:tlljwrrl)‘;i”zee%e'access
AC-06 Least Privilege zuthonzed accesses for users (or processes acpng on Functional [Intersects With| Least Privilege IAC-21 |to processes necessary to 5
eh_a\f of users) tha_t are necessary to accomplish accomplish assigned tasks in
assigned organizational tasks. accordance with organizational
business functions.
Employ the principle of least privilege, allowing only Mechanisms exist to enforce
" lauthorized accesses for users (or processes acting on : Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessar5 to accomplis;hg Functional  Intersects With\Access Enforcement| IAC-20 pe?missions that conform to the 5
lassigned organizational tasks. principle of "least privilege."
. Establish configuration requirements, connection . .
requirements, and implementation guidance for each Wireless rﬁmgémﬁﬁfs?fszngﬂnd
AC-18 Wireless Access [type of wireless access; andb. Authorize each type of Functional (Intersects With Networking NET-15 monitor for unauthorize?:i Wireless| 5
\wireless access to the system prior to allowing such access
g?%s ablish configuration requirements, connection Mechanisms exist to protect the
requirements, and implementation guidance for each Wireless Access confidentiality and integrity of
AC-18 Wireless Access  [type of wireless access; andb. Authorize each type of Functional |Intersects With| Authentication & | CRY-07 |yireless networking technologies 5
wireless access to the system prior to allowing such Encryption by implementing authentication
iconnection: A ot i
a. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner Mechanisms exist to disclose
match the information’s access and use restrictions for Personal Data (PD) to third-
[Assignment: organization-defined information sharing Information Sharing parties only for the purposes
AC-21 Information Sharing|circumstances where user discretion is required]; Functional [Intersects With With Third Parties PRI-07 [identified in the data privacy 5
andb. Employ [Assignment: organization-defined notice and with the implicit or
lautomated mechanisms or manual processes] to assist explicit consent of the data
users in making information sharing and collaboration subject.
decisions.
a. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner
match the information’s access and use restrictions for Mechanisms exist to utilize a
[Assignment: organization-defined information sharing process to assist users in making
AC-21 Information Sharing|circumstances where user discretion is required]; Functional [Intersects With|Information Sharing| DCH-14 |information sharing decisions to 5
landb. Employ [Assignment: organization-defined ensure data is appropriately
lautomated mechanisms or manual processes] to assist protected.
users in making information sharing and collaboration
decisions.
Employ [Assignment: organization-defined data mining Mechanisms exist to protect data
Data Mining prevention and detection techniques] for [Assignment: " Data Mining storage objects against
AC-23 Protection lorganization-defined data storage objects] to detect Functional [intersects With Protection DCH-16 unauthorized data mining and 5
land protect against unauthorized data mining. data harvesting techniques.
e mploy [A defined d Mechanisms exist to restrict
‘mploy [Assignment: organization-defined data mining Usage Restrictions collecting, receiving, processing,
Data Mining prevention and detection techniques] for [Assignment: . storing, transmitting, sharin
AC-23 Protection lorganization-defined data storage objects] to detect Functional _Intersects With| of Perigge)zl Data (PRI-05.4 and/o?updating Pergsona| Dagta 5
land protect against unauthorized data mining. (PD) to:
(1) The purnose(s) oriainall
[ DEVETUP, UUCUTTTENTL, o UTSSETTITATe to Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
ro\es]:l,b[Selection (one o:‘ mo‘res): Orgar:izatlifn—level; Resilienée Program (SCRP)
Mission/business process-level; System-level including policies standar&s and
lawareness and training policy that:a. Addresses .
purpose, scope, roles, responsibilities, management g[‘?fciidunﬁsc’aantt Félfgnnegs‘gtcecmatlz
icommitment, coordination among organizational ensuregtheir continui?’\g
lentities, and compliance; andb. Is consistent with suitability, adequacy and
lapplicable laws, executive orders, directives, effectivenéss
regulations, policies, standards, and guidelines; and2. Periodic Review & :
Policy and Procedures to facilitate the implementation of the : Update of Security,
AT-01 Procedures lawareness and training policy and the associated Functional [intersects With Compliance & Gov-03 >
lawareness and training controls;b. Designate an Resilience Program
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
SRR R RIAR AT ARG Re Mechanisms exist to faciitate thel
[Assignment: organization-defined personnel or " N :
roles]:1. [Selection (one or more): Organization-level; mﬁ:ﬁﬁ?gtsg\?gffrsniﬂfgd
Mission/business process-level; System-level] awareness contro‘l’s
lawareness and training policy that:a. Addresses :
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Security,
Policy and Procedures to facilitate the implementation of the . Compliance &
AT-01 Procedures lawareness and training policy and the associated Functional Subset Of Resilience-Minded SAT-01 10
lawareness and training controls;b. Designate an Workforce
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
HIsiRRmpe tRarRiE AR et
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the . Compliance & policies, standards and
AT-01 Procedures lawareness and training policy and the associated Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
lawareness and training controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of]|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
[Acci izatian dafinad tel
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Set Theory Relationship Mapping (STRM)

AT-02

Literacy Training
and Awareness

Focal Document Element (FDE) Description

a. Provide security and privacy literacy training to
isystem users (including managers, senior executives,
land contractors):1. As part of initial training for new
users and [Assignment: organization-defined
frequency] thereafter; and2. When required by system
ichanges or following [Assignment: organization-
defined events];b. Employ the following techniques to
increase the security and privacy awareness of system
users [Assignment: organization-defined awareness
techniques];c. Update literacy training and awareness
icontent [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; andd. Incorporate lessons learned from
internal or external security incidents or breaches into
literacy training and awareness techniques.

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Functional

Equal

Security,
Compliance &
Resilience
Awareness Training

SAT-02

Mechanisms exist to provide all
lemployees and contractors
appropriate security, compliance
and resilience awareness
leducation and training that is
relevant for their job function.

10

version 2026.1_x000a_03/27/2026

AT-03

Role-based Training

a. Provide role-based security and privacy training to
personnel with the following roles and responsibilities:
[Assignment: organization-defined roles and
responsibilities]:1. Before authorizing access to the
isystem, information, or performing assigned duties,
and [Assignment: organization-defined frequency]
thereafter; and2. When required by system changes;b.
Update role-based training content [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Incorporate lessons learned from internal or external
security incidents or breaches into role-based training.

Functional

Intersects With

Role-Based
Security,
Compliance &
Resilience Training

SAT-03

Mechanisms exist to provide
role-based security, compliance
and resilience-related training:
(1) Before authorizing access to
the system or performing
assigned duties;

(2) When required by system
changes; and

(3) Annually thereafter.

AT-03(05)

Role-based Training
| Processing
Personally
Identifiable
Information

Provide [Assignment: organization-defined personnel
or roles] with initial and [Assignment: organization-
defined frequency] training in the employment and
loperation of personally identifiable information
processing and transparency controls.

Functional

Equal

Sensitive /
Regulated Data
Storage, Handling &|
Processing

SAT-
03.3

Mechanisms exist to ensure that
every user accessing a system
processing, storing or
transmitting sensitive/regulated
data is formally trained in data
handlina requirement:

10

AT-04

Training Records

la. Document and monitor information security and
privacy training activities, including security and
privacy awareness training and specific role-based
isecurity and privacy training; andb. Retain individual
training records for [Assignment: organization-defined
time period].

Functional

Equal

Security,
Compliance &
Resilience Training
Records

SAT-04

training activities, including:

(1) Initial security, compliance
and resilience awareness
training;

(2) Recurring awareness training;
and

n
(3) Technology Assets,

10

AU-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

AU-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

AU-01

Policy and
Procedures

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Continuous
Monitoring

MON-01

Mechanisms exist to facilitate the|
implementation of enterprise-
wide monitoring controls.

10

AU-02

Event Logging

@ TaentiTy The Types of eVents tat the System T
icapable of logging in support of the audit function:
[Assignment: organization-defined event types that the|
isystem is capable of logging];b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform
the selection criteria for events to be logged;c. Specify
the following event types for logging within the
isystem: [Assignment: organization-defined event types
(subset of the event types defined in AU-02a.) along
with the frequency of (or situation requiring) logging
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
ization-defined freauen

Functional

Intersects With

Security Event
Monitoring

MON-
01.8

Mechanisms exist to review
event logs on an ongoing basis
and escalate incidents in
accordance with established
timelines and procedures.

Secure Controls Framework (SCF)
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Pes of even Y.
icapable of logging in support of the audit function:
[Assignment: organization-defined event types that the|
system is capable of logging];b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform
the selection criteria for events to be logged;c. Specify

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Mechanisms exist to utilize a
Security Incident Event Manager
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the following event types for logging within the Centralized P
AU-02 Event Logging  |system: [Assignment: organization-defined event types| Functional |Intersects With Collection of MON-02 SES’I)' grrtst';g”?;:;;?i':;;ed tool, 5
(subset of the event types defined in AU-02a.) along Security Event Logs collecpt’i)on of security-related
with the frequency of (or situation requiring) logging event 0gs. Y
for each identified event type];d. Provide a rationale 9s-
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
araanization-defined freauencvl MECRaTSTE SRS oI
ooy | ey e e o | sasy |l oeta] gy [Pesoml O () Comaned o |
B Identifiable privacy risk assessment: [Assignment: organization- unctiona qua R n du ! 03.5 zu ! _friecdo‘r sho @ elements
Information defined elements]. ecords ! .ent' ed in the Data Privacy
Risk Assessment (DPRA),
@ Review and analyze System audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined . " .
inappropriate or unusual activity] and the potential ISII:CCS:{"Slnmcs‘dix':ftE?eI:‘glﬁaenaa er
Audit Record impact of the inappropriate or unusual activity;b. Centralized (SIEM) yor similar automated tgool
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional |Intersects With Collection of MON-02 to su 'ort the centralized ! 5
and Reporting  |personnel or roles]; andc. Adjust the level of audit Security Event Logs collegt‘i)on of security-related
record review, analysis, and reporting within the event logs. Y
isystem when there is a change in risk based on law 98-
lenforcement information, intelligence information, or
otragr_cnedjhjﬁjnmices of information,
a. Review and analyze system audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined Mechanisms exist to adjust the
inappropriate or unusual activity] and the potential level of audit review, analysis
Audit Record impact of the inappropriate or unusual activity;b. Audit Level MON- and reporting based on evolving
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional (Intersects With Adjustments 02.6 threat information from law 5
and Reporting personnel or roles]; andc. Adjust the level of audit ) . enforcement, industry
record review, analysis, and reporting within the associations or other credible
Isystem when there is a change in risk based on law sources of threat intelligence.
lenforcement information, intelligence information, or
other credible sources of information
a. Use internal system clocks to generate time stamps
for audit records; andb. Record time stamps for audit Mechanisms exist to utilize time-
records that meet [Assignment: organization-defined Clock synchronization technology to
AU-08 Time Stamps granularity of time measurement] and that use Functional [Intersects With Synchronization SEA-20 <ynchronize all critical system 5
(Coordinated Universal Time, have a fixed local time 4 ;/ K 4
offset from Coordinated Universal Time, or that include clocks.
the local time offset as part of the time stamp.
a. Use internal system clocks to generate time stamps Mechanisms exist to configure
for audit records; andb. Record time stamps for audit 'Technology Assets, Applications
records that meet [Assignment: organization-defined and/or Services (TAAS) to use an
AU-08 Time Stamps granularity of time measurement] and that use Functional |Intersects With Time Stamps MON-07|authoritative time source to 5
ICoordinated Universal Time, have a fixed local time generate time stamps for event
offset from Coordinated Universal Time, or that include logs.
the local time offset as part of the time stamp.
TECITATTTSTITS EXTST TU TETanT EVenT
logs for a time period consistent
Retain audit records for [Assignment: organization- with records retention
Audit Record def_ined time p_eriod consistent with records retention ) requirements to provid§ support
AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10|for after-the-fact investigations 10
investigations of incidents and to meet regulatory and of security incidents and to meet
lorganizational information retention requirements. statutory, regulatory and
contractual retention
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the|
Policy and facilitate the implementation of the assessment, Information implementation of security,
CA-01 Procedures lauthorization, and monitoring policy and the Functional Subset Of Assurance (IA) IAO-01 |compliance and resilience 10
lassociated assessment, authorization, and monitoring Operations assessment and authorization
controls;b. Designate an [Assignment: organization- controls.
defined official] to manage the development,
[documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
andc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or Mechanisms exist to review the
roles]:1. [Selection (one or more): Organization-level; Security, Compliance &
Mission/business process-level; System-level] Resilience Program (SCRP),
lassessment, authorization, and monitoring policy including policies, standards and
that:a. Addresses purpose, scope, roles, procedures, at planned intervals
responsibilities, management commitment, or if significant changes occur to
icoordination among organizational entities, and ensure _the” continuing
compliance; andb. Is consistent with applicable laws, suitability, adequacy and
lexecutive orders, directives, regulations, policies, effectiveness.
standards, and guidelines; and2. Procedures to - .
Policy and facilitate the implementation of the assessment, J:é:tizfse:'ciﬁs
CA-01 Procedures lauthorization, and monitoring policy and the Functional |Intersects With Compliance & '|GOV-03 5
lassociated assessment, authorization, and monitoring Resilience Program
controls;b. Designate an [Assignment: organization- 9
defined official] to manage the development,
[documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
crecie s drecves, equiton olces. o echansms et o estabion,
. facilitate the implementation of the assessment, ublishing Security, maintain and disseminate
CA-01 Policy and ) thorization, and monitoring policy and the Functional |Intersects With| Compliance & | 54, 45 [policies, standards and 5
Procedures iy Resilience procedures necessary for secure,

lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
[documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Documentation

compliant and resilient
capabilities.
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for the type of assessment to be conducted;b. Develop yeifzquseznﬁnif:t tvi\sr:egélarly
a control assessment plan that describes the scope of Applications and%’r Services
the assessment including:1. Controls and control (TAAS) for adherence to the
lenhancements under assessment;2. Assessment organization's security,
procedures to be used to determine control compliance and/or resiiience
effectiveness; and3. Assessment environment, policies and standards
assessment team, and assessment roles and )
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or Functional Review

Control designated representative prior to conducting the ) Of Security, CPL-

CA-02 Assessments lassessment;d. Assess the controls in the system and Functional Intersects With Compliance & 03.2 5
its environment of operation [Assignment: Resilience Controls
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Asslgnment organlzatlon defined
Rt ine diohrare TTTeTTCTEaTT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and " ;
responsibilities;c. Ensure the control assessment plan m?ocrr::5;?15:;:::;&29;??&m

c I :15 reviewesl and approved by the authodrizing oﬁ:cwal or N | (IAP) activities to eva\uategthe
ontrol lesignated representative prior to conducting the " Technical B : f

CA-02 Assessments lassessment;d. Assess the controls in the system and Functional [intersects With Verification 1AC-06 dfefggt?\,/ |r:plemfe{1eta|:|noinaa‘nd 5
its environment of operation [Assignment: :ecelfr\t © ceosni oliamc:e a;d
organization-defined frequency] to determine the resilienyc'e con’t’rols
lextent to which the controls are implemented .
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Assignment: organlzatlon defined
indeiderineaitobrare TTeTTCTEETT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment, Mechanisms exist to assess
lassessment team, and assessment roles and security, compliance and
responsibilities;c. Ensure the control assessment plan resilience controls in system
is reviewed and approved by the authorizing official or Security, project development to

Control designated representative prior to conducting the ) Compliance & determine the extent to which

CA-02 Assessments lassessment;d. Assess the controls in the system and Functional intersects With Resilience In Project| PRM-04 the controls are implemented 5
its environment of operation [Assignment: Management correctly, operating as intended
lorganization-defined frequency] to determine the and producing the desired
lextent to which the controls are implemented outcome with respect to meeting
icorrectly, operating as intended, and producing the the requirements.
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the resuits of the
lassessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined
i clivsiclyial )

SR e G Prate ora TITETTC TEanT - -

for the type of assessment to be conducted;b. Develop gsesfehsasntllfgsseecﬁlrsit tocfgr:’\mi!)rl\ce

la control assessment plan that describes the scope of and resilience con\{llols inp

the assessment including:1. Controls and control P

lenhancements under assessment;2. Assessment :i;?:flsz%i?::e(?/&:sp)pt“hc;t‘:o?f

procedures to be used to determine control Information Assurance Progragm

effectiveness; and3. Assessment environment, (IAP) activities to determine the

assessmsr;t team, and ass:ssment Iroles and I extent to which the controls are

responsibilities;c. Ensure the control assessment plan A

is reviewed and approved by the authorizing official or 'ar:?ﬁ:g‘etgisgréfgall‘f’ci?]’;etfsng
Control designated representative prior to conducting the . "

CA-02 Assessments assessment;d. Assess the controls in the system and Functional [Intersects With Assessments 1A0-02 desn;ed outcorr;e;wth respect io 5
its environment of operation [Assignment: meeting expected requirements.
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Assignment: organization-deﬁned

Aiyidial rralac]

iR TTTeTTCTEaTTT - -
for the type of assessment to be conducted b. Develop :/Iee/?:vavn;;'gvcsese:ésstatgdregularly
la control assessment plan that describes the scope of documented procedures to
the assessment including:1. Controls and control ensure conformity with the
ennan(;:ementsbunderdassedssrnent;z. Assesslment organization's security
procedures to be used to determine control "
effectiveness; and3. Assessment environment, ;g“l?g:n;tea:g::g; raenSéllgtnhceer
a ment team, and a: ment roles and P .
responsibilities;c. Ensure the control assessment plan applicable requirements.
is reviewed and approved by the authorizing official or Security,

Control designated representative prior to conducting the . Compliance &

CA02 Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Resilience CPL-03 5
its environment of operation [Assignment: Assessments
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
assessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined
incthage BracTon ana MEsTonES Tor e COTTroT;
isystem to document the planned remediation actions (3) Description of the
of the organization to correct weaknesses or deficiency(ies);
deficiencies noted during the assessment of the (4) Risk associated with the

Plan of Action and |controls and to reduce or eliminate known . Capabilities deficiency(ies);

CA-05 Milestones vulnerabilities in the system; andb. Update existing Functional  Intersects With Deficiency Tracking 1A0-05 (5) Source deficiency 5
plan of action and milestones [Assignment: identification/detection;
lorganization-defined frequency] based on the findings (6) Temporary compensating
from control assessments, independent audits or controls, if applicable;

yous manitaring actiyitie (7) Paint of Contact (POC) (e a
a Asslgn a senior ofﬁc\al as the authorizing official for Mechanisms exist to ensure
the system;b. Assign a senior official as the authorizing Technology Assets, Applications
official for common controls available for inheritance and/or Services (TAAS) are
by organizational systems;c. Ensure that the officially authorized prior to "go
lauthorizing official for the system, before commencing live" in a production
- operations:1. Accepts the use of common controls . Security environment.

CA-06 Authorization kb ey by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 10
to operate;d. Ensure that the authorizing official for
icommon controls authorizes the use of those controls
for inheritance by organizational systems;e. Update
the authorizations [Assignment: organization-defined
frequency].
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g in accordance
with the organization-level continuous monitoring
strategy that includes:a. Establishing the following
Isystem-level metrics to be monitored: [Assignment:
lorganization-defined system-level metrics];b.
Establishing [Assignment: organization-defined
frequencies] for monitoring and [Assignment:
lorganization-defined frequencies] for assessment of

land implement continuous mo

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Mechanisms exist to provide a

Continuous control effectiveness;c. Ongoing control assessments Cosmepcllijar:;/é & f:scilljig\ycveCEQﬂIoalgcoe\/:?gght

CA-07 Monitori in accordance with the continuous monitoring Functional [Intersects With . CPL-02 : 5

onitoring strategy;d. Ongoing monitoring of system and Resilience _Controls function t_haF reports Fo the
lorganization-defined metrics in accordance with the Oversight Iorgdanlw—zsflon s executive
icontinuous monitoring strategy;e. Correlation and eadership.
lanalysis of information generated by control
lassessments and monitoring;f. Response actions to
laddress results of the analysis of control assessment
land monitoring information; andg. Reporting the
isecurity and privacy status of the system to
[Assignment: organization-defined personnel or roles]
H imatine dafiaad & 1
Mechanisms exist to utilize
Continuous . independent assessors to
Monitoring | Emp_loy independent assessors or assessment_teams to X Independent CPL- evaluate security, compliance
CA-07(01) Inde monitor the controls in the system on an ongoing Functional (Intersects With and resilience at planned 5
pendent basi Assessors 03.1 | | h he Technol
Assessment asis. intervals or when the Technology
|Asset, Application and/or Service
(TAAS) undergoes significant
Mechanisms exist to provide a
Continuous Employ independent assessors or assessment teams to Cosmecll;;:;/é & f:scilljig\ycveCEQﬂIoalgcoev:?g ht
CA-07(01) Monitoring | Types |monitor the controls in the system on an ongoing Functional [Intersects With Resili P CPL-02 : 9 5
of Assessments _ |basis. esilience Controls function that reports to the
Oversight organization's executive
leadership.
Mechanisms exist to ensure risk
monitoring as an integral part of
Continuous Ens:_re risk mon_i:or_ing ist art1 intetghratl pall'tgf thteh trtle tcontia:notu; rrlml;utormg tori
: . |continuous monitoring strategy that includes the . : - strategy that includes monitoring
CA-07(04) MORAZ?WELZ%‘L;'SI( following:a. Effectiveness monitoring;b. Compliance Functional Equal Risk Monitoring RSK-11 the effectiveness of security, 10
monitorin ndc. Change monitoring. compliance and resilience
controls, compliance and change
'management.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
s oty ang[Fouons ol sngore and qudelnesnaz. || contguraton | rechaisms exs o citethel
i Procedures iconfiguration management policy and the associated unctional ubse apnagemen -01 implementation of configuration
. . " . rogram management controls.
iconfiguration management controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilience Program (SCRP),
Mission/business process-level; System-level] including policies, standards and
iconfiguration management policy that:a. Addresses procedures, at planned intervals
purpose, scope, roles, responsibilities, management or if significant changes occur to
icommitment, coordination among organizational ensure their continuing
lentities, and compliance; andb. Is consistent with suitability, adequacy and
lapplicable laws, executive orders, directives, effectiveness.
regulations, policies, standards, and guidelines; and2. Periodic Review &
Policy and Procedures to facilitate the implementation of the " Update of Security,

cm-01 Procedures configuration management policy and the associated Functional  lintersects With Compliance & GOV-03 5
iconfiguration management controls;b. Designate an Resilience Program
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

a. Develop, document, and disseminate to

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

iconfiguration management policy that:a. Addresses

purpose, scope, roles, responsibilities, management

icommitment, coordination among organizational

lentities, and compliance; andb. Is consistent with

lapplicable laws, executive orders, directives, Mechanisms exist to establish,

regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the . N Compliance & policies, standards and

CM-01 Procedures iconfiguration management policy and the associated Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
iconfiguration management controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of]|
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

[ e VETOP, TUCUTITETTG AT AT AT aT T

iconfiguration control, a current baseline configuration Mechanisms exist to review and

of the system; andb. Review and update the baseline update baseline configurations:
Baseline configuration of the system:1. [Assignment: ) ) CFG- |(1) At least annually;

CM-02 Configuration lorganization-defined frequency];2. When required due Functional [intersects With| Reviews & Updates 02.1 |(2) When required due to so; or 5
to [Assignment: organization-defined circumstances]; (3) As part of system component
land3. When system components are installed or installations and upgrades.

s pruTcaTTTeTTGaTTe T T - -
iconfiguration control, a current baseline configuration zle':ha"'sms Z’“St _to d‘evelop,
of the system; andb. Review and update the baseline bg;gll}rr‘]eenctoannﬁgumrzltr\‘g?y?fzicure
CM-02 Baseline configuration of the system:1. [Assignment: Functional [Intersects With Secure Baseline CFG-02 [Technology Assets, Applications 5

Configuration

lorganization-defined frequency];2. When required due
to [Assignment: organization-defined circumstances];
land3. When system components are installed or

Configurations

and/or Services (TAAS) that are
consistent with industry-

accepted system hardening

Secure Controls Framework (SCF)
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the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
lanalyses;c. Document configuration change decisions
lassociated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
Configuration Retain records of cqnﬁguration—cor\_trol_led cha_nges _to ) Change _Mechanisms exist to facilitate the|
CM-03 Change Control the system for [Assignment: organization-defined time | Functional Subset Of Management CHG-01 [implementation of a change 10
period];f. Monitor and review activities associated with Program 'management program.
iconfiguration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
Ichange control activities through [Assignment:
lorganization-defined configuration change control
element] that convenes [Selection (one or more):
[Assignment: organization-defined frequency]; when
[Assignment: organization-defined configuration
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
lanalyses;c. Document configuration change decisions
associated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
N " Retain records of configuration-controlled changes to . " Mechanisms exist to govern the
CM-03 C%g?]ﬁggeuéitnlfgl the system for [Assignment: organization-defined time | Functional |Intersects With Ciz:ggeuéiﬂggl CHG-02 |technical configuration change 5
period];f. Monitor and review activities associated with control processes.
configuration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
ichange control activities through [Assignment:
lorganization-defined configuration change control
lelement] that convenes [Selection (one or more):
[Assignment: organization-defined frequency]; when
[Assignment: organization-defined configuration
Configuration :llech‘anis‘r‘ns e)f(ist to yer\fy the
Change Control | [Test, validate, and document changes to the system Control cttljr:lgglti):nac‘;ya?]dsreecslflrilgyce
€M-03(02) ;’r?;tgogc’uvr:leli?:t?gl'w before finalizing the implementation of the changes. Functional  Intersects With F\l;grci‘t;ilggta‘g;y CHG-06 controls following imp\e_mented 5
of Changes changes to ensure appllcable
controls operate as designed.
N . Mechanisms exist to
Change Contra | ITest, validate, and d t changes to the syst Test Validate & | CHG- |prepoced cranges m s mom
: e est, validate, and document changes to the system . est, Validate - |proposed changes in a non-
€M-03(02) ;—rfgtl‘:;‘ogc':magg?:t?gﬁ before finalizing the implementation of the changes. Functional  Intersects With Document Changes| 02.2 |production environment before 5
of Changes changes_ are im_plemented ina
production environment.
/Analyze changes to the system to determine potential Security Impact Mecham;mﬁ exist tf° analtyzet_ f
CM-04 Impact Analyses |security and privacy impacts prior to change Functional Equal Analysis for CHG-03 Fs’e;(r):str)\is ir;pzztgsespr?grﬁz f:ela 10
implementation. Changes implementation of the change.
Mechanisms exist to define,
: Define, document, approve, and enforce physical and Governing Access document, approve and gnforce
CM-05 Access Restrictions logical access restrictions associated with changes to Functional |Intersects With| ~ Restriction for END-laccess restrictions associated 5
for Change the system Change 03.2  |with changes to Technology
: /Assets, Applications and/or
Blee%ﬂ%en%%%%s}i‘st to enforce
. Define, document, approve, and enforce physical and : configuration restrictions in an
CM-05 ACCE‘;SS Eﬁstnctlons logical access restrictions associated with changes to Functional |Intersects With Accgss CRﬁStI’\CtIOn CHG-04 |effort to restrict the ability of 5
or Change the system. orChange users to conduct unauthorized
. - - chanaes_ _
Icomponents employed within the system that reflect Mechanisms exist to develop,
the most restrictive mode consistent with operational document and maintain secure
requirements using [Assignment: organization-defined baseline configurations for -
icommon secure configurations];b. Implement the :ig?:rOISOe%i?esze(EI'SA:Sl))ptchaattfl?es
N " configuration settings;c. Identify, document, and " © |
CM-06 Corsmgturatlon lapprove any deviations from established configuration | Functional |Intersects With Scecufnl‘_e Baielme CFG-02 |consistent with industry- 5
ettings settings for [Assignment: organization-defined system onfigurations accepted system hardening
lcomponents] based on [Assignment: organization- standards.
defined operational requirements]; andd. Monitor and
icontrol changes to the configuration settings in
laccordance with organizational policies and
§ & )
icomponents employed within the system that reflect
the most restrictive mode consistent with operational
requirements using [Assignment: organization-defined
icommon secure configurations];b. Implement the . .
Contiuraion [Comauation sings . geniy. docimart ans
CM-06 Settings lapprove any deviations from established configuration | Functional [Intersects With Configuration 02.7 |deviations to standardized 5
settings for [Assignment: organization-defined system Deviations . configurations
icomponents] based on [Assignment: organization- .
defined operational requirements]; andd. Monitor and
icontrol changes to the configuration settings in
laccordance with organizational policies and
Prevent program execution in accordance with
. [Selection (one or more): [Assignment: organization-
Least Functionalit; L S © /Automated mechanisms exist to
CM-07(02) Prevent Progranr\{ ldeﬁned policies, rul_es of behavior, and/or access Functional |Intersects With Prevent Program SEA-06 |prevent the execution of 5
Execution agregments regarding softyvare program usage and Execution Unauthorized software programs.
restrictions]; rules authorizing the terms and
iconditions of software program usage].
Prevent program execution in accordance with
Least Functionality I[dSeﬁlec;ion I(one or r;'\ore;:b[Assig_nmeng/organization— Prevent FG Meihanistms exist Eotl:onﬁguret
efined policies, rules of behavior, and/or access . H - [systems to prevent the execution
CM-07(02) Pre\éigtczﬁ)gnram agre_en'jents regarding soft\_lvare program usage and Functional Intersects With SovaD::JemEzlzcﬁion 03.2 |of unauthorized software 5
restrictions]; rules authorizing the terms and programs.
conditions of software program usage].
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
a. Develop and document an inventory of system Data (TAASD) that:
icomponents that:1. Accurately reflects the system;2. (1) Accurately r_eﬂect§ the
Includes all components within the system;3. Does not current TAASD in use;
include duplicate accounting of components or (2) Identifies authorized software
lcomponents assigned to any other system;4. Is at the ﬁj?ﬁ;:;;;:ﬂ:sa‘“g business
level of granularity deemed necessary for tracking and p .
CM-08 Systelm Co{nponent reporting; and5. Includes the following information to Functional |Intersects With| Asset Inventories | AST-02 [(3) IS at the level of granularity 5
nventory lachieve system component accountability: deemed necessary for tracking
[Assignment: organization-defined information deemed and reporting; . )
necessary to achieve effective system component §4) I"duqes organization-defined
laccountability]; andb. Review and update the system |nfo_rmat\on de_emed necessary to
icomponent inventory [Assignment: organization- achieve ef@“'““ property
defined frequency]. accountapuhty; and .
(5) Is available for review and
audit by designated
organizational personnel.
a. Develop and document an inventory of system
icomponents that:1. Accurately reflects the system;2.
Includes all components within the system;3. Does not Mechanisms exist to establish
include duplicate accounting of components or and maintain an authoritative
icomponents assigned to any other system;4. Is at the source and repository to provide
System Component level o_f granularity deemed necessary for tracki_ng and ) Compongnt AsT- |2 trusted source and
CM-08 Inventory reporting; and5. Includes the following information to Functional (Intersects With Duplication 02.3 accountability for approved and 5
lachieve system component accountability: Avoidance . implemented system
[Assignment: organization-defined information deemed components that prevents assets
necessary to achieve effective system component from being duplicated in other
laccountability]; andb. Review and update the system asset inventories.
icomponent inventory [Assignment: organization-
defined frequency].
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Set Theory Relationship Mapping (STRM)

System Component

Focal Document Element (FDE) Description

a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
using [Assignment: organization-defined automated

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

/Automated mechanisms exist to

E&iﬁggé mechanisms] [Assignment: organization-defined U?\:tuotrr?:rtiigd AST- detect and alert upon the
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Component 02.2 detection of unauthorized 5
C unauthorized components are detected: [Selection pon : hardware, software and firmware
omponent . disabl t " b h Detection t
Detection (one or more): disable network access by sucl components.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
la. Detect the presence of unauthorized hardware,
software, and firmware components within the system
Sysclerme(;ot;nrpinent using [Assignment: organization-defined automated
Automatyed mechanisms] [Assignment: organization-defined Software END- Mechanisms exist to generate an
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Installation Alerts 03.1 alert when new software is 5
Component unauthorized components are detected: [Selection : detected.
Detgction (one or more): disable network access by such
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
Systler:v\:eiot(r;':pinent using [Assignment: organization-defined automated Mechanisms exist to configure
Automat\éd mechanisms] [Assignment: organization-defined Unauthorized CFG- systems to generate an alert
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Installation Alerts 05.1 when the unauthorized 5
Component unauthorized components are detected: [Selection . installation of software is
Detgction (one or more): disable network access by such detected.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system
Configuration development life cycle and for managing the Configuration Mechanisms exist to facilitate the|
CM-09 Mana egment Plan iconfiguration of the configuration items;c. Defines the | Functional Subset Of Management CFG-01 [implementation of configuration 10
9 iconfiguration items for the system and places the Program management controls.
iconfiguration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system . "
Configuration development life cycle and for managing the Stakeholder ggﬁgig‘z@;zﬁ:ﬁ:;{:?xsre of
CM-09 Mana egment Plan iconfiguration of the configuration items;c. Defines the Functional (Intersects With Notification of CHG-05 2nd understand the impact of 5
9 iconfiguration items for the system and places the Changes oroposed changes P
iconfiguration items under configuration .
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
a. Establish [Assignment: organization-defined policies]
igoverning the installation of software by users;b. Prohibit Installation /Automated mechanisms exist to
owin | Usggistled [Enoce sotuare nalatonplcisroua e | punctinatrsects i o Prvicged |ENo.0a PR soverenstallons |
methods]; andc. M’onitor policy Eomp\iance Status privileged status.
[Assignment: organization-defined frequencyl.
a. Establish [Assignment: organization-defined policies]
igoverning the installation of software by users;b. . . .
. : : A Mechanisms exist to restrict the
User-installed Enforce software installation policies through the " User-Installed ™ o
CM-11 Software following methods: [Assignment: organization-defined Functional  Intersects With Software CFG-05 ﬁg{gﬁ 3;;3{;5:;:23%2%;2?: to 5
methods]; andc. Monitor policy compliance .
ser [Assignment: organization-defined frequency].
—nstarned - - -
. " . Mechanisms exist to restrict the
CM-11(02) Software |‘ Soft\{vare AI\oyv user installation of software only with explicit Functional |Intersects With User-Installed CFG-05 [ability of non-privileged users to 5
Installation with |privileged status. Software install unauthorized software.
Privileaed Statu -
. Mechanisms exist to configure
Soflg;::;r]séilgtev?are /Allow user installation of software only with explicit Restrict Roles CFG- systems to prevent the
CM-11(02) : i i Y P Functional |Intersects With| Permitted To Install installation of software, unless 5
Installation with |privileged status. 05.2 N
Privileged Status Software the action is performed by a
pri u_eq.%daus_er_%Liervice
Sofl:vsl::;'i gglfltev::are /Allow user installation of software only with explicit Prohibit Installation ::Jotgirgiat seoftr\\lquieaw:s‘ig?lsaéz‘r?; 0
CM-11(02) Installation with |privileged status. Functional  Intersects With Wlthogttalirle\;lleged END-03 without explicitly assigned 5
Prli)LilP_u.edtSﬁatu privileaed statu
ser-installed /Automated mechanisms exist to
Software | Enforce and monitor compliance with software ) Configuration monitor, enforce and report on
CM-11(03) Automated installation policies using [Assignment: organization- Functional (Intersects With Enforcement CFG-06 |configurations for endpoint 5
Enforcement and |defined automated mechanisms]. devices.
Monitoring
. [Automated mechanisms exist to
User-installed " " : P
Software | Enforce and monitor compliance with software Integrity Assurance CFG- 'f?;r:‘t'g‘ :naﬂgczgzssszﬁ:':gggs
CM-11(03) Automated installation policies using [Assignment: organization- Functional [Intersects With| & Enforcement 06.1 [im Iemen‘t)pautomated resilienc 5
Enforcement and |defined automated mechanisms]. (IAE) ! acfions to remediate the Y
Monitoring "
unauthorized change.
User-installed
Software | Enforce and monitor compliance with software Software END- Mechanisms exist to generate an
CM-11(03) Automated installation policies using [Assignment: organization- Functional |Intersects With alert when new software is 5
. Installation Alerts 03.1
Enforcement and |defined automated mechanisms]. detected.
Mgn‘tgginq
User-installed Mechanisms exist to configure
Software | Enforce and monitor compliance with software Unauthorized CFG- systems to generate an alert
CM-11(03) Automated installation policies using [Assignment: organization- Functional (Intersects With Installation Alerts | 05.1 when the unauthorized 5
Enforcement and |defined automated mechanisms]. " |installation of software is
Monitering ———peverp, wocanern-amomrssermTETe T detected -
[Assignment: organization-defined personnel or hS/I:CcSra‘tn|s?osmex||isatntcoer§‘vwew the
roles]:1. [Selection (one or more): Organization-level; urity, P
. " . Resilience Program (SCRP),
Mission/business process-level; System-level] including policies, standards and
icontingency planning policy that:a. Addresses purpose, procedugrez at plénned intervals
scope, roles, respon_slb\_lltles, management or if significant changes occur to
icommitment, coordination among organizational ensure their continuin:
lentities, and compliance; andb. Is consistent with <uitability, adequac agnd
lapplicable laws, executive orders, directives, effectivei’ess quacy
regulations, policies, standards, and guidelines; and2. Periodic Review & .
g Policy and Procedures to facilitate the implementation of the : Update of Security, -
CP-01 Procedures icontingency planning policy and the associated Functional  Intersects With Compliance & GOV-03 5

icontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:

lorganization-defined frequency] and following
[ ization dafinad el

Resilience Program
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Set Theory Relationship Mapping (STRM)

Policy and

Focal Document Element (FDE) Description

ate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Business Continuity

Mechanisms exist to facilitate the
implementation of contingency
planning controls to help ensure
resilient Technology Assets,
/Applications and/or Services
(TAAS) (e.g., Continuity of
Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).

version 2026.1_x000a_03/27/2026

CP-01 Procedures icontingency planning policy and the associated Functional Subset Of SManagement BCD-01 10
! " A ° ystem (BCMS)
icontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
SRR R RITE A tRESsY S
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, imaintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and

CP-01 Procedures icontingency planning policy and the associated Functional [intersects With Resilience GOv-02 procedures necessary for secure, 5
icontingency planning controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.

Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
L o izatignedafingd ) - - —
Identifies essential mission and business functions and Mechanisms exist to facilitate the|
lassociated contingency requirements;2. Provides implementation of contingency
recovery objectives, restoration priorities, and planning controls to help ensure
metrics;3. Addresses contingency roles, resilient Technology Assets,
responsibilities, assigned individuals with contact /Applications and/or Services
information; 4. Addresses maintaining essential mission (TAAS) (e.g., Continuity of
land business functions despite a system disruption, Operations Plan (COOP) or
icompromise, or failure;5. Addresses eventual, full Business Continuity & Disaster
system restoration without deterioration of the controls| Recovery (BC/DR) playbooks).
originally planned and implemented;6. Addresses the
isharing of contingency information; and7. Is reviewed
land approved by [Assignment: organization-defined
personnel or roles];b. Distribute copies of the
icontingency plan to [Assignment: organization-defined Business Continuity

" key contingency personnel (identified by name and/or .

CP-02 Contingency Plan by role) and organizational elements]ic. Coordinate Functional Subset Of SMatnageénCeh;Iv; BCD-01 10
icontingency planning activities with incident handling ystem ( )
activities;d. Review the contingency plan for the
isystem [Assignment: organization-defined
frequency];e. Update the contingency plan to address
ichanges to the organization, system, or environment
of operation and problems encountered during
icontingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
lactual contingency activities into contingency testing
land training; andh. Protect the contingency plan from
Identifies essential mission and business functions and Mechanisms exist to update
lassociated contingency requirements;2. Provides contingency plans due to
recovery objectives, restoration priorities, and changes affecting:
metrics;3. Addresses contingency roles, (1) People (e.g., personnel
responsibilities, assigned individuals with contact changes);
information;4. Addresses maintaining essential mission (2) Processes (e.g., new, altered
land business functions despite a system disruption, or decommissioned business
compromise, or failure;5. Addresses eventual, full practices, including third-party
system restoration without deterioration of the controls services) .
originally planned and implemented;6. Addresses the (3) Technologies (e.g., new,
sharing of contingency information; and7. Is reviewed altered or decommissioned
land approved by [Assignment: organization-defined technologies);
personnel or roles];b. Distribute copies of the (4) Data (e.g., changes to d_ata
contingency plan to [Assignment: organization-defined Ongoing ?;“’Fsa?ir;il:i/:sr ?eatga rsg\‘f';?{;zg

: key contingency personnel (identified by name and/or . . -9, )

CP-02 Contingency Plan byyrole) an% orga‘r)\izational (elements];c}lCoordinate/ Functional [Intersects With CoPnltmg‘ency BCD-06 or decommissioned physical 5
icontingency planning activities with incident handling anning infrastructure); and/or )
activities;d. Review the contingency plan for the (6) Feedback from contingency
system [Assignment: organization-defined plan testing activities.
frequency];e. Update the contingency plan to address
ichanges to the organization, system, or environment
of operation and problems encountered during
icontingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
lactual contingency activities into contingency testing
land training; andh. Protect the contingency plan from

N " : Mechanisms exist to resume all
Contingency Plan | |Plan for the resumption of [Selection (one): all; Resume All Mission: missions and business functions
CP-02(03) Resume Mission lessential] mission and business functions within Functional (Intersects With & Business BCD- within Recovery Time Objectives 5
and Business [Assignment: organization-defined time period] of Functions 02.1 (RTOs) of the contingency plan's
Functions icontingency plan activation. ivation
N N - echanisms exist to resume
oy | Comngenexrn o o e esumenn o seecton ner o ||| nesume csenta | o, [esentl megionsand s |
-02(03) and Business [Assignment: organization-defined time period] of unctional |ntersects Wit Isslizictiog:mess 02.3 d“‘er%'cnleodntsix'\\“e p\gria;\dogfganlza fon-
Functions contingency plan activation. contingency plan activation
a. Test the contingency plan for the system
[Assignment: organization-defined frequency] using Contingency Plan Mechanisms exist to conduct a
Contingency Plan the following tests to qetermine the effectiveness of . Root Cause Analysis| Root Cause Analysis (_R_CA) and

CP-04 Testing the plan and the readiness to execute the plan: Functional [Intersects With (RCA) & Lessons BCD-05 |"lessons learned" activity every 5
[Assignment: organization-defined tests].b. Review the Learned time the contingency plan is
icontingency plan test results; andc. Initiate corrective activated.
actions, if needed.

a. Test the contingency plan for the system . .
[Assignment: organization-defined frequency] using Mechanisms exist to conduct
Conti Pl the following tests to determine the effectiveness of Conti Pl tEStIS and/(:]r exercises to lan"
CP-04 ontingency Plan the plan and the readiness to execute the plan: Functional |Intersects With ontingency Plan BCD-04 [€V2 uate the contingency plan's 5
Testing ) PR h Testing & Exercises effectiveness and the
[Assignment: organization-defined tests].b. Review the organization's readiness to
icontingency plan test results; andc. Initiate corrective execute the plan
actions, if needed. plan.
Provide for the recovery and reconstitution of the Technology Assets, Mechanisms exist to ensure the
System Recovery [YSteM to a known state within [Assignment: Applications and/or secure fecqveryfandh |
CP-10 V! Y |organization-defined time period consistent with Functional |Intersects With| Services (TAAS) |BCD-12 [reconstitution of Technology 5

and Reconstitution

recovery time and recovery point objectives] after a

disruption, compromise, or failure.

Recovery &
Reconstitution

/Assets, Applications and/or
Services (TAAS) to a known state
after a disruption. compromise or

Secure Controls Framework (SCF)
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Mechanisms exist to facilitate the
implementation of contingency
Provide for the recovery and reconstitution of the planning controls to help ensure
System Recovery system to a known state within [Assignment: ) _ |Business Continuity resilient Technology Assets,
CP-10 and Reconstitution lorganization-defined time period consistent with Functional [Intersects With Management BCD-01 |Applications andlo_r S_EI'V\CeS 5
recovery time and recovery point objectives] after a System (BCMS) (TAAS) (e.g., Continuity of
disruption, compromise, or failure. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Provide for the recovery and reconstitution of the Mechanisms exist to facilitate
System Recovery system tq a known state withi.n [Assigpment: . Re;overy T\me/ BCD. |recovery ope@tions in )
CP-10 and Reconstitution lorganization-defined time period consistent with Functional [Intersects With| Point Objectives 014 accordance with Recovery Time 5
recovery time and recovery point objectives] after a (RTO / RPO) " |Objectives (RTOs) and Recovery
disruption. compromise, or failure Point Obijectives (RPOs)
[Assignment: organization-defined personnel or Mechanisms exist to review the
roles]:1. [Selection (one or more): Organization-level; Security, Compliance &
Mission/business process-level; System-level] Resilience Program (SCRP),
identification and authentication policy that:a. including policies, standards and
/Addresses purpose, scope, roles, responsibilities, procedures, at planned intervals
management commitment, coordination among or if significant changes occur to
lorganizational entities, and compliance; andb. Is ensure their continuing
iconsistent with applicable laws, executive orders, suitability, adequacy and
directives, regulations, policies, standards, and effectiveness.
guidelines; and2. Procedures to facilitate the Periodic Review &
Policy and implementation of the identification and authentication : Update of Security,
1A-01 Proce{jures poﬁcy and the associated identification and Functional Intersects With pCompliance & V" |ov-03 5
lauthentication controls;b. Designate an [Assignment: Resilience Program
lorganization-defined official] to manage the
development, documentation, and dissemination of the|
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|
Policy and implementation of the identification and authentication " Identity & Access implementation of identification
1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) IAC-01 and access management 10
lauthentication controls;b. Designate an [Assignment: controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the identification and authentication " Compliance & policies, standards and
1A-01 Procedures policy and the associated identification and Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
lauthentication controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
/Automated mechanisms exist to
lenforce Multi-Factor
/Authentication (MFA) for:
Identification and (1) Remote network access;
?utherytictation‘ o  multifact thentication B Multi-Factor (2) Third-party Technology
organizational  {Implement multi-factor authentication for access to . P IAssets, Applications and/or
1A-02(01) Users) | Multi-factor [privileged accounts. Functional [Intersects With Auth(eg;ﬁ)atlon IAC-06 convicas F‘IPAAS); ot or/ 5
Authentication to (3) Non-console access to critical
Privileged Accounts TAAS that store, transmit and/or
process sensitive/regulated data.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational |Implement multi-factor authentication for access to N Local Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor|privileged accounts. Functional Intersects With Privileged Accounts IAC-06.3 authenticate local access for 5
Authentication to privileged accounts.
Privileged Accounts
Mechanisms exist to Imit the use
of commercially-provided
L Information Assurance (IA) and
Id:Lr:ttrl‘fé(I:_‘aﬂtlc:r;i:gd nf . IA-ednakiletﬁhI'l't ;;rodukc)ts to those
. . nformation products that have been
1A-02(01) Us(ei;g)ﬁnhzzjt‘i?fgi‘tor Lme:leer;:gtar?ggﬂ;‘fgctor authentication for access to Functional (Intersects With| Assurance Enabled EEZ’AZ successfully evaluated against a 5
Authentication to . Products ) Narttwona\rI]nfo(rNrT:lgl)on Assuradnce
" partnership -approve
Privileged Accounts Protection Profile or the
cryptographic module is FIPS-
alidated or NSA-anoroved
Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
(Authent\cation‘ | i N . Out-of-Band Multi- for alccesds to privileged Eng non-
organizationa Implement multi-factor authentication for access to : privileged accounts such that
1A-02(01) Users) | Multi-factor|privileged accounts. Functional Intersects With Auth?rfttizgtion IAC-06.4 one of the factors is 5
Authentication to independently provided by a
Privileged Accounts device separate from the system
being accessed.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational |Implement multi-factor authentication for access to : Network Access to Factor Authentication (MFA) to
1A-02(01) Usersg) | Multi-factor pri?/ileged accounts. Functional Intersects With Privileged Accounts IAC-06.1 authenticate network access for 5
Authentication to privileged accounts.
Privileged Accounts
Identification and
Authentication Mechanisms exist to utilize Multi-
1A-02(01) (organizational |Implement multi-factor authentication for access to Functional |Intersects With Ni}:ﬁ';(riﬁﬁ?;:dw |AC-06.2 Factor Authentication (MFA) to 5
Users) | Multi-factor|privileged accounts. Accounts ““lauthenticate network access for
Authentication to non-privileged accounts.
Privileged Accounts
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Id:gttl'wfg;‘at‘t'c(:;isgd /Automated mechanisms exist to
! . Hardware Token- ensure organization-defined
1A-02(01) Us(e"rrsg)al"p',lzjt‘i?f”ai‘mr Impiemerit multi-factor authentication for access to Functional Intersects With Based IAC-10.7]token quality requirements are
Authentication to P 9 . Authentication satisfied for hardware token-
Privileged Accounts based authentication.
Mechanisms exist to Imit the use
of commercially-provided
Identification and Information Assurance (IA) and
Authentication IA-enabled IT products to those
(organizational Y . Information _ |products that have been
1A-02(02) Users) | Multi-factor :Eg!ewfi?et newéjI;wcfcachlth;Sauthent\catlon for access to Functional [Intersects With| Assurance Enabled BEZ’AZ successfully evaluated against a
Authentication to P 9 ) Products *“ |National Information Assurance
Non-privileged partnership (NIAP)-approved
Accounts Protection Profile or the
cryptographic module is FIPS-
T 5 alidated or NSA-anoroved
Identification an
(AoT';hairi]Sact?;I:an\ Network Access to Mechanisms exist to utilize Multi-
y - Implement multi-factor authentication for access to ! g o6 o[Factor Authentication (MFA) to
14-02(02) Uzﬁ;i)elr‘:?:;ttli;ictt:f non-privileged accounts. Functional  lintersects With Nozcl’czl)\(jllnetged IAC-06.2)3 thenticate network access for
Non-privileged non-privileged accounts.
Accounts
L Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
(organizational Out-of-Band Multi- for access to privileged and non-
1A-02(02) Users) | Multi-factor Implement multi-factor authentication for access to Functional |Intersects With Factor |AC-06.4|Privileged accounts such that
ulth non-privileged accounts. or one of the factors is
Authentication to Authentication ind dent! ided by
Non-privileged indepen ently provided by a
device separate from the system
Accounts being accessed
Identification and
Authentication /Automated mechanisms exist to
(organizational ¥ . Hardware Token- lensure organization-defined
1A-02(02) Users) | Multi-factor :'vrgﬁ!e:‘?\iret r:gIgcfcaoc:ﬁ;sauthentwcatlon for access to Functional (Intersects With Based IAC-10.7|token quality requirements are
Authentication to P 9 . Authentication satisfied for hardware token-
Non-privileged based authentication.
Accounts
Identification and
gt;:i?;::;‘:; Mechanisms exist to utilize Multi-
ny Implement multi-factor authentication for access to : .+ | Network Access to Factor Authentication (MFA) to
1A-02(02) Uzﬁ;i)eLzlélalttliofzcttoor non-privileged accounts. Functional |Intersects With Privileged Accounts IAC-06.1 authenticate network access for
Non-privileged privileged accounts.
Accounts
/Automated mechanisms exist to
enforce Multi-Factor
\dentification and /Authentication (MFA) for:
Authentication (1) Remote network access;
(organizational N Multi-Factor (2) Third-party Technology
1A-02(02) Users) | Multi-factor Implenje_?t m[;llt\—factor authentication for access to Functional ~[Intersects With| ~Authentication | IAC-06 [ASsets, Applications and/or
Authentication to [1°"Privileged accounts. (MFA) Services (TAAS); and/ or
Non-privileged (3) Non-console access to critical
Accounts ITAAS that store, transmit and/or
process sensitive/regulated data.
Identification and
(Aot:;l'waenri\;;cta‘élr?:‘ Mechanisms exist to utilize Multi-
" Implement multi-factor authentication for access to " Local Access to Factor Authentication (MFA) to
1A-02(02) Uﬁs\i;fl)elnzliléj:tligra]ctt:r non-privileged accounts. Functional Intersects With Privileged Accounts IAC-06.3 authenticate local access for
Non-privileged privileged accounts.
Accounts
Mechanisms exist to uniquely
identify and centrally
Identizzlt(ifn and Handle device identification and authentication based Identification & ﬁ:mte&f:ﬁeﬁctggrg;;zd
IA-03(04) Authentication | on attestation by [Assignment: organization-defined Functional |Intersects With| Authentication for | IAC-04 establishing a connection using
Device Attestation configuration management process]. Devices bidirectional authentication that
is cryptographically- based and
replay resistant.
Mechanisms exist to ensure
Device device identification and
\dentification and Handle device identification and authentication based authentication is accurate by
IA-03(04) Authentication | on attestation by [Assignment: organization-defined Functional [Intersects With| Device Attestation (IAC-04.1|centrally-managing the joining of
Device Attestation iconfiguration management process]. systems to the domain as part of
the initial asset configuration
management process.
NTATTagE Sy STETT TUETIUIETS Dy a- RETETVITTY
lauthorization from [Assignment: organization-defined . " .
personnel or roles] to assign an individual, group, role, M:\fg:"éﬂ:zsg'g; ;?Jtsr:gﬁt‘izate
\dentifier service, or device identifier;b. Selecting an identifier Authenticate, »gAuthorize and Audit (AAA) '
IA-04 Management that identifies an individual, group, role, service, or Functional [Intersects With|Authorize and Audit|IAC-01.2 solutions, both on-premises and
9 device;c. Assigning the identifier to the intended (AAA) those ho;ted b aanxterna\
individual, group, role, service, or device; andd. Service Provideyr (ESP)
Preventing reuse of identifiers for [Assignment: :
izatinn dofinad + indl
RreRaGESReintaefdirrfr e kecervmy - -
lauthorization from [Assignment: organization-defined rh?:r:\?:nlzgrsnzje;rl;;tf?)rggzgrr\]ames
personnel or roles] to assign an individual, group, role, and Tegchnolo Assets,
- service, or device identifier;b. Selecting an identifier Identifier P 9y .
Identifier N o - . . . /Applications and/or Services
IA-04 Management that identifies an individual, group, role, service, or Functional (Intersects With| Management (User | IAC-09 (TAAS)
9 device;c. Assigning the identifier to the intended Names) .
individual, group, role, service, or device; andd.
Preventing reuse of identifiers for [Assignment:
izatinn dafinad & indl
Mechanisms exist to strictly
Identifier Manage individual identifiers by uniquely identifying Authenticate, ?\z\t/rf;:iztgearl:seA?deﬁu(Tizflcate'
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With|Authorize and Audit|IAC-01.2| : .
\denti P . P solutions, both on-premises and
lentify User Status |characteristic identifying individual status]. (AAA) those hosted by an External
Service Provider (ESP).
Identifier Manage individual identifiers by uniquely identifying User Identity (ID) :JC ;n‘:ssr:rsigéft[‘égai:?#re
|1A-04(04) Management | |each individual as [Assignment: organization-defined Functional [Intersects With Y IAC-09.1[PTOP
\denti P . P Management management for non-consumer
lentify User Status|characteristic identifying individual status]. Lcare and administratars
Identifier Manage individual identifiers by uniquely identifying ?oenctl'r‘ggtli:rsysai)élscft:\oe:dti?rtdlf—yart
IA-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With|ldentity User Status|IAC-09.2| " party
\denti P : g users through unique username
lentify User Status |characteristic identifying individual status]. characteristics.
rroTTerg TSy STeT™T Ty arveTTyTTgTuspar - —
of the initial authenticator distribution, the identity of N{ecshanlsrr‘vs exist to:
the individual, group, role, service, or device receiving ( )thec:!rety ma;nage J
the authenticator;b. Establishing initial authenticator zu hen .|ca grs or users an
icontent for any authenticators issued by the (gvgces, anth " th of
lorganization;c. Ensuring that authenticators have hnsu‘re he strength of
sufficient strength of mechanism for their intended ta#t ?ntlc_gtlotr_\ Is a?al;opé‘latte to
use;d. Establishing and implementing administrative b e classifica 'gn ofthe data
procedures for initial authenticator distribution, for lost eing accessed.
" lor compromised or damaged authenticators, and for .
IA-05 /:ﬂuat::n:';aet:tr revoking authenticators;e. Changing default Functional (Intersects With Qu;::ns;aetg{ IAC-10
9 lauthenticators prior to first use;f. Changing or 9
refreshing authenticators [Assignment: organization-
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when
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Set Theory Relationship Mapping (STRM)

Authenticator

Focal Document Element (FDE) Description

of the initial authenticator distribution, the identity of
the individual, group, role, service, or device receiving
the authenticator;b. Establishing initial authenticator
icontent for any authenticators issued by the
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative
procedures for initial authenticator distribution, for lost
lor compromised or damaged authenticators, and for

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Default

Mechanisms exist to ensure
default authenticators are

version 2026.1_x000a_03/27/2026

and Verification

registration authority.

Registration

accounts for third-parties are

created

IA-05 revoking authenticatol . Changing default Functional [Intersects With N IAC-10.8| 5
Management lauthenticators prior to first us Changing or Authenticators chantged as pa[t of _acctoll,:nt_
refreshing authenticators [Assignment: organization- creation or system installation.
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when
io b tia Ty
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised ﬁgtgm;eedifmpe;s};‘a”ﬂ?éns exist to
funentcaer - |passwode In A1) ronsi passors oy
IA-05(01) Password-based |passwords using an approved salted key d’er‘ivation Functional |Intersects With For Password IAC-10.4{strong enough to satisfy 5
: N H " " Strength organization-defined password
Authentication  [function, preferably using a keyed hash;e. Require length and complexit:
immediate selection of a new password upon account re ?Airements P Yy
recovery;f. Allow user selection of long passwords and a .
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised . "
Authenticator  [passwords in IA-5(1)(a);c. Transmit passwords only 24::";?:;?{;‘Slzggttht::dnm;c;an
Management | |over cryptographically-protected channels;d. Store " Password-Based . .
1A-05(01) Password-based |passwords using an approved salted key derivation Functional Intersects With Authentication IAC-10.1 co_;mqe;atlons to el;sEre sérong 5
Authentication  [function, preferably using a keyed hash;e. Require :Hrﬁgﬁng;gg:swm “base
immediate selection of a new password upon account .
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].
For password-based authentication:a. Maintain a list of Mechanisms exist to:
icommonly-used, expected, or compromised passwords (1) Securely manage
land update the list [Assignment: organization-defined authenticators for users and
frequency] and when organizational passwords are devices; and
isuspected to have been compromised directly or (2) Ensure the strength of
indirectly;b. Verify, when users create or update authentication is appropriate to
passwords, that the passwords are not found on the the classification of the data
list of commonly-used, expected, or compromised being accessed.
Authenticator  [passwords in IA-5(1)(a);c. Transmit passwords only
Management | |over cryptographically-protected channels;d. Store " Authenticator
14-05(01) Password-based |passwords using an approved salted key derivation Functional  lIntersects With Management IAC-10 5
Authentication  [function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
icomposition and complexity rules
@. For TON: L. ENTOTCe
lauthorized access to the corresponding private key;
land2. Map the authenticated identity to the account of Aultzmtated?ﬁecrlamims exist to
Authenticator |the individual or group; andb. When public key valigate certificates by
n . N . e constructing and verifying a
1A-05(02) Management | |infrastructure (PKI) is used:1. Validate certificates by Functional Equal PKI-Based IAC-10.2|certification path to an accepted 10
Public Key-ba.sed iconstructing and verifyi'ng a gertiﬁcatiqn path Fq an Authentication - trust anchor including checking
Authentication accept_ed trust _anchor, including checking certificate Certificate status information for
status information; and2. Implement a local cache of PKI-based authentication
revocation data to support path discovery and :
alidation
Mechanisms exist to compel
. users to follow accepted
G;:;egznmc(:rt\lzr\ Protect authenticators commensurate with the security RespoanJistJe\:}ties for practices in the use of
IA-05(06) Protection of category of the information to which use of the Functional |Intersects With Account IAC-18 |authentication mechanisms (e.g., 5
Authenticators lauthenticator permits access. Management passwords, passphrases, physicall
or logical security tokens, smart
cards, certiv"icatei,tetc.).t .
- Mechanisms exist to protec
G:agegr;;?:xr‘ Protect authenticators commensurate with the security Protection of authenticators commensurate
IA-05(06) Protection of category of the information to which use of the Functional |Intersects With Authenticators IAC-10.5|with the sensitivity of the 5
Authenticators lauthenticator permits access. information to which use of the
authenticator permits acce:
Mechanisms exist to implement
; security safeguards to manage
G:;P;egr;lﬁg;lzr‘ Implement [Assignment: qrganization-deﬁned security Multiple System the risk of compromise due to
IA-05(08) Multiple System icontrols] to manage the risk of compromise due to Functional |Intersects With Accounts IAC-10.9(individuals having accounts on 5
Accounts individuals having accounts on multiple systems. multiple Technology Assets,
/Applications and/or Services
(TAAS).
I\//\I:::;é“r;ed::'\ implement [Assignment: organization-defined security Privileged Account xzﬁ;z’:sprpi\slif:glsetdtgcucr(‘)l\?r\:teslyto
IA-05(08) : controls] to manage the risk of compromise due to Functional |Intersects With i IAC-09.5, - 5
Multiple System individuals having accounts on multiple systems. Identifiers identify the account as a
Account: . nrivileaed user or service
Implement mechanisms for authentication to a Mechanisms exist to ensure
Cryptographic  |cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
IA-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With Module IAC-12 |applicable statutory, regulatory 5
Authentication  |regulations, standards, and guidelines for such Authentication and contractual requirements for
lauthentication. security strength.
Implement mechanisms for authentication to a Automated
Cryptographic  |cryptographic module that meet the requirements of Authentication /Automated mechanisms exist to
IA-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With Through CRY-02 |enable systems to authenticate 5
Authentication  |regulations, standards, and guidelines for such Cryptographic to a cryptographic module.
authentication Module
Identity Proofing | |Require that the validation and verification of identity User Provisioning & zfrﬁwhaalﬂzrenrsrzx:ztrtai;:“aznedade-
I1A-12(04) In-person Validation|evidence be conducted in person before a designated Functional |Intersects With De-Provisioni 9 IAC-07 istrati g that 5
and Verification |registration authority. e-Provisioning registration process that governs
the assignment of access rights.
Mechanisms exist to conduct in-
Identity Proofing | |Require that the validation and verification of identity In-Person or Trusted person or trusted third-party
1A-12(04) In-person Validation|evidence be conducted in person before a designated Functional |Intersects With Third-Party IAC-10.3|identify verification before user 5
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1A-12(04)

Identity Proofing |
In-person Validation
and Verification

Focal Document Element (FDE) Description

Require that the validation and verification of identity
levidence be conducted in person before a designated
registration authority.

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Functional

Intersects With

In-Person Validation
& Verification

IAC-28.4|

Mechanisms exist to require that
the validation and verification of
identity evidence be conducted
in person before a designated
registration authority.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

IR-01

Policy and
Procedures

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Incident Response
Operations

IRO-01

Mechanisms exist to implement
and govern processes and
documentation to facilitate an
organization-wide response
capability for cybersecurity and
data protection-related incidents.

10

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

IRP Update

IRO-
04.2

Mechanisms exist to regularly
review and modify incident
response practices to incorporate|
lessons learned, business
process changes and industry
developments, as necessary.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Root Cause Analysis|
(RCA) & Lessons
Learned

IRO-13

Mechanisms exist to incorporate
lessons learned from analyzing
and resolving cybersecurity and
data protection incidents to
reduce the likelihood or impact of]
future incidents.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

IR-02

Incident Response
Training

a. Provide incident response training to system users
consistent with i roles and responsibilities:1.
\Within [Assignment: organization-defined time period]
lof assuming an incident response role or responsibility
or acquiring system access;2. When required by
isystem changes; and3. [Assignment: organization-
defined frequency] thereafter; andb. Review and
update incident response training content
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Incident Response
Training

IRO-05

Mechanisms exist to train
personnel in their incident
response roles and
responsibilities.

IR-02(03)

Incident Response
Training | Breach

Provide incident response training on how to identify
land respond to a breach, including the organization’s
process for reporting a breach.

Functional

Intersects With

Incident Response
Training

IRO-05

MeChanisms exist to tram
personnel in their incident
response roles and
respansibilitie

IR-03

Incident Response
Testing

[Test the effectiveness of the incident response
capability for the system [Assignment: organization-
defined frequency] using the following tests:
[Assignment: organization-defined tests].

Functional

Intersects With

Incident Response
Testing

IRO-06

Mechanisms exist to formally test]|
incident response capabilities
through realistic exercises to
determine the operational
effectiveness of those

capabilities.
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Focal Document Element (FDE) Description
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Implement an incident handling capability for
incidents that is consistent with the incident response
plan and includes preparation, detection and analysis, Mechanisms exist to cover:
icontainment, eradication, and recovery;b. Coordinate (1) Preparation;
incident handling activities with contingency planning (2) Automated event detection or|
' : - lactivities;c. Incorporate lessons learned from ongoing ) ) o, |[manual incident report intake;
IR-04 Incident Handling incident handling activities into incident response Functional Equal Incident Handling | IRO-02 (3) Analysis; 10
procedures, training, and testing, and implement the (4) Containment;
resulting changes accordingly; andd. Ensure the rigor, (5) Eradication; and
intensity, scope, and results of incident handling (6) Recovery.
activities are comparable and predictable across the
organization.
Mechanisms exist to facilitate the
N . - . implementation of contingenc;
Identify [Assignment: organization-defined classes of plapnmng controls to helpgensu);e
incdent Hancing | £ESETS]andfke e fllowing octons nresonse o
IR-04(03) Continuity of Pl s " I Functional |Intersects With Management BCD-01 [Applications and/or Services 5
: lorganizational mission and business functions: S Continuity of
Operations ! N P > . . System (BCMS) (TAAS) (e.g., Continuity o
[Assignment: organization-defined actions to take in Operations Plan (COOP) or
response to classes of incidents]. Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Identify [Assignment: organization-defined classes of . . . N
. . incidents] and take the following actions in response to " Mechanlsn’_\s exist to ldentlfy
Incident Handling | those incidents to ensure continuation of Incident IRO- classes of incidents and actions
IROHG3) | contnuly o g alonal missonondbuines uncors: | Fonconal mersecis i Clssiftion s | Gy fouketocnaete |3
[Assignment: organization-defined actions to take in P . N
Fesponse to classes of incidents). missions and business functions.
Mechanisms exist to utilize a
Incident Handling | |Correlate incident information and individual incident Centralized (S;fEuMn)tyo:'nsci‘li(ielgtr En:gltngtae':iatgfgl
IR-04(04) Information responses to achieve an organization-wide perspective | Functional |Intersects With Collection of MON-02 to sup;’)ort the centralized ' 5
Correlation on incident awareness and response. Security Event Logs collection of security-related
event logs.
/Automated mechanisms exist to
correlate both technical and non-
Incident Handling | |Correlate incident information and individual incident Correlate technical information from across
h A Pl N : . i MON- [the enterprise by a Security
IR-04(04) Information responses to achieve an organization-wide perspective | Functional |Intersects With Monitoring 02.1 [Incident Event Manager (SIEM) or 5
Correlation on incident awareness and response. Information similar automated tool, to
lenhance organization-wide
situational awareness.
. . ) - . /Automated mechanisms exist to
Incldent‘Har‘vdllnvg | Implement a conﬁgyrable. capability to agtomatlcally ) ‘ Automated MON- |implement pre-determined
IR-04(05) /Automatic Disabling|disable the system if [Assignment: organization- Functional |Intersects With Response to 01.11 |corrective actions in response to 5
of System defined security violations] are detected. Suspicious Events detected events that have
Lirity incidant imnlicati
Mechanisms exist to
Automatic Disabling automatically disable Technology
Incident Handling | |Implement a configurable capability to automatically of Technology |RO- |Assets, Applications and/or
IR-04(05) /Automatic Disabling|disable the system if [Assignment: organization- Functional [Intersects With|Assets, Applications 02.6 Services (TAAS), upon detection 5
of System defined security violations] are detected. and/or Services : of a possible incident that meets
(TAAS) organizational criteria, which
allows for forensic analysis to be
Incident Handling | |Coordinate incident handling activities involving supply Third-Party Incident Mechanisms exist to ensure
y " " L H . Response & response/recovery planning and
IR-04(10) Supply Chain ichain events with other organizations involved in the Functional [Intersects With Recovery TPM-11 testing are conducted with 5
Coordination supply chain. Capabilities critical suppliers/providers.
Mechanisms exist to provide
cybersecurity and data
Incident Handling | |Coordinate incident handling activities involving supply s . protection incident information to
. . " A 7 " upply Chain IRO- |the provider of the Technology
IR-04(10) Supply Chain chain events with other organizations involved in the Functional (Intersects With Coordinati 104 |A Applicati d 5
Coordination  |supply chain oordination : ssets, Applications and/or
. Services (TAAS) and other
organizations involved in the
supply chain for TAAS related to
Mechanisms exist to incorporate
. " . lessons learned from analyzing
Incident Handling | L : " Root Cause Analysis| . :
" b /Analyze malicious code and/or other residual artifacts : . _ and resolving cybersecurity and
1R-04(12) MFaohrceIs:iSc i?\ile ;r;d remaining in the system after the incident. Functional |Intersects With (RC/T_)eirhzsdsons IRO-13 data protection incidents to 5
Y reduce the likelihood or impact of]
future incidents.
Mechanisms exist to perform
Incident Handling | digital forensics and maintain the
-~ P /Analyze malicious code and/or other residual artifacts " Chain of Custody & " integrity of the chain of custody,
IR-04(12) MFaOI:,Ce'g;SC izif :ir;d remaining in the system after the incident. Functional [intersects With Forensics IRO-08 in accordance with applicable 5
Y laws, regulations and industry-
recognized secure practices.
Mechanisms exist to utilize
Incident Handling | /Analyze anomalous or suspected adversarial behavior zg:ieyn‘;%tstgiaettah': tsaprecel?g?lly
IR-04(13) . 9 Iin or related to [Assignment: organization-defined Functional |Intersects With Honeypots SEA-11 gr 9 5
Behavior Analysis environments or resources] malicious attacks for the purpose
. of detecting, deflecting and
analyzing such attacks.
Mechanisms exist to utilize User
& Entity Behavior Analytics
Incident Handling | Analyze anomalous or suspected adversarial behavior Anomalous (NLIJoEn?tAo)rianngd(B;thlliesro?:tt;::syto
IR-04(13) Behavior Analysis Iennsrr;enlr?\t::tgoo[rArsesslgSPg::]t: organization-defined Functional [Intersects With Behavior MON-16 detect and respond to anomalous| 5
. behavior that could indicate
account compromise or other
malicious activities.
Mechanisms exist to utilize
Incident Handling | /Analyze anomalous or suspected adversarial behavior honeyclients that proactively
IR-04(13) Behavior Anal sgis in or related to [Assignment: organization-defined Functional (Intersects With Honeyclients SEA-12 |seek to identify malicious 5
Y lenvironments or resources]. websites and/or web-based
malicious code.
Mechanisms exist to document,
Situational monitor and report the status of
" " [ : _0o |cybersecurity and data
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awlanrce‘gzzt:or IRO-09 protection incidents to internal 10
stakeholders all the way through
the resolution of the incident.
a. Require personnel to report suspected incidents to yeei'm'imﬁgiztg tlwf;{)]e'
the organizational incident response capability within Incident (lflnternal stakeho\EZrS' .
IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. Functional |Intersects With Stakeholder IRO-10 (2) Affected clients & thir‘d- 5
Report incident information to [Assignment: Reporting parties; and
lorganization-defined authorities]. (3) RQ(‘v\llafnry authorities.
@ Require personnel to report suspected incidents to - - s
the organizational incident response capability within Regulatory & Law mi%::‘tlsrg‘: 2:(\!55; ::?)nr\:aaé:;avlvri]th
IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. | Functional |Intersects With Enforcement IRO-14 applicable rz ulatory and law 5
Report incident information to [Assignment: Contacts p? 9 4
oruanizaj;i_an—_d_eﬁngq.?uthoritie 1 enforcement agencies.
[a. Require personnel to report suspected incidents to T 1 T "
the organizational incident response capability within Contacts With :j’l:cc:rineﬁpas e’:('j“;;gig:g;:d
IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. Functional [Intersects With . GOV-06 | - pprop 5
P h . . Authorities with relevant law enforcement
Report incident information to [Assignment: and requlatory bodies
orqanization-defined authorities] o Y =
Mechanisms exist to incorporate
Incident Reporting ||Report system vulnerabilities associated with reported Root Cause Analysis| Iaensjorr;ollevai;neg ggp;eacr\:ari‘{n;r?d
IR-06(02) Vulnerabilities  [incidents to [Assignment: organization-defined Functional |Intersects With| (RCA) & Lessons | IRO-13 data protect\gonyincidents t())’ 5
Related to Incidents|personnel or roles]. Learned reduce the likelihood or impact of
future incidents.
Mechanisms exist to report
Incident Reporting ||Report system vulnerabilities associated with reported Vulnerabilities IRO- a;/i:ﬁerr: \;\ﬂzzrgbtl)lgizcausrs‘scgt‘gd
IR-06(02) Vulnerabilities  incidents to [Assignment: organization-defined Functional (Intersects With Related To 103 |data pr‘;tectwonyincidents tZ 5
Related to Incidents|personnel or roles]. Incidents organization-defined personnel
or roles.
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Set Theory Relationship Mapping (STRM)

IR-07

FDE Nam

Incident Response
Assistance

Focal Document Element (FDE) Desc

Provide an incident response support resource, integral
to the organizational incident response capability, that
offers advice and assistance to users of the system for
the handling and reporting of incidents.

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Functional

Equal

Incident Reporting
Assistance

IRO-11

Mechanisms exist to provide
incident response advice and
assistance to users of
Technology Assets, Applications
and/or Services (TAAS) for the
handling and reporting of actual
and potential cybersecurity and
data protection incidents.

10

IR-08

Incident Response
Plan

@ Develop an incident response plan that:I. Provides
the organization with a roadmap for implementing its
incident response capability;2. Describes the structure
land organization of the incident response capability;3.
Provides a high-level approach for how the incident
response capability fits into the overall organization;4.
Meets the unique requirements of the organization,
which relate to mission, size, structure, and
functions;5. Defines reportable incidents;6. Provides
metrics for measuring the incident response capability
within the organization;7. Defines the resources and
management support needed to effectively maintain
land mature an incident response capability;8.
/Addresses the sharing of incident information;9. Is
reviewed and approved by [Assignment: organization-
defined personnel or roles] [Assignment: organization-
defined frequency]; and10. Explicitly designates
responsibility for incident response to [Assignment:
lorganization-defined entities, personnel, or roles].b.
Distribute copies of the incident response plan to
[Assignment: organization-defined incident response
personnel (identified by name and/or by role) and
lorganizational elements];c. Update the incident
response plan to address system and organizational
ichanges or problems encountered during plan
implementation, execution, or testing;d. Communicate
incident response plan changes to [Assignment:
lorganization-defined incident response personnel
(identified by name and/or by role) and organizational
lelements]; ande. Protect the incident response plan
from unauthorized disclosure and modification

Functional

Equal

Incident Response
Plan (IRP)

IRO-04

Mechanisms exist to maintain
and make available a current and|
viable Incident Response Plan
(IRP) to all stakeholders.

10

IR-08(01)

Incident Response
Plan | Breaches

Include the following in the Incident Response Plan for
breaches involving personally identifiable
information:a. A process to determine if notice to
individuals or other organizations, including oversight
lorganizations, is needed;b. An assessment process to
determine the extent of the harm, embarrassment,
inconvenience, or unfairness to affected individuals
land any mechanisms to mitigate such harms; andc.
Identification of applicable privacy requirements.

Functional

Equal

Data Breach

IRO-
04.1

Mechanisms exist to address
data breaches, or other incidents
involving the unauthorized
disclosure of sensitive or
regulated data, according to
applicable laws, regulations and
contractual obligations.

10

IR-09

Information Spillage
Response

e SPUTT tU MU T ato TS PITS- Uy -a ASSTg Ty
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
lorganization-defined personnel or roles] of the
information spill using a method of communication not
lassociated with the spill;d. Isolating the contaminated
isystem or system component;e. Eradicating the
information from the contaminated system or
icomponent;f. Identifying other systems or system
icomponents that may have been subsequently
icontaminated; andg. Performing the following
ladditional actions: [Assignment: organization-defined

Functional

Intersects With

Sensitive /
Regulated Data
Spill Response

IRO-12

Mechanisms exist to respond to
sensitive/regulated data spills.

IR-09

Information Spillage
Response

RESPOfitto-mroTTTaTToTT Dya-AsSTgTITTY
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
lorganization-defined personnel or roles] of the
information spill using a method of communication not
lassociated with the spill;d. Isolating the contaminated
isystem or system component;e. Eradicating the
information from the contaminated system or
icomponent;f. Identifying other systems or system
icomponents that may have been subsequently
icontaminated; andg. Performing the following
ladditional actions: [Assignment: organization-defined
tinncl

Functional

Intersects With

Sensitive /
Regulated Data
Spill Responsible
Personnel

IRO-
12.1

Mechanisms exist to formally
assign personnel or roles with
responsibility for responding to
sensitive/regulated data spills.

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Maintenance
Operations

MNT-01

Mechanisms exist to develop,
disseminate, review & update
procedures to facilitate the
implementation of maintenance
controls across the enterprise.

10

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

Functional

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).
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Set Theory Relationship Mapping (STRM)

FDE Nam

Policy and

MA-0L Procedures

Focal Document Element (FDE) Desc

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.

Policy and

MA-0L Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Policy and

MA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Nonlocal

MA-04 Maintenance

@, Approve and Monitor nonfocal Maimtenance and
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

ca

Functional

Intersects With

Remote
Maintenance

MNT-05

Mechanisms exist to authorize,
monitor and control remote, non-
local maintenance and diagnostic|
activities.

Nonlocal

MA-04 Maintenance

OB THOR SR RO R A ARARE S 3NE
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

ca

Functional

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

Nonlocal

MA-04 Maintenance

&° AEhEING
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
\with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network
connections when nonlacal maintenance is ¢

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.

Policy and

MP-01 Procedures

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the media protection
policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Policy and

MP-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the media protection
policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

Functional

Subset Of

Data Protection

DCH-01

Mechanisms exist to facilitate the
implementation of data
protection controls.

10
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description
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a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
compliance; andb. Is consistent with applicable laws, Mechanisms exist to establish,
lexecutive orders, phre_ctlves, regulations, policies, Publishing Security maintain and disseminate
Policy and standards, and guidelines; and2. Procedures to Compliance & ' policies, standards and
MP-01 facilitate the implementation of the media protection Functional |Intersects With , GOV-02 "
Procedures policy and the associated media protection controls;b. Reslllence_ procedures necessary for secure,
Designate an [Assignment: organization-defined Documentation compbl!la‘?t and resilient
official] to manage the development, documentation, capabilities.
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Restrict access to [Assignment: organization-defined L;t;\l;t”:c‘gesixtlztdtio ictgln;r:é :2?‘_
MP-02 Media Access  |types of digital and/or non-digital media] to Functional (Intersects With Media Access DCH-03 digital media to autgorized
[Assignment: organization-defined personnel or roles]. individual
Restrict access to [Assignment: organization-defined Endpoint Device Mechanisms exist to facilitate the|
MP-02 Media Access  [types of digital and/or non-digital media] to Functional |Intersects With Manapement (EDM) END-01 [implementation of Endpoint
[Assignment: organization-defined personnel or roles]. 9 Device Management (EDM)
a. Mark system media indicating the distribution Mechanlsms exist to mark media
limitations, handling caveats, and applicable security in accordance with data
. markings (if any) of the information; andb. Exempt . " . protection requirements so that
MP-03 Media Marking _ e X Functional |Intersects With| Media Marking | DCH-04 |personnel are alerted to
[Assignment: organization-defined types of system distribution limitations, handling
media] from markin_g if_the me_dia remain within caveats and appl\cab\é security
[Assignment: organization-defined controlled areas]. requirements.
/Automated mechanisms exist to
a. Mark system media indicating the distribution mark physical media and digital
limitations, handling caveats, and applicable security files to indicate the distribution
. markings (if any) of the information; andb. Exempt . DCH- |limitations, handling
MP-03 Media Marking [Assignment: organization-defined types of system Functional  Intersects With| Automated Marking 04.1 |requirements and applicable
media] from marking if the media remain within security markings (if any) of the
[Assignment: organization-defined controlled areas]. information to aid Data Loss
Prevention (DLP) technologies.
la. Sanitize [Assignment: organization-defined system
media] prior to disposal, releas_e out of_orgamz?tlonal Mechanisms exist to securely
icontrol, or release for reuse using [Assignment: Physical Media dispose of media when it is no
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional [Intersects With Disposal DCH-08 longer required, using formal
procedures]; andb. Employ sanitization mechanisms P 9 d a ’ 9
with the strength and integrity commensurate with the procedures.
security category or classification of the information.
a. Sanitize [Assignment: organization-defined system Mechanisms exist to sanitize
media] prior to disposal, release out of organizational system media with the strength
icontrol, or release for reuse using [Assignment: System Media and integrity commensurate with
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With )S, tizati DCH-009 [the classification or sensitivity of
procedures]; andb. Employ sanitization mechanisms anitization the information prior to disposal,
with the strength and integrity commensurate with the release out of organizational
security category or classification of the information. control or release for reuse.
la. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
control, or release for reuse using [Assignment: Sanitization of DCH- Mechanisms exist to facilitate the
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With personal Data (PD) | 09.3 sanitization of Personal Data
procedures]; andb. Employ sanitization mechanisms . (PD).
with the strength and integrity commensurate with the
sevcyurity category or classification of the information.
Media Sanitization | gortabletst?r:age dtevicesgrio{htofc?lnne_cting such First Time U e Mec;‘antismts' exist t_‘i aPE'Y
" evices to the system under the following . irst Time Use - |nondestructive sanitization
MP-06(03) qur\eli:sntiruucet\sve circumstances: [Assignment: organization-defined Functional  Intersects With Sanitization 09.4 [techniques to portable storage
a circumstances requiring sanitization of portable devices prior to first use.
/Apply nondestructive sanitization techniques to Mechanisms exist to sanitize
portable storage devices prior to connecting such system media with the strength
Media Sanitization | 4 to the system under the followin: System Media and integrity commensurate with
MP-06(03) Nondestructive evices to h yster . lowing N Functional [Intersects With ystem Me DCH-09 |the classification or sensitivity of
Techniques c!rcumstances. [As;lgnment: prggnlzatlon-deﬁned Sanitization the information prior to disposal,
circumstances requiring sanitization of portable ) t of izational
storage devices. release out of organizationa
- control or release for reuse.
Media Sanitization | po't‘able storage devices prior to CO""?Ct'"g such P Mechanisms exist to facilitate the|
MP-06(03) Nondestructive d_evwces to the system under the fo\_low!ng N Functional |Intersects With Sanitization of DCH- sanitization of Personal Data
Techniques c!rcumstances: [Asslgnment: prggmzatlon-deﬁned Personal Data (PD) | 09.3 (PD)
circumstances requiring sanitization of portable .
a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system Mechanisms exist to retain
media] on [Assignment: organization-defined systems Media & Data media and data in accordance
MP-07 Media Use or system components] using [Assignment: Functional |Intersects With Retention DCH-18|with applicable statutory,
lorganization-defined controls]; andb. Prohibit the use regulatory and contractual
of portable storage devices in organizational systems obligations.
when such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system
media] on [Assignment: organization-defined systems Mechanisms exist to restrict the
MP-07 Media Use or system components] using [Assignment: Functional [Intersects With Media Use DCH-10|use of types of digital media on
lorganization-defined controls]; andb. Prohibit the use systems or system components.
of portable storage devices in organizational systems
when such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the use of Mechanisms exist to prohibit the
[Assignment: organization-defined types of system use of portable storage devices
media] on [Assignment: organization-defined systems Prohibit Use DCH- in organizational systems when
MP-07 Media Use lor system components] using [Assignment: Functional |Intersects With Without Owner 10.2 such devices have no identifiable
lorganization-defined controls]; andb. Prohibit the use = lowner.
of portable storage devices in organizational systems
when such devices have no identifiable owner.
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Mechanisms exist to establish,
Procedures to facilitate the implementation of the Publishing Security, imaintain and disseminate
Policy and physical and environmental protection policy and the ) Compliance & policies, standards and
PE-01 Procedures lassociated physical and environmental protection Functional |Intersects With Resilience GOv-02 procedures necessary for secure,
controls;b. Designate an [Assignment: organization- Documentation compliant and resilient
defined official] to manage the development, capabilities.
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the Physical & Mechanisms exist to facilitate the|
Policy and physical and environmental protection policy and the . . operation of physical and
PE-01 Procedures lassociated physical and environmental protection Functional Subset Of El;’wré)nrtr‘\ental PES-01 environmental protection 10
controls;b. Designate an [Assignment: organization- rotections controls.
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or Mechanisms exist to review the
roles]:1. [Selection (one or more): Organization-level; Security, Compliance &
Mission/business process-level; System-level] physical Resilience Program (SCRP),
land environmental protection policy that:a. Addresses including policies, standards and
purpose, scope, roles, responsibilities, management procedures, at planned intervals
icommitment, coordination among organizational or if significant changes occur to
lentities, and compliance; andb. Is consistent with lensure their continuing
lapplicable laws, executive orders, directives, suitability, adequacy and
regulations, policies, standards, and guidelines; and2. effectiveness.
Procedures to facilitate the implementation of the Periodic Review &
Policy and physical and environmental protection policy and the " Update of Security,
PE-01 Procedures lassociated physical and environmental protection Functional |Intersects With Compliance & GOV-03 5
controls;b. Designate an [Assignment: organization- Resilience Program
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
Records | Limit  |Limit personally identifiable information contained in Mechanisms exist to minimize
PE-08(03) Personally visitor access records to the following elements Functional Equal Minimize Visitor PES- [the collection of Personal Data 10
Identifiable identified in the privacy risk assessment: [Assignment: Personal Data (PD) | 06.5 |(PD) contained in visitor access
Information lorganization-defined elements]. records.
Fire Protection | [a. Employ fire suppression systems that activate Facility security mechanisms
Suppression lautomatically and notify [Assignment: organization- exist to employ an automatic fire
Systems — defined personnel or roles] and [Assignment: . N Automatic Fire PES- |[suppression capability for critical
PE-13(02) Automatic lorganization-defined emergency responders]; andb. Functional |Intersects With Suppression 08.3 Systpems when Ehe facyinty is not 5
Activation and  |Employ an automatic fire suppression capability when staffed on a continuous basis.
Notification the facility is not staffed on a continuous basis.
Fire Protection [ [a. Employ fire suppression systems that activate exist ti) Utilize fire suppression
Suppression lautomatically and notify [Assignment: organization- devices/systems thatp;';rovide
PE-13(02) Systems —  |defined personnel or roles] and [Assignment: Functional |Intersects with| Fire SUPPression | PES- 1 oot notification of any 5
Automatic lorganization-defined emergency responders]; andb. Devices 08.2 activation to organizational
Activation and  [Employ an automatic fire suppression capability when ersonnel and emergenc
Notification the facility is not staffed on a continuous basis. P gency
Mechanisms exist to determine
security, compliance and
Mark [Assignment: organization-defined system resilience control applicability by
hardware components] indicating the impact level or Asset Scope AST- identifying, assigning and
PE-22 Component Marking|classification level of the information permitted to be Functional |Intersects With Classiﬁcatil:)n 04.1 documenting the ap_proprlate 5
processed, stored, or transmitted by the hardware '~ [asset scope categorization for all
component. 'Technology Assets, Applications
and/or Services (TAAS) and
personnel (internal and third-
Physical security mechanisms
Mark [Assignment: organization-defined system exist to mark system hardware
hardware components] indicating the impact level or components indicating the
PE-22 Component Marking|classification level of the information permitted to be Functional [Intersects With|Component Marking| PES-16 |impact or classification level of 5
processed, stored, or transmitted by the hardware the information permitted to be
icomponent. processed, stored or transmitted
S — S —— by the hardware component.
@ Plan the Jocation or site of the facility where the - - - -
Isystem resides considering physical and environmental Proc.le—::‘;grpa;ttgra el TPM- rgE;z2:?;?”%?':;30':5"'“ the
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional [Intersects With and SZ’rvice 9 04.4 |processing/storage based on 5
g:\yswc_al ?"d environmental hazards ‘";he Locations business requirements.
. Plan cation or site of the facility where the Mechanisms exist to establish an
Isystem resides considering physical and environmental Alternate alternate processing site that
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional (Intersects With Processing Site BCD-09 |provides security measures 5
physical and environmental hazards in the 9 equivalent to that of the primary
lorganizational risk management strateq: Nilte T AT =GR
: N o echanisms exist to establish an
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional [Intersects With ernaSiete 0rage | gcp.og lr?ecc:s::wcagree%aes:tes :oa;ermit 5
e Soage ang ecovery o
: system backup information.
[@. Plan the Tocation or site of the facility where the
Isystem resides considering physical and environmental Distributed Mechanisms exist to distribute
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional (Intersects With Processing & SEA-15 |processing and storage across 5
physical and environmental hazards in the Storage multiple physical locations.
oraanizational risk management strateq
Ty STCaTSTTUTTTy TITeCTTATTSTT
a. Plan the location or site of the facility where the exist to locate ‘Sy‘Stem .
" T2 . " components within the facility to
isystem resides considering physical and environmental Equipment Siting & minimize potential damage from
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional |Intersects With| -9 ?’r tection 9 PES-12 hysical %d nvironm n% | 5
physical and environmental hazards in the otectio ga)z/:rcdas aand teo mir?im;e tie
organizational risk management strategy. opportunity for unauthorized
@. Plan the_locatlon or lee of the_facmty whe(e the i Mechanisms exist to facilitate the
Isystem resides considering physical and environmental Physical & operation of physical and
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional [Intersects With| Environmental PES-01 environmental yrotection 5
physical and environmental hazards in the Protections p
P a controls.
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . " e
lexecutive orders, directives, regulations, policies, Security, mfg:;x‘;r:;t;ilsgft?egﬂlr'ctzte the
Policy and stan_dards, an_d guidelines;_ and2. Procedul_'es to : . Comp_li_ance & planning controls that provide a
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Resilience PRM-01 ortfolio management approach 10
land the associated planning controls;b. Designate an Protection Portfolio f hi 9 it p'f
[Assignment: organization-defined official] to manage Management © achieve security, compliance
: " PN and resilience objectives.
the development, documentation, and dissemination of]|
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
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Policy and
PL-01 Procedures

Focal Document Element (FDE) Description

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

o1 o s
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Functional

Subset Of

Statutory,
Regulatory &
Contractual
Compliance

CPL-01

Mechanisms exist to facilitate the
identification and
implementation of relevant
statutory, regulatory and
contractual controls.

10
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Policy and
PL-01 Procedures

[Ass\gnment organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy tha Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Subset Of

Technology
Development &
Acquisition

TDA-01

Mechanisms exist to facilitate the
implementation of tailored
development and acquisition
strategies, contract tools and
procurement methods to meet
unique business needs.

10

Policy and
PL-01 Procedures

[Ass\gnment organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guideline: d2. Procedures to

facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:

lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Policy and
PL-01 Procedures

[Ass\gnment organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and followmg [Assignment: organization-

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

System Security

PL-02 and Privacy Plans

enterpnse archltecture 2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or over\ays if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requlrements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified

during plan implementation or control assessments;

Functional

Intersects With

Plan / Coordinate
with Other
Organizational
Entities

IAO-
03.1

Mechanisms exist to plan and
coordinate Information
|Assurance Program (IAP)
activities with affected
stakeholders before conducting
such activities in order to reduce
the potential impact on
operations.
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Set Theory Relationship Mapping (STRM)

PL-02

System Security
and Privacy Plans

Focal Document Element (FDE) Description

lenterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or over\ays if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requlrements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Functional

Intersects With

Applied Security,
Compliance and
Resilience Controls
Documentation

1A0-03

Mechanisms exist to generate
authoritative documentation
(e.g., System Security Plan (SSP))
that:

(1) Identifies key architectural
and implementation information
on in-scope Technology Assets,
/Applications and/or Services
(TAAS);

(2) Reflects the current state of
applied security, compliance and
resilience controls on applicable
People, Processes, Technologies,
Data and/or Facilities (PPTDF)
that are contained within the
system boundary; and

(3) Provides a historical record of
applied security controls,
including changes.

version 2026.1_x000a_03/27/2026

PL-02

System Security
and Privacy Plans

PL-04

Rules of Behavior

lenterprise architecture;2. Explicitly define the
iconstituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
any specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;
o TequTTy

Functional

Intersects With

Network Diagrams
& Data Flow
Diagrams (DFDs)

AST-04

Mechanisms exist to maintain
network architecture diagrams
that:

(1) Contain sufficient detail to
assess the security of the
network's architecture;

(2) Reflect the current
architecture of the network
environment; and

(3) Document all
sensitive/regulated data flows.

to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
idocumented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

Functional

Intersects With

Terms of
Employment

HRS-05

Mechanisms exist to require all
employees and contractors to
apply cybersecurity and data
protection principles in their daily|
work to enable secure, compliant
and resilient capabilities.

PL-04

Rules of Behavior

eEstatsramrproviae o requTTTyaTTe:
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
idocumented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

Functional

Intersects With

Rules of Behavior

HRS-
05.1

Mechanisms exist to define
acceptable and unacceptable
rules of behavior for the use of
technologies, including
consequences for unacceptable
behavior.

PL-04

Rules of Behavior

st o proviae o TequTTTy
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
idocumented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

1

Functional

Intersects With

Technology Use
Restrictions

HRS-
05.3

Mechanisms exist to establish
usage restrictions and
implementation guidance for
organizational technologies
based on the potential to cause
damage to Technology Assets,
/Applications and/or Services
(TAAS), if used maliciously.

PL-04(01)

Rules of Behavior |
Social Media and
External
Site/application
Usage Restrictions

PL-08

Security and
Privacy
Architectures

Include in the rules of behavior, restrictions on:a. Use
of social media, social networking sites, and external
sites/applications;b. Posting organizational information
lon public websites; andc. Use of organization-provided
identifiers (e.g., email addresses) and authentication
secrets (e.g., passwords) for creating accounts on
lexternal sites/applications.

Functional

Equal

Social Media &
Social Networking
Restrictions

HRS-
05.2

Mechanisms exist to define rules
of behavior that contain explicit
restrictions on the use of social
media and networking sites,
posting information on
commercial websites and sharing
account information.

10

isystem that:1. Describe the requirements and
lapproach to be taken for protecting the confidentiality,
integrity, and availability of organizational
information;2. Describe the requirements and
lapproach to be taken for processing personally
identifiable information to minimize privacy risk to
individuals;3. Describe how the architectures are
integrated into and support the enterprise
architecture; and4. Describe any assumptions about,

and dependencies on, external systems and services;b.

Review and update the architectures [Assignment:
lorganization-defined frequency] to reflect changes in
the enterprise architecture; andc. Reflect planned
architecture changes in security and privacy plans,
IConcept of Operations (CONOPS), criticality analysis,
lorganizational procedures, and procurements and

Functional

Intersects With

Alignment With
Enterprise
Architecture

SEA-02

Mechanisms exist to develop an
enterprise architecture, aligned
with industry-recognized leading
practices, with consideration for
security, compliance and
resilience principles that
addresses risk to organizational
operations, assets, individuals
and other organizations.
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FDE Nam

Focal Document Element (FDE) Desc
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Cantral Naccrintion
Mechanisms exist to centrally-

version 2026.1_x000a_03/27/2026

Milestones Process

loperations and assets, individuals, other organizations,
land the Nation; and3. Are reported in accordance with
lestablished reporting requirements.b. Review plans of
laction and milestones for consistency with the
lorganizational risk management strategy and
lorganization-wide priorities for risk response actions.

Deficiency Tracking

(5) Source deficiency
identification/detection;

(6) Temporary compensating
controls, if applicable;

(7) Point of Contact (POC) (e.g.,
asset/process owner);

(8) Resources required to

Central centrall (Assi " ation-defined Macr?;gt:n“é?\f of Sen manage the :)rgadnization-wide
entra entrally manage [Assignment: organization-define . ! - - |management an
PL-09 Management |controls and related processes]. Functional - intersects With|  _ Security, | ‘011 |implementation of security, 5
Resilienpcle Controls compliance and resilience
Centranzed controls and related processe:
. . ot " Mechanisms exist to centrally-
Central ICentrally manage [Assignment: organization-defined . Management of VPM- P
PL-09 Management controlsyand related pr(?cesses]. ¢ Functional Intersects With Flaw Rgmediation 05.1 rpr;z::gse the flaw remediation 5
Pracesse -
Mechanisms exist to assign one
lor more qualified individuals with
Assigned Security, the mission and resources to
Central ICentrally manage [Assignment: organization-defined : 8 Compliance & centrally-manage, coordinate,
PL-09 Management icontrols and related processes]. Functional  intersects With Resilience GOv-04 develop, implement and 5
Responsibilities maintain an enterprise-wide
Security, Compliance &
Resilience Program (SCRP).
Central Centrally manage [Assignment: organization-defined Macnealg;?n"éﬁ(tj of EnD- [Mechanisms exist to centrally-
PL-09 Management controls and related processes]. Functional Intersects With Antimalware 04.3 ma:agle a_ntlmalware 5
Technologies technologies.
. . - y Mechanisms exist to centrally-
Central ICentrally manage [Assignment: organization-defined . N Central END- PR
PL-09 Management controls and related processes]. Functional |Intersects With Management 08.1 rp"‘r?)?eagtieointtgcphhrlso:‘lljg?eind spam 5
Mechanisms exist to centrally
Central ICentrally manage [Assignment: organization-defined Centralized MON mag\age ana lépdate thelcriteria
1 : ization- i - |to be captured in event logs
PL-09 Management controlsyand relgated pr(?cesses]. ¢ Functional  Intersects With E\I;/Ieanr;algjemce;r:tgfwt 03.6 generatgd by organizationg- 5
9 defined system components.
la. Develop and disseminate an organization-wide
information security program plan that:1. Provides an
loverview of the requirements for the security program
land a description of the security program management|
icontrols and common controls in place or planned for
meeting those requirements;2. Includes the
identification and assignment of roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance;3. Reflects the " . . -
Information icoordination among organizational entities responsible Co;esl?ar:cyé & m,?:l};;";'r:tf;:"sgft:efcaucr'ilt';ate LS
PM-01 Security Program [for information security; and4. Is approved by a senior | Functional Subset Of Resilience Program GOV-01 compliance and resilience ' 10
Plan official with responsibility and accountability for the (SCRP) governance controls
risk being incurred to organizational operations .
(including mission, functions, image, and reputation),
lorganizational assets, individuals, other organizations,
land the Nation;b. Review and update the organization-
\wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
a. Develop and disseminate an organization-wide Mechanisms exist to review the
information security program plan that:1. Provides an Security, Compliance &
loverview of the requirements for the security program Resilience Program (SCRP),
land a description of the security program management| including policies, standards and
icontrols and common controls in place or planned for procedures, at planned intervals
meeting those requirements;2. Includes the or if significant changes occur to
identification and assignment of roles, responsibilities, lensure their continuing
management commitment, coordination among suitability, adequacy and
lorganizational entities, and compliance;3. Reflects the - . effectiveness.
Information icoordination among organizational entities responsible lfeélaotdeI(C:)ng‘e“Ceuvlyit&
PM-01 Security Program [for information security; and4. Is approved by a senior | Functional [Intersects With pCom liance & Y+ Gov-03 5
Plan official with responsibility and accountability for the Resilienpce Program
risk being incurred to organizational operations
(including mission, functions, image, and reputation),
lorganizational assets, individuals, other organizations,
land the Nation;b. Review and update the organization-
\wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
a. Develop and disseminate an organization-wide
information security program plan that:1. Provides an
loverview of the requirements for the security program
land a description of the security program management|
icontrols and common controls in place or planned for
meeting those requirements;2. Includes the
identification and assignment of roles, responsibilities,
management commitment, coordination among . " :
lorganizational entities, and compliance;3. Reflects the Publishing Security. mzic:taa?:‘s;nnsdegiljstet;ﬁsattaebllsh,
Information icoordination among organizational entities responsible Compliance & ' policies, standards and
PM-01 Security Program [for information security; and4. Is approved by a senior | Functional [Intersects With Resilience GOV-02 procedxjres necessary for secure 5
Plan official with responsibility and accountability for the Documentation compliant and resilient '
risk being incurred to organizational operations capabilities
(including mission, functions, image, and reputation), .
lorganizational assets, individuals, other organizations,
land the Nation;b. Review and update the organization-
\wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
a. Include the resources needed to implement the
information security and privacy programs in capital Mechanisms exist to address all
planning and investment requests and document all capital planning and investment
Information Zxceptionts ttp this requgefmendt‘;jb. Pr_eparef " c Seclgrity, o reql:jesdtst, \r_]c\ulding tft]ethresources
y ocumentation required for addressing information . ompliance needed to implement the
PM-03 Pri\?aecc;;teysszgces security and privacy programs in capital planning and Functional Equal Resilience Resource PRM-02 Security, Compliance & 10
investment requests in accordance with applicable Management Resilience Program (SCRP) and
laws, executive orders, directives, policies, regulations, document all exceptions to this
istandards; andc. Make available for expenditure, the requirement.
planned information security and privacy resources.
a. Implement a process to ensure that plans of action
land milestones for the information security, privacy,
land supply chain risk management programs and
lassociated organizational systems:1. Are developed
land maintained;2. Document the remedial information . .
Plan of Action and sec_urity, privacy, and supply chain_ risk management ) Vulnera_bi!ity yjﬁzig;m;g’gi ;ome:es:‘;)rle that
PM-04 Milestones Process actions to adequately respond to risk to organizational | Functional [Intersects With Remediation VPM-02 identified, tracked and 5
loperations and assets, individuals, other organizations, Process remediatéd
land the Nation; and3. Are reported in accordance with :
lestablished reporting requirements.b. Review plans of
laction and milestones for consistency with the
lorganizational risk management strategy and
lorganization-wide priorities for risk response actions.
. (2) Applicable security,
a. Implement a process to ensure that plans of action H .
land milestones for the information security, privacy, Egnmt;r)(l)lla.nce and/or resilience
land supply chain risk management programs and (3) Des’cription of the
lassociated organizational systems:1. Are developed deficiency(ies);
land maintained;2. Document the remedial information (4) Risk ays:sociéted with the
" isecurity, privacy, and supply chain risk management . L N
PM-04 Plan of Action and actions to adequately respond to risk to organizational | Functional [Intersects With Capabilities IAO-05 deficiency(ies); 5
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Develop and update [Assignment: organization-defined

st to Tacilitate an
IT Asset Management (ITAM)

PM-05 System Inventory frequency] an inventory of organizational systems. Functional [Intersects With| Asset Governance | AST-01 mgrg];agrg atg;g%zr::g;?‘rgt 5
control
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
Data (TAASD) that:
(1) Accurately reflects the
current TAASD in use;
(2) Identifies authorized software
products, including business
liustification details;
-~ Develop and update [Assignment: organization-defined " 0> |(3) Is at the level of granularity
PM-05 System Inventory frequency] an inventory of organizational systems. Functional [Intersects With| Asset Inventories | AST-02 deemed necessary for tracking 5
and reporting;
(4) Includes organization-defined
information deemed necessary to|
achieve effective property
accountability; and
(5) Is available for review and
audit by designated
organizational personnel.
Mechanisms exist to establish
Syslt:\r);';r;;/s;;(;ry | Establish, maintain, and update [Assignment: z;\glm_aelgﬁig:gcyu;;esl;ttslnventory
-~ lorganization-defined frequency] an inventory of all " Inventory of -~ Py .
PM-05(01) Izeernst(i)f?:gl):e systems, applications, and projects that process Functional |intersects With Personal Data (PD) PRI-05.5 #’A’)A“Sc)atfnts ar|||d/c;r Services 5
: personally identifiable information. at coflect, receive,
Information process, store, transmit, share,
TP update and/or dispose Personal
Inventory of " [FSraPISIT, Mamtam, and Upaate [ASSIgnment: Personal Data (PD) /Automated mechanisms exist to
PM-05(01) Personally g;gf;rﬁ:t';’g‘;ﬂsggﬁgsﬁgggep”rf)’j’i o 't?“;f’:fr‘:)'cyegga” Functional _[Intersects With| Inventory _ |PRI.05 gjdetermine if personal Data (°D) 5
Identifiable nersanally identifiable information Automation Support 's maintained in electronic form-
Mechanisms exist to assign one
lor more qualified individuals with
essres o [Peilop, monitr,andrpor nth esus o
PM-06 Performance meforflzjr:r?‘talonz(:ecunty and privacy measures of Functional [Intersects With Resilience GOV-04 develop, implement and 5
P . Responsibilities maintain an enterprise-wide
Security, Compliance &
Resilience Program (SCRP).
Mechanisms exist to develop,
Develop, monitor, and report on the results of report and monitor Security,
PM-06 Measures of information security and privacy measures of Functional |Intersects With Measures of GOV-05 |Compliance & Resilience 5
Performance Performance
performance. Program (SCRP) measures of
performance.
Mechanisms exist to develop an
enterprise architecture, aligned
Develop and maintain an enterprise architecture with Ali t With W|thtl_ndustr)/t-lsecogqazedt\gadflng
Enterprise iconsideration for information security, privacy, and the Functi I it ts With |gEmtT|en Wi SEA-02 prac 'ies’ wi I.CO"S' erz fon for 5
PM-07 Architecture resulting risk to organizational operations and assets, unctional intersects Wi Arzhiet?crtlz?e B ?:;i‘l"igny(:veco;\i"ne:ila:';zetﬁgt
individuals, other organizations, and the Nation. addressesprisk tg organizational
operations, assets, individuals
and other organizations.
Mechanisms exist to facilitate the
implementation of contingency
. . N . . planning controls to help ensure
Crtical _ [development, documentarion. and updating of 8 Business Continuity resiient rechnolooy Assets,
- PSS . g ! i - ications and/or Services
PM-08 Infrastructure Plan [critical infrastructure and key resources protection Functional [intersects With Sl\y'lsatr;?ng?g’ga;) BCD-01 ('IP:AS) (e.g., Continuity of 5
plan. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
IAddress information security and privacy issues in the Statutory, ilt;;;'tli;i'c”at'ilz':neaxriit fofacilitate the
- Critical development, documentation, and updating of a " Regulatory & 01 |i
PM-08 Infrastructure Plan [critical infrastructure and key resources protection Functional |intersects With Contractual CPL-01 ;Tapt{i':;ntraet&r"a%:ye‘::snt 5
plan. Compliance contractual control
Security risk to organizational operations and assets,
individuals, other organizations, and the Nation
lassociated with the operation and use of organizational
Isystems; and2. Privacy risk to individuals resulting Mechanisms exist to facilitate the|
Risk Management |[from the authorized processing of personally " Risk Management implementation of strategic,
PM-09 Strategy identifiable information;b. Implement the risk Functional Equal Program RSK-01 operational and tactical risk 10
management strategy consistently across the management controls.
lorganization; andc. Review and update the risk
management strategy [Assignment: organization-
defined frequency] or as required, to address
e TTaTTage T Ty aTToprTvarcy-Stateor
lorganizational systems and the environments in which M . : .
ot echanisms exist to facilitate the|
e those systems op_erate t_hro_u_gh authorlza_tlon N Information implementation of security,
PM-10 Authorization processes;b. Deslgqqtg '"d',‘”q“a‘s to mlﬁ” Spec‘ﬁc . Functional Equal Assurance (IA) IAO-01 |compliance and resilience 10
Process roles and responsibilities within the organizational risk Operations assessment and authorization
management process; andc. Integrate the P Controls
lauthorization processes into an organization-wide risk .
MTETITATITSTITS EATST To-UeTTTe
business processes with
a. Define organizational mission and business consideration for security,
processes with consideration for information security gzgfx]ai:::a"d resilience that
land privacy and the resulting risk to organizational (1) The resulting risk to
Mission and loperations, organizational assets, individuals, other organizational gperations assets
- © lorganizations, and the Nation; andb. Determine : Business Process 06 [indivi . '
PM-11 BuslgeeéiitPiI:ncess information protection and personally identifiable Functional Equal Definition PRM-06 g‘rdg/rl:?;aatlizg;da%z‘er 10
information processing needs arising from the defined g o .
e - A . (2) Information protection needs
mission and business processes; andc. Review and arising from the defined business
revise the mission and business processes procegses and revises the
[Assignment: organization-defined frequency]. processes as necessary, until an
achievable set of protection
o !
N . " N " Mechanisms exist to define
- Security and Establish a security and privacy workforce : Defined Roles & 7 :
PM-13 Privacy Workforce |development and improvement program. Functional  Intersects With Responsibilities HRS-03 fg;)pegiiic;{ilttiye;ofﬁsasl‘l personnel 5
Security and Establish a security and privacy workforce Co;epcl?ar:cyé & Mechanisms exist to facilitate the
- i ~01 |implementation of securit
PM-13 Privacy Workforce |development and improvement program. Functional |intersects With Resilience-Minded SAT-01 woﬁkforce development ar):d 5
Workforce f
[ TTTPTETTETTC @ PrUCESS Tor enSuTTg Tt
lorganizational plans for conducting security and
privacy “—‘5“’?9' traln\qg, ?"d monitoring activities Personal Data (PD) Mechanisms exist to conduct
Testing, Training, [2SS0ciated with organizational systems:1. Are . Control Testing, testing, training and monitoring
PM-14 and Monitorin developed and maintained; and2. Continue to be Functional (Intersects With Training & PRI-08 activities for Personal Data (PD) 5
9 |executed; andb. Review testing, training, and ning
" " Monitoring controls.
monitoring plans for consistency with the
lorganizational risk management strategy and
aranfpirtef gt RRg s dnsatnfae
lorganizational plans for conducting security and . . .
privacy testing, training, and monitoring activities s N Mechanisms e)i.'St to pro(;llde a
. . iated with organizational systems:1. Are ecurity, security, compliance and
Testing, Training, [2>5°C ganiz 4 : ) Compliance & resilience controls oversight
PM-14 o . 2" |developed and maintained; and2. Continue to be Functional |Intersects With o CPL-02 : 5
and Monitoring lexecuted; andb. Review testing, training, and Resilience Controls function that reports to the
monitoring plans for consistency with the Oversight loeré;:g;:?on s executive
lorganizational risk management strategy and p-
P i Airitio foe vl
Establish and institutionalize contact with selected ;?;:Z;f’i:t'ellyh eer:c[ewr;“ra‘:v;l ';";‘ta
igroups and associations within the security and includes a crgoss-orpan?zation
privacy communities:a. To facilitate ongoing security informatwon-sharing capabilit
Security and land privacy education and training for organizational Threat Intelligence that can influence %he P Y
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional (Intersects With 9 THR-01 5

Associations

isecurity and privacy practices, techniques, and
technologies; andc. To share current security and
privacy information, including threats, vulnerabilities,

and incidents.

Program

development of the system and
security architectures, selection
of security solutions, monitoring,

threat hunting, response and
recovery activitie:
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Contral
Mechanisms exist to es
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contact with selected groups and
associations within the security,
compliance and resilience
Establish and institutionalize contact with selected (Cf)rrg:cl':lri‘t‘talte: ;?]' oin
igroups and associations_l_wi;hinI the security and cybersecurity algd dgta
privacy communities:a. To facilitate ongoing security : : .
Security and land privacy education and training for organizational Contacts With ?Jf;ercgﬂf'zaeﬂﬁﬁimz,iggnt;?.'”'”g
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional (Intersects With Groups & GOV-07 (2) M;Jintain currer?cy With ' 5
Associations isecurity and privacy practices, techniques, and Associations recommended cybersecurity and
te_chnolo_gies; an_dc, To sha_re current security ar]q . data protection practices,
gzgaiﬁgiélggzzatlon, including threats, vulnerabilities, taencdhniques and technologies;
(3) Share current cybersecurity
and/or data protection-related
information including threats,
vulnerabilities and incident
. . Mechanisms exist to ensure that
a. Es_tabllsh policy and proce_dures to ensure that ) ) the requirements for the
Protecting requlrem_ent§ for the‘protectlgn of controlled Protecting Sensitive protection of sensitive/regulated
unclassified information that is processed, stored or / Regulated Data on
oML7 Sontrolled  |transmitted on external systems, are implementedin | [ oo Eaual External DCH. [data processed, stored or 1
- Informatilon on a_ccorqance wi_th applicable_ laws, executive orders, uncti qu Techno\ggy Assets,| 13.3 Technology Assets, Applications
External Systems dlreptlves, policies, regu\at!ons, and standards; andb. Appl\c_atlons and/or and/or Services (TAAS), are
Review and update the policy and procedures Services (TAAS) implemented in accordance with
[Assignment: organization-defined frequency]. applicable statutory, regulatory
privacy program plan that provides an overview of the Mechanisms exist to facilitate the
agency’s privacy program, and:1. Includes a implementation and operation of
description of the structure of the privacy program and data protection controls
the resources dedicated to the privacy program;2. throughout the data lifecycle to
Provides an overview of the requirements for the ensure all forms of Personal Data
privacy program and a description of the privacy (PD) are processed lawfully, fairly|
program management controls and common controls and transparently.
in place or planned for meeting those requirements;3.
Includes the role of the senior agency official for
privacy and the identification and assignment of roles
of other privacy officials and staff and their
. responsibilities;4. Describes management .
PM-18 Prlvac);‘Program icommitment, compliance, and the strategic goals and Functional Equal DaPta Privacy PRI-01 10
an lobjectives of the privacy program;5. Reflects rogram
icoordination among organizational entities responsible
for the different aspects of privacy; and6. Is approved
by a senior official with responsibility and
laccountability for the privacy risk being incurred to
lorganizational operations (including mission, functions,
image, and reputation), organizational assets,
individuals, other organizations, and the Nation; andb.
Update the plan [Assignment: organization-defined
frequency] and to address changes in federal privacy
laws and policy and organizational changes and
problems identified during plan implementation or
Mechanisms exist to appoints a
Chief Privacy Officer (CPO) or
/Appoint a senior agency official for privacy with the rs\f‘rir;'slﬁ;nmalec'cmmatgﬁitayug:&”ty'
Privacy Program [2uthority, mission, accountability, and resources to ) Chief Privacy resources to coordinate, develop
PM-19 Le coordinate, develop, and implement, applicable Functional Equal ) PRI-01.1] : o 10
eadership Role : " A N Officer (CPO) and implement, applicable data
privacy requirements and manage privacy risks privacy requirements and
through the organization-wide privacy program. manage data privacy risks
through the organization-wide
data privacy program.
(1) Ensure that the public has
access to information about
organizational data privacy
activities and can communicate
Maintain a central resource webpage on the rg;ho')tzf;':f“:p\r’gg Officer
lorganization’s principal public website that serves as a (2) Ensure that orgahizational
icentral source of information about the organization’s data privacy practices are
privacy program and that:a. Ensures that the public ublicly available through
Di P has access to information about organizational privacy Dissemination of P 1Y a roug!
issemination of > S A " : organizational websites or
PM-20 Privacy Program [2Ctivities and can communicate with its senior agency | g ctional Equal Data Privacy |55 61 3ldocument repositories; 10
y Prog " q P )
Information of_ﬁclal for privacy;b. Ensures that orga_mzatlonal Program (3) Utilize publicly facing email
privacy practices and reports are publicly available; Information addresses and/or phone lines to
landc. Employs publicly facing email addresses and/or enable the public to provide
phone lines to enable the public to provide feedback feedback and/or direct questions
an_dlor direct questions to privacy offices regarding to data privacy office(s)
privacy practices. regarding data privacy practices;
(4) Inform data subjects when
changes are made to the privacy
notice and the nature of such
Mechanisms exist to:
(1) Make data privacy notice(s)
available to individuals upon first
interacting with an organization
and subsequently as necessary;
(2) Ensure that data privacy
notices are clear and easy-to-
Develop and post privacy policies on all external-facing understand, expressing relevant
\websites, mobile applications, and other digital information about how Personal
Dissemination of |services, that:a. Are written in plain language and Data (PD) is collected, received,
Privacy Program |organized in a way that is easy to understand and processed, stored, transmitted,
Information | navigate;b. Provide information needed by the public shared, updated and/or di
PM-20(01) Privacy Policies on |to make an informed decision about whether and how | Functional Equal Data Privacy Notice| PRI-02 ((3) Contain all necessary notice- 10
Websites, to interact with the organization; andc. Are updated related criteria required by
Applications, and |whenever the organization makes a substantive applicable statutory, regulatory
Digital Services |change to the practices it describes and includes a and contractual obligations;
time/date stamp to inform the public of the date of the (4) Define the scope of PD
most recent changes. processing activities, including
the geographic locations and
third-party recipients that
process the PD within the scope
of the data privacy notice;
(5) Periodically, review and
update the content of the privacy|
a. Develop and maintain an accurate accounting of ﬁe';.fan?sms exist to p’r'g\“,ide datal
disclosures of personally identifiable information, subjects with an accounting of
including:1. Date, nature, and purpose of each disclosures of their Personal Data
disclosure; and2. Name and address, or other contact (PD) controlled by:
information of the individual or organization to which (1) The organization; and/or
Accounting of  |the disclosure was made;b. Retain the accounting of : Accounting of 2) Relevant third-parties that
PM-21 Disclosures disclosures for the length of the time the personally Functional Equal Disclosures PRI-14.1 ih)eir PD was share’fﬁ with. 10
identifiable information is maintained or five years
after the disclosure is made, whichever is longer; andc.
Make the accounting of disclosures available to the
individual to whom the personally identifiable
information relates upon request.
Develop and document organization-wide policies and
procedures for:a. Reviewing for the accuracy, . .
relevance, timeliness, and completeness of personally M:;T"'j;ﬂiexé?;gtwi"age the
Personally identifiable information across the information life iqntegr)i,t'y andyivmpjact Y,
Identifiable cycle;b. Correcting or deleting inaccurate or outdated : Data Qualit) i
PM-22 Information Quality pyersonally identiﬁgable informgation;c. Disseminating Functional Intersects With Managemenyt PRI-10 _t{jetetr_r;?lnf_tlon ?nd de- 5
Management notice of corrected or deleted personally identifiable lseir;ilti\f:/:ggu(l)ated data across
information to individuals or other appropriate entities; the information lifecycle
landd. Appeals of adverse decisions on correction or .
deletion requests.
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Develop and document organization-wide policies and
procedures for:a. Reviewing for the accuracy, Mechanisms exist to check for
relevance, timeliness, and completeness of personally Redundant, Obsolete/Outdated,
Personally identifiable information across the information life Toxic or Trivial (ROTT) data to
- Identifiable cycle;b. Correcting or deleting inaccurate or outdated " Data Quality - |ensure the accuracy, relevance,
PM-22 Information Quality |personally identifiable information;c. Disseminating Functional  Intersects With Operations DCH-22 timeliness, impact, completeness
Management notice of corrected or deleted personally identifiable and de-identification of
information to individuals or other appropriate entities; information throughout the
landd. Appeals of adverse decisions on correction or information lifecycle.
deletion requests.
Mechanisms exist to establish a
Establish a Data Governance Body consisting of written charter for a Data
PM-23 Data G;l;/ljernance [Assignment: organization-defined roles] with Functional |Intersects With Data MBaor;igement PRI-13 [Management Board (DMB) and
Y [Assignment: organization-defined responsibilities]. assigned organization-defined
roles to the DMB,
=)
quality, utility, objectivity,
Establish a Data Governance Body consisting of integrity and impact
PM-23 Data Gé)f;/demance [Assignment: organization-defined roles] with Functional |Intersects With 3:;2 Qeunils‘:tnyt PRI-10 |determination and de-
Y [Assignment: organization-defined responsibilities]. 9 identification of
sensitive/regulated data across
Mechanisms exist to facilitate
data governance to oversee the
organization's policies, standards
Data Governance Establish a Data Governance Body consisting of and procedures so that
PM-23 Bod [Assignment: organization-defined roles] with Functional [Intersects With| Data Governance |GOV-10 |sensitive/regulated data is
y [Assignment: organization-defined responsibilities]. effectively managed and
maintained in accordance with
applicable statutory, regulatory
and contractual obligations.
Mechanisms exist to facilitate
data governance to oversee the
Establish a Data Integrity Board to:a. Review proposals g;‘gc‘anzizg:I;xl(l)cﬁ;standards
PM-24 Data Integrity  |to conduct or participate in a matching program; andb. Functional [Intersects With| Data Governance |GOV-10 sens?tive/re ulated data is
Board IConduct an annual review of all matching programs in effectivel n%ana ed and
which the agency has participated. maintaineyd in acgordance with
applicable statutory, regulatory
and contractual obligations.
" - . Mechanisms exist to establish a
Establish a Data Integrity Board to:a. Review proposals \written charter for a Data
PM-24 Data Integrity to conduct or partlc\pa_te ina matchlng_ program; and_b. Functional |Intersects With Data Management PRI-13 [Management Board (DMB) and
Board IConduct an annual review of all matching programs in Board assigned organization-defined
which the agency has participated. " 9 9
=)
Establish a Data Integrity Board to:a. Review proposals ﬂ]ut:gtr)i’t'yu;wéyi';sfcim'ty’
- Data Integrity  [to conduct or participate in a matching program; andb. " Data Quality R Hi .
PM-24 Board IConduct an annual review of all matching programs in Functional  Intersects With Management PRI-10 ﬁj‘iﬁtri?clgfigzno?nd de
which the agency has participated. sensitive/regulated data across
Establish a Data Integrity Board to:a. Review proposals Personal Data (PD) Mechanismsdexilst to ensu;e the
- Data Integrity  [to conduct or participate in a matching program; andb. : - accuracy and relevance o
PM-24 Board (Conduct an annual review of all matching programs in | Functional |intersects With Af:tirarci{ & |PRI-05.2personal Data (PD) throughout
which the agency has participated. grity the information lifecycle by:
Establish a Data Integrity Board to:a. Review proposals DCIIEChaTsmIVSI etXLS‘t t°APUb"5h .
- Data Integrity  [to conduct or participate in a matching program; andb. . Computer Matching - omputer Matching greemen S
PM-24 Board IConduct an annual review of all matching programs in Functional Intersects With Agreements (CMA) PRI-02.3 (CMA) on the organization's
which the agency has participated. public website(s).
/Automated mechanisms exist to
Establish a Data Integrity Board to:a. Review proposals Automated Data ggfliscttg:t?etch;f/:da?)Iriggsgid
PM-24 Data Integrity to conduct or partlc\pa_te ina matchlng_ program; and_b. Functional |Intersects With Management PRI-02.2|stored, tr’ansmitted’, shared, ’
Board IConduct an annual review of all matching programs in Processes updated andfor disposed, based
hich th h ticipated. el
whicl e agency has participated on updated data subject
authorization(s).
@ Develop, document, and implement policies and Mechanisms exist to restrict
procedures that address the use of personally collecting, receiving, processing,
P identifiable information for internal testing, training, i itti i
Minimization of . L P storing, transmitting, sharing
Personally and researgh,b. .L.'m't or minimize the am"“."f of - and/or updating Personal Data
|dentifiable personally identifiable information used for internal Usage Restrictions (PD) to:
PM-25 Information Used in testing, training, and resea_r;h purposes;c. Authorize Functional [Intersects With| of Personal Data |PRI-05.4 (1) The purpose(s) originally
Testing, Training the use of personally identifiable information when (PD) collected, consistent with the
and R’esearch ’ |such information is required for internal testing, data privacy notice(s);
training, and research; andd. Review and update (2) What is authorized by the
policies and procedures [Assignment: organization- data subject, or authorized
defined freayencyl e
[a. Develop, docCUm&nt, and implement policies and
procedures that address the use of personally
PP identifiable information for internal testing, training,
Minimization of | e P
land research;b. Limit or minimize the amount of . : .
Personally Py f : . Mechanisms exist to utilize
Identifiable pers_onally ! _entlﬁable information used ‘f°" internal . Collection END- [sensors that are configured to
PM-25 h . _ltesting, training, and research purposes;c. Authorize Functional [Intersects With v 130T
Information Used in H Iy : : Minimization 13.3 |minimize the collection of
iy " the use of personally identifiable information when N cHe
Testing, Training, b inf P ired for i \ ; information about individuals.
and Research such in 'ormation is required for mterna testing,
training, and research; andd. Review and update
policies and procedures [Assignment: organization-
defined freayencyl
[a. Develop, doCUMENt, and Tmplement policies and
procedures that address the use of personally
Minimization of identifiable information for internal testing, training,
land research;b. Limit or minimize the amount of . : e
Personally Py f : : Mechanisms exist to minimize
PM-25 Identifiable F:srtsiﬁgaltl;/a:(rj\ienngtlﬂaanliilErérs‘fefJaTgﬁt;I)?J?pL:)sseezds‘fcl’r/;\:::l;)nr\az‘e Functional |Intersects With Minimize Visitor PES- |the collection of Personal Data
Ir_\rfg;trin:thrrlal‘ili‘e: iNihe use of personally identifiable information when Personal Data (PD) | 06.5 ::Ié);rzosncamed in visitor access
and ?{’esearchgv such information is required for internal testing, :
training, and research; andd. Review and update
policies and procedures [Assignment: organization-
defined freauencvl . .
a. Develop, document, and implement policies and Mechanisms exist to address the
procedures that address the use of personally use of Personal Data (PD) for
Minimization of _|dentifiable information for internal testing, training, internal testing, training and
Personall land research;b. Limit or minimize the amount of Internal Use of research that: -
Ident\ﬁablye personally identifiable information used for internal Personal Data (PD) (1) Takes measures to limit or
PM-25 Information Used in [{€tiNg; training, and research purposes;c. Authorize Functional |Intersects With For Testing, PRI-05.1|Minimize the amount of PD used
Testing, Training, |the use of personally identifiable information when Training and for internal testlng: training and
and g’esearchg' such information is required for internal testing, Research research purposes; and
training, and research; andd. Review and update (2) Authorizes the use of PD
policies and procedures [Assignment: organization- when S‘écfh |nformat||on s
defined frequency]. I‘;"“Iﬁ":‘i RSL internal testing,
[@. Develop, document, and implement policies and
procedures that address the use of personally
P identifiable information for internal testing, training, . . . .
Minimization of and research;b. Limit or minimize the amount of o i Mechanisms exist to minimize
Personally ersonally identifiable information used for internal Limit Sensitive / the use of sensitive/regulated
PM-25 dentifiable tpestin tryainin and research purposes;c. Authorize Functional |Intersects With Regulated Data In | DCH- |data for research, testing, or
Information Used in h 9. £ 9 lly identifi bF _Pf e h Testing, Training & | 18.2 [training, in accordance with
Testing, Training, |o"¢ use of personally identifiable information when Research authorized, legitimate business
and Research such information is required for internal testing, ractices.
training, and research; andd. Review and update P .
policies and procedures [Assignment: organization-
defined frequencvl
Implement a process for receiving and responding to Mechanisms exist to maintain a
icomplaints, concerns, or questions from individuals process to efficiently and
labout the organizational security and privacy practices effectively respond to requests,
that includes:a. Mechanisms that are easy to use and complaints, concerns or
readily accessible by the public;b. All information questions from authenticated
necessary for successfully filing complaints;c. Tracking data subjects about Personal
- Complaint mechanisms to ensure all complaints received are : . User Feedback -~ Data (PD) the organization
PM-26 Management  |reviewed and addressed within [Assignment: Functional lIntersects With| Ty o ement  |PRI06-4| Gliects, receives, processes,
lorganization-defined time period];d. Acknowledgement stores, transmits, shares,
of receipt of complaints, concerns, or questions from updates and/or disposes.
individuals within [Assignment: organization-defined
time period]; ande. Response to complaints, concerns,
lor questions from individuals within [Assignment:
lorganization-defined time period].
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Implement a process for receiving and responding to Mechanisms exist to maintain a
icomplaints, concerns, or questions from individuals process for data subjects to
labout the organizational security and privacy practices appeal an adverse decision.
that includes:a. Mechanisms that are easy to use and
readily accessible by the public;b. All information
necessary for successfully filing complaints;c. Tracking
Complaint mechanisms to ensure all complaints received are " N Appeal Adverse
PM-26 Management reviewed and addressed within [Assignment: Functional |Intersects With Decision PRI-06.3 5
lorganization-defined time period];d. Acknowledgement
of receipt of complaints, concerns, or questions from
individuals within [Assignment: organization-defined
time period]; ande. Response to complaints, concerns,
lor questions from individuals within [Assignment:
lorganization-defined time period].
. o ) . Mechanisms exist to document
a. Develop [Assignment: organization-defined privacy Personal Data (PD) processing
reports] and disseminate to:1. [Assignment: activities that covers collection,
lorganization-defined oversight bodies] to demonstrate receiving, processing, storage,
laccountability with statutory, regulatory, and policy Documenting Data transmission, sharing, updating
PM-27 Privacy Reporting |privacy mandates; and2. [Assignment: organization- Functional Equal Processing PRI-14 |and/or disposal actions with 10
defined officials] and other personnel with Activities sufficient detail to demonstrate
responsibility for monitoring privacy program conformity with applicable
compliance; andb. Review and update privacy reports statutory, regulatory and
[Assignment: organization-defined frequency]. contractual requirements.
Mechanisms exist to identify:
a. Identify and document:1. Assumptions affecting risk (1) Assumptions affecting risk
lassessments, risk responses, and risk monitoring;2. assessments, risk response and
IConstraints affecting risk assessments, risk responses, risk monitoring;
land risk monitoring;3. Priorities and trade-offs (2) Constraints affecting risk
: " considered by the organization for managing risk; : : RSK- |assessments, risk response and
PM-28 Risk Framing and4. Organiiationalgrisk tolerance;b. Disgtrigute the Functional Equal Risk Framing 01.1 (risk monitoring; P 10
results of risk framing activities to [Assignment: (3) The organizational risk
lorganization-defined personnel]; andc. Review and tolerance; and
update risk framing considerations [Assignment: (4) Priorities, benefits and trade-
lorganization-defined frequency]. offs considered by the
organization for managing risk.
Mechanisms exist to develop a
la. Appoint a Senior Accountable Official for Risk plan for Supply Chain Risk
Management to align organizational information M_atzatghen;ent I(SCRM)taSSOCiated
" security and privacy management processes with o with the development,
PM-29 P?&;Zlf‘awrlr?'lzgir;ripitp strategic, operational, and budgetary planning Functional |Intersects With Sulslzlr)\lazr;?\:nestlw RSK-09 aoquisition, maintenance and 5
Roles processes; andb. Establish a Risk Executive (function) (SCRM) Plan disposal of Technology Assets,
to view and analyze risk from an organization-wide Applications and/or Services
perspective and ensure management of risk is (TAAS), including documenting
consistent across the organization. selected mitigating actions and
monitoring performance against
i L
la. Appoint a Senior Accountable Official for Risk Mechanisms exist to assign one
Management to align organizational information or more qualified individuals with
. lsecurity and privacy management processes with Assigned Security, the mission and resources to
V.29 P':c'fkra"rfrl‘_zgi’:::.t strategic, operational, and budgetary planning Functional |Intersects witn|  Compliance & | o\ o Icentrally-manage, coordinate, 5
" 9 Roles P processes; andb. Establish a Risk Executive (fun_ction) uncti ! Resilign_c_e - dev_elop, imp\ement_and )
to view and analyze risk from an organization-wide Responsibilities maintain an enterprise-wide
perspective and ensure management of risk is Security, Compliance &
consistent across the organization. Resilience Program (SCRP).
AP OTTC o ST TUT ACCOUT IO O TCTaT TOT XTSI
Management to align organizational information
Risk Management stecxérit)_’ and pri\t/‘acy lmanggbelgentt proc‘esse_s with Risk M . MeclhanisTstexistft(ifatcilitate the|
. |strategic, operational, and budgetary planning . ) isk Managemen implementation of strategic,
PM-29 Prograr;;eeidershlp processes; andb. Establish a Risk Executive (function) Functional  lIntersects With Program RSK-01 operational and tactical risk 5
to view and analyze risk from an organization-wide management controls.
perspective and ensure management of risk is
Fﬂ’;nagement e cust g |d|eu||u||| ”"t' e)‘<|5t t;) custom-
. N - . - ustomize levelop critical system
PM-30(01) Stra;cfeg(;:y l_Sulppllers Id;nt_lfy, prlon:l_zf,tan: alsse_ss supp(ljleri of crl;tlcal or Functional |Intersects With| Development of |TDA-12 |components, when Commercial 5
ik ritical or | mission-essential technologies, products, and services. Critical Components Off The Shelf (COTS) solutions
ission-essential are unavailabl
Mechanisms exist to require the
Supply Chain Risk developer of the Technology
Management‘ . o X " Criticality Analysis /Asset, Application and/o_r Sgrvice
PM-30(01) Strategy |_Suppl|ers Id_ent_lfy, prioritize, and assess suppliers of critical or Functional |Intersects With During TDA- (TAAS)_ to perfom_\ a gntlcall_ty 5
of Critical or mission-essential technologies, products, and services. Development 06.1 [|analysis at organization-defined
Mission-essential decision points in the Secure
Items Development Life Cycle (SDLC).
Mechanisms exist to identify,
Supply Chain Risk prioritize and assess suppliers
s Manat_*i;e;menlt‘ dentit o ’ i ¢ critical Third-Party 1af\dhparitners/.\of ctrit\;al icati
trategy | Suppliers|identify, prioritize, and assess suppliers of critical or . ) o echnology Assets, Applications
PM-30(01) of Critical or mission-essential technologies, products, and services. Functional |Intersects With ACrltlcahtyt TPM-02 and/or Services (TAAS) using a 5
Mission-essential ssessments supply chain risk assessment
Items process relative to their
importance in supporting the
Develop an organization-wide continuous monitoring
strategy and implement continuous monitoring
programs that include:a. Establishing the following
lorganization-wide metrics to be monitored:
[Assignment: organization-defined metrics];b.
Establishing [Assignment: organization-defined
monitoring frequencies] and [Assignment:
lorganization-defined assessment frequencies] for . " e
PM-31 Continuous icontrol effectiveness; c. Ongoing monitoring of Functional Subset Of Continuous MON-01 iMmepc:;amnésnT:tE):ylsgft:nftaecrlgfgt:. the 10
Monitoring Strategy |organizationally-defined metrics in accordance with the| Monitoring wide monitoring controls,
icontinuous monitoring strategy;d. Correlation and .
lanalysis of information generated by control
lassessments and monitoring;e. Response actions to
laddress results of the analysis of control assessment
land monitoring information; andf. Reporting the
isecurity and privacy status of organizational systems
to [Assignment: organization-defined personnel or
roles] [Assi L ization-defined frequencvl
@ e 2 7 e ate
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the . . Compliance & policies, standards and
Ps-01 Procedures personnel security policy and the associated personnel Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
isecurity controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
izatian dafinad el
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
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Periodic Review &

<crintion
Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.
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Policy and Procedures to facilitate the implementation of the " Update of Security,
Ps-01 Procedures personnel security policy and the associated personnel Functional  lintersects With Compliance & GOV-03 5
security controls;b. Designate an [Assignment: Resilience Program
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
=R ol b dr reTo
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
. regulations, pol\c\_e;, standa_rds, and guidelines; and2. Human Resources Mechanisms exist to facilitate the|
PS-01 Policy and  [Procedures to facilitate the implementation of the Functional | Subset Of Securit HRS-01 |implementation of personnel 10
Procedures personnel security policy and the associated personnel Man, my nt rit ntrol
security controls;b. Designate an [Assignment: anageme security controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
poston s |22500T5, Establh screemig e forncicues RS | . [echenas et o crawe et
Ps-02 Designation gg‘sr;got:liissekpdoesslit;orvr:t}oanndeA.sRs?;Aen:vei?'dol;ggra\\tzeation- Functional  Intersects With Security-Related 03.2 |staffed by qualified individuals 5
defined frequencyl Positions who ha\{e the n.ecessary skill set.
a. Assign a risk designation to all organizational Mechanlslms exl_st to Tinage
. positions;b. Establish screening criteria for individuals . personnel security risk by
PS-02 Position Risk g those positions; andc. Review and update Functional [Intersects With Position HRs-02 [35Signing a risk designation to all 5
Designation e : " ’ . ) P Categorization positions and establishing
position risk designations [Assignment: organization- . AR
" screening criteria for individuals
defined frequency]. [filling those positions.
@ DEVeTop and JoCUMENt acCess agreements Tor -
lorganizational systems;b. Review and update the . " .
laccess agreements [Assignment: organization-defined gec?amsm}i exist to Zeqwlrjei\Non-
frequency]; andc. Verify that individuals requiring isclosure Agreements ( s) or
P h : . N -, similar confidentiality
PS-06 Access Agreements gf:cess to org_anlzatlonal information an_d SYStems'l' Functional |Intersects With Confidentiality HRS- agreements that reflect the 5
ign appropriate access agreements prior to being Agreements 06.1 heeds to protect data and
et aces: a2 Resn acsessarerents o Eheraiona detis o b
lemployees and third-parties.
[Accio L 1
SRR i asARERE S Re bhRRBME Tor
lorganizational systems;b. Review and update the
laccess agreements [Assignment: organization-defined . " "
frequency]; andc. Verify that individuals requiring mfecrnaar;lzr:ds;ﬁ;ﬁx;&q:s“’:rs to
PS-06 Access Agreements jaccess to organizational information and systems:1. Functional [Intersects With| Access Agreements| HRS-06 [sign appropriate access 5
ISign appropriate access agreements prior to being greements prior to bein
granted access; and2. Re-sign access agreements to 9 ted P 9
maintain access to organizational systems when granted access.
laccess agreements have been updated or
- araanization-defined freauencyl
\Verify that access to classified information requiring Mechanisms exist to require Non-
Access Agreements [special protection is granted only to individuals who:a. Disclosure Agreements (NDAs) or
| Classified Have a valid access authorization that is demonstrated Confidentialit HRS- similar confidentiality
PS-06(02) Information by assigned official government duties;b. Satisfy Functional |Intersects With A reementsy 06.1 agreements that reflect the 5
Requiring Special |associated personnel security criteria; andc. Have 9 " |needs to protect data and
Protection read, understood, and signed a nondisclosure operational details, or both
agre?ment. - - employees and third-parties.
Access Agreements [special protection is granted only to individuals who:a. Mechanisms exist to require
| Classified Have a valid access authorization that is demonstrated internal and third-party users to
PS-06(02) Information by assigned official government duties;b. Satisfy Functional |Intersects With|Access Agreements| HRS-06 |sign appropriate access 5
Requiring Special [associated personnel security criteria; andc. Have agreements prior to being
Protection read, understood, and signed a nondisclosure granted access.
la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personally identifiable information processing and
transparency policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to Mechanisms exist to establish,
facilitate the implementation of the personally Publishing Security, imaintain and disseminate
Policy and identifiable information processing and transparency ) Compliance & policies, standards and
PT-01 Procedures policy and the associated personally identifiable Functional [intersects With Resilience GOv-02 procedures necessary for secure, 5
information processing and transparency controls;b. Documentation compliant and resilient
Designate an [Assignment: organization-defined capabilities.
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilience Program (SCRP),
Mission/business process-level; System-level] including policies, standards and
personally identifiable information processing and procedures, at planned intervals
transparency policy that:a. Addresses purpose, scope, or if significant changes occur to
roles, responsibilities, management commitment, ensure their continuing
icoordination among organizational entities, and suitability, adequacy and
icompliance; andb. Is consistent with applicable laws, effectiveness.
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the personally Periodic Review &
Policy and identifiable information processing and transparency . ... | Update of Security,
PT-01 Procedures policy and the associated personally identifiable Functional |Intersects With Compliance & GOV-03 5

information processing and transparency controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].
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a. Develop, document, and disseminate to Mechanisms exist to facilitate the
[Assignment: organization-defined personnel or implementation and operation of
roles]:1. [Selection (one or more): Organization-level; data protection controls
Mission/business process-level; System-level] throughout the data lifecycle to
personally identifiable information processing and ensure all forms of Personal Data
transparency policy that:a. Addresses purpose, scope, (PD) are processed lawfully, fairly|
roles, responsibilities, management commitment, and transparently.
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the personally
Policy and identifiable information processing and transparency ) Data Privacy
PT-01 Procedures policy and the associated personally identifiable Functional Subset OF Program PRI-01 10
information processing and transparency controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to Mechanisms exist to facilitate the
[Assignment: organization-defined personnel or implementation of industry-
roles]:1. [Selection (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] and resilience practices in the
personally identifiable information processing and specification, design,
transparency policy that:a. Addresses purpose, scope, development, implementation
roles, responsibilities, management commitment, and modification of Technology
icoordination among organizational entities, and /Assets, Applications and/or
icompliance; andb. Is consistent with applicable laws, Services (TAAS).
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the personally
Policy and identifiable information processing and transparenc: " Secure Engineering
PT-01 Procedures policy and the associateﬂ personally \dentiﬁa?)le Y Functional Subset Of Principles SEA-01 10
information processing and transparency controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Determine and document the [Assignment: Mechanisms exist to determine
: lorganization-defined authority] that permits the ; and document the legal authority’
Auth?)gtr);;galill;?cess [Asswgnment: or_gz_inizat_ion-deﬁr_\ed processing] _of ) Co/TIl::tchtog:{)cTeoss that permits_the organization to
PT-02 |dentifiable personally identifiable information; andb. Restrict the Functional (Intersects With Store '& Share' PRI-04.1|collect, receive, process, store, 5
Information [Assignment: organization-defined processing] of Personal Data (PD) transmit, share, update and/or
personally identifiable information to only that which is dispose Personal Data (PD),
authorized. either generally or in support of a
Mechanisms exist to address the
use of Personal Data (PD) for
la. Determine and document the [Assignment: internal testing, training and
IAuthority to Process| organization-defined authority] that permits the Internal Use of :if?l'arlfh that: to limit
Personally [Assignment: organization-defined processing] of ) Personal Data (PD) ) Takes tnI;IEaSul’eS t° flrlr;IID or d
PT-02 |dentifiable personally identifiable information; andb. Restrict the Functional |Intersects With For Testing, PRI-05.1] ;“'"_'m'ze | @ amount of + “Sed 5
\nformation [Assignment: organization-defined processing] of Training and or internal testlng: training an
personally identifiable information to only that which is Research research purposes; and
lauthorized. (2) Authorizes the use of PD
when such information is
required for internal testing,
f opitd y fl\/rlaelcnhlgzgrnnds exist to restrict
: lorganization-defined authority] that permits the " I .
Authf}))rel?slotgamrocess [Assignment: organization-defined processing] of Usage Restrictions COlll?Ctlng, receiving, processing,
PT-02 Ident\ﬁablye personally identifiable information; andb. Restrict the Functional [Intersects With| of Personal Data |PRI-05.4 5tﬂ°{§/‘”?' tr:";’:'tgng' thalrg‘gt 5
Information [Assignment: organization-defined processing] of (PD) (aPD)ci }"p ating Personal Data
personally identifiable information to only that which is 0} .
. (1) The purpose(s) originall
a. Determine and document the [Assignment: Mechanisms exist to minimize
Authority to Process organization—deﬁneq au_thority_] that permit_s the i i the collection of Pgrsonal Data
Personally [Ass\gnmer}t: org§n|za§|on-deﬁr}ed processing] pf X Restrict Co!lgctlon (PD) to only What is adequate,
PT-02 \dentifiable personally |dent|ﬂal?le |_nforma_t|on; andb. R_estrlct the Functional |Intersects With To Identified PRI-04 [relevant and limited to the 5
Information [Ass\gnmer}t: org.anlzat.lon-deﬁr]ed processing] of o Purpose purposes identified in the data
personally identifiable information to only that which is privacy notice, including
Eythorize}d. protections against collecting PD
organization-defined purpose(s)] for processing Mechanisms exist to address the
personally identifiable information;b. Describe the use of Personal Data (PD) for
purpose(s) in the public privacy notices and policies of internal testing, training and
Personally the organization;c. Restrict the [Assignment: Internal Use of research that: o
Identifiable lorganization-defined processing] of personally Personal Data (PD) (1_) Talfes measures to limit or
PT-03 Information identifiable information to only that which is Functional [Intersects With For Testing, PRI-05.1|Minimize the amount of PD used 5
Processing compatible with the identified purpose(s); andd. Training and for internal testing, training and
Purposes Monitor changes in processing personally identifiable Research research purposes; and
information and implement [Assignment: organization- (2) Authorizes the use of PD
defined mechanisms] to ensure that any changes are when such information is
made in accordance with [Assignment: organization- required for internal testing,

" e trainina and research
organization-defined purpose(s)] for processing Mechanisms exist to ensure data
personally identifiable information;b. Describe the privacy notices identify the
purpose(s) in the public privacy notices and policies of purpose(s) for which Personal

Personally the organization;c. Restrict the [Assignment: Data (PD) is collected, received,
Identifiable lorganization-defined processing] of personally Purpose processed, stored, transmitted
PT-03 Information identifiable information to only that which is Functional [Intersects With Specification PRI-02.1/@nd/or shared. 5
Processing icompatible with the identified purpose(s); andd. pecificatiol
Purposes Monitor changes in processing personally identifiable
information and implement [Assignment: organization-
defined mechanisms] to ensure that any changes are
made in accordance with [Assignment: organization-
Identifiable /Attach data tags containing the following purposes to Mechanisms exist to issue data
Information [Assignment: organization-defined elements of . 8 . modeling guidelines to support
PT-03(01) Processing personally identifiable information]: [Assignment: Functional  Intersects With Data Tagging PRI-11 tagging of sensitive/regulated 5
Purposes | Data |organization-defined processing purposes]. data.
>
Identifiable /Attach data tags containing the following purposes to Mechanisms exist to utilize data
Information [Assignment: organization-defined elements of : DCH- |tags to automate tracking of
PT-03(01) Processing personally identifiable information]: [Assignment: Functional  Intersects With Data Tags 22.2 [sensitive/regulated data across 5
Purposes | Data |organization-defined processing purposes]. the information lifecycle.
IuEHUIIal.)Ie Mrack processing purposes of persona\ly identifiable [AUtomated Illeglldll.\ ms exist to
Information N : " : ] i - : Data Quality support the evaluation of data
PT-03(02) Processing ;nJ;);:::le«)dnr:zlcnr?a[n/?ssaglnment, organization-defined Functional |Intersects With Automation PRI-10.1| quality across the information 5
Purnoses | - lifecucle
/Automated mechanisms exist to
;Z;st?ﬁr-‘:gl)é . . » adjust data tha_t is able to be
Information Track processing purposes of persona_\ly |dent|ﬁa_ble ) Automated Data collected, received, processed,
PT-03(02) Processing information using [Asslgnment: organization-defined Functional [Intersects With Management PRI-02.2|stored, transmitted, shared, 5
Purposes | lautomated mechanisms]. Processes updated and/or disposed, based
Automation on updated data subject
lauthorization(s).
Mechanisms exist to enable data
subjects to authorize the
Implement [Assignment: organization-defined tools or collection, receiving, processing,
mechanisms] for individuals to consent to the storage, transmission, sharing,

PT-04 Consent processing of their personally identifiable information Functional Equal Choice & Consent | PRI-03 |updating and/or disposal of their 10
prior to its collection that facilitate individuals’ Personal Data (PD), where prior
informed decision-making. to collection the data subject is

provided with:
(1) Plain language to illustrate
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Mechanisms exist to:
(1) Make data privacy notice(s)
available to individuals upon first
interacting with an organization
and subsequently as necessary;
(2) Ensure that data privacy
Provide notice to individuals about the processing of notices are clear and easy-to-
personally identifiable information that:a. Is available ynderstand, expressing relevant
to individuals upon first interacting with an Informat\o_n about how Pers_onal
lorganization, and subsequently at [Assignment: Data (PD) is collected, received,
lorganization-defined frequencyl;b. Is clear and easy-to-| sr:gizfjse%dsatgsda'ntéiunrsg";t;ggéd
N N understand, expressing information about personall . : . ;U ! g
PT-05 Privacy Notice identifiable infoprmatiog processing in plainﬁanguagey;c. Functional |Intersects With|Data Privacy Notice| PRI-02 |(3) Contai_n a!l necessary notice- 5
Identifies the authority that authorizes the processing related criteria required by
lof personally identifiable information;d. Identifies the applicable statutory, regulatory
purposes for which personally identifiable information and contractual obligations;
is to be processed; ande. Includes [Assignment: (4) Define the scope of PD
lorganization-defined information]. &"gcge:;g‘r‘;;}fitc"’l';'ceast'i(;:‘é':gz‘g
third-party recipients that
process the PD within the scope
of the data privacy notice;
(5) Periodically, review and
update the content of the privacy|
it N, e and
’fllnechanisms exist to provide
additional formal notice to
individuals from whom the
information is being collected
that includes:
(1) Notice of the authority of
organizations to collect Personal
Privacy Notice | Include Privacy Act statements on forms that collect (Dza)t\al‘vgpe[t)r?er roviding PD is
PT-05(02) Privacy Act | [Information that will be maintained in a Privacy Act Functional Equal Privacy Act  |og, 1 ol ndiatory or optional 10
Statements isystem of records, or provide Privacy Act statements Statements : (3) The principal purpo’se or
lon separate forms that can be retained by individuals. burposes for which the PD is to
be used;
(4) The intended disclosures or
routine uses of the information;
and
(5) The consequences of not
providing all or some portion of
the information requested
FOT SYSTEmS TNat Process MIormation that Wil be
maintained in a Privacy Act system of records:a. Draft
sy;tem of records n_otlces in acc_ord_a_nce with OI\_IIB Mechanisms exist to draft,
f Records g;:ti:;csfigg;zzr?\gt?ceevsv ta;ghzg(;]hTEfaar;ttljya?;ﬁS:gte System of Records publish and keep System of
System o . N
PT-06 Notice icongressional committees for advance review;b. Functional Equal Notice (SORN) PRI-02.4 _RecordstotlcesﬁORN)‘ufdated 10
Publish system of records notices in the Federal n adccor ance with regulatory
Register; andc. Keep system of records notices guidance.
laccurate, up-to-date, and scoped in accordance with
nalic TECITATTTSTITS EXTSTTU TEVIEW T
Review all routine uses published in the system of {gznsr;estgﬁso?flad:c?rgsuzltlzst?ceeds "
System of Records ;recordf‘ "O]t‘tce [’;‘t [/?sslgc‘rtri\:ntaorgan;zatlon;‘dde{med System of Records (SORN) to ensure continued
PT-06(01) Notice | Routine equency] to ensure co ued accuracy, a o Functional Equal Notice (SORN) PRI-02.5|accuracy and to ensure that 10
Uses ensure that routine uses contlnye to bevcompat\ble Review Process routine uses continue to be
with the purpose for which the information was compatible with the purpose for
collected. which the information was
Review all Privacy Act exemptions claimed for the . . .
Sptem of necoras 1T O EC0 L s et e e e eremtors s
PT-06(02) Notice 'lexeesmptlon necessary in accordance with law, that they have been Functional Equal Exemptions PRI-02.6 ﬁ;tf?:ss(ysscg?{m)if)zicstrgesthey 10
promulgated as regulations, and that they are h .
laccurately described in the system of records notice. remain appropriate and accurate,
" X Mechanisms exist to restrict
Speocflf'iéit:agl:)yrles App\y _[Assignment: o_rganizatio_n—deﬁned processing . Usage Restrictions gtocllreistm?r'a;escme;:tli%g' F;?;ﬁssmg'
PT-07 \dentifiable _conmpons] fur speqﬁc categories of personally Functional |Intersects With| of Personal Data |PRI-05.4 o 9, dating P 9, | Dgt 5
Information identifiable information. (PD) (aI;‘D)iro'up ating Personal Data
(1) The purnose(s) originall
. . Mechanisms exist to define and
Speocf'gcegitneal-’lﬁ/”es App\y [Assignment: organizatio_n-deﬁned processing personal Data (PD) implem‘ent datq handling and
PT-07 \dentifiable iconditions] for specific categories of personally Functional |Intersects With Categories PRI-05.7|protection requirements for 5
Information identifiable information. specific categories of sensitive
Personal Data (PD).
When a system processes Social Security numbers:a.
Eliminate unnecessary collection, maintenance, and
use of Social Security numbers, and explore
Specific Categories alttezjnatives to t:.Ei.:jusle asa Pehrtsobna‘ i?‘?ntiﬁer_;b_.l Do Mechanisms exist to define and
of Personally not deny any inclvidual any right, benelit, or privilege implement data handling and
PT-07(01) Identifiable gr:;f;dhl?;'ol?wh:f;gé‘gf géf“ﬁ:‘ ‘:dx'ggf‘:nfgusa' | Functional |Intersects Wit Persg’a‘ta; '3:::5("'3) PRI-05.7|protection requirements for 5
Information | Social Ilf IS or he | Ih u Iky umb o gort specific categories of sensitive
Security Numbers nform any |nd\v_|dua who is asked to disclose his or personal Data (PD).
her Social Security number whether that disclosure is
mandatory or voluntary, by what statutory or other
lauthority such number is solicited, and what uses will
_ ___|be made of it.
Speocflf;cegit:aglﬁ/nes Proh‘ibit' the processi.ng ofyinformatmn describing hqw Mechanisms exist to d‘eﬁne and
\dentifiable lany individual exercises rights guaranteed by the First Personal Data (PD) implement data handling and
PT-07(02) Information | First /Amendment unless expressly authorized by statute or | Functional |Intersects With Categories PRI-05.7|protection requirements for 5
Amendment by the individual or unless pertinent to and \_M_thm the specific categories of sensitive
Information iscope of an authorized law enforcement activity. Personal Data (PD).
for the purpose of conducting a matching program:a. Mechanisms exist to publish
Obtain approval from the Data Integrity Board to Computer Matching Agreements
conduct the matching program;b. Develop and enter (CMA) on the organization's
into a computer matching agreement;c. Publish a public website(s).
Computer Matching |matching notice in the Federal Register;d. : Computer Matching
PT-08 Requirements  [Independently verify the information produced by the Functional Intersects With Agreements (CMA) PRI-02.3 5
matching program before taking adverse action
lagainst an individual, if required; ande. Provide
individuals with notice and an opportunity to contest
the findings before taking adverse action against an
a. Develop, document, and disseminate to Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilience Program (SCRP),
Mission/business process-level; System-level] risk including policies, standards and
lassessment policy that:a. Addresses purpose, scope, procedures, at planned intervals
roles, responsibilities, management commitment, or if significant changes occur to
icoordination among organizational entities, and lensure their continuing
icompliance; andb. Is consistent with applicable laws, suitability, adequacy and
lexecutive orders, directives, regulations, policies, P . effectiveness.
Policy and standards, and guidelines; and2. Procedures to lf:tlj—laotdelisg:e“ceu‘?\ti
RA-01 Procedures facilitate the implementation of the risk assessment Functional |Intersects With Compliance & '|GOV-03 5
policy and the associated risk assessment controls;b. Resilienpce Program
Designate an [Assignment: organization-defined 9
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
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Set Theory Relationship Mapping (STRM)

RA-01

FDE Nam

Policy and
Procedures

Focal Document Element (FDE) Desc

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the risk assessment
policy and the associated risk assessment controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Functional

Subset Of

Risk Management
Program

RSK-01

Mechanisms exist to facilitate the
implementation of strategic,
operational and tactical risk
management controls.

10
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RA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the risk assessment
policy and the associated risk assessment controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

RA-03

Risk Assessment

@. Conduct a risk a ment, including: L. ldentitying
threats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
from unauthorized access, use, disclosure, disruption,
modification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
land impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and
mission or business process perspectives with system-
level risk assessments;c. Document risk assessment
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy
fate of the

Functional

Intersects With

Functional Review
Of Security,
Compliance &
Resilience Controls

CPL-
03.2

Mechanisms exist to regularly
review Technology Assets,
/Applications and/or Services
(TAAS) for adherence to the
organization's security,
compliance and/or resilience
policies and standards.

RA-03

Risk Assessment

a. Conduct a rlstkgam ment, Including: L. ldentitying
threats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
from unauthorized access, use, disclosure, disruption,
modification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
land impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and
mission or business process perspectives with system-
level risk assessments;c. Document risk assessment
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy
tate of the svstem

Functional

Intersects With

Risk Assessment

RSK-04

Mechanisms exist to conduct
recurring assessments of risk
that includes the likelihood and
magnitude of harm, from
unauthorized access, use,
disclosure, disruption,
modification or destruction of the
organization's Technology
|Assets, Applications, Services
and/or Data (TAASD).

RA-05

Vulnerability
Monitoring and
Scanning

and hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
'vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
improper configurations;2. Formatting checklists and
test procedures; and3. Measuring vulnerability
impact;c. Analyze vulnerability scan reports and results|
from vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
'vulnerability monitoring tools that include the
icapability to readily update the vulnerabilities to be

Functional

Intersects With

Vulnerability
Scanning

VPM-06

Mechanisms exist to detect
vulnerabilities and configuration
errors by routine vulnerability
scanning of systems and
applications.

RA-05

Vulnerability
Monitoring and
Scanning

land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
improper configurations;2. Formatting checklists and
test procedures; and3. Measuring vulnerability
impact;c. Analyze vulnerability scan reports and results|
from vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
'vulnerability monitoring tools that include the
Icapability to readily update the vulnerabilities to be

Functional

Intersects With

Update Tool
Capability

VPM-
06.1

Mechanisms exist to update
vulnerability scanning tools.
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

Respond to findings from security and privacy
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=
were performed to remediate
findings from security,
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RA-07 Risk Response  |assessments, monitoring, and audits in accordance Functional Equal Risk Response EEKI compliance and/or resilience- 10
\with organizational risk tolerance. : related:
(1) Assessments;
[Conduct privacy impact assessments for systems, Mechanisms exist to conduct a
programs, or other activities before:a. Developing or Data Protection Impact
procuring information technology that processes |Assessment (DPIA) on
personally identifiable information; andb. Initiating a Technology Assets, Applications
new collection of personally identifiable information and/or Services (TAAS) that
Privacy Impact that:1. Will be processed using information technology; Data Protection store, process and/or transmit
RA-08 Assessments land2. Includes personally identifiable information Functional Equal Impact Assessment | RSK-10 |Personal Data (PD) to identify 10
permitting the physical or virtual (online) contacting of (DPIA) and remediate reasonably-
la specific individual, if identical questions have been expected risks.
posed to, or identical reporting requirements imposed
lon, ten or more individuals, other than agencies,
instrumentalities, or employees of the federal
igovernment.
Mechanisms exist to identify,
Identify critical system components and functions by g;\gnt;znen:r;goafszﬁf‘sc:rpphers
performing a criticality analysis for [Assignment: Third-Party Tech?\ology Assets, Applications
RA-09 Criticality Analysis |organization-defined systems, system components, or | Functional [Intersects With Criticality TPM-02 and/or Services (TAAS) using a 5
system services] at [Assignment: organization-defined Assessments Ssupply chain risk assessment
decision points in the system development life cycle]. process relative to their
importance in supporting the
Mechanisms exist to require the
Identify critical system components and functions by gz\slgéoger ﬁz;gzg:ﬁ&?g:osg;vice
performing a criticality analysis for [Assignment: Criticality Analysis TDA- (TAAS’) tzpperform a criticality
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With During 06.1 |analysis at organization-defined 5
system services] at [Assignment: organization-defined Development : deci:ion omtgs in the Secure
decision points in the system development life cycle]. Developrgent Life Cycle (SDLC)
Mechanisms exist to identify
Identify critical system components and functions by Security, ;:ﬁl:;:é:zztem;é);:\;f:egts and
performing a criticality analysis for [Assignment: Compliance & Criticalit axapl sis for c?it\cal
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With Resilience PRM-05 Technolg Asysets Applications 5
system services] at [Assignment: organization-defined Requirements and/or Segl'\y/ices (TAASp)pat re-
decision points in the system development life cycle]. Definition defined decision points in Ehe
Secure Development Life Cycle
[@. DEVETop, JoCUurment, ana arsser e o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, " . :
regulations, policies, standards, and guidelines; and2. Publishing Securit meaicr?taari‘:;nnsde;ilssstetr?wieniittaeb“Sh'
Poli Procedures to facilitate the implementation of the 9 Y P
SA-01 olicy and isystem and services acquisition policy and the Functional [Intersects With Comp_ll_ance & GOV-02 policies, standards and 5
Procedures : . A . Resilience procedures necessary for secure,
associated system and services acquisition controls;b. Documentation compliant and resilient
Designate an [Assignment: organization-defined Capabilities,
official] to manage the development, documentation, P .
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
oraanization defined euentel
[a. i [, and grssermmnate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, . . -
regulations, policies, standards, and guidelines; and2. _Meclhan'STStﬁIStfté) _flacllléate the|
Poli Procedures to facilitate the implementation of the Technology implementation of tailored
sA-01 olicyand oy ctem and services acquisition policy and the Functional | SubsetOf | Development& |TDA-01 |development and acquisition 10
Procedures ysten quisi policy ar pme strategies, contract tools and
associated system and services acquisition controls;b. Acquisition rocurement methods to meet
Designate an [Assignment: organization-defined ﬁn\ e business needs.
official] to manage the development, documentation, q 8
and dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
lraanization defi event:
o . 1T, AN UTSSEMate 1 Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilienc’e Program (SCRP),
Mission/business process-level; System-level] system including policies standar&s and
land services acquisition policy that:a. Addresses procedures, at pIz’inned intervals
purpose, scope, roles, responsibilities, management or if signiﬁc’ant changes occur to
icommitment, coordination among organizational ensure their continuing
lentities, and compliance; andb. Is consistent with suitability, adequacy and
lapplicable laws, executive orders, directives, eﬁectivenéss
regulations, policies, standards, and guidelines; and2. Periodic Review & )
Policy and Procedures to facilitate the implementation of the Update of Security,
SA-01 Procedures isystem and services acquisition policy and the Functional |Intersects With Compliance & '|GOV-03 5
lassociated system and services acquisition controls;b. Resilience Program
Designate an [Assignment: organization-defined 9
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
laraanizati ined ouentel
d. DEVETOP, 1L, Ny UTSSETTTate 1o Mechanisms exist to develop
[Assignment: organization-defined personnel or applications based on Secure
roles]:1. [Selection (one or more): Organization-level; Software Development Practices
Mission/business process-level; System-level] system (SSDP)
land services acquisition policy that:a. Addresses :
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Policy and Procedures to facilitate the implementation of the Secure Software
SA-01 Procedures isystem and services acquisition policy and the Functional [Intersects With Development TDA-06 5

lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:
i it defined ntsl

Practices (SSDP)
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

privacy requirements for the system or system service
in mission and business process planning;b.
Determine, document, and allocate the resources
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Mechanisms exist to
allocate resources for
'management, operational,

technical and data protection
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within Technology Assets,
/Applications and/or Services

(TAAS) in sufficient detail to

Allocation of required to protect the system or system service as " Allocation of : e n
SA-02 Resources part of the organizational capital planning and Functional Equal Resources PRM-03 :)erggle;esn:)e‘;\rtysnmgfg\r l:)t:;]lgsts;/ 10
investment control process; andc. Establish a discrete initiatives.
line item for information security and privacy in
lorganizational programming and budgeting
idocumentation
a. Acquire, develop, and manage the system Using Mechanisms exist to manage the
[Assignment: organization-defined system usable lifecycles of Technology
development life cycle] that incorporates information Assets, Applications and/or
security and privacy considerations;b. Define and Services (TAAS).
System idocument information security and privacy roles and Technology SEA-
SA-03 Development Life |responsibilities throughout the system development Functional [Intersects With Lifecycle 07.1 5
life cycle;c. Identify individuals having information Management .
isecurity and privacy roles and responsibilities; andd.
Integrate the organizational information security and
privacy risk management process into system
deyelonmentlis cucle et e sysrar s e
[Assignment: organization-defined system changes to Technology Assets,
development life cycle] that incorporates information Applications and/or Services
S security and privacy considerations;b. Define and Secure (TAAS) within the Secure
ystem document information security and privacy roles and Development Life Development Life Cycle (SDLC)
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With PRM-07 |3re controlled through formal 5
Cycle life cycleic. Identify individuals having information Cyae (SDLC) change control procedures
isecurity and privacy roles and responsibilities; andd. anagement !
Integrate the organizational information security and
privacy risk management process into system
Sysre d ent life cvcle activitie o = =
i i echanisms exist to manage the
.
SA-03(01) Cycle | Man_age development life cycle for the system, system Functional [Intersects With Lifecycle 07.1 |Assets, Applications and/or 5
Pgspil;zil:ggsc Icomponent, or system service. Management Services (TAAS).
Mechanisms exist to ensure
DeveISoypSr:femt Life Protect system pr_eprc_)duct\on environments Secure . Z;;“g:fi;ﬁgsgg;':r'OS%',V/TCSZ?S'
SA-03(01) Cycle | Manage (Sommensurate with fisk throughout the system Functional |Intersects With| DeYelopment Life | pay o7 [Taas) within the Secure 5
Preproduction levelopment life cycle for c_he system, system Cycle (SDLC) Development Life Cycle (SDLC)
Environment  |[COMPONent, or system service. Management are controlled through formal
change control procedures.
System - - Protect system preproduction environments Mechanisms exist to maintain a
SA-03001) Pevelopment Life | ommensurate with risk throughout the system Functional Iintersects withl  Denmre | 1pa.g7 [s29mented development 5
i Pyreprtl)ductiogn development life cycle for the system, system uncti ! En\)’ironpments "7 |network to ensure a secure
Eng[ronment icomponent, or system service. development environment.
Develoy;;?::\t Life [Plan for and implement a technology refresh schedule Technology SEA- Mechanisms exist to manage the
SA-03(03) Cyele | Technol for the system throughout the system development life| Functional |Intersects With Lifecycle 071 usable lifecycles of Technology 5
yc el‘keferg :1‘0 °9Y Ieycle. Management -1 |Assets, Applications and/or
System Plan for and implement a technology refresh schedule Me%chanismsdedxist to er&sl&ri that
SA-03(03) c[;i\f;}lf?é“cﬁ%:f;y for the system throughout the system development life| Functional |Intersects With Trﬁi{:jggﬂgs EEAI :gsttvgs:ecj:qponaéanaesd 2er\22e 5
Refresh cycle. refreshes are obtained from
TncTude the following requirements, descriptions, and ;/Iec%aﬁnisms exist to design,
criteria, explicitly or by reference, using [Selection develop and produce Technology
(one or more): standardized contract language; Assets, Applications and/or
[Assignment: organization-defined contract language]] Services (TAAS) in such a way
in the acquisition contract for the system, system that risk-based technical and
icomponent, or system service:a. Security and privacy functional specifications ensure
functional requirements;b. Strength of mechanism Minimum Viable Product (MVP)
requirements;c. Security and privacy assurance Minimum Viable criteria establish an appropriate
P requirements;d. Controls needed to satisfy the security : Product (MVP) i il
SA-04 Acquisition Process | 4 privacy requirements.e. Security and privacy Functional |Intersects With Security TDA-02 {fa"s‘*e';f,f.eac:;ﬁgaaﬁg ;2?::?1? 5
documentation requirements;f. Requirements for Requirements threats.
protecting security and privacy documentation;g.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
Icrglctﬁ%ae the following requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract languagel]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance . . Mechanisms exist to facilitate the
SA-04 Acquisition Process ;i%ugsc’;ec;tféi'uﬁ%ﬁ;ﬂ:;:leg:gutr(‘)tysa;]sdﬁg:neag:cu”ty Functional |Intersects With M-rahr:radgéprz‘inrgt TPM-01 implementattwon 0{ tf;\rd-party 5
documentation requirements;f. Requirements for management controls.
protecting security and privacy documentation;g.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
lof parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
criteria
Include the Tollowing requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism Mechanisms exist to facilitate the|
requirements;c. Security and privacy assurance Technology implementation of tailored
P requirements;d. Controls needed to satisfy the security : development and acquisition
SA-04 Acquisition Process land privacy requirements.e. Security and privacy Functional Intersects With De/\(elopn_’;_ent & |TDA-01 strategies, contract tools and 5
documentation requirements;f. Requirements for cquisition procurement methods to meet
protecting security and privacy documentation;g. unique business needs.
Description of the system development environment
and environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
Icrglctﬁgg the Tollowing requirements, descriptions, and Mechanisms exist to control
criteria, explicitly or by reference, using [Selection changes to services by suppliers,
(one or more): standardized contract language; taking into account the criticality
[Assignment: organization-defined contract language]] of business Technology Assets,
in the acquisition contract for the system, system /Applications, Services and/or
icomponent, or system service:a. Security and privacy Data (TAASD) that are in scope
functional requirements;b. Strength of mechanism by the third-party.
requ!rements;c. Security and privacy assurance . Managing Changes
SA-04 Acquisition Process ;i%u;'ei\;r;ec;tféi.uicrgﬁzi:st‘ee,eg:gutr(\)tysaatrl\scjﬁ;)::'\‘/eagjcunty Functional [Intersects With| To ;’hirq-Pany TPM-10 5
documentation requirements;f. Requirements for ervices
protecting security and privacy documentation;g.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
criteria
Mechanisms exist to require
software developers to provide
. " information describing the
Aqullll:SltIOC_ Prolcess Require ths develotper of th_e s);stern, _sgsterg . Funct | oA functional properties of the
unctiona icomponent, or system service to provide a description . unctiona - N
SA-04(01) Properties of of the functional properties of the controls to be Functional [intersects With Properties 04.1 f:;“g;{';ggﬂggctz ?)rt;dutilized 5
Controls implemented.
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Acquisition Process

Require the developer of the system, system

Network Diagrams

E 0'ma
network architecture diagrams
that:

(1) Contain sufficient detail to
assess the security of the

SA-04(01) Pl Functional component, or system service to provide a description | ¢, tional intersects With & Data Flow AST-04 |network's architecture;
roperties of  |of the functional properties of the controls to be Di DFDs) (2) Reflect th t
Controls implemented. iagrams ( S etlect the curren
architecture of the network
environment; and
(3) Document all
echanisms exist to marntain
Require the developer of the system, system network architecture diagrams
icomponent, or system service to provide design and that:
Acquisition Process [implementation information for the controls that (1) Contain sufficient detail to
| Design and includes: [Selection (one or more): security-relevant Network Diagrams assess the security of the
SA-04(02) Implementation |external system interfaces; high-level design; low-level | Functional |Intersects With & Data Flow AST-04 [network's architecture;
Information for  |design; source code or hardware schematics; Diagrams (DFDs) (2) Reflect the current
Controls [Assignment: organization-defined design and architecture of the network
implementation information]] at [Assignment: environment; and
lorganization-defined level of detail]. (3) Document all
ensitive/requlated data flow:
N EqUITe (T UeVeToper U e Sy STETT, Sy STenT
icomponent, or system service to provide design and
Acquisition Process [implementation information for the controls that
| Design and includes: [Selection (one or more): security-relevant Access to Program Mechanisms exist to limit
SA-04(02) Implementation |external system interfaces; high-level design; low-level| Functional [Intersects With Source Coge TDA-20 |privileges to change software
Information for  |design; source code or hardware schematics; resident within software libraries.
Controls [Assignment: organization-defined design and
implementation information]] at [Assignment:
izati inad laval of dataill
Require the developer of the system, system Mechanisms exist to require
Icomponent, or system service to provide design and software developers to provide
Acquisition Process [implementation information for the controls that information describing the
| Design and includes: [Selection (one or more): security-relevant Functional TDA- functional properties of the
SA-04(02) Implementation |external system interfaces; high-level design; low-level| Functional [Intersects With Properties 04.1 security, compliance and
Information for |design; source code or hardware schematics; P '~ |resilience controls to be utilized
Controls [Assignment: organization-defined design and within Technology Assets,
implementation information]] at [Assignment: /Applications and/or Services
organization-defined level of detail]. (TAAS) in sufficient detail to
Require the developer of the system, system Mechanisms exist to require
icomponent, or system service to demonstrate the use software developers to ensure
Acquisition Process _of a system development life o_/cle_ process that that their software»development
| Development includes:a. [Ass\%n?e]n;: E)Arganlzatlon-deﬁned systems Deh\ll/elohpg\ent DA processesdemplcy industry- .
lengineering methods];b. [Assignment: organization- . N lethods, - |recognized secure practices for
SA-04(03) Tecrl:’lrﬁ::fedss'and deﬁned [Selgctioq (one or more): systems lsecurity; Functional intersects With Techniques & 02.3 secure programming, ‘
Practice’s privacy] engineering methods]; andc. [Assignment: Processes engineering methods, quality
lorganization-defined software development methods; control processes and validation
testing, evaluation, assessment, verification, and techniques to minimize flawed
\validation methods; and quality control processes]. and/or malformed software.
Require the developer of the system, system Mechanisms exist to develop
Icomponent, or system service to demonstrate the use ;P?t“cat‘ogs balsed on tsscurte'
Acquistion Process [ 8 e et orgarsation defned systems Ssop). e
| Development " o 9 o 9al ) a sy Secure Software
lengineering methods];b. [Assignment: organization- .
SA-04(03) Methods, defined [Selecti  syst it Functional |Intersects With Development TDA-06
Techniques, and efined [Selection (one or more): systems securi Practices (SSDP)
Practices privacy] engineering methods]; andc. [Assignment:
lorganization-defined software development methods;
testing, evaluation, assessment, verification, and
\validation methods; and quality control processes].
la. Include organizational data ownership requirements glriigaszIfénc?oecﬂi:etr?trtn:emlﬁ:enase
- in the acquisition contract; andb. Require all data to be
SA-04(12) Alcggltsaltgwnnlier;cheiss removed from the contractor’s system and returned to | Functional |Intersects With Persolljiar:eliat: (PD) | pRi.qg |of Personal Data (PD) by
P lthe organization within [Assignment: organization- 9 recording how the organization
defined time framel. collects, receives, processes,
stores. transmits. share
@. Tnclude organizational data ownership requirement:
Acquisition Process in the acquisition contract; andb. Require all data to be DCH- Mechanisms exist to ensure data
SA-04(12) | Data Ownershi removed from the contractor’s system and returned to | Functional |Intersects With| Data Stewardship 0L.1 stewardship is assigned,
P lthe organization within [Assignment: organization- : documented and communicated.
defined time framel.
Mechanisms exist to ensure
a. Include organizational data ownership requirements asset oyvnershlp responsibilities
Acquisition Process in the acquisition contract; andb. Require all data to be Asset Ownershi z‘r:naass;gdnaetd,attr:ac'l-(ned_nadndu al
SA-04(12) ] g:ltal é)wnershi removed from the contractor’s system and returned to | Functional |[Intersects With Assi \r']vment P | AsT-03 or resgonsible or aﬁilzat‘\\zgln ‘IJev'eI
P lthe organization within [Assignment: organization- 9 to estSbI\sh a cor%mon
defined time frame]. understanding of requirements
for asset protection.
@ Obtain or develop administrator documentation for Mechanisms exist to obtain,
the system, system component, or system service that protect and distribute
describes:1. Secure configuration, installation, and administrator documentation for
operation of the system, component, or service;2. Technology Assets, Applications
Effective use and maintenance of security and privacy and/or Services (TAAS) that
functions and mechanisms; and3. Known describe:
vulnerabilities regarding configuration and use of (1) Secure configuration,
ladministrative or privileged functions;b. Obtain or installation and operation of the
develop user documentation for the system, system
component, or system service that describes:1. User- (2) Effective use and
laccessible security and privacy functions and maintenance of security
System imechanisms and how to effectively use those functions " N Documentation i .
SA-05 Documentation |and mechanisms;2. Methods for user interaction, which Functional  Intersects With Requirements TDA-04 {g??;ij{;ussﬁl‘oe?:' a"r;?es
lenables individuals to use the system, component, or regarding configuration and use
service in a more secure manner and protect individual of administrative (e.g.,
privacy; and3. User responsibilities in maintaining the privileged) functions.
isecurity of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
isystem, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
nmanizaLi.anéieﬁ.?ad_ng_mannsl or roles]
a. Obtain or develop administrator documentation for Mechanisms exist to determine
the system, system component, or system service that security, compliance and
describes:1. Secure configuration, installation, and resilience control applicability by
operation of the system, component, or service;2. identifying, assigning and
Effective use and maintenance of security and privacy documenting the appropriate
functions and mechanisms; and3. Known asset scope categorization for all
\vulnerabilities regarding configuration and use of Technology Assets, Applications
ladministrative or privileged functions;b. Obtain or and/or Services (TAAS) and
develop user documentation for the system, system personnel (internal and third-
‘component, or system service that describes:1. User- parties).
laccessible security and privacy functions and
System imechanisms and how to effectively use those functions . N Asset Scope AST-
SA-05 Documentation  [and mechanisms;2. Methods for user interaction, which Functional  lintersects With Classification 04.1
lenables individuals to use the system, component, or
service in a more secure manner and protect individual
privacy; and3. User responsibilities in maintaining the
security of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
system, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
loraanization-defined nersonnel or rolesl
/Apply the following systems security and privacy ?:f:;’;':;"asnzxr'i;it:tgii":é‘zﬂ’re
Security and lengineering prjnciples in thg speciﬁcatio_n, de;ign, . baseline configurations for
SA-08 development, implementation, and modification of the Functional |Intersects With Secure Baseline CFG-02 [Technology Assets, Applications

Privacy Engineering
Principles

isystem and system components: [Assignment:
lorganization-defined systems security and privacy
lengineering principles].

Configurations

and/or Services (TAAS) that are
consistent with industry-

accepted system hardening
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Mechanisms exist to facilitate the
Apply the following systems security and privacy implementation of industry-
Security and lengineering principles in the specification, design, recognized security, compliance
" : i . |development, implementation, and modification of the : Secure Engineering o7 [and resilience practices in the
SA-08 Prlva;yriggigllgienng system and system components: [Assignment: Functional Intersects With Principles SEA-01 specification, design, 5
P lorganization-defined systems security and privacy development, implementation
lengineering principles]. and modification of Technology
/Assets, Applications and/or
Mechanisms exist to ensure
) changes to Technology Assets,
Privgicug::yisggrin Implement the security design principle of procedural Deve\soecmu;ent Life /Applications and/or Services
SA-08(30) Pl}ilncipgles | 9 rigor in [Assignment: organization-defined systems or Functional (Intersects With Cyclep(SDLC) PRM-07 |(TAAS) within the Secure 5
Procedural Rigor system components]. Management Development Life Cycle (SDLC)
are controlled through formal
change control procedures.
Priv:icuE”rfyi:;]:rin Implement the security design principle of procedural Technology SEA- Mechanisms exist to manage the
SA-08(30) Pr)i/ncipgles | 9lrigor in [Assignment: organization-defined systems or | Functional [Intersects With Lifecycle 071 usable lifecycles of Technology 5
Pracedural Rigar _[SYStem components]. Management . Asseps, Applications and/or
Privgicug:yisggrin Implement the security design principle of secure Configuration Mechanisms exist to govern the
SA-08(31) Prin(:\);;les% Secureg isystem modification in [Assignment: organization- Functional [Intersects With Changge Control CHG-02 |technical configuration change 5
System Modification| defined systems or system components]. control processes.
Mechanisms exist to verify the
. Securlty_and . [Implement the security design principle of secure Control functhnahty of security,
S Privacy Engineering he securl ! : sect ) ntrol, compliance and resilience
A-08(31) Principles | Secure isystem modification in [Assignment: organization- Functional |Intersects With Functionality CHG-06 Controls following implemented 5
System Modification defined systems or system components]. Verification changes to ensure applicable
controls operate as designed.
Mechanisms exist to
pri SecuErlty_and . [Implement the security design principle of secure Test, Validate & CHG approprl:teh\y test and document
SA-08(31) rivacy Engineering isystem modification in [Assignment: organization- Functional |Intersects With est, valicate - |Proposed changes in a hon- 5
Principles | Secure h Document Changes| 02.2 [production environment before
SeCUre |jefined systems or system components]. " 3
ISystem Modification changes are implemented in a
production environment.
Security and Mechanisms exist to utilize
. Privacy Engineering|implement the privacy principle of minimization using : 8 Collection END- [sensors that are configured to
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional  Intersects With Minimization 13.3 |minimize the collection of 5
Minimization information about individuals.
Mechanisms exist to minimize
Security and Limit Sensitive / the use of sensitive/regulated
~ Privacy Engineering|lmplement the privacy principle of minimization using " Regulated Data In | DCH- |data for research, testing, or
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional  Intersects With Testing, Training & | 18.2 [training, in accordance with 5
Minimization Research authorized, legitimate business
ractices.
Security ana Fethanems extsttommmize
’ Privacy Engineering|implement the privacy principle of minimization using ) Minimize Visitor | PES- |the collection of Personal Data
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional Intersects With Personal Data (PD) | 06.5 [(PD) contained in visitor access 5
Minimization record:
@ RequIre that Providers of external system Services Mechanisms exist to mitigate the
ccmply with organizational security ‘and privacy risks associated with third-party
requirements and employ the following controls: access to the organization's
[Assignment: organization-defined controls];b. Define Technology Assets, Applications,
External System and document organizational oversight and user roles ) . Services and/or Data (TAASD).
SA-09 Services land responsibilities with regard to external system Functional Equal Third-Party Services| TPM-04 10
iservices; andc. Employ the following processes,
methods, and techniques to monitor control
icompliance by external service providers on an
longoing basis: [Assignment: organization-defined
nrocesses. methods. and techniquesl _ _
External System |Restrict the location of [Selection (one or more): Geolocation mi;zz:'i’p;sﬂft to control the
Services | information processing; information or data; system Requirements for rocessing/storage based on
SA-09(05) Processing, services] to [Assignment: organization-defined Functional [Intersects With|Processing, Storage| CLD-09 gusiness rge uirergnents that 5
Storage, and locations] based on [Assignment: organization-defined and Service includes staqtutory regulatory
Ee:vlce IL;catt\on rReqlélretnlsntls ortcondlftlons]. , , Locations and contractual obligations.
Xternal System |Restrict the location of [Selection (one or more): e - - -
Services | information processing; information or data; system Third-Party Mechanisms exist to restrict the
- . A " " " Processing, Storage| TPM- |location of information
SA-09(05) Processing, services] to [Assignment: organization-defined Functional |Intersects With and Service 04.4 |processing/storage based on 5
Sto_rage, and Iocat_\ons] based on [A_s_slgnment: organization-defined Locations business requirements.
Service Location |requirements or conditions]
Mechanisms exist to inventory,
document and maintain data
External System |Restrict the location of [Selection (one or more): flows for data that is resident
Services | information processing; information or data; system Geographic (permanently or temporarily)
SA-09(05) Processing, services] to [Assignment: organization-defined Functional (Intersects With Locatiogn opf Data DCH-19|within a service's geographically 5
Storage, and locations] based on [Assignment: organization-defined distributed applications (physical
Service Location |requirements or conditions]. and virtual), infrastructure,
systems components and/or
shared with other third-parties.
Mechanisms exist to inventory,
document and maintain data
Extzrer;\all‘cseyssltem Restrict the geographic location of information ?:evﬁnf:;:natﬁj g;atte:;;:?adrﬁgf
SA-09(08) Processing and ﬁ:‘:ﬁ?fe’"gl Tﬁs‘;?cttai;:g[i%iE%;?C'g;'fﬁeblj::iiee% within Functional [Intersects With LocGaet(i)(?r:—aopfhlscata DCH-19|within a service's geographically 5
Storage Location — States gal) y distributed applications (physical
U.S. Jurisdiction : and virtual), infrastructure,
systems components and/or
shared with other third-parties.
: Mechanisms exist to control the
External System Restrict the geographic location of information Geolocation location of cloud
Services | processing and data storage to facilities located within Requirements for processing/storage based on
SA-09(08) Stg::czsf(';g;::_ in the legal jurisdictional boundary of the United Functional Intersects With Proc;sz\gz,r\?itcoerage CLD-09 business requirements that 5
U SgJurisdiction States. Locations includes statutory, regulatory
i and contractual obligations.
" Mechanisms exist to require
Require the developer of the system, system :
A . system developers/integrators
component, or system service, at all post-design consult with security, compliance
stages of the system development life cycle, to:a. o Y, P N
A " ! and/or resilience personnel to:
Develop and implement a plan for ongoing security (1) Create and implement a
and privacy control assessments;b. Perform [Selection Security, Security Testin a‘;d Evaluation
Developer Testin (one or more): unit; integration; system; regression] Compliance & (ST&E)y lan orgswmi\ar Capability:
SA-11 P! sting testing/evaluation [Assignme rganization-defined Functional Equal Resilience Testing | TDA-09 pan, ar cap: Yi 10
and Evaluation i h . I . (2) Implement a verifiable flaw
requency] at [Assignment: organization-defined depth Throughout remediation process to correct
land coveragel;c. Produce evidence of the execution of Development \weaknesses gnd deficiencies
the assessment plan and the results of the testing and identified during the control
levaluation;d. Implement a verifiable flaw remediation . 9 .
N oy N testing and evaluation process;
process; ande. Correct flaws identified during testing and
and evaluation. (3) Document the results.
Require the Jeveloper of the System, system
icomponent, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a. Mechanisms exist to require
Uses the following contextual information: system developers and
Developer Testing |[Assignment: organization-defined information integrators to develop and
and Evaluation | |concerning impact, environment of operations, known implement an ongoing Security
SA-11(02) Threat Modeling |or assumed threats, and acceptable risk levels];b. Functional [Intersects With|reat Analysis & Flaw| TDA-15 |Testing and Evaluation (ST&E) 5
and Vulnerability [Employs the following tools and methods: plan, or similar process, to
Analyses [Assignment: organization-defined tools and objectively identify and
methods];c. Conducts the modeling and analyses at remediate vulnerabilities prior to
the following level of rigor: [Assignment: organization- release to production.
defined breadth and depth of modeling and analyses];
landd. Produces evidence that meets the following
lacceptance criteria: [Assignment: organization-defined
laccentance criterial

Secure Controls Framework (SCF)

34 of 46



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

icomponent, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a.
Uses the following contextual information: . .
Developer Testing |[Assignment: organization-defined information mggmﬂg;ﬁ:g;m%ﬁ:&rm
and Evaluation | |concerning impact, environment of operations, known TDA- |secure design techniques, to
SA-11(02) Threat Modeling |or assumed threats, and acceptable risk levels];b. Functional [Intersects With| Threat Modeling 06.2 |ensure that threats to soféware
and Vulnerability [Employs the following tools and methods: : and solutions are identified and
Analyses [Assignment: organization-defined tools and accounted for
methods];c. Conducts the modeling and analyses at .
the following level of rigor: [Assignment: organization-
defined breadth and depth of modeling and analyses];
landd. Produces evidence that meets the following
lacceptance criteria: [Assignment: organization-defined
laccentance criterial _ _ _
Require the developer of the system, system Mechanisms exist to require
|component, or system service to perform penetration Threat Analysis & system developers and
Deve\operTgstlng testing:a. At the following level of rigor: [Assignment: . Flaw Remediation integrators to c_reate and exect_lte
SA-11(05) and Evg}luatlon‘\ lorganization-defined breadth and depth of testingl; Functional |Intersects With During IAO-04 |a Security Testing and Evaluation
Penetration Testing landb. Under the following constraints: [Assignment: Development (ST&E) plan, or similar process,
lorganization-defined constraints] o identify and remediate flaws
. during development.
Require the developer of the system, system Mechanisms exist to perform
. |component, or system service to perform penetration application-level penetration
SA-11(05) D:::\ge;;:;ztrl‘n‘g testin_g:a._At the_fol\owing level of rigor: [Assigr!ment: Functional |Intersects With Application TDA- |testing of custom-made
Penetration Testing lorganization-defined b(eadth and _depth of testingl; Penetration Testing| 09.5 [Technology Assets, Applications
landb. Under the following constraints: [Assignment: and/or Services (TAAS).
organization-defined constraints].
Mechanisms exist to require
system developers/integrators
consult with security, compliance
and/or resilience personnel to:
Require the developer of the system, system Security (1) Create and implement a
" icomponent, or system service to perform penetration : ! Security Testing and Evaluation
SA-11(05) D:::\ge;;:;ztrl‘rwg testing:a. At the following level of rigor: [Assignment: Functional |Intersects With Re?\)\zsi:l:r]rceitsi‘ng TDA-09 (ST&E) plan, or similar capability;
P : . _|organization-defined breadth and depth of testing]; (2) Implement a verifiable flaw
enetration Testing : Puss " Throughout "
landb. Under the following constraints: [Assignment: Development remediation process to correct
lorganization-defined constraints]. weaknesses and deficiencies
identified during the control
testing and evaluation process;
and
(3) Document the results.
Mechanisms exist to conduct
specialized assessments for:
(1) Statutory, regulatory and
contractual compliance
obligations;
(2) Monitoring capabilities;
Require the developer of the system, system (3) Mobile devices;
Developer Testing com_ponent, or system_service to pe_erform pe_netration o (4) Data_bases; i
SA-11(05) and Evaluation | testing:a. At the.fol\owmg level of rigor: [Asslgqment: Functional |Intersects With Specialized IAO- |(5) Application security; .
Penetration Testing lorganization-defined bl_'eadth and _depth of testingl; Assessments 02.2 |((6) Embedded technologies (e.g.,
landb. Under the following constraints: [Assignment: loT, OT, etc.);
lorganization-defined constraints]. (7) Vulnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
and/or
(11) Artificial Intelligence and
|Autonomous Technologies (AAT).
Require the developer of the system, system Mechanisms exist to conduct
. t, or system service to perform penetration enetration testing on
Developer Testing ::;ﬂtiﬁgvaenAt the following level of rigor: [Assignment: $echnol0 Assetsg Applications
SA-11(05) P:r:]:trEa‘éiaohr:a‘lgleosr;iLg organization-defined breadth and depth of testingl; Functional |Intersects With|Penetration Testing| VPM-07 andlor Se?'ylices (TAASp)‘.)
landb. Under the following constraints: [Assignment:
organization-defined constraints].
Mechanisms exist to require
system developers/integrators
consult with security, compliance
and/or resilience personnel to:
. Security, (1) Create an_d implement a )
Deve\opelr T§5t'ng Require the developer of the system, system Compliance & Security ;I'estlng gnﬁ Evaluatlv(I).n .
SA-11(06) and Evaluation | icomponent, or system service to perform attack Functional [Intersects With| Resilience Testing | TDA-09 (ST&E) plan, or simitar capability;
Attack Surface H (2) Implement a verifiable flaw
Reviews surface reviews. E;I'hrolughoutt remediation process to correct
evelopment weaknesses and deficiencies
identified during the control
testing and evaluation process;
(3) Document the results.
DEVeIoper TeStNG o, 1 ire the developer of the system, system Mechanisms exist to define and
SA-11(06) a:t(: Evaluation | icomponent, or system service to perform attack Functional |Intersects With Attack Surface VPM- manage the scope for its attack
ack Surface H Scope 01.1 oy
Review: isurface reviews. surface management activities.
. Require the developer of the system, system
Developer Testing : .
i Elaton | comenen, & Syt sevi o vrty ot e scope
SA-11(07) Verify Scope of |t 0 required controls at the following level of rigor: Functional Intersects With Scope 01.1 |Mmanage the scope for its attack
Testing and € oS ) surface management activities.
Evaluation [Ass\gnment. organlzatlon-deﬁned breadth and depth
of testing and evaluation].
Mechanisms exist to require
system developers/integrators
consult with security, compliance
and/or resilience personnel to:
. Require the developer of the system, system N (1) Create and implement a
Deve\operTgstlng icomponent, or system service to verify that the scope Secgnty, Security Testing and Evaluation
SA-11(07 avnd _Fvasluatlonf\ of testing and evaluation provides complete coverage Functional |Int ts With| R Co‘mpllaljrcet&_( TDA-09 (ST&E) plan, or similar capability;
-11(07) ?Frels{incoapnedo of the required controls at the following level of rigor: unctional {intersects Wi es_\”\]erglcjehoejtlng "7 |(2) Implement a verifiable flaw
Evalugtion [Assignment: organization-defined breadth and depth Develo%ment remediation process to correct
of testing and evaluation]. weaknesses and deficiencies
identified during the control
testing and evaluation process;
nd
(3) Document the results.
Mechanisms exist to develop,
Developmzntd Require the developer of the systerr&, system . | gg;gm\z”ct:n"ﬁqgumr:'tr“;i'snfzfc“re
Process, Standards, [component, or system service to reduce attacl . Secure Baseline A
SA-15(05) and Tools | Attack [surfaces to [Assignment: organization-defined Functional Intersects With Configurations CFG-02 TECh"OIOQV.ASSEtS' Applications
Surface Reduction [thresholds]. and/t_)r Services .(TAAS) that are
consistent with industry-
accepted system hardening
Mechanisms exist to facilitate the
implementation of industry-
Development Require the developer of the system, system recognized security, compliance
Process, Standards, [component, or system service to reduce attack " Secure Engineering and resilience practices in the
SA-15(05) and Tools | Attack [surfaces to [Assignment: organization-defined Functional  Intersects With Principles SEA-0L specification, design,
Surface Reduction [thresholds]. development, implementation
and modification of Technology
/Assets, Applications and/or
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a. Replace system components when support for the
icomponents is no longer available from the developer,
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Unsupported

Mechanisms exist to prevent
unsupported Technology Assets,
/Applications and/or Services
(TAAS) by:

(1) Removing and/or replacing

icommunications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

defined eventsl

Unsupported \vendor, or manufacturer; orb. Provide the following Technology Assets ITAAS when support for the
SA-22 System loptions for alternative sources for continued support Functional [Intersects With A I\catiogr{s and/o} TDA-17 |components is no longer 5
Components for unsupported components [Selection (one or more): pSpervices (TAAS) available from the developer,
in-house support; [Assignment: organization-defined vendor or manufacturer; and
support from external providers]]. (2) Requiring justification and
documented approval for the
continued use of unsupported
TAAS required to satisf
a. Replace system components when support for the Mechanisms exist to provide in-
icomponents is no longer available from the developer, house support or contract
Unsupported \vendor, or manufacturer; orb. Provide the following Alternate Sources TDA- external providers for support
SA-22 System loptions for alternative sources for continued support Functional [Intersects With|  for Continued 17.1 |with unsupported Technology 5
Components for unsupported components [Selection (one or more): Support " |Assets, Applications and/or
in-house support; [Assignment: organization-defined Services (TAAS).
Isupport from external providers]].
Employ [Selection (one or more): design; modification; Mechanisms exist to facilitate the
laugmentation; reconfiguration] on [Assignment: Technology implementation of tailored
P lorganization-defined systems or system components] " development and acquisition
SA-23 Specialization Isupporting mission essential services or functions to Functional Intersects With De/z\:elopry;gnt & |TDA-01 strategies, contract tools and 5
increase the trustworthiness in those systems or cquisition procurement methods to meet
icomponents. unique business needs.
Mechanisms exist to design and
implement product management
processes to proactively govern
the design, development and
production of Technology Assets,
Employ [Selection (one or more): design; modification; /Applications and/or Services
laugmentation; reconfiguration] on [Assignment: gAASI) acrosts E!;E gys}eTSDLC)
- lorganization-defined systems or system components] ) Product TDA- |Development Life Cycle
SA-23 Specialization isupporting mission essential services or functions to Functional [intersects With Management 01.1 |[to: 5
increase the trustworthiness in those systems or (1) Improve functionality;
icomponents. (2) Enhance security and
resiliency capabilities;
(3) Correct security deficiencies;
and
(4) Conform with applicable
statutory, regulatory and/or
Employ [Selection (one or more): design; modification; i i
laugmentation; reconfiguration] on [Assignment: . MeCha"'Sms. exist to custom-
lorganization-defined systems or system components] Customized develop critical system
SA-23 Specialization : o f . Functional |Intersects With| Development of |TDA-12 |components, when Commercial 5
supporting mission essential services or functions to Critical Components Off The Shelf (COTS) solutions
increase the trustworthiness in those systems or are unavailable
icomponents. .
[@. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the system and communications . Compliance & policies, standards and
SC-01 Procedures protection policy and the associated system and Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
icommunications protection controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
[a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to develop,
Policy and implementation of the system and communications " Network Security govern & update procedures to
SC-01 Procedures protection policy and the associated system and Functional Subset Of Controls (NSC) NET-01 facilitate the implementation of 10
icommunications protection controls;b. Designate an Network Security Controls (NSC).
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defi ents]
[a. Develop, document, and disseminate to Mechanisms exist to facilitate the
[Assignment: organization-defined personnel or implementation of industry-
roles]:1. [Selection (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] system and resilience practices in the
and communications protection policy that. specification, design,
/Addresses purpose, scope, roles, responsibilities, development, implementation
management commitment, coordination among and modification of Technology
organizational entities, and compliance; andb. Is Assets, Applications and/or
consistent with applicable laws, executive orders, Services (TAAS).
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the
Policy and implementation of the system and communications . Secure Engineering
s¢-01 Procedures protection policy and the associated system and Functional Subset Of Principles SEA-OL 10
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evelop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Periodic Review &

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

version 2026.1_x000a_03/27/2026

g Policy and implementation of the system and communications . Update of Security, .
SC-01 Procedures protection policy and the associated system and Functional |intersects With Compliance & GOV-03
lcommunications protection controls;b. Designate an Resilience Program
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the sydstem anddcor;mynicatisns zrotte&t]ion poliqt/ and
procedures; andc. Review and update the curren
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
Mechanisms exist to ensure
security functions are restricted
Security Function N N . " . N Restrict Access To to authorized individuals and
SC-03 Isolation Isolate security functions from nonsecurity functions. Functional (Intersects With Security Functions END-16 enforce least privilege control
requirements for necessary job
G
- - - - TIS EXTST 0 TSoTate
SC-03 Seculz(t)yl/alzit:)r:]cnon Isolate security functions from nonsecurity functions. Functional |Intersects With Seculzg)‘/aii\:)r:]ctlon g‘E‘Al' security functions from non-
- urity function
a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to control
the following types of denial-of-service events: resource utilization of
Denial-of-service |[[ASSignment: organization-defined types of denial-of- Technology Assets, Applications
SC-05 ‘ service events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority | CAP-02 |and/or Services (TAAS) that are
Protection . . H P . " A .
lachieve the denial-of-service objective: [Assignment: susceptible to Denial of Service
lorganization-defined controls by type of denial-of- (DoS) attacks to limit and
service event]. prioritize the use of resources.
a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to conduct
the following types of denial-of-service events: capacity planning so that
Denial-of-service [Assignment: organization-defined types of denial-of- necessary capacity for
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Capacity Planning | CAP-03 |information processing,
lachieve the denial-of-service objective: [Assignment: telecommunications and
lorganization-defined controls by type of denial-of- environmental support will exist
service e\_/ent]. _ _ during contingency operations.
o (o] Protet s Ly e et of Mechanisms exit 0 aclate he
hag . . " impl tati f it
Denial-of-service [Assignment: organization-defined types of denial-of- Capacity & :':Iapn?g“:nrleantmcr;gtrf)?spigle};sure
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With Performance CAP-01 optimal system performance to
organisation-efined contrls by type of deniarof Henagement meet expected and anticipated
segvice event] Y typ future capacity requirements.
la. [Selection (one): Protect against; Limit] the effects of|
Denial-of-service f;zsf‘;'r‘]‘;:”e";g tgrpge:"iozfafizw'adl;.f;]iﬁ‘é;::ez\l;né;iaI'Of' Denial of Service | NET- All"ut;)e"c];a taedaiwseccgra ﬂmineex et
SC-05 Protection service events]; andb. Employ the following controls to | Functional [Intersects With (DoS) Protection 02.1 foects ofgdenia\ of service
lachieve the denial-of-service objective: [Assignment: :
lorganization-defined controls by type of denial-of- attacks.
service event].
Mechanisms exist to control
Denial-of-service resource utilization of
Protection | Manage capacity, bandwidth, or other redundancy to Technology Assets, Applications
SC-05(02) Capacity, limit the effects of information flooding denial-of- Functional |Intersects With| Resource Priority | CAP-02 |and/or Services (TAAS) that are
Bandwidth, and [service attacks. susceptible to Denial of Service
Redundancy (DoS) attacks to limit and
prioritize the use of resources.
Mechanisms exist to conduct
Denial-of-service capacity planning so that
Protection | Manage capacity, bandwidth, or other redundancy to necessary capacity for
SC-05(02) Capacity, limit the effects of information flooding denial-of- Functional |Intersects With| Capacity Planning | CAP-03 |information processing,
Bandwidth, and |service attacks. telecommunications and
Redundancy environmental support will exist
during contingency operations.
Boundary . . - " . Mechanisms exist to route
Protection | Route CR::\triElﬁiscsa‘%g:serrtéf?iz%atzlz[igsoigfr:ﬁe:id(;Pgt:;?zaaltion- Route Internal NET- internal communications traffic
SC-07(08) Traffic to " . - Functional (Intersects With| Traffic to Proxy to external networks through
Authenticated gf::yege?'\);t:r;n:t‘ 'r;eat\nlvaogr:;]i:'ft!;t;?agcl';sauthent\cated Servers 181 organization-approved proxy
Proxy Servers . servers at managed interfaces.
Mechanisms exist to force
Boundal Internet-bound network traffic
Protection |rlz’oute Route [Assignment: organization-defined internal through a proxy device (e.g.,
5C-07(08) Traffic to icommunications traffic] to [Assignment: organization- Functional |Intersects With DNS & Content NET-18 Policy Enforcement Point (PEP))
Authenticated defined external networks] through authenticated Filtering for URL content filtering and DNS
Proxy Servers  |[Proxy servers at managed interfaces. filtering to limit a user's ability to
4 connect to dangerous or
prohibited Internet sites.
Boundary . N
Protection | Restrict|a. Detect and deny outgoing communications traffic ?oenct}:ca)Féi”r\"\srrlelfrl\?gatfiomnggtotll;:nd
SC-07(09) Threate_mng posing a th_reat to external systems; a!'\db. Alf'd't the Functional [Intersects With Bounde_xry NET-03 |external network boundary and
Outgoing identity of internal users associated with denied Protection at key internal boundaries within
Communications |communications. the network.
Traffic
N TETITATITSTITS S ATS T To A AT
Boundary managed interface for each
Protection | Restrict|a. Detect and deny outgoing communications traffic External external telecommunication
g Threatening posing a threat to external systems; andb. Audit the . - NET- |service that protects the
SC-07(09) Outgoing identity of internal users associated with denied Functional [intersects With TelecsogneTvL;?;csatlon 03.2 |confidentiality and integrity of
Communications |communications. the information being
Traffic transmitted across each
Boundary la. Prevent the exfiltration of information; andb. Prevent NET- A:letegﬂnatttehdergﬁ;:g:\(\)sr?gédex\st to
SC-07(10) Protection | Prevent|Conduct exfiltration tests [Assignment: organization- Functional (Intersects With Unauthorized 03.5 P filtrati " P lated
Exfiltration defined frequency]. Exfiltration . exfiltration o sensltlve_/regu ate
data across managed interfaces.
[Automated mechanisms exist to
Boundary a. Prevent the exfiltration of information; andb. Data Loss implement Data Loss Prevention
SC-07(10) Protection | Prevent|Conduct exfiltration tests [Assignment: organization- Functional |Intersects With Prevention (DLP) NET-17 |(DLP) to protect sensitive
Exfiltration defined frequency]. information as it is stored,
transmitted and processed
Boundary Mechanisms exist to configure
. .. |Only allow incoming communications from firewall and router configurations
5C-07(11) Pmtelcr:'c%nn,li:esmd [Assignment: organization-defined authorized sources] Functional |Intersects With B:Pa{llrsz/‘\cllgx NET- |to deny network traffic by default
Communica?ions to be routed to [Assignment: organization-defined Traffic by Exception 04.1 [and allow network traffic by
Traffic lauthorized destinations]. Yy P! exception (e.g., deny all, permit
by exception).
Prote?:ig;\]d\aRZstrict Only allow incoming communications from z’loenctrglnésoﬁsnf:rfi;zatgomn:na‘tctrh:nd
) [Assignment: organization-defined authorized sources] ) Boundary
SC-07(11) Incoming to be routed to [Assignment: organization-defined Functional (Intersects With Protection NET-03 |external network boundary and
Communications |10 o0y destinatiogns] 019 at key internal boundaries within
Traffic S RO ey rrrecrremms
Boundary exist to locate system
SC-07(14) Unauthorized i[I/:tsesr\fgarlr::]nt. organization-defined managed Functional |Intersects With Protection PES-12 physical and environmental
Physical . hazards and to minimize the
Connections opportunity for unauthorized
f 7 Physical access control
Protec:o:irlslzrotect Protect against unauthorized physical connections at Lockable Physical PES- mechanisms exist to protect
SC-07(14) Unal?thorized [Assignment: organization-defined managed Functional |Intersects With Casin g 03.2 system components from
Physical interfaces]. 9 : unauthorized physical access

(e.q.. lockable physical casinas)
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Protect against unauthorized physical connections at
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exist to protect power and
telecommunications cabling

version 2026.1_x000a_03/27/2026

Against N . atior dof . N Transmission PES- : "
SC-07(14) Unauthorized _[Assr\fgnment. organization-defined managed Functional |Intersects With Medium Security 121 cafrrymg data or suppfortmg 5
Physical interfaces]. ]ntormatt\pn sgr;/\ifes rom
Connections. interception, interference or
TUTSYSTETTS UTaT ProTess Persurany TaeTTTanTe
information:a. Apply the following processing rules to
Boundary data elements of personally identifiable information: . .
Protection | [Assignment: organization-defined processing rules];b. NET- r;ws:‘lfbrgzezxsrt;:ezgﬁly rules
SC-07(24) Personally Monitor for permitted processing at the external Functional Equal Personal Data (PD) 03.4 |to data elementz of Persogna\ 10
Identifiable interfaces to the system and at key internal boundaries| : Data (PD)
Information \within the system;c. Document each processing :
lexception; andd. Review and remove exceptions that
ra palonaor tor
Bounda Tmplement [Selection {one]: physically; TogicallyT
Protect\orr?,| separate subnetworks to isolate the following critical Cloud Infrastructure Mechanisms exist to host
SC-07(29) Separate Subnets [SYStem components and functions: [Assignment: Functional |Intersects With| "¢ v g pnet | CLD-03 [security-specific technologies in 5
to ISOIate Functions lorganization-defined critical system components and Y a dedicated subnet.
functions]
TECITATTISTITS EXTSTTU TTPTETTTeTTT
security management subnets to
Bounda Implement [Selection (one): physically; logically] isolate security tools and support
Protect\o?| separate subnetworks to isolate the following critical Security NET. |cOmponents from other internal
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional (Intersects With Management 06.1 system components by 5
to Isolate Functions lorganization-defined critical system components and Subnets . implementing separate
functions]. subnetworks with managed
interfaces to other components
Bounda Tmplement [Selection (one): physically; logically] Separate Subnet for] fledianishe exist to implement
Protect\orr)(l iseparate subnetworks to isolate the following critical %onnectin to NET- separate network addresses
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional |Intersects With Different Segurit 03.8 (e.qg., different subnets) to 5
to Isolate Functions lorganization-defined critical system components and Domains Y . connect to systems in different
functions] ecurity domain:
Transmission . . o " Cryptographic mechanisms exist
SC-08 Confidentiality and ;ré)eteﬁt t?gf[tsrealr?sc;?tr;égri‘:fg;rrr:‘a‘::':rl. confidentiality; Functional |Intersects With (:T;ﬁgér:rﬁfalﬁlt" CRY-03 |to protect the confidentiality of 5
Integrity grity . Yy data being transmitted.
Transmission . . P, . Cryptographic mechanisms exist
A " Protect the [Selection (one or more): confidentiality; : Transmission A N
SC-08 Confidentiality and | " : f " Functional |Intersects With : CRY-04 |to protect the integrity of data 5
Integrity integrity] of transmitted information. Integrity being transmitted.
Co:g?igsnrglaslistmgnd Implement cryptographic mechanisms to [Selection gy?,;?’ger:tpcl‘camﬁztiazzgms exist
SC-08(01) Integrity)|l (one or more): prevent unauthorized disclosure of Functional (Intersects With Alternate Physical | CRY- disglosure of information as an 5
Cryptographic L?;?];Tnaiggggdetect changes to information] during Protection 01.1 alternative to physical
Protection . safeguards.
Transmission . . . Mechanisms exist to facilitate the
) P Implement cryptographic mechanisms to [Selection "
Confidentiality and 4 . " Use of implementation of cryptographic
SC-08(01) Integrity | i(r?fr:)e”g;;?ofg‘eé'e’t};izecﬂgﬁn::t&oi';#g?ﬁaliﬂﬁlg—:ﬂ?r Functional [Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Cryptographic transmissioﬁ 9 9 Controls public standards and trusted
Protection : cryptographic technologies.
Transmission . " :
Codenalty and [TBlement coptographic mechoisms o Scecon
SC-08(01) Integrity | N o . y h Functional (Intersects With y i CRY-03 [to protect the confidentiality of 5
Cryptographic mforma_tlo_n, detect changes to information] during Confidentiality data being transmitted.
Protection transmission.
Transmission Cryptographic mechanisms exist
Confidentiality and [Maintain the [Selection (one or more): confidentiality; Pre/Post CRY- 'to ensure the confidentiality and
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional [Intersects With Transmission 01.3 integrity of information during 5
Post-transmission [transmission and during reception. Handling . preparation for transmission and
Handlina during reception
Transmission Mechanisms exist to facilitate the
Confidentiality and [Maintain the [Selection (one or more): confidentiality; Use of implementation of cryptographic
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional [Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Post-transmission [transmission and during reception. Controls public standards and trusted
Handling cryptographic technologies.
Tran ion
Confidentiality and [Maintain the [Selection (one or more): confidentiality; Mechanisms exist to restrict the
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional |Intersects With Media Use DCH-10 |use of types of digital media on 5
Post-transmission [transmission and during reception. systems or system components.
Handling
a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following Cryptographic mechanisms exist
3 Cryptographic  |types of cryptography required for each specified : ... | Encrypting Data At -~ :
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional |Intersects With Rest CRY-05 E?szl;g;’:rr;tgfng:tt:glgzr:gt 5
types of cryptography for each specified cryptographic .
use].
a. Determine the [Assignment: organization-defined . .
cryptographic uses]; andb. Implement the following MeChat."'Sm? ex'st to adfjess the
Cryptographic  |types of cryptography required for each specified " Export-Controlled | CRY- exporting of cryptographic
SC-13 " h : " Functional |Intersects With technologies in compliance with 5
Protection icryptographic use: [Assignment: organization-defined Cryptography 01.2
A relevant statutory and regulatory
types of cryptography for each specified cryptographic "
sel. requirements.
a. Determine the [Assignment: organization-defined . . .
cryptographic uses]; andb. Implement the following Use of :\'/ITIepCID;amrliTastE?Is;ftgr;apctglé?:)}:iie
SC-13 Cryptographic  types of cryptogra.phy rgqulred for each sp_eaﬁeq Functional |Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Protection cryptographic use: [Assignment: organization-defined Controls public standards and trusted
Eys;;?s of cryptography for each specified cryptographic cryptographic technologies.
Transmission of
Security and - . " " N . Cryptographic mechanisms exist
5C-16(01) Privacy Attributes | [VErity the integrity of transmitted security and Privacy | gynctional  [Intersects With| " 2ns™i=SIoN | cRy.04 [to protect the integrity of data 5
Integrity . grity being transmitted.
Verification
Transmission of Transmission of Mechanisms exist to associate
securityand o e the integrity of transmitted security and privacy N Cybersecurity & Technology Assets, Applications
SC-16(01) Privacy Attributes | | o oo Functional |Intersects With| 55 ~'50 o vion | CRY-10 |and/or Services (TAAS) security 5
V::rFegla'ltciﬁn Attributes attributes with information
Mobile Code T " )
Identify Identify [Assignment: organization-defined Vulnerability yjiz?:‘bsilingise?:f; tomen:rLllre that
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional |Intersects With Remediation VPM-02 identified, tracked Endp Y 5
and Take Corrective|organization-defined corrective actions]. Process di 'd
é%ﬂm remediated.
Mobile Code T
Identify Identify [Assignment: organization-defined Mechanisms exist to address
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional |Intersects With Mobile Code END-10 [mobile code / operating system- 5
and Take Corrective|organization-defined corrective actions]. independent applications.
ion:
Moé% CodeT Continuous Mechanisms exist to address new
Identify Identify [Assignment: organization-defined Vulnerabilit threats and vulnerabilities on an
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional (Intersects With Remediatio?]l VPM-04 |ongoing basis and ensure assets 5
and Take Correctivelorganization-defined corrective actions]. Activiti are protected against known
Action: ctivities attack:
Mobile Code | \Verify that the acquisition, development, and use of Mechanisms exist to protect
. Acquisition, mobile code to be deployed in the system meets " Software Licensing | AST- |Intellectual Property (IP) rights
SC-18(02) Development, and [[Assignment: organization-defined mobile code Functional  Intersects With Restrictions 02.7 |with software licensing 5
requirements]. restrictions.
™iobie Code | [VEFTy tThat the acquisition, development, and Use or . N
P . Mechanisms exist to address
. Acquisition, mobile code to be deployed in the system meets : ~ " -
SC-18(02) Development, and |[Assignment: organization-defined mobile code Functional (Intersects With Mobile Code END-10 mgblle code / operating system. 5
e requiremental independent applications.
Mechanisms exist to force
Internet-bound network traffic
Mobile Code | through a proxy device (e.g.,
Prevent Prevent the download and execution of [Assignment: : . DNS & Content Policy Enforcement Point (PEP))
SC-18(03) Downloading and |organization-defined unacceptable mobile code]. Functional |Intersects With Filtering NET-18 for URL content filtering and DNS 5
Execution filtering to limit a user's ability to
connect to dangerous or
prohibited Internet sites.
Mobile Tode | - -
: " Mechanisms exist to address
Prevent Prevent the download and execution of [Assignment: . A
SC-18(03) Downloading and |organization-defined unacceptable mobile code]. Functional [Intersects With Mobile Code END-10 [mobile code / operat\_ng system- 5
Execution independent applications.
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Mobile Code | B;s;"e':ﬁ;zifLgro?:S;t?:i%ﬁ%%"egfs?f?ngecOde n Mechanisms exist to address
SC-18(04) Prevent Automatic appligations]. ang enforce [Assignment: organization- Functional [Intersects With Mobile Code END-10 [mobile code / operating system- 5
Execution defined actions] prior to executing the code. independent applications.
. . " f Mechanisms exist to explicitly
Mobile Code | F;:Z;tn:::l:atrf;?naitzlgtie:ne-cduetflw%régfsmzg?ewde " Explicitly Allow/ | CFG- [3Il0W (allowlist /whitelist) and/or
SC-18(04) Prev:g;cAuuttigrnnatlc lapplications] and enforce [Assignment: organization- Functional  Intersects With Deny Applications | 03.3 glocllfc(a(éﬁnnnysllfl:;tb;?;lgljttt)]mized 5
defined actions] prior to executing the code. topz tems.
- — MethSRsme LR & brotect e
: Protect the [Selection (one or more): confidentiality; . . . o "
Protection of |} - © © y Endpoint Protection confidentiality, integrity,
SC-28 N integrity] of the following information at rest: Functional [Intersects With END-02 P 5
Information at Rest [Assignment: organization-defined information at rest]. Measures zxg:i?rl‘lr'tg:v?g:afety of
: Protect the [Selection (one or more): confidentiality; " Cryptographic mechanisms exist
SC-28 Infoilgtaetic(::?:tDFZest integrity] of the following information at rest: Functional |Intersects With Encrypt'larégstData At CRY-05 |to prevent unauthorized 5
[Assignment: organization-defined information at rest]. disclosure of data at rest.
Protection of '"‘p'err‘;‘e“‘ CJ‘Q?“’P"’“"'“ SIS T p;e‘r"e"t Cryptographic mechanisms exist
Information at Rest [2nauthorized disclosure and modification of the Ny : Cryptographic BCD- [to prevent the unauthorized
SC-28(01) . following information at rest on [Assignment: Functional |Intersects With ¢ " e 5
| Cryptographic ization-defined dia]: Protection 11.4 |disclosure and/or modification of
Protection organization-defined system components or medial: backup information.
[Asﬁ\gnme‘nt: Qr?amzatlgn-dgﬁngg information].
Protection of _|ImPIement ciyptographic mechanisms to prevent
Information at Rest unauthorized disclosure and modification of the Encrypting Data At Cryptographic mechanisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With P Regst CRY-05 [to prevent unauthorized 5
ryptograp! lorganization-defined system components or media]: disclosure of data at rest.
Protection I N ) Pt information]
Protection of Implement cryptographic mechanisms to prevent
Information at Rest unauthorized disclosure and modification of the Transmission Cryptographic mechanisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With Integrit CRY-04 |to protect the integrity of data 5
ggtegtiopn lorganization-defined system components or media]: grity being transmitted.
[Assianment: oraanization-defined information],
Protection of Implement cryptographic mechanisms to prevent Cryptographic mechanisms exist
h unauthorized disclosure and modification of the : _ |to protect the confidentiality and
SC-28(01) InTo(lz'ma?:nraatlfisst following information at rest on [Assignment: Functional [Intersects With Enscggfatlr;gM[La;iaa In %gHz integrity of information stored on 5
rr’yrgtegtio?\ lorganization-defined system components or media]: 9 *© |digital media during transport
[Assignment: organization-defined information]. outside of controlled areas.
Mechanisms exist to remove
Protection of Remove the following information from online storage CRY- :zssaerdc)si?/teaitfrgfrzlﬁnellirzleas.fszrcaugrz
SC-28(02) Information at Rest |and store offline in a secure location: [Assignment: Functional [Intersects With| Offline Storage 05.2 |location until it can be disposed 5
| Offline Storage |organization-defined information]. of according to data retention
requirements.
Mechanisms exist to create
recurring backups of data,
Protection of Remove the following information from online storage software and/or system Images,
N P ) " as well as verify the integrity of
SC-28(02) Information at Rest |and store offline in a secure location: [Assignment: Functional [Intersects With Data Backups BCD-11 these backups, to ensure the 5
| Offline Storage |organization-defined information]. availability of the data to satisfy
Recovery Time Objectives (RTOs)
and Recovery Point Objectives
Employ the following operations security controls to Ia:c’;’:’a‘i‘né’a‘inesléégﬁthymu" n
. . .. |protect key organizational information throughout the " ... |Security Operations . "
SC-38 Operations Security system development life cycle: [Assignment: Functional [Intersects With Center (SOC) 0OPs-04 ?apcﬁirtaattlggsa%eé&t?rggocrzstehat 5
lorganization-defined operations security controls]. Capability.
B e o Mechanisms exist o faclate he
SC-38 Operations Security system development life cycle: [Assignment: Functional [Intersects With|Operations Security| OPS-01 Lrgsljmmz;zttwsﬂsof operational 5
lorganization-defined operations security controls]. Y )
MECTIaNISS EXTST IO Protect
external and internal wireless
. links from signal parameter
Protect external and internal [Assignment: o
Wireless Link organization-defined wireless links] from the following Wireless Link NET- 3tnt:§thsotrri12rg;gvvh\rrzloers"5m”ng for
SC-40 " signal parameter attacks: [Assignment: organization- Functional |Intersects With : f - " 5
Protection defined types of signal parameter attacks or Protection 12.1 |connections, including scanning
for unauthorized wireless access
references to sources for such attacks]. points and taking appropriate
action, if an unauthorized
connection is discavered
Protec_t e>_(terna| _and |nFernaI T Assighment: K i Mechanisms exist to protect the
Wireless Link organization-defined wireless links] from the following . Wireless Access confidentiality and integrity of
SC-40 Protection slgljal parameter .attacks: [Assignment: organization- Functional |Intersects With Authentlca‘tlon & | CRY-07 |wireless networking technologies 5
defined types of signal parameter attacks or Encryption by implementing authentication
references to sources for such attacksl ol cben, -
Relocate [Assignment: organization-defined sensors Mechanisms exist to perform
LSS vl : A cyber threat hunting that uses
land monitoring capabilities] to [Assignment: Indicators of Compromise (1oC) to
SC-48 Sensor Relocation |organization-defined locations] under the following Functional (Intersects With| Threat Hunting | THR-07 pr 5
oy . . . detect, track and disrupt threats
iconditions or circumstances: [Assignment: that evade existing securit
lorganization-defined conditions or circumstances]. 9 4
controls.
Relocate [Assignment: organization-defined sensors Mechanisms exist to utilize a
land monitoring capabilities] to [Assignment: Automated Tools MON- Security Incident Event Manager
SC-48 Sensor Relocation |organization-defined locations] under the following Functional |Intersects With for Real-Time 01.2 (SIEM), or similar automated tool, 5
iconditions or circumstances: [Assignment: Analysis : to support near real-time
lorganization-defined conditions or circumstances]. analysis and incident escalation.
@ DEVETop, JOCUIIENT, and aTSSerare 1o Mechanisms exist to review the
[Assignment: organization-defined personnel or N
h . Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; i
Mission/busi level: Systern-level + Resilience Program (SCRP),
‘ff!°?/ e o imtoc ity ol tgj’st?m;\z‘f] system including policies, standards and
and information |n|egn Y pol ICYb'I'? @ resses t procedures, at planned intervals
purpose, scope, roles, responsibllities, managemen or if significant changes occur to
icommitment, coordination among organizational i i
o n ! y ensure their continuing
lentities, and compliance; andb. Is consistent with i
" ) . suitability, adequacy and
applicable laws, executive orders, directives, effectiveness.
regulations, policies, standards, and guidelines; and2. Periodic Review & )
Policy and Procedures to facilitate the implementation of the Update of Securit
SI-01 Proceydures isystem and information integrity policy and the Functional [Intersects With pCom liance & Y| Gov-03 5
lassociated system and information integrity controls;b. Resilienpce Program
Designate an [Assignment: organization-defined 9
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
loraanizati ined euentel
aAU " ! [’t' n“d“'ﬁ "é“"‘“e o ! Mechanisms exist to facilitate the|
[ ‘sswglr{mesn : o;_gamza ion-definec Cg)ersonni_ orI . implementation of industry-
rol es_]. L election (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] system o . A
+ I - h and resilience practices in the
and information integrity policy that:a. Addresses specification, design
ormitment. coordnation among arganizational evelopment, implementation
entities, and 'com liance; andb. Is consistent with and modlﬁcat\or_\ of Technology
Yo P g N . /Assets, Applications and/or
lapplicable laws, executive orders, directives, i
h " Services (TAAS).
regulations, policies, standards, and guidelines; and2.
. Procedures to facilitate the implementation of the
SI-01 :rgrl:ce{:ls:]eds isystem and information integrity policy and the Functional Subset Of Secu;,eriﬁrc\‘gwlréesermg SEA-01 10
lassociated system and information integrity controls;b. P
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
ization-defined eventcl
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Set Theory Relationship Mapping (STRM)

FDE Nam

Policy and

sl-01 Procedures

Focal Document Element (FDE) Desc

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] system
land information integrity policy :a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and information integrity policy and the
lassociated system and information integrity controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
laraanization.defined event:

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

SI-02 Flaw Remediation

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Intersects With

Vulnerability &
Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

SI-02 Flaw Remediation

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the

andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Intersects With

Software &
Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

SI-02 Flaw Remediation

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Intersects With

Automatic
Antimalware
Signature Updates

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

Flaw Remediation |
SI-02(04) Automated Patch
Management Tools

Employ automated patch management tools to
facilitate flaw remediation to the following system
icomponents: [Assignment: organization-defined
Isystem components].

Functional

Intersects With

Automated
Remediation Status

VPM-
05.2

/Automated mechanisms exist to
determine the state of system
components with regard to flaw
remediation.

Flaw Remediation |
S1-02(04) Automated Patch
Management Tools

Employ automated patch management tools to
facilitate flaw remediation to the following system
icomponents: [Assignment: organization-defined
system components].

Functional

Intersects With

Automated
Software &
Firmware Updates

VPM-
05.4

/Automated mechanisms exist to
install the latest stable versions
of security-relevant software and
firmware updates.

Flaw Remediation |
S1-02(04) Automated Patch
Management Tools

EMpIoy automated patch management TooTs T
facilitate flaw remediation to the following system
icomponents: [Assignment: organization-defined
tem c 1

Functional

Intersects With

Tentranzea
Management of
Flaw Remediation
Pracesse

VPM-
05.1

Mechanisms exist to centrally-
manage the flaw remediation
process.

Flaw Remediation |
SI1-02(04) Automated Patch
Management Tools

Employ automated patch management tools to
facilitate flaw remediation to the following system
icomponents: [Assignment: organization-defined
system components].

Functional

Intersects With

Software &
Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,

/Applications and/or Services
[TAAS\ includina fi

Malicious Code

SI-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With

Software &
Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

Malicious Code

SI-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With

Vulnerability &
Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

Malicious Code

SI-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
'during malicious code detection and eradication and
the resulting potential impact on the availability of the

lsystem.

Functional

Intersects With

Malicious Code
Protection (Anti-
Malware)

END-04

Mechanisms exist to utilize
antimalware technologies to
detect and eradicate malicious
code.
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Set Theory Relationship Mapping (STRM)

SI-03

FDE Nam

Malicious Code
Protection

Focal Document Element (FDE) Desc

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect

land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious cod: uarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined

personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

NIST SP 800-53 R 5.2 - PRIVACY_x000a_Crosswalk Mapping

Functional

Heuristic /
Intersects With|Nonsignature-Based|
Detection

END-
04.4

Mechanisms exist to utilize
heuristic / nonsignature-based
antimalware detection
capabilities.

version 2026.1_x000a_03/27/2026

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Safeguarding Data
Over Open
Networks

Intersects With

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Automatic
Antimalware
Signature Updates

Intersects With

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
iand send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
[deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]l.

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
[deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:

lorganization-defined frequency]l.

Functional

Centralized
Collection of
Security Event Logs

Intersects With

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
event logs.
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Focal Document Element (FDE) Description
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a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or Cryptographic mechanisms exist
deploy monitoring devices:1. Strategically within the to implement strong
isystem to collect organization-determined essential Safeguarding Data cryptography and security
SI-04 System Monitoring [information; and2. At ad hoc locations within the Functional [Intersects With Over Open NET-12 |protocols to safeguard
isystem to track specific types of transactions of Networks sensitive/regulated data during
interest to the organization;d. Analyze detected events transmission over open, public
land anomalies;e. Adjust the level of system monitoring networks.
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].
a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
isystem to collect organization-determined essential Continuous. Mechanisms exist to facilitate the
SI-04 System Monitoring [information; and2. At ad hoc locations within the Functional (Intersects With Monitorin MON-01|implementation of enterprise-
isystem to track specific types of transactions of 9 wide monitoring controls.
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].
a. Notify [Assignment: organization-defined incident '/Automated mechanisms exist to
System Monitoring ||response personnel (identified by name and/or by Automated implement pre-determined
Automated role)] of detected suspicious events; andb. Take the : : MON- |corrective actions in response to
S1-04(07) Response to following actions upon detection: [Assignment: Functional Intersects With s Re_s_ponsg to t: 01.11 |detected events that ha\ee
Suspicious Events |organization-defined least-disruptive actions to uspicious Events security incident implications.
terminate suspicious events].
la. Notify [Assignment: organization-defined incident
System Monitoring ||[response personnel (identified by name and/or by
51-04(07) Automated role)] of detected suspicious events; andb. Take the Functional |Intersects With Automated Incident| IRO- ::;;?:ts‘iﬁifgg:ésgigﬁs; to
Response to following actions upon detection: [Assignment: Handling Processes| 02.1
Suspicious Events |organization-defined least-disruptive actions to process.
terminate suspicious events].
/Alert [Assignment: organization-defined personnel or Mechanisms exist to
System Monitoring ||roles] using [Assignment: organization-defined automatically alert incident
Automated lautomated mechanisms] when the following : : MON- |response personnel to
S-04(12) Organization- indications of inappropriate or unusual activities with Functional |intersects With| Automated Alerts 01.12 |inappropriate or anomalous
generated Alerts |security or privacy implications occur: [Assignment: activities that have potential
lorganization-defined activities that trigger alerts]. security incident implications.
[Alert [Assignment: organization-defined personnel or
System Monitoring ||roles] using [Assignment: organization-defined Real-Time Alerts of Mechanisms exist to provide
51-04(12) Automated lautomated mechanisms] when the following Functional |Intersects With| Event Logging MON- [24x7x365 near real-time alerting
Organization- indications of inappropriate or unusual activities with Failure 05.1 |capability when an event log
generated Alerts |security or privacy implications occur: [Assignment: processing failure occurs.
lorganization-defined activities that trigger alerts].
/Analyze outbound communications Eraﬁc at external Automated mechanisms exist to
System Monitoring ||interfaces to the system and at the following interior Data Loss implement Data Loss Prevention
S1-04(18) Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With Prevention (DLP) NET-17 |(DLP) to protect sensitive
Covert Exfiltration |[Assignment: organization-defined interior points information as it is stored,
witq'u the i)ést_eucj transmitted and processed
/Analyze outbound communications traffic at externa
System Monitoring ||interfaces to the system and at the following interior Analyze Traffic for | MON- |/Automated mechanisms exist to
S1-04(18) Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With Coveyrt Exfiltration 111 analyze network traffic to detect
Covert Exfiltration |[[Assignment: organization-defined interior points . covert data exfiltration.
within the system]
System Monitoring | (L)Jrlscaz‘i/:aréigz-de;;ivnaer;ju ae‘rss[gr?l‘wj;egl?rlo\esl]glilg(ftltlaiors of Monitoring for MON. [Automated mechanisms exist to
S1-04(24) Indicators of co?n romise rovidedpb [Assignment: o’r anization- Functional |Intersects With Indicators of 11.3 identify and alert on Indicators of
Compromise dPﬁind mnrrpp 1 y 9 Forg Compromise (10C) > |Compromise (loC).
Mechanisms exist to utilize a File
. " N . Integrity Monitor (FIM), or similar
- Discover, collect, and distribute to [Assignment: )
System Monitoring | organizati ! . " ; change-detection technology, on
‘ganization-defined personnel or roles], indicators of . File Integrity MON- [~ &
S1-04(24) ?d\cators'of lcompromise provided by [Assignment: organization- Functional |Intersects With Monitoring (FIM) 01.7 crltlc_al T_echno\ogy Assets,
ompromise defined sources] /Applications and/or Services
. (TAAS) to generate alerts for
unauthorized modifications.
. . o . Mechanisms exist to limit the
System Monitoring ||Provide visibility into network traffic at external and . Limit Network NET- [number of concurrent external
S1-04(25) Optimize Network [key internal system interfaces to optimize the Functional [Intersects With Connections 03.1 |network connections to its
Traffic Analysis |effectiveness of monitoring devices. " [Technology Assets, Applications
" icac (TAAC)
Mechanisms exist to implement
System Monitoring ||Provide visibility into network traffic at external and Intrusion Detection MON- Isntsrtles:\gg (?Sée/cf;osn) éelzrsxglr;tl?;
S1-04(25) Optimize Network |key internal system interfaces to optimize the Functional [Intersects With & Prevention 01.1 oz critical systems, key netwgork
Traffic Analysis |effectiveness of monitoring devices. Systems (IDS & IPS) segments and network choke
points.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
Generate internal security alerts, advisories, and
directives as deemed necessary;c. Disseminate
Security Alerts, |security alerts, advisories, and directives to: [Selection . .
SI-05 Advisories, and |(one or more): [Assignment: organization-defined Functional |Intersects With I\rlfllijéalziaotr? TDA-18 \h:l:hcd'}:n';m:é::;&%sr;sctéhe
Directives personnel or roles]; [Assignment: organization-defined Y puts.
lelements within the organization]; [Assignment:
lorganization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b. Mechanisms exist to maintain
IGenerate internal security alerts, advisories, and situational awareness of
directives as deemed necessary;c. Disseminate \vulnerabilities and evolving
Security Alerts, |security alerts, advisories, and directives to: [Selection Threat Intelligence threats by leveraging the
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With Feedsg THR-03 |[knowledge of attacker tactics,
Directives personnel or roles]; [Assignment: organization-defined techniques and procedures to
lelements within the organization]; [Assignment: facilitate the implementation of
organization-defined external organizations]]; andd. preventative and compensating
Implement security directives in accordance with controls.
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
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a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
IGenerate internal security alerts, advisories, and Cryptographic mechanisms exist
directives as deemed necessary;c. Disseminate to implement strong
Security Alerts, |security alerts, advisories, and directives to: [Selection Safeguarding Data cryptography and security
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional (Intersects With Over Open NET-12 |protocols to safeguard
Directives personnel or roles]; [Assignment: organization-defined Networks sensitive/regulated data during
lelements within the organization]; [Assignment: transmission over open, public
lorganization-defined external organizations]]; andd. networks.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Employ integrity verification tools to detect . . . .
unauthorized changes to the following software, IMscha_?ls“Ts ethSt ;:’M”t'“ze .F'I.T
Software, Firmware, |firmware, and information: [Assignment: organization- Endpoint File ntegrity Kioni or (FIM), or similar
) ) h H h : : N technologies, to detect and
SI-07 and Information |defined software, firmware, and information]; andb. Functional [Intersects With|Integrity Monitoring| END-06 i horized ch
Integrit [Take the following actions when unauthorized changes (FIM) report on unauthorized changes
arity 9 i ; 9 to selected files and
to the software, firmware, and information are configuration settings.
detected: [Assignment: organization-defined actions]. 9 9s-
a. Employ integrity verification tools to detect Cryptographic mechanisms exist
unauthorized changes to the following software, to implement strong
Software, Firmware,[firmware, and information: [Assignment: organization- Safeguarding Data cryptography and security
SI-07 and Information |defined software, firmware, and information]; andb. Functional (Intersects With Over Open NET-12 |protocols to safeguard
Integrity [Take the following actions when unauthorized changes Networks sensitive/regulated data during
to the software, firmware, and information are transmission over open, public
detected: [Assignment: organization-defined actions]. networks.
a. Employ integrity verification tools to detect
unauthorized changes to the following software,
Software, Firmware, |firmware, and information: [Assignment: organization- . .
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With “\;pﬁ; Iz_ata TDA-18 Melc(;w_?nlsfrr}sfexlstttp Ch,Eththe
Integrity [Take the following actions when unauthorized changes alidation validity of information inputs.
to the software, firmware, and information are
detected: [Assignment: organization-defined actions].
Cryptographic mechanisms exist
to implement strong
Information Input ICheck the validity o_f thg follovying informati_on inputs: . Safeguarding Data cryptography and security
SI-10 Validation [Assignment: organization-defined information inputs Functional [Intersects With Over Open NET-12 |protocols to safeguard
to the system]. Networks sensitive/regulated data during
transmission over open, public
CTTETR e Vanarty or tre TpuC networks.
TOTOWITTY TTOTTTEToTT T - -
SI-10 Info\rlg?ég:t?olr?put [Assignmeni?rganization—deﬁned information inputs Functional |Intersects With I\?aplii‘l(;a[ziaot: TDA-18 \hlllaehc;?;':m:é::;:%sqs;tt?e
anage and retain information within the system and Mechanisms exist to retain
Information information output from the system in accordance with Media & Data media and data in accordance
SI-12 Management and |applicable laws, executive orders, directives, Functional [Intersects With Retenti DCH-18|with applicable statutory,
Retention regulations, policies, standards, guidelines and etention regulatory and contractual
9 s P 3 ) 9 y
operational requirement: obligation
Mechanisms exist to:
(1) Retain Personal Data (PD),
including metadata, for an
organization-defined time period
to fulfill the purpose(s) identified
Manage and retain information within the system and ::Vshe notice or as required by
Information information output from the system in accordance with Personal Data (PD) Di
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With Retention & PRI-05 (azn)d?;;;s:n;;?zzsstm\éséEe)n:ases,
Retention regulat_lons, pohc_\es, standards, guidelines and Disposal regardless of the method of
loperational requirements. storage; and
(3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of
PD (including originals, copies
and archived records).
Mechanisms exist to address the
use of Personal Data (PD) for
Information internal testing, training and
Management and [Limit personally identifiable information being Internal Use of research that: -
Retention | Limit |processed in the information life cycle to the following Personal Data (PD) (1_) Talfes measures to limit or
S1-12(01) Personally lelements of personally identifiable information: Functional |Intersects With For Testing, PRI-05,1/Minimize the amount of PD used
Identifiable [Assignment: organization-defined elements of Training and for internal testing, training and
Information personally identifiable information]. Research research purposes; and
Elements (2) Authorizes the use of PD
when such information is
required for internal testing,
training and research
Information Mechanisms exist to minimize
Management and |Limit personally identifiable information being sensitive/regulated data that is
Retention | Limit |processed in the information life cycle to the following Minimize Sensitive /| DCH- collected, received, processed,
SI1-12(01) Personally lelements of personally identifiable information: Functional |Intersects With Requlated Data 18.1 stored and/or transmitted
Identifiable [Assignment: organization-defined elements of 9 "~ |throughout the information
Information personally identifiable information]. lifecycle to only those elements
Elements necessary to support necessary
TrTOTTTETOTT
Management and Mechanisms exist to minimize
Retention | Use the following techniques to minimize the use of Limit Sensitive / the use of sensitive/regulated
S1-12(02) Minimize Personally |personally identifiable information for research, Functional |Intersects With Regulated Data In | DCH- |data for research, testing, or
Identifiable testing, or training: [Assignment: organization-defined Testing, Training & | 18.2 |training, in accordance with
Information in  [techniques]. Research authorized, legitimate business
Testing, Training, practices.
,4
Mechanisms exist to address the
. use of Personal Data (PD) for
Information internal testing, training and
Management and . . P Internal Use of research that:
i R‘eter:;t\on | " Use the Iflol\bt(:jwmt‘gﬁticlhr_uqfues tct>‘ ml?\mlze the Ese of personal Data (PD) (1) Takes measures to limit or
inimize Personally |personally identifiable information for research, . N minimize the amount of PD used
S-12(02) Ident\ﬁgble testing, or training: [Assignment: organization-defined Functional |intersects With TFl?arir.:—iisgn:r?é PRI-05.1 for internal testing, training and
Infprmathn in techniques]. Research research purposes; and
Testing, Training, (2) Authorizes the use of PD
and Research when such information is
required for internal testing,
trainina and
Mechanisms exist to:
(1) Retain Personal Data (PD),
including metadata, for an
organization-defined time period
to fulfill the purpose(s) identified
. in the notice or as required by
Information law;
Management and |Use the following technlques to dispose of, d_estroy, or . Personal D_ata (PD) (2) Dispose of, destroys, erases,
SI-12(03) Retent\oln | erase information fqllovylng th‘e retent\on‘ period: Functional |Intersects With Retgntlon & PRI-05 and/or anonymizes the PD,
Info_rmatlon [Assignment: organization-defined techniques]. Disposal regardless of the method of
Disposal storage; and
(3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of
PD (including originals, copies
and archived records).
Tnformation
Management and |Use the following techniques to dispose of, destroy, or Information Mechanisms exist to securely
SI-12(03) Retention | lerase information following the retention period: Functional (Intersects With Disposal DCH-21|dispose of, destroy or erase
Information [Assignment: organization-defined techniques]. P information.
Disposal T e T T e T Te e U e T T e (T T T ToT—aIT - - -
following system components in specific environments Mech_anlsms exist to '"?D‘eme"‘
of operation: [Assignment: organization-defined ;:iall;\slemriaoganbeiﬁtr;/rtejlr;::i]rﬁain
si-13 Predictable Failure zﬁff‘i?nce‘:"gp::;gtﬂ'e Z?“:’;bperf;’;“’aenngctg\‘/‘;eaf‘yd“em Functional [Intersects With| Failover Capability | 55 lavailability of critical Technology
istandby components in accordance with the following Assets, Applications, Services
criteria: [Assignment: organization-defined MTTF and/or Data (TAASD).
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foHowmg‘system ;ompcne.nts in speqﬁc environments Mechanisms exist to determine
of operation: [Assignment: organization-defined th : .
. . A y N . . e Mean Time to Failure (MTTF)
S1-13 Predictable ‘Fallure lsystem components]; andb. Provide substl@ute system Functional |Intersects With Predictable fallure SEA-07 |for system components in 5
Prevention icomponents and a means to exchange active and Analysis 72 "
- : . specific environments of
istandby components in accordance with the following operation
criteria: [Assignment: organization-defined MTTF P :
it i
Mechanisms exist to check for
a. Check the accuracy, relevance, timeliness, and Redundant, Obsolete/Outdated,
Personally icompleteness of personally identifiable information Toxic or Trivial (ROTT) data to
Identifiable lacross the information life cycle [Assignment: . N Data Quality ensure the accuracy, relevance,
Si18 Information Quality |organization-defined frequencyl; andb. Correct or Functional Intersects With Operations DCH-22 timeliness, impact, completeness 5
Operations delete inaccurate or outdated personally identifiable and de-identification of
information. information throughout the
information lifecycle.
Mechanisms exist to maintain a
process for:
Personally (1) Data subjects to have
Identifiable ICorrect or delete personally identifiable information Correcting inaccurate Personal Data (PD)
SI-18(04) Information Quality [upon request by individuals or their designated Functional |Intersects With|Inaccurate Personal|PRI-06.1|maintained by the organization 5
Operations | representatives. Data (PD) corrected or amended; and
Individual Requests (2) Disseminating corrections or
amendments of PD to other
authorized users of the PD.
Personally technical controls to correct
Identifiable ICorrect or delete personally identifiable information Updating & DCH- Personal Data (PD) that is
SI1-18(04) Information Quality Jupon request by individuals or their designated Functional [Intersects With|Correcting Personal 22.1 inaccurate or outdated, 5
Operations | representatives. Data (PD) " lincorrectly determined regarding
Individual Requests impact, or incorrectly de-
Mechanisms exist to provide
authenticated data subjects the
ability to:
(1) Access their Personal Data
(PD) that is being processed,
stored and shared, except where
the burden, risk or expense of
providing access would be
disproportionate to the benefit
offered to the data subject
through granting access;
(2) Obtain answers on the
Personally specifics of how their PD is
Identifiable ICorrect or delete personally identifiable information Data Subject collected, rece!ved, processed,
SI-18(04) Information Quality jupon request by individuals or their designated Functional Intersects With| ¢ - owerr;ent PRI-06 [stored, transmitted, shared, 5
Operations | representatives. P updated and/or disposed;
Individual Requests (3) Obtain the source(s) of their
PD;
(4) Obtain the categories of their
PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD|
due to inaccuracies;
(6) Request erasure of their PD;
and
(7) Restrict the further collecting,
receiving, processing, storing,
transmitting, updated and/or
sharing of their PD.
Personally "
Identifiable Notify [Assignment: organization-defined recipients of Updating & ;eecrgg:]c:l\Sgtnatr(opllsj)tothc;rl"sect
SI-18(05) Igformat\on Qual_\ty personally |dent|ﬁab_|g |nfo_rmat|on]_and individuals that Functional [Intersects With|Correcting Personal DCH- inaccurate or outdated, 5
perations | Notice [the personally identifiable information has been D 22.1 |, "
of Correction or |corrected or deleted. ata (PD) incorrectly determined regarding
Deletion impact, or incorrectly de-
Mechanisms exist to maintain a
Personally process for: .
; Identifiable I Notify [A}Issi%nmegt:blorgafnizat\on-d]eﬁnded :jeciz\enlts Ef Correcting i(:;cl)cit;ts;gl:rcsfnt; gaa\tlae (PD)
Information Quality |personally identifiable information] and individuals that| . P
S1-18(05) Operations | Notice [the personally identifiable information has been Functional |Intersects With Inaccgratte(sgrfcnal PRI-06.1] mamtalnded by the:rg.amzdatwon 5
of Correction or |corrected or deleted. ata corrected or amended; an
Deletion (2) Disseminating corrections or
amendments of PD to other
authorized users of the PD.
Identifiable Notify [Assignment: organization-defined recipients of Notice of Correction Mechanisms exist to notify
Information Quality |personally identifiable information] and individuals that| " " affected data subjects if their
S1-18(05) Operations | Notice [the personally identifiable information has been Functional Intersects With or lzr'?cesslng PRI-06.2 Personal Data (PD) has been 5
of Correction or |corrected or deleted. ange corrected, amended or deleted.
a. Remove the following elements of personally
identifiable information from datasets: [Assignment: Mechanisms exist to anonymize
. e lorganization-defined elements of personally . De-ldentification ;
Si-19 Deldentification identifiable information]; andb. Evaluate [Assignment: Functional Equal (Anonymization) DCH-23 ?:; gﬁr;e?a%':egt:ersonal Data 10
lorganization-defined frequency] for effectiveness of .
de-identification.
. e . . : Primary Source Mechanisms exist to collect
De-identification | |De-identify the dataset upon collection by not . DCH- h
SI-19(01) : . h . h Functional [Intersects With| Personal Data (PD) Personal Data (PD) directly from 5
Collection collecting personally identifiable information. Collection 22.3 the individual.
S$1-19(01) De-identification | |De-identify the dataset upon collection by not Functional |Intersects With De-Ildentify Dataset| DCH- ﬂicggpaii’:tsuiﬂitct;\gi;:gﬁnbt:/fy 5
Collection collecting personally identifiable information. Upon Collection 23.1 not collecting Personal Data (PD).
De-identification | Mechanisms exist to mask
Removal, Masking, o
Encryption Remove, mask, encrypt, hash, or replace direct sensitive/regulated data through
SI1-19(04) Hashing OI" identiﬁe}s ina :dataset ' ’ Functional |Intersects With Data Masking PRI-05.3|data anonymization, 5
Replacemént of " pse_udony_miz;tion, redaction or
Direct Identifiers de-identification.
De-identification |
Removal, Masking, Removal, Masking, Mechanisms exist to remove,
Encryption, Remove, mask, encrypt, hash, or replace direct " ... |Encryption, Hashing| DCH- g
SI-19(04) Hashing, or identifiers in a dataset. Functional (Intersects With or Replacement of | 23.4 g!ask, %ncry_f;i)t, hash (()jr replace 5
Replacement of Direct Identifiers irect identifiers in a dataset.
Direct Identifiers
@ DEVETop, UUCUTTIENT, ana UTSSenate o Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilienée Program (SCRP),
Mission/business process-level; System-level] supply H < i i
hain risk licy that-a. Add including policies, standards and
chain risk management pol |cy_t _a_t_.a. Addresses procedures, at planned intervals
purpose, scope, role_s, rgspon5|b|||t|es, m_ana_gement or if significant changes occur to
icommitment, coordination among organizational ensure their continuing
lentities, and compliance; andb. Is consistent with suitability, adequacy and
lapplicable laws, executive orders, directives, effectivenéss
regulations, policies, standards, and guidelines; and2. Periodi . .
o . eriodic Review &
Policy and Procedureg to 'facllltate the |mplementat\0n of the ) Update of Security
SR-01 P isupply chain risk management policy and the Functional |Intersects With N ' GOV-03 5
rocedures Y ager . Compliance &
lassociated supply chain risk management controls;b. Resilience Program
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
ization dofinad eventcl
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
chain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, . . .
regulations, policies, standards, and guidelines; and2. - N Me_char)lsms ex_lst to _establlsh,
Poli nd Procedures to facilitate the implementation of the P“bcl'sr::mﬁ ?\ecusr(lty, ma"m‘taln atngddlf;em:;ate
SR-01 Pr?)c?gzres isupply chain risk management policy and the Functional |Intersects With ORESiIiaenCcee GOV-02 g?occezsdrse:negesiaary for secure, 5
gsso_clated supply _cham I’IS.k management controls;b. Documentation compliant and resilient
esignate an [Assignment: organization-defined Capabilities,
official] to manage the development, documentation, P .
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
£45% rssermmate o
ation-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
ichain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Policy and Procedures to facilitate the implementation of the Third-Party Mechanisms exist to facilitate the
SR-01 Procedures isupply chain risk management policy and the Functional Subset Of Management TPM-01 implementation of third-party 10
lassociated supply chain risk management controls;b. 9 management controls.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
larqanization.defined event:
a. Develop a plan for managing supply chain risks Mechanisms exist to develop a
lassociated with the research and development, design, plan for Supply Chain Risk
manufacturing, acquisition, delivery, integration, Management (SCRM) associated
loperations and maintenance, and disposal of the with the development,
following systems, system components or system acquisition, maintenance and
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk disposal of Technology Assets,
SR-02 Management Plan lsystem components, or system services];b. Review Functional (Intersects With Management RSK-09 |Applications and/or Services 5
land update the supply chain risk management plan (SCRM) Plan (TAAS), including documenting
[Assignment: organization-defined frequency] or as selected mitigating actions and
required, to address threat, organizational or monitoring performance against
lenvironmental changes; andc. Protect the supply chain those plans.
risk management plan from unauthorized disclosure
land modification.
la. Develop a plan for managing supply chain risks Mechanisms exist to:
lassociated with the research and development, design, (1) Evaluate security risks and
manufacturing, acquisition, delivery, integration, threats associated with
loperations and maintenance, and disposal of the 'Technology Assets, Applications
following systems, system components or system and/or Services (TAAS) supply
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk chains; and
SR-02 Management Plan Isystem components, or system services];b. Review Functional |Intersects With Management TPM-03 |(2) Take appropriate remediation 5
land update the supply chain risk management plan (SCRM) actions to minimize the
[Assignment: organization-defined frequency] or as organization's exposure to those
required, to address threat, organizational or risks and threats, as necessary.
lenvironmental changes; andc. Protect the supply chain
risk management plan from unauthorized disclosure
land modification.
MECNaniSms exXISt To Tequire
software developers to ensure
that their software development
Supply Chain Employ a diverse set of sources for the following Development processes employ industry-
Controls and isystem components and services: [Assignment: " . Methods, TDA- |recognized secure practices for
SR-03(01) Processes | Diverse |organization-defined system components and Functional |Intersects With Techniques & 02.3 [secure programming, 5
Supply Base services]. Processes engineering methods, quality
control processes and validation
techniques to minimize flawed
Supply Chain Employ a diverse set of sources for the following seiir?tryscr:‘)?rﬁil:né Ez C;Enfdaln
Controls and isystem components and services: [Assignment: : " " " TDA- T "
SR-03(01) Processes | Diverse [organization-defined system components and Functional [Intersects With| Supplier Diversity 03.1 :ﬁslllence tech_nologles _fn_)rn_ 5
: ifferent suppliers to minimize
Supply Base services]. supply chain risk
Mechanisms exist to utilize
Supply Chain Employ a diverse set of sources for the following Acquisition tailored acquisition strategies,
Controls and isystem components and services: [Assignment: . 3 TPM- |contract tools and procurement
SR-03(01) Processes | Diverse |organization-defined system components and Functional |Intersects With Stratiﬁ’;ﬁéggms & 03.1 |methods for the pu?'chase of 5
Supply Base  |services]. unique Technology Assets,
Anplications and/or Service:
Mechanisms exist to require
contractual requirements for
Supply Chain e\ e that the controls included in the contracts of , applicable security, compliance
SR-03(03) Controls and prime contractors are also included in the contracts of Functional |Intersects With [Third-Party Contract TPM-05 and reslilence requirements with 5
Processes | Sub-tier subcontractors. Requirements third-parties, reflecting the
Flow Down : organization's needs to protect
its Technology Assets,
/Applications, Services and/or
Mechanisms exist to ensure
Supply Chain Ensure that the controls included in the contracts of applicable security, compliance
Controls and . : h . ... |Contract Flow-Down| TPM- [and resilience requirements are
SR-03(03) Processes | Sub-tier Ealt;réz:tciggzt;;ors are also included in the contracts of | Functional |Intersects With Requirements 05.2 lincluded in contracts that flow- 5
Flow Down . down to applicable sub-
contractors and suppliers.
Mechanisms exist to develop a
plan for Supply Chain Risk
. . . Management (SCRM) associated
Employ the following Operations Security (OPSEC) with the development,
Supply Chain icontrols to protect supply chain-related informa_tion for . Supply Chain Risk acquisition, maintenance and
SR-07 Operations Security the gystem, systemlccmponen‘t, or system service: Functional |Intersects With Management RSK-09 disposal of Technology Assets, 5
[Assignment: organization-defined Operations Security (SCRM) Plan Applications and/or Services
(OPSEC) controls]. (TAAS), including documenting
selected mitigating actions and
monitoring performance against
Employ the Tollowing Operations Securty (OPSEC] N *
Supply Chain controls to protect supply chain-related information for Mechanisms exist to facilitate the|
SR-07 Operations Securit the system, system component, or system service: Functional [Intersects With|Operations Security| OPS-01 implementation of operational 5
P Yy [Assignment: organization-defined Operations Security security controls.
(OPSEC) controls]
Mechanisms exist to maintain
Inspect the following systems or system components awareness of component
[Selection (one or more): at random; at [Assignment: authenticity by developing and
Inspection of organizati " > N Product Tampering - ) y
ganization-defined frequency], upon [Assignment: ) ! implementing Product Tampering
SR-10 ciy;tsgz::s lorganization-defined indications of need for Functional  Intersects With| and Counterfeiting | TDA-11 and Counterfeiting (PTC) 5
inspection]] to detect tampering: [Assignment: practices that include the means
lorganization-defined systems or system components]. to detect and prevent counterfeit
components.
Inspect the following systems or system components Mechanisms exist to physically
Inspection of [Selec_tiop (onde zr mdofre): at ran]dom; at[LAsggnmergt: Technol Asset AsT and logically inspect critical
lorganization-defined frequency], upon [Assignment: . echnology Asse - |technology assets to detect
SR-10 Cszayritr?c?r]\z:{s lorganization-defined indications of need for Functional |Intersects With Inspections 15.1 evidenceggf tampering. 5
inspection]] to detect tampering: [Assignment:
organization-defined systems or system components].
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of
Relationsh

SR-12

Component
Disposal

Dispose of [Assignment: organization-defined data,
documentation, tools, or system components] using

the following techniques and methods: [Assignment:

lorganization-defined techniques and methods].

Functional

Mechanisms exist to securely
dispose of, destroy or repurpose

Secure Disposal, system components using
Intersects With| Destruction or Re- | AST-09 |organization-defined techniques 5
Use of Equipment and methods to prevent

information being recovered
from these components.

Secure Controls Framework (SCF)

46 of 46



	NIST 800-53 R5.2 - PRIVACY

