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STRM Secure Controls Framework (SCF)
FDE Name Document Element (FDE) Description T SCF Control sl ison
164.308 Adsg‘,g‘;zf;'s"e ino content] Functional No Relationship N/A N/A elappliczbie Sciicons 0
164.308(2)(1) NA [fno content] Functional No A N/A [No appiicable SCF control 0
Mechanisms exist to estabiish, maintain and disseminate policies, standards and procedures
blishing S
164308001 Standard: Security_[mplement polcies and procedures to prevent, detect, contain, and Fnctonat aubsetor | coibisningsecuriy, ooy [pecessany for secure, compiiant and resilent capabiltes. o
pr rrect security violations. e s
[Mechanisms exist to facilitate the implementation of configuration management contros.
164.308(0)(1) Standard: Security [Implement policies and procedures to prevent, detect, contain, and Functiona! Subset Of Configuration Management croo s 9 9 "
pr rrect security violations. Program
Mechanisms exist to facilitate the implementation of a change management program.
164.308(0)(1) Standard: Security [Implement policies and procedures to prevent, detect, contain, and Functiona! Subset Of Change Management CHo-01 Pl 9 9 prog! 0
management process|correct security violations. Program
Mechanisms exist to faciitate the implementation of enterprise-wide monitoring controls.
Standard: Security [Implement policies and procedures to prevent, detect, contain, and
164.308(a)(1) p Secority violations g g Functional Subset Of Continuous Monitoring MON-01 10
Standard: Security [Implement policies and procedures to prevent, detect, contain, and Incident Response A kTN S A A G A
3 2 . . lorganization-wide response capability for cybersecurity and data protection-related incidents.
164.308(a)(1) ety vioiatians Functional Subset Of e atone 1RO-01 g P pability for cy y P 10
164.308(a)(1) Implementation |, content] Functional No Relationship N/A N/A [Nolapplic el SCRcontsl 0
(Conduct an accurate and thorough assessment of the potential risks and [Mechanisms exist to conduct recurring assessments of risk that includes the likelinood and
164.30801D) Risk analysis  |vulnerabilities o the confidentiality, integrity, and availability of Functionat ol sk A . rsk.0s Imagnitude of harm, from unauthorized access, use, disclosure, disruption, modification or o
-308(a) (Required) lelectronic protected health information held by the covered entity or unctional qual sk Assessmen : destruction of the Technology Assets, . Services and/or Data (TAASD).
lbusiness associate.
Aok management [ MPIEMent security measures suficient to reduce risks and Mechanisms exist to estabiish control objectives as the basis for the selection, implementation
164.308(a)(1) (Reqwgew lvulnerabilities to a reasonable and appropriate level to comply with § Functional Intersects With Define Control Objectives GOV-09 andlmanagement of the organization's internal security, compliance and resilience control 5
164.306(a) stem.
implement security measures sufficient to reduce risks and Mechanisms exist to compel data and/or process owners to implement required security,
164.308(a)(1) Risk management uinerabilities to a reasonable and appropriate level to comply with § Functional Subset Of Implement Controls GOv-15.2 lcompliance and resilience controls for each Technology Asset, Application and/or Service (TAAS) 10
(Required)  [jEinerot lunder their control.
Sanction policy _|APPIY appropriate sanctions against workforce members who fail to Mechanisms exist to sanction personnel failing to comply with established security policies,
164.308(a)(1) haauiracy Y |comply with the security policies and procedures of the covered entity or Functional Equal Personnel Sanctions HRS-07 standards and procedures. 10
a lbusiness associate.
Information system Implement procedures to regularly review records of information system [Mechanisms exist to facilitate the implementation of enterprise-wide monitoring controls.
164.308(a)(1) activity review  [activity, such as audit logs, access reports, and security incident tracking| ~ Functional Subset Of Continuous Monitoring MON-01 10
(Required) _|reports.
Information system |Implement procedures to regularly review records of information system Mechanisms exist to review event 10gs on an ongoing basis and escalate incidents in accordance
164.308(a)(1) activity review  activity, such as audit logs, access reports, and security incident tracking| Functional Intersects With Security Event Monitoring MON-01.8 \with established timelines and procedures. 5
(Required reports
Information system |Implement procedures to regularly review records of information system Situational Awareness For [Mechanisms exist to document, monitor and report the status of cybersecurity and data
164.308(a)(1) activity review  [activity, such as audit logs, access reports, and security incident tracking|  Functional Intersects With 2l Aare 1R0-09 protection incidents to internal stakeholders all the way through the resolution of the incident, 5
(Required) reports. :
Mechanisms exist to assign one or more qualified IndIVIauals with the mission and resources to
Standord: Assigned | entify the security official who s responsible fo the development and Assigned Security, lcentrally-manage, coordinate, develop, implement and maintain an enterprise-wide Securty,
164.308(2)(2) e e ity [mplementation of the policies and procedures required by ths subpart Functional Equal Compliance & Resilience Gov-04 (Compliance & Resilience Program (SCRP). 10
[for the covered entity or business associate. Responsibilities
164.308(2)(3) VA [fno content] Functional No NA NA [No appiicable SCF control 0
Mechanisms exist to estabiish, maintain and disseminate policies, standards and procedures
implement policies and procedures to ensure that all members of its Inecessary for secure, compliant and resilient capabilties.
workforce have appropriate access to electronic protected health Publishing Securty,
Standard: Workforce [information, as provided under paragraph (a)() of this section, and to .
16430802102 Security - |prevent those workforce members who do not Rave access under Functional Subsetof | Compliance & Resllence Gov02 1
Iparagraph (a)(4) of this section from obtaining access to electronic
lprotected health information.
Mechanisms exist to configure Technology Assets, Appiications and/or Services (TAAS) o restrict
implement policies and procedures to ensure that all members of its laccess to sensitive/regulated data.
workforce have appropriate access to electronic protected health
Standard: Workforce [information, as provided under paragraph (a)(4) of this section, and to Sensitive / Regulated Data g
164.308(a)(3) urity lprevent those workforce members who do not have access under Functional Intersects With Access Enforcement cre-08 s
Iparagraph (a)(4) of this section from obtaining access to electronic
lprotected health information.
Mechanisms exist to facilltate the of and access
implement policies and procedures to ensure that all members of its lcontrols.
workforce have appropriate access to electronic protected health
Standard: Workforce [information, as provided under paragraph (a)(4) of this section, and to dentity & Access y
164.308(2)(3) urity lprevent those workforce members who do not have access under Functional Subset OF Management (IAM) IAco1 10
Iparagraph (a)(4) of this section from obtaining access to electronic
lprotected health information.
Mechanisms exist to enforce Role-Based Access Control (RBAC for Technology Assets,
implement policies and procedures to ensure that all members of its |Applications, Services and/or Data (TAASD) to restrict access to individuals assigned specific
workforce have appropriate access to electronic protected health roles with legitimate business needs
Standard: Workforce [information, as provided under paragraph (a)(4) of this section, and to Role-Based Access Control
164.308(2)(3) security lprevent those workforce members who do not have access under Functional Intersects With (RBAC) 1Ac-08 s
Iparagraph (a)(4) of this section from obtaining access to electronic
lprotected health information.
Mechanisms exist to utilize the concept of least privilege, allowing only authorized access o
implement policies and procedures to ensure that all members of its lprocesses necessary to accomplish assigned tasks in accordance with organizational business
workforce have appropriate access to electronic protected health [functions,
Standard: Workforce [information, as provided under paragraph (a)() of this section, and to
164.308(a)(3) ey oo s Warulores e ors oD oo e e iar Functional Intersects With Least Privilege 1AC-21 5
Iparagraph (a)(4) of this section from obtaining access to electronic
lprotected health information.
164.308(2)(3) Implementation lino content) Functional No Relationship NA NA (o applicable SCF control 0
‘Authorization and/or Implement procedures for the authorization and/or supervision of Homan Resources Securtt Mechanisms exist to facilitate the implementation of personnel security controls,
164.308(a)(3) supervision \workforce members who work with electronic protected health Functional Subset Of e ogement. Y HRS-01 10
(Addressable) _[information or in locations where it might be accessed. 9
‘Authorization and/or Implement procedures for the authorization and/or supervision of Mechanisms exist to revoke user access fights following changes In personnel roles and duties,
164.308(a)(3) supervision workforce members who work with electronic protected health Functional Intersects With Change of Roles & Duties 1AC-07.1 i no longer necessary or permitted. 3
(Addressable) _[information or in locations where it might be accessed.
Authorization and/or Implement procedures for the authorization and/or supervision of Role-Based Access Control [Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Assets,
164.308(a)(3) supervision workforce members who work with electronic protected health Functional Intersects With (RBAC) IAC-08 |Applications, Services and/or Data (TAASD) to restrict access to individuals assigned specific 5
(Addressable) |information or in locations where it might be accessed. roles with legitimate business needs.
‘Authorization and/or |Implement procedures for the authorization and/or supervision of Management Approval For [Mechanisms exist to ensure management approvals are required for new accounts or changes,
164.308(a)(3) supervision  |workforce members who work with electronic protected health Functional Intersects with | Nanagement Aporoval For 1AC-28.1 in permissions to existing accounts H
(Addressable)  [information or in locations where it might be accessed 9
orktoree o1 Mechanisms exist to manage personnel security risk by assigning a risk designation to all
orkforce clearance i lling those positions.
Implement procedures to determine that the access of a workforce y lpositions and establishing screening criteria for individuals filling P
164.308(2)(3) e e o slectronic protected health formation s sppropiate. Functional Intersects With Position Categorization HRS-02 5
Workforce clearance [Mechanisms exist to define cybersecurity roles & responsibilities for all personnel
implement procedures to determine that the access of a workforce Defined Roles &
164.308(a)(3) e adatse) [ member to electronic protected health information is appropriate. Functional Intersects With Responsibilities. HRS-03 5
orktoree a1 Mechanisms exist to periodically-review the privileges assigned to individuals and service
orkforce clearance lidate the need for such privileges and reassign or remove unnecessa
implement procedures to determine that the access of a workforce Periodic Review of Account Jaccounts to vali privileg: 9 ry
1643080102 e o Slectroni potected heath normation s appropriate. Functional Intersects with vicges WCAT [orieges, as necessary s
Mechanisms exist to adjust logical and physical access authorizations to Technology Assets,
Termination  [mBlement procedures fo teminating access to lectronc protected |Applications and/or Services (TAAS) and facilities upon personnel reassignment or transfer, in a
alth information when the employment of, or other arrangement with, . ’ ftimely manner.
164.308(2)(3) Drocedures ok force member ends o a5 eqred by derermnations made a5 Functional Intersects With personnel Transfer HRS-08 5
Cpeciied in paragraph (a)(3)(11(B) of tis secton.
Mechanisms exist to govern the termination of individual employment.
Implement procedures for terminating access to electronic protected
Termination p 9 p
Ihealth information when the employment of, or other arrangement with,
164.308(2)(3) Drocedures ok force member sncs o 35 eqred by derermmnations made a3 Functional Intersects With Personnel Termination HRS-09 5
specified in paragraph (a)(3)(il}(B) of this section
Mechanisms exist to utilize a formal user registration and de-registration process that governs
Temination [Mplement procedures fo tenminating access to lectronc protected. . [the assignment of access rights.
alth information when the employment of, or other arrangement with, User Provisioning & De-
164308013 Drocedures ok orce member sncs o 25 eqred by derermmnations made o5 Functional Intersects with Srovsioning o7 s
Specified i paragraph (a)(3)(n(®) of ths saction
Mechanisms exist to revoke user access fights in a fimely manner, upon termination of
Termination | mPlement procedures for terminating access to electronic protected lemployment o contract.
Inealth information when the employment of, or other arrangement with
164.308(a)(3) procedures 0 orce member onck o 3 roqured by determnations mage a5 Functional Intersects With | Termination of Employment 1AC-07.2 5
specified in paragraph (a)(3)(ii}(B) of this section
164.308(a)(4) VA [ino content] Functional No WA NA [No applicable SCF control 0
Mechanisms exist to estabiish, maintain and disseminate policies, standards and procedures
Standard: Information|!MPIeMent policies and procedures for authorizing access to electronic Publishing Security, Inecessary for secure, compliant and resilient capabilities.
164.308(a)(4) oo |protected health information that are consistent with the applicable Functional Subset Of Compliance & Resilience Gov-02 10
g Irequirements of subpart E of this part. Documentation
Mechantsis exist o facilate the of and access
Implement policies and procedures for authorizing access to electronic .
Standard: Information Identity & Access controls.
164.308(a)(4) lprotected health information that are consistent with the applicable Functional Subset Of 1AC-01 10
access management Management (1AM)
requirements of subpart E of this part.
164.308(a)(4) e aner |ino content) Functional No Relationship NA NA HcepelicabieiSChecntl 0
Mechanisms exist to estabiish, maintain and disseminate policies, standards and procedures
Iolatingheath care {2 1e3ithcare learinghouse s part of s lrger organization the Publishing Security, Inecessary for secure, compliant and resilient capabilties.
164.308(a)(4) et aouse ) [electronic protected health information of the clearinghouse from Functional Subset OF Compliance & Reslience cGov-02 10
u qui lunauthorized access by the larger organization u 3
oement oo < orocedurest . . Mechanisms exist to facilitate the of and access
mplement policies and procedures for granting access to electronic lcontrols.
164.308(2)(4) A aranoliratioM lprotected health information, for example, through access to a Functional Subset Of o Gan) 1AC-01 10
workstation, transaction, program, process, or other mechanism, 9
Mechanisms exist to enforce Role-Based Access Control (RBAC for Technology Assets,
Access Implement policies and procedures that based upon the covered entity' role-Based Access Control |Applications, Services and/or Data (TAASD) to restrict access to individuals assigned specific
lor the business associate's access authorization policies, establ ole-Based Access Control y roles with legitimate business needs.
164.308(a)(4) o modification |document, review, and modify a user's right of access o a “woratation, Functional Equal (RBAC) 1ac-08 10
[transaction, program, or process
164.308(a)(5] WA [[no content] Functional No NA NA [No applicable SCF control 0
Standard: Security [ awareness and training program for all members of Securiy, Compliance & IMechanisms exist to facilitate the implementation of security workforce development and
3 . lawareness controls
164.308(2)(5) awareness and its workforce (including management) Functional Subset O gesilience-Minded Workforcel SAT-01 10
Standard: Security Security, Compliance & Mechanisms exist to provide all employees and contractors appropriate security, compliance
164.308(2)(5) awareness and  [[MPlement a security awareness and training program for all members off gy ctional Intersects With Resilience Awareness SAT-02 land resilience awareness education and training that is relevant for their job function. 5
pid ts workforce (including management). i
164.308(a)(5) e emioner[ino content) Functional No Relationship /A NA [No applicable SCF control 0
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Security reminders

Relationship

[Mechanisms exist to provide ro\e-based security, compnance and resilience awareness training

(Addressable)

Iplan and emergency mode operations plan in the event of an
lemergenc

Accessibility

164.308(a)(5) IPeriodic security updates. Functional Equal Cyber Threat Environment SAT-03.6 that is current and relevant to the cyber threats that users might encounter in day-to-day 10
(Addressable) lbusiness operations.
ororection . B . Mechanisms exist to provide training to personnel on organization-defined indicators of malware
rotection from uspicous Commuications lto recognize suspicious communications and anomalous behavior.
164.308(2)(5) malicious software [Procedures for guarding against, detecting, and reporting malicious Functional Equal & Anomalous System SAT-03.2 9 i 10
(Addressable) avior
Mechanisms exst o provide role-based securlty, compliance and resilience-related training:(1)
Role-Based Security, [Before authorizing access to the system or performing assigned dutie: en required by
164 308(6)5) Login oo |cccqures formoritoring log i ttempts ond reporing discreponces. | Functonal qua ot Renence | samos  fvstem changes and(3) Amnualy thereatte. 10
raining
Mechanisms exIst (o provide role-based securlty, compliance and resilience-related training:(1)
password Role-Based Security, [Before authorizing access to the system or performing assigned duties;(2) When required by
164.308(21(5) management  |Procedures for creating, changing, and safeguarding passwords. Functional Equal Compiiance & Resilince saTo3  [system changes; and(3) Annually thereafter 10
(Addressable) Training
164.308(a)(6] A [[no content] Functional No NA NA [No applicable SCF control 0
[Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
Standard: Security Publishing Security, Inecessary for secure, compliant and resilient capabilties.
164.308(a)(6) Implement policies and procedures to address security incidents. Functional Subset Of Compliance & Resilience Gov-02 10
incident procedures 0!
ocumentation
randard: Security ncident Response Mechanisms exist to implement and govern processes and documentation to facilitate an
- lorganization-wide response capability for cybersecurity and data protection-related incidents
164.308(a)(6) e et [mplement policies and procedures to address security incidents. Functional Subset Of eatone 1RO-01 g P pability for cy y P 10
Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual incident
report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
Implementation  [Identify and respond to suspected or known security incidents; mitigate,
specification:  to the extent practicable, harmful effects of security incidents that are . ’
164.308(a)(6) Response and _[known to the covered entity or business associate; and document Functional Equal Incident Handling 1R0-02 10
reporting (Required) [security incidents and their outcomes.
164.308(a)(7) NA lino content] Functional No NA NA [No applicable SCF control 0
Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
. stabish (and Implement as needed) palicies and procedures or Publishing Security, Inecessary for secure, compliant and resilient capabilties.
andar responding to an emergency or other occurrence (for example, fire, »
164.308(a)(7) Contingency plan ~|vandalism, system failure, and natural disaster) that damages systems Functional Subset OF Compliance & Resilence Gov-02 10
[that contain electronic protected health information.
Mechanisms exist to facilltate the implementation of contingency planning Controls to help
Standard Es!abhzh (and implement as ﬂeed:d) policies and(?mcedure‘s mf: Business Continuity lensure resilient Technology Assets, Applications and/or Services (TAAS) (e.g., Continuity of
tandar responding to an emergency or other occurrence (for example, fire, Y (Operations Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR) playbooks).
164.308(a)(7) Contingency plan  |vandalism, system failure, and natural disaster) that damages systems. Functional Subset Of Management System BCD-01 10
[that contain electronic protected health information,
Mechanisms exist to implement and govern processes and documentation to faciltate an
ctanong Establh (and implement a needc) policies and procedures or . lorganization-wide response capability for cybersecurity and data protection-related incidents
tandar responding to an emergency or other occurrence (for example, fire, Incident Response
164.308(a)(7) Contingency plan  |vandalism, system failure, and natural disaster) that damages systems. Functional Subset Of Operations 1RO-01 10
lthat contain electronic protected health information,
implementation INo appiicable SCF control
164.308(2)(7) ecifications:_|Ino content] Functional No Relationship NA NA 0
[Mechanisms exist to create recurring backups of data, software and/or system images, as wel
Data backup plan [Establish and implement procedures to create and maintain retrievable as verify the integrity of these backups, to ensure the availability of the data to satisfy Recovery
164.308(a)T) (Required) lexact copies of electronic protected health information. Functional Equal Data Backups BCD-11 [Time Objectives (RTOs) and Recovery Point Objectives (RPOs) 10
Disaster recovery |Establish (and implement as needed) procedures to restore any loss of Applications andjor Services e O St (A T e B oo, oo Aosels.
. |Applications and/or Services (TAAS) to a known state after a disruption, compromise or failure.
164.308(a)(7) plan (Required)  |data. Functional Equal (TAAS) Recovery & BCD-12 PP 8 (TAAS) P i 10
- Mechanisms exist to facilltate the implementation of contingency planning controls to help
Emergency mode [Establish (and implement as needed) procedures to enable continuation Business Continuity ensure resiliant Technology Assets, Applications and/or Services (TAAS) (e.q., Contindity of
164.308(2)(7) operation plan  [of critical business processes for protection of the security of electronic Functional Subset Of Management System BCD-01 (Operations Plan (COOP) of Business Continuity & Disaster Recovery (BC/DR) playbooks). 10
(Required)  [protected health information while operating in emergency mode.
Mechanisms exst to continue essential missions and business functions with Iittle or no 1055 of
Emergency mode  [Establish (and implement as needed) procedures to enable continuation Continue Essential Mission & operational continuity and sustain that continuity until full system restoration at primary
164.308(a)(7) operation plan ofciticl business processes for protection of the secuy o electronic Functional Intersects With o BCD-02.2 a 5
Usiness Functions lprocessing and/or storage sites.
(Required)  |protected health information while operating in emergency mod
esting and [Mechanisms exist to conduct tests and/or exercises to evaluate the contingency plan's
esting and revision effectiveness and the organization's readiness to execute the plan
164.308(2)(7) racedures " [Implement procedures fo perodi testing and revison of contingency Functional Inersects witn | Contingency Plon Tesing & 004 o 2 s
(Addressable) ~ |P'
resing ang ot . Mechanisms exist to conduct a Root Cause Analysis (RCA) and “lessons learned” activity every|
esting and revision ontingency Plan Root ftime the contingency plan is activated
164.308(2)(7) cequres  |ImPlement procedures for periodic testing and revision of contingency Functional Intersects With | Cause Analysis (RCA) & BCD-05 geney P 5
(Addressable) Lessons Learned
roeat S Mechanisms exist to facilltate an IT Asset Management (TAM) program o implement and
pplications and data ysess the relative criticality of specific applications and data in support manage asset management controls.
164.308(2)(7) criticality analysis~ 95¢58 17 felatve critcolly of spec Functional Subset Of Asset Governance AST-01 10
(Addressable)
eoplcations and data Mechanisms exist to identify and assess the security of Technology Assets, Applications and/or
icati
|Assess the relative criticality of specific applications and data in support Services (TAAS) that support more than one critical business function
164.308(a)(7) criticalty analysis~ [005C8 (e e o e e Functional Intersects With | Asset-Service Dependencies AST-0L.1 8
(Addressable)
. . Mechanisms exist to identify and document the critical Technology Assets, Applications,
pplications and data i Services and/or Data (TAASD) that support essential missions and business functions,
164.308(2)(7) critcality analysis _ [A55e5S the relative criticality of specific applications and data in support Functional Intersects With Identify Critical Assets BCD-02 o 8
of other contingency plan components;
(Addressable)
roent S Mechanisms exist to identify, prioritize and assess suppliers and partners of crifical Technology
pplications and data g o e relative criticality of specific applications and data in support Third.Party Criticalit |Assets, Applications and/or Services (TAS) using a supply chain risk assessment process
164.308(a)(7) critcality anelysis o giner contingency plan amponents, T PP Functional Intersects With csesimente TPM-02 relative to their importance in supporting the delivery of high-value services. 3
ressable)
Mechanisms exist to regularly review Technology Assets, AppIications and/or Services (TAAS) for
o a perioc technical and nontechical evaluation, based niially adherence to the organization's security, compliance and/or resilience policies and standards.
lupon the standards under this rule and, .
unctional Review Of
esponse to emvironmental o operational changes affecting the security
164.308(2)(8) Standard: Evaluation 0o O o o rmation. thar setabianes e it £ Functional intersects With | - Securty, Complance & CPL03.2 5
Iwhich a covered entity's or business associate's security policies and 1l
lprocedures meet the requirements of this subpart
Mechanisms exst to establish the scope of assessments by defining the assessment boundary,
Peform a perioc technical and notechical evaluation, based niially laccording to people, processes and technology that directly or indirectly impact the
upon the standards under this rule and, lconfidentiality, integrity, availability and safety of the Technology Assets. Applications, Services
Soponse 1o enviranmental or operational changes affacting the security land/or Data (TAASD) under review.
164.308(2)(8) Standard: Evaluation |20 O o o ormation. thar setablianes e tont £ Functional Intersects With |~ Assessment Boundaries. 1A0-01.1 5
which a covered entity's or business associate's security policies and
lprocedures meet the requirements of this subpart
Mechanisms exist to formally assess the security, compliance and resiience controls in
Peform a perioic technical and nontechmical evaluation, based niially [Technology Assets, Applications and/or Services (TAAS) through Information Assurance Program
lupon the standard: ¢ this rule and, (1AP) activities to determine the extent to which the controls are implemented correctly,
response to environmental o operational changes affecting the scurity loperating s intended and producing the desired outcome with respect to meeting expected
164.308(2)(8) Standard: Evaluation o dchonc potecies e iomaton. 1 <ablines (e it 1 Functional Intersects With Assessments 140-02 Eiremangs. 3
which a s o business associate’s securty poliies and
roceures et the leaurements o tns subpa
Mechanisms exist to faciitate the implementation of third-party management controls.
IA covered entity may permit a business associate to create, receive,
Imaintain, or transmit electronic protected health information on the
lcovered entity's behalf only if the covered entity obtains satisfactory
164.308(b)(1) NA lassurances, in accordance with § 164.314(a), that the business associate|  Functional Subset Of Third-Party Management TPM-01 10
will appropriately safeguard the information. A covered entity is not
required to obtain such satisfactory assurances from a business
lassociate that is a subcontractor.
Mechanisms exist to mitigate the risks associated with third-party access to the organization's
|A covered entity may permit a business associate to create, receive, [Technology Assets, Applications, Services and/or Data (TAASD).
Imaintain, or transmit electronic protected health information on the
lcovered entity's behalf only if the covered entity obtains satisfactory
164.308(b)(1) NA lassurances, in accordance with § 164.314(a), that the business associate|  Functional Intersects With Third-Party Services TPM-04 5
\will appropriately safeguard the information. A covered entity is not
required to obtain such satisfactory assurances from a business.
associate that is a subcontractor.
Mecharisims existto requre contractualrequlrements for applicable secury, complance and
|A covered entity may permit a business associate to create, receive, resilience with ectin needs to protect its
Imaintain, or transmit electronic protected health information on the ethroloay Actere Appications Somvices ondior Dots CARSD)
lcovered entity's behalf only if the covered entity obtains satisfactory Third-Party Contract
164.308(b)(1) NA lassurances, in accordance with § 164.314(a), that the business associate|  Functional Intersects With Py o TPM-05 5
\will appropriately safeguard the information. A covered entity is n a
required to obtain such satisfactory assurances from a business
lassociate that is a subcontractor.
Mechanisms exist to ensure applicable security, compliance and resilience requirements are
|A covered entity may permit a business associate to create, receive, included in contracts that flow-down to applicable sub-contractors and suppliers
Imaintain, or transmit electronic protected health information on the
lcovered entity's behalf only if the covered entity obtains satisfactory Contract Flow-Down
164.308(b)(1) NA lassurances, in accordance with § 164.314(a), that the business associate|  Functional Intersects With e w0 TPM-05.2 5
\will appropriately safeguard the information. A covered entity is not al
required to obtain such satisfactory assurances from a business
lassociate that is a subcontractor.
Mechanisms exist to document and maintain a . Supportive, Consulted
IA covered entity may permit a business associate to create, receive, & Informed (RASC) masix, o similar documentation o delineate assignment for security,
Imaintain, or transmit electronic protected health information on the ompliance and resilience controls between internal stakeholders and External Service Providers
lcovered entity's behalf only if the covered entity obtains satisfactory Responsible, Accountable, (5.
164.308(b)(1) NA lassurances, in accordance with § 164.314(a), that the business associate|  Functional Intersects With | Supportive, Consulted & TPM-05.4 5
il appropriately safeguard the information. A covered entity s n Informed (RASCI) Matrix
required to obtain such satisfactory assurances from a business.
lassociate that is a subcontractor.
164310 Prysical safequards [} 2LEred Nty o Business associate MUst, n accordance with E— No Relationship I D INo applicable SCF control 5
164.310(a) A lino content] Functional No /A NA [No applicable SCF control 0
Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
Standard: Faciity | mPlement policies and procedures to limit physical access to its Publishing Security, Inecessary for secure, compliant and resilient capabilities.
164.310(a) tendard: rachiey - |etectronic information systems and the facilty or facilties in which they Functional Subset Of Compliance & Resilience Gov-02 10
lare housed, while ensuring that properly authorized access is allowed. Documentation
| orement pon @ rocedures to It pmyeret o Mechanisms exist to facilitate the operation of physical and environmental protection contros.
implement policies and procedures to limit physical access to its
164.310(a) Standard: Faclity  lelectronic information systems and the facillty or facilties in which they Functional Subset OF Physical & Environmental PES-01 10
lare housed, while ensuring that properly authorized access is allowed.
implementation INo appiicable SCF control
164.310(a) e eationer  [ino content] Functional No Relationship NA NA 0
ot [Establish (and implement as needed) procedures that allow facility Mechanisms exist to identify and mitigate potential accessibility problems to the alternate
ontingency rocessing sites and possible mitigation actions, in the event of an area-wide disruption or
164.310(0) N98N%Y Jaccess in support of restoration of lost data under the disaster recovery Functiona! Intersects with | Alternate Processing Site ooz [ocEssing 2 9 p R
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Contingency [FSteblish (and implement as needed) procedures that allow facilty Mechanisms exist o GGG cybersecurty rais & responsiies for al persomnel
laccess in support of restoration of lost data under the disaster recovery Defined Roles & »
164.310() petions,)  [plan and emergency mode operations plan in the event of an Functional Intersects With Responsibilities HRS-03 s
lemergency.
Contingency _[ESt2DIsh (and implement as needed) procedures that allow faciity [Physical access control mechanisms exist to maintain a current list of personnel with authorized
164.3100) 98NSV |access in support of restoration of lost data under the disaster recovery Functiona! tersects With Physical Access pEs02 laccess to organizational facilities (except for those areas within the facility officially designated s
-310(a) 1;1?;;55‘:;?5; Iplan and emergency mode operations plan in the event of an unctiona ntersects Wi Authorizations 2 las publicly accessible).
lemergency.
cont [Establish (and implement as needed) procedures that allow facility [Physical access control mechanisms exist to authorize physical access to facilities based on the
ontingency i osition or role of the individual
) laccess in support of restoration of lost data under the disaster recovery P
164.310(a) o erergency mode operations lan n ne event of an Functional Intersects With | Role-Based Physical Access PES-02.1 5
lemergency.
Mechanisms exist to estabiish, maintain and disseminate policies, standards and procedures
Facility security plan [Plement policies and procedures to safeguard the facility and the Publishing Security, Inecessary for secure, compliant and resillent capabilities.
164.310(2) (A ecentye} " [equipment therein from unauthorized physical access, tampering, and Functional Subset Of Compliance & Resilience Gov-02 10
ltheft. Documentation
implement policies and procedures to safeguard the facility and the Mechanisms exist to faciitate the operation of physical and environmental protection controls,
Facility security plan Physical & Environmental y
164.310(a) (Addressable) " [cquipment therein rom unauthorized physial access, fampering, and Functional Subset Of o PES-01 10
Facility security plan [MPIEMeNt policies and procedures to safeguard the facility and the [Physical access control mechanisms exist to enforce physical access authorizations for ail
164.310(a) A frecarty §1M lequipment therein from unauthorized physical access, tampering, and Functional Intersects With Physical Access Control PES-03 Iphysical access points (including designated entry/exit points) to facilities (excluding those 5
(Addressable)  |¢ lareas within the facility officially designated as publicly accessible)
[Mechanisms exist to faciitate the of and access
Access control and _[Implement procedures to control and validate a person's access to \dentity & Access controls.
164.310(a) validation procedures facilities based on their role or function, including visitor control, and Functional Subset Of Management (1AM) 1AC-01 10
(Addressable)  |control of access to software programs for testing and revision. 9
) [Physical access control mechanisms exist to maintain a current It of personnel with authorized
Access control and _[implement procedures to control and validate a person's access to Physical Access laccess to organizational facities (except for those areas within the facility officially designated
164.310(a) validation procedures|facilities based on their role or function, including visitor control, and Functional Intersects With Jii . PES-02 25 publicly accessible). 5
(Addressable) [control of access to software programs for testing and revision.
; [Physical access control mechanisms exist to enforce physical access authorizations for all
Access control and |implement procedures to control and validate a person's access to § Iphysical access points (including designated entryexit points) to facilities (excluding those
164.310(a) validation procedures facilities based on their role or function, including visitor control, and Functional Intersects With Physical Access Control PES-03 reas within the facility officially designated as publicly accessible). 5
(Addressable)  |control of access to software programs for testing and revision.
] [Physical access control mechanisms exist to identify, authorize and monitor visitors before,
Access control and _[Implement procedures to control and validate a person's access to allowing access o the facility (other than areas designated as publicly accessible).
164.310(a) validation procedures|facilities based on their role or function, including visitor control, and Functional Intersects With Visitor Control PES-06 5
(Addressable)  |control of access to software programs for testing and revision.
[Mechanisms exist to estabiish, maintain and disseminate policies, standards and procedures
Maintenance records [mPlement policies and procedures to document repairs and Publishing Security, Inecessary for secure, compliant and resillent capabilities,
164.310(a) e eamey®® [modifications to the physical components of a facilty which are related Functional Subset Of Compliance & Resilience Gov-02 10
to security (for example, hardware, walls, doors, and locks) Documentation
Mechanisms exist to develop, disseminate, review & update procedures to faciitate the
records [IMPlement puh:wS and procedures to dﬂmmenl repairs an limplementation of maintenance controls across the enterprise.
164.310(a) Adcressabie) the physical S Taciey wrich are related Functional Subset O Maintenance Operations MNT-01 10
o acurty (or exormple hardware. walls doore, and locks)
[Mechanisms exist to conduct controlled maintenance activities throughout the fifecycle of the
Maintenance records [mPlement policies and procedures to document repairs and [Technology Asset, Application and/or Service (TAAS).
164.310(a) atreseaiey  Imodifications to the physical components of a facility which are related Functional Intersects With Controlled Maintenance MNT-02 8
to security (for example, hardware, walls, doors, and locks)
[Mechanisms exist to faciitate the operation of physical and environmental protection controls
Maintenance records [mPlement policies and procedures to document repairs a physical & Environmental
164.310(2) (Addressabley - | modifications to the physical components of a facility i are refated Functional Subset Of Y rotoctions. PES-01 10
to security (for example, hardware, walls, doors, and locks).
et plcies and procedurs that specity he proper funcions 5 Mechanisms exist to estabiish, maintain and disseminate policies, standards and procedures
Standard lbe performed, the manner in which those functions are to be performed, Publishing Security, inecessary for secure, compliant and resilient capabilities.
164.310(b) land the physical attributes of the surroundings of a specific workstation Functional Subset Of Compliance & Resilience Gov-02 10
Workstation use
or class of workstation that can access electronic protected health Documentation
implement policies and procedures that specify the proper functions to [Mechanisms exist to facilitate the of Endpoint Device (EDM)
Standard lbe performed, the manner in which those functions are to be performed, Endpoint Device controls.
164.310(b) Worketation use  |2nd the physical attributes of the surroundings of a specific workstation Functional Subset Of Monagement (EDM) END-01 10
Jor class of workstation that can access electronic protected health 9
information.
implement policies and procedures that specify the proper functions to [Mechanisms exist to require all employees and contractors to apply cybersecurity and data
Ibe. performed, the manner in which those functions are to be performed, lprotection principles in their daily work to enable secure, compliant and resilient capabilities.
164.310(b) Wosrandard: . |and the physical attributes of the surroundings of a specific workstation Functional Intersects With Terms of Employment HRS-05 5
lor class of workstation that can access electronic protected health
information.
implement policies and procedures that specify the proper functions to [Mechanisms exist to define acceptable and Unacceptable rules of behavior for the use of
Standard lbe performed, the manner in which those functions are to be performed, including for behavior.
164.310(b) Wortottd: < [and the physical attributes of the surroundings of a specific workstation Functional Intersects With Rules of Behavior HRS-05.1 3
lor class of workstation that can access electronic protected health
information.
implement policies and procedures that specify the proper functions to [Mechanisms exist to establish usage restrictions and implementation guidance for
Ibe performed, the manner in which those functions are to be performed. lorganizational technologies based on the potential to cause damage to Technology Assets,
164.310(b) Woft:t’;‘:‘ao': use [2nd the physical attributes of the surroundings of a specific workstation Functional Intersects With | Technology Use Restrictions. HRS-05.3 [Applications and/or Services (TAAS), if used maliciously. 3
lor class of workstation that can access electronic protected health
information.
\mplement policies and procedures that specify the proper functions to [Mechanisms exist to identify and document Standardized Operating Procedures (SOP), or similar
andard Ibe performed, the manner in which those funciions aré to be performed, randardized " ldocumentation, to enable the proper execution of day-to-day / assigned tasks.
164.310(b) Wororaard: e [and the physical attributes of the surroundings of a specific workstation Functional Intersects With S a;r:c’:‘;zieﬂ"sggj'"g 0PS-01.1 5
lor class of workstation that can access electronic protected health
information.
\mplement policies and procedures that specify the proper functions to [Mechanisms exist to define supporting business processes and implement appropriate
 performed, the manner in which those functions are to be performed, lgovernance and service management to ensure appropriate planning, delivery and support of
164.310(0) Standard; o e Peelcal St dtos of the-surroundings of & Spaciit workeeation Functional Intersects With Service Delivery 0ps-03 the organization's technology capabilities supporting business functions, workforce, andjor 3
Workstation se |3 e B on that can aceess electronic protected heslth (Business Process Support) lcustomers based on industry-recognized standards to achieve the specific goals of the process
information. jarea.
\mplement policies and procedures that specify the proper functions to [Physical access control mechanisms exist to enforce physical access to critical systems o
Ibe performad, the manner in which those funciions are £o be performed, sensitive/regulated data, in addition to the physical access controls for the facility
164.310(b) Woreaimtard: e [and the physical attributes of the surroundings of a specific workstation Functional Intersects With | Access To Critical Systems PES-03.4 3
lon us lor class of workstation that can access electronic protected health
information.
\mplement policies and procedures that specify the proper functions to Mechanisms exist to identify systems, equipment and respective operating environments that
ctandord lbe performad, the manner in which those funciions are to be performed, onysical Secority of Offces Irequire limited physical access so that appropriate physical access controls are designed and
164.310(b) Woreaimard: e [and the physical attributes of the surroundings of a specific workstation Functional Intersects With e Faction PES-04 implemented for offices, rooms and facilities. 3
or class of workstation that can access electronic protected health
information.
Mechanisms exist to protect the confidentiality, integrity, avallability and safety of endpoint
164.31000) Standard: Implement physical safeguards for all workstations that access electronic| ¢ i Subset Of Endpoint Protection D02 osan P Y. integrity v Y P 0
Workstation security |protected heaith information, to restrict access to authorized users u ul
|mplement physical safeguards for allworkstations that access electroni] [Physical access control mechanisms exist to enforce physical access authorizations for ail
x hysical access points (including designated entry/exit points) to facilities (excluding those
164.310(c) Workstation security [protected health information, to restrict access to authorized users Functional Intersects With Physical Access Control PES-03 e e s ey o) s ¢ 9 s
tandard mplement physical safeguards forall workstations that access electroni] [Physical access control mechanisms exist to enforce physical access to Critical systems or
: - jsensitive/regulated data, in addition to the physical access controls for the facilit
164.310(0) Workstation security [protected health information, to restrict access to authorized users Functional Intersects With | Access To Critical Systems PES-03.4 o pn: Y s
Mechanisms exist to identify systems, equipment and respective operating environments that
164.320(0 Standard: Implement physical safeguards for all workstations that access electronic| ¢ o Intersects with | Physica Security of Offices, PEs-04 reauire imited physical accese <o that appropiiate physical accese controis are designed and s
Workstation security [protected health information, to restrict access to authorized users Rooms & Facilities implemented for offices, rooms and facilities,
mplement physical safeguards fo allworkstations that access electroni] [Physical security mechanisms exist to allow only authorized personnel access to secure areas.
164.310(c) Workstation security [protected health information, to restrict access to authorized users Functional Intersects With | - Working in Secure Areas PES-04.1 5
[No applicable SCF control
164.310(d) S(a',‘::g‘da‘ ?;\"('fjsa"d Iino content] Functional No Relationship N/A N/A 0
implement policies and procedures that govern the receipt and removal Pubishing Securt [Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
164.310(0) A lof hardware and electronic media that contain electronic protecte Functiona! Subset Of corublishing Securtty. covor Inecessary for secure, compliant and resilient capabilities. 0
- Inealth information into and out of a facility, and the movement of these unctiona ubset O rumentation - :
tems within the facility
implement policies and procedures that govern the receipt and removal Mechanisis exist to faciltate an T Asset Managerment (TAM) prograr to mplement and
lof hardware and electronic media that contain electronic protected Imanage asset management controls.
164.310(d) NA Ihealth information into and out of a facility, and the movement of these Functional Subset Of Asset Governance AST-01 10
items within the faciliy.
implement policies and procedures that govern the receipt and removal Mechanizms exist o authorize, control and track teciolagy assets entering and exiing
lof hardware and electronic media that contain electronic protected lorganizational facilites.
164.310() A Ihealth information into and out of a facility, and the movement of these Functional Intersects With Removal of Assets AST-11 s
items within the faciliy.
implement policies and procedures that govern the receipt and removal [Mechanisms exist to faciitate the implementation of data protection contros.
of hardware and electronic media that contain electronic protected
164.310() A Inealth information into and out of a facility, and the movement of these Functional Subset Of Data Protection pet-o1 10
tems within the facility
implement policies and procedures that govem the recelpt and removal Mechanisis ext o control and restrict access o diital and non-digial meda to authorized
lof hardware and electronic media that contain electronic protected individuals.
164.310(d) NA Ihealth information into and out of a facility, and the movement of these Functional Intersects With Media Access DCH-03 5
items within the facility.
implement policies and procedures that govern the receipt and removal Fechanisins exst o protect and control digial and non-digial media during transport outsice of
lof hardware and electronic media that contain electronic protected lcontrolled areas using appropriate security measures.
164.310(d) A neaith information nto and out of a acilty, and the movement of hese Functional Intersects With Media Transportation bew-o7 s
items within the faciliy.
implement policies and procedures that govern the receipt and removal [Mechanisms exist to identify custodians throughout the transport of digital or non-digital medra.
of hardware and electronic media that contain electronic protected
164.310(d) A Inealth information into and out of a facility, and the movement of these Functional Intersects With Custodians DCH-07.1 s
tems within the facility
implement policies and procedures that govem the recelpt and removal Mechanisins ext o resict or pronibit he Use of potable storage Gevices by users on external
lof hardware and electronic media that contain electronic protecte systems.
164.310(d) NA Pealth information mto.and oGt of 3 faciity. and the movement of these Functional Intersects With | Portable Storage Devices DCH13.2 5
items within the facility.
implement policies and procedures that govern the receipt and removal Mecharisms exist o develop: dserinate, review & update procedures to faciiare the
lof hardware and electronic media that contain electronic protected implementation of maintenance controls across the enterprise.
164.310(d) A Ihealth information into and out of a facility, and the movement of these Functional Subset OF Maintenance Operations MINT-01 10
items within the facility.
implement policies and procedures that govern the receipt and removal Mechanisms exit o prvent of Control the Femaval of eauiprent undergoing maintenance hat
of hardware and electronic media that contain electronic protected Prevent Unauthorized lcontains organizational information.
164.310() NIA Inealth information into and out of a facility, and the movement of these Functional Intersects With Removal MNT-04.3 s
tems within the faciliy.
164.310(d) Implementation |, content] Functional No Relationship N/A N/A ielappliczbie Scilcontsl 0
[Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
implement policies and procedures to address the final disposition of Publishing Security, Inecessary for secure, compliant and resilient capabilities.
164.310(d) Disposal (Required) [electronic protected health information, and/or the hardware or Functional Subset OF Compliance & Resilience Gov-02 10
lelectronic media on which it is store Documentation
mplement policies and procedures to address the final disposition of [Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement and
164.310(d) Disposal (Required) [electronic protected health information, and/or the hardware or Functional Subset OF Asset Governance AST-01 Imanage asset management controls. 10
lelectronic media on which it is stored.
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implement policies and procedures to address the final disposition of cecure Disposal, Destruction IMechanisms exist to securely dispose of, destroy or repurpose system components using
164.310(d) Disposal (Required) [electronic protected health information, and/or the hardware or Functional Intersects With isposal, u AST-09 lorganization-defined techniques and methods to prevent information being recovered from 5
lelectronic media on which it is stored, e-Use of Equipmeni these components.
y implement procedures for removal of electronic protected health [Mechanisms exist to securely dispose of, destroy or repurpose system components using
164.310(d) M(:dg‘:urﬁe‘ﬁe iinformation from electronic media before the media are made available Functional Intersects With Seg‘;(:fi‘;ff‘é[ﬁﬁsf:ﬁt‘“" AST-09 fggamzat‘ﬂﬂ'déﬁtﬂm techniques and methods to prevent information being recovered from B
lfor re-use. ese components.
redia reuse [ mplement procedures for removal of electronic protected health Mechanisms exist to sanitize system media with the strength and integrity commensurate with
164.310(d) R d linformation from electronic media before the media are made available Functional Intersects With System Media Sanitization DCH-09 [the classification or sensitivity of the information prior to disposal, release out of organizational 5
(Requirea)  [Iformatic lcontrol or release for reuse.
Mechanisms exst o perform inventories of Technology Assets, Applications, Services and/or
IData (TAASD) that:(1) Accurately reflects the current TAASD in use:(2) Identifies authorized
software products, including business justification details;(3) Is at the level of granularity
rccountabiity  aints ot th s of hard 4 elects a deemed necessary for tracking and reporting:(4) Includes organization-defined information
164.310(d) Accountabllty  |Maintain a record ofthe movements of hardware and electronic media Functional Intersects With Asset Inventories AST-02 deemed necessary to achieve effective property accountability; and(5) Is available for review 3
ressable)  [and any person responsible therefore. and audit by designated organizational personnel
‘Accountability _[Maintain a record of the movements of hardware and electronic media Updates During Mechanisms exst to update asset inventories as part of component Installations, removals and
164.310(d) land any person responsible therefore. Functional Intersects With movals AST021  Jasset upgrades. 3
recountabity It ot p— oo " Contiguration N Mechanisms exist to implement and manage a Configuration Management Database (CMDE), or
164.310(0) Accountabilty | aintain a record of the mavements of hardare and electroric media Functional Intrsects witn | Conguration Hanagemen AST.029  [similar technology, to monitor and govem techrology asset.specific mformation s
nccountabilty |Maintam a record of the movements of hardware and electronic media Mechanisms exist to ensure asset ownership responsibiities are assigned, tracked and managed
: at a team, individual, or responsible organization level to establish a common understanding of
164.310(d) IRaorascible)  [aec oy Bercon reaponcibic theretore Functional Intersects With  [Asset Ownership Assignment AST-03 hidual o responsive or 9 5
Accountability  [Maintain a record of the movements of hardware and electronic media bl o e D B T e ne o e
i z responsible/accountable for administering assets as part of the technology asset inventor
164.310(d) e e e e tncibie trarerre, Functional Intersects With | Accountabilty Information ASTO31 fespons 9 2 ay v 5
Mechanisms exlst to create recurring backups of data, software andjor system images, as well
Data backup and _|Create a retrievable, exact copy of electronic protected health as verify the integrity of these backups, to ensure the availability of the data to satisfy Recovery
164.310() storage (Addressable) nformation, when needed, befers movement of equipment. Functional Intersects With Data Backups BeD-1L [Time Objectives (RTOs) and Recovery Point Objectives (RPOS), 3
o312 Technica safeguards [\ OLered STy or business sssoiate must, n accordance wih § Fanctiona! R D o A INo appiicable SCF control 5
164.312(a) Standard: ACcess o content] Functional No Relationship N/A NIA [NCReElicaicieher ] 0
) Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
implement technical policies and procedures for electronic information Publishing Securiy. Inecessary for secure, compliant and resilient capabilties.
164.312(a) NA N S S Functional Subset Of Compliance & Resilience Gov-02 10
lgranted access rights as specified in § 164.308(a)(4) Documentation
[Mechanisms exist to manage personnel security risk by assigning a risk designation to all
Implement technical policies and procedures for electronic information positions and establishing screening criteria for individuals filng those positions.
164.312(a) NA SN G S Functional Intersects With Position Categorization HRS-02 5
lgranted access rights as specified in § 164.308(a)(4)
Mechanisms exist o define ity roles & for all personnel
implement technical policies and procedures for electronic information
systems that maintain electronic protected health information to allow Defined Roles &
164.312(a) WA access only to those persons or software programs that have been Functional Intersects With Responsibilities. HRS-03 s
lgranted access rights as specified in § 164.308(a)(4)
[Mechanisms exist to facilitate the of and access
implement technical policies and procedures for electronic information controls.
systems that maintain electronic protected health information to allow Identity & Access y
164.312(2) A access only to those persons or software programs that have been Functional Subset Of Management (1AM) 1AC-01 10
ranted access rights as specified in § 164.308(a)(4)
Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Assets,
Implement technical policies and procedures for electronic information |Applications, Services and/or Data (TAASD) to restrict access to individuals assigned specific
164312000 N e anly ko those persans or sftware rograms that rave heen Functional nersects witn | Fle-Baseogesss Control teos oles it leghimate business needs. s
ranted access rights as specified in § 164.308(a)(4)
Mechanisms exist to utlize the concept of least privilege, allowing only authorized access to
implement technical policies and procedures for electronic information lprocesses necessary to accomplish assigned tasks in accordance with organizational business
164.312(a) N/A ;ﬁl:s?zr‘\?ya‘mmt::sl:”p‘eer‘se;r:?gr‘cs:&t:::ée:r:geraa‘:s‘Q:voart";\aa‘fen to allow Functional Intersects With Least Privilege IAC-21 ffunctions. 5
lranted access rights as specified in § 164.308(a)(4)
164.312(2) Implementation lino content Functional No Relationship N/A NA [No applicable SCF control 0
Unique user Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and AUdTt (ARA)
164.312(a) identification [ASs1gn & unique name andfor number for identifying and tracking user Functional Subset Of Authentication for 1AC-02 organizational users and processes acting on behalf of organizational users. 10
(Required) Y Organizational Users
Unique user Mechanisms exist to govern naming standards for Usernames and Technology ASsets,
164.31200) enifcaton  [A5gn a uique name ancjor umberfordentiying and racking user Functiona! Equal entiner tanagement (User) AC09 [Applications andlor Senices (TAAS) 0
(Required)
Emergency access _[Establish (and implement as needed) procedures for obtaining necessary| Mechanisms exist to proactively govern account management of individual, group, system,
. service, application, guest and temporary accounts.
164.312(a) procedure (Required) [electronic protected health information during an emergency. Functional Subset Of Account Management 1AC15 PP 9 porary 10
Emergency access _[Establish (and implement as needed) procedures for obtaining necessary| Removal of Temporary / o e Hariod o eaei ey of <capapeary an emergancy accounts after an
i : organization-defined time period for each type of account
164312(2) procedure (Required) [electronic protected health information during an emergency. Functional Intersects With Emergency Accounts 1AC-15.2 9 P P 3
Emergency access _[Establish (and implement as needed) procedures for obtaining necessary| Mechanisms exist to establish and control "emergency access only” accounts.
164.312(a) procedure (Required) [electronic protected health information during an emergency. Functional Equal Emergency Accounts IAC-15.9 10
Automatic logoff Implement electronic procedures that terminate an electronic session Secure Baseline e e o arure baseline configurations for
y [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry-
164.312(2) (Addressable) [after a predetermined time of inactivity. Functional Intersects With Configurations cFG-02 Kol o Ao oy (TAnS) 4 s
AT N, ores that termmate an eect [Automated mechanisms exist to log out users, both locally on the network and for remote
164.312(a) (Adarascabin) a’y(gre;“:::edi(e(:rr:ﬁ:‘ecdpl:%:o‘;:isacn:nyerm‘"a '@ an electronic session Functional Intersects With Session Termination 1AC-25 lsessions, at the end of the session or after an organization-defined period of inactivity. 5
Encryption and Mechanisms exst o faciitate the implementation of cryptographic protections controls using
164.312(0) Setryption ©mplement a mechanism to encrypt and decrypt lectronic protected Functiona! Subset oOf Use of Cryptographic o1 Kvown Pl stantards are trusted Ereptographie techmologior, o
(Addressable)
- Mechanisms exist to facilltate the implementation of enterprise-wide monitoring controls.
Standard: Audit _|mPlement hardware, software, and/or procedural mechanisms that
164.312(0) ndard: A record and examine activity in information systems that contain or use Functional Subset Of Continuous Monitoring MON-01 10
electronic protected health information
Mechanisms exIst to generate, monitor, correlate and respond to alerts from physical,
Standard: Audit  |IMPlement hardware, software, andjor procedural mechanisms that data protection and supply chain activities to achieve integrated situational
164.312(b) record and examine activity in information systems that contain or use Functional Intersects With | System Generated Alerts MON-01.4 5
Controls awareness.
electronic protected health information
[Mechanisms exist o review event 10gs on an ongoing basis and escalate incidents in accordance]
Standard: Audit | mPlement hardware, software, and/or procedural mechanisms that with established timelines and procedures
164.312(0) ndard: A record and examine activity in information systems that contain or use Functional Intersects With | Security Event Monitoring MON-01.8 5
electronic protected health information
Mechanisms exist to assess the organization's needs for monitoring and prioritize the monitoring
Standar: Augic[TPlement hardware, software, and/or procedural mechanisms that Analyze and Prioritize of Technology Assets, Applications and/or Services (TAAS), based on TAAS criticality and the
164.312(0) ndard: A recordand examine Sctily i nfarmtion sstems thatconainoruse Functional Intersects ith | anevze and Prioitze MON-OL16  |censitivity of the data it stores, transmits and processes. 5
Mechanisms exist to configure Technology Assets, Applications and/or Services (TAAS) to
lproduce event logs that contain sufficient information to, at a minimum:(1) Establish what type
of event occurred;(2) When (date and time) the event occurred;(3) Where the event occurred;
Standard: Audit [mPlement hardware, software, and/or procedural mechanisms that (4) The source of the event;(5) The outcome (success or failure) of the event; and(6) The
164.312(b) record and examine activity in information systems that contain or use Functional Intersects With Content of Event Logs MON-03 identity of any user/subject associated with the event. s
controls
electronic protected health information
Mechanisms exist to link system access to individual Users or Service accounts.
Standard: Audit [mPlement hardware, software, and/or procedural mechanisms that
164.312(b) dard: record and examine activity in information systems that contain or use Functional Intersects With Audit Trails MON-03.2 5
electronic protected health information
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or User Activity
Standard: Audit | IPlement hardware, software, and/or procedural mechanisms that Monitoring (UAM) solutions to detect and respond to anomalous behavior that could indicate
164.312(0) rd: A record and examine aciviy n nformation sytems tha contain or use Functional Intersects With Anomalous Behavior MON-16 account compromise o other malicious activities 5
electronic protected health information
T64.312(0) Standard: Integrity |[no content] Functional No /A WA [No applicable SCF control 0
oublshing Securty IMechanisms exist to establish, maintain and disseminate policies, standards and procedures
ublishing Security, for secure, compliant and resilient capabilities.
implement policies and procedures to protect electronic protected health necessary . comp 2
164.312(c) /A Functional Subset Of Compliance & Resilience Gov-02 10
information from improper alteration or destruction. Dliance & Resil
plement polices and procedures to protect electrne protected healtr Mechanisms exist to faciitate the Implementation of data protection controls,
164.312(0) /A R A o At forpitisy Functional Subset Of Data Protection DCH-01 10
implement policies and procedures to protect electronic protected health Sensitive / Regulated Data Mechanisms exist to protect sensitive/regulated data wherever it is processed andor stored.
164.312(c) NIA information from improper alteration or destruction. Functional Intersects With ction DCH-01.2 s
Mechanisms exist to configure Technology Assets, Applications and/or Services (TAAS) to restrict
Implementation access to sensitive/regulated data
specification:
Mechanism to  |Implement electronic mechanisms to corroborate that electronic
164.312(c) authenticate |protected health information has not been altered or destroyed in an Functional Intersects witn | Sensitive / Regulated Data cFG-08 5
electronic protected [unauthorized manner.
health information
(Addressable)
[Automated mechanisms exist to generate event logs Whenever sensitive/reguiated data 15
Implementation collected, created, updated, deleted and/or archived
specification:
Mechanism to  [Implement electronic mechanisms to corroborate that electronic
164.312(c) authenticate  [protected health information has not been altered or destroyed in an Functional Intersects witn | Sensitive/ Regulated Data CFG-08.1 5
electronic protected [unauthorized manner.
health information
(Addressable)
Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-detection technology,
Implementation on critical Technology Assets, Applications and/or Services (TAAS) to generate alerts for
specification: lunauthorized modifications
Mechanism to  |Implement electronic mechanisms to corroborate that electronic File Intearity Monitorin
164.312(c) authenticate [protected health information has not been altered or destroyed in an Functional Intersects With Q(F{M) 9 MON-01.7 5
electronic protected [unauthorized manner.
health information
(Addressable)
[Mechanisms exist to implement enhanced activity monitoring for privileged users.
Implementation
specification:
Mechanism to  |Implement electronic mechanisms to corroborate that electronic
164.312(0) authenticate _ [protected health information has not been altered or destroyed in an Functional Intersects With | Privileged User Oversight MON-01.15 5
electronic protected [unauthorized manner.
health information
(Addressable)

Secure Controls Framework (SCF)

40f5



Set Theory Relationship Mapping (STRM)

FDE Name

NIST SP 800-66 R2 - Implementing the Health Insurance Portability and Accountability Act (HIPAA) Security Rule: A Cybersecurity Resource Guide

Focal Document Element (FDE) Description

STRM

SCF Control

IS e e

Strength of

version 2026.1
03/27/2026

Relationship ontrol Descri
IMechanisms exist to utilize User & Enmy Behav:orAna\ytl:s (UEBA) and/or User Activity
Implementation [Monitoring (UAM) solutions to detect and respond to anomalous behavior that could indicate
specification: laccount compromise or other malicious activities.
Mechanism to  [Implement electronic mechanisms to corroborate that electronic
164.312(c) authenticate |protected health information has not been altered or destroyed in an Functional Intersects With Anomalous Behavior MON-16 H
electronic protected |unauthorized manner.
health information
(Addressable)
[Mechanisms exist to faciitate the implementation of personnel security Controls.
164.312(0) Standard: Person or [Implement procedures to verify that a person or entity seeking access to Functional subset Of Human Resources Security HRS.01 10
g entity authentication [electronic protected health information is the one claimed Management
[Mechanisms exist to manage personnel security risk by screening individuals prior to
Standard: Person or [Implement procedures to verify that a person or entity seeking access to y lauthorizing access.
164.312(d) entity authentication [electronic protected health information is the one claimed. Functional Intersects With Personnel Screening HRS-04 9 s
Standard: Persan or | mplement procedures to verfy that a person or entity seeking access to Identity Proofing (Identity e exiot 10 verlfy the identity of a user before issuing authenticators or modifying
: . laccess permissions.
164.312(d) entity authentication |electronic protected health information is the one claimed. Functional Intersects With Verification) IAC-28 permiss 5
Standard: Person or mplement procedures to verlfy that a person or entiy seeking access to [Mechanisms exist to require evidence of individual identification to be presented to the
: . tration authority.
164.312(d) entity authentication [electronic protected health information is the one claimed. Functional Intersects With Identity Evidence 1AC-28.2 regstration authortty. 5
Standard: Person or_[Implement procedures to verify that a person or entity seeking access to Identity Evidence Validation rechanisms exist to require that the presented identily evidence be validated and verified
. lthrough tional-defined methods of validation and verificat
164.312(d) entity authentication [electronic protected health information is the one claimed Functional Intersects With erification 1AC-28.3 rough organizational-defined methods of valldation and verifcation s
Standard: Person or [Implement procedures to verify that a person or entity seeking access to Mechanisms exist to faciitate the implementation of third-party management controls
164.312(d) entity authentication [electronic protected health information is the one claimed. Functional Subset Of Third-Party Management TeM-01 10
[Mechanisms exist to develop, document and maintain secure baseline configurations for
mplement technical security measures to guard against unauthorized Secure Baseline [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry-
164.312(e)(1) NA laccess to electronic protected health information that s being Functional Intersects With CenTuGione CFG-02 laccepted System hardening standards B
[transmitted over an electronic communications network
[Cryptographic mechanisms exist to protect the confidentiality of data being transmitted
Implement technical security measures to guard against unaumanzea
164.312(e)(1) NA laccess to electronic protected health information that is bein Functional Intersects With  |Transmission Confidentiality CRY-03 H
ltransmitted over an electronic communications network.
[Mechanisms exist to develop, govern & Update procedures to facilitate the implementation of
Implement technical security measures to guard against unauthorized Network Security Controls INetwork Security Controls (NS
164.312(e)(1) NA laccess to electronic protected health information that is being Functional Subset OF o) NET-01 10
transmitted over an electronic communications network.
Organizational [No applicable SCF control
164314 Ceauiraments _[Ino content) Functional No Relationship NA NA 0
T64.314(2) NA [fno content] Functional No A NA [No applicable SCF control g
hanisms exist to facilitate the identification and implementation of relevant statutory,
Standard: Business [The contract or other arrangement required by § 164.308(b)(3) must statutory, Regulatory & regulatory and contractual controls.
164.314(a) associate contracts or|meet the requirements of paragraph (a)(2)(i), (a)(2)(ii, or (a)(2)1iii) of Functional Subset Of ey & cpL-o1 10
other arrangements [this section, as applicable. Pl
Implementation [No applicable SCF control
164.314(a) Specifications [Ino content] Functional No Relationship NA NA 0
(Required)
5 N [No applicable SCF control
164.314(a) usiness assoclate e contract must provide that the business associate will— Functional No Relationship N/A N/A 0
T64.314(a) NA [Comply with the appiicable O this subpart; Functional No NA NA [No applicable SCF control 0
hanisms exist to ensure applicable security, compliance and resilience requirements are
in accordance with § 164.308(b)(2), ensure that any subcontractors that included in contracts that flow-down to applicable sub-contractors and suppliers.
(create, receive, maintain, o transmit electronic protected health Contract Flow-Down
164.314(a) NA information on behalf of the business associate agree to comply with the Functional Equal 9 TPM-05.2 10
lapplicable requirements of this subpart by entering into a contract or “
lother arrangement that complies with this section; and
- [Mechanisms exist to compel External Service Providers (ESPs) to provide notification of actual or
[Report to the covered entity any security incident of which it becomes Security Compromise lpotential compromises in the supply chain that can potentially affect or have adversely affected
164.314(a) NA laware, including breaches of unsecured protected health information as Functional Equal Notfeation AGraoments TPM-05.1 [Technology ASsets, Applications and/or Services (TAAS) that the organization utilizes. 10
required by § 164.410.
[The covered entity is in compliance with paragraph (a)(1) of this section Statutory, Regulatory & [Mechanisms exist to facilitate the identification and Implementation of relevant statutory,
164.314(a) Other arrangements if it has another arrangement in place that meets the requirements of § Functional Subset Of Loy, Reguiatery. cpL-o1 Iregulatory and contractual controls. 10
HArAATE ontractual Compliance
echarfsms exit o requite contractual requrements for appcable securty, compllance and
[The requirements of paragraphs (a)(2)(i) and (a)(2)1ii) of this section resilience with third-parties, reflecting th eeds to protect its
Business associate apply to the contract or other arrangement between a business Third-Party Contract [Technology Assets, Apphtalmns GEmvices andjr Data (TARSD):
164.314(a) Contracts with [associate and a subcontractor required by § 164.308(b)(4) in the same Functional Intersects With ARSI TPM-05 H
subcontractors  |manner as such requirements apply to contracts or other arrangements qui
lbetween a covered entity and business associate.
[Mechanisms exist to ensure appiicable security, compliance and resilience requirements are
he requirements of paragraphs a)(2)() and (a)(2)i) of this section included in contracts that flow-down to applicable sub-contractors and suppliers.
Business associate.[apply t thé contract o imer BrTomgement owedh  pus Contract Flow-Down
164.314(a) Comtractewiih - [abcorinte b 3 Subcontractor required by s 164.308(b)(4) I the same Functional Intersects With R 09 TPM-05.2 5
subcontractors  |manner as such requirements apply to contracts or other arrangements a
etween a covered entity and business associate.
T64.314(0) /A [fno content] Functional No A NA [No applicable SCF control 0
Mechanisms exist to require Contractualrequirements fo applicable securfy, compliance and
[Except when the only electronic protected health information disclosed resilience with third-p: reflecting the \eeds to protect its
lto a plan sponsor is disclosed pursuant to § 164.504(f)(1)(ii) or (i), or as [Technology Assets, Appncauons, Services and/or Data (TAASD).
lauthorized under § 164.508, a group health plan must ensure that its Third-Party Contract
164.314(b) Requirements for plan documents provide that the plan sponsor will reasonably and Functional Equal A TPM-05 10
group health plans [appropriately safeguard electronic protected health information created, a
eceived, maintained, or transmitted to or by the plan sponsor on behalf
o the group health pian.
Implementation [No applicable SCF control
i [The plan documents of the group health plan must be amended to
164.314(b) sp‘:celgsﬁtewgg\s T i T e eyl e o Functional No Relationship NA N/A 4
[Mechanisms exist to require contractual requirements for appiicable security, compliance and
Implement adminitrative, physical, and technical safeguards that e B resilience requirements with third-parties, reflecting the organization's needs to protect its,
Ireasonably and appropriately protect the confidentiality, integrity, an Third-Party Contract ’ [Technology Assets, Applications, Services and/or Data (TAASD).
164.314(b) NA lavailability of the electronic protected health information that it creates, Functional Equal Requirements TPM-05 10
receives, maintains, or transmits on behalf of the group health plan;
enoure that the adequat " by © 16450810, rird-party Contract Mechanisis exit o require Contractual requirements for appicable securfty, compliance and
164314(0) A nsur tht the adequate separation reguird by § ()i is Functiona! cqual i Pty Contrac M5 ith thirc-parties. reflecting & et to protect s 0
supported by reasonable and appropriate security measures; equirements Frechnoloay Assete, Appl\(almns B ices andior Dota TARSD)
[Ensure that any agent to whom it provides this information agrees to v, Mechanisms exist o requie cortractual requirements for applicatle securty, complance and
164.314(b) N/A implement reasonable and appropriate security measures to protect the Functional Equal ‘Thire Porty Contract TPM-05 resilience with . reflectine needs to protect its 10
information; an: equirements [Technology Assets, Appncauons SErices andior Data (TARSD):
[Mechanisms exist to compel External Service Providers (ESPs) to provide notification of actual or
IReport to the group health plan any security incident of which it Security Compromise lpotential compromises in the supply chain that can potentially affect or have adversely affected
164.314(b) NiA lReport to the group plan any Y Functional Equal Notification Agreements TPM-05.1 [Technology Assets, Applications and/or Services (TAAS) that the organization utilizes. 10
Policies and [No applicable SCF control
procedures and  |A covered entity or business associate must, in accordance with § . .
164316 g WSEs Functional No Relationship NA NA 0
requirements
[Mechanisms exist to faciitate the implementation of security, compliance and resilience
lgovernance controls.
Implement reasonable and appropriate policies and procedures to
lcomply with the standards, implementation specifications, or other
requirements of this subpart, taking into account those factors specified
in § 164.306(b)(2)(0), (i), (i), and (iv). This standard is not to be
164.316(a) Standard: Policies andlconstrued to permit or excuse an action that violates any other standard, Functional Subset OF R e &) Gov-01 10
or other of this subpart. A 9
lcovered entity or business associate may change its policies and
lprocedures at any time, provided that the changes are documented and
Jare implemented in accordance with this subpart
[Mechanisms exist to estabiish, maintain and disseminate policies, standards and procedures
Inecessary for secure, compliant and resilient capabilities.
Implement reasonable and appropriate policies and procedures to
lcomply with the standards, implementation specifications, or other
requirements of this subgar, taking Into account those factors specitied
standard: Policies an|M § 164-306(0)(2)(i), i, (ii), and (iv). This standard is not to be Publishing Security,
164.316(a) e erac® 2Miconstrued to permit or excuse an action that violates any sther standard) Functional Subset OF Compliance & Resilience GOV-02 10
P implementation specification, or other requirements of this subpart. Documentation
lcovered entity or business associate may change its policies an
lprocedures at any time, provided that the changes are documented and
lare implemented in accordance with this subpart
164.316(0) VA [fno content] Functional No A N/A [No applicable SCF control o
164.316(b) N/A [tno content] Functional No N/A N/A [No applicable SCF control 0
Publishing Securt [Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
ublishing Security, Inecessary for secure, compliant and resilient capabilities.
Standard: IMaintain the policies and procedures implemented to comply with this g Y . compl P
164.316(b) Documentation  [subpart in wiktien (wiich may 56 electrante) forms and Functional Subset OF Compliance & Reslience GOV-02 10
ocumentation
- [Mechanisms exist to review the Security, Compliance & Resilience Program (SCRP), including
I an action, activity or assessment is required by this subpart to be Periodic Review & Update of Ipolicies, standards and procedures, at planned intervals or if significant changes occur to ensure
164.316(b) NA ldocumented, maintain a written (which may be electronic) record of the Functional Intersects With Security, Compliance & Gov-03 ltheir continuing suitability, adequacy and effectiveness. 3
Jaction, activity, or assessment Resilience Program
if an action, activity or assessment is required by this subpart to B Compliance & [Mechanisms exist to regularly review processes and documented procedures fo ensure
164.316(b) N/A ldocumented, maintain a written (which may be electronic) reccrd of the Functional Intersects With Re“;”‘y' xm" ‘a”‘el CPL-03 lconformity with the organization's security, compliance and/or resilience policies, standards and 3
laction, activity, or assessment, esilience Assessments lother applicable requirements.
Implementation [No applicable SCF control
164.316(b) hecifications: _|[no content] Functional No Relationship NA NA 0
[Retain the documentation required by paragraph (b)(1) of this section for] [Mechanisms exist o retain media and data in accordance with appiicable statutory, reguiatory
164.316(b) Time limit (Required) [6 years from the date of its creation or the date when it last was in Functional Equal Media & Data Retention DCH-18 [and contractual obligations. 10
leffect, whichever is later.
Moke docamentation available to those persons responsible for Standardized Operating [Mechanisms exist to identify and document Standardized Operating Procedures (SOP), or similar
x d tation, to enable th tion of day-to-d d task:
164.316(b) Availability (Required)lipplementing the procedures to which the documentation pertains. Functional Intersects With Procedures (SOP) OPs-0L1 ocumentation (o enable the proper execution of day-to-day / assigned tasks ®
[Mechanisms exist to define supporting business processes and implement appropriate
ke o - able to th e . ool lgovernance and service management to ensure appropriate planning, delivery and support of
ake documentation available to those persons responsible for ervice Delivery ' the organization's technology capabilities supporting business functions, workforce, and/or
164.316(0) Availability (Required)lpementing the procedures to which the documentation pertains. Functional Intersects With | (gusiness Process Support) 0Ps03 lcustomers based on industry-recognized standards to achieve the specific goals of the process ®
[Mechanisms exist to review the Security, Compliance & Resilience Program (SCRP), including
~ |Review documentation periodically, and update as needed, in response Periodic Review & Update of Ipolicies, standards and procedures, at planned intervals o f significant changes occur to ensure
164.316(b) Updates (Required) [to environmental or operational changes affecting the security of the Functional Intersects With Security, Compliance & GOV-03 their continuing suitabillty, adequacy and effectiveness, 5
lelectronic protected health information. Resilience Program
Review documentation periodically, and update as needed, in response Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience controls oversight function
164.316(b) Updates (Required) [to environmental or operational changes affecting the security of the Functional Intersects With Resilience Controls CPL-02 [that reports to the organization's executive leadership. 5
lelectronic protected health information. rsight
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