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poicyona [Fndaris,and idlnes,ondz, Procedures o | [ secut e ond Jesenete
AC-01 Procedures facilitate the |mp|ementat|on of the access control Functional [Intersects With: Resilience GOV-02 rocedtjres necessary for secure 5
policy and the assoclated access controls b. Designate D " P N sary '
T ocumentation compliant and resilient
RRIAGHRPBrBRTS AR GvES Areglirrrriipaittes, - - - - -
Policy and stapdards aqd guldellnes‘ and2. Procedures to . : J:élaotdelcofRS\e”civ:it% glleeccllj\r?trysg)srs;;is;ntgerzwew the
AC-01 Procedures facilitate the implementation of the access control Functional |Intersects With Compliance & '| GOV-03 Resilienc'e Program (SCRP) 5
p‘n"',cy and the assoaated access COTLtrOFLS‘ ll) ll]):eﬂgnate Resilience Program including policies, standards and
RRIASHRP ORI SAERR GRES Arelginrirsiipiaities, > - —
Policy and standards, and guidelines; and2. Procedures to . Identity & Access ?rﬂne;IZ?rl\j;Tastii):\lséfti%;?\i::‘litcaatt?ot:e
AC-01 facilitate the implementation of the access control Functional Subset Of IAC-01 10
Procedures . . h Management (IAM) and access management
policy and the assoclated access controls b Designate ontrols.
I 11t -
asdbrdeesenr R RRRRAecottinrahatisis e - -
Mechanisms exist to revoke user
Account [A.ss!gnment .orgamzatlon deﬁngd perspnnel or roles] . : Termination of access rights in a timely manner,
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With! Employment IAC-07.2 Upon termination of employment 5
9 perlod] when accounts are no Ionger required;2. ployi o?contract ployi
tAesiROR TR AR NG SRR aRagafiguban TECTTATTSTTTS EXTST TUPTUaCTtIvVeTy
Account [Assignment: organization-defined personnel or roles] Account govern account management of
AC-02 within:1. [Assignment: organization-defined time Functional |Intersects With! IAC-15 |individual, group, system, 5
Management Management . I
perlod] when accounts are no Ionger required;2. service, application, guest and
tRerttreestintsan NG rasitfhisragRasantia s =
[Assignment: organization-defined personnel or roles] . .
AC-02 Ma/:mcacoeurzfent within:1. [Assignment: organization-defined time Functional |Intersects With! I\r/];\ijéaDtia:)tr? TDA-18 {\/,I:“cdhitanfm;g:ﬁ;tﬁ%rﬂschéhe 5
9 perlod] when accounts are no Ionger required;2. Yy puts.
tAeriueasints R Nip rdasirdiimagadatiguban OTTIpTETTETTTSTroTTy
Account [Assignment: organization-defined personnel or roles] Safeguarding Data cryptography and security
AC-02 M within:1. [Assignment: organization-defined time Functional |Intersects With! Over Open NET-12 |protocols to safeguard 5
anagement . . . L .
period] when accounts are no longer required;2. Networks sensitive/regulated data during
[Acci, izatinn dafinad +i indl k. icei hli
ATTOUTTT - £
Management |  [Support the management of system accounts using Auton;actceoduﬁé/stem éﬁto?ritﬁ]der?nzcnh:ne';n;tez':t to
AC-02(01) Automated System |[[Assignment: organization-defined automated Functional |Intersects With! M t IAC-15.1 ptp ¢ 9 direct 5
Account mechanisms]. ~Managemen system accounts (e.g., directory
M (Directory Services) services).
H ; N i RUTOTITETEU TITETITATITSTITS EXTST T
I e e - sabe or remove temporay an
AC-02(02) . 0 . N N ‘| Functional Equal IAC-15.2 |emergency accounts after an 10
Temporary and |organization-defined time period for each type of Emergency or anization-defined tlme eriod
Emergency Account|account]. Accounts 9 e " P
Account defined time period] when the accounts:a. Have Automated mechanlsms exist to
g expired;b. Are no longer associated with a user or : Disable Inactive ~ disable inactive accounts after
AC-02(03) D?:gglaeg;izlet)rtjtnlts individual;c. Are in violation of organizational policy; Functional Equal Accounts IAC-15.3 an organization-defined time 10
ord. Have been inactive for [Assignment: organization- period.
Account audit account creation,
g Management | |Automatically audit account creation, modification, : Automated Audit _ modification, enabling, disabling
AC-02(04) Automated Audit [enabling, disabling, and removal actions. Functional Equal Actions IAC-15.4 and removal actions and notify 10
Actions organization-defined personnel
UTgaTTTZatoT=UETTITET  tTe PErToa
Account Require that users log out when [Assignment: of inactivity, or upon receiving a
AC-02(05) Management | |organization-defined time period of expected inactivity | Functional Equal Session Lock IAC-24 [request from a user and retain 10
Inactivity Logout |or description of when to log out]. the sesslon lock until the user
Account Enforce [Assignment: organization-defined |Automated mechanisms exist to
AC-02(11) Management | |circumstances and/or usage conditions] for Functional Equal Usage Conditions | IAC-15.8 |enforce usage conditions for 10
Usage Conditions |[Assignment: organization-defined system accounts]. users and/or roles.
Account a. Monitor system accounts for [Assignment: Mechanisms exist to utilize User
g Management | |organization-defined atypical usagel; andb. Report : Anomalous ~ & Entity Behavior Analytics
AC-02(12) Account Monitoring [atypical usage of system accounts to [Assignment: Functional Equal Behavior MON-16 (UEBA) and/or User Activity 10
for Atypical Usage |organization-defined personnel or roles]. Monitoring (UAM) solutions to
AeeoT . L . . Mechanisms exist to expedite the|
Management | Disable accounts of individuals within [Assignment: High-Risk rocess of removing "high risk"
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional |Intersects With Termginations HRS-09.2 i‘:1dividua|’s access EtJo Tegchnology 5
f:)rﬂljh.gﬂh-nlsk [Assignment: organization-defined significant risks]. Assets, Applications, Services
RO TECITATITSTITS EXTST (U UrSanTe
Management | |Disable accounts of individuals within [Assignment: Account Disabling accounts immediately upon
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional |Intersects With for High Risk IAC-15.6 |notification for users posing a 5
for High-risk [Assignment: organization-defined significant risks]. Individuals significant risk to the
Individial i i
P : Mechanisms exist to enforce
Enforce approved authorizations for logical access to Logical Access Control (LAC)
AC-03 IAccess Enforcement|information and system resources in accordance with Functional |Intersects With|Access Enforcement| 1AC-20 pe?missions that conform to the 5
applicable access control policies. principle of "least privilege.”
TO TTPTETITENT SToTTY
Enforce approved authorizations for logical access to Safeguarding Data cryptography and security
AC-03 /Access Enforcement|information and system resources in accordance with Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
applicable access control policies. Networks sensmve/regulated data during
ranan nuhli
Enforce approved authorizations for logical access to . .
AC-03 /Access Enforcement|information and system resources in accordance with Functional |Intersects With I\?EILiléa[zia;: TDA-18 \I\Illae”cdhi?ngfn;:fs;(:;;;%ﬁ?sctttshe 5
applicable access control policies. Y puts.
IAccess Enforcement| Sensitive / Mechanisms exist to configure
-~ | Restrict Access to |Restrict access to data repositories containing . ~ 'Technology Assets, Applications
AC-03(11) Specific Information|[Assignment: organization-defined information types]. Functional Equal Regulated Data CFG-08 and/or Services (TAAS) to restrict 10
Access Enforcement o
Types access to sensitive/regulated
Enforce approved authorizations for controlling the Data Flow and govern Access Control Lists
g Information Flow |[flow of information within the system and between . Enforcement - g (ACLs) to provide data flow
AC-04 Enforcement connected systems based on [Assignment: Functional Equal Access Control Lists NET-04 enforcement that explicitly 10
organization-defined information flow control policies]. (ACLs) restrict network traffic to only
TTOTTITETOTT FTowW - - -
Erforcemet Fow conio| meclenemToy recctor e @ more
AC-04(04) Control of YPting: L » blocking L Functional Equal NET-04.3 |encrypted data from bypassing 10
Encrypted encrypted information; terminating communications Encrypted Data content-checking mechanisms,
Ypre sessions attempting to pass encrypted information; 9 )
a. Identify and document [Assignment: organization-
g Separation of  |defined duties of individuals requiring separation]; : : Input Data ~ Mechanisms exist to check the
AC-05 Duties andb. Define system access authorizations to support Functional Intersects With Validation TDA-18 validity of information inputs. 5
separation of duties.
a. Identify and document [Assignment: organization- Mechanisms exist to enforce a
-~ Separation of  |defined duties of individuals requiring separation]; . ... | Dual Authorization ~ two-person rule for implementing
AC-05 Duties andb. Define system access authorizations to support Functional Intersects With for Change CHG-04.3 changes to critical Technology 5
separation of duties. /Assets, Applications and/or
a. Identify and document [Assignment: organization- K O TTIPTEMTETe Strany
Separation of  |defined duties of individuals requiring separation]; : : Safeguarding Data cryptography and security
AC-05 " P Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
Duties andb. Define system access authorizations to support Networks sensmve/re Ulated data durin
separation of duties. 9 il 9
- - . P — HReRRIfSIAS-EXSE R AApRthfT
Separation of Zé:‘?r?endn&ijutaigg gfoicnudrR/?gsa[ﬁsfé%:?:iigt'sgprg?'g{iz:r?]?n Separation of and maintain Separation of
AC-05 N . P 4 Functional |Intersects With! : HRS-11 |Duties (SoD) to prevent potential 5
Duties andb. Define system access authorizations to support Duties (SoD) |na ropriate activity without
separation of duties. DD p Y
— — - cotieffCorreastprivrege;
Employ the principle of least privilege, aIIowmglonIy allowing only authorized access
- authorized accesses for users (or processes acting on . : -
AC-06 Least Privilege N Functional |Intersects With| Least Privilege IAC-21 [to processes necessary to 5
behalf of users) that are necessary to accomplish accomplish a55| ned tasks in
assigned organizational tasks. np g
Employ the principle of least privilege, allowing only Mechanlsms exnst to enforce
AC-06 Least Privilege authorized accesses for users (or processes ac_tlng on Functional |Intersects With|Access Enforcement| [AC-20 Loglc_al _Access Control (LAC) 5
behalf of users) that are necessary to accomplish permissions that conform to the
assigned organizational tasks. principle of "least privilege."
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& aTCtesS TOT TASSIgTITETT: quoTUe
Least Privilege | [individuals or roles] to:a. [Assignment: organization- Authorize Access to Mechanisms exist to limit access
AC-06(01) Authorize Access to|defined security functions (deployed in hardware, Functional Equal Security Functions IAC-21.1 [to security functions to explicitly- 10
Security Functions |software, and firmware)]; andb. [Assignment: 4 authorized privileged users.
TeastrTvege T REARAEHRR-ASERGrS3suer . R TECITATITSITS EXTST IO PTOTITOTT
Non-privileged |access to [Assignment: organization-defined security Non-Privileged privileged users from using
AC-06(02) Access for functions or security-relevant information] use non- Functional Equal Access for Non- IAC-21.2 |privileged accounts, while 10
Nonsecurity privileged accounts or roles, when accessing Security Functions performing non-security
= i aritys 1 i £1 i
Management Mechanisms exist to restrict the
AC-06(05) _Le_ast Privilege | Rest_rlct prlw!eged accounts on the system to Functional Equal Approval For JAC-21.3 assignment of privileged 10
Privileged Accounts [[Assignment: organization-defined personnel or roles]. Privileged Accounts accounts to management-
approved personnel and/or roles.
frequency] the privileges assigned to [Assignment: AT L”epp'"’"we a3 /'9”“ hd
Least Privilege | orgqanizat);on-de’f?ined rgoles or glasses of usgrs] to ' Periodic Review of individuals and service accounts
AC-06(07) Re;ﬁm:feusser validate the need for such privileges; andb. Reassign Functional Equal Account Privileges IAC-17 tiixﬁleldzgea;hderr;eaesgif?]r;fmh 10
9 or remove privileges, if necessary, to correctly reflect P 9 . gn ¢ L
Least Privilege | Log - . . .
AC-06(09) Use of Privileged |Log the execution of privileged functions. Functional Equal .A.Ud'tmg Use 9f IAC-21.4 Mechal_-nsms exist to audit th_e 10
Functions Privileged Functions execution of privileged functions.
LT:’?';IL'\rb'l'twl\I;%c T Prohibit Non- non-privileged users from
g o Prevent non-privileged users from executing privileged : Privileged Users . executing privileged functions to
AC-06(10) ’;;;Vr:egfgcﬂairs functions. Functional Equal from Executing IAC-21.5 include disabling, circumventing 10
i o '9 Privileged Functions| or altering implemented security
lock the account or node for an [Assignment: attempts by a user during an
g Unsuccessful Logon|organization-defined time period]; lock the account or . ~ organization-defined time period
AC07 Attempts node until released by an administrator; delay next Functional Equal Account Lockout IAC-22 and automatically locks the 10
logon prompt per [Assignment: organization-defined account when the maximum
UOJECT TO CITTITTET arTa CIVIT PETaTtes, armud, USe OT tTe -
System Use system indicates consent to monitoring and System Use ga:tr;?utshea;gé%?cl:zi:: r?];;;;;c;veed
AC-08 N);tiﬁcation recording;b. Retain the notification message or banner | Functional Equal Notification (Logon | SEA-18 o¥ banner before granting accgss 10
on tb_e_ scree:ﬂurntdl use.i?1 aifkn?iwlr(\e:irgeltlle Linger Banner) to Technology Assets,
Limit the number of concurrent sessions for each . . L
i i X izati 3 . Mechanisms exist to limit the
AC-10 Concurrent Session |[[Assignment: organlz_atlon-deflned account and/or Functional Equal Concurrent Session| |\~ 53 number of concurrent sessions 10
Control account type] to [Assignment: organization-defined Control for each system account
number]. .
[Assignment: organization-defined time period] of 3}?:2&?\/3'5"-;:3;33 ;g‘c‘:icﬁgm:
. inactivity; requiring the user to initiate a device lock . . . ’ A
AC-11 Device Lock h h h Functional |Intersects With Session Lock IAC-24 [request from a user and retain 5
before leaving the system unattended]; andb. Retain the session lock until the user
the device lock until the user reestablishes access ik oG
FReCRRSRR XTSRS Tifterme T
Device Lock | . . R . . i pattern-hiding displays to
AC-11(01) Pattern-hiding Cppk)cleal, V'ﬁ ”:je. dleV'ce.I?fk' Infb?_rnlwatl_on plt')elvpusly Functional Equal PatE)e_rnIHldlng IAC-24.1 |conceal information previously 10
Displays visible on the display with a publicly viewable image. isplays Visible on the display during the
i L i
. n . log out users, both locally on the
Session Autqmatlcallly terminate a user session gfter . . Session network and for remote sessions,
AC-12 . [Assignment: organization-defined conditions or trigger| Functional Equal o IAC-25 " 10
Termination . ; : Termination at the end of the session or after
events requiring session disconnect]. 2n organization-defined period of
Permitted Actions i‘:;e“:t'i;;ié;;;:;;il Ia::hZ?tlig;a't‘i‘;: :;L\Ls'i‘s‘fteztw;t”hwmwm Permitted Actions document the supporting
AC-14 Without organizational mission and business functions; andb. Functional Equal Without IAC-26 rationale for specific user actions 10
Identification or Document and provide supporting rationale in the Identification or that can be performed on a
Authentication : lor £, p,h " pp 9 " " i Authorization system without identification or
configuration/connection requirements, and Mechanisms exist to define,
~ implementation guidance for each type of remote . 5 . control and review organization-
AC-17 Remote Access access allowed; andb. Authorize each type of remote Functional Intersects With Remote Access NET-14 approved, secure remote access 5
access to the system prior to allowing such methods.
Remote Access | . . Automated /Automated mechanisms exist to
AC-17(01) Monitoring and rE;?T?(I)Lt)Z :sct(e)smsa;e;ggztszhamsms to monitor and control Functional Equal Monitoring & NET-14.1 |monitor and control remote 10
Control . Control access sessions.
“l;l"::‘»)tl:céi\;;e;; T Protection of Cryptographic mechanisms exist
~ . S Implement cryptographic mechanisms to protect the : Confidentiality / - to protect the confidentiality and
AC-17(02) Cﬂg?:er?:'aﬁts)i'nand confidentiality and integrity of remote access sessions. Functional Equal Integrity Using NET-14.2 integrity of remote access 10
c 9 y.- 9 Encryption sessions (e.g., VPN).
Mechanisms exist to route all
Remote Access | i
AC-17(03) Managed Access Route remote accesses through authorlzed and Functional Equal Managed Ac_cess NET-14.3 remote accesses through 10
Control Points managed network access control points. Control Points managed network access control
points (e.g., VPN concentrator).
Remote Access | |oooooo U SECUTTTY=TETEVETTL TITOTITTATTOTT VI TEToTe Remote Privileged execution of privileged
Privileged ! access only in a format tha'g provides assegsable : Commands g commands agd accgess to
AC-17(04) evidence and for the following needs: [Assignment: Functional Equal . NET-14.4 N - . . 10
Commands and ization-defined ds]: andb. D t th Sensitive Data security-relevant information via
Access organiza |fon- © an needsl; ap,,\ ; oct_erer: {e th, Access remote access only for
Remote Access | |Provide the capability to disconnect or disable remote Expeditious Mecha_nlsms exist t_o_prowde the
. s N P . : capability to expeditiously
AC-17(09) Disconnect or  |access to the system within [Assignment: organization-| Functional Equal Disconnect / NET-14.8 disconnect or disable a user's 10
Disable Access |defined time period]. Disable Capability remote access session.
Remote Access | |Implement [Assignment: organization-defined .
AC-17(10) Authenticate mechanisms] to authenticate [Assignment: Functional Relat’i\l;)nshi N/A N/A N/A 0 y;ni'%ﬁhcable ek
Remote Commands [organization-defined remote commands]. P
- CSTAUTTSTT COTTgUT Ao TEqUITETTTETTTS, COTMTETToTT Mechanisms exist to control
requirements, and implementation guidance for each . : A
AC-18 Wireless Access |type of wireless access; andb. Authorize each type of Functional |Intersects With! Ng&?:jf‘ NET-15 amuotrr:i(;zr)lrzigrm:llr:::?tii)?ii:?iewai?gess 5
wireless access to the system prior to allowing such 9 access,
&R ORI cormyuTranuTT TequUITETTTETTTS,CUTTTETTOTT - -
requirements, and implementation guidance for each Wireless Access zlloencfri\::rﬁgﬁtex;tdt?n?erolt'ie}ctgpe
AC-18 Wireless Access |type of wireless access; andb. Authorize each type of Functional |Intersects With| Authentication & CRY-07 Wireless netwyorkin tecghng/lo ies 5
wireless access to the system prior to allowing such Encryption by implementing a%thenticati%n
. . . Mechanisms exist to secure Wi-Fi
a8 ereles‘s Agcess | |Protect ywre_less access tp the system uslng ) . Authentication & (e.g., IEEE 802.11) and prevent
-18(01) Authentication and |authentication of [Selection (one or more): users; Functional Equal Encryption NET-15.1 unauthorized access by: 10
Encryption devices] and encryption. (1) Authenticating devices trying
Wireless Access | |Disable, when not intended for use, wireless Disable Wireless ggnaegﬁist?:;'ythvggealrees?nr;::nwaolll'klng
AC-18(03) Disable Wireless |networking capabilities embedded within system Functional Equal Networkin NET-15.2 enfbedded within system y 10
Networking components prior to issuance and deployment. 9 components prior tg issuance to
- TTETITATITSTITS EXTST TO TUETTUTy arTor
erelszztﬁcciess I Identify and explicitly authorize users allowed to Restrict explicitly authorize users who are
AC-18(04) Configurations b independently configure wireless networking Functional Equal Configuration By | NET-15.3 |allowed to independently 10
gUsers Y capabilities. Users configure wireless networking
Wireless Access | |Select radio antennas and calibrate transmission Mechanisms exist to confine
~ Antennas and  [power levels to reduce the probability that signals from : Wireless - wireless communications to
AC-18(05) Transmission Power|wireless access points can be received outside of Functional Equal Boundaries NET-15.4 organization-controlled 10
Levels organization-controlled boundaries. boundaries.
requirements, and implementation guidance for Mechanisms exist to enforce
Access Control for |organization-controlled mobile devices, to include : Access Control For access control requirements for
AC-19 Mobile Devices |when such devices are outside of controlled areas; Functional Equal Mobile Devices MDM-02 the connection of mobile devices 10
andb. Authorize the connection of mobile devices to to organizational Technology
ACCESS COTTIoTTOT - — —— CIyPTOgTapTITC TTETTTaTTTSITTS €XTST
Mobile Devices | ggnszlgg\iflect%m't?”I%?e“ciet:gcc?r?ﬁt;jogr;t?aolriltalannec; Full Device & to protect the confidentiality and
AC-19(05) Full Device or h N yp P A N Y an Functional Equal Container-Based MDM-03 [integrity of information on mobile 10
Container-based integrity of |r_1forma_t|on on [Assignment: organization- Encryption devices through full-device or
c o defined mobile devices]. i ti
the trust relationships established with other Use of External Mechanisms exist to govern how
. Use of External |organizations owning, operating, and/or maintaining : Technology Assets, - external parties, including
AC-20 Systems external systems, allowing authorized individuals to:1. Functional Equal Applications and/or DCH-13 'Technology Assets, Applications 10
/Access the system from external systems; and2. Services (TAAS) and/or Services (TAAS), are used

Secure Controls Framework (SCF)

20f21



Set Theory Relationship Mapping (STRM)

FDE Name

NIST SP 800-82 R3_x000a_Guide to Operational Technology (OT) Security

Focal Document Element (FDE) Description

STRM

Rationale

STRM
Relationship

SCF Control

SCF #

Secure Controls Framework
(SCF)
Control Description

version 2025.4_x000a_03/27/2026

of
Relationsh

a OTUaTIZatTOT-COTI OTeTr TTOT THatroTT O = = e
Use of External [after:a. Verification of the implementation of controls Limits of Authorized zﬁiﬁﬁg;sn;:ti;:s?:é’lfg%hlblt
AC-20(01) Systems | Limits on on the external system as specified in the Functional Equal Use DCH-13.1 Technology Assets Appligations 10
Authorized Use organ_l*zatlorn s s_ecurlty‘ anq perancy poll_aes ?nd and/or Services (TAAS), from
Use of External |Restrict the use of organization-controlled portable Mechanisms exist to restrict or
. Systems | Portable |storage devices by authorized individuals on external . : Portable Storage ~ prohibit the use of portable
AC-20(02) Storage Devices — |systems using [Assignment: organization-defined Functional Intersects With Devices DCH-13.2 storage devices by users on 5
Restricted Use  |restrictions]. external systems.
TTTaTtCIT UTE MITOTITTauorT S dCtCe! anu UsSE TESUTCUUTTS 10T TETSUTar vata (o7 to anra=
[Assignment: organization-defined information sharing Information Sharin parties only for the purposes

AC-21 Information Sharing|circumstances where user discretion is required]; Functional |Intersects With With Third Partiesg PRI-07 |identified in the data privacy 5
andb. Employ [Asslgnment organization- deﬁned notice and with the implicit or
R HAtRATGEES HRIE TR ETPABHPLDIRARTATdaTRT" el £ Aat

: : Review the proposed content of information prior to . . . .
AC-22 Publlc(lz)érﬁcecnetssmle posting onto the publicly accessible system to ensure Functional Equal Publlcé);:tcec:tssmle DCH-15 Mfgl?snfzgzz;;f;z;ﬁ;ﬁ:?l 10
that nonpubllc information is not |nc|uded andd. P Y .
D n tha nuhlicl:
regulatlons policies, standards and guldellnes and2. Publishing Security, maintain and disseminate
AT-01 Policy and Procedures to facn!ta_te the_lmplementatlon c_Jf the Functional |Intersects With Comp_ll_ance & GOV-02 policies, standards and 5
Procedures awareness and training policy and the associated Resilience procedures necessary for secure,
awareness and training controls;b. Designate an Documentation compliant and resilient
CITaTTges Ur TONOWITY [ASSTgTITTTENT, UrgaiiZaton= - - - -
Literacy Trainin: defined events];b. Employ the following techniques to Coanecllijgr:zle & :I:‘crlwgnelser:sa:gligxrg?t);lge o
AT-02 and A\X/arenessg increase the security and privacy awareness of system | Functional Equal Re’s)ilience SAT-02 appﬁ'ogriate security, compliance 10
users [A.SSI?.nn}el:E Ergllianatlon deﬁnedniwareﬂess Awareness Training and resilience awareness
TETTTATITSTITS EXTST To UtTZE
Literacy Training SR - . . . security awareness training on
AT-02(02) and Awareness | Provide literacy training on recognizing and reporting Functional Equal Insider Threat THR-05 [recognizing and reporting 10
N potential indicators of insider threat. Awareness PP ]
Insider Threat potential indicators of insider
.
Literacy Training . . L - " awareness training on
aronioy | i erencss| [rovde eracy eng on ecoaning andrepertns || oy | Soce Epinering | gur.g  Fecomeing and reporing 0
Social Engineering gnd social minin 9 9 4 & Mining *“ |potential and actual instances of
and Mining 9- social engineering and social
and Awareness | |Provide literacy training on recognizing suspicious Suspicious training to personnel on
AT-02(04) Suspicious communications and anomalous b_ehawor_ln Functional |Intersects with| Sommunications & | ¢+ 43 5 |organization-defined indicators of 5
Communications |organizational systems using [Assignment: Anomalous System malware to recognize suspicious
and Anomalous |organization-defined indicators of malicious code]. Behavior lcommunications and anomalous
- - n - - - @I TESITETICE-TETatet Uranmyg:
AT-03 Role-based Trainin Zi’ﬁ?xﬁs’szgﬁ)&n;st:oor:gggipzeagool;‘mgg::??r:i::ge]& Functional |Intersects With RgI:CE:tS;d SAT-03 I(:;n)e?fs‘z;?nag:hoerri?g;?niiccess 0 5
9 thereafter; and2. When required by system changes;b. Compliance & assi )r/\ed dutieg 9
Update role-based training content [Assignment: Resilience Training 2SN \%h o
rivi trainin tiviti includin rity an rit (=7 ATIETE :u‘"“y' By e
. zriv:g a\:arer?easg trai:i?{g acnzdspgc?:’glrolg-t?aged : Coﬁwe;flli)anze & and resilience awareness
AT-04 Training Records : N L2 Pty Functional Equal o e SAT-04 |[training; 10
security and privacy training; andb. Retain individual Resilience Training . PP
S N N P N (2) Recurring awareness training;
training records for [Assignment: organization-defined Records "
standards, and guidelines; and2. Procedures to Periodic Review & Mechanisms exist to review the
¥ Policy and facilitate the implementation of the audit and . -, | Update of Security, g Security, Compliance &

AU-01 Procedures accountability policy and the associated audit and Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5
accountability controls;b. Designate an [Assignment: Resilience Program including policies, standards and
standards, and guidelines; and2. Procedures to Publishing Security, maintain and disseminate

AU-01 Policy and facilitate the implementation of the audit and Functional |Intersects With Compliance & GOV-02 policies, standards and 5

Procedures accountability policy and the associated audit and Resilience procedures necessary for secure,
accountability controls;b. Designate an [Assignment: Documentation compliant and resilient
standards, and guidelines; and2. Procedures to . . .
. o o " p : Mechanisms exist to facilitate the
Policy and facilitate the implementation of the audit and : Continuous N h N

AU-01 Procedures accountability policy and the associated audit and Functional Subset Of Monitoring MON-01 mgéemsgit;t:ﬁn 22??:;?”5& 10

accountability controls;b. Designate an [Assignment: 9 .

T SETETUUTT CITTETTa TUT EVETTTS TUDE TUYye, C. SPETTY - - -

the following event types for logging within the Security Event Z\,e::talglsgn:ne::f;? :)?n”egasis

AU-02 Event Logging |system: [Assignment: organization-defined event types| Functional |Intersects With ty £ MON-01.8 9  an ongoing 5

Monitoring and escalate incidents in

(subset of the event types ¢ deﬁned in AU 02a ) anng B .

bl £ £ W accordance with established

withsthecpnanemairertrrties- Rttty - -

the following event types for logging within the Centralized (SSeICEL;;;tyoLn;';igi E‘Llligrtnpaﬂtaerllatgoeorl

AU-02 Event Logging  |system: [Assignment: organization-defined event types| Functional |Intersects With Collection of MON-02 to sup;’)ort the centralized ’ 5
fshset of h sven e defned I ALT2s) along secunty Evet Lo Colecton of secury reaced
establishes the following:a. What type of event Mechanisms exist to configure

| Content of Audit |occurred;b. When the event occurred;c. Where the : Content of Event - 'Technology Assets, Applications
AU-03 Records levent occurred;d. Source of the event;e. Outcome of Functional Equal Logs MON-03 and/or Services (TAAS) to 10
the event; andf. Identity of any individuals, subjects, or produce event logs that contain
Content of Audit |Generate audit records containing the following Sensitive Event Lo Mechanisms exist to protect
AU-03(01) Records | Additionalladditional information: [Assignment: organization- Functional |Intersects With Information 9| MON-03.1 sensitive/regulated data 5
Audit Information |defined additional information]. contained in log files.
TETITATITSTITS EXTST T anUTaTe arTa
. /Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 AudltCI;ogaCSiEorage [Assignment: organization-defined audit log retention Functional Equal Evenz;ogcsittorage MON-04 |event log storage capacity to 10
p Yy requirements]. P Y reduce the likelihood of such
i b ded
Audit Log Storage ([Transfer audit logs [Assignment: organization-defined Event Log Backup event logs onto a physically
¥ Capacity | Transfer [frequency] to a different system, system component, . : on Separate -~ different system or system
AU-04(01) to Alternate or media other than the system or system component Functional  |Intersects With Physical Systems / MON-08.1 component than the Security 5
Storage conducting the logging. Components Incident Event Manager (SIEM) or
T ATETT TRSSTYTIITTENT OTgaTZatoT=UeTTeu PeTSUTTTET Ot MTETITATITSTITS EXTST TU-aTeTt
Response to Audit |roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process |period] in the event of an audit logging process failure; | Functional Equal Log Processing MON-05 |event of a log processing failure 10
Failures andb Take the foIIowmg additional actlons Failures and take actions to remedy the
dafi =1 i i 1 A ti.
Response to Audit deﬁned personnel, roles, and/or locations] W|th|n alert appropriate personnel when
R Logging Process |[Assignment: organization-defined time period] when : Event Log Storage -~ the allocated volume reaches an
AU-05(01) Failures | Storage |allocated audit log storage volume reaches Functional Equal Capacity Alerting MON-05.2 organization-defined percentage 10
Capacity Warning |[[Assignment: organization-defined percentage] of of maximum event log storage
Response to Audit |defined real-time period] to [Assignment: organization- Mechanisms exist to provide
AU-05(02) Logging Process |defined personnel, roles, and/or locations] when the Functional |Intersects With Reg\'{;\TEOAIeIr:S of MON-05.1 24x7x365 near real-time alerting 5
Failures | Real-time [following audit failure events occur: [Assignment: Fallurgeg 9 *~ |capability when an event log
Alerts organization-defined audit logging failure events processing failure occurs.
MMTEPPTUPTIATE UT UNTUSUaT aCUvity T amTa Ut POTeTTTaT - -
Audit Record impact of the inappropriate or unusual activity;b. Centralized (SSICELJ;WOL”;'&E& Eﬁgrtnpalltae%a?:gl
AU-06 Review, Analysis, [Report findings to [Assignment: organization-defined Functional |Intersects With Collection of MON-02 to supbort the centralized ’ 5
and Reporting pers?:ne‘lnorwroles] andc .,ﬁ;d!_USt the,l,e.\,.l,ilh?i il:ldlt Security Event Logs collection of security-related
FREPET it ot RS TarScrRBATEREIHER O ferar TEVET UT gUUTt TEVIEWr, arTaTy sTS
Audit Record impact of the inappropriate or unusual activity;b. Audit Level and reporting based on evolving
AU-06 Review, Analysis, [Report findings to [Assignment: organization-defined Functional |Intersects With! Adjustments MON-02.6 |threat information from law 5
and Reporting personnel or roles] andc Ad]ust the level of audit d enforcement, industry
AUUTC REToTa ithin th iati th, clibl
Review, Analysis, [Integrate audit record review, analysis, and reporting Sensitive Event Lo Mechanisms exist to protect
AU-06(01) and Reporting | |processes using [Assignment: organization-defined Functional |Intersects With N 9| MON-03.1 sensitive/regulated data 5
y Information N h "
Automated Process [automated mechanisms]. contained in log files.
AR technical information from across!
Review, Analysis, |Analyze and correlate audit records across different Correlate the enterprise by a Securit
AU-06(03) and Reporting | |repositories to gain organization-wide situational Functional |Intersects With Monitoring MON-02.1 Incident Epvent Myanager (SI)l/EM) or 5
Correlate Audlt awareness. Information similar automated tool, to
RETRARRTHE [SETECTUTT (UTTE UT TTTOTET: VUNTETauITy STATTTiTyg n - -
Review, Analysis, [information; performance data; system monitoring Sclgr:i?r:atl&?%?l:er Ci?g;?:gmtth 2gaarl1¥15e?50fnetwork
AU-06(05) and Reporting | [information; [Assignment: organization-defined Functional Equal Monigt,oring MON-02.3 performanc)e system n‘\onitoring 10
Intfe%rifid Analy5|s dlatah/n:forrfatlon E\olleﬁtﬁd f*ror_‘rl other sources]] to ) Information and other sources to further
Re’\*/'ldeuv'\; r;:\:;;/tslls Correlate information from audit records with records with information
¥ ! N " |information obtained from monitoring physical access . Correlation with -~ obtained from monitoring
AU-06(06) Cag:jr;:fig:';igﬂl] to further enhance the ability to identify suspicious, Functional Equal Physical Monitoring MON-02.4 physical access to further 10
Dhseiral i iINAPPropriate, unusual, or malevolent activity. enhance the ability to identify
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Relationsh

Audit Record

report generation capability that:a. Supports on-

Control Description
Mechanisms exist to provide an

N A demand audit record review, analysis, and reporting . . Monitoring - event log report generation
AU-07 ReReotlj';Jgeonnefarl?on requirements and after-the-fact investigations of Functional _ |Intersects With Reporting MON-06 capability to aid in detecting and 5
P incidents; andb. Does not alter the original content or ing anomalous activities.
Rﬁe'iil:;étri‘:;::d Provide and implement the capability to process, sort, Mechanisms exist to provide an
¥ : and search audit records for events of interest based . : Monitoring -~ event log report generation
AU-07(01) Repo/&tljg)emn:;actlon I on the following content: [Assignment: organization- Functional Intersects With Reporting MON-06 capability to aid in detecting and 5
f defined fields within audit records]. ing anomalous activities.
TUT GUUTC TECUTUS, aTTuy, ReCoTU UITe StaTTPs ToT auuTT - - T
records that meet [Assignment: organization-defined Clock gllerfcmarglr?iTastieo)::sttetc%:;lllrlzze ttlg’\e
AU-08 Time Stamps granularity of time measurement] and that use Functional |Intersects With! Synchronization SEA-20 synchronize all critical s gtyem 5
Coordlnated Universal Time, have a fixed Iocal tlme 4 clyocks 24
fSf-gtrdfe Pl s anter Reduraatiesearfp s o gate: Mecha.nisms oxist to configure
records that meet [Assignment: organization-defined Technology Assets, A Iicgtions
AU-08 Time Stamps granularity of time measurement] and that use Functional |Intersects With Time Stamps MON-07 and/or Segrzices (TAAS’?)pto use an 5
Cgor(illgatjdrunlversal Tlme have flixed .I'oﬁ‘alktfrr‘nem4 uthoritative time source to
affrrbdeera R iR RGOS RS e oty toitr Mechanisms exist to protect
. .+ [from unauthorized access, modification, and deletion; . N
AU-09 Pro:?\%‘ﬁgaﬁoﬁl"d't andb. Alert [Assignment: organization-defined Functional Equal Pmteafong:f Event MON-08 3‘;::&'&?&:;%&11‘; tools from 10
personnel or roles] uponddelte.ctlon‘of t:l(r.\*aluthonzeq modification and deletion.
I'I',:f‘g:r;;;gr:"l 'S‘;;r'; Store audit records [Assignment: organization-defined Event Log Backup event logs onto a physically
¥ frequency] in a repository that is part of a physically . : on Separate ¥ different system or system
AU-09(02) Ph :irc]aslespas;:tris or different system or system component than the Functional Intersects With Physical Systems / MON-08.1 component than the Security 5
yr Y system or component being audited. Components Incident Event Manager (SIEM) or
Protection of Audit . . . .
L . . Cryptographic Cryptographic mechanisms exist
AU-09(03) Information | Implement cryptographic mechanisms to protect the Functional Equal Protection of Event | MON-08.3 [to protect the integrity of event 10
Cryptographic  |integrity of audit information and audit tools. Log Inf N \ d audi h
Protection og Information ogs and audit tools.
PofeCCen O AT uorize acces o management of aud lgaig PR NN e
AU-09(04) Access by Subset of ;\:rgcsggr;afxlltl\:/ivtﬁeoglg Lézs;gglmz::;]organlzatlon-deﬁned Functional Equal Privileged Users MON-08.2 event logs to privileged users 10
Privileged Users P 9 . with a specific business need.
— - —— TETITATITSTITS EXTST ToUtmZe &
o o ey e | . o repuiation capaity
AU-10 Non-repudiation : . P ) . Functional Equal Non-Repudiation MON-09 |protect against an individual 10
performed [Assignment: organization-defined actions
L falsely denylng having performed
to be covered by non-repudiation]. 1
RETaNT auUIt TECOTUS TOT [ASSIIITENT UrgaTZationT= A FRYRIs YR eftom
Audit Record defined time period consistent with records retention requirements to provide support
AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10 [for after-the-fact investigations 10
|nvest|gat|ons of |nC|dents and to meet regulatory and of security incidents and to meet
rooy Nt ITVIND .—:rm.lr.—: A
eI 8o TR QG RteRt R ga i EatIRE e
nait Recora [T componertsi, Alow [Assignment o o e
AU-12 Generation organization-defined personnel or roles] to select the Functional |Intersects With! Reporting MON-06 capablllty to aid in detecting and 5
event types that are to be Iogged by specific
g anomalous activities.
AUUTCRETOTT
N defined system components] mto a system- W|de . /Automated mechanisms exist to
Generation | System-Wide / . N .
R Wi (logical or physical) audit trail that is time-correlated to : iy ¥ compile audit records into an
AU-12(01) Sﬁa:i[zovﬁggtaer:jd within [Assignment: organization-defined level of Functional Equal Tlm:ugiotrTre;Ei:lted MON-02.7 organization-wide audit trail that 10
Arecdit Teail tolerance for the relationship between time stamps of is time-correlated.
rOtREEH o — 2 — - - -
Generaon | (rosnzaion defed il o lelt change e Changes by B ot e e
AU-12(03) Changes by b P Functional Equal Authorized MON-02.8 A . 10
- defined system components] based on [Assignment: s capability to change the auditing
Authorized Individuals i
velivsidsint organization-defined selectable event crlterla] within to be performed on specified
STATTUErUs, arma guraenTies, anuz, FToCEuure TETITATTSITS EXTST (0 TaCITaTe U
Policy and facilitate the implementation of the assessment, Information implementation of security,
CA-01 Proceiiures authorization, and monitoring policy and the Functional Subset Of Assurance (IA) IAO-01 [compliance and resilience 10
associated assessment, authorlzatlon and rnonltorlng Operations assessment and authorization
In} n L
SEAtRIfS - BRG gaRIePRIASHGL MOt Bt RS 1ES — - - - -
Policy and facilitate the implementation of the assessment, Jednaotdelcofp\g‘e”ci‘?—’it& gﬂee;:r?tn|sEn§nfxllisatntgerZV|ew the
CA-01 Y authorization, and monitoring policy and the Functional |Intersects With| ~P . Y| Gov-03 urity, P 5
Procedures Compliance & Resilience Program (SCRP),
assoclated assessment authorlzatlon and monltonng Resili " " Py
A esilience Program including policies, standards and
SeRitRIfeS - BRG gaRierREASHGL POttt R8 TS P - — A -
Policy and facilitate the implementation of the assessment, PukJCI:jsr:mI?aiizu&r:ty, moalx;gi‘(:;nsiggdd;?;sm;‘réate
CA-01 Y authorization, and monitoring policy and the Functional |Intersects With pil: Gov-02 |P ' 5
Procedures associated assessment authorlzatlon and monitorin Resilience procedures necessary for secure,
9 Documentation compliant and resilient
is reviewed and approved by the authorizing official or Functional Review Mechanisms exist to regularly
CA-02 Control designated representatlve prior to Fonductlng the Functional |Intersects With of Se_curlty, CPL-03.2 [review T_echnology Asset_s, 5
Assessments assessment;d. Assess the controls in the system and Compliance & /Applications and/or Services
its environment of operation [Assignment: Resilience Controls (TAAS) for adherence to the
- - e — TMTOTTITETOTT ASSUTETICE FTUGTETTT
Control Idserseiglneav::g fenpdr:spe%rt%\éievdebp)rif)r:'et:lézm%rijzclgggomcelal o Technical (IAP) activities to evaluate the
CA-02 Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Verification IAC-06 gzzlgt:]vé?epslgrgfepetcaﬁflg:lnd 5
its environment of operation [Assignment: it
is reviewed and approved by the authorizing official or Security, project development to
~ Control designated representative prior to conducting the . . Compliance & ~ determine the extent to which
CA-02 Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Resilience In Project PRM-04 the controls are implemented 5
its environment of operation [Assignment: Management correctly, operating as intended
is reviewed and approved by the authorizing official or Mechanisms exist to formally
~ Control designated representative prior to conducting the . . g assess the security, compliance
CA-02 Assessments assessment;d. Assess the controls in the system and Functional  |Intersects With Assessments 1A0-02 and resilience controls in 5
its environment of operation [Assignment: Technology Assets, Applications
is reviewed and approved by the authorizing official or Security, Mechanisms exist to regularly
" Control designated representative prior to conducting the : : Compliance & ~ review processes and
CA-02 Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Resilience CPL-03 documented procedures to 5
its environment of operation [Assignment: Assessments ensure conformity with the
Control assessors or assessment teams
~ Assessments | [Employ independent assessors or assessment teams to| : Assessor " have the appropriate
CA-02(01) Independent conduct control assessments. Functional Equal Independence 1A0-02.1 independence to conduct 10
Assessors security, compliance and/or
ETTITOUTTCET; UTTamTOUTTCE U], TSETeToTT TOTTE U TITOTET: -
Assé::snr;?;ts | in-depth monitoring; security instrumentation; Specialized Eg; gsﬁigziﬁ; security;
CA-02(02) Specialized ?nuatlti)ngsisseercltjenstt);r:e-sfncsais:fitzrjelgfraasbs”elgricemmng; Functional |Intersects With Assessments 1A0-02.2 (6) Embedded technologies (e.g., 5
Assessments " 2 e debe ool At loT, OT, etc.);
agreement; service level agreements; user Interconnection Agreements (ISAs), or similar
~ Information agreements; nondisclosure agreements; [Assignment: : : N - methods, that document, for
CA-03 Exchange organization-defined type of agreement]];b. Document, Functional  Intersects With A reesr:g\?;y(ISAs) NET-05 each interconnection: 5
as part of each exchange agreement, the interface 9 (1) Interface characteristics;
Information \Verify that individuals or systems transferring data Mechanisms exist to verify that
" between interconnecting systems have the requisite . Transfer ~ individuals or Technology Assets,
CA-03(06) Exi‘iﬂzﬁlaﬁ:nzfﬂ authorizations (i.e., write permissions or privileges) Functional Equal Authorizations DCH-14.2 /Applications and/or Services 10
prior to accepting such data. (TAAS) transferring data between
deficiencies noted during the assessment of the (4) Risk associated with the
Plan of Action and |controls and to reduce or eliminate known . : Capabilities deficiency(ies);
CA-05 Milestones vulnerabilities in the system; andb. Update existing Functional  Intersects With Deficiency Tracking 1A0-05 (5) Source deficiency 5
plan of action and milestones [Assignment: identification/detection;
authorizing official for the system, before commencing Mechanisms exist to ensure
" e operations:1. Accepts the use of common controls . Security -~ 'Technology Assets, Applications
CA-06 Authorization inherited by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 and/or Services (TAAS) are 10
to operate;d. Ensure that the authorizing official for officially authorized prior to "go
UTgaTZaUUT-UETTET TEqUETTCIES ] TOT aSSESSTETT Ot - - -
Continuous control effectiveness;c. Ongoing control assessments Coﬁweclli]ar:ze & ?:;m';?g;?&?mg%ev:?g ht
CA-07 Monitori in accordance with the continuous monitoring Functional |Intersects With! omp CPL-02 N 9 5
onitoring strate d on oln monitoring of system and Resilience Controls function that reports to the
v g g roatri .E 4 \with th, Oversight organization's executive
Continuous Employ independent assessors or assessment teams to Mechanisms exist to utilize
" Monitoring | . h . . . Independent N independent assessors to
CA-07(01) Independent bmaos?sltor the controls in the system on an ongoing Functional [Intersects With: Assessors CPL-03.1 evaluate security, compliance 5
Assessment . and resilience at planned
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FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control SCF # (SCF) o Relationsh
Control Description fon
Continuous Ensure risk monitoring is an integral part of the the continuous monitoring
CA-07(04) Monitoring | Risk contln_uoas monitoring strategy th_at |.ncludes the Functional Equal Risk Monitoring RSK-11 strategy t_hat includes monitoring 10
Monitori following:a. Effectiveness monitoring;b. Compliance the effectiveness of security,
onitoring s P " v
monitoring; andc. Change monitoring. compliance and resilience
Conduct penetration testing [Assignment: M::Q;gﬁ'oﬂnstzgis; too«r:]onduct
CA-08 Penetration Testing |organization-defined frequency] on [Assignment: Functional Equal Penetration Testing| VPM-07 'Ip'echnology Assetsg Applications 10
organization-defined systems or system components]. and/or Services (TAAS).
- - - — TTOUY T aUTTOTIZITTY TCETTTaT
Internal System Isr:atflj:?)l/ ‘;?&nsfi'\:/lgg{/ trheeq:i‘::r:aeﬁscZanrsifglsgfj}e of Internal System connections of systems and
CA-09 A N . N T . . Functional Equal d NET-05.2 |documenting, for each internal 10
Connections the information communicated;c. Terminate internal Connections connection, the interface
system connections after [Assignment: organization- o L o
cM-01 Policy and ;?235;'”?22't‘;‘}';i'iiiéfgiﬂiai'n‘i;'.:,2‘;51:‘352 e Functional | SubsetOf | Monagement | CFG-01 [melementation of configuration | 10
Procedures configuration management policy and the associated Program mapna ement controls 9
configuration management controls;b. Designate an 9 9 .
regulations, policies, standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
CM-01 Policy and Proc_edure_s to facilitate the |mp_|ementat|on of th_e Functional |Intersects With Update o_f Security, GOV-03 Secy_rlty, Compliance & 5
Procedures configuration management policy and the associated Compliance & Resilience Program (SCRP),
configuration management controls;b. Designate an Resilience Program including policies, standards and
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
" Policy and Procedures to facilitate the implementation of the . : Compliance & g policies, standards and
CM-01 Procedures configuration management policy and the associated Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
configuration management controls;b. Designate an Documentation compliant and resilient
of the system; andb. Review and update the baseline update baseline configurations:
- Baseline configuration of the system:1. [Assignment: : : : ~ (1) At least annually;
CM-02 Configuration  |organization-defined frequencyl];2. When required due Functional |Intersects With Reviews & Updates| CFG-02.1 (2) When required due to so; or 5
to [Assignment: organization-defined circumstances]; (3) As part of system component
of the system; andb. Review and update the baseline echanisms exist to develop,
f th t db. Revi d update the baseli Mechani: i devel
" Baseline configuration of the system:1. [Assignment: . : Secure Baseline g document and maintain secure
CM-02 Configuration organization-defined frequencyl;2. When required due Functional  Intersects With Configurations CFG-02 baseline configurations for 5
to [Assignment: organization-defined circumstances]; Technology Assets, Applications
Dasem e Maintain the currency, completeness, accuracy, and /Automated mechanisms exist to
Configuration | PN i~ N . ! Automated Central "
CM-02(02) Automation Support] av_allablllty of the baselme_ co!-lﬁgura_tlon of the system Functional Equal Management & CFG-02.2 |9overn an_d report on baseline 10
using [Assignment: organization-defined automated A configurations of Technology
for Accuracy and n Verification P
P mechanisms]. |Assets, AppllcaFlons and/ar
Configuration |  [Retain [Assignment: organization-defined number] of Retention Of Mree(ill'i\::;S‘l;T;Srsei::]S; ;? gztsaell?ne
CM-02(03) Retention of previous versions of baseline configurations of the Functional Equal Previous CFG-02.3 gonﬁ Uration to support roll 10
Previous system to support rollback. Configurations backg PP
Confinuratinne -
LRt - - - —— - coTmTgUTE - - -
Contouaton | (Eeed oL o O ro © | Tecmlon foses | Hechetons o S s
CM-02(07) Configure Systems |_. =" . S . Functional Equal Applications and/or| CFG-02.5 N . 5 N 10
significant risk; andb. Apply the following controls to : and/or Services (TAAS) utilized in
and Components AT Services (TAAS) for N . h
for Limb el A the systems or components when the individuals Winkh Dicle A high-risk areas with more
COTTgUTaUOT=COTITOMTET TITaTTgES T UTE SySTETT, €
Configuration Retain records of configuration-controlled changes to Change Mechanisms exist to facilitate the
CM-03 Chan % Control the system for [Assignment: organization-defined time | Functional Subset Of Management CHG-01 |implementation of a change 10
9 period];f. Monitor and review activities associated with Program management program.
configration-controtted-changesto-the-systemanda
y . Retain records of configuration-controlled changes to X . Mechanisms exist to govern the
CM-03 Configuration the system for [Assignment organization-defined time | Functional |Intersects With Configuration CHG-02 [technical configuration change 5
Change Control Change Control
perlod] f. Monltor and review actlvmes associated wn:h control processes.
Aok
L"‘X[‘;{;ﬂ‘,“:t”e‘éu' T system and request change apprcval <. Highlight Mechanisms exist to prohibit
¥ N proposed changes to the system that have not been : Prohibition Of g unauthorized changes, unless
CM-03(01) I\l?gtcl:?ailncfr?naa:d approved or disapproved within [Assignment: Functional Equal Changes CHG-02.1 organization-approved change 10
. organization-defined time period];d. Prohibit changes requests are received.
Serhrigiiatet functionality of security.
Change Control | . Control " Al
CM-03(02) | Testing, Validation, [T €St validate, and document changes to the system | ¢\ tional [intersects With|  Functionality | CHG-06 |cOMPliance and resilience 5
. " |before finalizing the implementation of the changes. S controls following implemented
and Documentation Verification f
P changes to ensure applicable
Cr:':;\'gl;leg‘é:r::(‘:gl | Require [Assignment: organization-defined security Compliance & Mechanisms exist to include a
- B and privacy representatives] to be members of the : Resilience ~ cybersecurity and/or data
CM-03(04) Se(;t:iclzay/cand [Assignment: organization-defined configuration Functional Equal Representative for CHG-02.3 protection representative in the 10
Y. change control element]. Asset Lifecycle configuration change control
Configuration Ensure that cryptographic mechanisms used to provide assets involved in providing
CM-03(06) Créange Control | |the following .contrt_)ls are u‘nder cqnﬁguratlor_] Functional Equal Cryptographic CHG-02.5 cryptographlc protecthns . 10
ryptography  |management: [Assignment: organization-defined Management according to the organization's
Management controls]. configuration management
/Analyze changes to the system to determine potential Security Impact Mrid:jasr:gngﬁaenx'itz)?nglt)éznetial
CM-04 Impact Analyses |security and privacy impacts prior to change Functional Equal Analysis for CHG-03 gecﬁrity impactgs priorpto the 10
implementation. Changes implementation of the change.
RITaTy ZE CTTaTTges TU e Sy STeTTT T & SEPaTare TesT SeparauuTToT - -
Impact Analyses | |environment before implementation in an operational Development, yeecar:'aazlesgnesv:i((I)Strrt\[e’r?;atlasgien
CM-04(01) Separate Test  |environment, looking for security and privacy impacts Functional Equal Testing and TDA-08 anz operational vairohmentsgto 10
Environments  |due to flaws, weaknesses, incompatibility, or Operational P . :
N 9 | m N » reduce the risks of unauthorized
ARPS9SRETTPetefges, vermy et treTmpatte TTOTTTETOTT ASSUTETTCE FTOgTaTTT
Impact Analyses | |controls are implemented correctly, operating as Technical (IAP) activities to evaluate the
CM-04(02) Verification of  |intended, and producing the desired outcome with Functional Equal Verification IAO-06 |design, implementation and 10
Controls regard to meeting the security and privacy effectiveness of technical
racui far th, ctam Larity nd
Access Restrictions Define, document, approve, and enforce physical and Governing Access g:;:;g's{nz ex;ztléoaizﬁgr?force
CM-05 logical access restrictions associated with changes to Functional |Intersects With Restriction for END-03.2 . app N 5
for Change the system Change access restrictions associated
Y : 9 with changes to Technology
TECITATITSTITS EXIST (U EMUTce
. Define, document, approve, and enforce physical and - configuration restrictions in an
CM-05 Accefzﬁ Eﬁgt:c:ons logical access restrictions associated with changes to Functional |Intersects With ACC?;? gheasﬁrlztlon CHG-04 |effort to restrict the ability of 5
9 the system. 9 users to conduct unauthorized
ATCESS RESUTCUOTTS — - - - FRARRfisTITS EXTSTTO-PETTOTTIT
for Change | 2;, Eannf?zracteioanc—fjisﬁsnreedStarLCtE)Kr)r:‘ast:sIrrLge[cﬁsaséigsnmms?-ngn db Automated Access after-the-fact reviews of
CM-05(01) Automated Access Augtomatically generate audit records of the ' : Functional Equal Enforcement / CHG-04.1 |configuration change logs to 10
Er}\forﬁe[\nent and enforcement actions. Auditing dLscover any unauthorized
COTTITTOTT SECUTE COMMyUTatioTTS T, 0> TTTPTETTTETNT e = -
y A N > Mechanisms exist to develop,
. . configuration settings;c. Identify, document, and . e ’
CM-06 Conﬁg\_Jratlon approve any deviations from established configuration | Functional |Intersects With Secur_e Bas_ellne CFG-02 docur_nent anq maintain secure 5
Settings settings for [Assi nment organization- deﬁned s stem Configurations baseline configurations for
o h cg A 2 Y Technology Assets, Applications
wu;nun kb wnugu.a{;.uuf, udllnpl\:nltlu u(.; S Mechanisms exist to document,
Configuration configuration setFlngs ¢. Identify, ocument, an . . 5 Approve_ assess risk and approve or deny
CM-06 Settings approve any deviations from established configuration | Functional |Intersects With Configuration CFG-02.7 deviations to standardized 5
settings fo[ [‘AES|gnment organization-defined system Deviations configurations.
Settings | Manage, apply, and verify configuration settings for Automated Central /Automated mechanisms exist to
- Automated [Assignment: organization-defined system . . -~ govern and report on baseline
CM-06(01) Management, components] using [Assignment: organization-defined Functional Intersects With M?/r:—%ir:teigr: & CFG-02.2 configurations of Technology 5
Application, and |automated mechanisms]. /Assets, Applications and/or
Configuration Take the following actions in response to unauthorized Mechanisms exist to respond to
CM-06(02) Settings | Respond |[changes to [Assignment: organization-defined Functional Equal U'T'\Zsu‘)t?\r;?i;:d CFG-02.8 unauthorized changes to 10
to Unauthorized |configuration settings]: [Assignment: organization- 4 Changes *~ |configuration settings as security
Changes defined actions]. 9 incidents.
UTgaTZaUoT-UETITEU TSSO ESSENtar CapauTuesT; - -
andb. Prohibit or restrict the use of the following gStaen'}istiEeos %rogld:c%ryg”essentlal
CM-07 Least Functionality [functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 rghibitin oryregtrictin Zhe use 10
[Asslgnment organlzatlon -defined prohibited or P 9 d
ebarm narte. e of ports, protocols, and/or
tRATHEA R BEHEP oS AR AR L& G MTECITATITSTITS EXTST [0 PErUuTCaTy
Least Functionality | nonsecure functions, ports, protocols, software, and review system configurations to
CM-07(01) Periodic Reviewy services; andb. Disable or remove [Assignment: Functional Equal Periodic Review | CFG-03.1 |identify and disable unnecessary 10
organization-defined functions, ports, protocols, and/or non-secure functions,
A L ithin th tom o At ot le and i
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. . |[[Selection (one or more): [Assignment: organization- . .
Least Functionality | ) L A /Automated mechanisms exist to
CM-07(02) Prevent Program defined policies, rules of thehawor, and/or access Functional |Intersects With! Pre\éent Program SEA-06 |prevent the execution of 5
Execution agreements regarding software program usage and xecution unauthorized software programs.
restrictions]; rules authorizing the terms and )
- ——[PTOgTaTs aUUTOTTZEU (U EXECUTE UTT UTE SYSTETTT;0: TECITATITSTITS EXTST T EXPITCITY
Leasizﬁggt;ggghty ‘ Employ a deny-all, permit-by-exception policy to allow Explicitly Allow / allow (allowlist / whitelist) and/or
CM-07(05) Software — Allow- the execution of authorized software programs on the Functional Equal Denp A ylications CFG-03.3 |block (denylist / blacklist) 10
by-exception system andc. Review and update the I|st of authorlzed Yy APP appllcatlons that are authorized
EoffiporfeniowRignbisaramantia epriaatandatnd Ltaon-cuck
System Component level of granularity deemed necessary for tracking and msg:?gr'f:;Sofefr':éfgoﬁsrfo;ngsets
CM-08 Y P reporting; and5. Includes the following information to Functional |Intersects With| Asset Inventories AST-02 PR : 9y ' 5
Inventory achleve system com onent accountablllt Applications, Services and/or
° 4 P Vi " Data (TAASD) that:
LoTRisre Rt RugRitr P arfirEara-Sferamiiosirame GUTCE-aTTo TEpUSTLOTy TU-proviae
System Component level of granularity deemed necessary for tracking and Component a trusted source and
CM-08 Y Invento? reporting; and5. Includes the following information to Functional |Intersects With! Duplication AST-02.3 |accountability for approved and 5
Yy achieve system component accountability: Avoidance |rnp|ernented system
Acc it . N
System Component Update the inventory of system components as part of Updates During Mechanisms exrst to update
CM-08(01) Inventory | Updates component installations, removals, and system Functional Equal Installations / AST-02.1 [255et inventories as part of 10
During Installation updates ' ' Removals "~ |component installations,
and Removal P - removals and asset upgrades.
System Component|Maintain the currency, completeness, accuracy, and Configuration and manage a Configuration
- Inventory | availability of the inventory of system components : g Management Database (CMDB),
CM-08(02) Automated using [Assignment: organization-defined automated Functional Equal Dahél:g:sgee(rgilném AST-02.9 or similar technology, to monitor 10
Maintenance mechanisms]. and govern technology asset-
USTITY TASSTYTITTETTT UTYaTZatoT-Ue TN TEU aUToTTTaTeTtT RUTOTITATEU TITETITATITSTITS EXTST T
El}lti?rt\ggdl mechanisms] [Assignment: organization-defined Uﬁ:ﬁmﬁigd detect and alert upon the
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Component AST-02.2 |detection of unauthorized 5
C unauthorized components are detected: [Selection pon hardware, software and firmware
omponent " . " I W Detection
Inventory | RAGYR O ERA et ettoaten
Automated mechanisms] [Assrgnment organization-defined Software Mechanisms exist to generate an
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With! Installation Alerts END-03.1 |alert when new software is 5
Component unauthorized components are detected: [Selection detected.
Tnventory | RAIRIRG T RITE R gRRTART R ERAR T et tE matea TETTTATITSTITS EXTST TUCoTTguTe
Automagd mechanisms] [Assignment: organization-defined Unauthorized systems to generate an alert
CM-08(03) N frequency]; andb. Take the following actions when Functional |Intersects With N CFG-05.1 |when the unauthorized 5
Unauthorized ! N . Installation Alerts N N .
Component Enauthorlzed\cgrnpslnents are‘ detected: [Selection |Jnsta||at||0n of software is
A < tapraififgteTrare;pusttoT
Systler:h/e%tzgwrscinent :chzlLr‘rieat?o;hea Srzfztaer?; fc;rr?é):r?t?fryﬁhgvs;tge)iection (one Accountability and/or role of individuals
CM-08(04) Accountability  |or more): name; position; role], individuals responsible Functional Equal Information AST-03.1 ;Ediﬁionr}:ltzlreir/racg:::tt:glse fgrrt of 10
Information and accountable for administering those components. My stering ‘i pant
TUETTUTY Y COTITYUTatoTT TEETTTS Ui UUgTTouT UTE Sy STeTTT
Configuration development life cycle and for managing the Configuration Mechanisms exist to facilitate the
CM-09 Mana egment Plan configuration of the configuration items;c. Defines the Functional Subset Of Management CFG-01 |implementation of configuration 10
9 conﬁguratlon |tems for the system and places the Program management controls.
£
ARy UiRGRT R P frenfit it our tresystenT - -
Configuration development life cycle and for managing the Stakeholder ?tiﬁzagllf:iZl'sseaT’leStrrth;;zl\:vraere of
CM-09 Managegment Plan configuration of the configuration items;c. Defines the Functional |Intersects With Notification of CHG-05 and understand the impact of 5
conﬁguratlon |tems for the system and places the Changes proposed changes.
ff fdesssocraten - >
Mechanisms exist to enforce
documentation protected by quantity licenses to L
CM-10 S‘f‘”afe psage control copying and distribution; andc. Control and Functional Equal Software psage CFG-04 software usage restrlctlons to 10
estrictions document the use of peer-to-peer ﬁle sharlng Restrictions comply with applicable contract
Pt s " agreements and copyright laws.
governing the installation of software by users b. . . :
. Mechanisms exist to restrict the
User-installed Enforce software installation policies through the . 5 User-Installed o o
CM-11 Software following methods: [Assignment: organization-defined Functional  Intersects With Software CFG-05 ianbsltlatISIl 3;23&2;;:259;%;':? to 5
methods]; andc. Monitor policy compliance .
SySTETT COTITPUTTETTTS UTT WITTCTT-TrTe THTOTTTTatToTT T T TETITATITSTITS EXTST TU TUETTUTy aTTor
. processed and stored;b. Identify and document the . document the location of
CM-12 Informa_tlon users who have access to the system and system Functional Equal Informetlon DCH-24 |information and the specific 10
Location Location A
components where the |nformat|on is processed and system components on which the
A and e - i
TTOTTITETroTT Farrlionfifel R RBEEARRPTASS ARG RE
Location | organization-defined information by information type] Automated Tools to ?eiirtl‘t) ergztrr'rle Iiaadnecqeu:hil
CM-12(01) Automated Tools to|on [Assignment: organization-defined system Functional Equal Support Information| DCH-24.1 resilien)::'e con?rols are in place to 10
Support Infcl)rTatlon components] to ensure contr&ls a:e Ilrr‘\“pllarc\e to protect Location protect organizational
regulations, pollaes standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
CP-01 Policy and Procedures to facrlftate the |mp|ementatroh of the Functional |Intersects With Update of Security, GOV-03 Secyrlty, Compliance & 5
Procedures contingency planning policy and the associated Compliance & Resilience Program (SCRP),
contingency planning controls;b. Designate an Resilience Program including policies, standards and
regulations, policies, standards, and guidelines; and2. Business Continuity Mechanisms exist to facilitate the
g Policy and Procedures to facilitate the implementation of the : g implementation of contingency
CP-01 Procedures contingency planning policy and the associated Functional Subset Of SMsatZ?\g;?gCel\;l‘;) BCD-01 planning controls to help ensure 10
contingency planning controls;b. Designate an Y’ resilient Technology Assets,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
CP-01 Policy and Procedures to facll_ltate the |mp|ementatlor1 of the Functional |Intersects With Complll_ance & GOV-02 policies, standards and 5
Procedures contingency planning policy and the associated Resilience procedures necessary for secure,
contingency planning controls;b. Designate an Documentation compliant and resilient
contingency plan to [Assignment: organization-defined Business Continuity Mechanisms exist to facilitate the
g . key contingency personnel (identified by name and/or : g implementation of contingency
CP-02 Contingency Plan by role) and organizational elements];c. Coordinate Functional Subset Of SMsatZ?\?‘(EQCeI\Z‘;) BCD-01 planning controls to help ensure 10
contingency planning activities with incident handling Y resilient Technology Assets,
contingency plan to [Assignment: organization-defined . Mechanisms exist to update
. key contingency personnel (identified by name and/or : : On‘golng contingency plans due to
CP-02 Contingency Plan N ) H Functional |Intersects With Contingency BCD-06 b 5
by role) and organizational elements];c. Coordinate Plannin changes affecting:
contingency planning activities with incident handling 9 (1) People (e.g., personnel
TECITATITSTITS €XTST [0 CUOTUTTaTe
Contingency Plan | " . . " . contingency plan development
CP-02(01) Coordinate with - [coordinate contingency plan development with | Functional Equal Coordinate with | BCD-01.1 |with internal and external 10
Related Plans 9 P P . elements responsible for related
plan,
Conduct capacity planning so that necessary capacit -IPEICTty PratiTg ST et
CP-02(02) Contingency Plan | f°””f°"“af'°” py’gcess'”g' te'ecomm“”'ca?"’”s?a”dy Functional Equal Capacity Planning | CAP-03 n?f‘(:)?rifaat%n(:aegggslsrgr 10
Capacity Planning |environmental support exists during contingency 4 pacity 9 tel p ti g'd
operations. el ecommumca ions an N
- - - — RRACFRRRSAR sRAFEtthedf
e o o e P o e | esume A wissiond it anasusnes nctors
CP-02(03) . " N P > - N Functional |Intersects With & Business BCD-02.1 |within Recovery Time Objectives 5
and Business [Assignment: organization-defined time period] of Functions (RTOs) of the contingency plan's
Functions contingency plan activation. sivating gency p
Contingency Plan | [Plan for the resumption of [Selection (one): all; . THELTTATTISITTS EXTST TU TESUTTTE
CP-02(03) Resume Mission - |essential] mission and business functions within Functional [intersects With|Misslons & Business| BCD-02.3 [funciions within an orgamsation- 5
and Business [Assignment: organization-defined time period] of Functions ) defined time period ofg
Functions contingency plan activation. : p, it
Contingency Plan | TTATT TOT UTE COTTUTTUGTICE UT [SETECTOTT (OTTET: aT; ESSENIRYTHSSIONs Gt ViR ress
Continue Mission essential] mission and business functions with minimal Continue Essential functions with little or no loss of
CP-02(05) and Business or no loss of operational continuity and sustains that Functional Equal Mission & Business | BCD-02.2 |operational continuity and 10
F N continuity until full system restoration at primary Functions sustaln that contlnulty untll full
unctions . nclior it
i Mechanlsms exist to |dent|fy and
Contingency Plan | . . . . . .
g >y " Identify critical system assets supporting [Selection . Identify Critical -~ document the critical Technology
CP-02(08) Iden[t;?;ectztrcal (one): all; essential] mission and business functions. Functional Equal Assets BCD-02 IAssets, Applications, Services 10
and/or Data (TAASD) that
VVTUTTT [ASSIgTIITTETIC OTyaTiZatoT=ueTTeu tnTe PerTouT TVTECTTTATITSTITS EXTST U aUEqUaTeTy
: of assuming a contingency role or responsibility;2. . train contingency personnel and
CP-03 Co_lhtlhg_ency When required by system changes; and3. [Assignment:| Functional Equal Contlr\g_ency BCD-03 |applicable stakeholders in their 10
raining Training
orgamzatron -defined frequency] thereafter andb. contlngency roles and
acundat FRSERETSH IS R TsTroTcoTpoTaTe
Contingency Incorporate simulated events into contingency training simulated events into
CP-03(01) Training | Simulated|to facilitate effective response by personnel in crisis Functional Equal Simulated Events | BCD-03.1 |contingency training to facilitate 10
Events situations. effective response by personnel
N

Secure Controls Framework (SCF)

60f 21



Set Theory Relationship Mapping (STRM)

FDE Name

NIST SP 800-82 R3_x000a_Guide to Operational Technology (OT) Security

Focal Document Element (FDE) Description

STRM

Rationale

STRM
Relationship

SCF Control

SCF #

Secure Controls Framework
(SCF)
Control Desc i

of

version 2025.4_x000a_03/27/2026

Relationsh

ASSTOTTTETTL, UTgaTZatoT-ueTTed reque TSy n e
Contingency Plan the following tests to determine the effectiveness of Rggpggﬂggiynga;s Root Cause Analy5|5 (RCA) and
CP-04 Tgstiny the plan and the readiness to execute the plan: Functional |Intersects With! (RCA) & Lessor);s BCD-05 ["lessons learned" activity every 5
9 [Assignment: organlzatlon -defined tests] b. Review the Learned time the contingency plan is
fREGIGAARM G g fIZatRste R iR R g P UsITY Eisatacd -
tests and/or exercises to
. the following tests to determine the effectiveness of . : .
CP-04 Contl_pgset?:gy Plan the plan and the readiness to execute the plan: Functional |Intersects With ngg;'g%eg%;lizgs BCD-04 :}’faeg?‘f::zsesc::dt'?ﬁ:ncy plan’s 5
[Assignment: n?rgarnlz*aflor.\”c:e'ﬁnne’:i t?i'.:fs.] P Review the organization's readiness to
. Mechanisms exist to coordinate
CP-04(01) Tg;?:g?zgz{;:?;e Coordinate contingency plan testing with Functional Equal Coordinated Testing BCD-04.1 contingency plan testing with 10
with Related Plans organizational elements responsible for related plans. with Related Plans '~ |internal and external elements
responsible for related plans.
Contingency Plan |site:a. To familiarize contingency personnel with the Alternate Storage & both ?amiligrize congin enc
CP-04(02) Testing | Alternate |[facility and available resources; andb. To evaluate the Functional Equal Processing Sitges BCD-04.2 personnel with the facﬁity aynd 10
Processing Site |capabilities of the alternate processing site to support evaluate the capabilities of the
GRS RAARM PRI A8 SToragesite; TreruuTTy -
; alternate storage site that
necessary agreements to permit the storage and N
CP-06 Alternaéfietestorage retrieval of system backup information; andb. Ensure Functional Equal Alterna;ti?testorage BCD-08 Ir?eccllégsasrboathrtezernaesnstestioangrmit 10
that the alternate storage slte prowdes controls the stora)g/e gnd recovery gf
+ o that af th,
TECITATIISTITS EXTST (U SEparate
Alternate Storage |[Identify an alternate storage site that is sufficiently Separation from the alternate storage site from
CP-06(01) Site | Separation |separated from the primary storage site to reduce Functional Equal Primary Storage | BCD-08.1 [the primary storage site to 10
from Primary Site [susceptibility to the same threats. Site reduce susceptibility to similar
Hh
hEeAt SIS eXTSTTOTaTTTTEaTE
Alstiet;nla;eecsotsgarge Configure the alternate storage site to facilitate Recovery Time / recovery operations in
CP-06(02) Time and Recovgr recovery operations in accordance with recovery time Functional [Intersects With| Point Objectives | BCD-01.4 |accordance with Recovery Time 5
Point Objectivesy and recovery point objectives. (RTO / RPO) Objectives (RTOs) and Recovery
Raint Ohi (DDA
- - - RrietGhirRs TRy e
Alternate Storage Iadlteenrtr!nfaytsztipglga; 2?:t<:eei5|'1$|‘51|2tgvzrr?tbéefr‘a’]rs1 E-zoretg»ewide Primary Storage mitigate potential accessibility
CP-06(03) N P N N ; . L Functional Equal h P BCD-08.2 |problems to the alternate 10
Site | Accessibility glcstli'ggglon or disaster and outline explicit mitigation Site Accessibility storage sites in the event of an
e PETTUU COTTSTSTETTC WITT TECOVETy TTTTE AU TETUVETY PrECTUREHTYERRERG-es iSRS ST
Alternate point objectives] when the primary processing Alternate alternate processing site that
CP-07 Processing Site capabilities are unavailable;b. Make available at the Functional Equal Processing Site BCD-09 |provides security measures 10
9 alternate processing site, the equipment and supplies 9 equlvalent to that of the primary
Alternate iead & < i = AR TTarTSTITS EXTST U SEpaTate
Processing Site | Identify an alternate processing site that is sufficiently Separation from the alternate processing site
CP-07(01) Se aratio% from separated from the primary processing site to reduce Functional Equal Primary Processing | BCD-09.1 |from the primary processing site 10
pa . susceptibility to the same threats. Site to reduce susceptibility to similar
Primary Site b raat
Hhf@gste porermaraccessmommty
Alternate Identify potential accessibility problems to alternate Alternate problems to the alternate
CP-07(02) Processing Site | |processing sites in the event of an area-wide disruption| Functional Equal Processing Site BCD-09.2 |processing sites and possible 10
Accessibility or disaster and outlines explicit mitigation actions. Accessibility mltlgatlon actlons, in the event
- - PP oMW ARC RGO R
Atemate I orty of Service pravisions n accordance Atternate site alternate processing and storage
CP-07(03) Processing Site | - il : ; " - Functional Equal i : BCD-09.3 |sites that support availability 10
Priority of Service géﬁgcat;/vaélsa;blllty requirements (including recovery time Priority of Service requlrements |nc|ud|ng
- Ohi
Alternate Prepare the alternate processing site so that the site :Eergffzsp;gﬁzz?lrﬁ;:zi?Ztnedto
CP-07(04) Processing Site | |can serve as the operational site supporting essential Functional Equal Preparation for Use | BCD-09.4 bugipness functions so that the 10
Preparation for Use |[mission and business functions. alternate site is capable of being
resumption of [Assignment: organization-defined Telecommunication Mechanisms exist to reduce the
g Telecommunication |system operations] for essential mission and business : 5 N g likelihood of a single point of
CP-08 s Services functions within [Assignment: organization-defined Functional  Intersects With :vsa?lravl;?”ets BCD-10 failure with primary 5
time period] when the primary telecommunications Y telecommunications services.
- PTUVISTOTTS T aTCOTUaTICE WITTT avaTaniity TEqUITETITETTTS — -
Zeslicrffirgg;‘fnﬁﬁztrﬁn (including recovery time objectives); andb. Request Telecommunication taelfecgrr:er?‘l::'éfntg?: sfi:)\lrliie—of—
CP-08(01) of Service Y [Telecommunications Service Priority for all Functional Equal s Priority of Service| BCD-10.1 sgn/ice rovisions th§t su yort 10
Provisions telecommunications services used for national security Provisions availabiﬁty requirements, PP
! if th, i v=v7 .
Telecommunication [Obtain alternate telecommunications services to Telecommunication :\illkeeclmorgzn;? :);'isnt tlz reociJ;ltczfthe
CP-08(02) s Services | Single [reduce the likelihood of sharing a single point of failure| Functional |[Intersects With s Services BCD-10 failure with primagy P 5
Points of Failure |with primary telecommunications services. Availability telecommunications services.
TETETUTTIITITUTITCATTOTT ervic
s Services | Obtain alternate telecommunications services from Separation of :IetlslrizZtsef:glnicOrrg\Tdu;IJ;?i:IaOP;re
CP-08(03) Separation of  |providers that are separated from primary service Functional Equal Primary / Alternate | BCD-10.2 s prov N 10
Primary and providers to reduce susceptibility to the same threats. Providers separated from primary service
2oy providers to reduce susceptibility
A ST YTCE PTUVIUETS (U TTa Ve COTTUTYETCY PraTTs; U REVIEW - -
Tele;:osn;xitérgscTtmn provider contingency plans to ensure that the plans Provider gznwtirsecturzl\l}i/dreeg\geh:cteernaI
CP-08(04) Provider meet organizational contingency requirements; andc. Functional Equal Contingency Plan BCD-10.3 contin gnc lans that meet 10
Contingency Plan Obtaln ewdence of contlngency testlng and tralnlng by gency organigatioﬁapl contingency
mformanon contained in the system [A55|gnment Mechanisms exist to create
CP-09 System Backup organization-defined frequency consistent with Functional |Intersects With Data Backups BCD-11 recurring backups of data, 5
recovery time and recovery point objectives];c. software and/or system images,
Conduct backups of system documentation, including as well as verify the integrity of
System Backup | TETITATISITS EXISTTU TOULTETy
Testing for Test backup information [Assignment: organization- Testing for test backups that verify the
CP-09(01) Reliabili? and defined frequency] to verify media reliability and Functional Equal Reliability & BCD-11.1 |reliability of the backup process, 10
Integr{ty information integrity. Integrity as well as the integrity and
MRk sEhecistaunze
System Backup | |Use a sample of backup information in the restoration Test Restoration sampling of available backups to
CP-09(02) Test Restoration |of selected system functions as part of contingency Functional Equal Using Samplin BCD-11.5 |test recovery capabilities as part 10
Using Sampling [plan testing. 9 pling of business continuity plan
System Backup | |00 S PACKUP COPIES O [ASSITITIETTC: OTgamzaton- HRR&RAcopres ortrucar soTtware
Sey arate Storap e defined critical system software and other security- Separate Storage and other security-related
CP-09(03) pfor Critical 9€ lrelated information] in a separate facility or in a fire Functional Equal for Critical BCD-11.2 |information in a separate facility 10
Information rated contalner that is not collocated with the Information or in a ﬁre rated container that is
V7 m. Aoanith m
System Backup | [Transfer system backup information to the alternate BateaiaraRd i N
CP-09(05) Transferto Istorage site [Assignment: organization-defined time Functional Equal Alt;:waarlzfesz;?a e | BCD-11.6 i?r:é’li %Femaeteiir:atig?:t * 10
Alternate Storage |period and transfer rate consistent with the recovery 4 Site 9 . Rel():over Time Obgectives (RTOs)
Site time and recovery point objectives]. oD Y i J} Ahiocti
System Backup | Implement cryptographic mechanisms to prevent Cryptographic mechanisms exist
g | unauthorized disclosure and modification of . Cryptographic - to prevent the unauthorized
CP-09(08) Crglf)o'(fef_lcrt?g:lc [Assignment: organization-defined backup Functional Equal Protection BCD-11.4 disclosure and/or modification of 10
information]. backup information.
System Recove system to a known state within [Assignment: Applications and/or secure recovery and
CP-10 an)ij Reconstitutil;)yn organization-defined time period consistent with Functional |Intersects With| Services (TAAS) BCD-12 reconstitution ngechnoIo 5
recovery time and recovery point objectives] after a Recovery & lAssets, Applications and/o?y
=H i i £ail HIWE i
POV EEABr TR REESVER Bt et iTsttutioTor e - - o
System Recove system to a known state within [Assignment: Business Continuity :\:Ineclr:"r]\;Tastiiﬁs(;tfté)of;tci:]llt:;ecthe
CP-10 an};j Reconstitutilovn organization-defined time period consistent with Functional |Intersects With Management BCD-01 Iapnnin controls to hel %nsuyre 5
recovery time and recovery point objectives] after a System (BCMS) Eesilienthechnology As.fets
oA EREREESVER B SrsTruToTT o TrTe N TECITATITSTITS EXTSTTU TaTHTa e
System Recove system to a known state within [Assignment: Recovery Time / recovery operations in
CP-10 Y. overy organization-defined time period consistent with Functional |Intersects With| Point Objectives | BCD-01.4 |accordance with Recovery Time 5
and Reconstitution
recovery time and recovery point objectives] after a (RTO / RPO) Objectlves (RTOs) and Recuvery
r=H i, i £ail t Ok -+ (DDO.
System Recovery Mechanlsms exist to utlllze
. and Reconstitution |[Implement transaction recovery for systems that are : Transaction - specialized backup mechanisms
CP-10(02) Transaction transaction-based. Functional Equal Recovery BCD-12.1 that will allow transaction 10
Recovery recovery for transaction-based
T TOVTUE TTe CapauNTty TU TESTUTE Sy STETTT COTTTPUTTETTTS - -
System Recovery | .- " . P . N Mechanisms exist to restore
and Reconstitution | within [Assignment: organization-defined restoration Restore Within Time| 'Technology Assets, Applications
CP-10(04) s |time periods] from configuration-controlled and Functional Equal BCD-12.4 N 9y : APP ' 10
Restore Within Tlmeinte rity-protected information representing a known Period Services and/or Data (TAASD)
Period oy p- tatn far th, P 9 ! within organization-defined

Secure Controls Framework (SCF)

7of21



Set Theory Relationship Mapping (STRM)

NIST SP 800-82 R3_x000a_Guide to Operational Technology (OT) Security

Secure Controls Framework

version 2025.4_x000a_03/27/2026

of

PR STRM STRM
FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control SCF # (SCF) o Relationsh
Control Description fon
System Recovery Backup & . .
PN . Mechanisms exist to protect
CP-10(06) and Reconstitution ||Protect system components used for recovery and Functional Equal Restoration BCD-13 |backup and restoration hardware 10
Component reconstitution. Hardware and software
Protection Protection )
\When [Assignment: organization-defined conditions] systems to fail to an
are detected, enter a safe mode of operation with . . . organization-defined known-state!
CP-12 Safe Mode [Assignment: organization-defined restrictions of safe Functional Intersects With Fail Secure SEA-07.2 for types of failures, preserving 5
imode of operation]. system state information in
guidelines; and2. Procedures to facilitate the Periodic Review & Mechanisms exist to review the
~ Policy and implementation of the identification and authentication . ... | Update of Security, g Security, Compliance &
1A-01 Procedures policy and the associated identification and Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5
authentication controls;b. Designate an [Assignment: Resilience Program including policies, standards and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the
~ Policy and implementation of the identification and authentication . Identity & Access g implementation of identification
1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) IAC-01 and access management 10
authentication controls;b. Designate an [Assignment: controls.
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
JA-01 Policy and implementation of the identification and authentication Functional |Intersects With Compliance & GOV-02 policies, standards and 5
Procedures policy and the associated identification and Resilience procedures necessary for secure,
authentication controls;b. Designate an [Assignment: Documentation compliant and resilient
1A-02 (organizational gggnasi?]cfgﬁatl?itf;’R;‘l‘;eu':;gt'ﬁcatmn with processes | Functional Equal Organizational IAC-02 /Audit (AAA) organizational users 10
Users) 9 ) Users and processes acting on behalf of]
Authentication Multi-Factor Automated mechanisms exist to
~ (organizational |Implement multi-factor authentication for access to : . o . enforce Multi-Factor
1A-02(01) Users) | Multi-factor|privileged accounts. Functional |Intersects With Auth(ewl?éf)atlon IAC-06 |Authentication (MFA) for: 5
Authentication to (1) Remote network access;
Authentication Mechanisms exist to utilize Multi-
~ (organizational |Implement multi-factor authentication for access to . . Local Access to g Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor |privileged accounts. Functional  Intersects With Privileged Accounts IAC-06.3 authenticate local access for 5
Authentication to privileged accounts.
— TA=ETTauTEd 1T PTUUUCTS TU TTUSE
;Zt%i?;:t?;ﬁ:l Implement multi-factor authentication for access to Information products that have been
1A-02(01) 9 . P Functional |Intersects With| Assurance Enabled | TDA-02.2 |successfully evaluated against a 5
Users) | Multi-factor|privileged accounts. : N
A Fauer Products National Information Assurance
uthentication to hin (NIADY o
Authentication Out-of-Band Multi- for access to privileged and non-
" (organizational |Implement multi-factor authentication for access to . . g privileged accounts such that
1A-02(01) Users) | Multi-factor |privileged accounts. Functional  Intersects With Authzanctﬁg;tion IAC-06.4 one of the factors is 5
Authentication to independently provided by a
Authentication Mechanisms exist to utilize Multi-
1A-02(01) (organlzatl_onal Im_plgment multi-factor authentication for access to Functional |Intersects With N_et_work Access to JAC-06.1 Factor A_uthentlcatlon (MFA) to 5
Users) | Multi-factor |privileged accounts. Privileged Accounts authenticate network access for
Authentication to privileged accounts.
Authentication Mechanisms exist to utilize Multi-
P . - Network Access to o
" (organizational  Implement multi-factor authentication for access to " . . g Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor |privileged accounts. Functional  Intersects With Nagcilgnl:ftged IAC-06.2 authenticate network access for 5
Authentication to non-privileged accounts.
Authentication RUTOTTTETET TTETITTTSTITS EXTST T
o . - Hardware Token- ensure organization-defined
1A-02(01) (organlzat!onal Im_plgment multi-factor authentication for access to Functional |Intersects With Based IAC-10.7 |token quality requirements are 5
Users) | Multi-factor |privileged accounts. D s
Fa Authentication satisfied for hardware token-
Authentication to ool apthanbienti
AUTTETICATOTT RGBT PP Pfedets o tose
(organizational ” - Information products that have been
1A-02(02) Users) | Multi-factor :ggle;?;?; rgltjjIglcfcic\}ggsauthentlcatlon for access to Functional |Intersects With| Assurance Enabled | TDA-02.2 |successfully evaluated against a 5
Authentication to p 9 } Products National Information Assurance
N ol " hin (NIAD\ vl
Nemreriianoft = A i -
P Mechanisms exist to utilize Multi-
(organizational y P Network Access to N
1A-02(02) Users) | Multi-factor|'MmPlement multi-factor authentication for access to Functional |Intersects With| Non-Privileged | IAC-06.2 [Factor Authentication (MFA) to 5
Pag non-privileged accounts. authenticate network access for
Authentication to Accounts -
N 2o o non-privileged accounts.
Natheritatomt —
Py . for access to privileged and non-
(organizational ” A Out-of-Band Multi- i
1A-02(02)  |Users) | Multi-factor|ImPIéMment Mmulth-factor authentication for access to Functional |[Intersects With Factor IAC-06.4 |Privileged accounts such that 5
Authentication to |"0""Priviieged accounts. Authentication one of the factors is
L iyl " independently provided by a
Nearertianoft RUTOTTTETEU TITECITATITSTITS EXTST T
(organizational y I Hardware Token- ensure organization-defined
1A-02(02) Users) | Multi-factor LTE!e?jT; r:éjlztilcfcaocuts{sauthentlcatlon for access to Functional |Intersects With Based IAC-10.7 |token quality requirements are 5
Authentication to P 9 . Authentication satisfied for hardware token-
AL 4 " thanticati
{‘0‘:;‘37\';;;{?;':;" Mechanisms exist to utilize Multi-
" Implement multi-factor authentication for access to . - | Network Access to Factor Authentication (MFA) to
1A-02(02) U/iﬁﬁ)eln:?cualttligicttgr non-privileged accounts. Functional Intersects With Privileged Accounts IAC-06.1 authenticate network access for 5
L iyl " privileged accounts.
(f:)\:Lg”;nlil;aLtaiz;l:;‘l Multi-Factor /Automated mechanisms exist to
1A02(02)  |Users) | Multi-factor|!™Plement multi-factor authentication for access to Functional |Intersects With| ~Authentication | IAC-06 |SnTorce Multi-Factor 5
P non-privileged accounts. |Authentication (MFA) for:
Authentication to (MFA) .
ML Gyl A (1) Remote network access;
{;‘:;;";;;Tg'::l Mechanisms exist to utilize Multi-
" Implement multi-factor authentication for access to . : Local Access to Factor Authentication (MFA) to
1A-02(02) UZﬁ;i)eln:?cualttligicttgr non-privileged accounts. Functional Intersects With Privileged Accounts IAC-06.3 authenticate local access for 5
" o " privileged accounts.
Nemrertianoft - MTETITATTSTITS EXTST T TEqUITE
(organizational eWmhe:wosggr(ig atﬁf(e)‘ijr;tesrs;g%tel"ienn(itil\sﬁjtgﬁl are Grou individuals to be authenticated
I1A-02(05) Users) | Individual E ved, ;b f . yh hared Functional Equal Auth up IAC-02.1 |with an individual authenticator 10
Authentication with authenticated before granting access to the share uthentication when a group authenticator is
o accounts or resources. ilimont
&urthaenri];lact?ct)lr?:l Implement replay-resistant authentication mechanisms Replay-Resistant Automated mechanisms exist to
1A-02(08) 9 for access to [Selection (one or more): privileged Functional Equal play-Resist IAC-02.2 |employ replay-resistant 10
Users) | Access to accounts; non-privileged accounts] Authentication authentication
Accounts — Replay ’ P 9 3 ;
TUETTUTTCATOTT arTer Mechanisms exist to accept and
1A-02(12) ::L:tgiqigt?;':; /Accept and electronically verify Personal Identity Functional |Intersects With Acceptance of PIV JAC-02.3 electronically verify 5
Users? | Acceptance \Verification-compliant credentials. Credentials "~ |organizational Personal Identity
DIV Ceacl ptan Verification (PIV) credentials.
: Uniquely identify and authenticate [Assignment: e Authenticate, Authorize and
Device P 4 : . Identification & p -
~ L organization-defined devices and/or types of devices] . . P g Audit (AAA) devices before
1A-03 ld:::';'l%at?cljar;iggd before establishing a [Selection (one or more): local; Functional  Intersects With Auth%rglcig;l:n for IAC-04 establishing a connection using 5
remote; network] connection. bidirectional authentication that
PETSUTTITET UT TUTES T TU-arSSTgIT aTT ITATVTaUET, group; ToTe; -
|dentifier service, or device identifier;b. Selecting an identifier Authenticate, gﬂ‘t’ﬁ;?iztgeaﬁ;eﬁ\zzﬁu(t!hf nn;lcate,
1A-04 that identifies an individual, group, role, service, or Functional |Intersects With|Authorize and Audit| IAC-01.2 : H 5
Management device;c. Assigning the identifier to the intended (AAA) solutions, both on-premises and
il aning ! : e simos ool those hosted by an External
B ORI PO s TG aSSRF arfdRMtRi g rStp, Tore; - -
|dentifier service, or device identifier;b. Selecting an identifier Identifier nM:;?:nI:gisax:itfzg\l::eerr:ames
IA-04 that identifies an individual, group, role, service, or Functional |Intersects With| Management (User | 1AC-09 9 5
Management device;c. Assigning the identifier to the intended Names) and Technology Assets,
indiddial aroun cola camdca o deuica: andd Applications and/or Services
Identifier Manage individual identifiers by uniquely identifying Authenticate, 2ﬂ¥:;r|jiztgear:;eA(ijdiAtu(tﬁheﬂ nn;lcate,
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With|Authorize and Audit| IAC-01.2 solutions, both on-premises and 5
Identify User Status |characteristic identifying individual status]. (AAA) those hosted by an External
Identifier Manage individual identifiers by uniquely identifying User Identity (ID) M:)cr:earnljss?rsisg\sttif?gaetir:)s#re
IA-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With! Y IAC-09.1 |ProP! 5
Identify User Status [characteristic identifying individual status] Management management f_or_non-consumer
. users and administrators.
Identifier Manage individual identifiers by uniquely identifying ?oerft?slcjtlzlrﬂssa?élSottthoe:dt?\?rttlif—y art
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With|ldentity User Status| IAC-09.2 users through unigue userngmey 5
Identify User Status|characteristic identifying individual status]. characteristgics q
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Control Description

oceaure araa ot 10 = =
Mechanisms exist to:
. or compromlsed or damaged authentlcators and for .
IA-05 Authenticator revoking authenticators;e. Changing default Functional |Intersects With Authenticator IAC-10 1) Secu_rely manage 5
Management 9 ging Management authenticators for users and
9 authenticators prior to first use;f. Changing or 9 devices: and
prieshines U rRtisP iRt atsP AR trAsaatiT or ost - -
IA-05 revoking authenticators;e. Changing default Functional |Intersects With! N IAC-10.8 5
Management authenticators prior to first use:f. Changing or Authenticators changed as part of account
N ! > Priol Aot 9ging or creation or system installation.
- Putba . > UETETTITTE T PasSwWora
ety pesswrde T ASDa)< T passwordsonl Avgmated Support] — [auentctors re sumcenty
IA-05(01) h T Functional |Intersects With For Password IAC-10.4 |strong enough to satisfy 5
Password-based |passwords using an approved salted key derivation Strength or anlzatlon deﬁned assword
Authentication _ [function, preferably using a keyed hash;e. Require 9 9 p
Authenticator  |passwords in I1A-5(1)(a);c. Transmit passwords only 'c:;;";i’e':i'; Ig:;w;:é""‘}"e;;an
" Management | |over cryptographically-protected channels;d. Store . y Password-Based _ ¢ e
1A-05(01) Password-based |passwords using an approved salted key derivation Functional Intersects With Authentication IAC-10.1 gﬁ?es,[?:;;?ngstxoe,—gsg;eses;mng 5
Authentication [function, preferably using a keyed hash;e. Require P
Authenticator  [passwords in IA-5(1)(a);c. Transmit passwords only Mechanlsms exist to:
1A-05(01) Management | |over cryptogr_aphlcaIIy-protected channels;d._ Sto_re Functional |Intersects With Authenticator JAC-10 (1) Secu_rely manage 5
Password-based |passwords using an approved salted key derivation Management authenticators for users and
Authentication  |function, preferably using a keyed hash;e. Require devices; and
Authenticator  [the individual or group; andb. When public key ‘c’g::;'tfc‘:i:'gu;:\?:;r‘i“f);ing N
~ Management | infrastructure (PKI) is used:1. Validate certificates by . PKI-Based ~ e
1A-05(02) Public Key-based |constructing and verifying a certification path to an Functional Equal Authentication IAC-10.2 fﬂ;ﬁac:gfgrFi’:ctﬁjtd?nanciicciﬁed 10
Authentication [accepted trust anchor, including checking certificate R 9 finm fg,
Authenticator User GSErS Bt Ects
Management | Protect authenticators commensurate with the security Responsibilities for practices in the use of
IA-05(06) Protegction of category of the information to which use of the Functional |Intersects With pACCOunt IAC-18 |authentication mechanisms (e.g., 5
Authenticators authenticator permits access. Management passwords, passphrases, physical
T prlamirRbrReeRE to'Rfeee
Management | Protect authenticators commensurate with the security Protection of authenticators commensurate
IA-05(06) Protegction of category of the information to which use of the Functional |Intersects With! Authenticators IAC-10.5 |with the sensitivity of the 5
Authenticators authenticator permits access. |nf0rmat|0n to whlch use of the
Obscure feedback of authentication information during :::0“",‘::;;0‘:1' ;:;::g";h“:“”"
s | Auhemicatonhe auhertcoon process toprotet the OB | punctona | kqual | SISO | ican futnenticaon roces o protect| 10
from p P Yy the information from posslble
individuals. s y
TTPTETTTETTT TITECITATTSITS TOr auTTeETTiCaton o e PERRERRAR At BRstie
Cryptographic  |cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
IA-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With! Module IAC-12 |applicable statutory, regulatory 5
Authentication regulatlons standards, and guidelines for such Authentication and contractual requlrements for
tireriartifecammsms TorautTentcatoT o AUTOTTTaTET it
Cryptographic  |cryptographic module that meet the requirements of Authentication /Automated mechanisms exist to
I1A-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With! Through CRY-02 |enable systems to authenticate 5
Authentication  |regulations, standards, and guidelines for such Cryptographic to a cryptographic module.
k i i Mol
Id:ntt%ﬁcat‘vuor;.and Uniquely identify and authenticate non-organizational A"iint'?catt'.on ?‘ Kﬂetr;]tlfyt.amti cTt{ﬁ"Y d
1A-08 uthentication  \;sers or processes acting on behalf of non- Functional Equal uthentication for | jac.o3  [uthenticate, Authorize an 10
(non-organizational organizational users, Non-Organizational Audit (AAA) third-party users and
Users) 9 ) Users processes that provide services
AUTTETTICaTtToTT - >
(non-organizational |Accept and electronically verify Personal Identity Acceptance of PIV Z:ZE?;T;’:I? e\)[((les'ﬁftopaecrggﬁtaland
IA-08(01) Users) | Acceptance|Verification-compliant credentials from other federal Functional Equal Credentials from IAC-03.1 . y verity 10
Identity Verification (PIV)
of PIV Credentials |agencies. Other Organizations Y. . .
B Ath credentials from third-parties.
b, AUTOTTTETEU TITETITATITSTITS EXTST T
(n:r:{ttnr}egzic;at'lt‘i]onnal a. Accept only external authenticators that are NIST- Acceptance of accept Federal Identity,
IA-08(02) Users) \gAcce tance compliant; andb. Document and maintain a list of Functional Equal Third-Party IAC-03.2 |Credential and Access 10
of Externpal accepted external authenticators. Credentials Management (FICAM) -approved
TUETTUTTCATTOTT @ hdratithsetstte Sormorm
Authentication  [Conform to the following profiles for identity Use of FICAM-Issued systems to Federal Identity,
|1A-08(04) (non-organizational [/management [Assignment: organization-defined Functional Equal Profiles IAC-03.3 |Credential and Access 10
Users) | Use of |identity management profiles]. Management (FICAM)-issued
finad Deafil RreHafTsTTSexTSTToToTCE USET
Require users to re-authenticate when [Assignment: and devices to re-authenticate
IA-11 Re-authentication |organization-defined circumstances or situations Functional Equal Re-Authentication IAC-14 |according to organization-defined 10
requiring re-authentication]. C|rcumstances that necessitate
access to systems based on appropriate identity \dentity Proofing Mechamsms exist to verify the
1A-12 Identity Proofing assurance level rgqullrem?nts as speclﬁed‘ in appllcable Functional Equal (Identity JAC-28 |dent|ty_of a user befol_'e !ssulng 10
standards and guidelines;b. Resolve user identities to a Verification) authenticators or modifying
unique individual; andc. Collect, validate, and verify access permissions.
VTETITATISTITS EXTST (U ETSure
Identity Proofing | [Require that the registration process to receive an A M?;vaaglirgfntew management approvals are
IA-12(01) Supervisor account for logical access includes supervisor or Functional |Intersects With p%r Changed IAC-28.1 |required for new accounts or 5
Authorization sponsor authorization. Accoungts changes in perm|55|ons to
Mechanisms exlst to require
~ Identity Proofing | |[Require evidence of individual identification be . . . . evidence of individual
1A-12(02) Identity Evidence |presented to the registration authority. Functional Equal Identity Evidence | IAC-28.2 identification to be presented to 10
the registration authority.
- - - - - - TECITATTTSTITS EXTST (U TEGUITE TrTaT
ey oo [reae T e preseted enly evidencebe
1A-12(03) ity e ! 9 gnment: Functional Equal Validation & IAC-28.3 |be validated and verified through 10
Validation and  |organizational defined methods of validation and Verificati tional- d fined method
Verification \verification]. erincation olf‘ganlza _Iona efined methods
Identity Proofing | [Require that the validation and verification of identity User Provisioning & If‘f)?lcﬂhaalﬂzg'srzx:ztrtaotlzgIZr?dade—
1A-12(04) In-person Validation|evidence be conducted in person before a designated Functional |Intersects With De-Provisioni 9 IAC-07 : N 9 h 5
and Verification |registration authority. e-Provisioning registration process that governs
the assignment of access rights.
TECTTATIISTITS €XTSTTU COTTUuTCIT=
Identity Proofing | [Require that the validation and verification of identity In-Person or Trusted| person or trusted third-party
IA-12(04) In-person Validation|evidence be conducted in person before a designated Functional |Intersects With Third-Party IAC-10.3 |identify verification before user 5
and Verification |registration authority. Registration accounts for third-parties are
fFfeciafirsrsexrstroTeguretTaT
Identity Proofing | [Require that the validation and verification of identity In-Person Validation the validation and verification of
1A-12(04) In-person Validation|evidence be conducted in person before a designated Functional |Intersects With! & Verification IAC-28.4 |identity evidence be conducted 5
and Verification |registration authority. in person before a de5|gnated
- - — - FRETTRAAS AR 6 requretrmaT
Identity Proofing | Require that a [Selection (one): registration code; a notice of proofing be delivered
IA-12(05) Address nﬁtlce Olf proof'_lng]hbe dellvezeg throu%h an c;ut-(;f_—b_anld Functional Equal c Agdrestg IAC-28.5 |through an out-of-band channel 10
Confirmation gfigg\oerdto verify the users address (physical or digital) onfirmation to verlfy the user s address
. [nh r din 1
EXECUTIVE UTUETS, UMETIVES, TEYUTatioTTs,; PUTCTES; —— -
Policy and standards, and guidelines; and2. Procedures to Pu%fr:'nl?aiizugty' moal:cnlteasmsat;gdda'fssr:rzréate
IR-01 Y facilitate the implementation of the incident response Functional |Intersects With Pl Gov-02 |P ' 5
Procedures olicy and the associated incident response controls:b Resilience procedures necessary for secure,
,8 <y [ Aecs t resp Aol T Documentation compliant and resilient
ERELURAE GruthS, R APES TR YRR, JRRAES;
pi and govern processes and
. standards, and guidelines; and2. Procedures to . > .
IR-01 Policy and facilitate the implementation of the incident response Functional Subset Of Incident Response IRO-01 documen;atlon_ to facilitate an 10
Procedures olicy and the associated incident res| onse controls;b. Operations organization-wide response
E- J N P 2l capability for cybersecurity and
CRSRAIEFRALLS ynr_-_mv: CFEYBIRRRNS JRIRMES; review and modify incident
Policy and standards, and guidelines; and2. Procedures to response practices to incorporate
IR-01 Proce{iures facilitate the implementation of the incident response Functional [Intersects With: IRP Update IRO-04.2 Iesfons Iegrned business P 5
e e e i
Policy and standards, and guidelines; and2. Procedures to Root Cause Analysis| I::jc;g:cllevai:‘neg fggp;;’:ﬁ:f'ggd
IR-01 Proceydures facilitate the implementation of the incident response Functional |Intersects With| (RCA) & Lessons IRO-13 data protect?onyincidents tz 5
pollgy and Ele asspaated |nC|den§ response_cot\‘trols;b. Learned reduce the likelihood or impact of
[SFSLULIVE TTUES, LI ELEVES, TEGUIaTioT=, PUILTES, Periodic Review & Mechanisms exist to review the
Policy and sta‘n.dards, anld guldellnesc and2. Prolcefmres to . -..| Update of Security, Security, Compliance &
IR-01 Procedures facilitate the implementation of the incident response Functional |Intersects With Compliance & '| GOV-03 Resilienc'e Program (SCRP) 5
ﬁul'?y and therasquated mudeng re;purLseﬂcor’:trols;b. Resilience Program including policies, standards and
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Control Description fon
of assuming an incident response role or responsibility Mechanisms exist to train
IR-02 Incident Response |or acquiring syst.em access;2. When .requlre_d by Functional |Intersects With Incident Response IRO-05 personnel in their incident 5
Training system changes; and3. [Assignment: organization- Training response roles and
defined frequency] thereafter; andb. Review and responsibilities.
TECTATTSITS EXTST TO MCOTpoTate
Incident Response (Incorporate simulated events into incident response simulated events into incident
IR-02(01) Training | Simulated|training to facilitate the required response by Functional Equal Simulated Incidents| IRO-05.1 |response training to facilitate 10
Events personnel in crisis situations. effective response by personnel
in _crici ituatian,
Incld.?nt Response Provide an incident response training environment Automated Incident Auto_mated mechanisms exist to
raining | : . . A b . e provide a more thorough and
IR-02(02) . _|using [Assignment: organization-defined automated Functional Equal Response Training | IRO-05.2 ey 10
Automated Training : : realistic incident response
Envi mechanisms]. Environments P :
nvironments training environment.
Test the effectiveness of the incident response incident response capabilities
~ Incident Response |capability for the system [Assignment: organization- . .. | Incident Response g through realistic exercises to
IR-03 Testing defined frequency] using the following tests: Functional Intersects With Testing IRO-06 determine the operational 5
[Assignment: organization-defined tests]. effectiveness of those
Incident Response Mechanisms exist to coordinate
IR-03(02) T_estlr)g | ) Coord_lnat_e incident response testing with Functional Equal Coordination with RO-06.1 |nc|de_nt response testing with 10
Coordination with |organizational elements responsible for related plans. Related Plans organizational elements
Related Plans responsible for related plans.
incident handling activities with contingency planning (2) Automated event detection or]|
. . : activities;c. Incorporate lessons learned from ongoing : . " g manual incident report intake;
IR-04 Incident Handling incident handling activities into incident response Functional Equal Incident Handling IRO-02 (3) Analysis; 10
procedures, training, and testing, and implement the (4) Containment;
Incident Handling | [Support the incident handling process using Automated Incident /Automated mechanisms exist to
IR-04(01) Automated Incident|[Assignment: organization-defined automated Functional Equal . IRO-02.1 |support the incident handling 10
N . Handling Processes
Handling Processes [mechanisms]. process.
Incident Handling | |Correlate incident information and individual incident Centralized (Ssellczt;;;tyolrnscilg?lgtr E‘Lllfgrtnpalltaendatgoeorl
IR-04(04) Information responses to achieve an organization-wide perspective | Functional [Intersects With Collection of MON-02 to sup;'Jort the centralized ' 5
Correlation on incident awareness and response. Security Event Logs collection of security-related
Incident Handling | |Correlate incident information and individual incident Correlate tﬁ;henr:i::' |r:if:gr2at;o;\efcr3m across
IR-04(04) Information responses to achieve an organization-wide perspective | Functional [Intersects With Monitoring MON-02.1 . P H Y 5
N . N Incident Event Manager (SIEM) or
Correlation on incident awareness and response. Information o
similar automated tool, to
- —— - — TTCEgTateu tearTT UT CyDETSETurry;
Incident Handling | Ees;?rk]nlgzgtacnadnngglgt:lIr:)agc:r][geg:‘atle:cglic;ieigte:‘etﬁ:lpeodnze Integrated Security IT and business function
IR-04(11) Integrated Incident the organization in [Xssiy nment');r anization-defined Yl Functional Equal Incident Response | IRO-07 [representatives that are capable 10
Response Team |, gar 9 s org Team (ISIRT) of addressmg cybersecurlty and
time period].
T e s o
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awareness For IRO-09 <Y curity . 10
. protection incidents to internal
Incidents
stakeholders all the way through
TTCTTETTCIMOTIITOTTITY — - -
| Automated Track incidents and collect and analyze incident Trgﬂi?r?qatggta 2;Z'S;r:gItr;iest;?ic:f'grgrhggilﬁ‘cgg?n
IR-05(01) Tracking, Data [information using [Assignment: organization-defined Functional Equal Collec?il)n & IRO-09.1 actual anyd potential 10
Collln\ectllon: and [automated mechanisms]. Analysis cybersecurity and data
g REUITE PETSUTTTET TU TEPUTT SUSPETTEU TITCTUETTTS TU — - -
the organizational incident response capability within Incident [T??rﬁé::;?es;\atietﬁ;gggable.
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With! Stakeholder IRO-10 N > 5
P h L h . f (2) Affected clients & third-
Report incident information to [Assignment: Reporting A
tian dafiocd aatharibion] parties; and
AR Per SORE Y FRpBHeSispecteumoweTts o - - ——
the organizational incident response capability within Regulatory & Law mz:dheanr]tli?ss s:';; El:)r:]'?:g;;avlv?th
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With! Enforcement IRO-14 applicable rSQUIatory and law 5
Report |nC|dent |nf0rmat|0n to [A55|gnment Contacts enforcement agencies.
rARREN AP et Rt SEspectea e o - 5 = -
the organizational incident response capability within Contacts With g:::;g's{nas e):ft;gt':‘zztnlgcatgd
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With! "~ GOV-06 : pprop 5
. h . h . Authorities with relevant law enforcement
Report incident information to [Assignment: .
ionting definad aatharitiae] and regulatory bodies.
. . /Automated mechanisms exist to
Incident Reporting | P . . - S A
~ Report incidents using [Assignment: organization- : Automated ~ assist in the reporting of
IR-06(01) A;go(r::atned defined automated mechanisms]. Functional Equal Reporting IRO-10.1 cybersecurity and data 10
P 9 protection incidents.
Incident Reporting | Provide incident information to the provider of the Mechanisms exist to provide
|R-06(03) Supply Chain p;]'oduct (I)r sir\{lce and otlherhorganlzatlons |n\;o|ved in Functional |Intersects With Scupp(ljy Ch‘aln RO-10.4 Cyberse_cur_lty_znd d_atfa . 5
Coordination the supply chain or supply chain governance or oordination protectlo_n incident information to
systems or system components related to the incident. the provider of the Technology
Provide an incident response support resource, integral Mechanisms exist to provide
~ Incident Response [to the organizational incident response capability, that : Incident Reporting g incident response advice and
IR-07 Assistance offers advice and assistance to users of the system for Functional Equal Assistance IRO-11 assistance to users of 10
the handling and reporting of incidents. Technology Assets, Applications
Assistance | P, - Automation Support| /Automated mechanisms exist to
Automation Support !ncrease‘the availability of [ncldent‘ responsle . of Availability of increase the availability of
IR-07(01) PR information and support using [Assignment: Functional Equal N IRO-11.1 |, ~. 10
for Availability of organization-defined automated mechanisms] Information / incident response-related
Information and 9 | Support information and support.
AUUTESSES TTE STTarTy Or MCTaeNTITOTTTTatoT, 9T - - ——
H . o Mechanisms exist to maintain
. reviewed and approved by [Assignment: organization- . 7
IR-08 Inmden;lgﬁsponse defined personnel or roles] [Assignment: organization- | Functional Equal InudPeIgtanleng)onse IRO-04 3&%@?:3:;:;'32';2;5%;&'2:]and 10
defined freque{ncy] and10. Explicitly d[e5|gnates (IRP) to all stakeholders.
EARRARFBIGERS iBRidartEesRansRIERTE S HIGRTRAD TETITATITSTITS EXTST TU UEVETOP;
Policy and standards, and guidelines; and2. Procedures to Maintenance disseminate, review & update
MA-01 Proce{iures facilitate the implementation of the maintenance Functional Subset Of Operations MNT-01 |procedures to facilitate the 10
policy and the assouated malntenance controls b. P implementation of mamtenance
Besiarie ks iftreaptsoregniaiiem Jriirmes, PRSI SR PERRFS
Policy and standards, and guidelines; and2. Procedures to Remote maintenance personnel to notify
MA-01 P Y facilitate the implementation of the maintenance Functional |Intersects With Maintenance MNT-05.2 |affected stakeholders when 5
rocedures e S ! .
pollcy and the assoaated maintenance controls b. Notifications remote, non-local maintenance is
n n LA raand L Alon A i
LRSIRRARE GRS SRR APESCFeRBIZR IR RFIRACS, W >
Policy and standards, and guidelines; and2. Procedures to Auditing Remote ;erg]?itii r|l(())2tli(c)csaelsrsni«:a):1nsteansarv‘vceelI
MA-01 Y facilitate the implementation of the maintenance Functional |Intersects With ng MNT-05.1 a9 A ’ 5
Procedures olicy and the associated maintenance controls b Maintenance as review the maintenance
BesiarvieormifssinpeeaniarraspiRRn A action performed during remote
rotcyona et and guidelne;andz. Procedures o
MA-01 Proce{iures facilitate the implementation of the maintenance Functional |Intersects With pCumpIiance & Y1 Gov-03 Resilieri/;:e Program (SCRP) 5
E_Dl'cy and therassoaated ma::tennance controls b. Resilience Program including policies, standards and
”E“;“‘;f U”"Z” u(;”f““w ! 'szyusl'u"d “U"Uw' Publishing Security, maintain and disseminate
Policy and standards, and guidelines; and2. Procedures to . 5 Compliance & policies, standards and
MA-01 facilitate the implementation of the maintenance Functional |Intersects With " GOV-02 ' 5
Procedures policy and the associated maintenance controls;b Resilience procedures necessary for secure,
Berionnin o ifes orpretsp o A Re darcr Documentation compliant and resilent__
Controlled the_ system or system components "O"J organizational : Controlled controlled maintenance activities
MA-02 : facilities for off-site maintenance, repair, or Functional Equal N MNT-02 " 10
Maintenance replacement;d. Sanitize equipment to remove the Maintenance throughout the lifecycle of the
. ﬁ . auip o Technology Asset, Application
Cortronen fellaninirtepnrRisrdre s Rriofamt e AiRRTas Ry
Maintenance | [[Assignment: organization-defined automated Automated |Automated mechanisms exist to
MA-02(02) Automated mechanisms]; andb. Produce up-to date, accurate, and | Functional Equal Maintenance MNT-02.1 |schedule, conduct and document 10
Maintenance complete records of all maintenance, repair, and Activities maintenance and repairs.
it 1 t Aot tad Aulad |
MA-03 Maintenance Tools ;ngg:;g&;zgzgilaa#gb"’np?:‘ll?g;vtBfe\dis:ugyssa/;t;::ved Functional |Intersects With| Maintenance Tools | MNT-04 rp'llnzi\ri‘taor:'iirr::uesxeis;ft: S:gr:m and 5
system maintenance tools [Assignment: organization- maintenance tools, 4
defined frequency]. .
T TETITATITSTITS EXTST TU TTSPETT
. . . intenance tools carried into a
Maintenance Tools ||Inspect the maintenance tools used by maintenance " main .
MA-03(01) : : e Functional Equal Inspect Tools MNT-04.1 [facility by maintenance 10
Inspect Tools personnel for improper or unauthorized modifications. personnel for improper or
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Maintenance Tools | Check media containing diagnostic and test programs z’loe:tr;?:i':ggi:;'ﬁg:gccgﬁglig?d'a
MA-03(02) Inspect Media for malicious code before the media are used in the Functional Equal Inspect Media MNT-04.2 programs for malicious code 10
system. N
before the media are used.
- UTaC UTETE TS 0 UTgariZatoTTar MO TTa o COTTCaT e - -
Mamtepnrz;n’;e]t'rools I on the equipment;b. Sanitizing or destroying the Prevent ?oerftrsglntlzlzieemxs\tgro‘;r:vl?intn?ernt
MA-03(03) Unauthorized equipment;c. Retaining the equipment within the Functional Equal Unauthorized MNT-04.3 undergoing maintenancg thpat 10
Removal IaC|I!ty; ord. Obtalnl_ng an e:(e‘r‘npt’l‘on from s Removal contains organizational
with organizational policy and documented in the Mechanisms exist to authorize,
MA-04 Nonlocal security plan for the system;c. Employ strong Functional |Intersects With F_(emote MNT-05 monitor _and control remote, non- 5
Maintenance authentication in the establishment of nonlocal Maintenance local maintenance and diagnostic
maintenance and diagnostic sessions;d. Maintain activities.
with organizational policy and documented in the PTECTIGITISITIS EXIST TU TequiTe
Nonlocal security plan for the system;c. Employ strong ) ] Remote maintenance personnel to notify
MA-04 Maintenance uthentication in the establishment of nonlocal Functional [Intersects With: Maintenance MNT-05.2 (affected stakeholders when 5
maintenance and diagnostic sessions;d. Maintain Notifications relmoteL ”°2"°§a[ rnflntenance Is
with organizational policy and documented in the remote, non-local maintenance
MA-04 Nonlocal security plan for the system;c. Employ strong Functional |Intersects With Auditing Remote MNT-05.1 and diagnostic sessions, as well 5
Maintenance authentication in the establishment of nonlocal Maintenance as review the maintenance
maintenance and diagnostic sessions;d. Maintain action performed during remote
Nonlocal a. Log [Assignment: organization-defined audit events] remote, non-local maintenance
~ n for nonlocal maintenance and diagnostic sessions; . : Auditing Remote g and diagnostic sessions, as well
MA-04(01) Lo M?nntzganc:v‘iew andb. Review the audit records of the maintenance Functional |Intersects With Maintenance MNT-05.1 as review the maintenance 5
99ing and diagnostic sessions to detect anomalous behavior. action performed during remote
voTTTOCTaT TTTPTETITETITE U U TSy STETTT DENTY SETVICEY, UTD- reToTe - . -
Maintenance | Remove the component to be serviced from the Maintenance 'Il\flee:f:‘:(;IosmSAes):eSttstoArec?iL::l;‘teions
MA-04(03) Comparable system prior to nonlocal maintenance or diagnostic Functional Equal Comparable MNT-05.6 Y. , APP 10
§ " and/or Services (TAAS)
Security and services; sanltlze the component (for organlzatlonal Security & A
Conitizati e \. o, Conitipati performing remote, non-local
HERfRARA R DR iRS SR ier s P&y trmat - - ——
Maintenance non-escorted personnel performing maintenance on Authorized 2":;22?'Iisnge:ftthg?,ggntam a
MA-05 Personnel the system possess the required access authorizations;| Functional Equal Maintenance MNT-06 maintenance organizations or 10
andc. De5|gnate organlzatlonal personnel with requlred Personnel personnel 9
- TTSKS aSSUCTaTeT Wit
persomnal | Pl e ST e have ST Maintenance maintenance personnel who do
MA-05(01) Indivi . N PV r ya N Functional |Intersects With| Personnel Without | MNT-06.1 [not have appropriate access 5
ndividuals Without [and2. Prior to initiating maintenance or diagnostic . o
N o Appropriate Access authorizations, clearances or
Appropriate Access |activities by personnel who do not have needed access e, | L
Obtain maintenance support and/or spare parts for Mechanisms exist to obtain
~ " . [Assignment: organization-defined system : Y : g maintenance support and/or
MA-06 Timely Maintenance components] within [Assignment: organization-defined Functional Equal Timely Maintenance| MNT-03 spare parts for Technology 10
time period] of failure. Assets, Applications and/or
Restrict or prohibit field maintenance on [Assignment: : .
et . Mechanisms exist to securely
MA-07 Field Maintenance organlz_atlon-deﬁned systems or system components] Functional Equal Field Maintenance | MNT-08 |conduct field maintenance on 10
to [Assignment: organization-defined trusted n
L S geographically deployed assets.
maintenance facilities].
EXECUUIVE UTUETS, UMECTIVES, TEYUIaUoTTS, POTCIES; — - - - -
Policy and standards, and guidelines; and2. Procedures to JeélaotdelcofRS\e”civ:it& glleeccllj\r?tn|srcn°srrex||is;nté)erzwew the
MP-01 Proceiiures facilitate the implementation of the media protection Functional |Intersects With pCompIiance & Y| Gov-03 Resilienlc'e Program (SCRP) 5
pollcy and therassoaated media protectlon controls b Resilience Program including policies, standards and
DRsiaRAAE-RILASSifREEARES FeRRIERIRR FRFARMSS;
Policy and standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the
MP-01 Y facilitate the implementation of the media protection Functional Subset Of Data Protection DCH-01 |implementation of data 10
Procedures . N f " X R
policy and the associated media protection controls;b. protection controls.
Doc LAcey ization dofnad
BRELURAE Gruths, UL AP ES TR RIERIUNS; JRIRAES; = - —— - -
Policy and standards, and guidelines; and2. Procedures to PubCI:jsrr:nl?aiizugty, mg?;gf:;nsiggd?f;:?:éate
MP-01 P Y facilitate the implementation of the media protection Functional [Intersects With: Pl Gov-02 P . 5
rocedures 0|IC and the aSSDC|ated media rotectlon controls;b. Resilience procedures necessary for secure,
p Y P Aefimad Documentation compliant and resilient
Restrict access to [Assignment: organization-defined ?lesgngp'asggzsixt'zt;io ii:r;?é anr;?]r
MP-02 Media Access  [types of digital and/or non-digital media] to Functional |Intersects With! Media Access DCH-03 |~ N gita 5
; N P . digital media to authorized
[Assignment: organization-defined personnel or roles]. o=
individuals.
Restrict access to [Assignment: organization-defined Endpoint Device :\:I:CIZ?T?;T;S:S(;(ftgnfgc!'i;atte the
MP-02 Media Access  |types of digital and/or non-digital media] to Functional |Intersects With Manapement (EDM) END-01 De‘\)/ice Management (E%M) 5
[Assignment: organization-defined personnel or roles]. 9 controls. 9
— - - - T aTCoTUaTTCE Wt Uater
markings (1 any) Of the Information; andb. Exempt protection requirements so that
MP-03 Media Marking <ing ; y) ot the N Y : P Functional |Intersects With| Media Marking DCH-04 |personnel are alerted to 5
[Assignment: organization-defined types of system dlstrlbutlon Ilmltatlons handlln
media] from marking if the media remain within 9
limitations, handling caveats, and applicable security files to |nd|cate the dlstrlbutlon
g ’ " markings (if any) of the information; andb. Exempt . ’ . ] limitations, handling
MP-03 Media Marking [Assignment: organization-defined types of system Functional _ |Intersects With) Automated Marking| DCH-04.1 requirements and applicable 5
media] from marking if the media remain within security markings (if any) of the
UTYaTTZatoT-UeTIITEY Ty pes UT UTgTtar aTuyoT TToTT=uTgTaT UTgTTET e UTa Wt COTTr ot
media] within [Assignment: organization-defined areas using organization-defined
MP-04 Media Storage |controlled areas]; andb. Protect system media types Functional Equal Media Storage DCH-06 |security measures; and 10
defined in MP-4a until the media are destroyed or (2) Protect system medla until
GRRdtRe G RroReE YRS ARG PR ST RIfL: HhecrrAtsiredset e preetrama
organization-defined controls];b. Maintain Media control digital and non-digital
MP-05 Media Transport |accountability for system media during transport Functional Equal Transportation DCH-07 |media during transport outside of| 10
outside of controlled areas;c. Document activities P controlled areas using
AfSa PR FRASERRAESE VRt oA R R cociribimaacun
A . . Mechanisms exist to securely
control, or release for reuse using [Assignment: Physical Media dispose of media when it is no
MP-06 Media Sanitization [organization-defined sanitization techniques and Functional |Intersects With! yDis osal DCH-08 Ionper required. using formal 5
procedures]; andb Employ samtlzatlon mechanisms P progcedurgs ' 9
HIEETR PSP 6 SR MR PO RS EVREA G YRR R YSTETIT TEUTa Wit UTeSTreTgTT
control, or release for reuse using [Assignment: System Media and integrity commensurate with
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With g AT DCH-09 |the classification or sensitivity of 5
anitization
procedures]; andb Employ sanitization mechanlsms the information prlor to dISpOSa|
P Hor e bR rerk b of
control, or release for reuse using [Assignment: Sanitization of Mechanisms exist to facilitate the
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With Personal Data (PD) DCH-09.3 [sanitization of Personal Data 5
procedures] andb Employ samtlzatlon mechanisms (PD).
+ ith th,
Media Sanitization | System Media Mechanisms exist to supervise,
g Review, Approve, |Review, approve, track, document, and verify media . AT X track, document and verify
MP-06(01) Track, Document, [sanitization and disposal actions. Functional Equal DSanltlzatlo_n DCH-09.1 system media sanitization and 10
i ocumentation f N
and Verify disposal actions.
Test sanitization equipment and procedures Mechanisms exist to test
g Media Sanitization | [[Assignment: organization-defined frequency] to . . . -~ sanitization equipment and
MP-06(02) Equipment Testing |ensure that the intended sanitization is being Functional Equal Equipment Testing | DCH-09.2 procedures to verify that the 10
achieved. intended result is achieved.
Media Sanitization | portable storage devices prior to connecting such Mechanisms exist to apply
h devices to the system under the following . : First Time Use nondestructive sanitization
MP-06(03) Nondest_ructwe circumstances: [Assignment: organization-defined Functional Intersects With Sanitization DCH-09.4 techniques to portable storage 5
Techniques : P o . > .
circumstances requiring sanitization of portable devices prior to first use.
- - - Y STETTT TITEUTa Wt T UTe STreTTgTT
Media Sanitization | gg\r,tiiglsetztgzzg: gtee\%cﬁsngenro{h?fco(|)|r;:,eiﬁtmg such System Media and integrity commensurate with
MP-06(03) Nondestructive : ; VA : . owing defined Functional |Intersects With! é tizati DCH-09 |the classification or sensitivity of 5
Techniques circumstances: [Assignment: organization-define: anitization the information prior to disposal
circumstances requiring sanitization of portable N +of izati N
Media Sanitization | gg;tiig:tztgzzgseygtee\%cﬁiger'rotrht:fccﬁlr;r‘l/ei;:ng such Sanitization of Mechanisms exist to facilitate the
MP-06(03) Nondest_ructlve circumstances: [Assignment: organization-defined Functional |Intersects With Personal Data (PD) DCH-09.3 |sanitization of Personal Data 5
Techniques " At PR (PD).
circumstances requiring sanitization of portable
[ASSTgTITTETIT, UTYaTTZatroT-UeTTTeu Ty PeS UT Sy STETTT TECITATITSTITS EXTST TUTeTaT
media] on [Assignment: organization-defined systems Media & Data media and data in accordance
MP-07 Media Use or system components] using [Assignment: Functional |Intersects With Retention DCH-18 |with applicable statutory, 5
organization-defined controls]; andb. Prohibit the use regulatory and contractual
£ hlo ok, dovicac i izatianal cuct, Ilinati
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medla] on [Asslgnment organlzatlon deﬁned systems Mechanisms exist to restrict the
MP-07 Media Use or system components] using [Assignment: Functional |Intersects With! Media Use DCH-10 |use of types of digital media on 5
orgamzatlon deﬁned controls] andb. Prohibit the use systems or system components.
ARG T IR A GRS T RGPSyt - - —
media] on [Assignment: organization-defined systems Prohibit Use r:ecg?n'g::bfg'sstt;:; p::e”\allitcéze
MP-07 Media Use or system components] using [Assignment: Functional [Intersects With: Without O DCH-10.2 |, Pe tional 3 h 5
organlzatlon deﬁned controls] andb Prohlblt the use ithout Owner in organizational systems when
. L " such devices have no identifiable
Procedures to facHltate the |mp|ementatlon of the Publishing Security, maintain and disseminate
PE-01 Policy and phy5|;al and en\_/lronmental _protectlon policy a_nd the Functional |Intersects With Comp_ll_ance & GOV-02 policies, standards and 5
Procedures associated physical and environmental protection Resilience procedures necessary for secure,
controls;b. Designate an [Assignment: organization- Documentation compliant and resilient
Procedures to facilitate the implementation of the Physical & Mechanisms exist to facilitate the
g Policy and physical and environmental protection policy and the . . g operation of physical and
PE-01 Procedures associated physical and environmental protection Functional Subset Of Er;\:g;)erlrtr;srngal PES-01 environmental protection 10
controls;b. Designate an [Assignment: organization- controls.
Procedures to facilitate the implementation of the Periodic Review & Mechanisms exist to review the
PE-01 Policy and physl;al and en\_/lronmental protection policy a_nd the Functional |Intersects With Update o_f Security, GOV-03 Secy_rlty, Compliance & 5
Procedures associated physical and environmental protection Compliance & Resilience Program (SCRP),
controls;b. Designate an [Assignment: organization- Resilience Program including policies, standards and
resides;b. Issue authorization credentials for facility current list of personnel with
g Physical Access |access;c. Review the access list detailing authorized : Physical Access g authorized access to
PE-02 Authorizations  [facility access by individuals [Assignment: Functional Equal Authorizations PES-02 organizational facilities (except 10
organization-defined frequency]; andd. Remove for those areas within the facility
GTCESS TU aTeas WITtIT UTe TaTiity UeSTgIiatey & PITYSTCaT GtTesSs autToTIZatoTT:
. publicly accessible by implementing the following . for all physical access points
PE-03 Physical Access controls: [Assignment: organization-defined physical Functional [Intersects With: Physical Access PES-03 |(including designated entry/exit 5
Control Control h i H
access controls] d. Escort V|s|tors and control visitor points) to facilities (excluding
iy . ithin tha facilit
Physical Access Enforce physmal access authonzatlons to the system in Physical access control
g addition to the physical access controls for the facility . Access To Critical g mechanisms exist to enforce
PE-03(01) CD"tT!JeSS§Stem at [Assignment: organization-defined physical spaces Functional Equal Systems PES-03.4 physical access to critical 10
containing one or more components of the system]. systems or sensitive/regulated
- - . o EXTST TU PrUTETT PUWET aITar
Access Control for gggﬁ?d Egztsecn?Idaisfr(iestslttigrEAasfdgtr:?nes:rt{isosrigir}:ﬁaez?n : Transmission telecommunications cabling
PE-04 . N N P . . _ Functional Equal . N PES-12.1 |carrying data or supporting 10
Transmission within organizational facilities using [Assignment: Medium Security h . h
P N N information services from
organization-defined security controls]. N N :
. . exist to restrict access to printers
Control physical access to output from [Assignment: h
PE-05 Access Contr_ol for organization-defined output devices] to prevent Functional Equal Access Contrpl for PES-12.2 and other system OL!tPUt devices 10
Output Devices Unauthorized individuals from obtaining the output. Output Devices to prevent unauthorized
9 put. individuals from obtaining the
security incidents;b. Review physical access logs Physical access control
PE-06 Monitoring Physical [[Assignment: organlzatlt_)n-deﬁned freqdent:y] and_ Functional Equal Monitoring Physical PES-05 mechanisms exist to monitor for, 10
Access upon occurrence of [Assignment: organization-defined Access detect and respond to physical
events or potential indications of events]; andc. security incidents.
OTIICOTTITY FTTySTCaT -
Access | Intrusion [Monitor physical access to the facility where the Intrusion Alarms / ;he)lshcaa::i:;cse:iizg?gromlonitor
PE-06(01) Alarms and system resides using physical intrusion alarms and Functional Equal Surveillance PES-05.1 physical intrusion alarms and 10
Survelllance surveillance equipment. Equipment surveillance equipment.
Monltorlng Physical [Monitor physical access to the system in addition to Monitoring Physical Facility security mechanisms
PE-06(04) Acces_s | Monitoring [the physlcal eccess_monltorlng of the faplllty at Functional Equal Access To Critical | PES-05.2 exist to monitor physical access 10
Physical Access to |[Assignment: organization-defined physical spaces S to critical systems or
. ystems
Systems containing one or more components of the system]. sensitive/regulated data, in
the system resides for [Assignment: organization- FTIySTCdT aeCeEss CoTmror
.. " N N - o . mechanisms generate a log entry]|
g Visitor Access  |defined time period];b. Review visitor access records . Physical Access g
PE-08 Records [Assignment: organization-defined frequency]; andc. Functional Equal Logs PES-03.3 E%rn?foculgciﬁeiz:;t:rmpet trrg';)sugh 10
Report anomalies in visitor access records to aint 9 9
VST ATTESS
Records | Maintain and review visitor access records using Automated Records /Automated mechanisms exist to
PE-08(01) Automated Records |[Assignment: organization-defined automated Functional Equal Management & PES-06.4 |[facilitate the maintenance and 10
Maintenance and |mechanisms]. Review review of visitor access records.
Dot
Facility security mechanisms
g Power Equipment |Protect power equipment and power cabling for the . . - g exist to protect power equipment
PE-09 and Cabling system from damage and destruction. Functional Equal Supporting Utilities | - PES-07 and power cabling for the system 10
from damage and destruction.
- —— I TTaTTy eTTergerTTy STTuToTT
B o ey e e |
PE-10 Emergency Shutoff A N N *| Functional Equal Emergency Shutoff | PES-07.2 |proximity to systems or system 10
organization-defined location by system or system Components to facilitate safe and
component] to facilitate access for authorized P s L o
5 A - m BRI G SUPPI R RRB PO
PE-11 Emergency Power Fsrzrelgteioann(Z?‘g;err;jgﬁg!eaﬁo(‘::sg'ﬁ;‘;ﬂzéoor:ﬁlgﬁfe Functional [Intersects With| Emergency Power | PES-07.3 f:iziarﬁlaelIofrr:alij?::ciinén%rational 5
gency system; transition of the system to long-term alternate gency : ca ability inqthe eve?\t of an
power] in the event of a primary power source loss. P y, P
TITTETYETICY FUWET T{FTUVIUE aTT aiteTTTate PUWeT SUPPTy TOT UTE Sy STeTIT tTaT exteeRrsuesfydtefmatnititer
Alternate Power |is activated [Selection (one): manually; automatically] capable of maintaining
PE-11(01) Supply — Minimal |and that can maintain minimally required operational Functional |Intersects With| Emergency Power | PES-07.3 |minimally-required operational 5
Operational capability in the event of an extended loss of the capablllty, in the event of an
Canahili i 41 i
Employ and maintain automatic emergency lighting for automatic emergency lighting
.. _|the system that activates in the event of a power : . that activates in the event of a
PE-12 Emergency Lighting outage or disruption and that covers emergency exits Functional Equal Emergency Lighting| PES-07.4 power outage or disruption and 10
and evacuation routes within the facility. that covers emergency exits and
Employ and maintain fire detection and suppression fseéIstrte()sgittlgzaena(jngerpeacltr;(t)ar]ln fire
PE-13 Fire Protection |systems that are supported by an independent energy | Functional Equal Fire Protection PES-08 Pp 10
cource devices/systems for the system
. that are supported by an
TITE PTUTETHUTT [ [ETMPI0Y TMe UETETtUIT SYSTETTTS UTat ativare EXTST U UtTIZE arTa TTianTtanT e
Detection Systems |automatically and notify [Assignment: organization- Fire Detection detection devices/systems that
PE-13(01) — Automatic defined personnel or roles] and [Assignment: Functional Equal D PES-08.1 |activate automatically and notify 10
ivati evices A
Activation and organlzatlon -defined emergency responders] in the organizational personnel and
Natificati want fir n th
Suppression automatlcally and notify [Assignment: organization- Facility security mechanlsms
~ Systems — defined personnel or roles] and [Assignment: . " Automatic Fire -~ exist to employ an automatic fire
PE-13(02) Automatic organization-defined emergency responders]; andb. Functional [Intersects With Suppression PES-08.3 suppression capability for critical 5
Activation and  |[Employ an automatic fire suppression capablllty when systems when the facility is not
TTUTTITUITY; PrESSUTE, TaUTatoTT, [ASSTgTTTTET o - n
Facility security mechanisms
Environmental otga_nlzatlon d_eﬁned environmental con_trol]] levels : Temperature & exist to maintain and monitor
PE-14 Controls within the facility where the system resides at Functional Equal Humidity Controls PES-09 temperature and humidity levels 10
[A55|gnment organization- deﬁneiacce\ptable levels]; W|th|n the facility.
Protect the system from damage resulting from water TST U PTOTECT SYSTETTTS TomT
PE-15 Water Damage |leakage by providing master shutoff or isolation valves Functional Equal Water Damage PES-07.5 ?:aT:g: ';esulgci%ifgomm\;vsatt:rr 10
Protection that are accessible, working properly, and known to a Protection . ge by p 9
" shutoff valves that are
ey personnel. "
Detect the presence of water near the system and . Facility securlty mechanlsms
Water Damage N o - Automation Support|
3 " alert [Assignment: organization-defined personnel or : ~ exist to detect the presence of
PE-15(01) Autof‘;ztt?;rzlgr\ll ort roles] using [Assignment: organization-defined Functional Equal for Vg?;tegcliiir:age PES-07.6 water in the vicinity of critical 10
PPOM, utomated mechanisms]. systems and alert facility
a. Authorize and control [Assignment: organization- exist to isolate information
-~ Delivery and defined types of system components] entering and . . s processing facilities from points
PE-16 Removal exiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal| - PES-10 such as delivery and loading 10
system components. areas and other points to avoid
. - FTTySTCaT SECUTTLY TITETTTaTITSTIT
Litermate work sits: [Aodignment. organizasion defined exist to utiize appropriate
PE-17 Alternate Work Site ! 4 : N Functional Equal Alternate Work Site| PES-11 |management, operational and 10
controls];c. Assess the effectiveness of controls at technical controls at alternate
alternate work sites; andd. Provide a means for aiarl
T USTOTT Sy STETIT COTTTPOTTETTTS WITHTIT UTE TarTITy To
. minimize potential damage from [Assignment: : . components W'th'?éhe faclllfty to
PE-18 Location of System organization-defined physical and environmental Functional |Intersects With Equipment ,Smng & PES-12 mlnlmlze potentle amage from 5
Components hazards] and to minimize the opportunity for Protection physical and environmental
borizad pp d hazards and to minimize the
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PR STRM STRM
FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control SCF # Control(gce:)cription Relationsh
h o W Mechanisms exist to determine
ardware components] |nd|cat|ng the |mpact level or Asset Scope security, compliance and
PE-22 Component Marking|classification level of the information permitted to be Functional |Intersects With t >cop AST-04.1 urity, P " . 5
s Classification resilience control applicability by
processed, stored, or transmitted by the hardware identifying, assigning and
R PRSI rTenTurgamzatoruereu sy sterT EXTST 10 TTTaTK SySTETTT TTaraware
hardware components] indicating the impact level or components indicating the
PE-22 IComponent Marking|classification level of the information permitted to be Functional |Intersects With|Component Marking| PES-16 [impact or classification level of 5
processed, stored, or transmitted by the hardware the information permitted to be
ERRRMARPETUETS, urETTIVES, TEgUTaTUTS, pUTCres; Statutor PrAGRSHRAITS eXRA-BSFaR Rt e
Policy and standards, and guidelines; and2. Procedures to Regulatol y,& identification and
PL-01 Y facilitate the implementation of the planning policy Functional Subset Of 9 Y CPL-01 |implementation of relevant 10
Procedures Contractual
and the associated plannlng controls b De5|gnate an Compliance statutory, regulatory and
r L
AR ARSI UErS R RS TR R fGS Pofreress A - -
Policy and standards, and guidelines; and2. Procedures to Technology :jn;\’jleelgqen:;antt'oa::\gf;f'I‘?ir:i!gon
PL-01 Proceydures facilitate the implementation of the planning policy Functional Subset Of Development & TDA-01 strate ?es contract tqools and 10
and the associated plannlng controls b. Designate an Acquisition procurgement methods to meet
LA A officiall t
EARRiaRRAs et PR, SRS hbncRar — - - - -
oty o [Fenatis, and suidenes,and?. Procedures o
PL-01 Proce{iures facilitate the implementation of the planning policy Functional |Intersects With! pCom liance & Y| Gov-03 Resilier{n’:e Propram (SCRP) 5
and the associated planning controls b, Deslgnate an Resilienpce Program including polic?es standards and
N ot £5 ,
EARRiaRRABtoers: HECHRRE LR poncRar p - v A -
oty ona_[Fendaris, and guidenes:snds. procedures o
PL-01 Proce{iures facilitate the implementation of the planning policy Functional |Intersects With Re’s)ilience GOV-02 groceddres necessary for secure 5
?nd the associated planmng controls b IDleflgnate an Documentation compliant and resilient
ARty RGeS |u| fredydtisn o manasy -
cystem Securty XM Elvant conrol baseles or overays, e oo (47
PL-02 yster 4 applicable;12. Describe the controls in place or Functional [Intersects With: A I1A0-03.1 . 5
and Privacy Plans -+ " A Organizational stakeholders before conducting
planned for meeting the security and privacy Entities such activities in order to reduce
ERPFRERY Fedpftefiema-otane syRert i itrsirfty - - - -
. p Applied Security, Mechanisms exist to generate
System Security any ,'e'e"a”t cantrol ‘baselmes or overlays, if . : C%?npliance an)d authoritative documegntation
PL-02 and Privacy Plans applicable;12. Describe the controls in place or Functional |Intersects With Resilience Controls IAO-03 (e System Security Plan (SSP)) 5
Yy planned for meetlng the securlty and prlvacy N 'g'.' Yy y
iddin, Documentation that:
ERRHBRERY FeiRfefiefa- fatHene Sy Rerp Y- HRsIRfy I GO SUTITCTE T UeTaTTo
System Security [2"Y relevant control baselines or overlays, if Network Diagrams assess the security of the
PL-02 an{j Privac Plar‘{s applicable;12. Describe the controls in place or Functional [Intersects With: & Data Flow AST-04 |network's architecture; 5
Yy planned for meetlng the securlty and privacy Diagrams (DFDs) (2) Reﬂect the current
£ H) £ th
Gt BieT fRyTareraiiniodrsany aieritfee
to abide by the rules of behavior, before authorizing Terms of :mpIo;c/e::rzggucrtlntnt;a‘%%r:t;u
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With Employment HRS-05 p‘:(ftgctiy(m principlels in their daily 5
update the rules of beraﬂ\{llor [A§5|gfmer;t i, work to enable secure, compliant
ffaratg ARy HEeereaa trrdSdiff diftragree
to abide by the rules of behavior, before authorizing ?Lfliespg?gfhaar;?og?gfgﬁgt:geof
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With| Rules of Behavior | HRS-05.1 technologies, includin 5
update the rules of behavior [Assignment: gies, 9
PR T edd D consequences for unacceptable
R AA R ee et bR SRR Ui Rragree - - -
to abide by the rules of behavior, before authorizing Technology Use uM;Chea?essrtT;iscgzlr?E ;r;]sstabllsh
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With! 109y HRS-05.3 [4Sa9 N : 5
. > 3 Restrictions implementation guidance for
update the rules of behavior [Assignment: organizational technologies
rutes UrDETavor T {BF3RIE SRR ERR I REHRGR PSS R R S RreTTrar UTUETTaVIOT Tt COTTTanTT EXPITCTT
Social Media and |sites/applications;b. Posting organizational information Social Media & restrictions on the use of social
PL-04(01) External on public websites; andc. Use of organization-provided | Functional Equal Social Networking | HRS-05.2 |media and networking sites, 10
Site/application |dent|ﬁers (e.g., email addresses) and authentlcatlon Restrictions posting information on
L D icti L o] el Arehar
FRETTRIGSH YRR O TARS réaafiRf
Security and :g(tjewlglézg |ito[):zfirlsb\f hg‘:'t :EZ Z';]ctr;':eﬁ;:res are Alignment With practices, with consideration for
PL-08 Privacy archgi]tecture' and4 De‘;‘éribe any assupmptions about Functional |Intersects With Enterprise SEA-02 |security, compliance and 5
Architectures and dependencies on, external systems and services;b. Architecture resilience p'nrl\/uples that . L
Mechanisms exist to develop,
PL-10 Baseline Selection |Select a control baseline for the system. Functional Equal Secure Baseline CFG-02 [document and maintain secure 10
Configurations baseline configurations for
Technology Assets, Applications
actions that are specific to:
~ " - Tailor the selected control baseline by applying : " - g (1) Mission / business functions;
PL-11 Baseline Tailoring specified tailoring actions. Functional Equal Baseline Tailoring | CFG-02.9 (2) Operational environment; 10
3) Specific threats or
Information coordination among organizational entities responsible Com ”anZé & implementation of securit
PM-01 Security Program |for information security; and4. Is approved by a senior | Functional Subset Of -0mp) GOV-01 plen i Y 10
Plan ofﬁclal W|th responsibility and accountablllty for the Resilience Program compliance and resilience
" ot (SCRP) governance controls.
HffrriatnerEntdess Sie tatiphatressKeftcs e — - - - -
Information coordination among organizational entities responsible Jedlaq(delcofp\genciv:it& gl:::r?tn'S?j:x;z(nt:erzv'ew the
PM-01 Security Program |for information security; and4. Is approved by a senior | Functional |Intersects With pCompIiance & Y1 Gov-03 Resilien/(':e Program (SCRP) 5
Plan ?I'z'/c'halI:V,"t'lr?ieoﬂsr'b”'ty and accountablllty for the Resilience Program including policies, standards and
HihriatonarERtdes M daiiprahres Reftcs e — - —— - -
Information coordination among organizational entities responsible Pu%fr:'nl?aiigugty' moalilgiteasmsat;gdda'fsgr::éate
PM-01 Security Program [for information security; and4. Is approved by a senior | Functional |Intersects With ReSiIience GOV-02 Sroceddres necessary for secure 5
Plan ofﬁaal W|th respon5|b|I|ty and accountablllty for the Documentation compliant and resilient
Information Ap;;mﬂt a senior agsncy information sedcurlty ogﬁce: Aszigned Secugty, the miﬁsion and resourzes to
-~ ; with the mission and resources to coordinate, develop, . . ompliance g centrally-manage, coordinate,
PM-02 Sl_eecaudrle'(r)/s':ro%roalgl implement, and maintain an organization-wide Functional Intersects With Resilience GOv-04 develop, implement and 5
P information security program. Responsibilities maintain an enterprise-wide
Information exceptions to this requirement;b. Prepare Security, requests, including the resources
PM-03 Security and documentation required for addressing information Functional Equal Compliance & PRM-02 needed to implement the 10
Privac Reysources security and privacy programs in capital planning and 4 Resilience Resource Security, Compliance &
Y investment requests in accordance with applicable Management Resilience Program (SCRP) and
@TTa TTTEta ey, 2, DUCUTTENTC UTe TeMTeuTar MToTMatrorT - -
Plan of Action and security, privacy, and supply chain risk management Vulnerability vjﬁzla,g;”n;ise?:i tomenes:JIre that
PM-04 Milestones Process actions to adequately respond to risk to organizational | Functional |Intersects With Remediation VPM-02 identified, tracked gndp y 5
operations and assets, |nd|V|duaIs other organizations, Process di t'd
A fRaniehif 20 SRR BT AR AR TR 0] Risk associated with the
Plan of Action and security, privacy, and supply chain risk management Capabilities deficiency(ies);
PM-04 h actions to adequately respond to risk to organizational | Functional |Intersects With - . IAO-05 L 5
Milestones Process Deficiency Tracking (5) Source deficiency
opirfflozs fmd assegsl\mdlwduals other orgamzatlons identification/detection;
TETITATITSTITS EXTST (U TaCTTtate art
’ . P IT Asset Management (ITAM)
PM-05 System Inventory Egéif:cs?g#?ndf;:tgﬁjsé?Zgz%ﬁ;g:%i’:fg;g;gzﬁned Functional |Intersects With| Asset Governance | AST-01 [program to implement and 5
’ manage asset management
Mechanisms exist to perform
-~ Develop and update [Assignment: organization-defined . 5 . y inventories of Technology Assets,
PM-05 System Inventory frequency] an inventory of organizational systems. Functional |[Intersects With| Asset Inventories | AST-02 Applications, Services and/or 5
Data (TAASD) that:
Measures of ~ [Pevelop, monitor, and report on the results of A ompliance & Contraly-manage. coordinate
PM-06 Performance information security and privacy measures of Functional |Intersects With Regilience GOV-04 developy impler%e'nt and ' 5
performance. Responsibilities maintain an enterprise-wide
TTETITATITSTITS EXTST TU UEVETOP;
Develop, monitor, and report on the results of report and monitor Security,
PM-06 &?;fnzeaigé information security and privacy measures of Functional |Intersects With ;’Ieerfaosrunl;?'\gg GOV-05 [Compliance & Resilience 5
performance. Program (SCRP) measures of
—— - - - RTAFRAESGy-recogmzeuteauny
Algnmen Wi
PM-07 ; . . e ! g Functional |Intersects With! Enterprise SEA-02 |security, compliance and 5
Architecture resulting risk to organizational operations and assets, Architecture resilience r|nc| les that
individuals, other organizations, and the Nation. p p L
/Address information security and privacy issues in the Business Continuity Mechanlsms exlst to facilitate the
-~ Critical development, documentation, and updating of a . : ~ implementation of contingency
PM-08 Infrastructure Plan |critical infrastructure and key resources protection Functional Intersects With SMS(Z?:};?QE\;I\;) BCD-01 planning controls to help ensure 5
plan. Y resilient Technology Assets,
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PR STRM STRM
FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control (SCF) o Relationsh
Control Description i
/Address information security and privacy issues in the Statutory, identication and o e
PM-08 Critical de_v_elopment, documentation, and updating ofa_ Functional |Intersects With Regulatory & CPL-01 |implementation of relevant 5
Infrastructure Plan |critical infrastructure and key resources protection Contractual |
blan. Compliance statutory, regu atory and
systems; and2. Privacy risk to individuals resulting Mechanisms exist to facilitate the
" Risk Management [from the authorized processing of personally . Risk Management g implementation of strategic,
PM-09 Strategy identifiable information;b. Implement the risk Functional Equal Program RSK-01 operational and tactical risk 10
imanagement strategy consistently across the management controls.
— TTETITATITSTITS EXTST (U TaCTTTaTe U
PM-10 iyl AN e A . Functional Equal Assurance (IA) IAO-01 |compliance and resilience 10
Process roles and responsibilities within the organizational risk Operations assessment and authorization
management process; andc. Integrate the P
- — — PR resutmy TSRO
Mission and operaporss, organézta;mnaItessletsalgdgnfualsl, other B P organizational operations, assets,
PM-11 Business Process |°rdanizations, and the Nation; andb. Defermine Functional Equal usiness Process | ppym.06  |individuals and other 10
Definition information protection and personally identifiable Definition or anlzatlons and
information processing needs arising from the defined g
Mechanlsms exist to |mp|ement
PM-12 Insider Threat Implem_en_t an in_sid_er threat program that in_cludes a Functional Equal Insider Threat THR-04 [2" insider threat program t_ha_t 10
Program cross-discipline insider threat incident handling team. Program includes a cross-discipline insider
threat incident handling team.
. . N . ) Mechanisms exist to define
Security and Establish a security and privacy workforce . : Defined Roles & :
PM-13 . F Functional |Intersects With iyt HRS-03 |cybersecurity roles & 5
Privacy Workforce |development and improvement program. Responsibilities responsibilities for all personnel.
Security, Mechanisms exist to facilitate the
PM-13 b _Securlty and Establish a security and privacy workforce Functional |Intersects With Cpmpllance & SAT-01 implementation of security 5
rivacy Workforce |development and improvement program. Resilience-Minded workforce development and
Workforce awareness controls.
PTIVaCy TESTIg, UramiTTy,; & MToTToTTTg aTvItes - -
Perone 22 70
PM-14 and I\%Bnitoringg' developed and maintained; and2. Continue to be Functional |Intersects With Training & 9 PRI-08 activitgi"es for Pegrsonal Data (PD% 5
executed andb Rfewew testlng tralnlng and Monitoring Controls.
pllvuk.y s L|||g, TR TG |||u|||Lu||||g aTTvTTES: - - -
e o
PM-14 and n?lé)nitorin 9 developed and maintained; and2. Continue to be Functional [Intersects With: Resilienpce Controls CPL-02 function that reports to trg1e 5
9 executed andb. Review testlng tralnlng and o . PR P :
| £ versight organization's executive
ARG RS SR Rt gemtatdbrigemysecary - — - =
Security and and privacy education and training for organizational Threat Intelligence L?];Otrgit'ﬁ%iﬁ;g%h?pab'I'ty
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional |Intersects With Progran’? THR-01 development of the system and 5
Associations securlty and pnvacy practices, ‘:(.e'cr:\rllgue“smand i security architectures, selection
AR ERftfeT - PeraGttaReoTRiutig SRty . - —
Security and and privacy education and training for organizational Contacts With ?J?f)ercgﬁ?zgﬂzﬁzfmgrzggnté?-m'ng
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional |Intersects With! Groups & GOV-07 ) Mgintain curreﬁc with ! 5
Associations security and privacy practices, techniques, and Associations Yy N
eolaci de Te e " it " recommended cybersecurity and
. information-sharing capability
Implement a threat awareness program that includes a . ! A
Threat Awareness i N "+ L . ... | Threat Intelligence that can influence the
PM-16 Program tcf:(:es:ﬁ;gtzmzaetr:gg information-sharing capability for Functional |Intersects With Program THR-01 development of the system and 5
9 . security architectures, selection
(r:'our:;—:IIIgg unclassified information that is processed, stored or / Regulated Data on Mechanisms exist to ensure that
PM-17 Unclassified transzﬂtted on :xterr_al ks;?/stlems, are |mp|eme(|11ted in Functional Equal Tech E)iternaAI DCH-13.3 the req_ulren;ents _fo_r the | 10
Information on accordance WI‘tl applicable laws, executive orders, echnology ssets, protection of sensitive/regulated
N directives, policies, regulations, and standards; andb. Applications and/or data processed, stored or
T OUTEr PrvaTy OTCrars ara StaTr arma UTer B - m
Privacy Program responsibilities;4. Describes management Data Privac ?f:clke?r:]eirpastii):sat:g ;azll'lat?igentgfe
PM-18 ;Ian 9 commitment, compliance, and the strategic goals and Functional Equal Program Yy PRI-01 dafa protection contro‘I)s 10
objectlves of the privacy program; 5 Reﬂects throughout the data lifecycle to
FRHRRESErRt ARGt GifeRe ra-pRYEETFREPRRED — —
Privacy Program authority, mission, accountability, and resources to Chief Privac :glss;:l?'zvesaigocli)r:)tradbilr::{eazzvelo
PM-19 y Prog coordinate, develop, and implement, applicable Functional Equal ) Y PRI-01.1 N o P 10
Leadership Role N N A N Officer (CPO) and implement, applicable data
privacy requirements and manage privacy risks : -
Y P il s privacy requirements and
A o P - - — PUDTCIy avananTe trrougrT
Diseminatonor 1% 5c25 G iermadn aboutorgezofond pivcy e Crgaizatone webstes o
PM-20 Privacy Program fficial f : b. E that izati Ig Y| Functional Equal P Y PRI-01.3 |document repositories; 10
Information othcial for privacy;b. Ensures that organizationa rogram (3) Utilize publicly facing email
privacy practices and reports are publicly available; Information ndliar nhane inas &
TTIVaTy FTOgTanT foTgaTiZEu TIT-a Way UTat IS €asy U uTaerstarmaarmr 4 c -
Information | navigate;b. Provide information needed by the public M?cgzsesgnastaexﬁlg notice(s)
PM-20(01) Privacy Policies on [to make an informed decision about whether and how Functional Equal Data Privacy Notice| PRI-02 available to indpividuayls upon first 10
Websites, to interact with the organization; andc. Are updated N N " pon’
Licati h th izati L. h i interacting with an organization
information of the individual or organization to which Mechanisms exist to provide data
- Accounting of  [the disclosure was made;b. Retain the accounting of : Accounting of ~ subjects with an accounting of
PM-21 Disclosures disclosures for the length of the time the personally Functional Equal Disclosures PRI-14.1 disclosures of their Personal Data 10
identifiable information is maintained or five years (PD) controlled by:
Personally identifiable information across the information life ;"n‘;:é‘r‘i’t'yu;wéyi'r::éi;“‘”Ly'
PM-22 ldentifiable Icycle;b. Correcting or deleting inaccurate or outdated | ¢\ tional [intersects witn| ~ Data Quality PRI-10 [determination and de- 5
Information Quality [personally identifiable information;c. Disseminating Management |dent|ﬁcat|on of
Management notice of corrected or deleted personally identifiable )
Personally identifiable information across the information life T0><|c or Tr|V|a| (RO'I‘I') data to
- Identifiable cycle;b. Correcting or deleting inaccurate or outdated . : Data Quality - ensure the accuracy, relevance,
PM-22 Information Quality [personally identifiable information;c. Disseminating Functional  |Intersects With Operations DCH-22 timeliness, impact, completeness 5
Management notice of corrected or deleted personally identifiable and de-identification of
TTETITATITSTITS EXTST (U ESTanTSTT &
Data Governance Establish a Data Governance Body consisting of Data Management written charter for a Data
PM-23 Bod [Assignment: organization-defined roles] with Functional |Intersects With Boarg PRI-13 [Management Board (DMB) and 5
y [Assignment: organization-defined responsibilities]. assigned organization-defined
ERigfd-thny Sorectvy;
Establish a Data Governance Body consisting of . integrity and impact
PM-23 Data Gé)ovdernance [Assignment: organization-defined roles] with Functional |Intersects With S:Eaa Qeu;le'tnyt PRI-10 [determination and de- 5
Y [Assignment: organization-defined responsibilities]. 9 identification of
ERGSIH e PIRRLES I RS fus
Data Governance Establish a Data Governance Body consisting of and procedures so that
PM-23 Bod [Assignment: organization-defined roles] with Functional |Intersects With| Data Governance | GOV-10 [sensitive/regulated data is 5
y [Assignment: organization-defined responsibilities]. effectively managed and
il
Establish a Data Integrity Board to:a. Review proposals :;gda;)‘;oi:;:reg‘;g%ﬁzt:mqu'u
- Data Integrity  [to conduct or participate in a matching program; andb. . . ~ o .
PM-24 Board Conduct an annual review of all matching programs in Functional |Intersects With| Data Governance | GOV-10 Z?fresclttil\\l/gllreg:l:ategdd:?cjIS 5
which the agency has participated. ainEain y,‘ in 9 ith
Establish a Data Integrity Board to:a. Review proposals :N‘:i:t'en"cbl;grt‘e:r 'fT:)LrL; Sa‘t‘;w ma
PM-24 Data Integrity  [to conduct or participate in a matching program; andb. Functional |Intersects With Data Management PRI-13  |Management Board (DMB) and 5
Board Conduct an annual review of all matching programs in Board assi r?ed organization-defined
which the agency has participated. 9 h gmm
Establish a Data Integrity Board to:a. Review proposals :"n”t:'éﬁt'y”;'r;'(;yl’rr“’;;;""”Ly'
- Data Integrity  [to conduct or participate in a matching program; andb. . . Data Quality ~ HAN _
PM-24 Board Conduct an annual review of all matching programs in Functional  Intersects With Management PRI-10 ?deets{:;‘ég?ﬂ?\no?nd de 5
which the agency has participated. itialranulatad data accac
Establish a Data Integrity Board to:a. Review proposals Personal Data (PD) Mechanisms exist to ensure the
- Data Integrity  [to conduct or participate in a matching program; andb. : : - accuracy and relevance of
PM-24 Board Conduct an annual review of all matching programs in Functional Intersects With Alc:tuerarci%/ & PRI-05.2 Personal Data (PD) throughout 5
which the agency has participated. grity the information lifecycle by:
Establish a Data Integrity Board to:a. Review proposals Mechanisms exist to publish
- Data Integrity  [to conduct or participate in a matching program; andb. . ..+ | Computer Matching -~ Computer Matching Agreements
PM-24 Board Conduct an annual review of all matching programs in Functional Intersects With Agreements (CMA) PRI-02.3 (CMA) on the organization's 5
which the agency has participated. public website(s).
Establish a Data Integrity Board to:a. Review proposals Automated Data |/Automated mechanisms exist to
- Data Integrity  [to conduct or participate in a matching program; andb. : " - adjust data that is able to be
PM-24 Board Conduct an annual review of all matching programs in Functional Intersects With MSP;cZiTeint PRI-02.2 collected, received, processed, 5
which the agency has participated. stored, transmitted, shared,
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arra arerm o, o aTTouTTt U = = n
Izzrnst?gaal!)l?; personally identifiable information used for internal Usage Restrictions {‘:’Ioellcehcatirl:sméséiljitnm reﬁ:ttg:ecstsin
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional |Intersects With| of Personal Data PRI-05.4 storing t%ansmittin% Zharing 9 5
Testing, Training, the use of personally |dent|ﬁab|g mformatlon when (PD) and/or updating Personal Data
esreRtR e B nffhAf S e o tiieor B - pm
Izzﬁt‘i}f?:g?le personally identifiable information used for internal Collection g’leerg:)?,g'fgi :?:Eggﬁytﬂlrzeed to
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional |Intersects With! Minimization END-13.3 minimize the coIIectio?\ of 5
Testing, Training, the use of personally |dent|ﬁab|g |[\format|on When information about individuals.
% o £o
ShePrifesre Rt e o At iRZe e akie e - . ——
Pers‘?'?a”y personally identifiable information used for internal PR - Mechanlsms exist to minimize
Identifiable . s N . . Minimize Visitor the collection of Personal Data
PM-25 N . _|testing, training, and research purposes;c. Authorize Functional |Intersects With! PES-06.5 N P 5
Information Used in the use of ersonall Identlﬁable Informatlon when Personal Data (PD) (PD) contained in visitor access
Testing, Training, p 4 records.
esreRtR e B ffhAfAS re o tiie o TTCETTTar Useor - -
IZZﬁ?f?:g?; personally identifiable information used for internal Personal Data (PD) uM:ecg?g:ggnea)lqﬁ)taig nggefzsr the
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional |Intersects With For Testing, PRI-05.1 internal testing, training and 5
Testing, Training, trle‘?se of personally ﬁ?ﬂtfeble |nformat|o:1m\tv‘hen Tralnlng and research that:
CUCRRSEEC i Vi =1yl s (13110 P caes Cac Dol el —
Personally bersonally identifiable information used for internal lelt Sensltlve/ the use of sensitive/regulated
Identifiable H S N . " Regulated Data In data for research, testing, or
PM-25 N . _|testing, training, and research purposes;c. Authorize Functional |Intersects With! A e DCH-18.2 o : ! 5
Information Used in the use of ersonall |dent|ﬁab|e |nformat|on when Testing, Training & training, in accordance with
Testing, Training, P Y L Research authorized, legitimate business
necessary for successfully ﬁllng complamts c. Tracking Mechanisms exist to maintain a
- Complaint mechanisms to ensure all complaints received are . : User Feedback -~ process to efficiently and
PM-26 Management reviewed and addressed within [Assignment: Functional  Intersects With Management PRI-06.4 effectively respond to requests, 5
organization-defined time period];d. Acknowledgement complaints, concerns or
necessary for successfully filing complaints;c. Tracking Mechanisms exist to maintain a
PM-26 MCompIamt me_chanlsms to ensure all gor_nplalnt_s recelve.d are Functional |Intersects With Appeal _AQVerse PRI-06.3 |Process for data subjec_t§ to 5
anagement reviewed and addressed within [Assignment: Decision appeal an adverse decision.
organization-defined time period];d. Acknowledgement
OTgaTZaUoT=UETTEU UVETSTgTIT DUUTES] TU UETOTISTrate - -
accountability with statutory, regulatory, and policy Documenting Data II;AeercsP;igllslg)nastae)((::’SI;)to g)occei::ﬁnt
PM-27 Privacy Reporting |privacy mandates; and2. [Assignment: organization- Functional Equal Processing PRI-14 activities that coverz collectiogn 10
defined oLfflaals] and other personnel with Activities receiving, processing, storage,
and risk monitoring;3. Prlorltles and trade-offs (2) Constraints affecting risk
~ : . considered by the organization for managing risk; : . . ~ assessments, risk response and
PM-28 Risk Framing and4. Organizational risk tolerance;b. Distribute the Functional Equal Risk Framing RSK-01.1 risk monitoring; 10
results of risk framing activities to [Assignment: (3) The organizational risk
. security and privacy management processes with P Mechanisms exist to develop a
Risk Management : : A Supply Chain Risk o
- . |strategic, operational, and budgetary planning . . g plan for Supply Chain Risk
PM-29 Program Leadership processes; andb. Establish a Risk Executive (function) Functional  Intersects With Management RSK-09 Management (SCRM) associated 5
Roles (SCRM) Plan
to view and analyze risk from an organization-wide with the development,
Risk Management security and privacy management processes with Assigned Security, the mission and resources to
~ . |strategic, operational, and budgetary planning : : Compliance & - centrally-manage, coordinate,
PM-29 Prograrg(l).lzasdershlp processes; andb. Establish a Risk Executive (function) Functional [Intersects With Resilience GOv-04 develop, implement and 5
to view and analyze risk from an organization-wide Responsibilities maintain an enterprise-wide
Risk Management security and privacy management processes with Mechanisms exist to facilitate the
- . |strategic, operational, and budgetary planning . : Risk Management g implementation of strategic,
PM-29 Prograrr};(;eeasdershlp processes; andb. Establish a Risk Executive (function) Functional Intersects With Program RSK-01 operational and tactical risk 5
to view and analyze risk from an organization-wide management controls.
GCYUTSTIOTT, T TETTaTICE, aTTa- UTSpoSaT UT SySTerTs, - -
Supply Chain Risk |system components, and system services;b. Supply Chain Risk Dﬂ:ﬁh%';'gzns ?x'é;;?nd:ivsibp a
PM-30 Management Implement the supply chain risk management strategy | Functional Equal Management RSK-09 E/Iana eme?\? %’SCRM) associated 10
Strategy consistently across the organization; andc. Review and (SCRM) Plan 9
s ot el riel with the development,
Management - TTECTTATTTSTITS EXTST o TusToTTT
N : P . . Customized develop critical system
PM-30(01) Stra;?%yrilif:lpé)rllers Iriiesﬁgﬁlg;gm'igfE:?r?nifseis:ssu?Egﬁ;i:facnrét'sc:,lw?cres Functional |Intersects With| Development of TDA-12 |components, when Commercial 5
Mission-essential gies. p ' ’ Critical Components Off The Shelf (COTS) solutions
Management Criticality Analysis Mechanlsms exlst to require the
PM-30(01) Strategy | Suppliers Id‘entllfy, prioritize, and assess suppliers of critical or Functional |Intersects With During TDA-06.1 developer qf th_e Technology . 5
of Critical or mission-essential technologies, products, and services. Development /Asset, Application and/or Service
Mission-essential P (TAAS) to perform a criticality
Management Third-Party Mechanisms exist to identify,
- Strategy | Suppliers|ldentify, prioritize, and assess suppliers of critical or : . i " prioritize and assess suppliers
PM-30(01) of Critical or mission-essential technologies, products, and services. Functional  Intersects With Ascsgggswhetxts TPM-02 and partners of critical 5
Mission-essential Technology Assets, Applications
organization-defined assessment frequencies] for M . . L
i i . i itori : echanisms exist to facilitate the
PM-31 F:ontmuous contro_l ef_fectlvenes_s, c Ongollng‘momtorlng of . Functional Subset Of Cont‘mugus MON-01 |implementation of enterprise- 10
Monitoring Strategy|organizationally-defined metrics in accordance with the| Monitoring wide monitoring controls
continuous monitoring strategy;d. Correlation and 9 .
AITaTy ZE TASSIgITITETT UrgaTZaUoT=UeTTed Sy STETTS T - - p
systems components] supporting mission essential mie;:sl'i\[a’gll;Tssineexgz‘_tctr?tir?;n|tor
PM-32 Purposing services or functions to ensure that the information Functional Equal Purpose Validation | GOV-11 Technology Assets, Applications 10
resources are being used consistent with their 9y ; APP
. dod aurnac, and/or Services (TAAS) to ensure
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
PS-01 Policy and Procedures to fa_cllltatg the |mp|ementa_t|on of the Functional |Intersects With Complll_ance & GOV-02 policies, standards and 5
Procedures personnel security policy and the associated personnel Resilience procedures necessary for secure,
security controls;b. Designate an [Assignment: Documentation compliant and resilient
regulations, policies, standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
g Policy and Procedures to facilitate the implementation of the . -, | Update of Security, g Security, Compliance &
Ps-01 Procedures personnel security policy and the associated personnel Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), >
security controls;b. Designate an [Assignment: Resilience Program including policies, standards and
. regulations, policies, standards, and guidelines; and2. Human Resources Mechanisms exist to facilitate the
Policy and Procedures to facilitate the implementation of the . N . A
PS-01 N N N Functional Subset Of Security HRS-01 |implementation of personnel 10
Procedures personnel security policy and the associated personnel Management security controls
security controls;b. Designate an [Assignment: 9 Y .
@ ASSIYIT a TTSK UESTgITatoTT 0 al UrgariiZatiorrar - -
Position Risk positions;b. Establish screening criteria for individuals Recz?:ep:;teenntgyfor :Fggs:;istm.?»;:fetdto:sr}tsiz;it:fet
PS-02 ; : filling those positions; andc. Review and update Functional |Intersects With quir HRS-03.2 Y ted positic 5
Designation osition risk desi natlons [Assignment: organization- Security-Related staffed by qualified individuals
pos| A frerion 9 9 9 Positions who have the necessary skill set.
dofssdniatiiaedgranomtoamorgarzatoTmar ——
Position Risk positions;b. Establish screening criteria for individuals Position ;a):isonnilgel as?'icsLlL”(EésrilsEabt)i/on to all
PS-02 Desi h filling those positions; andc. Review and update Functional |Intersects With! PR HRS-02 'gning gne 5
esignation osition risk designations [Assignment: organization- Categorization positions and establishing
oo F g‘ g org screening criteria for individuals
geSerEfr RS priorto-autorzimgaccess o tTe - -
Personnel system; andb. Rescreen individuals in accordance with personnel M:égiwgln?ece:ﬁ:t t:)isnl:?)nage
PS-03 Screening [Assignment: organization-defined conditions requiring | Functional Equal Screening HRS-04 §creening individli/als prigr to 10
rresclrleenlng and, where rescreenlng is so indicated, the authorizing access.
authenticators and credentlals associated with the Mechanisms exist to govern the
Personnel individual;c. Conduct exit interviews that include a . Personnel o P
Ps-04 Termination discussion of [Assignment: organization-defined Functional Equal Termination HRS-09 ;er;mll‘;'nart"llz?]tof individual 10
information security topics];d. Retrieve all security- ploy 3
USE [ASSIYTTIIENT, UrgaMZatioT=ueTTeu autoTated - -
Personnel mechanisms] to [Selection (one or more): notify Automated nMoatr:fg/ Igr‘enr;trI\tty(m\‘/jl)Ac;resiinel or
PS-04(02) Termination | [Assignment: organization-defined personnel or roles] Functional Equal Employment Status| HRS-09.4 roles 8pon terminatipon of an 10
Automated Actions Sfcn;\dlwijucallIt:erml]natlon actions; disable access to Notifications individual employment or
BV GER RS AEAS R ate pAssTgrTITETIC UryaTTZatoTE Mechanisms exist to adjust
defined transfer or reassignment actions] within logical and physical access
PS-05 Personnel Transfer [[Assignment: organization-defined time period Functional Equal Personnel Transfer | HRS-08 a\?thorizatiol:\syto Technology 10
followmg the formal ﬁra’z\ffer action];: c Modlfy access Assets, Applications and/or
DTSTIUSUTE AYTEETTTETTTS (INDAST OT
PS-06 Access Agreements farcege\;esnt%y‘]j’rgggicz'a\{ggz ?E?Jrhqglt\giu::drse?;gmg:1' Functional |Intersects With! Confidentiality HRS-06.1 Zin:ielz:nce?'\rg(:ﬁgii?g%ct the 5
9 Sign appropriate access agreements prior to being Agreements . 9
3 . needs to protect data and
granted access; and2. Re-sign access agreements to AR RG kRS P FRAH
frequency]; andc. Verify that individuals requiring et I'""'d TT'ZL RA i
access to organizational information and systems:1. . : internal and third-party users to
PS-06 Access Agreements Functional |[Intersects With| Access Agreements| HRS-06 |[sign appropriate access 5

Sign appropriate access agreements prior to being
granted access; and2. Re-sign access agreements to

agreements prior to being
o
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PS-07 Extergzlcssigonnel [Assignment: organization-defined personnel or roles] Functional Equal 12:202?_::?/ HRS-10 ;Zﬂ?ﬁ'ggu?i?g ?:n:lé‘lji::getggg;or 10
of any pelrsoEnel transfers or terminations of external resilience roles and
and privacy policies and procedures; andb. Notify Mechanisms exist to sanction
g . [Assignment: organization-defined personnel or roles] . . ~ personnel failing to comply with
Ps-08 Personnel Sanctions)ihin [Assignment: organization-defined time period] Functional Equal Personnel Sanctions| HRS-07 o 2hlished security policies, 10
when a formal employee sanctions process is initiated, standards and procedures.
- Incorporate security and privacy roles and X Mechanisms exist to define
PS-09 Depsiiimggns responsibilities into organizational position Functional Equal 222”5:5?;:%5:5‘ HRS-03 |cybersecurity roles & 10
P descriptions. P responsibilities for all personnel.
EXECUTIVE UTUETS, UMECTVES, TEYUIatoTTs, POTCIES; — - - - -
Policy and standards, and guidelines; and2. Procedures to JeélaotdelcofRS\e”ceuv:it& g:cc‘i‘r?tn'ngrsx;isatntgergv'ew the
RA-01 Proceydures facilitate the implementation of the risk assessment Functional |Intersects With pCompIiance & Y| Gov-03 Resilienyc'e Program (SCRP) 5
pollcy and therassooated rlsliﬂasrs;sment controls b. Resilience Program including policies, standards and
ERSRRE GRS SRR APES FRYBIZR IR RS IRAES, > - —
Policy and standards, and guidelines; and2. Procedures to Risk Management ?rﬂ\‘?clre?;TastieoﬂSotft:t::;:emtiite e
RA-01 Y facilitate the implementation of the risk assessment Functional Subset Of 9 RSK-01 plem : gic, 10
Procedures 0|IC and the aSSOC|ated risk assessment controls;b. Program operational and tactical risk
p Y fa i ol management controls.
BRsiRife Grths: uncLlet: SregRtERidne SRS —= - — = - -
rotcyona_[fendaris and guidlnes:andz. procedures o
RA-01 P Y facilitate the implementation of the risk assessment Functional |Intersects With Pl Gov-02 |P ' 5
rocedures 0|IC and the aSSDC|ated risk assessment controls b, Resilience procedures necessary for secure,
p y oL Documentation compliant and resilient
Serienincradfshiteppvamrriztiesaaing - - -
Mechanisms exist to categorize
N categorization results, including supporting rationale, : : i
RA-02 Secu_rlty_ in the security plan for the system; andc. Verify that Functional Equal Rlsk-Based_ Se_curlty RSK-02 Tech_nology Assets, Appllcatlon_s, 10
Categorization Categorization Services and/or Data (TAASD) in
the authorlzmg official or authorlzmg ofﬁclal N A
accordance with applicable laws,
rlsk management decisions from the organlzatmn and Functional Review Mechanisms exist to regularly
. . mission or business process perspectives with system- . : Of Security, N review Technology Assets,
RA-03 Risk Assessment level risk assessments;c. Document risk assessment Functional  Intersects With Compliance & CPL-03.2 /Applications and/or Services 5
results in [Selection (one): security and privacy plans; Resilience Controls (TAAS) for adherence to the
risk management decisions from the organization and Mechanisms exist to conduct
RA-03 Risk Assessment [[1SSion or business pr9cess perspectives with system- Functional |Intersects With| Risk Assessment RSK-04 |ECUrring assessments of risk 5
level risk assessments;c. Document risk assessment that includes the likelihood and
results in [Selection (one): security and privacy plans; magnitude of harm, from
COTTPOTTETTTS, aTU- SySTETT SETVITES ], alub. UpUate UTe - - -
Risk Assessment | |supply chain risk assessment [Assignment: Supply Chain Risk g’lsescezasns'zmsl e>é|rs;itnor;ijsekr;od|cally
RA-03(01) Supply Chain Risk |organization-defined frequency], when there are Functional Equal pApssyessment RSK-09.1 associategm)i,th Technology 10
Assessment 5|gn|ﬁcant charlges to the relevant supply chain, or Assets, Applications and/or
TTETITATITSTITS EXTST T UeTETT
RA-05 Monitoring and ~ [-S3¢ PTC suring ity Functional (Intersects With: priity VPM-06 |errors by routine vulnerability 5
impact;c. Analyze vulnerablllty scan reports and results| Scanning N
Scanning A T A o scanning of systems and
from vulnerability monitoring;d. Remediate legitimate Lot
Vulnerability improper configurations;2. Formatting checklists and
" P test procedures; and3. Measuring vulnerability . : Update Tool -~ Mechanisms exist to update
RA-05 Mog'ct;’r:':i% and impact;c. Analyze vulnerability scan reports and results Functional  Intersects With Capability VPM-06.1 vulnerability scanning tools. 5
9 from vulnerability monitoring;d. Remediate legitimate
M‘g:mli'tlz:'ianugma%d Update the system vulnerabilities to be scanned
RA-05(02) Scanning | Update [Se_lectlon (one or mor_e): [Assignment: f)rganlzatlon- Functional |Intersects With Updati_'lrool VPM-06.1 Melchankl)sllr‘ns exist t_o updalte 5
\Vulnerabilities to Be defined fteguency]_, prlo_r_to a new scan; when new Capability \vulnerability scanning tools.
< " \vulnerabilities are identified and reported].
vafefasicy - - -
Monitoring and  |Determine information about the system that is Acceptable m?é::\rgg;jgsise;l;;zoegigr:]eewhat
RA-05(04) Scanning | discoverable and take [Assignment: organization- Functional Equal Discoverable VPM-06.8 discoverable by adversaries and 10
Discoverable defined corrective actions]. Information take corrective actions to
Vulnerability Implement privileged access authorization to Mechanisms exist to implement
RA-05(05) Monltormg and [[Assignment: organlz_atlon—deﬁned system . Functional Equal Privileged Access | VPM-06.3 privileged access aut_h_orlzatlon 10
Scanning | components] for [Assignment: organization-defined for selected vulnerability
Privileged Access |vulnerability scanning activities]. scanning activities.
M\:)L;Iirgsmb”:r{d Establish a public reporting channel for receiving Vulnerability v:ﬁ;?,g;ms %)?lsscﬁot:uel'ztglgélsra?\w
RA-05(11) Scanning |gPuinc reports of vulnerabilities in organizational systems and | Functional Equal Disclosure Program| THR-06 (VDP) to asgist with the secgre 10
Disclosure Program system components. (vop) development and maintenance
WeTE PETTUTTTTEU tU TeTTTeuTate
Respond to findings from security and privacy findings from security,
RA-07 Risk Response [|assessments, monitoring, and audits in accordance Functional Equal Risk Response RSK-06.1 |compliance and/or resilience- 10
with organizational risk tolerance. related:
L1)
TUETTUTY CITUCET Sy STETT COMMPUTTETTTS anu TUTICtoTTS Uy
performing a criticality analysis for [Assignment: Third-Party Mﬁg:g?:gff:;;;g fuentllgr's
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With Criticality TPM-02 gnd partners of critical PP 5
system serYLies] at [Assignment: organlzatl&n deﬁlned Assessments Technology Assets, Applications
ARGRRASIGrEr THES ~UfiG: — - —— 2 -
Policy and Procedures to facllltate the |mp|ementatlon of the Pu%fr:'nl?aiigugty' moalilgiteasmsat;gdda'fsgr::éate
SA-01 Proce{iures system and services acquisition policy and the Functional |Intersects With ReSiIience GOV-02 Sroced\jres necessary for secure 5
assomated system and services acqmsmon con’EroIs b. Documentation compliant and resilient
RS PONES esarmuz: - - -
Policy and Procedures to facmtate the |mp|ernentat|on of the Technology :jrgsleehrjnemn;anttlzr;gfatca|I‘j>ir:}tcilon
SA-01 Proceydures system and services acquisition policy and the Functional Subset Of Development & TDA-01 strateg?es contract t%ols and 10
assouated system and services acquisition con’t‘rols b. Acquisition procurement methods to meet
RS fes armuz: — - - - -
Policy and Procedures to facllltate the |mp|ementatlon of the Jednaotilcong‘e”ci‘?"it& g’leeé:r?tnIsEnosnc‘exllisatntcoergwew the
SA-01 Y system and services acquisition policy and the Functional |Intersects With| ~P . Y| Gov-03 urity, P 5
Procedures assomated B stem and services ac msmon controls b. Compliance & Resilience Program (SCRP),
4 a " Resilience Program including policies, standards and
RS ONES ez - -
Policy and Procedures to facmtate the |mp|ementatlon of the Secure Software Zleclri‘caantliiwss s;ssetdtg:;ifrz
SA-01 Proce{iures system and services acquisition policy and the Functional |Intersects With Development TDA-06 Sg?tware Development Practices 5
assomated system and services acqu|5|t|on controls b. Practices (SSDP) (SSDP P
A
Determlne document and allocate the resources Mechanisms exist to identify and
. Allocation of required to protect the system or system service as . Allocation of -~ allocate resources for
SA-02 Resources part of the organizational capital planning and Functional Equal Resources PRM-03 management, operational, 10
investment control process; andc. Establish a discrete technical and data protection
ECUTILY aTTa PrIvacy COTTSTUETatoNTS, U, DETTTTE ara - -
System document information security and privacy roles and Technology T:acg}zq;?gsjégsggl}enzzzilg: the
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With Lifecycle SEA-07.1 Assets, App{ications and/or 9y 5
Cycle Ilfe‘exflle inn%?tlfy |nd|V|du3Ls having |nformat|oﬂr:M Management Services (TAAS).
Sectity-ant-privacy toRsaerttRTRB - HdiiR Nt - -
System document information security and privacy roles and Develzecmu:ﬂ Life ?he;:a:;strgsr:é(;]s:otlzensAuSrSeetS
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With c Ip SDLC PRM-07 A I‘g L d Sgy A ' 5
Cycle life cycle c. Identlfy |nd|V|duaIs having mformatlon ycle ( ) pplications an for Services
Al Management (TAAS) within the Secure
requlrements,c. Securlty and privacy assurance Minimum Viable Mechanisms exist to design,
; . requirements;d. Controls needed to satisfy the security . : Product (MVP) ~ develop and produce Technology
SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional Intersects With Security TDA-02 Assets, Applications and/or 5
documentation requirements;f. Requirements for Requirements Services (TAAS) in such a way
requirements;c. Security and privacy assurance . . .
. : N . Mechanisms exist to facilitate the
. P requirements;d. Controls needed to satisfy the security : 5 Third-Party - N A sy
SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional |Intersects With Management TPM-01 :'rTaprl\gmeenrf]\tearfti:%g‘frglsrd party 5
documentation requirements;f. Requirements for 9 .
requirements;c. Security and privacy assurance Technology implementation of tailored
] . requirements;d. Controls needed to satisfy the security . . ~ development and acquisition
SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional Intersects With Dexslz;ijsmieon: & TDA-01 strategies, contract tools and 5
documentation requirements;f. Requirements for a procurement methods to meet
requirements;c. Security and privacy assurance . Mechanisms exist to control
requirements;d. Controls needed to satisfy the security Managing Changes changes to services by suppliers
SA-04 Acquisition Process e Functional |Intersects With|  To Third-Party TPM-10 ’ 5

and privacy requirements.e. Security and privacy
documentation requirements;f. Requirements for

Services

taking into account the criticality
of business Technology Assets,
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PR STRM STRM
FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control SCF # (SCF) o Relationsh
Control Description fon
Acquisition Process |Require the developer of the system, system Mechanisms exist to require
~ | Functional component, or system service to provide a description . . Functional ~ software developers to provide
SA-04(01) Properties of of the functional properties of the controls to be Functional Intersects With Properties TDA-04.1 information describing the 5
Controls implemented. functional properties of the
— - TIJ COTTaTT SUTTCIENT Uetan to
o P el e de o e e aptin ke e securiy of e
SA-04(01) : P " Y ; P p Functional [Intersects With: & Data Flow AST-04 [network's architecture; 5
Properties of of the functional properties of the controls to be Diagrams (DFDs) @ Reﬂect the current
Controls implemented. 9 i
ACYUTSTUOTT FTUCESS [MTPTENTETTtatoTT TMTOTTTTatoTT TOT UTE COTIUOTS UTat PEF RIS atRmEbe o
| Design and includes: [Selection (one or more): security-relevant Network Diagrams assess the security of the
SA-04(02) Implementation |external system interfaces; high-level design; low-level | Functional |Intersects With & Data Flow AST-04 |network's architecture; 5
Information for de5|gn source code or hardware schematlcs Diagrams (DFDs) (2) Reflect the current
AcguSRiiHfocess iRt R RRA 6 RSt R AT bi £th
| Design and includes: [Selection (one or more): security-relevant Access to Program Mechanisms exist to limit
SA-04(02) Implementation |external system interfaces; high-level design; low-level | Functional |Intersects With Source Codge TDA-20 |privileges to change software 5
Information for de5|gn source code or hardware schematlcs resident within software libraries.
Contral V-] icn and
AgquSRRii focess I ARRIRARIRRITIRR AP ATARTIRR R G - - -
| Design and includes: [Selection (one or more): security-relevant Functional rgigxgpelms\,gﬁsgg ngﬁl'lt:\?ide
SA-04(02) Implementation |external system interfaces; high-level design; low-level | Functional |Intersects With Properties TDA-04.1 information desgribing t’he 5
Info/rma*tloln for ?eslgn source code or hardware SChematlcsA functional properties of the
AoquSeRiTHfocess EbfitTRAt P ey titnierriasipediseifrrtfe syster, - -
| System, component, or service with [Assignment: organization- Pre-Established v::g:,g'jrﬁqsaﬁﬁ'fs;ct&;?zwe
SA-04(05) Component, and |defined security configurations] implemented; andb. Functional Equal Secure TDA-02.4 (1) Deliver the Technuloéy Asset 10
. nze‘r\./rlcei N Ufs th’slconﬁg‘ura&:ons as the defat:lt f?riany Configurations Application and/or Service (TAAS)
Acquisition Process |Require the developer of the system, system Mechanisms exist to require the
SA-04(09) | Functions, Ports, |component, or system serwce_to identify the functions, Functional Equal Ports,_ProtocoIs & TDA-02.1 deve_lopers of Technolog_y Assets, 10
Protocols, and  [ports, protocols, and services intended for Services In Use /Applications and/or Services
Services in Use |organizational use. (TAAS) to identify early in the
- - TA-ETTaDTET T PTOUUTTS U UTOSE
Acquisition Process Emglggﬁgly Ige;?atrf;utceéh|ir;??ogrypzl;zgﬁ;ﬁdoennme Information products that have been
SA-04(10) | Use of Approved Veriﬁcatior?l()PIV) ca;p)ability implemented within Y Functional |Intersects With| Assurance Enabled | TDA-02.2 |successfully evaluated against a 5
PIV Products organizational systems. Products NatlonaILInfolll'\Tasron Assurance
@ TTTCIUUE UTyaTiZatioTTar Uata OWITETSTITP TEYUTTETTTETTTS
Acquisition Process in the acquisition contract; andb. Require all data to be Personal Data (PD) Mreoccr;as:IngdsoeL:ﬁl'ST:etr[\)tTlfeml?gler;ae
SA-04(12) q ->> Iremoved from the contractor’s system and returned to | Functional |Intersects With N PRI-09 [P 9 5
| Data Ownership Lineage of Personal Data (PD) by
the organlzatlon Wlthln [Assignment: organization- A .
recording how the organization
dofiRrddirprdanteadonaruata-ownersmp reqUIreTTTETTTS
Acquisition Process in the acquisition contract; andb. Require all data to be Mechanisms exist to ensure data
SA-04(12) | Sata Ownershi removed from the contractor’s system and returned to | Functional |Intersects With| Data Stewardship | DCH-01.1 |stewardship is assigned, 5
P the organlzatlon within [Assignment: organization- documented and communicated.
A ki
iR DR aduraruataowersmprequTeTTETTS -
are assigned, tracked and
- in the acquisition contract; andb. Require all data to be : i
SA-04(12) Acquisition Process removed from the contractor’s system and returned to | Functional |Intersects With Asset _Ownershlp AST-03 managed at a team,_mdl_wdual, 5
| Data Ownership P S N ) P Assignment or responsible organization level
the organization within [Assignment: organization- N
Infinad Hima £ 1 to establish a common
accessible security and privacy functions and Mechanisms exist to obtain,
R System mechanisms and how to effectively use those functions' . : Documentation ~ protect and distribute
SA-05 Documentation |and mechanisms;2. Methods for user interaction, which Functional  Intersects With Requirements TDA-04 administrator documentation for 5
enables individuals to use the system, component, or Technology Assets, Applications
accessible security and privacy functions and Mechanisms exist to determine
~ System mechanisms and how to effectively use those functions . 8 Asset Scope s security, compliance and
SA-05 Documentation |and mechanisms;2. Methods for user interaction, which Functional [intersects With Classification AST-04.1 resilience control applicability by 5
enables individuals to use the system, component, or identifying, assigning and
Security and lengineering principles in the specification, design, Mechanisms exist to develop,
. . . __|development, implementation, and modification of the . : Secure Baseline document and maintain secure
SA-08 Prlvaf]yriggigllre\:ermg system and system components: [Assignment: Functional  Intersects With Configurations CFG-02 baseline configurations for 5
P organization-defined systems security and privacy Technology Assets, Applications
Security and engineering principles in the specification, design, Mechanisms exist to facilitate the
SA-08 Privacy Engineering development, implementation, aAnd medlﬁcatlnn of the Functional |Intersects With Secure‘En‘glneerlng SEA-01 |mp|ementat|on qf |ndustry_— 5
Princi system and system components: [Assignment: Principles recognized security, compliance
rinciples B N N N o L .
organization-defined systems security and privacy and resilience practices in the
[ASSIgIITTETIT UTgaTZatio=UerTeu COTr TS [; U, DETTTE - - —
External System and documei rganizational oversight and user roles Ir?selfsh:g;rgztiﬂsvtvitt% r‘?hlr(rlg-at:rthe
SA-09 Sen/icgs and responsibilities with regard to external system Functional Equal Third-Party Services| TPM-04 access to the organization'g Y 10
serwces antc Employ the followmg proc%e:ses Technology Assets, Applications,
- r\equln:‘ pluvluel: B HeTORTRAR R AN d P ysterT — - - 8
cemiPiCeol o Bervice o dentty the funcions, port,proteccs, nd e
SA-09(02) 3 N other services required for the use of such sen/ices: Functional Equal quireme TPM-04.2 : N 10
unctions, Ports, [Assignment: organization-defined external system Identification of to identify and document the
Protocols, and 19 SR 9 4 Ports, Protocols & business need for ports,
- " e ———— YSTENT UEVETUpErs arta
Developer Eg?‘2gE?att?o[:istse'?nn:s;rgéfgg?];'zsg‘irogeﬁned Developer integrators to perform
SA-10 Configuration managgement]'c Implement onlg/ organization- Functional Equal Configuration TDA-14 |configuration management 10
Management approved changes to the system, component, or Management durlng system de5|gn
T PTIVaTy COTTrOT aSSESSTITETTS, - FETTUTTIT [ SETETToTT SecurTy;
Developer Testin (one or more): unit; integration; system; regression] Compliance & (Sse.;_:;g)ty ;;iStLrlgS?mr‘ﬁaE\lcaalu:Eﬁlrt‘
SA-11 and E‘\)/aluation 9 testing/evaluation [Assignment: organization-defined Functional Equal Resilience Testing | TDA-09 2 Impl‘ement a veriﬁablepﬂaw Yi 10
freguency] at][lAsilgn‘ment: qr‘gamzat:c::-deﬁnedfepth nThrqughout remediation process to correct
ORI AT Gs@a TR AeveRE e proYess - and: - -
Development Documents, manages, and ensures the integrity of Secure Software Zleclri‘caantlisowss S;;Setdtg:?eill?rz
SA-15 Process, Standards, [changes to the process and/or tools used in Functional Equal Development TDA-06 Sg?tware Development Practices 10
and Tools development; andb. Review the development process, Practices (SSDP) S5 P
darde tanle tanlantianc and tanl canfinuratian, (SSDP).
Development analysis:a. At the following decision points in the Criticality Analysis Mechanisms exist to require the
Process, Standards, [system development life cycle: [Assignment: : Y. Y developer of the Technology
SA-15(03) By . 7 ! 7 Functional Equal During TDA-06.1 . . 10
and Tools | organization-defined decision points in the system Development /Asset, Application and/or Service
Criticality Analysis |development life cycle]; andb. At the following level of P (TAAS) to perform a criticality
component, or system service to provide the following Mechanisms exist to require the
R Developer-provided|training on the correct use and operation of the : Developer-Provided _ developers of Technology Assets,
SA-16 Training implemented security and privacy functions, controls, Functional Equal Training TDA-16 Applications and/or Services 10
and/or mechanisms: [Assignment: organization-defined (TAAS) to provide training on the
T PTIVaTy aTCITETTUTe tHat TS aTT TteyTaT part tre - - -
Devae;%pglrlsaeccurlty organization’s enterprise architecture;b. Accurately Developer Z’Iee\fehlzngr:ife')l('les;htr?orliqwI;\esngs
SA-17 4 and completely describes the required security and Functional Equal Architecture & TDA-05 -lope 9y ' 10
Architecture and rivac’ functlonallt and the allocation of controls Design Applications and/or Services
Design P Y Z’, 9 (TAAS) to produce a design
FaeErraRrFicaanfriR i epraRRaats - -
Developer authorizations as determined by assigned Developer mzcgs\r[uesl;ns;:lj;tgcehnns;rje et
SA-21 Screen?ng [Assignment: organization-defined official government | Functional Equal Screenipng TDA-13 Assets, Apglications and/orgy 10
duties]; andb Satlsﬁes the fo:lowmg additional Services (TAAS) have the
CORTIBREHES 18RI PLrEFaTAs ARG R e ueveoper; - -
Unsupported 'vendor, or manufacturer; orb. Provide the following Tecﬂ?\solljgpogssas r:;:an(;srtrgz ﬁ')elcshr:glgrevzgéets
SA-22 System options for alternative sources for continued support Functional |Intersects With Applicatiognls and/or TDA-17 Appliggtions and/or Seg/yices ' 5
Components forhunsupporteie?mppnentasﬂ[felecthn (gne gr;nor‘e): Services (TAAS) (TAAS) by:
CUPT RS RO TORGE  Grana e B R eV eRAsEr - - T
Unsupported vendor, or manufacturer; orb. Provide the following Alternate Sources w::;:zgmzﬁxésrtc?ntp::ggde in
SA-22 System options for alternative sources for continued support Functional |Intersects With for Continued TDA-17.1 external gfoviders for support 5
Components .fgrhunlscupg?rrf‘e&ic?mponents [Selectlon (one Sr‘rnor'e) Support with unsupported Technology
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
g Policy and implementation of the system and communications . 5 Compliance & g policies, standards and
Sc-o1 Procedures protection policy and the associated system and Functional Intersects With Resilience GOVv-02 procedures necessary for secure, 5
communications protection controls;b. Designate an Documentation compliant and resilient
guidelines; and2. Procedures to facilitate the Mechanisms exist to develop,
g Policy and implementation of the system and communications : Network Security - govern & update procedures to
SC-01 Procedures protection policy and the associated system and Functional Subset Of Controls (NSC) NET-01 facilitate the implementation of 10
communications protection controls;b. Designate an Network Security Controls (NSC).
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the
g Policy and implementation of the system and communications . Secure Engineering . implementation of industry-
sc-o1 Procedures protection policy and the associated system and Functional Subset Of Principles SEA-01 recognized security, compliance 10
communications protection controls;b. Designate an and resilience practices in the
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guidelines; and2. Procedures to facilitate the

Periodic Review &

Control Description
Mechanisms exist to review the

g Policy and implementation of the system and communications . .., | Update of Security, g Security, Compliance &
SC-01 Procedures protection policy and the associated system and Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5
communications protection controls;b. Designate an Resilience Program including policies, standards and
Separation of . P " . - Mechanisms exist to separate
SC-02 System and User ?:R?gzge #Z?Tr‘ fsur;::an?]lgz'a'nec'::':r:[:gfufcet'i’éggigace Functional Equal Fegr’Z:LT:r::ﬂn SEA-03.2 |[user functionality from system 10
Functionality . Y 9 Y- 9 management functionality.
security functions are restricted
SC-03 Security F!Jnctlon Isolate security functions from nonsecurity functions. Functional |Intersects With Restrl_ct Acces_s To END-16 to authorized |n_d|_\/|dua|s and 5
Isolation Security Functions enforce least privilege control
requirements for necessary job
Mechanisms exist to isolate
SC-03 Seculzgyllazll:)r:]ctlon Isolate security functions from nonsecurity functions. Functional |Intersects With Secul';gai:‘;?,‘cnun SEA-04.1 [security functions from non- 5
security functions.
Information in Mechanisms exist to prevent
5C-04 Shared System Prevefnt uljaulghorlzed and unintended information Functional Equal hInformRatlon In SEA-05 _ur}authol_‘lzed andfunln_tenhded 10
Resources transfer via shared system resources. Shared Resources in otrmatlon transfer via shared
system resources.
Denial-of-service [Assignment: organization-defined types of denial-of- resource utilization of
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority CAP-02 Technology Assets, Applications 5
achle\_/e the dfn:ial-?‘f-se:ylcle ?\bjectlve ([ﬁsggll'\m‘ent: and/or Services (TAAS) that are
eI RRr ipfes traerialsorsdrrretdents! CapatIty PraTiTTgSUtTat
Denial-of-service [Assignment: organization-defined types of denial-of- necessary capacity for
SC-05 Protection service events]; andb. Employ the following controls to | Functional [Intersects With| Capacity Planning | CAP-03 |information processing, 5
achieve the denial-of-service objective: [Assignment: telecommunications and
ereeinry igflestraetalc et rretdenisbar emuiseomentslausssduill i
Denial-of-service [Assignment: organization-defined types of denial-of- Capacity & mapna ement controlspto e¥15ure
SC-05 Protection service events]; andb. Employ the following controls to| Functional [Intersects With Performance CAP-01 optimgl system performance to 5
achieve the denial-of-service objective: [Assignment: Management 2
YL E ol Edenialat o meet expected and anticipated
Denial-of-service |ASSignment: organization-defined types of denial-of- Denial of Service A:J;fen;tataecjam;c:?ﬂ:?gihe:ISt w0
SC-05 Protection service events]; andb. Employ the following controls to | Functional [Intersects With (DoS) Protection NET-02.1 szects ofgdenial of service 5
achleve the denlal of service ob]ectlve [Asslgnment attacks
SERTRIEISAS TREpaf oletsthersystenialoat TETTATTSTITS EXTSTTO TITOTITToT aTTar
Boundan components that are [Selection (one): physically; Boundar control communications at the
SC-07 Protectioﬁ logically] separated from internal organizational Functional |Intersects With! ProtectioSr; NET-03 [|external network boundary and 5
networks; andc. Connect to external networks or at key internal boundaries within
+, nly thrauah i £ th, L
Mechanisms exist to limit the
Boundary - . L
5C-07(03) Protection | Access L;]mlt the number of external network connections to Functional Equal Llcmlt Netyvork NET-03.1 numbeLof concu_rrent e)_(ternal 10
Points the system. onnections network connections to |_ts .
[Technology Assets, Applications
BouTUary TTTSSTOTT UT DUSTITESS TTEEU aTu UuratoTT OT UTaC TTEeu;e: -
Protection | Review exceptions to the traffic flow policy External :;si';n:L;‘:Lecfé?ézrsnéﬁaeﬂon
SC-07(04) External [Assignment: organization-defined frequency] and Functional |Intersects With| Telecommunication| NET-03.2 conﬁdentialitpy and integrity of 5
Telecoinmqnlcatlon remove exceptlorlshtlia"t‘are no Ig_rlgir supported by an s Services the information being
Boundary Deny network communications traffic by default and Deny Traffic by firewall and router configurations
SC-07(05) bProtectlon | Deny [allow n_etwork communlsatlons traffic k_)y excepn‘on Functional |Intersects With| Default & Allow NET-04.1 to deny network traffic _by default 5
y Default — Allow |[Selection (one or more): at managed interfaces; for Traffic by Exception and allow network traffic by
by Exception [Assignment: organization-defined systems]]. Y P exception (e.g., deny all, permit
Boundary Prevent split tunneling for remote devices connecting ;:L‘Jer:h”erlil‘rl;g”florerelrnLot(: ’é’:\;’:'e'; P
SC-07(07) Prﬁfﬁfgﬂﬂ; fsnprht gzgurrg;;%arg\?ir:;rfeyjtsgi"r?gu[r/‘i:ssisgE:ﬁesnptl,'tof};gr;iezla';on_ Functional Equal Split Tunneling CFG-03.4 |unless the split tunnel is securely 10
Remote Devices |defined safeguards] ] provisioned using organization-
- Aafi val faquiard.
DouTTTaTy - . —— - FRFPRANSHISERISE toTouTe
Protection | Route Route [A_sslg_nment. organization deﬁne_d '”te".‘a' . Route Internal internal communications traffic
communications traffic] to [Assignment: organization- . .
SC-07(08) Traffic to defined | Ks] th h henti d Functional |Intersects With| Traffic to Proxy NET-18.1 [to external networks through 5
Authenticated efined external networ S],t rough authenticate Servers organization-approved proxy
iy < proxy servers at managed interfaces. " 4 it
Prot::t‘;ﬁ?'l{oute Route [Assignment: organization-defined internal through a proxy device (e.qg.,
g communications traffic] to [Assignment: organization- . : DNS & Content g Policy Enforcement Point (PEP))
SC-07(08) Augszctaoted defined external networks] through authenticated Functional  Intersects With Filtering NET-18 for URL content filtering and DNS 5
br, < proxy servers at managed interfaces. filtering to limit a user's ability to
. . Mechanisms exist to facilitate the
Boundary Prevent systems from entering unsecure states in the N A A
SC-07(18) Protection | Fail |event of an operational failure of a boundary Functional |Intersects With Secul';e Engllneerlng SEA-01 |mp|emenéat|on qf |ndustr){_— 5
Secure protection device. rinciples recognized security, compliance
and resilience practices in the
Boundary Employ boundary protection mechanisms to isolate Mechanisms exist to employ
g Protection | [Assignment: organization-defined system . Isolation of System g boundary protections to isolate
SC-07(21) Isolation of System |components] supporting [Assignment: organization- Functional Equal Components NET-03.7 'Technology Assets, Applications 10
Components defined missions and/or business functions]. and/or Services (TAAS) that
Boundary Mechanisms exist to prohibit, or
g Protection | Prohibit the direct connection of [Assignment: . Direct Internet s strictly-control, Internet access
SC-07(28) Connections to  |organization-defined system] to a public network. Functional Equal Access Restrictions NET-06.5 from sensitive/regulated data 10
Public Networks enclaves (secure zones).
Boundar TTTPTETITETTT [SETETUUTT (OTTE . PITySICany; Togrcany T ¢ )
Protectiony| separate subnetworks to isolate the following critical Cloud Infrastructure Mechanisms exist to host
SC-07(29) Separate Subnets system components and functions: [Assignment: Functional |Intersects With Security Subnet CLD-03 |[security-specific technologies in 5
to Igolate Functions organization-defined critical system components and Yy a dedicated subnet.
L1 i 1
Transmission . N - P Cryptographic mechanisms exist
) . Protect the [Selection (one or more): confidentiality; . y Transmission " S
SC-08 Confidentiality and |, - : A N Functional |Intersects With y o CRY-03 [to protect the confidentiality of 5
Integrity integrity] of transmitted information. Confidentiality data being transmitted.
Transmission . X . S . Cryptographic mechanisms exist
SC-08 Confidentiality and Eto;efii t]hgf[a?:scg?tr;e(g?r?fg:n:r;(;irgr)\' confidentiality; Functional |Intersects With Tr?:tsemL?slon CRY-04 |to protect the integrity of data 5
Integrity grity : grity being transmitted.
TTETTSITITSSTOTT - - - CTYPTUgTapTITC TITETITaTITSTITS EXTST
Confidentiality and ?:npele(;?emn(t)rcer)ypptl?egvrear?thlucnamuet?\r:)arinzlesgqtsiig?:lgssilreecg;m Alternate Physical to prevent unauthorized
SC-08(01) Integrity | information; detect changes to information] during Functional |Intersects With Protection CRY-01.1 dlsclosu‘re of |nformat|on as an 5
Cryptographlc transmission alternative to physical
TRARSATESRT - - - - fFRéeRUASH s exTsTroTatTmaTetTe
Confidentiality and Lr;,fele(:?%fer)y.ptfegvreaﬁphcn?iﬁg?g;?éé%iﬁ'gg?" Use of implementation of cryptographic
SC-08(01) Integrity | information: d'eFt)ect changes to information] durin Functional |Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Cryptographic transmissioh 9 9 Controls public standards and trusted
RAERSAR - - - - hi i
Cor:%‘;’entiali)tl;lénd zmplement cr)yptographlc me%hanlsdms toI[SeIecn?n Cryptographic mechanisms exist
: one or more): prevent unauthorized disclosure o . . Transmission . .
SC-08(01) Integrity | . . N N A Functional |Intersects With . o CRY-03 [to protect the confidentiality of 5
Cryptographic Lr;;?‘rsrpna;;gghdetect changes to information] during Confidentiality data being transmitted.
- — - TECITATITSTITS EXTST (U SECUTETY
Cryptographic Key (S0 00 e tflowing Key management public Ke implement an internal Public Key
SC-12 Establishment and . . N § g key manageme Functional |Intersects With! Y CRY-08 |Infrastructure (PKI) infrastructure 5
Management requirements: [Assignment: organization-defined Infrastructure (PKI) or obtain PKI services from a
9 requirements for key generation, distribution, storage, conutahlo DKL cani
Cryptographic Key Mechanisms exist to ensure the
_ Establishment and |Maintain availability of information in the event of the . Cryptographic Key g availability of information in the
SC-12(01) Management | |loss of cryptographic keys by users. Functional Equal Loss or Change CRY-09.3 event of the loss of cryptographic 10
Availability keys by individual users.
cryptographic uses]; andb. Implement the following Cryptographic mechanisms exist
Cryptographic  |types of cryptography required for each specified . .. | Encrypting Data At .
SC13 Protection cryptographic use: [Assignment: organization-defined Functional  |Intersects With Rest CRY-05 ;?sg[ggfg gfn::tt:cgzligt 5
types of cryptography for each specified cryptographic .
n . - MTETITATITSTITS EXTST TU guuress TTe
cryptographic uses]; andb. Implement the following exporting of cryptographic
SC-13 Cryptographic itypes of cryptography required for each specified Functional |Intersects With Export-Controlled CRY-01.2 [technologies in compliance with 5

Protection

cryptographic use: [Assignment: organization-defined
types of cryptography for each specified cryptographic

Cryptography

relevant statutory and regulatory
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cryptographic uses]; andb. Implement the following Use of impleentatin o rytogahic
SC-13 Cnﬁ/ptogrephlc types of cryptogra_phy requlred for each sp_eclﬁed_ Functional |Intersects With Cryptographic CRY-01 |protections controls using known 5
rotection cryptographic use: [Assignment: organization-defined Controls ublic standards and trusted
types of cryptography for each specified cryptographic P ey "
Collaborative computing devices and applications with the following collaborative computing devices
_ N N exceptions: [Assignment: organization-defined . : Collaborative _ with the following exceptions:
SC-15 anmdp:tm(l;iclztei\g;:s exceptions where remote activation is to be allowed]; Functional Intersects With Computing Devices END-14 (1) Networked whiteboards; 5
PP andb. Provide an explicit indication of use to users (2) Video teleconference
Public Key organization-defined certificate policy] or obtain public ;r::p:lle:\‘wln‘edéla:?nt;::alss:gﬁ‘cyKey
SC-17 Infrastructure key certificates from an approved service p_rowder; Functional |Intersects With Public Key CRY-08 |Infrastructure (PKI) infrastructure 5
Certificates andb. Include only approved trust anchors in trust Infrastructure (PKI) or obtain PKI services from a
stores or certificate stores managed by the eble DI ; i
SC-18 Mobile Code :lngenf‘lg;Iaecccsg;atbelceh?"r;?o‘é?:;caeﬁgg?IEUThoubrlilzee’COde Functional [Intersects With: Mobile Code END-10 mi%?laencizr:es /e ;isértaoti?\ddsre:tsem- 5
monitor, and control the use of mobile code within the ind dent P licati 9 5y
System. independent applications.
Secure - - - -
in response to external name/address resolution . Domain Name Service (DNS)
Name/address P . Do Domain Name S N
sc-20 Resolution Service [dueries; andb. Provide the means to indicate the Functional |Intersects With|  Service (DNS) | NET-10 [fesolution is designed, 5
(authoritative security status of child zones and (if the child supports Resolution implemented and managed to
< N secure resolution services) to enable verification of a protect the security of name /
S — o Secure Nane 7 Uata OTTgNT auUTeTTCatroTT armT
Name/address Saegauﬁ'nsttea?i(: p\?;?gggs:‘aui”&'g ::::/ggfﬂartelso: and Address Resolution data integrity verification on the
SC-21 Resolution Service resolutior? re);ponses the system receives from Functional Equal Service (Recursive | NET-10.2 [Domain Name Service (DNS) 10
. (reC\’J‘rilve or . |authoritative sources. 0.: Cafhln\g Eesilutlon responses recelveE R
Architecture and [Ensure the systems that collectively provide Architecture & systems that collectively provide
. Provisioning for [name/address resolution service for an organization . Provisioning for s Domain Name Service (DNS)
5¢-22 Name/address |are fault-tolerant and implement internal and external Functional Equal Name / Address NET-10.1 resolution service are fault- 10
Resolution Service |role separation. Resolution Service tolerant and implement
Session Mechanisms exist to protect the
SC-23 Authenticit Protect the authenticity of communications sessions. Functional Equal Session Integrity NET-09 [|authenticity and integrity of 10
Y communications sessions.
SySTENT STate T ToT UTe TUNUWIITY TaluTeS T TTE TITUTCaTeT -
components while preserving [Assignment: systems to fail toan
S : : . organization-defined known-state
SC-24 Fail in Known State |organization-defined system state information] in Functional [Intersects With: Fail Secure SEA-07.2 N h 5
: ‘ N T P y for types of failures, preserving
failure: [Assignment: list of organization-defined types system state information in
f -+ £ail i i dafi = +
Protection of Protect the [Selection (one or more): confidentiality; Endpoint Protection zﬂoerfé‘::nig]l?texzf\ttéor?tmted the
SC-28 Information at Rest integrity] of the following information at rest: Functional |Intersects With! pMeasures END-02 availability ar¥d safe%:y gf 5
[Assignment: organization-defined information at rest]. endpoint devices.
. Protect the [Selection (one or more): confidentiality; . Cryptographic mechanisms exist
SC-28 Infof'll—gtaetic(fnogtoliest integrity] of the following information at rest: Functional |Intersects With! EncwptFI{negStData At CRY-05 |to prevent unauthorized 5
[Assignment: organization-defined information at rest]. disclosure of data at rest.
- TTPTETTTETTT Cry prograpTiC TITECTTTaTSTITS T PTEVETTT - - -
Infol:';g;et%nogtoliest unauthorized disclosure and modification of the Cryptographic tcoryprte?/geftppr:; T:;:&r;?izesdEXISt
SC-28(01) : following information at rest on [Assignment: Functional |Intersects With yptograp BCD-11.4 [P PP 5
| Cryptographic or anization defined system components or medial: Protection disclosure and/or modification of
Protection 9 Y ! o E ) ianl i backup information.
Protection of MRt Rt naedRatshfe to phiendm
Information at Rest unauthorized disclosure and modification of the Encrypting Data At Cryptographic mechanisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With yp Regst CRY-05 |to prevent unauthorized 5
ggtegtiopn organlzatlon deﬁned system components or media]: disclosure of data at rest.
O iRt R DR E RAT A pHeRm
Information at Rest unauthorized disclosure and modification of the Transmission Cryptographic mechanisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With! Integrit CRY-04 |to protect the integrity of data 5
ggtegtioz organization-defined system components or medial: grity being transmitted.
Protection of MRttt EpHIR naedratshfe to phiendm CTYPTUgTapTITC TITETITaTITSTITS EXTST
Information at Rest unauthorized disclosure and modification of the Encrypting Data In to protect the confidentiality and
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With! Stgrpa egMedia DCH-07.2 |integrity of information stored on 5
ggtegtiopn organization-defined system components or media]: 9 digital media durlng transport
[Acci izatinn dafinad inf, ianl toida of
. Maintain a separate execution domain for each : . Mechanisms eX‘$t to impl_ement a
SC-39 Process Isolation executing system process Functional Equal Process Isolation SEA-04 |separate execution domain for 10
9 sy P . each executing process.
[SETETUUTT TUTTE T FITySTCany; TUgTCaTTy T UTSauTe or - - -
Port and I/O Device remove [Assignment: organization-defined connection Port & Input / mi;glaenl)srrr:zﬁzl\fé tuonﬁzzz';:a”y
SC-41 A ports or input/output devices] on the following systems| Functional Equal Output (I/0) Device| END-12 N : v 10
ccess or system components: [Assignment: organization- Access connection ports or input/output
\afinod eyt " iel devices from sensitive systems.
. . L Synchronization Mechanisms exist to synchronize
SC-45 Ssr{csﬁgglan:iin ?ygtcemnaﬁ Ssysstteen;‘cclg;fsoﬁgmg and between Functional |Intersects With| With Authoritative | MON-07.1 [internal system clocks with an 5
Y/ Y Y P ! Time Source authoritative time source.
COTTIITTETTU GO CoTTIroT
Alternate Establish [Assignment: organization-defined alternate Alternate capabilities via alternate
SC-47 Communications [communications paths] for system operations Functional Equal Communications | BCD-10.4 [communications channels and 10
Channels organizational command and control. Channels designating alternative decision
f if rori )
TEYUTETIUTTS, PUTICIES, STaruarys, aru guraenTies; aruz: s - A n <
Policy and Procedures to facilitate the implementation of the Jednaq(delcong:ci‘fit& gll:cclr\r?tn|sg1§"exllisatntcoerzwew the
SI-01 Proceydures system and information integrity policy and the Functional |Intersects With pCompIiance & Y1 Gov-03 Resilienyée Program (SCRP) 5
assouated system and |nformat|on |ntegr|ty coztrols b. Resilience Program including policies, standards and
RS s armuz: > - —
Policy and Procedures to facllltate the |mp|ementat|on of the Secure Engineerin ?r’lnecll'e?rl\-lesnrpastiiﬁSotfti[n(fiigtl:'ta—te e
SI-01 Proce{iures system and information integrity policy and the Functional Subset Of Princigples 9| sea-01 recpognized security, comp{iance 10
assomated system and mformatlon mtegnty controls;b. and resilience practices in the
RS ONES eslarmuz: = - —— - -
Policy and Procedures to facmtate the |mp|ementatlon of the Pulzl:jsrrr\\mﬁaiigugty, moﬁ;gf:;nsiggd??;?:r"zate
SI-01 Y system and information integrity policy and the Functional |Intersects With pil: Gov-02 |P ' 5
Procedures ssociated system and information integrity controls:b Resilience procedures necessary for secure,
Pl 3\/ . g g" 3; " e Documentation compliant and resilient
remediation for effectiveness and potential side effects Vulnerability & Mechanisms exist to facilitate the
-~ . before installation;c. Install security-relevant software : : -~ implementation and monitoring
S1-02 Flaw Remediation and firmware updates within [Assignment: Functional [Intersects With Pi,trcoh x?:?\glsm:)nt VPM-01 of vulnerability management 5
organization-defined time period] of the release of the 9 controls.
remediation for effectiveness and potential side effects Mechanisms exist to conduct
N T before installation;c. Install security-relevant software . : Software & X software patching for all
502 Flaw Remediation and firmware updates within [Assignment: Functional Intersects With Firmware Patching VPM-05 deployed Technology Assets, 5
organization-defined time period] of the release of the /Applications and/or Services
remediation for effectiveness and potential side effects Automatic /Automated mechanisms exist to
51-02 Flaw Remediation before installation;c. Install security-relevant software Functional |Intersects With Antimalware END-04.1 update antimalware 5
and firmware updates within [Assignment: Signature Updates " |technologies, including signature
organization-defined time period] of the release of the 9 P definitions.
DECETTIIITE TSy STENT COMMPUITETTTS TTave appicauTe - -
Flaw Remediation | |security-relevant software and firmware updates Automated g‘gzgmidt?eegp:tgliTss estésr;to
S1-02(02) Automated Flaw |installed using [Assignment: organization-defined Functional |Intersects With Remediation Status VPM-05.2 Components with re ardyto flaw 5
Remediation Status [automated mechanisms] [Assignment: organization- ponel 9
dafinad franuan remediation.
organization- deﬁned frequency] and real-time scans of Mechanisms exist to conduct
-~ Malicious Code |files from external sources at [Selection (one or more): . . Software & -~ software patching for all
SI-03 Protection lendpoint; network entry and exit points] as the files Functional  Intersects With Firmware Patching VPM-05 deployed Technology Assets, 5
are downloaded, opened, or executed in accordance /Applications and/or Services
organization-defined frequency] and real-time scans of Vulnerability & Mechanisms exist to facilitate the
Malicious Code |files from external sources at [Selection (one or more): . . implementation and monitoring
5103 Protection lendpoint; network entry and exit points] as the files Functional  |Intersects With Paptrcoh :g?:?\g/sm:)nt VPM-01 of vulnerability management 5
are downloaded, opened, or executed in accordance 9 controls.
organization-defined frequency] and real-time scans of Malicious Code Mechanisms exist to utilize
51-03 Malicious Code |files from external sources at [Selection (one or more): Functional |Intersects With| Protection (Anti- END-04 antimalware technologies to 5

Protection

lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance

Malware)

detect and eradicate malicious
code.
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organization-defined frequency] and real-time scans of Heuristic / Mechanisms exist to utilize
51-03 Malicious Code (files frf:)m_ external sources at [Selection (one or more): | L ool |intersects With Nonsignature-Based| END-04.4 heuristic / nonsignature-based 5
Protection endpoint; network entry and exit points] as the files Detection antimalware detection
are downloaded, opened, or executed in accordance capabilities.
organization-defined frequency] and real-time scans of . U MTPTETTTEITE SOy
Malicious Code [files from external sources at [Selection (one or more): ) | Safeguarding Data cryptography and security
SI-03 . ho . n " Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
Protection lendpoint; network entry and exit points] as the files Networks sensmve/re Ulated data durin
are downloaded, opened, or executed in accordance 9 NAATRT) 9
organization-defined frequency] and real-time scans of Automatic Automated mechanlsms exist to
51-03 Malicious Code (files frf:)m_ external sources at [Selection (one or more): | ¢\ vionol |intersects With Antimalware END-04.1 |UPdate antimalware . 5
Protection lendpoint; network entry and exit points] as the files Signature Updates technologies, including signature
are downloaded, opened, or executed in accordance 9 P definitions.
organization-defined frequency] and real-time scans of
¥ Malicious Code |files from external sources at [Selection (one or more): . . Input Data _ Mechanisms exist to check the
S-03 Protection lendpoint; network entry and exit points] as the files Functional  Intersects With Validation TDA-18 validity of information inputs. 5
are downloaded, opened, or executed in accordance
UEPTOY OOy UEVICES: I SUartegrcany Wit Ure
system to collect organization-determined essential . .
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With I\I/1§I?(§aDtia()tna TDA-18 t’laelfdl'}tang{?ﬁéﬁz;&%g?scﬁéhe 5
system to track speclﬁc types of transactlons of 4 puts.
I
HREPRGY RO R RS 1 ARRMGR ARG i iR - -
system to collect organization-determined essential Centralized (Sse“cE\;;;tyolrnscilg?lgtr E‘Llligrtnhalltaerliatgoegl
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With Collection of MON-02 to sup;'Jort the centralized ' 5
system to track specn"lc types of transactlons of Security Event Logs collection of security-related
RO R RO S A RRYGR AR IR RN TO TTTPTETITETTT STroTTg
system to collect organization-determined essential Safeguarding Data cryptography and security
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With! Over Open NET-12 |protocols to safeguard 5
system to track specific types of transactions of Networks sensitive/regulated data during
HREBFGY id oM RITRIR I SARR IR SRRt RS eci bl
system to collect organization-determined essential Continuous Mechanisms exist to facilitate the
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With! Monitorin MON-01 |implementation of enterprise- 5
system to track specific types of transactions of 9 wide monitoring controls.
i ta th, izatian:d Analuza dl o At
System Monitoring | TECTTATTSTITS EXTST o™ Utze &
. Automated Tools Security Incident Event Manager
51-04(02) Automated Tools |Employ automated tools and mechanisms to support | ¢ tignal Equal for Real-Time | MON-01.2 |(SIEM), or similar automated tool,| 10
and Mechanisms for|near real-time analysis of events. Analysi -
Real-time Analysis nalysis to support near rea time )
SYSTET MOTITOT Y [[aCUVITES Ur COTTaTtoTTS TOr TMOUUTTU-a T UUToUTTTor
Inbound and communications traffic;b. Monitor inbound and IOnEEl;J:L?nﬁ‘ ;‘r)]gtLn&%:ﬂzdﬂzﬁ%ru'xlgg:gﬁS
S1-04(04) Outbound outbound communications traffic [Assignment: Functional Equal Communications MON-01.3 traffic for unusual or 10
Comrgll'mflé:atlons organlzatlon deﬁneg If.rslclzu“er}cy} .fs‘r [A55|gnment Traffic unauthorized activities or
AfeRY RAGrgatiz iR tenHERrpERbAREMS - -
System Monitoring ||roles] when the following system-generated indications System Generated yﬂzﬁ\?&?'sgfrggfé taongergira;sa
SI-04(05) System-generated |of compromise or potential compromise occur: Functional Equal 4 MON-01.4 ! ¢ P 10
" N P " " Alerts to alerts from physical,
Alerts [Assignment: organization-defined compromise 9y .
i 1 cybersecurity, data protection
System Monitoring |[Make provisions so that [Assignment: organization- N FISCTETTISTITS EXIST TU COTITYUTe
S1-04(10) Visibility of defined encrypted communications traffic] is visible to Functional Equal \Q;::'T'Ihtltlezf NET-18.2 Eréfn’:rzz)r(\)ilctaati?:skteraefr%ccr)\l/?stii?e to 10
Encrypted [Assignment: organization-defined system monitoring 4 c yP ti . itoring tool d
Communications [tools and mechanisms]. ommunications monL oring tools an
System Monitoring ||roles] using [Assignment: organization-defined automatically alert incident
SI-04(12) Automated automated mechanisms] when the following =~ Functional |Intersects With| Automated Alerts |MON-01.12[/€SPOnse personnel to 5
Organization- indications of inappropriate or unusual activities with inappropriate or anomalous
generated Alerts [security or privacy implications occur: [Assignment: activities that have potential
.. [Employ a wireless intrusion detection system to PTECITATIISTITS EXIST 1O TOTHTor
System Monitoring I identify rogue wireless devices and to detect attack . : Wireless Network wireless net\_Nork segmgnts. for:
S1-04(14) Wireless Intrusion attempts and potential compromises or breaches to Functional |Intersects With! Monitorin MON-01.5 |(1) Rogue wireless devices; and 5
Detection the syztem p P 9 (2) Anomalous and/or hostile
. e
- Implement the following additional monitoring of - Mechanisms exist to implement
S1-04(20) Systler_n Monitoring | privileged users: [Assignment: organization-defined Functional Equal Prlwlege_d User MON-01.15|enhanced activity monitoring for 10
Privileged Users s o Oversight P
additional monitoring]. privileged users.
System Monitoring | authorized or approved by [Assignment: organization- /Automated mechanisms exist to
¥ : defined authorization or approval processes]; andb. : Unauthorized . detect unauthorized network
51-04(22) NeUthiL:‘t(hgélrzveiges [Selection (one or more): Audit; Alert [Assignment: Functional Equal Network Services MON-11.2 services and alert incident 10
organization-defined personnel or roles]] when response personnel.
UITECUVES a5 UEETTTeT TTeTtessary, T, DISSETate
Security Alerts, |security alerts, advisories, and directives to: [Selection . .
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With Ian_Jt D_ata TDA-18 Me‘ch_anlsmls exist to CheCk the 5
N " " N ) A ) Validation validity of information inputs.
Directives personnel or roles]; [Assignment: organization-defined
GHRERaoES 4 123k Shicie VUTTETaDITIES AT e voTVTITTY
Security Alerts, |security alerts, advisories, and directives to: [Selection Threat Intelligence threats by leveraging the
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With Feedsg THR-03 |knowledge of attacker tactics, 5
Directives personnel or roles]; [Assugnment organlzatlon -defined technlques and procedures to
tReavEs Ul iedhra raRizstiRRt-hssemmant ot fd Sty £
Security Alerts, |security alerts, advisories, and directives to: [Selection Safeguarding Data cryptography and security
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With! Over Open NET-12 |protocols to safeguard 5
Directives personnel or roles]; [A55|gnment organlzatlon -defined Networks sensitive/regulated data during
ithin th, " ieci hii
: organization-defined system transmonal states]; upon functionality of security,
Security and Control " o
] A N command by user with appropriate privilege; . . . . g compliance and resilience
51-06 P”\\;iﬁi);ig:g;ﬂon [Assignment: organization-defined frequency]];c. Alert Functional  |Intersects With Fyg;;'?gtaig;y CHG-06 controls following implemented 5
[Assignment: organization-defined personnel or roles] changes to ensure applicable
UTTaUTTOTTZEU TITaTTges TU-UTe TOTOWITY SUTCWaTE; - - —
Software, Firmware,|firmware, and information: [Assignment: organization- Endpoint File It';tcehgnr:)% I\;Ieosnlttgrd(gl\:c)é (a):]glmllar
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With|Integrity Monitoring| END-06 report ongunéuthorized changes 5
Integrity Take the following actions when unauthorized changes topselected files and 9
iR fearendnges e rrefdnbamg Sorvare; TOTTIPTETTENT STroTTyg
Software, Firmware,[firmware, and information: [Assignment: organization- Safeguarding Data cryptography and security
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
Integrity Take the following actions when unauthorized changes Networks sensitive/regulated data during
tRrris R aerdrRS rre SO SoR e, canan_auhli
Software, Firmware,|firmware, and information: [Assignment: organization- Input Data Mechanisms exist to check the
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With Vglidation TDA-18 validity of information inputs 5
Integrity 'Take the following actions when unauthorized changes Yy puts.
th, i y= I i
Software, Firmware,|organization-defined software, firmware, and Mechanisms exist to validate
-~ and Information |information] [Selection (one or more): at startup; at N " g configurations through integrity
S-07(01) Integrity | Integrity [[Assignment: organization-defined transitional states Functional Equal Integrity Checks | END-06.1 checking of software and 10
Checks or security-relevant events]; [Assignment: firmware.
and Information |Employ automated tools that provide notification to Automated |Automated mechanisms exist to
51-07(02) Integrity | [Assignment: organization-defined personnel or roles] Functional Equal Notifications of END-06.3 alert incident response personnel 10
Automated upon discovering discrepancies during integrity 4 N " A "~ |upon discovering discrepancies
Notifications of |verification. Integrity Violations during integrity verification.
and Information |Automatically [Selection (one or more): shut the Automated Automated mechanisms exist to
¥ Integrity | system down; restart the system; implement : g implement remediation actions
S1-07(05) Automated [Assignment: organization-defined controls]] when Functional Faual InteRel'ipo\r/]iZ?att?ons END-06.4 when integrity violations are 10
Response to integrity violations are discovered. grity discovered.
and Information |Incorporate the detection of the following unauthorized Mechanisms exist to detect and
-~ Integrity | changes into the organizational incident response . Endpoint Detection ~ respond to unauthorized
S-07(07) Integration of  |capability: [Assignment: organization-defined security- Functional Equal & Response (EDR) END-06.2 configuration changes as 10
Detection and _|relevant changes to the system]. cybersecurity incidents.
Software, Firmware,[Implement cryptographic mechanisms to authenticate ;"'i:'n:c\’r‘vlad::z:lo‘:\j\pz:;\i'sewqi'tl;out
and Information |the following software or firmware components prior to N . . A
S1-07(15) Integrity | Code |installation: [Assignment: organization-defined Functional |Intersects With|Signed Components| CHG-04.2 Ez;lfgc;etrl]ogit?taat”th; cﬁg:jpﬁ:iﬁnt 5
Authentication |software or firmware components]. | digitally sig 9
P - — PROTENRATNS eRSF A Zearr=
entry and exit points to detect and act on unsolicited phishing and spam protection
SI-08 Spam Protection messages; andb. Update spam protection mechanisms Functional Equal Phishing & Spam END-08 |[technologies to detect and take 10

when new releases are available in accordance with
organizational configuration management policy and

Protection

action on unsolicited messages
A b ol ; i
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Relationsh

Information Input

Check the validity of the following information inputs:

Safeguarding Data

Control Description
prefie ols,

cryptography and security

SI-10 Validation [Assignment: organization-defined information inputs Functional |Intersects With! Over Open NET-12 |protocols to safeguard 5
to the system]. Networks sensitive/regulated data during
o it
: Check the validity of the following information inputs: . .
Information Input N " it o . S . : Input Data _ Mechanisms exist to check the
SI-10 Validation [Assignment: organization-defined information inputs Functional |Intersects With Validation TDA-18 Validity of information inputs. 5
to the system].
@ UETTETate ETTUT TMTESSAyeSs Ut PrUvITe TTOTTITatroTT TZ] OETTETaUTTy ETTuT TITESSaye:
necessary for corrective actions without revealing that provide information
SI-11 Error Handling |information that could be exploited; andb. Reveal error| Functional Equal Error Handling TDA-19 |necessary for corrective actions 10
messages only to [Assignment: organization-defined W|thout revealing sensltlve or
RRfitegeArRIretafitmormatorwiomTtTe sy sterTan PR
Information information output from the system in accordance with Media & Data media and data in accordance
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With Retention DCH-18 |with applicable statutory, 5
Retention regulations, policies, standards, guidelines and regulatory and contractual
RRATAGE AP PO MR ratrorr Wit trre Sy sterar ° - -
Information information output from the system in accordance with Personal Data (PD) m?th:tr;Ii?'\n:’Sef:c;itafoljata (PD)
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With! Retention & PRI-05 including metadata, for an ! 5
Retention regulatlons, polleles, standards, guidelines and Disposal organization-defined time period
of operation: [Assignment: organization-defined Mechanisms exist to implement
R Predictable Failure [system components]; andb. Provide substitute system : . n . ~ real-time or near-real-time
Sk13 Prevention components and a means to exchange active and Functional |Intersects With) Failover Capability | BCD-12.2 failover capability to maintain 5
standby components in accordance with the following availability of critical Technology
— - - e TTETITATITSTITS EXTST [0 UeTeTTTITTe
Predictable Failure g}f/:t;;e\:act;o;bgﬁsesr:?;m:;é.bo;2gc;éaet;%lgt?&nziystem : ... | Predictable Failure the Mean Time to Failure (MTTF)
SI-13 P N g g : Functional |Intersects With! : SEA-07 |for system components in 5
revention components and a means to exchange active and Analysis e "
N N . specific environments of
standby components in accordance with the following N
Implement the following controls to protect the system glleiﬁ:'iatnIssr:fsee\)jlasfdtsotlumprlsgint
SI-16 Memory Protection |[memory from unauthorized code execution: Functional Equal Memory Protection | SEA-10 Y g P 10
[Assignment: organization-defined controls] system memory from .
i | unauthorized code execution.
Implement the indicated fail-safe procedures when the . . .
I . N h N P Mechanisms exist to implement
SI-17 Fail-safe Procedures indicated failures occur: [Assignment: organization- Functional Equal Fail Safe SEA-07.3 |fail-safe procedures when failure 10
defined list of failure conditions and associated fail- o
conditions occur.
safe procedures].
TEYUIGTIOTTS, PUTICIES, STaruarys, aru guraenTies; aruz: — - - - -
Policy and Procedures to facilitate the implementation of the JeélaotdelcofRS\e”civ:it& gleeccli‘r?tn'ngrsx;isatnt:erzv'ew the
SR-01 Proceiiures supply chain risk management policy and the Functional |Intersects With pCompIiance & Y| Gov-03 Resilienyc'e Program (SCRP) 5
asso;:ted supply chain risk managemen’E c‘?nt:ols b, Resilience Program including policies, standards and
RARARSAS ONERS SRt ER> BT iRRcAfiRS Aarz — - —— - -
Policy and Procedures to facilitate the implementation of the Pu%f:ﬁlnl?aiizugty, mo?;gr:;nsatggd[g:g?:\zate
SR-01 Y supply chain risk management policy and the Functional |Intersects With Pl Gov-02 |P . 5
Procedures Resilience procedures necessary for secure,
assoclated supply chain r|sk management controls b. D - . o
'Y ocumentation compliant and resilient
RS PORES ez
Policy and Procedures to facilitate the |mplementat|on of the Third-Part Mechanisms exist to facilitate the
SR-01 Proceiiures supply chain risk management policy and the Functional Subset Of Mana eme)r/\t TPM-01 |implementation of third-party 10
asso<:|ated supply chaln risk management controls b. 9 management controls.
ok £
RATRISFEENTS ARt mpRiteHa o sashr - -
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk MIZEh%r;Igrl‘Jns ?Xlé;;?nd:i\lsibp a
SR-02 M pply system components, or system services];b. Review Functional |Intersects With Management RSK-09 |P Pply . 5
anagement Plan Management (SCRM) associated
and update the supply chaln rlsk management plan (SCRM) Plan :
r with the development,
FOfGHRIG Sy s erms iy tinn-CofirRAEna sy ST - n "
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk m?thvzr;fg?: se:clitrittul risks and
SR-02 pply system components, or system services];b. Review Functional |Intersects With! Management TPM-03 " Y. 5
Management Plan and u date the suppl chaln rlsk mana ement lan (SCRM) threats associated with
p PPy o £r ,-?. - p Technology Assets, Applications
Supply Chain Risk conslstlng of [Assignment: organlzatlon deﬁned Supply Chain Risk Mechanisms exist to:
. Management Plan | [personnel, roles, and responsibilities] to lead and . 8 - (1) Evaluate security risks and
SR-02(01) Establish SCRM |support the following SCRM activities: [Assignment: Functional [Intersects With Management TPM-03 threats associated with 5
it h vitie (SCRM) -
Team organization-defined supply chain risk management Technology Assets, Applications
PETSUMTTET, U- CITTPTOy UTE TONUWITY COTTTOTS 10 ProTett p -
Supply Chain against supply chain risks to the system, system Prf:;f::;ro :‘gzgt‘%l'gn\:vse:léfgst:e:%?ress
SR-03 Controls and component, or system service and to limit the harm or | Functional Equal Weaknesses or TPM-03.3 deficiencies in the security of the 10
Processes consequences from supply chaln relaltr\eﬂ evsnts Deficiencies supply chain
Py B ORI 2GS R FASttRgieS Bt ftrace - - —
Acquisition tools, and procurement methods to protect against, Acquisition Itwaiel((:)?:dnI:?Su?s)?tis;rfostt:—grezeies
SR-05 Strategies, Tools, |identify, and mitigate supply chain risks: [Assignment: Functional |Intersects With| Strategies, Tools & | TPM-03.1 contract to?)ls and rocuregmem 5
and Methods organization-defined acquisition strategies, contract Methods p
emnt " N hedel methods for the purchase of
Acquisition Employ the following controls to ensure an adequate implement a spare parts strategy
i Strategies, Tools, |supply of [Assignment: organization-defined critical : " to ensure that an adequate
SR-05(01) and Methods | |system components]: [Assignment: organization- Functional Equal Adequate Supply | TPM-03.4 supply of critical components is 10
Adequate Supply |defined controls]. available to meet operational
= — - TEgUTATTy TEVIEW aTTa aSSE
SRl et with Supplers or Lontractors and the. Review of Third- External Service Providers (ESPS)
SR-06 Assessments and PP ice th Functional |Intersects With! P. Servi TPM-08 [for compliance with established 5
Reviews system, system component,l or system service they arty Services contractual requlrements for
provide [Assignment: organization-defined frequency].
involved in the supply chain for the system, system Security Mechanlsms exist to compel
R Notification component, or system service for the [Selection (one : Compromise - External Service Providers (ESPs)
SR-08 Agreements or more): notification of supply chain compromises; Functional Equal Notification TPM-05.1 to provide notification of actual 10
results of assessments or audits; [Assignment: Agreements or potential compromises in the
Mechanisms exist to assess the
. Tamper Resistance [Implement a tamper protection program for the : .| Logical Tampering 2 integrity of critical Technology
SR-09 and Detection  [system, system component, or system service. Functional  Intersects With Protection AST-15 /Assets, Applications and/or 5
Services (TAAS) to detect
M?Jrl‘gprljeetsetcaggrs] Lf Employ anti-tamper technologies, tools, and Logical Tampering m?ecgraipysggsc:?csa(lt‘?eac?\s:;z;?/e
SR-09(01) System tceitl\Pnlques throughout the system development life Functional |Intersects With Protection AST-15 Assets, Applications and/or 5
Development Life ycle. Services (TAAS) to detect
spectonof [eiecton (07 01 M7 o o, St s ety by deehene e
SR-10 ngnsqtegser?{s organization-defined indications of need for Functional Intersects With| and Co(L:)r_]rtce)rfeltmg TDALL Jand Counterfeiting (PTC) 5
P inspection]] to detect tampering: [Assignment: practices that include the means
Inspection of [Selection (one or more): at random; at [Assignment: Mechanisms exist to physically
R organization-defined frequency], upon [Assignment: : : Technology Asset 2 and logically inspect critical
SR-10 Csoy;teg:ér?{s organization-defined indications of need for Functional Intersects With Inspections AST-15.1 technology assets to detect 5
P inspection]] to detect tampering: [Assignment: evidence of tampering.
prevent counterfeit components from entering the Product Tampering authenticity by developing and
R Component system; andb. Report counterfeit system components : : P ~ implementing Product Tampering
SR-11 Authenticity to [Selection (one or more): source of counterfeit Functional Intersects With| and Co(\:)r_lrtce)rfeltmg TDA-11 and Counterfeiting (PTC) 5
component; [Assignment: organization-defined practices that include the means
TECITATITSITS €XTSTT0 TramT
Component Train [Assignment: organization-defined personnel or Anti-Counterfeit personnel to detect counterfeit
SR-11(01) Authenticity | Anti- |roles] to detect counterfeit system components Functional Equal Traini TDA-11.1 [system components, including 10
" . . . . raining
counterfeit Training|(including hardware, software, and firmware). hardware, software and
— T TCE T COTTY UTato T COTTr T U Ve T Te TOmOWITTY — FreeN @R TS xTsTToTTTaTTTTaTT
Authenticity | P . : d Maintain h ) N d
Configuration system components awaiting service or repair an . Configuration proper p yslca security an:
SR-11(02) Control for serviced or repaired components awaiting return to Functional Equal Control During MNT-07 |configuration control over 10
Component Service service: [Ass‘lgnment: organization-defined system Maintenance tech‘nology assets awaiting
a - - P SRPIRT GRSt oy ur repurpuse
B ot A
SR-12 Disposal the following techniques and methods: [Assignment: Functional |Intersects With| Destruction or Re- | AST-09 [|organization-defined techniques 5

organization-defined techniques and methods].

Use of Equipment

and methods to prevent
oy e
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