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Policy and standards, and guldellnes and2 Procedures to . . pu%f;'&?aiizu&my' zlalilgi?;nsatggdtjalfjsgllzate
AC-01 Procedures facilitate the implementation of the access control Functional [Intersects With: Resilience GOV-02 rocedL;res necessary for secure 5
policy and the assoclated access controls b. Designate Documentation gompliant and resiligt '
LY
RRIAGHRPBrBRTS AR GvES Areglirrrriipaittes, - - - - -
Policy and standards, and guidelines; and2. Procedures to JeélaotdelcofRS\e”civ:it& gdeecc:spls?;nfx;isatntgerzwew the

AC-01 Proceiiures facilitate the implementation of the access control Functional |Intersects With pCompIiance & Y1 Gov-03 Resilierzlc'e Program (SCRP) 5

pollrcy and the assoaated access COTLtrOFLS‘ o. ll]3e5|gnate Resilience Program including policies, standarcis and
o FNTRY 2
RRIASHRP ORI SAERR GRES Arelginrirsiipiaities, n - -
Policy and standards, and guidelines; and2. Procedures to Identity & Access :\rll'r?clzi:(lesnr:astiiﬁS()tfti[zigii:lf'li?att?ot:e
AC-01 Y facilitate the implementation of the access control Functional Subset Of Y IAC-01 P 10
Procedures . . h Management (IAM) and access management
policy and the assoclated access controls b Designate controls
I 11t -
asdbrdeesenr R RRRRAecottinrahatisis e - -
Account [Assignment: organization-defined personnel or roles] Termination of gdc(ecceiznrlisrn'(sseizlzttti?nreelvorhgr:lr?ee:
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With! Employment IAC-07.2 Lpon terr?ﬂnation of erny o ment' 5
9 perlod] when accounts are no Ionger required;2. ployi ol?contract ploy
FAerinnmeaninestrtigipraaiinrfimapataniguban L ———
Account [Assignment: organization-defined personnel or roles] Account govern account management of
AC-02 within:1. [Assignment: organization-defined time Functional |Intersects With! IAC-15 |individual, group, system, 5
Management Management . A
perlod] when accounts are no Ionger required;2. service, application, guest and
tRerttreestintsan NG rasitfhisragRasantia s 5
[Assignment: organization-defined personnel or roles] . .
AC-02 Ma/:mcacoeurzfent within:1. [Assignment: organization-defined time Functional |Intersects With! I\r/];\ijéaDtia:)tr? TDA-18 :\lllae”cc:}?m;fr?sfs:'ﬁ;;t%sr;sctttshe 5
9 perlod] when accounts are no Ionger required;2. Yy puts.
tAeriueasints R Nip rdasirdiimagadatiguban o TTpTETITETTCS oy
Account [Assignment: organization-defined personnel or roles] Safeguarding Data cryptography and security
AC-02 M within:1. [Assignment: organization-defined time Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
anagement . . . o "
period] when accounts are no longer required;2. Networks sensitive/regulated data during
[Acci, izatinn dafinad +i indl k. icei, IND
Enforce approved authorizations for logical access to roecizgrfggzsesxg’;:;;r}f&g

AC-03 /Access Enforcement|information and system resources in accordance with Functional |Intersects With|Access Enforcement| IAC-20 pelqmissions that conform to the 5

applicable access control policies. principle of "least prlwlege "
T TITTPTETTTETTTSTroT
Enforce approved authorizations for logical access to Safeguarding Data cryptography and securlty

AC-03 IAccess Enforcement|information and system resources in accordance with Functional |Intersects With Over Open NET-12 |protocols to safeguard 5

applicable access control policies. Networks sensitive/regulated data during
e Wi
Enforce approved authorizations for logical access to . .

AC-03 /Access Enforcement|information and system resources in accordance with Functional |Intersects With I\r/]gl\iJ;aDtia;r? TDA-18 :\;Iae”?i?n'gfr?rffz:ﬁgf;ﬂsctéhe 5
applicable access control policies. Yy puts.
lock the account or node for an [Assignment: attempts by a user during an

. Unsuccessful Logon|organization-defined time period]; lock the account or . _ organization-defined time period

AC-07 Attempts node until released by an administrator; delay next Functional Equal Account Lockout | IAC-22 and automatically locks the 10

logon prompt per [Assignment: organization-defined account when the maximum
UOJECT T CIHTTITTET arTy CIVIT PETTaTtes, armus, USe OT tTe -
System Use system indicates consent to monitoring and System Use :asntr:-rzsutsheaag;isf’i)clgii;r? ;’;zggvzd

AC-08 Nyotiﬁcation recording;b. Retain the notification message or banner | Functional Equal Notification (Logon | SEA-18 o}j banner before granting accegss 10
on the screenﬂuntll use:?l alfknt:IwLe:d?e the usage Banner) to Technology Assets,

- - seatiiaraetar - pertrimationtie- YR tatvitour - - -
Permltt‘ed Actions identification or authentication consistent with Permltt_ed Actions do;ument the Supportlng .
Without P I h . . Without rationale for specific user actions
AC-14 e organizational mission and business functions; andb. Functional Equal o IAC-26 10
Identification or Document and provide supportin: ratlonale |n the Identification or that can be performed on a
Authentication it L p} " pp 9 Authorization system without identification or
configuration/connection requlrements and Mechanisms exist to define,
~ implementation guidance for each type of remote . . 14 |control and review organization-

AC-17 Remote Access access allowed; andb. Authorize each type of remote Functional |Intersects With| Remote Access | NET-14 approved, secure remote access 5

access to the system prior to allowing such methods.
Remote Access | |Provide the capability to disconnect or disable remote Expeditious NET- ?aec:';msn’t\g ::'Sédtﬁig[g}“de the
AC-17(09) Disconnect or  [access to the system within [Assignment: organization-| Functional Equal Disconnect / 14.8 dispconneyct or dipsable a uzer's 10
Disable Access |defined time period]. Disable Capability remote access session.
@ CSTEDITSTT COTTYUTatoTT TEqUITETITENTS, COTTITETToTT - -
requirements, and implementation guidance for each Wireless ?ﬁ%ﬁg:?;ﬁgi?fgngﬂnd

AC-18 Wireless Access |type of wireless access; andb. Authorize each type of Functional |Intersects With Networkin NET-15 monitor for unauthorize% wireless 5
wireless access to the system prior to allowing such 9 access
GRS FcormyuTraToT reqUITeTTTE TS TUTTTETTTOTT - -
requirements, and implementation guidance for each Wireless Access ?oencf?::rﬁirglsitexalsntdt?nEéo't_ietctotye

AC-18 Wireless Access |type of wireless access; andb. Authorize each type of Functional |Intersects With| Authentication & | CRY-07 wireless netwyorking tecghnglogies 5
wwelessvaccess to the system prior to allowing such Encryption by implementing authentication
requirements, and implementation guidance for Mechanisms exist to enforce

Access Control for |organization-controlled mobile devices, to include . Access Control For access control requirements for

AC-19 Mobile Devices |when such devices are outside of controlled areas; Functional Equal Mobile Devices MDM-02 the connection of mobile devices 10
andb. Authorize the connection of mobile devices to to organizational Technology
the trust relatlonshlps established with other Use of External Mechanisms exist to govern how

. Use of External |organizations owning, operating, and/or maintaining : Technology Assets, _1 |external parties, including

AC-20 Systems external systems, allowing authorized individuals to:1. Functional Equal Applications and/or DCH-13 [Technology Assets, Applications 10
/Access the system from external systems; and2. Services (TAAS) and/or Services (TAAS), are used
TTTOTTITEtOTT UUES TT0T COTTTamT MTOTTPUDITC TMTOTTITatroTT, T

" . Review the proposed content of information prior to . . . .

AC-22 PUb“Cgélicec:tss'ble posting onto the publicly accessible system to ensure Functional Equal PUb“cg;:tcec:tSS'ble DCH-15 Mfél?calng::;:;éf;i;ﬁ{;:g' 10
that nonpublic information is not included; andd. P Y )
D th, n_tha nihli
regulations, policies, standards, and guldellnes andZ. Publishing Security, maintain and disseminate

- Policy and Procedures to facilitate the implementation of the : " Compliance & _0> |Policies, standards and

AT-01 Procedures awareness and training policy and the associated Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
awareness and training controls;b. Designate an Documentation compliant and resilient
CITaTTyes Ur TONOWITY [ASSTYTITTENT, UrgaiiZatorT= - - - -

Lterooy Taning [BSTIES eTiT Employ th llowin tecques o
AT-02 Y 9 increase the security and privacy awareness of system | Functional Equal Pl SAT-02 ploye - . 10
and Awareness users [A55| nment: organization- deﬁned awareness Resilience appropriate security, compliance
N ? Llndat, gm - el Awareness Training and resilience awareness
M TETITATITSTITS EXTST T UTmZe
Literacy Training . . L . . . security awareness training on
AT-02(02) and Awareness | PLc‘z;Iriieallltiﬁrd?gtg:?P%:igerfiﬁ?;alilng and reporting Functional Equal In;w::ephersesat THR-05 [recognizing and reporting 10
Insider Threat | . potential indicators of insider
- - - - - TG s TETaTE T TraTTg:
AT-03 Role-based Trainin: Zﬁzt?ps's'igf:gz:ﬂoonr,gca);i;;ear;fig:w_ﬁégg:esglgrgzigr:lgﬁsr Functional |Intersects With! Rg;fraits;d SAT-03 élize Bsefsc;:nag:hgzg:gnﬁ]ccess w0 5
9 thereafter; and2. When required by system changes;b. Compliance & Sy N p. 9
L N . i e assigned duties;
Update role-based training content [Assignment: Resilience Training S\ \Mhan ramuirad bu cyctam
privacy training activities, including security and Security ‘“d""ual' SELUIY, LUTTPnelitE
. A e : ! and resilience awareness
g . privacy awareness training and specific role-based . Compliance & y P

AT-04 Training Records security and privacy training; andb. Retain individual Functional Equal Resilience Training SAT-04 E;a)lggg\;rrin awareness training: 10
training records for [Assignment: organization-defined Records el 9 9
standards, and guidelines; and2. Procedures to Periodic Review & Mechanisms exist to review the

| Policy and facilitate the implementation of the audit and . .., | Update of Security, 0= |Security, Compliance &

AU-01 Procedures accountability policy and the associated audit and Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5
accountability controls;b. Designate an [Assignment: Resilience Program including policies, standards and
standards, and guidelines; and2. Procedures to Publishing Security, maintain and disseminate

¥ Policy and facilitate the implementation of the audit and . : Compliance & _0> |Policies, standards and

AU-01 Procedures accountability policy and the associated audit and Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
accountability controls;b. Designate an [Assignment: Documentation compliant and resilient
standards, and guidelines; and2. Procedures to . . .

. L . . y . Mechanisms exist to facilitate the
AU-01 Policy and facilitate th_e |mp|§mentatlon of the_ audit an_d Functional Subset Of Cont_lnupus MON-01|implementation of enterprise- 10
Procedures accountability policy and the associated audit and Monitoring wide monitoring controls.
accountability controls;b. Designate an [Assignment: 9 .
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eve oeTo 2 n - n
AU-02 Event Logging  |system: [Assignment: organization-defined event types| Functional |Intersects With ty B 9  an ongoing 5
(subset of the event types defined in AU- OZa ) alon Monitoring 01.8 Jand escalate incidents in
b b, yp 9 accordance with established
trighsthectipfttrerna it evirrs o trsiiReute Speeny - -
the following event types for logging within the Centralized (SSeICELI:/I;I)tyo:'nSCiIr?]ielr;::' E\L:fgmhad?er:da?oeorl
AU-02 Event Logging |system: [Assignment: organization-defined event types| Functional |Intersects With Collection of MON-02 to supnort the centralized ' 5
D e e Pes oo I Ao23 ) aons Security vent Logs collection of security-related
establishes the following:a. What type of event Mechanisms exist to configure
| Content of Audit |occurred;b. When the event occurred;c. Where the N Content of Event _o=|Technology Assets, Applications
AU-03 Records event occurred;d. Source of the event;e. Outcome of Functional Equal Logs MON-03 and/or Services (TAAS) to 10
the event; andf. Identity of any individuals, subjects, or produce event logs that contain
TECITETTSTITS EXTSt (U anutate arma
/Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 Audltcléogacslgorage [Assignment: organization-defined audit log retention Functional Equal Even(t':la_ogcslétorage MON-04|event log storage capacity to 10
pacity requirements]. pacity reduce the ||ke||hood of such
h.
Audit Log Storage [Transfer audit logs [Assignment: organization-defined Event Log Backup event Iogs onto a physlcally
| Capacity | Transfer [frequency] to a different system, system component, . . on Separate MON- [different system or system
AU-04(01) to Alternate or media other than the system or system component Functional Intersects With Physical Systems /| 08.1 |component than the Security 5
Storage conducting the logging. Components Incident Event Manager (SIEM) or
@ ATETT [ASSIgTITTENT OTgaTTZatoT=UeTTeu PETSUTITTET Or TETITETTISTITS EXTST IO aTeTt
Response to Audit |roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process |period] in the event of an audit logging process failure; | Functional Equal Log Processing  |[MON-05 [event of a log processing failure 10
Failures andb Take the followmg addltlonal actlons Failures and take actions to remedy the
ncl ldicriinti,
Mapisomrate oraniiin edffisAcendiieprientiar
Audit Record impact of the inappropriate or unusual activity;b. Centralized ?;é%;tyan;ﬁﬁgi g‘é?g:ﬂh:taer;agfgl
AU-06 Review, Analysis, [Report findings to [Assignment: organization-defined Functional [Intersects With: Collection of MON-02 N 5
P X " . s to support the centralized
and Reporting personnel or roles]; andc. Adjust the level of audit Security Event Logs . .
1 : 1 " A in b collection of security-related
TREPHT Ot ot WHUS ar SCABA EREHETVE rar TEVET UT aUUTt TEVIEW, arTarysTs
Audit Record impact of the inappropriate or unusual activity;b. Audit Level MON- and reporting based on evolving
AU-06 Review, Analysis, [Report findings to [Assignment: organization-defined Functional |Intersects With! Adjustments 02.6 threat information from law 5
and Reporting  |personnel or roles]; andc Adjust the level of audit ) : enforcement industry
ol v nd it . r athar dihl.
FOF At e A REETRPARTE S HYS T aaar diblo—
records that meet [Assignment: organization-defined Clock ZI?'\Ccr;\arzl:i?astiiﬂSttef:ch:éllltlyze ttl(r)ne
AU-08 Time Stamps granularity of time measurement] and that use Functional [Intersects With: Synchronization SEA-20 synchronize all critical s gtyem 5
Coordinated Universal Time, have a fixed local time Y! ?/ K Y
fSf=atrdrerecras antrs KedoreatTeSemnp -t oo
records that meet [Assignment: organization-defined Technology Assets, A Iicgtions
AU-08 Time Stamps granularity of time measurement] and that use Functional |Intersects With! Time Stamps MON-07 and/or Segrzl/ices (TAASp)pto use an 5
Cgor(illgatnedrunlversal Tlme have iixed .I'okchalkt!rmem Suthoritative time source to
i AerUtaR T RA ARG HUR AT AU Ryt Y Mechanisms exist to protect
. .. |from unauthorized access, modification, and deletion; . N
AU-09 Protection OT Audit andb. Alert [Assignment: organization-defined Functional Equal Protection of Event MON-08 event IOQ.S and audit tools from 10
Information N . Logs unauthorized access,
personnel or roIes] upon detectlon of unauthorlzed o .
modification and deletion.
RECART RO AAS B8 TOF fiR frrsertie WITT TECOTUS TETETTTOTT
Audit Record defined time period consistent with recurds retention requirements to provide support
AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10{for after-the-fact investigations 10
|nvest|gat|ons of |nC|dents and to meet regulatory and of security incidents and to meet
Linfarm. ctabutarn raculat, nd
aerrRigIHRe 2aerT Yot ek e
Audit Record system components];b. Allow [Asslgnment Monitoring Z\z::talrgsn:es iﬂStet?\eﬁraot\lltl)[ne o
AU-12 : organization-defined personnel or roles] to select the Functional |Intersects With " MON-06 Jog report g : 5
Generation e Reporting capability to aid in detecting and
event types that are to be logged by specific N A
P o i 1g anomalous activities.
Stanaanes arii-thideiiies iR rFrocauatesty TECITATITSTITS EXTST [0 TaCTate e
Policy and facilitate the implementation of the assessment, Information implementation of security,
CA-01 Proceiiures authorization, and monitoring policy and the Functional Subset Of Assurance (IA) IAO-01 |compliance and resilience 10
associated assessment, authorlzatlon and rnonltorlng Operations assessment and authorization
In} n L L
SEAtRIfS - BRG gaRIePRIASHGL MOt Bt RS 1ES — - 8 - -
Policy and facilitate the implementation of the assessment, Jednaotdelcofp\g‘e”ci‘?—’it& gﬂee;$;:|sgﬁ()srrexllisatntgerEV|ew the
CA-01 Y authorization, and monitoring policy and the Functional |Intersects With| ~P . Y| Gov-03 urity, P 5
Procedures Compliance & Resilience Program (SCRP),
assoclated assessment authorlzatlon and monltonng Resili n : ey
A esilience Program including policies, standards and
SeRitRIfeS - BRG gaRierREASHGL POttt R8 TS P - —— - -
Policy and facilitate the implementation of the assessment, Puk:clzjsmnl?aiizu&nty, rr;a”'?itea;nsiggdda'f;:?#;ate
CA-01 Y authorization, and monitoring policy and the Functional |Intersects With pil: Gov-02 P ' 5
Procedures associated assessment authorlzatlon and monitorin Resilience procedures necessary for secure,
9 Documentation compliant and resilient
is reviewed and approved by the authorizing official or Functional Review Mechanisms exist to regularly
" Control designated representative prior to conducting the : : Of Security, CPL- |review Technology Assets,
CA-02 Assessments assessment;d. Assess the controls in the system and Functional [Intersects With Compliance & 03.2 |Applications and/or Services 5
its environment of operation [Assignment: Resilience Controls (TAAS) for adherence to the
- - e — TMTOTTEUUIT ASSUTATICE FTOgTETTT
CA-02 Control Idserseiglneav::g fenpdreaspe%rgéievdebp)rif)rret:lézm%rijzclgggomcelal o Functional |Intersects With Technical |A0-06 gé:i) ?‘c'ﬁin\’/]itilz;tgna/;loustae]tdhe 5
Assessments assessment;d. Assess the controls in the system and Verification effecgtlvenepss of technlcal
its environment of operation [Assignment: N )
is reviewed and approved by the authorizing official or Security, project development to
~ Control designated representative prior to conducting the . . Compliance & _0na |determine the extent to which
CA-02 Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Resilience In Project PRM-04 the controls are implemented 5
its environment of operation [Assignment: Management correctly, operating as intended
is reviewed and approved by the authorizing official or Mechanisms exist to formally
~ Control designated representative prior to conducting the . . " assess the security, compliance
CA-02 Assessments assessment;d. Assess the controls in the system and Functional  |Intersects With Assessments 1A0-02 and resilience controls in 5
its environment of operation [Assignment: [Technology Assets, Applications
is reviewed and approved by the authorizing official or Security, Mechanisms exist to regularly
" Control designated representative prior to conducting the : : Compliance & . review processes and
CA-02 Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Resilience CPL-03 documented procedures to 5
its environment of operation [Assignment: Assessments ensure conformity with the
agreement; service level agreements; user Interconnection /Agreements (ISAs), or similar
~ Information agreements; nondisclosure agreements; [Assignment: : : o5 |methods, that document, for
CA-03 Exchange organization-defined type of agreement]];b. Document, Functional _ Intersects With A re;ﬁ;‘;’;‘; (ISAs) NET-05 each interconnection: 5
as part of each exchange agreement, the interface 9 (1) Interface characteristics;
deficiencies noted during the assessment of the (4) Risk associated with the
" Plan of Action and |controls and to reduce or eliminate known . . Capabilities " deficiency(ies);
CA-05 Milestones \vulnerabilities in the system; andb. Update existing Functional  Intersects With Deficiency Tracking 1A0-05 (5) Source deficiency 5
plan of action and milestones [Assignment: identification/detection;
authorizing official for the system, before commencing Mechanisms exist to ensure
. N operations:1. Accepts the use of common controls : Security _07 |Technology Assets, Applications
CA-06 Authorization inherited by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 and/or Services (TAAS) are 10
to operate;d. Ensure that the authorizing official for officially authorized prior to "go
u.gu.ul a?fu ~oeTTeT .uegueu.ues, TOT aslses TITETTCOT Security, security, compliance and
Continuous control effectiveness;c. Ongoing control assessments . 5 Compliance & resilience controls oversight
CA-07 L in accordance with the continuous monitoring Functional |Intersects With o CPL-02 N 5
Monitoring strate d on om momtorm of s stem and Resilience Controls function that reports to the
9y g g" 9 Y. it b Oversight organization's executive
Continuous Ensure risk monltorlng |s an integral part of the the continuous monitoring
. g . continuous monitoring strategy that includes the : . I 44 [strategy that includes monitoring
CA-07(04) MDE;%'{;%LR'SK following:a. Effectiveness monitoring;b. Compliance Functional Equal Risk Monitoring | RSK-11 the effectiveness of security, 10
9 monitoring; andc. Change monitoring. compliance and resilience
- - - — CTUUgTT G UTITOTTZITTg TITeTTTaT
internal connection, the interface characteristics, connections of systems and
" Internal System |security and privacy requirements, and the nature of : Internal System NET- . !
CA-09 Connections the information communicated;c. Terminate internal Functional Equal Connections 05.2 (cjgsﬁrence(:';trl]ng[hgoirnfearcft;clgternaI 10
system connections after [Assignment: organization- - e i+
echansms st o aciae e
CM-01 Y N Ny P . Functional Subset Of Management CFG-01 |implementation of configuration 10
Procedures configuration management policy and the associated Program management controls.
configuration management controls;b. Designate an 9 9 )
regulations, policies, standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
- Policy and Procedures to facilitate the implementation of the . .. | Update of Security, _03 |Security, Compliance &
CM-01 Procedures configuration management policy and the associated Functional Intersects With Compliance & GOVv-03 Resilience Program (SCRP), 5
configuration management controls;b. Designate an Resilience Program including policies, standards and
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Control Description en
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
CM-01 Policy and Proc_edure_s to facilitate the |mp_|ementat|on of th_e Functional |Intersects With Comp_ll_ance & GOV-02 policies, standards and 5
Procedures configuration management policy and the associated Resilience procedures necessary for secure,
configuration management controls;b. Designate an Documentation compliant and resilient
of the system; andb. Review and update the baseline update baseline configurations:
- Baseline configuration of the system:1. [Assignment: . . . CFG- (1) At least annually;

CM-02 Configuration organization-defined frequencyl;2. When required due Functional Intersects With| Reviews & Updates 02.1 |(2) When required due to so; or 5
to [Assignment: organization-defined circumstances]; (3) As part of system component
of the system; andb. Review and update the baseline Mechanisms exist to develop,

- Baseline configuration of the system:1. [Assignment: . . Secure Baseline o |[document and maintain secure

CM-02 Configuration organization-defined frequency];2. When required due Functional Intersects With Configurations CFG-02 baseline configurations for 5
to [Assignment: organization-defined circumstances]; [Technology Assets, Applications
/Analyze changes to the system to determine potential Security Impact Mre)choasréljnc'\ﬁae]X|ZtStg)fn2Ityezr1e:ial

CM-04 Impact Analyses |security and privacy impacts prior to change Functional Equal Analysis for CHG-03 Secﬁrity impactgs priorpto the 10
implementation. Changes implementation of the change.

. . . Mechanisms exist to define,
. Define, document, approve, and enforce physical and Governing Access 4
- Access Restrictions . ity N - . . L END- |document, approve and enforce
CM-05 for Change L(r)]gelcsalsiecrcness restrictions associated with changes to Functional |Intersects With! Res(t:ﬂgtrl‘or; for 03.2 |access restrictions associated 5
3% - 9 \with changes to Technology
TETITETTISTITS EXIST L0 ENToTce
- Define, document, approve, and enforce physical and - configuration restrictions in an
CM-05 Accefzi Iéﬁztnncetlons logical access restrictions associated with changes to Functional |Intersects With Acheg? CRreas;ncetlon CHG-04 |effort to restrict the ability of 5
9 the system. 9 users to conduct unauthorized
COTTITTOTT SETUTE COTTYUTatioTTS T, - TTTPTETTTETTT TTeE = -
Configuration configuration settings;c. Identify, document, and Secure Baseline zlc?ccﬁrirelr?tmasnzxrl:taitlftgiiv:eiﬁre
CM-06 g approve any deviations from established configuration | Functional [Intersects With N N CFG-02 . N . 5
Settings : : . R " Configurations baseline configurations for
settings for [Assignment: organization-defined system T P
1 bacad T ' izt echnology Assets, Applications
EOMARAPSETHre T MGdIHtRMR T ATRfeRRift tRe - i
Configuration configuration settings;c. Identify, document, and Approved CFG- gsescer;asrrissrpz:g':t toodvoecglrndeenr:,
CM-06 Se?tin s approve any deviations from established configuration | Functional |Intersects With Configuration 02.7 |deviations to star?v‘l)ardized Y 5
9 settings for [Assignment: organization-defined system Deviations . i ti
- L bomc ek oo LA vt configurations.
G ARRS i RA RS A TSI e SRt AR ; - -
andb. Prohibit or restrict the use of the following ?a/staetl)'vi‘;istitec;pbrO\;ld:c%r::IZ”essentlal
CM-07 Least Functionality [functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 Pabilit y specincally 10
prohibiting or restricting the use
[Asslgnment organlzatlon defined prohlblted or
oy of ports, protocols, and/or
ERTHpTRE: MretT Ay GEr SR E-Te e are : -
System Component level of granularity deemed necessary for tracking and m\e,g:?gﬁisergi??eséﬁgo’fsrfolngsets

CM-08 Y InventoEy reporting; and5. Includes the following information to Functional |Intersects With| Asset Inventories | AST-02 Applications, Services a?'\)élor ' 5

[achleve system component accountablllty L B Data (TAASD) that:
Lo AR = RS RATE UUTCE AU TEPUSTIOTY U ProvIve
level of granularity deemed necessary for tracking and Component . [a trusted source and
CM-08 System Component reporting; and5. Includes the following information to Functional |Intersects With! Duplication AST. accountability for approved and 5
Inventory . 02.3
achleve system component accountablllty Avoidance |mp|emented system
s Trri-aretRedivuintiredinfassatiatet <
’ Mechanisms emst to enforce
documentation protected by quantity licenses to

CM-10 Software Usage control copying and distribution; andc. Control and Functional Equal Softwar_e Usage CFG-04 software usage restnctlons to 10

Restrictions document the Use of peer-to-peer file sharin Restrictions comply with applicable contract
ol " ph E hility i ,,gr vcad far agreements and copyright laws.

governing the |nsta|lat|on of software by users;b. M . . .
i echanisms exist to restrict the

cM-11 User-installed  [Enforce software installation policies through the Functional |Intersects with|  User-nstalled | x5 lapiity of non-privileged users to 5
Software following methods: [Assignment: organization-defined Software N N
) N . . install unauthorized software.
imethods]; andc. Monitor policy compliance
regulations, policies, standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
g Policy and Procedures to facilitate the implementation of the . .. | Update of Security, _03 |Security, Compliance &

Cp-01 Procedures contingency planning policy and the associated Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5
contingency planning controls;b. Designate an Resilience Program including policies, standards and
regulations, policies, standards, and guidelines; and2. Business Continuity Mechanisms exist to facilitate the|

CP-01 Policy and Procedures to facll_ltate th_e |mp|ementat|on of the Functional Subset Of Management BCD-01 |mp|ernentat|on of contingency 10

Procedures contingency planning policy and the associated planning controls to help ensure
N . A N System (BCMS) ™
contingency planning controls;b. Designate an resilient Technology Assets,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
g Policy and Procedures to facilitate the implementation of the . : Compliance & _0> |Policies, standards and

CP-01 Procedures contingency planning policy and the associated Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
contingency planning controls;b. Designate an Documentation compliant and resilient
contingency plan to [Assignment: organization-defined Business Continuity Mechanisms exist to facilitate the

CP-02 Contingency Plan key contingency personnel (|dent|ﬁedAby name and/or Functional Subset Of Management BCD-01 |mp|ernentat|on of contingency 10
by role) and organizational elements];c. Coordinate System (BCMS) planning controls to help ensure
contingency planning activities with incident handling Y resilient Technology Assets,
contingency plan to [Assignment: organization-defined Ongoing Mechanisms exist to update

- . key contingency personnel (identified by name and/or . . A _o¢ |contingency plans due to

CP-02 Contingency Plan by role) and organizational elements];c. Coordinate Functional  Intersects With Copnglr:\rg‘;ie]ncy BCD-06 changes affecting: 5
contingency planning activities with incident handling 9 (1) People (e.g., personnel
VYT [ASSTYTITITETG - UTgaTZatioT=UeTT e UTTTe PerTouT MTECTTATIISITTS EXTST [0 aueqUaTeTy

Contingenc of assuming a contingency role or responsibility;2. Contingenc train contingency personnel and
CP-03 Traingin y \When required by system changes; and3. [Assignment:| Functional Equal Trair?in Yy BCD-03 |applicable stakeholders in their 10
9 orgamzatlon deﬁned frequency] thereafter andb. 9 contingency roles and
et o gimet ATy Pomy Contingency Fian srechanSitS e o
Contingency Plan [th€ following tests to determine the effectiveness o _ . |Root Cause Analysis oot Cause Analysis (RCA) an:
CP-04 Testin the plan and the readiness to execute the plan: Functional |Intersects With (RCA) & Lessons BCD-05 |"lessons learned" activity every 5
9 [Assignment: organlzatlon -defined tests] b ReV|ew the Learned time the contingency plan is
1l nd. +i: tad
FREGIGAARM G gt RA AR R g PSR -
Contingency Plan the following tests to oetermlne the effectiveness of . y Contingency Plan tee\iatlsu:tned{ohreec)oirtcilnsges;é)y plan's

CP-04 Testing the plan and the readiness to execute the plan: Functional |Intersects With Testing & Exercises BCD-04 effectiveness and the 5
[A55|gnment organlzatlon]:jeﬁne’? testf]? Rewew the organization's readiness to
information contained in the system [Assignment: Mechanisms exist to create

g organization-defined frequency consistent with . . _11 |recurring backups of data,

CP-09 System Backup recovery time and recovery point objectives];c. Functional _ Intersects With Data Backups BCD-11 software and/or system images, 5
Conduct backups of system documentation, including as well as verify the integrity of
FTOVIUE TOT TITE TETUVETY amTu TECOTTSUTUTIOTT OT TTer TECITITOTUYy ASSETS; - 8

System Recove! system to a known state within [Assignment: Applications and/or geizﬁ:n::gsvsflsgntg ensure the

CP-10 an‘ij Reconstitutilovn organization-defined time period consistent with Functional |Intersects With| Services (TAAS) |BCD-12 reconstitution gf Technology 5
recovery time and recovery‘polnt objectives] after a Recovelry:& Assets, Applications and/or
PO REAB ERERICGHERaRGiTstTuToTT o T - - -

System Recove system to a known state within [Assignment: Business Continuity mfclr;%';r?ast;ﬂ%ftgoﬁt?:'tgaec the

CP-10 an};j Reconstitutilgn organization-defined time period consistent with Functional |Intersects With Management BCD-01 plaF:ming controls to help%nsulre 5
Zecgviry time and recoverryfplcl:lllrlt objectives] after a System (BCMS) resilient Technology Assets,

PR E B TR RAOSHER- B GTsTuTToTT o TN M TETITATIISTITS EXTST t0 TatTTaTe
System Recove system to a known state within [Assignment: Recovery Time / BCD. |recovery operations in

CP-10 an)ij Reconstitutiloyn organization-defined time period consistent with Functional |Intersects With| Point Objectives 01.4 accordance with Recovery Time 5

recovery time and recovery polnt objectives] after a (RTO / RPO) . Objectlves (RTOs) and Recovery
 Ohinctiuac (DDA

When [A55|gnment organlzatlon -defined conditions] systems to fail to an

are detected, enter a safe mode of operation with . . . SEA- |organization-defined known-state

CP-12 Safe Mode [Assignment: organization-defined restrictions of safe Functional  Intersects With Fail Secure 07.2 |for types of failures, preserving 5
mode of operation]. system state information in
guidelines; and2. Procedures to facilitate the Periodic Review & Mechanisms exist to review the

" Policy and implementation of the identification and authentication . .. | Update of Security, _03 |Security, Compliance &

1A-01 Procedures policy and the associated identification and Functional Intersects With Compliance & GOV-03 Resilience Program (SCRP), 5
authentication controls;b. Designate an [Assignment: Resilience Program including policies, standards and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|

~ Policy and implementation of the identification and authentication : Identity & Access g implementation of identification

1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) IAC-01 and access management 10
authentication controls;b. Designate an [Assignment: controls.
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate

" Policy and implementation of the identification and authentication . : Compliance & _0> |Policies, standards and

1A-01 Procedures policy and the associated identification and Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5

authentication controls;b. Designate an [Assignment: Documentation compliant and resilient
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IdentlﬁcaFlon_and Uniquely identify and authenticate organizational users Identlﬁ_catl_on & identify _and centrally_
Authentication N A h e : . Authentication for /Authenticate, Authorize and
1A-02 L and associate that unique identification with processes | Functional Equal P IAC-02 N PR 10
(organizational acting on behalf of those users Organizational /Audit (AAA) organizational users
Users) 9 ) Users and processes acting on behalf of]
Authentication Multi-Factor /Automated mechanisms exist to
" (organizational |Implement multi-factor authentication for access to " . P _o¢ |enforce Multi-Factor
1A-02(01) Users) | Multi-factor |privileged accounts. Functional fIntersects With Auth(el\sl\éf)anon IAC-06 IAuthentication (MFA) for: 5
Authentication to (1) Remote network access;
Authentication Mechanisms exist to utilize Multi-
1A-02(01) (organlzatl_onal Im_pl_ement multi-factor authentication for access to Functional |Intersects With _chal Access to |AC-06.3 Factor A_uthentlcatlon (MFA) to 5
Users) | Multi-factor|privileged accounts. Privileged Accounts authenticate local access for
Authentication to privileged accounts.
Authentication - TA-ETTaDTET 1T PTOUUCTS T0 UITUSE
Py . - Information products that have been
1A-02(01) Us(eorl;%inl\lllzjtliﬂgacltor gnﬂsli:eergzgtar?cuolﬂ;]fgctor authentication for access to Functional |Intersects With| Assurance Enabled -I(;I:Z)Ai successfully evaluated against a 5
Authentication to Products National Infc;rmfgl‘on Assurance
Authentication Out-of-Band Multi- for access to privileged and non-
1A-02(01) (organizational Implement multi-factor authentication for access to Functional |Intersects With Factor |AC-06.4 privileged accounts such that 5
Users) | Multi-factor|privileged accounts. Authentication one of the factors is
Authentication to independently provided by a
Authentication Mechanisms exist to utilize Multi-
~ (organizational |Implement multi-factor authentication for access to . . Network Access to g Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor |privileged accounts. Functional  Intersects With Privileged Accounts IAC-06.1 authenticate network access for 5
Authentication to privileged accounts.
Authentication Mechanisms exist to utilize Multi-
P . - Network Access to P
1A-02(01) (organlzatl_onal Im_pl_ement multi-factor authentication for access to Functional |Intersects With Non-Privileged IAC-06.2 Factor A_uthentlcatlon (MFA) to 5
Users) | Multi-factor|privileged accounts. A authenticate network access for
Faper ccounts "
Authentication to non-privileged accounts.
Authentication [RUTOTTTATET TIETTATSTITS EXTST IO
Py . A Hardware Token- ensure organization-defined
1A-02(01) Us(e‘]r;%ﬁnhhzjgﬂgaclmr mszfer;:gta?cugﬂ;@cmr authentication for access to Functional |Intersects With! Based IAC-10.7|token quality requirements are 5
Authentication to Authentication iatlsged fgr hardware token-
AUTTTeTTTCaTTOTT heetrirdbrr ettt tomose
(organizational . R Information products that have been
1A-02(02) Users) | Multi-factor’ Implement multi-factor authentication for access to Functional [Intersects With| Assurance Enabled | TOA" successfully evaluated against a 5
P non-privileged accounts. 02.2 N N
Authentication to Products National Information Assurance
AL RTY hin (MIADY
Nathemtitatomt
o Mechanisms exist to utilize Multl-
(organizational . L Network Access to
" . Implement multi-factor authentication for access to " . - g Factor Authentication (MFA) to
1A-02(02) U/iﬁ;i)elnrgali:;ﬁfgr non-privileged accounts. Functional Intersects With No/rlclzrcl’\alrl]etged IAC-06.2 authenticate network access for 5
non-privileged accounts.
Nearefitiaaort ac
. for access to privileged and non-
(organizational y P Out-of-Band Multi- L
1A-02(02) Users) | Multi-factor Implerne_nt multi-factor authentication for access to Functional |Intersects With Factor |AC-06.4 privileged account_s such that 5
non-privileged accounts. e one of the factors is
Authentlcatlon to Authentication N f
n o independently provided by a
Natherittatof AUTOTTTETEU TECTTaTTSITTS EXTSTTO
(organizational » A Hardware Token- ensure organization-defined
1A-02(02) Users) | Multi-factor :gﬁle;?\z?; rgéjIglcfcic‘}ggsauthentlcatlon for access to Functional |Intersects With! Based IAC-10.7|token quality requirements are 5
Authentication to p 9 . Authentication satisfied for hardware token-
N iy il A . A anth
(:)\:Lg”ai\lil;;;taiz;l:;‘l Mechanisms exist to utilize Multi-
1A-02(02) Users) | Multi-factor Implemgnt multi-factor authentication for access to Functional |Intersects With Nlet_work Access to AC-06.1 Factor A_uthentlcatlon (MFA) to 5
I d Privil d A h k fi
Authentication to non-privileged accounts. rivileged Accounts au_t ‘entlcate network access for
N Gyl o privileged accounts.
Natheritatomt - -
oo " Automated mechanisms exist to
(organizational . - Multi-Factor N
" Implement multi-factor authentication for access to : 5 D enforce Multi-Factor
1A-02(02) U/iﬁﬁ)eln:?cualiligﬁcttgr non-privileged accounts. Functional |Intersects With Auth(el\:l\éf)atlon IAC-06 Authentication (MFA) for: 5
ML filacad (1) Remote network access;
(;‘:;‘a?i‘;:t?::;‘l Mechanisms exist to utilize Multi-
1A-02(02) Users) | Multi-factor Implemgnt multi-factor authentication for access to Functional |Intersects With .chal Access to AC-06.3 Factor A_uthentlcatlon (MFA) to 5
o non-privileged accounts. Privileged Accounts authenticate local access for
Authentication to L
AL 2o o privileged accounts.
&l:tgenri];;?gl:; Implement replay-resistant authentication mechanisms Replay-Resistant /Automated mechanisms exist to
I1A-02(08) User%) | Access to for access to [Selection (one or more): privileged Functional Equal Aﬁth}éntication IAC-02.2[employ replay-resistant 10
Accounts — Replay accounts; non-privileged accounts]. authentication.
'u:l;t;:é;ut;lcl)aléignu Mechanisms exist to accept and
1A-02(12) (organizational Ccce;lpt and electr?nlcally ;erlfy rersonal Identity Functional |Intersects With Accgptgncg olf PIV AC-02.3 electr(_)nlc_allylv:rlfy | identi 5
Users) | Acceptance erification-compliant credentials. redentials org‘anlzaylona ersona ‘entlty
e D Verification (PIV) credentials.
: Uniquely identify and authenticate [Assignment: I /Authenticate, Authorize and
Device o A : . Identification & - .
~ L organization-defined devices and/or types of devices] . . O g /Audit (AAA) devices before
1A-03 Id:;:,;'l%at?coar;iggd before establishing a [Selection (one or more): local; Functional  Intersects With Auth?et:/ci?g:n for | IAC-04 establishing a connection using 5
remote; network] connection. bidirectional authentication that
PETSUTTITET UT TUTES T TU-aSSTgTT aTT IUTVIOuET, group; ToTe; -
\dentifier service, or device identifier;b. Selecting an identifier Authenticate, gﬁ\t’ﬁg?iztgzlﬂ’z:ﬂ;ﬁ“&:z;'cate'
1A-04 Management that identifies an individual, group, role, service, or Functional |Intersects With|Authorize and Audit|IAC-01.2 solutions, both on-premises and 5
qiqui;c.lA55|gn|ng tlhe |dent|ﬁer tz thg |nten£iﬂed (AAA) those hosted by an External
B OTrRTG PO s TG aSSRYF arfdRMtRi g rStp, Tore; - -
|dentifier service, or device identifier;b. Selecting an identifier Identifier r:r;?:m:{;];de:;ggtfzrgl‘j:ee::ames
IA-04 Management that identifies an individual, group, role, service, or Functional |Intersects With| Management (User | IAC-09 and Tegchnology Assets 5
F’i‘{'?if'fﬁf'?ﬁ'\"? Ehe:dﬁntlﬁerrtz thie "?te:l?fd Names) /Applications and/or Services
et R Pmi e RA ARG S 6RO, TorTosT - " -
Authenticator lor compromised or damaged authenticators, and for Authenticator ?’1‘;?:5?2?5 r?\xalitatoé
IA-05 Management revoking authenticators;e. Changing default Functional |Intersects With Management IAC-10 authenticat{)rs for ?JSerS and 5
g authentlcators pnor to first use; f. Changing or 9 devices: and
L " 3
mriaskine |\)| RGP ERIGTEM RS EST S rAsERBHEAMRosT : -
IA-05 revoking authenticators;e. Changing default Functional |Intersects With " IAC-10.8, 5
Management authentlcators rior to ﬁrst usef Changing or Authenticators changed as part of account
- P 9ing creation or system installation.
i UeTeTTITE T PasSWoTT
paheicaty  passworde n A S1a)<. rersi passuordseny
IA-05(01) 9 yptograp VP! P Functional |Intersects With! For Password IAC-10.4|strong enough to satisfy 5
Password-based |passwords using an approved salted key derlvatlon Strength organization- deﬁned assword
Authentication [function, preferably using a keyed hash;e. Require 9 H 9 i P
Authenticator  [passwords in IA-5(1)(a);c. Transmit passwords only ineefiarmsthsarisivg umorce
A X complexity, length and lifespan
~ Management | |over cryptographically-protected channels;d. Store . : Password-Based ~ - A
1A-05(01) Password-based |passwords using an approved salted key derivation Functional Intersects With Authentication IAC-10.1 Ez;‘:]{f‘:;g:'Og:stxoergsg;:gmng 5
Authentication  |function, preferably using a keyed hash;e. Require iy p
Authenticator passwords in IA-5(1)(a);c. Transmit passwords only Mechanisms exist to:
" Management | |over cryptographically-protected channels;d. Store : : Authenticator _ (1) Securely manage
1A-05(01) Password-based |passwords using an approved salted key derivation Functional |Intersects With Management IAC-10 authenticators for users and 5
Authentication [function, preferably using a keyed hash;e. Require devices; and
FS— - - TEEUDETK UT aUTTETTUCETIoTT
1A-06 Authentication &ngﬂiﬁefﬁ?iggtaigﬁ ?Jfrsgg;:rt‘glcritol‘t):cltntfr?g?r?fg?rrr‘\gt‘ij;wg Functional Equal Authenticator JAC-11 iathot:?natfic%?ig:r;i):gc?ses to protect 10
Feedback T;%??,izﬂ?;ble exploitation and use by unauthorized Feedback the information from p055|ble
TP TETTETTC Tt TarTSTITS T aUTTeNTTatoTTTo—a MEIREARAN A e Rstperizad
Cryptographic  |cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
1A-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With! Module IAC-12 |applicable statutory, regulatory 5
Authentication  [regulations, standards, and guidelines for such Authentication and contractual requirements for
ftihefrftifecmanmsms TorautmeTTTaToTT oA AUTOTTTaTET = b
Cryptographic  |cryptographic module that meet the requirements of Authentication /Automated mechanisms exist to
IA-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With Through CRY-02 |enable systems to authenticate 5
Authentication regulatlons standards, and guidelines for such Cryptographlc to a cryptographic module.
il
Identification and Identlﬁcatlon & identify and centrally
ot Uniquely identify and authenticate non-organizational . A
Authentication " Authentication for /Authenticate, Authorize and
1A-08 (non-organizational gﬁe;g;g;{:\c:lsusseesr:ctlng on behalf of non- Functional Equal Non-Organizational IAC-03 A udit (AAA) third-party users and 10
Users) 9 . Users processes that provide services
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AU atro
(non-organizational

/Accept and electronically verify Personal Identity

Acceptance of PIV

Control Description
Mechanisms exist to accept and
electronically verify Personal

IA-08(01) Users) | Acceptance|Verification-compliant credentials from other federal Functional Equal Credentials from |IAC-03.1 . A 10
N N Identity Verification (PIV)
of PIV Cre\(i(:ntlals agencies. Other Organizations| credentials from third-parties.
AUTOTTTETET TTTECTTATTTSTTS EXTSTTO
(nz?r:{tok:'er;tr:icza‘;?onnal a. Accept only external authenticators that are NIST- Acceptance of accept Federal Identity,
1A-08(02) Users) \gAcce tance compliant; andb. Document and maintain a list of Functional Equal Third-Party IAC-03.2|Credential and Access 10
accepted external authenticators. redentials anagemen -approve
of Extern’?al ted ext | authenticat Credential: M t (FICAM) d
TUETTUTTCAToTT arTa Rt hseRRe e Cormorm
Authentication  [Conform to the following profiles for identity Use of FICAM-Issued systems to Federal Identity,
- non-organizational /management [Assignment: organization-define unctional qua . -03.3|Credential and Access
IA-08(04) ( ‘ganizati | g [Assig ‘ganization-defined F i | E | Profiles IAC-03.3|Credential and A 10
Users) | Use of [identity management profiles]. Management (FICAM)-issued
Dafinad Deafil y
R YafrsTTsextst o ToTCE USETS
Require users to re-authenticate when [Assignment: and devices to re-authenticate

IA-11 Re-authentication |organization-defined circumstances or situations Functional Equal Re-Authentication | IAC-14 |according to organization-defined 10
requiring re-authentication]. mrcumstances that necessitate
EXECUTVE UTUETS, UMECTVES, TEYUTaUUTTS, PUTCTES; —— -

oty ot [fencarts and sudeines anid ocedures

IR-01 Proce{iures facilitate the implementation of the incident response Functional |Intersects With! Regilience GOV-02 Sroceddres necessary for secure 5
pollcy and therassoaated |nC|dent responr‘seﬁcorr\‘trols b. Documentation compliant and resilient
Eosiiriie ortfssiftRreavtsoregaiziong, afirass,

and govern processes and
: standards, and guidelines; and2. Procedures to . : o

IR-01 :rtyécezspeds facilitate the implementation of the incident response Functional Subset Of Inm%er;traRszg:nse IRO-01 gfcsmfaﬁfg;'?ﬁiéz T’aegh;itseean 10
pollcy and the aSSDC|ated |nC|dent response controls b. P cagabilit for ¢ bersef:’urit and
BrsitnmieorbhcrinpeapEsareatitin ARitact: cababllty for cybersecuriy

Policy and standards, and guidelines; and2. Procedures to : 8 IRO- |response practiceys to incorporate

IR-01 Procedures facilitate the implementation of the incident response Functional [Intersects With: IRP Update 04.2 |lessons learned, business 5
policy and the associated incident response controls;b. . ! .

Breiarvie st aptoarespiitns At process changes and industry
Policy and standards, and guidelines; and2. Procedures to Root Cause Analysis| and resolving c bersecurity ar?d
IR-01 Proce{iures facilitate the implementation of the incident response Functional |Intersects With| (RCA) & Lessons | IRO-13 data rotect?onyincidents tg 5
po icy and the associated inciden response controls; earnet o >
l dth ted incident trols;b. L d reducpe the likelihood or impact off
n L
DesizRRe GrIPs iR RPESCFeRRIZR IR RFIRASS, — - - : :
Policy and standards, and guidelines; and2. Procedures to JednaotdelcofRS‘ell:eu‘fit& gleeccﬁ;tnlsgwos;xllisatntgerzwew the

IR-01 Proce{iures facilitate the implementation of the incident response Functional [Intersects With: pCom liance & Y1 Gov-03 Resilier)\/c'e Propram (SCRP) 5

pollcy and the assoclated |nc|dent response controls b. -omp N . o9 M
Resilience Program including policies, standards and
of assuming an incident response role or responsmlllty Mechanisms exist to train
~ Incident Response |or acquiring system access;2. When required by . ... | Incident Response " personnel in their incident

IR-02 Training system changes; and3. [Assignment: organization- Functional  Intersects With Training IRO-05 response roles and 5
defined frequency] thereafter; andb. Review and responsibilities.
incident handling activities with contingency planning (2) Automated event detection or

IR-04 Incident Handling iancctil(\i“etrl\etsigca.nl(ri‘l'?r?;p:étaif/(ietilzzsia?s ilr?cai?eelgt frreosrgoti‘r;geolng Functional Equal Incident Handling | IRO-02 ?;?:l:]aall;r;?sl(_jent report intake; 10
procedures, training, and testing, and implement the (4) Containment;

Situational monitor and report the status of
. . - - . " cybersecurity and data
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awareness For IRO-09 orotection incidents to internal 10
Incidents stakeholders all the way through
g REUITE PETSUTTTET TU TEPUTT SUSPETTEU TITCTUETTTS TU — - -
the organizational incident response capability within Incident [T??ﬁ;pﬁﬁigi;ﬁ;sg:—?able.

IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With Stakeholder IRO-10 " > 5

R P h L h . f (2) Affected clients & third-
eport incident information to [Assignment: Reporting parties; and
jaatinn defincd onthocitiael ;
AR Per SORE Y FRpBHeSispecteumoweTts o - - ——
the organizational incident response capability within Regulatory & Law miicdheanntlir:ss sﬁ':‘et E%r:rt]:g;avlvr;th

IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With! Enforcement IRO-14 applicable rg ulatory and law 5
Report |nC|dent |nf0rmat|0n to [A55|gnment Contacts eE?orcementgagenc?es
rARREN AP et Rt SEspectea e o - 5 = -
the organizational incident response capability within Contacts With Z’I;::naqg':?as e);:)Str?gtfigggcatgd

IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With! A "~ GOV-06 | - pprop 5
R P h : h . uthorities \with relevant law enforcement

eport incident information to [Assignment: N
ionting definad aatharitiae] and regulatory bodies.
Provide an incident response support resource, integral Mechanisms exist to provide
~ Incident Response [to the organizational incident response capability, that : Incident Reporting ~ incident response advice and

IR-07 Assistance offers advice and assistance to users of the system for Functional Equal Assistance IRO-11 assistance to users of 10
the handling and reporting of incidents. [Technology Assets, Applications
AUUTESSES e STTarTTg T HTCTaeTTT O TatoTT, =T Mechanisms exist to maintain

. reviewed and approved by [Assignment: organization- . !
IR-08 Incident Response defined personnel or roles] [Assignment: organization- Functional Equal Incident Response IRO-04 aﬂd make available a current and 10
Plan d Plan (IRP) \viable Incident Response Plan
efined frequency] and10. Explicitly de5|gnates (IRP) to all stakeholders
MR GERS affechtesRagirRiRTS SpoRRR TECITaTITSITTS EXTST (0 UeVETop;
Policy and standards, and guidelines; and2. Procedures to Maintenance disseminate, review & update

MA-01 Proceydures facilitate the implementation of the maintenance Functional Subset Of Operations MNT-01 [procedures to facilitate the 10
policy and the associated maintenance controls b. P implementation of maintenance
LRSRRARE GRS SRR APESCTRYBIZR IR RFIRACS, ARSI ESIRAG PERTRFIS

Policy and standards, and guidelines; and2. Procedures to Remote MNT- maintenance personnel to notify

MA-01 Proce{iures facilitate the implementation of the maintenance Functional |Intersects With Maintenance 05.2 affected stakeholders when 5
policy and the associated maintenance controls;b. Notifications . remote, non-local maintenance is
Nosi Lice iaabion Aofinoad " AL Aataltimal
ERSLURAE GruthS, R APES TR IR, JRIRAES; - >

Policy and standards, and guidelines; and2. Procedures to Auditing Remote | MNT- gin;?:lti: rrxzr;t:gcsaelsr;zrstegsar‘kcee”

MA-01 Proceydures facilitate the implementation of the maintenance Functional |Intersects With Maintgenance 05.1 las revie%v the maintena}\ce 5
pollcy and the assoaated malntenance controls b. : . .
Breitnrieartsarneeantssregpiatin daire, Parodic Review & Fiechaniams exit o eview e

Policy and standards, and guldellnes and2. Procedures to Update of Securit: Security, Compliance &

MA-01 Proce{iures facilitate the implementation of the maintenance Functional |Intersects With pCom liance & Y| Gov-03 Resilierz/c'e Propram (SCRP) 5
pollcy and the assouated malntenance controls b. Resili P X f o9 Y
I . esilience Program including policies, standards and
BREIRAE oYt ,uneLuve SregRtERiine; SRS e - —— - -

rotcyon_[fendaris and guidlnes:andz. Procedures o
MA-01 P Y facilitate the implementation of the maintenance Functional |Intersects With pil: Gov-02 P ' 5
rocedures bolicy and the associated maintenance controls b. N Resilience proceldures ngcesslary for secure,
ocumentation compliant and resilient
DeRiGRAA PSS FERpREL PHAR FA AR RERGFar or T
Controlled the system or system components from organizational Controlled controlled maintenance activities
MA-02 Mai facilities for off-site maintenance, repair, or Functional Equal N MNT-02 B 10
aintenance re Iacement d. Samtlze equi ment to remove the Maintenance throughout the lifecycle of the
p auip [Technology Asset, Application
with organlzatlonal pollcy and documented in the Mechanisms exist to authorize,

MA-04 Malntenance  [authentication n the cstablshment of nolocal Functional - ntersects With| i T o MNT-0 0 rand dingnoste| >
maintenance and diagnostic sessions;d. Maintain activities.
with organizational policy and documented in the R MTECTITIISITTS EXTST tO 'VI““"‘: i

Nonlocal security plan for the system;c. Employ strong Functi I lint ts With M Remote MNT- mffalnteganci ;Lerlzonne I:O notify 5

MA-04 Maintenance authentication in the establishment of nonlocal unctional - jintersects Wi Nalnf?enta}nce 052 [ ectte sta Ie OI ers‘vi en .
maintenance and diagnostic sessions;d. Maintain otifications remo e:‘ ?on- osaL mfm enance 1s
with organizational policy and documented in the remote, non-local maintenance

Nonlocal security plan for the system;c. Employ strong . : Auditing Remote MNT- |and diagnostic sessions, as well

MA-04 Maintenance authentication in the establishment of nonlocal Functional  Intersects With Maintenance 05.1 |as review the maintenance 5
maintenance and diagnostic sessions;d. Maintain action performed during remote
T TCETTaTTCE UTgaTZatoTTS O PETSUTTITET, U VETTTy trTaT Mechanisms exist to maintain a

Maintenance non-escorted personnel performing maintenance on Authorized current list of authorized
MA-05 Personnel the system possess the required access authorizations;| Functional Equal Maintenance MNT-06 maintenance organizations or 10
andc. Designate organizational personnel with required Personnel g
orizati o hmical £, personnel.
Restrict or prohibit field maintenance on [Assignment: . .
et . Mechanisms exist to securely

MA-07 Field Maintenance organlz_atlon-deﬁned systems or system components] Functional Equal Field Maintenance | MNT-08 [conduct field maintenance on 10
to [Assignment: organization-defined trusted "
maintenance facilities]. geographically deployed assets.
”ELJ'“‘;; U'uz'b' f’é'“l".““"?b' ';25”:”"”(1' PUTTCTES, Periodic Review & Mechanisms exist to review the

Policy and ?ta‘r;_ ar s,haq glul elines; an fAhroce dL.”eS to Functional |Int ts With Update of Security, GOV-03 Security, Compliance & 5

MP-01 Procedures acilitate the implementation of the media protection unctional |Intersects Wi Compliance & -03 |pesilience Program (SCRP),

policy and the associated media protection controls;b.
Daci [Acci izatinn dafinacd

Resilience Program

including policies, standards and
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e
standards, and guldellnes and2 Procedures to

Mechanisms exist to facilitate the

MP-01 I:’r‘yéce{isrneds facilitate the implementation of the media protection Functional Subset Of Data Protection |DCH-01 [implementation of data 10
pollcy and the assoaated media protectlon controls b. protection controls.
BRSHRRAE Graths; u||eLL|vt: FEYBIERIGN, FRIRIES, —= - —— - -
oty an_[Fondaris and gudelne:ands. Mocedures o
MP-01 Y facilitate the implementation of the media protection Functional |Intersects With Pl Gov-02 P ' 5
Procedures 0|IC and the assoqated media rotectlon controls;b Resilience procedures necessary for secure,
p Y P Aefinad | Documentation compliant and resilient
Restrict access to [Assignment: organization-defined :limitmascrgzsixtlzt;io ictglngr:cl' ?1%?1_
MP-02 Media Access  |types of digital and/or non-digital media] to Functional |Intersects With! Media Access DCH-03 | > ; gita 5
[Assignment: organization-defined personnel or roles] digital media to authorized
9 For9 P : individuals.
Restrict access to [Assignment: organization-defined Endpoint Device :\:Ineclr::;':‘asniﬁngtgnfscg:;atte the
MP-02 Media Access  |types of digital and/or non-digital media] to Functional |Intersects With! Manapement (EDM) END-01 Del\)nce Management (E%M) 5
[Assignment: organization-defined personnel or roles]. 9 controls 9
TTEUTaT PTToT U UTSPUSET, TETEaSe UUT Ur UrgazatorTar - -
control, or release for reuse using [Assignment: Physical Media mic2:2'2?;:;':25?}::?”:20
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With! ySt DCH-08 P : N 5
Disposal longer required, using formal
procedures]; andb Employ sanitization mechanisms
ibh L, ‘b b, procedures.
R PP R SRR P 6 VR ER Y Rt Sy STETT TITeUTa Wit TTeSTreTg T
control, or release for reuse using [Assignment: System Media and integrity commensurate with
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional [Intersects With ganitization DCH-09 |the classification or sensitivity of 5
procedures]; andb. Employ sanitization mechanisms the information prior to dlsposal
H H i i L Lt af
H !
control, or release for reuse using [Assignment: Sanitization of DCH- Mechanisms exist to facilitate the
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional [Intersects With: sanitization of Personal Data 5
Personal Data (PD) | 09.3
procedures] andb. Employ sanltlzatlon mechamsms (PD).
= h £, TTETTTATTISTITS EXTST O Tetant
medla] on [A55|gnment organization-defined systems Media & Data media and data in accordance
MP-07 Media Use or system components] using [Assignment: Functional |Intersects With Retention DCH-18 |with applicable statutory, 5
organlzatlon deﬁned controls] andb Prohlblt the use regulatory and contractual
ARG T R ade RS erRreP By RGP R hlinaty
media] on [Assignment: organization-defined systems Mechanisms exist to restrict the
MP-07 Media Use or system components] using [Assignment: Functional [Intersects With: Media Use DCH-10 |use of types of digital media on 5
organlzatlon deﬁned controls] andb. Prohibit the use systems or system components.
ARG AT R aE AT R By RGPSt - - —
media] on [Assignment: organization-defined systems Prohibit Use DCH- ste;g?msr&“:ble::f;; p:’;:‘)/'itc;ze
MP-07 Media Use or system components] using [Assignment: Functional [Intersects With: Without O 102 |i PO tional tg h 5
organlzatlon deﬁned controls] andb Prohlblt the use fthout Owner : in organizational systems when
such devices have no identifiable
Procedures to facllltate the |mp|ementat|on of the Publishing Security, maintain and disseminate
PE-01 Policy and phy5|;al and en\_/lronmental _protectlon policy a_nd the Functional |Intersects With Comp_ll_ance & GOV-02 policies, standards and 5
Procedures associated physical and environmental protection Resilience procedures necessary for secure,
controls;b. Designate an [Assignment: organization- Documentation compliant and resilient
Procedures to facilitate the implementation of the Physical & Mechanisms exist to facilitate the|
g Policy and physical and environmental protection policy and the : . 4 |operation of physical and
PE-01 Procedures associated physical and environmental protection Functional Subset Of E$¥g3e1?:2§a| PES-01 environmental protection 10
controls;b. Designate an [Assignment: organization- controls.
Procedures to facilitate the implementation of the Periodic Review & Mechanisms exist to review the
PE-01 Policy and phy5|;al and en\_/lronmental protection policy and the Functional |Intersects With Update o_f Security, GOV-03 Secd_rlty, Compliance & 5
Procedures associated physical and environmental protection Compliance & Resilience Program (SCRP),
controls;b. Designate an [Assignment: organization- Resilience Program including policies, standards and
resides;b. Issue authorization credentials for facility current list of personnel with
g Physical Access |access;c. Review the access list detailing authorized : Physical Access - |authorized access to
PE-02 Authorizations  [facility access by individuals [Assignment: Functional Equal Authorizations PES-02 organizational facilities (except 10
organization-defined frequency]; andd. Remove for those areas within the facility
GTCESS TU aTeas WITIIT UTe TaTity UESTgIiatey & PTTySICaT attess auuToTTZatoTT
. publicly accessible by implementing the following . for all physical access points
PE-03 Physical Access controls: [Assignment: organization-defined physical Functional |Intersects With Physical Access PES-03 |(including designated entry/exit 5
Control N e 1o Control
access controls];d. Escort visitors and control visitor points) to facilities (excluding
biitas [Acch it 3 th ithin tha facilits
security incidents;b. Review physical access logs Physical access control
g Monitoring Physical |[[Assignment: organization-defined frequency] and : Monitoring Physical o5 [Mechanisms exist to monitor for,
PE-06 Access upon occurrence of [Assignment: organization-defined Functional Equal Access PES-05 detect and respond to physical 10
events or potential indications of events]; andc. security incidents.
the system resides for [Assignment: organization- rITySTCd aeCESs Ot ot
- ) N Py A T . _ |[mechanisms generate a log entry|
PE-08 Visitor Access deﬁned tlmelperlod‘],b. lReweV\{ visitor access records Functional Equal Physical Access PES. for each access attempt through 10
Records [Assignment: organization-defined frequency]; andc. Logs 03.3 controlled ingress and egress
Report anomalies in visitor access records to int. 9 9
Employ and maintain automatic emergency lighting for automatic emergency lighting
.. _|the system that activates in the event of a power : - PES- [that activates in the event of a
PE-12 Emergency Lighting outage or disruption and that covers emergency exits Functional Equal Emergency Lighting 07.4 |power outage or disruption and 10
and evacuation routes within the facility. that covers emergency exits and
Employ and maintain fire detection and suppression sl)J(IStrteos:itollr:Z:naclngertnea(:lgf)anm fire
PE-13 Fire Protection |systems that are supported by an independent energy | Functional Equal Fire Protection PES-08 [SUPP 10
cource devices/systems for the system
. that are supported by an
TTUTTTUTTY; PrESSUTE; TauratorT, TASSTGTITTETT: m - -
P " N Facility security mechanisms
Environmental olfga_nlzatlon-deﬁned environmental con_trol]] levels : Temperature & exist to maintain and monitor
PE-14 Controls within the facility where the system resides at Functional Equal Humidity Controls PES-09 temperature and humidity levels 10
[ﬁs:‘sl'l\gnment organization- deﬁnedra]c]ce“ptlable levels]; within the facility.
EXTST TUPTOTETT Sy STETTTS TTOTTT
Protect the systern from damage resultl_ng fr(_)m water damage resulting from water
Water Damage |leakage by providing master shutoff or isolation valves . Water Damage PES- 2
PE-15 : N N Functional Equal . leakage by providing master 10
Protection that are accessible, working properly, and known to Protection 07.5
shutoff valves that are
key personnel. il "
a. Authorize and control [Assignment: organization- exist to isolate |nformat|on
~ Delivery and defined types of system components] entering and . . . o [Processing facilities from points
PE-16 Removal exiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal| PES-10 such as delivery and loading 10
system components. areas and other points to avoid
EXECUTIVE UTUETS, UNTETUVES, TEYUTaToTTS, PUTCTES; Statutory, MTETITATIISTITS EXTST TU TaTTTIaTe TTe|
Policy and standards, and guidelines; and2. Procedures to Regulatol '& identification and
PL-01 Proce{iures facilitate the implementation of the planning policy Functional Subset Of C(?ntractla/al CPL-01 (implementation of relevant 10
and the associated plannmg controls b. De5|gnate an ¢ N statutory, regulatory and
r 2 5 ompliance L
AR AT IRt RR SRR RAR IS ofeRas A , -
Policy and standards, and guidelines; and2. Procedures to Technology ldne\eleelyergteanttmamgfat?lIl?igeigon
PL-01 Proce{iures facilitate the implementation of the planning policy Functional Subset Of Development & | TDA-01 strateg?es contract t%ols and 10
[and the associated plannlng controls;ﬁb IDleflgnate an Acquisition procurement methods to meet
ARG RRAGTTErS AR RRIRRSI AR RIGITE Fo A — - - - -
Policy and standards, and guidelines; and2. Procedures to Jednaot(:zlcong‘e”ceu‘?it& g’leecc::tnls?osmexllisatnté)erzwew the
PL-01 Proce{iures facilitate the implementation of the planning policy Functional |Intersects With pCompIiance & Y |Gov-03 Resilierz/c'e Program (SCRP) 5
[and phe assoclated P'a'.‘“'”g c’?nt[‘ols‘;ﬁp.lll)le?gnate an Resilience Program including policies, standards and
X AHRABTUerS, IR RRS YA RIGTE HofeTes) e - P - -
Policy and standards, and guidelines; and2. Procedures to Pu%:jsnf;lnl?aii;uélty, rr;alilgitea;nsatggdciaf;:rar\rl]r;ate
PL-01 Y facilitate the implementation of the planning policy Functional |Intersects With pil: Gov-02 P ' 5
Procedures and the associated plannin controls b. De5| nate an Resilience procedures necessary for secure,
CAcci P 2 & i 9 Documentation compliant and resilient
oot e o CyeTEnE ey Pln | Coordinate | [Assurance Program (A7)
N System Security . N f . . with Other IAO- |activities with affected
PL-02 and Privacy Plans aI‘Z%I:::Ifirlrzneiﬁ]crlgfeﬂsqeeci?'ﬂtrzlidn ’rjlljacs or Functional |Intersects With Organizational 03.1 |stakeholders before conducting 5
P L %, Y P! Y. Entities such activities in order to reduce
SRRHFATRY Felpftertiefc ot enelsyiREnt R iRA Rty - - - -
<yt securty oY vt Conis basaines or vy
PL-02 an)d Privacy Plan/s applicable;12. Describe the controls in place or Functional |Intersects With! ResilieFl)'\ce Controls IAO-03 (e.q., System Security Plan (SSP)) 5
planned for meﬁtlngfﬂe securlty and prlvacy Documentation that:
ERRPIRIRY FedRfBRAR Tatene Sy R EAR Y FA ARty L7 COTITaTT ST Getan to
System Security [2"Y relevant control baselines or overlays, if Network Diagrams assess the security of the
PL-02 Y. Y applicable;12. Describe the controls in place or Functional |Intersects With & Data Flow AST-04 [network's architecture; 5

and Privacy Plans

planned for meeting the security and privacy
i il ) tnil

Diagrams (DFDs)

(2) Reflect the current
hi £ £
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FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control SCF # (SCF) o Relationsh
Control Description en
a a ave aoree
to ablde by the rules of behawor before authonzmg Terms of :mr?Iozegzrzggucrﬁnt;anc;%rastgo
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With! HRS-05 [2PPIY €Y1 ecurity al n n 5
Update the rules of behavior [Assignment: Employment protection principles in their daily
sttt e ey il R e iR auree trork Io eneble secure. compliant
to abide by the rules of behavior, before authorizing HRS- rulespof behavior for ths use of
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With| Rules of Behavior 05.1 |technologies, including 5
update the rules of behavmr [A?5|gn’:n‘ent consequences for unacceptable
R AR R HTeereae RIS R R Ui Rragree - - -
to abide by the rules of behavior, before authorizing Technology Use HRS- It\:lseaCh:rr‘:er'isc;?:; taonsstabllsh
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With o9y usag N . 5
Restrictions 05.3 |implementation guidance for
update the rules of behawor [A55|gnment organizational technologies
ruTES UTDETavIoT T OFSRIE R SRR AT REHRGR g oS B R ERrerTar T UETTaVIOT UTaT COTTTaTTF EXPITCTT
Social Media and |[sites/applications;b. Posting organizational information Social Media & HRS- restrictions on the use of social
PL-04(01) External on public websites; andc. Use of organization-provided | Functional Equal Social Networking 052 media and networking sites, 10
Site/application |identifiers (e.g., email addresses) and authentication Restrictions . posting information on
Lican, icti, Lo o r Lntc an ial i nd ch
Mechanisms exist to develop,
PL-10 Baseline Selection [Select a control baseline for the system. Functional Equal Secur_e Basglme CFG-02 document anq ma”.‘ta'” secure 10
Configurations baseline configurations for
[Technology Assets, Applications
actions that are specific to:
R n - Tailor the selected control baseline by applying : " - CFG- (1) Mission / business functions;
PL-11 Baseline Tailoring specified tailoring actions. Functional Equal Baseline Tailoring 02.9 |(2) Operational environment; 10
(3) Specific threats or
UTYaTIZatoTTaT ETTITeS, T COTMpITaTTCe; ST RETTeTtts tTe - - - —
Information coordination among organizational entities responsible Coﬁfﬁ?;fz’é & :\:fclgi:ésr:p:tiiﬂsgftset:aucrlilétate the
PM-01 Security Program [for information security; and4. Is approved by a senior | Functional Subset Of Resilienpce Program GOV-01 coﬁq liance and resiliencey' 10
Plan official with responsibility and accountability for the 9 P
A " Fa | H (SCRP) governance controls.
Bfgarrzatoner Entides  Sie torphrartess>Refitcs e — - - - -
Information coordination among organizational entities responsible JeélaotdelcofRS\e”ceu‘:it& gdeecc:splsgw;n?x;isatntgerzwew the
PM-01 Security Program |for information security; and4. Is approved by a senior | Functional |Intersects With pCompIiance & Y1 Gov-03 Resilierzlc'e Program (SCRP) 5
Plan ofﬁmal W,I‘th respoﬂsmlll?‘/ and accountablllty for the Resilience Program including policies, standards and
HrihriatonarERtdes M Eaiipmhress 2 Keftcs e —— - —— = o
Information coordination among organizational entities responsible PU%f:ﬁml?aiiéugty' n‘;alilgi?;nsatggdtjalfjsr;ﬁ;r;ate
PM-01 Security Program [for information security; and4. Is approved by a senior | Functional |Intersects With Regilience GOV-02 procedL;res necessary for secure 5
Plan official with responsibility and accountability for the D " P " sary '
icl haine i Lt izatinnal H ocumentation compliant and resilient
Information /Appoint a senior agency information security officer Assigned Security, the mission and resources to
" N with the mission and resources to coordinate, develop, . : Compliance & _oa |centrally-manage, coordinate,
PM-02 Slicauggrys':im%r;g' implement, and maintain an organization-wide Functional Intersects With Resilience GOv-04 develop, implement and 5
P information security program. Responsibilities maintain an enterprise-wide
Information exceptions to this requirement;b. Prepare Security, requests, including the resources
PM-03 Security and docurnenta(tjlon_requlred for addressing I|nf|0rm_at|0n ’ Functional Equal N (;Ic_)mpllarr;ce & PRM-02 geede_d toclmpI?ment;he 10
Privacy Resources security and privacy programs in capital planning an esilience Resource| ecurity, Compliance
investment requests in accordance with applicable Management Resilience Program (SCRP) and
@TTa TTTata ey, 2, DUCUTTENTT UTe TeTTeurar MTormatrorT - -
Plan of Action and security, privacy, and supply chain risk management Vulnerability yjﬁz‘?g:imis;)g?; tor:nes;:re that
PM-04 Milestones Process actions to adequately respond to risk to organizational | Functional |Intersects With Remediation VPM-02 identified, tracked anp y 5
operations and assets, |nd|V|dua|5 other organizations, Process di 'd
and-haRhi R 2o R RE ORI RIS R e T
: security, privacy, and supply chain risk management . M IR
PM-04 P[an of Action and actions to adequately respond to risk to organizational | Functional |Intersects With vC‘apabllltles . |IAO-05 deﬁclency(les)_, . 5
Milestones Process Deficiency Tracking (5) Source deficiency
operations and assets, individuals, other organlzatlons, A e 7.
i X identification/detection;
TETTTATTSTITS EXTST L0 TaCTtate art
. : P IT Asset Management (ITAM)
PM-05 System Inventory g:vzfﬁca?g#?nd\?et:tgﬁssé?%szﬁ}gg%igfztg;:\:ﬁnw Functional |Intersects With| Asset Governance [ AST-01 |program to implement and 5
a Y Y 9 Y . manage asset management
Mechanisms exist to perform
PM-05 System Inventory Develop and update [Asggnment_: orgamzatlon—deﬁned Functional |Intersects With| Asset Inventories | AST-02 |nver_\tor_|es of Tec_hnology Assets, 5
frequency] an inventory of organizational systems. /Applications, Services and/or
Data (TAASD) that:
easaresof _[Pevelop, monior,and reprt o te st o | || e i sng resoucee
PM-06 Performance |nef§|;n:;taur>1rgesecurlty and privacy measures of Functional |Intersects With Resilience GOV-04 develop, implement and 5
P . Responsibilities maintain an enterprise-wide
M TETTTATITSTITS EXTST U UEVETUP;
Develop, monitor, and report on the results of report and monitor Security,
PM-06 &eﬁa;::]e:ng; information security and privacy measures of Functional |Intersects With Phgzer?osrumr?;g; GOV-05 |Compliance & Resilience 5
performance. Program (SCRP) measures of
—— - - - RATATRASGS-recogrmzeuTeauny
Enterprise |consoeaton o MOTaon Scurt, Iy N Sh | ynctionat mersects | S | seao e eonsderson 1 |
Architecture resulting risk to organizational operations and assets, Architepcture resﬂlenyc'e r|an| les that
individuals, other organizations, and the Nation. p p .
/Address information security and privacy issues in the Business Continuity Mechanlsms eX|st to facilitate the|
PM-08 Critical de‘v_elopment, documentation, and updating ofa‘ Functional |Intersects With Management BCD-01 |mp|e_mentat|on of contingency 5
Infrastructure Plan |critical infrastructure and key resources protection System (BCMS) planning controls to help ensure
plan. Y resilient Technology Assets,
/Address information security and privacy issues in the Statutory, ;QZ;'c'%'c"a{{énEaxﬁ? roTacTate e
" Critical development, documentation, and updating of a . . Regulatory & K " y
PM-08 Infrastructure Plan |critical infrastructure and key resources protection Functional Intersects With Contractual CPL-OL |Tpéletmentatlorl1 ‘zf relevgnt 5
blan. Compliance statutory, rlegu atory an
systems; and2. Privacy risk to individuals resulting Mechanisms exist to facilitate the|
- Risk Management [from the authorized processing of personally . Risk Management ~ implementation of strategic,
PM-09 Strategy identifiable information;b. Implement the risk Functional Equal Program RSK-01 operational and tactical risk 10
management strategy consistently across the management controls.
— TTETITETSTITS EXTST T0 TaCTtate UrTe|
Authorization :)r:gizsss}/es:imls):ggnaatteetirr::doisgdmglit?;;ﬁl?‘iﬁllosr:)eciﬁc : Information impler_nentation of §e_curity,
PM-10 e AN L o . Functional Equal Assurance (IA) IAO-01 |compliance and resilience 10
Process roles and responsibilities within the organizational risk Operations assessment and authorization
management process; andc. Integrate the P
- — e CEP R resuTtTg TSRO
Mission and operanon_s, organézaﬁlonal las%ets,(ﬁlgdlwduals_, other organizational operations, assets,
PM-11 Business Process prganlzaFlons, an t e Nation; andb. D'eterm!ne Functional Equal Business Process PRM-06 |individuals and other 10
Definition information protection and personally identifiable Definition or amzatlons and
information processing needs arising from the defined g
Mechanlsms exist to |mp|ement
~ Insider Threat  |Implement an insider threat program that includes a : Insider Threat _oa [N insider threat program that
PM-12 Program cross-discipline insider threat incident handling team. Functional Equal Program THR-04 includes a cross-discipline insider 10
threat incident handling team.
. . N . X Mechanisms exist to define
Security and Establish a security and privacy workforce . 5 Defined Roles & :
PM-13 . F Functional |Intersects With oy HRS-03 |cybersecurity roles & 5
Privacy Workforce |development and improvement program. Responsibilities responsibilities for all personnel.
Security, Mechanisms exist to facilitate the
~ Security and Establish a security and privacy workforce . : Compliance & o1 |implementation of security
PM-13 Privacy Workforce |development and improvement program. Functional Intersects With Resilience-Minded SAT-01 workforce development and 5
Workforce awareness controls.
PTTVaCy TESTITY; Tram Ty, arTa TITOTTTToTIITg ac v TeS Personal Data (PD) Mechanisms exist to conduct
Testing, Trainini associated with organizational systems:1. Are Control Testin testing, training and monitorin
PM-14 g. Training, developed and maintained; and2. Continue to be Functional |Intersects With s 9. PRI-08 ting, 9 9 5
and Monitoring executed andb Review testln tralmn and Training & activities for Personal Data (PD)
o 9 g Monitoring controls.
pllvuLy e uug, TARFRS ul\u l||u|||Lu||||g acTvTTTE: - - -
e e T e
PM-14 g 'raining, developed and maintained; and2. Continue to be Functional |Intersects With! omp CPL-02 - 9 5
and Monitoring executed andb. Review testln training, and Resilience Controls function that reports to the
lane for 9 it H? Oversight organization's executive
pllvaLy R IRRTRS L R Faemtatd-brigBmysecury information-sharing capability
Security and and privacy education and training for organizational Threat Intelligence that can influence the
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional |Intersects With! i THR-01 5

Associations

security and privacy practices, techniques, and
hnalasi Ac Toch : VI

Program

development of the system and
security architectures, selection
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PM-15 Prlvzg;/o(giraotl.ijgssand g:;z?ir;nealnté Tfivrgglntarlarléziggl;er;g)éh\nrl‘lithu;escoarrngnended Functional |Intersects With! ASGSroo(:,;stsio&ns GOv-07 (2) Maintain currency with 5
Yy ancp " yTp N 4 . a s et recommended cybersecurity and
. information-sharing capability
Implement a threat awareness program that includes a . ! A
Threat Awareness i N "+ . . ... | Threat Intelligence that can influence the
PM-16 Program tcf:s:;c}ﬁzﬂ:zzﬂgg information-sharing capability for Functional |Intersects With Program THR-01 development of the system and 5
9 . security architectures, selection
E'our:;;'lgg unclassified information that is processed, stored or / Regulated Data on Mechanisms exist to ensure that
PM-17 Unclassified transmitted on external systems, are implemented in Functional Equal External DCH- |the requirements for the 10
Information on accordance with applicable laws, executive orders, 4 Technology Assets,| 13.3 |protection of sensitive/regulated
| directives, policies, regulations, and standards; andb. Applications and/or data processed, stored or
T UUTEr Prvaty OTCrars ara Starr arma Ut Mechanisms exist to facilitate the
: responsibilities;4. Describes management : N . "
PM-18 anacglaPLogram commitment, compliance, and the strategic goals and Functional Equal Daptfo;:;v;cy PRI-01 hma{);e::;net?ttig):f;rg[r%ﬁ):ratlon of 10
objectlves of tr:f E)\l:vacy program; 5 ff:'eas throughout the data lifecycle to
B ) e mision, accountabity and
PM-19 Privacy Program coordinayt'e develo and im Ien):ént applicable Functional Equal Chief Privacy PRI-01.1|/850UrCes to coordinate, develop 10
Leadership Role rivacy re 'uiremenptvs and mgna e 'rivzic) risks 4 Officer (CPO) ““land implement, applicable data
ﬁ‘ 3{‘ N a izt il 9e p 4 privacy requirements and
= ° P - - — PUDTICIy avaTanTe UmougrT
Diseminatonof 1% 525 irmadn aboutorgeizofond pivcy TR | osanizatonslwebstes o
PM-20 Privacy Program official for privacy;b. Ensures that organizationalg y Functional Equal Program y PRI-01.3|document repositories; 10
Information privacy practices and reports are publicly available; Information (3) Utilize pulz.llclrynfpa‘cl‘ng]imalfl
FTIVaTy FTOgTanT forgaTiZEeu g way UTat IS €asy U uTTuerstarma armr
Information | navigate;b. Provide mformatlon needed by the public I(\/{?C&:l?les:jgi:xﬁ/;% notice(s)
PM-20(01) Privacy Policies on [to make an informed decision about whether and how Functional Equal Data Privacy Notice| PRI-02 available to ingividuayls upon first 10
Websites, to interact W|th the organlzatlon andc. Are updated N - . pon |
licati W interacting with an organization
mformatlon of the individual or orgamzatlon to which Mechanisms exist to provide datal
- Accounting of  |the disclosure was made;b. Retain the accounting of . Accounting of R subjects with an accounting of
PM-21 Disclosures disclosures for the length of the time the personally Functional Equal Disclosures PRI-14.1 disclosures of their Personal Data 10
identifiable information is maintained or five years (PD) controlled by:
Personally identifiable information across the information life i“::‘t;;?i’t'yu;":ayi'n:’;gz;“V“y’
PM-22 | ntormation Qualtty [ersonaly entfiable informationsc. Disseminating | | Functional |intersects with/ g2 RACY | PRI-L0 determination and de- 5
Management notice of corrected or deleted personally identifiable |dent|ﬁcat|on (,)f A dat
Personally identifiable information across the information life Toxm or Trivial (ROTT) data to
- Identifiable cycle;b. Correcting or deleting inaccurate or outdated . : Data Quality 5o [ensure the accuracy, relevance,
PM-22 Information Quality [personally identifiable information;c. Disseminating Functional  Intersects With Operations DCH-22 timeliness, impact, completeness 5
Management notice of corrected or deleted personally identifiable and de-identification of
TETTTATITSTITS EXTST TU ESTanTSITa
Establish a Data Governance Body consisting of written charter for a Data
PM-23 Data GE;J(;/dernance [Assignment: organization-defined roles] with Functional |Intersects With Data MBaonaar(gjement PRI-13 |Management Board (DMB) and 5
Yy [Assignment: organization-defined responsibilities]. assigned organization-defined
tRiafrd-thy Sorecavmy;
Establish a Data Governance Body consisting of . integrity and impact
PM-23 Data Gé)ovdernance [Assignment: organization-defined roles] with Functional |Intersects With! 3:;&; Q:rﬁltl.tnyt PRI-10 |determination and de- 5
d [Assignment: organization-defined responsibilities]. 9 identification of
ERgatiade T R Es RGeS o
Data Governance Establish a Data Governance Body consisting of ) ) and procedures so that
PM-23 Bod [Assignment: organization-defined roles] with Functional |Intersects With| Data Governance |[GOV-10 |sensitive/regulated data is 5
y [Assignment: organization-defined responsibilities]. effectively managed and
Establish a Data Integrity Board to:a. Review proposals o9 a
N o . - A and procedures so that
PM-24 Date:agr;(fdgnty giooEzng?catnoarnpnaurgllclgsfeev‘llno?arvl]ar;C:tTrarfrO%aTa';gci’:' Functional |Intersects With| Data Governance |GOV-10 [sensitive/regulated data is 5
which the agency has participated o pros effectively managed and
- ith
Establish a Data Integrity Board to:a. Review proposals frech e
y . . . A written charter for a Data
PM-24 Datz;”atredg”ty tc"of\g[‘l‘é;‘Ca;"a'npnaur;'lﬂgsitsv&”o?a’ﬂﬁ;ﬂ:&f”%ﬁ%;g?g Functional |Intersects with| Dat@ MBao"aargeme”t PRI-13 |[Management Board (DMB) and 5
which the agency has participated 9 pros assigned organization-defined
- L totha DMB
Establish a Data Integrity Board to:a. Review proposals ;i;;;{fyuatwéyi'r:?;c;Lw“y'
P24 Data Integrity _|to conduct or participate in a matching program; andd. | ¢ ncriona| [intersects with| D22 QU3 | by 1 |determination and de- 5
which the agency has participated g pros ¢ |dent|ﬁcat|on of
- satad dat:
) Establish a Data Int(_egrity_Board to:a. Review proposals Personal Data (PD) Mechanlsms exist to ensure the
PM-24 Data Integrity  [to conduct or partlclpa_te ina matchlnq program; anqb. Functional |Intersects With Accuracy & PRI-05.2[3ccuracy and relevance of 5
Board Conduct an annual review of all matching programs in Integrit Personal Data (PD) throughout
which the agency has participated. gty the information lifecycle by:
Establish a Data Integrity Board to:a. Review proposals Mechanisms exist to publish
- Data Integrity  [to conduct or participate in a matching program; andb. . ... | Computer Matching ¥ Computer Matching Agreements
PM-24 Board Conduct an annual review of all matching programs in Functional Intersects With Agreements (CMA) PRI-02.3 (CMA) on the organization's 5
which the agency has participated. public website(s).
Establish a Data Integrity Board to:a. Review proposals Automated Data /Automated mechanisms exist to
PM-24 Data Integrity  [to conduct or participate in a matchlnq program; anqb. Functional |Intersects With Management PRI-02.2 adjust data tha_t is able to be 5
Board Conduct an annual review of all matching programs in Processes collected, received, processed,
which the agency has participated. stored, transmitted, shared,
@Ta TeSearci, U, LT OT THIMITIZE UTe arTouTTToT - - -
Izzl;i?gaag?/e pers_onally id_entiﬁable information used for intern_al . | Usage Restrictions ?oellcehcimzmrse?;ileitnt; r;rf)tglecstsing
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional |Intersects With| of Personal Data [PRI-05.4 storing trénsmittind sharing ’ 5
Testing, Training, the use of personally |d(lelnt|’1:|§ble_ |nformat|on when (PD) and/or updating Personal Data
Personally e e o ool pechanisms exs o utiize
PM-25 dentifiable ?estin tyainin and research purposes;c. Authorize Functional |Intersects With Collection END- jsensors that are configured to 5
Information Used in 9. 9 purp Minimization 13.3 |minimize the collection of
the use of ersonall |dent|ﬁable mformatlon when
Testing, Training, P Y " " information about individuals.
Personally fesPRAtR e B R AT SRR Ao R T Mechanisms exist to minimize
PM-25 dentifiable 5:Sl'tsizna!g/a:ﬁienntlﬁaanbdliér;;c;r:ggtlzr: li)sseeifcorAl:Ei:ﬂiazle Functional |Intersects With| , Minimize Visitor PES- |the collection of Personal Data 5
Information Used in the us?é of ers%nall |dent|ﬁab|pe |r’3format|on when Personal Data (PD) | 06.5 |(PD) contained in visitor access
Testing, Training, P Y cxsird £r § | bocking records.
esrRAtR e BT NRT AT S PR Aot e TTTeTTTaT USEOT - -
|Zi§?f2‘:g?/e personally identifiable information used for internal Personal Data (PD) gseed;?glesggne;'g;tg ?gg;efzf_ the
PM-25 N . _|testing, training, and research purposes;c. Authorize Functional |Intersects With For Testing, PRI-05.1] : P 5
Information Used in the use of ersonall |dent|ﬁable mformatlon when Tralnm and internal testing, training and
Testing, Training, P Y " 9 research that:
Personally earenis e ot ffhinee e ahotie er Timit Sensitive / the use of sensitive/regulated
PM-25 dentifiable 5:srtsignaElya:gfnntlganlﬂiéggzrmﬁtl?ﬂ li)sseeifcorAl:Eig}iazle Functional [Intersects with| Regulated Data In | DCH- data for research, testing, or 5
Information Used in the us% of ers%nall |dent|ﬁab|pe |r’3format|on when Testing, Training & | 18.2 |training, in accordance with
Testing, Training, |, p y A far cting Research authorized, legitimate business
necessary for successfully filing complalnts c. Tracking Mechanisms exist to maintain a
- Complaint mechanisms to ensure all complaints received are . 5 User Feedback " process to efficiently and
PM-26 Management reviewed and addressed within [Assignment: Functional |Intersects With Management PRI-06.4 effectively respond to requests, 5
organization-defined time period];d. Acknowledgement complaints, concerns or
necessary for successfully filing complaints;c. Tracking Mechanisms exist to maintain a
- Complaint imechanisms to ensure all complaints received are . : Appeal Adverse ¥ process for data subjects to
PM-26 Management reviewed and addressed within [Assignment: Functional Intersects With Decision PRI-06.3 appeal an adverse decision. 5
organization-defined time period];d. Acknowledgement
UTgaTIZatoT-UETNTEU UVETSTYTIT DUUTES T UeTToTSTrate Mechanisms exist to document
accountability with statutory, regulatory, and policy Documenting Data Personal Data (PD) processin
PM-27 Privacy Reporting |privacy mandates; and2. [Assignment: organization- Functional Equal Processing PRI-14 activities that coverz coIIectiogn 10
defined Effllaals] and gthgr pergunnel with Activities receiving, processing, storage,
and risk monitoring;3. Priorities and trade-offs (2) Constraints affecting risk
: : considered by the organization for managing risk; ) . . RSK- |assessments, risk response and
PM-28 Risk Framing and4. Organizational risk tolerance;b. Distribute the Functional Equal Risk Framing 01.1 |risk monitoring; 10
g 9
results of risk framing activities to [Assignment: (3) The organizational risk
. ity and privacy management processes with P Mechanisms exist to develop a
Risk Management securt Supply Chain Risk i
- . |strategic, operational, and budgetary planning . : 0o |Plan for Supply Chain Risk
PM-29 Prograrg;:dershlp processes; andb. Establish a Risk Executive (function) Functional |Intersects With I\(/I;gsa?nglir:‘t RSK-09 Management (SCRM) associated 5

to view and analyze risk from an organization-wide

with the development,
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Risk Management

security and privacy management processes with
strategic, operational, and budgetary planning

Assigned Security,
Compliance &

the mission and resources to
centrally-manage, coordinate,

PM-29 Prograna(;zasdershlp processes; andb. Establish a Risk Executive (function) Functional Intersects With Resilience GOV-04 develop, implement and 5
to view and analyze risk from an organization-wide Responsibilities maintain an enterprise-wide
Risk Management security and privacy management processes with Mechanisms exist to facilitate the|
- . |strategic, operational, and budgetary planning . : Risk Management 01 [implementation of strategic,
PM-29 Prograrr';‘;eezdershlp processes; andb. Establish a Risk Executive (function) Functional  Intersects With Program RSK-01 operational and tactical risk 5
to view and analyze risk from an organization-wide imanagement controls.
GCUTSTUTOTT, T ITETTaTICE, aTTu UTSpusar O SySTerTs, 5 -
Supply Chain Risk |system components, and system services;b. Supply Chain Risk Mlgﬁhfir:';r:s Tx'é%;?ndsivsilop a
PM-30 Management Implement the supply chain risk management strategy | Functional Equal Management RSK-09 IF\J/IanagemanFtJ {SCRM) associated 10
Strategy Cot‘f‘f“i?‘tly acrolss thhe_ org?,nlzatlon; andc. Review and (SCRM) Plan with the development,
Management - TECTTATTSTITS EXTST T CUSTOTTT
: . . . Customized develop critical system
PM-30(01) Stra;?gc)ll’lllgglpg’hers Ll:iesr;‘?gn:epsr:eﬂ?igle't:cnr?n?)f:eisesssu?ggﬁg:fa%rglsc::v?cres Functional |Intersects With| Development of | TDA-12 |components, when Commercial 5
Mission-essential gles, p ' ' Critical Components Off The Shelf (COTS) solutions
Management ] o ] B Criticality Analysis Mechanlsms e><|st to require the
Strategy | Suppliers|ldentify, prioritize, and assess suppliers of critical or . . . TDA- |developer of the Technology
PM-30(01) e P " : . Functional |Intersects With During S : 5
of Critical or mission-essential technologies, products, and services. Development 06.1 |Asset, Application and/or Service
Mission-essential P (TAAS) to perform a criticality
PM-30(01) Str:ﬂ:gs?esrnsgﬁers Identify, prioritize, and assess suppliers of critical or Functional |Intersects With Tchrl:'t?czmty TPM-02 gﬁsngglesg‘nsde:;teg Iscf.|epnptllifeyr's 5
of Critical or mission-essential technologies, products, and services. Assessments and partners of critical
Mission-essential [Technology Assets, Applications
organization-defined assessment frequencies] for M . . L
i i . i itori y echanisms exist to facilitate the
PM-31 Continuous control effectiveness; c. Ongoing monitoring of Functional Subset Of Continuous MON-01|implementation of enterprise- 10
Monitoring Strategy|organizationally-defined metrics in accordance with the| Monitoring N PR
N Piin . \wide monitoring controls.
continuous monitoring strategy;d. Correlation and
ATTaTy ZE [ASSIgIITTENT: UrgaTZaUoT=UETTed Sy STETITS T - - -
systems components] supporting mission essential m?:s?sg;szﬁne:slzfctr(i)tincq:lmmr
PM-32 Purposing services or functions to ensure that the information Functional Equal Purpose Validation | GOV-11 Technology Assets, Applications 10
resources are being used consistent with their 9y . APP
Aed nurnac, and/or Services (TAAS) to ensure
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
PS-01 Policy and Procedures to fa_alltat_e the |mp|ementa_t|on of the Functional |Intersects With Comp_ll_ance & GOV-02 policies, standards and 5
Procedures personnel security policy and the associated personnel Resilience procedures necessary for secure,
security controls;b. Designate an [Assignment: Documentation compliant and resilient
regulations, policies, standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
g Policy and Procedures to facilitate the implementation of the . ... | Update of Security, _03 |Security, Compliance &
Ps-01 Procedures personnel security policy and the associated personnel Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5
security controls;b. Designate an [Assignment: Resilience Program including policies, standards and
regulations, policies, standards, and guidelines; and2. H . . L
. P N N uman Resources Mechanisms exist to facilitate the
PS-01 Policy and Procedures to fa_cllltat_e the |mp|ementatlon of the Functional Subset Of Security HRS-01 [implementation of personnel 10
Procedures personnel security policy and the associated personnel N
Management security controls.
securlty controls;b. Designate an [Assignment:
~ASSTGIT o T[SK GESTGIIATLOTT [0 at UrgaTZatoTTa - -
PS-02 N : filling those positions; andc. Review and update Functional |Intersects With quir 4 ted positi 5
Designation osition risk desi natlons [Assignment: organization- Security-Related 03.2 |staffed by qualified individuals
P A fremiom 9 9 9 Positions who have the necessary skill set.
dofssdniatioaedgratomtoamorgarzatoTTar ——
Position Risk positions;b. Establish screening criteria for individuals Position g:;isor?i:elasel'fsirﬁ)eslrilszat’t)i/on to all
PS-02 " : filling those positions; andc. Review and update Functional |Intersects With g HRS-02 'gning gne 5
Designation o N N . N N P Categorization positions and establishing
position risk designations [Assignment: organization- . iteria for individual
BSeret v oo ooy et e screening crteris for individual
Personnel system; andb. Rescreen individuals in accordance with personnel ersonnel security risk b 9
PS-03 Screening [Assignment: organization-defined conditions requiring | Functional Equal Screening HRS-04 ‘sjcreening individ&/als prigr to 10
:resrelrlee\nlng(and where rescreenlng is so indicated, the uthorizing access.
authenticators and credentlals associated with the . .
M N o n A Mechanisms exist to govern the
PS-04 Personnel lindividual;c. Conduct exit interviews that include a Functional Equal Personnel HRS-09 [termination of individual 10
Termination discussion of [Assignment: organization-defined Termination employment
information security topics];d. Retrieve all security- ployi |
UTgaTIZatoT, U, Tt [ASSIITTENT Urgarizaton= - - -
defined transfer or reassignment actions] within :\geicchaalrgir:s Ex;?zgfai‘ijsssst
PS-05 Personnel Transfer [[Assignment: organization-defined time period Functional Equal Personnel Transfer | HRS-08 aL%thorizatio?\syto Technology 10
followmg the formal transfer action]; cJ Mﬁcilfynaccess Assets, Applications and/or
frequency] andc Verlfy that individuals requiring ;'r:;;;:‘;:n;‘g'e‘;‘?;m'w (NEASTOT
PS-06 Access Agreements|2°¢SS to organizational information and systems:1. Functional |Intersects With Confidentiality HRS- agreements that reﬂyect the 5
9 Sign appropriate access agreements prior to being Agreements 06.1 ngeds to protect data and
granted access; and2. Re-sign access agreements to ﬁgp, il ath
- : — — RRRTTGHISHS et erfiftre
esuena ] onde Ve et ndyisule g Metnal and o paryUsrs t
PS-06 Access Agreements Sign approp?iate access agreements prior{o beint; . Functional |Intersects With| Access Agreements| HRS-06 |sign appropriate access 5
granted access; and2. Re-sign access agreements to agreements pﬂ‘” to being
Dy UITe UTYaTTIZatuTT, T DUTUTTETTT PETSUTTET SETUTTTy At
requirements;d. Require external providers to notify . th“’.d p_arty personnel b_y .
External Personnel . N P . . Third-Party reviewing and monitoring third-
PS-07 Security [Assignment: organization-defined personnel or roles] Functional Equal Personnel HRS-10 party security, compliance and/or, 10
of any perso:nel transfers or termlna‘tlonslof external resilience roles and
and privacy policies and procedures; andb. Notify Mechanisms exist to sanction
g . [Assignment: organization-defined personnel or roles] . : 7 [personnel failing to comply with
Ps-08 Personnel Sanctions within [Assignment: organization-defined time period] Functional Equal Personnel Sanctions| HRS-07 established security policies, 10
when a formal employee sanctions process is initiated, standards and procedures.
i Incorporate security and privacy roles and ) Mechanisms exist to define
PS-09 Dezzf'iltlggns responsibilities into organizational position Functional Equal 222”525?&%?85 HRS-03 [cybersecurity roles & 10
P descriptions. P responsibilities for all personnel.
EXECUTIVE UTUETS, UMECTIVES, TEYUTaUoTTs, PUTCTES; Py - - - -
Policy and standards, and guidelines; and2. Procedures to Jednaq(delconge"ceuv:it& gd:ccﬁ;tms?:nex;isatntserzwew the
RA-01 Proce{iures facilitate the implementation of the risk assessment Functional |Intersects With pCompIiance & Y- 1Gov-03 Resilierz/c'e Program (SCRP) 5
E_Ol'cy and therassoaated rlskma:slf;s{sment controls b. Resilience Program including policies, standards and
LRSIRRARE GRS SRR APESCFeRBIZR IR RFIRACS,
Policy and standards, and guidelines; and2. Procedures to Risk Management :\lllﬂeclleamneirt‘astli)nlSotft;)t::tce”Itlite the
RA-01 Proce{iures facilitate the implementation of the risk assessment Functional Subset Of Progrgm RSK-01 opgratlonal and tactical r?sk' 10
e e
rotcyona et and guidelnes;andz. Procedures o
RA-01 Y facilitate the implementation of the risk assessment Functional |Intersects With pil: Gov-02 P ' 5
Procedures olicy and the associated risk assessment controls b Resilience procedures necessary for secure,
E‘ "’)‘/"‘%*P ) Documentation compliant and resilient
SeriesinradAshitsppvamrrizeiesataing - - -
Securit: categorization results, including supporting rationale, Risk-Based Securit) PI',I:CCF:]:(;‘IIosmsAes:IgttstoAcatliecgaTi—:)znes
RA-02 nty. in the security plan for the system; andc. Verify that Functional Equal L Y| RSK-02 N 9y - APP! > 10
Categorization the authorlzm official or authonzm ofﬁual Categorization Services and/or Data (TAASD) in
9 9 accordance with applicable laws,
rlsk management decisions from the organlzatlon and Functional Review Mechanisms exist to regularly
. . mission or business process perspectives with system- . : Of Security, CPL- |review Technology Assets,
RA-03 Risk Assessment level risk assessments;c. Document risk assessment Functional Intersects With Compliance & 03.2 |Applications and/or Services 5
results in [Selection (one): security and privacy plans; Resilience Controls (TAAS) for adherence to the
risk management decisions from the organization and Mechanisms exist to conduct
" . mission or business process perspectives with system- . 5 . 04 |recurring assessments of risk
RA-03 Risk Assessment level risk assessments;c. Document risk assessment Functional  Intersects With) Risk Assessment | RSK-04 that includes the likelihood and 5
results in [Selection (one): security and privacy plans; magnitude of harm, from
COTTTPOTTETTTS, aTU- SySTETT SETVITES [, alub. UpUate UTe - - —
Risk Assessment | |supply chain risk assessment [Assignment: Supply Chain Risk | RSK- gllsescer;a;nslimsl E)é'hsgi?r?jg[’dma”y
RA-03(01) Supply Chain Risk |organization-defined frequency], when there are Functional Equal &p Y 1 S supply 10
Assessment slgnlﬁcant changes to the relevant supply chain, or ssessment 09. associated "Y'th _Technology
whan tha c £ /Assets, Applications and/or
L improper conﬁguratlons 2 Formattlng checklists and (TECTIATISITS EXIST T aetect
Vulnerability test procedures; and3. Measuring vulnerability Vulnerability [vulnerabilities and configuration
RA-05 Monitoring and | X o Functional [Intersects With: ; VPM-06 [errors by routine vulnerability 5
Scanning impact;c. Analyze vulnerability scan reports and results Scanning scanning of systems and

from vulnerability monitoring;d. Remediate legitimate

Secure Controls Framework (SCF)

9of 12



Set Theory Relationship Mapping (STRM)

FDE Name

NIST SP 800-82 R3_x000a_Guide to Operational Technology (OT) Security

Focal Document Element (FDE) Description

STRM
Rationale

STRM
Relationship

SCF Control

Secure Controls Framework
(SCF)
Control Description

of
Relationsh

version 2025.4_x000a_03/27/2026

improper configurations;2. Formatting checklists and

Vulnerability n : i . .
RA-05 Monitoring and test prncedures, and3. Mea_s_urlng vulnerability Functional |Intersects With Update_TooI VPM- Mechanls_r_ns exist to update 5
Scannin impact;c. Analyze vulnerability scan reports and results Capability 06.1 |vulnerability scanning tools.
9 from vulnerability monitoring;d. Remediate legitimate
M‘;unli't‘g;i‘nugmaLr);d Update the system vulnerabilities to be scanned
" A [Selection (one or more): [Assignment: organization- . . Update Tool VPM- [Mechanisms exist to update
RA-05(02) Vstljclﬁgp;g%iligsfgt;e defined frequency]; prior to a new scan; when new Functional  Intersects With Capability 06.1 |vulnerability scanning tools. 5
o " vulnerabilities are identified and reported].
MVuI_ner_ablllty Establish a public reporting channel for receiving Vulnerability Mechanls_n_’\s exist to establish a
onitoring and PR PR . . \Vulnerability Disclosure Program
RA-05(11) . . |reports of vulnerabilities in organizational systems and | Functional Equal Disclosure Program | THR-06 : : 10
Scanning | Public system components (VDP) (VDP) to assist with the secure
Disclosure Program 4 P i development and maintenance
WETE PETTOTTIEU T TENTeurate
Respond to findings from security and privacy RSK- findings from security,
RA-07 Risk Response [|assessments, monitoring, and audits in accordance Functional Equal Risk Response 06.1 compliance and/or resilience- 10
with organizational risk tolerance. . related:
TEYUTAUUTTS, PUTCIES, STaruarys, aruguraenTies,; aruz; — - Acec - -
Policy and Procedures to facilitate the implementation of the Pu%f,:‘qmﬁaiiéu&my' nlalilgi?;nsatggd‘jalfdssrnzate
SA-01 Y system and services acquisition policy and the Functional [Intersects With: Pl Gov-02|P ' 5
Procedures assoclated S Stem and serwces ac ulsltlon controls b Resilience procedures necessary for secure,
yr a . Documentation compliant and resilient
RAFARRS S PONES esammuz: A - -
Policy and Procedures to facmtate the |mplementat|on of the Technology Idrgseelgnﬂz\ttloamgfatcalIL?i;eitjion
SA-01 Proce{iures system and services acquisition policy and the Functional Subset Of Development & | TDA-01 strateg’i)es contract tcLI)oIs and 10
asso;;ted system and services acqulsmon controls b. Acquisition procurement methods to meet
RAFAARSAS PONERS SRt ER BT iRRcAfiRS Aaruz: — - - - -
Policy and Procedures to facilitate the implementation of the Jednaotdelcofp\g\e”ce\,l‘?jit& gs;ﬁ:{"sgfrﬁx;is;ntserzwew the
SA-01 Y system and services acquisition policy and the Functional |Intersects With| ~P . Y:| Gov-03 urity, P 5
Procedures Compliance & Resilience Program (SCRP),
assoclated system and services acqulsltlon controls b. Resili N . S
" esilience Program including policies, standards and
RAf AR PONES Redamuz: - -
Policy and Procedures to facmtate the |mplementat|on of the Secure Software I;,Ieclri?antli?:?\"ss E;;Setdtg:?éitﬁ
SA-01 Proce{iures system and services acquisition policy and the Functional |Intersects With Development TDA-06 Sgg:ware Development Practices 5
assouated system and services acqulsmon controls;b. Practices (SSDP) (SSDP) P
Al inn dafinad .
Determme document and allocate the resources Mechanisms exist to identify and
SA-02 Allocation of required to protect the system or system service as Functional Equal Allocation of PRM-03 allocate resources for 10
Resources part of the organizational capital planning and a Resources management, operational,
investment control process; andc. Establish a discrete technical and data protection
SECUTILY aITd Privaty COTTSTUETatorTS, U, DETTTE arid - -
System document information security and privacy roles and Technology SEA- Z’I;cg}:r“fsgsg:ss;ﬁ.gazilg: the
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With Lifecycle 07.1 |Assets. Al )Ilications and/or 9y 5
Cycle life cycle;c. Identify |nd|V|duaIs having |nformat|on Management . Services (p1PAAS)
TR na-pri ndd -
Sectity-ant-privacy toRsaetRRoBSbUHHR ot - -
System document information security and privacy roles and Devel?)ei\:;it Life ?heac:a:;str‘\;?r::hs;;% en‘;tjsrsits
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With! C clep(SDLC) PRM-07 A Iigations and/or S‘ge):‘Vices " 5
Cycle life cycle c. Identlfy |nd|V|duaIs having i i Ml;nagement ('IPI{)AS) within the Secure
reqwrements,c. Secunty and privacy assurance Minimum Viable Mechanisms exist to design,
] - requirements;d. Controls needed to satisfy the security . : Product (MVP) o [develop and produce Technology
SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional Intersects With Security TDA-02 Assets, Applications and/or 5
documentation requirements;f. Requirements for Requirements Services (TAAS) in such a way
requirements;c. Security and privacy assurance M . . L
" . > . . lechanisms exist to facilitate the
SA-04 Acquisition Process requlrements,d. (.:O"trOIS needed to satisfy t_he security Functional |Intersects With Third-Party TPM-01 [implementation of third-party 5
and privacy requirements.e. Security and privacy Management
d : . N . management controls.
ocumentation requirements;f. Requirements for
requirements;c. Security and privacy assurance Technology implementation of tailored
] . requirements;d. Controls needed to satisfy the security . 5 o1 [development and acquisition
SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional Intersects With De);/slt\)‘l;i)smieon: & |TDA-01 strategies, contract tools and 5
documentation requirements;f. Requirements for a procurement methods to meet
requirements;c. Security and privacy assurance Managing Changes Mechanisms exist to control
SA-04 Acquisition Process requlrements;d. (.:O"trOIS needed to satisfy t_he security Functional |Intersects With|  To Third-Party TPM-10 cha_nge_s to services by su_p_plle_rs, 5
and privacy requirements.e. Security and privacy Servi taking into account the criticality
d " . . . ervices .
ocumentation requirements;f. Requirements for of business Technology Assets,
o Employ only information technology products on the . AISTTAUTER TT Proutets totmose
SA-04 Acquisition Process |ppg 201-approved products list for Personal Identity : . Information DA [Products that have been
-04(10) | Use of Approved Verification (PIV) capability implemented within Functional |Intersects With| Assurance Enabled 02.2 successfully evaluated against a 5
PIV Products organizational systems. Products NatlonalLInfolr'\mAagl‘on Assurance
@ TTTCIUUE UTgaTiZatioTTar Uata UWITETSTITP TEUTTETTTETTTS
Acquisition Process in the acquisition contract; andb. Require all data to be " . Personal Data (PD) :J/Irf)ccl-easzIfg\joecﬂrsrfetr?tThaerﬁra\Ielge
SA-04(12) ->> Iremoved from the contractor’s system and returned to | Functional |Intersects With PRI-09 5
| Data Ownership Lineage of Personal Data (PD) by
the organlzatlon W|th|n [Assignment: organization- " -
recording how the organization
dofiRtadi-drdanT28tomar uataowersmp TeguTeTTETTS
Acquisition Process in the acquisition contract; andb. Require all data to be DCH- Mechanisms exist to ensure data
SA-04(12) | Sata Ownershi removed from the contractor’s system and returned to | Functional |Intersects With| Data Stewardship 01.1 stewardship is assigned, 5
P the organization within [Assignment: organization- ) documented and communicated.
A tinn, 1
RGBSR Sdurar aterowersmpTequTeTTETTS -
Acquisition Process in the acquisition contract; andb. Require all data to be Asset Ownershi ?v::naasse%naetdet{eaacswe(jinadr;\?idual
SA-04(12) q >~ Iremoved from the contractor’s system and returned to | Functional |Intersects With A P | AST-03 9 " [ ' 5
| Data Ownership the organization within [Assignment: organization- Assignment or responsible organization level
e org: tiran £ 9 9 to establish a common
accessible security and privacy functions and Mechanisms exist to obtain,
R System imechanisms and how to effectively use those functions' . : Documentation _oa [Protect and distribute
SA-05 Documentation |and mechanisms;2. Methods for user interaction, which Functional  |Intersects With Requirements TDA-04 administrator documentation for 5
enables individuals to use the system, component, or [Technology Assets, Applications
accessible security and privacy functions and Mechanisms exist to determine
~ System mechanisms and how to effectively use those functions' : : Asset Scope AST- |security, compliance and
SA-05 Documentation [and mechanisms;2. Methods for user interaction, which Functional  Intersects With Classification 04.1 |resilience control applicability by 5
enables individuals to use the system, component, or identifying, assigning and
Security and lengineering principles in the specification, design, Mechanisms exist to develop,
development, implementation, and modification of the . : Secure Baseline document and maintain secure
SA-08 Prlvagymsglgllréienng system and system components: [Assignment: Functional Intersects With Configurations CFG-02 baseline configurations for 5
P organization-defined systems security and privacy [Technology Assets, Applications
Security and engineering principles in the specification, design, Mechanisms exist to facilitate the|
. development, implementation, and modification of the . ... | Secure Engineering 07 |implementation of industry-
SA-08 Prlva?;lgggllgienng system and system components: [Assignment: Functional [Intersects With Principles SEA-01 recognized security, compliance 5
P organization-defined systems security and privacy and resilience practices in the
[ASSTITITTETTL, UTgaTZatioTN=UeTTed CUMTUoTS [, U, UETTTE n n —
External System and document organizational oversight and user roles :?selfsh:;‘;?:r?étee)gsvtvittz mit;g_at:r';he
SA-09 Sen/icgs and responsibilities with regard to external system Functional Equal Third-Party Services| TPM-04 access to the organization'g Yy 10
serVIces ar:‘(i‘c Employ the followmg pr.ojleslses Technology Assets, Applications,
EAHRRAERE S RGBT d CaaRt iRt e aeveoper; - -
Unsupported 'vendor, or manufacturer; orb. Provide the following Tecﬂ?\solljgpogssas y:sc:an(l)itrgz ?r)elcsﬁﬁcz))lzrev/e\g;ets
SA-22 System options for alternative sources for continued support Functional |Intersects With Applicatiognls and/o;’ TDA-17 Appligztions and/or Se?\)’ices ' 5
Components for unsupported components [Selection (one or more): N .
R AL AR Services (TAAS) ey
Unsupported vendor, or manufacturer; orb. Provide the following Alternate Sources TDA- |house support or contpract
SA-22 System options for alternative sources for continued support Functional |Intersects With for Continued 17.1 |external gfoviders for support 5
Components .fgrhunlscupg?:t‘e&ic?mponents [Selectlon (one Sr‘moze) Support with unsupported Technology
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
g Policy and implementation of the system and communications . 5 Compliance & _0> |Policies, standards and
Sc-o1 Procedures protection policy and the associated system and Functional Intersects With Resilience GOVv-02 procedures necessary for secure, 5
communications protection controls;b. Designate an Documentation compliant and resilient
guidelines; and2. Procedures to facilitate the Mechanisms exist to develop,
g Policy and implementation of the system and communications : Network Security 01 |9overn & update procedures to
SC-01 Procedures protection policy and the associated system and Functional Subset Of Controls (NSC) NET-01 facilitate the implementation of 10
communications protection controls;b. Designate an Network Security Controls (NSC).
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the
g Policy and implementation of the system and communications . Secure Engineering 07 |implementation of industry-
sc-o1 Procedures protection policy and the associated system and Functional Subset Of Principles SEA-01 recognized security, compliance 10

communications protection controls;b. Designate an

and resilience practices in the
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Notes

guidelines; and2. Procedures to facilitate the Periodic Review & Mechanisms exist to review the
g Policy and implementation of the system and communications . .., | Update of Security, 0= |Security, Compliance &
SC-01 Procedures protection policy and the associated system and Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5
communications protection controls;b. De5|gnate an Resilience Program including policies, standards and
e TONUWITTY [y PeS Ul UeMTaT-Ul-SeTVItE EVETT: Mechanisms exist to control
Denial-of-service [Assignment: organization-defined types of demal of- resource utilization of
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority | CAP-02 Technology Assets, Applications 5
achle\_/e the d"en‘LaI-?‘f-seiylcle ?\bJ(ECHVE:;[ﬁSSI-g?ment: and/or Services (TAAS) that are
BTEIBHAWRr LPes drgehatcomssvReEdents! CapaCity Pramiiyg Su ttat
Denial-of-service [Assignment: organization-defined types of denial-of- necessary capacity for
SC-05 Protection service events]; andb. Employ the following controls to | Functional [Intersects With| Capacity Planning | CAP-03 |information processing, 5
achleve the denlal of service objectlve [Assignment: telecommunications and
tretbifawrrRripfes traefiatohsérrretdenist A 2l Propi—
Denial-of-service [Assignment: organization-defined types of denial-of- Capacity & :'rr?aprizm:nqteanttl:oclngETspioc'?rI\sure
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With Performance CAP-01 optimgl system performance to 5
achleve the denlal of- servmle ?\bjectlve i[ﬁsggll'\ment Management meet expected and anticipated
tretbifowrRripfesdraetiatsdritipretdeniat - -
Denial-of-service [Assignment: organization-defined types of denial-of- Denial of Service NET- AIL'Jot;)erztataedairrr;lsetcgraIri1:TS'|ri\;]ihlee)(ISt ©
SC-05 Protection service events]; andb. Employ the following controls to| Functional [Intersects With (DoS) Protection 02.1 2ffects ofgdenial of service 5
achleve the denlal of serwce objectlve [A55|gnment : ttacks
SHPREREAS TGEpatay otetstiersystetfinialat NTETTTATITSTITS EXTST T TITOTITTOT aTTer
Boundan components that are [Selection (one): physically; Boundar control communications at the
SC-07 Protectio)rz logically] separated from internal organizational Functional |Intersects With Protectio)rl1 NET-03 |external network boundary and 5
networks; andc. Connect to external networks or at key internal boundaries within
+, nly thrauah i f ) th, L
Boundary Mechanisms exist to prohibit, or
-~ Protection | Prohibit the direct connection of [Assignment: : Direct Internet NET- |strictly-control, Internet access
SC-07(28) Connections to  |organization-defined system] to a public network. Functional Equal Access Restrictions| 06.5 [from sensitive/regulated data 10
Public Networks enclaves (secure zones).
Boundary TTPTETTTETTT [SETETUuTT (OMTe Py SICany; TUgTCaTy]
Protection | separate subnetworks to isolate the following critical Cloud Infrastructure Mechanisms exist to host
SC-07(29) Separate Subnets system components and functions: [Assignment: Functional |Intersects With! Security Subnet CLD-03 |security-specific technologies in 5
to Igolate Functions organization-defined critical system components and Y a dedicated subnet.
L1 i 1
- — - N TETITATITSTITS EXTST TU SETUTETY
Coymogrannic ke i rutc e et an el Pubic e
SC-12 Establishment and N . . . g key manageme Functional |Intersects With Y CRY-08 |Infrastructure (PKI) infrastructure 5
requirements: [Assignment: organization-defined Infrastructure (PKI)
Management . N A or obtain PKI serwces from a
requirements for key generation, distribution, storage, toblo DI
cryptographic uses]; andb. Implement the following . .
. . o . Cryptographic mechanisms exist
_ Cryptographic  [types of cryptography required for each specified . .. | Encrypting Data At g :
SC13 Protection cryptographic use: [Assignment: organization-defined Functional Intersects With Rest CRY-05 Ei[i’sglrs:\?rnetgfn;:::?:zr:gt 5
types of cryptography for each specified cryptographic 3
- - - M TETTTATITSTITS EXTST U @uUTeSS TTe
Cryptographic tcyrggtsogfrac?;;tougsgsp]?\;r:ggﬁil:ggl?orngtcl:hsepfeocl:g&ng . 8 Export-Controlled | CRY- exporting of cryptographic
SC-13 N . K h . L oE N Functional |Intersects With technologies in compliance with 5
Protection cryptographic use: [Assignment: organization-defined Cryptography 01.2
e N relevant statutory and regulatory
types of cryptography for each specified cryptographic (o
- " - FRELtRIRAS exrsT o TacmaTe e
optoaraprte [P e andh, implement e fluing use o mplementaton o cysoron
SC-13 yptograp ypP yptog 'p Yy req . n sp N Functional |Intersects With|  Cryptographic CRY-01 [protections controls using known 5
Protection cryptographic use: [Assignment: organization-defined Controls ublic standards and trusted
types of cryptography for each specified cryptographic P hi hoolaot
Collaborative computing devices and applications with the following collaborative computing devices
sC-15 Computing Devices exceptions: [Assignment: org_amz_atlo_n-deﬁned ) Functional |Intersects With Colla_boratlvg END-14 with the followmg_exceptlor?s: 5
and Applications exceptlons.where rem_o_te_acpva_non is to be allowed]; Computing Devices (1) N_etworked whiteboards;
andb. Provide an explicit indication of use to users (2) Video teleconference
Secure - - - -
n response to external name/address resolution . Domain Name Service (DNS)
Name/address | : . P Domain Name oo Ny
g - i (aueries; andb. Provide the means to indicate the : . . 1 |resolution is designed,
SC-20 Re?:dlé;'gr?tgz\r}gce security status of child zones and (if the child supports Functional  Intersects With S?g;iﬁu(t%’\‘ns) NET-10 implemented and managed to 5
P secure resolution services) to enable verification of a protect the security of name /
SRR — —— SecureTvanTeT Uata UTTYNIT GUTITETTUCaTToTT arTar
Name/address s:?aufnsttea?i(tj pf;?ggg;:aoznt?‘lg ::::/223?—250: and Address Resolution NET- data integrity verification on the
SC-21 Resolution Service tegrity B Functional Equal Service (Recursive Domain Name Service (DNS) 10
: resolution responses the system receives from N 10.2 N h
(recursive or P or Caching resolution responses received
L L |authoritative sources. D \ £ haritat b,
Architecture and [Ensure the systems that collectively provide Architecture & systems that collectively provide
sC.22 Provisioning for [name/address resolution service for an organization Functional Equal Provisioning for NET- |Domain Name Service (DNS) 10
Name/address |are fault-tolerant and implement internal and external a Name / Address 10.1 [resolution service are fault-
Resolution Service |role separation. Resolution Service tolerant and implement
. . . . Mechanisms exist to implement a
SC-39 Process Isolation Malnta!n a separate execution domain for each Functional Equal Process Isolation | SEA-04 [separate execution domain for 10
executing system process. :
each executing process.
[SETECUOTT(OITe - PITySICaTy; CUgTCaTTy T UTsauTe or - - -
Port and 1/0 Device remove [Assignment: organization-defined connection Port & Input / m:ggﬁensrr?;niéﬁTnzgizlscsaa"ry
SC-41 Access ports or input/output devices] on the following systems| Functional Equal Output (1/0) Device | END-12 connection ports or input/outp{;t 10
or system compon:enti [i‘sygnment organlzatlon- Access devices from sensitive systems.
" . s Synchronization Mechanisms exist to synchronize
SC-45 Ssrrsaiggg?iin zy:tilxgn;z Ssysstteerg‘cclgrifsoﬁg:g and between Functional |Intersects With| With Authoritative I\g?’\f internal system clocks with an 5
Y! 4 Y P . Time Source "~ |authoritative time source.
TEYUTETIUTTS, PUTICIES, STaruarys, aru guraenTies; aruz: — - - - -
Policy and Procedures to facilitate the implementation of the Jednaq(delcong(\e"ci‘fit& gd:ccﬁ:tms?:n?x;isatntgerzwew the
SI-01 Proceydures system and information integrity policy and the Functional |Intersects With pCompIiance & Y- 1Gov-03 Resilierz/c'e Program (SCRP) 5
assouated system and |nformat|on |ntegr|ty coztrols b. Resilience Program including policies, standards and
RS s armuz: o - —
Policy and Procedures to facllltate the |mp|ementat|on of the Secure Engineerin :\AmeclzamntlasnTastii):Sotfti(:\(fiicslt“rta—te the
SI-01 Proce{iures system and information integrity policy and the Functional Subset Of Princigples 9| sEa-01 recpognized security, comp‘l’iance 10
assomated system and mformatlon mtegnty controls;b. and resilience practices in the
RS ONES eslarmuz: = - —— - -
Policy and Procedures to facmtate the |mp|ementatlon of the Pulzl:jsrrr\\mﬁaiigugty, ";a”'?iteasmsiggdda'fj:gqg;ate
SI-01 Y system and information integrity policy and the Functional |Intersects With pil: Gov-02 P ' 5
Procedures ssociated system and information integrity controls:b Resilience procedures necessary for secure,
Pl 3\/ P g g" 3; " e Documentation compliant and resilient
remediation for effectiveness and potential side effects . Mechanisms exist to facilitate the
51-02 Flaw Remediation before installation;c. Install security-relevant software Functional |Intersects With Pa\tlcur:nl\j;?;“gﬂ&eint VPM-01 implementation and monitoring 5
and firmware updates within [Assignment: Program (\g/PMP) of vulnerability management
organization-defined time period] of the release of the 9 controls.
remediation for effectiveness and potential side effects Mechanisms exist to conduct
N T before installation;c. Install security-relevant software . : Software & _os [software patching for all
502 Flaw Remediation and firmware updates within [Assignment: Functional Intersects With Firmware Patching VPM-05 deployed Technology Assets, 5
organization-defined time period] of the release of the /Applications and/or Services
remediation for effectiveness and potential side effects : /Automated mechanisms exist to
51-02 Flaw Remediation before installation;c. Install security-relevant software Functional |Intersects With Aﬁgitmog\?vt;e END- [update antimalware 5
and firmware updates within [Assignment: Signature Updates 04.1 |[technologies, including signature
organization-defined time period] of the release of the 9 P definitions.
organization-defined frequency] and real-time scans of Mechanisms exist to conduct
¥ Malicious Code (files from external sources at [Selection (one or more): N 8 Software & _os [software patching for all
503 Protection endpoint; network entry and exit points] as the files Functional Intersects With Firmware Patching VPM-05 deployed Technology Assets, 5
are downloaded, opened, or executed in accordance /Applications and/or Services
organization-defined frequency] and real-time scans of Vulnerability & Mechanisms exist to facilitate the
-~ Malicious Code |files from external sources at [Selection (one or more): . . _o1 [implementation and monitoring
SI-03 Protection lendpoint; network entry and exit points] as the files Functional  Intersects With PaPtrcoh x?:?\g/sm:)nt VPM-01 of vulnerability management 5
are downloaded, opened, or executed in accordance 9 controls.
organization-defined frequency] and real-time scans of Malicious Code Mechanisms exist to utilize
¥ Malicious Code (files from external sources at [Selection (one or more): N " " - _o4 [@ntimalware technologies to
503 Protection endpoint; network entry and exit points] as the files Functional Intersects With Protlactlon (Anti END-04 detect and eradicate malicious 5
- alware)
are downloaded, opened, or executed in accordance code.
organization-defined frequency] and real-time scans of Heuristic / Mechanisms exist to utilize
-~ Malicious Code |files from external sources at [Selection (one or more): . . . " END- |heuristic / nonsignature-based
SI-03 Protection lendpoint; network entry and exit points] as the files Functional  Intersects With Nonsgre\?etg{iir?ased 04.4 |antimalware detection 5
are downloaded, opened, or executed in accordance capabilities.
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P— = n o
Malicious Code [fles rom exiernal sources at [oclection (on or more): Safeguarding Data cryptography and security
S1-03 R oty f N " *| Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
Protection endpoint; network entry and exit points] as the files Networks sensitive/regulated data durin
are downloaded, opened, or executed in accordance e/reg Wi 9
organization-defined frequency] and real-time scans of Automatic /Automated mechanisms exist to
¥ Malicious Code |files from external sources at [Selection (one or more): . . " END- [update antimalware
S-03 Protection lendpoint; network entry and exit points] as the files Functional Intersects With Si ﬁgtlun::ﬁvaé’:tes 04.1 [technologies, including signature 5
are downloaded, opened, or executed in accordance 9 P definitions.
organization-defined frequency] and real-time scans of
X Malicious Code (files from external sources at [Selection (one or more): . 8 Input Data _1 g [Mechanisms exist to check the
5103 Protection lendpoint; network entry and exit points] as the files Functional _ |Intersects With Validation TDA-18 validity of information inputs. 5
are downloaded, opened, or executed in accordance
UEpPTOY OOy UEVITES: I, SUateygicany Wit tre
system to collect organization-determined essential . .
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With I{)gﬁsﬁ?%ﬁ TDA-18 :\,4;ﬂ}?"f{?ﬁf%ﬁ;g&ﬂﬁctt@he 5
system to track specn"lc types of transactlons of Yy puts.
th
PR iR RO RITRAS I ARRMGR SR AR PR - -
system to collect organization-determined essential Centralized (Sse]cEl;;l'l)tyO:—nscilr:i‘ﬁgi g‘ﬁg:nh:taer;agf&
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With Collection of MON-02 to supi)ort the centralized ! 5
system to track specmc types of trlansactlons of Security Event Logs collection of secunty related
HREPRGY RO R RS 1 ARRMGR ARG i iR TO TITTPTETTTETT STroT
system to collect organization-determined essential Safeguarding Data cryptography and secunty
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
system to track specific types of transactlons of Networks sensitive/regulated data during
RO R RO S A RRYGR AR IR RN saranan_nubli
system to collect organization-determined essential Continuous Mechanisms exist to facilitate the|
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With! Monitorin MON-01|implementation of enterprise- 5
system to track specific types of transactions of 9 \wide monitoring controls.
tifeERdedbaesrairRtass Sy e issiatfiriee &
Security Alerts, |security alerts, advisories, and directives to: [Selection . .
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With! I\;]EI\:Sa[zia::tr? TDA-18 :\;I:Ifé}f"fmﬁéﬁz;g&ﬂsctge 5
Directives personnel or roles]; [Assignment: organlzatlon -defined Yy puts.
airceaptsutisdhreranizsinpt-Hssianmant VU TaOTTE S AT e VoIV
Security Alerts, |security alerts, advisories, and directives to: [Selection . | Threat Intelligence threats by leveraging the
SI-05 Advisories, and  [(one or more): [Assignment: organization-defined Functional |Intersects With Feeds THR-03 [knowledge of attacker tactics, 5
Directives personnel or roles] [Asslgnment organlzatlon defined techniques and procedures to
aHfeeaeEs - Snniciic BaiipenieAd sty £
Security Alerts, |security alerts, advisories, and dlrectlves to: [Selection Safeguarding Data cryptography and security
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With! Over Open NET-12 |protocols to safeguard 5
Directives personnel or roles]; [Assu;nment organlzatlon -defined Networks sen5|t|ve/regulated data during
aithin th, r anan nuhli,
MaRRRE ettt RE RS PR F HRPSy SR rraror
Information information output from the system in accordance with Personal Data (PD) I(vﬁc;eatr:;n‘;’sefsxc;itafoData (PD)
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With! Retention & PRI-05 including metadata, for an ' 5
Retention regulations, policies, standards, guidelines and Disposal ng ! e .
N | . organization-defined time period
Implement the indicated fail-safe procedures when the . . .
SI-17 Fail-safe Procedures|Ndicated failures occur: [Assignment: organization- Functional Equal Fail Safe SEA- If\g(iel?:aafre"STosc:él\f:et:vlvrngLegielgfe 10
defined list of failure conditions and associated fail- a 07.3 diti P
safe procedures]. conditions occur.
TEgUTaTIOTTS, PUTICIES, STaTTaarys, arma guraenes,; anmaz: — - - - -
Policy and Procedures to facilitate the implementation of the lj’edrla[Jtdelct)fF{S‘elul:i‘?"it& gggﬁ;:'s?osrﬁx;is;ntgerz\“ew the
SR-01 Y supply chain risk management policy and the Functional |Intersects With| ~P . Y| Gov-03 urity, P 5
Procedures Compliance & Resilience Program (SCRP),
assoclated supply chain nsk management controls b. Resili N H o
" esilience Program including policies, standards and
RARARRS A PONES ez P - —— - -
Policy and Procedures to facmtate the |mp|ementat|on of the Puk:clgrlllnl?aiizugty, rr:)iilgi?slns?cggd(g?;:?#&ate
SR-01 Y supply chain risk management policy and the Functional |Intersects With pil: Gov-02 P ' 5
Procedures associated supply chain risk mana ement controls b. Resilience procedures necessary for secure,
pp Y 9 Documentation compliant and resilient
RARAARSAS ONERS SRt ER> BT iRRcAfiRS Aaruz
Policy and Procedures to facilitate the implementation of the Third-Part Mechanisms exist to facilitate the
SR-01 Y supply chain risk management policy and the Functional Subset Of Y TPM-01 [implementation of third-party 10
Procedures Management
assoclated supply chain risk management controls b. management controls.
RATRATGSFoEATsIaystent-wrmppiteie ot asastm - -
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk h’::;hfz?'gr:s Tx'éth;?nd;i\;imp a
SR-02 Ma%gg};,ement Plan system components, or system services];b. Review Functional |Intersects With Management RSK-09 I‘\)/Ianagemez"z (ySCRM) associated 5
[and update the supply chaln rlsk mznigement plan (SCRM) Plan with the development,
Fof6iRe Sy e g Han-CoRRRAERRA S ST 8 -+ .
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk m?thvaarI“uSaTes se:éitritta. risks and
SR-02 pply system components, or system services];b. Review Functional |Intersects With Management TPM-03 > Y. 5
Management Plan P threats associated with
and update the supply chain risk management plan (SCRM) T -
CAcci i Aefinad £ 1 echnology Assets, Applications
Supply Chain Risk |consisting of [Assignment: organization-defined Supply Chain Risk Mechanisms exist to:
i Management Plan | [personnel, roles, and responsibilities] to lead and . . _03 |(1) Evaluate security risks and
SR-02(01) Establish SCRM |support the following SCRM activities: [Assignment: Functional  Intersects With Ma?sagslcl'\)ent TPM-03 threats associated with 5
Team organization-defined supply chain risk management [Technology Assets, Applications
PETSUTTITET], D CITTPTOY UTE TONUWITY COTTITOTS t0- ProTett - -
Supply Chain against supply chain risks to the system, system Processes To Mech_a_nlsms exist to address
N s : Address TPM- |identified weaknesses or
SR-03 Controls and component, or system service and to limit the harm or | Functional Equal Weaknesses or 03.3 |deficiencies in the security of the 10
Processes rconsequences from supply cham related evfnts Deficiencies supply chain
HAHRBRE ORI Adaans R SRt B frrace - - —
Acquisition tools, and procurement methods to protect against, Acquisition TPM- Itwa(ielf)rgggI:rcnsuiesﬂ?;:‘;tl:'g!(geies
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