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poicyona [Fndaris,and idlnes,ondz, Procedures o
AC-01 Proce{iures facilitate the |mp|ementat|on of the access control Functional [Intersects With: Regilience GOV-02 procedL;res necessary for secure 5
policy and the assoclated access controls b. Designate D - P " sary '
T ocumentation compliant and resilient
RRIAGHRPBrBRTS AR GvES Areglirrrriipaittes, - - - - -
Policy and standards, and guidelines; and2. Procedures to JeélaotdelcofRS\e”civ:it& gdeecc:spls?;nfx;isatntgerzwew the
AC-01 Proceiiures facilitate the implementation of the access control Functional |Intersects With pCompIiance & Y1 Gov-03 Resilierzlc'e Program (SCRP) 5
p‘n"',cy and the assoaated access COTLtrOFLS‘ ll) ll]):eﬂgnate Resilience Program including policies, standards and
RRIASHRP ORI SAERR GRES Arelginrirsiipiaities, n - -
Policy and standards, and guidelines; and2. Procedures to Identity & Access :\rll'r?clzi:(lesnr:astiiﬁS()tfti[zigii:lf'li?att?ot:e
AC-01 Y facilitate the implementation of the access control Functional Subset Of Y IAC-01 P 10
Procedures . . h Management (IAM) and access management
policy and the assoclated access controls b Designate controls
I 11t -
asdbrdeesenr R RRRRAecottinrahatisis e - -
Mechanisms exist to revoke user
Account [A.ss!gnment .orgamzatlon deﬁngd perspnnel or roles] . : Termination of access rights in a timely manner,
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With! Employment |AC-07.2u on termination of emplo ment' 5
9 perlod] when accounts are no Ionger required;2. ployi ol?contract ploy
FAerinnmeaninestrtigipraaiinrfimapataniguban L ———
Account [Assignment: organization-defined personnel or roles] Account govern account management of
AC-02 within:1. [Assignment: organization-defined time Functional |Intersects With! IAC-15 |individual, group, system, 5
Management Management . A
perlod] when accounts are no Ionger required;2. service, application, guest and
tRerttreestintsan NG rasitfhisragRasantia s 5
[Assignment: organization-defined personnel or roles] . .
AC-02 Ma/:mcacoeurzfent within:1. [Assignment: organization-defined time Functional |Intersects With! I\r/];\ijéaDtia:)tr? TDA-18 :\lllae”cc:}?m;fr?sfs:'ﬁ;;t%sr;sctttshe 5
9 perlod] when accounts are no Ionger required;2. Yy puts.
tAeriueasints R Nip rdasirdiimagadatiguban o TTpTETITETTCS oy
Account [Assignment: organization-defined personnel or roles] Safeguarding Data cryptography and security
AC-02 M within:1. [Assignment: organization-defined time Functional |Intersects With! Over Open NET-12 |protocols to safeguard 5
anagement . . . o "
period] when accounts are no longer required;2. Networks sensitive/regulated data during
[Acci, izatinn dafinad +i indl k. icci, IND
ATTOUTTT A 5
Management |  [Support the management of system accounts using Auton;actceoduﬁé/stem ::ntogwret:ttehdern1eacnhaane|§nrr;ite:|fst to
AC-02(01) Automated System |[[Assignment: organization-defined automated Functional |Intersects With! M t IAC-15.1] ptp Y 9 direct 5
Account mechanisms]. ~Managemen system accounts (e.g., directory
M (Directory Services) services).
- - - — RUTOTTTaTE U TTTETTTaTITSTTITS EXTSTTO
e L e o A et 1o abie o emove temporary and
AC-02(02) . 0 . N N ‘| Functional Equal IAC-15.2lemergency accounts after an 10
Temporary and |organization-defined time period for each type of Emergency or anization-defined tlme eriod
Emergency Account|account]. Accounts 9 . e A P
Account defined time period] when the accounts:a. Have Automated mechamsms exist to
g expired;b. Are no longer associated with a user or : Disable Inactive ~ disable inactive accounts after
AC-02(03) D?:gglaeg;izlet)rtjtnlts individual;c. Are in violation of organizational policy; Functional Equal Accounts IAC-15.3 an organization-defined time 10
ord. Have been inactive for [Assignment: organization- period.
Account audit account creation,
g Management | |Automatically audit account creation, modification, : Automated Audit ~ modification, enabling, disabling
AC-02(04) Automated Audit [enabling, disabling, and removal actions. Functional Equal Actions IAC-15.4 and removal actions and notify 10
Actions organization-defined personnel
OTgaTZaUoT=UeTTeu UTTe PerTou
Account Require that users log out when [Assignment: of inactivity, or upon receiving a
AC-02(05) Management | |organization-defined time period of expected inactivity | Functional Equal Session Lock IAC-24 |request from a user and retain 10
Inactivity Logout |or description of when to log out]. the sesslon lock until the user
ATTOTTTC
Management | Disable accounts of individuals within [Assignment: High-Risk HRS- M:zccl‘éaszlzrf\‘\rseemx;itmto fﬁlpid:sekﬁhe
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional |Intersects With Terrginations 092 ﬁ1dividua|’s access %o Te?:hnology 5
f:)rdljh.g"h-nlsk [Assignment: organization-defined significant risks]. Assets, Applications, Services
RO TECITATTSTITS EXTST T UTSauTe
Management | |Disable accounts of individuals within [Assignment: Account Disabling accounts immediately upon
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional |Intersects With for High Risk IAC-15.6|notification for users posing a 5
for High-risk [Assignment: organization-defined significant risks]. Individuals significant risk to the
Individial i i
Enforce approved authorizations for logical access to t’loecilg:rfcrggsesxggntg;n(gs
AC-03 IAccess Enforcement|information and system resources in accordance with Functional |Intersects With{Access Enforcement| IAC-20 pelg'missions that conform to the 5
applicable access control policies. orinciple of "least prmlege "
T TITTPTETTTET STroT
Enforce approved authorizations for logical access to Safeguarding Data cryptography and securlty
AC-03 /Access Enforcement|information and system resources in accordance with Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
applicable access control policies. Networks sen5|t|ve/regulated data during
var anan nuhli
Enforce approved authorizations for logical access to . .
AC-03 IAccess Enforcement|information and system resources in accordance with Functional |Intersects With I\?gﬁéa[z?;: TDA-18 :\,4;%}?nlgp;sfs::;tt%rﬂﬁctéhe 5
applicable access control policies. Yy puts.
Enforce approved authorizations for controlling the Data Flow and govern Access Control Lists
g Information Flow |[flow of information within the system and between . Enforcement - 04 |(ACLSs) to provide data flow
AC-04 Enforcement connected systems based on [Assignment: Functional Equal Access Control Lists NET-04 enforcement that explicitly 10
organization-defined information flow control policies]. ACLs) restrict network traffic to only
a. Identify and document [Assignment: organization-
g Separation of  |defined duties of individuals requiring separation]; : : Input Data _1 o [Mechanisms exist to check the
AC-05 Duties andb. Define system access authorizations to support Functional Intersects With Validation TDA-18 \validity of information inputs. 5
separation of duties.
a. Identify and document [Assignment: organization- Mechanisms exist to enforce a
g Separation of  |defined duties of individuals requiring separation]; : ... | Dual Authorization | CHG- |two-person rule for implementing
AC-05 Duties andb. Define system access authorizations to support Functional Intersects With for Change 04.3 |changes to critical Technology 5
separation of duties. /Assets, Applications and/or
a. Identify and document [Assignment: organization- Safeguarding Data Et;;;g;'a"‘;']; a:; ;gecurlty
AC-05 Sepgra.tlon of  |defined dlees of individuals requiring §eparat|on]; Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
uties andb. Define system access authorizations to support Networks sensitive/regulated data durin
separation of duties. irsine 9 n“h,.g
- - . P — HREAEHTSIAS-EXST RS ANpRitHEfT
AC-05 Separation of gé:‘?r?encflfdyutaigg gfoicnudr}:/?gl:a[ﬁsgé%Tj?:iigt'sg;%?'gfl:iz:r?]?n Functional |Intersects With Separation of HRS-11 aDz‘gien;a(igglaJ')ntieprirva;':tn cc)zftential 5
Duties andb. Define system access authorizations to support Duties (SoD) inappropriate acF;ivit wi?hout
separation of duties. “‘?‘EI P d
Employ the principle of least privilege, allowing only EoncEitoreasT privege;
AC-06 L - authorized accesses for users (or processes acting on . : - allowing only authorized access
- east Privilege N Functional |Intersects With| Least Privilege IAC-21 [to processes necessary to 5
behalf of users) that are necessary to accomplish accomplich assigned tasks in
assigned organizational tasks. np mH?
Employ the principle of least privilege, allowing only Mechanlsms exist to enforce
g - authorized accesses for users (or processes acting on . . ~ Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional _ |Intersects With|Access Enforcement 1AC-20 permissions that conform to the 5
assigned organizational tasks. principle of "least privilege."
RUTITOTTZE GT eSS TOT TASSTgTITETTT UTgamMZatioT=ue et
Least Privilege | [individuals or roles] to:a. [Assignment: organization- Authorize Access to Mechanisms exist to limit access
AC-06(01) Authorize Access to|defined security functions (deployed in hardware, Functional Equal Security Functions IAC-21.1jto security functions to explicitly- 10
Security Functions software and ﬁrmware)] andb [Assu;;nment Yy authorized privileged users.
reastrTvege TR r-relar e res o MTETTTaTITSTITS EXTST ToPTOTToTT
Non-privileged  |access to [Assignment: organization-defined security Non-Privileged privileged users from using
AC-06(02) Access for functions or security-relevant information] use non- Functional Equal Access for Non- |IAC-21.2|privileged accounts, while 10
Nonsecurity privileged accounts or roles, when accessing Security Functions performing non-security
c : e £ + b .
Management Mechanisms exist to restrict the
g Least Privilege | [Restrict privileged accounts on the system to . g assignment of privileged
AC-06(05) Privileged Accounts [[Assignment: organization-defined personnel or roles]. Functional Equal Privﬁzp;%\,zlcggants IAC-21.3 accounts to management- 10
9 approved personnel and/or roles.
— - - . TEVIEW UTE PTIVITEYES aSSIYTTEU (U
Leost priviege | [retser T PTEDes Soned 0 RSt reroic R of | rc 1 [T 1 senice sccouns
AC-06(07) Review of User ? h f h orivil | R . Functional Equal A Privil IAC-17 [to validate the need for such 10
Privileges validate the need for such privileges; andb. Reassign ccount Privileges privileges and reassign or
or remove privileges, if necessary, to correctly reflect et
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AC-06(09) Uschl:JfHIZ?i\(/)l:gged Log the execution of privileged functions. Functional Equal Privileged Functions IAC-21.4 execution of privileged functions. 10
L?’?;;\rl;llt‘“l\lleo%c T Prohibit Non- non-privileged users from
g o Prevent non-privileged users from executing privileged . Privileged Users g executing privileged functions to
AC-06(10) g;;vr:egfgcgazrs functions. Functional Equal from Executing IAC-21.5 include disabling, circumventing 10
Driuil AL '9 Privileged Functions| or altering implemented security
lock the account or node for an [Assignment: attempts by a user during an
AC-07 Unsuccessful Logon organlzat_lon-deﬁned time perlqd_]; lock Fhe account or Functional Equal Account Lockout | IAC-22 orgamzatlon-_deﬁned time period 10
Attempts node until released by an administrator; delay next and automatically locks the
logon prompt per [Assignment: organization-defined account when the maximum
UDJECT T CITTITET arTa CIVIT PEaTtes, armud. USe OT tTe -
System Use system indicates consent to monitoring and System Use ksja:tr;izsutshea;gtlisf‘i)clz}(li:r? :1‘;2;‘;\’?
AC-08 N);tiﬁcation recording;b. Retain the notification message or banner | Functional Equal Notification (Logon | SEA-18 o)rl banner before granting accgss 10
on the scree: u*ntdl use:? acknelwledgelthe L’J‘nge Banner) to Technology Assets,
[Asslgnment organization-defined time period] of ;Ifﬁ?:laln‘:tia\;i‘:”-::ungﬁ 'L_;g;i\’;;'m:
AC-11 Devi inactivity; requiring the user to initiate a device lock : " : Y. P '9
- evice Lock before leaving the system unattended]; andb. Retain Functional |Intersects With! Session Lock IAC-24 |request from a user and retain 5
the device lock until the user reestablishes access the session lock until the user
reciRMS R XSO iftermemT
Device Lock | " . . . . Hidi pattern-hiding displays to
AC-11(01) Pattern-hiding Sii?tflzaéhvé?;Zeisdleglcvevilt?f:' 'Efb?{gaeizr;vgﬁ:fmuzlye Functional Equal Pat[gei;nlghimg IAC-24.1|conceal information previously 10
Displays play P Y 9e- play visible on the display during the
Session Automatically terminate a user session after Session Ir?gtv%lt'ku:irdsfc?n?:grroctae”gezglg';i
AC-12 Termination [e/?,s:n'?:?e‘eﬂti:riﬁrgsggiaéfS}SES;f:CEfndmns or trigger|  Functional Equal Termination IAC-25 at the end of the session or after 10
d 9 3 an organization-defined period of
p - @CUOTTS T UTat CaTT UE PETTOTTITET OTT UTE Sy STETIT WItITouT - - -
Perm\lkltifﬁoﬁinons identification or authentication consistent with Perm\llzt:ﬁuﬁtétmns ?:t?xl)j:::tf;ri S:c‘?ggrﬁ'snegr actions
AC-14 \dentification or organizational mission and business functions; andb. Functional Equal \dentification or IAC-26 that can be peprformed on a 10
Authentication Do‘fimer:\tl ann<f:1 E:?\v'(ie S,UEE",E""E’ rafilo:alf '*n,,ﬁf‘i,im Authorization system without identification or
configuration/connection requirements, and Mechanisms exist to define,
AC-17 Remote Access implementation guidance for each type of remote Functional |Intersects With| Remote Access | NET-14 control and review organization- 5
access allowed; andb. Authorize each type of remote approved, secure remote access
access to the system prior to allowing such methods.
Remote Access | . . Automated /Automated mechanisms exist to
AC-17(01) Monitoring and rEer?r?cLl'zg :gctgsn;artneedﬂnghamsms to monitor and control Functional Equal Monitoring & ’:\1151;: monitor and control remote 10
Control ! Control "7 |access sessions.
ﬁtl"l":)utlei:gi\;;eof T Protection of Cryptographic mechanisms exist
AC-17(02) Confidentiality and Implement cryptographic mechanisms to protect the Functional Equal Confidentiality / NET- |to protect the confidentiality and 10
Integrit Us)i/n confidentiality and integrity of remote access sessions. q Integrity Using 14.2 |integrity of remote access
c d y,. 9 Encryption sessions (e.g., VPN).
Mechanisms exist to route all
Remote Access | .
~ Route remote accesses through authorized and . Managed Access NET- |remote accesses through
AC-17(03) Mgggng&ciffsss managed network access control points. Functional Equal Control Points 14.3 |managed network access control 10
B S points 9. VPN concentrator).
Privileged access only in a format that provides assessable Commands g NET- |commands asd acc%ss to
AC-17(04) 9 evidence and for the following needs: [Assignment: Functional Equal s N N . . 10
Commands and P N . Sensitive Data 14.4 [security-relevant information via
organization-defined needs]; andb. Document the
Access . Lo £ +. in th, " | for th, Access remote access onIy for
Remote Access | |Provide the capability to disconnect or disable remote Expeditious NET- zllaec:;msr?; :ilsé(}?dg{g}“de the
AC-17(09) Disconnect or  |access to the system within [Assignment: organization-| Functional Equal Disconnect / 14.8 dispconneyct or d?sable a uZer's 10
Disable Access |defined time period]. Disable Capability remote access session.
Remote Access | |Implement [Assignment: organization-defined n
AC-17(10) Authenticate imechanisms] to authenticate [Assignment: Functional Relat’i\l(;)nshi N/A N/A N/A 0 ‘l:\lé)n?rp(ﬁllcable SCF
Remote Commands [organization-defined remote commands]. P
@ CSTaDITSTT COTTYUTatoTT TEqUITETITETTTS, COTTITETTOTT - -
requirements, and implementation guidance for each Wireless ?ﬁ%ﬁ?g:?;ﬁ:;zts?ucszngﬂnd
AC-18 Wireless Access |type of wireless access; andb. Authorize each type of Functional |Intersects With Networkin NET-15 monitor for unauthorize?:l wireless 5
wireless access to the system prior to allowing such 9 access
GO R ESS IR FcormyuTraToT reqUITETTTE TS TUTTTETTTOTT - -
requirements, and implementation guidance for each Wireless Access ?Oe:#da:rﬁin;sitexalsntdt?nEéolt'iet(:tépe
AC-18 Wireless Access |type of wireless access; andb. Authorize each type of Functional |Intersects With| Authentication & | CRY-07 wireless netwyorkin tecghnglo ies 5
wireless access to the system prior to allowing such Encryption : : 9 10109
3 by implementing authentication
Wireless Access | |Protect wireless access to the system using Authentication & NET- I(Véecha;ggsgn;oezxis{)tgnsdea::l;l:l"lgﬁ
AC-18(01) Authentication and [authentication of [Selection (one or more): users; Functional Equal Encryption 15.1 un'gﬂthorized éccess byP 10
Encryption devices] and encryption. (1) Authenticating devices trying
Wireless Access Disable, when not intended for use, wireless " . unnecessary erelesg networking
Disable Wireless NET- |capabilities that are internall
AC-18(03) Disable Wireless |networking capabilities embedded within system Functional Equal Networking 15.2 empbedded within system y 10
Networking components prior to issuance and deployment. components prior to issuance to
requirements, and implementation guidance for Mechanisms exist to enforce
Access Control for |organization-controlled mobile devices, to include . Access Control For access control requirements for
AC-19 Mobile Devices |when such devices are outside of controlled areas; Functional Equal Mobile Devices MDM-02 the connection of mobile devices 10
andb. Authorize the connection of mobile devices to to organizational Technology
ATCESS COTTroT TOT — — —— Ty PtOgTapTITC TITETITATITSTITS €XTST
Mobile Devices | S;r‘szlgiﬁeleﬁ&n]'t?”Iiiglcctetﬁgccrgfﬁt.?;ﬁ;:”n:a'an:(; Full Device & to protect the confidentiality and
AC-19(05) Full Device or integrit olfr“?gformatiopn on [Assignment: or¢ an{zation— Functional Equal Container-Based |MDM-03[integrity of information on mobile| 10
Container-based deﬁgedymobile devices] 9 +org Encryption devices through full-device or
c £ . o t
e trust relationships established with other se of Externa echanisms exist to govern how
the trust relationships established with oth Use of Ext | Mechani ist to g h
. Use of External |organizations owning, operating, and/or maintaining : Technology Assets, _1 |external parties, including
AC-20 Systems external systems, allowing authorized individuals to:1. Functional Equal Applications and/or DCH-13 [Technology Assets, Applications 10
/Access the system from external systems; and2. Services (TAAS) and/or Services (TAAS), are used
CraTTSTIIT UTg T ZaUoT=COT T OTTE T TTOT Aot Oty 5 - —
Use of External |after:a. Verification of the implementation of controls Limits of Authorized| DCH- gﬂiﬁg;srgft?e)zs§nt3upé%h'b't
AC-20(01) Systems | Limits on on the external system as specified in the Functional Equal Use 13.1 TechnoloZy Asséts Appligations 10
Authorized Use orgamzatlon s secunty and prlvacy pollaes and and/or Services (TAAS), from
Use of External Restrlct the use of organlzatlon controlled portable Mechanisms exist to restrict or
. Systems | Portable |storage devices by authorized individuals on external . : Portable Storage DCH- |prohibit the use of portable
AC-20(02) Storage Devices — |systems using [Assignment: organization-defined Functional Intersects With Devices 13.2 |storage devices by users on 5
Restricted Use  |restrictions]. external systems.
T UTE THTOTTITE oS ttesSs aTu USE TESTTCIoTTS ToT ETSUTTaT Data (FD7 o TTTa=
[Assignment: organization-defined information sharing Information Sharin parties only for the purposes
AC-21 Information Sharing|circumstances where user discretion is required]; Functional |Intersects With! With Third Partiesg PRI-07 |identified in the data privacy 5
andb. Employ [Assignment: organization-defined notlce and with the implicit or
R AtRTROES IE R ABHRLRIR-AREAFTdaTTTS: f£tho dat
. . Review the proposed content of information prior to . . . .
AC-22 PUb"C(I:)éﬁtcec:tSS'ble posting onto the publicly accessible system to ensure Functional Equal Publlcé);:\tcec:tssmle DCH-15 Mfgl?calnzr?:eizi'éltetiac&ltﬁl 10
that nonpubllc information is not included; andd. P Y )
i n_tha nuhlicl: 13
regulatlons policies, standards, and guldellnes andZ. Publishing Security, maintain and disseminate
- Policy and Procedures to facilitate the implementation of the . 5 Compliance & _0> |Policies, standards and
AT-01 Procedures awareness and training policy and the associated Functional Intersects With Resilience GOVv-02 procedures necessary for secure, 5
awareness and training controls;b. Designate an Documentation compliant and resilient
CITaTTges Ur TONOWITY [ASSTYTITTENT, UrgaiiZaton= - - - -
Ltersey Taning [BSTIES yeTiT Employ th llowin tecques o
AT-02 and A\Xtarenessg increase the security and privacy awareness of system | Functional Equal Regilience SAT-02 appﬁogriate security, compliance 10
users [A55|gnmle|:£ Erqiniatlon -defined  awareness Awareness Training and resilience awareness
M TETITATITSTITS EXTST T UTmZe
Literacy Training . . L - . . security awareness training on
AT-02(02) and Awareness | Provide literacy training on recognizing and reporting Functional Equal Insider Threat THR-05 [recognizing and reporting 10

Insider Threat

potential indicators of insider threat.

Awareness

potential indicators of insider
ebrant
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- and Awareness | : : : . N . Social Engineering | SAT- |recognizing and reporting
AT-02(03) Social Engineering potential and actual instances of social engineering Functional Equal & Mining 02.2 |potential and actual instances of 10
A and social mining. N . : A
and Mining social engineering and social
and Awareness | |Provide literacy training on recognizing suspicious Suspicious training to personnel on
g Suspicious communications and anomalous behavior in . ... | Communications & | SAT- |organization-defined indicators off
AT-02(04) Communications |organizational systems using [Assignment: Functional Intersects With Anomalous System| 03.2 |malware to recognize suspicious 5
and Anomalous |organization-defined indicators of malicious code]. Behavior communications and anomalous
system, information, or performing assigned duties, Role-Based Z’i')ué:f[;:,':'a'h‘;a:;rz‘;; ::n':'e‘ls‘lsyto

AT-03 Role-based Training and [Asslg.nment: organlzatlgn-deﬁned frequency] . Functional |Intersects With Sec".“—'ty’ SAT-03 |the system or performing 5
thereafter; and2. When required by system changes;b. Compliance & aSSI ned dutles
Update role-based training content [Assignment: Resilience Training g
privacy training activities, including security and Security, ‘a’;]’d";:;‘:':e’:é:';;’v”alf:;‘;:'s'a"“’

g . privacy awareness training and specific role-based . Compliance & g PR

AT-04 Training Records security and privacy training; andb. Retain individual Functional Equal Resilience Training SAT-04 E;a;lglgcgdrrin awareness training: 10
training records for [Assignment: organization-defined Records el 9 9
standards, and guidelines; and2. Procedures to Periodic Review & Mechanisms exist to review the

| Policy and facilitate the implementation of the audit and . .., | Update of Security, 0=z |Security, Compliance &

AU-01 Procedures accountability policy and the associated audit and Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5
accountability controls;b. Designate an [Assignment: Resilience Program including policies, standards and
standards, and guidelines; and2. Procedures to Publishing Security, maintain and disseminate

¥ Policy and facilitate the implementation of the audit and . : Compliance & _o> |Policies, standards and

AU-01 Procedures accountability policy and the associated audit and Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
accountability controls;b. Designate an [Assignment: Documentation compliant and resilient
standards, and guidelines; and2. Procedures to . . L

. L . . N . Mechanisms exist to facilitate the
AU-01 Policy and facilitate the implementation of the audit and Functional Subset Of Continuous MON-01|implementation of enterprise- 10
Procedures accountability policy and the associated audit and Monitoring N P
L A : . . \wide monitoring controls.
accountability controls;b. Designate an [Assignment:
TITe SETECTOIT CITTETTa TUT EVETTTS UD€ TUYUE, T, SPECTTy - - -
the following event types for logging within the Security Event MON- g\iecr?talr;m?gne;lr]sto;o Lr)?h“e;vasis
AU-02 Event Logging  |system: [Assignment: organization-defined event types| Functional |Intersects With M Y E 9  an ongoing 5
: A onitoring 01.8 |and escalate incidents in
(subset of the event types defined in AU-02a.) along ccordance with established
th tha fre 1y f LS ouieing) |
trithsthedtpnarenaiirevtiiies-rrAvliRtd o ety - -
the following event types for logging within the Centralized ?;éﬂ;tyoLn;ﬁﬁgi gzig:ngtaer;agfgl
AU-02 Event Logging  |system: [Assignment: organization-defined event types| Functional |Intersects With Collection of MON-02 to su 'ort the centralized ' 5
(subset of the event types deﬁned in AU OZa ) along Security Event Logs colleé)t?on of security-related
ith th, it -
establlshes the followmg a. What type of event Mechanisms exist to configure
¥ Content of Audit |occurred;b. When the event occurred;c. Where the . Content of Event _o3|Technology Assets, Applications
AU-03 Records event occurred;d. Source of the event;e. Outcome of Functional Equal Logs MON-03 and/or Services (TAAS) to 10
the event; andf. Identity of any individuals, subjects, or produce event logs that contain
Content of Audit |Generate audit records containing the following Sensitive Event Lo MON- Mechanisms exist to protect
AU-03(01) Records | Additionalladditional information: [Assignment: organization- Functional |Intersects With! : 9 sensitive/regulated data 5
: N " e : . Information 03.1 N : "
Audit Information |defined additional information]. contained in log files.
ECTTETTISTITS EXTST TU-anuTate arma
. /Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 Audltcléogcsitorage [Assignment: organization-defined audit log retention Functional Equal Eventcla_ogcsiétorage MON-04|event log storage capacity to 10
pacity requirements]. pacity reduce the ||ke||hood of such
h.
Audit Log Storage [Transfer audit logs [Assignment: organization-defined Event Log Backup event Iogs onto a physlcally
| Capacity | Transfer [frequency] to a different system, system component, : : on Separate MON- [different system or system
AU-04(01) to Alternate or media other than the system or system component Functional [Intersects With Physical Systems /| 08.1 |component than the Security 5
Storage conducting the logging. Components Incident Event Manager (SIEM) or
@ ATETT [ASSIgTITTENT OTgaTTZatoT=UeTeu PETSOTTTET Or TETITATIISTITS EXTST IO aTeTT
Response to Audit |roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process |period] in the event of an audit logging process failure; | Functional Equal Log Processing  [MON-05 [event of a log processing failure 10
Failures andb Take the followmg addltlonal actlons Failures and take actions to remedy the
ncl Idicrintian
Mspisoprate dranitiit edffienditierientiar > -
Audit Record impact of the inappropriate or unusual activity;b. Centralized (ssel(él;;')tyo:,n;':‘ielgi g‘tfltgrtnl\alltae%a?oegl
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional |Intersects With Collection of MON-02 4 s ' 5
h - to support the centralized
and Reporting  |personnel or roles]; andc Adjust the IeveI of audlt Security Event Logs collection of security-related
RapHdaHiRe o AR USTarachiRtAHRE HEY R Rerar TEVET UT aUUTt TEVIEW, arTaryst
Audit Record impact of the inappropriate or unusual activity;b. Audit Level MON- and reporting based on evolving
AU-06 Review, Analysis, [Report findings to [Assignment: organization-defined Functional |Intersects With Adjustments 02.6 threat information from law 5
and Reporting  |personnel or roles] andc Adjust the level of audit ) . enforcement, industry
AUUTCRETOTT s o roviow within th, iati r athar
Review, Analysis, [Integrate audit record review, analysis, and reporting Sensitive Event Lo MON- Mechanisms exist to protect
AU-06(01) and Reporting | |processes using [Assignment: organization-defined Functional |Intersects With Information 9 03.1 sensitive/regulated data 5
Automated Process |automated mechanisms]. . contained in log files.
REECREORT — -
Review, Analysis, [Analyze and correlate audit records across different Correlate MON- Eﬁghenr::::' ":if:emgat:gefgsm across|
AU-06(03) and Reporting | [repositories to gain organization-wide situational Functional |Intersects With Monitoring 02.1 |Incident Epvent N{ana or (SI{EM) or 5
Correlate Audit |awareness. Information : similar automated to%l to
o A D B
. report generation capability that:a. Supports on- Mechanisms exist to provide an
Audit Record demand audit record review, analysis, and reportin Monitorin event log report generation
AU-07 Reduction and ; ot o o9 Functional [Intersects With Rononting MON-06| 5o 00 P e e acty " 5
Report Generation req‘ulrements and after-the-fact |nvest|gat|ons o eporting capa’ |.|ty to aid in etectlhg an
incidents; andb. Does not alter the original content or g anomalous activities.
I:el::;ﬂét?:;‘;':d Provide and implement the capability to process, sort, Mechanisms exist to provide an
] " and search audit records for events of interest based . " Monitoring _oe|event log report generation
AU-07(01) Repo/;tug)emn:;iactlon I on the following content: [Assignment: organization- Functional Intersects With Reporting MON-06 capability to aid in detecting and 5
b, i defined fields within audit records]. assessing anomalous activities.
TUT GUUTT TETUTUS, aTTuy. TReToTU UTTE STaTTPs ToT auuTT - - T
records that meet [Assignment: organization-defined Clock 24enccr;iglnsirznastii)hlSttegh:ct)llltl)ze tt'(Te

AU-08 Time Stamps granularity of time measurement] and that use Functional |Intersects With Synchronization SEA-20 synchronize all critical s gtyem 5

Coordinated Universal Time have a fixed Iocal time 4 clyocks 4
ffoat £ Lol -
fSfeatdic PR g gntR e RE At Te SRt - - -
records that meet [Assignment: organization-defined !p:;:‘:;lEmSAESZ';'gStOACOTEg;?ns

AU-08 Time Stamps granularity of time measurement] and that use Functional |Intersects With Time Stamps MON-07 and/or Se%ices (T/:\Asl))pto use an 5
Coordinated Universal Tlme have a fixed local time S ;
erberuGorirnin A authoritative time source to

Protection of Audit from unauthorized access, modklﬁcetlon and deletion; . Protection of Event event logs and audit fools from
AU-09 . andb. Alert [Assignment: organization-defined Functional Equal MON-08 ; 10
Information ersonnel or roles] upon detection of unauthorized Logs unauthorized access,
P [ao s, upon deres £ avddis | : modification and deletion.
Prﬂzefg?r%gtjifoslljdlt Authorize access to management of audit logging Access by Subset of| MON- :Iceccehsintlzr?;eer)\::h;%e;sg?of
AU-09(04) Access by Subset of furéctlc:n?hty_ t_<|) onl[)’/ [A55|gnme:1t: organization-defined | Functional Equal Privileged Users 08.2 |event logs to privileged users 10
Privileged Users subset of privileged users or roles]. with a specific business need.
NETaTT aUUTT TETOTUS TOT TASSTTTITETTT UTrgaTZatoTT= WITT TECOTUS TETETTTOTT
Audit Record defined time period consistent with records retention requirements to provide support

AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10 [for after-the-fact investigations 10
investigations of incidents and to meet regulatory and of security incidents and to meet
aertRigHIRG 28RN RgRteRt AR gt Attt Rk e atuton Lat o

Audit Record system componentsJ;b. Allow [Assignment: Monitorin gveec:talglsr:es i);tStetﬂeﬁ'ra?i/cﬂe an
AU-12 : organization-defined personnel or roles] to select the Functional |Intersects With ing MON-06 ‘og report g : 5
Generation o Reporting capability to aid in detecting and
event types that are to be logged by specific assessing anomalous activities
SEABanRE e thAdefies atRACrrooaGai eSSt MTECTTATIISTITS EXTST [0 TaTTTTae e
Policy and facilitate the implementation of the assessment, Information implementation of security,
CA-01 Proce{iures authorization, and monitoring policy and the Functional Subset Of Assurance (IA) IAO-01 [compliance and resilience 10
assomated assessment authonzatlon and momtormg Operations assessment and authorization
A f
eRtRIfeS - BRG gaRierRIASHEL Mot catR R8T — - - - -
Policy and facilitate the implementation of the assessment, Jedrlao'gl%ng\enceuv:it& gd:ccﬁ:tnls?:nexllisatntgerzwew the

CA-01 Proceydures authorization, and monitoring policy and the Functional |Intersects With! pCompIiance & Y| Gov-03 Resilierz/c'e Program (SCRP) 5
associated assessment;qauthc_nrlzatlon, and monitoring Resilience Program including policies, standards and
SeRTERIfS - ARG garfenmrS A GHEL P ROt et RS —— - —— = =
facili he impl L £ th Publishing Security, maintain and disseminate

Policy and aC|h|tate the |mpdementat|9n of tl'e aSS:Sshment, Functional int ts with|  Compliance & * | -\ - Ipolicies, standards and 5

CA-01 Procedures authorization, and monitoring policy and the unctional |Intersects Wi Resilience -02(( rocedures necessary for secure,

associated assessment, authorization, and monitoring
lesh Daci [Acci izati

Documentation

compliant and resilient
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is reviewed and approved by the authorizing official or

Functional Review

Mechanisms exist to regularly

~ Control designated representative prior to conducting the . : Of Security, CPL- |review Technology Assets,
CA-02 Assessments assessment;d. Assess the controls in the system and Functional Intersects With Compliance & 03.2 |Applications and/or Services 5
its environment of operation [Assignment: Resilience Controls (TAAS) for adherence to the
- - — — TMTOTTEUOIT ASSUTATICE FTOGTETTT
CA-02 Control :ﬁsersei;:'\eav::g ?enpdr:spe%rtoa\zievdebp*if)hret:‘énﬂilzclgggomcelal o Functional |Intersects With Technical |A0-06 gé;) ?\Cti:,‘rl]iti:fnt:na'g:ju:;tdhe 5
Assessments assessment;d. Assess the controls in the system and Verification effegti\'/enepss of technical
its environment of operation [Assignment: Lurit m nd
is reviewed and approved by the authorizing official or Security, project development to
CA-02 Control designated representative prior to _conductlng the Functional |Intersects With (_:&_)mpllance & PRM-04 determine the e)_(tent to which 5
Assessments assessment;d. Assess the controls in the system and Resilience In Project] the controls are implemented
its environment of operation [Assignment: Management correctly, operating as intended
is reviewed and approved by the authorizing official or Mechanisms exist to formally
" Control designated representative prior to conducting the . y " assess the security, compliance
CA-02 Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Assessments 1A0-02 and resilience controls in 5
its environment of operation [Assignment: [Technology Assets, Applications
is reviewed and approved by the authorizing official or Security, Mechanisms exist to regularly
CA-02 Control designated representative prior to _conductlng the Functional |Intersects With Comp_ll_ance & CPL-03 [review processes and 5
Assessments assessment;d. Assess the controls in the system and Resilience documented procedures to
its environment of operation [Assignment: Assessments ensure conformity with the
Control assessors or assessment teams
~ Assessments | [Employ independent assessors or assessment teams to| : Assessor IAO- |have the appropriate
CA-02(01) Independent conduct control assessments. Functional Equal Independence 02.1 |independence to conduct 10
Assessors security, compliance and/or
agreement; service level agreements; user Interconnection /Agreements (ISAs), or similar
CA-03 Information agreements; nor_\dlsclosure agreements; [_Asagnment: Functional |Intersects With Security NET-05 methr_)ds, that doc_um_ent, for 5
Exchange organization-defined type of agreement]];b. Document, Agreements (ISAs) each interconnection:
as part of each exchange agreement, the interface 9 (1) Interface characteristics;
deficiencies noted during the assessment of the (4) Risk associated with the
" Plan of Action and |controls and to reduce or eliminate known " 8 Capabilities o5 |deficiency(ies);
CA-05 Milestones vulnerabilities in the system; andb. Update existing Functional Intersects With Deficiency Tracking 1A0-05 (5) Source deficiency 5
plan of action and milestones [Assignment: identification/detection;
authorizing official for the system, before commencing Mechanisms exist to ensure
~ R operations:1. Accepts the use of common controls : Security _n7 |Technology Assets, Applications
CA-06 Authorization inherited by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 and/or Services (TAAS) are 10
to operate;d. Ensure that the authorizing official for officially authorized prior to "go
UTgaTZaUUT-UeTTTET TTEqUETTCIES | TOT aSSESSTETT 0T - - -
Continuous control effectiveness;c. Ongoing control assessments . : Cosr;:!pcltlargzle & ?:Eiﬂza)gecé)&‘émgcoevngght
CA-07 o in accordance with the continuous monitoring Functional |Intersects With! r CPL-02 - 5
Monitoring strategy:d. Ongoing monitoring of system and Resilience Controls function that reports to the
s ,.gg g,. matr iE’ Ve wiith th, Oversight organization's executive
Continuous : Mechanisms exist to utilize
ralen Employ independent assessors or assessment teams to "
~ Monitoring | y | . . 8 Independent CPL- |independent assessors to
CA-07(01) Independent Lnaos?sltor the controls in the system on an ongoing Functional (Intersects With: Assessors 03.1 l|evaluate security, compliance 5
Assessment . and resilience at planned
Continuous Ensure risk monitoring is an integral part of the the continuous monitoring
" P . continuous monitoring strategy that includes the : . - _, 4 [strategy that includes monitoring
CA-07(04) Mor;,:g%riltr;%il‘msk following:a. Effectiveness monitoring;b. Compliance Functional Equal Risk Monitoring | RSK-11 the effectiveness of security, 10
9 monitoring; andc. Change monitoring. compliance and resilience
- - - — CTOUYTT aUTITOTTZITTg TITeTTTaT
Internal System Isr:étCeL'l—::‘:)I/ (;Onr:insﬁtllggg/trr:ez\Iﬂ::::?\iscZanrgiﬁzlﬁgfj}e of : Internal System NET. [connections of systems and
CA-09 A N . y L . A Functional Equal 9 documenting, for each internal 10
Connections the information communicated;c. Terminate internal Connections 05.2 . .
. " X Lo connection, the interface
system connections after [Assignment: organization- W e it
cM-01 Policy and 'r’?ggit:'?gz'tgc}giliiiétséi?‘iair'?“s‘":'?‘i”gt:ﬁ‘e’:‘lr:’efst;haendz Functional | Subset Of o | CFo-01 s e reauaton.| 10
Procedures configuration management policy and the associated Program mapna ement controls 9
configuration management controls;b. Designate an 9 9 .
regulations, policies, standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
CM-01 Policy and Proc_edure_s to facilitate the |mp_|ementat|on of th_e Functional |Intersects With Update o_f Security, GOV-03 Secp_rlty, Compliance & 5
Procedures configuration management policy and the associated Compliance & Resilience Program (SCRP),
configuration management controls;b. Designate an Resilience Program including policies, standards and
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
" Policy and Procedures to facilitate the implementation of the . : Compliance & _0> |Policies, standards and
CM-01 Procedures configuration management policy and the associated Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
configuration management controls;b. Designate an Documentation compliant and resilient
of the system; andb. Review and update the baseline update baseline configurations:
-~ Baseline configuration of the system:1. [Assignment: : : : CFG- (1) At least annually;
S Configuration organization-defined frequency];2. When required due Functional [Intersects With| Revlews & Updates 02.1 |(2) When required due to so; or 5
to [Assignment: organization-defined circumstances]; (3) As part of system component
of the system; andb. Review and update the baseline Mechanisms exist to develop,
" Baseline configuration of the system:1. [Assignment: . : Secure Baseline 0> [document and maintain secure
CM-02 Configuration organization-defined frequencyl;2. When required due Functional  Intersects With Configurations CFG-02 baseline configurations for 5
to [Assignment: organization-defined circumstances]; [Technology Assets, Applications
DasemTe —— / t
Configuration | Lt T e baseing configuration of the éystem Automated Central | g (0L 0T n TR e
CM-02(02) Automation Support|® " A Y ! o gd fined Y. d Functional Equal Management & 02.2 9 fi c rep £ Technol 10
for Accuracy and using [ ;slgnment. organization-defined automate Verification . coni guratloljs of Technology
e mechanisms]. Assets, Applications and/or
CaTERRY - - -
Configuration |  [Retain [Assignment: organization-defined number] of Retention Of CFG- sz/?ss;s\rlgf_:ig:?: g? l;i;zll?ne
CM-02(03) Retention of previous versions of baseline configurations of the Functional Equal Previous 02.3 gonﬁ uration to support roll 10
Previous system to support rollback. Configurations : backg PP
Confiou tianc -
ULt - - - —— - coTmTgUTE - - -
Configuration | deﬁn_ed configurations] to |nd|V|duaIs traveling to Technology Assets, Mechanisms exist to con_ﬁgu_re
. locations that the organization deems to be of : e CFG- [Technology Assets, Applications
CM-02(07) Configure Systems |_; ifi isk: andb. Apply the followi | Functional Equal Applications and/or 02.5 d/or Servi TAAS) utilized i 10
and Components significant risk; andb. Apply the fol owmg{cpntrosto Services (TAAS) for . an /Or erwces(_ ) utilized in
for Limb el A the systems or components when the individuals Wik Dicle A high-risk areas with more
COTITgUTaUOT=COTITOMET TITATTgES T UTE SySTENT, €
Configuration Retain records of configuration-controlled changes to Change Mechanisms exist to facilitate the|
CM-03 9 the system for [Assignment: organization-defined time | Functional Subset Of Management CHG-01 implementation of a change 10
Change Control oI . H . A .
period];f. Monitor and review activities associated with Program management program.
configuration-controtted-changesto-the-systemanda
Configuration Retain records of configuration-controlled changes to Configuration Mechanisms exist to govern the
CM-03 Chan ge Control the system for [Assignment: organization-defined time | Functional [Intersects With Chan % Control CHG-02 |technical configuration change 5
g period];f. Monitor and review activities associated with 9 control processes.
£ " lad o ta th, tam: and
oTITUTaToTT functionality of security.
Change Control | " Control > )
¥ 2 A Test, validate, and document changes to the system : . . " 06 [compliance and resilience
CM-03(02) Testing, Validation, before finalizing the implementation of the changes. Functional Intersects With Functionality CHG-06 controls following implemented 5
and Documentation Verification .
£ Chanaoc changes to ensure applicable
ITTIATALoTT Require [Assignment: organization-defined security Compliance & Mechanisms exist to include a
Change Control | d pri : b b £ th Resili CHG b : d/or d
CM-03(04) Security and and privacy represe.ntaltlves] tp e members o the Functional Equal esilience - [y erse_curlty and/or §ta_ 10
Privac [Assignment: organization-defined configuration Representative for | 02.3 |protection representative in the
Y. change control element]. Asset Lifecycle configuration change control
/Analyze changes to the system to determine potential Security Impact MricZasr:gr?ﬁ;x'Ztst%fnzléﬁial
CM-04 Impact Analyses |security and privacy impacts prior to change Functional Equal Analysis for CHG-03 gecﬁrity impactgs priorpto the 10
implementation. Changes implementation of the change.
RITET Sy STETIT CITaTTgES,; VeTTy UTat e TTpacret TTOTTITETOTT ASSUTATICE TTOgTaTTT
Impact Analyses | |controls are implemented correctly, operating as Technical (IAP) activities to evaluate the
CM-04(02) Verification of  [intended, and producing the desired outcome with Functional Equal Verification IAO-06 [design, implementation and 10
Controls regard to meeting the security and privacy effectiveness of technical
i £ h, +, it m a
§ . . Mechanisms exist to define,
. Define, document, approve, and enforce physical and Governing Access :
Access Restrictions . Pty . - . . L END- |document, approve and enforce
CM-05 for Change Lc')jzlcsalsiecrcness restrictions associated with changes to Functional |Intersects With Res(t:l;:gtr:or; for 03.2 |access restrictions associated 5
Y ; 9 with changes to Technology
M TETITATIISTITS EXTST U EeTTuT e
- Define, document, approve, and enforce physical and - configuration restrictions in an
CM-05 Access Restrictions logical access restrictions associated with changes to Functional |Intersects With Access Restriction CHG-04 |effort to restrict the ability of 5

for Change

the system.

For Change

users to conduct unauthorized
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OTTTIOTT SECUTE COTgUT atoTTs T, U TpreTe n -
Configuration configuration settings;c. Identify, document, and Secure Baseline zlc?ccu]rirelr?tmasnzxnitaitr?t:iivseeiﬁre
CM-06 Settings approve any deviations from established configuration | Functional [Intersects With Confi G CFG-02 baseli fi ti f 5
9 settings for [Assignment: organization-defined system onfigurations Tasﬁ |n(|e conAgurta Izns I_or ti
cOMRRAPsEEHre wAMGdARTIR e ATPfer iR iRe Mec hno 09y ssetst, dpp 1ca '025
Configuration configuration settings;c. Identify, document, and Approved CFG- asescesasr:issrl?sar?d“: ?ovoecg?‘deenn'
CM-06 Settings approve any deviations from established configuration | Functional [Intersects With Configuration 02.7 |deviati to st pdp dized Y 5
9 settings for [Assignment: organlzatlon deﬁned system Deviations . eviations to standardize
| e nd oo LA configurations.
EPGAPRARIS T RARREAPIATSH e S3eRtRCARBITRST, - -
andb. Prohibit or restrict the use of the following systems to provide only essential
CM-07 Least Functionality [functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 capa_b|_l|_t|es by speclﬁcally 10
[Ass|gnment organ|zat|on defined prohibited or prohibiting or restricting the use
of ports, protocols, and/or
tRATHEt At EEHEPfro AR U e eSS Gy TECTTETTSTITS EXTST (U PETToUTCaTy
Least Functionality | nonsecure functions, ports, protocols, software, and CFG- review system configurations to
CM-07(01) Periodic Review services; andb. Disable or remove [Assignment: Functional Equal Periodic Review 03.1 identify and disable unnecessary 10
organlzatlon deﬁned functions, ports, protocols : and/or non- secure functlons
nd auithin th, -+, d to h, narts
. . [Selection (one or more): [Assignment: orgamzanon-
Least Functionalit " A " /Automated mechanisms exist to
CM-07(02) Prevent PrograrX ! defined policies, rul_es of behavior, and/or access Functional [Intersects With Prevent Pr_ogram SEA-06 |prevent the execution of 5
Execution agreements regarding soft\{vare program usage and Execution Unauthorized software programs
restrictions]; rules authorizing the terms and 3
- ——[PTOgTanTs aUUTOTTZEU (U EXECUTE OTT UTE SYSTETTT;0: TECTTETTISTITS EXTST O EXPITCITy
Leas;zuﬁgt;ggghty ‘ Employ a deny-all, permit-by-exception policy to allow Explicitly Allow / CFG- allow (allowlist / whitelist) and/or
CM-07(05) Software — Allow- the execution of authorized software programs on the Functional Equal Deny A yllcations 033 block (denylist / blacklist) 10
by-exception system andc. Review and update the ||st of authorlzed Yy APP . applications that are authorized
Eofiserrent H/AS A e Mechanisme exist to perform
level of granularity deemed necessary for tracking and N A
CM-08 System Component reporting; and5. Includes the following informatio?\ to Functional Intersects With| Asset Inventories | AST-02 [I1Ventories of Technology Assets, 5
Inventory achieve system component accountability: épf“i.al.if\g%)stiwf% andjor
LS RE esTgitr tearfirBnnesfoteniefotname SO 1T TpUSTOTy o provITe
System Component level of granularity deemed necessary for tracking and Component AsT- P trusted source and
CM-08 Inventor reporting; and5. Includes the following information to Functional |Intersects With Duplication 02.3 accountability for approved and 5
Y ach|eve system component accountablllty Avoidance . implemented system
inn_dafinad inf, A A that £ +
ISyste;n COTJpzn?nt Update the inventory of system components as part of Updates During AST Mecha_nlsms exist to update
CM-08(01) Bve_n ory | Up: ates component installations, removals, and system Functional Equal Installations / ST-  Jasset inventories as part of 10
uring Installation Updates Removals 02.1 |component installations,
MRS e emsraOE T TS ooyl and et vogrades.
g 5 TarSIIS
Kmiﬂ:gg(} imechanisms] [Assignment: organization-defined Uﬁ:tﬁ?;;igd AST- detect and alert upon the
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With! Component 02.2 detection of unauthorized 5
Component unauthogrlszed\cgn:p}opents are detectedh [Sne‘lehctlon Detection hardware, software and firmware
Inventory | RATRSRAGT T Ulgalll.auull ATt o maren - -
Automated mechanisms] [Assignment: organization-defined Software END- Mechanisms exist to generate an
CM-08(03) U N frequency]; andb. Take the following actions when Functional |Intersects With ) alert when new software is 5
nauthorized thorized t detected: [Selecti Installation Alerts 03.1 detected
component unau orize: componen S are detecte " ] e: on letected.
Inventory | RAGARS O ERA et ettoaten ECTTETTISTITS EXTST T0 COTTYUTe
Automated mechanisms] [A55|gnment organization-defined . ) Unauthorized CFG- systems to generate an alert
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With! Installation Alerts | 05.1 when the unauthorized 5
Component unauthorized components are detected: [Selection : installation of software is
fRefRyTG DR A G AU ARt syster L -
Configuration development life cycle and for managing the Configuration Mechanisms exist to facilitate the
CM-09 M configuration of the configuration items;c. Defines the Functional Subset Of Management CFG-01 |implementation of configuration 10
anagement Plan . I
configuration items for the system and places the Program management controls.
£ i H v=) t= .
RATTY Y VRGP e ittt fouT tresyster - -
Configuration development life cycle and for managing the Stakeholder n:izzgll(sir:rssez;:tn:gdegsalxaere of
CM-09 Management Plan configuration of the configuration items;c. Defines the Functional |Intersects With Notification of CHG-05 -nd understand the impact of 5
conﬁguratlon items for the system and places the Changes oroposed changes P
‘ddocumentatlon protected by quantlt; ﬁc;‘:\;‘e’;i: Mechanisms exist to enforce
CM-10 Soétw:rettjsage control copying and distribution; andc. Control and Functional Equal So';tware thage CFG-04 software usage restr|ct|0ns to 10
estrictions document the use of peer-to-peer ﬁle sharmg estrictions ;grme‘elr)r/\;vr:iz :r‘:g“c%apbyfigcl?pltxvcst
L that thi £, -
ed go}/ernlng fthe mstallatlllon of software by users b. Mechanisms exist to restrict the
User-installes Enforce software installation policies through the . . User-Installed - !
CM-11 Software following methods: [Assignment: organization-defined Functional |Intersects With Software CFG-05 _ab|||ty of non-pr_lwleged users to 5
methods]; andc. Monitor policy compliance install unauthorized software.
SySTETT COTTPUTTETTTS OTT WITTCIT-UrTe THTOTTTTatoTT TS M TETITATITSTITS EXTST T TUETTTTY aTTor
processed and stored;b. Identify and document the document the location of
CM-12 Inlformtanon users who have access to the system and system Functional Equal Inlformanon DCH-24 |information and the specific 10
ocation components where the |nformat|on is processed and ocation system components on which the|
T AR 20 G AR TS TR jafnsmation rocides —
Location | organization-defined information by information type] Automated Tools to DCH- sye‘éirita eré(s;ge I?anecqeu:nz
CM-12(01) Automated Tools to|on [Assignment: organization-defined system Functional Equal Support Information 241 i Y ’é | in ol t 10
Support Information components] to ensure cuntrols are in place to protect Location . resilience controls are in place to
Hion el ieaeliich ial ook protect organizational
regulations, pollaes standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
Policy and Procedures to facilitate the implementation of the : .| Update of Security, Security, Compliance &
CP-01 Procedures contingency planning policy and the associated Functional [Intersects With pCompliance & ¥'|Gov-03 Resilier¥ce Program (SCRP), 5
contingency planning controls;b. Designate an Resilience Program including policies, standards and
I ; reguladtions, poflicies, standards, and guidelines; and2. Business Continuity Mechanisms exist to facilitate the
Policy ani Procedures to facilitate the implementation of the : implementation of contingenc:
CP-01 Procedures contingency planning policy and the associated Functional Subset Of Management BCD-01 plaﬁming controls to help?ensu¥e 10
contingency planning controls;b. Designate an System (BCMS) resilient Technology Assets,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the . : Compliance & olicies, standards and
CP-01 Procedures contingency planning policy and the associated Functional [Intersects With ReSiIience GOv-02 Srocedures necessary for secure, 5
contingency planning controls;b. Designate an Documentation compliant and resilient
Eontingency plan to [Assignment: organization-defined Business Continuity Mechanisms exist to facilitate the|
. ey contingency personnel (identified by name and/or : implementation of contingenc:
CP-02 Contingency Plan by role) and organizational elements];c. Coordinate Functional Subset Of Managegnenz\t BCD-01 plaﬁming controls to help%nsu¥e 10
contingency planning activities with incident handling System (BCMS) resilient Technology Assets,
contingency plan to [Assignr‘nent:.organization—deﬁned Ongoing Mechanisms exist to update
CP-02 Contingency Plan Esyrglzn)t;r:‘%egfgazgasgg';:: g%%‘;':&?;EYCZZT;:QZ/M Functional |Intersects With Conting.ency BCD-06 Eﬁgtn'ggsegcﬁyegtlian"; due to 5
contingency planning activities with incident handling Planning (1) People (e.g., personnel
TECITETITSTITS EXTST [0 CUUTUTITETE
Contingency Plan | " . . " . contingency plan development
CP-02(01) Coordinate with gloordlnat_e contingency plan development with Functional Equal Coordinate with BCD- with internal and external 10
Related Plans ganizational elements responsible for related plans. Related Plans 01.1 elements responsible for related
]
Contingency Plan | [Plan for the resumption of [Selection (one): all; Resume All Missions| HE:SHQ Ialn)dtgus:r::s‘swf:n'c‘;;n's
CP-02(03) Rgﬁé'gf.g?,',fsf" F:::i;tn?rlwlewtl:szlr%lré\‘inz(;tki)oJ:JQZZi;Ldntcilgnoense’:ilgdl]nof Functional |Intersects With & Busi‘ness %g[;_ within Recovery Ti.me Objectives 5
Functions contingency plan activation. Functions (RT.OSE.Of the contingency plan's
Contingency Plan | |Plan for the resumption of [Selection (one): all; Resume Essential g;:;;;gmiszgn;?n';b:';;:ess
CP-02(03) Rgi‘é"éi:?,"fs'gn F:::igtr:ilw]emlzsigara\ir;gtli];:-lgsgigcjlntcif\!llnps;e’:ilgzl]nof Functional |Intersects With|Missions & Business %‘2:'33 functions within an organization- 5
Functions contingency plan activation. Functions deﬁned tlmeﬂel:od f’.f "
B Mechanisms exist to identify and
Contingency Plan | Identify critical system assets supporting [Selection Identify Critical document the critical Technolos
g S Crit : gy
CP-02(08) Idenxgectl;tlcal (one): all; essential] mission and business functions. Functional Equal Assets BCD-02 /Assets, Applications, Services 10
and/or Data (TAASD) that
VVTUTTT [ASSIgTIITTETIC OTyaTiZatoT=ueTTeu tnTe PerTouT TTECTTATIISTITS EXTST (U dUeqUateTy
: of assuming a contingency role or responsibility;2. . train contingency personnel and
CP-03 CDP:;?r?iincy When required by system changes; and3. [Assignment:| Functional Equal Co_lntlr\gency BCD-03 |applicable stakeholders in their 10
9 organization-defined frequency] thereafter andb. raining contingency roles and
Badrytief g itrratidRenen e Rigaa RS sy - FASERETISHS 5 rsTrocoruuTTa
Contingency Plan the following tests to determine the effectiveness of Rggtngggse]?ngllazis Root Cause Analysis (RCA) and
CP-04 Testing the plan and the readiness to execute the plan: Functional |Intersects With (RCA) & Lessonls BCD-05 |"lessons learned" activity every 5
[Assignment: ?rganization-deﬁned tests].b. Review the Learned time the contingency plan is
3 tact ltc- Lnitiat, " tivatad
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the following tests to determine the effectiveness of

STRM

Rationale

STRM
Relationship

SCF Control

Contingency Plan

SCF #

Secure Controls Framework
(SCF)
Control Description
tests and/or exercises to
evaluate the contingency plan's

of
Relationsh

version 2025.4_x000a_03/27/2026

CP-04 : the plan and the readiness to execute the plan: Functional |Intersects With! . . BCD-04 : 5
Testing - . ot 4o . Testing & Exercises effectiveness and the
[Assl_gnment. ?rginlzatlon‘?gﬁne,? t(stf_].?. Rewew_the organization's readiness to
. Mechanisms exist to coordinate
Contingency Plan " . . . . . " N .
g . . Coordinate contingency plan testing with . Coordinated Testing| BCD- |contingency plan testing with
CP-04(01) Tvev}c‘ttr!nlgellactzzrgllgztse organizational elements responsible for related plans. Functional Equal with Related Plans | 04.1 [internal and external elements 10
responsible for related plans.
N — responsble for elated pa
necessary agreements to permit the storage and N
CP-06 Alternagti?testorage retrieval of system backup information; andb. Ensure Functional Equal Alterna;ti?testorage BCD-08 Ir:g:clggs?rbc;thrfezinaesnstestioangrmit 10
that the alternate storage site provides controls Y ag P
isalant to_that of tha oo i BRSE RIS A
Alternate Storage |[Identify an alternate storage site that is sufficiently Separation from BCD- the alternate storage site from
CP-06(01) Site | Separation |separated from the primary storage site to reduce Functional Equal Primary Storage 08.1 the primary storage site to 10
from Primary Site [susceptibility to the same threats. Site : reduce susceptibility to similar
o
Identify potential accessibility problems to the [FT=LTIGHTISTITS TXISTTU TUSTTITY, arr
CP-06(03) Alternate Storage [alternate storage site in the event of an area-wide Functional Equal Primary Storage | BCD- mrlf?kgztrﬁspfotiﬂgaalkaecéfgbl“ty 1
ite ccessibility [disruption or disaster and outline explicit mitigation ite Accessibility . L .
Si A ibili disrupti di d l plici itigati a Site A ibili 08.2 gtorage sites in the event of an
actions. . : N .
TITITE PETTUUCOTTSTSTETTT WItIT TECOVETY UTTE arma TECOVETY isen RSHEET
Alternate point objectives] when the primary processing Alternate alternate processing site that
CP-07 Processing Site capabilities are unavailable;b. Make available at the Functional Equal Processing Site BCD-09 |provides security measures 10
9 alternate processing site, the equipment and supplies 9 equivalent to that of the primary
Alternate cacuicad b farand racue i cout iR rarmsTTSexTST o SepaTate
Processing Site | Identify an alternate processing site that is sufficiently Separation from BCD- the alternate processing site
CP-07(01) Se aratio% from separated from the primary processing site to reduce Functional Equal Primary Processing 09.1 from the primary processing site 10
F?rimary site susceptibility to the same threats. Site . to reduce susceptibility to similar
oo
HRftig&te-puterraTaccessomty
Alternate Identify potential accessibility problems to alternate Alternate BCD- problems to the alternate
CP-07(02) Processing Site | |processing sites in the event of an area-wide disruption| Functional Equal Processing Site 09.2 processing sites and possible 10
Accessibility or disaster and outlines explicit mitigation actions. Accessibility : mitigation actions, in the event
£ an jdA dicruntian ar
. : BB AR SO R
Atemate | orty of service provisions n accordance . Aternate site | Bcp- [olternate processing and storage
CP-07(03) Processing Site | - ARl . y . R Functional Equal A Ny sites that support availability 10
Priority of Service with availability requirements (including recovery time Priority of Service 09.3 requirements, including
objectives). N i Obisckd
resumption of [Assignment: organization-defined Telecommunication Mechanisms exist to reduce the
g Telecommunication [system operations] for essential mission and business . . . _10 |likelihood of a single point of
CP-08 s Services functions within [Assignment: organization-defined Functional  Intersects With :vsa?lgvt:?liets BCD-10 failure with primary 5
time period] when the primary telecommunications Y telecommunications services.
oo scevany ant Sem™ etecommunication] oy, [Slecommunictions service
CP-08(01) s Services | Priority Telecomg\unication:]s Servicje Priority for all a Functional Equal s Priority of Service| BCD- [3greements contain priority-of- 10
of Service | P . d %’ . | . q P Y of 10.1 [service provisions that support
Provisions tel ecommunlcatlonsdserv@(efhuse I for natlodnla security rovisions availability requirements,
Telecommunication [Obtain alternate telecommunications services to Telecommunication m(eecl:';ﬁ)rgsrg? :é'i?,‘t t|2 reé?:f(e;fthe
CP-08(02) s Services | Single [reduce the likelihood of sharing a single point of failure| Functional [Intersects With s Services BCD-10 failure with rimag P 5
Points of Failure |with primary telecommunications services. Availability telecommunpi'catiorrzls services
information contained in the system [Assignment: Mechanisms exist to create
CP-09 System Backup orgamzathn-deﬁned frequency_ consistent W',th Functional |Intersects With Data Backups BCD-11 [€CUMINg backups of dat_a, 5
recovery time and recovery point objectives];c. software and/or system images,
Conduct backups of system documentation, including as well as verify the integrity of
TETITETTISTITS EXIST T TUULTTET
Sys_IE:;r;i:acfl;?p I Test backup information [Assignment: organization- Testing for BCD- test backups that verify the
CP-09(01) Reliabili?y and defined frequency] to verify media reliability and Functional Equal Reliability & 11.1 reliability of the backup process, 10
J information integrity. Integrity : as well as the integrity and
Integrity ilahility af tha dat:
System Backup | Implenh‘\ent c(;‘):jptolgraphic n:jechadn}_lsms to p;event c N BCD Cryptographr:c mechahnismsdexist
g . unauthorized disclosure and modification o : ryptographic - |to prevent the unauthorize:
CP-09(08) Cr'\‘)/rp(:toe%rt?g:lc [Assignment: organization-defined backup Functional Equal Protection 11.4 |disclosure and/or modification of 10
information]. backup information.
System Recoven system to a known state within [Assignment: Applications and/or secure recovery and
CP-10 an{i Reconstitutioyn organization-defined time period consistent with Functional |Intersects With| Services (TAAS) |[BCD-12 reconstitution gf Technology 5
Leicgt/ili'yr:ume and re_coverryfpi?‘llrlt objectives] after a nRecovgr)jﬁ&n Assets, Applications and/or
PR BEBr TR REOSHER B GTsTuToTT O TN - - =
System Recove system to a known state within [Assignment: Business Continuity :\:Ir?clzfnnéiTastiiﬁngtgofr?t?nlIt::\?: the
CP-10 Y OVETY organization-defined time period consistent with Functional [Intersects With: Management BCD-01 |TPe gency 5
and Reconstitution : " I planning controls to help ensure
recovery time and recovery point objectives] after a System (BCMS) -
: L . . resilient Technology Assets,
POV EEABr TRV ER Bt et GiTstutioTor e TECTTATTISTITS EXTST L0 TatTtate
System Recove system to a known state within [Assignment: Recovery Time / BCD- [recovery operations in
CP-10 an{i Reconstitutil;/n organization-defined time period consistent with Functional |Intersects With| Point Objectives 01.4 accordance with Recovery Time 5
recovery time and recovery point objectives] after a (RTO / RPO) "7 |Objectives (RTOs) and Recovery
dicriintion i e failiir Daint Nhiacti: [RDNc)
System Recovery Mechanisms exist to utilize
. and Reconstitution |{Implement transaction recovery for systems that are . Transaction BCD- [specialized backup mechanisms
CP-10(02) Transaction transaction-based. Functional Equal Recovery 12.1 [that will allow transaction 10
Recovery recovery for transaction-based
System Recovery Backup & . .
P ! Mechanisms exist to protect
CP-10(06) and E;f:;;;';ﬂ?on I fergtoicsttiiﬁ:it:? components used for recovery and Functional Equal R::It'grwa;:%n BCD-13 |backup and restoration hardware 10
Protection Protection and software.
When [Assignment: organization-defined conditions] systems to fail to an
CP-12 Safe Mode are (}etectedl, enter‘a sgfe moge of oper_atl_on with Functional |Intersects With Fail Secure SEA- organlzatlon—qeﬁned knownf_state 5
[Assignment: organization-defined restrictions of safe 07.2 |for types of failures, preserving
imode of operation]. system state information in
guidelines; and2. Procedures to facilitate the Periodic Review & Mechanisms exist to review the
~ Policy and implementation of the identification and authentication . .., | Update of Security, _03 |Security, Compliance &
1A-01 Procedures policy and the associated identification and Functional _ Intersects With Compliance & GOV-03 Resilience Program (SCRP), 5
authentication controls;b. Designate an [Assignment: Resilience Program including policies, standards and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the
" Policy and implementation of the identification and authentication . Identity & Access g implementation of identification
1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) IAC-01 and access management 10
authentication controls;b. Designate an [Assignment: controls.
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
~ Policy and implementation of the identification and authentication . : Compliance & _o> |Policies, standards and
1A-01 Procedures policy and the associated identification and Functional  Intersects With Resilience GOv-02 procedures necessary for secure, 5
authentication controls;b. Designate an [Assignment: Documentation compliant and resilient
Identification and Uniquely identify and authenticate organizational users Identification & identify and centrally
Authentication ; h N e . . Authentication for /Authenticate, Authorize and
1A-02 (organizational :Zgnasi?lcsetﬁatl?aotf ﬁgéqsgeulseerr;tlﬁcatlon with processes | Functional Equal Organizational IAC-02 /Audit (AAA) organizational users 10
Users) 9 . Users and processes acting on behalf of]
Authentication Multi-Factor /Automated mechanisms exist to
" (organizational  Implement multi-factor authentication for access to . " e _o¢ |enforce Multi-Factor
1A-02(01) Users) | Multi-factor|privileged accounts. Functional Intersects With Auth(el\;l\éf)atlon IAC-06 Authentication (MFA) for: 5
Authentication to (1) Remote network access;
Authentication Mechanisms exist to utilize Multi-
" (organizational |Implement multi-factor authentication for access to . . Local Access to g Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor |privileged accounts. Functional Intersects With Privileged Accounts 1AC-06.3 authenticate local access for 5
Authentication to privileged accounts.
Authentication - TA-ETTaUTET 1T PTUUUTTS TU UITUSE
P . - Information products that have been
1A-02(01) (organizational Implement multi-factor authentication for access to Functional |Intersects With| Assurance Enabled | T1OA" successfully evaluated against a 5
Users) | Multi-factor |privileged accounts. Products 02.2 National Information Assurance
Authentication to im (AIADY "
Authentication Out-of-Band Multi- for access to privileged and non-
1A-02(01) (organizational |Implement multi-factor authentication for access to Functional |Intersects With Factor |AC-06.4 privileged accounts such that 5

Users) | Multi-factor

privileged accounts.

Authentication to

Authentication

one of the factors is

independently provided by a
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FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control SCF # (SCF) o Relationsh
Control Description en
Authentication Mechanisms exist to utilize Multi-
1A-02(01) (organizati_onal Im_pl_ement multi-factor authentication for access to Functional |Intersects With N_et_work Access to AC-06.1 Factor A_uthentication (MFA) to 5
Users) | Multi-factor|privileged accounts. Privileged Accounts ““lauthenticate network access for
Authentication to privileged accounts.
Authentication Mechanisms exist to utilize Multi-
P . - Network Access to Py
" (organizational |Implement multi-factor authentication for access to . . - g Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor |privileged accounts. Functional Intersects With No/rlcPcr;\S:ﬁged IAC-06.2 authenticate network access for 5
Authentication to non-privileged accounts.
Authentication [RUTOTTTATET TTETTTaTTSTITS EXTST T
A . - Hardware Token- ensure organization-defined
1A-02(01) Usg'ginl\lllzl?l?i?fgiltor In;sli??em:gtarz\cuolzl;]ftasctor authentication for access to Functional |Intersects With! Based IAC-10.7|token quality requirements are 5
Authentication to P! 9 : Authentication satisfied for ha_rdw_are token-
AUTTETTUCATOTT heerfBrd PPEfeE s totose
(organizational » ieati Information _ |products that have been
1A-02(02) Users) | Multi-factor :Eﬁ!ew\i?et neq;nI:cfcic‘fﬁ:sauthentlcatlon for access to Functional |Intersects With| Assurance Enabled -I(;[2>A2 successfully evaluated against a 5
Authentlcatlon to p 9 . Products *® |National Information Assurance
in (MIADY
Naterittatef
Mechanisms exist to utilize Multl—
(organizational . P Network Access to D
1A-02(02) |Users) | Multi-factor|ImPlement multi-factor authentication for access to Functional [Intersects With| Non-Privileged [IAC-06.2[2CtOr Authentication (MFA) to 5
Authentlcatlon to |non-privileged accounts. Accounts authenticate network access for
" o non-privileged accounts.
Natherittatof —
. for access to privileged and non-
(organizational » L Out-of-Band Multi- .
1A-02(02) Users) | Multi-factor’ Implemg?t m;”t' facto: authentication for access to Functional |Intersects With Factor IAC-06.4 pnwlefgtid ?cc'?unt;s such that 5
Authentication to |"0M-Priviieged accounts. Authentication one of the factors is
" AP independently provided by a
Nemeritianoft RUTOTTTaTE U TTETTTATITSTITS EXTSTTO
(organizational . R Hardware Token- ensure organization-defined
1A-02(02) Users) | Multi-factor Lﬂﬁ!e?ﬁrg n;(lillgl-faocutr(:é‘sauthentlcatlon for access to Functional [Intersects With: Based IAC-10.7|token quality requirements are 5
Authentication to P 9 cc : Authentication satisfied for hardware token-
nL 4y il o . ! icat
a“l',;':n'i';:t‘?;'::l Mechanisms exist to utilize Multi-
~ 1y Implement multi-factor authentication for access to " | Network Access to g Factor Authentication (MFA) to
1A-02(02) U/iﬁ;i)em?cualiligﬁcttgr non-privileged accounts. Functional Intersects With Privileged Accounts IAC-06.1 authenticate network access for 5
Namreriasen privileged accounts.
(organizational Implement multi-factor authentication for access to Multi-Factor érgggl[?eat&ﬂlmigzta;rlsms existto
1A-02(02) Users) | Multi-factor pler ileged Functional [Intersects With|  Authentication IAC-06 Authenticati MFA) for: 5
Authentication to non-privileged accounts. (MFA) uthentication ( ) for:
N 2 n (1) Remote network access;
a‘:;':n'i';:t‘?;':; Mechanisms exist to utilize Multi-
" . Implement multi-factor authentication for access to . . Local Access to g Factor Authentication (MFA) to
1A-02(02) U/iﬁ;i)elnmgali:;ﬁfgr non-privileged accounts. Functional Intersects With Privileged Accounts IAC-06.3 authenticate local access for 5
privileged accounts.
é;‘;;g?\?;:ﬁg::l Implement replay-resistant authentication mechanisms Replay-Resistant /Automated mechanisms exist to
1A-02(08) Users) | Access to for accesls to [Sel_e;ltlond(one or more): privileged Functional Equal Authentication IAC-02.2 emﬁloy ‘repl_ay—reslstant 10
Accounts — Replay accounts; non-privileged accounts]. authentication.
'u:l:t;:é;i;lcl;’tli;;':u Mechanisms exist to accept and
~ Py /Accept and electronically verify Personal Identity . | Acceptance of PIV g electronically verify
1A-02(12) Us(ezg?irxiigopaarice \Verification-compliant credentials. Functional Intersects With Credentials IAC-02.3 organizational Personal Identity 5
£ DIV Crad P Verification (PIV) credentials.
. Uniquely identify and authenticate [Assignment: A /Authenticate, Authorize and
Device Pt 4 . . Identification & N .
1A-03 |dentification and g’gfa”'za"og'l?jiﬁ."ed dg"l'ces, andjor types of d_el"'ceﬁl Functional |Intersects With| Authentication for | IAC-04 A“d'f)l(.A}f.A) devices before 5
Authentication efore establishing a [Sel gctlon (one or more): local; Devices e;t_a IS. ing a conne;tlor_\ using
remote; network] connection. bidirectional authentication that
PETSUTTITET UT TUTES T LU aSSIgIT arT ITATvIaueT, group, ToTe; n
|dentifier service, or device identifier;b. Selecting an identifier Authenticate, iﬁ:ﬁ;piztzea#zeAzLﬁu(t::g'cate’
IA-04 Management that identifies an individual, group, role, service, or Functional |Intersects With|Authorize and Audit|IAC-01.2 solutions, both on-premises and 5
9 device;c. Assigning the identifier to the intended (AAA) th . P
iadividial sroun ol i r devica: andd ose hosted by an External
R strirRI-srroR s TS aSSRAF e d RMRRI 8 St Tore; - 8
\dentifier service, or device identifier;b. Selecting an identifier Identifier ?ae;?:msstnaqzdeaxrlzgtf?)ngg;,:::ames
I1A-04 Management that identifies an individual, group, role, service, or Functional |Intersects With| Management (User | IAC-09 and Tegchnolo Assets 5
9 device;c. Assigning the identifier to the intended Names) Applicati 9y -
il L : Aewii pplications and/or Services
Identifier Manage individual identifiers by uniquely identifying Authenticate, 23:5;?;22#zeAzzﬁu(t::g'cate’
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With|Authorize and Audit{IAC-01.2 solutions, both on-premises and 5
Identify User Status |characteristic identifying individual status]. (AAA) those hosted by an External
. . . . . . o Mechanisms exist to ensure
Identifier Manage individual identifiers by uniquely identifying . N e
|1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With User Identity (ID) |AC-09.1[Proper user identification 5
Identify User Status |characteristic identifying individual status] Management management fgr.non—consumer
. users and administrators.
Identifier Manage individual identifiers by uniquely identifying ?oenctrll:?tl::rs]saiﬁSgtaoeﬂi?rtg-yart
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With|ldentity User Status(IAC-09.2 Users through unique userngmey 5
Identify User Status |characteristic identifying individual status]. characterist?cs a
PTUCEUUTES TOT TTUET GUTTETTCETOT UTSTTOUTTOTT, TOT TUST - - -
Authenticator or compromised or damaged authenticators, and for Authenticator ?’1‘;?:.:":,:?2?5 r?\xalﬁtamé
IA-05 Management revoking authenticators;e. Changing default Functional |Intersects With! Management IAC-10 authenticat{)rs for ?JSerS and 5
g authenticators prior to first use;f. Changing or 9 devices: and
Wi k] [Aeci P .
procetthes g rftiaramEN Gt s triFEaBHT Y tost - -
IA-05 revoking authenticators;e. Changing default Functional |Intersects With " IAC-10.8, 5
Management authenticators prior to ﬁrst use f. Changing or Authenticators changed as part of account
> P 9ing creation or system installation.
i UeTETTITE T PasSWoTT
omecate o WACSAFE ot B iy | Ttomated support] — ihenticatrs are sutcienty
IA-05(01) h P Functional |Intersects With! For Password IAC-10.4|strong enough to satisfy 5
Password-based |passwords using an approved salted key derivation Strength organization- deﬁned assword
Authentication [function, preferably using a keyed hash;e. Require 9 N 9 P P
Authenticator  [passwords in I1A-5(1)(a);c. Transmit passwords only g:n?'ﬁfe';n'; I:;g'tth“;:é'i;'e;:an
" Management | |over cryptographically-protected channels;d. Store . : Password-Based ~ - '
1A-05(01) Password-based |passwords using an approved salted key derivation Functional Intersects With Authentication IAC-10.1 Ez;‘:;?ae;g:Iog:;x;gsg;i:gmng 5
Authentication  |function, preferably using a keyed hash;e. Require p:
Authenticator passwords in IA-5(1)(a);c. Transmit passwords only Mechanlsms exist to:
" Management | |over cryptographically-protected channels;d. Store : : Authenticator _ (1) Securely manage
1A-05(01) Password-based |passwords using an approved salted key derivation Functional [Intersects With Management IAC-10 authenticators for users and 5
Authentication [function, preferably using a keyed hash;e. Require devices; and
Authenticator  [the individual or group; andb. When public key Z:::t::'tjec;i?gl“a‘;?:;rli)f);ing N
~ Management | |infrastructure (PKI) is used:1. Validate certificates by : PKI-Based ~ e
1A-05(02) Public Key-based |constructing and verifying a certification path to an Functional Equal Authentication IAC-10.2 tcrirgltﬁacr?;;?gr?r?znjg?nanc?wcecci’?rgw 10
Authentication  |accepted trust anchor, including checking certificate batin 9 fgr
- 6SESTa Rt kP oy
cl::;enetr'ﬁ::;rl Protect authenticators commensurate with the security Res ongisk)ei;}ties for practices in the use of
IA-05(06) Protegction of category of the information to which use of the Functional |Intersects With! pAccount IAC-18 |authentication mechanisms (e.g., 5
Authenticators authenticator permits access. Management passwprds, paslsphrases, physical
Authenticator RrdaTmbTRAERS o Rtete
Management | Protect authenticators commensurate with the security Protection of authenticators commensurate
IA-05(06) ger category of the information to which use of the Functional |Intersects With! " IAC-10.5|with the sensitivity of the 5
Protection of henti N Authenticators inf h hich £ th
Authenticators [2uthenticator permits access. information to which use of the
Obscure feedback of authentication information during :;F:ourlllﬂﬂ;aok:; g:;:l';; ';;;“e““u”
Authentication  [the authentication process to protect the information . Authenticator P
IA-06 . o s Functional Equal IAC-11 |authentication process to protect 10
Feedback if;?jri\?liggs;;ble exploitation and use by unauthorized Feedback the information from possmle
TPTETITETTC TTETITaTITSTITS ToT auTTeTTTaToT to™a PR AIREAR st treRstierizad
Cryptographic  |cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
IA-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With Module IAC-12 |applicable statutory, regulatory 5
Authentication regulatlons standards, and guidelines for such Authentication and contractual requirements for
AHhertirtifRcarmsTTs TorauTTerTUTaToTT oA AUTOTTTateT Eacuciti
Cryptographic  |cryptographic module that meet the requirements of Authentication /Automated mechanisms exist to
1A-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With! Through CRY-02 |enable systems to authenticate 5
Authentication  [regulations, standards, and guidelines for such Cryptographic to a cryptographic module.
hanticat Madul
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IdentlﬁcaFlon_and Uniquely identify and authenticate non-organizational Identlﬁ_catl_on & identify _and centrally_
IA-08 Authentication users or processes acting on behalf of non- Functional Equal Authentication for IAC-03 Authenticate, Authorize and 10
(non-organizational or anizafional users. 9 a Non-Organizational /Audit (AAA) third-party users and
9 | Users processes that provide services
AUTTETTICATtoTT - -
(non-organizational |Accept and electronically verify Personal Identity Acceptance of PIV gzim?:isc?ﬁ e:;ﬁftopa;:gt;nd
IA-08(01) Users) | Acceptance|Verification-compliant credentials from other federal Functional Equal Credentials from |AC-03.1Id tity V. }_’I ¢ y PIV 10
of PIV Credentials |agencies. Other Organizations| entity verification (PIV) .
from Othar credentials from third-parties.
tha RUTOTTTATEU TTTETTTATTTSTTTS EXTSTTT
(nrfr:{to'ler;tr:iczaat;?onnal a. Accept only external authenticators that are NIST- Acceptance of accept Federal Identity,
|1A-08(02) Users) \gAcce tance compliant; andb. Document and maintain a list of Functional Equal Third-Party IAC-03.2|Credential and Access 10
of Externpal accepted external authenticators. Credentials Management (FICAM) approved
TUETTUTTCATToTT arTa hehanths RSt te cormorm
Authentication  |Conform to the following profiles for identity Use of FICAM-Issued systems to Federal Identity,
IA-08(04) (non-organizational |/management [Assignment: organization-defined Functional Equal Profiles IAC-03.3|Credential and Access 10
Users) | Use of  [identity management profiles]. Management (FICAM)-issued
Dafinad Drofilac IICL!IIaIH TITS EXTST LU TOTCE USET
Require users to re-authenticate when [Assignment: and devices to re-authenticate
IA-11 Re-authentication |organization-defined circumstances or situations Functional Equal Re-Authentication | IAC-14 |according to organization-defined 10
requiring re-authentication]. circumstances that necessitate
access to systems based on appropriate identity Identity Proofing Mechanisms exist to verify the
. . ) assurance level requirements as specified in applicable : N . identity of a user before issuing
1A-12 Identity Proofing standards and guidelines;b. Resolve user identities to a Functional Equal Ve(:'?ﬁecnatllz‘i[gn) IAC-28 authenticators or modifying 10
unique individual; andc. Collect, validate, and verify access permissions.
Mechanisms exist to require
R Identity Proofing | |[Require evidence of individual identification be . : . . evidence of individual
1A-12(02) Identity Evidence |presented to the registration authority. Functional Equal Identity Evidence (IAC-28.2 identification to be presented to 10
the registration authority.
- - - - - - TECITEMTSTITS EXTST [0 TEGUITE TTaT
eriy Boaina] [t S e preented enly ovidencebe
1A-12(03) Y Pl y 9 gnment: Functional Equal Validation & IAC-28.3|be validated and verified through 10
Validation and  |organizational defined methods of validation and Verification organizational-defined methods
Verification verification]. ,g od
- - — - - pecrifatio BRFSTS |Equ|lc TTaT
denityProoing | [{SOUTe et 2 Selcken (e gt code, 2 i of prong e dlres
1A-12(05) ddress channel tg verifygthe users address ( % sical or digital) Functional Equal Confirmation IAC-28.5|through an out-of-band channel 10
Confirmation phy 9 to verlfy the user's address
of record. (rbheci Ainital)
EXECUTIVE UTUETS, UMECTIVES, TEYUIaToTTS, POTCIES; e -
Policy and standards, and guidelines; and2. Procedures to . ) Pu%fg;ﬁaiizugty' rpr;alilgiteaslnsiggd(i;?;:r::éate
IR-01 facilitate the implementation of the incident response Functional |Intersects With " GOV-02 ' 5
Procedures olicy and the associated incident res| onse controls b. Resilience procedures necessary for secure,
p Y oL Bzt P! Documentation compliant and resilient
BRSRRE GRS SRR APES FRYBIZR IR, FRFIRACS,
Policy and standards, and guidelines; and2. Procedures to Incident Response Zggugrggﬁcgt%:iisfsaﬁligtde an
IR-01 Y facilitate the implementation of the incident response Functional Subset Of °SP IRO-01 PR . 10
Procedures Operations organization-wide response
pollcy and the assoclated |nc|dent response controls;b. . :
. g capability for cybersecurity and
ERsiiriie oritfs iR avEsoregaizribng, Rfirass, - "
Policy and standards, and guidelines; and2. Procedures to IRO- ::\s”iﬁ:endr?cot(ijclgys Toc'iﬁigf orate
IR-01 Proceiiures facilitate the implementation of the incident response Functional |Intersects With IRP Update 04.2 Iesspons Iegrned business P 5
pollcy and therassoaated |nadent}ér{esponse controls b. brocess changes and industry
DRSRARE GRS SRR APES TR YBIZR IR, RFIRAES, -
Policy and standards, and guidelines; and2. Procedures to Root Cause Analysis| I::j?,z:;ﬁlai;neg ggg:cr:lar:%/z':gd
IR-01 Y facilitate the implementation of the incident response Functional |Intersects With| (RCA) & Lessons | IRO-13 g cyber Yy 5
Procedures . N e A data protection incidents to
policy and the associated incident response controls;b. Learned O >
Nac; [t i cfi el reduce the likelihood or impact of]
BRELURAE Gruths, UL AP ES TR RIERIUNS; JRIRAES; — - - - -
Policy and standards, and guidelines; and2. Procedures to JeélaotdelcofRS:civ:it& g:f:ﬁp's?;nfx;?;ntgerzv'ew the
IR-01 Proceiiures facilitate the implementation of the incident response Functional |Intersects With pCompIiance & Y:1Gov-03 Resilierzlc'e Program (SCRP) 5
pollcy and the aSSDC|ated |nC|dent response controls b. Resilience Program including policies, standards and
of assuming an incident response role or responslblllty Mechanisms exist to train
IR-02 Incldenth_esponse or acquiring syst.em access; 2 When lrequlre_d by Functional |Intersects With Incldent‘R_esponse RO-05 personnel in their incident 5
Training system changes; and3. [Assignment: organization- Training response roles and
defined frequency] thereafter; andb. Review and responsibilities.
Test the effectiveness of the incident response incident response capabilities
~ Incident Response [capability for the system [Assignment: organization- . .. | Incident Response _o¢ [through realistic exercises to
IR-03 Testing defined frequency] using the following tests: Functional  Intersects With Testing IRO-06 determine the operational 5
[Assignment: organization-defined tests]. effectiveness of those
Incident Response Mechanisms exist to coordinate
~ Testing | Coordinate incident response testing with : Coordination with IRO- |incident response testing with
IR-03(02) Coordination with [organizational elements responsible for related plans. Functional Equal Related Plans 06.1 |organizational elements 10
Related Plans responsible for related plans.
incident handling activities with contingency planning (2) Automated event detection or
. . : activities;c. Incorporate lessons learned from ongoing : . " " manual incident report intake;
IR-04 Incident Handling incident handling activities into incident response Functional Equal Incident Handling | IRO-02 (3) Analysis; 10
procedures, training, and testing, and implement the (4) Containment;
Incident Handling | [Support the incident handling process using Automated Incident| IRO- /Automated mechanisms exist to
IR-04(01) Automated Incident |[Assignment: organization-defined automated Functional Equal Handling Processes| 02.1 support the incident handling 10
Handling Processes |mechanisms]. 9 . process.
e e ot e st of
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awareness For IRO-09 orotection incidents to internal 10
Incidents
stakeholders all the way through
@ TNEUITE PETSUMTET U TEPUTT SUSPETTEU CTTETTTS TU — - -
the organizational incident response capability within Incident [T;’?ﬁ;pﬁﬁigi;ﬁ;gg‘;able'
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With! Stakeholder IRO-10 (2) Affected clients & thiryd— 5
Report mudent mformatlon to [A55|gnment Reporting parties; and
araRtEATerSbiRe -t Bt eStspecteaomes o - - ——
the organizational incident response capability within Regulatory & Law miicdheanntlirenss s:lsset E?:r:?:yggavlﬂth
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With Enforcement IRO-14 applicable rggulatory and law 5
Report |nc|dent |nformat|on to [Asslgnment Contacts enforcement agencies.
rARR AN AP et Rt SEspectea e o - 5 = -
the organizational incident response capability within Contacts With g:cc:ﬁr:stm: e);:)Str?gt:ji(n)ﬂgcatgd
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With! Authoriti GOV-06| - hrel p‘? P £ 5
Report incident information to [Assignment: uthorities with relevant law enforcement
iontinn definad aatharitiae] and regulatory bodies.
. . /Automated mechanisms exist to
|R-06(01) Inmd:[r:ttoi;fapt%:jtlng I Report incidents using [Assignment: organization- Functional Equal Automated IRO- |assist in the reporting of 10
Reportin defined automated mechanisms]. a Reporting 10.1 [cybersecurity and data
P 9 protection incidents.
Incident Reporting | Provide incident information to the provider of the Mechanisms exist to provide
~ h product or service and other organizations involved in . 5 Supply Chain IRO- |cybersecurity and data
IR-06(03) sclg;‘:zn?;%g the supply chain or supply chain governance for Functional |Intersects With Coordination 10.4 |protection incident information to 5
systems or system components related to the incident. the provider of the Technology
Provide an incident response support resource, integral Mechanisms exist to provide
~ Incident Response [to the organizational incident response capability, that : Incident Reporting ~ incident response advice and
IR-07 Assistance offers advice and assistance to users of the system for Functional Equal Assistance IRO-11 assistance to users of 10
the handling and reporting of incidents. [Technology Assets, Applications
Assistance | Increase the availability of incident response Automation Support| /Automated mechanisms exist to
IR-07(01) A?;?T\?:i?:bﬁﬁge)ofn information and support using [Assignment: Functional Equal Ofl:f\:;!fa'ililgg/of I1R:Lo]: :Eﬁ.rs:zf f:sepz‘éig_arg'ﬂ;ttyegf 10
Information and organization-defined automated mechanisms]. Support information and support.
AUUTESSES TTe STTarTy OT MCTaeNTITOT T TatoT, 9T - B ——
: ! e Mechanisms exist to maintain
. reviewed and approved by [Assignment: organization- . 4
IR-08 Incident Response defined personnel or roles] [Assignment: organization- | Functional Equal Incident Response IRO-04 and make available a current and 10
Plan defined fre uencyl; and10. Explicitly designates Plan (IRP) viable Incident Response Plan
q 3 P X qr (IRP) to all stakeholders.
AR AR NGRS BffeRTEe RARTRER A S HistRRAS TECITATTISI TS EXIST L0 UEVETop;
. standards, and guidelines; and2. Procedures to . disseminate, review & update
MA-01 :géceydﬁpeds facilitate the implementation of the maintenance Functional Subset Of Moalr;trzrgizr:\cse MNT-01 |[procedures to facilitate the 10
policy and the associated maintenance controls;b. P implementation of maintenance
Daci LAcci izatian dafinad L th 1
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Control Descri
a S 5

o
Policy and standards, and guldellnes and2 Procedures to Remote MNT- maintenance personnel to notify
MA-01 Proce{iures facilitate the implementation of the maintenance Functional |Intersects With! Maintenance 05.2 affected stakeholders when 5
pollcy and the assoaated malntenance controls b. Notifications . remote, non-local maintenance is
L a Antalti
BRstaRRfe Grabfs Siftreeavtsoregaiziing, rfiraes; >
remote, non-local maintenance
: standards, and guidelines; and2. Procedures to . ! . N
MA-01 ::;Iéce);ﬁpgs facilitate the implementation of the maintenance Functional |Intersects With Auhﬁ;l:'(gerl?aer:\g:te I\O/IQI'I]'- Zg?g;%‘?ﬁgcms:ﬁg::ﬁ?s well 5
pollcy and therassoqated malntenance controls b. action performed during remote
ERSRRE GRS SRR APES FRYBIZR IR, RS IRAES, — - - - -
Policy and standards, and guidelines; and2. Procedures to Lfedr'a‘jt(je'%FSZLe‘JV:it& glleeccﬁ:tnlsgosnexllisatntgerzwew the
MA-01 Proce{iures facilitate the implementation of the maintenance Functional |Intersects With! pCompIiance & Y| Gov-03 Resilier{ée Program (SCRP) 5
EO“Cy and therassoaated malntenance controls b. Resilience Program including policies, standards and
ERELHRRAE TIICHS HHRERaDES IS Csivh S sejiie ooy P - —— - -
rotcyana_[Fondaris and guidlnes:andz. Pocedures o
MA-01 Proceydures facilitate the implementation of the maintenance Functional |Intersects With Re’s)ilience GOV-02 grocedures necessary for secure 5
pollcy and therassooated maé;tenance controls b. Documentation compliant and resilient
PeriohntaarihesiempretP AR eRe ARG faror - -
Controlled the system or system components from organizational Controlled ?oenctr:ta:Irl‘«lesdmniaei)r(\ltsetnt:ncc(en:cut?\sities
MA-02 : facilities for off-site maintenance, repair, or Functional Equal N MNT-02 B 10
Maintenance replacement;d. Sanitize equipment to remove the Maintenance throughout the lifecycle of the
placement;d. Sal quipme | oot inn b, [Technology Asset, Application
MA-03 Maintenance Tools agﬁgﬁ;ﬁ’c;ig;g!’:r?;bT“;:‘I’?Z‘rNt;fe?/is:uzrysﬁt:'{:ved Functional [Intersects With| Maintenance Tools | MNT-04 mii?taorriirrgsuesﬂséfts csogrt':ol and 5
system maintenance tools [Assignment: organization- maintenance tools. Y
defined frequency]. i
TETTTATITSTITS EXTST TU TTSPETT
. . . maintenance tools carried into a
" Maintenance Tools ||Inspect the maintenance tools used by maintenance . MNT- Pl .
MA-03(01) Inspect Tools personnel for improper or unauthorized modifications. Functional Equal Inspect Tools 04.1 facility by mal_ntenance 10
personnel for improper or
Maintenance Tools | Check media containing diagnostic and test programs MNT- ?Denctg?:i':;nji:;:,‘séggcczre‘gligfd'a
MA-03(02) Inspect Media ;orsgfrl]lcmus code before the media are used in the Functional Equal Inspect Media 04.2 |programs for malicious code 10
Y . before the media are used.
- T UTETE TS IO UTYaTZatoTTaT TMTOTTTEtToTT COTTETTET - -
Maintenance Tools | on the equipment;b. Sanitizing or destroying the Prevent Mechanisms exist to preve_nt or
Prevent N ot N T . : MNT- |control the removal of equipment|
MA-03(03) Unauthorized equipment;c. Retaining the equipment within the Functional Equal Unauthorized 04.3 |undergoing maintenance that 10
faclllty ord. Obtalnlng an exemptlon from Removal . going P
Removal loel contains organizational
W|th organizational policy and documented in the Mechanisms exist to authorize,
~ Nonlocal security plan for the system;c. Employ strong . : Remote _ o |[monitor and control remote, non-
MA-04 Maintenance authentication in the establishment of nonlocal Functional Intersects With Maintenance MNT-05 local maintenance and diagnostic 5
maintenance and diagnostic sessions;d. Maintain activities.
- — - - MTETTTATITSTITS EXTST TU TEYUTTe
Nonlocal ety lan ot syt SOV | ot |versects win|  wovimennce | M (T mee R oo |
Maintenance authentication in the establishment of nonlocal e 05.2 f :
N A N N N S Notifications remote, non-local maintenance is
maintenance and diagnostic sessions;d. Maintain N L o
with organizational policy and documented in the remote, non-local maintenance
. Nonlocal security plan for the system;c. Employ strong . : Auditing Remote MNT- |and diagnostic sessions, as well
MA-04 Maintenance authentication in the establishment of nonlocal Functional Intersects With Maintenance 05.1 |as review the maintenance 5
maintenance and diagnostic sessions;d. Maintain action performed during remote
Nonlocal a. Log [Assignment: organization-defined audit events] remote, non-local maintenance
MA-04(01) Maintenance | for nonloc_al maintenance and diagnostic sessions; Functional |Intersects With Audlt‘mg Remote MNT- |and dl_agnostlc sessions, as well 5
Logging and Review andb.‘ReweV\r the audlt records of the malntenance_ Maintenance 05.1 |as review the malntenance
and diagnostic sessions to detect anomalous behavior. action performed during remote
TTTETTCETTaTICE UTgaTIZatioTs O PETSOTTTE, U, VETTy tTat - - —
Maintenance non-escorted personnel performing maintenance on Authorized zduce;zi?l”s;?zfe;ljstth;dirzrgntam a
MA-05 Personnel the system possess the required access authorizations;| Functional Equal Maintenance MNT-06 maintenance organizations or 10
andc. Designate organizational personnel with required Personnel 9
c autharizati nd hnical t personnel.
Obtain maintenance support and/or spare parts for Mechanisms exist to obtain
MA-06 Timely Maintenance [Assignment: orga_nlzatlovn—deﬁne.d system X Functional Equal Timely Maintenance| MNT-03 maintenance support and/or 10
components] within [Assignment: organization-defined spare parts for Technology
time period] of failure. Assets, Applications and/or
Restrict or prohibit field maintenance on [Assignment: . .
P : Mechanisms exist to securely
MA-07 Field Maintenance organlz_atlon-deﬁned systems or system components] Functional Equal Field Maintenance | MNT-08 [conduct field maintenance on 10
to [Assignment: organization-defined trusted cographically deployed assets
maintenance facilities]. geograp ¥ deploy .
EXETUTIVE UTUETS, UMETtIVES, TEYUTatioTTs,; PUTCTES; — - - - -
Policy and standards, and guidelines; and2. Procedures to Je(;';delzrg‘e”;‘?fit& gllee;lﬂ'lr?tl'\lsg)s;x;isatntgerzwew the
MP-01 Proce{iures facilitate the implementation of the media protection Functional |Intersects With pCompIiance & Y| Gov-03 Resilier¥oe Program (SCRP) 5
pOlICy and therassouated media protectlo‘nfongrols b. Resilience Program including policies, standards and
BRsieRrfe Gratfsifreeavtsoregaiziing; Arfiraes;
Policy and standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the|
MP-01 Proceydures facilitate the implementation of the media protection Functional Subset Of Data Protection |[DCH-01 |implementation of data 10
pollcy and the assoaated media protectlon controls b. protection controls.
In} n L
Breirrife orabissifireeansoregaimilas iR, — - — - .
rocyang_[fendards and gdelnes; nd3. Procedures o
MP-01 Proce{iures facilitate the implementation of the media protection Functional |Intersects With ReSiIience GOV-02 Srocedures necessary for secure 5
E\oh;y and therassooated media protectlo‘nﬁon:rols;b. Documentation compliant and resilient
Restrict access to [Assignment: organization-defined :lign?{'?gg::sxtlzt;f ictgrgr?d anr;i_
MP-02 Media Access  |types of digital and/or non-digital media] to Functional |Intersects With Media Access DCH-03 digital media to autﬁorized 5
[Assignment: organization-defined personnel or roles]. digita
individuals.
Restrict access to [Assignment: organization-defined Endpoint Device :Vlmecllgamrlsnr;ﬁastii):Sotft(E)nfscglitnatte the
MP-02 Media Access  |types of digital and/or non-digital media] to Functional |Intersects With! Manapement (EDM) END-01 De?/ice Management (E?DM) 5
[Assignment: organization-defined personnel or roles]. g Controls 9
— - - - T aCCoTUaTTCE Wit uate
A e brtccion equrements st
MP-03 Media Marking King : y) of the " ’ § P Functional |Intersects With| Media Marking | DCH-04 |personnel are alerted to 5
[Assignment: organization-defined types of system dlstrlbutlon Ilmltatlons handlin
media] from marking if the media remain within hg
limitations, handling caveats, and applicable security files to |nd|cate the dlstrlbutlon
g . . markings (if any) of the information; andb. Exempt . . . DCH- |limitations, handling
MP-03 Media Marking [Assignment: organization-defined types of system Functional [Intersects With| Automated Marking 04.1 |requirements and applicable 5
media] from marking if the media remain within security markings (if any) of the
UTgaTZaUUT-UETTEY Ty pES Ul UTgTtar amayoT MoT=urgrear UTgTTaT TTeuTea Wit CoTuoneT
media] within [Assignment: organization-defined areas using organization-defined
MP-04 Media Storage |controlled areas]; andb. Protect system media types Functional Equal Media Storage DCH-06 [security measures; and 10
deﬁned in MP-4a until the media are destroyed or (2) Protect system medla until
SrRdire S SRRrORRE RS WSINEP ERE STgIThRIftas—=nd FhecrratRmredstrpretetcana
organization-defined controls];b. Maintain Media control digital and non-digital
MP-05 Media Transport |accountability for system media during transport Functional Equal Transportation DCH-07 |media during transport outside of] 10
outside of controlled areas;: c Document activities P controlled areas using
£ y=r=1 i ity
AfeaRP b dRpGsARACSEDR R IR et i s
control, or release for reuse using [Assignment: Physical Media m:c222'2;“;:;'?;?}::%:’:%
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With yDis osal DCH-08 Ionper required, using formal 5
procedures] andb. Employ sanitization mechanlsms P 9 a ’ 9
itk nd intoari procedures.
P HER RGBSR rer Sy STETT TITEUTar Wit UTe STreTTgTT
control, or release for reuse using [Assignment: System Media and integrity commensurate with
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With éanitization DCH-09 [the classification or sensitivity of 5
procedures]; an mp oy sanitization mechanisms e information prior to disposal,
d 1 dbEI itizati h the inf ti for to di |
HIEETR PSP 6 SRR PO RS EVROR T YRR TR L tof izational
control, or release for reuse using [Assignment: Sanitization of DCH- Mechanisms exist to facilitate the
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With! Personal Data (PD) | 09.3 sanitization of Personal Data 5
procedures]; andb. Employ sanitization mechanisms : (PD).
e h th, T TETTTATITSTITS EXTST TU TEtanT
media] on [Asslgnment organization-defined systems Media & Data media and data in accordance
MP-07 Media Use or system components] using [Assignment: Functional |Intersects With Retention DCH-18 |with applicable statutory, 5
organization-defined controls]; andb. Prohibit the use regulatory and contractual
£ hlo ok, dovicac i izatianal cuct, linati
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medla] on [A55|gnment orgamzatlon deﬁned systems

Mechanisms exist to restrict the

MP-07 Media Use or system components] using [Assignment: Functional |Intersects With! Media Use DCH-10 |use of types of digital media on 5
orgamzatlon deﬁned controls]; andb. Prohibit the use systems or system components.
ARG T IR A GRS T RGPSyt - - —
media] on [Assignment: organization-defined systems Prohibit Use DCH- rseeCZ?nlosrljc‘asbfglssttotl'()a peod]elk\)/litc;ze
MP-07 Media Use or system components] using [Assignment: Functional [Intersects With: Without O 10.2 i PO tional ,:3 h 5
organlzatlon deﬁned controls] andb Prohlblt the use ithout Owner . in organizational systems when
. L " such devices have no identifiable
Procedures to facHltate the |mp|ementatlon of the Publishing Security, maintain and disseminate
PE-01 Policy and phy5|eal and en\_/lronmental _protectlon policy and the Functional |Intersects With Comp_ll_ance & GOV-02 policies, standards and 5
Procedures associated physical and environmental protection Resilience procedures necessary for secure,
controls;b. Designate an [Assignment: organization- Documentation compliant and resilient
Procedures to facilitate the implementation of the Physical & Mechanisms exist to facilitate the|
g Policy and physical and environmental protection policy and the . . _ |operation of physical and
PE-01 Procedures associated physical and environmental protection Functional Subset Of Er;\:g;)erlrtr;srngal PES-01 environmental protection 10
controls;b. Designate an [Assignment: organization- controls.
Procedures to facilitate the implementation of the Periodic Review & Mechanisms exist to review the
PE-01 Policy and physleal and en\_/lronmental protection policy and the Functional |Intersects With Update o_f Security, GOV-03 Secd_rlty, Compliance & 5
Procedures associated physical and environmental protection Compliance & Resilience Program (SCRP),
controls;b. Designate an [Assignment: organization- Resilience Program including policies, standards and
resides;b. Issue authorization credentials for facility current list of personnel with
g Physical Access |access;c. Review the access list detailing authorized : Physical Access - |authorized access to
PE-02 Authorizations  [facility access by individuals [Assignment: Functional Equal Authorizations PES-02 organizational facilities (except 10
organization-defined frequency]; andd. Remove for those areas within the facility
GTCESS TU aTeas WITtIT UTe TaTiity UeSTgIiatey & PTTySICaT attess auuToTTZatoTT
. publicly accessible by implementing the following . for all physical access points
PE-03 Phys&coar:nlr\glcess controls: [Assignment: organization-defined physical Functional [Intersects With: Physclt(:)anltfglcess PES-03 [(including designated entry/exit 5
access controls] d. Escort V|s|tors and control visitor points) to facilities (excluding
it v -, ithin tho focility
— EBaseoprseettpowerrd
Control physmal access to [A55|gnment organization: o telecommunications cabling
PE-04 Access Cor\trol for deﬁned system dlstrlbutroln and ‘rransm@smn lines] Functional Equal Transmlssmn PES- carrying data or supporting 10
Transmission within organizational facilities using [Assignment: Medium Security 121 information services from
organization-defined security controls]. i s .
. . exist to restrict access to printers
Control physical access to output from [Assignment: .
PE-05 Access Contr_ol for organization-defined output devices] to prevent Functional Equal Access Control for | PES- |and other system output devices 10
Output Devices N T Pt Output Devices 12.2 |to prevent unauthorized
unauthorized individuals from obtaining the output. Mg oy
individuals from obtaining the
security incidents;b. Review physical access logs Physical access control
g Monitoring Physical [[Assignment: organization-defined frequency] and . Monitoring Physical & [Mmechanisms exist to monitor for,
PE-06 Access upon occurrence of [Assignment: organization-defined Functional Equal Access PES-05 detect and respond to physical 10
events or potential indications of events]; andc. security incidents.
IOTITCOTT Ig Iy STeaT Physical access control
Access | Intrusion [Monitor physical access to the facility where the Intrusion Alarms / V: . . .
PE-06(01) Alarms and system resides using physical intrusion alarms and Functional Equal Surveillance PES- Imechanisms exist to monitor 10
n n h 05.1 |physical intrusion alarms and
Survelllance surveillance equipment. Equipment N N
surveillance equipment.
Momtormg Physical [Monitor physical access to the system in addition to Monitoring Physical Facility security mechanisms
PE-06(04) Access | Monitoring |the physical access monitoring of the facility at Functional Equal Access T% Criséical PES- |exist to monitor physical access 10
Physical Access to [[Assignment: organization-defined physical spaces a Systems 05.2 |to critical systems or
Systems containing one or more components of the system]. Y sensitive/regulated data in
the system resides for [Assignment: organization- rITySTCA aeCEss Lot
. ) N Py A s : _ |[mechanisms generate a log entry|
PE-08 Visitor Access deﬁned tlmelperlod_],b._ReweV\{ visitor access records Functional Equal Physical Access PES: for each access attempt through 10
Records [Assignment: organization-defined frequency]; andc. Logs 03.3 controlled ingress and egress
Report anomalies in visitor access records to 9 9
Facmty security mechanisms
g Power Equipment |Protect power equipment and power cabling for the : . s 7 [exist to protect power equipment
PE-09 and Cabling system from damage and destruction. Functional Equal Supporting Utilities | PES-07 and power cabling for the system 10
from damage and destruction.
- —— (I TTaTITg ETTeTyeTTCy SITUToTT
B oo oy Sntors Fce ves. |oWiches o devices 1 ose
PE-10 Emergency Shutoff gency y N 9 *| Functional Equal Emergency Shutoff proximity to systems or system 10
organization-defined location by system or system 07.2 components to facilitate safe and
component] to facilitate access for authorized P P ! o
Provide an uninterruptible power supply to facilitate E;;;atgluez;”n’;'ayl:t';m:;‘zw POWeEty
2 [Selection (one or more): an orderly shutdown of the : . PES- i p .
PE-11 Emergency Power System; transition of the system to long-term alternate Functional |Intersects With| Emergency Power 07.3 glnlarglelzlltly :ithn:_e:viﬁf?ft?:al 5
power] in the event of a primary power source loss. P y,
Employ and maintain automatic emergency lighting for automatlc emergency lighting
x ... _|the system that activates in the event of a power : P PES- [that activates in the event of a
PE-12 Emergency Lighting outage or disruption and that covers emergency exits Functional Equal Emergency Lighting 07.4 |power outage or disruption and 10
and evacuation routes within the facility. that covers emergency exits and
Employ and maintain fire detection and suppression :L)J(;)Sl:t)I't;S:itolll'I]Z:r\adngE'?eaclggim fire
PE-13 Fire Protection :X\sJ'crecr:s that are supported by an independent energy | Functional Equal Fire Protection PES-08 devices/systems for the system 10
. that are supported by an
T T TUTETHUTT T [CTPTOY TMe UETETHUTT Sy STETTTS UTat acvaTe TSTTU UTtZE arTa TTiamT e T e
Detection Systems |automatically and notify [Assignment: organization- Fire Detection PES- detectlon devices/systems that
PE-13(01) — Automatic defined personnel or roles] and [Assignment: Functional Equal Devices 081 activate automatically and notify 10
Activation and  |organization-defined emergency responders] in the . organizational personnel and
ificati PPV daccin_th,
UARERY > PHesure; Taurauom tASSIgTTITETT: o > A
P " N Facility security mechanisms
Environmental orga_nlzatlon-deﬁned environmental con_trol]] levels : Temperature & exist to maintain and monitor
PE-14 Controls within the facility where the system resides at Functional Equal Humidity Controls PES-09 temperature and humidity levels 10
[ﬁs:‘sl'l\gnment organization- deﬁnedra]c]ce“ptlable levels]; within the facility.
EXTST TUPTOTETT Sy STETTTS TTOTTT
Protect the systern from damage resultl_ng fr(_)m water damage resulting from water
Water Damage |leakage by providing master shutoff or isolation valves . Water Damage PES- 2
PE-15 : N N Functional Equal . leakage by providing master 10
Protection that are accessible, working properly, and known to Protection 07.5 hutoff val h
key personnel. shutoff valves that are .
a. Authorize and control [Assignment: organization- exist to isolate |nformat|on
~ Delivery and defined types of system components] entering and . . . o [Processing facilities from points
PE-16 Removal exiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal| PES-10 such as delivery and loading 10
system components. areas and other points to avoid
use by employees;b. Employ the following controls at e‘xliysbtltgIutTl?zue”a););)lrI;:)rli:t':I”
PE-17 Alternate Work Site [3/ternate work sites: [Assignment: organization-defined| ¢, tjna) Equal  |Alternate Work Site| PES-11 |management, operational and 10
controls];c. Assess the effectiveness of controls at technical controls at alternate
alternate work sites; andd. Provide a means for i
TaTK [ASSIgTITTETTT, UrgaZatoT=UeTed Sy STeT A - -
hardware components] indicating the impact level or Asset Scope AST- ?eizninls$;e7;2;22 dditdermlne
PE-22 Component Marking|classification level of the information permitted to be Functional |Intersects With Classiﬁcati%n 04.1 resilienyc'e con’:rol applicability by 5
processed, stored, or transmitted by the hardware identifying, assigning and
FRIC PRSAGTTeTTT UrgamZatUFTemTET Sy STeTTT EXTST U TTIaTK Sy STETTT TTaTaware
hardware components] indicating the impact level or components indicating the
PE-22 IComponent Marking|classification level of the information permitted to be Functional |Intersects With|Component Marking| PES-16 |impact or classification level of 5
processed, stored, or transmitted by the hardware the information permitted to be
ERBLHRRR brorers ameCTveS TegUETO TS, poTCTeS: e PraciaiRins exr f-faerae e
Policy and standards, and guidelines; and2. Procedures to Regulatol y,& identification and
PL-01 Proceydures facilitate the implementation of the planning policy Functional Subset Of Cc?ntractlalal CPL-01 (implementation of relevant 10
and the associated planning controls - Designate an ¢ . statutory, regulatory and
L g £hiciall &, ompliance o
ARG RRAGTTErS AR RRIRRSI AR RIGITE FofaRas (mplementation of talored
Policy and standards, and guidelines; and2. Procedures to Technology development and acquisition
PL-01 Proce)dures facilitate the implementation of the planning policy Functional Subset Of Development & | TDA-01 strateg’ipes contract t(z)ols and 10
[and the associated planning controls“‘b De5|gnate an Acquisition procurement methods to meet
AR RRABT e IRt RR SRR RA RIS hofeRas — - - n o
Policy and standards, and guidelines; and2. Procedures to Jpednaotilngg\e”ceuv:itﬁ gd:ccﬁ:tnyls?:ne;;isatntgerzwew the
PL-01 Procedures facilitate the implementation of the planning policy Functional |Intersects With! Compliance & '|GOV-03 Resilienee Program (SCRP) 5
[and the associated P'a"”'”g controlsm IDleflgnate an Resilience Program including policies, standards and
AR GRA BT UerS A RH RRS R RIS o fTRear —— - —— = =
Publishing Security, maintain and disseminate
Policy and star\dards and guldellnesc and2. Procedures to . : Compliance & policies, standards and
PL-01 Procedures facilitate the implementation of the planning policy Functional |Intersects With Resilience GOV-02 procedures necessary for secure, 5

and the associated planning controls;b. Designate an
[Acci izatinn dafinad afficiall &

Documentation

compliant and resilient
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cTTprivaty Te4d 19 YSUSTH, 220 1 Plan / Coordinate /Assurance Program (IAP)
S . any relevant control baselines or overlays, if g A !
ystem Security : N f . . with Other IAO- |activities with affected
PL-02 : applicable;12. Describe the controls in place or Functional |Intersects With! A . 5
and Privacy Plans Ianned for meetln the securlt and rivac Organizational 03.1 |stakeholders before conducting
; g Y privacy Entities such activities in order to reduce
REPIRY FedrfeftiRfe ot ere SyRent 1> {as ity - - - -
: any relevant control baselines or overlays, if Applleq Security, MEC“aT"Sﬁ“S exist to generate
System Security N A " . : Compliance and authoritative documentation
PL-02 : applicable;12. Describe the controls in place or Functional |Intersects With r IAO-03 B 5
and Privacy Plans Ianned for meetln the securlt and rivac Resilience Controls (e.g., System Security Plan (SSP))
P % Y p y Documentation that:
TRy Fedrfterfiena ot ane ' sylRerpyHRilRsiRfty I COTTanT SUTTTCTETTT Uetart to
System Security [2"Y relevant control baselines or overlays, if Network Diagrams assess the security of the
PL-02 an)ii Privac Plar\{s applicable;12. Describe the controls in place or Functional |Intersects With! & Data Flow AST-04 [network's architecture; 5
Y planned for meetlng the securlty and prlvacy Diagrams (DFDs) (2) Reﬂect the current
Lyt i
frarsaRPBiaCRRy e Tedin edrsai ateRitee
to abide by the rules of behavior, before authorizing Terms of :mp|Iozeszrzggucrﬂm;%%rast?

PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With Employment HRS-05 pl?;té,cti):)n principlels in their daily] 5
update the rules of beraﬂ\{llor [A?'g:megt i, work to enable secure, compliant
ffeRATATAAM R HIe e s RIS R R Ui Rragree
to abide by the rules of behavior, before authorizing HRS- ?Slfeip;?glghaar\}/?og?src;?gtfsbeleof

PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With| Rules of Behavior 05.1 [technologies, including 5
update the ruleiofﬁ)ehawor [Aislgn:\:ent consequences for unacceptable
iRt AR I ee et A SRRt Rragree - - -
to abide by the rules of behavior, before authorizing Technology Use HRS- Ed;ch:?éi??cgzﬁ; taonsstabllsh

PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With! Restri gy 053 |i Ig tati id f 5
update the rules of behavior [Assignment: estrictions . implementation guidance for

oo A feecu AL D itin organizational technologies
ruTes UrDETavior T OFARIE R R SRR REHRGR TGOS B ERerTar T UETTaVTOT TITat COTTTaTTT EXPITCTC
Social Media and |[sites/applications;b. Posting organizational information Social Media & HRS- restrictions on the use of social
PL-04(01) External on public websites; andc. Use of organization-provided | Functional Equal Social Networking media and networking sites, 10
. PRI P 05.2 PR :
Site/application |dent|ﬁers (e.g., email addresses) and authentlcatlon Restrictions posting information on
L Doctricti . inlamabet ehar
R RRIGSH AR O TARS rEQaT RS
Security and :E(tjemrdalgf |?\toD:§1%nsbf h&;x EEZ 2:&2':?2:@5 are Alignment With practices, with consideration for
PL-08 Privacy archgi,tecture' and4 De‘;‘éribe any assupmptions about Functional |Intersects With Enterprise SEA-02 [security, compliance and 5
Architectures and dependencies on, external systems and services;b. Architecture resilience E’:'Ec,'ples that
Mechanisms exist to develop,
PL-10 Baseline Selection |Select a control baseline for the system. Functional Equal Secure Baseline | ¢ g, ([document and maintain secure 10
Configurations baseline configurations for
[Technology Assets, Applications
actions that are specific to:
R . - Tailor the selected control baseline by applying . . - CFG- (1) Mission / business functions;
PL-11 Baseline Tailoring specified tailoring actions. Functional Equal Baseline Tailoring 02.9 |(2) Operational environment; 10
(3) Specific threats or
UTgaTIZatoTTaT ETTITeS, T COTMPITATTCE, 5. RETTeTtts tTe - - - —
Information coordination among organizational entities responsible Coﬁ‘\ecl?ar:ze & :\:I_fclzi?ésnr:astiiﬁngtsefcaucrlilétate the
PM-01 Security Program |for information security; and4. Is approved by a senior | Functional Subset Of -omp Gov-01 [MmP'en ™ Y 10
Resilience Program compliance and resilience
Plan ofﬁclal Wlth responsibility and accountablllty for the
" e (SCRP) governance controls.
HrfrriatnerEntdess Se tatiphatress Keftcs e — - - - -
Information coordination among organizational entities responsible JeélaotdelcofRS\e”civ:it& g:cc:sp'sgsnfx;isatntserzv'ew the
PM-01 Security Program [for information security; and4. Is approved by a senior | Functional |Intersects With pCompIiance & Y1 Gov-03 Resilierzlc'e Program (SCRP) 5
Plan ?ITVCEII:V,"tr.]nr?i’zoﬂsr'b”'ty and accountablllty for the Resilience Program including policies, standards and
HrihriatoNar ERtdes M Eaiiprahres 2 Reftcs e — - —— = -
Information coordination among organizational entities responsible Pu%f:‘ml?aiizugty' n‘:)alilgﬁeaslnsatggddalfjsr:rl]r;ate
PM-01 Security Program [for information security; and4. Is approved by a senior | Functional [Intersects With Pl Gov-02 [P ' 5
Resilience procedures necessary for secure,
Plan ofﬁclal Wlth responslblllty and accountablllty for the " " e
Documentation compliant and resilient
Information Appomt a senior agency information security officer Assigned Security, the mission and resources to
" N with the mission and resources to coordinate, develop, . : Compliance & _oa [centrally-manage, coordinate,
PM-02 Sfecaudrgrys'fim%gg' implement, and maintain an organization-wide Functional Intersects With Resilience GOv-04 develop, implement and 5
P information security program. Responsibilities maintain an enterprise-wide
Information exceptions to this requirement;b. Prepare Security, requests, including the resources
PM-03 Security and docun_wenta(tjlon_requlred for adt_iressw_\g I|nf|0rm_at|on ’ Functional Equal N C_Iz_)mplla;ce & PRM-02 geede_d toclmplement;he 10
Privacy Resources security and privacy programs in capital planning an esilience Resource| ecurity, Compliance
investment requests in accordance with applicable Management Resilience Program (SCRP) and
@TTa TTTata ey, Z, DUCUTTENTT UTe TeTTeurar MToTMatrorT - -
Plan of Action and security, privacy, and supply chain risk management Vulnerability yj;gﬁg&m;:gi tor:nes;;re that

PM-04 Milestones Process actions to adequately respond to risk to organizational | Functional |Intersects With Remediation VPM-02 identified, tracked anp Yy 5
operations and assets, |nd|V|dua|s other organizations, Process di 'd
and-haRhiRRs 22 bR RE ARSI AR IS o Riok sasociated Wil The

. security, privacy, and supply chain risk management - L IR
PM-04 P[an of Action and actions to adequately respond to risk to organizational | Functional |Intersects With 'C‘apabllltles . IAO-05 deﬁclency(les)_, . 5
Milestones Process operations and assets individuals, other or anlzatlons Deficiency Tracking (5) Source deficiency
p,{ i 9 identification/detection;
TETTTETTSTITS EXTST L0 TaCTtate art
’ . P IT Asset Management (ITAM)
PM-05 System Inventory Egvzl‘;’r")ca?g#?ndva;:tgéssé?r;Tear:]ti'zgé’g;'ylzzt'sotg;:ﬁned Functional |Intersects With| Asset Governance [ AST-01 |program to implement and 5
a Y Y 9 Y : manage asset management
Mechanisms exist to perform
- Develop and update [Assignment: organization-defined : : : 0> [inventories of Technology Assets,
PM-05 System Inventory frequency] an inventory of organizational systems. Functional |[Intersects With| Asset Inventories | AST-02 pplications, Services andfor 5
Data (TAASD) that:
essaresor _[Develop, moniorand reprt o e esis o

PM-06 Performance |n;§|;r:;ta|cr>1rgesecurlty and privacy measures of Functional |Intersects With! Resilience GOV-04 develop, implement and 5

P . Responsibilities maintain an enterprise-wide
M TETTTATITSTITS EXTST U UEVETUP;
Measures of Develop, monitor, and report on the results of Measures of report and monitor Security,

PM-06 Performance information security and privacy measures of Functional |Intersects With Performance GOV-05 |Compliance & Resilience 5

performance. Program (SCRP) measures of
—— - - - RATATRA8GS-recogrmzeuTeauny
Agnment Wi | racies, wi consoeraton
PM-07 Architecture resulting risk to organizational operations and assets, Functional _ Intersects With AErglziet?cﬁ?e SEA-02 fg;mz:\yc'ecornﬂ:a&c:tﬁgg 5
individuals, other organizations, and the Nation. p p .
/Address information security and privacy issues in the . - Mechanlsms eXISt to facilitate the|
PM-08 Critical development, documentation, and updating of a Functional |Intersects With Busl\ldn:rf: CeonTs:tulty BCD-01 implementation of contingency 5
Infrastructure Plan |critical infrastructure and key resources protection S sten’?(BCMS) planning controls to help ensure
plan. Y resilient Technology Assets,
/Address information security and privacy issues in the Statutory, :3:;‘6;:(‘:'3{;[‘)[1 axr;dt o TacTtate e
" Critical development, documentation, and updating of a . . Regulatory & K " y

PM-08 Infrastructure Plan |critical infrastructure and key resources protection Functional  Intersects With Contractual CPL-01 ;Ta’z{irgentraenﬂa% rel:;/[ajnt 5
plan. Compliance W[ n 9 i
systems; and2. Privacy risk to individuals resulting Mechanisms exist to facilitate the

-~ Risk Management [from the authorized processing of personally . Risk Management 01 [implementation of strategic,

PM-09 Strategy identifiable information;b. Implement the risk Functional Equal Program RSK-01 operational and tactical risk 10

imanagement strategy consistently across the imanagement controls.
— TTECITETTSTITS EXTST T0 TaCTtate UTe|
Authorization ﬂ:g:sss}lesst'ebmls)sge;?teeti:ﬁt?d%:l??;;ﬁl?iﬁllosn ecific Information implementation of security,
PM-10 P e gnate L ! S . Functional Equal Assurance (IA) IAO-01 |compliance and resilience 10
Process roles and responsibilities within the organizational risk Operations ssessment and authorization
management process; andc. Integrate the P
Mission and operations, organizational assets, individuals, other E)ch]galla‘;a't:io:‘:ll ‘oyp'e‘:;tiL:ns assets
~ . organizations, and the Nation; andb. Determine : Business Process 06 lindivi . ’
PM-11 BusgeeﬁsiitPi?r]cess information protection and personally identifiable Functional Equal Definition PRM-06 g‘rdglr'ﬁ;aatllisgda?\?er 10
information processing needs arising from the defined ng
Mechanisms exist to |mp|ement
Insider Threat  |Implement an insider threat program that includes a : Insider Threat an insider threat program that
PM-12 Program cross-discipline insider threat incident handling team. Functional Equal Program THR-04 includes a cross-discipline insider 10
threat incident handling team.
. . N . X Mechanisms exist to define
Security and Establish a security and privacy workforce . : Defined Roles & :
PM-13 . F Functional |Intersects With oy HRS-03 |cybersecurity roles & 5
Privacy Workforce |development and improvement program. Responsibilities responsibilities for all personnel.
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FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control SCF # (SCF) o Relationsh
Control Description en
Security, Mechanisms exist to facilitate the
PM-13 _Secunty and Establish a security and privacy workforce Functional |Intersects With Cpmpllancg & SAT-01 implementation of security 5
Privacy Workforce |development and improvement program. Resilience-Minded workforce development and
Workforce awareness controls.
PTIVaCy TESTIg, UralmTTg,; aTu ToTToTTTy aTvItes - -
PM-14 and I\%I’émitoringg' developed and maintained; and2. Continue to be Functional |Intersects With Training & 9 PRI-08 activit?'es for Pegrsonal Data (PDg) 5
executed andb Rewew testlng tralnlng and Monitoring Controls.
pllvaLy e L|||g, uaumlg, A l||u|||Lu||||g acTvTTTE: - - -
e e T e
PM-14 g 'raining, developed and maintained; and2. Continue to be Functional |Intersects With! -omp CPL-02 Ny 9 5
and Monitoring executed andb. ReVIew testln tralnln and Resilience Controls function that reports to the
| 9. g Oversight organization's executive
PRty L i faemtatébriibmysecurmy - —— n —
Security and and privacy education and training for organizational Threat Intelligence er:;cz[rrcr;a;lionr;lzlewizlen%hceapablllty
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional |Intersects With Prograrr? THR-01 development of the system and 5
Associations securlty and prlv’?cy praﬁtlces‘:(icrlrzlque“smand i security architectures, selection
RRRRYRAF e PeraraHtsRe ORGSRty o - —
Security and and privacy education and training for organizational Contacts With ?Jfffta'ﬂ?zgﬂgf,gf'ogrzgﬁnt:-'nmg
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional |Intersects With! Groups & GOv-07 (2) Mgintain currer?cy with ! 5
Associations seclurlt}/ a_nd prlv’?CyTpraEtlces, techr:lques,fnd . Associations recommended cybersecurity and
. information-sharing capability
Implement a threat awareness program that includes a . ! A
Threat Awareness g N "+ L . ... | Threat Intelligence that can influence the
PM-16 Program tcr:?esgﬁﬁgﬂ:zzﬂgg information-sharing capability for Functional |Intersects With Program THR-01 development of the system and 5
9 . security architectures, selection
E'c)”;;;‘l'lgg unclassified information that is processed, stored or / Regulated Data on| Mechanisms exist to ensure that
PM-17 Unclassified transmitted on extern_al systems, are |mp|emented in Functional Equal External DCH- |the requirements fqr the 10
Information on accordance with applicable laws, executive orders, Technology Assets,| 13.3 |protection of sensitive/regulated
| Conet, directives, policies, regulations, and standards; andb. Applications and/or data processed, stored or
T OUTEr Prvaty OTCrars ara StarT arma Ut - - -
Privacy Program responsibilities;4. Describes management Data Privac :\:Ir?clr;?r?:r'?astiiﬁsatntg gace”rg?it)entgfe
PM-18 glan 9 commitment, compliance, and the strategic goals and Functional Equal Program y PRI-01 da‘fa protection controlljs 10
objectlves of the privacy program; 5 Reﬂects throughout the data lifecycle to
R BrROP RFEAEY GO re-pRYHETTRETRRED — —
Privacy Program  [2uthority, mission, accountabilty, and resources to Chief Privacy Fecources to coordinate. develop
PM-19 Leadership Role co_ordlnate, qevelop, and implement, _appllca_ble Functional Equal Officer (CPO) PRI-01.1 and implement, applicable data 10
privacy requirements and manage privacy risks . .
. N : il i privacy requirements and
A ° P - - — PUDTCIy avaTanTe UmougTT
Diseminatonof 1% 5CE5  irmadn aboutorgenzfond pvcy TR |, osanizatoslwebsics o
PM-20 Privacy Program fficial N b. E that izati Ig y Functional Equal P y PRI-01.3|document repositories; 10
Information ofticial for privacy;b. Ensures that organizationa rogram (3) Utilize publicly facing email
privacy practices and reports are publicly available; Information o nhona linac t
FTIVaTy FTOgTanT forgaTiZEeu g way UTat IS €asy U uTTaerstarmaarmr 4 o c
Information | navigate;b. Provide information needed by the public I(\/{?C&:L]Ies:inai:xfislgi notice(s)
PM-20(01) Privacy Policies on [to make an informed decision about whether and how Functional Equal Data Privacy Notice| PRI-02 available to ingividuayls upon first 10
Websites, to interact with the organization; andc. Are updated N N . pon |
licati h th izati L. h i interacting with an organization
information of the individual or organization to which Mechanisms exist to provide datal
- Accounting of  [the disclosure was made;b. Retain the accounting of : Accounting of R subjects with an accounting of
PM-21 Disclosures disclosures for the length of the time the personally Functional Equal Disclosures PRI-14.1 disclosures of their Personal Data 10
identifiable information is maintained or five years (PD) controlled by:
- — - - - — Gy, UTiy, UnJectITy;
N e e e e e | 7oy T oty
PM-22 : . e e . Lo " P Functional |Intersects With PRI-10 |determination and de- 5
Information Quality |personally identifiable information;c. Disseminating Management
N p i |dent|ﬁcat|on of
Management notice of corrected or deleted personally identifiable
Personally identifiable information across the information life To><|c or Tr|V|aI (RO‘I‘I’) data to
- Identifiable cycle;b. Correcting or deleting inaccurate or outdated . : Data Quality 55 [ensure the accuracy, relevance,
PM-22 Information Quality [personally identifiable information;c. Disseminating Functional  Intersects With Operations DCH-22 timeliness, impact, completeness 5
Management notice of corrected or deleted personally identifiable and de-identification of
NTETTTATIISTITS EXTST TU ESTanTsITa
Establish a Data Governance Body consisting of written charter for a Data
PM-23 Data Governance [Assignment: organization-defined roles] with Functional |Intersects With! Data Management PRI-13 [Management Board (DMB) and 5
Body : . P Ny g Board . P 4
[Assignment: organization-defined responsibilities]. assigned organization-defined
tRiafrd-thy Sorecavy;
Establish a Data Governance Body consisting of . integrity and impact
PM-23 Data Gg)ovdernance [Assignment: organization-defined roles] with Functional |Intersects With la::\aa Q:;g?/t PRI-10 |determination and de- 5
d [Assignment: organization-defined responsibilities]. 9 |dent|ﬁcat|on of
ERgaHHad T R Es RGeS o
Data Governance Establish a Data Governance Body consisting of and procedures so that
PM-23 Bod [Assignment: organization-defined roles] with Functional |Intersects With| Data Governance |[GOV-10 |sensitive/regulated data is 5
y [Assignment: organization-defined responsibilities]. effectively managed and
Establish a Data Integrity Board to:a. Review proposals g “
. s . ! and procedures so that
- Data Integrity  [to conduct or participate in a matching program; andb. . . .
PM-24 Board Conduct an annual review of all matching programs in Functional |Intersects With| Data Governance [GOV-10 Z?fgscl;(:\\/l:(ren%?:ategdd:?dls 5
which the agency has participated. o aic Y 9 it
- 5 - - ey t
Data Integrity E()Stcaobr::jsll;‘c? (I))ra;t)zrltri‘é?;?arlgiana;jatt(é.hai.nze;;/rf;'apﬁp;nsﬂ)s : .. | Data Management written charter for a Data
PM-24 N A ! - ~"| Functional [Intersects With PRI-13 [Management Board (DMB) and 5
Board Conduct an annual review of all matching programs in Board assigned organization-defined
which the agency has participated. g} o gnMn
Establish a Data Integrity Board to:a. Review proposals mi;g;’l'{y”a”r;'éyl'r:;;;”V“y’
- Data Integrity  [to conduct or participate in a matching program; andb. . . Data Quality ~ A .
PM-24 Board Conduct an annual review of all matching programs in Functional Intersects With Management PRI-10 %?ﬁ;?ég?gzno?nd de 5
which the agency has participated. satad dat. -
Establish a Data Integrity Board to:a. Review proposals Mechanlsms exist to ensure the
Data Integrity  [to conduct or participate in a matching program; andb Personal Data (PD) accuracy and relevance of
PM-24 h A ! | Functional [Intersects With Accuracy & PRI-05.2 5
Board Conduct an annual review of all matching programs in Integrit Personal Data (PD) throughout
which the agency has participated. grity the information lifecycle by:
Establish a Data Integrity Board to:a. Review proposals Mechanisms exist to publish
- Data Integrity  [to conduct or participate in a matching program; andb. . ..+ | Computer Matching R Computer Matching Agreements
PM-24 Board Conduct an annual review of all matching programs in Functional Intersects With Agreements (CMA) PRI-02.3 (CMA) on the organization's 5
which the agency has participated. public website(s).
Establish a Data Integrity Board to:a. Review proposals Automated Data /Automated mechanisms exist to
- Data Integrity  [to conduct or participate in a matching program; andb. . " -~ adjust data that is able to be
PM-24 Board Conduct an annual review of all matching programs in Functional [Intersects With Mgp:cgeesrsneesnt PRI-02.2 collected, received, processed, 5
which the agency has participated. stored, transmitted, shared,
@MU TESEarCiT, U, LT OT THIMITIZE UTe arTouTTToT - - -
Izzl;ft?gaag?/e personally identifiable information used for internal Usage Restrictions ?oellcehcimsmrsezil\?itnm rerf)tg:stsin
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional |Intersects With| of Personal Data |[PRI-05.4 storing tgrénsmittingg;' ’;haring 9. 5
Testing, Training, the use of personally ﬁ?r:tll??ble_ |nforma*t|i>:nvrv‘hen (PD) and/or updating Personal Data
Personally fartPriRfesreRtin e ot imtinrie e attotiiedr Mechanisms exist to utilize
Identifiable pers_onally !d_entlﬁable information used for |ntern§| . 5 Collection END- [sensors that are configured to
PM-25 N . _|testing, training, and research purposes;c. Authorize Functional |Intersects With PR AR N 5
Information Used in the use of ersonall |dent|ﬁable mformatlon when Minimization 13.3 |minimize the collection of
Testing, Training, ind P Y A for information about individuals.
Cuca Slisa 5 L|l||||. ot ||||||||||| eieRe cmluulu. BT - - ———
| B O I S
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional |Intersects With Personal Data (PD)| 06.5 |(PD) contained in visitor access 5
Testing, Training, the use of personally |d?nt|’1:|?ble_ |nforma*t|orr:nvxhen records.
Personally esreRHR e B TR A PRe 3k BT R T TTTeTTTaT USEOT Mechanisms exist to address the
\dentifiabe personally identifiable information used for internal Personal Data (PD) se of Personal Data (PD) for
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional |Intersects With For Testing, PRI-05.1 internal testing, training and 5
Testing, Training, the uz of personally |dent|j|a€ble |[\format|on when Trflnmg a:\d research that:
G rEesRRAR e B AT e rre atiotie e —L cb —
PM-25 N . _|testing, training, and research purposes;c. Authorize Functional |Intersects With! 9! e P . 9. 5
Information Used in the use of ersonall Identlﬁable Informatlon when Testing, Training & | 18.2 [training, in accordance with
Testing, Training, | -, p y A far. | tacting Research authorized, legitimate business
necessary for successfully filing complalnts c. Tracking Mechanisms exist to maintain a
- Complaint mechanisms to ensure all complaints received are . : User Feedback ¥ process to efficiently and
PM-26 Management reviewed and addressed within [Assignment: Functional Intersects With Management PRI-06.4 effectively respond to requests, 5
organization-defined time period];d. Acknowledgement complaints, concerns or
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necessary for successfully filing complaints;c. Tracking

Mechanisms exist to maintain a

PM-26 Complaint me_chanlsms to ensure all c_omplalnts recelved are Functional |Intersects With Appeal _At_iverse PRI-06.3[Process for data subjec_ts to 5
Management reviewed and addressed within [Assignment: Decision appeal an adverse decision.
organization-defined time period];d. Acknowledgement
UTrgaTZaUoT=UETTEU UVETSTgTIT DUUTES] TU UETOTISTrate Mechanisms exist to document
accountability with statutory, regulatory, and policy Documenting Data Personal Data (PD) processin
PM-27 Privacy Reporting |privacy mandates; and2. [Assignment: organization- Functional Equal Processing PRI-14 activities that coverz collectiogn 10
defined oLﬁl‘lualsland other pe\l:‘sonnel with Activities receiving, processing, storage,
and risk monitoring;3. Priorities and trade-offs (2) Constraints affecting risk
~ . . considered by the organization for managing risk; N : . RSK- |assessments, risk response and
PM-28 Risk Framing and4. Organizational risk tolerance;b. Distribute the Functional Equal Risk Framing 01.1 |risk monitoring; 10
results of risk framing activities to [Assignment: (3) The organizational risk
. security and privacy management processes with - Mechanisms exist to develop a
Risk Management : : A Supply Chain Risk I
- . |strategic, operational, and budgetary planning . y _09 |Plan for Supply Chain Risk
PM-29 Prograrr';;eee;dershlp processes; andb. Establish a Risk Executive (function) Functional Intersects With h{';gsa?n;;?‘t RSK-09 Management (SCRM) associated 5
to view and analyze risk from an organization-wide with the development,
Risk Management security and privacy management processes with Assigned Security, the mission and resources to
~ . |strategic, operational, and budgetary planning . . Compliance & _oa |centrally-manage, coordinate,
PM-29 Progran};(;:asdershlp processes; andb. Establish a Risk Executive (function) Functional Intersects With Resilience GOV-04 develop, implement and 5
to view and analyze risk from an organization-wide Responsibilities maintain an enterprise-wide
Risk Management security and privacy management processes with Mechanisms exist to facilitate the|
- . |strategic, operational, and budgetary planning . : Risk Management 01 [implementation of strategic,
PM-29 Prograr;;eeidershlp processes; andb. Establish a Risk Executive (function) Functional |Intersects With Program RSK-01 operational and tactical risk 5
to view and analyze risk from an organization-wide management controls.
GCYUTSTIOTT, T TETTaTICE, aTTa- UTSpoSaT UT SySTerTs, 5 -
Supply Chain Risk |system components, and system services;b. Supply Chain Risk '\ﬁﬁhfi?'éfs Tx'é%;?ndsivsimp a
PM-30 Management Implement the supply chain risk management strategy | Functional Equal Management RSK-09 IF\J/Iana eme’raﬁ {SCRM) associated 10
Strategy consistently across the organlzatlon andc. Review and (SCRM) Plan anag
Aata th \with the development,
Management - TTECTTATTSTITS €XTST T CUSTOTTT=
N . . . . Customized develop critical system
PM-30(01) Stra;?gcy;ilifglpgrhers ::iesr;‘?g%:epsrszll":tligle't:cnr?n?)?:eisesssuFr’ggszi:fa%rclitlsc::v?cres Functional |Intersects With| Development of |TDA-12 |components, when Commercial 5
Mission-essential gies. p ' : Critical Components Off The Sh_leIfoCOTS) solutions
Management Criticality Analysis Mechanisms exist to require the
PM-30(01) Strategy | Suppliers|ldentify, prioritize, and assess suppliers of critical or Functional |Intersects With Du)rin Y TDA- |developer of the Technology 5
of Critical or mission-essential technologies, products, and services. Develo gent 06.1 |Asset, Application and/or Service
Mission-essential P (TAAS) to perform a criticality
Management Third-Party Mechanisms exist to identify,
- Strategy | Suppliers|ldentify, prioritize, and assess suppliers of critical or . . i 0> |prioritize and assess suppliers
PM-30(01) of Critical or mission-essential technologies, products, and services. Functional  Intersects With Ascsrelg;?rlletxts TPM-02 and partners of critical 5
Mission-essential [Technology Assets, Applications
organization-defined assessment frequencies] for M . : e
i i . i itori . echanisms exist to facilitate the
PM-31 Continuous control effectiveness; c. Ongoing monitoring of Functional Subset Of Continuous MON-01|implementation of enterprise- 10
Monitoring Strategy |organizationally-defined metrics in accordance with the| Monitoring N P
N B N " wide monitoring controls.
continuous monitoring strategy;d. Correlation and
ATTaTy ZE [ASSIgIITENT UTgaTZaUoT=UeTTed Sy STETTTS T - - -
systems components] supporting mission essential miescsr;s:/'zr:;neé(s':fctr‘i)ﬁng;mmr
PM-32 Purposing services or functions to ensure that the information Functional Equal Purpose Validation | GOV-11 P 10
resources are being used consistent with their Technology_Assets, Applications
; Aed nurnac, and/or Services (TAAS) to ensure
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
PS-01 Policy and Procedures to facilitate the implementation of the Functional |Intersects With Compliance & GOV-02 policies, standards and 5
Procedures personnel security policy and the associated personnel Resilience procedures necessary for secure,
security controls;b. Designate an [Assignment: Documentation compliant and resilient
regulations, policies, standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
g Policy and Procedures to facilitate the implementation of the . .. | Update of Security, _03 |Security, Compliance &
Ps-01 Procedures personnel security policy and the associated personnel Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5
security controls;b. Designate an [Assignment: Resilience Program including policies, standards and
regulations, policies, standards, and guidelines; and2. H . . L
. P N Ny uman Resources Mechanisms exist to facilitate the
PS-01 Policy and Procedures to fa_cllltat_e the |mp|ementa_t|on of the Functional Subset Of Security HRS-01 [implementation of personnel 10
Procedures personnel security policy and the associated personnel "
. . I "+ A Management security controls.
security controls;b. Designate an [Assignment:
@ ASSIYIT d TTSK UESTgIatoTT 0 an UrgariZzatorrar - -
- : positions;b. Establish screening criteria for individuals Cornpetency Mechamsms exist to ensure that
Position Risk L s N : : Requirements for | HRS- |all security-related positions are
PS-02 Desi : filling those positions; andc. Review and update Functional |Intersects With 8 o R 5
esignation osmon risk designations [Assignment: organization- Security-Related 03.2 |staffed by qualified individuals
o A fromon, 9 9 9 Positions who have the necessary skill set.
dofssdnitat oGl granomtoamorgarzatoTar ——
Position Risk positions;b. Establish screening criteria for individuals Position gs;isor?i:elaserfsins)ésrilszabt)i/on to all
PS-02 Desi N filling those positions; andc. Review and update Functional |Intersects With! g HRS-02 'gning 9na 5
esignation osition risk designations [Assignment: organization- Categorization positions and establishing
oo g‘ 9 Forg screening criteria for individuals
deSerEfr RS prior to-autorzmgaccess o tTe - -
Personnel system; andb. Rescreen individuals in accordance with personnel M:ézz?\':mi?:;it tgerabnage
PS-03 Screenin [Assignment: organization-defined conditions requiring | Functional Equal Screenin HRS-04 gcreenin individ\)J/aIs rigr to 10
9 rescreenlng and, where rescreenlng is so indicated, the 9 authorizi%g access P
ifracou . -
authentlcators and credentlals associated with the . .
Personnel individual;c. Conduct exit interviews that include a : Personnel Mechanlsms ex.'St‘t(.) govern the
PS-04 A . . . . . : Functional Equal P HRS-09 [termination of individual 10
Termination discussion of [Assignment: organization-defined Termination employment.
information security topics];d. Retrieve all security- ployi .
OTgaTIZatoT, U, TMITate [ASSIgITTENT UrgarmZaton= - - -
defined transfer or reassignment actions] within :\geicchaa:rgrs]r;s :x;?gatfaac‘i]::;
PS-05 Personnel Transfer [[Assignment: organization-defined time period Functional Equal Personnel Transfer | HRS-08 aL%(horizatio%syto Technology 10
followmg the formal transfer action];; cJ T’icilfynaccess Assets, Applications and/or
frequency] andc Verlfy that individuals requiring ;'r;‘"”';:‘;';nag::;';m;’ (NEASToT
PS-06 Access Agreements access to orgamzatlonal information anq systems: L. Functional |Intersects With Confidentiality HRS- agreements that reflect the 5
Sign appropriate access agreements prior to being Agreements 06.1 needs to protect data and
granted access; and2. Re-sign access agreements to 'agp' bnil ath
- : — — RRRTTGHISHS et Ferfiftre
fesuena ] onde Ve et ndyisule =g et and o paryUsrs t
PS-06 Access Agreements | A h fagiad Functional |Intersects With| Access Agreements| HRS-06 |sign appropriate access 5
Sign appropriate access agreements prior to being greements prior to bein
granted access; and2. Re-sign access agreements to 9 E: 9
Dy UITe UTYaTTIZatuTT, T DUTUTTETTT PETSUTTET SETUTTTy 2ok
requirements;d. Require external providers to notify i th“’.d perty personn_el I:?y g
External Personnel . N P . . Third-Party reviewing and monitoring third
PS-07 Security [Assignment: organization-defined personnel or roles] Functional Equal Personnel HRS-10 party security, compliance and/or, 10
of any perso::mel transfers or Fermlna‘tlonsJof elxrernal resilience roles and
and privacy policies and procedures; andb. Notify Mechanisms exist to sanction
g . [Assignment: organization-defined personnel or roles] N . 7 [personnel failing to comply with
PS-08 Personnel Sanctions| within [Assignment: organization-defined time period] Functional Equal Personnel Sanctions| HRS-07 established security policies, 10
when a formal employee sanctions process is initiated, standards and procedures.
. Incorporate security and privacy roles and ) Mechanisms exist to define
PS-09 Depsiiimggns responsibilities into organizational position Functional Equal gzznsgs?k?illietise&s( HRS-03 |cybersecurity roles & 10
P descriptions. P responsibilities for all personnel.
EXECUTVE UTUETS, UMECTIVES, TEYUTaUoTTS, POTCTES; — - - - -
Policy and standards, and guidelines; and2. Procedures to Jedrlaq((jelfjsg\eléiv:it& glleeccﬁﬁtnls?:nexllisatntgerzwew the
RA-01 Proceydures facilitate the implementation of the risk assessment Functional |Intersects With pCompIiance & Y- 1Gov-03 Resilierz/c'e Program (SCRP) 5
E_Dl'cy and therassoaated risk assessment cont:ols b. Resilience Program including policies, standards and
DASIRARE GruLhS SiftReeARES regRizRIbRR RSiRACS; Mechanisms exist to facilitate the
Policy and standards, and guidelines; and2. Procedures to Risk Management implementation of strategic,
RA-01 Proce{iures facilitate the implementation of the risk assessment Functional Subset Of Progrgm RSK-01 oerationaI and tactical r?sk' 10
pullcy and the assouated risk assessment controls b.
A ————— R menagement controls._
Policy and standards, and guidelines; and2. Procedures to Com, I?ance & v olicies, standards and
RA-01 Y facilitate the implementation of the risk assessment Functional |Intersects With! Pl Gov-02|P ' 5
Procedures olicy and the associated risk assessment controls b. Resilience procedures necessary for secure,
E‘ 4 Documentation compliant and resilient
Qesianaifeadissifepeparrrrizeiernaalings Mechanisrs exit o catecorise
Securit: categorization results, including supporting rationale, Risk-Based Securit) ITechnology Assets, A Iicgations
RA-02 Yy in the security plan for the system; andc. Verify that Functional Equal Y| RSK-02 9y - APP! ! 10

Categorization

the authorizing official or authorizing official
: " ; ; A th

Categorization

Services and/or Data (TAASD) in
accordance with applicable laws,
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risk management decisions from the organization and

Functional Review

Control Description
Mechanisms exist to regularly

RA-03 Risk Assessment |Mission or business precess perspectives with system- Functional |Intersects With of Se_curlty, CPL- review T_echnology Assets, 5
level risk assessments;c. Document risk assessment Compliance & 03.2 |Applications and/or Services
results in [Selection (one): security and privacy plans; Resilience Controls (TAAS) for adherence to the
risk management decisions from the organization and Mechanisms exist to conduct

. . mission or business process perspectives with system- . y . 04 |recurring assessments of risk

RA-03 Risk Assessment level risk assessments;c. Document risk assessment Functional _ Intersects With) Risk Assessment | RSK-04 that includes the likelihood and 5
results in [Selection (one): security and privacy plans; magnitude of harm, from
CUTTTPUTTETITS, aTTu SYSTETTT SeTVITES ], alul. UpUate UTe n - —

Risk Assessment | |supply chain risk assessment [Assignment: Supply Chain Risk | RSK- :Isescehsasn;lsjmsl ezl;;iaor?sekrslodlcally
RA-03(01) Supply Chain Risk |organization-defined frequency], when there are Functional Equal Ry N v Al i 10
Assessment significant changes to the relevant supply chain, or ssessment 09.1 Jassociated with Technology
b " o i . . . /Assets, Applications and/or
- - o-cue i i TECITATTSTITS EXTST L0 UETetT
Vulnerabilty | e . Measuring vinerabilty Vulnerabilt vulnerabilties and configuration
RA-05 Monitoring and | pt. ‘Anal 4 i : bilit 9 "t yd It Functional [Intersects With: S Dty VPM-06 |errors by routine vulnerability 5
Scanning impact;c. Analyze vulnerability scan reports and results canning scanning of systems and
from vulnerability monitoring;d. Remediate legitimate ient
Vulnerability improper configurations;2. Formatting checklists and
RA-05 Monitoring and test precedures; and3. Measuring vulnerability Functional |Intersects With Update Tool VPM- [Mechanisms exist to update 5
s ; impact;c. Analyze vulnerability scan reports and results Capability 06.1 |vulnerability scanning tools.
canning 2 s A o
from vulnerability monitoring;d. Remediate legitimate
M‘;unli't‘:ri:i‘g‘;r)id Update the system vulnerabilities to be scanned
~ n [Selection (one or more): [Assignment: organization- . . Update Tool VPM- [Mechanisms exist to update
RA-05(02) Vstliclﬁgr‘algﬁiligsfgt;e defined frequency]; prior to a new scan; when new Functional  Intersects With Capability 06.1 |vulnerability scanning tools. 5
o " vulnerabilities are identified and reported].
Vulnerability Implement privileged access authorization to Mechanisms exist to implement
~ Monitoring and  |[[Assignment: organization-defined system : - VPM- |privileged access authorization
RA-05(05) Scanning | components] for [Assignment: organization-defined Functional Equal Privileged Access 06.3 [for selected vulnerability 10
Privileged Access |vulnerability scanning activities]. scanning activities.
M\Q:ilirgce)rrianbmatr{d Establish a public reporting channel for receiving Vulnerability {\lllflihearginsims %ﬂsctlégjztgk:gspa;
RA-05(11) : 9 . |reports of vulnerabilities in organizational systems and | Functional Equal Disclosure Program | THR-06 Y . g 10
Scanning | Public system components (VDP) (VDP) to assist with the secure
Disclosure Program Y P . development and maintenance
WeTE PETTOTTITEU tU TETTTEuTate
Respond to findings from security and privacy RSK- findings from security,

RA-07 Risk Response [|assessments, monitoring, and audits in accordance Functional Equal Risk Response 06.1 compliance and/or resilience- 10

with organizational risk tolerance. . related:

(1) A
TUETTUTY CITUCET Sy STETT COMMPUTTETTTS amu TUTICtoTTS 0y p . - -
performing a criticality analysis for [Assignment: Third-Party M:;Eggles?nsde;;z;(; IS‘?Jentllifeyr'S

RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With Criticality TPM-02 gnd partners of critical PP 5
system serYLies] at [Assignment: organlzatlﬁ)fn deﬁlneld Assessments [Technology Assets, Applications
ARGRRASIGrEr HES A — - —— - -

Policy and Procedures to facllltate the |mp|ementat|on of the Pu%::qlpnﬁaiizugty' g:)alilgiseas:nsatggddalfjsrll‘lr:iate
SA-01 Procedures system and services acqulsltlon policy and the Functional |Intersects With! Resilience GOV-02 brocedures necessary for secure, 5
assoclated system and services acqulsltlon controls b. D - . ™
A ocumentation compliant and resilient
RS PORES ez A - -
Policy and Procedures to facmtate the |mplementation of the Technology Idmesleelgn?g;ttmamgfatflIL?iIseigon

SA-01 Proceiiures system and services acquisition policy and the Functional Subset Of Development & | TDA-01 strateg’i)es contract tctlnols and 10
asso;:ted system and services acqulsmon controls b. Acquisition procurement methods to meet
RARARSAS ONERS SRRt AR BT iRRcAfRS Aaruz: — - - - -

Policy and Procedures to facilitate the implementation of the lj’edrla[Jtdelct)fF{S‘elul:i‘?"it& gggﬁ;:'s?osrﬁx;is;ntgerz\“ew the
SA-01 Y system and services acquisition policy and the Functional |Intersects With| ~P . Y| Gov-03 urity, P 5
Procedures Compliance & Resilience Program (SCRP),
assoclated system and services acqulsltlon controls b. Resili X f P
o esilience Program including policies, standards and
RAFARRS A PONES ez - -
Policy and Procedures to facmtate the |mp|ementat|on of the Secure Software I;decl?far;:iizr:ss E;;Setdtg:?éifr’;
SA-01 Proceiiures system and services acquisition policy and the Functional |Intersects With Development TDA-06 Sggtware Development Practices 5
asso<:|ated system and services acqu|5|t|0n controls;b. Practices (SSDP) (SSDP) P
Al inn dofinad .
Determlne document and allocate the resources Mechanisms exist to identify and
SA-02 Allocation of required to protect the system or system service as Functional Equal Allocation of PRM-03 allocate resources for 10
Resources part of the organizational capital planning and Resources management, operational,
investment control process; andc. Establish a discrete technical and data protection
SECUTILY aITd Privaty COTTSTUETatorTs, U, DETTTTE ard - -
System document information security and privacy roles and Technology SEA- ?;cg}zr;:fsé'zss:';gﬁ.gaai?: the
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With Lifecycle 07.1 |Assets App){ications and/or 9y 5
Cycle I|fe.cle|‘e E\"Idneritlfy |nd|V|duaIs having |nformat|<l>ﬂr1M Management Services (TAAS).
Sectfity-ant-privacytosaetR RS bR ot - -
System document information security and privacy roles and Devel?)eia;t Life ?hzc:a:slstr:?:::f:;% ensAuSrseets
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With c Ip SDLC PRM-07 A I'g " d Sgy . ' 5
Cycle life cycle;c. Identify individuals having information ycle ( ) pplications an for Services
e and o L " ihilist An Management (TAAS) within the Secure
requirements;c. Security and privacy assurance Minimum Viable Mechanisms exist to design,
] . requirements;d. Controls needed to satisfy the security . : Product (MVP) o [develop and produce Technology

SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional Intersects With Security TDA-02 /Assets, Applications and/or 5
documentation requirements;f. Requirements for Requirements Services (TAAS) in such a way
requirements;c. Security and privacy assurance M . . L

" 4 " N . lechanisms exist to facilitate the

SA-04 Acquisition Process reqU|rements,d. _Controls needed to satisfy t_he security Functional |Intersects With Third-Party TPM-01 [implementation of third-party 5
and privacy requirements.e. Security and privacy Management management controls
documentation requirements;f. Requirements for 9 .
requirements;c. Security and privacy assurance Technology implementation of tailored

] . requirements;d. Controls needed to satisfy the security . . o1 [development and acquisition

SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional Intersects With Dex‘elej;insmieon: & |TDA-01 strategies, contract tools and 5
documentation requirements;f. Requirements for a procurement methods to meet
requirements;c. Security and privacy assurance . Mechanisms exist to control

. requirements;d. Controls needed to satisfy the security : : Managln‘g Changes changes to services by suppliers,

SA-04 Acquisition Process - - : N Functional |Intersects With|  To Third-Party TPM-10 P g 5
and privacy requirements.e. Security and privacy Services taking into account the criticality
documentation requirements;f. Requirements for of business Technology Assets,

Acquisition Process |Require the developer of the system, system Mechanisms exist to require
~ | Functional component, or system service to provide a description . : Functional TDA- |software developers to provide
SA-04(01) Properties of of the functional properties of the controls to be Functional Intersects With Properties 04.1 |information describing the 5
Controls implemented. functional properties of the
— 5 (I COTTtaT SUTTTCTET Tt Uetan to
SA-04(01) Acqu':si't';?:?i:”rg'cess Ss’?‘li’l‘r’i;:f %f\;i':tgemr gfe:‘}:iisytf’t‘e’?‘]""isgeSt:rgescripti"” Functional [Intersects With NEtg (E)r;tg i;%r\sms AST-04 ?;isvsosriihseasriﬁ?tztc{uor;the 5
Properties of of the functional properties of the controls to be Diagrams (DFDs) (2) Reﬂect the current'
Controls implemented. 9 o
ACYUTSTUOTT FTUCESS [MTPTENTETTtatoTT TMTOTTTTatoTT TOT UTE COTTIroTS At [BIACCAE HiBs e e e puey
| Design and includes: [Selection (one or more): security-relevant Network Diagrams assess the security of the
SA-04(02) Implementation |external system interfaces; high-level design; low-level| Functional |Intersects With & Data Flow AST-04 |network's architecture; 5
Information for de5|gn source code or hardware schematics; Diagrams (DFDs) (2) Reflect the current
AegquiSRRFH focess R GFIARIT ARG P ALARF R A Grac weaaf th L
| Design and includes: [Selection (one or more): security-relevant Access to Program Mechanisms exist to limit
SA-04(02) Implementation |external system interfaces; high-level design; low-level| Functional |Intersects With Source Coge TDA-20 |privileges to change software 5
Information for de5|gn source code or hardware schematics resident within software libraries.
Captral o o
AegquSkRfii focess iRt ARRImERRASEGPAfARTIRRR e - - -
| Design and includes: [Selection (one or more): security-relevant Functional TDA- glloeﬂcxglr'i;s(rjnesv:fgste}t’g {sqﬂg\?ide
SA-04(02) Implementation |external system interfaces; high-level design; low-level| Functional |Intersects With Properties 04.1 |information des?ribing t’ljwe 5
Inforrmna*trioliz for deS|gn source code or hardware icfl:ecr:itlcid functional properties of the
Acquisition Process Requlre the developer of the system, system Mechanisms exist to require the
. | Functions, Ports, [component, or system service to identify the functions, : Ports, Protocols & | TDA- |developers of Technology Assets,
SA-04(09) Protocols, and  |ports, protocols, and services intended for Functional Equal Services In Use 02.1 |Applications and/or Services 10
Services in Use |organizational use. (TAAS) to identify early in the
- - TA-ETTAUTET 1T PTUUUCTS (U UTUSE
Acquisition Process Elr'\;\glggleraﬂy Ig\?erg‘aifgutcetgh|izgl?o%ypgiggﬁgﬁdoennme Information TDA. |Products that have been
SA-04(10) | Use of Approved > 201-app! procducts i Y Functional |Intersects With| Assurance Enabled successfully evaluated against a 5
PIV Products Verification (PIV) capability implemented within Products 022 National Information Assurance
organizational systems. hin (NIAD\
@ TTTCTUUE UTgaTiZatoTTar Uata UWITETSTITP TETUTTETTTETTTS Mochanioms exist o maintam 3
- in the acquisition contract; andb. Require all data to be N
SA-04(12) Acquisition Process removed from the contractor’s system and returned to | Functional [Intersects With Personal Data (PD) PRI-09 [Process to document the lineage 5

| Data Ownership

the organization within [Assignment: organization-
Anfinad tma £ 1

Lineage

of Personal Data (PD) by
recording how the organization
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SA-04(12) Alcg:'tsa'tgxn:?;ﬁss removed from the contractor’s system and returned to | Functional |Intersects With| Data Stewardship %<1:H1 stewardship is assigned, 5
P lthe organization within [Assignment: organization- " |documented and communicated.
oGP anTgtorar uata oW TersTp TeqUITETTTETTTS -
N ey . are assigned, tracked and
. in the acquisition contract; andb. Require all data to be . P
SA-04(12) AlcS:'tsa'tgxn:g%ei;S removed from the contractor’s system and returned to | Functional [Intersects With Asiizg:;eeﬁp'p AST-03 rur;argasgze)isaitblae E)er?_:;?r;ilznadtli\élr??:\lfel 5
the_or%a*r]rliatifnn!vlshm [Assignment: organization- to establish a common
accessible security and privacy functions and Mechanisms exist to obtain,
~ System mechanisms and how to effectively use those functions' : : Documentation 4 |Protect and distribute
5A-05 Documentation |and mechanisms;2. Methods for user interaction, which Functional |Intersects With Requirements TDA-04 administrator documentation for 5
enables individuals to use the system, component, or [Technology Assets, Applications
accessible security and privacy functions and Mechanisms exist to determine
~ System imechanisms and how to effectively use those functions' . : Asset Scope AST- |security, compliance and
SA-05 Documentation |and mechanisms;2. Methods for user interaction, which Functional  Intersects With Classification 04.1 |resilience control applicability by 5
enables individuals to use the system, component, or identifying, assigning and
Security and engineering principles in the specification, design, Mechanisms exist to develop,
SA-08 Privacy Engineering development, implementation, a_ndAmgdlﬁcatlgn ofthe |t ctional |Intersects With Secuﬁr_e Baseline | oy doculr_nent anﬁgj malrjtalnfsecure 5
Principles system and system components: [Assignment: Configurations baseline configurations for
organization-defined systems security and privacy [Technology Assets, Applications
Security and lengineering principles in the specification, design, Mechanisms exist to facilitate the
R . . . __|development, implementation, and modification of the . .., | Secure Engineering _01 |implementation of industry-
SA-08 Prlva?:yrirsggllre\ienng system and system components: [Assignment: Functional  Intersects With Principles SEA-01 recognized security, compliance 5
P organization-defined systems security and privacy and resilience practices in the
[ASSTgITITTETIT, UTgaTTZa toT-UeTITEU COTIIOTS |, U, DETTTTE - 5 —
External System and document organizational oversight and user roles :?s,elfsh:;‘;r;}:tzﬂs\:/itti mit:g-at:r‘tthe
SA-09 Y and responsibilities with regard to external system Functional Equal Third-Party Services| TPM-04 n third-party 10
Services e " access to the organization's
services; andc. Employ the following processes, rechnol A Applicati
reathne g L : P echnology Assets, Applications,
- R PrRATES Y THE TORORARY eX T — - - -
Se.r\lncels | services to identify the functions, ports, protocols, and Con.nect|v|ty Mechanisms exist to require
Identification of H h . . Requirements - TPM- |External Service Providers (ESPs)
SA-09(02) Functions, Ports, other services required for the use of such services: Functional Equal \dentification of 04.2 |to identify and document the 10
Protocols, and [Assu;nment organization-defined external system Ports, Protocols & business need for ports,
YSTETTT UEVeTopers aTTa
Developer changes to [Assignment: organization-defined Developer integrators to perform
N - configuration items under configuration : N : 4 N
SA-10 Configuration N I Functional Equal Configuration TDA-14 |configuration management 10
management];c. Implement only organization-
Management Management durlng system deslgn
approved changes to the system, component, or
@MU PTIvVaTy COTTUOT @SSESSTTENTS, U, FEMUTTIT [SETETTorT Secury;
Developer Testin (one or more): unit; integration; system; regression] Compliance & (Sse_lt_:gg)ty ;raenStg‘rgS?mnﬁaEVca;u:EﬁE
SA-11 and E‘\J/aluation 9 testing/evaluation [Assignment: organization-defined Functional Equal Resilience Testing | TDA-09 2) ImplZment a veriﬁablepﬂaw Yi 10
frequency] at][AsilgrLrnent organlzat:on deﬁneif:leptff\ r‘Throlughout remediation process to correct
COrAN ARG Gs@e R AEdeRfRb e proxessHandes: - -
Development Documents, manages, and ensures the integrity of Secure Software :Iecl?faTiZTss S;;tdtg.fz‘éifrpe
SA-15 Process, Standards, |changes to the process and/or tools used in Functional Equal Development TDA-06 Sg?tware Development Practices 10
and Tools development; andb. Review the development process, Practices (SSDP) P
darde tanle t. £i A tanl £ ki (SSDP).
Development analysis:a. At the following decision points in the Criticality Analysis Mechanisms exist to require the
SA-15(03) Process, Standards, [system development life cycle: [Assignment: Functional Equal Du)ll'in 4 TDA- |developer of the Technology 10
and Tools | organization-defined decision points in the system 4 Develo r%ent 06.1 |Asset, Application and/or Service
Criticality Analysis development life cycle]; andb. At the following level of P (TAAS) to perform a criticality
UTTTPOTTETITS TS TTU- TOTTgeT avananTe TToTTT UTe UEVETOPET; - -
Unsupported vendor or manufacturer; orb. Provide the following TecL:\:ZTgporAtsegets r:sc:an;it";(sj ?r)gcsﬁr:ilgreviggets
SA-22 System options for alternative sources for continued support Functional |Intersects With Appli 09y d ' | TDA-17 A I_pp + 9y ' 5
Components for unsupported components [Selection (one or more): pplications an /or pplications andfor Services
o b oy N S i b e Services (TAAS) (TAAS) by:
CURPYT RS RO TR GE SN RE B R aeveRAsEr - - —
Unsupported vendor, or manufacturer; orb. Provide the following Alternate Sources TDA- #ffg:gtsmzsxgtc?ng?cvt'de n
SA-22 System options for alternative sources for continued support Functional |Intersects With for Continued 17.1 |external Sfoviders for support 5
Components .fgrhurjlsupg?:lt“edﬂccr)mponents [Selectlon (one gr‘r‘noze) Support with unsupported Technology
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
5C-01 Policy and implementation of the system and communications Functional |Intersects With Compliance & GOV-02 policies, standards and 5
Procedures protection policy and the associated system and Resilience procedures necessary for secure,
communications protection controls;b. Designate an Documentation compliant and resilient
guidelines; and2. Procedures to facilitate the Mechanisms exist to develop,
g Policy and implementation of the system and communications : Network Security 01 |9overn & update procedures to
sc-01 Procedures protection policy and the associated system and Functional Subset Of Controls (NSC) NET-01 facilitate the implementation of 10
communications protection controls;b. Designate an Network Security Controls (NSC).
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|
5C-01 Policy and |mp|emlentat|o_n of the system a_nd communications Functional Subset Of Secure Engineering SEA-01 |mp|ementat|on o_f |ndustry_- 10
Procedures protection policy and the associated system and Principles recognized security, compliance
communications protection controls;b. Designate an and resilience practices in the
guidelines; and2. Procedures to facilitate the Periodic Review & Mechanisms exist to review the
g Policy and implementation of the system and communications . ., | Update of Security, _03 |Security, Compliance &
sc-01 Procedures protection policy and the associated system and Functional Intersects With Compliance & GOV-03 Resilience Program (SCRP), 5
communications protection controls;b. Designate an Resilience Program including policies, standards and
Separation of . AR " : T Mechanisms exist to separate
Separate user functionality, including user interface . Application SEA- . 3
SC-02 System and User - ! N N Functional Equal o user functionality from system 10
Functionality services, from system management functionality. Partitioning 03.2 management functionality.
Information in Mechanisms exist to prevent
Prevent unauthorized and unintended information : Information In unauthorized and unintended
SC-04 Shsreescéjryés;:m transfer via shared system resources. Functional Equal Shared Resources SEA-05 information transfer via shared 10
system resources.
e TOTTUWITTY Ty Pes UT UeTaT-UT=SETVICE EVETTTS: - n
Denial-of-service [Assignment: organization-defined types of denial-of- :/:;f)laigésmﬁig;hsgrfoofcontrol
SC-05 P A service events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority | CAP-02 [ 5
rotection achleve the demal of service ob ectlve [Assignment: [Technology Assets, Applications
) o g, and/or Services (TAAS) that are
nrevitwrRrigiesdraetialsdistivreboenis! CapaLILy prarTiy SO Tt
Denial-of-service [Assignment: organization-defined types of denial-of- necessary capacity for
SC-05 P n service events]; andb. Employ the following controls to | Functional |Intersects With| Capacity Planning | CAP-03 |information processing, 5
rotection
achleve the denlal of serV|ce objectlve [/-\55|gnment telecommunlcatlons and
(P .l ) L cunnart will ict
fretoiawrRripfesdraefiatsdnstirretdeniat
Denial-of-service [Assignment: organization-defined types of denial-of- Capacity & InTapr:zmeenqteariocnor?{rf)?sp?g?rgsure
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With Performance CAP-01 optimgl system performance to 5
achleve the demal of serwce objectlve [A55|g?m‘ent Management meet expected and anticipated
tretbitowrRy ipfes draetratsdrstroretdenist - -
. /Automated mechanisms exist to
o of . [Assignment: organization-defined types of denial-of- h . -~ h L2
SC-05 Denplil)toefc;czl;:nce service events]; andb. Employ the following controls to | Functional |Intersects With [()Sg'sa)l ;rfofeecr;lilcfr? gng gfetcetcst:fgdagr‘\?;lo;f“sn;::/'itgg 5
achleve the denlal of service ObjeCtIVe [A55|gnment . ttacks
SEMRIEEASAGEpagra Haleis i systafnialat MTECTTATITSTITS EXTST TU TTTOTITTOTaTCr
Boundan components that are [Selection (one): physically; Boundar control communications at the
SC-07 Protectioﬁ logically] separated from internal organizational Functional |Intersects With Protectio}'l] NET-03 |external network boundary and 5
networks; andc. Connect to external networks or at key internal boundaries within
-+ IIVESY h i td b, ity L
Boundary Mechanisms exist to limit the
N Limit the number of external network connections to N Limit Network NET- |number of concurrent external
5C-07(03) Protectplo_n | Access the system. Functional Equal Connections 03.1 |network connections to its 10
oints P
[Technology Assets, Applications
DouTTaTy TTTSSTOTT UT DUSTITESS TTeeu aru UuTatoTT UT UTa Tt TTeeu; e external telecommunication
Protection | Review exceptions to the traffic flow policy External NET- |service that protects the
SC-07(04) External [Assignment: organization-defined frequency] and Functional |Intersects With|Telecommunication 03.2 conﬁdentialitF;/ and integrity of 5
TeIecoangmcatlon remlg\{e egcgptlonshthalt are no Ig'rlgir supp::rted by an s Services the information being
Boundary Deny network communications traffic by default and Deny Traffic by firewall and router configurations
g Protection | Deny [allow network communications traffic by exception . . NET- |to deny network traffic by default
5C-07(05) by Default — Allow |[Selection (one or more): at managed interfaces; for Functional Intersects With Trgf;fcaglt E‘xﬁgo‘gon 04.1 |and allow network traffic by 5
by Exception [Assignment: organization-defined systems]]. Y P exception (e.g., deny all, permit
Boundary Prevent split tunneling for remote devices connecting PTECTIANTISIIS EXTST T PreEveETTt SpTT
SC-07(07) Protection | Split to organizational systems unless the split tunnel is Functional Equal Split Tunnelin: CFG- z‘;\r;:seshslgefgrI:fﬂ?'nt:e?ies\“sceisurel 10
Tunneling for securely provisioned using [Assignment: organization- 4 P 9 03.4 P y

Remote Devices

defined safeguards].

provisioned using organization-
Anfinad caf ol
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souTTad n P— = n
. Route [Assignment: organization-defined internal N C o .
sc.o Protectlor_1 | Route communications traffic] to [Assignment: organization- . ) Rout_e Internal NET- internal communications traffic
-07(08) Traffic to y A Functional |Intersects With| Traffic to Proxy to external networks through 5
Authenticated defined external networks] through authenticated Servers 18.1 organization-approved prox
D, < proxy servers at managed interfaces. g + PP ol pJ 4
Prot::t?o'#‘r'r{oute Route [Assignment: organization-defined internal through a proxy device (e.g.,
g ) communications traffic] to [Assignment: organization- . . DNS & Content . Policy Enforcement Point (PEP))
SC-07(08) Auzlzzm?c:)ted defined external networks] through authenticated Functional Intersects With Filtering NET-18 for URL content filtering and DNS 5
b, < proxy servers at managed interfaces. filtering to limit a user's ability to
Boundary Prevent systems from entering unsecure states in the Secure Engineerin :\:fclr:_:éir?:tiiﬂS;ftﬁ]cf’icslé:,ta_te the
SC-07(18) Protection | Fail |event of an operational failure of a boundary Functional |Intersects With Pri 9 | 9| sea-01 |MPleM - )I, 5
Secure brotection device. rinciples recognized security, compliance
and resilience practices in the
Boundary Mechanisms exist to prohibit, or
g Protection | Prohibit the direct connection of [Assignment: . Direct Internet NET- |strictly-control, Internet access
SC-07(28) Connections to  |organization-defined system] to a public network. Functional Equal Access Restrictions| 06.5 |[from sensitive/regulated data 10
Public Networks enclaves (secure zones).
Boundar TTTPTETITETTT [SETETTUTT (UTTET, PITySICaTy; TogTeany T ¢ )
Protectior¥| separate subnetworks to isolate the following critical Cloud Infrastructure Mechanisms exist to host
SC-07(29) Separate Subnets system components and functions: [Assignment: Functional |Intersects With! Security Subnet CLD-03 |security-specific technologies in 5
to Isolate Functions organization-defined critical system components and Yy a dedicated subnet.
£ i 1
Transmission . . N o . Cryptographic mechanisms exist
SC-08 Confidentiality and ;r?etefii t]h(e)f[tsrealresc;(i:trge(gr;:fg:nr:;%r;:. confidentiality; Functional |Intersects With ggﬁgz’:}izﬁ? CRY-03 |to protect the confidentiality of 5
Integrity arity ! Y data being transmitted.
Transmission Protect the [Selection (one or more): confidentiality; Transmission Cryptographic mechanisms exist
SC-08 Conﬁdentla_llty and integrity] of transmitted information. Functional [Intersects With: Integrity CRY-04 [to protect the integrity of data 5
Integrity being transmitted.
TTETTSITTSSTOT - - - CTyPTUgTapTIIC TITECTTTaTTISTTTS EXTST
) - Implement cryptographic mechanisms to [Selection .
Confidentiality and : . . to prevent unauthorized
g : (one or more): prevent unauthorized disclosure of . . Alternate Physical CRY- . . N
SC-08(01) Crlntteogrgy lhlc information; detect changes to information] during Functional  Intersects With Protection 01.1 g::é:ll’tr)]sa\;irveeifolnfr?r;??at:on asan 5
yp g"gp transmission. St phy
Contaemtatng o [MPIement cryptograpic mechaniss s [Selection ot entanon o Sy
sC.08 ality (one or more): prevent unauthorized disclosure of . . . plem ryptograp
-08(01) Integrity | information; detect changes to information] durin: Functional [Intersects With|  Cryptographic CRY-01 [protections controls using known 5
Cryptographlc P 9 9 Controls public standards and trusted
P . transmission. L 4 .
Implement cryptographic mechanisms to [Selection . . .
SC-08(01) Conf-::te;;:’?tl;tyll and (one or more): prevent unauthorized disclosure of Functional |Intersects With Transmission CRY-03 tcor);zprgct’gz?mleccmoslsizzgltsigi?tyeslfﬁ 5
Cryptographic Lr:;c;;n:ﬂaigﬁggdetect changes to information] during Confidentiality data being transmitted.
) cryptography is employed within the system in FTECITATIISTTS SXTST 17 SSLeTeTy
sC-12 (Eiwpto_graphlc Key accordance with the following key management : : Public Key implement an '”te".‘a' Public Key
- stablishment and . ts: [Assi t: ization-defined Functional |Intersects With! Infrastruct PKI CRY-08 (Infrastructure (PKI) infrastructure 5
Management requ!remen s: [, ssignment: oirganl_za |'on—le ne nfrastructure ( ) or obtain PKI services from a
requirements for key generation, distribution, storage, toblo DL : it
cryptographic uses]; andb. Implement the following . . .
. . o . Cryptographic mechanisms exist
_ Cryptographic  [types of cryptography required for each specified . - | Encrypting Data At g :
Sc13 Protection cryptographic use: [Assignment: organization-defined Functional intersects With Rest CRY-05 Eﬁs‘élrs:\f:et gfng:::‘;';'zr:gt 5
types of cryptography for each specified cryptographic .
cryptographic uses]; andb. Implement the following Iefgc‘)lrut:rl\gl '(;’ :Sp;(;;r:;zllz e
SC-13 Cryptographic jtypes of cryptograAphy required for each specified Functional |Intersects With! Export-Controlled | CRY- technologies in compliance with 5
Protection cryptographic use: [Assignment: organization-defined Cryptography 01.2 relevant statutory and regulator
types of cryptography for each specified cryptographic o " Y 9 Y
cryptographic uses]; andb. Implement the following [FTELTICTIISTITS EXIST TO TaCimidte e
sc-13 Cryptographic  [types of cryptography required for each specified Functi ] Useof implementation of cryptographic
- N " ! h . PN " unctional |Intersects With|  Cryptographic CRY-01 [protections controls using known 5
Protection cryptographic use: [Assignment: organization-defined Controls ublic standards and trusted
types of cryptography for each specified cryptographic P hi hoolaot
Collaborative computing devices and applications with the following collaborative computing devices
sC-15 Computing Devices exceptions: [Assignment: organization-defined Functional |Intersects With Collaborative END-14 with the following exceptions: 5
andpA ‘IJications lexceptions where remote activation is to be allowed]; Computing Devices (1) Networked whiteboards;
Pp! andb. Provide an explicit indication of use to users (2) Video teleconference
, organization-defined certificate policy] or obtain public [TOCTATTSTITS BRIt T See ey
Public Key key certificates from an approved service provider; . . Public Key implement an '”fe".‘a' Public Key
SC-17 Infrastructure db. Includ | d trust hors in trust Functional |Intersects With! Infrastruct PKI CRY-08 [Infrastructure (PKI) infrastructure 5
Certificates andb. Include only approved trust anchors in trus nfrastructure (PKI) or obtain PKI services from a
stores or certificate stores managed by the onitabhla DIl cand
a. Define acceptable and unacceptable mobile code
. Ao . Mechanisms exist to address
sc-18 Mobile Code fT?:nK‘;’rb'éig‘z%i:f(j’lﬂz“;%f;ﬂg&l :‘ég&‘;"@‘ft’hin the | Functional [Intersects With|  Mobile Code | END-10 |mobile code / operating system- 5
' independent applications.
system.
Secure - - - -
n response to external name/address resolution . Domain Name Service (DNS)
Name/address | : : P Domain Name oo Ny
g - i (ueries; andb. Provide the means to indicate the : . N 1 |resolution is designed,
SC-20 Re(s:dttjﬁlgrri\tgz\rl\gce security status of child zones and (if the child supports Functional  Intersects With seRrg;%Tu(tli)an) NET-10 implemented and managed to 5
Crrirral secure resolution services) to enable verification of a protect the security of name /
SRR — —— SecureTvanTe T Uata UTTgNIT GUTITETTUCaTToTT arTar
Request and perform data origin authentication and 4 h . i
Name/address A : e Address Resolution . |data integrity verification on the
SC-21 Resolution Service Eeastgllljréit:r?rrlgg()er?sﬁecsattlins(\‘);ttehlﬁ ?eachie\//:s(fj::ris Functional Equal Service (Recursive ’i‘gTz Domain Name Service (DNS) 10
(recurswe or authoritative sources. cr Cachmg . resolutlon responses recelved
\ .
Archltecture and Ensure the systems that collectively provide Archltecture & systems that collectively prowde
sC.22 Provisioning for [name/address resolution service for an organization Functional Equal Provisioning for NET- |Domain Name Service (DNS) 10
Name/address |are fault-tolerant and implement internal and external a Name / Address 10.1 [resolution service are fault-
Resolution Service [role separation. Resolution Service tolerant and implement
Session Mechanisms exist to protect the
SC-23 Authenticit Protect the authenticity of communications sessions. Functional Equal Session Integrity | NET-09 [authenticity and integrity of 10
4 communications sessions.
SYSTENT STate] TOT UTe TONUWIITY TaluTes OTT i TTaTCates -
components while preserving [Assignment: SEA- zisgiﬂsattgr:?g;f?inzz Known-state
SC-24 Fail in Known State |organization-defined system state information] in Functional |Intersects With Fail Secure 07.2 fol?types of failures, preserving 5
fafllcuri [::sfs?.r::nfntn list of orgamz’?tlon tjecﬁrledr:ypes system state information in
Mechanisms exist to protect the
. Protect the [Selection (one or more): confidentiality; . .
Protection of . - g N . ... | Endpoint Protection confidentiality, integrity,
SC-28 N integrity] of the following information at rest: Functional |Intersects With END-02 ! ; 5
Information at Rest H Ny it defi ; . Measures availability and safety of
[Assignment: organization-defined information at rest]. endpoint devices.
. Protect the [Selection (one or more): confidentiality; . Cryptographic mechanisms exist
SC-28 Info':rl;r(:taiiccffgtoéest integrity] of the following information at rest: Functional |Intersects With EncryptFlir;gitData At CRY-05 |to prevent unauthorized 5
[Assignment: organization-defined information at rest]. disclosure of data at rest.
- TTTPTETITENTT Cry ProgTapTITC TITETITaTITSITTS TUPTEveTTT - - -
Infoprmta?:icghogtoliest unauthorized disclosure and modification of the Cryptographic BCD: tc(?;)ll)'te?/gerﬁtp:‘f:g r:neachl‘tahr:)IfizmesdexISt
SC-28(01) .~ [following information at rest on [Assignment: Functional [Intersects With: - Ul el 5
| C;yptog(aphlc orgamzatlon deﬁned system components or media]: Protection 11.4 dlsclosure and/or modification of
rotection r 1 backup information.
Protection of _|iBretneft ErstRREptiR et RAtER e prerem
Information at Rest unauthorized disclosure and modification of the Encrypting Data At Cryptographic mechanisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With vp Re%t CRY-05 |to prevent unauthorized 5
ggte?tioz organization-defined system components or medial: disclosure of data at rest.
Protection of PR ErstREpHirR nebraTsRis T prendm
Information at Rest unauthorized disclosure and modification of the Transmission Cryptographic mechanisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With Integrit CRY-04 |to protect the integrity of data 5
ggte?tioz organlzatlon deﬁned system components or media]: grity being transmitted.
e AR AR DR e RAT AT pHeRm: ryprograpCTTeCTaTSTS TS
N unauthorized disclosure and modification of the . to protect the confidentiality and
SC-28(01) Information at R_est following information at rest on [Assignment: Functional |Intersects With Encrypting Dat_a In| DCH- integrity of information stored on 5
| Cryptographic 9 9 Storage Media 07.2 grity
zgte?tioz organization-defined system components or medial: 9 . digital media durlng transport
i . . N Adafi A infs N 1 witbcid,
L . . Mechanisms exist to implement a
SC-39 Process Isolation :If;'gii:z asses;z:;?terszssc:tmn domain for each Functional Equal Process Isolation | SEA-04 [separate execution domain for 10
9 sy P . each executing process.
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Access N : ! Pty connection ports or input/output
griystfm cf)mponents;[Asslgnment. or:ganlzatlon Access devices from sensitive systems.
" . s Synchronization _ |Mechanisms exist to synchronize
SC-45 Ssrzcsafxi‘;g?iin ?y:tcer;gzn;% Ssysstteewqﬂgﬁrsoﬁg:g and between Functional |Intersects With| With Authoritative %(7)’\]‘_ internal system clocks with an 5
Y/ Y Y P ' Time Source "~ |authoritative time source.
TEYUTAUUTTS, PUTCIES, STaruarys, aruguraenTies,; aruz: — - - - -
Policy and Procedures to facilitate the implementation of the Lfedrla‘jt(jelfJFSZLe\Jv:it& gﬁ;&‘:{"s?;rﬁx;isatntgerzwew the
SI-01 Proce{iures system and information integrity policy and the Functional |Intersects With! pCompIiance & Y:1Gov-03 Resilier{ée Program (SCRP) 5
issoaated sysrtAem and mformatlon integrity co:trols-b. Resilience Program including policies, standards and
';rg‘cJ:dLLT;:; tzuf‘;:llhtate the im Iementatlon ;bth:m ’ Mechanisms exist to facilitate the
Policy and P . Secure Engineering implementation of industry-
SI-01 Procedures system and information integrity policy and the Functional Subset Of Principles SEA-01 recognized security, compliance 10
asso;:ted system and information |ntegr|tyﬁcogtro|s b. and resilience practices in the
RS A PONERS SRt ER> BT iRRcAfiRS Aaruz: — - —— - -
Policy and Procedures to facilitate the implementation of the Pu%f,:‘qmﬁaiiéu&my' n’;alilgi{easmsatggddalfdssg:;ate
SI-01 Y system and information integrity policy and the Functional |Intersects With Pl Gov-02 P ' 5
Procedures associated system and information integrity controls:b Resilience procedures necessary for secure,
Py yr . ioabi g,‘ Z‘ " T Documentation compliant and resilient
remediation for effectiveness and potential side effects Vulnerability & Mechanisms exist to facilitate the|
N . before installation;c. Install security-relevant software . . _o1 [implementation and monitoring
502 Flaw Remediation and firmware updates within [Assignment: Functional  Intersects With Pa’;l%h g?#?\glsm:)m VPM-01 of vulnerability management 5
organization-defined time period] of the release of the 9 controls.
remediation for effectiveness and potential side effects Mechanisms exist to conduct
51-02 Flaw Remediation befor_e installation;c. Inst_all_ securle-reIeV§nt software Functional |Intersects With| . Software & . VPM-05 software patching for all 5
and firmware updates within [Assignment: Firmware Patching deployed Technology Assets,
organization-defined time period] of the release of the /Applications and/or Services
remediation for effectiveness and potential side effects Automatic /Automated mechanisms exist to
. before installation;c. Install security-relevant software . . " END- [update antimalware
502 Flaw Remediation and firmware updates within [Assignment: Functional  Intersects With Si ﬁg':LTle\;vaJ:tes 04.1 [technologies, including signature 5
organization-defined time period] of the release of the 9 P definitions.
DETETTIIITE TSy STETTT COTTPUTTETITS TTave appicanTe - ;
Flaw Remediation | |security-relevant software and firmware updates Automated VPM- ﬁgﬁg%ﬁ:‘?tr:gr:;i?ss es)t('esr;m
S1-02(02) Automated Flaw |installed using [Assignment: organization-defined Functional |Intersects With Remediation Status| 05.2 |components with re ardyto flaw 5
Remediation Status |automated mechanisms] [Assignment: organization- : pone 9
\nfinad £ 1 remediation.
organization-defined frequency] and real-time scans of Mechanisms exist to conduct
¥ Malicious Code |files from external sources at [Selection (one or more): . . Software & _os [software patching for all
S-03 Protection endpoint; network entry and exit points] as the files Functional  Intersects With Firmware Patching VPM-05 deployed Technology Assets, 5
are downloaded, opened, or executed in accordance /Applications and/or Services
organization-defined frequency] and real-time scans of Vulnerability & Mechanisms exist to facilitate the
51-03 Malicious Code  (files fr_om_ external sources at [Selection (one or more): | ool lintersects With Patch Management | VPM-01 implementation and monitoring 5
Protection endpoint; network entry and exit points] as the files of vulnerability management
i Program (VPMP)
are downloaded, opened, or executed in accordance controls.
organization-defined frequency] and real-time scans of Malicious Code Mechanisms exist to utilize
¥ Malicious Code (files from external sources at [Selection (one or more): " . ! - _oa |[@ntimalware technologies to
Si-03 Protection endpoint; network entry and exit points] as the files Functional  Intersects With Prot;;?:,?gr(eﬁ;«ntl END-04 detect and eradicate malicious 5
are downloaded, opened, or executed in accordance code.
organization-defined frequency] and real-time scans of Heuristic / Mechanisms exist to utilize
51-03 Malicious Code (files frqm external sources at [Selection (one or more): | ¢ ool lintersects With Nonsignature-Based END- [heuristic / nonsignature-based 5
Protection endpoint; network entry and exit points] as the files D . 04.4 |antimalware detection
; etection Gl
are downloaded, opened, or executed in accordance capabilities.
e — TO MITIPTETTTETTCSTroTTy
. qrganlzatlon defined frequency] and ‘real time scans of Safeguarding Data cryptography and security
Malicious Code |files from external sources at [Selection (one or more): . .
SI-03 A hoty ; n " Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
Protection endpoint; network entry and exit points] as the files Networks sensitive/regulated data durin
are downloaded, opened, or executed in accordance 9 e Aman .,mm.g
organization-defined frequency] and real-time scans of Automatic /Automated mechanisms exist to
51-03 Mallclous‘Code files frpm external sources at [S_elec_tlon (one or r_nore): Functional |Intersects With Antimalware END- |update an_tlma_lware_ . 5
Protection endpoint; network entry and exit points] as the files . 04.1 |technologies, including signature
N Signature Updates N
are downloaded, opened, or executed in accordance definitions.
organization-defined frequency] and real-time scans of
¥ Malicious Code (files from external sources at [Selection (one or more): : y Input Data _1 g [Mechanisms exist to check the
Si-03 Protection endpoint; network entry and exit points] as the files Functional  Intersects With Validation TDA-18 \validity of information inputs. 5
are downloaded, opened, or executed in accordance
UEPTUY TTOTTIITOTTI Y UEVICES: I STrateyTeany WItTiTT Te
system to collect organization-determined essential . .
S1-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects with| ~ 'MPutData |1, ;g |Mechanisms exist to check the 5
Validation \validity of information inputs.
system to track speclﬁc types of transactlons of
RS RO R RS I ARRMGR ARG PR - -
system to collect organization-determined essential Centralized (SselcEL;g;tyolrnscigielgt; gnig;gg&a?:&
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With Collection of MON-02 to supbort the centralized ' 5
system to t*rfck specn"lc types of transactlons of Security Event Logs collection of security-related
O O ROTMITG R RN I A RRVGR AR IR RN T TTTTPTETITETTC STroTT
system to collect organization-determined essential Safeguarding Data cryptography and security
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With! Over Open NET-12 |protocols to safeguard 5
system to track specific types of transactions of Networks sensitive/regulated data during
HREBFGY idROMTERITRIRR I APR GRS TRt Rt iecl bl
system to collect organization-determined essential Continuous Mechanisms exist to facilitate the|
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With Monitorin MON-01|implementation of enterprise- 5
system to track specific types of transactions of 9 wide monitoring controls.
i ta th, izati Analuza dl o nt
— TETITATIISTITS EXTST T UTmZe &
Sfjfor&gtzrél?;gqlg ! Employ automated tools and mechanisms to support . Automated .TOOIS MON- Security Ingidgnt Event Manager
SI-04(02) N N . Functional Equal for Real-Time (SIEM), or similar automated tool, 10
and Mechanisms for|near real-time analysis of events. Analysis 01.2 to support near real-time
Real-time Analysis Y N pp A incid Jati
SYSTENT MOTITOTTIY [[aCUVITES Ur COTTUTtoTTS TOr MOUUTTU-a T UUToUTTTor . Froiwr
Inbound and communications traffic;b. Monitor inbound and IonE?bu;‘:ng‘ MON- gﬂztgmobgﬂxdrizm;rulr?il;gltjig?\s
S1-04(04) Outbound outbound communications traffic [Assignment: Functional Equal Communications 01.3 |traffic for unusual or 10
Comn;tm::atlons organization-defined If:'flr:]\.ll:er}cy} ‘fltir [Asslgnment Traffic unauthorized activities or
AreAYAStionfRfieccryaHizatiRHerHERATERLARENST 5 -
System Monitoring ||roles] when the following system-generated indications Mechanlsms exist to generate,
A . . . . System Generated | MON- |monitor, correlate and respond
SI1-04(05) System-generated |of compromise or potential compromise occur: Functional Equal Alerts 01.4 |to alerts from physical 10
Alerts {Aflggnme‘nt: organization-defined compromise cybersecurity, data protection
HFLEAES 'as ueeTmeuTreTESSaTY; T DTSSETITaTE
Security Alerts, |security alerts, advisories, and directives to: [Selection . .
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With I\I);)I\i‘l;aDtia;: TDA-18 \I\lflae”c[;?nlosfn?sfzi(ggtt%ﬁt;sctttshe 5
Directives personnel or roles]; [Assignment: organization-defined Yy puts.
aifceartsytisdhrermarizsinpt-Hssianmant VOTITETaOTITIES aTTa-EvoTvITyg
Security Alerts, |security alerts, advisories, and directives to: [Selection Threat Intelligence threats by leveraging the
SI-05 Advisories, and [(one or more): [Assignment: organization-defined Functional |Intersects With Feedsg THR-03 [knowledge of attacker tactics, 5
Directives personnel or roles] [Assignment: orgamzatlon -defined techniques and procedures to
AHReRaoE iz3tiRpL-Ibssiermimant iRty £
Security Alerts, |security alerts, advisories, and directives to: [Selection Safeguarding Data cryptography and security
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
Directives personnel or roles]; [A55|gnment organlzatlon -defined Networks sen5|t|ve/regulated data during
alrraansradthirdhgerearire i Agiensrant: [oanemincinn dua (FIM)“O;“S:;'T'“IW
Software, Firmware,[firmware, and information: [Assignment: organization- Endpoint File techgnolstl) ies, to detect and
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With|Integrity Monitoring| END-06 report ongunauthorized changes 5
Integrity Takf the followmg actions whfn unauthonzed changes (FIM) to selected files and
iR e SRS e oM NoRw iR, O TITIPTETTTETTT SOy
Software, Firmware,[firmware, and information: [Assignment: organization- Safeguarding Data cryptography and security
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
Integrity Take the following actions when unauthorized changes Networks sensitive/regulated data during
tRrrris i eaerdrReAS rreToRb R SoR e, waranan—auhl
Software, Firmware,|firmware, and information: [Assignment: organization- . .
N N " H 2 . : Input Data _1 o [Mechanisms exist to check the
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With! Validation TDA-18 validity of information inputs. 5

Integrity

'Take the following actions when unauthorized changes
len tha caft ] A i
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PR STRM STRM
FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control SCF # ControI(SDiZZ:ription Relationsh
Software, Firmware,|organization-defined software, firmware, and Mechanisms exist to validate
| and Information |information] [Selection (one or more): at startup; at : : END- |configurations through integrity
S-07(01) Integrity | Integrity [[Assignment: organization-defined transitional states Functional Equal Integrity Checks 06.1 |[checking of software and 10
Checks or security-relevant events]; [Assignment: firmware.
and Information |Incorporate the detection of the following unauthorized Mechanisms exist to detect and
51-07(07) Integrity | changes into the organizational incident response Functional Equal Endpoint Detection| END- [respond to unauthorized 10
Integration of  |capability: [Assignment: organization-defined security- a & Response (EDR) | 06.2 [configuration changes as
Detection and _|relevant changes to the system]. cybersecurity incidents.
entry and exit points to detect and act on unsolicited IplhEl;‘hITr;S ;yr;dts);a:nu;):c;tlgc:igr;w
SI-08 Spam Protection messages; andb. Update spam protection mechamsms Functional Equal Phishing &_Spam END-08 [technologies to detect and take 10
when new releases are available in accordance with Protection action on unsoI|C|ted messa es
organizational configuration management policy and e 9
tPRPRATERSEARG
Information Input Check the validity of the following information inputs: Safeguarding Data cryptography and security
SI-10 Validation P [Assignment: organization-defined information inputs Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
to the system]. Networks sen5|t|ve/regulated data during
sar anan nuhli
: Check the validity of the following information inputs: . .
Information Input N " P . . S . . Input Data 1 o [Mechanisms exist to check the
SI-10 Validation [Assignment: organization-defined information inputs Functional |Intersects With! Validation TDA-18 validity of information inputs. 5
to the system].
@ GETTerate erTorTT T PTOVIUE TITOTTTTEToTT (Z] GETTETaty ETTur TIESSayE:
necessary for corrective actions without revealing that provide information
SI-11 Error Handling  |information that could be exploited; andb. Reveal error| Functional Equal Error Handling TDA-19 |necessary for corrective actions 10
messages only to [Assignment: organization-defined without revealing sensitive or
PRIT8gE2 RF-Felaf HmormTaTTor Wi TTe Sy SteraTTa iRl B e an i
Information information output from the system in accordance with Media & Data media and data in accordance
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With! R N DCH-18 |with applicable statutory, 5
. etention
Retention regulatlons pollcles standards, guidelines and regulatory and contractual
R AN PO IS T raror Wit T sy sTerTTaTTT bliastia —
Information information output from the system in accordance with Personal Data (PD) I(\qjc;eatr;liin’l‘?sessxx:lzt;o[')ata (PD)
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With! Retention & PRI-05 including metadata, for an ' 5
Retention regulaqonsl,rpalllc_les, standards, guidelines and Disposal organization-defined time period
Implement the following controls to protect the system ?eeccur:_iatmssg}z eslasrtdtsotgnprlgtr:;nt
SI-16 Memory Protection |[memory from unauthorized code execution: Functional Equal Memory Protection | SEA-10 Y 9 P 10
N . P A system memory from
[Assignment: organization-defined controls]. . .
unauthorized code execution.
Implement the indicated fail-safe procedures when the . . .
SI-17 Fail-safe Procedures|Ndicated failures occur: [Assignment: organization- Functional Equal Fail Safe SEA- If\g(ielfshaafre"SToSc:él\ffet:vlvnr:zLegielgfe 10
defined list of failure conditions and associated fail- a 07.3 conditionps occur
safe procedures]. i}
TEgUTaTIOTTS, PUTICIES, STaTTaarys, ara guraenes,; amaz: — - - - -
Policy and Procedures to facilitate the implementation of the Jedrla‘)tdelzfrig‘elz‘?"it& gﬁ;?;:'s?osrsx;isatntgerz\“ew the
SR-01 Y supply chain risk management policy and the Functional Intersects With| P . Y1 Gov-03 urity, P 5
Procedures Compliance & Resilience Program (SCRP),
assoclated supply chain rlsk management controls b. Resili N H o
T esilience Program including policies, standards and
RS PORES ez P - —— - -
Policy and Procedures to facmtate the |mplementat|on of the Pu%gni'nl?aiizugty' rr;e:ilgiteaslnsa‘z(ggd(:;l?;:r::&ate
SR-01 Y supply chain risk management policy and the Functional |Intersects With Pl Gov-02 P ' 5
Procedures Resilience procedures necessary for secure,
associated supply chaln risk management controls b. Documentation compliant and resilient
RARARSAS ONERS SRRt AR BT iRRcAfRS Aaruz:
Policy and Procedures to facilitate the implementation of the Third-Part Mechanisms exist to facilitate the
SR-01 Y supply chain risk management policy and the Functional Subset Of Y TPM-01 [implementation of third-party 10
Procedures ! P . Management
associated supply chain risk management controls;b. management controls.
Noci LAcei. izatian dafiaad
TATRMTGSTSEhTs, 3SyRefT mpdifeit or 3y3tehT - -
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk h’::ﬁhf?)?'gr:s Tx'éthta?nd;i\;imp a
SR-02 Ma?\gyement Plan system components, or system services];b. Review Functional |Intersects With! Management RSK-09 I‘\)/Iana eme’r?'z (ySCRM) associated 5
9 and update the supply chaln rlsk management plan (SCRM) Plan With t?\e development
s Al fre 1
Fof6iRg Sy e iFsHan-CofrRAERR R S St — Mechanisms exist to:
. services: [Assignment: organization-defined systems, Supply Chain Risk PRGN
SR-02 Supply Chain Risk system components, or system services];b. Review Functional |Intersects With Management TPM-03 (1) Evaluate sfecurlty_rlsks and 5
Management Plan and update the supply chain risk management plan (SCRM) threats associated with
Frcei p PPl Aol £ 9 1 p [Technology Assets, Applications
Supply Chain Risk |consisting of [Assignment: organization-defined Supply Chain Risk Mechanisms exist to:
i Management Plan | [personnel, roles, and responsibilities] to lead and . . _03 |(1) Evaluate security risks and
SR-02(01) Establish SCRM |support the following SCRM activities: [Assignment: Functional  Intersects With Ma?sag:hm)ent TPM-03 threats associated with 5
Team organization-defined supply chain risk management [Technology Assets, Applications
PETSUTTITET], D CITTPTOY UTE TONUWIITY COTTITOTS t0-ProTett - -
Supply Chain against supply chain risks to the system, system Pri\c:jrs::s-ro TPM- m‘éf‘lz%rggrcf‘e:::]Setst:ezi?_ress
SR-03 Controls and component, or system service and to limit the harm or | Functional Equal Weak 03.3 |defici ies in th : £ th 10
Processes consequences from supply chain-related events: eaknesses or . eficiencies in the security of the
Y BRE ORGSR FAStrateghes Rt ftrace Deficiencies supply chain
EAHIRY B - - —
Acquisition tools, and procurement methods to protect against, Acquisition TPM- It\lla(ielf)?:gI:rcnsuiesﬂ?;r?stl::g!(geies
SR-05 Strategies, Tools, |identify, and mitigate supply chain risks: [Assignment: Functional |Intersects With| Strategies, Tools & 03.1 |contract to?)ls and procure;meﬁt 5
and Methods organlzatlon -defined acqulsmon ?trategles contract Methods methods for the purchase of
Acquisition Employ the followmg controls to ensure an adequate implement a spare parts strategy
. Strategies, Tools, |supply of [Assignment: organization-defined critical . TPM- |to ensure that an adequate
SR-05(01) and Methods | |system components]: [Assignment: organization- Functional Equal Adequate Supply 03.4 |supply of critical components is 10
Adequate Supply |defined controls]. available to meet operational
. Assess and review the supply chain-related risks [=gUTATTy TEVISW aITd 35
SR-06 Asseemminet and [associated with suppliers or contractors and the Functional [Intersects witn| REVIEW OF Third- |0 o X e e e icnen 5
Reviews system, system component, or system service they Party Services contractpual requirements for
provide [Assignment: organization-defined frequency]. vty h nd
involved in the supply chain for the system, system Security Mechanisms exist to compel
SR-08 Notification component, or system service for the [Selection (one Functional Equal Compromise TPM- |External Service Providers (ESPs) 10
Agreements or more): notification of supply chain compromises; 4 Notification 05.1 |to provide notification of actual
results of assessments or audits; [Assignment: Agreements or potential compromises in the
. [Selection (one or more): at random; at [Assignment: . authenticity by developing and
Inspection of AN ) > Product Tampering N ) _
R organization-defined frequency], upon [Assignment: : " P 44 [implementing Product Tampering
SR-10 csoﬁteggzr?{s organization-defined indications of need for Functional Intersects With| and Counterfeiting | TDA-11 and Counterfeiting (PTC) 5
P inspection]] to detect tampering: [Assignment: practices that include the means
Inspection of [Selection (one or more): at random; at [Assignment: Mechanisms exist to physically
R organization-defined frequency], upon [Assignment: : : Technology Asset | AST- |and logically inspect critical
SR-10 ngnsqtegser?{s organization-defined indications of need for Functional [Intersects With Inspections 15.1 [technology assets to detect 5
P inspection]] to detect tampering: [Assignment: evidence of tampering.
prevent counterfeit components from entering the . authenticity by developing and
Product Tampering
R Component system; andb. Report counterfeit system components N . T 14 [implementing Product Tampering
SR-11 Authenticity to [Selection (one or more): source of counterfeit Functional Intersects With| and Counterfeiting | TDA-11 and Counterfeiting (PTC) 5
§ € € ce ¢ A (PTC) - !
component; [Assignment: organization-defined practices that include the means
MTETTTATIISTITS EXTST TO TramT
Component Train [Assignment: organization-defined personnel or Anti-Counterfeit TDA- personnel to detect counterfeit
SR-11(01) Authenticity | Anti- |roles] to detect counterfeit system components Functional Equal Trainin 111 system components, including 10
counterfeit Training|(including hardware, software, and firmware). 9 . hardware, software and
e
— VT TCET T COTTY UTatoTT COTTrOT UVET UTE TOMoWITTy —— R TSTTSEXTSTToTTTaTTTTaTT
égg;ier\“ltg'{%r! system components awaiting service or repair and Copr:lf?”:fraalgon proper physical security and
SR-11(02) Congtlrol for serviced or repaired components awaiting return to Functional Equal Contrgl During MNT-07 |configuration control over 10
Component Service service: [Ass]lgnment: organization-defined system Maintenance tech_nologyr afs‘e_ts awaiting
Dispose of [Assignment: organization-defined data, Secure Disposal :' s‘tne)m: :(;mucor:'eun),t;héi:npulpu ©
Component documentation, tools, or system components] using . 5 Disp ! ystem compone 9.
SR-12 h N " A N . Functional |Intersects With| Destruction or Re- | AST-09 |organization-defined techniques 5
Disposal the following techniques and methods: [Assignment: Use of Equipment and methods to prevent
organization-defined techniques and methods]. quip N o Bl P
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