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FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control Relationsh
ecves, Tegurauorns, po P . reven n —
AC-01 Policy and facilitate the irnp\eilrj:;i:teast;ioa:g?.t:em;cecdeusrsezotr?tro\ Functional |Intersects With Pu%fr?:sl?aiiguélty' ;la”‘?itea;?:tggdda'f;s?:&ate 5 AC-01
Pracedures policy and the associated access controls;b. Designate D Reswllence_ procedures necessary for secure,
Py ot B o ER il b ocumentation compliant and resilient
eREOTTRP BT BRSSP EMRRAvES réghraeniipaitres; — - -
Policy and standards, and guidelines; and2. Procedures to LT;;:&'%?S:&";; I\Slleecc\ilr?trys?sn:;;isatntcoerzwew the
AC-01 Procedures facilitate the implementation of the access control Functional |Intersects With Compliance & '| GOV-03 Resi\ienée Program (SCRP) 5 AC-01
policy and the associated access controls;b. Designate Resili P N " o9 '
Y iontion doaBiaad cffcialLL esilience Program including policies, standards and
BREATHRP GRS PR GIES reghirribrETponties; Mechanisms exist to facilitate the|
standards, and guidelines; and2. Procedures to N N A N RN
AC-01 :r%hcim::s facilitate the implementation of the access control Functional Subset Of I\:Idair;tlteym&e:tc(clislvsl) IAC-01 ;mnglzzﬁceer;;agoar:‘;)féc:sgstﬁcatlon 10 AC-01
policy and the associated access controls;b. Designate 9 controls 9
Ipcc ization dafinad afficiall 3
Ao O deesurRE TR RDBRAHeco Rt RRsHatie s &ty = -
Account [Assignment: organization-defined personnel or roles] Termination of gdécer;asn;isn;tsstei:lzttti;ﬁvorﬁznu:::
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With| Employment IAC-07.2 Lpon terr?ﬂnation of emy o mené 5 AC-02
9 period] when accounts are no longer required;2. ploy ofcontract ploy
tREriecstntE AR NotH SRR aRa daftta MTECTTATITSTTTS EXTST TU PrUaTTIVETY
Account [Assignment: organization-defined personnel or roles] Account govern account management of
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With Management IAC-15 |individual, group, system, 5 AC-02
9 period] when accounts are no longer required;2. 9 service, application, guest and
testreeatnesanNaiiprdainftimapadatiaus =
[Assignment: organization-defined personnel or roles] . .
AC-02 M Account within:1. [Assignment: organization-defined time Functional |Intersects With Inpgt D;ta TDA-18 M‘-’Fh.a”'s”,‘s exist tp chECk the 5 AC-02
anagement period] when accounts are no longer required;2 Validation validity of information inputs.
tReri et AR NGt SR AR aRA St T TITIPTETITETTT STroTTy
Account [Assignment: organization-defined personnel or roles] Safeguarding Data cryptography and security
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With Over Open NET-12 |protocols to safeguard 5 AC-02
9 period] when accounts are no longer required;2. Networks sensitive/regulated data during
L i i i dafi d tima narindl whan icci, r anan nuhli
ccoTTTT - g
Management | |Support the management of system accounts using Autonz\actceottgélstem gljlm?:t&ineacnhaanelinn;tezlfSt to
AC-02(01) Automated System |[Assignment: organization-defined automated Functional |Intersects With| Management IAC-15.1 sygtpem accounts (ge g., directory 5
Account mechanisms]. (Directory Services) services).
- - " — AUTOTITATEU TITETTTaTTSTITS EXTSTTO
aconar | - amated  fimporary and amergancy sccount afier tesanment] rurcuonat | aual Temporary /| incns g |052DIE O remove temporary and|
Temporary and |organization-defined time period for each type of a Emergency : or angizat\();n-deﬁned time period
Emergency Account|account]. Accounts » g g " " P
Account defined time period] when the accounts:a. Have /Automated mechanisms exist to
g expired;b. Are no longer associated with a user or . Disable Inactive . disable inactive accounts after
AC-02(03) Dli\ggglaegicmcittnlts individual;c. Are in violation of organizational policy; Functional Equal Accounts IAC-15.3 an organization-defined time 10
ord. Have been inactive for [Assignment: organization- period.
Account audit account creation,
. Management | |Automatically audit account creation, modification, . Automated Audit . modification, enabling, disabling
AC-02(04) Automated Audit |enabling, disabling, and removal actions. Functional Equal Actions IAC-15.4 and removal actions and notify 10
Actions organization-defined personnel
UTUATTZatOT-UETIITE U tTTTE PeTToT
Account Require that users log out when [Assignment: of inactivity, or upon receiving a
AC-02(05) Management | |organization-defined time period of expected inactivity | Functional Equal Session Lock IAC-24 [request from a user and retain 10
nactivity Logout [or description of when to log out]. e session lock until the user
Inactivity L t d ipti f when to | t] th ion lock until the
Account s No applicable SCF
. Management | |Implement [Assignment: organization-defined dynamic : No control
AC-02(06) Dynamic Privilege [privilege management capabilities]. (UGG ETE] Relationship e UL WA v
Management
S — I —
scheme; an attribute-based access scheme];b. Monitor "
- byt privileged role or attribute assignments;c. Monitor unctiona qua g "
AC-02(07) Management | ivileged rol ttribut - f Monit Functional Equal Role-Based Access JAC-08 Role-Based Access Control 10
Privileged User changes to roles or attributes. andd. Revoke access Control (RBAC) (RBAC) for Technology Assets,
Accounts N ges oo ol etribat, Y /Applications, Services and/or
Account No applicable SCF
. Management | |Create, activate, manage, and deactivate [Assignment: q No control
AC-02(08) Dynamic Account |organization-defined system accounts] dynamically. Functional Relationship N/A N/A N/A o
Management
o Mechanisms exist to authorize
Management |  [Only permit the use of shared and group accounts that Restrictions on the use of shared/group accounts
AC-02(09) Restrictions on Use |meet [Assignment: organization-defined conditions for | Functional Equal Shared Groups / IAC-15.5 only under certaingorgapnization— 10
rof Shall\'ed and |establishing shared and group accounts]. Accounts defined conditions.
AC-02(10) Withdrawn Functional | ™ N/A N/A N/A 0 Withdrawn
Account Enforce [Assignment: organization-defined /Automated mechanisms exist to
AC-02(11) Management | |circumstances and/or usage conditions] for Functional Equal Usage Conditions | IAC-15.8 |enforce usage conditions for 10
Usage Conditions |[Assignment: organization-defined system accounts]. users and/or roles.
Account a. Monitor system accounts for [Assignment: Mechanisms exist to utilize User
g Management |  |organization-defined atypical usage]; andb. Report N Anomalous ~ & Entity Behavior Analytics
AC-02(12) Account Monitoring |atypical usage of system accounts to [Assignment: Functional Equal Behavior MON-16 (UEBA) and/or User Activity 10
for Atypical Usage |organization-defined personnel or roles]. Monitoring (UAM) solutions to
ACCOUTTT - - -
Management | Disable accounts of individuals within [Assignment: High-Risk Miizz:IZT;emxéiE:o ﬁ:(ipehd;itsekﬁhe
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional |Intersects With| Terr?\inations HRS-09.2 i‘;dividual's access %0 Tegchnolo 5
for High-risk [Assignment: organization-defined significant risks]. A N . 9y
Iondlisdicdual ssets, Applications, Services
ittt MTETITATITSTTTS EXTST TU-UTSanTe
Management | |Disable accounts of individuals within [Assignment: Account Disabling accounts immediately upon
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional |Intersects With for High Risk IAC-15.6 |notification for users posing a 5
for High-risk [Assignment: organization-defined significant risks]. Individuals significant risk to the
Individiial i i
Enforce approved authorizations for logical access to roeﬁr;:rfg:sixg;;g;n(gg
AC-03 |Access Enforcement|information and system resources in accordance with Functional |Intersects With|Access Enforcement| IAC-20 pe?missions that conform to the 5 AC-03
applicable access control policies. — i s M
principle of "least privilege.
TOTITTPTETITETTT STroTTy
Enforce approved authorizations for logical access to Safeguarding Data cryptography and security
AC-03 /Access Enforcement|information and system resources in accordance with Functional |Intersects With Over Open NET-12 |protocols to safeguard 5 AC-03
applicable access control policies. Networks sensitive/regulated data during
o L
Enforce approved authorizations for logical access to . .
AC-03 /Access Enforcement|information and system resources in accordance with | Functional |Intersects With I\r/‘plgé E:_ata TDA-18 Mel.c(;‘.tan'sf”.‘sfex'“ tt_o checktthe 5 AC-03
applicable access control policies. alidation validity of information inputs.
AC-03(01) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
- : Mechanisms exist to enforce a
Enforce dual authorization for [Assignment: . .
AC-03(02) Access Enfurcem_ent organization-defined privileged commands and/or Functional |Intersects With| Two-Person Rule | HRS-12.1 two-person rule .f‘?r implementing 5
| Dual Authorization other organization-defined actions] changes to sensitive Technology
9 | Assets, Applications and/or
Access Enforcement] Enforce dual authorization for [Assignment: Dual Authorization /Automated mechanisms exist to
AC-03(02) -~ _.|organization-defined privileged commands and/or Functional |Intersects With| for Privileged IAC-20.5 |enforce dual authorization for 5
| Dual Authorization
other organization-defined actions]. Commands privileged commands.
subjects or objects;2. Granting its privileges to other No applicable SCF
/Access Enforcement d . } "
. subjects;3. Changing one or more security attributes q No control
AC-03(03) I Mandcaotggo»lﬁccess (specified by the policy) on subjects, objects, the RUTEEETE] Relationship B2 B2 B v
system, or system components;4. Choosing the
been granted access to information can do one or No applicable SCF
/Access Enforcement] . : ;
A . more of the following:a. Pass the information to any . No control
AC-03(04) L(l?clzcs;egg:tarlgl other subjects or objects;b. Grant its privileges to other (AU e Relationship N2 B WA g
subjects;c. Change security attributes on subjects,
/Access Enforcement|Prevent access to [Assignment: organization-defined No El:ni'!)o;illcable g
AC-03(05) | Security-relevant [security-relevant information] except during secure, Functional Rk N/A N/A N/A 0
Information non-operable system states. P
AC-03(06) Withdrawn Functional o N/A N/A N/A 0 Withdrawn
Enforce a role-based access control policy over defined No applicable SCF
/Access Enforcement . .
g " subjects and objects and control access based upon q No control
AC-03(07) | Role gzzisoiflccess [Assignment: organization-defined roles and users AU Relationship B B B v
authorized to assume such roles].
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AC-03(08) Access subjects and objects based on [Assignment: Functional Equal Access IAC-20.6 |logical and physical access 10
Authorizations organization-defined rules governing the timing of Authorizations authorizations.
MerAtapTEiASSRIMERegRgs M storrueTmeT - -
ke Efrcementersm af it camoneh) proge sSent:
AC-03(09) | Controlled Release organ!zat@on-deﬁned controls]; andb. [Assignment: Functional Equal Controlled Release | DCH-03.3 protection attributes prior to 10
organlza_tlon—deﬁnfe:ihco_ntrolsl are used_ to valwdfte the releasing information to external
/Access Enforcement|Employ an audited override of automated access No applicable SCF
g | Audited Override |control mechanisms under [Assignment: organization- : No control
AC-03(10) of Access Control |defined conditions] by [Assignment: organization- Fume e Relationship N2 B WA g
Mechanisms defined roles].
/Access Enforcement] Sensitive / Mechanisms exist to configure
. | Restrict Access to [Restrict access to data repositories containing . _ [Technology Assets, Applications
AC-03(11) Specific Information|[Assignment: organization-defined information types]. Functional Equal Regulated Data CFG-08 and/or Services (TAAS) to restrict 10
Types Access Enforcement access to sensitive/regulated
TSTaMEToTT ProCESS, TTe attess TTeeuey totTe TOTo Wy R
IAccess Enforcement|system applications and functions: [Assignment: No zlé’nifothable SCh
AC-03(12) | Assert and Enforce|organization-defined system applications and Functional Relationshi N/A N/A N/A 0
Application Access [functions];b. Provide an enforcement mechanism to P
i - and
Enforce attribute-based access control policy over No applicable SCF
/Access Enforcement]| | . b B
. defined subjects and objects and control access based 3 No icontrol
AC-03(13) ‘:&Zg:?&ﬁfgd upon [Assignment: organization-defined attributes to Elnccopal Relationship B2 b2 bz 9
assume access permissions].
FTOVIUE [ASSIgITITENT OTgaTiZatoT=-uenTTes - -
h A Mechanisms exist to provide
/Access Enforcement mechanisms] to enable individuals to have access to . Data Subject authenticated data subjects the
AC-03(14) | Individual Access the following elements of their personally identifiable Functional Equal Empowerment PRI-06 abilty to: 10
|nformatl?n: [Assignment: organization-defined (1) Access their Personal Data
/Access Enforcementjmandatory access control policy] over the set of No applicable SCF
. | Discretionary and |covered subjects and objects specified in the policy; : No control
AC-03(15) Mandatory Access |andb. Enforce [Assignment: organization-defined e e Relationship N2 B A g
Control discretionary access control policy] over the set of
Enforce approved authorizations for controlling the Data Flow and govern Access Control Lists
Information Flow [flow of information within the system and between . Enforcement - (ACLs) to provide data flow
AC-04 Enforcement connected systems based on [Assignment: Functional Equal Access Control Lists NET-04 enforcement that explicitly 10
organization-defined information flow control policies]. (ACLs) restrict network traffic to only
Information Flow [privacy attributes] associated with [Assignment: i:fz‘::'rvvlgti‘:;r:”::;:cewaur;:i
. Enforcement | organization-defined information, source, and . Object Security s Mraany
AC-04(01) Object Security and |destination objects] to enforce [Assignment: Functional Equal Attributes NET-04.2 g::itnlgzt:z?o?r?'#aetcitcsntgce;?;rﬁfrol 10
Privacy Attributes |organization-defined information flow control policies] £ i i g
Information Flow |Use protected processing domains to enforce No El:n?foqllcable g
AC-04(02) Enforcement | [Assignment: organization-defined information flow Functional Relationshi N/A N/A N/A 0
Processing Domains|control policies] as a basis for flow control decisions. P
TOTTTEToTT T oW P
Enforcem_ent I Enforce [Assignment: organization-defined information q No ?gnifo'?“cable >
AC-04(03) Dynamic flow control policies]. Functional Relationship N/A N/A N/A 0
Information Flow .
mroTfrRRightTTow control mechanisms] by [Selection (one or more):
acosoa) | Contolof - |decrypting the information; blocking the flow of the | £unctonal | Equal | COMeNtCheck for | yer.oq 3 foncn tied ot rom bypassing | 10
Encrypted yp : N 9 P yP content-checking mechanisms.
N sessions attempting to pass encrypted information;
Information Flow . .
. . - y PR Mechanisms exist to enforce
AC-04(05) Enforcement | |Enforce [As_slgnment. organ!zatlon—deﬁned limitations] Functional Equal Embedded Data NET-04.4 [limitations on embedding data 10
Embedded Data |on embedding data types within other data types. Types -
Types within other data types.
Information Flow : : Mechanisms exist to enforce
Enforce information flow control based on " R ;
AC-04(06) Enforcement | . b Alatiativh Functional Equal Metadata NET-04.5 |information flow controls based 10
Metadata [Assignment: organization-defined metadatal. on metadata.
Information Flow No applicable SCF
Enforcement | One- |Enforce one-way information flows through hardware- 3 No control
AC-04(07) way Flow based flow control mechanisms. Einctopal Relationship b2 b2 W ©
Mechanisms
"E:‘fgll';:r‘:’:‘er:‘tjw as a basis for flow control decisions for [Assignment: evaluate access requests against
AC-04(08) Security and organization-defined information flows]; andb. Functional Equal Policy Decision NET-04.7 established criteria to 10
Fr\vacy\{’olicy [Selection (one or more): Block; Strip; Modify; a Point (PDP) " |dynamically and uniformly
cilt, Quarantine] data after a filter processing failure in enforce access rights and
Information Flow Enforce the use of human reviews for [Assignment: Mechanisms exist to enforce the
. organization-defined information flows] under the y - use of human reviews for Access
AC-04(09) Hir:;%rr?eRn;\?ineths following conditions: [Assignment: organization-defined| Functional Equal Human Reviews | NET-04.6 Control Lists (ACLs) and similar 10
conditions]. rulesets on a routine basis.
Enforcement | |enable and disable [Assignment: organization-defined No contfo?
AC-04(10) Enable and Disable [security or privacy policy filters] under the following Functional Relationshi N/A N/A N/A 0
Security or Privacy |conditions: [Assignment: organization-defined P
Bali i = ditiy
"E:}g:;m'e:t“'lw Prm;lide theAcapabiIity for privileged addrginiztrators to N No apqlicable SCF
- . configure [Assignment: organization-defined securit 3 o control
AC-04(11) Sgg[?gtgug?téoﬂnvgz or prglacy[pohcgy filters] togsupport different securityyor (UG Relationship B b B ©
Py I.y Cilt, Y privacy policies.
Information Flow \When transferring information between different utilize data type identifiers to
g security domains, use [Assignment: organization- : Data Type g \validate data essential for
AC-04(12) En_lforceeln;:rr:ttig‘gzta defined data type identifiers] to validate data essential Functional Equal Identifiers NET-04.8 information flow decisions when 10
yP for information flow decisions. transferring information between
OO oW [VVITETT UraTTSTET TG MO T 0T UETWEETT UTTETETTT UETUTPUSE TTOTMTatioTT o
Enforcement | |security domains, decompose information into Decomposition Into policy-relevant subcomponents
AC-04(13) Decomposition into |[[Assignment: organization-defined policy-relevant Functional Equal Policy-Related NET-04.9 [for submission to policy 10
Policy-relevant |subcomponents] for submission to policy enforcement Subcomponents enforcement mechanisms, when
<o 1o inn i ion b
THSTARRAPPRIF—RAEMAR RS ferrmymmormatoTT etweeuTTeTE T i
Enforcement | security domains, implement [Assignment: No Lﬂgnifoﬁllcable =g
AC-04(14) Security or Privacy |organization-defined security or privacy policy filters] Functional Relationshi N/A N/A N/A 0
Policy Filter requiring fully enumerated formats that restrict data P
c, i ek A cantant
TErRGTRHPFTow - A - - - T SETUTTTy PoTTCy TTTeT
security domains, examine the information for the .
Enforcement | f N ioationdafi Detection of requiring fully enumerated
AC-04(15) Detection of presence of [Asswgnme_nt. orgamzatl_on defined Functional Equal Unsanctioned NET-04.10 [formats that restrict data 10
Unsanctioned unsanctioned information] and prohibit the transfer of Information structure and content, when
+ such information in accordance with the [Assignment: ino i oo b
AC-04(16) Withdrawn Functional o N/A N/A A 0 Withdrawn
Information Flow [Uniquely identify and authenticate source and ::iLUlIJ'GI!TlEiEG;I:;FHZHIdI” hlbid
Enforcement | destination points by [Selection (one or more): . Cross Domain quely y
AC-04(17) Domain organization; system; application; service; individual] Functional Equal Authentication NET-04.12 auth_entl_cate source a|_1d : 10
Authentication  |for informatibn transf’er. ' ' destination points for information
AC-04(18) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
Information Flow [When transferring information between different /Automated mechanisms exist to
. Enforcement | security domains, implement [Assignment: " . - apply cybersecurity and/or data
AC-04(19) Validation of organization-defined security or privacy policy filters] Functional Equal Metadata Validation| NET-04.13 protection filters on metadata. 10
Metadata on metadata.
Information Flow Employ [Assignment: organization-defined solutions in presence of unsanctioned
g approved configurations] to control the flow of : : - information and prohibits the
AC-04(20) A E?;e;ijersﬂoelcttinlms [Assignment: organization-defined information] across Functional Equal Approved Solutions| NET-04.11 transfer of such information, 10
PP security domains. \when transferring information
"Ez'fgl',zg:;‘”e;'tulw Separate information flows logically or physically using Network Mechanisms exist to ensure
. " [Assignment: organization-defined mechanisms and/or " Segmentation g network architecture utilizes
AC-04(21) Phése'c::;t:;:%‘fcal techniques] to accomplish [Assignment: organization- Functional Equal (macrosegementati NET-06 network segmentation to isolate 10
P L defined required separations by types of information]. on) Technology Assets, Applications
TTOVIUE gTtESS TTOTIT & STgTE UevIce o COTMPUTTY No applicable SCF
Information Flow |platforms, applications, or data residing in multiple No e
AC-04(22) Enforcement | [different security domains, while preventing Functional Relationshi N/A N/A N/A 0
Access Only information flow between the different security P
THTOTTETTOTT FIOW ™ when transferring information between different No applicable SCF
AC-04(23) Eafgé‘icfengleorr;tj security domains, modify non-releasable information FumEiemel No N/A N/A N/A 0 control
Y by implementing [Assignment: organization-defined Relationship

releasable

modification action].
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No applicable SCF

Enforcement | |security domains, parse incoming data into an internal " No control
AC-04(24) Internal Normalized [normalized format and regenerate the data to be Elnccopal Relationship B2 b2 D ©
Format consistent with its intended specification.
CTUT Ty TUTTTaTS, SaTtZe Uata o TITZe TSeTeTtomT - o a
Information Flow |(one or more): delivery of malicious content, command Personal Data (PD) ?’{?C;:tgli?qrgseszclitafol)'ata (PD)
AC-04(25) Enforcement | Data|and control of malicious code, malicious code Functional Equal Retention & PRI-05 including metadata, for an 10
Sanitization augmentaftion, and steganograp‘hy encoded data; . Disposal organiz;;tion-deﬁnea time period
; : . : "
Information Flow [When transferring information between different No ’C‘:n?'?othable =g
AC-04(26) Enforcement | Audit|security domains, record and audit content filtering Functional Relationshi N/A N/A N/A 0
Filtering Actions |actions and results for the information being filtered. P
"g:‘fgll'z;:’:‘er:‘tjw \When transferring information between different No applicable SCF
. : security domains, implement content filtering solutions q No control
AC-04(27) Redduer:]ciaFri\Ittlleﬁidnepen that provide redundant and independent filtering Functional Relationship N/A N/A N/A o
hani 9 mechanisms for each data type.
Information Flow [When transferring information between different No applicable SCF
-~ Enforcement | security domains, implement a linear content filter q No control
AC-04(28) Linear Filter pipeline that is enforced with discretionary and AU | Relationship B b W v
Pipelines mandatory access controls.
Information Flow |security domains, employ content filter orchestration No applicable SCF
Enforcement | Filter|engines to ensure that:a. Content filtering mechanisms 3 No control
AC-04(29) Orchestration successfully complete execution without errors; andb. Elnccopal Relationship B2 b2 bz 9
Engines Content filtering actions occur in the correct order and
Information quw \When transferring information between different | ETelalliztalts SelF
Enforcement | Filter| . P A q No control
AC-04(30) Mechanisms Using securlty_domam;, |mplement content filtering Functional Relationship N/A N/A N/A 0
Multiple Processes mechanisms using multiple processes.
Inéggig;neﬂﬂw \When transferring information between different No ":‘:n?'?othable =g
AC-04(31) Failed Content security domains, prevent the transfer of failed content| Functional Relationshi N/A N/A N/A 0
:_[|to the receiving domain. P
Transfer Prevention
ECUTTCY UOUTTTamTS, TTePrUCESS UTat trarTsTer n
Enfg;:rensesnt I information between filter pipelines:a. Does not filter No Elgnifo;illcable g
AC-04(32) Requirements for message content;b. Validates filtering metadata;c. Functional Relationshi N/A N/A N/A 0
?nformation Ensures the content associated with the ﬁlterlng B
1all ndd
a. Identlfy and document [Asslgnment organlzatlon—
. Separation of defined duties of individuals requiring separation]; " . Input Data ~ Mechanisms exist to check the
AC-05 Duties andb. Define system access authorizations to support Functional Intersects With Validation TDA-18 validity of information inputs. 5
separation of duties.
a. Identify and document [Assignment: organization- Mechanisms exist to enforce a
Separation of  |defined duties of individuals requiring separation]; : «. | Dual Authorization two-person rule for implementing
AC-05 Duties andb. Define system access authorizations to support Functional [intersects With for Change CHG-04.3 changes to critical Technology 5
separation of duties. Assets, A| pl\catlons and/or
- - - —— TO TTTTPTETITETTT STr
Separation of |defined Guties of mdiduals requring seperationl, Safeguarding Data Cryptography and securty
AC-05 Duties andb. Define system access authorizations to Supbol’t Functional |Intersects With Over Open NET-12 prutqc_o\s to safeguard . 5
separation of duties. Networks sensitive/regulated data du:llr)g
B ) s. Iﬁder:;igy and dfocudmegt [IAssignment: organizati]on- B ; 'a:;rlw:giln't;mcsé;;aLr\;é;g:Io;ICHL
. eparation of efined duties of individuals requiring separation]; . . eparation of . .
AC-05 Duties andb. Define system access authorizations to support Functional  lintersects With Duties (SoD) HRS-11 agt\esro(S::IaDt)etgc;;ll'a\;erxlfﬁgiptlal 5
separation of duties. Pp 4 Yy
Employ the principle of least privilege, allowing‘only ;ﬁg;ﬁ:é kt’)‘nl\;ua;tpl;t;r\"z:e%:éccess
AC-06 Least Privilege guthorlzed accesses for users {or processes ac_tlng on Functional |Intersects With| Least Privilege IAC-21 |to processes necessary to 5
ehalf of users) that are necessary to accomplish accomplish ass| ned tasks in
assigned organizational tasks. ne - hg
Employ the principle of least privilege, allowing only Mechanlsms exlst to enforce
. - authorized accesses for users (or processes acting on . y . Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional Intersects With\Access Enforcement|  IAC-20 permissions that conform to the 5
assigned organizational tasks. principle of "least privilege."
RUTITOTTZE- atTESS TUT [ASSTYMITIETTT UrgarZatoT=-ueTTen
Least Privilege | |individuals or roles] to:a. [Assignment: organization- Authorize Access to Mechanisms exist to limit access
AC-06(01) Authorize Access to|defined security functions (deployed in hardware, Functional Equal Security Functions IAC-21.1 [to security functions to explicitly- 10
Security Functions suftware and ﬁrmware)] andb [Asslgnment Yy authorized privileged users.
TEasT PTIVITEYE | REGHIEHRR-09ERAGrS3R e -FelourRE e reesiwaT TVTECTTATTISITTS EXTST U PTroTIoTT
Non-privileged  |access to [Assignment: organization-defined security Non-Privileged privileged users from using
AC-06(02) Access for functions or security-relevant information] use non- Functional Equal Access for Non- IAC-21.2 |privileged accounts, while 10
Nonsecurlty prlwleged accounts or roles, when accessing Security Functions performing non-security
£1inct
ROBTERZE RGOS cesstoTRSSTYTMTTETT: A - -
Nléi\?vitrlzll\\/clleezi lo organization-defined privileged commands] only for Network Access to t’leemczta:'ascngz:sxézt tgr?;rt;onze
AC-06(03) Privileged [Assignment: organization-defined compelling Functional Equal Privileged IAC-21.6 rivileged commaﬁds on critical 10
fo 9 operational needs] and document the rationale for Commands P 9 P
ommands N ioth b o for th b [Technology Assets, Applications
L No applicable SCF
Least Privilege | . . . )
g Provide separate processing domains to enable finer- 4 No control
AC-06(04) Procegsigzrgt:mains grained allocation of user privileges. Functional Relationship IN/AY /A N/A 0
Management Mechanisms exist to restrict the
-~ Least Privilege | |Restrict privileged accounts on the system to : X assignment of privileged
AC-06(05) Privileged Accounts|[Assignment: organization-defined personnel or roles]. Functional Equal Privﬁzp;?jvzlcic:g;nts IAC-21.3 accounts to management- 10
9 approved personnel and/or roles.
TEaSTTTIVITege Privileged Access i i ibi
Privileged Access . - Mechanisms exist to prohibit
g - Prohibit privileged access to the system by non- . by Non- g " ~
AC-06(06) by_Nor_1 organizational users. Functional Equal Organizational IAC-05.2 prmle_ged access by non: 10
organlzatlonal Users urganlzat\onal users.
1
. frequency] the privileges assigned to [Assignment: [EVIEW TITE PTVITEYES dssTyTTed to
AC-06(07) Review of oer~[organization-defined roles or classes of users] to Functional Equal | Periodic Reviewof |,y o e e | 10
Privileges 'validate the need for such privileges; andb. Reassign a Account Privileges rivileges and reassign or
9 or remove privileges, if necessary, to correctly reflect P 9 an | "
L " N /Automated mechanisms exist to
ge_ast Privilege | P_revent t_he_ following software from exec_utmg at . Privilege Levels for prevent applications from
AC-06(08) Privilege Levels for |higher privilege levels than users executing the Functional Equal Code Execution IAC-21.7 executing at higher privilege 10
Code Execution |software: [Assignment: organization-defined software]. levels thgn theguser'z privi?eges
Least Privilege | Log . . .
Y . o . . Auditing Use of Mechanisms exist to audit the
AC-06(09) UseF?anlz?i\élrl]esged Log the execution of privileged functions. Functional Equal Privileged Functions IAC-21.4 execution of privileged functions. 10
L:P:O;‘;Ei‘t ',\'“;?1: T Prohibit Non- non-privileged users from
. : Prevent non-privileged users from executing privileged . Privileged Users X executing privileged functions to
AC-06(10) ‘;;l}vr:,‘]egf:cgtsiirs functions. Functional Equal from Executing IAC-21.5 include disabling, circumventing 10
il e '9 Privileged Functions| or altering implemented security
lock the account or node for an [Assignment: attempts by a user during an
g Unsuccessful Logon [organization-defined time period]; lock the account or : ~ organization-defined time period g
AC-07 Attempts node until released by an administrator; delay next Functional Equal Account Lockout 1AC-22 and automatically locks the 10 AC-07
logon prompt per [Assignment: organization-defined account when the maximum
AC-07(01) Withdrawn Functional W N/A N/A N/A 0 Withdrawn
organization-defined mobile devices] based on . .
Unsuccessful Logon . § i atinn_defi : i Mechanisms exist to remotely
AC-07(02) Attempts | Purge or [Assl_gnmen:, orgda?lzahtlc_)n dEﬁ"?td phxgn_'lg or W'g'ng Functional Equal Remote Purging MDM-05 [purge selected information from 10
Wipe Mobile Device requirements and tec niques] after [Assignment: mobile devices.
organization-defined number] consecutive,
Unsuﬁaﬁf\;ﬂ"r@m Limit the number of unsuccessful biometric logon No Elgnifoqllcable g
AC-07(03) Biometric Attempt attempts to [Assignment: organization-defined Functional Relationship N/A N/A N/A 0
Limiting numberl.
UTTSUCCESSTUT CUYUTTpTITITaTy Ut TeiTatoTT TatroTS aTter TTe TTurToeT—oT i
Attempts | Use of |organization-defined consecutive invalid logon No ’C\‘:n?fo‘?“cable SCF
AC-07(04) Alternate attempts have been exceeded; andb. Enforce a limit of | Functional Relationshi N/A N/A N/A 0
Authentication [Asslgnment organlzatlon -defined number] P
Eact,
e g 070 ystem Use Baners Tt Ay an pproved
AC-08 i}ﬁf:?ﬁggs recording;b. Retain the notification message or banner | Functional Equal Notification (Logon | SEA-18 ?rlst:t:m\:figf%?:;gsgr'l-geascSSegses 10 AC-08
Banner)

on the screen until users acknowledge the usage
it A tal licit actione ta L +

to Technology Assets,
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Previous Logon

Secure Controls Framework
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transmit sensltlve/regulated data

of

Relationsh

version 2025.4_x000a_03/27/2026

AC-09 Notification of the date and time of the last logon. Functional Equal Notification SEA-19 lto notify the user, upon 0
successful logon, of the number
f unc
Prew_o_us ITogon Notify the user, upon successful logon, of the number o erelailiztalts SelF
Notification | : No control
AC-09(01) of unsuccessful logon attempts since the last Functional 3 i N/A N/A N/A 0
Unsuccessful Relationship
L successful logon.
ogons
TIEVIOUS COYOUTT N otify the user, upon successful logon, of the number No applicable SCF
AC-09(02) S’L\chjéleﬁscsafﬂlogrjd of [Selection (one): successful logons; unsuccessful Functional No N/A N/A N/A 0 control
Unsuccessful logon attempts; both] during [Assignment: Relationship
N organization-defined time period].
Previous Logon  |Notify the user, upon successful logon, of changes to No applicable SCF
. Notification | [Assignment: organization-defined security-related q No control
AC-09(03) Notification of  |characteristics or parameters of the user’s account] Functional Relationship N/A N/A N/A o
Account Changes |during [Assignment: organization-defined time period].
P'l‘\f(;ltli%lézt%ggcin Notify the user, upon successful logon, of the following No El;nifothable SCh
AC-09(04) Additional Logon additional information: [Assignment: organization- Functional Relationship N/A N/A N/A 0
Information defined additional information].
Limit the number of concurrent sessions for each . : .
. Ny e N : Mechanisms exist to limit the
Concurrent Session |[Assignment: organization-defined account and/or : Concurrent Session .
AC-10 Control account type] to [Assignment: organization-defined Functional Equal Control IAC-23  [number of concurrent sessions 0
number] for each system account.
[Assignment: organization-defined time period] of ;'fyi:'a'étia\/ti‘:”-::(lulz: :g'cl;i\t)i?w:
AC-11 Device Lock inactivity; requiring the user to initiate a device lock Functional |Intersects With Session Lock IAC-24 |request fro);’n a user and retai?\ 5
before leaving the system unattended]; andb. Retain the session lock until the user
the device lock until the user reestablishes access
eSS PR eXSERs e T
Device Lock | . . . . . pattern-hiding displays to
AC-11(01) Pattern-hiding \(/:i(;intflzar!'nvtlﬁeﬂ:j?sdleavw\:/ilt?\c; IEL‘?i‘;ﬁ'lna\t)i(;'\lvngglit)ngglye Functional Equal Patgei;nlba-hfilng IAC-24.1 |conceal information previously 10
Displays play P Y ge. play: visible on the display during the
/Automatically terminate a user session after l:egtvzglt'kuzﬁrdsfc?l?:lequ\(zctz”gegglg:i
AC-12 Session Termination|[Assignment: organization-defined conditions or trigger| Functional Equal Session Termination| 1AC-25 at the end of the session or after' 10
events requiring session disconnect]. an organization-defined period of
- R — MTECTTATITSTITS EXTST TU proviae &
Sesson T oo Dy Lo TRt o oot Cpapity and Gy n
AC-12(01) T?;irg;;r;:goLréééthesr- Used to gain access to [Assignment: organization- Functional Equal Logoté;sséll\a/lfsssage IAC-25.1 ﬁ'lxdpigglttirggt%uetrrglieasts)laege to users 10
defined information resources]. Doyl Y N
Tersnfweisns;?ir;n | Display an explicit logout message to users indicating No El:n?foqllcable g
AC-12(02) Termination g;istiil;]n;matlon of authenticated communications Functional Relationship N/A N/A N/A 0
Message 3
Tersr:isrifirc‘m | Display an explicit message to users indicating that the| No Elgni:)oﬁllcable a0
AC-12(03) . . session will end in [Assignment: organization-defined Functional ) " N/A N/A N/A 0
Timeout Warning | A > Relationship
time until end of session].
Message
AC-13 Withdrawn Functional i N/A N/A N/A 0 Withdrawn
- - ECUOTTST TTa CaTT UE PETTOTTITE T UTT TTe- Sy STETTT WITITouT - - -
Perm‘\,tlti:goﬁitlons identification or authentication consistent with Perm\ﬁif:oﬁitmns E:t?gn";ﬁ:tf;rips:gﬁpg?sl% actions
AC-14 Identification or OD?Caur:_'nZ::tO:gL ml‘,ii'ﬁjr;asﬂd b:rstmesfaftl:g:;:gr:i tahnedb Functional Equal Identification or IAC-26 that can be performed on a 10 AC-14
Authentication it olan £ pm pp 9 Authorization system without identification or
AC-14(01) Withdrawn Functional | ™ N/A N/A N/A 0 Withdrawn
AC-15 Withdrawn Functional | "o s N/A N/A 0 Withdrawn
PETTIITE U SETUTTTy amTa- Privacy et TouTes TroTT OTe TECTTATITSTITS EXTST o DO
Security and attributes defined in AC-16a for [Assignment: Cybersecurity & cybersecurity and data
AC-16 Privac At\{ributes organization-defined systems]: [Assignment Functional Equal Data Protection DCH-05 [protection attributes to 10
Y orgamzatlon -defined secunty and privacy attributes];d. Attributes information as it is stored,
th, theibuita Al i "
Security and W|th [Assignment: organization-defined subjects and PrOTECLIOI artiTouteS Wit
. A . N individuals and objects as
AC-16(01) Privacy _Attrlbgtes | ob_JectS] in _a;corda_nce W|th_the_foIIOW|ng security and Functional Equal Dynamic _At'_:nbute DCH-05.1 |information is created, 10
Dynamic Attribute |privacy policies as information is created and Association comblned or transformed in
Association combined: [Assignment: organization-defined security ith,
- - - AEEAGTRRE M aEaRA (BT
Prm?fi)éli:r{/t;ﬂis I Provide authorized individuals (or processes acting on Atér;l;:ltee;l‘aalue processes acting on behalf of
AC-16(02) Changes b behalf of individuals) the capability to define or change| Functional Equal Authgr\zedy DCH-05.2 (individuals) the capability to 10
Authgrizedy the value of associated security and privacy attributes. Individuals define or change the value ?f
. . o
- - - — - - - - - RREQRRShS Bastr6iaatt
P Maintanance of | [organizatios defined securty and privacy sifiute] to M e the association and integrity of
AC-16(03) Attribute [Assignment: organization-defined subjects and Functional Equal Associations By DCH-05.3 c{ggsﬁ;ﬁ";{:g&g:iz 10
Associations by |objects]. System P Abictianl bt
- - FTUVIOE UTe CapauTy TU aSSUCTate [ASSTgTITITETTT — -
Privacy Attl:lbutes ‘ organization-defined security and privacy attributes] Assqqanon of cybersgcunty ;nd data_
Association of ; H " : . Attributes By protection attributes with
AC-16(04) Attributes by with [Assignment: organization-defined subjects and Functional Equal Authorized DCH-05.4 individuals and objects by 10
Authorized obj’e‘cths]I?yFauahorr:zeci individuals (or processes acting Individuals authorized individuals (or
Securty amo——(Reatabriiehrdifddelfborect rmat aresyster -
Privacy Attributes | [transmits to output devices to identify [Assignment: Attribute Displays Eﬁ:s?Es;i?g?;igrﬂi??;t
AC-16(05) Attribute Displays |organization-defined special dissemination, handling, Functional Equal for Output De’z/ici:s DCH-05.5 output deiices to identify special 10
on Objects to Be |or distribution instructions] using [Assignment: P di put devi ntify sp
A iomtion dafimad b issemination, handling or
SeCtRHmma iz > - 2blo - - —
: . association of [Assignment: organization-defined maintain the association of
Privacy Attributes | N : . . h . Data Subject :
AC-16(06) Maintenance of securl_ty ?nd Er';ac)é att;l_butes] v‘vjlthb[Astslgnment. Functional Equal Attribute DCH-05.6 cybtersté_zcurltt); ggdtdata_th 10
Attribute organization-defined subjects and objects]in Associations protection attributes wi
bl accordance with [Assignment: organization-defined individuals and objects in
Security and . . . . N agreed upon interpretation of
ac-16(07) | Privacy Attributes | o0 2 e e o clamuted Functional Equal  |ConsistentAttributel ey, o5 4 Cybersecurity and data 10
Consistent Attributeg sten¥ Components a Interpretation " |protection attributes employed in
Interpretation Y P . access enforcement and flow
SecurTty aTTa - -
Privacy Attributes | Implement [Assignment: organization-defined Identity Association ?ebc:;gz?:ii eglns; tdoataassoc‘ate
AC-16(08) Association techniques and technologies] in associating security Functional Equal Techniques & DCH-05.8 \'I{Dtection at{ributes to 10
Technlques and and privacy attributes to information. Technologies P .
" information.
Prlvacy Attrlbutes | |Change security and privacy attributes associated with Mechanisms exist to reclassify
~ Attribute information only via regrading mechanisms validated . Attribute - data as required, due to
AC-16(09) Reassignment — |using [Assignment: organization-defined techniques or Functional Equal Reassignment DCH-05.9 changing business/technical 10
Regrading procedures]. requirements.
Privacy Attributes | |Provide authorized individuals the capability to define Attribute capability to define or change
~ Attribute or change the type and value of security and privacy . Configuration By - the type and value of
AC-16(10) Configuration by |attributes available for association with subjects and Functional Equal Authorized DCH-05.10 cybersecurity and data 10
Authorized objects. Individuals protection attributes available for]|
configuration/connection requirements, and Mechanisms exist to define,
~ implementation guidance for each type of remote . " -~ control and review organization- ~
AC-17 Remote Access | cess allowed; andb. Authorize each type of remote Functional  lintersects With) - Remote Access NET-14 approved, secure remote access 5 AC-17
access to the system prior to allowing such methods.
Remote Access | : " Automated /Automated mechanisms exist to
AC-17(01) Monitoring and S::&Ig aaéjgg;nsar;eedmrggghanlsms to monitor and control Functional Equal Monitoring & NET-14.1 |monitor and control remote 10
Control . Control access sessions.
“T,'I',:)”t:d’i‘;;“cf T Protection of Cryptographic mechanisms exist
~ . P Implement cryptographic mechanisms to protect the : Confidentiality / g to protect the confidentiality and
AC-17(02) Cﬂ:?:e:f'aﬂgna"d confidentiality and integrity of remote access sessions. Functional Equal Integrity Using NET-14.2 integrity of remote access 10
grity Using Encryption sessions (e.g., VPN).
Mechanisms exist to route all
Remote Access | .
~ Route remote accesses through authorized and . Managed Access . remote accesses through
AC-17(03) Mggsg_i?;ﬁ;?:s managed network access control points. Functional Equal Control Points NET-14.3 managed network access control 10
@CCESS (U SETUTTTY=-TETEVaTTt MTOTTTatoTT Vg TETTTUTE points (.9, VPN concentrator).
Rerggsleilé\gc;:ss ‘ access only in a format that provides assessable Re(r;r:)cirt]i;r;\g;eged S;;cnigﬁzsogrr\)g\glcecgeig to
AC-17(04) Commands and E:lienlrzc:t;?\ddggrszs ;‘2fdv;']nga:§§dso[cﬁsr§'eg:trtﬁgt Functional Equal Sensitive Data NET-14.4 security-relevant information via 10
Access 9 e T Access remote access only for
AC-17(05) Withdrawn Functional | ™ N/A N/A N/A 0 Withdrawn
Remote Access | Mechanisms exist to define,
Protection of Protect information about remote access mechanisms . . control and review organization-
AC-17(06) Mechanism from unauthorized use and disclosure. Functional |intersects With{ Remote Access NET-14 approved, secure remote access 5
Information methods.
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FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control ControI(IS)iZ::ription Relationsh
AC-17(07) Withdrawn Functional = S N/A N/A N/A 0 Withdrawn
AC-17(08) Withdrawn Functional | ;.\ N/A N/A N/A 0 Withdrawn
Remote Access | [Provide the capability to disconnect or disable remote Expeditious ?aecah;ﬂf":; Z:'Set;i‘;ig[g‘l”de the
AC-17(09) Disconnect or  |access to the system within [Assignment: organization-| Functional Equal Disconnect / NET-14.8 dise:onne{t or dipsable a u)s/er's 10 AC-17(09)
Disable Access |defined time period]. Disable Capability .
remote access session.
Remote Access | |Implement [Assignment: organization-defined No g:nifoﬁhcable g
AC-17(10) Authenticate mechanisms] to authenticate [Assignment: Functional Relationshi N/A N/A N/A 0
Remote Commands [organization-defined remote commands]. P
e CSTEDTTSIT COTTTYUT atroTT TEqUTTETITETTTS, COTTTETToTT - -
requirements, and implementation guidance for each Wireless giii?g:?iﬁz:zi;ofsgggglnd
AC-18 Wireless Access [type of wireless access; andb. Authorize each type of Functional |Intersects With > NET-15 - " " 5 AC-18
wireless access to the system prior to allowing such Networking ;ncocré::r for unauthorized wireless|
SRR ERSIRFrormguTaToTT TeqUTTETTTE TS, CoTTTETTIOT - -
requirements, and implementation guidance for each Wireless Access ?oicf?daenrﬁirglsxtexal?\iit%?emf'iidotPe
AC-18 Wireless Access  |type of wireless access; andb. Authorize each type of Functional |Intersects With| Authentication & CRY-07 irel Y i %1 yl 5 AC-18
wireless access to the system prior to allowing such Encryption wireless networking technologies
by implementing authentication
: . " Mechanisms exist to secure Wi-Fi
ereles_s At_:cess | |Protect vare_less access tp the system uslng : ) Authentication & (e.g., IEEE 802.11) and prevent
AC-18(01) Authentlcatl_on and authentlcatlon of [Se\_ectlon (one or more): users; Functional Equal Encryption NET-15.1 unauthorized access by: 10
Encryption devices] and encryption. (1) Authenticating devices trying
AC-18(02) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
Wireless Access | [Disable, when not intended for use, wireless Disable Wireless lcjg":;ﬁistis:grg'{jre:?n::::’;"—k'ng
AC-18(03) Disable Wireless [networking capabilities embedded within system Functional Equal Networking NET-15.2 en’?bedded within system Yy 10
Networking components prior to issuance and deployment. components prior to issuance to
- MTETTTATITSTTTS EXTST T TOeTTOTy aTTer
erelszzti\éiess I Identify and explicitly authorize users allowed to Restrict explicitly authorize users who are|
AC-18(04) Configurations by independently configure wireless networking Functional Equal Configuration By | NET-15.3 [allowed to independently 10
gUsers Yy capabilities. Users configure wireless networking
Wireless Access | [Select radio antennas and calibrate transmission Mechanisms exist to confine
~ Antennas and  [power levels to reduce the probability that signals from . . wireless communications to
AC-18(05) ‘Transmission Power|wireless access points can be received outside of Functional Equal Wireless Boundaries) NET-15.4 organization-controlled 10
Levels organization-controlled boundaries. boundaries.
requirements, and implementation guidance for Mechanisms exist to enforce
Access Control for |organization-controlled mobile devices, to include . Access Control For access control requirements for
AC-19 Mobile Devices |when such devices are outside of controlled areas; Functional Equal Mobile Devices MDM-02 the connection of mobile devices 10 AC-19
andb. Authorize the connection of mobile devices to to organizational Technology
AC-19(01) Withdrawn Functional | 5.~ N/A N/A N/A 0 Withdrawn
AC-19(02) Withdrawn Functional | o, N/A N/A N/A 0 Withdrawn
AC-19(03) Withdrawn Functional | ;. N/A N/A N/A 0 Withdrawn
FLTEsS CUTHOT T Tprohibited; 2. Connection of unclassified mobile devices No applicable SCF
Mobllg D_ewces | to unclassified systems requires approval from the No icontrol
AC-19(04) Rescﬁgzg%rézfor authorizing official;3. Use of internal or external A ) Relationship N2 B WA g
: modems or wireless interfaces within the unclassified
"Mobile Devices | |LPIOY [Selection: full-device encryption; container. Full Device & o protect the confidentiaity and
AC-19(05) Full Device or _based_enc;ypgon] t9 protec;th_e conﬁd?ntlallt)_/ an_d Functional Equal Container-Based MDM-03 [integrity of information on mobile| 10
Container-based integrity of information on [Assignment: organization- Encryption devices through full-device or
; defined mobile devices]. N "
the trust relationships established with other Use of External Mechanisms exist to govern how
. Use of External |organizations owning, operating, and/or maintaining " Technology Assets, R external parties, including .
AC-20 Systems external systems, allowing authorized individuals to:1. Functional Equal Applications and/or DCH-13 [Technology Assets, Applications 10 AC-20
/Access the system from external systems; and2. Services (TAAS) and/or Services (TAAS), are used
TSI UTGAMZaUOTT-CU MOy MTOT T atroTT OrTTy Mechanisms exist to prohibit
Use of Ex?ervnal after:a. Verification of the \mplevr.nen‘tatlon of controls ) Limits of Authorized external parties, including
AC-20(01) Systems | Limits on|on the external system as specified in the Functional Equal u DCH-13.1 I 10
PR : n e se Technology Assets, Applications
Authorized Use |organization’s security and privacy policies and and/or Services (TAAS), from
ity and el lanc: ark D inn of B
Use of External [Restrict the use of organization-controlled portable Mechanisms exist to restrict or
. Systems | Portable |storage devices by authorized individuals on external . . Portable Storage ~ prohibit the use of portable
AC-20(02) Storage Devices — [systems using [Assignment: organization-defined Functional _|intersects With Devices DCH-13.2 storage devices by users on 5
Restricted Use |restrictions]. external systems.
Sy:t;:'ncs |L7“Ig:1 Restrict the use of non-organizationally owned systems Organizationally Mechanisms exist to restrict the
. P or system components to process, store, or transmit . Owned Technology R use of non-organizationally
AC-20(03) Os;gsglgatsg::!y_ organizational information using [Assignment: Functional Equal Assets, Applications DCH-13.4 owned Technology Assets, 10
o Y L organization-defined restrictions]. and/or Services /Applications and/or Services
GestsiEReetrar =
Systems | Network [Prohibit the use of [Assignment: organization-defined No El:n?fo;illcable g
AC-20(04) Accessible Storage |network accessible storage devices] in external Functional Relationshi N/A N/A N/A 0
Devices — systems. P
ihis Ll
Systems | Portable [TONIIE the use of organization-contralied portable Portable Storage bronibit the use of portable.
AC-20(05) Storage Devices — z;t;n;zt_;;dewces by authorized individuals on external Functional Equal Devices DCH-13.2 storage devices by users on 10
Prohibited Use | external systems.
T TTE OO areCeS-arTa Tse Tes oo ToT FerSomaT Date (T 7 to-tTTo
[Assignment: organization-defined information sharing Information Sharin parties only for the purposes
AC-21 Information Sharing|circumstances where user discretion is required]; Functional |Intersects With| With Third Partiesg PRI-07 |identified in the data privacy 5
andb. Employ [Assignment: organization-defined notice and with the implicit or
SRR RATROA RIS ateessdnhriser et fitifms 1ot Pelidhfans i adniea
[Assignment: organization-defined information sharing process to assist users in making
AC-21 Information Sharing|circumstances where user discretion is required]; Functional |Intersects With|Information Sharing| DCH-14 [information sharing decisions to 5
andb. Employ [Assignment: organization-defined ensure data is appropriately
A | H 1 1 133 =
EHIPRP RS RARPRNE BrRmRantR RERfetraatdAratsts A
Information Sharing/mechanisms] to enforce information-sharing decisions No L\lgnifoﬁllcable =g
AC-21(01) | Automated by authorized users based on access authorizations of | Functional Relationshi N/A N/A N/A 0
Decision Support [sharing partners and access restrictions on information P
i ha charad
Information Sharing . . . . Mechanisms exist to ensure
| Information implement |nf0rmat|on sgarch aF‘d rgtrleva_l services . Information Search [Technology Assets, Applications
AC-21(02) Search and that enforce [Assignment: organization-defined Functional Equal & Retrieval DCH-14.1 and/or Services (TAAS) 10
Retrieval information sharing restrictions]. implement data search and
TTOTTTTETOT UUEs T COTTTaT T TTOTTPUDTTC TTOTITaroTT, T
: " Review the proposed content of information prior to . . .
AC-22 PUb“Cgér/;\tcecnetSS'ble posting onto the publicly accessible system to ensure Functional Equal Publu:(lg(/):tcecnetsswble DCH-15 Mue&?;n:?:e::;;\tetg;r?tr;:? 10 AC-22
that nonpublic information is not included; andd. P Y "
DAvinw th tant an tha auhlicl i &
Employ [Assignment: organization-defined data mining Mechanisms exist to protect data
. Data Mining prevention and detection techniques] for [Assignment: : " Data Mining R storage objects against
AC-23 Protection organization-defined data storage objects] to detect Functional [intersects With Protection DCH-16 unauthorized data mining and 5
and protect against unauthorized data mining. data harvesting techniques.
Employ [Assignment: organization-defined data mining Usage Restrictions Mechanisms exist to restrict
scas | Gpialning |reverion o dtecten echiaves) o [SSBMENC | Funconl erects i o prsral Gt | paros.4 SOl eceig pocssine | g
and protect against unauthorized data mining. and/or updating Personal Data
[SETETUUTT (UTTe UT TTTOTET. TSTapTTSTT PTUCEUUTES; Management TMTETTTATTISTITS EXTST LU ETTSuTe
Access Control Implement mechanisms] to ensure [Assignment: Approval For New management approvals are
AC-24 Decisions organization-defined access control decisions] are Functional |Intersects With| p%r Changed IAC-28.1 [required for new accounts or 5
applied to each access request prior to access Accuungts changes in permissions to
o, .
Access comror—(PREASTAC fRSSTgTITTE T UrgaTTZaToTUeTTTe T AT A
Decisions | authorization information] using [Assignment: No El:n?'!)o;?llcable a0
AC-24(01) Transmit Access |organization-defined controls] to [Assignment: Functional Relationshi N/A N/A N/A 0
Authorization organization-defined systems] that enforce access P
pecess om0 s oo et on o EE=ne
AC-24(02) 2?;'?:2225' I’\cligr?tistzer attributes] that do not include the identity of the user AU Relationship W b B v
Y lor process acting on behalf of the user.
TTTPTETITETTT @ TETETETTCE TIOTITOT TOT TASSTYTTTETTC: TETETETICE TITOTTOT AT TS
organization-defined access control policies] that is tamperproof, always-invoked,
AC-25 Reference Monitor [tamperproof, always invoked, and small enough to be Functional Equal Reference Monitor | IAC-27 [small enough to be subject to 10
subject to analysis and testing, the completeness of analysis / testing and the
hich N o £ wihich N
regulations, policies, standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
g Policy and Procedures to facilitate the implementation of the . .. | Update of Security, a Security, Compliance &
AT-01 Procedures awareness and training policy and the associated Functional |Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5

awareness and training controls;b. Designate an

Resilience Program

including policies, standards and

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name
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Focal Document Element (FDE) Description

regulations, policies, standards, and guidelines; and2.

STRM
Rationale

STRM
Relationship

SCF Control

Security,

Secure Controls Framework
(SCF)
Control Description
Mechanisms exist to facilitate the|

of
Relationsh

version 2025.4_x000a_03/27/2026

Policy and Procedures to facilitate the implementation of the . Compliance & implementation of security
AT-01 Procedures awareness and training policy and the associated Functional Subset Of Resilience-Minded SAT-01 workforce development and 0
awareness and training controls;b. Designate an Workforce awareness controls.
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
- Policy and Procedures to facilitate the implementation of the " . Compliance & x policies, standards and -
AT-01 Procedures awareness and training policy and the associated Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5 AT-01
awareness and training controls;b. Designate an Documentation compliant and resilient
CITaTTges UT TUNUWITTY TASSTgITIETTC, UTgat IZatroTT= - - -
Leroy Tring [Joned evetS. Emplo e ol tachmaues o
AT-02 Y 9 lincrease the security and privacy awareness of system | Functional Equal Pl SAT-02 ploye - . 10 AT-02
and Awareness |\ o .- [Assignment: or amzanon defined awareness Resilience appropriate security, compliance
g. Llodat, g” Awareness Training and reslllence awareness
MTECTTATITSTITS EXTST To TeTuae
Literacy Training Simulated Cyber simulated actua\ cyber attacks
AT-02(01) and Awareness | zll;?,\:]lgiepscetrﬁ:‘aen):jerrflcsl:(ser:rt]shteracy training that Functional |Intersects With| Attack Scenario SAT-02.1 [through practical exercises that 5
Practical Exercises Training are aligned with current threat
MRAARSRS TS exTSTToTTTIZE
Literacy Training . . . : N security awareness training on
Provide literacy training on recognizing and reporting . Insider Threat N
AT-02(02) and Awareness | N " g 2 Functional Equal THR-05 |recognizing and reporting 10 AT-02(02)
Insider Threat potential indicators of insider threat. Awareness potential indicators of insider
thraat
Literacy Training " . . . awareness training on
Provide literacy training on recognizing and reporting o
and Awareness | N : : . . . Social Engineering recognizing and reporting
AT-02(03) Social Engineering potentla_l and_ a_ctual instances of social engineering Functional Equal & Mining SAT-02.2 potential and actual instances of 10
. and social mining. " h .
and Mining social engineering and social
and Awareness | |Provide literacy training on recognizing suspicious Suspicious training to personnel on
- Suspicious communications and anomalous behavior in " ... | Communications & - organization-defined indicators off
AT-02(04) Communications |organizational systems using [Assignment: Functional _|intersects With Anomalous System SAT-03.2 malware to recognize suspicious 5
and Anomalous |organization-defined indicators of malicious code]. Behavior communications and anomalous
Literacy Training Suspicious training to personnel on
g and Awareness | |Provide literacy training on the advanced persistent . .. | Communications & g organization-defined indicators of]
AT-02(05) Advanced threat. Functional Intersects With Anomalous System SAT-03.2 malware to recognize suspicious 5
Persistent Threat Behavior communications and anomalous
p - TOTE=UaSEU SETUTTTY, COTpTaTice
;Ir:?ir/a\wa.:er?\!slﬁ a. Provide literacy training on the cyber threat Cyber Threat and resilience awareness training
AT-02(06) c environment; andb. Reflect current cyber threat Functional Equal ybe SAT-03.6 [that is current and relevant to 10
yber Threat inf AN N Environment h ber th h
Environment information in system operations. tl -eEZ er tl refats't ft uferi
- n - - n TaHE e SN R e Y-
system, information, or performing assigned duties, Role-Based e
.. _land [Assignment: organization-defined frequency] . - Security, (1) Before authorizing access to
AT-03 Role-based Training thereafter; and2. When required by system changes;b. Functional |Intersects With Compliance & SAT-03 |[the system or performing 5 AT-03
Update role-based training content [Assignment: Resilience Training ,a_,S\S'\%,T‘ed duties; A b "
. |Provide [Assignment: organization-defined personnel No applicable SCF
Role-based Training A " o
: or roles] with initial and [Assignment: organization- : No control
AT-03(01) I Enégg?rrglintal defined frequency] training in the employment and Elnccopal Relationship B2 b2 B g
operation of environmental controls.
i . Zation-defi W ATTUTESTTENCE-TETateu Uranmyg:
Role-based Training Provide [As_swg_nr"qent. organl;atlon deﬁned pers_onnel Role Besed (1) Before authorizing access to
AT-03(02) | Physical Security or roles] with initial and [Assignment: organization- Functional |Intersects With security, SAT-03 [the system or performing 5
Controls defined frequency] training in the employment and Compliance & assigned duties:
operation of physical security controls. Resilience Training ) \%,h o b 4,
e HaRRITRC XSt nRitGe
. . . . . . . ractical exercises in security,
g Role-based Training|Provide practical exercises in security and privacy . . g P N
AT-03(03) | Practical Exercises|training that reinforce training objectives. Functional Equal Practical Exercises | SAT-03.1 E:)arir:\Fi)rlSr“(ﬁeata?edinrfisrgg?faeming 10
hincti
AT-03(04) Withdrawn Functional | 5., N/A N/A N/A 0 Withdrawn
s TTaTIg[FTOVIUE [ASSTgTTTETT OTgarZatiuTT-UeTT ey PeTSoTTTeT Sensitive / Mechanisms exist to ensure that
AT03 | Processing or rlo\es] with initial and [A5§|gnment, organization- ) Regulated Data every user accessing a system
-03(05) Personally defined frequency] training in the employment and Functional Equal Storage, Handling § SAT-03.3 orocessing, storing or 10
Identlﬁaple operathn of psrsonal\y |dent|ﬁabLe |Informat\on Processing transmitting sensitive/regulated
privacy training activities, including security and Security, \aﬂd";:;ﬂlie:g:valx'a:eur;e:ls‘a"LE
i privacy awareness training and specific role-based N Compliance & PR
AT-04 Training Records : A =2 Pt Functional Equal i e SAT-04 [training; 10 AT-04
security and privacy training; andb. Retain individual Resilience Training (2) Recurring awareness training;
training records for [Assignment: organization-defined Records ' 9 9
AT-05 Withdrawn Functional | ,_ " N/A N/A N/A 0 Withdrawn
Provide feedback on organizational training results to TECTIATIISTTTS SXTST T TTCToe
the following personnel [Assignment: organization- Simulated Cyber simulated actual cyber-attacks
AT-06 Training Feedback defined frequencyl: [Assignment: organization-defined Functional |Intersects With Atta_ﬁ!(a;cﬁgano SAT-02.1 ;I:;D:I?gn’eldacwtif:‘ci)r(reerl:éstehsrggit 5
personnel]. 3
standards, and guidelines; and2. Procedures to Periodic Review & Mechanisms exist to review the
Policy and facilitate the implementation of the audit and . +. | Update of Security, Security, Compliance &
AU-01 Procedures  [accountability policy and the associated audit and Functional  fIntersects With) ™ cympliance & | GOV-03 [Resilience Program (SCRP), 5 AU-01
accountability controls;b. Designate an [Assignment: Resilience Program including policies, standards and
standards, and guidelines; and2. Procedures to Publishing Security, maintain and disseminate
suor | fologend  feciioe i mplementaton ol UG || puncionat |mersecs win| CASTCES | oy polies sundarisnd |
accountability controls;b. Designate an [Assignment: Documentation compliant and resilient
standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the|
asor | folorend - feclie e mplementeton ofihe audtond | runctional | Suseror | SR | wowor fmplemenaton o eneprise. | 10
accountability controls;b. Designate an [Assignment: 9 i
e SETETTUTT CrTeTTa TUT EVETTTS TU-DE TUgged, T: SPETTy - -
the following event types for logging within the Security Event rf::talglgsgngnezfzzogg?r\:‘ge;vasis
AU-02 Event Logging  |system: [Assignment: organization-defined event types| Functional [Intersects With| Monitoring MON-01.8 and escalate incidents in 5 AU-02
(S\:Esit o(f the event Ft);pes defined in AU '02? I) along ccordance with established
wiEsthedpftanerma it et eo-oe Haspee - -
the following event types for logging within the Centralized (SSEICE\IJ\;;tyolrn;Iriielgtr Enfgltnrtaer:jatgoeorl
AU-02 Event Logging  [|system: [Assignment: organization-defined event types| Functional |Intersects With Collection of MON-02 to supbort the centralized g 5 AU-02
(sﬁs}e\t off the event types deﬁned in AU _OZa ) along Security Event Logs collection of security-related
AU-02(01) \Withdrawn Functional | o, N/A N/A N/A 0 Withdrawn
AU-02(02) Withdrawn Functional | ;.\ N/A N/A N/A 0 Withdrawn
AU-02(03) Withdrawn Functional it N/A N/A N/A 0 Withdrawn
AU-02(04) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
establishes the following:a. What type of event Mechanisms exist to configure
. Content of Audit |occurred;b. When the event occurred;c. Where the . Content of Event - Technology Assets, Applications .
AU-03 Records event occurred;d. Source of the event;e. Outcome of Functional Equal Logs MON-03 and/or Services (TAAS) to 10 AU-03
the event; andf. Identity of any individuals, subjects, or produce event logs that contain
Content of Audit |Generate audit records containing the following Sensitive Event Lo Mechanisms exist to protect
AU-03(01) Records | Additional|additional information: [Assignment: organization- Functional |Intersects With Information 9| MON-03.1 sensitive/regulated data 5
Audit Information |defined additional information]. contained in log files.
AU-03(02) Withdrawn Functional | 5. N/A N/A 0 Withdrawn
Records | Limit  [Limit personally identifiable information contained in L TECTTATISTTTS EXTST TO T .
" : : P Limit Personal Data Personal Data (PD) contained in
AU-03(03) Persc_)r_|a|\y au_dlt records to the fo\ldwmg _elementls |dent!f|ed in the Functional Equal (PD) In Audit MON-03.5 |audit records to the elements 10
Identifiable privacy risk assessment: [Assignment: organization- Records identified in the Data Privac
Information defined elements]. Rick MDE AL Y
RIS RATSATSERS P &fidcarearma
. /Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 Audlt:;%gaj:)o/rage [Assignment: organization-defined audit log retention Functional Equal Even(t:angcSitt;rage MON-04 [event log storage capacity to 10 AU-04
requirements]. reduce the Ilkellhood of such
Audit Log Storage [Transfer audit logs [Assignment: organization-defined Event Log Backup event Iogs onto a physically
| Capacity | Transfer |frequency] to a different system, system component, : " on Separate " different system or system |
AU-04(01) to Alternate or media other than the system or system component Functional [intersects With Physical Systems / MON-08.1 component than the Security 5 AU-04(01)
Storage conducting the logging. Components Incident Event Manager (SIEM) or
. o AT TR SSTgTTIT e S gamTZaTroT e peTSoTTTeT o7 e e gar (SIEMW)
Response to Audit |roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process |period] in the event of an audit logging process failure; | Functional Equal Log Processing MON-05 |event of a log processing failure 10 AU-05
Failures andb Take the followmg addltlona\ actions: Failures and take actions to remedy the
Aditi, tinncl i £,
Response to Audit deﬁned personnel, roles, and/or locations] W|th|n alert appropriate personnel when
X Logging Process |[Assignment: organization-defined time period] when . Event Log Storage - the allocated volume reaches an
AU-05(01) Failures | Storage [allocated audit log storage volume reaches Functional Equal Capacity Alerting MON-05.2 organization-defined percentage 10
Capacity Warning [[Assignment: organization-defined percentage] of of maximum event log storage
Response to Audit |defined real-time period] to [Assignment: organization- Real-Time Alerts of Mechanisms exist to provide
AU-05(02) Logging Process |defined personnel, roles, and/or locations] when the Functional [Intersects With| Event Logging MON-05.1 24x7x365 near real-time alerting 5

Failures | Real-time
Alerts

following audit failure events occur: [Assignment:

organization-defined audit logging failure events

Failure

capability when an event log

processing failure occurs.
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Set Theory Relationship Mapping (STRM)

FDE Name

Logging Process

NIST SP 800-82 R3_x000a_Guide to Operational Technology (OT) Security

Focal Document Element (FDE) Description

Enforce configurable network communications traffic

STRM
Rationale

STRM
Relationship

SCF Control

Secure Controls Framework
(SCF)
Control Description

of
Relationsh

version 2025.4_x000a_03/27/2026

No applicable SCF

| \volume thresholds reflecting limits on audit log storage q No control
AU-05(03) ConﬁFEIrl:glees'll'rafﬁc capacity and [Selection: reject; delay] network traffic Elc:cnal Relationship WA B A 0
v ,“3 Ih above those thresholds.
Response to Audlt system shutdown; degraded operational mode with No applicable SCF
| Logging Process |limited mission or business functionality available] in . No control
AU-05(04) Failures | Shutdown [the event of [Assignment: organization-defined audit AU Relationship B b DA v
on Failure logging failures], unless an alternate audit logging
nf;;;i‘:gtl;r‘:)seusus“ Provide an alternate audit logging capability in the 'a;:eL;lnﬂz-zl;e 'élvecntllb(;gL;ig(lguww ar
¥ " event of a failure in primary audit logging capability . Alternate Event - ;
AU-05(05) Fal}lﬁtzrg; \LcA\te‘l;]nate that implements [Assignment: organization-defined Functional Equal Logging Capability MON-13 ::i’ljuarbe‘lilfvy ‘r?r:‘ae e;igftof a 10
S 2999 lalternate audlt Ioggmg functlonahty] 'n P v
MTapPPTUPTTaTE UT UTTUSUET aCuvIty T aTu-tTe pOTeTTTaT i -
Audit Record impact of the mappropr\ate or unusual activity;b. Centralized (SSSICEL;/II—;tyo:'nsciliielgf' 3?;;“:;”;3:&
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional |Intersects With Collection of MON-02 to supi)ort the centralized g 5 AU-06
and Reporting personnel or roles]; andc Adjust the Iev‘er\h?rf\ ?Ed\t Security Event Logs collection of security-related
MREPEUHM e TP A S ar SCtRABAHAREUHE R ferar TEVeT UT auUTT TEVIEW, aTTaTy ST
Audit Record impact of the inappropriate or unusual activity;b. Audit Level and reporting based on evolving
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional |Intersects With| Adiustments MON-02.6 [threat information from law 5 AU-06
and Reporting personnel or ro\es] andc. Adjust the level of audit d enforcement, industry
AUUTT RETUTT ithin th th. clibl
Review, Analysis, |Integrate audit record review, analysis, and reporting Sensitive Event Lo Mechanisms exist to protect
AU-06(01) and Reporting | |processes using [Assignment: organization-defined Functional |Intersects With| Information 9| MON-03.1 sensitive/regulated data 5
Automated Process |[automated mechanisms]. contained in log files.
AU-06(02) Withdrawn Functional WY N/A N/A N/A 0 Withdrawn
AUUTCRETOTT —— n
Review, Analysis, |Analyze and correlate audit records across different Correlate tﬁ;henrlé:ll' ':ifsogrgat:gezﬁm across|
AU-06(03) and Reporting | |repositories to gain organization-wide situational Functional |Intersects With Monitoring MON-02.1 Incident Epvent Myanager (SKEM) or 5
R Corzelate Audit  awareness. Information similar automated tool, to
RERRIRRYFE - -
Review, Analysis, |Provide and implement the capability to centrally Central Review & é\:ﬁggﬁtecdo”n;iih?envlis&sae:ést ©
AU-06(04) and Reporting | |review and analyze audit records from multiple Functional Equal Analysis MON-02.2 anal zeyaudit revcords from 10
Central Revwew and |components within the system. Y mult>ilple sources.
AUREREETT [SETETUUIT (UTTE UT TTTOTE VUTTETauITy STATTTITg Integration of records with ana‘lysis of
Review, Anallysls, !nformatlon; perfgrmance data; systgm momtorlng ) Scanning & Other Vulnerability scanners, network
AU-06(05) and Reporting | |information; [Assignment: organization-defined Functional Equal Monitoring MON-02.3 performance, system monitoring 10
IntfegAlrla:ierdDAnall'xsls 2Iartre:\/mrforanatlonriolleﬁltﬁd f:om Ot[],fr sources]] to . Information and other sources to further
Review, r/\kﬁa“l’;/:ls Correlate information from audit records with records with information
| ! " * linformation obtained from monitoring physical access " Correlation with " obtained from monitoring
AU-06(06) SgSr:I:Eg:Ivnv?ﬂL to further enhance the ability to identify suspicious, Functional Equal Physical Monitoring MON-02.4 physical access to further 10
™ inappropriate, unusual, or malevolent activity. enhance the ability to identify
Aud\t Record Specify the permitted actions for each [Selection (one Mechanisms exist to specify the
| Review, Analysis, |or more): system process; role; user] associated with . " . - permitted actions for both users
AU-06(07) and Reporting |  [the review, analysis, and reporting of audit record Functional Equal Permitted Actions | MON-02.5 and Technology Assets, 10
Permitted Actions_|information. /Applications and/or Services
Review, Analysis, |Perform a full text analysis of logged privileged Mechanisms exist to log and
and Reporting | Full|commands in a physically distinct component or . Privileged Functions| review the actions of users
AU-06(08) Text Analysis of |subsystem of the system, or other system that is Functional Equal Logging MON-03.3 and/or services with elevated 10
Privileged dedicated to that analysis. privileges.
TEVIEW, AITaTySTS; == -
and Reporting | |Correlate information from nontechnical sources with Correlate Eﬁgh;:i:: '?if:;ngatéogeig:?t across|
AU-06(09) Correlation with |audit record information to enhance organization-wide | Functional |Intersects With| Monitoring MON-02.1 Incident Epvent I\)Ilanager (SI\{EM) or 5
Information from |situational awareness. Information similar automated tool, to
AU-06(10) Withdrawn Functional | ,_ ™ N/A N/A N/A 0 Withdrawn
Audit Record report generation capability that:a. Supports on- Mechanisms exist to provide an
g A demand audit record review, analysis, and reporting : " Monitoring " event log report generation
AU-07 ReReo?‘tchtgwlraarlcijon requirements and after-the-fact investigations of Functional [intersects With Reporting MON-06 capability to aid in detecting and 5
P incidents; andb. Does not alter the original content or ing anomalous activities.
R"e:‘ﬂét‘i‘:r:‘;‘:d Provide and implement the capability to process, sort, Mechanisms exist to provide an
| . and search audit records for events of interest based . N Monitoring - event log report generation
AU-07(01) Repo:ufoiz:triactlon I on the following content: [Assignment: organization- Functional |Intersects With Reporting MON-06 capability to aid in detecting and 5
N defined fields within audit records]. ing anomalous activities.
AU-07(02) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
TOT aUUTT TETOTUS, AUy, REToTy- T STaTTTPS ToT - auaTT - - T ——
records that meet [Assignment: organization-defined Clock 24encc}:qarglr?i;nastiiﬂst:;:ngllgze tt\(r)ne
AU-08 Time Stamps granularity of time measurement] and that use Functional |Intersects With| Synchronization SEA-20 synchronize all critical s gtyem 5 AU-08
Coordinated Universal Time, have a fixed \ocal time Y! A 4
=t ie e RO B NG AT S SO e e e e
records that meet [Assignment: organization-defined Teecchnaolo Aessets OACO Iicgtliog;w
AU-08 Time Stamps granularity of time measurement] and that use Functional |Intersects With Time Stamps MON-07 9y , APp 5 AU-08
Coordinated Universal Time, have a fixed local time and/or_Serwces (TAAS) to use an
o Ll LT L " authoritative time source to
AU-08(01) Withdrawn Functional sl N/A N/A N/A 0 Withdrawn
AU-08(02) Withdrawn Functional | 5._ 0 N/A N/A N/A 0 Withdrawn
@ FTUTETT @UUTC TTOTTITAToTT arTu- GUaTC TOggTTgTooT Mechanisms exist fo protect
: «+ [from unauthorized access, modification, and deletion; . "
AU-09 Protligglronr:aoﬂfo/;udlt andb. Alert [Assignment: organization-defined Functional Equal Protection of Event MON-08 agﬂtrﬁ?fz:gifcﬁlé tools from 10 AU-09
personnel or ro\es] uporn detectlon{of. I\i‘rl\"authonzed modification and deletion.
Protection of Audit No applicable SCF
Information | \Write audit trails to hardware-enforced, write-once . No control
AU-09(01) Hardware Write- |media. (AUt Relationship B B B v
once Media
FTOTECTOT O AT ISt ore audit records [Assignment: organization-defined Event Log Backup event logs onto a physically’
Information | Store frequencyl in a repository that is part of a physically on Separate different system or system
AU-09(02) Ph ;zaslespasit:\s or different system or system component than the Functional Intersects With Physical Systems / MON-08.1 component than the Security 5
y,. Y system or component being audited. Components Incident Event Manager (SIEM) or
Protection of Audit . . .
" . . Cryptographic Cryptographic mechanisms exist
AU-09(03) (I:rr\fo;r:art;or;]ilc ::.Itzle,?;er;tfgmgttoiggF:;I;tQ:Zhnacjn;sﬂ?tttc)ogIZOtECt the Functional Equal Protection of Event | MON-08.3 |to protect the integrity of event 10
gl?otegctic?n grity : Log Information logs and audit tools.
Proltnefcotrlgr;toi{):ﬁldlt Authorize access to management of audit logging Access by Subset of]| Zceccer;asntlzrprfeerﬁztnzta[;;f;?t:tof
AU-09(04) Access by Subset of| ggiz?g?lg%vtﬁegglg El?:i;ggmzlng;]orgamzatlon-deﬁned Functional Equal Privileged Users MON-08.2 event logs to privileged users 10
Privileged Users : with a specific business need.
Protection of Audit |Enforce dual authorization for [Selection (one or more): Dual Authorization er:ftg:ggtjgﬁ;"::&i?;igisoﬁxf'zﬁ tﬁe
AU-09(05) Information | Dual |movement; deletion] of [Assignment: organization- Functional Equal for Event Log MON-08.4 movement or deletion of event 10
Authorization defined audit information]. Movement logs
Protection of Audit |[Authorize read-only access to audit information to No ygnifoﬁhcable a4
AU-09(06) Information | Read- [[Assignment: organization-defined subset of privileged | Functional Relationshi N/A N/A N/A 0
only Access users or roles]. P
TTOTETTOTTOT AT P
Information | Store |Store audit information on a component running a No ":‘:n?'?othable =g
AU-09(07) on Component with |different operating system than the system or Functional Relationshi N/A N/A N/A 0
Different Operating |component being audited. P
Cuct,
Provide irrefutable evidence that an individual (or [TECTIATISTTS EXIST 10 e
- process acting on behalf of an individual) has . . nonfrepudla_tlon capabll!ty to
AU-10 Non-repudiation : ) Rl ) . Functional Equal Non-Repudiation MON-09 |protect against an individual 10
performed [Assignment: organization-defined actions falsely d h s d
to be covered by non-repudiation]. ° Sej elnylng aving performe
@ DTTTU CITE TUrE Tty T e TTOTTTatroTT PToTgTeT VTTT
Non-repudiation | [the information to [Assignment: organization-defined :‘g:i?;mzmieeﬂ]sfto&?ngggnthe
AU-10(01) Association of  |strength of binding]; andb. Provide the means for Functional |Intersects With| Identity Binding | MON-09.1 roducyer to the information 5
Identities authorized |nd\V|dua\s to determine the identity of the P
AL £ b, generated.
. — “RAtRfeHADR G St APre TmormmaTorT prouuTe - - -
AU-10(02) V’\‘alljirc]'arfepg?rzzt‘fgolf frenatr:f;/att?ot:Zglefr?er??rtelorclear:c[A]SS;%'t‘j’t?ePnetrform Functional |Intersects With| Identity Bindin: MON-09.1 mza?iﬁ;Izmi:f:f;?nglt?:nthe 5
Information [Agsl nment: or anlzatlgn deﬁyned actions] in the Y o " [producer to the information
Producer Identity ? £ 9 generated.
. : . digital forensics and maintain the
o Maintain reviewer or releaser credentials within the . h . :
AU-10(03) Non-repudiation | established chain of custody for information reviewed Functional |Intersects With| Chain of Custody & IRO-08 integrity of the chain of custody, 5

Chain of Custody

or released.

Forensics

in accordance with applicable
laws, regulations and industry-
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Set Theory Relationship Mapping (STRM)

FDE Name
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Focal Document Element (FDE) Description

STRM
Rationale

STRM
Relationship

SCF Control

Secure Controls Framework
(SCF)
Control Description

Relationsh

version 2025.4_x000a_03/27/2026

Non-repudiation | [identity to the information at the transfer or release No applicable SCF
Validate Binding of |points prior to release or transfer between q No control
AU-10(04) Information [Assignment: organization-defined security domains]; Elnccopal Relationship B2 b2 D ©
Reviewer Identity |andb. Perform [Assignment: organization-defined
AU-10(05) Withdrawn Functional o N/A N/A 0 Withdrawn
RETaTT aUUTT TECOTUS TOT TASSIgTTITENT UrgamZatror= Wt TETOTUS TETETToTT
Audit Record defined time period consistent with records retention requirements to provide support
AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10 [for after-the-fact investigations 10 AU-11
investigations of incidents and to meet regulatory and of security incidents and to meet
izatianal | i i i tatiit, L A
Re‘t\gr?t‘itoiefﬁgdn _ |Employ [Assignment: organization-defined measures] No Lﬂgnifoqllcable SCh
AU-11(01) term Retrievalg to ensure that long-term audit records generated by Functional Relationshi N/A N/A N/A 0
Capability the system can be retrieved. P
UETITEU T AU=Za O TASSTgTIITTETT OrgarZatioT=ueTT e Mechanisms exist to provide an
Audit Record syster_n cqmpongnts];b. Allow [Assignment: . " Monitoring event log report generation
AU-12 Generation organization-defined personnel or roles] to select the Functional |Intersects With Reportin MON-06 capability to aid in detecting and 5 AU-12
event types that are to be logged by specific P 9 pability I i tg
e recor—{camn: £ th torm- ],.,( - “d,.... |gdanom: ous activities.
. efined system components] into a system-wide . /Automated mechanisms exist to
Generation | : " - : h System-Wide / . N :
R " (logical or physical) audit trail that is time-correlated to . Ay " compile audit records into an
AU-12(01) S.Fﬁ;z'zov:;ggf:dd within [Assignment: organization-defined level of Functional Equal Tlrr)fug;i??;?red MON-02.7 organization-wide audit trail that 10
v tolerance for the relationship between time stamps of is time-correlated.
Audit Record No applicable SCF
~ Generation | Produce a system-wide (logical or physical) audit trail 4 No icontrol
AU-12(02) Standardized composed of audit records in a standardized format. Gibctnal Relationship N B A g
Formats
AUUTTRETora — - —— - -
AU12(03) Generation | 100 e parformed on [Assignment. organizaton | runctionat | cuat Changesby | riileged veers or ales the. 10
Auth(g)rlzedy defined system components] based on [Assignment: a Individuals " |capability to change the auditing
i sil organization-defined selectable event criteria] within to be performed on specified
TECTTETITSTTTS EXTST To-ProvIE arTar
g?g::tgwuggrgf Provide and implement the capability for auditing the Query Parameter implement the capability for
AU-12(04) Personall parameters of user query events for data sets Functional Equal Audits of Personal | MON-06.1 |auditing the parameters of user 10
Identiﬁablye containing personally identifiable information. Data (PD) query events for data sets
Data (0O
g T OTg AT ZaToT=Ue T e TTEqUeTTCy T TOoT
Monitoring for ewdence of unauthorized disclosure of organlzatlonal Monitoring For Zlveié:i:Er:fsu?:ittégrr;gg'wr for
AU-13 Information information; andb. If an information disclosure is Functional Equal Information MON-11 exfiltration or disclosure of non- 10
Dlsclo.sure dlscovereld }rh{otl‘fy [fislg:Tent orgelmlzatlon deﬁned Disclosure bublic information. .
Monltormg for Monitor open-source information and information sites o erelaflietalls Sl
Information " 3 N : . q No icontrol
AU-13(01) Disclosure | Use of using [Assignment: organization-defined automated Functional Relstiansh N/A N/A N/A 0
Automated Tools mechanisms]. i
I\/:?]?(I)t:;:t?ofnor Review the list of open-source information sites being No ?:net;'?othame SCF
AU-13(02) Disclosure | Review ;?::L:?;ES][Asslgnment: organization-defined Functional Relationship N/A N/A N/A 0
of Monitored Sites .
g‘ifsocrlr;saut;gnl Employ discovery techniques, processes, and tools to No Elgniforillcable g
AU-13(03) Unauthorized determine if external entities are replicating Functional Relationshi N/A N/A N/A 0
Replication of organizational information in an unauthorized manner. P
[SETECUUIT (UTTE UT TTTUTE, TETUTU, VIEW, TTear; TugT e Can:
content of a user session under [Assignment: 1) E:a ture and log all content
AU-14 Session Audit  |organization-defined circumstances]; andb. Develop, Functional Equal Session Audit MON-12 relategto a2 user szssion' and 10
|ntegrﬁtsi: and t:'s‘eI seslslon aud‘ltmrg‘ _actlvmes in . (2) Remotely view all content
No applicable SCF
Session Audit | . " . . 3 No control
AU-14(01) System Start-up Initiate session audits automatically at system start-up.| Functional Relationship N/A N/A N/A 0
AU-14(02) Withdrawn Functional it N/A N/A 0 Withdrawn
O TETTTOTETy VIEW aTTu TTeaT
Session Audit | |Provide and implement the capability for authorized Real-Time Session content related to an established
AU-14(03) Remote Viewing |users to remotely view and hear content related to an Functional Equal Monitorin MON-01.17|user session in real time, in 10
and Listening established user session in real time. 9 accordance with organizational
dard. AL tatiit
AU-15 Withdrawn Functional i N/A N/A N/A 0 Withdrawn
CTTPTOyY TASSTYTIITETTT OTrgamZatoT-UeTITeu TETTouST — - -
Cross- for coordinating [Assignment: organization-defined Cross- sﬁger;rglosgg:vrziistlevmseﬁoelssr?gfy
AU-16 organizational Auditfaudit information] among external organizations when | Functional |Intersects With| Organizational MON-14 logs are shared across 5
Logging La‘udltﬁmfprmatlon is transmitted across organizational Monitoring organizational boundaries,
AU-16(01) organiz(;rt?ss-al Audit|Preserve the identity of individuals in cross- Functional |Intersects With|  Or acr:iisast;onal MON-14 :Ezenzna?lossgeavne‘iigSvr;\se;oeeee:tmy 5
Logging | Identity |organizational audit trails. Iglcnitorin logs are shared across
Preservation 9 organizational boundaries,
Cross- Provide cross-organizational audit information to io;;l:;lltlh Itlrglr;x;)artl;) TTareEveTt
R organizational Audit|[Assignment: organization-defined organizations] . Sharing of Event - B -
AU-16(02) Logging | Sharing of|based on [Assignment: organization-defined cross- Functional Equal Logs MON-14.1 g:g:;gft;%?iaﬁ::adl gll;vasr;‘):aﬁc 10
Audit Information |organizational sharing agreements]. 9 9
Cross- Implement [Assignment: organization-defined No applicable SCF
R organizational Audit|measures] to disassociate individuals from audit q No icontrol
AU-16(03) Logging | information transmitted across organizational AU e Relationship N2 B WA g
Disassociability |boundaries.
TaTTUATUS, AT gUTUeTTTES; ATz FTUCEUUTeS T0 NTETITATITSTITS EXTSTT0 TaTTaTe UTe|
Policy and facilitate the implementation of the assessment, Information implementation of security,
CA-01 Proce);ures authorization, and monitoring policy and the Functional Subset Of Assurance (IA) IAO-01 |compliance and resilience 10 CA-01
assoc|ated assessment authorlzanon and momtorlng Operations assessment and authorization
o
eRitRIfs, ARG garientis  shicerprateaties s Periodic Review & Mechanisms exist to review the
Policy and fac|||ta_te t.he |mp\emen§atlon of the assessment, . .. | Update of Security, Security, Compliance &
CA-01 Procedures authorization, and monitoring policy and the Functional |Intersects With| Compliance & | GOV-03 Resi\ienée Program (SCRP) 5 CA-01
associated issessment a[uthorlzatlon and momtormg Resilience Program including policies, standards and
CATERIFGS AR gariem RS AsfigL pPot et o8 Es - - - A -
Policy and facilitate the implementation of the assessment, Pu%:rr:‘lnl?aiizu&r‘lty, n’:)a”\?it:Slnsatggdcglssser::;ate
CA-01 Y authorization, and monitoring policy and the Functional |Intersects With| Pl Gov-02 [P " 5 CA-01
Procedures N o . Resilience procedures necessary for secure,
associated assessment, authorization, and monitoring Documentation compliant and resilient
b s ) :
is reviewed and approved by the authorizing official or Functional Review Mechanisms exist to regularly
" Control designated representative prior to conducting the . " Of Security, . review Technology Assets, "
CA-02 Assessments assessment;d. Assess the controls in the system and Functional |intersects With Compliance & CPL-03.2 /Applications and/or Services 5 CA-02
its environment of operation [Assignment: Resilience Controls (TAAS) for adherence to the
is reviewed and approved by the authorizing official or ZIIZ‘I;')';:;;\‘:;tIi:s t:lsv;ﬁlaréz%;ﬁ:”
" Control designated representative prior to conducting the . " Technical - B : " .
CA-02 Assessments assessment;d. Assess the controls in the system and Functional |intersects With Verification 1A0-06 gfe}zlcgt?ve”::slsr:fetnet;tmﬁz:l”d 5 CA-02
its environment of operation [Assignment:
is reviewed and approved by the authorizing official or Security, pruject development to
Control designated representative prior to conducting the . " Compliance & determine the extent to which
CA-02 Assessments assessment;d. Assess the controls in the system and Functional |Intersects With Resilience In Project]| PRM-04 the controls are implemented 5 CA-02
its environment of operation [Assignment: Management correctly, operating as intended
is reviewed and approved by the authorizing official or Mechanisms exist to formally
" Control designated representative prior to conducting the . " - assess the security, compliance ~
CA-02 Assessments assessment;d. Assess the controls in the system and Functional _|intersects With Assessments 140-02 and resilience controls in 5 CA-02
its environment of operation [Assignment: Technology Assets, Applications
is reviewed and approved by the authorizing official or Security, Mechanisms exist to regularly
" Control designated representative prior to conducting the . : Compliance & . review processes and "
CA-02 Assessments assessment;d. Assess the controls in the system and Functional |intersects With Resilience CPL-03 documented procedures to 5 CA-02
its environment of operation [Assignment: Assessments ensure conformity with the
Control assessors or assessment teams
" Assessments | [Employ independent assessors or assessment teams to . Assessor - have the appropriate
CA-02(01) Independent conduct control assessments. Functional Equal Independence 1A0-02.1 independence to conduct 10
Assessors security, compliance and/or
Control @TITOUTICE T, UTTaTTouTTCEuT, TS ETETtoT [oTTe Ur TTToTeT- 7) Databases,;
CA-02(02) Assessments | !‘L;Soerital’;englosnetzpi?)?;t:tcE;gsl'n\szglﬂlr:reart]:nti:t‘;gzcanning' Functional |Intersects With| Specialized 1A0-02.2 :5; Application security; 5
Ai';zg::éifs malicious user testing; insider threat assessment; Assessments I(g.i. qurbecjg?,d technologies (e.g.,
CoTTTroT PerirFgRAR TesHRS SHRbRr R RS HERS pefithitren LOLPROAFR-LiS) S— acepTaTT
Assessments |  [by [Assignment: organization-defined external Third-Party respond to the results of external
CA-02(03) Leveraging Results [organization(s)] on [Assignment: organization-defined Functional Equal Assessment IAO-02.3 |assessments that are performed 10
from External system] when the assessment meets [Assignment: Reciprocity by impartial, external
P izati izatinn dafi L 1 izati
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agreement; service level agreements; user Interconnection I/Agreements (ISAs), or similar
Information agreements; nondisclosure agreements; [Assignment: : " N methods, that document, for
CA-03 Exchange organization-defined type of agreement]];b. Document, Functional |intersects With A re:ri;?]’:st)zISAs) NET-05 each interconnection: > CA-03
as part of each exchange agreement, the interface 9 (1) Interface characteristics;
CA-03(01) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
CA-03(02) Withdrawn Functional i N/A N/A N/A 0 Withdrawn
CA-03(03) Withdrawn Functional | oo N/A N/A N/A 0 Withdrawn
CA-03(04) Withdrawn Functional | o " s N/A N/A N/A 0 Withdrawn
CA-03(05) Withdrawn Functional | %\ N/A N/A N/A 0 Withdrawn
Information \Verify that individuals or systems transferring data Mechanisms exist to verify that
" between interconnecting systems have the requisite . Transfer R individuals or Technology Assets,
CA-03(06) Ex?ﬂﬂgﬁl;ﬂnger authorizations (i.e., write permissions or privileges) Functional Equal Authorizations DCH-14.2 /Applications and/or Services 10
prior to accepting such data. (TAAS) transferring data between
'é')'(zu;':;':'l' exchanges with other systems through the systems No applicable SCF
o identified in CA-3a; andb. Take measures to ensure : No control
CA-03(07) Ir-:'{:r"]rrs]:lt‘iloen that transitive (downstream) information exchanges Functional Relationship IN/AY /A N/A 0
h cease when the controls on identified transitive
CA-04 Withdrawn Functional e N/A N/A N/A 0 Withdrawn
deficiencies noted during the assessment of the (4) Risk associated with the
" Plan of Action and |controls and to reduce or eliminate known . " Capabilities " deficiency(ies); "
CA-05 Milestones \vulnerabilities in the system; andb. Update existing Functional Intersects With Deficiency Tracking 1A0-05 (5) Source deficiency 5 CA-05
plan of action and milestones [Assignment: identification/detection;
'—'“'I\',"“”e;;;"‘é! l“”” Ensure the accuracy, currency, and availability of the help ensure tracked deficiencies
. " plan of action and milestones for the system using . Deficiency Tracking - are:
CA-05(01) A?;?T?g:ﬂr;csusﬁgn [Assignment: organization-defined automated Functional Equal Automation 1A0-05.1 (1) Accurate; 10
o Y mechanisms]. (2) Up-to-date; and
authorizing official for the system, before commencing Mechanisms exist to ensure
" - operations:1. Accepts the use of common controls . Security " [Technology Assets, Applications "
CA-06 Authorization inherited by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 and/or Services (TAAS) are 10 CA-06
to operate;d. Ensure that the authorizing official for officially authorized prior to "go
Authorization | Joint|[Employ a joint authorization process for the system No ggnifuthable e
CA-06(01) Authorization — [that includes multiple authorizing officials from the Functional Relationshi N/A N/A N/A 0
Intra-organization [same organization conducting the authorization. P
- . |Employ a joint authorization process for the system No applicable SCF
Authorization | Joint . " o o h
- that includes multiple authorizing officials with at least 3 No icontrol
CA-06(02) Irf\tuetrr-]g:‘?nt:ggti;n one authorizing official from an organization external Elnceopal Relationship b2 b2 B ©
9 to the organization conducting the authorization.
OTgaTIZatiOT-UeTTEU TTEqUETTCIES ] TOT aSSESSTITETToT - - -
: control effectiveness;c. Ongoing control assessments Secynty, sec_quty, compliance anc_l
Continuous h . A M . N Compliance & resilience controls oversight
CA-07 L in accordance with the continuous monitoring Functional |Intersects With i CPL-02 N 5 CA-07
Monitoring strategy:d. Ongoing monitoring of system and Resilience Controls function that reports to the
ay:c. Agﬁ gﬂ el 9 Y. i b Oversight organization's executive
ﬁg:ﬁggz;s‘ Employ independent assessors or assessment teams to . _ Independent mzcel';aerxsgwnst Z;;;setstsoolrjsnlze
CA-07(01) Independent g;osrixsltor the controls in the system on an ongoing Functional |Intersects With Assessors CPL-03.1 evaluate security, compliance 5
Assessment : and resilience at planned
Continuous Employ independent assessors or assessment teams to| Co?necl?ar:fzé & f:;;ﬁgx;gg?_ggg?vgpg ht
CA-07(01) Monitoring | Types |monitor the controls in the system on an ongoing Functional |Intersects With Resili P Control CPL-02 | tion that ts t t}? 5
of Assessments  |basis. esilience Controls unction that reports to the
) Oversight organization's executive
CA-07(02) Withdrawn Functional Y N/A N/A 0 Withdrawn
CTTPTOY (reTTaaTTaTySes (0 aeter e 1 CoTTroT ECUTTCY COTTUOT MPTETTTETTatoTTS,
Continuous implementations, the frequency of continuous Trend Analysis the frequency of continuous
CA-07(03) Monitoring | Trend |monitoring activities, and the types of activities used in| Functional Equal Re, ortir\y MON-06.2 [monitoring activities, and/or the 10
Analyses the continuous monitoring process need to be modified P 9 types of activities used in the
hacad irical dat £ i
Continuous Ensure risk monitoring is an integral part of the the continuous monitoring
. Mt s continuous monitoring strategy that includes the . . - . strategy that includes monitoring -
CA-07(04) Morh):;c;]riltrg?il]msk following:a. Effectiveness monitoring;b. Compliance Functional Equal Risk Monitoring RSK-11 the effectiveness of security, 10 CA-07(04)
9 monitoring; andc. Change monitoring. compliance and resilience
Continuous Employ the following actions to validate that policies No applicable SCF
" Monitoring | are established and implemented controls are q No control
CA-07(05) Consistency operating in a consistent manner: [Assignment: Functional Relationship /A IN/AY /A 0
Analysis organization-defined actions].
ﬁg:ﬂgzz“s‘ Ensure the accuracy, currency, and availability of No ggnifothable ek
CA-07(06) Automation Sgpport monitoring results for the system using [Assignment: Functional Relationship N/A N/A N/A 0
for Monitoring organization-defined automated mechanisms].
Conduct penetration testing [Assignment: M:;Qt?—;‘t?;?ft:;ﬁ; toogonduct
CA-08 Penetration Testing |organization-defined frequency] on [Assignment: Functional Equal Penetration Testing| VPM-07 'IEechnology Assetsg Applications 10
organization-defined systems or system components]. and/or Services (TAAS).
PETT;?;&ZZ:?"Q Employ an independent p_enetrati_on testing agent or ) Indep_endent ng;z:'g;st eazgséstgolrjgljze an
CA-08(01) Penetration Testing team to perform penetration testing on the system or Functional Equal Penetration Agent | VPM-07.1 penetration team to perform 10
Agent or Team system components. or Team penetration testing.
CTTPTOY UTE TOMUWITTY TEU-TEaTT EXETTTSES T STITTuTaTe . . T
Penetration Testing [attempts by adversaries to compromise organizational It\lleeacr::"agfemr?i::;stto“;iumtmzfe red
CA-08(02) | Red Team systems in accordance with applicable rules of Functional Equal Red Team Exercises| VPM-10 attempts by adversaries to 10
Exercises engagement: [Assignment: organization-defined red P Y
N el compromise Technology Assets,
ERPY 8 e REtrator testrTg-process Tt TTeuTe: :
Penetration Testing |[Assignment: organization-defined frequency] No Elgnifo;illcable sdr
CA-08(03) | Facility [Selection (one or more): announced; unannounced] Functional Relationshi N/A N/A N/A 0
Penetration Testing |attempts to bypass or circumvent controls associated P
hwith nhyucical naintc ta th, ilit
internal connection, the interface characteristics, T OAT AT T e
CA-09 Internal System |security and privacy requirements, and the nature of Eunctional Equal Internal System NET-05.2 ggrc'zemc:notri‘ns 0ff;¥§:$si:g?nal 10 CA-09
Connections the information communicated;c. Terminate internal a Connections " |connection %He interface
system connections after [Assignment: organization- o et it
Internal System |Perform security and privacy compliance checks on Endpoint Securit C:Itig;ntaetfr?eyzzizfizIsnzassteu):'leStotfo
CA-09(01) Connections | constituent system components prior to the Functional Equal Salidation Y | NET-14.7 the endpoint deviceys?e 9 10
Compliance Checks [establishment of the internal connection. Software versions, patch levels,
regulations, policies, standards, and guidelines; and2. . . . . L
Policy and Procedures to facilitate the implementation of the . Configuration !Vlechanlsms _exlst to fa<_:\||tate the)
CM-01 Procedures configuration management policy and the associated Functional Subset Of Management CFG-01 |implementation of configuration 10 CM-01
configuration management controls;b. Designate an Program management controls.
regulations, policies, standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
- Policy and Procedures to facilitate the implementation of the . - | Update of Security, ¥ Security, Compliance & ~
CM-01 Procedures configuration management policy and the associated Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5 CM-01
configuration management controls;b. Designate an Resilience Program including policies, standards and
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
- Policy and Procedures to facilitate the implementation of the . " Compliance & x policies, standards and -
CM-01 Procedures configuration management policy and the associated Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5 CM-01
configuration management controls;b. Designate an Documentation compliant and resilient
of the system; andb. Review and update the baseline update baseline configurations:
- Baseline configuration of the system:1. [Assignment: . - . ~ (1) At least annually; -
CM-02 Configuration  |organization-defined frequency];2. When required due Functional intersects With| Reviews & Updates| CFG-02.1 (2) When required due to so; or 5 CM-02
to [Assignment: organization-defined circumstances]; (3) As part of system component
of the system; andb. Review and update the baseline Mechanisms exist to develop,
- Baseline configuration of the system:1. [Assignment: : i Secure Baseline 7 document and maintain secure -
CM-02 Configuration organization-defined frequency];2. When required due Functional |intersects With Configurations CFG-02 baseline configurations for 5 CM-02
to [Assignment: organization-defined circumstances]; [Technology Assets, Applications
CM-02(01) Withdrawn Functional W N/A N/A N/A 0 Withdrawn
DasenTTe - ~ -
N N Maintain the currency, completeness, accuracy, and /Automated mechanisms exist to
Configuration | o ; N 4 Automated Central "
CM-02(02)  |Automation Support] av?"abX'tY of the Sase"”e C‘;.”ﬁggr%.t"”;"f tthe S{Stdem Functional Equal Management & | CFG-02.2 [JVer a’;.d reP"frfr"”hbasle"”e 10
for Accuracy and using [Assignment: organization-defined automate Verification configurations of Technology
Coreren, mechanisms]. Assets, Applications and/or
LSy - - -
Configuration |  [Retain [Assignment: organization-defined number] of Retention Of M;C‘I?s:‘l‘s\:gsr;éf: ;c; ggt:;l?ne
CM-02(03) Retention of previous versions of baseline configurations of the Functional Equal Previous CFG-02.3 Fc)onﬁ Uration to support roll 10
Previous system to support rollback. Configurations backg PP
Cani . .
CM-02(04) Withdrawn Functional | ;"> N/A N/A N/A 0 Withdrawn
CM-02(05) Withdrawn Functional | 5 " N/A N/A N/A 0 Withdrawn
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CM-02(06) Development and development and test environments that is managed Functional Equal Test Environment | CFG-02.4 |environments separately from 10
Test En\e\ronments separately from the operational baseline configuration. Configurations operational baseline
nfinuratiane inimi: th,
DasemT - - —— - cormguTe ; : S
- N defined configurations] to individuals traveling to Mechanisms exist to configure
Co_nﬁguratlon | locations thatgthe orga]nizatiun deems to be o? . Tech_nolc_)gy Assets, Technology Assets, Applicgtions
CM-02(07) C:,:gl%%;i Sg'::rt": significant risk; andb. Apply the following controls to Functional Equal égf\lizg(ﬁi:g#g: CFG-02.5 and/or Services (TAAS) utilized in 10
ik .p, N the systems or components when the individuals Lo Dicl A high-risk areas with more
COTMGUTatOTT-COTTT OTE T CIaTges T UTe Sy SteTT, e
Configuration Retain records of configuration-controlled changes to Change Mechanisms exist to facilitate the|
CM-03 Chan ge Control the system for [Assignment: organization-defined time | Functional Subset Of Management CHG-01 |implementation of a change 10
9 period];f. Monitor and review activities associated with Program management program.
coffigtration-controfted-changesto-the-systere:
N . Retain records of configuration-controlled changes to . . Mechanisms exist to govern the
CM-03 Cchg:ﬁgeucrztr‘\frrznl the system for [Assignment: organization-defined time | Functional [Intersects With| C(r:\gzﬁ%u(;?)tr:?ol CHG-02 |technical configuration change 5
9 period];f. Monitor and review activities associated with 9 control processes.
nficu i, llad ch to t] tam: anda
""‘X;%;r;;é;&”' T |system and request change approval;c. Highlight Mechanisms exist to prohibit
CM-03(01) Documentation proposed changes to the system that have not been Functional Equal Prohibition Of CHG-02.1 unauthorized changes, unless 10
Notification an& approyedvor disa_pprov_ed with_in [Assignm_ent: a Changes : organizat\on—appr_oved change
ki of organization-defined time period];d. Prohibit changes requests are received.
Cl::élg”eylg::t‘:gl | Control functionality of security,
" Al Test, validate, and document changes to the system : " : : compliance and resilience
CM-03(02) ;:Ztg‘ogc'l}/rﬁle'?‘?:t?:r" before finalizing the implementation of the changes. Functional |intersects With F\?Srcigggtaigﬁy CHG-06 controls following implemented 5
¢ changes to ensure applicable
OngaraneT -
€M-03(02) ngt?:gevcaﬁzgtoich Test, validate, and document changes to the system Functional |Intersects With| Test, Validate & CHG-02.2 ;fg)ggg;l:tce'l);;;:tsa‘gic:gi:ment 5
and Dgc'umentatior; before finalizing the implementation of the changes. Document Changes *“ |production environment before
changes are implemented in a
Configuration  |Implement changes to the current system baseline and No applicable SCF
- Change Control | |deploy the updated baseline across the installed base 3 No control
CM-03(03) Automated Change |using [Assignment: organization-defined automated e e Relationship N2 B A g
Implementation |mechanisms].
COTITgUTaToTT - - n — - - - -
Change Control | Require [Assignment: organization-defined security Compliance & Mechanisms exist to include a
CM-03(04) Security and a:d privacy represe_nta_tlves] :io be mergbers pf the Functional Equal N Reswllen_ce . CHG-02.3 cyberse_curlty and/or d_ata_ N 10
Privacy [Assignment: organization-defined configuration epresen_tatlve or prot.ectlonvrepresentatlve in the
; change control element]. Asset Lifecycle configuration change control
Configuration  [Implement the following security responses [AOTOTITATET ITTECTTATTRTTS SXIST 1T
ange Contro automatically if baseline configurations are changed in . utomated Security -
CM-03(05) ch ¢ ! ically if baseli fic i hanged i Functional Equal A ds | cHG-02.4 :Tjglne;\?;néerteengﬁglnaggn actions 10
Automated Security [an unauthorized manner: [Assignment: organization- Response : unauthorized baseline
Response defined security responses]. £ £ h Loy
Configuration Ensure that cryptographic mechanisms used to provide assets involved in providing
Change Control | |[the following controls are under configuration . Cryptographic cryptographic protections
CM-03(06) Cryptography management: [Assignment: organization-defined Functional Equal Management CHG-02.5 according to the organization's 10
Management controls]. configuration management
Configuration Review changes to the system [Assignment: appropriately test and document
" Change Control | |organization-defined frequency] or when [Assignment: . N Test, Validate & ~ proposed changes in a non-
CM-03(07) Review System |organization-defined circumstances] to determine Functional |intersects With Document Changes CHG-02.2 production environment before 5
Changes whether unauthorized changes have occurred. changes are implemented in a
OTITgUTatoTT - -
Change Control | |Prevent or restrict changes to the configuration of the Configuration Amlgr?irpo?'teeigrecceh::g?es (e):tlsotnto
CM-03(08) Prevent or Restrict [system under the following circumstances: Functional Equal Enforgcement CFG-06 | o sigurations for end c?int 10
Configuration [Assignment: organization-defined circumstances]. devwc%s P
s -
cofhgBf&TorT B - - —
Change Control | [Prevent or restrict changes to the configuration of the Integrity Assurance lf?c?;tlg ‘;na‘;g\qlzgzsssgﬁx:gggs
CM-03(08) Prevent or Restrict [system under the following circumstances: Functional |Intersects With| & Enforcement CFG-06.1 implemenrt)F;utomated resiliency 5
ConEg:’r‘at\on [Assignment: organization-defined circumstances]. (IAE) actions to remediate the
/Analyze changes to the system to determine potential Security Impact Mricr;asrélgrgsaenxlsetst%ranzltyezneﬁaI
CM-04 Impact Analyses |security and privacy impacts prior to change Functional Equal Analysis for CHG-03 rs)ecﬂrit im actgs riorpto the 10 CM-04
implementation. Changes implen'z/ent;tion épthe change.
AITaTy ZE€ CITanges TU tTe Sy STENT T a Separate Test SeparauorTor Mechanisms exist to manage
Impact Analyses | |environment before implementation in an operational Development, separate development tes?in
CM-04(01) Separate Test  |environment, looking for security and privacy impacts Functional Equal Testing and TDA-08 anz operational vairo;ﬁments?to 10
Environments due to flaws, weaknesses, incompatibility, or Operational f "
N N P Y P reduce the risks of unauthorized
RiRpLysidrretiafyes, vermy trat tretmpattew TTTOTITTATIOTT ASSUTATICE FTOgTaTT
Impact Analyses | |controls are implemented correctly, operating as Technical (IAP) activities to evaluate the
CM-04(02) Verification of  |intended, and producing the desired outcome with Functional Equal Verification IAO-06 |design, implementation and 10
Controls regard to meeting the security and privacy effectiveness of technical
i far th +, it i A
Access Restrictions [P€fine, document, approve, and enforce physical and Governing Access Z’I:CCLT;Z':FZ exr'zslgoaizﬁgﬁf'orce
CM-05 logical access restrictions associated with changes to Functional |Intersects With|  Restriction for END-03.2 - PP N 5 CM-05
for Change access restrictions associated
the system. Change -
\with changes to Technology
MTECTTATITSTITS EXTST [0 eTToTce
- Define, document, approve, and enforce physical and - configuration restrictions in an
CM-05 Accefzi E:?z;lcetlons logical access restrictions associated with changes to Functional |Intersects With Accﬁgf gﬁ:g'g'on CHG-04 |effort to restrict the ability of 5 CM-05
9 the system. 9 users to conduct unauthorized
ML‘-fror Cnhca:glgliw a. Enforce access restrictions using [Assignment: Automated Access ;;;;1:r;|é-};ctzrelv?et\x/sp;mm
CM-05(01) Automated Access ngt?):;Zaiitg“fge;gr:‘::ia?:taolﬂiattfgc?rzzh;fntﬁ?ﬂ: andb. Functional Equal Enforcement / CHG-04.1 (configuration change logs to 10
Erlfo;cfeg\ent fnd enforcement actions. Auditing discover any unauthorized
CM-05(02) Withdrawn Functional | o, . N/A N/A N/A 0 Withdrawn
CM-05(03) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
Access Restrictions [Enforce dual authorization for implementing changes Dual Authorization r;;_hzr:'szry?srflélsfg:?menlfggeenaﬂn
CM-05(04) for Change | Dual [to [Assignment: organization-defined system Functional Equal for Change CHG-04.3 chanp es to critical Tec?molo 9 10
Authorization components and system-level information]. 9 Asse?s ‘Applications andfor 9y
ACCESS RESUTCUUITS [a- T PTIVITEYES U TIange SySTETTT CoMpUITeETTTS arta -
for Change | system-related information within a production or Permissions To Mechanisms exist to limit
CM-05(05) Privilege Limitation |operational environment; andb. Review and reevaluate| Functional Equal Implement Changes| CHG-04.4 |operational privileges for 10
for Production and |privileges [Assignment: organization-defined P 9 implementing changes.
Tal i ouancyl
- Mechanisms exist to restrict
Access Restrictions |, . .. .. " . N et
- . .~ |Limit privileges to change software resident within . . . ~ software library privileges to
CM-05(06) fqr Change | Limit Software libraries. Functional Equal Library Privileges | CHG-04.5 those individuals with a pertinent 10
Library Privileges business need for access.
CM-05(07) Withdrawn Functional | ,_ /" N/A N/A N/A 0 Withdrawn
COTTTITOTT SETUTe COMMyurations T, U- TMPTETTeTTT tTe - -
Configuration configuration settings;c. Identify, document, and Secure Baseline y:ccl:];zlnsgnasnzxrlrs\;it:tgiiv:ekéﬂvre
CM-06 Se?tm s approve any deviations from established configuration | Functional |Intersects With Configurations CFG-02 baseline configurations for 5 CM-06
9 settings for [Assignment: organization-defined system 9 [Technology A;gsets Applications
comARAPsEthPewimgdAfff R e prenRireiine Mechanisms exist t’o document
Configuration configuration settings;c. Identify, document, and Approved assess risk and approve or den'
CM-06 9 approve any deviations from established configuration | Functional |Intersects With Configuration CFG-02.7 " Pprovs Yy 5 CM-06
Settings N 3 N R - 2 deviations to standardized
settings for [Assignment: organization-defined system Deviations configurations,
1h. doan [ i i i -
Settings | Manage, apply, and verify configuration settings for Automated Central /Automated mechanisms exist to
- Automated [Assignment: organization-defined system . " _ govern and report on baseline
CM-06(01) Management, |components] using [Assignment: organization-defined Functional _|intersects With M?,l?%i’:ﬁgﬁ & CFG-02.2 configurations of Technology 5
Application, and |automated mechanisms]. /Assets, Applications and/or
Configuration 'Take the following actions in response to unauthorized Respond To Mechanisms exist to respond to
- Settings | Respond |changes to [Assignment: organization-defined . 8 _ unauthorized changes to
CM-06(02) to Unauthorized |configuration settings]: [Assignment: organization- Functional Equal Ung;:;t:\ogéed CFG-02.8 configuration settings as security 10
Changes defined actions]. 9 incidents.
CM-06(03) Withdrawn Functional | 5.~ N/A N/A N/A 0 Withdrawn
CM-06(04) Withdrawn Functional | 5._ 50 N/A N/A N/A 0 Withdrawn
OTgaTZatOT-UeTTEU TS SIOTT ESSeTar CapauTes]; systems to provide only essential
andb. Prohibit or restrict the use of the following capabilities by specificall
CM-07 Least Functionality [functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 prghibiting oryregtricting {he use 10 CM-07
[Asslgnmefnt: o:gamzatl(:n-deﬁvfd prohlbltled or of ports, protocols, andjor
tRATEL I EHREHE) 6 G TP TR ESEG Y @by TECTTATIISITS €XTST (0 PeTTouTcany
Least Functionality | nonsecure functions, ports, protocols, software, and review system configurations to
CM-07(01) Yy services; andb. Disable or remove [Assignment: Functional Equal Periodic Review CFG-03.1 |identify and disable unnecessary 10

Periodic Review

organization-defined functions, ports, protocols,
A i ithin ¢ toam s

and/or non-secure functions,
ot A i
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Set Theory Relationship Mapping (STRM)

FDE Name

Least Functionality |
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Focal Document Element (FDE) Description

[Selection (one or more): [Assignment: organization-
defined policies, rules of behavior, and/or access

STRM
Rationale

STRM
Relationship

SCF Control

Prevent Program

Secure Controls Framework
(SCF)
Control Description

/Automated mechanisms exist to

Relationsh

version 2025.4_x000a_03/27/2026

CM-07(02) Pre\ée(v;tcz;ir:)gnram agreements regarding software program usage and Functional |Intersects With| Execution SEA-06 S;ea\ijsé?]ztgz(jeé(e)?;sg}gofm rams 5
restrictions]; rules authorizing the terms and prog .
. .+, [[Selection (one or more): [Assignment: organization- Mechanisms exist to configure
CM-07(02) Liarsetvz\;?gr'gnzlg I defined policies, rules of behavior, and/or access Eunctional |Intersects With Un:l’:lst}:wlipiied CEG-03.2 systems to prevent the execution 5
Executio% agreements regarding software program usage and Software Execution *“ |of unauthorized software
restrictions]; rules authorizing the terms and programs.
Least Functionality |[Ensure compliance with [Assignment: organization- No ":‘:ni'?othable =g
CM-07(03) Registration defined registration requirements for functions, ports, Functional Relationshi N/A N/A N/A 0
Compliance protocols, and services]. P
- [pTUYTETTS TTUT aUTTOTIZEU U EXETUTE U UTE Sy STETTT; 0> MTECTTATITSTITS EXTST T EXPICIy
Leaatn;ﬁ?'fgﬁ;:gty I Employ an allow-all, deny-by-exception policy to Explicitly Allow / allow (allowlist / whitelist) and/or
CM-07(04) Software — Deny- prohibit the execution of unauthorized software Functional Equal Denp A ylications CFG-03.3 |block (denylist / blacklist) 10
by-exception Yy programs on the system andc. Review and update the y ApP applications that are authorized
tof Lo I s o +
———itbgf S HReRtRtGA T B B e YanTe MY RFS S R R Exprery
Least‘\z\;rr‘\gtilggjllty I Employ a deny-all, permit-by-exception policy to aIIow Explicitly Allow / allow (allowlist / whitelist) and/or
CM-07(05) Software — Allow- the execution of authorized software programs on the Functional Equal Der? A ylications CFG-03.3 |block (denylist / blacklist) 10
: system; andc. ReV|ew and update the list of authorized Y ApP appllcatlons that are authorized
by-exception dafinad ormgaTe
Least Functionality ||Require that the folluwmg user-installed software Technologyy Assets, Mechanlsms exlst to configure
Confined execute in a confined physical or virtual machine . " PR M [Technology Assets, Applications
CM-07(06) Environments with [environment with limited privileges: [Assignment: Functional |intersects With 22?\2@22?.?2:2%2: CFG-02.5 and/or Services (TAAS) utilized in 5
Limited Privileges |organization-defined user-installed software]. high-risk areas with more
< ity 1[OTIY TIT COTTITTET PrIySTCaT O VIrtudT Tacrie Eofrilte - - -
L(e:zsjtng:ecgﬁ?:rl]lt% I environments and with the explicit approval of Technology Assets, ¥:CC;1:;EmsAeséles:StoAcoTiﬁcgtjigis
CM-07(07) Protected [Assignment: organization-defined personnel or roles] Functional |Intersects With| Applications and/or| CFG-02.5 and/or Segny/ices (TA’«ASp)putiliZed in 5
Environments when’such code is:a. Obtalnedhfr\tz‘n:hsonircss with SEJY'Ee:(IAAAS) for high-risk areas with more
Least Functionality | code from sources with limited or no warranty or :J'stetIolfﬂIl;lin';rycul'l:m;\clz:w‘gimu e
CM-07(08) Binary or Machine gizl‘;‘ﬁ;::é’;@vgfcnoz:;ghji:_lc: r;?gsei;g%?'be;fel:ggonal Functional Equal Bé?(z%ggf:é@g:- END-06.7 |executable code from sources 10
Executable Code requirements and with the approval of the authorizing W'EE “T'ted or no warranty and
Least Functionality |[components authorized for system usel;b. Prohibit the Tech:sl‘t‘nllyu;\:sets Mechanisms ex|st to conﬁgure
CM-07(09) Prohibiting The Use [use or connection of unauthorized hardware Functional |Intersects With| A Iicatiognz/s and/o} CFG-02.5 [Technology Assets, Applications 5
of Unauthorized [components;c. Review and update the list of S‘ejl?vices (TAAS) for = |and/or Services (TAAS) utilized in
Hardware authorized hardware components [Assignment: Winh Dicl Ar, high-risk areas with more
CUMPUTTETITS aSSTYTTETTU-aTTy UTTET SySTeTT, &, T5-at uTe - -
System Component level of granularity deemed necessary for tracking and ms;:?g:?gz?;lesgrsgoﬁsﬁorAn;sets
CM-08 Y Inventop reporting; and5. Includes the following information to Functional |Intersects With| Asset Inventories AST-02 Applications, Services a%)clj/or ' 5 CM-08
Y achieve system component accountability: Dgga (TAASD’) that:
tFfistre Rt Rugrit P arirrrt-Bferemiicsname UUTCE AU TEPUSTLOTy TU-proviae
System Component level of granularity deemed necessary for tracking and Component a trusted source and
CM-08 Y Inventop reporting; and5. Includes the following information to Functional |Intersects With| Duplication AST-02.3 |accountability for approved and 5 CM-08
y achieve system component accountability: Avoidance |mplemented system
Aec faiuibheane y N
System Component Update the inventory of system components as part of Updates During Mechanisms e><|st to update
Inventory | Updates . L . N asset inventories as part of
CM-08(01) During Installation component installations, removals, and system Functional Equal Installations / AST-02.1 component installations 10
updates. Removals g
and Removal removals and asset upgrades.
System Component [Maintain the currency, completeness, accuracy, and Configuration and manage a Configuration
- Inventory | availability of the inventory of system components . g Management Database (CMDB),
CM-08(02) Automated using [Assignment: organization-defined automated Functional Equal D Management AST-02.9 or similar technology, to monitor 10
atabase (CMDB)
L L —— e ooy asse
E&i';\:ggé mechanisms] [Assignment: organization-defined U/?\:?t?:rtiigd detect and alert upon the
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With| Component AST-02.2 |detection of unauthorized 5
Component unauthorized components are detected: [Selection Detsction hardware, software and firmware
Tnventory | ARSIt IR AT R ERAf TRt et
Autumat)ed mechanisms] [Assignment: organization-defined Software Mechanisms exist to generate an
CM-08(03) Unauthorized frequencyl; andb. Take the following actions when Functional |Intersects With| Installation Alerts END-03.1 |alert when new software is 5
Component unauthorized components are detected: [Selection detected.
Inventory | R RSAGPTETE IAgRRT AT R R Tt dth B are MTECTTATITSTITS EXTST T COrmygure
Automat‘éd mechanisms] [Assignment: organization-defined Unauthorized systems to generate an alert
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With| Installation Alerts CFG-05.1 |when the unauthorized 5
Component unauthorlzed components are detected [Selectlon installation of software is
System Component Inc\ude in the system component mventory ;;z;::'l:ogls:”:f ;;;;;\'/Tas:ls'w"
- Inventory | information, a means for identifying by [Selection (one . Accountability g -
CM-08(04) Accountability  |or more): name; position; role], individuals responsible Functional Equal Information AST-03.1 ;an‘?‘?nr;zgreiéac;gsg;::? f;):t of 10
Information and accountable for administering those components. Y 9 L P
CM-08(05) Withdrawn Functional Yo N/A N/A 0 Withdrawn
T TECTTATIISTITS €XTST T UUCTTITETTT
I%ﬁz;‘;;{jl Include assessed component configurations and any Approved Baseline and govern instances of
CM-08(06) Configurations and approved deviations to current deployed Functional Equal ppDeviat\ons AST-02.4 |approved deviations from 10
/gpproved configurations in the system component inventory. established baseline
System Component ) . and manage a Configuration
. . " . Configuration
Inventory | Provide a centralized repository for the inventory of . " Management Database (CMDB),
CM-08(07) Centralized system components. Functional |intersects With DaT:;:geegiﬂnI;B) AST-02.9 or similar technology, to monitor 5
Repository and govern technology asset-
Systlenmve(i]otg\rpolnent Support the tracking of system components by Automated Location Mechanisms exist to track the
CM-08(08) Automated L?J’catlon geographic location using [Assignment: organization- Functional Equal Trackin AST-02.10 [geographic location of system 10
Tracking defined automated mechanisms]. 9 components.
i bllc;ll\l‘en‘;g:'chi”t'“ a. Assign system components to a system; andb.
- n Receive an acknowledgement from [Assignment: . Component g Mechanisms exist to bind
CM-08(09) (:A:::gg?:n"ttsig organization-defined personnel or roles] of this Functional Equal Assignment AST-02.11 components to a specific system. 10
assignment.
ey g CoMmyUraTToTT e TS TrTUTgToTT TrTe- Sy STerT
Configuration development life cycle and for managing the Configuration Mechanisms exist to facilitate the|
CM-09 Mana egment Plan configuration of the configuration items;c. Defines the Functional Subset Of Management CFG-01 |implementation of configuration 10
9 configuration items for the system and places the Program management controls.
nficuration itame 1ind. fi
RS AY VoG HRAPFERT LluuuglluuL TTeSySTeTT - -
Configuration development life cycle and for managing the Stakeholder g:izﬁgllzr:rsseaistmtgde;?x:re of
CM-09 Managegrnent Plan configuration of the configuration items;c. Defines the Functional |Intersects With|  Notification of CHG-05 and understand the impact of 5
configuration items for the system and places the Changes
_ i s e conbouiation ’ DIOpOsed ChANges o
Maggngrgnuer:tnlglgn | /Assign responsibility for developing the configuration Assignment of configuration management that
CM-09(01) Ass? nment of management process to organizational personnel that | Functional Equal Resgonsibilit CFG-01.1 |prevents developers from 10
Resgonsibihty are not directly involved in system development. P Y performing production
TaWS; - TTaCK UTe USE UT SUTtWaTe aTu-aSSUCTatet - >
: H Mgl Mechanisms exist to enforce
Software Usage documentatl_on protec_ted_ by _quentlty licenses to . Software Usage software usage restrictions to
CM-10 Restrictions control copying and distribution; andc. Control and Functional Equal Restrictions CFG-04 comply with applicable contract 10 CM-10
document tr:e use of peer-to-peer ﬁ\e_ _sha_rlngr . agreements and copyright laws.
Software Usage |Establish the following restrictions on the use of open- Open Source Mechanisms exist to establish
CM-10(01) Restrictions | Open-|source software: [Assignment: organization-defined Functional Equal pSoftware CFG-04.1 |parameters for the secure use of 10
source Software |restrictions]. open source software.
governing the installation of software by users;b. Prohibit Installation /Automated mechanisms exist to
cM-11 User-installed Enforce software installation policies through the Functional |Intersects With| Without Privileged | END-03 prohibit software installations 5
Software following methods: [Assignment: organization-defined Status 9 \without explicitly assigned
methods]; andc. Monitor policy compliance privileged status.
governing the installation of software by users;b. M . . .
. h : i lechanisms exist to restrict the
R User-installed Enforce software installation policies through the . - User-Installed _ o - . ~
CM-11 Software following methods: [Assignment: organization-defined Functional |intersects With Software CFG-05 ;bslgﬁ g;;sphg:;;llelsi?}?t:v?r: to 5 CM-11
methods]; andc. Monitor policy compliance :
CM-11(01) Withdrawn Functional | N/A N/A N/A 0 Withdrawn
User-installed : .
: : " - Mechanisms exist to restrict the
CM-11(02) Software |‘ Soft\{vare Al[oyv user installation of software only with explicit Functional |Intersects With User-Installed CFG-05 |ability of non-privileged users to 5
Installation with |privileged status. Software N i horized soft
Privileged Status install unauthorized software.
User-installed - TECTTATITSTITS EXTST T COrmgure
. : " . Restrict Roles systems to prevent the
CM-11(02) Software | Software |Allow user Installation of software only with explicit Functional |Intersects With| Permitted To Install| CFG-05.2 [installation of software, unless 5

Installation with
Privileged Status

privileged status.

Software

the action is performed by a
e ©
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Set Theory Relationship Mapping (STRM)

FDE Name

User-installed
Software | Software

NIST SP 800-82 R3_x000a_Guide to Operational Technology (OT) Security

Focal Document Element (FDE) Description

/Allow user installation of software only with explicit

STRM
Rationale

STRM
Relationship

SCF Control

Prohibit Installation

Secure Controls Framework
(SCF)
Control Description
/Automated mechanisms exist to
prohibit software installations

Relationsh

version 2025.4_x000a_03/27/2026

CM-11(02) Installation with |privileged status. Functional |intersects With W'thogtt;ﬂ\;”ege'd END-03 without explicitly assigned >
Privileged Status privileged status.
USeTTTTSTaTTeT - -
Software | Enforce and monitor compliance with software N : Automated mechanisms exist to
A A ot " N ) . . " Configuration monitor, enforce and report on
CM-11(03) Automated installation policies using [Assignment: organization- Functional |Intersects With Enforcement CFG-06 configurations for endpoint 5
Enforcement and |defined automated mechanisms]. devicges P
oiaaiisera B - - —
Software | Enforce and monitor compliance with software Integrity Assurance If?:r':]ng] :naig‘}zzz::sgﬁx:gggs
CM-11(03) Automated installation policies using [Assignment: organization- Functional |Intersects With| & Enforcement CFG-06.1 implemen;zpautomated resiliency 5
Enforce_ment and |defined automated mechanisms]. (IAE) actions to remediate the
uitaniistiea
Software | Enforce and monitor compliance with software Software Mechanisms exist to generate an
CM-11(03) Automated installation policies using [Assignment: organization- Functional |Intersects With Installation Alerts END-03.1 |alert when new software is 5
Enforcement and |defined automated mechanisms]. detected.
5 feror S TECITATTSTITS € ATSTTU-CoTTTgUTE
Software | Enforce and monitor compliance with software Unauthorized systems to generate an alert
CM-11(03) Automated installation policies using [Assignment: organization- Functional |Intersects With| Installation Alerts CFG-05.1 |when the unauthorized 5
Enforcement and |defined automated mechanisms]. installation of software is
itacl YSTETTT CUTTTPUTTETTTS OTT WITTCIT U TE TITOTTITatroTT T RREQTERTSTTS eXTsTtoTUETTTTY AT
. processed and stored;b. Identify and document the document the location of
CM-12 Information users who have access to the system and system Functional Equal Information DCH-24 |information and the specific 10
Location fapn Location N
components where the information is processed and system components on which the|
fasad: ande N + tocthaloaation L ;i i ol
TTOTTTTETroTT RO ed U B TEERBRPTASSTGMRATS
Location | organization-defined information by information type] Automated Tools to type tp ensure _adequate
N N L . " . security, compliance and
CM-12(01) Automated Tools to [on [Assignment: organization-defined system Functional Equal Support Information| DCH-24.1 resilience controls are in place to 10
Suppoirt Intt_:rmatlon compqnents] tc_> ensure controdls_ a:g _|L1 pllace_ to protect Location protect organizational
Mechanisms exist to create and
R Data Action . Data Action g maintain a map of Technology
CM-13 Mapping Develop and document a map of system data actions. Functional Equal Mapping AST-02.8 Assets, Applications and/or 10
Services (TAAS) where
FTEVENT UTe TTStanatoTT UT TASSTgITTTETT UTgarZatoTT= TTSTaTatoTT OT SUTtWaTe amTa
defined software and firmware components] without firmware components without
CM-14 Signed Components|verification that the component has been digitally Functional |Intersects With|Signed Components| CHG-04.2 |verification that the component 5
signed using a certificate that is recognized and has been digitally signed using
d ha th, i i n i i v-1
regulations, policies, standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
g Policy and Procedures to facilitate the implementation of the . ... | Update of Security, ¥ Security, Compliance & .
Cp-01 Procedures contingency planning policy and the associated Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5 CcP-01
contingency planning controls;b. Designate an Resilience Program including policies, standards and
regulations, policies, standards, and guidelines; and2. Business Continuity Mechanisms exist to facilitate the|
Policy and Procedures to facilitate the implementation of the . implementation of contingency
cp-o1 Procedures contingency planning policy and the associated Functional Subset Of SMQZ??SEG;) BCD-01 planning controls to help ensure 10 CP-01
contingency planning controls;b. Designate an Y resilient Technology Assets,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
g Policy and Procedures to facilitate the implementation of the . N Compliance & . policies, standards and g
CP-01 Procedures contingency planning policy and the associated Functional  lIntersects With Resilience GOv-02 procedures necessary for secure, 5 CP-01
contingency planning controls;b. Designate an Documentation compliant and resilient
contingency plan to [Assignment: organization-defined Business Continuity Mechanisms exist to facilitate the|
g . key contingency personnel (identified by name and/or . " implementation of contingency g
CP-02 Contingency Plan by role) and organizational elements];c. Coordinate Functional Subset Of Management BCD-01 planning controls to help ensure 10 CP-02
. " P P - System (BCMS) :
contingency planning activities with incident handling resilient Technology Assets,
contingency plan to [Assignment: organization-defined Ongoing Mechanisms exist to update
CP-02 Contingency Plan key contingency p_ersqnnel (|dent\ﬁedlby name and/or Functional |Intersects With| Contingency BCD-06 contingency plans. due to 5 CP-02
by role) and organizational elements];c. Coordinate Plannin changes affecting:
contingency planning activities with incident handling 9 (1) People (e.g., personnel
T TECTTATITSTITS €XTST TU COUTUTTTaTe
Contingency Plan | . . " . " contingency plan development
CP-02(01) Coordinate with Erou;g;;aattiirfgln:lggr;:::tys ;:Ieasn g:;liillgpfr:re:etlavz:g lans. Functional Equal C'gce)lr:tlggt;awrgh BCD-01.1 |with internal and external 10
Related Plans 9 P P . elements responsible for related
L
Conduct capacity planning so that necessary capacity ;Z‘c’:;:;'r;"s;';;gc“i’ty‘FOL;"“
Contingency Plan | |for information processing, telecommunications, and : . : " n "
CP-02(02) Capacity Planning |environmental support exists during contingency Functional Equal Capacity Planning | CAP-03 [information processing, 10
‘! telecommunications and
operations. L il et
- - — AP AR Xt RAFESUTHEdf
Contlngency P!an | |Plan fo‘r the res‘umptlon of_[Se\ect\on (one). ?”5 Resume All Missions| missions and business functions
Resume Mission [|essential] mission and business functions within . " o " g
CP-02(03) " n ) P . : . Functional |Intersects With & Business BCD-02.1 |within Recovery Time Objectives 5
and Business [Assignment: organization-defined time period] of Functions (RTOs) of the contingency plan's
Functions contingency plan activation. i) gency p
- - - — PRI STSexsT o TesUTTTE
hoaoy | RESUTE Msin. csentll mssion ond busness WHEHons WY | cional nersects Wi | 60023 e o oA |
and Bus_lness [Assl_gnment: orgamz_atlo_n—deﬁned time period] of Functions defined time period of
Functions contingency plan activation. N | "
CP-02(04) Withdrawn Functional | 5.~ N/A N/A N/ 0 Withdrawn
Contingency Plan | [/ 107 TITE CUNTTITUATICE: UF [SETELOUTT (OMTe]: a; ESSETIAT TIISSTOMS ara- DuSTTeE
Contingue IV\I/ission essential] mission and business functions with minimal Continue Essential functions with little or no loss of
CP-02(05) and Business or no loss of operational continuity and sustains that Functional Equal Mission & Business | BCD-02.2 |operational continuity and 10
: continuity until full system restoration at primary Functions sustain that continuity until full
Functions L PR v N N )
Contingency Plan | |mission and business functions to alternate processing Transfer to Mechanisms exist to redeploy
. Alternate and/or storage sites with minimal or no loss of . Alternate " personnel to other roles during a
CP-02(06) Processing and |operational continuity and sustain that continuity Functional Equal Processing / BCD-01.3 disruptive event or in the 10
Storage Sites through system restoration to primary processing Storage Site execution of a continuity plan.
ngz?giigg \'l;vliifr\] I Coordinate the contingency plan with the contingency Coordinate With It?\teeLgilticr?net:]ncgenlcaynslsfn:xv::rhnal
CP-02(07) External Service plans of external service providers to ensure that Functional Equal External Service | BCD-01.2 service rgvideyrspto ensure that 10
contingency requirements can be satisfied. Providers ice p .
Providers contingency requirements can be|
. Mechanisms exist to identify and
Contingency Plan | . - . . . . "
CP-02(08) Identify Critical Ident{fy I<I:lr\t|cal sys‘tem_ as_sets suppor_tlng [fSeIec_t\on Functional Equal Iden;lfy Critical BCD-02 2ocume£t t||1e cl_'mcal Technology 10
Assets (one): all; essential] mission and business functions. ssets ssets, Applications, Services
and/or Data (TAASD) that
VYT RS STgTTTETG OTgaMZatoT=Ue ey UTTeperTouT TTECTTATISTITS EXTST tU aueqUaTeTy
of assuming a contingency role or responsibility;2. . train contingency personnel and
CP-03 Co_Prta\?r%incy \When required by system changes; and3. [Assignment:| Functional Equal CO.P'_ta'?rﬁﬁncy BCD-03 |applicable stakeholders in their 10 CP-03
9 organization-defined frequency] thereafter; andb. 9 contingency roles and
Qo undat, i teaind Eant FRSERATIEH IS st ro-meoTpoTaTe
Contingency Incorporate simulated events into contingency training simulated events into
CP-03(01) Training | Simulated|to facilitate effective response by personnel in crisis Functional Equal Simulated Events | BCD-03.1 |contingency training to facilitate 10
Events situations. effective response by personnel
i
CoTUTIgETTCY - -
Training | Employ mechanisms used in operations to provide a o Automated mechanisms exist to
" : " N . Automated Training provide a more thorough and
CP-03(02) Mechanisms Used |more thorough and realistic contingency training Functional Equal Envi ¢ BCD-03.2 Jisti ti traini 10
in Training environment. nvironments realistic contingency training
i environment.
[ASSIgITTTETIT UrgarmZatoT=ueTTeu TEqUETTCy T USTg n TVTETTTATIISITTS EXTST U Coruucta
Contingency Plan the following tests to determine the effectiveness of Rgg{‘ggg:g?’ﬂzllagis Root Cause Analysis (RCA) and
CP-04 Tgstiny the plan and the readiness to execute the plan: Functional |Intersects With (RCA) & Lessor{s BCD-05 |"lessons learned" activity every 5 CP-04
9 [Assignment: organization-defined tests].b. Review the L time the contingency plan is
cResigfRRE G RA me R R S camed e
: the following tests to determine the effectiveness of : : |
CP-04 Contingency Plan the plan and the readiness to execute the plan: Functional |Intersects With Cor)tmgency Pl_an BCD-04 evalu_ate the contingency plan's 5 CP-04
Testing [Assignment: organization-defined tests].b. Review the Testing & Exercises Effem.veness and the
i ‘alan tact racilte: ande Initiata ; organization's readiness to
: Mechanisms exist to coordinate
Contingency Plan . . . " . " " N
g N . Coordinate contingency plan testing with . Coordinated Testing| " contingency plan testing with
CP-04(01) Tﬁf;ﬁ”&h;‘;‘gg:gﬁf organizational elements responsible for related plans. Functional Equal with Related Plans BCD-04.1 internal and external elements 10
responsible for related plans.
TESTUTE CUTTUITGETTCY PraTT at e aTeT TTaTe ProcESSTTY —
Contingency Plan [site:a. To familiarize contingency personnel with the Alternate Storage & ls)tootl;\a?:m&i‘lizrr?zceesczqugins'tee:cto
CP-04(02) Testing | Alternate [facility and available resources; andb. To evaluate the Functional Equal P ; S‘g BCD-04.2 | with the f ? yd 10
Processing Site [capabilities of the alternate processing site to support rocessing Sites personnel with the acl ity an
+ evaluate the capabilities of the
. No applicable SCF
Contingency Plan N . . .
CP-04(03) Testing | [Test the contingency plan using [Assignment: FumEiemel Relat’i\‘oonship N/A N/A N/A 0 control

Automated Testing

organization-defined automated mechanisms].
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No applicable SCF

Testing | Full Include a full recovery and reconstitution of the system q No control
CP-04(04) Recovery and  [to a known state as part of contingency plan testing. Elnccopal Relationship B2 b2 D ©
Reconstitution
: Employ [Assignment: organization-defined No applicable SCF
Contingency Plan h - )
g : 3 mechanisms] to [Assignment: organization-defined . No icontrol
CP-04(05) Tecsrtjlar“_;eLSSf system or system component] to disrupt and adversely U ETE] Relationship B b DA v
9 affect the system or system component.
CP-05 Withdrawn Functional | /" N/A N/A N/A 0 Withdrawn
- CSTADTTSTT aTT aTteTTTate SToTayeSITe, MTCTuuTTy -
CP-06 Site 9€ Iretrieval of system backup information; andb. Ensure Functional Equal Site 9 BCD-08 necessary agreements to permit 10
that the alternate storage site prowdes controls Y ag p
inlant be bt of £h the storage and recovery of
TECTTATIISTITS EXTST (U Separate
Alternate Storage [ldentify an alternate storage site that is sufficiently Separation from the alternate storage site from
CP-06(01) Site | Separation |separated from the primary storage site to reduce Functional Equal Primary Storage | BCD-08.1 |the primary storage site to 10
from Primary Site [susceptibility to the same threats. Site reduce susceptibility to similar
e ﬁ
EEATTSTTS ExTSTTUTaTTTaTe
Alstiet;nlatRee?;\oI;arge Configure the alternate storage site to facilitate Recovery Time / recovery operations in
CP-06(02) Time and Recov)el recovery operations in accordance with recovery time Functional |Intersects With| Point Objectives | BCD-01.4 |accordance with Recovery Time 5
Point Objectivesry and recovery point objectives. (RTO / RPO) ObJECtIVeS (RTOs) and Recovery
Dript Oh (BPOCY
Identify potential accessibility problems to the :r:TtT:;I:tlg ;’)Iolt;ntliaT ;Ucéuezls‘ilgifit;”u
Alternate Storage [alternate storage site in the event of an area-wide . Primary Storage
CP-06(03) N o . . ; : TR Functional Equal . e BCD-08.2 |problems to the alternate 10
Site | Accessibility glcstli'zggon or disaster and outline explicit mitigation Site Accessibility storage sites in the event of an
TTTe PETTOUCOTTSTSTETTT WITT TECOVETY TTTTE aTma TETUVETY Rec AR E-esdisAstram
Alternate point objectives] when the primary processing Alternate alternate processing site that
CP-07 Processing Site capabilities are unavailable;b. Make available at the Functional Equal Processing Site BCD-09 |provides security measures 10
9 alternate processing site, the equipment and supplies 9 equ|valent to that of the primary
Alternate lead ol i = R st EXTST U SEpaTate
Processing Site | Identify an alternate processing site that is sufficiently Separation from the alternate processing site
CP-07(01) Se, aratio% from separated from the primary processing site to reduce Functional Equal Primary Processing | BCD-09.1 |from the primary processing site 10
Pprimary Site susceptibility to the same threats. Site to reduce susceptibility to similar
Hfghte porertraraccessomy
Alternate Identify potential accessibility problems to alternate Alternate problems to the alternate
CP-07(02) Processing Site | [processing sites in the event of an area-wide disruption| Functional Equal Processing Site BCD-09.2 |processing sites and possible 10
Accessibility or disaster and outlines explicit mitigation actions. Accessibility mitigat\on actions, in the event
iARisrnt
—— PR e AR PR QE R T
Alternate Devel_op a'tET"ate processing 5.'t.e agr_eements that " alternate processing and storage
. L contain priority-of-service provisions in accordance . Alternate Site " .
CP-07(03) Processing Site | - " " H ; . Functional Equal - - BCD-09.3 [sites that support availability 10
Priority of Service with availability requirements (including recovery time Priority of Service requlrements \ncludlng
objectives). y 3
Alternate Prepare the alternate processing site so that the site :Eergla,tteespsrgsgﬁI;ﬁszl‘zen?gtnzm
CP-07(04) Processing Site | [can serve as the operational site supporting essential Functional Equal Preparation for Use | BCD-09.4 bugipness functions so that the 10
Preparation for Use [mission and business functions. alternate site is capable of being
CP-07(05) Withdrawn Functional | 5.~ N/A N/A 0 Withdrawn
MTECTTATIISTITS EXTST tU-prarTarm
CP-07(06) Pro("ﬁ‘s:;iir;gatéeite | |Plan and prepare for circumstances that preclude Functional Equal Inability to Return BCD-09.5 pmraer’?;raedf:rci’?'z;%ns?;%;as::tnhit 10
Inability to Return |[returning to the primary processing site. a to Primary Site - preclude returning to the primary|
to Primary Site it
resumption of [Assignment: organization-defined Telecommunication Mechanisms exist to reduce the
g Telecommunication |system operations] for essential mission and business " " © ~ likelihood of a single point of
CP-08 s Services functions within [Assignment: organization-defined Functional |intersects With Asvsa?lravl;ﬁ?ts BCD-10 failure with primary 5
time period] when the primary telecommunications Y telecommunications services.
= ——PTOVISIONS T aCCoTuaTIce Wit av TeguTETTTETT — -
:eslzi\??;;\‘l'r;:ii?ign (including recovery time objectives); andb. Request Telecommunication ;elfec;r::;t';f::é?: sfi:)\rliie—of—
CP-08(01) of Service Y [Telecommunications Service Priority for all Functional Equal s Priority of Service| BCD-10.1 sgrvice rovisions th§t sul yort 10
Provisions telecommunications services used for national security Provisions availabiﬁty requirements PP
if tha nei AL .
Telecommunication |Obtain alternate telecommunications services to Telecommunication :\illkeec"maor:jl(sjrg? :):isnt tIZ reocilrlitcgfthe
CP-08(02) s Services | Single [reduce the likelihood of sharing a single point of failure| Functional |Intersects With s Services BCD-10 failure with rima? p 5
Points of Failure |with primary telecommunications services. Availability telecommunpicatio:s services.
TETETUTTTITATIICATOTT ——
s Services | Obtain alternate telecommunications services from Separation of :gre\;}zzgeffsrlscorrg\ﬂdu::sciﬁ:tn;e
CP-08(03) Separation of  |providers that are separated from primary service Functional Equal Primary / Alternate | BCD-10.2 ceparated frorﬁ rimary service 10
Primary and providers to reduce susceptibility to the same threats. Providers prgviders to redﬁce susyceptibihty
Telecommrlilnic.aAtion STVICE PTOVILETS T0 TIETve COTaTgerey prors: o Feview contractually-require external
s Services | provider cor\t\ngency plaps to ensure Fhat the plans . Provider service prov)i/derg to have
CP-08(04) meet organizational contingency requirements; andc. Functional Equal : BCD-10.3 . 10
Provider Obtain evidence of contingency testing and training b Contingency Plan contingency plans that meet
Contingency Plan idare [Acci gency ,‘gﬁ " 9 by organizational contingency
TeTeCUTTITTATICATToTT No applicable SCF
s Services | - .
Test alternate telecommunication services . No icontrol
CP-08(05) Telecﬁ:;enznuar:iiation [Assignment: organization-defined frequency]. (UTEETETE Relationship W UL B g
information contained in the system [Assignment: Mechanisms exist to create
g organization-defined frequency consistent with . . ~ recurring backups of data, g
CP-09 System Backup recovery time and recovery point objectives];c. Functional |intersects With Data Backups BCD-11 software and/or system images, 5 CP-09
Conduct backups of system documentation, including as well as verify the integrity of
TECTTATITSTITS EXTST T0 TOUTTETy
Sys_lt':gt\i:acfl;:—m I Test backup information [Assignment: organization- Testing for test backups that verify the
CP-09(01) Reliabilig and defined frequency] to verify media reliability and Functional Equal Reliability & BCD-11.1 |reliability of the backup process, 10
Integr}i/ty information integrity. Integrity as well as the integrity and
Pt eiscidttomze
System Backup | |Use a sample of backup information in the restoration sampling of available backups to
. ; A . Test Restoration P
CP-09(02) Test Restoration |of selected system functions as part of contingency Functional Equal Using Samplin BCD-11.5 |test recovery capabilities as part 10
Using Sampling [plan testing. 9 pling of business continuity plan
System Backup | [0 PACKUp CUPTES Ur [ASSTgrMENTC: UTgamnzaton= tRfRAcopres ororcaT SoTtwaTe
Sg arate Storap e defined critical system software and other security- Separate Storage and other security-related
CP-09(03) pfor Critical 9€ Irelated information] in a separate facility or in a fire Functional Equal for Critical BCD-11.2 |information in a separate facility 10
f : rated container that is not collocated with the Information or in a fire-rated container that is
Information L o - T nat call A with tha cuctam
CP-09(04) Withdrawn Functional ) N/A N/A /A 0 Withdrawn
System Backup | [Transfer system backup information to the alternate Transfer to :td(;;u‘;:;’t:’aL;al'r:tZILt?a';:diLsE
CP-09(05) Transfer to storage site [Assignment: organization-defined time Functional Equal Alternate Storage | BCD-11.6 |ca ag\e of meeting both 10
Alternate Storage |[period and transfer rate consistent with the recovery a Site 9 . Re‘;ove Time Obgectives (RTOS)
Site time and recovery point objectives]. AD. e Dai Jf Ahincti
System Backup | Conduct system backup by maintaining a redundant Mechanisms exist to maintain a
g secondary system that is not collocated with the . Redundant - failover capability, which is not
CP-09(06) Secc?nedd:rndsnsttem primary system and that can be activated without loss Functional Equal Secondary System BCD-11.7 collocated with the primary 10
Yoy of information or disruption to operations. [Technology Asset Appllcatlon
System Backup | MTECTTATTISTITS EXTST U TMIPTETTTETTT
Dual Authorization Enforce dual authorization for the deletion or Dual Authorization and enforce dual authorization
CP-09(07) for Deletion or destruction of [Assignment: organization-defined Functional Equal For Backup Media | BCD-11.8 [for the deletion or destruction of 10
Destruction backup information]. Destruction sensitive backup media and
ldat
System Backup | Implement cryptographic mechanisms to prevent Cryptographic mechanisms exist
g ! unauthorized disclosure and modification of . Cryptographic ~ to prevent the unauthorized
CP-09(08) Cr;/l?oté)egcr;g:lc [Assignment: organization-defined backup Functional Equal Protection BCD-11.4 disclosure and/or modification of 10
information]. backup information.
System Recove! system to a known state within [Assignment: Applications and/or secure recovery and
CP-10 an{i Reconstitutirgn organization-defined time period consistent with Functional |Intersects With| Services (TAAS) BCD-12 reconstitutionlg/fTechnqu 5 CP-10
recovery time and recovery point objectives] after a Recovery & Assets, Applications and/o?y
£2il itk .
PO ERERIETRIER- g ikt SsttotoTror T - - -
System Recove! system to a known state within [Assignment: Business Continuity :‘ﬁ:clr::;r?:ﬁzﬁsztcoof:t?!'t:;ecthe
CP-10 an); Reconst\tutiroyn organization-defined time period consistent with Functional |Intersects With Management BCD-01 plapnning controls to help%nsu{e 5 CP-10
:ecovery time and recovery polmt objectives] after a System (BCMS) resilient Technology Assets,
PHETaE B EREREEGHER- B EtEiTsttutoTToT TrTe TTECTTATIISTITS EXTST (U TaTTaTe
System Recove! system to a known state within [Assignment: Recovery Time / recovery operations in
CP-10 anyd Reconst\tutirgln organization-defined time period consistent with Functional |Intersects With| Point Objectives | BCD-01.4 |accordance with Recovery Time 5 CP-10
recovery time and recovery polnt objectives] after a (RTO / RPO) Objectives (RTOs) and Recovery
Daint Ohinctiuac (DAY
CP-10(01) Witharawn Functional | ,_ ™ N/A N/A N/A 0 Withdrawn
System Recovery Mechanisms exist to utilize
CP-10(02) and Reconstitution |[Implement transaction recovery for systems that are Functional Equal Transaction BCD-12.1 specialized backup mechanisms 10

Transaction
Recovery

transaction-based.

Recovery

that will allow transaction

recovery for transaction-based
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o STRM STRM
FDE Name Focal Document Element (FDE) Description a o i SCF Control (SCF) A
Rationale Relationship Control Description Relag‘onsh
CP-10(03) Withdrawn Functional = - N/A N/A N/A 0 Withdrawn
FTOVIUE UTE CapaDTty TU TESTOTE SYSTETITCOTIPOTTETTS - -
ar?ésl-‘:::)l?:t?f&?own | within [Assignment: organization-defined restoration Restore Within Time| 'I\Ifleeccr?:c:}IcfmsAes):eS;stoAreslgggfions
CP-10(04) Restore Within Timetime periods] from configuration-controlled and Functional Equal Period BCD-12.4 |g o ices gxd/or Data F()'FIBAASD) g 10
Period mtegngy-prot}eitecfj |nfgrmat|un representing a known, within organization-defined
CP-10(05) Withdrawn Functional W N/A N/A N/A 0 Withdrawn
System Recovery Backup & . .
P " Mechanisms exist to protect
CP-10(06) and Reconstitution | Protect_sys_tem components used for recovery and Functional Equal Restoration BCD-13 |backup and restoration hardware 10
Component reconstitution. Hardware and software
Protection Protection )
Provide the capability to employ [Assignment: o Mechanisms exist to reduce the
Alternate pislien) " fpuie Telecommunication o h "
. P organization-defined alternative communications " . . - likelihood of a single point of
cP-11 Con::r'l\.églcc;gons protocols] in support of maintaining continuity of Functional |intersects With Asvsa?lravl;ﬁ?ts BCD-10 failure with primary 5
operations. Y telecommunications services.
\When [Assignment: organization-defined conditions] systems to fail to an
are detected, enter a safe mode of operation with : " " organization-defined known-state
CP-12 Safe Mode [Assignment: organization-defined restrictions of safe Functional [intersects Wit Fall Secure SEA-07.2 for types of failures, preserving 5 CP-12
mode of operation]. system state information in
CITPTOY TASSTYTITTET T UrgaTZatioT-UeTTTeu aTieTTTatve GTCETTTatve Ur COMpETTSatmy
N .. |or supplemental security mechanisms] for satisfying ; " controls to satisfy security
CP-13 Alteweactllq\;enissemc:rlty [Assignment: organization-defined security functions] Functional Equal Alterﬁ;::uf:;“nty BCD-07 |functions when the primary 10
when the primary means of implementing the security means of implementing the
e imetion i A . o oo & o
guidelines; and2. Procedures to facilitate the Periodic Review & Mechanisms exist to review the
" Policy and implementation of the identification and authentication . - | Update of Security, g Security, Compliance & ~
1A-01 Procedures policy and the associated identification and Functional  lintersects With Compliance & GOv-03 Resilience Program (SCRP), 5 1A-01
authentication controls;b. Designate an [Assignment: Resilience Program including policies, standards and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|
Policy and implementation of the identification and authentication . Identity & Access implementation of identification
1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) IAC-01 and access management 10 1A-01
authentication controls;b. Designate an [Assignment: controls.
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
" Policy and implementation of the identification and authentication . " Compliance & 1 policies, standards and "
1A-01 Procedures policy and the associated identification and Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5 1A-01
authentication controls;b. Designate an [Assignment: Documentation compliant and resilient
adtherication. |Uniauely identity and authenticate organizational users Authentication for ruthenticate, Authorize and
1A-02 (organizational 223nasi%cl)aet:aﬁ?ztftlrr:étlxéeu!d;r;t\ﬁcatlon with processes | Functional Equal Organizational IAC-02 lAudit (AAA) organizational users 10 1A-02
Users) 9 ) Users and processes acting on behalf of]
Authentication Multi-Factor /Automated mechanisms exist to
" (organizational  |Implement multi-factor authentication for access to . " R . enforce Multi-Factor ]
1A-02(01) Users) | Multi-factor |privileged accounts. Functional |Intersects With Auth(ea;:)atlun IAC-06 /Authentication (MFA) for: 5 1A-02(01)
Authentication to (1) Remote network access;
Authentication Mechanisms exist to utilize Multi-
~ (organizational |Implement multi-factor authentication for access to . . Local Access to g Factor Authentication (MFA) to "
1A-02(01) Users) | Multi-factor |privileged accounts. Functional |intersects With Privileged Accounts IAC-06.3 authenticate local access for 5 1A-02(01)
Authentication to privileged accounts.
Authentication - u-\-r(;mul:uhl T FI: Uuu;L o TIToSE
P . - Information products that have been
1A-02(01) (organizational _|Implement multi-factor authentication for access to Functional |Intersects With| Assurance Enabled | TDA-02.2 |successfully evaluated against a 5 1A-02(01)
Users) | Multi-factor |privileged accounts. Product: National Inf tion A
Authentication to roducts ational Information Assurance
Authentication Out-of-Band Multi- for access to privileged and non-
" (organizational  (Implement multi-factor authentication for access to . " g privileged accounts such that "
1A-02(01) Users) | Multi-factor privileged accounts. Functional  lIntersects With Auth?ncttig;tion IAC-064 1516 of the factors is 5 1A-02(01)
Authentication to independently provided by a
Authentication Mechanisms exist to utilize Multi-
" (organizational  Implement multi-factor authentication for access to y .| Network Access to g Factor Authentication (MFA) to ~
1A-02(01) Users) | Multi-factor |privileged accounts. Functional [intersects With Privileged Accounts IAC-06.1 authenticate network access for 5 1A-02(01)
Authentication to privileged accounts.
Authentication Mechanisms exist to utilize Multi-
oo : - Network Access to Py
" (organizational |Implement multi-factor authentication for access to . " privi : Factor Authentication (MFA) to :
1A-02(01) Users) | Multi-factor |privileged accounts. Functional |Intersects With Nuchcr(;\L’jlrL?:ged IAC-06.2 authenticate network access for 5 1A-02(01)
Authentication to non-privileged accounts.
Authentication RUTOTITATET MTTECTTaTTSTITS EXTST T
1A-02(01) (organizational _jimplement multi-factor authentication for access to Functional |Intersects With Hardvaaal;ee'goken- IAC-10.7 ?:lf:;eqz;glii;If:z;fi:::neg:tesdare 5 1A-02(01)
Users) | Multi-factor privileged accounts. Authentication satisfied for hardware token-
Authentication to bacod PN}
AUTITETTUCATOTT heerfidrid PPPfES s totose
(organizational - P Information products that have been
1A-02(02) Users) | Multi-factor: Ln;gle:i‘l\i?; n;;|;|Cfcauct2€sauthentlcatlon for access to Functional |Intersects With| Assurance Enabled | TDA-02.2 [successfully evaluated against a 5 1A-02(02)
Authentication to P! 9 unts. Products National Information Assurance
AL Jilacad in (NIAD) o
Negrerilaesft 3 A £ox -
oo Mechanisms exist to utilize Multi-
(organizational . - Network Access to P
. Iy Implement multi-factor authentication for access to . " ppiv . Factor Authentication (MFA) to "
1A-02(02) U/iz;?\)eln:?g;ttli;ﬁcttgr non-privileged accounts. Functional |Intersects With| No;cz:;nléeéged IAC-06.2 authenticate network access for 5 1A-02(02)
L, o o non-privileged accounts.
Netrertiacoft -
B . for access to privileged and non-
(organizational » P Out-of-Band Multi- L
102(02)  |Users) | Multi-factor|ImPIeMment multh-factor authentication for access to Functional Intersects With Factor 1AC-06.4 [Privileged accounts such that 5 1A-02(02)
Authentication to non-privileged accounts. Authentication one of the factors is
N, G o independently provided by a
aarerittatsft RUTOTTaTET THELTTaTTTSTITS €XTSTTT
(organizational ” P Hardware Token- ensure organization-defined
1A-02(02) Users) | Multi-factor 'n”;g'e’:\i?: ’:;'g'ﬁg‘:g{:“me”t'ca“"” for access to Functional [Intersects With| Based IAC-10.7 |token quality requirements are 5 1A-02(02)
Authentication to P! 9 . Authentication satisfied for hardware token-
Y slonod hacad authanticati
a‘;g;i';:;::;" Mechanisms exist to utilize Multi-
ny Implement multi-factor authentication for access to " .. | Network Access to Factor Authentication (MFA) to
1A-02(02) Uiﬁ{f‘)elnt?fétt'i;ﬁcffr non-privileged accounts. Functional Intersects With Privileged Accounts IAC-06.1 authenticate network access for 5 1A-02(02)
AL Gyl " privileged accounts.
AgtTenmitation : /Automated mechanisms exist to
(organizational . P Multi-Factor :
1A-02(02) Users) | Multi-factor 'mp'e".’e.?t ml;"t"facmt' authentication for access to Functional |Intersects With| Authentication | IAC-06 i”ftzrcetM“t'F"Falfﬂtg; for- 5 1A-02(02)
Authentication to |"on-Privileged accounts. (MFA) uthentication (MFA) for:
N 4 ilanod (1) Remote network access;
(;;;;:i‘;;t‘i‘;:;\ Mechanisms exist to utilize Multi-
~ ny Implement multi-factor authentication for access to . y Local Access to . Factor Authentication (MFA) to .
14-02(02) U/iz;?\)eln:/ilg;ttli;ﬁcttgr non-privileged accounts. Functional Intersects With Privileged Accounts IAC-06.3 authenticate local access for 5 1A-02(02)
L o o privileged accounts.
1A-02(03) Withdrawn Functional | ,_ " N/A N/A N/A 0 Withdrawn
1A-02(04) Withdrawn Functional o N/A N/A 0 Withdrawn
ooy [Nnen shared accounts or authenticatos are incividuals 6 be authenicated
o lemployed, require users to be individually . Group " i -
1A-02(05) Users) | Individual - . Functional Equal . IAC-02.1 |with an individual authenticator 10
Authentication with :gﬁgiﬁifzﬁei::[.?cr:fra"tmg access to the shared Authentication when a group authenticator is
c 3 tilizac
Authentication |[Selection (one or more): privileged accounts; non- Out-of-Band Multi- for access to privileged and non-
(organizational |privileged accounts] such that:a. One of the factors is : " privileged accounts such that
1A-02(06) Users) | Access to [provided by a device separate from the system gaining Functional [intersects With AuthFeancttiggticn L one of the factors is 5
Accounts — access; andb. The device meets [Assignment: independently provided by a
1A-02(07) Withdrawn Functional W N/A N/A N/A 0 Withdrawn
(Ac\f'maenni;lactaict)l::\ Implement replay-resistant authentication mechanisms Replay-Resistant /Automated mechanisms exist to
1A-02(08) Usergs) | Access to for access to [Selection (one or more): privileged Functional Equal Asth}éntication IAC-02.2 |employ replay-resistant 10 1A-02(08)
Accounts — Replay accounts; non-privileged accounts]. authentication.
1A-02(09) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
ToETTOTTCaTTOTT BT - -
P . . Mechanisms exist to provide a
Authentication : : : L " Single Sign-On A
. P Provide a single sign-on capability for [Assignment: . % transparent authentication (e.g.,
1A-02(10) Usé?';?alrgéatllgnsa?\ n- organization-defined system accounts and services]. Functional Equal (Si(u)t]h';atri\csapt?;nt 1AC-13.1 Single Sign-On (SS0)) capability 10
9 9 to the organization's Technology
1A-02(11) Withdrawn Functional | /o N/A N/A N/A 0 Withdrawn
TETICTCAETOTT arrer Mechanisms exist to accept and
Authentication |Accept and electronically verify Personal Identity Acceptance of PIV electronically verify
1A-02(12) Usfe?g?irxiitem?aarice \Verification-compliant credentials. Functional Intersects With Credentials IAC-02.3 organizational Personal Identity 5 1A-02(12)
DN ptan \Verification (PIV) credentials.
RERRhfeasr s - —
- Implement the following out-of-band authentication . . .
1A-02(13) g:'tghaenr:;actalct)lr?; mechanisms under [Assignment: organization-defined | ¢, iy Equal Acthontieation | 18C-02.4 [OucorBand Adthentication 10
Users) | Out-of-band| conditions]: [Assignment: organization-defined out-of- (00BA) " |(0OBA) under specific conditions
Avthonticati band authentication]. P i}
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Secure Controls Framework -
Eadd, STRM STRM of
FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control SCF # ControI(IS)iZ::ription Relationsh Notes
. Uniquely identify and authenticate [Assignment: L /Authenticate, Authorize and -
Device ot 4 : . Identification & N :
" P organization-defined devices and/or types of devices] : ; o X /Audit (AAA) devices before "
1A-03 Id:c:;lc:;gg:@gd before establishing a [Selection (one or more): local; Functional  lIntersects With AutheDné\llcisgsn for | 1AC-04 establishing a connection using 5 1A-03
remote; network] connection. bidirectional authentication that
— RUTITETTOCaTe TASSTYTTITETTC, UTgaTTZatoT-UreTTTTe T -
Iii:;':s;gsg;"f devices and/or types of devices] before establishing Identification & ﬁﬂg?f?/;f:;%es?ctg:%ff;gd
IA-03(01) Cryptographic [Selection (one or more): local; remote; network] Functional |Intersects With| Authentication for IAC-04 establishing a connection using 5
HAHs : connection using bidirectional authentication that is Devices o N P
Bidirectional : ooy bidirectional authentication that
1A-03(02) Withdrawn Functional | ,_ /" N/A N/A 0 Withdrawn
Device - - - ETTPTOY TVETWOTK ACTESS CUTTTTOT
Identification and isntfaonrrljwag(tjilgr? :r):gat[\nelclea:sderedsusraat‘ilggaat;c;?gf:geto devices Network Access (NAC), or a similar technology,
1A-03(03) Authentication | | " ? ) 2 tion-defi Functional |Intersects With| AST-02.5 |which is capable of detecting 5
Dynamic Address in accprdance _W|th [Assignment: t_)rga.nlzat\on defmed Control (NAC) unauthorized devices and disable
All n lease information and lease duration]; andb. Audit P
Identizs\afltic:n and Handle device identification and authentication based Identification & 23;?5?;::;%3?;2:%3;2‘1
1A-03(04) Authentication | on attestation by [Assignment: organization-defined Functional |Intersects With| Authentication for IAC-04 establishing a connection using 5
Device Attestation configuration management process]. Devices bidirectional authentication that
- e VTCE TUETTTTCaToTT arTer
Identi%i;ltic:n and Handle device identification and authentication based authentication is accurate by
1A-03(04) Authentication | on attestation by [Assignment: organization-defined Functional |Intersects With| Device Attestation | IAC-04.1 |centrally-managing the joining of 5
h : configuration management process]. systems to the domain as part of
Device Attestation T . ;|
PETSUNTTET UT TOTES T U aSSTgTT AT IUTVIU T, group; ToTe; H’V‘JVGI’I’: tr|1e o Aﬁthen;icate
\dentifier service, or device identifier;b. Selecting an identifier Authenticate, guthorize and Audit (AAA) '
IA-04 Management that identifies an individual, group, role, service, or Functional |Intersects With|Authorize and Audit| IAC-01.2 solutions, both on-premises and 5 IA-04
9 device;c. Assigning the identifier to the intended (AAA) those hoéted by aanxternal
o disgichiial ' Aoviico: apdd
Bt SRS FAS S SRy Fan R g 5tp, Tore; - g
\dentifier service, or device identifier;b. Selecting an identifier Identifier m:;?:m:gi::r';; tfoorgl?:eerr:ames
|A-04 Management that_ identiﬁe_s an individ_ual, group, ro\e,_ service, or Functional |Intersects With| Management (User| IAC-09 and Tegchnology Assets, 5 |A-04
qe(‘\{lgi IAsslgnlng tlhe |dent|ﬁer tg thg |nten’:j§d Names) Applications and/or Services
TaeTTCTTET i
No applicable SCF
Management | . . .
I Prohibit the use of system account identifiers that are . No icontrol
1A-04(01) Id::tliqfliillfsAacscgﬂgfic the same as public identifiers for individual accounts. AU | Relationship A L W g
1A-04(02) Withdrawn Functional | o, N/A N/A N/A 0 Withdrawn
1A-04(03) Withdrawn Functional | ;.\ N/A N/A N/A 0 Withdrawn
Identifier Manage individual identifiers by uniquely identifying Authenticate, gzzﬁg?iztzea:ZQA?L‘AtU(t::R)t'cate'
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With|Authorize and Audit| IAC-01.2 solutions, both on-premises and 5
Identify User Status|characteristic identifying individual status]. (AAA) those hoéted by aanxternaI
o . . . : Mechanisms exist to ensure
Identifier Manage individual identifiers by uniquely identifying . ! e
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With| Usﬁ;ﬁelt;%:,[m IAC-09.1 pmr:g:reur?\eernltd?or:t‘:oc:-tclg:sumer 5
Identify User Status |characteristic identifying individual status]. 9 usersgand administrators
Identifier Manage individual identifiers by uniquely identifying ?oe:tr:aa?tlz:zsaenﬁSott:\Oe:dti?:éf-yart
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With|ldentity User Status| IAC-09.2 Users through unique userngmey 5
Identify User Status [characteristic identifying individual status]. characteristgics a
Malr?aen:r:(;t | Manage individual identifiers dynamically in Dynamic Mechanisms exist to dynamically
1A-04(05) D gamic accordance with [Assignment: organization-defined Functional |Intersects With Manya ement IAC-09.3 |manage usernames and system 5
Manyagement dynamic identifier policy]. g identifiers.
Identifier Coordinate with the following external organizations :J'SEELI'ITITEITIE |d:r:tliﬁ‘elrk; ;;’i:r']u"'dw
. Management | [for cross-organization management of identifiers: . Cross-Organization g - .
1A-04(06) Cross-organization [[Assignment: organization-defined external Functional Equal Management 1AC-09.4 exterqal organizations for cross 10
Management organizations]. _orgar_\l_zat\on management of
1A-04(07) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
Management | Pairwise pairwise pseudonymous
1A-04(08) Pairwise Generate pairwise pseudonymous identifiers. Functional Equal Pseudonymous IAC-09.6 ;gfeonrt'n:';fm:v'atgoﬁ Iadzgtlafyslsgject 10
Pseudonymous Identifiers (PPID) " 20
4 to discourage activity tracking
iR R
Management | |Maintain the attributes for each uniquely identified No El:netz'!)oqllcable <dr
1A-04(09) Attribute individual, device, or service in [Assignment: Functional Relationshi N/A N/A N/A 0
Maintenance and |organization-defined protected central storage]. B
PTUCEUUTES TOT MU aUTTETICaToT UTSTTUUTOTT, TOT TOST Mechanisms exist tor
. or compromised or damaged authenticators, and for . N
|A-05 ?,Iuat::n:rcnaetstr revoking authenticators;e. Changing default Functional |Intersects With| ?/Iuat:ifn:r?'\aetstr IAC-10 (ah)tlfsgggealégafg?ziers and 5 |A-05
9 authenticators prior to first use;f. Changing or 9 devices: and
N © Aeo: o ;
rechiRes P ARt SRR G RSP RS r RS BB, P fosT - -
Authenticator ~ [°F compromised or damaged authenticators, and for Default Z’I:fcar:ﬁ:lasl?tﬁ;een?iz;tgrigil;re
IA-05 Management revoking authenticators;e. Changing default Functional |Intersects With Authenticators IAC-10.8 | 401 ved as part of account 5 IA-05
9 authenticators prior to first use;f. Changing or creat?on or sl;stem installation
: 8 Aeo: i .
Authenticator  [passwords in IA-5(1)(a);c. Transmit passwords only (TETETITITE T P v
" 3 Automated Support authenticators are sufficiently
1A-05(01) Management | - fover cryptogr_aphlcally-protected channels,d._ Sto_re Functional |Intersects With| For Password IAC-10.4 |strong enough to satisfy 5 1A-05(01)
Password-based |passwords using an approved salted key derivation Strength organization-defined password
Authentication _[function, preferably using a keyed hash;e. Require 9 N E,,,h od oo P
Authenticator  [passwords in IA-5(1)(a);c. Transmit passwords only TELITATIDIS SATSE 5 Smoree
1A-05(01) Management | - jover cryptographically-protected channels;d. Store Functional |intersects witn| Password-Based | o 100D e e 5 1A-05(01)
Password-based |passwords using an approved salted key derivation Authentication : Criteria for password-based 9
Authentication _|function, preferably using a keyed hash;e. Require for p
Authenticator passwords in 1A-5(1)(a);c. Transmit passwords only Mechanisms exist to:
. Management | |over cryptographically-protected channels;d. Store : " Authenticator ~ (1) Securely manage .
1A-05(01) Password-based |passwords using an approved salted key derivation Functional [intersects With Management IAC-10 authenticators for users and 5 1A-05(01)
Authentication _[function, preferably using a keyed hash;e. Require devices; and
Authenticator  [the individual or group; andb. When public key VETTOte CETTCates Uy
1A-05(02) Management | [infrastructure (PKI) is used:1. Validate certificates by Functional Equal PKI-Based |AC-10.2 Eznrtsl;lrcicttlg‘ng aarlc:] ‘tlsr;g”:gcz ted 10
Public Key-based |constructing and verifying a certification path to an a Authentication ) trust anchor?ncludin checkli]n
Authentication |accepted trust anchor, including checking certificate i poriic i 9 . fg
1A-05(03) Withdrawn Functional ol N/A N/A N/A 0 Withdrawn
1A-05(04) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
G;:;’;g;g:{'l Require developers and installers of system Mechanisms exist to ensure
~ components to provide unique authenticators or . . Default x default authenticators are
1A-05(05) Auther?thicaant%?s Prior] change default authenticators prior to delivery and Functional Intersects With Authenticators IAC-10.8 changed as part of account 5
PUT) installation. creation or system installation.
o USETS TU TUTOW aTTepTeT
G:tnr;er;tg::érl Protect authenticators commensurate with the security Res onlsJisI;)eilr\ties for practices in the use of
1A-05(06) Protegction of category of the information to which use of the Functional |Intersects With pAccount IAC-18 |authentication mechanisms (e.g., 5
n authenticator permits access. passwords, passphrases, physical
Authenticators Management pionl bl
- RfeardrbTR-EXISt B Srtete
G:;ger;tr'ﬁeagzrl Protect authenticators commensurate with the security Protection of authenticators commensurate
1A-05(06) Protegction of category of the information to which use of the Functional |Intersects With| Authenticators IAC-10.5 |with the sensitivity of the 5
Authenticators authenticator permits access. information to which use of the
I : it
AUTITETTOCAToT RIEGRATISAHTS ERRTRY EASERAE Trrar
Management | No |Ensure that unencrypted static authenticators are not No Embedded unencrypted, static
1A-05(07) Embedded embedded in applications or other forms of static Functional Equal Unencrypted Static| IAC-10.6 [|authenticators are not embedded 10
Unencrypted Static |storage. Authenticators in applications, scripts or stored
Authanti fonctian L.
Authenticator . . ) N Mechanisms exist to implement
Implement [Assignment: organization-defined security . N
1A-05(08) Mh’:‘alga%egni?;rln controls] to manage the risk of compromise due to Functional |Intersects With| M“'X?&Er}f;em IAC-10.9 Er?;ur’i—;tlz/()sfazignlja:gr?\it:ergizat%e 5
Agcour{ts individuals having accounts on multiple systems. individuals havang accounts on
Authenticator . . - N N Mechanisms exist to uniquely
Management | [ImPlement [Assignment: organization-defined security ) . | Privileged Account manage privileged accounts to
1A-05(08) Multiple System controls] to manage the risk of compromise due to Functional |Intersects With \dentifiers IAC-09.5 identify the account as a 5
Ascour);ts individuals having accounts on multiple systems. privileged User or service
AUTITETTOCATOT - -
Management | |Use the following external organizations to federate Federated Iéllrzfjr;anrgilngst(;egl‘lsé‘htlocfrzc;;zrate
1A-05(09) Federated credentials: [Assignment: organization-defined Functional Equal Credential IAC-13.2 organization authentication of 10
Credential external organizations]. Management individuals and devices.
G:;geltrﬁea;‘zrl Bind identities and authenticators dynamically using Dynamic Mechanisms exist to dynamically
I1A-05(10) D namichredential the following rules: [Assignment: organization-defined Functional |Intersects With Manya ement IAC-09.3 |manage usernames and system 5
Y Binding binding rules]. 9 identifiers.
1A-05(11) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
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RUTITETTC ato " n s n n o
Management | For biometric-based authentication, employ biometric-based authentication
" N mechanisms that satisfy the following biometric quality . Biometric satisfies organization-defined
1A-05(12) AutBilce:]t?ctthion requirements [Assignment: organization-defined Functional Equal Authentication 1AC-10.12 biometric quality requirements 10
biometric quality requirements]. for false positives and false
RAERITERBEST - -
- /Automated mechanisms exist to
1A-05(13) IVlIEaxnairgaetin;:!r:)tfl Prohibit the use of cached authenticators after Functional Equal EX?:';EZQ of |AC-10.10 prohibit the use of cached 10
‘éached [Assignment: organization-defined time period]. a Authenticators : authenticators after organization-|
N defined time period.
Authonteatore ST aTeTTCTOT, STy Ao P e B
Management | wide methodology for managing the content of PKI No COntIFOF;
1A-05(14) Mana ig Content trust stores installed across all platforms, including Functional Relationshi N/A N/A N/A 0
of PK|gTV35t Stores network;, operating systems, browsers, and P
Maﬁ:ﬂe]:élnctargslk- Use only General Services Administration-approved No Elgniﬁ)o;illcable g
I1A-05(15) a rgved Products products and services for identity, credential, and Functional Relationshi N/A N/A N/A 0
ppand Services  |3ccess management. P
—[OTgaTZaTIoTFUE T TE U Ty P OT aTTayOT SPETTTC P
M:rzzgeg?:'?l:s!t!‘d authenticators] be conducted [Selection (one): in No El;nifothable SCF
1A-05(16) p External Part person; by a trusted external party] before Functional Relationshi N/A N/A N/A 0
Authenticato{ [Assignment: organization-defined registration P
tharity] with i e [Acck
Management | No applicable SCF
Presentation Attack|Employ presentation attack detection mechanisms for 3 No control
1A-05(17) Detection for biometric-based authentication. Elnccopal Relationship B2 b2 bz 9
Biometric
. a. Employ [Assignment: organization-defined password . .
Authenticator managers] to generate and manage passwords; andb. " Mechanlsms exlst_to protect and
I1A-05(18) Management | Protect the passwords using [Assignment: Functional Equal Password Managers| IAC-10.11 |store passwords via a password 10
Password Managers organization-defined controls). manager tool.
Obscure feedback of authentication information during :E:o‘;‘r:;;uﬂ s::i';\cg”tuhk;uw
Authentication  |the authentication process to protect the information . Authenticator i
IA-06 " I : Functional Equal IAC-11 [|authentication process to protect 10 IA-06
Feedback if;ori‘?”zz:lsble exploitation and use by unauthorized Feedback the information from possible
TTTPTETTTETTT TITETTTATITSTITS TOT auTTeTTCatroTT To-a PEifiRiAR sase e estire-
Cryptographic  |cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
IA-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With Module IAC-12 [applicable statutory, regulatory 5 IA-07
Authentication  [regulations, standards, and guidelines for such Authentication and contractual requirements for
fHheristifecraTTSTTS Tor@uTTeTTCaTOTT o AUTOTTTaTET i b
Cryptographic  |cryptographic module that meet the requirements of Authentication /Automated mechanisms exist to
IA-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With| Through CRY-02 |enable systems to authenticate 5 IA-07
Authentication  |regulations, standards, and guidelines for such Cryptographic to a cryptographic module.
irati Mol
1A-08 Id:‘ytt';flec"at?é‘)aréig':d Hsné?su ?ry iffc”e“sfsyei nadcta\: th:: tticeit;fn;fn;gﬁanizational Functional Equal Aﬁ?‘gt’:?igttlig?‘ §°r IAC-03 f‘i?‘tggt‘acg?;e:“t{s%ze and 10 1A-08
(non-organizational or anizaFionaI Users 9 a Non-Organizational /Audit (AAA) third-party users and
Users) 9 . Users processes that provide services
AACTCTTETTCTC AtToTT Mechanisms exist to accept and
(non-organizational |Accept and electronically verify Personal Identity Acceptance of PIV electronically verify Personal
IA-08(01) Users) | Acceptance|Verification-compliant credentials from other federal Functional Equal Credentials from IAC-03.1 Yy verity 10 IA-08(01)
of PIV Credentials [agencies Other Organizations Identity Verification (PIV)
P Oth, . credentials from third-parties.
b AUTOTITETEU TITETITaTTTSTITS EXTSTTT
(n(?l:‘-?regtnlwczaat;?;nal a. Accept only external authenticators that are NIST- Acceptance of accept Federal Identity,
1A-08(02) Users) |gAcce tance compliant; andb. Document and maintain a list of Functional Equal Third-Party IAC-03.2 |Credential and Access 10 1A-08(02)
of Externpal accepted external authenticators. Credentials Management (FICAM)-approved
b 4 .
1A-08(03) Withdrawn Functional | 5., N/A N/A N/A 0 Withdrawn
ToETTOTTCATOTT T TETTTATITSTTTS EXTST o COTITOTTIT
Authentication  |Conform to the following profiles for identity Use of FICAM-Issued systems to Federal Identity,
1A-08(04) (non-organizational [management [Assignment: organization-defined Functional Equal A IAC-03.3 |Credential and Access 10 1A-08(04)
I " : Profiles f
Users) | Use of [identity management profiles]. Management (FICAM)-issued
Dafinod peafil AL
lu:\l‘tlt;”e;dt;'ck;t'ig;u Mechanisms exist to accept and
1A-08(05) (non-organizational |Accept and verify federated or PKI credentials that Functional Equal Acceptance of PIV |AC-02.3 electronically verify 10
Users) |gAcce tance meet [Assignment: organization-defined policy]. a Credentials "~ |organizational Personal Identity
. DL ptar Verification (PIV) credentials.
Iu::;‘tllgle:t;ggt'i:;:u Implement the following measures to disassociate user L':;r' :tlt“ri'bll:tecs I(:;cL:eglethia\Immc
1A-08(06) (non-organizational ?‘”,'*?“‘es or |dent\ﬁ‘er asse'rtlon rel§t|0nsh|ps among Functional Equal Disassociability IAC-03.4 |assertion relationships among 10
individuals, credential service providers, and relying Mo N
Users) | . . N ) individuals, credential service
. il parties: [Assignment: organization-defined measures]. i SR -
Service Uniquely identify and authenticate [Assignment: Authentication for Mechanisms exist to identify and
" e organization-defined system services and applications] . Third-Party . authenticate third-party
1A-09 Id:sttrl]fécnat?cc;rgiggd before establishing communications with devices, Functional Equal Technology Assets, IAC-05 |Technology Assets, Applications 10
users, or other services or applications. Applications and/or and/or Services (TAAS).
1A-09(01) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
1A-09(02) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
REqUITE TTUTVIOUETS attesSIY UTe Sy STETT U EMpioy TECTTATITSTTTS EXTST T amTow
Adaptive [Assignment: organization-defined supplemental Adaptive individuals to utilize alternative
IA-10 Authenpéication authentication techniques or mechanisms] under Functional Equal Identification & IAC-13 |methods of authentication under 10
specific [Assignment: organization-defined Authentication specific circumstances or
i itnationcl eSS exrsTroTorceUseTs
Require users to re-authenticate when [Assignment: and devices to re-authenticate
IA-11 Re-authentication |organization-defined circumstances or situations Functional Equal Re-Authentication IAC-14 [|according to organization-defined 10 IA-11
requiring re-authentication]. circumstances that necessitate
access to systems based on appropriate identity |dentity Proofing Mechanisms exist to verify the
= N N assurance level requirements as specified in applicable . " ~ identity of a user before issuing
1A-12 Identity Proofing standards and guidelines;b. Resolve user identities to a Functional Equal Ve‘i\dﬁecnatggn) IAC-28 authenticators or modifying 10
unique individual; andc. Collect, validate, and verify access permissions.
MTECTTTATITSTTTS EXTST TU eTTSuTe
Identity Proofing | [Require that the registration process to receive an A M:;\/a;glangl'entew management approvals are
1A-12(01) Supervisor account for logical access includes supervisor or Functional |Intersects With p%r Changed IAC-28.1 |required for new accounts or 5
Authorization sponsor authorization. Accoungts changes in permissions to
o, .
Mechanisms exist to require
~ Identity Proofing | [Require evidence of individual identification be . : . . evidence of individual
1A-12(02) Identity Evidence |presented to the registration authority. Functional Equal Identity Evidence | 1AC-28.2 identification to be presented to 10
the registration authority.
3 - - TECTTATISTITS EXTST TU TEqUTE TTaT
Ident\'ty Prqoﬁng | Requlre that the p(esented \dent\ty‘ ewdencg be Identity Evidence the presented identity evidence
1A-12 Identity Evidence |validated and verified through [Assignment: . N : X
-12(03) P P y P Functional Equal Validation & IAC-28.3 |be validated and verified through 10
Validation and  |organizational defined methods of validation and Verificati izat \-defined method
Verification \verification]. erincation o:garllfa lona 'f nec methods
Identity Proofing | [Require that the validation and verification of identity User Provisioning & zﬁrcnhaalr:‘:zgsr:;:ztr;iil;g‘Iazr?dade»
I1A-12(04) In—;):és\(;gri\éiacg(:iaotgon fgé?;?ggoze;&r;]%\:ﬁ;ed in person before a designated Functional |Intersects With De-Provisioning IAC-07 registration process that governs 5
3 the assignment of access rights.
MTECTTATTISTTTS €XTSTTU COTTUUCT TTT=
Identity Proofing | [Require that the validation and verification of identity In-Person or Trusted| person or trusted third-party
1A-12(04) In-person Validation|evidence be conducted in person before a designated Functional |Intersects With Third-Party IAC-10.3 [identify verification before user 5
and Verification |registration authority. Registration accounts for third-parties are
et aisTTsexsToTeguTe AT
Identity Proofing | [Require that the validation and verification of identity In-Person Validation the validation and verification of
1A-12(04) In-person Validation|evidence be conducted in person before a designated Functional |Intersects With| & Verification IAC-28.4 |identity evidence be conducted 5
and Verification |registration authority. in person before a designated
i i fhorit
. Require that a [Selection (one): registration code; MTECTATIISTIS EATST L0 requre trat
Identity Proofing | ) A ey a notice of proofing be delivered
IA-12(05) Address :ﬁgﬁﬁ;ftsr\?eogpgt]hb:ud:elgearggrézgo&%h sailgaollgr(zjfigbi?:r)j Functional Equal Coﬁggrl;\eastsion IAC-28.5 [through an out-of-band channel 10
Confirmation |32 00= y Y to verify the user's address
: [nhycical ar diaital)
) No applicable SCF
Identity Proofing | . . "
N | |Accept externally-proofed identities at [Assignment: " No control
1A-12(06) ?ch'gg?etdEl):jt:rr]:ii\Heys organization-defined identity assurance level]. Functional Relationship N/A N/A N/A 0
Ty e USeT; UevICE, armu-TTor=PerSuTT ety TNy 0
Identity Providers |identities, attributes, and access rights supporting No L‘é’niﬁ)ﬁhcable SCh
I1A-13 and Authorization |authentication and authorization decisions in Functional Relationshi N/A N/A N/A 0
Servers accordance with [Assignment: organization-defined P
N e i e
Protection of Cryptographic keys that protect access tokens are No El:n?'!)o;?llcable g
1A-13(01) Cryptographic Keys generated, managed, and protected from disclosure Functional Relationship N/A N/A N/A 0

and misuse.
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Relationsh

Verification of ~ [The source and integrity of identity assertions and No applicable SCF

1A-13(02) Identity and Access |access tokens are verified before granting access to Functional R l_\lo A N/A N/A N/A 0 fremiizel
i i elationship
Tokens system and information resources.
T aCCUTUATTCE Wt [ASSTYTITTETTC U amZatioT=ueTTesT P
identification and authentication policy], assertions No ygnifoﬁhcable e
1A-13(03) Token Management|and access tokens are:a. generated;b. issued; c. Functional Relationshi N/A N/A N/A 0
refreshed;d. revoked;e. time-restricted; andf. P
RRERARTGTER “rectves, Teguratoms; pomcres; Publishing Security, haintain and disseminate
standards, and guidelines; and2. Procedures to > ’ L
IR-01 Policy and facilitate the implementation of the incident response Functional |Intersects With Comp‘hlance & GOV-02 policies, standards and 5 IR-01
Procedures U|IC and the assoaated madent resi onse controls b. Resilience procedures necessary for secure,
p y P Documentation compliant and resilient
RSRRAE Grrtls e APES FEgRIERIGR ARIRAES;
and govern processes and
: standards, and guidelines; and2. Procedures to . + s
IR-01 Policy and facilitate the implementation of the incident response Functional Subset Of Incident Response IRO-01 docunjentatmn_ to facilitate an 10 IR-01
Procedures policy and the associated incident response controls;b Operations organization-wide response
[ty N N P ) T capability for cybersecurity and
CRSIRAIE GRILAS SfREeAPES FEFRIZR IR ARFIRASS; - e
Policy and standards, and guidelines; and2. Procedures to ::Ieovrv\:endr?ci?clfeysItnoCIigig: orate
IR-01 Proce{iures facilitate the implementation of the incident response Functional |Intersects With IRP Update IRO-04.2 Ies;)ons Iegrned business P 5 IR-01
leollcy and therassoclated |nc|dent response controls b. orocess changes and industry
BRsiRRAe GrRAS SRR ARESCFEg Rz ARFRACS; - [essons learned from analyzing
Policy and standards, and guidelines; and2. Procedures to Root Cause Analysis| and resolving cybersecurity and
IR-01 Y facilitate the implementation of the incident response Functional |Intersects With| (RCA) & Lessons IRO-13 g cyber Y 5 IR-01
Procedures olicy and the associated incident res onse controls b. Learned data protection incidents to
p Y P reduce the likelihood or impact of]
BRSARAE Grubls SHEeavES FegiEtions ARIRAES; — - -
. standards, and guidelines; and2. Procedures to Periodic REV‘EW. & Mechgnlsms exl_st to review the
Policy and e h . s . - | Update of Security, Security, Compliance &
IR-01 Procedures facilitate the implementation of the incident response Functional |Intersects With Compliance & GOV-03 Resilience Program (SCRP) 5 IR-01
pollcy and the assoclated |nc|dent resporLseﬁcor’\‘trols b. Resilience Program including policies, standards and
of assuming an incident response role or responsibility Mechanisms exist to train
~ Incident Response |or acquiring system access;2. When required by . .. | Incident Response " personnel in their incident -
IR-02 Training system changes; and3. [Assignment: organization- Functional |intersects With Training IRO-05 response roles and 5 IR-02
defined frequency] thereafter; andb. Review and responsibilities.
TECTTATITSTITS EXTST TU TITCOTpUTaTe
Incident Response |Incorporate simulated events into incident response simulated events into incident
IR-02(01) Training | Simulated|training to facilitate the required response by Functional Equal Simulated Incidents| IRO-05.1 |response training to facilitate 10
Events personnel in crisis situations. effectlve response by personnel
Incld_?rr;ti:isp‘onse Provide an incident response training environment Automated Incident AS:S,?:t:?nTricrlqaoan\TSheaxr:fjt s
IR-02(02) Automated '?raining using [Assignment: organization-defined automated Functional Equal Response Training | IRO-05.2 ?ea\istic incident respo%se 10
Environments mechanisms]. Environments training environment.
. . . . Mechanisms exist to train
. Provide incident response training on how to identify . >
Incident Response . . PR, . .. | Incident Response personnel in their incident
IR-02(03) Training | Breach ap;jcge;sspfzr:dretooartti;r:eaacE,rler;ccl}l:d\ng the organization’s Functional |Intersects With Training IRO-05 response roles and 5
P P 9 . responsibilities.
[Test the effectiveness of the incident response incident response capabilities
" Incident Response |capability for the system [Assignment: organization- . .. | Incident Response " through realistic exercises to
IR-03 Testing defined frequency] using the following tests: Functional |intersects With Testing IRO-06 determine the operational 5
ssignment: organization-defined tests]. effectiveness of those
[Assi t: ization-defined tests] ffecti f th
Incident Response [Test the incident response capability using No L\Ié)ni'?o;?hcable SCF
IR-03(01) Testing | [Assignment: organization-defined automated Functional Relationshi N/A N/A N/A 0
Automated Testing |mechanisms]. P
Incident Response Mechanisms exist to coordinate
Testing | Coordinate incident response testing with . Coordination with incident response testing with
1R-03(02) Coordination with |organizational elements responsible for related plans. Functional Equal Related Plans 1R0-06.1 organizational elements 10
Related Plans responsible for related plans.
Incident Response |[Determine the effectiveness of incident response : ; (1) Determine the effectiveness
T - : Iy i Py Continuous Incident| finci N
|R-03(03) esting | processes;b. Contlnuo_usy improve incident response Functional Equal Response IRO-04.3 [° |nc|de_nt response processes; 10
Continuous processes; andc. Provide incident response measures > |(2) Continuously improve

Improvement and metrics that are accurate, consistent, and in a Improvements incident response processes; and

incident handling activities with contingency planning (2) Automated event detection or|
activities;c. Incorporate lessons learned from ongoing manual incident report intake;

IR-04 Incident Handling incident handling activities into incident response Functional Equal Incident Handling IRO-02 (3) Analysi 10 IR-04
procedures, training, and testing, and implement the (4) Containment;
Incident Handling | [Support the incident handling process using Automated Incident /Automated mechanisms exist to
IR-04(01) Automated Incident|[Assignment: organization-defined automated Functional Equal Handling Processes IRO-02.1 [support the incident handling 10
Handling Processes [mechanisms]. 9 process.
TTCTUUE e TOMUWITY Ty Pes UT Uy T TeToTnT Ty urarroTT - -
Incident Handling | [for [Assignment: organization-defined system Dynarnic ﬁu:‘c;%iact:ﬁ m]_:g:sg'i::: Sexsligrtno
IR-04(02) Dynamic components] as part of the incident response Functional Equal Recor{ﬁ uration IRO-02.3 cgm onené as artgof they 10
Reconfiguration |capability: [Assignment: organization-defined types of 9 comp P Py
m i : tinnl incident response capability.
. " incidents] and take the following actions in response to . . Mechanisms exist to facilitate the|
Incident Handling | g . . Business Continuity " A :
IR-04(03) Continuity of those _\n<:t\fdent|s to e_nsures(:)ntmuatlofn Oft. . Functional |Intersects With Management BCD-01 |r|np|ernentat|tonloftcc;‘ntllngency 5
Operations organizational mission and business functions: . System (BCMS) planning controls to help ensure
[Assignment: organization-defined actions to take in resilient Technology Assets,
— - —— TTECTTATIISTITS EXTST (U TaeTTTTy
Incident Handling | Itrr‘gs:'\-lrsf:\]dae?:st?gee;zirfgll?)vrﬂ?r?ugfi%?vngfm response to Incident classes of incidents and actions
IR-04(03) Continuity of organizational mission and business functions: Functional |Intersects With| Classification & IR0O-02.4 |to take to ensure the 5
Operations [Assignment: organization-defined actions to take in Prioritization co_ntl_nuatlorLo: orjganlz{atlor:_al
Incident Handling | [Correlate incident information and individual incident Centralized (S;E‘;;;tyo:_n;gielgf_ E‘l’li’)\;halltaer:iatgfgl
IR-04(04) Information responses to achieve an organization-wide perspective | Functional |Intersects With Collection of MON-02 to supi)ort the centralized g 5
Correlation on incident awareness and response. Security Event Logs' collection of security-related
Incident Handling | [Correlate incident information and individual incident Correlate tﬁ;h:r:iealrlcif::gat;ogetﬁm across|
IR-04(04) Informat_ion responses to achieve an organization-wide perspective | Functional |Intersects With| Monitoring MON-02.1 Incident Epvent Myanager (SKEM) or 5
Correlation on incident awareness and response. Information similar automated tool, to
Incident Handling | [Implement a configurable capability to automatically Automated ﬁrl:tcl):::;? n:sf:dheatgll'srTTiZSeJISt to
IR-04(05) Automatic Disabling|disable the system if [Assignment: organization- Functional |Intersects With| Response to MON-01.11 corg'ective apctions in response to 5
of System defined security violations] are detected. Suspicious Events P
detected events that have
R R - - . OO DTS Mechanisms exist to
Incident Handling | {Implement a configurable capability to automatically of Technology automatically disable Technolo
IR-04(05) Automatic Disabling|disable the system if [Assignment: organization- Functional |Intersects With|Assets, Applications| IRO-02.6 Assets Appl\)éations and/or 9y 5
of System defined security violations] are detected. and/?:ASAer:/lces Services (TAAS), upon detection
. . - . " - : Mechanisms exist to implement
" Incident Handling | {Implement an incident handling capability for incidents N : Insider Threat - n
IR-04(06) Insider Threats  |involving insider threats. Functional |Intersects With Response Capability IR0-02.2 S'r—\;ig?::;ern an insider threat 5
I?rfslﬁjeer;t#]?rg::?gf‘ Coordinate an incident handling capability for insider Insider Threat Mechanisms exist to implement
IR-04(07) Intra-organization threats that includes the following organizational Functional |Intersects With| Response Capability] IRO-02.2 |and govern an insider threat 5
Coordination entities [Assignment: organization-defined entities]. program.
Incident Handling | [external organizations] to correlate and share Correlation with \with approved third-parties to
1R-04(08) Correlation with [Asslgnment: organ_lzatlon-deﬁned |nc_|dent Functional Equal External IRO-02.5 achieve a cross-organization 10
External information] to achieve a cross-organization Organizations perspective on incident
Organizations  |perspective on incident awareness and more effective 9 awareness and more effective
. . No applicable SCF
Incident Handling | " - .
" N Employ [Assignment: organization-defined dynamic . No icontrol
1R-04(09) Dyna(:rggaiﬁi;;lonse response capabilities] to respond to incidents. Enctons] Relationship N2 B AR g
: " : - " AP Third-Party Incident: Mechanisms exist to ensure
Incident Handl‘mg | Cookrdlnate |nc|§jent handling gctlylt|es‘|nvolvwng supply ) ' Response & response/recovery planning and
IR-04(10) Supply Chain chain events with other organizations involved in the Functional |Intersects With Recovery TPM-11 testing are conducted with 5
Coordination supply chain. Capabilities critical suppliers/providers.

Mechanisms exist to provide

Incident Handling | [Coordinate incident handling activities involving supply cybersecurity and data

Supply Chain

IR-04(10) ?:L:Jz?gn(;:i?)‘r:‘ ;rj\alnl e\clﬁ;t: with other organizations involved in the Functional |Intersects With| Coordination IRO-10.4 protection incident information tol 5
s . the provider of the Technology
R K Establish and maintain an integrated incident response X [TTTEYT GXe TearTT OF CYOerSEcuriy,
Incident Handling | P sy Integrated Security IT and business function
IR-04(11) Integrated Incident Eﬁ:rgrthaarfizc:t?ozeir:j?Klsos}i/er?n:z:tﬁ)glocaiﬁgntif:gzgﬁidby Functional Equal Incident Response | IRO-07 [representatives that are capable 10
Response Team  [1° ¢ pgeriod] 9 Forg Team (ISIRT) of addressing cybersecurity and
B o incid
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. " : lessons learned from analyzing
Incident Handling | . . - Root Cause Analysis| . "
s /Analyze malicious code and/or other residual artifacts : " and resolving cybersecurity and
1R-04(12) Mrﬂgr?:iz i?\?zle :ir;d remaining in the system after the incident. Functional |intersects With (RCAL)esa(rheezsons IRO-13 data protection incidents to 5
Y reduce the likelihood or impact of]
Incident Handling | digital forensics and maintain the
1R-04(12) Malicious Code a%d /Analyze malicious code and/or other residual artifacts Functional |Intersects With Chain of Custody & IRO-08 integrity of the chain of custody, 5
Forensic Analysis remaining in the system after the incident. Forensics in accordance with applicable
Y laws, regulations and industry-
: honeypots that are specifically
. " /Analyze anomalous or suspected adversarial behavior N
IR-04(13) Incident Handling | iy o related to [Assignment: organization-defined Functional |Intersects With Honeypots sea-11 [designed to be the target of 5
Behavior Analysis environments or resources] malicious attacks for the purpose
i of detecting, deflecting and
Incident Handling | /Analyze anomalous or suspected adversarial behavior Anomalous z%%ﬁm'ggﬁ:ﬁf:f&:fyﬂgfs User
IR-04(13) n > |in or related to [Assignment: organization-defined Functional |Intersects With| MON-16 A 5
Behavior Analysis lenvironments or resources] Behavior (UEBA) and/or User Activity
. Monitoring (UAM) solutlons to
TTECTTaTISTITS EXTST T
Incident Handling | /Analyze anomalous or suspected adversarial behavior honeyclients that proactrvely
IR-04(13) Behavior Anal sgis in or related to [Assignment: organization-defined Functional |Intersects With| Honeyclients SEA-12 |seek to identify malicious 5
Yy environments or resources]. websltes and/or web-based
llELIIﬂIII TiT! "c TST TU ESTADTISTT
Incident Handling | Security Operations and maintain a Security
IR-04(14) Security Operations|Establish and maintain a security operations center. Functional Equal Yy Op OPS-04 |Operations Center (SOC) that 10
Center (SOC) s
Center facilitates a 24x7 response
Incident Handling | |a. Manage public relations associated with an incident; . : associated with incidents and
: : N . Public Relations & employ appropriate measures to
IR-04(15) Public Relations andlandb. Employ measures to repair the reputation of the | Functional Equal Reputation R N IRO-16 t furth tati | 10
Reputation Repair |organization. eputation Repair prevent further reputationa
damage and develop plans to
ronioand epot e sats f
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awlargness For IRO-09 protection incidents to internal 10 IR-05
ncidents
stakeholders all the way through
TITCTUETTC M TOTTITOTTTTg — - -
| Automated [Track incidents and collect and analyze incident Tr/;ztk?r:natg:ta :is(‘j's;:gltzitgfaic:f'ggrhg?;;cﬂz%
IR-05(01) Tracking, Data |information using [Assignment: organization-defined Functional Equal Collecgi'on & IRO-09.1 actual an{j potential 10
Co\lectllon: and |automated mechanisms]. Analysis cybersecurity and data
T e UITE PETSUTITET (U TEpUT T SUSPETtTeu TICTUeTTTS To — - "
the organizational incident response capability within Incident :i?fﬁ;?;;?igi;g;gz:ﬁable‘
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With| Stakeholder IRO-10 (2) Affected clients & third— 5 IR-06
Report |nc|dent |nformat|on to [Assignment: Reporting i
- A parties; and
rRtEn A per sttt Hptifestspecer e o - - —
the organizational incident response capability within Regulatory & Law m:icdh:nntligqss g:\':; E(;r?::ért];avlvri]th
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With| Enforcement IRO-14 applicable rggulatory and law 5 IR-06
Repor_t |n§|de:\t‘|‘nf0:mat|:)n _t(_) [A‘«ss\gnment: Contacts enforcement agencies.
AR TN e Per et FeptfeSispectenmomerts o - - -
the organizational incident response capability within " Mechanisms exist FO identify and
. . . N Py ! H P . N Contacts With document appropriate contacts
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With e GOV-06 - 5 IR-06
Report incident information to [Assignment: Authorities \with relevant law er\forcement
o tinn Ain e ool . and regulatory bodies.
: /Automated mechanisms exist to
Incident Reporting | P " " - P "
- Report incidents using [Assignment: organization- " Automated -~ assist in the reporting of
1R-06(01) A;etognrtaiﬁ'ed defined automated mechanisms]. Functional Equal Reporting IRO-10.1 cybersecurity and data 10
P 9 protection incidents.
Incident Reporting | [Report system vulnerabilities associated with reported Root Cause Analysis| l::j?»zz(ifvai;neg fgg;geir&?ilzz‘ggd
IR-06(02) Vulnerabilities  |incidents to [Assignment: organization-defined Functional |Intersects With| (RCA) & Lessons IRO-13 g cyber Yy 5
Related to Incidents|personnel or roles] Learned data protect‘\on_lncldents_ to
3 reduce the likelihood or impact of]
Incident Reporting | [Report system vulnerabilities associated with reported Vulnerabilities ‘sv);;t‘err: \;Lrl‘lrzzrgbll)“et‘r:causrsisc':rﬁzd
IR-06(02) Vulnerabilities  |incidents to [Assignment: organization-defined Functional |Intersects With| Related To IRO-10.3 data pr%tect\onyincidents tz 5
Related to Incidents|personnel or roles]. Incidents organization-defined personnel
Incident Reporting | Provide incident information to the provider of the Mechanisms exist to provide
~ ; product or service and other organizations involved in . " Supply Chain - cybersecurity and data
1R-06(03) ?:Lrljzr:lljyin(;:iao‘: the supply chain or supply chain governance for Functional [intersects With Coordination IRO-10.4 protection incident information to| 5
systems or system components related to the incident. the provider of the Technology
Provide an incident response support resource, integral Mechanisms exist to provide
" Incident Response [to the organizational incident response capability, that . Incident Reporting ~ incident response advice and "
IR-07 Assistance offers advice and assistance to users of the system for Functional Equal Assistance IRO-11 assistance to users of 10 IR-07
the handling and reporting of incidents. [Technology Assets, Applications
automation SupportNCrease the availabity o incident response . "~ of Availabity of | increase the avaimbiiy of
IR-07(01) for Availability of information and support using [Assignment: Functional Equal Information / IRO-11.1 incident response-related 10
| . Y organization-defined automated mechanisms]. " resp
nformation and Support information and support.
Incident Response [0 CSWUTTSIT & UITELT, TUUPETIUVE TEUOTTSTIp DETweeTT MTECTTATIISTITS EXTST (U ESTanTsTTa
Assistance | its incident response capability and external providers Coordination With direct, cooperative relationship
IR-07(02) e " of system protection capability; andb. Identify Functional Equal . IRO-11.2 |between the organization's 10
Coordination with organizational incident response team members to the External Providers incident response capablllty and
External Providers | seoa-enid STy oT IO T TITOTTTETOT 9T
: : ot Mechanlsms exlst to malntaln
. reviewed and approved by [Assignment: organization- .
IR-08 Incrden;lzﬁspunse defined personnel or roles] [Assignment: organization- | Functional Equal Inadpelr;i‘ltlep\ss)onse IRO-04 Sgig?:gfg:élngpincsfﬁgaand 10 IR-08
defined frequency]. anle Explicitly d[eslgnates (IRP) to all stakeholders.
ARSI AP RGIdss e ra TR I Ftitee Ry UaTa OTEaTITES, UT UTTET TICTaeTTT
Incident Response individuals or other organizations, including oversight involving the unauthorized
IR-08(01) Plan | Brea?hes organizations, is needed;b. An assessment process to Functional Equal Data Breach IRO-04.1 |disclosure of sensitive or 10
determme the extent of the harm embarrassment regulated data accordlng to
L
R ARG e BTt offfsraTHRtine
Information Spillage information spill using a method of communication not Sensitive / ree‘g:sc'es/:gs Sf:fé;%getzpsor:ﬁsto
IR-09 Racoonao@9€associated with the spill;d. Isolating the contaminated | Functional |Intersects With| Regulated Data | IRO-12 9 P 5
P system or system component e. Eradlcatlng the Spill Response
£r
B igRs o ERsrba-pertomiertrssorGre — - -
Information Spillage mforn'_vatlun spill using a method .Of communication not : . Regﬁ\rllstl(telr\;%/ata leesti:gnar;z?;i:::ltotror;?gsn\?vli‘tyh
IR-09 Response associated with the spill;d. Isolating the contaminated Functional |Intersects With| Spill Responsible IRO-12.1 responsibility for responding to 5
P system or system component;e. Eradicating the P P P pon Y P 9
A . h . ersonnel sensitive/regulated data spills.
IR-09(01) Withdrawn Functional | o N/A N/A N/A 0 Withdrawn
Sensitive / Mechanisms exist to ensure
Information Spillage|Provide information spillage response training . incident response training
1R-09(02) Response | Training [[Assignment: organization-defined frequency]. Functional Equal Reg_u\atec_i I:_)ata IRO-12.2 material provides coverage for 10
Spill Training T !
sensitive/regulated data spillage
. . organizational personnel impacted by information spills| - . Mechanisms exist to ensure that
Information Spillage| can continue to carry out assigned tasks while . Post-Sensitive / organizational personnel
IR-09(03) Response | Post- t ted syst d i Functional Equal Regulated Data IRO-12.3 | ted b it lated 10
spill Operations |[contaminated systems are un ergoing corrective Spill Operations impacted by sensitive/regulate:
actions: [Assignment: organization-defined data spills can continue to carry
TTTOTTTTETroTT SersTveT - -
Response | Employ the following controls for personnel exposed to Regulated Data leeeccur;iatmssr;'\fse el)jlasrtdtsofzgdr;zsonnel
IR-09(04) Exposure to information not within assigned access authorizations: | Functional Equal Exposure to IRO-12.4 ex ose)& to sgnsitive/re pulated 10
Unauthorized  [[Assignment: organization-defined controls]. Unauthorized P N ive/regul
data that is not within their
IR-10 Withdrawn Functional | o, N/A N/A 0 Withdrawn
EXETUTIVE UTUETS, UMETUVES, TEYUIETIorTs, PoNCTres, MTECTTATTISTITS EXTST (U UeVeTop;
Policy and standards, and guidelines; and2. Procedures to Maintenance disseminate, review & update
MA-01 Y facilitate the implementation of the maintenance Functional Subset Of MNT-01 [procedures to facilitate the 10 MA-01
Procedures Operations
pollcy and the assoclated malntenance controls b. |mplementat|on of mamtenance
BRSRRAE Trutl s SHFEeavES S FegiEtiins ARIRAES; FRAATSIFS EXIRTG PERRFE
Policy and standards, and guidelines; and2. Procedures to Remote maintenance personnel to notify
MA-01 Proce{iures facilitate the implementation of the maintenance Functional |Intersects With Maintenance MNT-05.2 |affected stakeholders when 5 MA-01
policy and the associated maintenance controls;b. Notifications remote, non-local maintenance is
Daci Ligci ;. Aafinad L A i
CRSIIRAIE FRILPS SfREeARES TRz IR ARTRASS; A
i remote, non-local maintenance
standards, and guidelines; and2. Procedures to . g . .
MA-01 ;:Z)hcce%ﬁ:; facilitate the implementation of the maintenance Functional |Intersects With Auﬁ;til:tgeﬁae':ncgte MNT-05.1 :Q?e(i/‘iel:gm:‘?ﬁgcmsaeiistﬁ::rr?: well 5 MA-01
policy and the associated maintenance controls;b. : .
Daci [Aeci - Aafinad action performed during remote
ERSIIRAIE OIS R APES P FRTRIETITR; ARIIRTES; — - -
Policy and standards, and guidelines; and2. Procedures to J;é?t‘::lzﬁg\eﬂceuvrvit?/ g:;[?r?gs?osn:;;isatntcoerzwew the
MA-01 facilitate the implementation of the maintenance Functional |Intersects With " ‘| GOV-03 Pt 5 MA-01
Procedures bolicy and the associated maintenance controls;b Compliance & Resilience Program (SCRP),
e Aeoi ombian dafimant Resilience Program including policies, standards and
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e e T E T Publishing Securit; maintain and disseminate
Policy and stappards, aV" guidelines;l andz. Procegures to . " Compl?ance & v policies, standards and
MA-01 facilitate the implementation of the maintenance Functional |Intersects With N GOV-02 " 5 MA-01
Procedures olicy and the associated maintenance controls:b Resilience procedures necessary for secure,
policy o [Acc i b oo Documentation compliant and resilient
Peserfta-grrAes repRtln, fiR Gat oRe RiR6Faror Mechanisms exist to conduct
Controlled the. §y_5tem or sy_stem c_omponents f”’”.“ organizational . Controlled controlled maintenance activities
MA-02 facilities for off-site maintenance, repair, or Functional Equal : MNT-02 ) 10 MA-02
Maintenance replacement:d. Sanitize equipment to remove the Maintenance throughout the lifecycle of the
place  etine £ auip i gy Technology Asset, Application
MA-02(01) Withdrawn Functional | ,_ /" N/A N/A N/A 0 Withdrawn
CoTtroTeT TepaTT, aTTa TEPTATETTTENT aCUoTTS TOT e Sy STETT uSTTy
Maintenance | [Assignment: organization-defined automated Automated /Automated mechanisms exist to
MA-02(02) Automated mechanisms]; andb. Produce up-to date, accurate, and | Functional Equal Maintenance MNT-02.1 [schedule, conduct and document 10
Maintenance complete records of all maintenance, repair, and Activities maintenance and repairs.
Activiti L £ tod cohadilad i
a. Approve, control, and monitor the use of system . .
MA-03 Maintenance Tools maintenance tools; andb. Review previously approved Functional |Intersects With| Maintenance Tools | MNT-04 micnri]tao?l:rrgsues):sc:ftsoycs(t):r:o' and 5
system maintenance tools [Assignment: organization-
defined frequencyl. maintenance tools.
M TECTTaTTISTITS EXTST T TITSPeTT
. : : maintenance tools carried into a
Maintenance Tools ||Inspect the maintenance tools used by maintenance N i .
MA-03(01) ¢ ) ; . Functional Equal Inspect Tools MNT-04.1 [facility by maintenance 10
Inspect Tools personnel for improper or unauthorized modifications. personnel for improper or
. Ly : N Mechanisms exist to check medial
: Check media containing diagnostic and test programs . g -
" Maintenance Tools | o " A . . g containing diagnostic and test
MA-03(02) Inspect Media Lorstrgra':lclous code before the media are used in the Functional Equal Inspect Media MNT-04.2 orograms for malicious code 10
Y | before the media are used.
- UTaT UTeTe TS 10 UTgaZatuTTar Mo TatoTT CoTTtaTTeT : -
Malntepl:zcceit'rools I on the equipment;b. Sanitizing or destroying the Prevent ?oenct?glnéf\;nieemxg:atlooﬁreeVSintnsernt
MA-03(03) Unauthorized equipment;c. Retaining the equipment within the Functional Equal Unauthorized MNT-04.3 undergoing maintenancg thpat 10
Removal :acll!ty; ord. Obtalnlpg an e:(e‘r“npt’\‘on from : - Removal contains organizational
/Automated mechanisms exist to
Maintenance Tools ||Restrict the use of maintenance tools to authorized . . restrict the use of maintenance
MA-03(04) Restricted Tool Use [personnel only. Functional Equal Restrict Tool Usage | MNT-04.4 tools to authorized maintenance 10
personnel and/or roles.
Maintenance Tools | " . " Mechanisms exist to control and
MA-03(05) Execution with :\:I‘g:été]osl'etljhertiljﬁeofemalntenance tools that execute with Functional |Intersects With| Maintenance Tools | MNT-04 |monitor the use of system 5
Privilege P ge. maintenance tools.
Maintenance Tools | . Mechanisms exist to control and
MA-03(06) Software Updates Isrz)sffvigiemf\r;taetzzr;cnedtogltsdtlzseg?::Lre‘sttr;e”éadtest Functional |Intersects With| Maintenance Tools | MNT-04 [monitor the use of system 5
and Patches P P : maintenance tools.
with organizational policy and documented in the Mechanisms exist to authorize,
~ Nonlocal security plan for the system;c. Employ strong . . Remote Y monitor and control remote, non- "
MA-04 Maintenance authentication in the establishment of nonlocal Functional  Intersects With Maintenance MNT-05 local maintenance and diagnostic| 5 MA-04
maintenance and diagnostic sessions;d. Maintain activities.
- — - - MTECTTATTSTITS EXTST TU TEqUITE
maiienance personnel o oty
MA-04 L R Functional |Intersects With| Maintenance MNT-05.2 (affected stakeholders when 5 MA-04
Maintenance authentication in the establishment of nonlocal Notifications remote, non-local maintenance is
maintenance and diagnostic sessions;d. Maintain L Alon d i
with organizational policy and documented in the remote, non-local maintenance
. Nonlocal security plan for the system;c. Employ strong " . Auditing Remote g and diagnostic sessions, as well .
MA-04 Maintenance authentication in the establishment of nonlocal Functional  lintersects With Maintenance MNT-05.1 as review the maintenance 5 MA-04
maintenance and diagnostic sessions;d. Maintain action performed during remote
Nonlocal a. Log [Assignment: organization-defined audit events] remote, non-local maintenance
. for nonlocal maintenance and diagnostic sessions; : " Auditing Remote and diagnostic sessions, as well
MA-04(01) Lo Miar:ntzzgcheevliew andb. Review the audit records of the maintenance Functional  lIntersects With Maintenance MNT-05.1 as review the maintenance 5
99ing and diagnostic sessions to detect anomalous behavior. action performed during remote
MA-04(02) Withdrawn Functional WY N/A N/A 0 Withdrawn
NOTTOCaT TTTPTETITETITE T UTT UTE Sy STETT UeN Ty SeTVICed; UrD: Remote - -
Maintenance | [Remove the component to be serviced from the Maintenance :’4::[’:]:;}I:mSAes):esfstoAreqliL!;fions
MA-04(03) Comparable system prior to nonlocal maintenance or diagnostic Functional Equal Comparable MNT-05.6 | 1/or Segny/ices (TAASp)p 10
Scechr]ty §nd services; sa‘r!|t|zi th: cc:r;‘nponeljt (fpr olgf;mzagona\ CSec_u'rlty‘& performing remote, non-local
> RSO TSt e aRRRE R ERf - -
Au:ﬁzztiecr;atir:ﬁ\ealnd authenticators that are replay resistant]; andb. Separation of ga‘Ira“e-::s?;tea:fssse‘:snif)rt\';rtohigthare
MA-04(04) Separation of Separating the maintenance sessions from other Functional Equal Maintenance MNT-05.7 hp si)éa\l or logically separated 10
P network sessions with the system by either:1. Sessions Phy: y or log Y sep:
Maintenance D reieall ot s e communications paths from
Nonlocal session by [Assignment: organization-defined [TECTIATIISITTS ©XTST O Tequre
Maintenance | personnel or roles]; andb. Notify the following . . Remote maintenance personnel tq obtain
MA-04(05) i . N Functional Equal Maintenance Pre- | MNT-05.5 |pre-approval and scheduling for 10
Approvals and  [personnel or roles of the date and time of planned Approval remote, non-local maintenance
Notifications nonlocal maintenance: [Assignment: organization- PP L
Nonlocal TTPTETTETTT e TUNTUWITTY Ty ProgTapT e TETTTarTSTITS To Remote ey PR fraprc eSS T RTST
Maintenance | protect the integrity and confidentiality of nonlocal Maintenance to protect the integrity and
MA-04(06) Cryptographic maintenance and diagnostic communications: Functional Equal Cryptographic MNT-05.3 |confidentiality of remote, non- 10
zfotegctign [Assignment: organization-defined cryptographic rgfote%tign local maintenance and diagnostic|
ieel i
RIS eRfStroprovae
Ma?‘notzlr?acr?ée | \Verify session and network connection termination Mari{rftr;g;ice remote disconnect verification to
MA-04(07) Disconnect after the completion of nonlocal maintenance and Functional Equal Disconnect MNT-05.4 |ensure remote, non-local 10
Verification diagnostic sessions. Verification maintenance and diagnostic
: | !
TTaTTTCeTTaTTCE UTyaTIZatoTTS U PETSuTTTeT, U VETTy trTaT A > coain
Maintenance non-escorted personnel performing maintenance on Authorized Ellueriz'??l”ssr?sofe::‘s&toorirzr;adlnta|n a
MA-05 the system possess the required access authorizations;| Functional Equal Maintenance MNT-06 . 10 MA-05
Personnel . " maintenance organizations or
andc. Designate organizational personnel with required Personnel
harioati " hnical My personnel.
- n TTSKS arSSUCTaTeT Wit
Feenance perennal uho e U Cleared Pt eproite matenancepesomel o d
MA-05(01) Individuals Without [and2. Prior to initiatiné maintenance or d¥al:lgnostic ! Functional |Intersects With| Personnel Without | MNT-06.1 |not have appropriate access 5
Appropriate Access |activities by personnel who do not have needed access Appropriate Access ?utholl'lzatlons, clearances or
Maintenance |diagnostic activities on a system processing, storing, or| . SRS dSSUCIAET WitiT
Personnel | Security|transmitting classified information possess security . . Malntenagce maintenance per;onnel who do
MA-05(02) Clearances for _ |clearances and formal access approvals for at least the Functional |Intersects With| Personnel Without | MNT-06.1 |not have appropriate access 5
Classified Systems |highest classification level and for compartments of Appropriate Access {aLitr}:‘oleatlons, clearanlcesror
TaTTTeTTaTICE RIS USITRGEeRIGT
Personnel | \Verify that personnel performing maintenance and Maintenance maintenance personnel who do
MA-05(03) Citizenship diagnostic activities on a system processing, storing, or| Functional |Intersects With| Personnel Without | MNT-06.1 |not have appropriate access 5
Requirements for |transmitting classified information are U.S. citizens. Appropriate Access authorizations, clearances or
Claccifi WITETT UITe Sy STETITS are JuTTiy UWITeU anuUperateu oy FRICATS R RIaHAL
Maintenance the United States and foreign allied governments, or Maintenance maintenance personnel who do
MA-05(04) Personnel | Foreign jowned and operated solely by foreign allied Functional |Intersects With| Personnel Without | MNT-06.1 |not have appropriate access 5
Nationals governments; andb. Approvals, consents, and detailed Appropriate Access authorizations, clearances or
: i ding th £ £ 2 L L
Maintenance Ensure that non-escorted personnel performing Non-System Mechanisms exist to ensure that
MA-05(05) Personnel | Non- |maintenance activities not directly associated with the Functional Equal Related MNT-06.2 non-escorted personnel 10
system system but in the physical proximity of the system, Maintenance performing non-IT maintenance
Maintenance have required access authorizations. activities in the physical
Obtain maintenance support and/or spare parts for Mechanisms exist to obtain
" . . [Assignment: organization-defined system . . . g maintenance support and/or
MA-06 Timely Maintenance components] within [Assignment: organization-defined Functional Equal Timely Maintenance| MNT-03 spare parts for Technology 10
time period] of failure. /Assets, Applications and/or
'Timely Maintenance|Perform preventive maintenance on [Assignment: Preventative Méf/ii:;s?iﬂ?ﬂﬁ;:;sfgg;m
MA-06(01) | Preventive organization-defined system components] at Functional Equal Maintenance MNT-03.1 Erit\cal Technology Assets 10
Maintenance [Assignment: organization-defined time intervals]. Applications and/or Services
'Timely Maintenance|Perform predictive maintenance on [Assignment: _— Mechanlsms exist to perform
S e N . Predictive predictive maintenance on
MA-06(02) | Predictive organization-defined system components] at Functional Equal Maintenance MNT-03.2 critical Technology Assets 10
Maintenance [Assignment: organization-defined time intervals]. Applications and/or Services
TTTTETy MTaTTTCeTTaTTCe| RUTOTTTATET TITETTTaTTSTITS EXTSTTO
| Automated Transfer predictive maintenance data to a Automated Support transfer predictive maintenance
MA-06(03) Support for maintenance management system using [Assignment: | Functional Equal For Predictive MNT-03.3 [data to a computerized 10
Predictive organization-defined automated mechanisms]. Maintenance maintenance management
+,
Restrict or prohibit field maintenance on [Assignment: . .
Py . Mechanisms exist to securely
MA-07 Field Maintenance organlz_atlon-de‘ﬁned s_yste_ms or system components] Functional Equal Field Maintenance | MNT-08 |conduct field maintenance on 10 MA-07
to [Assignment: organization-defined trusted .
maintenance facilities]. geographically deployed assets.
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executve oTuers, o eguta e n n
Periodic Review & Mechanisms exist to review the
Policy and standards, and gu|del|nes and2 Procedures o . . +. | Update of Security, Security, Compliance &
MP-01 Procedures facilitate the implementation of the media protection Functional |Intersects With Compliance & GOV-03 Resilience Program (SCRP) 5 MP-01
[EOI'FY and the assgclated media grotgctlon gonﬁrols;b. Resilience Program including policies, standards and
DaSiRRARS GRILASSIRRRARESCreY R IARJRSIRACS,
Policy and standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the|
MP-01 Proce{lures facilitate the implementation of the media protection Functional Subset Of Data Protection DCH-01 (implementation of data 10 MP-01
policy and the associated media protection controls; protection controls.
li d th ted medi tecti trols;b. tecti trol.
D,
BRsiRAE GrRAS SRR ADESCFEYRIZRINR ARFRAES; Publishing Security, haintain and disseminate
standards, and guidelines; and2. Procedures to > ’ L
MP-01 F")r(g‘cce)gﬁpeds facilitate the implementation of the media protection Functional |Intersects With Coergl;iaechee& GOV-02 g(r)gccéedsljrsetsazgi;izaar;dfor secure, 5 MP-01
rp‘ullgy and therasspaated media protectlzn‘?onﬁrols:b. Documentation compliant and resilient
Restrict access to [Assignment: organization-defined :les::;?tmasgcisesxtlcs)tdtio ictglr‘;lr:)clj ?1%?1_
MP-02 Media Access  [types of digital and/or non-digital media] to Functional |Intersects With|  Media Access DCH-03 | ;- N gita 5 MP-02
. ; A " digital media to authorized
[Assignment: organization-defined personnel or roles]. individuals
Restrict access to [Assignment: organization-defined Endpoint Device :\rllnesll;?ésnrpastiiﬁsotftgnf:;l)lztnatte the
MP-02 Media Access  |types of digital and/or non-digital media] to Functional |Intersects With END-01 : 5 MP-02
[Assignment: organization-defined personnel or roles]. Management (EDM) CDoer\'/;foelsManagement (EDM)
MP-02(01) Withdrawn Functional | o, N/A N/A N/A 0 Withdrawn
MP-02(02) Withdrawn Functional | % N/A N/A 0 Withdrawn
limitations, handling caveats, and applicable security ;:,:é‘;ﬂ::';:::;:r'n‘;;:s so that
MP-03 Media Marking markings (if any) of the information; andb. Exempt Functional |Intersects With| Media Marking DCH-04 |personnel are alerted to 5
[Assignment: organization-defined types of system
; A h : H distribution limitations, handlmg
media] from marking if the media remain within ”
limitations, handling caveats, and applicable security files to indicate the d|str|but|on
MP-03 Media Marking marl_<|ngs (|flany) of_the_ |nform_atlon; andb. Exempt Functional |Intersects With| Automated Marking| DCH-04.1 I|m|t_at|ons, handling . 5
[Assignment: organization-defined types of system requirements and applicable
media] from marking if the media remain within security markings (if any) of the
UTgATIZatUT-UeTITEY Ty Pes U UrgTtaT armayoT TToT=uTgTeaT TG TCaT e T Wt CoTTroTreT
media] within [Assignment: organization-defined areas using organization-defined
- edia Storage  |controlled areas]; andb. Protect system media types unctiona qua edia Storage - security measures; an
MP-04 Media St trolled 1; andb. Protect syst dia t Functional Equal Media St DCH-06 it d 10
defined in MP-4a until the media are destroyed or (2) Protect system media until
i e  teobnd b " o o
MP-04(01) Withdrawn Functional | ,_ " N/A N/A N/A 0 Withdrawn
edia Storage estrict access to media storage areas and log access
Media St Restrict t dia st dl o L\I:nifog?hcable SCF
MP-04(02) Automated attempts and access granted using [Assignment: Functional Relationshi N/A N/A N/A 0
Restricted Access |organization-defined automated mechanisms]. P
UUTSTUE UT COTTIOEU- areas USTTY TASSTYTIITTETTC: TECTTATIISTITS EXTST TU-Protect ar
organization-defined controls];b. Maintain Media control digital and non-digital
- edia Transport  [accountability for system media during transport unctiona qua N - media during transport outside o
MP-05 Media Ti bility f dia duri F i | E | Transportation DCH-07 dia duri ide of] 10
outside of controlled areas;c. Document activities P controlled areas using
i A with th, f tam madia: TETSLIVACY Lirs
MP-05(01) Withdrawn Functional ol N/A N/A N/A 0 Withdrawn
MP-05(02) Withdrawn Functional i N/A N/A N/A 0 Withdrawn
Mechanisms exist to identify
g Media Transport | [Employ an identified custodian during transport of . . - custodians throughout the
MP-05(03) Custodians system media outside of controlled areas. Functional Equal Custodians DCH-07.1 transport of digital or non-digital 10
media.
MP-05(04) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
MTeuTaT prioT o s TETEaSE UUT UT UTgaTIZaToTTaT Mechanisms exist to securely
" - contrql, or releas_e for reuse using [Assignment: . . Physical Media dispose of media when it is no
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With Disposal DCH-08 longer required, using formal 5 MP-06
procedures]; andb. Employ san|t|zatlon mechanisms P progcedurgs ’ 9
MR P SR Re st reriBse VR YR PRI HER TETIT TTTEUTa W e STreTTg T
b 5] g Y g
control, or release for reuse using [Assignment: System Media and integrity commensurate with
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With éanitization DCH-09 [the classification or sensitivity of 5 MP-06
prucedures] andb. Employ sanltlzatlon mechamsms the information prior to disposal,
BT PSP 6 sPUS dR PERR s EREA BT YR PrdtithER: L bof izatl L
control, or release for reuse using [Assignment: Sanitization of Mechanisms exist to facilitate the|
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With Personal Data (PD) DCH-09.3 [sanitization of Personal Data 5 MP-06
procedures]; andb. Employ sanitization mechanisms (PD).
ith th, dintarity o with th
Media Sanitization | System Media Mechanisms exist to supervise,
g Review, Approve, [Review, approve, track, document, and verify media " A X track, document and verify
MP-06(01) Track, Document, |sanitization and disposal actions. Functional Equal Dgca:rlrt\zra\ttlai%n DCH-09.1 system media sanitization and 10
and Verify disposal actions.
Test sanitization equipment and procedures Mechanisms exist to test
Media Sanitization ||{[Assignment: organization-defined frequency] to : " : sanitization equipment and
MP-06(02) Equipment Testing |ensure that the intended sanitization is being Functional Equal Equipment Testing | DCH-09.2 procedures to verify that the 10
achieved. intended result is achieved.
Media Sanitization | gortable stolzage devicesgriorhtofc?lnnecting such First T u Mecganisms exist to apply
. N evices to the system under the following . " irst Time Use ~ nondestructive sanitization
MP-06(03) Nondestructive | \ymctances: [Assignment: organization-defined Functional  lintersects With Sanitization DCH-09.4 techniques to portable storage 5
Techniques
a circumstances requiring sanitization of portable devices prior to first use.
- - - YSTETTT TITEUTa Wit UTe STreTTg T
Media Sanitization | zg\r/tiiglsetztggzg: gteevnzcﬁsnge”:)trht:ff)?lr(]):/eiﬁtmg such System Media and integrity commensurate with
MP-06(03) Nondestructive : + h YA n t izati 9 defined Functional |Intersects With é itizati DCH-09 [the classification or sensitivity of 5
Techniques circumstances: [Assignment: organization-define: anitization the information prior to disposal
circumstances requiring sanitization of portable L £ af iztinmal
. P table storage devices prior to connecting such . . .
Media Sanitization ||P2'" . P Mechanisms exist to facilitate the|
MP-06(03) Nondestructive ldevices to the system under the following Functional |Intersects With| , _Sanitization of | ne g 3 |anitization of Personal Data 5
Techniques circumstances: [Assignment: organization-defined Personal Data (PD) . (PD)
a circumstances requiring sanitization of portable .
MP-06(04) Withdrawn Functional ol N/A N/A N/A 0 Withdrawn
MP-06(05) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
MP-06(06) Withdrawn Functional it N/A N/A 0 Withdrawn
TECTTATIISTITS EXTST [UETToTCe auar
: PR - - Dual Authorization authorization for the destruction,
Media Sanitization ||Enforce dual authorization for the sanitization of : L h P PR
MP-06(07) PR . | oation dog N Functional Equal for Sensitive Data | DCH-09.5 |disposal or sanitization of digital 10
Dual Authorization |[Assignment: organization-defined system media]. Destruction media that contains
itival latad dat:
A — FTOVTOE TTE CapEnTty TU-PUTgE UT WIPE TTTOTTITEtToTT
I\Seeiamsea;:]t:z‘a:logrl from [Assignment: organization-defined systems or Mechanisms exist to remotely
MP-06(08) e Purging system components] [Selection (one): remotely; under | Functional Equal Remote Purging MDM-05 |purge selected information from 10
Wiping of
Info':magtion the foIIowmg condmons [Assignment: organization- mobile devices.
RerfeRtirgsHzatoruenmeatypes orsysten MTECTTATITSTITS EXTST TU TetaT
medla] on [Assignment: organization-defined systems Media & Data media and data in accordance
MP-07 Media Use or system components] using [Assignment: Functional |Intersects With : DCH-18 |with applicable statutory, 5 MP-07
Retention
organlzatlon -defined controls], andb Prohlblt the use regulatory and contractual
phaRgRRe T Rp ARSI B AT inati
media] on [Assignment: organization-defined systems Mechanisms exist to restrict the
MP-07 Media Use or system components] using [Assignment: Functional |Intersects With| Media Use DCH-10 |use of types of digital media on 5 MP-07
orgamzatlon deﬁned controls], andb Proh|b|t the use systems or system components.
phRAgRRTEERARAc AT B RN y Rt - - —
medial on [Assignment: organization-defined systems Prohibit Use r::g?mspg:b?:f:;:; pgo(l;el?llitcé};e
MP-07 Media Use or system components] using [Assignment Functional |Intersects With| Without Owner DCH-10.2 in orgapnizational systgems when 5 MP-07
u:ganlzatlon:deﬁne(icu_ntrol_s]; andb_. Prt_)hlblt the use - such devices have no identifiable
MP-07(01) Withdrawn Functional | .+ N/A N/A N/A 0 Withdrawn
o No applicable SCF
Media Use | Prohibit| " I . L
iy Prohibit the use of sanitization-resistant media in . No control
MP-07(02) Usree;fséanry;lnzeadt::n- organizational systems. Functional Relationship N/A N/A N/A 0
CTarSSTITCETOTT T e TMTOT T TarToTT, - VeTTTy TraT Te - - -
system media downgrading process is commensurate Data Zlaetcaha‘:gl:r:finegxfgs?cz—:g?s'fy
MP-08 Media Downgrading ‘\:lvr:ghl;?:r;eai?g;fi;ifgggoigz/g;gliﬁzlﬁacciggsn level of | Functional [Intersects With Reclassification DCH-11 [Technology Assets, Applications 5
£ i £t and/or Services (TAAS),
Media Downgrading No ’C‘:n?'?othable Sdr
MP-08(01) | Documentation of |Document system media downgrading actions. Functional Relationship N/A N/A N/A 0
Process
. . No applicable SCF
Media Downgrading Test_downgrladmg e_qmpment _and procedures . No ki)
MP-08(02) | Equipment Testin [Assignment: organization-defined frequency] to Functional Relationshi N/A N/A N/A 0
auip! 9lensure that downgrading actions are being achieved. P
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| Controlled Downgrade system media containing controlled . " Data data, including associated
MP-08(03) Unclassified unclassified information prior to public release. Functional |intersects With Reclassification DCH-11 Technology Assets, Applications 5
Information and/or Services (TAAS),
Media Downgrading|Downgrade system media containing classified No ygnifoﬁhcable e
MP-08(04) | Classified information prior to release to individuals without Functional Relatansh N/A N/A N/A 0
Information required access authorizations. P
Procedures to facilitate the implementation of the Publishing Security, maintain and disseminate
o Policy and physical and environmental protection policy and the . . Compliance & Y policies, standards and ~
PE-01 Procedures associated physical and environmental protection Functional Intersects With Resilience GOV-02 procedures necessary for secure, 5 PE-01
controls;b. Designate an [Assignment: organization- Documentation compliant and resilient
Procedures to facilitate the implementation of the Physical & Mechanisms exist to facilitate the|
Policy and physical and environmental protection policy and the . N operation of physical and
PE-01 Procedures associated physical and environmental protection Functional Subset Of Er;\;lortc:encr;;gggal PES-01 environmental protection 10 PE-01
controls;b. Designate an [Assignment: organization- controls.
Procedures to facilitate the implementation of the Periodic Review & Mechanisms exist to review the
X Policy and physical and environmental protection policy and the . ... | Update of Security, g Security, Compliance & X
PE-01 Procedures associated physical and environmental protection Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5 PE-01
controls;b. Designate an [Assignment: organization- Resilience Program including policies, standards and
resides;b. Issue authorization credentials for facility current list of personnel with
Physical Access |access;c. Review the access list detailing authorized : Physical Access authorized access to
PE-02 Authorizations  [facility access by individuals [Assignment: Functional Equal Authorizations PES-02 organizational facilities (except 10 PE-02
organization-defined frequency]; andd. Remove for those areas within the facility
Physical Access FTTySTCaT aCess ComroT -
PE-02(01) Authorizations |  [Authorize physical access to the facility where the Functional Equal Role-Based Physical PES-02.1 g:fycsr?ca:"zrgcsezzlfé tfgcail‘ijttizzr:)z:sed 10
Accescs”bé/ol"eosltlon system resides based on position or role. Access on the position or role of the
indiviciial
Physical Access [Require two forms of identification from the following least one(1) form of government-
x Authorizations |  [forms of identification for visitor access to the facility . Identification 7 issued or organization-issued
PE-02(02) Two Forms of  |where the system resides: [Assignment: organization- Functional Equal Requirement PES-06.2 photo identification to 10
Identification defined list of acceptable forms of identification]. authenticate individuals before
Physical Access |more): security clearances for all information [TICCTTATISTIS STy T TESt
e A e . . unescorted access to facilities to
PE-02(03) R Authorizations | contained within the system; formal access Functional Equal Restrict Unescorted PES-06.3 |personnel with required security 10
estrict Unescorted |authorizations for all information contained within the Access clearances formal access
Access system; need for access to all information contained el h
@TCESS U areds WItTITT UTe TaCity UesTyTates o pHiARIFHRRS S ath AR
. publicly accessible by implementing the following . for all physical access points
PE-03 Phys(l:coar:tl:glcess controls: [Assignment: organization-defined physical Functional |Intersects With Phystl:t;anlt/:;cess PES-03 |(including designated entry/exit 5 PE-03
access controls];d. Escort wsltors and contro\ visitor points) to facilities (excluding
L A b, ithin tha facilit
Physical Access Enforce physical access authorlzatlons to the system in Physical access control
addition to the physical access controls for the facility . Access To Critical mechanisms exist to enforce
PE-03(01) Contl:)cIJeSS);stem at [Assignment: organization-defined physical spaces Functional Equal Systems PES-03.4 physical access to critical 10
containing one or more components of the system]. systems or sensltlve/regulated
. Perform security checks [Assignment: organization- [PrTySTCar aCTess autroTieatron
PE-03 Physical Acc_e_ss defined frequency] at the physical perimeter of the . N Physical Access fgr all physlcal_ access pomts .
-03(02) Control | Facility facilit tem f filtrati £ inf ti Functional |Intersects With| Control PES-03 |(including designated entry/exit 5
and Systems acility or system for exfiltration of information or ontro oints) to facilities (excluding
removal of system components. Y ithin tho Facilit,
PSRRI
Physical Access |[Employ guards to control [Assignment: organization- Physical Access for all physical access points
PE-03(03) Control | defined physical access points] to the facility where Functional |Intersects With| V! Control PES-03 |(including designated entry/exit 5
Continuous Guards [the system resides 24 hours per day, 7 days per week. points) to facilities (excluding
PrpsfcarerTedtioritiotacilit
Physical Access |Use lockable physical casings to protect [Assignment: Lockable Physical mechanisms exist to protect
PE-03(04) Control | Lockable |organization-defined system components] from Functional Equal Casin g/ PES-03.2 |system components from 10
Casings unauthorized physical access. 9 unauthorlzed physlcal access
= L inac)
- CITIPTOY TASSTYTIITTETTC UTgamTZatoT=-UeTTeuamu=taTTpeT
e gt o (eiecionfone o ooy deect
PE-03(05) Tampering prevent] physical tampering or alteration of Functional Equal Tampering MDM-04 organization deems to be of 10
Protection [Assignment: °F9§.”'E§"°""{eﬁ"e‘j hardware significant risk, prior to the
PE-03(06) Withdrawn Functional | o N/A N/A N/A 0 Withdrawn
Physical Access No applicable SCF
PE-03(07) Control | Physical [Limit access using physical barriers. Functional Rel tNo hi N/A N/A N/A 0 izl
Barriers elationship
. No applicable SCF
Physical Access . .
-~ Employ access control vestibules at [Assignment: : No control
PE-03(08) C(;%?rtglljl\lleégzisés organization-defined locations within the facility]. Functional Relationship N/A N/A N/A 0
- - . —— EXTST T PTUTeTT pUWeT arTor
PE-04 Access Control for g:zﬁfc‘i Zcztsecn?Idaistcr?ﬁttiggg?égt??niﬁ‘isz:g:r}:iaeg?n Functional Equal Transmission PES-12.1 Eea\rec??n;g?;cstig:s coarlzili]ng 10
Transmission within organizational facilities using [Assignment: a Medium Security . inforlymagtion service‘;pfrom 9
organization-defined security controls]. " N )
. . exist to restrict access to printers
Control physical access to output from [Assignment:
Access Control for M h n . Access Control for and other system output devices
PE-05 Output Devices 3;%125::;;;;152{Leiguzﬁlstr;:';':e:&:iﬂiﬁo ?Livgﬂtt ut Functional Equal Output Devices PES-12.2 to prevent unauthorized 0
9 put. individuals from obtaining the
PE-05(01) Withdrawn Functional [ N/A N/A N/A 0 Withdrawn
Access Control for No applicable SCF
o Output Devices | |Link individual identity to receipt of output from output q No control
PE-05(02) Link to Individual |devices. Functional Relationship bA b3 bR ®
Identity
PE-05(03) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
security incidents;b. Review physical access logs Physical access control
~ Monitoring Physical |[[Assignment: organization-defined frequency] and . Monitoring Physical ¥ mechanisms exist to monitor for, ~
PE-06 Access upon occurrence of [Assignment: organization-defined Functional Equal Access PES-05 detect and respond to physical 10 PE-06
levents or potential indications of events]; andc. security incidents.
MTOTIICOTTITg FTySTCaT -
Access | Intrusion [Monitor physical access to the facility where the Intrusion Alarms / :]eycsrzcaanli:r%cse:iigglzgrzonitor
PE-06(01) Alarms and system resides using physical intrusion alarms and Functional Equal Surveillance PES-05.1 ohysical intrusion alarms and 10
S:Nelllanc'e surveillance equipment. Equipment surveillance equipment.
mortBHIRP¥ R sTcarretogmze TASST T UTYaTZatoT-UETITEU Crasse A
Access | Automated |or types of intrusions] and initiate [Assignment: No Elgni:)orillcable g
PE-06(02) Intrusion organization-defined response actions] using Functional Relationshi N/A N/A N/A 0
Recognition and  |[Assignment: organization-defined automated P
b i 1
AP Vdevsurvenmarceor ASSTYTITTETTC P
Monitoring Physical jorganization-defined operational areas];b. Review No Lﬂgnifoqllcable SCh
PE-06(03) Access | Video  |video recordings [Assignment: organization-defined Functional Relationshi N/A N/A N/A 0
Surveillance frequency] andc. Retam video recordings for P
inn dafinad i
Monitoring Physical Momtor physical access to the system in addltlon to Monitoring Physical Facility security mechanisms
g Access | Monitoring [the physical access monitoring of the facility at . 2 g exist to monitor physical access
PE-06(04) Physical Access to [[Assignment: organization-defined physical spaces Functional Equal Acce;ss‘iglﬁgncal PES-05.2 to critical systems or 10
Systems containing one or more components of the system]. Y sensitive/regulated data, in
PE-07 Withdrawn Functional [ N/A N/A 0 Withdrawn
the system resides for [Assignment: organization- [TIySTCdt JLCEss COTIroT
PE-08 Visitor Access  |defined time period];b. Review visitor access records Functional Equal Physical Access PES-03.3 ;2?;2?2'2‘:;2:?&:;3 at !(quroeuntlzy 10 PE-08
Records [Assignment: organization-defined frequency]; andc. a Logs ) controlled ingress andpe ress 9
Report anomalies in visitor access records to int. 9 9
VISTTOTACTTE:
Records | Maintain and review visitor access records using Automated Records /Automated mechanisms exist to
PE-08(01) Automated Records|[Assignment: organization-defined automated Functional Equal Management & PES-06.4 (facilitate the maintenance and 10
Maintenance and |mechanisms]. Review review of visitor access records.
Ryl
PE-08(02) Withdrawn Functional | 5.~ N/A N/A N/A 0 Withdrawn
Records | Limit  |Limit personally identifiable information contained in Mechanisms exist to minimize
Personally visitor access records to the following elements . Minimize Visitor the collection of Personal Data
PE-08(03) Identifiable identified in the privacy risk assessment: [Assignment: Functional Equal Personal Data (PD) PES-06.5 (PD) contained in visitor access 10
Information organization-defined elements]. records.
Facility security mechanisms
PE-09 Power Equipment [Protect power equipment and power cabling for the Functional Equal Supporting Utilities | PES-07 exist to protect power equipment 10

and Cabling

system from damage and destruction.

and power cabling for the system
from damage and destruction.
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o
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PE-09(01) and Cabling | physically separated by [Assignment: organization- Functional Equal Redundant Cabling | PES-07.7 |ensure that power continues to 10
Redundant Cabling |defined distancel. ﬂow in the event one of the
ic cut ar
Power Equipment Faclllty securlty mechanisms
x and Cabling | Employ automatic voltage controls for [Assignment: . Automatic Voltage g exist to utilize automatic voltage
PE-09(02) Automatic Voltage |organization-defined critical system components]. Functional Equal Controls PES-07.1 controls for critical system 10
Controls components.
system components] in emergency situations;b. Place \SJ\;\IIitrCI}:;;Igl'c(;;:;Cg:S”iLnyd:;;UII
PE-10 Emergency Shutoff [SMer9ency shutoff switches or devices in [Assignment: | ¢, ctiona| Equal Emergency Shutoff | PES-07.2 [proximity to systems or system 10
organization-defined location by system or system components to facilitate safe and
component] to facilitate access for authorized P P L nnd
PE-10(01) Withdrawn Functional | 5.~ N/A N/A /A 0 Withdrawn
Provide an uninterruptible power supply to facilitate Sa;)albL\ue Dufprr\gl:t';r'\:lnﬂ(_;m PORE
[Selection (one or more): an orderly shutdown of the . " e . .
PE-11 Emergency Power system; transition of the system to long-term alternate Functional |Intersects With| Emergency Power | PES-07.3 rcgln;nk;\TiltIy-riiqtﬂge:vzﬁ?;)aft?:al 5
power] in the event of a primary power source loss. P y', £ tha arimaan
CTITETgeNCy FOWeT T{FTOVIUE aTT aTteTTTate PUWeT SUppTy ToT TITe- Sy STeTT tTaT EXTRERPSuBEfy drtefrateititrer;
Alternate Power |is activated [Selection (one): manually; automatically] capable of maintaining
PE-11(01) Supply — Minimal [and that can maintain minimally required operational Functional |Intersects With| Emergency Power | PES-07.3 |minimally-required operational 5
Operational capability in the event of an extended loss of the capability, in the event of an
Canahilit i L th
RGP 4RI FOUTEPrToTeTTTTaTTUany - auToTTTaTtTaTy T eXfOERPSHpSytbfratiritirer;
E':ﬁ;?_s;gey :gv‘clee: I and that is:a. Self-contained;b. Not reliant on external capable of maintaining
PE-11(02) Supply — Self.  [Power generation; andc. Capable of maintaining Functional |Intersects With| Emergency Power | PES-07.3 |minimally-required operational 5
st?n)t/ained [Selectlon (one) mmlmally requlred operatlunal capability, in the event of an
L £tha nri
Employ and mamtaln automatic emergency ||ght|ng for' automatic emergency lighting
.. |the system that activates in the event of a power . . that activates in the event of a
PE-12 Emergency Lighting outage or disruption and that covers emergency exits Functional Equal Emergency Lighting| PES-07.4 power outage or disruption and 10 PE-12
and evacuation routes within the facility. that covers emergency exits and
Elnéiggei':g I\Lnllgszltg;g Provide emergency lighting for all areas within the No L‘é’niﬁ)ﬁhcable SCh
PE-12(01) and Business ;auhty supporting essential mission and business Functional Relationship N/A N/A N/A 0
> unctions.
Functions
Employ and maintain fire detection and suppression :Slpf;rt:s:ig:':zznadngerpeaéa;?n fire
PE-13 Fire Protection Zﬁztrecrens that are supported by an independent energy | Functional Equal Fire Protection PES-08 devices/systems for the system 10 PE-13
. that are supported by an
e T TUTETHUTT T [CTPTOY TN e UETeTtoTT Sy STETTS et aTtvaTe EXTSTTOUTIZE arTar TTTeTTCamT e
Detection Systems [automatically and notify [Assignment: organization- Fire Detection detection devices/systems that
PE-13(01) — Automatic defined personnel or roles] and [Assignment: Functional Equal Devices PES-08.1 |activate automatically and notify 10
Activation and organlzatlon defined emergency responders] in the organizational personne\ and
Suppression automatlcally and notify [Assignment: organization- Facility security mechamsms
~ Systems — defined personnel or roles] and [Assignment: . . Automatic Fire g exist to employ an automatic fire
PE-13(02) Automatic organization-defined emergency responders]; andb. Functional  Intersects With Suppression PES-08.3 suppression capability for critical 5
Activation and  |[Employ an automatic fire suppression capability when systems when the facility is not
Suppression automatically and notify [Assignment: organization- ;el\/\lc:;/:)l/lgt:rr;;ethau;:p;;ovm;:”
PE-13(02) Systems —  |defined persannel or roles] and [Assignment: Functional |Intersects With| '@ SUPPTeSSion | oeq g 5 |aitomatic notification of any 5
Automatic organization-defined emergency responders]; andb. Devices activation to organizational
Activation and  |[Employ an automatic fire suppression capability when Land 9
PE-13(03) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
CTTSUTE Ut TTe TATITy UTTOeTgUeS TASSTgTITTETTE P
Fire Protection | organization-defined frequency] fire protection No zlgnifoqllcable Sch
PE-13(04) Inspections inspections by authorized and qualified inspectors and | Functional Relationshi N/A N/A N/A 0
P identified deficiencies are resolved within [Assignment: P
jzation dofinad & indl
AERARIAT: pPeSsiRa AR pPASsTgreTT: e - -
Environmental organization-defined environmental control]] levels Temperature & Z)a(icslllttyo srrelgrnréta%nmaiijh?rl\’gi?:;
PE-14 Controls within the facility where the system resides at Functional Equal Humitﬁty Controls PES-09 temperature and humidity levels 10 PE-14
[As;‘sbl\gr:’?wer:t orgamzatlon deﬁned acceptable levels]; within the facility.
Environmental !Employ thg following automatic _envnonmen_tal controls No applicable SCF
PE-14(01) Controls | in the facility to preven:\t ﬂu;tuatlons potent_lall)_/ Fnenenal r_\lo ) N/A N/A N/A 0 control
Automatic Controls harmfu\ to the sy'stem,' [Assignment: organization- Relationship
defined automatic environmental controls].
E”C‘cl):'t::)ll?iw Emplloy environr;\ental cofntLoI monitoring th”at Erovi?e‘s Monitoring with exisft]to trigg?r an alarm or |
~ A an alarm or notification of changes potentially harmfu! . 7 notification of temperature an
PE-14(02) M‘X";tfn:';gamth to personnel or equipment to [Assignment: Functional Equal Nét‘ig;r:tsio/ns PES-09.1 humidity changes that be 10
: organization-defined personnel or roles]. potentially harmful to personnel
Protect the system from damage resulting from water damlage resLultlng frl;r'r'; wlé‘t‘;'rl
Water Damage |leakage by providing master shutoff or isolation valves . Water Damage 2
PE-15 Protection that are accessible, working properly, and known to Functional Equal Protection PES-07.5 Iehaka%e bly provh\dmg master 10 PE-15
key personnel. shuto valves tu at are .
Detect the presence of water near the system and . Facility securlty mechanlsms
Water Damage h P . Automation Support|
~ " alert [Assignment: organization-defined personnel or " _ exist to detect the presence of
PE-15(01) Autoi:‘;tt?oc:gzl ort] roles] using [Assignment: organization-defined Functional Equal for nggferctt)iir:age PES-07.6 water in the vicinity of critical 10
PPOTt; utomated mechanisms]. systems and alert facility
a. Authorize and control [Assignment: organization- exist to isolate information
. Delivery and defined types of system components] entering and : : % processing facilities from points .
PE-16 Removal exiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal|  PES-10 such as delivery and loading 10 PE-16
system components. areas and other points t id
use by employees;b. Employ the following controls at ;:iystlz;Iuti?zue”;){)gll;;'llate
PE-17 Alternate Work Site alternatel work sites: [Asslgm_‘nent: organization-defined Functional Equal Alternate Work Site| PES-11 |management, operational and 10
controls];c. Assess the effectiveness of controls at technical controls at alternate
alternate work sites; andd. Provide a means for v cit.
FUSTUOTT Sy STETTT COTITPOTTETTTS WITHTTT e TaTTTTy To" e or
Location of System minim_ize _potent\_a\ damag_e from [Assi_gnment: . ... | Equipment Siting & rcr?imrrfirz]:r:)tgtgrl\tt?ér\‘szifaagcéhftryofr?
PE-18 organization-defined physical and environmental Functional |Intersects With : PES-12 N N 5
Components hazards] and to minimize the opportunity for Protection physical and environmental
Iy PP Y hazards and to minimize the
PE-18(01) Withdrawn Functional | ,_ ™ N/A N/A N/A 0 Withdrawn
Information ATy SECUTILy TITeTTarTsITS
. . exist to protect the system from
~ Information Protect the system from information leakage due to . Leakage Due To 7 h -
PE-19 Leakage electromagnetic signals emanations. Functional Equal Electromagnetic PES-13 |r:format|on Iea_kag_;e dllje to 10
Signals Emanations electromagnetic signals
- FTUTETT Sy STETITCOMMPUTTETTTS, aSSUTTateu uata 7
LeaLr]afogTath;?onal communications, and networks in accordance with No Elgni:)orillcable eC
PE-19(01) Emiss?ons Policies national Emissions Security policies and procedures Functional Relationship N/A N/A N/A 0
and Procedures pased on the security category or classification of the
RS iRSSTgTITeTTTUrgamZETOFTETTET @S ST -
Asset Monitorin location technologies] to track and monitor the location| Asset Monitorin trrelg:ﬂglrog::slgsstti;l:;l;:nd
PE-20 and Trackin 9 land movement of [Assignment: organization-defined Functional Equal and Trackin 9 PES-14 movement of organization- 10
9 assets] within [Assignment: organization-defined 9 N gan
1 defined assets within
Employ [Assignment: organization-defined protective Ty STCAT SECUTTCY TITECTT i
2y | Eecromagnetc measres)spas leciomagnel pse amose 1 | punciona | el | COSTES | pess (G gmeoystentare |
Pulse Protection [c/;?-r?p?;:;ﬁpst] organization-defined systems and system Protection (EMP) damage for systems and
MIATR [ASSTGTTITETTC, UTgarZatioT=UeT ey SySTeTT =
hardware components] indicating the impact level or Asset Scope geecﬂllatmsgifﬁ:;g (;ii‘ermme
PE-22 Component Marking|classification level of the information permitted to be Functional |Intersects With Classiﬁcatipon AST-04.1 resil\enyc'e conlt]rol applicability b 5
processed, stored, or transmitted by the hardware dentifying assignirsg and Yy by
FRACPRSRTTTeTTTUTgaMZaTUTFTETTE TSy STeTT EXTST Lo TTTdTK SySTeTTT TTaruware:
hardware components] indicating the impact level or components indicating the
PE-22 Component Marking|classification level of the information permitted to be Functional |Intersects With|Component Marking| PES-16 [impact or classification level of 5
processed, stored, or transmitted by the hardware the information permitted to be
A ctarad i
§>Paf R uTatoT U STtEUT TTE Tty WiTeTe trTe — < <
system resides considering physical and environmental Proc-e”;;g Pasrg,—a e :\:i;Ezg'irp;feo)ﬁ:atgor:smd the
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional |Intersects With and S%rvice 9¢| TPM-04.4 processing/storage based on 5
physlga\ a,“d e‘nyu'onmental hazards in the Locations business requirements.
AP R AR BP 3REVP B TR rrreretrre: MTECTITATITSTTTS EXTST U ESTanTSITaT
system resides considering physical and environmental Alternate alternate processing site that
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional |Intersects With Processing Site BCD-09 |provides security measures 5
physlca\ and environmental hazards in the 9 equlvalent to that of the primary
LIRS RSO SREGT B Ty frreretme alternate Storage site that
system resides considering physical and environmental
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional |Intersects With| Alternate Storage BCD-08 includes both the assets and 5

physical and environmental hazards in the

Site

necessary agreements to permit
the storage and recovery of
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FDE Name Focal Document Element (FDE) Description a o i SCF Control (SCF) A
Rationale Relationship Control Description Relag‘onsh
system resldes consldermg physlcal and environmental Distributed Mechanisms exist to distribute
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional |Intersects With Processing & SEA-15 |processing and storage across 5
physlca\ and envlronmental hazards |n the Storage multiple physical locations.
i
BIGIEPATA RRL RS TOP SREVP AN TR rrreretre — —
system resides considering physical and environmental Equipment Siting & ﬁmmg:nt&g&gr“ég;?céhgryo;:
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional |Intersects With| a g’rotection 9 PES-12 physical a%d environmen%al 5
physical and enylconmental hazards in the hazards and to minimize the
AR TR R AU O SREVP B TER e Wrreretrrer - - =
system resides considering physical and environmental Physical & zlleec:laat:'grs]n;? eﬁlsst‘ctglfaasgltate the
PE-23 Facility Location |hazards; andb. For existing facilities, consider the Functional |Intersects With| Environmental PES-01 egvironmentgl yrotection 5
physical and environmental hazards in the Protections Controls P
EXRBTIE VAT, aPEENE RS ‘porcres; SecurTty; B -
Policy and standards, and guidelines; and2. Procedures to Compliance & 'r};ﬂﬁ{genct::'ﬁglgftgzio%ﬁde a
PL-01 Proce)dures facilitate the implementation of the planning policy Functional Subset Of Resilience PRM-01 zortfolig managementgpproach 10
and the associated plannlng controls“EJ Dleflgnate an Protection Portfolio to achieve security, compliance
HARRGHRAGHTErs iR RS AR AT hoRcRas Statuton TTECTTATISTITS EXTST tU-TaTTate tTe
Policy and standards, and guidelines; and2. Procedures to Re ulatory’& identification and
PL-01 Proce{iures facilitate the implementation of the planning policy Functional Subset Of Cogntract\ilal CPL-01 |implementation of relevant 10 PL-01
and the associated plannmg controls b. Deslgnate an N statutory, regulatory and
: o Compliance | canteal
AR ERRABTers iR AR R T hbRcTRAs implementation of tallored
Policy and stapdards and gu|del|nesl and2. Procedutes to , ) Technology development and acquisition
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Development & TDA-01 strategies, contract tools and 10 PL-01
and the associated plannlng controls b Deslgnate an Acquisition procurgement methods to meet
:t:nk;al:"dcs U;:E' h:‘;’;ﬁ:: a’r;;;u;g:e‘ddr:s”t: . Periodic Review & Mechanisms exist to review the
Policy and o a9 . . : . -, | Update of Security, Security, Compliance &
PL-01 Procedures facilitate the implementation of the planning policy Functional |Intersects With Compliance & GOV-03 Resilience Program (SCRP) 5 PL-01
[and _the associated P'af."“”g cﬁ_ont:olsf;FliJ._Dleilgnate an Resilience Program including policies, standards and
standards, and guidelines; andz. Procedures to Publishing Security, maintain and disseminate
PL-01 F")r(g‘cce)gﬁ:eds facilitate the implementation of the planning policy Functional |Intersects With CORrEEiIIliZTcee& GOV-02 p?gccslgedsdrsetjggggiz:ndfor secure, 5 PL-01
and the associated planning controls;b. Designate an D " P sary .
Facci e tion AnBaed AEfeinl] b ocumentation compliant and resilient
G rraty refarelreiieeortne Systan o rramay -
" any :')elevazt cg:trzl bcaselines or O\Y/erlays, if 7 Plan / Coordinate AS?“T?”CE Program (1AP)
PL-02 SYSteT" Security applicable;12. Describe the controls in place or Functional |Intersects With with Other IAO-03.1 activities with affected . 5 PL-02
and Privacy Plans Ianned for meetln the secur\t and rivac Organizational stakeholders before conducting
o g,‘ Y £ P Y Entities such activities in order to reduce
o e e o o Topted secrt echarisms St 1o g
. ystem Security : . ; f " " ompliance an: -~ authoritative documentation .
PL-02 and Privacy Plans ?)Ipa’:'::eaé)lfedl}rzm'{ebeiicgrlE}?eﬂsqeecfﬁ'int;rglrsxc;np?il\/aaCCSyor Functional  lintersects With Resilience Controls 1A0-03 (e.g., System Security Plan (SSP)) 5 PL-02
: i N o Documentation that:
ERfH IRy fedRfiteffiRfa-fof ene SyRent > irsiRfty (IJ COTTtanT SUTTCIeTTT Uetan o
System Security |27, relevant control baselines or overlays, if Network Diagrams assess the security of the
PL-02 an)d Privac Plar\{s applicable;12. Describe the controls in place or Functional |Intersects With| & Data Flow AST-04 |network's architecture; 5 PL-02
y planned for meeting the security and privacy Diagrams (DFDs) (2) Reflect the current
i Ll innala £ iL hi £ th,
PL-02(01) Withdrawn Functional ] N/A N/A N/A 0 Withdrawn
PL-02(02) Withdrawn Functional | o._ N/A N/A N/A 0 Withdrawn
PL-02(03) Withdrawn Functional | o._ N/A N/A N/A 0 Withdrawn
PL-03 Withdrawn Functional | ;.\ N/A N/A N/A 0 Withdrawn
TTATCaTTTY At UTey TTave Tead, UITaeTstar, ara agree
to abide by the rules of behavior, before authorizing Terms of gm;?Iogeszrzggucriotnt;anc;odrast;o
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With HRs-05 [2PPY ¢¥ ecurity al n . 5 PL-04
update the rules of behavior [Assignment: Employment protkectlon pgllnclples in thelr Ida\ly
\work to enable secure, compliant
rreRating Ryt eag Amraddre ditragree o oDIs an rateama
to abide by the rules of behavior, before authorizing ruIespof behavior for thg use of
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With| Rules of Behavior | HRS-05.1 technologies, including 5 PL-04
update the rulei of bet}a"v‘tor [Afs'gnﬂe’;t consequences for unacceptable
faRAGAG AR HErereaa bR R dfftragree - - -
to abide by the rules of behavior, before authorizing Technology Use llzllse;h:?;?iscﬁ::: ;%SStabI'Sh
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With Restri tg_y HRS-05.3 | (IJ tati id f 5 PL-04
update the ruIes of behavior [Asslgnment estrictions implementation guidance for
L i D organizational technologies
ruTES UT DETTavToT T PSR e ERR A REHAG R TSRS R R RreTTTar T UETTaVIoT Tt COTTTaT EXPITCTT
Social Media and |sites/applications;b. Posting organizational information Social Media & restrictions on the use of social
PL-04(01) External on public websltes andc Use of organization-provided | Functional Equal Social Networking | HRS-05.2 |media and networking sites, 10 PL-04(01)
Site/application [identifiers (e.g., email addresses) and authentication Restrictions posting information on
m ict e L \ 3 & ial 3 A
PL-05 Withdrawn Functional i N/A N/A N/A 0 Withdrawn
PL-06 Withdrawn Functional | 5.0 N/A N/A N/A 0 Withdrawn
system describing how the organization intends to plan for achieving cybersecurity
PL-07 Concept of operate the system from the perspective of Functional Equal Secugtyerca%r;crespt Of 0PS-02 objectives, that documents 10
Operations information security and privacy; andb. Review and a ((Fi)ONOPS) management, operational and
update the CONOPS [Assignment: organization-defined technical measures implemented
— - - > WICTITUUS Ty =TecogTZeu TeaunTy
Security and !ndlwduals,_B. Describe how the archltec_tures are Alignment With practices, with consideration for
integrated into and support the enterprise . . . " h
PL-08 Privacy architecture; and4. Describe any assumptions about, Functional |Intersects With Enterprise SEA-02 [security, compliance and 5
Architectures |, g dependencies on, external systems and services;b. Architecture resilience PF";QP'QS that
Security and YSTETIT USTIY-a UETETSE-T-uepUT approacrT tiata: ATl S P IgFERRT
Pr\vayc /Allocates [Assignment: organization-defined controls] Defense-In-Depth structure minimizing interactions
PL-08(01) Architectuyres | to [Assignment: organization-defined locations and Functional |Intersects With| (DID) Architectﬂre SEA-03 |between layers of the design and 5
Defense in Depth architectural Iayers], andb. Ensures that the Iallocated Iavoidi?g any de&endence by
Security and  |Require that [Ass|gnment organlzatlon deﬁned 's;:LulrI'Tt;l ;:Idmr;ila;?e ‘;’;L;"'
. Privacy controls] allocated to [Assignment: organization- . " . . " " R ! "
PL-08(02) Architectures | |defined locations and architectural layers] are obtained Functional |Intersects With| Supplier Diversity | TDA-03.1 E?fsfg‘ree':‘cteszecr}{;ilsogée;if;?rmze 5
Supplier Diversity |from different suppliers. I o PP v
certranzew — -
manage the organization-wide
PL-09 Central Centrally manage [Assignment: organization-defined Eunctional |Intersects With Mansaegceur:;tent of SEA-01.1 management and 5
Management controls and related processes]. Com Iianze & " |[implementation of security,
-omp ot compliance and resilience
Centralized . .
. . ) Mechanisms exist to centrally-
Central Centrally manage [Assignment: organization-defined : " Management of P
PL-09 Management  |controls and related processes]. Functional |Intersects With Flaw Remediation VPM-05.1 rr:iz:gse the flaw remediation 5
Processes P! )
Assigned Security, the mission and resources to
N Central Centrally manage [Assignment: organization-defined . " Compliance & -~ centrally-manage, coordinate,
PL-09 Management controls and related processes]. Functional |intersects With Resilience GOv-04 develop, implement and 5
Responsibilities maintain an enterprise-wide
Centralized . .
. . ) Mechanisms exist to centrally-
N Central Centrally manage [Assignment: organization-defined . " Management of " "
PL-09 Management controls and related processes]. Functional [intersects With Antimalware END-04.3 trgigsgﬁ)ag:slmalware 5
Technologies gies.
. . P " Mechanisms exist to centrally-
PL-09 Maﬁ:ngzlent E:'Tf:sllslya'::?:I%fe[lﬁssrfgerg::;]‘ organization-defined Functional |Intersects With Magsngfw‘ent END-08.1 |manage anti-phishing and spam 5
9 P . 9 protection technologies.
Centralized Mechanisms exist to centrally
N Central Centrally manage [Assignment: organization-defined . " - manage and update the criteria
PL-09 Management controls and related processes]. Functional |intersects With Management of | MON-03.6 to be captured in event logs 5
Event Log Content .
generated by organization-
Mechanisms exist to develop,
: : : N Secure Baseline document and maintain secure
PL-10 Baseline Selection [Select a control baseline for the system. Functional Equal Configurations CFG-02 baseline configurations for 10 PL-10
[Technology Assets, Applications
actions that are specific to:
R . P Tailor the selected control baseline by applying . . . _ (1) Mission / business functions; R
PL-11 Baseline Tailoring specified tailoring actions. Functional Equal Baseline Tailoring | CFG-02.9 (2) Operational environment; 10 PL-11
(3) Specific threats or
OUTgaTIZatOTTaT ETTITeS,; arma CoTPTaTCe,; 5. Reetrs tTe - - - B
Information coordination among organizational entities responsible Corsnecl?ggze & :\:necll'::ésnr:\astiiﬂsotftgefcalj:r\ilétate the,
PM-01 Security Program |for information security; and4. Is approved by a senior | Functional Subset Of -0mp GOV-01 plen i Y 10 PM-01
Plan ofﬁaal W|th responslblllty and accountablllty for the Resillence Pragram compliance and resliience
SCRP. overnance controls.
Information coordination among organizational entltles responsible Update of Securit Security, Compliance &
PM-01 Security Program [for information security; and4. Is approved by a senior | Functional |Intersects With| pCompIiance & Y GOV-03 Resi\ier)(cve Program (SCRP) 5 PM-01
Plan o.fﬁlc'fl‘w'th respol:s:bﬂlty ar]d a_ccodntablllty for the Resilience Program including policies, standards and
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Control Description

Relationsh

orga a a n n n - n
Information coordmatlon among orgamzatlonal entltles responswble Pu%\osrr:nl?aaeczzu;ty, rnozii\giteaslnsatggd?fgser:rl]ndate
PM-01 Security Program [for information security; and4. Is approved by a senior | Functional |Intersects With| Pl Gov-02 [P " 5 PM-01
Resilience procedures necessary for secure,
Plan ?.T/CLBI“:.v,l,tt],\re:.sfo:ybmty and accountablllty for the Documentation compliant and resilient
Information /Appoint a senior agency |nformat|on security officer Assigned Security, the mission and resources to
PM-02 Security Program with the mission and resources to coordinate, develop, Functional |Intersects With Compliance & GOV-04 centrally-manage, coordinate, 5 PM-02
Leaderyshi %\ole implement, and maintain an organization-wide Resilience develop, implement and
P information security program. Responsibilities maintain an enterprise-wide
Information exceptions to this requirement;b. Prepare Security, requests, including the resources
¥ N documentation required for addressing information . Compliance & -~ needed to implement the -
PM-03 Pri\?aeccu:tgszﬂgces security and privacy programs in capital planning and Functional Equal Resilience Resource| PRM-02 Security, Compliance & 10 PM-03
Y investment requests in accordance with applicable Management Resilience Program (SCRP) and
AU TTTaTTCaTITe, 2. DUCUTITETTT UTe TeTTTeuTar MToTTTatroTT - -
Plan of Action and security, prlvacy, and supply chain risk management Vulnerability yjf}zﬁg;m;s’:i tor:nes’:re that
PM-04 Milestones Process actions to adequately respond to risk to organizational | Functional |Intersects With Remediation VPM-02 identified, tracked zndp y 5 PM-04
operations and assets, individuals, other orgamzatlons, Process o
ol tho Mot nd2 Ar o ith remediated.
aRtHhaMRiE 22 S AR AP EGRA TG Tt B - -
Plan of Action and security, privacy, and supply chain risk management Capabilities gi)ﬁlz:zl:]ca;(sizg;éted with the
PM-04 . actions to adequately respond to risk to organizational | Functional |Intersects With e . IA0-05 a 5 PM-04
Milestones Process Deficiency Tracking (5) Source deficiency
opireflorlsfnd assj:;s A\ndlwduals other orgamzatlons \dentification/detection;
TETTTATITSTITS EXTST TU TatTTaTe T
- y IT Asset Management (ITAM)
Develop and update [Assignment: organization-defined . " :
PM-05 System Inventory frequency] an inventory of organizational systems. Functional |Intersects With| Asset Governance | AST-01 |program to implement and 5 PM-05
manage asset management
Mechanisms exist to perform
- Develop and update [Assignment: organization-defined . " . s inventories of Technology Assets, -~
PM-05 System Inventory frequency] an inventory of organizational systems. Functional |Intersects With| Asset Inventories AST-02 Applications, Services and/or 5 PM-05
Data (TAASD) that:
hed r:\l;é:tlgr?“o‘;ly T|Establish, maintain, and update [Assignment: Mechanisms exist to establish
-~ organization-defined frequency] an inventory of all . . Inventory of - and maintain a current inventory
PM-05(01) |Z§rnst?€:gé systems, applications, and projects that process Functional Intersects With Personal Data (PD) PRI-05.5 of all Technology Assets, 5
. personally identifiable information. /Applications and/or Services
SyS e VeI ITY TlE stablish, maintain, and update [Assignment: /Automated mechanisms exist to
Inventory of oot Ny : i Personal Data (PD) I
PM-05(01) Personally °rgan'zat'°”'ﬁem.‘e“ frequency] an iventory of all Functional |Intersects With| Inventory PRI-05.6 |determine if P?rs"‘”a' Da.taf“’m 5
\dentifiabie systems, applications, and projects that process Automation Support] is maintained in electronic form.
; personally identifiable information.
. Assigned Security, the mission and resources to
Develop, monitor, and report on the results of " N
- Measures of " " . . . Compliance & ¥ centrally-manage, coordinate, -
PM-06 Performance |ng;rf)r:;talt:1rclesecur\ty and privacy measures of Functional |Intersects With Resilience GOV-04 develop, implement and 5 PM-06
P . Responsibilities maintain an enterprise-wide
MTETITATITSTITS EXTST TU UEVETop;
Develop, monitor, and report on the results of report and monitor Security,
PM-06 g?j#;:ig; information security and privacy measures of Functional |Intersects With y:rfa;:]n::ii GOV-05 |Compliance & Resilience 5 PM-06
performance. Program (SCRP) measures of
— - - - RATATRIGSGY-recogrmzeuTeauny
. Devglop ar)d maln_taln an gnterprlsg arch!tecture with Alignment With practices, with consideration for
PM Enterprise consideration for information security, privacy, and the N " - " h
-07 - Ny N . ! Functional |Intersects With Enterprise SEA-02 [security, compliance and 5 PM-07
Architecture resulting risk to organizational operations and assets, Architecture resilience r|nc| les that
individuals, other organizations, and the Nation. pr p
Enterprise Offload [Assignment: organization-defined non- Outsourcing Non- ;ﬁ;;ﬁccezptaobleisefr:::nsgen/ice
PM-07(01) Architecture | essential functions or services] to other systems, Functional Equal Essential Functions | SEA-02.2 roviders and align with the 10
Offloading system components, or an external provider. or Services P n | 9 "
organization's enterprise
/Address information security and privacy issues in the Business Continuity Mechanisms exist to facilitate the|
PM-08 Critical dgvelopment, documentation, and updating ofa_ Functional |Intersects With Management BCD-01 |mplementat|on of contingency 5 PM-08
Infrastructure Plan |critical infrastructure and key resources protection System (BCMS) planning controls to help ensure
plan. Y resilient Technology Assets,
/Address information security and privacy issues in the Statutory, ;é:;ltlilf"ilc“a;i”onzar;dL oAt
- Critical development, documentation, and updating of a . . Regulatory & . n N ¥
PM-08 Infrastructure Plan |critical infrastructure and key resources protection Functional Intersects With Contractual CPL-01 Lrpa[zluetr:entraetlirl\ailfjrrelaer\:gnt 5 PM-08
plan. Compliance . L 9 trol Y
systems; and2. Privacy risk to individuals resulting Mechanisms exist to facilitate the|
Risk Management |from the authorized processing of personally . Risk Management implementation of strategic,
PM-09 Strategy identifiable information;b. Implement the risk Functional Equal Program RSK-01 operational and tactical risk 10 PM-09
management strategy consistently across the management controls.
those systems operate through authorization ) [(TECTTATIISTITS EXTST 10 TACTTare e
PM-1 Authorization processes;b. Designate individuals to fulfill specific . Information implementation of s_ecurlty,
-10 P AR - Lo . Functional Equal Assurance (IA) IAO-01 |compliance and resilience 10 PM-10
rocess roles and responsibilities within the organizational risk Operations assessment and authorization
management process; andc. Integrate the P
o operations, organizational assets, individuals, other %7 TTIS TESTTY TSK T
PM-11 BuSinass Process [oraanizations, and the Nation; andb. Determine Functional Equal Business Process | payy o6 [ Suituale and cner | 10 PM-11
Definition information protection and personally identifiable Definition organizations: and
information processing needs arising from the defined /,,\9 o . "
Mechanisms exist to implement
Insider Threat  [Implement an insider threat program that includes a . Insider Threat an insider threat program that
PM-12 Program cross-discipline insider threat incident handling team. Functional Equal Program THR-04 includes a cross-discipline insider 10 PM-12
threat incident handling team.
N . N : N Mechanisms exist to define
Security and Establish a security and privacy workforce . " Defined Roles & :
PM-13 . K Functional |Intersects With| L HRS-03 |[cybersecurity roles & 5 PM-13
Privacy Workforce |development and improvement program. Responsibilities responsibilities for all personnel.
Security, Mechanisms exist to facilitate the|
R Security and Establish a security and privacy workforce . . Compliance & g implementation of security R
PM-13 Privacy Workforce |development and improvement program. Functional [intersects With Resilience-Minded SAT-01 workforce development and 5 PM-13
Workforce awareness controls.
PTIVaTy TESTTIY, Ura Ty, arma ToTTTToT Ty aCuvIte: - -
Testing, Training associated with organizational systems:1. Are Pecrgr?{‘rill 2:;3;2‘3) t’leesgir;agmts:giiien);satrfg rcnov:rﬁtjtfrting
PM-14 and Mi)nitoringl developed and maintained; and2. Continue to be Functional |Intersects With Training & ’ PRI-08 activit\és for Personal Data (PD) 5 PM-14
exec'ute‘d; anldb. Fiewew tgstlng, trglﬂlpg, and Monitoring controls.
PRI RS T RS A AUt e actvtres - - -
PM-14 and h%bnitorin 9. developed and maintained; and2. Continue to be Functional |Intersects With| Resilienpce Controls CPL-02 function that reports to tr?e 5 PM-14
9 executed; andb. Review testing training, and h : N P N
N | £ gy Oversight organization's executive
- PRIt stiATiRS R i faefité brigomy secury information-sharing capability
Security and and privacy education and training for organizational Threat Intelligence that can influence the
PM-15 Privacy Groups and [personnel;b. To maintain currency with recommended Functional |Intersects With Progran’? THR-01 development of the system and 5 PM-15
Associations securlty and prlvgcy praf‘tlces techr:|ques and security architectures, selection
pllvaLy RIAfraRtesa- oG EsRe ot RUIHG SRt 2 - —
Security and and privacy education and training for organizational Contacts With fgfge,cg?,?zggEﬁ:f“’g,:gg,f:.'"'ng
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional |Intersects With| Groups & GOV-07 (2) Magintain currer?cy with ’ 5 PM-15
Associations security a_nd prlvicy_rpraf‘tlces, techr:lques,_fand . Associations recommended cybersecurity and
. information-sharing capability
Implement a threat awareness program that includes a . A
Threat Awareness A N f ;. . .. | Threat Intelligence that can influence the
PM-16 Program fr:?esz;oi;glznilz::lcég information-sharing capability for Functional |Intersects With Program THR-01 development of the system and 5 PM-16
9 . securlty archltectures selection
TTTEaTAWaTETTE: TTeTauTT TEVOTVITg
Program | . . . threats by \everaglng the
PM-16(01) Automated Means Efr?epclg\};eanuets;oaftsegaﬁnecQahrr]elzsaTisntt?elﬂﬁaexr:rc\zziifgi?nation Functional |Intersects With| ThreatFlgézlllgence THR-03 |knowledge of attacker tactics, 5
for Sharlng Threat 9 9 : techniques and procedures to
i o el .
E'OUV::I'LOIiI"e'g unclassified information that is processed, stored or / Regulated Data on Mechanisms exist to ensure that
~ o transmitted on external systems, are implemented in . External R the requirements for the R
PM-17 Ir#gﬂf:;?:gn accordance with applicable laws, executive orders, Functional Equal Technology Assets, DCH-13.3 protection of sensitive/regulated 10 PM-17
directives, policies, regulations, and standards; andb. Applications and/or data processed, stored or
OT OUTET PTTVaTy UTCIaTS arTa-STaTT aTTateTT Mechanisms exist to facilitate the
. responsibilities;4. Describes management . H A "
PM-18 Privacy Program commitment, compliance, and the strategic goals and Functional Equal Data Privacy PRI-01 [mplementation and operation of 10 PM-18
Plan objectives of the privacy program;5. Reflects Program data protection controls
) oy Em Y Prog it throughout the data lifecycle to
AR SERBI ARG TR ro-PRYHESFAER2RE — —
mission, accountability and
: authority, mission, accountability, and resources to . : . "
PM-19 Privacy Program 0 jinate, develop, and implement, applicable Functional Equal Chief Privacy | pg 7 1 |resources to coordinate, develop 10 PM-19
Leadership Role | 0 e duirements and manage privacy risks Officer (CPO) and implement, applicable data
f’h ):‘ H‘q ot " 9¢ P! 4 privacy requirements and
Dissemination of | access to information about organizational privacy Dissemination of Z:guz;lr:ilzya:\:;;::lL\::cek;'s'ilt‘:e‘;ggr
PM-20 Privacy Program a?ﬁt.“{'tl‘efs and can vcbonEwmunlcatI:e] with its senior algency Functional Equal Da;a Privacy PRI-01.3 |document repositories; 10 PM-20
Information  |official for privacy;b. Ensures that organizationa rogram (3) Utilize publicly facing email
privacy practices and reports are publicly available; Information " v " t
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PIIvaCy Frogra orga e W a n n
Information | navigate;b. Prowde |nformat|on needed by the publ\c H?CQZE:?;:X'%:{ notice(s)
PM-20(01) Privacy Policies on [to make an informed decision about whether and how Functional Equal Data Privacy Notice| PRI-02 available to inc?ividuayls upon first 10 PM-20(01)
\(\Ieb;ltes, " toklnteractr\l/’\vlth the grgenlziﬁloi\;cande.kA[e L{pdated interacting with an organization
information of the individual or organization to which Mechanisms exist to provide data|
- Accounting of  [the disclosure was made;b. Retain the accounting of . Accounting of R subjects with an accounting of -
PM-21 Disclosures disclosures for the length of the time the personally Functional Equal Disclosures PRI-14.1 disclosures of their Personal Data 10 PM-21
identifiable information is maintained or five years (PD) controlled by:
Personally identifiable information across the information life Uy, Wy, OUJeTtvIty,
PM-22 Identifiable cycle;b. Correcting or deleting inaccurate or outdated Functional |Intersects With Data Quality PRI-10 Icinetfg—nrrﬁﬁzpigr:rgﬁzcée— 5 PM-22
Information Quality [personally identifiable information;c. Disseminating Management i dentification of
Management  |notice of corrected or deleted personally identifiable it bt clat
Personally identifiable information across the information life [Toxic or Trivial (ROTT) data to
Identifiable cycle;b. Correcting or deleting inaccurate or outdated . " Data Quality ensure the accuracy, relevance,
PM-22 Information Quality [personally identifiable information;c. Disseminating Functional Intersects With Operations DCH-22 timeliness, impact, completeness 5 PM-22
Management notice of corrected or deleted personally identifiable and de-identification of
MTETTTATITSTITS EXTST (U ESTanTSITar
Data Governance Establish a Data Governance Body consisting of Data Management written charter for a Data
PM-23 Bod [Assignment: organization-defined roles] with Functional |Intersects With| Boarg PRI-13 [Management Board (DMB) and 5 PM-23
Y [Assignment: organization-defined responsibilities]. assigned organization-defined
tRafry-thiy Gorecrrvry;
Establish a Data Governance Body consisting of " integrity and impact
PM-23 Data Governance [Assignment: organization-defined roles] with Functional |Intersects With| Data Quality PRI-10 |determination and de- 5 PM-23
Body N N P . e Management
[Assignment: organization-defined responsibilities]. |dent|ﬁcat|on of
Ergatiizalss pttesisarasta
Data Governance Establish a Data Governance Body consisting of and procedures so that
PM-23 Bod [Assignment: organization-defined roles] with Functional |Intersects With| Data Governance | GOV-10 |sensitive/regulated data is 5 PM-23
Y [Assignment: organization-defined responsibilities]. effectively managed and
A i -~
- - - - BORTEROH S PARIES Setitidtas
Data Integrity tEstcaobr:IdSSc? t?ra;t):rltrilziepg;teyi:(;arrrc\‘att%haih:e;rl:;apr:gp::(?ll)s . " and Pf"ced“’es so that .
PM-24 Board Conduct an annual review of all matching pro rems inv Functional |Intersects With| Data Governance | GOV-10 |sensitive/regulated data is 5 PM-24
. " 9 prog effectively managed and
which the agency has participated. o ith
Establish a Data Integrity Board to:a. Review proposals MTELTTATIDIS EXIST T EStabisia
: ot : N A written charter for a Data
PM-24 DataB'o’;tSf”ty g’oﬁgzgt‘;tn"arnﬁ]aJ;'f:zsit;;”O?:ﬂa;faht'c”;‘?irf’;’p%ag’:‘énfz‘::' Functional Intersects With| P2t Maz’;argeme”t PRI-13 [Management Board (DMB) and 5 PM-24
which the agency has participated. ?SS'QHEd organization-defined
- - - - ERIG -t Gorectvcy;
- Data Itegrity [ conduct o paricioate I 3 matehing program andb. | rurctionst hntersects win| D@ QUallty | pryqo [ieSnty and impact s ovg
Board Conduct an annual review of all matching programs in Management identification of
which the agency has participated. lobad dak:
Establish a Data Integrity Board to:a. Review proposals Personal Data (PD) Mechanisms exist to ensure the
Data Integrity  [to conduct or participate in a matching program; andb. : " accuracy and relevance of
PM-24 Board Conduct an annual review of all matching programs in Functional [intersects With Af:tueraﬁ%l & PRI-05.2 Personal Data (PD) throughout 5 PM-24
which the agency has participated. grity the information lifecycle by:
Establish a Data Integrity Board to:a. Review proposals Mechanisms exist to publish
- Data Integrity  [to conduct or participate in a matching program; andb. . ... | Computer Matching - Computer Matching Agreements -
PM-24 Board Conduct an annual review of all matching programs in Functional Intersects With Agreements (CMA) PRI-02.3 (CMA) on the organization's 5 PM-24
which the agency has participated. public website(s).
Establish a Data Integrity Board to:a. Review proposals Automated Data /Automated mechanisms exist to
- Data Integrity  [to conduct or participate in a matching program; andb. . . - adjust data that is able to be -
PM-24 Board Conduct an annual review of all matching programs in Functional Intersects With M;P:c%es?ees"t PRI-02.2 collected, received, processed, 5 PM-24
which the agency has participated. stored, transmitted, shared,
AU TESEarcIT, - LI OT T TTZe e AU uTTToT - -
Izzrnst‘i)f?:g?/e personally identifiable information used for internal Usage Restrictions ?oe\rergmsm;s:iljitnm re'_sotg:stsin
PM-25 . _[testing, training, and research purposes;c. Authorize Functional |Intersects With| of Personal Data PRI-05.4 N 9. iving, proce 9. 5 PM-25
Information Used inlepo g of ersonally identifiable information when (PD) storing, transmitting, sharing
Testing, Training, |, ; o ,Y wticad far intarnal factino and/or updating Personal Data
e rEesRAtR e ST AT AT e e kBt e : - D
Izzl;\st‘i)gaakl)‘?e personally identifiable information used for internal Collection geicszarglfgi s::é;ﬁﬁggtﬂ'é% to
PM-25 Information Used in Eﬁztlunsge g}ame‘g%naarllld ngﬁgrﬁcahb{)::fr[‘Jf%sren:actlguwﬁer:e Functional - lIntersects With Minimization END-13.3 minimize the collection of 5 PM-25
Testing, Training, i P Y " 1t information about individuals.
SHEPriesreATiR e or iR e e ahtiottieor - - —
pazs | oee BTl et e 0T | oot [nersects win| MUV | o e colectorcrrersons O |
Information Used in h 9 f 9 n fi Ip pf h Personal Data (PD) *~ |(PD) contained in visitor access
Testing, Training, the use of personally |dent|" 2[) e in urmatlun when records.
ShEPriesreRtR e ot At ATZe e ahietiieor TCeTTTaT USE oT - -
Izzft?gaatln‘lye personally identifiable information used for internal Personal Data (PD) r:;g?g':::j:;'ﬁ;;tg ?ggl)'efzsr the
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional |Intersects With Fur_Testing, PRI-05.1 internal testing, training and 5 PM-25
Testing, Training, the:se of personally |dent|:|§ble_ mforn’:atlon when Training and research that:
GrhERiesReA IR e O AfhiRfZe e b TGt or — b —
Fesenalloersonly Genhae nfomatin sed for mamal | A
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional |Intersects With| Testing, Training & DCH-18.2 training, in accoraance w{th 5 PM-25
Testi ol the use of personally |dent|ﬁable mfurmatlon when 9 9 9. e N
esting, Training, Research authorized, legitimate business
necessary for successfully ﬁllng complalnts c. Tracking Mechanisms exist to maintain a
~ Complaint mechanisms to ensure all complaints received are . . User Feedback - process to efficiently and -
PM-26 Management reviewed and addressed within [Assignment: Functional |intersects With Management PRI-06.4 effectively respond to requests, 5 PM-26
organization-defined time period];d. Acknowledgement complaints, concerns or
necessary for successfully filing complaints;c. Tracking Mechanisms exist to maintain a
- Complaint mechanisms to ensure all complaints received are " . Appeal Adverse - process for data subjects to -
PM-26 Management reviewed and addressed within [Assignment: Functional |intersects With Decision PRI-06.3 appeal an adverse decision. 5 PM-26
organization-defined time period];d. Acknowledgement
UTUATIZATtOT-UETITEU UVETSIgTIT DUTTES ] T UeTTOStrate - -
accountability with statutory, regulatory, and policy Documenting Data I\pll:,—cshoigl|s§:t:)((sé)to Ifjoocceusgﬁnt
PM-27 Privacy Reporting |privacy mandates; and2. [Assignment: organization- Functional Equal Processing PRI-14 activities that coverz col\ectign 10 PM-27
defined _ofﬁ_clals] and l_)ther pereunnel with Activities receiving, processing, storage,
and risk monitoring;3. Priorities and trade-offs (2) Constraints affecting risk
- . . considered by the organization for managing risk; . . . . assessments, risk response and -
PM-28 Risk Framing and4. Organizational risk tolerance;b. Distribute the Functional Equal Risk Framing RSK-01.1 risk monitoring; 10 PM-28
results of risk framing activities to [Assignment: (3) The organizational risk
. security and privacy management processes with . Mechanisms exist to develop a
Risk Management 9 N N Supply Chain Risk N,
- . |strategic, operational, and budgetary planning . . a plan for Supply Chain Risk -
PM-29 Program Leadership) processes; andb. Establish a Risk Executive (function) Functional |intersects With Management RSK-09 Management (SCRM) associated 5 PM-29
Roles . N P . (SCRM) Plan N
to view and analyze risk from an organization-wide \with the development,
Risk Management security and privacy management processes with Assigned Security, the mission and resources to
- + |strategic, operational, and budgetary planning . . Compliance & g centrally-manage, coordinate, ~
PM-29 Prograra(l;lizdershlp processes; andb. Establish a Risk Executive (function) | Functional |Intersects With Resilience GOV-04 | jevelop, implement and 5 PM-29
to view and analyze risk from an organization-wide Responsibilities maintain an enterprise-wide
Risk Management security and privacy ‘manggbergent proclesses with Risk M Meclhanisms existfto facilitate the|
- . |strategic, operational, and budgetary planning . " isk Management a implementation of strategic, ~
PM-29 ProgranaoLleezdershlp processes; andb. Establish a Risk Executive (function) Functional  lintersects With Program RSK-01 operational and tactical risk 5 PM-29
to view and analyze risk from an organization -wide management controls.
ACqUTSTCOTT, T ETTaTCe, - arTa OTSySTETTS; - -
Supply Chain Risk [system components, and system sen/\ces b. Supply Chain Risk Mlzﬁhfao?'gzqs T“é;;?nd:;;ibp a
PM-30 Management Implement the supply chain risk management strategy | Functional Equal Management RSK-09 I’\)/Ianageme?\? (ySCRM) associated 10 PM-30
Strategy c025|fte2tly acr(:ss 'Lhe_ or_g?/mzatlon: andc. Review and (SCRM) Plan with the development
Management - TECTTATITSTITS €XTST TU CUSTOTTT=
Customized develop critical system
PM-30(01) Stra;?gcyml:lfau‘pgllers Ind"esr;tlg 5522':?‘;9t:?:nzfgels;:“F:ggﬁg;’facnrét‘sc:rlv?ges Functional |Intersects With| Development of TDA-12 |components, when Commercial 5 PM-30(01)
Mission-essential 9 P Critical Components| Off The Shelf (COTS) solutions
PR
Management Criticality Analysis Mechanisms exist to require the
-~ Strategy | Suppliers (Identify, prioritize, and assess suppliers of critical or . " " developer of the Technology -
PM-30(01) of Critical or mission-essential technologies, products, and services. Functional |intersects With DevDelIJormn%ent TDA-06.1 /Asset, Application and/or Service 5 PM-30(01)
Mission-essential P (TAAS) to perform a criticality
Management Third-Party Mechanisms exist to identify,
~ Strategy | Suppliers |Identify, prioritize, and assess suppliers of critical or : " g - prioritize and assess suppliers ~
PM-30(01) of Critical or_|mission-essential technologies, products, and services. | 'Unctional |intersects Withy - Criticaiity | TPM-02 5q partners of critical 5 PM-30(01)
Mission-essential [Technology Assets, Applications
organization-defined assessment frequencies] for . . L
; N P : Mechanisms exist to facilitate the|
R Continuous control effectiveness; c. Ongoing monitoring of . Continuous - N A iy ~
PM-31 Monitoring Strategy [organizationally-defined metrics in accordance with the| Functional Subset Of Monitoring MON-01 ;?gleems:itt?)?ﬁ\n ifoizlf:‘rspnse 10 PM-31
continuous monitoring strategy;d. Correlation and 9 .
RTTATy Z€ TASSTGTIITTETTT. UrgamZatoT-UeTT et Sy StETTS oT - - p
systems components] supporting mission essential yﬂ?;s?g:;zﬂqssine:slzfctgt‘ng:lmtor
PM-32 Purposing services or functions to ensure that the information Functional Equal Purpose Validation | GOV-11 Technol Assets, Applicati 10 PM-32
resources are being used consistent with their echnology Assets, Applications
; ded |and/or Services (TAAS) to ensure
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regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
g Policy and Procedures to facilitate the implementation of the . " Compliance & x policies, standards and g
Ps-01 Procedures personnel security policy and the associated personnel Functional |intersects With Resilience GOv-02 procedures necessary for secure, > Ps-01
security controls;b. Designate an [Assignment: Documentation compliant and resilient
regulations, policies, standards, and guidelines; and2. Periodic Review & Mechanisms exist to review the
_ Policy and Procedures to facilitate the implementation of the . - | Update of Security, x Security, Compliance & ~
Ps-01 Procedures personnel security policy and the associated personnel Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5 Ps-01
security controls;b. Designate an [Assignment: Resilience Program including policies, standards and
regulations, policies, standards, and guidelines; and2. H . . .
Y N Ny uman Resources Mechanisms exist to facilitate the|
Policy and Procedures to facilitate the implementation of the . H A
Ps-01 Procedures personnel security policy and the associated personnel Functional Subset Of Masneacueil:\yent HRS-01 Isrgglzer:inegszttlfoTSOf personnel 10 Ps-01
securlty controls b Designate an [Assignment: 9 Y i
TgITaTOTT TU- AT UrgaTZatoTTar - -
Position Risk posltlons b Estabilsh screening criteria for individuals Re(t:igli?ep:feenrizcsyfor mf;zgﬂ:?{;ﬁ;:'tsetdtg::itsiléfst:raet
PS-02 Designation filling those positions; andc. Review and update Functional |Intersects With Security-Related HRS-03.2 staffed by qualified individuals 5 PS-02
Eozlﬁlo{:}(r:stldensignatlons [Assignment: organization- Positions who have the necessary skill set.
doRSSR @R G IgatoTT e orgaTTZaToTTaT —
Position Risk positions;b. Establish screening criteria for individuals Position gs;?onri:elaseriCsLané)esrilsﬁat?i/on to all
PS-02 ; . filling those positions; andc. Review and update Functional |Intersects With| PR HRS-02 'gning gne 5 PS-02
Designation position risk designations [Assignment: organization- Categorization posltlo_ns and es_tabils_hm_g_
| nfinad £ 1 . screening criteria for individuals
deSeR U IteTs priortoauTonZMgaccess ot Mechanisms exist to manage
Personnel system; andb. Rescreen individuals in accordance with Personnel ersonnel security risk b 9
PS-03 Screenin [Assignment: organization-defined conditions requiring | Functional Equal Screenin HRS-04 5creenin individii/als rigr to 10 PS-03
9 rescreenlng and, where rescreenlng is so indicated, the| 9 ing p
authorizing access.
Personnel frefthP B faRieRas aedessmyasystemprocessmg; TMTATVIOUGTS aCCESSITTY d SySTenT
Screening | storing, or transmitting classified information are Roles With Special that stores, transmits or
PS-03(01) Classiﬁegd cleared and indoctrinated to the highest classification Functional |Intersects With| Protection HRS-04.1 [processes information requiring 5
: level of the information to which they have access on Measures special protectlon satlsfy
Information
e, £
Ry R moTvaueTs accessg-a sy stenTprucessTy;
Personnel storing, or transmitting types of classified information Formal g;j?aatg'sansfhi’;:zééouf:erger‘]y
PS-03(02) Screening | Formal [that require formal indoctrination, are formally Functional Equal Indoctrination HRS-04.2 roper data handling practices 10
Indoctrination mdoctrinated for all the relevant types of information prop 9 P!
for all the relevant types of data
FETSUTITET TTUTVIOUETS aCCESSITTY & SySTEnT
. storlng, or transmitting |nformation requlnng special . .
Screening | Roles With Special that stores, transmits or
PS-03(03) Information protection:a. Have Va.“d access _authorlzatlons that_are Functional |Intersects With Protection HRS-04.1 [processes information requiring 5
Requirlng Special demonstrated by assigned official government duties; Measures special protection satisfy
.coc/andb. Satisfy [Assignment: organization-defined ating definad
Personnel \Verify that individuals accessing a system processing, processing, storing, or
_ Screening | storing, or transmitting [Assignment: organization- . Citizenship ¥ transmitting sensitive
PS-03(04) Citizenship defined information types] meet [Assignment: Functional Equal Requirements HRS-04.3 information meet applicable 10
Requirements  |organization-defined citizenship requirements]. statutory, regulatory and/or
authenticators and credentials associated with the . .
N = - . Mechanisms exist to govern the
Personnel individual;c. Conduct exit interviews that include a Ny Personnel Faylers P
Ps-04 Termination discussion of [Assignment: organization-defined Functional Equal Termination HRS-09  frermination of individual 10 Ps-04
h . i : ) employment.
information security topics];d. Retrieve all security-
Personnel binding post-employment requirements for the Post-Employment Mechanisms exist to govern
PS-04(01) Termination | Post- [protection of organizational information; andb. Require Functional Equal Re uirzm)ents HRS-09.3 former employee behavior by 10
employment terminated individuals to sign an acknowledgment of a Ngtiﬁcation ~ |formally notifying terminated
Requirements  |post-employment requirements as part of the individuals of their applicable,
USE [ASSTHITTENT, UTgaZatoT-uem ey autoTatea - -
Personnel mechanisms] to [Selection (one or more): notify Automated &oat:g Iedrir:rlitty(whﬁ)A?;Sosnnei or
PS-04(02) Termination | [Assignment: organization-defined personnel or roles] Functional Equal Employment Status| HRS-09.4 roles E on terminat?on of an 10
Automated Actions [of individual termination actions; disable access to Notifications roles up
" 1 individual employment or
BYGERREREM, 5= Niltrate TASSIgTTTENT UTgaTZaTOTE - - -
defined transfer or reassignment actions] within :\:eicchaalr:ir;s ﬁx's?éatloaiij::st
PS-05 Personnel Transfer [[Assignment: organization-defined time period Functional Equal Personnel Transfer | HRS-08 gical and phy 10 PS-05
authorizations to Technology
fdllowmg the formal transfer action]; cJ Itdi)fcpi\lfynaccess Assets, Applications and/or
DTSTIUSUTE AYTEETTTETTS (NDAST OT
farcecqeusesntcuycl)'r;2glcza\tli?)rrlifayl f:faotrﬁglt\giuaar‘iscir:)?sutglrzg 1 " . Confidentiality simllar confidentlality
PS-06 Access Agreements Sign appropriate access agreements prior to being . Functional |Intersects With ‘Agreements HRS-06.1 |agreements that reflect the 5 PS-06
granted access; and2. Re-sign access agreements to needs to prr:tect Idata indh
- - — — RRRMENSTHS BB retfiite
reouencyl and Yoyt il sauring, | el and sty ers
PS-06 Access Agreements Sign appropriate access agreements prior to bein.g : Functional |Intersects With| Access Agreements| HRS-06 [sign appropriate access 5 PS-06
granted access; and2. Re-sign access agreements to agreements prior to being
PS-06(01) Withdrawn Functional W N/A N/A 0 Withdrawn
ACCESS AYTEETTTETTS [SPETTaT ProTEToTT TS grartet UrTy o MuTvIauaTs WiTo:a- DTSCIUSUTE AYTEETTTETTS (NDAS] Of
Classified Have a valid access authorization that is demonstrated . . similar confidentiality
Confidentialit
PS-06(02) Information by assigned official government duties;b. Satisfy Functional |Intersects With Y HRS-06.1 |agreements that reflect the 5
Agreements
Requiring Special |associated personnel security criteria andc Have 9 needs to protect data and
FrceBstgrterems PR A Bt RA TR rEiRRA IR GIe it Ao RS IRSH kRSP
| Classified Have a valid access authorization that is demonstrated internal and third-party users to
PS-06(02) Information by assigned official government duties;b. Satisfy Functional |Intersects With| Access Agreements| HRS-06 [sign appropriate access 5
Requiring Special assoclated personnel securlty crlterla andc. Have agreements prior to being
mpluyment requlrements for protection of Mechanisms exist to notify
Access Agreements . Post-Employment M N h
~ iy organizational information; andb. Require individuals . H g individuals of their applicable,
PS-06(03) I Pgset E?:f:g:t‘:nt to sign an acknowledgment of these requirements, if Functional Equal Ri(xgz:ﬁ;r;ts HRS-06.2 legally-binding post-employment 10
a applicable, as part of granting initial access to covered requirements for the protection
Oy UTE UTgarizdUorT, T, DUCUTTTETIC PeTSUTITET SECuTTty -
third-party personnel by
External Personnel requ_lrement.s id. Reguir_e exter_nal providers ta notify . Third-Party reviewing and monitoring third-
PS-07 Security [Assignment: organization-defined personnel or roles] Functional Equal Personnel HRS-10 party security, compliance and/or] 10 PS-07
of any perso:nel transfers or _tern_'unatlons of e_xternal resilience roles and
and privacy policies and procedures; andb. Notify Mechanisms exist to sanction
PS-08 Personnel Sanctions| mfﬁ:gn[r:ses?éhon:gzg'zoarg:?\;:gg:igﬁg:‘se%ntniﬂ:;);?:sg]] Functional Equal Personnel Sanctions| HRS-07 25{:%2:!!?;223rti?ycggﬂg:gs\fv'th 10 PS-08
when a formal employee sanctions process is initiated, standards and procedures.
- Incorporate security and privacy roles and . Mechanisms exist to define
PS-09 Dezzi;t'ggns responsibilities into organizational position Functional Equal DRzzn(e)(njs'i,\;i:ietisei HRS-03 |[cybersecurity roles & 10 PS-09
P descriptions. P responsibilities for all personnel.
facilitate the implementation of the personally Publishing Security, maintain and disseminate
s Policy and identifiable information processing and transparency . y Compliance & g policies, standards and
PT-01 Procedures policy and the associated personally identifiable Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
information processing and transparency controls;b. Documentation compliant and resilient
facilitate the implementation of the personally Periodic Review & Mechanisms exist to review the
Policy and identifiable information processing and transparency . +. | Update of Security, Security, Compliance &
PT-01 Procedures policy and the associated personally identifiable Functional [intersects With Compliance & GOv-03 Resilience Program (SCRP), 5
information processing and transparency controls;b. Resilience Program including policies, standards and
facilitate the implementation of the personally Mechanisms exist to facilitate the|
s Policy and identifiable information processing and transparency . Data Privacy - implementation and operation of
PT-01 Procedures policy and the associated personally identifiable Functional Subset Of Program PRI-01 data protection controls 10
information processing and transparency controls;b. throughout the data lifecycle to
facilitate the implementation of the personally Mechanisms exist to facilitate the|
g Policy and identifiable information processing and transparency . Secure Engineering ~ implementation of industry-
PT-01 Procedures policy and the associated personally identifiable Functional Subset Of Principles SEA-01 recognized security, compliance 10
information processing and transparency controls;b. and resilience practices in the
OTgaTZaTOT-UETI ey qUTITOTTLy T U et PET TS TTe - - - -
T o roees i nment: oganzation dened pocesan) o oo ecaneme Lip deene
PT-02 \dentifiabie personally identifiable mformation andb. Restrict the Functional |Intersects With Store '& Share " PRI-04.1 that permits the organization to 5
N [Asslgnment organlzatlon deﬁned processing] of P f 9
Information £ anly that which § Personal Data (PD) collect, receive, process, store,
- DRgENTAIeRN R aRfRAm ot et e TICeTTTaT USe oT - -
Authc;l;tr)s/otr?ai:‘rocess [Assignment: organization-defined processing] of Personal Data (PD) r:eCZ?gsgjnzflsDtattg ?gggefzsr the
PT-02 Identiﬁabl\{e personally identifiable information; andb. Restrict the Functional |Intersects With For Testing, PRI-05.1 internal testing, training and 5
Information [Asslgnment orgamzatlon deﬁned processlﬂg] v:)fh " Training and research that:
BRFERRAILI RN TR iRy T atatperits o - -
Auth(;l;?s/;saiirocess [Assignment: organization-defined processing] of Usage Restrictions ?oe‘;;iat{:smliig;ﬁnto rersotg:stsin
PT-02 ona’y personally identifiable information; andb. Restrict the Functional |Intersects With| of Personal Data PRI-05.4 N 9. iving, proce 9. 5
Idennﬁaple [Asslgnment organlzatlon deﬁned processlng] of (PD) storing, trans_mlttlng, sharing
Information hich & and/or updating Personal Data
RyEnRAdbo Rt R iR R R e fat RS eh - n ——
Auth(;l;tryslotgai?‘rocess [Assignment: organization-defined processing] of Restrict Collection me;?:l?elsc?jne:}s;etssg::I'nlglazé
PT-02 Identiﬁabltz personally identifiable information; andb. Restrict the Functional |Intersects With To Identified PRI-04 (PD) to only what is adequate, 5
Information [Asslgnment orgamzatlon deﬁned process:ng} ofk » Purpose relevant and limited to the
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Relationsh

v ersonal\ “>°|attach data tags containing [Assignment: organization- Mechanisms exist to utilize data
g defined authorized processing] to [Assignment: : ~ tags to automate tracking of
PT-02(01) |nfo|g§2tti'23tflgata organization-defined elements of personally Functional Equal Data Tags DCH-22.2 sensitive/regulated data across 0
Taaing identifiable information]. the information lifecycle.
rToT o R roce: - -
Personally Manage enforcement of the authorized processing of Automated Data :cLilFSsTZt:ti C;\z?;:?sr;st:ﬁ:t to
PT-02(02) Identifiable personally identifiable information using [Assignment: Functional |Intersects With Management PRI-02.2 co\Jlected received, processed 5
Information | organization-defined automated mechanisms]. Processes <tored tr’ansmitted‘ zhared '
PERTREIR e UTgaTZatoTT, T TRe ST TCT UTe [ASSTgTITTTETTT: TCETTTaT USE T - -
Identifiable organization-defined processing] of personally Personal Data (PD) r::g?g'::;:nz“;tattg ?sgl)'efz?' the
PT-03 Information identifiable information to only that which is Functional |Intersects With For Testing, PRI-05.1 internal testing, training and 5
Processing compat\ble with the ident\ﬁed purpose(s); andd. Training and research that'g' 9
I fahl :
TRISATAY MRAGRIFRARTAT o RESEREE BT it - -
Identifiable organization-defined processing] of personally Purpose l‘p"ﬁ\fgs;':g;isc::'f;et:t;;iﬁf data
PT-03 Information identifiable information to only that which is Functional |Intersects With Specification PRI-02.1 urpose(s) for which Personal 5
Processing compat\ble with the |dent\f|ed purpose(s) andd P Bat‘; (PD) is collected, received
Dirn, : :
Identifiable Attach data tags contammg the following purposes to Mechanisms exist to issue data
g Information [Assignment: organization-defined elements of . y . R modeling guidelines to support
PT-03(01) Processing personally identifiable information]: [Assignment: Functional |intersects With Data Tagging PRI-11 tagging of sensitive/regulated 5
Purposes | Data _|organization-defined processing purposes]. data.
Identifiable /Attach data tags containing the following purposes to Mechanisms exist to utilize data
Information [Assignment: organization-defined elements of : " tags to automate tracking of
PT-03(01) Processing personally identifiable information]: [Assignment: Functional |intersects With Data Tags DCH-22.2 sensitive/regulated data across 5
Purposes | Data__|organization-defined processing purposes]. the information lifecycle.
dentifiable [Track processing purposes of personally identifiable " Automated mechanisms exist to
PT. Information A : " : ) P L " . Data Quality support the evaluation of data
-03(02) Processing information using [Asslgnment. organization-defined Functional |Intersects With Automation PRI-10.1 quality across the information 5
Purposes | automated mechanisms]. lifecycle
Ilgfeor;;ﬁ:t?;i Track processing purposes of personally identifiable ) | Automated Data ::jjjtSsTZtaetg C;Eﬂgg';gi:z’:t to
PT-03(02) Processing information using [Assignment: organization-defined Functional |Intersects With| Management PRI-02.2 collected, received, processed 5
Purposes | automated mechanisms]. Processes stored, transmitted, shared,
TPTETITENT [ASSTYITTETTC TG aTZatoT-UeTTEu TU0TS O - -
mechanisms] for individuals to consent to the gue;re]i?slstrgsasﬁiiitzoeet?\:ble data
PT-04 Consent processing of their personally identifiable information Functional Equal Choice & Consent PRI-03 co\ljection receivin rocessin 10
prior to its collection that facilitate individuals’ storage t;'ansmissi%npsharing 9
i e i 3 3 B
Provide [Assignment: organization-defined Mechanisms exist to allow data
s Consent | Tailored |mechanisms] to allow individuals to tailor processing . . - subjects to modify permission to
PT-04(01) Consent permissions to selected elements of personally Functional Equal Tailored Consent | PRI-03.1 collect, receive, process, store, 10
identifiable information. transmit, share, update and/or
TTESETTC [ASSIgITITENT UTgarMZatuT-UeTTeu CoTTSETTT Mechanisms exist to present
_in. |mechanisms] to individuals at [Assignment: T . > ;
PT-04(02) Ci?nieenéol%z;én organization-defined frequency] and in conjunction Functional |Intersects With gﬁtp?aggig::eﬁ PRI-03.2 3:;25:?5;:55:4&:11323 2('; 5
with [Assignment: organization-defined personally "
i ontbifin b ; inal collect, receive, process, store,
Consent | Implement [Assignment: organization-defined tools or gue;2225'strgfeevﬂitetgoilivgtizta
PT-04(03) Revocation mechanisms] for individuals to revoke consent to the Functional Equal Revoke Consent PRI-03.4 co\lject receive, process, store, 10
processing of their personally identifiable information. transm’it share'apnd/or u'pdate'
organization-defined frequency];b. Is clear and easy-to- Mechanisms exist to:
g . . understand, expressing information about personally . " . . - (1) Make data privacy notice(s)
PT-05 Privacy Notice identifiable information processing in plain language;c. Functional Intersects With) Data Privacy Notice|  PRI-02 available to individuals upon first 5
Identifies the authority that authorizes the processing interacting with an organization
FTESETIC ITOTICE O PETSUTamy TUETTITanTe MOTTatoTT Mechanisms exist to present
N : processing to individuals at a time and location where T : : ;
PT-05(01) Pr\vacy Notlce_| the individual provides personally identifiable Functional |Intersects With Just-In-Time Notice PRI-03.2 data subjects with a new or 5
Just-in-time Notice & Updated Consent updated consent request to
|nformatl0n orin conjuncnon W|th a data actlon or collect, receive, process, store,
fram 3 3 3 3
Privacy Notice | Inc\ude Privacy Act statements on forms that collect ;JZC;L\;;\IKeler\er providing PD is
g - information that will be maintained in a Privacy Act " Privacy Act - . A
PT-05(02) g{;gﬁ}]’eﬁ; system of records, or provide Privacy Act statements Functional Equal Statements PRI-01.2 8?'.}.?1?0;\{"2{ Oa;ljmleaL'se or 10
on separate forms that can be retained by individuals. P! P ph_ Ph fE DO ic &
guidance and submit new and significantly modified MELITATIISTILS ©AIST tU UL,
" ublish and keep System of
System of Records |system of records notices to the OMB and appropriate . System of Records P :
PT-06 Notice congressional committees for advance review;b. Functional Equal Notice (SORN) PRI-02.4 r{ne;ggglsrdr\;ontcl;evswﬁ?eRNl}I:g;jrated 10
Publish system of records notices in the Federal 9 Y
- - n e ——— Sy o ReToruS YotTCE
System of Records ;reeco;ii:O]t't%eeantsEﬁzﬁ%’:\?:ﬂ;&ﬁgﬁﬂg?t'ogn%etﬁoned System of Records (SORN) to ensure continued
PT-06(01) Notice | Routine en;‘ure tr{at Touting uses continue to be{'ompatible Functional Equal Notice (SORN) PRI-02.5 |accuracy and to ensure that 10
Uses with the purpose for which the information was Review Process routine uses co:m:we to be P
System of Records [2YSt€™ of records at [Assignment: organization-defined ;,;T;;'C";"A'C't' eieh’\‘plt‘(o'ncswcT;r:gd
PT-06(02) Notice | Exemption frequency] to ensure they remain appropriate and Functional Equal Privacy Act PRI-02.6 [for the System of Records 10
Rules P necessary in accordance with law, that they have been a Exemptions : Notices ()éORN) to ensure the
promulgated as regulations, and that they are h " 4 "
Spegf;zéztr:eaglﬁ/rles /Apply [Assignment: organization-defined processing Usage Restrictions ?oe\lcerj:atir::;mrses:iljitnt; rpersc::c”ecstsing
PT-07 P conditions] for specific categories of personally Functional |Intersects With| of Personal Data PRI-05.4 N ! 2 N ' 5
Identifiable identifiable information (PD) storing, transmitting, sharing
Information . and/or updating Personal Data
= - TTECTTaTTISTITS EATST TU-UeTTTe-arTa
Spegﬁpceéztr]eg%rles /Apply [Assignment: organization-defined processing Personal Data (PD) implement data handling and
PT-07 \dentifiable conditions] for specific categories of personally Functional |Intersects With| Categories PRI-05.7 |protection requirements for 5
Information identifiable information. 9 speciﬁc categories of sensitive
| Nata (PO
3““;';;;:‘:;1;; ™Tnot dteinz Zn)? mdki)vidual an)f/ rigr;‘t, b;nedﬁt, |or pr\fvilelge | #0) :r’:;;llelrrzltler:;d:tz; r:aL:dTiEnI;:n?j”u
g e provided by law because of such individual’s refusal to " ... | Personal Data (PD -~ " |
PT-07(01) Inforlgneaﬁ:)ﬁna\blseocial disclose his or her Social Security number; andc. Functional |intersects With Categories PRI-05.7 2'?:?;2Dcr;t':q;r'ifsnﬁr;t:nf;[ive 5
<. Inform any individual who is asked to disclose his or P g pon
of Personally . [[TOTTOIL UTE PTUCESSIITY U IMTOTITaTIONT UESCITDT TTUwW RRECA AR Yo wemmeara
\dentifiable any individual exercises rights guaranteed by the First Personal Data (PD) implement data handling and
PT-07(02) Information | First I/Amendment unless expressly authorized by statute or Functional |Intersects With| Categories PRI-05.7 |protection requirements for 5
Amendment by the |nd|V|duaI or unless pertinent to and W|th|n the 9 specific categories of sensitive
L L Dat: )
into a computer matchmg agreement;c. Publlsh El Mechanisms exist to publish
g Computer Matching|matching notice in the Federal Register;d. . ... | Computer Matching - Computer Matching Agreements
PT-08 Requirements  |Independently verify the information produced by the Functional Intersects With Agreements (CMA) PRI-02.3 (CMA) on the organization's 5
matching program before taking adverse action public website(s).
:taEnL;a“r‘(’i:s ”a':z' u:’d":“'“n:"; a’nlgzgulgiggleldhlt}:s”;: . Periodic Review & Mechanisms exist to review the
Policy and e - and g " : N . .. | Update of Security, Security, Compliance &
RA-01 Procedures facilitate the implementation of the risk assessment Functional |Intersects With Compliance & GOV-03 Resilience Program (SCRP) 5 RA-01
poll;y and tl:e asspuated risk assgssment cpntrols;b, Resilience Program including policies, standards and
EASRARE GrrhS SRR ARES FegRERIGR RtRAES, Mechanisms exist to facilitate the
Policy and Sta!‘.“afds' an_d guldelmes,_ and2. Pro;edures o . Risk Management implementation of strategic,
RA-01 Procedures facilitate the implementation of the risk assessment Functional Subset Of Program RSK-01 operational and tactical risk 10 RA-01
policy and the associated risk assessment controls;b. 9 n'?anagement controls.
PRSIRAIE IS, HRECAPES P FRgRIEIOTR; RIIRAES, Publishing Security, aintain and disseminate
standards, and guidelines; and2. Procedures to > . L
RA-01 Policy and facilitate the implementation of the risk assessment Functional |Intersects With Comp‘h‘ance & GOV-02 policies, standards and 5 RA-01
Procedures Resilience procedures necessary for secure,
pullcy and the associated risk assessment controls;b. Documentation compliant and resilient
A
Sores et ASHtS BB EHE SRy - - -
Mechanisms exist to categorize
N categorization results, including supporting rationale, : " Pl
RA-02 Security lin'the security plan for the system; andc. Verify that | Functional Equal  |RiskiBased Security| pqy o, [Technology Assets, Applications, 10 RA-02
Categorization i s i . Categorization Services and/or Data (TAASD) in
the authorizing official or authorizing official accordance with applicable laws
i d i i - th, 4
Security . e P Mechanisms exist to prioritize
T Conduct an impact-level prioritization of organizational "
" Categorization | N . - . Impact-Level g the impact level for Technology
RA-02(01) Impact-level isn);staecr??et\?e?sbtam additional granularity on system Functional Equal Prioritization RSK-02.1 Assets, Applications and/or 10
Prioritization P ) Services (TAAS) to prevent
risk management decisions from the organization and Functional Review Mechanisms exist to regularly
" . mission or business process perspectives with system- . " Of Security, . review Technology Assets, "
RA-03 Risk Assessment level risk assessments;c. Document risk assessment Functional |Intersects With Compliance & CPL-03.2 /Applications and/or Services 5 RA-03
results in [Selection (one): security and privacy plans; Resilience Controls (TAAS) for adherence to the
risk management decisions from the organization and Mechanisms exist to conduct
. . mission or business process perspectives with system- . . . a recurring assessments of risk "
RA-03 Risk Assessment level risk assessments;c. Document risk assessment Functional - Intersects With| Risk Assessment RSK-04 that includes the likelihood and 5 RA-03
results in [Selection (one): security and privacy plans; imagnitude of harm, from
PTPYY oAb A echarisms et t percdcaly
RA-03(01) Supply Chain Risk |organization-defined frequency], when there are Functional Equal Suipslg/e(s:srar:gn':wk RSK-09.1 :zzgiisaigs’\)/!/)i/tt?ll'aelzhrrl\scﬁigy 10 RA-03(01)
Assessment 5|En|ﬁc3nt char:gei to th? relevan_t supply cha‘m, or Assets, Applications and/or
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No applicable SCF

RA-03(02) Use of All.source QSe all-source intelligence to assist in the analysis of Functional l_\lo ) N/A N/A N/A 0 control
Intelligence risk. Relationship
Risk Assessment | |Determine the current cyber threat environment on an No ygnifoﬁhcable =7
RA-03(03) Dynamic Threat [ongoing basis using [Assignment: organization-defined | Functional 3 i N/A N/A N/A 0
Awareness means]. elaticnship
CITIPToy UTE TUNU WY auvaTTCeEu autoTatoTTarma P
Risk Assessment | |analytics capabilities to predict and identify risks to No ‘l;lé)ni'!)oqllcable SCh
RA-03(04) Predictive Cyber ([Assignment: organization-defined systems or system Functional Relationshi N/A N/A N/A 0
Analytics components]: [Assignment: organization-defined P
o " : e i1
RA-04 Withdrawn Functional | 5.~ N/A N/A 0 Withdrawn
Vulnerabilit improper configurations;2. Formatting checklists and y:ﬁ;‘e‘:;‘k‘:iii’t‘ie: alnt:ILzoun?imL:;ation
RA-05 Monitori 4 test procedures; and3. Measuring vulnerability : " Vulnerability f gure
- onitoring and |, N .y Functional |Intersects With VPM-06 |errors by routine vulnerability 5 RA-05
Scannin impact;c. Analyze vulnerability scan reports and results| Scanning scanning of systems and
9 from vulnerability monitoring;d. Remediate legitimate ning Y
Vulnerability improper configurations;2. Formatting checklists and
" - test procedures; and3. Measuring vulnerability . " Update Tool " Mechanisms exist to update "
RA-05 Mog::t;)r:\r:\i% and impact;c. Analyze vulnerability scan reports and results| Functional |intersects With Capability VPM-06.1 'vulnerability scanning tools. 5 RA-05
9 from vulnerability monitoring;d. Remediate legitimate
RA-05(01) Withdrawn Functional | 5o N/A N/A N/A 0 Withdrawn
VUTTETAUITY. ~ljpdate the system vulnerabilities to be scanned
RA-05(02) Sgﬂ:ﬁ”?% acri]gte [Selection (one or more): [Assignment: organization- Functional |Intersects With Update Tool VPM-06.1 [Mechanisms exist to update 5 RA-05(02)
VuInerabﬁitiespto Be defined frequencyl; prior to a new scan; when new Capability ** |vulnerability scanning tools.
o vulnerabilities are identified and reported].
vaferasttey DrEaUTT AU UEPUT UT CoveTage
Monitoring and . . for vulnerability scanning that
RA-05(03) Scanning | Breadth ?:vﬁ;rea tge breadth and depth of vulnerability scanning Functional Equal Breag;bézezth of VPM-06.2 |define the system components 10
and Depth of 9e- 9 scanned and types of
v atfifty -
Monitoring and  |Determine information about the system that is Acceptable :\:?;2‘325;?]5':);llssvtvzgiznbeeWhat
RA-05(04) Scanning | discoverable and take [Assignment: organization- Functional Equal Discoverable VPM-06.8 discoverable by adversaries and 10
Discoverable defined corrective actions]. Information take correctiveyact\ons to
Vulnerability Implement privileged access authorization to Mechanisms exist to implement
" Monitoring and  [[Assignment: organization-defined system : i - privileged access authorization
RA-05(05) Scanning | components] for [Assignment: organization-defined Functional Equal Privileged Access | VPM-06.3 for selected vulnerability 10
Privileged Access |vulnerability scanning activities]. scanning activities.
VUTTeTanTTy RUTOTITEtET TTETTTaTTTSTITS EXTSTTT
Monitoring and  |Compare the results of multiple vulnerability scans compare the results of
RA-05(06) Scanning | using [Assignment: organization-defined automated Functional Equal Trend Analysis VPM-06.4 |vulnerability scans over time to 10
Automated Trend |mechanisms]. determine trends in system
L | hiliti
RA-05(07) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
Vulnerability Review historic audit logs to determine if a Mechanisms exist to review
" Monitoring and  |vulnerability identified in a [Assignment: organization- : Review Historical - historical event logs to determine|
RA-05(08) Scanning | Review |defined system] has been previously exploited within Functional Equal Event logs VPM-06.5 if identified vulnerabilities have 10
Historic Audit Logs |an [Assignment: organization-defined time period]. been previously exploited.
RA-05(09) Withdrawn Functional | o ~© N/A N/A N/A 0 Withdrawn
VuTTETaDTITY
N . . correlate the output from
Monitoring and  |Correlate the output from vulnerability scanning tools . L "
RA-05(10) Scanning | to determine the presence of multi-vulnerability and Functional Equal Corrlelfate Scfannlng VPM-06.9 \éultnera.blllté]scannmg tooLs to Iti 10
Correlate Scanning |multi-hop attack vectors. nformation etermine the presence of mufti-
€ \vulnerability/multi-hop attack
M\gl#irgg:ﬁ]b”gd Establish a public reporting channel for receiving Vulnerability vﬁ%ﬁggms E)’?lssctlg:uerztla’kl?tljlsra?n
RA-05(11) Seannin |gPuinc reports of vulnerabilities in organizational systems and | Functional Equal Disclosure Program| THR-06 (VDP) to assyist with the secgre 10 RA-05(11)
Disclosurg Program system components. (VDP) development and maintenance
| vl e et oo s ecatons | e hechanisms esoutices |
Countermeasures (defined frequencyl; when the following events or a Countermeasures Countermeasures surve
Survey indicators occur: [Assignment: organization-defined Security Y-
WeTe perTUTTITeu to TeTTeuTate
Respond to findings from security and privacy findings from security,
RA-07 Risk Response  [assessments, monitoring, and audits in accordance Functional Equal Risk Response RSK-06.1 |compliance and/or resilience- 10 RA-07
with organizational risk tolerance. related:
(1)
TTEW COTETUOTT UT PETSOTTany TUETTUTaoTe TITOTTTTarTroTT A <
Pri that:1. Will be processed using information technology; Data Protection Mechanisms exist to conduct a
rivacy Impact . o . . . Data Protection Impact
RA-08 Assessments and2. Includes personally identifiable information Functional Equal Impact Assessment| RSK-10 Assessment (DPIA) on 10
permlttlng the physlcal or virtual (onllne) contacting of (DPIA) -
i ) b b Technology Assets, Applications
RERRHPErtHdyteifrieorti e FHRP fhR RS B - - A
performing a criticality analysis for [Assignment: Third-Party Ms;:;;;:gf;:;z;z Is?lentl‘izlls
RA-09 Criticality Analysis |organization-defined systems, system components, or | Functional [Intersects With| Criticality TPM-02 gnd artners of critical PP 5
system semces] at [A55|gnment orgamzatlon deﬁned Assessments Tech%ology Assets, Applications
RAGitiRPRIES SR edrpoi R RN amRARINE TSR - —
performing a criticality analysis for [Assignment: Criticality Analysis z‘eevc:lzm:nsf fﬁ':frgodgﬁg%re the
RA-09 Criticality Analysis |organization-defined systems, system components, or | Functional [Intersects With| During TDA-06.1 Asset 2 lication and/or Sgeyrvice 5
system services] at [Assignment organization -defined Development (TAAé) tgpper‘form a criticality
dacici inte in th, Lifs ol
fRaitinPaRied-Sy R ErpriRRaRARIHER RS SecurTty; - - - -
performing a criticality analysis for [Assignment: Compliance & ?rif:;nésgzixéztnsoé?‘::ttzyand
RA-09 Criticality Analysis |organization-defined systems, system components, or | Functional [Intersects With| Resilience PRM-05 functionzb erforr‘:\in a 5
system serwces] at [Asslgnment organization-defined Requirements criticality aﬁaplysis for cgitica\
Lif 1a1 Dafiniti
capability to: 1 Search for mdlcators of compromise in cyber threat hunting that uses
= . organizational systems; and2. Detect, track, and . . ~ Indicators of Compromise (loC) to|
RA-10 Threat Hunting disrupt threats that evade existing controls; andb. Functional Equal Threat Hunting THR-07 detect, track and disrupt threats 10
Employ the threat huntlng capabll\ty [Assignment: that evade existing security
TEgUTAtIOTTS, PU T Star U gUTUeTITES, aro: - - - 5 -
: Procedures to facllltate the |mp|ementat|on of the Publ\shlng Security, ma}ntam and disseminate
Policy and N iy . " Compliance & policies, standards and
SA-01 system and services acquisition policy and the Functional |Intersects With| " GOV-02 5 SA-01
Procedures . . ¥ = . Resilience procedures necessary for secure,
associated system and services acquisition controls;b. Documentation compliant and resilient
RRFIFRASAS PONERS et R AT iRRcARS farmaz- B - -
Policy and Procedures to facilitate the implementation of the Technology g‘geleelrone':;anttloar;gfatca|Iuoirseigon
SA-01 Proce{iures system and services acquisition policy and the Functional Subset Of Development & TDA-01 strate: ‘i)es contract &OIS and 10 SA-01
assoaated system and services acqulsmon contro\s b. Acquisition gles,
L procurement methods to meet
RRFIFARS A PORERR Stantiar 6> 2 e iRfudAfRe “aruz — - -
Policy and Procedures to facilitate the implementation of the J%gﬁ'%?;;&ﬁt& DSA:CC\Tr?F|s?5nex;f;ntcoer§‘vwew the
SA-01 Y system and services acquisition policy and the Functional |Intersects With| VP " Y| Gov-03 urity, P 5 SA-01
Procedures assoc|ated system and services acqulsltlon contro\s b. qupllance & Besmence Prggram (SCRP),
AR RS A AR AR AR B TR RAARRS e Resilience Program including policies, standards and
Policy and Procedures to facilitate the implementation of the Secure Software Z;;I?caartlizr:: E:;Setdtz:?eilfrz
SA-01 system and services acquisition policy and the Functional |Intersects With Development TDA-06 - 5 SA-01
Procedures assoclated system and services acqulsltlon contro\s b. Practices (SSDP) (S;ng‘:,a)re Development Practices
& .
Determme document and allocate the resources Mechanisms exist to identify and
Allocation of required to protect the system or system service as . Allocation of allocate resources for
SA02 Resources part of the organizational capital planning and Functional Equal Resources PRM-03 imanagement, operational, 10 SA02
investment control process; andc. Establish a discrete technical and data protection
ECUTTLY aTTu-PrIvaty COTTSTUeTatoTTs,; U- DeETTe ard - -
System document information security and privacy roles and Technology r:ac';:r}:fsgzscelzl:zgergnciﬂilg: the
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With Lifecycle SEA-07.1 Assets, A )Ilwcations and/or 9y 5 SA-03
Cycle life cycle;c. Identify individuals having information Management Services (p'IPAAS)
ity 3Ra-pF 1 oL ilitReaAgad -
SEHFit- AR prvaty- ERRSaerG TR S HdiiRF it - -
System document information security and privacy roles and Devel?)efmjeent Life Edr;c:a:;str:sl_:?;]sntotl% en;usrseets
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With P PRM-07 \ges gy A " 5 SA-03
Cycle life cycle (o Identlfy md\wduals having mformat\on Cycle (SDLC) Applications and/or Services
ad Management (TAAS) within the Secure
SYSTETT Protect system preproductlon environments Mechanisms exist to manage the
Development Life g Technology "
SA-03(01) Cycle | Manage commensurate with risk throughout the system Functional |Intersects With Lifecycle SEA-07.1 usable I|fecycles of Technology 5
Preproduction development life cycle for the system, system Management /Assets, Applications and/or
c P! component, or system service. 9 Services (TAAS).
Devei)ypm:el;t Life |Protect system preproduction environments Secure Mechanisms exist to ensure
" commensurate with risk throughout the system . " Development Life -~ changes to Technology Assets,
SA-03(01) %{’gerl)yjcz?ogne development life cycle for the system, system Functional Intersects With Cycle (SDLC) PRM-07 /Applications and/or Services 5
c. pr component, or system service. Management (TAAS) within the Secure
SYSLET Protect system preproduction environments Mechanisms exist to maintain a
Development Life " Secure
SA-03(01) Cycle | Manage commensurate with risk throughout the system Functional |Intersects With| Development TDA-07 segmented development 5

Preproduction

development life cycle for the system, system
component, or system service.

Environments

network to ensure a secure

development environment.
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SA-03(02) N preproduction environments for the system, system Functional Equal Use of Live Data TDA-10 | h 10
Cycle | U_se of Live component or system serwce at the same impact or live data in development and tes
or Operational Data o tien within £h, environments.
Deveﬁ)y:rt:gt Life Plan for and |mp|ement a technology refresh schedule Technology rseac':l:T:?ggij:';;:?rgr;::i?:g;he
SA-03(03) Cycle | Technology Eorctge system throughout the system development life| Functional |Intersects With MaLr;faecgrcr:Znt SEA-07.1 Assets, Applications and/or 5
Refresh yele. 9 Services (TAAS).
System . Mechanisms exist to ensure that
; Plan for and implement a technology refresh schedule
Development Life - . . Refresh from software and data needed for
SA-03(03) Cycle | Technology I:ordtge system throughout the system development life| Functional |Intersects With Trusted Sources SEA-08.1 system component and service 5
Refresh ycle. refreshes are obtained from
requirements;c. Security and privacy assurance Minimum Viable Mechanisms exist to design,
~ . requirements;d. Controls needed to satisfy the security . " Product (MVP) " develop and produce Technology .
SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional |Intersects With Security TDA02 /Assets, Applications and/or 5 SA-04
documentation requirements;f. Requirements for Requirements Services (TAAS) in such a way
requirements;c. Security and privacy assurance M . . L
. . N . lechanisms exist to facilitate the
" — requirements;d. Controls needed to satisfy the security . " Third-Party - " h ey "
SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional |Intersects With Management TPM-01 lr:wnaprlzmeerrntear:tloc%gzrtor;lsrd party 5 SA-04
documentation requirements;f. Requirements for 9 .
requirements;c. Security and privacy assurance Technology implementation of tailored
. P requirements;d. Controls needed to satisfy the security : " " development and acquisition .
SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional |intersects With Del??ﬁ:it\?: & TDA-01 strategies, contract tools and 5 SA-04
documentation requirements;f. Requirements for a procurement methods to meet
requirements;c. Security and privacy assurance Managing Changes Mechanisms exist to control
" . requirements;d. Controls needed to satisfy the security . " X R changes to services by suppliers, "
SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional Intersects With|  To ;—ZL;?C:“Y TPM-10 taking into account the criticality 5 SA-04
documentation requirements;f. Requirements for of business Technology Assets,
Acquisition Process |Require the developer of the system, system Mechanisms exist to require
~ | Functional component, or system service to provide a description . . Functional " software developers to provide
SA-04(01) Properties of of the functional properties of the controls to be Functional Intersects With Properties TDA-04.1 information describing the 5
Controls implemented. functional properties of the
Acquisition Process [Require the developer of the system, system i (L7 COTTCaTrT SUTTTCIETTT Tetar g
: : : - Network Diagrams assess the security of the
SA-04(01) P‘ Funct_lonal component,_ or system service to provide a description Functional |Intersects With & Data Flow AST-04 |network's architecture; 5
roperties of of the functional properties of the controls to be Diagrams (DFDs) (2) Reﬂect the current
Controls implemented. i )
ACOUTSTIOTT P TUCESS [MTRTETTTET T troTT TN TOT T TEtoTT ToT e COTTTrOTS TITarT CEFRIRRHARS B TERMCG M e o
| Design and includes: [Selection (one or more): security-relevant Network Diagrams assess the security of the
SA-04(02) Implementation |external system interfaces; high-level design; low-level | Functional [Intersects With| & Data Flow AST-04 |network's architecture; 5
Information for deslgn source code or hardware schematics; Diagrams (DFDs) (2) Reflect the current
AcquStRiffocess TRt ARRimRRAAGF fifeRT RO R fraT i E-th
| Design and includes: [Selection (one or more): security-relevant Access to Program Mechanisms exist to limit
SA-04(02) Implementation |external system interfaces; high-level design; low-level| Functional |Intersects With| Source Coge TDA-20 [privileges to change software 5
Information for |design; source code or hardware schematics; resident within software libraries.
Contral N joat ) i o
cquiSRRiHfoce: TR RGP AR frac - -
| Design and [Selection (one or more): security-relevant . Mechanisms exist to require
n . . " . Functional software developers to provide
SA-04(02) Implementation |external system interfaces; high-level design; low-level| Functional |Intersects With Properties TDA-04.1 information describing the 5
Information for deslgn source code or hardware schematlcs, P functional properties gf the
Crrfrgl dafinad
HLFBEQ??&L;Z;: mcludes a. [Assignment: organlzatlon deﬁned systems Development processes employ industry-
~ engineering methods];b. [Assignment: organization- . . Methods, " recognized secure practices for
SA-04(03) Tecrh:lrﬁtlloeds&and defined [Selection (one or more): systems security; Functional Intersects With Techniques & TDA-02.3 secure programming, 5
ques, privacy] engineering methods]; andc. [Assignment: Processes engineering methods, quality
ACqUiSTOGTPocess T " - — 3 - -
includes:a. [Assignment: organization-defined systems Mechanisms exist to develop
S5A-04(03) I Dlellveetlho;)drr;ent engineering methods];b. [Assignment: organization- Functional |Intersects With S%c:\,r:losgr::‘gﬁ{e TDA-06 applications based on Secure 5
Techniques, vand defined [Selection (one or more): systems security; Practices (SSDP) Software Development Practices
ques, privacy] engineering methods]; andc. [Assignment: (SSDP).
SA-04(04) Withdrawn Functional Y N/A N/A N/A 0 Withdrawn
CUTSTIOTT PTUCESS [COTTPOTTETTG, OT Sy STETIT SETVICE (U-d. DETVET UTe SySTenT, - -
| System, component, or service with [Assignment: organization- Pre-Established y::ggg?rﬁa%gcﬁg:ym
SA-04(05) Ccmpone_nt, and |defined security configurations] implemented; andb. Functional Equal S_ecure» TDA-02.4 (1) Deliver the Technoloéy Asset 10
. iemce Use the conﬁgurat\ons as the default for any Configurations Application and/or Service (TAAS)
Acquisition Process crl]:stsfﬁogzﬁl:;sr:‘a’t\i/: ;ﬁz?;’;: ::luwtll)?zstzspergt;v:t Commercial Off- Mechanisms exist to utilize only
SA-04(06) | Use of Information transmit the information are at a lower classification Functional Equal The-Shelf (COTS) | TDA-03 |Commercial Off-the-Shelf (COTS) 10
Assurance Products level than the information being transmitted; andb. Security Solutions security products.
- - . TAFETTaUTEU T PTUUUCTS T TTUSE
Acquisition Process IFr:'footrer?gggnPé)sﬁsI:rfaonrcae ;a;?ﬁgstg'fh(rwép) Btppléo‘gfeguch Information products that have been
SA-04(07) | NIAP-approved . peci 9y type, Functional |Intersects With| Assurance Enabled | TDA-02.2 |successfully evaluated against a 5
Protection Profiles |3 profile exists; andb. Require, if no NIAP-approved Products National Information Assurance
Protection Profile exists for a specific technology type hin (MIAD)
—— TEqUTTE TTe UEVETopeT UT tTe Sy SteTT,
e roce amponent t st erice t ioduce sl o
SA-04(08) Monitoring Plan for Eg2;ligtf:tswr?t?rntlazr‘cnogn[t)ifnﬁzratsr%ggiiccg?inenerscs trha?]: I§f Functional Equal Monitoring Plan TDA-09.1 /Applications and/or Services 10
Controls <2 ‘ 9 prog (TAAS) to produce a plan for the
Acquisition Process |Require the developer of the system, system Mechanisms exist to require the
| Functions, Ports, |component, or system service to identify the functions, : Ports, Protocols & developers of Technology Assets,
SA-04(09) Protocols, and  |ports, protocols, and services intended for Functional Equal Services In Use TDA-02.1 /Applications and/or Services 10
Services in Use _|organizational use. (TAAS) to identify early in the
- - TA=ETT0TET 1T PrOUUTTS (0 TUSE
Acquisition Process E;‘Sglggﬁg‘y "%f\?;?af,';gutceér}:':zlzﬁypz:‘;g:gfsldoe”nme Information products that have been
SA-04(10) | Use of Approved Veriﬁcationp?Plv) capabilit implemented within Yy Functional |Intersects With| Assurance Enabled | TDA-02.2 [successfully evaluated against a 5 SA-04(10)
PIV Products organizational syste;:‘ns yimp Products National Information Assurance
g (MIAD)
TTCTUUe TASSIgTTITETT UTga M ZatoT=UeTTeT FTTVaty /ATT 5
Acquisition Process requirements] in the acquisition contract for the No Lq:nifjhcame SCF
SA-04(11) | qutem of Records operation of a system of records on behalf of an Functional Relationshi N/A N/A N/A 0
Y urgamzatlon to accomplish an organizational mission P
- fraGtebrgamzatoaT Uateow TeTsTIpTEgUITETTTETTT: Mechanisms exist to mantain a
P, in the acquisition contract; andb. Require all data to be h
SA-04(12) Acquisition Proce_ss removed from the contractor’s system and returned to | Functional |Intersects With Person_al Data (PD) PRI-09 |[Process to document the lineage 5 SA-04(12)
| Data Ownership the organization within [Assignment: organization- Lineage of Personal Data (PD) by
| ofinad tiran fearool i recording how the organization
RGBTSR SloTTaT Uate W TeTsTTpTEgUTETTE T
Acquisition Process in the acquisition contract; andb. Require all data to be Mechanisms exist to ensure data
SA-04(12) | gata Ownershi removed from the contractor’s system and returned to | Functional |Intersects With| Data Stewardship | DCH-01.1 |stewardship is assigned, 5 SA-04(12)
P lthe organization within [Assignment: organization- documented and communicated.
dafinad t 1
dofiRAG DA AtoTTaT Uata oW TeTSTTIp TEgUITETTETTTS -
are assigned, tracked and
I in the acquisition contract; andb. Require all data to be . O
Acquisition Process B . . Asset Ownership managed at a team, individual,
SA-04(12) | Data Ownership rﬁg‘lg:e:nf‘;grt\;\o?evlctznntr[a;st:lr s"snyesnttergrar;cilrzeat;;z_ed to| Functional |Intersects With| ‘Assignment AST-03 | responsible organization level 5 SA-04(12)
o 9 9 9 to establish a common
accessible security and privacy functions and Mechanisms exist to obtain,
" System imechanisms and how to effectively use those functions . " Documentation " protect and distribute .
SA-05 Documentation [and mechanisms;2. Methods for user interaction, which Functional |intersects With Requirements TDA-04 administrator documentation for 5 SA-05
enables individuals to use the system, component, or [Technology Assets, Applications
accessible security and privacy functions and Mechanisms exist to determine
~ System mechanisms and how to effectively use those functions . y Asset Scope g security, compliance and "
SA-05 Documentation [and mechanisms;2. Methods for user interaction, which Functional |intersects With Classification AST-04.1 resilience control applicability by 5 SA-05
enables individuals to use the system, component, or identifying, assigning and
SA-05(01) Withdrawn Functional | o~ N/A N/A N/A 0 Withdrawn
SA-05(02) Withdrawn Functional | o' N/A N/A N/A 0 Withdrawn
SA-05(03) Withdrawn Functional | "> N/A N/A N/A 0 Withdrawn
SA-05(04) Withdrawn Functional it N/A N/A N/A 0 Withdrawn
SA-05(05) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
SA-06 Withdrawn Functional e N/A N/A N/A 0 Withdrawn
SA-07 Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
Security and engineering principles in the specification, design, Mechanisms exist to develop,
SA-08 Privac Enyineerin development, implementation, and modification of the Functional |Intersects With Secure Baseline CFG-02 document and maintain secure 5 SA-08
P¥incig les 9 system and system components: [Assignment: Configurations baseline configurations for
P organization-defined systems security and privacy [Technology Assets, Applications
Security and engineering principles in the specification, design, Mechanisms exist to facilitate the|
w development, implementation, and modification of the . -, | Secure Engineering ~ implementation of industry- ~
SA-08 Prlvaalsgglr;zeﬂng system and system components: [Assignment: Functional |intersects With Principles SEA-01 recognized security, compliance 5 SA-08
Pl organization-defined systems security and privacy and resilience practices in the
Security and No applicable SCF
~ Privacy Engineering|Implement the security design principle of clear 3 No control
SA-08(01) Principles | Clear |abstractions. Elnceopal Relationship b2 b2 B ©

Abstractions

Secure Controls Framework (SCF)
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No applicable SCF

SA-08(02) Principles | Least [common mechanism in [Assignment: organization- Functional l_\lo A N/A N/A N/A 0 fremiizel
i Relationship
Common defined systems or system components].
3eahrpistr P
Privacy Engineering|Implement the security design principles of modularity No zlgnirpu;?hcable e
SA-08(03) Principles | and layering in [Assignment: organization-defined Functional Relatansh N/A N/A N/A 0
Modularity and  |systems or system components]. P
N .
Sec ity dha P
Privacy Engineering|Implement the security design principle of partially No ngn?fothable =g
SA-08(04) Principles | Partially |ordered dependencies in [Assignment: organization- Functional Relationshi N/A N/A N/A 0
Ordered defined systems or system components]. P
n, Aonci
RRURG A n
Privacy Engineering|Implement the security design principle of efficiently No lc\l:nirpo;?hcable g
SA-08(05) Principles | mediated access in [Assignment: organization-defined Functional Relationshi N/A N/A N/A 0
Efficiently Mediated [systems or system components]. P
A
Privzicuglntyisggr\n Implement the security design principle of minimized No y;nifothable SCh
SA-08(06) Pr\{nci gles | 9 sharing in [Assignment: organization-defined systems Functional Relationshi N/A N/A N/A 0
__Princip : or system components]. P
Minimized Sharing
Privzi;ug:gisggrmg Implement the security design principle of reduced No y:n?fothable a0
SA-08(07) Principles | Reduced| corr;plexlty in [?sslgnment: or;ganlzatlon-deﬁned Functional Relationship N/A N/A N/A 0
Complexity systems or system components].
Priviicuglgtyir?ggnn Implement the security design principle of secure No zlgnirpo;?hcable a4
SA-08(08) Princiylesg| Secureg evolvability in [Assignment: organization-defined Functional Relationshi N/A N/A N/A 0
Ev%lvability systems or system components]. P
PrivzicuEnntyi:;]:rm Implement the security design principle of trusted No ngn?foﬁhcable =g
SA-08(09) Princiyles \gTrustedg components in [Assignment: organization-defined Functional Relationshi N/A N/A N/A 0
Co?nponents systems or system components]. P
PrivzicuErrlfyigggrin Implement the security design principle of hierarchical No ygnifoﬁhcable g
SA-08(10) Pryinci[.gles | 9Iltrust in [Assignment: organization-defined systems or Functional Relationship N/A N/A N/A 0
Hierarchical Trust system components].
SecurTty ara P
Privacy Engineering|Implement the security design principle of inverse No zlgnirpo;?hcable eCh
SA-08(11) Principles | Inverse |modification threshold in [Assignment: organization- Functional | oo ionshi N/A N/A N/A 0
Modification defined systems or system components]. P
T
SeeartyAfta n
Privacy Engineering|Implement the security design principle of hierarchical No Elé)netzfoqllcable g
SA-08(12) Principles | protection in [Assignment: organization-defined Functional 3 P N/A N/A N/A 0
Hi - Relationship
ierarchical systems or system components].
SBERfGafta i
Privacy Engineering|Implement the security design principle of minimized No zlgnigﬁllcable a0
SA-08(13) Principles | security elements in [Assignment: organization-defined| Functional Relationshi N/A N/A N/A 0
Minimized Security |systems or system components]. P
. CUTTCEpT UT Teast priviTeye;
Privziculirlntyi:g:rm Implement the security design principle of least allowing only authorized access
SA-08(14) Princ\lil ‘esg‘ Leastg privilege in [Assignment: organization-defined systems | Functional Equal Least Privilege IAC-21 [to processes necessary to 10
ngilege or system components]. accomplish assigned tasks in
o ith innal
Securtty arma A
Privacy Engineering|Implement the security design principle of predicate No ygnifoﬁhcable 9dr
SA-08(15) Principles | permission in [Assignment: organization-defined Functional 3 q N/A N/A N/A 0
i Relationship
Pred!ca.te systems or system components].
SRR & P
Privacy Engineering|Implement the security design principle of self-reliant No zlgnir;ﬁllcable Eeb
SA-08(16) Principles | Self- [trustworthiness in [Assignment: organization-defined Functional Relationshi N/A N/A N/A 0
reliant systems or system components]. P
- .
SEEHAEyaRS n
Privacy Engineering|Implement the security design principle of secure No ggn?fo‘?“cable =Ch
SA-08(17) Principles | Secure [distributed composition in [Assignment: organization- Functional : . N/A N/A N/A 0
" N Relationship
Distributed defined systems or system components].
P §
Secarry e n
Privacy Engineering(Implement the security design principle of trusted No zlgnigﬁllcable a0
SA-08(18) Principles | Trusted |communications channels in [Assignment: Functional Relationshi N/A N/A N/A 0
Communications |organization-defined systems or system components]. P
Ch L
SERARY Ao P
Privacy Engineering|Implement the security design principle of continuous No ggn?foﬁhcable =g
SA-08(19) Principles | protection in [Assignment: organization-defined Functional Relationshi N/A N/A N/A 0
Continuous systems or system components]. P
SeERIrGHafa n
Privacy Engineering|Implement the security design principle of secure No lgl:n?fo;illcable g
SA-08(20) Principles | Secure |[metadata management in [Assignment: organization- Functional Relationshi N/A N/A N/A 0
Metadata defined systems or system components]. P
Privgicug;fyisggrm Implement the security design principle of self-analysis No zlgnir;)ﬁllcable SCh
SA-08(21) Prm<\:/\ |eg | Self- 9lin [Assignment: organization-defined systems or Functional Relationshi N/A N/A N/A 0
ar?alysws system components]. P
Securtty-ara n
Privacy Engineering|Implement the security design principle of No zl:n?fo‘?“cable Sdr
SA-08(22) Principles | accountability and traceability in [Assignment: Functional ; | N/A N/A N/A 0
- P . Relationship
Accountability and |organization-defined systems or system components].
T i
Privzicugnfyi:;]grin Implement the security design principle of secure No Elé)niﬁﬁllcable e
SA-08(23) Princi?)lesg| Secureg defaults in [Assignment: organization-defined systems Functional Relationship N/A N/A N/A 0
or system components].
Defaults
Secerey. an systems to fail to an
Privacy Engineering|Implement the security design principle of secure organization-defined known-state
SA-08(24) Principles | Secure [failure and recovery in [Assignment: organization- Functional Equal Fail Secure SEA-07.2 fo?t s of failures, preservin 10
Failure and defined systems or system components]. yp " - prese 9
D system state information in
PrivzicuErrlfyiggedrin Implement the security design principle of economic No lgl:n?fo;?llcable g
SA-08(25) Pryinci gles | 9 security in [Assignment: organization-defined systems | Functional Relationshi N/A N/A N/A 0
EconomicpSecur\ty or system components]. P
SecurTty aTTa P
Privacy Engineering|Implement the security design principle of No zlgnir;ﬁhcable SCh
SA-08(26) Principles | performance security in [Assignment: organization- Functional Relationshi N/A N/A N/A 0
Performance defined systems or system components]. P
<. it
PrivzicuErllwtyir?ggrm Implement the security design principle of human No zl:n?fothable sdr
SA-08(27) Princiylesﬁ Humang factored security in [Assignment: organization-defined | Functional Relationshi N/A N/A N/A 0
Factopred Security systems or system components]. P
Priviicuélfyisggrin Implement the security design principle of acceptable No ygniforfhcable g
SA-08(28) Pryinci gles | 9 security in [Assignment: organization-defined systems Functional Relationshi N/A N/A N/A 0
Acceptablg Security|°" system components]. P
Prlvacy_ Er)gmeermg Implement the security design principle of repeatable Nojapplicable]SCr
Principles | : " q No control
SA-08(29) Repeatable and and documented procedures in [Assignment: Functional Relationshi N/A N/A N/A 0
Drc))cumented organization-defined systems or system components]. P
Security and " . - Secure Mechanisms exist to ensure
N . Implement the security design principle of procedural .
SA-08(30) Prlvacy_ Erjglneermg rigor in [Assignment: organization-defined systems or Functional |Intersects With Development Life PRM-07 chan_ges_ to Technology Assets, 5
Principles | system components] Cycle (SDLC) /Applications and/or Services
Procedural Rigor Y P . Management (TAAS) within the Secure
Privgicuglfyisggrm Implement the security design principle of procedural Technology r:acgzq:fsggsc?:;gft?rg:ﬁ?)?: the
SA-08(30) Pryincigles | 9 rigor in [Assignment: organization-defined systems or Functional |Intersects With| Lifecycle SEA-07.1 Assets, App)II\cations and/or Yy 5
Procedural Rigor system components]. Management Services (TAAS).
Security and N . - . .
. . Implement the security design principle of secure . . Mechanisms exist to govern the
SA-08(31) Privacy Engineering system modification in [Assignment: organization- Functional |Intersects With| Configuration CHG-02 |technical configuration change 5

Principles | Secure
System Modification|

defined systems or system components].

Change Control

control processes.
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FDE Name Focal Document Element (FDE) Description : : . SCF Control (SCF) 1
Rationale Relationship Control Description Relaﬂonsh
Privzicug:yigggrm Implement the security design principle of secure Control Ef,':ﬁt'ﬁ:f!;yaﬂzsfé‘fﬂgge
SA-08(31) Princiylesgi Secureg system modification in [Assignment: organization- Functional |Intersects With| Functionality CHG-06 cont?ols following implemented 5
Systerr? Modification| defined systems or system components]. Verification changes to ensu?e a;’))plicable
e 208 lmplemen e scuriy desin principle ofsecure S
SA-08(31) Principles | Secure system modification in [Assignment: organization- Functional |Intersects With| Docum’ent Changes CHG-02.2 roduction environment before 5
Systerr’: Modification, defined systems or system components]. o ghanges are implemented in a
Securmty aTma -
Privacy Engineering|Implement the security design principle of sufficient Standardized dooi\;;ntie:t sﬁsg:;;l::se(dsop) or
SA-08(32) Principles | documentation in [Assignment: organization-defined Functional Equal Operating OPS-01.1 si?ni\ar dgcumentation to er;able 10
Sufficient systems or system components]. Procedures (SOP) the proper execution of day-to-
o
Security and Mechanisms exist to utilize
~ Privacy Engineering|Implement the privacy principle of minimization using . " Collection ~ sensors that are configured to
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional Intersects With Minimization END-13.3 minimize the collection of 5
Minimization information about individuals.
Security and Limit Sensitive / the use of sensitive/regulated
~ Privacy Engineering|Implement the privacy principle of minimization using : : Regulated Data In R data for research, testing, or
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional |intersects With Testing, Training & DCH-18.2 training, in accordance with 5
Minimization Research authorized, legitimate business
Security and Mechanisms exist to minimize
~ Privacy Engineering|Implement the privacy principle of minimization using . " Minimize Visitor g the collection of Personal Data
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional |intersects With Personal Data (PD) PES-06.5 (PD) contained in visitor access 5
Minimization records.
[ASSIgTTITTETC UrgaTZauoTFUeTTeu CoTOTS ;0 DETTTE Mechanisms exist to mitigate the
External System and docume_nt_ 9':96”'?3“0"3' oversight and user roles . . . risks associated with third-party
SA-09 Services and _respunslbllltles with regard tq external system Functional Equal Third-Party Services| TPM-04 access to the organization's 10 SA-09
services; andc. Employ ths fo\low_lpg proceslses, Technology Assets, Applications,
ES;"I"'C"e';I";‘i:L” to the acquisition or outsourcing of information Third-Party Risk Mechanisms exist to conduct a
~ security services; andb. Verify that the acquisition or . -~ risk assessment prior to the
SA-09(01) Asosresasrr]'?zear:‘tgnaar}d outsourcing of dedicated information security services Functional Equal Asiessrngsg‘t: & TPM-04.1 acquisition or outsourcing of 10
9 1 is approved by [Assignment: organization-defined PP technology-related Technology
n REqUITE PrOVIUETS UT UTE TOMOWTT g EXTETTTar SySTerT — - -
Identifcatioh of [SSIVICes to dentify the functions, ports protocols, and Requirements - External Service Providers (£5Ps)
SA-09(02) Functions, Ports other services required for the use of such services: Functional Equal \dentification of TPM-04.2 to identify and document the 10
Protoco\é, and | [Ass!gnn‘\ent: organization-defined external system Ports, Protocols & business ¥1eed for ports,
S:rvli:cle‘:\' Egta“;”;h with external service providers based on the following Supply Chain Risk Mechanisms exist to develop a
. >l requirements, properties, factors, or conditions: . y g plan for Supply Chain Risk
SA-09(03) a;:lah:iaolrr:;?:n Eltjﬁt [Assignment: organization-defined security and privacy Functional Intersects With h(llsa(?;airplea?t RSK-09 Management (SCRM) associated 5
o, L P requirements, properties, factors, or conditions with the development,
S;:\;icclellsd\l E;’ta‘;i:;h with external service providers based on the following Mechanisms exist to ensure that
~ P requirements, properties, factors, or conditions: : " N - the interests of external service
SA-09(03) a;g::ial;:;?"in E—Iltjﬁt [Assignment: organization-defined security and privacy Functional [intersects With Conflict of Interests| TPM-04.3 providers are consistent with and 5
o " P requirements, properties, factors, or conditions reflect organizational interests.
Se::vli?e”sd\l E:tal;il‘;h with external service providers based on the following Third-Part Mechanisms exist to identify,
5A-09(03) and Maintain Trust requirements, properties, factors, or conditions: Functional |Intersects With| Criticalit Y TPM-02 prioritize and assess suppliers 5
Relationship with [Assignment: organization-defined security and privacy Assessmezts and partners of critical
o ” P requirements, properties, factors, or conditions Technology Assets, Applications
S;rvlitcleusd\l Eg':algi;;h with external service providers based on the following Supply Chain Risk Mechanisms exist to:
. >l requirements, properties, factors, or conditions: . " - (1) Evaluate security risks and
SA-09(03) a;:lal\:iaol:;ilin u’x;t [Assignment: organization-defined security and privacy Functional Intersects With Mapsag;clw)ent TPM-03 threats associated with 5
o, L P requirements, properties, factors, or conditions |Technology Assets, Applications
Se::vli?e”sd\l ;zta;gil‘;h \with external service providers based on the following Accountable, ::nua'énux“z: ;r;::l:r'c'i::ur;:nt:tlon
SA-09(03) and Maintain Trust requ_lrements, propgrtle_s, factt_)rs, or con_dltlons: . Functional |Intersects With| Supportive, TPM-05.4 [to delineate assignment for ' 5
Relationship with [Assignment: organization-defined security and privacy Consulted & " |security, compliance and
rionship requirements, properties, factors, or conditions Informed (RASCI) ey, E e b
S:rvli:cle‘:\' Eetablish [With external service providers based on the following Mechanisms exist to include
. >l requirements, properties, factors, or conditions: . " -~ "break clauses" within contracts
54-09(03) a;g:ﬂ;'g;ﬁlin El:;t [Assignment: organization-defined security and privacy Functional  lintersects With)  Break Clauses TPM-05.7 tor failure to meet contract 5
Py " P requirements, properties, factors, or conditions criteria for security, compliance
xR Yo TaKe UTE TOMUWITY aTUOTTS To VeTTTy TTat UTe TTeTesTs Ot - -
Services | [Assignment: organization-defined external service meecmatg:-se?tss i)f“:;ttgrigls:;ervtizzt
SA-09(04) Consistent Interests|providers] are consistent with and reflect Functional Equal Conflict of Interests| TPM-04.3 roviders are consistent with and 10
of Consumers and urg_anizatio_nal interests: [Assignment: organization- ?eﬂect organizational interests
:xlé‘nm!"oy TeTTT fr‘xe“u Rt et .méuuu‘uu TSETETIOT TOTTE T TITOTET: TEUToTaTToTT location of cloud
Serwce_s | mfor_matlon processing; |.nforma_t|on_ or dat_a, system ) ) Requlr_ements for orocessing/storage based on
SA-09(05) Processing, services] to [Assignment: organization-defined Functional |Intersects With|Processing, Storage| CLD-09 business requirements that 5
Storage and locations] based on [Assignment: organization-defined and Service includes staqtutory regulatory
I i i 1 L s
ERETRI-SFIRAR—FRAHERR B EATER U ARSEctoToe o TToTET o - - -
Services | information processing; information or data; system ProcZ:;EggPaSr:grage :‘:i;?ii:lZ’;nisr;ofrsntatt?or:lsma the
SA-09(05) Processing, services] to [Assignment: organization-defined Functional |Intersects With| and Service TPM-04.4 rocessing/storage based on 5
Storage, and locations] based on [Assignment: organization-defined Locations Eusiness rgequirergnents
EREdiTR Syt RRAFer AR ot steR U ARSt o oTe U TTToTE T TTOWS TOT Uatd UTat TS TESTTETTC
Services | information processing; information or data; system Geographic (permanently or temporarily)
SA-09(05) Processing, services] to [Assignment: organization-defined Functional |Intersects With Locatiogn 02 Data DCH-19 |within a service's geographically 5
Storage and Iocatlonsl based on [Ass|gnment organization-defined d|str|buted appllcatlons (physical
£ TRI-SFIRAR— e PRI EEEH R ReaT
Services | Maintain exclusive control of cryptographic keys for External System control of cryptographic keys for
SA-09(06) Organization- encrypted material stored or transmitted through an Functional Equal Cryptographic Key | CRY-09.7 |encrypted material stored or 10
controlled external system. Control transmitted through an external
c ek +
S cervices ““"' No applicable SCF
~ P Provide the capability to check the integrity of 3 No control
SA-09(07) corg:gﬁscljzlarizgﬂty information while it resides in the external system. GiEctnal Relationship N B A ®
Chacki
Ul;g]‘,ﬁ’/;;ys ‘“"'" Restrict the geographic location of information l;’;mlaur'\eun?; ;I;c;;;\ﬁ;;Zr;T'ﬁ;;
$A-09(08) Processing and lpn";ﬁislzngl and data storage to facilities located within | Functional [intersects with| | (S2097aPRIC | peH-1g. |within a service's geographically 5
Stlolrgg:-.\ Location —|states. gal] Y dlstrlbuted appllcatlons (physical
= l;‘el;:‘/:c:eys ‘“:”' Restrict the geographic location of information Re:x;?let:;::r;for Iocatlon of cIoud
. A processing and data storage to facilities located within " " ) " processing/storage based on
SA-09(08) Stg:gczsfg;g;::_ in the legal jurisdictional boundary of the United Functional Intersects With Procaessn;g,rvsitcoerage CLD-09 business requirements that 5
m ge Locatic States. | includes statutory, regulatory
Developer changes to [Assignment: organization-defined Developer |nteL;|l"altl<;rcs ?(I)U;;fo:mu
SA-10 Configuration configuration \Fems under conﬁguratlon_ . Functional Equal Configuration TDA-14 |configuration management 10
Management management];c. Implement only organization- Management during system design
approved changes to the system, component, or PR iranlam:
I&gzggs;:;ftnl Require the developer of the system, system Software / Firmware| Z’I:\/C(glims:gso?;zfrfr?orliqu‘rAessets
SA-10(01) Softwgare and component, or system service to enable integrity Functional Equal Integrity TDA-14.1 Applicariions and/or Sen?i\f:es ' 10
Firmware Integrity verification of software and firmware components. Verification (TAAS) to enable integrity
M;’“;';;;:é:t"l Provide an alternate configuration management No applicable SCF
~ . process using organizational personnel in the absence 3 No control
SA-10(02) Alte_rnatlve of a dedicated developer configuration management Einctons] Relationship bR b2 DA ©
Configuration team
'DEvERPer - -
N . Mechanisms exist to require
Configuration Require the developer of th_e system, sys_tem N . Hardware Integrity developers of Technology Assets,
SA-10(03) Management | |component, or system service to enable integrity Functional Equal Verification TDA-14.2 Applications and/or Services 10
Hardware Integrity |verification of hardware components. ('IPApAS) to enable integrity
N EUITe TITe e VeToper O TTe Sy STeTTT, Sy STeTT A
C(?r?ﬁ\'/eltt:gsgn component, or system service to employ tools for No L\lsnifoqllcable =g
SA-10(04) Mana gement | comparing newly generated versions of security- Functional Relationshi N/A N/A N/A 0
T 9 i |relevant hardware descriptions, source code, and P
rustsd Generation | .~ 0 o itk : 3
Concf'l\'lgclill;atc\:m component, or system service to maintain the integrity No applicable SCF
of the mapping between the master build data . No control
SA-10(05) leanligelr:;nt”lt describing the current version of security-relevant Functional Relationship IN/AY IN/AY N/A 0
£ ,\p,pr ? . gM Y, |hardware, software, and firmware and the on-site
EUUTTe TITe UEVeTopeT U TITe- Sy STETTT, SySTeTT P
C()D:f\i/elzc:ste\;n component, or system service to execute procedures No zlgnifoqllcable et
SA-10(06) Mana gement | for ensuring that security-relevant hardware, software, | Functional Relationshi N/A N/A N/A 0
Trusted gDistributiun and ﬁrmware updates dlstrlbuted to the organlzatlon P
Configuration  |Require [A55|gnment orgamzatlon Sdefined security SEHTTLY, appropriate security, compliance
Compliance &
~ Management | |and privacy representatives] to be included in the . " " and resilience representatives in
SA-10(07) Security and [Assignment: organization-defined configuration Functional Equal Re r:se(:rxltlgg\c/eels For TDA-02.7 the product feature and/or 10
Privacy change management and control process]. .,p Aot O functionality change control
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FDE Name

Developer Testing

NIST SP 800-82 R3_x000a_Guide to Operational Technology (OT) Security

Focal Document Element (FDE) Description

(one or more): unit; |ntegrat|on system regression]

STRM
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STRM
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Secure Controls Framework
(SCF)
Control Description
Security Testing and Evaluation
(ST&E) plan, or similar capability;

of
Relationsh

version 2025.4_x000a_03/27/2026

SA-11 : testing/evaluation [Assignment: organization-defined Functional Equal Resilience Testing | TDA-09 vy 10

and Evaluation frequency] at [Asslgnment organlzatlon -defined depth Throughout g:r::d?;:’gsrgrscve?slfégbclgr?:g
Dradiy ution D, L
Developer Testing Requlre the developer of the system system ’ Z/Iechlanisms fe_>|§istr:c> rlequere the

~ - component, or system service to employ static code . . . evelopers of Technology Assets,

SA-11(01) St:?i(cj E‘é?jleuaA:‘;Tylsis analysis tools to identify common flaws and document Functional Equal Static Code Analysis| TDA-09.2 /Applications and/or Services 10
the results of the analysis. TAAS) to employ static code
and Evaluation | |concerning impact, environment of operations, known implement an ongoing Security
SA-11(02) Threat Modeling |or assumed threats, and acceptable risk levels];b. Functional |Intersects Withjreat Analysis & Flaw| TDA-15 [Testing and Evaluation (ST&E) 5
and Vulnerability |[Employs the following tools and methods plan, or similar process, to
L binctival: idantify and
DeveSpétASstmgTTASSigRMeRt-organization-defiretHrRifmatomn =
and Evaluation | |concerning impact, environment of operations, known ';zl—cia’_telgggielr‘:ntg;ﬁ %tgserto
SA-11(02) Threat Modeling |or assumed threats, and acceptable risk levels];b. Functional |Intersects With| Threat Modeling TDA-06.2 ensure thatgthreats tg sof’tware 5
and Vu\r}erablhty Employs the followmg tools"and metholds » and solutions are identified and
3 thearefenfyineetnedainseifaitarfirorome i
ar:gdivaelﬁzzzp I developer security and privacy assessment plans and No ygnifothable SCh
SA-11(03) Veriﬁ?:ation of the evidence produced during testing and evaluation; Functional Relationshi N/A N/A N/A 0
Assessment Plans andb Ver\fy that the |ndependent agent is provwded P
h
—etthpeiredrisisteitivedrecgplrtoritar madfiaat - -
Pond Evsluation | |code review of [Assignment; organization-defined Manual Code evelopere of Technalogy Assets
SA-11(04) M specific code] using the following processes, Functional Equal . TDA-09.7 L ' 10
anual Code procedures and/or techmques [Asslgnment Review /Applications and/or Services
Reviews " (TAAS) to employ a manual code
. |component, or system service to perform penetratlon Threat Analysis & ST TV STUpeTS dry
Developer Te_stlng testing:a. At the following level of rigor: [Assignment: " . Flaw Remediation ntegrators to c_reate and execute
SA-11(05) and Ev_aluatlon_| organization-defined breadth and depth of testingl; Functional |Intersects With During IAO-04 [a Security Testing and Evaluation 5
Penetration Testing |, gy, Under the following constraints: [Assignment: Development (STE‘E)PJE" or similar process,
Developer Testing |COMPONeNt, or system service to perform penetration Mechanisms emst to perform
~ - testing:a. At the following level of rigor: [Assignment: . . Application " application-level penetration
SA-11(05) P:::tg\éiaoll;a.ﬁ'eosr:ig organization-defined breadth and depth of testing]; Functional |intersects With Penetration Testing TDA-09.5 testing of custom-made 5
9 landb. Under the following constraints: [Assignment: [Technology Assets, Applications
. |component, or system service to perform penetration SECUTTLY, Security Testing and Evaluation
Developer Testing e h A f ) Compliance & P R
SA-11(05) and Evaluation | testln_g.a._At theﬁfollowmg Ier\]/el of r\gorl.q [Afsslgn_mer\t. Functional |Intersects With| Resilience Testing | TDA-09 (ng‘E) Iplan, or S'm”.?ir Clapﬁb'“ty’ 5
Penetration Testing organization-defined breadt and _dept o _testlng], Throughout (2) Impl lement a veri able flaw
andb. Under the following constraints: [Assignment: Naval remediation process to correct
Developer Testing component, or system service to perform penetration (4) Databases;
~ " testing:a. At the following level of rigor: [Assignment: " y Specialized - (5) Application security;
SA-11(05) Pear?:tfa\éiac:lri\a‘lpeosr;ig organization-defined breadth and depth of testing]; Functional  lintersects With Assessments 1A0-02.2 (6) Embedded technologies (e.g., 5
9 andb. Under the following constraints: [Assignment: loT, OT, etc.);
Developer Testing component, or system service to perform penetration Mechanisms exist to conduct
- testing:a. At the following level of rigor: [Assignment: : " : . penetration testing on
SA-11(05) P:nn:trEa\éiaoI?\a‘lsleos:iL organization-defined breadth and depth of testing]; Functional |intersects With| Penetration Testing| VPM-07 Technology Assets, Applications 5
9 landb. Under the following constraints: [Assignment: and/or Services (TAAS).
- SecurTty; - - -
Developer Te_stlng Require the developer of the system, system Compliance & Security Testing ?"fj Evaluatl_o'n .
~ and Evaluation | N . N o N " (ST&E) plan, or similar capability;
SA-11(06) ‘Attack Surface component, or system service to perform attack Functional |Intersects With| Resilience Testing | TDA-09 (2) Implement a verifiable flaw 5
Reviews surface reviews. nThroughout remed’i)aticn process to correct
D:x:';ﬁ;[;ﬁzﬂnf Require the developer of the system, system Attack Surface Mechanisms exist to define and
SA-11(06) ‘Attack Surface component, or system service to perform attack Functional |Intersects With| Scope VPM-01.1 |manage the scope for its attack 5
Reviews surface reviews. P surface management activities.
Deveruper Tesuy - -
- component, or system service to verify that the scope . . .
and Evaluation | . : f Mechanisms exist to define and
SA-11(07) Verify Scope of of testing a_nd evaluation provides co_mplete coverage Functional |Intersects With Attack Surface VPM-01.1 |manage the scope for its attack 5
Testing and of th}e required cont}rols‘ at the_followmg level of rigor: Scope surface management activities
Evolintiog [Assignment: organization-defined breadth and depth i
”:n:'é’\'/’:m;;o:' 'IU component, or system service to verify that the scope Co‘:;:l‘i"al::ge s Security Testing and Evaluation
~ . of testing and evaluation provides complete coverage . y o " . (ST&E) plan, or similar capability;
SA-11(07) V?:fs{iacoap:dd of the required controls at the following level of rigor: Functional _|intersects With Res_:]éegﬁeél’:jtmg TDA-09 (2) Implement a verifiable flaw 5
Ciral gf. [Assignment: organization-defined breadth and depth Daval 9 remediation process to correct
Developer Testing [Require the developer of the system, system Mechanisms exist to require the
and Evaluation | [component, or system service to employ dynamic code : Dynamic Code developers of Technology Assets,
SA-11(08) Dynamic Code [analysis tools to identify common flaws and document Functional Equal Analysis TDA-09.3 /Applications and/or Services 10
nalysis the results of the analysis. (TAAS) to employ dynamic code
u:r;’;g\t):llu;;o:']g Require the developer of the system, system No applicable SCF

~ . component, or system service to employ interactive q No control

SA-11(09) A IiIQ;fiI;arftS“eiurit application security testing tools to identify flaws and AU Relationship B2 B B v
PP Toct: Y|document the results.

SA-12 Withdrawn Functional e N/A N/A N/A 0 Withdrawn
SA-12(01) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
SA-12(02) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
SA-12(03) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
SA-12(04) Withdrawn Functional | 5. N/A N/A N/A 0 Withdrawn
SA-12(05) Withdrawn Functional | o' N/A N/A N/A 0 Withdrawn
SA-12(06) Withdrawn Functional | ;.\ N/A N/A N/A 0 Withdrawn
SA-12(07) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
SA-12(08) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
SA-12(09) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
SA-12(10) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
SA-12(11) Withdrawn Functional | o._ N/A N/A N/A 0 Withdrawn
SA-12(12) Withdrawn Functional | o._ N/A N/A N/A 0 Withdrawn
SA-12(13) Withdrawn Functional | ,_ ' N/A N/A N/A 0 Withdrawn
SA-12(14) Withdrawn Functional | ;"> N/A N/A N/A 0 Withdrawn
SA-12(15) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn

SA-13 Withdrawn Functional o N/A N/A N/A 0 Withdrawn

SA-14 Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
SA-14(01) Withdrawn Functional | 5.0 N/A N/A N/A 0 Withdrawn

CUTTYUraUUTTS USEU T UTE USVETUpTITENT ProCess, s Mechanisms exist to develop
Development Documents, manages, and ensures the integrity of Secure Software applications based on Secure
SA-15 Process, Standards, [changes to the process and/or tools used in Functional Equal Development TDA-06 Sggware Development Practices 10
and Tools development; andb Review the deve\opment process, Practices (SSDP) (SSDP) P!
L oot A tanl nficyratinn, -
ERRparint R SytehrotifRte Bk ask et A
ProEeE!:selggg?Iigf'ds metrics at the beginning of the development process; No ygnifuthable =7
SA-15(01) and Toéls | Qualit andb. Provide evidence of meeting the quality metrics | Functional Relationshi N/A N/A N/A 0
Metrics Yy [Selectlon (one or more) [Assignment: orgamzatlon— P
finad £
PI’O‘;:SVSCIE:IBHH‘Z‘B‘;US Requlre the developer of the system, system (4) Risk associated with the
~ ¢ -’ lcomponent, or system service to select and employ . Capabilities Y deficiency(ies);
SA-15(02) and ;’:gl;rtvsaeccur\ty security and privacy tracking tools for use during the Functional Equal Deficiency Tracking 1A0-05 (5) Source deficiency 10
Trmrline T. y, development process. identification/detection;
Development analysis:a. At the following decision points in the Criticality Analysis Mechanisms exist to require the
Process, Standards, [system development life cycle: [Assignment: . Y Y developer of the Technology
SA-15(03) By . 7 ! ? Functional Equal During TDA-06.1 L . 10
and Tools | organization-defined decision points in the system Development " |Asset, Application and/or Service
Criticality Analysis |development life cycle]; andb. At the following level of P (TAAS) to perform a criticality
SA-15(04) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
Development Require the developer of the system, system Mechanisms exist to develop,
~ Process, Standards, [component, or system service to reduce attack . y Secure Baseline _ document and maintain secure
SA-15(05) and Tools | Attack |surfaces to [Assignment: organization-defined Functional |intersects With Configurations CFG-02 baseline configurations for 5
Surface Reduction [thresholds]. Technology Assets, Applications
Development Require the developer of the system, system Mechanisms exist to facilitate the|
Process, Standards, |component, or system service to reduce attack : . | Secure Engineering implementation of industry-
SA-15(05) and Tools | Attack |surfaces to [Assignment: organization-defined Functional [intersects With Principles SEA-OL recognized security, compliance 5
Surface Reduction [thresholds]. and resilience practices in the
Pro‘c‘:ssm;:)a”r;z‘a‘rds Require the developer of the system, system No applicable SCF
~ H "|lcomponent, or system service to implement an explicit q No control
SA-15(06) (aiggt-\r;folsus‘ process to continuously improve the development AU Relationship B b2 B v
R process.
Process, Standards, [automated vulnerability analysis using [Assignment: No applicable SCF
and Tools | organization-defined tools];b. Determine the q No icontrol
SA-15(07) Automated exploitation potential for discovered vulnerabilities;c. (AU T Relationship B B WA g
Vulnerability Determine potential risk mitigations for delivered
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and Tools | Reuse of|

NIST SP 800-82 R3_x000a_Guide to Operational Technology (OT) Security
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component or system service to use threat modeling

STRM

Rationale

STRM
Relationship

SCF Control

Secure Controls Framework
(SCF)

Control Description

threat modelling and other

secure design techniques, to

of

Relationsh

version 2025.4_x000a_03/27/2026

SA-15(08) Threat and 222]v;aneer:'tasb|ll)\:yszgla‘lcyesse§0f|i'gpgrfrl]rr::Zrcsuyrsr;enTs Functional Equal Threat Modeling | TDA-06.2 ensure that threats to software 10
Vulnerability Some t o and solutions are identified and
SA-15(09) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
ProEee::Igfanr‘sgf'ds Require the developer of the system, system No lc\lé)ni:)orillcable g
SA-15(10) and Todls | Incident’ component, or system service to provide, implement, Functional Relationship N/A N/A N/A 0
Response Plan and test an incident response plan.
DEVETOPTITETT —[REeqUITe e UEVETUPET UT tTE Sy STETT UT Sy STETTT P
Process, Standards, [component to archive the system or component to be No y;nifoﬁhcable Sch
SA-15(11) and Tools | Archive |released or delivered together with the corresponding Functional Relationshi N/A N/A N/A 0
System or evidence supporting the final security and privacy P
o :
Process, Standards, |Require the developer of the system or system Limit Sensitive / the use of sensitive/regulated
and Tools | component to minimize the use of personally . Regulated Data In data for research, testing, or
5A-15(12) Minimize Personally identifiable information in development and test Functional Equal Testing, Training & DCH-18.2 training, in accordance with 10
Identifiable lenvironments. Research authorized, legitimate business
N EUUTTE TITE U VeToper U TITe Sy STETTT, Sy STeTT - - -
ProE::sEIgggira‘:'ds component, or system service to use [Assignment: giizfnnggselixz::z;igg‘;en
SA-15(13) and Toels | Logging’ organization-defined secure logging format] to log Functional Equal Logging Syntax |TDA-02.14 i:dustw—deﬁne% secure logging 10
Syntax Eass!gnment: °rga”!zat!°”"j92”e‘j FVE’]‘ tfyfef]ﬁt format to generate event logs for
component, or system service to provide the following Mechanisms exist to require the
g Developer-provided |training on the correct use and operation of the . Developer-Provided ~ developers of Technology Assets,
SA-16 Training implemented security and privacy functions, controls, Functional Equal Training TDA-16 /Applications and/or Services 10
and/or mechanisms: [Assignment: organ\zatlon deﬁned (TAAS) to provide training on the
——{aTTa PrIvaTy arCHtetture tTat TS arr egrar pa - -
Devae:]()dpg:saeccurlty organization’s enterprise architecture;b. Accurately Developer g:\f:lin'::nge;s;fgoﬁqu‘rAesgzss
SA-17 Architecture :nd and completely describes the required security and Functional Equal Architec_ture & TDA-05 Applicartions and/or Seng/\);es ' 10
Design privacy functlonallty, and the allocation of controls Design (TAAS) to produce a design
e :;\"d";'r;:é;my policy model descrlbmg the [Assignment: organlzatlon- No applicable SCF
. defined elements of organizational security and . No icontrol
SA-17(01) A[;g:i'ticltg;er;”a? privacy policy] to be enforced; andb. Prove that the (AU e Relationship A L W g
o 19 Madal formal policy model is internally consistent and
and Privacy component, or system service to:a. Define security- No applicable SCF
Architecture and [relevant hardware, software, and firmware; andb. : No control
SA-17(02) Design | Security- |Provide a rationale that the definition for security- Elnccopal Relationship B2 b2 Bz g
relevant relevant hardware, software, and firmware is
”:";;a“;;;:g;'"’ top-level specification is consistent with the formal No applicable SCF
~ . policy model;c. Show via informal demonstration, that : No icontrol
SA-17(03) /Br;};i'ticltl;ﬁ;';? the formal top-level specification completely covers (AU Relationship B B B v
- 9 the interfaces to security-relevant hardware, software,
DEPEIBIRMMRR Ry et @S TEaSIOTET UTAT UTE UeSTTPTVE Top-TEveT P
and Privacy specification is consistent with the formal policy No ngn?'?othable SCF
SA-17(04) Architecture and |model;c. Show via informal demonstration, that the Functional Relationshi N/A N/A N/A 0
Design | Informal |descriptive top-level specification completely covers P
c o tha intart - it ral
and Privacy structure the security-relevant hardware, software, and No applicable SCF

~ Architecture and [firmware to use a complete, conceptually simple q No control

SA-17(05) Design | protection mechanism with precisely defined FRumEiEme Relationship B2EY 2R 0 v
Conceptually semantics; andb. Internally structure the security-
e :;\'&P;'r;:é;'"y Require the developer of the system, system No applicable SCF

~ . component, or system service to structure security- . No icontrol
SA-17(06) E)Ael—;hglne\cgt:scatage relevant hardware, software, and firmware to facilitate Einctons] Relationship B e W v

testing.
&
”“"::a“;'ﬂi:é;"ly Require the developer of the system, system No applicable SCF

~ h component, or system service to structure security- : No control
SA-17(07) [;\er;h':e‘c;li:ﬁcatzge relevant hardware, software, and firmware to facilitate Etnctopal Relationship B2 b2 Bz g

9 controlling access with least privilege.
RS S Gy TDESTgTT TRSSTgTITTTE Tt DrgaTZaUoT-UeTTe T TrtTeaT P
and Privacy systems or system components] with coordinated No zlgnifo;?hcable =
SA-17(08) Architecture and |behavior to implement the following capabilities: Functional Relationshi N/A N/A N/A 0
Design | [Assignment: organization-defined capabilities, by P
o i +
e :;\'&”;'ﬂj:é;'"y Use different designs for [Assignment: organization- No applicable SCF

~ b defined critical systems or system components] to : No control

SA-17(09) %’g:i'ticltg;?n: satisfy a common set of requirements or to provide e e Relationship N2 B WA g
,,? i 9 equivalent functionality.

SA-18 Withdrawn Functional | 5.~ N/A N/A N/A 0 Withdrawn
SA-18(01) Withdrawn Functional | 5._ N/A N/A N/A 0 Withdrawn
SA-18(02) Withdrawn Functional | ;"> N/A N/A N/A 0 Withdrawn

SA-19 Withdrawn Functional | ;.\ N/A N/A N/A 0 Withdrawn
SA-19(01) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
SA-19(02) Withdrawn Functional o N/A N/A N/A 0 Withdrawn
SA-19(03) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
SA-19(04) Withdrawn Functional | 5._ 0 N/A N/A 0 Withdrawn

MTECTTATITSTITS EXTST U CUSTOTTT=
Customized Reimplement or custom develop the following critical Customized develop critical system
SA-20 Development of [system components: [Assignment: organization- Functional Equal Development of TDA-12 [components, when Commercial 10
Critical Components|defined critical system components]. Critical Components| Off The Shelf (COTS) solutions
ySTenTServIce A TS apprUpTIate atTe!
authorizations as determined by assigned Mechanlsms exlst to ensure that
Developer " P n . . Developer the developers of Technology
SA-21 Screening [Assignment: organization-defined official government | Functional Equal Screening TDA-13 Assets, Applications and/or 10
duties]; andb Satlsﬁes the fol\owmg additional Services (TAAS) have the
SA-21(01) Withdrawn Functional | ™ N/A N/A N/A 0 Withdrawn
COTITPOTTETTCS TS T TOTTgeT avaTanTe TToTT TTe UeVETopET; - -
Unsupported  |vendor, or manufacturer; orb. Provide the following Teclli:f)lljgpoﬁgets E":;J‘an:rtn;z ?r);lcsltwnglgreviggets
SA-22 System options for alternative sources for continued support Functional |Intersects With Applicatig:s and/ol" TDA-17 Appliggticns and/or Se%ces " 5 SA-22
Components for unsuppurted components [Se\ect\on (une or moLe) Services (TAAS) (TAAS) by:
ot iiRef S R e TORGleravaftEr R B AR o’ - - —
Unsupported 'vendor, or manufacturer; orb. Provide the fo\lowmg Alternate Sources m)ejsheathmsc,—etxg?—tc?n?rr:xde in
SA-22 System options for alternative sources for continued support Functional |Intersects With|  for Continued TDA-17.1 pport 5 SA-22
Components for unsupported components [Selection (one or more): Support external providers for support
P i b pp‘m" i P Aafinad PP with unsupported Technology
SA-22(01) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
augmentation; reconfiguration] on [Assignment: Technology implementation of tailored
- P organization-defined systems or system components] " . " development and acquisition
SA-23 Specialization supporting mission essential services or functions to Functional Intersects With DeXCeI%;i)srinte;rt & TDA-01 strategies, contract tools and 5
increase the trustworthiness in those systems or a procurement methods to meet
augmentation; reconfiguration] on [Assignment: Mechanisms exist to design and
~ P organization-defined systems or system components] . : Product " implement product management
SA-23 Specialization supporting mission essential services or functions to Functional Intersects With Management TDA-01.1 processes to proactively govern 5
increase the trustworthiness in those systems or the design, development and
augmentation; reconfiguration] on [Assignment: ¢ R MTECTTATTISTITS EXTST T0 CUSToTTT=
Pt y ustomized develop critical system
SA-23 Specialization 2;%22':;]:g’ry‘ﬂ'?g?::i:g:ﬁ;gig:zzgeﬁ ?5;282:?&5] Functional |Intersects With| Development of TDA-12 [components, when Commercial 5
increase the trustworthiness in those systems or Critical Components| Off The Sh?'ifCOTS) solutions
guidelines; and2. Procedures to facilitate the Publishing Security, mamtaln and disseminate
g Policy and implementation of the system and communications . y Compliance & ¥ policies, standards and g
sc-01 Procedures protection policy and the associated system and Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5 sc-01
communications protection controls;b. Designate an Documentation compliant and resilient
guidelines; and2. Procedures to facilitate the Mechanisms exist to develop,
Policy and implementation of the system and communications . Network Security govern & update procedures to
SC-01 Procedures protection policy and the associated system and Functional Subset Of Controls (NSC) NET-01 facilitate the implementation of 10 Sc-o1
communications protection controls;b. Designate an Network Security Controls (NSC).
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|
. Policy and implementation of the system and communications . Secure Engineering " implementation of industry- .
sc-01 Procedures protection policy and the associated system and Functional Subset Of Principles SEA-01 recognized security, compliance 10 sc-01
communications protection controls;b. Designate an and resilience practices in the
guidelines; and2. Procedures to facilitate the Periodic Review & Mechanisms exist to review the
g Policy and implementation of the system and communications . - | Update of Security, ¥ Security, Compliance & g
sc-o1 Procedures protection policy and the associated system and Functional Intersects With Compliance & GOv-03 Resilience Program (SCRP), 5 sc-01
communications protection controls;b. Designate an Resilience Program including policies, standards and
Separation of . PR " : PR Mechanisms exist to separate
SC-02 System and User Sepa_rate user functionality, including user |nte_rface Functional Equal Appll_catlvon SEA-03.2 |user functionality from system 10
services, from system management functionality. Partitioning

Functionality

imanagement functionality.
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: " Prevent the presentation of system management N Application : N
SC-02(01) Functionality | functionality at interfaces to non-privileged users. Functional Equal Partitioning SEA-03.2 |user functionality frjom s_ystem 10
Interfaces for Non- imanagement functionality.
iail, v-NI re
Separation of No applicable SCF
. System and User |Store state information from applications and software i No control
5C-02(02) Functionality |  |separately. (USR] Relationship A Ra N2 ®
Disassociability
security functions are restricted
Security Function N : : . : | Restrict Access To to authorized individuals and
SC-03 Isolation Isolate security functions from nonsecurity functions. Functional |Intersects With Security Functions END-16 enforce least privilege control 5
requirements for necessary job
Mechanisms exist to isolate
SC-03 Secull;‘l(tjyl/al;uor;ctlon Isolate security functions from nonsecurity functions. Functional |Intersects With| SECUII;ISI/BEIUOHHCUOH SEA-04.1 |security functions from non- 5
security functions.
SC-03(01) |sifact\:gnty| Haraare[mploy hardware separation mechanisms to Functional N N/A N/A N/A 0 conirol
Separation implement security function isolation. Relationship
;Ssicllajtrilx ﬁL;\I::CCtéZZ Isolate security functions enforcing access and No El:netz'!)oqllcable a0
SC-03(02) information flow control from nonsecurity functions Functional A q N/A N/A N/A 0
and Flow Control d f th ity functi Relationship
Functions and from other security functions.
IsS()eI;ltjiI;;y|Fl\I/IJir:1ci:1|1ci>2e Minimize the number of nonsecurity functions included No ygnifoﬁhcable a4
SC-03(03) N within the isolation boundary containing security Functional N . N/A N/A N/A 0
Nonsecurity : Relationship
Functionality functions.
Issilc:trilg)r/\ Tu‘:{;'&g Implement security functions as largely independent No ‘l;l:n?'!)oqllcable =Ch
SC-03(04) Coupling and _ |medules that maximize internal cohesiveness within Functional | ¢\ ionshi N/A N/A N/A 0
Cohssivgness modules and minimize coupling between modules. P
- R Implement security functions as a layered structure SCUTTLY TUTICTIOTTS d5°d Ty eTeu
SC-03(05) éslcaunnotny |th;§r°er<‘1 minimizing interactions between layers of the design | ¢\ 005 Equal Defense-In-Depth | pp o3 f)ter:vsgifIt:):g:’gnzjzf"t‘ﬁe":it:;agc:g:z 10
Structures and avoiding any dependence by lower layers on the (DiD) Architecture avoldln any de; endence b
functionality or correctness of higher layers. 9 any p y
5C-04 slzf;ren;astic;:ei; Prevent unauthorized and unintended information Eunctional Equal Information In SEA-05 rneacbtahr:;fl;n:de:rl\ijt ﬁmi\ﬁrétu 10
Resour{es transfer via shared system resources. a Shared Resources information transfer via shared
system resources.
SC-04(01) Withdrawn Functional | ,_ " N/A N/A N/A 0 Withdrawn
TITOTTETOTT T [FTEVETT UITa Ut ToTTZEu TTOTIITatoTT raTTSTeT Vi STTares P
Shared System [resources in accordance with [Assignment: No Elé)n?'!)oqllcable SCF
SC-04(02) Resources | organization-defined procedures] when system Functional Relationshi N/A N/A N/A 0
Multilevel or Periods| processmg expllcwtly SW|tches between dlfferent P
i )
e BRI BTt rer R - -
Denial-of-service [Assignment: organization-defined types of denial-of- 'Meesgnigésmﬁi;:éis;:oofcontrol
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority CAP-02 Technology Assets, Applications 5 SC-05
achleve the demal of- serwce objectlve [Assignment: and/or Segri//ices (TAASp)pthat are
fretpicwrRriffiesdrastialsohitrpretoenialat CapatIy pranTTg SO et
Denial-of-service [Assignment: organization-defined types of denial-of- necessary capacity for
SC-05 Protection service events]; andb. Employ the following controls to | Functional (Intersects With| Capacity Planning | CAP-03 [information processing, 5 SC-05
achleve the demal of service objective: [Assignment: telecommunications and
tretbitarRyLpfes draet Sroretdenist o Iementatio‘n of caﬁaci.t“ et
Denial-of-service [Assignment: organization-defined types of denial-of- Capacity & mapnagement controlspto e):\sure
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With Performance CAP-01 optimal system performance to 5 SC-05
?f:leve the dleyn;zl (_:)fI servlce objectlvz E[C:Is‘\tgnm‘ent Management meet expected and anticipated
TBIGWRY gefiatsorsdie ' - -
Deni : [Assignment: organization-defined types of denial-of- . . Automated _mecharjlsms exist to
g enial-of-service . . . - Denial of Service g protect against or limit the .
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With (DoS) Protection NET-02.1 effects of denial of service 5 SC-05
achieve the denial-of- serwce objectlve [Asswgnment ttacks
Aafinad -
Denial-of-service |Restrict the ability of mdmduals to Iaunch the Mechanisms exist to control
. Protection | Restrict|following denial-of-service attacks against other . . - " resource utilization of
SC-05(01) Ability to Attack |systems: [Assignment: organization-defined denial-of- Functional |intersects With| Resource Priority CAP-02 Technology Assets, Applications 5
Other Systems _[service attacks]. and/or Services (TAAS) that are
eT vice - -
Protection | Manage capacity, bandwidth, or other redundancy to :lesgf\ﬁ?és:;ﬁi;;(éis;:oofcontrol
SC-05(02) Capacity, limit the effects of information flooding denial-of- Functional |Intersects With| Resource Priority CAP-02 Technology Assets, Applications 5
Bi”i‘f\ffjh;a“d service attacks. and/or Services (TAAS) that are
= foe CapaTIty PraTTTTy S tTaT
Protection | Manage capacity, bandwidth, or other redundancy to necessary capacity for
SC-05(02) Capacity, limit the effects of information flooding denial-of- Functional |Intersects With| Capacity Planning | CAP-03 [information processing, 5
Bandwidth, and [service attacks. te\ecommunications and
DeDni;\-of,fservice TTUTCATOTS Ur UeTTar-UT=SeTVICE ataTtKs aganTss, or o Iementatlon of ca aaé‘ et
Protection | launched from, the system: [Assignment: organization- Capacity & mapna ement controlspto e):\sure
SC-05(03) Detection and defined monitoring tools]; andb. Monitor the following Functional |Intersects With| Performance CAP-01 o t\mgl system performance to 5
Monitoring system resources to determine if sufficient resources Management rr?eet expyected Snd anticipated
ick b b affactin danial af ira atbacle.
Protect the availability of resources by allocating Mechanisms exist to control
y Resource [Assignment: organization-defined resources] by . " - . resource utilization of
SC-06 Availability [Selection (one or more): priority; quota; [Assignment: Functional  Intersects With| Resource Priority CAP-02 [Technology Assets, Applications 5
organization-defined controls]]. and/or Services (TAAS) that are
UOTTETWOTKS TOT PUDITCTy aCCeESSTOTE Sy STeTT T TECTTATTTSTITS EXTST TU- TTTOTIIToT-ara
Boundar components that are [Selection (one): physically; Boundar control communications at the
SC-07 Protectio{x logically] separated from internal organizational Functional |Intersects With| Protectioﬁ NET-03 |external network boundary and 5 SC-07
networks; andc. Connect to external networks or at key internal boundaries within
+, L th n a it b )
SC-07(01) Withdrawn Functional | 5.~ N/A N/A N/A 0 Withdrawn
SC-07(02) Withdrawn Functional | o5~ N/A N/A N/A 0 Withdrawn
5C-07(03) ProteEi(:ll:)rr:dF/r\{:cess Limit the number of external network connections to Functional Equal Limit Network NET-03.1 muerﬂ?:)ae?'lzrfncsoi?j:rtezltlg;tteﬂ::al 10
Points the system. a Connections ‘" |network connections to its
[Technology Assets, Applications
souTTUETY TTITSSTOTT UT DUSTITESS TTEeUaTma Uura o Or UTat TTEET; € s
Protection | Review exceptions to the traffic flow policy External ::SircneaL'::Itec?é?ézénﬁaetlon
SC-07(04) External [Assignment: organization-defined frequency] and Functional |Intersects With| Telecommunication| NET-03.2 conﬁdentiahg/ and integrity of 5
Teleco:nmgnlcatlon remove exceptlons that are no Ionger supported by an s Services the information being
Boundary Deny network communlcatlons trafﬁc by default and Deny Traffic by firewall and router configurations
. Protection | Deny |allow network communications traffic by exception . " - to deny network traffic by default
SC-07(05) by Default — Allow |[Selection (one or more): at managed interfaces; for Functional |intersects With Traniifcaglt é‘xﬁ!oz‘ilon NET-04.1 and allow network traffic by 5
by Exception [Assignment: organization-defined systems]]. y P exception (e.g., deny all, permit
SC-07(06) Withdrawn Functional | 5.~ N/A N/A 0 Withdrawn
- - - - MTECTTATIISTITS EXTST [0 PTrEverT SpI|
SC-07(07) Prﬁ:c‘éig?‘a(ép"t f‘;e:rzgt”is;a“tti"tgg'nggge:g Liﬁggigs‘;‘;ﬁfﬁ&lﬁ;mg Functional Equal Split Tunneling | CFG-03.4 [uniose the apit tunnel s securel 10
Tunneling for  |securely provisioned using [Assignment: organization- a P 9 : ruwswoned zsm organization- 4
Remote Devices |defined safeguards]. p g 9
souTTUaTy - . — — AR fisAEtoTouTe
: Route [Assignment: organization-defined internal N
Protection | Route communications traffic] to [Assignment: organization- ) _ Rout_e Internal internal communications traffic
SC-07(08) Traffic to defined external networks] through authenticated Functional |Intersects With| Traffic to Proxy NET-18.1 [to external networks through 5
lA}uther):t\cated oroxy servers at managed interfaces. Servers organlzat}\on—approve_d proxy
Prot::t‘illljl:\rlrgoute Route [Assignment: organization-defined internal through a proxy device (e.g.,
. communications traffic] to [Assignment: organization- y . DNS & Content . Policy Enforcement Point (PEP))
SC-07(08) Au-trrzzr'\ﬁticctaied defined external networks] through authenticated Functional Intersects With Filtering NET-18 for URL content filtering and DNS 5
b, < proxy servers at managed interfaces. filtering to limit a user's ability to
Protection | Restrict|a. Detect and deny outgoing communications traffic 'c';”'”t'r':; Iéo’;%r:u;ié;:ié’r:;‘:?‘t"h:”u
SC-07(09) Threate_nlng posing a th_reat to external sysFems; a_ndb. AL.'d't the Functional |Intersects With Boundgry NET-03 |external network boundary and 5
Outgoing identity of internal users associated with denied Protection at key internal boundaries within
Communications |communications. b Y )
Protection | Restrict|a. Detect and deny outgoing communications traffic External external telecommunication
scoros) | Tealeina - loosng o heatc extertal oysieme: andh AUILIE | puncionat mrsects i Teecommicon| NeTs2 (<P hatproecste | s
Communications |communications. the information being
Boundary a. Prevent the exfiltration of information; andb. Prevent Allrjets;att;deTi;:?ﬁ;{:zdenﬁ to
SC-07(10) Protection | Prevent|Conduct exfiltration tests [Assignment: organization- Functional |Intersects With| Unauthorized NET-03.5 [Pre) . e 5
N y N " N exfiltration of sensitive/regulated
Exfiltration defined frequency]. Exfiltration

data across managed interfaces.
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SC-07(10) Protection | Prevent|Conduct exfiltration tests [Assignment: organization- Functional |Intersects With| P Data_ LOSELP NET-17 |(DLP) to protect sensitive 5
Exfiltration defined frequency]. revention ( ) information as it is stored,
i nd d
DouTTTaT - — - s -
Only allow incoming communications from N firewall and router configurations
5C-07(11) Protelcntlct;nrJIrF]{estr\ct [Assignment: organization-defined authorized sources] Functional |Intersects With g:?ayu?;rgfﬁ/xigx NET-04.1 to deny network traffic by default 5
Communlcaglons to be routed to [Assignment: organization-defined Traffic by Exception "~ |and allow network traffic by
Traff authorized destinations]. Y P! exception (e.g., deny all, permit
OIS Only allow incoming communications from TECTTATITSTITS €XTST TG MTTOToT-—arma
Protection | Restrict. . . o Fon.defi - control communications at the
SC-07(11) Incoming {Asslgnmterét.torgAam'zanon (:,Eﬁ'wd ;utthorlzlje%sogrces] Functional |Intersects With goxénd?ry NET-03 |external network boundary and 5
Communications |0 Be routed to [Assignment: organization-define rotection at key internal boundaries within
-y authorized destinations]. 1o, L
Boundary Implement [Assignment: organization-defined host- Mechanisms exist to implement
N based boundary protection mechanisms] at . Host-Based Security| underlying software separation
5C-07(12) Z?;:stggtle?ﬁ;:" [Assignment: organization-defined system Functional Equal Function Isolation END-16.1 imechanisms to facilitate security 10
components]. function isolation.
- - - UTaTE SETUTTTY TUUTS AU SUPpoTT
islation of Securityrom other nfernal System components by - Security components from ather internal
SC-07(13) Tools, Mechanisms, |implementing physically separate subnetworks with Functional Intersects With MaSnuagneeth\sent NET-06.1 f%sﬁzﬁggmpogsngia% 5
and Support managed interfaces to other components of the P 9 p
Protection | Protect . - . . components W|thm the faclllty to
5C-07(14) Against FX‘S’E?JErani?]'tn-scfrgQan‘i’zt:t?é'.fideﬁﬁii'CSLEZSZZC“""S % | Functional |Intersects witn| EQUIPMeNt Siting & | pec 1 minimize potential damage from 5
Unauthorized interfaces] . Protection physical and environmental
Physical 3 hazards and to minimize the
FTTySICAT aCTeEsS COTroT
Protectlo;rlslzrotect Protect against unauthorized physical connections at Lockable Physical mechanisms exist to protect
SC-07(14) Unal?thorlzed [Assignment: organization-defined managed Functional |Intersects With Casin ;’ PES-03.2 |system components from 5
N interfaces]. 9 unauthorized physlcal access
Physical " \
RO PrRRCPYRER RS
Protectlo;r!;mtect Protect against unauthorized physical connections at Transmission telecommunications cabling
SC-07(14) Unal?thonzed [Assignment: organization-defined managed Functional |Intersects With| Medium Securit PES-12.1 |carrying data or supporting 5
Physical interfaces]. Yy information services from
RERSATRS R etAERIAS TRsT o
P?gtuergii?| Route networked, privileged accesses through a Route Privileged route networked, privileged
SC-07(15) Networked dedicated, managed interface for purposes of access Functional Equal Network Acc?ess NET-18.3 |accesses through a dedicated, 10
Privileged Accesses control and auditing. managed |nterface for purposes
nd auditing
ouTTCaT
Protection | Prevent. . - Prevent Discovery Mechanisms exist to prevent the
SC-07(16) Discovery of Er:::i:t::see?]Its:(x:‘yao;;pii?eﬁ,—?asc);ﬁem components Functional Equal of Internal NET-03.3 |public disclosure of internal 10
System P 9 . Information network information.
BRAARTES MECTTATIISTITS EXTST TU UepToy WeD
Protection | Web Application /Application Firewalls (WAFs) to
SC-07(17) Automated Enforce adherence to protocol formats. Functional Equal Firew;)I’\J(WAF) WEB-03 [provide defense-in-depth 10
Enforcement of protection for application-specific
Deatacal bhrast
Boundary Prevent systems from entering unsecure states in the Secure Engineerin :\:Ineclt;?ésnrpasﬁz)::sotftic:];igtllrta_te they
SC-07(18) Protection | Fail |event of an operational failure of a boundary Functional |Intersects With Prlnclgp les 9 SEA-01 recri)gnized security, compyliance 5
Secure protection device. e : :
and resilience practices in the
Communication between [Assignment: organization-defined Network Access (NAC), or a similar technology,
SC-07(19) from Non- communication clients] that are independently Functional |Intersects With| Control (NAC) AST-02.5 |which is capable of detecting 5
Pagan configured by end users and external service unauthorized devices and disable
organizationally o i
P?gtuergii?| Provide the capability to dynamically isolate Dynamic Isolation & zir']ic:]boﬁn%inntﬁr:ss\’e':ieigrtnh;)eonents
SC-07(20) ) . [Assignment: organization-defined system Functional Equal Segregation NET-03.6 9 Lo A 10
Dynamic ISOIEF'OH components] from other system components. (Sandboxing) component is [solated ina f§UIt'
and Segregation : contained environment but it can
Boundary Employ boundary protection mechanisms to isolate Mechanisms exist to employ
. Protection | [Assignment: organization-defined system " Isolation of System - boundary protections to isolate
SC-07(21) Isolation of System |components] supporting [Assignment: organization- Functional Equal Components NET-03.7 [Technology Assets, Applications 10
omponents efined missions and/or business functions]. and/or er\nces that
C defined missi d/or busi fi 1 d/or Si (TAAS) th,
Protection | Separate Subnet for MTECTTATISTITS EXTST TU- MTPTETITETTT
" separate network addresses
Separate Subnets |Implement separate network addresses to connect to . " Connecting to :
5C-07(22) for Connecting to |systems in different security domains. Functional |intersects With Different Security NET-03.8 (ci.ngrlvle(iltﬁtirzn;tseurgzei!rssc)iitf?erent B
Different Security Domains i ol YS!
DoUTTUaTy A
. ! No applicable SCF
Protection | Disable|.
5C-07(23) Sender Feedback |01some feedback to senders on protocol format Functional | pootio N/A N/A N/A o [
on Protoco\ ! P
£
SRS et ETETITETITS UT PETSUTTaTTy TUeTUTaoTe TTOTTTarroTT: - -
Protection | [Assignment: organization-defined processing rules];b. m:tw;r;_sggzezx'sfotcoezgzly rules
SC-07(24) Personally Monitor for permitted processing at the external Functional Equal Personal Data (PD) | NET-03.4 to data e\ementps of Persognal 10
Identifiable mterfaces to the system and at key internal boundanes Data (PD)
n prohiEtE et CoRfet i P RER TR —
S;octlzggi%necll organization-defined unclassified national security Interconnection f_\nger;z'gsentt;a(tl%ﬁ?&;;ﬁ;“}f;
SC-07(25) National Security system] to an external network without the use of Functional |Intersects With| Security NET-05 each inte’rconnect\on' ' 5
System [Asslgnment organization-defined boundary protection Agreements (ISAs) (1) Interface characteristics;
poHTIETy Prohlblt the direct connection of a classified national /Agreements (ISAs), or similar
Protection | Interconnectlon !
. . . security system to an external network without the use . y - methods, that document, for
SC-07(26) Classified National of [Assignment: organization-defined boundary Functional |Intersects With| Security NET-05 each interconnection: 5
Securlty System protection device]. Agreements (ISAs) (1) Interface characteristics;
FTOTIOTC UTE UTreTt COTTETToTT UT [ASSTgTITTETTC: - - —
S lraanzato cefined uncocad non naere secure
SC-07(27) national Security system] to an external network without the use of Functional Equal Connect?lons NET-05.1 w);thout the use of an 10
System LAssggn]ment: organization-defined boundary protection organization-defined boundary
Boundary Mechanisms exist to prohibit, or
. Protection | Prohibit the direct connection of [Assignment: . Direct Internet g strictly-control, Internet access .
5C-07(28) Connections to  |organization-defined system] to a public network. Functional Equal Access Restrictions NET-06.5 from sensitive/regulated data 10 SC-07(28)
Public Networks enclaves (secure zones).
Boundary TTPTETITETTT [SETeTUUTT {UTTe - PITy STCany; TogreanyT
Protection | separate subnetworks to isolate the following critical Cloud Infrastructure| Mechanisms exist to host
SC-07(29) Separate Subnets |SYStem components and functions: [Assignment: Functional |Intersects With| Security Subnet CLD-03 [security-specific technologies in 5 SC-07(29)
to ISoIate Functions organization-defined critical system components and Yy a dedicated subnet.
Boundan fHRS T rserectomTUTET Py STCaTTy; TogTCaTy T TSUTATE SETUTTTY TUUTS aTmu-SUppoTT
Protectior¥| separate subnetworks to isolate the following critical Security components from other internal
SC-07(29) Separate Subnets system components and functions: [Assignment: Functional |Intersects With Management NET-06.1 [system components by 5
to Isolate Functions organlzat‘lon -defined critical system components and Subnets LTELement\ng separate B
HRFERRSTrerectorToTe T prysTcany; Togreay T R HRRARRGReeTT
P?gtuergiil:{l separate subnetworks to isolate the following critical Se?gi;i;‘:r?ni; for separate network addresses
SC-07(29) Separate Subnets system components and functions: [Assignment: Functional |Intersects With Different Segurlty NET-03.8 |(e.g., different subnets) to 5
to Isolate Functions ?rgaplzat‘lon—deﬁned critical system components and Domains conneft to sys_tems in different
Transmission " . ) P . Cryptographic mechanisms exist
SC-08 Confidentiality and ;rtogefit t?zf[tsrealr?scr:;?trge(gl?:fg:rrrraﬁirs;' confidentiality; Functional |Intersects With C-rorifr'llzre“r:ilsalﬁtn CRY-03 |to protect the confidentiality of 5
Integrity grity. : Y data being transmitted.
Transmission . . y P . Cryptographic mechanisms exist
SC-08 Confidentiality and iPnrtoeterCit t]hif[tsrzlsgrtr:?tr;e(g'?:fgrrrrraﬂ—gg. confidentiality; Functional |Intersects With Tr?rr]\tsem:jtslon CRY-04 |to protect the integrity of data 5
Integrity grity. . grity being transmitted.
TTaTTSTTITSSTOTT - - - CTyPTUgrapTiC TTETITaSTITS EXTST
A " Implement cryptographic mechanisms to [Selection N
SC-08(01) Cunf:gte:é:'?tl;t)[ and (one or more): prevent unauthorized disclosure of Functional |Intersects With| Alternate Physical CRY-01.1 Ei?sg:'s;lue:et:fni?]l;g?rzr;?oi asan 5
Cryptographic L?;‘;;T:iiﬁ;;demd changes to information] during Protection alternative to physical
TS S ent c;yptcgraphic mechanisms to [Selection FREEALASH TS ExTST o TaTmTaTeTTE
Conﬁdentlghty and (one or more): prevent unauthorized disclosure of ) ' Use of . |mplem‘entat|on of cryptographlc
SC-08(01) Integrity | information: d‘etect changes to information] during Functional |Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Crgftfgrgphlc transmission. Controls public stangards aLnd ‘trusted
TSRS SR - - -
Implement cryptographic mechanisms to [Selection . " :
Conﬁdentlgllty and (or?e or more])fppre%elgt unauthorized discIE)sure of . y Transmission Cryptographic mec_hanls_m_s exist
SC-08(01) Integrity | information; detect changes to information] durin Functional |Intersects With| Confidentialit CRY-03 [to protect the confidentiality of 5
Cryptographic transmission 9 9 4 data being transmitted.
TTansmsSyorT - [CTYyPTUgTapTITC TITETTTarsSITTS EXTST
Confidentiality and [Maintain the [Selection (one or more): confidentiality; Pre/Post to ensure the confidentiality and
SC-08(02) Integrity | Pre- and [integrity] of information during preparation for Functional |Intersects With| Transmission CRY-01.3 |integrity of information during 5
Post-transmission |transmission and during reception. Handling

preparation for transmission and
o >

Secure Controls Framework (SCF)

350f 45



Set Theory Relationship Mapping (STRM)

FDE Name

a o
Confidentiality and

NIST SP 800-82 R3_x000a_Guide to Operational Technology (OT) Security

Focal Document Element (FDE) Description

STRM
Rationale

STRM
Relationship

SCF Control

Secure Controls Framework

(SCF)
Control Description
a S B raTtate

of

Relationsh

version 2025.4_x000a_03/27/2026

Maintain the [Selection (one or more): confidentiality; Use of implementation of cryptographic
SC-08(02) Integrity | Pre- and [integrity] of information during preparation for Functional |Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Post-transmission [transmission and during reception. Controls public standards and trusted
Ll hi hoalaai
e R
Confidentiality and [Maintain the [Selection (one or more): confidentiality; Mechanisms exist to restrict the
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional |Intersects With| Media Use DCH-10 |use of types of digital media on 5
Post-transmission [transmission and during reception. systems or system components.
Confidentiality and |Implement cryptographic mechanisms to protect Mechanisms exist to protect the
. Integrity | message externals unless otherwise protected by . Electronic x confidentiality, integrity and
5C-08(03) Cryptographic  |[Assignment: organization-defined alternative physical Functional Equal Messaging NET-13 availability of electronic 10
Protection for controls]. messaging communications.
TTaTTSITITSSTOTT - -
A L Implement cryptographic mechanisms to conceal or . .
Conﬁd_entlallty and randomize communication patterns unless otherwise . Concea_l / Cryptographic mecha_nlsms exist
SC-08(04) Integrity | Conceal rotected by [Assignment: organization-defined Functional Equal Randomize CRY-01.4 [to conceal or randomize 10
or Randomize thernative ghysicagl contrc;\s]g Communications communication patterns.
- it .
Transmission Implement [Assignment: organization-defined No applicable SCF
. Confidentiality and [protected distribution system] to [Selection (one or . No control
SC-08(05) Integrity | Protected|more): prevent unauthorized disclosure of information; (AU ] Relationship B b W v
Distribution System |[detect changes to information] during transmission.
SC-09 Withdrawn Functional | N/A N/A N/A 0 Withdrawn
Terminate the network connection associated with a 'n':tw:r'l'(' c”olnnceclt\;:]s?'t'rl\g:?d
: communications session at the end of the session or : Network Connection N
SC-10 Network Disconnect| : A b N : N Functional Equal P NET-07 |of a session or after an 10
ianf;i;‘gll;\tsys\gnment. organization-defined time period] of Termination organization-defined time period
COTTITTUTTCaTTOTTS DETWEeTT UTE USET aTTa TTe TrusTet RidEratHiis exTsToestaDTSTa
components of the system; andb. Permit users to trusted communications path
SC-11 Trusted Path invoke the trusted communications path for Functional Equal Trusted Path END-09 |between the user and the 10
communications between the user and the following security functions of the
it £ +i, f th -+ incl i {3 i -+
Trusted Path | |[irrefutably distinguishable from other communications No applicable SCF
Irrefutable paths; andb. Initiate the trusted communications path . No icontrol
SC-11(01) Communications [for communications between the [Assignment: (AU e Relationship A L W g
Path organization-defined security functions] of the system
Cryptographic key [CYPOgTaphy is employed within the system in implement an internal Public Ke
ryptograp Y laccordance with the following key management . . Public Key P X Y
SC-12 Establishment and " N ) N P N Functional |Intersects With| CRY-08 |Infrastructure (PKI) infrastructure 5 SC-12
Management requirements: [Assignment: organization-defined Infrastructure (PKI) or obtain PKI services from
9 requirements for key generation, distribution, storage, ranutahla DY cans il
Cryptographic Key Mechanisms exist to ensure the
~ Establishment and [Maintain availability of information in the event of the . Cryptographic Key o availability of information in the
SC-12(01) Management | |loss of cryptographic keys by users. Functional Equal Loss or Change CRY-09.3 event of the loss of cryptographic| 10
Availability keys by individual users.
Cryptographic Key [Produce, control, and distribute symmetric :;‘::;;Lt'ﬁ'c' :&1;3;;:;;:';:;:'
~ Establishment and |cryptographic keys using [Selection (one): NIST FIPS- . . g H A
SC-12(02) Management | |validated; NSA-approved] key management technology Functional Equal Symmetric Keys | CRY-09.1 gslng ngersatl InLorn;atlgIr;S 10
Symmetric Keys |and processes. rocessmgb andards ( -
- GPPTOVEU KEY MTalTageTTeTt TETUTogy aTu PTUCESSES; - o
gg;;ﬂg;?ﬁ:'ﬁ gﬁg prepositioned keying material; DoD-approved or DoD- iiyr:g'?:ge'iaﬁr%@;?g{:%: keys
SC-12(03) Management | issued Medium Assurance PKI certificates; DoD- Functional Equal Asymmetric Keys | CRY-09.2 Processing Standards (FIPS)- 10
Asymmetric Keys E,EF“’"Q.", or DDD;ESLUEdJ Medium t!irrd\:vaJeHAsrs’iJrfance compliant key management
SC-12(04) Withdrawn Functional s N/A N/A N/A 0 Withdrawn
SC-12(05) Withdrawn Functional o N/A N/A N/A 0 Withdrawn
CTyprograpic Key n
Establishment and |Maintain physical control of cryptographic keys when No ?gnifoﬁhcable a0
SC-12(06) Management | |stored information is encrypted by external service Functional Relationshi N/A N/A N/A 0
Physical Control of |providers. P
v
cryptographic uses]; andb. Implement the following c . .
. h Iy " tographic mechanisms exist
. Cryptographic  |types of cryptography required for each specified . .. | Encrypting Data At g ryp! . g
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional Intersects With Rest CRY-05 ;?SE[::ljelr‘et:fng:f:ng’:gt 5 SC-13
types of cryptography for each specified cryptographic .
cryptographic uses]; andb. Implement the following (TECTIATIISITTS EXTST T duuress e
. h i y exporting of cryptographic
SC-13 Cryptographic  [types of cryptogralphy r_equlred for each sp_eclﬁed_ Functional |Intersects With Export-Controlled CRY-01.2 [technologies in compliance with 5 SC-13
Protection cryptographic use: [Assignment: organization-defined Cryptography relevant statutory and regulaton
types of cryptography for each specified cryptographic i caraand: Y 9 Yy
cryptographic uses]; andb. Implement the following TS TTGTIISTITS EXTST TO TaeTeate tre
sc13 Cryptographic  [types of cryptography required for each specified Functional I with| ¢ Use of i CRY-01 implementation oflcryp_togll;aphlc s sc13
- Protection cryptographic use: [Assignment: organization-defined unctiona ntersects Witl rygtogra‘p i h pr%tlgcntonsdcogtro sdutslngt gown -
types of cryptography for each specified cryptographic ontrols public standards and truste
SC-13(01) Withdrawn Functional | ,_ " N/A N/A N/A 0 Withdrawn
SC-13(02) Withdrawn Functional it N/A N/A N/A 0 Withdrawn
SC-13(03) Withdrawn Functional ot N/A N/A N/A 0 Withdrawn
SC-13(04) Withdrawn Functional o N/A N/A N/A 0 Withdrawn
SC-14 Withdrawn Functional it N/A N/A N/A 0 Withdrawn
Collaborative computing devices and applications with the following collaborative computing devices
. N N exceptions: [Assignment: organization-defined . " Collaborative ~ with the following exceptions: .
SC-15 anmdp:tmﬁclga\élncses exceptions where remote activation is to be allowed]; Functional |Intersects With Computing Devices END-14 (1) Networked whiteboards; 5 SC-15
PP andb. Provide an explicit indication of use to users (2) Video teleconference
ComEDUTaTVE - - -
Computing Devices |Provide [Selection (one or more): physical; logical] Collaborative \fv?y:E}:J;aft(;\l/livﬁ)nmpefclggt?:r\:;es
SC-15(01) and Applications | |disconnect of collaborative computing devices in a Functional |Intersects With Computing Devices END-14 (1) Networked w%itebo:rds " 5
Phy's\lcal or Logical [manner that supports ease of use. (2) Video teleconference
SC-15(02) Withdrawn Functional | ,_ ™ N/A N/A N/A 0 Withdrawn
Computing Devices |Disable or remove collaborative computing devices Disabling / Removal Mechanisms exist to disable or
~ and Applications | |and applications from [Assignment: organization- : ~ remove collaborative computing
5C-15(03) Disabling and defined systems or system components] in Functional Equal In Se;lrjergsWork END-14.1 devices from critical systems and 10
Removal in Secure |[Assignment: organization-defined secure work areas]. secure work areas.
CoNaDUTatve - -
Computing Devices |Provide an explicit indication of current participants in Explicitly Indicate Af;ei'g:t:: Qeﬁzir}fé‘;‘;?xt;fo
SC-15(04) and Applications | |[Assignment: organization-defined online meetings and| Functional Equal s P ¢ Py ticipant: END-14.2 [P >XP B li 10
Explicitly Indicate |teleconferences]. urrent Participants, currept participants in online
o " ioi meetings and teleconferences.
Transmission of [Associate [Assignment: organization-defined security grabr:r;ne‘ziﬁp O&f .I}/Ieecchhna:lL)smsAesélesttstoAass”occa\;toens
SC-16 Security and and privacy attributes] with information exchanged Functional |Intersects With| Déta Protect\{on CRY-10 and/or Segri//ices (TAAg)psecurit 5
Privacy Attributes |between systems and between system components. 4 N N Yy
Attributes attributes with information
TTATTSTITSSTOTTOT
Security and : . N . . N . Cryptographic mechanisms exist
SC-16(01) Privacy Attributes | Verl_fy the integrity of transmitted security and privacy Functional |Intersects With Transmission CRY-04 [to protect the integrity of data 5
. attributes. Integrity H .
Integrity being transmitted.
”Sae”chyllrli‘ty g | Transmission of Mechanisms exist to associate
~ . h \Verify the integrity of transmitted security and privacy . " Cybersecurity & . Technology Assets, Applications
SC-16(01) Prlva?r):t:ttrriltbutes I attributes. Functional Intersects With Data Protection CRY-10 and/or Services (TAAS) security 5
tegrity Attributes attributes with information
"é’e"c’&'r'i‘t’;':r']'d”' Irgplement afnti-s;;o‘oﬁ:g me}::hanisms to pregent N No apqlicable SCF
g . . adversaries from falsifying the security attributes 3 o icontrol
5C-16(02) PrlvAac)_/ Attrlb_utes I indicating the successful application of the security Encons] Relationship b2 b2 DA ©
nti-spoofing
N process.
TTan: TOTTOT i
Security and Implement [Assignment: organization-defined No Elgniforillcable e
SC-16(03) Privacy Attributes | |[mechanisms or techniques] to bind security and Functional Relationshi N/A N/A N/A 0
Cryptographic  |privacy attributes to transmitted information. P
Rindi
——— — - - - MTETITATITSTITS EXTST U SETuTeTy
rublc Koy [oSPTEeCe GeTed CoUca Ty o obay UBTc
Se-17 Incf;artsitﬁljlclacg;e andb. Include only approved trust anchors in trust Functional  lintersects With Infrastructure (PKI) CRY-08 I;froabsttar%c;%es(ezsil'):\er;f?osgucture 5
stores or certificate stores managed by the tahla DY : il
a. Define acceptable and unacceptable mobile code . .
sc.18 Mobi and mobile code technologies; andb. Authorize, : " . Mechamsms exist toladdress
- obile Code monitor, and control the use of mobile code within the Functional |Intersects With Mobile Code END-10 |mobile code / operating system- 5
system ' independent applications.
TTODTECoTe T - -
Identify Identify [Assignment: organization-defined Vulnerability yjizigtljsimise:ﬂ?; tc;oenes::re that
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional |Intersects With| Remediation VPM-02 identified, tracked gndp y 5
organization-defined corrective actions]. Process !

and Take Corrective,
L

remediated.
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Rationale Relationship Control Description Relag‘onsh
Identify Identify [Assignment: organization-defined Mechanisms exist to address
SC-18(01) Unacceptable Code [unacceptable mobile code] and take [Assignment: Functional |Intersects With Mobile Code END-10 |mobile code / operating system- 5
and Take Correctivelorganization-defined corrective actions]. independent applications.
TroBRERRS e Continuous N TECITATITSTITS EXTSTTU-aUuTesS TTEW,
Identify Identify [Assignment: organization-defined Vulnerabilit threats and vulnerabilities on an
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional |Intersects With| Remediatiox VPM-04 |ongoing basis and ensure assets 5
and Take Correctivelorganization-defined corrective actions]. Activiti are protected against known
Aeti ctivities Py
Mobile Code | \Verify that the acquisition, development, and use of Mechanisms exist to protect
~ Acquisition, mobile code to be deployed in the system meets . .. | Software Licensing g Intellectual Property (IP) rights
5C-18(02) Development, and |[Assignment: organization-defined mobile code Functional Intersects With Restrictions AST-02.7 with software licensing 5
Use requirements]. restrictions.
Mobile Code |  |Verify that the acquisition, development, and use of . .
i ; N Mechanisms exist to address
X Acquisition, mobile code to be deployed in the system meets . " ~ . . ~
SC-18(02) Development, and |[Assignment: organization-defined mobile code Functional |Intersects With Mobile Code END-10 ir:gg|Izncg::t/aope‘:ircaattlir;gnssystem 5
Use requirements]. P PP .
Mobile Code | through a proxy device (e.g.,
~ Prevent Prevent the download and execution of [Assignment: " . DNS & Content x Policy Enforcement Point (PEP))
SC-18(03) Downloading and |organization-defined unacceptable mobile code]. Functional |intersects With Filtering NET-18 for URL content filtering and DNS 5
Execution filtering to limit a user's ability to
Mobile Code | . .
. . Mechanisms exist to address
Prevent Prevent the download and execution of [Assignment: : " . . A
SC-18(03) Downloading and |organization-defined unacceptable mobile code]. Functional |Intersects With Mobile Code END-10 _mgblle cgdet/ opf_rat;pg system- 5
Execution independent applications.
" Prevent the automatic execution of mobile code in : "
Mobile Code | . |[Assignment: organization-defined software " . Mechanlsms exist to_address
SC-18(04) Prevent Aut_omatlc applications] and enforce [Assignment: organization- Functional |Intersects With| Mobile Code END-10 _moblle code / ope_ratlpg system- 5
Execution defined actions] prior to executing the code. independent applications.
- - - - TECTTATITSTITS EXTST U EXPITCTy
MobileCae | —Prevent he auematc xciion of b code o aowit Tt oo
SC-18(04) Prevent Automatic = : . ) - Functional |Intersects With Mo CFG-03.3 |block (denylist / blacklist) 5
Execution app_llcatlong] and e_nforce [Asslg_nment. organization- Deny Applications applications that are authorized
defined actions] prior to executing the code. N £ t,
Mobile Code | Allow No applicable SCF
Execution Only in [Allow execution of permitted mobile code only in q No control
SC-18(05) Confined confined virtual machine environments. Bunctonal Relationship B2 b2 0 g
Environments
SC-19 Withdrawn Functional e N/A N/A N/A 0 Withdrawn
Secure B o - -
in response to external name/address resolution . Domain Name Service (DNS)
Name/address : . P Domain Name I :
. - : queries; andb. Provide the means to indicate the " . N - resolution is designed, X
SC-20 Re(s:lzléﬁlg;i\tgg\r/\gce security status of child zones and (if the child supports Functional |intersects With SeRrg:)Tu(tliDOmS) NET-10 implemented and managed to 5 SC-20
) secure resolution services) to enable verification of a protect the security of name /
SC-20(01) Withdrawn Functional | ,_ /" N/A N/A N/A 0 Withdrawn
Name/address Domain Name Domain Name Service (DNS)
.~ Resolution Service |Provide data origin and integrity protection artifacts for . " : - resolution is designed,
SC-20(02) (authoritative  |internal name/address resolution queries. Functional |intersects With Si’;’;%?u(t?oms) NET-10 implemented and managed to 5
Source) | Data protect the security of name /
s saapess [SEUER a0 peror data rgn auenteato and P A
- > |data integrity verification on the name/address : h N ntegrity h
SC-21 Resolution Service N ) Functional Equal Service (Recursive | NET-10.2 [Domain Name Service (DNS) 10 SC-21
(recursive or reso\ut_lon responses the system receives from or Caching resolution responses received
Cachina D 1. |authoritative sources. I fram antharitati e whan
SC-21(01) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
Architecture and |Ensure the systems that collectively provide Architecture & systems that collectively provide
. Provisioning for [name/address resolution service for an organization . Provisioning for . Domain Name Service (DNS) .
sC-22 Name/address |are fault-tolerant and implement internal and external Functional Equal Name / Address NET-10.1 resolution service are fault- 10 SC-22
Resolution Service |role separation. Resolution Service tolerant and implement
Session Mechanisms exist to protect the
SC-23 Authenticit Protect the authenticity of communications sessions. Functional Equal Session Integrity NET-09 |authenticity and integrity of 10
4 communications sessions.
Session /Automated mechanisms exist to
. Authenticity | Invalidate session identifiers upon user logout or other . Invalidate Session g invalidate session identifiers
5C-23(01) Invalidate Session |session termination. Functional Equal Identifiers at Logout]| NET-09.1 upon user logout or other session 10
Identifiers at Logout| termination.
SC-23(02) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
SESSIoTT - - = - - -
P Generate a unique session identifier for each session . /Automated mechanisms exist to
5C-23(03) Uﬁ?tﬂggtlcslgn‘]_ with [Assignment: organization-defined randomness Functional Equal Gg:g:teezyé:';?&n NET-09.2 generate and recognize unique 10
ene?'atedySession requirements] and recognize only session identifiers a \dentifiers '“ |session identifiers for each
9 i that are system-generated. session.
SC-23(04) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
oty | |onty alow e use o sinment arganization
SC-23(05) Allowed Certif}i/cate defined certificate authorities] for verification of the Functional Equal Authorities CRY-11 (CAs) to facilitate the 10
Authorities establishment of protected sessions. establishment of protected
Y STETTT STaTeT TOT UTe TONUWITY TamUTeS OTT TTe TITaTCateT systems to fail to an
L compgnents wh|!e preserving [Assllgnment.‘ . . . . organization-defined known-state
SC-24 Fail in Known State |organization-defined system state information] in Functional |Intersects With Fail Secure SEA-07.2 for types of failures, preserving 5
fafllure; Ei\sfslighrll:nentri list ofvorg.anlz’?t\‘?n-geﬁn?dniypes system state information in
Employ minimal functionality and information storage mgchanlsms exist to _co_nﬁgure
: " N . ) . . in nodes to have minimal
SC-25 Thin Nodes on the following system components: [Assignment: Functional Equal Thin Nodes END-11 functionality and information 10
organization-defined system components]. Yy
storage.
Include components within organizational systems honeypots that are specifically
. specifically designed to be the target of malicious . ~ designed to be the target of
SC-26 Decoys attacks for detecting, deflecting, and analyzing such Functional Equal Honeypots SEA-11 malicious attacks for the purpose 10
attacks. of detecting, deflecting and
SC-26(01) Withdrawn Functional | 5.~ N/A N/A N/A 0 Withdrawn
- Include within organizational systems the following . .
. Platform platform independent applications: [Assignment: . . Mechanlsms exist to _address
SC-27 independent ization-defined platf d dent Functional Equal Mobile Code END-10 |mobile code / operating system- 10
Applications organization-defined platform-independen independent applications.
applications].
Protect the [Selection (one or more): confidentiality; Mechanisms exist to protect the
Protection of N - S o ) ! . ... | Endpoint Protection confidentiality, integrity,
SC-28 Information at Rest integrity] of the following information at rest: Functional |Intersects With Measures END-02 availability and safety of 5
[Assignment: organization-defined information at rest]. endpoint devices.
. Protect the [Selection (one or more): confidentiality; . Cryptographic mechanisms exist
SC-28 Info')r:‘g;eticc;ogtoéest integrity] of the following information at rest: Functional |Intersects With| Encrypt'lar;gstData At CRY-05 |to prevent unauthorized 5
[Assignment: organization-defined information at rest]. disclosure of data at rest.
Protection of [TTTPTETTTENT CryprograpTITC TITETITATTSTITS T PrEverTT Cryptographic mechanisms exist
Information at Rest unauthorlzed dlscl_osure and modlﬁcgtlon of Fhe . " Cryptographic to prevent the unauthorized
SC-28(01) | Cryptographic follow_mg }nformgtlun at rest on [Assignment: . Functional |Intersects With Protection BCD-11.4 disclosure and/or modification of 5
Protection ?rga_mzanon—deﬁneq sy;terg if)mgqnents or m‘ed|a]: backup information.
Protection of [MTPrEERHASERG apHR eC Aot prevem
Information at Rest unauthorized disclosure and modification of the Encrypting Data At Cryptographic mechanisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With| yP Regst CRY-05 |[to prevent unauthorized 5
Pyp grap organization-defined system components or medial: disclosure of data at rest.
rotection rAocs nbion dafinad i ol
Protection of  [REMERCHASERITapHR THEHRASHES T prerdm - -
Information at Rest unauthorized disclosure and modification of the Transmission Cryptographic mechanisms exist
SC-28(01) N following information at rest on [Assignment: Functional |Intersects With CRY-04 [to protect the integrity of data 5
| Cryptographic Py fi . Integrity K -
Protection orgavnlzatlon-de neq system components or media]: being transmitted.
[ Aafinad 1
Protection of |MTPTEIMEAR ARG PR e RATiSiS 1 prevem [CTYPrOgTapTITC TITETITaTTSTITS EATST
Information at Rest unauthorized disclosure and modification of the Encrypting Data In to protect the confidentiality and
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With| Strgrpa egMedia DCH-07.2 |integrity of information stored on 5
;yp grap organization-defined system components or medial: 9 digital media during transport
rotection han P ianl teida af >
Protection of Remove the following information from online storage gggs:::l?i?/teaitfrgfrpli?\':%easgzrcaugrz
SC-28(02) Information at Rest [and store offline in a secure location: [Assignment: Functional |Intersects With| Offline Storage CRY-05.2 location until it can be disposed 5
| Offline Storage |organization-defined information]. of according to data retention
Protection of Remove the following information from online storage :lecir;zrrllsrgasci)ss;toofzraetaate
SC-28(02) Information at Rest |and store offline in a secure location: [Assignment: Functional |Intersects With| Data Backups BCD-11 9 P: ! 5
| Offline Storage |organization-defined information] software and/or system images,
3 as well as verify the integrity of
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SC-28(03) ) [Selection (one): [Assignment: organization-defined Functional Equal CRY-09 |controls to protect the 10
I Crypé:sgaphlc safeguards]; hardware-protected key store]. Management confidentiality, integrity and
i ili f kouis
Employ a diverse set of information technologies for :ws?en: c;%u‘oL:gHt';Utlgg:j:du':é
" the following system components in the " St P "
SC-29 Heterogeneity implementation of the system: [Assignment: Functional Equal Heterogeneity SEA-13 [the impact _of technical 10
organization-defined system components]. xu!ngralbélltlgs fron: 319 safmf
. Employ virtualization techniques to support the PISNTIETITTS SASE 1D e
Heterogeneity | " - . s virtualization techniques to
SC-29(01) Virtualization ::g:%’aﬂsgg f'::ti'l‘,’eeLﬂz\ggsﬁ::ti;?r:gﬁ,ems and Functional Equal V{Zﬁﬁgf;&éﬂ" SEA-13.1 [support the employment of a 10
Techniques organization-defined frequencyl. dlv'?rslty_of operating systems
techniques for [Assignment: organization-defined Mechanisms exist to utilize
. Concealment and |systems] at [Assignment: organization-defined time . " Concealment & - concealment and misdirection
SC-30 Misdirection periods] to confuse and mislead adversaries: Functional Intersects With Misdirection SEA-14 techniques for Technology 5
[Assignment: organization-defined concealment and /Assets, Applications and/or
SC-30(01) Withdrawn Functional Yo N/A N/A N/A 0 Withdrawn
Concealment and |Employ [Assignment: organization-defined techniques] ﬁ]ﬁ&g?ua::?awsgp:n”éz?;fg'St to
SC-30(02) Misdirection |  [to introduce randomness into organizational operations| Functional Equal Randomness SEA-14.1 h N 10
Randomness and assets. organizational operations and
3 assets.
\‘U':/;;‘Sclj?;:'ctt:gﬂﬂll ™ |Change the location of [Assignment: organization- /Automated mechanisms exist to
. defined processing and/or storage] [Selection (one): : Change Processing = change the location of
5C-30(03) Change Processing [Assignment: organization-defined time frequency]; at Functional Equal & Storage Locations| SEA-14.2 processing and/or storage at 10
and Storage A = on
L : random time intervals]. random time intervals.
Concealment and - . A . Mechanisms exist to utilize
Misdirection | Emp_loy I‘Ea|I.StIC, bu; m'.SIESd”!g information in . " Concealment & concealment and misdirection
SC-30(04) Misleading [Assignment: orgamzatlon-dgﬁned system Functional |Intersects With Misdirection SEA-14 techniques for Technology 5
Information components] about its security state or posture. Assets, Applications and/or
SO ST S I Employ the following techniques to hide or conceal Mechanisms exist to utilize
5C-30(05) CZ':;Z:];USZZ Lf [Assignment: organization-defined system Functional |Intersects With Concealment & SEA-14 concealment and misdirection 5
System components]: [Assignment: organization-defined Misdirection techniques for Technology
o 4 techniques]. Assets, Applications and/or
@ FETTUTTIT d COVETT CITaTmTET aTTaTy STS TU TUeTTaTy Truse Covert channel analysis to
aspects of communications within the system that are h A
SC-31 Covert Chcfmnel potential avenues for covert [Selection (one or more): Functional Equal Covert Chgnnel MON-15 dentify a_spe_cts of 10
Analysis storage: timing] channels; andb. Estimate the Analysis communications that are
i,‘-l,;m o e £ th n potential avenues for covert
Covert Channel No applicable SCF
. Analysis | Test  [Test a subset of the identified covert channels to . No control
SC-31(01) Covert Channels for|determine the channels that are exploitable. (AU Relationship B B B v
Exploitability
Covert Channel |Reduce the maximum bandwidth for identified covert No Elé)n?'!)oqllcable S(dF
SC-31(02) Analysis | Maximum|[Selection (one or more): storage; timing] channels to Functional Relationshi N/A N/A N/A 0
Bandwidth [Assignment: organization-defined values]. P
CoverTTTTaTTeT -
Analysis | Measure |[Measure the bandwidth of [Assignment: organization- No Elgniforillcable g
SC-31(03) Bandwidth in defined subset of identified covert channels] in the Functional Relationshi N/A N/A N/A 0
Operational operational environment of the system. P
defined system components] residing in separate Mechanisms exist to partition
sc:32|system Parttioning e 0 Y o Aseianment: erganisation. | FUnctional | Equal |System partitoning | SeA-03.1 [YSETRN INFIIGCTATECE | 10
defined circumstances for physical or logical environments.
System Partitioning No applicable SCF
| Separate Physical |Partition privileged functions into separate physical 3 No control
sc-32(01) Domains for domains. Etnctopal Relationship B2 b2 Bz g
Privileged Functions
SC-33 Withdrawn Functional it N/A N/A N/A 0 Withdrawn
Non-modifiable components], load and execute:a. The operating Non-Modifiable modifiable executable programs
environment from hardware-enforced, read-only . that load and execute the
SC-34 E;;Cl:_t:rgl: media; andb. The following applications from Functional Equal E;ricf_taislse SEA-16 operating environment and 10
9 hardware-enforced, read-only media: [Assignment: 9 applications from hardware-
NO&;?J‘:;T)?EIE Employ [Assignment: organization-defined system No L‘é’niﬁ)ﬁhcable SCh
SC-34(01) Programs | No components] with no writeable storage that is Functional Relationshi N/A N/A N/A 0
rog persistent across component restart or power on/off. P
Writable Storage
OTrTIToATEoTe . - . ) ) No applicable SCF
Executable Protect the integrity of information prior to storage on No Eertersi
SC-34(02) Programs | Integrity|read-only media and control the media after such Functional Relationshi N/A N/A N/A 0
Protection on Read- |information has been recorded onto the media. P
nly Madi.
SC-34(03) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
TECTT eXTST U utmZe
External Malicious Include system components that proactively seek to honeyclients that proactively
SC-35 Code Identification identify network-based malicious code or malicious Functional Equal Honeyclients SEA-12 |seek to identify malicious 10
websites. websites and/or web-based
lici, ¥
- Distribute the following processing and storage . . . i
Dlstrlt_)uted components across multiple [Selection (one): physical . D\strlbyted Mechan_lsms exist to distribute
SC-36 Processing and locations; logical domains]: [Assignment: organization- Functional Equal Processing & SEA-15 |processing and storage across 10
Storage s : log . 9 : org Storage multiple physical locations.
defined processing and storage components].
— TEUTCS, €TTUTS, OT COTMPTOTTTSES T0-UTE TOToWITTg A
Prc[:ésetsnski):teadnd processing and storage components: [Assignment: No El:n?'!)o;illcable g
SC-36(01) Storage | Pgulling organization-defined distributed processing and Functional Relationship N/A N/A N/A 0
Techniques is:orage comPopentslf anfdl‘)‘.l;l'ake;rt?le fo!—\owmg act[ons
Pr(?ésetgls?:te:nd Synchronize the following duplicate systems or system No Elgn?o?llcable Sch
SC-36(02) Storagz | components: [Assignment: organization-defined Functional Relationship N/A N/A N/A 0
Synchronization duplicate systems or system components].
physical delivery or electronic transmission of :ie‘g;:r\rc”tﬂr'z:r:ri\llsus'lgxtt)f
. Out-of-band [Assignment: organization-defined information, system : " Out-of-Band x h . .
SC-37 Channels components, or devices] to [Assignment: organization- Functional [intersects With Channels NET-11 Isr;1fiorr:‘:r§|t0:fzngiggqtlzinﬂhfn‘;ilts 5
defined individuals or systems]: [Assignment: E y +, ystem comp
Out-of-band ensure that only [Assignment: organization-defined LA LITATTTETS TUT e
P : . electronic transmission of
SC-37(01) ChaD';Ti\e/‘esrl/ ir;sdure :2fdc;\r/::taifno;)S/Ztséemmcimrepi)erl\;ittshe(;o(;lileo\‘/?!;g Functional |Intersects With Ogﬁg:;r?:lzd NET-11 inf_crmation and/or the physical 5
Transmission [Assignment: organization-defined information, system sh|Bmgnt of SyStSm ‘corl’\ponents
Employ the following operations security controls to METTIATIISITIS SAIST T EStaumsTT
. .. |protect key organizational information throughout the " .. |Security Operations and ma_lnta\n a Security
SC-38 Operations Security System development life cycle: [Assignment: Functional |Intersects With Center (SOC) OPS-04 ggzﬁli'ta;ég:sacze‘tllt;:éioggst:at 5
organization-defined operations security controls]. " P
Employ the following operations security controls to . . .
: .. |protect key organizational information throughout the . " . N !Vlechanlsms 'exlst to facwll‘tate the)
SC-38 Operations Security system development life cycle: [Assignment: Functional |Intersects With|Operations Security| OPS-01 [implementation of operational 5
organization-defined operations security controls]. security controls.
. . . Mechanisms exist to implement a
SC-39 Process Isolation z:e‘zaat:: assesrézrmaterszssc:non domain for each Functional Equal Process Isolation SEA-04 |separate execution domain for 10 SC-39
9 sy P . each executing process.
5C-39(01) Procﬁ;ﬁ(ﬁcal?;ion I Implement hardware separation mechanisms to Functional Equal Hardware SEA-04.2 r:(fs:;i's?iaeﬂavtatri |Sr2glaerr:te‘on§ 10
Separation facilitate process isolation. a Separation *“ |mechanisms to facilitate process
P separation.
Process Isolation | [Maintain a separate execution domain for each thread geecahraart“esemxseiﬁlt?;rgodg]nilani;agra
SC-39(02) Separate Execution |in [Assignment: organization-defined multi-threaded Functional Equal Thread Separation | SEA-04.3 ea’;h thread in multi-threaded 10
Domain Per Thread [processing]. processing
T TUTETT X TETTTaT @ TTCeTTTaT TASSTgTITITETTC: —
Wireless Link organization-defined wireless links] from the following Wireless Link 3&:&5;;:;25gv:]irr;‘lgz:ormg for
SC-40 Protection ng?:égi:rar::;efrs?t;aaclksa:J:nise\tg:rrgftnatc:lfsr%?nlzatlon— Functional |Intersects With Protection NET-12.1 connections, including scanning 5
ype gna’ parameter attac for unauthorized wireless access
PrRERe OGERTfef aTa Trite fraf psSafriifrere - - Mechanisms exist to protect the
organization-defined wireless links] from the following Wireless Access . o N N
SC-40 Wireless Link signal parameter attacks: [Assignment: organization- Functional |Intersects With| Authentication & CRY-07 confidentiality and integrity of 5

Protection

defined types of signal parameter attacks or
+ £ h attaclel

Encryption

wireless networking technologies

by implementing authentication
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No applicable SCF

Protection | [Assignment: organization-defined level of protection] " No control
Sc-40(01) Electromagnetic |against the effects of intentional electromagnetic Elnccopal Relationship B2 b2 D ©
Interference interference.
Wireless Link Implement cryptographic mechanisms to reduce the No ygnifoﬁhcable e
SC-40(02) Protection | Reduce |detection potential of wireless links to [Assignment: Functional Relatansh N/A N/A N/A 0
Detection Potential jorganization-defined level of reduction]. P
- TPTETTETNT Ty ProgTapTITC TITETITaTTTSTITS U TeTToTy 2T P
:"n?ttaetcisgll reject wireless transmissions that are deliberate No El:n?,?oﬁhcable SCF
SC-40(03) Manipulative attempts to achieve imitative or manipulative Functional Relationship N/A N/A N/A 0
Communications communications deception based on signal
Wireless Link Implement cryptographic mechanisms to prevent the No applicable SCF
. Protection | Signal [identification of [Assignment: organization-defined q No control
5C-40(04) Parameter wireless transmitters] by using the transmitter signal Functional Relationship N/A N/A N/A o
Identification parameters.
[SETETUUTT (UTTeT, Ty STCaTy,; COYTCany T Ursaure Ul - - n
Port and 1/0 Device remove [Assignment: organization-defined connection Port & Input / mi;glaensxzniz'\fé tfnf]zzselsc:;lry
SC-41 Access ports or input/output devices] on the following systems| Functional Equal Output (1/0) Device| END-12 connection ports or input/outp‘{lt 10 SC-41
or s_yst"em cf)mponents: [Assignment: organlzatlon- Access devices from sensitive systems.
BRI R R SRS AP ea8 b Sy stems e ETMTUEUUET SeTTSurS UM SySTenT
Sensor Capabilit remote activation of environmental sensing H
SC-42 and Dgta Y capabilities on organizational systems or system Functional Equal Sensor Capability END-13 |(1) Prohibit the remote activation 10
components with the followmg eXCeptlonS of senslng capabllltles and
SETTSUT Capaunity < < 20 <L
and Data | Verlfy that the system is conﬁgured so that data or embedded technology sensors
. information collected by the [Assignment: " Sensor Delivery ~ are configured so that data
Sc-42(01) R:Lﬁ)tohrél_?fe;o organization-defined sensors] is only reported to Functional Equal Verification END-13.4 collected by the sensor(s) is only 10
i sidlsial palac [authorized individuals or roles. reported to authorized
i Employ the following measures so that data or TTECTIATISTITS SXTeT To Temmee
Sensor Capability |; N N N o ation. organization-defined measures
SC-42(02) and Data | 'd"gg::gts'ggScoorlsl?cée:n?yu[::j'fgor:_mai?;‘o?irziadn'ert'%';es_ Functional Equal Authorized Use END-13.1 [so that data or information 10
Authorized Use . . only h purp . collected by sensors is only used
[Assignment: organization-defined measures]. £, horizad
SC-42(03) Withdrawn Functional | 5. N/A N/A N/A 0 Withdrawn
CITIPTOY UTE TONTO WY TIEaSUTes to TaTaTe arr
Sensor Capability [individual’s awareness that personally identifiable Mechanisms exist to notify
SC-42(04) and Data | Notice of|information is being collected by [Assignment: Functional Equal Notice of Collection| END-13.2 |individuals that Personal Data 10
Collection organization-defined sensors]: [Assignment: (PD) is collected by sensors.
i i 5 d uracl
Sensor Capability Employ [Assignment: organization-defined sensors] . Mechanisms exist to P“"Ze
Data | > P N . Collection sensors that are configured to
SC-42(05) " that are configured to minimize the collection of Functional Equal A END-13.3 |7~ 27 N 10
Collection information about individuals that is not needed Minimization minimize the collection of
Minimization | information about individuals.
@ CSTAUTISTT USAge TESTTCTOTTS AT eTTTaTToTT enforce usage parameters that
guidelines for the following system components: limit the potential damage
SC-43 Usage Restrictions |[[Assignment: organization-defined system Functional Equal Usage Parameters | AST-14 caused fr?)m the unauthgrized or 10
E:\)mponents];fndb. Authonze,_*T_cn::\or, anfi control Unintentional alteration of
MTECTTATITSTITS EXTST TU-Utmze
Detonation Employ a detonation chamber capability within Detonation detonation chamber capability to
SC-44 [Assignment: organization-defined system, system Functional Equal Chambers IRO-15 |detect and/or block potentially- 10
Chambers . .. 4
component, or location]. (Sandboxes) malicious files and email
System Time Synchronize system clocks within and between Synchronization Mechanisms exist to synchronize
SC-45 A Functional |Intersects With| With Authoritative | MON-07.1 |internal system clocks with an 5 SC-45
Synchronization |systems and system components. Time Source authoritative time source.
SYSTETT TITTe——[UTgaMZatoT-UeTTeu TTEqUeTTCy T WITT TASSTYTIITTETTC:
Synchronization | |organization-defined authoritative time source]; andb. Synchronization Mechanisms exist to synchronize
SC-45(01) Synchronization |Synchronize the internal system clocks to the Functional Equal With Authoritative | MON-07.1 [internal system clocks with an 10
W|th Authorltatlve authoritative time source when the time difference is Time Source authoritative time source.
tar than [Accl izatinn dafinad ki
TyRRre e o + - > > _
Synchronization | is |r;‘a different geographrc redglljoréthaﬂ the prlr:ary N No apﬁllcable SCF
5C-45(02) Secondary authoritative time source; andb. Synchronize the Functional No N/A N/A N/A o icontrol
Authoritative Time internal system clocks to the secondary authoritative Relationship
<. time source if the primary authoritative time source is
Implement a policy enforcement mechanism [Selection Cross Domain Solution (CDS) to
y Cross Domain  [(one): physically; logically] between the physical . Cross Domain g mitigate the specific security
SC-46 Policy Enforcement |and/or network interfaces for the connecting security Functional Equal Solution (CDS) NET-02.3 risks of accessing or transferring 10
domains. |nf rmation between security
TGO GTTaCOTTTroT
Alternate Establish [Assignment: organization-defined alternate Alternate capab\lltles via alternate
SC-47 Communications |communications paths] for system operations Functional Equal Communications | BCD-10.4 (communications channels and 10
Channels organizational command and control. Channels designating alternative decision
imalarc if nrimary dacici
ETUCaTE TASSTYMITTETTT UrgaTZatoT-UeTTEU SeTSursS -
and monitoring capabilities] to [Assignment: Icr\;/(s)iec!;tts:::tf E‘é::m%:;; l;lsoecs) tol
SC-48 Sensor Relocation |organization-defined locations] under the following Functional |Intersects With| Threat Hunting THR-07 detect, track and Eisrupt threats 5
conditions or,clr‘cumlstancdes_: [Assignment: . that evade emstmg secunty
RETGE TR A TG AT I SR GG G eSS TECTTATIISTITS EXTST (U Utz o
and monitoring capabilities] to [Assignment: Automated Tools Security |nc|dent Event Manager
SC-48 Sensor Relocation |organization-defined locations] under the following Functional |Intersects With| for Real-Time MON-01.2 [(SIEM), or similar automated tool, 5
condltlons or clrcumstances [Asslgnment Analysis to support near real-time
L A incidant
SeTTsorReTvcatoT TR RAHTRHRT-RATEAE TR STt A
Dynamic Relocation|defined sensors and monitoring capablhtles] to No ygnifo'?“cable a4
SC-48(01) of Sensors or [Assignment: organization-defined locations] under the| Functional Relationshi N/A N/A N/A 0
Monitoring following conditions or circumstances: [Assignment: P
-~ " obion g ™ . 1
Hardware-enforced [Implement hardware-enforced separation and policy No L‘:n?fothable SCF
SC-49 Separation and |enforcement mechanisms between [Assignment: Functional Relationshi N/A N/A N/A 0
Policy Enforcement |organization-defined security domains]. P
Software-enforced |Implement software-enforced separation and policy No Elgniforillcable g
SC-50 Separation and |enforcement mechanisms between [Assignment: Functional Relationshi N/A N/A N/A 0
Policy Enforcement |organization-defined security domains]. P
[ASSTYTTITETIC UTgaTZatoUT=-UeTTeu Sy STeTT T TWaTe P
Hardware-based components]; andb. Implement specific procedures for No ggnifothable Eeh
SC-51 Protection [Assignment: organization-defined authorized Functional Relationshi N/A N/A N/A 0
|nd|wdua|s] to manually disable hardware write-| protect P
L hy
feglirsynsoporeifs dartanris ramr yltnthfres oz — - -
Policy and Procedures to facilitate the implementation of the Jeé:)tilc‘)?se;zﬁt& Dsdee‘:c:\r?tn|s?;r:xllisatntcoerzwew the
SI-01 Y system and information integrity policy and the Functional |Intersects With| “P . Y| Gov-03 urity, P 5 SI-01
Procedures assoclated 5 stem and information integrit: controls b. Compliance & Resilience Program (SCRP),
Y’ g Y Resilience Program including policies, standards and
RAFAARSS IR R ARG ER FHI R ez n - B
: Procedures to facilitate the implementation of the . : !Vlechanlsms veX'St tp facilitate the
Policy and . PN : " . Secure Engineering implementation of industry-
SI-01 Procedures system and information integrity policy and the Functional Subset Of Principles SEA-01 recognized security, compliance 10 SI-01
assoclated system and |nformat|on |ntegr|ty controls, . and resilience practices in the
RRFAARSAS POAERRE ReftAER> At RS Larmaz: — - — - -
Policy and Procedures to facilitate the implementation of the Pu%:&lnl?aiigugty, moali‘?it;smsiggd(:?;seg:date
SI-01 Proce{iures system and information integrity policy and the Functional |Intersects With Resilience GOV-02 proceddres necessary for secure 5 SI-01
assoaated system and mformatlun mtegnty controls b. . P sary .
Documentation compliant and resilient
remedlatmn for effectiveness and potent|a| slde effects Vulnerability & Mechanisms exist to facilitate the|
SI-02 Flaw Remediation befor_e installation;c. InstaII security- relevent software Functional |Intersects With| Patch Management| VPM-01 |mp|ementa_t_|on and monitaring 5 SI-02
and firmware updates within [Assignment: Program (VPMP) of vulnerability management
organization-defined time period] of the release of the 9 controls.
remediation for effectiveness and potential side effects Mechanisms exist to conduct
- - before installation;c. Install security-relevant software " . Software & - software patching for all -~
S-02 Flaw Remediation and firmware updates within [Assignment: Functional |intersects With Firmware Patching VPM-05 deployed Technology Assets, 5 S-02
organization-defined time period] of the release of the /Applications and/or Services
remediation for effectiveness and potential side effects . /Automated mechanisms exist to
51-02 Flaw Remediation before installation;c. Install security-relevant software Functional |Intersects With Aﬁtji:rar;\?vt;e END-04.1 update antimalware 5 51-02
and firmware updates within [Assignment: Signature Updates *~ |technologies, including signature
organization-defined time period] of the release of the 9 P definitions.
S1-02(01) Withdrawn Functional W N/A N/A N/A 0 Withdrawn
DETETTTIITE TSy STENT COTMPUTTENTS TTave appicanTe A -
Flaw Remediation | [security-relevant software and firmware updates Automated Q:Egm;eedthmeegthaatglﬂfvss es)t(':r;to
SI1-02(02) Automated Flaw |installed using [Assignment: organization-defined Functional |Intersects With| VPM-05.2 V! 5

Remediation Status

automated mechanisms] [Assignment: organization-
Aofinad & 1

Remediation Status

components with regard to flaw
remediation.
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FDE Name Focal Document Element (FDE) Description Rationale Relationship SCF Control ControI(IS)iZ::ription Relationsh
Ti t Rdite a. Measure the time between flaw identification and Time To Mechanisms exist to track the
S1-02(03) Flaws and flaw remediation; andb. Establish the following Functional Equal Remediate / VPM-05.3 effectiveness of remediation 10
Benchmarks for benchmarks for taking corrective actions: [Assignment: a Benchmarks For ~ |operations through metrics
tiane |Organization-defined benchmarks]. Corrective Action reporting.
Flaw Remediation | Employ automated patch management tools to /Automated mechanisms exist to
51-02(04) Automated Patch facilitate flaw remediation to the following system Functional |Intersects With Automated VPM-05.2 determine the state of system 5
Management Tools components: [Assignment: organization-defined Remediation Status “ |components with regard to flaw
9 system components]. remediation.
Flaw Remediation | Employ automated patch management tools to Automated /Automated mechanisms exist to
facilitate flaw remediation to the following system . " install the latest stable versions
$1-02(04) b/?aur::rlantqiifj?to%qs components: [Assignment: organization-defined Functional Intersects With Firmsvov;tlyaveaure d&ates VPM-05.4 of security-relevant software and 5
9 system components]. P firmware updates.
. Employ automated patch management tools to Centralized . .
Flaw Remediation | o - . Mechanisms exist to centrally-
S1-02(04) Automated Patch facllitate ﬂavlv Tm_edlatlonlto the follr_)wmg iiystem Functional |Intersects With F:Vlan;gement .Of VPM-05.1 |manage the flaw remediation 5
Management Tools components: [Assignment: organization-defined aw Remediation process.
system components]. Processes .
Flaw Remediation | Employ automated patch management tools to Mechanisms exist to conduct
. facilitate flaw remediation to the following system . y Software & - software patching for all
S1-02(04) hfau;grgaéeeif.?.;%qs components: [Assignment: organization-defined Functional Intersects With Firmware Patching VPM-05 deployed Technology Assets, 5
9 system components]. /Applications and/or Services
Flaw Remediation | |Install [Assignment: organization-defined security- Automated /Automated mechanisms exist to
Shoas) [T Setare eyt sovare o0 P SpOSe oAl | ot rsecs v Sftare & | vewos. [T B e stle vesons |
Updates components]. firmware updates.
e MBS o OB, e Updates. o remmoveors
_Removal .Of organization-defined software and firmware N Removal of versions of software and
SI1-02(06) Previous Versions °fcom onents] after updated versions have been Functional Equal Previous Versions VPM-05.5 [firmware components after 10
Software and insta’?led P updated versions have been
underlying causes of issues or failures; Mechanisms exist to assess
- Flaw Remediation | |b. Develop actions to address the root cause of the . Software Design " software design processes that
$1-02(07) Root Cause Analysis|issue or failure; Functional Equal Root Cause Analysis| TDA-06.6 includes: 10
c. Implement the actions and monitor the (1) Conducting Root Cause
organization-defined frequency] and real-time scans of Mechanisms exist to conduct
Malicious Code |files from external sources at [Selection (one or more): . " Software & software patching for all
5103 Protection endpoint; network entry and exit points] as the files Functional |Intersects With Firmware Patching VPM-05 deployed Technology Assets, 5 S-03
are downloaded, opened, or executed in accordance /Applications and/or Services
organization-defined frequency] and real-time scans of Vulnerability & Mechanisms exist to facilitate the|
Malicious Code (files from external sources at [Selection (one or more): . " implementation and monitorin
si-03 Protection lendpoint; network entry and e[xit points](as the files ! Functional |intersects With Paptrcoh :g?:a(sgms)nt VPM-01 of sulnerability management 9 5 S-03
are downloaded, opened, or executed in accordance 9 controls.
organization-defined frequency] and real-time scans of Malicious Code Mechanisms exist to utilize
si-03 N protection ~ [endpoint; network anry and exit points o6 he fles | Functonsl intersects With Protection (Anti- | END-08 S CEIESIRIT 0, | 5 s-03
are downloaded, opened, or executed in accordance code.
organization-defined frequency] and real-time scans of Heuristic / Mechanisms exist to utilize
sio3 | Maldous Code e fom xtrna sercesat Slecien (006 o TS| uncronl[nterscts st Sase np-oag (SIS ronsaratvetased |
are downloaded, opened, or executed in accordance capabilities.
organization-defined frequency] and real-time scans of €O IMPTETTETIeStrony -~
Malicious Code ﬁlgs from external sourcqes at [YS]eIection (one or more): : : Safeguarding Data cryptography and security
SI-03 Protection endpoint; network entry and exit points] as the files “| Functional |Intersects With Over Open NET-12 |protocols to safeguard 5 SI-03
P N M P : Networks sensmve/regulated data dunng
are downloaded, opened, or executed in accordance
organization-defined frequency] and real-time scans of Automatic /Automated mechanisms exlst to
51-03 Ma;\cwous Code (files fr_oml external sources at [S_elec_tlon (one or r_'nore): Functional |Intersects With Antimalware END-04.1 update an_tlmalware_ _ 5 51-03
rotection endpoint; network entry and exit points] as the files Signature Updates technologies, including signature
are downloaded, opened, or executed in accordance 9 P definitions.
organization-defined frequency] and real-time scans of
- Malicious Code |files from external sources at [Selection (one or more): 8 y Input Data ~ Mechanisms exist to check the -
si-03 Protection lendpoint; network entry and exit points] as the files Functional _|intersects With Validation TDA-18 validity of information inputs. 5 si-03
are downloaded, opened, or executed in accordance
SI-03(01) Withdrawn Functional | " N/A N/A N/A 0 Withdrawn
S1-03(02) Withdrawn Functional | ;"> N/A N/A N/A 0 Withdrawn
S1-03(03) Withdrawn Functional it N/A N/A N/A 0 Withdrawn
Malicious Code No applicable SCF
- Protection | Update malicious code protection mechanisms only . No control
SI-03(04) Updates Only by |when directed by a privileged user. AU Relationship B YL B v
Privileged Users
S1-03(05) Withdrawn Functional | ;" N/A N/A N/A 0 Withdrawn
@ TESTTIATtIoUS CUUE ProteToTT TTETTarTsTTS - - - .
Malicious Code |[Assignment: organization-defined frequency] by Malware Protection |Snt:;)ad:icnlngieaskggzveni:teoné%: non
S1-03(06) Protection | Testing [introducing known benign code into the system; andb. | Functional Equal Mechanism Testin END-04.5 spstem agnd cubsequent! 10
and Verification |Verify that the detection of the code and the 9 Yt N Y.
i P N \verifying that both detection of
SI-03(07) Withdrawn Functional | 5.~ N/A N/A N/A 0 Withdrawn
Malicious Code |programming interface on [Assignment: organization- No applicable SCF
Protection | Detect |defined system hardware components]: [Assignment: : No control
5-03(08) Unauthorized organization-defined unauthorized operating system Elnccopal Relationship B2 b2 Bz g
Commands commands]; andb. [Selection (one or more): issue a
SI-03(09) Withdrawn Functional o N/A N/A N/A 0 Withdrawn
Malicious Code |analyze the characteristics and behavior of malicious No applicable SCF
. Protection | code: [Assignment: organization-defined tools and q No control
SI-03(10) Malicious Code [techniques]; andb. Incorporate the results from AU DiE| Relationship B2 B2 B v
Analysis malicious code analysis into organizational incident
TEpTUy TOTITOT Y GeVITE'S: I SUateyTCaTy Wit T
system to collect organization-determined essential . .
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With I\r;glli"éa?:?ot: TDA-18 \I\:‘:“cc?i?n'g;?sfz:ﬁ;tt%s?scﬁéhe 5 SI-04
system to track speaﬁc types of transactions of Yy puts.
th X
REBIEY BT ROTITE R TR 1 St RRMGR AR IR RS - -
system to collect organization-determined essential Centralized ?Siéu;tyo:'nsliielg: E‘Cl?g;p:fer&‘iag:gl
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With Collection of MON-02 to su lort the centralized g 5 SI-04
system to track speclﬁc types of transactions of Security Event Logs co\legt?on of securlty related
PO Mo RO TRAR IS RRRVGR AR AT RAHRAE TOTTpTETITETTT STrOTT
system to collect organization-determined essential Safeguarding Data cryptography and securlty
SI-04 System Monitoring [information; and2. At ad hoc locations within the Functional |Intersects With Over Open NET-12 |protocols to safeguard 5 SI-04
system to track specific types of transactlons of Networks sensitive/regulated data during
BRSO R BTG AR 1 ARRGR AR IR A RRE el bl
system to collect organization-determined essential Continuous Mechanisms exist to facilitate the|
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With| Monitorin MON-01 [implementation of enterprise- 5 SI-04
system to track specific types of transactions of 9 wide monitoring controls.
; o th, izati Liza ol d £
System Monitoring | . . Intrusion Detection / Prevention
: " [, : " : Intrusion Detection :
S1-04(01) Sy_stem-W|de Conngct and conﬁgur_e |n_d|de!aI |ntrus|o_n detection Functional Equal & Prevention MON-01.1 Systen_'\s (IDS / IPS) technologies 10
Intrusion Detection [tools into a system-wide intrusion detection system. Systems (IDS & IPS) on critical systems, key network
System Y segments and network choke
— MTECTTATIISTITS EXTST U Utmze o
SyAS:teommI:t%rt‘jlt'I?;gE ! Employ automated tools and mechanisms to support Automated Tools Security Incident Event Manager
S1-04(02) : h A Functional Equal for Real-Time MON-01.2 |(SIEM), or similar automated tool, 10
and Mgchanlsms f_or near real-time analysis of events. Analysis to support near real-time
Real-time Analysis " A inci
Sy:i;%“:ggg%‘z? I Employ automated tools and mechanisms to integrate No El:n?'!)o;?llcable a0
SI1-04(03) ’ intrusion detection tools and mechanisms into access Functional p i N/A N/A N/A 0
and Mechanism control and flow control mechanisms. Releton=i
Integration i
SYSTETIT MOTITUT Y [aC UV Ites U COTTUTtoTTS TOT TMUUUTTO-am o UUToOTTTor - cr—
Inbound and communications traffic;b. Monitor inbound and Igsfﬁ;:nﬁ‘ g?\rc‘itg‘:ljt?)l:jXdrr::%rrllﬁtr?vrul:i?:griggs
S1-04(04) Outbound outbound communications traffic [Assignment: Functional Equal Communications MON-01.3 traffic for unusual or 10
Comr]'\run::atlons organ!zat!on—gegneg frequenlcy] for [Asslg_nment:_ ) Traffic Uunauthorized activities or
RFEAYTASSRTRTRGryaHZai et ERAserbAfEN Ut - -
System Monitoring |[roles] when the following system-generated indications System Generated mz%?ti?lsgfrzrali taongerr;esraot:a
S1-04(05) System-generated |of compromise or potential compromise occur: Functional Equal Y Alerts MON-01.4 to alerts' from physical P 10
Alerts _[As_slgnme‘nt: organization-defined compromise cybersecurity, data protection
S1-04(06) Withdrawn Functional | 5., N/A N/A N/A 0 Withdrawn
System Monitoring |[response personnel (identified by name and/or by Automated \Automated mechanisms exist to
S1-04(07) Automated role)] _of dete_cted suspicious s_:velnts; a_ndb. Talfe the Functional |Intersects With Response to MON-01.11] |mp|em_ent pr_e—det_ermmed 5
Response to following actions upon detection: [Assignment: Suspicious Events corrective actions in response to
Suspicious Events |organization-defined least-disruptive actions to P detected events that have
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51-04(07) Response to following actions upon detection: [Assignment: Functional |intersects With Handling Processes IRO-02.1 Sllfgg:g the incident handling 5
Suspicious Events |organization-defined least-disruptive actions to P
SI-04(08) Withdrawn Functional e N/A N/A N/A 0 Withdrawn
System Munltonng | incident response capabilities
- Testing of [Test intrusion-monitoring tools and mechanisms . .. | Incident Response " through realistic exercises to
S1-04(09) Monitoring Tools [[Assignment: organization-defined frequency]. Functional |Intersects With Testing IRO-06 determine the operational 5
and Mechanisms effectiveness of those
—— — - . P — M TECTTATITSTITS EXTST T COrmyure
SO e e T e [ o |
1-04(1 y ] o atinndafi ragh Functiona Equa Encrypte NET-18.2 |communications traffic visible to 1
Encrypteq [Assignment: orga_mzatlon defined system monitoring Communications monitoring tools and
Communications |tools and mechanisms]. i
System Monitoring |[Analyze outbound communications traffic at the Mechanisms exist to utilize User
Analyze external interfaces to the system and selected . Anomalous & Entity Behavior Analytics
5-04(11) Communications |[[Assignment: organization-defined interior points Functional Equal Behavior MON-16 (UEBA) and/or User Activity 10
Traffic Anomalies |within the system] to discover anomalies. Monitoring (UAM) solutions to
System Monitoring |[roles] using [Assignment: organization-defined automatically alert incident
-~ Automated automated mechanisms] when the following . " -~ response personnel to
S-04(12) Organization-  [indications of inappropriate or unusual activities with Functional - lIntersects With| Automated Alerts |MON-01.12 inappropriate or anomalous 5
generated Alerts |security or privacy implications occur: [Assignment: activities that have potential
System Monitoring ||roles] using [Assignment: organization-defined Real-Time Alerts of Mechanisms exist to provide
- Automated automated mechanisms] when the following . y f - 24x7x365 near real-time alerting
S1-04(12) Organization- indications of inappropriate or unusual activities with Functional [intersects With Eve;;ill.srgegmg MON-05.1 capability when an event log 5
generated Alerts securlty or pr\vacy implications occur: [Assignment: processing failure occurs.
TTaTy ZE COTMITITIICAtOTTS raTiie aTu-EVeTTt pateTT TTOTIICOTTITg Ten UgTES trrougTT
System Monitoring | for the system b. Develop profiles representing Alert Threshold analyzing communications
SI-04(13) Analyze Traffic and [common traffic and event patterns; andc. Use the Functional Equal Tunin MON-01.13|traffic/event patterns and 10
Event Patterns  [traffic and event profiles in tuning system-monitoring 9 developmg proﬁles representing
)
- - - - FRERARSHR RSt RGeSt
Sysem Hontorig [E006Y 2 TS D GSecton Srsem e wiretes etwore
SI1-04(14) Wireless Intrusion h : Functional |Intersects With > MON-01.5 |(1) Rogue wireless devices; and 5
Detection attempts and potential compromises or breaches to Monitoring (2) Anomalous and/or hostile
the system.
TYITETESS TIIruSTOoTT REHERSTTS ExTSTIoTTTZE
System Monitoring |[Employ an intrusion detection system to monitor Detection / \Wireless Intrusion Detection /
SI-04(15) Wireless to Wireline|wireless communications traffic as the traffic passes Functional |Intersects With|Prevention Systems| NET-08.2 |Protection Systems (WIDS / 5
Communications |from wireless to wireline networks. (WIDS / WIPS) WIPS) on wireless network
Nanl
System Monitoring | Correlate technical information from across
- Correlate Correlate information from monitoring tools and . Py - the enterprise by a Security
SI-04(16) Monitoring mechanisms employed throughout the system. Functional Equal Iwg;::art"rﬁ MON-02.1 Incident Event Manager (SIEM) or 10
Information similar automated tool, to
System Monitorini : : . . Integration of records with analysis of
4 Integrated 9 l[corretate information from monitoring physical, cyber, Scann?n & Other vulnerabilit scanyners network
S1-04(17) Situgtional and supply chain activities to achieve integrated, Functional Equal Moni%oring MON-02.3 performancye system }nonitoring 10
Awareness organization-wide situational awareness. Information and other sources to further
TTaTy ZE UUTDUUTTU COTMTTUTCaTOTTS TraTTC g T EXTETTTar RUTOTITaTET TITETTTaTTTSTITS EXTSTTT
System Monitoring ||interfaces to the system and at the following interior Data Loss implement Data Loss Prevention
SI1-04(18) Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With| Prevention (DLP) NET-17 |(DLP) to protect sensitive 5
Covert Exfiltration |[Assignment: organization-defined interior points information as it is stored,
R GRS comaTCaToTTS traTTeaT e X dand <
System Monitoring |linterfaces to the system and at the following interior Analyze Traffic for /Automated mechanisms exist to
S1-04(18) Analyze Traffic and [points to detect covert exfiltration of information: Functional |Intersects With| Covg:'t Exfiltration MON-11.1 [analyze network traffic to detect 5
Covert Exfiltration |[Assignment: organization-defined interior points covert data exfiltration.
ithin th tam]
Implement [Assignment: organization-defined (TECTIATITSITTS EXISTTY TPTETTerT
.- o > hal - lenhanced activity monitoring for
System Monitoring ||additional monitoring] of individuals who have been : Individuals Posing PR
S-04(19) Risk for Individuals |identified by [Assignment: organization-defined Functional Equal Greater Risk MON-01.14 :gglnvtlicf‘iue?jlsa:/hgs?:vzr?e}necnreased 10
sources] as posing an increased level of risk. v ral Af ricl P 9
- Implement the following additional monitoring of Mechanisms exist to implement
S1-04(20) Sys;?/?lqueo(;"LtJZrelpsg I privileged users: [Assignment: organization-defined Functional Equal ng:/eegr:d rl;ltser MON-01.15|enhanced activity monitoring for 10
9 additional monitoring]. 9 privileged users.
. Implement the following additional monitoring of Mechanisms exist to identify
System Monitoring | individuals during [Assignment: organization-defined Probationary newly onboarded personnel for
S1-04(21) Probat_lonary probationary period]: [Assignment: organization- Functional Equal Periods HRS-02.2 enhanced monitoring during their| 10
Periods . h A N -
defined additional monitoring]. probationary period.
System Monitoring | autlhorized or qpp(oved by [Assignment: organization- ) /Automated mechanisms exist to
S1-04(22) Unauthorized deﬁlned_ authorization or laApprg\{a/llprociss_es], andt‘). Functional Equal N Unauihorlze;d MON-11.2 dete_ct unauthzljrlzgd r_\etwork 10
Network Services [Sel ec_tlon (one or more): Audit; Alert [Assignment: letwork Services services and alert incident
organization-defined personnel or roles]] when response personnel.
+ — TTEVENIOTT Sy STenTS (oS 7 TrS7
SI-04(23) System Monitoring | InTepcIﬁg;ei:r;tsh:tf[l))\lsosvig?‘?nzzi:t’g:;:rﬁzn;ggl‘tz;gned Functional Equal Host-Based Devices| MON-01.6 Eonvavcatril\é:g’aaclsl\‘/titfi)gsoarnﬂzceknd 10
Host-based Devices|system components]: [Assignment: organization- a " logs to a Securit Incldent Event
defined host-based monitoring mechanisms]. 09 ,Q,:M\y
System Monitoring | E;Z;%\i’zearéiglr)xl—lggtt‘i'naenddptfstg::;e;? Jtﬁii‘]g?rl:zi?:att:ors of Monitoring for /Automated mechanisms exist to
SI-04(24) ::nodrl:artgrrnsi:ef compromise provided by [Assignment: organization- Functional |Intersects With COIL:\d:;z:?Srs (cigc) MON-11.3 Eioer:tlfr)éranr::ea(lliré)on Indicators of 5
P defined sources]. P P
System Monitoring | Discover, collect, and distribute to [Assignment: Mechanisms exist to utilize a File
51-04(24) V' Indicators of 9 organization-defined personnel or roles], indicators of Functional |Intersects With File Integrity MON-01.7 Integrity Monitor (FIM), or similar 5
Compromise compromise provided by [Assignment: organization- Monitoring (FIM) " |change-detection technology, on
P defined sources]. critical Technology Assets,
System Monitoring |[Provide visibility into network traffic at external and Limit Network rfr;rt])aer:IZ?cho?])élj:rteonltIZ:tet?neal
S1-04(25) Optimize Network |key internal system interfaces to optimize the Functional |Intersects With Connections NET-03.1 network connections to its 5
Traffic Analysis |effectiveness of monitoring devices. P
[Technology Assets, Applications
System Monitoring |[Provide visibility into network traffic at external and Intrusion Detection ISntsrtjesr\“og (Ii)sge/clt';%n) éepcr:r\:slr;mi):s
S1-04(25) Optimize Network |key internal system interfaces to optimize the Functional |Intersects With & Prevention MON-01.1 ox critical systems, key netm?ork 5
Traffic Analysis  |effectiveness of monitoring devices. Systems (IDS & IPS) segments and network choke
UTTETTVES a5 UeeTITeU TTeTesSary,; T DISSeTTaTe
Security Alerts, |security alerts, advisories, and directives to: [Selection . .
SI-05 Advisories, and |(one or more): [Assignment: organization-defined Functional |Intersects With| I\?SIliJgalziaotr? TDA-18 \I\:I:“C;tamosp?sfg:r'é;ttgrf?:cséhe 5 SI-05
Directives personnel or roles]; [Asslgnment organlzatlon -defined Yy puts.
aifceavts yitiedhremarizstinnl-ssianmant VUTTETauNTES arma evoTvIng
Security Alerts, |security alerts, advisories, and directives to: [Selection Threat Intelligence threats by leveraging the
SI-05 Advisories, and |(one or more): [Assignment: organization-defined Functional |Intersects With Feedsg THR-03 |knowledge of attacker tactics, 5 SI-05
Directives personnel or roles]; [Asslgnment urgamzatlon -defined technlques and procedures to
aHfeeaTEs i iedihra rarisstinnt- Gl toatiplentefd Ry
Security Alerts, |security alerts, advisories, and directives to: [Selection Safeguarding Data cryptography and security
SI-05 Advisories, and [(one or more): [Assignment: organization-defined Functional |Intersects With| Over Open NET-12 |protocols to safeguard 5 SI-05
Directives personnel or roles]; [Assignment: organization-defined Networks sensitive/regulated data during
SeCUTTCy ATETTS; ithi ization]: [Acei ARERIETIRR-S UG RRATIRIYEL
Advisories, and [Broadcast security alert and advisory information Threat Intelligence threats by leveraging the
S1-05(01) Directives | throughout the organization using [Assignment: Functional |Intersects With| Feedsg THR-03 |knowledge of attacker tactics, 5
Automated Alerts |organization-defined automated mechanisms]. techmques and procedures to
A Aduicari £
: organization-defined system transitional states]; upon functmnal\ty of security,
Security and