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Secure Controls Framework (SCF)
Control Description

[The organization's tat Cybersecurity & Data IMechanisms exist to faciltate the implementation of cybersecurity and data protection
ov A one potey are extaminea commumicated, and momitored Functional Subset Of Protection Governance Gov-01  |governance controls 10
Program
[The organization’s Strategy, expectat Wechanisms exist to develop, report and morior cybersecurity and data protection
ov WA [ ety vt astabloned, commumicated and moritorcs Functional Intersects With | Measures of Performance |  GOV-05  |program measures of performance. s
[The organization's 3 Sirategy, expectat Fechanisms ex o acate e mplemertaion f srategc, operatonalond tacca
ov WA 2t povey sre establsnesh comemunicated, and montares Functional SubsetOf |Risk Management Program | RSK.01 [fisk management cor 10
[The oroanization's cybersecurlty fisk management strategy, expectations, echarisms exi o esobTen a ategic ybersecurty and Gaa protecto speciic
ov NA |and policy are established, communicated, and monitored. Functional Intersects With | Strategic Plan & Objectives| ~ PRM-01.1 [business plan and set of objectives to achieve that pl 5
[T circumstances — wisean, stkeholder expectatins, dependencies, and Mechanisms exist to define the context of Its business model and document the,
legal, regulatory, and contractual requiremen ounding t Defining Business Context lorganization's mission.
Gv.oc WA oramriaion's yarsocuriy ok masagement decilons e shaerstood. Functional Subset Of e Mission Gov-08 10
[T crcumstances — iseon,stakeholger xpectatins, dependencies ang Wechanisms exist to [dentify and assess the securiy of Technology Assets, Applications
legal, regulatory, and contractual requirements — surrounding t Asset-Service land/or Services (TAAS), Applications andjor Services (TAAS) that support more than one
Gv.oc WA anoatons cyarsacanty sk management decisin ave tnderstood. Functional Intersects With Dependencies AST-OL1  ritcal business function. 5
(e Grimstarces — ishon, sakehotler expeciaiors, dependerces, and Wechanisms exist to ldentify and involve pertinent stakeholders of critical Technology
legal, regulatory, and contractual requirem Stakeholder Identification &| |Assets, Applications, Services and/or Data (TAASD) to support the ongoing secure
Gv.0c N/A loraanisation’s cybersacurity isk management decisions are undevslood Functional Intersects With Involvement AST-01.2  management of those assets. 5
[The circumstances — mission, stakeholder expectations, dcncndcn:\cs, and [Mechanisms exist to facilitate the identification and implementation of relevant
legal, regulatory, and contractual requirements — surround Statutory, Regulatory & [statutory, regulatory and contractual controls.
Gv.oc WA raaatons cybrsacunty 5k management decisions ave understood Functional ntersects with | oY ompliance. cpLo1 s
edmsTances — sson, Skeholier xpaciatons, dependencies and Wechanisms exist fo document and maintain a Responsible, ACCoUNEable, SUpPOTEve,
legal, regulatory, and contraciual requirements — surroundi Responsible, Accountable, |Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
Gv.0C A lorganization’s cybersecurity risk management decisions are S erstood. Functional Intersects With | Supportive, Consulted & |  TPM-0s.4  [for cybersecurity and data protection controls between internal stakeholders and 5
e st Mo fExternal Service Providers (ESPs).
e Grgizaional ision s understood and o cybersecurty ok Defining Business Context Mechanisms exist to define the context o Its business model and document the,
Gv.0c01 [ Functional Subset Of Susiness GOV-08 o e mrission 10
[fhe argammtmna\ TissTon Ts Understood and iforms cybersecurly sk Mechanisms exist to identi
managem: (1) Assumptions affecting risk assessments, risk response and risk monitoring;
(2) Consraits afecting sk assessment, sk response and sk moritorg;
(3) The organizational risk tolera
EueEtn A Functional Intersects With Risk Framing RSK-01.1 (4) Priorities, benefits and trade- uns mns\dered by the organization for managing risk. s
[Tie organizational mission fs understood and nforms cybersecurity fisk Wiechanisms exist to perform threat modelling and ofher secure design techIquEs, to
Gv.0c01 A management. Functional Intersects With Threat Modeling TDA6.2  [ensure that threats to software and solutions are identified and accounted for. 4
[ternal and external stakeholders are understood, and their needs and Wiechanfsms exist to [dentify and involve pertinent stakeholders of crical Technology
GV.0C-02 N/A regarding risk are understood and Functional Intersects with | Stakeholder dentification & AST-01.2 [Assets, Applications, Services and/or Data (TAASD) to support the ongoing secure 5
|considered. Involvement Imanagement of those assets.
emaTand exiernalsakerlers e urdertond.and et necds and Mechanisms exist to require contractual requirements for cybersecurity and data
egarding are understood and Third-party Contract rotection requirements with third-parties, reflecting the organization's needs to protect
6v.0c02 NA lconsidered Functionl Intersects With AR AN TPM05 i Tachnoloay Assets, Applications, Services andlor Data (TAASD). s
el and external Sakeolder are undosiood and el needs o Mechanisms exist to document and maintain a REspORSIble, ACCOUTabIE, Supportive,
are understood and Responsible, Accountable, |Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
Gv.0c02 NiA |considered. Functional Intersects With | Supportive, Consulted & |  TPM-05.4  [for cybersecurity and data protection controls between internal stakeholders and 5
et Mevro: [External Service Providers (ESPs).
[Legal, regulatory, and contractual requirements regarding Cybersecurity — Statutory, Reguiatory & Fecharisms exi o faciate e deniicatn and mplementaton of relevarc
Y including privacy and civil liberties obligations — are understood and i utory, Regulatory -~ jstatutory. regulatory and contractual conro
Gv.0c03 A Including privacy o Functional Subset Of Bty b cpLo1 ry. regulatory 10
Legal, regulatory. and contractualrequirements regarding cybersecurity — Cybersecurity & Data Mechanisms exist to provide a cybersecurlty and ata protection controls oversight
6v.0c-03 NA including privacy and civil liberties obligations — are understood Functional Intersects With Brotection Controls CPLO2  [function that reports to the organization's executive leadership. 5
Imanaged. i)
[egal, reguiatory, and contractual requirements regarding cybersecurity — Mechanisms exist to faciitate the implementation and operation of data protection
Gv.oco3 NA including privacy and civil liberties obiigations — are understood and Functional Intersects With | Data Privacy Program PRI [controls throughout the data lifecycle to ensure all forms of Personal Data (PD) are s
imanaged pmcessed lawfully, farly and transparently.
[Legal, regulatory, and contractual requIrements regarding Cybersecurity — hanisms exist fo requIre contractual requrements for cybersecurity and dat
including privacy and civil liberties obiigations — are understood and Third-Party Contract rotecton equlrements wih threpartics ffectng the orgoniscton's needs t protect
Gv.0C-03 NIA Imanaged. Functional Intersects With Requirements TPM-05its Technology Assets, Applications, Services and/or Data (TAASD). 5
[Legal, regulatory, and contractual requirements regarding cybersecurity — hanisms exist to ensure cybersecurity and data protection requirements are icluded|
6v.0c-03 NIA including privacy and civilliberties obligations — are understood and Functional Intersects With Cm;;;tu'wjﬂmgﬁw" TPM.05.2  [in contracts that flow-down to applicable sub-contractors and suppliers, 5
[Critical bjectives, capabiliies, and services that external Stakeholders Chansms exit to define the context of 15 busingss model and document the
Gv.0c-04 N/A on or expect from the organization are understood and Functional intersects with | Defining Business Context | goy.05  lorganization's mission. 5
[communicate & Mission
[Critical objectives, capabilities, and services that external stakeholders Mechanisms exist to 1dentify and document the criical Technology ASSers, AppICations,
Gv.oc04 WA d on or expect from the organization are understood and Functional Intersects With | Identify Critical Assets BCD-02  [Services andjor Data (TAASD) that support essential missions and business functions. 5
[communicate
[Critical objectives, capabilities, and services that external stakeholders WMechanisms exist to establish a strategic cybersecurity and data protection-speciic
Gv.0c04 WA lepend on or expect from the organization are understood and Functional Intersects With | Strategic Plan & Objectives|  PRM-01.1  [business plan and set of objectives to achieve that plan. 5
[communicate
[Critical objectives, capabiliies, and services that external stakeholders ecarisms ex o Geriy, prarize and assess upptersand portners o e
pend on or expect from the organization are understood and Third-party Criticali [Technology Assets, Applications and/or Services (TAAS) using a supply chain
GV.0C-04 WA [communicate Functional Intersects With peiiicAsuand TRU02  [Lccemiment roceis tamive o i mportnce n Supporing i davery of mgh-value s
Jservices.
[Outcomes, capabiities, and services that the organization Gepends on are Mechanisms exist to 1dentify and document the criical Technology ASSets, AppIcations,
Gv.0c.05 WA lunderstood and communicated Functional Intersects With | Identify Critical Assets BCD-02  [Services andjor Data (TAASD) that support essential missions and business functions. 5
[Outcomes, capabiities, and services that the organization depends on are Mechanisms exist to generate, or obtain, a Software Bil of Materials (SEOM) fo
GV.0C-05 A lunderstood and communicated. Functional Intersects witn | Software Bill of Materials | 1, 045 |Technology Assets, Applications andfor Services (TAAS) that lists software packages in 4
(SBOM) luse, including versions and applicable licenses,
[OuTcomes. capaiies and sevces hat he orgazaton Gepends on are echanisms eX o Gery, prioiizs a1 ssess supplrs and porners o crcal
lunderstood and communicate Third-Party Critcal [Technology Assets, Applications and/or Services (TAAS) using a supply chain risk
Gv.0c05 WA Functional Intersects With e v TPM02 - lassessment process relatveto thei imprtance In supporting the delvey ofhigh-value 5
[The organization's priorities, constraints, Fisk tolerance and appet “Assigned Cybersecurity & Mechanisms exist to assign one or more qualiied Individuals with the mission and
GVRM WA o emonte ana umptions are aotanined, communieaed, and used to Functional Intersects With ‘Data Protection GOv-04  [resources to centrally-manage, coordinate, develop, implement and maintain an 5
support operational risk decisions. Responsibiities [enterprise-wide cybersecurity and data protection program
[T srganizations parces. consiaits ik lerance and appete Cybersecurity & Data Wiech: o Tacitate the and data protection-
GVRM WA ptions are estabiished, communicated, and used to Functional Intersects With Brotection Portfolio PRMLOL  [Ited resource planning contros fat 46t 8 vable pan fo achioung cyblrece iy s
Cipors operational ok decisons. Management Jand data protection objectives.
[The organization's priorities, constraints, risk tolerance and appetite echarisms exis o esobTeh a stategc ybersecurty ond Gaa protecto-speciic
GV.AM NiA |statements, and assumptions are established, communicated, and used to Functional Intersects With | Strategic Plan & Objectives| ~PRM-01.1  |business plan and set of objectives to achieve that p| 5
[support opérational isk decisions.
[TheSrganizations prortes, constants sk erance and sppette Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
GVRM NA |statements, ar mptions are established, communicated, and used to Functional Intersects With | Risk Management Program RSK-01  [risk management controls. 5
Support operational risk declsions
[The organization’s priorities, constraints, risk tolerance and appetite Mechanisms exist to ldentin
lstatements, and assumptiors are established, communicated, and used to (1) Assumpions affectingris assessments,ris respense and isk monioring
upport opérational risk decisions. 2) Constraints affecting risk assessments s risk response and risk monitoring;
g (5) The organizational ik tolerance, an
GV.RM NIA Functional Intersects With Risk Framing RSK-01.1 (4) Priorities, benefits and trade-offs tonsmered by the organization for managing risk. 8
[The organization’s priorities, constraints, risk tolerance and appetite Mechanisms exist to define organizational rsk tolerance, the speciiied range of
GVRM NA lstatements, and assumptions are established, communicated, and used to Functional Intersects With Risk Tolerance RSK013  [acceptable results 8
pport operational sk decisions.
[The organization’s priorities, constraints, risk tolerance and appetite Mechanisms exist to define organizational sk appelit, the degree of Uncertainty the
GVARM NA lstatements, and assumptions are established, communicated, and used to Functional Intersects With Risk Appetite RSk-015  [organization is willing to accept in anticipation of a reward. 8
port operationa risk decisions.
RISk management objectives are established and agreed to by Cybersecurity & Data Wechanisms exist to faciitate the implementation of cybersecurlty and data protection
GV.AM.01 A lorganizational stakeholders. Functional Subset Of Protection Governance Gov-01  [governance controls. 10
Program
RISk management objectives are established and agreed to by Mechanisms exist to coordinate cybersecurity, data protection and business allgnment
lorganizational stakeholders. Steering Committee & lthrough a steering committee or advisory board, comprised of key cybersecurity, data
GVRM-0L NA Functional Intersects With Program Oversight GOV-011 lprivacy and business executives, which meets formally and on a regular basis. 10
S managemert jectives are esablshed and sareed o by Mechanisms exist to develop, report and monitor Key RISK IndIcators (KRI) to assist
GV.AM-01 NA lorganizationa stakeholder Functional Intersects With | Key Risk Indicators (KRIs) | GOV-05.2  [senior management in performance monitoring and trend analysis of the cybersecurity 3
Jond data protection program
oL A % management jectes e esablshed and 207624 by P Iterscct vitn | isk Management program | Rskco1 [ 1CCTaTTSmS S¥EE o aciate he Tplementation o Suatege speraenay and it .
sk appetite and ik oerance satements are estabianed, communcares. Mechanisms exist to define organizational Fisk tolerance, the specified range of
GVRM02 WA Jand maintai Functional Intersects With Risk Tolerance RSKOL3 |acceptable results 10
Risk appetl!e and TSk tolerance satements are established, communicated, hanisms exist to define organizational Fsk appetite, the degree of Uncertainty the
SRR R land maintaine Functional Intersects With Risk Appetite RSk-01.5 organization is willing to accept in anticipation of a reward. 10
Cypersecurty e Tanagement activities and outcomes are ncluded I Cybersecurity & bata Mech tto faciitate the of and data protection
GV.RM-03 N/A [enterprise risk management processes. Functional Subset Of Protection Governance GOV-01 [governance controls. 10
Program
[Cybersecurity risk management activities and outcomes are included in Mechanisms exist to Coordinate cybersecurity, data protection and business algnment
lenterprise risk management processes. Steering Committee & [through a steering committee or advisory board, comprised of key cybersecurity, data
GV.RM-03 NA Functional Intersects With rogram Oversight GOV-OL1 lorivacy and business executives, which meets formally and on a regular bass. 5
rsecurty T T el
T A (Cobarsecuty ok maragerrentsclies and outcomes re ncided pE— Subretor | sk Managemen program | mskco1 | [1egaes ex o aciate the Implementaton o suategi, operatonal and tacica o
rategic declon Tat descibes approprats TRk Fesporse optons ™ e T e Tmplementation of stralegic, operational and tactical
GV.RM-04 A lonratoaic drect Functional SubsetOf |Risk Management Program | RSK-O1 [l e 10
Strategic directon that describes approprate ik response options 15 Mechanisms exist to identiry:
lestablished and communicate (1) Assumptions affecting risk assessments, risk response and risk monitoring;
(2) Consraints afectng sk assessments, sk response and sk monitorig;
(3) The organizational rsk tolers d
CVRM S e Functional Intersects With Risk Framing RSKOL1 | () e e enchts and trade.offe considered by the organization for managing risk. s
Srategic drecton tht descibs appropriate ok response optons s WMechanisms exist to remediate risks to an acceptable level
GV.RM-04 WA [ouratea! Functional Intersects With Risk Remediation RSK-06 B
Strategm raion ot desies apRropriate Fsk response options 1s Mechanisms exist to respond to findings from cybersecurlty and data protection
GV.AM.04 NA [established and communicated Functional superset of Risk Response RSK-06.1  [assessments, incidents and audits to ensure proper remediation has been performed. 5
Strategic direction that describes appropriate fsk response options 1s Compensating Mechanisms exist to 1dentify and Implement compensating countermeasures to reduce
GV.RM.04 A lonrateaic drect Functional Intersects With o RSK06.2 e e o ety 5
of Communication across the organization are estabiished for ‘Assigned Cybersecurity & Mechanisms exist to assign one of more qualified indviduals with the mission and
GV.RM-05 NA |cybersecurity risks, including risks from suppliers and other third parties. Functional Intersects With Data Protection GOV-04  |resources to centrally-manage, coordinate, develop, implement and maintain an 5
Responsibiities [enterprise-wide cybersecurity and data protection program
[Gines of communication across the organization are estabiished for Fechariems et o nforce an accountabilty tructure 5 (hat appropiate tearms and
GV.AM-05 WA leybersecurity risks, including risks from suppliers and other third parties. Functional Intersects win | SSkeNger ACCOUNabIY | oy g4 ndviduals re empawered, responsile and trained for mapping, measuring 5
Structure Imanaging data and technology-related ri
[Lines of communication across the organizalion are estabiished for WMechanisms exist to define cybersecurity roles & responsibiities for al personnel
GV.RM-05 NA |cybersecurity risks, including risks from suppliers and other third parties. Functional Intersects With Defined Roles & HRS-03 5
Responsibilities
[ines of communication across the organization are estabiished for Mechanisms exist to document and maintain a ResponSible, ACCountable, Supporive,
lcybersecurity risks, including risks from suppliers and other third parties. Responsible, Accountable, |Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
GV.RM-05. NIA Functional Intersects With | Supportive, Consulted & |  TPM.05.4  [for cybersecurity and data protection controls between internal stakeholders and 5
e st Mo [External Service Providers (ESPs)
[Ftandarized meihod for calcuaiig, docurentng categorzng. and echantsms ex o BeTate (e mplementaton of Srategc, operatonal snd tacca
GVRI06 WA priortizing cybersecurity risks is estabiished and communicatet Functional Subsetof sk Management rogram | Rska1 |1k management co 10
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[A standardized method for calculating, documenting, categorizing, and
prioritizing cybersecurity risks is established and communicate

rol De:
[Mechanisms exist to identi

(1) Assumptions affecting sk assessments, isk response and risk moritoring:
(@) Constraints afecting fisk assessments, ik response and risk monioring;
(3) The organizational risk tolerance; and

Jations!

CYRMCE (A Functional Intersects With Risk Framing RSK-OL1 | () priorities, benefits and trade-offs considered by the organization for managing risk s
andardized method fo calclating, documerting, categorzng, and Pecharlsm xet o Conductrecuring ssssssmants o ok tat cludes the ko
rontiomg cyversecurty ke 5 cotapicned and communientad land magnitude of harm, from unauthorized access, use, disclosure, disrt
GV.RM-06 NiA Functional Intersects With Risk Assessment RSK-04  [mccitication or destruction of the organization's Technology Assets Apvhtahons, s
[Services andor Data (TAASD)
[A standardized method for calculating, documenting, categorizing, and Mechanisms exist o maintain a Fsk register that faclitates monitoring and reporting of
GV.AM.06 A rioritizing cybersecurity risks is estabiished and communicated. Functional Intersects With Risk Register RSK-04.1 [risks. 5
Strategic opportunities (Le, positive risks) are characterized and are Mechanisms exist to 1dentiy:
included in organizational cybersecurity risk discussions. (1) Assumptions affecting risk assessments, risk response and risk monitoring:
{2) onstrains affcting sk assessments, sk response and rsk monioring:
y nctiona bser sk Framin organizationalrisk tolera
GVRM-07 A Functional Subset Of fisk Freming R OL L | e enehts an ade ot considered by the rganizaton for managing risk 1
oles, nd authorities to Mechanisms exist to define cybersecurity roles & responsibiliies for all personnel.
GV.RR NA pariormance assessment, and continuous Improvement are estadlisned and | Functional Intersects With Defined Roles & HRS-03 5
Pommumicated. Responsibilities
[Cybersecurity roles, responsibilities, and authorities to foster accountabilty, Mechanisms exist to document and maintain a Responsible, ACcountable, Supportive.
lperformance assessment, and continuous improvement are established and Responsible, Accountable, [Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
@ ey [communicated. Functional Intersects With portive., Coneulted & |  TPNM-05.4  [for cybersecurity and data protection controls between internal stakeholders and s
Tnformed (RASCH Matrix xtemnal Service Providers (ESPs).
[Organizatonal eadersi s responsible and accountable or ybersecurity Cybersecurity & Data [Mechanisms exist to facilitate the implementation of cybersecurity and data protection
GV.RR01 NA ik and foters  clturetht sk aware, el and continvally Functional Subset Of Protection Governance Gov-01  [governance controls 10
improvin Program
Orgamzalmna\ eadership is responsible and accountable for cybersecurity Mechanisms exIst to coordinate cybersecurity, data protection and business alignment
isk and fosters a culture that is risk-aware, ethical, and continually Steering Committee & lthrough a steering committee or advisory board, comprised of key cybersecurity, data
GV.RR-0L NA [mproving. Functional Intersects With Bt vt GOV-01.1 |privacy and business executives, which meets formally and on a regular basis 8
[Organizational leadership is responsible and accountable for Cybersecurity “ssioned Cybersecurity & Mechanisms exist to assign one or more qualified Individuals with the mission and
GV.RR01 NA sk and fosters a culture that is risk-aware, ethical, and continually Functional Intersects With ‘Data Protection GOv-04  [resources to centrally-manage, coordinate, develop, implement and maintain an 5
improving. Responsibities Jenterprise-wide cybersecurity and data protection program.
[Organizational leadership is responsible and accountable for cybersecurity Mechanisms exist to enforce an accountabillty structure o that appropriate teams and
GV.RR01 NA isk and fosters a culture that is risk-aware, ethical, and continually Functional Intersects with | Stakeholder Accountability | Gy 041 findividuals are empowered, responsible and trained for mapping, measuring and 5
improving. Structure Imanaging data and technology-related risks
[Organizationaleadersp i resporsible and accountable for cybersecurty Mechanisms exist to faclitate the Implementation of Strategic, operational and tactical
GV.RR01 NA sk and fosters a culture that is risk-aware, ethical, and continually Functional Intersects With  |Risk Management Program | Rsk-01  [fisk management controls, 5
[reroving
(rgerizatonaleadersiy ' esporsble and accountobe or ybersecorty Mechanisms exist to define organizational rsk tolerance, the specified range of
GV.RR-01 WA sk and fosters a culture that is risk-aware, ethical, and continually Functional Intersects With Risk Tolerance RSK-013  [acceptable results, 5
improving
[OTgarzational leadersip i resporiible and accountable for cybersecurty echariams exist o defire orgarizational K treshald.the lovel o 1ok exposure above
GV.AROL WA isk and fosters a culture that is isk-aware, ethical, and continually Functional Intersects With Risk Threshold RK-014  |which risks are addressed and below which risks may be accept 5
improving,
[Orgarzational leadersp i resporiible and accountable for ybersecury echarisms xistto define orgarizational sk appetie he dearee of uncertainty the
GV.AROL WA isk and fosters a culture that is ethical, and continually Functional Intersects With Risk Appetite RSK-015  [organization is willing to accept in anticipation of a rewa 5
improving
[Orgarzational leadersip i responible and accountable for ybersecury Mechanisms exist to ensure teams are committed to a culture that considers and
GV.AROL WA isk and fosters a culture that is isk-aware, ethical, and continually Functional Intersects With Risk Culture RSk12  |[communicates technology-related risk. 5
improving.
[Roles, responsibilities, and authorities related to cybersecurity fisk “pssigned Cybersecurity & Mechanisms exist to assign one or more qualified Inaviduals With the mission and
GV.RR02 NA nagement are established, communicated, understood, and enforced. Functional Intersects With Data Protection GOv-04  [resources to centrally-manage, coordinate, develop, implement and maintain an 5
Responsibilities lenterprise-wide cybersecurity and data protection program.
[Roles, responsibillties, and authorities related to cybersecurity fisk chanisms exist to manage personnel security sk by assIgning a risk designation to al
GV.RR-02 NiA Imanagement are established, communicated, understood, and enforced Functional Intersects With | Position Categorization HRs-02  [positions and establishing screening criteria for individuals filling those positions. 8
[Roles, responsibilities, and authorities related to cybersecurity fisk [Mechanisms exist to define cybersecurity roles & responsibilities for ail personnel.
GV.RR-02 NA imanagement are established, communicated, understood, and enforced. Functional Intersects With Defined Roles & HRS-03 5
Responsibilities
[Roles, responsibilities, and authorities related to cybersecurity fisk Mechanisms exist to document and maintain a Responsible, ACCountable, SUpportive,
imanagement are established, communicated, understood, and enforced. Responae sceounonie [Conslted & nformed (RASCI) matr. or smir documentatio, to dlineate assgnment
GV.RR-02 NA Functional Intersects With Five, Comaulted & | TPM.0s.4  [for cybersecurity and data protection controls between internal stakeholders ant 5
e st Mo [External Service Providers (ESPs).
[Adequate resources are allocated commensurate with the cybersecurity fisk Cybersecurity & Data iech o faciliate the Gata protection-
GV.AR03 WA [strateay, roles, responsibilites, and policies. Functional Intersects With Brotection Portfolio PRMLOL  [Ited resource plsnning contros fat 4Emme 8 vable pan fo achiowing cybbrece iy 5
Management land data protection objectives.
[Adequate resources are allocated commensurate with the cybersecurity fisk Cybersecurity & Data Fiechanams eXat o address i coptal planing and vesmert equcsts neucng e
GV.RR-03 NiA [strategy. roles, responsibiliies, and policies. Functional Intersects With Protection Resource PRM.02 [resources neede d data protection 5
Management Kiocument al excepiont to s reauirement
[Adequate resources are allocated commensurate with the cybersecurity fisk chanisms exist to identify and allocate resources for management, operationa,
GV.RR03 NA [strategy. roles, responsibiliies, and policies. Functional Equal Allocation of Resources PRM.03 [technical and data protection requirements within business process planning for 10
jorojects / initiatives.
P > [Cybersecurity is included In human resources practices. Functional Equal Human Resources Security | e 1 [Mechanisms exit to faciltate the implementation of personnel security controls o
[Cybersecurity is included in human resources practices. Mechanisms exist to communicate with users about their roles and responsibiliies fo
GV.RR-04 NA Functional Intersects With User Awareness HRS03. e sarure working oo 5
[Organizational cybersecurity policy is estabiished, communicated, and chanisms exist to establish, maintain and disseminate cybersecurity and data
lenforced. Publishing Cybersecurity & rotection policies, standards and procedures,
GV.PO NiA Functional Subset Of Data Protection Gov-02 10
Documentation
[Organizational cybersecurity policy s estabiished, communicated, and rolicy Familarzation & Mechanisms exist to ensure persannel receive recurring familiarization with the
lenforced. i i icy Familiarizati ' lorganization's cybersecurity and data protection policies and provide acknowledgement
GV.PO NiA Functional Intersects With Akomedemen HRS-05.7  [org y y P 2 2 g 5
[Organizational cybersecurity policy is estabiished, communicated, and Mechanisms exist to sanction personnel failing to comply with established security
Gvrpo NiA lonpamze Functional Intersects With Personnel Sanctions HRS-07 e ands and procecures 5
Palicy for managing cybersecurity risks s established based o s XSt esablih, malntain and disseminate cybersecuriy and data
lorganizational context, cybersecurity strateqy, and priorities and is Publishing Cybersecurity & rotection poliies, sendards and procedur
GV.PO-01 NA lcommunicated and enforced. Functional Subset Of Data Protection Gov-02 10
Documentation
Palicy for managing cybersecurlty fisks Is established based hanisms ex/st to Ensure personnel Teceive recurring familarization with the
GV.PO-01 WA lorganizational context, cybersecurity strategy, and priorities and s Functional Intersects with | Policy Familiarization & | ¢ 5 7 forganization's cybersecurity and data protection policies and provide acknowledgement. 5
|communicated and enforced. Acknowledgement
[Policy for managing cybersecurity risks Is established based o FRarisis ex1t 1o ancion personnel fallig o Cartply Wi establshed securty
6V.PO-01 A organizational context, ybersecurity stratedy. and priofties and is Functional Intersects With Personnel Sanctions WRS07  [polcicn, Samdards and procedur 5
|communicated and enforced.
[Poricy T5Ks Ts reviewed, Updated, Chanisms exist to review the cybersecurity and data protection program, includin
[Cominunicated, and enforced to eflect changes in requirements, threats, Periodic Review & Update lpolicies, standards and procedures, at planned intervals o if significant changes occur to
GV.PO-02 NA [technology, and organizational mission. Functional Intersects With | of Cybersecurity & Data GOV-03  [ensure their continuing suitability, adequacy and effectiveness. 8
Protection Program
[Palicy for managing cybersecurity fisks 1 reviewed, updated, Mechanisms exist to ensure personnel receive recurring familarization with the
GV.P0-02 NA |communicated, and enforced to reflect changes in requirements, threats, Functional Intersects with | POlicy Familiarization & | iac g5 7 forganization's cybersecurity and data protection policies and provide acknowledgement. 8
Jtechnology. and organizational mission. Acknowledgement
[Poricy Tisks 15 reviewed, updat [Mechanisms exist to sanction personnel failing to comply with established security
Gv.P0-02 WA Comonincaved and corced to Jeles Enanges i Fequieménts,threats Functional Intersects With Personnel Sanctions HRS.07  |policies, standards and procedures. 3
Jtechnology, and organizational mission.
et of orrizaion vide cybersecarty Tk management st echarism et o coordinate cybersecuty.data protection and business algnmint
e are used to inform, improve, and adjust the risk management Steering Committee & lthrough a steering committee or advisory board, comprised of key cybersecurity, da
Gv.ov NA fattvil Functional Intersects With Program Oversight GOV-0L1  [3rivacy and business executives, which meets formally and on & regular basis. 5
[Results of organization-wide Cybersecurity risk management activities and Mechanisms exist to provide governance oversight reporting and recommendations to
Iperformance are used to inform, improve, and adjust the risk management Status Reporting To [those entrusted to make executive decisions about matters considered material to the
Gvov WA Cirategy. Functional Intersects With Eoverig Body GOV-012  lorganization's cybersecurity and data protection program 5
[Results of organization-wide cybersecurity risk management actvities and Mechanisms exist to develop, report and monitor cybersecurity and data protection
Gv.ov NA Iperformance are used to inform, improve, and adjust the risk management Functional Intersects With | Measures of Performance | GOV-05  |program measures of performance. 5
jstrategy.
[Results of organization-wide Cybersecurity risk management activities and fechanisms exist to review the cybersecurity and data protection program, includin
lperformance are used to inform, improve, and adjust the risk management Periodic Review & Update lpolicies, standards and procedures, at planned intervals o if significant changes occur to
Gv.ov NA Functional Intersects With of Cybersecurity & Data GOV-03 lensure their continuing suitability, adequacy and effectiveness, s
Protection Program
[Cybersecurity risk management strategy outcomes are reviewed to iform Mechanisms exIst to coordinate cybersecurity, data protection and business alignment
land adjust strategy and direction Steering Committee & [through a steering committee or advisory board, comprised of key cybersecurity, data
Gv.ov-01 WA Functional Intersects With Program Oversight GOV-0L1lprivacy and business executives, which meets formally and on a regular basis. s
[Cybersecurity risk management strategy GUCOmEs aré reviewed to Inform Mechanisms exIst to provide Governance oversight reporting and recommendations to
[and adjust strategy and direction. Status Reporting To [those entrusted to make executive decisions about matters considered material to the
Gv.ov-01 NA Functional Intersects With Ep e GOV-012  |organivation's cybersecunty and data protection program. s
[Cybersecurity risk management strategy outcomes are reviewed to inform Mechanisms exist to develop, report and monitor cybersecurity and data protection
GV.0v-01 NiA [and aciust strategy and diection Functional Intersects With | Measures of Performance | GOV-05  [LeCIaNTe #XS1 10 deusion. Tene B
[Cybersecurity risk management strategy outcomes are reviewed to inform Mechanisms exist to review the cybersecurity and data protection program, including
land adjust strategy and direction Periodic Review & Update lpolicies, standards and procedures, at planned intervals o if significant changes occur to
GV.0v-01 NA Functional Intersects With of Cybersecurity & Data GOV-03  lensure their continuing suitability, adequacy and effectiveness. s
Protection Program
[Cybersecurty ok managermert strategy outcomes ae reviewed to form Defining Business Context Mechanisms exist to define the context of its business model and document the
G mm land adjust strategy and dire Functional Intersects With & Mission GOV-08_lorganization's mission. s
[Cybersecurity risk manaqemen( stva(egy Gutcomes are reviewed to inform [Mechanisms exIst to establish a strategic cybersecurity and data protection-specific
G 3 il adjust strategy and directio Functional Intersects With _ | Strategic Plan & Objectives|  PRM-01.1 busmess plan and set of objectives to achieve that plar 5
 cybersecurity risk management strategy s reviewed and adjusted to hanisms exist to Coordinate cybersecurity, data protection and business algnment
e verage of organiatonaireaurermints ond s Steering Committee & hrougn 3 tocning commitias o advicery boure, compriced of ey ybercesurly, st
Gv.0v-02 WA Functional Subset Of Program Oversight GOV-0L1lprivacy and business executives, which meets formally and on a regular basis. 10
[The cybersecurity Fisk management strategy s reviewed and adjusted to Mechanisms exist to review the cybersecurlty and data protection program, Includin
lensure coverage of organizational requirements and risks Periodic Review & Update policies,standars and procedures,at planned intervals or i sgnificat changes occur to
GV.0v-02 NA Functional Subset Of of Cybersecurity & Data | GOV-03  [onsure their continuing suitability, adequacy and effectivene: 10
Protection Program
[The cybersecurity risk management strategy is reviewed and adjusted to Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Gv.0v-02 NA lensure coverage of organizational requirements and risks; Functional Intersects With  [Risk Management Program | RSk-01  [fisk management controls. 5
[Organizational cybersecurity risk management performance Is evaluated Mechanisms exIst to coordinate cybersecurity, data protection and business allgnment
land reviewed for adjustments needed Steering Committee & [through a steering committee or advisory board, comprised of key cybersecurity, data
Gv.0v-03 NA Functional Intersects With Brogram Oversignt GOV-01.1 |privacy and business executives, which meets formally and on a regular basis 5
[Orgarizatonal cybersecurty Tk managerment perfomance s evaluated Mechanisms exist to provide goverance oversigh reporting and recommendations to
land reviewed for adjustments need Status Reporting To fthose entrusted to make executive decisions about matters considered material to the
Gv.0v-03 NA Functional Intersects With overming Body GOV-0L2  lorganization's cybersecurity and data protection program 5
[Organizational cybersecurity risk management performance s evaluated [Mechanisms exist to develop, report and monitor cybersecurity and data protection
GV.0v-03 NiA [andtreviewed for adjustments needeq Functional Intersects With | Measures of Performance | GOV-05  [LECIaNTE S 0 euson. ToR B
[Organizational cybersecurity risk management performance s evaluated Mechanisms exist to faciliate the Implementation of strategic, operational and tactical
Gv.0v-03 NA o Tesiewed fof ol ostmants needad Functional Intersects With [Risk Management Program | Rsk-01  [HS€ PO 5
[Cyver supply chain sk management processes are ertied, estabiihed; Cybersecurity & Data [Mechanisms exist to facilitate the implementation of cybersecurity and data protection
Gv.sc NA Imanaged, monitored, and improved by organizational stakeho Functional Subset Of Protection Governance Gov-01  [governance controls 10
[Cyber supply chain risk management processes are identified, estabiisned, [Mechanisms exIst to coordinate cybersecurity, data protection and business alignment
Imanaged, monitored, and improved by organizational stakeholders. Steering Committee & fthrough a steering committee or advisory board, comprised of key cybersecurity, data
GueE A Functional Intersects With Program Oversight GOV-011  |privacy and business executives, which meets formally and on a reguiar 5
[Cyber supply chain risk management processes are identified, estabiished, Mechanisms exist to provide governance oversight reporting and recommendations to
anaged, monitored, and improved by organizational stakeholders, Status Reporting To fthose entrusted to make executive decisions about matters considered material to the
@EE R Functional Intersects With Governing Body GOV-012  [organization's cybersecurity and data protection program 5
[Cyber supsly chain sk management processes are Hertified, establshed, [Mechanisms exist to develop, report and monitor cybersecurity and data protection
Gv.sc NA ‘aged, monitored, and improved by organizational stakeholder Functional Intersects With | Measures of Performance | GOV-05  |program measures of performance. 5
[Cyber SUpply chain 5k anagerert processes are Gentied esablhed. Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
Gv.sc NA naged, monitored, and improved by organizational stakeholde Functional Intersects With | Risk Management Program | RSk-01 [sk management contros 5
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[Cyber supply chain risk management processes are identified, established,
ianaged, monitored, and improved by organizational stakeholders.

Supply Chain Risk

Secure Controls Framework (SCF)
Control Description
Mechanizms exist to develop a plan for Supply Chaln Risk Management (SCRHM)

lassociated with the development, acqu nance and disposal of Technology

Jations!

y esets, Applications anclor Sevices (TAAS): m:ludmg Gocumenting seiected miigating
Gvsc NA Functional Equal RSK-09 10
" a Management (SCRM) Plan [actions and monitoring performance against those plan:
[Cyber supply chain risk management processes are identified, established, [Mechanisms exist to periodically assess supply chain risks associated with Technology
Gv.sc NA Imanaged, monitored, and improved by organizational stakeholders. Functional Intersects With Supply Chain Risk RSK-09.1  [Assets, Applications and/or Services (TAAS). 5
[Cyber supply chain isk management processes are identified, established, Mechanisms exist to
Imanaged. monitored, and improved by organizational stakeholders. 1) Evaluate securiyrisksand treats associated with Technology Asset, Appications
nctiona ntersects Wi Supply Chain Risk land/or Services (TAAS) supply
@uge A Functional It ts With Management (SCRM) P03 ((2) Take appropriate vememeuon ecnons m minimize the organization's exposure to 8
ftnose risks and threats, as necessary.
[A cybersecurity supply chain risk management program, SErateay. Cybersecurity & Data Mechanisms exist to faclitate the implementation of cybersecurlty and data protection
Gvscol WA lobjectives, policies, and processes are established and agreed to by Functional Subset Of Protection Governance GOv-01  |governance controls 10
Jorganizationa stakeholders. Program
[A cybersecurity supply chain risk program, strategy. Wechanisms exist to coordinate cybersecurity, data protection and business aignment
lobjectives, policies, and processes are established and agreed to by Steering Committee & [through a steering committee or advisory board, comprised of key cybersecurity, data
GV.SC-01 N/A lorganizational stakeholders, Functional Intersects With mgrgm Oversight GOV-01.1  |privacy and business executives, which meets formally and on a regular basis. 5
[A cybersecurity supply chain risk management program, SErategy. WMechanisms exist to establish, maintain and disseminate cybersecurity and data
|objectives, policies, and processes are established and agreed to by Publishing Cybersecurity & lprotection policies, standards and procedures.
Gvscor NA lorganizational stakeholders Functional Intersects With Data Protection Gov-02 5
Documentation
[& cybersecurity supply chain Fsk management program, sirate: Wechanfsms exist fo facilitate the Tmplementation of strategic, operational and tactical
Gvscor WA [obactives, polcies, and processes are established and sgreed to by Functional Intersects With  [Risk Management Program | RSK.01 [k management controls 5
Jorganizational stakeholders.
Cybersecurity Supply chain Fsk management program, Strategy. Chantsms €xitto develop a plan fo Supply Cha Risk Maragerert (SCA
lobjectives, policies, and processes are established and agreed to by Jassociated with the development, acquisition, maintenance and disposal of Technology
GusEa wm lorganizationa stakeholders. Functional cqual Supply Chain Risk asos  |Pasets Applications ancior Serices (TAAS) Inelding Gocumenting seieted miigating 10
i a Management (SCRM) Plan lactions and monitoring performance against those plan:
Cyperseeuty e and esponsiites for supplers, customers echarisms exi o requre contactual equrements for ybersecurty ard o
e bspianes, communlcated. and soordnated mermaly and Third-arty Contract rotection requirements with hircparties, reflecting the orjanization's needs to protect
Gv.sc02 NA xtemaly. Functional Intersects With Requirements TPM05 (i Technology Assets, Applications. Services and/or Data (TAASO) 8
[Cybersecurity roles and responsibiliies for SUppIIers, customers, and echans Xl o ereure YbErsecuy and dts protecton edurements are reuded
GV.5C-02 NA lpartners are established, communicated, and coordinated internially and Functional Intersects With Contract Flow-Down TPM05.2  [1n Contracts that low-down (o appicable sub-contractors and suppliers 8
eternaty, Requirements
[Cybersecurity roles and responsibilities for SUDpIIers, customers, and Mechanisms exist to document and maintain a RespoNSIbIe, ACCountable, SUpporive,
lpartners are established, communicated, and coordinated internally and Responsible, Accountable, [Consulted & Informed (RASCI) matrix, or similar documentation, to delinate assignment
SRR o lexternally Functional Intersects With | | Suppoiive, Coneuted & | Te-0s.4  [for cybersecurity and data protection controls between internal stakeholders an s
e Tt [External Service Providers (ESPs)
Gy ply chain risk integrated into Cybersecurity & Data Mechanisms exist to faciitate the implementation of cybersecurlty and data protection
Gvsc.o3 WA ora ntarpioe ok Management, ok seseeirment. sha mprovercnt Functional Subset Of Protection Governance Gov-01  |governance controls. 10
rocesses. Program
9!
[cybe ty supply chain risk s integrated into Fiechanss o coordratsCybersecurty, dats protecin and usessslonrt
land enterprise risk management, rsk assessment, and improvement Steering Committee & [through a steering committee or advisory board, comprised of key cybersecurity, data
GV.5C-03 WA lrocesses. Functional Intersects With rogram Oversight GOVOLE [oiad) o buamess axecutives which et frmally ond on s teguint o 5
Supply chain risk ntegrated into echanisms exist to establish, maintain and disseminate Cybersecurity and data
e emerpmse Tiok management, risk assessment, and mprovement Publishing Cybersecurity & lrotection policies, standards and procedures
Gvsc03 NA oror Functional Intersects With Data protection Gov-02 5
Documentation
Gy Ty supply chain 5K = integrated into Mechanisms exist to define the context of ts business model and document the,
GV.SC-03 N/A land enterprise risk management, risk assessment, and improvement Functional Intersects With Defining Business Context GOV-08 [organization's mission. 5
|processes. ission
[Cy ty supply chai risk s Integrated Into Wechanisms exist to establish contral objectives os the basis for the selection
Gvsc.os WA land enterprise risk management, risk assessment, and improvement Functional Intersects With | Define Control Objectives | ~ GOV-08  [mplementation and management of the organization's internal control systern. 5
rocesses.
[Cy ty supply chai risk s integrated info Fechanisms ex o aclate e mplementation f srategc, operatonalond tacca
Gvsc.o3 WA land enterprise risk management, rsk assessment, and improvement Functional Intersects With  [Risk Management Program | RSK.01 sk management control s
rocesses.
cybe ty supply chain sk S integrated into Wechanisms exist to develop a plan Tor Supply Chain Risk Management (SCRM)
land enterprise risk management, rsk assessment, and improvement lassociated with the development, acquisition, maintenance and disposal of Technology
GuEEas o rocesses. Functional Intersects With Supply Chain Risk Rskog  |Assets, Applications and/or Services (TAAS), including documenting selected mitigating 5
i Management (SCRM) Plan lactions and monitoring performance against those plans.
SuppIers are known and priortized by crticaliy. Mechanisms exist to faclltate an IT Asset Management (ITAM) program to Implement and]
Gv.sc04 A Functional Intersects With Asset Governance astor  [ecnensme® S 5
Suppliers are known and prioritized by cricality, o Mechanisms exist to identify and assess the securiy of Technology Assets, Applications
GV.5C-08 A Functional Intersects With pesetcenice AST-01.1  [andfor Services (TAAS), Applications and/or Services (TAAS) that support more than one 5
ependencies lriical business function.
e A Suppliers are known and priortized by criicality, Fanctiona ntersects With | Thra party Management | TeMo1 | MeChansms exit to acilate the implementation of third-party management cantrrs .
[Suppliers are known and priontized by crtically Mechanisms exist to mainain a Current, aCcurate and complete It of Exteral Service
IProviders (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
GV.SC-04 NA Functional Intersects With Third-Party Inventories TPM-01.1  land/or Safety (CIAS) of the organization's Technology Assets, Applications, Services 8
[and/or Data (TAASD).
Suppllers are known and prioritized by criticality, Hechanisms ot o Gerly, piofize and ssess supplrs and painers of crlcal
Third-party Criticalt [Technology Assets, Applications and/or Services (TAAS) using a supply chain risk
Gv.sC.04 NA Functional Intersects With ‘Nesesiments TPM02  |osscrsmant process 1elative 8 thel importance i Supparting the delvery of Migh-value 8
Jservices.
Requirements to address cybersecurity isks in SUpply chains are Mechanisms exist to faclitate the identification and Implementation of relevant
GV.5C-05 NiA estabished, prioitized, and ntegrated nto contracts and other types of Functional Intersects with | Statutory, Regulatory & CPL-O1 [statutory, regulatory and contractual controls. 5
greements with suppliers and other relevant third par Contractual Compliance
Requirements to address Cybersecurity risks i sUpply Chains ar hanisms exist to document and valldate the scope of cybersecurity and data
Gvscos NA establsned, proitzed, and integrated nto contracts and ofher ypes of Functional Intersects With Compliance Scope CoLoL2  fprotection ontrols tht are determined o me satutry.reguitory andor cotractul 5
[agreements with supplers and other relevant third parte: [compliance obligations.
Requrements to address cybersecuriy risks in supply chain Mechanisms exist to protect sensitive / reguiated data that s collected, developed,
jestablished, priorized, and inegate nto coniracs and other types of Adequate Security for received, transmitted, used or stored in support of the performance of a contract.
Gv.sc05 A areements with suppliers and other relevant third parti Functional Intersects With | Sensitive / Regulated Data | 1A0-03.2 s
n Support of Contracts
Requirements to address cybersecurity isks in SUpply chains are Mechanisms exist to include data privacy requirements in contracts and other
[established, prioritized, and integrated into contracts and other types of Data Privacy documents that establish data privacy roles and responsibilities for
GV.sC05 NA greements with suppliers and other relevant third partis. Functional Intersects With | Tor Contractors & Service. |  PRIOT.1  Corbiaciors and cervce prowidors 5
Providers
Requirements to address cybersecurity isks in SUpply chains are Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
GV.sC05 NA lestablished, prioritized, and integrated into contracts and other types of Functional Intersects With | Risk Management Program | RSk-01  [rsk management contros 5
Jagreements with suppliers and other relevant third parties,
[Requirements to address cybersecurity isks in SUpply chains are Mechanisms exist to develop a plan for Supply Chain RIsk Management (SCRM)
lestablished, prioritized, and integrated Into contracts and ather types of Jassociated with the development, acquisition, maintenance and disposal of Technology
GRS o [agreements with suppliers and other relevant third partis. Functional Intersects With upply Chain Risk Rskog  |Assets, Applications and/or Services (TAAS), including documenting selected mitigating s
Z Management (SCRM) Plan |actions and monitoring performance against those plans.
Requirements to address cybersecurity fisks In supply chains are Mechanisms exist to require contractual requirements for cybersecurity and data
lestablished, prioritized, and integrated Into contracts and other types of Third-Party Contract rotection requirements with third-parties, reflecting the organization's needs to protect
GV.5C-05 A [aareements with supplirs and other relevant third parties Functional Intersects With Pty Cont TPM05 i Tachnoloay Assets, Applications. Services andlor Data (TAASD). s
[Requirements to address cybersecurity Fisks in supply chains are hanisms exist to ensure cybersecurity and data protection requirements are Included
GV.5C-05 N/A |established, prioritized, and integrated into contracts and other types of Functional Intersects With Contract Flow-Down TPM.05.2  [In contracts that flow-down to applicable sub-contractors and suppliers. 5
[agreements with suppliers and other relevant third parties. Requirements
Planning and due diigence are performed to reduce risks before entering Miech Tt facilitate the of third-party Controks
Gv.5C-06 A et Forenar suppier o pthar oty selotionshine. Functional Intersects With | Third-party Management |  TPM-01 s
Planning and due diligence are performed to reduce isks before entering Fechanisms oXt o Genly, prioizs and assess suppiers and parners of crlca
into formal supplier or other third-party relationships. Third-Party Critcality [echnology Assets, Applicatons andjor Srvices (TAAS) using a supply chain
GV.5C.06 NA Functional Intersects With coasaants TPM-02 receis Varaiue 10 thel Imparance i Sdpporimg the dalvery o Moh-value 5
Cervices.
[Planning and due Giligence are performed (o reduce isks before entering Mechanisms exist to
into formal supplier or other third-party relationships. T (1) Evaluate security risks and threats associated with Technology Assets, Applications
Gv.sc.06 NA Functional Intersects With upply Chain Ris TPM03  [and/or Services (TAAS) supply chains; and 5
U Management (SCRM) (2) Take appropriate remediation actions to minimize the organization's exposure to
Jthose risks and threats, as necessary.
[Planning and due diTgence are performed to reduce risks before entering Wiechanisms exist fo utlize security safeguards to it harm from porential adversares
EIEEE R linto formal supplier or other third-party relationships. Functional Intersects With Limit Potential Harm TPM032 g identify and target the organization's supply chain. 5
Planning and due diligence are performed to reduce isks before entering rocesses To padress Mechanisms exist to address identiied weaknesses or deficiencies In the securlty of the
. into formal supplier or other third-party relationshi " i . Iy chain
GV.5C-06 A o formal supplier or other third-party relationships. Functional Intersects ith |, Processes To Address | 1pm03.3  [supply cha 5
Planning and due Giligence are performed o reduce Aisks before entering Mechanisms exist to mitigate the risks associated with third-party access (o the
GV.5C-06 NA into formal supplier or other third-party relationships. Functional Intersects With | Thira-Party Services TPM-04  forganization’s Technology Assets, Applications, Services and/or Data (TAASD). 5
Planning and due diligence are performed o reduce Aisks before entering R hanisms exist (o Conduct a fisk assessment prior Lo the acquIsition or outsourcing of
- linto formal supplier or other third-party relationships. -uncti it Ira-arty R\ - [technology-related Technology Assets, Applications and/or Services (TAAS)
Gv.sC-06 A ppl party p Functional ntersects with | ThrdRarty sk ] emoan ay- 9y op! 7 (TAAS). 5
g nd due dMerce s perored s reduce ik before enteig echariems exi o encure 1t e erests f extemal service providers are
Gv.5C-06 A et ot oot S e it o o Functional Intersects With Conflict of Interests TPM-04.3  [echanisme exist to ensu 5
Flonnin and due dligence are performed to reauce 4ok efors ntaing Third-Party Processing, Mechanisms exist to resm(nhe Toaton o toumatiar processing/storage based on
GV.5C-06 A into formal supplier or other third-party relationships. Functional Intersects With Storage and Service TPM-04.4  [business requiremen 5
ocations
Planning and due diigence are performed to reduce risks before entering Mechanisms exist to require contractual requirements for cybersecurity and data
into formal supplier or other third-party relationships. Third-Party Contract protection requirements with third-parties, reflecting the organization's needs to protect
GV.5C.06 WA Functional Intersects With Requirements TPM05 i Technology Assets, Applications, Services andor Data (TAASD). 5
Planning and due diigence are performed to reduce isks before entering J— [Fechanisms eXs o ensure cbersecury and dot prorecton reauremens are lude
GVSC.06 WA into formal supplier or other third-party relationships. Functional Intersects With ontract Fow Bown TPM.05.2  |in contracts that flow-down to applicable sub-contractors and supplie 5
Planning and due diligence are performed to reduce isks before entering Fecharisms exis o eroure Exteral Servce Poviders €59 use umaue suthertcaton
cvscos i o Tormal e o oher thir-pary elotonsh . Functonal | Itersecs win | T-PaIY AUhentcaion | puy 053 facars forcach of s custom s
[Planning and due diligence are performed (o reduce isks before entering Mechanisms exist to document and maintain a Responsible, Accountable, SUpportive,
into formal supplier or other third-party relationships. Responsible, Accountable, |Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
GV.SC-06 NA Functional Intersects With | Supportive, Conelted & |  TPM-05.4  [[or Cybersecurity and data protection controls between internal stakeholders and 5
e Mo [External Service Providers (ESPs)
[Planning and due difgence are performed to reduce risks before entering Wiechantsms exist to perform recurring validation of the Responsible, Accountable,
into formal supplier o other third-party relationships. [supportive, Consulted & Informed (RASCI) matrix, o similar documentation, to ensure
e sonal jth | Thirckp ) - [cybersecurity and data protection control assignments accurately reflect current
E7EE A Functional Intersects Wit Third-Party Scope Revie: TPM-03.5 | isiness practices, compliance obligations, technologies and stakeholders. s
[Planning and due Giligence are performed (o reduce isks before entering Wechanisms exist to obtain a FIrst-Party Declaration (1PD) from appiicable External
linto formal supplier or other third-party relationships. [Service Providers (ESPs) that provides assurance of compliance with specified statutory,
6V.5C-06 NA Functional Intersects with | First-Party Declaration TPM.05.6  |regulatory and contractual obligations for cybersecurity and data protection controls, 5
(1pD) including any flow-down requirements to subcontractors
[Planning and due diTgence are performed to reduce risks before entering Fechariems ex o clude Treak clouses” il coriracts o alre o meet conract
EIEE R linto formal supplier or other lmrdrbev!y relationships. Functional Intersects With Break Clauses TPM-05.7|criteria for nd/or data privacy controls. s
Planning and due diligence are performed to reduce isks before entering Third-party Personnel Ranisms e o contrl personnel Securly requirements Incudng secuy 1oes and
B WES into formal supplier or other third- pany relationships. Functional Intersects With TPM-06  |responsibilities for third-party pro s
[Planning and due diigence are performed to reduce risks before entering WMechanisms exist fo address weaknesses or deficencies in supply chain elements
GV.SC-06 NiA into formal supplier or other third-party relationships. Functional Intersects With TPty enciency TPM-09 [identified during independent or organizational assessments of such elements. 5
[Tie 1isks posed by a supplier, their products and services, and other third Mechanisms exist to faclitate the implementation of third-party management controls.
parties are understood, recorded, prioritized, assessed, résponded to, and
Gvsco7 WA Monitored over the couree of the refationship. Functional Intersects With | Third-party Management |  TPM-01 5
[The rlsks posed by a supplier, their products and services, and other third fechanisms exIst to maintain a current, accurate and complete TSt of External Service
parties are understood, recorded, prioritized, assessed, résponded to, an oders (£5a) et can potentialy mpact ha Contdonmalty: Itegriy, Avalabiy
Gv.sc.07 NA Imonitored over the course of the relationship. Functional Intersects With | Third-Party Inventories | TPM-01.1 landor Safety (CIAS) of the organization's Technology Assets, Applications, Services s
[and/or Data (TAASD).
[The Flsks posed by a suppller, thelr products and services, and other third Mechanisms exist to 1aentfy, prioritize and assess SUppIers and partners of crtical
parties are understood, recorded, prioritized, assessed, résponded to, and Third-Party Criticality [echnology Asets, Applicaions an/or Srvices (TAAS) using a supply chain sk
Gv.sc-07 NA onitored over the course of the relations Functional Intersects With oy TPM-02  |ascessment process relative to their imporcance in supporting the delivery of high-value 5
Cervices.
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Control Descs

(4) Includes organization-defined information deemed necessary to chieve Sftective
lproperty accountability; ar
ey vtloe o rewio and aucit by designated organizational personinel

[The risks posed by a suppller, their products and services, and other third Mechanisms exist to
parties are understood, recorded, prioritized, assessed, résponded to, and (1) Evaluate securiy risks and threats associated with Technology Assets, Applications
ovisclor e imonitored over the course of the relationship. Functional Intersects With Supply Chain Risk TPM.03  [andlor Services (TAAS) supply chains; and 5
" Management (SCRM) (2) Take appropriate remediation actions to minimize the organization's exposure to
those risks and threats, as necessary.
[The risks posed by a suppller, their products and services, and other third Mechanisms exist to Utize security safeguards to it harm from potential adversaries
lparties are understood, recorded, prioritized, assessed, responded to, and |who identify and target the organization's supply chain.
Gv.sc07 A onitored over the course of the refationship. Functional Intersects With Limit Potential Harm TPM.03.2 5
[The risks posed by a suppller, their products and services, and other third Fecharisms exs o a0dress dened weaknesses or deicencies I e secury o e
parties are understood, recorded, prioritized, assessed, responded to, an Processes To Address lsupply ch:
Gv.sc07 A monitored over the course of the refationship. Functional Intersects ith |, Processes To Address | 033 5
[T 75K posed by @ suppler, thlrbroducts and envces and othr trd Mechanisms exist to mitigate the risks associated with third-party access t the
parties are understood, recorded, prioritized, assessed, responded to, and lorganization's Technology Assets, Applications, Services andor Data (TAASD).
Gv.sC07 A onitored over the course of the relationship. Functional Intersects With | Third-Party Services TPM-04 5
[Tie ks posed by a supplier, their products and services, and other third Mechanisms exist to Conduct a sk assessment prior to the aCqUISIoN o OUtSoUrciNg of
parties are understood, recorded, prioritized, assessed, résponded to, and Third-party Risk ltechnology-related Technology Assets, Applications and/or Services (TAAS).
G.sc07 WA [Monitored aver the course of the relationship. Functional ntersects with | ThIGROTY RS o] P04 5
[Tie 1sks posed by a suppller, their products and services, and other third Mechanisms exist to montor, reqularly review and assess External Service Providers
parties are understood, recorded, prioritized, assessed, résponded to, and Review of Third-Party (E5Ps) for compliance with established contractual requirements for cybersecurity and
Gv.5C-07 NA Imonitored over the course of the relationship. Functional Intersects With o TPM08  ltata protection controls 5
[The rlsks posed by a suppller, their products and services, and other third Mechanisms exist to address weaknesses or defciencies In supply chain clements
parties are understood, recorded, prioritized, assessed, résponded to, an Third-party Deficiency dentified during independent or organizational assessments of such elements,
Gv.sc07 A Monitored over the course of the refationship. Functional Intersects With departy pefict TPM.00 5
Relevant suppliers and other third parties are Included In Incident planning, Fechanisms et 10 facliate e mplementation f ortingency lanaing Cortis o
response, and recovery activities; Business Continuity Inelp ensure resilient Technology Assets, Applications and/or Services (TAAS) (e.
Gv.sc-08 WA Functional Intersects With | Management System BCD-01  [Continuity of Operations Plan (COOP) or Business Continuity & Disaster Recovery (BC/DRI| 5
piayoookd).
Relevant suppliers and other third parties are Included In Incigent planning, Mechanisms exist to Coordinate Intemal contingency plans with the contingency plans o
Gv.sc08 NA response, and recovery activities; Functional Intersects witn | Co°rdinate With Extemal | gepgy 5 lexternal service providers to ensure that contingency requirements can be satisfied. 5
Relevant suppliers and other third parties are Included In Incident planing, Mechanisms exist to implement and govern processes and documentation o faciliate an|
GV.5C-08 NA response, and recovery activities. Functional Intersects With '"E":;"e":s::sﬂﬂse IRO-01  [organization-wide response capability for cybersecurity and data protection-related 5
incidents
Relevant supplers and other Third parties are Included n Incigent pIaRAINg, echansme oo cover
response, and recovery activties; Q) Prepar:
@ Au(ema(ed ‘event detection or manual incident report intake;
y y (3) Analysi
Gv.sc08 A Functional Intersects With Incident Handling Ro02 | enae 5
(5) Eradication; and
(6) Recovery.
Relevant supplers and other third parties are Included In Incigent pIaRAING, Mechanisms exist to coordinate with approved third-parties to achieve a cross-
GV.SC-08 NA Iresponse, and recovery activities. Functional Intersects With Corre\a:.g?n‘;,:n;";e"‘a' IR0-025 [organization perspective on incident awareness and more effective incident responses. 5
Felevant suppllers sl siher (1rd pardes ore Ichuded n iden plonFing. Mechanisms exIst to faclitate the Implementation of third-party management controls.
Gv.sc08 A s o e ety Functional Intersects With | Third-Party Management |  TPM-01 5
Retvant sopplers and othr s arie 3 meuded T ncldant g, Mechanisms exist to maintain a Current, accurate and complete It of External Service
response, and recovery activites lProviders (ESPs) that can potentially impact the Confidentiality, Interity, Availability
Gv.5C-08 WA Functional Intersects With | Third-Party Inventories | TPM-01.1  landjor Safety (CIAS) of the organization's Technology Assets, Applications, Services 5
land/or Data (TAASD).
Relevant suppllers and other third parties are Included In Incident planning, [echarisms ext o Gertiy. pioritize and assess supplirs and parcrers of rcal
sponse, and recovery activities. Third-party Criticali [Technology Assets, Applications and/or Services (TAAS) using a supply chain risk
GV.5C-08 NA Functional Intersects With 4 v TPYO02.lassessment processrelatveto thei imprtance I supporting th delvery of high-value 5
[Relevant suppliers and other third parties are included in incident planning, fechanisms exIst to adaress weaknesses or Geficiencies n supply chain dlements
Gv.sc08 WA response, and recovery activities, Functional Intersects witn | ThirParty Deficiency ThI0S  [dentied auring Independont 6 orgenisatins] ssessments o auch clorments 5
emediation
Fefevant supplers and thr 1 prtie are ncluded n ncidert planing, Mechanisms exist to control changes to services by suppliers, taking Into account the
Gv.sc08 WA response, and recovery activitie Functional Intersects with | Managing Changes To TPM.10  [criticalty of business Technology Assets, Applications, Services andjor Data (TAASD) that 5
Third-Party Services Jare in scope by the third-party.
Refevart supplersand ather (173 paries e Included n nident pning, Thrd Pary Icident Mechanisms exist to ensure responselrecovery planning and testing are conducted with
Gv.sc08 A ponse, and recovery actvitie Functional Intersects With | Respon: very TPM-11  critical suppliers/providers. 5
Capabittes
[Supply chain security practices are integrated into cybersecurity and o faciitate the of and data protection
lenterprise risk management programs, and their performance is monitored Cybersecurity & Data lgovernance controls
GV.5C09 A [throughout the technblogy product and service life cycie Functional Subset Of Protection Governance Gov-o1 10
rogram
[Supply chain security practices are integrated into Cybersecurity and Mechanisms exist to coordinate cybersecuriy, data protection and business algnment
lenterprise risk management programs, and their performance is monitored Steering Committee & lthrough a steering committee or advisory board, comprised of key cybersecurity, data
GV.5C-09 NA lthroughout the technology product and service life cycle. Functional Intersects With rogram Oversight GOV-OL1 lorivacy and business executives, which meets formally and on a regular basis. 5
[Supply chain security practices are integrated nfo cybersecurity and Mechanisms exist to provide governance oversigt reporting and recommendations to
[enterprise risk management programs, and their performance is monitored Status Reporting To [those entrusted to make executive decisions about matters considered material to the
Gv.5c-09 A lthroughout the technology product and service lfe cycle Functional Intersects With Governing Body GOV-012  lorganization's cybersecurity and data protection program 5
[Supply chain security practices are integrated into cybersecurity and Wechanisms exist to develop, report and monitor cybersecurlty and data protection
[enterprise risk management programs, and their performance is monitored lprogram measures of performance.
Gv.sc.09 A [throughout the technblogy product and service Ife cycle Functional Intersects With | Measures of Performance |  GOV-05 s
pply chain Security practices are integrated Into cybersecurity and Mechanisms exist to ensure changes to Technology ASSets, AppIIcalions andjor Services
reirse ek manaaoraent programe and the periormance s monitored Secure Development Life (TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal
Gv.sc09 A fthroughout the technology product and service life cycle Functional Intersects With | (DT Management | PRM07  fchange control procedures, s
[Supply chain security practices are integrated into cybersecurity and Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
[enterprise risk management programs, and their performance is monitored isk management controls.
Gv.sc09 A [throughout the technblogy product and service Ife cycle Functional Intersects With | Risk Management Program | RSK-01 5
[SSpry il secury praciices re ntegrted 1o cybersecurty and Mechanisms exist to develop a plan for SUpply Chain RIsk Management (SC
[enterprise risk management programs, and their performance is monitored o esociated wi he development acquistion, mantenance and Saporol of Technology
D ey Errougnot the rechrology product and semice o eyt Functional Intersects With upply Chain Risk Rskos  [issets, Applicatons andor senices (TAAS), icluding documenting elecied miigating 5
¥ Management (SCRM) Plan Jactions and monitoring performance against those pian:
[Supply chain securty practices are mtegrated nfo ybersecurty and Mechanisms exist to periodically assess supply chain isks associated with Technology
enterprise sk management programs, and thel perormance is monitored Supply Chain Risk |Assets, Applications and/or Services (TAAS).
Gv.sc09 NA Enroupnot e fechnaloy product and senice e cyere Functional Intersects With PPy Chain B RSK-09.1 5
Upply chain security practices are integrated Into cybersecurity and Wechanisms exist to manage the Usable Iecycles of technology assets
[enterprise risk management programs, and their performance is monitored Technology Lifecycle
Gv.sc09 WA [throughout the technology product and service lfe cycle. Functional Intersects With oement SEA07.1 s
nply chain Security practices are integrated Into cybersecurity and Forlers XSt Jecge nd it (roduct marmgerrt rocesses o
reirae ek manoaoraent programes and it performance s montored roattely sovar the ackign, deveopment and producton o Tochnoo
fthroughout the technology product and service life c potions anclor Servces (TAS) acfoss the Syatom evelopment e Eycie (SDLC)
(1) 1mprove functionaiity;
Gv.5C-09 NA Functional Intersects With | Product Management TOROLL () Enbance Securiyand rstency copabies 5
(3) Correct security deficie
[2) Contorr it aepleaie ataurory. regulatory andior contractual obligations.
[Cybersecurity supply chain risk management plans include provisions for WMechanisms exist to develop a plan for Supply Chain RIsk Management (SCRM)
lactivites that occur after the conclusion of a partnership or service lassociated with the development, acquisition, maintenance and disposal of Technology
Supply Chain Risk lassets, Applications and/or Services (TAAS), including documenting selected mitigating
Gvsc10 A Functional Subset Of RSK-09 : . 10
Ui Management (SCRM) Plan [actions and monitoring performance against those plans,
[Cybersecurity supply chain risk management plans include provisions for Mechanisms exist to facltate the implementation of third-party management controls.
Gvsc10 NA lactivites that occur after the conclusion of a partnership or service Functional Intersects With | Third-Party Management |  TPM-01 5
Jogreement
[Cybersecurity supply chain risk management plans InCIude provisions for Mechanisms exist to ensure cybersecurlty and data protection requirements are Included|
Gvsc10 NA lactivites that occur after the conclusion of a partnership or service Functional Intersects With Contract Flow-Down TPM-05.2  |In contracts that flow-down to applicable sub-contractors and suppliers 5
[aqreement Requirements
[Cybersecurity supply chain Fisk management plans Include provisions for chanisms exist to ensure Exteral Service Providers (ESPS) Use unique authentication
GV.5C-10 NA [activities that occur after the conclusion of a partnership or service Functional Intersects With T""‘”’“’;?ﬂ‘(‘;‘z’:""““"" TPM.05.3  [factors for each of its customers, 5
[The oro: Tisks are understaod Wechanisms exist to Coordinate cybersecurity, data protection and business aignment
Steering Committee & lthrough a steering committee or advisory board, comprised of key cybersecurty, data
[The organization’s current cybersecurity risks are Understood. Mechanisms exIst to provide Governance oversight reporting and recommendations to
Status Reporting To [those entrusted to make executive decisions about matters considered material to the
NA Functional Intersects With overning Body GOV-012  lorganization's cybersecurity and data protection program. 5
o [The organization's current cybersecurity risks are Understood. Functiona! Inersects Witn | Risk Management Program | Rsio1 | Techansme et 0 facltte the mplementation of siategc, operatonalsnd tactca S
[The organization’s current fisks are understood. icharions oxet s
1) Assumptions affecting ek assessments, isk response and risk monitoring
{2) Constrains affcting sk assessments, s respanse and rsk monioring:
. i . The organizational risk tolerance; and
A Functional Intersects With Risk Framing RSO | e and trade o condidered by the organization for managing risk s
WA [The organization’s current Tisks are understood. Functional ntersects With Risk Igentification RSK-03 [ Mechanisms exist to Identify and document risks, both internal and external- 5
[The organization’s current cybersecurity risks are understood. Mechanisms exist to develop and keep current a catalog of applicable risks associated
A Functional Intersects With Risk Catalog RSK-03.1  |with the organization's business operations and technologies in use. 5
[The org TS current Tisks are understood. echariems et o Conductrecuring ssssssmants o ok hat cludes the koo
land magnitude of harm, from unauthorized access, use, disclosure, disr
NA Functional Intersects With Risk Assessment RSK-04  [mocitication or destrucion of the orgamzanon 's Technology Asse(s Avphcanons, s
[Services and/or Data (TAASD)
o [The organization's current cybersecurity risks are Understood. PE——— p—— J— RoK0a1 [PChanss €Xt o M 3 K fegter hat faitates montorng and eportng o S
[The organization's current cybersecurity rsks are understood. Mechanisms exist to 1aentify and assign a risk ranking to newly Giscovered security
A Functional Intersects With Risk Ranking RSK-05 o ey e B
[The organization's current cybersecurity risks are Understood. Mechanisms exist to develop a plan for Supply Chain RISk Management (SCRM)
lassociated with the development, acquisition, maintenance and disposal of Technology
Supply Chain Risk [assets, Applications and/or Services (TAAS), including documenting selected mitigating
ional i ith RSk . .
A Functiona niersects Wit | Management (SCRM) Plan K09 Lactions and monitoring performance against those plans. ®
5 (.. data, hardware, software, systems, facillies, services, people) Fechanims e o facltate an I Asset Maragerment (TAM) program (@ mprment and
(ha( oL the organzatos Lo achieve basiness pboses o entAen ond Imanage asset management control
m imanaged consistent with their relative importance to organizational Functional Subset Of Asset Governance AsT01 10
loblectives and the organization’s risk strategy.
oo e B Forduare oftae, sy foclies service.peopl) fechanisms exIst to Identify and assess the Security of Technology ASSets, AppIIcations
that enablethe organizaion (0 achleve businss purposes are ertited and ol Servces (TAAG): Aopications andlor Semcel TAAS) it Suppor ere han one
naged consistent with thei rlative Importance {6 organzationsl onal ; i Assetservice AST lcitical business function
WA Gbiectves and the organization's risk stategy. Functional ntersects Wil Dependencies ST-011 s
[Assets (e.0.. data, haraware, software, systems, facillies, services, people) echansims o5t o Wertly ond nvalve pertnert stakehoders of el Techiooay
[that enable the organization to achieve business purposes are identiied and |Assets, Applications, Services and/or Data (TAASD) to support the ongoing s
m imanaged consistent with their relative importance to organizational Functional Intersects with | St2kenolder identification & sq7.5) 5 management of those assets. 5
loblectives and the organization’s risk strategy. Involvement
[ASSets (e.0., data, hardware, Software, systems, Tacilies, Services, people) Fechanisms o ic perform inventoesof Techiology Asets, AppIcations, Services
[that enable the organization to achieve business purposes are identified and land/or Data (TAASD) th
imanaged consistent with their relative importance to organizational ) Accurately refect the current TASD in
lobjectives and the organization’s risk strategy. (2)centifes authorized software products, including business Iosticaton detals;
(3) 15 at the level of granularity deemed necessary for tracking and reporti
A Functional Intersects With Asset Inventories AST-02 5
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NIST Cybesecurity Framework (CSF)_x000a_version 2.0

SCF Control

Secure Controls Framework (SCF)

version 2026.1_x000a_03/27/2026

ID.AM

1D.AM

ID.AM

1D.AM

ID.AM

1D.AM

ID.AM

1D.AM

1D.AM

ID.AM

1D.AM

ID.AM

1D.AM-01

1D.AM-01

1D.AM-02

1D.AM.02

1D.AM-03

1D.AM-03

ID.AM-03

1D.AM-04

1D.AM-05

1D.AM-05

1D.AM.05

IDAM-05

1D.AM.07

1D.AM.07

ID.AM-07

1D.AM-07

1D.AM-07

1D.AM-08

1D.AM-08

1D.AM-08

1D.AM.08

1D.AM-08

1D.AM-08

1D.AM-08

ID.RA

ID.RA-01

ID.RA-01

ID.RA-01

[Assets (e.g., data, hardware, software, systems, facilties, ser ple)
tha enable the organizaton to achieve business purposes are dertifed and
naged consistent with thei importance to organizational

Control Description
Mecharisms exit o ensure osset ownership resporisibiltes are essigned, tracked and
Imanaged at a team, i, of responsible organization level 1 establish a common
[ncerstanding of reaulrements for aseet protecton.

tiv . i Asset Ownership y
A Cbjectives and the organizations ik stratedy Functional Intersects With Assignment AST-03 s
[Assets (e.0.. data, hardware, software, systems, facillies, Services, pEople) Mechanisms exist to Include Capturing the name, position andjor role of Individuals
[that enable the organization to achieve business purposes are identified and responsible/accountable for administering assets as part of the technology asset
oy Imanaged consistent with their relative importance to organizational Functional Intersects With | Accountability Information |  AST-03.1 [ventory process. 5
lobjectives and the organization’s risk strategy.
5 (e.9. data, hardware, software, systems, facilies, services, people) Mechanisms exist to faclitate the Implementation of persannel security Controks.
that enable the organizaion o achieve busine purposes are ertied and
anaged consistent with their relative importance to organizational . n | Human Resources Security ’
A Iotjectves-and the organization's Functional Intersects With Hvrtads HRS-01 s
ts (el Pardvare ofvare, systers Tacilies service.people) e T Toles & Tor all personnel
(ha( enable the organization to achieve business purposes are identified and e roles &
oy anaged consistent with their relative importance to organizational Functional Intersects With Defined Roles HRS.03 5
’ Cbjectives and the organizations ik stratedy Responsibilities
5 (e.9. data, hardware, software, systems, < people) Wechanisms exist to require all employees and o1y and
that enable the organization {0 achieve R etiness parpoecs sre aentiien and ldata protection principles in their daily work.
A [managed consstent wit el reatie Importance o rgarizatonal Functional Intersects With | Terms of Employment HRS.05 s
ls (el Padvare ofvare, systers Tacilies service.people) Mechanisms exist to define acceptable and unacceptable rules of behavior for the Use of
(ha( enable the organization to achieve business are identified and including for behavior.
A naged consisient win el riative mportance 1o organzationa Functional Intersects With Rules of Behavior HRS-05.1 s
Cbjectives and the organization's ik stratedy
[ASsets (e.0., data, hardware, software, systems, fac Mechanisms exist to facltate the operation of physical and environmental protection
that enablethe organizaion o achieve business purposes are ldentiied and lcontrols.
aged consistentwih thtf et importance t organiztona! i itn | Physical & Environmental y
A Coiectwes and the orgarization's risk strateg Functional Intersects With Protections pES-01 s
[Assets (e.0.. data, hardware, software, systems, facillies, Services, pEople) Hecharisms exist o categarize Technolooy Assets Applications Services and/or Data
[that enable the organization to achieve business purposes are identified and (TAASD) in accordance with applicable laws, regulations and contractual obligations that
imanaged consistent with their relative importance to organizational 1) Document the securiy categorizaion Tesuit (mcluding supporting rationare) n the
loblectives and the organization’s risk strategy. Risk-Based Security 9 lsecurity plan for system:
(3 Functional Intersects With Categorization R0z R e socuty categorzation decison s reviewed and approved by th asset s
ts (el Pardvare Sofvare, systers Tacilies service.people) iech Tt faciitate the of thira-party Controls.
(ha( enable the organization to achieve business e identified and
ey naged consistent with ther relative mportance 1o organizational Functional Intersects With | Third-Party Management |  TPM-01 5
Cbjectives and the organizations ik stratedy
[ASsets (e.0., data, hardware, Software, systems, facilies, Services, people) Wechanisms exist to maintan a current, accurate and complete It of External Servic
tht enablethe organizaion to achleve business purposes are ertifed and IProviders (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
WA raged consitentwih tht et importance t organizatona! Functional Interscts Witn | Tirdfarty Invertories | TPU.011 |2ndJor Safety (C1AS) of the rganization's Technology Assets, Applications, Services 5
Cbjectives and the organization’s risk trate land/or Data (TAASD).
[Assets (e.0., data, hardware, software, systems, facillies, Services, pEople) Fechanisns et o documert and mantan o Responsile, Accountable, Supporive.
[that enable the organization to achieve business purposes are identified and [Consulted & Informed (RASCI) matrix, or similar documenta delineate assignment
d zation to ac Responsible, Accountable, [Consut vormed y lor ™ o delines
ey Imanaged consistent with their relative importance to organizational Functional tersects witn | SSEOTSIle Accountable, | fareybersecurity and dats protaction corirolt botween mternal sokenolders 5
loblectives and the organization’s risk strategy. Informed (RASCH Matrix [External Service Providers (ESPs).
Sets (e.9. data, hardware, software, systems, WMechanisms exist to control personnel security requirements including securlty roles and
that enabl the organization {0 achieve R ekinecs parposcs sre aentiien and for third-party providers.
e anaged consistent with their relative importance to organizationai Functional Intersects with | Third-Party Personnel Te08 s
‘ Cbjectives and the organization's sk stratedy Security
inventaries of haraware managed by the organization are maintained Fechanisms et G peform inventorlesof Technology Asets, Agplcations, Services
land/or Data (TAASD) th
) Aecurately refeet tae current TAASD in
(2 denines autnorized stware products, nciuding business Justncaton detis;
(3)15 at the level of granularity deemed necessary for tracking a
W Functional Subset OF Asset Inventories AST-02 ((4) Includes organization- efined nformation deemed necessary o atmeve effective 10
lproperty accountabil
(5)is available for review and audit by designated organizational personnel.
Aventories of hardware managed by the organization are mantained Mechanisms exist to mainiain a Current, aCcurate and complete It of Exteral Service
lProviders (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
WA Functional Intersects With | Third-Party Inventories | TPM-0L.1  landor Safety (CIAS) of the organization's Technology Assets, Applications, Services s
land/or Data (TAASD).
inventories of software, services, and systems managed by the organization Mechanisms exist to perform inventories of Technology Assets, Appiications, Services
lare maintained. land/or Data (TAASD) tha:
(1) Accurately reflects the current TAASD in
(2 datiias suthored sftuare proccs, inclichng busnes utcstion detals;
(3) 15 at the level of granularity deemed necessary for tracking and reportin
NA Functional Subset Of Asset Inventories AST-02 ((4) Includes organization- de ined information deemed necessary to chieve stfective 10
lproperty accountability; a
(5T o forrevtn and audit by designated orgarizationalpersonnel
nventories of software, services, and systems managed by the organization Mechanisms exist to maintain  current, accurate and complete ISt of External Servic
Jare maintained. y IProviders (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
NiA Functional Intersects With ‘Third-Party Inventories. TPM-01.1  fand/or Safety (C\AS) of the organization's Technology Assets, Applications, Services s
Jand/or Data (TAASD).
Representations of the Grganization's authorized Retwork communication Mechanisms exist t maintain network architecture diagrams
land internal and external network data flows are maintained. o Cantai suihcint Gota o bssecs the Sacurty of i neworis architeture:
Network Diagrams & Data (2 Reflect the current architecture of the network anvironment; and
ional ith :
A Functional Intersects Wit Flow Diagrams (DFDs) AsT04 ) Document all sensitive/regulated data flows ®
Representations of the arganization's authorized network communication Control Applcability [Mechanisms exist to ensure contral applicabilty is appropriately-determined for
WA Jand internal and external network data flows are maintained. Functional Intersects With Boundary Graphical AST-042Technology Asets, Appications anlorSenices (TAAS)and thir partes by raphically s
applicable boundaries,
Representations of the arganization's authorized network communication Mechanisms exist to Inventory. document and maintain Gata flows for data that s
Jand internal and external network data flows are maintained. Geographic Location of resident (permanently or temporarily) within a service's geographically distributed
A Functional Intersects With ey DCHI9  [onniications (physical and virtual, Infrastructure, systems componants andjer shared s
[with other third-parties.
nventories of services provided by suppliers are maintained. [echarisms exist o maintain a currert, accurate and complte I o Externalservice
Providers (ESPs) that can potentially impact the Confidentialty, Inte
WA Functional Equal Third-party Inventories | TPM-011  |anior Safety (CIAS)of the organization' Technology Assets, Applcations, Services 10
land/or Data (TAASD).
[Assets are prioritized based on classification, criticalty, resources, and Mechanisms exit o determine cybersecurty and data protection control applcabity by
[ mpact an the mission. i jgeniying ossigning o appropriat for all
WA Functional Inersects With | AssetScope Classification | AST-041 | Technolog Assets omlatons andlor Secrees CARS) e porsannel (mternel and 5
raparies
Sets are priontized based on classification, cricality, resources, and Wechanisms exist to [dentify and document the critical Technology Assets, Appications,

WA impact on the mission Functional Intersects With | Identify Critical Assets BCD-02  [Services andjor Data (TAASD) that support essential missions and business functions. 5
o e v protzed Based on dasacation, crtclty, resources, and Functional Inersects Wit |Data & Asset Clssicaton | | DCHO2 _[Jcchanis st eredre dota and etz are ctegorized I accordance i 5
[Assets are prioritized based on Classification, criticalty, resources, and Mechanisms exist to identify, prioritize and assess suppliers and partners of critical

impact on the mission. Third-party Criticali [Technology Asses, Apicatons andlr Senices (TAAS)using  supply chain sk
WA Functional Intersects With ik Asiad TPM-02  lassessment process relative to their importance in supporting the delivery of high-value 5
Cemvices.
nventories of data and corresponding metadata for designated data types Mechanisms exist to:
Jare maintained. @) Physically control and securely store it and noncigital media within cortrolled
A Functional Intersects With Media Storage DCH0g  [areas using organization-defined 5
’ . ) rotect sysiam media ol the- mema T Genreyes or saitized using approved
leauipment, techniques and procedur
o [Twentoriesof ot and cartesponding metadats for esignated dats pes P Inersects Wi | Seniive Data Iventories | | DCH062  ecpe e MTIar ertry 169 o al eraiive medisan conduct seniive S
inventories of data and corresponding metadata for designated dafa types rerog seams for Hechanisms et o periodical scon urstuctured data sources (o sensiivereguiated
Jare maintained. ¥ ldata or data requiring special protection measures by statutory, regulatory
A Functional Intesects W | g e pata | DCH06:3 [data ot dota reauring secial Y ry. reg 5
inventories of data and corresponding metadata for designated data types Mechanisms exist
lare maintained. (5 Rerain bersonal Data (PD, inclucing metadata or an organization-defined tme
Iperiod to fulfil the purpose(s) identified in the notice or as required by
{2)Dispose of destoy, eraces, andor anonymizes the . gordels o he method of
Personal Data (PD)
(s Functional Intersects With | getention & Disposal PRI0s (51T arpanizationdefined techniques or methads to ensure secure deltion or 5
|destruction of PD (including originals, copies and archived records).
Iventores of data ond coresponding metodata fo Gesinated doa pes Mechanisms exist to establish and maintain a current Inventory of all Technology ASsets,
- e mantaings Functonal | tersects Wi | "™VeTEory O Posonal Data | o g 5 [Applations andor Services (TAAS) tat ol receve, proces, ore, s, upaste 5
(PD) landor share Personal Data (PD),
oy Systers. Fardware, sotware, services, and Gata e maraged thoughout Fonctional P rvet Governance AsT1[Techans e 0 adltte on T Asset Maegement ([TAM) progrom o mpiement ang o
[their life cycle: Imanage ass
Syeteme pardare, sofEware, senices, 3 4o 3 managed Traughadt iecharams Xt s genty and e pertinent stakeholders of crllcal Technology
N/A [their life cycles. Functional Intersects With Stakeha‘\derlldenk\ﬁfslmn & AsT-012  [Assets, Applications, Services andjor Data (TAASD) to support the ongoing secure 5
involvement Imanagement of those assets
o Sy, e, sowar, serice, a8 e managed Srcughot Functiona! [R—— Dot Protection oCro1|Pechanisms exit to faciitate the implementation of Gata protection controls S
m Sytems ardvar, s, sevces,ard data are managed Wraughout Functional Intersects With [ — ocHons[Mechanisms exit to ensure data stewardshp s assigned, documented and 5
[Systems, hardware, software, services, and data are managed throughout Mechanisms exist to ensure changes to Technology Assets, Appiicalions and/or Services
A [their lfe cycles. Functional Intersects witn | SecareOeuiooment e | pawo7|(TARS) within th Secure Development Lif Cyci (SDLC) ae controled through formal 5
Cycle (SDLC) Management [thange control procedur
o [Systems, hardware, software, services, and data are managed throughout Functiona! Intersects With |predictable Falure Anatysis| | SEAg7 |VEChammS exist o Getermine the Tiean Time Lo Failure (TTF) for system components S
[their e cycles. i specific
o S7stems hrduar, s, sevces, s Gataare managed Wraughout Functional mersects win | Techyaogy Liecyc SeA07[Mechanisms exist fo manage the Usable Iecycles of technology assets. S
[The cybersecurity Fsk to the organization, assets, and InGIVIduals 15 Cybersecurity & Data Mechanisms exist to faclltate the Implementation of Cybersecurity and data protection
A lunderstood by the organization. Functional Subset Of Protection Governance Gov-01  [governance controls. 10
Program
[The cybersecurity Fsk to the organization, assets, and Ingviduals 1s Mechanisms exist to coordinate cybersecurity, data protection and business allgnment
lunderstood by the organization. Steering Committee & lthrough a steering committee or advisory board, comprised of key cybersecurity, data
WA Functional Intersects With Program Oversight GOV-0L1  privacy and business executives, which meets formally and on a regular basis. 5
Tie cybersecurity risk to the organization, assets, and Individuals is st ESablh, malnain and dsseminate Cybersecurty and data
ncerstood by he arganisaton hing Cybersecurity & eiaction porces, snderas and procadure.
A Functional Intersects With Data Protection Gov-02 5
Documentation
> [ persecarty 1k o the arganzato, sssets, and nadua = Functiona! Inersecs Win |k Managemen Program | Rska1[1eghaniane o o talate th Ipermentaton o ted, opratona and facica .
[The cybersecurity sk to the organization, assets, and indwiduals 1s Fechanisme ext o umlup & plan for Supply Chain Risk Management (SCRH
lunderstood by the organization. e doceiopment acquistion, mantenance anedipesal of Technalogy
Supply Chain Risk [Rssets, Applications andor Services (TARS), inlading Gocumentig selected milgating
A Functional Intersects With RSK-09 3 5
i Management (SCRM) Plan [actions and monitoring performance against those plan:
[Vunerabilities in assets are Identined, validated, and recorded information Assurance (1A] Mechanisms exist to facltate the Implementation of cybersecurity and data protection
e Functional Intersects With Operations 1001 lassessment and authorization controls s
[Vulnerabiiies in assets are identified, validated, and recorded. Fechanisms oX o formally sssess e cybersecury ond dota protection coniros
[Technolagy Assets, Applications and/or Services (TAAS) through Information Assur
Program () actities to determine the extent (o which the contrls are implemented
NA Functional Intersects Wit Assessments 140:02  [correctly, operating as intended and producing the desired outcome with respect to s
Imeeting expected requirements.
[Vunerabilities in assets are Identified, validated, and recorded Mechanisms exist to generate a Plan of Action and Milestones (POAGM), or Simiar risk
Plan of Action & Milestones register, to document planned remedial actions to correct weaknesses or deficiencies
WA Functional Intersects With onew 140:05  [noted during the assessment of the security controls and to reduce or eliminats known s

|vulnerabilities.
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FDE Name

Focal Document Element (FDE) Description

STRM

NIST Cybesecurity Framework (CSF)_x000a_version 2.0

SCF Control

Secure Controls Framework (SCF)

version 2026.1_x000a_03/27/2026

1D.RA-01

ID.RA-01

ID.RA-01

ID.RA-0O1

ID.RA-01

ID.RA-02

ID.RA-02

ID.RA-03

ID.RA-03

1D.RA-03

ID.RA-03

ID.RA-03

1D.RA-03

ID.RA-03

IDRA-04

IDRA-04

ID.RA-0S.

ID.RA-0S

ID.RA-05

ID.RA-0S.

ID.RA-0S

ID.RA-05

ID.RA-0S.

ID.RA-0S

IDRA-0S.

ID.RA-06

ID.RA-06

ID.RA-06

ID.RA-06

ID.RA-06

ID.RA-06

ID.RA-07

ID.RA-07

ID.RA-07

1D.RA-07

ID.RA-07

ID.RA-07

1D.RA-07

ID.RA-08

ID.RA-08

ID.RA-08

ID.RA-08

ID.RA-08

ID.RA-08

ID.RA-09

ID.RA-09

ID.RA-09

ID.RA-09

1D.RA-09

ID.RA-09

ID.RA-09

IDRAL0

IDRAL0

IDRAL0

DM

DM

DM

DM

1D.IM-01

1D.IM-01

[Vulnerabilities in assets are identified, validated, and recorded.

ationship

Control Description
[Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
land magnitude of harm, from unauthorized access, use, disclosure, disruption,

NA Functional Intersects With k Assessment RSK-04  |modification or destruction of the organization's Technology Assets, Applications, s
[Services and/or Data (TAASD)
o [Vulnerabilities In assets are Identied, validated, and recorded Fonctional [RO——— p— RSk0a 1 [TecheSTS SXS G MaTial 3 Tk regser hat failiates monEorng and eporing of S
[Vunerabilities In assets are Iaentifed, validated, and recorded Miech o equie system TEwith
Jand data protection personnel
) Creatc and mplament & Security Testing and Evaluation (ST&E) pan, o simiar
[capabil
Cybersecurity & Data 2) Imp\ement a verifiable flaw remediation process to correct weaknesses and
WA Functional Intersects With Protection Testing TDA09 \jeficiencies identified during the security testing and evaluation process; and 5
Throughout Development (3) Document the ress fthe securty testinglevalvation and flaw remediation
fproc
[Vunerabilities in assets are Identifed, validated, and recorded Valnerability & Patch Mechanisms exist to faciitate the Implementation and monitoring of vuinerability
A Functional Subset Of Management Program VPM.01  [management controls. 10
(VPMP)
[Vulnerabities in assets are identified, validated, and recorded. Mechanisms exist to detect vulnerabiliies and cnfiguration errors by routng
A Functional Intersects With | Vulnerability Scanning VP06 [ e o o eratome ook St 5
[Cyber threat intelligence Is received from Information sharing forums and Hechariams st o stablh cortac wih sleced oo and assoctors it the
Jsources lcybersecurity and data protection communit
) Fciitate ongong Sbereccunty and data pretection education and training for
Contacts With Groups & ferganizations persomel
N/A Functional Intersects With ontacts Wit t roups GOvV-07 (2 in :urren:y with recommended cybersecurity and data protection practices, 5
lons !e(hmques and technologies; and
and/or data information including
lthreats, vuinerabilities and incidents.
[Cyber threat intelligence Is received from information sharing forums and Fiecharions ot & ool storal avarencss and evaving
Jsources. . i | Threat Intelligence Feeds [threats by leveraging the knos Ot attacker tactics, techiques and procedures to
NA Functional Intersects With P THR03  ffacilitate the implementation o nrevemauve ‘and compensating controls. 5
ternal and exteral threats fo the organizaion are identifed and recorded Chansms exist to Implement a threat TEelTgence program that Includes a cross-
Threat Intelligence Feeds Jorganization information-sharing capabillty that can influence the development of the
NIA Functional Subset O pr?am THR-01  Isystem and securi ctures, selection of security solutions, monitoring, threat 10
Irunting, response and recovery activites.
nternal and external threats to the organization are identined and recorded. Mechanisms exist to develop Indicators of Exposure (IO) to understand the potental
A Functional Intersects With  [Indicators of Exposure (I0B)|  THR-02 |1 iee aTEs Xt 0 GO o o e ergamzation. 5
Internal and external threats to the organization are identified and recorded. [Mechanisms exist to maintain situational awareness and evolvine
Threat Intelligence Feeds lthreats by leveraging the knowledge of attacker tactics, techniques and procedures to
WA Functional Intersects With Fects THR-03  lacilitate the implementation of preventative and compensating controls. s
nternal and external threats to the organization are dentifed and recorded chanisms exist to Implement an insider threat program that Includes a cross-discipling
A Functional Intersects With | Insider Threat Program THRO4 e e et Mt e 5
internal and external threats to the organization are identined and recorded Mechanisms exist to Utilize security awareness Graining on recognizing and reporting
A Functional Intersects With | Insider Threat Awareness | THROs  [LeCon i of e e B
nternal and external threats to the organization are dentifed and recorded Mechanisms exist to perform cyber threat hunting that uses Indicators of Compromise
N/A Functional Intersects With Threat Hunting THR07  [I0C) to detect, {rack and disrupt threats that evade existing security controls. s
Internal and external threats to the organization are identified and recorded. exist to develop and keep current a catalog of appl\:alﬂe internal and
A Functional Intersects With Threat Catalog THR-09 lexternal threats to the organization, both natural and manma s
Poental pacts and Tkeliio06sof Treats exprotng vonerabies are Fecharisms exs o develop and Feep curet 2 cataog of appl\cah\e internal and
R lidentified and rec Functional Intersects With Threat Catalog THR-09 external threats. me Lm;amza(lun both natural and m: s
[Potential \mpa:ls and Tikelihoods of threats explo are Mecharisms existto denty, ssssss. prioreze and aucumam me potential impact(s) and
W lidentified and recorded. Functional Intersects With ‘Threat Analysls THR10 liikelinood(s) of anphcalﬂe internal and external threats. 5
Trveats.winerablities Telhaads, and Tmpacts are eed T andereand Mechanisms exist to dentfy:
linherent risk and inform risk response prioritization. (1) Assumptions affecting risk assessments, risk response and risk monitoring;
(2) Constraints affecting risk assessments, risk response and risk monitoring;
y (3) The organizational risk tolerance; ant
U Functional Intersects With Risk Framing Rsk-011 (4) Priorities, benefits and trade-offs considered by the organization for managing risk. 5
[Treats, vlierabies Tkellioods, and mpacts are Used o undersiand Mechanisms exist to prioritize the Impact Ievel for Technology Assets, Applications and/or|
R linherent risk and inf response prioritization. Functional Intersects With Impact-Level Prioritization RSK-021 Iseryices (TAAS) to o prevent potential disruptions, s
st valsersbias TeaThoste 3 impacts are Used to understand Mechanisms exist to conduct recurring assessments of Fsk that includes the Tikeliood
inherent isk and infor risk response priortization. § . § land magnitude of harm, from unauthorized access, use, disclosure, disruption,
NiA Functional Intersects With k Assessment RSK-04  |modification or destruction of the organization's Technology Assets, Applications, s
[services and/or Data (TAASD)
[TFvests wamerapies Trellonds. and Tmpact are sed © ndersand Wiechanfsms exist fo [dentify and assign a rsk ranking to newly discovered securlty
R linherent risk and \Mamv risk response prioritizatior Functional Intersects With Risk Ranking Rsk-05 that is based on practices. 5
Mhreats, vunerabilties, kellhoods, and mpacts are used to understand Mechanisms exist to remediate risks to an acceptable level
A R e i e oo Functional Intersects With Risk Remediation RSK-06 5
[Threats, vumerabl nd impacts are Used to Understand Wiechanisms exist to respond to findings from cybersecurlty and data protection
A nerant vk and Inform ik rsponee prioesation Functional Intersects With Risk Response RSKO61  [psasament, ekdents ond SUSKS 6 Ensre praber rermediaton has baen peormed. 5
[Treats versbies, Tkellioods and Impacts rc Used 0 undersiand Wechanisms exist to develop Indicators of Exposure (I0E) to understand the potential
e linherent risk and inf response prioritizatior Functional Intersects With _ |Indicators of Exposure (I0E))  THR-02 lattack vectors that attackers could use to attack the organization. s
et vlarabTae e o, and mpaces o6 T o G Wechanisms exit o develop and keep current a catalog of appIIcable Tiemal and
R mherem risk and inform sk response prioritization. Functional Intersects With Threat Catalog THR-09 ex(ema\ threats to the organization, both natural and manmade. s
eats, vulnerabil o0’ an mpact are sed to undersand hanisms exist to identify, assess, prioritize and document the potential ImPact(s) and
A \nheven[ Fisk and Inform nsk response prioritizatior Functional Intersects With Threat Analysis THR-10 erhhood(s) of applicable internal and external threats. s
RIS responses re chosen. pionized. planned. Faeked s comminTeated Mechanisms exist to identi
11) Assump(luns a“az(mg Hsk assessments nsk response and risk monitoring;
and risk monitoring;
g e orgamzatmna\ M torancer
L Functional Intersects With Risk Framing RSKOLL | (g) S eneis and trade-of considered by the organization for managing isk s
RISk responses are chosen, prioritized, planned, tracked, and communicated - Fechanisms Xt o piorize the Impac evel(or Technology Assets. Aplcatons analor
A Functional Intersects With | Impact-Level Prioritization | RSK-02.1  |[benicn (Tang) to provent ootamial deupia 5
o RisK respanses are chosen, prioritized, planned, tracked, and communicated|  po o ntersects with Aok Ranking Rscos | [Techansms et o Genty ond sssgn o e rankmg 5 newy Gscovered securty S
- RisK responses are chosen, prioritized, planned, tracked, and communicated| oo ntersects With ok Remediation ox0s[Mechanisms exist o remedate rsks to an eteptabie e S
RISK responses are chosen, priorltized, planned, tracked, and communicated | Mechanisms exist to respond to findings from cybersecurity and data protection
A Functional Intersects With Risk Response RSK.06.1 [assessments, incidents and audits to ensure proper remediation has been performed. 5
RISk responses are chosen, priortized, planned, tracked, and communicated Compensating o Tgentiy and T Teduce
A Functional Intersects With o RSK-06.2 P om0 theats 5
- [Changes and exceptons are mansged, sssessed fo ok pact fecordes. Functional —— Crange Mansgement oo 0 facitate the o a change Drogram. m
o [Changes and exceptions are managed, assessed for rsk Impact, recorded. PE——— ntersecta win | Configuration Change Cho.0s  [Pechansms exist © govern the technical configuration change contral processes. S
land tracked Control
[Changes and exceptions are mansged, sssessed fo Tk pact recordes. 0 pronibit Changes, uniess
A [Shate Functional Intersects With | Prohibition Of Changes | CHG-021  [lec T SIS XSt 10 PIOTO S 5
changgs = “exceptions are managed, assessed for rIsk Impact, recorded, Mechanisms exist Snd Socument proposed changes 13 nor-
WA Jand tracked. Functional intersects with | TSt Valdote &Document | cy.00.2  [production environment a production 5
[Changes and exceptions are managed, assessed for sk impact, recorded, Security Impact Analysis for| [Mech: T o analyze proposed changes for potential security impacts, prior to
A [Ghanges an Functional Intersects With mpact A cHG.03 i ek s
[Changes and exceptons are mansged, sssessed fo Tk pact recordes. ‘Access Restriction For Mechanisms exist to enforce configuration restrictions In an effort to restrict the abiity of
W land tra Functional Intersects With Change CHG-04 Jusers to conduct unauthorized changes. s
Changes = “exceptions are managed, assessed for sk Impact, recorded, Mechanisms exist to prohibit e o standards, except when the exception has
A Jand tracked. Functional Intersects With | Exception Management | GOV-02.1 |been formally scseceud or ik impach approved n rcorded. 5
[Processes for receiving, analyzing, and responding to vulnerability sms exist to \mp\ament a threat intelligence program that mcludzs a cross-
lisclosures are established § | Threat ntelligence Feeds oraaization iformation sharing capabilty tha can nflence the development o e
A Functional Intersects With g THROL 3y tamand securiy archrecturss caiectio of securty soukions, momtonng, threat 5
|hunting, response and recovery activities.
Processes for receiving, analyzing, and responding to vunerabilty Mechanisms exist to develop Indicators of Exposure (IO) to understand the potential
e |disclosures are established. Functional Intersects With _|Indicators of Exposure (I0E))  THR-02  latack vectors that attackers could use to attack the organization. s
[Processes for receiving, analyzing, and responding to vuInerabiity Hechanims e o mantain stvational awareness of wilnerabiltes and evong
|disclosures are established. Threat Intelligence Feeds hreats by leveraging the knowledge of attacker tactics, tec! s and procedures to
WA Functional Intersects With Feots THRO3  |failtate the Implémentation of preventative and compensating controls. 5
[Processes for receiving, analyzing, and responding to vuInerabiity Vuinerabilty & Patch Mechanisms exist to facilitate the Implementation and moNToring of vuInerabiity
A [disclosures are established Functional Intersects With | Management Program VPM01 | management controls. 5
(vPMP)
[Processes for receiving, analyzing, and respanding to vulnerabiity Vulnerability Remediation Wiech o ensure that ‘roperly identifed, tracked and
W |disclosures are establishes Functional Intersects With Process ven-0z remediated. s
Frocesses for receiving, snalyang, and responang o vonera hanisms x/st to 10entify and assgn a rsk ranking to newly discovered security
WA lisclosures are established Functional Intersects With | Vulnerability Ranking VPM.03  |vulnerabilities using reputable outside sources for security vulnerability information. 5
enticity and Integrity of hardware and software are assessed prior Cogial Tampering hanisms exist to veriy Togical configuraion Settings and the physical Integrity of
R [to a:qunsmon and use. e i Protect AST-15 crmcal technology assets !hrcughnul their lifecycle. 5
[The authenticity and integrity of hardware and software are assessed prior Mechanisms exist to provision and protect the confidentiaiity, Integrity and authenticity
NA Ito acquisition and use Functional Intersects With | Roots of Trust Protection AST-18 [of p;uuuct supplier keys and data that can be used as a “roots of trust” basis for integrity| 5
[The authenticity and ntegrity of hardware and software are assessed prior Miech: 5t to facitate the
NA o acquisition and use Funetional Intersects win | €509 Develonment & 1o 01 lacquiiion srateges,contact oo an procurement mehods to meet e business 5
eeds.
[The authenticity and ntegrity of hardware and software are assessed prior Integrity Mechanisms for [Mechanisms exist to utlize integrity validation mechanisms for security Updates.
A to acquisition and use. Functional Intersects With Software | Firmware TOA01.2 5
[Thie authenticity and itegrity of hardware and software are assessed prior " Wiechanisms exist fo require system developers and Integrators fo perform configuration
NA lto acquisition and use. Functional Intersects with | Developer C DA L4 during system design, and operation 5
Management
[Tie authenticity and ntegrity of hardware and software are assessed prior PP — TTechnology Assets
o acquisition and use. nction n L . ey TANS) 1 nai mtegriy verfcaton o sotwar and femare compantnts.
N/A q Functional Intersects With integrity Veriheation TOA-14.1 (TAAS) qgrity P 5
[Thie authenticity and ntegrity of hardware and software are assessed prior TTechnology Assets, Appl a
WA o acquisition and use Functional Intersects With Harduare Integrty ToRLa2  [oences (TAAD) o cnatie ntagry Lenintion 6 rairs Companents 5
erifcation
[Critical suppiers are assessed prior to acquisition. Mechanisms exist to maintain a current, accurate and complete 1t of External Service
) [Providers (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
WA Functional ersects Wih | T Prty nvertores | P11 fandior afty (CAS) f thecrgaiztions Technology Assts. Applications, Services 5
land/or Data (TAASD!
[Critical suppliers are assessed prior to acquisition. [Mechanisms exist to identify, prioritize and assess suppliers and partners of critical
Third-Party Critcali [Technolagy Assets, Applications and/or Services (TAAS) using a supply chain risk
NA Functional Intersects With G Party Criticality TPM-02  fassessment process relative to their importance in supporting the delivery of high-value 5
Jservices.
[Critical suppers are assessed prior to acquisition E— o conduct a 1) e acquisition or oUSGUrCing of
inction: Int it ird-| - [technoloc vela(ed Technolo Assevs ‘Applications and/or Services (TAAS)
N/A Functional Intersects With Assessments & Approvals TPM-04.1 gy-! 9y \ppl / C ). 5
Tk processes, Mechanisms exist to faciitate the implementation of operational security controls.
WA lrocedures and activities are identified across all CSF Functions. Functional Intersects With | Operations Security ops-01 s
risk. processes, [Mechanisms exist to identify and Operating Procedures (SOP), or]|
WA rocedures and activiies are identified across all CSF Functions. Functional Intersects with | S2Pdardized Operating | gpg g1 fimilr documentation, to enable the Broper execution of day-to-day / assigned tasks. 5
rocedures
Tk processes, Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
A lprocedures and activities are identified across all CSF Functions. Functional Subset Of Risk Management Program RSK-01  [risk management controls, 10
improvements to organizational cybersecurity sk management processes, Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
procedures and activities are identified across all CSF Functions comply Chain Risk ossocated win the development, acauisilon, mainenance and disposal of Technology
NA Functional Intersects With upply Chain Ris Rskos  [Assets, Applications andlor Services (TAAS), including documenting selected mitigating 5
u Management (SCRM) Plan a(tmns and monitoring performance against those pians.
Improvements are dentifed from evaluations. Mechanisms exist to regularly review processes and documented procedures to ensure
A Functional Intersects with |, Cybersecurity & Data CoL03 [comformiy with the organization'scybersecurly and data protecton plicies,standarcs 5
Protection Assessments [and other applicable requirements.
Improvements are dentifed from evaluations. Fanctional Review OF Wechanisms exist to regulart Chology assets for adherence to the
WA Functional Intersects With | Cybersecurity & bata CPL032  |organization's cybersecurity and data protection policies and standards. 5
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

NIST Cybesecurity Framework (CSF)_x000a_version 2.0

SCF Control

Secure Controls Framework (SCF)

version 2026.1_x000a_03/27/2026

ID.IM-01

ID.IM-01

ID.IM-01

ID.IM-01

1D.IM-01

1D.1M-01

1D.IM-01

1D.IM-02

1D.IM-02

1D.IM-02

1D.IM-02

1D.IM-02

1D.IM-02

1D.IM-02

1D.IM-02

1D.IM-02

1D.IM-02

1D.IM-02

1D.1M-03

1D.1M-03

1D.1M-03

1D.1M-04

1D.1M-04

1D.1M-04

1D.1M-04

PRAA-0L

PRAA-0L

PRAA-OL

PRAA-DL

PRAA-02

PRAA-03

PRAA-03

PRAA-03

PRAA-03

PRAA-03

PRAA-04

PRAA-04

PRAA-04

PRAA-05

PRAA-0S

PRAA-0S

PRAA-0S

Improvements are identified from evaluations.

Control Description
Mechanisms exist to formally assess the cybersscurty and data prokection conrols i

[Technolagy Assets, Applications and/or Services (TAAS) through information Assurance
PProgram (1AP) ac(lvl(les {o determine the extent o which the contrls are implemented
A Functional Intersects With Assessments 140:02  [correctly, operating as intended and producing the desired outcome with respect to s
meeting expected requirements.
improvements are identified from evaluations. chartams Xt produce » Secuty Assessent eport SAA) ot th condusion of 3
N/A Functional Intersects With | S€CUrity Assessment Reportl 5605 4 |security assessment to certify the results of the assessment and assist with 5
(SAR) remediation actions.
improvements are identifed from evaluations. Mechanisms exist to generate a Plan of Action and Milestones (POAGM), or Simiar sk
Plan of Action & Milestones Iregister, to document planned remedial actions to correct weaknesses or deficiencies.
NA Functional Intersects With (PoAsM) 18005 Inoted during the assessment of the security controls and to reduce or eliminate known 5
|vulnerabiliies.
improvements are identified from evaluations. iech o require system TEwith
Jand data protection personnel t
(1) Create and implement a Security Testing and Evaluation (ST&E) plan, or similar
[capabilty:
Cybersecurity & Data (2) Implement a verifiable flaw remediation pmc&ss to correct weaknesses and
WA Functional Intersects With Protection Testing TOA09 \jeficiencies identified during the security testing and evaluation process; and 5
Throughout Development (5) Document the results of the securty testngjevalustion and flw remediation
lprocesses.
improvements are identined from evaluations. Mechanisms exist to require the developers of Technology Assets, Appiications and/or
N/A Functional Intersects With | Continuous Monitoring Plan|  TDA-09.1  [Services (TAAS) to produce a plan for the continuous monitoring of cybersecurity and 5
Jgat pmtemun control effectiveness.
improvements are identifed from evaluations. — ‘exist to conduct a risk assessment prior to the aCquISIton or oUtSoUrcing of
. " ird-Party Ris . echmotogy.reated Tecmmelony Aesers, Aol catons andlor Serces (TARS
A Functional inersectswith | o Ty sk | Tew0s1 ay- 9y opl 7 (TARS). 5
Improvements are dentifed from evaluations. Mechanisms exist to monltor, regqularly review and assess External Service Providers
N/A Functional Intersects With Review of Third-Party TPM-08  |(ESPs) for compliance with established contractual requirements for cybersecurity and 5
Services |data protection controls.
Improvements are identified from security tests and exer cluding Contingency Plan Root [Mechanisms exist to conduct a Root Cause Analysis (RCA) and "lessons learmed" activity
WA those done In coordination with suppiers and relevant third parties Functional Intersects With | Cause Analysis (RCA) & BCD.05  [every time the contingency plan is activated. 5
ssons Learned
[mprovements are dentified from security tests and exercises, ncluding WMechanisms exist to regularly review processes and documented procedures to ensure
WA fthose done in coordination with suppliers and relevant third parties. Functional Intersects with | Cypersecurity & Data CeL03  [confomicy wih he organizatln'scybersecurty and data protecton plicies, standarcs 5
Protection Assessments land other applicable requirements.
Improvements are identified from security tests and exerclses, including Functional Review Of [Mechanisms exist to regularly review technology assets for adherence to the
WA lthose done in coordination with suppliers and relevant third par Functional Intersects With |  Cybersecurity & bata CPL03 2 |organization's cybersecurity and data protection policies and standards. 5
Protection Controls
improvements are Identified from security tests and exercises, Incluaing [Mechanisms exist to formally assess the cybersecurity and data protection controis in
[those done in coordination with suppliers and relevant t [echnology Asets, Applications anlor Services (TAAS) irough nformation Assurance
IProgram (IAP) activities to determine the extent to which the controls are implemented
WA Functional Intersects With Assessments 1A0-02  [cortectly, operating as ntended and producing the desired autcome with respect t 5
Imeeting expected requirements.
improvements are identined from security tests and exercises, Including Mechanisms exist to produce a Security Assessment Report (SAR) at the conclusion of @
N/A [those done in coordination with suppliers and relevant third parties. Functional Intersects With | S€€urity Assessment Report| 1A0-02.4 [security assessment to certify the results of the assessment and assist with any 5
(SAR) remediation actions.
improvements are identined from security tests and exercises, including Mechanisms exist to generate a Plan of Action and Milestones (POAGM), or simlar isk
[those done in coordination with suppliers and relevant third parties. Plan of Action & Milestones register, o document planned remedial actions to correct weaknesses o deficencies
NA Functional Intersects With POAEHY 18005 [noted during the assessment of the security controls and to reduce or eliminate kno 5
Valnerabiites.
[mprovements o dentied rom securty tees and exercizes ncluding Mechanisms exist to Incorporate lessons Iearned from analyzing and resoing
NA hose done in coordination with suppliers and relevant third partie: Functional ntersects witn | ROOLGause oy (O | 1013 fybersecurity and data protection ncidents to recuce thelikelitood or impact offuure 5
incident
improvements are identined from security tests and exercises, Including 5 equie system Ttwith
[those done in coordination with suppliers and relevant third parties. vt pretection,pessommc
(1) Create and implement a Secunty Testing and Evaluation (ST&E) plan, or similar
lcapabilty
Cybersecurity & Data ) Implament a verifable flw remedlation process to orrect weaknesses and
NA Functional Intersects With Protection Testing TDA-09 |deficiencies identified during the security testing and evaluation process; and 5
Throughout Development (3) Document the results of the security testing/evaluation and flaw remediation
lprocesses.
Improvements are Identifed from security tests and exercises, Including Wechanisms exist to require the developers of Technology Assets, Applications andjor
WA lthose done in coordination with suppliers and relevant third parties. Functional Intersects With | Continuous Monitoring Plan| ~ TDA-09.1  [Services (TAAS) to produce a plan for the continuous monitoring of cybersecurity and 5
ldata Dro(e(hon control effectiveness.
improvements are Identified from security tests and exercises, ncluding XI5t to ConduCt a TsK assessment prior to the acquISIon o OUtsourcing of
WA ose done in coordination with suppliers and relevant third parties. Functional Intersects With Third-Party Risk o001 echmetogy retad Techmelooy Aesers Applcationsondior Sersces (TARS) 5
Assessments & Approvals
Improvements are identified from security tests and exercises, including [Mechanisms exist to monitor, regularly review and assess External Service Providers
A lthose done in coordination with suppliers and relevant third parties. Functional Intersects With Review of Third-Party TPM08  |IESPS) for compliance with established contractual requirements for cybersecurity and 5
Services
Jdata protection controls.
m Imprayerments are Gentiied o execution of perational processes. Fanctional Inersecs Wit | Moasuresof Peformance | | GOV-05_|Jechane Xt o develo, repatand mantr ybersecurty and cataprotecton S
rocedures, and a asures of pe
improvements are TS o e T “operational processes, Contingency Plan Root Wechaniams exat o conduct s oot Cause Analyas (RCAY and Tessans Tearmad Sy
NA lrocedures, and activities. Functional Intersects With | Cause Analysis (RCA) & BCD-05  [every time the contingency plan is activated. 5
Lessons Learne
mprovements are identified from execution of operational processes, Mechanisms exist to Incorporate lessons learned from analyzing and resoving
N/A [procedures, and activities. Functional Intersects with | ROot Cause Analysis (RCA) IRO-L3  |cybersecurity and data protection Incidents to reduce the ikeiinosd or mpact of future 5
essons Learned o donts.
Incident response plans and other cybersecurity plans that affect operations [Mechanisms exist to facilitate the implementation of contingency p\anmng cnnmﬂs to
lare estabished, communicated, matained, and improved. § . Business Continuity Ihelp ensure resilient Technology Assets, Applications and/or Services (TAAS
WA Functional Intersects Wit | Management System BCPOL - |Continuty of Operations Plan (COOF) o Business Continuty & Disaster Recovery BCoR) s
[playbooks).
Incdent esporse plons and oter cybersecurty pans (ot ifct operatons Fiechriens ot & Updats corlingency plansdus o haroes secig:
lare established, communicated, maintained, and impro (1) People (e.g., personnel chan
((2) Processes (e.g.. new, a\lered or decumm\ss\oned business practices, including third-
party services)
Ongaing Contingency (3) Techologies (e, new altered or decommissioned technologies:
W Functional Intersects With Planning BCD06 4 D: changes to data flows and/or data repositori 5
(5) Faciities fe.0, néw, altered of decommissionad prysicalinfrastructurel; andior
(5) Feedback rrom coniingency plan testing actviies
incident response plans and other cybersecurity plans that affect operations Mechanisms exist to maintain and make avallable a current and viable Incident Response|
WA are cstablshed, communicated, maintained, and improved. Functional Intersects witn | n€19ent Response Plan 1R0-04  [Plan (IRP) to all stakeholders. 5
incident response plans and other cybersecurity pians that affect operations Mechanisms exist to regularly review and modify Incident response practices to
NA lare established, communicated, maintained, and improved. Functional Intersects With IRP Update IRO-04.2  |incorporate lessons learned, business process changes and industry developments, as 5
necessary.
[Sateguards to manage the organization's cybersecurity risks are Used Cybersecurity & Data o faciitate the of and data protection
A Functional Subset O Protection Governance Gov-01  [governance controls. 10
Program
[Sateguards to manage the organization's cybersecurity fisks are Used Mechanisms exist to coordinate cybersecurity, data protection and business allgnment
Steering Committee & lthrough a steering committee or advisory board, comprised of key cybersecurity, data
NA Functional Intersects With Program Oversight GOV-011 lprivacy and business executives, which meets formally and on a regular basis s
[Sateguards to manage the organization's cybersecurity risks are Used Wiech 0 faciitate the and o relevant
NiA Functional Intersects With é;:{‘;;zg;ég;‘:‘g:(i‘ CPLO1  [statutory, regulatory and contractual controls, 5
o [Safeguards to manage the organization's cybersecurity fisks are Used Functiona! ntersects Witn | sk Management Program | Rico1 |[Chaiams exst (o facltat the mplementaton of tategi,operatonal and tactcal S
[Safeguards to manage the organi ' risks are used. [Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
lassociated with the development, acquisition, maintenance and disposal of Technology
Supply Chain Risk Jssets Appications andiorServices (TAXS), nluding documening slected miigating
A Functional Intersects With RSK-09 3 5
i Management (SCRM) Plan [actions and monitoring performance against those plan:
[cess o physialand ogialasses s Tmited o authorzed users, service. T5t to faciitate the of and access
NA ‘and managed commensurate with the assessed risk of Functional Intersects With Identity & Access IAC-01 management controls. 5
[inauthorized access, Management (1AM)
[cess o physicaland ogialasses s Tmied 0 authorzed users, services. N ms exist to strictly govern the use of Authenticate, AUthorize and AUGIL (ARA)
NA re and managed commensurate with the assessed risk of Functional Intersects with | Authenticate, Authorize and| ¢ o 5 so\utmns both on-premises and those hosted by an External Service Provider (ESP). 5
Audit (AAA)
[nautnorized access,
[Access to physical and Iogical assets 1s Imited to authorized USers, Services, Mechanisms exist to faclltate the operation of physical and enviroRmental protection
N/A land hardware and managed commensurate with the assessed risk of Functional Intersects with | Physical & Environmental PES.01 |controls. 5
lunauthorized access. Protections
[Access to physical and logical assets fs mited to authorized users, services, PRySical access control mechanisms exist to maintain  current ISt of personnel with
A land hardware and managed commensurate with the assessed risk of Functional Intersects With Physical Access PES-02  [authorized access to organizational facilities (except for those areas within the facility 5
lunauthorized access. Authorizations [officially designated as publicly accessible).
[Access to physical and logical assets is limited to authorized users, services, [Physical access control mechanisms exist to enforce physical access authorizations for
land hardware and managed commensurate with the assessed risk of § . Jall physical access points (including designated entry/exit points) to facilities (excluding
NA lunauthorized access. Functional Intersects With | Physical Access Control PES03 lthose areas within the facility officially designated as publicly accessible). s
Gentities and credentials for authorized USers, Services, and hardware are TGentification & Mechanisms exist to uniquely [dentify and centrally AUEhenticate, Authorize and AUGTE
A imanaged by the organization. Functional Intersects With Authentication for 1AC.02 |(AAA) organizational users and processes acting on behalf of organizational users, 5
Organizational Users
dentities and credentials for authorized users, services, and hardware are Identification [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and AUGIC
WA Imanaged by the organization. Functional Intersects With | Authentication for Non- 1AC.03 |(AAA) third-party users and processes that provide services to the organization. 5
janizat
identities and credentials for authorized users, services, and hardware are Mecharisms ex(st o uniauely Hentiy and certrally Authenticate, Authorize and AUt
A Imanaged by the organization. Functional Intersects With Identification & IAC-04  |(AAA) devices before establishing a connection u irectional authentication that is 5
Authentication for Devices |cryptographically- based and replay resistant.
Gentities and credentials for authorized users, services, and hardware are \dentifcation & Mechanisms exist to identify and authenticate thira-party Technology Assets,
Imanaged by the organization. Authenticatian for Third- |Applications andjor Services (TAAS).
A Functional Intersects With | Party Technology Assets, | I1AC-05 5
Applications and/or
rvices (TAAS)
lGentities are proofed and bound to credentials based on the context o ety Frofig [Geriy Mechanisms exist to verify the Identity of & User before [5sUing aUthenticators or
R linteractions. Functional Equal Verificatior 1ac-28 Imodifying access permissions. 10
[Users, services, and hardware are authenticated. [Mechanisms exist to strictly govern the use of Authenticate, Authorize and Audit (ARA)
NA Functional Subseror [MUNenNCate AUnOrze 00| 1ac 013 [Sluions, bin o premises and inse hested by a Extemndl Seruice Provide (£5P) 0
Users, services, and haraware are authenticated. Identification & Mechanisms exist to uniquely [dentify and centrally AUthenticate, Authorize and AUGL
N/A Functional Intersects With Authentication for IAC-02 |(AAA) organizational users and processes acting on behalf of organizational users. 5
Organizational Users
Users, services, and hardware are authenticated. Identification & Hechariems exs o uniquely dently ond cerraly Adenticte, Auliorze and Ad
NA Functional Intersects With |~ Authentication for Non- 103 [(ARA) third-party users and processes that provide services to the organizatio 5
Organizational Users
Users, services, and hardware are authenticated. Mechanisms exist to uniquely dentify and centrally Authenticate, Authorize and AUdL
N/A Functional Intersects With dentification & IAC-04 |(AAA) devices before establishing a connection using bidirectional authentication that is 5
Authentication for Devices crymugravh\:a”y- based and replay resistant.
Users, services, and hardware are authenticated. dentincation & ist to 1dentify and authenticate third-party Technology Assets,
Aothententom oo i sicatons sncior Servced (Tase)
WA Functional Intersects With chnology Assets, 1AC-05 5
Applications and/or
Services (TAAS)
Identity assertions are protected, conveyed, and verified. [Mechanisms exist to strictly govern the use of Authenticate, Authorize and Audit (AAA)
A Functional Intersects witn [AUenticate, Authorize andl 15c 1.5 folutions, both on-premises and those hosted by an External Service Provider (ESP) 5
m iGentity assertions are protected, conveyed, and verified. Functional ntersects With Replay-Resistant 022 [AUtomated mechanisms exist o empioy replay-resistant authentication S
lGentity assertions are protected, conveyed, and verifed. fechanisms exIst to restrict the Use of external authenticators to those that are National
N/A Functional Intersects With Acceptance of External IAC-03.5  [Institute of Standards and Technology (NIST)-compliant and maintain a list of accepted 5
Authenticators [external authenticators.
[Access permissions, entitiements, and authorizations are defined in a policy, chanisms exist to manage personnel security risk by assigning a risk designation to all
A Imanaged, enforced, and reviewed, and incorporate the principles of least Functional Intersects With | Position Categorization HRS.02  [positions and establishing screening criteria for Individuals filling those positions. 5
[privilege and separation of duties.
[Access permissions, entitlements, and authorizations are defined in a policy, [Mechanisms exist to implement and maintain Separation of Duties (SoD) to prevent
WA Imanaged, enforced, and reviewed, and incorporate the principles of least Functional Intersects With | Separation of Duties (SoD) | HRS-11  |potential inappropriate activity without collusion 5
privilege and separation of duties.
[Access permissions, enttiements, and authorizatons are defined i a policy. £ 0 facilltate the g and access
WA Imanaged, enforced, and reviewed, and incorporate the Functional Subset Of Identity & Access 1AC01 | management controls. 10
[privilege and separation of duties. Mariagement (1AM)
[Fccess permieslons, entemerts,and authorizators are Gefned 3 polcy. Mechanisms exist to strictly govern the use of Authenticate, Authorize and AuIt (AAA)
NA naged, enforced, and reviewed, and incorporate the s of e Functional Intersects witn [AUenticate, Authorize andl15c 15 folutions, both on-premises and those hosted by an External Service Provider (ESP) 5

[riviege and separaunn of duties.
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[Access permissions, entitlements, and authorizations are defined in a policy,

ationship

Identification &

Control Description
[Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit

WA , enforced, and reviewed, and incorporate the principles of least Functional Intersects With Authentication for 1AC02  |IAAA) organizational users and processes acting on behalf of organizational users. s
privlege and separation of duties. Organizational Users
[Access permissions, entitlements, and authorizations are defined in a policy, Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
WA aged, enforced, and reviewed, and incorporate the principles of least Functional Intersects With | Authentication for Non- 1AC03  |(AAA) third-party users and processes that provide services to the organization s
privlege and separation of dutles. rganizational Users
[RCess perision, ilemerts, and auorzatone e Gfned 12 pokcy. WMechanisms exist to uniquely 1dentify and centrally Authenticate, Authorize and AUdit
NA Imanaged, enforced, and reviewed, and incorporate the principles of least Functional Intersects With Identification & IAC-04  |(AAA) devices before establishing a connection using bidirectional authentication that is 5
lprivilege and seDaranon of dul\es Authentication for Devices [cryptographically- based and replay resistant.
[Fcess perision, nilements, and auorzatons e Gfned 2 pokcy. [ra— Wechanisms exist to [dentify and authenticate third-party Technology ASsets,
naged, enforced, and reviewed, and incorporate the principles of least Authentication for Third- lApplications and/or Services (TAAS)
N/A W‘wlege and separation of duties Functional Intersects With arty Technology Assets, IAC-05 5
Applications and/or
Services (TAAS)
[Access permissions, entidements, and authorizations are defined i & policy, Wiechanisms exist fo enforce Role-Based Access Control (RBAC) for Technology ASsets,
/A \aged, enforced, and reviewed, and incorporate the principles of least. Functional Intersects with | Role-Based Access Control lac-08  [Applications, Services and/or Data (TAASD) to restrict access to individuals assigned 5
privilege and separation of duties. (RBAC) lspecific roles with legitimate business needs.
[Rccess permissions, entilements, and authorizafions are dened i a policy. Wiechanfsms exist fo utlize the concept of least privilege, allowing only authorized access|
WA d, enforced, and reviewed, and incorporate the principles of least Functional Intersects With Least privilege 1AC21  [to processes necessary to accomplish assigned tasks in accordance with organizational s
privilege and separation of duties. business functions.
[Physical access to assets is managed, monitored, and enforced Phy & Er | [Mechanisms exist to facilitate the operation of physical and environmental protection
WA |commensurate with risk. Functional Subset Of ysical & Environmental | peg.op  fcontrols. 10
Protections
[Physical access to asse(s is managed, monitored, and enforced [Physical access control mechanisms exist to maintain a current list of personnel with
NA |commensurate with risk Functional Intersects With Physical Access PES-02  |authorized access to organizational facilities (except for those areas within the facility s
Authorizations [officially designated as publicly accessible).
A Psca acces e aects s managed. moniored.and enforced E— Itersocts With | Rote-Based Physical Access|  PES02.1 Phys\ca\::c‘iis::):glreolg e oY 0 U0z PRyl aeces o e sed .
Physical access to asses /s managed, monored, and enforced Physical access control mechanisms exist fo enforce physical access authorizations for
[commensurate with risk. fall Dhys\cal access points (including designated entry/exit points) to facilities (excluding
NiA Functional Intersects With Physical Access Control PES-03 0se areas within the facility officially designated as publicly accessit 5
[Tie organization's personnel are provided with cybersecurlty awareness and Cybersecurity & Dats iechanisms exist to facitate the implementation of securlty workforce development
N/A [training so that they can perform their cybersecurity-related tasks. Functional Subset Of Protection-Minded SAT-01 [and awareness controls. 10
Workforce
[Tie organization's parsonnel are provided With cybersecurlty awareness and Cybersecurity & Dats Wiechanisms ex/st to provide all employees and Contractors approprate awareness
NA training so that they can perform their cybersecurity-related tasks. Functional Intersects With tection Awareness saT.02  [education and training that is relevant for their job function. s
Training
[TFie organization's personnel are provided with cybersecurlty awareness and Wiechaniams exist o provide role-based cybersecurity and data protection-refated
Jraining so that they can perform their cybersecurity-related tasks. rainine
. i Role-Based Cybersecurity & 9 (1) Before authorizing access to the system or performing assigned duties;
NA Functional ntersects witn |F95Based Cybersecurty & gur.03 Before authorzing access to the syster 5
(3) Annually thereafter.
[Personnel are provided with awareness and training o That they possess the Cybersecurity & Data Mechanisms exist to provide all employees and Contractors appropriate awareness
N/A lknowledge and skills to perform general tasks with cybersecurity risks in Functional Intersects With Protection Awareness SAT-02 [education and training that is relevant for their job function. 5
mind Training
[Personnel are provided with awareness and training 5o That they possess the Mechanisms exist o provide role-based cybersecurity and data protection-related
lknowledge and skills to perform general tasks with cybersecurity risks in " 4 Cyb o [training:
D mind Functions! Intersects with |ROle-Based Cybersecurity &/ ga o2 |(1) Before authorizing access to the system or performing assigned duties; s
7 Data Protection Training ) Vihen required by system changes; and
(3) Annually thereafter.
[Personnel are provided with awareness and training so that they possess the| [Mechanisms exist to provide role-based cybersecurity and data protection awareness
WA knowledge and skils to perform general tasks with cybersecurity risks in Functional Intersects With | Cyber Threat Environment | SAT-03.6  |training that is current and relevant to the cyber threats that users might encounter in s
mind. jay business operations.
[Individuals in specialized roles are provided with awareness and training so [Mechanisms exist to provide role-based cybersecurity and data protection-related
[that they possess the knowiedge and skils to perform relevant tasks with raining:
m lcybersecurity risks in min Functiona! nersecs win % 835ed Cybersecuriy &) sarg3 | (1) Befoe outhoring ccesst the system orperforming asigned dties: 5
i Data Protection Training required by system changes; and
(3) AnnuaHy ‘thereafter.
ndiduals in speclaized roles are provided with awareness and tralning 50 Fiechaniams exis to provide specific training for privileged Users fo ensure priviieged
NA Jthat they possess the knowledge and skills to perform relevant tasks with Functional Intersects With privleged Users SAT.03.5  |users understand their unique roles and responsibilties 5
leybersecurity risks in min
ndTduals in SpecTaized roles are provided with awareness and Traling 50 echanisms et to provide role-based cybersecurity and data protection awareness
NA Jthat they possess the knowledge and skills to perform relevant tasks with Functional Intersects With | Cyber Threat Environment | SAT-03.6  [raining that s current and relevant to the cyber threats that users might encounter in s
|cybersecurity risks in mi y-to-day business operations.
ndividuals in specialized roles are provided with awareness and aining 5o Continaing Professional WMechanfsms exist to ensure cybersecurlty and data protection personnel recelve
[tnat they possess the knowledge and skills to perform relevant tasks with Education (CPE) [Continuing Professional Education (CPE) training to maintain currency and proficiency
A leybersecurity risks in mint Functional mersects Wi | cpparceeury & Data | SAT937 Wit sty recognized secure pracices that are prtinent o thef assigned roles and 5
Protection Personnel [respon
[Gata are managed consTstent with The organizatlon's Fsk strategy to protect Wiechanisms exist o faciltate the implementation of data protection Controls
A [the confidentiality, integrity, and availabilty of information. Functional Subset O Data Protection DCH-01 10
[Gata are managed consTstent with The organzatlon's Fsk strategy fo protect Wiechanisms exist o ensure data stewardship T assigned, documented and
NA lthe confidentiality, integrity, and availability of information. Functional Intersects With Data Stewardship DCHOL1  [communicated, 5
(5ot are managed consIstent with the oraanizatlon's Fisk strategy fo protect Fiechaniams exist o protect sensiivelregulated data wherever e s stored.
WA [the confidentiaity, integrity, and availabilty of information. Functional Intersects with | Sensitive/Regulated Data | - peyyg1 5
[Data are managed consistent with the organization's risk strategy to protect [Mechanisms exist to ensure media records for sensitive/regulated data contain sufficient
A lthe confidentiality, integrity, and availability of information. Functional Intersects with | Sensitive f Regulated Medial  pcy1.3 finformation to determine the potential impact in the event of a data loss incident 5
ecords
[Data are managed consistent with the organization's risk strategy to protect [Mechanisms exist to explicitly define ‘specific individuals and/or roles
lthe confidentiality, integrity, and availability of information. Defining Access lfor logical and for physical access to sensitive/requlated data.
NA Functional Intersects With Authorizations for DCH0L4 5
Sensitive/Regulated Data
[Data are managed cons\slem ‘with the organization’s risk strategy to protect exist to ensure data and assets are categorized in accordance with
WA lthe confidentialty, integrity, and availabilty of information. Functional Intersects With | Dota & Asset Clasification | | DCH02 [phsIobie esuhary, gelatory ond conmacton eastenments s
[Data are managed consistent with the organization’s risk strategy to protect [Mechanisms exist to control and restrict access to digital and non-digital media to
A [the confidentiaity, intearity, and availabilty of information Functional Intersects With Media Access DCH03  [authorized individuals s
A [FRie confidentialiy, Tmtegrity, and avaiability of data-at-rest are protected. E— —— P— o1 [Mechamsms exit o facitate the Implementation of data protection contras. o
[Tie confidentialiy, Ttegrity, and avalabity of Gata-at rest are protected Wiechanisms exist o faciltate the implementalon of CrypLoaTaphic protections Contrals
WA Functional Intersects with | Use of Cryptographic CRv.01  |using known public standards and trusted cryptographic technologies. s
[The confidentiality, integrity, and availability of data-at-rest are protected. Alternate Physical ‘mechanisms exist to disclosure of information as an|
&R Functional Intersects With Protection crvo11 GRS m physical safeguards. 5
A [Te confidentialty. intearity. and availability of data-at-rest are protected — tersects With | Encrypting Data At Rest | CRvgs [CYPIOJraPIC mechanisms exist o prevent unautnorlzed disclosure o Gata at rest S
A [Fie confidentialiy, Tntegrity, and avallabilty of data-in-transit are protected | g — JSR— Sonor Mechanms exit o Taciltate the Implementation of data protection contral. I
[TRie condentialiy, imtegrity. and avaiabity of Gata-in-transit are protected. [FPr—— tto facitate the protections controls
A Functional Intersects With se of Cryptographic CRYOL (oo M OB s nd medved yptoprapE reammologis s
oy [The confidentiality, integrity, and availability of Gata-in-transit are protected.| ¢ o0 Intersects With é’:ﬂé?:i?&"y CRv.03 |CryPtographic mechanisms exist to protect the confidentiality of data being transmitted, 5
ey [The confidentiality, integrity, and availabilty of data-in-transit are protected.| [ - Intersects With | Transmission Integrity CRv-0s _|Cryptographic mechanisms exist to protect the integrity of data being transmitted. S
A [Te confidentiality. intearity. and avallability of data-in-use are protected. E— p—— P— oo Mechansms exist to Taciate the Implementation of data protection controls o
[Te confidentialty, integriy, and avalability of data-n-use are protected T to facitate the protections controls
NA Functional Intersects With Use of Cryptographic CRY-01 usmg known public standards and trusted (rypmgraph\: technologies. s
[FRe cordentialiy, imtegrity. and avaiabity of Gata-n-use are protected Wiechaniams exist o develop, document and maintaim secure baseline conRgurations for
A Functional Intersects With Secure Baseline CFG-02 hnology Assets, Applications and/or Services (TAAS) that are consistent with in - 5
Configurations Joccepted system hardening standards.
[The confidentiality, integrity, and availability of data-in-use are protected. [Mechanisms exist to utilize the concept of least privilege, allowing only authorized access|
WA Functional Intersects With Least privilege IAC21 |t processes necessary to accomplish assigned tasks n accordance with organizational s
business functions
[Backups of data are created, protected, mamtained, and tested WMechanisms exist to create recurring backups of Gata, software andjor system images,
Jas well a5 verify the integrity of these backups, to ensure the availability of the data to
A Functional Intersects With Data Backups BCD-11 [carisfy Recovery Time Objectives (RTOs) and Recovery Point Obiectives (RPOS). 5
[Backups of data are created, protected, maintained, and tested, y » Tes(mg Ior Ra\lab\my & [Mechanisms exist to routinely test backups that verity me reham\lty of the backup.
NiA Functional Intersects With BCD-111  |orocess, as well as the integrity and availability of the. s
[Backups of data are created, protected, mamtained, and tested Test Resmra[mn Using IMechanisms exist to utllize sampling of available ba:kups o test recovery capabities 55
A Functional Intersects With mpling BCD115 Dar\ of business continuity plan testing. s
[Backups of data are created, protected, maintained, and tested. ist to transfer backup data to the alternate storage site at a rate that is
NA Functional Intersects With Traﬂ;fef fo Alternate BCD-116 :apah\e o mesting both Retovery Time Objectives (RT0S) and Recovery hoint Objectives s
ite I(RPOS).
[The hardware, software (e.g., firmware, operating Syslems, applications), Mech: t to facilitate the of controls.|
o services f hysical and it latforms are managed cansistent wih Configuration Management
N/A e organisation's sk strategy to protect their confidentality, ntegrity. and | Functional Intersects With o rogram CFG-01 5
ainbiy,
hardware, software (e.g., firmware, operating syslems, applications), exist to develop, document and maintain secure baseline configurations for
o Sonices o hyscat are Vrsum! patomme are mamaged corsstent win § . Secure Bassline [Technolagy Assets, Applications andfor Services (TAAS) that are consistent with industry-
WA he organization's sk strategy to protect ther confdentaliy, ntegrity, and | Functional Intersects With Configurations CFG02laccepted system hardening standa 5
lavailability
[The hardware, software (e.g., firmware, operating systems, applications), [Mechanisms exist to review and update baseline configurations:
land services of physical and virtual platforms are managed consistent with § . (1) At least annually;
NA [the organization's risk strategy to protect their confidentiality, integrity, and Functional Intersects With Reviews & Updates CFG-02.1 (2) When required due to 5
Javailabilty. {5) s part of system component installations and upgrades.
[The hardware, software (€.g., firmware, operating systems, appiications), Configure Technolog; [Mechanisms exist to configure Technology Assets, Applications and/or Services (TAAS]
ond services f piysical and tual ltforms are managed consistent win Assets, Applications anajor utlized in high-risk areas with more restrictive baseline configurations.
A he organization's fisk strategy to protect their confidentialty, integrity, and | Functional Intersects with | AS20% AR B | CFG-02.5 5
ittt Ao
[The hardware, software (g rmware, operating systems, applications). Mechanisms exist to develop, disseminate, review & Update procedures to faciitate the
land services of physical and virtual platforms are managed consistent with implementation of maintenance controls across the enterprise.
NIA he organization's risk strategy to protect their confidentiality, integrity, and Functional Intersects With | Maintenance Operations MNT-01 5
Javailabilty.
[The hardware, software (g irmware. operating systems, applications). iechaniams exist to conduct controlled maintenance activities throughout the TTecycle
[and services of physical and virtual platforms are managed consistent with [of the system, application or service.
A Jthe organization's isk strategy to protect their confidentialty, ntegriy, and | Functional Intersects With | Controlled Maintenance | MNT-02 5
lavailability.
figurat raciice ek F
A o 3re estabiished and appiid — et Conaurgr Foragemert| crq o1 o faciltate the of Controls o
A [Goftware s maintaned, repiaced, and removed commensurate With sk —— tersacts with | Maimtenance Operations | w01 [FEChans exist o develop, disseminate, review & update procedures to acltate the .
o across the enterprise.
[Software s maintained. replaced, and removed commensurate With fsk. Mechanisms exist to conduct controlled maintenance activities throughout the Tfecycle
WA Functional Inersects With | Controlled Maintenance |  MNT-02  [ifihemers X5t to conduct contr 5
[Software /s maintained, repiaced, and removed commensurate With Fsk. Mechanisms exist to obtain malntenance support andjor spare parts for Technology
WA Functional Intersects With | Timely Maintenance, WMNT.03  [Assets, Applications and/or Services (TAAS) within a defined Recovery Time Objective s
(&T0)
[Software /s maintained. replaced, and removed commensurate with Fsk. ERaRTTs ex o pefor prevenive aTRenancs n Al Tech oGy Asses.
[ Functional Intersects With | Preventative Maintenance |  MNT-031  [Ne<harams exet o perform mrever s
[Software s maintained. replaced, and removed commensurate With fsk. [S—— Miechanisms exis to ensure changes to Technology ASsets, Applications andjor Serices
N/A Functional Intersects With PRM-07 ((TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal 5
u Cycle (SDLC) Management lchange control procedures,
A [Software = maintained, replaced, and removed commensurate with rsk. E— e win | Techoon Uecice o071 [Fechanisms exist to manage the sable Ifecycles of technalogy assets. .
[Software = maintained. replaced, and removed commensurate with Fsk. Wiechaniams exist o prevent unsupported Technology Assets, Applications andlor
[Services (TAAS) by:
Unsupported Technology 1) removing andlor replacing TAS when support orthe components s 1 longer
N/A Functional Intersects With | Assets, Applications and/or TDA-17 [available from the developer, vendor or manufacturer; and 5
Services (TAAS) 2 Requmng justification and documented appmvs\ Tor the continued use of
insupported TARS required to satisfy mission/business needs.
[Software s maintained. replaced, and removed commensurate with rsk. Vuinerabilty & Patch WMechanisms exist to faciitate the Implementation and MoNtorng of vUInerabilty
N/A Functional Intersects With Management Program VPM-01 management controls. 5
(VPMP)

A [Software s maintained. replaced, and removed commensurate With fsk. pE—— ersects win | Avocksurtace scope | vean1 [ JCCIgoTS oX 1 GeTe and manage e scope fr s Sack suace maragement S
A [Software s maintaned, repiaced, and removed commensurate With sk —— ersecs Wi | VORI REGTROn |y [NeChanrs ext o ettt vnrabies o properly Genties, Gacked and .
[Software s maintained. replaced, and removed commensurate With Fsk. Software & Firmware Fecharisms exi o conductsotwre patehing fr ol Gepioyed Technolosy Assts
W Functional Intersects With Patchin VPM-05 [Applications and/or Services (TAAS), including firms s
A [Rardware is mamtained, replaced, and removed commensurate with risk —— ersects Win | Waimenance Operations | wT-01_[1eChans s exst o develo, dsentnate, review S procedire o e The .
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STRM

NIST Cybesecurity Framework (CSF)_x000a_version 2.0

SCF Control

Secure Controls Framework (SCF)

version 2026.1_x000a_03/27/2026

[Hardware is maintained, replaced, and removed commensurate with risk.

ationship

Control Description
[Mechanisms exist to conduct controlled maintenance activities throughout the lifecycle.

PRPS-03 [ Functional Intersects With | Controlled Maintenance nroz  [[eenanens exes ol 5
[Rardware is maintained, replaced. and removed commensurate with risk. Mechanisms exist to obtain maintenance suppart andjor spare parts for Technology
PR.PS-03 NA Functional Intersects With Timely Maintenance. MNT-03  |Assets, Applications and/or Services (TAAS) within a defined Recovery Time Objective 5
("T0)
[Rardware is maintained, replaced, and removed commensurate with fisk. Fecharioms exist o pefor preverive mainterance an cteal echnology Assets
PRPS-03 WA Functional Intersects With | Preventative Maintenance | MNT-03.1 St s Sevee (400 5
ardware is maintained, replaced. and removed commensurate with risk 5t fo ensure changes to Technology Assefs, Applications and/or Services
PRPS-03 WA Functional tersects witn | Secure Development e | e o R el 0 are Fonvolod threugh fomnel s
Cycle (SDLC) Management [change control procedures.
e WA [Fardware is maintained, replaced, and removed commensurate with risk. Functional Intersects With Techn:rl‘gggé Ufecycle SEA07.1 |Mechanisms exist to manage the usable lfecycles of technology assefs. 5
[Rardware is maintained, replaced, and removed commensurate with risk Fechaririz Xt 1 prevent ursupported Technaogy Aset, Applkatons snor
[services (TAAS) by
Unsuppor\ed Technology (1) Removing and/or replacing TAAS when support fw lhe :umpenenls is no longer
PRPS-03 WA Functional Intersects With ts, Applications and/or|  TOA17  [avalable from the develaper, vendor or manufactures s
e Serices (TARS) T Reauiring uscation and documented approvalfr he continued use of
lunsupported TAAS required to satisfy mission/business needs.
Tecords are generated and made avallable for continuous monitori Wiechan o fac Tonitoring contr
= wm [Cog records are generated and made available for continuous monitoring. Functional Subset OF Continuous Monitoring MON-OL o faciitate the of onitoring controls. T
og records are generated and made avallable for continuous momtoring WMechanisms exist to generate, monitor, corelate and respond to alerts from physical,
PR.PS-04 N/A Functional Intersects With | System Generated Alerts | MON-01.4. data privacy and supply chain activities to achieve integrated situational 5
Jawareness.
og records are generated and made avallable for continuous momtoring. Fecharisms exi o contaue Techclogy Aoses AppTcatons andor Sevices (45 @
roduce event logs that contain sufficient information to, at a minimt
(1) Establish what type of event occurred;
) When (date and time) the event occurred;
(3) Where the event occurred;
PR.PS-04 NA Functional Intersects With | Content of Event Logs MON-03  [(2) T pere o the e s
5) The outcome (success o failure) of the event; an
(6) The identity of any user/subject associated with lhe event.
stallation and execution of unauthorized software are prevent Wiech o fac 0
T o nstallation and execution of Unauthorized software are prevented PE——— tersece i |G on o oo o Tacitate the o Control. S
nstallation and execution of Unauthorized software are prevented Mechanisms exist to develop, document and maintan secure baseline confgurations for
PR.PS-05 N/A Functional Intersects With Secure Baseline CFG-02  [Technology Assets, Applications and[w Services (TAAS) that are consistent with industry- 5
Configurations Joccepted system hardening stan
nstallation and execution of Unauthorized software are prevented Mechanisms exist to configure systems to provide only essential capabiliies by
PR.PS-05 NA Functional Intersects With Least Functionality CFG-03 [specifically prohibiting or restricting the use of ports, protocols, and/or services. 5
nstallation and execution of Unauthorized software are prevented Prevent Wiech TSE to Configure systems to prevent the execution of nauthorized
PRPS-05 WA Functional Intersects With revent Unauthorizes CrG032  [naniems e i 5
e o nstallation and execution of unauthorized software are prevented P otersecs Wit | User-nstalled Software | Cro.05 eSS eXS 1 (€St e DIy of o privieges users o sl unauihorzed S
nstallation and execution of Unauthorized software are prevented orom metataton witnoud [Automated mechanisms exIst to prohibIt software istallations Without expicily
q i it ot . ithout - [assigned privileged status.
PRPS-05 NA Functional Intersects With o aaeor END-03 igned privlegs 5
[Secure software development practices are integrated, and their WMechanisms exist to facilitate the Implementation of tailored development and
PRPS-06 NA Iperformance is monitored throughout the software development life cycle. Functional Intersects With Te"‘”“"’ﬂc{“‘ji“f;:"me"‘ & oa01 [acauisiton scategles, contract tools and procurement methods to meet unique business 5
! eeds.
[Secure software development praciices are Tiegrated, and their ecariems exE o design and Tpemert product management processes o
lperformance is monitored throughout the software development lfe cycle. lroactively govern the design, development and production of Technolos
Apphcatmns and/ur Services (TAAS) across the System Development Life Cyc\e (SDI.C]
. . i mprove functionlty;
PRPS-06 NA Functional Intersects With Product Management TOAOLL  [(7) Enhance security and resiiency capabiis 5
(3) Carrect security deficiencie:
[ Conform with appiicabie statutory. regulatory and/or contractual oblgations
[Secure software development practices are integrated, and their Secure Software [Mechanisms exist to develop applications based on Secure Software Development
PRPS-06 WA performance is montored thougnout the software development lfe cycle Functional Intersects With | Development Practices |  TDA-0G  |Practices (SSDP) s
(S5DP)
[Secure software development pracices are integrated, and their [Fechariems Xt o equie T Geveloper o e syster, sysiem compornt o service
PRPS-06 NA i monitored throug| software life cycle. Functional Intersects With Criticality Analysis TDA-06.1 erform nalysis at organization-defined decision points in the Secure 5
everopment s Cyele (SDLC)
[Secure software development practices are integrated, and the Mechanisms exist to perform threat modeling and other secure design techniques, to
PR.PS-06 N/A performance is monitored throughout the software deve\opmzn( life cycle. Functional Intersects With Threat Modeling TDA-06.2  [ensure that threats to software and solutions are identified and accounted for. 5
[Secure software development practices are ntegrated. and thef WMechanisms exist to utize a Software Assurance Maturity Model (SAMM) to govern a
PR.PS-06 NiA performance is monitored thoughout the softwate development lfe cycie Functional Intersects With o e TDA06.3 [secure development lifecycle for the development of Technology Assets, Applications. 5
Maturity Model (SAMM)
[and/or Services (TAAS).
[Secure software development practices are ntegrated. and thel [Fecharisms ex o requre ystem developersegratos consut Wi ybersecurty
performance is monitored througnout the software development e cycle land data protection personnel
1) Cr!ate and implement a Secunty Testing and Evaluation (ST&E) plan, or similar
Cybe ity & Dat: [capability;
-ybersecurity & Data (2) Implement a verifiable flaw remediation process to correct weaknesses and
PR.PS-06. WA Functional Intersects With Protection Testing TDA09 jeficiencies identified during the security testing and evaluation process; and s
Throughout Development (3) Document the results of the security testing/evaluation and flaw remediation
rocesses.
urity naged with Wstrategy o Cybersecurity & Data Tt facilitate the o nd data protection
PRIR WA st sssat conenity ety and svaoblty. ond argamzational Functional Subset Of Protection Governance Gov-01  [governance controls. 10
resiienc
urity e managed with the n's risk strategy to [Mechanisms exist to coordinate cybersecurity, data protection and business alignment
protect asset confidentiaty, integrty, and avaiiabilty, and organizational § . Steering Committee & [through a steering committee or advisory board, comprised of key cybersecurity, data
PRIR WA Fesilionc: Functional Intersects With Srearam oversgn: GOV-01.1  |privacy and busingss exacutives, which meets formally and on a regular basis s
ity Strategy t0 Mechanisms exist to facliate the Implementation of strategic, operational and tactical
PRIR WA z;zm s conhentanty. Imeeonty, nd SvaTemiy. and orgomzationl Functional Intersects With | Risk Management Program | RSk-01 |risk management controls s
urity are managed with the organization’s rsk strategy o Wiechan o ecaie e Fi %)
pmlecl asset conidentialy. iegry. and avallabity, an organizational § Secure Engineerin Jand data protection practice:
PRIR NIA resilien Functional Subset O Principles. SEAOL  [and modimeation of Fechnoloay Avcers, AppIcatons anlor Semices (TAAS) 10
[Securty architectures are managed with the organization’s risk strategy to Wiech S e @
[oratect asset confidentiaiity, Intagnity, and avaliabillty, and organizational '  |centralized of| o "and data protection ontrols and rejated processes.
PRIR WA Feciience Functional Intersects With | Cybersecurity & Data SEAOLL 5
Protection Controls
[Security architectures are managed Organzation’s risk strategy o Wiechanisms exist fo achieve resiience requirements T normal and adverse sTtuations.
PRIR WA rctectasset contaentalty. mecarts, and avaiabit, and raanizational Functional Intersects with | Achieving Resiience sea012 5
resilience irements
[Security architectures are managed with the organization’s rsk Strategy to Chansms exit to develop an enterprise architecture, aligned with industry recogrnized|
protect asset confidentiality, Integrity, and availability, and organizational . | Alignment with Enterprise leading practices, with consideration for cybersecurity and data protection principles that|
PRIR NA Fesilience Functional Intersects with | Allanment With Enterp SEA-02  |addresses risk to organizational operations, assets, individuals, ather organizations. s
Networks and envirenments are protected from unauthorized logical access Network Security Controls WMechanisms exist to develop, govern & Update procedures to faciitate the
GRL3T R |and usage. Functional Subset Of (NSC) NET-01 of Network Security Controls (NSC). 10
INetworks and environments are protected from unauthorized logical access Mechanisms exist to implement security functions as a Jayered structure that mimmizes
land usage. interactions between layers of the design and avoids any dependence by lower layers on
PRIR01 NA Functional Intersects With | Layered Network Defenses | NET-02 |the fanctionality or correctnecs of higher layers. 5
[Networks and environments are protected from unauthorized logical access’ [Mech: t to facilitate the of ind
usage. Secure Engineerin Jand data protection practices in desi
PRIR-01 N/A Functional Intersects With Principles. SEAOL  [ond modiication of Technology Assete, Applcations andlor Senvices (TAAS) 5
Networks and environments are protected from unauthorized logical access Chansms exit to develop an enterprise architecture, aligned recognized]
land usage. § | Alignment with Enterprise leading practices, with consideration for cybersecurity and data protection principles that
PRIR-0L NA Functional Intersects with | Allanment With Enterp SEA-02  |addrosses risk to organizational operations, assets, individuals, ather organizations. 5
[The organization's technology assets are protected from environmental Fechaniems el o ecltae he mplemerator f contrercy paring comi s 0
jtreats. Business Continuity Inelp ensure resilient Technology Assets, Applications and/or Services (TAAS) (e.
PRIR02 WA Functional Intersects With | Management System BCDOL  |Continuty of Operations Plan (COOR or Business Continuty & Disaster Recovery (BC/DR)| 5
laybooks).
[The organization's technology assets are protected from environmental P - Mechanisms exist to facilitate the operation of physical and environmental protection
PRIR-02 A fthreats. Functional Subset Of ysical & Environmental | peg.g1  controls, 10
Protections.
S A [Thie organization's technology assets are protected from environmental E— [— EP—— ot |2 secuty mechanms x o protec powerequprent and power cabi for e .
Jthreats. mage and destructio
[The organization's technology assets are protected from environmental Facmty seclm(y echanlsms Xt T roTat sy rom damagE FeEung T Water
PRIR-02 WA Functional Intersects With | Water Damage Protecton | PES-07.5 eakage by providing master shutof valves that are accessibl, working properly and 5
known to key perst
[The organization's technology assets are protected from environmental Faciity securlty mechanisms exist to utiize and maintain firé suppression and detection
PRIR-02 N/A Functional Intersects With Fire Protection PES-08 [devices/systems for the system that are supported by an independent energy source. 5
[The organization's technology assets are protected from environmental Temperature & Humidity Faciity securlty mechanisms exIst to maintain and monitor lemperature and humidity
PRIR-02 NA Functional Intersects Wit ure s PES00 [ e e 5
LR wm [Tie organiastion's technology Sssets are protected from envirormental Functional Intersects With ‘Achieving Resilience SEAoL2 |Mechanisms exist to achieve resilience requirements in normal and adverse situations. A
[The organization's technology assets are protected from environmental Mechanisms exist to develop and keep current a catalog of applicable internal and
A R Functional Intersects With Threat Catalog THR-09 [external threats to the organization, both natural and manmade. s
Mechanisms are Implemented to achieve reslience requirements n normal Wicharisms et o foltate the Implemenation of contigency ploring Conios o
|and adverse situations. Business Continuity lhelp ensure resilient Technology Assets, Applications and/or Services (TAAS) (e.
PRIR-03 N/A Functional Subset Of MEHEQTQCEI;‘; )svstem BCD-01 Contmm(y of Operations Pian (COOP)or Butiness Continuity & Disaster Recovew (/R 0
laybooks).
Wechanisms are implemented to achieve resilence requirements n normal Fechansms oo o eclate e i
Jand adverse situations. Secure Engineering land data protection practices in
PRIR-03 NiA Functional Intersects With Principles. SEA-01  |and modification of Technology Asse(s, Apphcalmns ndlor Seruices (TAAS) 5
Mechanisms are implemented to achieve resilence requirements in normal Mechanisms exist to develop an enterprise architecture, aligned with industry recognized
Jand adverse situations. Alignment With Enterprise leading practices, with consideration for cybersecurity and data protection principles that
PRIR-03 NA Functional Intersects With ey SEA-02  |addresses risk to organizational operations, assets, individuals, other organizations. 5
o A [Fechaniems are Toplemerted to achieve reslence equrements mnomal | —corcionc ntersects witn | Achieving Resilience SeaoLs [echanisms exit to achieve resiience requirements I normal and adverse situations .
[Adequate resource capacity to ensure avalability s maintained Wechan to Taciitate the 7ol to
e NA Functional Subset Of CapsglySherornance | capon [ensure optmalsysem performance fo meet rpacied o Sr e Totre capacty 10
tanagemen Feaqui
[Adequate resource capacity to ensure availability is maintained. [Mechanisms exist to control resource utilization of Technology Assets, Applications
PRIR-04 A Functional Intersects With Resource Priority CAP-02  [and/or Services (TAAS) that are susceptible to Denial of Service (DoS) attacks to limit and| 5
priortize the use of resources.
[Adequate resource capacity to ensure avalability /s maintained [Mechanisms exist to conduct capacity planning so that necessary capacity for
PRIR-04 WA Functional Intersects With Capacity Planning CAP-03  [information processing, telecommunications and environmental support will exist during 5
|contingency operations
[Adequate resource capacity to ensure availability is maintained. {Automated mechanisms exist to centrally-monitor and alert on the operating state and
PRIR-04 NiA Functional Intersects With | Performance Monitoring CAP-04  |health status of critical Technology Assets, Applications and/or Services (TAAS), 5
[Adequate resource capacity to ensure avalability /s maintained Mechanisms exist to automatically scale the resources avalable for Technology ASsets,
PRIR-04. N/A Functional Intersects With Elastic Expansion CAP-05  [Applications and/or Services (TAAS), as demand conditions change. 5
Bitacks and Tound and analyzed. Mechanisms exist to Implement a threat mtellgence program that Includes a cross-
Threat Intelligence Feeds lorganization information-sharing (aDablHIy that can influence the development of the
DE NA Functional Subset O Progeam THROL  lsystem and security architectures, selection of security solutions, monitoring, threat 10
inting, response and recovery activities.
Bitacks and Tound and analyzed WMechanisms exist to develop Indicators of Exposure (IOE) to understand the potential
DE N/A Functional Intersects With Indicators of Exposure (IOE)| THR-02 lattack vectors that attackers could use to attack the organization. 5
Btacks and Tound and analyzed. Mechanisms exist to maintain situational awareness and evalvin
Threat Intelligence Feeds ltnreats by leveraging the knowledge of attacker tactics, techniques and procedures to
DE N/A Functional Intersects With P THR-03 facmme ‘the implementation of preventative and compensating controls. 5
Sitacks and Tound and analyzed. Wechanisms exist fo perform cyber threat hunting that Uses Indicators of Compromse
DE N/A Functional Intersects With Threat Hunting THR-07  |(10C) to detect, track and disrupt threats that evade existing security controls. 5
aftacks and Tound and analyzed. Fechanisms oXsic develop and keep curert & coaiog fspplcable el and
EE A Functional Intersects With Threat Catalog THR09 lexternal threats to the organization, both natural and manmade. s
o A Bitacks and Tound and analyzed E— [—— oreat Anatyss TR0 [Mechanisms exit to [dentir. assess, prioriize and document the potential Mpact(s) and .
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trength
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\ssets are monitored to find anomalies, indicators of compromise, and other

Secure Controls Framework (SCF)
Control Description

|Automated mechanisms exist to identify and alert on Indicators of Compromise (1oC)

lations!

DECM A potentially adverse evens Functional | Itersects witn | MONEOng forindieators of | yony 11,3 s
[Rssets are monitored to find anomalies, indicators of compromise, and other Wechanisms exist to wtilize User & Entity Benavior Analytics (UEBA) andjor User ACtvity
lpotentially adverse events IMonitoring (UAM) soltions to detect and respon: lous behavior that could
DECM NA Functional Intersects With | Anomalous Behavior MON-16  [ingicate account compromise o other malicious activities 5
S are montored to find anomalies, Indicators of compromise, and other Tndicators of Compromise Fechanisms exs o defnespeciic ncators of Comprormise (100) 0 Wenty e sigrs
DECM A orenti Tenron cuane Functional Intersects With o oo3  [rechanie 5
[Assets are monitored to find anomalies, Indicators of compromise, and other s st davslop o287 o EXpoe VO 5 Wniarsiand T et
BEED R [potentially adverse events. Functional Intersects With | Indicators of Exposure (IOE)) THR-02 |attack vectors that attackers could use to attack the organization. s
e A Netwarcs and network sevces re oo 1 i perencaly aaverse P — P— onor | Mecharisms exist to faciltate the implementation of enterprise wide moNtoring Contros "
[Networks and network services are monitored to find potentially adverse intrusion Detection & Mechanisms exist to Implement Intrusion Detection / Prevention Systems (IDS /1PS)
DE.CM-01 A Functional Intersects With | Prevention Systems (IDS & |  MON-01.1  [technologies on critical systems, key network segments and network choke points. 5
IPS)
INetworks and network services are monitored to find potentially adverse [ Mechanisms exist to continuously monitor inbound and outbound communications traffic
» ’ ' inbound & Outboun » o b
DE.CM-01 A Functional Intersects with | (nbound & Outbound | o013 [for unusual or unauthorized activtis o conditions. s
[Networks and network services are monitored to find potentially adverse Mechanisms exist to generate, monitor, correlate and respond to alerts from physical,
DE.CM-01 A Functional Intersects With | System Generated Alerts | MON-01.4  [cybersecurity, data privacy and supply chain activities to achieve integrated situational 5
Jowareness.
Networks and network services are monitored to find potentially adverse Mechanisms exist to review event 1693 on an ongoing basis and escalate Incidents in
DE.CM-01 A Functional Intersects With | Security Event Monitoring | MON-01.8 [Leo 3T TS #XSC 0 feew everl 1005 on an ongona 5
[Fhe physical environment is montored to find potentially adverse events. P— - Mechanisms exist to facilitate the operation of physical and environmental protection
DE.CM-02 A Functional Intersects with | Phsical & Environmental | peg gy conrols. 5
Protections
[The physical environment Is monitored to find potentially adverse events. Physical access control mechanisms exist to enforce physical access authorizations for
Jall physical access points (including designated entry/exit points) to facilities (excluding
DE.CM-02 WA Functional Intersects With | Physical Access Control PES-03  lthose areas within the facility officially designated as publicly accessible). 5
e A [Tie physical environment is monttored to find potentially adverse events. P tersecs Wit | physcal Acces Logs Pes 075 [ ccees conrl medharins gerate s g ey fo ach sccess et S
- A [The physical environment Is monitored to find potentally adverse events. Function! Inersects Wih | Monforing Prysical Access| | PES.05 |/l accees control mechariems xit antor for, delectand respord o py i .
e A [Persanmelactivy and techoogy ussge are monitored to ind pateialy ancton ntersects Wit | Continaous Montoring ono1_[Mechanisms exist o facitate the implementation of enterprise-wide monitaring contrals B
Persomel acty and echnology vsage 3 manred to i poteraly Mechanisms exist to utilize User & Entity Benavior Analylics (UEBA) and/or User ACtivity
lodverse event Manitoring (UAM) solutions to detect and respon: lus behavior that could
DECM-03 A Functional Intersects With | Anomalous Behavior MON-16  [indicate atcount compromise or other maiicious sctivitis. 5
- A Fersonnel actviy and technooay usage are montored o ind poenday Functiona ersects Wi [— MON-16. | ViEchansms exist to monitor internal personnel actviy for potential security incidents .
EeD o Personnel actiy and (echnoiogy Usage e moniored t g porenialy P ersects Wit | Unauthorzed Actviies | MON-16.3 | TeCT NS GRS MONTorfor Unauinorzed acivIes, sccounts,connection, devces S
Personnel activity and technology Usage are monitored to find potentialy Mechanisms exist to force Internet-bound network (raffic through a proxy device (e.9.,
Jocverse events Policy Enforcement Point (PEP)) for URL content filtering and DNS filtering to limit a
DECM-03 A Functional Intersects With | DNS & Content Filtering | NET-18 [iars abilty to connect to dangerous or prohibited internet sites 5
e o [External service provider activiies and services are monitored to find pE—— ntersects with | Continaous Montoring Mono1_[Pechansms exist to facitate the implementation of enterprise-wide monitoring contrors S
Jpotentially adverse events.
el senvice povider acvies 3 sevies e Fanored o g Wiechanisms exist fo monftor third-party personnel activity for potential security
DECM-06 A ket oot e Functional Intersects With Third-Party Threats MON-16.2  [echanis 5
e e providafacTVTie S arVces 3 Fararad T Find ‘Account Creation and [Automated mechanisms exist to generate event 1ogs for permissions changes to
DE.CM-06 WES [potentially adverse events. Functional Intersects With Modification Logging MON-16-4  Jorivileged accounts and/or groups. s
[Computing hardware and software, FURImE environments, and thelr data Mechanisms exist to facilitate the Implementation of enterprise-wide moToring Controls
DECM-09 A e o el e < veras beente Functional Intersects With | Continuous Monitoring MON-01 5
[Computing hardware and software, runtime environments, and ther data Wechanisms exist to utilize a Fle Integrity Monitor (FIW). or similar change-getection
DECM09 WA Jare monitored to find potentially adverse events. Functional intersects witn | I ntegnty MONorng | yyon.1 7. frechnology, on ciical assets o generate alerts for unatithorized modifications. 5
[Computing hardware and software, runtime environments, and ther data Enterprise Device Mechanisms exist to facltate the Implementation of Enterprise Device Management
EEERD W Jare monitored to find potentially adverse events. Functional Intersects With Management (EDM) END-01  l(£pm) controls. s
[Computing hardware and software, runtime environments, and ther data WMechanisms exist to utlize antimalware technologies to detect and eradicate maficious
DE.CM-09 A are monitored to find potentially adverse events. Functional intersects witn | Maliclous Code Protection | gyp04  fode 5
[Computing Rardware and software, runtime environments, and ther data Fcharicrs ot lize Fle TReg ity Honi (1), o mllrtechroogies. o dotect
DECM-09 WA are monitored to find potentially adverse events. Functional intersects witn | Endpoint e intearity END-06  [2nd report on unauthorized changes to selected files and configuration settin 5
fonitoring
[Anomalies. indicators of compromise, and other potentially adverse events Wiech: o facitate the o TonTtoring Controls
DEAE WA are analyzed to characterize the events and detect cybersecurity incidents. Functional Intersects With | Continuous Monitoring MON-01 s
[Anomalies, indicators of compromise, and other potentially adverse events echarisrs exis o review evert 1ogs o an angoing bass and escaate cidert i
DEAE WA Jare analyzed to characterize the events and detect cybersecurity incidents. Functional Intersects With | Security Event Monitoring |  MON-01.8 _[accordance with established timelines and procedur s
[Anomalies, indicators of Compromise, and other potentially adverse events WMechanisms exist to automatically alert Incident response personnel to inappropriate or
DEAE WA Jore analyzed to characterize the events and detect cybersecurity incidents. Functional Intersects With Automated Alerts MON.01.12 [anomalous activities that have potential security incident implications. 5
[Anomaies, indicators of Compromise, and other potentially adverse events [Mechanisms exist to implement and govern processes and documentation Lo faciltate an|
DEAE NA Jore analyzed to characterize the events and detect cybersecurity incidents. Functional Subset of Incigent Response RO-01 response capabi and data 10
incidents.
[Anomaies, indicators of compromise, and other potentially adverse events Mechanisms exist to cover
Jore analyzed to characterize the events and detect cybersecurity incidents. Q) Preparation
(2) Automated event detection or manual incident report ntake;
(3) Analysis;
DEAE A Functional Intersects With Incident Handling Ro-02 | (B enave 5
(5) Eradication; and
(6) Recovery.
[Anomaies, indicators of Compromise, and other potentially a0verse events Mechanisms exist to 1dentify classes of Incidents and actions o take to ensure the
DEAE NA lare analyzed to characterize the events and detect cybersecurity incidents. Functional Intersects witn | Incident Classification & IRO-02.4  |continuation of organizational missions and business functions. 5
[Potentially adverse events are analyzed to betier understand associated Wechanisms exist to cover
Jactvites. (1) Preparation
(2) Automated event detection or manual incident report intake;
y (3) Analysis;
DEAE02 A Functional Intersects With Incident Handling Ro02 | enae 5
(5) Eradication; and
(6) Recovery.
Potentially adverse events are analyzed to better Understand associated incident Casiication & Mechanisms exist to identify classes of Incidents and actions o take to ensure the
EEAER R ctivities. Functional Intersects With Prioritization IRO-02.4 |continuation of organizational missions and business functions. s
information is correlated from multple sources. Conatized Cotection of Mechanisms exist to utlize a Security Incident Event Manager (SIEM) or similar
¥ i " i 102 [automated tool, to support the centralized collection of security-related event logs.
DEAE-03 A Functional Intersects With e o ion, MON-02 PP y- g 8
nformation Ts correlated from multiple sources. [Automated mechanisms exist to correlate both technical and non-technical Information
Correlate Monitorin ffrom across the enterprise by a Security Incident Event Manager (SIEM) or similar
DEAE-03 NA Functional Intersects With Tformation” MON-02.1 [atomated tool, to enhance organization-wide situational awareness 10
formation Ts correlated from multiple sources. Mechanisms exist to cover
(1) Preparatior
@ Automatea ‘event detection or manual incident report ntake;
DEAE-03 WA Functional Intersects With Incident Handling Ro-02 | EneE 3
(5) Eradication; and
(®) Recovery.
formation is correlated from multiple sources. PS——— fechanisms exist to Coordinate with approved third-parties to achieve a cross-
DEAE03 WA Functional inersects witn | COTERE0 it Extermal | qg.67.5 lorganization perspective on incdent awareness and more effective incident responses. s
[Tie estimated impact and scope of adverse events are Understood, Mechanisms exist to cover
(1) Preparation;
(2) Autemated event detection o mana nident report iake:
DEAE-04 A Functional Intersects With Incident Handling ooz | () fnavers 5
{3 Eradication;ana
(6) Rec
ey m [The estimated impact and scope of adverse events are understood. Functional Intersects witn | "neident Classfct R0z |echanems ex ;;:;&i?.‘;?;‘;fﬁ:i:ﬁ ncidents and actions o take £ ensure the S
DEAEn A [The estimated Impact and Scope of a0verse events are Understood, Fanction! Inersects Witn | Wateraty Determination | GOv-16 | TeChansITs SXt 0 define materalty tresholdcies apabl o Gesanaing an .
D A nformation on adverse events Is provided to authorized staff and tools. P Itersects Wit | securty Event Montoring | Mono1s | HechanEms e to IS svenogs 7 an crgoig bt and sl idets 1 S
information on adverse events s provided to authorized staff and tools Mechanisms exist to automatically alert Incident response persannel to Inappropriate or
DEAE-06 A Functional Intersects With Automated Alerts MON-01.12  [anomalous activties that have potential security incident implications. s
formation on adverse events 1s provided to authorized Staff and tools Mechanisms exist to tlize 3 Security Incident Event Manager (SIEM) or similar
DE.AE.06 A Functional Intersects witn | Copiralized Collectionof | o3 |automated tool. to support the centralzed collection of security-related event logs. 5
urity Ev
formation on adverse events s provided to authorized Staff and tools [Automated mechanisms exist to correlate both technical and non-technical Tnformation
Correlate Monitorin lirom across the enterprise by a Security Incident Event Manager (SIEM) or similar
DEAE06 WA Functional Intersects With e oaroring MON-02.1  [attomated tool, to enhance organization-wide situational awafencss. 5
formation on adverse events 1s provided to authorized Staff and tools rechariems exit o cover
(1) Prepar:
(2) utomated event detection or manual ncident report ntake;
y (3) Analy:
DE.AE-06 A Functional Intersects With Incident Handling ooz | () Anaweis 5
(5) Eradication; and
(6) Recovery.
information on adverse events s provided to authorized staff and tools Tncident Classification & Mechanisms exist to 1dentify classes of Incidents and actions to take to ensure the
(R0 A Functional Intersects With rioritization IRO-02.4 |continuation of missions and business functions. 5
D A nformation on adverse events Is provided to authorized staff and tools Fonctionat Iterscts win | nedent Response Flan 001 [echanisms et o mainialn and make avaiable a currnt and wabl ncidetResporiel S
formation on adverse events 1s provided to authorized Staff and tools Wechanisms exist to establish an Integrated eam of cybersecurty, IT and business
DE.AE-06. NiA Functional Intersects with | "ntegrated Security Incident] 10,07 ffunction representatives that are capable of addressing cybersecurity and data 5
Response Team (ISIRT) jprotection incident response operations
formation on adverse events 1s provided to authorized Staff and tools Wechanisms exist fo document, monftor and report the Status of Cybersecurlty and data
DE.AE-06. N/A Functional Intersects with | Situational Awareness For IRO-09 [protection incidents to internal stakeholders all the way through the resolution of the 5
Incidents [
information on adverse events s provided to authorized staff and tooks. Mechanisms exist to fimely-report Incidents to applicable:
Incident Stakeholder (1) Internal stakeholders;
DE.AE-06 WA Functional Intersects With T RO10 | (3) Atfected chonts & thid-parties; and B
(3) Regulatory authorities.
(B e eligance and oer contestval ormaton are Teegrated hanisms exist fo Tmplement a threat mtellgence program that Includes a cross.
into the analysi Threat Intelligence Feeds lorganization information-sharing capabillty that can influence the development of the
DE.AE-07 NA Functional Subset Of THR-O1  lsystem and security architectures, selection of security solutions, monitoring, threat 10
unting, response and recovery activiti
[Cyber threat intelligence and other contextual Information are Integrated Mechanisms exist to maintain situational awareness of vulnerabiliies and evoving
into the analysis. Threat Intelligence Feeds threats by everaging the knowledge of attacker tactcs techriques and procedures to
DE.AE-07 N/A Functional Intersects With Feeds THR03 ffacilitate the implementation of preventative and compensating controls. 5
[Cyber threat intelligence and other contextual Information are integrated Mechanisms exist to identify, assess, prioriize and document the potential Impact(s) and
BELEL R linto the analysis. Functional Intersects With Threat Analysis THR-10 llikelihood(s) of applicable internal and external threats. s
incidents are declared when adverse events meet the defined incident Mechanisms exist to cover
lciteria (1) Preparation;
(2) Automated event detection ormanua ncident report ntake:
(3) Analys
DE AE-08 NA Functional Intersects With Incident Handling Ro02 | Anae B
{5) Erdication;ana
ncidents are declared when adverse events meet the defined Incident Tncident Classcation & WMechanisms exist to [dentify classes of incidents and actions to take to ensure the
HEAETD R [criteria. Functional Intersects With Prioritization IRo-024 |continuation of missions and business functions. s
[Actions regarding a detected cybersecurity incident are taken. o [Mechanisms exist to implement and govern processes and documentation to faciltate an|
N/A Functional Subset OF el en esponse IRO-01 respons and data 10

ations

incidents.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name Focal Document Element (FDE) Description

[Actions regarding a detected cybersecurity incident are taken.

Functional

NIST Cybesecurity Framework (CSF)_x000a_version 2.0

SCF Control

Intersects With Incident Handling

Secure Controls Framework (SCF)
Control Description

Mechanisms exist to cover:

(1) Preparat

2) Autoematud ‘event detection or manual incident report intake:

(3) A

(@) c

(5) Eraieaton: and

(6) Recovery.

version 2026.1_x000a_03/27/2026

[Actions regarding  detected cybersecurity incident are taken.

Functional

Incident Response Plan
Intersects With P

IRO-04

Mechaniems existto maintain and make avalable » urrent and viabe Incdent Resporise
[Plan (IRP) to all stakeholders

[Actions regarding a detected cybersecurity incident are taken.
NIA

Functional

Integrated Security Incident|

Intersects With | ™ gesponse Team (ISIRT)

1RO-07

Fiechantsms (et o esabli o integrated team of cybersecurity, IT and business
ffunction representatives that are capable of addressing cybersecurity and data
lprotection incident response operations.

[Actions regarding a detected cybersecurity incident are taken.
N/A

Functional

Situational Awareness For

Intersects With ot

1RO-09

[Mechanisms exist to document, monitor and report the status of cybersecurity and data
lprotection incidents to internal stakeholders all the way through the resolution of the
incident

[Actions regarding a detected cybersecurity incident are taken.
NA

Functional

Incident Stakeholder
Intersects With pi it

IRO-10

Mechanisms exist to timely-report Incidents to applicable:
(1) Intena stakeholders;

(2) Affected clients & third-parties; and

(3) Regulatory authorities

[Responses to detected cybersecurity incidents are managed.

NIA

Functional

Intersects With Incident Handling

1RO-02

Mecharisms exts o cover:
(1) Prep

() Automated event detection or manuel incident report intake:
(3) Analysis;

(@) Containment;

(5) Eradication; and

(6) Recovery.

e [Responses to detected cybersecurity incidents are managed.

Functional

Incident Response Plan
Intersects With ety

IRO-04

Mecharisms exist o maiain and make avalable 3 curent and viabie Incdent Responsel
[Plan (IRP) to all stakeholder:

[Responses to detected cybersecurity incidents are managed.
N/A

Functional

Intersects vy | Megrated Securiyincide

nse Team (ISIR

1RO-07

[Mecharisms ext o estabionan integrated team of cybersecurity, IT and business
tatives that are capable of addressing cybersecurity and data
racecton mcient responte operations

[The et response plan s executed n coordinaion withrelevant tird
Iparties once an incident is declare

RS.MA-01 N/A

Functional

Intersects With Incident Handling

1RO-02

Mechanisms exit o cover
(1) Preparati

@) Autnma(ed ‘event detection or manual incident report intake;
@) Analysi

() C
(5) Eraication and
(6) Recovery.

[The et response plan s executed n coordination it relevant tird
RS.MA-01 NA Iparties once an incident is declare

Functional

Correlation with External
Intersects With Organizations

1R0-02.5

[Wechanisms exit o coordinate with approved fird-porties o achieve s cross-
lorganization perspective on incident awareness and more incident responses.

[ Gent respense oo eXecuTed i conrinaton Wi relevant
oncy red

RS.MA-01 N/A e an incident is dec|

Functional

» Incident Response Plan
Intersects With R

1RO-04

Mecharisms st Ko maitain and make avalale 3 curent and viable Incdent Responsel
[Plan (IRP) to all stakeholders

Thg Teident response plan s execu!eﬂ Tn coordination with relevant third
RS.MA-01 NiA lparties once an incident is declared.

Functional

Integrated Security Incident|

Intersects With esponse Team (ISIRT)

1RO-07

Mechasim eXetto sstablaam Tntegrated team of cybersecurity, IT and business
[function representatives that are capable of addressing cybersecurity and data
lprotection incident response operations.

[The incident response plan is executed in coordination with relevant third
lparties once an incident is declared.
RS.MA-01 NA

Functional

Incident Stakeholder
Intersects With Reporting

1RO-10

Mecharisms exst o imely epart incidents fo apaicable:
(1) Internal stakeholder:

(2) Affected clients & third-parties; and

(3) Regulatory authorities.

Incident reports are triaged and validated

RS.MA-02 NA

Functional

Intersects With Incident Handling

1RO-02

echanisms o o cover
(1) Preparat

@ Au(ema(ed ‘event detection or manual incident report intake;
(3) Analysi

& Contanment;

(5) Eradication; and

(6) Recovery.

e s Incident reports are triaged and validated.

Functional

Incident Response Plan
Intersects With )

IRO-04.

Mechanisms exist to maintain and make available a current and viable Incident Response|
Plan (RP) o all stakerolders.

e o incidents are categorized and prioritized.

Functional

incident Ci

o dertiy casses of incdents and actions o take o ensure e

P icat
qual Prioritization

1R0-02.4

Eontiuarion of and business fur

Incidents are escalated or elevated as needed.

RS.MA-04 NIA

Functional

Intersects With Incident Handling

1RO-02

Mecharisms exit to cover:
(1) Prepar:

@) A tema!ed ‘event detection or manual incident report intake;
(3) A

) Contarmment;

(5) radication; and

(6) Recovery.

e e Incidents are escalated or elevated as needed.

Functional

Incident Response Plan
Intersects With ey

1RO-04

Mechanisms exist to maintain and make available a current and viable Incident Response|
[Plan (IRP) to all stakeholders.

Incidents are escalated or elevated as needed.
RS.MA-04 N/A

Functional

ntegrated Security incdent

Intersects With eponse Team (1GIRTY

1RO-07

[Mechanisms exist to establish an integrated team of cybersecurity, IT and business.
[function representatives that are capable of addressing cybersecurity and data
jprotection incident response operations.

[The criteria for initiating incident recovery are applied.
RS.MA-05 N/A

Functional

Business Continuity
Intersects With Management System
(8CMS)

BCD-01

[Mechanisms exist to facilitate the implementation of contingency planning controls to
lhelp ensure resilient Technology Assets, Applications and/or Services (TAAS) (e.
(Continuity of Operations Plan (COOP) or Business Continty & Disaster Recovery (BC/OR)|
Iplaybooks).

[The criteria for inftiating incident recovery are applied.
RS.MA-05 N/A

Functional

n " Recovery Operations
Intersects With Do

BCD-015

Mechanisms exist to define spefic criteria necessary that must be met to execute
[Disaster Recover / Business Continuity (BC/DR) plans to facilitate business continuity
loperations capable of mesting applicable Recovery Time Objectives (RTOs) and Recovery
[Point Objectives (RPOs)

nvestigations are conducted to ensure efective response and sUPPOTT
[forensics and recovery activities.

NIA

Functional

Intersects With Incident Handling

1RO-02

Mechanisms existto cover:
(1) Prepar:

(@) Aumma(eu ‘event detection or manual incident report intake:
Ga

(5) Eradieaton: and
(6) Recovery.

ensure effective response and suppoTt
RSAN NA [orensics and recovery actties.

Functional

. Chain of Custody &
Intersects With Forensic:

1RO-08.

[Mechanisms exist to perform digital and maintain the itegrity of the chain of
lcustody, in accordance with appH:able laws, regulations and industry-recognized secure
practices.

[Analysis is performed to establish what has taken place during an incident
RS.AN-03 NA land the root cause of the incident.

Functional

oot Cause Analyss (RCR)
Equal P

sons Learne

1RO-13

AR Tessons learned from analyzing and resoving
leybersacurity and data protaction Incdents to reduce the Iicelipood or Impact of future
incidents.

[Actions performed during an investigation are recorded, and the records’
integrity and provenance are preserved.

RS.AN-06 N/A

Functional

Intersects With Incident Handling

1RO-02

echanisms exit o cover:
(1) Preparati
@) Autnma(ed ‘event detection or manual incident report intake:
(3) Anal

3 Contmmment;
(5) Erzdlcztlan. and
(6) Rec

[Actions performed during an investigation are recorded, and the records’
RS.AN-06 NA integrity and provenance are preserved.

Functional

Chain of Custody &

Intersects With [Cume

1RO-08.

[Mechanisms exist to perform digital forensics and maintain the integrity of the chain of
|custody, in accordance with applicable laws, regulations and industry-recognized secure
jpractices.

[Actions performed during an Ivestigation are recorded, and the records’
RS.AN-06 WA integrity and provenance are preserved

Functional

Situational Awareness For

Intersects With e

1RO-09

[Mechanisms exist to document, monitor and report the status of cybersecurity and data
lprotection incidents to internal stakeholders all the way through the resolution of the
incident.

incident data and metadata are collected, and their integrity and
RS.AN-07 NA lprovenance are preserved

Functional

Chain of Custody &

Subset Of Custo

1RO-08.

[Mechanisms exist to perform digital forensics and maintain the integrity of the chain of
[custody, in accordance with applicable laws, regulations and industry-recognized secure
jpractices.

. o [An incident's magnitude is estimated and validated-

Functional

incident Ci

Mech: £ to identify classes of incidents and actions to take to ensure the

nt ificat
Equal Prioritization

1R0-02.4

[continuation of organizational missions and business functions.

Response actvites are coordnated with Internal and external stakehoiders
las required by laws, regulations, or polici

N/A

Functional

Intersects With Incident Handling

1RO-02

@) Automated ‘event detection or manual incident report intake;
(3) Analysi
(&) Containm
(5) Eraulcahun, in
(6) Rec

[Response activities are coordinated with internal and external stakenolders
NiA los required by laws, regulations, or policies.

Functional

Correlation with External

Intersects With Organizations

1R0-025

chanisms exist to Coordinate with approved third-parties to achieve a cro:
lorganization perspective on incldent awareness and more effactive incldent responses.

oy Response actvies are coordnated withintermal and external stakehoiders
Jas required by laws, regulations, or policies.

Functional

Coordination with Related
Intersects With o

1R0-06.1

Mechan incident response testing with clements
respnnsmle o reiated pane.

[Response activities are coordinated Vi a3 X kel
NA las required by laws, regulations, or policies;

Functional

Intersects wign | Stuational Awareness For

1RO-09

nisms exist to document, monitor and report the status of cybersecurity and data
oecton meents o ekermal Stakehakiers B ae way To0gn the reseiion o e
incident.

[Fesponse actvies are coorinated W Infermal and external stokehoiders
Jas reuired by laws, reguiations, or polci

NIA

Functional

Intersects With Incident Stakeholder

IRO-10

Sxtto tmely.report incidents o applicable:
i armal stakehador
(2) Affected chents & third-parties; and

(3) Regulatory authorities.

Respanse activies are coordnated with internal and external stakeholders
NiA las required by laws, regulations, or policie

Functional

Cyber Incident Reporting

Intersects With for Sensitive Data

1RO-10.2

[Mechanisms exist to report sensitive/regulated data incidents in a timely manner.

[Response activities are coordinated with internal and external stakeholders
A los required by laws, regulations, or policies.

Functional

Intersects With | Supply Chain Coordination

1RO-10.4

[Mechanisms exist to provide cybersecurity and data protection incident information to
[the provider of the Technology Assets, Applications and/or Services (TAAS) and other
lorganizations involved in the supply chain for TAAS related to the incident

internal and external stakeholders are notined of Incidents,

RS.CO-02 N/A

Functional

Intersects With Incident Handling

1RO-02

Mecharisms s o cover
(1) Prepar

(2) Aut tomated ‘event detection or manual incident report intake;
(3) Anal

@ Contamment;

(5) Eradicaton; ana

(6) Recovery.

interal and external stakeholders are notined of Incidents,
RS.CO-02 NIA

Functional

Intersects With Incident Stakeholder

IRO-10

echaniems exit o [mel-report ncidents £ appicable:
(1) Internal stakeholders
(2) Aftected chents & thid-partis; and

(3) Regulatory authorities.

internal and external stakenolders are notined of incidents,
RS.CO-02 N/A

Functional

Cyber Incident Reporting

Intersects With for Sensitive Data

1R0-10.2

[Mechanisms exist to report sensitive/regulated data incidents in a timely manner.

interal and external stakenolders are notined of Incidents,
RS.CO-02 NIA

Functional

Intersects With | Supply Chain Coordination

1RO-10.4

[Mechanisms exist to provide cybersecurity and data protection incident information to
fthe provider of the Technology Assets, Applications and/or Services (TAAS) and other
lorganizations involved in the supply chain for TAAS related to ident.

information is shared with designated internal and external stakeholders.

RS.CO-03 NIA

Functional

Intersects With Incident Handling

1RO-02

Mecharisms e o cover
(1) Preparati

{2) Automates event detection or manual Incident report ntake;
(3) Analysis;

(4) Containment;

(5) Eradication; and

(6) Recovery.

information is shared with designated internal and external stakeholders.
RS.CO-03 N/A

Functional

Intersects With Incident Stakeholder

IRO-10

echaniems exist o Tmel-report ncdents o appicable:
(1) Internal stakeholders

(2) Aftacteg chents & thi-partis; and

(3) Regulatory authorities.

information is shared with designated internal and external stakeholders.
RS.CO-03 N/A

Functional

Cyber incident Reporting

Intersects With for Sensitive Data

1R0-10.2

[Mechanisms exist to report sensitive/regulated data incidents in a timely manner.

information is shared with designated internal and external stakeholders.
RS.CO-03 N/A

Functional

Intersects With | Supply Chain Coordination

1RO-10.4

[Mechanisms exist to provide cybersecurity and data protection incident information to.
lthe provider of the Technology Assets, Applications and/or Services (TAAS) and other
lorganizations involved in the supply chain for TAAS related to the incident.

[Activities are performed to prevent expansion of an event and mitigate its.
A frects.

Functional

Incident Response

Intersects With Oreratone

1RO-01

[Mechanisms exist to implement and govern processes and documentation o facilitate an|
response cap: ity and data i

incidents.

[Activities are performed to prevent expansion of an event and mitigate its.
leffects.

N/A

Functional

Intersects With Incident Handling

1RO-02

Mecharisms exst o cove

(5) Eradication; and
(6) Recovery.

N/A

[Activities are performed to prevent expansion of an event and mitigate its,
leffects.

Functional

Intersects With

Incident Response Plan
(IRP)

1RO-04

Mechanisms exist to maintain and make available a current and viable Incident Response|

[Plan (1RP) to all stakeholders.
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

STRM
Rationale

ationship

NIST Cybesecurity Framework (CSF)_x000a_version 2.0

SCF Control

Secure Controls Frameworl: (SCF)
Control Description

Strength of

version 2026.1_x000a_03/27/2026

Notes.

incidents are contained echanisms exs o cover
(1) Prepar
@ Au(uma(ed ‘event detection or manual incident report intake:
RS.MI-01 Functional Subset Of Incident Handling lyst 10
(6) Recovery.
ncidents are eradicated Wiechanisms exist to cover
(1) Preparation;
(2) Automated event detectionor manual ncidentreprtnake:
RS2 i Funtenal subsetof Incident Handing rocz |3 el 10
{3 Eadcation: and
(6) Recc
[RSsets and operations affected by 3 cybersecurlty Tncdent are restored Fiechaniens eXel o feltae e mplemeratr of contreny ploring comi s 0
Business Continuity el ensure resiient Technology Assets, Applications and/or Services (TARS) (
RC WA Functional Subset OF Management System BCDOL  |Cantinuty of Operations Plan (COOR or Business Continuty & Disaster Recovery (BC/DR)| 10
aybo0ks)
[R5sets and operations affected by 3 cybersecurtty Tncident are restored Wiechanisms exist o ensure the secure recovery and reconstitution of Technology ASsets,
Technology Assets, |Applications and/or Services (TAAS) to a known state after a disruption, compromise o
nction ntersects Wi Applications and/or fature.
RC A Functional ntersects Wit |, WPPICNSAGIOT | gepaz s
Reconstitution
Restoration aciivifles are perlormed fo ensure operational avalabily of echarisns o ecllate he mplemertatlr of contrancy plaring o0 o
[systems and services affected by cybersecurity incidents. Business Continuity ensure resilient Technology Assets, Applications and/or Services (TA/
RCRP WA Functional Subset Of Management System BCD01  (Cominity of Operations P (COO) or butineas Contmuty & Ditaser Recovery (8CDR| 10
(BCMS) Iplaybooks).
Fesoraton covtis st pefomed o orre apertora avarasty of Tmern Wechanisms exist to faciitate recovery operations i accordance with Recovery Time
RCRP A stems and services affected by cybersecurity incident Functional Imersects witn | Secovery Tme /P | 514 [Dbjectives (R10s) and Recovery Pon Objectivs (RPOS). s
Festoration acivites a performed 0 encure aperationl avalabity of Wiechanisms exist to 1dentfy and document the crfcal Technalogy ASsats, AppIcations.
RCRP WA Jsystems and services affected by cybersecurity incident Functional Intersects With | Identify Criical Assets BCD-02  [Services andjor Data (TAASD) that support essential missions and business functions. 5
Restraton acies s perrmed o eneure aperatoral avarabiy o iechaniams exist o resume 3l missions and business functions within Recovery Time
RCRP NA Jsystems and services affected by cybersecurity incident Functional Intersects witn | Resume Al Missions & | g0 [objectives (RTOS) of the contingency plar's actvation 5
[Tie recovery portion of the Incident response plan 1s executed once infiated WMechanisms exist to define spefic criterla necessary that must be met o execute
[rom the incldent response process. i IDisaster Recover / Business Continuity (BC/DR) plans to faciltate business continuit
RCRP-01 NiA P Functional Intersects With Recovery Operations BCD-OLS  foperations capable of meeting applicable Recovery Time Objectives (RT0e) and Recovery] 5
Point Objectives (RPOS)
[T ecovery porion o e ncidet esporse i s xecured ance mcared [Fechanicms exe o ensure he secure recovery and reconsiuion o Technalogy Asses
[rom the incident response pro Technaogy psscs. |Applications andjor Services (TAAS) to a known state after a disruption, compromise or
Applications and/or .
RC.RP-01 NA Functional Intersects with | Applcetioneandlor | geoaz s
Reconsttution
Recovery actions are selected, scoped, prioized, and performed. Fechaniems ol o elltae e mplemeratr of contrey plaring comi s 0
Business Continuity Inelp ensure resilient Technology Assets, Applications andor Services (TAAS) (e
RCRP-02 WA Functional Subset OF Management System BCDO1 (Continuty of Operatons Pl (COOP) or Business Coninuty & Disaster Recovery (BcioR)| 10
playbooks).
Recovery actions are selecied, scoped, prionized, and performed Recovery Time | Point hanisms exist fo facitate recovery operations n accordance with Recovery Time
RERRR R Functional Intersects With | gpjectives (RTO / RPO) BCD-014  Iopjectives (RTOs) and Recovery Point Objectives (RPOS). 5
Recovery actions are selected, scoped, priontized, and performed. Wiechanisms existto identify and Gocumen the crifical Technalogy Assets, APICations.
RC.RP-02 NA Functional Intersects With \dentify Critical Assets BCD-02  [Services and/or Data (TAASD) that support essential missions and business functions, s
Recovery actions are selected, scoped, prioritized, and performed. Resume All Missions & [Mechanisms exist to resume all missions and business functions within Recovery Time.
(R wa Functional Intersects With Functions BCD-02.1  opjectives (RTOs) of the contingency plan's activation. 5
[Thie integriy of backups and other restoration assets s veriied before using Backup & Restoration Mechanisms exist to protect backup and restoration hardware and software.
RC.RP-03 WA [Te integrity of back Functional Intersects with | Backup & Restoratior BC0-13 s
. o (e Tiegrty ofbackups and thr estoation asees s vented boore g | oo erseats i | Restoraton meoriy B e S
[Crtica mission functions and cybersecurly risk management are’ SRR St T S T e o ConFany T oo
|considered to estabiish post-incident operational norms Business Continuity Inelp ensure resiient Technology Assets, Applications andor Services (TAAS) (e
RCRP-04 A Functional Subset O Management System BCDOL  |Cantinuty of Operations Plan (COOR or Business Continuty & Dissster Recovery (BC/OR)| 10
Iplaybooks).
[Critical mission functions and cybersecurty risk management are Recovery Time / Point WMechanisms exist to facilitate recovery operations In accordance with Recovery Time
RERAD W |considered to establish post-incident operational norms. Functional Intersects With | gpjectives (RTO / RPO) BCD-01.4 ob,emves (RTOs) and Recovery Point Objectives (RPOS). s
[Crtical mission functions and cybersecurly risk managemant are| fechanisms cxist to [dentify and document the crifical Techology ASSets, Applications,
RC.RP-0 WA |considered to estabiish post-incident operational norms Functional Intersects With | Identify Criical Assets 0002 [Servces andlor Dot (TARSD] et adppert sentia missions ard bocinecs Toncions s
. A ol mion unction snd cybersecury K aragerrent re pE— erseciswin | Roume Mo & | ooy 01 [leckarems STett e al iesions 1d usiess nctons i Recovey Time S
[The integriy of restored assets Is verified, systems and SErvices are Mechanisms exist to ensure the secure recovery and reconsttution of Technology ASSes,
restored, and normal operating status is confirmed Technology Assets, |Applications andor Services (TAAS) to a known state after a disruption, compromise or
’ nctions s Applications and/or failure.
RCRP.05 A Functional subsetof |, meplcationeandior | ecoaz 10
Reconsttution
[FRie end of Inciaent recovery s declared based on critera, and incident echarisms exi o cover:
related documentation is completed () Prepar
(2) Automated bvent detection or manual incdent report Intake:
RCRP-08 A Functonal | ItersectsWith | tncident Handing [ R s
(5) Eradication; and
(6) Recovery.
[T e o cident ecovery T decared based o e, and medent o s Wechanisms exist to document, monftor and report the Stafus of Cybersecurity and data
RCRP-06 A ted documentation is completer Functional Intersects witn | Stational Avareness For | g0 protection incdents to nternal stakeholders il the way through th resoluon of the s
ncidents lincident.
[Restoration activities are coordinated with internal and external parties. Coordinate with Related Mech: plan jith internal and external|
RC.CO A Functional Intersects With te i BCD-0L1 e e e eate ont s
Restoration acivities are coordmated With Tternal and external partes. fechanisms exist to coordinate Internal contingency pIans with the contingency plans of
Reco A Functonal | tersects wi | COOLNte W Extemal | gt g1 5 [t Snice rovidrs o nsure hat contingendy requremens can be saianes s
Recovery aciviies and progress i restoring operational Capabiliies are iechaniams ex7st © CommunTcate the Status of recovery actviies and progress in
RC.CO-03 NIA |communicated to designated internal and external stakeholders. Functional Equal Recovery Operations BCD-01.6  [restoring operational capabilities to designated internal and external stakeholders. 10
FPublic updates on incident recovery are shared using approved methods and| Wiechanisms exis to proactively manage public relaions associated with Tidents and
messaging public Relations & lemploy appropriate measures to prevent further reputational damage and develop plans
RC.CO-04. WS Functional Subset O Reputation Repair IRO-16 Ito repair any damage to the organization's reputation. 10
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[The organization's isk strateay,

Security, Compliance &

[Mechanisms exist to facilitate the implementation of security, compliance and resilience

land policy are established, (nmmum(ated and monitored. - jovernance controls.
palicy Subset OF Resilience Program (SCRP) | GOV-0L (O 10
Mecharisms exist to develop, report and monitor Security, Compliance & Resilience
Intersects With Measures of Performance GOV-05 Program (SCRP) measures of performance. 8
A
@y WA unctional [Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Subset Of Risk Management Program |~ RSK-01  [risk management controls. 10
Mechanisms exist to establish a:(1) Strategic security, compliance and resiience-speciic
Intersects With | Strategic Plan & Objectives|  PRM-01.1  |business plan; and(2) Set of objectives to achieve that plan 5
(e Crcumatnces — osion, sakehoider xpecatons, deperdencis 310 Fechanisms &t o Geine he context 1 5 bUsness model and Gocument the
legal, regulatory, and contractual require: Defining Business Context lorganization's missio
[organization’s cybersecurity risk management deusmns are understcud Subset Of & Mission GOV-08 10
Xist to identify and assess the security of Technology Assets, Applications
Asset-Service land/or Services (TAAS) that support more than one critical business function.
Intersects With posersemice AST-011 5
[Mechanisms exist to identify and involve pertinent stakeholders of critical Technology
|Stakeholder Identification &| |assets, Applications, Services and/or Data (TAASD) to support the ongoing secure
Gv.oc NIA Functional Intersects With Involvement AST-01.2 | management of those assets. 5
Wechanisms exist fo faciitate the identiication and implementation of relevant
Statutory, Regulatory & ., |statutory, regulatory and contractual controls.
nterseciswitn | Statutory, Requlstory & | cpi.o 5
Mechanisms exist to document and maintain a Responsible, Accountable, SUpROTEVE,
Responsible, Accountable, (Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
Intersects With | Supportive, Consulted & | TPM-05.4  [fer security, compliance and resilience controls between internal stakeholders and 5
Informed (RASC)) Matrix [External Service Providers (ESPs)
The organ-zanona\ ‘mission is understood and informs cybersecurity risk Subset Of Defining Business Context | o og  [Mechanisms exist to defme the context of its business model and document the. T
Imanageme ubset & Mission 2 lorganization's missior
Wechanisms exstto lenti-{1) Rssarvpians aiecing Tk sSsesamants, Tk espone
land risk monitoring:(2) Constraints affecting risk assessments, risk response and ri
Imonitoring;(3) The organizational risk tolerance; and(4) Priorities, benefits and trade-offs
g [considered by the organization for managing ris}
ovocor VA Functions! Intersects With Risk Framing RSK-0L1 5
Mechanisms exist to perform threat modelling and other secure design techniaues, fo
Intersects With Threat Modeling TDA06.2 [ensure that threats to software and solutions are identiied and acconted for. s
ermaland exermal saenotders are understood and e needs ara Mechanisms exist to 1dentify and involve pertinent stakeholders of criical Technology
regarding are understood and Intersects with | Stakeholder Identification & ycr.7 5 |assets, Applications, Services and/or Data (TAASD) to support the ongoing secure 5
mnsmevea Involvement Imanagement of those assets.
[Mechanisms exist to require contractual requirements for applicable security, compliance]
Third-party Contract land resilience requirements with third-parties, reflecting the organization's needs to
Intersects With Requitaments TPM-05  [orotect its Technology Assets, Applications, Services and/or Data (TAASD). s
GV.0C-02 N/A Functional
Fechanims exist fo docament and ratamn o Response, Accourtaple Supportive.
Respansible, Accountable, Consulted & Informed (RASCI) marix.or simir documentation,to delincate assgnment
ntersects it | Soponsible: ACCOUNBDIE: | 5.4 [for securty: complance and resence controls between inemsl takeholders and 5
Informed (RASCI) Matrix External Service Providers (ES5S)
[Legal, reguiatory, and contractual requirements regarding cybersecurity — Wechanisms exist to faciitate the identiication and implementation of relevant
including privacy and civil liberties obligations — are understood and. Subset Of Statutory, Regulatory & CPLO1  |statutory, regulatory and contractual controls, 10
momege Contractual Compliance
Security, Compliance & Mechanisms exist Lo provide a security, compliance and resiience controls oversight
Intersects With exilionce Controls L0z [function that reports to the organization's executive leadership. s
Oversigl
Mechanisms exist to faciitate the Implementation and operation of data protection
Intersects With | Data Privacy Program PRLO1  [controls throughout the data lifecycle to ensure all forms of Personal Data (PD) are s
Gv.0c-03 NA Functional lprocessed lawfully, fairly and transparently.
[Mechanisms exist to require contractual requirements for applicable security, compliance]
Third-party Contract land resilience requirements with third-parties, reflecting the organization's needs to
Intersects With Requirements TPM-05  [protect its Technology Assets, Applications, Services and/or Data (TAASD) 5
Mechanisms exist to ensure applicable securlty, compliance and resilience requirements
Intersects With Contract Flow-Down TPM-05.2 |are included in contracts that flow-down to appiicable sub-contractors and suppliers. 5
Requirements
Crm(a\ objectives, capabilities, and services that external stakehomers [Mechanisms exist to define the context of its business model and document the
from the organization are understoo Functional Intersects With Defining Business Context GOV-08  [organization's mission. 5
(ommumcaled & Mission
[Mechanisms exist to identify and document the critical Technology Assets, Applications,
Functional Intersects With | Identify Critical Assets |  BCD-02  [Services and/or Data (TAASD) that support essential missions and business functions, 5
Gv.0c04 NA Mechanisms exist fo establsh a:(1] Strategic security, compliance and resilience-specifc
Functional Intersects With | Strategic Plan & Objectives| PRM-01.1 [business plan; and(2) Set of objectives to achieve that plan. 5
IMechanisms exist to identify, prioritize and assess suppliers and partners of critical
Third-Party Criticality [Technology Assets, Applications and/or Services (TAAS) using a supply chain risk
Functional Intersects With Assesiments TPM-02  lassessment process relative to their importance in supporting the delivery of high-value 5
services.
[Outcomes, capabilities, and serwces that the organization depends on are [Mechanisms exist to identify and document the critical Technology Assets, Applications,
lunderstood and communicate Intersects With \dentify Critical Assets BCD-02  [Services andjor Data (TAASD) that support essential missions and business functions. 5
[Mechanisms exist to generate, or obtain, a Software Bill of Materials (SBOM) for
Intersects witn | Seftware Bil of Materials | 1p 04 7 [Technology Assets, Applications and/or Services (TAAS) that ists software packages in 4
GV.0C-05 N/A Functional (SBOM) luse, including versions and applicable licenses.
Wiechanisms exist to identify, prioriize and assess suppliers and partners of criical
Third-party Critcaiit [Technology Assets, Applications and/or Services (TAAS) using a supply chain risk
Intersects With ey e TPM-02  lassessment process relative to their importance in supporting the delivery of high-value 5
services.
e organization's priorities, constraints, Fisk tolerance and appetit ‘Assigned Security, [Mechanisms exist to assign one or more qualified individuals with the mission and
stalemenls, and assumptions are established, communicated, and Usedto Intersects With | Compliance & Resilience GOV-04  |resources to centrally-manage, coordinate, develop, implement and maintain an 5
support operational risk decisions. Responsibilities lenterprise-wide Security, Compliance & Resilience Program
Security, Compliance & Wechanisms exist to faciitate the implementation of resource planning controls that
Intersects With | Resilience protection PAM.01  [provide a portfolio management approach to achieve security, compliance and resilience s
Portfolio Management obiectives
Mechanisms exist Lo establish a:(1) Strategic security, compliance and resiience-speciic
Intersects With | Strategic Plan & Objectives| PRM-01.1  [business plan; and(2) Set of objectives to achieve that plan. 5
Mechanisms exist to faciitate the implementation of strategic, operational and tactical
Intersects With | Risk Management Program|  RSK-01 sk management controls 5
GVAM NA Functional Fechanms exist fo Gentiy-(1) Assumptons afecting Tk assessmets, 1o Tesporse
Jand risk monitoring;(2) Constraints affecting risk assessments, risk response and
monitoringi(3) The organizational risk tolerance: and Poriies, benents and trade-offs
ntersects With Risk Framing RSkoL1 |considered by the organization for managing risk. N
echanisms exist fo define organizational rsk folerance, the speciied range of
Intersects With Risk Tolerance RSK-013 [acceptable results. s
Fechanisms st o Gefne oanzatoal 1k appotie, e degree o unceray the
Intersects With Risk Appetite RSK.0LS5  [organization is willing to accept in anticipation of a rewai s
[Risk management objectives are established and agreed to by Securiy, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance and resilience
lorganizational stakeholders. urity, i X jovernance controls.
o Subset Of Resilience Program (SCRP) Gov-01 i 10
[Mechanisms exist to align security, compliance and res\hence capamlmes w\(h busmess
Steering Committee & Irequirements through a steering committee or advisory board, c
Intersects With Frogram Oversignt GOVOLL [ Eercerirty Govs proacion anc BUsinecs oxecutes waeh masis formlly and on 2 10
GV.AM-01 NA Functional regular basis.
[Mechanisms exist to develop, report and monitor Key Risk Indicators (KRIs) to assist
Intersects With | Key Risk Indicators (KRIs) | GOV-05.2 [senior management in performance monitoring and trend analysis of the Security, 3
(Compliance & Resilience Program (SCRP)
[Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Intersects With Risk Management Program RSK-01 Irisk management controls. 5
RISk appetite and risk tolerance statements are established, communicated, [Mechanisms exist to define organizational risk tolerance, the speciied range of
o - Risk appetite an e Intersects With Risk Tolerance RskoL3 [Heranims o 10
y unctional
[Mechanisms exist to define organizational risk appetite, ths degree of uncertainty the
Intersects With Risk Appetite RSK-01.5 willing to accept in anticipation of a rewar 10
[Cybersecurity risk management activities and outcomes are included in ccorty, Complance & [Mechanisms exist to facilitate the implementation cfse:ur\ty, Compliance and resiience
lenterprise risk management processes. . 2 jovernance controls
P o P Subset Of Resilience Program (SCRP) Gov-01 1 10
Wiechanisms exist to align securlty, compliance and resilence capabiliies with business
GV.RM-03 N/A Functional Steering Committee & Irequirements through a steering committee or advisory board, comprised of key
Intersects With Program Oversight GOV-0L.1  |cybersecurity, data protection and business executives, which meets formally and on a 5
reqular basis.
ecantsms &t to TclEae the Implementaton of Sategtc, operatonal ond oetcal
SubsetOf | Risk Management Program | Rsk01  |[LSTenemS exet 1o 10
Strategic direction that describes appropriate f1sk response optons s Wechanfams est to faclitate e Tmplementaion of SraTege, operatonay nd el
lestablished and communicated Subset Of | Risk Management Program | RSK-01 i management controls. 10
[Mechanisms exist to identify:(1) Assumptions affecting risk assessments, risk response
ind risk monitoring;(2) Constraints affecting risk assessments, risk response and risk
Imonitoring;(3) The organizational risk tolerance; and(4) Priorities, benefits and trade-offs
tersects with ik Framing askors  |considered by the organization for managing ris s
GV.RM-04 N/A Functional
s et o [ T
Intersects With Risk Remediation Rsk.06 | Mechanisms exist to remediate risks to an acceptable level 5
Wechanisms exist fo ensure proper r1sk response actions Were performed to remediate
Superset Of Risk Response RSK-06.1 _[findings from security, compliance andor resilience-related:(1) Assessments;(2) Audits; 5
land/or(3) Incidents.
Compensating Mechanisms exist Lo 1dentify and implement compensating countermeasures to reduce
Intersects With RSK-06.2 |1icy and exposure to threats, 5
[Gnes of communication across The organization are established for “Assigned Security, Mechanisms exist fo assign one or more qualifed indiduals with the mission and
|cybersecurity risks, including risks from suppliers and other third parties. Intersects With Comphan(e & Resilience GOV-04  [resources to centrally-manage, coordinate, develop, implement and maintain an 5
esponsibilities lenterprise-wide Security, Compliance & Resilience Program (SCRP).
harlems € 1 eforce a1 3ccouTtobly sUUEre 50 Tt approproe (eams ang
Intersects With Stakeholder Accountability | oy 41 findividuals are empowered, responsible and trained for mapping, measuring 5
Structure Imanaging Technology Assets, Applications, Services and/or Data (TAASD)- re\ataa risks.
VRS A Functions! R S—— oo st to define Toles & or all personnel .
Responsibilties
Mechanisms exist to document and maintain a Responsible, ACCOUntable, SUPROTEVE,
Responsible, Accountable, (Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
Intersects With ortive. Consulted & | TPM-05.4 [for security, compliance and resilience controls between internal stakeholders and 5

Informed (RASCI) Matrix

[External Service Providers (ESPs)
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A standarcized methad for celculating, documenting, categortzing, and

rol Descri
[Mechanisms exist to facilitate the implementation of strategic, operational and tactical

prioritizing cybersecurity risks is established and communicated; Subset Of |Risk Management Program|  RSK-01  [risk management controls 10
Flecharkims et o Genty:(1) Assumplons affectng Ik assessmerts, Kk response
ind risk monitori Constraints affecting risk assessments, risk response and risk
mbritorng (3 The argantestional ik tolerance and) Proriies benarts and race.ofs
Intersects With Risk Framing Rsk.o1.1 |considered by the organization for managing risk. s
GV.RM-06 NA Functional
Mechanisms exist to conduct recurring assessments of risk that includes the Ikelihood
land magnitude of harm, from unauthorized access, use, disclosure, disruption,
Intersects With Risk Assessment RSK-04  |modification or destruction of the organization's Technology Assets, Applications, 5
[Services and/or Data (TAASD).
[Mechanisms exit to maintain a risk register that faciitates monitoring and reporting of
Intersects With Risk Register RSK04.1 [risks. 5
Strategic opportunities (i.e., positive risks) are characterized and are Flecharkims et Genty:1) Assumplons affctng Tk assessmerts, K response
included in organizational cybersecurity risk discussions. nd risk monitoring;(2) Constraints affecting risk assessments, risk response and risk
mbritorng (3 The argantestonal ik tolerance and) Proriies, benarts and rade.of
GV.RM-07 NA Functional Subset of Risk Framing Rsk-1.1 |considered by the organization for managing risk 10
[Cybersecurity roles, responsibilities, and authorities to foster accountabilty, T exist to define Toles & or all personnel
lperformance assessment, and continuous improvement are established and Intersects With efined Roles & HRS-03 5
[eommunicated. Responsibilities
Mechanisms exist to document and maintain a Responsible, ACCOUNADIE, SUpPOTtive,
GV.RR! WA Functional Responsible, Accountable, (Consuited & Informed (RASCI) matrix, or similar documentation, to delineate assignment
Intersects With ortive, Coneulted & | TPM.0s.4  [for security, compliance and resilience controls between interal stakeholders and s
Informed (RASCH Marix [External Service Providers (ESPs)
Teacrsp s esponabie and accountabi for ybrsecirty SRt T Tacltate the mplementation of securty, complance and reslience
sk and fosters a culture that is risk-aware, ethical, and continual Subset OF Security, Compliance & | oy.01  |governance control 10
mproving Resilience Program (SCRP)
echanis Xttt an secarly. complonce and eslence capabiiies i busness
Steering Committee & requirements through a steering committee or advisory board, comprise
Intersects With fogram Oversight GOVOLLoybersecurty, data protection and business executives, which meets el ond on a 8
regular
“Assigned Security, Mechanisms exist o assign one or more qualified iNdIviduals With the mission and
Intersects With | Compliance & Resilience |  GOV-04  |resources to centrally-manage, coordinate, develop, implement and maintain an 5
Responsibilities lenterprise-wide Security, Compliance & Resilience Program (SCRP).
Mechanisms exis t enforce an accountabity structure S tht sppropriate tears and
Intersects witn | Stakeholder Accountability | - Goy.q4  individuals are empowered, responsible and trained for mapping, measuring 5
Structure managing Technology Assets, Applications, Services andlor bate (TAASD)-Telated rsks.
Mechanisms exist to faciitate the Implementation of strategic, operational and tactical
GV.RR01 NA Functional
‘ Intersects With | Risk Management Program | RSK-01  [fisk management controls. 5
[Mechanisms exist to define organizational rsk tolerance, the specined range of
Intersects With Risk Tolerance RSK-013 [acceptable results 5
Mechanisms exist to define organizational risk threshold, the Ievel of risk exposure above|
Intersects With Risk Threshold RSK-01.4 | which risks are addressed and below which risks may be accepted. 5
Mecharisms exs (o define rgonTzatinal 15k appetite the dearee of uncertaity the
Intersects With Risk Appetite RSK-015 organization is willing to accept in anticipation of a rewa 5
Mechanisms exist to ensure teams are committed to a culture that considers and
Intersects With Risk Culture RSK-12  |communicates technology-related risk. 5
[Roles, responsibillties, and authorities related to cybersecurity risk ‘Assigned Securlty, Mechanisms exist to assign one or more qualified iNdividuals with the mission and
Imanagement are established, communicated, understood, and enforced. Intersects With | Compliance & Resilience | GOV-04  |resources to centrally-manage, coordinate, develop, implement and maintain an 5
esponsibilities lenterprise-wide Security, Compliance & Resillence Program (SCRP).
/echanisms exist to manage personnel security risk by assianing a risk designation to al
Intersects With | Position Categorization HRS-02  |positions and establishing screening criteria for individuals filling those positions. 8
Xist to defin ol or all personnel
GV.RR-02 NA Functional ntersects With Defined Roles & HRS-03 existto define oles & orall personne s
Responsibilities
Mechanisms exist to document and maintain a Responsible, ACCOUNabIE, SUpPOrtive,
Responsible, Accountable, [Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
Intersects With ortive, Conulted & | TPM.0s.4  [for security, compliance and resilience controls between interal stakeholders and 5
Tnformed (RASH Matrix [External Service Providers (ESPs)
[Adequate resources are allocate With the cybersecurity risk Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning controls that
ooy toen. respangilen, and porcies Intersects With Resilience Protection PRM-01  [provide a portfolio management approach to achieve security, compliance and resilience B
Portfolio Management lobjectives.
Security, Compliance & [Mechanisms exist to address all capital planning and investment requests, including the
GV.RR-03 NA Functional Intersects With Resilience Resource PRM-02 |resources needed to implement the Security, Compliance & Resilience Program (SCRP) 5
Jand document all exceptions to this requirement
[Mechanisms exist to identify and allocate resources for management, operational,
Equal Allocation of Resources |  PRM-03  [technical and data protection requirements within business process planning fo 10
rojects / initiatives
[Cybersecurity 1s included in human resources practices. p— Human Resources Security | s g1 |MIechanisms exist to faciitate the implementation of personnel security controls o
Management :
GV.RR-04 NA Functional 9
tersects with eer A Rs.03.[EChanisms exit to communicate With users about their roles and responsIbilites to S
intersects Wi ser Awareness - Imaintain a safe and secure working environment.
[Organizational cybersecurity policy 1s estabiished, communicated, and [Mechanisms exist to establish, maintain and isseminate policies, standards and
Publishing Security, Iprocedures necessary for secure, compliant and resilient capabilities.
Subset Of Compliance & Resilience | GOV-02 10
Documentation
6V.PO NA Functional [Mechanisms exist to ensure personnel receive recurring familiarization with the
Intersects witn | Policy Familiarization & | - pq 55 7 lorganization's security, compliance and resilience policies and provide 5
Acknowledgement lacknowledgement.
Itersects With personnel Sanctions HRs.g7 _[Mechanisms exstto sanction persannel faling t comply Wih estabined securfy 5
lpolicies, standards and proc
Policy for managing cybersecurity risks is estabiished based on Wiechapams exst o eszam.sm ainEa S dESEmImatE Pl STandards and
lorganizational context, cybersecurity strategy, and priorities and is Publishing Security, lprocedures necessary for secure. compliant and resiient capabilities,
lcommunicated and enforced. Subset Of Compliance &Resilience | GOV-02 10
Documentation
Mecharisims oxst (o ensure personnel recelve ecurting familazaton with the
cesch R Functional Intersects witn | POlicy Familiarization & | oq o5 7 |organization's security, compliance and resilience policies and pro 5
Acknowledgement acknowiedgement
Mechanisms exist to sanction personnel faling to Comply with established security
Intersects With Personnel Sanctions HRs-07  |policies, standards and procedures. 5
Py for managing Cybersecuty ks [ reviewed, ipaa Mechanisms exist to review the Security, Compliance & Resilience Program (SCRP),
Fommicated, ang onforced t refect changes m eduiménts,threats, Periodic Review & Update including policies, standards and procedures, at planned intervals or if significant
Fechnology, and organizational mission Intersects With | of Security, Compliance & | GOV-03  |changes occur to ensure their continuing suitability, adequacy and effectiveness. 8
Resilience Program
Mecharisims oSt (o ensure personnel ecelve ecurting amilrzaton with the
GV.PO-02 NiA Functional Intersects ith | Policy Familiarization & | ioc oc o [organization's security, compliance and resilience policies and pro, s
Acknowledgement acknowiedgement
[Mechanisms exist to sanction personnel faling to Comply with established security
Intersects With Personnel Sanctions HRS-07  |policies, standards and procedures. 8
Results TSk activities and echantams xitfo aln securty, compliance and esence capabiities i busness
ertrmance s ssed v o mprove, 3 SeluScton ok ansgermen Steering Committee & a steering committee or advisory board, comprise
Cirategy. Intersects With e vt GOV-OLL [ heramtant, dora ratection sne businecs oxacuthyas, wmic moets ool and on a s
regular basis.
Mechanisms exist to provide governance oversight reporting and recommendations to
Status Reporting To those entrusted to make executive decisions about matters considered material to the
Intersects With e iy GOV-01.2 [organization's Security, Compliance & Resiience Program (SCAP) s
Gv.ov NA Functional
Mechanisms exist to develop, report and monitor Security, Compliance & Resilience
Intersects With | Measures of Performance |  GOV-05  |Program (SCRP) measures of performance. 5
[Mechanisms exist to review the Security., Compliance & Resilience Program (SCRP),
Periodic Review & Update including policies, standards and procedures, ot planned intervais of i significant
Intersects With | of Security, Compliance & |  GOV-03  |changes oceur to ensure their continuing suitability, adequacy and effectiveness, 5
Resilience Program
[Cybersecurity risk management strategy outcomes are reviewed to Inform FicharEni SISEEs i secey, complance snd sl capablles o usiess
land adjust strategy and direction Steering Committee & requirements through a steering committee or advisory board, comprised of
Intersects With Program Oversight OVOLT ettty Gats protection Snd pUsiness executves, wheh mects ormally and on & 5
regular
exist to provide governance oversight reporting and recommendations to
Status Reporting To those entrusted to make executive decisions about matters considered material to the
Intersects With Governing Body GOV-01.2|organization's Security, Compliance & Resilience Program (SCRP) 5
[Mechanisms ex'st to develop, report and monitor Security, Compliance & Resilience
Gv.ov-01 NA Functional Intersects With | Measures of Performance | GOV-05  |Liechan Ee B K0 e eioR, o e 5
[Mechanisms exist to review the Security, Compliance & Resilience Program (SCRP),
Periodic Review & Update including policies, standards and procedures, at planned intervals or if significant
Intersects With | of Security, Compliance & | GOV-03  |changes occur to ensure their continuing suitability, adequacy and effectiveness. 5
Resilience Program
Defining Business Context [Mechanisms exist to define the context of Its business model and document the
Intersects With ission GOV-08organization's mission. 5
[Mechanisms exist to establish a:(1) Strategic security, compliance and resfience-specific
Intersects With | Strategic Plan & Objectives|  PRM-01.1 01001 o D e o e that pian 5
[The cybersecurity sk managerment Strategy Is eviewed and adjusted 1 plechankms et ol securky,complsnce and resllence capobities Wt Business
lensure coverage of organizational requirements and ri Steering Committee & requirements through a steering committee or advisory board, comprised of
Subset Of fogram Oversight OVOL L ety Gars protacon and BUsinecs oxecutes, whch macis formelly ad on & 10
regular basis.
[Mechanisms exist to review the Security. Compliance & Resilience Program (SCRP),
Gv.ov-02 NA Functional Periodic Review & Update including policies, standards and procedures, at planned intervals or if significant
Subset Of of Security, Compliance & GOV-03  |changes occur to ensure their continuing suitability, adequacy and effectiveness, 10
Resilience Program
Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
Intersects With | Risk Management Program | RsK-01 [risk management controls, s
sk s evaluated echanfas Xt o aln secarly. complonce and esence capabiiies i busness
land reviewed for adjustments needed. Steering Committee & requirements through a steering committee or advisory board, comprised of
Intersects With Program Oversight GOV oybersecurty. data protection and business e i o ormaly ot on & 5
regular
[Mechanisms exist to provide governance oversight reporting and recommendations to
Status Reporting To [those entrusted to make executive decisions about matters considered material to the
Gv-ov-03 Ll Functional Intersects With Governing Body GOV-01.2|organization's Security, Compliance & Resilience Program (SCRP) s
Mechanisms exist to develop, report and monitor Security, Compliance & Resilience
Intersects With | Measures of Performance | GOV-05  |[1eChanSTE SXIST L0 CevioR. ToRo aTe T 5
[Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Intersects With | Risk Management Program | Rsk-01  [HSERSTE SUst 10 O 5
[Cyber supply chain risk management processes are identified, estabiished, secorty, Complance & Mecharisims et o aclltate the Implementation of secury, complance and esilence
Imanaged, monitored, and improved by organizational stakeholders. ecurity, Compliance X jovernance control
o P v ora SubsetOF | pesilience Program (scap) | COVO1 [0 ©
echantams Xt fo aln securty, compliance and esence capabilties i busness
i i requirements through a steering committee or advisory board, comprise
Intersects with | Steering Committee & | Gov.o1.1 5

gram Oversight

lcybersecurity, data protection and business executives, which meets mrmauy ohdona
regular basis.
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[Mechanisms exist to provide governance oversight reporting and recommendations to
ithose entrusted to make executive decisions about matters considered material to the

version 2026.1 x000a_03/27/2026

Intersects With Governing Body GOV-01.2 Security, Compliance & Resilience Program (SCRP). 5
chanisms exist to develop, report and monitor Security, Compliance & Resiience
Intersects With | Measures of Performance |  GOV-05  [Program (SCRP) measures of performance. 5
Gv.sc NA Functional
Y Mechanisms exist to faciitate the implementation of strategic, operational and tactical
Intersects With | Risk Management Program | RSK-01  [risk management controls. 5
Plechanfms eXstto develop o lon for Svoly Chln sk Wanagement (S
ssociated with the development, acquisition, maintenance and disposal of Technology
ply Chain Risk o9 [Assets, Applications andor Services (TAKS). including documenting fSetected mitigating
Equal RSK-09 10
Management (SCAN plan Jactions and monitoring performance against those pian:
[Mechanisms exist to periodically assess sUpply chain isks associated With Technology
Supply Chain Risk & |assets, Applications and/or Services (TAAS)
Intersects With PRty Chain M RSK-09.1 . Appl 2 (TAAS) 5
) Mechanisms exist to:(1) Evaluate security risks and threats associated with Technology
Intersects With Supply Chain Risk TPM-03  [Assets, Applications and/or Services (TAAS) supply chains: and(2) Take appropriate 8
Management (SCRM) remediation actions to minimize the organization's exposure to those risks and threats,
[A cybersecurity supply chain risk management program, strategy. [Mechanisms exist to facilitate the implementation of security, compliance and resilience
lobjectives, policies, and processes are established and agreed to by Subset Of Security, Compliance & || Gov-01  |governance controls. 10
|organizational stakeholders. Resilience Program (SCRP)
Fiechankims eXstto ol secuy, compllonce andrellence capabliis Wt Busiess
Steering Committee & requirements through a steering committee or advisory board, compriset
Intersects With Program Oversight GOV-OLL iy gersaenty. dara aroracton sheusinecs oxecutnes, wovch et formal and on a 5
regular b
[Mechanisms exist to establish, maintain and isseminate policies, standards and
Publishing Security lprocedures necessary for secure, compliant and resilient capabilities.
e m Functional Intersects With | Compliance & Resilience | GOV-02 B
« unctional Documentation
exist to facilitate the Implementation of strategic, operational and tactical
Intersects With | Risk Management Program | RSK-01  [risk management controls, 5
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM]
lassociated with the development, acquisition. maintenance and disposal of Technology
Equal upply Chain Risk Rsk.oo  |Assets. Applications and/or Services (TAAS), including documenting selected mitigating 10
Management (SCRM) Plan lactions and monitoring performance against those pians.
[Cybersecurity roles and responsibilities for suppliers, customers, and [Mechanisms exist to require contractual requirements for applicable security, compliance]
artners are established, communicated, and coordinated internally and Third-Party Contract land resilience requirements with third-parties, reflecting the organization's needs to
lexternally. Intersects With Requirements TPM0S  [orotect its Technology Assets, Applications, Services and/or Data (TAASD). 8
Comtract Flow [Mechanisms exist to ensure applicable security, compliance and resTience requirements
ontract Flow-Down x e included in contracts that flow-down to appicable sub-contractors and suppliers.
GV.5C-02 NA Functional Intersects With equirements TPI-05.2 P PP 8
Mechanisms exist to document and maintain a Responsible, ACCountable, SUpportive,
Responsible, Accountable, Conslied & Informed (RASC) matri,orsimilar documentation, o deineate assgnment
Intersects With | Supportive, Coneulted & | TP-05.4 [0 security, compliance and resilience controls between internal stakeholders and 5
Thormed {AASeh Matrix [External Service Providers (ESPS)
[Cybersecurty supply hain Tk management s ntegrated nto ybersecurty ooy, Compance & Mecharfsms exst t (acitate the mplemertation ofsecury, cormplance and esilence
land enterprise risk management, risk assessment, and improven ecurity, Compliance x jovernance cont
rocesses. o P SubsetOf | pegilience Program (scrp) | GOV-01 |9 o
[Mechanisms exist to align security, compliance and resilience capabiiities with business
Steering Committee & Irequirements through a steering committee or advisory board, comprised of key
Intersects With Program Oversight GOV-0L1 |cybersecurity, data protection and business executives, which meets formally and on a 5
regular basis.
Mechanisms exist to establish, maintain and disseminate policies, standards and
Publishing Security, Iprocedures necessary for secure, compliant and resilient capabilites.
Intersects With | Compliance & Resilience | GOV-02 5
ocumentation
Defining Business Context [Mechanisms exist to define the context of Its business model and document the
GV.5C-03 N/A Functional Intersects With | PN SEEness conte GOV-08  [organization's mission. 5
Piechankims et establsh contrcl ciecives 2 he bass o he sefection
Intersects With | Define Control Objectives | GOV-09 internal security, compliance and 5
resiience control system
Mechanisms exist to faciitate the implementation of strategic, operational and tactical
Intersects With | Risk Management Program | RSK-01  [risk management controls, 5
Mechanisms exist to develop a pian for Supply Chain RIsk Management (SCRM)
lassociated with the development, acquisition, maintenance and disposal of Technology
Supply Chain Risk |Assets, Applications andor Services (TAAS), including documenting selected mitigating
Intersects With RSK-09 3 . 5
Management (SCRM) Plan Jactions and monitoring performance against those plans.
[Suppliers are known and prioritized by criticailty [Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement and|
Intersects With Asset Governance AST-0L [ et management controle 5
o— [Mechanisms exist to identify and assess the security of Technology Assets, Applications
sset-Service . land/or Services (TAAS) that support more than one critical business function
Intersects With pesersemice ASTOL1 (TAAS) that supp s
Intersects With | Third Party Management | Teao1 | MeChanisms exist to aciitate the mplementation of Ehird-party management controls S
GV.5C04 NA Functional ianisms exist to maintain a current, accurate and complete 15t of External Service
Providers (ESPs) that can potentially impact the Confidentiality, Integity, Availability
Intersects With | Third-Party Inventories | TPM-011  land/or Safety (CIAS) of the organization's Technology Assets, Applications, Services 8
land/or Data (TAASD).
[Mechanisms exist to iGentify, prioritize and assess suppliers and partners of critical
Third-Party Criticality [Technology Assets, Applications and/or Services (TAAS) using a supply chain risk
Intersects With essments TPM-02  faccecsment process relative £o their importance in supporting the delivery of high-value 8
services.
Requirements to address cybersecurity rsks In supply chains are [Mechanisms exist to facilitate the identification and implementation of relevant
lestablished, prioritized, and integrated into contracts and other types of Intersects witn | Statutory. Regulatory & | cp o) |statutory, regulatory and contractual controls. 5
lagreements with suppliers and other relevant third parties. Contractual Compliance
Mechanisms exist to document and validate the scope of security, compliance and
Intersects With Compliance Scope CPL01.2  |resilience controls that are determined to meet statutory, regulatory andjor contractual 5
lcompliance obligations.
[Mechanisms exist to protect sensitive/regulated data that is collected, developed,
Adequate Security for received, transmitted, used or stored in support of the performance of  contract.
Intersects With | Sensitive / Regulated Data |  140-03.2 5
In Support of Contracts
[Mechanisms exist to include data privacy requirements in contracts and other
Data Privacy Requirements lacauisition-related documents that establish data privacy roles and responsibiliies for
Itersects with | for Contractors & Sevice | PRMOT.L Coiractors and serice provders. 5
roviders
GV.5C.05 NA Functional Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Intersects With | Risk Management Program | RSK-01  [risk management controls, 5
Mechanisms exist to develop a plan for Supply Chain RIsk Management (SCRM]
lassociated with the development, acquisition. maintenance and disposal of Technology
Supply Chain Risk |Assets, Applications and/or Services (TAAS), including documenting selected mitigating
Intersects With RSK-09 3 . 5
Management (SCRM) Plan lactions and monitoring performance against those pians.
[Mechanisms exist to require ontractual requirements for applicable security, compliance]
Third-Party Contract land resilience requirements with third-parties, reflecting the organization's needs to
Intersects With Requiraments TPM-05 [orotect its Technology Assets, Applications, Services and/or Data (TAASD) 5
[Mechanisms exist to ensure appiicable security, compliance and resTience requirements
Intersects With Contract Flow-Down TPM-05.2  [are included in contracts that flow-down to appiicable sub-contractors and suppliers. 5
equirements
[Planning and due ailigence are performed to reduce ks before entering Mechanisms exist to faclitate the Implementation of third-party management controls
into formal supplier or other third-party relationships. Intersects With | Third-Party Management |  TPM-01 s
[Mechanisms exist to iGentify, prioritize and assess suppliers and partners of critical
Third-Party Criticali [Technology Assets, Applications and/or Services (TAAS) using a supply chain risk
Intersects With SIS | TPM02 [oSseriment process relative £0 ther mportance n supporting the eivery of igh-value s
services.
[Mechanisms exist to:(1) Evaluate security risks and threats associated with Technology
|Assets, Applications andjor Services (TAAS) supply chains; and(2) Take appropriats
Supply Chain Risk .03 |remediation actions to minimize the organization's exposure to those risks and threats,
Intersects With e A, TeM03  fremediation 5
Mecharims exst o llze secuty safeguards o It Nart from potentalsdversaries
Intersects With Limit Potential Harm TPI03.2 | o targe the organiation supply 5
. o e Mechanisms exist to address identified Weaknesses o e Security of the
Intersects With e prese o TPM:03.3  [supply chain B
[Mechanisms exist to mitigate the risks associated with third-party access to the
Intersects With Third-Party Services TPM-04  [organization's Technology Assets, Applications, Services and/or Data (TAASD). 5
ird-party Rk [Mechanisms exist to conduct a risk assessment prior to the acquisition or OUTSOFCIng of
. y ltechnology.-related Technology Assets, Applications and/or Services (TAAS
mterseciswitn | TorPaty ek | remoan 9y ay op! (Tass) 5
Mechanisms exist to ensure that the Interests of extemal Service providers are
Intersects With Conflict of Interests TPM-04.3 |consistent with and reflect organizational Interests. s
Third-Party Processing, [Mechanisms exist to restrict the location of information processing/storage based on
Intersects With Storage and Service TPM-04.4  [business requirements. 5
Locations
[Mechanisms exist to require contractual requirements for applicable security, compliance|
Third-Party Contract land resilience requirements with third-parties, reflecting the organization's needs to
ovscos NA Functional Intersects With uirements TPM-05  |orotect its Technology Assets, Applications, Sérvices andfor Data (TARSD). s
[Mechanisms exist to ensure applicable security, compliance and resfience requirements
Intersects With Contract Flow-Down TPM-05.2  [are included in contracts that flow-down to applicable sub-contractors and suppliers. 5
equirements
[Mechanisms exist to ensure External Service Providers (ESPS) Use uniaue authentication
Intersects witn | ThIrd-Party Authentication | - ypyy g5 3 factors for each of its customers. B
Practices
[Mechanisms exist to document and maintain a Responsible, ACCoUNtabIE, SUpPOrtive,
Responsible, Accountable, [Consulted & Informed (RASCI) marix, or smilr documentation o delineate assignment
Intersects With portive, Coneulted & | TPM-05.4 [for security, compliance and resilience controls between internal stakeholders and 5
Ihformed (RASCH Matrix [External Service Providers (ESPs)
[Mechanisms exist to perform recurring validation of the Responsible, Accountable,
Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, to ensure
Intersects With | Third-party Scope Review | TPM.0s.5  |security, compliance and resilience control assignments accurately reflect current:(1) 5
¥ Scop (Contractual obligations for the External Service Provider (ESP):(2) Business practices;(3)
|Applicable stakeholders; and(4) Deployed Technology Assets, Applications and/o
ruic )
Mechanisms exist to obtain a FirstParty Declaration(1PD) from appiicable External
[Service Providers (ESPs) that provides assurance of compliance with specified statutory,
Intersects with | First-Party Declaration | 1o o o |regulatory and contractual obligations for security, compliance and resilience controls, 5
arD) including any flow-down requirements to subcontractors.
[Mechanisms exist to include "break clauses” Within contracts for fallure to meet contract
Intersects With Break Clauses TPM-05.7 _|criteria for security, compliance andjor resilience controls. s
Third-Party Personnel [Mechanisms exist to control personnel security requirements INcluding security roles and
Intersects With Security TPM-06  Jresponsibllities for third-party providers. s
‘exist to address weaknesses or defciencies in supply chain clements
Intersects with |  Third-Party Deficiency TPM-09 |identified during independent or organizational assessments of such elements. 5

Remediation
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Secure Controls Framework (SCF)
FDE Name Focal Document Element (FDE) Description SCF Control o
[The risks posed by a supplier, their products and services, and other third IMechanisms exist to faciltate the implementation of third-party management controls.
Iparties are understood, recorded, prioritized, assessed, responded to, and Intersects With | Third-Party Management |  TPM-01 5
Imonitored over the course of the relationship.
Mechanisms exist to maintain a current, accurate and complete ISt of External Service
Providers (ESPs) that can potentially impact the Confidentiality. Integrity, Availability
Intersects With Third-Party Inventories TPM-OL1  land/or Safety (CIAS) of the organization’s Technology Assets, Applications, Services 5
land/or Data (TAASD).
Mechanisms exist to identfy. prioritize and assess suppliers and partners of crtical
Third-Party Criticalit [Technology Assets, Applications and/or Services (TAAS) using a supply chain risk
intersects With SO SIS ToM02  [SECaiment brocess relsive fo hei mportance n supporting the delery of ngn-value s
services.
P—— echaame exit to1) Evaluate securty ik and freats assocated Wi Techmooay
Intersects With upply Chain i TPM-03  [Assets, Applications and/or Services (TAAS) supply chai Take appropriate 5
Management (SCRM) remediation actions to minimize the organization's exposure to thoss rsks and threats,
Mechanisms exist to utlize security safeguards to imit harm from potential adversaries
. who identify and target the organization's supply chain.
oviscor VA Functions! Intersects With Limit Potential Harm | TPM-03.2 v 9 g pply 5
N oA Mechanisms exist to address identified weaknesses or defciencies in the securlty of the
Intersects With o pegaress | TPM-033  [supply ch 5
St to mitigate the risks associated with third-party access to the
Intersects With Third-Party Services TPM04  forganzation's Technology Assets, Application, Services andior Bata (TAASD) 5
E—— [Mechanisms exist Lo conduct a risk assessment prior £ the acquisifion or ouLSoUrcing of
ird-Party Ris) x echnology.-related Technology Assets, Applications andjor Services (TAAS)
ntersects Wit | o TRV | rem0a1 o 5y o (Ta85) s
St o monitor, regularly review and assess External Service Providers
Intersects with | Review of Third-Party TeM08  |(ESPs) for compliance with established contractual requirements for security, compliance 5
rvices land resilience controls.
Mechanisms exist to address weaknesses or deficiencies in supply chain elements
nersectswitn | T Party Deficiency TPM.09 [dentified during independent or organizational assessments of such elements. s
emediation
[Relevant suppiiers and other third parties are Included in Incident planning, St Taclate e Imalementatin o crtigency planairg conro
response, and recovery activities; Business Continuity Ihelp ensure resilient Technology Assets, Applications andjor Services (TAA
Intersects With Management System BCD-01 cummmty of Operations Plan (COOP) or Business Continuity & Disaster Re(ovsry (BC/R)| 5
(BCMS) Ilaybook:
Mechansms exist to Coordinate internal contingency plans With the contingency plans of
Intersects With C°°’:"‘“§‘Q’r‘"‘ s:’é”‘“ BCD-01.2 [external service providers to ensure that contingency requirements can be satisfied. 5
ervice Provi
[Mechanisms exist to implement and govern processes and documentation to faciltate an
Intersects With Incident Response IRO-01  [organization-wide response capability for cybersecurity and data protection-related 5
Operations incidents
Mechanisms exist to cover:(1) Preparation:(2) Automated event detection or manual
incident report intake:(3) Analysis;(4) Containment;(5) Eradication: and(6) Recovery.
Intersects With Incident Handling 1RO-02 s
Mechanisms exist to coordnate with approved third-parties to achieve a cross
Inersects witn | COMeI2ton with EXtemal | 15,5 5 forganzaton perspecive an nedent awarencss and more efectve Incdent responses s
GV.5C-08 NA Functional 9
ntersects With | Thra Party Management | Tomo1 | MEChansmS exist o facliate the Implementation of hrd-party management contrals. 5
Mechanisms exist to maintain a current, accurate and complete Tt of External Service
Providers (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
Intersects With | Thirc-Party Inventories | TPM-O11  loniior Safety (CIAS) of thé organizations Technology Assets, Applications, Services s
landior Data (TAASD).
Mechanisms exist Lo 1dentify, prioritize and assess suppliers and partners of criical
Third-Party Criticali [Technology Assets, Applications and/or Services (TAAS) using a supply chain risk
Intersects With PG TPM-02 lassessment process relative to their importance in supporting the delivery of high-value 5
ices.
echaniams ot To s css weaknesses or decincies . suppy o clererts
Intersects witn | Tird-Party Deficiency | 1oy gg  fidentified during independent or organizational assessments of such element 5
Remediation
[Mechanisms exist to control changes to services by suppliers, taking nfo account the
Inersects witn | Manoging ChangesTo | 1oy 1 riicalhy o business Technology Acsets AppIcotons, Services andior Data (TAASD) that 5
Party Services are in scope by the third-party.
Third-Party Incident hanisms exist to ensure response/recovery planning and testing are conducted with
Intersects With | Response & Recovery TPM-11  [critical suppliers/providers. 5
Capabilities
Supply T securty pracices s teqreted 1o ybersecurty and Mecharsis exs o facllate the mplementation of secury, complance and esilence
[enterprise risk management programs, and their performance is monitored Security, Compliance & lgovernance control
Ehroughout the techoloay prodct and service e cycle subsetof | p25ielCL brogram (ScRp) | GOV-OL 10
Fiechariems et aln secuty, comlance 3 ol capabies i busneee
Steering Committee & requirements through a steering committee or advisory board, comprised
Intersects With PR it GOV-0LL [(yGersauriy. Bacs brotechion and busineas exeetives, which macts formalty and on a s
regular basis.
Mechanisms exist Lo provide governance oversight reporting and recommendations to
Status Reporting To those entrusted to make executive decisions about matters considered material to the
Intersects With Governing Body GOV-01.2 lorganization's Security. Compliance & Resilience Program (SCRP). s
Mechanisms exist to develop, report and montor Security, Compliance & Resiience
IProgram (SCRP) measures of performance.
Intersects With | Measures of Performance |  GOV-05 . P 5
Mechanisms exist to ensure changes to Technology Assets, Applications and/or Services
Secure Development Life (TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal
intersects With | (LT OICy Management | PRM-07  [change control procedures. s
GV.5C-09 NA Functional Mechanisms exist to facilitate the implementation of strategic, operational and tactical
sk management controls;
Intersects With [ Risk Management Program [ RSK-01 s
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM]
lassociated with the development, acquisition, maintenance and disposal of Technology
upply Chain Risk |Assets, Applications and/or Services (TAAS), including documenting selected mitigating
Intersects With RSK-09 3 . 5
Management (SCRM) Plan lactions and monitoring performance against those plans.
Mecharisme exst to perodically assess supply chan ks ssociated Wi Technology
Supply Chain Risk |Assets, Applications andor Services (TAAS)
Intersects With pply Chain & RSK-09.1 5
Mechansms exist to manage the usable Tfecycles of Technology Assets, Applications
Technology Lifecycle land/or Services (TAAS).
Intersects With onody e SEA-07.1 5
[Fechonioms exist o design and plement product management processes o
lproactively govern the design, development and production of Technology A
Intersects With | Product Management | TOAOL1 [Rptlcatons ancior Services (TARS) Scroos he Syatam Dovelopment Lt Cyce (5DLC) 5
to:(1) Improve functionality;(2) Enhance security and resiliency capabilities:(3) Correct
[Cybersecurity supply chain risk management plans include provisions for Miachanisms exit o develop 8 plan for SUppy Chain Risk Management (SCRH)
Jactivites that occur after the conclusion of a partnership or service lassociated with the development, acquisition, maintenance and disposal of Technology
lagreement Subset Of Supply Chain Risk Rsk0o  |Assets, Applications andjor Services (TAAS), including documenting selected mitigating 10
Management (SCRM) Plan lactions and monitoring performance against those plans.
“exist to facilitate the implementation of third-party management controls.
D - Functional Intersects With | Third-party Management |  TPM-01 5
Mechanisms exist to ansure applcabl securty, complince and reslience requrerents
Intersects With Contract Flow-Down TPM.05.2  [are included in contracts that flow-down to appilcable sub-contractors and supplie 5
Requirements
exist to ensure External Service Providers (ESPS) Use unique authentication
Intersects with | Third-Party Authentication | oy o5 3 |factors for each of its customers. 5
Practices
[The organization’s current cybersecurity risks are understood Fechaniams existto o securfy, complance and resfence capabies Wi busiess
Steering Committee & requirements through a steering committee or advisory board, comprised of
Subset Of Program Oversight GOV-OL1[Cybersecarity, data protection and husiness executives, Which mests formally and on a 10
regular basis.
Mechanisms exist Lo provide governance oversight reporting and recommendations to
Status Reporting To those entrusted to make executive decisions about matters considered material to the
Intersects With Governing Body GOV-01.2Jorganization's Security, Compliance & Resilience Program (SCRP). 5
Mechartsms exst f facitate the mplemertation of srategc, operatonal and tacical
Intersects With | Risk Management Program | RSK-01 NGl XA O 5
Mechanisms exist to ldenufy T) Assumpiions Sicting sk assessments, ik espone
land risk monitoring; (2) Constraints affecting risk assessments, risk response and risk
rotoning: 3) The organ smional ok tolerance; anda) Proriies, bendies and rade ofs
Itersects With Risk Framing RSKOLL considered by the orghmization for managing Fsk 5
f
( unctional Tntersects With Risk RSK-03 | Mechanisms exist to identify and document risks, both internal and external- 5
IMechanisms exist to develop and keep current a catalog of applicable risks associated
Intersects With Risk Catalog RSK.03.1 |with the organization's business operations and technologies in use: 5
Fechaniams existfo onduct recuring assessments o ik (ot ncludes (e heliiood
land magnitude of harm, from unauthorized access, use, disclosure, disruptio
Intersects With Risk Assessment RSK04 |odification or destrution of the arganization's Technlogy Assets, Applcations s
Services and/or Data (TAASD)
p— Aok Regiter RSK0a 1 [[CChanSS Gt MaGal 3 K register hat oclates Monitorng and eporting o B
Necharms ot TGentTy 373 S5 TRk kg 2 TEw dcovered securty
Intersects With Risk Ranking RSK-05 Hat s basedon industey ecognizad practi 5
Mechanisms exist to develop a plan for Supply Chain Risk onasement SCRT
lassociated wi levelopment, acquisition, maintenance and disposal of Technology
Itersects With upply Chain Risk Rsk.0o  |Assets. Applications and/or Services (TAAS), including documenting selected mitigating 5
Management (SCRM) Plan lactions and monitoring performance against those pians.
[ASsets (e.0., data, haraware, software, systems, faciliies, services, people) [Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement and|
[that enable the organization to achieve business purposes are identified and Imanage asset management conrols.
Imanaged consistent with their relative importance to organizational Subset OF Asset Goverance AsT-01 10
lobjectives and the organization’s risk strategy.
Mechanisms exist to identify and assess the security of Technology Assets, Applications
landor Services (TAAS) that support more than one critical business function
Intersects With heset.Service AST-0L1 5
Dependencies
Mechansms exist to identity and ivolve pertinent stakenoiders of criical Technology
|Assets, Applications, Services and/or Data (TAASD) to support the ongoing secure
Inersects i [St9keRolder ldentfcation & ysr.gy 5 | management of those asset. s
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FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

SCF Control

Secure Controls Framework (SCF)
Control Description
lechanisms exist to perform inventories of Technology Assets, Applicat
andlor Data (TAASD) that.(1) Accurately reflects he current TAASD i used 5 enives
lauthorized software products, including business justification details;(3) Is at the level of
lgranularity deemed necessary for tracking and reporting;(4) Includes organization-
ned information deemed necessary to achieve effective property accountability;

1D.AM-01

ID.AM-02

1D.AM-03

ID.AM-05

1D.AM-07

Intersects With Asset Inventories AST-02 land(5) Is available for review and audit by designated organizational personnel. 5
Mechanisms exist to ensure asset ownership responsibiities are assigned, tracked and
J— team, individual, or responsible organization level to establish a common
" sset Ownership . lunderstanding of requirements for asset protection.
Intersects With ecionment AST-03 5
[Mechanisms exist to include capturing the name, position and/or ole of INdividuals
responsible/accountable for administering assets as part of the technology asset
Intersects With | Accountability Information |  AST-03.1  [nventory process. H
[Mechanisms exist to faciitate the Implementation of personnel security Controls.
Intersects with | Human Resources security| s o1 5
st to define Toles & ibilities for all personnel.
Defined Roles &
Intersects With Retponiiiics HRS-03 5
NA Functional
[Mechanisms exist to require all employees and contractors to apply Cybersecurity and
[data protection principles in their daily work to enable secure, compliant and resilient
Intersects With Terms of Employment. HRS-05 pabilities, 5
[Mechanisms exist to define acceptable and unacceptable rules of behavior for the use of
including for
Intersects With Rules of Behavior HRS-05.1 5
Mechanisms exist to faciitate the operation of physical and environmental protection
controls.
i Physical & Environmental
Intersects With b eron PES-01 5
[Mechanisms exist to categorize Technology Assets, Applications, Services and/or Data
in accordance with applicable laws, regulations and contractual obligations that:
(1) Document the security categorization results (including supporting rationale) in the
i Risk-Based Security 0y [security plan for systems; and(2) Ensure the security categorization decision is reviewed
Intersects With Categorization RSK02 land approved by the asset owner. s
75t to facilitate the of third-party Controls
Intersects With | Third-Party Management | TPM-01 5
e Xt vo maital » coent. Sccurate an compler [ o Externa Service
[Providers (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
Intersects With | Third-Party Inventories | TPM-011 [and/or Safety (CIAS) of the organization's Technology Assets, Applications, Services s
land/or Data (TAASD).
Mechanisms exist to document and maintain a Responsible, ACCountable, SUppOTtive,
Resporsle,Accauntatle IConsuited & Informed (RASCI) mattrix, or similar documentation, to delineate assignment
Intersects With | Supportive, Coneulted & | TPM-05.4 [for security, compliance and resilience controls between internal stakeholders and 5
o e [External Service Providers (ESPs)
Mechanisms exist o contral personnel Secury requlrements Including secury oles and
responsibilities for third-party providers
Intersects ith | TNird-Party Personnel TPM-06 5
inventories of haraware managed by the organization are maintained. echartsis et o perfor Inventories of Technology Assets Appllcaions Servces
anclor Data (TAASD) that (1) Accurately reflects the current TAASD in user(3) dentin
Suihorzed software products, Icluding bosiness Jusfication detais(3) s o the lever of
grenularty deemed necessary for tracking snd reporting(4) Includes orgenization-
y ned informatior necessary to achieve effective property accountability;
Subset Of Asset Inventories AST-02 and(S) e avaTable To evten o e by designated organizational personnel. 10
NiA Functional
[Mechanisms exist to maintain a current, accurate and complete It of External Service
[Providers (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
Intersects With Third-Party Inventories TPM-01.1  landor Safety (CIAS) of the organization's Technology Assets, Applications, Services 5
land/or Data (TAASD).
ventories of software, services, and systems managed by the organization eCharTis e o perform Inventoris of Technology Assets Applcations, Services
lare maintained. oo Dot (TARSD) tnat. 1) Accurately eflcts the current TAASD n usei) Ident
lauthorized s ing business justfication detalls:(3) s at the level of
ranulariy deemed neLessary for tracking and reportingi(4) Incluces ofganization-
efined information deemed necessary o achieve effective property accountabilty;
Subset Of Asset Inventories AST-02  [Gn1s avatable fo review and audi by designated orgarizational personne, w0
NA Functional
XISt to malntain a CurTent, accurate and Complete ISt of Exteral Service
§ Providers (£5ps) that on potentially impoct he Confientaly. Itegry. Avalabity
Intersects With | Third-Party Inventories | TPM-OL1  |and/or Safety (CIAS) of e Technology Assets, H
landor Data (TAASD).
[Representations of the organization's authorized network communication Hechanistns exat o malntain nebwork orchtectore dogrars Eat:1) Contaln suffclent
Jand internal and external network data flows are maintained. . N ldetail to assess the security of the network's architecture; (2) Reflect
Network Diagrams & Data 1oa  [architecture of the network anvronment andi) Document Al senstivereguiated data
Intersects With | Tio Diagrams (DFDs) AST04 - fows. °
Control Applicabllity appiicability Is
NiA Functional Intersects With Boundary Graphical 15T002  [Tecmology Pesete, popteariont ancor Semntes (TAAD) and i pavies by raphically 5
Representation representing applicable boundaries.
exist to inventory, document and maintain Gata flows for data that is
Geographic Location of resident (permanently or temporarily) within a service's geographically distributed
Intersects With Sl DCH-19 [applications (physical and virtual), infrastructure, systems components andor shared 5
with other third-parties.
inventories of services provided by suppliers are maintained. [Mechanisms exist to maintain a current, accurate and complete Tt of External Service
[Providers (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
NA Functional Equal Third-Party Inventories TPM-01.1  [andjor Safety 1cm5i of the organization's Technology Assets, Applications, Services. 10
land/or Data (TAA:
[Assets are prioritized based on classification, criticallt, resources, and Mechaniims exst fo determing securt, compllance and reslence control aoplcablty
impact on the mission. § y identifying, assigning and documenting the appropriate asset scope categorization for
Intersects With | Asset Scope Classification |  AST-04.1 |2} Technology Asets, Aplcations andjo Sevices (1445) and personnel (nernal and 5
[third-parties).
[Mechanisms exist to 1dentify and document the critical Technology Assets, Applications,
Intersects With | Identify Critical Assets BCD.02  [Services andjor Data (TAASD) that support essential missions and business functions. s
NiA Functional
; y Mechanisms exist to ensure data and assets are categorized in accordance with
Intersects With | Dato & Asset Classification|  DCH92_|applicable statutory. regulatory and contractval requirements. s
[Mechanisms exist to igentfy, prioritize and assess suppliers and partners of critical
Third-Party Criticali Irechmology Assets, Applications andor Services (TAAS) USing a supply chan fsk
Intersects With Pk TPM-02 assessment process relative to their importance in supporting the delivery of high-value 5
services.
inventories of data and corresponding metadata for designated data types [Mechanisms exst to:(1) Physically control and securely store digital and non-digital
lare maintained. Imedia within controlied areas using organization-defined security measures; and(2)
Intersects With Media Storage DCH.os  |Protect system media until the media are destroyed or sanitized using approver 5
lequipment, techniques and procedures.
Mecharims Sxst (o malrtai [verton 1ogs of all sensiive media and conductsensitive
Intersects With | Sensitive Data Inventories | DCH-06.2 mema Iventories at jeast anually: 5
echanisms et o perodicaly scan unstructured data sources for censivelregulated
Intersects With Periodic Scans for k063 |fta or hts raquiing specst proreetion massires by Savotoy. reguiatory 5
Sensitive / Regulated Data lcontractual obligations.
o Functional [Mechanisms exist tox(1) Retain Personal Data (PD), including metadata, for an
unctional lorganization-defined time pened to fulfill the purpose(s) identified in the notice or as
required by aw(2) Dispose of, destroys, erases, and/or anonymizes the P regardlessof
lthe method of storage; and(3) Use organization-defined technigues or m
. Personal Data (PD) secure deletion or gestruction of PD (InCiuding originars, Coples and archived record).
Intersects With Retoion & Disoosml PRIOS 5
ms exist to establish and maintain a current inventary of all Technology Assets,
Intersects with | I"ventory of Personal Data | pp, 05 5 |applications and/or Services (TAAS) thxt collect, receive, process, store, transmit, share, 5
(PD) lupdate and/or dispose Personal Data (PD).
ystems, haraware, software, services, and Gata are managed throughout Mechaniams exis o faclitate an T Asset Management (TAMI program Ea mplement and
[eterme: bty Subset Of Asset Governance AsTor et e 10
Wechantams exnst to identify and Tnvolve pertinent stakenolders of critical Technology
Intersects witn | Stakeholder identification & 7.7 5 |Assets, Applications, Services andor Data (TAASD) to support the ongoing secure 5
fnvel |management of those assets.
— ata Protection ocror [Mechanisms exist to faciitate the implementation of data protection controls. 5
o Functional tersects with Dot Stewardsn oCioL1 [ Mechanisms exist to ensure data stewardship s assigned, documented and 5
} " [Mechanisms exst to ensure changes to Technology Assets, Applications and/or
Intersects Witn | Secure Development Life | pay.q7  |(TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal 5
Cycle (SDLC) Management. change control procedure:
[Mechanisms exist to determine the Mean Time to Failure (MTTF) for system components
Intersects With | Predictable Failure Analysis|  SEA07 || T2TS XSt o determine e °
. Technology Lifecycle [Mechanisms exist to manage the usable lifecycles of Technology Assets, Appiications
Intersects With Management SEA-0T-1 Jandfor Services (TAAS) >
[The cybersecurity risk to the organization, assets, and individuals is securty, Compliance & [Mechanisms exist to facilltate the implementation of security, compliance and resilience
Inderstood by the organization . X jovernance controls.
i ¥ the organizati SubsetOf | o Frogmm (scRp) | GOV-01  [aov 10
Mecharisms ost o algn secuy, compllance nd esilence capabiiies wih business
Steering Committee & resuirements through o steering committee o aduiory board, comprised of ey
Intersects With Program Oversight GOV-0L1 |eybersecurity, data and business executives, which meets formally and on a 5
regular basis.
[Mechanisms exist to establish, maintain and disseminate policies, standards and
Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
NA Functional Intersects With | Compliance & Resilience | GOV-02 5
Documentation
Ny Mechanisms exis o facliate the Implementaton of Strtegic, aperational and tactical
Intersects With | Risk Management Program | RSK-01  [iS&2S0e SISt 0 T 5
Mechanisms exist to dsvelop & plan o1 Supely Chain Rk Hanagermert (SCRH)
o lassociated with the development, acquisition, maintenance and disposal of Technology
Intersects With upply Chain Risk Rsk0  |Assets, Applications and/or Services (TAAS), including documenting selected mitigating 5

E
Management (SCRM) Plan

lactions and monitoring performance against those plans.
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Focal Document Element (FDE) Description

[Vulnerabilities in assets are identified, validated, and recorded.

Rationale

Secure Controls Framework (SCF)
Control Description
[Mechanisms exist to faci

the implementation of security, compliance and resilience

it | Information Assurance (1)
Intersects With Operations BO01 | ament and authorization contros: s
[Mechanisms exist to formally assess the security, compliance and reslience controls in
[Technology Assets, Applications and/or Services (TAAS) through Information Assurance
IProgram (IAP) activities to determine the extent to which the controls are implemented
Intersects With Assessments Wo-02 crrecy,operaig o ntended and podcing the desied outome with respect to 5
pected requiremen
Mechanisms exs o govern Gentifed defcencies (e, Flan of Acton and Miestones
AGM) o smiar methodlogy) that formaly documents, at 3 minimui() Deficiency
Intersects With 1A0-05  [iracking numberi(2) Applicable <ecurity. compliance and/of resilience control( 5
pescriptionof th defciencyes)(4) Rk assciated withth deficency e 9 source
o conduct recarring o TRt s e Tiefhodd
o magmtuge of horm, rom unauthorised aceesh, oe, dsciosurs
Intersects With Risk Assessment RSK-04 o cestmucion of the organsations Technelody Acsers Appicadons, 5
Services and/or Data (TAASD).
ID.RA01 NA Functional
I tersects with Risk Register RSkc0a 1 |EChanSS eXstto malntal a sk regser that facltates monitoring and reportng of 5
tto Consult with security,
lcompliance and/or resilience personnel to:(1) Create and implement a Security Testing
ond Evaluation (STGE) lan, or smiar capabily;(2) implement a verifabl flaw
remediaion process o correct weaknesses and defiiencies dentifd during th control
Security, Compliance & [esting andt evaluation process: and(3) Document the resul
Intersects With Resilience Testing ToA-09 5
Throughout Development
Valnerability & Patch Mechanisms exist to faciitate the Implementation and monTtoring of vuInerabiity
Subset Of Management Program | VPM-01  [management controls. 10
PMP)
“exist to detect and rrors by routine
Intersects With | Vulnerability Scanning | VPM-06 Seanning of systeme and appiications, 5
[Cyber threat intelligence is recelved from information sharing forums and St i h contact with selected groups and associations within the
lsources. securty, e omiance ang reslience to:(1) Facilitate angoing
d data protection education and training for organizationa! personnel(2) Maintain
" Cumency with recommended cybersecurity and data protection practices, techniques and
Intersects witn | COMacts With Groups & | Gy.07  ltechnologies; and(3) Share current cybersecurity andjor data protection-related 5
Associations information including threats, vulnerabilities and incidents.
ID.RA02 NA Functional
[Mechanisms exist to maintain situational awareness of vulnerabilities and evoIving
reats by everaging the knowiedge of attacker tactics, techniques and procedurss to
Intersects With | Threat Intelligence Feeds | THR03  [tacitate the 5
internal and external threats to the organization are identified and recorded. tto Implement a threat intelligence program that includes a cross-
lorganization information-sharing capability that can influence the development of the
SubsetOf [Threat Intelligence Program|  THR-O1  |cyatam and security architectures, selection of security solutions, monitoring, threat 10
Ihunting, response and recovery activities.
[Mechanisms exist to develop Indicators of Exposure (IOE) to understand the potential
Intersects With _indicators of Exposure (I0F))  THR-02 layiac vectors that attackers could use to attack the organization. s
‘maintain situational awareness of vulnerabilities and evoIving
. hecats by loveraging he knouledge of attacker tactcs, tecniques and, procedurss to
Intersects With | Threat Intelligence Feeds | THR-03 |raciitate the 5
ID.RA03 NA Functional
; Mechanisms oxst o mplement an sider treat program that Includes 3 crossdsciping
Intersects With | Insider Threat Program | THR-04  [[ISERaNITS &1 o mPRentar s
. Mechanisms exist to utilize secunty awareness training on recognizing and reporting
Intersects With | Insider Threat Awareness |  THR05  [LeCTansing X o Lize Secart 5
lechanisms exist to perform (yber Thret hunfing that ses Indicators of Compromise
Intersects With Threat Hunting THR-07  [(10C) to detect, track and disrupt threats that evade existing security controls 5
; Mechanfms oxst o develop and Keep current  cataog of spaicable nternal and
Intersects With Threat Catalog THR-09 lexternal threats to the organization, both natural and m: s
Potental mpacts and Ikeinoads of treats explating vulnerabiiis are . Wechanfms exatto develop and Feep crrent a cataog o 3 appllcab\ internal and
gentified and record Intersects With Threat Catalog THR-09 _external threats to the organization, both natural and manma N
(RRAOS L Functional Mechanisms exist to identfy, assess, prioritize and document e potential iImpact(s) and
Intersects With Threat Analysis THR-10liikelinood(s) of applicable internal and exteral threats. s
[Threats, vuinerabilities, kellnoods, and Impacts are used o Understand St to Tdentify:(1]  3ffecting T Tk response
inherent risk and inform risk respanse prioritization. and sk monitoring:(2) Constraints affectig fsk assessments, sk fesponse and ik
monitoring:(3) The organizational isk tlerance: andd) Priries, benefis and rade-offs
Itersects With Risk Framing Rsk.o11 |considered by the organization for managing risk. 5
T T z
Intersects With | Impact-Level Prioritization | RSK-02.1 g‘:ﬂ,‘:‘;ﬂ'}‘:ﬁs",ﬁ;‘“,‘;c:;‘:‘;g‘,ﬁ,‘;‘z?;:‘e‘l’:" for Technology Assets. Applications and/o 5
lecharki Stto conductrecuring 2ssesments of Rk ha s the Tkeihood
land magnitude of harm, from unauthorized access, use, disclosure, disrt
Intersects With Risk Assessment RSK-04  |modification or destruction of the ort s Technology Acsers, Applicatons, s
[Services and/or Data (TAASD).
A A Functional ntify and assign a risk ranking to newly discovered security
Intersects With Risk Ranking R0 bitis tha s bssed on ndustiy recog 360 pracices s
p— ok Remediation Rox0s | Fechanisms exist to remediate risks to an acceptable level- 5
[Mechanisms exist to ensure proper ISk response actions were performed to remediate
Intersects With Risk Response RsK-06.1 [findings from security, compliance andor resilience-related:(1) Assessments; (2) Audits; 5
land/or(3) Incidents.
. . Mechanisms exist to develop Indicators of Exposure (IOE) to understand the potential
Intersects With _|Indicators of Exposure (I0))  THR-02attack vectors that attackers could use to attack the organization. N
Ranlsis exit to develop and keep Currnt 3 catalog o applcable ternal and
Intersects With Threat Catalog THR-09 lexternal threats to the organization, both natural and manmat s
echarlms et o Gently, assess, priorize and document e potential impact(s) and
Intersects With Threat Analysis THR1Oiinoodte)of apphcable nfernal and external s
Rk responses are chosen, prioritized, planned, tracked, and communicated lecharkns et o Wenthy:(1) Assurptons affemng oK assessments, oK response
land risk mi 2) Constraints affecting risk assessments, risk response and risk
moitoning:(3) The orgarizational 1k tolerance; anca) Proies, benaits and rade.ofs
Intersects With Risk Framing RskoL1 [considered by the organization for managing fisk. 5
[Mechanisms exist to prioritize the impact Ievel for Technology Assets, Applications and/or
o " onctons Intersects With | Impact-Level Prioritization |  RSK-02.1  [Seryices (TANG) 10 ovent potential diorcptions. 5
. tersects with P R5x0s _|echanisms exist to identity and assign a risk ranking to newly discovered security S
ntersects Wi sk Ranking 3 at is based on industry-recognized practices.
. isms exi 0
Intersects With Rk Remediation R5K06 | Mechanisms exist to remediate risks to an acceptable level 5
[Mechanisms exist to ensure proper 15k esponse acllons were perfored (o remedlate
Intersects With Risk Response RSK-06.1 ings from security, compliance and/or resiience-related:(1) Assessments;(2) Audits; 5
gl ncdents
Intersects With Compensating RoK062 [Jechanns Xt o ently and mplement compensatig countermeasures o redice S
[Changes and exceptions are managed, assessed for sk mpact recorded. Subsetof Change Management a0 o faciltate the of a change program. "
land tra Program
nersects win | Confouraton Change Ho.0s [Miechanisms exist to govern the technical configuration change control processes B
0 pronibit zed changes, uniess 7]
Intersects With | Prohibition Of Changes | CHG-02.1 [fer e Se Xt to POTOR Y 5
exist to Restand docurment raposed changes na non-
Test, Validate & Document y roduction envi foduction
e m Functional Intersects With cHG-022 [P apr H
[Security Impact Analysis for 03 [Jecharisms edstto analye proposed changes fo poenta securty mpacts, prior (o
Intersects With Changes CHG-03 line implementation of the chan >
mersecs Wi | A<ceSs RSN For |y gy [Hechantsns extlo erforce conﬁgura(mn Testrictions i an effort to restrict the abity of S
Riecharions oxstto pron Standards, except when the exception has
Intersects With | Exception Management | GOV-02.1  |been Tornaly acsesecd for sk impoeh, approved n recorden 5
[Processes for receiving, analyzing, and responding to vuinerabiiity Mechanisms exist to implement a threat Intelligence program that INCIUes a cross-
loisclosures are established. lorganization information-sharing capability that can influence the development of the
Intersects With | Threat Intelligence Program|  THR-0L  |system and security architectures, selection of security solutions, monitoring, threat s
Ihunting, response and recovery activities.
Mechanisms exist to develop Indicators of Exposure (IO) to understand the potential
Intersects With _|Indicators of Exposure (I0))  THR-02 lattack vectors that attackers could use to attack the organization. N
[Mechanisms exist to maintain situational awareness of vulnerabilities and evoIving
i ireats by everaging the knowledge of attacker tactc, techmiaues and procedures to
Intersects With | Threat Intelligence Feeds |  THR-03 |faciltate the s
1D.RA08 NA Functional
Valnerability & Patch Mechanisms exist to faciitate the Implementation and monTtoring of vuInerabiity
Intersects With | Management Program | VPM-01 | management controls. 5
(vPMP)
Vulnerability Remediation Mecharisins exst (o ensure hat vunerabiles re properly [dentied, Gacked and
Intersects With ity Rer VP02 [echansms 5
Niechanfss 8T aereTy o379 8 oK Farking o oy Gacevered Secirty
Intersects With | Vulnerability Ranking VPM.03  |vulnerabilities using reputable outside sources for security vulnerability information. 5
[The auhenticiy and oty of ardware and software are sssessed prior Intersects With Logical Tampering ast15 _[Mechanisms exit to assess the integrity of crtical Technology Assets, Appications 5
lto acquisition and Protection Jand/or Services (TAAS) to detect evidence of tampering, where:(1) _Logical assessments|
chanisms exist to provision and protect the confidentiallty, integrity and authentici
Intersects With | Roots of Trust Protection |  AST-18  |of product supplier keys and data that can be used as a *roots of trust” basis for integrity| 5
\verification
o faciiate the ofta
Intersects With Techno\e"gcyq Da;v‘e;:pment & 1pa01 [acquisition s(rateg\es contract tools and procurement melhods to meet umque business 5
isiti
Integrity Mechanisms for [Mechanisms exist to utilize integrity validation mechanisms for security updates.
Intersects With Software | Firmware |  TDA-01.2 5
ID.RA09 NA Functional Updates
Mechaniams exist o require system developers and inegratas to parform configuration
Intersects with | Developer Configuration | 4 Imanagement during system design, development, implementation and operation. 5
Management
oftware  Frmware Mechanisms exist to require developers of Technology Assets, Appiications and/or
. Services (TAAS) to enable integrity verification of software and firmware components;
Intersects With ey Varaton | ToA141 (TAAS) i w 1 5
Mechanisms exist to require developers of Technology ASsets, Applications and/or
Intersects With Hardwara integrity TDA14.2  [Services (TAAS) to enable integrity verification of hardware components. 5
[Critical suppiers are assessed prior to acquisition. Mechanisms exist to maintain a current, accurate and complete It of External Service
i IProviders (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
Intersects With Third-Party Inventories TPM-0L.1  land/or Safety (CIAS) of the organization's Technology Assets, Applications, Services 5
Jand/or Data (TAASD).
[Mechanisms exist to iaentify, prioritize and assess SUpIIErs and partners of critical
IDRA10 NA Functional Third-Party Criticality [Technology Assets, Applications andor Services (TAAS) using a supply chain risk
Intersects With ‘Assesiments TPM-02  fassessment process relative to thel supporting the delivery of high-value s
services.
iraparty Rk Mechansms exist to conduct a rsk assessment prior to the acquIsition or OUTSOUTCIng of
H . ltechnology-related Technology Assets, Applications andor Services (TAAS)
Intersects With | 5 o T IO ok el | TPH-04.1 ay- 9y pplicati for Services (TAAS) H
© sk o Mechanisms exist to faciitate the Implementation of operational security controls.
Iprocedures and activities are identified across all CSF Functions. Intersects With Operations Security. 0ps-01 5
" [Mechanisms exist to 1aentify and document Standardized Operating Procedures (SOP), ar
Intersects with | Standardized Operating | o 01 1 [similar documentation, to enable the proper execution of day-to-cay / sssigned tasks. 5

Procedures (SOP)
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DM

1D.IM-01

ID.IM-02

1D.IM-03

ID.IM-04

PRAA-0L

PR.AA-02

PR.AA-03

PRAA-04

N/A

Focal Document Element (FDE) Description

Rationale

Functional

Secure Controls Framework (SCF)
Control Description

[Mechanisms exist to facilitate the implementation of strategic, operational and tactical

SubsetOf |Risk Management Program | RSK-01  [fisk management controls, 10
Mechanisms exist to develop a plan for Supply Chain RIsk Management (SCRM)
o Jassociated with the development, acquisition. maintenance and disposal of Technology
Intersects With Supply Chain Risk Rsk.09  |Assets, Applications and/or Services (TAAS), inclu menting selected mitigating 5
Management (SCRM) Plan lactions and monitoring performance against those pians.
improvements are identified from evaluations. [Mechanisms exist to regularly review processes and documented procedures to ensure
Intersects with | Securlty. Compliance & | cpi.g3 |conformity with the organization's security. compliance and/or resilience poliies. 5
nce Assessments standards and other applicable requirements;
Functional Review Of [Mechanisms exist o regularly review Technology Assets, Appiications and/or Services
Intersects With | Securiy, Compliance & | CPL-032 |(TAAS) for adherence to the organization's security, compliance and/or resilience policies 5
Resilience Controls Jand standards.
Mechanisms exist to formally assess the security, compliance and resilience controls in
[Technolagy Asses, Applicatons andor Services (TAAS) hrough nformation Assurance
IProgram (IAP) activities to determine th
Intersects With Assessments K002 [comaety aparating o neerded ahS produeing the desred sutcome it 1oepeet S0 5
Imeeting expected requirements.
[Mechanisms exist to produce a Security Assessment Report (SAR) at the conclusion of a
Intersects With [26CUrity Assessment Report| |1 05 4 |security assessment to certify the results of the assessment and assist with any 5
(SAR) remediation actions.
Mechariims exs o qovern Gentifed defcencies (e, Plan of Acton and Miestones
Capabilities Deficienc AG) o smiar methodelogy) that frmaly documents, at & minimui() Deficiency
Intersects With P racking 14005 |{racking number:(2) Applicable skcurity, compiance and/or resiience cantrol 5
B Functional Descripton of the denc:encyﬂesi 4) Risk associated with the deficiency(ies) & source
Consult with securtty:
Cormblance andior ediionce persannelto sy Cieate ond mpiment . Securty Testing
land Evaluation (ST&E) plan, or similar capability;(2) Implement a verifiable
Security, Compliance & Femeciation process to cartect wealnesses and defciendics entinied during the control
g esting and vatuation process: and(3) Document i result.
Intersects With Resilience Testin T0A09 9 o e 5
Throughout Development
Mechanisms exist o requi the developers of Technology Assets Applcations andfor
Intersects With | Continuous Monitoring Plan| TDA-09.1 [Services (TAAS) to produce a plan for the continuous monitoring of security, compliance 5
andlor veslente contrel affeanees.
E— echanisms exist to conduct a fisk assessment prior to the acquisition or OUTSOUTCINg of
. . ltechnology-related Technology Assets, Applications and/or Services (TAAS)
Intersects With |y o T to ok et | TPH-04.1 ay- 9y pplicati I ices (TAAS) 5
Mechanisms exist to monitor, regularly review and assess EXternal Service Providers
Intersects with | Review of Third-Party | 1oy o |(ESps) for compliance with established contractual requirements for securty, compliance s
Services Jand resilience controls.
improvements are identified from security tests and exercises, ICluding Contingency Plan Root [Mechanisms exist to conduct a Root Cause Analysis (RCA) and “lessons learned activity
lthose done in coordination with suppliers and relevant third parties. Intersects With | Cause Analysis (RCA) & | BCD-05  [every time the contingency plan is activated. 5
Lessons Learne
securty, Compliance & [Mechanisms exist to regularly review processes and documented procedures to ensure
Intersects With urity, Compli CPL03  |conformity with the organization’s security, compliance and/or resilience policies, 5
Resilience Assessments standards and other applicable requirements,
Functional Review Of Mechanisms exist to regularly review Technology Assets, Appiications and/or Services
imtersects with | Security, Compliance & | CpLi03.2 |[TAAS) for adherence o the organization's securty.complance and/or resilience polces 5
Resilience Controls jand standa
[Mechanisms exist to formally assess the security, compliance and resilience controis in
[rechnolagy Assets, Applications andor Services (TAAS) hrough nformation Assurance
lProgram (IAP) act to determine the extent to which the controls are implemented
Intersects With Assessments 1A0-02  |corsecily: operating ac nterdcd andpreducing the GeSed corcom wih fespeet to 5
Imeeting expected requirements.
[Mechanisms exist to produce a Security Assessment Report (SAR) at the conclusion of a
Intersects With [S€CUTItY ASSesSment Report] 1 55 4 Isecurity assessment to certify the results of the assessment and assist with any 5
(SAR) remediation actions.
Mechanisms exist to govern dentified deficiencies (€., Plan of Action and Milestones
i Capabilities Deficienc (POASM) or similar methodology) that formally documents, at a minimum:(1) Deficiency
Intersects With P racking 1A0-05 lracking number(2) Applicable security, compliance and/or resilience control;(3) 5
e Functional Description of the deficiency (ies)(4) Risk associated with the dehcwenc‘y(wes) :(5) Source
Mechanisms exist to Incorporate lessons learned from anaiyzing and resolvin
Intersects Wit | RO0t Cause Analysis (RCA) | g 3 an data protection incidents 1 reduce the ikelnood or Mmpactof future 5
& Lessons Learned incidents.
Consult with securly,
Cormblance andior ediionce persannelto sy Cieate ond mpiment 5. Securty Testing
land Evaluation (ST&E) plan, or similar capability;(2) Implement a verifiable
Security, Compliance & Femeciation process to carrect wealnesses and defciendics entinied during the control
g Lesting and vatuation process and(3) Documen i resuits.
Intersects With Resilience Testin T0A09 9 o e 5
Throughout Development
echanfsms Xt o reaire e devlopers of Tehrology Reset. Appicatons andlr
Intersects With | Continuous Monitoring Plan| TDA-09.1  [Services (TAAS) to produce a plan for the continuous monitoring of security, compliance 5
ondlor vesente contrel afetanees.
i party Rk echanisms exist o conduct a risk assessment prior to the acquisition or oUTSOUTCing of
. . ltechnology-related Technology Assets, Applications and/or Services (TAAS)
Intersects With |y o e o ot vals | TPH-04.1 ay- 9y pplicati I ices (TAAS) 5
Mechanisms exst to monitor, regularly review and assess External Service Providers
Intersects With Review of Third-Party TPM-08  |(ESPs) for compliance with established contractual requirements for security, compliance 5
Services Jand resilience controls.
improvements are identified from execution of operational processes, Mechanisms exist to develop, report and monitor Security, Compliance & Resilience
lprocedures, and activities. Intersects With | Measures of Performance |  GOV-05 lprogram (SCRP) measures of performance. s
Contingency Plan Root [Mechanisms exist to conduct a Root Cause Analysis (RCA) and “lessons learned activity
A Functional Intersects With | Cause Analysis (RCA) & | BCD-05  [every time the contingency plan is activated. 5
Y unctional essons Learned
[Mechanisms exist to incorporate lessons Iearned from analyzing and resoving
Intersects with | Ro%t Gause Analysis (RCA) | 1po.13  [cybersecurity and data protection incidents to reduce the lielihood or impact of future 5
Lessons Learned vcidents
incident response plans and other cybersecurity plans that affect operations Plechankims et fcitate he plemcrtatin of cartiyency dlannlng contrls o
Jare established, communicated, maintained, and improved. Business Continuity Ihelp ensure resilient Technology Assets, Applications andfor Services (TAA
Intersects With Management system BCP-01 - fcontinuty of Operatons Pl (COOP) or Business Continuty & Disater Recovery tacion) s
Iplaybooks).
> < Mechaniams exist o update contingency plans due o changes ffecting:(1) eopl (e
Intersects With ngoing Contingency BCD-06  [personnel changes);(2) Processes (e.g., new, altered or decommission 5
NA Functional Planning enctces nchsing thrh oty orvesiit) Tochmsiogis (o g novs ahered ar-
cident R . Mechanisms exist to maintain and make avallable a current and viable Incident Response]
Intersects ith | IN€ident Response Plan 1RO-04  [Plan (IRP) to all stakeholders. 5
Mechanisms exist to regularly review and modify incident response practices to
Intersects With IRP Update 1R0-04.2  [incorporate lessons leared, business process changes and industry developments, as 5
Inecessary.
[Safeguards to manage the Tisks are used. PO— Mechariams e o acllate the Implementation o secury, complance and resilence
Security, Compliance y overnance controls.
SubsetOf | pesilience Program (sCRP) | GOV-01 |9 o
Mecharsins exst o algn secuy, compllance and esilence capabilies with business
i Steering Committee & Irequirements through a steering committee or advisory board, comprised of key
Intersects With Program Oversight GOV-0L1 |cybersecuriy, data protection and business executives, which meets formally and on s
regular basis.
[—— [Mechanisms exist to faciitate the identification and implementation of relevant
i atutory, Regulatory .01 [statutory, regulatory and contractual controls.
NA Functional ntersects with | SO Reouaion & | cpror ry. regulatory s
Intersects With | Risk Management Program | Rskco1 | 1ecianSS SXs (o facllate the mplemertaton of srategic, operational and tactica 5
[Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
lassociated with the development, acquisition. maintenance and disposal of Technology
Intersects With Supply Chain Risk Rsk.oo  |Assets, Applications and/or Services (TAAS), including documenting selected mitigating 5
Management (SCRM) Plan lactions and monitoring performance against those pians.
[FccessTo physical and logicalassets ' ited t authorized users, ervice. Mecharsims exst o facllate the Implementaton o Gentiicaton and access
and managed commensurate with the assessed risk of Intersects With Identity & Access 1AC01 | management contr 5
unaumomzed access. Management (IAM)
N [Mechanisms exist to strictly govern the Use of Authenticate, Authorize and AUGIt (ARAT
Intersects With A“'“e""ﬁ::f‘é f:;:"”’e and| jac.012  [solutions, both on-premises and those hosted by an External Service Provider (ESP). 5
R — [Mechanisms exist to faclitate the operation of physical and environmental protection
Intersects With i PES.01  [controls
NA Functional ntersects Protections S0 s
Physical access control mechanlsm ezt o maintan a curent st of persorinel with
Intersects With Physical Access PES-02 horized access to organizational facilities (except for those areas within the facility 5
Authorizations afﬁmﬂy designated as publicly accessible).
[Physical access control mechanisms exist o enforce physical access authorizations for
all physical access points (including designated entryexit points) to faciliies (excluding
Intersects With | Physical Access Control | PES-03lthose areas within the facility officially designated as publicly accessible} 5
[Gentities and credentials for authorized Users, services, and hardware are Identification & [Mechanisms exst to uniquely identify and centrally Authenticate, AUthorize and Audit
imanaged by the organization. Intersects With Authentication for 1AC02  |(AAR) organizational users and processes acting on behalf of organizational users. 5
Users
(dentification & Mechanisms exist to uniquely identify and centrally AUthenticate, Authorize and Audit
Intersects With | Authentication for Non- 1AC-03  |(AAR) third-party users and processes that provide services to the organization. 5
Users
7 Functional Mechanisms exist to uniquely identify and centrally AUthenticate, Authorize and Audit
unctional Intersects With eentication & IAC-04  |(AAA) devices before establishing a connection using bidirectional authentication that is 5
Authentication for Devices lcryptographically- based and replay resistant.
\dentification & Mechanisms exist to 1dentify and authenticate third-party Technology Assets,
Authentication o Third. |Applications andor Services (TAAS).
Intersects With | Party Technology Assets, |  1AC-05 5
Applications and/or
Services (TAAS)
Genties are proofed and bound o credentils based on the context of Tdentity Proofing (dentity Mechanisms exist to verlfy the identity of a user before issuing authenticators or
e interaction: Functional Equal Verification) 1AC-28 _ |modifying access permissions. 10
Users, services, and hardware are authenticated. [Mechanisms exist to strictly govern the Use of Authenticate, Authorize and AUGIt (ARAT
Subset Of icate, ;‘:’::‘;”le and|  ac.o12  [solutions, both on-premises and those hosted by an External Service Provider (ESP). 10
udi
Genincaton s Mechanisms exist to uniquely Identify and centrally AUthenticate, Authorize and Audit
Intersects With fon for_ 1AC-02  |(AAR) organizational users and processes acting on behalf of organizational users. 5
Use
Identification & Mechanisms exst to uniauely identify and centrally Authenticate, Authorize and AudIt
Intersects With | Authentication for Non- 1AC-03  |(AAR) third-party users and processes that provide services to the organization. 5
NA Functional Organizational Users
Mechanisms est o uniduely IGentiy and centally Authenticate, Athorze and Audt
Intersects With dentification & 1AC04  [(AAR) de establishing a connection using bidirectional authentication that is 5
Authentication for Devices ymiograpcany-besed and iy oo,
\dentification & Mechanisms exist to identify and authenticate third-party Technology Assets,
Authentication for Third- |Applications andor Services (TAAS).
Intersects With | Party Technology Assets, |  1AC-05 5
Agplications andlor
Services (TAAS)
[Gentity assertions are protected, conveyed, and verified. fechan St t0 strictly govern the use of Authenticate, Authorize and AUGH (ARA]
Intersects With “‘"‘e""::;ﬁi ﬁ:A’:""‘“ and|  ac.o12 su\u(lons, hoth on-premises and those hosted by an External Service Provider (ESP) 5
x h
e Functional Intersects With Replay-Resistant A0z [Putomated exist to employ B
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PRAA-05

PR.AA-06

PRAT

PRAT-01

PRAT-02

PR.DS

PR.DS-01

PR.DS-02

PR.DS-10

PR.DS-11

PRPS

PRPS-01

Focal Document Element (FDE) Description

Rational

Acceptance of External

Secure Controls Framework (SCF)
Control Description
[Mechanisms exist to restrict the use of external authenticators to those that are National

Intersects With 1AC-03.5  [Institute of Standards and Technology (NIST)-compliant and maintain a list of accepted 5
Authenticators lexternal authenticators.
[Access permissions, entitlements, and authorizations are defined In a polcy, [Mechanisms exist to manage personnel security risk by assioning a risk designation to all
managed, enforced, and reviewed, and ncorporate the principies o Ieast Intersects With | Position Categorization | HRS-02  |positions and establishing screening criteria for individuals fillng those positions. 5
privilege and separation of dutie:
Mechanisms exist to implement and maintain Separation of Duties (50D) to prevent
Intersects With | Separation of Duties (SoD) HRS-11  |potential inappropriate activity without collusion. 5
dontity & Acces [Mechanisms exist to faciitate the Implementation of identification and access
¥ it
Subset Of Maoagment A 1AC-01 | management controls. 10
N [Mechanisms exist to strictly govern the Use of Authenticate, Authorize and AUGIE (ARAT
Intersects witn ~ Uthenticate, Authorize | 1ac.01. olutons, oth on-premises and those hosted by an External Sevice Provider () 5
udit (AAA
Identification & Mechanisms exist to uniauely identify and centrally AUthenticate, AUthorize and Audit
Intersects With Authentication for 1AC-02  |(AAR) organizational users and processes acting on behalf of organizational users. 5
Organizational Users
Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
(2 Functional Intersects With | Authentication for Non- 1AC03  |(AAA) third-party users and processes that provide services to the organization. 5
Organizational Users
Mechanisms exist to uniquely identify and centrally AUthenticate, Authorize and Audit
Intersects With dentification & 1AC-04  |(AAR) devices before establishing a connection using bidirectional authentication that is 5
Authentication for Devices (cryptographically- based and replay resistant.
Ldentincation & Mechanisms exist to identify and authenticate third-party Technology Assets,
Authenteatiom o Shird. |Applications and/or Services (TAAS).
Intersects With | Party Technology Assets, |  1AC-05 5
Agplications andfor
Services (TAAS)
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Assets,
Intersects with | Role-Based Access Control | 5c.qg  |applications, Services and/or Data (TAASD) to restrict access to individuals assigned 5
(RBAC) [specific roles with legitimate business needs.
[Mechanisms existto itz the concept o east prvlege, allowing only autharized access|
Intersects With Least Privilege. 1ac21 processes necessary to accomplish assigned tasks in accordance with organizational 5
Iueess nctons
Pysical access (o assets is managed, monitored, and enforced ysical & et ‘ Mechanisms exist to faciitate the operation of physical and environmental protection
[commensurate with risk. Subset Of Physical & Environmental | pgs.g1  [controls. 10
Protections
[Physical access control mechanisms exIst to maintain a current ISt of personnel with
Intersects With Physical Access PES-02  [authorzed access to organizatonal facltles (excep for those areas within the acity 5
Authorizations officially designated as publicly accessible).
NA Functional
[Physical access control mechanisms exist to authorize physical access to faclities based
Intersects With | Role-Based Physical Access|  PES-02.1 TN Aceess RO EETARETE o 5
[Physical access control mechanisms exist o enforce physical access authorizations for
. all physical access points (including designated entryjexi points) to faciliies (excluding
Intersects With Physical Access Control PES03  those areas within the facility officially designated as publicly accessible] 5
[The organization's personnel are provided with Cybersecurity awareness and Security, Compliance & o acitate the Of security workforce development
ltraining s0 that they can perform their cybersecurity-related tasks. Subset Of Resilience-Minded SAT.01  [and awareness control 10
Workforce
Security, Compliance & 10 provide all employees and contractors appropriate securi
Intersects With | Resilience Awareness ATz [Complance and resllence awaraness caucaton and ining taa 8 relevant orthei job 5
NA Functional Training Jfunction.
[Mechanisms exist to provide role-based security, compiiance and resilence-reiated
Role-Based Security. ltraining:(1) Before authorizing access to the system or performing assigned duties:(2)
Intersects With | Compliance & Resiience |  SAT-03  |When required by system changes; and(3) Annually thereafter. 5
Training
[Personnel are provided with awareness and training 5o that they possess the| Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate securiy.
nowledge and sils to perform general tasks with cybersecurty fisks in Intersects With | Resilience Awareness. SaT.2  [compiance and reslience awareness education and taining that 1 relevant or thei o B
ainin ction.
echante ot provc ole based seciy. complance and relence reateq
Role-Based Security, ltraining:(1) Before authorizing access to the system or performing assigned duties:(2)
NA Functional Intersects With | Compliance & Resilience |  SAT-03  |When required by system changes; and(3) anualy hereater. 5
Training
Mechanisms exist to provide role-based securlty, compliance and resilience awareness
Intersects With | Cyber Threat Environment |  SAT-03.6  [training that is current and relevant to the cyber threats that users might encounter in 5
aay.m.aay business operations.
individuals in specialized roles are provided with awareness and echartms S o provide olebased securly, compllance and reslence chaed
it they possess the knowedge and skils to perform relevant tasks with Role-Based Secuity, aining:) Belore suamoriing access o e cysiem o " performing assigned duties;(2)
lcybersecurity risks in mi Intersects With | Compliance & Resiience |  SAT-03 en required by system changes; and(3) Annually thereafter. 5
Training
exist o provide Specific training for privileged users to ensure priviieged
Intersects With Privileged Users SAT-03.5 |users understand their unique roles and responsibilties 5
NA Functional
Mechanisms exist to provide role-based securlty, compliance and resilience awareness
Intersects With | Cyber Threat Environment |  SAT-03.6  [training that is current and relevant to the cyber threats that users might encounter in 5
lday-to-day business operations
Continuing Professional Mechanisms exist to ensure securlty, Compliance and resilience personnel receive
Education (CPE) - Security, (Continuing Professional Education (CPE) training to maintain currency and proficiency
Intersects With | Fucaton (CRE) Seeurty | SAT-03.7  |uith industry-recognized secure practices that are pertinent to their assigned roles and 5
nel responsibilties
[Data are managed consistent with the organizalion’s 1isk strategy to protect Mechanisms exist to faciitate the Implementation of data protection Controls.
lthe confidentiaity, integrity, and availability of information. Subset Of Data Protection DCH-O01 10
[Mechanisms exist to ensure data stewardship Is assigned, documented and
Intersects With Data Stewardship DCHOL1  [communicated. 5
Mechanisms exist to protect sensitive/regulated data wherever It s processed and/ar
Intersects witn | Sensitive/ Regulated Data | peyyg1 5 stored, 5
Mechanisms exist to ensure media records for sensitive/regulated Gafa contain suficient
Intersects with |S€nsitive / Regulated Media| -, o 3 [information to determine the potential impact in the event of a data loss incident. 5
NA Functional Records
o explicitly define Tor specific Indviduals and/or roles
. Defining Access [for logical and for physical access to sensitive/regulated data.
Intersects With Authorizations for DCH-01.4 5
nsitive / Regulated Data
Mechanisms exist to ensure data and assets are categorized i accordance with
Intersects With | Data & Asset Classification| ~ DCH-02  [applicable statutory, regulatory and contractual requirements. 5
Mechanisms exist to control and restrict access to digital and non-digital media to
Intersects With Media Access DCH03  fauthorized ndvidual. 5
m et ¥ = I s
[The confidentiallty, Integrity, and avalabilty of data-at-rest are protected Subserof Data Protection oo o faciiate the of Gata protection contros. o
[Mechanisms exist to faciitate the implementation of Cryptographic protections Controls
Inersects witn | USeOf CYBROIOBIC |y g1 [using known public standards and trsted cryptogrophi rechnologies s
NA Functional
Alternate Physical exist t0 prevent Gisclosure of information as an
Intersects With Protection ORYOL L O nyeica saeguards. s
& Test.
Intersects With | Encrypting Data At Rest | CRY-05 existto prevent disclosure of data at rest. 5
[The confidentiality, integrity, and avallabiiity of data-in-transit are protected. —— Data Protection Dcror[Mechanisms exit to facilitate the implementation of Gata protection Contrors o
tto faciitate the protections controls
Intersects With Use of Cryptographic CRY01 |1king o b standnrte ane rosked yptogrape echreiogios 5
NA Functional
pE— - Ry0s _[CTYPrographic mechanisms exist to protect the confidentialty of data being transmitted. 5
ntersects With | Transmission integrity CRv-0a _|CrYPIogTaphic mechanisms exit to protect the integrity of Gata being transmitted. 5
[The confidentiallty, Integrity, and avalability of Gata-in-use are protected P ata Protection oCror [echanisms exit to faclitate the implementation of data protection controls. o
[Mechanisms exist to facilitate the implementation of Cryprographic protections controls
Intersects With Use of Cryptographic CRY-01  |using known public standards and trusted cryptographic technologies. 5
NA Functional ’ Mechanisms exist to develop, document and maintain secure baseline configurations for
Intersects With Secure Baseline CFG.02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with indust 5
Configurations Jaccepted system hardening standar
[Mechanisms exist to Utilize the concept of Ieast privilege, allowing only authorized access|
Intersects With Least Privilege IAC21 o processes necessary to accomplish assigned tasks in accordance withorganizational 5
bbusiness fun
[Backups of data are Created, protected, maintained, and tested. Mechanisms exist to create recurring backups of Gata, software andjor system Images,
i s well as verify the integrity of these backups, to ensure the availability of the data to
Intersects With Data Backups BCD-11atisfy Recovery Time Objectives (RTOS) and Recovery Point Objectives (RPOS). s
Testing for Reliabillty & . Wechartsms exstf routinely est bacups hat verfy the raiabilty of e backup
NA Functional Intersects With Integrity BCO-ILL Jprocess, as well as the integrity and availabilty of the s
. Test Restoration Using ilze sampling of avallable bs(kups o test recovery capabilities as
Intersects With BCD-ILS  |oart of business continuity plan test s
" [Mechanisms exist to transfer ba:kup Gata to the alternate storage site at a rate that Is
Intersects With T orane = BCD-116|capable of meeting both Recovery Time Objectives (RTOs) and Recovery Pant Objectves 5
(RPOS).
[The hardware, software (e.g., firmware, operating systems, applications), [Mechanisms exist to faciitate the implementation of configuration management controls.|
land services of physical and vitual platforms a d consistent with Configurati
lthe organization’s risk strategy to protect their confidentiality, integrity, and Intersects With Program CFG-01 s
lavailability.
[Mechanisms exist to develop, document and maintain secure baseline configurations for
" Secure Baseline [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry-
Intersects With Configurations CFG-02 |accepted system hardening standards. 5
[Mechanisms exist to review and update baseline configurations:(1) At least annually:(2]
. [When required due to so; or(3) As part of system component installations and upgrades.
Intersects With Reviews & Updates CFG02.1 5
B Functional Configure Technology ms exist to configure Technology Assets, Applications and/or Services (TAAS]
Assets, Applications andjor lutilized in high-risk areas with more restrictive baseline configurations.
intersects with | “ger> FPEICRIONS 209l cro02.5 5
Risk Area:
[Mechanisms exist to develop, disseminate, review & Update procedures to faciltate the
of across P
Intersects With | Maintenance Operations | MNT-01 5
[Mechanisms exist to conduct controlled maintenance activities throughout the lfecycie
of the Technology Asset, Application and/or Service (TAAS)
Intersects With | Controlled Maintenance | MNT-02 o o 5
T T T Confi st to facil T is)
B [Configuration management practices are estabiished and appiied Fanctional cquat on e roor o faciitate the of Controls o
[Software is maintained, replaced, and removed commensurate with rsk Inersecs Wit | Malntenance Operatins | MNT01 _|[1echarisns S92 o deveop dlseninate reven & updote procedures o facitae the 5
; - Wecharisms exi £ conduct controlled maintenance actviies Troughout e Trecycle
Intersects With | Controlled Maintenance | MNT-02 lof the Technology Asset, Application and/or Service TasS). s
exist to obtain Spare parts for Technology
Intersects With Timely Maintenance UNTO3 [Nesete Applcatons andior Senvices (TARG) winin 5 dehne Recovery Time Objectue 5
(RTO).
Inersects Wi | reventative Maintenance | MNT.03.1 |Jechanisms Xt perorm, pcvertive maintenance an ciical Technaogy Assets 5

|Applications and/or Services (TAAS
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Rationale

Secure Development Life

Secure Controls Framework (SCF)
Control Description
[Mechanisms exist to ensure changes to Technology Assets, Applications andjor Services

Intersects With PRM-07 |(TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal 5
Cycle (SDLC) Management lchange control procedures.
Technology Lifecycle chanisms exist to manage the Usable liecycles of Technology Assets, Applications
Intersects With nagement SEAQ7LJandor Services (TAAS). °
PR.PS-02 NA Functional hanisms exist to prevent unsupported Technalogy Assets, AppIications and/or
Services (TAAS) by:(1) Removing and/or replacing TAAS when support fo
Unsupported Technology ponents is no longer available from the developer, vendor or manufacturer; and(2)
Intersects With | Assets, Applications andjor |  TDA-17  |Requiring justification and documented approval for the continued use of unsupported s
Services (TAAS) [TAAS required to satisfy mission/business needs.
Vulnerability & Patch [Mechanisms exist to facilitate the implementation and monitoring of vulnerabiity
Intersects With | Management Program VPM-01  [management controls. B
(vPHP)
Inersects Wt | Attack Surface Scope | veM-01.1|SCharTss et tGefine and manage the cope for s aitack sutace maragerent 5
Vulnerability Remediation Mechariims exst (o ensure that vunerabilies are properly [entited, tracked and
Intersects With ity Rer VP02 [echanems 5
Software & Firmware Wiechaniss Tt Comuct Soeware patching fo all deployed Technology Assets.
Intersects With Patching VPM-5 |applications and/or Services (TAAS), including °
ardware is maintained, replaced, and removed commensurate with risk. ntersects With | Maintenance Operations | MNT01 Xt o develop, msse’:r!vrm‘aticzsgsw 5 update procedures to faciitate the 5
; "y Mechanis it to conductconralled mafanancs actuies throughout the lfecycle
Intersects With | Controlled Maintenance | MNT:02 _of the Technology Asset, Application andor Service TS s
exist to obtain Spare parts for Technology
Intersects With Timely Maintenance UNT03  [Nesate Applcatons andior Senvices (TARS) wini  dehned Recovery Time Objechue 5
(RTO).
Mechanisms exist to perform preventive maintenance on critical Technology Assets,
Intersects With | Preventative Maintenance |  MNT-03.1 [ySSIeiSnS SXsC fo Perorm BT 5
p [Mechanisms exist to ensure changes to Technology Assets, Applications and/or Services
PR.PS-03 NiA Functional Intersects with | Secure Development Life | ooy 0 (TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal 5
Cycle (SDLC) Management change control procedures.
Technology Lifecycle o manage the usable liecycles of Technology Assets, Applications
Intersects With Management SEAO71Jandor Services (TAAS) s
Mechanisms exist to prevent unsupported Technology Assets, Appiications and/or
Services (TAAS) by:(1) Removing andor replacing TAAS when support for the
) Unsupported Technology lcomponents is no longer available from the developer, vendor or manufacturer; and(2)
Intersects With | Assets, Applications andjor|  TDA-17  |Requiring justification and documented approval for the continued use of unsupported 5
Services (TAAS) ITARS reguired to satsfy mission/business needs.
Lo records are generated and made avallable for continuous monitoring. P Continuous Monftoring | MON-01 | VEChanTams exist o faciltate the implementation of enterprise-wide moritoring contrals, o
[Mechanisms exist o generate, monitor, correlate and respond to alerts from physical,
Intersects With | System Generated Alerts | MON-01.4 |cybersecurity, data protection and supply chain activities to achieve integrated 5
situational awareness.
Mecharfsms exst to orfigure Techology Assets, Applcatons andlor Sexices (TARG)to
lproduce event logs that contain su ation to, at a minimum:(1) Establish
PRPS-04 NiA Functional |what type of event occurred;(2) When Ada(e and time) the event occurred;(3) Where the
levent occurred;(4) The source of the event;(5) The outcome (success of failure) of the
levent; and(6) The identity of any user/subject associated with the event.
Intersects With | Content of Event Logs |  MON-03 5
installation and execution of unauthorized software are prevented. I tersects with Fouraor Hon P exist to facilitate the Implementation of Configuration management controls 5
[Mechanisms exist to develop, document and maintain secure baseline configurations for
Intersects With Secure Baseline CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- 5
Configurations Jaccepted system hardening standards.
Mechanisms exist to configure systems o provide only essential capabiliies by
Intersects With Least Functionality CFG-03  [specifically prohibiting o restricting the use of ports, protocols, and/or services. 5
PR.PS-05 NA Functional
Prevent Unauthorized Mecharfsms exstfo confgure ystems o revent th execution of unauthorized
Intersects With e o ze CFe032 [Suare pro 5
tersects Wit | Usernstaled Software | Cro0s | Mechansms e o e ability of non-priviieged users to install unauthorized S
3 m ms exist to prohibit software installations without explicitly
Intersects witn (OISt instaletion Withowt)  enp.o3  [assigned privileged status, s
[Secure software development practices are integrated, and thelr Mechanisms exist to faciitate the Implementation of tallored development an
[performance is monitored throughout the software development life cycle. Intersects With T“("""“’quaes“’:“;‘:’p"’e"t & 1pao1 acqu:sman strategies, contract tools and procurement methods to meet umque business 5
Mechanisms exist to design and implement product management processes to
lproactively govern the design, development and production of Technology Assets,
|Applications andor Services (TAAS) across the System Development Life Cycle (SDLC)
(1) Improve functionaity,(2) Enhance securiy and esilency capabitie;(3) Correct
ecurity deficiencies; and(4) Conform with applicable statutory, regulatory andjor
Intersects With | Product Management | TDAOLL  |sontiaciont obigatons o . reguistory 5
Secure Softwar Mechanisms exist to develop applications based on Secure Software Development
Intersects With | Developmont Pracices |  TOA06  |Practices (55071, s
(SSDP)
Mechanisms exst o requie the developer of the Technology Asset Applicaion and/or
PR.PS-06 NIA Functional ntersets witn | Cricallty Analysis During | 0, ¢ 1 [Service (TARG) to perfonm  CHically analyais at organizaton-defned Becision poita 5
Development the Secure Development Lie Cycie (56LC).
Mechanisms exist to perform threat modelling and other secure Gesign techniaues, to
Intersects With Threat Modeling TDA-06.2  [ensure that threats to software and solutions are identified and accounted for. 5
lechanisms exist to llize a Software Assurance Maturity Model (SAMM) (0 govern a
Intersects With Software Assurance TDA06.3 [secure development lifecycle for the development of Technology Assets, Applications 5
Maturity Model (SAMM) jand/or services (YAASD
Consult with securly,
Cormblance andior ediionce persannelto(a) Céate and mpiment . Securty Testing
land Evaluation (ST&E) plan, or similar capability;(2) Implement a verifiable
Security, Compliance & Femeciation process to cartect wealnessés and defciendies leninied during the control
g esting and vatuation process: and(3) Documen in result.
Intersects With Resilience Testin 0A09 ? " e 5
Throughout Development
[Security architectures are managed with the organization’s fisk strategy to Mechanis exis o aciltate the Implementation of secury, compliance and esiience
protect asset confidentiality, integrity, and availability, and organizational Subset Of Roscurty, ;‘;’gg:’:‘;é‘m GOv-01  |governance control 10
Fiechankis eXstto o secuy, complionce and rellence capabilis Wt Busiess
Steering Committee & requirements through a steering committee or advisory board, comprised
Intersects With Program Oversight Gov-01.1 yberscurty, dta potecton and business executives, whih meets ooy ond on a 5
regular basi
[Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Intersects With | Risk Management Program | RSK-01 [risk management controls, 5
Mechanisms exist to faciitate the implementation of Industry-recognized security,
Secure Engineerin Complancs an resiience practces in the specification, desin, development,
o0 o Functional Subset Of brincipies SEAOL [mplementation and modifiation of Technology Assets, Applications and/or Services 10
s).
o the and
Centralized Management of| implementation of security, compliance and resilience controls and related processes,
Intersects With | Security, Compliance & | SEAOL1 5
Resilience Controls
chieving Resiience Mechanisms exist to achieve resilience requirements in normal and adverse siuations.
Intersects With Reqaamants SEA012 5
[Mechanisms exist to develop an enterprise archtecture, aligned with Industry-recognized|
| Alignment with Enterprise leacing practcess with Conaieration fo securiy, compllance and resiionce yncipes
Intersects with | Al E o e SEA02 lthat addresses risk to organizational operations, assets, individuals and other s
lorganizations.
Networks and environments are protected from unauthorized logical access Subsetof Network Security Controls | vero; [ Mechanisms exist to develop, govern & update procedures to faciltate the o
land usage. ubse! (NsC) A of Network Security Controls (NSC).
[Mechanisms exist to implement security functions as a layered structure that minimizes
interactions between layers of the design and avoids any dependence by lower layers on
Intersects With | Layered Network Defenses NET-02  lthe functionality or correctness of higher layers. 5
Mechanisms exs o facliate the Implementation ofndustry-recognized securty.
R n Functional Secure Engineering compllance and reslence practices i the speificaton. design, develo
Intersects With Principles. SEA-0L d modification of Technology Assets, Applications and/nr Semces 5
(TAAS).
[Mechanisms exist o develop an enterprise architecture, aligned with Industry-recognized|
| Alignment with Enterprise leading practcess with Conaeration fo security, complance and resiionce pncipes
Intersects with | Al9NMEnL KR Enterp SEA02 |that addresses risk to organizational operations, assets, individuals and other s
prganization=.
[The organization's technology assets are protected from environmental o faciliate the of cantingency planning cortrols o
fthreats. Business Continuity Nelp aneure redens Technelogy Asecte, Applcations andlor Servies (TAA
Intersects With | Managem BCD-01  |Comtinuiy of Operations Pian (200M or BLaness Continuity & Disacter Rocovery (BC/OR) 5
Iplaybooks).
orysical & Envirommental Mechanisms exist to faciitate the operation of physical and environmental protection
ysi .01 |controls.
Subset Of o PES-01 10
; Facity security mecharisms exist o protect power squipment and power cabiing for the
Intersects With Supporting Utilties PES07  |Coctam o camaga and destc s
echanisms exist to pro!ecl Systems from damage resulting from water
PRIR-02 NA Functional Intersects With | Water Damage Protection |  PES-07.5 ing master shutoff valves that are accessible, working properly and 5
Jknown to key personnel.
[Facility security mechanisms exist to Utiize and maintain fire suppression and detection
Intersects With Fire Protection PES-08  |devices/systems for the system that are supported by an independent energy source. 5
Temperature & Humidity [Faciiity security o maintain and monitor and humidity
Intersects With Controls PES09 e mihin the faciy s
Intersects With ‘Achieving Resilience StAoz 0 achieve resiience Tn normal and adverse stuations. 5
Mechanisms exist to develop and keep current a catalog of applicable Internal and
Intersects With Threat Catalog THR-09 lexternal threats to the organization, both natural and manmade. s
are 0 achieve resiience n norma - tto faciitate the of contingency panaing controls o
land adverse situations. Business Continuity Inelp ensure resilient Technology Assate, Applications and/or Services (TARS) (e
Subset Of Hanagement System OCD01 |Conkuty of Geratins i (€00 o sisnss Condnuty & Disster Recovery (BC/DR) 10
layboo
Mecharisis exs o facllate th Implrmertation o Industry-recognized securty.
i Secure Engineerin lcompliance and resilience practices in the specification, design, develop:
Intersects With Principles SEAO1 - lmplementaton and modifcation of Technology Asses, Appiations o Senices 5
PRIR-03 NA Functional (TAAS).
[Mechanisms exist to develop an enterprise architecture, aligned with Industry-recognized|
Alignment With Enterprise leading practices, with consideration for security, compliance and resilience principles
Intersects With ‘Architecture SEA02 that addresses risk to organizational operations, assets, individuals and other s
lorganizations.
Intersects With ‘Achieving Resllience StAo1z [eChanisms exit o achieve resilience requirements in normal and adverse situations 5
[Adequate resource capacity to ensure availabilty /s maintained. tto faciitate the of cap ontrols to
Subset O Eanat'w:y & Pef'°"pa"fe CAP-01  |ensure optimal system performance to meet expected nd xnll(lpa(sd Tuture ¢ capacity 10
ianagement

requirements.
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Intersects With Resource Priority CAP-02  [and/or Services (TAAS) that are susceptible to Denial of Service (Do) attacks to limit and| 5
prioritize the use of resources
IMechanisms exist to conduct capacity planning o that necessary capacity for
NA Functional Intersects With Capacity Planning Cap.03  |Informmation processing, telscommunieations and emvironmental Support wil exit during 5
lcontingency operations.
[Automated mechanisms exist to centrally-monitor and alert on the operating state and
Intersects With | Performance Monitoring |  CAP-04  |health status of critical Technology Assets, Applications and/or Services (TAAS) 5
[Mechanisms exist to automatically scale the resources available for Technology Assets,
Intersects With Elastic Expansion CAP-05  |Applications andor Services (TAAS), as demand conditions change. 5
[Possible cybersecurity attacks and compromises are found and analyzed. [Mechanisms exist to implement a threat intelligence program that includes a cross-
lorganization information-sharing capability that can influence the development of the
SubsetOf |Threat Intelligence Program|  THR-01  |system and security architectures, selection of security solutions, monitoring, threat 10
lhunting, response and recovery activities.
[Mechanisms exist to develop Indicators of Exposure (IOE) to understand the potential
Intersects With _|Indicators of Exposure (10F))  THR-02 |attack vectors that attackers could use to attack the organization. s
hanisms exist to maintain situational awareness of vulnerabilities and evolving
tersects with | Threat inelt Feeds | THRos  [reats by everaging the knowledge of attacker tactcs, techiques and procedures to B
6H m Functional intersects Wi reat Intelligence Feeds 03 [facitate the
[Mechanisms exist to perform cyber threat hunting that uses Indicators of Compromise
Intersects With Threat Hunting THR-07  |(IoC) to detect, track and disrupt threats that evade existing security controls. 5
Wiechanisms exist to develop and keep current a catalog of applicable internal and
Intersects With Threat Catalog THR-09_Jexternal threats to the organization, both natural and manmade. N
[Mechanisms exist to igentify, assess, prioritize and document the potential Impact(s) and
Intersects With Threat Analysis THR10 Jiikelihood(s) of applicable internal and external threats, 5
[Assets are monitored to find anomalies, indicators of compromise, and other Morttoring for ndicators of [Automated mechanisms exist to identify and alert on Indicators of Compromise (1oC)
otentially adverse events; i g
P ly Intersects With o tiae MON-11.3 B
‘exist to utilize User & Entity Behavior Analytics (UEBA) and/or User Activity
IMonitoring (UAM) solutions to detect and respond to anomalous behavior that could
DECM NA Functional Intersects With Anomalous Behavior MON-16 findicate account compromise or other malicious activities. s
Tndicators of Compromise Mechanisms exist to define specific Indicators of Compromise (10C) to identify the signs
Intersects With (106) 1RO-03 _ |of potential (yberss(unty events. s
st to develop Indicators of Exposure (I0E) to understand the potential
Intersects With | ndicators of Exposure (08))  THR-02 U2 CFi0 S that atacker could use 0 attack the organization. N
[Netorks and network senvices are monitored to ind potentialy sdverse Subset Of Continuous Monitoring Mon-01 | Miechanisms exist to facilitate the implementation of enterprise-wide monforing controls. o
Intrusion Detection & [Mechanisms exist to implement Intrusion Detection / Prevention Systems (IDS / IPS]
Intersects With | Prevention Systems (IDS &| MON-01.1 [technologies on critical systems, key network segments and network choke points. 5
s)
mhound & Outbouna [Mechanisms exist to continuously monitor inbound and outbound communications traffic
¥ Inbound & Outboun: ¥ Ifor unusual or unauthorized activities or condition
DE.CM-01 NiA Functional Intersects with | [nbound & Outbound | Mon.01.3  [for unusual or unauthorized activities or conditions. 5
Mechanisms exis o generate, monftor, correlate and respond o alets rom physical
Intersects With | System Generated Alerts | MON-01.4 _|cybersecurity, data protection and supply chain activities to achieve integrated 5
situational awareness.
[Mechanisms exist to review event [ogs on an ongoing basis and escalate incidents in
Intersects With | Security Event Monitoring | MON-0L8 |accorgance with established timelines and procedures. 5
[The physical environment is monftored to find potentially adverse events. [Mechanisms exist to facilitate the operation of physical and environmental protection
Intersects witn | PYsical & Environmental | peg 6 lcontrols, 5
Protections
[Physical access control mechanisms exist to enforce physical access authorizations for
all physical access points (including designated entry/exit points) to facilities (excluding
DE.CM-02 NA Functional Intersects With | - Physical Access Control PES03  lthose areas within the facility officially designated as publicly accessible s
[Physical access control mechanisms generate a log entry for each access attempt
Intersects With Physical Access Logs PES-03.3 [ o e naress and sgrese poimes 5
Intersects With | Montoring Physcal Access|  PES.05 | SIce access conol mecharlsis exist t moritor for, Getect and respond to physical 5
urity incidents.
Persomnel activy and techology Usage are moritored t find potentally \ntersects With | Continuous Monikoring Mon-01 | Miechanisms exist to facilitate the implementation of enterprise-wide monitoring controls. S
[Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) andjor User Activity
IMonitoring (UAM) solutions to detect and respond to anomalous behavior that cou
Intersects With Anomalous Behavior MON-16 findicate account compromise or other malicious activities. 5
i T T rsonnel activity i ncident
GEEDED B Functional tersects With nsider Threats MON-16.1 | Mechanisms exist to monitor internal personnel activity for potential security incidents; S
ntersects With | Unauthorzed Activiies | MON-16.3 | NECTanISTS Gxstto montorfor nauthorzed actviles, sccounts, connections, Gevices S
[Mechanisms exist to force Internet bound network traffic through a proxy device (e.0.,
Policy Enforcement Point (PEP)) for URL content filtering and DN filtering to limit a
Intersects With | DNS & Content Filtering |  NET-18  |user’ ability to connect to dangerous of prohibited Internet sites. 5
e servce prouder SCUVIes ad services are manored o g \ntersects With | Continuous Monitoring Mon-01 | Miechanisms exist to facilitate the implementation of enterprise-wide monforing controls. S
Mechanisms exist to monitor third-party personnel activity for potential securit
DE.CM-06 N/A Functional Intersects With Third-Party Threats MON-16.2  [fjeEiarisms exist to monito! d-party personnel activity for potential security 5
‘Account Creation and [Automated mechanisms exist to generate event logs for permissions changes to
Intersects With Modification Logging | MON16:4 privileged accounts andor groups 5
[Computing hardware and software, runtime environments, and their data [Mechanisms exist to facilitate the implementation of enterprise-wide monftoring Controls
lare monitored to find potentially adverse events, Intersects With | _ Continuous Monitoring Mon-01 s
Mechanisms exist to utiiize a File Integrity Monitor (FI), or similar change-detection
Intersects with | File Intearity Monitoring | yoy.07.7  Jtechnology, on critical Technology Assets, Applications and/or Services (TAAS) to 5
(FiM) lgenerate alerts for unauthorized modfications.
Endpoint Device 0, [Miechanisms exist to facilitate the implementation of Endpoint Device Management
DE.CM-09 NA Functional Intersects With Management (EDM) END-01  [iEpmM) controls. s
Malcions Code rotection [Mechanisms exist to utiize antimalware technologies o detect and eradicate malicious
nter i iciou: i .04 |code.
Intersects With frtr END-04 5
[Mechanisms exist to utilize File Integrity Monttor (FIM), or simila o detect
Intersects With Endpoint Flle Integrity END-06  [and report on unauthorized changes to selected files and configuration settings. 5
Monitoring (FIM)
[Anomalies, indicators of compromise, and other potentially adverse events [Mechanisms exist to facilitate the implementation of enterprise-wide monitoring controls.
are analyzed to characterize the events and detect cybersecurity incidents. Intersects With |~ Continuous Monitoring MON-01 5
Mechartsms exstt reiew overt Jogson an orgoing basis and escalate ncidents
Intersects With | Security Event Monitoring | MON-01.8 [accordance with established timelines and procedur 5
Mechanisms exist to automatically alert Incident response personnel o Inappropriate o
Intersects With Automated Alerts MON-01.12 [anomalous activities that have potential security incident implications. 5
et R [Mechanisms exist to Implement and govern processes and documentation to facilitate an|
incident Response Y lorganization-wide response capability for cybersecurity and data protection-related
DEAE NA Functional Subset Of perations IRO-01 o e > pabilty for e Y 10
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
incident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1RO-02 5
oot assication & [Mechanisms exist to igentify classes of incidents and actions to take to ensure the
i - of missions and business functions.
Intersects With o Classifcal 1R0-02.4 5
[Potentially adverse events are analyzed to better understand associated [Mechanisms exist to cover:(1] Preparation;(2) Automated event detection or manual
activities. incident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1R0-02 5
DEAE-02 NiA Functional
Incident Classification & echanizms exist o identy clases of ncidents and actions o ake to ensure the
Intersects With Prioritization 1RO-02.4 of ssions and business functions, ®
Information is correlated from multiple sources. Contralized Collection of echaniams exiat 1 unlize 3 Secur ity Incident Event Manager (SIEW), or similar
102 [ouromated 1 1o SUpPU the cantraloed caliecton o Socuty reated et ogs
Intersects With it Baor Lo MON-02 PP y- g 8
[Rutomated mechanisms exist to Correlate both technical and nontechnical Information
Correlate Monitoring from across the enterprise by a Security Incident Event Manager (SIEM) or similar
Intersects With information MON-02.1  [automated tool, to enhance organization-wide situational awareness. 10
[Mechanisms exst to cover (1) Preparation;(2) Automated event detection or manual
DEAE-03 NA Functional incident report intake;(3) Analysis;(4) Containment; (5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1RO-02 3
Comeration with Externat [Mechanisms exist to coordinate with approved third-parties to achieve a cross:
orrelation with External
Y lorganization perspective on incident awareness and more effective incident responses.
Intersects With oraneatons 1R0-02.5  [org; persp P 5
[The estimated impact and scope of adverse events are understood Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
incident report intake;(3) Analysis:(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1R0-02 5
DEAE-04. NiA Functional
Tncident Cassfication & [Mechanisms exist to identify classes of incidents and actions to take to ensure the
Intersects With oritization 1R0-02:4  |continuation of organizational missions and business functions. s
[Mechanisms exist to define materiality threshold criteria capable of designating an
Intersects With | Materiality Determination | ~ GOV-16 [t STl oS &St 0 5
information on adverse events is provided to authorized staff and tools. [Mechanisms exist to review event 1ogs on an ongoing basis and escalate incidents in
Intersects With | Security Event Monitoring | MON-01.8 |accordance with established timelines and procedures. N
[Mechanisms exist to automatically alert incident response personnel to Inappropriate o
Intersects With Automated Alerts MON-01.12 [anomalous activities that have potential security incident implications. 5
[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar
Intersects with | Centralized Collection of | 16 5, [automated tool, to support the centralized collection of security-related event logs; 5
Security Event Logs
[Automated mechanisms exist to Correlate both technical and non-technical Information
Correlate Monitorin [from across the enterprise by a Security Incident Event Manager (SIEM) or similar
Intersects With e orind | MON-021  |automated tool, to enhance organization-wide Situational awareness 5
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
incident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1R0-02 5
DE.AE-06 NiA Functional
Incident Classification & echanizms exis o identy classes of ncidents and actions o ake to ensure the
Intersects With Prioritization 1RO-02.4 of ssions and business functions, ®
Incident Response Plan iechanires st to maintai and mak vaTaBie s urrent and Ve Tedent Response]
Intersects With (RP) 1RO-04_ |plan (IRP) to all stakeholders. N
[Mechanisms exist to estabiish an integrated team of cybersecurity, IT and business
Intersects With Ir\\cgra(cﬂ Security Incident| 5 07 |function representatives that are capable of addressing cybersecurity and data 5

esponse Team (ISIRT)

lprotection incident response operations.
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Intersects with | Situational Awareness For | g0 qqlprotection incidents to internal stakeholders all the way through the resolution of the 5
Incident incident.
Mechanisms exist to timely-report Incidents to applicable:(1) Internal stakeholders;(2)
|Affected clients & third-parties; and(3) Regulatory authorities.
Itersects With Incident Stakeholder RO-10 P (3) Regulatory s
Reporting
[Cyber threat intelligence and other contextual information are Integrated Mechanisms exist to implement a threat Intelligence program that INcludes a cross-
into the analysis. lorganization information-sharing capability that can influence the development of the
Subset Of |Threat Intelligence Program|  THR-01  |system and security architectures, selection of security solutions, monitoring, threat 10
Inunting, response and recovery activities.
Mechanisms exist to maintain situational awareness of vulnerabilties and evolving
DERECY R Functional treats by everaging the knowledge of attacker tactc, techmiaues and procedures to
Intersects With | Threat Intelligence Feeds |  THR-03  |faciiitate the 5
echariems existfo Gerty. ssess: prorize and Gocument e poential mpacts) and
Intersects With Threat Analysis THR-10liikelihood(s) of applicable internal and external thre: s
incidents are declared when adverse events meet the defined Incident Wechantams exstto cover(1) Preparaton:2) Autometad event Getaction o manuel
lcrteria. incident report intake; (3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
Intersects Wit Incident Handling 1RO-02 5
DEAE-08 NA Functional
incident Classification & Wechanisms st fo Gerily lossesof ncGents ad acions o take to ersure e
Intersects With Prioritization RO-024_|continuation ofergonizational missonsand business unct s
[Actions regarding a detected cybersecurity incident are taken. Ny plement and v pro€esces nd docamar A T acTTAtE o
Subset Of Incident Response [RO01  |oraorizton-wie espance capamity or cybersecunty and Gsth protection seiied 10
Operations incidents.
Mechanisms exist to cover:(1) Preparation:(2) Automated event detection o manual
incident report intake:(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1R0-02 5
Tncident Response Plan Mechanisms exist to maitain and make avallable a current and viable Incident Response|
NA Functional Intersects With e RO-04  [echenioms o 5
ISt to establish an integrated team of cybersecurity, IT and bUSINEss
Intersects with ['ntegrated Security Incident| g0 o7 |function representatives that are capable of addressing cybersecurity and data 5
Response Team (ISIRT) Jprotection incident response operations.
[Mechanisms exist to document, monitor and report the Stalus of cybersecurlty and data
Intersects witn | Situtional Awareness For | 0.9 |protection Incidents to internal stakeholders al the way through the resolution of the s
inci incident.
ncidents to applicable:(1) Internal stakeholders:(2)
e han & third paries and(s) Reouiscony astroriee.
Itersects With Incident Stakeholder RO-10 P (3) Regulatory s
Reporting
Responses to detected cybersecurity Incidents are managed. Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
incident report intake;(3) Analysisi(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1RO-02 5
NA Functional
incident Response Plan [Hechanms existto mantain and make avalable 3 curent and viable nigent Responsel
Intersects With (RP) 1RO-04  |pian (IRP) to all stakeholders 5
Niecanime et to sl 3 FEGraTed e 7 yRersecarty T ond busiess
Intersects With In!egrated Security Incident| o 57 lfunction representatives that are capable of addressing cybersecurity and 5
Response Team (ISIRT) [protection incident response operations.
[The incident response plan is executed In coordination with relevant third [Mechanisms exist to cover:(1) Preparation:(2) Automated event detection or manual
parties once an incident is declared. incident report intake:(3) Analysis:(4) Containment;(5) Eradication: and(6) Recovery.
Intersects With Incident Handling 1RO-02 s
Mechanisms exist to coordinate with approved third-parties to achieve a cross-
Inersects it | COEIUOn Wn Extrnal | 13,0 5 [oganzaton prspcius on mcdent awarences and mars efecie ncident resonses s
NA Functional "o
Incident Response Plan Mechanisms exist to maintain and make avallable a current and viable Incident Response]
Intersects With (RP) 1RO04_ [plan (IRP) to all stakeholders. s
Mechanisms exist to establish an integrated team of cybersecurity, 1T and business
Intersects With |nlegra\ed Security Incident| |5 07 |function representatives that are capable of addressing cybersecurity and data 5
esponse Team (ISIRT) protection ncident respanse nperamns
Ble:(1) Internal Y
i I etres o & (e paries and(s) Reguiocony atroriee.
Itersects With Incident Stakeholder RO-10 P suony s
Reporting
incident reports are triaged and validated. echanisms exist to cover (1) Preparation:(2) Automated event detection or manual
incident report intake:(3) Analysisi(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1RO-02 5
RS.MA-02 NA Functional
I tersects with | INGiGent Response Plan | no04 [HEChaNisms exist to maintain and make available 3 current and visble Incident Response| .
(RP) Plan (1RP) to all
incidents are categorized and prioritized. Incident Classification & Mecharisms exst fo dentiy classes of ncidents and acionst take to ensure the
D e Functional Equal Prioritzation 1RO-024_ |continuation of organizational missions and business function: 10
incidents are escalated or elevated as needed. fechaniams exatt cover(1) Preparaton2) Aulomatea event GETecton o ranil
incident report intake:(3) Analysisi(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1RO-02 5
RS.MA-04 NA Functional
incident Response Plan Mechanisms exist to maintain and make avallable a current and viable Incident Response]
Intersects With (RP) 1RO-04__ [plan (IRP) to all stakeholders. 5
hanisms exist to establish an integrated team of Cybersecurlty IT and business
Intersects with |'Megrated Security Incident 1p.o7  lfunction representatives that are capabe of addressing cybersecurity and data 5
Response Team (ISIRT) [protection incident response operations.
[The criteria for mitiating incident recovery are applied. Mechartsms exist o facitate the mplemertation of ontingency planing cortrols to
Business Continuity Inelp ensure resilient Technology Assets, Applications and/or Services (TAAS) (e
Intersects With | Management System BCD-01  |ontinuty of Operations Plan (CO0R) or Business Continuity & Disaster Recovery (BC/OR) s
(BCMS) Ilaybooks).
L Functional Mechanisms exist to define speciic criteria that must be met to iniiate Business
i Recovery Operations (Continuity / Disaster Recover (BC/DR) plans that facilitate business continuity operations
Intersects With Tiena BCD-015  [capable of meeting applicable Recovery Time Objectives (RTOs) and Recovery Point 5
(Objectives (RPOS)
0 ensure effective response and sUPPOTE Mechanisms exist to cover:(1) Preparation:(2) Automated event detection or manual
[forensics and recovery activities. incident report intake:(3) Analysisi(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1RO-02 5
NA Functional
Mechanisms exist to perform digital forensics and maintain the ntegrity of the chain of
Intersects With Chain of Custody & 1RO-08  fcustody, n accordance with applicabl aws, regulations and industry recognized secure 5
Forensics ractices
[Analysis s performed to establish what has taken place during an incident Mechansms exist to Tncorporate lessons learned from analyzing and resolving
NA land the oot cause of the incident. Functional Equal Root Cause Analysis (RCA) | |pg13 [cybersecurity and data protection incidents to reduce the likelinood or impact of future 10
& Lessons Learned v idento
[*ctons perormed durng an Investigaton are recorded. and th fecords Mechanisms exist to cover:(1) Preparation:(2) Automated event detection or manual
integrity and provenance are pre: incident report intake:(3) Analysis;(4) Containment;(5) Eradication: and(6) Recovery.
Intersects With Incident Handling 1RO-02 s
RS.AN-06 NA Functional
Mechanisms exist to perform digital forensics and maintain the integrity of the chain of
Itersects With Chain of Custody & IR0.03 |cUstady.n accordance Wi applcabi aws egulaions and ndusny-recognized secure B
Forensic racticss
Mechanisms exist to document, monitor and report the Status of cybersecurity and data
Intersects with | Situational Awareness For | g qq  lprotection incidents to internal stakeholders all the way through the resolution of the 5
Incidents e
incident data and metadata are collected, and their Integrity and - Mechanisms exist to perform digital forensics and maintain the Integrity of the chain of
RS.AN-07 NA lprovenance are preserved. Functional Subset of Chain of Custody & R0-08 fusiody,n accordance wih aplcabl aws, regultions and ndusiy recoanized secure 10
orensics
prac
[An incident’s magnitude is estmated and validated. Incident Classification & Fechaniems existfo Gentiy classes of ncidents and acions o take o ensure e
(RO e Functional Equal Prioritzation 1RO-02.4 of ions and business functions. 0
Response activities are coordinated with internal and external stakenolders achanrres st i cover-(1 Preparatoni2) Atoreaed evert Jatection o mani
Jas required by laws, regulations, or policies. incident report ntake:(3) Analysiei4 Containment (5) Eradication: and(®) Recovery.
Intersects With Incident Handling 1RO-02 s
Mechanisms exist to coordinate with approved third-parties to achieve a cross-
Intersects with | Correlation with Extemal | 1aq 5 5 lorganization perspective on incident awareness and more effective incident responses, s
Organizations
1| Coordination with Related Mechariams et o courdnate Inident response testing Wi orgarizatonal elements
Intersects With Plans. IRO-06.1 _ |responsible for related p s
VA . ! hanisms exist to du(ument. montor and report the status of cybersecurity and data
i unctional Intersects with | Situational Awareness For | 5 59 |protection incidents to internal stakeholders all the way through the resolution of the 5
Incidents cident
Mechanisms exist to Gimely-report Incidents to applicable:(1) Internal stakeholders;(2)
i |Affected clients & third-parties; and(3) Regulatory authorities.
Intersects With Inci der:\l Stakeholder IRO-10 P I( 0 Yy 5
eporting
Cyber Incident Reporting Mechanisms exist to report sensitivelregulated data incidents in a tmely manner.
Intersects With | for Sensitive / Regulated | IR0-10.2 5
Data
[Mechanisms exist to provide cybersecurity and data protection Incident information to
§ lthe provider of the Technology Assets, Applications and/or Services (TAAS) and other
Intersects With | Supply Chain Coordination | IR0-10.4 [organizations involved in the supply chain for TAAS related to the incident. s
internal and external stakeholders are notiied of incidents. Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
incident report intake:(3) Analysisi(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1R0-02 5
Mechanisms exist to fimely-report Incidents to applicable:(1) Internal stakeholders;(2)
|Affected clients & third-parties; and(3) Regulatory authorities.
RS.C0-02 NA Functional Intersects with | mcident Stakeholder 1RO-10 " () Regulatory 5
Reporting
Cyber Incident Reporting Mechanisms exist Lo report sensitivelregulated data incidents in a tmely manner.
Intersects With 1RO-10.2 5

for Sensitive / Regulated
Data
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Rationale

Secure Controls Framework (SCF)
Control Description
[Mechanisms exist to provide cybersecurity and data protection incident information to
[the provider of the Technology Assets, Applications and/or Services (TAAS) and other

strength of
nshil

Intersects With | Supply Chain Coordination |  IRO-10.4 involved in the supply chain for TAAS related to the incident. 5
information 1s shared with designated internal and external stakeholders, Mecharisms exist to cover:(1) Preparation;(2) Automated event detection o manual
incident report intake;(3) Analysis:(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handiing 1RO-02 s
Mecharisms exist to fimely-report Incidents to applicable:(1) Internal stakenoldersi(2)
|Affected clients & third-parties; and(3) Regulatory authorities.
RS.C0-03 NA Functional Intersects ith | Incident Stakeholder 1RO-10 " oulatory 5
eporting
Cyber Incident Reporting [Mechanisms exist fo report sensitve/reguiated data ncidents in @ fmely manner.
Intersects With | for Sensitive / Regulated | IR0-10.2 5
Data
Mecharisms exist to provide cybersecurlty and data protection incident information to
lthe provider of the Technology Assets, Applications and/or Services (TAAS) and other
Intersects With | Supply Chain Coordination | IRO-10.4 wolved in the supply chain for TAAS related to the incident. 5
[Activities are performed to prevent expansion of an event and mitigate its Mechanisms exist to Implement and Govern processes and documentation to faciitate an
lefects Intersects With Incident Response IRO.01  [organization-wide response capabilty for cybersecurity and data protection-related s
Operations incidents
Mecharisms exist to cover:(1) Preparation:(2) Automated event detection o manual
incident report intake;(3) Analysis:(4) Containment;(5) Eradication; and(6) Recovery.
S B Functional Intersects With Incident Handling 1RO-02 s
incident Response Plan Mecharisms exist to maintain and make avallable a current and viable Incident Response|
Intersects With (RP) 1RO-04_lplan (IRP) to al stakeholders. °
ncidents are contaimed. hanisms exist to cover (1) Preparation;(2) Automated event detection or manual
incident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
RS.MI-01 N/A Functional Subset Of Incident Handling 1RO-02 10
ncidents are eradicated. Wechanisms exist to coveri(1] Preparation;(2) Automated event detection or manual
incident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
RS.MI-02 N/A Functional Subset Of Incident Handling 1RO-02 10
[RSsets and operations affected by a cybersecurlty Incident are restored. Fechaniems ofat o it e Tiemertatlr of contrgency plnaig corro o
Business Continuity Inelp ensure resilient Technology Asobte, Applications and/or Services (TARS) (e
Subset Of Managemen System BCD01 {Cortnuty of Gprators Pian (€0OP)or BLsiness Coniuty & Disaser Recovery (BC/DR) 10
s).
RC /A Functional WMechanisms exist to ensure the secure recovery and reconsiitution of Technology Assets|
Technology Assets, |applications and/or Services (TAAS) to a known state after a disruption, compromise or
Applications and/or 12 [ailore
Intersects With leryices (TARS) Recovery & 2C012 s
Reconstitution
Restoration activities are performed to ensure operational availabilty of Mecharisms exist to faciitate the implementation of confingency planning controls to
Jsystems and services affected by cybersecurity incidents. Business Continuity Inelp ensure resilient Technology Assets, Applications and/or Services (TAAS) (€.
Subset OF Management System BCD-01 Cur\lmmty of Operations Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR)| 10
(BCMs) lplaybooks).
echanisms exist to Taciitate recovery operations i accordance with Recovery Time
Intersects With Recovery Time / POInt | gcp.g1.4  [Objectives (RTOs) and Recovery Point Objectives (RPOS). 5
Objectives (RTO / RPO)
RCRP N/A Functional
Mechanisms exist to identify and document the crifical Technology Assets, Applications,
Intersects With | Identify Critical Assets | BCD-02 [Services andjor Data (TAASD) that support essential missions and business functions. 5
PO, Mecharisms exist to resume all missions and business functions within Recovery Time
Intersects With sume Al Missions | BCD-02.1  [Objectives (RTOS) of the contingency plan's activation 5
[The recovery portion of the Incident response plan 1s executed once nitiated| [Mechanisms exist to define Specific criteria that must be met to iniiate BUsness
Jom the incident response process. Recovery Operations Continuiy / Disaster Recover (BCIOR)plans tht acltte business contnty operations
Intersects With hore BCD-0L5  |capable of mesting applicable Recovery Time Objecives (RTOs) and Recovery oint 5
Gbjectives (RPOS).
RCRP-01 /A Functional Mecharisms exist to ensure the secure recovery and reconstitution of Technology Assets,
Technology Assets, |Applications and/or Services (TAAS) to a known state after a disruption, compromise or
Applications and/or falure.
ntersects witn | Applicstionsandior 1 aep12 5
Reconstitution
Recovery actions are selected, scoped, priortized, and performed. Fechaniems ofat o liate e Tiemertatlr o controency Pl corro o
Business Continuity Inelp ensure resilient Technology Assute, Applications and/or Services (TARS) (e
Subset OF Management System | BCD-01  |Corincity of Operations Pian (L00R or Bumness Contindiy & Disacter Recovery (8COR)| 10
(BCMS) lplaybooks).
Recovery Time / Point echaniams exist to faciltate recovery operations in accordance with Recovery Time
RCRP-02 NA Functional Intersects With | opjectives (R0 /RPO) | BEP-014 |objectives (RTOs) and Recovery Point Objectives (RPOS). s
Mechanisms exist to identiy and document the crifical Technology ASsets, Applications,
Intersects With | Identify Critcal Assets | BCD-02 [Services andjor Data (TAASD) that support essential missions and business functions. s
Resume All Missions & ecanisme €t resume ol Tissions and Business fnctons Wi Recovery Time
Intersects With Business Functions D021 e 7o) of tne contingency pars atk s
[The integrity of backups and other restoration 3ssets 1s verified before Using . | Backup & Restoration | pcp 1 [Mechanisms exit to protect backup and Testoraton hdware 3nd afHarE B
lthem for restoration. ntersects Wi Hardware Protection -
RC.RP-03 A Functional - - -
ersecta win | Restoration ntegrity | pep 13,1 |MeChanisms exist o verify the integrity of backups and other restoration assefs prior to S
Verification 1 lusing them for restoration
[Critical mission functions and cybersecurity risk management are Mlcharisms et tofclitate the mplemertatlon o cortnoercy parnizg crke o
[considered to estabiish post-incident operational norms. Business Continuity Inelp ensure resilient Technology Assets, Applications andor Services (TAAS
Subset Of Management System BCD-01 Conlmmty of Operations Plan (COOP) or Business Continuity & Disaster Recovery (BC/oR)| ko
(BCMS) lplaybooks).
; Recovery Time / Point Mecharisms exist to faclitate recovery operations in accordance with Recovery Time
RC.RP-04 NA Functional Intersects With | objectives (R0 /RPO) | BP014 |objectives (RTOS) and Recovery Point Objectives (RPOs). 5
hanisms exist to identify and document the critical Technology Assets, Applications,
Intersects With | Identify Critical Assets | BCD-02 [Services andjor Data (TAASD) that support essential missions and business functions. s
Resume All Missions & Miechanisms exist fo resume all missions and busingss functions within Recovery Time
Intersects With Business Functions BCD-02.1 |objectives (RTOS) of the contingency plan’s activation 5
[T Ty of restored asct s veried.systems and services are Mechanisms exist to ensure the secure recovery and reconstitution of Technology Assets,
restored, and normal operating statu Technology Assets. |Applications and/or Services (TAAS) to a known state after a disruption, compromise or
RCRP-05 /A Functional Subset Of Applications and/or Bcp-12  [failure 10
. Services (TAAS) Recovery &
Reconstitution
[The end of incident recovery is declared based on critera, and incident Wechanisms exist fo coveri(1] Preparation:(2) Aufomated event detection or manual
related documentation is completed. incident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
Intersects With Incident Handling 1RO-02 5
RC.RP-06 /A Functional
echanisms exist to document, montor and report the status of cybersecurity and data
Intersects with | Situational Awareness For | 5, 59 |protection incidents to internal stakeholders all the way through the resolution of the 5
Incidents et
Restoration acivities are coordinated with internal and external parties ersects it || COOTOMAIE W RGeS | oo o, Aecansms eXsto condate contngancy pan development i ernaland extenal S
ntersects Wi Plans "01-1  |elements responsible for related plan:
RC.CO N/A Functional echariams exstto courdiate ntemal confingeney plans W e canfimgancy pans of
Intersects ith | Coordinate With Extemal | gep, ) 5 fexternal service providers to ensure that contingency requirements can be satisfied. 5
Service Providers
Fecovery Scvies and progress o restorg aperatona capoiies re [Mechanisms exist fo communicate the Status of recovery actvities and progress in
RC.CO-03 A [communicated to designated internal and external stakeholder: Functional Equal Recovery Operations | gcp.gy.6 - frestoring operational capabiltes to designated internal and external stakeholders 10
ommunications
[Public updates on icident recovery are shared using approved methods and Fechansis &t T proaetively marage pule eaons ssocited Wil nedents ang
messaging. i loy appropriate measures to prevent further reputational damage and develop plans
RC.CO-04 NA ona Functional Subset Of public Refations & IROI6  |io repait any do s o o PP 10

Reputation Repair

o repair ahy damage to the orgahization's reputation.

Secure Controls Framework (SCF)
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