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A01:2025

Broken Access Control

Focal Document Element (FDE) Descri

[Access control enforces policy such that users cannot act outside of thei
intended permissions. Fallures typlcally lead to unautharized Information
disclosure, modification or destruction of all data, or performing a by

lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
lwhere access should only be granted for particular capabilties, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|an accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Ratior

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

ntrol Descri

IMechanisms exist to develop, document and maintain secure baseline
lconfigurations for Technology Assets, Applications and/or Services (TAAS)
lthat are consistent with industry-accepted system hardening standards.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
force browsing). internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
IUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Continuous Monitoring

MON-01

IMechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing  business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
dentifier (insecure direct object references)

|an accessible API with missing access controls for POST, PUT, and DELETE
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
l4WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

or

Functional

Intersects With

Intrusion Detection &
Prevention Systems (IDS &
1PS)

MON-01.1

IMechanisms exist to implement Intrusion Detection / Prevention Systems
((IDS / 1PS) technologies on critical systems, key network segments and
Inetwork choke points,

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's i
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal apphtauen state, or the HTML page, or by using ai

lattack tool that modifies API requests.

Permitting viewing of editing somepne else’s account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

mmon access control vulnerabilities include:

Functional

Intersects With

Automated Tools for Real-
Time Analysis

MON-01.2

[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
[similar automated tool, to support near real-time analysis and incident
lescalation.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
iintended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. adm
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lQWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Inbound & Outbound
ommunications Traffic

MON-01.3

IMechanisms exist to continuously monitor inbound and outbound
|communications traffic for unusual or unauthorized activities or conditions.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
ldisclosure, modification or destruction of all data, or performing a business
lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
Jhere access should only be granted for partcular capabiltes, foes, or users.
lbut is available to anyon

Bypacsing access contral checks by modifying the URL (parameter tampering or
force browsing).internal appication state or the HTML page, or by using a

[attack tool that modifies API reque:

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

System Generated Alerts

MON-01.4

[Mechanisms exist to generate, monitor, correlate and respond to alerts from
Iphysical, cybersecurity, data protection and supply chain activities to achieve|
integrated situational awareness.
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A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of thei
iintended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
fut Is aualable to anyore.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lQWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

File Integrity Monitoring
(FiM)

MON-01.7

lechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-
lietaction technology, on critical Technology Assets, Applications and/or
Services (TAAS) to generate alerts for unauthorized modifications.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's i
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

mmon access control vulnerabilities include:

Functional

Intersects With

Security Event Monitoring

MON-01.8

IMechanisms exist to review event logs on an ongoing basis and escalate
incidents in accordance with established timelines and procedures.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
l0WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Analyze and Prioritize
Monitoring Requirements

MON-01.16

exist to assess the needs for monitoring and
lprioritize the monitoring of Technology Assets, Applications and/or Services
((TAAS), based on TAAS criticality and the sensitivity of the data it stores,
ltransmits and processes.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a busin

lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
lwhere access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining

l4WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Protection of Event Logs

MON-08

[Mechanisms exist to protect event logs and audit tools from unauthorized
laccess, modification and deletion

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or n of all data, or performing a business

lfunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilties, roles, or users,
lout is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
force browsing). internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lrivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Embedded Technology

EMB-01

IMechanisms exist to facilitate the implementation of embedded technology
lcontrols.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,

\where access should only be granted for particular capabilities, roles, or users,

lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering

[force browsing), internal application state, or the HTML page, or by using an

Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique

identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.

[Elevation of privilege. Acting as a user without being logged in or or gaining

rvlleges beyond those expected of he lngged In user (e, admin access)

Mietagata manipulation, such as replaying or tampening with a JSON Web, Token
NIT) accoss Control tken, a cookia of hidden i mampulatsd to elevate

lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.

[Force browsing (guessing URLS) to authenticated pages as an unauthenticated

luser or to privileged pages as a standard user.

or

Functional

Intersects With

Restrict Access To Security
ons

END-16

IMechanisms exist to ensure security functions are restricted to authorized
individuals and enforce least privilege control requirements for necessary job
ffunctions.
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A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of thei
iintended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
fut Is aualable to anyore.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lQWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Identity & Access
Management (IAM)

IAC-01

[Mechanisms exist to facilitate the implementation of identification and
laccess management controls.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's i
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

mmon access control vulnerabilities include:

Functional

Intersects With

User Provisioning & De-
Provisioning

IAC-07

IMechanisms exist to utilize a formal user registration and de-registration
lprocess that governs the assignment of access rights

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
l0WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Change of Roles & Duties

IAC-07.1

IMechanisms exist to revoke user access rights following changes in
Ipersonnel roles and duties, if no longer necessary or permitted.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a busin

lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
lwhere access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining

l4WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Termination of

1AC-07.2

IMechanisms exist to revoke user access rights in a timely manner, upon
of or contract.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or n of all data, or performing a business

lfunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilties, roles, or users,
lout is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
force browsing). internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lrivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Role-Based Access Control
(RB

AC)

IAC-08

IMechanisms exist to enforce Role-Based Access Control (RBAC) for
[Technology Assets, Applications, Services and/or Data (TAASD) to restrict
laccess to individuals assigned specific roles with legitimate business needs.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,

\where access should only be granted for particular capabilities, roles, or users,

lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering

[force browsing), internal application state, or the HTML page, or by using an

Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique

identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.

[Elevation of privilege. Acting as a user without being logged in or or gaining

rvlleges beyond those expected of he lngged In user (e, admin access)

Mietagata manipulation, such as replaying or tampening with a JSON Web, Token
NIT) accoss Control tken, a cookia of hidden i mampulatsd to elevate

lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.

[Force browsing (guessing URLS) to authenticated pages as an unauthenticated

luser or to privileged pages as a standard user.

or

Functional

Intersects With

|dentifier Management (User|
Names)

1AC-09

IMechanisms exist to govern naming standards for usernames and
[Technology Assets, Applications and/or Services (TAAS).
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A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of thei
iintended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
fut Is aualable to anyore.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lQWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

User Identity (ID)
Management

1AC-09.1

[Mechanisms exist to ensure proper user identification management for non-
|consumer users and administrators.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's i
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

mmon access control vulnerabilities include:

Functional

Intersects With

Identity User Status

1AC-09.2

IMechanisms exist to identify contractors and other third-party users through
lunique username characteristics.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
l0WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Dynamic

1AC-09.3

exist to manage usernames and system identifiers.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a busin

lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
lwhere access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining

l4WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Privileged Account
Identifiers

1AC-09.5

[Mechanisms exist to uniquely manage privileged accounts to identify the
laccount as a privileged user or service.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or n of all data, or performing a business

lfunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilties, roles, or users,
lout is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
force browsing). internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lrivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Pairwise Pseudonymous
Identifiers (PPID)

1AC-09.6

[Mechanisms exist to generate pairwise pseudonymous identifiers with no
identifying information about a data subject to discourage activity tracking
land profiling of the data subject.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,

\where access should only be granted for particular capabilities, roles, or users,

lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering

[force browsing), internal application state, or the HTML page, or by using an

Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique

identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.

[Elevation of privilege. Acting as a user without being logged in or or gaining

rvlleges beyond those expected of he lngged In user (e, admin access)

Mietagata manipulation, such as replaying or tampening with a JSON Web, Token
NIT) accoss Control tken, a cookia of hidden i mampulatsd to elevate

lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.

[Force browsing (guessing URLS) to authenticated pages as an unauthenticated

luser or to privileged pages as a standard user.

or

Functional

Intersects With

Account Disabling for High
Risk Individuals

IAC-15.6

[Mechanisms exist to disable accounts immediately upon notification for users|
lposing a significant risk to the organization.

Secure Controls Framework (SCF)
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A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of thei
iintended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
fut Is aualable to anyore.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lQWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Privileged Account
Inventories

IAC-16.1

lechanisms exist to inventory all privileged accounts and validate that each
persun with elevated privileges is authorized by the appropriate level of
lorganizational management.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's i
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

mmon access control vulnerabilities include:

Functional

Intersects With

Periodic Review of Account
Privileges

IAC-17

[Mechanisms exist to periodically-review the privileges assigned to individuals
land service accounts to validate the need for such privileges and reassign or
remove unnecessary privileges, as necessary.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
l0WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Access Enforcement

1AC-20

Mechanisms exist to enforce Logical Access Control (LAC) permissions that
|conform to the principle of *least privilege.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a busin

lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
lwhere access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining

l4WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Access To Sensitive /
Regulated Data

1AC-20.1

[Mechanisms exist to limit access to sensitive/regulated data to only those
individuals whose job requires such access.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or n of all data, or performing a business

lfunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilties, roles, or users,
lout is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
force browsing). internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lrivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Database Access

1AC-20.2

IMechanisms exist to restrict access to databases containin:
lsensitive/regulated data to only necessary Technology Assets, Applications
land/or Services (TAAS) or those individuals whose job requires such access.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,

\where access should only be granted for particular capabilities, roles, or users,

lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering

[force browsing), internal application state, or the HTML page, or by using an

Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique

identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.

[Elevation of privilege. Acting as a user without being logged in or or gaining

rvlleges beyond those expected of he lngged In user (e, admin access)

Mietagata manipulation, such as replaying or tampening with a JSON Web, Token
NIT) accoss Control tken, a cookia of hidden i mampulatsd to elevate

lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.

[Force browsing (guessing URLS) to authenticated pages as an unauthenticated

luser or to privileged pages as a standard user.

or

Functional

Intersects With

Use of Privileged Utility
Programs

1AC-20.3

IMechanisms exist to restrict and tightly control utility programs that are
|capable of overriding system and application controls.

Secure Controls Framework (SCF)
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A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of thei
iintended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
fut Is aualable to anyore.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lQWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Least Privilege

1AC-21

IMe ms exist to utilize the concept of least privilege, allowing only
[uthorized access to processes natessary to accomplion assaned task in
laccordance with organizational business functions.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's i
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

mmon access control vulnerabilities include:

Functional

Intersects With

lAuthorize Access to Security|
Functions

IAC-21.1

IMechanisms exist to limit access to security functions to explicitly-authorized
privileged users.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
l0WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Non-Privileged Access for
Non-Security Functions

IAC-21.2

IMechanisms exist to prohibit privileged users from using privileged accounts,
[while performing non-security functions.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a busin

lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
lwhere access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining

l4WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Management Approval For
Privileged Accounts

IAC-21.3

[Mechanisms exist to restrict the assignment of privileged accounts to
Imanagement-approved personnel andor roles.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or n of all data, or performing a business

lfunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilties, roles, or users,
lout is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
force browsing). internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lrivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Auditing Use of Privileged

IAC-21.4

IMechanisms exist to audit the execution of privileged functions.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,

\where access should only be granted for particular capabilities, roles, or users,

lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering

[force browsing), internal application state, or the HTML page, or by using an

Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique

identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.

[Elevation of privilege. Acting as a user without being logged in or or gaining

rvlleges beyond those expected of he lngged In user (e, admin access)

Mietagata manipulation, such as replaying or tampening with a JSON Web, Token
NIT) accoss Control tken, a cookia of hidden i mampulatsd to elevate

lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.

[Force browsing (guessing URLS) to authenticated pages as an unauthenticated

luser or to privileged pages as a standard user.

or

Functional

Intersects With

Prohibit Non-Privileged
Users from Executing
Privileged Functions

IAC-21.5

[Mechanisms exist to prevent non-privileged users from executing privileged
[functions to include disabling, circumventing or altering implemente
lsecurity safeguards / countermeasures.

Secure Controls Framework (SCF)
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A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of thei
iintended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
fut Is aualable to anyore.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lQWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Session Lock

1AC-24

[Mechanisms exist to initiate a session lock after an organization-defined time
lperiod of inactivity, or upon receiving a request from a user and retain the
lsession lock until the user reestablishes access using established
identification and authentication methods.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's i
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

mmon access control vulnerabilities include:

Functional

Intersects With

Pattern-Hiding Displays

IAC-24.1

IMechanisms exist to implement pattern-hiding displays to conceal
information previously visible on the display during the session lock.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
l0WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Session Termination

1AC-25

|automated mechanisms exist to log out users, both locally on the network
land for remote sessions, at the end of the session or after an organization-
|defined period of inactivity.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a busin

lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
lwhere access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining

l4WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Permitted Actions Without

Identification or
Authorization

IAC-26

[Mechanisms exist to identify and document the supporting rationale for
[specific user actions that can be performed on a system without
identification or authentication

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

lfunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilties, roles, or users,
lout is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
force browsing). internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lrivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Specialized Assessments

1A0-02.2

[Mechanisms exist to conduct specialized assessments for:(1) Statutory,
reguiatory and contractual compliance obligations(2) Monitoring capabilties;
(3) Mobile devices;(4) Databases;(5) Application security;(6) Emi

lcode;(9) Insider threats;(10) Performanceioad testing; and/or(11) Artificial
Iintelligence and Autonomous Technologies (AAT).

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,

\where access should only be granted for particular capabilities, roles, or users,

lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering

[force browsing), internal application state, or the HTML page, or by using an

Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique

identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.

[Elevation of privilege. Acting as a user without being logged in or or gaining

rvlleges beyond those expected of he lngged In user (e, admin access)

Mietagata manipulation, such as replaying or tampening with a JSON Web, Token
NIT) accoss Control tken, a cookia of hidden i mampulatsd to elevate

lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.

[Force browsing (guessing URLS) to authenticated pages as an unauthenticated

luser or to privileged pages as a standard user.

or

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

180-04

IMechanisms exist to require system developers and integrators to create and
lexecute a Security Testing and Evaluation (ST&E) plan, or similar process, to
identify and remediate flaws during development.

Secure Controls Framework (SCF)
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A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of thei
iintended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
fut Is aualable to anyore.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lQWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Data Privacy Requirements

for Contractors & Service
Provider:

PRI-07.1

lecha exist to include data privacy requirements in contracts and
ot acquisionelated documents that estabish deta privacy roles and
responsibilities for contractors and service providers

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's i
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

mmon access control vulnerabilities include:

Functional

Intersects With

Secure Engineering
Principles

SEA-01

IMechanisms exist to facilitate the implementation of industry-recognized
securiy. compliance and resilience practices n the specifiation design,
of Technology Assets,

|applications and/or Services. (TAAS)

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
l0WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Centralized Management of

of
Security, Compliance &

Resilience Controls

SEA-01.1

IMechanisms exist to I the
[and Implementation of securty, compliance and resience controle and
related processes.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a busin

lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
lwhere access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining

l4WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Defense-In-Depth (DID)
Architecture

SEA-03

[Mechanisms exist to implement security functions as a layered structure
Iminimizing interactions between layers of the design and avoiding any
|dependence by lower layers on the functionality or correctness of higher
layers.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or n of all data, or performing a business

lfunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilties, roles, or users,
lout is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
force browsing). internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lrivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Application Partitioning

SEA-03.2

IMechanisms exist to separate user functionality from system management
[functionality.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,

\where access should only be granted for particular capabilities, roles, or users,

lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering

[force browsing), internal application state, or the HTML page, or by using an

Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique

identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.

[Elevation of privilege. Acting as a user without being logged in or or gaining

rvlleges beyond those expected of he lngged In user (e, admin access)

Mietagata manipulation, such as replaying or tampening with a JSON Web, Token
NIT) accoss Control tken, a cookia of hidden i mampulatsd to elevate

lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.

[Force browsing (guessing URLS) to authenticated pages as an unauthenticated

luser or to privileged pages as a standard user.

or

Functional

Intersects With

Process Isolation

SEA-04

[Mechanisms exist to implement a separate execution domain for each
|executing process.

Secure Controls Framework (SCF)
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A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of thei
iintended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
fut Is aualable to anyore.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lQWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Security Function Isolation

SEA-04.1

[Mechanisms exist to isolate security functions from non-security functions.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's i
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

mmon access control vulnerabilities include:

Functional

Intersects With

Hardware Separation

SEA-04.2

IMechanisms exist to implement underlying hardware separation mechanisms
lto facilitate process separation

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
l0WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Thread Separation

SEA-04.3

IMechanisms exist to maintain a separate execution domain for each thread
in multi-threaded processing.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a busin

lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
lwhere access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining

l4WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Information In Shared
esourc:

SEA-05

IMechanisms exist to prevent unauthorized and unintended information
[transfer via shared system resources.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or n of all data, or performing a business

lfunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilties, roles, or users,
lout is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
force browsing). internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lrivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Prevent Program Execution

SEA-06

|automated mechanisms exist to prevent the execution of unauthorized
lsoftware programs.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,

\where access should only be granted for particular capabilities, roles, or users,

lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering

[force browsing), internal application state, or the HTML page, or by using an

Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique

identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.

[Elevation of privilege. Acting as a user without being logged in or or gaining

rvlleges beyond those expected of he lngged In user (e, admin access)

Mietagata manipulation, such as replaying or tampening with a JSON Web, Token
NIT) accoss Control tken, a cookia of hidden i mampulatsd to elevate

lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.

[Force browsing (guessing URLS) to authenticated pages as an unauthenticated

luser or to privileged pages as a standard user.

or

Functional

Intersects With

Fail Secure

SEA-07.2

IMechanisms exist to enable systems to fail to an organization-defined
known-state for types of failures, preserving system state informatio
[failure.

Secure Controls Framework (SCF)
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A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of thei
iintended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
fut Is aualable to anyore.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lQWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Non-Persistence

SEA-08

[Mechanlams exist o implement non-persstent system components and
that are initiated in a known state and terminated upon the end of

e
e secsion of use or periodically at an organisation defined requency

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's i
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

mmon access control vulnerabilities include:

Functional

Intersects With

Te(hnu\ogy Development &
wisition

TDA-01

[Mechanisms exist to facilitate the implementation of tailored development
land acquisition strategies, contract tools and procurement methods to meet
lunique business needs.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
l0WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities; (3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a busin

lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
lwhere access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining

l4WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Minimum Viable Product
(MVP) Security
Requirements

TDA-02

IMechanisms exist to design, develop and produce Technology Assets,
|Applications and/or Services (TAAS) in such a way that risk-based technical
land functional specifications ensure Minimum Viable Product (MVP) criteria
lestablish an appropriate level of security and resiliency based on applicable
risks and threats.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or n of all data, or performing a business

lfunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilties, roles, or users,
lout is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
force browsing). internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lrivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Documentation
Requirements

TDA-04

IMechanisms exist to obtain, protect and distribute administrator
|documentation for Technology Assets, Applications and/or Services (TAAS)
[that describ
(2) Effective use and maintenance of security features/functions; and(3)

regarding and use of (eq.

Known
privileged) functions.

1) Secure configuration, installation and operation of the TAAS|

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business

ffunction outside the user's limits. Common access control vulnerabilities include:

[Violation of the principle of least privilege, commonly known as deny by default,

\where access should only be granted for particular capabilities, roles, or users,

lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering

[force browsing), internal application state, or the HTML page, or by using an

Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique

identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.

[Elevation of privilege. Acting as a user without being logged in or or gaining

rvlleges beyond those expected of he lngged In user (e, admin access)

Mietagata manipulation, such as replaying or tampening with a JSON Web, Token
NIT) accoss Control tken, a cookia of hidden i mampulatsd to elevate

lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.

[Force browsing (guessing URLS) to authenticated pages as an unauthenticated

luser or to privileged pages as a standard user.

or

Functional

Intersects With

Functional Properties

TDA-04.1

[Mechanisms exist to require software developers to provide information
|describing the functional properties of the security, compliance and
resilience controls to be utilized within Technology Assets, Applications
landor Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls

Secure Controls Framework (SCF)
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A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of thei
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
ffunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
fut Is aualable to anyore.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
Jattack tool that modifies API requests,

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lQWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

re Software
Development Practices
(SSDP)

TDA-06

[Mechanisms exist to develop applications based on Secure Software
[Development Practices (SSDP).

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's i mmon access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

[Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance andjor resilience personnel to:(1) Create and implement]
la Security Testing and Evaluation (ST&E) plan, or pe capability;(2)
implement a verifiable flaw remediation process to correct weaknesses and
|deficiencies identified during the control testing and evaluation process:
land(3) Document the results.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, o the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
l0WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Static Code Analysis

TDA-09.2

IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ static code analysis tools to
identify and remediate common flaws and document the results of the
lanalysis.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or destruction of all data, or performing a busin

lfunction outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
lwhere access should only be granted for particular capabilities, roles, or users,
lbut is available to anyone.

[Bypassing access control checks by modifying the URL (parameter tampering or
[force browsing), internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining

l4WT) access control token, a cookie or hidden field manipulated to elevate
lprivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

IMechanisms exist to require the developers of Technology Assets,
|Applications andjor Services (TAAS) to employ dynamic code analysis tools to|
identify and remediate common flaws and document the results of the
lanalysis.

A01:2025

Broken Access Control

[Access control enforces policy such that users cannot act outside of their
intended permissions. Failures typically lead to unauthorized information
disclosure, modification or n of all data, or performing a business
[function outside the user's limits. Common access control vulnerabilities include:
[Violation of the principle of least privilege, commonly known as deny by default,
\where access should only be granted for particular capabilties, roles, or users,
lout is available to anyone.

Bypassing access control checks by modifying the URL (parameter tampering or
force browsing). internal application state, or the HTML page, or by using an
lattack tool that modifies API requests.

[Permitting viewing or editing someone else's account by providing its unique
identifier (insecure direct object references)

|An accessible API with missing access controls for POST, PUT, and DELETE.
[Elevation of privilege. Acting as a user without being logged in or or gaining
lprivileges beyond those expected of the logged in user (e.g. admin access).
[Metadata manipulation, such as replaying or tampering with a JSON Web Token
lUWT) access control token, a cookie or hidden field manipulated to elevate
lrivileges, or abusing JWT invalidation.

ICORS misconfiguration allows API access from unauthorized or untrusted origins.
[Force browsing (guessing URLS) to authenticated pages as an unauthenticated
luser or to privileged pages as a standard user.

Functional

Intersects With

Application Penetration
Testing

TDA-09.5

IMechanisms exist to perform application-level penetration testing of custom-
Imade Technology Assets, Applications and/or Services (TAAS).

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

lUnnecessary features are enabled or installed (e.g., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).

IDefault accounts and their passwords are still enabled and unchanged

|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured

securely.
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.
[Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
IThe server does not send security headers or drectives, o they are not set to
secure values.

[Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risk.

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

IMechanisms exist to develop, document and maintain secure baseline
|configurations for Technology Assets, Applications and/or Services (TAAS)
[that are consistent with industry-accepted system hardening standards.

Secure Controls Framework (SCF)
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A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

lUnnecessary features are enabled or instaled (e.g, unnecessary ports, sevices,
lpages, accounts, testing frameworks, or privile

Befaut accounts and their passwords are stil shabied and unchanged.

|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured
rel

[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.g.,
[Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, or they are not set to
secure values.

[Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risk.

Functional

Intersects With

File Integrity Monitoring
(FiM)

MON-01.7

lechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-
lietaction technology, on critical Technology Assets, Applications and/or
Services (TAAS) to generate alerts for unauthorized modifications.

A02:2025

Security Misconfiguration

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

atures are enabled or installed (e.g., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).
IDefauit accounts and their passwords are still enabled and unchanged.
|A Tack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to
lusers,
[For upgraded systems, the latest security features are disabled or not configured
securely.
Excessive proriization of backward compativilty leading to insecure
lconfigur:
(The security Settings In the application servers, application frameworks (e.d.
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values,

[The server does not send security headers or directives, or they are not set to
lsecure values.

[Without a concarted, repeatable applicsion security configuration hardering

lprocess, systems are at a higher ri

Functional

Intersects With

Use of Cryptographic
Controls

CRY-01

IMechanisms exist to facilitate the implementation of cryptographic
lprotections controls using known public standards and trusted cryptographic
ftechnologies.

A02:2025

[Security misconfiguration Is when a system, application, or cloud service Is set
up incorrecty from a security perspeciive, creating vulnerabllties

he application might be vulnerable
It 5 missing appropriate security hardening across any part of the appiication
stack or improperly configured permissions on cloud s
Unnecessary features are enabied or nstaled (e.0. innecessary ports, services,
lpages, accounts, testing frameworks, or privile
Betault accounts and their passwords aré st enabied and unchanged.
|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured
lsecurel

[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.g.,
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, or they are not set to
lsecure values.

Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher ris|

Functional

Intersects With

Embedded Technology
Security Program

EMB-01

IMechanisms exist to facilitate the implementation of embedded technology
lcontrols.

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vulnerable if

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services

lUnnecessary features are enabled or installed (.q., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).

IDefault accounts and their passwords are still enabled and unchanged.

|A lack of central configuration for intercepting excessive error messages. Error
haniding reveals stack races or other overly informative errar messages ta

For upgraded systems, the latest security features are disabled or not configured
lsecurely.
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, or they are not set to
lsecure values.

[Without a concerted; repeatable applicaton security configuration hardering
lprocess, systems are at a higher ris|

Functional

Intersects With

Specialized Assessments

1A0-02.2

IMechanisms exist to conduct specialized assessments for:(1) Statutory,
requlatory and contractual compliance oblgations:(2) Monitoring capabilties
(3) Mobile devices;(4) Databases;(5) Application security;(6) Embedded
ltechnologies (e.q., 10T, OT, etc.);(7) Vulnerability management;(8) Malicious
[code;(9) Insider threats;(10) Performance/load testing; and/or(11) Artificial
Iintelligence and Autonomous Technologies (AAT).

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
up incorrecty from a security perspeciive, creating vulnerabllties

he application might be vulnerable
It s missing approprite securiy hardemng across any part of the opplication
stack or improperly configured p ions on cloud
Unecassaty featurcs are anabled of installed (e.0., unnecessary ports, services,
Ipages, accounts, testing frameworks, or privileges).
[Defauit accounts and their passwords are still enabled and unchanged
|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

[For upgraded systems, the latest security features are disabled or not configured
securel
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (€.g.,
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, o they are not set to
lsecure values.

Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risi

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

1A0-04

[Mechanisms exist to require system developers and integrators to create and|
lexecute a Security Testing and Evaluation (ST&E) plan, or similar process, to
identify and remediate flaws during development.

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

lUnnecessary features are enabled or installed (e.g., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).

IDefault accounts and their passwords are still enabled and unchanged

|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured

securely.
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.
[Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
IThe server does not send security headers or drectives, o they are not set to
secure values.

[Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risk.

Functional

Intersects With

Data Privacy Requirements

for Contractors & Service
Providers

PRI-07.1

IMechanisms exist to include data privacy requirements in contracts and
lother acquisition-related documents that establish data privacy roles and
responsibilities for contractors and service providers.

Secure Controls Framework (SCF)
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A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

lUnnecessary features are enabled or instaled (e.g, unnecessary ports, sevices,
lpages, accounts, testing frameworks, or privile

Befaut accounts and their passwords are stil shabied and unchanged.

|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured
rel

[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.g.,
[Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, or they are not set to
secure values.

[Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risk.

Functional

Intersects With

Technology Development &
Acquisition

TDA-01

s exist to facilitate the implementation of tailored development
and a(qmsmun strategies, contract tools and procurement methods to meet
nique business needs.

A02:2025

Security Misconfiguration

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

atures are enabled or installed (e.g., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).
IDefauit accounts and their passwords are still enabled and unchanged.
|A Tack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to
lusers,
[For upgraded systems, the latest security features are disabled or not configured
securely.
Excessive proriization of backward compativilty leading to insecure
lconfigur:
(The security Settings In the application servers, application frameworks (e.d.
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values,

[The server does not send security headers or directives, or they are not set to
lsecure values.

[Without a concarted, repeatable applicsion security configuration hardering

lprocess, systems are at a higher ri

Functional

Intersects With

Product Management

TDA-0L1

IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security ant
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andor contractual obligations.

A02:2025

[Security misconfiguration Is when a system, application, or cloud service Is set
up incorrecty from a security perspeciive, creating vulnerabllties

he application might be vulnerable
It 5 missing appropriate security hardening across any part of the appiication
stack or improperly configured permissions on cloud s
Unnecessary features are enabied or nstaled (e.0. innecessary ports, services,
lpages, accounts, testing frameworks, or privile
Betault accounts and their passwords aré st enabied and unchanged.
|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured
lsecurel

[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.q.,
[Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values,
[The server does not send security headers or directives, or they are not set to
secure valu

Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher ris|

Functional

Intersects With

Minimum Viable Product
(MVP) Security
Requirements

TDA-02

s exist to design, develop and produce Technology Assets,

pphcallcns andor Services (TAAS) in such a way that risk-based technical
land functional specifications ensure Minimum Viable Product (MVP) criteria
lestablish an appropriate level of security and resiliency based on applicable
risks and threats.

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vulnerable if

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services

lUnnecessary features are enabled or installed (.q., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).

IDefault accounts and their passwords are still enabled and unchanged.

|A lack of central configuration for intercepting excessive error messages. Error
haniding reveals stack races or other overly informative errar messages ta

For upgraded systems, the latest security features are disabled or not configured
lsecurely.
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, or they are not set to
lsecure values.

[Without a concerted; repeatable applicaton security configuration hardering
lprocess, systems are at a higher ris|

Functional

Intersects With

Documentation
Requirements

TDA-04

IMechanisms exist to obtain, protect and distribute administrator
|documentation for Technology Assets, Applications and/or Services (TAAS)

[that describe:(1) Secure configuration, installation and operation of the TAAS;|

(2) Efective use and maintenance of security features/functions; and(3)
egarding and use of (eg..

prvileoed) functions

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
up incorrecty from a security perspeciive, creating vulnerabllties

he application might be vulnerable
It s missing approprite securiy hardemng across any part of the opplication
stack or improperly configured p ions on cloud
Unecassaty featurcs are anabled of installed (e.0., unnecessary ports, services,
Ipages, accounts, testing frameworks, or privileges).
[Defauit accounts and their passwords are still enabled and unchanged
|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

[For upgraded systems, the latest security features are disabled or not configured
securel
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (€.g.,
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, o they are not set to
lsecure values.

Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risi

Functional

Intersects With

Functional Properties

TDA-04.1

IMechanisms exist to require software developers to provide information
|describing the functional properties of the security, compliance and
resilience controls to be utilized within Technology Assets, Applications
land/or Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

lUnnecessary features are enabled or installed (e.g., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).

IDefault accounts and their passwords are still enabled and unchanged

|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured

securely.
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.
[Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
IThe server does not send security headers or drectives, o they are not set to
secure values.

[Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risk.

Functional

Intersects With

Secure Software
Development Practices
(SSDP)

TDA-06

[Mechanisms exist to develop applications based on Secure Software
[Development Practices (SSDP).

Secure Controls Framework (SCF)
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A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

lUnnecessary features are enabled or instaled (e.g, unnecessary ports, sevices,
lpages, accounts, testing frameworks, or privile

Befaut accounts and their passwords are stil shabied and unchanged.

|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured
rel

[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.g.,
[Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, or they are not set to
secure values.

[Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risk.

Functional

Intersects With

Security, Compliance &
Resilience Testin
‘Throughout Development

TDA-09

IMechanisms exist to require system developers/integrators consult with
lsecurity, compliance andor resilience personnel to:(1) Create and implement]
la Security Testing and Evaluation (ST&E) plan, or similar capability:(2)
Implement a verifiable flaw remediation process to correct weaknesses and
|deficiencies identified during the control testing and evaluation process;
land(3) Document the results.

A02:2025

Security Misconfiguration

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

atures are enabled or installed (e.g., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).
IDefauit accounts and their passwords are still enabled and unchanged.
|A Tack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to
lusers,
[For upgraded systems, the latest security features are disabled or not configured
securely.
Excessive proriization of backward compativilty leading to insecure
lconfigur:
(The security Settings In the application servers, application frameworks (e.d.
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values,

[The server does not send security headers or directives, or they are not set to
lsecure values.

[Without a concarted, repeatable applicsion security configuration hardering

lprocess, systems are at a higher ri

Functional

Intersects With

Static Code Analysis

TDA-09.2

s exist to require the developers of Technology Assets,
\Applications andior Services (TARS) to employ static code analyss toos to
lentify and remediate common flaws and document the results of the

ana\ys\s

A02:2025

[Security misconfiguration Is when a system, application, or cloud service Is set
up incorrecty from a security perspeciive, creating vulnerabllties

he application might be vulnerable
It 5 missing appropriate security hardening across any part of the appiication
stack or improperly configured permissions on cloud s
Unnecessary features are enabied or nstaled (e.0. innecessary ports, services,
lpages, accounts, testing frameworks, or privile
Betault accounts and their passwords aré st enabied and unchanged.
|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured
lsecurel

[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.g.,
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, or they are not set to
lsecure values.

Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher ris|

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

IMechanisms exist to require the developers of Technology Assets,
lApplications and/or Services (TAAS) to employ dynamic code analysis tools to|
identify and remediate common flaws and document the results of the
lanalysis.

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vulnerable if

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services

lUnnecessary features are enabled or installed (.q., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).

IDefault accounts and their passwords are still enabled and unchanged.

|A lack of central configuration for intercepting excessive error messages. Error
haniding reveals stack races or other overly informative errar messages ta

For upgraded systems, the latest security features are disabled or not configured
lsecurely.
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, or they are not set to
lsecure values.

[Without a concerted; repeatable applicaton security configuration hardering
lprocess, systems are at a higher ris|

Functional

Intersects With

Application Penetration
Testing

TDA-09.5

[Mechanisms exist to perform application-level penetration testing of custom-
Imade Technology Assets, Applications and/or Services (TAAS).

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
up incorrecty from a security perspeciive, creating vulnerabllties

he application might be vulnerable
It s missing approprite securiy hardemng across any part of the opplication
stack or improperly configured p ions on cloud
Unecassaty featurcs are anabled of installed (e.0., unnecessary ports, services,
Ipages, accounts, testing frameworks, or privileges).
[Defauit accounts and their passwords are still enabled and unchanged
|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

[For upgraded systems, the latest security features are disabled or not configured
securel
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (€.g.,
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, o they are not set to
lsecure values.

Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risi

Functional

Intersects With

Third-Party Management

TPM-01

[Mechanisms exist to facilitate the implementation of third-party
Imanagement controls.

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

lUnnecessary features are enabled or installed (e.g., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).

IDefault accounts and their passwords are still enabled and unchanged

|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured

securely.
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.
[Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
IThe server does not send security headers or drectives, o they are not set to
secure values.

[Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risk.

Functional

Intersects With

Supply Chain Risk
Management (SCRM)

TPM-03

[Mechanisms exist to:(1) Evaluate security risks and threats associated with
[Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)|
[Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary.

Secure Controls Framework (SCF)

14 0f 52



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descri

OWASP Top 10 - 2025

SCF Control

Secure Controls Fram
[

Version 2026.1_x000a_03/27/2026

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

lUnnecessary features are enabled or instaled (e.g, unnecessary ports, sevices,
lpages, accounts, testing frameworks, or privile

Befaut accounts and their passwords are stil shabied and unchanged.

|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured
rel

[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.g.,
[Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, or they are not set to
secure values.

[Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risk.

Functional

Intersects With

Third-Party Services

TPM-04

echanisms existto mitigate the isks assaciated with third-party access to
the organization's Technology Assets, Applications, Services and/or Data
T

A02:2025

Security Misconfiguration

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

atures are enabled or installed (e.g., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).
IDefauit accounts and their passwords are still enabled and unchanged.
|A Tack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to
lusers,
[For upgraded systems, the latest security features are disabled or not configured
securely.
Excessive proriization of backward compativilty leading to insecure
lconfigur:
(The security Settings In the application servers, application frameworks (e.d.
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values,

[The server does not send security headers or directives, or they are not set to
lsecure values.

[Without a concarted, repeatable applicsion security configuration hardering

lprocess, systems are at a higher ri

Functional

Intersects With

Third-Party Risk
Assessments & Approvals

TPM-04.1

IMechanisms exist to conduct a risk assessment prior to the acquisition or
loutsourcing of technology-related Technology Assets, Applications and/or
Services (TAAS).

A02:2025

[Security misconfiguration Is when a system, application, or cloud service Is set
up incorrecty from a security perspeciive, creating vulnerabllties

he application might be vulnerable
It 5 missing appropriate security hardening across any part of the appiication
stack or improperly configured permissions on cloud s
Unnecessary features are enabied or nstaled (e.0. innecessary ports, services,
lpages, accounts, testing frameworks, or privile
Betault accounts and their passwords aré st enabied and unchanged.
|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured
lsecurel

[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.g.,
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, or they are not set to
lsecure values.

Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher ris|

Functional

Intersects With

External Connectivity
quirements -

Identification of Ports,

Protocols & Services

TPM-04.2

[Mechanisms exist to require External Service Providers (ESPs) to identify and
|document the business need for ports, protocols and other services it
Irequires to operate its Technology Assets, Applications and/or Services

(TAAS).

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vulnerable if

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services

lUnnecessary features are enabled or installed (.q., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).

IDefault accounts and their passwords are still enabled and unchanged.

|A lack of central configuration for intercepting excessive error messages. Error
haniding reveals stack races or other overly informative errar messages ta

For upgraded systems, the latest security features are disabled or not configured
lsecurely.
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, or they are not set to
lsecure values.

[Without a concerted; repeatable applicaton security configuration hardering
lprocess, systems are at a higher ris|

Functional

Intersects With

Third-Party Processing,
Storage and Service
Locations

TPM-04.4

[Mechanisms exist to restrict the location of information processing/storage
lbased on business requirements.

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
up incorrecty from a security perspeciive, creating vulnerabllties

he application might be vulnerable
It s missing approprite securiy hardemng across any part of the opplication
stack or improperly configured p ions on cloud
Unecassaty featurcs are anabled of installed (e.0., unnecessary ports, services,
Ipages, accounts, testing frameworks, or privileges).
[Defauit accounts and their passwords are still enabled and unchanged
|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

[For upgraded systems, the latest security features are disabled or not configured
securel
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (€.g.,
Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
[The server does not send security headers or directives, o they are not set to
lsecure values.

Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risi

Functional

Intersects With

Review of Third-Party

TPM-08

[Mechanisms exist to monitor, regularly review and assess External Service
[Providers (ESPs) for compliance with established contractual requirements.
[for security, compliance and resilience controls.

A02:2025

[Security misconfiguration is when a system, application, or cloud service is set
lup incorrectly from a security perspective, creating vulnerabilities.

[The application might be vuinerable if:

It is missing appropriate security hardening across any part of the application
stack or improperly configured permissions on cloud services.

lUnnecessary features are enabled or installed (e.g., unnecessary ports, services,
lpages, accounts, testing frameworks, or privileges).

IDefault accounts and their passwords are still enabled and unchanged

|A lack of central configuration for intercepting excessive error messages. Error
lhandling reveals stack traces or other overly informative error messages to

sers.
[For upgraded systems, the latest security features are disabled or not configured

securely.
[Excessive prioritization of backward compatibility leading to insecure

Security

[The security settings in the application servers, application frameworks (e.
[Struts, Spring, ASP.NET), libraries, databases, etc., are not set to secure values.
IThe server does not send security headers or drectives, o they are not set to
secure values.

[Without a concerted, repeatable application security configuration hardening
lprocess, systems are at a higher risk.

Functional

Intersects With

Third-Party Deficiency
Remediation

TPM-09

IMechanisms exist to address weaknesses or deficiencies in supply chain
lelements identified during independent or organizational assessments of
lsuch elements.

Secure Controls Framework (SCF)
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A03:2025

Software Supply Chain
Failures

Software supply chain failures are breakdowns or other compror
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:

lyou do not carefully track the versions of all components that you use (both
llen.side an server.side). Tis includes components you directly use as wellas
Inested (transitive) depen
e software is valnorable, unsepported, or out of date. This includes the 05,
web/application server, database management system (DBMS), applications, APIs|
land all components, runtime environments, and libraries.

lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.

lyou do not have a change management process or tracking of changes within
Iyour supply chain, including tracking IDEs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
lshould be documented, especially changes.
[vou have not hardened every part of your supply chain, with a special focus on
laccess control and the application of Ieast privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities
lsoftware developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

upply Chain Risk
Management (SCRM) Plan

RSK-09

Mechanisms existto develop a plan for Supply Chain Risk Management
(SCRM) associated with the development, acquisition, maintenance ant
(disposal of Technology Assets, Applications and/or SErVV(ES (TAAS), m:\udmg

documenting selected mitigating actons and m performance
lagainst those plan:

A03:2025

Software Supply Chain
ailures

[Software supply chain failures are breakdowns or other compromises in the
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on.

[You are likely vulnerable if:

lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.

lthe software is vulnerable, unsupported, or out of date. This includes the
web/application server, database management system (DBMS), applications, APls|
land all components, runtime environments, and libraries.

lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.

lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDEs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
lshould be documented, especially changes.

you have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.

lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.

lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.

lyou do not fix or upgrade the underlying platform, frameworks, and

n a risk-based, timely fashion. This commonly happens in
environments when patcning Is a monthy of quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do ot secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Supply Chain Risk
Assessment

RSK-09.1

IMechanisms exist to periodically assess supply chain risks associated with
[Technology Assets, Applications and/or Services (TAAS).

A03:2025

Software Supply Chain
Failures

[Software supply chain failures are breakdowns o other compromises in the
Iprocess of building, distributing, or updating software. They are often caused by
|vulnerabilities or malicious changes i third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the 0S,
web/application server, database management system (DBMS). applicatons, APls
land all components, runtime environments, and librarie:
Vou do not scan for vulnerabilties regularly and subscribe to securlty bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDESs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
Ishould be documented, especially changes.
you have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
[control, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
lsoftware developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do ot secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Te(hmﬂngy Development &
wisition

TDA-01

[Mechanisms exist to facilitate the implementation of tailored development
land acquisition strategies, contract tools and procurement methods to meet
lunique business needs.

A03:2025

Software Supply Chain
Failures

[Software supply chain failures are breakdowns or other compromises in the
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on
[You are likely vulnerable
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the 0S,
\web/application server, database management system (DBMS), applications, APls|
land all components, runtime environments, and libraries.
lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDESs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
Ishould be documented, especially changes.
lyou have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
[vour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration).

jour CI/CD pipeline has weaker security than the systems it builds and deplovs,

Functional

Intersects With

Product Management

TDA-0L.1

IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

A03:2025

Software Supply Chain
ailures

[Software supply chain failures are breakdowns o other compromises in the

lrocess of bullding. disributing,or updating software. They are often caused by
rabi alicious changes in third-party code, tools, or other

dependenc\es Ehat the system reties o

[You are likely vulnerable if:

Ivou do not carefully track the versions of all components that you use (both

[client-side and server-side). This includes components you directly use as well as

Inested (transitive) dependencies.

lthe software is vulnerable, unsupported, or out of date. This includes the OS,

\web/application server, database management system (DBMS), applications, APls|

land all components, runtime environments, and libraries.

lyou do not scan for vulnerabilities regularly and subscribe to security bulletins.

related to the components you use.

lyou do not have a change management process or tracking of changes within

lyour supply chain, including tracking IDESs, IDE extensions and updates, changes

lto your organization's code repository, sandboxes, image and library repositories,

lthe way artifacts are created and stored, etc. Every part of your supply chain

Ishould be documented, especially changes.

lyou have not hardened every part of your supply chain, with a special focus on

laccess control and the application of least privilege.

lyour supply chain systems do not have any separation of duty. No single person

should be able to write code and promote it al the way to production without

loversight from another human being.

lcomponents from untrusted sources, across any part of the tech stack, are used

in or can impact on production environments.

lyou do not fix or upgrade the underlying platform, frameworks, and

ldependencies in a risk-based, timely fashion. This commonly happens in

atching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.

software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.

lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration).

jour CI/CD pipeline has weaker security than the systems it builds and deplovs,

Functional

Intersects With

Minimum Viable Product
(MVP) Security
Requirements

TDA-02

IMechanisms exist to design, develop and produce Technology Assets,
|Applications and/or Services (TAAS) in such a way that risk-based technical
land functional specifications ensure Minimum Viable Product (MVP) criteria
[establish an appropriate level of security and resiliency based on applicable
risks and threats.

Secure Controls Framework (SCF)
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A03:2025

Software Supply Chain
Failures

Software supply chain failures are breakdowns or other compror
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:
lyou do not carefully track the versions of all components that you use (both
llen.side an server.side). Tis includes components you directly use as wellas
Inested (transitive) depen
e software is valnorable, unsepported, or out of date. This includes the 05,
web/application server, database management system (DBMS), applications, APIs|
land all components, runtime environments, and libraries.
lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
Iyour supply chain, including tracking IDEs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
lshould be documented, especially changes.
[vou have not hardened every part of your supply chain, with a special focus on
laccess control and the application of Ieast privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities
lsoftware developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Documentation
Requirements

TDA-04

IMechanisms exist to obtain, protect and distribute administrator
|documentation for Technology Assets, Applications and/or Services (TAAS)

[that describe:(1) Secure configuration, installation and operation of the TAAS;|

(2) Effective use and maintenance of security features/functions; and(3)
regarding and use of (eqg.,

wn
lprivileged) functions.

A03:2025

Software Supply Chain
ailures

[Software supply chain failures are breakdowns or other compromises in the
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the
web/application server, database management system (DBMS), applications, APls|
land all components, runtime environments, and libraries.
lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDEs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
lshould be documented, especially changes.
you have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
n a risk-based, timely fashion. This commonly happens in
environments when patcning Is a monthy of quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do ot secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Functional Properties

TDA-04.1

[Mechanisms exist to require software developers to provide information
|describing the functional properties of the security, compliance and
resilience controls to be utilized within Technology Assets, Applications
landor Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

A03:2025

Software Supply Chain
Failures

[Software supply chain failures are breakdowns o other compromises in the
Iprocess of building, distributing, or updating software. They are often caused by
|vulnerabilities or malicious changes i third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the 0S,
web/application server, database management system (DBMS). applicatons, APls
land all components, runtime environments, and librarie:
Vou do not scan for vulnerabilties regularly and subscribe to securlty bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDESs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
Ishould be documented, especially changes.
you have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
[control, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
lsoftware developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do ot secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Software Bill of Materials
(sBOM)

TDA-04.2

IMechanisms exist to generate, o obtain, a Software Bill of Materials (SBOM)
[for Technology Assets, Applications and/or Services (TAAS) that lists software
lpackages in use, including versions and applicable licenses.

A03:2025

Software Supply Chain
Failures

[Software supply chain failures are breakdowns or other compromises in the
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on
[You are likely vulnerable
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the 0S,
\web/application server, database management system (DBMS), applications, APls|
land all components, runtime environments, and libraries.
lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDESs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
Ishould be documented, especially changes.
lyou have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
[vour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration).

jour CI/CD pipeline has weaker security than the systems it builds and deplovs,

Functional

Intersects With

Secure Software
Development Practices
(ssbp)

TDA-06

IMechanisms exist to develop applications based on Secure Software
IDevelopment Practices (SSDP).

A03:2025

Software Supply Chain
ailures

[Software supply chain failures are breakdowns o other compromises in the

lrocess of bullding. disributing,or updating software. They are often caused by
rabi alicious changes in third-party code, tools, or other

dependenc\es Ehat the system reties o

[You are likely vulnerable if:

Ivou do not carefully track the versions of all components that you use (both

[client-side and server-side). This includes components you directly use as well as

Inested (transitive) dependencies.

lthe software is vulnerable, unsupported, or out of date. This includes the OS,

\web/application server, database management system (DBMS), applications, APls|

land all components, runtime environments, and libraries.

lyou do not scan for vulnerabilities regularly and subscribe to security bulletins.

related to the components you use.

lyou do not have a change management process or tracking of changes within

lyour supply chain, including tracking IDESs, IDE extensions and updates, changes

lto your organization's code repository, sandboxes, image and library repositories,

lthe way artifacts are created and stored, etc. Every part of your supply chain

Ishould be documented, especially changes.

lyou have not hardened every part of your supply chain, with a special focus on

laccess control and the application of least privilege.

lyour supply chain systems do not have any separation of duty. No single person

should be able to write code and promote it al the way to production without

loversight from another human being.

lcomponents from untrusted sources, across any part of the tech stack, are used

in or can impact on production environments.

lyou do not fix or upgrade the underlying platform, frameworks, and

ldependencies in a risk-based, timely fashion. This commonly happens in

atching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.

software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.

lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration).

jour CI/CD pipeline has weaker security than the systems it builds and deplovs,

Functional

Intersects With

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

[Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:(1) Create and implement]
la Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
implement a verifiable flaw remediation process to correct weaknesses and
|deficiencies identified during the control testing and evaluation process;
land(3) Document the results.

Secure Controls Framework (SCF)
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A03:2025

Software Supply Chain
Failures

Software supply chain failures are breakdowns or other compror
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:

lyou do not carefully track the versions of all components that you use (both
llen.side an server.side). Tis includes components you directly use as wellas
Inested (transitive) depen
e software is valnorable, unsepported, or out of date. This includes the 05,
web/application server, database management system (DBMS), applications, APIs|
land all components, runtime environments, and libraries.

lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.

lyou do not have a change management process or tracking of changes within
Iyour supply chain, including tracking IDEs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
lshould be documented, especially changes.
[vou have not hardened every part of your supply chain, with a special focus on
laccess control and the application of Ieast privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities
lsoftware developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Static Code Analysis

TDA-09.2

IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ static code analysis tools to
identify and remediate common flaws and document the results of the
lanalysis.

A03:2025

Software Supply Chain
ailures

[Software supply chain failures are breakdowns or other compromises in the
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on.

[You are likely vulnerable if:

lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.

lthe software is vulnerable, unsupported, or out of date. This includes the
web/application server, database management system (DBMS), applications, APls|
land all components, runtime environments, and libraries.

lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.

lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDEs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
lshould be documented, especially changes.

you have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.

lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.

lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.

lyou do not fix or upgrade the underlying platform, frameworks, and

n a risk-based, timely fashion. This commonly happens in
environments when patcning Is a monthy of quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do ot secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

IMechanisms exist to require the developers of Technology Assets,

pplications and/or Services (TAAS) to employ dynamic code analysis tools to|
[ dentity and remediate common flaws and document the resus of the
lanalysis.

A03:2025

Software Supply Chain
Failures

[Software supply chain failures are breakdowns o other compromises in the
Iprocess of building, distributing, or updating software. They are often caused by
|vulnerabilities or malicious changes i third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the 0S,
web/application server, database management system (DBMS). applicatons, APls
land all components, runtime environments, and librarie:
Vou do not scan for vulnerabilties regularly and subscribe to securlty bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDESs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
Ishould be documented, especially changes.
you have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
[control, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
lsoftware developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do ot secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Malformed Input Testing

TDA-09.4

[Mechanisms exist to utilize testing methods to ensure Technology Assets,
|Applications and/or Services (TAAS) continue to operate as intended when
lsubject to invalid or unexpected inputs on its interfaces.

A03:2025

Software Supply Chain
Failures

[Software supply chain failures are breakdowns or other compromises in the
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on
[You are likely vulnerable
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the 0S,
\web/application server, database management system (DBMS), applications, APls|
land all components, runtime environments, and libraries.
lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDESs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
Ishould be documented, especially changes.
lyou have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
[vour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration).

jour CI/CD pipeline has weaker security than the systems it builds and deplovs,

Functional

Intersects With

Application Penetration
Testing

TDA-09.5

IMechanisms exist to perform application-level penetration testing of custom-
Imade Technology Assets, Applications and/or Services (TAAS).

A03:2025

Software Supply Chain
ailures

[Software supply chain failures are breakdowns o other compromises in the

lrocess of bullding. disributing,or updating software. They are often caused by
rabi alicious changes in third-party code, tools, or other

dependenc\es Ehat the system reties o

[You are likely vulnerable if:

Ivou do not carefully track the versions of all components that you use (both

[client-side and server-side). This includes components you directly use as well as

Inested (transitive) dependencies.

lthe software is vulnerable, unsupported, or out of date. This includes the OS,

\web/application server, database management system (DBMS), applications, APls|

land all components, runtime environments, and libraries.

lyou do not scan for vulnerabilities regularly and subscribe to security bulletins.

related to the components you use.

lyou do not have a change management process or tracking of changes within

lyour supply chain, including tracking IDESs, IDE extensions and updates, changes

lto your organization's code repository, sandboxes, image and library repositories,

lthe way artifacts are created and stored, etc. Every part of your supply chain

Ishould be documented, especially changes.

lyou have not hardened every part of your supply chain, with a special focus on

laccess control and the application of least privilege.

lyour supply chain systems do not have any separation of duty. No single person

should be able to write code and promote it al the way to production without

loversight from another human being.

lcomponents from untrusted sources, across any part of the tech stack, are used

in or can impact on production environments.

lyou do not fix or upgrade the underlying platform, frameworks, and

ldependencies in a risk-based, timely fashion. This commonly happens in

atching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.

software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.

lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration).

jour CI/CD pipeline has weaker security than the systems it builds and deplovs,

Functional

Intersects With

Third-Party Management

TPM-01

lechanisms exist to facilitate the implementation of third-party
Imanagement controls.

Secure Controls Framework (SCF)
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A03:2025

Software Supply Chain
Failures

Software supply chain failures are breakdowns or other compror
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:
lyou do not carefully track the versions of all components that you use (both
llen.side an server.side). Tis includes components you directly use as wellas
Inested (transitive) depen
e software is valnorable, unsepported, or out of date. This includes the 05,
web/application server, database management system (DBMS), applications, APIs|
land all components, runtime environments, and libraries.
lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
Iyour supply chain, including tracking IDEs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
lshould be documented, especially changes.
[vou have not hardened every part of your supply chain, with a special focus on
laccess control and the application of Ieast privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities
lsoftware developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Supply Chain Risk
Management (SCRM)

TPM-03

[Mechanisms exist to:(1) Evaluate security risks and threats associated with
[Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
[Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary.

A03:2025

Software Supply Chain
ailures

[Software supply chain failures are breakdowns or other compromises in the
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on.

[You are likely vulnerable if:

lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.

lthe software is vulnerable, unsupported, or out of date. This includes the
web/application server, database management system (DBMS), applications, APls|
land all components, runtime environments, and libraries.

lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.

lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDEs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
lshould be documented, especially changes.

you have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.

lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.

lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.

lyou do not fix or upgrade the underlying platform, frameworks, and

n a risk-based, timely fashion. This commonly happens in
environments when patcning Is a monthy of quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do ot secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

|Acquisition Strategies, Tools|

TPM-03.1

IMechanisms exist to utilize tailored acquisition strategies, contract tools and
lprocurement methods for the purchase of unique Technoiogy Assets,
|Applications and/or Services (TAAS).

A03:2025

Software Supply Chain
Failures

[Software supply chain failures are breakdowns o other compromises in the
Iprocess of building, distributing, or updating software. They are often caused by
|vulnerabilities or malicious changes i third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the 0S,
web/application server, database management system (DBMS). applicatons, APls
land all components, runtime environments, and librarie:
Vou do not scan for vulnerabilties regularly and subscribe to securlty bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDESs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
Ishould be documented, especially changes.
you have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
[control, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
lsoftware developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do ot secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Limit Potential Harm

TPM-03.2

Mecha

ms exist to utilize security safeguards to limit harm from potential

who identify and target the organization's supply chain

A03:2025

Software Supply Chain
Failures

[Software supply chain failures are breakdowns or other compromises in the
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on
[You are likely vulnerable
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the 0S,
\web/application server, database management system (DBMS), applications, APls|
land all components, runtime environments, and libraries.
lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDESs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
Ishould be documented, especially changes.
lyou have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
[vour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration).

jour CI/CD pipeline has weaker security than the systems it builds and deplovs,

Functional

Intersects With

Processes To Address
Weaknesses or Deficiencies

TPM-03.3

ms exist to address identified weaknesses or deficiencies in the
lsecurity of the supply chain

A03:2025

Software Supply Chain
ailures

[Software supply chain failures are breakdowns o other compromises in the

lrocess of bullding. disributing,or updating software. They are often caused by
rabi alicious changes in third-party code, tools, or other

dependenc\es Ehat the system reties o

[You are likely vulnerable if:

Ivou do not carefully track the versions of all components that you use (both

[client-side and server-side). This includes components you directly use as well as

Inested (transitive) dependencies.

lthe software is vulnerable, unsupported, or out of date. This includes the OS,

\web/application server, database management system (DBMS), applications, APls|

land all components, runtime environments, and libraries.

lyou do not scan for vulnerabilities regularly and subscribe to security bulletins.

related to the components you use.

lyou do not have a change management process or tracking of changes within

lyour supply chain, including tracking IDESs, IDE extensions and updates, changes

lto your organization's code repository, sandboxes, image and library repositories,

lthe way artifacts are created and stored, etc. Every part of your supply chain

Ishould be documented, especially changes.

lyou have not hardened every part of your supply chain, with a special focus on

laccess control and the application of least privilege.

lyour supply chain systems do not have any separation of duty. No single person

should be able to write code and promote it al the way to production without

loversight from another human being.

lcomponents from untrusted sources, across any part of the tech stack, are used

in or can impact on production environments.

lyou do not fix or upgrade the underlying platform, frameworks, and

ldependencies in a risk-based, timely fashion. This commonly happens in

atching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.

software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.

lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration).

jour CI/CD pipeline has weaker security than the systems it builds and deplovs,

Functional

Intersects With

Third-Party Services

TPM-04

IMechanisms exist to mitigate the risks associated with third-party access to
lthe organization's Technology Assets, Applications, Services and/or Data
™
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A03:2025

Software Supply Chain
Failures

Software supply chain failures are breakdowns or other compror
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:
lyou do not carefully track the versions of all components that you use (both
llen.side an server.side). Tis includes components you directly use as wellas
Inested (transitive) depen
e software is valnorable, unsepported, or out of date. This includes the 05,
web/application server, database management system (DBMS), applications, APIs|
land all components, runtime environments, and libraries.
lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
Iyour supply chain, including tracking IDEs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
lshould be documented, especially changes.
[vou have not hardened every part of your supply chain, with a special focus on
laccess control and the application of Ieast privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities
lsoftware developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Third-Party Risk
Assessments & Approvals

TPM-04.1

IMechanisms exist to conduct a risk assessment prior to the acquisition or
loutsourcing of technology-related Technology Assets, Applications and/or
Services (TAAS).

A03:2025

Software Supply Chain
ailures

[Software supply chain failures are breakdowns or other compromises in the
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the
web/application server, database management system (DBMS), applications, APls|
land all components, runtime environments, and libraries.
lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDEs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
lshould be documented, especially changes.
you have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
n a risk-based, timely fashion. This commonly happens in
environments when patcning Is a monthy of quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do ot secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

External Connectivity
Requirements -
Identification of Ports,
Protocols & Services

TPM-04.2

IMechanisms exist to require External Service Providers (ESPs) to identify and
|document the business need for ports, protocols and other services it
requires to operate its Technology Assets, Applications and/or Services
(TARS).

A03:2025

Software Supply Chain
Failures

[Software supply chain failures are breakdowns o other compromises in the
Iprocess of building, distributing, or updating software. They are often caused by
|vulnerabilities or malicious changes i third-party code, tools, or other
ldependencies that the system relies on.
[You are likely vulnerable if:
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the 0S,
web/application server, database management system (DBMS). applicatons, APls
land all components, runtime environments, and librarie:
Vou do not scan for vulnerabilties regularly and subscribe to securlty bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDESs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
Ishould be documented, especially changes.
you have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
lyour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
[control, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
lsoftware developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do ot secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration)

our CI/CD pipeline has weaker security than the systems it builds and deplos

Functional

Intersects With

Conflict of Interests

TPM-04.3

IMechanisms exist to ensure that the interests of external service providers
lare consistent with and reflect organizational interests.

A03:2025

Software Supply Chain
Failures

[Software supply chain failures are breakdowns or other compromises in the
lprocess of building, distributing, or updating software. They are often caused by
\vulnerabilities or malicious changes in third-party code, tools, or other
ldependencies that the system relies on
[You are likely vulnerable
lyou do not carefully track the versions of all components that you use (both
[client-side and server-side). This includes components you directly use as well as
Inested (transitive) dependencies.
lthe software is vulnerable, unsupported, or out of date. This includes the 0S,
\web/application server, database management system (DBMS), applications, APls|
land all components, runtime environments, and libraries.
lyou do not scan for vulnerabilities regularly and subscribe to security bulletins
related to the components you use.
lyou do not have a change management process or tracking of changes within
lyour supply chain, including tracking IDESs, IDE extensions and updates, changes
lto your organization's code repository, sandboxes, image and library repositories,
lthe way artifacts are created and stored, etc. Every part of your supply chain
Ishould be documented, especially changes.
lyou have not hardened every part of your supply chain, with a special focus on
laccess control and the application of least privilege.
[vour supply chain systems do not have any separation of duty. No single person
lshould be able to write code and promote it all the way to production without
loversight from another human being.
lcomponents from untrusted sources, across any part of the tech stack, are used
in or can impact on production environments.
lyou do not fix or upgrade the underlying platform, frameworks, and
ldependencies in a risk-based, timely fashion. This commonly happens in
lenvironments when patching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.
software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.
lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration).

jour CI/CD pipeline has weaker security than the systems it builds and deplovs,

Functional

Intersects With

Third-Party Processing,
Storage and Service
Locations

TPM-04.4

IMechanisms exist to restrict the location of information processing/storage
lbased on business requirements.

A03:2025

Software Supply Chain
ailures

[Software supply chain failures are breakdowns o other compromises in the

lrocess of bullding. disributing,or updating software. They are often caused by
rabi alicious changes in third-party code, tools, or other

dependenc\es Ehat the system reties o

[You are likely vulnerable if:

Ivou do not carefully track the versions of all components that you use (both

[client-side and server-side). This includes components you directly use as well as

Inested (transitive) dependencies.

lthe software is vulnerable, unsupported, or out of date. This includes the OS,

\web/application server, database management system (DBMS), applications, APls|

land all components, runtime environments, and libraries.

lyou do not scan for vulnerabilities regularly and subscribe to security bulletins.

related to the components you use.

lyou do not have a change management process or tracking of changes within

lyour supply chain, including tracking IDESs, IDE extensions and updates, changes

lto your organization's code repository, sandboxes, image and library repositories,

lthe way artifacts are created and stored, etc. Every part of your supply chain

Ishould be documented, especially changes.

lyou have not hardened every part of your supply chain, with a special focus on

laccess control and the application of least privilege.

lyour supply chain systems do not have any separation of duty. No single person

should be able to write code and promote it al the way to production without

loversight from another human being.

lcomponents from untrusted sources, across any part of the tech stack, are used

in or can impact on production environments.

lyou do not fix or upgrade the underlying platform, frameworks, and

ldependencies in a risk-based, timely fashion. This commonly happens in

atching is a monthly or quarterly task under change
lcontrol, leaving organizations open to days or months of unnecessary exposure
lbefore fixing vulnerabilities.

software developers do not test the compatibility of updated, upgraded, or
lpatched libraries.

lyou do not secure the configurations of every part of your system (see A02:2025-
[Security Misconfiguration).

jour CI/CD pipeline has weaker security than the systems it builds and deplovs,

Functional

Intersects With

Third-Party Contract
Requirements

TPM-05

Mechanisms existto require contractual requirements for applicable securly,

resilience , reflecting the
lorganization's needs to protect its Te(hnolugy Assets, Applications, Services
land/or Data (TAASD)
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A04:2025

Cryptographic Failures

(Generally speaking, all data in transit should be encrypted at the transport layer
(OS! layer 4). Previous hurdles such as CPU performance and private
Kkeyicerticate management are now handled by CPUS having instructions
designed to accelerate encryption (eg: AES support) and private key
certificate management belng simplised by services ke LetsEncryat org with
major cloud vendrs providing even more tghity integrated certiicate
Imanagement services for their specific platfor
Beyont securing the transport layer, it s mportant to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(@t the application layer, 0S| layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|Are any old or weak cryptographic algorithms or protocols used either by default
lor in older code?
|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing?
lare crypto keys checked into source code repositories?
s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?
s the received server certificate and the trust chain properly validated?
|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
FEven ifthe correct unction is chosen, does t need to be seeded by
ldevelope if not, has the developer over-written the strong Seedmg
[unctionaliy buit into 1 ith a seed that lacks suficient
lentropy/unpredictabilit
[ire deprecated hash onctions such 25 MDS or SHAL n use, o are non-

functions used wi hash function:

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

IMechanisms exist to develop, document and maintain secure baseline
[configurations for Technology Assets, Applications and/or Services (TAAS)
[that are consistent with industry-accepted system hardening standards.

A04:2025

Cryptographic Failures

Generaly speakmg, i T raner should be. encrypted at the transpnn Tayer
(0! layer 4). Previous hurdles such as CPU performance and

ey/certificate management are now handled by CPUs having msnucuons
ldesigned to accelerate encryption (eg: AES support) and private key a

(certificate management being simplified by services like LetsEncrypt. nrg with
Imajor cloud vendors providing even more tightly integrated certificate

services for their specific platforms.
[Beyond securing the transport layer, it is important to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(@t the application layer, 0S| layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|are any old or weak cryptographic algorithms or protocols used either by default
lor in older code?
|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing|

e Crypto keys checked into source code repositories?
s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?
s the received server certificate and the trust chain properly validated?
Joe initializaton vectors gnored, reused, or not generated suffciently secure for
line crybtographic mode of aperation? 1s an mode of operation such a:
ECB i use3 1o ancryption used when authenticated encryption i more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
Evenifthe correct function is chosen. does it need to be seeded by
ldeveloper, and if not, has the developer over-written the strong Seedmg
[anctionaiity bult into i with a seed that lacks suffcient
lentropy/unpredictability?
[ore deprecated hash functions such a5 MDS or SHAL n use, or are non-
ash functions used when hash function:

Functional

Intersects With

Use of Cryptographic

CRY-01

IMechanisms exist to facilitate the implementation of cryptographic
lprotections controls using known public standards and trusted cryptographic
ftechnologies.

A04:2025

Cryptographic Failures

Ganerally speaking, all data In transit should be snrypted o the transportTayer
(OS! layer 4). Previous hurdles such as CPU performance and private
[ey/certificate management are now handled by CPUs having instructions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.
[Beyond securing the transport layer, it is important to determine what data
Ineeds sn(ryplmn at rest as well as what data needs extra encryption in transit
ation layer, 0S| layer 7). For example, passwords, credit
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|Are any old or weak cryptographic algorithms or protocols used either by defauit
ode?

|are default crypto keys in use, are weak crypto keys generated, are keys re-
Jused. or s proper key management and rotation missing?

|are crypto keys checked into source code repositories?
Ils encryption not enforced, e.g., are any HTTP headers (browser) security
directives o headers missing?
s the received server certificate and the trust chain properly validated?
|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by th
ldeveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?
[ore deprecated hash functions such o5 MDS or SHAL n use, or are non-

hash functions used when ci iash function

Functional

Intersects With

CRY-03

[Cryptographic mechanisms exist to protect the confidentiality of data being

A04:2025

Cryptographic Failures

Generaly speaking, all data In transit should be snerypted f the transportTayer
(OS! layer 4). Previous hurdles such as CPU performance and private
[ey/certificate management are now handled by CPUs having instructions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.

[Beyond securing the transport layer, it is important to determine what data
needs encryption at rest a5 wel a5 what data needs extra encryption n ransit
(at the ation layer, 0S| layer 7). For example, passwords, credit card
numbers, health records, persona information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU'S
General Data Protection Regulalion (GDPR), of reguiations such as Pl Data
ISecurity Standard (PCI DSS). For all such data:

|are any old or weak cryptographic algorithms or protocols used either by defauit
lor in older code?

|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing?

lare crypto keys checked into source code repositories?

Ils encryption not enforced, e.g., are any HTTP headers (browser) security
directives o headers missing?

s the received server certificate and the trust chain properly validated?

|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?

JAre passwords being used as cryptographic keys in the absence of a password
lbased key derivation function

I Fandomnese used that wae not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by the

Geveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?

[ore deprecated hes|

uch as MDS or SHAL in use, o are non-
functions used when c hash functions are

Functional

Intersects With

Transmission Integrity

CRY-04

[Cryptographic mechanisms exist to protect the integrity of data being
ftransmitted

A04:2025

Cryptographic Failures

Generally speaking, al data In sransit Should be encrypted ot the transport yer
(0S! layer 4). Previous hurdles such as CPU performance and

key/certificate management are now handled by CPUS having namictions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.

lBeyond securing the transport layer, it is important to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(at the application layer, OSI layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:

[are any old or weak cryptographic algorithms or protocols used either by defauit
lor in older code?

|Are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing

lare crypto keys checked into source code repositories?

s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?

s the received server certificate and the trust chain properly validated?

|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more

e
lare passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?

s randomness used that was not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by the
ldeveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?

|are deprecated hash functions such as MDS or SHAL in use, or are non-

en hash functions used when ¢ hash functions are

Functional

Intersects With

Encrypting Data At Rest

CRY-05

exist to prevent disclosure of data

lcr
lat rest.
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A04:2025

Cryptographic Failures

(Generally speaking, all data in transit should be encrypted at the transport layer
(OS! layer 4). Previous hurdles such as CPU performance and private
Kkeyicerticate management are now handled by CPUS having instructions
designed to accelerate encryption (eg: AES support) and private key
certificate management belng simplised by services ke LetsEncryat org with
major cloud vendrs providing even more tghity integrated certiicate
Imanagement services for their specific platfor
Beyont securing the transport layer, it s mportant to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(@t the application layer, 0S| layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|Are any old or weak cryptographic algorithms or protocols used either by default
lor in older code?
|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing?
lare crypto keys checked into source code repositories?
s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?
s the received server certificate and the trust chain properly validated?
|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
FEven ifthe correct unction is chosen, does t need to be seeded by
ldevelope if not, has the developer over-written the strong Seedmg
[unctionaliy buit into 1 ith a seed that lacks suficient
lentropy/unpredictabilit
[ire deprecated hash onctions such 25 MDS or SHAL n use, o are non-

functions used wi hash function:

Functional

Intersects With

Public Key Infrastructure
(PKI)

CRY-08

[Mechanisms exist to securely implement an internal Public Key Infrastructure
(PKID nfrastructure or obtain PKI servces from a reputable PKI service

A04:2025

Cryptographic Failures

Generaly speakmg, i T raner should be. encrypted at the transpnn Tayer
(0! layer 4). Previous hurdles such as CPU performance and

ey/certificate management are now handled by CPUs having msnucuons
ldesigned to accelerate encryption (eg: AES support) and private key a

(certificate management being simplified by services like LetsEncrypt. nrg with
Imajor cloud vendors providing even more tightly integrated certificate

services for their specific platforms.
[Beyond securing the transport layer, it is important to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(@t the application layer, 0S| layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|are any old or weak cryptographic algorithms or protocols used either by default
lor in older code?
|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing|

e Crypto keys checked into source code repositories?
s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?
s the received server certificate and the trust chain properly validated?
Joe initializaton vectors gnored, reused, or not generated suffciently secure for
line crybtographic mode of aperation? 1s an mode of operation such a:
ECB i use3 1o ancryption used when authenticated encryption i more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
Evenifthe correct function is chosen. does it need to be seeded by
ldeveloper, and if not, has the developer over-written the strong Seedmg
[anctionaiity bult into i with a seed that lacks suffcient
lentropy/unpredictability?
[ore deprecated hash functions such a5 MDS or SHAL n use, or are non-
ash functions used when hash function:

Functional

Intersects With

Cryptographic Key
Management

CRY-09

IMechanisms exist to facilitate cryptographic key management controls to
lprotect the confidentiality, integrity and availability of keys.

A04:2025

Cryptographic Failures

Ganerally speaking, all data In transit should be snrypted o the transportTayer
(OS! layer 4). Previous hurdles such as CPU performance and private
[ey/certificate management are now handled by CPUs having instructions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.
[Beyond securing the transport layer, it is important to determine what data
Ineeds sn(ryplmn at rest as well as what data needs extra encryption in transit
ation layer, 0S| layer 7). For example, passwords, credit
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|Are any old or weak cryptographic algorithms or protocols used either by defauit
ode?

|are default crypto keys in use, are weak crypto keys generated, are keys re-
Jused. or s proper key management and rotation missing?

|are crypto keys checked into source code repositories?
Ils encryption not enforced, e.g., are any HTTP headers (browser) security
directives o headers missing?
s the received server certificate and the trust chain properly validated?
|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by th
ldeveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?
[ore deprecated hash functions such o5 MDS or SHAL n use, or are non-

hash functions used when ci iash function

Functional

Intersects With

Te(hmﬂngy Development &
wisition

TDA-01

[Mechanisms exist to facilitate the implementation of tailored development
land acquisition strategies, contract tools and procurement methods to meet
lunique business needs.

A04:2025

Cryptographic Failures

Generaly speaking, all data In transit should be snerypted f the transportTayer
(OS! layer 4). Previous hurdles such as CPU performance and private
[ey/certificate management are now handled by CPUs having instructions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.

[Beyond securing the transport layer, it is important to determine what data
needs encryption at rest a5 wel a5 what data needs extra encryption n ransit
(at the ation layer, 0S| layer 7). For example, passwords, credit card
numbers, health records, persona information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU'S
General Data Protection Regulalion (GDPR), of reguiations such as Pl Data
ISecurity Standard (PCI DSS). For all such data:

|are any old or weak cryptographic algorithms or protocols used either by defauit
lor in older code?

|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing?

lare crypto keys checked into source code repositories?

Ils encryption not enforced, e.g., are any HTTP headers (browser) security
directives o headers missing?

s the received server certificate and the trust chain properly validated?

|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?

JAre passwords being used as cryptographic keys in the absence of a password
lbased key derivation function

I Fandomnese used that wae not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by the

Geveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?

[ore deprecated hes|

uch 25 MDS or SHAL In use, or are non-
Tunctions used w hash functions are

Functional

Intersects With

Product Management

TDA-0L.1

IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

A04:2025

Cryptographic Failures

Generally speaking, al data In sransit Should be encrypted ot the transport yer
(0S! layer 4). Previous hurdles such as CPU performance and

key/certificate management are now handled by CPUS having namictions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.

lBeyond securing the transport layer, it is important to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(at the application layer, OSI layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:

[are any old or weak cryptographic algorithms or protocols used either by defauit
lor in older code?

|Are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing

lare crypto keys checked into source code repositories?

s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?

s the received server certificate and the trust chain properly validated?

|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more

e
lare passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?

s randomness used that was not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by the
ldeveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?

|are deprecated hash functions such as MDS or SHAL in use, or are non-

en hash functions used when ¢ hash functions are

Functional

Intersects With

Minimum Viable Product
(MVP) Security
Requirements

TDA-02

IMechanisms exist to design, develop and produce Technology Assets,
|Applications and/or Services (TAAS) in such a way that risk-based technical
land functional specifications ensure Minimum Viable Product (MVP) criteria
[establish an appropriate level of security and resiliency based on applicable
risks and threats.

Secure Controls Framework (SCF)
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A04:2025

Cryptographic Failures

(Generally speaking, all data in transit should be encrypted at the transport layer
(OS! layer 4). Previous hurdles such as CPU performance and private
Kkeyicerticate management are now handled by CPUS having instructions
designed to accelerate encryption (eg: AES support) and private key
certificate management belng simplised by services ke LetsEncryat org with
major cloud vendrs providing even more tghity integrated certiicate
Imanagement services for their specific platfor
Beyont securing the transport layer, it s mportant to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(@t the application layer, 0S| layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|Are any old or weak cryptographic algorithms or protocols used either by default
lor in older code?
|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing?
lare crypto keys checked into source code repositories?
s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?
s the received server certificate and the trust chain properly validated?
|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
FEven ifthe correct unction is chosen, does t need to be seeded by
ldevelope if not, has the developer over-written the strong Seedmg
[unctionaliy buit into 1 ith a seed that lacks suficient
lentropy/unpredictabilit
[ire deprecated hash onctions such 25 MDS or SHAL n use, o are non-

functions used wi hash function:

Functional

Intersects With

Development Methods,
Techniques & Processes

TDA-02.3

[Mechanisms exist to require software developers to ensure that their
lsoftware development processes employ industry-recognized secure
[oractices for secure prigramming, ergieenng methots, quallty control
Iprocesses and validation techniques to minimize flawed and/or malformed
Cormar

A04:2025

Cryptographic Failures

Generaly speakmg, i T raner should be. encrypted at the transpnn Tayer
(0! layer 4). Previous hurdles such as CPU performance and

ey/certificate management are now handled by CPUs having msnucuons
ldesigned to accelerate encryption (eg: AES support) and private key a

(certificate management being simplified by services like LetsEncrypt. nrg with
Imajor cloud vendors providing even more tightly integrated certificate

services for their specific platforms.
[Beyond securing the transport layer, it is important to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(@t the application layer, 0S| layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|are any old or weak cryptographic algorithms or protocols used either by default
lor in older code?
|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing|

e Crypto keys checked into source code repositories?
s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?
s the received server certificate and the trust chain properly validated?
Joe initializaton vectors gnored, reused, or not generated suffciently secure for
line crybtographic mode of aperation? 1s an mode of operation such a:
ECB i use3 1o ancryption used when authenticated encryption i more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
Evenifthe correct function is chosen. does it need to be seeded by
ldeveloper, and if not, has the developer over-written the strong Seedmg
[anctionaiity bult into i with a seed that lacks suffcient
lentropy/unpredictability?
[ore deprecated hash functions such a5 MDS or SHAL n use, or are non-
ash functions used when hash function:

Functional

Intersects With

Documentation
Requirements

TDA-04

IMechanisms exist to obtain, protect and distribute administrator
|documentation for Technology Assets, Applications and/or Services (TAAS)

lthat describe:(1) Secure configuration, installation and operation of the TAAS;|

Bk Effecllve use and maintenance of security features/functions; and(3)
regarding and use of (eg.

pnwlegeu) functions.

A04:2025

Cryptographic Failures

Ganerally speaking, all data In transit should be snrypted o the transportTayer
(OS! layer 4). Previous hurdles such as CPU performance and private
[ey/certificate management are now handled by CPUs having instructions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.
[Beyond securing the transport layer, it is important to determine what data
Ineeds sn(ryplmn at rest as well as what data needs extra encryption in transit
ation layer, 0S| layer 7). For example, passwords, credit
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|Are any old or weak cryptographic algorithms or protocols used either by defauit
ode?

|are default crypto keys in use, are weak crypto keys generated, are keys re-
Jused. or s proper key management and rotation missing?

|are crypto keys checked into source code repositories?
Ils encryption not enforced, e.g., are any HTTP headers (browser) security
directives o headers missing?
s the received server certificate and the trust chain properly validated?
|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by th
ldeveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?
[ore deprecated hash functions such o5 MDS or SHAL n use, or are non-

hash functions used when ci iash function

Functional

Intersects With

Functional Properties

TDA-04.1

[Mechanisms exist to require software developers to provide information
|describing the functional properties of the security, compliance and
resilience controls to be utilized within Technology Assets, Applications
land/or Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

A04:2025

Cryptographic Failures

Generaly speaking, all data In transit should be snerypted f the transportTayer
(OS! layer 4). Previous hurdles such as CPU performance and private
[ey/certificate management are now handled by CPUs having instructions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.

[Beyond securing the transport layer, it is important to determine what data
needs encryption at rest a5 wel a5 what data needs extra encryption n ransit
(at the ation layer, 0S| layer 7). For example, passwords, credit card
numbers, health records, persona information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU'S
General Data Protection Regulalion (GDPR), of reguiations such as Pl Data
ISecurity Standard (PCI DSS). For all such data:

|are any old or weak cryptographic algorithms or protocols used either by defauit
lor in older code?

|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing?

lare crypto keys checked into source code repositories?

Ils encryption not enforced, e.g., are any HTTP headers (browser) security
directives o headers missing?

s the received server certificate and the trust chain properly validated?

|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?

JAre passwords being used as cryptographic keys in the absence of a password
lbased key derivation function

I Fandomnese used that wae not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by the

Geveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?

[ore deprecated hes|

uch 25 MDS or SHAL In use, or are non-
Tunctions used w hash functions are

Functional

Intersects With

Developer Arc
esign

TDA-05

IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to produce a design specification and
lsecurity architecture that:(1) Is consistent with and supportive of the
lorganization's security architecture which is established within and is an
integrated part of the organization’s enterprise architecture;(2) Accurately
land completely describes the required security functionality and the
lallocation of security, compliance and resilience controls among physical and
logical components; and(3) Expresses how individual security functions,
Imechanisms and services work together to provide required security
[capabilities and a unified approach to protection.

A04:2025

Cryptographic Failures

Generally speaking, al data In sransit Should be encrypted ot the transport yer
(0S! layer 4). Previous hurdles such as CPU performance and

key/certificate management are now handled by CPUS having namictions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.

lBeyond securing the transport layer, it is important to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(at the application layer, OSI layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:

[are any old or weak cryptographic algorithms or protocols used either by defauit
lor in older code?

|Are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing

lare crypto keys checked into source code repositories?

s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?

s the received server certificate and the trust chain properly validated?

|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more

e
lare passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?

s randomness used that was not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by the
ldeveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?

|are deprecated hash functions such as MDS or SHAL in use, or are non-

en hash functions used when ¢ hash functions are

Functional

Intersects With

Secure Software
Development Practices
(ssbp)

TDA-06

s exist to develop applications based on Secure Software
Develapment Practices (SSDP).

Secure Controls Framework (SCF)
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A04:2025

Cryptographic Failures

(Generally speaking, all data in transit should be encrypted at the transport layer
(OS! layer 4). Previous hurdles such as CPU performance and private
Kkeyicerticate management are now handled by CPUS having instructions
designed to accelerate encryption (eg: AES support) and private key
certificate management belng simplised by services ke LetsEncryat org with
major cloud vendrs providing even more tghity integrated certiicate
Imanagement services for their specific platfor
Beyont securing the transport layer, it s mportant to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(@t the application layer, 0S| layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|Are any old or weak cryptographic algorithms or protocols used either by default
lor in older code?
|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing?
lare crypto keys checked into source code repositories?
s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?
s the received server certificate and the trust chain properly validated?
|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
FEven ifthe correct unction is chosen, does t need to be seeded by
ldevelope if not, has the developer over-written the strong Seedmg
[unctionaliy buit into 1 ith a seed that lacks suficient
lentropy/unpredictabilit
[ire deprecated hash onctions such 25 MDS or SHAL n use, o are non-

functions used wi hash function:

Functional

Intersects With

Threat Modeling

TDA-06.2

IMechanisms exist to perform threat modelling and other secure design
ltechniques, to ensure that threats to software and solutions are identified
land accounted for.

A04:2025

Cryptographic Failures

Generaly speakmg, i T raner should be. encrypted at the transpnn Tayer
(0! layer 4). Previous hurdles such as CPU performance and

ey/certificate management are now handled by CPUs having msnucuons
ldesigned to accelerate encryption (eg: AES support) and private key a

(certificate management being simplified by services like LetsEncrypt. nrg with
Imajor cloud vendors providing even more tightly integrated certificate

services for their specific platforms.
[Beyond securing the transport layer, it is important to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(@t the application layer, 0S| layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|are any old or weak cryptographic algorithms or protocols used either by default
lor in older code?
|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing|

e Crypto keys checked into source code repositories?
s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?
s the received server certificate and the trust chain properly validated?
Joe initializaton vectors gnored, reused, or not generated suffciently secure for
line crybtographic mode of aperation? 1s an mode of operation such a:
ECB i use3 1o ancryption used when authenticated encryption i more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
Evenifthe correct function is chosen. does it need to be seeded by
ldeveloper, and if not, has the developer over-written the strong Seedmg
[anctionaiity bult into i with a seed that lacks suffcient
lentropy/unpredictability?
[ore deprecated hash functions such a5 MDS or SHAL n use, or are non-
ash functions used when hash function:

Functional

Intersects With

Software Assurance
Maturity Model (SAMM)

TDA-06.3

[Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
lgovern a secure development lifecycle for the development of Technology
|Assets, Applications and/or Services (TAAS)

A04:2025

Cryptographic Failures

Ganerally speaking, all data In transit should be snrypted o the transportTayer
(OS! layer 4). Previous hurdles such as CPU performance and private
[ey/certificate management are now handled by CPUs having instructions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.
[Beyond securing the transport layer, it is important to determine what data
Ineeds sn(ryplmn at rest as well as what data needs extra encryption in transit
ation layer, 0S| layer 7). For example, passwords, credit
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|Are any old or weak cryptographic algorithms or protocols used either by defauit
ode?

|are default crypto keys in use, are weak crypto keys generated, are keys re-
Jused. or s proper key management and rotation missing?

|are crypto keys checked into source code repositories?
Ils encryption not enforced, e.g., are any HTTP headers (browser) security
directives o headers missing?
s the received server certificate and the trust chain properly validated?
|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by th
ldeveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?
[ore deprecated hash functions such o5 MDS or SHAL n use, or are non-

hash functions used when ci iash function

Functional

Intersects With

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

Mecharisms existto require system developersfntagrators consult with
lsecurity, compliance andjor resilience personnel to:(1) Create and implement]
la Security Testing and Evaluation (ST&E) plan, or similar capability:(2
implement a verifiable flaw remediation process to correct weaknesses and
|deficiencies identified during the control testing and evaluation process;
land(3) Document the results.

A04:2025

Cryptographic Failures

Generaly speaking, all data In transit should be snerypted f the transportTayer
(OS! layer 4). Previous hurdles such as CPU performance and private
[ey/certificate management are now handled by CPUs having instructions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.

[Beyond securing the transport layer, it is important to determine what data
needs encryption at rest a5 wel a5 what data needs extra encryption n ransit
(at the ation layer, 0S| layer 7). For example, passwords, credit card
numbers, health records, persona information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU'S
General Data Protection Regulalion (GDPR), of reguiations such as Pl Data
ISecurity Standard (PCI DSS). For all such data:

|are any old or weak cryptographic algorithms or protocols used either by defauit
lor in older code?

|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing?

lare crypto keys checked into source code repositories?

Ils encryption not enforced, e.g., are any HTTP headers (browser) security
directives o headers missing?

s the received server certificate and the trust chain properly validated?

|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?

JAre passwords being used as cryptographic keys in the absence of a password
lbased key derivation function

I Fandomnese used that wae not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by the

Geveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?

[ore deprecated hes|

uch 25 MDS or SHAL In use, or are non-
Tunctions used w hash functions are

Functional

Intersects With

Static Code Analysis

TDA-09.2

IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ static code analysis tools to
identify and remediate common flaws and document the results of the
lanalysis.

A04:2025

Cryptographic Failures

Generally speaking, al data In sransit Should be encrypted ot the transport yer
(0S! layer 4). Previous hurdles such as CPU performance and

key/certificate management are now handled by CPUS having namictions
ldesigned to accelerate encryption (eg: AES support) and private key and
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.

lBeyond securing the transport layer, it is important to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(at the application layer, OSI layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:

[are any old or weak cryptographic algorithms or protocols used either by defauit
lor in older code?

|Are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing

lare crypto keys checked into source code repositories?

s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?

s the received server certificate and the trust chain properly validated?

|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more

e
lare passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?

s randomness used that was not designed to meet cryptographic requirements?
[Even if the correct function is chosen, does it need to be seeded by the
ldeveloper, and if not, has the developer over-written the strong seeding
[functionality built into it with a seed that lacks sufficient
lentropy/unpredictability?

|are deprecated hash functions such as MDS or SHAL in use, or are non-

en hash functions used when ¢ hash functions are

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ dynamic code analysis tools to
identify and remediate common flaws and document the results of the
lanalysis.

Secure Controls Framework (SCF)
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A04:2025

Cryptographic Failures

(Generally speaking, all data in transit should be encrypted at the transport layer
(OS! layer 4). Previous hurdles such as CPU performance and private
ey/certificate management are now handled by CPUs having instructions
designed to accelerate encryption (eg: AES support) and private key an:
(certificate management being simplified by services like LetsEncrypt.org with
Imajor cloud vendors providing even more tightly integrated certificate
Imanagement services for their specific platforms.
[Beyond securing the transport layer, it is important to determine what data
Ineeds encryption at rest as well as what data needs extra encryption in transit
(@t the application layer, 0S| layer 7). For example, passwords, credit card
Inumbers, health records, personal information, and business secrets require
lextra protection, especially if that data falls under privacy laws, e.g., EU's
(General Data Protection Regulation (GDPR), or regulations such as PCI Data
ISecurity Standard (PCI DSS). For all such data:
|Are any old or weak cryptographic algorithms or protocols used either by default
lor in older code?
|are default crypto keys in use, are weak crypto keys generated, are keys re-
lused, or is proper key management and rotation missing?
lare crypto keys checked into source code repositories?
s encryption not enforced, e.g., are any HTTP headers (browser) security
directives or headers missing?
s the received server certificate and the trust chain properly validated?
|are initialization vectors ignored, reused, or not generated sufficiently secure for
lthe cryptographic mode of operation? Is an insecure mode of operation such as
[ECB in use? Is encryption used when authenticated encryption is more
lappropriate?
|are passwords being used as cryptographic keys in the absence of a password
lbased key derivation function?
s randomness used that was not designed to meet cryptographic requirements?
FEven ifthe correct unction is chosen, does t need to be seeded by
ldevelope if not, has the developer over-written the strong seedmg
[unctionaliy buit into 1 ith a seed that lacks suficient
lentropy/unpredictabilit
[ire deprecated hash onctions such 25 MDS or SHAL n use, r are non-

h functions used w hash function:

Functional

Intersects With

Application Penetration
sting

TDA-09.5

[Mechanisms exist to perform application-level penetration testing of custom-
Imade Technology Assets, Applications and/or Services (TAAS).

A05:2025

Injection

fAn injoction valnerability i an appncamn flaw that allows untrusted user input to|
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsaritized data i used whthin object relational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentally hostle gata s directly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, OS command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
cookdes,JSON, SOAP, and XML data inputs. The aditon of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the

lpipeline can also be helpful to identify injection flaws before production
ldeployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Configuration Management

CFG-01

IMechanisms exist to facilitate the implementation of configuration
Imanagement controls.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when

lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.

data is used within mapping (ORM) search
lparameters to extract additional, sensitive records.

[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lSome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
((DAST), and interactive (IAST) application security testing tools into the
ipeire can aiso be helpful t ldentiy |
ldeploy

A raiaredclss of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

njection flaws before production

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

IMechanisms exist to develop, document and maintain secure baseline
|configurations for Technology Assets, Applications and/or Services (TAAS)
lthat are consistent with industry-accepted system hardening standards.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.
lnsaritized daka i used within object-elational maping (ORM)search
lparameters to extract additional, sensitive record:
Potentially hostte data s directly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

of the more common injections are SQL, NoSQL, OS command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The (un(ept is identical among all
interpreters. Detection is best achieve nation of source code review
long with automated testing (including Ruzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(OASTY and nteractive (1aST) application security testing tools into the CI/CD
lpipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
lPrompt Injection.

Functional

Intersects With

Least Functionality

CFG-03

IMechanisms exist to configure systems to provide only essential capabilities.
lby specifically prohibiting or restricting the use of ports, protocols, and/or
rvices.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

used within mapping (ORM) search
lparameters to extract additional, sensitive records.

[Potentially hostile data is directly used or concatenated. The SQL or command
contains the structure and maliclous data in dynamic querles, commands, o
stored procedur

ISome of the more common injections are SQL, NoSQL, OS command, Objex
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
((DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

File Integrity Monitoring
(FiM)

MON-01.7

IMechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-
|detection technology, on critical Technology Assets, Applications and/or
Services (TAAS) to generate alerts for unauthorized modifications.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.q. a browser, database, the command line) and
couses the Inerpreter to execute parts of that nput as commands.
|an application is vulnerable to attack wi
User-supplied data is not valdated, hitered. or sanitized by the epplication
IDynamic queries or calls without caping are
lused directly inthe inerpreter

i s used within objectrelational magping (ORM) search

rametors to exiract additional, sensitive e

Potentially hostile oata is irectly used or oncarenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.
lsome of the more common injections are SQL, NoSQL, OS command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
lPrompt Injection.

Functional

Intersects With

Embedded Technology
Security Program

EMB-01

Mecha
lcontrols.

ms exist to facilitate the implementation of embedded technology

Secure Controls Framework (SCF)

25 0f 52



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descri

OWASP Top 10 - 2025

SCF Control

Secure Controls Fram
[

Version 2026.1_x000a_03/27/2026

A05:2025

Injection

[An injection vuinerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.g. a browser, database, the command line) an
causes the interpreter to execute parts of that input as commands.
lan application is vulnerable to attack wi
User-supplied data is not validated, itered. or sanitzed by the application

calls without escaping are

sed directly in the interpreter.
Uneanitized data is used within object- relationsl magping (ORM)search
xtract additional, sensitiv

Potentially hostile data is directly used or oncarerated.The 5QL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, 0S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Embedded Technology
Configuration Monitoring

EMB-05

IMechanisms exist to generate log entries on embedded devices when
|configuration changes or attempts to access interfaces are detected.

A05:2025

Injection

[on jecton viherablty s an appication faw Tt allows Unirusted user Iout 1o

lbe sent to an interpreter (e.g. a browser, database, the command line) and

lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

user.supplied data i not valdsted ftered, o sanitized by the application
IDynamic queries or calls without escaping are

lused directly in the interpreter.

ta is used within mapping (ORM) search
lparameters to extract additional, sensitive records.

[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.

[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Prevent Alterations

EMB-06

IMechanisms exist to protect embedded devices by preventing the
installation and execution of software.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsaritized data i used whthin objectrelational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostte data s directly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
cookdes,JSON, SOAP and XML data inputs. The sdlditon of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the

Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Restrict Access To Security

END-16

[Mechanisms exist to ensure security functions are restricted to authorized
indiviuals and enforce least privilege control requirements for necessary job
nctions.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.

fata is used within mapping (ORM) search
lparameters to extract additional, sensitive records.
[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.
[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
((DAST), and interactive (IAST) application security testing tools into the
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Specialized Assessments

1A0-02.2

IMechanisms exist to conduct specialized assessments for:(1) Statutory,
reaulatory and contractual compliance obligations;(z) Monitoring capabitles:
(3) Mobile devices;(4) Databases;(5) Application security;(6) Embedded
ltechnologies (e.q.. 10T, OT, etc.);(7) Vulnerability management;(8) Malicious
[code;(9) Insider threat: Performance/load testing; and/or(11) Artificial
Intelligence and Autonomous Technologies (AAT).

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsanitized data i used whthin object relational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostle gata s irectly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

Isome of the more common injections are SQL, NoSQL, S command, Objet
Relational Mapping (ORM). LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The (un(ept identical amon

interpreters. Detection is best achieve nation of soures code review
along with automated testing (inchuding fuzsing) of il parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

1A0-04

[Mechanisms exist to require system developers and integrators to create and|
lexecute a Security Testing and Evaluation (ST&E) plan, or similar process, to
identify and remediate flaws during development.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.
data s used wihin mapping (ORM) search

xtract additional, sensitive records.
[Potentially hosie data directly used or concatenated. The SQL or command
contains the siructure and maliclous data in dynamic querles, commands, or
stored procedur
lSome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Data Privacy Requirements
for Contractors & Service
Providers

PRI-07.1

IMechanisms exist to include data privacy requirements in contracts and
lother acquisition-related documents that establish data privacy roles and
responsibilities for contractors and service providers.

Secure Controls Framework (SCF)
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A05:2025

Injection

[An injection vuinerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.g. a browser, database, the command line) an
causes the interpreter to execute parts of that input as commands.
lan application is vulnerable to attack wi
User-supplied data is not validated, itered. or sanitzed by the application

calls without escaping are

sed directly in the interpreter.
Uneanitized data is used within object- relationsl magping (ORM)search
xtract additional, sensitiv

Potentially hostile data is directly used or oncarerated.The 5QL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, 0S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Secure Engineering
Principles

SEA-01

IMechanisms exist to facilitate the implementation of industry-recognized
securiy, compliance and resilence practices i the specification, design,
of Technology Assets,

|Applications and/or Services. 1TAAS)

A05:2025

Injection

[on jecton viherablty s an appication faw Tt allows Unirusted user Iout 1o

lbe sent to an interpreter (e.g. a browser, database, the command line) and

lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

user.supplied data i not valdsted ftered, o sanitized by the application
IDynamic queries or calls without escaping are

lused directly in the interpreter.

lUnsanitized data is used within mapping (ORM) search

lparameters to extract additional, sensitive records.
[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.

[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Centralized Management of

Security, Compliance &
Resilience Controls

SEA-01.1

IMechanisms exist to
land mplementation of se(unty, cumpnance o reence cotraleana
related processes.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsaritized data i used whthin objectrelational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostte data s directly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
cookdes,JSON, SOAP and XML data inputs. The sdlditon of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the

Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Defense-In-Depth (DID)
Architecture

SEA-03

ms exist to implement security functions as a layered structure
Iminimizing interactions between layers of the design and avoiding any
|dependence by lower layers on the functionality or correctness of higher
layers

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when

lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lUnsanitized data is used within mapping (ORM) search
lparameters to extract additional, sensitive records.

[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.

[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
((DAST), and interactive (IAST) application security testing tools into the Clj
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Application Partitioning

SEA-03.2

IMechanisms exist to separate user functionality from system management
[functionality.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsanitized data i used whthin object relational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostle gata s irectly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

Isome of the more common injections are SQL, NoSQL, S command, Objet
Relational Mapping (ORM). LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The (un(ept identical amon

interpreters. Detection is best achieve nation of soures code review
along with automated testing (inchuding fuzsing) of il parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Process Isolation

SEA-04

IMechanisms exist to implement a separate execution domain for each
lexecuting process.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
used directly in the Interpreter,
d dota s used within mapping (ORM) search

act additional, sensitive records.
[Potentially hosie data directly used or concatenated. The SQL or command
contains the siructure and malicous Gata i dynamic queries, commands, or
stored procedur
lSome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Security Function Isolation

SEA-04.1

IMechanisms exist to isolate sec

functions from non-security functions,

Secure Controls Framework (SCF)
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A05:2025

Injection

[An injection vuinerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.g. a browser, database, the command line) an
causes the interpreter to execute parts of that input as commands.
lan application is vulnerable to attack wi
User-supplied data is not validated, itered. or sanitzed by the application

calls without escaping are

sed directly in the interpreter.
Uneanitized data is used within object- relationsl magping (ORM)search
xtract additional, sensitiv

Potentially hostile data is directly used or oncarerated.The 5QL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, 0S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Hardware Separation

SEA-04.2

[Mechanism:
lto fa

s exist to implement underlying hardware separation mechanisms
litate process separation

A05:2025

Injection

[on jecton viherablty s an appication faw Tt allows Unirusted user Iout 1o

lbe sent to an interpreter (e.g. a browser, database, the command line) and

lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

user.supplied data i not valdsted ftered, o sanitized by the application
IDynamic queries or calls without escaping are

lused directly in the interpreter.

lUnsanitized data is used within mapping (ORM) search

lparameters to extract additional, sensitive records.
[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.

[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Thread Separation

SEA-04.3

[Mechanisms exist to maintain a separate execution domain for each thread
in multi-threaded processing.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsaritized data i used whthin objectrelational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostte data s directly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
cookdes,JSON, SOAP and XML data inputs. The sdlditon of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the

Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Information In Shared
rces

SEA-05

IMechanisms exist to prevent unauthorized and unintended information
[transfer via shared system resources.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when

lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lUnsanitized data is used within mapping (ORM) search
lparameters to extract additional, sensitive records.

[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.

[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
((DAST), and interactive (IAST) application security testing tools into the Clj
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Prevent Program Execution

SEA-06

|Automated mechanisms exist to prevent the execution of unauthorized
[software programs.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsanitized data i used whthin object relational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostle gata s irectly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

Isome of the more common injections are SQL, NoSQL, S command, Objet
Relational Mapping (ORM). LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The (un(ept identical amon

interpreters. Detection is best achieve nation of soures code review
along with automated testing (inchuding fuzsing) of il parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Fail Secure

SEA-07.2

[Mechanisms exist to enable systems to fail to an organization-defined
[known-state for types of failures, preserving system state information in
[Failure.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
used directly in the Interpreter,
d dota s used within mapping (ORM) search

act additional, sensitive records.
[Potentially hosie data directly used or concatenated. The SQL or command
contains the siructure and malicous Gata i dynamic queries, commands, or
stored procedur
lSome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Non-Persistence

SEA-08

[Mechanisms exist to implement non-persistent system components and
lservices that are initiated in a known state and terminated upon the end of
lthe session of use or periodically at an organization-defined frequency.

Secure Controls Framework (SCF)

28 of 52



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descri

OWASP Top 10 - 2025

SCF Control

Secure Controls Fram
[

Version 2026.1_x000a_03/27/2026

A05:2025

Injection

[An injection vuinerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.g. a browser, database, the command line) an
causes the interpreter to execute parts of that input as commands.
lan application is vulnerable to attack wi
User-supplied data is not validated, itered. or sanitzed by the application

calls without escaping are

sed directly in the interpreter.
Uneanitized data is used within object- relationsl magping (ORM)search
xtract additional, sensitiv

Potentially hostile data is directly used or oncarerated.The 5QL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, 0S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Technology Development &
Acquisition

TDA-01

[Mechanisms exist to facilitate the implementation of tailored development
land acquisition strategies, contract tools and procurement methods to meet
lunique business needs.

A05:2025

Injection

[on jecton viherablty s an appication faw Tt allows Unirusted user Iout 1o

lbe sent to an interpreter (e.g. a browser, database, the command line) and

lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

user.supplied data i not valdsted ftered, o sanitized by the application
IDynamic queries or calls without escaping are

lused directly in the interpreter.

ta is used within mapping (ORM) search
lparameters to extract additional, sensitive records.

[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.

[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Product Management

TDA-01.1

IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
ssets, Applications and/or Services (TAAS) across the System Development

Life Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsaritized data i used whthin objectrelational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostte data s directly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
cookdes,JSON, SOAP and XML data inputs. The sdlditon of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the

Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Minimunn Viable Product
(MVP) Security
Requirements

TDA-02

IMechanisms exist to design, develop and produce Technology Assets,
|Applications and/or Services (TAAS) in such a way that risk-based technical
land functional specifications ensure Minimum Viable Product (MVP) criteria
lestablish an appropriate level of security and resiliency based on applicable
risks and threats.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.

fata is used within mapping (ORM) search
lparameters to extract additional, sensitive records.
[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.
[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
((DAST), and interactive (IAST) application security testing tools into the
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Documentation
Requirements

TDA-04

IMechanisms exist to obtain, protect and distribute administrator
documentation fo Technology Assets, Applicatons and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;
Bk Effemve use and maintenance of security features/functions; and(3)
regarding and use of (eg.

prvileged) functions

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsanitized data i used whthin object relational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostle gata s irectly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

Isome of the more common injections are SQL, NoSQL, S command, Objet
Relational Mapping (ORM). LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The (un(ept identical amon

interpreters. Detection is best achieve nation of soures code review
along with automated testing (inchuding fuzsing) of il parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Functional Properties

TDA-04.1

exist to require software developers to provide information
|describing the functional properties of the security, compliance and
resilience controls to be utilized within Technology Assets, Applications
land/or Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.
data s used wihin mapping (ORM) search

xtract additional, sensitive records.
[Potentially hosie data directly used or concatenated. The SQL or command
contains the siructure and maliclous data in dynamic querles, commands, or
stored procedur
lSome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Secure Software
Development Practices
(SSDP)

TDA-06

[Mechanisms exist to develop applications based on Secure Software
IDevelopment Practices (SSDP).
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A05:2025

Injection

[An injection vuinerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.g. a browser, database, the command line) an
causes the interpreter to execute parts of that input as commands.
lan application is vulnerable to attack wi
User-supplied data is not validated, itered. or sanitzed by the application

calls without escaping are

sed directly in the interpreter.
Uneanitized data is used within object- relationsl magping (ORM)search
xtract additional, sensitiv

Potentially hostile data is directly used or oncarerated.The 5QL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, 0S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

[Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:(1) Create and implement]
la Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
Implement a verifiable flaw remediation process to correct weaknesses and
|deficiencies identified during the control testing and evaluation process;
land(3) Document the results.

A05:2025

Injection

[on jecton viherablty s an appication faw Tt allows Unirusted user Iout 1o

lbe sent to an interpreter (e.g. a browser, database, the command line) and

lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

user.supplied data i not valdsted ftered, o sanitized by the application
IDynamic queries or calls without escaping are

lused directly in the interpreter.

ta is used within mapping (ORM) search
lparameters to extract additional, sensitive records.

[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.

[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Static Code Analysis

TDA-09.2

IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ static code analysis tools to
identify and remediate common flaws and document the results of the
lanalysis.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsaritized data i used whthin objectrelational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostte data s directly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
cookdes,JSON, SOAP and XML data inputs. The sdlditon of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the

Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ dynamic code analysis tools to
identify and remediate common flaws and document the results of the
lanalysis.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.

fata is used within mapping (ORM) search
lparameters to extract additional, sensitive records.
[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.
[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
((DAST), and interactive (IAST) application security testing tools into the
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Application Penetration
Testing

TDA-09.5

[Mechanisms exist to perform application-level penetration testing of custom-
Imade Technology Assets, Applications and/or Services (TAAS).

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsanitized data i used whthin object relational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostle gata s irectly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

Isome of the more common injections are SQL, NoSQL, S command, Objet
Relational Mapping (ORM). LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The (un(ept identical amon

interpreters. Detection is best achieve nation of soures code review
along with automated testing (inchuding fuzsing) of il parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Third-Party Management

TPM-01

Mechanisms existto faclltate the implementation of thirdparty
Imanagement control

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.
data s used wihin mapping (ORM) search

xtract additional, sensitive records.
[Potentially hosie data directly used or concatenated. The SQL or command
contains the siructure and maliclous data in dynamic querles, commands, or
stored procedur
lSome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Supply Chain Risk
Management (SCRM)

TPM-03

IMechanisms exist to:(1) Evaluate security risks and threats associated with
[Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)|
[Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary.

Secure Controls Framework (SCF)
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A05:2025

Injection

[An injection vuinerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.g. a browser, database, the command line) an
causes the interpreter to execute parts of that input as commands.
lan application is vulnerable to attack wi
User-supplied data is not validated, itered. or sanitzed by the application

calls without escaping are

sed directly in the interpreter.
Uneanitized data is used within object- relationsl magping (ORM)search
xtract additional, sensitiv

Potentially hostile data is directly used or oncarerated.The 5QL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, 0S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Third-Party Services

IMechanisms exist to mitigate the risks associated with third-party access to
TPM-04 the organization's Technology Assets, Applications, Services and/or Data
(TAASD).

A05:2025

Injection

[on jecton viherablty s an appication faw Tt allows Unirusted user Iout 1o

lbe sent to an interpreter (e.g. a browser, database, the command line) and

lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

user.supplied data i not valdsted ftered, o sanitized by the application
IDynamic queries or calls without escaping are

lused directly in the interpreter.

ta is used within mapping (ORM) search
lparameters to extract additional, sensitive records.

[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.

[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Third-Party Risk
Assessments & Approvals

s exist to conduct a risk assessment prior to the acquisition or
TPM-04.1 cutsnur(mg of technology-related Technology Assets, Applications and/or
[Services (TAAS).

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsaritized data i used whthin objectrelational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostte data s directly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
cookdes,JSON, SOAP and XML data inputs. The sdlditon of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the

Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

External Connectivity
equirements -

Identification of Ports,

Protocols & Services

[Mechanisms exist to require External Service Providers (ESPs) to identify and
TPM.0a2 [document the business need for ports, protocols and other services it

Irequires to operate its Technology Assets, Applications and/or Services
(TAAS).

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.

fata is used within mapping (ORM) search
lparameters to extract additional, sensitive records.
[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.
[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
((DAST), and interactive (IAST) application security testing tools into the
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Third-Party Processing,
Storage and Service
Locations

IMechanisms exist to restrict the location of information processing/storage

TPM-084 " lhased on business requirements

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsanitized data i used whthin object relational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostle gata s irectly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

Isome of the more common injections are SQL, NoSQL, S command, Objet
Relational Mapping (ORM). LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The (un(ept identical amon

interpreters. Detection is best achieve nation of soures code review
along with automated testing (inchuding fuzsing) of il parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Review of Third-Party
Services

[Mechanisms exist to monitor, regularly review and assess External Service
TPM-08  [Providers (ESPs) for compliance with established contractual requirements
[for security, compliance and resilience controls.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.
data s used wihin mapping (ORM) search

xtract additional, sensitive records.
[Potentially hosie data directly used or concatenated. The SQL or command
contains the siructure and maliclous data in dynamic querles, commands, or
stored procedur
lSome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Third-Party Deficiency
Remediation

IMechanisms exist to address weaknesses or deficiencies in supply chain
TPM-09  [elements identified during independent or organizational assessments of
lsuch elements

Secure Controls Framework (SCF)
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A05:2025

Injection

[An injection vuinerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.g. a browser, database, the command line) an
causes the interpreter to execute parts of that input as commands.
lan application is vulnerable to attack wi
User-supplied data is not validated, itered. or sanitzed by the application

calls without escaping are

sed directly in the interpreter.
Uneanitized data is used within object- relationsl magping (ORM)search
xtract additional, sensitiv

Potentially hostile data is directly used or oncarerated.The 5QL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, 0S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Vulnerability & Patch
Management Program
(vPMP)

VPM-01

IMechanisms exist to facilitate the implementation and moni
|vulnerability management controls

A05:2025

Injection

[on jecton viherablty s an appication faw Tt allows Unirusted user Iout 1o

lbe sent to an interpreter (e.g. a browser, database, the command line) and

lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

user.supplied data i not valdsted ftered, o sanitized by the application
IDynamic queries or calls without escaping are

lused directly in the interpreter.

ta is used within mapping (ORM) search
lparameters to extract additional, sensitive records.

[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.

[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

exist to ensure that

Process.

VPM-02

are properly identified,
ltracked and remediated.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsaritized data i used whthin objectrelational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostte data s directly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

lsome of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
lalong with automated testing (including fuzzing) of all parameters, headers, URL,
cookdes,JSON, SOAP and XML data inputs. The sdlditon of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the

Ipipeline can also be helpful to identify injection flaws before production
(deployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Vulnerability Ranking

VPM-03

IMechanisms exist to identify and assign a risk ranking to newly discovered
lsecurity vulnerabilities using reputable outside sources for security
|vulnerability information.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input to|
lbe sent to an interpreter (e.g. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.
|an application is vulnerable to attack when
lUser-supplied data is not validated, filtered, or sanitized by the application
IDynamic queries or calls without escaping are
lused directly in the interpreter.

fata is used within mapping (ORM) search
lparameters to extract additional, sensitive records.
[Potentially hostile data is directly used or concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
Istored procedures.
[Some of the more common injections are SQL, NoSQL, S command, Object
[Relational Mapping (ORM), LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The concept is identical among all
interpreters. Detection is best achieved by a combination of source code review
jalong with automated testing (including fuzzing) of all parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
((DAST), and interactive (IAST) application security testing tools into the
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.
|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LM Top 10, specifically LLM01:2025
Prompt Injection.

Functional

Intersects With

Continuous Vulnerability
Remediation Activities.

VPM-04

[Mechanisms exist to address new threats and vulnerabilities on an ongoing
lbasis and ensure assets are protected against known attacks.

A05:2025

Injection

[An injection vulnerability is an application flaw that allows untrusted user input tol
lbe sent to an interpreter (e.q. a browser, database, the command line) and
lcauses the interpreter to execute parts of that input as commands.

|an application is vulnerable to attack when:

lUser-supplied data is not validated, filtered, or sanitized by the application.
IDynamic queries or calls without escaping are
lused directly in the interpreter.

lnsanitized data i used whthin object relational maping (ORM)search
lparameters to extract additional, sensitive record:

Potentially hostle gata s irectly used of concatenated. The SQL or command
lcontains the structure and malicious data in dynamic queries, commands, or
stored procedures.

Isome of the more common injections are SQL, NoSQL, S command, Objet
Relational Mapping (ORM). LDAP, and Expression Language (EL) or Object Graph
INavigation Library (OGNL) injection. The (un(ept identical amon

interpreters. Detection is best achieve nation of soures code review
along with automated testing (inchuding fuzsing) of il parameters, headers, URL,
lcookies, JSON, SOAP, and XML data inputs. The addition of static (SAST), dynamic
(DAST), and interactive (IAST) application security testing tools into the CI/CD
Ipipeline can also be helpful to identify injection flaws before production
ldeployment.

|A related class of injection vulnerabilities has become common in LLMs. These
lare discussed separately in the OWASP LLM Top 10, specifically LLM01:2025
[Prompt Injection.

Functional

Intersects With

Vulnerability Scanning

VPM-06

s exist to detect vulnerabilities and configuration errors by routine|
vu\nerabmty Seanning of Systems and applications.

A06:2025

Insecure Design

linsecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a
lbetween insecure design and insecure implementation. We differentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
fixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
lsystem being developed, and thus the failure to determine what level of security
ldesign is require

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design

Having a Secure Development Lifecycle

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

exist to develop, document and maintain secure baseline
conﬁguratmns(arTs(hnoIagy Assets, Applications and/or Services (TAAS)
[that are consistent with industry-accepted system hardening standards.

Secure Controls Framework (SCF)
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A06:2025

Insecure Design

insecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
design flaws and implementation defects for a reason, they have diferent root
lcauses, take place at different times in the development process, an

iferent remediations. A secure degigh can Stll have impementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
ffixed by a perfect implementation as needed security controls were never
(created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
system being developed, and thus the failure to determine what level of security
design is required.

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design

Having a Secure Development Lifecycle

Functional

Intersects With

Specialized Assessments

1A0-02.2

[Mechanisms exist to conduct specialized assessments for:(1) Statutory,
regulatory and contractual compliance obligations;(2) Monitoring capabilities;
(3) Mobile devices;(4) Databases;(5) Application security;(6) Embedded
ltechnologies (e.g., 10T, OT, etc.);(7) Vulnerability management;(8) Malicious
[code;(9) Insider threats;(10) Performance/load testing; and/or(11) Artificial
Intelligence and Autonomous Technologies (AAT).

A06:2025

Insecure Design

linsecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
[fixed by a perfect implementation as needed security controls were never
created to dfend against specific atacks. One o the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
eyatem being developed, snd thus the falure to dekermine what level of securty
ldesign is require

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design

Having a Secure Development Lifecycle

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

180-04

IMechanisms exist to require system developers and integrators to create and
lexecute a Security Testing and Evaluation (ST&E) plan, or similar process, to
identify and remediate flaws during development.

A06:2025

Insecure Design

linsecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
[fixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
lsystem being developed, and thus the failure to determine what level of security
ldesign is required.

(Three key parts of having a secure design

(Gsthering Requirements and Resource Vanagement

(Creating a Secure Desi

Hawing 3 Secure Development Lifecycle

Functional

Intersects With

Security, Compliance &
Resilience In Project
Management

PRM-04

IMechanisms exist to assess security, compliance and resilience controls in
lsystem project development to determine the extent to which the controls
lare implemented correctly, operating as intended and producing the desired
loutcome with respect to meeting the requirements.

A06:2025

Insecure Design

linsecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
ISource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
ffixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
system being developed, and thus the failure to determine what level of security
design is required.
[Three key parts of having a secure design
(Gathering Requirements and Resource Management

ecure Desig
Having & Secure Develapment Lifecycle

Functional

Intersects With

Security, Compliance &
Resilience Requirements
inition

PRM-05

IMechanisms exist to ident ical system components and functions by
porforming a crticality analysis for crical Technology Assets, Applications
landor Services (TAAS) at pre-defined decision points in the Secure
IDevelopment Life Cycle (SDLC).

A06:2025

Insecure Design

linsecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
[fixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
system being developed, and thus the failure to determine what level of security
ldesign is required.

[Three key parts of having a secure design are:

(Gathering Reauirements and Resource Management

(Creating a Secure

Howing 2 Secure Development Lifecycle

Functional

Intersects With

Business Process Definition

PRM-06

IMechanisms exist to define business processes with consideration for
lsecurity. compliance and resilience that determines:(1) The resulting risk to
lorganizational operations, assets, individuals and other organizations; and(2)
Information protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.

A06:2025

Insecure Design

insecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
[fixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
system being developed, and thus the failure to determine what level of security
ldesign is required.

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design

Having a Secure Development Lifecycle

Functional

Intersects With

Secure Development Life
Cycle (SDLC) Management

PRM-07

[Mechanisms exist to ensure changes to Technology Assets, Applications
landor Services (TAAS) within the Secure Development Life Cycle (SDLC) are
|controlled through formal change control procedures.

A06:2025

Insecure Design

Isecurs design i > broad category representing different weaknesse
lexpressed as “missing or ineffective control design.” Insecure design is not
caurce for all other Top Ten risk categaries. Note that there is @ dfference
lbetween insecure design and insecure implementation. We differentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
ffixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
system being developed, and thus the failure to determine what level of security
(design is required.

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design
lHaving a Secure Development Li

the

cycle

Functional

Intersects With

Technology Development &
Acquisition

TDA-01

[Mechanisms exist to facilitate the implementation of tailored development
land acquisition strategies, contract tools and procurement methods to meet
lunique business needs.

A06:2025

Insecure Design

Insecure design s a broad category representing different weaknesses,
i not the

crween insecure desion and insecure implementation. We diferentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
fixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
lsystem being developed, and thus the failure to determine what level of security
ldesign is required.

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design

Having a Secure Development Lifecycle

Functional

Intersects With

Product Management

TDA-01.1

IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle ( mprove functionality;(2) Enhance security an
resiiency capabiltes;(3) Correct security deficencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual ol

A06:2025

Insecure Design

insecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
design laws and implementation defects for a reason, they have diferent root
lcauses, take place at different times in the development process, an

ifferent remediations. A secure desigh con still have imprementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
[fixed by a perfect implementation as needed security controls were never
(created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
system being developed, and thus the failure to determine what level of security
ldesign is required.

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design
lHaving a Secure Development

Functional

Intersects With

Minimum Viable Product
MVP) Security
Requirements

TDA-02

IMechanisms exist to design, develop and produce Technology Assets,
|Applications and/or Services (TAAS) in such a way that risk-based technical
land functional specifications ensure Minimum Viable Product (MVP) criteria
lestablish an appropriate level of security and resiliency based on applicable
risks and threats.

Secure Controls Framework (SCF)
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A06:2025

Insecure Design

insecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
design flaws and implementation defects for a reason, they have diferent root
lcauses, take place at different times in the development process, an

iferent remediations. A secure degigh can Stll have impementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
ffixed by a perfect implementation as needed security controls were never
(created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
system being developed, and thus the failure to determine what level of security
design is required.

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design

Having a Secure Development Lifecycle

Functional

Intersects With

Documentation
Requirements

TDA-04

IMechanisms exist to obtain, protect and distribute administrator
|documentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;|
(2) Efctive use and maintenance of securly features/functions; andi(3)
regarding and use of (eq.

[knoy
prvileoed) functions

A06:2025

Insecure Design

linsecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
[fixed by a perfect implementation as needed security controls were never
created to dfend against specific atacks. One o the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
eyatem being developed, snd thus the falure to dekermine what level of securty
ldesign is require

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design

Having a Secure Development Lifecycle

Functional

Intersects With

Functional Properties

TDA-04.1

IMechanisms exist to require software developers to provide information
|describing the functional properties of the security, compliance an
resilience controls to be utilized within Technology Assets, Applications
land/or Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

A06:2025

Insecure Design

linsecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
[fixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
lsystem being developed, and thus the failure to determine what level of security
ldesign is required.

(Three key parts of having a secure design

(Gsthering Requirements and Resource Vanagement

(Creating a Secure Desi

Hawing 3 Secure Development Lifecycle

Functional

Intersects With

Secure Software
Development Practices
(SSDP)

TDA-06

[Mechanisms exist to develop applications based on Secure Software
[Development Practices (SSDP).

A06:2025

Insecure Design

linsecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
ISource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
ffixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
system being developed, and thus the failure to determine what level of security
design is required.
[Three key parts of having a secure design
(Gathering Requirements and Resource Management

ecure Desig
Having & Secure Develapment Lifecycle

Functional

Intersects With

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

[Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:(1) Create and implement]
la Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
implement a verifiable flaw remediation process to correct weaknesses and
|deficiencies identified during the control testing and evaluation process;
land(3) Document the results.

A06:2025

Insecure Design

linsecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
[fixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
system being developed, and thus the failure to determine what level of security
ldesign is required.

[Three key parts of having a secure design are:

(Gathering Reauirements and Resource Management

(Creating a Secure

Howing 2 Secure Development Lifecycle

Functional

Intersects With

Static Code Analysis

TDA-09.2

IMechanisms exist to require the developers of Technology Assets,
lApplications and/or Services (TAAS) to employ static code analysis tools to
identify and remediate common flaws and document the results of the
lanalysis.

A06:2025

Insecure Design

insecure design is a broad category representing different weaknesses,
lexpressed as “missing or ineffective control design.” Insecure design is not the
Isource for all other Top Ten risk categories. Note that there is a difference
lbetween insecure design and insecure implementation. We differentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
[fixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
system being developed, and thus the failure to determine what level of security
ldesign is required.

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design

Having a Secure Development Lifecycle

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

IMechanisms exist to require the developers of Technology Asst
iApplications andjor Services (TARS) to cmploy dynamic code ana\ys\s t0ols tol

lentify and remediate common flaws and document the results of the
ana\ys\s

A06:2025

Insecure Design

Isecurs design i > broad category representing different weaknesse
lexpressed as “missing or ineffective control design.” Insecure design is not
caurce for all other Top Ten risk categaries. Note that there is @ dfference
lbetween insecure design and insecure implementation. We differentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
ffixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
system being developed, and thus the failure to determine what level of security
(design is required.

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design
lHaving a Secure Development Li

the

cycle

Functional

Intersects With

Application Penetration
Testing

TDA-09.5

IMechanisms exist to perform application-level penetration testing of custom-
Imade Technology Assets, Applications and/or Services (TAAS).

A06:2025

Insecure Design

Insecure design s a broad category representing different weaknesses,
i not the

crween insecure desion and insecure implementation. We diferentiate between
(design flaws and implementation defects for a reason, they have different root
lcauses, take place at different times in the development process, and have
different remediations. A secure design can still have implementation defects
leading to vulnerabilities that may be exploited. An insecure design cannot be
fixed by a perfect implementation as needed security controls were never
[created to defend against specific attacks. One of the factors that contributes to
insecure design is the lack of business risk profiling inherent in the software or
lsystem being developed, and thus the failure to determine what level of security
ldesign is required.

[Three key parts of having a secure design are:

(Gathering Requirements and Resource Management

(Creating a Secure Design

Having a Secure Development Lifecycle

Functional

Intersects With

Unsupported Technology
Assets, Applications and/or
Services (TAAS)

TDA17

IMechanisms exist to prevent unsupported Technology Assets, Applications
land/or Services (TAAS) by:(1) Removing and/or replacing TAAS when support
[for the components is no longer available from the developer, vendor or
Imanufacturer; and(2) Requiring justification and documented approval for
lthe continued use of unsupported TAAS required to satisfy mission/business

Secure Controls Framework (SCF)
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A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application:

[Permits automated attacks such as credential stuffing, where the attacker has a

tior
increments of splled credentialsto gain access. for Instance trying Password
[Password2!, Password3! an

Permits bruie orce or other astomated, scripted attacks that are not quickly
lbloc

Pormits default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin® password,

|Allows users to create new accounts with already known-breached credentials.
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
Uses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (SS0) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

Identity & Access
Management (1AM)

IAC-01

[Mechanisms exist to facilitate the implementation of identification and
laccess management controls.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
lweaknesses if the application:
[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
lattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and 5o on.
lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.
[Permits default, weak, or well-known passwords, such as "Password1” or "admin"
lusername with an "admin” password,
|Allows users to create new accounts with already known-breached credentials,
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as *knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|404:2025-Cryptographic Failures)

ias missing or ineffective multi-factor authenticatior
[Alows use 3 weak of neffective falbacks if multfactor authentication is not
lavailable.
[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.
[Reuses the same session identifier after successful login.
IDoes not correctly invalidate user sessions or authentication tekens (mainly
lsingle sign-on (S50) tokens) during logout or a period of inactivit
Bogs ot correctly assert the scope and Intended audiencs of the provided
(credentials.

Functional

Intersects With

Group Authentication

1AC-02.1

IMechanisms exist to require individuals to be authenticated with an
individual authenticator when a group authenticator is utilized.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect

luser as legitimate, this vulnerability is present. There may be authentication

weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a

lbreached st of valid usernames and passwords. More recently this type of

Jattack has been expanded to include hybrid password attacks credential stuffing

(also known as password spray attacks), where the attacker uses variations or

increments of spilled credentials to gain access, for instance trying Password1!,

[Password2!, Password3! and so on.

Permis brufe force or other autamated, scipted attacks that are not quickly

lbloc

Perenie default, weak, or well-known passwords, such as "Password1” or "admin"

lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials,

[Allows use of weak or ineffective credential recovery and forgot-passwor

processes, such 25 Hnowledge-hased ansuers,* which cannt be mads safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see

|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not

lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location

[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly

single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided

(credentials.

Functional

Intersects With

Replay-Resistant
Authentication

1AC-02.2

lautomated exist to employ repl

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
Jattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments ofspilled credentials to gain access for instance trying PasswordL,
[Password2!, Password3! and

Permits bruiz force or other automated, scripted attacks that are not quickly
Ibloc

b default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
[single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

Acceptance of PIV
Credentials

1AC-02.3

exist to accept and electronically verify organizational Personal
Identity Verifcation (PV) credentials.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vuinerability is present. There may be authentication
weaknesees if e application

Permit sutomated itacks auch as credentil stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
attack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and so on.

lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.

Permits default, weak, or well-known passwords, such as *Password1" or “admin"
lusername with an "admin" password

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (S50) tokens) during logout or a period of inactivity.

Ioes n correctly assertthe scape and Intended audience of the provided
(credenti

Functional

Intersects With

Identification &
Authentication for Non-
Organizational Users

IAC-03

[Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
land Audit (AAA) third-party users and processes that provide services to the
lorganization.

Secure Controls Framework (SCF)
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A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application:

[Permits automated attacks such as credential stuffing, where the attacker has a

tior
increments of splled credentialsto gain access. for Instance trying Password
[Password2!, Password3! an

Permits bruie orce or other astomated, scripted attacks that are not quickly
lbloc

Pormits default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin® password,

|Allows users to create new accounts with already known-breached credentials.
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
Uses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (SS0) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

Acceptance of PIV
Credentials from Other
rganizations

IAC-03.1

IMechanisms exist to accept and electronically verify Personal Identity
|Verification (PIV) credentials from third-parties.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
lweaknesses if the application:
[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
lattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and 5o on.
lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.
[Permits default, weak, or well-known passwords, such as "Password1” or "admin"
lusername with an "admin” password,
|Allows users to create new accounts with already known-breached credentials,
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as *knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|404:2025-Cryptographic Failures)

ias missing or ineffective multi-factor authenticatior
[Alows use 3 weak of neffective falbacks if multfactor authentication is not
lavailable.
[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.
[Reuses the same session identifier after successful login.
IDoes not correctly invalidate user sessions or authentication tekens (mainly
lsingle sign-on (S50) tokens) during logout or a period of inactivit
Bogs ot correctly assert the scope and Intended audiencs of the provided
(credentials.

Functional

Intersects With

Acceptance of Third-Party
Credentials

1AC-03.2

|Automated mechanisms exist to accept Federal Identity, Credential and
|Access Management (FICAM)-approved third-party credentials.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect

luser as legitimate, this vulnerability is present. There may be authentication

weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a

lbreached st of valid usernames and passwords. More recently this type of

Jattack has been expanded to include hybrid password attacks credential stuffing

(also known as password spray attacks), where the attacker uses variations or

increments of spilled credentials to gain access, for instance trying Password1!,

[Password2!, Password3! and so on.

Permis brufe force or other autamated, scipted attacks that are not quickly

lbloc

Perenie default, weak, or well-known passwords, such as "Password1” or "admin"

lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials,

[Allows use of weak or ineffective credential recovery and forgot-passwor

processes, such 25 Hnowledge-hased ansuers,* which cannt be mads safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see

|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not

lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location

[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly

single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided

(credentials.

Functional

Intersects With

Multi-Factor Authentication
(MFA)

IAC-06

|Automated mechanisms exis to enfarce Mult.Factor Authentication (MFA)
ffor:(1) Remote network access;(2) Third-party Technology A

[Applications andor Services (TAAS): ancl or(3) Non-console access to critcal
[TAAS that store, transmit and/or process sensitive/regulated data

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
Jattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments ofspilled credentials to gain access for instance trying PasswordL,
[Password2!, Password3! and

Permits bruiz force or other automated, scripted attacks that are not quickly
Ibloc

b default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
[single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

Network Access to
Privileged Accounts

IAC-06.1

IMechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
Inetwork access for privileged accounts.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vuinerability is present. There may be authentication
weaknesees if e application

Permit sutomated itacks auch as credentil stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
attack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and so on.

lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.

Permits default, weak, or well-known passwords, such as *Password1" or “admin"
lusername with an "admin" password

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (S50) tokens) during logout or a period of inactivity.

Ioes n correctly assertthe scape and Intended audience of the provided
(credenti

Functional

Intersects With

Network Access to Non-
Privileged Accounts

1AC-06.2

ms exist to utilize Multi-Factor Authentication (MFA) to authenticate
etwork accoes ot nom privileged accounts.

Secure Controls Framework (SCF)
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A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application:

[Permits automated attacks such as credential stuffing, where the attacker has a

tior
increments of splled credentialsto gain access. for Instance trying Password
[Password2!, Password3! an

Permits bruie orce or other astomated, scripted attacks that are not quickly
lbloc

Pormits default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin® password,

|Allows users to create new accounts with already known-breached credentials.
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
Uses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (SS0) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

Local Access to Privileged

1AC-06.3

[Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
local access for privileged accounts.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
lweaknesses if the application:
[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
lattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and 5o on.
lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.
[Permits default, weak, or well-known passwords, such as "Password1” or "admin"
lusername with an "admin” password,
|Allows users to create new accounts with already known-breached credentials,
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as *knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|404:2025-Cryptographic Failures)

ias missing or ineffective multi-factor authenticatior
[Alows use 3 weak of neffective falbacks if multfactor authentication is not
lavailable.
[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.
[Reuses the same session identifier after successful login.
IDoes not correctly invalidate user sessions or authentication tekens (mainly
lsingle sign-on (S50) tokens) during logout or a period of inactivit
Bogs ot correctly assert the scope and Intended audiencs of the provided
(credentials.

Functional

Intersects With

Identifier Management (User|

IAC-09

IMechanisms exist to govern naming standards for usernames and
[Technology Assets, Applications and/or Services (TAAS).

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect

luser as legitimate, this vulnerability is present. There may be authentication

weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a

lbreached st of valid usernames and passwords. More recently this type of

Jattack has been expanded to include hybrid password attacks credential stuffing

(also known as password spray attacks), where the attacker uses variations or

increments of spilled credentials to gain access, for instance trying Password1!,

[Password2!, Password3! and so on.

Permis brufe force or other autamated, scipted attacks that are not quickly

lbloc

Perenie default, weak, or well-known passwords, such as "Password1” or "admin"

lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials,

[Allows use of weak or ineffective credential recovery and forgot-passwor

processes, such 25 Hnowledge-hased ansuers,* which cannt be mads safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see

|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not

lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location

[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly

single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided

(credentials.

Functional

Intersects With

Password-Based
Authentication

1AC-10.1

cha exist to enforce complexity, length and lifespan considerations
lto ensure strong criteria for password-based authentication.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
Jattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments ofspilled credentials to gain access for instance trying PasswordL,
[Password2!, Password3! and

Permits bruiz force or other automated, scripted attacks that are not quickly
Ibloc

b default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
[single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

PKI-Based Authentication

1AC-10.2

utomated mechanisms exist to validate certificates by constructing and
|verifying a certification path to an accepted trust anchor including checking
|certificate status information for PKI-based authentication.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vuinerability is present. There may be authentication
weaknesees if e application

Permit sutomated itacks auch as credentil stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
attack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and so on.

lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.

Permits default, weak, or well-known passwords, such as *Password1" or “admin"
lusername with an "admin" password

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (S50) tokens) during logout or a period of inactivity.

Ioes n correctly assertthe scape and Intended audience of the provided
(credenti

Functional

Intersects With

Automated Support For
Password Strength

IAC-10.4

utomated mechanisms exist to determine if password authenticators are
lsufficiently strong enough to satisfy organization-defined password length
land complexity requirements.

Secure Controls Framework (SCF)
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A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application:

[Permits automated attacks such as credential stuffing, where the attacker has a

tior
increments of splled credentialsto gain access. for Instance trying Password
[Password2!, Password3! an

Permits bruie orce or other astomated, scripted attacks that are not quickly
lbloc

Pormits default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin® password,

|Allows users to create new accounts with already known-breached credentials.
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
Uses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (SS0) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

No Embedded Unencrypted
Static Authenticators

IAC-10.6

[Mechanisms exist to ensure that unencrypted, static authenticators are not
lembedded in applications, scripts or stored on function keys.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
lweaknesses if the application:
[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
lattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and 5o on.
lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.
[Permits default, weak, or well-known passwords, such as "Password1” or "admin"
lusername with an "admin” password,
|Allows users to create new accounts with already known-breached credentials,
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as *knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|404:2025-Cryptographic Failures)

ias missing or ineffective multi-factor authenticatior
[Alows use 3 weak of neffective falbacks if multfactor authentication is not
lavailable.
[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.
[Reuses the same session identifier after successful login.
IDoes not correctly invalidate user sessions or authentication tekens (mainly
lsingle sign-on (S50) tokens) during logout or a period of inactivit
Bogs ot correctly assert the scope and Intended audiencs of the provided
(credentials.

Functional

Intersects With

Default Authenticators

IAC-10.8

IMechanisms exist to ensure default authenticators are changed as part of
laccount creation or system installation.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect

luser as legitimate, this vulnerability is present. There may be authentication

weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a

lbreached st of valid usernames and passwords. More recently this type of

Jattack has been expanded to include hybrid password attacks credential stuffing

(also known as password spray attacks), where the attacker uses variations or

increments of spilled credentials to gain access, for instance trying Password1!,

[Password2!, Password3! and so on.

Permis brufe force or other autamated, scipted attacks that are not quickly

lbloc

Perenie default, weak, or well-known passwords, such as "Password1” or "admin"

lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials,

[Allows use of weak or ineffective credential recovery and forgot-passwor

such as *knowledge-based answers," which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see

|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not

lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location

[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly

single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided

(credentials.

Functional

Intersects With

Re-Authentication

IAC-14

Mecha

ms exist to force users and devices to re-authenticate accor

d circumstances that necessitate re-authentication.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
Jattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments ofspilled credentials to gain access for instance trying PasswordL,
[Password2!, Password3! and

Permits bruiz force or other automated, scripted attacks that are not quickly
Ibloc

b default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
[single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

Specialized Assessments

1A0-02.2

[Mechanisms exist to conduct specialized assessments for:(1) Statutory,
regulatory and contractual compliance obligations;(2) Monitoring capabilities;
(3) Mobile devices;(4) Databases;(5) Application security;(6) Embedded
ltechnologies (e.g., 10T, OT, etc.);(7) Vulnerability management;(8) Malicious
[code;(9) Insider threats;(10) Performance/load testing; and/or(11) Artificial
Intelligence and Autonomous Technologies (AAT).

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vuinerability is present. There may be authentication
weaknesees if e application

Permit sutomated itacks auch as credentil stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
attack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and so on.

lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.

[Permits default, weak, or well-known passwords, such as "Password1" or
lusername with an "admin" password

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (S50) tokens) during logout or a period of inactivity.

Ioes n correctly assertthe scape and Intended audience of the provided
(credenti

“admin®

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

1A0-04

[Mechanisms exist to require system developers and integrators to create and|
lexecute a Security Testing and Evaluation (ST&E) plan, or similar process, to
identify and remediate flaws during development.

Secure Controls Framework (SCF)
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A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application:

[Permits automated attacks such as credential stuffing, where the attacker has a

tior
increments of splled credentialsto gain access. for Instance trying Password
[Password2!, Password3! an

Permits bruie orce or other astomated, scripted attacks that are not quickly
lbloc

Pormits default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin® password,

|Allows users to create new accounts with already known-breached credentials.
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
Uses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (SS0) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

Data privacy Requirements
for Contractors & Ser
Provid

PRI-07.1

[Mechanisms exist to include data privacy requirements in contracts and
lother acquisition-related documents that establish data privacy roles and
responsibilities for contractors and service providers.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
lweaknesses if the application:
[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
lattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and 5o on.
lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.
[Permits default, weak, or well-known passwords, such as "Password1” or "admin"
lusername with an "admin” password,
|Allows users to create new accounts with already known-breached credentials,
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as *knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|404:2025-Cryptographic Failures)

ias missing or ineffective multi-factor authenticatior
[Alows use 3 weak of neffective falbacks if multfactor authentication is not
lavailable.
[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.
[Reuses the same session identifier after successful login.
IDoes not correctly invalidate user sessions or authentication tekens (mainly
lsingle sign-on (S50) tokens) during logout or a period of inactivit
Bogs ot correctly assert the scope and Intended audiencs of the provided
(credentials.

Functional

Intersects With

Technology Development &
Acquisition

TDA-01

[Mechanisms exist to facilitate the implementation of tailored development
land acquisition strategies, contract tools and procurement methods to meet
lunique business needs.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect

luser as legitimate, this vulnerability is present. There may be authentication

weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a

lbreached st of valid usernames and passwords. More recently this type of

Jattack has been expanded to include hybrid password attacks credential stuffing

(also known as password spray attacks), where the attacker uses variations or

increments of spilled credentials to gain access, for instance trying Password1!,

[Password2!, Password3! and so on.

Permis brufe force or other autamated, scipted attacks that are not quickly

lbloc

Perenie default, weak, or well-known passwords, such as "Password1” or "admin"

lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials,

[Allows use of weak or ineffective credential recovery and forgot-passwor

such as *knowledge-based answers," which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see

|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not

lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location

[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly

single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided

(credentials.

Functional

Intersects With

Product Management

TDA-0L.1

IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security ant
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andor contractual obligations.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
Jattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments ofspilled credentials to gain access for instance trying PasswordL,
[Password2!, Password3! and

Permits bruiz force or other automated, scripted attacks that are not quickly
Ibloc

b default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
[single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

Minimunn Viable Product
(MVP) Security
Requirements

TDA-02

IMechanisms exist to design, develop and produce Technology Assets,
|Applications and/or Services (TAAS) in such a way that risk-based technical
land functional specifications ensure Minimum Viable Product (MVP) criteria
lestablish an appropriate level of security and resiliency based on applicable
risks and threats.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vuinerability is present. There may be authentication
weaknesees if e application

Permit sutomated itacks auch as credentil stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
attack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and so on.

lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.

[Permits default, weak, or well-known passwords, such as "Password1" or
lusername with an "admin" password

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (S50) tokens) during logout or a period of inactivity.

Ioes n correctly assertthe scape and Intended audience of the provided
(credenti

“admin®

Functional

Intersects With

Documentation
Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator
|documentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Efective use and malntenance of security festuresfunctions; and(a)
regarding and use of (eq.

pnwlegea) functions.
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A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application:

[Permits automated attacks such as credential stuffing, where the attacker has a

tior
increments of splled credentialsto gain access. for Instance trying Password
[Password2!, Password3! an

Permits bruie orce or other astomated, scripted attacks that are not quickly
lbloc

Pormits default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin® password,

|Allows users to create new accounts with already known-breached credentials.
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
Uses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (SS0) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

Functional Properties

TDA-04.1

[Mechanisms exist to require software deve\epers to provide information
|describing the functional properties of the security, compliance and
resilience controls to be utilized within Technology Assets, Applications
land/or Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
lweaknesses if the application:
[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
lattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and 5o on.
lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.
[Permits default, weak, or well-known passwords, such as "Password1” or "admin"
lusername with an "admin” password,
|Allows users to create new accounts with already known-breached credentials,
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as *knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|404:2025-Cryptographic Failures)

ias missing or ineffective multi-factor authenticatior
[Alows use 3 weak of neffective falbacks if multfactor authentication is not
lavailable.
[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.
[Reuses the same session identifier after successful login.
IDoes not correctly invalidate user sessions or authentication tekens (mainly
lsingle sign-on (S50) tokens) during logout or a period of inactivit
Bogs ot correctly assert the scope and Intended audiencs of the provided
(credentials.

Functional

Intersects With

Secure Software
Development Practices
(SSDP)

TDA-06

[Mechanisms exist to develop applications based on Secure Software
IDevelopment Practices (SSDP).

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect

luser as legitimate, this vulnerability is present. There may be authentication

weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a

lbreached st of valid usernames and passwords. More recently this type of

Jattack has been expanded to include hybrid password attacks credential stuffing

(also known as password spray attacks), where the attacker uses variations or

increments of spilled credentials to gain access, for instance trying Password1!,

[Password2!, Password3! and so on.

Permis brufe force or other autamated, scipted attacks that are not quickly

lbloc

Perenie default, weak, or well-known passwords, such as "Password1” or "admin"

lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials,

[Allows use of weak or ineffective credential recovery and forgot-passwor

such as *knowledge-based answers," which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see

|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not

lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location

[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly

single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided

(credentials.

Functional

Intersects With

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

[Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance andor resilience personnel to:(1) Create and implement]
la Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
Implement a verifiable flaw remediation process to correct weaknesses and
|deficiencies identified during the control testing and evaluation process:
land(3) Document the results.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application

[Permits automated attacks such as credential stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
Jattack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments ofspilled credentials to gain access for instance trying PasswordL,
[Password2!, Password3! and

Permits bruiz force or other automated, scripted attacks that are not quickly
Ibloc

b default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin” password,

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
[single sign-on (S50) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

Static Code Analysis

TDA-09.2

[Mechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ static code analysis tools to
identify and remediate common flaws and document the results of the
lanalysis.

A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vuinerability is present. There may be authentication
weaknesees if e application

Permit sutomated itacks auch as credentil stuffing, where the attacker has a
lbreached list of valid usernames and passwords. More recently this type of
attack has been expanded to include hybrid password attacks credential stuffing
(also known as password spray attacks), where the attacker uses variations or
increments of spilled credentials to gain access, for instance trying Password1!,
[Password2!, Password3! and so on.

lPermits brute force or other automated, scripted attacks that are not quickly
lblocked.

Permits default, weak, or well-known passwords, such as *Password1" or “admin"
lusername with an "admin" password

|Allows users to create new accounts with already known-breached credentials.
[Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
lUses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (S50) tokens) during logout or a period of inactivity.

Ioes n correctly assertthe scape and Intended audience of the provided
(credenti

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

Mecharisms exist t require Ehe developers of Technalogy Assefs,
|Applications andjor Services (TAAS) to employ dynamic code analysis tosls to
menufy and remediate common flaws and document the results of the
lanalysi
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A07:2025

Authentication Failures

[When an attacker is able to trick a system into recognizing an invalid or incorrect
luser as legitimate, this vulnerability is present. There may be authentication
weaknesses if the application:

[Permits automated attacks such as credential stuffing, where the attacker has a

tior
increments of splled credentialsto gain access. for Instance trying Password
[Password2!, Password3! an

Permits bruie orce or other astomated, scripted attacks that are not quickly
lbloc

Pormits default, weak, or well-known passwords, such as "Password1" or "admin”
lusername with an "admin® password,

|Allows users to create new accounts with already known-breached credentials.
|Allows use of weak or ineffective credential recovery and forgot-password
lprocesses, such as "knowledge-based answers,” which cannot be made safe.
Uses plain text, encrypted, or weakly hashed passwords data stores (see
|A04:2025-Cryptographic Failures)

lHas missing or ineffective multi-factor authentication.

|Allows use of weak or ineffective fallbacks if multi-factor authentication is not
lavailable.

[Exposes session identifier in the URL, a hidden field, or another insecure location
[that is accessible to the client.

[Reuses the same session identifier after successful login.

IDoes not correctly invalidate user sessions or authentication tokens (mainly
single sign-on (SS0) tokens) during logout or a period of inactivity.

IDoes not correctly assert the scope and intended audience of the provided
(credentials.

Functional

Intersects With

Application Penetration
sting

TDA-09.5

[Mechanisms exist to perform application-level penetration testing of custom-
Imade Technology Assets, Applications and/or Services (TAAS).

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and|
valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CDNs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a CI/CD that
lpulls code or artifacts from untrusted places and/or doesn't verify them before
luse (by checking the signature or similar mechanism). Lastly, many applications
Inow include P where updates are without
sufficient integrity verification and applied to the previously trusted application.
|attackers could potentially upload their own updates to be distributed and run on
Jall installations. Another example is where objects or data are encoded or
serialized into a structure that an attacker can see and modify is vulnerable to
insecure deserialization

Functional

Intersects With

Technology Development &
Acquisition

TDA-01

[Mechanisms exist to facilitate the implementation of tailored development
land acquisition strategies, contract tools and procurement methods to meet
lunique business needs.

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and
\valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CONs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a C/CD that
lpulls code or artifacts from untrusted places andjor doesn't verify them before
luse (by checking the signature or similar mechanism). Lastly, many applications
Inow include here updates are with
Suiicient ntegrity verfication and applied to the previously Tusted applicaton.
|attackers could potentially upload their own updates to be distributed and run on
lal installations. Another example is where objects or data are encoded or
serialized into a structure that an attacker can see and modify is vulnerable to
insecure dese

Functional

Intersects With

Product Management

TDA-0L.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
[Assets, Appications andlor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security
resiincy capabilities;(3) Correct securtty defciencies: and(a) Coform with
lapplicable statutory, regulatory and/or contractual obi

A08:2025

Software or Data Integrity
ailures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and
|valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CONs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
imalicious code, or system compromise. Another example of this is a CI/CD that
lpulls code or artifacts from untrusted places and/or doesn't verify them before
luse (by checking the signature or similar mechanism). Lastly, many applications
Inow include auto-update functionality, where updates are downloaded without
lsufficient integity verification and applied to the previously trusted application.
s to be distibuted and run on

Cerinlised o 5 structurs that o attackér can see and modity & wuinerable to
iinsecure deserialization.

Functional

Intersects With

Integrity Mechanisms for
e/ Fimuare

TDA-01.2

Mechanisms exist to utilize integrity validation mechanisms for security
lupdates.

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and
|valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CDNs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a CI/CD that
lpulls code or artifacts from untrusted places and/or doesn't verify them before
use (by checking the signature or similar mechanism). Lastly, many applications
Inow include where updates are without
sufficient integrity verification and applied to the previously trusted application.
[Atackers could potentially upload ther own upaates (o be distributed and run on
all installations. Another example is where objects or data are encoded o
Seriaiized o 5 structure that an attacker can see and modiy 1 vinerable to
insecure deserialization.

Functional

Intersects With

Minimum Viable Product
(MVP) Security
Requirements

TDA-02

[Mechanisms exist to design, develop and produce Technology Assets,
|Applications and/or Services (TAAS) in such a way that risk-based technical
land functional specifications ensure Minimum Viable Product (MVP) criteria
lestablish an appropriate level of security and resiliency based on applicable
risks and threats.

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and|
\valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CDNs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a CI/CD that
lpulls code or artifacts from untrusted places and/or doesn't verify them before
luse (by checking the signature or similar mechanism). Lastly, many applications
Inow include P where updates are without
sufficient integrity verification and applied to the previously trusted application.
|attackers could potentially upload their own updates to be distributed and run on
Jal installations. Another example is where objects or data are encoded or
serialized into a structure that an attacker can see and modify is vulnerable to
insecure deserialization

Functional

Intersects With

Documentation
Requirements

TDA-04

S exist to obtain, protect and distribute administrator
|documentation for Technology Assets, Applications and/or Services (TAAS)

[that describe:(1) Secure configuration, installation and operation of the TAAS;|

(2) Efective use and maintenance of security features/functions; andi(3)
egarding and use of (eg..

prvileoed) functions

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and
\valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CONs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a C/CD that
lpulls code or artifacts from untrusted places andjor doesn't verify them before
luse (by checking the signature or similar mechanism). Lastly, many applications
Inow include here updates are with

Suicient ntegrity verfication and applied to the previously Tusted applicaton.
|attackers could potentially upload their own updates to be distributed and run on
lal installations. Another example is where objects or data are encoded or
serialized into a structure that an attacker can see and modify is vulnerable to
insecure deserialization.

Functional

Intersects With

Functional Properties

TDA-04.1

[Mechanisms exist to require software developers to provide information
|describing the functional properties of the security, compliance and
resilience controls to be utilized within Technology Assets, Applications
land/or Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

A08:2025

Software or Data Integrity
ailures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and
|valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CONs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
imalicious code, or system compromise. Another example of this is a CI/CD that
lpulls code or artifacts from untrusted places and/or doesn't verify them before
luse (by checking the signature or similar mechanism). Lastly, many applications
Inow include auto-update functionality, where updates are downloaded without
lsufficient integrity verification and applied to the previously trusted application.
s to be distibuted and run on

Cerinlised Into 5 structure that o attackér can see and modity 1 wuinerable to
iinsecure deserialization.

Functional

Intersects With

Secure Software
Development Practices
(SSDP)

TDA-06

[Mechanisms exist to develop applications based on Secure Software
[Development Practices (SSDP).

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and
|valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CDNs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a CI/CD that
lpulls code or artifacts from untrusted places and/or doesn't verify them before
use (by checking the signature or similar mechanism). Lastly, many applications
Inow include where updates are without
ficient integrity verification and applied to the previously trusted application
[Atackers could potentilly upload thelr own updates to be distributed and run on
all installations. Another example is where objects or data are encoded o
Seriaiized o 5 structure that an attacker can see and modiy 1 vinerable to
insecure deserialization.

Functional

Intersects With

Threat Modeling

TDA-06.2

[Mechanisms exist to perform threat modelling and other secure design
ltechniques, to ensure that threats to software and solutions are identified
land accounted for.
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A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and|
\valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CDNs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a C/CD that
lpulls code or artifacts from untrusted places and/or doesn't verify them before
use (by checking the signature or smiar mechanism). Lasty, many appilcations
Inow inclu where updates are without
Suficient ntegrity verfication and applied to the previously rustea applicaton.
|attackers could potentially upload their own updates to be distributed and run on
Jal installations. Another example is where objects or data are encoded or
serialized into a structure that an attacker can see and modify is vulnerable to
insecure deserialization.

Functional

Intersects With

jare Assurance
Maturity Model (SAMM)

TDA-06.3

n
[Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
lgovern a secure development lifecycle for the development of Technology
[Assets, Applications and/or Services (TAAS).

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and
\valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CONs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a C/CD that
Ipulls code or artifacts from untrusted places andjor doesn't verify them before
luse (by checking the signature or similar mechanism). Lastly, many applications
Inow include where updates are without
sufficient integrity verification and applied to the previously trusted application.
tackers could potentially upload thelr own updates to be distributed and run on
all installations. Another example is where objects or data are enco
serialzed into »structure that an attacker can see and mocify is inerable to
insecure dese

Functional

Intersects With

Security, camm.ance &
Resilience Testin
Thrgughout Development

TDA-09

[Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance andor resilience personnel to:(1) Create and implement]
la Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
Implement a verifiable flaw remediation process to correct weaknesses and
|deficiencies identified during the control testing and evaluation process;
land(3) Document the results.

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and
|valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CONs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a CI/CD that
lpulls code or artifacts from untrusted places and/or doesn't verify them before
luse (by checking the signature or similar mechanism). Lastly, many applications
Inow include auto-update functionality, where updates are downloaded without

fficient integrity verification and applied to the previously trusted application.
|attackers could potentially upload their own updates to be distributed and run on
lall installations. Another example is where objects or data are encoded or
serialized into a structure that an attacker can see and modify is vulnerable to
insecure deserialization.

Functional

Intersects With

Static Code Analysis

TDA-09.2

[Mechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ static code analysis tools to
identify and remediate common flaws and document the results of the
lanalysis.

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and
\valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CDNs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a CI/CD that
lpulls code or artifacts from untrusted places and/or doesn't verify them before
use (by checking the signature or similar mechanism). Lastly, many applications
Inow include where updates are without

cuffciont integrity veriheation and aplied o the previously frusted application.
[Attackers could potentially upload ter own upates (o be listributed and run on
all installations. Another example is where objects or data are encoded or
serialized into a structure that an attacker can see and modify is vulnerable to
insecure deserialization

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

S exist to require the developers of Technology Assets,
Apph(a(lans andor Services (TAAS) to employ dynamic code analysis tools to|
identify and remediate common flaws and document the results of the
lanalysis.

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and|
valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CDNs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
melicious code, or system compromise. Another exampls of this Is a CI/CD that
lpulls code or artifacts from untrusted places and/or doesn't verify them before
use (by checking the signature or smilar mechanism, Losly, many applications
Inow inclu where updates are without
Suficient ntegrity verfication and applied to the previously rustea applicaton.
|attackers could potentially upload their own updates to be distributed and run on
Jal installations. Another example is where objects or data are encoded or
serialized into a structure that an attacker can see and modify is vulnerable to
insecure deserialization.

Functional

Intersects With

Application Penetration
Testing

TDA-09.5

[Mechanisms exist to perform application-level penetration testing of custom-
Imade Technology Assets, Applications and/or Services (TAAS).

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and
\valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CONs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a C/CD that
Ipulls code or artifacts from untrusted places andjor doesn't verify them before
luse (by checking the signature or similar mechanism). Lastly, many applications
Inow include where updates are without
sufficient integrity verification and applied to the previously trusted application.
tackers could potentially upload thelr own updates to be distributed and run on
lall installations. Another example is where objects or data are enco
serialzed into »structure that an attacker can see and mocify s inerable to
insecure dese

Functional

Intersects With

Input Data Validation

TDA-18

[Mechanisms exist to check the validity of information inputs.

A08:2025

Software or Data Integrity
Failures

[Software and data integrity failures relate to code and infrastructure that does
Inot protect against invalid or untrusted code or data being treated as trusted and
|valid. An example of this is where an application relies upon plugins, libraries, or
Imodules from untrusted sources, repositories, and content delivery networks
(CONs). An insecure CI/CD pipeline without consuming and providing software
integrity checks can introduce the potential for unauthorized access, insecure or
Imalicious code, or system compromise. Another example of this is a CI/CD that
lpulls code or artifacts from untrusted places and/or doesn't verify them before
luse (by checking the signature or similar mechanism). Lastly, many applications
Inow include auto-update functionality, where updates are downloaded without
lsufficient integrity verification and applied to the previously trusted application.
|attackers could potentially upload their own updates to be distributed and run on
lall installations. Another example is where objects or data are encoded or
serialized into a structure that an attacker can see and modify is vulnerable to
insecure deserialization.

Functional

Intersects With

Error Handling

TDA-19

[Mechanisms exist to handle error conditions by:(1) Identifying potentially
lsecurity-relevant error conditions;(2) Generating error messages that provide|
information necessary for corrective actions without revealing sensitive or
lpotentially harmful information in error logs and administrative messages
lthat could be exploited; and(3) Revealing error messages only to authorized
lpersonnel

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
alerting to initiate active responses occurs an

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering.

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
PIl or PHI).

[You are vuinerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
condltions, such that the system is unaware there was an error, and Istherefore
there was a prot

Adequate 'use cases' for 4suing alerts are missing or outdated to recognize a
[special situation

[Too many false positive alerts make it impossible to distinguish important alerts
ffrom unimportant ones, resulting in them being recognized too late or not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

[Mechanisms exist to develop, document and maintain secure baseline
lconfigurations for Technology Assets, Applications and/or Services (TAAS)
lthat are consistent with industry-accepted system hardening standards.

Secure Controls Framework (SCF)
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A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
ot logged orlogged inconsistently (for instance, only logging successfullogins,
lbut not

Wammgs and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedui

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation

[Too many false positive alerts make it impossible to distinguish important alerts
rom unimportant ones, resuling i them being recognized too ate or not at al
((physical overload of the S

IDetected alerts cannot be pm(essed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Continuous Monitoring

MON-01

hanisms exist to facilitate the implementation of enterprise-
Imonitoring controls.

A09:2025

Security Logging & Alerting
ailures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts)

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[¥ou are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
Contra), or by logaing sensitive information that shouid not be logged (such s
Pl or

Vou are vilnerable to Injections or attacks on the logging ar manitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Intrusion Detection &
Prevention Systems (IDS &
1pS)

MON-01.1

[Mechanisms exist to implement Intrusion Detection / Prevention Systems
((IDS / 1PS) technologies on critical systems, key network segments and
Inetwork choke points.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The sbplication cannot detect, escalate, or lertfor active attacks I realtime or
Inear real-tim:

Vou are vulnerable to sensitive information leakage by making loaging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Automated Tools or Real-
ime Analysis

MON-01.2

[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
lsimilar automated tool, to support near real-time analysis and incident
lescalation.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
alerting to initiate active responses occurs any time:
|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
but not faied attempts)

nings and errors generate no, inadequate, or unclear fog messages
I intearity of logs i not propery protected from tamper
Logs of spplcations and ARl are ot manitored for suspicious activiy.
lLogs are only stored locally, and not properly backedu
|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.
[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.
[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time
[¥ou are vulnerable to sensitive information leakage by making logging and
alerting events visible to a user or an attacker (see AO1:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
PIl or PHI).
[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encode
[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.
|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,
[Too many false positive alerts make it impossible to distinguish important alerts
from unimportant ones, resulting n them being recogrized tao late or not at al
((physical overload of the
Detbcted alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Inbound & Outbound
Communications Traffic

MON-01.3

[Mechanisms exist to continuously monitor inbound and outbound
|communications traffic for unusual or unauthorized activities or conditions.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
cecurity Incidant. Insufiient logaing, continubus monitoring, detection, and
alerting to initiate active responses occurs an

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering.

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vuinerable to injections or attacks on the logging o monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
condltions, such that the system is unaware there was an error, and Istherefore
there was a prot

Adequale 'use cases' for 4suing alerts are missing or outdated to recognize a
[special situation

[Too many faise positive alerts make it impossible to distinguish important alerts
ffrom unimportant ones, resulting in them being recognized too late or not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

System Generated Alerts

MON-01.4

[Mechanisms exist to generate, monitor, correlate and respond to alerts from
Iphysical, cybersecurity, data protection and supply chain activities to achieve|
integrated situational awareness.

Secure Controls Framework (SCF)
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A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
ot logged orlogged inconsistently (for instance, only logging successfullogins,
lbut not

Wammgs and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedui

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation

[Too many false positive alerts make it impossible to distinguish important alerts
rom unimportant ones, resuling i them being recognized too ate or not at al
((physical overload of the S

IDetected alerts cannot be pm(essed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

File Integrity Monitoring
(FiM)

MON-01.7

n
ms exist to utilize a File Integrity Monitor (FIM), or similar change-
|detection technology, on critical Technology Assets, Applications and/or
Services (TAAS) to generate alerts for unauthorized modifications.

A09:2025

Security Logging & Alerting
ailures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts)

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[¥ou are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
Contra), or by logaing sensitive information that shouid not be logged (such s
Pl or

Vou are vilnerable to Injections or attacks on the logging ar manitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Security Event Monitoring

MON-01.8

s X0 o Tevien event logs on 3n ongoing basts and escalote
ncidemts I accordsnce it scablinea imeimos and procedur

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The sbplication cannot detect, escalate, or lertfor active attacks I realtime or
Inear real-tim:

Vou are vulnerable to sensitive information leakage by making loaging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Deactivated Account.
Activity

MON-01.10

[Mechanisms exist to monitor deactivated accounts for attempted usage.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
alerting to initiate active responses occurs any time:
|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
but not faied attempts)

nings and errors generate no, inadequate, or unclear fog messages
I intearity of logs i not propery protected from tamper
Logs of spplcations and ARl are ot manitored for suspicious activiy.
lLogs are only stored locally, and not properly backedu
|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.
[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.
[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time
[¥ou are vulnerable to sensitive information leakage by making logging and
alerting events visible to a user or an attacker (see AO1:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
PIl or PHI).
[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encode
[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.
|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,
[Too many false positive alerts make it impossible to distinguish important alerts
from unimportant ones, resulting n them being recogrized tao late or not at al
((physical overload of the
Detbcted alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Analyze and Prioritize
Monitoring Requirements

MON-01.16

[Mechanisms exist to assess the organization's needs for monitoring and
lprioritize the monitoring of Technology Assets, Applications and/or Services
(TAAS), based on TAAS criticality and the sensitivity of the data it stores,
ftransmits and processes.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
cecurity Incidant. Insufiient logaing, continubus monitoring, detection, and
alerting to initiate active responses occurs an

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering.

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vuinerable to injections or attacks on the logging o monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
condltions, such that the system is unaware there was an error, and Istherefore
there was a prot

Adequale 'use cases' for 4suing alerts are missing or outdated to recognize a
[special situation

[Too many faise positive alerts make it impossible to distinguish important alerts
ffrom unimportant ones, resulting in them being recognized too late or not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Centralized Collection of
Security Event Logs

MON-02

[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
lsimilar automated tool, to support the centralized collection of security-
related event logs
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A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
ot logged orlogged inconsistently (for instance, only logging successfullogins,
lbut not

Wammgs and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedui

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation

[Too many false positive alerts make it impossible to distinguish important alerts
rom unimportant ones, resuling i them being recognized too ate or not at al
((physical overload of the S

IDetected alerts cannot be pm(essed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Correlate Monitoring
Information

MON-02.1

lAutomated mechanisms exist to correlate both technical and non-technical
information from across the enterprise by a Security Incident Event Manager
((SIEM) or similar automated tool, to enhance organization-wide situational
lawareness

A09:2025

Security Logging & Alerting
ailures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts)

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[¥ou are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
Contra), or by logaing sensitive information that shouid not be logged (such s
Pl or

Vou are vilnerable to Injections or attacks on the logging ar manitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Content of Event Logs

MON-03

[Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,

lat a minimum:(1) Establish what type of event occurred;(2) When (date and

ltime) the event occurred;(3) Where the event occurred;(4) The source of the
levent;(5) The outcome (success or failure) of the event: and(6) The identity

lof any user/subject associated with the event.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The sbplication cannot detect, escalate, or lertfor active attacks I realtime or
Inear real-tim:

Vou are vulnerable to sensitive information leakage by making loaging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Audit Trails

MON-03.2

[Mechanisms exist to link system access to individual users or service
laccounts.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
alerting to initiate active responses occurs any time:
|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
but not faied attempts)

nings and errors generate no, inadequate, or unclear fog messages
I intearity of logs i not propery protected from tamper
Logs of spplcations and ARl are ot manitored for suspicious activiy.
lLogs are only stored locally, and not properly backedu
|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.
[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.
[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time
[¥ou are vulnerable to sensitive information leakage by making logging and
alerting events visible to a user or an attacker (see AO1:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
PIl or PHI).
[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encode
[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.
|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,
[Too many false positive alerts make it impossible to distinguish important alerts
from unimportant ones, resulting n them being recogrized tao late or not at al
((physical overload of the
Detbcted alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Privileged Functions Logging|

MON-03.3

[Mechanisms exist to log and review the actions of users and/or services with
lelevated privileges

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
cecurity Incidant. Insufiient logaing, continubus monitoring, detection, and
alerting to initiate active responses occurs an

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering.

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vuinerable to injections or attacks on the logging o monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
condltions, such that the system is unaware there was an error, and Istherefore
there was a prot

Adequale 'use cases' for 4suing alerts are missing or outdated to recognize a
[special situation

[Too many faise positive alerts make it impossible to distinguish important alerts
ffrom unimportant ones, resulting in them being recognized too late or not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Verbosity Logging for
oundary Devices

MON-03.4

[Mechanisms exist to verbosely log all traffic (both allowed and blocked)
larriving at network boundary devices, including firewalls, Intrusion
IDetection / Prevention Systems (IDS/IPS) and inbound and outbound proxies.
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A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
ot logged orlogged inconsistently (for instance, only logging successfullogins,
lbut not

Wammgs and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedui

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation

[Too many false positive alerts make it impossible to distinguish important alerts
rom unimportant ones, resuling i them being recognized too ate or not at al
((physical overload of the S

IDetected alerts cannot be pm(essed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Response To Event Log
Processing Failures

MON-05

lechanisms exist to alert appropriate personnel in the event of a log
oroceasing failre and take actions (o femedy the istuption

A09:2025

Security Logging & Alerting
ailures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts)

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[¥ou are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
Contra), or by logaing sensitive information that shouid not be logged (such s
Pl or

Vou are vilnerable to Injections or attacks on the logging ar manitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Query Parameter Audits of
Personal Data (PD)

MON-06.1

[Mechanisms exist to provide and implement the capability for auditing the
lparameters of user query events for data sets containing Personal Data (PD)

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The sbplication cannot detect, escalate, or lertfor active attacks I realtime or
Inear real-tim:

Vou are vulnerable to sensitive information leakage by making loaging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Time Stamps

MON-07

[Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to use an authoritative time source to generate time stamps
ffor event logs

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
alerting to initiate active responses occurs any time:
|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
but not faied attempts)

nings and errors generate no, inadequate, or unclear fog messages
I intearity of logs i not propery protected from tamper
Logs of spplcations and ARl are ot manitored for suspicious activiy.
lLogs are only stored locally, and not properly backedu
|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.
[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.
[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time
[¥ou are vulnerable to sensitive information leakage by making logging and
alerting events visible to a user or an attacker (see AO1:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
PIl or PHI).
[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encode
[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.
|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,
[Too many false positive alerts make it impossible to distinguish important alerts
from unimportant ones, resulting n them being recogrized tao late or not at al
((physical overload of the
Detbcted alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Synchronization With
Authoritative Time Source

MON-07.1

[Mechanisms exist to synchronize internal system clocks with an authoritative
ftime source.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
cecurity Incidant. Insufiient logaing, continubus monitoring, detection, and
alerting to initiate active responses occurs an

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering.

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vuinerable to injections or attacks on the logging o monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
condltions, such that the system is unaware there was an error, and Istherefore
there was a prot

Adequale 'use cases' for 4suing alerts are missing or outdated to recognize a
[special situation

[Too many faise positive alerts make it impossible to distinguish important alerts
ffrom unimportant ones, resulting in them being recognized too late or not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Protection of Event Logs

MON-08

Mecharisms exist £ protect avent logs and audlt toos from unsuthortzed
laccess, modification and deleti
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A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
ot logged orlogged inconsistently (for instance, only logging successfullogins,
lbut not

Wammgs and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedui

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation

[Too many false positive alerts make it impossible to distinguish important alerts
rom unimportant ones, resuling i them being recognized too ate or not at al
((physical overload of the S

IDetected alerts cannot be pm(essed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Event Log Backup on
Separate Physical Systems /
Components

MON-08.1

n
[Mechanisms exist to back up event logs onto a physically different system or
lsystem component than the Security Incident Event Manager (SIEM) or
lsimilar automated tool

A09:2025

Security Logging & Alerting
ailures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts)

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[¥ou are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
Contra), or by logaing sensitive information that shouid not be logged (such s
Pl or

Vou are vilnerable to Injections or attacks on the logging ar manitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Access by Subset of
Privileged Users

MON-08.2

[Mechanisms exist to restrict access to the management of event logs to
privileged users with a specific business need

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The sbplication cannot detect, escalate, or lertfor active attacks I realtime or
Inear real-tim:

Vou are vulnerable to sensitive information leakage by making loaging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Event Log Retention

MON-10

[Mechanisms exist to retain event logs for a time period consistent with
Irecords retention requirements to provide support for after-the-fact
investigations of security incidents and to meet statutory, regulatory and
[contractual retention requirements.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
alerting to initiate active responses occurs any time:
|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
but not faied attempts)

nings and errors generate no, inadequate, or unclear fog messages
I intearity of logs i not propery protected from tamper
Logs of spplcations and ARl are ot manitored for suspicious activiy.
lLogs are only stored locally, and not properly backedu
|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.
[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.
[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time
[¥ou are vulnerable to sensitive information leakage by making logging and
alerting events visible to a user or an attacker (see AO1:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
PIl or PHI).
[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encode
[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.
|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,
[Too many false positive alerts make it impossible to distinguish important alerts
from unimportant ones, resulting n them being recogrized tao late or not at al
((physical overload of the
Detbcted alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Embedded Technology
Security Program

EMB-01

[Mechanisms exist to facilitate the implementation of embedded technology
lcontrols.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
cecurity Incidant. Insufiient logaing, continubus monitoring, detection, and
alerting to initiate active responses occurs an

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering.

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vuinerable to injections or attacks on the logging o monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
condltions, such that the system is unaware there was an error, and Istherefore
there was a prot

Adequale 'use cases' for 4suing alerts are missing or outdated to recognize a
[special situation

[Too many faise positive alerts make it impossible to distinguish important alerts
ffrom unimportant ones, resulting in them being recognized too late or not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Specialized Assessments

1A0-02.2

[Mechanisms exist to conduct specialized assessments for:(1) St
regulatory and contractual compliance obligations;(2) Mumlormg (apab\\mes
(3) Mobile devices;(4) Databases;(5) Application security;(6) Emi

ltechnologies (e.q. 10T, OT, etc.):(7) Vulnerability management; 15) tcious
[code;(9) Insider threats;(10) Performance/load testing; and/or(11) Artificial
Intelligence and Autonomous Technologies (AAT).
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A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
ot logged orlogged inconsistently (for instance, only logging successfullogins,
lbut not

Wammgs and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedui

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation

[Too many false positive alerts make it impossible to distinguish important alerts
rom unimportant ones, resuling i them being recognized too ate or not at al
((physical overload of the S

IDetected alerts cannot be pm(essed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

1A0-04

n
[Mechanisms exist to require system developers and integrators to create and|
lexecute a Security Testing and Evaluation (ST&E) plan, or similar process, to
identify and remediate flaws during development

A09:2025

Security Logging & Alerting
ailures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts)

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[¥ou are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
Contra), or by logaing sensitive information that shouid not be logged (such s
Pl or

Vou are vilnerable to Injections or attacks on the logging ar manitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Data Privacy Requirements
for Contractors & Service
Providers

PRI-07.1

[Mechanisms exist to include data privacy requirements in contracts and
lother acquisition-related documents that establish data privacy roles and
responsibilities for contractors and service providers.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering.

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The sbplication cannot detect, escalate, or lertfor active attacks I realtime or
Inear real-tim:

Vou are vulnerable to sensitive information leakage by making loaging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Te(hmﬂngy Development &
wisition

TDA-01

[Mechanisms exist to facilitate the implementation of tailored development
land acquisition strategies, contract tools and procurement methods to meet
lunique business needs.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
alerting to initiate active responses occurs any time:
|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
but not faied attempts)

nings and errors generate no, inadequate, or unclear fog messages
I intearity of logs i not propery protected from tamper
Logs of spplcations and ARl are ot manitored for suspicious activiy.
lLogs are only stored locally, and not properly backedu
|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.
[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.
[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time
[¥ou are vulnerable to sensitive information leakage by making logging and
alerting events visible to a user or an attacker (see AO1:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
PIl or PHI).
[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encode
[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.
|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,
[Too many false positive alerts make it impossible to distinguish important alerts
from unimportant ones, resulting n them being recogrized tao late or not at al
((physical overload of the
Detbcted alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Product Management

TDA-0L.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andfor contractual obligations.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
cecurity Incidant. Insufiient logaing, continubus monitoring, detection, and
alerting to initiate active responses occurs an

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering.

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vuinerable to injections or attacks on the logging o monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
condltions, such that the system is unaware there was an error, and Istherefore
there was a prot

Adequale 'use cases' for 4suing alerts are missing or outdated to recognize a
[special situation

[Too many faise positive alerts make it impossible to distinguish important alerts
ffrom unimportant ones, resulting in them being recognized too late or not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Minimum Viable Product
(MVP) Security
Requirements

TDA-02

[Mechanisms exist to design, develop and produce Technology Assets,
IApplcations andjor Services (TAAS) a way that risk-based technical

d fun ecifications ensure Minimum Viable Product (MVP) criteria
etablish an appropriate level of security and resiliency based on appiicable
risks and threats.
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A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
ot logged orlogged inconsistently (for instance, only logging successfullogins,
lbut not

Wammgs and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedui

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation

[Too many false positive alerts make it impossible to distinguish important alerts
rom unimportant ones, resuling i them being recognized too ate or not at al
((physical overload of the S

IDetected alerts cannot be pm(essed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Documentation
Requirements

TDA-04

n
[Mechanisms exist to obtain, protect and distribute administrator
|documentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;|
I(2) Effective use and maintenance of security features/functions; and(
regarding and use of (eg.,

nown
privileged) functions.

A09:2025

Security Logging & Alerting
ailures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts)

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[¥ou are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
Contra), or by logaing sensitive information that shouid not be logged (such s
Pl or

Vou are vilnerable to Injections or attacks on the logging ar manitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Functional Properties

TDA-04.1

[Mechanisms exist to require software developers to provide information
|describing the functional properties of the security, compliance and
resilience controls to be utilized within Technology Assets, Applications
land/or Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The sbplication cannot detect, escalate, or lertfor active attacks I realtime or
Inear real-tim:

Vou are vulnerable to sensitive information leakage by making loaging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Secure Software
Development Practices
(sspp)

TDA-06

[Mechanisms exist to develop applications based on Secure Software
IDevelopment Practices (SSDP).

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
alerting to initiate active responses occurs any time:
|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
but not faied attempts)

nings and errors generate no, inadequate, or unclear fog messages
I intearity of logs i not propery protected from tamper
Logs of spplcations and ARl are ot manitored for suspicious activiy.
lLogs are only stored locally, and not properly backedu
|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.
[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.
[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time
[¥ou are vulnerable to sensitive information leakage by making logging and
alerting events visible to a user or an attacker (see AO1:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
PIl or PHI).
[You are vulnerable to injections or attacks on the logging or monitoring systems
i log data is not correctly encode
[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.
|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
special situation,
[Too many false positive alerts make it impossible to distinguish important alerts
from unimportant ones, resulting n them being recogrized tao late or not at al
((physical overload of the
Detbcted alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

[Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance andjor resilience personnel to:(1) Create and implement]
la Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
implement a verifiable flaw remediation process to correct weaknesses and
|deficiencies identified during the control testing and evaluation process:
land(3) Document the results.

A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
cecurity Incidant. Insufiient logaing, continubus monitoring, detection, and
alerting to initiate active responses occurs an

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts).

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering.

lLogs of applications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control). or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vuinerable to injections or attacks on the logging o monitoring systems
i log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
condltions, such that the system is unaware there was an error, and Istherefore
there was a prot

Adequale 'use cases' for 4suing alerts are missing or outdated to recognize a
[special situation

[Too many faise positive alerts make it impossible to distinguish important alerts
ffrom unimportant ones, resulting in them being recognized too late or not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Static Code Analysis

TDA-09.2

Mecharisms exist t require Ehe developers of Technalogy Assefs,
|Applications and/or Services (TAAS) to employ static code analysis tools to
menufy and remediate common flaws and document the results of the
lanalysi
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A09:2025

Security Logging & Alerting
Failures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
ot logged orlogged inconsistently (for instance, only logging successfullogins,
lbut not

Wammgs and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedui

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[You are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
(Control), or by logging sensitive information that should not be logged (such as
Pl or PHI).

[You are vulnerable to injections or attacks on the logging or monitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation

[Too many false positive alerts make it impossible to distinguish important alerts
rom unimportant ones, resuling i them being recognized too ate or not at al
((physical overload of the S

IDetected alerts cannot be pm(essed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ dynamic code analysis tools to|
identify and remediate common flaws and document the results of the
lanalysis.

A09:2025

Security Logging & Alerting
ailures

[Without logging and monitoring, attacks and breaches cannot be detected, and
without alerting it is very difficult to respond quickly and effectively during a
lsecurity incident. Insufficient logging, continuous monitoring, detection, and
lalerting to initiate active responses occurs any time:

|auditable events, such as logins, failed logins, and high-value transactions, are
Inot logged or logged inconsistently (for instance, only logging successful logins,
lbut not failed attempts)

Warnings and errors generate no, inadequate, or unclear log messages.

[The integrity of logs is not properly protected from tampering

Logs of appiications and APIs are not monitored for suspicious activity.

lLogs are only stored locally, and not properly backedup.

|Appropriate alerting thresholds and response escalation processes are not in
Iplace or effective. Alerts are not received or reviewed within a reasonable
lamount of time.

[Penetration testing and scans by dynamic application security testing (DAST)
ltools (such as Burp or ZAP) do not trigger alerts.

[The application cannot detect, escalate, or alert for active attacks in real-time or
Inear real-time

[¥ou are vulnerable to sensitive information leakage by making logging and
lalerting events visible to a user or an attacker (see A01:2025-Broken Access
Contra), or by logaing sensitive information that shouid not be logged (such s
Pl or

Vou are vilnerable to Injections or attacks on the logging ar manitoring systems
f log data is not correctly encoded

[The application is missing or mishandling errors and other exceptional
lconditions, such that the system is unaware there was an error, and is therefore
lunable to log there was a problem.

|adequate ‘use cases’ for issuing alerts are missing or outdated to recognize a
lspecial situation,

[Too many false positive alerts make it impossible to distinguish important alerts
[from unimportant ones, resulting in them being recognized too late o not at all
(physical overload of the SOC team)

[Detected alerts cannot be processed correctly because the playbook for the use
lcase is incomplete, out of date, or missing.

Functional

Intersects With

Application Penetration
Testing

TDA-09.5

IMechanisms exist to perform application-level penetration testing of custom-
Imade Technology Assets, Applications and/or Services (TAAS).

A10:2025

Mishandling of Exceptional
Conditions

[Mishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
leads to crashes, unexpected behavior, and sometimes vulnerabilities. This can
involve one or more of the following 3 failings; the application doesn't prevent an
lunusual situation from happening, it doesn't identify the situation as it is
Ihappening, andor it responds poorly or not at all to the situation afterwards.
[Exceptional conditions can be caused by missing, poor, or incomplete input
|validation, or late, high level error handling instead at the functions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
the security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional condition:

such as logic bugs, overflows, race conditions, fraudulent transactions, or issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's data. Attackers manipulate an application's
IMawed error handling to strike this vulnerability.

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

IMechanisms exist to develop, document and maintain secure baseline
|configurations for Technology Assets, Applications and/or Services (TAAS)
lthat are consistent with industry-accepted system hardening standards.

A10:2025

Mishandling of Exceptional
nditions

[Mishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respon

to unusual and unpredictable situations, whic

s can
on Goesnt prevent an
lunusual situation from happening, it doesn’t identify the Stantion oe e
Ihappening, andor it responds poorly or not at all to the situation afterwards.
[Exceptional conditions can be caused by missing, poor, or incomplete input
\validation, or late, high level error handling instead at the functions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time.
IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,
Isuch as logic bugs, overflows, race conditions, fraudulent transactions, or Issues
with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's data. Attackers manipulate an application's
[Alawed error handling to strike this vulnerability.

Functional

Intersects With

Embedded Technology
Security Program

EMB-01

IMechanisms exist to facilitate the implementation of embedded technology
lcontrols.

A10:2025

Mishandling of Exceptional
nditions

[Mishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
lleads to crashes, unexpected behavior, and sometimes vulnerabilities. This can
involve one or more of the following 3 failings; the application doesn't prevent an
lunusual situation from happening, it doesn't identify the situation as it is
Ihappening, andjor it responds poorly or not at all to the situation afterwards.
[Exceptional conditions can be caused by missing, poor, or incomplete input
|validation, or late, high level error handling instead at the functions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional condition:

such as logic bugs, overflows, race conditions, fraudulent transactions, or issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's ata. Attackers manipulate an application's
[Rawed error handling to strike this vulnerability.

Functional

Intersects With

Specialized Assessments.

180-02.2

[Mechanisms exist to conduct specialized assessments for:(1) Statutory,
regulatory and contractual compliance obligations;(2) Monitoring capabilities;
(3) Mobile devices;(4) Databases;(5) Application security;(6) Embedded
ltechnologies (e.g., 10T, OT, etc.);(7) Vulnerability management;(8) Malicious
|code;(9) Insider threats;(10) Performance/load testing; and/or(11) Artificial
Iintelligence and Autonomous Technologies (AAT).

A10:2025

Mishandling of Exceptional
Conditions

[Mishandling exceptional conditions in software happens when programs fail to
revent, detect, and respond to unusual and unpredictable situations, which
lleads to crashes, unexpected behavior, and sometimes vulnerabilities. This can
involve one or more of the following 3 failings; the application doesn't prevent an
lunusual situation from happening, it doesn’t identify the situation as it is
lhappening, and/or it responds poorly or not at all to the situation afterwards.
[Exceptional conditions can be caused by missing, poor, o incomplete input
\validation, or late, high level error handling instead at the functions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
conditions,

lsuch as logic bugs, overflows, race conditions, fraudulent transactions, or Issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's data. Attackers manipulate an application's
[Rawed error handling to strike this vulnerability.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

1A0-04

[Mechanisms exist to require system developers and integrators to create and
lexecute a Security Testing and Evaluation (ST&E) plan, or similar process, to
identify and remediate flaws during development.
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A10:2025

Mishandling of Exceptional
nditions

IMishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
lleads to crashes, unexpected behavior, and sometimes vulnerabilities. This can
involve one or more of the following 3 failings; the application doesn't prevent an
lunusual situation from happening, it doesn't identify the situation as it is
appening, anjor i responds pocrly o not atal to the ituation afterards.
[Exceptional conditions can be caused by missing, poor, or incomplete input
\alication. or ate, high level error handling istead at the functions where they
loccur, or unexpected environmental states such as memory,
metwork issues, mconsistent exception handiing, or excaptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

lsuch as logic bugs, overflows, race conditions, fraudulent transactions, or issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's ata. Attackers manipulate an application’s
iflawed error handling to strike this vulnerability.

Functional

Intersects With

Data Privacy Requirements
for Contractors & Service
Provider:

PRI-07.1

lecha exist to include data privacy requirements in contracts and
ot acquisionelated documents that estabish deta privacy roles and
responsibilities for contractors and service providers

A10:2025

Mishandling of Exceptional
Conditions.

[Mishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
leads to crashes, unexpected behavior, and sometimes vulnerabili s can
involve one or more of the following 3 failings; the application doesn't prevent an
lunusual situation from happening, it doesn’t identify the situation as it is
Ihappening, and/or it responds poorly or not at all to the situation afterwards.
[Exceptional conditions can be caused by missing, poor, or incomplete input
\validation, or late, high level error handling instead at the functions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

lsuch as logic bugs, overflows, race conditions, fraudulent transactions, or Issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's data. Attackers manipulate an application's
[Rawed error handling to strike this vulnerability.

Functional

Intersects With

Te(hnu\ogy Development &
wisition

TDA-01

[Mechanisms exist to facilitate the implementation of tailored development
land acquisition strategies, contract tools and procurement methods to meet
lunique business needs.

A10:2025

Mishandiling of Exceptional
nditions

[Mishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
leads to crashes, unexpected behavior, and sometimes vulnerabiltes. This can
involve one or more of the following 3 failings; the apy joesn't prevent an
uisual ituation from happening, i doesit identity the tuntion ae e

uation afterwards,
mplete input
ualidation, or Iate, high level errar handling métead at ihe fonctions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

lsuch as logic bugs, overflows, race conditions, fraudulent transactions, or issues
with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's data. Attackers manipulate an application's
[Rawed error handling to strike this vulnerability.

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities; (3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

A10:2025

Mishandling of Exceptional
Conditions

[Mishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
leads to crashes, unexpected behavior, and sometimes vulnerabilities. This can
involve one or more of the following 3 failings; the application doesn't prevent an
lunusual situation from happening, it doesn't identify the situation as it is
Ihappening, and/or it responds poorly or not at all to the situation afterwards.
[Exceptional conditions can be caused by missing, poor, or incomplete input
|validation, or late, high level error handiing instead at the functions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
the security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

lsuch as logic bugs, overflows, race conditions, fraudulent transactions, or issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability.
land/or integrity of a system or it's data. Attackers manipulate an application's
[Nawed error handling to strike this vulnerability.

Functional

Intersects With

Minimum Viable Product
(MVP) Security
Requirements

TDA-02

IMechanisms exist to design, develop and produce Technology Assets,
|Applications and/or Services (TAAS) in such a way that risk-based technical
land functional specifications ensure Minimum Viable Product (MVP) criteria
lestablish an appropriate level of security and resiliency based on applicable
risks and threats.

A10:2025

Mishandling of Exceptional
nditions

[Mishandling exceptional conditions in software happens when programs fail to

\validation, or late, high level error handling instead at the functions where they
loccur, or unexpected environmental states such as memory. privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

Isuch as logic bugs, overflows, race conditions, fraudulent transactions, or issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availabilty,
land/or integrity of a system or it's data. Attackers manipulate an application's
[Aawed error handling to strike this vulnerability.

Functional

Intersects With

Documentation
Requirements

TDA-04

IMechanisms exist to obtain, protect and distribute administrator
|documentation for Technology Assets, Applications and/or Services (TAAS)
[that describ
(2) Effective use and maintenance of security features/functions; and(3)

regarding and use of (eq.

Known
privileged) functions.

1) Secure configuration, installation and operation of the TAAS|

A10:2025

Mishandling of Exceptional
Conditions

[Mishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
lleads to crashes, unexpected behavior, and sometimes vulnerabilities. This can
involve one or more of the following 3 failings; the application doesn't prevent an
lunusual situation from happening, it doesn't identify the situation as it is
Ihappening, andor it responds poorly or not at all to the situation afterwards.
[Exceptional conditions can be caused by missing, poor, or incomplete input
|validation, or late, high level error handling instead at the functions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time,

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

lsuch as logic bugs, overflows, race conditions, fraudulent transactions, or issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's ata. Attackers manipulate an application's
iflawed error handling to strike this vulnerability.

Functional

Intersects With

Functional Properties

TDA-04.1

[Mechanisms exist to require software developers to provide information
|describing the functional properties of the security, compliance and
resilience controls to be utilized within Technology Assets, Applications
landor Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls
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A10:2025

Mishandling of Exceptional
nditions

IMishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
lleads to crashes, unexpected behavior, and sometimes vulnerabilities. This can
involve one or more of the following 3 failings; the application doesn't prevent an
lunusual situation from happening, it doesn't identify the situation as it is
appening, anjor i responds pocrly o not atal to the ituation afterards.
[Exceptional conditions can be caused by missing, poor, or incomplete input
\alication. or ate, high level error handling istead at the functions where they
loccur, or unexpected environmental states such as memory,
metwork issues, mconsistent exception handiing, or excaptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

lsuch as logic bugs, overflows, race conditions, fraudulent transactions, or issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's ata. Attackers manipulate an application’s
iflawed error handling to strike this vulnerability.

Functional

Intersects With

re Software
Development Practices
(SSDP)

TDA-06

[Mechanisms exist to develop applications based on Secure Software
[Development Practices (SSDP).

A10:2025

Mishandling of Exceptional
Conditions.

[Mishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
leads to crashes, unexpected behavior, and sometimes vulnerabili s can
involve one or more of the following 3 failings; the application doesn't prevent an
lunusual situation from happening, it doesn’t identify the situation as it is
Ihappening, and/or it responds poorly or not at all to the situation afterwards.
[Exceptional conditions can be caused by missing, poor, or incomplete input
\validation, or late, high level error handling instead at the functions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

lsuch as logic bugs, overflows, race conditions, fraudulent transactions, or Issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's data. Attackers manipulate an application's
[Rawed error handling to strike this vulnerability.

Functional

Intersects With

Security, Compliance &
Resilience Testing
Throughout Development

TDA-09

[Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance andjor resilience personnel to:(1) Create and implement]
la Security Testing and Evaluation (ST&E) plan, or pe capability;(2)
implement a verifiable flaw remediation process to correct weaknesses and
|deficiencies identified during the control testing and evaluation process:
land(3) Document the results.

A10:2025

Mishandiling of Exceptional
nditions

[Mishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
leads to crashes, unexpected behavior, and sometimes vulnerabiltes. This can
involve one or more of the following 3 failings; the apy joesn't prevent an
uisual ituation from happening, i doesit identity the tuntion ae e

uation afterwards,
mplete input
ualidation, or Iate, high level errar handling métead at ihe fonctions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

lsuch as logic bugs, overflows, race conditions, fraudulent transactions, or issues
with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's data. Attackers manipulate an application's
[Rawed error handling to strike this vulnerability.

Functional

Intersects With

Static Code Analysis

TDA-09.2

IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ static code analysis tools to
identify and remediate common flaws and document the results of the
lanalysis.

A10:2025

Mishandling of Exceptional
Conditions

[Mishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
leads to crashes, unexpected behavior, and sometimes vulnerabilities. This can
involve one or more of the following 3 failings; the application doesn't prevent an
lunusual situation from happening, it doesn't identify the situation as it is
Ihappening, and/or it responds poorly or not at all to the situation afterwards.
[Exceptional conditions can be caused by missing, poor, or incomplete input
|validation, or late, high level error handiing instead at the functions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
the security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

lsuch as logic bugs, overflows, race conditions, fraudulent transactions, or issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability.
land/or integrity of a system or it's data. Attackers manipulate an application's
[Nawed error handling to strike this vulnerability.

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

IMechanisms exist to require the developers of Technology Assets,
|Applications andjor Services (TAAS) to employ dynamic code analysis tools to|
identify and remediate common flaws and document the results of the
lanalysis.

A10:2025

Mishandling of Exceptional
nditions

[Mishandling exceptional conditions in software happens when programs fail to

\validation, or late, high level error handling instead at the functions where they
loccur, or unexpected environmental states such as memory. privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time.

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

Isuch as logic bugs, overflows, race conditions, fraudulent transactions, or issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availabilty,
land/or integrity of a system or it's data. Attackers manipulate an application's
[Aawed error handling to strike this vulnerability.

Functional

Intersects With

Application Penetration
Testing

TDA-09.5

IMechanisms exist to perform application-level penetration testing of custom-
Imade Technology Assets, Applications and/or Services (TAAS).

A10:2025

Mishandling of Exceptional
Conditions

[Mishandling exceptional conditions in software happens when programs fail to
lprevent, detect, and respond to unusual and unpredictable situations, which
lleads to crashes, unexpected behavior, and sometimes vulnerabilities. This can
involve one or more of the following 3 failings; the application doesn't prevent an
lunusual situation from happening, it doesn't identify the situation as it is
Ihappening, andor it responds poorly or not at all to the situation afterwards.
[Exceptional conditions can be caused by missing, poor, or incomplete input
|validation, or late, high level error handling instead at the functions where they
loccur, or unexpected environmental states such as memory, privilege, or
Inetwork issues, inconsistent exception handling, or exceptions that are not
lhandled at all, allowing the system to fall into an unknown and unpredictable
state. Any time an application is unsure of its next instruction, an exceptional
lcondition has been mishandled. Hard-to-find errors and exceptions can threaten
lthe security of the whole application for a long time,

IMany different security vulnerabilities can happen when we mishandle
lexceptional conditions,

lsuch as logic bugs, overflows, race conditions, fraudulent transactions, or issues
\with memory, state, resource, timing, authentication, and authorization. These
ltypes of vulnerabilities can negatively affect the confidentiality, availability,
land/or integrity of a system or it's ata. Attackers manipulate an application's
iflawed error handling to strike this vulnerability.

Functional

Intersects With

Error Handling

TDA19

IMechanisms exist to handle error conditions by:(1) Identifying potentially
[security-relevant error conditions;(2) Generating error messages that provide|
information necessary for corrective actions without revealing sensitive or
lpotentially harmful information in error logs and administrative messages
lthat could be exploited; and(3) Revealing error messages only to authorized
lpersonnel.
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