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STRM Guidance:

FDE Name

Document Element (FDE) Descriptios

[Vendor default accounts are managed as follow:
oI the vendor default account(s) il be used, "he defaut password is

hanged per

5 Vendor detaut account(s wil not be used, the account s

lremoved or disabled.

Functional

Intersects With

SCF Control

Asset Ownership Assignment

AST-03

Secure Controls Framework (SCF)
escription

IMechanisms exist to ensure asset ownership responsibilities are
ssigned, tracked and managed ata team; ndiicul of responsile
lorganization level to establish a common understanding

Irequirements for asset protection.

[system components cannot be accessed using default passwords.

NA

[Vendor default accounts are managed as follow
i the vendor default account(s) wil be used, the default password is
lchanged per Requirement 8.3,

[m I the vendor default account(s) will not be used, the account is

lremoved or disal

Functional

Intersects With

Default Authenticators

1AC-108

IMechanisms exist to ensure default authenticators are changed as.
Ipart of account creation or system installation.

[system components cannot be accessed using default passwords.

[ security polcies and operational pocedures tht ae dentiied in
[Requirement 3 are:

o Kept up to cate
lm In use,
| Known to all affected parties

Functional

Intersects With

Publishing Security, Compliance
& Resilience Documentation

Gov-02

Mechanisms exit to estabish, maintain and disseminate policies,
|standards and procedures necessary for secure, compliant and
resilient capabilities.

[Expectations, controls, and oversight for meeting activities within
equirement 3 are defined and adhered to by affected personnel. All
lsupporting activities are repeatable, consistently applied, and canform|

lto management’s intent.

Jll security poicies and operational procedures that ae identied n
[Requirement 3
ted
s Kept up to date.
In use.
I Known to all affected parties

Functional

Intersects With

Periodic Review & Update of
Security, Compliance &
Resilience Program

Gov-03

[Mechanisms exist to review the Security, Compliance & Resilience
[Program (SCRP), including policies, standards and procedures, at
lanned intervals or i significant changes occur to ensure their

[continuing suitability, adequacy and effectiveness.

Expectations, conrols, and oversight for meeting ativies within

[Requirement 3 are defined and adhered to by affected personnel. Al

lsupporting activities are repeatable, consistently applied, and conform|
management’s intent.

NiA

JAl security policies and operational procedures that are identified in
[Requirement 3 are:

Documented
[m Kept up to date.

In use.
I Known to all affected parties

Functional

Subset Of

Operations Security

ops-01

IMechanisms exist to facilitate the implementation of operational
lsecurity contros

[Expectations, controls, and oversight for meeting activities within
[Requirement 3 are defined and adhered to by affected personnel. Al
lsupporting activities are repeatable, consistently applied, and conform|
lto management's intent.

J securty poicles and operatiansl procedures that ae Identfied In

e ocomentaq.
la Kept up to date.
I In use,

I Known to all affected parties.

Functional

Intersects With

Standardized Operating
Procedures (SOP)

0ps-01.1

IMech: t to identify and docum Operating
lProcedures (SOf imilar documentation, to enable the froper
lexecution of day-to-day / assigned tasks.

gontols, and oversght for meeting activie within
[Requirement 3 are defined and adhered to by a personnel. All
Sibportmg acivies are epestablesconsstonty applied: and contorm
lto management's intent.

NA

|Account data storage is kept to a minimum through implementation of|
o retention and isposa) poicie. procedures, and processes that
finclude at least the following

I Coverage for al locations of stored account data.
o Coverage for any senstive authentication data (SAD) tored prior to
[completion of authorization. This bullet is a best practice until
[effective date; refer to Applicability Notes below for details.
lm Limiting data storage amour ertion tme o that which s
lrequired for legal or regulatory, andjor business requirer
- Specinc retention requiremantsfor stored account data tna defines
engt of retention peiod and includes a documented business
justificat
I Procesces for secure geleion o rendering account data
jnrecaverable when no longer nesded per th retention policy.

rocess for verfying, at least once avery thres months, that

Storec account data excaeding the defined fetention period has been
lsecurely deleted or rendered unrecoverable.

Functional

Intersects With

Media & Data Retention

DCH-18

[Mechanisms exist to retain media and data in accordance with
[applicable statutory, regulatory and contractual obligations.

|account data is retained only where necessary and for the least
it of time needed and is securely deleted o rendered
lunrecoverable when no longer needed.

NA

faccount data sorage is ket to @ minimum through implementation of
£stankion and disposal polis, procecures, an processes that
nclude st least the folow
Coverage for al Tocations of stored account
lm Coverage ive suthentication data (SAD) stored prior to
ICompletion of authorization. This bullet is 8 best practica untl s
eectve ate;refer to Applicabilty Notes below for detal
lm Limiting data storage amount an o time tothat which s
[equred or egal or regulatory, andlor business requirement
eciic retenion fequirements for stored account data tnat defines
Rength of retantion perod and Includes a documented businss
justification.
|m Processes for secure deletion or rendering account data
lnrecoverable when no langer needed per the reertion poly.
= A process for verityng, at east once every three manths,
o sccount o xceading she datned retanson period nas been
e ey detened o rendered anvecovaraple

Functional

Intersects With

Third-Party Processing, Storage
and Service Locations.

TPM-04.4

IMechanisms exist to restrict the location of information
lprocessing/storage based on business requirements.

Jaccount data i retaned oy where necessary and for th least
nt oftine needed and i securely deleted or rendered
nrecoverable when no longer necded.

securty vunerabitesare dentfied and managed as folons:
Im New security are identified u
Eources for seeurly valnerabiity Information, including aierts from
finternational and national computer emergency response teams
[(CERTS).
J Vulnerabilties ar assigned a sk ranking based on ndustry best
lpractices and consideration of potential impact
o Risk rankings dertiy.at @ minimum, il vmnerannmes considered
o pe & highisk o criical o the e

- forbaspoke and costom, an third-party software (for
e oparatng Syctomms and dorabages) ar overed

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

10-04

[Mechanisms exist to require system developers and integrators to
lereate and execute a Security Testing and Evaluation (STEE) plan, or
Jsimilar process, to identify and remediate flaws during development.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

Securty winerabitiesare lenied and managed a5 foloms
fm New. are identified u
s for Seburty vainarabiy nformation, mcluding st o

finternational and national computer emergency response teams
[(CERTS).
| Vulnerasites are assigned arisk ranking based on industry best
lpractices and consideration of potential imj
o Rsk rankings dentiy.at @ minimum, ol vu\nevabmnss considered
o 2 nghrisk orcritialtothe enviranmen

. o pespelke and costom, amd tird pary softuare (or
S ampie Speratng ayctoms amd cavabases) re Covere

Functional

Intersects With

Contacts With Groups &
‘Associations

Gov-07

Jchanisms exs o etabsh contct it selected groups and

lassociations within the security, cor and resilen

|communities to:(1) Facm(ale angamg P egmereacurty o

protection education and training fo orgenizational personnel (2)
Intaln carrency with recommended eypersecunity a

rtaction pracices, techniauas and tommarogss 3r0L3) arare

current ybersecurity andjr data protection-related information

including threats, vulnerabilities and incident

New system and software vulnerabilties that may impact the security
lof account data or the CDE are monitored, cataloged, and rish
lassessed.

Isecurity vulnerabilities are identified and managed as follows:
fm New security
Jsources for security vulnerability information, including alerts from
linternational and national computer emergency response teams
RTS).

| Vulnerabiltes are assigned sk ranking based on industry best
lpractices and consideration of potential imp:
ik rarkings iy, at & mimimum a venerabilties consdered
o e a highrisk orcriical tothe environment.

Vulnerabilities for bespoke and custom, and third-party software (for
[Example operating systems and databases) are Covered

Functional

Intersects With

Threat Intelligence Feeds

THR-03

IMechanisms exist to maintain situational awareness of vulnerabilities
Jond evolving threats by leveraging the knowledge of attacker tactics,
ltechniques and procedures to facilitate the implementation of
lpreventative and compensating controls.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

Securty vinsrabilties are dentited and manage as folows:
fm New security are identified u

Bources for securty vuinerabilty nformation. ncluaing aierts from
finternational and national computer emergency response teams
[(CERTs).

o Vulnerabiltes ae assigned sk ranking based on industry best
lpractices and consideration of poter

ik rarkimgs iy, ot i, an veinerabilties consdered
o e a nigh-risk o criticaltothe environment.

lm Vuiner spoke and sustom, and tir-party software (o
e oparating syctoms and databasee) ae covered

Functional

Intersects With

Vuinerability Disclosure Program
(VoP)

THR-06

Mechanisms exist to estabiish a Vunerability Disclosure Program
I(VDP) to assist with the secure development and maintenance of

[Technology Assets, Applications and/or Services (TAAS) that receives
lunsolicited input from the public about vulnerabilities in organizational
ARS.

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

jsecurty wmcrabmms gre identifed ang managcd as follows:

fm New s¢ e identified u

s for Sonurty vainerabiity nformatian. cAIAInG aiers ham

Internationaland naiansl computer emergency response teaims
[(CERTS)
| Vulnerabites are assigned a sk ranking based on ndustry best
Jpractices and consideration of potential imj
lm Risk rankings identify, at a minimum, all vu\nerabmues considered
lto be a high-risk or critical to the environment
[ uinerapitos or bespoke and costom. and thir- party software (or
[example operating systems and databases) are coveret

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

oA 1S

IMechanisms exist to require system developers and integrators to
[develop and implement an ongaing security Testing and Evaluation
(STSE) r process, o objectively dentify and remediate
ainerabities prior ta feresse i prouc

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
jassessed.

NA

[Securtty vulneratiltes ae identfied and managed as ollows:
are identified usin

ources fo serurty vainarabity nformation, Incucing aiors o

[international and national computer emergency response teams

l(CERTs).

| Vulnerabiltes are assigned a isk ranking based on Industry best

lpractices and consderaton of potential impact

ek aninge entity. ot o . a vaerablities considered

o be a high 1ok o crtcal to tne emvitonment

| Vuinerabilties for bespoke and custom, and thrd-party software (for

lexample operating systems and databases) are covered

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

Mecharisms exit o faciitate the mplementation and moritoring of
|vulnerability management contro

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

NiA

Isecurity vulnerabilities are identified and managed as follows:
urity vulnerabilities are id sing industry-recognized

Jsources for security vulnerability information, including alerts from
[international and national computer emergency response teams

RTS).
|u Vulnerabilities are assigned a risk ranking based on industry best
lpractices and consideration of potential impact.

isk rankings identify, at a minimum, all vulnerabilities considered
[0 2 Mgk or il o he envionment,
| Veinerabilties for bes d custom, and third-party software (for
[Example operating systems and databases) are covered

Functional

Intersects With

Attack Surface Scope

VPM-01.1

IMechanisms exist to define and manage the scope for its attack
Jsurface management activities

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

NA

securty vunerabitesare dentiied ang managed ac folons:
identified u

rcesfor sekurty vanérsbity nformation. ncuding sl hom
fnternational and national computer emergency response teams
[(CERTS)
IS Vuarabiltes are assigned a risk ranking based on industry best
practices and consideration o potentil
mum, all wmeraumues considered

[ Vuinerapitcs for bespoke and custorm. and hir- party software (for
xample operating systems and databases) are covere

Functional

Intersects With

Vulnerability Ranking

VPM-03

IMechanisms exist to identify and assign a risk ranking to newly
ldiscovered security vulnerabilities using reputable outside sources for
[security vulnerability information.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
securty wineratites s dentfiedana mansged z olows:
ity vulnerabilies re ientfied using ndusry recognized
ces for sty vilnerabilty nformation, GG lers rom
ftertonai an nation!computer emergery esponse teams
75 cenraized Management of v New system and software vulnerabilties that may impact the security
631 wa [ Vlnerabities ar assigned ik ranking baseson nausybest | Functonl | itersects win <SRG MEnBE O .y, ecnamms exist tocetrly-manage th faw remecitonprocess. s of account data or the CDE are monftored, cataloged. and risk
practices and consideraton o potentil oscessed
e R arkings o i uprabiities considered
o eitial to the environment.
= Veinerabiies for espoke and ustom,and i pary softare o]
Sxempie aperating systers and databases) ae cove
Bt syste components v potectedrom ko wanerabities by
Instaling applicable security patches/updates as ol
= Coicar o high-secury patchesiupdmes (aentined accoring o the
ik ranking process at Requirement 6.3.1) are instaled wihin ane y Vuinerabilty & Patch o1 [Mechanisms exst to faciltatethe impiementation and monitoring of System components cannot be compromised via the explofation of
633 N |month of release. Functional Subset O Management Program (vPMP) | VP01 uinerability management controls. 10 [known vulnerability.
= Al other appicable security patchesfupdates are installed within an
Boproprate e frame s determined by the enty (or exampe,
[t three monthe of reteacer
ot system components v protectedfrom ko wanerabities by
fnstaing applcable securty patcnes/updates s flow
o Cricalor high-secury patéhes/updates (dontined according to the
ik ranking process at Requirement 6.3.1) are intaied wihin ane Continuous Vuinerabilty oa [Mechanisms exst to address new threats and vulnerabities on an System companents cannt be compromised v the explltaion of
633 NiA [month of rel Functional Intersects With Remediation Activities VPM-04 [ongoing basis and ensure assets are protected against known attacks. s known vulnerability.
Al other appicable security patches/updates are intalled within an
Eopropriate dme iram ined by the entiy (for example,
Wit tree monthe of reteace)
Wechaniems exist o conduct software patching for a depioyed
i system companents reprtectes rom ko verabiiti by ITechnclogy Acsets, Appiications and/or Services (TAAS). including
Instaling appliable securty patcnes/updates s foows frmware
o Crtca o ngh-sccurity patches/updates (dentited according to the
23 e o anking process 3t ReGuTement6.3.1) a1 MSaIGa WM OM6 | ot | terscts Wi | Sofware & Frware patching | VP10 s Sy camponets oot becompramisd i the eptaton of
= Al other appicable secrity patches/updates are intalled within an
[appropriate time ‘mined by the entity (for example,
[t three monthe of reteace).
i system companents are protected from known vuinerabilties by
fnstaing applcable securty patches/updates as fllows:
o Chtica o nigh-security patches/updates (dentifed according to the
5s e P raiang proces ot Regurement 63 are M8 WM G0 | pyncuonat | ierscts vt |CETBIEES MOnSOEEntof Faw| v g5 1 echanisms exst to cetay manag the flow emedato proces. 5 Sy components comot b compramisd i th exptaton of
= Al other appicable security patchesfupdates are intalled wthin an
Eoproprate e frame s determined by the enty (or example,
[t tree month of reteaser.
il payment page scriptsthat are loadied and executed inthe
lconcumers browser are managed a follows:
Tethod 15 implemented to Confm that each script s suthorized Centraiized Management of iaw| gy Unautharized code canno be present inthe payment page as it s
643 NA |m A method is implemented to assure the integrity of each script. Functional Intersects With Remediation Processes. VPM-05.1 - |Mechanisms exist to centrally-manage the flaw remediation process. s lrendered in the consumer’s browser.
2 An'inventory o il Scripts s maintained with written ustncation as
Fo wny each 2 necessary
It payment page s ot ae o and exccues n he
lconsumer's bro < ollos
<A method 1 implerented to confrm that each script s authorized o1.1 |Mechanisms exis to prevent unauthorized coce from being present in Unauthorized code cannot be present inthe payment page as it s
643 A |» A method is implemented to assure the integrity of each script. Functional Intersects With Unauthorized Code WEB-0L1 3 cecure page as it is rendered in a client's browser. s rendered in the consumer’s browser.
2 Aninventory o al Scrits s maintained with written jstfcation 25
o why each 2 necessary
T uaers a7 sssioned 2 unique D before access T syatem TGertier Wanagernent User Wechanisms ex(s o Gover naming standards fo usermames and
821 A [components or cardholder data is allowed. Functional | Intersects With Names) 'AC09_Technology Assets, Applications and/or Services (TAAS). s [l actions by all users are attributable to an individual
621 wa [ oo e osslgned uniaue 0 before pecess o system Functional | Itersects With | User dentiy (1D) Iaci09.1[lecharisms existto ensure proper user dentincation management o s [ actions by ail users are attributable o an indvidual
(Group,shared, or generic accounts, orcther shared authenticaton
redeii ar oy s when necesar o an excepton b, and
fore manage as folow:
8 AcCount oee s revented unless needed for an exceptionsl
ircumstance,
822 wa e Use e e to e e needes forthe exceptonalcrcumstance. | Functonal | nersets Wi | Group Auhentaton Iaci0z.1  [Mecharisms exst to require individuals to be authenicated with an s [l actions performe by users with generic, system, o shared 1Ds are
|w Business justification for use is documentc group P
f use s expcity approved by management
il v GER 1 cofimed before acces 0 onaccount
2 Bvery acton taken s atnbutable toan ndvidual user
lGroup.shared, or generic accounts, or cther shared authentication
credias ar anly useq when necessary an an exception basks, and
ore managea as follons
¢ Accoun e ' prevenied niess needed o an xceptonl
ircumst
Restrcions on Shared Groups /| 155 Mechanims et to authonze th use of shresforoup ccounts oty Al actions performe by users with generic, system, o shared IDs are
o2 b - gzil:vsel;'s“"x[l::ffgatg;["f;fu';e\de:;:ﬂ ‘Ze eé‘“"""”' creumstance. | Functional | Intersects With ccaunts IC55 - {er certan organizationdefned condtio 5 atrbutabie to an indvidual person
2 Use s expicily appr
= iic)use chtey s contrmed pefos access t an account s
rante
"E0ery acton taken i attrbutable o an indvidualuser
(Group, shared, or generic acconts, orcther shared authenticaton
credertias ar only used when necessary an an exception bass, and
8 Account oee 12 revented unless needed for an exceptionsl
ircumstance.
UTSIENCE. | time needed for the exceptiona! crcumstonce, | Functionst | ntersects i ecential Sharin 19 Hechanisms exst o prevent nesharing ofgenet 10, passwors o |l actions performed by users with generic, system, o shared IDs are
822 A 2 Jse s imited tothe ime necde for the exceptiona ircumst Functional | Intersects With | Credential sharing 19 s genaric authentcation metno s atoutabie o an indvidual person
= Use s expicily approved by managemeni
2 nvidoaluser ety 15 confirmed before access to an account s
Srantea:
"Every acton taken i ttributable o an individualuser.
625 wa Jcess for terminated users is immediately revoked Functional | Intersects With | personnel Termination 47509 |Wechanisms exst to govern the termination of ndividual employment s [the accounts of terminated users cannot be used
echanisms exit o expedie the process of removing “high
825 wa Icces fo terminated users is immediately revoked Functonal | ntrsects With | Wgh Rk Terminaions | HRS-09.2 | ncilua s actess 0 TEchnElogy At Appications Seraces andlor s IThe accounts of terminated users canno b use
Data (TAASD) upon termination. a¢ determined by management
o7 |Mechanms et o revok user acces gt olawingchanges i
825 wa Iccess fo terminated users is immediately revoked Functional | intersects With | Change of Roles & Duties | 1ac.07.1 ~ Hecharisms exist to revoke useraccess ights folwing cho s IThe accounts of terminated users canno b use
. ] p ; 072 |Mechaniams exist t revoke user access ight i a ety manner, .
625 i Jccess fo terminated users is immediately revoked Functional | intersects with | Termination ofEmployment | ac07.2[Hecharism exs o eveke uset access o s [the accounts of erminated users canno b use
825 NA |Access for terminated users is immediately revoked. Functional | Intersects With Revocation of Access IAC20.6  [Mechanisms exist to revoke logical and physical access authorizations. B [The accounts of terminated users cannot be used.
echanisms exit (1) Securely manage suhenicators for sers and
i user access o system componentsfor users and acministratrs s devices: and(2) Ensue th strenath of athentication < approprite fo
futhenicated viaat Ieast ane of he following authentcation fackors the clacsficaton of the data being accesse Jan account cannot be accessed except with  combination of user
831 NIA |m Something you know, such as a password or passphrase. Functional Intersects With Authenticator Management I1AC-10 5 lidentity and an authentication VE(IDrP
[» Something you have, such as a token device or smart card. Y
= Something you are. uch 83  biometric slamen
i user access o system componentsfor users and acministratrs s
831 wa o Someting you kiow: Such 262 pasoword o posspmrase. | Funcional | ntersects With AC10.1  |Consiaeratns t anoue Svong CHiers o passworHhased s [an account cannot be accessed except with a combination of user
= Somelhmg you have, such as a token device or smart card. [authentication. dentity and an authentication factor.
= Something you are. uch s a blometric slamen
i user access to system components for users and acministraors is
Futhenticaiea via at Ieast an of the folloning authentication factors Jutomated mechanisms exis to vaidate certifcates by constructing .
831 wa = Something you know.such a2 a pasewor Functonal | Intersects With | PK..Based Authertication | IAC-10.2 [and verifying a certification path to an accepted trust anchr including s [on account cannot be accessed except with a combination of user
| Something you have, such as a token device or smart card. |checking certificate status information for PKI-based authentication. Y
= Something you are. uch a2 a blomatric slement
echaniams exit 1) Securely manage SUenfcators for sers and
I passwordsipassphrases are used as authentication facors to meet devices; and(2) Ensure the sirength of authéntication s approprite to
Reurement 53,1 they are st and rese fo each user as fallows o |the cacsfication of the data being acesssed Jan i or reset password/passphrase assigned to a user cannot be
835 A |w Set to a unique value for first-time use and upon reset. Functional Intersects With Authenticator Management Iac-10 5 lused by an unauthorized user.
= Forced to be changed immediatey afer he frst uee
I passwords/passphrases are used as authentication factors to meet
quirement 3.1 they ar set and rese fo each user a¢ ollows nctonat | 1 i | User Provisioning & De- Mechanisms exist o utize »formal user regisratio and de- i iniial or reset password/passphrase assigned to  user cannot be
835 NA et to a unique value for first-time use and upon reset. Functional | Intersects With Provisioning IAC07  registration process that governs the assignment of access rights. s lused by an unauthorized user.
= Forced to b changed immedately afer he Fra use.
It passwords/passphrases are used as authentication factors o meet T ———
Reurement 53,1 they are st and rese fo each user as fallows . } i o eset pssnoraassphrse assones o ausr cannot be
[EE wa [equirements 31, iney are se ond rest for each uer Functional | Itersects with | AC101 - consierations t enure song cter o pasaworc-esed s il or reset passwerdipa
5 Forced'to be changed immediatey afer he Frst uee
I pascworcpassphraes are used a authentiction factrsto st
Complamyr o e meet the following minimum teve of echanisms exist o enforce complexity, length and ifespan In uessed passwordipassphrase cannr be verified by either an online
836 Nia [w A minimum length of 12 characters (or IF the system does not. Functional Intersects With 1ac-101 au(hentv(ahon nsure strong criteria for password-based s lor offline brute force attack.
Fupport 12 characters, 2 minimum length of ignt characters)
= Contin both numeric and alphabetc characters.
Mechanisms exist to:(1) Securely manage authenticators for Users and
dvices; and(2) Ensure th sirendth of authentication < approprite to
[Individuals are not allowed to submit a new password/passphrase that| ¢ oL uthenticator Managemen lthe classification of the data being accessed. 1A previously used password cannot be used to gain access to an
837 NA lis the same as any of the last four passwords/passphrases used. Functional | Intersects With | - Authenticator Management IAC10 s laccount for at least 12 month:
Wechanisms exit o enforce compleiy, lenoth and Ifespan
it arenotaoves to subt  new possnorapassphrse t ) ] : I previously used passtiord cannot be used to gain access to an
837 wa iduals are not allowed (o submit o new passwordipasspie Functional | Itersects with | G101 consierations t ensuresrong cter o pasawor-ased s (i previously used password co
I passwords/passphrases are used as the oy authentication factor
for user access (6. in any single-factor authentication
[mplementation) then e cation & Authenticat Mechanisms exit o uniquely identiy and centrally Authenticate . S .
839 wa [ Pasamords/passphrases are changed at east once every 90 days, | Functonal | Intrsects Wit | '4enification & Authentication | 1405 | inorize and Aucit (AAA) organizational users and processes acting s [onundetected compramised passwordipassphrase canot be used
[oF & on behalf of organizational users.
2 The securiy posture of accounts is cynamically anslyzed, and real
Fime access to resobrces s automatically Getermingd accordngy
[Mechanisms exist to:(1) Securely manage authenticators for users and
devices; and(2) Ensue th sirendth of abthentication < approprite fo
I passwordsipassphrases are used as the oy authentication factor (fvices: analz) Ensure the strena of aue
or user accecs (6. in any smgie.factor authéntication
Implementation) then ether on oromised passordlpassphrase conn
839 NA lm Passwords/passphrases are changed at least once every 90 days, Functional | Intersects With | Authenticator Management IAc-10 5 m,;‘ﬁ““'f"c" compromised password/passphrase cannot be used
& inaine
Ja T security posture of accounts is dynamically analyzed, and real-
Fime access to resources s automatically Getermined accoramngy.

Secure Controls Framework (SCF)
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
839 NA |n Passwords/passphrases are changed at least once every 90 days, Functional | Intersects With | P: 1AC-10.1 to ensure strong criteria for password-based 5 f;";g,’""f““s" compromised password/passphrase cannot be used
IMechanisms exist to:(1) Physically control and securely store digital
941 WA Il media with carchoder data is physically secured Functonal | ntersects With Media Storage DCH-O6  [defned securty measures; and(2) Protect system media unt he s Iedia with cardholder data cannot be accessed by unauthorized
Imedia are destroyed or sanitized using approved equipment, P
941 A Ja media with caranolder data is physically secured. Functional | Inersects With | Physically Secure AllMedia | DCH-05,1 |1echarisms exst o physically secure il media that contains s edia wih cardholder data cannot be accessed by unauthorized
9.4.1.1 NIA g’(ﬂa‘:‘e media backups with cardholder data are stored in a secure Functional | Intersects With Data Backups BCD-11 gé‘j’: e :;m”‘jwjgg;'ﬁ ‘S";jgf’v"ﬁ ":;:‘fffng:‘é;g‘dwes 5 lOffline backups cannot be accessed by unauthorized personnel,
9.4.11 NiA [ofie media backups with cardholder data are stored in a secure Functional | Itersects witn | SeParate Storage for ritical | g1 ;5 foecurity-related information in's separate foclty or i a 5 [Offline backups cannot be accessed by unauthorized personnel.
942 N [ media it cordholder data s classied in accordance with the Functional | Inersects With | Data & Asset Classification | DCH02  [accordance with appiicable statutory. reaulatory and contractual s Media are classifed and protected appropriately.
|services and/or Data (TAASD) in accordance with applicable laws,
042 A Jsensitivity of the data. Functional | Intersects With Categorization RSK02 " \categorization results (including supporting rationale) in th s Media are classified and protected appropriately.
: WOV ent outside the facllty i logged IMechanisms exist to protect and control digital and non-digital media
he accurately tre
[Management approves all media with cardnolder data that is moved lvech ¢ to maintain strict control over the internal e e P
sas A outsid th facity(nclucing when media s distrited Functonal | Inersects With | Securty of ssets & Media | AST05 e S e e medie s rersone
944 wa outside the facilty (ncluding when mecia s dstributed to Functional | Itersects with | M2N2gement Aproval For | 7051 |cemsiiverequiated media that i transerred outside of the s Iedia cannot leave a faciity without the approval of accountable
[individuals). |organization's facilities. PS
[Mechanisms exist to:(1) Retain Personal Data (PD), including.
Ionger needed for business or legal reasons, as follows v roys, Ems;fayaﬁd/ . :‘E F';), regarﬂ‘ess of the :Vithnd
| Materials are cross-cut shredded. incinerated or pmpea so that Personal Data (PD) Retention & o smvsqe an se organization-defined techniques or methods to ICardholder data cannot be recovered from media that has been
946 A lCordholder data cannot be recon: Functional | Intersects With Disposal PRI-0Slensure secure deletion or destruction of PD (including originals, copies s ldestroyed or which is pending destruction
o e e e tainers prior to land archived records).
046 A fcardholder dota cannol e reconstructed: Functional | Intersects With Physical Media Disposal DCH-08 | required, using formal procedures. s [destroyed or which is pending destruction.
9.4.6 NA cardho\der data cannol be reconst ructed. Functional Intersects With Media & Data Retention DCH-18 [applicable statutory, regulatory and contractual obligations. 5 |destroyed or which is pending destruction.
| By a PCI SSC Approved S(anr\mg ‘Vendor (ASV).
[ S rChaec Aoproved scaming Yender A9V e ecurements (S T o et etk oo Mt v 3 (e
1132 N/A 'w a assm scan are met. gl at Functional Intersects With ‘Assessment. Scansy 'VPM-06.6  |vulnerability service provider, which include rescans until passing 5 [This requirement is not eligible for the customized approach.
Re P 9 d as needed to confirm that vulnerabilities results are obtained or all "high” vulnerabilities are resolved, as
ave vesolved per the ASV Program Guide requirements for a passing [defined by the Common Vulnerability Scoring System (CVSS).
11321 N/A ived. Functional | Intersects With Vulnerability Scanning PM0G e e e o Y 5 iesigned to detect iinerabilties operating from ursige the network.
w Rescans are (nndu([ed as needed. Y 9 Y PPl Delecled vulnerabilities are assessed and rectified based on a formal
11.3.21 N/A |resolved. Functional Intersects With Attack Surface Scope VPM-01.1 lsurface management activities. 9 P 5 |designed to d leu vu\nevabmues operating (mm oulswde the network.
| Rescans are conducted as nes e o it IDetected vu\nerahmnes are assessed and rectified based on a formal
[independence of the tester ex\sls {(not required to be a QSA or ASV).
11321 N/A lresolved. Functional | Intersects With e amerany VPM-06.6  |vulnerability ser nmwder ‘which incluge rescans until passmg 5 |designed to det toct vulnerabilties operati mg o oureige whe network
1321 wa vea. Functional | Itersects witn | Vunerabilly Remediation | ypyy.pp |Mechanisms exist to ensure that vulnerabiltes are properly identifed, s iégnd to deactvaneabiiesaperating o oitoge e network
nsumer [E-commerce skimming code or techniques cannot be added to
& mechariam functions are perormed s folows rotocols and service alert being generated. Antiskimming measures cannat be remove
on
1161 A B paymert e Functional | itersects i [EVPOINE FileIntegrity Montorngl e 5 chnologies, o detect and repor on Unauthorzed changes 1o s payment pages as recelved by the consumer browser without el
[- Periodically (at the frequency defined in the entity's targeted risk
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
I change- and tamper-detection mechanism i deplayed as follow:
o Tt prsonne o unthorzed madfcaion (ncludng rcoors
S comprom, changes, addions and deletions)
Peadesan e conents of paymen pges a3 receved oy the
e figured to evaluate th 4 HTTP head: [Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar [E-commerce skimming code or techniques cannot be added t
mechanism is configured to evaluate the receivec eader y |change-detection technology, on critical Technology Assets, ayment pages as received by the consumer browser without » timaly
el A [ond payment page. Functional Intersects With | - File Integrity Monitoring (FIM) MON-01.7 [Applications and/or Services (TAAS) to generate alerts for s lalert being generated. Anti-skimming measures cannot be ved
[» The mechanism functions are per‘crmed as follows: lunauthorized modifications. [from payment pages without a prompt alert being generated.
|- At least once every seven day: payment page promp! 99
lon
" perosicaly (s th frequency defined in the eit'stargeted sk
analyss, which s performed accoraing 1 all elements specied in
Reaurement 12.3.1)
I change- and tamper-detection mechanism i deployed as follow:
o To st prsonne founahorzed madfeatin (ncudng ncaors
S compromie, changes, addiions, amd deletions) o the AT
Readrs ant s contents o pymént pages 2 ecenes by the
< The mechaniam s confoured to evaluate the received HTTP header Mechanisms exit to detect and respond to Idicators of Compromise E-commerce skimming cade or techiques cannot be sdded
1161 N/A [and payment page. Functional Intersects With Website Change Detection WEB-13  [(loC) for unauthorized alterations, additions, deletions or changes on 5 [payment pages as received by the consumer browser w\lhou( 2 (lme\y
la The mechanism functions are per‘crmed as follows: Iwebsites that store, process and/or transmit sensitive/regulated data. jalert being generated. Anti-skimming measures cannot be removed
e The mechanism fnctions are b From payment pages wihout & prompt sent beng Generated.
lon
2 perioacaly (o th frequency defined n the entiy'stargeted isk
analysi, which s performad according to all tements speciied in
Reaurement 12.3.1)
st of sl thircparty service providrs (TPSPs) with which account Mechanisms exit o faciltate the implementatio of coud
1281 wa 15 12 shared o tha could affct the securty of account Functional | SubsetOf Cloud Services CLD-01  [management contols o ensure cloud mstances ae secure and ndine 10 Records are maintained o TPSPs and the services provided
Imaintained, ncluding a description for each ofthe services provided Iith ndustry practices
st ofal tic-party service providers (TPSPs) with which account
1281 wa ot 2 hared o tha could afect the aecurty of account o Functional | Itersects With Remote Access NET-14  [Mechanisms existto define conroland review organizaton approved, s Records are maintained of TPSPs and the services provided
[maimtinea, Inchuing a descrpton or each of he services provded.
st of i thirc-party service provders (TPSPs) with which account
1281 A ata i snared o thakcould ffect the sccurty of acount dta 5 Functional | SubsetOf | Thirapany Management | Tew.or  [Hechanisms existto faciltate the implementation o thic-party 10 Records are maintained of TPSPs and the senvices provided
[maintained, including a description for each of the services provided. 9
echanisms et to maintain  curent,accurate and comite 5t of
st of al thicparty service providrs (TPSPs) with which account Evterna Service Providers (E5be tht can potentaly (mpac
1261 wa ot 2 hared o tha could afect the aecurity of account data Functonal | ntersects Wih | ThiraPary Inventores | TPH-OL1 [Conhoeniany. Inieary, Avelabity ancot arety (IAD) of (e s Records are mantained of TPSPs and the services provided
[maimtained, Including a descrpton for each of he services provided lorganizatio's Technology Assets Applcations, sérvices andor Data
(TAASD).
e o oo e TGt e ez
Iiccountanle, Supportve, Consutes & nformed (RASCH m
st o al e ary sevice providers (eses) i uhich account imiardocumentaton, t ensrs securty, complnce an resiance
1281 wa 2 2 shared or hat could affect he securty of a Functonsl | nerect Wit | T aryScope Review | 914055 |contos axsgmmntsatcursy e curent) Cortact s Records are maintained of TPSPs and the services provided
[maintained, including a descnptmn for each of the sevvnces Dmmded [obligations for the External Service Provider (ESP);{ (2?
pracicso hpplcalesakenlders ) Depioyed Technaasy
esets. Applicatons anclor Serviees (1
it aorements i TeSes are mantained a oo
15 are maintained with all ThSps wih which Mechanisms exit o document and maintain a Responsible.
Sccount data s hared or that coud affect ne secury ofthe Responsibie, Accountatle, IAccountable, Supporive, Consuited & informed (RASC) mai, or . y
1282 A e riten agreements e acknowedgmants rom TeSeshathey | Funcional | inersects Wi | Supaorive, Consted | Te-05.6 S documentaton,t deneats assgnment or Secuty s FRecords are mantained of each TPSP's acknowledgment of s
e responsible for the security of account d ssess. Informed (RASCI) Matrix mpliance and resilience controls between internal stakeholders and P Y to pr
thervEe stoe, proces o tranai an benalf e ety or o the [External Senvce Providers (E5Pe).
extent that they coum impact the security of the entity’s
Writen agreements with TPSPs are maintained s fllows:
s it agreements are maintained with ol TosPs wih which chanisms exst to require contractual requirements fo applicable
Thirdarty Contract o5 [ecurty, compllance and resilence reduirements with thiracpartes ecords are maintained of each TPSP's acknowledgment o s
1282 A [m Written agreements include acknowledgments from TPSPs that they. Functional Intersects With Requirements TPM-05 [reflecting the organization's needs to protect its Technology Assets, s |responsibility to protect account data.
e responsiefor e Secry o accoun dta (e T posses [enecting the organizations needs o proe
therwise store, process, or transmit on behalf of the ermty or to the PP 4
Jxtent tat they couid mpact the securty of he entity's CDE
IWiten agreements with TPSPs are maintained a follows:
o Writtn agreements are maintained with il T5SPs wth which
ccount data i shared or that could affect the securty of the CDE IMechanisms exist to mitigate the risks associated with third-party rds are maintain s acknowledgment of i
1262 wa Soreements nclude acknowle PSPy thatthey | Functonal | ntersects With | Thiraparty Services TPM04 [access t the orgazations Technology Asses, AppIations. Senices s FRecords are maintained of each TPSP's acknowlscgment of s
fare vesﬁonswh\e for the security of account data !he TPSPs possess or [and/or Data (TAASD). P ¥ to pr
herwise stre, process, o ranari on benal of he enty.or 1o the
SKtent that they Couia pact he securty ofthe enity's
An established process is imy \emented 'or eengaging TPSPs, including Third-Party Risk Assessments & [Mechanisms exist to conduct a rsk assessment prior to the acauisition [The capability, intent, and resources of a prospective TPSP to
1283 N/A d i L P '92ging 9 Functional Intersects With Y I TPM-04.1  for outsourcing of technology-related Technology Assets, Applications 5 ladequately protect account data are assessed before the TPSP is
lproper due diligence prior to engagem Approvals. land/or Services (TAAS) lengaged.
. ; Mechanisms exit o monitr,regulary review and assess External
1264 wa f\Brogram s mplemented to monitor TPSPs'PCI D55 complonce Functonal | Itersects With | Review of Third-paty Services | TPM-08 |Service Providers (FSP) for compliance with esablisned contraciual s IThe oI DS compliance status of TPsps i verfed periocically
Fecuirements fo securty, complance and resnence contrr.
Wecharisms exist o require contractual requirements for appicale
Information s maintained about wich PC1 DSS recuirements are o apisms e ontractua nt or 0 Recorcs detaling the PCI DS requirements and elated system
1285 wa Imanaged by each T657 which are mancged by e antiy, and any | Functional | ntersectswitn | TNELParty Conract Teugs ety complance ond eslience requitements with hrd pries s Components for which each TPSP 1 salely o Jonty respansil, are
[t are shared between the ThSh and the entey [flectng ne orqaniation's needs to prote maintained and reviewed periodicaly.
Wecharisms exist t document and maintai a Respansi
Itormation s maintained sbout i 1 0SS requrements re Responsibie, Accountable, ccountable Supporive. Consited & Iormed (RASCH Mt o Records detaling the P DSS requirements and reated system
1285 wa maged by ench TPSP. which ar6 managed by he ently, and any |  Functional | Intersects With | Supportive Conouted & | TPM-05.4[simiar documentaton: to deineate assignment for secuty, s Components for which each TPSP i salely ar oty responae, are
[t are shared betwreen the ThSP and the entky Informed (RASCH Matrix mpliance and resilence contrls between internal stakeholders and maimtained an reviewed periodicaly.
Evtemal Service Proviers (£579)
b et respone et s eyt e ot n e
Vet of  suspected or confirmed secrty mcident. The
Inciudes, but & not mied t:
el resonsbties nd ommicoion ong coroct st i
e event of»susecied o confrmed secury gt cun
lnotincation of payment brands and acdrers, a & minmum. echanisms et t reterecuring backups of gt otwere anion
[ ncden response pocedures with speifc containment and sctonat | m ; a1 [Bvetom images, a5 well 3 verty i Integrity of these backups. In comprenensive incident response plan that meets card brand
12101 A [mitigation activities for different types of incidents. Functional Intersects With Data Backups BCD-I1 - fonsure the availability of the data to satisfy Recovery Time DhAectwes s expectations is maintained.
Einess recovery and continuty procedures (RTGs) an Recovery Point Objectves (RPOS).
2 Doto backup processes.
¢ Ay of el requrements forreporting compromises
= Coverage and responses of alcriical system <o
= Rerante o incusion of inciden response rocedures rom the
[Payment brands.
Jn incident respanse plan exists and i ready t be activated nthe
Jvent o  suspected o confimed securty ncident. T pan
Inclads, but & not e 0
= Roles,responibities, and communication and contact strategies in
i event of a suspected or confimed securty Inciden, inclucing
Inotiication of payment brands and acaurers, a s i
[ ncden respanse procedares with specfic containment and 03 |Mechanisms exis o define cybersecurty ols & responsibiltes for al e comprahansive ncident rspors pan that et crd b
12101 NiA [mitigation activities for different types of incidents. Functional Intersects With | Defined Roles & Responsibllities HRS-03 personnel. s |expectations is maintained.
e Business recovry and coninutyprocedures
2 Data backup process
= Anaiyais of lega reqirements or reporting compromises
= Coverage and responses of a crica ystem components
2 Reference o incluaion of ncden response procedures from the
[ayiment brans.
onncigent response ptan etsts an s eady o b acivated n e
Vet of 2 suspected or confirmed secerty rmcident. T plan
Inciudes, but & not imied t
el resonsbties nd commicoion onscorct st i
e event o »susecied o confrmed secury gt cun
otincation of payment brands and acdrers, a & minimum.
[ ncdent response pocedures with speifc containment and sctonat | m i | mcident Response Fan 1os [Mechanisms exist to maintain and make available acurrent and viabie In comprenensive ncident response pln that meets card brand
12101 Na |mitigation a:tlwtlesfwdwerenttypesuf incidents. Functional | Intersects With | - Incident Response Plan (IRP) IRO-04 lincident Response Plan (IRP) to all stakeholders. s lexpectations is maintained.
s Tcover ad conimuy procedres
2 Data backup pro
e o g curements for epoting compromices
= Coverage ana responses of alcrical system <o
= Rerante o ncusion of inciden response procedures rom the
[Payment brands.
Jn incident respanse plan exists and i ready t be activated nthe
Jvent o  suspectea o confmes securty ncident. T pan
Inclads, but & not e 0
= Roles,responibities, and communication and contact stategies n
i event of a suspected or confimed scuriy Inciden, inclucing
= nident reshonse poceaures with specne contmment and Mecharisms exist to timalyesgort incidents to spolicablexL Itemal i comprenensiv ncident response plan hat metscara rana
12101 wa o ncdent response procedures with speciic corta Functona | tersecs Wit | ncidentStakenolr Repotng | 1R0-10  bakehDders (2 et 1 T pate; and ) Reguatory s & comprebensive incdent
R Business recovery and contmiy procedures
2 Data backup processes
Anatyss of egal recurements fo reporting compromises.
= Coverage and responses of al crtica ystem components
2 Reference o Inciuaion of incden response procedures from the
[ayiment brans.
o ncigent response ptan etts an s eacy o b acivated n e
Vet of 2 suspected or confirmed secorty imcident. The plan
Inciudes, but & not imied t:
ol resonsbties nd commicoon ons coroct st i
K even of a suspectad or onfimed security cidert,incl
Mecharisms exist to protect exteral an interal wireless links rom
Zﬁﬂféaé‘n‘i"é’s';fnys"e'i"réfé:Z?SfﬂiiES:L'.?'(‘;EE&W!L‘?TM fonal parometer attacks through monitoing for natthorized wireless In comprenensive incident response plan that meets card brand
12101 wa nIncident response procedures wih specifc conta Functional | Intersects With | Wireless Link Protection | NET-12.1|connecions, mcluding scaning horzed wireless access s f comprebersive incdent
el b et o and taking approprate acton. I an Unauthorized connection s
(scoverea
2 Doto backup oo
e o g rcqurements for epoting compromices
= Coverase ana responses of al criical system <o
= Reterence m inclusian of incdent rezponse procedures flam the
Bayment bra
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