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Ja securiy polces and operationl pocedures that ae ldentfied in
[Requirement Expectations, controls, and oversight for meeting actiites wihin
o1 |Mechanisms exist to facilitate the implementation of operational IRequirement 3 are defined and adhered to b personnel. Al
311 A ln Kept up to date. Functional Subset Of Operations Security OPSOLeecurity controls. 0 Somporing AcHes o rapetame,consatenty apphea: and conform
n use. 0 management's intent.
la Known to al affected parties.
i scuriy polces and operaiona procedures hat are ideniid in
[Requirement 3 are: lvech to dantity and document ersting [Expectations, controls, and oversight for meeting activities within
311 A R Functonal | ntersectswitn | SIUSIUZed Oerating | ps.01.3 rocadures (SOM or Smiar documentaton 6 enabe the proper s Redurement 5 are deined and adhered to by effected persomel. A1 |
[a Keptu lexecution of day-to-day | assigned tasks. e e o
ln Known to al affected parties.
D is not retained after authorization, even if encrypted. All sensitive
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fechanisms exist to ensure security functions are restricted
[maximum number to be displayed), such that only personnel nction n i | Restrict Access To Security g - o e IPAN displays are restricted to the minimum number of digits
341 A ith a legitimate e e con 26 more toan the BIN one o8t Functional | Intersects With END-16 a;‘:::[‘ég;’a‘;";:gﬂxﬁli and enforce least privilege control E““‘ ements s Inecessary to meet a defined business need.
four digit of the PAN.
[PAN is masked when displayed (the BIN and last four digits are the
maximum number ofdigits o be displayed), such that only personnel IMechanisms exist to mask sensitive/regulated data through data IPAN displays are restricted to the minimum number of digits
341 NA Functional | Intersects With Data Masking PRI0S.3 B
Juith a legitimate business need can see more than the BIN and last redaction or Inecessary to meet a defined business need.
ffour digits of the PAN.
Security vinerabilties are dentited and manage as folows:
entified usin
Cources for secarty vanérasiiny informotion. nctding slr hom
fiternational and national computer emergency response teams
|(CERTS) Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to INew system and software vulnerabilities that may impact the security
63.1 NA |m Vuinerabilities are assigned a risk ranking based on industry best Functional | Intersects With Remediation During 1A0-04  [create and execute a Security Testing and Evaluation (ST&E) plan, or 5 lof account data or the CDE are monitored, cataloged, and risk
lpractices and consideration of potential impact. Development lsimilar process, to identify and remediate flaws during development. lassessed.
Risk rankings identify, at a minimum, all vulnerabilties considered
to be a high-risk or critical to the environment
o Vulnerabiltes for bespoke and custom, and thir-party software (fo
lexample operating systems and databases) are covere
[security vulnerabilties are identified and managed as follows:
oirces fo 3ecuity vanerabiy formaton. incuoino airs iom echaniems exit to establish contect th selected groups and
[international and national computer emergency response teams [pssociations ":“7‘]" it oarai e el A
RTo) Contacts With Groups & lcommunities to:(1) Facltate ongoing cybersecurity ond dato, New system and software vulnerabilties that may impact the security
631 A = Vunerabilties ar assigned a sk ranking based on ndustry best |  Functional | Intersects with | COMacts With Groups Gov-07  [rotection educaton and ining for organzatonal persomnet( s o account data o i €DE aré monitred, catalogea, and sk
[oractices and consideation f potentiol MPact, e consicred protecton pracices, techniues 31 tecolog e ni(s) Share ossessed
ata information
i 2 g or ol o the envrcnmert
e Vuinerabilties for bes d custom, and third-party software (for| rching s, vinrabies nd ndents
[Exampte operating systems and databases) are covered
sccurty uerabitesare gentted ang managed o oo
identified u
rcesfor sekurty vanérsbity Information. g Sl ot
Internationaland national computer emergercy response teams ; . . :
(CERTs) [vechanisms exist to maintin stuational wareness of winerabilies INew system and software vuinerabiltes that may impact the security
631 NA -;zh;esr::;l:wesi;i :::&nne:fa g[s:"rna;kmg based on industry best Functional | Intersects With |  Threat Intelligence Feeds THRO3 o e cetos 10 faciitate the Mmoo ot 5 of account dataor the CDE are moniored, cataloged, and isk
e o Mo ok o ertal to e amuronment
| Vulnerabiltes for bespoke and custom, and thirc-party software (for|
lexample operating systems and databases) are covered.
echarisms et o estabieh s Vunerabilty Diclosure Pograr
(VDP) to assist with the secure development and maintenance
sccurty wuerabitesare entifed ana managed a olows: ecnnoiogy Aesets, Appcations andiar Serices (TAAD) ot recaives
o New e identified u lunsolicited input from the public about vlnerabilities in organizational
Les or Sty vaoéronity hformaton. melIoIng st rom [rass.
[nternational and national computer emergancy response teams
l(CeRTs). inerability Disclosure Program New system and software vulnerabilties that may impact the securty
631 " e Vulerabiie re seigne ik anking b on industry best Functonal | ntersects witn |VUInerebilty Disclosure Program | gy 06 5 lof account data of the CDE are monitored, cataloged, and rs
lpractices and consideration of potential im lassessed
ik rarkinge dentiy. ot a mimimum, al venerabilties considered
to be a high-risk or critical to the environmer
o Vuinrbilties for bespoke and custom,and tir-paty sotware (for
lexample operating systems and databases) are covere
[security vulnerabilities are identified and managed as follows:
ln New securit are identified usin
JSources for security vulnerabilty information, including alerts from
631 NA ln Vulnerabilites are assigned a risk ranking based on industry best Functional | Intersects witn | DevelgPer Threat Analysis & | qppq5 - |develop and implement an ongoing Security Testing and Evaluation B lof account data or the CDE are monitored, cataloged, and risk
[bractices and consideration of potential impact o w Remediation (ST&E) plan, or similar process, to objectively identify and remediate Steessnd o
ln Risk rankings identify, at a minimum, all vulnerabilties considered |vuinerabilities prior to release to production.
to be a high-risk or critical to the environment.
lm Vuinerabilites for bespoke and custom, and third-party software (for|
lexample operating systems and databases) are covered.
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FDE Name

NA

Document Element (FDE) Descriptios

Securtty vulnerabiltes ae identfied and managed as ollows:
urity vulnerabilities are identified using industry-recognized

ces for securty velnerabilty information. Including atert rom

nternational and national computer emergency response teams
Ts).
IS Vurarabiltes are asigned a risk ranking based on industry best
lpractices and consideration of potential
o Risk rankings denti . o veinerablites considered
or critical to the environment.
(= Vuinerapities for bespoke and costorm. and third party software (for
xample operating systems and databases) are covere

Functional

Subset Of

PCI DSS v4

SCF Control

Vulnerability & Patch
Management Program (VPMP)

VPM-01

Secure Controls Framework (SCF)
escription

IMechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.

version 2026.1_x000a_03/27/2026

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

NA

Securty vunerabiltes are dentied and manage as folows:
fentified u

rees or sevurty vaneroity Iformagon. m:lumng alerts from
[international and national computer emergency response teams
l(CERTS).
|u Vuinerabilities are assigned a risk ranking based on industry best
lpractices and consideration of potential impact.

Risk rankings derify,at @ minimum, ll vunerabilies considered
critical to the environment,

e Vulnerabiltes for bespoke and custom, and thirc-party software (for|
lexample operating systems and databases) are covered.

Functional

Intersects With

Attack Surface Scope

VPM-01.1

IMechanisms exist to define and manage the scope for ts attack
Jsurface management activities

ew system and software vulnerablfies that may impact the security
o accaunt data o the COE are monitored, ataloped, and s
lassessed.

NA

Securty vinerabiltes are dentied and manage as folows:
lm New securit
Eourees for semurlty valnerabiity Information, including aierts from
finternational and national computer emergency response teams
ERTS)
|m Vulnerabilities are assigned a risk ranking based on industry best
loractices and consideration of potential impact.
 Ris rankings ide mum, all vulnerabilties considered
high-ris kurmnta\ to the environment.
SV uneraiton or d custom, and third-party software (for
[oxamete operating systams ond databases) ara coversd

Functional

Intersects With

Vulnerability Ranking

VPM-03

[Mechanisms exist to identify and assign a risk ranking to newly
ldiscovered security vulnerabilities using reputable outside sources for
lsecurity vulnerability information.

New system and software vulnerabilties that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

securtty vunerabitesare dentfed g managed as folows:
Im New security are identified u

Eources for seurly valnerabiity Information, including aierts from
finternational and national computer emergency response teams
|(CERT).

J Vulnerabilties ar assigned a sk ranking based on ndustry best
lpractices and consideration of potential impact

e Risk rankinge ey, ot s minimum, i vmnerann ies considered
lto be a high-risk or critical to the envi

(= Vuinerapitcs or bespoke and custorm. and thir-party software for|
lexample operating systems and databases) are covered.

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

INew system and software vulnerabilites that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

NA

JAll system components are protected from known vulnerabilities by
finstalling applicable security patches/updates s follows:

lm Critical or high-security patches/updates (identified according to the
Iisk ranking process at Requirement 6.3.1) are installed within one
[month of release.

lm All other applicable security patches/updates are installed within an
loppropriate time frame as determined by the entity (for example,
[within three months of release).

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

IMechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.

[System components cannot be compromised via the exploitation of a
[known vuinerabiity,

fl system compnerts are protected from known vunerabilties by
finstalling applicable security patches/updates as follows

m Critical o migh-security patches/updates (identied according to the
Jisk ranking process at Requirement 6.3.1) are installed within one
Imonth of release.

[m All other applicable security patches/updates are installed within an
lappropriate time ined by the entity (for example,
[within three manths of release)

Functional

Intersects With

Continuous Vulnerability
Remediation Activities

VPM-04

IMechanisms exist to address new threats and vulnerabilities on an
longoing basis and ensure assets are protected against known attacks.

[System components cannot be compromised via the exploitation of a
lknown vuinerability.

Jall system components are protected from known vulnerabilities by
finstalling applicable security patches/updates as follows:

lu Critical or high-security patches/updates (identified according to the
[isk ranking process at Requirement 6.3.1) are installed within one
Imonth of release.

lu All other applicable security patches/updates are installed within an
lappropriate time frame as determined by the entity (for example,
[within three months of release).

Functional

Intersects With

Software & Firmware Patching

VPM-05

[Mechanisms exist to conduct software patching for all deployed
[Technology Assets, Applications and/or Services (TAAS), including
[irmware.

Svstem components cannt be compromised via the explaitation of
[known vuinerability.

NA

Ja system companents are rotected from known wulnerabiltes by
fnstaling applicable security patches/updates as fllow

iica, of nigh-securty patcheslupdstes (dentied according to the
Fisk ranking process < ot Requirement 6.3.1) are installed within ane
Imonth of rel
[ Al other appiicable security patches/updates are installed within an
loppropriate time frame as determined by the entity (for example,
[within three months of release).

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

[System components cannot be compromised via the exploitation of a
[known vuinerabiity.

NA

faccess i sssigned to users, ncucing privileged users, based on:
lm Job classification and functi
= st privieges necessary to perform job responsibities

Functional

Intersects With

Role-Based Access Control
(RBAC)

IAC-08

[Mechanisms exist to enforce Role-Based Access Control (RBAC) for
[Technology Assets, Applications, Services and/ )
restrict access to individuals assigned specific roles with legitimate
lbusiness needs.

|Access to systems and data is limited to only the access needed to
[perform job functions, as defined in the related access roles.

NA

|Access is assigned to users, including privileged users, based on:
[m Job classification and function.
|m Least privileges necessary to perform job responsibilities.

Functional

Intersects With

Access Enforcement

1AC-20

Mechanisms exist to enforce Logical Access Control (LAC) permissions
lthat conform to the principle of “least privilege.

|Access to systems and data is limited to only the access needed to
[perform job functions, as defined in the related access roles.

NA

lAccess is assigned to users, including privileged users, based on:
[m Job classification and function.
|m Least privileges necessary to perform job responsibilities.

Functional

Intersects With

Access To Sensitive / Regulated
Data

1AC-20.1

chanisms exitto it access o sensitivelreguiaed data to only
hoce namidunls whose Jon reauires such o

|Access to systems and data is limited to only the access needed to
[perform job functions, as defined in the related access roles.

|access is assigned to users, including privileged users, based on
[m Job classification and function.
|m Least privileges necessary to perform job responsibilities.

Functional

Intersects With

Least Privilege

IAc-21

chanisms exit to utize the concept ofleast privlege, allowing only
lauthorized access to processes necessary to accomplish assigr
ltasks in accordance with organizational business functions.

|Access to systems and data is limited to only the access needed to
[perform job functions, as defined in the related access roles.

NiA

Jall security policies and operational procedures that are identified in
[Requirement 8 are:
|m Documented.

[m Kept up to date.

In in use.

Im Known to all affected parties.

Functional

Intersects With

Publishing Security, Compliance
& Resilience Documentation

Gov-02

Mechanlsms et o atsbiat, malrtan and disseminate polices,
[standards and procedures necessary for secure, compliant a
Fesiiont capabliies.

Expectations, conrols, and oversight for meeting ativies within

[Requirement 8 are defined and adher fected personnel. Al

supporting activites are repeatable, Consistontly appicd: and contorm
‘management’s inter

NA

J security poices and operational procedures that are identfied in

[m Kept up to date.
Im in u
lm Known to all affected parties.

Functional

Intersects With

Periodic Review & Update of
ity, Compliance &
Resilience Program

Gov-03

[Mechanisms exist to review the Security, Compliance & Resilience
lProgram (SCRP), including policies, standards and procedures, at
lplanned intervals or if significant changes occur to ensure their
[continuing suitability, adequacy and effectiveness.

[Expectations. controls and oversight for mesting activities within
equirement 8 are defined and adhered to by affected personnel. All
lsupporting z(uvmesare Tepentanle, consstonty apaie and conform

|t management's in

[ securiy polces and operationl procedures tht ae ldenified in
[Requirement

lm Kept up to date.

lm In use.

la Known to all affected parties.

Functional

Subset Of

Operations Security

ops-01

IMechanisms exist to facilitate the implementation of operational
lsecurity controls

Expectations, controls and oversight for meeting actiyies within
[Requirement 8 are and adhered to by affected personnel. Al
lsupporting actwmesare epestable, :ansnstently 2ppiies, and conform

0 management’s inten

Jl securiy polices and operatiansl procedures that ae identied n
[Requirement &

|m Documente

la Kept up to date.

Im In use.

Im Known to all affected parties.

Functional

Intersects With

Standardized Operating
Procedures (SOP)

ops011

IMechanisms exist to identify and document Standardized Operating
[Procedures (SOP), or similar documentation, to enable the proper
lexecution of day-to-day / assigned tasks.

[Expectations, controls, and oversight for meeting activties wlthin
[Requirement 8 are defined and adhered to by affected personnel. Al
Supporing activides are repeatable, consistently applied, and conform
lto management’s intent.

NA

[Group, shared, or generic accounts, or other shared authentication
eredentias aré only used when niecessary on an exception bass, and
lore managed as fol

o Acoun sce s révented uless needed for an exceptional

o Use s imitedtothe time needed forthe exceptiona circumstance.
s Busness stincaton for use s socumer

Use is explicitly approved by m:

o ndivdualuser GEiny s confrmed vefore access to an account s
Jorar

ted
8 Every action taken I attrbutable to an indvidual user

Functional

Intersects With

Group Authentication

1AC-02.1

IMechanisms exist to require individuals to be authenticated with an
individual authenticator when a group authenticator is utilized.

|All actions performed by users with generic, system, or shared IDs are
lattributable to an individual person.

[Group, shared, or generic accounts, or other shared authentication
crederials are oly used when necessary on an exception basis, and
lore managed as follows
= Account use is pevented unless needed for an exceptional
lcircumstance.
o Use s imitedtothe time needed forthe exceptiona ircumstance
[m Business justification for use is documents
o Use i explicily approved by management

vidual use dentity s confirmed befors access to an account is

& 2very acton taken i atrbutable o an indi

idual user.

Functional

Intersects With

Restrictions on Shared Groups /
‘Accounts,

1AC-15.5

Mechanisms exit to authorize the use of shared/group accounts only
lunder certain organization-defined conditions

|All actions performed by users with generic, system, or shared IDs are
lattributable to an individual person.

NA

[Group, shared, or generic accounts, or other shared authentication
[credentials are only used when necessary on an exception basis, and
lare managed as follows:
[m Account use is prevented unless needed for an exceptional
leircumstance.
o Use s lmited tothe time needed forthe exceptional circumstance
o Business ustfcation for use is documented
lm Use is explicitly appre

= it et gentiny t confrmed verore access to an account s
lorante

|m Every action taken is attributable to an individual user.

Functional

Intersects With

Credential Sharing

IAC-19

Mecharisms exist to revent the sharing of generic 1Ds, passwords or
lother generic authentication meth

|All actions performed by users with generic, system, or shared IDs are
lattributable to an individual person.

Jaccounts used by third parties to access, support, or maintain system
lcomponents via remote access are managed as
|m Enabled only during the time period needed 2 esbled when ot

fin use.
lm Use is monitored for unexpected activity.

Functional

Intersects With

Remote Maintenance

MNT-05

IMechanisms exist to authorize, monitor and control remote, non-local
Imaintenance and diagnostic activities.

rd party remote access cannot be used except where specifically
bthohoed and oce = overscen oy mansgemment

|Accounts used by third parties to access, support, or maintain system
lcomponents via remote access are managed as follows:
m Enablec only during the ime period needed and disabled when ot

o Use s monitored for unexpected activiy.

Functional

Intersects With

Auditing Remote Maintenance

MNT-05.1

echanisms exit to audit remote, non-ocal maintenance and
lifegnostic sessions, a3 well & W the maintenance action
performed during remote maintenance sessons.

[Third party remote access cannot be used except where specifically
lauthorized and use is overseen by management.

|Accounts used by third parties to access, support, or maintain system
lcomponents via remote access are managed as follows:
| Enabled only during the time period needed and disabled when not

ln Use is monitored for unexpected activty.

Functional

Intersects With

Remote Maintenance Disconnect
Verification

MNT-05.4

[Mechanisms exist to provide remote disconnect verification to ensure
Iremote, non-local maintenance and diagnostic sessions are properly
lterminated.

[Tirdparty remote access cannot be used except where specifcally
lauthorized and use is overseen by managem

Secure Controls Framework (SCF)
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PCI DSS v4

version 2026.1_x000a_03/27/2026

FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
ccounts usea by i pares o acces,suppor o mainan ystem
lcomponents via remote access are managed as follow:
[components via remote access are man: Folous: e when n nctional | n " . 14 |Mechanisms exist to define, control and review organization-approved, [T party remote access cannot be used except where specifically
827 A s Enabied ony suringthe tme period necded and Sabled when not | Functional | Inersects With Remote Access NET1a  [Mechanisms existto define, cor 5 I pary remote access cannot be used excep
o Use is monitored for unexpected actuty
JAccounts used by third parties to access, support, or maintain system
lcomponents via remote access are managed a3 follows. hir-part IMechanisms exist to proactively control and monitor third-party
" Party Remote Access y . [Third party remote access cannot be used except where specifically
827 A o Enobied ol during the tme percd necce and isabled when not | Functonal | nersects it arty Remote NET-14.6accounts used toacces,suppor,or maitai system companents via 5 i party remote access cannol be used exce
I Use is monitored for unexpected activity
PuTomated mecharfme ext t enorce WU Factor Aurentcaton
IMFA is implemented for all remote network access originating from (A o (1) Remote network acces2) T pary Technology
outside theantiy's network hat could acces or mpact the COE a5 |Assets, Applications and/or Servic S or) Non-corsole
§ p ey 6 Eical TARS thak store ranemit o procese [Remote access to the entity's network cannot be obtained by using a
843 A remo[e access by all personnel, both users and administrators, Functional Intersects With |Multi-Factor (MFA) IAc-06 data. 5 [single authentication factor.
orginatmg from ovtae the anety s nen
R Temerd 2cceut by third paies and venders.
[MFA is implemented for all remote network access originating from
Joutside the entity's network that could access or impact the CDE a5
follows: Network Access to Privileged y IMechanisms exist to utilize Multi-Factor Authentication (MFA) to [Remote access to the entity's network cannot be obtained by using a
843 A |w All remote. a(cess by all personnel, Dalh users and administrators, Functional Intersects With Accounts IAC061 5 thenticate network access for privileged accounts, 5 [single authentication factor.
loiginating from outside the entity's
o emete aeccst by shind pariee andvendors
[MFA is implemented for all remote network access originating from
outsde e ey’ network ht coul acces o mpac he COE a5
foe Network Access to Non- y IMechanisms exist to utilize Multi-Factor Authentication (MFA) to IRemote access to the entity's network cannot be obtained by using a
843 NA remale access by all personnel, balh users and administrators, Functional Intersects With Privileged Accounts IAC062 |, thenticate network access for non- -privileged accounts. s [single authentication factor.
orlnating from ovtase e enthys
o o Temote aceess by third pates and venders.
i securty potcies and aperatonlprocecures ot ar eenified n
[Requirement 9 are: Expectation, control,and oversignt oy meeting activies witin
i . echanisms exst o establh, mainain and dsseminate poices “
911 A B Functional | ntersects witn | PUDIshing Securty, Compliance | o7 |iandards and procedures necessary fr secure, complant and 5 efined and acnered to oy affected personnel. &
ln Kept up to date. & Resiience Documentation tandards and proce Sioporimg acihies are epestables consitonty apphed: and contorm
[mIn use. P: lto management’s intent.
ln Known to al affected parties.
[ security policies and operational procedures that are identified in e et the SecurTy, Complance & Resfience
[Requirement 9 rogram Inclading policies, standards and procedures, a Expectations, controls and oversight for mesting actiities wthin
Periodic Review & Update of planned intervals or if significant changes occur to ensure their
ln Documented ’ < y Recuirement 9 are defined and adhered to by affected personnel. All
911 A [m Kept up to date. Functional | Intersects With securty, Complance & GOV-03  [continuing suitability, adequacy and effectiveness. 5 Supporting activities are repeatable. consistently applied, and conform|
I In use. management’s intent.
ln Known to al affected parties.
JAl security policies and operational procedures that are identified in
[Requirement 9 are: Expectations, controls, and oversight for meeting activities within
v o1 [Mechanisms exist to faciltate the implementation of operational IRequirement 9 are defined and adhered to by affected personnel. All
911 A w Kept up to date. Functional Subset Of Operations Security ©Ops-01 [security controls. 10 |supporting activities are repeatable, consistently applied, and conform|
in use. lto management's intent.
ln Known to al afected parties.
JAl security policies and operational procedures that are identified in
[Requirement 9 are: N o dentity an eratin Expectations conirls ond oversat o mecting actiis it
9.11 NA [= Documente: Functional | Intersects With Standardized Operating 0PS-0L1  |Procedures (som or similar dacumemalmn to enable me nmper 9 5 [Requireent 9 are defined and adhered to by affected persannel. Al
o et uptodate Procedures (SOP) Sibporimg acivies are epestables consstonty applied: and contorm
lain [execution of day-to-day / assigned tasks. lto management's intent.
= Know:toall afected partes.
[l security policies and operational procedures that are identified in
[Requirement [Expectations, controls, and oversight for meeting activities within
ln Documented bse Physical & iech: (0 faiitate i operaton o physial and Recuirement 9 are defined and adhere to by affected personnel. All
911 NA |m Kept up to date. Functional Subset Of Protections PES-01 protection control 10 lsupporting activities are repeatable, consistently applied, and conform|
I In Use. o management’s intent.
ln Known to al affected parties.
[Physical security mechanisms exist to restrct access to printers and
Phyicat anlor el cotrls are mplemented o restrituse o ctionat | it | Access Control for Output . cu - cess to printers and | Unauthorized devces cannot comnect o the entiy's network rom
922 A g ool are Pl mented Functional | ntersects Wit ontrol o Pes12:2 eereystem atput dovices o prevnt unauthorzed ol 5 e e o
Physical security mechanisms exist to ocate system components
[Physical and/or logical controls are implemented to resirict use of ctionat | ’ oment Siting & Protection 12 [within the facility to minimize potential damage from physical and lUnauthorized devices cannot connect to the entity’s network from
922 A lpublicly accessible network jacks within the faciliy. Functional | Intersects With | Equipment Siting & Protectior PES12  lonvironmental hazards and to minimize the opportunity for s lpublic areas within the facility.
nauthorized access
. " ; Physical security mechanisms exist to protect power and . s cann. ) ’
922 A et o restict use of Functional | Intersects With | Transmission Medium Security | PES-12.1 [telecommunications cabiing carrying data or supporting information 5 e e e oy "t € the entity's network from
Yy k [services from interception, interference or damage.
or [ Fechanisms exist to facitate the implementation of data protection Wiedia with cardholder data cannot be accessed by unauthorized
941 A JAtl media with cardholder data is physically secured. Functional Subset Of Data Protection ochor  [Mechan 10 predta it
941 A s media with carchoder data is physiclly secured Functional | Intersects With Dato Stewardship DeroL1 [fechariems exstto eneure data stewardship s assigned. s edia wih cardholder data cannot be accessed by unauthorized
[Mechanisms exist to:(1) Physically control and securely store digital
Jand non-digital media within contralled areas using organization- o with cardholder o authorin
041 A i mecia with carcholder daa i physically secured Functional | Itersects with Media torage DCHO6  [oefined securty messures: ana(2) Protecs system meda urd s Media with cardholder data cannot be accessed by unauthorized
Imedia are destroyed or sanitized using approved equipment, P
fechniques and procedures.
¥ Chanisms exist to physically secure all media that contains Wiedia with cardholder data cannot be accessed by nauthorized
941 A [l media with cardholder data is physically secured. Functional | Intersects With | Physically Secure All Media | DCH.06.1 [Mechanisms existto) s fedia wi
Mechanisms exis o creat recuring backups of ata, sftware anlor
loffine media backups with cardholder data are stored in a secure 11 [oystem images, as well as verify the integrty of these backups
9411 A [Offine Functional | Intersects With Data Backups BODL [ e, e e e e e 5 (Offine backups cannot be accessed by unauthorized personnel,
(RTOs) and Recovery Point Objectives (RPOS)
e medi with cordholder da e in a secur ate Storsge for Crtica Mechanisms exist to store backup copies of critical software and other
0411 A [0fine media backups with cardholder data arestored n a3secure | Funcyonal | ntersects with | SePArate Storage for Critical | cp,11 5 Lecurtyrelted information Ina separate facity or i a re-rated s Offine backups cannot be accessed by unauthorized personinel
[container that is not collocated with the system being backed up.
[All media with cardholder data is classified in accordance with the [Mechanisms exist to ensure data and assets are categorized in
942 A Functional | Intersects With | Data & Asset Classification | DCH-02 [accordance with applicable statutory, regulatory and contractual 5 Media are classified and protected appropriately.
Jsensitivity of the data,
requirements.
IMechanisms exist to categorize Technology Assets, Applications,
[Services and/or Data (TAASD) in accordance with appicable laws,
JAl media with cardholder data is classified in accordance with the Risk-Based Security reguiations and contractual obligations that:(1) Document the security
942 NA [sensitivity of the data. Functional Intersects With Categorization Rsk-02 |categorization results (including supporting rationale) in the security s [Media are classified and protected appropriately.
plan for systems:and(2)Ensur th securiy categorization dcison s
reviewed and approved by the asset ow
[Media with cardnolder data sent outside the facilty is secured as
ollows
[otows ; Mechanisms exist to protect and control digital and non-cigital media
943 A Media sent 0“‘3‘“; e o qevery method that can |  Functional | Intersects With | Media Transportation DCH.07  [during transport outside of controlled areas using appropriate security 5 Media is secured and tracked when transported outside the facilty.
[pe accurately tr: easures.
[ rste wacking logs include detalls about media locaton
[Media with cardnolder data sent outside the facilty is secured as
ollows
ln Media sent outside the facilty is logged . " o 7.1 lechanisms exst o dekiy custoians hroughout the ransport of . o . ;
9.43 A el oy S Soer o e cvery manag st con | Pl | s e Custodians Der07.1 [fechanisms exist o 1de 5 IMedia is secured and tracked when transported outside the facilty.
loe accurately t
[ orsie wacking logs include detals about media locaton
[Management approves all media with cardholder data that s moved
] g5 |Mechanisms exist to maintain strict control over the internal or IMedia cannot leave a facilty without the approval of accountable
944 A utsde the facity (ncluing when media s dsrbuted to Functional | Itersects With | Security of Assets & Media | AST-05  [Mechanisms exit to maintain stret contol over he fnernal 5 iz con
nagement approves all media with cardholder data that is moved y Mechanisms exist o obtain management approval for any : P N y
9.4.4 NiA loutside the facilty (including when media is distributed to Functional | Intersects Witn |  Management Approval For AST-05.1 sensmvelve ulated medlz that is transferred outside of the 5 [Media cannot leave a facility without the approval of accountable
External Media Transfer rsonnel.
ndividuals). zation's facitie
Wechanises existto{1] Retai Fersonal ot (P neidng
metadata, for an organization-defined time period to fulfil the
[Hard-copy materials with cavdholdev dela are deslmyed when no lpurpose(s) identified in the notice or as required by law;(2) Dispose of,
longer needed for business or lega Gestroys, erases, andor anonymizes (e PD,regarlessof the meinod
Tt are crose ot anraddos, mcraraed, of puped so that Personal Data (PD) Retention & s [of S and(3)Use organizstion-define echniaues or mtnods (Cardholder data cannot be recovered from media that has been
246 A lcardholder data cannot be reconstructed. Functional | Intersects With Disposal PRI05  deleton o esiruction of P (ncluding orginal, coples s ldestroyed or which is pending destruction.
| Materials are stored in secure storage containers prior to 0 archived records)
ldestruction.
ar-copy materal withcaranolder data are desroyed when no
fonger needed for business or legal reasons, as fl
o Materils are crss-ut siveddec, ncineated, o pumed so that o8 |Mechanisms exist to securely dispose of media when it is no longer (Cardholder data cannot be recovered from media that has been
946 NiA |cardholder data cannot be reconstructed Functional | Intersects With Physical Media Disposal DCH08 | raquired, using formal procedures. s |destroyed or which is pending destruction.
o atrias aresored n secure Storage containers prior to
ldestru
ard-copy materas withcaranolder data are desroyed when no
fonger needed for business or egal reasons, a5
o i are ross-cot shraddod,Ininerated, of puped 5o that 1g  |Mechanisms exist to retain media and data in accordance with (Cardholder data cannot be recovered from media that has been
946 NiA Carcholder data cannt be recontructed. Functional | Intersects With Media & Data Retention DCH18 | pplicable statutory, regulatory and contractual obligations. s |destroyed or which is pending destruction.
| Materials are stored in secure storage containers prior to
lestructior
[POI devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
famoering and unauthorized subsututon. nluing the ollowing [The entity has defined procedures to protect and manage point of
la" Maintaining a it of PO devi netion ernan Mechanisms exist to faciltate an IT Asset Management (ITAM) interaction devices. Expectations, controls, and oversight for the
9.5.1 NA ln Periodically inspecting POI evices to look for tampering or Functional Subset Of Asset Governance AST-0L orogram to implement and manage asset management controls. 10 Imanagement and protection of POl devices are defined and adhered
linauthorized substitution to by affected personnel
ln Training personnel to be aware of suspicious behavior and to
Feport tampering or unauthorized substitution of devices.
IPOI devices that capture payment card data via direct physical IMechanisms exist to perform inventories of Technology Ass:
[interaction with the payment card form factor are protected from [Applications, Sem(es and/or Data (TAASD) that:(1) At(urate\y reflects
lampering and unauthorized suusmumn including the following: lthe current in use;(2) Identifies authorized software products, [The entity has defined procedures to protect and manage point of
ln Maintaining a it of POI devi 2 [peluding busiess justincation detal3) s a the level ofgranlarky interaction devices. Expectations, controls, and oversight for the.
951 NiA [w Periodically mspectmg POl dev\(es to look for tampering or Functional Intersects With Asset Inventories AST-02 ssary for tracking and reporting;(4) Incl s nt and protection of POI devices are defined and adhered
linauthorized substtuti orgamisation acned i o by affected personnel
& Traiing personnel to be aware of suspicious behavior and to erecive property accoumtanilt: ana(S) 14 Svarabie fo eview and
IFeport tampering or unauthorized substitution of devices. Jaudit by esignated organizational personnel
IPOI devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
famoering and unauthoried substuton. ncluing the fllowing Mechanisms exst to implement enhanced protection measures for [The entity has defined procedures to protect and manage point of
9.5.1 N/A intaining a list of POI devi Functional Intersects With |Unattended End-User Equipment AST-06 lunattended technology assets to protect against tampering an 5 iinteraction devices. Expectations, controls, and oversight for the
= Permdw(a”y inspecting POI dew:es to look for tampering or 4 lunauthorized a(cessgy o 9 pering protection of POI devices are defined and adhered
[unauthorized substitution. [to by affected personnel.
ln Training personnel to be aware of suspicious behavior and to
Ieport tampering or unauthorized substitution of devices.
IPOI devices that capture payment card data via direct physical
interaction with the payment card form factor are protected fro
fampering and unautherized substtuton, ncluding th folowng [The entity has defined procedures to protect and manage point of
Mechanisms exst to appropriately protect devices that captu
la Maintaining a lst of POI devi . 1t [Kiosks & Point of Interaction (Pol) y hanism o ect devices . interaction devices. Expectations, controls, and oversight for the
951 A o Periodically mspecting POI devices to ook fo tampering or Functional | ntersects With Devices AST-07 sensitivelrequlated data via direct physical nteraction from ampering s anagement and protection of FOI devices are defined and adhered
linauthorized substtution o by affected personnel
o Traning persomnl to be aware ofsuspicousbehavioran to
Ieport tampering or unauthorized substitution of device:
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
11 devices tha capture payment card data via direct physica
racion i e payment cad o facor re ok ecied rom echarisms exist o assess the Intarty o critcal Technology Assets,
e S T ST, oo e olow oplcations andlor Servces (TARS) 1o cetect evidence of ompernd I entiy has define procedures to protect and manage poin of
= Waintaining a st o PO dev ’ ; et 25 ) "Copcal sceaments st e teany of e Interaction devices. Expectations, Contras, a1 oversignt fr he
951 NiA [w Periodically mspc:tmg POI dcwccs to look for tampering or Functional Intersects With | Logical Tampering Protection AST-13 [components (e.g., configuration settings) s Imanagement and protection of POI devices are defined and adherec
nautnorized subscratio Ceceaaments cveluote Ssectsfor cvidenca of uduthoried sccess ooy Siected personner.
" Training personne t be aware of suspicous behavior and to ot modincations.
Fepor tampering o unauthoized substition of Gevies
1Ot devices that capture payment card data via irct physicl
Inraction with the payment card orm factor are rotécted rom
e and b s, nuan o ol It entity has defined procedures to protect and manage poin o
g a 1t of PO dev 15 [techams st o physaty o oty gt ooy Interacton devices. Expectations, Control, and oversign for the
951 A = Penod\(aﬂy inspecting POI dev\(es to look for tampering or Functional Intersects With | Technology Asset Inspections ASTA5:1 fasets to detect evidence of tamperir s ient and protection of POI devices are defined and adhered
tution. [to by affected personnel.
Tl persontel 1 be aware of susplelous behavior and to
Fepor tampering o unauthorzed substition of Gevices
o1 devices that capture payment card data via irct physical
Interaction with the paymen card orm factor are protected rom
e and et o, incaons o olowrs e ety asdeied rocedres o protctond manage po of
051 " taninga st of PO dev runctionat | subsetor curty, Compllance & | g, [Mechanisms exst o faciltate th implementation of security o Intraction devices. Expectations, Conras, and oversigh for e
= Periodicaly mspecting POy devices t ook for tampering or ReStience Minged Workiorce norores developmént and awaraness controls. o rotecton of PO\ devies are deined ang adhered
Knautnorzed supscrution o by otected personnel
“raining personne o be aware of suspicious behavior and to
Fepor tamparing o unauthorzed sumstition of dewes
11 devices tha capture payment card data via direct physica
Interaction wih ths paymencard orm fckor are protected o
e S T ST, oo e olow e I iy has define procedures to protect and manage polnt of
echanisms exist to provds al employees and contractors
= Waintaining a st of PO dev ’ | Security, Compiance & . : Interaction devices. Expectations, Contras, a1 oversign: fr he
951 N ¢ Bencll hapecing Pl ceces ook fortampern o Functional | Intersects With | pegiicnce Auareness Traimng |  SAT-02 [sppropriate secury, compliance and resiience awareness education s anagement and protection of P01 devices ae defined and adhered
lunauthorized substitutior 9 i lto by affected personnel.
o bersomel e aware of ssicious behaviorand o
Fepor tampering o unauthoized supstiation of Gevice
11 devices that capture payment card data via dirct physicl
Inraction with the payment card orm factor are rotected rom
o andunsuoraed substuton. maing hs olowng echarisms exit to provide ole based securty, compliance and I entity has defined procedures to protect and manage poin o
os1 . = aintaning st of b0y v runctionat | inersects i [ole-8ssed Security, Compliance|  gxr.05  ealintareloted traling ) Seloe authoriing aceess o e system s Interacton Sevkas, EXpectations, comrass 818 overughs o the
. - el apecing Pl s t ok fortampenn o & Resilence Traing orperforming assigned uties(2) Whe requied by system changes: Imanagement and protecion of PO dévices are aéfined and adhered
[nautnorzed subscration 3063 Anmualy thereater o5y afected personn
Tl persontel 1 be aware of susplelous behavior and to
Fepor tampering o unauthorzed subsiution of Gevices
eRaTTETS TS €vaure Ak Every Ty Secesdlng &
o1 devices that capture payment card data via irct physicl proceing, carng or animiing cons e eouted it ormally
linteraction wit ent card form factor are ected from [frained in data handling requireme
e and s v, incaong v alowrs I entity has define procedures to protect and manage poin of
Naimaining a 1t of POt snctional | intersects wih | _ Sensitive / Reguiated Data ) Iraion e, Exbecaions, crrls and everat ot e
951 NA ln Periodically Inspecting PO devices to look for tampering or Functional | Intersects With | ;206 Handling & Processing | SAT03-3 s nagement and protection of POI devices are defined and adhered
Knautnorzed subsie v aiected personnel
" “Training personne t be aware of suspicous behaviorand to
Fepor famparing o anauthorred sumstistion o Aowees
o1 devces nat capture payment o st va et gy
Iracion i s byt ca o acor re ok ecied o
e S T ST, ncoon h olow I iy has definet procedures to protect and manage poln of
chanisms exist to provide ol based securty, complance a
= Waintaining a st o P01 Intraction devices. Expectations, contras, and versignt fr he
as1 A o Maintaining a st of e Functional | Intersects With | Cyber Theat Environment | SAT-03.6 resience awareness raining hat i ctrent and elevant o he cyber s ¢ s
¢ bencal hapecing Pl ceces ook fortampern o [esiience awareness aining ra < curent and relevant o the cyver e ot o) e re e e
o brsomel s e aware of ssicious behavirand o
Fepor tampering o unauthoized sucstittion of Gevice
Jn up-to-date s o PO devices is maintained, incluing:
3 model of the device o1 [Mechanisms exst to faciltate an T Asset Management (TAM) It ity and fcation of PO devices s recorded and known at all
9511 Nia |m Location of device. Functional Subset Of Asset Governance AsT-01 [program to implement and manage asset management controls. 10 [times.
= Gevice sl number or ather methods of unlaue Identificatio.
Mechanisms exit o perform inventories of Technology Assets,
hopicaton, Sonice andjor Do (T40) o) Accursaly et
Jn up-to-date s of POl devices is maintained, incluing HE conrem HARSD I ukei(3) demtines suthorzed Sotware prosucts
ke modelorin e ’ ; . 10z [Icluding business Justfcation detais/(3) 15 at he evelaforanulary IThe identiy and locaton o POI devices i recorded and known atall
9511 A lm Location of d Functional | Intersects With Asset Inventories AST-02|deemed necessary for tracking and reporting;(4) Includes s [times.
= Gevnce Sl muraber or ather methods of unlque Identfication Organizaton-dcfed iformation Seermed necestary o aérleve
Efective property accountabily: and(s1s avatablefo eview and
Ui by desianated arganizatonat personnel
i up-to-date s o PO devices is maintained, incluing .
‘model of the device. iosks & Point of Interaction (Pol lechanisms exist to appropriately protect devices that capture e identity and location of levices is recorded and known at al
0511 A o Mke and mdelof the d Functional | Inersects i [<05KS & POt ofnteracton () 1. g7 Gy cated daca v dvect pyscal nteraction o tompering s [T identityand location of POl d ded and known at il
|w Device serial number or other methods of unique identification. [pnd substitution.
; o » ; echarisms st o approprately protect devices ot capture Pt o nercion Devices cannot b ampere i, substied
0512 WA o1 device surtaces are periadically inspected todetect amperind | puncional | ntrsects with [S95KS & POt of nteracion (Pall a5y Lenciecrequisted dats i dnect prysical mteroction rom tampering s ithout utnoization o have skmming aliachments instaled
ond substincton vithouk timely detection
; ; ot of Interacton Devices Cannot b tampered Wi, Substuted
9512 N/A [Po! device surfaces are periodically inspected to detect tampering Functional Intersects With | Physical Tampering Detection AST-08 [Mechanisms exist to periodically inspect systems and system 5 without authorization, or have skimming attachments installed
nd nauthonaes substuton Componans fo Indicaaors of Compromise oG pnout sunorzaton,
ot of Interacton Devices Cannot b tampered with, Substuted
o1 device surtaces are periodically nspected todetect tampering ) ; . 151 [Mechanisms exst to physicalyand fgical inspect rica technology :
0512 A o1 device surtaces are period Functional | nersects it | Technolooy Aset Inspections | AsT-15.1[4SChanisms exs o phyically an oo s o st oo g < el
[isining i provded for persomnl n P evironments o be awareof
Srermpaed Campering o epacament of ) Gewis, and ncluden
e Verlying the enity o any i party erzonscaming obe
bty of oumeshost dcaeas, | orening them access to Securly, Compliance & echarisms exit tofaclltate the implementation of security Frersonnel are knowledgeable about th types of aitacks agains POl
0513 A Functional | subset of saror 10 Gevices, the entiy's techicaland procedural countermeasures, and
ot s S G et st retaces o e Reshience-Minged Workiorce Ihorkorce development and awarendss controls. deices, the entity'stechrcal and procedurslcount
Sciod aware f usplelous behavior around devices
usplcous behaviorand inicatons o device tampering
orsubsttoion o approprite persomnel
Ieaning 1s provided for prsonnelin P! envlonments t be aware of
stempted tampering o replacement of Ol devies. and includes
2 Verlying th ety f any ina-party persons caiming o be
Fepar r malntenance personnel befoe granting them access to echanions oxist o
i or main s . ; Jsms s t provide all employess and contractors ersonnel re knowledgeable about th types f attacks agains oI
0513 A modity ortroublestootdevices: G T e Funcional | ntersects with | Securty Complince & | sxr0p  |apropriate scorty, complance and restience awareness education s cevices, the entiy's techical and procecural countermeasares, and
lwithout verification. . repl " 9 [and training that is relevant for their job function. |can access assistance and guidance when require
Sware of suspcious behavior around devices
eporing susplcous behaviorand indicatons f devie tampering
o Substnaton o appropeiae persomnel
Training i provded for personnelin POl environments o be aware of
mperng o Tepacement af F) Gevies. and inludes
= Verlying the ety o any t-party persons claming o be
epal o malmLenance personne) eford graning them secess 1o anisms exst to provid role-based secury, compliance and
0513 " Imoaity or troubieshoot devices unceons | ntrsct i [958 Sy, Comptince| gy eHlenCe onied oo 1) Sl ungacass o st s s e e
e Procedures o enstre deices ar no nstalle. eploced,or retured esilience Training erforming assioned duties;(2) When required by system changes devices, the entity's technical and procedural col -
|without verificatior and[B) Annually thereafter. gul q
Svare o Sspicous btviraroung dvies
Soplious behawor ana (oicatons of deice tampsring
o bsutution t appropat personnel
echanms SX=E o ensure Tat every Useraccessing 3 yate
[Training is provided for personnel in POI environments to be aware of WﬂEESS"‘G storing or transmitting sensitive/regulated data is 'ormaHy
ttempted tampering or replacement of POI devices, and includes: [trained in data handling requirements.
2 Venlying e iy o ary thra-pany persons ciming 1 be.
Fepalr or maintenance personnel befoe granking them access to el o
0513 wa Imocity or troubleshoot devices Functional | Intersects With | o, SEnive  Reguiated Data | gu7.53.3 s Sevicts, the erely s eahaléal s rOCEures countarmepsares, and
PRt T G et st retaces or e Storage. Handing & rocesung davices the enity'stechnical and proceduralcou
eing aware of suspicous behavir around devices
Reporing S15pElo4s bahavier and (o0atons of evice tarmpering
orsubsttoion o approprite personnel
[sining i o for persomnl n PO svionments o be awareof
empied tampering of repiacement of PO Gevices, and nchudes
= Verhying the Kaantty of any r-party persons caming o be
Feptr o rteranc ool ok ganins e scee o Mecharisms exit to provide role based securky, compllance and rersonnel are knowledgeable about th types of attacks agains oI
9.5.1.3 NIA " o Functional Intersects With Cyber Threat Environment SAT-03.6 |resilience awareness training that is current and relevant to the cyber 5 |devices, the entity’s technical and procedural countermeasures, and
o rocedures toensure devices are not ntalled, replaced, o retumed veats hat users might encounter in day-o-day busiess operarins. Can access assstance and udance when requred.
= Seing aware of splcous hehavior sround dev
= Reporing susplclous behavior and indcatons o device tampering
5 subsitution o appropriate personnel.
oxtemat vanerabity scans arepertomed s oo
A least once every tree
55 PCIS5C Approved: Scamming endor (ASV)
2 Viinerablities are resolved and ASY Progtam Guide requirements y ; ov1 |Mechanisms exit to define and manage the scope for it attack remen
132 A e Vanerabives ore Functonal | ntersects With | Atack surface Scope | vew-0L1  [Hechanisms exst o define an s Iis requirement I noteligbie for the customized approach.
[ Réscans o performen as needed to confirm that vunerabllties
o resomed per the ASV Program Guide requirements for 3 passing
oxtema winerabity scans are pertomed s oo
R lcast once every tree monthe
= 5y a Pl S5 Approve Scanming Vendor (ASV).
o Vilnerabiiies are resolved and ASV Program Guide requirements Vulnerabity Remediation echarisms exist o ensure that vincrabiltes are properly dentited,
132 wa e Vuneraoitesore resl Functional | Itersects With ity Ren Vemoz [Mechanisms exis to ens s i requirement 1 not elghe for the custormized approseh
sre performed s needed to onfim that vunerabiltes
S resamed pef the ASV Program Gulde requirements fora passing
[Externat vuinerabilty scans are performed as folows;
" A leas once every three montns
= By a Pl S5C Approved Scanming Vendor (ASV.
= VAimerabiities re esolved and ASY Progtam Cuide requirements og [Mechanisms exist to detect ulnerabilies and configuraton erfos by
132 A s unereiitesareres Functional | itersects With | Vunrabilty Scanning VeI0g [fechanisms existo detect winerabiltes and confgurat s i requirement I notelgbe for the customized approach
" Rescans are performed as needed to confim that vunerabiltes
S resomed: pef the ASV Program Guide requirements for 3 paseing
fcemat vunerabity scans are pertormed a allows
Rl once avery t
Mecharisms exit o pertorm quarterty extemal vulnerabliy scans
5 By PCISSC Approwes Scamning Vendor (ASV). 6
. ; . {outsd e organizatns netiork 156kng Inward) vi a reputable
132 A ol et arO SV oo Gt s | et | s | TR | vnose ety S e st s Iis requirment I noteligbie for the customized approach
Fesute are dotamed or sl ‘mgh vulnesabilticsore eseived, o
Rescans are performad as needed to confitm that vulnerabiltes
are resolved per the ASV Program Guide requirements for a passing [defined by the Common Vulnerablity Scoring System (CVSS)
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FDE Name

Document Element (FDE) Descriptios

I segmentation is used to isolate the CDE from other networks,
Jpenetration tests are performed on segmentation controls a folows:
ry 12 months and after any changes to
Begmentation controsimethods

= Covering all seqmentation controlsimethods i u

[m According to the enti 4 penetration testing methodology.

& Confirming that the segmentation controlsmethods are operotional
land effective, and isolate the CDE from all out-of-scope.

[ Confirming efectvencss o any use of Sclaion o ceparate systems
|with differing security levels (see Requirement 2.2.3)

lm Performed by a qualified internal resource or qualified external third
lparty

y.
lm Organizational independence of the tester exists (not required to be.
lo QSA or ASV)

Functional

Intersects With

PCI DSS v4

SCF Control

Restrict Access To Security
Functions END-16

Secure Controls Framework (SCF)
escription

[Mechanisms exist to ensure security functions are restricted to
lauthorized individuals and enforce least privilege control requirements|
ffor necessary job functions.

version 2026.1_x000a_03/27/2026

If segmentation is used, it is verified periodically by technical testing
o be continually effective, including  changes, i isolating
[the CDE from all out- of-scope systems.

1145

Iif segmentation is used to isolate the CDE from other networks,

Jpenelrationtests are performed on segmentation controls a5 Tollows:
nce ever ionths and after any changes to

Segmentotion conmoismetnods

[a Covering all s¢ men(anon  controlymethods n use

& According to the entit's defined penetration testing methodology.

= Contrming ot he scamentatios conralamernoas o apraton

ong effective, and iolae the CDE from all out-of scope systes.

lm Confirming effectiveness of any use of isolation to separate systems

[t ifeing securiy levels (see Requirement 2.2.3)

e Performed by 3 qualifed nterma resource or uaified extenal i

I Organizational independence of the tester exists (not required to be
lo QSA or ASV)

Functional

Intersects With

Network Segmentation
{(macrosegementation) NET-06

Mechanisms exist to ensure network architecture UIIzes network
|seamentation to isolate Technology Assets, Applications and/or
[Services (TAAS) to protect from other network resources.

If segmentation is used, it is verified periodically by technical testing
to be continually effective, including after any changes, in isolating
lthe CDE from all out- of-scope systems.

145

I segmentation is used to isolate the CDE from other networks,

egmentation controls as follows:
y 12 months and after any changes to
segmentation mmrms/me hods

la Covering all segmentation controls/methods in use.
= Retordia o e emtiy 5 detmed pencuation teating methodoloay
| Confirming that the segmentation controlsimethods are operational
tive, and solatethe COE fom all outof scope
oFisclation o ceparate systems

3)
= Partormed ty s ualfied intema resource or sl extemaltird
lparty

& Organizational independence o the tester exiss (not required to be
lo QsA or ASV)

Functional

Intersects With

DMZ Networks NET-08.1

IMechanisms exist to monitor De-Militarized Zone (DMZ) network
lsegments to separate untrusted networks from trusted networks.

[ segmertation s used. s verfied pridiclly by technical testing
lto be continually effective, including after any changes, in isolatin
the COE from alf out. of-scope Systems.

1145

NA

I segmentation is used to isolate the CDE from other network:
fpenetration tests are performed on segmentation contros as Totows
t least once every 12 months and sfter any changes
lsegmentation controls/met
e Covering al segmentation controls/methods n use
| According tothe entit's defined penetration testing mettodology.
la Confirming that the segmentation controls/me are operational
[t fecth. and folate the CDE from an Gut.of-scope
[ Confiming affoctveness of any use ofisoation o ceparate Systems
[with differing security levels (see Requirement 2.2.3]
e Performed by 2 aualifed nerna resource or uaifid external third

i Orgamzalmna\ independence of the tester exists (not required to be
lp QSA or ASV)

Functional

Intersects With

Security Function Isolation SEA-04.1

IMechanisms exist to isolate security functions from non-security
lfunctions.

If segmentation is used, it is verified periodically by technical testing
to be continually effective, including after any changes, in isolating
lthe CDE from all out- of-scope systems.

145

|7 seqmentation s used to solate the CDE ffom other networks,
[penetration tests. mentation controls as follows:
[ At least ance every 12 months and after any changes to
fegmentation controlsmethods
= Covering all segmentation controlsimethods i use.
lm According oo entity's penetration testing methodology.
= Contiming that the segmentation controls/methogs are operational
land effective, and isolate the CDE from all out-of- scope syste
lm Confirmin  any use of isolation to
it difering security levels (see Requirement 22.3)

med by a qualified internal resource or qualified external third

I Organizational independence of the tester exists (notrequired to be
lo QSA or ASV)

Functional

Intersects With

Secure

Environments ToA7

to maintain a segmented development network to
rire s Score Sevctapmant amvsommen

1145

I segmentation is used to isolate the CDE from other network:

lpnaration tests rs performed an segmentatian control os Tolows:
least once every nths and after any changes to

Begmentation controsimethods

|u Covering all segmentation controls/methods in use.

[m According to the entity's defined penetration testing methodology.

la Confirming that the segmentation controls/methods are operational

land effective, and isolate the CDE from all out-of-scape systems.

o Confirming effectiveness of any use o salation o separate systems

|with differing security levels (see Requirement

e Performed by  qualifed nternal esource or Gtfed external third

par

& Onganizational independence of the tester exists (not required to be
lo QSA or ASV)

Functional

Intersects With

Penetration Testing VPM-07

[Mechanisms exist to conduct penetration testing on Technology
|Assets, Applications andjor Services (TAAS).

If segmentation is used, it is verified periodically by technical testing

Ito be continually effective, including after any changes, in isolating
[the CDE from all out- of-scope systems.

1145

I segmentation is used to isolate the CDE from other networks,
lpenetration tests are performed on segmentation controls as follows:
lm At least once every 12 months and after any changes to
lsegmentation controls/methods
o Covering al segmentation controlsimethads n use.

cording to the entity’s defined penetration testing methodology.
= Comfrming shat he acomentation controsmethoas o operatonsl

ms.
n to separate systems
it difering securty levels (ce Requrement 2.2.3)

ln Per by a qualified internal resource or qualified external third

fparty.
lm Organizational independence of the tester exists (not required to be.
lo QSA or ASV)

Functional

Intersects With

Independent Penetration Agent y
or Team VPH-07.1

[Mechanisms exist to utilize an independent assessor or penetration
lteam to perform penetration testing.

I segrertstio s used, i vefed periodiclly by technicaltesing
0 be continually effective, including after any changes, in isolatin
e COE from al ot of scope systerms

1211

lan overall information security policy is:
|m Estabished.

ublished
|m Maintained.
lm Disseminated to all relevant personnel, as well as to relevant
[vendors and business partners.

Functional

Intersects With

Publishing Security, Compliance

&Resilience Documentation | 9OV-02

IMechanisms exist to establish, maintain and disseminate policies,
[standards and procedures necessary for secure, compliant and
resilient capabilites.

[The strategic objectives and principles of information security are
[defined, adopted, and known to all personnel

1211

NiA

lan overall information security policy is:
lm Estabished.

Published
lm Maintained,
|m Disseminated to all relevant personnel, as well as to relevant
[vendors and business partners.

Functional

Intersects With

Periadic Review & Update of
Security, Compliance & Gov-03
Resilience Program

[Mechanisms exist to review the Security, Compliance & Resilience
lProgram (SCRP), including policies, standards and procedures, at
lplanned intervals or if signi \ges occur to ensure their
[continuing suitability, adequacy and effectiveness.

[The strategic objectives and principles of information security are
[defined, adopted, and known to all personnel.

1212

NA

| information scurty policy iz,
lm Reviewed at least once every 1.

= Uposted oc ncagen o eheet chamges to business abjectives orrisks
fo the environment.

Functional

Intersects With

Publishing Security, Compliance

& Resilience Documentation Gov-02

Mechanisms exit to estabiis, maintan and disseminate palicies,
Jstandards and procedures necessary for secure, compliant
resilient capabilites.

[The information security policy continues to reflect the organization’s
strategic objectives and principles.

1212

[The nformaion secury policy s,
lu Reviewed at least once every 1.

= Dposted on ncaded o eheet hamges to business abjectives orrisks
fto the environment.

Functional

Intersects With

Periodic Review & Update of
y, Compliance Gov-03
e Program

[Mechanisms exist to review the Security, Compliance & Resilience
lProgram (SCRP), including policies, standards and procedures, at
lplanned intervals or if significant changes occur to ensure their
[continuing suitability, adequacy and effectiveness.

[The information security policy continues to reflect the organization’s
strategic objectives and principles.

1213

[T securty paliy clarly defines nformation secury roes and
Iresponsibilities for all personnel, and all personnel are aware of and
eroniedge e ifarmaton securiy rospamabies

Functional

Intersects With

Publishing Security, Compliance

& Resilience Documentation | S0V-02

Mechanisms exit o estabih, maintain and disseminate policies,
|standards and procedures necessary for secure, compliant and
resilient capabilites.

lPersonnel understand their role in protecting the entity’s cardholder
ldata

1213

[me securty paliy clarly defines nformation secury roles and
Iresponsibilities for all personnel, a nel are aware of and
[ocknowledge thelr miormation security responsilities

Functional

Intersects With

|Assigned Security, Compliance &

Resilience Responsibilities Gov-04

[Mechanisms exist to assign one or more qualified individuals with the
mission and resources to centrallymanage, coarinate, develop,
implement and maintain an enterprise-wide Security, Compliance &
Rebiience program (SCR)

lPersonnel understand their role in protecting the entity’s cardholder
ldata

1213

NA

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities,

Functional

Intersects With

Defined Roles & Responsibilities | HRS-03

IMechanisms exist to define cybersecurity roles & responsibilities for all
lpersonnel

lPersonnel understand their role in protecting the entity’s cardholder
ldata

1213

NA

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities.

Functional

Intersects With

User Awareness HRS-03.1

IMechanisms exist to communicate with users about their roles and
Iresponsibilities to maintain a safe and secure working environment.

lPersonnel understand their role in protecting the entity's cardholder
ldata

1213

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
locknowledge their information security responsibilities.

Functional

Intersects With

Terms of Employment HRS-05

hanisms exist to require all employees and contractors to apply
[eybersecurity and data protection principles in their daily work to
lenable secure, compliant and resilient capabilities.

[Personnel understand their role in protecting the entity’s cardholder
ldata

1213

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities.

Functional

Intersects With

Rules of Behavior HRS-05.1

[Mechanisms exist to define acceptable and unacceptable rules of
lbehavior for the use of technologies, including consequences for
lunacceptable behavior.

[Personnel understand their role in protecting the entity's cardholder
ldata

1261

|A forma security awareness program is implemented to make all
[personnel aware of the entity’s information security policy and
[procedures, and their role in protecting the cardholder data

Functional

Subset Of

Security, Compliance & g
Resilience-Minded Workforce | SAT0%

Mechanisms exit to faciltate the implementationof security
[workforce development and awareness cont

[Personnel are knowledgeable about the threat landscape, their
Iresponsibilty for the operation of relevant security controls, and are
lable to access assistance and guidance when required.

1261

|A formal security awareness program is implemented to make all
[personnel aware of the entity’s information security policy and
[procedures, and their role in protecting the cardholder data.

Functional

Intersects With

Security, Compliance &
Resilience Awareness Training |  SAT-02

IMechanisms exist to provide all employees and contractors
lappropriate security, compliance and resilience awareness education
land training that is relevant for their job function.

[Personnel are knowledgeable about the threat landscape, their
Iresponsibility for the operation of relevant security controls, and are
jable to access assistance and guidance when required.

1261

|A formal security awareness program is implemented to make all
[personnel aware of the entity’s information security policy and
[procedures, and their role in protecting the cardholder data

Functional

Intersects With

Role-Based security, Compliance

Resilience Training SAT-03

IMechanisms exist to provide role-based security, compliance and
resilience-related training:(1) Before authorizing access to the system
lor performing assigned duties;(2) When required by system changes;
land(3) Annually thereafter.

[Personnel are knowledgeable about the threat landscape, their
responsibility for the operation of relevant security controls, and are
lable to access assistance and guidance when required.
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FDE Name Document Element (FDE) Descriptior SCF Control
i formal securty awsreness program i mplemented to make ail ecurty, Complance & ctvies, ncluing (3 na securky, complance an resience rersonnet are knowtedgeable abot the treat andscape, their
1261 A el aware ofthe entiy information security Functional | Inersects with | Security. Compliance & | gxr.qq 5:12) Recurring awarencss training; and(3) s responsibilty or the operation o relevant securlty controls, and are
[procedures, and their role in protecting the cardholder data. 9 Technology Asse!s Anphcauans and/or Services (TAAS)-specific |able to access assistance and guidance when required.
¢ o a cnirparty serviceproviders (Tesps) with wich accourt echarisms st t it o mplementaan o oud
1281 wa Gata o shared ar tha coudafect he secuty of accouns data Functonal | subsetor Cloud services avor <omtTosto ensue clowd matances ar secure and nine 10 Records are mainained of TPSPs and the sevice provided
[maintainea, Including a descrpton or each of he services provided [t mausty pracices.
[A st of all third-party service providers (TPSPs) with which account [Mechanisms exist to define, control and review organization-approved,
1281 NIA data is shared or that could affect the security of account data is Functional Intersects With Remote Access NET-14 | 0 ire remote access methods. 9 PP 5 [Records are maintained of TPSPs and the services provided.
[maitained. induing o descripion for each of the senices provided
st o l thircparty sevice providers (TPSPs) withwich account ]
1281 wa a5 shared ar tha coul afect the secunty o account Functional | subsetor | Thre-party Mansgement | Tu.g1 Mechanisms exist tofaciltate the implementation of ti-party 10 Records are maitained of TPSps and the senices provided
[maintained, including a description for each of the services. pmv\deﬂ 9
Wechanisms exis o maintai s curren, accurate and complete st of
st of l nircparty serviceproviders (TPSPS) with which accourt Brovders (E5he that can patantal impack the
1281 NIA ita is shared or that could affect the security of account Functional Intersects With Third-Party Inventories TPM-01.1  [Confidentiality, Integrity, Availability and/or Safety (CIAS) of the 5 [Records are maintained of TPSPs and the services provided.
[maitained. induding o descripton for each of the senices provided organizaton's Technology Acsets. Applcatons. Sarvices andlor Data
WeCharISiTS SX5E G parGr Tocuring VaTdation f he REsporeie
CCountabi, Supportue, Consuted & nformed (VSCH mati or
st of al ticparty service providers (TPSPs) with which account Kimiar docuentation o ensure securty. complance and esiince
1281 " data i shared o tha could affect he securty of accounk Functora | interscts Wit | ThroaryScope Reiew | 14055 Gl osgnmantsacurtely et e nt 1) Contactu s Records are maintained of TPSPs and the services provided
[maitained. Incuding o descnption for sach of the sences provided Shigatonsfrthe Extenl Sevice Provider (53, Basness
oracices(3) pplcable stakeholders andis) Depioyea Technology
sssets, Applications and/or Services (TAAS).
lriten agreements wit TeSPs are maintained as olows
o Wriken agreements are maintained wih al TP with which Mechaisms i todocument and maintin  Kesponsi
ScCount data s hared o tht Courd affect ne secury of the COE Responsible, Accourtabe, hC T S, Corsuted & o (4] e or
1282 A Wit agreements ncud acknowledgments fom TPsPs that ney | Functional | ItersectsWith | Supporte, Consited &, | TH-05.4 [irmiar documenvanon: o delneace sssgnment or secumy. s Records are mainained o each TPSP'sacknowledgment of s
[are responsible for the security of account data the TPSPs possess or Informed (RASCI) Matrix [compliance and resilience controls between mmma\ stakchu\dcrs and P Y to pr
Sinerwiz stote, process, or ST on penal ofthe entiy: or ts the [
Jxtent that they couia rmpact he securty ofthe enty's COE
Writen agreements with TPSPs are maintaned as folows
e Wit areements e marnained with all ThSps wih which . \ e .
account daa s shared o that coud affect the secuiy of t Thi-Prty Contract Secunty.comphance and reshence requirements wih (i arces, s are maintained of each TPSP' acknowledgmentof s
1282 N [m Wri reements include acknawledgments from TPSPs that they | Functional | Intersects With Requirements TPM-05 | efiecting the organization's needs to protect its Technology Assets, s vesnonsmmty to protect account data.
B esporii o sy ofaccount aaa e T oscss o fectng ne arganizatin'sneeds t pros
ore process, o ransrls on benalf f he anty. or to opications,
Sxtent tht hey Couid rnpackthe ecurty of th antty's COE
Writen agreements with TPSps are maintained as fllows:
e Witen ageements are maraned wth o ThSPs with which
Becoun Gt Shre o tatcout s e sy or s Mechanisms exist o itigte th riss sssocated with thrc-party ol "
1282 " en agtcements Incodk sckhomedgments rom Tospe hat they |  Functional | ntersect With | Thirpary Services TPUA04 [access t the organizations Technology Asses, ApBIKations. Sanices s Records are maintained of ach TPSP's acknowledgment of ts
lare responsible for the security of account Tats the TPSPs possess or land/or Data (TAASD). P ¥ topr
Stnerie store, proces, or ST on penaiof the iy, or o the
Gstant tha they Couid iripact he secunty ofthe enty's COE.
iechansms oxeE o Conduct T sssessmant prior o e acauiion [The Capabily, intent, and resources of @ prospecive TPSP 1o
|an established process is implemented for engaging TPSPs, including “Third-Party Risk Assessments & it f technology-related Technology Assets, Applicat o 3
1283 A Functonal | Intersects witn TPML041 for UISEUTCING Of tecnology-reaied Techology Assts, Applcations s Scecuataly potect accoun aata are assessed before te TP s
roper due aigence prior o ngsgement rorovas o gitsaurcing o st poequat
Mecharisms exist to monior, requary eview and sssess External
1254 A J,program is implemented to moritor TPSPs'PCIDSS compliance | puncional | ncersecs With | Review of Thic-Party Services | TPM-08  [Seruice rovders (E5Pe) for complance with esablshed contracual s Ime pci s comptiance satus of TP i verfe perioicaly,
41 requirements for security, compliance and resilience controls.
Wechanisms exst o requirecontractualrequiremens for appcable
1285 A Imanaged by each TR, Whic ar¢ managed by e eniy. and any |  Functonal | ntersectswin | THI-Party Contrace Towos fecurty. complance and resiience requirements wih thir artes, s Componant or Whh e3ch TPSF 1 sl o Jonty responde, are
[that are shared between the TPSP and the entity Requirements. reflecting the organization's needs to protect its Technology Assets, Imaintained and reviewed periodicall
Y. lapplications, Services and/or Data (TAASD). P %
Wecharisms exist o document and maintaln a Responsile
Itomtion s maitaine sbout w7 05 eiremens e Respansile, Accountabl, CCountabi, Supporiv, Cansuted & iformed (VHSCh matr Records detling the Pt DSS requrements and related system
1285 A 1302 by each TRSP. which are manageo by i entiy. and any | Functonal | ncersects Witn orte: Conguted &, | TPHL05.4.[imiar documentanon: o delneate sssignment or ecumy. s Compananis fo i each TFSP i3 el o nty resporae.are
[t are shared betwreen the ThSP and the entky Tnformed (RASCh Matrx Compiance and relience controls between Internal stakehalders and maimtained an reviewed perioaical.
xtemal Senice providers £55o)
Jn incdent response plan exsts and s ready o b actvated nthe
event of 3 suspecte o commea secury cident The pan
[nchates bt s not e
Roie, ana and contact stateg
o event of a suspecied o confmea securiy Incoan nclucing
(Ao e b e ot i echanisms it o cete recuring backups of gt st s
et s roccacs i o ot ana i oy e e el s oy g s bk In comprehensive incident esponse plan that mets card brand
12.10.1 A mmgatmn activities fur different types of incit Functional Intersects With Data Backups BCD-IL  lensure the aval\ablhly of the data very Time Ome:(wes s |expectations is maintained.
BumingssTecovery and Coniy procedure. [R70%) and Recovery Pork Gbjecives (R5Gs)
- Data backup processes
¢ Ay of et requrements o reprtng compromises.
STl Crtica syt componens
2 Reference orincluaon of mcident response procedres fom the
[Payment brands.
b et respane pan e and ey o o st n e
ovent of 5 suspected o conitmed securty icident. The
[nciues. bu s not hmied o
= Role,responsibities, and communication and contact strategies n
o avan o asuspeciad o contrmea secuity ncidant ncoding
rocaton o payment orands and acdrers. at T
[ ncden respons pocedures with specfic containment and 03 |Mechanisms exis to define cybersecurty ols & responsibltes for al | comprehensive incident esponse pla tha meets card brand
12101 NA [mitigation activities for different types of incidents. Functional Intersects With | Defined Roles & Responsibilities HRS-03 personnel. s |[expectations is maintained.
iness recovery and contnuty procedures
op processes,
= Analys of ega redurementsfo eporting compromises
- Corerage o respones o el system componerts
Referance or Incusionof Incident response procedures from the
Bayment brands.
Jn ncdent response plan exsts and s reay o be actvated nthe
entof s suspocied o Conimod securty der. T pian
[nchuces bt s not
- Res esponsbites,and communication and contact segesin
o even of a suspecied o confimea securiy ncdent. ncudn
(Ao e b e ot i
e e ' o | o . oq [Mechanisms existto mainain and make avaiable acurrnt and viable In comprehensive incident esponse plan that mets card brand
12.10.1 A mmgatmn activities fur different types of incic Functional Intersects With | Incident Response Plan (IRP) 1R0-04 Incident Response Plan (IRP) to all stakeholders. s |expectations is maintained.
Business recovery and continuity procedures,
£ Data backup processes
oty o egal recrements fo reporting compromises.
= Coverage and respanses of o il systam Componants
2 Reference orIncluson of mcident response procedres fom the
[ayment brands.
b et response pan e an ey o o et n e
Svent of 3 suspected o conitmea securty icident. The
Incies. bu s not e
= Roles,responsibities, and communication and contact stategies n
o even o asuspeciad o contrmea secuiy ncidant ncading
rocaton o payment orands and acdrers. at T
12101 A o Incident response procedres with specific contanment and Functonal | Intersects With | incident Sakeholder Reportng | [RO-10 [Sakeolders () Aected Seme & hd-poriess nihy eaulotoy s [ comprenensiveincident response plan that meets card brand
[mitigation activities for dmeren( types of incidents. P 9 horities, P 9 Y |[expectations is maintained.
nes ecover and Coninu rocedures
ap pro
= Analys of ega redurementsfor eporting compromnises
- Corerage o resporesof e system componerts
Referance or Incusionof Incident response procedures from the
Bayment brands.
Jn incdent response plan exsts ano s reay o be actvated nthe
entof s suspocied o Conrmod securty mer. T pian
[nchaes, bt s not
- Res esponsibites, and communication and contact segesin
e v of & suspectad or confmed securty inciden, ncud Mecharisms exist to protect exteraland ntemal wirelss lnksfrom
Inotification of payment brands and acquirers, inimum. pr
ianal parameter tiacks thiough moniiorng for unautharizd ireiess|
12101 N/A [m Incident response procedures with specific containment and Functional Intersects With Wireless Link Protection NET-12.1  |connections, including scanning for unauthorized wireless access 5 |A comprehensive incident response plan that meets card brand
[mitigation activities for different types of inci oints and taking appropriate action, if an unauthorized connection is [expectations is maintained.
|m Business recovery and (nntlnu\ky procedures. Biecovarag. - nd appropr g
- Data backup process
= Anaiyss of fepl reaurements for reporting compromises
= Coverage and respanses of o il systam components
2 Reference orincluson of mcident response procedres fom the
[ayment brands.
lunere PO P01 terminas at the merchant or payment acceptance e mechanisms exist o sdentn
A211 N/A llocation use SSL and/or early TLS, the entity confirms the devices are |  Functional | Intersects With | Transmission Confidentiality CRY-03 gg:"’ﬁ;‘;'“fneg”“‘ isms exist to protect the confidentiality of data 5 [This requirement is not eligible for the customized approach.
[not susceptible to any known exploits for those protocols. 9
[Where POS POI terminals at the merchant or payment acceptance [Mechanisms exist to ensure all web aj h:atmn content is delivered
A2.1.1 NIA [location use SSL and/or early TLS, the entity confirms the devices are Functional Intersects With Secure Web Traffic WEB-10 || i o Cryptographic mechanisms. (e. pp Ls) 5 [This requirement is not eligible for the customized approach.
[not susceptible to any known exploits for those protocols. 'g cryptograp! 9
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