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FDE Name Focal Document Element (FDE) Descriptiol SCF Control
[All security policies and operational procedures that are identified in
Recoremer3 xpectations, control. and oversght for mecting activies wiin
echanisms exst o establish, maintain and diserminate piices
e Bocumaniad Pusting secury.Complance e 3 o1 acined ond s t o e peomma
311 wa e Functional | ntersects Wi | PRl SeE 0 O e || GOV-02  andards and procedures necessary for secure, compliantand s orboring actvtiesarerepestasl: conditonty appice: and confom
- use. P [to management's intent.
m Known to all affected parties.
oS ext o evew Te Seeury Complanee € Fesience
sty potie ndspraionl prcedres ot e e
[Requirement [Program (SCRP), including policies, standards and procedures, at [Expectations, controls, and oversight for meeting activities within
m Ducumented Pervomc Revlew & Update of planned intervals or if significant changes occur to ensure their Requirement 3 are defined and adhered to by affected personnel. All
311 N/A Functional Intersects With y, Compliance & GOV-03  |continuing suitability, adequacy and effectiveness. 5 q A 4
m Kept up to date. Resmen(e Program " lsupporting activities are repeatable, consistently applied, and (O"fﬂfm
lm In use. 9 0 management’s intent
b Koot ol afected partes
i securty polcies and operaion!procedures tht are enifed m
e e cpectations, controls, and oversignt o meetingactiies within
e Bacimenies o tons secur echanisms exst o faciitate the implementaton of aperatonal Rerrament > ard achned and sinerca t oy afccied persomn, Al
311 NiA m Kept up to date. Functional Subset Of Operations Security 0PS-01 [security controls. 10 [supporting activities are repeatable, consistently applied, and conform|
v e o ranapaments meene
b Kot l afected partes
[All security DDU(\ES and operational procedures that are identified in
Recoremer3 Eopectation,contl, and versig: o mestig e witin
oo | sy | Soprzes g | ey SIS ey v seumen e opects s R S e b
e oot procedures (S0P). o smir documentatin. emmoring actesare repestase consutonty pshe. rd confom
m In use. Y Y o [to management's intent.
m Known to all affected parties.
[SAD is not retained after authorization, even if encrypted. All sensitive
331 A i entcation ota eceived s endared umecoverage Upon Functonal | ntersects Wit | Storing Authentication Data | D05 Mechansms exist o pohibi he torage of sensiive transacion s s requirement s not eligilefor the customized spproach
Smoiion o (s autherssuon e ’
3311 a e fllcontents o any wack v nat efaned g et o0 | ncionar | itarscts Wan | Storing Authentcation Data | DCH.0R5 | Jechanes oXet o raE e strage of sentive ansacton s s requrement s ot el for th customized spprosch
3312 I [re cord verifcation code s 1k e upon comPeton 7 | uncional | inarects Wi | Storing Authenticaton Data | DCrog5[echonEms ot o profiE e strage ofserstve Gansacton s s requrement s ot el for the customized approach
e erarl senctcaionmumer (1) g e I i re ot 205 |Hechaisms exit o proibi he storage of seniive ransacton
3313 wa e personal gertfcation umber (P ana e PN Functonal | Intesects Wih | Storing Authentication Data | DCH0s.5 [1EChanisms exist to proibit the stora s s requirement s not eligie for the customized spproach
PAN is masked when displayed (the BIN and last four digits are the
number of digits to be displayed), such that only personnel g IMechanisms exist to apply data masking to sensitive/regulated [PAN displays are restricted to the minimum number of digits
341 NIA it a egiimate business need can see more than the BIN and last Functional | Intersects With Masking Displayed Data DCH-03.2 fintormation that is displayed or printed. s Inecessary to meet a defined business need
four s ofne
P s masked wher dislayed (e BN and ot four s are the
echanisms evst t ensuresecurty functions e estricted 0
emberof G o b ployeds sachtht oy persomne Restrict Access To Security y AN dislays are restictet th minimum number of s
341 A T O S LT IR | et | e v rccesTo D16 lmried o i e s 1= o eqoremens s A diplaysare estricte o the miniun
o nocessry o onciens
four a0 ofne
PAN s masked whe dslayed (1 BV and ot fou g are e
i o o At Yo bt Gy, coch thet only persommel os.3 Hechanisms exist to mask senstvelrequsted datathoush data oA cisploys ar restricted o the minimum number of s
341 NA i a legtimate business ned can see more than the BN and lst Functional | Intersects With Data Masking PRI-05.3 redaction o s Inecessary to meet a defined business need
ot gt of e
echarims ox 1 erorce Fofe 83528 Access Cantol RGAG) o
[Access Is assigned to e, '”““""‘g privileged users, based on: Role-Based Access Control [Technology Assets, Applications, Services andjor Data (TAASD) to laccess to systems and data s limited to only the access needed to
722 NiA |n Job classification and fun Functional Intersects With (RBAC) 1ac-08 [restrict access to individuals assigned specific roles with legitimate s erform job functions, as defined in the related access roles.
|w Least privileges ncccssary (o perform job responsibilities. Ib 9 P 9 ia L "
122 w fecess s asigned tousers, incuding privged sers basedon: | s Enforcament 2o [Mecharisms exit o enforce Logial Access Contrl (LAC)permisions s oceess to sstems anddata i e o onl the access needed to
ln Least privileges necessary (u perform job responsibilities, [that conform to the principle of "least privilege." Iperform job functions, as defined in the related access roles.
|Access is assigned to users, including privileged users, based on: i ; i
o Funciona | s i | RS5O SSRGS |y 30, e s I e 0 st ot to oy s ety e e et
m Least privileges necessary to perform job responsibilities. "
|Access is assigned to users, including privileged users, based on: IMechanisms exist to utilize the concept of least privilege, allowing only i
722 A o cossncaton and foncion Functional | Itersects wih Least riviege G2 [piknonred sccess o processes ecoiaay o actompich sesaned s fccess to eysems on data i Imited o only the accessneeded to
m Least privileges necessary to perform job responsibilities. tasks in accordance with organizational business functions. a i "
o ” R PP R e ocror PR o Tt e e o 6 prtecn w0 [P o o G e sy
9.4.1 NiA |All media with cardholder data is physically secured, Functional | Intersects With Data Stewardship DCHo11  [fechanisms exist to ensure data stewardship is assigned. 5 gjr‘i';";"g‘ cardholder data cannot be accessed by unauthorized
[Mechanisms exist to:(1) Physically control and securely store digital
B o gt e Wi Con e e i organoston
541 A it et with cardhader dta is physical secured Functonal | ntersects i Media Storage DCHOG  [3elned securty measires andld) Pretec et et i ne s cia i cordolderdata connotbe acesed by nauthorized
Imedia are destroyed or sanitized using approved equipment, s
Fecamiques and rocesures
a1 i i mecta with cordhader data s physcaly secured Functional | ntersects With | Physically Secure Al Medla | DCH-06.1_|Chariis et to physical secure il media that cortains 5 Fieia WER corfhalier dato annot b accessed b wiahorzed
rechaims axis 1 crat ecuringaciups o data sotare anor
oftine mecti bockups withcardhader data arestred nasecure. | ‘ § e e gty o these ok — —
0411 wa ortine Functonal | ntrsects i oata Backups scpa  [Syemimages, sswslas verly the ntsgrityofhess backups 0 s e backups camnt be accessed by unauthorized personnel.
(RTOs) and Recovery Point Objectives (RPOs).
echanisms exst o store backup copiesof il software and ather
0411 A [fine media backups wih carcholderdata are tored inasecure | puncinal | nersects witn | Separete Sorage for Crtcal | gy 135 LE Sl ormaton n o cepurre ocly o n & Merates s oftine backups cannt b accessed by unauthorzed ersomel.
oo ot s ne coocn e he Syt oo Backee .
Wiecharims exs t croire et ad assets re categarzed
542 A it medi it carcholerdata s clasifedn accordance WM e | uncrona | erscts Wi | Data 6 At Classifcaion | DCH02  Sardshce ik SpPIRbI S revuay ondtonracue s ecta arecasined an protected appropritey
Feaenemens
IMechanisms exist to categorize Technology Assets, Applications,
[Services and/or Data (TAASD) in accordance with applicable laws,
it media withcarahder data s casined n accordance withthe Ris Based Securiy o2 edulotons and cortacauelobhoadons et (1) Document e securiy
942 NIA lsensitivity of the data. Functional | Intersects With Categorization RSK-02 | ategorization results (including supporting rationale) in the security s [Media are classified and protected appropriately.
oo sysams: and) Encrd tne socurty ctegorsaton deciion s
Femewed sma asproved e ssse swner
o it cordholderdatasent ottt the aciy 1ssecured o5
fotons.
st s e iy s e i | e | e rarsootan | povor [T apeet v gt pondatolnate | e s ety
R el et e cones o aerdelvery metnod i on g 1 :
ety
it racking oo nclue dtais about media locaton
o i cordholderdatasent ot the ey s secured o5
forons
Ve sent autside the faciiy is logge o | mersecte - echnims exst o ety ustodions rughat the vnspat of s secured and tracked when et o
043 i O B S ey maod oscn | Pl | s Custostans bcnora lechansms et to dort s Mecia i secured and tracked when transportd ovtside th fcilty
Ibe accurately trz
1 Gske faching I ncude detais about mediafocaton
Wamagement approves al mesio wih cardnoige data tha s moved
echarsms exist to maintan st contrlaver the nternal o ecto cannot eave a ity without e spproval of accountable
544 A e T ey daang when med s Somoned s Functonsl | nersects Wi | Securty o st  Meda | AsTas  Mchanlsms it to mantin st conrl over the temal s Medi can
Wanosmentsproves 3 med iy e e s oved Wiechaniems 7 1 obton managemert spproval fr ary
544 wa e o Tochty cioding when medi s iribud Functonal | ntersects win | Menagement Approvalfor | aqr o 1 e e el oot of e s ecia cannoteave a facilty wihout the approval of accountable
individuals). lorganization's facilities. P
[Mechanisms exist to:(1) Retain Personal Data (PD), including
netaaats o a organzocin demned i boed t Ut
Hard-copy materials with cardholder data are destroyed when no lpurpose(s) identified in the notice or as required by law:(2) Dispose of,
longer needed for business or legal reasons, as follows: |destroys, erases, and/or anonymizes the PD, regardiess of the method
946 NA |m Materials are cross-cut shredded, m(merated or pulped so that Functional | Intersects witn | Personal Data (PD) Retention & | oo, oo fof storage; and(3) Use organization-defined techniques or methods to 5 |Cardholder data cannot be recovered from media that has been
[Cardnolder data canmot be reconstructe: Disposal lensure secure deletion or destruction of PD (including originals, copies |destroyed or which is pending destruction.
o mtonalc are storeet in Socure stomsse Containers prior to land archived records)
et
ortcopy e win cordlgrdota ot s whe o
e Tk o o o esrs o o
R ens sre rov-co svedsea mcrates o pope o that rctonet | mersect i ot et o echansms exs 0 ey gipos of med when 10 onger Cardhotge doa connot b recaveret from meda that s been
946 NiA [cardholder data cannot be reconstructec Functional Intersects With Physical Media Disposal DCH-08 required, using formal procedure s |destroyed or which is pending destruction.
K atrisi re Sres n secure omage Conainers prfor o
oo
bt copy e win cortgr gt orc o when o
e Tl T s o oo ressore s ol
e enas are ros-co snedsea mcrates o pope o that rctonet | mersect i ‘ on st o retain mecta and dat n accordnce with Cardhotger daa cannot b recaverer from meda tat s been
946 NiA [cardholder data cannot be reconstructed. Functional Intersects With Media & Data Retentio Dbch18 [applicable statutory, regulatory and contractual obligations. s |destroyed or which is pending destruction.
ot re sres n secure omage Contaiers prfor 0
oo
o1 deices thtcopturepayment card data i et phsial
et e poyent e o ore roketis rom
s and nsuored S or oo e olows e ntiy has defined procedures o pratect and manage point of
g o1t of PO dovie echanisms exst o faclte an I Asset Management (TAM) Icrocion Gevces Expeciations cortrols and aversghefor the
9.5.1 NiA ln Periodically |r\spe:tmg POI devices to look for tampering or Functional Subset OF Asset Governance AST-01 | rogram to implement and manage asset management controls. 0 Imanagement and protection of POI devices are defined and adhered
nounoid whsie o oo persomer
|l Training personnel to be aware of suspicious behavior and to
[report tampering or unauthorized substitution of devices.
o0 geices tht capture paymen cad data vaarect physcal echaisms xist t pertorm inventorie o Technology Assets,
erscion i 0 e <o om 5t o ot fom Bterton S i Doy (AR W ety s
s and i aracs Scron. ncing e alowrs et AR n sae 3y oenihes authorzed o e entty hasdefine pocedures to praect and mange ol of
Wamiainng a1 o170 s b tcat oeal 3133 e vt o rans eracton detas, Expaciaons ool and avaroame o he
951 NIA m Periodically inspecting PO\ ﬂevl(es to look for tampering or Functional Intersects With Asset Inventories AST-02 med necessary for tracking and reporting;(4) Includes s Imanagement and protection of POI devices are defined and adhered
naitnorissd anehition Cramisaton emned iormaton hie (o recied portomnes
s persome o beaware of s enairon 0 e rapenty accoumaplt: s 1+ Svarani o e and
Feptr G o sheuihensed ubichon of oo o Bt eymmiators peraemme
[POI devices that capture payment card data via direct physical
linteraction with the payment card form factor are protected from
[tampering and unaumunzeﬂ Suhsl\lut\on including the following: [The entity has defined procedures to protect and manage point of
o Fioeany ndpecing PO\ dees o loo fortamperingor nattended tecnao cement ahd proiecion o1 O\ s e gennes and adhered
nainoried ansietiog ey oo portomes
T parsomtetia b aware of suspicious behavior andto
Fepor o o smeuthorees ubsttion of semces
o0 geices tht capture paymen cad data va et physcl
e i e byt card fom oo o ot rom
e e e i o o e " el orotect devices tat ot e ety hasdefine pocedures to praect and manage ol of
e ng o o POy dov Kioss & boin of ntracton P echanims et tospprapriaely protect devcesthat copure erection devces, Expeciations, orurls, and cversahsfor e
851 wa o Peiadcany nspecing oy devees o loo or tamperingor Functonal | Intrsects Wih Bevces AST07 - sensivelrequiaed data v direct physcal interacon rom tamperng s naagament and rotecion o1 FOY Giees e genned and adhered
lunauthorized substitution. [to by affected personnel.
T persomnelto b oware of suspicious behavio and to
Fepur ampeing of sneuiorsed subetrction of devees
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el
o1 s na opure poymens crd gt vidrecpysc
eracion Wit payraeet o o onecsed o anisms exit o ssess the integrty o it Technology Assets
[tampering and unauthorized sunsmu(mn including the following: APP'\C&UDHS Bﬂd/ﬂr Services (TAAS) to detect evidence of tampering, [The entity has defined procedures to protect and manage point of
Maintaining a list of levice: : ical assessments evaluate the integrity of critical linteraction devices. Expectations, controls, and oversight for the
95.1 NiA m Periodically inspecting POI devl(es to look for tampering or Functional Intersects With Logical Tampering Protection AST-15 (umpnne (e g . configuration settings); and(2)  Physical s \anagement and protection of POI devices are defined and adhered
nasthonsed wiberection. et avaiuaee saeet s svencs of rmuthorid access oty Srecsac pertomne
i periomel o be aware of suspcious behavior and to e mouireatons
repor Famping o nadthaecd subskotan of sovetn
01 devices that capture payment card data via direct physical
tracion Wi e payreent card form focto o protecked rom
mpering and unsukiarsed ssbstioton, metuding e sontog. e entiy has defined procedures to protect and manage point of
g o T o PO dovces ‘ ‘ ‘ s Mechanisms exst to physcally and ogically inspect critcal technology ration Bevices Expeciatons, comrols and ovessim or the
951 NiA Periodically |r\5pectmg POI devices to look for tampering or Functional Intersects With | Technology Asset Inspections. AST-15.1 [assets to detect evidence of tampering. s Imanagement and protection of POI devices are defined and adhered
lunauthorized substitutior [to by affected personnel
m Training personnel lﬂ he aware of suspicious behavior and to
Fepor Fampoing o unadthosed subserctan of doveln
01 devices tha capture payment card data via dirct physicl
racion Wi e pavrsent cord fo facto o rotecsed o
[tampering and unauthorized sunsnlu(mn including the following: [The entity has defined procedures to protect and manage point of
951 NA s Maintaining a list of POI devi Functional Subset of Security, Compliance & saT.or  |[Mechanisms exist to faciltate the implementation of security 0 interaction devices. Expectations, controls, and oversight for the
PRI haseclas o s to ook o tampering o Resirence inden Worktorce erdarta developrans and awareness comrols mamagemment v prokecton of 201 dmvvas are Gefned and adhered
hanotiess oty Srecead persommne
i persomel o be aware of suspcious behavior and to
repor Famping o nadthaeed subskotan of sovetn
01 devices that capture payment card data via dirct physical
traction Wil e payrent cad form focto o protecked rom
ity and nsuarced s or oo o olows . e entity has defined procedures to protect and manage point of
of POI devi Security, Compliance & [Mechanisms exist to provide all employees and contractors interaction devices. Expectations, controls, and oversight for the
o531 WA o Peradcaty |r\5pectm PO devices to ook for tampering or Functional | Intersects With | pegilience Awareness Training | SAT-02  |oppropriate security, compliance and resilience awareness education s Imanagement and protection of POI devices are defined and adhered
e land training that is relevant for their job function e e e ones
e Traiing parsonnel to be aware of suspicious behavior and ta
Fepor Famping o undthosed subseRan of dovels
o0t cevices that capture poyment card data via dirct physical
eracion wih i pavesent cord fom focto o protecked fom
[tampering and unauthorized suhsl\lu(mn including the following: IMechanisms exist to provide role-based security, compliance and [The entity has defined procedures to protect and manage point of
951 A /m Maintaining a list of POI Functional Intersects With Role-Based Security, Compliance SAT-03 resilience-related training:(1) Before authorizing access to the system 5 linteraction devices. Expectations, controls, and oversight for the
- |m Periodically inspecting PO\ devl(es to look for tampering or & Resilience Training issigned duties;(2) When required by system changes; and protection of POl devices are defined and adhered
lUnauthorized substituti land(3) Annually thereater. lto by affected personnel
et pertomelio be aware of suspcious behavior and to
repor Famping or nadthatsed subakotan of dovetn
Fiecharrms SXeF T ensure ot vy Ueer Sccessing 3 7t
o1 evices that capture payment card data viadirct physical ocessing, ot or banarting sencve reguiated data s rrmally
interaction with the payment card form factor are protected from lrained in data handiing requirements.
ity and nsuarced s or oo o olows e entiy has defined procedures to protect and manage point of
i o e o PO Sensiive  Reguiated Data teration Bevices, Expeciatons comrols and ovessim or the
951 NiA lm Periodically inspecting PQ\ devlces to look for tampering or Functional Intersects With Storage, Handling & Processing SAT-03.3 5 Imanagement and protection of POI devices are defined and adhered
lunauthorized substitution. lto by affected personnel
s Training personnel to be aware of suspicious behavior and to
Fepor famping o anautnased st Rton of seviees
o1 s o opure ayment card gt vidrecspsc
linteraction with the payme card form factor are protected from
& e :"uas'émmﬁs“bmm" reuding the folloving Mechanisms exist to provide role-based security, compliance and oteracion Bevican, Expecations:cormrols. and aversigns o e
051 I o Maintaninga istofPOldevices, Functional | Intersects With | Cyber Trveat Environment | SAT03.65 |foallonce swarencas waiming taat 2 urrent sl reovont o 16 ¢yber s teraction devices, Expectations, controls, and oversight for e
i+ Periodically inspecting pering reaes ot e mighe a1 oy oy s operatione fmanagermentand roec
et periomel o be aware of suspcious behavior and to
repor Fampoing or nadthased subakotan of dovets
i up-to-dae st of PO devices s maintained, inclcing:
. - ST G ot | supaetor R rsror [Mechanisms exist 1o fciltte an IT Asset Management (Tat) o e dentity and focation of P01 devices s recordedt and known at il
e roaram o plarent and Taade seaet manapement comrols, e
e Sers mumber o ather methocs of unique identicaton
Mecharism exis to perform inventories o Technology Asss
|applications, Services and/or Data (TAASD) that:(1) Atcurate\y reflects
[An up-to-date list of POI devices is maintained, including: [the current TAASD in use;(2) Identifies authorized sc
| Make and muda\ u the device. lincluding business justification details;(3) Is at the \eve\ of granu\ar\(y [The identity and location of POI devices is recorded and known at all
9511 NiA |m Location of devi Functional Intersects With Asset Inventories AST-02 leemed necessary for tracking and reporting;(4) Includes s [times.
 Doeres Serl mumber r other methods of unique dentifcation. s safon ashrec ormatian deeroed neksesary 1o acie
Crerca proparty accoumiaminy: and() 1+ svaabisfor eniew and
LG by decipmates vgmsationa persommel
T ——p—
echanisms exist to appropriaely protect devices tha cap
o511 A s Make and modelof the dvice Functonl | masecs wn {55 &Pt terctin (91| ooy U et B S SR g s [T dentiy and location of PO devics s recorded and known at al
= Device serial number or other methods of unique identification [and substitutio
y oty i " N N Mechanisms exist to appropriately protect devices that capture JPoint of Interaction Devices cannot be tampered with, substituted
0512 A PO device surfaces are periadically inspected o detect mpering | yncional | nersects with <05 & POt of Interaction (o psr g e et TS i from Sarmpering s ithout buhorsation: or have g Seachmants meraled
[and substitution. |without timely detection.
Pt of Interaction Devices conmot be tampered with, Substiuted
o1 cevice surfocesare perioically inspected to detect tampering I P T Detecton echanisms exst o peradically inspectsystems and system e cion De ot be tompered wih
0512 A o1 device surtaces re perio Funconal | Interects Wi | Physicl Tompering Detecion |  AST.ap  [echansms xs to oradicallyinspoctsystr s oot buhersadon: o wave Smiming Beschment: e
|without timely detectior
Pt of Interaction Devices canmot be tampered Wit SubsEiuted
o1 devce artaces e perodcl spcied 0 Getet 00| o ‘ ‘ 1 s ot o sty an el e ooy ot of Interaction Devices cannot be X
0512 A o1 devicesurtaces re e Functonal | Intersects Wit | Technology Asse nsctions | AST:15.1 [1SEhanamS oxst o physical an b s inock sutno saton. o have Sk Meschents iaraled
ithout Bonly acteeton
g s provde o persarne n 20 enironmnis e avare o
impied Campering o esiacement of 0! Gowien and
Ve e ety of oy v pary péssons ciiming o be.
repair or maintenance personnel, before granting them access to .
sois " bty o oosieahast Aaves et | subsetor Complance & | gxron  Mechanisms exist o facltate the mplementation of security o persomnel oo knowiedgeabl abt o types o attacks against oL
: oo t entore e are not nstlled, replaced, or returmed Resirence indn Worktorce erorta developrans and awareness comols , theentiy'stechnica and proce m :
o Procedures o o Secese ae0ianee and sudmnce when cauire
¥ Beng sware of uspicious behavior around devices
T Reporing Suemcioss behavior and mieatons o device tampering
o emton s Sppronrae persannes
g s provide o persarne n 20 enironmnis e avare o
mpiad Campering o esiacement of 0! Gouier and
Ve e ety of oy e pars pérsons ciiming o be.
repair or maintenance personnel, before granting them access to . ractor
Imodify or troubleshoot devices. Security, Compliance & IMechanisms exist to provide all employees and contractors [Personnel are knov:/\edqeable about the types of attacks against POI
9513 N/A lm Procedures to ensure devices are not installed, replaced, or returned| Functional Intersects With Resilience Awareness Trainin SAT-02 ropriate security, c liance and resilience awareness education 5 devices, the entity’s technical and procedural countermeasures, and
without verification, . repl " 9 [and training that is relevant for their job function. |can access assistance and guidance when required.
 Beong sare of uspicious behavior around devices
= Reporing suecioss bahavier and miemtons of device tampering
o et Sppronrae persannes
Trining isprovided for personnel in POl environments to b aware of
ermpied Eamparing afremicamént of 50! evices, 308 méhdos
Ve e ety of s oy persons csimag o b
repair or maintenance personnel, before granting them access to IMechanisms exist to provide role-based security, compliance and
sois w ey oo s et | mtersecs it [Ree-Based Securty, Compliance| ¢yt o1 reallonéarelored g1 Seiors utheriing aceess to e system S [ersonnel are knowiedgeable about the types o atacks against POI
- lm Procedures to ensure devices are not installed, replaced, or returned| & Resilience Training ssigned duties;(2) When required by system changes; o s ptiotince ol e o rocinad, g
[nithout verfication. land(3) Annually thereafter. 9 a
et seare of spicious behavior around devices
© Repting sespicioss bahavior and indicatons of evice tarmpering
o Subskituton t appropriae personnel
[Mechanisms exist to ensure that every user accessing a system
Ireaining is provided for personnel in POI environments to be aware of lprocessing, storing or transmitting sensitive/regulated data is formally
lattempted tampering of replacement of POI devices, and includes: [irained in data handiing requirements.
|w Verifying the identity of any third-party persons claiming to be
repair or maintenance personnel, before granting them access to
0513 A oy orrowblestoot devices, o etmeq | Functional | ntersects it | o Sensiive / Regubted Data | gur03 5 s ovican e anty & ammnies o proceqeret coumtarmmensares, and
without verificati . repl " ge. 9 9 |can access assistance and guidance when required.
et sare of spicious behavior around devices
© Reping sesscioss behavior and idicatons of evice tampering
o Subsktuon t appropriae personnel
Trining isprovide for personnel in POl environments to b aware of
termpied Eamparing afrepicament of 50! eiees, v médos
|w Verifying the identity of any third-party persons claiming to be
repair or mainenance persomne,before graning them access o Mecharism exis o provde role-based security, compliance and ersonnel e knowiedgeabi abour the typesof attacks against PO1
0513 wa modity o troublestootevices. | © BT T L runctonal | Inersects With | Cyber Theat Environment | SAT03.6 esiionce awarenecs v ot uttent an relewant o he cyber s ovican e anty & atmnies ot proceceret coumtarmmensres, ond
without verification, . repl " [threats that users might encounter in day-to-day business operations. |can access assistance and guidance when required.
et sare f spicious behavior around devices
Reping Sespicocs bahavior and ndhcavons o dvice tampering
o Subektuton t appropriae personnel
e overal information securty policy
o
Mecharisms exist o estabish, maintain and disseminate polces
 bobtihes et | Pubtshing securty, comptance | ¢y, s dissemina Ime sstegicojctves and i o omatian scurty are
1211 A 1 publshes Funcionl | ersectswn | PRI Sty Comlnce | Govz S tnd oceaure meccso o Seare ompiartond s (o sraegic ojectiues and principles of
w Disseminated to all relevant personnel, as well as to relevant P
[vendors and business partners.
Fiecharfoms oXet o review The Securty Camplance & ResTionce
- oy
Jan overal information secuty polcy is: roaram (SCRP) Incising polkies, tandrds and procedur, o
Perlam( Review & Update of planned intervals or if significant changes occur to ensure their
 bobihen e srtaic et and rinples of ot scury are
1211 a P Functona | masects i | Socr COMBIARe S | GOVa3 o ks, saauesy a1 ohecvonss s (e stategc abjectives and princesof o
la Disseminated to all relevant personnel, as well as to relevant 9
Fenors and osnest porers
[The information security policy is:
IMechanisms exist to establish, maintain and disseminate policies,
m Reviewed at least once ever nths. Publishing Security, Compliance iy " [The information securi olicy continues to reflect the organization’s
1212 NA = Upeioted ae mecaca to raoct chamgas to business objectives orrisks| | Functional | Intersects with | Pi¢a ecti TOTPIEICE | Gov-02  |standards and procedures necessary for secure, comliant and 5 ireteait objectives and memcion i
o Updated as needs e capabiis
Fiechanrms oXat o review The Secirty Campiance & Resiionce
e information securty polcy s T — Froram (5CRP) nciing patcies ondards ond rocedurte, e
. A ln Reviewed at least once every 12 m Functional | Intersects With | | aoouiue o & obdete Gov.03  |planned intervais o if ignificant changes occur to ensure their S [The information security policy continues to reflect the organization’s
= Dpcitas b neasen to reheck chamges o business abjectives or rsks g [continuing suitability, adequacy and effectiveness. strategic objectives and principles.
m the environment, Resilience Program
e securiy paicy clarly defines nformation securty oles and e secont oo Mechanism exis to estabish, maitain and dsseminate policies } IR o
1213 A eI oy a Sehomme andal percormel rd aware otand | Functonal | ntersects win | Plshing security, Complance | oy, e o e T S compont s rersonnelunderstand their role i protecting the iy’ cordholder
[acknowledge their information security responsibilities. resilient capabilities.
oo o0ty on e gt it v
e security paicy clearly defines nformation securiy oles and N .
ity : iy rols signed Sy, Complance & ovi0a  mssion s reseunces 1 cemmaiymanac Coardingte.dov; ersonnel understand thei ol i protecting the ntiy’ carcholder
1213 A esponsibiics o il persommeland allpersomnelareaware ofand | Funcional | Intersetswith |*S5Z088 EETOr COTBIRRSe &1 qowoa I e e Compiance & s s
9 W [Resilience Program (SCRP).
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Secure Controls Framework (SCF)
Document Element (FDE) Descript SCF Control e
[The security policy clearly defines information security roles and .
1213 N/A responsibilities for all personnel, and all personnel are aware of and Functional | Intersects With | Defined Roles & Responsibilities | HRs-03  [Mechanisms exist to define cybersecurity foles & responsibiliies for al) 5 [hersonnel understand their role in protecting the entity's cardholder
lacknowledge their information security responsibilties. P
[The security policy clearly defines information security roles and .
1213 A responsbitiesfo al personnel, and ail personnel are aware of and | Functional | Intersects With User Awareness HRs-03.1  Mechenisms exist o communlcate with users bt thelr roles and s [Pesornel understand thei ol i protecting th entity's carcholder
lacknowledge their information security responsibiities. P 9
[The security policy clearly defines information security roles and IMechanisms exist to require all employees and contractors to apply i role ’ ity
1213 N/A responsibilities for all personnel, and all personnel are aware of and Functional | Intersects With Terms of Employment HRS-05  |cybersecurity and data protection principles in their daily work to 5 ::::"""e‘ understand their role in protecting the entity’s cardholder
lacknowledge their information security responsibiites. lenable secure, compliant and resilient capabilities.
[The security policy clearly defines information security roles and echanisms exis to defin accepabie and unacceptable rulesof rsonnel understand their role in protecting the entity"s .
1213 NA responsibilities for all personnel, and all personnel are aware of and Functional | Intersects With Rules of Behavior HRS-05.1 ior for th for s [fersonnel understand their role in protecting the entity's cardholde;
lacknowledge their information security responsibilities. Unacceptable behavior g
|A formal security awareness program is implemented to make all i " lPersonnel are knowledgeable about the threat landscape, their
1261 A ine aware of the enthy's formatlon securty policy and Functional | SubsetOf | p Securly, Compliance & | gr.qy - |Mechanisms exist o faciltate the implementation of security 10 responsiilty or the operation ofrelevant securty controls, and are
lprocedures, and their role in protecting the cardholder data. P lable to access assistance and guidance when required.
IA formal security awareness program is implemented to make all Security, Compliance & Mechanisms exist to provide all employees and contractors lPersonnel are knowledgeable about the threat landscape, their
1261 A inel aware of the enciy's nfomation securty policy and Functional | Inersects with | o, Security Comiance & | gur.op  fappropriate scurity, compliance and resence awareness education s esponinity fo the operation of elevant securly conrols, and are
lprocedures, and their role in protecting the cardholder data. 9 land training that i relevant for their job function. lable to access assistance and guidance when required.
|A formal security awareness program is implemented to make all [Mechanisms exist to provide role based security, compliance and onnel are knowledgeable about the threat landscape, their
1261 N Role-Based Security, Compliance resilience-related training:(1) Before authorizing access to the system
! A lpersonnel aware of the entity's information security policy and Functional | Intersects With AR A RT3 e o htierta) Wihan romcireh by vt ehopen H responsiilty for the operation of elevant securty coniros,and are
lprocedures, and their role in protecting the cardholder data. it e oo lable to access assistance and guidance when requr
0 doCUment, reta and monTtor MaViaual Traming
|A formal security awareness program is implemented to make all Security, Compliance & [cavites, mcuding:(1 Intal sécary, comptance and resilience lPersonnel are knowledgeable about the threat landscape, their
1261 NIA lpersonnel aware of the entity’s information security policy and Functional | Intersects With | p SCErity: ComP RCe b SAT-04  [aw: i s training; and(3) 5 responsibility for the operation of relevant security controls, and are
lprocedures, and their role in protecting the cardholder data. 9 Technology Assets, Applications andior Services (TAAS) specific Jable to access assistance and guidance when required.
ltraining.
[A list of al third-party service providers (TPSPs) with which account Mechanisms exist to facilitate the implementation of cloud
1281 NA ata is shared or that could affect the security of account Functional Subset Of Cloud Services CLD-01  |management controls to ensure cloud instances are secure and in-line 10 IRecords are maintained of TPSPs and the services provided.
Imaintained, including a description for each of the services provided. Jwith industry practices.
JA list of all third-party service providers (TPSPS) with which account
1281 A 3 i shared of that could affct the securty of account Functional | Intersects With Remote Access Nera  [Mechanisms exist to define control and review organization-approved, s Records are maintained of TPSPs and the servces provided,
Imaintained, including a description for each of the services provided
JA st of allthird-party service providers (TPSPS) with which account ’
1281 A ata i snared of that could afect the securty of ccount Functional | Subsetor | Thira-party Management |  Tew.01  [Mechanisms exstto facltate the implementation of thid-party 10 Records are maintained of TPSPs and the services provided.
Imaintained, including a description for each of the services provided
IMechanisms exist to maintain a current, accurate and complete list of
JA list of all third-party service providers (TPSPs) with which account [External Service Providers (ESPs) that can potentially impact the
1281 NA ta is shared or that could affect the security of account data is Functional | Intersects With | Third-Party Inventories TPMOL1  [Confidentiality, Integrity, Availability andfor Safety (CIAS) of the H IRecords are maintained of TPSPs and the services provided.
Imaintained, including a description for each of the services provided. lorganization's Technology Assets, Applications, Services and/or Data
D)
Fecharems exst o perfor recurtig valGatin of the Responsie.
lAccountable, Supportive, Consulted & Informed (RASCI) m:
JA st of allthird-party service providers (TPSPs) with which account Kiraar documentation, to ensure secury. compliance and resfionce
1281 NA |data is shared or that could affect the security of account data is Functional | Intersects With | Third-Party Scope Review TPML055|contrl assignments accurately reflect current(1) Contractual 5 [Records are maintained of TPSPs and the services provided.
imaintained, including a description for each of the services provided obligatons for the Extemal Service Provider (ESP)(2) B
practices,(3) Applicable stakeholders; and(4) Deployed Technology
[Assets. Applications ancior Services (1AAS)
[Written agreements with TPSPs are maintained as follows:
s riten agreements are maintained with all TPSPs with which Mechanisms exist to document and maintain a Responsible,
laccount data is shared or that could affect the security of the Ci Responsite, Accourtatle, |Accountable, Supportive, Consuited & Informed (RASCI) matrix, or
1282 A e Wtion agrcements incucs acknoiecgmente fom T55Pe it hey | Functonal | Intersects Wit portive: Consulte TPM.05.4 sl documentaton. to deineate assignment for securty, s Records are maintained of each T7S7's acknowedgment of ts
lare responsible for the security of account data the TPSPS possess or nformed (RAeCh et [compliance and resilience controls between internal stakeholders and P Y to p
lotherwise store, process, or transmit on behalf of the entity, or to the [External Service Providers (ESPs).
lextent that they could impact the security of the entity's
[Written agreements with TPSPs are maintained as follows:
| Written agreements are maintained with all TPSPs with which
e o e et vl Stk e seeviy ot e CoE IMechanisms exist to require contractual requirements for applicable )
Third-Party Contract Jsecurity, compliance and resilience requirements with third-parties, Records are maintsned of each TPSP's acknowledgment of ts
1282 NA | Written agreements include acknowledgments from TPSPs that they | Functional | Intersects With TPM-05 b 5
Requirements reflecting the organization's needs to protect its Technology Assets, responsibility to protect account dat
ore responsible for the securty ofsccount data the TPSPs possess o AN A SRS
lotherwise store, proce: ansmit on behalf of the entity. or to the el g
Jextont that they Coula mpact the security of the entity's O
[Written agreements with TPSPs are maintained as follows:
| Written agreements are maintained with all TPSPs with which
laccount data is shared or that could affect the security of the CDE. IMechanisms exist to mitigate the risks associated with third-party
1282 A = Wiriten agreements include acknowlecgments rom TPSPs that they | Functional | Intersects With | Thirgparty Services TPM-04  faccess to the organization' Technology Assers, Applcations, senvices s Records are maintained of cach TPS?s acknowiedgment of s
lare responsible for the security of account data the TPSPS possess or landor Data (TAASD). P Y to p
store, process, or transmit on behalf of the entity, or to the
lextent that they could impact the security of the entity's CDE
Mechanisms exist to conduct a risk assessment prior to the acquisition [The capability, intent, and resources of a prospective TPSP to
Jan established process s mplemente for engaging TPSPs,inluding Third-Party Risk Assessments & » intent.
1283 NIA Functional Intersects With TPM-04.1  [or outsourcing of technology-related Technology Assets, Applications 5 ladequately protect account data are assessed before the TPSP is
lproper due diligence prior to engagement. Approvals [andior Services (TAAS) e
rogram i e IMechanisms exist to monitor, regularly review and assess External
1284 NA [§,oroaram is implemented to monitor TPSPs' PCI DSS compliance Functonal | Intrsects Wih | Review of Tir-Party Services. | - TPM-03 Service Providers E5Ps) for compliance wichestablished contractual 5 [The PCI DSS compliance status of TPSPs is verified periodically.
i requirements for security, compliance and resilience control
8 i i [Mechanisms exist to require contractual requirements for applicable i
s . Information is maintained about which PCI DSS requirements are Third-party Contract e o ante B e o third o IRecords detailing the PCI DSS requirements and related s
: A Imanaged by each TPSP, which are managed by the entity, and any Functional | Intersects With TPM-05 b H Companantsfor which cach TPar i so1ly of oty responcible,are
e e Hetwatn T e B Requirements reflecting the organization's needs to protect its Technology Assets, e ore raviaweat period ol
|Applications, Services and/or Data (TAASD
Mechanisms exist to document and maintain a Responsibl
Information is maintained about which PCI DSS requirements are Responsible, Accountable, |Accountable, Supportive, Consuted & Informed (RASCI) matrix, or [Records detailing the PCI DSS requirements and related system
1285 NA Imanaged by each TPSP, which are managed by the entity, and any Functional | Intersects With | Supportive, Consulted & TPM-05.4  [similar documentation, to delineate assignment for security. 5 [components for which each TPSP is solely or jointly responsible, are
hat are shared between the ThSP and the entiy Informed (RASCI) Matrix lCompliance and resience controls between internal stakebolders and Imaintained and reviewed periodically
[External Service Providers (ESPs).
JAn incident response plan exists and is ready to be activated in the
levent of a suspected or confirmed security incident. The pla
includes, but is not limited to:
» Role,responsibiities, and communication and contact stategis in
lthe event of a suspected or confirmed security incident. includin
Inotification of payment brands and acquirers, at a minimum. plchanams et o crestsrecuring bl ofdats, sotwere ancor
s Incident response procedures with specific ontainment and ncti ; . 1y [system images, as well as verify the integrity of these backuj |A comprenensive incident response plan that meets card brand
12101 NA itigatan acttes fo iferent ypes of inden Functional | Intersects With Data Backups BCDAL T e avallabilyof the data to satily Recovery Time Gpjectves s lexpectations is maintained.
= Business recovery and continuiy procedures (RTOS) and Recovery Point Objectives (RPOS).
| Data backu
= Analyss of lega) requirements for reporting comprornises
rage and responses of all critical system components.
| Reference or inclusion of incident response procedures from the
lpayment brands.
fn ncident response pln exists and s rady tobe acvated nthe
Jevent of 3 suspected or confirmed secury incident. The
includes, but is not limi
 Roles espondpiities snd communication and contact srategies in
lthe event of a suspected or confirmed security incident, including
Inotification of payment brands and acquirers, at a minimum.
| Incident response procedures with specific containment and ) ; il y exist to define roles & for all |A comprehensive incident response plan that meets card brand
12101 VA Imitigation activities for different types of incidents. Functional | Intersects With | Defined Roles & Responsibilities | HRS-03  lporgonnel s lexpectations is maintained.
| Business recovery and continuity procedures.
| Data backup processes.
= Analysis of gl equirements for reporting compromises.
= Coverage and responses of all critical system compon
= Reterence or Inchason o mexlant respense procedures fram the
lpayment brands.
|An incident response plan exists and is ready to be activated in the
nt of a suspected or confirmed security incident. The plan
includes, but is not limited to
a Roles, responsibilties, and communication and contact strategies in
lthe event of a suspected or confirmed security incident, including
Inotification of payment brands and acquirers, at a minimum.
Incident response procedures with specific containment and nction: nter: ith | incident nse Plan IMechanisms exist to maintain and make available a current and viable |A comprehensive incident response plan that meets card brand
12103 VA Imitigation activities for different types of incidents. Functional | Intersects With | - Incident Response Plan (IRF) IRO-04 lincident Response Plan (IRP) to all stakefolders. N lexpectations is maintained.
 Business recovery and continuity procedures.
I Data backup processes.
= Analysis oflegal requirements for reporting comprormises.
| Coverage and responses of all critical system componer
» Reference or incluson o Incdent response procedures o the
lpayment bran
i ncident rezponze pln exists and s ready tobe actiated nthe
nt of a suspected or confirmed security incident. The
Inciudes, but 16 not limited tor
e Rols, responsibiltis, and communiation snd contactsateges n
lthe event of a suspected or confirmed security incident, includin
Inotification of payment brands and acquirers, at a minimu
12101 NA | Incident response procedures with specific containment and Functional | Intersects With | Incident Stakeholder Reportin RO okengiars) Afectad ciores & Bird portica, ma) Reaulatory 5 (A comprehensive incident response plan that meets card brand
Imitigation activities for different types of incidents. porting horities. P gulatory [expectations is maintained.
usiness recovery and continuty procedures
u Data backup.
= Anaiysis of legal requirements for reparting comprornises
s of all critical system components.
 Reference or inclusion of incident response procedures from the
lpayment brands;
Jn ncident rezponze plan exists and s ready tobe actihated nthe
Jevent of 3 suspected or confirmed secuity incident. The
includes, but is not limi
e Roiee esponsnities and communication and contact srategies n
[the event of & suspected or confirmed security incident, including IMechanisms exist to protect external and internal wireless links from
R icsa rsgonos Sccedures it She contonmant and gnal parameter atacks through monitoring for unauthrized wireless In comprenensive incident response plan that meets cad brand
12.101 N/A ittt P Functional | Intersects With Wireless Link Protection NET-12.1  [connections, including scanning for unauthorized wireless acce: H o ponse pl
Imitigation activities for different types of incidents. A S A A e A lexpectations is maintained.
2 Business recovery and continuiy procedures [fpints and taking approps
 Data backup processes.
= Anaiyei of e sequnéments for reporting comprormises
= Coverage and responses of allcritical system components.
= Rererante of inclusion of Incent responss procedures from the
lpayment brands.
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