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inbound traffic to the CDE is restricted as follows:

Data Flow Enforcement - Access

[Mechanisms exist to implement and govern Access Control Lists

131 wa 275 oyt hat s necesss Functiona | Intersects witn | 012 Flow Enforcement - NET00 [IRCLo fo rovide ot ow entorcemint hek ceprity et s Unauthorized raffc cannot enter the COE.
& Al ctner eafc & specncaly Gened ecwar it only what s octharze
Inbound tafc t the COE i estricted as folos: S echanisms exst to configure frewall and rouer conigurations o
131 NA la To only traffic that is necessary. Functional | Intersects With  Tratfic by Default NET-04.1 |deny network traffic by default and allow network traffic by exception 5 lUnauthorized traffic cannot enter the CDE.
= Al other traffic 5 specifcally denied. Y Except (e.g., deny all, permit by exception).
[Mechanisms exist to ensure network architecture utilizes network
a1 A Inbound raffic to the CDE |3 restricted es follows . L with Network Segmentation er lsegmentation to isolate Technology Assets, Applications andjor . m e COE
s ! < Toony st it s necesary unctional | ntersects witn | Nework Segmentaton 06 [Seces TARS) o protec om otk network vsourees s Unauthorized ratfc cannot enterthe Ci
oo it the COE s resricted a alows
131 wa 275 oyt ha s necesse Functonal | Intrsects i oz Networks NeTp1  [fechenisms exst to monior e Miltarized Zone (D) network s Unauthorized raffc cannot enter the COE
o To ol tffc that s neceszary. Ceaments i Seprate unirusted neswerk fom tusted newonts.
utbound rrfic rom the COE s restrcted a5 oo
132 wa 2 oyt that s necessary Functonal | Intersects Wi [prevent Unauthorized Exfiraton|  NET.03.5 oMt mechanisms xit to prevent the unauthorized exfiration s Unauthorized raffc cannot leavethe CDE
o Toonl mfic et s necessry. o natneneauiared ot acros, manaoed e
IOutoound rffic rom the CDE s restrctd a5 oo T e Wiechanisms it to mpiement and qovery Access ool s
132 wa 2 oyt tha s necesca Functional | ntesects witn | %@ Flow Enorcement NET00 [IRCLo o rovide ot Tom entorcemint hek cvprcty restc s Unauthorized ratfc cannot leave the CDE
& Al ciner rafc i specincaly e etwar i toonly what o sctharze
loutound rftic rom the CDE s restricted as folows: e — echanisms exist to configure frewall and roter configurations o
132 NiA la To only traffic that is necessary. Functional | Intersects With  Traffic by Default & NET-04.1 [deny network traffic by default and allow network traffic by exception 5 lUnauthorized traffic cannot leave the CDE.
Im All other traffic is specifically denied. Y Except e.g., deny all, permit by exception),
— ioeharIETs St B Sreie retwak sreEechre GAlEes Peowark
. A utbound traffc rom the COE s restricted as follows . L with Network Segmentation Neros  |SEamentation to solate Technology Assets, Applications andjor s nauthorized raf leave the COE
y e ke wnctonat | Inersects win | Network Segmentatin g6 [Eamentaton o solate Technology Asses, Applictions nahorized tafc camnt eave the
. e specncaty den
Ioutoound ot rom the COE s resrced o5 Tolows
y IMechanisms exist to monitor De-Mitarized Zone (DM2) network
132 A o e Functonal | Intersects Wi oz Networks Neron.1 [Mechaniims exstto montor De Mitarzea Zone (DM network s Unauthorized raffc cannot leave the CDE
INSCs are installed between all wireless networks and the CDE,
Femaraiossof whether he wreless hetwodt o COE soch tra:
133 A o Al ircless afic fom wieles nebworks o the COE s denled Y | yncionat | ntersects Wi Guest Netwarks NET.02:2[Mechanisms exs to implement and marage a secue guest netuork. s Unauthorized rlfic cannot averse network boundariesbetween any
& iy ireess taffc with an authorized business purpose i allowed
e o
INSCs are installed between all wireless networks and the CDE
regardless of whether the wireless network is a CDE, such that:
echanisms exst to moniorand conirol commaicatins st the
133 wa o Al wiele raffic rom wirless networs nto the COE is enied b | funcionol | nersects it | Boundary rotection NET03  [oxcrnal actwor boumgany and ot ey tcrnalbourdanes ith the s Unauthorized ralfic cannot averse network boundariesbetween any
1 Ony wieles rafc withan authorized business purpose i allowed twork.
o the €
Fechanirms et ermoloy Boundary protecions o Goie
INSCs are installed between all wireless networks and the CDE, [Technology Assets, Applications and/or Services (TAAS) that support
regardless of whether the wireless network is a CDE, such that: [critical missions and/or business functions.
133 A o Al wieles offic rom wirless networks into the COE s enied b | funconal | Interscts Vit | slation of System Componerts | NET-03.7 s Unauthorized ralfic cannot averse network boundariesbetween any
= Gy ireesstaffcwith an authorized business purpose s allowed
e o
INSCs are installed between all wireless networks and the CDE,
regardless of whether the wireless network is a CDE, such that:
Mechanisms exist to configure firewall and router configurations to
133 A o Al wireless trafc from wirless ntworks no the COE is Genied Y | puncionat | intersects with | Den Ty DEfaut & AIow | er 001 [icry matmerk o by delout and alom neowork i by excepion s Unauthorized ralfic cannot averse network boundariesbetween any
la Only wireless traffic with an authorized business purpose is allowed v Except (e:g., deny all, permit by exception).
e o
WS are instlled betwen ol wieles networks an the COE,
regardless of whether the wireless network is a CDE, such that:
{omated mechanisms exist o cvaluste access requests agaisi
133 A o Al wieles raffic rom wirless networs nto the COE is e b | funciona | Intersects Wit | Polcy Decison oink (POP) | NET-04.7 esablned et o ymarmically and ooy enforce access tts s Unauthorized rlfic cannot averse network boundariesbetween any
e Oy wieles rafc with an authorized business purpose i allowed [and permissians.
o
Fiechanlsms 7 araure network e Eecure ViTees network
INSCs are installed between all wireless networks and the CDE, [segmentation to isolate Technology Assets, Applications and/or
regardless of whether the wireless network is a CDE, such that: [Services (TAAS) to protect from other network resources.
1as - s LA o s s o P SOE S S5 | ooy | s | Mok Seomaraton | er g s otz it camo vavrse nevork boundaries e any
& Gy ireesstaffc with an authorized busines purpose i allowed
e CoF
INSCs are installed between all wireless networks and the CDE,
regardless of whether the wireless network is a CDE, such that:
i ireiecs e o wreiess ewort o e COE b Garied by g1 Mecharisms eist o moritor De-Mitarized Zone (DMZ) network unouthorized raffic cannot traverse network boundariesbetween any
133 NIA ault. Functional Intersects With DMZ Networks NET-08.1 [segments to separate untrusted networks from trusted networks. 5 |wireless networks and wired environments in the CDE.
= Gy wireesstaffc with an authorized busines purpose i allowed
e CoF
S
|signal parameter attacks through monitoring for unauthorized wlre\ess
133 wa de‘;;'u:"'e‘ess TR o e e o e COF s 6emiet b | oo | o win | wilss Unk ot | WER121 [ e o nonto o rmitorzec v s lonauthoized tafc camt raverse network boundaries between any
e s an o 3pprapate S 1 an unauaharzed onnaction =
o
Fiechaniems 57t conrgure Tech ooy Aeeets Appicaions andr
Isecurity controls are implemented on any computing devices, gerwltes 1TA:51 u[;‘ll&d in high-risk areas with more restrictive
o company-and em et comectto e commaurations.
o untrocen aetworks (meoding e nermes and he CBE o5
Foloue
Configure Technology st
S5 conuraon eings are setned o prevent e by ‘ que = ; Devices tht connect to unrusted environments and also comnect to
151 NiA introduced into the entity’s ne Functional | Intersects With | - Applications and/or Services | CFG-02.5 s lthe CDE cannot introduce threats to the entity’s CDE.
w  Security controls are ac(lvely running. (TAAS) for High-Risk Areas
|l Security controls are not alterable by users of the computing
Sevicesurics specnealy documented and ovtnotees oy
ransgemert on s case oy e bess for  imied perod.
[Security controls are implemented on any computing devices,
o compary-and et comactto
o unirocren aetwrss (meding e nermes and he CBE o5
Fooue
echanisms exst  prevent sit tnneling for remote devices unless
S5 contiuraion etings e defned o prven s bing Devices that connect t untrusted nronments and als cannect to
151 A i Spectic confguration sttings Functonal | Intrsects i Spt Tumeling CFG-03.4 [tns it tunnel 5 secuely roviioned v rgamseton-dcmes s [Devices that connect to untrusted sniconments ang
w Security controls are ac(IVEIY running. [safeguards.
] Security controls are not alterable by users of the computing
Sevicasunics specnealy documented and ovtnotes oy
ranagemert on s case oy o bess for  mied period.
Fiechanirms 57t oo extermal paries, g Techoiogy
[Assets, Applications and/or Services (TAAS), from storing, processing
sccurty controls e implemented on any computing devices,
inciuding company- and & e Tt conomct to land transmitting data unless authorized individuals first:(1) Verifying
Ioth unthusted networks (including the intemet) and the CDE 85 jthe implementation of required security. compliance and/or resiience
oo Kool 1) Retiins racesns St ament i e ey
i the xiernal
m Specific configuration settmgs are defined to prevent threats being nction: Inters i imit iz 0st [Devices that connect to untrusted environments and also connect to
151 NiA lintroduced into the entity’s Functional Intersects With Limits of Authorized Use DCH13.1 s [the CDE cannot introduce threats to the entity’s CDE.
e Securty Contos re acvey i
o SCELTY controls are not arcrabte by users ofthe computing
Sevicesurics specnealy documented and ovtnored oy
ransgement on s case oy case e fo  inted period
sccurty controls ore implemented on any computing devices,
ioding company- et comractto
o untrohen netwerss (meding e nermes and he CBE o5
Foloue
R Spanc contouraion seings are defned 1o prevent s e | o Endpoint Device Management Wechanisms exis o facltae the mplementatin of Endpoint Device evices that connectt untrusted nronments and also cannect to
151 NiA lintroduced into the entity’s Functional Subset Of (EDM) END-01 [Management (EDM) controls. 10 [the CDE cannot introduce threats to the entity’s CDE.
e Securty Contos re acvely mmin
o SCEUTy controls are not archabte by users ofthe computing
Seviccsurics specnealy documented and ovtnorced oy
ransgemment on s case oy cace e fo  inted period
sccurty conrols ore implemented on any computing devices,
oding company- et comractto
s untrohen etk (meding e nermes and he CBE o5
(elows
o patitc configuratin setingsare define to prevent threats being ‘ . Wechanisms exis o protect the confidentaliy, Integrty, avllabiy evices that connect o untrusted endronments and als connect to
151 NiA lintroduced into the entity’s network. Functional Intersects With | Endpoint Protection Measures END-02 [and safety of endpoint devices. s [the CDE cannot introduce threats to the entity’s CDE.
2 Securty Contos re acvey mrmin
o SCELTRY controls are not arcrabie by users ofthe computing
Sevicesurics specnealy documented and ovtnorced oy
ranssemment on s case oy cace e fo  ited period
sccurty conrols re implemented on any computing devices,
oaing company- et conractto
i untrchen etk (meding e nermes and he CBE o5
feows
ln Specific configuration settings are defined to prevent threats being . Mechanisms exist to utilize host-based firewall software, or a similar IDevices that connect to untrusted environments and also connect to
151 NA introduced into the entity’s network. Functional | Intersects With Software Firewall END-05 kechnology, on all endpoint devices, where technically feasible. s lthe CDE cannot introduce threats to the entity’s CDE,
2 Securty Contos e acvay mrnin
o SCELTRY controls are not ahchanie by users ofthe computing
Sevicesurics specnealy documented and ovtnorced oy
ranageiment on s case oy cace e fo  inted period
o securtyplcisandoperaton! proceures htre e n
. " s Documened ronctonal | mersects i | Publshing Secury, Compliance | oy, o [HEChENMS existto estabish, maintan and dsseminate poiices. s Reheiramans 3 re qcines and shercd t by aecied pessonnel, Al
- Kot fo date S reence Dameniion standards and proce v - comp Comporing achuties ot repestane.consiutonty pmicd,and conform
la In use. P lto management’s intent.
Koot al affected prtes
Fiechanirms 7t eview the Secuy, Complance € ResTience
Il ccurty polies and operatonal proceduresthat ae dentfed i
curty s brearam (Scpy nciing bolics Standards ond pocedcres pectations. <ontrols. and oversaht for meeting acties witin
Requirement 2 are perioic Review & Update of bianned netvls o I Spnpeans changes occur o ansere el Expectations, <ontrols, and oversgnt for mecting actites witin |
211 A |« Documented. Functons | inesects i | S Compaic & | Gova3 o ko, saeuass andoheconess s Reauirement 2 ae defined and achered o by afected personnel A1
In use. 9 [to management’s intent.
 Kononeto al ffected prtes
0 ecurty polcies and operationalprocedures that ae dentied i
Recaremeres o xpectations, control. and oversight for meeting activiieswiin
 ocumentea e y s secun o [Hechanisms exst o faiiate the implementaton of aperatonal eament 3 ot cfned ang adherea t oy aected beremne. Al
211 NiA |w Kept up to date. Functional Subset Of Operations Security OPs-01 [security controls. 10 [supporting activities are repeatable, consistently applied, and conform|
tintse o eanasemants e
/m Known to all affected parties.
o securtyplcisandoperston! proceures htre e n
IRequirement 2 ar [Expectations, controls, and oversight for meeting activities within
echanisms exs o detity and document Standardized Operaing
211 NIA |= Documented Functional Intersects With Standardized Operating OPS-01.1  [Procedures (: ), or similar documentation, to enable the proper 5 [Requirement 2 are defined and adhered to by affected personnel. All

lm Kept up to date.
m In use.
|n Known to al affected parties.

Procedures (SOP)

lexecution of day-to-day / assigned tasks.

lsupporting activities are repeatable, consistently applied, and conform|
o management’s intent.
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[Vendor default accounts are managed as follows:
10 vendor dfaut accoune i e s, h defaut pasonor [Mechanisms exist to ensure assct ownership resporsibiities are
222 N/A [changed per Requirement 8. Functional | Intersects With | Asset Ownership Assignment AST-03 e el 1o cotablioh & carmon undaretangig of -0 B [System components cannot be accessed using default passwords.
7 The wendor detaut account(s) wil not be used, the account is g hes e 9
i the yendor Cefo requirements for asset protection.
[Vendor default accounts are managed as fallows:
 If the vendor default account(s) will be used, the default password is
222 A lhanged per Requirement Functional | Inersects With | Default Authenticators | 1AC-10.g [Yechanisms exst to ensure default authenticators are changed as s system components cannot b accessed using default passwords
/m If the vendor default account(s) will not be used, the account is s ¥
removed or disabled.
ST IO eTISUTe 3SSer WIeTS
[only necessary services, protocols, daemons, and functions are y [esioned, racked and managed at a team. maidual o reSDuns\b\e lSystem components cannot be compromised by exploiting
224 VA lenabled, and all unnecessary functionality is removed or disabled. Functional | Intersects With | - Asset Ownership Assignment | AST-03 o ganization level to establish a common understanding o ° lunnecessary functionality present in the system component.
for tion
[Mechanisms exist to configure systems to provide only essential
[only necessary services, protocols, daemons, and functions are ) e e e, lSystem components cannot be compromised by exploiting
224 NiA Ionabied. and A amecessary fanctionalty e removed or disabied. Functional | Intersects With Least Functionality CFG-03  [capabilities by specifically prohibiting or restricting the use of ports, s e et 1 e ety caaoonet
jprotocols, andor services,
lonly necessary services, protacols, daemons, and functions are nction nter ith | compensating Countermeasure y Mechanisms exist to identify and implement compensating System components cannot be compromised by exploiting
224 WA lenabled, and all unnecessary functionality is removed or disabled Functional | Intersects With | Compensating Countermeasures| - RSK-06.2  |co\ ntermeasures to reduce risk and exposure to threats. s lunnecessary functionality present in the system component.
It any insecure services, protocals, o daemons are present IMechanisms exist to ensure asset ownership responsibilities are
| Business justification is documente 03 [sioned, tracked and managed at a team, individual, or responsible I5ystem components cannot be compromised by exploiting insecure
225 VA = Ridhioral sacurny Tadtures are documented and implemented that |  Functional | Intersects With | Asset Ownership Assignment | - AST-03 [0=Sa1ES, TRELCE o0 BaRged 208 T, e ot s lservices, protocols, or daemons.
Ieduce the risk of using insecure services, protocols, or daemons. requirements for asset protection
I any insecure services, protocols,or daemons are presen
IMechanisms exist to mitigate the risk associated with the use of
= Business justification is documer Insecure Ports, Protocols & lSystem components cannot be compromised by exploiting insecure
225 VA = Rionel saturty Teatores are gocumented and implemented that | Functional | Intersects witn Services TOA02:6. finsecure ports, protocols and services necessary to operate s [services, protocols, or daemons,
reduce the risk of using insecure services, protocols, or daemons. Y
226 A lsystem security parameters are configured to prevent misuse. Fonctional | ntersects With | PPYSKaIDBG0SIc S Test | x5 1 [Mecharlsms existto secure physical diagnostic and tes nterfaces o 5 [System components cannot be compromised because of incorrect
Interfaces fprevent mi [security parameter
. s ener g ot Mechamsms exist to faciltate the implementation of cryptographic it et p
227 A [l nonconsole adminitraive access is encrypted using sirong Functional | SubsetOf | Use of Cryptographic Controls |  CRY-01  |protections controls using Known public sandards and frusced 10 (Ceartext administrative authorization factors camnot be read o
VP! [cryptographic technologies. P! v
[ATl non-console aaministrative access is encrypted using strong ‘Automated Authentication [Automated mechanisms exist to enable systems o authenticate to a [Cleartext administrative authorization factors cannot be read or
227 VA leryptograph Functional | Intersects With | through Cryptographic Modules | RY-02 dule. s intercepted from any network
JAll non-console administrative access is encrypted using strong Non-Console Administrative 05 |Cryptographic mechanisms exist to protect the confidentiality and leartext administrative authorization factors cannot be read or
227 VA leryptography. Functional | Intersects With Access CRY-06lintegrity of non-console administrative access. s intercepted from any network transmissions.
[Cryptographic mechanisms exist to protect the integrity and
il o conzale aamiitrative access i encypted using strong Remote Maintenance [Cleartext administrative authorization factors cannot be read or
227 NA leryptograpt Functional | Intersects with | emote Mantenance MNT-05.3 of remote, non-local maintenance and diagnostic H A Pk
|communications.
[Mechanisms exist to protect the confidentiality and integrity of
[For wireless environments connected to the CDE or transmittin |wireless networking technologies by implementing authentication and
laccount data, all wireless vendor defaults are changed at installation Jstrong encryption.
lor are confirmed to be secure, including but not imited to:
231 NA ln Default wireless encryption Functional | Intersects it |Vreless Access Authentication &) cqy.q7 5 e ek N0t e accessed using vendor default
| Passwords on wireless access points. e P 9
| SNMP defaults;
|n Any other security-related wireless vendor defaults
[For wireless environments connected to the CDE o transmitting
laccount data, all wireless vendor defaults are changed at installation
orare confirme to be secure, including but ot imited o
o " . IMechanisms exist to ensure default authenticators are changed as [Wireless networks cannot be accessed using vendor default
231 WA - E;;:;ﬁ,ﬁ;i‘fsj‘f;;;g”;‘((';s“s s Functional | Intersects With Default Authenticators 1ACI0.8  loart of account creation or system installation. s Ipasswords or default configurations.
ln SNMP defau
= ANy bther securiy-elated wiress vendor defaults.
[For wireless environments connected to the CDE or transmitting
laccount data, all wireless vendor defaults are changed at installation IMechanisms exist to protect external and internal wireless links from
lor are confirmed to be secure, including but not limited to lsignal parameter attacks through monitoring for unauthorized wireless
231 A 2 Detautt wireless encrypiion Functional | Inersects With | Wireless Link Protection |  NET-12.1 ~ [connecuons, neluding scanning fo unauthorized wireless access s |Wireless networks cannot be accessed using vendor defauit
ln Passwords on wireless access points. lpoints and taking appropriate action, if an unauthorized connection is P 9
ln SNMP defaults, ldiscovered.
| Any other security-related wireless vendor defauls.
[Mechanisms exist to secure Wi-Fi (€., [EEE 802.11) and prevent
[For wireless environments connected to the CDE o transmitting lunauthorized access by:(1) Authenticating devices trying to connect;
laccount data, all wireless vendor defaults are changed at installation land(2) Encrypting transmitted data.
Jor are confirmed to be secure, including but not limited to
231 A i Cefaut wraees ancyotion ey Functional | Intersects With | Authentication & Encryption |  NET-15.1 s |Wireless networks cannot be accessed using vendor default
| Passwords on wireless access points. P 9
= SRMp dofauts
|n Any other security-related wireless vendor defaults
Mechanisms exist to protect the confidentiality and Integrity of
For wireless environments connected to the CDE or transrmiting ielessnetworking technologies by implemerting authentiation and
laccount data, wireless encryption keys are changed as follows: i . i . i
232 A s ineneverbesenne i nowedge o th oy ave e company | uncional | rsects i 1175 A AETIONN S o s Knowledge of wireless encryption keys cannot allow unauthorized
for the role for which the knowledge was necessa !
2 Whenever a key is suspected of o known to be Compromised.
[For wireless environments connected to the CDE o transmitting
laccount data, wireless encryption keys are changed as follows: yptoar ; ity of i n i . i
232 A ver personncl wii knowledge of the key eave T company |  Functonal | Itersects witn | CYPIOSIaBhic Key Lossor | cpyog 3 |Hecharisms exist o enaure the avalablty of information nthe event s Knowledge of wireless encryption keys cannot llow unauthorized
lor the role for which the knowledge was necessary.
|n Whenever a key is suspected of or known to be compromised
For wieless environments connected to the CDE or ransmiting IMechanisms exist to protect external and internal wireless links from
Jaccount data, wireless encryption keys are changed as follow sanal parameter ttacks through manitoring fo unauthorzed witeless now wireless encryption ot allow unauthoriz
232 A Whenever personnel wih knowledge of the key leave the company | Functional | ntersects With | Wireless Link Protection |  NET-12.1_ connections, incuding scanning fo unauthorized wireless acce s Knowledse of wireless encryption keys cannot allow unauthorized
Jor the role for which the knowledge was necessary’ points and taking appropriate action, f an unauthorized connection is
|n Whenever a key s suspected of or known to be compromised. ldiscovered.
[Mechanisms exist to secure Wi-Fi (€., [EEE 802.11) and prevent
For wireless enironments connected to the CDE or transriting lunauthorized access by:(1) Authenticating devices trying to connect;
land(2) Encrypting transmitted data.
laccount data, wireless encryption keys are changed as follows: [Knowledge of wireless encryption keys cannot allow unauthorized
232 NiA |m Whenever personnel with knowledge of the kcy leave the company |  Functional | Intersects With | Authentication & Encryption |  NET-15.1 B Becaes o wircloss motmora” Vs
Jor the role for which the knowledge was necessa
= Whenever a key is suspected of o known £o be Compromised.
[l security policies and operational procedures that are identified in
Requirement 3 are: [Expectations, controls, and oversight for meeting activities within
s | ety | PR Sty comptonce | .y [T LI b, o o et e : oS sty 0 o
n Kept up to date. & Resilience Documentation e e e v  compl lsupporting activities are repeatable, consistently applied, and conform|
 In use P lto management's intent.
|a Known to all affected parties
[Mechanisms exist to review the Security, Compliance & Resilience
Ja securty policies and operational procedures tht ae idenified n
[Requirement periodic Review & Update of PProgram (SCRP), including policies, standards and procedures, at [Expectations, controls, and oversight for meeting activities within
Requirement 3 & runctionat | s ey | e Reviw & bpdate of covos |PPanned intervais or i sigifcant changes occur to ensure their 5 fined and adnered to by affected personnel. All
311 NA = Kent up to ste. unctional | Intersects Wit Security, Compliance 03 |continuing suitability, adequacy and effectiveness. [Sipporting activities are repeatable. consistently appiied and conform
n use. 9 0 management’s intent
|n Known to all affected parties.
J secury polcis and operational procedures tht are identfed in
[Requirement [Expectations, controls, and oversight for meeting activities withis
Bocumented. . i exist to facilitate the implementation of operational 3 are defined and adhered to by affected personnel. All
311 VA u Kept up to date. Functional Subset Of Operations Security OPS-OL lsecurity controls. 0 lsupporting activities are repeatable, consistently applied, and conform|
o Inuse lto management’s intent
|a Known to all affected parties.
J securty policies and operationalprocedures tht ae idenifed n
Reauirement 3 a Standardized Operating chanisms exis to dentity and document Standardized Operating xpectatons,contrls, and oversight for mecting actiites witin |
311 NA & Koot up oo ste. Functional | Intersects With et ciras taon) OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper 5 moreing pcavitlcs ane soneatatlo. consietontly appiea and tonfor]
e lexecution of day-to-day / assigned tasks. e e mants ot
|a Known to all affected parties
[SAD is not retained after authorization, even if encrypted. All sensitive
331 A Juthentication data received s enderea unrecoverable uon Functional | Inersects With |  Storing Authentication Data | DCH06.5 [Mechanisms existto profibi the storage of sensitive transaction s IThis requirement is not elgible for the customized approach.
[completion of the authorization process.
3312 N/A [The card “e”f‘;f;c‘:;‘““e fs not retained upon completion of the Functional | Intersects With |  Storing Authentication Data DCH-06.5  [Mechanisms exist to prohibit the storage of sensitive transaction B [This requirement is not eligible for the customized approach.
PAN is masked when displayed (e BIN and astfou digis ae the
iaximum number of digits to be displayed), such that only personnel [Mechanisms exist to apply data masking to sensitive/regulated IPAN displays are restricted to the minimum number of digits
341 VA lwith a legitimate business need can see more than the BIN and last Functional | Intersects With | - Masking Displayed Data DCH-032 lintormation that is displayed or printed. s Inecessary to meet a defined business need.
ffour digits of the PAN.
[PAN is masked when displayed (the BIN and last four digits are the
[Mechanisms exist to ensure security functions are restricted to
Imaximum number of digits to be displayed), such that only personnel Restrict Access To Security IPAN displays are restricted to the minimum number of digits
341 NiA oo B et Dtineas noed o 2ed more than the BIN ond et Functional | Intersects With Fprd END-16. jauthorized individuals and enforce [east privilege contrl requirements H e e o et s
for necessary job functions.
Jfour digits of the PAN.
[PAN is masked when displayed (the BIN and last four digits are the
Imaximum number of digits to be displayed), such that only personnel y [Mechanisms exist to mask sensitive/regulated data through data [PAN displays are restricted to the minimum number of digits
341 NA |with a legitimate business need can see more than the BIN and last Functional | Intersects With Data Masking PRI05.3 redaction or s Inecessary to meet a defined business need
Jfour digits of the PAN.
[Wireless networks transmitting PAN or connected to the CDE use
4212 A Indostry best practces o implement strong éryptorapny for Functional | Intersects With | Transmission Confidentialty | CRv-03  |CIyPiographic mechanisms exist to protect the confidentialy of data s (Cleartext AN cannor be read or intercepted from wireless network
Jauthentication and transmission 9
[Wireless networks transmitting PAN or connected o the CDE use [Mechanisms exist to protect the confidentiality and integrity of
4212 A Indostry best practces o implement atrong éryptoraphy for Functional | Intersects with | IreIess Access Authentication & cqy. wireless networking technologies by implementing authentication and s [Ceartext PAN canno be read or intercepted from ireless network
Jauthentication and transmission. VP lstrong encryption. 3
IMechanisms exist to protect external and internal wireless links from
[Wireless networks transmitting PAN or connected to the CDE use lsignal parameter attacks through monitoring for unauthorized wireless " inter i »
4212 NA industry best practices to implement strong cryptography for Functional | Intersects With | Wireless Link Protection NET-12.1  [connections, including scanning for unauthorized wireless access 5 [Greartext PAN cannot be read or intercepted from wireless network
lauthentication and transmission. lpoints and taking appropriate action, if an unauthorized connection is
Jgiscovered.
[an anti-maiware solution(s) is deployed on all system components,
lexcept for those system components identified in periodic evaluations Malicious Code Protection (Anti- 04 [Mechanisms exst o utlize antimaluare technologies to detect and Jsutomated mechanisns are implemented to prevent syters from
521 VA  Requirement 5.2.3 that concludes the system components are not|  Functional | Intersects With Malware) END-04 leradicate malicious cod: s Ibecoming an attack vector for malwart
Jat risk from malware.
[The deployed anti-malware solution(s): -
522 A = Detects o known types of malware Functional | Intersects witn | Malcous Code protecton (Ant | g, g Mechaniems exst o utize antimaluare technologiesto detect and s Malware cannot execute or infect other syster components.
|n Removes, blocks, or contains all known types of malware.
ti-malware solations) rrent via automati ction nter: th | Malicious Code Protection (At 04 |Mechanisms exist to utiize antimalware technologies to detect and [Anti-malware mechanisms can detect and address the latest maiware
531 NA [The anti-malware solution(s) is kept current via automatic updates. Functional | Intersects With s rare) END-04 mdme T et s e
; ‘Automatic Antimalware 9 g mechanisms exist to update antimalware technologies, [Anti-malware mechanisms can Getect and address the latest maware
531 NiA [The anti-malware solution(s) is kept current via automatic updates. Functional | Intersects With ianare Undtes END-04.1 e e aenaivons H e
[The anti-malware solution(s):
l Performs periodic scans and active or real-time scans. Malicious Code Protection (Anti- IMechanisms exist to utilize antimalware technologies to detect and
532 NiA o Functional | Intersects With e END-a  [Mechanisms exist to uti 5 IMalware cannot complete execution.
| Performs continuous behavioral analysis of systems or processes.
[The anti-malware solution(s) IMechanisms exist to ensure that anti-malware technologies are
 Performs periodic scans and active or real-time scans. ) ; " ) ’ lcontinuously running in real-time and cannot be disabled or altered by » ecutic
532 NA . Functional | Intersects With Always On Protection D047 o eere Uniecs secieally autmonized by monagement o 5 IMalware cannot complete execution.
| Performs continuous behavioral analysis of systems or processes. case-by-case basis for a limited time period.
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NiA

[For removable electronic media, the anti- malware solution(s);

rforms automatic scans of when the media s inserted, connected,|
lor logically mounted,
lor

|n Performs continuous behavioral analysis of systems or processes.
[when the media is inserted, connected, or logically mounted.

Functional

Intersects With

Malicious Code Protection (Anti-
Malware)

END-04

Secure Controls Framewwork: (SCF)
Control Descripf

IMechanisms exist to utilize antimalware technologies to detect and
leradicate malicious code.

Malware cannot be itroduced to system components via external
removable medi

NiA

[For removable electronic media, the anti- malware solution(s):
e Performs automatic scans of when the media i inserted, connected,
lor logically mounted,

lor
lm Performs continuous behavioral analysis of systems or processes
[when the media is inserted, connected, or logically mounted.

Functional

Intersects With

Always On Protection

END-04.7

[Mechanisms exist to ensure that anti-malware technologies are

|continuously running in real-time and cannot be disabled or altered by

Inon-privileged users, unless specifically authorized by management on|
case-by-case basis for a limited time period.

[Malware cannot be introduced to system components via external
removable media.

NiA

[Audkt Iogs for the antimalware soluton(s are enabled and retained in
ccordar

Functional

Intersects With

Malicious Code Protection (Anti-
Malware)

END-04

echanizms exist o utize antimaivare technologies to detect and
leradicate malicious ct

Fistoricalrecords of ant-malware actions are immediately available
retained for at least 12 m

NA

[Audit \oqs far the anti- malware so\uuon(s) ‘are enabled and retained in
laccordance wi 105

Functional

Intersects With

Centralized Management of
timal

END-04.3

exist to antimalware

[Historical records of anti- ma\ware actions are immediately available
Jand retained for at least 12 months.

NiA

|Anti-malware mechanisms cannot be disabled or altered by users,
lunless specifically documented, and authorized by management on a
|case-by-case basis for a limited time period.

Functional

Intersects With

Malicious Code Protection (Anti-
Malware)

END-04

IMechanisms exist to utilize antimalware technologies to detect and
leradicate malicious code.

|anti-malware mechanisms cannot be modified by unauthorized
lpersonnel.

NiA

|anti-malware mechanisms cannot be disabled or altered by users,
lunless specifically documented, and authorized by management on a
|case-by-case basis for a limited time period.

Functional

Intersects With

Always On Protection

END-04.7

[Mechanisms exist to ensure that anti-malware technologies are
|continuously running in real-time and cannot be disabled or altered by
Inon-privileged users, unless specifically authorized by management on|

case-by-case basis for a limited time period.

|anti-malware mechanisms cannot be modified by unauthorized
lpersonnel.

N/A

IProcesses and automated mechanisms are in place to detect and
lprotect personnel against phishing attacks.

Functional

Intersects With

Phishing & Spam Protection

END-08

[Mechanisms exist to utilize anti-phishing and spam protection
ltechnologies to detect an ction on unsolicited messages
ltransported by electronic mail

IMechanisms are in place to protect against and mitigate risk posed by
Iphishing attacks.

N/A

[security vulnerabilities are identified and managed as follows:
ln New security vulnerabilities are identified using industry-recognized
lsources for security vulnerability information, including alerts from
international and national computer emergency response teams.
(CERTs).
= Vulnerabiites are asigned o sk ranking bese on Industry best
lpractices and consideration of potential impact

= Risk rankings oantity. ot mimimim, an vomerabilties considered
o be o high 1ok or critcal o the environment.
= Vilnerabilties for bespoke and custom, and thid- party software (for
lexample operating systems and databases) are coveret

Functional

Intersects With

Threat Analysis & Flaw
Remediation During

1A0-04

IMechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (ST&E) plan, or
lsimilar process, to identify and remediate flaws during development.

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

NiA

Isecurity vulnerabilities are identified and managed as follows:
ln New securi are identified using

s for security vulnerability information, including alerts from
international and national computer emergency response teams
(CERTs).
ln Vulnerabilities are assigned a risk ranking based on industry best
lpractices and consideration of potential impact.
lu Risk rankings identify, at a minimum, all vulnerabilities considered
lto be a high-risk or critical to the environment.
|m Vulnerabilities for bespoke and custom, and third-party software (for|
|example operating systems and databases) are covered.

Functional

Intersects With

Contacts With Groups &
Associations

Gov-07

Mechanisms exis to estabiish contact with seected groups and
[rsoctations withi the security, compfiance and resience

0:(1) Facilitate ongoing cybersecurity and dat:
orarertion edocation and weimig for orsaneationat persnnnel (2)
Malntain currency with recommended cybersecurlty
[protection practices, techniques and technologies; and(3) e
|current cybersecurity andor data protection-related information
including threats, vulnerabilities and incidents.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

N/A

[security vulnerabilities are identified and managed as follows:
urity vulnerabilities are identified using industry-recognized

ces for security vulnerability information, including alerts from

international and national computer emergency response teams.

(CERT).

= Vulnerabities are asigned a risk ranking based on industry best

lpractices and consideration of potential impact

|u Risk rankings identify, at a minimum, all vmneranumss considered

lto be a high-risk or critical to the environm

= Vumeranhitcs er bespoke and costom, and third party software (for|

[example operating systems and databases) are covered

Functional

Intersects With

Threat Intelligence Feeds

THR-03

IMechanisms exist to maintain situational awareness of vulnerabilities
land evolving threats by leveraging the knowledge of attacker tactics,
ltechniques and procedures to facilitate the implementation of
lpreventative and compensating controls.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

N/A

[Securiy wmerammes are identified and managed as follows:
= New security vulnerabilites e identified using industry-recosnized
Sources for securty volnerabilty Information, incluing alets
International and national computer emargency response teams
(CERTs).

lm Vulnerabilities are assigned a risk ranking based on industry best.
lpractices and consideration of potential impact.

I Risk rar\kmgs identify, at a minimum, all vulnerabilities considered
lto or critical to the environment.

= Vuinerabilties for bespoke and custom, and third-party software (for
[example operating systems and databases) are covered.

Functional

Intersects With

Vulnerability Disclosure Program
(VOP)

THR-06

Mechanisms exist to establish a Vulnerabiiity DIsclosure Program
(VOP) to assist with the secure development and maintenance of
[Technology Assets, Applications andor Services (TAAS) that receives
lunsolicited input from the public about vulnerabilites in organizational
ARS.

INew system and software vulnerabilities that may impact the security.
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

NiA

[Securty uinerabilties are dentified and managed s follows
ln New sec: are identified u

lsources. lorse(un!y Valnerabity Information. Incuding alerts rom
international and national computer emergency response teams.
(CERTs).

= Vulnerabilies are assigned a rsk ranking based on industry best
lpractices and consideration of potential impact

Rk ranbings anity. s mimimum. i wymerabiltes considered
lto be a high-risk or critical to the environment.

lm Vulnerabilities for bespoke and custom, and third-party software (for|
lexample operating systems and databases) are covered

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

ToA15

IMechanisms exist to require system developers and integrators to
[develop and implement an ongoing Security Testing and Evaluation
(ST&E) plan, or similar process, to objectively identify and remediate
|vulnerabilities prior to release to production.

lew system and software vulnerabilities that may impact the security
01 account data or the CDE are monitored. cataloged; and risk

N/A

[security vulnerabilities are identified and managed as follows:
ln New security vulnerabilities are identified using industry-recognized
lsources for security vulnerability information, including alerts from
international and national computer emergency response teams.
(CERT).

lm Vulnerabilities are assigned a risk ranking based on industry best.
lpractices and consideration of potential impact.

|m Risk rankings identify, at a minimum, all vulnerabilities considered
lto be a high-risk or critical to the environment.

= Vuineraniitics or bespoke and custom, and third party software (or
[example operating systems and databases) are coveret

Functional

Subset O

Vulnerability & Patch
Management Program (VPMP)

VPM-01

[Mechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.

INew system and software vulnerabilities that may impact the security
|of account data or the CDE are monitored, cataloged, and risk
lassessed

NiA

Isecurity vulnerabilities are identified and managed as follows:
ln New securi are identified usin

lsources for security vulnerability information, including alerts from
international and national computer emergency response teams
(CERTs).

= Vulnerabilies are assigned o rsk ranking based on industry best
practces and consideration of ptential mpac

= Risk rankings de o, al samerabilties considered
lto be o criteal t the enwiranment

= Vulnerapilties for bespoke and custom. and third- -party software (or
[example operating systems and databases) are covered.

Functional

Intersects With

Attack Surface Scope

VPM-01.1

[Mechanisms exist to define and manage the scope for its attack
Jsurface management activities.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

N/A

[Securty uinerabilies are dentified and managed as folows
ity vulnerabilities are identified using industry-recognized

ces for security vulnerability information, including alerts from

international and national computer emergency response teams.

(CERT).

= Vulnerabites are asigned a sk ranking bese on Industry best

lpractices and consideration of potential impact

o Rk ankings dantty. ot o i o veinerabites considered

lto be a high-risk or critical to the environment.

e Vulncrabilties for bespake and custom, and third party software (or

|example operating systems and databases) are covered.

Functional

Intersects With

Vulnerability Ranking

VPM-03

IMechanisms exist to identify and assign a risk ranking to newly
|discovered security vulnerabilities using reputable outside sources for
lsecurity vulnerability information.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

NiA

securty vu\neramhnes re ldentined and managed as follows:
jentified u

Cources or Seturity walnerabiy information. Including alors fam

international and national computer emergency response teams

(CERTs).

ln Vulnerabilities are assigned a risk ranking based o industry best

lpractices and consideration of potential impact.

= Risk rankings dentify, at 2 minimum, al ulnerabiltes considered

fto or critical to the environ

= Vuneraniites or bespoke and custom, and third-party software (for

|example operating systems and databases) are covered.

Functional

Intersects With

Centralized Management of Flaw
Remediation Processes

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

N/A

systam components ae protected from krown vulnerabilties by
ms(a\lmg applicable security patches/updates as follow:

Criicalof nigh-securtty patchesfapdates (identified according to the
sk ranking process at Requirement 6.3.1) are installed within one
Imonth of

= Al other appiicable security patches/updates e nstalled within an
lappropriate time frame as determined by the entity (for example,
[within three months of release).

Functional

Subset O

Vulnerability & Patch
Management Program (VPMP)

VPM-01

[Mechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.

ISystem components cannot be compromised via the exploitation of a
[known vuinerability.

N/A

[Al system components are protected rom known vulneroblles by
installing applicable security patches/updates as fol

= Celica of ighsecority patches/updates (dentined according to the
risk ranking process at Requirement 6.3.1) are installed within one
Imonth of release.

[w All other applicable security patches/updates are installed within an
lappropriate time frame as determined by the entity (for example,
[within three months of release).

Functional

Intersects With

Continuous Vulnerability
Remediation Activities

VPM-04

lechanisms exist to address new threats and vulnerabilities on a
longoing basis and ensure assets are protected against known attacks.

ISystem components cannot be compromised via the exploitation of a
[known vuinerability.

N/A

[ system components are protected from iown vinerabilties by

installing applicable security patches/updates as follow:

= Criical o high-secortty patchesfupdates dentified according to the

risk ranking process at Requirement 6.3.1) are installed within one
nth of release.

ln All other applicable security patches/updates are installed within an

lappropriate time frame as determined by the entity (for example,

[within three months of release)

Functional

Intersects With

Software & Firmware Patching

VPM-05

[Mechanisms exist to conduct software patching for all deployed
[Technology Assets, Applications and/or Services (TAAS), including

ISystem components cannot be compromised via the exploitation of a
[known vuinerability.

Secure Controls Framework (SCF)
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ntrol Desci
i ystem companentsare protected fom known vlnerabiltes by
installing applicable security patches/updates as follow
1 Criical o high-secortty patchesiupdates (identiied according to the
isk ranking process at Requirement 6.3.1) are installed within one Centralized Management of Flaw ISystem components cannot be compromised via the exploitation of a
633 NA e ki proce Functional | Intersects with |Centfalized Management of VPM-05.1  [Mechanisms exist to centrally-manage the flaw remediation process H o vty
 All other applicable security patches/updates are installed within an
lappropriate time ined by the entity (for example,
[within three months of release).
: i i } N [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
122 A [iscess s asigned to users, including pivileged users based o runctional | intersects wi | Role-Based Access Control | |u g [Technology Assets, Applications, Serices andor Dat (TAASD) to s lnccess to systems and data i imited to ony the access needed to
E o o . rform job responsibilities. (RBAC) restrict access to individuals assigned specific roles with legitimate lperform job functions, as defined in the related access roles;
privileg v to p ob resp bbusiness needs
|Access is assigned to users, including privileged users, based on: i
722 NA A Functional | ntersects with Access Enforcement \ac20  [Mechanisms exist to enforce Logical Access Control (LAC) permissions 5 |Access to systems and data is imited to only the access needed to
e reaeaaums s nerform Job responsibities [that conform to the principle of "least privilege. lperform job functions, as defined in the related access roles;
. A [acess s asigned to users, including pivleged users, based on runctional | Intersects with | Access To Sensitive / Requiated | |y 501 Mechanisms exist o imit access to sensiivelrequiated data toonly s Inccess to systems and data i imited to ony the access needed to
E e ks nacassary oo merform Job responsibiities Data lthose individuals whose job requires such access. lperform job functions, as defined in the related access roles;
IAccess s assigned to users, including privileged users, based on: IMechanisms exist to utiize the concept of least privilege, allowing only
722 A o classication and function. Functional | Intersects With Least privilege IAC21  fauthorized access to processes necessary to sccompioh assigned s Jaccess to systems and data i imited to onl the access noeded to
| Least privileges necessary to perform job responsibilites. ltasks in accordance with organizational business functions. P L g
J securty policies and operational procedures tht ae idenified n
[Requirement 8 a [Expectations, controls, and oversight for meting activities within
811 NA lm Documented. Functional | Intersects witn | Publishing Security, Compliance | 5o, o) [Hechanisms gx‘fr; to sstablish, e?fa'r”ytavg‘r2zsﬁgsfé",,‘\l’i§nf‘§'('es‘ 5 [Requirement 8 are defined and adhered to by affected personnel. All
a Kept up to date. & Resilience Documentation standards and proce g supporting activities are repeatable, consistently applied, and confor|
u In use P 0 management’s intent
ln Known to all affected parties.
|All security pnhmes and operational procedures that are identified in [Mechanisms exist to review the Security, Compliance & Resilience
[Requi [Program (SCRP), including policies, standards and procedures, at [Expectations, controls, and oversight for meeting activities within
s Documented.” | o | Periodic Review & Update of planned intervals o if significant changes occur to ensure their [Requirement 8 are defined and adhered to by affected personnel. All
811 NA Rt o e Functional | Intersects Witt Securlty, Complance & GOV-03  fcontinuing suitability, adequacy and effectiveness s i At ies ane papatable: comsiaten i St oo sonfom]
a In use. 9 lto management’s intent
 Known to all affected parties.
J securty policies and operationalprocedures tht ae idenifed n
Requirement 8 a [Expectations, controls, and oversight for meeting activities within
811 A Functional Subset Of Operations Securt ops.01 [Mechanisms exist to facilitate the implementation of operational o IRequirement 8 are defined and adhered to by affected personnel. All
 Kept up to date P Y [security controls. lsupporting activities are repeatable, consistently applied, and conform|
u In use lto management's intent.
| Known to all affected parties.
JAll security policies and operational procedures that are identified in
Requirement 8 are: [Expectations, controls, and oversight for meeting activities within
811 NA | Documented Functional | ntersects witn | Standardized Operating OPSOLL  [proceunes (S0P or Sl Gotumantation, 15 enable e treper™S s IRequirement 8 are defined and adhered to by affected personnel. All
a Kept up to date. Procedures (SOP) e iy o ot SoCumentation. lsupporting activties are repeatable, consistently applied, and conform|
In use y-to-day / assigr lto management’s intent
ln Known to all affected parties.
[ sers are assgned 2 unlque D before access o system 1dentifer Management (User Mechanisms exist to govern naming standards for Usernames and
821 NA g o unidue ID before Functional | Intersects With Nnager GO0 e osets, Anplications andior Semices (TANS) 5 |Al actions by all users are attributable to an individual.
[All users are ass\qned a unique 1D before access to system Hechanisms exst (o ensure proper user Gentiication management o .
821 NA aseigned & unidue 1D before ¢ Functional | Intersects With | User Identity (1D) Management | 1AC-09.1  [Mechanisms exist to en H |All actions by all users are attributable to an individual.
[Group, shared, or generic accounts, or other shared authentication
credertials are ony used whe necessary on an exception bass, and
Tollows
e AcCount use s preventet unless needed for an exceptional
lcircumstance.
. . IMechanisms exist to require individuals to be authenticated with an |All actions performed by users with generic, system, or shared IDs are
822 NiA . gj;;fe's"s"‘t:mf;{l‘;‘fr;‘fu”;el‘:e‘;’n'(“‘mf:e exceptional circumstance. | Functional | Intersects With Group Authentication 'AC-02.1 i gividual authenticator when a group authenticator is utilized. s jattributable to an individual person.
a Use is explicitly approved
s Inividualuser dentity s confirmed befere access to an account s
nte
2 Every action taken Is atributable to an individual user.
[Group, shared, or generic accounts, or other shared authentication
credentials are onl used when necessary on an exception bass, and
lare managed as follows
e Account use s prevented unless needed for an exceptional
lcircums
Restrictions on Shared Groups / . Mecharisms exist to authorize the use of sharec/group accounts rly IAll actions performed by users with generic, system, or shared IDs are
822 A d gg;‘;e';sm“gig;g;g;;-;gfu";ﬁg‘-‘;og';g:g(evm’"a‘ clrcumstance. | Functionsl | Intersects With ‘accounts LSS e certa organization-defined conation s atiibutable 1o an inciidal person.
 Use is explicitly approved by managem
= Iiidoauaer 96ty 15 Confed befor access t an account s
lgranted.
| Every action taken s attributable to an individual user.
[Group, shared. or generic accounts, or other shared authentication
|credentials are only used when necessary on an exception basis, and
lare managed as follows:
Account use is prevented unless needed for an exceptional
lcircumstance.
822 A e Use 2 imited to the time needed for the exceptional circumstance. |  Functional | Intersects With | Credential Sharing ac-1g [Mechanisms exitto prevent the sharng of generic 03, passwrds of s [ actons performed by users with generic system, o shared 105 are
s Business Justfication foruse s documented
= Use is explicitly approved by managem:
= nidoatuser Rty & confmed betore access toan account s
lorante
| Every action taken is attributable to an individual user.
Jaadtion, deleton, and moification of user D3, authenticaton factors
824 NA i":u‘[’;zfi'z"’;:f‘f:‘“ Objects are managed as foll follow: Functional | Intersects With User Provisioning & De- |ac.07  |Mechanisms exist to utilize a formal user registration and de- 5 [Lifecycle events for user IDs and authentication factors cannot occur
. = Implemented with om‘;"th:prwsges Specified on the documented Provisioning Iregistration process that governs the assignment of access rights. lwithout appropriate authorization.
lapproval.
Jdaition aeeton, and mocifction of user 105, authentication actors,
land other identifier object anaged as fol
and other IMechanisms exist to revoke user access rights following changes in Lifecycle events for user IDs and authentication factors cannot occur
824 A . ;‘m“‘7:,;1‘::,“;‘;:1::;ﬁ:’:;f:j‘gggs L fied on the documenteg | oo | Intersects With | Change of Roles & Dutes 1ACO7-1 loersonnel roles and duties, if no longer necessary or permitted. s [without appropriate authorization.
lapproval.
Jaadtion,deleton, and modification of user D3, auhenicaton factors,
ond other igentiér abjects are managed 3 foliow
824 A « Authorized with the appropriate appro Functonal | ntersects Wit | Terminaton of Employment | 1AC-07.2 [SChanisms exst to revake user accese ights na timely manner. s Lecycle events for user 105 and cuthenticaion factors connot occur
= plementod with onbythe prvlegge apecificd on the documented inati " roprt et
lapproval.
Mechanisms exist to:(1) Securely manage authenticators for sers and
Jaadtion,deleton, and moification of user D3, authenticaton factors [devices; and(2) Ensure the strength of authentication is appropriate to
o ther dentfer abjctsare manage: fthe classification of the data being accessed.
624 A = Authorized with the approprate ap Functional | Intersects With | Authenticator Management | IAC-10 s Lifecycle events for user DS and authenticaton factors cannot occur
s Implementec it onlythe rviehes apecified on the documented pprop
lappro
Jdaition aeeton, and mocifction of user 105, authentication actors,
other identifier objects are manage IMechanisms exist to proactively govern account management of ; .
624 A [ Authorized with the appropriate approval Functional | Inersects With | Account Management A1 [nciidual aroup, syskem, service, application guest and temporary s |ifecycle events for user D3 and authentication factors cannot occur
q \mmemented with only the privileges specified on the documented laccounts. PProP!
lappro
825 NA |Access for terminated users is immediately revoked Functional | Intersects With Personnel Termination HRS-09  |Mechanisms exist to govern the termination of individual employment H [The accounts of terminated users cannot be used.
IMechanisms exist to expedite the process of removing "high risk”
825 NA |Access for terminated users is immediately revoked Functional | Intersects With | High-Risk Terminations HRS-09.2 |individual's access to Technology Assets, Applications, Services and/or H [The accounts of terminated users cannot be used.
IData (TAASD) upon termination, as determined by management.
y IMechanisms exist to revoke user access rights following changes in
825 NA |Access for terminated users is immediately revoked Functional | Intersects With | Change of Roles & Duties AL detion. i o langes mecessary or o 5 [The accounts of terminated users cannot be used.
. & mmed . ) ; et y Mechanisms exist to revoke user access rights in a timely manner, : .
825 NA |Access for terminated users is immediately revoked. Functional | Intersects With | Termination of Employment | 1C-07.2 |[1echatiame SXSL D Tevoke Heet Sccess Mot 5 [The accounts of terminated users cannot be used.
Revocation of Access
825 NA |Access for terminated users is immediately revoked Functional | Intersects With IAC20.6  [Mechanisms exist to revoke logical and physical access authorizations| H [The accounts of terminated users cannot be used.
Mechanisms exist to:(1) Securely manage authenticators for Users and
JAll user access to system components for users and administrators is [devices; and(2) Ensure the strength of authentication is appropriate to
uthenticated ia at east ne of the folowing authentcation facors fthe classification of the data being accesse
831 A = Something you know, uch a2  password or passp Functional | Itersects With | Authenticator Management | IAC-10 s Jan account cannot be accessed except with a combination of user
= Something you have, such as 4 token device or smart . Y
| Something you are, such as a biometric element.
JAll user access to system components for users and administrators is
lauthenticated via at least one of the following authentication factors: IMechanisms exist to enforce complexity, length and lifespan
831 A = Something you know, Such as a pasaword or passphrase. Functional | Intersects With | Password Ac10.1 o ensure srong CHtera for password-based s i account cannot be accessed except vith a combination of user
| Something you have, such as a token evice or smart card lauthentication
| Something you are, such as a biometric element.
JAll user access to system components for users and administrators is
lauthenticated via at least one of the following authentication factors: lAutomated mechanisms exist to validate certificates by constructing o cept wi i .
831 NA | Something you know, such as a password or passphrase. Functional | Intersects With | PKI-Based Authentication IAC-10.2  [and verifying a certification path to an accepted trust anchor including 5 [ 3ccount cannot be accessed except with a combination of use
|m Something you have, such as a token device or smart card. |checking certificate status information for PKI-based authentication, Yy -
ln Something you are, such as a biometric element.
It are used as factors to meet
Requirement 8.3.1, they meet the following minimum level of
s suemsed assuorapasspase cnnot e ey evrananine
Aminimum length of 12 characters (or IF the system does not [Considerations lor offiine brute force attac
lsupport 12 characters, a minimum length of eight characters).
 Contain both numeric and alphabetic characters.
WA T mplemrted o ol nor-console access o the CDE for Network Access to Privileged [Mechanisms exist to utilize Multi-Factor Authentication (MFA) o [Administrative access to the CDE cannot be obtained by the Use of a
841 VA personnel with Functional _ | Intersects With Accounts 1AC06.1 network access for privileged accounts. ° single factor.
JAll security policies and operational procedures that are identified in
Requirement 9 are: [Expectations, controls, and oversight for meeting activities within
IMechanisms exist to establish, maintain and disseminate policies,
s Documente Publishing Security, Compliance g g [Requirement 9 are defined and adhered to by affected personnel. All
911 A = Kept Up fo date Functonal | Inersects With | "¢ cU i 2cs Dodtmentation | GOV-02  [standards and procedures necessary for secure, compliant and s Kuipporting acivtes are repcatable, consistenty applicd, and corform|
In use. P lto management’s intent
 Known to all affected parties.
|t security policies and operational procedures that are identified in Iecharis et o review the Securty, Compllance & Resllence
lRequirement 9 are: periodic Review & Update of rogram . including policies, standards and procedures, a [Expectations, controls, and oversight for meeting activities within
Requirement & eriodic Review & Update of Iplanned intervals or if significant changes occur to ensure their g e ey o e e Al
911 N/A Functional | Intersects With Security, Compliance & GOV-03  |continuing suitability, adequacy and effectiveness. 5 a y P
 Kept up to date. -curiy. Compliance y, y lsupporting activities are repeatable, consistently applied, and conform|
u In use 9 lto management’s intent
| Known to all affected parties.
J securty policies and operational procedures tht ae ldenified n
Requirement [Expectations, controls, and oversight for meeting activities within
- Documented. o1 |Mechanisms exist to facilitate the implementation of operational IRequirement 9 are defined and adhered to by affected personnel. All
o1l VA a Kept up to date. Functional Subset OF Operations Security OPSOL lecurity controls. 0 lsupporting activities are repeatable, consistently applied, and conform|
u In use. 0 management’s intent.
ln Known to all affected parties.
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Secure Controls Framework (SCF)
Document Element (FDE) Descript SCF Control e
Ja securty policis and operational procedures tht ae idenified in
[Requirement Expectations, controls and oversigt formeeting activites within
g a Kept up to date. Procedures (SOP) e i o ot SoCumentation. Cimporing actilies are repentani, consitently spmid: and conform
u In use y-to-day / assigr 0 management’s intent.
 Known to all affected parties.
J secury policies and aperationl rocedurestha are ietifed In
IRequire [Expectations, controls, and oversight for meeting activities within
s Documented. Physical & Environmental IMechanisms exist to faciltate the operation of physical and [Requirement 9 are defined and adhered to by affected personnel. All
911 WA m Kept up to date. Functional Subset Of Protections PES-01 " lonvironmental protection controls. 10 supporting activities are repeatable. consistently applied, and conform
u In use lto management’s intent.
ln Known to all affected parties.
Physical access control mechanisms exist to maintain a current list of
IAppropriate facility entry controls are in place to restrict physical . lpersonnel with authorized access to organizational facilities (except [system components in the CDE cannot be physically accessed by
921 VA laccess to systems in the CDE. Functional | Intersects With | Physical Access Authorizations | - PES-02 or those areas within the facilty officially designated as publicly N lunauthorized personnel
laccessible).
IAppropriate facility entry controls are in place to restrict physical nction nter ; } PPhysical access control mechanisms exist to authorize physical access [System components in the CDE cannot be physically accessed by
921 VA Jaccess to systems in the CDE: Functional | Intersects With | - Role-Based Physical Access | - PES-02:1  ; facilties based on the position or role of the individual. N lunauthorized personnel
PPhysical access control mechanisms exist to enforce physical access
IAppropriate facility entry controls are in place to restrict physical 03 [authorizations for all physical access points (including designate [system components in the CDE cannot be physically accessed by
o21 NA laccess to systems in the CDE: Functional | Intersects With | - Physical Access Control PES-03  lentry/exit points) to facilities (excluding those areas within the facility s lunauthorized personnel
lofficially designated as publicly accessible)
Joproprate faclty enty contrls are in place to restrict physical Controlled Ingress & Egress y PPhysical access control mechanisms exist to limit and monitor physical [System components in the CDE cannot be physically accessed by
021 VA laccess to systems in the CDX Functional | Intersects With Points PES-03.1laccess through controlled ingress and egress points. s lunauthorized personnel
IAppropriate facility entry controls are in place to restrict physical 9 PPhysical access control mechanisms generate a log entry for each [system components in the CDE cannot be physically accessed by
921 VA laccess to systems in the CDE. Functional | Intersects With Physical Access Logs PES-03:3 laccess attempt through controlled ingress and egress points. s lunauthorized personnel
oa1 A JAl mecia with cardholder data is physically secured, Fonctional Subset Of Data Protection D1 |[lechanisms exst tofacltate the mplementation of data protection o s W cardholder data cannotbe acceszed by unautharized
941 A [l mecta with cardnoider aata is physicaly secured Functional | Intersects with Data stewardship DeoL1 [Hechanisms exist b ensure data stewardship (s assigned, s el wih cardholder data connot be accessed by unauthorized
IMechanisms exist to:(1) Physically control and securely store digital
land non-digital media within controlled areas using organization- i . .
941 NA |All media with cardholder data is physically secured Functional | Intersects With Media Storage DCH-06  [defined security measures; and(2) Protect system media until the 5 [Media with cardholder data cannot be accessed by unauthorized
Imedia are destroyed or sanitzed using approved equipment, s
ltechniques and procedures
y [Mechanisms exist to physically secure all media that contains [Media with cardholder data cannot be accessed by unauthorized
941 NA |All media with cardholder data is physically secured. Functional | Intersects With | Physically Secure All Media | DCH-06.1  [Mechanisme exist fo H beraonnel
IMechanisms exist to create recurring backups of data, software andor,
[ofine media backups with cardholder data ae stored na secure 11 [system images, as well as verify the integrity of these backups, to
9.4.11 NA offine Functional | Intersects With Data Backups DLl e ity o the dota to Sty Kevovery Tane njecives H |offiine backups cannot be accessed by unauthorized personnel,
(RTOS) and Recovery Point Objectives (RPOS).
rdholder red i . . IMechanisms exist to store backup copies of critical software and other
9411 NA [offine media backups with cardholder data are stored in a secure Functional | Intersects witn | SeParate torage forCritical | gep g3 5 fsecurity-related information in a separate facility or i a fire-rated s |offline backups cannot be accessed by unauthorized personnel.
[container that is not collocated with the system being backed up.
. dholder data i § ; [Mechanisms exist to ensure data and assets are categorized in
942 A [l medta with cardhaldr data s classied n accordance Wi e | pyncrona) | itersects With | Data & Asset lassification | DCH-02  [accordance wih appiicable statutory, ragultory and comtractual s Media are cassified and protected appropriately
requirements
IMechanisms exist to categorize Technology Assets, Applications,
[services andjor Data (TAASD) in accordance with applicable laws,
Jl media with cardholder data i classifid n accordance with the Risk-Based Security regulations and contractual obligations that:(1) Document the security i ar ropri
942 VA [sensitivity of the Functional | Intersects With Categorization RSK-02 |categorization results (including supporting rationale) in the security s [Media are classified and protected appropriately.
plan for systems; and(2) Ensure the security categorization decision is
reviewed and approved by the asset owner.
IMedia with cardholder data sent outside the facility is secured as
I e sent outside the facity is logged. IMechanisms exist to protect and control digital and non-digital media
943 NA e et e e e o delivery method that con | Functionsl | Intersects With Media Transportation DCH07 - fduring transpor outide of conroied areas using approprite security 5 IMedia is secured and tracked when transported outside the facity.
be accurately tracked. g
= Offite tracking Iogs Include detalls about media location
IMedia with cardholder data sent outside the facility is secured as
follows:
| Media sent outside the facility is logged. y echarisms exist o dentiy custodans throughout th transport of
943 NA et i net by aactred couier oPSier delivery method that can | Functional | Intersects With Custodians D071 [ e e H IMedia is secured and tracked when transported outside the facilty.
be accurately tracked.
u Offsite tracking logs include details about media location.
proves all media with cardholder data that is moved
IMechanisms exist to maintain strict control over the internal or IMedia cannot leave a facility without the approval of accountable
9.4.4 NA outsde the faclty (inclucing when media s disrbuted to Functional | Intersects With | Security of Assets & Media AST05 O enion oF amy K o scomtveauicod et H Wil
Management approves all media with cardholder data that is moved y echanisms exist to obtain management approval for any . i
9.4.4 NA loutside the facility (including when media is distributed to Functional | Intersects With |  Management Approval for | ss7.051  ksensitivelregulated media that is transferred outside of the 5 Media cannot leave a facility without the approval of accountable
External Media Transfer lpersonnel.
individuals) facilties.
Mecharisms st (o) Retan Personal Data (PD). ncuding
Imetadata, for an organization-defined time period to fulfil the
lard-copy materials with cardholder data are destroyed when no DW lentified in the notice GVES required by law;(2) Dispose of,
longer needed for business or legal reasons, as follows. eskrovs, erases, andior anonymizes the PD, regardless of the method
| Materials are cross-cut shredded, incinerated, or pulped so that Personal Data (PD) Retention & o stornges i) Use oraanization defed tocomiaues of methods o |cardholder data cannot be recovered from media that has been
946 WA [cardholder data cannot be reconstructed Functional | Intersects With isposal PRI-05 fansure secure deletion or destruction of PD (including originals, copies s |destroyed or which is pending destruction.
| Materials are stored in secure storage containers prior to [and archived records).
[destruction.
Hard-copy material with caranolder data are destioyed when o
longer needed for business or legal reasons, as follow
» Materials are cross-cut shvedded, inineraied, or Puiped so that g [Mechanisms exs o securely dispose of media when i i 1o longer [Caranolgerdata cannot be recovered from media that has been
246 NA lcardnolder inot be reconstructe Functional | Intersects With | - Physical Media Disposal DCH-08  lrequired, using formal procedure: s |destroyed or which is pending destructio
= Wateriss e stored in secure storage Containers pror to
[destruction
fard-copy materials with cardholder data are destroyed when no
Jonger necded fo business or legal reasons, as folows
terials are cross edded,incnerated,or pulped o that 115 |Mechanisms exist to retain media and data in accordance with |cardnolder data cannot be recovered from media that has been
246 VA lCarcholder data cannot be reconstruc Functional | Intersects With | Media & Data Retention DCH18  lapplicable statutory, regulatory and contractual obligations. s |destroyed or which is pending destruction.
iatorsts are sharet i secure storsge contaners pror to
ldestruction
n overall information security policy is:
:53?”5"3 o Publishing Security, Compliance Iechanieme exist o establish, maintain and disseminate polices. I strategic objectives and principles of information security are
1211 NA s Funcrional | Inersects witn | P e o o~ | GOV-02  |standards and procedures necessary for secure, complant and H e e erar ta sl peroan
= Disceminated to ol relevant personne, a5 well s o elevant P
|vendors and business partne
p o Mechanisms exist to review the Security, Compliance & Resilience
e mgormation security policy i lProgram (SCRP), including policies, standards and procedures, at
Periodic Review & Update of planned intervals or if signi S occur to ensure their
ublish b [The strategic objectives and principles of information security are
1211 NA o ened Functional | Inersects With | Securtty, Compliance & GOV-03  [continuing suitabity, adequacy and effectiveness, 5 [Gofined. sdopter: and known to sll personnel
|n Disseminated to all relevant personnel. as well as to relevant 9
|vendors and business partne
[The information security policy is
IMechanisms exist to establish, maintain and disseminate policies, .
| Reviewed at least once every 12 months. nction nter ith | Publishing Security, Compliance chanlsms exist to establish, maintain and disseminate | [The information security policy continues to reflect the organization’s
1212 A = Undated a5 necded to refiectchanges to business objectives orrisks|  FUncional | Intersects with | PRl (o8 (ETEHGR | GOw02  fstandards and procedures necessary for secure, compliant and s Sirategic obectives and principes
o the environment P
Mechanisms exist to review the Security, Compliance & Resilience
[The information security policy is: Pesoc Review & Upaats o lProgram (SCRP), including policies, standards and procedures, at
112 A n Reviewed at least once every Functional | Intersects With iy, Complianca & Gov.03 [planned intervals or if significant changes occur to ensure their 5 [The information security policy continues to reflect the organization’s
= Updated b neaded to refoctchamges o business abjectives or risks [continuing suitability, adequacy and effectiveness. Jstrategic objectives and principles.
lto the environment. etitince Progrom 3
IA formal security awareness program is implemented to make all PPersonnel are knowledgeable about the threat landscape, their
1261 A inel aware of the entiy s formatlon securty policy and Functional | subsetof | Securty, Compliance & | gup.q;  |Mechanisms exis o failtate the implementation of security 10 esponsinity fo the operation of elevant securlty conros, and are
lprocedures, and their role in protecting the cardholder data. P lable to access assistance and guidance when required.
IA formal security awareness program is implemented to make all Security, Compliance Mechanisms exist to provide all employees and contractors Personnel are knowledgeable about the threat landscape, their
1261 A personnel aware of the &y s infarmation securiy policy and Functional | Inersects with | o, Security. Compiance & | gur.op  |agoropriate sacurty, compllance and reslience aareness education s esponsnity fo the operation of elevant securly comrols, and are
lprocedures, and their role in protecting the cardholder data. 9 land training that is relevant for their job function. lable to access assistance and guidance when required.
IA formal security awareness program is implemented to make all [Mechanisms exist to provide role-based security, compliance and Personnel are knowledgeable about the threat landscape, their
Role-Based Security, Compliance resilience-related training:(1) Before authorizing access to the system .
1261 NA lpersonnel aware of the entity's information security policy and Functional | Intersects With PR A SAT03 e e oy Vo ren el by vetar et H responsibility for the operation of relevant security controls, and are
Brocedures, and thei role I protecting the cardholder data. U o lable to access assistance and guidance when requiret
MEChanTsrTs exIst fo doCument, Tetai and monitor TnaViduaT fraiming
IA formal security awareness program is implemented to make all Security, Compliance & Jactivities, including:(1) Initial security, compliance and resilience lPersonnel are knowledgeable about the threat landscape, their
1261 N/A lpersonnel aware of the entity's information security policy and Functional | Intersects ith | p SSErity: Comp nce & SAT-04 |awareness training;(2) Recurring awareness training; and(3) B responsibity for the operation of relevant security controls, and are
Brocedures, and thel rle I protecting the cardholder data. 9 [Technology Assets, Applications andjor Services (TAAS)-specific lable to access assistance and guidance when requir
ltraining.
[security awareness training includes awareness of threats and
[rlnerabties tha could impact thesecurty of the CDE, Incuding but Security, Compliance & Mechanisms exist to provide all employees and contractors lPersonnel are knowledgeable about their own human vulnerabilities
12631 N/A et limitec Functional | Intersects With | o Secu% Fomplance & SAT-02  [appropriate security, compliance and resilience awareness education 5 [and how threat actors will attempt to exploit such vulnerabilties.
hehing and related attacks, 9 land training that is relevant for their job function. lPersonnel are able to access assistance and guidance when required.
= Social engineering
[security awareness training includes awareness of threats and
[vulnerabilities that could impact the security of the CDE, including but IMechanisms exist to include awareness training on recognizing and lPersonnel are knowledgeable about their own human vulnerabilities
12631 NA ot limite Functional | Intersects With | Social Engineering & Mining |  SAT-02.2  |reporting potential and actual instances of social engineering and H how threat actors will attempt to exploit such vulnerabiltes.
 Phishing and related attacks. lsocial mining. lPersonnel are able to access assistance and guidance when required.
| Social engineering
[security awareness training includes awareness of threats and
IMechanisms exist to provide role-based security, compliance and
[Vulnerabilities that could impact the security of the CDE, including but i < . lPersonnel are knowledgeable about their own human vulnerabilties
12631 A ot mited to Functional | Inersects witn [le-8ased securiy, Compliance| g5 [reiience related traning (1) Before authoriing access o he syster s and how threat actors will attempt to explolt such vulnerabilties
= Phishing and related attacks IS annually thoreafier. ol Y sy ges: [Personnel are able to access assistance and guidance when required.
| Social engineering by
[Security awareness training includes awareness o threats and [Mechanisms exist to ensure that every user accessing a system
[vuinerabilites that could impact the security of the CDE, including but Sensitive / Regulated Data processing, storing or transmitting sensitiveiregulated data is formally PPersonnel are knowledgeable about their own human vuinerabilties
12631 NA ot limite Functional | Intersects witn | o Sensitiee/ equiated Data | - gx7.3 3 rained in data handling requirements. H how threat actors will attempt to exploit such vulnerabiltes.
 Phishing and related attacks. ge, 9 9 lPersonnel are able to access assistance and guidance when required.
| Social engineering
[security awareness training includes awareness of threats and
[vuinerabilities that could impact the securty of the CDE, including but IMechanisms exist to provide role-based security, compliance and lPersonnel are knowledgeable about their own human vulnerabilties
12631 NA Inot limited to Functional | Intersects With | Cyber Threat Environment | SAT-03.6 [resilience awareness training that is current and relevant to the cyber 5 land how threat actors will attempt to exploit such vulnerabilties.
= Phishing and related attacks. [threats that users might encounter in day-to-day business operations. lPersonnel are able to access assistance and guidance when required.
| Social engineering
JA st of all third-party service providers (TPSPS) with which account IMechanisms exist to facilitate the implementation of cloud
1281 NA ldata is shared or that could affect the security of account data is Functional Subset Of Cloud Services 01 nagement controls to ensure cloud instances are secure and in-line 10 IRecords are maintained of TPSPs and the services provided.
imaintained, including a description for each of the services provided. |with industry practices.
JA st of allthird-party service providers (TPSPs) with which account s ex view organizati »
1281 NA ldeta s shared or that could affect the security of account data is Functional | Intersects With Remote Access NET-14  [Hfechanisme exist to define. control and review organization-approved, 5 IRecords are maintained of TPSPs and the services provided.
imaintained, including a description for each of the services provided
[A st of all third-party service providers (TPSPs) with which account nisms ex i implementation of thir
1281 A ata i snared or that could affec the securty of account data s Functional | SubsetOf |  Third-party Management |  Tew-01  [Mechanisms exist o feiltate the implementation of third-party 10 Records are maintained of TPSPs and the services provided.
[maintained, including a description for each of the services provided. o
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FDE Name Document Element (FDE) Descript SCF Control R amswor e
Control Descrip
Mechanisms exst to maintain  curent, sccurate and complte s of
st of all i party srvie providers (TPSPs) with wich accourt mal Senice Providers (ESPS)tha can potentially mpact the
1281 NA |data is shared or that could affect the security of account data Functional | Intersects With | Third-Party Inventories TPMOL1  [Contidentiany, Inteority, Avalaity andror safety (CAS) of the IRecords are maintained of TPSPs and the services provided.
maintained, Inclucing a description for each of the services provided. rganization's Technology Assets, Applications, Services and/or Data
(TAASD).
Mechanisms exIst to perform recurring validation of the Responsible,
|Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
IA st of all third-party service providers (TPSPS) with which account [similar documentation, to ensure security, compliance and resilience
1281 NA ldata is shared or that could affect the security of account data is Functional | Intersects With | Third-Party Scope Review TPH.05.5  fontrol assignments accurately eflec curent(1) Contractual IRecords are maintained of TPSPs and the services provided.
Imaintained, including a description for each of the services provided. lobligations for the External Service Provider (ESP)i(2) B
orachcenits, ppicable sakeholdere: and(d) Deployed Technology
|Assets, Applications and/or Services (TAAS)
[Written agreements with TPSPs are maintained as follows:
| Written agreements are maintained with all TPSPs with which IMechanisms exist to document and maintain a Responsible,
laccount data is shared or that could affect the security of the CDE. Responsible, Accountable, [Accountable, Supportive, Consuted & Informed (RASCI) matrix, or
1202 A ¥ Wiiten sareements incuce acknowledgments fom TPSPs hat tney | Functional | ntersects With | Supportive: Consuted & | TPM-05.4 [amiar documentation, o delneare sssignment fo secury Records are maintained of ach 19575 acknowiedgment ofts
lare responsible for the security of account data the TPSPS possess or Informed (RASCI) Matrix lCompliance and resilance controls betwaen intemal stakebolders and
lotherwise store, process, or transmit on behalf of the entity, or to the [External Service Providers (ESPs).
lextent that they could impact the security of the entity’s CDE
[Written agreements with TPSPs are maintained as follows
| Wrtten agreements are maintained with ‘ah”eg?;s"(gtg,whmg echanisms exist o require contractusl requirements for applicable )
1262 A e e ot iute skt o oG thar they | Functional | Intersects ith Thirg-party Contract Tpm.gs  [securit, compliance and resiience requirements with third-parties, IRecords are maintained of each TPSP's acknowledgment of its
equirements reflecting the organization's needs to protect its Technology Assets, responsibility to protect account data.
Jare responsible for the security of account data the TPSPS possess o e e e e e (oA
therwise store, process, or transmit on behalf of the entity, or to the pplications, Services andor Data
lextent that they could impact the security of the entity’s CDE.
[Written agreements with TPSPs are maintained as follows:
s iten agreements are maintained with all TPSPs with which
laccount data is shared or that could affect the security of IMechanisms exist to mitigate the risks associated with third-party
1282 wa s Writen agrcements nclude acknowieagments rom T55Ps hat they | Functional | Intersects With | Thir-pary Services P04 [access o e organzations Technology Assets, Applcations. services Records are maintained of ach 19575 acknowedgment ofts
lare responsible for the security of account data the TPSPS possess or landor Data (TAASD)
lotherwise store, process, or transmit on benalf of the entity, or to the
lextent that they could impact the security of the entity’s
I establshed process s mplemented for engaging TP5Ps, mcluding Thira party Rk Assesements & Mechanisms exist to conduct a risk assessment prior to the acquisition [The capabiliy, intent, and resources of a prospective TPSP to
1283 NA n established process Is implemented for engagin 2 including | gunctional | Intersects With | M ; ment TPM-04.1  [or outsourcing of technology-related Technology Assets, Applications ladequately protect account data are assessed before the TPSP is
i lproper due diligence prior to engagement. vals landor Services (TAAS) lengaged. "
. Mechanisms exist to monitor, regularly review and assess External
1284 A [ program is implemented to monitor TPSPs' PCIDSS compliance | puncrional | Intersects With | Review of Third-Party Services |  TPM08[Service provdrs (ESP) for compllance with establshed contractal IThe PCI DSS compllance satus of TPSPs s verified perodically
v requirements for security, compliance and resilience controls.
echanisms exist to require contractual requirements for applicable
o . Information is maintained about which PCI DSS requirements are Third-party Contract By o ante e e o third o [Records detailing the PCI DSS requirements and related system
: A anaged by each TPSP, which are managed by the entity, and any Functional | Intersects With TPM.05 b |components for which each TPSP is solely or jointly responsible, are
fthat are shared between the TPSP and the entity. Requirements [eflecting the organization's needs to protact its Technology Assets, Imaintained and reviewed periodically
|Applications, Services and/or Data (TAASD).
IMechanisms exist to document and maintain a Responsible,
Information is maintained about which PCI DSS requirements are Respansive, Accountable, ccauncabi. Supgortve, Consiked & ifomed (RASCI) s, or [Records detailing the PCI DSS requirements and related system
1285 NA Imanaged by each TPSP, which are managed by the entity, and any Functional | Intersects With upportive, Consulted TPM-05.4  [similar documentation, to delineate assignment for secur ponents for which each TPSP is solely or jointly responsible, are
fthat are shared between the TPSP and the entity. nformed (RASCH Matrix lcompliance and reslence corirol between inernal stakenalders and Imaintained and reviewed periodically
[External Service Providers (ESPs)
|An incident response plan exists and is ready to be activated in the
levent of a suspected or confirmed security incident, The plan
includes, but is not limited to:
 Roles, responsibiities, and communication and contact strategies in
fthe event of a suspected or confirmed security incident. including
Inotification of payment brands and acquirers, at a minimum. IMechanisms exist to create recurring backups of data, software andor,
| Incident response procedures with specific containment and Jsystem images, as well as verify the integrity of these backups, |A comprenensive incident response plan that meets card brand
12101 A mitigation actuites for aferent types of Inciaente. Functonal | ntersects With Data Backups DL e avalabity o ih data to Satly Recovery Time Opjecives (xpectations s maintained. "
usiness recovery and continuity procedures. (RTOS) and Recovery Point Objectives (RPOS).
I Data backup processes
s Analysis oflegal requirements for reporting compromises.
ln Coverage and responses of all critical system component
 Relercnce of Inchiion o ncidant respense procedures fram the
lpayment brands.
|An incident response plan exists and is ready to be activated in the
lvent of @ suspected orconfirmed secury incidert. The p
includes, but is not limite
1« Roles, responsibities, and communication and contact srtegiesin
lthe event of a suspected or confirmed security incident., includin
Inotification of payment brands and acquirers, at a minimum.
| Incident response procedures with specific containment and exist to define roles & for all |A comprenensive incident response plan that meets card brand
12,101 NA o e B et tymeshat Incidonte Functional | Intersects With | Defined Roles & Responsibilties | HRS-03  [iechan [expectations 1 maintane
| Business recovery and continuity procedures.
= Data backup processes
= Analysis oflegal equirements for reporting compromises.
| Coverage and responses of all critical system comp
= Retercnce or Inchaion o ncidant respense procedures fram the
lpayment brands.
an nciden responseplan exts and s read t be actvated n the
levent of a suspected or confirmed security incident. The
includes, but is not limited to:
 Roles, responsibilities, and communication and contact strategies in
lthe event of a suspected or confirmed security incident, including
Inotification of payment brands and acquirers, at a minimum.
= ncldent respence procedures with speciic Containment and Mechanisms exist to maintain and make available a current and viable /s comprenensive incident response plan tht meets card brand
12101 VA Imitigation activities for different types of inci Functional | Intersects With | - Incident Response Plan (IRP) IRO-04 " incident Response Plan (IRP) to all stakeholders. lexpectations is maintained.
s Business recovery and contnuity procedures.
a Data bac
= Aniysis of fegal “eaurements or reporting comprornises.
rage and responses of all critical system components.
| Reference or inclusion of incident response procedures from the
lpayment brands.
fan nciden responseplan exlts and s reay to be actvaed nthe
Jevent of 3 suspected ot confirmed securty incident. The
includes, but is not limi
 Roies espondpiiies and communication and contact srategies n
lthe event of a suspected or confirmed security incident, includin
Inotification of payment brands and acquirers, at a minimum. 1) internal
12101 A s incident response procedures with speciic containment and Functonl | iterscts Wi | ncident Stkeholder Reporing | RO10. akennierss) Afected iente & thrdperics anais) Reaulatory i comprenensive incident response plan that meets cad brand
s Businessrecovery and continuity procedures
u Data backup processes.
= Analyss of egal requirements or reporting compromises.
s Coverage and responses of all critical system compon
= Relerente o Inclision of ncent response procedures fiom the
lpayment brands.
|An incident response plan exists and is ready to be activated in the
nt of a suspected or confirmed security incident. The plan
includes, but is not limited to
u Roles, responsibilities, and communication and contact strategies in
e event of & suspected or confirmed securty inciden.inclusing pecranins et o praect e an et wress .m;s o
3 ionalparameter sitacksthrough monitoring or unauthorized vireless
12101 A s incident response proceduras with speciic containment and Functional | Inersects With | Wireless Link Protection |  NET-12.1 ~ ohnectons. ncluding Scanning fo unauthorized wireless f comprenensive incident response plan tht meets card brand
e o ol o e o etrer Jpons and taking appropriate acton fan unauthorzed Connection s
= Data backup processes
= Analysis of gl equirement for reporting comprormises.
= Coverage and responses of all critical system compon
= Relerente o Inclision of nciant response procedures fiom the
lpayment brands;

Secure Controls Framework (SCF)
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