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he Wahest ecurty nee
eSS XS T enare SSSeT GRS
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i nor-<onsole aminsrative access s encypted using strong hec: L0 factate e (Cleartext sdminisrative authorzation factors cannot b read or
227 wa [l nonco Functonsl | SubsetOf | Use ofCypograhicComtrols | Y01 provchons <ol g o BubIc ondordsond ued 10 Clartext sdminisrative author zatin fct
o console samimisirafive access = encryped using Srong Rutomated Authenicaon [Automated mechanisms oxst o €nable systems fo Suthenticare o3 Gleartext sqmimstraie autharzation actors canmot ba read or
227 NiA Functional | Intersects With | 11,191 Cryptographic Modules |  CRY-02 module. s lintercepted from any network
i non-console acministraive access i encrypted using strong Non-Console Adrministrative 06 [Cryptographic mechanisms exist to protect the confcentiaty and Cleartext adminisrative authorzaton factors canot b read or
227 NiA [cryptography. Functional Intersects With Access CRY-06 lintegrity of non-console administrative access. s lintercepted from any network transmissions.
[Cryptographic mecharisms exst to protect he integrity and
i non-console acministraive access i encrypted using strong mote Mainte . Jeartext adminstrative suthorization factors cannot be read or
227 wa [l non-consa Functional | inersects win | femote Mainerance | unr.o5.3  |conidentialty of remote, o local mainenance and dagnostc s Cleartext adminstative autnorization foctor
Wechanisms ex(s o protect the Confdentalty and IiEgriy
For wirless environments connected to the CDE or transmitn bl e fchnolgies o implmertng authentiaion and
ocount e, i s venior dfauts ar changed ot staon irong encrypri
oo confiri o be st g bt ot Imted
orare cont nctonat | 1 i [Wireess Access Authentication & ireess ntworks canno e ccesse using vendorceaut
231 wa ¢ el reess encryion s v Functional | Itersects With Ercrytion crvor s reess ntuorks cannot be acces
2 SNip detauts
2 A0y ather securiy-elted wireless vendor defauls
For wireiess environments connected to the CDE or transmits
ccount data il wirelecs vendor defalits are changed at nstafation
orare confn . ncling it ot s
Mechanisms exit to ensure default authenticators are changed a5 Wireless networs cannot be accessed using vendor default
231 wa e et rcess encypion Functional | Intersects With | Default Authenticators | AC-10.8 s
| o o e oar of account reation o aystem intaiaton paseworcs o aefaul configurations
= Ship der
o Ay Sther sty sate wireess vendor defaits.
For ireiess environments connecte to the CDE or transittin
bocount e, i rlss venior deats ar changed 3t staon Mechanisms exit o protect external and nternal wirless links from
or are confirmed o be secure, inciuding but mot Imited to Final prameter atacs ough montorng (orunauharize e
231 wa ot wrcess encryion ke Functonal | Intersects With | Wireless Link Protection | NET-12.1 |connections, mcluding Scanning for unautharized wireless access s |Wireless networs cannot be accessed using vendor default
|w Passwore ireless access points. [points and takmq appropriate action, if an unauthorized connection is is 9
= st (acovered.
= Aoy Gener securty eated wireess vendor defalts,
[Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
For wireiess environments connecte to the CDE or transmitin unauthorized access by:(1) Athentcating devices rying fo connect;
count e, i wreiss venior dfauts sr changed ot nstaton ha(z) Encryping ranemited date
or are confirmed 1o be securs, including but not imited to
231 wa o Detaut wireless encyption ke, Functional | Intersects With | Authenticaton & Encryption |  NET-15.1 s Wieless networks cannat be accessed using vendor default
|m Passwords on wireless access points. P o
2 SNip detauts
2 A0y other securiy-related wireless vendor defauls
echaniams exit o prorect the condentalty amd TieorTy of
For wireess envronmentscomecte o the COE o ransming [ireless networking technologis by implementing authentiation and
eccount data wireless encrypton keys are changed &
232 wa e Whencver persommel wi inowleage of e ke leavethecompany |  Functonal | ntersectswitn [Welss Access Auhentication 8| cqy.o7 s Knowledge of wireless encryption keys cannot allow unauthorized
[or the role for which the knowledge was necessary. [access to wireless networks.
1 Whenever a ey 1 sUspected of or known to bé compromised.
For wireiess environments connected tothe CDE or transmiting
eccount data wireless encryption keys are changed o follows
y o | Covptographic ke Loss or o0 [echanisms e toensure th aualaity o nformaton  the event Knowiege o wireessencryotion keys cannot allow unautnoriz
232 wa e e erzonnol i nowleade of te oy et compary | Functionl | Intersects i opnc ke CRrcon3  [iechanisms existto ensure the quallablty of i s novledge of wircless enc
= Whenever a ey 1 sUspected ofor known to be compromised.
For wireiess environments connected tothe CDE or transmiting Mechanisms exit to protect external and nternal wirless links fro
occount aata wireless encryption keys are changed o follows Finalprameter atacs ough montorng (orunauorized wiles
232 wa e ineneerpersonel i oviedse e eave the campany | functoal | nerects Wi | Wirless Lk rotecion | NET-42.1 - camedtore nchingsconig forUrnorze il o s Knowledge of wircless encryption keys cannot allow unautharized
or the role for which he knowledge was neces ot and taking approprate acton. i an unauthorized connection is
1 Whenever a ey 1 suspected of or known to bé compromised. (Facoverea.
echaniams exit o secure WLFI (23 JEEE 607 11) and prevert
lunauthorized access by:(1) Authenticating devices trying to connect;
For wiress enuronmentscomecte o th GO o ransmting
lana(2) ncryping tranémited date.
occount data, wireless encryption keys are changed o
232 wa - Whenaver persommelwi inowledge of e ke leave the ompany |  Functonal | ntrsects With | Authenticaton & Encryption |  NET-15.1 s Knowedge of wircless encryption keys cannot allow unauthorized
[or the role for which the knowledge was necessary. [access to wireless networks.
= Whenever a ey 1 sUspected of or known to bé compromised
i scurity polces and operationa procedures that are identified in
Requiremen 3 are: fxpectaions controts, and ovrsignt o meetngactiyties i
Mechanisms exit to estabiish, maintain and disseminate policies,
Bocumentes i |Publishing Securiy, Compliance | ¢ " Recurement 3 are defined and adner ected personnel. Al
31 n = Koot up to date Functional | Intersects With | "'Rience Gocumentatan | OOV-02 - [sandards and procedures necessary for secure, compliant and s Sipporingsces T repstale, constanty apied, and corfom
o inose anagements nten
= Known to i affected parties.
i security poices and operational procedures that ae identiied in ot (SCRP) incucing polies Sandards and procedurcs, ot
[equiremen 3 are: peradicRevien & Upiate of lanned intervals o f Sgniheant changes oceur to ensure thei Erpectations, conirols and oversiont for mesting aciites Wit
311 NA = Docu Functional | Intersects With y, Compliance & GOV-03  [continuing suitability, adequacy and effectiveness. 5 aul " - s
Kept Up t dste. securtty, Complance : iporting actvfcs are repeatable, cansistenty appied, and conform
[ Inuse. 9 [to management's int
= Known to i affected paties.
ot scunty potesandapertona prcedures that are entted i
Requirement xectaions controts, and oversgnt o meetngactities it
o1 [Mechanisms exist to faciltatethe implementation of oerationsl Recurement 3 are defined and adnered fo personnel Al
311 NA [w Kept up to date. Functional Subset Of Operations Security Ops-01 [security controls. 10 |supporting activities ave repeatable, (onsns\enlly apphed and conform|
e o management’ intent
= Known to i affected partis.
ot scunty potciesandaperatona procedures that are entea i
Requiremen 3 are: ech: o dentiy and document erating Expectatons, controls, and oversight for meeting activies within
11 wa R Functonal | ntersectswitn | SIUSIUZed Oerating | ps.01.3 rocadures (SOM or Smiar documentaton 6 enabe the proper s Redurement 5 are deined and adhered to by effected persomel. A1 |
= Kepty Jexceution of dayo-day | ssigned task. supporting actvies are
= Known to i affected parties.
i< ot retained afte authorizaton, even fencrypted. Allsensitive
331 wa au(her\nca(lun data received 2 rendered unrecoveraple Upon Functonal | Itersects With | Storing Authentication Data | DCH.06'5 [Mechanisms exis to rohit the storage o sensiive fransaction s i requirement i ot elgiie for the customized approach.
entication datarecenved i renderee Futnentication data after authorizaton
3312 wa [Toe ord verification code s not retained upon compietion of the Functional | Intersects With | Storing Authentication Data | DCH.08.5 [Hchanars eXst fo profiEt the storage ofsensiive fransaction s [is requirement s ot ligibe for the customized spproach.
e personal dentifcaton number (PIN)and the PN bio are not et ) o Asthenticats 06,5 |Mechanisms exis to prohibit the sorage o sensiive transaction s requrement s not el stomiz
3313 wa e personal dentfication number (1) and the PN Functional | Intersects With | Storing Authentication Data | DCH.08:5 [VShanisms existt prohitthe stoag s i requirement i ot elgiie for the customized approach.
A mesked unen depiayed (e B an st o gt or e
Imoximim number of digts to be displayed),such that only personel 03,2 |Mechanisms exis to apply cata masking o sensiivelreguiated AN cisplays ar restriced to the minimum number of digts
341 Nia |with a legitimate business need can see more than the BIN and last Functional Intersects With Masking Displayed Data DCHO3:2  firtormation that is displayed or printed. s Inecessary to meet a defined business need.
four i of the PAN
Imaximu. humbe of s 1o be isplayea), uch that oy personnel Restrict Access To Security echanisms exist to ensure security functions are restricted to AN cisplays ar resticed to the minimum number of digts
341 i With 5 egitimate business need can see more than the BN and ast | Functional | Intersects With Functons END-16. - jouthorzed inividuals and enforce least privlege control requirements s nececsary 1o meet a defined business need
ffour digits of the PAN. v
A s maske ahen dsplyed e B ana st four gt v e
nmber of digt fo be displayed), such that oly personnel 05,3 [Mechanisms exstto mask sensitvereguiated data through data PAN isplays ar restricted to the minimum number of igts
341 NiA |with a \egltlma(e busmess need can see more than the BIN and last Functional Intersects With Data Masking PRI05.3 [anonymization, pseudonymization, redaction or de-identification. s Inecessary to meet a defined business need.
four dig of the
strong cryptography and security potocos are mplemented a5
Follows o Safeguard PAN auring ranamission over open, pLBIC
etworks.
= Only rusted keys and ceticates e accepted.
o Corictes us o Saeguard i curng ranrission aver o,
Busicnetaris ar conrmed s vai an o e ' e ssion:
21 wa Fovoke i bl bosk procics un s cecns Gy rfarto | Functonal | ItrsectsWih | Tranamission Conceniay | Crvaa [COPeBphic mecharsms exit o protct e conidenaly of dte s (Cleatext PAN cannot b read or intercepted from any transmisions
aDDIKahmly rmles below for details. 0 pen. p
5Fhe proocl n use supports ony secure versions or contguratons
P ot suppor flbc Lo s o secr versons
lgorithms, key aies, o mplementa
e Toeencrpion sengin Sppropriate fo the encryption
[ethodlosy n b
strong cyptosraphy and securiy proocss are implemented as
Follows 5 Safeguard PAN auring ransmission over open, publc
etworks
e Oy st ey ang crtcates e accepte
eriicaes s afcguad PAN o Uansision overopen
bl netuors are conirmed a8 vl a1 [cryptographic mechanisms exis to implement strong cryptography .
221 wa Pevaked. T e i » ek procice uni 1 efctve e referto | Functional | Itersects wien | Safequardng bata Over open | ey (GO0 SIS TS Sersiieegused data dung s Clcartext AN connot be read o ntercepted fom any ransissions
ppicatilty notes below for detai. Fansmission over apen, public network -
T brotoclnuse cpperts oy secure versions o confurtions
P ot suppor fbac Lo s o secur version
lgorithms, key aies, ot mplementation
e o cncylon srenoth . appopnte o th encryeion
chanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
strong cryptography and security protocos are implemented as nouihoried ccess b 1) Authencsig deices ting o comect
YcHDws o ‘safeguard PAN during transmission over open, public land(2) Encrypting transmitted
e Oy usted keys and certncates e accopte
Corbficaes used o safeguar "o Bansrission over open,
[ubiic networks are confrmed as vaid and are not exp
421 N/A [revoked. This bullet is a best practice until its effective da(e re'erto Functional Intersects With |  Authentication & Encryption NET-15.1 5 (Cleartext PAN cannot be read orintercepted from any transmissions
appncammy notes below for details. lover open, public network
=T protocol i use supports oy secure versions or configurations
s no Support faioack o, o use of nsecurs versons,
lgorithms, key Sies, ot mplementations
2T encrypion surngth £ appropriae fo the encryption
[methodlosy n use
[Wireless networs transmitting PAN or connected to the CDE use
4212 wa Industry best practices o mplement strong cyptography fr Functional | Intersects With | Transmission Confidentiaity |  CRY-03 [CTYPiographic mechanisms exist to protect the confidentiality of data s Cleartext PAN cannot be read or intercepted from wireless network
[authentication and transmission. 9
[ireless networks transmitting PAN or connected to the CDE use |Wireless Access Authentication & [Mechanisms exist to protect the confidentiality and integrity of Cleartext PAN cannot be read or intercepted from wireless network
4212 NA findustry best practices to implement strong cryptography for Functional | Intersects With gess Authe CRY-07  |wireless networking technologies by implementing e enieation and B (Cleartext PAN Pt
Jputhentication and transmission. vP! [strong encryption.
Mechanisms exist o protect external and nternal wireless inks from
Wireless networks transmitting PAN or connected to the CDE use Kignal parameter atiacks through monttorng for unauthorized wirsless
0212 wn sy Dot s e ong chptoropny o Functonal | ntersects With | Wireless Lk rotecton | NET-12.1connectons, nludig Scanning for unauthorzed wreless access s [Cleartext PAN camnot b read orintercepted fom wireess network
uthentication and transmisso ot and taking approprate acton. f an unauthorized connection is
[covered.
pan is secured withstrong cryptography whenever it s sent via end- e Wessaging 22 [Mechanisms exstto pronibi the transmission of unprotected Cleartext PAN canot be read o ntercepted from transmisions using
422 A |user messaging technologies. Functional Intersects With Technologies. NET-12.2 [sensitive/regulated data by end-user messaging technologies. s lend-user messaging technologies.
i security poices and operational procedures that ae identiied in
quirement 5 are: s oxi 1o, maintain and cisseminate polc Expectatons, controls, and oversight for meeting activiis within
s1n wa e Socumented Cunctonal | inersects win | PUblsing Securty, Compiance | oy, [Hechanisme exist o establ, maintan and disserinate polce. s Recurement 5 are defined and adhered to by ffected personnel Al
[w Kept up to date. & Resilience Documentation Iresilient capabilities. i " |supporting activities are repeatable, consistently applied, and conform|
In use. P |to management's intent.
2 Known o al afected partes
T o o i e SecuTy, Complance & Reslence
ot scunty potciesandaperatona procedures that are ented i :
Reurement 5 are: Pegoe povew St o P;wam {SCRP),including polices,standards and procedures, Expectatons, controls, and oversight for meeting activies within
= Document (edv o [planned intervals or if significant changes occur to ensure i [Requirement 5 are defined and adhered to by affected personnel. All
s11 wa o Documented. Functional | Itersects With iy, Compliance & | GOV-03  [Comtnuing sutabity, adeauscy and efectveness. s Redurement s are deined and adhered to by affected persomnel A1 |
In use. Resnheme Pragram lto management’s intent.
2 Known o al afected partes
i securiy poicies and operational procedures that are identified in
edirement 5 are Expectatons, conrols, and oversight for meeting activies within
Documented. y ation o1 echansms exst o fcitate the mplementaton of apertonl Recuirement 5 are defined and adnered to by affected personnel. Al
511 A = cht up to date. Functional Subset Of Operations Security ©Ops-01 [security control 10 [supporting activities are repeatable, consistently applied, and conform|
) o managements inten.
2 Known to ai afected partis.

Secure Controls Framework (SCF)

20f18



Set Theory Relationship Mapping (STRM)

PCI DSS v4

version 2026.1_x000a_03/27/2026

—— p— Securs Controls Framework (SCF)
cccription
Reguirer Expectations, control, and versight fo meeting activies within
s A o Documenteg Functonal | nersects witn | SIUSIUZEd Ot | ps.01.1 rocadures (SO, or Simiar documentaton 6 enabe e proper s Reauirement s are defined and adhered to by afected personne. Al
= Kept up o date Procedures (SOP) e T smilar documentation. prop supporting activities are repeatable, consistently applied, and conform|
Y Y 9 [to management’s intent.
= Know toal attecte partes.
\n anti-malware solution(s) is deployed on all system components,
. " orcept o those system companents gentnea n perod evatiatons| oo s Code protection (Ant | gy g [Mechanisms exitt utiize antimalware technologies o detect g s Jutomatea mecharisrs are mptemented o prevent systems from
Requirement 3.2.3 hat concludes he system components are nok Mahware) eracicate maicious code. becoming an atack vector for maiware
B sk rom mawa
[T deployea antr manvare soatonr » y ;
522 N/A |w Detects all known types of malware. Functional Intersects with | Malicious Code Protection (Anti END-04  [Mechanisms exist to utilize antimalware technologies to detect and 5 [Malware cannot execute or infect other system components.
Watware eraccate maicious code.
= Removes: biocks, o contns all own types of malware,
ooyt components et i o matare e
levatiatea perioicaty o ncude th folow
e Gocumanes 1 f i e companene ot i or echarisms xis o perform peridic valuations evalving ralware ITe ety maintains awareness of evolving malware threas toensure
523 NiA ot . Functional | Intersects With | Evolving Malware Threats END-04.6  [threats to assess systems that are generally not considered to be 5 that any systems not protected from malware are not at risk of
o oot g evaatonevtang e tvests o e [rveats o assess systems nat are geners tratany
o Conrmaon whether such system components cortinue to not
Feauire an maimare protecion
[re evency of peiedc cvoltons o sytem componerts . o perorm peroa evatatams v
[identified as not at risk for malware is defined in the entity’s targeted | ¢ oo e | B iving Malware Threat: END-04.6 [threnre to aseccs sytoms thop are aenorally mot conadercd tabe - 5 [Systems not known to be at risk from malware are re-evaluated at a
5231 NA lrisk analysis, which is performed according to all elements specified in| " UNctiona intersects Wi volving Malware Threats ¢ reats to assess systems that are generally not considered to be [frequency that addresses the entity’s risk.
Commonty afected by malcous sofware.
Reaurement 1251
Waliious Coge Pratecton (A Wechanisms o5t o Ulize antmatvars technaloges o detect and s aiware mecharirs can Getect and adress e atest maware
531 A [ ante matware solaton() s kept curent vi sutomatic upaates. | Functonal | Intersects witn ode rot D04 [yechanams exstio Ut s [
Automatic Antimalware whomated mocharfms et o gt smaare e, [Antimaiware mechaniss can Getect and adaress e Tatest maiware
531 NA [The anti-malware solution(s) is kept current via automatic updates. Functional | Intersects With Shonature Updates END-04.1 e et cetmite B e
fme ant maware souion)
o Petorms perodic scans and active o reaime scans. Maliious Code Protection (Ani Mecharisms exit to utlze antimaware technologies to detect and
532 wa Functonal | Intersects with ode Prts enDoq [Mechanims existto utl s Malware cannot complete execution.
= bertorms continuaus benavioral analyssofsysems or processes
anti-malware solution(s): [Mechanisms exist to ensure that anti-malware technologies
= Fettoms perioaic scans and activ or reabtime scans \ 07 Continiously runhing n realme and canot b a3abled o anered by
532 A Focion | s | swsonroion || eo0u7 L B L e T e ey s Matware cannot complete execution
= Performs continuaus behaviaral analyssofsysterns or processes Totn by case e for & rmes me pen
[ perodic matware scans are performe to meet Requirement 5.3
0 reaoncy o scans 5 deRed i the enty's targetea ik analyss, Malicious Code Protection (Ant-| g, |Mechanisms exit to utlize antimahwar technologie to detect and Scans by the malware soluion are performed at afrequency that
5321 A |which is performed according to all elements specified in Requirement| Functional Intersects With Malware) END-04 o2 gicate malicious code. s |addresses the entity’s risk.
i
I eriocic matware scans ae performedt o meet Requirement 5.3.2, echanims it o ensur tht antmolware tecloies aro
1 raquency ofstans & Jehtes i te anty's rgeten s snass, o0y [orousy sying . restine and camnek bs ablod o anersd by Scans by the mahwars slution are performed ata frquency that
5321 Nia [which is performed according to all elements specified in Requirement| Functional Intersects With Always On Protection END-04.7 o, privileged usevs mess Snecmcaﬂy aulhonzed by management on| s |addresses the entity’s risk.
B e oy Case ass fo  imed crn perio.
For removaesectronic medi th s matwre solutionc)
S Sutomati scans of ihen the edi s mseried, connected,
ortagicaly mounte | Matcious cade protection (nt- | yi,04  Mechanisms exist o tize antmatware technolgies to detect ana Malware cannot be ntroduced to system companents via externl
533 A [OrR Functional Intersects With Malware) END-04 oradicate malicious code. s removable media.
= Pertoms continuous behavioral analyssofsyserns or processes
[inen ths mecta s msenec. connected. o ogially mouries
Fo removabie lectronic media th ant- matware solution(s)
[ rtorme automatic scans of when he medis  nseted, connected, echaisms st 0 et s techroges re
o ogicaly mounted, Contingously unning in ealtime isabied o aered by Maware cannotbe ntroduced to system components via exteral
533 NA or Functional | Intersects With Always On Protection END-047 |0 pnwleged Users, uniess spe:nﬁ:a”y PPt by management on| s removable media.
= bertorms continuous benaviorl analyssofsysternsor processes ot by-cose s for 3 Imied tme pen
[inen the media 1+ mseree conected. o logcally mouried
o " U o o Tre e U 7 arabed GOS8 1| puncona | rsacts v | PV Code Potchon AT |~ 1 Rechrizs o0 o ulz simavare techrloes o detct and S ol ecordeof it rlvarescions re mmedly avalale
[accordance with Requirement 1( unction: ntersects Wit Malware) eradicate malicious cods |and retained for at least 1.
Rt g o h s aare s 7 eraed e e Contratzed Management o - y ol et of i eswars S50 7 Temedely VAT
s34 A Pudt fog o the ant-malvare sou Functonal | nersects witn | Gonbraleed Wanagement o | 5504 3 |achanisms exist o centrally-manage antmabvare technaogies s Aistoricl recorss of artoahuare
ot raware mechanisms cannot b cisabled or atered by users, ) § . .
sas " B e s | runchono | st i | Ml oo protection | g Mechaniams st 0 iz s oot etecs nd s e mecanims oot b e b s
ose by-case bags o a Imited e p
echanisms exist o enure that ant malware technclogies are
it raware mechanisms cannot b disabled o atred by users,
i 07 Continiousl runing n realm and canor b dsabled o anered by ot matware mechanisms ot be modined by unauthorized
sas A e ol e el Mot ina |t | maseds i | Ay on i | 510017 [ e e e o e Sty s e maie
Y- P ase-by-case basis for a limited time peri
Wecharisms exis o ulize ki phshing and sparm proection
sa1 A Processes and automated mecharisms are in place todetect and | Funcional | ntersects With | Phishing & Spam Protection | END-08 fechnologiesto detect and take action on unsancnel messages s Mechanisms o n laceto protec agains and itigat risk posed by
P P g s o [transported by electronic mail. o o
espoke and custom software are develaped securely, a5 fallows
e o aniers ar bk racices o ecte
Seveiopm Thveat Analyis & Flaw echanisms exist o requie system develogers and ntegrtors to sespoke and custom software i developed n accordance with PCI
621 A S acordance with PCI DSS (for exampe, secure authenticationand | Functional | Intrsects With fation During 140:04  |create and execute a Securty Testng and Evatuaton (STAE) pian, or s D5 anc Secure develapment processes rougnouk (e softare
logons) Deveiopment S pocess, o dentiy and remediats aws auring development irecycle
e hcorporating conideraion of nformtian securty sues during
o S of i safoware development Hecyci
iechansms oxet o aclEte T mplamentation o ndustry-
oespoke and custom software are develaped securely,as follows reCareed sy, comalancesndeslnce pacices
e Goced ominousiy sandards anclor bes pracies o secar snd modincation
Severopm o Fechnoloss Assas. Appcations andor Senvices (TAAS) espoke and custom software i developed in accordance with PCI
621 A = accoraance with PCI DSS (or exampe,secure authenticationand | Functional | SubsetOf | Secure Engineering Principles | SeA-1 10 D2 ana secure developmént processes throughout te software
Iog itecyele
= eEomprating consideraia ofinformatian securty Fsues during
Sach 31200 of th saware development fechci
espoke and custom sofeware are developed securely, a5 fallows
e oy anderds ar bk racices o e
Sevelopmen rechmolony beveopment & Mecharisms exit tofaciltae the mplementation of talored espoke and custom software i developed n accordance with PCI
621 NA o attordance with PCI DSS (for example, secure authentication and | Functional Subset Of prlpthay TDA01  (development and acquisition strategies, contract tools an 10 S and secure development processes throughout the software
Ioaumna rocurement methos t mect uniue Business needs, ecrcle
= hcorporating conideratio of nformation securty sues during
Fach St of tn safware development fecyci
espoke and custom software are develaped securely,as follows
e oy andarcs air bk racices f secte pecansms st requre st evelopers o ere ot e
Seveiopmen bevelopment Hethods oo espoke and custom software i developed n accordance with PCI
621 A [ sccordance with PCI DSS (for exampl, secure authentication and | Functonal | Intersects with | Developmentiethods, | 150053 Baciie To secure Rgineering methods, qualty s Secure development processes throughout the software
Iogg ing). a (or\(ro\ Dmcesses ar\d validation techniques to minimize ﬂawed and/or llifecycle.
e hcorporsting conideration of nformtian securty sues during matormes st
Coch st ofth safware development Hochcl
Fecharoms oxe o e e Govelopers o Techlogy Pt
lapplications and/or Services (TAAS) to produce a design specification
506 secury archecturs rat (1) s consistent wih an supporive o
anization's securty architecture which & estabished wiii and
e oy ander b pracies o secte 2 eQratedpart of the orgamizaton's entrprse arehRecrer2)
levelopmen [accurately and completely descrives thereguired securty  ence espoke and custom software s developed in accordance with PCI
621 A ST wi 0195 or e, s stnentcaion v | Fnctorl | ersects v Develoger s Desn| | Towos [\nSarely s s e o sy complance el s oSS e ceviopment procesed et e e
= heorpoating consideration ofnformation securty sues during v ndvidualsecury unctons, mechanisms and serices work
Each st of tn Saware development fecyci fogether toprovid e
Wecharism ex o Gevelop appcatins based on Secure Sofware
espoke and custom softwars are develaped securely,as fallows Development Mractces (S507)
= 525 on ncstry standaras anclr best pracices o secure
are bevelopmen bespoke and custom software i developed n accordance with PCI
621 wa [ sccordanic with PCI 0SS (fr example, secure authentication and | Functonal | Intersects Wit | S°CUre Software Development | - 1o g s Secure development processes hroughout the software
[ogging). llifecycle.
e hcorporsting conideraion of nformtian securty sues during
Sach st of th safware development Hecsdle
espoke and custom software are develaped securely,as follows
Reveropment, o standarts andior bestpracicesforsecure Mecharisms exit to require system developers and itesrators to espoke and custom software i developed n accordance with PCI
Developer Threat Anlyss & 15 [iovelop and implemant an ongeing Secury Testng and Evatcation
621 A i Sk i PSS or e secure athentcaton nd | Functanal | st win | O e Toa1s  flevel Jement an ongoing Securiy esting and Evaluation, s 05T e Getiopment procesed rougu e e
|m Incorporating consideration of information security issues during [vulnerabilities prior to release to production.
Each st0e of th saware development fechci
software development personnel warking on bespoke and custom
'0n soteware secury reievan o he ob funcion and deveopmen Softuare development personnelremain knowledgeable about secure
622 A I ‘Compete for t to ensure that all security-related positions are |devel meer\l pramces software security; and attacks against tf
fansages Functonal | Intersects with HRS 032 s
JSNGUS0ES. tware desgn and secure coding tecique Securiy Raated Posiions e by ualined ndhiguals who have he necessary skt 5o fampuoges ', o appicaions ey develop.Persomnel are
[w Including, if security testing (oo\s are used, how to use the mols for. jable to EC(ESS 555'5(3"(5 and guidance when required.
|detecting vulnerabilities in softws
softuare evelopment personnel woring an bespoke and custom
Sotware are ramed at feast once every 12 months a folows ersommet e
- On sotware secuny riovant o che o uncion and develapment Threat Anaysis & Flaw Mechanisms et torequi system develogers and ntegrtors to
622 A fanguages Functonal | Inersects witn | Remeaiation Durng 1A0-04reate and execite  Sacurity Testing and Evaiuaton (STEE) pian, or s ;;enve;gvg;:;;m'eeg‘;;@ e e S s
Ju Including secure software design and secure coding techniques. evelopment ISimilar process, to identify and remediate flaws during developmen. languages, framevworks, o applications they develop f
[w Including, if security testing tools are used, how to use the tools for 9 a
Setectng vlnerabices m Sorvuare.
otvar devlopmert persomet wrking onbespote and cusom
[2oftware are trained at least once every. 12 months as fol IMechanisms exist to provide role-based security, compliance and Software development personnel remain knowledgeabe about secure
[m On software security relevant to their job function and ““C"”‘"‘“”' Role-Based Security, Compliance| resilience-related training:(1) Before authorizing access to the system |development practice: urity; and attacks against
822 N [21US0ES. e crtware desgn and secue codng tecmaues, | 0T | et W [ g T3 earming aSigned Gules,(2) When redured by system changes § [amauages. Tamenarks, or apacatons ey develop:Persomnel are
o Including secure sotware design and secure coding echniques. (3 Annualy hereafir 5 0 access ssstance snd auidance when requred
Sekectng snerabiites m sefvuare
ottoredevslapmert persomnlworing o bespoke an cstom
i s oo P o e Continuing Frafessions Mecharisms exit o ensure applicaton development and operations softuare devetopment personnel remain knowiedgesble abou secure
622 N fonsa Functional | Inersects with | Education CPE) - Devops | SAT-03.8 T e B e e s ampioges: Tamemars, or spovcasons Sy deveop. Persomel are
o lading secure sotware design and secure cading techniaues
= incluing securesotwere desgn and secus codng tectriques. Sooropriately sdaress svaning hreats, i to accass assistance and guidance when requred
(Getecting vulnerabites n sofiware
echanisms oxeE o Ui2e 3 Sofcvare Aseurance Matury Hode
[(SAMM) to govern a secure development lifecycle for the development.
[Software development personnel working on bespoke and custom [of Technology Assets, Applications and/or Services (TAAS).
Sotware are ramed at feast once every 12 months a folows ersonnel remain
. " Jm On sftware secury relevant to thir o function and development || onyare Assurance Maturty | 1oa 063 s Covelopment Dacices emopare Sccury:an aHacks steit the
e Includin secure software design and secure codin techniques Model (SAMM) longuages, framenrks,or apolcatons they develop. Persomnel are
lm Including, if security testing tools are used, how to use the tools for 9 a
Setectng Ynerabites n sotvre.

Secure Controls Framework (SCF)
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Document Element (FDE) Descriptios

Sottware development personnel working on bespake and custom
[Eoftware are trained at least once every 12

o On softvare secury relevant to theirjob Foncion ane doveiopment
fanguage

I8 Incluging secure software design and secure coding techniques,

[m Including, if security testing tools are used, how to use the tools for
|detecting vulnerabilites in software.

Functional

Intersects With

PCI DSS v4

SCF Control

Developer Screening

oA13

Secure Controls Framework (SCF)
escription

[Mechanisms exist to ensure that the developers of Technology Assets,
|Applications and/or Services (TAAS) have the requisite skillset and
lappropriate access authorizations.

version 2026.1_x000a_03/27/2026

sonnel remain
ooveioprent prectcos soﬂware security and attacks aqams( the!
languages, frameworks, or applications they develop. Personnel are
able to access assistance and guidance when required

NA

Software development personnel warking on bespoke and custom
software ae trained at east once every 12 months as o

ware secorty retevant o i b fusetion and development
fangua,

[m Including secure software design and secure coding techniques.

lm Including, if security testing tools are used, how to use the tools for
[Getecting vulnerabiites in Software.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

ToA1S

IMechanisms exist to require system developers and integrators to
|develop and implement an ongoing Security Testing and Evaluation
((ST&E) plan, or similar process, to objectively identify and remediate

prior to release to production.

rsonnel remain

[development practices: software security; and atacks agamst the
languages, frameworks, or applications they develop. Personnel are
jable to access assistance and guidance when required.

6231

NA

Iif manual code reviews are performed for bespoke and custom
Jsoftware prior to release to production, code changes are:

ln Reviewed by individuals other than the originating code author, and
are knowledgeable about code-review techniques and secure.
[coding practices.

|m Reviewed and approved by management prior to release.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
evelopmer

10-04

IMechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (STSE) plan, or
Jsimilar process, to identify and remediate flaws during development.

[The manual code review process cannot be bypassed and is effective
lat discovering security vulnerabilities.

6231

Iif manual code reviews are performed for bespoke and custom
joftware prior o release to production, code changes are

In Reviewed by individuals other than the originating code author, and
[who are knowledgeable about code-review techniques and secure
[coding practices.

|a Reviewed and approved by management prior to release.

Functional

Intersects With

Security, Compliance &
Resilience Testing Throughout
Development

TDA09

chanisms exist to require system developers/integrators consult
[with security, compliance andjor resilience personnel to:(1) Create and|
implement a Security Testing and Evaluation lan, or similar
[capability;(2) Implement a verifiable flaw remediation process to
weaknesses and deficiencies identified during the control
Jtesting and evaluation process; and(3) Document the results

[The manual code review process cannot be bypassed and is effective
lat discovering security vulnerabiliies.

6231

Iif manual code reviews are performed for bespoke and custom
Jsoftware prior to release to production, code changes are:

In Reviewed by individuals other than the originating code author, and
[who are knowledgeable about code-review techniques and secure
[coding practices.

[m Reviewed and approved by management prior to release.

Functional

Intersects With

Developer Threst Analysis &
Remedial

ToA1S

Mechanisms exis to require system developers and integrators to
[develop and implement an ongoing Security Testing and Evaluation
(STSE) plan, or similar process, to objectively identify and remediate
|vuinerabiliies prior to release to production.

[The manual code review process cannot be bypassed and is effective
lat discovering security vulnerabilities.

[Somware engineering techiques or other methods are defined and In

|use by software development personnel to prevent or miti

omoson software tcacie ancveated yuincraniies i bespoce and

lcustom software, including but not limited to the following

[m Injection attacks, including SQL, LDAP, XPath, o other command,
rameter, object, faul, or injection-type flaws.

lm Attacks on data and data structures, including stiempts to

[manipulate buffers, pointers, nput data, or shared

o Artocke on crypiodraphy usage. incuding attempte to explolt weal

Imsecure: o amrabrite chytoataghie Moplementations sl s,

lcipher suites, or modes of operation.

‘Attacks on business logic, including attempts to abuse or bypass

lapplication features and functionalities through the manipulation of

5
H
H
z

[cross-site scripting (XSS) and cross-site request forgery (CSRF).
lm Attacks on access control mechanisms, including attempts to
loypass o abuse dentification,authentication, o authorization
[mechanisms, or attempts to exploit weaknesses in t
mplementation of such mechanisms.

[ Attacks via any “high-rsk” vulnerabilities identified n the
[vulnerability identification process, as defined in Requirement 6.3.1.

Functional

Intersects With

ecurity, Compliance &
Resilience Testing Throughout
Development

ToA09

[Mechanisms exist to require system developers/integrators consult
[with security, compliance andjor resilience personnel to:(1) Create and|
implement a Security Testing and Evaluation (ST&E) plan, or similar
|capability;(2) Implement a verifiable flaw remediation p

|correct weaknesses and deficiencies identified during the control
ltesting and evaluation process; and(3) Document the results

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

624

[software engineering techniques or other methods are defined and in
|use by software development personnel to prevent or mitigate
lcommon software attacks and related vulnerabilities in bespoke and
Justom software, ncluing but ot imited to he following:
lm Injection attacks, including S . XPath, or other command,
Parameter objecs fult.or mectiony
|m Attacks on data and data structures, including attempts to
[manipulate buffers, pointers, input data, or shared data.

Attacks on cryptography usage, including attempts to exploit weak,
finsecure, or inappropriate cryptographic implementations, algorithms,

attempts to abuse or bypass
sppticaton eatures and functionalities through the manipulation of
[APIs, communication protocols and channels, client- side functionality,
lor other systemvapplication functions and resources. This Incluges
[eross-site scripting (XSS) and cross-site request forgery (CSRF).
lm Attacks on access control mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization
[mechanisms, or attempts to exploit weaknesses in the.
fmplementation of such mechanisms.

ks via any “high-risk” vulnerabilities identified in the
[vulnerability identification process, as defined in Requirement 6.3.1.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

140-04

[Mechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (STSE) plan, or
lsimilar process, to identify and remediate flaws during development.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

[ engineering techniques or other methac are defined and In
e development personnel to prevent or mitigate

Camoson software atiacie ancveated yuincranies i becpoce and

[custom software, including but not limited to the following:

o njecton attacks, incluing SQL, LDAP. XPath, or ather command,

meter, object, fault, or injection-type

& Attacks on data and data Structures, mcluding attempts to

[manipulate buffers, pointers, nput data, or shared data

lm Attacks on cryp usage, including attempts to exploit weak,
[ncccure, or Inappropriate cryptographic implamentations, algorithms,
lcipher suites, or modes of operation.

‘Attacks on business logic, including attempts to abuse or bypass
lapplication features and functionalities through the manipulation of
[APIs, communication protocols and channels, client- side functionality,
Jor other system/application functions and resources. This includes
[cross-site scripting (XSS) and cross-site request forgery (CSRF).

lm Attacks on access control mechanisms, includin
loypass or abuse identification, authentication, or authorization
[mechanisms, or attempts to exploit weaknesses in the.
fmplementation of such mechanisms

ks via any “high-risk” vulnerabilities identified in the
Fulnerabiity identication process, a5 deined n Reauirement 6.3.1.

Functional

Intersects With

Secure Software Development
Practices (SSDP)

TDA06

Mechanisms exist to develop appiications based on Secure Software
[Development Practices (SSOP).

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

[Software engineering techniques or other methods are defined and n

luse by software development personnel to prevent or mitigate

[tommon software attacke and refated vulnerabiities in bespoke and

lcustom software, including but not limited to the following:

o njecton attacks, incluing SQL_ LDAP. Xpath, or ather command,
eter, object, fault, or injection-type flaws.

& Attacks on data and data structures, mcluding atiemptsto

[manipulate buffers, pointers, nput data, or shared

o Artoche on crypiodraphy usage. incuding attempte to exploit weal

Imaecure, o Iamrabrte chytoataphic Woplementations oo,

lcipher suites, or modes of operation.

‘Attacks on business logic, including attempts to abuse or bypass
lapplication features and functionalities through the manipulation
[APIs, communication protocols and channels, client- side functionality,
Jor other system/application functions and resources. This includes
[cross-site scripting (XSS) and cross-site request forgery (CSRF).

lm Attacks on access control mechanisms, including attempts to
ypass orabuse denticaton authentcaton o authrizeion
mechanisms,or attempts to explol weaknesses in &
[rplomentotion of such m

[ Attacks via any “high-rsk” vulnerabilities identified in the
[vulnerabilty identification process, as defined in Requirement 6.3.1.

Functional

Intersects With

Static Code Analysis

TDA-09.2

[Mechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ static code analysis.
ltools to identify and remediate common flaws and document the
results of the analysis.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

[software engineering techniques or other methods are defined and in
|use by software development personnel to prevent or mitigate
lcommon software attacks and related vulnerabilities in bespoke and
Justom software, ncluing but ot imited 1o he following:
lm Injection attacks, including S . XPath, or other command,
Parameter objecs falt. or mection
lm Attacks on data an structures, including attempts to
[manipulate buffers, pointers, input data, or shared data.

‘Attacks on cryptography usage, including attempts to exploit weak,
finsecure, or inappropriate cryptographic implementations, algorithms,

attempts to abuse or bypass
lapplication features and lunmonahnes through the manipulation o
[APIs, communication protocols ai nels, client- side functionality,
lor other systemvapplication functions and resources. This Incluges
[eross-site scripting cross-site request forgery (
lm Attacks on access control mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization
mechanism, orattempts to expoit weaknesses i the
fmplementation of such mechan

ke via any “high-isk” vulnerabilties dentified n the
ulnerabiity identication process, a5 deined n Reauirement 6.3.1.

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

[Mechanisms exist to require the developers of Technology Assets,
IAopications andjor Services (TAAS) to employ dynamic code analysis
ltools to identify and remediate common flaws and document the

results of the analysis.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

Secure Controls Framework (SCF)
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FDE Name

Document Element (FDE) Descriptios

[software engineering techniques or other methods are defined and in
luse by software development personnel to prevent or mitigate
lcommon software attacks and related vulnerabilities in bespoke and
lcustom software, including but not limited to the following:

[m Injection attacks, including SQL, LDAP, XPath, or other command,
lparameter, o , or injection-type flaws.

lm Attacks on data and data structures, including atiempts to
[manipulate buffers, pointers, nput data, or shared

o Artocke an erypiodraphy usage. incuding attempte to exploit weal
Insecure, o arabrite chytoataghic Woplementations sl s,
lcipher suites, or modes of operation.

‘Attacks on business logic, including attempts to abuse or bypass
lapplication features and functionalities through the manipulation
[APIs, communication protocols and channels, client- side functionality,

erosssite scipting (XS5) and crosssie request forgery (CSRY)
lm Attacks on access control mechanisms, including attempts to
loypass or abuse memmcamn authengcation, or aumnrlzatmr\
mechanisms,or attempts to explol weaknesses in &
[rplomentation of such m

[ Attacke via any “high-rsk” vulnerabilities identified in the
[vulnerabilty identification process, as defined in Requirement 6.3.1.

Functional

Intersects With

PCI DSS v4

SCF Control

Malformed Input Testing

TDA-09.4

Secure Controls Framework (SCF)
escription

[Mechanisms exist to utilize testing methods to ensure Technology
|Assets, Applications and/or Services (TAAS) continue to operate as
intended when subject to invalid or unexpected inputs on its
interfaces.

version 2026.1_x000a_03/27/2026

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

[software engineering techniques or other methods are defined and in
luse by software development personnel to prevent or mitigate
lcommon software attacks and related vulnerabilities in bespoke and
Justom software, ncluding but ot imited 1o he fllowing:
[m Injection attacks, including SQL, LDAP, XPath, or other command,
Parameter objecs . or mection
|m Attacks on data and data structures, including attempts to
Imanipulate buffers, pointers, input data, or shared data.

Attacks on cryptography usage, including attempts to exploit weak,
finsecure, or inappropriate cryptographic implementations, algorithms,

attempts to abuse or bypass
spplicaton eatures and Tunctionalities througn the manipulation of

s, communication protocols and channels, client- side functionality,
lor other systemvapplication functions and resources. This Incluges
[cross-site scripting (XSS) and cross-site request forgery (CSRF).
lm Attacks on access control mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization
mechanism, orattempts to expolt weaknesses i the
fmplementation of such mechan

ke via any “high-nsk” vulnérabilties dentified n the

ulnerabiity identication process, a5 deined n Reauirement 6.3.1.

Functional

Intersects With

Application Penetration Testing

TDA-09.5

[Mechanisms exist to perform appiication-Tevel penetration testing of
|custom-made Technology Assets, Applications and/or Services (TAAS).

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

[Software engineering techniques or other methods are defined and n
e development personnel to prevent or mitigate
Comoson software atiacie ancveated yuincraniies i bespoce and
lcustom software, including but not limited to the following:
o njecton attacks,incluing SQL_ LDAP. Xpath, or ather command,
meter, object, fault, or injection-type

& Attacks on data and data structures, mcluding attempts to
[manipulate buffers, pointers, nput data, or shared data

lm Attacks on cryp usage, including attempts to exploit weak,
[neecure, or Inappropriate cryptographic implementations, algorithms,
lcipher suites, or modes of operation.
‘Attacks on business logic, including attempts to abuse or bypass
lapplication features and functionalities through the manipulation of
[APIs, communication Is and channels, client- side functionality,
Jor other system/application functions and resources. This inc
s e scrpting (X65) and cros e eauest frgery (Cor)
lm Attacks on access control anisms, includi
[ypass or apuse identiication, authentication, or guthorzation
[mechanisms, or attempts to exploit weaknesses in the.
fmplementation of such mechanisms

ks via any “high-risk” vulnerabilities identified in the

ulnerabiity identication process, a5 defined n Reauirement 6.3.1

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

ToAS

Mechanisms exist to require system developers and integrators to
[develop and implement an ongoing Security Testing and Evaluation
(STSE) plan, or similar process, to objectively identify and remediate
[vuinerabiliies prior to release to production.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

NA

securtty vlneraites are dented and managed o folovs:
ntifie

tes or serurty vanerabiity Information, IO St o

fntenational and national computer emergency response teams

[(CERTS)

= Vulnerabites are assigned sk ranking based on ndustry best

practices and consideration o potentil

lm Risk rankings i . o veinerablites considered

e e Mok o ariial o he amirorment.

o Vulnerablhnes for bespoke and custar, and tird-party software (or

mple operating systems and databases) are coveret

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Developmer

1A0-04

IMechanisms exist to require system developers and integrators to
|create and execute a Security Testing and Evaluation (STSE) plan, or
Jsimilar process, to identify and remediate flaws during development.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

NA

Securty vunerabiltes are dentied and manage as folows:
fentified u

Cources forsecarty vanératiy intormation. ncuding slr ham

[international and national computer emergency response teams

|(CERTS).

|u Vulnerabilities are assigned a risk ranking based on industry best

lpractices and consideration of potential impact.

lm Risk rankings identify mum, all vulnerabilities considered

lto be a high-risk or critical to the environment.

o Vuinerabiitiesfor bespoke and custom, and third-party software (for|
mple operating systems and databases) are coveret

Functional

Intersects With

Contacts With Groups &
‘Associations

Gov-07

IMechanisms exist to establish contact with selected groups and
fssociatons withn the securty, compliance and resiience
lcommnitiesto:1) Faciitate ongoing cybersecuriy a
education and training for organizational persnnnel (@)
Maintain carrency with recommandad cybersecurlty and dat
protection practices, technidues and tecnnologies: and(3) Share
information

and/or data
including threats, vulnerabilties and incidents.

ew system and software vulnerabilties that may impact the securty
o accaunt data o the COE are monitored, ataloged, and s
lassessed.

NA

[security vulnerabilities are identified and managed as follows:
lm New security are i in
Jsources for security vulnerability information, including alerts from
finternational and national computer emergency response teams

Ts)
|m Vulnerabilities are assigned a risk ranking based on industry best
loractices and consideration of potential impact.
Risk rankings ider mum, all vulnerabilities considered
o be a high-risk nrmu:a\ to the environment
|m Vuinerabilties for and custom, and third-party software (for|
[Exempte operating systims ond databases) are covered

Functional

Intersects With

Threat Intelligence Feeds

THR-03

IMechanisms exist to maintain situational awareness of vulnerabilities
land evolving threats by leveraging the knowledge of attacker tactics,
ltechniques and procedures to facilitate the implementation of
lpreventative and compensating controls.

INew system and software vulnerabilites that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

securtty vunerabitesare dentfed g managed ss folows:
lm New secu are identified u

Sources for Senurty velneranilty information. nclucing aters ham
finternational and national computer emergency response teams
|(CERT).

o Vulnerabilties are assigned a sk ranking based on ndustry best
lpractices and consideration of potential impact

e ik rankinge ey, ot s minimum. i vmnerann es considered
lto be a high-risk or critical to the envi

(= Vuinerapitcs or bespoke and custorm. and thir-party software for|
lexample operating systems and databases) are covered.

Functional

Intersects With

Vulnerability Disclosure Program
(voP)

THR-06

Mechanisms exist to estabiish a Vunerability Disclosure Program
((VOP) to assist with the secure development and maintenance of
[Technology Assets, Applications and/or Services (TAAS) that receives.
lunsolicited input from the public about vulnerabilities in organizational
[TAAS.

INew system and software vulnerabilites that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

Gecurty sineralties are lenifed ard maraged 2= foloms
[m New. e identified usi

e for Seburty vainarobity Information, mcludig st o
finternational and national computer emergency response teams
[(CERT).
= Vulnerasiltes are assigned arisk ranking based on industry best
lpractices and consideration of potential imj
[m Risk rankings identify, at a minimum, all wmemnmues considered
fto be a high-risk or critical to the environmer
[ uinerapitcs or bespoke and custorm. and hir- party software (or
[example operating systems and databases) are coveret

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

ToA1S

IMechanisms exist to require system developers and integrators to
[develop and im ongoing Security Testing and Evaluation
(STSE) plan, or similar process, to objectively identify and remediate
|vuinerabiliies prior to release to production.

New system and software vulnerabilties that may impact the security
Jof account data or the CDE are monitored, cataloged, and rish
lassessed.

Isecurity vulnerabilties are identified and managed as follows:
fm New securit are identified usin
lsources for security vulnerability information, including alerts from
linternational and national computer emergency response teams
l(CERTs).
| Vulneratites are assigned arisk ranking based on industry best
practices and consderationof potential impac

lm Risk rankings ide i, ai wmerabilties considered
o be a high-1ok or crtcal o the emvironment
|m Vulnerabilities for bespoke and custom, and third-party software (for|
lexample operating systems and databases) are covered.

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

Mechanisms exit o faciltate the mplementation and montoring of
|vulnerability management contre

New system and software vulnerabilties that may impact the security
Jof account data or the CDE are monitored, cataloged, and rish
lassessed.

Isecurity vulnerabilities are identified and managed as follows:
fm New security are identified using

Jsources for security vulnerability information, including alerts from
linternational and national computer emergency response teams
l(CERTs).

o Vnerabiiesore ssignec aris rnking based on ndusiry best
lpractices and consideration of potential imj

ik rarkings iy, ot mimimum, a veinerabilties consdered
fto be a high-risk or critical to the environment.

|m Vulnerabilities for bespoke and custom, and third-party software (for|
lexample operating systems and databases) are covered.

Functional

Intersects With

Attack Surface Scope

VPM-011

[Mechanisms exist to define and manage the scope for its attack
Jsurface management activities

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

Securty wuineraites are i and maniaged o fllows:
fm New s¢ are identified u
s for Sonurty vainerabiity nformatian. IcAIAinG aiers ham
finternational and national computer emergency response teams
l(CERTs).
[m Vulnerabilities are assigned a risk ranking based on industry best
lpractices and consideration of potential impact.
o sk rankings dentiy. ot mimimum, all vinerabilties considered
e a high-risk or critical to the environment.
& einerapiities or bespoke and costom, and third- party sotware (for
lexample operating systems and databases) are covered.

Functional

Intersects With

Vulnerability Ranking

VPM-03

[Mechanisms exist to identify and assign a risk ranking to newly
ldiscovered security vulnerabilities using reputable outside sources for
lsecurity vulnerability information.

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

Secure Controls Framework (SCF)
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FDE Name

NA

Document Element (FDE) Descriptios

Securtty vulnerabiltes ae identfied and managed as ollows:
urity vulnerabilities are identified using industry-recognized

ces for securty velnerabilty information. Including atert rom

nternational and national computer emergency response teams

7).

IS Vurarabiltes are asigned a risk ranking based on industry best

lpractices and consideration of potential

o Risk rankings denti . o veinerablites considered
or critical to the environment.

(= Vuinerapities for bespoke and costorm. and third party software (for

lexample operating systems and databases) are coveret

Functional

Intersects With

PCI DSS v4

SCF Control

Centralized Management of Flaw|
Remediation Processes

VPM-05.1

Secure Controls Framework (SCF)
escription

IMechanisms exist to centrally-manage the flaw remediation process.

version 2026.1_x000a_03/27/2026

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

i syatem companerts are protected from known vinerabilties by
finstalling applicable security patches/updates as foll
= Crtice o o sccury patcheupdes aentihes according to the
Jisk ranking process at Requirement 6.3.1) are installed within one
[month of release.

lm All other applicable security patches/updates are installed within an
lappropriate time frame as determined by the entity (for example,
[within three months of release).

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

[Mechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.

[System components cannot be compromised via the exploitation of a
[known vuinerability.

NA

Ja system compenents are protected from known wulnerabiltes by
[nstaiing appicais security patches/updates a5 ollow

o Criicalof high-securty pattheslupdates (identiied according to the
Iisk ranking process at Requirement 6.3.1) are installed within one

lm All other applicable security patches/updates are installed within an
lappropriate time fram ined by the entity (for example,
[within three months of release).

Functional

Intersects With

Continuous Vulnerability
Remediation Activities

VPM-04

IMechanisms exist to address new threats and vulnerabilties on an
longoing basis and ensure assets are protected against known attacks.

[system components cannot be compromised via the exploitation of a
[known vuinerabiity.

J system compnerts are protected from known vunerabilties by
finstalling applicable security patches/updates as follows

m Criical of migh-security patches/updates (identied according to the
Jisk ranking process at Requirement 6.3.1) are installed within one
[month of release.

[m All other applicable security patches/updates are installed within an
lappropriate time mined by the entity (for example,
[within three manths of release).

Functional

Intersects With

Software & Firmware Patching

VPM-05

[Mechanisms exist to conduct software patching for all deployed
[Technology Assets, Applications and/or Services (TAAS), including
[irmware.

[System components cannot be compromised via the exploitation of a
lknown vuinerability.

JAll system components are protected from known vulnerabilities by
finstalling applicable security patches/updates as follows:

lu Critical or high-security patches/updates (identified according to the
Jisk ranking process at Requirement 6.3.1) are installed within one
Imonth of release.

lu All other applicable security patches/updates are installed within an
lappropriate time frame as determined by the entity (for example,
[within three months of release).

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

Svstem companents cann be compromised via the explaitaion of
[known vuinerability.

[Changes to all system components in the production environment are
|made according to established procedures that include:

Reason for, and descripti
lm Documentation of securit
|a Documented change approval by authorized parties.
lm Testing to verify that the change does not adversely impact system
lsecurty.
o-For bespoke and custom software changes, al updates are tested
ffor compliance with Requirement 6.2.4 before being deployed into
lproduction
|m Procedures to address failures and return to a secure state.

Functional

Subset Of

Change Management Program

CHG-01

IMechanisms exist to facilitate the implementation of a change
Imanagement program.

|All changes are tracked, authorized, and evaluated for impact and
lsecurity, and changes are managed to avoid unintended effects to the
[security of system components.

Ichanges to all system components in the production environment are
Imade according to established procedures that include:

[m Reason for, and description of, the change.

lm Documentation of security impact

|m Documented change approval by authorized parties.

|m Testing to verify that the change does not adversely impact system

lsecurity.
lm For bespoke and custom software changes, all updates are tested
ffor compliance with Requirement 6.2.4 before being deployed into
lproduction

|m Procedures to address failures and return to a secure state.

Functional

Intersects With

Configuration Change Control

CHG-02

[Mechanisms exist to govern the technical configuration change control
lprocesses.

|All changes are tracked, authorized, and evaluated for impact and
jsecurity, and changes are managed to avoid unintended effects to the
[security of system components.

NA

[Changes to al system companents inthe production enviranment are
Imade according to estabished procedures that include;
[& Reason for, and tescription of, the chan
lm Documentation of security impact.
|a Documented change approval by authorized parties.
|m Testing to verify that the change does not adversely impact system
lsecurity
la For bespoke and custom software changes, all updates are tested
for compliance with Requirement 6.2.4 before being deployed Into
lproducti

I Procedures to address falores and retum to a secure state.

Functional

Intersects With

Prohibition Of Changes

CHG02.1

IMechanisms exist to prohibit unauthorized changes, unless
lorganization-approved change requests are received.

|All changes are tracked, authorized, and evaluated for impact and
lsecurity, and changes are managed to avoid unintended effects to the
[security of system components.

Ichanges to all system components in the production environment are
Imade according to established procedures that include:
description of, the change.

o Documentation o securiy I

[m Documented change approval by authorized partie:

8 Testing to verity ot the change docs not acversely impact system
=For bbspoke and custom software changes, all updates are tested
for compliance with Requirement 6.2.4 efore being deployed into
lproducti

[ Procedures to adress failures and return o a secure state.

Functional

Intersects With

Test, Validate & Document

CHG022

[Mechanisms exist to appropriately test and document proposed
[changes in a non-production environment before changes are
implemented in a production environment

|All changes are tracked, authorized, and evaluated for impact and
jsecurity, and changes are managed to avoid unintended effects to the
[security of system components.

NA

[Changes to all system components in the production environment are
|made according to established procedures that include:
[u Reason for, and description of, the change.
Im Documentation of security impact.
|a Documented change approval by authorized parties.
lm Testing to verify that the change does not adversely impact system
lsecuriy.
lu For bespoke and custom software changes, all updates are tested
ffor compliance with Requirement 6.2.4 before being deployed into
lproduction

lm Procedures to address failures and return to a secure state.

Functional

Intersects With

Standardized Operating
Procedures (SOP)

0Ps-01.1

chanisms exist to identify and document Standardized Operating
[Procedures (SOP), or similar documentation, to enable the proper
lexecution of day-to-day / assigned tasks.

|All changes are tracked, authorized, and evaluated for impact and
jsecurity, and changes are managed to avoid unintended effects to the
[security of system components.

lupon completion of a significant change, all applicable PCI DSS
lrequirements are confirmed to be in place on all new o changet
lsystems and networks, and documentation is updated as applicable.

Functional

Intersects With

Asset Ownership Assignment

AST-03

[Mechanisms exist to ensure asset ownership responsibilities are
lassigned, tracked and managed at a team, individual, or responsible
lorganization level to establish a common understanding of
Irequirements for asset protection.

|ail system components are verified after a significant change to be
[compliant with the applicable PCI DSS requirements.

NA

lupon completon of a signiican: change, il spplcable PCI DSS
lrequirements are confirmed to be in place on all new or chang
ke ancnerworee, and docomeraation s updsted o5 appicable

Functional

Subset Of

Change Management Program

CHG-01

IMechanisms exist to facilitate the implementation of a change
Imanagement program.

|All system components are verified after a significant change to be
[compliant with the applicable PCI DSS requirements.

NiA

|upon completion of a significant change, all applicable PCI DSS
lrequirements are confirmed to be in place on all new o changed
lsystems and networks, and documentation is updated as applicable.

Functional

Intersects With

Test, Validate & Document
Changes

CHG022

IMechanisms exist to appropriately test and document proposed
[changes in a non-production environment before changes are:
implemented in a production environment.

|Ail system components are verified after a significant change to be
[compliant with the applicable PCI DSS requirements.

|upon completion of a significant change, all applicable PCI DSS
lrequirements are confirmed to be in place on all new or changed
lsystems and networks, and documentation is updated as applicable.

Functional

Intersects With

Security Impact Analysis for
Changes

CHG-03

IMechanisms exist to analyze proposed changes for potential security
impacts, prior to the implementation of the change.

|All system components are verified after a significant change to be
lcompliant with the applicable PCI DSS requirements.

|upon completion of a significant change, all applicable PCI DSS
Irequirements are confirmed to be in place on all new or changed
lsystems and networks, and documentation is updated as applicable.

Functional

Intersects With

Control Functionality Verification

CHG-06

techanisms exist to verify the functionality of security, compliance
land resilience controls following implemented changes to ensure
lapplicable controls operate as designet

|Ail system components are verified after a significant change to be
[compliant with the applicable PCI DSS requirements.

lupon completionof a signficant change, all appicable PCI 055
Irequirements are confirmed to be in place on all new or chan
yakeme and networke, and docamenkation s updsted o appicable

Functional

Intersects With

Report Verification Results

CHG-06.1

[Mechanisms exist to report the results of security, compliance and
resilience capability verification to appropriate organizational
Im: ent.

|All system components are verified after a significant change to be
lcompliant with the applicable PCI DSS requirements.

lupon completion of a significant change, all applicable PCI DSS
lrequirements are confirmed to be in place on all new or changed
lsystems and networks, and documentation is updated as applicable.

Functional

Intersects With

Default Authenticators

1AC-108

Mechanisms exit to ensure default authenticators are changed as
lpart of account creation or system installati

|all system components are verified after a significant change to be
lcompliant with the applicable PCI DSS requirements.

faccess i sssigned to users, ncucing privileged users, based on
lm Job classification and fun
et pvicges nevassary to perform job responsibltes.

Functional

Intersects With

Role-Based Access Control
(RBAC)

IAC-08

echanisms exist to enforce Role Based Access Control (RBAC) for
[Technology Assets, Applications, Services and/or Data (TAASD)
e aebeas o alduas Sedgned speche roes with egitmate
lbusiness needs.

|access to systems and data is limited to only the access needed to
[perform job functions, as defined in the related access roles.

NA

lAccess is assigned to users, including privileged users, based on
[m Job classification and function.
|m Least privileges necessary to perform job responsibilites.

Functional

Intersects With

Access Enforcement

1AC-20

IMechanisms exist to enforce Logical Access Control (LAC) permissions
lthat conform to the principle of “least privilege.

|Access to systems and data is limited to only the access needed to
[perform job functions, as defined in the related access roles.

NA

Jccess s assigned to users, incluing privieged usrs, based on
[m Job classification and fun:
oot pvieges necessary o perform job responsibiltes.

Functional

Intersects With

Access To Sensitive / Regulated
Data

1AC20.1

Mechanisms exit to it access o sensitivereguiated data o only
[those individuals whose job requires such a

|Access to systems and data is limited to only the access needed to
[perform job functions, as defined in the related access roles.

faccess s assigned to users, including privieged users, based on
[m Job classification and functior
I Locst pivieges necessary 1 perform o responsibiliies.

Functional

Intersects With

Least Privilege

IAc-21

Mechanisms exist to utize the concept o leastprivlege, allowing ony
lauthorized access to processes necessary to accomplish
[Fasks in accordance with organizational Business functons

|Access to systems and data is limited to only the access needed to
[perform job functions, as defined in the related access roles.

[Required privileges are approved by authorized personnel.

Functional

Intersects With

User Provisioning & De-
Provisioning

IAC-07

IMechanisms exist to utilize a formal user registration and de-
registration process that governs the assignment of access righs.

|access privileges cannot be granted to users without appropriate,
ldocumented authorization.

NA

[Required privileges are approved by authorized personnel.

Functional

Intersects With

Change of Roles & Duties

1AC07.1

IMechanisms exist to revoke user access rights following changes in
Ipersonnel roles and duties, if no longer necessary or permitted.

|access privileges cannot be granted to users without appropriate,
ldocumented authorization,

NA

[Required privileges are approved by authorized personnel.

Functional

Intersects With

Privileged Account Management.
(PAM)

IAC-16

[Mechanisms exist to restrict and control privileged access rights for
lusers and Technology Assets, Applications andjor Services (TAAS).

|Access privileges cannot be granted to users without appropriate,
ldocumented authorization,

NiA

[Required privileges are approved by authorized personnel.

Functional

Intersects With

Management Approval For
Privileged Accounts

1AC213

[Mechanisms exist to restrict the assignment of privileged accounts to
personnel and/or roles.

[Access privileges cannot be granted to users without appropriate,
[documented authorization,

NA

JAll user accounts and related access privileges, including
hir-arty/vendor sccounts ae reviewed as follows;

At least once every s
- o ensure user accounts and access remain appropriate based on
job function.
[m Any inappropriate access is addressed.
= Management acknowledges that access remains appropriate.

Functional

Intersects With

Privileged Account Inventories.

1AC-16.1

IMechanisms exist to inventory all privileged accounts and validate
[that each person with elevated privileges is authorized by the
lappropriate level of organizational management.

laccount privilege assignments are verified periodically by
[management as correct, and nonconformities are remediated.

JAll user accounts and related access privileges, including
[third-party/vendor accounts, are reviewed as follows:
[m At least once every six months.
o To ensure user accounts and access remain appropriate based on
job funct
=20y nappropriate access is addressed.

Management acknowledges that access remains appropriate.

Functional

Intersects With

Periodic Review of Account
Privileges

c17

echanisms exit to periodical.review the priveges assigned to
individuals and serice accounts to validate he need for
lrivlleges and reassign or remove unnecessary privieges, as

ary.

[Account privlege assignments are verifed periadically by
nagement as correct, and nonconformities are remediated.

NiA

Ju application and system accounts and reated access privieges are
lassigned and managed as follow:

[ Basedt on the least privileges necessary fo the operabilty of the
Jsystem or application.

lm Access is limited to the systems, applications, or processes that
lspecifically require their use.

Functional

Intersects With

Role-Based Access Control
(RBAC)

IAC-08

IMechanisms exist to enforce Role-Based Access Control (RBAC) for
[Technology Assets, Applications, Services and/or Data (TAASD) to
restrict access to individuals assigned specific roles with legitimate
lbusiness needs.

|Access rights granted to application and system accounts are limited
lto only the access needed for the operabilty of that application or
jsystem

Secure Controls Framework (SCF)

60f18



Set Theory Relationship Mapping (STRM)

PCI DSS v4

version 2026.1_x000a_03/27/2026

FDE Name Document Element (FDE) Descriptior SCF Control SecoisiContronlirmmawordGon) Strengl
Deseription Relatonshp
i appicaton and system accounts and reated access prviges are
ossigned and managed a folows
. . § |nccess righs granted to appication and system accounts are mited
725 wa s Sosed on he east priveges necessary forthe perabilty of the | puncional | ncersectswitn | Access Enforcement c20  [fechaniems exist {0 enforce Logcal access Control (1AC) pernissions s o oty the access necdea for the operabilty o that applcation or
< Access s it 1 th systems,applications, or rocesses tht
Fpecincally require thir use,
i appication and system accounts an refated access prvieges are
essianed and managed s folows laccess
N o ’ . . on-asprov. iohts granted to appiication and system accourts are imited
725 wa Sygf;;“;g the least rivleges necessary for the operabity of the | Funcrional | itersects with Remote Access NET-1a  Mechanisms exist o define contrl and review orgarization-approved, s o iy the access needea fo the operabilty of that appication or
e/ AcCess i Titea t0 the systems, applications, or processes that
Epecifically require thir use.
" Wechaniams exit o esirct and contol prvieged access Fghts for
[ applicaton and system accourts an related access prvieges are users and Technology Assets, Appications andjor Services (TAAS)
managedas folons: e operabilty of the leged Account Managemen |nccess righs granted to application and system accounts are mited
725 wa o Based o e st privieo Y forhe operabily o1 the | puncional | nersects wien |PrIesed Account onagement | ¢ 1 s oy e St i ot by o bt SR 1
w Access is limited to the systems, applications, or processes that system.
Epecincally requre their e,
b optcaen ara syt accortsond e acessprviees re
aged a2 falow
cces g grantes o spplicaton and st accounts re e
e Sk th et reges necessryfor e peraity o the ctona | tersecs win | <6655 T Sensiive /Regulte | a3y Mechamsms exist o it acces 0 sensvereulted cata 0 any cessrights granted to application and system accounts are i
725 wa 1 s orappic Functional | nersects With et A0 dols whose o reaues sch s o oniy ded o the operailty o that appict
|w Access is hm\tsd to the systems, applications, or processes that v
Epecincally requre tner e,
ot scunty potciesandaperatona procedures that are entiea i
Reduiremen 8 are Expectatons, controls, and oversight for meeting activies within
g Secur echanis et o estais, mantinand isemiate polces, *
11 e e Eo:umented Functional | intersects i | PUBIshing Security. Compliance |, [Hechanisms exist o estalish, maintan and disseminate polc 5 Reauirement 5 are defned and adnered fo oy affected personnel. Al
= Kept up o dste  Resilence bocamentation standards and proce Sipporting actvies are repeatable, consstenily appled, and conforr
In use. P: [to management’s intent.
2 Known o al afected partes
i scurity polces and operationa procedures that ar identified in o s e o evie e SecurTy, Complance & ResTierce
[Requirement 8 are: rogram Inclading policies, standards and procedures, a Expectatons, controls and oversight for meeting actiities within
eradicRevien & Updat o lanned ntervals o if sgnifeant changes oceur to ansure thelr
e Socumented y ; . Recurament 5 are defined and adner ected personnel. Al
811 NA ln Kept up to date, Functonal | ntersects Wi | Security. Complance & GOV-03  [continuing suitability, adequacy and effectiveness. 5 e actviies are rapeatable: cansistantly apote and conform|
= e anagements nten.
2 Known to al afected partes
i security polices and operatianal procedures that ae identiied in
Requrement  are: Expectatons, controls, and oversight for meeting activies within
e Socumented ) hanisms exist o aciltate the implementation o operational Recuiremen & are defined and adhered to by affected personnel Al
811 A = Kepl up to date. Functional Subset Of Operations Security Ops-01 [security controls. 10 |supporting activities are repeatable, consistently applied, and conform|
e o Tanagement’s
2 Known o al afected partes
ot scunty potces andapertona procedures that are entted
Requrement o e i xectaions controts, and oversgnt o mectngactities it
811 wa = ocum Functonal | Inersects win | S1andardized Operating | gpg 11 |bccecunes (SO, ofsimiar documentation o enable he proper ~ s equirement § are defined and adhered to b persomnel A1
= Kept up o dste Procedures (507) [Procedures (S0P, or smiar documentat Somporin acChes re. reeatable conselenty sppice:and sorom
[wIn use. V- Y o to management'’s intent.
2 Known to al afected partes
T users are sssioned a unique 1D before access o system TGertier Wanagernert User Wechanisms ex(st o gover naming standards fo usermames and
621 wa [0 ssers are asioned o niaue 0 befre Functional | Intersects Wit 00 e e e oSt oo s [ actions by ai users are atributable to an indivdal
Al users are assioned a unique D before access o syatem P i —— aoement | oo Mechanisms exis to encure proper user dentication o o .
621 A [ oo e ossloned s urlaue D belre Functional | Intersects With | User dentiy (1D) Management | 1AC-09.1 _[vechanisms exist o enc s [ actions by i users re atrbutabl to an individual
[Group,shared, or generic accounts, orcther shared authenticaton
redeii ar oy s hen necesan o an xcepton b, and
fore manage as folow:
ACEountuse ' prevented uniess needed fo an exceptionsl
[crcumstance. IMechanisms exist to require individuals to be authenticated with an JAll actions performed by users with generic, system, or shared IDs are
622 wa e Use e e to e e needes forth exceptanalcrcumstance. | Funconal | nersects Wi | Group Auhentaton Icoz.1  [Mechanisms exst to requir o be authenticated s | actions performed by use . system,
o o limied tothe time necded for the o Inciidoalauthenticator when a group authenticator s tize atfoutabie o an indvidual person
= Use s expiity approved by management
2 nicdoaruser ety 15 confired before access to an account is
rantea.
"EVery acton taken i tirbutable o an individualuser
oroup, srarec,or generic accounts, o tver shared authentiction
rederin ar oy b necesanan an exception b, and
fore managed as fo
- AcCountuse s pevented unles needed fr an exceptional
[crcumstance. Restrictions on Shared Groups / - [Mechanisms exist to authorize the use of shared/group accounts only. [All actions performed by users with generic, system, or shared IDs are
822 wa e lsc .sels‘sm‘,::ﬁl?;::nngful:ge:ngmme exceptional crcumstance. | Functional | Intersects With Ics5  Mechariims exist o authorze he use of shr s [l actions performed by users it
2 Use s oxpiily approved by man:
e o s ity o Conhrmed el access t an account s
Srante
2 ey acton taken s atrbutable t an ncvidua user
[Group,shared, or generic accounts, orcther shared authenticaton
credertias a only usea when necessary an an exception bass, and
ore s
8 AcCount ose s prevented unless needed for an exceptionsl
fircums
622 wa e Use e e to e i needes for the exceptona crumstance. | Functonal | iersects wan | redentalSharng a1 Mechanisms exist o prevent the sharing of generic 1D, passwords or s il actions performed by users with generc, system, or shared 1Ds are
|m Business justification for use s doc umen 9 P
2 Use s oxpicity approved by
| el e ey e et access o an accourt s
8 By acton taken s atrbutabl o an ncvidua usr.
Pion, aleton, and mocitctonof user s uthricaion factrs,
ol i objects re manages o oo
y i | User Provisioning & De- o7 |Mechanisms exis o uiize  formal user registraion and de- Lifecycl events fo user s and authentication factors cannt occur
824 A o uhorized with e oppropriate SDDIOVAL 4 omthe documentea | T | TEersects Wi Provisioning IACO7 - lgictarion process that governs e assignment of accese ights 5 Withaut appropriate auhorization
Foproval
Becition, gletion, and modifcton of user s uthentcation foctrs,
other ldentfe abjects are mana
o7.1 |Mechanisms exis torevoke user access rights following changes in Lifecycle events fo user s and authentication factors cannt occur
824 A n ;};;7:;;'{;,"“1:,‘;‘1’:2 e o orcifiad on the documented | U | tersectsWith | - Change of Roles & Dutles 1AC-07.1 " loersonnel roles and duties, i no longer necessary or permitted. s without appropriate authorization.
oo
hrion, atetion, and mocitctonof ser 03 uthrtcation factrs
R uRhorized witn the searonora sparovar o IMechanisms exist to revoke user access rights in a timely manner, Lifecycle events for user IDs and authentication factors cannot occur
624 wa 2 Ruthorized with he approprite approval Functional | Itersects With | Terminaton of Emplayment | 1AC-07.2 s
Ak e e —— ipon termination of smplyment o contract. Without appropriate authorization
oo
Wechanrsms exist (1) Securely manage suericators Tor users amd
o, ctetion, and mociicaton o user 03 uthnicton ot dvices; and(2) Ensure thesirenth of authentication = approprite to
o e genieraects ar managed s v the clncsfication ofthe data being accessed . ’
624 wa = Ruthorized with he appropriate approval Functional | Itersects With | Authenticator Management | 1AC-10 s Lifecycle events foruser D5 and authenticaion factors cannt occur
lm Implemented with anly the prwn\eges specified on the documented PProp!
Foproval
Jciton, deetion, and modification of user 1Ds, authenticatin factors|
and other dentfer object are managed as flions Mecharisms exist o proactively govern account management o
624 wa = Authorized withthe appropriate approval Functonal | Intersects With | Account Management ACAS [naidus, 3roup, ystem. Somke: appiCaton. uest and vemporary s Lifecycle eventsfor user IDs and authenticaion factors camnot occur
[ Implemented with only the privileges specified on the documented accounts. pprop
Foproval
825 A Jccess fo terminated users is immediately revoked Functional | itersects with | personnel Termination HRS-09. |Wecharism exist to govern the termination of ndividual employment s [the accounts of terminated users canno b used
echarisms et gxpedits te proces ofremaving igh ok
825 wa Jccess fo terminated users is immediately revoked Functional | Intersects With | bigh-Risk Terminations | HRS-09.2 |indidual's access to Technology Acsets Applations, Serices andior s IThe accounts of terminated users cannot be used
Data (TAASO) upon termination 2 determined by management
07,1 |Mechanisms exis torevoke user access rights following changes in
825 wa Jcces fo terminated users is immediately revoked Functional | Intersects With | Change of Roles & Dutes | 1AC.07.1  [Hechariims exist to revoke useraccess rights following chang s IThe accounts of terminated users cannot be used
625 wa Jccess for terminated users s immediately revoked Functional | intersects with | Termination of Employment | 1AC.07.2[iechiriams exit o revoke wser access gt n  timely manner, s [the accounts of terminated users cannot b used
Revocation of Access
025 A Jccess for terminated users s immediately revokea Functional | Itersects With AC-20.6 [Wechanisms exist torevoke logical and physical access authorizatons s [The sccounts of terminated users cannot be use.
Iractive user accounts are removed or dsabled Wik 50 days of [RuTomated mechansms oxst o dsabie Iacive accounts afer am
a6 i [ractves Functional | inersects with | Disabe nactive Accounts | AC15.3[morated mechentsms exitto s Inactive user accounts canot be used
hccounts s by i partcs o acces,support, or st system
i emote access re managed a follows
05 [Mechanisms exis to authorize, moritor and contrl remte, non-acal [hird party remote access cannot be used except where specifcally
827 wa o e oy g th e perodnesded and diabled hennot | Functonal | nersectswih | Remote Wanenance MNT.05 [Mechaniems exst to authorize, ot s T pary remote access cannot be used excep
e e s monitored or unexpected actiy
hcounts use byt pates o access, suppor or i s
S via remote access are managed as follo IMechanisms exist to audit remote, non-local maintenance and |rhird party remote access cannot be used except where specificall
827 wa < Enabied ony cring the ime perod needed and Gsabled when not | Functonal | Intersects With | Auditing Remote Maintenance | MNT-05.1 flagnostc sessions, a5 wel a5 review the maiienance acton s i party emote access cannot be used except where specifically
fin use. performed during remote maintenance sessions. Y g
o Use s monitored or unexpected actiy
hcounts use byt pates o access, suppor or i ysen
lomponents v remate managed as folow: mote Maintenans . Mechanisms exist o provide remoe isconnect verfcaton to ensure 1 party rem e spect
827 wa [ Enabied only curing the ime period necded and Gsabled when not | Functonal | Intersects Wit [FeTote Meintenance DISCOmNect| 5.4 emmore, non-iocal méintenance and cisgnostc sessons are properly s i paryremote accesscannotbe used except where specifcaly
fin use. [terminatec d 0
o Use s monitored for unexpected actiy
hccounts use byt partes o sccess, suppor or i ysten
Componants via remote access are managed as fafow
m " o ’ ; 10 [Hechansms et o emne,controland eviw argaiato-approves, Iird party remote access cannot be used except where specifcally
827 N/A miusagmed only during the time period needed and msab\eﬂ when not Functional Intersects With Remote Access. NET-14 | e remote access method: 5 lauthorized and use is overseen by management.
o Use s monitored for unexpected activy
Jccounts used by third parties o access, support or maintain system
Components via femote access are managed as falows, " Mechanisms exit o proactively contol and moritor thirc-party
ir-party Remote Access . [hird party remote access cannot be used except where specifcally
627 wa e Enie oy g th tme i nesd and disaled when ot | Funconal | inersects Wi orty Remate NET-L46 accounts bsed 0 acces, supprt, o maiain system cemponerts v s Tird party remote occess cannotbe used excep
e e s monitored for unexpected actiy
I a user session has been idle for more than 15 minutes, the user is [Mechanisms exist to force users and devices to re-authenticate
628 wa 12 user session has been e for more then 15 minutes,the use Functional | Itersects With Re-Authentication IAC14  [according to rganization-defned creumstances that necessiate re- s I user session cannot be used except by the authorized user.
[utnentcation
Mechanisms exit o e  sessionlock after an arganizaton:
I 3 user session has been ide for more than 15 minutes,the user is ifined tme period of nackviy. o Upon recening a eauest for
828 NA |required to re-authenticate to re-activate the terminal or session. Functional Intersects With Session Lock Iac-24 luser and retain the session \o(k until the user reestahlwshes access. s [ user session cannot be used except by the authorized user.
lising estabishe dentneation and authentication me
[Automated mechanisms exst t log out sers, both focally on the
I user session has been e or more than 15 minutes,the user s
828 wa 72 user session fas been ide for mor minutes, the use Functional | itersects with | Session Termination IAC:25. |network and or remate sessions, o e énd of the sesson o after an s I user session canot be used except by the authorzed user.
eauired o re-authenticae t ractvate e terminal ar sl [retwork and forremote sessons at he
I user session has been e for more than 15 minutes,the user s ) ; o7 Mechanisms exit o terminate network connections at the end of a e e user
828 A required to re-authenticate to re-activate the terminal or session. Functional Intersects With.|Network Connection Termination NET-07 \cession or after an organization-defined time period of inactivity. s |1 user session cannot be used except by the authorized user
echaniems exit 1) Securely manage aUenicators for sers and
il user access o system componentsfor users and administrators s devices: andz) Ensure the strength of authentication s approprite to
uthenicated via at Ieast ane o he following authentcation factors. the clacsfication of the data being accassed
[ER wa = Something you know. such 22 a password or passohrase Functional | Itersects With | Authenticator Management | 1AC-10 s [an account cannot be accessed except ith a combination of user
| Something you have, such as a token device or smart card. Y
= Something you are. uch a3  plometric éement

Secure Controls Framework (SCF)

70f18



Set Theory Relationship Mapping (STRM)

PCI DSS v4

version 2026.1_x000a_03/27/2026

FDE Name [T y— scr control O ) R
it user acces to system componentsfor users and adminstrators s
ithentcared ia at 1eas one of the follawing thentication tactors Mechanisms exit o enforce complexty, length and fespan .
031 A e Sometiing you know, such 2 3 password o passphvase. Functional | Itersects with | password-gased c101 " ansure siong e fr password-based s /an account cannot be accessed except with a combination of use
| Something you have, such as a token device or smart card. lauthentication. Y
= Something you re. such a5 3 bometrc lement
it user access to system componentsfo users and administrators s
ithentcaced via ot least one of th following authentication factos Iutorrated mecharisms exs o validate certifcate by constructing
631 A 2 Something you know sueh a5  paseword or passpTase Functional | Inersects with | PK-asec Autnenticatin | 1AC-102 [and veriyng a Cotncaton pah foan accepted rust anchor mluing s i sccount cannat be accessed except with  combinaton of user
[w Something you have, such as a token device or smart card. [checking certificate status information for PKI-based authentication. Y
= Sometiing you re. such a5 a bometrc lement
Siong Cryptography s used t render all auihenteation fctors Wecharisms exs o Taciate T mplementation o Cyptographic
632 A nreadabis dunng tansmisson and sorage on all ystem Functional | Subsetr | Use ofCryptographic Contrls | CRY-GL rotectons contros usng Known publc anaarcs and Hustea 10 (Cleantest suthenticaton actors cannat be tained,derted. or
[components. |cryptographic technologies. P!
oo Wechaizs o o Gevlo, ocuant rd szl Bzl
rong cryptography is used to render all authentication factors [configurations for Technology Assets, Applications and/or (Cleartext authentication factors cannot be obtained, derived, or
632 A A S i and oroe a1 e Furcione | et Wi | s s Contustons | CR002 e i ceped s g s Cleartextautonicaton fectors cannt be ttained, detid, or
Erong gy - s o ener o et s -
03 |Crvptoaraphic mechanisms exist to protect th confidentiaity of data Clartest authenticaton actors cannot b abtained, derved, or
632 A e i i s v on i3 Functonal | Inersects with | Transmisson Confidentlty | CRY-03 [G0/kogrephic me s Cleartext authenticaton fectors cannt be ttained, detedor
oy coptoqmy e o eraea aurertcoton s -
b o eat } . ! o5 |Crvptographic mechanisms exist to prevent unauthorized disclosure of Cleartest authenticaton factors cannot b abtained, derive
632 A e i st v on 5 Functional | Intersects With | Encrypting Data AtRest | CRvos  [Go(Erograet s Cleartextauthenticaton foctors cannt b ottaned, dethed,or
) A User entty 1 vrited before moditying any authentication factor. | Functonal | Subset 0 | MEnHY B Access Management | g [Mechanims et to faclate the mplementation of dentication and 0
Wechanisms et o uniquely Genty and centraly Authenticae,
633 A sridenty i vt before mityingany authnticatn acor. | Funconl | Inkrsects i | SePSRSINen SAunenicoton | ac.oz ik ond it () orsaricatonlusrs and proceses acng s
nar oforgongatinal user
Wed nmmmmu.s.wewmmgemm.(mfmmm
(evices: an e khe srens entcaton & sppromoe 1
833 NIA [User identity is verified before modifying any authentication factor. Functional Intersects With Authenticator Management 1AC-10 the classification ”' (he data being accessed. 5
Wechanisms oxst o enorce complexty,length and Tfespan
633 A luser identity i verifed befor modiying any authentication factor, | Functional | ntersects With 101 o cnsure o0 CHtona o passworiHbesed s
Simentcation
Teerty Proohing Gertiy o [Fechomims e o verly e Wenty o e Beor g
033 A Jser dentty i verined before modiying any authentication factor, | Functonal | Intrsects With Y i T = s it vrfy he Garty of 3 s s
vald suthenication atempts are Imited by Mechanisms exist o eforce it for consecutive eald Togin
= Locking out thsuser 1D atr o more nan 10 sterpts, ' . 32 [t by 3 ser Gunig an organization-denned time perlod 3nd Jan authenticaton actor cannot be guessed i a brute force, onine
834 A |w Setting the lockout duration to a minimum of 30 minutes or until the | Functional Intersects With Account Lockout nc2z [automatically locks the account e maximum number of s lattack.
Ssors wentiy 1 conrmed. nsuccessu atempts & oxceeded
Wechartsms eXst 1) Securely manage SUETENTCatars Tor Users 3nd
b passordspaspirases ar usd s uthntcatn actors tomect e i) e e reno o o emcoion s spop et
T eyt nd oo s 0 o o [ie classifcaion of the data bein accesse i st pasmerepasevas acined o3 usercamt be
035 A [idurements 31 hey aresetand reet for Functional | Intersects With | Authentcator Management | IAC-10 s o il or reet password
= Forceito be changed Immeciately aferthe st use
I passworcs/passphrases are used as authentication factors o meet
oss " Reurement 831 ey are et and roset or ach user 38 0lowS: | uncuonat | iersectown | USErProvisoning 60 | a7 [Mechanisms exit o utiize  formal user reisration and de- s 0 i or et pesrpspivse ssne o e ot
= 5ot 0. i vl for st use and upon fese. ovsonne Feditration rocess that Govers the ssignment ofaccess ights, o inathonges
2 Porceito be changed Immeciately afer the st use
I passwords/passphrases are used as authentication factors o meet techanisen e o enforce complexty,lnoth and fespan
Reqirement 3.5-1 hey are 565 and reset o each user 2 ollws, y : ! Jan i o reset passwordipassphrase sssgned to a user cannot be
035 A [idurements 31 hey aresetand reetforeach user Functonal | Intersects witn | p G101 fonratns t s rong cHers o assuar-oeses s fn il orrest password
= Forceito be changed Immeciately afterthe st use
I passwords/passphrases are used as authentication factors to meet
Complamyr e et meet the following minimum teve of echanisms exist to enforce compleiy,lengthand espan I guessed passwordipassphrase carnot be verified by ithr an online
836 Nia A minimum length of 12 characters (or IF the system does not Functional Intersects With 1ac-101 authentication. to ensure strong criteria for password-based s lor offline brute force attack.
Subpare 12 Charocters,  minmum engtn of i characters
= CEnaim both mameric and aiphabetc chracters
[Mechanisms exist to:(1) Securely manage authenticators for users and
evices; and(2) Ensure th sirengtn of authentcation s approprate o
837 NA Individuals are not llowed to submit  new asSWOTUpASSBITaSe that|  Funcional | Intersects With |  Authenticator Management A0 |the classification of the data being accessed. 5 A previousy used password cannot b used to gan access to an
15 same a5 any o the 125 ou passwordbpasspmrases us kot o o eask 13 month
Wecharisms et o enforce complexty, length and Ifespan
It re ot aowed to bt new passur s ht ) ; ) e i previousty useo passwora cannot be used to gain access toan
637 A Incviduals arenot llowed to submit  new passworepassi Functonal | Itersects witn | p IAC10.1[consirations t enure Song e o aseuorc ase s  previousy used passuord ca
latherticaton poliies an procedures are documented and
Commumcated o i users Icioaing
Lidance an selecting stono authentication factors . R . .
oss " e Cllance for o sor S btttk auhentatn . | puncona | rsects v | PoBishing Sty Complince | .y ST X8 o gty el and dsemrate plces s ser are knowledgeabl abou the crrect se of authertication
[m Instructions not to reuse previously usec passphrases. & Resilience Documentation resilient cay amhnes i ller [factors and can access assistance and guidance when required.
[w Instructions to change passwort S/Dassvhrasss l! Ihs e is any P
[suspicion or knowledge that the passworc d/passvhrases have been
Corpromised and now t eport ne ncioeni
lutherticaton poliies and procedures are documented and
Commumcated o i users Icioang
= Guicance on selecting srong authentication factors,
oss " Glldance or how users should potect her authentcaton factors, | g | | dentity 6 Access Management | c.op [ Mechanisms exs o facilate the implementationof dentificatin and o Users are knowledgeable about the correct use of authentication
= ntructons not o reuse préviously used passwrds/passphrases. i) ccess management conrols factors and ¢an accecs asSAtANCE and guidance when required
8 Intrucions fo change pasenoras/passpnrases i her < any
Suspicon o knowledge that the pasewordpassphrases have been
Commpromisedand ow 1 report the mcdent
lutherticaton poliies an procedures are documented and
Commumeated ol users inciain
= Guicance on selecting srong authentication factors,
= Clidance for how users showld protect helr authentication actors, o1 |Mechanisms exist o facltatethe implementation o operational ser are knowledgeab abou the crrect use of authertication
838 NA [m Instructions not to reuse previously used passwords/passphrases. Functional Subset Of Operations Security Ops-01 [security controls. 10 [factors and can access assistance and guidance when required.
8 Intricions fo change pasenoras/passpnrases i he < any
Suecion of Knowats the 1 pasowrpasepiases have been
7 how t report the ncdent
lutherticaton poliies and procedures are documented and
Commumcated o i users Icioang
Cuiaance onselecting srong authentication actors " ottty ans _—
oo st Shoud et h athendicaton actrs Standardized operating ) ser are knowledgeab abou the crrect use of autherticatin
838 N = ntructons not o reuse préviously used passwords/passphrases. | | Functonal | Intrsects With ocedures (507 0PS011 rocedires (SOR) or sl documertaton, o enable e s factors and ¢an accecs asSAtaNCE and guidance when requires
[w Instructions to change passwo ds/passphrasss if there is any A Y o
Sueion o Eowletns that 1he pasomrdaseprses ave e
Compromisedand how t report the mcaent
butnecston ot and preceures are st
Commumeatea o i users
= Gidance o selectng siong authentication fctors,
oss " = Clidance for how users should protect e authenicaton factors. | purco [ g ccurty, Complance & | gur.o1  Mechanisms exist to faciltate the implementation of securiy o users are knowledgeable about the correct use of authentication
Instructions not to reuse previot ised pa: Is/passphrases. Resilience-Minded Workforce |workforce development and awareness controls. [factors and can access assistance and guidance when required.
8 Intrucions fo change pasenoras/passpnrases i her < any
SuScion or Knowads tha i pasowrdpassptases have been
Commpromisedand how t report the ncaent
huthenication polesand proccresar documentedand
S sers iniuin
R e G proect he auhenticaton factors, Secury, Complonce echanisms exist to provide all employees and contractors usersare knowledgeable aboutth correct use of authentication
a3s N = trucions ot o reuse previousl used pasowords/passpirases. | Functional | Intersects With | o ST CRRATEL o | SAT-02 - fappropriate secury, compliance and relience awareness education s factors nd ¢an accees asSAtaNC and guIdaNCe when requIred
[w Instructions to change passwords/passphrases if there is any 9 K
SuScion of Knowads tha i pasowrpasspiases have been
Compromisedand how t report the ncaent
lutherticaton poliies and procedures are documented and
Commumcatea o i users Icioang
Lidance an selecting siono authentication factors echanisms exist o provide roe-based securty, compliance and
= Cuidance fo how schs Shouk protect e auhentcation actors, RoleBased Securty, Complance|  samos  [eSlantereloned HamGH() GG1re author sy accecs 1o thg ysten usersare knowledgeatle aboutth correct e of authentication
838 Nia |m Instructions not to reuse previously used passwords/passphrases. Functional Intersects With & Resilience Training SAT-03 forming assigned duties;(2) When required by system changes; s [factors and can access assistance and guidance when required.
e rrucions o chane acewordfpaspaces et sy ) sty shereaier
Susbicon o knowlede that he paswordpassphrases have bee
Compromisedand how t repors the ncaent
I passuorasipassphrases are used s th anly autnentication factor
(oF user access -6 i any sigie facto autnantication
[mplemantation ren i ’ echanisms xist o uniguely idntity and cetraly Authenticate, .
839 N/A | Passwords/passphrases are changed at least once every 90 days, Functional Intersects with | 'dentification & Authentication 1AC-02 {Authorize and Audit (AAA) organizational users and processes acting 5 [an undetected compromised password/passphrase cannot be used
Tor Grganizatonsl Users el
o Jon behatt of organizatonal users.
1= h security posture of accounts is ynamically analyzed, and real
ime acess t esources 5 utomaticaly detenminea accorangly
[Mechanisms exist to:(1) Securely manage authenticators for users and
evices ana(z) Ensure the strencn of suthentication & approprist fo
I passwordsipassphrases are used s the any authenticatin fctor devices and(2)Ensure the srength of authe
o user access -6. 1 any singie factor authenication
[mplementation) then either; \n undetected compromised password/passphrase cannot be usec
639 A I Eesoworasassphases are changed at least once every 90 days, | Functional | Itersects With |  Authenticator Management | IAC10 s Jnundetected comprrnised passworcpassph tbe used
[OR "
Jahe securty posture of accounts is dynamicaly analyzed, and ral-
e aceess t resources 5 atomaticaly determined accorcingly.
l possordspasphross ar usd s the on atneticationfacor
et accas e e foctr sutmentcat
[mpiemeraion) tren siner Mechanisms exit o enforce complexty,length and fespan
639 A e Foerispasshross are changed atlestanceavry 50 days, | Functonl | Inkrsects Wi | asoworsSased c01 o cnsure Srong cheri or passorcbased s i undetected compromised passwerfpassphrase cannot b used
Seknentcation
e secury postureof accounts i dynamically analyzed, and rea-
i access to resources 5 automaticay determind accoraingly
o "~ AT Tl o o scae e CO o ol | e win | WA O BIROT | o oq: [l o e W e htereon WA S e e e COE oot b e by e e o
foriated mecharfsrs existt enfoce MR- Factor AEherfcaton
(MEA) fo:1] Ramote network sccese12) Tt pary Technology
[Assets, Applications and/or Services (TAAS); and/ or(3) Non-console
. 6 pecess o el TAAS that e, ransmit andior process Jacces nto the CDE canot be obtained by the use of a single
542 A IMEA s implemented for allaccess into the CDE Functonal | Intersects With it Factor Authenticaton (MF)  1AC-08 st s fccess o the CDE
Netwark Access o Prviegsd | ey e Xt to Hize Ml Factor Adhertcaton (MFA) o [Recess o the COE camvotbe obtained by te use o sngle
04z A e 15 mptementea for all acess o the CDE. Functonal | Intersects win i ACo61 [lecheniams evette MTze WLll-Factor Authertca s CoE
v "~ o e optemented o o accens o e CoF rancionl | masecswin | VA oMo | g, ettt outls Ml aco arercston WA S cas it COE <ot b otaned By e e of e
Tocal Access to Prvleged y hanisms xitto ulize Mol Facor Authentcaton (HFA) o [Access Ito the CDE canot be obtained by the use o sgie
64z A e 15 mptementea for all acess o the CDE. Functonal | intersects win cessto P ACo3[lechaniams et o ullze MullFactor Authent s CoE
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Set Theory Relationship Mapping (STRM)

FDE Name

Document Element (FDE) Descriptios

[MFA is implemented for all access into the CDE.

Functional

Intersects With

PCI DSS v4

SCF Control

Out-of-Band Multi-Factor
Authentication

1AC-06.4

Secure Controls Framework (SCF)
escription

[Mechanisms exist to implement Multi-Factor Authentication (MFA) for
laccess to privileged and non-privileged accounts such that one of the
[factors is independently provided by a device separate from the
Jsystem being accesse

version 2026.1_x000a_03/27/2026

|Access into the CDE cannot be obtained by the use of a single
factor,

[MFA is implemented for all remote network access originating from
loutside the entity's network that could access or impact the CDE as
follows:

remote access by all personnel, both users and administrators,
loriginating from outside the entity’s network.
lm All remote access by third parties and vendors.

Functional

Intersects With

IMulti-Factor Authentication (MFA)|

IAC-06

Womated mecharlsms et o enorce WUl Factor Atherticaton
[MER) to(1) Remote network accese.(2) Third party Technolooy
|Assets, Applications and/or Services (TAAS); and/ or(3) Non-console
laccess to critical TAAS that store, transmit and/or process
[sensitive/regulated data.

[Remote access to the entity’s network cannot be obtained by using a
lsingle authentication factor.

[MFA is implemented for all remote network access originating from
outsd the entity's network that could access or impact the CDE 23
fo

) ramote aceess by allpersonnel, oth users and aaministrators,
ornating From outaue e enihys
o amete aeeess by hird paries andvoncors

Functional

Intersects With

Network Access to Privileged

1AC-06.1

IMechanisms exist to utilize Multi-Factor Authentication (MFA) to
lauthenticate network access for privileged accounts,

[Remote access to the entity’s network cannot be obtained by sing a
lsingle authentication factor.

[MFA is implemented for all remote network access originating from
outic the entity' network tha could access or mpact the COE 2
ffolow

Al remote access by all personnel both users and administrators
loriginating from outside the entity's ik
R emore access by shird partiee and vendors

Functional

Intersects With

Network Access to Non-
Privileged Accounts

1AC-06.2

[Mechanisms exist to utilize Multi-Factor Authentication (MFA) to
lauthenticate network access for non-privileged accounts.

[Remote access to the entity's network cannot be obtained by using a
single authentication factor.

[MFA systems are implemented as follows:
o The MFA system s not susceptbi o replay a

yetams canot pe bypasced by oy veere, mcuding
Bamnictate ears dnvecs specificlly documentsg, snd Suthorized
lby management on an exception b: imited time period.
At least two differant type of authertication factors are use
lm Success of all authentication factors is required before access is

Functional

Subset Of

Identity & Access Management
(1aM)

IAC-01

IMechanisms exist to facilitate the implementation of identification and
[access management controls.

IMFA systems are resistant to attack and strictly control any
ladministrative overrides.

[MFA systems are implemented as follows

[=The MFA system Is ot suscepible to Teplay attacks.

[m MFA systems cannot be bypas: users, including

ladministrative users unless speuﬁcauy documented) and authorized
n an exception basis, for a e period.

A e tw Cifferent cypes of autnerticatin factors are used

lm Success of all authentication factors is required before access is

Functional

Intersects With

Replay-Resistant Authentication

1AC-02.2

lAutomated mechanisms exist to employ replay-resistant
lauthentication.

IMFA systems are resistant to attack and strictly control any
ladministrative overrides.

[MFA systems are implemented as follows
o Tne MFA system s not susceptble to remay attacks.

|m MFA systems cannot be by any users, including
Samimictate ears nvecs e neally documented. and suthorized
lby management on an exception basis, for a limited time period.
A eas two ifferont &ypes of sutnentication factrs are used.

lm Success of all authentication factors is required before access is
loranted.

Functional

Intersects With

IMulti-Factor Authentication (MFA)|

IAC-06

[tomated mecharins et o eforcs WU Factor Ahertcation

[(MFA) for:(1) Remote network access;(2) Third-party Tec

et Apolcatans andor Surices (1A, ara 0/3) Non-corsole
ccess to critical TAAS that store, transmit and/or process

lsensitive/regulated data.

IMFA systems are resistant to attack and strictly control any
ladministrative overrides.

NA

[MFA systems are implemented as follows:
|m The MFA system is not susceptible to replay attacks,

ing
sersunless specifically documentsd, and authorized
lby management on an exception b: r 2 limieed time period

A least two differant type of authertication factors are use

l& Success of ail authentication factors Is required before access Is

Functional

Subset Of

Secure Engineering Principles

seA01

Mecanisms exit o faiftate the Implementation of mdustry
recognized security, complance and resience practice inthe
design, and modification

o Tethnology Acsars. Appllcatians andior Servees (TAAG)

IMFA systems are resistant to attack and strictly control any
overrides,

NA

I accounts used by systems o applications can be used for
finteractive login, they are manage

o meractive use s oreventad umiess neaded for an exceptional
(ircumetanc

[ Interacive use is limited to the time needed fo the exceptional
leircumstance.
o Busnese ustncationfor teractive e e documentes

lm Interactive use is explicitly approy nagems
Im In dwndual e ey 5 o befoe accas  secount s
Jorar

B Every acton taken Is attributable to an individual user.

Functional

Subset Of

Identity & Access Management
(1AM)

IAC-01

IMechanisms exist to facilitate the implementation of identification and
[pccess management controls.

[When used interactively, all actions with accounts designated as
lsystem or application accounts are authorized and attributable to an
individual person.

It accounts used by systems or applications can be used for
linteractive login, they are managed as follows
o Interactive usé Is prevented uniess neaded for an exceptional
[circumstance.

lm Interactive use is limited to the time needed for the exceptional
ircamatance.
o Business ustifcaion or neractive use is documented

|m Interactive use is explicitly approved by managem

o ndvidual usr dentiy s confirmed befor access o sccountis

ted
o Every action taken i attributable to an individual user.

Functional

Intersects With

Sharing Identification &
Authentication Information

1AC-05.1

IMechanisms exist to ensure external service providers provide current
land accurate information for any third-party user with access to the
lorganization's data or assets.

[When used interactively, all actions with accounts designated as
lsystem or application accounts are authorized and attributable to an
individual pers

I accounts used by systems or applications can be used for
teractive login, they are managed as follows:
lm Interactive use is prevented unless needed for an exceptional
leircumst:
o ineractive use s imitd to the time needed for the exceptional
lcircumstan
[ Business Justfication fo Interactive use Is documented
[m Interactive use is explicitly approved by management
o Individual user identity is confirned before access to foccount s

Jorar
2 aveny action taken s attributabe to an ndividual user,

Functional

Intersects With

Account Management

IAC15

[Mechanisms exist to proactively govern account management of
individual, group, system, service, application, guest and temporary

[When used interactively, all actions with accounts designated as
Isystem or application accounts are authorized and attributable to an
individual person.

I accounts used by systems o applicatons can be used or
finteractive login, they are manage

[ Interactive use s provented unjess neded for an exceptional
leircumstance.

o Interacive use i limice o the time needed for the exceptionsl
e St justificaton or neractive use Is documented

[m Interactive use is explicitly approved by management.
o incividualuser idenity s confirmed before acces to account s

Jorar
2 2very acton taken i atrbutable to an indi

idual user.

Functional

Intersects With

System Account Reviews

1AC-15.7

[Mechanisms exist to review all system accounts and disable ai
laccount that cannat be associated with a business process and owner.

[When used interactively, all actions with accounts designated as
lsystem or application accounts are authorized and attributable to an
individual person.

NA

I accounts used by systems or applications can be used for
finteractive login, they are managed as follows:

Jp nteractive use s prevented uniss neede or an exceptionsl
lcircumst

\ntera:tlve Use is limited to the time needed for the exceptional
leircumst:
= Business jostifcation for interactive use is documented
|m Interactive use is explicitly approved by management,
= Incividual user denity 1s contrmed before access to account is
loranted.

|m Every action taken is attributable to an individual user.

Functional

Intersects With

Credential Sharing

IAc-19

Mecharisms exist to revent the sharing of generic 103, passwords or
fother generic authentication methods.

[When used interactively, all actions with accounts designated as
lsystem or application accounts are authorized and attributable to an
individual person.

It accounts used by systems or applications can be used for
linteractive login, they are managed a:

o Interactive use Is prevented uniess nesded for an exceptional
[circumstance.

o Ineractive use s limicd to the time needed for the exceptional
(ircumatanc
[ Business Justfication fo interactive use Is documented.

[m Interactive use is explicitly approved by management.

[m Individual user identity s confirmed before access to account is
loranted.

[m Every action taken is attributable to an individual user.

Functional

Intersects With

lUse of Privileged Utility Programs|

1AC-203

IMechanisms exist to restrict and tightly control utilty programs that
lare capable of overriding system and application controls.

[When used interactively, all actions with accounts designated as
lsystem or application accounts are authorized and attributable to an
individual person.

I accounts used by systems o applications can be used or
finteractive login, they are managed as follo

o Inceractive use is prevented uness heeded for an exceptionl
leircumstar

\ntsra(uve use is limited to the time needed for the exceptional
fcircum:
= Business jostifcatio for interactive use Is documented.

[m Interactive use is explicitly approved by management.

o ncividual user idenity is Contrmed befors aceess 1o accountis
lorante
3 2very acton taken i ttrbutable o an individualuser.

Functional

Intersects With

Least Privilege

c21

Mechanisms exist to tiize the concept o east riviege, alloving only
lauthorized access to processes necessary to accomplis ned
[Fasks in accordance with organizational Business fanctions.

[When used interactively, all actions with accounts designated as
Isystem or application accounts are authorized and attributable to an
individual person.

Passwarasipassphrases forany appiiction and system sccounts that
used for interactive login are not hard coded in scripts,
Cantauratoniprapery fles o hespore and cussor Source code.

Functional

Intersects With

No Embedded Unencrypted
Static Authenticators

IAC-106

[Mechanisms exist to ensure that unencrypted, static authenticators
Jare not embedded in applications, scripts or stored on function keys.

Passwords/passphrases used by appication and system accounts
lcannot be used by unauthorized personnel.

NA

[Passwords/passphrases for any application and system accounts are
lprotected against misuse as follows:
o Passwords/passphrases are changed perodical (at th frequency
ed in the entity’s targeted risk analysis, which is perform

pccording to i elements specifed i Requrement 12.3.1 o upon
suspicion o confirmation o comprol

ipasspheases are Conructed with sufficient complexity
[oobropriate for how frequently the entity changes th
[passwords/passphrases.

Functional

Intersects With

Authenticator Management

IAC-10

Mecharisms exist ox(1) Securely manage authentcators for users and
|devices; and(2) Ensure the strength entication is appropriate to
[he classification of the data being accessed.

[Passwords/passphrases used by application and system accounts
lcannot be used indefinitely and are structured to resist brute-force
land guessing attacks.

NA

[Passwords/passphrases for any application and system accounts are

lprotected against misuse as follows:

[m Passwords/passphrases are changed periodicaly (at the frequency

|defined in the entity’s targeted risk analysis, which is performed

pccordingto all elements specifd in Requirement 12.3.1) and upon
uspicion or confirmation of compror

o Passwords/passphrases are constructed with suffcient complexity

lappropriate for how frequently the entity changes the

[passwords/passphrases.

Functional

Intersects With

Mechanisms exit to enforce complexiy, length and lfespan

1AC-10.1

sure strong criteria for password-based
ethentication.

[Passwords/passphrases used by application and system accounts
be used indefinitely and are structured to resist brute-force
land guessing attacks.

Jall security policies and operational procedures that are identified in
quirement 9 are:
|m Documented,

o Ket up to date

lmin

I Known to ai afected parties.

Functional

Intersects With

Publishing Security, Compliance
& Resilience Documentation

Gov-02

IMechanisms exist to establish, maintain and disseminate policies,
[standards and procedures necessary for secure, compliant and
resilient capabilites.

Expectations, conrols, and oversight for meeting ativites within

[Requirement 9 are defined and adher fected personnel. Al

lsupporting a((wmesare Tepentables consitently appied. and conform|
management’s intent

NA

Jall security policies and operational procedures that are identified in
quirement 9 are:
|m Documented,

o Kept up o date

lm In use.

I Known to al afected partes.

Functional

Intersects With

eriodic Reviw & Update of
y, Compliance &
S ince Frogram

Gov-03

[Mechanisms exist to review the Security, Compliance & Resilience
IProgram (SCRP), including policies, standards and procedures, at
lplanned intervals or if significant changes oceur to ensure their
[continuing suitability, adequacy and effectiveness.

[Expectations, controls, and oversight for meeting activities within
[Requirement 8 are defined and adhered to by affected personnel. Al
lsupporting activities are repeatable, consistently applied, and conform|
Jto management's in

J securty poicles and operatiansl procedures that ae Identfied In
[Requirement

R Sheumented

lm Kept up to date.

lm In use.

la Known to all affected parties.

Functional

Subset Of

Operations Security

ops-01

chanisms exist to facilitate the implementation of operational
lsecurity controls

Expectations, controls and oversignt for meeting actiyies within
[Requirement 9 are defined and adhered to by affected personnel. Al
Simparing Actues are rapetame,consatent appiea: and cohform

0 management's intent.

Secure Controls Framework (SCF)
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Secure Controls Framework (SCF) Strength
FDE Name SCF Control T S
reguirement re [Expectations, controls, and oversight for meeting actvities within
o Kept upte date. Procedures (SOP) e T smilar documentation. prope [supporting activities are repeatable, consistently applied, and conform|
Y Y 9 [to management’s intent.
= Ko t0 i afected partis,
i securty poices and operatonal procedurestht re denifed in
IRequirement Expectations, controls, and oversight for meeting actvities within
= Socumened. y Physical & Environmental o1 [fechanisms eist tofcitae theaperation ofphysial and 9 are defined and adhered to by affected personnel. All
911 N [w Kept up to date. Functional Subset OF Protections PES-01 [environmental protection control 10 [supporting activities are repeatable, consistently applied, and conform|
I i use. o managements intent
ln Known to al affected parties.
[Physical access control mechanisms exist to maintain a current lst of
lAppropriate facilty entry controls are in place to restrict physical . . 0, |personnel with authorized access to organizational facilties (except System components in the CDE cannot be physically accessed by
921 A [access to systems in the CDE. Functional Intersects With | Physical Access Authorizations PES-02 [for mose areas within the facility officially designated as publicly 5 |unauthorized personnel.
|accessible).
|Appropriate facilty entry controls are in place to restrict physical . . y 9 Physical access control mechanisms exist o authorize physical access System components in the CDE cannot be physically accessed by
921 A [access to systems in the CDE. Functional Intersects With Role-Based Physical Access PES-021 5 facilities based on the position or role of the individual. 5 unauthorized personnel.
Physica access conrol mechanisms e o enforce physicalaccess
lappropriate faciiy entry controls are in place to restrict physical et ' . y Il physical access points (incuding designate; System components in the CDE cannot be physically accessed by
921 Nia [access to systems in the CDE. Functional Intersects With Physical Access Control PES03 [entry/exit pom!s] !a facilities (excluding those areas within the facility s |unauthorized personnel.
[officially designated as publicly accessible).
021 VA ppropriat facity entry conralsare i place t restict physicl cunctional | intersects wit | Controlled Ingress & Eqress | pgg o3, [Physical access control mechanisms exit to limit and monitor physical N system companents i the COE cannot be physcally accesse by
55 to systems in the Points Jaccess through controlled ingress and egress points. lnatithorized personn
921 A Poproprito fcity ety contrls e n plce to esrictphysicl Functional | Intersects With Physical Access Logs esca  [fySal acess contro mechanisms generatea g ety o each R Sstem components n e COE cannot b physicl ccessd by
Individual physical access to sensitive areas within the C
Imonitored i cther vdeo camers o phyeica access cantel
[mechanisms (or both) as follows:
o Exry and et pnes ofrom sensitveareas within the CDE are
Imonitored: . hysical access control mechanisms generate a log entry for each [Trusted, verifiable records are maintained of individual physical entry
9211 A [» Monitoring devices or mechanisms are protected from tampering or Functional Intersects With Physical Access Logs PES-03.3 | ccess attempt through controlled ingress and egress points. s lto, and exit from, sensitive areas.
disablin
ln Collected data i reviewed and correlated with other entries
|n Collected data is stored for at least three months, unless otherwise
restricted by law.
Individual physical access to sensitive areas within the CDE
[monttored with sither video cameras of physical access control
[mechanisms (or both) as follows:
o Enry and et pnts olrom sensiveareas within the CDE are
Imonitore y ’ o y o5 |Physical access control mechanisms exist to monitor for, detect and [Trusted, verifiable records are maintained of individual physical entry
9211 N v Mnm(ormg devices or mechanisms are protected from tampering or Functional Intersects With Monitoring Physical Access PES-05 respond to physical security incidents. s [to, and exit from, sensitive areas.
lisabing
I Collected data i reviewed and correlated with other entries
|n Collected data i stored for af least three months, niess otherwise
Festricted by law.
Individual physical access to sensitive areas within the CDE is
ronitored wih e video cameras of hysical acces control
sms (or both) as follow:
I Entry m extt points tofrom sensitve areas within the COE are
Imonitore ctionat | 1t | ntrusion Alarms / Surveiliance Physical access control mechanisms exist to monitor physical intrusion| [Trusted, verifiable records are maintained of individual physical entry
9211 NA I Mnnltﬂrlng devices or mechanisms are protected from tampering or | Functional | Intersects With Equipment PES-05.1 |ojarms and surveillance equipment. s lto, and exit from, sensitive areas.
ldisabling
I Collected data i reviewed and correlated with other entries
|n Collected data is stored for at least three months, uniess otherwise
restricted by law.
Incividua prysica accessto sensitive areas within the CDE s
onitored with efther video " physical access control
[mechanisms (or bot 25 ollow
Imonitareq, <o torrom St s v e coE r Monitoring Physical Access To Faciity security mechanisms exit to monitor physical access to [Tusted, verifiable records are maintained of individual physical entry
9211 A Functional | Intersects With PES-05.2  [citical systems or sensitive/requlated data, in addition to the physical s
s Hcring deices o mechanisms ar roece rom amperngor Critical Systems. [rtcal systems o sensitivelreat to. and ext from, sensitive areas.
I Collected data i reviewed and correlated with other entrie
= Collected data s tored for at Ieast thres months, unless otherwise
restricted by law.
[Physical security mechanisms exist to restrict access to printers and
Pnyiat anlor el cotrls e mplemented o restrituse o ctionat | it | Access Control for Output . cu - cess to printers and | Unauthorized devces cannot comnect o the entiy's network rom
922 A g ool are Implemented Functional | ntersects Wit I Pes12:2 . eersystem atput dovices o prevnt unauthorzed indiduals 5 e e o
Physical security mechanisms exist to ocate system components
[Physical and/or logical controls are implemented to resirict use of ctionat | ’ oment Siting & Protection 12 [within the facility to minimize potential damage from physical and lUnauthorized devices cannot connect to the entity’s network from
922 A lpublicly accessible network jacks within the faciliy. Functional | Intersects With | Equipment Siting & Protectior PES12  lonvironmental hazards and to minimize the opportunity for s lpublic areas within the facility.
nauthorized access
. " ; Physical security mechanisms exist to protect power and . s cann. ) ’
922 A o et o restict use of Functional | Intersects With | Transmission Medium Security | PES-12.1 [telecommunications cabiing carrying data or supporting information 5 e e e oy "t € the entity's network from
Yy k [services from interception, interference or damage.
or [ Fechanisms exist to facitate the implementation of data protection Fiedia with cardholder data cannot be accessed by unauthorized
941 A JAtl media with cardholder data is physically secured. Functional Subset Of Data Protection ochor  [Mechan 10 predta it
941 A i media with carchoider data is physiclly secured Functional | Intersects With Dato Stewardship DoroL1 [fecharisms exstto eneure data stewardship s assigned. s edia wih cardholder data cannot be accessed by unauthorized
[Mechanisms exist to:(1) Physically control and securely store digital
Jand non-digital media within contralled areas using organization- o with cardholder o authorin
041 A i mecia with carcholder daa i physically secured Functional | Itersects with Media torage DCHO6  [oefined securty messures: ana(2) Protect sysiem meda urd s Media with cardholder data cannot be accessed by unauthorized
Imedia are destroyed or sanitized using approved equipment, is
fechniques and procedures.
¥ Chanisms exit to physically secure all media that contains Wiedia with cardholder data cannot be accessed by unauthorized
941 A JAtl media with cardholder data is physically secured. Functional | Intersects With | Physically Secure All Media | DCH.06.1 [Mechanisms existto, s fedia wi
Mechanisms exis o creat recuring backups of ata, sftware anlor
loffine media backups with cardholder data are stored in a secure a1 [system well 3 verfy the intearity of these backup:
9411 " [Offine Functional | Intersects With Data Backups BODIL [ e e e e ves 5 (Offine backups cannot be accessed by unauthorized personnel,
(RTOS) and Recovery Point Objectives (RPOS).
e medi with cordholder da e in a secur rate Storage for Critca Mechanisms exist to store backup copies of critical software and other
9411 A [Offine media backups with cardholder data are stored in  secure Functional | Intersects With | S¢Parate storage for Criical | 5115 |security-related information in a separate facilty or n a fre-rated B (Offine backups cannot be accessed by unatthorized personnel,
[container that is not collocated with the system being backed up.
|All media with cardholder data is classified in accordance with the [Mechanisms exist to ensure data and assets are categorized in
942 A Functional | Intersects With | Data & Asset Classification | DCH-02 [accordance with applicable statutory, regulatory and contractual 5 Media are classified and protected appropriately.
Jsensitivity of the data,
requirements.
IMechanisms exist to categorize Technology Assets, Applications,
[Services and/or Data (TAASD) in accordance with appicable laws,
JAl media with cardholder data is classified in accordance with the Risk-Based Security reguiations and contractual obligations that:(1) Document the security
942 NA [sensitivity of the data. Functional Intersects With Categorization Rsk-02 |categorization results (including supporting rationale) in the security s [Media are classified and protected appropriately.
pian for ystems:and(2)Ensur th security categorization dcison s
reviewed and approved by the asset ow
[Media with cardnolder data sent outside the facilty is secured as
follows
[otows ; Mechanisms exist to protect and control digital and non-cigital media
943 A Media f;;‘;"“““’“"e'“img 199965, elvery method that can | Fonctional | Intersects With | Media Transportation DCH.07  [during transport outside of controlled areas using appropriate security 5 Media is secured and tracked when transported outside the facilty.
[pe accurately tr: easures.
st wacking logs include detalls about media locaton
[Media with cardnolder data sent outside the facilty is secured as
ollows
ln Media sent outside the facilty is logged . " o 7.1 lechanisms exs o dekiy custoians hroughout the ransport of . o . ;
943 A el oy S Sor o e cvery manag st con || s e Custodians Dero7.1 [fechanisms exist o 1de 5 Media is secured and tracked when transported outside the facilty.
loe accurately t
[ orsie wacking logs include detals about media locaton
[Management approves all media with cardholder data that s moved
. ] 95 |Mechanisms exist to maintain strict control over the internal or IMedia cannot leave a facilty without the approval of accountable
944 A utsde the facity (ncluing when media s disrbuted to Functional | Itersects With | Security of Assets & Media | AST-0s [Mechanisms exist to maintain stret contol over he inernal 5 iz con
nagement approves all media with cardnolder data that is moved y Mechanisms exist o obtain management approval for any : P N y
sas " loutside the faciity (including when media s distributed to Functional | Intersects with | Maragement Approval For | sy nedia tha 5 ransterred outside of the s IMedia cannot leave a faciity without the approval of accountable
ndividuals). Jorganization's faciities
[Mechanisms exist to:(1) Retain Personal Data (PD). including
metadata, for an organization-defined time period to fulfil the
ara-copy materials with caraholderdata are destroyed when no lpurpose(s) identified in the notice or as required by law;(2) Dispose of,
longer needed for business or legal [destroys, erases, andjor anonymizes the PD, regardiess of the met!
Tt are crose ot anraddos, mcrered, of puped o that Personal Data (PD) Retention & s [of Sorase: and(3)Use organization-define echniaues or mtods (Cardholder data cannot be recovered from media that has been
246 A lcardholder data cannot be reconstructed. Functional | Intersects With Disposal PRI05  deleton o esruction of P (ncluding orginal, coples s ldestroyed or which is pending destruction.
| Materials are stored in secure storage containers prior to 0 archived records)
ldestruction.
ar-copy materal withcaranolder data are desroyed when no
fonger needed for business or legal reasons, as fl
o aterils are crss-cut sireddec, ncineated. o pumed so that o8 |Mechanisms exist to securely dispase of media when it is no longer (Cardholder data cannot be recovered from media that has been
946 NiA |cardholder data cannot be reconstructed Functional | Intersects With Physical Media Disposal DCH08 | required, using formal procedures. s |destroyed or which is pending destruction.
o atrials aresored n secure Storage containers prior to
ldestru
ard-copy materas withcaranolder data are desroyed when no
fonger needed for business or legal reasons, a5
o i are ross-cot shraddod, Ininerated, of puped so that 1g  |Mechanisms exist to retain media and data in accordance with (Cardholder data cannot be recovered from media that has been
946 NiA Carcholder data cannot be recontructed. Functional | Intersects With Media & Data Retention DCH18 | pplicable statutory, regulatory and contractual obligations. s |destroyed or which is pending destruction.
|n Materials are stored in secure storage containers prior to
lestruction.
[POI devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
famoering and unauthorized subsututon. nluing the ollowing [The entity has defined procedures to protect and manage point of
la" Maintaining a it of PO devi netion ernan Mechanisms exist to faciltate an IT Asset Management (ITAM) interaction devices. Expectations, controls, and oversight for the
9.5.1 NA ln Periodically inspecting POI evices to look for tampering or Functional Subset Of Asset Governance AST-01 lorogram to implement and manage asset management controls. 10 Imanagement and protection of POl devices are defined and adhered
linauthorized subtitution to by affected personnel
ln Training personnel to be aware of suspicious behavior and to
Feport tampering or unauthorized substitution of devices.
IPOI devices that capture payment card data via direct physical IMechanisms exist to perform inventories of Technology A
[interaction w\(h the payment card form factor are protected from [Applications, Sem(es and/or Data (TAASD) that:(1) At(urate\y reflects
ltampering and unauthorized suusmumn including the following: lthe current in use;(2) Identifies authorized software products, [The entity has defined procedures to protect and manage point of
| Waintaining a 15t of PO dev 2 [peluding busiess justincation detal3) s a the level ofgranulrky interaction devices. Expectations, controls, and oversight for the.
951 NiA [w Periodically mspectmg POl dev\(es to look for tampering or Functional Intersects With Asset Inventories AST-02 leer ssary for tracking and reporting;(4) Incl s nt and protection of POI devices are defined and adhered
linauthorized substtuti orgamisation acned i o by affected personnel
& Traiing personnel to be aware of suspicious behavior and to ereeive property accoumtanilt: and(S) 14 Svarabre fo eviem and
IFeport tampering or unauthorized substitution of devices. Jaudit by esignated organizational personnel

Secure Controls Framework (SCF)



Set Theory Relationship Mapping (STRM)

PCI DSS v4

version 2026.1_x000a_03/27/2026

FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
11 devices tha capture payment card data via direct physica
Interaction with the payrént card form factr e protected from
o and st Subsuon, mclaing h alowns . ITh entity has defined procedures to protect and manage point of
951 A 2 Maimaiming o st of POl ev Functional | intersects With [unattended End-User Equipment|  AST-06 Tf;&i:ée'“aiifl.‘n‘;&;T'3‘2!&":‘f;f;li?‘i;éfi?ﬁ;“&nmeiii“;ii"" s inteaction devices. Expectatins, contrals, and oversigt or the
¢ benicl apecing Pl cecos ook fortampern o unattended techno Imaagement and protection of oI devices are defined and achere
Enauthorsed subsratio o atfected personnel.
" Trining persomnel t be aware of suspicious behavior and to
Fepors tampering or ansuihorized subsieution of devices
1 devices tha capture payment card data via direct physica
Inraction with the payment card orm factor are rotécted rom
e and b s, nuan o ol hechanisms exist o appropriately protect devices that capture Ith entity has defined procedures to protect and manage point of
g a 15t of PO dev Kiosks & point of nteraction (o] sy Intraction devices. Expeciations, conras, and oversignt fr e
951 N | Peroaical inspecting Po devices o ook for tamperng or Functional | Itersects With Devices AST:07 - sensitivelrequlated data via direct physica interaction from tampeing s ent ana protecton of PO devices are aéfned and adhered
ion o by aected persanne
" Training personnel t be aware of suspicous behavior and to
Fepor tampering o unauthorsed substution of Gevices
P01 devices that capture payment card data viadirct physical
Interaction with the paymen card orm factor are protected rom pecnans oo sees e ety of et Teemoy e
e a unsuraried SUbeuton, nchsing h lowing fpoicatons o Servces (1) o dotectevdnce f tmoarg e enty s geng roceurest proectand manage it of
taninga st of PO dev nctonst | ntersects with | Logical Tampering Protecton . i) Colcal sesemen & cvaluate sty o ae Interacton deices. Expectations, contral, and oversign fr e
951 NA n penamauy inspecting POI Gevices to look for tampering or Functional | Intersects With | Logical Tampering Protect AST-15 mmpnnents (e.g., configuration settings); a s nt and protection of POI devices are defined and adhered
[nauthorized subsration Sschsments cvgiuat assesfo evlenca o unauthorzed ccess o By afected persamnen
raining personne t be aware of suspicious behavior and to Sharor modincations.
Fepor tampering o unauthorzedsubstiution of Gevies
11 devices tha capture payment card data via direct physica
Interacton with the payrent card form factor e protected fo
o an umsuharied subsuion, mlaing h alowns IThe entity has defined procedures to protect and manage point of
= Waintaining a st of PO dev y ; . 153 fechonms cxsttophyscaly o ol spet el ety Interaction devices. Expectations, Contras, a1 oversign: fr he
951 N [w Periodically mspectmg POI dev\:es to look for tampering or Functional Intersects With | Technology Asset Inspections ASTIS1 - ossets to detect evidence of tamper s anagement and protection of POI devices are defined and adhered
nauthorsed subsrutio o atfected personnel.
e s persone o b aware o suspicious behavar na o
Fepors tampering or ansuthorized subsieution of device
11 devices tha capture payment card data via dirct physical
Inraction with the payment card orm factor are rotected rom
o andunsuoraed substuton. maing hs olowng ITh entity has defined procedures to protect and manage point of
051 " = Waintaning a st of p01 dev runctonat | subsetor ccurty, Compiance & | gur.o1 [Mechanisms existto faciltate the implementation of securiy o Interaction devices. Expeciations, conras, and oversight fr e
s - el apecing Pl s t ok fortampenn o Reshience.Minded Workiorce Iorkorce development and awarengss controls. Imanagement and protecion of PO dévices are aéfined and adhered
[nautnorzed subscration ooy afectet persomn
" Taining personl o be aware of suspicous behaviorand to
Fepor tampering o unauthorzed subsiution of Gevices
101 devices tha capture payment card data via dirct physical
Interaction wi erkcard form (actor are protected fom
Famparing a Unsuraried SUbsuton, nchsang h lowng actor I entity has defined procedures to protect and manage poin o
Maintaining a list of POl Security, Compliance & [Mechanisms exist to provide all employees and contractors m(erac(lun devices. Expectations, controls, and oversight for the
951 NA ln Periodically Inspecting PO devices to look for tampering or Functional | Intersects With | g jlience Awareness Training SAT-02  jappropriate security, compliance and resilience awareness education s nagement and protection of POI devices are defined and adhered
o Perosiclly nspect 5 aiming tha 5 reevant for herJob function. management and prote
" Training personne t be aware of suspicious behavior and to
Fepor tampering o unauthorzed substiution of Gevies
o1 devces nat capture payment o st va et gy
Iteacton wih e eyt cord o fctrar ot rom
o and st subsuon, maing hs alowns echarisms exist o provide role-based securly, compliance and It entity has defined procedures to protect and manage poin of
051 " | Vataining o s o P01 runctionat | intersects win [01e-83560 Securiy, Compliance| g7 o5 reslience-rlated trainingi1) Befre authoriing access o he system s Intraction devices. Expectations, contras, and versignt fr he
5. 5 Periodicaly inspecting PO1 dewices t ook or tampering or & Resilence Traing o peroming ssned Gt 2) nen requred b st chanoes Imanagement and protecion of PO devices are aefned and adhered
nauthorsed substation 3 Annualy thereater o atfected personnel
T parsone o b aware ofsusicious behavar nato
Fepors tampering or ansuthorized substeution of device
Wecharsms eX o ensure Tat every user accessing 3 yat
1 devices that capture payment card data via dirct physical rocessing, torng or transmiting sensvlreouated data s formally
linteraction with the payment card form factor are protected from [trained in data handling requirements.
Kampering and unauhorized substiuton. nclucing the folowng It entiy has define procedures to protect and manage point o
Wainaining a 1t of PO devices Sensitive/ Reuited Data y Intraction devices. Expeciations, conras, and oversight fr e
951 NiA [w Periodically inspecting POI devices to look for tampering or Functional Intersects With Storage, Handling & Processing SAT-03.3 s anagement and protection of POI devices are defined and adhered
[unauthorized substitution. [to by affected personnel.
" Training personnel t be aware of suspicous behaviorand to
Fepor tampering o unauthorzed substution of Gevices
P01 devices tha capture payment card data via direct physical
Interaction with the payrmenscard orm fackor are protected rom
fampiing an o SUbsuton, nchsang h clowng It entity has defined procedures to protect and manage point of
fampering and una Mecharisms exit to provide ole-based security, compliance and e enty has ‘ on
951 A Mointining o st of PO deices o for tamperingor Functional | Intersects With | Cyber Threat Environment | SAT-03.6 |[esllence awareness raining that s carrent an relevant to he cyber s Ineracton devices Expecttions, ontrols, and oversght forthe
o Perodicaly nspecting| iveats that users might encountr n day 10-day busiess operations. management and prote
aning persomnel o be aware of suspicous behavir and to
Fepor tampering o unauthorzed substiution of Gevies
i up-to-cate st o POI devices is maintained, incuding
ke and moelof the aevice. o1 [Mechanisms exist to faciltate an 7 Asset Management (TAM) [T ity and lcation of PO devic i recorded and known a all
9511 A |w Location of device. Functional Subset Of Asset Governance AST-01 lprogram to implement and manage asset management controls. 10 [times.
Bevice saial number or other methods of unlque Identification,
echanims gt t pertorm invrtores of Technlagy Assts
lapplications, Services and/or Data (TAASD) that:(1) Accurately reflects
hinup -t st o POl dvices < maitinc,incluiny 8 it TARSD i use(2) dntiies authonized sotware procucts
e ke and model g businesssfcaton detats 3 1 at e fve f ranuary ITh identiy and location o POI devices i recorded and known at all
0511 A = Mke and mods Functional | Itersects with Asset nventories Astaa  [cluding busiess ostcron deais(3) s a e v s el
5 Device seial number or ther methods of unique identification Organisation aeined miormation deomed nekcatars toscheve
Efecive proery accountabilty; and(s) s avaiabi fo review and
Ui by desianated organizationat personel
i up-to-date s o PO devices is maintained, incluing
Mecharisms exist o appropriatel protec devices that capture
0511 NA o ake and mocel of th device. Functional | Itersects ity [<05ks & Pintofiteracton (Po) 1.7 Sencitveeauated data va dreck prysca neraction fiam tampering s |7 dentity and location of PO devices i recorded and known at al
Device serial number or other methods of unique identification [and substitution.
e soaces re ey memeces o detect commer e & Pomt ot et 7o anisrrs exis fo Sppropriately protect devices Tt capture Poi o Interaction Devices cannot b tarmpered with, Substiuted
0512 A o) devie suraces are periodically inspected to detect tamperind | puncional | ntersects with [49%Ks & Point of interaction (ol pSr.07  Lensityeirequisted data via dinect physicalinteracton from tampering s ithout authoization o have sKimming aliachments nstaled
Jond substiuti Vithout imely detection
oI o Interaction Devices canot b farmpered with, SubStFuted
[P0 device surtaces are periocically inspected to detect tampering echarisms exist to periodcally nspect systems and system
0512 A Functional | Itersects With | Physical Tampering Detection | AST-08 s ihout authorization o have sKimming aliachments nstaled
ond Unauthorizea substtion. Components fo ndicatrs o Campromise 100) oot authorization, o
ot of Interaction Devices cannot b tampered Wi, SubsTHUted
Fot devicesutaces are perioacay inspected to dtect amperng echanisms exit o physicaly and ogiclly inspec critica technology
0512 A Functional | Intersects Wit | Technology Asset nspections |  AST-15.1 s ithout suhorization, or have skimming altachments mstaled
[ Unauthorizea substhat ocset i detect eudence o tampering putnout autheizotion, o
eaning is provide or personnelin PO envionments tobe aware of
etempted tampering o replacement of Ol devies. and incluses
e Verlin he enity o any i pary persons camng o bs
e oo ot nel, before granting them access to [Personnel are knowledgeable about the types of attacks against POl
[modify or troubleshoot devi ecurity, Compliance & Mechanisms exist to facilitate the implementation of security wiedg u P 9al
0513 A v o devices. rewmed  Functional | subsetof ccuriy, Co saror [l e mplements 10 Gevices the entiy's techical and procedural countermeasures, and
o Pocedures o Snsre dvicesar ot nstaled reiace, o eurne Resiience-Minded Workiorce Ihorkorce development and awareness controls. Gevices the entity'stechnical and procedtral coun
= Being aware of suspicous behavir around devices
2 Reporiing suspicioss behavior and inications o aevice tampering
o Subsitution o approprite personnel
rsinin i prvid o persomel i P01 enuronment t b avare o
mperingof eiacement of Pl s nd s
2 Vering the ey of any rd-pory prsons caming
Fepalr of mainanance persomel. befoe graning them access 10
s s o cecurty, Compliance & Mechanisms exit to provide il employees and contactors Personnel are knowledgeable about th types f attacks against P01
0513 A LGEVICeS ot nstlled,replaced,orretuneg| | FUnctional | ntersects with | . Security. Compiance & | sur.02  lappropriate secury, compliance and fesiience awareness education s Geuices,the enfy's echrical and procecural countermeasares, and
Pl 9 land training that is relevant for their job function. lcan access assistance and guidance when required.
[ithout verication.
= Being aware of suspicous behavir around devices
= Reporing susplcioss behavior and inications o device tampering
or substituton to appropriate personnel
[siing i o tor perzonnln Pt wionments e wareof
mpering ot replacement of POl devices, and inc
e Ve th ity o ary nr parysrsons camng ohe
Pl o atanance el bafre Saning e scces o Mechanisms exit to provide ole-based securty, compliance and ool ar
o513 wa o roubesnoot e runctional | intersects wih |Ro1e-8356d Security, Compliance|  g7.o5 [eslience-rlated tramingi(1) Before authorsing access 1 tne yste s Fersonnelare knouledgeable about the types of attacks against POL
- Procedures to e devices are not ntalled,replaced, o retumed & Resiience Traing orperforming assigned duties(2) When requid by system changes; devices,the entty'stechrical and procedtral coun -
without vermta(l [and(3) Annually thereafter. 9 ! .
ing aware of spicious behavior around devices
g suspicioLs behavir and mications of device tampering
orsubstituton to appropriate persomnel,
Wechantsms eX o ensure Tt overy Useraccessing 3 yat
[Training is provided for personnel in POI environments to be aware of processing, soring or transmitting sensitivelregulated data s <Tormaly
lattempted tampering or replacement of POI devices, and includes: [trained in data handling requirements.
2 Venlying th ity f any ina-party persons claiming o be
pai of maintenance personnel befoe graning them access rersonnel are knowledgeable about the ypes of attacks against PO!
oty or troubieshoot devices Sensitive/ Reguited Data ersonnelare knowjedgesble about the types of ttacks agans!
0513 A Functional | Itersects with sar023 s Gevices, the entiy's techicaland proceaura countermeasures, and
. ‘i’;‘;‘ﬁ res o Srsre e ae ot sl retaced. of retuned Storage.Handing & rocessng devices, he entty'stechnical and proceural coun
Sware of Suspcious behavior around devices
2 Reporting suspicioss behavior and inications o device tampering
o subsitutin ta appropriate personne
Ivaining is provided or personnelin PO environments tobe aware o
otempted tampering o repacement of Ol Gevices. and incues
2 Verlying th ety of any ina-party persons caiming o be
[repalr or maintenance personnel, before granting them access to IMechanisms exist to provide role-based security, compliance and [Personnel are knowledgeable about the types of attacks against POl
oty or troubieshoot devices
9513 A Functional | Itersects With |  Cyber Theat Environment | SAT-03.6 reilence awareness rainino hat s curent and relevant o he cyber s Gices he el echiclandprocedural counarmesaues, and
[ Procedures to nsur devices are not nstaled, replaced, o retumed resiience raining that s current and e E ty's technical and proc b
o Procedures o en reats that s mIghe ancounter inday-to-Gay business operatons Can access assistance and guidance when recu
Sware of suspicious behavior around devices
oring Suspicows behavior and indcations of device tampering
o substtation o appropriae personnel
o sccurty polciesand apertonl procecdres tat ar cenied
Fequier poctatons,contols, v oversignt or mectingsctutes winn
Mechanisms exit o etabiih, maintain and disseminate poiicis,
= Socu Publshing Securty, Compliance | ¢ Recuirement 10 are defined and adhre o oy afected personnel. Al
012 N = Kept p to ate. Functional | Inersects With | " L e memtation | GOV-02  tandards and procedures necessary for secure, compliant and s Sdpporing e are repataie, contenty ot and conform
[wIn use. P to management's intent
= Known to ai afected partis.
Wechariems eX o review the Securty, Complance & Resnce
[ sccury polces and operational procedures that are dentfied in ;
[Requirement 10 are: [Program (SCRP), including policies, standards and procedures, at [Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of [planned intervals or if significant changes occur to ensure their equirement 10 are defined and adhered to by affected personnel. All
1011 A s pocumented Functional | Itersects with . Compliance & | GOV:03 |Comtinuing sukabiity. adeauscy and efecteness s Fedurement 10 oe defined and adhered to by afected personnel, A
[mIn use. Resillence Program lto management’s intent.
2 Known to o afected prtis.
ot securty polciesandaperatana procedures thatare entiea i
eguremént 10 Expectations, conrols, and oversight fo meeting acivies within
| Doc y ation: o1 |Mechanisms exis o facitatethe implementation o operatinal Recramen 10 are defined and adhered to by sfcted personnel. All
1011 N Kept up te date. Functional Subset O Operations Security OPS-01 [security controls. 10 |supporting activities are repeatable, consistently applied, and conform|
o bse o managements mtent,
2 Known toai afected partis.
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FDE Name [T y— scr control O ) R
i security policies and operational procedures that are identfied in
Rectrement 10 are Expectatons, controls, and oversioht for meeting activies within
1011 wa o Documented Functonal | Inersects wih | S0ardzed 0perating | gpg 11 [beedl (S, or st documentation. o enable he proper s Redtirement 10 are defined and adhered to by afected personnel. Al
ln Kept up to date, Procedures (SOP) e T smilar documentation. prop Isupporting activities are repeatable, consistently applied, and conform|
[m In use. Y Y 9 [to management’s intent.
2 Known to o afected partis.
R Wechantsm eX=E o Gevelop. document and i secure baseing
wdit logs capture all actions taken by any individual witt |configurations for Technology Assets, Applications and/or Services .
10212 wa it s v any rscve s of splcaionor | Funcionl | erscs i | Secr s Cotaratons | 7602 RS T TorSnt i i o s e s oieges ot capaurel 1! Y el wih ievated
Vstem sccou fiivebs
oo o e — s oxtto confiaure Technology ASsets, ApATcatons andlor
udit logs capture all actions taken by any individual wit onfigure Technology Assets, IServices (TAAS) utilized in high-risk areas with more restrictive i e indivi wi
10212 wa iministatie access, mcluding any Ineracive use of applicaton or | Functonal | Intersects With | Applications andjor Servces. | CFG-02.5 [ooceing comtauratine s FRecords of all actions performed by inividuals with elevated
lsystem accounts. (TAAS) for High-Risk Areas pr ptu
AUt 1= capture il action taken by any inaidaal i R
10.2.1.2 N/A ladministrative access, including any interactive use of application or Functional | Intersects Wit | Auditing Use of Privileged IAC21.4  [Mechanisms exist to audit the execution of privileged functions. 5 [Records of all actions performed by individuals with elevated
rieges are captured
System accounts
[Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to praduce event ogs that contan suficen
Information o, ata mnimumi(1) Estslsh what tyoe of event
laudit logs capture all actions taken by any individual wi [occurred;(2) When (date and ti e event occurred;(3) Where the
wdit i y any vi [event occurred;(4) The source of the event;(5) The outcome (success [Records of all actions performed by individuals with elevated
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1021 [echmica nformation rom across the enterprie by a Securiy incdent| Potentally suspicious o anomalous actitie are identfie via a
10411 A lutomated mechanisms are used to perform audi og reviews. Functonal | Inersects with |Corelate Moritoring Informatan|  MON-02.1 [ Schviea fermaton fom acros th enterprise by o secur s oventilly suspicous o anamalous o
organization wide stuational warenese
p—— p— y p — ] o2z [Aamates mechatzn: o to cntrallycolec, v 33 Py e oo e e e v
10411 A Jutomated mechanisms are used to perform audi og reviews. Functonal | Imersects Wit | Central Review & Analysis | MON-022 aierneces mechariene et s suspicious or anomalo
M hanisms exist to review event N logs on an ongoing basis and Porermal\y suspicious or anomalous activities for other system
1042 wa oge of al ther sysem componens Uhese ot specied in Functional | Intersects With | Securiy Event Monitoring | MON-01.8 [escalate ncdents In accordance with estalished tmeines and s e o mehiges i T0.0) e e eawa m aceamiance with
ea! P |procedures. [the entity’s identified risk.
[The frequency of periodic log reviews for all other system components, ';3;“5'“5:*‘? to WV‘CV; event k::s D:‘ ;‘" L;n%ollm; l‘ms\s an:
linot defined in Requirement 10.4.1) is defined in the entity’s targeted | ¢ o | ecurity Event Monitorin [escalate incldents In accordanca with established timellnes ant lLog reviews for lower-risk system components are performed at a
10422 N 'k analyls, which s performed according toal eerment? pecified n|  Functional | Intersects With | - Securiy Event Moritoring | MON0L8 |orocedures, s freauency tha addresses the eniy s k.
Reauirement 12.3.1
[xceptions and anomalles dentied Guring the review process are o1 [Mechanisms exist to TacTate the mplementation of enterprise-wide
1043 wa [xceptons Funcional | subsetof Continuous Moritoring | MONGL_[echanieme exf 10 Suspicous or anomalous actvtiesare addressea
Mechanisms exit & Generate, monar corre and /espond 10
i lalerts from physical, cybersecurity, data protection and supply chain
1043 A [Exceptions and anomales identfed during the review process are. | - puncionar | ntersects With | System Generated Alerts | MON-OLA [csuries o achist intesravce stistond snmern P s Suspicous or anomalous actiitesare acdressed
O Wechartsms EXsE Ko eview event o9 ov n ongoig bass and
1043 A Aceptions and anomalies [dentified during the review process are | puncrional | Intersects With | Security Event Monitoring | MON-01.8 _[escalate incidents in accordance with established timelines and s Suspicious or anomalous activites are addressed.
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5 changes o e setingson el ystems ar ogge,
[montored, and review
echarTims SXeE o Confoure Technalogy ASSets, Applcatons andiar
ITime synchronizaton settings and data ae protected a follows: Services (TAAS) wlized n igh s reas with more restctive
e Aot e o  esricted o any personnel wih o isiness Congure Tecnolgy s baseine confouratons
1063 wa Functional | Itersects With | Appliatons an cre0zs s system time settings cannot be modified by unautharized personnel
o changes to time setings o il systems e oggd TARG) for g RIsk Aveas
[moniored, and revie
ITime synchronizaion setings and data are protected as follows:
o Rccersto ime data f restncied 1 only persomnel it busness y )
1063 N/A Functional Intersects With | System-Wide / Time-Correlated | oy g5 7 - |Automated mechanisms exist to compile audit records into an 5 |System time settings cannot be modified by unauthorized personnel.
ot Trat S el that 5
sy changes totime setings oncriicalsystems are logged
Imontoree, v revemes
Fecharirs e o conue Tehnology Al AgaTeatans s
[Time synchronization settings and data are protected as follows: [Services (TAAS) to use an authoritative time source to generate ti
e R v e 0o prsonnl i busess Stamps or event 1og.
1063 wa ced Functional | Itersects with Time Stamps MON07 s system time settings canot be madifed by unauthorized personnel
Py changes o tim sttings oncritcal st e logge,
[monitored, and revie

Secure Controls Framework (SCF)
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
[Time synchronization settings and data are protected as follows:
|m Access to time data s restricted to only personnel with a business . i
1063 wa Reca Functional | Itersects With |, Synehvonization With | oy, 7.1 Mechanisms exis to synchronize internal system clocks with an s system time settings cannot be modified by unautharized personnel
ln Any changes to time settings on critical systems are logged,
Imonitored, and reviewed.
[Time synchronization settings and data are protected s follows:
ln Access to time data is restricted to only personnel with a business
1063 wa s Functional | Intersects With | Clock Synchronization Seago  [fechanisms exist to tlze tme-synchronization technology to s system time settings cannot be modified by unauthorized persornel
lm Any changes to time settings on critical systems are logged, 4 v
[monitored, and reviewed.
Jauthorized and unauthorized wirless access paints are managed a5
follow
e The resence of wireless (Wi-Fi) access points s tested for,
o Al authorized and unauthorized ireles access points ae detected
121 " fand identin Functional | Subset Of | Network Security Controls (Nsc)|  NeT-o1 [Mechanisms exist o develop, dovern & update pracedures o faciltate 10 Unauthorized wireless access points are idenifed and addressecd
ln Testing, de(e(hon, and identification occurs at least once every P g s
fthree mon
o utomatad moritoring is used, personnel re notifed via
[Generated alercs.
Juthorized and unauthorized wireless access poins are managed a
fo
e presence of wireless (W-F) access points I tested
A authorized and unauthorizd wireless accessponts o detected
121 N/A fand id Functional | Intersects With Guest Networks NET-02.2  |Mechanisms exist to implement and manage a secure guest network. B Ugf‘:;"""‘ze" wireless access points are identified and addressed
o Testing, dele(uar\. and identification occurs at least once every s
fthree mon
7 utomated monitoring Is used, personnel are notifed via
lGencrated slerts.
echarisms exist o it the rurmber of concurrert exteral etwork
Juthorized and unauthorized wireless access points are managed s [connections to ts Technology Assets, Appications andlor Servic
(TaAS)
ln The presence of wireless (Wi-Fi) access points is tested for,
o Al uihorized and unauthorized ieles access poins e detected
121 NiA fand i Functional | Intersects With | Limit Network Connections NET-03.1 5 ”gﬁ;‘;"""‘“d wireless access points are identified and addressed
Testing, ammn and identification occurs at least once every s
fthree mont
i sutomated onitoring i used, personnelare notified via
[Gencrated sier
|Authorized and unauthorized wireless access points are managed as
follows:
|n The presence of wireless (Wi-Fi) access points is tested for, IMechanisms exist to protect external and internal wireless links from
[m Al aumunzea and unauithorized wireless access points are detected [signal parameter attacks through manitoring for unautharized wireless lUnauthorized wireless access points are identified and addressed
121 NA land i Functional | Intersects With | Wireless Link Protection NET-12.1  [connections, including scanning for unauthorized wireless access 5 nauthort P
n Teslmg aetemon, and identification occurs at least once every points and taking appropriate acton. i an unacthorized connection is s .
fthree m ldiscovered
[ Suromated monitoring i used, personnel are notified via
[Generated slerts
|Authorized and unauthorized wireless access points are managed as
follows:
|n The presence of wireless (Wi-Fi) access points is tested for,
o Al uthorized and unauthorized wieles access poins are detected
121 A ST Functional | Intersects With Wireless Networking Ner-15  [Mechanisms existto controlauthorized wirless usage and monior for 5 Unautharized wireless access paints are idenified and addressed
et detecton, and identfiction occurs a east once every is .
fthree months.
ln If automated monitoring is used, personnel are notified via
lgencrated slerts.
|Authorized and unauthorized wireless access points are managed as
follows
In The presence of wireless (Wi-Fi) access points is tested for,
ln All authorized and unauthorized wireless access points are detected IMechanisms exist to test for the presence of Wireless Access Points
n21 NA ond idnined: Functional | Itersects With | Rogue Wireless Detection | NET-15.5 [ WAPs) and 6entiy ai authorized and unautharizea WAPS withi the s Unauthorizes wireiess access plrts ae ldentfied and addressedd
ln Testing. aetectmn and identification occurs at least once every facilty(ies). s v
fthree month
ln I automated monitoring is used, personnel are notified via
[Generated siercs
JAn inventory of authorized wireless access points is maintained, o1 [Mechanisms exist to facilitate an IT Asset Management (ITAM) lUnauthorized wireless access points are not mistaken for authorized
122 A fincluding a documented business justification. Functional Subset OF Asset Governance AST-01Iorogram to implement and manage asset management controls. o wireless access points.
pechanisms exist to prtorm invetaries o Technalogy Assets,
|Applications, Services and/or Data (TAASD) that:(1) Accurately reflects
T comrent TARSD I uees(3) damines suthorved Sofoare produces
1122 A P vertonyofsutorized wirless access pint s maintaine, Functional | Intersects With Asset Inventories ast02  |Including business justification details:(3) s at the level of granularity 5 Unauhorized wireles access poitsare ot mistaken for autharized
laudit by designated organizational personnel
[An inventory of authorized wireless access points is maintained, nctional | intersects i et Networks y rechanisms exist to implement and manage a secure guest networ Unauhorized wireles access pomnts are not mistaken fo autorzed
122 A lincluding a documented business justification. Functional | Intersects With Guest Network NET-02:2_ |Mech: * to implement and manag guest network s wireless access point
IMechanisms exist to protect exteral and internal wireless links from
i invent rized wir ints is maintain sgnal parameter attacks through monitoring for unauthorized wireless nauthorized wir s are not mistaken for authoriz
122 A fin mvertory of autharized wieless access points is maintained. Functional | Itersects With | Wireless Link Protection |  NET-12.1 ~[connetions, including scanning for unauthorized w s lUnautharized ireless access points are not mistaken for authorized
o ! points and t2king approprate acton. I an Unauthorized connecton is P
laiscovered
[An inventory of authorized wireless access points is maintained, [Mechanisms exist to control authorized wireless usage and monitor for| [Unauthorized wireless access points are not mistaken for authorized
122 A lincluding a documented business justification. Functional | Intersects With Wireless Networking NET15 wireless access s wireless access points.
Ioternal vunerabilty scans are performed asfallows
ln At least once every
= Hgh i and crcelveimaramiites (per the entity's ulnerabity [The security posture of all system components s verified periodically
[isk rankings defined at Requirement 6.3.1) are resolved. ; . i lusing automated tools designed to detect vulnerabiliies operating
131 " e Rescand reperormed tht conf i g rik and o Functionsl | Inersects With | Attack Surface Scope Vo011 [Mechanisms existto define and manage the scope for ts attack s inside the network uinerabiies "and rectfied
Jnerabities (s noted above) have been resol 9 lbased on a formal risk assessment framework.(continued on next
o015 kapt up 0 dore it e vlreraity information. ge)
8 Scans are performed by qualified personnel and organizational
findependence of the tester exists.
Internal vinerabilty scansare performed asfollows
At least once every three mo
ln High-isk and mn(a\ iinerapiiiés (per the entty's vuinerabity [Tme securty posture of il system components s vried periodically
[k rankings defined at Requirement 0.3.1 Vulnerability Remediation IMechanisms exist to ensure that vulnerabillties are properly identified, ing automated tools designed to detect vulnerabilities operating
131 A "o beriormed hat comtrT il igh. ok and critial Functonal | ntersects With iy Rer vem.gz  [Mechanisms exist to ene property 4 s Inside the network. Detected vulnerabltles are assessed and rectiied
[vunerabiltes as noted sbove) have been resoived oased on a formal sk assessment amevark continued on next
00l is kept up to date with latest vulnerabilty information. g0)
2 SEans e pertormed by auslifed personnel snd orgamanionc
findependence of the tester exists.
Intermat vulnerabilty scans e performed s olows
ln At least once every three month
High-rsk and crical vinerablities (per the entity's vunerabilty [The security posture of al system components is verified periodically
Fisk rankings defined at Requirement &.3.1) a Mechanisms exist to detect vulnerabilties and configuration errors by lusing automated tools designed to detect vulnerabilities operating
131 NA e pararmed hat coutr: ol hgh ok and critcal Functional | Intersects With | Vulnerability Scanning NIE TR oviioicrdmioiv i sl el 5 nsice the network. Detected vulnerapilties are assessed and rectifed
[vunerabiities (25 noted above) have been resolved 4 q of s e s on  formal sk assessment ramenark (contnued o next
00l is kept up to date with latest vulnerability information. ge)
o SEane e persormec oy aliiad personnel snd orsamationc
e tester exists,
Internal vunerabilty scansare performed asfollows;
At east onc
High-risk and critical vu\nerahlht\eS {perthe entity's vulnerabily [The security posture of all system components is verified periodically
sk rankings defined a Reaurement 6.3 e re lusing automated tools designed to detect vulnerabilities operating
131 A are performed that confrm il o rlsk fond cical Functional | Intersects With | Update Tool Capability VPM-06.1  |Mechanisms exist to update vulnerability scanning tools. s insde the network. Detected vulnerabiltes are assessed and rectied
Fuineraninios (4 notes sbove) hove heen resol lbased on a formal risk assessment framework. (continued on nex
 Sean ool 1 Kept b 1 dave it skest vuinerabity nformation lpage)
|n Scans are performed by qualified personnel and organizational
lindependence of the tester exsts.
Ioternal vunerabilty scansare performed asfallows:
At least once every three mon
o Highrisk ang criical inersbiiiss {per the etity's vinerabilty [The security posture of all system components is verified periodically
ik rankings defined ot Requiremen Mechanisms exit o dentiy the breadth and depth o coverage for lusing automated tools designed to detect vunerabilties operating
131 NA e partorme ot contr il g ik and crtcal Functional | Intersects Wit | Breacth /Depth of Coverage | VPW-06.2 _ vulnsrabilty scaning that definethe system components scanned s nside the nework. Detecied vulnerabilties are assessed and recufied
uinerabiics (4 noted sbove) hove bean resohed. oes of vameraBiities that o checkea for aed on a formal ok ssscsement ramework (comtied on et
ln Scan tool is kept up to date with latest vulnerabiltty information. lpage)
med by qualified personnel and organizational
findependence of the tester exists.
Internal vulnerability scans are performed as follows
ln At least once every three months.
o Hiahrisk ang crica vlnerabiles (per the enty's vlnerabilty echanisms exit o perform quartety interal vunerabily scans, [™me securty posture of il system companents s verifed periodically
sk rankings defined t Reauiremen ed. lnternal Vuinerability Assessment [which includes all segments of the organization's internal network, as lusing automated tools designed to detect vulnerabilties operatin
131 NA Ltan oné periormed that conr il g ik and crtcal Functional | Intersects With Y VPM-06.7 |well as rescans until passing results are obtained or all “high” 5 inside the network. Detected vulnerabilites are assessed and rectified
Fuinerabitios (4 noted above) ve peen reseived Vulnarabilties are resolvea, as defined by the Common Vuerabilty lbased on a formal risk assessment framework. (continued on next
ln Scan tool is kept up to date with latest vulnerability information [Scorng System (VS lpage)
ns are performed by qualified personnel and organizational
findependence of the tester exists.
Intermal vulnerabilty scans are performed afer any significant change
[Te security posture of ol system companents s vrited olowing
2 ik and citeal vnerabiltes (per the enity’s ainerabily significant changes to the network or systems, by using automated
1313 wa i Takinge deined t Recuremert 631 r resol Functional | Intersects With | Attack Surface Scope | Vew-01.1 |echanisms exis to define and manage the scope for s attack s Foal desianca o detect vunerabities operating inide the network
ln Rescans are conducted 9 IDetected vulnerabilities are assessed and rectified based on a formal
o e e artarmect oy aumiadpersonnel and organizatinal sk assessment framework.
findependence of the tester exists (not required to be a QSA or ASV).
lInternal vulnerability scans are performed after any significant change
s follows: [T security posture of all system companents s verfed olowing
Highisk and ciical vulnerabilties (per theentity's vinerabilty significant changes to the network or systems, by using autor
1313 A ik Fankings e 6731 are resoived Functonal | Itersects win | Vulnerabilty Remediation | \py g |Mechanisms exis to ensure that winerabilies are properly identifed, s oo cesionea th detect dunerablitis operating Inioe i network
e Rescans are conaucted o5 necded; IDetected vulnerabilties are assessed and rectified based on a formal
|n Scans are performed by qualified personnel and organizational risk assessment framework
[ndependence of the tester exists (not reduired to be a QS or ASV.
[nternal vunerabilty scans are performed after any sigificant change
[The security posture of all system components is verified following
i ik and citcal vierabiltes (per the enity's vainerabilty » . " errors by significant changes to the network or systems, by using automated
1313 NA sk rankings defined at Requirement 6.3.1) are resolve Functional | Intersects With | Vulnerability Scanning VPHM-06 B ltools designed to detect vulnerabilities operating inside the network
ln Rescans are conducted as routine vulnerability scanning of systems and applications. IDetected vulnerabilities are assessed and rectified based on a formal
ln Scans are performed by qualified personnel and organizational sk assessment framework.
lindependence of the tester exists (ot required to be a QSA or ASV).

Secure Controls Framework (SCF)
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FDE Name

Document Element (FDE) Descriptios

[Internal vulnerability scans are performed after any significant change|
los follows:

lm High-risk and critical vulnerabilties (per the entity’s vulnerability
[isk rankings defined at Requirement 6.3.1) are resolved.

n nducted as needed.

lm Scans are performed by qualified personnel and organizational
findependence of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

PCI DSS v4

SCF Control

[Internal Vulnerability Assessment|
scans

VPM-06.7

Secure Controls Framework (SCF)
escription

IMechanisms exist to perform quarterly internal vulnerability scans,
Junich ncludes il seqments o the organizaton's nternal netork, a5
Jwel as rescans unti assing resuits are obtained or ail

iineraliies arereLolvad.as defined by the Common Vumerabilty
|scoring System (CVSS).

version 2026.1_x000a_03/27/2026

[The security posture of all system components is verified following
significant changes to the network or systems, automated
ltools designed to detect vulnerabilities operating inside the network.

ted vulnerabilities are assessed and rectified based on a formal
Irisk assessment framework.

132

NA

[External vulnerability scans are performed as follows:
la At least once every three months.
[ By a PCI SSC Approved Scanning Vendor (ASV).

Vulnerabilities are resolved and ASV Program Guide requirements
ffor a passing scan are met.

are performed as needed to confirm that vulnerabilities

lare resolved per the ASV Program Guide requirements for a passing
lscan.

Functional

Intersects With

Attack Surface Scope

VPM-011

IMechanisms exist to define and manage the scope for its attack
Jsurface management activities.

[This requirement is not eligible for the customized approach.

132

[Exernal vuinerabilty scans are performed as follows:
= Atieastonce every
2 015 PC1 S5 Appraved canming Vendor (ASV
= Vinersbitties are resolved and ASV Program Guide requirements
for 2 passing scan

R e pertormed as needd to confirm that vulnerabities
avs  resolved per the ASV Program Gulde requirements for a passing

Functional

Intersects With

Vulnerability Remediation
Process

VPM-02

IMechanisms exist to ensure that vulnerabilities are properly identified,
ftracked and remediated.

[This requirement is not eligible for the customized approach.

132

[Extemal vulnerabilty scans are performed as follows:
lm At least once every thr
= ByaPCl eravea Scamming vendor (35
I Vlnerabiltis are eaived i ASY proatam Guide requirements
for 2 passing s

Rescans are performed as needet o confrm that ulnerablities
arc esalved per the ASV Program Guide requirements or 2 pasing

Functional

Intersects With

Vulnerability Scanning

VPM-06

IMechanisms exist to detect vulnerabilities and configuration errors by
Ioutine vulnerability scanning of systems and applications.

[This requirement is not eligible for the customized approach.

132

NA

[xternalvinerabilty scansare performed as fllows:
= 4t least once every three mont
1S5C Approved Scanming vendor (AS
n \/u\nerabmhes e resoived and ASV rogham Guide requirements
for 2 passing s
ire performen as needed to confim that vulnerabiities
[re resonved per the ASV Program Guide requirements for a passing

Functional

Intersects With

External Vulnerability
Assessment Scans

VPM-06.6

echenisms Xt o perform auertery extenal inerabilty <cans
oukid the organizaton's network lonking mward) wi 5 repuiable
inarabilty Service provider, which e rescan untl posing
Iresults are obtained or all “high” vulnerabilties are resolved, as
|defined by the Common Vulnerability Scoring System (CVSS)

[This requirement is not eligible for the customized approach.

1321

[Extemal vulnerabilty scans are peformed afer any sigrificant
lchange a
O uioeramiton fat are scored 4.0 or higher by the CVSS are
lresolved
lm Rescans are conducted as needed,

cans are performed by qualified personnel and organizational
findependence of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

Vulnerability Scanning

VPM-06

IMech: i to dete o errors by
Iroutine vulnerability scanning of systems and applications.

[T securiy postur of al system companents s verfed alowing
lsignificant changes to the network or systems, by usin
o gned 6 deractvilnerabiies opersing o ouride wne network
IDetected vulnerabilities are assessed and rectified based on a formal
Irisk assessment framework.

11321

NA

[External vulnerability scans are performed after any significant
[change as follows:

|s Vulnerabilities that are scored 4.0 or higher by the CVSS are
lresolved!

o Rescans are conducted as needed:

|m Scans are performed by qualified personnel and organizational
lindependence of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

Attack Surface Scope

VPM-011

IMechanisms exist to define and manage the scope for ts attack
Jsurface management activities.

[The security posture of ai system components i verfed following
significant char network or systems, by usin

(iecigned to detaet vulnerablities operating rom outsiae the network.
IDetected vulnerabilities are assessed and rectified based on a formal
risk assessment framework.

1321

[Extemnal vulnerabity scans are performed after any sigificant
lchange a

n Vu\nerabnhues that are scored 4.0 or higher by the CVSS are
lresolved.

IR ascans are conducted as needed:

|m Scans are performed by qualified personnel and organizational
findependence of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

Breadth / Depth of Coverage

VPM-06.2

hanisms exist to identify the breadth and depth of coverage for
[vuinerabity scanning tht defne the system components scarned
d types of vulnerabilities that are checket

[The security posture of all system components is verified following

significant changes to the network or systems, by usin

[designed to detect vulnerabilities operating from outside the network.
etected vulnerabilities are assessed and rectified based on a formal

risk assessment framework.

11321

[Extermal vulnerabilty scans are perfrmed afer any sirificant
[change as fol

@ Vuloeramiton fat are scored 4.0 or higher by the CVSS are
lresolved

lm Rescans are conducted as needed,
|m Scans are performed by qualified personnel and organizational
lindependence of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

External Vulnerability
Assessment Scans

VPM-06.6

IMechanisms exist to perform quarterly external vulnerabilty scans
foutsid the organizatior's network looking inward) vi a eputable
[vulnerability service provi
Iresults are obtained or af

[fened by the Common Vulnsrabilty Scoring System (CVs)

[The security posture of all system components is verified following
significant changes to the network or systems, by usin

[designed to detect vulnerabilities operating from outside the network.
IDetected vulnerabilities are assessed and rectified based on a formal
risk assessment framework.

11321

NiA

[xternal uinerabilty scans are performed aftr any signficant
[change as fol
n Vu\nerablht\es hat are scored 4.0 or higher by the CVSS are

R oscans are conducted as needed:
lm Scans are performed by qualified personnel and organizational
[ndependence of the tester exists (not reduired to be a QS or ASV.

Functional

Intersects With

Vulnerability Remediation
Process

VPM-02

IMechanisms exist to ensure that vulnerabillties are properly identified,
ltracked and remediated.

[The security posture of all system components is verified following
Significant changes to the network or systems, by usin

[designed to detect vulnerabilities operating from outside the network.
IDetected vulnerabilities are assessed and rectified based on a formal
Irisk assessment framework

1145

NA

I segmentation is used to isolate the CDE from other networks,
Jpenetration tsts are performed on segmentation controls a folows:
o At least once every 12 months and after any changes

lsegmentation controls/meth
[ Covering ai segmentation (onlra\s/memads in use.
o According toth en penetration testing methodology
l& Confirming that the segmentation contralsimethods are operationl
o eotive, and flate e COE rom sl oukof scope oystome.
8 Confirming effectiveness of any use of solaion to separate systems
|with differing security levels (see Requirement
o Perforome b o auained mtconal vesburce o auathied external third
lparty

y.
lm Organizational independence of the tester exists (not required to be.
lp QSA or ASV)

Functional

Intersects With

Restrict Access To Security
Functions

END-16

[Mechanisms exist to ensure security functions are restricted to
lauthorized individuals and enforce least privilege control requirements|
for necessary job functions.

If segmentation is used, it is verified periodically by technical testing
to be continually effective, including after any changes, in isolating
lthe CDE from all out- of-scope systems.

145

II segmentation is used to isolate the CDE from other networks,
Jpenetration testsare performed on segmentation controls a5 follows:
east once every 12 monts and after any changes to

Cegmentaton controtim
[a Covering all s¢ Malmn comrms/memuus in use.
[& Accarding to the entit's defined penetration testing methodology.
= Contrming ot he scamentatios contralamernoas e aperaton
ong effective, and isolae the CDE from all ot uf scope systems,
lm Confirming any use of isolati
it afaing cecurty ovels (s08 Requrement 22.3)

Perf med by a qualified internal resource or qualified external third

i Drgamzanona\ independence of the tester exists (not required to be
lo QSA or ASV)

Functional

Intersects With

Network Segmentation
(macrosegementation)

NET-06

[Mechanisms exist to ensure network architecture utilizes network
lsegmentation to isolate Technology Assets, Applications and/or
[Services (TAAS) to protect from other network resources.

I seqmentation s used. s verited perodically by echical esting
lto be continually effective, including after any changes, in isolatin
lthe CDE from all out- of-scope systems.

1145

I segmentation is used to isolate the CDE from other networks,
lpenetration tests are performed on segmentation controls as follows:
o At east once every 12 months and afer any changes to
lsegmentation controls/met

lm Covering all segmemalmn Controls/methods in use.

lm According to the entity’s defined penetration testing methodology.
& Confirming that the segmentation contralsimethods are operational
land effective, and isolate the CDE from all out-of-scope systems.

|m Confirming effectiveness of any use of isolation to separate systems
[with differing security levels (see Requirement 2.2.3)

lm Performed by a qualified internal resource or qualified external third
lpart

y.
la Organizational independence of the tester exists (not required to be.
lo QSA or ASV)

Functional

Intersects With

DMZ Networks

NET-08.1

IMechanisms exist to monitor De-Militarized Zone (DMZ) network
lsegments to separate untrusted networks from trusted networks.

It segmentation is used, it is verified periodically by technical testing
o be continually effective, including  changes, in isolating
[the CDE from all out- of-scope systems.

1145

NA

I segmentation is used to isolate the CDE from other network:
fpenetration tests are performed on segmentation controls as Totows
Jeast once every 12 months and after any changes

lsegmentation controls/methods
= Covering ai cgmentation controlsimethods in use.

‘According to he entity's defned penéiration testing methodology.
o Confirming that the segmentation control/methacs are aperation!
[ond effotive, ond isolate the CDE from all out of-scope
o Comfiming ofectvencss o sy oo of Keiation o ceparate systems
[with differing security levels (see Requirement 2.2.3)
s performe by @ qualified nteral resource or qualied extenal third

I nganizational Independence of the tester exits (notrequired to be
lp QSA or ASV)

Functional

Intersects With

Security Function Isolation

SEA-04.1

IMechanisms exist to isolate security functions from non-security
lfunctions.

If segmentation is used, it is verified periodically by technical testing
to be continually effective, including after any changes, in isolating
lthe CDE from all out- of-scope systems.

145

Ifsegmentation s used to iolate the CDE from ather netwarks;
[penetration tests. mentation controls as follows:
o At east once every 12 months and arter any changes to
segmentation (ontm\s/me(
o Covering all segmentation controlsfmethods n use
= Retordiag to e ety 5 detmed pencuation teating methodeloay
| Confirming that the segmentation controls/methods are operational
tive, and isolate the CDE from all out-of-scope
e o Seltion o ceparate systems

3)
= Partormed by s aualfied intoal resource or qslied external tird
lparty

& Organizational independence o the tester exiss (not required to be
lo QSA or ASV)

Functional

Intersects With

Secure

Environments

ToA07

Yo maintain a segmented development network to
[ensure = secure devclopment ervisonmes

Secure Controls Framework (SCF)
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FDE Name

Document Element (FDE) Descriptios

I segmentation is used to isolate the CDE from other networks,
Jpenetration tests are performed on segmentation controls a folows:
ry 12 months and after any changes to
Begmentation controsimethods

= Covering all seqmentation controlsimethods i u

[m According to the enti 4 penetration testing methodology.
& Confirming that the segmentation controlsmethods are operotional
land effective, and isolate the CDE from all out-of-scope.

[ Confirming efectvencss o any use of Sclaion o ceparate systems
|with differing security levels (see Requirement 2.2.3)

lm Performed by a qualified internal resource or qualified external third
lparty

y.
lm Organizational independence of the tester exists (not required to be.
lo QSA or ASV)

Functional

Intersects With

PCI DSS v4

SCF Control

Penetration Testing VPM-07

Secure Controls Framework (SCF)
scription

[Mechanisms exist to conduct pcnclratlun testing on Technology
|Assets, Applications andor Services (TAAS).

version 2026.1_x000a_03/27/2026

If segmentation is used, it is verified periodically by technical testing
Ito be continually effective, including  changes, i isolating
[the CDE from all out- of-scope systems.

1145

Iif segmentation is used to isolate the CDE from other networks,

Jpenelrationtests are performed on segmentation controls a5 Tollows:
nce ever ionths and after any changes to

Segmentotion conmoismetnods

[a Covering all s¢ men(anon  controlymethods n use

& According to the entit's defined penetration testing methodology.

= Contrming ot he scamentatios conralamernoas o apraton

ong effective, and iolae the CDE from all out-of scope systes.

lm Confirming effectiveness of any use of isolation to separate systems

[t ifeing securiy levels (see Requirement 2.2.3)

e Performed by 3 qualifed nterma resource or uaified extenal i

I Organizational independence of the tester exists (not required to be
lo QSA or ASV)

Functional

Intersects With

Independent Penetration AGent | vy g7.1

[Mechanisms exist to utilize an independent assessor or penetration
lteam to perform penetration testing.

If segmentation is used, it is verified periodically by technical testing
to be continually effective, including after any changes, in isolating
lthe CDE from all out- of-scope systems.

152

NiA

|A change-detection mechanism (for example, file integrity monitoring
ltools) is deployed as foliows:
1t personnel to unauthorized modificaton (nclucing
hanges, aditons, and deetions) o criical
o perform criical il comparisons at least once weekly.

Functional

Intersects With

[Endpoint File Integrity Monitoring| gy o6
(FIM)

hanisms exist to utilize File Integrity Monitor (FIM), or similar
ltechnologies, to detect an n unauthorized changes to
lselected files and configuration settings.

(Critical files cannot be modified by unauthorized personnel without an
jlert being generated.

1152

change-detection mechanism (for example, file integrity monitoring
ftools) is deployed as follows:
| To alert personnel to unauthorized modification (including
lchanges, additions, and deletions) of critical files.

0 perform critical file comparisons at least once weekly.

Functional

Intersects With

File Integrity Monitoring (FIM) | MON-01.7

[Mechanisms exist to utilize a File Integrity Monitor (FIM), o similar
[change-detection technology, on critical Technology Assets,
|Applications and/or Services (TAAS) to generate alerts for
lunauthorized modifications.

(Crtca files cannot be modified by unauthorized personnel wihout an
lalert being generatet

1211

lan overall information security policy is:
|m Established.

ublished
|m Maintained.
lm Disseminated to all relevant personnel, as well as to relevant
[vendors and business partners.

Functional

Intersects With

Publishing Security, Compliance

&Resilience Documentation | 9OV-02

techanisms exist to establish, maintain and disseminate policies,
[standards and procedures necessary for secure, compliant and
resilient capabilites.

[The strategic objectives and principles of information security are
[defined, adopted, and known to all personnel

1211

NiA

lAn overall information security policy is:
lm Estabished.

Published
lm Maintained.
la Disseminated to all relevant personnel, as well as to relevant
[vendors and business partners.

Functional

Intersects With

Periadic Review & Update of
Security, Compliance &
Resilience Program

Gov-03

[Mechanisms exist to review the Security, Compliance & Resilience
lProgram (SCRP), including policies, standards and procedures, at
lplanned intervals or if signi \ges occur to ensure their
[continuing suitability, adequacy and effectiveness.

[The strategic objectives and principles of information security are
[defined, adopted, and known to all personnel.

1212

NA

[The information security policy is
lm Reviewed at least once every

= Uposted oc ncage o eheet chamges to business abjectives orrisks
fto the environment.

Functional

Intersects With

Publishing Security, Compliance

& Resilience Documentation Gov-02

IMechanisms exist to establish, maintain and disseminate policies,
Jstandards and procedures necessary for secure, compliant and
resilient capabilites.

e information security policy continues to reflect the organization's
hetegic objoctves and s

1212

NA

[Te nformation secury policy s,
la Reviewed at least once every 1.

= Uposted on ncaded o eheet chamges to business abjectives orrisks
fto the environment.

Functional

Intersects With

Periodic Review & Update of
rity, Compliance &
Resillence Program

Gov-03

[Mechanisms exist to review the Security, Compliance & Resilience
lProgram (SCRP), including policies, standards and procedures, at
lplanned intervals or if significant changes occur to ensure their
[continuing suitability, adequacy and effectiveness.

[The information security policy continues to reflect the organization’s
strategic objectives and principles.

1213

[T securty pally clarly defines nformation secury roes and
Iresponsibilities for all personnel, and all personnel are aware of and
eroniedge e ifarmaton securiy ospanabines

Functional

Intersects With

Publishing Security, Compliance

& Resilience Documentation | O0V-02

echanisms exist to establish, maintan and disseminate palicies,
ltondards and procedures necessary for secure, compi
Fesiient capasiities.

lPersonnel understand their role in protecting the entity’s cardholder
ldata

1213

[T securty paliy clarly defines nformation secury roles and
Iresponsibilities for all personnel, a nel are aware of and
[ocknowledge thelr mformation security responsiblities

Functional

Intersects With

|Assigned Security, Compliance &

Resilience Responsibilities Gov-04

[Mechanisms exist to assign one or more qualified individuals with the
mission and resources to centrallymanage, coardinate, develop,
Implement and maintain an enterprise-wide Securiy, Compiance &
Rebiience program (SCR)

lPersonnel understand their role in protecting the entity’s cardholder
ldata

1213

NA

[T securty palicy dlarly defines nformation secury rales and
ersonnel, and all personnel are aware of and
[ocknowledge thelr information security responsioiitios.

Functional

Intersects With

Defined Roles & Responsibilities | HRS-03

IMechanisms exist to define cybersecurity roles & responsibilities for all
lpersonnel

lPersonnel understand their role in protecting the entity's cardholder
ldata

1213

NA

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities,

Functional

Intersects With

User Awareness HRS-03.1

IMechanisms exist to communicate with users about their roles and
responsibilities to maintain a safe and secure working environment.

lPersonnel understand their role in protecting the entity's cardholder
ldata

1213

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
locknowledge their information security responsibilities.

Functional

Intersects With

Terms of Employment HRS-05

hanisms exist to require all employees and contractors to apply
|eybersecurity and data protection principles in their daily work to
lenable secure, compliant and resilient capabilities.

[Personnel understand their role in protecting the entity's cardholder
ldata

1213

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities.

Functional

Intersects With

Rules of Behavior HRS-05.1

[Mechanisms exist to define acceptable and unacceptable rules of
lbenavior for the use of technologies, including consequences for
lunacceptable behavior.

[Personnel understand their role in protecting the entity’s cardholder
ldata

1221

facceptable use polcies for end-user technologies are documented
implemented, including:

bk approual by sutharized partes

lm Acceptable uses of the technology.

Im List of products approved by the company for employee use,

[nclucing hardware and software.

Functional

Subset Of

Human Resources Security

Manager HRs-01

[Mechanisms exist to facilitate the implementation of personnel
[security contros

[The use of end-user technologies s defined and managed to ensure
lauthorized usage.

1221

NA

cceptable use polcies forend-usertechnologiesare documented
land implemented, incl

Im Explicit approval hy authorized parties,

[m Acceptable uses of the technology.

o List o products approved by the company for employee use,

lincluding hardware and softw:

Functional

Intersects With

Terms of Employment HRS-05

IMechanisms exist to require all employees and contractors to apply
|eybersecurity and data protection principles in their daily work to
lenable secure, compliant and resilient capabilities.

[The use of end-user technologies is defined and managed to ensure
lauthorized usage.

1221

lAcceptable use policies for end-user technologies are documented
nd implemented, includine

o List o products approved by ¢ me Yompany for employee use,
lincluding hardware and softwar

Functional

Intersects With

Rules of Behavior HRS-05.1

[Mechanisms exist to define acceptable and unacceptable rules of
lbehavior for the use of technologies, including consequences for
lunacceptable behavior.

[The use of end-user technologies s defined and managed to ensure
lauthorized usage.

1221

lAcceptable use policies for end-user technologies are documented
land implemented, including
o Explct aporoval by authorzed paries
lm Acceptable uses of the technol

List of products approved by the company for employee use,
fincluding hardware and software.

Functional

Intersects With

Technology Use Restrictions |  HRS-05.3

techanisms exist to establish usage restrictions and implementation
lguidance for organizational technologies based on the potential to
|cause damage to Technology Assets, Applications and/or Services
(TAAS), if used maliciously.

[T use o end-user technologes is defned and managed to ensure
lauthorized usags

1231

[Each PC1 S5 requirement that provides fletiity for how frequenty
[t s performed (for example, requirements to
erioacaly) e Supporiad by cirgeted ok anaias ot s
d includes:
[m Identification of the assets being protec
8 dentfcaton of the threats) ot the Tequrement s protecting

& %aentincation of factors that contribute to the likelinood andor
fimpact realized.

lm Resulting analysis that determines, and includes justification for,
lnow frequently the requirement must be performed to minimize the
likelihood of the threat being realized.

iew of each targeted risk analysis at least once every 12 months.
fto determine whether the results are still valid or if an updated risk
lanalysis is needed.
lm Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

Periadic Review CFG03.1

IMechanisms exist o periodically review system configurations to
identify and nnecessary and/or non-secure functions, ports,
rotochis g serveen

1231

NiA

[Each PCY DSS requirement tha provides flexblity for haw frequently
ltis performed (for example, requirements to be performed
lpericdicaliy s supported by a targeted risk analysis that 15
ldocumented and includes:

lm Identification of the assets being protected.

[m Identification of the threat(s) that the requirement is protecting

lagainst.
Jm dentification of factos that contribute tothe ikelinood anor
fimpact of a threat being realized.
I Fesultng analysis ta S atereines, and includes jusication fo,
ntly the requirement must be performed to minimize the
Iwkehhoad o1 the threat beimg reaiize
w of each targeted risk analysis at least once every 12 months
o determing whether the results aré st vaid o f an updated sk
ana\ysvs is needed.
lm Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

Risk Framing RSK-01.1

[Mechanisms exist to identify:(1) Assumptions affecting risk
lassessments, risk response and risk monitoring;(2) Constraints.
laffecting risk assessments, risk response and risk monitoring;(3) The.

rganizational risk tolerance; and(4) Priorities, benefits and trade-offs
|considered by the organization for managing risk.

lUp to date knowledge and assessment of risks to the CDE are
Imaintained.

1231

[ach PC1 DSS requirement that provides lexiiltyfor how frequently
fitis performed (for example, requirements to be per
lperidically) s supported by a targeted ik analysis iy
d includ
la ldentifcation of the assets being protecte
| dentificaton of the threat(s) that the Tequrement s protecting

[ aentincation of factos that contribute tothe ikelinood andlor
mpact of a threat being realized.

Resulting analysis that determines, and Includes Justifiation for,
Inow frequently the requirement must be performed to minimize the
likelinood of the threat being realized.

Review of each targeted risk analysis at least once every 12 months
lto determine whether the results are still valid or if an updated risk
lanalysis is needet

iance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

Risk Identification RSK-03

[Mechanisms exist to identify and document risks, both internal and
lexternal

Up to date knowledge and assessment ofrisk tothe CDE are
Imaintaine

1231

NA

Jeach P DSS reguirement hat provides flexlty for how frequenly
it is performed (for example, requirements to be performed
lperiodicaliy is Supported by a targeted risk analysis that i
ldocumented and includes:

|n dentification of the assets being protected.
o enticationof the thrste) tha th rquicemen s potecing

I aenincation of factors that contribute to the ikelinood andlor
limpact of a threat being realized.

| Resulting analysis that determines, and ncludes usincaton for,
ntly the requirement must be performed to minimize the
eaimosdo e threat being realize

|m Review of each targeted risk analysis at least once every 12 months
fto determine whether the results are still valid or if an updated risk
lanalysis is needed.

lm Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

Risk Assessment RSK-04

pechaniems eist o conduct recuring assessments of ik ot

includes the likelinood and ma m unauthorized
laccess, use, disciosure, disruption, modification or destruction of the
lorganization's Technology Assets, Applications, Services and/or Data
(TAASD)

lUp to date knowledge and assessment of risks to the CDE are
Imaintained

Secure Controls Framework (SCF)

16 of 18



Set Theory Relationship Mapping (STRM)

PCI DSS v4

version 2026.1_x000a_03/27/2026

FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
Jeach P DSS reguirement hat provides fleilty for how frequenly
itis performed (for example. requirements to
ericacaly) e Supporied by chrgered ok anabias ot s
ted and includes:
Identification of the assets being protected
\denl\ﬁ:a!mr\ of the threat(s) that the requirement is protecting
= Gentircation of factors that conribute o the likeinood andor
1231 VA e toreck ochors (et cunctionsl | Intersects With Risk Register Rskoas echanisms exist o maintan s reiser tha fcilates moricoring 5 Up o date knowledge and asessment ofriss o the COE are
m Resulting analysis lhal delermmes‘ and includes justification for, P 9
Inow frequently the requirement must be performed to minimize the
ikelihood of the threat being realized.
jew of each targeted risk analysis at least once every 12 months.
o determine whether the results are still valid or if an updated risk
Janalysis is neede
ln Performance of updated risk analyses when needed, as determined
lby the annual review.
each P D35 reguirement hat provides flesity for how frequently
it is performed (for example, requirements to be performed
[periodically) is suppoﬂed by a targeted risk analysis that is
ldocumented and in
[ Gemnéation of e asssts being protected
|n Identification of the threat(s) that the requirement is protecting
inst
|n Identification of factors that contribute to the likelinood and/or Mechanisms exist to identify and assign a isk ranking to newly
1231 WA fmpac f ot b reiz Functonal | ntersects With Risk Rariing RSK.05  |dicovered sscurty winerabilties tha s based o Industry- s U to date knowledge and assessment o isks to the COE are
s Resuting anlysis that determine, and ncudesfusttcation or, recognized practices.
w regquently the requirement must be performed to minimize the
einoce of the thrcat beng reanses
|n Review of each targeted risk analysis at least once every 12 months
o determine whether the results are stll valid or if an Updated risk
onalyis s needed.
ormance of updated risk analyses when needed, as determined
oy the ommsr v
each P15 reauirement hat provides fleslty for how freguertly
tis performed (for example, requirements to
erodieaiy) & suppored iy a Srgeted ek anaiyas ot s
d includes
|n dentification of the assets being protected
o ideniicaion ofthe inret(s) that the requirement s protecing
[agair
\dennma(mn offctors that contriute o the lkelhood andlor
1231 A act o 3 threa belng eaized Functional | Itersects with Risk Remediaton RSK05  echanisms exis o remedlte rsksto an acceptable fvel. s Up o date knowledge an assessment ofrisks o the CDE are
e Resulting analysis that determines, and includes justfcation for,
Inow frequently the requirement must be performed to minimize the
ikeinood of tne threat being reaized
T of Sach torgeted ik ancysi a least once every 12 morihs
Fo determine whether the resuts are il vali or if an updated sk
Janalysis is neede
ln Performance of pdated risk analyses when needed, as determined
loy the annual review.
Jeach Pe1 D55 reguirement hat provides fleuity for how frequently
tis performed (for example, requirements to be performe:
Denomcal\yl is. suDDaned by a targeted risk analysis that ws
ldocumented and includes:
ln dentification of the assets being protected
\denlm(almr\ of the threat(s) that the requirement is protecting
[ aentincation of foctos that contribute tothe ikelinood andlor
1231 wa [mpact of a theat being reaized Functional | Itersects with | E Ricos2 Mechanisms existto dentty and implement compensating s Up to date knowledge and assessment ofrisks o the CDE are
- Resm(mg ana\ysws that determines, and includes justification for, e
Inow fre requirement must be performed to minimize the
ceinoss of the hrcat beng reaoe
ln Review of each targeted risk analysis at least once every 12 months
o determine whether the results are stll valid or if an updated risk
onalysio s necaed
|n Performance of updated risk analyses when needed, as determined
lby the annual review.
each P D35 reguirement hat provides fleislty for how freguertly
tis performed (for example, requirements to be perform:
[periodically) is suppol‘\ed by a targeted risk analysis mat \s
d includ;
JaGentiication of the assets being protecte
= eentincaton o the teat(e hat e equrement s protecting
lagains.
dentification of factors that contribute to the likelihood and/or IMechanisms exist to routinely update risk assessments and react
1231 A fmpact of a threat being realized. Functional | Intersects With | Risk Assessment Update RSK-07  [accordingly upon identifying new security vulnerabilties, including 5 Up to date knowledge and assessment of risks to the CDE are
Resulting analysis that det termines, and includes justification for, lusing outside sources for security vulnerability information.
Inow frequently the requirement must be performed to minimize the
ikelihood of the threat being realized.
Review of each targeted risk analysis at least once every 12 months
o determine whether the results are stllvalid or if an pdated risk
onalei s needed
ormance of updated risk analyses when needed, s determined
[y the annual review
IA formal security awareness program is implemented to make al rity, Complianc nisms exi i Implementation " lPersonnel are knowledgeable about the threat landscape, their
1261 NiA [personnel aware of the entity’s information security p Functional Subset O Rem e e sato1  [Mechanisms 32‘; to facitate the implementation of security 10 Iresponsibility for the operation of relevant security controls, and are.
[procedures, and their role in protecting the cardholder data. Jable to access assistance and guidance when required.
IA formal security awareness program is implemented to make all ccuity, Compliance & Mechanisms exist to provide all employees and contractors Personnel are knowledgeable about the threat landscape, their
1261 A el aware of the entity’s information security policy and Functional | ntersects With | Security: Compliance & | sT.0  lappropriate security, complance and résilence awareness education s responsinilty for the operation o relevant securlty contras, and are
[procedures, and their role in protecting the cardholder data. 9 [and training that is ve\evar\[ for their job function. |able to access assistance and guidance when required.
. . . . Mechanisms exist to provide role-based security, compliance and rsonnel ar i
1261 " personnel aware of he crby s iformatlon Secuty povey and Functional | Itersects witn |RO1e-Based Securiy. Compliance| g3 fesiience related raining:(1) Befora authorizing access (o the system s resnanblity fo te ogeraion f relvant Secunhy conpel, and are
& Resilience Training lor performing assigned duties;(2) When required by system changes; d
[procedures, and their role in protecting the cardholder data. o bertorming sssioned dut lable to access assistance and guidance when required.
eCTaS SF o doeye et and oo AT Ty
IA formal security awareness program is implemented to make ai ecurity, Compliance & ocivites,incusing (1) niial securiy, complance ond esi Personnel are knowledgeable about the threat landscape, their
1261 wa el aware of the enty’s formation securty policy and Functional | tersects with | Security. Compliance & | su7.04  awareness triningi(2) Recurring awareness training: and(3) B responsibilty or the operation o relevant security controls, and are
[procedures, and their role in protecting the cardholder data. 9 [Technology Assets, Applications and/or Services (TAAS)-specific |able to access assistance and guidance when required.
training
curty awareness training includes awareness o threats and
vu\nsvam\mss that could impact the Security of the CDE, including but Security, Compllance & Mechanisms exist to provide all employees and contractors lPersonnel are knowledgeable abou their own human vulnerabilities
12631 A ot imited Functional | Itersects With | SeU: Complance & | sxr.0>  fappropriate securit, compliance and resilence awareness education s i how threa actors will attempt o expiot Such vuinerabilties
thshmg i related attacks. 9 |and training that s relevant for their job function. [Personnel are able to access assistance and guidance when required.
|n Social engineering
[security awareness training includes awareness of threats and
[vulnerabiliies that could impact the security of the CDE, including but fechanisms exist to include awareness training on recognizing and lPersonnel are knowledgeable about their own human vulnerabilites
12631 A Inot limited to! Functonal | Intersects Wih | SocalEngineerng & Mining | SAT-022_eporting poential and actua nstancesofsocal engineering and 5 land how threat actors will attempt to exploit such vulnerabiltes.
ln Phishing and related attacks. lsocial min Personnel are able to access assistance and guidance when required
|n Social engineering,
ecurity awareness training includes awareness of threats and
i Mechanisms exist to provide role-based security, compliance and . . .
ean " Jwlnerabiles that couldimpact the securiy o the COE, incuding but| | e securty, Compliance|  gxrg;  ealiencerelated Hatang: 1) elore suthorng aceecs 1 1 system . rrsonne are Knowledgeatie about hei our uman vlncrobites
e hishing an relatd attacks. Resllience Treining orperforming assigned dutes;(2) When required by system changes Personnel are abie 1o access acsatance and guidance when reaured
|w Social engineering. v :
[security awareness training includes awareness of threats and fechanisms exst fo ensure that every user accessing 2 system
runerabiies tht coud impact the securiy of the COE, ncluding but Sensitive / Reguiated Data processing, stoing o ransmiting sersvelreauated doe s ormally lPersonnel are knowledgeable about their own human vulnerabiities
12631 A Inot imited Functional | Intersects With | g Sencitive / Reguated Data | g7.03 3 |trained in data handiing requirements. 5 land how threat actors will attempt to exploit such vulnerabillties.
IS Fiing and related attacks. ge. 9 9 lPersonnel are able to access assistance and guidance when required.
Jn Social engineering
[security awareness training includes awareness of threats and
[vulnerabiliies that could impact the security of the CDE, including but Mechanisms exist to provide role-based security, compliance and [Personnel are knowledgeable about their own human vulnerabiities
12631 A Inot Functional | Intersects With |  Cyber Threat Environment |  SAT-03.6  |resilience awareness training that is current and relevant to the cyber 5 ow threat actors wil attempt to exploit such vulnerabilties.
ln Phishing and related atacks. [tnreats that users might encounter in day.-to-day business operations. [Personnel are able to access assistance and guidance when required.
ln Social engineering.
JA st of al third-party service providers (TPSPS) with which account Mechanisms exist to faciltate the implementation of cloud
1281 A ldata is shared or that could affect the security of account data is Functional Subset Of Cloud Services CLD-01  |management controls to ensure cloud instances are secure and in-line 10 [Records are maintained of TPSPs and the services provided
Imaintained, including a description for each of the services provided. [with industry practices.
st of al thicparty service providrs (TPSPs) with which account nisms ex e, control and review organization-approv
1281 " dota s shared of that couid ffect the security of account Functonal | ntersects With Remote Access NET1a  [Mechanisms exist to define, control and review organization-approved, s Records are maintained of TPSPs and the services provided,
[maintained, including a description for éach of the senvices provided
JA lst of allthird-party service providers (TPSPs) with which account echanisns xst o it the implemenaton o i por
1281 NIA data is shared or that could affect the security of account data is Functional Subset Of Third-Party Management TPM-01 Imanagement control P party 10 [Records are maintained of TPSPs and the services provided.
[maintained, including a description for each of the services provided. g
Mechanisms exist to maintain a current, accurate and complete lst of
JA st of al third-party service providers (TPSPs) with which account [External Service Providers (ESPS) that can potentially impact the
1281 A is shared or that could affect the security of account data is Functional | Intersects With | Third-Party Inventories TPM.0L1  [Confidentialtty, Integrity, Avallability andor Safety (CIAS) of the B [Records are maintained of TPSPs and the services provided
Imaintained, including a description for each of the services provided. organization’sTechnology Asets, Applications, Sevices and/or Data
(TARSD)
Fechanisms X o peform recurg valdaton o The Response,
|Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
JA st of al third-party service providers (TPSPS) with which account milar documentation. to ensure securty, compllance and resilence
1281 A ldata is shared or that could affect the security of account data is Functonal | Inersects Wih | Tird-arty Scope Review | TPM.05.5 _conirol assignments accuraely relect current (1) Contracual | 5 [Records are maintained of TPSPs and the services provided.
Imaintained, including a description for each of the services provided. biigations for the External Service Provider ( si
|practices;(3) Applicable stakeholders; endM) Demoyed Te(hv\amqy
|Assets, Applications and/or Services (TAA
|Written agreements with TPSPs are maintained as follows:
|n Written agreements are maintained with all TPSPs with which Mechanisms exist to document and maintain a Responsible,
[account data i shared or that could affect the security of the CDE Responsible, Accountable, ccauntabe. Supportive, Conslted & former (RASC) mars, or .
1282 wa & Written agreements Include acknowledgments rom TPSPs that they | Functional | Intersects With | Supportive, Consulted & | TPM-05.4 |similr documentation, to delineate assignment fo securl s Records are maintained of esch TPSPs ecknowmiedgment of ks
[are responsible for the security of atcoun( data the TPSPs possess or Informed (RASCI) Matrix [compliance and resilience controls between internal stakehomers and P y to pr
therwise store, process, or transmit on behalf of the entity, or to the fExternal Service Providers (ESPs).
Jextent that they Could impact the security of the entity's COE
|Written agreements with TPSPs are maintained s follows:
|n Written agreements are maintained with all TPSPS with which
Bcount Gata s shared r rat coul afec h secury o e COE i party Contract Mechanisms exist o require contractual equirements for applicable ’ toined of each TPSP's acknowledament of s
182 VA e i o atter ey | Functional | Intersects with ird-party Contrac rem0s  [security, compliance and resiience requirements with third-partics, 5 ecords are maintained of each TPSP's acknowledgment of i
Requirements reflecting the organization's needs to protect its Technology Assets, responsibility to protect account data
e respanaie fo e sty of count oata ihe T75be poseess or [eflecting the organization’s needs to prote
therwise store, process, or transmit on behalf of the entity, or to the oo "
[extent that they coud impact the security of the entity's
[Written agreements with TPSPs are maintained as follows:
Bgreements are maintained with all TPSPS with which
[account data s shared or that could affect the security of the CDE IMechanisms exist to mitigate the risks associated with third-party
1282 N e Wit agrecmets nclcescknowledgments from PSP thatthey | Furctionl | tersects Wi | Ti-party Sevies P04 [access to the organization's Technoloay Assets, Appiications, Services s Records are maintained of each TPSP's acknowledgment of ts
lare responsible for the security of account dat: possess or land/or Data (TAASD). responsibility to protect account
heriae Stors, rocese o {Tanari on pehalf of the eriy. o o the
lextent that they could impact the security of the entity's CDE
Mechanisms exist to conduct a risk assessment prior to the acquisiion [The capabiliy, intent, and resources of a prospective TPSP to
JAn established process is implemented for engaging TPSPs, including Third-Party Risk Assessments & » Il Anerbuh sl oy A St . Intent,
1283 A e g e e Functional | Intersects With e e TPH04.1 for utsourcing oftechnolooy gy Assets, Appl 5 deauatly protect account data re assessed beoreth TP i
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Set Theory Relationship Mapping (STRM)

1284

FDE Name

Document Element (FDE) Descriptios

rogram is implemented to monitor TPSPs’ PCI DSS compliance
Jstatus at least once every 12 months.

Functional

Intersects With

PCI DSS v4

SCF Control

Review of Third-Party Services

TPM-08

Secure Controls Framework (SCF)
escription

IMechanisms exist to monitor, regularly review and assess External
[service Providers (ESPs) for compliance with established contractual
requirements for security, compliance and resilience controls.

version 2026.1_x000a_03/27/2026

[The PCI DSS compliance status of TPSPs is verified periodicaly.

1285

NA

|nformation is meintained about which PC| DSS requirements are
naged by each TPSP, which are managed by the entity, and any
ot 2o Srorca betorecn the Tras and s eniy.

Functional

Intersects With

Third-Party Contract
Requirements.

TPM-05.

[Mechanisms exist to require contractual requirements for applicable
lsecurity, compliance and resilience requirements with third-parties,
reflecting the organization's needs to protect its Technology Assets,
|Applications, Services andjor Data (TAASD).

[Records detailing the PCI DSS requirements and related system
lcomponents for which each TPSP is solely or jointly responsible, are
Imaintained and reviewed periodically.

1285

[Information is maintained about which PCI DSS requirements are
Imanaged by each TPSP, which are managed by the entity, and any
lthat are shared between the TPSP and the entity.

Functional

Intersects With

Responsile. Accountaple.
rtive, Consulte
o (s Matrx

TPM-05.4

[Mechanisms exist to document and maintain a Responsibl
Jaccountable Supportive, Consted & nfarmed (RASCI i, or
[similar documentation, to delineate assignme urity,
Comblance and reshance cantrels bermaen miermal iakendiders and
[External Service Providers (ESPs).

[Records detailing the PCI DSS requirements and related system
Icomponents for which each TPSP is solely or jointly responsible, are
Imaintained and reviewed periodically.

12101

i ncidentresponse plan existsan s resy to e acivated n the
of a suspected or confirmed security incident. The

Incicdes ot & not mted to
a Roles. responsibities and communicaton and contac strtegis in
lthe event of a suspected o confirmed security incident, includi
[potification of payment brands and acquirers, at a minimurm

lm Incident response procedures with specific containment and
[mitigation activities for different types of incidents.
o Business recovery and continity procedures
[m Data backup pro
= Anaiyes of flegal requirements for reporting compromises,
[m Coverage and responses of all critical system components.
I Reference of inclusion of ncident response procedures from the
lpayment brands.

Functional

Intersects With

Data Backups

BCD-11

echanisms exist to createrecuring bockups o dato, software andor
oystem images, a5 well a veriythe ntegrty of these back
(e the sty of he data to Saily Recovers Time ejecuves
7705 and Recowery Point Objectves (RPOS).

[A comprehensive incident response plan that meets card brand
lexpectations is maintained.

12101

NiA

Jan incident response plan exists and is ready to be activated in the
levent of a suspected or confirmed security incident. The plan
fincludes, but is not limitet
lm Roles, and and
Khe event of a suspectetlor confirmed security m(\dent nclading
Ipotification of payment brands and acquirers, at a mi
Tocadures with specifc containment and

[mitigation activities for different types of incidents.

Business recovery and continuity procedures.
[m Data backup processes.

Analyss o lega requirements fr reporting compromises;
lm Coverage and responses of all critical system component:
= Reference of inclusion of ncident response procedures o the
lpayment brands.

Functional

Intersects With

Defined Roles & Responsibilities

HRS-03

IMechanisms exist to define cybersecurity roles & responsibilities for all
lpersonnel.

| comprehensive incident response plan that meets card brand
lexpectations is maintained.

12101

i incidentresponse lan existsan s resyto e acivated nthe
of a suspected or confirmed security incident. The

Incicdes ot 2 not mited to
s Roles. responsibities and communicaton and contact strtegies n
lthe event of a suspected or confirmed security incident, includi
[potification of payment brands and acquirers, at a minimurm

lm Incident response procedures with specific containment and
mitgaion aciiis fo cifrent types of i dent.

isiness recovery and continuty procedures

[m Data backup pro
= Anaiyes of flegal requirements for reporting compromises.
|m Coverage and responses of all critical system component:
I Reference of inclusion of incident response procedures from the
lpayment brands.

Functional

Intersects With

Incident Response Plan (IRP)

1R0-04

IMechanisms exist to maintain and make available a current and viable
Iincident Response Plan (IRP) to all stakeholders.

| comprehensive incident response plan that meets card brand
lexpectations is maintained.

12101

NiA

Jan incident response plan exists and is ready to be activated in the
levent of a suspected or confirmed security incident. The plan
fincludes, but is not limitet
lm Roles, and
[he avent of 3 suspectador Confrmed security Incdent. inlading
Inotification of payment brands and acquirers, at a minimum

& Incident responce procedures with specific containment and
[mitigation activities for different types of incidents

Business recovery and continuity procedures.
[m Data backup processes.
= Analysi o legal requirements or reporting compromises

of all critical system components

= Reference of inclusion of ncident response procedures rom the
lpayment brands.

Functional

Intersects With

Incident Stakeholder Reporting

1RO-10

chanisms exist to timely-report incidents to applicable:(1) Internal
lstakeholders;(2) Affected clients & third-parties; and(3) Regulatory
lauthorities.

| comprehensive incident response plan that meets card brand
lexpectations is maintained.

12101

Fin ncidentresponse plan existsan s resyto e acivated n the
of a suspected or confirmed security incident. The

[nciades, bt & not it

la Roles, responsibilties, and communication and contact strategies in

lthe event of a suspected or confirmed security incident, including

[potification of payment brands and acquirers, at a minimurm

lm Incident response procedures with specific containment and
miigion ciiiesfor iferent types of i dene.
isiness recovery and continuty procedures

[m Data backup pro

= Anaiyee of flegal requirements for reporting compromises.

[m Coverage and responses of all critical system componer

= Reforonte o Inchsion of i dent respense procedures from the

[payment brands.

Functional

Intersects With

Wireless Link Protection

NET-12.1

[Mechanisms exist to protect external and internal wireless links from
sgnal parameter attacks through moritoring for unauthorized wireless
[connections, including scanning for unauthorized wireles:

points and t3king approprate acton. I an Unauthorized connecton is
ldiscovered.

| comprehensive incident response plan that meets card brand
lexpectations is maintained.

12103

NiA

Ispecific personnel are designated to be available on a 24/7 basis to
lrespond to suspected or confirmed security incidents.

Functional

Intersects With

Integrated Security Incident
Response Team (ISIRT)

1R0-07

IMechanisms exist to establish an integrated team of cybersecurity, IT
[and business function representatives that are capable of addressing
lcybersecurity and data protection incident response operations.

Incidents are responded to immediately where appropriate.

A2.11

NiA

[Where POS POl terminals at the merchant or payment acceptance
fiocation use SSL and/or early TLS, the entity confirms the devices are
Inot susceptible to any known exploits for those protocols,

Functional

Intersects With

Transmission Confidentiality

CRY-03

[Cryptographic mechanisms exist to protect the confidentiality of data
lbeing transmitted.

[This requirement is not eligible for the customized approach.

A211

[Where POS POl terminals at the merchant or payment acceptance
flocation use SSL and/or early TLS, the entity confirms the devices are
Inot susceptible to any known exploits for those protocols,

Functional

Intersects With

Secure Web Traffic

WEB-10

Mechanisms exit to ensure il web application content s delvered
lusing cryptographic mechanisms (e.g., TLS).

[This requirement is not eligible for the customized approach.
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