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F— e — Secure Controls Framework (SCF)
escription
[Requirer [Expectations, controls, and oversight for meeting activities within
. . Mechanisms exist to establish, maintain and disseminate policies, . 2
111 NiA : Dg;‘up e e Functional | Intersects with | PUPIshing Securty, Compliance | Gov.o2  |standards and procedures necessary for secure, compliant and B ’;si‘ﬂnf"gel'l“sj;i:::‘n';e:'t ;C:i’:‘a"r"g"r’;"e"a;‘::“s i‘;’f;;ﬁ::";“e"
resiient capabilities. lapplied, and conform to management's intent.
= Ko t0 i afected partis,
[ securiy polces and operationa procedures hat are ideniied in echariers et o evew the Securty, Complarce & Feslence
rogram (SCRP), Including policies, standards and procedures, [Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of lplanned intervais or i significant changes occur to ensure their
e, . . < » [Requirement 1 are defined, understood, and adhered to by affected
111 A o Kept u.m date Functional | Intersects With | Security, Compliance & GOV-03  [continuing suitabilty, adequacy and effectiveness. 5 ool Al Supporing activities are repeatabic, congistuntly
Resillence Program
lapplied and conform to management's intent
= Know o al afected partes
J security polces and operationa procedures that are enid in
quire [Expectations, controls, and oversight for meeting activities within
I Socumented.” o1 |Mechanisms exist to faciltate the implementation of operational [Requirement 1 are defined, understood, and adhered to by affected
111 A Kept upto dte. Functional Subset Of Operations Security OPS0L - lsecurity controls o Ipersonnel. All supporting activities are repeatable, consistently
i lapplied, and conform to management's intent
= Known to al afected parties.
Ja security policies and operational procedures that are identified in
equirement 1 are: » + to identify and perating [Expectations, controls, and oversight for meeting activities within
ln Documented Standardized Operating ’ [Requirement 1 are defined, understood, and adhered to by affected
111 A = Kept up o dste Functional | ntersects With hrocedures (507 OPSOLLfrocedirs (5OR) r sl documertation. s entle e s personmel. Allsupporting actites are repeatable, consstently
in use. ¥-to-day £ assit lapplied. and conform to management's intent.
ln Known to al affected parties.
[Mechanisms exist to assign one or more qualified individuals wih the — o st
1 " Potes an responsiiis for pertorming actviiosnRequrement | punona | rsects v [0S Secrty, Compliance6f .5 [Tiionand esrces o el manag,coorinate, deveiop, s Iay-to-day responsibiltes for performing al the activties n
ore documanted, assigned. and understood. Resilience Responsbliies Implement and maintan an enterprise-wice Securty, Complance & Requirement 1 are llocated. Fersonnel are accourtable
Resiience proaram (SCR) . P a
 respombilities for performing actvities I Requrement P N T roles & responsibiliies for Day-to-Gay responsibitesfo performing all he actvies in
112 N/A ::’:;:wfﬂ::"’e% sa:;l':;:“ax;’::dersf activities in Requirement 1 Functional | Intersects With | Defined Roles & Responsibilities | HRS-03 M:fs';"; s exist to define cybersecurity roles & responsibilities for all s [Requirement 1 Personnel are accountal
h P Socteseiy continsous operaton o thece reaaraments
oot 3 activities i Requremen . . i ser T rotes am [Day-to-day responsibiltes for performing all the activities in
112 " [Roles and responsiiltes for performing activites in Reauirement 1 | pynctignal | Intersects With User Awareness HRs-03.1  [Mechanisms exis to communicate with users about thei roles and s Requiremnt 1 are allocatec Fersonnel are accounta
lgned, P " successful, continuous operation of these requirements.
IMechanisms exis to provide role-based security, compliance and
[Roles and responsibilties for performing activities in Requirement 1 nction o 1th |Role-Based Security, Compliance 03 |[esilience-related training(1) Before authorizing access to the system
112 N Jore documented, assigned, and understood; Functional | Intersects With & Resilience Training SAT-03 " lor performing assigned duties;(2) When required by system changes: s
land(3) Annually thereafter.
hanisms exist to provide specific training for privileged users to
[Roles and responsibilties for performing activities in Requirement 1 . . . g 9 for p
112 A B e e for e Torming o Functional | Intersects With Privileged Users SAT03:5fenure privleged users understand theruniaue roles and 5
[Configuration standards for NSC rulesets are [Mechanisms exist to develop, document and maintain secure baseline
efine: . . . o2 |configurations for Technology Assets, Applications and/or Services [The way that NSCs are configured and operate are defined and
121 N ln Implemented. Functional | Intersects With. | Secure Baseline Configurations | CFG-02  (Tans) tnat are consistent with industry-accepted system hardening s lconsistently applied
s Maintained Jstandards.
[Configuration standards for NSC rulesets are
Configure Technology Assets, techanisms exist to configure Technology Assets, Applications andjor
121 A ln Defined. Functional | Intersects With | Applications andjor Services | CFG-02.5 [Services (TAAS) utiized in high-risk areas with more restrictive B e e e configured and operate are defined and
I emented (TAAS) for High-Risk Areas baseline configurations. lconsistently applied
s Maintained o 9
[Configuration standards for NSC rulesets are:
echarisms exst o fcitae the implementation of cloud . d oper
121 A . Functional Subset Of Cloud Services coo1 nt controls to ensure cloud instances are secure and in-ine 10 ey ot ol e configured and operate are defined and
2 mplements it sty practices
[Configuration standards for NSC rulesets are
ln Define y Mechanisms exist to monitor De-Miltarized Zone (DMZ) network e way that NSCs are configured and operate are defined and
121 A ln implemented. Functional | Intersects With DMZ Networks NET-08.1 | ogments to separate untrusted networks from trusted networks. s lconsistently applied.
|n Maintained
[Configuration standards for NSC rulesets are: Mechanisms exist to implement security functions as a layered
ln Defined. Defense-in-Depth (DID) .03 [structure minimizing interactions between layers of the design and [The way that NSCs are configured and operate are defined and
121 A ln implemented. Functional | Intersects With Architecture SEA03 " lavoiding any dependence by lower layers on the functionality or s consistently applied.
|n Maintained [correctness of higher layers
[Configuration standards for NSC rulesets are: Mechanisms exist to ensure network architecture ULIIZes network
Defined Network Segmentation [segmentation to isolate Technology Assets, Applications andjor [The way that NSCs are configured and operate are defined and
121 A ln implemented. Functional | Intersects With | (macrosegementation) NET-06  IServices (TAAS) to protect from other network resources. ° lconsistently applied.
|n Maintained
JAl changes to network connections and to configurations of NSCs are (Changes to network connections and NSCs cannot result in
122 wa pproved an managed in accordance with the change contro Functional | SubsetOf | Change Management Program | CHG-01  [Hecharisms exist to faciltatethe implementation of a change 10 misconfiguration, mplementation of nsecure serices,or
[process defined at Requirement 6.5.1. ‘gement progra
[Changes to network connections and NSCs cannot result in
JAl changes to network connections and to configurations of NSCs are
122 wa oporoved and Iy acordance wih the hange contra Functional | Itersects with | Configuraton Change Control | CHG-02  [echarisms exis o govern th technicalconfiguration change contrl s misconfiguraton.implementatin of nsecure services, ot
[process defined at Requirement 6.5.1 P
[Changes to network connections and NSCs cannot result in
JAl changes to network connections and to configurations of NSCs are
u ions and' . . onibit 021 |Mechanisms exist to proibit unauthorized changes, unless Imisconfiguration. implementation of insecure services, or
122 A aporove and managed nsccodane with te hange conto Functional | Intersects With | Prohibition Of Changes 0L e e o 2o hanges. B g A cmentations
echanisms exst o mainain nework arcitecture diagrams that(1)
IAn accurate network diagram(s) is maintained that shows all
Farmecions beten he Cox an onr newor, engany | Functonal | ersacts i | NV Qagane s paa o | g [Conan st etal o sess e secuty o e ety s et or e boureaes beer e ol sted
[wireless networks. anda) Bocumentan Seta fows.
N e network amame e ot s o Wechanisms exist to ensure control applicability is appropriately-
\n accurate network diagram(s) is maintained that shows a |determined for Technology Assets, Applications andjor Services (TAAS)
Control Applicability Boundary 9y P! A representation of the boundaries between the COE, alltrusted
123 A conmecions bt the CDE and oher networs, ncladng ry Functional | intersects witn | OOl APBISabIty Boundary | a0 5 oty repreaaning opblcabie boundarce s A epresentation of the boundarics betuieen the COE al trusted
wireless networks. 3
B T — P WMechanfsms exist fo ensure network architecture UEizes network
i accurate network diagram(s) is maintined that shows a N mentation to isolate Technology Assets, Applications andfor
etwork Segmentation gy Assets, Appl |A representation of the boundaries between the CDE, al trusted
123 A lconnections b the CDE and other networks, including any. Functional | Itersects witn | fietwork Segmentation NET-06  [Somices (TAAS) to protect fom other network resorces. 5 e O B e e st
firacss newerks.
[An accurate network diagram(s) is maintained that shows all
resentation of the boundaries between the COE, alltrusted
123 A lconnections between the CDE and other networks, including any Functional | Intersects With Guest Networks NET-02.2 |Mechanisms exist to implement and manage a secure guest network, 5 [A represe
[connections betu Inetworks, and all untrusted networks, is maintained and available.
[An accurate network diagram(s) is maintained that shows all
123 VA At WA AN A S cunctional | Intersects with M2 Networks NET-08.1 |Mechanisms exist to monitor De-Miltarized Zone (DMZ) network 5 |A representation of the boundaries between the CDE, al trusted
Jsegments to separate untrusted networks from trusted networks Inetworks, and all untrusted networks, is maintained and available.
[wireless networks,
Mechanisms exist to protect external and internal wireless links from
JAn accurate network diagram(s) is maintained that shows all Jsignal parameter attacks through monitoring for unauthorized wireless
123 A lconnections between the COE and other networks, inluding any Functional | Intersects With | Wireless Link Protection NET-12.1  |connections, including scanning for unauthorized wireless access 5 e e e o usted,
wireless network Ioints and taking appropriate action, if an unauthorized connection is Inetworks. and all untrusted networks, is maintained and available.
liscovered
fin sccurae date-fow diagram(s) is mainained that s the echanisms exist o malntan network arcitecture iagrams thot(1) I representation of al ransmissions of account data between system
[olowng Network Diagrams & Data Flow s |Contain sufficient detail to assess the security of the
124 A ows all account data flows across systems and networks. Functional | Intersects With Diagrams (DFDs) AST-04 o ecturei2) Reflect the current architecture of the etk s |components and across network segments is maintained and
= Upsted o2 noeded upon changes o e anironrment and(3) Document all data flows,
[an sccurate data-flow diagram(s) is maintained that meets the Wechanisms exist to ensure network architecture izes network
1os A following runctionat |1 witn | Network Segmentation Neros  [SeaMentation o solae Technology Assets, Applcations and/or s [Arepresentetion ofal transrissions of account dota between system
& Shows all account data flows across systems and networks, unctional | Intersects Wi (macrosegementation) 06 [services (TAAS) to protect from other network resources. lcomponents and across network segments is maintained an
available.
|n Updated as needed upon changes to the environment
o accurate dta-fow diagram(s) s mainained hat meets the
|A representation of alltransmissions of account data between system
follow . . y Mechanisms exist to monitor De-Miltarized Zone (DMZ) network ¢
124 NiA ' Shows allaccount data flows across systems and networks Functional | Intersects With DMZ Networks, NET-081 | egments to separate untrusted networks from trusted networks. s (Components and across network segments is maintained and
Updated s needed upon changes to the environment.
" i s maintai Wechanisms exist to require the developers of Technology Assefs.
fo cccurate datarflow dlagrami(s) is maintained that meets the [Applications andior Services (TAAS) to dentify early in the Secure |A representation of alltransmissions of account data between system
124 A . | account data flows across systems and netwiorks Functional | Intersects With [Ports, Protocols & Services In Use{  TDA-02.1  |pavelopment Life Cycle (SOLC), the functions, porte, protocols and 5 comoenents and across network segmens is maintined and
|n Updated as needed upon changes to the environment [services intended for use.
[Mechanisms exist to configure systems to provide only essential
JAl services, protocols, and ports allowed are identified, approved, and| g o n . nctionali y s ire systems to provid lUnauthorized network traffic (services, protocols, or packets destined
125 A [ services, protocols, and po Functional | Intersects With Least Functionality €FG-03  [capabilties by specitcall proniiing or restricting the se o ports. s or e e o oo the etk
Mechanisms exist to ensure network architecture lizes network
JAl services, protocols, and ports allowed are identified, approved, and| g cio o " Network Segmentation [segmentation to isolate Technology Assets, Applications and/or lUnauthorized network traffic (services, protocols, or packets destined
125 N [nave a defined business need. Functional | Intersects With | - (macrosegementation) NET-06 IServices (TAAS) to protect from other network resources. s for specific ports) cannot enter or leave the network.
JAl services, protocols, and ports allowed are identified, approved, and| g1 ciio o . ’ Mechanisms exist to monitor De-Miltarized Zone (DMZ) network lUnauthorized network traffic (services, protocols, or packets destined
125 A lhave a defined business need. Functional | Intersects With DMZ Networks NET-08.1 | egments to separate untrusted networks from trusted networks. 3 for specific ports) cannot enter or leave the network.
. . Mechanisms exist to require process owners to identify, document and .
125 VA J services, protocols and ports llowed are dentied: approved. and|  puncional | ntrsects with | 9Entfcation Suskificationof | 5 e e B oo et S 5 Unauthorized network raffc (sevice, protocols, of packets destined
Inave a defined business n Ports, Protocols & Services for specific ports) cannot enter or leave the network.
Inecessary to aperate their technology solutions.
FE— Wechanisms exist to require External Service Providers (ESPS) to
ernal Connectivity identify and document the business need for pors, protocols and
JAl services, protocols, and ports allowed are identified, approved, and v o lUnauthorized network traffc (services, protocols, or packets destined
125 A ave » defined business need. " Functional | Itersects With | Requirements - dentification of | TPM-04.2 fother services It requires to operate its Technology Assets, s for Speciic pore) cannt enter or leave the network.
Ports, Protocols & Services [Applications andior Services (TAAS).
hanisms exist fo develop, document and mainiain secure baselie
[security features are defined and implemented for all services, |configurations for Technology Assets, Applications and/or Servies [The specific risks associated with the use of insecure services,
126 A [protocols, and ports that are in use and considered to be insecure, Functional | Intersects With | Secure Baseline Configurations |  CFG-02  |(TakS) thaf are consistent with industry. accepted system hardening s protecas, an ports are understod, assessed, and appropratly
Jsuch that the risk s mitigate ltandards. Imitigate
[Security features are defined and implemented for all services, e oxist to ety and mmtement compensatin (e Specic ks sssacated wih (e use o eecur seces,
126 A protocols, and ports that are n use and considered to e insecure, |  Functinal | Intesects With |Compensating Countermeasures| Rsk.06.2 ~[!echarisms exist to identy and implement compensating s procas, o1 prsae undersood, ssesss. and aprop il
Jsuch that the risk s mitigated. P mitigated
[Security features are defined and implemented for all services, Insecure Ports, Protocols & Mechanisms exist to mitigate the risk associated with the use of [The specific risks associated with the use of insecure services,
126 A lprotocols, ar that are in use and considered to be insecure Functional | Intersects With Ports, P TDA02.6  [insecure ports, protocols and services necessary to operate B lprotocols, and ports are understood, assessed, and appropriately
Jsuch that the risk is mitigated. jtechnology solutions mitigated
Mechanisms exist to ensure network architecture izes network
[security features are defined and implemented for all services, Netwark Segmentation lsegmentation to Isolate Technology Ascets, Applications anclor e specic ks aszociate with the use of nsccurs services
126 A Jprotocols, an at are in use and considered to be insecure Functional | Itersects with | fietwerk Seqmentation NET-06  [Samicos (TAAS) to protett 1om oiher netwont resauress, 5 lprotocols, and ports are understood, assessed, and appropriately
Jsuch that the risk is mitigated mitigated
[Security features are defined and implemented for all services, e ¢ to monitor De-Militarized Zone (DMZ) network [The specific risks associated with the use of insecure services,
126 A [protocols, and ports that are in use and considered to be insecure, Functional | Intersects With DMZ Networks NET-08.1  [Mechanisms exist to monitor DeMiitarized Zone (DMZ) networ s protocas, an ports are understood, ssessed, and appropratly
[rotocole and ports tnatore Jsegments to separate untrusted networks from trusted networks. protocol
[Security features are defined and implemented for all services, Mechanisms exist to configure systems to provide only essential [The specific risks associated with the use of insecure services,
126 A [protocols, and ports that are in use and considered to be insecure, Functional | Intersects With Least Functionality €F6:03  capabilies by speifcally proiing or resicingthe use of pors. 5 lprotocols, and ports are understood, assessed, and appropriately
Jsuch that the risk is mitigate rotocols, and/or service: mitigate
. . Mechanisms exist to periodically review system configurations to INSC configurations that allow or restrict access to trusted networks
127 N [Confiourations of NSCs are reviewed at least once every six MonthS 0 ncriona) | ncersects With periodic Review CFG03.1  [dentiy and disable unnecessary andor non-secure functions, ports s are veriied periodically to ensure that oy authorized connections
4 Jrotocols and services. with a current business justification are permitted.
Wechanisms exist to ensure network architecture tlizes network S comaorations ot an . o teoted oo
[Configuatons o NSCs are reviewed at et once every six monis o Network Segmentation lsegmentation to isolate Technology Assets, Applications andfor configurations that allow or restrict access to trusted networks
127 A Functional | Intersects With NET-06  [Sarvices (TAAS) to protect from ofher network resources. B are verified periodically to ensure that only authorized connections
lconfirm they are relevant and effectiv (macrosegementation) 2 v vrifed periodically to ensure that only auth
INSC configurations that allow or restrict access to trusted networks
Contigurations of NS are reviewed t least once everysix months to fechanisms exist to enforce the use of human reviews for Access
127 A Functional | Intersects With Human Reviews NET-04.6 B are verified periodically to ensure that only authorized connections
lconfirm they are relevant and effectiv (Contror st (ACLS) and Smiar relesat on  routine base, B Lol st e A
|configurations of NSCs are reviewed at least once every six months to Functional Review Of Security, hanisms exist to regularly review Technology Assets, Applications INSC configurations that allow or restrict access to trusted networks
127 NA [Gonfion they are relevant and eftective. v Functional | Intersects With pliance & Resilience CPL-03.2  [and/or Services (TAAS) for adherence to the organization's security, 5 lare verified periodically to ensure that only authorized connections
Y nirols [compliance and/or resilience policies and standards, with a current business justification are permitted.
C configurations that allow or restrict access to trusted networks
IConfigurations of NSCs are reviewed at least once every six months to Mechanisms exist to monitor De-Miltarized Zone (DMZ) network
127 A . Functional | Intersects With DMZ Networks NET-08.1 i i o 5 are verified periodically to ensure that only authorized connections
lconfirm they are relevant and effective. Jsegments to separate untrusted networks from trusted networks. o verined perlodically to ensure that only auth
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FDE Name [T y— scr control O )
[Configuration files for NSCs are: » . . ; " ; o i )
128 . g e o oo Functional | Intersects win | Network Device Configuration | ¢ g Mecharisms exist o confgure network devices o synchronize tartup e cannat b defined or modited using untrused configuration
o Kept consistent with active netwerk configurations Y 9 config i 9
[Configuration files for NSCs are
c cs . i et _0a  |Mechanisms exist to enforce configuration restrictions in an effort to Cs cannat be defined or modified using untrusted configuration
128 A S from e o angurations Functonal | Itersects With | Access Restriction For Change | CHG-04 1o Sie I SRS o Clore o Conduct unauthorized changes obiecs ey fesy
Coniauraton fies for Nac. echarisms exit o emsure netwark archtecture ullzes network
onfiguration files for NSCs are: lsegmentation to isolate Technology Assets, Applications
cs nction n i Network Segmentation 9y Appl INSCs cannot be defined or modified using untrusted configuration
128 A o eored romutotzedaccese, Functional | Inersects witn | fletvork Segmentation NET-06 [Gervices (TAAS) to protect from other network resources. lobjects (including files).
[Configuration files for NSCs are:
c e nction n i ’ g IMechanisms exist to monitor De-Miltarized Zone (DMZ) network Cs cannot be defined or modified using untrusted configuration
128 A o gocured from unauthorzed access.  sguratons Functonal | Itersects With OMZ Networks NET08.1 e nts Ko separate untrusted networks from irusted neworks objects melucing esy
finbound traffic to the CDE s restricted s follows: - Mechanisms exist to implement and govern Access Control Lists
131 wa " To only tafic tht s necessary. Functional | itersects i (0212 Flow Enforcement - Access | er.oq 1ACLS t provide data fow enforcement hat expicity resric Unautharized trafic canno enter the CDE
= Al Gther rafic s specifcally denie. Inetwork traffic to only what is authorized.
fohoun tame 2 the COE i sttt s folowe: ey Tt by petaut  Atow IMechanisms exist to configure firewall and router configurations to
131 A o only traffic that is necess: Functional | Intersects witn | DenY Traffic by efoult & NET-04.1  [deny network traffic by default and allow network traffic by exception lUnauthorized traffic cannot enter the CDE
% Al Gther trafic i specicall denied. ¥ Except (e.0., deny all, permit by exception)
[ mound warm © the COE s restncted as o [fechantms ecetfoeneare netvork Srcectu uiizesretork
inbound traffic to the CDE is restricted as follows ntation to isolate Technolo plications and/or
131 A o only trafic tht i necessary. Fonctonal | mersects win | Network segmentation 08 e e e et Pt Unauthorized trafic cannot enter the COE
[ AN Sther trafic i specifically enied
[roouna e o the GO retricte s fllov
131 A ln To only traffic that is necess Functional | Intersects With DMZ Networks NET-08.1  [Mechanisms exist to monitor De-Miltarized Zone (DMZ) network lUnauthorized traffic cannot enter the CDE.
[seaments to separate untrusted networks from trusted networks.
= Al Sther rafic i specifically enied
[ouiouna trafic o i COE = resticta o ol
132 A 2 To'only trafic tha s necesss Functonal | Itersects With [Prevent Unauthorized Exfiration]  NET-03.5  [\dtomated mechanisms exis to revent the unautharized exfitration Unauthorized trafic cannot eave the COE
= Al Sther rafic s specifically denie. Jof sensitive/regulated data across managed intei
[uthoum i rom the COE e restictd o folows N [Mechanisms exist to implement and govern Access Control Lists
132 wa 12 To oy traffic tht s necessa Functional | itersects it |02t Flow Enforcement - Access | yer.oq 1ACLs) toprovide data ow enforcement hat expicity resric Unauthorized trafic cannt leave the CDE.
| Al Gther rafic s specifcally denie. Inetwork traffic to only what is authorizes
loutbound traffic from the CDE is restricted as follows: Deny Traffic by Default & Allow IMechanisms exist to configure firewall and router configurations to
132 A [m To only traffic that is necessary. Functional | Intersects witn | DenY Traffic by Defoult & NET-04.1  [deny network traffic by default and allow network traffic by exception lUnauthorized traffic cannot leave the CDE.
[m All other traffic is specifically denied. Y Bxcep! ((e.g.. deny all, permit by exception).
ououns e romtneco et o1 Mechanisms exist to ensure network architecture Utilizes network
tbound rafc o the CDE s resticted a folows lsegmentation to isolate Technology Assets, Applications and/or
132 wa 12 To oty traffic tht s necess Functional | itersects witn | Network Segmentation 06 B e other netwont asoens Unauthorized trafic cann leave the CDE.
= AN Gther traic i specificall denied. 9
[outbound traffic from the COE is restricted as follows:
" . i ’ y IMechanisms exist to monitor De-Militarized Zone (DMZ) network
132 A o ooy bt hat s necemory. Functional | Intersects With DMZ Networks T 0.1 e e omtncstod netar e o oo et lUnauthorized traffic cannot leave the CDE.
INSCs are installed between all wireless networks and the CDE,
[regardiess of whether the wireless network s a CDE, such tha:
ln All wireless traffic from wireless networks into the CDE is denied by . i ’ g . - . n Unauthorized traffic cannot raverse network boundares between any
133 A - Functional | Intersects With Guest Networks NET-02.2 [Mechanisms exist to implement and manage a secure guest network. e o (raverse network bounde
ln Only wireless traffic with an authorized business purpose is allowed
into the CDE
INsCs are instaied between all wieless networks and the CDE
Iregardiess of whether the wireless network is a CDE, s
IMechanisms exist to monitor and control communications at the
133 . o Al reless afc fom wireless networksinio the CoEs damied by Functional | Intersects With Boundary Protection NETO2 o e B ot oy T B e the Unauthorized traffic cannat raverse network boundares between any
external wireless networks and wired environments in the C
Gy wirless trafc with an authorized business purpose s llowed
into the CDE
Hechanisms exit o employ boundary protections to Folate
INSCs are installed between all wireless networks and the CDE, [Technology Assets, Applications and/or Services (TAAS) that support
lregardiess of whether the wireless network s a CDE, such tha: critcar missions and/or business fonctions.
133 wn o Al wieless rafc from wireles networks o the CDE s denied bY | puncional | ntesects With | slaton ofSystem Components|  NET-03.7 Unauthorized traffic cannat raverse network boundares between any
Gy ieles Uaffic with an authorized business purpose s allowed
jinto the
INSCs are installed between all wireless networks and the CDE,
lregardiess of whether the wireless network s a CDE, such that
hthat. IMechanisms exist to configure firewall and router configurations to raver
133 . o Al wireless trafic from wireless networks nto the CDE 15 denled bY | puncional | Intersects wih | D€ JFac by DEfault & Alow | yer.gq.1kiery matwork trafic by derautt and allow necwork e by exception Unauthorized trafic cannat raverse network boundaries between any
ault. raffic by Exception e oy creeastiom wireless networks and wired environments in the CDY
ln Only wireless traffic with an authorized business purpose is allowed 9., deny all, permit by excep
nto the CDE
INsCs are instaled between allwieless networks and the COE
lregardiess of whether the wireless network is a CDE, s
hthat. utomated mechanisms exist to evaluate access requests against raver
133 NA [ atayaretess traffic from wireless nefworks into the e e BY | Functional | Intersects With | Policy Decision Point (PDP) NET-04.7  festablished criteria to dynamically and uniformly enforce access rights| o oK ey o5 between any
=Gy wirless rafc it an authorized business purpose s llowed d permissions.
jinto the CDE
[Wecharisms exs o ensure network architecture uilzes network
INSCs are installed between all wireless networks and the CDE, lsegmentation to isolate Technology Assets, Applications and/or
lregardiess of whether the wireless network s a CDE, such tha: eIices (TARS) t protect tom ofher network resources
o Al relessafcfrom wireless networs ntothe COE i denied by nction n i Network Segmentation g Unauthorized traffic cannot traverse network boundaries betieen any
133 A ldef Functional | Intersects WIth | (macrosegementation) NET-06 wireless networks and wired environments in tt
Gy Jieles Uaffic with an authorized business purpose s allowed
into the Ci
INSCs are installed between all wireless networks and the CDE,
lregardiess of whether the wireless network s a CDE, such tha:
133 WA |n Al wireless traffc from wireless networks into the CDE is denied by | ¢y cvionat | intersects with DMZ Networks NET-08.1 | Mechanisms exist to monitor De-Miltarized Zone (DMZ) network Unauthorized trafic cannot raverse network boundaries between any
efault. egments to separate untrusted networks from trusted networks. wireless networks and wired environments in the
|n Only wireless traffic with an authorized business purpose is allowed
jinto the CDE
IusCs re nstaled between ol wirless networks and the CDE,
IMechanisms exist to protect external and internal wireless links from
[ el e s Oy T ——
133 NA [t Functional | Intersects With | Wireless Link Protection NET-12.1 [connections, including scanning for unauthorized wireless access [Unauthorized traffic cannot traverse network boundar
Only wireless traffic with an authorized business purpose is allowed jpoints and taking appropriate action, if an unauthorized connection is
ldiscovered
jnto the CDE
[Mechanisms exist to configure systems to provide only essential ver
141 A INSCs are implemented between trusted and urtrusted networks Functional | Itersects With | Least Functionality CFG.03  |capabities by specifically proniming o restncting th use of ports, |unauthorized traffc cannot traverse network boundaries between
jprotocols, andjor services.
hanisms exist to implement security functions as a laye
141 N INSCs are implemented between trusted and untrusted networks Functional | intersects With | Loyered Network Defenses | NET-0z [Stucture hat minimizes interactons between laversof ;h"f e ana |Unauthorized traffc cannot raverse network boundaries between
[orrectness of nigner layers
hanisms exist to monitor and control communications at the
141 A INSCs are implemented between trusted and urtrusted networks Functional | Itersects With | Boundary protection NET-03  fexternal necwork boundary and at Key internal boundaries with the Unauthorized traffic cannot raverse network boundaries between
Inetuwork.
. o . . ’ . th | Separate subnet for Connecting g IMechanisms exist to implement separate network adaresses (€.g., lUnauthorized traffic cannot traverse network boundaries between
141 A [SCs are implemented between trusted and untrusted networks. Functional | Intersects With | "5 iterent Security Domains | NE'0>-8 different subnets) to connect to systems i different security domains. [trusted and untrusted networks.
Mechanisms exist to ensure network architecture Utilizes network
|segmentation to isolate Technology Assets, Applications and/or
141 " INSCs are implemented between trusted and untrusted networks Functonal | mersects win | Netork segmentation NETog  [seomentation to solate Technology Assets Applcation: |unauthorized traffc cannot traverse network boundaries between
. o . . . . i ’ g IMechanisms exist to monitor De-Miltarized Zone (DMZ) network Unauthorized traffic cannat traverse network boundaries between
141 A INSCs are implemented between trusted and untrusted networks, Functional | Intersects With DMZ Networks [ LR Ao p by Kb At e e o oo ore
141 A INScs are implemented between trusted and untrusted networks Functional | Intersects With Session Itearty NeT-09 [Mechanisms existto protect the authenticity and ntegrity of lUnautharized traffc camnot traverse network boundaries between
Mechanisms exist to implement security functions as a layered
Defense-In-Depth (DID) ' cture minimizing interactions between layers of the design and [Unauthorized traffic cannot traverse network boundaries between
141 A [NSCs are implemented between trusted and untrusted networks. Functional | Intersects With Architecture SEA03Lavoiding any dependence by lower layers on the functionality or trusted and untrusted networks.
[correctness of higher layers.
Fechanisms et o ensure network rctecture uilzes ework
lInbound traffic from untrusted networks to trusted networks is isolate Technology Assets, Applications and/or
lrestricted to eices (TARS) o provecs om other network essurces
| Communications wit system components that are authorized to Network Segmentation Onlytaffic that s authorizedor tha s  response to syt
142 A provide publicly accessible services, rotocals, and Functional | intersects wit | Network segmentation NET.06 mponent in the trusted network can enter a trsted nework from
Sttt respanacs to communications Imiated by system 9 an ntrusted network
lcomponents in a trusted network.
oA other traffc i denied.
lInbound traffic from untrusted networks to trusted networks is
estrctedto
mmunications with sysem components that are auihorized to ’ lOnly traffic that is authorized or that is a response to a system
142 A [Provide pubicly accessinie servces, protocas, and Functional | Itersects with OMZ Networks NeT-og.1 [Mechanisms exist to monitor De-Miltarized Zone (DMZ) network Component I the irsted netwerk can enter 3 rusted network rom
o Statetul esponses to communications iiiated by System 9 a Jan untrusted network.
lcomponents in a truste
ln All other traffic is denied.
hanisms exist to it the number of concurrent external network
lImbound traffic from untrusted networks to trusted networks is |connections to ts Technology Assets, Applications and/or Services
festrited o (TAnS)
ommurications with system components that are autharized to lonly traffic that is authorized or that is a response to a system
142 NA lprovide publicly accessible services, protocols, and ports Functional | Intersects With |  Limit Network Connections | NET-03.1 lcomponent in the trusted network can enter a trusted network from
ottt respanses to Communications miaiod oy system lan untrusted networ
[Components n a rusted network
ln All other traffic is denied.
lInbound traffic from untrusted networks to trusted networks is
frestricted to:
|a Communications with system components that are authorized to Data Flow Enforcement - Access IMechanisms exist to implement and govern Access Control Lists lonly traffic that is authorized or that is a response to a syste
142 NA lprovide publicly accessible services, protocols, and ports. Functional | Intersects With ey NET-04  [IACLS) to provide data flow enforcement that explicitly restrict component in the trusted network can enter a rusted nemwork rom
e Sttetl esponses to communicatons infiaed by syt Inetwork traffic to only what is authorized. lan untrusted networ
onents in a trusted network.
oA other trafc s denie
lInbound traffic from untrusted networks to trusted networks is
estricted to
mmunications with system components that are authorized to IMechanisms exist to monitor and control communications at the lOnly traffic that is authorized or that is a response to a systs
142 NA [rovide pubicly accessible services, protocols, and ports Functional | Intersects With Boundary Protection NET-03  fexternal network boundary and at key internal boundaries within the component I th trusted network can enter a trusted network from
tateful respon: \municafions initiated by system Inetwork untrusted n
lcompanents na rusted net
ln All other traffic s den
lInbound traffic from untrusted networks to trusted networks is
restricte
uniations with system companents that are authrized to Deny Traffic by Default & Allow IMechanisms exist to configure firewall and router configurations to lonly traffic that is authorized or that is a response to a system
142 NA lprovide publicly accessible services, protocols, and ports Functional | Intersects with | D" Traffic by Default & NET-04.1  [deny network traffic by default and allow network traffic by exception Icomponent in the trusted network can enter a trusted network from
e Statetil responses t communications imiiated by system Y Excep! ((eg., deny all, permit by exception). lan untrusted network.
lcomponents in a trusted network.
In Al other trafic is denied.
Inbound rffic rom unvusted networks o trusted networs s
frestricted
ications with system components that are uthorized o IMechanisms exist to configure systems to provide only essential lOnly traffic that is authorized or that is a response to a syst:
142 NA lprovide publicly accessible services, protocols, and p Functional | Intersects With Least Functionality CFG-03  |capabilities by specifically prohibiting or restricting the use of ports, component in the trusted networ can enter 3 rusted network rom
o Statetul esponses to communications iniiaied oy sysem lprotocols, andjor services. Jan untrusted network.
lcomponents in a trusted
R otner e < demied
fechanisms exist to implement Intrusion Detection / Prevention
143 " fint-spoofing measures are mplemented to detect and block 01089 | Funcional | ntersects with | M"USION Detecton & provention| o011 |Systems (5 175) techmalogies o il ysens, ke metwor Packets with forged IP source addresses canno enter a trusted
9 v Jsegments and network choke point
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
t3poofing measores are m y Mechanisms exit o mplement and govern Access Control Lits p
143 " ot spoofing measures are mplemented to detect and block f0r9ed | pyncional | ncersects witn |29 Flow Enforcement - Access | yer.oq [ACLS toprovidedata ow enorcement o expicity restict s FPackets with forged IP source addresses cannot enter  trusted
9 Inetwork traffic to only what s authorize
Wecharisms exist o employ Network Intrusion Detection / Prevention
ot spaanng messuresare mplementa t detectand o orges ) i | Network ntusion Detection/ . < Intrusion Detection rackets with forged IPsource addresses cannot enter a trusted
143 A ot spoofing measures are molemented to detect Functonal | tersects i |, NI Btecton || eron fSyems (NDSNPS) o Getact andor event mrsions o e s packets
Wireles intrusion Detection]
ot spootng mesuresareplemente o detectan iock forge ; onz [Hechansms oxat to iz Wirless iusion Deectn rtecon rackets with forged IPsource addresses cannot enter a trusted
143 A ource 1paddresses rom entering tn trusted necwor Fonctonal | Intersects With | reveriion systems (WIDS /|| NET-082 |Gyt TiSS T WieS) an wireiess netwar seome s network
) A System components that store cardhoider data are not directly Functional | Intersects With | Publicly Accessile Content | DCH-L5 | Mechanisms exis to control publicly-accessible content s stored cardhalder data cannot be accessed from untrusted networks
Wecharisms eXst o pronbi he drect connection of 3 sensiive
144 A Systam companents that store ardhoide data are not directly Functional | Itersects With | Extenal System Connections | NET05.1 [system a an externa network ot ine use ofan organization s stored cardholder data cannot be accessed from untusted networks
Gefined boundary protaction device
IThe isclosure o ernal 1P addresses and ruking farmation = Frevent Discovery o termal 023 |echanisms exst o prevent the public dscosure of misrnal network Totermal networkTformation s protected from unautoized
145 A [limited to only authorized parties. Functional Intersects With Information NET-033 Jinformation. s [disclosure
Mecharysms ext o Gafne what formation = STowed to b
IMe discosure of internal 1P addresses and routing information s Acceptable Discoverabie iscoverable by sdversaries and take corrective actions toremeciate Internal network nformation s protected from unauthorized
145 A limited to only authorized parties. Functional | Intersects With Infor VPN-06.8 [r}n:/—lcsf;mm-am Technology Assets, Applications and/or Services 5 lisclosure
e o0 o Cotre Tegh o Rect, At sl
Semn(y controls are wmp\emen(ed on any compu\mg devices, [pervices (TAAS) utiized in high-risk areas with more restrictiv
luding company- and employee-owned devices, that comect o [baseline configurations.
boturiniied Retwores (neloding the mternet’ and th COE
folow
Confgure Technalogy Assets,
" Shcifc confiuratin setings are defied to prevent threts being . Devices tha connect to ntrusted environments and afso connect to
151 N [ntruced ino the eny = netwr Functional | Intersects Wit | Appliations analr Services | CFG-025 s e COE cannot Intraduce threatsto the eniy's CDE.
[w Security controls are actively run o
CCurty conirol ae not aarable by users of the computing
Revices uness specitcaly cocumented and authaized by
[management on  case-by-cose basis for 3 Imited period
Securty cotrol are implemented on any computing devices,
i compary and employee ouned devices, tht connect to
ot unirised neores (nuingth et and e COE 3
(Glow:
Mecharisms exist o prevent spit tunneling forremote devices uness
" Shcitic configuration setings are defined to prevent threts being ; . # Devices tht connect to untrusted environments and afso connect to
151 wa o Specite contiguraton s Functional | itersects with Spit Tunneling CFG024 e Sl umnl ey provaned i arsanzsion deines s [Devices that connect to utrusted ervironments and
ol are aciiel ronn
Ccurity contros ae not atarable by users of the computing
Revices unfess speciically documented and sunorized by
hagement on a case by case bassfor a Imited perod.
e ot o o el e, s Tech oy
IResete, Appicatons andior Servic m Storing, processing
ecury conrosar mplementedonany compuing vices,
e e e ransiting octs uless avtnoiced mdmaua.s..rst 5 Veriting
lboth untrusted netwarks (including the ntemet) and the CDE 2 lthe implementation of required security, nce andjor resilience
ot s contrl () Reainig 3 rocesang seement wih e eniy
g the external TAAS
= Specifc confiuration settings are defined to prevent threats being nction " i it iz y 9 IDevices that connect to untrusted environments and also connect to
151 A |ntroduced into the entity's Functional | Intersects With Limits of Authorized Use DCH-13.1 s |the CDE cannot introduce threats to the entity's CDE.
Ty Contros are actiely runnir
o Seciry comror ar nt strae oy users of ne opoutng
Gevices umess specitcall documented and sutforie
[managementon a asey-£oce bass o a ked perion,
Securty controts are implemented on any computing devices,
Inclacing company- and mployee.onned devices, that connect to
oth unirusted netwerks (ncuding i itemmet) nd the CDE a5
folows.
151 wa o Shecinc conturaton st re definea 0 prevent NEBs 19| yneuonar | supseror | ENGPONDevice Management | g, Mechanims et to acitate th implementtonof Enaint Device o Devices that connect to untrusted environments and also connect to
[ntroguced ino the enty s net Eow) Management (EBM) conrors e COE cannot Introdce threatsto the aniy's CDE.
ity contron are actvly rurning
8 secrty convls re ot serabie b uers of e computng
evices uness specitcaly documented and autharized b
[management on  case-by-cose basis or 3 Imited perid.
ecury convos re mplomentd o anycomputng gvices
Inciiing company- and employee. onned dewces, hat comnéct to
ooth rsted nefworks (mcloding the mterne) snd i CDE 2
folows:
c configuation settings are defined to prevent threats being 10z |Mechanisms exis o prtect the confidentiaty, integriy, avaiabity Devices that connect to ntrusted environments and afso connect to
151 A m(mdu(ed into the entity’s network. Functional Intersects With | Endpoint Protection Measures END-0Z g safety of endpoint devices. s [the CDE cannot introduce threats to the entity’s CDE.
curiy contols are acivly rurin
2 SEiry contolsare na aterable by uses ofthe compang
Revices uness specircaly cocumented and autharized b
[management on a case.by-case basis or  mited perod.
Securty controt are implemented on any computing devices,
Inciuing company- and employee.onned dewces. hat comnéctto
ot unirised neore (nuingth et and e COF a3
o
i conuraton stings are et o preven e bng ; o5 |Mechanisms exis o ulize host-based frewal software,or a simiar Devices tht connect to untrusted environments and afso connect to
151 NiA ln(rodu:ed into the entity’s Functional Intersects With Software Firewall END-05 [technology, on all endpoint devices, where technically feasible. s [the CDE cannot introduce threats to the entity’s CDE.
iy contolsare acively ruin
1 S5 oo el e e compting
Revices unoss specincal cocumented and authorized
[manegerment on  case by Casé bass ora Imited period,
i secury polces and operationa pocedures that are identfied in
equirer . — " ) Expectations, contol, and oversight for meeting activies within
in wa e Socumente runctionsl | intersects wih | PUbIhing Securiy, Compiiance | o0, [echaniams exist o estabish, maintain and dsseminate poices, s Recuremen 2 are qefined and adhered to oy ffected personnel Al
e o e ‘< Resilence Docimentation standrds and procs v . coml Supporiing Acties are repeatable, constently apaiea, and conform
[win P |to management's intent.
2 Known to al afected partes
Wechariams eX o review the Securty, Complance & Reslnce
[ sccury polces and operational procedures that are dentfied in ;
[Requiremen Periadic Review & Update of anmed inteals o 1 Samheant changes ccur o ensore e Expectations, controls and oversignt for meeting activites within
211 A : gg;gyp nted. Functional | Intersects With | Securty, Compliance & | GOV-03 |Contimuing sutabity, adeduacy and eflectheness. s Redurement 2 are deined and adhered to by effected persomnel. A1 |
Resillence Program lto management’s intent.
= Knowr ol afecte partes
ot securty polciesandaperatona procedures that are ented
Requremant 2 Expectations, conrol, and versight fo meeting acivies within
= Documentea y ation: o1 [Mechanisms exis o facitate the implemention o operatinal Reurament 2 are qefined and adnered to oy affected persomnel. Al
211 A [w Kept up to date. Functional Subset Of Operations Security ©Ops-01 [security controls. 10 [supporting activities are repeatable, consistently applied, and conform|
Inbse o managements ment,
2 Known toai afected partis.
ot secuny polcisan apertonl procecdres tat are aencned
cqurement echanisms xist o identity an document Standardized Operatin Expectations, controls and oversight for meeting activiies within
e, Standardized Operating y perating IRequirement 2 are defined and adhered to by affected personnel. All
211 A TR Functional | Itersects with ndardized Operat OPS-0L1  [procedures (SOP, or sl documentaton. o énabi the proper s Reaurement 2 are defined and adhered to by affeced persomnel A1 |
execution of day-o-cay | assgned tasks rupporing actitesare
= Kngar o i afected partes
activities in lechanisms exist to define cybersecurity roles & responsibilities for al |Day-to-day responsibilities for performing all the activities in
212 A ol and responsiiiis for pertorming acvt 2 | runctionsl | Intersects ith | Defind Roles & Responsibiites|  HRs03 [¥echanisms it todefine ybersecurity oles & responibiltie or s R iamene e Slocsie. Fsame re soumiane o
o > [successful, continuous operation of these requirements.
R s ext o commameate i oo P oayto-doy responsiies o performing o the acties
212 N e Socumentet, assighea, abd undersions, o P | runctional | ntersects with User Awareness RS 031 L s 1o maitai a Safe and secure woring churommment s sonne are sccountab
Saccessu,coninsous operaion o tese redarements
Wechanisms exist o assgn one or more qualiied Individuals with the ety remon W
12 wa otes and g activties in 2 | runctionl | intersects win [A5smed Securty, Compliance §| o4 [ Misson and resources to entraly-manage, coordinate, develop, s Iay-to-day responsiviltes for performing ai the activtes n
ore documented, assgned, and understood Resilence Responsibiies Imblement and maintain an enterprise-wioe Securty, Compliance & Reauirement 2 are llocated. Personnelare accountatl
[Resilience Program (SCRP). 3 P !
arvzme exetto develop doEUment and Al Z6€UTe baseline
fguration standaras o and maintaned Configuration fo Technolooy ASsets, Applications andior Services
[to: ((TAAS) that are consistent with industry-accepted system hardening
= Cover ai system components tancaras
e Aol o ety veraiies
o conantwi s Secepied st hrdening sandars o | system components are configured securely and consistenty and
221 wa Fendor hardening recommendation Functional | Itersects With | Secure Baseline Configurations | CFG-02 s In sccordance with mdusty: accepted hardenig sandards or vendor
e Ui 2 sty s r dentine, o dsined recommendations.
= e pped when rew systens are confgured and vefed as in
[Place before o mmediatey afte a ystem component s comnected
Fo's production enviranment.
endor defaut accounts are manage as follows . § s
e vndor ofaut sccoun) il b e e defaut passuord [Hechaniams exs o ersure assel ovnersip resporsibilies are o
222 A Ehangea per Recurement 5. Functonal | Inersects with | Asset Ownership Assonment | AST.03 [2550ned: Uacked and manoged ot o team. indvidual, ot re s System components cannot be accessed using defaut passwords.
< védor Gaut accoun(s il not b used, th account s
o the vendor defay Fequrements for asset protecton.
endor defaut accounts are managed a5 follows
e oSt cecun b ue, e et pascrd
222 N/A changed per Requirement 8.3. Functional Intersects With Default Authenticators Iac-10.g  [Mechanisms exist to ensure default authenticators are changed as 5 |System components cannot be accessed using default passwords.
[m If the vendor default a:munlls) will not be used, the account is. jpart of account creation or system installation.
Femove or cisabled.
Py nctios requiing aerentsecunty et are manage 5
folow
= Gty one primary function exists on a system component,
or
0% mary functionswithdiffering secur ) Mechanisms exit o ensure security functions are restricted to rimary functons with ower securty needs cannot affect the securiy
223 A o Primary functions withdifring securkty leves that siston the Functonal | Intersects with |  RESUICCACCESS TO Securty | enp1  [outnorized indvidsls and enforce east piviege contol requirements s o primary ncions with higher Securty nesas on the same system
lor ¥: P [for necessary job functions. [component.
8 Bimary functons with diferng securiy levels o the same syscern
Componant are al secured to he evel eduired by the fomcton with
e highest secuiy nee
Py nctios requiing aerentsecunty et re manage 5
folow
= Gty one primary function exists on a system component,
s " o Primry functions wit difring securty leves that exis on the runctional | inersects wih | Host-B3sed Security Function | e 1. [Mechanisms exis to implement underling software separation s Frimary funcions withlower secuty needs connol affectthe security
lsame system component are isolated from each other, Isolation Imechanisms to facilitate security function isolation. v ig Y
o Component.
8 Pimary functons with diferng securiy levels o the same syscern
Componant are al secured to che evel eduired by the fomction with
e highest securiy neea
Py nctions requring aerentsecurty et are manage 5
folow
G one primaryfnction exitsana st comperert,
primary funcons wih ower securty needs cant afect e securty
= rimary functions wit diferng securicy lvels tht st onthe echanisms et to e secuntyfunctons o non-securty
223 A e Primery functions wit ifering securiy lvels ot Functional | Intersects with | Securiy Function solaion | Sea0a1 e s oy ntions wih e ey e n e o
o
 Pimary functons with diferng securiy levels o the same syscern
Component re al secured o th leel required by the uncion i
e highest securiy neea
Jony necessary services,protacos, daemons, and functions are 2 FEnad ackesand managad st e, o ez system components cannot be compromised by exploting
224 A [enabled, and all unnecessary functionality is removed or disabled. Functional Intersects With | - Asset Ownership Assignment AST-03 organization \svs\ to establish a common understanding s lunnecessary functionality present in the system component
224 A (o ecessery services, protocos, dasmons, snd furctons are Functional | Intersects with | Least Functonai cre03 (:‘!Jﬂl?é?if2‘12‘7&2"”“g“!:ﬁz.if:’“ir'?!;{iﬂ?f i s o ports, s System components cannot be compramised by explolting
- [enabled, and all unnecessary functionality is removed or disabled. Y P Y S y p 9 s ports, lunnecessary functionality present in the system component.
rotocols, andar services.
Jony necessary services, protocos, dasmons, and functions are 062 Mechanisms exist to dentiy and implement compensating system components cannot be compromised by explofting
224 NiA [enabled, and all unnecessary functionality is removed or disabled. Functional Intersects With | Compensating Countermeasures|  RSK06.2 |y ntarmeasures to reduce risk and exposure to threats. s lunnecessary functionality present in the system component.
any secur services,protoco, o damons re presen Mechaisns e to e st ounerp responsbiies e
e Bl st  documen sctonat | m ; nership Assignmen oSanes vacked and maraged t a team. s o espansile system components cannot be compromised by exploiting insecure
225 NA lm Additional security featu nted and implemented that | FUnctional | Intersects With | - Asset Ownership Assignment AST-03 | danization level to establish a common unders!and\ng s lservices, protocols, or daemons.
Feuce the sk of uing Insecore senvces. rotocos,or daemans Fequrements fo asset protection.
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
I any nsecure services, protocals, o daermons are resent;
s " o Business usiication s cocumented runctionat | intersects win | Insecure Pors, protocais & | 1o, o, o Mechanisms exist to mitgate the ris associated with the use of s st components camot e campromias by explng insscre
[ Additional security features are documented and implemented that Services. ltechnoloc Ly solutions, v per: [services, protocols, or daemon:
lreduce the risk of using insecure services, protocols, or daemons. 9%y
p— ; y o | Pl Dagnostc & Test e e e L e Sy5tem components cannat be compromised because of mearrect
226 A system security parameters are configured to prevent misuse Functional | itersects with |Diagnost Tor0s [rechaniems s Sretem components canror be <
i or-console aminsraive access s encypted using strons ! 1o faciltate the (Cleartext sdminisrative authorzation factors cannot b read or
227 NiA o v 9 strong Functional Subset Of | Use of ryptographic Controls |  CRY-01 |protoctons Contols g Knowh Publc standards and susiad 10 e o o e
yptos |eryptographic technologies. Pt i
o console samimisirative access = encryped using Srong Rutomated Authenicaon [Automated mechanisms oxst o €nable systems to Suthenicare o Gleartext sqmmstraive autharzation actors canmot ba read or
227 A Functional Intersects With Through Crypty hic Modules CRY-02 module. s lintercepted from any network
Jt non-console acministrative access s encrypted usingstrong NonConsale Adminitrative 05 |Crvptographic mechanisms exist to protect the confidentaity and Cleartext adminstrative authorization factors cannot be read r
227 NiA [cryptography. Functional Intersects With CRY-06 lintegrity of non-console administrative access. s lintercepted from any network transmissions.
[Cyptosraphic mechanisms exit to protect the nteorty and
Jt non-console administrative access s encrypted using strong Remote Malntenance . X Cleartext adminstrative authorization factors cannot be read or
227 A fu non-conso Functonal | mersects win | femeteMointenance | yyros 3 Corfiaentilty ofremote, nomocal maintenance snd diagnostc s Cicortent sdminstative authorizotion foctor
Wechartsm eXsEto potect the confaentalty 3nd ey of
For wiress environments connected to the CDE or transmiting Jielcss networking technologies by Implementing authentication and
Sccour data, al wieless vendor defats are changed a st ation frong encrypion
orare conirad 9 be secure, mcluding but not Hmted to
o " AL ranctional | intersects wign [Wireless Access Authentication | ¢y o s hirtss v canmot b s usingvenor ol
o Defult wrelese encypton e, Encryption asswords o detaut confguraton
2 SRArP et
2 Ahy other securiy-elated wireless vendor defauts
Forwireless environments connected o the CDE or transmiting
count Gata, i wislss venior deauts arechanged ot staaon
e T T
) Mecharisms exist o ensure default autherticators are changed as Wireless networs cannot be accessed using vendor defaul
231 A = Beraut wheless encyption Functional | Intersects With | Defoutt Authenticators | 1AC-10.8 s
v v i oar of accaunt creation r ystem insalation pasaworas or defaut confguratons.
SHp defaults
5 A0 Gtner securiy-elted wireless vendor defauls
Forwireess environments connected o the CDE or transmiting
bcount e, i s venior defauts ar changed ot staon chanisms exist to protect external and inernal wireless links rorn
or are o i g ot ot I el aramte o hrough oo forUnawio 58 e
231 A e Deraut wirelecs encyprin Functional | Intersects With | Wireless Link Protection |  NET-12.1[connecions, Inciuding scanning for anauthovzed wirless acc s ireess networks cannot be accessed using vendor defaul
w Passwords on wireless access pcmls [points and taking appropriate action, if an unauthorized :unnc:lmn is 9
= SRRep et (scovered
2 A0 ather secariy-elted wireless vendor defauls
chanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
For wireiess environments connecte to the CDE or transmit s scess by (1) Aunentaing deices g o comct
[account data, all wireless vendor defaults are changed at installation [and(2) Encrypting transmitted
orare conin v, ncluding but not e o
231 wa ¢ et s encryion ey Functional | Intersects With | Authentication & Encryption |  NET-15.1 s ireless networks connotbe accessed using vendor defaut
m Passwords on wireless access points. o
2 SRAP et
Ry other Secury-rlated wireless vendor defauts
Wechartsms X to potect the Confi@entally and eoriy f
Forwirless environments connected o the CDE or transmiting reless netwarking technclogies by implementing authenticaton and
[account data, wireless encryption keys are changed as follows: :
232 A e e ersonnol i knowieade of e oy eave o company | Functional | tersects Wi "IEESE ACEEE MUDRTUESton 6 cay o7 s Knowedge of wireless encryption keys cannot allow unauthorized
J Whenever personnel nenvption ccess o wireless nemorke
= Whenever a ey 1 sUspected ofor known to be compromised.
Forwirless environments connected o the CDE or transmiting
occount aata wireless encryption keys are changed o follows
" y o | Covptographic ke Loss or 003 iechansms ot o enur e svalaity ofnormato n e vene Knowede of wrotss encryion ey camotsllow wnutrrizea
232 A s inenever ersoninel with knowledge o ine key leave he company | Functional | ntersects With Change CRI093 |G oss of cryptoaraphic keys by ndividua o s sccess to wireless netw
1 Whenever a key 1 suspected of or known to be compromised
Forwries anuronmentscomnects ot COEor raramiting Mecharisms exist to protect exteral an interal wireless links rom
occount data, wirless encrypton keys ae changed gl parameter atiacks through montoring for unathorized wirsless
232 A s henaver b i o e e lesve e company | Functional | IntersectsWith | Wielss LnkProtection | NET-12.1 Kamnecions. muding scanning or nauthonzed wreles access s Knowledge of wircless encryption keys cannot allw unautharized
5rhe roe for which the knowlsdge was necessa s i king appropriate scton. 1 an unatharised connection s
= Whenever a ey 1 sUspected of or known to bé compromised (scoverea
Wechartsms eXt o secure Wi (o9 JEEE BOZT1) and prevent
inauthorized access byi1) Authenticting Gewices trying to connect
Forwireless environments connected o the CDE or transmiting
lana(2) ncryping transmitted date.
occount aata, wireless encryption keys are changed 2 follows
232 A | Whenever personnel with knowledge of the key eave the company | Functional | Intersects With | Authertication & Encryption | - NET-15.1 5 Knowledge of wircless encryption keys cannot allow unauthorized
for the role for which the ccess to wireless network:
S Whenever a key 1 suspected of or known to be compromised
ot securty poliesandcperatona procedures that are ented i
Requreman 3 Expcttons,contls,and aversigt for mestingacuics wihn
echanisms exist o stablsh, maintain and disseminate policies,
e i |Publishing Securiy, Compliance | ¢ ikt Recuirement 3 are aefined and aghered to by afected persone. Al
311 wa = Kot up to date Fonctonal | Intersects Wit |7 e TCC Bodimentatian | GOV-02 - ftondards and procedures necessaryfor secure complant and s Sopporiing Actiufies ae repeatable, consstently apped, and conform
inbse ranagements ment,
= Known to al affected partes
Wechartsms eXst o review the Securty. Complance & ResTience
i scurty pofces and operatona procedures hat are dentin in
ety § Proaram (SCRP). incuding polcies, tandards and procedures, at pecations, control, and oversight for meeting actviies within
211 A e Becmened ™ Functonal | ntersectsWith | Securty, Complance & | GOV-03  ontmang sukabiy, scbdusey nd eectmeness 1o e s e Sehntd L o SR
- = Koot up to aate curty, Compliance continuing stablty. adequacy and efectiveness. SUpporting Actulies ae repeatable. consitently apaed, and conform
In use. 9 [to management's intent.
= Known o al affected partes
i secury polces and operationa pocedures that are identfied in
Requremen xectaions contots, and oversiont o mectngacities it
Bocumented o1 [Mechanisms exstto faciltatethe implementation of operationsl Recremen 3 are defined and adhered to oy affected personnel Al
311 Nia [= Kept up to date. Functional Subset Of Operations Security Ops-01 [security controls. 10 |supporting awvmes are repeatable, (onsns(en(ly apphed and conform|
= e o manaoement’ mten.
= Known to all affected partes
[ secury polces and operational procedures that are dentfied n
Requireme ecn to gentty an document operating Expectations, controls, and oversight for meeting activies within
311 wa o Documented Functional | intersects witn | S1Gardized Operating | ps. 01,1 [procedures (SOP). or Smiar documentation. to enabie the proper s Fedurement 5 are deined and adhered to by affected persomnel. A1 |
o ket recution of day-o-cay | assigned asks supporting actvies are
= Known o al affected partes
e et to et one o e e ot i e
Doy-to-day respensiviiiesfor performing all the actites i
FRotes and respansibiie fr performing activties in Requirement3 | runcionat | m . Assianea security, Compiance & isson an esources o Sentalymanage,coorana, oy resoor crform
312 NA lare documented, assigned, and understood. Functional | Intersects With |"gegilience Responsibilities. GOV-04 fimpleme ‘and maintain an entetprise-wide Secur\ty Cumvhan(e & s [Requirement 3 are allocated. Personnel are account:
implement snd maintain SocEessiu, continuous operation of these requirements.
— . - e N . Doy-to-Gay respansibitesfo performing al he actties i
312 wa [otes and responsiiites for ertorming actves i Requirement 3. | fnctonal | intersects Wit |Defined Roles & Responsidiities | HRs-03 [Yecharisms exstto define roles & foral s Recurement 3 are sllocated, Personnel re accou
9 e lsuccessful, continuous operation of these requirements.
Doy-to-day responsibiitesfor performing allthe actties i
Potes ana esponzbities o pertorming st Requrement 3 | ynciona | ]  paren 05,1 Mechanisms exis to ommunicate with users about their roes and o
312 wa ore documented, assigned. and underso Functional | Intersects With User Awareness RS 03 meiiiies o maintain a sae and secure working envionmen s Redurement > are alocated Fersonnelare accountab
lccount dta stoage i kept to a minimum through implementation of|
it e 3nd ool ol procere, v rceses ot
nciude o east the fotow
e Coverage or al lcation o stored account dta,
= Coverage fo any Saniti authanticaon data (SAD) sored prio to
Compieton o auorizaton. Tis bullt 1 2 best practice uncil 5
Eective e refe o Applcanity Notes below fo detal
8 miting data storage amoun and retenton tme o that Which is ’ ] IAccount cata is retained only where necessary and for the least
321 wa Feauired for leaal o regulatory, sndior business requirements Functional | Intersects With | Media & Data Retention | DCh-1g [lechanisms exis o retain media and data in accordance with s armount of tme needed and fs securely delered or rendered
Im Specific retention requirements for stored account data that defines PP Y. regulatory 9 lunrecoverable when no longer needed.
fongof rekenion B and s 3 ocumente buenss
st
e o for secure delton o redering acount it
nrccoverabi when no lange necca pr e retenion potey.
A process or veitying, o lesstonce bvery hree months,
icrec accaunt data excaading the defined fetention period s been
Securely deleted or rendered unvecoveravle
lccount gta storage i kept to a minimum through implementation of|
Kot teniononddapol ol oo, rceses
[ciuce e3¢t the fol i
e Coverage or al locations o sored account dta,
- Coveri o amy Sensie auhentcaton tta (540) stored o o
Completin of utonzation This bullet & 3 best ractice unti
[Fecive cate;refr to Applicabity Notes below for detais.
2 Citing data storage armounk and retenton tme o ot which s v party Processing, St sms exit torestr on of nformation rccoun o = retained omy where necessaryand for th et
321 wa Feauirea for legalo reguitory, andior business reqrements Functonal | inersects witn | TNR-Party Processing, storoge | g4 |Mechanisms eist torestict te ocaton of iformato s amount of t and s Securely deeted orrendered
- Shecitc retenton reculremants for stored accaunt data ha defines nvecoverable when no onger nacded.
Fengi of ertion i an nclues a documenie busnes
ostica
= Pocesses for secure deltion o rendering account data
Kvecoverablewhe o anger needed er e rrention plcy
Toces for vering. a eack once every tree manths, hat
Forea account dta excecding the deined eténtion period has been
Fecurely deleted or rendered dnrecoverable
ISAD = not retaned ater autharzation, even f ncrypeed. Al senstv] oo oxot oot the storage of seneite wameacion
a1 A Suthentication dat received s rendarea unrecoverapi upon Functional | Intersects With | - Storing Authenticaion Data | D065 [Hecharism exist o probibit the storag s i requirement i ot elgiie for the customized approach.
Competion of the autharzation process
3312 i [ cord yerfcation code f nf retained upon completion of the Functional | Inersects With | Storing Authentication Data | DCH-06.5 | caranieTs eX o prolBi he storage of senstve ransacton 5 s requrement s not el fo e custorized approach
e personal denticaton number (PN)and the PN biockare not ] 1065 Mechanisms exit to pronibit thestorage of sensitve transaction \
3313 A [ personal dentifcation number (V) and te P\ Functional | Itersects with | - Storing Authentication Data | DCH0g5 [Hecharisms exist o pronibt the sora s i requirement s not eligbe for the customized approach,
Wecharisms et o faciiate the mplementation ofcryptographic
332 wa s v ecuonicaly o o completon of OO0 8| funciana | SuberOf | s of rptooraphc Contls | CRY01 prtecons contls uen iow, bl anaar n e 10 i requirement i not elgiie for the customized approsch.
P 9 strong cryptography. |cryptographic technologies
s " 70 e v el oo comn SO 5| rurcioro | masecswin | g v e | G s G Sd g e et o prevet e sdone . v requrement s ot et for i cumomzed appronch
JPAN is masked when displayed (the BIN and st four igits are the
U number o digits o be crplayed), such ta only personnel Mechanisms exit o apply data masking to senstvelreguiated AN cisplays ar restriced to the minimum number of digts
341 NA Iwith a legitimate business need can see more than the BIN and last Functional | Intersects With Masking Displayed Data DCH-03.2 inormation that is displayed or printed. s Inecessary to meet a defined business need.
four it of tne PA
i, horbe of s 1 b Gspayea), uch that oy personnel Restrict Access To Security Mecharisms exist to ensure secury functions ars restricted to AN displays ar restricted to the minimum number of digts
34d N it a eqiimate business neeq can 566 more than the BN an st | Functional | Intersects With Funcions END-16  jeuthorlzed individuals and enfoece leas priviege conro requirements s necessary fo meet a defined business neea
[four digits of the PAN. ik
s ek e dopteye ot r ot gt e e
I number of ight t be csplayed),such that only personnel 1053 [Mechanisms exis to mask sensitverreguiated data through data AN displays ar restricted t the minimum number of igts
341 NiA w\lh a legitimate Dusmess need ‘can see more than the BIN and last Functional Intersects With Data Masking PRI-05.3 [anonymization, pseudonymization, redaction or de-identification. s Inecessary to meet a defined business need.
four dig of e PAR
[When using remote-access technologies, 'e"‘"‘“‘ ‘“"'”"5 prevent [Mechanisms exist to utilize the concept of least privilege, allowing only|
Copy andor relcation of PAN for i personnel, exceptfor hose wih . s <annot e cope o eactes by unuthonizes ersonne using
342 wa : Functional | Itersects with Least riviege IACZL  [aUinorized access to processes nececeary 1o ccomplih assioned s
ot expic autoriation and a a9t dened bsese puthorized access Lo processes necessary o accomplih o Femote-access technolod
[When using emote-access technaogies technical contras prevent
lcopy andor relcation of PAN for i personnel, exceptfor hose wih ; 14 [Mechanisms exst to define, control and reiew organiztion-approved, PAN cannot be copie o elocated by unauthorized personnel using
342 A [documented, explicit authorization and a legitimate, defined business. Functional Intersects With Remote Access NET-14  fcocure remote access methods. s remote-access technologies.
feea
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s cenceres veadabieanywher s stoes by using any o the
following spron
3 aihes basedan strng cryptagraphyof the etire PA.
2 Truncation (hashing carnt be used to repiace the truncated
Cegment o PAN
" hashed and truncated versions of the same PAN, o diferent Sensitve / Regulated Data sov2 |Mechanisms exit to protect seniivelregulated cata wherever i
351 A [truncation formats of the same PAN, are present in an environment, Functional Intersects With Protection DCH-01.2 lprocessed and/or stored. (Cleartext PAN cannot be read from storage media.
aciional contrls are n piace such iat he aferent versions cannt
e coretated to reconsrict the oiginal PAN
e ndex toens
rono Cyogray with st ey management prcesss
e
i requirement appiesto PANs sored inprmary torage
(databases, o Nt fes such as text es spreadaheets) as el s non
Iashes used torender PAN unveadable (per the frt bulletof primary storage (backup, audt lgs,exceptio, or troubleshocting
[Requirement 3.5.1) are keyed cryptographic hashes of the entire PAN, " . 09 |Mechanisms exist to facilitate cryptographic key management controls| s
3511 wA Wit associate ey managemen processes and procedurc in Functional | Itersects Wit | Cryptographic Key Management | - CRY-09. oS R e BTl "R and avaiabity of ke, [T reaurement does not preciude the use of temporary fles
Sccordance wih Reaurements 3.6 and 3.1 Containing cieartext PAN whie encrypting and dechypting
[This recuirement s considered a bes pracice until 31 March 2025,
ater which twil b requirea and must be fuy considered during a
7CI D5 assessment
I disfeve o partiton-evel encryption (rather than e, courn- or
Pl sase e e renr b s, 4
< folon:
3512 A ln On removable slectronic media Functional | Intersects With | Encrypting Data At Rest Chvos  [CpIographic mechanisms exist o prevent unauthorized disclosure of [T eauirement s not eligilefor the customized approach
g s (continued an next page)
1 used fo non-removable lectroic media, PAN i aso rendered
nvendable ia another mecharysm that meeis Requiremant 3.5.1
I diskfeve o partition-evel encryption is used (rather than fe-,
ol G Rl evldatabace Gy o endes AN
Limeada, s maraged s oo
Logical access is managed separa(ely and independently of 16Ye | uncional | Intersects Wi ncrypting Data At Rest (Cryptographic mechanisms exis to prevent unauthorized disclosure of IDisk encryption implementations are configured to requir
3513 NA loperating system authentication and a¢ control mect Functional | Intersects With Encrypting Data At Rest CRY-05 ata at lindependent authentication and logical access controls Tor decryption.
7 Decryption kevs are not asociatea with ueer accounts.
2 Ruthentcaton factors (pasaword, passphvases, or rvptographic
Keys)tha aow access to unencrypted aata are stored securehy
Procedures are defned and implemented to protect cryptooraphic
ey used t protec stred account data 3031t discosure and
I that hcude:
1 Access o keys s restriced tothe fewest number of custadians otect cryptographi
361 A Functional | Itersects with Avaiabit cR¥.0p.1  [Reslncy mechanisms exs to ansure the avaibilty of data nthe ccount dats gains cscosre and isuse are Genned and”
[m Key-¢ en(rymmq keys are at least as strong as the data-encrypting Y [event of the loss of cryptographic keys. limplemented.
[keys they protec Pl
Jeys ar sored sep
Keys
8 %eys ae stoed securely inthefewest possbi ocations and forms.
procedures are deined and implemented to protect cryptoaraphic
Keys usea to proteckstred actount data agaist discosure and
s hat hlude.
e e o ey et o e fewest nmber of custorons
Processes that protect cryptographic keys used toprotect sored
05 [Mechanisms exst to fciltate cryptosraphic key management controls|
361 N e Koy nciyting eysare at eat s strong s th cata-encrypng | FUTEUOTA! | nersects WA | Chyptograpic Key Management| - CRY09. kit confentilty, ity and avibity of keys pccount datg ogainst disclosure and misuse are defined and
Keye trey pro
23 keys are stored s
eys
=6y are stored securely in th fewest possible ocations and forrs.
orocedures are deined and implemented to protect cryptographic
Keys usea to protectstred account 4ata agaist iscosure and
fisse trt ncuce:
[ Access o keys 1 restriced tothe fewest number of custodians
praceses tatprotectcyptogaphc ey use to prtect stores
Inecessary. " i Cryptographic Key Loss or g Mechanisms exist to ensure the availabilfy ofinformation n the event
361 A I8 ey ontrypting keys ae at least as strong as the data-encryping | FUnCHonal | Inersects With Change CRI093 | oss of ryptoaraphic keys by ndividua o pccount data againt disclosure and misuse are defined a
b mplemente
ey ey protec,
 Rey-enciypting keys are stored separately from data-encrypting
s
ey ae storea securely inthe fewest posibie ocations and forms,
procedures are defned and implemente to protect ryptooraphic
s s rotct e ackouns aaa aganst s and
Imsuse that i
iccessto et ot st b of stoians cont s o recnanas et o tate h s gt o symmerc ang proceses thatprotectcyptogaphic ey us to prtect stores
361 wa s, g ey are ot et s strong asthe dota.encrypting | FUnctonal | icersects vt | Copirel & Disbut CRY-09.4 |asymmetric cyptosraphic keys usig indusiry recognized k Ceount dats against disclsure and misuse are eined
s Keyencryping management cechnoiooy and processes emented
| Key-enciypting keys are stored separately from data-encrypting
= %eys ae stoed securely inthefewest posibe ocations and forms.
Secret and private keys used to encryptdecrypt stored account data
ore store i ane (or more) of the falowing form t all i
2 Encrypted wih & kéy-ancrypting Ky hat s at o35t 23 trong s the
|data-encrypting ke, and that is stored separately from the data. ted Authenticati lautomated mech £ to enable systems to authenticate lsecret and private k tored form that N
seis " forencr runctional | inersects wih | Automated Authentication | ¢, o Automated mechanisms existto enabl systems to authenticate o a ccre and private keys are sored ina secur form that prevents
PN ey tographic device (SCO), such a5  harcare Thiough Cryptographic Moduies lryptographic modle nauthanzed rereval or access.
Fecurty maduie (1) o P15 aproved pot o iraction deuce
ol et ey omponint or ke s,
Sccordance with an induaty-acceptee met
Secret and private keys used to encryptdecrypt tored account data
ore store 1 ane (or more) of the Talowing form at il imes:
o Enypie i key-ncoypiing ey Gt =t st s sron s ne
ein " fato-encryoting key, and tha s stored separately from the dats Functonal | tersects with | cryptoaraphic Key Mansgement|  CRy.a Hechanisms eist o faciitte cryptographic key management contol| Secrtand pruate eysare storecin 3 secur o tht prvents
TP KEY, | tographic device (SCO), such as  harare o protect the confidentalty. inteariy and avalabity o Keys onauthonzed retreval o ace
Securty module (15¥) or PTS-approved poin.of- meraction devie.
e A2 S et b flenge ke Companénts o ke zhres, i
Sccordance with an indusry-acceptea methos
ecret ang e eys used toencyptsecyt store accout ot
e Sores 1 ane (or mor) f th allowng orms ot
e Wit key-engrypAng Keythek 5 o ek o5 st a5 the
ot herypting ey and trat s S Separatly fom e oot Mecharisms exist to ensure cryptographic mocuies adhere to
3612 A lencrypting key Functional | itersects i | CYpLographic Modue IAC-12 [appicable satukory, reaulatory and contractualrequirements or Secretand private keys e stoed ina secure form that revents
Wahin  secure cryptoraphic device (SCD),such as 3 hardware SeEurty streng
Fecurty maduie (H5H) o PI-aporoved pontafnteracton devce.
A5 at et two fuength key components o key share, |
Sccordance with an indusry accepred method.
ccess to cleartext cryptographic key components s resticted to the 5 |Mechanisms exist o facitate ryptographic key management contros Jaccess to cleartext cryptographic key components s restricted to
3613 NiA !ewes[ number of custodians necessary. Functional Intersects With | Cryptographic Key Management CRY-09 iy protect the confidentiality, integrity and availability of keys. Inecessary personnel.
3.6.1.4 NIA Cryptographic keys are stored in the fewest possible locations. Functional Intersects With | Cryptographic Key Management CRy-0g  [Mechanisms exist to facilitate cryptographic key management controls| |Cryptographic keys are retained only where necessary.
o protect th confidentaliy, Inceorty and avaiabity of Kevs
aicie and o nciude
chanisms exist to faciltate cyptographic key management controls|
71 A bereraton of o cypgrannc ers used to provec sored Functonal | Intersects with |Cryptooraphic Key Management|  CRva  [1echanisme existtofoilate cyptagraptic ey monagernert srong cryptographic keys are generated
aicis and o nciude p— echarims it o stabsh, matan an dsemiate ol
371 wa Deneraton of sromg Cypragropme Kovs coed 1 provect stored Functional | Itersects with | PUDISHng Security, Compliance | oy.05  (itandaras and procedures necessary for secure, compiant and strong cryptographic keys are generated.
account data Fesiient capabitties
aicis and o nciude PR echanisms exit o dentiy and document Standardized Operating
371 wa beneratonof o cystoramnc e usea t rovect sorea Functional | Itersects With ndordized OBeIatg | 0ps.01.1 |procedures (SOP), o smilr documentation, t enabie the praper strong cryptographic keys are generated.
[xecution o dayo-cay | assigned asks
Key-management polcies and procedures are mplemented t inciude " o e . p—
372 A Kedirs Gt o ypio0raphi ey used 1 proectsored Functonal | Intersects with |Cryptoaraphic Key Management|  CRy.9[1echanisme existtofacllate cyptograptic ey managernent Cryptographic keys are secured during distribution
Soicie o ncude PO — Wechanisms exit o estabish, maintain and dsseminate palicies,
372 N/A se(ure msmbulmn of (ND(ograDm( keys used to protect stored Functional Intersects With | e 9 Y. P GOV-02  [standards and procedures necessary for secure, compliant and (Cryptographic keys are secured during distribution.
e gt esence Documentation landars and proce
poicies and o nciude omaaed operat hanisms exst to ety and docoment Standardized Operating
372 wa Eetir o of aypioorapnc Vs ueed o provect sored Functional | Itersects with ndardized Operat 0PS-01.1 procedures (SOP), orsimiar documentation to enable e proper Cryptooraphic keys are secured during istributon.
execution of dayto-cay  assigned tasks
poicies 3 nciude
05 [Mechanisms exst to faciltate cryptosraphic key management controls|
373 wa bedure sorage of EPioorapnc Keys uaca o rotec ored account |  Functional | ntersects Wit |Cyptagraphic ey Management|  CR.0p  [4echanims exist o acltatecoyptographic key managemens Cryptoraphic keys are secured when sored
273 A et Sarate o Cpioarapht s used o rotec o setoum |  Functonal | Intersects With | Cryptoaraphic Key Management|  CRy.09  [HSchanisms exs o faciltate ciyptographc key management contobs Cryptographic keys ae secured when stored
ldata. g yptograpl Y L yptograp! Y 9 [to protect the confidentiality, integrity and availability of keys. yptograp! 4
Soicies and proced o nciude P — Wechariams et o establish, maintain and dserminate polces,
273 A Scdure storage of Cryptoarapnt Keys used t protect sored sccount ||  Functional | Intersects with | PuDishing Securty, Compliance | Gy, & procedures necessary for ecure, complant and Cryptographic keys ae secured when stored
oot Fesiient capabities
Soicies and proced Toinciude "
echanisms exit o faciltate cryptographic key management conrols
373 wa Kecire Sage of cypograpie Keys v 10 roec Sored sccoun | Funconal | nerscts Wi |Cryptograpic Key Mansgement | Cav0n 1SS 1t acate coptoarpnic ey managernen Cryptographic keys ae secured when stored
aicis and Toindude PR Wechanisms exit o dentiy and document Standardized Operating
373 N/A [secure storage of cryptographic kcys used to protect stored account Functional Intersects With Procedures (p o) 9 0OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper (Cryptographic keys are secured when stored.
et Jexceution of day o day | ssigned task.
Key management plicies and procediures are implemented for
Cryptoarapic ey changes or keys that have reached the end of theif
yptoperiod, a defind by the assocated apphcation vendor o key "
; . 09 [Mechanisms exst o aciltate cryptographic key management conrols|
374 NA (uner, and based on ndustry best prctices and guidlines, including | - Funcional | Intrsects With | Cryptographic Key Management | CRY-09 ey gteci i cantigentaliy. ety and avaiabiy o Keys
|5 cefined fryptoperod for each key type i use
5 % ocess fo key changes a he ehd of the defned cryptaperiod.
ey management piicies procedures are implemented to incude the
Pt repacimen, o desricton o ey used o protec stored
ccount data, a5 deemed necessary wh
T ke rached heen f s dened coytoperi. _— . rom act ; o
375 wa = The nieqry o th key nas been weakened, ncluain Functional | Intersects With | Transmision ntegrty CRr-a [CYPrographic mechanisms exist to profect th integrity of data being Keys are removed from active use when i i suspected or known that
[personnel with knowledge of a cleartexl key component \eaves the onty Y
Corpany. o th rle for which the key componer was kn
T ke 1 suspected of or Known i be compromisa
Retied or replaced keys are no Used for enerypion peratons.
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Key management plicies procedures are implemented to incude the
retirement. repi o destructon of ey used o praectsored
laccount data,
2 Tme ey s reache v ond of o deined eryptoperiod
K . " . . y o faciltate controls| Keys are removed from active use when it is suspected or known that
375 A ;Ez‘:nzﬁ?‘;‘:y :;g"lj::;e :z"gi!::;kegye"nxs::;"% ‘Easgs the Functional | Inersects With | Cryptographic Key Management | CRY-09 m pmte:t the cﬂnfmentlahty, integrity and auauammy of keys. s e integrity of the key is weakened.
lcompany. or the role for which the key component was known.
ln The key is suspected of or known to be compromised
[Retired or replaced keys are not used for encryption operations
management policies procedures are implemented to include the
fetremene, replacemen, o destucton of keys used toprtectsored
loccount data, as deemed necessa
e Key has reached tne end of o defned cryptoperiod. <
tographic Key Loss or echanisms exs o ensure th avaabiy of information i the event 43 areremoved fom active use when it s suspected orknown that
375 A ln The integrity of the key weakened, includin Functional | Intersects with | P CRY-09.3 s
persamne i mw‘mg 126 been weakened Includng ‘EMS the Change Jofthe loss of cryptographic keys by individual us oy of the Koy o weaken
company. o e rlefo uich thekey componert
X Suipecied of of known 10 be compr
et o repinced oy are o vsed o encrypion aperations
[key management policies procedures are implemented to include the
edrement, eplacemen, or destruction of keys used o protect sored
ey has reached the end of s defined cryptoperiod pecharizms st o astai, maintai and dseninat polces,
375 A =-The Inckgrty ofth Koy hes been wearensd. Teluding when Functional | Intersects witn | PUPishing Security, Compliance | Gov.05  |standards and procedures necessary for secure, compliant a 5 [Keys are removed from active use when it s suspected or known that
& Resilience Documentation [the integrity of the key is weakened.
[personnel with knowledge of a ceartext key componens feavesthe Fesiion: capabiites.
Company: or the rlefor which the key component was known-
is suspected of or known to
Retred o replaced kevs ore nor i for cnerypion peratons.
management policies procedures are implemented to include the
retirement, replacement, or destruction of keys used to protect stored
Jaccount data, as deemed necessary when
|n The key has reached the end of its defined cryptoperiod. Standardized Operatin chanisms exist to identify and document Standardized Operating e removed from active use when it is suspected or known that
375 A |n The integrity of the key has been weakened, including when Functional | Intersects With e oy 0PS-01.1  [Procedures (SOP), or similar documentation, to enable the proper 5 ey are removed from active use ui P
personne wih knowiedge o »cearien key component eaves he lexecution of day.-to-day / assigned tasks. arity Y
lcompany. or the role for which the key component w
s suspected of or known to be comprormis
et o repinced oy are o vsed o encropion aperations
[Where manual cleartext cryptographic key- management operations
(Cleartext secret or private keys cannot be known by anyone.
Jare performed by personnel, key-management policies and nction. " ; o chanisms exist to faciltate cryptographic key management controls| Sartext secret or private keys cannot be Kown by anyone.  cingle
376 A rocetures are mplemned it ade managing mese opevaions |  Functional | ntersects with | ryptographic Key Management| - CRv-03 (el aeTTE S e s Sy e S e s Operations involing leartext kys cannotbe carred out by asingl
Jusing spit knowledge and dual control pperson-
Jnere manual eartext cryplograric key. management operations sublishing Securty, Complance Mechanisms exist to establish, maintain and disseminate policies, Cleartext secret or private keys cannot be known by anyone.
376 A B o e Pt spoeations Functonal | Intersects win | @ R0 SO, COTPIN | G002 ftandards and procedures necessary forsecure, complant and B Operatons invohing cearent keys canno be carried out by  single
Jusing split knowledge and dual control P P
[ihere monualceariet cryptograptic key: management aperations
IMechanisms exist to identify and document Standardized Operating Cleartext secret or private keys cannot be known by anyon
Jare performed by personnel, key-management policies an Standardized Operating y
376 A B D e P aoeations Functional | Intersects With ndardized Oferat OPS.0L.1|Procedures (SOP), or simiar documentation,to enable the proper 5 Operaians invong leartext keys cannotbe corried ot B a single
Jusing split knowledge and dual control y-to-day [ assig
[Key management policies and procedures are implemented to include ' 0o |Mechanisms exist to facilitate cryptographic key management controls|
377 A I e TN i oA s A Functional | Intersects With | Cryptographic Key Management | CRY-09  [ifechanismo exit fo facitare cyptograptic ey ranegement 5 (Cryptographic keys cannot be substituted by unauthorized personnel,
management policies and procedures are implemented to include Publishing Security, Compliance Mechanisms exist o establish, maintain and disseminate policies,
377 A B o e o et Ko runcional | itersects with | e e on | | COv02  ftandsrds and procedures necessay for secur,compantand 5 (Cryptographic keys cannot be substituted by unauthorized personnel,
o identify and Operating
management policies and procedures are implemented to include. Standardized Operating
377 N/A 0 Functional Intersects With 0OPS-01.1  |Procedures (SOP), or similar ‘documentation, to enable the proper 5 (Cryptographic keys cannot be substituted by unauthorized personnel
[the prevention of unauthorized substitution of cryptographic keys. Procedures (SOP) kA Pk Rk e
ey management pliies and procedures are mplemented to nclude ans are know  responsibiities i
378 A Eryplographic key custodians formally acknowedge (in wrthg or | euncrional | inersects With | Defined Roles & Responsibilties|  Hs.03  [Mechanisms exist to define cybersecurity roles & responsibities for al s eiaion t Crytographik operatons and ca acees assistance and
et emcat tha iy UnGerotand and Sccapt el Koy costodon lpersonnel. t
lquidance when require
fresponsibilities.
ey menagement poices ana procedures are mplemenced o nclude pubishing Securty, Complnce echaisms it to stablh, maintinand diseminae plces, Key custodians are knowledgeable about ther respansiiles n
378 A ! Functional | Intersects With g GOV-02  [standards and procedures necessary for secure, compliant B relation to cryptographic operations and can access assistance and
elecroniclly) ha they undertand and acept thlr k- custodian & Resilience Documentation larndards and proce aton 0 srapiographic
management policies and procedures are implemented to include. ech: t to identify and d t Standardized O
! policies and plemented to in " ' chanisms exist to identify and document Standardized Operating ustodians are knowledgeable abou their responsibiities in
278 A that crvptographic key custodians ormaly acknowledge 0 Wil or | pncional | ntersects with | StNrdzed Operating. | 0073 procedures (SO, o smiar documentation, o enable the praper s Feiation o ryptographic apérations and can access assistance and
lectonicall) hatthey ot neir key exccution of dayto-day | assgned a5k oudance wnen requre
| security policies and operational procedures that are identified in
[Requirement 4 are: Mechanisms exist to establish, maintain and disseminate polices Expectatons, contol,and oversignt for meeting acivies winin
ln Documented Publishing Security, Compliance y g d 4 are defined and adhered to by affected personnel. All
11 A 2 Kept oy to ate. Functional | Intersects Wit | "Rl 2CCE Y mamtation | GOV-02 - [standaras and procedures necessary for secure, complant and s SLpporing actiies rs repetabe consseniy apps, and corforn
in use. P 0 management's
|n Known to al affected parties.
Wechanisms exist to review the Security, Compliance & Resiience
i scurity polces and operationa procedures that are idetiid in
[Requirement seriod . Program (SCRP). including policies, standards and procedures, ot Expectatons, conrol, and oversignt for meeting acivies winin
[Requirement eriodic Review & Update o lplanned intervais or i significant changes occur to ensure their [Requirement 4 are defined and adhered to by affected personnel. All
411 A e e Functonal | nersects i | Securty, Complance & GOV-03  [continuing suitability, adequacy and effectiveness. 5 Reauireme mwesm B e e
ln In use. 9 0 management's nten
ln Known to al affected parties.
i security s and peratonal procedurestht re denifed in
[Requirement 4 are: [Expectations, controls, and oversight for meeting activities within
nction. rations Securi Mechanisms exist to faciltate the implementation of operational [Requirement 4 are defined and adhered to by affected personnel. All
411 A ln Kept up to date. Functional Subset Of Operations Security OPSOL Leecurity controls 10 supporting activites are repeatable, consistently applied, and conform|
ln In use. to management’s intent.
|n Known to al affected parties.
[ scuriy polces and operationa procedures hat are ideniied in
[Requirement 4 Expectatons, control,and oversight for meeting aciviies wihin
untna | o | | SRzt Opeing | op gy MDA 0 ety ot s Opeotno s [ S s o e
Kept up to date. Procedures (SOP) [Procedures (S0P) T similar documentation. Supporting acties o repestable, consstontly appled, and conform
I In Use. y-to-day /assig to management’s intent.
|n Known to al affected parties.
Mechanisms et 0 asin one o o quled ndiduls wih the
Day-to-day responsiiiies for performing all the activies in
oles and responsiiiies forperforming activites in Requrement ¢ . 1th [Assianed Security, Compliance & .0q  |Tission and resources to centrally-manage, coordinate, devel o
412 A fore documented, assigned, and understo Functonal | Intersects With |20t oneiblies. | GOV-04  |mplement and mainain an enterbrise-wide Securty, Complance & s Reauirement 4 are allocated. Personnel are accountabi
Resilience Program (SCRP) P a
e N [Day-to-day responsibiltes for performing all the activties in
412 A [Roles and responsibiities for performing activities in Requirement 4 | g nctional | Intersects With | Defined Roles & Responsibiiies | HRS-03 o define roles & for all 5 Requirement 4 are allocated. Personnel are accountable for
Jore documented, assigned, and understo personnel. successful, continuous operation of these requirements
[Day-to-day responsibiltes for performing all the activties in
oles and responsiiiies for performing activides in Requirement ¢ IMechanisms exist to communicate with users about their roles and
412 A o i Functional | Intersects With User Awareness HRS-03.1 anisn Lo comr s about their o 5 IRequirement 4 are allocated. Personnel are accountable for
Jare documented, assigned, and understoor responsibiliies to maintain a safe and secure working environment. B e ol acountan
[strong cryptography and security protocols are implemented as
follows to safeguard PAN during transmission over open, public
Inetworks:
ln Only trusted keys and certificates are accepted.
o Certfcates used 0 safeguard PAN Guring ransmission over open,
publc networks are contrmed as vald and o s ex ’ inter ission:
21 A Fevoked. This bullet s  best pmm unt 1 efecive Gate referto | Functional | Itersects With | Transmission Confidentiaty |  CRy-03  [CYBGgraphic mechanisms exs toprotect the confidentality of data s Cleartext AN cannot be read o intercepted from any transmissions
ppicapilty notes beio or detals. 9 pen. p
°he protocol inuse supports only secure versions or coniurations
ond does not suppor: fllback o, o use ofinsecure versions
felgorithms, key sizes, or implementat
o The encryption srengin s Sppropriate fr the encryption
[methodology in u
Istrong cryptography and security protocols are implemented as
follows to safeguard PAN during transmission over open, public
Inetworks:
o Only rusted keys and cetictes are accepted
ertifcaes used 10 safeguard PAN during ransrision over open
[Publc networks are confned a5 valld ana (Cryptographic mechanisms exist to implement strong cryptography .
421 A Povakcod T buet - bos practice i s eectug dave referto. |  Functonal | ntersects witn | Safeauarding Data Over Open | yer 1 PSR DTS RS Sersiieegused data dung s Clcartext AN connot be read o ntercepted fom any ransissions
lapplicability notes below for details ransmission over open, public network: .
o The proocol n use support oly Secure versons o coniurations
[ doss not suppor fallback (o, o use of insecure verson
Jelgorithms, key Sizes, or implementation:
s The ncryption sirengtn s appropriate Tor the encryption
Chanisms exit o secure WIFl (.. [EEE 802 11) and prevent
Istrong cryptography and security protocols are implemented as unauthorized access by:(1) Auhenticaiing devices trying to comnec;
folows to safeguar PAN during fransmision over open,public land(2) Encrypting transmitted
= Oty trusted keys and certncates are accepte
Certificates used to safeguarc ing transm\ssmn overopen,
[Pubic networks are confirmed as vaid and are not exp
421 A Povakcod T sule i+ bos practice Un s eHecthe dave. rferto | Functional | ntersects With | Authenticaton & Encryption | NET-15.1 5 leartext PAN cannot be read or intercepted from any transmissions
iy otesbeow fordetals Jover open. public network
la The protocol in use supports only secure versions or configurations
o Goms ot support eleack to o use of msccore verson.
Jolgorithms, key Sizes, or implementations.
- The encryption strength 1 appropriace for the encryption
[methodology in use.
JAn inventory of the entity's trusted keys and certificates used to chanisms exist to faciltate cryptographic key management controls| 4 keys and certifcates used to proect PAN during ransmission are
4211 b [protect PAN uring transmission is maintained Functional | Intersects With | Cryptographic Key Management|  CRY-09 iy protect the confidentiality, integrity and availability of keys. ° identified and confirmed as trusted
[Wireless networks transmitting PAN or connected to the CDE use
212 A Indusiry best practices to implement strong eryptoaraphy for Functional | Itersects With | Transmission Confidentialty |  CRY-03 [CrYPIographic mechanisms exist to protect the confidentiay of data s Cleartext PAN cannot be read o intercepted from wireless network
Jouthentication and transmission. 9
[Wireless networks transmitting PAN or connected to the CDE use [Miechanisms exist to protect the confidentiality and integrity of
4212 NA Kndustry bast practices o implement strong cryptography for Functional | Itersects witn |Wireless Access Authentication & cry.o7  wirless networking technologies by implementing authentication and 5 (Cleartext PAN cannot be read or intercepted from wireless network
Juthentication and transmission ryp! Jstrong encryption
echanisms exist to protect exteral and intenal wirclss nks from
[Wireless networks transmitting PAN o connected to the CDE use uthorized wireless
4212 A ndustry best practices to implement strong cryptography for Functional | Intersects With | Wireless Link Protection NET-12.1 ing scanning for unauthorized wireless 5 |Gleartext PAN cannot be read orintercepted from wireless netuork
Jauthentication and transmissio oints an taking appfopriate acton. i an unauthorized connection is
Jiscovered
AN is secured with strong cryptography whenever it s sent via end End-User Messaging g IMechanisms exist to prohibit the transmission of unprotected Cleartext PAN cannot be read or intercepted from transmissions using
422 A Juser messaging technologes. Functional | Intersects With Technologies NET-12:2 - oensitivelregulated data by end-user messaging technologies. ° lend-user messaging technologies
Ja securty policies and operational procedures that are identified in
[Requirement 5 are: . . maintai - . [Expectations, controls, and oversight for meeting activities within
o1n a I Socu runctonal | nersectswi | Ublshing Securty, Compliance | qoy.0p  [ASChanismS et to establish, maintain and isseminate polces. s Requrement 5 are defined and adhered to by afected persomel Al
ln Kept up to date. &Resilience Documentation standards and proce Y olr supporting activites are repeatable, consistently applied, and conform|
ln In use. P lto management's intent.
ln Known to al affected parties.
Tanisms exist to review the Security, Compliance & Resiience
JAl security policies and operational procedures that are identified in <
R o o ncting s, s e
s A s pocumented Functional | Itersects with iy, Compliance & | GOV-03  |Continuing sutabity. adeduacy and ectheness. s Reaurement s are deined and adhered to by effected persomnel. A1 |
in use. el Hogram o management’s intent.
ln Known to al affected parties.
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—— p— Secure Controls Framework (SCF)
escription
Requre Expectations, control, and versight fo meeting activies within
= Documented ncton ations Secut 1 ecnanims ot ottt mplementation of operaton Reauirement s are defined and adnered to by afecied persomne. All
S11 A = Kept up to date. Functional Subset Of Operations Security OPS-01 [security controls 10 [supporting activities are repeatable, consistently applied, and conform|
o managements nent,
= Know toal attecte partes.
i ecuri plcisand aperatonl procedresthat re denid
Requremen echanis e o ety and cocument tandardized Operating expectations, conrols, and oversight fo meeting acivies within
|m Documente ed Standardized Operating 4 5 are defined and adhered to by affected personnel. All
511 A - Functional | itersects with g OPS.01.1 [Procedurss (SO, o Slaf documantation. o nshe e proper s ; ‘ o
e e U oot Procedures (507 [Procedures (50P), or smilr documentat o e s, consenty s o
2 Known toai afected partis.
Day-to-da rezponsite for prforming al he acties
s12 A [oles and responsiviie fr performing actiiiesin RequirementS | - puncional | ntersects with | DO€Umented Protecton | gp.04.2 - |Mechanisms exist to document antimalware technologies. s Reduirement 3 are allcated, Fersonnelare accountable or
g [successful, continuous operation of these requirements.
hamms it o e one o moreaulfied gl i 10 -y esponiities o perorming all the actvties
Rotes and respansiiie for performing actuties in Requirement 5 ssigned secury, Compliance & Iission and resources to cemraly-manage, coor Jop,
512 A i " Functional | Itersects with 1 Govios ; s Reduirement 3 are allcated, Fersonnelare accountable or
ore documented, assionad. and understood Resilence Responsibiies Impiement and maitain an enterprise-wde Secorty. Compiance & Reauiremen 5 re alocated. ersomnelare accourtani
Resiionce program (SCR)
Day-to-da rezponsite for performing al he actties n
512 A [oles and responsiitie for performing actiiiesin RequirementS | puncional | ntersects With | Defined Roles & Responsibiies|  HRs.03  [Mechanisms exst o define cybersecuriy roles & responibities for a s Reduirement 3 are allocated, Fersonnelare accounta
9 > |successful, continuous operation of these requirements.
[Roles and \g activities in 5 [Mechanisms exist to communicate with users about their roles and [Day-to-day responsibilities for performing all the activities in
512 A Functional | Itersects with User Awareness HRS.03.1 s Reduirement 3 are allcated, Fersonnelare accounta
ore documented, assonad. and undersiood Fesponsinities to mantain a sae and secure warking envronment Requirstment 3 re located, Persannel are ccourtat
fa ants matware solutions) s deployed on allsystem compancnts,
JRcept or those system camponents entiied n periodc evaluatons ’ | Malicious Cade protecton (nti- | ¢ g4 [Mechanisms exit to tize antimaware technologies to detect and |automated mecharisms are mplemented toprevent systems rom
521 A [per Requirement 5.2.3 that concludes the system components are not Functional Intersects With Malware) END-04 o, gicate malicious code. s [becoming an attack vector for malware.
B sk rom matware
o depoyed s e ouciontc -
522 A = Deteats i known ypes of mabw Functional | Intersects witn | Malicous Code potecton (Antf | gy |Mechanisms exist to utlize antimalware technologiestodetect and s Malware cannot execute or ifect ather system companents,
2 Removes, bocks, o cantain al known types of malware
iny ystem components it ar ot i formatware re
e sl o nclu he lonny
I apaocumented list of all system Companent ot at i for echanisms exit to perform periodic evaluations evolving malware [The entiy malntains awareness of evoling malware threats to ensure
s23 A 5o s vnion ot xing v et s |t | s | o e s | 00 e e e g o s Eha any Systems ot protecte fom maiware are not a1
By Commoniy afected by malicious sotwar Inection
onfimasan Ahether such system components continue o not
Featire ant-matmare protection
e requency of periodc evaluatons of ystem components
! echanisms exit o perform periodic evaluations evaving malware
centine 25 no a sk or malware s cefinea i the entiy' argeted ’ ; : y . i Systems not known to be a isk fom maware are r-evaluated at a
s231 N 'k anaiyss, which s performed accorcing toal caments specifiea n|  Fnctonal | ntersects With | - Evolving Malware Theats | END-04.6 feats o assess systems that are generally not considered to be s [Peauency that dresses the antiy s ok
Requirement 12.3.1. y Y
; aious Code Protecton (Ani s it o e arimare ochoges o 4o ard AT maware mechaniss can Getect and adaress e Tatest malware
531 NIA [The anti-malware solution(s) is kept current via automatic updates. Functional Intersects With Malware) END-04 | o ate malicious cod 5 hreats,
; o | utomatic Antmanvare o Aitomled mecharims S0 paRtE SAWGTS e [Ani-maiiare mechanisms can Getect and address e atest mavare
531 A fie antmalware solution() s kept curent via automatic updtes. | Functonal | nersects win | Aemalc Andmats END0s1 [hermated mechariors o s [
[The anti-malware solution(s):
o Peforms penodic can and active orreal-time scans. | Malicious Cade Protecton (Anti- | ¢ g4 [Mechanisms exit to tize antimaware technologies to detect and
532 A Functional | itersects ith oge prote END0q  Mechanisms exist to il s Matware cannot complete execution
= Performs continuous behavioralanalyss of systems or processes.
I anti-malware soluton(s) Mechanisms exit o ensure that ant-maware technolagis are
o Petorms penodic scans and active o reahime scans. 047 [continuousl running it rea-me and cann be asabled or ered by
532 A K Functonal | ntersects with | Always On proection | END.0a.7[(onePUeusly nning n el time ang canno be dbled o fered oy | s Matware cannot complete execution
= bertorms continuaus behaviorl analyssofsysems or processes. e oy Case ass for  imed crn perio.
[ periodic maware scan are performe to meet Requirement 532,
K frequency of cans 1 defned in he enity's cargeted nk anayss,|  punctonat | i | Malicious Code proection (Anti- echanisms et t ulize animaare technloies o cetctand cans by tho malvars sltion re perfome a frequency ek
5321 NA [which is performed according to all elements specified in Requirement|  Functional | Intersects With Malware) END-04 o2 dicate malicious cods 5 e entity's
I periocic matware scans are performed o meet Requirement 5.3.2 Mecharisms exist o ensure that ant-malware technolagies are
e rency of can £ do n i enty  rgos ik sy, ’ ; ctecton 007 [contniousl ring n réai-tme and canok be asanled or ered by Scans by o matvar soution are perform 3  fsuency st
5321 N [which is performed according to al Functional Intersects With Always On Protectior END-04.7 Inon-privileged users, unless specifically authorized by management on| s laddresses the entity's
[t Casa-by-case basi or 5 Imated tme perod
For removabl electonic medls, the ant- maiware solutions)
< Prforms automatic scans of when the media  inserted, connected,
ortogicaly mouned, Malicious Code Protection (Ani Mecharisms exit to utlze antimaare technologis to detect and Maars oo b roduce t st components i extral
533 Nia [oR Functional Intersects With Malware) END-04 o, dicate malicious code. s removable medi
¢ Prtorms contnsous betaviorl anlyss fsstems orproceses
[Anen the media 1 inseriea, connecked. o logically mounte
For removabl electronic medis, the anti- maiware soltion(c)
< Prforms automatic cans of ihen she medla  inseried, connected, Mecharisms exist to ensure that ant-malware technologies are
o agicay mounied, ; 007 [contmiously ruming i réal-tme and cannok be asanled or ered by Maars oo b roduced o 3yt component i el
533 A O Functional Intersects With Always On Protection END-04.7 inon-privileged users, unless specifically authorized by management on| s removable me
Rertorms continuous behavioal anlyss of ystems or processes 5 Cateby-case bass for a Imed ime period
[inen the media 1 Inserte, comnecked o lgicaly mourked
Rt 1095 for the ani-malware solonts)are enabled and retaned n Walkious Coge Protecton (At | gwp.g4 [ Hechanisms eXet o ulize antmaivare technalogies o aetect and FStorcalrecords of ari-Traware actians ar Tmmediatly svatabie
534 A [accordance with Requirement 10.5.1, Functional Intersects With Malware) END-04 leradicate malicious code. s |and retained for at least 12 months.
i o o Ere s mahare sl 7 araled ard rfoned Contratzed Management o Wistorcal records of ontmalware acions are Tmmediately avalable
53 A [ oge o the ant-malwre Fonctonsl | mersectsvitn | Gonalzed eragemert o | c504 3 |Hechanisms et o centrollymonage antimaiwore echnolagies s Historca rcords of ant-malvare a
ot matware mechanisms cannot b disabled or aktered by users N
535 A iniess specincally documented, and authorized by managément on a |  Functonal | Intrsects with | Malcious Code protection Ant-| gy |Vechanisms exis o utlize antmaiware technalogies to dtect and s el be motifed by
case-by-case basis for a limited time period. s
Jnts mahwore mechanisms cannot be dissbied or altrad by users Comtinsously ing i esturne i CaTak s dSabled o anered by ! be modifed by
535 A iz Speciicaly Goeumerid,and outhoried by managmenan | Funcoral | Irsecs Wih | AviaysOnpotetion | END.047 RUDUCuSh rrig 1 e me nd et be diatled o alered s it
¥ Ly |a case-by-case basis for a limited time period.
N . . ; [Mechanisms exist to utilize anti-phishing and spam protection i rein . inst and mi P
a1 " [Processes and automated mechanisms are in place to detect and Functional | Intersects With | Phishing & Spam Protection |  END-08 ftechnologies to detect and take action on unsoicited messages s IMechanisms are in place to protect against and mitigate rsk posed by
P P gainst phishing ltransported by electronic mail. [phishing
i securiy plcisand aperatonl procedres et re denid
Requreman 6 Execttions,contls,and avrsignt for meetingscutcs winn
611 A - Functonal | Intersects with | PUbIShing Securty, Compliance | oy.5  [{erinct on procedares necesory for secure. complorkand s Reaurement s ore defined and adhered to by affected perzonnel Al
Kept up 10 te  Resilence Docimentaton standards and proce . Supporting actiies are repeatable,consistenly appied. and conform
lm In use. P lto management's intent.
2 Known toai afected partis.
Wechartsms eXt o review the Securty. Complance & ResTience
i scury polces and operationa procedures that are identified in
Proaram (SCRP). incuding poliies, tandards and procedrcs, a
Requrement 8 re: o Review & Undate o Expectations, controls, and oversight fo meeting aciies within
611 A - : Functonal | ntersectswith | *Securty. Complance & | GOV-03  Pontnang sukabiy, scbduscy and eectmeness 1o e s Reaurement o are defned and adnered to by afected personel. Al
[n Kept up to date, pnk i et 9 ¥, adequacy Isupporting activities are repeatable, consistently applied, and conform|
In use. 9 [to management's intent.
= Known to ai afected partis.
i secury polces and operationa procedures that are identfied in
Requiremert & are. Egacatin, conros and oversgnt o meetg s win
= Documente o1 [Mechanisms exist o faciltatethe implementation o operational Recuirement s are defined and adnered & (ed personnel Al
611 Nia = Kem uD to date. Functional Subset Of Operations Security Ops-01 [security controls. 10 [supporting a(uvmes are repeatable, cansns(en(ly apphed and conform|
e o manaoement’ mtent.
= Known to ai afected parties.
[ secury polces and operational procedures that are dentfied n
Reuremen vecn X Expectations, contol, and versight for meeting activies within
- . e Documnted runctionat | inersects win | Standardized Operating | e gy, HECharisms exist to dentty and document standardized Operating s Recuirement s are gefined and adhered to by afeced personnel Al
I Kep! w to date. unctiona! ntersects Wi Procedures (SOP) a ecution of day today | stsigned tasks. | o the Proper lsupporting activities are repeatable, consistently applied, and conform|
ke execution o day-today | acsigned 12 supporting activies are
= Known to al afected partis.
e extto e one o e e gt i e
R . e . " one or mare Day-to-day responsiiitesfor performing all the actvtiesin
612 N o Gocumented,assghed. and understopa. - T CIEMENE | punctional | Itersects With (e S GO0 e and mntai an enitnse-widé Securiy: Comphance & s Reauirement s are llcated. Parsonnal are account
gned. P Re';“ence program (SCRI P . Compl lsuccessful, continuous operation of these requirements.
— . - e N Doy to-day responsibitesfo performing all e actviies in
612 NA R"‘e;:(’;"’“:::’e‘:‘"sa:‘s'l‘:Z;";:s’::z;“rsg activities in Requirement & Functional | Intersects With | Defined Roles & Responsibilities | HRS-03  |FECHaNET fo define roles & all 5 [Requirement 6 are allocated. Personnel are account:
9 8 Jsuccessful, continuous operation of these requirements.
- y ; Day-to-Gay responsibitesfo performing althe actvties
612 A Fotes and responsiiiies orperforming activiles in ReaUrement® | pyncional | ncersects Witn User Awareness WRS.03.1  |Mechanisms existto communicats with uses about their roles and s Reduirement § are llocated. Fersonnel are accou
9 P 9 Jsuccessful, continuous operation of these requirements.
Iespoke and custom software are developed securely,as fallows
e e an sty Sandardsanor bk pacces o securs
Gevetopm Thveat Analysis & Flaw Mecharisms exit torequire system developers and iteorators to Bespoke and custom software s developed i accordance with PCI
6.2.1 NIA win a(mvdznce with PCI DSS (for example, secure authentication and Functional Intersects With Remediation During 1A0-04 |create and execute a Security Testing and Evaluation (ST&E) plan, or 5 IDSS and secure development processes throughout the software
logsing) Developme Fimiar process to centiy an remediate flaws urng develapment lfecycie
o ncorporating consideraton o information secury ssues during
Sach stage o i software development Ifecyce
Wedhariems eXt o aelTEats e Tmplementaton of vy
espo and cstom oftwars re doveopedsecrsy o allows oo e, camptanceandrstence practce 1 e
e o ity Sandar ek pachce o e and modicaton
deve\o fof TECMD‘OQY ASSEIS Applications and/or Services (TAAS Bespoke and custom software is developed in accordance with PCI
621 " @ acordance with PCI DSS (for example, secure authentcationand | Functional |  SubsetOf | Secure Engineering Principles | SEA01 10 D52 ana secure development processes throughout te software
fogsno) ltecere
e heoprating consceraton of formaton scunty e durng
Sach stage o e saftware development fecy
lespoke and custom software are developed securely, s fallows
18 Gasea on nduatr Standaras andlr best pracices fo secure
rechnology Development & Mecharisms exit tofaciltate the mplementation of talored Bespoke and custom software s developed i accordance wich PCI
621 A i accordance with PCI DSS (for example, secure authentication and | Functional | Subset Of o3y Develop TOA0L  fdevelopment and acquisition srategles, contrac tools an 10 DSS and secure deveiopment processes thvoughout the software
Iog rocurement methos to meek uniae business needs itecyele
o ncomporating consideraton o nformation secury ssues during
Sach stage o th saftware development Ifecyce
espoke and custo softwars are gavsioped securey s flons
B o inty Sandar anor ook pachces o secrs pecranars o o ot st gevlpers o anrs it o
Geveiopmen bevetopment Methods Bespoke and custom software is developed i accordance with PCl
621 A e acErianc w7 055 o examoe secure aunntatonns | runctonl | mersecswin | PESTIEHHSO0, | ronozs s orsedre rdataming: ehgorng methods, auolty s DS an secure developmen processes throughout the software
I ing). a |control pm:esses and validation techniques to minimize flawed and/or llifecycle.
o ncorporating consideraton o information secury ssues during malormea softn
Fach stage o i saftware development Ifecyce
Wecharisms eXt o require The Gevelopers of Technalogy ASEet,
IRopications anclor Services (TAS) o produce a deson apeciicaton
Jd security achitecture thai(1) 1 consistent wi and supportive o
espoke and custom software e develaped securely, s folows Fhe arganization's securty architecture wnch s stablished within and
e Eased o ncstry sandarsanor bes pracicesforsecure s an Intearated par o the organizaton's enterprse archtecure: 2
deve\o ceuratel Completely describes the require [Bespoke and custom software is developed in accordance with PCI
6.2.1 NA o accorgance with PCI 0SS (for example, secure authentication and | Functional | Intersects With |Developer Architecture & Design| ~ TDA-05  [functionality and the allocation °’ security, compliance 3"“ '95"‘9"‘9 B IDSS and secure development processes throughout the software
i acco oo among ahysicat and ogcl components ) Epreses s ond
e eotoratng comterton of ot securty s g ogethe t provde required securty copabINies and > nitea
e o the sofoare development Hecycie
lporosch toprotection
Wecharisms eXst o develop sppcations based on Secare Safware
[Bespoke and custom software are developed securely, a5 alous: [Development Practices (SSDP)
B o'iny Sandar anlor ook pacces o secre
Geveiopmen Bespoke and custom software s developed in accordance with PCI
621 A e scEriance w7 055 for examoe secure aunntcatonn | Funconl | mrsects win | SEUEZILCIE BENNt | v s D2 ana secure developmen processes troughout the software
log lfecxcre
= heorpoating consideratio of nformation securty sues during
Sach stage o i software development Ifecyce
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
[Bespoke and custom software are developed securey.as follows
Based on industy standards and/or best practices for secure
IMechanisms exist to require system developers and integrators to
(Geveropment lBespoke and custom software is developed in accordance with PCI
621 wa o Serdance with PIDSS o example, secure autheticatonand | Funconl | Irsects Wi | DVOBPerTeRL o & | oy letels and mplementon andang secury Testngond alitor D55 ana secure development processes throughor the software
fogging) . g litecycle
| Incorporating consideration of information securiy issues during |vulnerabilites prior to release to production.
leach stage of the software development lfecycle.
softuare development personnel working on bespoke and custom
[ohware. ;’;‘f’:‘e’f;f‘ O e o o N oment Software development personnel remain knowledgeable about secure
622 " oo Y i P cunctions! | Intersects wit | ComPetency Requirements for | oc oo [Mechanisms exis to ensure that all security-related positions are ldevelopment practices; software security; and attacks against
. secure softwara design and secure coding techniques, Security-Related Positions Jsaffed by qualified individuals who have the necessary skill set. onusae, rameneric, of abplestions tney deveiop percomel are
o nclucing,fsecurty testing ool are used, how to use the tolsfor jable to access assistance and guidance when required.
ldetecting vulnerabilties in softw
Software development personnel warking on bespoke and custom
[oftware are trained at least once every 12
e O otvaresecurty reevat ot oo Tonction g deveiopment Threat Analysis & Faw Mechanisms exit torequire system developers and inteorators to Softuare development personnel remain nowiedgeable about secure
622 NA languag Functional | Intersects With Remediation During 1A0-04  [create and execute a Security Testing and Evaluation (STSE) plan, or : . o
| Including secure software design and secure coding technigues Development Jsimilar process, to identify and remediate flaws during development. languages, frameworks, or applications they develop. Personnel are
ln Including, if security testing tools are used, how to use the tools for jable to access assistance and guidance when required.
ldetecting vulnerabilites in software.
softuare development personnel working on bespoke and custom
o T e e O ey L o o o opment hanisms exist to provide role-based security, compliance and nnel remain
622 NA Panoun Y b P Functional | Intersects witn |Role-Based Security, Compliance|  gxr o3 [resilience-related training:(1) Before authorizing access to the system evelopment practices; software security: and attacks aqams\ the
g0, ecure software design and secure coding techniques. & Resilience Training ssigned duties;(2) When required by system changes; languages, frameworks. or applications they develop. Personnel are
& Including, if security testing togls are used, how o use the tools for land(3) Annually thereafter. [able to access assistance and guidance when required.
ldetecting vulnerabilties in software.
softuare development personnel working on bespoke and custom
[Goftware are trained at least once every 12 months
g Ty d . IMechanisms exist to ensure application development and operations Software development personnel remain knowledgeable about secure
622 WA s 2re Security relevant to theirjob function i devdopmens Functional | Intersects With | Educaion (ePe) - Bevips saT.03.8 |(DevOPS) personnel receive Continuing Professional Education (CPE) ldevelopment practices; software security: and attacks against the
training on Secure Software Development Practices (SSDI languages, frameworks, or applications they develop. Personnel are
|w Including secure software design and secure coding techniques, Personnel levelor
e ot 2001 e s oo 1o e e s for lappropriately address evolving threats Jable to access assistance and guidance when required.
ldetecting vulnerabilties in software.
Mechanisms exist to wilize a Software Assurance Maturity M
S0 t Govarn o secire development Hecycle o i development
software development personnel wrking on bespoke and custom of Technology Assets, Applcations andor Services (TAAS)
Foftware are train ast once every 12 months as follows: sortware o
w personnel remain
622 wn Im On software LU Ao o e sndGevlopment Functional | Intersects witn | SOftware Assurance Maturity | 1o o0 o ldevelopment practices; software security: and attacks against the
. e cecure software design and secure coding techniques, tode! (SAMM) llanguages, frameworks, or applications they develop. Personnel are
ln Including, if security testing tools are used, how to use the tools for jable to access assistance and guidance when require
[detecting vulnerabilites in software.
Mechanisms exist to ensure that the developers of Technology Assets,
|Applications and/or Services (TAAS) have the requisite skillset and
[softuware development personnel working on bespoke and custom [appropriate access authorizations
[Software are trained at least once every 12 months as follows are personnel remain "
ln On software security relevant to their job function and development
. ldevelopment practices; software security; and attacks against the
622 A E’:‘.f’(‘fsgf:g secure software design and secure coding techniques. Functional | Intersects With Developer Screening ToAL3 languages, frameworks, or applications they develop. Personnel are
ln Including, if security testing tools are used, how to use the tools for j2ble to access assistance and guidance when require
ldetecting vulnerabiities in software.
[software development personnel working on bespoke and custom
e e e e O e L o e e oment Mechanism exist to require system developers and inegrators o Software development personnel remain knowledgeable about secure
622 NA Parguages Yy i P! Functional | Intersects With | Developer Threat Analysis & TpA1s |develop and implement an ongoing Security Testing and Evaluation | development practices; software security; and attacks against
ln Including secure software design and secure coding technique: Flaw Remediation (STSE) pran, or imilar process 10 objectively identify and remediate languages, frameworks, urapphcatmns they develop. Sersomelsre
g e e ot o o s e e o |vuinerabiliies prior to release to production. Jable to access assistance and guidance when required.
ldetecting vuinerabilties in softw
[Bespoke and custom software is reviewed prior to being released into
lproduction or to customers, to identify and correct potential coding
|vulnerabilties, as follows:
Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to
623 NIA ;“fgghen’e“s‘"e‘”s ensure code is developed according to secure coding | gynctional | Intersects With Remediation During 1A0-04  |create and execute a Security Testing and Evaluation (ST&E) plan, or [Bespoke and custom software cannot be exploited via coding
I Caci voviews look for both existing and emerging software Developr Isimilar process, to identify and remediate flaws during development
ln Appropriate corrections are implemented prior to release,
[Bespoke and custom software is reviewed prior to being released into
producton o o customers,todentiy and correct potentilcoding
[vulnerabilities, as follows
bilties, as | . i IMechanisms exist to have an independent review of the software . n
623 A o Code reviews ensure codo s developed according 0 5ecure oG | runcronal | intersecs win | sotwere Design Review TDA06.5  |design to validate:(1) Applicable security, compliance and resiience [Bespoke and custom software cannot be exploited via coding
3 E85 s ook o bt s nd emeringsovore requirements are met; and(2) Identified risks are remediated.
uine
= Apraprite corrections are implemented prio o release
[Bespoke and custom software is reviewed prior to being released into
lproduction or to customers, to identify and correct potential coding techanisms exist to require system developersfintegrators consult
[vulnerabilties, as follows: Security, Compllance & [with security, compliance and/or resilience personnel to:(1) Create and|
Code reviews ensure code s developed according to secure coding ' implement a Security Testing and Evaluation (STSE) plan, or similar oke and custom software cannot be exploited via coding
623 A Guicelnes. Functional | Intersects With | Resiince Testing Throughout | TOA09. |caCaLiy, 2) implement a veriiabie faw remediation proce fo Vanerapities
Code reviews look for both existing and emerging software P 2 ficiencies identified during the control
[vulnerabilties. ltesting and evaluation process; and(3) Document the results.
ln Appropriate corrections are implemented prior to release.
[Bespoke and custom software is reviewed prior to being released into
producton o o customers.todentiy and correct ptentilcoding
[vulnerabilities, as follows IMechanisms exist to require system developers and integrators to
623 A e reviews ensure code is developed according to secure coing |  runceional | Intersects with Developer Threat Atalysis & | 1o 15 [develop and implement an ongoing Security Testing and Evaluation Bespoke and custom software cannot be exploited via coding
louidelines. Remedia (ST&E) plan, or similar process, to objectively identify and remediate \vulnerabilties.
ln Code reviews look for both existing and emerging software [vuinerabiliies prior to release to production.
ln Appropriate corrections are implemented prior to release.
I manual code reviews are performed for bespoke and custom
Jsoftware prior to release to production, code changes are: ™
reat Analysis & Flaw IMechanisms exist to require system developers and integrators to
ln Reviewed by individuals other than the originating code author, and . i ’ . [The manual code review process cannot be bypassed and is effective
6231 A o e rouecoesbe aboutcodereview echgues andsecur. | FUTCUONAL | nersects i | Rerpedaton burng K004 freate and execute  Securty Testing and Evaluaton [STEE) lon, o o ascovering securty vunerabies.
lcoding pract
= Reviewed and approved by management prio o release.
It manual code reviews are performed for bespoke and custom IMechanisms exist to require system developersintegrators consult
Jsoftware prior to release to production, code cha Security, Compllance & |with security, compliance andor resilience personnel to:(1) Create and|
ln Reviewed by individuals other than the originating code author, and 09 | mplement a Security Testing and Evaluation (ST&E) plan, or similar [The manual code review process cannot be bypassed and is effective
6231 A [who are knowledgeable about code-review techniaues and secure Functional | Intersects With "““'e"cserf:lgsg rhroughout | TDA-09 lcapability:(2) Implement a verifiable flaw remediation process to lat discovering security vulnerabilities,
lcoding practices. ciencies identified during the control
[n Reviewed and approved by management prior to release. ltesting and evaluation process; and(3) Document the results.
It manual code reviews are performed for bespoke and custom
Jsoftware prior to release to production, code cha echarisms exit to requiresystem developers and inegrators to
ln Revi individuals other than the originating code author, and Developer Threat Analysis & 15 [develop and implement an ongoing Security Testing and Evaluation \e manual code review process cannot be bypassed and is effective
6231 A [who are knowledgeable about code-review techniques and secure Functional | Intersects With Flaw Remediation TOALS(GTSE) pan, or similar process, o objectively identy and remediate o acovenng securty vineraies
lcoding practices. [vulnerabiliies prior to release to production.
ln Reviewed and approved by management prior to release.
Sottware engincering tectniques o oher methods are defined andin
by Software development personnel to prevent or mitigate
lcommon software attacks and related winerabitie n bespoke and
lcustom software, including but not Iimited to the followin
= Injection attacks, including SQL, LDAP, XPath, o ather command,
[parameter, ablect, fault, or injection-type
ln Attacks on data and data structures, including stiempis o
Imanipulate buffers, pointers, input data, or shared
[EAREcke an cyproaraphy ssoge: InCuring st t explolt weak, IMechanisms exist to require system developers/integrators consult
nsecure.or inappropriat cryptographic mplementtions,agor ths Security, Compliance |with security, compliance and/or resilience personnel to:(1) Create and|
leipher sues, ’ implement a Security Testing and Evaluation (STSE) plan, or similar lBespoke and custom software cannot be exploited via common
624 A ln Attacks on husmess loge ncludng atemote to abuse o bypase Functional | Intersects With "e5‘"e"‘ffjg"g‘:g“’“gh"“‘ TOA09 - |capapility;(2) Implement a verifiable flaw remediation process to Jattacks and related vuinerabiltes.
lapplication features and functionalities through the manipulation of P eficiencies identified during the control
[APis, communication protocels and channels,clent: e functionaity, ltesting and evaluation process; and(3) Document the results.
Jor other systemyapplication functions and resources. This includes
[cross-site scripting (XSS) and cross:site request forgery (CSRF).
ln Attacks on access control mechanisms, including attempts to
prpass o abise dentifcaion, authentication, o authorization
[mechanisms, or atte ot weaknesses in
[mplementation of such mecharisms.
o Actacks via any “high-1sk” vulnerabiltes dentified n the
[vulnerability identification process, as defined in Requirement 6.3.1
sftware enincering techniques o otner method re define an i
by software development personnel to prevent or miti
lcommon Software atacks and rebted vulnerabltes n hespore and
lcustom software, including but not limited to the following:
e Ijection attacks, includr or other command,
[parameter, obect, fault, or injection-type flaws.
ln Attacks on data and data structures, including attempts to
[manipulate buffers, pointers, input data, or shared data.
= Attacks on cryptography usage, Inluding attempts o explot weak,
[secure, or inappropriate c ic implementations, algorithms, Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to
leipher suites, or modes of ope y y quire sy P ] lBespoke and custom software cannot be exploited via common
624 A [m Attacks on business logic, including attempts to abuse or bypass. Functional | Intersects With Remediation During IAO-06 e e B S e e v aton (ST &) plan, or jattacks and related vulnerabilities,
lapplication features and functionalities through the manipulatio P process, y 9 P
s, communication protocols and channels, client- side functionality,
Jor other systemyapplication functions and resources. This includes
[cross:site scripting (XSS) and cross:site request forgery (CSRF)
ln Attacks on access control mechanisms, including attempts to
[ypass or abuse identfication, auehentcation, or suthorizaton
[mechanisms, or atte glokt weaknesses in
lmplementation of such mechani
ln Attacks via any " vunerabities dentified n the
[vuinerability identification process, as defined in Requirement 6.3.1

Secure Controls Framework (SCF)
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Secure Controls Framework (SCF)
SCF Control Control Description
Mechanisms exist to develop applications based on Secure Software
[Development Practices (SSDP).

Document Element (FDE) Descriptios

FDE Name

[software engineering techniques or other methods are defined and in
luse by software development personnel to prevent or mitigate
lcommon software attacks and related vulnerabilities in bespoke and
lcustom software, including but not limited to the following:
[m Injection attacks, including SQL, LDAP, XPath, or other command,
lparameter, object, fault, or injection-type flaws.
lm Attacks on data and data structures, including atiempts to
[manipulate buffers, pointers, nput data, or shared
o Artocke an erypiodraphy usage. incuding attempte to exploit weal
reecore, or morapriote crypiographic maglementations, Agorthme,
624 WA lcipher suites, or modes of operation.

lu Attacks on business logic, including attempts to abuse or bypass
lapplication features and functionalities through the manipulation
[APIs, communication protocols and channels, client- side functionality,

[Bespoke and custom software cannot be exploited via common

Intersects With lattacks and related vulnerabilties.

Functional Secure Software Development | o065 5

Practices (SSDP)

erosssite scipting (XS5) and crosssie request forgery (CSRY)
lm Attacks on access control mechanisms, including attempts to
loypass or abuse memmcamn authenticaion, o authorization
mechanisms,or attempts to explol weaknesses in &
[rplomentation of such m

[ Attacke via any “high-rsk” vulnerabilities identified in the
[vulnerabilty identification process, as defined in Requirement 6.3.1.

[Mechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ static code analysis.
ltools to identify and remediate common flaws and document the
results of the analysis.

[software engineering techniques or other methods are defined and in
luse by software development personnel to prevent or mitigate
lcommon software attacks and related vulnerabilties in bespoke and
custom software ncluding but ot Imied to the flloning
ln Injection attacks, including S ., XPath, or other command,
Parametar, abjecs it o mjoction t
|n Attacks on data and data structures, including attempts to
[manipulate buffers, pointers, input data, or shared data.

Attacks on cryptography usage, including attempts to exploit weak,
linsecure, or inappropriate cryptographic implementations, algorithms,

IBespoke and custom software cannot be exploited via common
attempts to abuse or bypas: Functional | Intersects With Static Code Analysis TOA09.2 attacks and related vulnrabiltes.
epication fetures and functionalties thratgh the manipulation of
[APls, communication protocols and channels, client- side functionality,
or oihr sysiemyappiicaton functions and resources. This includes
lcross-site scripting (XSS) and cross:site request forgery (CSRF).
ln Attacks on access control mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization
mechanisms, or attempt to xpllt weaknesses i the
mplementation of such mechan
ks via any “high-fisk” vulnerabilties identified in the

Vulnerabily identiication process, as defined n Reauirement 6.3.1,

chanisms exist to require the developers of Technology Asses.
|Applications and/or Services (TAAS) to employ dynamic code analysis.
ool o Igentfy and remediate common flaws and document the
results of the analysis.

[Software engineering techniques or other methods are defined and n
e development personnel to prevent or mitigate
Comoson software atiacie ancveated yuincraniies i bespoce and
lcustom software, including but not limited to the following:
o njecton attacks,incluing SQL_ LDAP. Xpath, or ather command,
meter, object, fault, or injection-type
& Attacks on data and data structures, mcluding attempts to
[manipulate buffers, pointers, nput data, or shared data
lm Attacks on cryp usage, including attempts to exploit weak,
[neecure, or Inappropriate cryptographic implementations, algorithms,
624 WA lcipher suites, or modes of operation.
lu Attacks on business logic, including attempts to abuse or bypass

lapplication features and functionalities through the manipulation of
[APIs, communication Is and channels, client- side functionality,
Jor other system/application functions and resources. This inc
s e scrpting (X65) and cros e eauest frgery (Cor)
lm Attacks on access control anisms, includi
[ypass or apuse identiication, authentication, or guthorzation
[mechanisms, or attempts to exploit weaknesses in the.
fmplementation of such mechanisms

ks via any “high-risk” vulnerabilities identified in the
ulnerabiity identication process, a5 defined n Reauirement 6.3.1

[Bespoke and custom software cannot be exploited via common

Functional | Intersects With Dynamic Code Analysis TDA-09.3 Bespoke and Custom software con

Mechanisms exist to Utilize testing methods (o ensure Technology
|assets, Applications and/or Services (TAAS) continue to operate as
intended when subject to invalid or unexpected inputs on its
interfaces.

[Software engineering techniques or other methods are defined and n

luse by software development personnel to prevent or mitigate

[tommon software attacks and refated vulnerabiities in bespoke and

lcustom software, including but not limited to the following:

o njecton attacks,incluing SQL. LDAP. Xpath, or ather command,
eter, object, fault, or injection-type flaws.

& Attacks on data and data structures, mcluding atempts to

manipulate buffers, pointers, nput data, or shared

o Artoche an crypodraphy usage. incuding attempte to explolt weal

[meecore: or moprapriote crypiographic magiementations, Agorthme,

lcipher suites, or modes of operation.

624 A lu Attacks on business logic, including attempts to abuse or bypass

lapplication features and functionalities through the manipulation

[APIs, communication protocols and channels, client- side functionality,

Jor other system/application functions and resources. This includes

[cross-site scripting (XSS) and cross-site request forgery (CSRF).

lm Attacks on access control mechanisms, including attempts to

fypass or abuse ldsnfication aushendcaion, ar utorztion

mechanisms,or attempts to exploit weaknesses in &

[rplomentation of such m

[ Attacks via any “high-rsk” wulnerabilities identified n the

[vulnerabilty identification process, as defined in Requirement 6.3.1.

[Bespoke and custom software cannot be exploited via common

Functional | Intersects With | Malformed Input Testing TDA-09.4 Bespoke and Custom software con

[Mechanisms exist to perform appiication-Tevel penetration testing of
|custom-made Technology Assets, Applications and/or Services (TAAS).

[software engineering techniques or other methods are defined and in

luse by software development personnel to prevent or mitigate

lcommon software attacks and related vulnerabilities in bespoke and

lustom software, ncluing but ot imited 1o the following:

lm Injection attacks, including S . XPath, or other command,

Parameter objecs fault.or mection

|m Attacks on data and data structures, including attempts to

[manipulate buffers, pointers, input data, or shared data.

Attacks on cryptography usage, including attempts to exploit weak,

finsecure, or inappropriate cryptographic implementations, algorithms,
[Bespoke and custom software cannot be exploited via common

£ on business logic ncluding attempts to abuse o bypass | FUnctional | Intersects With | Application Penetration Testing | - TOA09.5 atacks and related valnerabities "

ppication features and functionaties through the manipulaion of

[APIs, communication protocols ai nnels, client- side functionality,

Jor other system/application functions and resources. This includes

[cross-site scripting ross-site request forgery (

lm Attacks on access control mechanisms, including attempts to

loypass or abuse identification, authentication, or authorization

mechanism, orattempts to eXpoit weaknesses i the

fimplementation of such mechan

ke via any “high-isk” vulnerabilties dentified n the

ulnerabiity identication process, 35 denned n Reauirement 6.3.1.

[Software engineering techniques or other methods are defined and in
e development personnel to prevent or mitigate
oo software tcacie andveated vuincraniies i becpoce and
lcustom software, including but not limited to the following

o njecton attacks, incluing SQL_ LDAP. Xpath, or ather command,
eter, object, fault, or injection-type

& Attacks on data and data structures, Imcluding attempts to
[manipulate buffers, pointers, input data, or shared data.

lm Attacks on cryptography usage, including attempts to exploit weak,
finsecure, or inappropriate cryptographic implementations, algorithms,
[cipher suites, or modes of operatior

lm Attacks on business logic, including attempts to abuse or bypass
lapplication features and functionalities through the manipulation of
[APIs, communicatior Is and channels, client- side functionality,
Jor other system/application functions and resources. This inc
[cros-ste scripting (X65)and cross-sie equest frgery (CoRr)
lm Attacks on access control mechanisms, includi

[ypass or apuse identiication, auihentication, or suthorization
[mechanisms, or attempts to exploit weaknesses in the.
fmplementation of such mechanisms

ks via any “high-risk” vulnerabilities identified in the
ulnerabiity identication process, a5 deined in Reauirement 6.3.1.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

TOAIS  STSE) plan, or similar process, to objectively identify and remediate

Iechanisms exit to requie system developers and inegratars to
|develop and implement an ongoing Security Testing and Evaluation

|vulnerabilities prior to release to production.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

NA

security vineraitesare dentifed ang managed ac folon:
ntifie

tes or serurty anerabiity Information, IOInG atrs o
ntenational and natinal computer emergency response teams
[(CERTS)
o Vunerabiiesare assignect aris ranking based on ndustry best
practices and consideration o potentil
lm Risk rankings i mum, all vu\r\erah\\mes considered
o be 2 Nghrsk o erticl to e apwionmen
lm Vuinerabili
[Example operating systems and databases) are cor

< for bespele and custom, and tird party software (for

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Developmer

1A0-04 [create and execut

IMechanisms exist to require system developers and integrators to
te a Security Testing and Evaluation (ST&E) plan, or
lsimilar process, to identify and remediate flaws during development.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

NA

Document Element (FDE) Descriptios

Securtty vulnerabiltes ae identfied and managed as ollows:
urity vulnerabilities are identified using industry-recognized

ces for securty velnerabilty information. Including atert rom

nternational and national computer emergency response teams
Ts).
IS Vurarabiltes are asigned a risk ranking based on industry best
lpractices and consideration of potential
o Risk rankings denti . o veinerablites considered
or critical to the environment.
(= Vuinerapities for bespoke and costorm. and third party software (for
xample operating systems and databases) are covere

Functional

Intersects With

PCI DSS v4

SCF Control

Contacts With Groups &
‘Associations

Gov-07

Secure Controls Framework (SCF)
escription

echanisms exist o establish contactwith seected aroups and

pssocatons wihin the securty, complance and reslen

[communities to:(1) Faciltate ongoing cybersecurity ai

orotection ecucation and training fo organizationa persannel @

Maintain currency with recommended cybersecurity and data

Jprotection practices, techniques and technologies; and(3) Share
ormation

and/or data
including threats, vulnerabilties and incidents.

version 2026.1_x000a_03/27/2026

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

NA

Securty vunerabiltes are dentied and manage as folows:
fentified u

rees or sevurty vaneroity Iformagon. m:lumng alerts from
[international and national computer emergency response teams
l(CERTS).
|u Vuinerabilities are assigned a risk ranking based on industry best
lpractices and consideration of potential impact.

Risk rankings derify,at @ minimum, ll vunerabilies considered
critical to the environment,

e Vulnerabiltes for bespoke and custom, and thirc-party software (for|
lexample operating systems and databases) are covered.

Functional

Intersects With

Threat Intelligence Feeds

THR-03

[Mechanisms exist to maintain situational awareness of vulnerabilities
land evolving threats by leveraging the knowledge of attacker tactics,
ltechniques and procedures to facilitate the implementation of
lpreventative and compensating controls.

ew system and software vulnerablfies that may impact the security
o accaunt data o the COE are monitored, ataloped, and s
lassessed.

NA

Securty vinerabiltes are dentied and manage as folows:
lm New securit
Eourees for semurlty valnerabiity Information, including aierts from
finternational and national computer emergency response teams
ERTS)
|m Vulnerabilities are assigned a risk ranking based on industry best
loractices and consideration of potential impact.
 Ris rankings ide mum, all vulnerabilties considered
high-ris kurmnta\ to the environment.
SV uneraiton or d custom, and third-party software (for
[oxamete operating systams ond databases) ara coversd

Functional

Intersects With

Vulnerability Disclosure Program
(voP)

THR-06

Mechanisms exist to establish a Vunerability Disclosure Program
(VDP) to assist with the secure development and maintenance of
[Technology Assets, Applications andjor Services (TAAS) that receives
lunsolicited input from the public about vlnerabilities in organizational
[rass.

New system and software vulnerabilties that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

securtty vunerabitesare dentfed g managed as folows:
Im New security are identified u

Eources for seurly valnerabiity Information, including aierts from
finternational and national computer emergency response teams
|(CERT).

J Vulnerabilties ar assigned a sk ranking based on ndustry best
lpractices and consideration of potential impact

e Risk rankinge ey, ot s minimum, i vmnerann ies considered
lto be a high-risk or critical to the envi

(= Vuinerapitcs or bespoke and custorm. and thir-party software for|
lexample operating systems and databases) are covered.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

T0A1S

[Mechanisms exist to require system developers and integrators to
|develop and implement an ongoing Security Testing and Evaluation

rocess, to objectively identify and remediate
|vulnerabilities prior to release to production.

INew system and software vulnerabilites that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

Gecurty ainerabitiesare lenied ard maraged 2= foloms
fm New. are identified u

s for Seburty vainarabity nformation. mcluding st o
finternational and national computer emergency response teams
|(CERTS).
e Vunerabitiesare assgnec oris ranking based on ndustrybest
lpractices and consideration of potential imj
A1k ankings dentty. at o mmimum. i vaerabllties considered
fto be a high-risk or critical to the environment.
| Valnerabilties for bespoke and custom, and tird- pary softuare (or
[example operating systems and databases) are coveret

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

IMechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.

New system and software vulnerabilties that may impact the security
Jof account data or the CDE are monitored, cataloged, and rish
lassessed.

Isecurity vulnerabilties are identified and managed as follows:
fm New security
Jsources for security vulnerability information, including alerts from
linternational and national computer emergency response teams
|(CERTs).
la Vulnerabilities are assigned a risk ranking based on industry best
practices and considerationof potential impact

lm Risk rankings ide imum, all vulnerabilities considered
o be a high-1ok or crtcal o the emvironment
|m Vulnerabilities for bespoke and custom, and third-party software (for|
lexample operating systems and databases) are covered.

Functional

Intersects With

Attack Surface Scope

VPM-011

[Mechanisms exist to define and manage the scope for its attack
Jsurface management activities.

New system and software vulnerabilties that may impact the securtty
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

Sccurty vinerabiltes are dentied and manage as folows:
fm New security are identified u

Bources for securty vuinerabilty nformation. ncluaing airts from
linternational and national computer emergency response teams
l(CErTs).

= Vulnerabiltes ar assigned sk ranking based on industry best
lpractices and consideration of poter

ik rarkings iy, at & mimimum an veinerabilties consdered
fto be a high-risk or critical to the environment.

o Vunerabilties for bespoke and custom,and tirparty sotware (for
lexample operating systems and databases) are covered.

Functional

Intersects With

Vulnerability Ranking

VPM-03

[Mechanisms exist to identify and assign a risk ranking to newl
ldiscovered security vulnerabilities using reputable outside sources for
lsecurity vulnerability information.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

Securty wuineraites are i and managed o flows:
fm New s¢ e identified u

e for Sonurty vainerabiity nformatian. IcAIAinG aiers ham
Intermationaland naianal computer emergency response teaims
((CERTS)
= Vulnerabites are assigned a sk ranking based on ndustry best
[practices and consideration of potential imj
ik rarkmgs iy, ot i, an veinerabities consdered
o be a nighrisk orcritical o the environment.
| Vuinerabilties or bespoke and custom, and third-party software (for
lexample operating systems and databases) are covered.

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
jassessed.

Jan inventory of bespoke and custom software, and third-party
lsoftware components incorporated into bespoke and custom software
fis maintained to facilitate vuinerability and patch management.

Functional

Subset Of

Asset Governance

AST-01

IMechanisms exist to facilitate an IT Asset Management (ITAM)
lprogram to implement and manage asset management controls.

nown vainerabiles n third-pary software components cannot be
ploned i becpoke and cusiom Sorun

Jan inventory of bespoke and custom software, and third-party
espoke and custom software
e mamesag v ocitate vorersuliy and patcn managmne

Functional

Intersects With

Asset Inventories

AST-02

pechanisms exist to prtorm invetaries o Technalogy Assets,
|Applications, Services andor Data (TAASD) that:(1) Accurately reflects
L Cion TARSD rusar3)emihes uthonscd dofoware pradcts
including business justification details;(3) Is at the level of granularity

3

chie
Tty accountatilty: and(3)Is svalaple for review and
[Budit by designased arganizational personne

Known vulnerabites in third-party software components cannot be
lexploited in bespoke and custom softw

Jan inventory of bespoke and custom software, and third-party
Jsoftware components incorporated into bespoke and custom software
fis maintained to facilitate vulnerability and patch management.

Functional

Intersects With

Compliance-Specifc Asset
fication

AST-04.3

Mechanisms exit to crate and maintan a current inventory of
[Technology Assets, Appicatons, Services anlor Data (TAASD) that

re in scope for st: fory andior contractual complance
[Gbigations that provides suficient detail & determine Contro
lapplicability, based on asset scope categorization.

Knoun vuinerabites n thirc-party softiare components cannot be
lexploited in bespoke and custom softw

|an inventory of bespoke and custom software, and third-party
Jsoftware components incorporated into bespoke and custom software
fis maintained to facilitate vuinerability and patch management

Functional

Intersects With

Software Bl of Materials (SBOM)

TOA-04.2

Hechanisms exit o gencrate, or Gblan, 3 Software B of Matcrole

((SBOM) for Technology Assets, Applications and/or Services (TAAS)

etk Softmare parkages i voe inclueing versions ona splcable
icenses.

[Known vulnerabilities in third-party software components cannot be
lexploited in bespoke and custom software.

Jan inventory of bespoke and custom software, and third-party
ware components incorporated nto bespoke and custom Software
|s maintained to facilitate vulnerability and patch management.

Functional

Intersects With

Attack Surface Scope

VPM-011

[Mechanisms exist to define and manage the scope for its attack
lsurface management activities

Knoun vuinerabites n thircparty software components cannot be
lexploited in bespoke and custom softw

Jin inventory o bespoke and custom software, and third-party
lsoftware components incorporated into bespoke and custom software
| maintained to facilitate vulnerability and patch management.

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes.

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

Known vuinerabites i thid-party software components cannot be
lexploited in bespoke and custom softw

J syatem companents are protected from known vinerabilties by
finstalling applicable security patches/updates as follows

Jm Criica o ighsecurity patches/updates (identied according to the
[isk ranking process at Requirement 6.3.1) are installed within one
[month of release.

lm All other applicable security patches/updates are installed within an
lappropriate time mined by the entity (for example,
[within three months of release).

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

Mechanisms exit to facltate the implementation and monitoring of
|vulnerability management con

[system components cannot be compromised via the exploitation of a
nown vulnerability.

NiA

JAll system components are protected from known vulnerabilities by
[nstating applcable security patches/updates as follows

Critical or high-security patches/updates (identified according to the
ik ranking pracass St Reauirament 6.3.3) are metaiod witi bne
[month of release.

lm All other applicable security patches/updates are installed within an
loppropriate time fram mined by the entity (for example,
[within three months of release).

Functional

Intersects With

Continuous Vulnerability
emediation Activities

VPM-04

IMechanisms exist to address new threats and vulnerabilities on an
longoing basis and ensure assets are protected against known attacks.

System components cannot be compramised vi the explotation of
[known vuinerabiity.

JAll system components are protected from known vulnerabilities by
[installing applicable security patches/updates as follows:

lm Critical or high-security patches/updates (identified according to the
Jisk ranking process at Requirement 6.3.1) are installed within one
[month of release.

[m All other applicable security patches/updates are installed within an
lappropriate time etermined by the entity (for example,
[within three months of release).

Functional

Intersects With

Software & Firmware Patching

VPM-05

[Mechanisms exist to conduct software patching for all deployed
[Technology Assets, Applications and/or Services (TAAS), including
[irmware.

[system components cannot be compromised via the exploitation of a
[known vuinerability.

Jul system companents are protected from know, winerabiles by
nstalling applicable securiy patches/updtes as fllow

l Criica o ighvsecurity patchesfupdates (identied according to the
Fisk ranking process at Reauirament 6.3.1)are nstaled withn one
[month of release.

lm All other applicable security patches/updates are installed within an
lappropriate time frame as determined by the entity (for example,
[within three months of release).

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes.

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

[System components cannot be compromised via the exploitation of a
[known vuinerability.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

Document Element (FDE) Descriptios

[For public-facing web applications, new threats and vulnerabilities are
laddressed on an ongoing basis and these applications are protected
logainst known attacks as follows:

la Reviewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods a:
ffollows:

|- Atleast once every 12 months and after significant changes.

|- By an entity that specializes in application security.

- ncluing ot  minimur, il common software sitacks in
[Requirement 6.2

LA ulnerabiies are ranked in accordance with requirement

l6.3.

> i vinerabiltes are corrected
| The application is re-evaluated after the corrections

= nstlling an automated technical solution(s)that continually detects
ona prevents web-based attacks 3 fol

talled in front of publicfacing veh applcations to detect and
brevert we
" ety rineing and us to date s applicable

Generating audtlogs
red to either block web-based attacks or generate an alert

ot 2 mmeaiatey iwectgmied

Functional

Intersects With

PCI DSS v4

SCF Control

Threat Analysi & Flaw
ediation During 10-04
 Development

Secure Controls Framework (SCF)
escription

[Mechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (STSE) plan, or
Jsimilar process, to identify and remediate flaws during development.

version 2026.1_x000a_03/27/2026

[Public-facing web applications are protected against malicious
lattacks.

For publicfacing web appications new threats and winerabilties are
laddressed on an ongoing bas hese applications are protected
[Bainst known attacks a4 falowe:

[n Reviewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods as
follows:
|- Atleast once every 12 months and after significant changes.
- By anentiy that speciafzes i spolicaton secury
- ncluting,at  minimur, all common software attacks in
[Requirement 6.

Al ulnerapiies are ranked in accordance with requirement

6.3
% i vinerabiltes are corrected

| The application is re-evaluated after the corrections
lor

[m Installing an automated technical solution(s) that continually detects|
lond prevents web-based attacks as follows:

| installed in front of public-facing web applications to detect and
[prevent web- based attacks.

| Actively running and up to date as applicable.

| Generating audit logs.

|- Configured to either block web-based attacks or generate an alert
fthat is immediately investigated.

Functional

Intersects With

Developer Threat Analysis &

Flaw Remediation TOALS

[Mechanisms exist to require system developers and integrators to
|develop and implement an ongoing Security Testing and Evaluation
(ST&E) imilar process, to objectively identify and remediate
|vulnerabilties prior to release to production.

[Public-facing web applications are protected against malicious
lattacks.

NA

[For public-facing web applications, new threats and vulnerabilities are
laddressed on an ongoing basis and these applications are protected
logainst known attacks as follows:
|m Reviewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods
follows:
| Atleast once every 12 months and after significant changes.
| By an entity that specializes in application securi
I ncluing, at  minimur, il common software sitacks In

2.4,

A vaimerapiies re ranked n accordance with requirement
l6:3.

i vunerabities are corrected
| The application is re-evaluated after the corrections
lor

o nstaling an automated technical solution(s) that continualy detects
Jand pr ased attacks as foll
™ Retatid n front of publicH Tecing e appicatonsto detect and
[prevent web-
| Actively running and up S to date as applicable,
|- Generating auait og

nioured to either lock we-based attacks or generate an alert
Knat 1 Immeiately investipated

Functional

Intersects With

Centralized Management of Flaw|

Remediation Processes VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

[Public-facing web applications are protected against malicious
lattacks.

NA

For publicfacing web spofcations, new threats and winerablies are
laddressed on an ongoing basis and these applications are protected
[2gainst known attacks a2 ollows:
o Reviewing public-facing web applications via manual ot automated
lapplication vulnerability security assessment tools or methods.
follows:

‘At least once every 12 months and after significant changes.
| By an entity that specializes in application security.
- nclucing, 2t minimum, il common softare attacks in
[Requirement

Al Vulneratiiies are ranked in accordance with requirement

i vuinerabilties are corrected
The application is re-evaluated after the corrections

lor
o nstlling an automated techicalsolution(s) that continually detects
land prevents web-based attacks

Feaied n ronk o publcfocng wet appications o detect and
[prevent web- based attacks.

Actively running and up o date a5 applicabe.
| Generating audit

Conbouned to ether plock Web-based attacks or generate an olert
fnot 5 Immediately investigated

Functional

Intersects With

Vulnerability Scanning VPM-06

IMechanisms exist to detect vulnerabilities and configuration errors by
Ioutine vulnerability scanning of systems and applications.

[Public-facing web applications are protected against malicious
lattacks.

NA

For publicfacing web spplications new threats and vinerablies are
laddressed on an ongoing bas ese applications are protectet

[Sgainst known attacks ¢ foliow:

= Reviewing public-focing web applications via manual or automated

opplication vulnrabilty secuty assessment ool or methos a3

ffotiow

" At east once every 12 months and after sgnificant changes.

| By an entity that specializes in application security.

L Inciuding, at a minmum, ail commmon software attacks in

[Requirement 6.2.4.

| All vulnerabilities are ranked in accordance with requirement

l6.3.1
|~ All vuinerabilities are corrected.

| The application is re-evaluated after the corrections
lor

o nstlling an automated techrical solution(s) tha continualy detects
land prevents web-based attacks as follows

[ installed in fron( of publicH Tacing web applications to detect and
[prevent web- bas

E" Actvely running and uD to date as applicable.

| Generating audit log:

E Confgures to ether block welb-based attacks or generate an alert
[that is immediately investigated.

Functional

Intersects With

External Vulnerability

Assessment Scans VPI-06.6

IMechanisms exist to perform quarterly external vulnerability scans
(outside the organization's network looking inward) via a reputable
Wuinerabiliy service provider which include rescans unt passing
Iresults are obtained or all “high” vulnerabilties are resolved, as
[iefined by the Common Vuinerablity Scoring System (QVSS).

[Public-facing web applications are protected against malicious
lattacks.

[For public-facing web applications, new threats and vulnerabilities are
pdaressed on an ongoing basis and these applications ae protected
fpgainst known attacks 2= ol

fewing publicfacing web, applications via manual or automated
lppication suinerabilty securty assessment tools of meiods
follows:
|- Atleast once every 12 months and after significant changes.
|- By an entity that specializes in application securit
L Including, at a minimum, all common software attacks in
[Requirement 6.2.4.
-, Al vlnerabities are anked in accordance with requirement
l6.3.

> i vinerabiltes are corrected
| The application is re-evaluated after the corrections

R
o Instaling an automated technical solution(s) tha continualydetects
lond prevents web-based attacks as follo\
| nstlled in fron o public-acing \ieb appications to detect and
lprevent web-
| Actively running and uD to date as applicable.
Generating aut og

7 biock web-based atacks or generate an alert
ot immeatey imvestigaiea

Functional

Subset Of

Web Security WEB-01

[Mechanisms exist to facilitate the implementation of an enterprise-
[wide web management policy, as well as associated standards,
lcontrols and procedures.

[Public-facing web applications are protected against malicious
jattacks.

[For public-facing web applications, new threats and vulnerabilities are
laddressed on an ongoing basis and these applications are protected
lagainst known attacks as foliows:

la Reviewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods as
follows:

At least once every 12 months and after significant changes.

| By an entiy that specaizes i applicaton securty.

L including, inimum, all common software attacks in
[Reauirement &

i vulmerasiiies are ranke in accordance with requirement

l6.3.1
I~ Al vulnerabilities are corrected.
|- The application is re-evaluated after the corrections

lor

o Instaling an automated technical solution(s) tha continually detects
ond prevents web-based attacks s fllow

alled in front o public-acing web applications to detect and

revert we, bhced attaces
| Actively running and upm date as applicable.
| Generating audit lox
[ Configured to either Block web-based attacks or generate an alert
[that is immediately investigated.

Functional

Intersects With

Web Application Firewall (WAF) | WEB-03

IMechanisms exist to deploy Web Application Firewalls (WAFs) to
lprovide defense-in-depth protection for application-specific threats

[Public-facing web applications are protected against malicious
jattacks.

[For public-facing web applications, an automated technical solution is
deploye that contnually detects and prevents web-based sttacks,
[with at least t

[ s nstalid in front o publc-acing web applications and s
[configured to detect and prevent web-base

ity romming and s to date ac spolcsbie.”

lm Generating audit logs.

lm Configured to either block web-based attacks or generate an alert
fthat is immediately investigated.

Functional

Intersects With

Threat Analysis & Flaw
ediation During 1A0-04
Development

[Mechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (STSE) plan, or
lsimilar process, to identify and remediate flaws during development.

Publicfacing web appiiations are protected n ealtime against
Imalicious attacl

NA

[For public-facing web applications, an automated technical solution is
deployed that cortnualy deects nd prevents web-based aiacs,
[with at least the

< nctaied m ronkof pubicfacing web sppiications and s
[configured to detect and prevent web-based at

o Actvey running and up to Gate 25 apphcable.

la Generating audit og:

[& Confiured to sither block web-based attacks or generate an alert
hat s immediotely investigated

Functional

Intersects With

Content of Event Logs MON-03

Mecharisms extztto confgure Technology Assets, Applcations andior

levent occurred:(4) The source of the event;(5) The outcome (success
Jor failure) o the event; and(6) The identity of any user/subject
lassociated with the event

lPublic-facing web applications are protected in real time against
Imalicious attacks.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

PCI DSS v4

version 2026.1_x000a_03/27/2026

FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
Forpublcfcing web appicatons, o automate technical outon
ey o continiaty et and revents b oased o
it ¢ Ieastthe o
Mechanisms exit to require system developers and inegrators to
e i nstalled i fon o pubicfacing web appiicatons and s
; y jn | Developer st iy & 15 [develop and implement an ongoing Security Testing and Evaluation Publcfacing web appiicatons are protected in rea time against
642 NA :u":?\fe\eydrt;:?‘;c;na"d prevert web based altacks Functional | Intersects With Remedia TOALS  \ST&E) plan, or similar process, to objectively identify and remediate s Imalicious attacks
o Actvely runring am VUinerabities pior t relase to producton
o Canfured o ine ok ne-ased attacks o generae an alert
Fhat s immediately mvestigated
For pubic.facing web appications, an automated techrical solution s
ceployed that contnusly detects and prevents web-based attacks
it at feastthe olown
[m Is installed in front of public-facing web applications and is Centralized Management of Flaw| [Public-facing web applications are protected in real time against
642 wa Configured to delect and prevent we-ased aftacke Functional | Itersects with | Cn7312ed Management of Faw| - ypuy. 5.1 |echanisms exis to central-manage the flaw remediaion process. s publc acing web
= Actvely unning and up to date 22 appicabie
= Generating aud ogs.
= Confoured to either block wek-base attacks o generate an lert
ot s immeciately mvestigatec
For pubicacing e apoicatons,an automate techical solaton
Cployed that contnully derects and prevents web-based attac
Wit at Ieast the ollown
1 instaied n ront of pubicfacing web applications and is echanisms exist o faciltate the implementatio of an enterprise- - facing el applcations e protected i real e again
642 wa on Getect and prevent web-based attacks Functional | SubsetOf Web Security WEB.01|wide web management pojcy, a5 well 25 sssocated standarce, 10 Fuslic facing web appiicaions are protected i rea tme against
= Actvely uning and up ta date 2= appicabie Contra and procedures
s Generating s ooz
= Confoured to either block wet-based attacks o generate an alert
[t s immediately ivestioated
For pubic.facing web appications, an automated technical solution s
ooy o continiay et and revents b oased atac,
it Jeast
e = st nront o lbicfacing ved apicatons ana s
; y ; ot 03 |[Mechanisms exis todeploy Web Appication Firwalls (WAFS) to Fubictacng et appications ae rtecta n e e aginst
642 A Conngured o detect and revert web based attacks Functional | Intersects With | Web Application Firewall WAP) | - WEB-03. - |CCCLa e B ST o fo appiicaion-specic treats, s malicioss atac
= Generating aat ogs.
2 Confoured fo efthe plock wek-based attacks or generate an lert
Fhat s immediately mvestigatec
It payment page s tat e o and execue n e
lconumers browser are managed s fll
method 13 implemented ta Confm that each script s authorized centratized Management of Fiaw| oy . Unautharized code cannot be present inthe payment page as it s
643 Noa (mA melhnd is implemented to assure the integrity of each script. Functional Intersects With Remediation Processes. VPM-05.1  |Mechanisms exist to centrally-manage the flaw remediation process. s |rendered in the consumer’s browser.
2 An'iventory o il Scripts is maintained with written ustincation a5
Fo wny each 2 necessary.
il payment page scriptsthat are foaded and executed in the
Consurmer s browser are managed as follows:
<A method 1 implemented to confrm that each script s authorized ; o1.1 |Mechanisms exis toprevent unauthorized coce from being present in Unautharized code cannot be present inthe payment page as it s
643 A | A method is implemented to assure the integrity of each script. Functional Intersects With Unauthorized Code WEB-0L1 3 secure page as it is rendered in a client’s browser. s [rendered in the consumer’s browser
2 Aninventory o al Scipts s maintained with written justfcation a5
Fo wny each 2 necessary
[changes o al system companents in the praduction enviranment are
Imac accoraing to estabned procedures that ncude
Reason fo, and descript
= Documentation of seciri
2 Documented change approval by authorized partes s exist o faciltate the implementation of o chan Al changes are racked, authorzed, and evalusted for impact and
6.5.1 N/A |m Testing to verify that the change does not adversely impact system | Functional SubsetOf | Change Management Program |  CHg-01  |Mechanisms exist to facilitate the implementation of a change 10 lsecurity, and changes are managed to avoid unintended effects to the
ecurity 2ecirity of system camponents.
e For bespoke and custom sofware changes, all updates are ested
For compliance with Requirement 6.2.4 before being depioyed into
rodcton.
8 Procedires to address failures and return to a secure state.
[changes o al syster companents in the production enviranment are
Imice according o establkhed procedures that inl
e Reason for, and description of e change
= Documentaton of securiy impac
= Docimented change approval by authorized parties [l changes are tracked, authorized, and evaluated for mpact and
651 wa = Testing to veriy that the change does nat adversely mpact system | Functonal | Intersects With | Configuration Change Control |  CHG-0z [echarisms exstto goven the technical configuration change control s cecurity: and changes are manage fo avai Unintended sfects to the
[security. i |security of system components.
e For bespoke and custom software changes, il updates are tested
For complance with Requirement 6 2.4 before being depioyed into
prodcion
S Procedres to address falres and return o a secure state.
[changes o al system companents in the praducion enviranment are
Imice according to estabihed procedures that nclude
- Cription o, the chan
= Documentation of secirty impa
= Documented chanoe approval by authorized paries s exist 0 prohibt unauthorzed changes,unl Al changes are racked, authorized, and evalusted for impact and
651 wa 2 Testing to veriy that the change does nok adversely impact system |  Functinal | Intersects With | pronibition Of Changes |  CHG:02.1 [Yechenisms exst to proibit unauthorized changes, urless s security, an Svoid unintended efcts o the
[security 9 PP g€ req |security of system components.
o For bespoke and custom sofware changes, all updates are ested
for omplance win Requrement .. befo beng degcyed nto
produc
o Procedures toaddress faiures an return to a secure state,
[changes to al syster companents in the praduction enviranment are
Imice according o establhed procedures that ncude
= Reason for, and descriptionof ne chance
s Docimentaton ofsecunty mpack
= Documented change approval by authorized parties Test, Valdate & Document Mechanisms exit o appropriatey test and document proposed Il changes are tracked, authorized, and evaluated or mpact and
651 wa f ek o ery that the e doe no acersely mpact system | Funconal | iersectswin [ TS5 CHG02:2  [changes in 3 nom-production environment before changes are s cecurity: and changes are manage fo avaa Unintended efects to the
Implementacn » roduction environment Security of system components.
- For bespoke and custom software changes,all updatesare tested
for Complance it Recrmen 624 bt being depioyed nto
pro
I Procedures to adressfallres and retur t a secure sate
[changes o alsystem companents in the praducion enviranment are
frace ccorin t extabished procecurs o ncluce
= Documentation ofsecurity impact
= Documented change approva by authorized paries Stancordived Operatin ech o identity and ersting Il changes are tracked, authorized, and evaluated for impact and
651 wa 2 Testing to veriy that the change does nor adversely impact system | Functonal | Intersects With ndardzed Opersting | ops. 01,1 rocedures (SO, or it documentation o enshie the roper s security, and changes are managed to avald Unintended efect to the
[security. execution of day-to-day / assigned tasks. |security of system components.
JFor bespoke and custom software changes, il updates are tested
for omplance win Requrement 2.4 befo being degcyed nto
prodc
e Procedures to adress falures and return o a secure state.
Fechanis it o evure st vy responbies are
652 wa ivemants ors contvime 1 bs n piace o o hew of hanged Functional | Intersects With | Asset Ownership Assignment | AST:03 |25510ned, racked and managed ot 3 team, individual, or responsiole s [Al vstem components are verifed aftr asignificant change to be
organization level t establsh & common nderstanding of Cormpiant with tne appicaple PCI DSS requirements
/atems ant networks, and documentation = updated o5 appicable rgenizalon evel o stablh o co
oo compieion of o st crane, i aptcae 1 05 s exist o facitte the implementation o a chan 1 components are verfied after a sgnifcant chan
652 wa auirements are confrmed tobe in piace on a Functional | SubsetOf | Change Management Program | CHG-01 [Vechanisms exist o faciitate the implementation of 2 change 10 [Al system components are verifid aftr asigifcant change to be
[systems and networks, and dommen(almn \5 uDda(ed as ZDnH(ab\e - preg Pl L &
Upon compleion oo sanifcant change. all appicae et 055 st Validate & Document IMechanisms exist to appropriately test and document proposed stem components are verified after a significant change to be
652 A niementsare ccnfvent 1o e 1 race o an Functonal | ntersectswitn | TeSt VaIIBte SDOGUMENt | cua02  Chamis m  nomproduckon Shujonment beore changes are s it ystem components ar veifed aftr  igiicant change o b
[systems and networks, and do:umentanon \5 upda(sd as apphcame 9 limplemented in a production environment. P PP Q!
lupon completon of a significant change, il appicable PCI DS B
ccurity Impact Anaiysis for Mechanisms exit o anaiyze proposed changes for potential securty i system components re verifed afer »signifcant change to be
652 wa auirements are confirmed tobe i piace on al new of changed Functional | Itersects With cHo03 s ° o
[eauirements re confimed to be n place on all new o changed, Chanes Impacts, prio t the mplementation of the change compiant with tne appicaple PCI DSS requirements
lupon completon ofa significant change, il appicable PCI DS hanisms exist to verfy the functonaity of security, compliance
652 wa <auirements are confirmed t be i piace on al new or changed Functional | Itersects With | Control Functionaity Verification|  CHG-06 |and resiience controls fllowing implemented changes to ensure s [l system components ae verifed aftr 2 signfcant change to be
[systems and networks, and documentation is updated as applicable. [applicable controls operate as designec P! PP a
lupon completon of a signiicant change, il appicable PCi DSS Mechanisms exit to report th resuls o security, compliance and
652 wa B e incsd | Functonsl | narsects With | Report verlfcsion Resuits || CHG-061 eaiemea i venveot o seorasmats o sometone s ersemcomponentsare ered afer 2 snifcant change o be
lsystems and networks, and documentation is updated as applicable. Imanagement. [compliant with the applicable requirements.
[Upon completion of a significant change, all applicable PCI DSS re r
652 wa auirements are confrmed 0 be i piace on 3 new of changed Functional | Intersects With | Default Authenticators | IAC-L0.g |iechanisms exis to ensure defautt authenticators are changed as s [l svstem components are verifed after a significant change to be
lsystems and networks, and documentation is updated as applicable. par y: Pl PP a
653 na (rronments and he Separsion s enfoced wil ccess conrols, | Functional | SubsetOf | Change Mansgement Program | crG-01  [TSTCEORRENEL S Tltate the mplementaton of»change 10 rerabiies ko rodecion ot o
pre-procuction environments are separated from production ) ] seaure . o mantin 3 segmented development netvork to e productan envionments cannot mrodce sk s
653 N lenvironments and the separation is enforced with access controls, Functional | Intersects With Environments. TOAO7  lonsure a secure. ﬂcvc\upmcntcnv\mnm s |vulnerabilities into production environmer
echaniams exit ©o manage separate development, esting and
Separation of bevelopmen operationsl envionments o reduce the s of unauthorized access
preprociuction environments are separated from production Log o changea to the operational enremert and t neure ne Impact to - prodiuction environments cannt itroduce isks and
653 A lenvironments and the separation s enforced with access contros, | FTCHonal | Intersects With | Testing and Operational | ToA08 - 0 GREER e LE ot e o Services (TAAS 5 Vinerabities ino proguction environments.
[Roles and functions are separated between production and pre- [Mechanisms exist to implement and maintain Separation of Duties Jlob roles
654 wa producton enviranments to provide accauntabiy sueh that oy Functional | Intersects With | Separation of Dutes (SoD) | HRS-11 s o turio SeubiReSsre dehned and managd to oioise he
[reviewed and approved changes are deployed. [(50D) to prevent potential inappropriate activity without collusion. Irisk of unauthorized, unintentional, or inappropriate actions.
Fechanims it addess e e of Personl Data () for el
Festing. raiingand eseach hat1) Takes meseurs o it
Live PANs are not used n pre:procuction environments, except where InternalUse of Personal Data minimize e amaunt of P used for internal esing, raining and e pANS cannot be present in pre production environments outside
6.5.5 NA lthose environments are included in the CDE and protected in Functional | Intersects With | (PD) For Testing, Training and |  PRI-05.1  |research purposes: and(2) Authorizes the se of P when Such 5 e o, P pre-pi
accoraance with al apicable PCI DSS requirements. Researeh information i reqired fo nternal testing, raining and research.
echaniams ex(s o estrct Calecting, receing, processing. toring,
ransmiting, sharing anc/or Updating Personal Data (PD) oi1) The
rpose(s oiginally caected. consistent with the data privacy
Live PN ¢ used e . e Inotice(s) it is authorized by the data subject, or authorized
Ive Is are not used in pre-proc "( \or\ snv\ronmen = sx(ep where rictic rson: [agent; and(3) What is consistent with applicable laws, regulations and it T i - tion envir i
655 wa hose environments are mcluaed in the CDE and protected Functional | itersects wih | Us29¢ Restictons o Personal | 5 2950 2r0(3) Hhet o v o s Live PANS cannot be present in pre-production environments outsde
ccordance wi il pplable pc DSS reqirements.
Live PANs are not used n pre-procuction environments, except where e ,
s e ive PANs ae not used n pre-praduction snvironments, excel runctionsl | itersects with e of Lve Data Tonao[1echaisms et o pprove, documentand contl e se of v s Live PANS cannot be present in pre-prociuction environments outsde
ita in developrent and test enironmen ene COE
accordance wit al apicable PCI DSS requirements.
. . rom system o echanims et to managebaseineconfuratons o development
656 wa [[et data and test accounts are removed from system comPONeNts | yncrional | ntersects With | g DVEIPMENCETESt | .04 o test nironments separately ffom operatinsl bas s
4 9 Lo 9 |configurations to minimize the risk of unintentional (hanges
TS Gata and test ccounts are emove fror System components 07 [Mechanisr exst t govern the techal configuration change contr
656 i i e ardtes accaunt are emove Functional | intersects with | Configuraton Change Control | crG02 [aecreren s
et Gata and test accounts e removed from System compoREnts S o | Security mpact Anaiyais for o5 [Hechanims eXattoanaryzepoposed changes for ottt secuty
656 VA |pefore the system goes into production. Functional Intersects With Changes CHG-03 limpacts, prior to the s
Ponarans ExErt manege Sesarte deveimas TeS 37
loperational environment £ educe the ks of Unauthorized access
56 e frst data and test accounts are removed from system companents | yncronor | intersects Wit | hominonoh GeucioPeI | o [o changes o he operationalenvironmant and f0 ensure na mpact 0 s
lbefore the system goes into production B et lproduction Technology Assets, Applications and/or Services (TAAS)
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
echariss o o crure secure iy aton ractce puroe
[Test data and test accounts are removed from system components [Technology Assets, Applications and/or Services (TAA:
6.5.6 NA Iberore the sy<tem goes into production ¥ P Functional | Intersects With | Secure Migration Practices TDA0B.1  frest/devalopment/etaging data and accounts before ‘[ ‘5 mmm into B
[a production environment
Mecharisms exit to require system developersitegrators consult
cecunty, Compliance & It Secarty: compiiance analor resHence personnel o(1) Create and
656 N [t doo and test accounts are removed from system companerts | pynctonal | ntersects Wih | Resilence Testing Throughout | ToA.09 [MPISTent 2 securty Testing and Evaluaton (STGE) plan, o smiar s
Development |correct weaknesses and deficiencies identified during the control
Festng and evauation process, and(3) Document the resut,
i securiy poices and operational procedres that ar iaentiied in
Recurement 7 re: Expcttons,contrls, and aversigt for mesting s wihn
Mecharisms exit to establish, maintin and disseminate polces,
= Documented i |Publisning Securiy, Compliance | ¢ " Recuirement 7 are aefned and adner ecte personne. Al
711 A e Koo U oot Fonctonal | Intersects Wit | g e TCe Bodimentatian | GOV-02 - fstondards and procedures necessaryfor secure complant and s Sipporing e T repstale, constanty spied, an corfom
i ranagement’s e
2 Known to ai afected partis.
Wechartsms eXit o review the Securty. Complance & ResTience
i scury polces and operationa procedures that are identfied in
oy polides Froaram (SCRP). incuding polcies, tandards and procedres, at pectations, controls, and oversight for meeting actviies within
[eauirament 7 are: Perodic Reiow & Upcst f anned intervals o if SgniRcant changes occur o snsure thei [Expectations, contols. and oversight for meating activiteswitin |
711 NA [m Docur Functional | Intersects With y, Compliance & GOV-03  [continuing suitability, adequacy and effectiveness. 5 aul i i iy
e Koot U o date securiy, Complance : Supporting Actiies ae repeatable, consitenly apaea, and conform
[w In use. 9 [to management's int
= Known to ai afected partis.
o sccurty polcisand apertonl procecdres tat ars cenied
Requrement pectatons,contls, and avrsignt or mectingsccues wi
= Bocumented. o1 [Mechanisms exst tofaciltatethe implementation of oerationsl Cauirement 7 are defined and adhered t personnel Al
711 NA [m Kept up to date. Functional Subset Of Operations Security Ops-01 [security controls. 10 |supporting activities are repeatable, (onsns\enlly apphed and conform|
= v bse: o management's mtent
= Known to al afected partis.
It sccuriy plcisand aperatonl procedres that re cenid
Recrement 7 are Fectations contots, and oversgnt o meetingactities it
Standardized Operating Mecharisms exit to identify and document Standardized Operating Control, and oversight for meeting actes Wit
711 NA I Kot up o date. Functional | Intersects With Protatines (208) 0PS-01.1  |Procedures (SOP), or similar documentation, to enable the proper 5 osoring 7 e defin Sepeatable, cansistently appiied, and conforml
o Keptu (recution o day-o-cay | assigned asks supporting actviies are
= Known o al sfected partes
echanisms exist o assgn one of more qualiied Individuals with the
. ) ; " 1 IDay-o-day responsiviltes for performing ai the activtes in
a2 A o Gocumentes,asshed. and undersiopa. o " eMIEMENT | runctional | Itersects With (R0 & GO0 an Mt am enerprse-widé Securiy: Comphance & s Requirement 7are llcated. Prsonnel are accau
mplement ond maintai o SacEessiu, continuous operation of these requirement.
- y e N . [Day-o-day responsibiltes for performing ail the actvties n
712 A Fotes and responsiiiies orperforming aciviles n ReaUirement 7| pyncional | intersects With | Defined Roles & Responsiities|  HRs-03 [Mechanisms exit o define roles & foral s Recurement 7 are sllocated, Fersonnel re accountable for
o 8 Jsuccessful, continuous operation of these requirements.
Day-to-day esponsibites fo performing allthe actvties
Potes ana esponzicies o pertaring actotie n ecurenen 7 ) ; . o lechanisms exs o communicat i users st el rles ana B
712 A ore Gocumented, assianed, ana underst Funcional | Itersects With User Awareness RS 03 eiiiies o maintain a sae and secure working environmen s Reduiremen 7 re alocated Persannelare accourtatle for
i access control model i defined and includes granting access a5
falon
e Approriat acessdepencing o the nty's business an acess
e \dentiy & Access Management | .o, |Mechanisms exs o facilate te implementationof dentification and lnccess requirements ar establshed according t ob functions
721 A = A((ess to system components and data resources that is based on Functional Subset Of (1AM) IAc-01 [access management controls. 10 [following least-privilege and need-to- know principles.
Csers"job ciassincation and funcio
T east prvlsges required (for example, user, administraton) to
Pertorm 3 job funcio
Jn access control model 1 defned and includes granting access a5
(olow
@ Approprist access depending on the entity's busness and access
Mecharisms exit to uniquey dentiy and centally Authenticate,
Reces ’ o | encatin  utentcaton ) s dentityand cen \ Jeccss reurements e estabisne secoran o oo fnctions
721 N e Ak tosystem components an it resources it s e on | FUTEUOnal | nersects o Grganizational User C02 - [Autharize and Audit (W) organizational users and processes acting s [lowing feas-privege and neca1o- know prncine
|users’ job classification and func 9
T et e eures or sxample,user, administrator) to
Pertorm s jon fun
i acess control model s defined and incudes granting access as
(alow
= Appropriste access depending onthe entity’s business and access . . y g
721 A nescs Functional | Inersects wi | 1entication & Authentication | ac g3 NCETISonS A (AAR) i party users and pacesses tht provide s [Access requirements are established accarding to ab functions
[w Access to system components and data resources that is based on lon-Organizational Users. lservices to the organization. party Ly P [following least-privilege and need-to- know principles.
|users” job classification and functions. 9 .
T east prleges reauired (o example, user, administraton) to
pertorm a ob unction
Jn access control model i defned and includes granting access as
folon
= Appropriat access depending onthe enity's business and access Mecharisms exit to nforce Role Based Access Control (RBAC for
| Role-Based Access Control og [Technoloqy Assets, Applcations, Serices andlor Data (TAASD) to eccess reurements ae establsne accordin o o fnctions
721 N o Access (o system mmponems and data resources that is based on Functional Intersects With (RBAC) IAc-08 [restrict access to individuals assigned specific roles with legitimate 5 [following least-privilege and need-to- know principles
Csers’Job lassifcation and & isiness needs.
T loast rivicaes edured (or exampl, user, adminstrator) to
[perform  jos function
Jn access control model s defined and incudes oranting access as
(alow
= Appropriste access depending onthe entity’s busness and access
T ; forcemen echanisms ettt enfrce Lol Access Control (LAC) permissions cessrequrements re esablshed accrdng oo fnctons
721 NA lm Access to system (cmpcnenksand data resources that is based on Functional | Intersects With Access Enforcement IAC-20 lihat Conform to the principle of “least privileg s following least-privilege and need-to- know principles
Csers Job classhcation an fun
T oast prwioaes eduired fo example, usr, administrato) to
[pertorm 3.0 funciion.
i access control model i deined and includes granting access as
falows:
e Approriat acessdepencing o the ety business and acess
Access To Sensitive/ Regulated | .20, Mecharisms exis to it access tosensitverregulated data to only lnccess requirements are establshed according to ob functions
721 NiA = A(cess 0 system components and data resources that is based on Functional Intersects With Data IAC201 iose individuals whose Job requires such access. s [following least-privilege and need-to- know principles.
[Csers Job ciassincation and funcion
T east prvleges required (o examle, use, administraton) to
Pertorm 3.10b funciion.
Jan access control model 1 defned and includes granting access a5
folows:
= Approprist access depending on the entity's business and access
721 wa fecc Functional | Itersects With Least riviege KC21 [usinorned access o processes macecsans to ctompicn assaned | s Jaccess reauirements are estabished according t ob functions
e Ak tosystem components an it resurces hat s bases on uthorized access 1o processes necessary to accompish s lowng teas prillege and need-1o- know pricies
lusers’ job classification and funct 9
e Tr et e reaures o sxample user, aaminsirtor o
pertorm 3 job fanctio
laccess is assigned to users,including privileged users, based on. Mecharisms oxist to enforce Role-Based Access Control (BAC) for
- Role-ased Access Contrl Mechnology Assets, Applcations, serices andr Inccess tosystems and data s lmite to oy the access neededto
722 NIA Job classification and function. Functional Intersects With I1AC-08 indit i 5
o lssication ang urcton, b respansibitis RBAG) st s i gned specn e i otimare pertorm b funchions, a5 deine n he related access raies
Jccess is assigned to users, incluing privieged users, based on
Mecharisms exist to enforce Logical Access Control (LAC) permissions |nccess to systems and data I imite o only the access needed to
722 A JaJob clasafication and unction Functional | Intersects With | Access Enforcement 20 , o s
o clssication and urcton, b respansibitis tha coniorm 10 he princie of Jeast priviege perform job functons, s Gefine n he related access roles.
ces s assiona o usrs, nctain prvteoedurs, bz o
" ot ’ o | eces ToSenstveReguites| .z, Mechanms ittt cce o senstivereguatea g to oty Inccess tosystems and data s it to oy the access neededto
722 A fob classfication and functior Funcional | Itersects With Deta 0L aidusle whose jop reduires such & s perform job functions, 5 Gefined n he related access roles.
= ot Prvieges necessary o perform ob responsibiltes
hces = ascign o usrs,incuing priviege v, oo o recranans ext o itz e conceptf st o, sowrg oy . ;
722 A JJob lassricaion and fun Functional | Itersects With Least riviege IACZL  [auihorized access f rocesses nececsary 1 accomplih assigned s Jccess to systems and data i Imited to ony the access needed o
|m Least privileges ne:essary o] perform job responsibilities. ltasks in accordance with organizational business functi ons, P x
723 wa IRequired privieges are approved by autharized personnel Fonctonal | Inersects win | User Provslning 6 De- ac7  [Hechaniems exist touilze o formaluser registaton ond de. s fccess privieges cannat be granted to users without appropriste,
e rivieges are approv e personn ctonal | m ] . ) 71 echamams et rovoke s cces gt alowing cranges [nccess prvieges cannat be granted to users without appropriate,
723 A [Requird privieges are approve by autharized personnel Fonctonal | Inersects with | Change of Roles & Dutes | 1a07.1  Hechaniems exist o revoke user access righs falowing chor s fccess privieges cannat b
Privileged Account Management e e T o privileged access rate o [Access privileges cannot be granted to users without appropriate,
ired privieges Y i 16 [users and Technology Assts, APPIatinS anajo Senvces (TAA .
723 A [Reauired privileges are approved by authorized personnel. Functional | Intersects Wit count 1Ac16 9y = (TAAS). 5 faccess privileges cannot b
B " Requred privieges are poraved by avtnoraed persamne arctors | mesec e | PSSO RO ror | gy [Redene oo et e st priege seouns o . [Rccess prvieges camnot be granted T users WUt appropTae,
ot useraccountsand rlated acces g, ncluing
i partyendor account, are reviewed 35
o A¢ loastonce svery s month Mechanisms exit to inventory i prvieged accounts and validate i
724 Wi 5 o e seounts and access remain appropriate basedon | Functonal | intersecs with | Priveged Account nventaries | ACT6.1 [nat cach person i Seusnch prolegens o auhersed by e s [count riviege assignmentsare verfiedperadicaly by
" Toer ot each person wih clevaed orieges s aut anagerment a3 correc. and nonconformites are remediat
@ Any napproprite acces s adaressed
5 Mahagement acknowieages hat access remains sppropriate.
it user accounts and retated access prvieges,including
(hircpartyivendor accounts, are reviewed as fllows Mecharisms exit o periodically-eview the pivlges assigned to
12a " s remai sprapiste baseon | Functonal | rsects iy | Poriodi v of ccount | 17 s andSencsaccunt (o valdats e need frsuch s laccount privilege assignments are vrified perioically by
» To ersure Prvieg iveges and reassion o remove unnecessary prvieges. 33 anagement a5 orrect, and nonconformities aré remediaed
o Any Inapproprate access s addressed! hecessary
= Management acknowedges that access remains appropiste
ot sppction ana syster accountsand et access rviegs re
[assigned and managed as folloy [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Inccess rights ranted to appication and system accounts ae lmited
¢ ok o e e necessaryforte peratity of e ’ | Role-Based Access Control g [Technolooy Assets, Applications, Services andior Data TARSD) to licaton and o s ore it
725 wa s Sosed on he Functonal | Itersects With d acce cp  [Technology Assets Applications, services andior Dta (TAASD) to s o crly o accss needd o th apaabiy of ok a7 co o
< Access s it t th systerms,applications, or rocesses that usiness neeas.
Specitcaty require heir vse
o ampcation ana yser accountsand et access rivloges re
[assigned and managed at |access rights granted to application and system accounts are limited
[n Based on the least prwueqes hecessary for the operabilty of the i . IMechanisms exist to enforce Logical Access Control (LAC) permissions rights gr pplicati y: u i
725 wa Fenigbuli Functional | Itersects with | Access Enforcement c20  [echaniems exist to nforce Logeal pccess Co s 6 only the accees neeced for he operabity o that appication or
[ Access s it i the systems, appicatons, o processes that
Eoecincally require thir e,
i appicaton and system accounts an related access prviges are
[pssianed and managed as follows: [Ac rights granted tc lication and system ints are limited
|m Based on the least privileges necessary for the operability of the g [Mechanisms exist to define, control and review organization-approved, ccess rights granted to application and system accounts are limite
725 A s Sosed on he eas Functional | Itersects with Remote Access NET-1  [Mechanisms exist o define, co s Ky e s e for i parainy f i aplcaton o
[m Access is limited to the systems, applications, or processes that Vs "
Specitcat requre theiruse
o p— ; WeEharisrns eXet o Teskit and Control prVIEed SECess Fght or
[ applicaton and system accourts and reated access prvieges are users and Technology ASses, AbpIcations andjo Services (TAAS)
pesoned ar 9 s olow e operatil tamagemen ccess rghts aranted to application and system accounts are lmited
725 Na s osed on e eact e rcesanfor o coraty 6600 | urcion | st win [*Pesed Account Management | .1 s 1 only the access needeafor the operabiky o that applcaton o
w Access is hm\tsd to the systems, applications, or processes that jsystem.
Epecincally requre ther use.
i appication and system accounts and refated access privieges are
ossnea and managed s ahows
. . Inccess rights ranted to appication and system accounts ae lmited
s " oo et e ncessary o heoperab 0008 | ol | s w6665 ToSestiemegtes | gt st oIt ccess o st ta oy s e igns granted to applcaton and system accourts are It
[w Access is limited to the systems, applications, or processes that m
Fpecitcaty require heir vse
it acess by applcation an st accourtsan rlated access
rivieges are reviewed as follow
¢ Pericaty (ot e eauency st n the niy's argted i ey )
Bl il Stcording to all elements specited in periodic Review of Account IMechanisms exit to perodical.review the privilege asigned to Iappicaion and system account privege sssignments sre verifed
7251 A Requsans 1221 Functional | Itersects with ner s penodicaly by management 3 Corect,and nonconformies are
e appll(auon/sys(em access remains approprite for the function Privieges priviiges and eassign or remove e e Femediotets
peing pert
e Any appropriate access i addressed
2 Management acknowedges iat access remans appropriate
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FDE Name [ — Erp— O ) R
JAl user access to query repositories of stored cardholder data is
festrcted s folows
plcations or ather programmatic s, wih access and unctional | Intersects Wi forcemen Mechanisms exist to enforce Logical Access Control (LAC) permissions Iirect unfittered (ad hoc) query access to cardholder data repositories
728 A [lowed actions based on ucer Tles and least privieg Functional | Intersects With Access Enforcement 1AC20 lhat conform to the principle of “least privilege. s s prohibited, unless performed by an authorized administrator.
2 Gy th recponte pdmmsoaro 9 o aiecty seces orauery
Fepostories of stored CHD
JAl user access to query repositories of stored cardholder data is
restricted as follows:
126 VA s Vie aplications o ther programmatic methods, Wi access and | pyncional | intersecs it | A€Ce5S To Sensitive/ Regulated | .y [Mechanisms exittomi access o sensiiveregulated dta t oy 5 Dirct unfikered (ad hoc) query access to cardholder dta reposiories
flowed acions user roles and least privileges. Data [those individuals whose job requires such a s prohibited, unless performed by an authorized administrator
e responsibl adminsrator(s) can directly acces o auery
Fepostories ofstored ¢
ChanTeme o o esUic occess o daaboses conaning
il user access to query repostories o tored caraholder data s Jsensitive/regulated data to only necessary Technology
restricted as follow: pications andio Services (TARS)or those Indiduals whose ob
levia appiications or ather programmatic methods, with access and nctional | Intersects wi atabase Access reqires such access Direct unfikered (ad hoc) query access to cardholdor dta reposiories
728 A lowed ocons based on user foies and eas riveges Functional | Intersects With Database A 1Ac-202 s s prohibited, unless performed by an authorized administra
e responsible adminitrator(s) can directly access or query
Feposrones ofstoe
JAl user access to query repositories of stored cardholder data is
festicted o olows
e " pcaton o aterprogrammatc methods i access 3nd | oot | rsects win Lot prviege ean [Hohanisms existto uiize the concept ofteastprvlee: allowing onl s Direct unfitered (ad hoc) query access to cardhalder data reposiories
aHawed Sctions based on user foles and east priviege: o [uthorized access to processes necessery to accomplish o 2 pronibited, uniess perfommed by an authorized aaminswato
the responsible adm\mstva[or(s) can directly access or query <
Feposicries o stored Chi
il user access to query reposorie o stored caraholder data s
fegicted as follow
appiicaions or ather programmatic meinods, with access and anctional | ntersects wi atabase Loggin 03,7 |Mechanisms exist to ensure databases produce audit records that Iirect unfiltered (ad hoc) query access to cardholder data repositories
726 A aHawed actions based on user roles and least priy Functional | Intersects With Detabase Logging MON-03.7 |contain sufficient information to monitor database activities. s s prohibited, unless performed by an authorized administrator
e responsible administrators) can itecty access or query
Fepostcries of store
. VA JAn access control systemi(s)is n place that resricts access based on | ¢ o) subsetof | 'dentity & Access mcor  [Mechs  to faciltate the and o0 |Access rights and privileges are managed via mechanisms intended
Jo user's need to know and covers all system components (aM) Jaccess management controls for that purpose.
" . - y Mechanisms exist to uniguely identify and centrally Authenticate, d privieges an ; nisms
731 N fin access control systemic) s n place that restricts access based on | yncriona) | intersects witn | 9entfication & Authentication | jac.g  |aitnorize and Aucit (AAA) organzational users and processes acting s ncces gt and privieges are managed via mechanms ntended
v P 9 Jon behalf of organizational users. purR
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Jan access contrlsystem(s) s Inplace tha restrics access based on nction o th | Role-Based Access Control [Technology Assets, Applications, Services andjor Data (TAASD) to fccess rights and prvieges are managed via mechanisms intended
731 N la user's need to know and covers all system componer Functional | Intersects With (RBAC) WAC08 hrestrict access to individuals assigned specific roles with legitimate s for that purpos
business needs.
a1 " Jan access conrolsystemis) is in place that restics access based on | puncronat | intersects with Lesst rviege e [echanisms exist o uize the concept o east rviege, alowing nly s kccss s anc g are g va mecaisms fended
[p user's need to know and covers all system components [Fasks n accordance wih organizationl business functions for that purpos
122 A [The access control system(s) s configured to enorce pemissons | ctonol | Subsevor | 1dentty & Access Management | o oy [Mechanisms existto faciltate the implementation of idenification and o Individual account access rights and prvieges to systems,
[Pssigned to individuals, 27 (M) Joccess management controls lapplications, and data are only inherited from group membership.
[ access controrayternte = confoured o eforce permzzons y Mechanisms exist to uniguely identify and centrally Authenticate, i ) -
732 NiA lassigned to individuals, applications, and systems based or Functional | Intersects witn | 'detfication & Authentication | 1ac.o5  [authorize and Audit (AA) organizational users and processes acting B B e T T e o Syt ershi
[classification and function. 9 Jon behalf of organizational users. PP Y group P
[Mechanisms exit to enforce Role-Based Access Control (RBAC) for
[The access control systemi(s) is configured to enforce permissions y d . i ) .
732 A MR A Al e P g i Functional | Intersects witn |  Role-Based Access Control Iac.os  [Technology Assets, Applications, Services and/or Data (TAASD) to 5 Iindividual account access rights and privileges to systems,
[25signed to individuals, a7 (RBAC) restrict access to individuals assigned specific roles with legitimate lapplications, and data are only inherited from group membership.
business needs.
[ access conrlsystem) s configured t ntorce permissons Mecharisms exist o tilze the concept o east privlege allowing ony inivi it rights and privi s
732 wa ecsignea to mcicuae, appications, and systems based on o Functional | Itersects With Least riviege 1AC21  fauthorized access o processes necessary to accompis s Individualaccount accessrights and privleges tosystems,
[classification and function. [Fasks n accordance wih organizationl business functions Y
733 A e access conrolsystem() i et o “deny al” by defau. Functonal | subsetor | 19enUY & Accese Management |y gy |echanisms et o acitate the mplementaton of Gentiicaton and 0 [nccess ights and priviges are pronibited uness expressly permitea.
gentifcation & Authentication IMechanisms exist to uniquely identify and centrally Authenticate,
733 A [The access control system(s) is set to “deny all by default. Functional | Intersects with | 'dentification & Authenticat 1AC02  [Authorize and Audit (AAA) organizational users and processes acting 5 |Access rights and privileges are prohibited unless expressly permitted.
9 Jon behalf of organizational users.
Hechanisms exs o nforce Role Based Access Conrl (RBAC) or
. - . th | Role-Based Access Control _og  [Technology Assets, Applications, Services and/or 0) t ronibi .
733 A [The access control system(s) is set to “deny all by default. Functional | Intersects With pey L oAb A el ot A 5 |Access rights and privileges are prohibited unless expressly permitted.
business needs.
echanisms exist 0 utlze the concept of least riviege, allowing only
733 A [The access control systemi(s) is set to “deny all” by defaut. Functional | Intersects With Least Privilege IAC21  fauthorized access to processes necessary to accomplish a 5 |Access rights and privileges are prohibited unless expressly permitted.
[Fasks in accordance with organizational business fanctions.
[ securiy polces and operationa procedures hat are ideniied in
e [Expectations, controls, and oversight for meeting activities within
Mechanisms exist to establish, maintain and disseminate policies,
ented. . ith | Publishing Security, Compliance ’ " . a te polic [Requirement 8 are defined and adhered to by affected personnel. All
811 NiA o Kept up to date. Functional | Intersects With | "¢ gesilience Documentation GOV-02 - fstandards and procedures necessary for secure, compliant and s lsupporting activities are repeatable, consistently applied, and conform|
P to management’s intent.
= Koo t0 o afected partis,
Mechanisms exist to review the Security, Compliance & Resiience
Wl security pol
Ju scurty polces and operationa procedures that are enid in e e ety Complance & Resilenc ol and aversiht for mesting aciies i
Periadic Review & Update of lanned intervais or i significant changes oceur to ensure their
ln Documentes » IRequirement 8 are defined and adhered to by affected personnel. All
811 A e o Functonal | Intersects with | Securiy, Compliance & GOV-03  [continuing suitabilty, adequacy and effectiveness. 5 g acthvitcs e rapestable: consistanty apov and conform|
? lto management's ntent
= Khow o al afected partes
Ja security policies and operational procedures that are identified in
quirement 8 are: Expectations, conrols, and oversight for meeting actiyies within
ln Documented o1 |[Mechanisms exist to faciltate the implementation of operational IRequirement 8 are defined and adhered to by affected personnel. All
811 A ln Kept up to date. Functional Subset OF Operations Security OPS0L - lsecurity controls o Semporimg acties ra pestant, conoetenty spmiea. and cororm
in use. lto management's ntent.
ln Known to al affected parties.
i security picies and peratonal procedurestht re denifed n
[Requirement 8 are: o identity and perating [Expectations, controls, and oversight for meeting activities within
811 A - Eg;g;ﬂ;t;e;m Functonal | ntersects win | SIGSIGZed Orating | ps.01.3 rocadures (SO, or St documentaton 6 enabe the proper s redurement s are deined and adhered to by sffected persomnel. A1 |
ln Keptu lexecution of day-to-day | assigned tasks. e e o
|n Known to al affected parties.
[Mechanisms exist to assign one or more qualified individuals with the
responsibilt na activities in Requiremen . hanisms ¢ one or more - IDay-to-day responsibiltes for performing all the activities in
812 A o Gocumented,assghed. and understopa. - CIEMENE | punctional | ntersects With (RS S GO0 e and e am enitnse-widé Securiy: Comphance & s Feuirement 8 are sllocated. personnel are accountable or
e e o successful, continuous operation of these requirements
esomabit o activities i Requremen e N [Day-to-day responsibiltes for performing all the activities in
812 NA ::’E‘e;:(":"’“:::‘:d"saz‘;l‘:Z;";:s’::g;“rsfugg”v fties in Requirement & Functional | Intersects With | Defined Roles & Responsibilities | HRS-03  [FCCHaNET fo define roles & al 5 [Requirement 8 are allocated. Personnel are account
lgned, P successful, continuous operation of these requirements
B y N [Day-to-day responsibiltes for performing all the activities in
512 . [Foles and respansiviiie fr pertorming actiiies i Requirement | puncional | nersects with User Awareness HRS.03.1 |Mechanisms exist to communicate with users about their roles and 5 B e e Bl e e e
Jare documented, assigned, and understood. responsibilities to maintain a safe and secure working environment. e e ean ot
[ATl users are assigned a unique 1D before access to system ctona [ eersects wn | identifer (ser oo [Pech: govern naming standards for usernames and actions by all users are attributable to an individual
821 i fempanents orcotholdr deta s sl Functional | Intersects With es) 1AC09_rechnology Assets, Applications and/or Services (TAAS) 5 [ actions by al tributable to an individual
JAll users are assigned a unique ID before access to system . " . y Mechanisms exist to ensure proper user identification management for y ‘ -
821 A [opsers are aseigned o unigue 10 betore | Functional | Intersects With | User Identity (ID) Management |  1aC-00.1  [tec” toene 5 Al actions by all users are attributable to an individual.
[Group. shared, or generic accounts, or other shared authentication
credertiasaré only used when necessary onan exception asis, and
Jare managed s follows
[ Account use is prevented unless needed foran exceptional
lcrcumstance.
nstance . . . y Mechanisms exist to require individuals to be authenticated with an |All actions performed by users with generic, system, or shared IDs are
822 A o Use s imied o the time needed for the excepional ircumstance. | - Functional | Intersects Wih | - Group Authenticaton 021 e e e et 5 Ahaenons performed by users wit
|n Business justifcation for use is documented.
2 Use s expliity approved by management
|n Individual user identity is confirmed before access to an account is
lgranted
|n Every action taken is attributable to an individual user.
[Group, shared, or generic accounts, or other shared authentication
[credentials are only used when necessary on an exception basis, and
Jare managed as follows
o Account use s prevented uless needed fo an exceptional
lcrcums
Restrictions on Shared Groups / Mechanisms exist to authorize the use of shared/group accounts only |All actions performed by users with generic, system, or shared IDs are
822 A U Is hmited tothe time needed for the exceptiona circumstance. | Functonal | Intersects Wi 1AC15.5 ¢ 5
e e o e ‘Accounts lunder certain organization-defined conditions. attributable to an individual person.
o Use is explctly approved by managemen
idualusr deniy s conimed ators access to an accountis
2 avery actiontaken s attibutable to an ndividual user,
[Group, shared, or generic accounts, or other shared authentication
redertials ae oy used when necessary on an exception basi, and
[ Account use is prevented unless neded for an exceptional
lcrcumstance.
022 wa e Use s et he i needed for th axceptona crcumstance. | Functonal | iersects win | redentalsharng Ic-1g Mechanisms exist o prevent th shoring of generic 05, passwords or s [l actions performe by users with generic, system, o shared IDs are
| Business ustficaton for use i documentes o o
ln Use is explicitly appros
o ol uer Gehiy s conmed et access to an account is
[ EVery acton taken i attributable to an individual user.
Jciden,detton.and modifctionof usr Ds,authertication actrs
otnerderiner siects are manage
User Provisioning & De- Mechanisms exist to utilize a forma user registration and d Lifecycle events for user IDs and authentication factors cannot occur
824 A |n Authorized with the appropriate Functional | Intersects With 1ac07 s
e win oy s i e fied on the documented Provisioning registration process that governs the assignment of access rights; without appropriate authorization.
joppre
fadiion, dletion and modificaton o user D3, authenticaton actors,
o cther denter obyects ore managed a ol isms exist to rev . B wing changes in ; vents for user 1Ds and authentication factors cannot occur
824 A (& Authorized with the appropriate apbroval Functonal | Inersects with | Change of Roles & Dutes | 1AC.07.1 [Hechanisme exist to revoke user access rigts following changes s Lfecycle events foruser IDs and authentication fctorscamnot occu
\mD\emen[ed it oy the pvieges specited on the documented 4
joppre
laddition, deletion, and modification of user IDs, authentication factors,
Jand other identifier objects are managed as foliows:
echanisms exist 0 revoke user acces ights na timely mamner, Lifecycle events for user IDs and authentication factors cannot occur
824 A |n Authorized with the appropriate approval. Functional | Intersects With | Termination of Employment | 1aC.07.2 ~ [techanisms exist to revoke user ac 5 it ents, D
|n Implemented with only the privileges specified on the documented Jupon termination of employment or contrac fthout appropriate authorization
lapproval
Wechanisms exist to:(1] Securely manage authenticators for users and
lAddition, deletion, and mdification of user IDs, authentication factors,| [devices; and(2) Ensure the strength of authentication is appropriate to
Jand other identifir objects are managed as foliows: ltne classification of the data being accessed.
024 wa = Ruthorized with the appropriate approval. Functonal | Itersects With | Authenticator Management | 1AC-10 s Litecycle eventsfo user 10 and authentication factors camnat occur
|n Implemented with only the privileges specified on the documented pprop
lapproval
IAddition, deletion, and mdification of user IDs, authentication factors |
Jand other identifier obi naged as foli lechanisms exist to proactively govern account management o Litecycle events for user 10s and authentication factors cannot occur
824 " [ Authorized with the appropriate approval Functional | Itersects With | Account Management G5 [nahibga oroum, e Sendees appcaton, Gueck and emperary 5 Lifecycle events for user 106 and
|n Implemented with only the privileges specified on the documented laccounts. PProp
lapproval
825 A IAccess for terminated users is immediately revoked. Functional | Intersects With | Personnel Termination HRS-09  |Mechanisms exist to govern the termination of individual employment. B [The accounts of terminated users cannot be used.
Mechanisms exist to expedite the process of removing *high risk"
825 A IAccess for terminated users is immediately revoked. Functional | Intersects With | High-Risk Terminations. HRS-09.2 [individual's access to Technology Assets, Applications, Services and/or 5 [The accounts of terminated users cannot be used.
IData (TAASD) upon termination, as determined by managemen
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025 A hccess for terminate users s immeatey revokes Functona | Intesecs Wih | Changeof Rles & uties | 1AC07.1 [1echamsms oxit o rovoke ser scessrihts allowing changes n s e accounts o terminated usrs connotbe use
072 |Mechanisms existto revoke user access rights n  fimely manner,
825 A Jaccess for terminated users is immediately revoked! Functional | Itersects With | Terminaton of Employment | 1aC07.2_|[iechamsms et to revoke user access noh s [the accounts of terminated users cannot be used.
Revocation of Access
625 A Jaccess for terminated users is immedistely revoked Functional | Intersects With 1AC20.6  |Mechanisms exst to revoke lagical and physical access autharizations. s [rhe accounts of terminated users cannot be used.
[nactive user accounts are removed o dsabled within 90 days of 155 [Automated mechanisms exist o disable inactive accounts afer an
826 A [nactve Functional | Itersects With | Disable Inactive Accounts | 1AC15.3  [Aomated mechaniams existfo s Inactive user accounts cannot be used,
ccounts useq by i parest access support. o maintan system
mponents via remote access are managed o ecn 1o auth o and contralremote, nomfocal i
& remote access are . et ’ ’ o5 |Mechanisms exist to authorize, monitor and control remate, non-ocal ird party remote access cannot be used except where specifically
827 " Enab\ed oy g i e peiod necsed a1 Gsabied when not | Functonal | Intersects With | Remte Maintenance MnTos  Mechanisms exist to authorize, monit s T party emote access cannot be used excep
e Use s monitord or unexpected actiy
hccouns used by irs pares o access,suppor, or mlntin system
lcomponents via remote access are managed as follow Mecharisms xist o udit emote, nonocal mainenance and 1 party rem o cept where speci
521 wa e o v vt o neded o whe ot | Funconl | mrscts Wit | At Remote Hanenance | MNT05.1. (Hognod i eons. 5wl s e mamtenanceocton s [T prty remote access cannot be used except where specifically
performed during remote maintenance sessions. ¥ manag
o Use is manitored for unexpected actvy
hccounts used by i pares o access,suppor, or i system
lcomponents via remote access are managed Mechanisms exist to provide remote disconnect verification to ensure
fcom " . . 1t |Remote Maintenance Disconnect| o sms existto disconnect vert . [Third party remote access cannot be used except where specifially
827 A x Enbled oy durng th tme perios eSiec a1 Gsabied when not | Functional | Intersects with nce HIT-05..remote, nrcal malntenance and lognoaic sssons are prapery s uthorized and use s overseen by management,
' Use s monitored for unexpected activty
ccounts useq by i paresto access,suppor o moitan ystem
[components via remote access are managed Mechanisms exist to define, control and review or
. ’ . i , few organization-approved, [Third party remote access cannot be used except where specifically
827 " e Enabied oy daingth tme prios edied ang Gsabled whennot | Functional | ntrsects witn Remote Access NET-1a  [Mechanisms existto define cor s Third pary remote access cannot be used excep
J Use s monitored for unexpected actviy.
ccounts useq by i parest access suppor. o maitan system
5 via remote access are managed a3 olo .y Mechanisms exist to proactively control and mnitor third-party
827 " [ Enabled only during the time period necded and disabled when not |  Functional | Intersects witn | TPty Remote Access | e 14 6 [accounts used to access. suppor, of maintain system componants via s [Third party remote access cannot be used except where specifically
authorized and use 5 overseen by management
fn use. remote access
J Use s monitored for unexpected actviy.
Wechanisms exist to force users and devices to re-authenticate
2 user session has been i for more than 15 minutes, the user is
828 " 113 user sesson fas been e for more than 15 minutes, the use Functional | ntersects With Re-Authentication 1AC14  |according to organization-defined circumstances that necessitate re. s | user session canno be used except by the authorized user.
[suthentication
Mechanisms exist o iniiate a session lock ater an organization-
I 2 user session has been idie for more than L5 minutes, the user is nctional | ’ on 24 [defined time period of inactivity. or upon receiving a request from a < session can y ired user
828 A required to re-authenticate to re.activate the terminal of session. Functional | Intersects With Session Lock IAC2% lcer‘and retain the session lock until he user reestabiishes access s [ user session cannot be used except by the authorized use!
ising established identiication and authentication methods
[Automated mechanisms exist o log out users, both locally on th
828 " 12 user session has been die for more than 15 minutes, the user s | ¢incriona) | inersects With | Session Termination 1AC25  |network and for remoe sessions, at the end of the session or after an H 2 user session cannot be used except by the authorized user.
Irequired to re-authenticate to re-actvate fhe terminal or session.
Jorganization-defined period of inactivity.
I 2 user session has been ide for more than 15 minutes, the user is Mechanisms exist to terminate netwiork conniections at the end of a
828 " 113 usersesslon fhas been e for more than 19 minutes, the use Functional | Itersects With |Network Connection Termination|  NET-07 Mechenisms exis t terminate networ connections ot the end s A user session cannot be used except by the authorized user.
Wechanisms exit to:(1) Securely manage BUThenticators for users and
i user acces o system components or usrs and adninstrtors s ldevices: and(2) Ensure the sirength of authentication is appropriate to
Jauthenticated via t least ane of the following authentication fact he classifcation of the data being accessed. Jan account cannot be accessed except with » combination of user
831 A la Something you know, such as a password or passphrase. Functionsl | Inersects With | Authenticator Management | 1AC-10 s
la Something You have, such as a token device or smart card dentity and an authentication factor
= Something you are, such a5 a biometric element
Jll user aceess to system components for users and administrators is
lautherticated via ot least one of he following authentication factors Mechanisms exist to enforce complexity, length and lifespan N oinat .
531 wa = Sometig v ko St 85 & pasoword o pasiparase Functonal | nersecs it | possword-Based 101 o ameure Srong oo Pk bona s Jin account cannot be accessed except with  combination of user
la Something you have, such as a token device or smart card lsuthentication. Y
|n Something you are. such as a biomelric element.
Jall user access to system components forusers and admiristrators is
lauthenticated via ot least one of the following authentication factors [Automated mechanisms exist to validate certificates by constructing
™ wa e oreting ot knon, Such s pesoud o pasphroce Functonal | ntersects With | PKL.ased Authentcation | AC-10:2 o verying s comihcaton pon o o sccopted et i o s i account cannot b accessed excet ith a combination o user
I Something you have, such as a token device o smart card Ichecking certficate status information for PRI based authentication Y
|n Something you are, such s a biomelric element.
[trong cryptography is used to render al authentication factors Wechanisms exit to facitate the mplementation of cryptographic -
artext authentication factors cannot be obtained, derived, or
832 " lunreadable during transmission and storage on all system Functional | SubsetOf | Use of Cryptographic Controls |  CRY-0L  rotections controls using known public standards and trusted 10 tion 2 btained, derved,
jureadable fprotections controls using & resed from the interception of communications or rom stored data
» o e Mechansms exit to develop, document and maintain secure baseline
rong cryptography Is used to render all authentication factors [configurations for Technology Assets, Applications and/or Ser (Cleartext authentication factors cannot be obtained, derived, or
832 A vescane dirin vansrision an srageonai stem Functona | Intrsects i | securesasene Comturatns | 102 RS N i e e rrdenng s Cleartext suthentcation factors cannot be obtained, derved. or
m lstandaras
rong coorashy s used s render sl auericatn octos 5
! ! ! ; 03 [Cryptographic mechanisms exist to protect the confidentiaty of data Cleartext authentication factors cannot be obtained, derived, or
832 " meadabi g torsmisionon saroge o i Functional | Intersects With | Transmission Confidentiaity | CRv-o3 |Ctographic mel s Cleartext suthentcation factors cannot be obtained, derved. or
rong coteoraghy s e render ol auericatn fectos o
’ yptographic mechanisms exist to prevent unauthorized disclosure o Cleartext authentication factors cannot be obtained, derived, or
832 " meadabie g torsmisionon sarage o sl Functional | Intersects With | Encryping Data At Rest crros  [Gryptoorapt s Cleartext suthentication factors cannot be obtained, derved. o o
. Mechanisms exist to uniquely identify and centrally Authenticate,
533 WA lser ety i vrited before modifying any authertication foctor. | Functional | ntersecs i | 9entiication & Autherticaion | iac g Ao SIS S M e ey Aerieele, s
9 Jon behat of organizationa
Fechanisms exit to(1) Securely manage SUthenticarors fo users and
ldevices; and(2) Ensure the strength of authentication i appropriate to
833 " Juser dentity is verified beore madifying any authentication factor. |  Functional | Inersects With | Authenticator Management |  IAC-1o.  [the cassiication of the data being accessed s
Mechanisms exist to enforce complexity length and lfespan
833 " luser identit i verified before modifying any authentication factor. |  Functional | Intersects With Ac10.1 to ensre strong crieria for password-based s
Jauthentication
Taentity Proofing (Geniity 5 [Mechanisms exist to verify the identity of a user before fssuing
833 A Juser ientit i verified before modifying any authentication factor. |  Functional | Intersects With Y Fraofing a2 [Hechanioms exit Lo verly the dently o 2 ser s
nvaiid authentication attempts are Imited by Mechanisms exist to enforce a imit for consecutive ivalid login
e Locking out the user ID after ot more than 10 attempts nctional | ’ o ; mpts by o user during an organization-defined time period and IAn authentication factor cannot be guessed In a brute force, online
834 NA 8 Setting the lockout duration to a minimum of 30 minutes or untithe|  FUnCional | Intersects With Account Lockout IAC22 - Kutomatically locks the account when the maximum number o s attack.
[isers identity s confirmed. Hempts is exceeded.
echanisms exit to-(1) Securely manage SUthenticarors fo users and
If passwords/passphrases are used as authentication factors to meet ldevices; and(2) Ensure the strength of aUthentication is appropriate to
equrement 551, hey re stand eset o cach user s folows . ; . 10 |the classification of the data being accesse o i or reet passwordipassphrase asigned o  user canot be
835 " oment 3.1 they are set and reset for each user Functional | Inersects With | Authenticator Management | 1AC-10 s n ntal o roset passuordpe
R Forced to be changed immediately after he first use.
If passwords/passphrases are used as authentication factors to meet
035 A quir they are set and reset for each user as follows: runctional | intersects witn | User Provisioning & De- \ac.o7  |Mechanisms exist to utiize a formal user registration and de- s Jn i o reset passwordipassphros assianed o  user canot be
' Set to a unique value for first-time use and upon reset Provisioning registration process that govens the asslgnment of access rights. lused by an unauthorized u
J Forced to be changed immediately after the frst use.
If passwords/passphrases are used as authentication factors to meet
Mechanisms exist to enforce complexity, length and lifespan
Equirement 8.3.1, they are set and reset for each user a3 fllows. : ’ § e i |an iniia or reset passwordpassphrase assigned to a user cannot be
835 A [feaurement.3.1 they are set and rese for each user Functional | Intersects with | P G101 fonsdertions t ensre stend crtaria o pasor-based s o el orreset passwordp
R Forced to be changed immediately after he first use.
If passwords/passphrases are used as authentication factors to meet
[Requirement 8.3.1, they meet the following minimum level of ech o ent
(echanisms exist o enforce complexity, length and lfespan
lcomplesxity. . ' g i 1A quessed password/passphrase cannot be verified by either an onlne|
836 " e iength of 12 characters{or I the system does ot Functional | Intersects With | P 1410, considertens toensure rong et o bassore besed s A guessed password/passp
Cuppor 12 characters, a minimum length of eignt characers).
= Contain both numeric and aiphabetic characters.
Wechanisms exit to:(1) Securely manage auhenticators or Users and
. Jowed o st R ldevices; and(2) Ensure the strength of authentication is appropriate fo © used password connot be sed
Individuals are not alowed to submit a new password/passphrase that| ¢ ., ith | Authenti 30 [the classfication of the data being accesse J previousty use passwardconnot e used t gain access o an
837 NA i the same as any of the last four passwords/passphrases used. Functional | Intersects With | - Autherticator Management | 1AC-10 B account for at least 12 month
» Fichanisms et o enorce complexty. 00t an fespan
03 A Incviduals arenot aowed tosubmit  new posswOrdIDaSSPNIISe M| ynciona | nersects it | Possword-Based 101 o enfarte Complexky, tength nd fespar R 1A previously used password cannot be used to gain access to an
i the same a5 any of the last four passwords/passphrases us account fo at least 12 months,
(amencation.
Putnenicaton ples on proceresar doumented and
lcommunicated to ai users includin
e Quidance onseectin srong aumemauun factors isms et ish, maintain and disseminate polic
aas " CUltancefor o vos Shals oeac e auehaicaton facors. | punciona | ersecs i | PUBISng Securty, Complnce | oy, [HSChASMS et establah, mantain and disseminate polcies. s users o knowedgeable about the correct use of authrtication
[ tfocions ot o recse provtbel used pasoworde/passpraces & Resilience Docomentation standards and proce ) factors and can access assstance and guidance when required
e rtctions o changepasswordpaspivases nere s o "
uspicion or knowledge that the password/passahrases have bees
Compromised and how to report the Incioent
Putnenticaton ples ond proceresar doumented and
al users includin
= Guidance on slecting srong authentication factors,
= Gidance fo now users should protect their authentication factors dentity & Access Management o1 |Mechanisms exist tofacltte the implementation of denifcation and Users are knowledgeable about the correct use of authentication
838 A = Instrictians not to reuse previously used passwords/passphrases. | FUncUonel | Subsetor A IAGOL laccess management controls. 10 factors and can access assistance and guidance when required
8 Instructions fo change passwords/passphrases i there is any
uspicion or knowledge that the password/passphrases have been
lcompramised and how to report the mcident
Jauthentication policies and procedures are documented and
lcommunicated to ai users includin
| Guidance on selecting sirong authentication factors.
Lidance for how users Should protect their authentication factors. o1 [Mechanisms existto faciitate the implementation of operational Users are knowledgeable about the correct use of authentication
838 A = Instrictians not to reuse previously used passwords/passphrases. | FUncUonel | Subsetof Operations Security OPSOL \cecurity controls. 1o factors and can access assistance and guidance when required
| Instructions to change passwords/passphrases if there is any
uspicion or knowledge that the password/passphrases have been
lcompromised and how to report the nciden
lauthentication policies and procedures are documented and
lcommenicated to ail users including
uidance on selecting sirong authentication factors. anisms exis to dentify and document Standardized Operatin
e w CUlancefor v v shols oeac e avehaication acor. | punciona | iersectswin | Stondardzed Opersting | ooy, [HSChAmSMS st to dentty and document standarizes Operating s usersare knowledgeable about th corrct use of authentication
= Instrictians not to reuse préviously used passwords/passphrases Procedures (SOP) [Procedures (SO, or similar documentat factors and can access assistance and guidance when required
e instucion t change posworapossprases f e s oy y-to-day / assig
Suspicion or Knowledge that the paseword/passphrases have been
Compromised and how to report the Incioent
Putnenicaton ples ond proceresar doumentedand
lcommunicated to ai users includin
= Guidance o selecting sirong autnetication factrs,
= Gidance for now users should protect their authentication factors Securiy, Compiiance & or |Mechanisms exist to aciltate the implementation of security Users are knowledgeable about the correct use of authentication
838 A Iniucionsno o revse reiously usd posswargspssphrses Functional | Subset OF | pogiicnceliinded Worktorce | AT0 |woriforce development and awareness controls 10 factors and can access assistance and guidance when required
Ja Instructions to change passwords/passphrases ifthere i a
Suspicion or Knowledge that the paseword/passphrases have been
lcompramised and how to report the ncident
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
Juthensicaion e an procscresar documentedand
Communicatea o a1 users ieluaing
[m Guidance on “"“""9 5'”’"9 authentication factors. IMechanisms exist to provide all employees and contractors
5 Glidance for how uaers nodd protect helr auhenticaton actors Securty, Complance & . users are knowledgeable about th correct use of authentication
636 N R o oo T ol e s || P | s | e e g | SO pprari ey el 2 s marres dcton s Fctors ano can sccess asistance and audance when recres
[w Instructions to change passwords/passphrases if there is ar 9 x
[suspicion or knowledge that the password/passphrases havé been
Compromisea and now to rert ne ncoent
luthentication policies and procedures are documented and
Communicatea o al seers et
= Guidance on selectng srong authentication factors, echanisms it o provide role-based securky, compliance and
538 " Im Guidance for how users should protect their authentication factors. Functional | Intersects witn |Role-Based Security, Comphsn(e saT.03 [resilience-related training:(1) Before authorizing access to the system 5 lUsers are knowledgeable about the correct use of authentication
e Psiions oo e prevotshy e b s < Resiionce Train o petorming asioned dutes,(2) When requre by syetem changes Factors ano can sccess asstance and aurdance when reares
8 Intrucionsfochange pasenorc/pasepnrases  her = any 63 Anmualy hereater
Susbicon o knowiedge that the pasewordpassphrases have been
Comromisea and how t epart ne ncoen
b passuoraspassonrases ars uee s the nly autventcaton actor
or user access 16 e acior autnentcati
[mpiemeiaion) r siner. ’ Mechanisms exit to uniquey dentiy and centally Authenticate,
639 wa vowordalpassohrases are changed at least nce every 90 days, |  Functonal | ntersects with | 6PUfEaton S AUhentcation | .07 iorse and s (WAA) arganzationalueers and processes scing s i undeteted compromised passwerdfpassphrase cannot b used
1 benal of organizationl ueers
12 ne securty posture of accounts is ynamicaly analyzed, and real-
i aceess t esources 5 automaticaly determinea sccorangly
et o0 1) Secray anage St e
) Ensure the trengih o authentication & appropriate to
I passuordsipassphrases are used 2 th anly authentiation factor devices and(2)Ensure the strenuth of authe
P acces 1, n any Sne facir upnacaon
imolemeniaton) hen her . et pason .
839 A o Faceworcs/passphrases are changed at leastonce every 90 days, |  Functonal | ntersects With |  Authenticator Management | 1AC-10 s A undetected compromised passworessphase carnot b used
or
2 he securty posture of accounts is dynamicaly analyzed, and eal
ime aceess t resources 5 automaticaly detmined accorangly
I passwords/passphrases are used as the anly authenticaton factor
forueer acces (1. i any ange-factor uthentication
[mplementation en einer Mecharisms xis o frcecomploiy et and fspan ven oromised passmordlpassphrase cann
639 A o Facewords/passphrases are changed at leastonce every 90 days, |  Functonal | Intrsects With ct01 our Sirong citers o possworbosed s Janundetected compramise passwordfpassphrase cannot be used
[OR zulhenmauon -
1 Th security posture of accourts s dynamically analyzed, and real
i access t resources & automaticaly determined accoraingly
iechanems oxeE 1) Securely manags Suhentcatrs o users amd
inre autreicaton octarssuch oyl il soury
[okens, smartcards, o ceritcates are e Casstcaion of e aata beng accesse TP
san " Pk sy o an il uer and ok ared 31010 | uncions | nrsects Wi | Atentcstoransgemant | G0 s Jan authentication actor canot b used by anyone other thanthe
Imutipte et whicn % asigned
1 Physical andior logcalcontrls ensure oy the intended user can
e tha factor 1o i access
|Where authentication factors such as Dhyslta\ or logical security
Kokens, smart cards, o ceriicates e
3 Jutomated mechanjsms exit to valdate certficates by constructing
ean A e Factors e asigned o an indiidual User and 1ot sNared amon9 | ynconar | nersects ith | PK-ased Authenticaton | AC-10:2 |ans veriying  coricaton pth o an accepte st ancho ncluing s Jin suthentcation fctor cannot e used by anyone other than the
Im Physical andlor logical controls ensure only the intended user can [checking certificate status information for PKI-based authentication.
Cse hat factor to gai acces,
inere suthenicato actorssuch a2yt el scurty
S gt o and o shared among chanlams exitto protect authenticatars commansurate withthe Jan authenticaton actor cannot b used by anyone other thanthe
oan A [ritioie Functonsl | Inersect Wit | Protecton of Authentators | IAC105 sty of i et 5 i i f e auericator permi s fn suthetication facor ca
e Pyl s tgica cotrols ensur ny th ntendedusr can
Cse that factor to i ace
[Where authentication fators such s physica o lagical securty
Kokens, smart cards, o ceriicates rd used _— ganiation-
it " oo i o an ridul vt and ok hored smans | puncions | mrsects v | e TokenBased |y, USRS mechonisms ot o sneu osmnntr ceinedtoken s lan authenticaton actor cannot b used by anyone other thanthe
Imuitiple Authentication [qualty require user to which i 5 assigned.
e Py o ogca cartrot ensur ny th e usr can
et factor 0 g acci
inre autrenication actorssuch asysicl il soury
Kokens, Smart cards, o ceriicates re
) 3 . Mechanisms exist o compel users o follow accepted practices i the :
6311 WA -mzﬂfé‘oersuzgsassmned to an individual ussr and not shared among. Functional | Intersects with |USer Resp;r;a:ggﬁz:‘? Account| g thentication methaniams (e.. pasewords, pasephrases s ﬁ;\:ru;hic‘t‘\(::ﬂo‘z?S(S‘mr(anno( be used by anyone other than the
[w Physical and/or logical conuols ensure only the intended user can physical or logical security tokens, smart cards, certificates, etc.)
st factor 10 i ace
(Where au(henmamon factors such as physical or logical security
Kokens, smars cards, o ceriicates are use hysical access control mechanisms exis to maintaln a curret st of
[ Faciors ae assigned to an indicéa user and ot shared amang ' oz [peraonnel wih authonzed access t organizational faciiies (except Jan authenticaton actor canot b used by anyone other than the
83.11 A [multiple users. Functional Intersects With | Physical Access Authorizations PES02 [for those areas within the facility officially designated as publicly s |user to which it is assigned.
el togica ot ensur ny th e s can ecessiie
e hat factor to gai acces:
imere suthenticaton actorssuch a2yt el scurty
Kok, smart cards, o corcates art uses:
= Facios ar assigned to an indvicda user and not shared amang . o2 [Phsical access control mechanisms exit to authrize physicalaccess Jan authenticaton actor cannot b used by anyone other than the
83.11 NiA [multiple users. Functional Intersects With Role-Based Physical Access PES021 o Tacilities based on the position or role of the individual. s |user to which it is assigned.
e Pyl o togica cotrols ensur ny th e s can
e that factor to gain ace
FEA & mplmerte o o coralesccss i th COE o Network Access 1o Pvieged | nc.oa.y [ HeGhanims eXet o ubize MliFactor Authenticatin (WFATto Sccess o e COE cannot be abtamed by the e o7 3
841 A [personnel with Functional Intersects With Accounts 1Ac-06.1 au(hentl(a(e network access for privileged accounts. s [single factor.
[utorated mecharisms et t enfoce MU Factor AuEherication
[(MFA) for:(1) Remote network access;(2) Third-party Technology
e, Appications andlor Services (TAAS): and or3) Non-consle
842 NA [MFA is implemented for all access into the CDE. Functional | Intersects With |Mult-Factor Authentication (MFA)  1AC-06  [2ccess t© critical TAAS that store, transmit and/or process 5 e e e connot be obtained by the use of a single
Sensivelrequiated aithentication factor
Network Access o Prvieged Fecharicms o7 o ulz Wl Faco athrtcaon (AT 0 [Access o The CDE canot be obtained by the wse o sngie
23 A eA 15 implemented fo allaccess o the CDE. Functional | Intersects with ocess ol ncos1 e M ko s o
- o etk Access oo e hechanios cust v e WU Focor Aunersansn FFATES [Access ito the CDE canmot be obtained by the use o sngie
042 A e s implemented for al access into the COE. Functional | mersects win | Mook Access o o ACanz [lecheniams exsto Wize Mull-factor Authertcaton [ s
Tocal Access to Privlged 003 [Mechanisms exit to utllze MUl Fator Authenticaton (MFAT o [AccessIto the CDE canot be obtained by the wse o sngie
02 A e 15 implemented fo allaccess o the CDE. Functional | Intersects with coss to P ncos3 X o e Ml Facor Ahert s CoE
[Mechanisms exist to implement Multi-Factor Authentication (MFA) for
Outof-Band Mut Factor 06,4 [Access o priieged and non-prvleged accounts such shat ane of the Jnccess nto the CDE canot be obtained by the use of a single
842 A [MFA is implemented for all access into the CDE. Functional Intersects With Authentication IAC064  leactors is independently provided by a device separate from the 5 lauthentication factor.
stem being accessed
IAutomated mechartsms et o enorce MU Factor AuThentcaton
e s implemented for i remote network sccess oigintingfrom (MFA) fors1) Remote network sccesesz) Tt pary Technlogy
outside the entity’s network that could access or impact the CDE as. [Assets, Applications and/or Services (TAAS); and/ or(3) Non-console
follows. . o6 [sccessto cricl TARS tha stre, wansmit anclor process Remote access to the entity's network cannot be abtained by using a
843 A w All remote access by all personnel, bo(h users and administrators, Functional Intersects With |Multi-Factor (MFA) IAc-06 data. s [single authentication factor.
orinating from outsde he entiy's
R emateaccess by thrd pates and vendors
FA s implemented for al remote network access orginating from
oitside e anity s nehuork tht cou accessor rpack e COF 5%
folows. Netork Accestorivieged | gy Mechamsms st to tis Wl acorAuhertication (WFH) o Rt sccesstoth ety network cannot b btained by uing
843 A [w All remote. a((ess by all personnel, balh users and administrators, Functional Intersects With Accounts. IAC061 5 thenticate network access for privileged accour s [single authentication factor
oriinating from outsde e entiy's
o A Temate. access by third paries and vendors.
WFA s implemented for all remote network access orginating from
oitside e anity's network tht cou access or mpack e COF 55
folows. Network Access to Non- . raisms it o s Wl Fator Auhenication M) o Rermote access o the enit’s netwrk cannot be obtained by using 3
843 NA [w All remote access by all personnel, both users and administrators, Functional Intersects With Privileged Accounts IAC062 |, thenticate network access for non- -privileged accour s [single authentication factor.
oiinating rom outside the eneny s network
o A emte access by sird partes and vendors.
IEA systems are implemented os folows:
s
incud
e ety & Accssanagement | .07 echaiams xst o facitat the impementton of cecation and MEA systems are resistant toattack and srctly controlany
851 A an exception a limited time Functional Subset Of (1AM) IAc-01 [access management control 10 administrative overrides.
/A eos oy ierent ypes o sutheriicaton factors are woed.
= Successof sl autnantcaton factrs 1 reduras betore access s
Srantea
IEA systems are implemented os folows:
e sl ey atcks
any deers, ncud
i State users uness speccaly documenten, and suhorzed ; . 02z [Automated mechanisms exist to employ replay-resistant MEA systems ar rsistant t0attack and scly controlany
851 A [py management on an exception basis, for a limited time period. Functional Intersects With | Replay-Resistant Authentication 1AC022 i thentication. s administrative overrides.
/A eask tw difernt e of authriicaton tactors are used:
= Success of sl autnantcaton factrs 1 requras betore access s
Srancea
IRtorated edhartems et o enforce WU Factor AuThenicaton
A o 1 Remote ne ot seces) T ary Techniony
[MFA systems are implemented as follows: sseks Applications and/or Services (TAAS); and/ or(3) Non-console
e o T System v mor Susceptiot o repay o Crical TAAS tha stre, wansmit andior process
£y o b byt b any e, ‘Sdu? e Cemeragiated aa o R
Bt s s gectcly documeniad, nd otz .-~ ’ y ystems ar reistant o attack and stictly control any
651 wa pamiitrative users uness speciiclly document Functonal | Intersects it HalFacto Authenticaton (MFA) 1AC-08 s e systems are ressto
/A leos o ierent ypes o sutheriicaton factors are wscd.
= Successof sl autnantcaton factrs 1 requres betore access s
ranced
Wedhariams eXst o TacTEats e mplomentaton of maustey
e e, comptaneeandretence i 1 e
IMEA systems are implemented as folows: o modiicaton
e T HEA Sy & ot usceible o repay atacks P Techmolody s Applications andior Semices (FAAS)
2 MFa systems canno be bypassed by any users, mcluding
L e . MEA systems are resistant toattack and sctly controlany
851 A e umenied, an Functional | ubsetOf | Secure Engincering Principles |  SEAOL 10 A systems are resito
/A eask two difeent e of authrtication factorsare
= Successof sl autnantcaton factrs 1 requras betore access s
rancea
accounts s by ptems o appcationscon s e o
Interactve login, they are managed a
e Ieractie us s prevented unless aceded fr an exceptonal
e meracie s It o th e e for e excepior When used nteractivey, alactons with accounts designated as
861 A Ercumtan Functional | subseror | 1entiy & Access Management | .oy |Mechanisms eist tofailate the implementation of dentifcation and 10 yster or aphcaion sccounts are authorzed and aoutaDls 0 an
o ausmgssmse ication for interactive use is documented. 9 lindividual person.
2 ieractive use s expicity approved by management:
2 ncividual user dentay f Confrme before access 1o account i
ranted
2 Bvery action taken s attributabie to an individual user,
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FDE Name Document Element (FDE) Descriptios SCF Control R e
b ccounis us b systems orsplcatonscan b used o
Interacte ogi, they are mans3ed o
= reractie us s prevented unies nceded fr an exceptonal
Krcumsiance
TS e s it o the e ne forthe excepionst ahoring lenication & Mechanisms exist o ensure exteml srvice providers provide current When used interactivty, il actons with accounts designated as
661 A Ercumstanc Functonal | nersects with |, SInG OGNUNGENON & | 051 o accurate niommaton for ay thra-pary el whh Sccess 1o the s ysten or aphcaion accounts are authorzed and aoutaDls 0 an
= Seness stncation for iteractive us s documented Srgamzatiom data or seses diigun person
8 Iteracie use = explicly approve by management
5 vl use denity 15 Conned befoe access o account s
e
2 By actontaken s atrbutabe to an ncvidua user.
b ccounis us by systems o splcatonscon e usea o
Interactie ogin,they re mansged ss oo
[ Ieractie usé s prevented uniess needed fr an exceptonal
e U s it ot e ne forthe excetonst echanisms eist o proactively gover account management o When used interactivty, il actons with accounts designated as
061 i rcum Functonal | Intersects With | Account Managerment G5 naidus, 3roup, ysiem. Semce. SppICaton. Suesk and vemporary s ke o appICaton sccounts ar suthoized and ST utabe 0 an
= Susmess ustitcatonfor interactve use s docurented e o person
8 Iteractne use = explicly approved by management
o LAl ety b CoMmes b acces o sccountis
rane
2 vy acion taken s atributable to an ndvidual user.
rccouts by vstems o slcations can e us o
feracive login. they are managed o fol
s L evemed e s for o excepione
Ercumaa
861 A e st e gt | System Account Reviews | 1aC-15.7 [Yechanisms exitto review alsystem accourts and disableany s 7St o appication accounts are acthorsed and soutabte o an
w Business justification for interactive use is documented. p lindividual person.
8 imteracive use & xplicily approved by management
= e use Gerity 5 conrmed bEJoe access to account s
rante
2 vy actiontaken s atrbutable t an ncvidua user.
bt ccouis us b sysems oraplcatonscan b usea o
Inieracns ogi, they e manoges
a2 e e e o anecestione
Ercumetanc
< teractve use s imited o th time needed for the exceptionl When used interacivety, ll actons with accounts desgnated as
661 A Ercumatance Functional | Intersects with | CredentalSharing Ics  [Hschanisms exist o prevent the sharng of generi IDs,passwords or s sten or pplcaion accounts are authorzed and abutable (o an
|w Business justification for interactive use is documented. o lindividual person.
= tarachve ws 5 xplcly approved oy managomen
e ey o b accss o sccount i
2 ey acton taken s atrbutable t an ncvidua uer
b sccounis us b systems o splcatonscan e usea o
Ineractv loi,they are manaoe a2 fo
et v v s ned foran ecestions
Ercumstan
< teraciv use s imited o th time needed for th exceptioal When used interactivty. il actons with accounts designated as
\ : 20 [Hechaisms st o st and gy contl ity rosrams :
661 A s i Functional | Intersects With [se o Prvieged Uity Programs AC-20.3 [ 4SChanisms exst o restict an tighty contol ity pr s e g ks St and AT 01
= Ieracte use s explcly approved by managem
s e s cofres e e secoun
2 ey actontaken s atrbutabe o an ncvidua user.
I accounts used by systems or applications ca be used for
Inferactive ogin,they are managed o folos.
a0 < pevered s necdod o an eceptiona
Ercumaa
e e s s it o the e e forhe exctonst echanisms exis o utize the concept of et priviege. alowing only When usea iteractivty, il actons with accounts designated as
561 wa s Functonal | Intersects with Least rvtege G2 [BAnaried ccess to rocesses necessary o accompiih ss5ned s ke o appICaan Sccounts are Suthoized and STt 0 3
B tncation for rsctve e s documenie aske T accordance wi orpanzations Busiess uhctons higuat person
= imeracte use & explcly approved by managern
e Gy s o s s o secoun '
2 By action taken s atributable to an ndvidual user.
062 wn Passwordsipessptvases foran apolication nd system accoumtathat | | e | o Embeaded Uneneryoted | g0 Mechanisms exst o ensure that unencryped, sttic suthentiators s passwordsipassprsesused by appicaton ardsstem accouts
eonbe used fornteractv g are ot v coded i crts, St Anencator o ot emiscaded in applcaions. Srot o sored o funchion Kevs. Cannot be ssed py nauthorized persomne]
echansms oxeE 1) Securely manage Suhertcatrs for s amd
lpasswords/passphrases for any application and system accounts are [devices; and(2) Ensure the strength of authentication is appropriate to
[protected against misuse a3 follows 4 lthe classification of the data being accessed.
I assworaa passohrases ar changed periodiclly (ot the frequency
e m She amiy o geced ik anoyes.which o parormed Passwordsipassphvases used by appicaton an system accounts
563 wa B o s o W Reiamens 123 and pon | Funcionl | inersects Wi | Auhenctor Managemens | 1410 s e s mashmtely and are Sructured o esst bre-orce
Gepicion or conimation o compra ond gusssing attacks.
 ordpassphases are cansiucted withsufclent complesty
Soproprare o naw fraquentl e anty Changes the
eteworcs posepnrases
[Passwords/passphrases for any apphcatmn and system accounts are
rotecred sgaingt misuse o5 folow
e aseracs r changed peroical t e rsquency
e m She amiy o geted ik anayei.which o Mechanisms exst o enforce complexty,lngth and fespan rassworas/passphrases used by appliaton and system accounts
563 A Sccording t o slemants specied n Requrement 123.1 and upon | Functional | ntersects With 101 o cnsure song CHtea o passwordbased s oot besea naefmtely and are tructured o esstbre-orce
Bispcion or confrmtion o compromise. Simentcation ond gusssing attack.
o ordpassphases are cansiucted withsufclent complesty
Sppropriare o naw fraquentl e anty Changes the
eecwaros/possohrases
o securty pocie and aparatona prcedurs tat re et
Requremen 3 echanisms exis o esablsh, maintain and dsseminate Expectatons, contots,and aversight fo mesting activies wihin
jsms exi ish, maintan and disseminate polices,
= Documentea. i | Pubishing securiy, Comptance | g risms xi Rearement are dehined snd i3t by afected persomnel Al
s11 na = Kot up 1o date Functonal | ntersecs Wi | ematan | COVOZ  |tandara and procecuresnecessay o secure, complint and s Somporing ackies are repeatabl. consetend appiea, and coor
e rose o managements ment
= Kngn to i aectea prtes
a1 ety pocie and cpeations rocedurs tat redeninedin Fecharsrs Xt G revien the Secrty, Complrce & Feilence
quire perioic Rvien & Upiate of program (SCAP), incuingpolce,standars and procedure Expectations, controls, and oversight for meeting activiies within
E cnmenea. reriodic Review ate of g ntervals or if significant changes occur to ensure their [Requirement 9 are defined and adhered to by affected personnel. All
911 A o e Functonal | Intersects with | Securiy, Compliance & GOV:03  [Famiming Surabiny: admduocy and efecteness s e s e apeTabIe conatantly oot and conforml
o 9 lto management's intent.
= Kngwr o i afecte partes
il securty policies and operatonalprocedures that are entfd in
Requirement 3 are: expectatons,contot, and oversgnt fo meeting actuties within
e Boco ) apistrs exit to facitatsthe implementation ofoperatonal Reurement S are aehined and ired t by aected persomnel Al
911 NA [m Kept up to date. Functional Subset Of Operations Security Ops-01 [security controls. 10 |supporting activities are repeatable, consistently applied, and conform|
I bse! o managements et
= Knowr o i afecte partes
o ety polcie and apeatons prcedurs s re e
Reguiremen: 3 re. expectatons,contols, and oversight for mesting actiuies within
fequremer . Wechanisms exist o ety and document Standarizeo Operating p .
s11 wa A Sneimeries” Functonal | nersectswitn | SIUSIUZed Oeating | ps.01.3 rocadures (SOM, or Smiar documentaton 6 enabe the proper s Requirmer 9 are defined ang achered t by affcted persomnel. Al |
Keptup Crecution of day to.day  as5ned (a5 upporting aciies re repestabl, y apale
= Know toal ttecte partes.
Il securty poles and operatinal procedures that ae Gentned n
duremont 3 are fopectatons convosandoversign o meeting e wiin
Bocumented Physcal s Envronmrta o1 [fechaisms st o e thecpeation of pyscl ang Recuirement S are oefned and adher ected parsomnel. Al
911 A [w Kept up to date. Functional Subset Of Protections. PES01 [environmental protection control 10 [supporting Bc(wmes are repeatable, cunsls(en(ly appheu and conform|
e irise eanegements e
= Kngn o i aectea prtes
echarisms exs o ssign one or more qualifed ndivdials withthe
bay-to-da responsiiiies for perfoming all the activies in
Pt and responsiis o pertorming st i Reaurement ssigned Secury, Compiance | Iisson and resources to centaly.manage. conrinate, Gevelop.
o1z " : " Functonal | nersectswin [AS5ned o covas ces to co n s Reduiremént 3 are llocatec,Fersonnel are accountabe or
e documented, asigned. ana understo Resience Recponsibiines e T e e e, Compianc o Requrement 9 ar alocated,Parsonnl are sccountab
Doy to-day esponaliies o performing al he St n
o1z A ol and responsiiiies fo performing actites I ReAUIeMentS | puncional | tntersects With | Defined Rles & Responsiplites|  HRS.03 [ HSChansIs exist o deinecybersecurtyroles § responsipitesfor ai s Reduiremént 3 are llocated, Fersonnel are accountabe or
3 gned. > |successful, continuous operation of these requirement
Day-to-da responsiities for peforming all the activies
Rotesand respansiiiies orperforring activites in Requrement echanisms exst t commnicte with users about thei ol and
o1z A ; ; Functonal | Intersects witn User Awareness HRs.03.1 " : s Reduiremén 3 are llocatec,Fersonnel are accountabs or
e Gocumentaa, assignes. and understooa Fesponsoiies o maintain 3 Safe and Secure working emuronment Requrement §ar alocated.Parsonnl are sccountat
Ioles and g actvitiesin 5 szﬁﬁi‘iﬁﬁﬁ;ﬁ’ ol ohysical ateess pomts (mcaing Seaigoared Day-to-day responsibities for performing althe activtes in
512 A e Gotumenten aooned: ok ungarsoes Fncional | irsects it | hysicalaccess onrol | pesi03 AR 07 3 PV S PO SO SR s Requrement 3 are alocated:Personel ar accountbe for
(fcially designated s publcy accessile) . P a
Physcalaccess conrol mechanisms exs o maitai a curent 15 o
oproprinte facity entry controls are i place o restrict physical snctonal | intersects with | physica Access Authoriations | pesioz [porsommel i acinoriced steesstoorganiztional facies (oxcept Sysem componetsn e o canot b pysicl ccesed by
921 NA laccess to systems in the COE. Functional | Intersects With | Physical Access Authorizati PES-02 (G hose areas within the facility officially designated as publicly s lunauthorized personnel
fecessio)
hoproprinte facity entry controls are i place o restrit pysical nctonat | ersecte i | more Based e ecens 21 |Phsicalaccess contrl mecharisms exit to authorize pysical access system companents in the GOE cannot be physical accessed by
921 WA laccess to systems in the COE. Functional | Intersects With | = Role-Based Physical A PES021 | T cilties based on the position o role of the individual 5 lunauthorized personnel
Py ccess conol mechaisms it o enorce s acess
hroprit ity et conrol v nlce to st pysical ' i . g5 [puknorzationsfor il rysical acces pans (g Gesinate st componentsin e OE canot b sl accesed by
921 A [access to systems in the CI Functional Intersects With Physical Access Control PES-03 entry/exit points) to facilities (excluding those areas within the fa(\l\ty s unauthorized personne
SFicaly desonated a5 pubicy sccessiir
hgpropriate facity entry controls are i lace o estrict hysical Controled Ingress & Earess | peg g1 Physcalaccess control mechanisms exist o it and monitor physical sstem companents i the CDE cannt be physically accessed by
921 A [access to systems in the CDE. Functional Intersects With Points PES031  |occess through controlled ingress and egress points. s |unauthorized personnel.
hgpropriate facity entrycontrols are i lace o estrict physical } . 953 Physicalaccess control mecharisms generate  log enty for ach system companents i the CDE cannt be physicaly accessed by
921 NiA [access to systems in the CDE. Functional Intersects With Physical Access Logs PES033  occess attempt through controlled ingress and egress points. s nel.
Incividuat physica access o sensitve areas witnin the COE s
IRonred s ides cameras 1 sl sces ool
[mechanisms (or both) a:
o kB oftom ensive aras i the CoE e
Imoniores ctonst | \ . onysical access control mechanisms generate  og ety for each Irusted,veihabe recordsare maintined o ndiduat physical enty
9211 NA In Morstening devices or mechanisms are protected from tampering or |  Functional | Intersects With Physical Access Logs PES033 [ s attempt through controlled ingress and egress points 5 e, and exit from, sensitive areas.
isabin
= Collected data s reviewed and corelated withather entris
= Colctod oata o stored for at Jeast e anths, aness otverise
Fesincied by om:
I physicaacess o sensiveareaswihin h COE 1
iored win et ides cameras o ysicalaccess cantrol
Imechansms (o botm 2 tlow
ey S s o serstive aress it th COE are
oo o5 [Phsicl access contrl mechanisms exist o moniorfor, dtect Irust, verfae records ae maintained o inchvidua physial entry
9211 NA = Mnm\nnng devices or mechanisms are protected from tampering or Functional Intersects With Monitoring Physical Access PES05 respond to physical security incidents. s [to, and exit from, sensitive areas.
o Cilecaed data s reviewed and corlated wit other rires
Collcted data 1 tored fo at leas ihree months, uniess otherwise
Festnciea by an.
[Individual physical access to sensitive areas within the CDE is
ot S e camras o sl ates ool
[rechanms (or bt s flon
ik poits toom sensiive areas witinthe CDE are
Inrusion Alarms /Survellance | peg.s 1 [Physicl access control mechanisms exist to monitr physcal ntrusion Irused, verfabe ecords are maintained o ncividualphysial entry
9211 A = Momtonng devices or mechanisms are protected from tampering or. Functional Intersects With Equipment PES051 ojarms and surveillance ‘equipment. 5 [to. and exit from, sensitive areas.
Siseping
= Colecied data i reviewed and correlated with ther rtries
5 Collected oata = Scoed for at Isat hrce months uless oteruise
Festices oy taw
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FDE Name [ — scF control S S e e S
022 s Uil accessible network jacka withi the facity Functional | Itersects Wih Devices PES122fothersystem outout devices 1o prevent unauthorized individuals fom s ubic areas within the acily.
922 Nia [publicly accessible network jacks within the facility. Functional Intersects With | Equipment Siting & Protection PES-12 [environmental hazards and to minimize the opportunity for s Ipublic areas within the facility.
923 NA rkin lines Functional Intersects With | Transmission Medium Security | PES-12.1 |telecommunications cabling carrying data or suppomng information 5 P:‘s{'}‘ﬂﬁ:é’}em"’k‘"g edquipment cannot be accessed by unauthorized
w\thm the facility is rcsmctcd [services from interception, interference or damage. PS
023 A Roramare, ang atonnes | Functional | Intersects witn | ACCesS Control for OUtput | peg 15 ot ey e oukput devices o prevent onauthorzed indiiduats from s Physical networking equipment cannot be accessed by unauthorized
w\thm the !a:mty is restricted. ubtammg the output. ia
9.2.4 NA [in use. Functional Intersects With | Equipment Siting & Protection PES-12 en\l\m"men(al hazards and to minimize the ﬂppor\uml’y for 5 lunauthorized personnel.
924 A [iccess to consoles in sensitive areas is restricted via locking when not! - gynctional | Intersects With | Lockable Physical Casings |  PES-03.2  components from unauthorized physical access (e.g. lockable physical 5 [Physical consoles within sensitive areas canno be used by
e N prysa s ol machons ot curen ot crment for ccess o e gl COF ar e and e
931 A - 2‘:35&‘"“:?;%;2:;.L";‘;Zf;’ﬁ;‘ ‘Sﬂz:y‘swga\ access requirements. | Functional | Intersects With | Physical Access Authorizations |  PES-02  [Pe" o area ik e fciy oMty Gooated 2 bty 5 o o onteates o Ronpey
|m Limiting access to the identification process or system to authorized [accessible).
- . . ‘g::g;{‘""; B o it gl s cqiamars, | o | sy | CONI S 6 s | pgs ;i s cmtmernss st ot ar s s Requremerts forscess o th physical COF redefind and frce
9311 NA [ Access is revoked \mmedla\ﬂy upon terminatior Functional Intersects With 's & Facilitie es PES-04 [appropriate physical access controls are designed and implemented s [Sensitive areas cannot be accessed by unauthorized personnel.
9.3.2 NA w V\s\mrs are c\early \dentmed and given a badge or other Functional Subset Of Operations Security OPs-01 [security controls. 10
o identify and Operating
92 A 8 Viitrs are clearly identiied and given  badge or other Functonal | ntersects With Procedures (507) opso11 ;;:‘;‘;;;:;}?;g”l:;,;‘m,":;;";;g;";f;‘ﬂ" to enable the proper s
[identification that expires. Y Y ar
| Viltors are authorized before entering Physical access control mechanisms existto identiy, authorize and Requirements for visitor access to the CDE are defined and enforced.
et fhoe et 9 o |designated as publicly accessible). lin the CDE.
- ym ars suthrised befor eterng hysicl acces control mecharismsexs o reirs t ostcnell) requivementsfrvsoracces o the COE are defined and eforcd
= Visitors are ;;gg;y;d h?'ﬂf; entering Physical access control mechanisms exst to estrct unescorted Recuirements for visitor access tothe COE are defined and enforced
|dgymi|(a[mn that e y ol o formal access authorizations and validate the need for access. lin the CDE.
|Visitor badges or identification are surrendered or deactivated before [Physical access control mechanisms exist to identify, authorize and
933 wa |istor badges o dentification are surendered or Functional | Itersects With Visitor Control PES.06 |monitor visors before alowing acces to the facilty (other than areas s Vistor dentifcation r badges cannot be reused afer expiation
Y Pl |designated as publicly accessible).
|Visitor badges or identification are surrendered or deactivated before [Mechanisms exist to ensure visitor badges, or other issued
933 wa |isior badges o denification are surendered or Functonal | Itersects With | Visitor Access Revocation | PES-06.6.dentincation, are surendered before vistrs leave the facilty or are s Vistor dentifcation o badges cannot be reused afer expiation
Y Pl [deactivated at a pre-determined time/date of expiration.
o Thevisitor's name and the oganization represented. PPhysical access control mechanisms exist to identify, authorize and s of visitor o entification of indivi
034 wa < date and tme ofthe.vi Functional | Itersects With Visitor Control PES.06 monitor vistors before allowing access tothe facilty (ther than areas s Records of visitor access that enable the dentificaton of ndividuals
Ganization represented ut u isms exi il i view| it identification of individu
941 A i mecta wit cardolder data i physially secured. Functional | subset of Data Protection ocor y;;pa"‘sms exitto faciltate the implementation of dta protection N e W cardholde Gata cannot b accessed by inautnoried
Mechamsms ex\st to:(1) Physwcal\y cor\lm\ and Secure\y SmrE dlg\ta\
041 A i mecia with cardolder daa i physically secure Functional | Itersects with Media torage DCH05  [16Tined secuty measures; ndz) Protec ystem meda unt the s Media with carahoiderdata cannotbe accessed by unauthorized
a1 A i medta with cardholder data s physically secured Functional | Inersects With | Physicaly Secure Al Media | DCH.06.1_[1echarisms exist o physically secure il meda tht contains s Media Wit cardhoider data cannot be accessed by unauthorzed
9.4.1.1 N/A g@:i:‘“"‘ backups with cardholder data are stored in a secure Functional Intersects With Data Backups BCD-11 gé‘fr'z .‘,"“jgv;”:;m” as V:;‘;{;'li :‘;:gg‘é::;cgffn;’“ D‘::Aedwes B loffline backups cannot be accessed by unauthorized personnel.
9.4.11 NA gﬁ!:i;"em backups with cardholder data are stored in a secure Functional Intersects With Sepa'a‘e‘,ﬁ;"”ge for Critical BCD-11.2 [security-related information in a separate facility or in a ﬁrerra(e 5 loffline backups cannot be accessed by unauthorized personnel.
0412 A [The securty of the affine media backup ocationts) wih Cardnalder | functcnal | intersects With | Data Storage Location Reviews | 8CD-02.4 [[1CCaisms exist to perform perodic security reviews ofstorage 5 [The security contrals protecting offine backups are verified
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
Mecharisms exist o create recurring backups of data,software andior
[me securtyof e ofine medabackup ocationt) wihcranoter y ; . o5 el a6 veriy the ntegity ofthese backups. & [mesecurty conrls protecing oftine backups re vefea
9412 N |data is reviewed at least once every 12 m Functional Intersects With Data Backups BCD-11 lability of the data to satisfy Recovery Time Objectives s |periodically by inspectior
(RT65 and Recovery Poit objectves (RPOs)
Mecharisms exist to:(1) Physicaly control and securey store digital
o el media wifin contolied areas vsng organizaton-
0412 wa [t securityof the offine media backup locaton(s) with cardholder | puncionai | nersects With Media Storage DCHOG  [defned secuty measures; ana(2) Protect system media unt he s he securky contrls protecting offine backups are vefied
o Imedia are destroyed or Saml\zed using approved equipment, s Iy by Inspe
Kechniques and procedure:
e Securty of e i merta backup ocationt v caranorer y p . ” on.1 [ Mechaniams exist t physially secure al media that contains [T Securty conrtprotecig offine backups re veried
9412 Nia |data is reviewed at least once every 12 m Functional Intersects With Physically Secure All Media DCH-06.1 | ensitive information. s |periodically by inspectior
[[ne securty ofthe offine media bacu location() with cardholder nction " i nsitiv nventor IMechanisms exist to maintain inventory logs of all sensitive media and| [The security controls protecting offiine backups are verified
94.1.2 NA |data is reviewed at least once every 12 month: Functional | Intersects With |  Sensitive Data Inventories DCH-08.2 | snduct sensitive media inventories at least annually. s Iperiodically by inspection.
] p Wechariams Xt o enaure data and assets are categorzed i
942 wa i media wit cardholderdata s clasified n accordance with the | puncional | intersectswitn | Data & Asset Classfiction | DCH2 accordance wih appi<asle statutory. reglatory and éanroctusl s Media e clasifed and protected appropritely
Fequrements
[Mechanisms exist to categorize Technology Assets, Applications,
|services and/or Data (TAASD) in accordance with applicable laws,
it mcta with caranler ot i oz i ccoraance i the ’ ; Risk-Based Securty 0z feaulations and contractual obigatons hat.1) Datument th securiy . oo
042 A Jsensitivity of the Functional | Intersects With Categorization RSK02 " \categorization results (including supporting rationale) in the security s Media are classified and protected appropriately.
Iplan for systems; and(2) Ensure the security categorization decision is
Feviewea ana approved by he asset awner
edia with caraholder data sent outside the acilty is secured s
fotows:
Mechanisms exit o protect and control digial and non-<gital media
e sent outsidethe faciy is logoed ; o e .
943 A TN B85 oy meroo st cn | Prciore | rsecs i | e Trsparaton DCH07 i ranspor ot o om0 arsas Usng 5DrOPA Scury s Media is secured and tracked when transported outside the faciity.
e accuratey
- ‘ite acking ogs incluce dtaisabout media focatin
eoia with caranolder data sent outside the acilty is secured s
forows
it sent outsid e ity i ogges ony Mechansms et to denty cstodans thraughot th ransport o
943 wa et i mp— R R Custodians D071 [fecharisms exst o den s Media is secured and tracked when transported outsde the faciity.
[pe accuratc\y d
| Gsite tracking ogs include details about medi locaton
Hanagerment sporoves ol mecta with cardholder data tat s moved o e St conor over the e e comor oo o e
fors poroves all media it cardholder da et ; N ) 105 |Mechanisms exist to maintain srictcontrl ver th iternalor edia cannot leave  facilty wthout the approvl of accountable
P A i e acty (ndcng hen e s dioted Functonal | Inersects With | Security of ssets & Media | AST.05 [ochanisms exis o mantain srict conral ovr the nteral s edi con
Management approves all media with cardholder data tat s moved P —— Wechariars e o obtain management approval forany P . .
244 A outsce th fachy (nchuing whe media s siributed o Functional | Intersects witn | Management Approval For | ucr.os 1 [iansiiveeoulated media that 5 ransterred outside of the s Madis cannot leave afacllty without the approval o accourtable
[individuals). facilities. >
Inventor o9 f i electronic mect i crcroder ata are echanisms exist o maintain inventory logs o allsensitive media and
945 wa foventon Functonal | ntersectswith | Sensitive Dota nventories | DCH.06.2 [HSChaniSTS exst o mantan vertory ogeof ol e s laccurae inventoies of stoed electronic medaare maintained.
0451 wa Inventores of electonc media with cardholder dota are onducted at | pyncional | incersects it | - Sensitve Dota Inventories | DCH052 [Mechanisms existto mointin nventorylogs of ll sensiive media and s Media inventories re veried periodically,
Wechanrsms exist o) Refai Personal Gata (PO, meuding
metadata, fr an organizaton-defined e period o fulll the
. <opy mateias wih caraolgr data redesroyed whr o urposels) dentied i the noce or 35 requred by awi(2) Dispose of
onger woeaes fo busingssor oot vessora.as fo echroys, erases, andor smomymizes the #D, regardiess of the et
046 WA T erils et choss-corsheaddua Incmersted, of puped so that Functional | Intersects witn | Personal Data (PD) Retention & | g oo [0f storage: and(3) Use organization-defined techniques o methods to s (Cardholder data cannot be recovered from media that has been
Cardnolcer dat cannot be reconstrucied: Drsposal Jnsure Secure deletion o qesirucion f PD inclucing orinas, copies Gestroyed or which  pending destruction
[ aterials are stored n ecure storage Contaners pior to o archived records
Restructon
s copy materic wincranlaer ot re detroyes wnen o
longer neeaed fo business orlegal reasons, s follows
o iaterits are cross.cutshedaed, Incinerated, o ulped so that op echantsms exs to securetydspose o medi when 1310 o Cardnoider cata cannat be recovered from media that has been
946 A [cardholder data cannot be reconstructec Functional Intersects With Physical Media Disposal per-08 required, using formal procedure: 5 |destroyed or which is pending destruction.
& aterial are store i secure storage Containers prior to
Gestnucton
arcopy material with cardholder daa are destroved when no
longer neeaed fo business orlegal reasons, s follows
o iatrits are cross.cutshedaed, Incinerated o ulped so that . anisms exst to retain media and data i accordance with Cardnoider cata cannat be recovered from media that has been
946 A [cardholder data cannot be reconstructed. Functional Intersects With Media & Data Retention peHe [applicable statutory, regulatory and contractual obligations. s |destroyed or which is pending destruction.
aterials are siored n ecure Storage Contaners pio to
Bestnucton
Fiecronic meot win carahoder ata s destroyedwhn o onger
iness o egal reasons via ane of the falowing Mecharisms exist o securly dispose of, destroy o repurpose system
947 A = Tne eiecronic macia s desro Functional | Itersects with | SSCUre Disposal Destuction o | .0 |camponents using arganization-defined fechniaues and methods to s (Cordholder dota cannot b recovered fram media that s been
w The cardholder data is rendereﬂ ume(overalﬂe so that it cannot be quip lprevent information being recovered from these components.
Wechaniams exis o) Retai ersonal Data (PD], meluding
Imecadta, fo an organiztion defned time perod to il he
rpose) Identiied in e noice o a5 redured by 1awi(2) Dispose of,
iconc i win cortgrdt s sty hn o e purposels) derdned i the notic o a5 Fequirs by lwi(2) Dispose o,
0as A [necded for business or legal reasons via one of the following runctional | intersects with | Persanal Data (PD) Retention & | pe oo [ofstorage; and(3) Use organization-defined techniqu oS of methods to 5 [Cardholder data cannot be recovered from media that has been
& nic media is destroys unctional intersects Wit Disposal H |ensure secure deletion or destruction of PD (including originals, copies. lerased or destroyed.
5 The coranolder dat 5 rendéred unrecoverable o that It cannot be frsure secure delete
etctronic media with cardholder data s desroyed when no onger
e for businecs or egal reasons via one of the fllowing
Mechanisms exit toretsn mecta and data in accordance with Cardhoidr cata cannat be recovered from medi that has been
047 wa S The electromc media is Gestroyed Fonctonal | Inersects with | Media & Data Retention | DCH1p [{echaniems exist toreton media and data I accordance s Cordnolder date cn
The Cardhlder data f rendered unrecoverable so that t cannot be
Feconstructe
Ftctronic media with cardhoider dta i destroyed when no longer
echarisms exit to saniizesystem media with the strength and
Ineeded fo businecsor faga reasans wia one o e folowng
947 A e Toe secroc mea s Gesoy <o Functional | Itersects With | - System Media Saniization | DCH.09 |Mie0rty commensurate with the classifcaton o sensiiviy of the s Cardnlder data camnat be ecovered from media tha has been
The Cardnolder data s rendered unrecoverable o tht t cannot be informaion prior o cisp s v
Feconsiructe
Etctronic media with carcholder daa s destroyed when no longer
0er " eeded for business or el reasons ia one ofth fllwing: runctional | inersects win | Svstem Media Saniization | o, o0 Mechanisms exit to supervse, track, document and veriy system s Cardhoider data cannat be recovered from media that has been
o The clectioni media s destioyed. e 5o that tcannot be Bocumentation mecia saniization and disposal actions eraced or destroyed.
Feconsiructea
P01 devices that capture payment card data via dirct physical
Interacion with the payrént card form factr e protected from
Kampering and unauhanized Substiuton. nclucing the folowng It entity has defined procedures to protect and manage point o
51 wa = Veintsining a s o o1 devices runctionsl | subsetof st Governance sror [Mechanisms existto faciltate an T Asset Management (TAM) o Interaction devices. Expectations, Contrals, and oversign for he
- el apecing Pl s t ook fortampern o roaram to mplement and manage asset management conirols. Imanagement and protection of PO devices re défned and adhered
Cranorzea’ o by atfected personne
ing personnel o be aware o suspicious behavior and to
Fepor tampering o unauthorzed substiution of Gevices
1P devices that capture paymen card data via dirct physical Mechanisms exit o perform inventories of Technology Ass
[neraction with the payment card form factor are rotected rom bosicaton,Sonice andjor Bat (T0) tnoi) Accursaly e
o and umsuaried subsuon, maing s alowns the current TARSD I uses(3) oenties author o ITh entity has defined procedures to protect and manage poin of
| Wataining a s o P01 ; ) o2 [Icisding busines ustcadon detaiis(3) 5 st th evelof randlaity Interacton deuices. Expectations, contras, and oversign for the
951 N [» Periodically inspecting POI dev\ces to look for tampering or Functional Intersects With Asset Inventories AsT-02 |deemed necessary for tracking and reporting;(4) Includes s Imanagement and pm(ec(\or\ of POI devices are defined and adhered
nauthorsed substnation ganization defined nformation deemed necessary to achieve o atfected personnel
" Trining persomnel t be aware of suspicous behavior and to efectve property accountabilty: and(s) s avaiabi fo review and
Fepor tampering o unauthorzed substiution of Gevices L by designated aroanizatonai ersonel
o1 devices that capture payment card data va irct physical
Interacion with the payrént car for factor are protected from
= eeainng a5 of POLdevices 9 the foloving Mecharisms exit to implement enfanced protection massures for [okerachon devces, Expecatons, oo, and sveraghe for e
851 N = Periodically nspecting POI devices o look fo tampering or Functional | Itersects With | Unattended End User Equipment| | AST-06 unattended technology ssets to protect against tampering and s anagement and protection o PO! devices ae dafined and achered
[unauthorized substitution. [to by affected personnel.
" Training personnel t be aware of suspicous behaviorand to
Feport tampering o anauthorized subsitation of dewces
P device tra cantur payment card ita i et pysica
Interacton with the payrént card form factor e protected from
Karmpering and unsuhonzed b, hcuding e onowing ITh entity has defined procedures to protect and manage point of
Mecharisms exist o appropriatel protec devices that capture
" Vaintaining a st o P01 dev sctonat | m i [Kiosks & Point of nteraction (po) ccharien ropritely protect devices that capture i Interacton deuices. Expectations, contros, and oversignt for e
951 A = Periodicaly inspecting POI devices t ook or tampering or Functional | Intersects With Devices AST.07 sensitivelregulated data via direct physical inractio from tampering s management and prtection of PO devices are défned and adhered
nauthorized subscrution o atfected personnel.
" Trining personnel t be aware of suspicous behavior and to
Fepor tampering o unauthorized substiution of Gevies
1P devices that capture payment card data via dirct physical
Interacton with the payment card form factor ae protected from echanims it sses te ity o il Technoloy Asets,
o and st subsuon, miaing rs alowng Iopications andlr Services (TAAS to detect vidence of tampering It entity has defined procedures to protect and manage poin o
= Vaintaining a st o P01 dev 5 R e ellate heimegyof e Interaction devices. Expectations, contras, and oversign fr he
951 A [w Periodically mspec(mg POl dev\ces to look for tampering or Functional Intersects With | - Logical Tampering Protection AST-15 [components (e.g.. configuration Semr\g s ment and protection of POI devices are defined and adhered
nautnorzed ubstrati Secoments evdlvots oLser or eviencs of hauthortsed access oy atfected personnel.
" Trning personnel t be aware of suspicious behavior and to [naror modifcations.
Fepor tampering o unauthorzed substution of Gevices
P01 devices that capture payment cad data via dirct physical
Interacton with the payrént card for factor are protected from
Fompanng ad unsuariea ubeuton, ncing h lowing [ ety s denes roceure o protctana manage pon o
ntaiing a 5t of PO doi et ; ! ecramisms it o prysicaly o ol nspect el el Interacton devices. Expectations,contras, and oversign fr he
951 Nia = Pevmdw(a”y msDe((mg POI dev\ces to look for tampering or Functional Intersects With | Technology Asset Inspections ASTI5.1 fagsets to detect evidence of tamperii s nt and protection of POI dev\ces are defined and adhered
[nauthorized subsratio o by afected persannen
" Trining personnel t be aware of suspicous behavior and to
Feport tampering o anauthorized subsituton of devices
P01 devices that capture paymen card data vi dirct physical
Interacton with the payrént card form factor e protected fo
g an st Sobsuon, nclaang h alown ITh entity has defined procedures to protect and manage point of
051 " Waitaining a st of POI dov runctionat | subsetor | Security, Compiance & saron  |Mechanims exst to aciiate the implementton o ecurty " Interacton deuices. Expectations, contros, and oversignt for the
o Percaly rspecting P01 devices o ook for tampering or Resihence iinded Workforce Inoriorce Gevelopment and awareness controls anagement and protecton of POI devices are Gefned and adhered
Enauthorzed subsnatio o atfected personnel.
Tl prsoms t be awareof suspicious behaar and 0
Fepor tampering o unauthoized sucstiation of Gevice
11 devices tha capture payment card data via direct physica
Interacton with the payment card form factor e protected from
Famperng and vz s, ncing h (1o echanisms xist o provide il mployees and contractrs ITh entity has defined procedures to protect and manage point of
taining 2t of PO deu Securty, Compliance & . Interacton devices. Expectations, contras, and oversign fr he
951 N - Perdcaly rspecing 0 devices o ook for tamperng or Functional | Intersects Wit | qeciicce Kuaranes Traming | SAT-02 |2pbropriate security, complance and resfience awareness education 5 Imanagement and protecion of PO devices are aéfned and adhered
[unauthorized substitution. 9 x [to by affected personnel
" Training personnel t be aware of suspicous behaviorand to
Fepor tampering o unauthorzed substution of Gevices
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FDE Name Document Element (FDE) Descriptios SCF Control R e
POl devices that capture payment cad data via diect physical
Iretracton ik e payraent cord orm facio are roteciod fiom
e S T ST, oo e olow anisms exist to provide ole-based securty, compliance and Ith entity has defined procedures to protect and manage point of
051 . = Viintaining a s o P01 dovi unctons | trsct win [0e820 Sy, Comptince| gy EHIeTCe et vating 1) Sl uing acass o st s Interocton deces. Expectations.controls and oversgn for the
o Pl RS5O does ook o tamperng o eeienca Trammg ertareng asslgned Qo) Wi redred by system Ehorges managament and protecion of PO devices re demed and adnere
Enautnerised ibsincio Cr e Aty hercatier oy Siecies personnes
" Training personnel t be aware of suspicious behavior and fo
Fepors ampbring o anacioried subsieoton of devices
echanisms exist o ensure hat every User Sccessing 3 55%e
ol devices that capture payment card dota viadirct physical roctating. starma ar wanariing sexsiovelrequiated dat s formaly
[interaction with the payment card form factor are protected from [trained in data handling requirements.
ey and U SO, kgt ol It entiy has defined procedures to protect and manage point o
= Veinegining o o of 701 dovi Sensitve / Regulated Data y Inherocton devcas. Expactations, comtrals and overdign fo he
951 NiA [» Periodically inspecting POI dev\(es to look for tampering or Functional Intersects With Storage, Handling & Processing SAT-03.3 5 ent and protection of POI devices are defined and adhered
tution. [to by affected personnel.
i porsonnel t b aware of uspicious behavior and fo
Fepors tampbring o anautiorived substtaton of devices
IOt devices that capture payment cad data via dirct physicl
[nteracton it e payrient cord fom facior o protecicd iom
e and et o, incaons o olowrs echanis exs o rovid role-sed securty, complance and It entity has defined procedures to protect and manage point of
951 N/A intaining a list of POI devi Functional Intersects With Cyber Threat Environment SAT-03.6 |resilience awareness training that is current and relevant to the cyber 5 iinteraction devices. Expectations, controls, and oversight for the
= Periodicaly mapecaig PO devices to ook fo tampering or s [esiience awareness training that i current and rlevant o the cyber A protection of o1 devices are dehned and achered
nautnorised subsircion 9 V1o day peratons. oy Secied perdonne:
Hrainig personnel 1 be aware of suspiclous behavior and to
Fepors ampiring o anaciorived supstraton of devices
0ot st o PO devices is maintained, incuding:
ek 2nd modielof the aevice o1 Mechanisms exit o faciltate an T Asset Management (TAM) Ith identity and locaion of o1 devicesis recordd and known at al
9511 N |w Location of device. Functional Subset Of Asset Governance AsT-01 lprogram to implement and manage asset management controls. 10 [times.
Beuice Sl mumber o other methods of uique dentification
echanisms exist o perform inventoriesof Technology Ass
[Applications, Services and/or Data (TAASD) that:(1) A(mrale\y reflects.
i up-t0-cate st o PO devices is maintained, including [ERE Carront TASD In g (3)1danifios authorsed oftware procucts,
@ ok and model of the devic or [ et o Gl 3 < e vl o rans Ith identity and location of P! devices i recordd and known atal
0511 A o Make and mode! Functional | Itersects with poset Inventories o e e s Thelc
= Device erial mumber r oher methods of unique dentification. organisation denned nformation deerhed necessary fo achieve
SF e property aecoumiaBilty: ana(S) 15 svarabis fo v and
U by Gesigmased arganizatorer eraomne
e up-t0-ate st o PO devices is maintained, incuding:
anisms st to appropriatly protect devices tha cap
o511 i e ke and model f tne evice Furctars | s i [ ot estin Pl sy L A R R s [megennty ana ocaton o POl deices s recorde and known at
Device serial number or other methods of unique identification. nd substitutio
Wechanisms exist t approprately protect devices that copture o of mteracion Devices connot be fampered with, SUbSIUted
0512 n P01 device surfaces are perioically nspected (o Getect MPering | pyncional | intersecs witn 905K & Point of Imteraction (Pal g7 L e B S (ot oP e pering s itnout suihorisstion:or rave skimming alscrments metaled
e substaion ithout fmely detection
ot of mracion evces e e tampered it cbsied
[P device surtaces are perisically nspected to detect tampering echanisms exist o perodically inspect systems and system
0512 wa Functional | Itersects With | hysical Tampering Detection | AST-08 s itnout Suiorisgtion:or have skimming scrments
Cr Umastnoric supsstation Camponnts fo ndicciors of Compromss 100, thout uthorzaton, o
Poit ofmeracion esces cane b mpered il cbstied
ot deice utaces e perdcl nspected o detect tamperng rechanisms ons oyl and gl spct ol oo
0512 A o1 devie surtaces are per Functonal | ntersectsWith | Technology Aset Inspections | AST-15.1 [ 4Schanisms exs o physically anc s itnout Sutorgtion: o e skimming scrments meraied
vithaut amely cetection
< requency of perodic POl device inspections and the
[nepeciions pertormea s dened i tne cniy s argeted not anaysl, | pun \ ) . . 105 |Mechanisms exist to peridlcal Inspect systems and system P01 devices ar inspected a afrequencythat addresses the entity's
95121 NA [which is performed according to all elements specified in Requirement| Functional Intersects With | Physical Tampering Detection AsT-08 [components for Indicators of Compromise (loC). s Irisk.
L
rining s provided for personnel n P01 environments to be aware of
mperng ot replacament o POl Gevies, and includes
I eriing ihe wientty of sny raporty persons ciamng 1 b6
ebelt of maimanance peraomnel. belore qraning them sccess 10
i or me . Personnel are knowledgeable about th types of attacks against POI
9513 NiA o orocecuros o ansuve devices are not Installed, replaced, orreturmed]  FUNCtonal | Subset OF | g e | AT e evelopment and awarences comrare 0o 10 devices, the entity’s technical and procedural countermeasures, and
I Procedures to en:  repl P lcan access assistance and guidance when requiret
g awore of uspicous behavior around devices
oboring Suapicowt behavior ana iecatons of dvice tampering
o Subsitotion o approprite personnel
Iaining i provided fr personnel in POl environments o be aware of
Germpiod tampern, o repacemon of Ol dewes, and ncludes
2 Veriing ihe iensty of ahy ne sy persons ciamng 1 b6
Fepai o maintenance perconnel before ranting them aceess o . i o S .
0513 A modity ortroublestootdevices, e veumed  Functonal | ntersects with | o Securty, Compliance & | gurop oot sccorty, fomplance and restience swareness education s Cevicen:the antiy < esnmical mdprocecural countenmensres, and
., repl . 9 [and training that is relevant for their job function. |can access assistance and guidance when requirec
ithout verication
i e of suspllous behavir around devices
Reparing susplcious behavior and ncétions o device tampering
o substtoton 1 appropriate personnel
[ainin i rovided tor persomnel n 201 enionments b awar f
apering o repincement of Ol Goviees, and inchdos
= Veniying he Henty o ity ersons aming o be
el o malanance ol oo rntng e occss o anisms exst t provide role-based secuiy, compliance and rsomel are knowledgeatie sbot hetypes o ttacks aganst PO
Ity o trousieshaot dev ot s securty,Complance| g esiancerditen tann ) S botiny s o s Sy ;
[without verification. Hﬂ(3) Annually thereafter. 9 a
[ 5eimg aware of lspicious behavior around devi
= Reporing suspicious behavior and nccations of device tampering
o Sebatoton 1 smpropeiats persomnel
rechanTams ex/sT o arsure Tat avery USer SCcesing 3 57
vaining i provided fo personnel i POl environments t be awere of broceasing, storma or Hanarmiting sensivelreguiated data s formally
Jottempted tampering or replacement of POI devices, and includes: [frained in data handiing requirements.
2 Venlying th ety o any i parsy persons ciming o be
Fepelr o MaitSance persomnel, befes groming Shem et 1 ersonnet e knowted
ledgeable about thetypes of attacks against POI
Ity o troubeshiot devices 1 | senstve / Reguioted Data y y
0513 NA [ Procedurcs 1 enore devices are not nsalld, eplaced, or returned|  Functions! | intersects with | g SRS IERIRSEARS | sAT03.3 s euces, th entys techica nd procedral countemessures, and
ithout veriica
= 5eing amare of uspicious behavir around devices
= Reporing usplciows bahavior and Indcations of evice tampering
o supstituion to appropriate persannel.
Ivaining i provided for personnel in POl environments o be aware of
ttempted tampering of repiacement of POl evices, and nciudes
I eriing ihe wientty of sny reporty persons ciaming o be
'“g‘;y°;,'pf;g;$g;;;§,°e'50""6‘ before granting them access to Mechanisms exit o provide role-based security. compliance and Personnel are knowledgeable about th types of attacks against POI
0513 A odiy ortroublestoot devices. R e Functional | ntersects With | Cyber Threat Environment | SAT-03.6 routiance awarencos aiing inat s carrent and relevan to th gyber s Cevicas he ety s techaleal and procecLrel countemeasures, and
 repl [threats that users might encounter in day-to-day business operations. |can access assistance and guidance when required.
ithout verficaton
56 bwarc of tspicous behavir around dovices
= Reparing suspicious behavior and iniéavions o device tampering
o subsitoton o approprite personnel
1 secuty pocies and cpeations rocedrs tat re denined o
e echaisms exist o estalish, mainai and diseminate polcies Expectatons, controls, and oversight for meeting activiis within
e Socumented. publishing Securty, Complance | 0. . 3 Reoremant 10 o dained an. sihred t by Sfected personel. All
1011 NiA w Kem up to date. Functional Intersects With & Resilience Documentation Gov-02 [standards and procedures necessary for secure, compliant and 5 supporting activities are repeatable, consistently applied, and conform|
Fesent capabilies
o oenagiments meent
= Khow o al afected partes
[ security polices and aperationl procedures that are dentiied Wecharirs st o review e Securty, Complance & Resllence
irement 10 o perodic Review & Undote of rogram (SCRP), ncluing polces,standards and procedires Epoctions, ontrle ondovrsiot for mecting acies wihn
fRequiremen 1 oot | g | PesdicRevow s Uptateo | il o S hangesocer 1 enre e s Expectations, contols,and oversign for meeting actiites witin
1011 A R e unctional | Intersects Wi ecurty, Complance 03 |continuing suitablty, adequacy and efectveness. Sibporimg actvics are repostable, consisianty spphied: and contorm
[win 9 [to management's intent.
= Khow o al afected partes
o securty polcie and apeatons prcedurs s e denined
Requirement 10 o vectaions, contols ond oversiot for meatingaces win
I Socumened. e o atons secur echarisms oxis o faciat theimplmentaton o aperatiosl Reauramant 10 e deined and adhered to by ~fected personnel. Al
1011 NA lm Kept up to date. Functional Subset Of Operations Security OPS01 e urity controls, 10 upporting activities are repaatable, consistently appliec. and conform|
by o anaggment e
= Knowr t0al afected partis,
o securty pocie and aparatona prcedars s re e
Recun pectatons convo,andoversigt o mesting aces i
1011 A o Docu Functional | intersects witn | Standardized Operating | gpg gy 1 edeR RS S O Y e e S anabi the proper s Reauirement 10 re defined and adhered to by affected personnel. Al
o Keptup o Gt Procedures (SOP) e ey o) ot oCumentation. supporting activities are repeatable, consistently applied, and conform|
lmin y-to-day / assig! lto management’s intent.
= Know o al afected partes
Wechanisms exist @ a5sgn one or more qualied ndviduals with the ooy eepon e o peroming e st
Pt and rsponsitis o pertoming st i Recurement 0 ; i Assigned security, Compilance &| 01,0 Mssion and resourcos to tentaly-manage. Coordinats, develop, Recuament 10 3 allocate
1012 NA [are documented, assigned, and understoc Functional Intersects With Resilience Responsibilities GOv-04 limplement and maintain an enterprise-wide Security, Compliance & s IPersonnel are accountable 'Dr successful, continuous operation of
Reliience program (SCR) heseraqurements
Day-to-day responsiiiesfor performing al e actvies in
Foles and responsiiitiesfor prforming actvites n Reauirement 10 | r o | |- o oot i s luecn o define Toles & foral Recuremen 10 e alocated
1012 Na [are documented, assigned, and understood. Functional Intersects With | Defined Roles & Responsibilities HRS-03 lpersonnel. s IPersonnel are accountable for successful, continuous operation of
heseraqurements
ooy g s o eroming a e s
[Rotes and responsibiiies for performing activties in Reauirement 10 | purcionst | mtersecte i ot Avareness Wecharisms exist o communicate with users about thir rles and Retremn
10.12 WA lare documented, assigned, and understood. Functional | Intersects With User A HRS-03.1 1o cpansibilities to maintain a safe and secure working environment s Peronnal are accountapie fo successful, continuous operation of
theseaqurements.
P echanamS ex/ o Confgure Technology ASsets, AppIcatans andlor
1 logs are enabled and active fo all ystem components am cnfgure Technology Assets, vices (TAAS) Uilcd In pigh 1ok ven it mere restretne . vites sffecting system companens and cardhlder
1021 A Jauit ogs are enabled and active foral system components and Functional | Intersects With | Appieaton anolor serves | Cro-025  |sonices (TAAS) utlzed inhig s Recordsof ol actiies affecting system components and corholde
TARS) for High-Risk Areas
echanTsms e/ 0 GeveTop document o Taial Secure baselie
i g are bl and actve for al system components and [configurations for Technology Assets, Applications and/or Services [Records of all activities affecting system components and cardholder
1021 N/A Camhmgﬂ dat Y P Functional Intersects With | Secure Baseline Configurations CFG-02  |(TAAS) that are consistent with industry-accepted system hardening 5 (data are captured. 9 sy P
Kamduros
iechanisms exis o Confgure Technology ASsets, AppIcations andlor
Services (TARS o produce vant 1ogs tk contaln Suficent
formation to, at a minimum:(1) Establish what type of event
[occurred;(2) When (date and time) the event occurred;(3) Where the
it ogs s entle and acve foral system companents s 03 [FVent occuned ) Thesource of the event(s) The autcome (success IRecords of all activities affecting system components and cardholder
1021 A it ogs re Functional | Intersects With | Content of Event Logs Mono3  [SYgrs oeSUTed 4 The source o the eventi(s) e autcome s Recordsof g act
e aaciotedwith the event
IR o33 < enabled and 3 Tor Bl Syater companenis amd o Fechanms exi S Tk system access 1 AIduaTUSers o Serviee Recards of o Sl 3Fecing System camponents 3nd Cardholder
1021 e frud oge e o Functional | Intersects Wit A Trals won032 [Mechans s Records s act
Wechanisme &/ 0 Gevelop, document and T ial S5cure baselie
KConfigurations fo Technology Assets Applcarions andor Services
10211 wn it logs capture all incvidual user access to cordholder data Functional | Intersects With | Secure Baseline Configurations | CFG-02 |(oanafatons for Technoloay Assets Applications andlor services 5 Records of all incividual user access to cardholder data are capture
Kandaros
Wechanisms exis o configure Technology Aesets, Appications andlor
Configue Technology Assets. [services (TAAS) utiized in high-risk areas with more restrictive
10211 WA Judit ogs captureal individua user access to cardhlder data Functional | intersects with | Fopieations sndlor servces. | Cre025  [somices (TARS) utlized s Records of allndividualuser access to crdholder data are captured
(TARS) for High-Risk Areas
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IMechanisms exist to configure rccmmegy oser Applications andlor
[services (TAAS) to produce event logs that contain sufi
information to, at a minimum:(1) Establish what type of
loccurred:(2) When (date and time) the event occurred:(3) Where the
levent occurred:(4) The source of the event;(5) The outcome (success
10211 A lAudit logs capture allindividual user access to cardholder data. Functional | Intersects With Content of Event Logs MON-03 [0y failure) of the event: and(6) The identity of any user/subjeci B IRecords of allindividual user access to cardholder data are captured.
lassociated with the event.
10211 A Jaudit togs capture allindvidual user access to cardhalder data Functional | Intersects With Audic Trals MON-03.2 [Hechanisms exst ok system access 10 individual users o service s [Records o al individual user access to cardholder data are captured.
[Mechanisms exist to 1og and review the actions of users and/or
10211 NA lAudit logs capture all individual user access to cardholder data. Functional | Intersects With | Privileged Functions Logging |  MON-03.3 [HieChali=me et 10 g a7 eyt 5 IRecords of all individual user access to cardholder data are captured.
o rore ah actions taken P Mechanisms exist to develop, document and maintain secure baseline
udit logs capture all actions taken by any individual [configurations for Technology Assets, Applications and/or Ser
fsystem accounts. lstanda
o rure ah actions taken . ConTaure Tecnology pasers fechanisms exTst to configure Technology Assets, Applications and/ar
udit logs capture all actions taken by any individual wi onfigure Technology Assets, eices TAAS) wilvca i igh ik e it mere restrcte .
10212 A sdminisirative access, including any interactive use of appication or | - Functional | Inersects With | Applications andlor Services | CFG-02:5|paselne configurations, 9 s [Records of all actions performed by individuals with elevated
(TAAS) for High-Risk A rivileges are captu
feystem accou or High-Risk Areas
[Audit logs capture all actions taken by any individual with .
10212 wa iministatie access, mcluding any Ineracive use of appicaton or | Functonal | Intersects with | AUAing Use of Privlesed | .21 4 |uechanisms exst to audit the exccution of privileged functions, s Records o all actionsperformes by individuals wih elevated
Jsystem accounts,
WMechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient
information to, at a minimum:(1) Establish what type of event
it ogs capture all actons taken by any ndividual w loccurred:(2) When (date and time) the event occurred;(3) Where the
udi u i y any individu levent occurred;(4) The saurce of the eventi(5) The outcome (success IRecords of all actions performed by individuals with elevated
10212 A jsdministrative access, incuding any nteractive use of apolcationor | Functional | intersects with Content of Event Logs MON-03 |01 failure) of the event: and(6) The identity of any user/subject 5 Peregee ave copturee:
Jsystem accoun lassociated with the event.
[Audit logs capture all actions taken by any individual with
10212 NA ladministrative access, including any interactive use of application or |  Functional | Intersects With Audit Trails MON-032 [Mechanisms exist to link system access to individual users or service 5 [Records of all actions performed by individuals with elevated
laccounts. lrivileges are captured.
Jsystem accounts.
[Audit logs capture all actions taken by any individual with
N IMechanisms exist to log and review the actions of users andjor [Records of all actions performed by individuals with elevated
10212 NA Jacministrative access, including any interactive use of application or | Functional | Intersects With | Privileged Functions Logging | MON-03.3 ~ IEChaNIome exist 10 09 ot ey 5 o ob onone
Jsystem accounts.
Mechanisms exist to develop, document and maintain secure baseline
[configurations for Technology Assets, Applications and/or Services
10213 NA lAudit logs capture all access to audit logs, Functional | Intersects With | Secure Baseline Configurations |  CFG-02  [[TAAS) that are consistent with industry. accepted system hardening 5 IRecords of all access to audit logs are captured
lstandards.
Mechanisms exist to configure Technology Assets, Appiications and/ar
Configure Technology Assets, [services (TAAS) utilzed in high-risk areas with more restrictive
10213 NA lAudit logs capture all access to audt logs. Functional | Intersects With | Applications andfor Services | CFG-02.5  [paceiing configurations. 5 IRecords of all access to audit logs are captured.
(TAAS) for High-Risk Areas
echarlsme Sxat o configure Tecnoloay Asses, Apalcations anclor
Serwces (TAAS) to produce event logs that contain sufficient
ation to, at a minir ) Establish what type of
loccurred:(2) When (Gate and time) the event occuired(3) Where the
levent occurred;(4) The source of the event;(s come (success
10213 NA JAudit logs capture all access to aut logs Functional | Intersects With | Content of Event Logs MON-03 [ T e e ety oy oo s Records of all access to audit logs are captured.
lassociated with the event
10213 A it togs capture all access to audit ogs. Functional | inersects win At Trats MON-03.2 [ HEChanISmS exISEED ik system access ta ndiidha Users of service s Records of alaccess o audt logs are captured
10213 A Jaudit ogs capture allaccess to audit logs Fonctonal | Inersects with | Privieged Functions Logging | MON-033 [lhaliome X o Tog nd review e acions of users andor s Records of all access to audit ags are captured.
Tanrams et to dovelon, docUmenT S TIa AT Seclre Basne
[configurations for Technology Assets, Applications and/or Services
10214 NA lAudit logs capture all invalld logical access attempts. Functional | Intersects With | Secure Baseline Configurations |  CFG-02  [[TAAS) that are consistent with industry. accepted system hardening 5 IRecords of all invalid access attempts are captured.
lstandards,
Mechanisms exist to configure Technology Assets, Applications and/or
Configure Technology Assets, [services (TAAS) utilzed in high-risk areas with more restrictive
10214 NA lAudit 1ogs capture all invalld logical access attempts. Functional | Intersects With | Applications andfor Services | CFG-02.5  [paseline configurations. 5 IRecords of all invalid access attempts are captured.
(TAAS) for High-Risk Areas
echarisms et o confgur Technoloay Asses, Apalcations andlor
pervices (1) o produce cvent ogs ot cortan uffcent|
information to, at a minimum:(1) Establish what
lccurea(2) Wiren (e and i) the cvent econea ) Where the
levent occurred;(4) The source of the event;(s) The outcome (success
10214 NA Jaudit logs capture all invalid logical access attempts. Functional | Intersects With | Content of Event Logs MON.03 [ e o e vent: sni8) The mtiy of oy sorumrey s Records of allinvalid access attempts are captured.
lassociated with the event.
10214 A Jaudit logs capture allinvalid logical access attempts Functional | Intersects With Audit Trails MON-03.2[Hechanisms existtolink system access to individual users or service s Records of al invaid access attemps are captured
10214 A it ogs capture allivald logcal access attempts Functional | Itersects With | Privileged Functions Logging |  MON-03.3 gee;yggsww,;exgcgge 198 el review the actons of users andlor s Records of all invald access attempts are captured!
echantims e o confoure TochmaTogy RSEets AppTcatons amalor
Sevices (TARS) omoduce event logs that contan sufficent
JAudit logs capture all changes to identification and authentication nformaton to, a 3 minimun: (1) stablish wha type of ever
leredentials including, but not limited to; jcaurradi2) ihen <Tuhaze snd e} the avent occurred 3) Wi[vEre the
ln Creation of new accounts Jevent occurred () The source of the event tcome (success Records of al changes to dentifcaton and authenticaton credentials
10215 NiA I& Elevation of privileges. Functional | Intersects With Content of Event Logs. MON-03 " or failure) of the event; and(6) The identity of any user/subject s fare cap!
[m All changes, additions, or deletions to accounts with administrative [associated with the event
laccess.
it ogs capture al changes to identification and authentication
leredentials including, but not imite
ln Creation of new accounts. . i » IMechanisms exist to link system access to individual users or service IRecords of all changes to identification and authentication credentials
10215 A B Crmteon et ppecou Functional | Intersects With Audit Trails o032 [Wechanis 5 i
|n All changes, additions, or deletions to accounts with administrative
es:
IAudit logs capture all changes to identification and authentication
leredentials including, but not limited to:
ln Creation of new accounts, N IMechanisms exist to log and review the actions of users andor IRecords of all changes to identification and authentication credentials
10215 NA I Eiovanon o1 prvicscs. Functional | Intersects With | Privileged Functions Logging | MON-03.3 _[{ieShalISne et 1o 100 7 fevt 5 e e
In Al changes, additions, or deletions to accounts with administrative
laccess.
JAudit logs capture all changes to identification and authentication [Mechanisms exist to develop, document and maintain secure baseline
lcredentials including, but not limited to; [configurations for Technology Assets, Applications andor Services
((TAAS) that are consistent with industry-accepted system hardening R
' ecords of all changes to identification and authentication credentials
10215 A | E oy Functional | Intersects With | Secure Baseline Configurations |  CFG-02  [standards. 5 e e
I changes, additins, o deletion to accounts with administrative
St loas capture all changes to dentihcation and authentication Mechanisms exist to configure Technology Assets, Applications and/or
[t og= capture all changes to identification and authenticat [Services (TAAS)utized n igh-isk areas with mare resrctive
[credentials including, but not limited to Configure Technology Assets, aseline configuratio
10215 NA Functional | Intersects With | Applications andor Services |  CFG-02.5 B [Records of all changes to identification and authenfication credentials
|n Elevation of privileg o e ce lare captured
= All changes, additions or defetions to accounts with administrative
Jaccess.
[Mechanisms exist to develop, document and maintain secure baseline
[Audit logs capture the following: [configurations for Technology Assets, Applications andjor Services
10216 NA ln Al initialization of new audit logs, and Functional | Intersects With | Secure Baseline Configurations |  CFG-02  [[TAAS) that are consistent with industry. accepted system hardening B [Records of all changes to audit log activity status are captured.
= Al starting, topping, o pausing of the existing audis logs lstandards.
Wechanisms exist to configure Technology Assets, Applications and/or
[Audit logs capture the following Configure Technology Assets, [services (TAAS) utilized in high-risk areas with more restrictive
10216 NA [n Al initialization of new audit logs, and Functional | Intersects With | Applications andjor Services | CFG-02.5  [paseline configurations. B IRecords of all changes to audit log activity status are captured.
|m All tarting, stopping, or pausing of the existing audit logs. (TAAS) for High-Risk Areas
echarlams eXa o Confgure Technology Assets, Applcations andiar
Sevices (TARS) o produce event ogs that cotaln suffcent
nformaion to, a 3 minimun: (1) stablish wha type of ever
loccurred:(2) Wien (date and time) the event occured (3 inere the
[pudit logs capture the following: [Event occurred:(4) The source of the event(3) The outcome (success
10216 NA [n Al initialization of new audit logs, and Functional | Intersects With Content of Event Logs MONG3 o o) f th evert;anc() The ety of ary eerieubject B [Records of all changes to audit log activity status are captured.
= Al starting, stopping, o pausing of the existing audis logs [acsociated with the
[Audit logs capture the following
10216 NiA [m All initialization of new audit logs, and Functional | Intersects With Audit Trails MON-03.2 [echanisms exist to link system access to individual users or service B [Records of all changes to audit log activity status are captured.
|n All starting, stopping, or pausing of the existing audit logs.
[Audit logs capture the following
0216 wa oAl inializaton of new audt fogs, and Functional | Itersects With | pivleged Functions Logging | MON-03.3 [ Hecharisms exist to log and review the actons o users andlor s Records of al changes o audit og ativiy status are captured,
|n Al starting, stopping, or pausing of the existing audit logs priviess
Comfaure Tecnoloay Assers [echanisms et o confgure Technology Assets, Applcatons andlor
onfigure Technology Assets, [Services (TAAS) utilized in high-risk areas with more restrictive i indi i
10217 NA JAudit logs capture all creation and deletion of system-level abjects. Functional | Intersects With | Applications andlor Services | CFG-02.5  |paseiine configurations. | 5 e o erations ihat Indicate 2 system has been modified from
9 s intended functionality are captu
(TAAS) for High-Risk Areas
Mechanisms exist to develop, document and maintain secure baseline
[configurations for Technology Assets. Applications and/or Services ndi
10217 " laudit logs capture allcreation and deletion of systemlevel abjects. | Functional | Itersects With | Secure Baseline Confgurations | CFG-02 | om0 ey et oo o e s hecords of aleratons tha indicte o system has been modifed fom
lstandards;
Hecharisms eX=tto confgure Technoloay Asees, Apalcations analor
Iservices (T roduce event logs that contain suff
omaton o, a2 manimum) Eslabl\sh wnat type o avent
loccurred:(2) Wien (date and time) the event occulredi(3) Where the
levent occurred;(4) The saurce of the eventi(5) The outcome (success Records of aterations that inicate a system has been modifed from
10217 A JAudit logs capture all creation and deletion of system-level objects. Functional | Intersects With Content of Event Logs MON-03 [0y failure) of the event: and(6) The dentity of any user/subject 5 R o ra e henetions o oo et
lassociated with the event.
; e 2l creati N y . . ; » [Mechanisms exist to link system access to individual users or service Records of serations hat ndicate asystem has been modined from
10217 A JAudit logs capture all creation and deletion of system-level objects. Functional | Intersects With Audit Trails MON-032 [ZECTRS s e o ranaad fanetions o oo et
y N [Mechanisms exist to 1og and review the actions of users and/or [Records of alterations that indicate a systgm has been moaified from
10217 NA |Audit logs capture all creation and deletion of system-level objects. Functional | Intersects With | Privileged Functions Logging | MON-03.3 _[Iechanisme exist o Jog and revl 5 o s o s i dcate 2
Hechanisms et 0 develop, docurient and mairtal secare baseine
lAudit logs record the following details for each auditable event: Configuratons for Technology ASsets, Applcarions andior
ln User identification, TARS) Tt v coniatent i ot Secapted yssem ardening
lstandards;
Date and time. suffictent datato be able to dentiy successful and fled atempts
1022 NA I e e eailure indication. Functional | Intersects With | Secure Baseline Configurations |  CFG-02 5 and who, what, when, where, and how for each event lsted in
|n Origination of event. & 4
Identity or name of affected data, system component, resource, or
Jservice (for example, name and protocol)
fechanisms exist to configure Technology Assets, Applications and/or
lAudit logs record the following details for each auditable event: Sevices (TAS) Uilcd In high 1ok arem it mere restnetne
ln User identificati bbaseline configurations
= Lype of ex Conture Techology sssets sucen daatobe 3ol o dentysuccessiland faed ttemps
1022 NA I8 Do o e lure indication Functional | Intersects With | ~Applications an CFG025 B land who, what, when, where, and how for each event listed in
o o ot (TARS)for High-Risk Areas requirement 10.2.1 are captired.
ln Identity or name of affected data, system component, resource, or
lservice (for example, name and protocol)
echanTsms o confoure Technology Asees. Applcatons andlor
|Audit logs record the following details for each auditable event: Serwces (TAAS) to produce event logs that contain suffi
ln User identification, Iovmz;ni;,(;mal a(vﬂm;v mumi) E)stl:bhsh wnat yDe;(;;zs‘ln( N
loccurre en (date and time) the event occurre here the
I3 Dpe of event. lovent oceurred ource of the event.(5) The outcame (success suficent data to be able todentiy successtul and falld atempis
1022 A S0 e acaion Functional | Intersects With Content of Event Logs MON-03 [0y failure) of the event: and(6) The dentity of any user/subject 5 st when, where, and how for each event lsted in
ln Origination of ever lassociated with the event requiremen are capture
= centity or ame of ffected data, system componert, resource, or
Jservice (for example, name and protocol)

Secure Controls Framework (SCF)
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FDE Name [ — Erp— O ) R
i g ecors h allowing el foreach st evrt
o User denti
= Dvke o Mechanisms exit o lnk systen access to individual usersor service suffiient data to be able o identfy successfu and aied attempts
1022 N/A Functional Intersects With Audit Trails MON-03.2 e 5 lanc 0, what, when, where, and how for each event listed in
Siccestand e ncaton fccounts ond who, what when, where,
= anmalmn of e a pur
ety or name of afecte data syster component, resource, o
Servl:e (for example, name and protocol).
o1 o Feod e oot o s e 0o WS 900 | roncuone | marects v | mrovecton ot cvert o | mowan [T S ot et e ard vt ook o . e oty s ot b s by naoried
FRead access o 2udit ogs s s iked to hose wih 3 Job relted Access by Subset o Prvieged 3 [Hechoriams ot to reirict access to the managamn o SvenT oS Stored actviy records cannot be accessed by unautharzed
1031 A |need. Functional Intersects With Users MON-08.2 iy privileged users with a specific business need. s [personnel.
1032 wa Jwcit g les are protected o prevent modifcations by indviduals. | Functional | ntersects With | _ protecton of vent Logs | MON-08_|harise eX1t o pratect event logs and audittoofs from s stored activty records cannot be modifed by personnel
Access by Subset o Prvieged on.7Mechanisms exit to restic access to the management of svert ogs
1032 A st log fles are protected to prevent modifications by ndwiduals, | Functional | Intrsects With ubset MONOB 2 [lhans eXtTo estTe access o the mar s stored actvty records cannot be modifed by personnel.
Rt Tog fles, including those for externalfacing technologies, are echanisms exit 0 utlize a Securty Incdent Event Hanager (SIEW),
1033 wa pramot acied o scure, cantva el 1ogsevr or onr|  Functana | st (3o Colectonof Sty onqz Sl automated ol 5 supprt he cenvalzeacalecon of s [tored activiy records are secured and preserved in a centrallocaton
[media that is difficult to modify. 9 [security-related event log: o P
it log fles, inclucing those for exteral-facing technoiogies, are
a2 [fomates mechanis it to centrally colec, i and s store actvy records are secured and preserved n 3 central locaton
1033 wa bromeiy bacieds o sl cenva e og sty oo Functons | mersecswin | convamevew s mmoss | wowoze [T TEn  i s tored actuly records aresecured o
it 1o fles, inclucing those or sxteral- facing technologies, are Wechanisms exis o back up event logs onto 3 physically dffrert
1033 wa romptly backed up to a secure, cental, intermal 10 ervert)or ner]  Functonal | Intrsects with | EVent Log Backup on Separate | 10y 0.1 Systam oraystem component han the Securly nident Event s stored actvty records are secured and preserved in 3 central location
[media that is difficult to modify. sical 5y P [Manager (SIEM) or similar automated tool o
File ntegriy monitoring or change-detection mechanisrs = used o o e e Moo Mechanisms exit (o utiize File ntegrty Monitor (I, or smiar e e e e o o b
1034 A UG 004 3 ensure tha exsimg 109 data cannot be changed wihout |  Functional | Intesects with [EN9POIT il Intearity Manitoring| gy, <t and report on Unauthonzed changes fo s Stored sctivy records cannot be modifed without an alert being
[generating alerts. [selected files and (onﬁguratlon semn 2 o
e gy oo PO STITar
Fle intearity monitoring or change.detection mechansms s used o
laudit logs to ensure that existing log data cannot be changed without unction: n it i i onitorir v change-detection tcch ology, on critical Technology Assets, |Stored activity records cannot be modified without an alert being
1034 A L 100t eneure hat xstng 09 dats ook e Changed wihout | Functional | Intesects it | File ntegrty Monioring (F) | woN01.7 |Shange-detection technology,en citcl Technology Asees s stored act
Senerating aiers
[ fotouieg auat o0 re reviewes at et ance cay
o Al security o
ool st component tha sore, process,or ransmit CHD
Bndior . Mechanisms exit to utiize a Securty Incdent Event Manager (SIEM) ’ . s an .
1041 wa = Logeof al crical sytem component Functional | Itersects with | AURGMated Tool for REAITITe | o, 01 5 or siar automated fol, to upport nea real-tme anayss an s Potenillysuspicous o anemalous actiies are quickly dentifed o
lm Logs of all servers and system components that perform security % lincident escalation.
Functons for example. network secunty control, Itrusion getection
systems (IDS/IPS),
echaniams exit o Generate, monfar, corite and /espond 10
[The following audit logs are reviewed at least once daily lalerts from physical, cybersecurity, data protection and supply chain
[m All security events, lactivities to achieve integrated situational awareness.
2 Cogs of allsystem components tha stor, process,or transmit CHD
[and/or SAD. |Potentially suspicious or anomalous activities are quickly identified to
l041 wa (05 o all critcal system components. Functional | Intersects With | System Generated Alets | MON-0L4 s Potentially suspie
5 Coge of ol servers andsyscem components that perform security
functons for exampie, netwark SaCuRy control, Inrusion getection
systems (0S1PS).
[servers).
[ fotowing auat o0 re reviewed at et ance iy
A security o
= Cogs f il syster componentsthat stare, pocess, or transmit CHD
Endior shp. ertraied Collecton of Secur Mechanisms exit 0 utiize a Securty Inciden Event Manager (SIEM), stentialy suspicious or anomalous aciviies are quickly dentifed to
1041 wa o of i ot syt components Functional | Itersects with [Centraized Collction of Securt| o7 |or simiar sutomate too o support the centraized colecton of s FPotentialy susp lous actvites are quickly dentifed
|w Logs of all servers and system components that perform security o [security-related event logs. s
Funcions (for exampie, nebuork secunty controls, ntrusion getection
P systems (IDS/IPS),
iechanisme exist o Feview avert1og8 o GG Basi and
[The following audit logs are reviewed at least once daly: lescalate incidents in accordance with established timelines and
o Al security events, eecalae e
= Cogs of al syster components tha store, process,or ransmit CHD
[andlor Se0. [Potentially suspicious or anomalous activities are quickly identified to
1041 wa "C0ge o all critcal systern companents. Functional | Itersects With | Securiy Event Monitoring | MON-0L8 s
mimize Tmpect
= Logs of allservers ansystem companents that perform sscurtty
Functons for example. network secuty control, Itrusion getection
systems (IDS/IPS),
o ollwing aucit g r revined at et ance il
o Al security o
£ Loge ool e components tht stor, process, o ransmit CHD
Jutomated mechanisms exis to cntrally collect, eview and analyze Potentially suspicous or anomalous actities are quickly identified to
1041 WA e o0s o1 i crical systen comparens Functional | Intersects Wit | Central Review & Analysis | MON-02.2 s 3
o Logs afll rial systom components. -t perform securty [l records rom mutiple sources minimize mpact
lfunctions (for Examp\e etk security controls, intrusion-detection
Systems (DSIPS).
[servers).
Automated Tools for Real-Time [Mechanisms exist to utilize a Security Incident Event Manager (SIEM). [Potentially suspicious or anomalous activities are identified via a
10411 A lutomated mechanisms are used to perform audit og reviews. Functional | Itersects With o MON-01.2 [ simiar automated 100l 6 suppor neat 1ea ine analysls and s otentilly suspicous o anamalous o
Incident escatation
Wechanisms exis o GErnerate, Mo G, Corelate 3nd F8spornd 1o
Jalerts from physical, cybersecurity, data protection and supply chain IPotentially suspicious or anomalous activities are identified via a
10411 wa lutomated mechanisms are used to perform audit og reviews. Functional | Intersects With | System Generated Alets | MON-0L4. [2uiieo o ae e chpersectly: doto protecton o s otentilly suspicous o snomalous ac
Wechanisms ex/st 5 eview evert1ogs o an ongoing bass and — P——
y jams are s it log reviews unct " sy Event Moritor (oL [ e i seorsaie WinesabiEhe Umelres and otetialy suspicious o anomalous activiies are dentifed via
10411 A lutomated mechanisms are used to perform audit og reviews. Functonal | ntersects With | Secuty Event Moniioring | MON018  [esclte i s otentilly suspicous o enomalous ac
- oot secom Wecharims et o ulze Securty ncidont Evert Hanaer SEW, ey sumpicioes o momatows sciites are entied v
o411 A lutomated mechanisms are used to perform audit og reviews. Functional | Itersects with [Centraized COlction of Securt| ooz lor simiar sutomated too o support the centraized colecton of s Potentially suspiious or anomalous sciviies are identified via &
o [security-related event logs. P
tomated mecharisms existto orreate both techmical and n
oz ol nformaion o cros h enerprse by o Securty ner Potentially suspicious or anomalous activties are dentified via &
0411 A utomated mechanisms are used to perform audi log reviews, Functonal | Inersects with |Corelate Moritoing Information|  MON-02.1 [S<hEa nfermetion fom acros te enterprice by o Sect s Fotentilly suspicous o anamalous o
lorganization wide stuational awareness
027 utomated mecharisms exist tocentraly collect, review and anayze FPotentilly suspicous or anomalous sctviies are Hentiied via &
0411 A Jutomated mechanisms are used to perform audit og reviews. Functional | intersects with | Cental Review & naysis | MON-022 akarnated mecharieme exfif o ce s e pious o aremaoue o
Charisis existto review event g an an o7gomg s and Potentially suspicous or anomalous actvies for ther system
1042 wa Logs of al other sysem componeris (hose ot specied n Functional | Intersects With | Securiy Event Monitoring | MON-01.g _|escelate ncdents in accordance withestablshed timelnes and s Components (1ot Included in 10.4.1) are reviewed in accordance with
ea P lorocedures, lthe entity's identified risk.
[The frequency of periodic log reviews for all other system components Hechaniems exit o eview event logs on an ongang basi ang
linot defined in Requirement 10.4.1) is defined in the entity’s targeted " i i itorin " [escalate incidents In accordance with established timelines and lLog reviews for lower-risk system components are performed at a
10421 A sk analysis, which is performed according to all elements specified in| "UN€tional | Intersects With | - Security Event Monitoring | MON-01.8 lprocedures. s [frequency that addresses the entity's risk.
1250
[Exceptions and anomalie 19ened during e revien process are o o y 7 o e e o e oo S e s
1043 A [xceptions Functional | Subset of Continuous Monitaring ono1_[pememe Xt 0 susp Jous actvites are addresser.
Mechanisms exist & generate, morTior, corelte and respond 10
ceptio s identied during the review pr Rlerts from physical, cybersecurty. data protecton an supply chain
1043 wa [exceptions and anomalies dentified during the review Process ate | fincional | Intersects With | System Generated Alerts | MON-OLA [ochvtiesto achie inieqrorcs stvationty snareneam *PP s suspicious o anomalous activiies are addresse.
P Wechanisms exist o eview evert1ogs o an ongong basis and
1043 wa sty and anomales Wentfed g e Ve PUCESS e | Funcuonat | inersects Wit | Securty ventoitorng | NOW0L st nident n ocordance wiesabished tmalnes and s Suspicious or anomalous activies are addressed.
retain audic og istory for at least 12 months, with at least the most 15 Mechanisms exis to retain media and data in accordance with Wistoricalrecords of actvty are avallable immediately o support:
1051 NiA [recent three months immediately available for analysis. Functional Intersects With Media & Data Retention pers [applicable statutory, regulatory and contractual obligations. s lincident response and are retained for at least 12 months.
echanims et t et event og o e period constent it
Retain ausi og historyfor at least 12 months,with at east the most | g0 || ; e on reorce eterion requrements o pros suppot o i e istorical records ofactvity are available immediatel to support
1051 NA lrecent three months immediately available for analysis. Functional | Intersects With Event Log Retentior MON-10 finestigations of security incidents and to meetstatumry, regu\atwy s lincident response and are retained for at least 12 month:
e conaracta roention reacremants
Fecharie 4 o1 Rea Fersoral Bt PO, o
neiadate, for an organtzetiondefined tme period o ulll e
pu.pase(s; et n th noiceor 2 e by ai(2) D o
morymies the P, rogares o the
IRetain audit log history for at least 12 months, with at least the most Personal Data (PD) Retention & g ortor ﬂrgammmn-deﬁne techniques [Historical records of activity are available immediately to » support
1051 N lrecent three months immediately available for analysis. Functional | Intersects With Disposal PRL0S [Ghure secore deletion ar destruction of PD (including originais, coples 5 lincident response and are retained for at least 12 months
[ arcnvea records)
echarters o0 o Gevlo, Bocumant rd s i Bzl
’ 1260 using tme-synchronizti Coniguratons for Technology Assets, Applcarions andior
1061 wa Systen locks and time ae synchvonized using tme-synchronzaton | puncional | ntersecs With | Secure Baseline Configurations | CFG-02 [ TA) 1ot e concotont s iy esentod s nordining s Common time i estabished across alsysters.
Ktandaros
o — echanisms exist o Configre Techiology Assets, Appications andlor
i " i izati onfigure Technology Assets, Iservices (TAAS) utilized in high-risk areas with more restrictive
1061 wa Systen clocks and time ae synchvonized using tme.ynchronzaton | puncional | ncersects witn | Applcatons andlor Servces | CFG-025 asaing comtgurations. s (Common time i estabished across alsysters.
(TAAS) for High-Risk Areas
oor o e ocks 300 T v sy 1 Te s aTEa00 | roncor | st wi | V3T WS TR es | o7 [Wdared e ex o e audtecor o . B
echanisms exit o configure Techrology Assets, ARPICAtans andlor
1061 NA [system clocks and time are synchronized using time-synchronization | puicvions | nersects with Time Stamps MON-07 ervices (TAAS) to use an authoritative time source to generate time B |Common time is established across all systems.
[technology. [stamps for event logs.
ystem locks and time are synchranized using Eme-synehranization Syrchrorization With y harism s to synchranize Toterial syster clocks Wh an
1061 A e i Functional | Intersects Wit |, Synchvonization With |y g7 1 [Mechanisms exst o sync s Common time is estabished across al systers.
oon o e cocks 330 T v syt T e a0 | oncior | esecowin | | Gk syenranzatn o Hechaisms o o il e cynchrazaton ooy . B
Fechnolog ynchronize i crtical system
i Sitotts dondlop, SocumerE S AR S BRRATE
lConngurations fr Technology Assets, Applcarions andior Serices
Systems are configured to the correct and consistent time as follows: (T‘\‘\d51 that are consistent with industry-accepted system hardening
cSignated time servers are n use andarcs
= Oy e st catra i ervers rcaves e o
Excernal s
= Time recelved from external sources i based an Intemnational
[eomic Time or Cooranated Universel Time (UTC) ’ ; . ) .
1062 wa Sty e s oy o Functonal | Itersects With | Secure Baseline Configurations | CFG-02 s It time on i systems is accurate and consistert
Specinc industy-accepted extarna
[ Where there 1 mors than one designated time server,the time
Cervers peer with ane another to keep accurate tme
ncermalsystems receive tme nformation oy fom designated
Centra e sorvero)
Wecharisrms ex(st o Configure Techalogy Aesets, AppIcatans andlor
Services (TAAS utzed In ign risk areas with more restrcte
st ae confured to e corect and consstent e a3 1o baseline configurations.
"G o more designated tim
= oniy e aeswed Centraltime senver) eceives time from
Excernal s
= Time recelved from external sources i based on International
{Atomic T\me or Coordinated Universal Time (UTC). Configure Technology Assets,
1062 wa Functional | Itersects With | Applications angjor Services. | CFG-02.5 s [T time on i systems is accurate and consiser
nated e Server) accept U upies ol rom opications andlor Service
[specific mdus\ry accepted external s ‘o
[ Where there & mors than ane designated time server,th time
Cervers peer wit ane another co keep accurate i
- ncermalsystems receive tme nformation oy fom designated
Centra e sorvero)

Secure Controls Framework (SCF)
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1062

FDE Name

Document Element (FDE) Descriptios

Svstems are configured to the correc and consistnt time s fllows
or more designated time ser

[E Only the deslgnatéd central time server(s) receives time from
lexternal sources.

Time received from external sources is based on International
|atomic Time or Coordinated Universal Time (UTC).
o The designated time serverls) accept time updates only rom
lspecific industry-accepted external st

[&Where there is moré than one designated time server,the time
lservers peer with one another to keep accurate

[ Internal systems recelve time Information enly from designated
[entral tima server(s

Functional

Intersects With

PCI DSS v4

SCF Control

System-Wide / Time-Correlated
Audit Trail

MON-02.7

Secure Controls Framework (SCF)
escription

|Automated mechanisms exist to compile audit records into an
audit trail that is

version 2026.1_x000a_03/27/2026

[The time on all systems is accurate and consistent.

1062

Isystems are configured to the correct and consistent time as follows:
o ted time servers are in use.
[m Only the designated central time server(s) receives time from
lexternal sources.

Time raceived from external sources s ased o Itematianal
|atomic Time or Coordinated Universal Time (UT
e Getrared e cerver(e) accapt e dpdbtes anly from
Epecific industry-aceepted axtemal saurces,
| Where there i more than ane designated time server,the time
lservers peer with one another to keep accurate

[ nternil systems recenve i Information anty rom designated
Fentral tme server(s)

Functional

Intersects With

Time Stamps

MON-07

[Mechanisms exist to configure Technology Assets, Applications andjor
[services (TAAS) to use an authoritative time source to generate time
tamps for event logs.

[The time on all systems is accurate and consistent.

1062

[Systems are configured tothe correct and consistent time 3 fallows:
[a One or more designated time servers are i
= Only the designated centraltime Sevr() receives time from
lexternal st

ime received from external sources is based on Intenational
fcomic Time or Coordinated Universal Time (UTC).

‘The designated time server(s t time updates only from
Cpecific industry-accepted extemal sources
| Where there s more than one designated time server,the time
lservers peer with one another to keep accurat

[ nterni systems recenv i Information anty rom designated

[entral time server(s).

Functional

Intersects With

Synchronization With
Authoritative Time Source

MON-07.1

Mechanisms exit o synchronize internal system clocks with an
lauthoritative time sourcs

[The time on all systems is accurate and consistent.

1062

Systems are conigured o the correct and consisent time s follows
[m One or more designated time servers are i
8.0y the desigrated central tme Servar(s) receives time from
lexternal st
& Time received from external sources is based on International
ftomic Time or Coordinated Universal Time (UTC).
‘The designated time server(s) accept time updates only from
Epecific industry-accepted extemal sources
here iz more than one designated tme server, the time
lservers peer with one another to keep accurate tims
[ internal systems recne time nformation anty rom desionated
lcentral time server(s)

Functional

Intersects With

Clock Synchronization

SEA20

Mechanisms exit (0 tiize time-synchronization technology to
lsynchronize all critical system clo

[The time on all systems is accurate and consistent.

1063

NA

[Time synchronization settings and data are protected as follows
s to time data is restricted to only personnel with a business

ey changes o time settings on critcalsystems ore logged,
Imonitored, and reviewed

Functional

Intersects With

Secure Baseline Configurations

CFG-02

WMechanisms exist to develop, document and maintain secure baseline
[configurations for Technology Assets, Applications and/or Services
(TAAS) that are consistent with industry-accepted system hardening
lstandards;

Isystem time settings cannot be modified by unauthorized personnel.

1063

NA

[Time synchronization settings and data are protected as follows:
lm Access to time data is restricted to only personnel with a business

Ineed.
[m Any changes to time settings on critical systems are logged,
Imonitored, and reviewed

Functional

Intersects With

Configure Technology Assets,
Applicatons andior Services
(TAAS) for High-Risk Areas

CFG025

[Mechanisms exist to configure Technology Assets, Applications andjor
[Services (TAAS) utiized in high-risk areas with more restrictive
lbaseline configurations.

ISystem time settings cannot be modified by unauthorized personnel.

1063

[Time synchronization settings and data are protected as follows:
[m Access to time data is restricted to only personnel with a business

[peed.
lm Any changes to time settings on critical systems are logged,
[monitored, and reviewed.

Functional

Intersects With

System-Wide / Time-Correlated
Audit Trail

MON-02.7

|Automated mechanisms exist to compile audit records into an
audit trail that is

ISystem time settings cannot be modified by unauthorized personnel.

1063

[Time synchronization settings and data are protected s follows:
Im Access to time data is restricted to only personnel with a business

Ineed.
lm Any changes to time settings on critical systems are logged,
[monitored, and reviewed.

Functional

Intersects With

Time Stamps

MON-07

[Mechanisms exist to configure Technology Assets, Applications and/or
[services (TAAS) to use an authoritative time source to generate time
lstamps for event logs.

Isystem time settings cannot be modified by unauthorized personnel.

1063

NA

[Time synchronization settings and data are protected as follows:
cess to time data is restricted to only personnel with a business

eed.
lm Any changes to time settings on critical systems are logged,
Imonitored, and reviewed

Functional

Intersects With

Synchronization With
Authoritative Time Source

MON-07.1

[Mechanisms exist to synchronize internal system clocks with an
time source.

Isystem time settings cannot be modified by unauthorized personnel.

1063

NA

[Time synchronization settings and data are protected as follows:
o Access to time data i restricted t anly personnel with  business
eed.

Any changes to time settings on critical systems are logged,
[monitored, and reviewea

Functional

Intersects With

Clock Synchronization

SeA20

IMechanisms exist to utilize time-synchronization technology to
lsynchronize all critical system clocks.

lsystem time settings cannot be modified by unauthorized personnel.

1072

[Failures of critical security control systems are detected, alerted, and
laddressed promptiy, ut not limited to failure of the
ffolowing critical security control systems:

security controls.

lm 1DS/1PS.
lm Change-detection mechanisms.

[m Audit logging mechanisms.
= Segmentation controls (1 used.

= Audit 1og review mechanis

= Atomated securiy testing ool (i used).

Functional

Intersects With

Respond To Unauthorized
Changes

CFG-02.8

IMechanisms exist to respond to unauthorized changes to configuration|
Jsettings as security incidents

[Failures in critical security control systems are promptly identified and
laddressed

1072

NA

[Failures of critical security control systems are detected, alerted, and
laddressed promptiy, including but not limited to failure of the
ffollowing critical security control systems:
lm Network security controls.

IDS/IPS.
lm Change-detection mechanisms.
lm Anti-malware solutions.
lm Physical access controls.

Logical access controls.
[m Audit logging mechanisms.
| Segmentation controls (f used).

Audit log

= Aikoroted sccurty veating toos fused)

Functional

Intersects With

Security, Compliance &
Resilience Controls Oversight

cPL02

techanisms exist to provide a security, compliance and resilience
(or\(ro\s oversight function that reports to the organization's executive
leadership.

[Failures in critical security control systems are promptly identified and
laddressed.

1072

NA

[Failures of critical security control systems are detected, alerted, and
laddressed promptiy, including but not limited to failure of the
ffollowing critical security control syster

Im Network security controls.

[m 1DS/1PS.

lm Change-detection mechanisms.
lm Anti-malware solutions.
o Prysical access controls
Losicalaccess controls
= Auait ogain
= Segmentaton control (  f usea)
lm Audit log review mech:
= Automated securty teating ool (f used),

Functional

Intersects With

Security, Compliance &
Resilence Assessments

cpL03

chanisms exist to regularly review processes and documented
lprocedures to ensure conformity with the organization's security,
[compliance and/or resilience policies, standards and other applicable
requirements.

Fllures incrtical securty controlsystems are prompty dentfied and
laddressed

107.2

NA

[Failures of critical security control systems are detected, alerted, and
laddressed promptly, including but not limited to failure of the
ffollowing critical security control systems:
lm Network security controls.
[m 1DS/1PS.
la Change-detection mechanisms.
lm Anti-malware solutions.
[m Physical access controls.
lm Logical access controls.
lm Audit logging mechanisms.
= Segmentation controls (1 used.
lm Audit log review mechani
= Automated securty testing ool (f used).

Functional

Intersects With

Functional Review Of Security,
Compliance & Resilience
Controls

CPL03.2

IMechanisms exist to regularly review Technology Assets, Applications
land/or Services (TAAS) for adherence to the organization's security,
|compliance and/or resilience policies and standards.

[Failures in critical security control systems are promptly identified and
laddressed

107.2

[Failures of critical security control systems are detected, alerted, and
laddressed promptiy, including but not limited to failure of the
ffollowing critical security control systems:
K security controls,
lm 1DS/1PS.
[m Change-detection mechanisms.
ti-malware solutions.
[m Physical access controls.
lm Logical access controls.
lm Audit logging mechanisms.
= Segmentation controls (1 used).
la Audit log review mechanisms.
[ Automated securiy tasting tools (if used),

Functional

Intersects With

Endpoint Detection & Response
(EDR)

END-06.2

IMechanisms exist to detect and respond to unauthorized configuration
|changes as cybersecurity incidents.

[Failures in critical security control systems are promptly identified and
laddressed

1072

[Failures of critical security control systems are detected, alerted, and
pdressed promptly, inciing but ot mited to fallure ofthe
ffollowing critical security control system:
lm Network security contrals.
lm 1DS/1PS.
= Change-detection mecharisrs.
lm Anti-malware sol
= Pyt ecess conuas
lm Logical access controls.
lm Audit logging mechanisr
n Segmen(anon controls m usem
udit o
& Automated securiy testing tools (if used),

Functional

Subset Of

Mechanisms exist to implement and gover processes and

Incident Respt pe

1R0-01

o evmersacrty and ot protacion reoted ncoeme.

[Failures in critical security control systems are promptly identified and
laddressed

1072

[Failures of critical security control systems are detected, alerted, and
laddressed promptly, including but not limited to failure of the
Followin critical secarity control systeme.
lm Network security controls.
a 10515,
| Changecdetection mechanisms
lm Anti-malware soluti
= Physical access contros,
[m Logical access controls.
lm Audit logging
= Segmentation controls (f used)
[m Audit log review mechanisr
= Automated securty testing tools (f used),

Functional

Subset Of

Continuous Monitoring

MON-01

t to facilitate the of
moitoning contrals

Filures in ciical security control systems are promprly identited and
laddre:

Secure Controls Framework (SCF)

230f34



Set Theory Relationship Mapping (STRM)

1072

FDE Name

NA

Document Element (FDE) Descriptios

[Failures of critical security control systems are detected, alerted, and
laddressed promptiy, including but not limited to failure of the
ffollowing critical security control systems:
lm Network security controls.
[m 1DS/1PS.
lm Change-detection mechanisms.
lm Anti-malware solutions.
lm Physical access controls.
Logical access controls.
[m Audit logging mechanisms.
 Segmentation controls(f used).
lm Audit log
= Aikormoced sccurty veating toos f used)

Functional

Intersects With

PCI DSS v4

SCF Control

System Generated Alerts

MON-0L.4

Secure Controls Framework (SCF)
escription

[Mechanisms exist to generate, monitor, correlate and respond to
Jalerts from physical, cybersecurity, data protection and supply chain
[activities to achieve integrated situational awareness.

version 2026.1_x000a_03/27/2026

[Failures in critical security control systems are promptly identified and
ladaresse

107.2

NA

[Failures of critical security control systems are detected, alerted, and
laddressed promptiy, including but not limited to failure of the
ffollowing critical security control system:
= Network securiy control.

[m 1DS/1P

= Chanoe detection mecharisms,
lm Anti-malware soluti
= Physical access controls

= Segmentation Controls 1 used).
Audit log review mechanisms
= Automated securty testing tools (f used),

Functional

Intersects With

Risk Remediation

RSK-06

IMechanisms exist to remediate risks to an acceptable level

[Failures in critical security control systems are promptly identified and
ladaressed

1072

NA

[Failures of critical security control systems are detected, alerted, and
laddressed promptiy, including but not limited to failure of the
ffollowing critical security control systems:
security controls.

lm 1DS/1PS.
| Change-detection mechanisms,
lm Anti-malware solu
= Prycical aceess controls
o Logica access controls.
lm Audit loggin

o Segmentation oo Uf usem
lm Audit o
[ Automated security tasting tools (if used),

Functional

Intersects With

Risk Response

RSK-06.1

[Mechanisms exist to ensure proper risk response actions were
lperformed to remediate findings from security, compliance andjor
resilience-related:(1) Assessments;(2) Audits; and/or(3) Incidents.

[Failures in critical security control systems are promptly identified and
laddressed

1072

[Failures of critical security control systems are detected, alerted, and
laddressed promptiy, including but not limited to failure of the
followng criticalsecurty contolsystems:
curity controls.
o ioaar

[m Change-detection mechanisms.

fi-malware solutions.
[m Physical access controls.
lm Logical access controls.
lm Audit logging mechanisms.
= Segmentation controls (1 used).
[m Audit log review mechanism:
& Automated securiy testing tools (if used),

Functional

Intersects With

Centralized Management of
Security, Compliance &
Resilence Controls

SEA-OL1

the
ment and implementation of security, compliance and
eslicnce controls and related processes

[Failures in critical security control systems are promptly identified and
laddressed

1072

[Failures of critical security control systems are detected, alerted, and
laddressed promptly, including but not limited to failure of the
ffollowing critical security control sysi

lm Network security controls.

lm 1DS/1PS.

o Change.detecton mechanisms.

lm Anti-malware soluti

= Physical access contros,

[m Segmentation controls (if used).
[m Audit log review mechanisms.
lm Automated security testing tools (if used).

Functional

Intersects With

Third-Party Incident Response &
Recovery Capabilities

P11

[Mechanisms exist to ensure responsejrecovery planning and testing
lare conducted with critical suppliers/providers.

[Failures in critical security control systems are promptly identified and
laddressed

107.3

[Falures of any critical security controls systems are responded to

lpromptly, including but not limited to:
ln Restoring security functions.
o dentitying and documenting the duration (date and time from strt
to end) of the security fai
lGentifying and documenting the cause(s of failure and
[documenting required remediatior
ln Identifying and addressing any security issues that arose during the
failure.

o Determining whether urher actionsarerequied as a resul of the
ecuriy fa

\smenw\g controls to prevent the cause of failure from

Feoceurr
[~ Resuming monitaring of security cantrols,

Functional

Intersects With

Respond To

Changes

CFG02.8

o respond to
ettmgs 1 secrty incidents

changes to

[Failures of critical security control systems are analyzed, contained,
Jand resolved, and security controls restored to minimize impact.
[Resulting security issues are addressed, and measures taken to
lprevent reoccurrence.

107.3

[Failures of any critical security controls systems are responded to
[promptly, including but not limited to:
lm Restoring security functions.
m dentitying and documenting the duration (date and time from start
lto end) of the security failur

o Gentiying and documenting the cause(s) of falure and

jocumenting required remedia

[ Gemtiying and déracams any sacurity issus that arose during the
failure.

o Determining whether further actionsare required a5 a resut of the
securty a

\emer\lmg controls to prevent the cause of failure from

[+ Resuming monitaring of security cantrols.

Functional

Intersects With

Control Functionality Verification

CHG-06

IMechanisms exist to verify the functionality of security, compliance
Jand resience conrols folowing implemented changes o ensure
lopplicable controls operate as design

Filures ofcritcal security controlsystems are analyzed; contained,
land resolved, and security controls restored to minimize imp:
Reling Securty foues re adoreseed, and messures aken 1
lprevent reoccurrence.

1073

NA

[Failures of any critical security controls systems are responded to
fromptly. including but not imied to:

[m Restoring security fu
lm Identifying and d cumentmg the duration (date and time from start
lto end) of the security failure

o dentfying and documenting the causels)offilure and

enting required remediati

l entitying and acidressing any security ssues that arose during the

failure.

termining whether further actions are required as a result of the
fecurty faiure

Implementing conrols (o prevent the cause o allre from
I+ Resuming monitoring of security controls.

Functional

Intersects With

Security, Compliance &
Resilience Controls Oversight

cpL02

hanisms exist to provide a security, compliance and resilience
[controls oversight function that reports to the organization's executive
rship,

Failures o critcal securtycontrol systems e anayzed, contines,

land and security controls restored to minimize i

g sacumy fouea e adiressea, and messures aven o
lprevent reoccurrence.

107.3

NiA

[Failures of any critical security controls systems are responded to
fprometiy, including but not imited to
lm Restoring security functions.

menmymg ‘and documenting the duration (date and time from start
fto end) of the security failure.

\dcnhlymg and documenting the cause(s) of falure and

enting required remet

[ TGentying and adéresama any securiy issus that arose during the

failure.

termining whether further actions are required as a result of the
fsecurity failure.

la Implementing controls to prevent the cause of failure from
lreoccurring.

|n Resuming monitoring of security controls.

Functional

Intersects With

Security, Compliance &
Resilience Assessments

cPL03

chanisms exist to regularly review processes and documented
lprocedures to ensure conformity with the organization's security,
|compliance and/or resilience policies, standards and other applicable
requirements.

Filures ofcriica scurity controlsystems are analyzed, contained

land resolved, and security controls restored to minimize imp:

Reling Securty soues are addreseed. and measures saken 1
lprevent reoccurrence.

1073

[Falures of any critical securlty contrls systems are responded to
fpromptly. inciuding but not imied to
lm Restoring security functions.

lm Identifying and documenting the duration (date and time from start
fto end) of the security failure.

o dentiying and documenting the cause(s) o faiure and
enting required remediation.

Jadentiying and adaressing any security fssues that arose during the
failure.

Determining whether further actions are required as a result of the
lsecurity failure.

lm Implementing controls to prevent the cause of failure from

lreoccu

|a Resuming monitoring of security controls.

Functional

Intersects With

Functional Review Of Security,
Compliance & Resilience
Controls

CPL03.2

techanisms exist to regularly review Technology Assets, Applications
land/or Services (TAAS) for adherence to the organization's security,
|compliance and/or resilience policies and standa

ailures of critical security control systems are analyzed, contained,

ond resoea, and security contros estored to minimisa impact

[Resulting security issues are addressed, and measures taken to
lprevent reoccurrence.

1073

Falures of any critcalsecuriy controls systems are respanded to
rompty.inluding but not imited

o centitying and uommsmmg the duration (date and time from start
of the security fail
[ Gantiying and docamenting the causets) o alure and
menting required remedi
& Gentiying and addroseing any security fssues that arose during the
failure.

lm Determining whether further actions are required as a result of the
lsecurity fail
[m Implementing controls to prevent the cause of failure from
lreoccurri

Resuming monitoring of security controls.

Functional

Intersects With

Endpoint Detection & Response
(EDR)

END-06.2

IMechanisms exist to detect and respond to unauthorized configuration
|changes as cybersecurity incidents.

Fllres of criical securty contolsystems are anayzed, contained,
land resolved, an y controls restored to minimize impac
Retiing socurty feues e adoressea. ond mebsures aken s
lprevent reoccurrence.

1073

Filuresofany crica securlty controlssystems are responded o
mptly, inclucing but no imie
ethonng secuny fncion
mennvymg and dn:umen(mg the duration (date and time from start
of the security fai
menurymg and documenting the cause(s) of falure and
menting required remedi
I entiying and acreseimg any security issues that arose during the
failure.
o Determining whetherfurther actions are required as a resu of the
se(unkyf failur
\mp\emenm\g controls to prevent the cause of failure from
o
Resuming monitoring of securlty contrals

Functional

Subset Of

echanisms exit to mplement and govern processes and
o faciltat

Incident Resp P

1R0-01

o cymersecurty and cata rotackon-relsted iciden.

Failures ofcritcal security controlsystems are analyzed, contained,
land resolved, and security controls restored to minimize impact
Resuing securty fases are acaressed. and messures taken to
lprevent reoccurrence.

107.3

Faitures of any critcal secury controlssystems areresponded to

lpromtly, including but
e Restoring securty functor
= entiying and dacumenting the duration (date and time from start
lto end) of the security failure.

s Idenlying and documenting th cause(s offallure and

umenting required remedia

I Gemtying and déracams any sacurity issues that arose during the

faiure

termining whether further actions are required 35 a resu of the
se(unly! ailur

implementing controls to prevent the cause offallure from
lreoccurring.
|a Resuming monitoring of security controls.

Functional

Subset Of

Continuous Monitoring

MON-01

IMechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.

Fallres ofciical securiy contro systems e analyzed, contaned,
land re: and security controls restored to minimize impac
ey secuty fsven e nerassca, and mesres v o
lorevent reoccurrence.

Secure Controls Framework (SCF)

240f34



Set Theory Relationship Mapping (STRM)

FDE Name

Document Element (FDE) Descriptios

PCI DSS v4

SCF Control

Secure Controls Framework (SCF)
escription

version 2026.1_x000a_03/27/2026

[Mechanisms exist to generate, monitor, correlate and respond to
Fatures of any critical securty controlssystems are responded to Jaerts from physical, cybersecurity, data protection and supply chain
fromgtly.including butnot lmited lactivities to achieve integrated situational awareness.
toring security function
= ldentitying and décumenting the duration (date and time from start
Fo enc) of the securty alure
o tdenitying and documenting the cause(s) of fllure and Fallres of ciical securiy conirl systems re analyzed,contaned
ldocumenting required remediati N land resolved, and security controls restored to minimize impact.
1073 A Jacentiying and addrassing any sécurity fssues that arose during the | FUNCtonal | Intersects With | - System Generated Alerts MON-01.4 s Resulting securty ssues are addressed, and measures taken to
falure. lprevent reoccurrence.
o Determining whether uther acions arerequird as a resul ofthe
secury o
e rmplomanting contros t prevent the cause of falure from
lreoccurring.
|n Resuming monitoring of security controls.
Fatures of any critical secuty controlssystems areresponded to
mptly, including but not i
estoring security functio
= lgentitying and dacamenting the duration (date and time from start
o end) of the secury aiure
o dentiing and documenting the cause(s) o ailure and Failures of critical security control systems are analyzed, contained,
[Gocumenting required remedati . i ) g . . land resolved, and security controls restored to minimize impact.
1073 A menmymg and adaressing any securiy Issues that arose during the | FUnCtional | Inersects With Risk Remediation RSK-06 - |Mechanisms exist to remediate risks o an acceptable level s [Resulting security issues are addressed, and measures taken to
failur lprevent reoccurrence.
v De(ermmmq whether further actions are required as a result of the
secury alure.
a implementing control 9 prevent th causeof allre rom
Ireoccurr
I¥ Resaming manitoring of security controls
Flluresofany criical securty contrlssystems are responded o
romptly, including
E Reoring securty foncaon:
ln Identifying and do(umsntmg the duration (date and time from start
lto end) of the security failu
= dentitying and docs menting the causels) offailure and [Failures of critical security control systems are analyzed, contained,
IMechanisms exist to ensure proper risk response actions were rol s <
1073 NA cring reaured remeciation Functional | Intersects With Risk Response RSK-06.1  [performed to remediate findings from security, compliance and/or s jand resolved, and security controls restored to minimize impact
Ja eniiying and adaressing any securiy ssues that arcse during the e e A e p e ke IResulting security issues are addressed, and measures taken to
failure. g lprevent reoccurrence.
o Determining whether further actionsare required a5 a result of the
ecuriy faure
[a Implementing controls to prevent the cause of failure from
lreoccurring.
|n Resuming monitoring of security controls.
Faitures of any critcal securiy controlssystems are responded to
[promptly, including b
D Retonng secunty fanéun
ln Gentifying and dn:umen(mg the duration (date and time from start
lto end) of the security failur
l lGentitying and documenting the cause(s) of failure and [Failures of critical security control systems are analyzed, contained,
y Centralized Management of IMech: t the o ity control system: alyzed.
1073 A o oemying and adéreseing any security Issues that arose during the | Functional | ntersects With | Security, Complianc SEADLL  menegement and implementation of securiy, complience and s ReSutig secuniy 560cs are adoresecd, sl messLres tven 13
. dent Resilence Controls resilience controls and related processes. i e o
o Determining whether further actions are required a5 a result of the
ecuriy fa
\mmemenw\g controls to prevent the cause of failure from
Ireoccurr
[ Resuming monitaring of security cantrols,
Faitures o any critcal securiy controlssystems are responded to
lpromptly, including but not limited to:
|n Restoring security functions
ln Identifying and documenting the duration (date and time from start
lto end) of the security failure.
ln Identifying and documenting the cause(s) of failure and Failures of critical security control systems are analyzed, contained,
enting required remediation. anction jin | Thir:party Incident Response & 111 |Mechanisms exist to ensure response/recovery planning and testing land resolved, and security controls restored to minimize impact.
1073 A ln Identifying and addressing any security issues that arose during the | Functional | Intersects With Recovery Capabilties TPMAL lore conducted with critical suppliers/providers. s [Resulting security issues are addressed, and measures taken to
failure. lprevent reoccurrence.
o Determining wheter further actions are required 25 a result of the
lsecurity fail
e mplomanting controls to prevent the cause o alure from
|n Resuming monitoring of security controls.
[t security polces and operationl procedures tht ae dertiied in
fegurement 1 Expectations, conrols, and oversight fo meeting activies within
ln Doc . o1 |Mechanisms exist to facilitate the implementation of operational IRequirement 11 are defined and adhered to by affected personnel. All
111 A Kept up to date Functional Subset Of Oerations Security OPSOLsecurity contros o supporting actvtes are repeatable, Consistently appled. and conformi
ln n use. management’s inter
ln Known to al affected parties.
JAll security policies and operational procedures that are identified in
equrerert 1. ecraisms s o gty and documns Sandarazed oerng Rosatns oo g pvesgn o eeng e v,
w11 NA I Rt U o e Functional | Intersects With e e OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper 5 e a(wmesm pedeiirgpkeddkc Ao i
lexecution of day-to-day / assigned tasks
in use. lto management's i
ln Known to al affected parties.
Jat security policies and operational procedures that are Identified in
equirer : . ntai i . [Expectations, controls, and oversight for meeting activities within
s wa la Gocom runctional | inersects with | PUblshing Security, Complance | ov.p [HEChaNSMS exist to establsh, maintain and disseminate polices, . Requirement 11 are defined and adhered to by afected personnel. Al
Feptup o date & Resilience Docomentation sandords and proce v - comp supporting activlies are repaatable, consstently appled. and conform)
lnin P lto management’s intent.
= Know:toall afected partes.
Mechanisms exist to review the Security, Compliance & Resilience
Jat security policies and operational procedures that are identified in .
N
111 A s pocumented Functional | Intersects With | Securty, Compliance & | GOV-03  |Continuing sutabity, adeduacy and eflecthness. s Reaurement 11 ore gfgczg;;,:;g"{;ng,;g{,gf;;gfgjg;g:gi‘ g
ln n use. Resilience Program lto management's intent.
ln Known to al affected parties.
Day-to-day responsivitesfor performing all the actvies in
[Roles and responsibilites for performing activities in Requirement 11 nction n i n nsibiliti IMech: t to define roles & for al Requrement 1
112 A Jore documented, assigned, and understood. Functional | Intersects With | Defined Roles & Responsibilties | HRS-03 |oerconne) s Fertonnal re accountane or successfu, continuous operation o
these requrements
[Day-to-day responsibilites for performing ailthe activties in
[Foles and responsibiiies for pertorming activities in Requirement 11 | puncrional | inersects i ser Awarencss IMechanisms exist to communicate with users about their roles and IRequirement 11 are allocated.
a2 A lore documented, assigned, and understo Functional | Intersects With User A HRS-03.1 responsibilities to maintain a safe and secure working environment. s lPersonnel are accountable for successful, continuous operation of
these requirements.
Mechanisms exist to assign ane or more qualified individuals with the [Day-to-day responsibilities for performing al the activities in
1112 A [Role: g activities in 1| unctionst | intersects with |ASsigned Security, Compliance & .0 |mission and resources to centrally-manage, coordinate, develop, 5 [Requirement 11 are allocate
ore Gocumentes, assonad, and undersioon Resiience Responsibilities implement and maintain an enterprise-wide Security, Compliance & [Personnel are accountable for successful, continuous operation of
[Resilience Program (SCRP). [these requirements.
Jauthorized and unauthorized wireess access poins re managed a3
fo
e presence of wireless (WI-F|) access points Is tested for
21 A ;n';‘“ Ut and UNaUOed Wiless SECess PONIS L URECtE | |y Contas (50| s eSS exist o develon,covern & update procedurestofacifate 0 Unauthorized wireless access points are identified and addressed
ln Testing, detection, and identification occurs at least once every [the implementation of Networl Security Controls (NSC) pperiodically
fthree months.
ln I automated monitoring is used, personnel are notified via
[Generated slerts
Juthorized and unauthorized wireless access poins are managed as
fo
e presence of wireless (W) access poins s tested for,
= Al authorized and unauthorized wirelest access points are detected
121 NiA land identified, Functional | Intersects With Guest Networks NET-02.2  [Mechanisms exist to implement and manage a secure guest network. B “gﬁ;’;"""‘“d wireless access points are identified and addressed
|n Testing, detection, and identification occurs at least once every s
fthree months.
o automated monitoring is used, personnel are noifed via
lgenerated alert
Mechanisms exist to IImit the number of concurrent external network
:‘tﬁ"‘u”mﬂ and unauthorized wireless access points are managed as connections to its Technology Assets, Applications and/or Services
|n The presence of wireless (Wi-Fi) access points is tested for,
o Al authorized and unauthorized wireless access points are detected
121 " fand identin Functional | ntersects With | Limit Network Connections | NET-03.1 s lUnautharized ireless access points are identified and addressed
ln Testing, de(e(hon, and identification occurs at least once every s v
fthree mon
[ sukomated monitoring is used, personnel are notified via
[Generated slercs.
Juthorized and unauthorized wireess access poins re managed as
fo
e presence of wireless (W-F) access points I tested IMechanisms exist to protect external and internal wireless links from
A authorized and unauthorizd wirless accessponts o detected lsignal parameter attacks through monitoring for unauthorized wireless ed wi dentified an
121 NiA fand ide Functional | Intersects With Wireless Link Protection NET-12.1  [connections, including scanning for unauthorized wireless access 5 Ugﬁ:;"""ze" wireless access points are identified and addressed
o Testing, dele(uar\. and identification occurs at least once every lpoints and taking appropriate action, if an unauthorized connection is is
fthree mon ldiscovered
7 utomated moitoring Is used, personnel are notifed via
lencrated slerts.
Juthorized and unauthorized wireless access poins are managed s
fon
2 Toe presence of wireless (Wi-F) access paints i tsted for,
o Al uihorized and unauthorized ieles access poins e detected
121 A o Functional | Intersects With Wiralass Natworking NeTas  [Mechanisms exist o conrol authorized ireess usage and monior for s Unautborized wireless acces pints ar dentified and adressed
[ Testing, ammn and identification occurs at least once every P
fthree mont
i automated onitoring i used, personnelare noified via
[Gencrated sier
|Authorized and unauthorized wireless access points are managed as
follows:
ln The presence of wireless (Wi-Fi) access points is tested for,
o Al autherized and unauthorized wireless access points are ' detected IMechanisms exist to test for the presence of Wireless Access Points |Unauthorized wireless access points are identified and addressed
1121 N/A fand i Functional Intersects With Rogue Wireless Detection NET-15.5  [(WAPs) and identify all authorized and unauthorized WAPs within the 5 eriodioall P
n Teslmg aetemon, and identification occurs at least once every facilityties). s 4
fthree m
[ Suromated monitoring i used, personnel are notified via
[Generatea slerts
1122 ™. [An inventory of authorized wireless access points is maintained, Functional Subset Of Asset Governance ast01  |Mechanisms exist to facilitate an IT Asset Management (ITAM) 0 lUnauthorized wireless access points are not mistaken for authorized
lincluding a documented business justification. lprogram to implement and manage asset management controls. wireless access points.
IMechanisms exist to perform inventories of Technology Asse
[sppications, Services andor Data (TAASD) that(1) earstely efects
lthe current TAASD in use;(2) Identifies authorized software products,
JAn inventory of authorized wireless access points is maintained, . i ” 02 [including Dusmess‘ustm(anon Getails/3) 13 at the Jevel of granuiaity lUnauthorized wireless access points are not mistaken for authorized
122 A fincluding a documented business Justification. Functional | Intersects With Asset Inventories AST-02 |ieemed necessary for tracking and reporting(4) Inclu s wireless access points.
o gan saton e formaton aeermed neccekory o schieve
[effective property accountability; and(s) Is available for review and
laudit by designated organizational personnel.
[An inventory of authorized wireless access points is maintained, N ; ; y N o N B Unauthorized wireles access poits are not mistaken fo authorzed
122 A o o Hos oo o ooy Functional | Intersects With Guest Networks NET-02.2 [Mechanisms exist to implement and manage a secure guest network. s e e e
echanisms exist t0 protect exteral and intenal wirclss nks from
lsignal parameter attacks through monitoring for unauthorized wireless
JAn inventory of authorized wireless access points is maintained, . i . ” P rough m g for e lUnauthorized wireless access points are not mistaken for authorized
122 A o e e e Functional | Intersects With | Wireless Link Protection NET-12.1 (pzwr:z::nodniakrlvr(\m:p":ms;ﬁ;!e"agc;?cnunaum\?naz\?tdh;(r\rzee‘:isu?\cn(ee::ﬂn . s e e irelese
laiscovered
[An inventory of authorized wireless access points is maintained, N " N N 15 |Mechanisms exist to control authorized wireless usage and monitor for [Unauthorized wireless access points are not mistaken for authorized
122 A including a documented business justification Functional _ | Intersects With Wireless Networking NET1S wireless access s wireless access points
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FDE Name Document Element (FDE) Descriptios SCF Control R e
Ierna vunrabityscans areperformed s ol
ln At Ieast once every thre
= Figh-risk and ccal voinerabilies (per the entity's vinerablty [The security posture of all system components s verified periodically
sk rakings deined ot Reaurement 6 3.)ar resoved using automated tools designed to detect vulnerabilties operating
u31 WA S perormed thatcomr 3 g 1o e Functonal | mtersects With | Atiack Surtace Scope. | vew-01.1 [ HSChaNIS exist o define and manage the sope for s attack e the neworc Detecid vilnrabiles are asessed and recuned
vu\ncram\mcs (25 noted above) have been resolved 9 lbased on a formal risk assessment framework.(continued on next
ol 1s ket up to date with latest vbinerabilty information
= Scans are pertormed by aualfed personnel and organizationd
[ndependence of the tester exists
el vunrabityscans arepertormed s ol
Jn At Ieast once every three months.
= Figh-isk and critical vlnerabilites (per the entity’s vulnerabilty [The security posture of all system components i verified periodically
Fisk rankings defined at Requirement 6.3.1) are resolved . using automated tools designed to detect vulnerabilties operating
131 A cscand e peromed s conti i g 1 and o Functonal | Intersects with | Vulnerabity Remediation | ypy g |Mechanisms exis to ensure t properly identifed, inside the network. Detected vulnerabiltles e assessed and rectfied
vu\nerahmnes (as noted above) h Ibased on a formal risk assessment framework.(continued on next
o015 Kapt up 0 dore s et vlmeromity information. ae)
8 Scans are performed by qualified personnel and organizational
ndependence of the tester exists
Internal vuinerabilty scans are performed as follows:
‘At least once every three months.
l Highrisk and critical vulnerablties (per the entity's vulnerability [The security posture of ail system components is verified periodically
131 A = Reteand re perfommed it Q:i"ﬁ‘rgi@' o 'ﬁig and critcal Functional | Intersects With | Vulnerability Scanning Vem.0g  [Mechanisms exist to detect vulnerabiies and configuration errors by e he retwork Detecies vilnarabiiics are assesked and fecafied
vu\nevam\mes (as rmled above) have been Ye i 9 VS PPl based on a formal risk assessment framework.(continued on next
ool is kept up to date with \a(es( vu\neramhty information. ge)
ans are performed by qualficd personnl and organizational
[nacpondenda of e astr oxsts
Icrna vinrabityscans are performed s ol
| At Ieast once every three month
|w High-r Hsk and critical vu\nerablhnes lDer U\e En(l(y S vu\nerammy [The security posture of all system components is verified periodically
Fisk rankings defined at Reauirement 6.3.1) ar using automated tools designed to detect vulnerabilties operating
131 A v pariarmed that coutr: ol hgh ok and critcal Functional | Intersects With | Update Tool Capabilty VPMA06.1|Mechanisms exist o update vulnerabilty scanning tools. nsice the network. Detected vulnerapiltes are assessed and rectfed
lnerabltes (3 noted above) have been resolved ased on s fomal ik asessment fameworkconnued on st
ool s kept up to date with latest vulnerabilty information ge)
o e e perormec oy aualiied personnel snd orsemoationc
fndependence of the tester exists
el vunrabityscans areperfrmed s ol
Ateast once every e
sk ong el vu\nerablht\es (per the enity's wineraity e secury posture o f system components s verfed peridically
sk rankings defined o Reaurement 3 o Hechaisms xist o gty the breadth and deoth ofcoveragefor using automated tools designed to detect vulnerabilties operating
131 A "re bertormes that confirm ai mgh rlsk fond citcal Functonal | Intersects Wit | Breadtn Depthof overage | VPH-06.2  winerabltyscanningtha cefn th system components scanned i the network. Detected vulnerabities are assessed and recies
uinerstiiies (o noted sbove) have been rexs types of Teimaraiies that are chacked for lbased on a formal risk assessment framework.(continued on nex
 Sean ool 1 Kept o o dave it skest vemeraity nformation page)
| Scans are performed by qualified personnel and organizational
fndependence of the tester exists
Iernal vunerabityscansareperformed s olows:
‘At least once every three m
= Hlgnisic and crcat veimeramies (o the enity's wineraiy IMechanisms exist to perform quarterly internal vulnerabilty scans, [The security posture of ail system components is verified periodically
s Fankings defned ot Requrement 6.3.) o lnternal Vuinerabilty Assessment i nclus af segmentsof e organizton's temalnetvor. as i automated ons desgned o detect vunerabities operstng
131 A e perormed tha confirm o Nk nd critcal Functional | Intersects With rabil VPM-06.7 |well a5 rescans until passing results are obtained or al i inside the network. Detected vulnerabilties are assessed and rc:tlﬁcﬂ
Vulnerabiities (a5 noted above) have been resoived iineranicn o resoiven. as dehned by the Commen vemerabilty Iased on a formal rsk assessment iramework.(continued on nex
o-Scan too s kept up o date with atest vuinerabity nformation [Scoring System (CVSS) page)
| Scans are performed by qualified personnel and organizational
[ndependence of the tester exists
i atnr appcabie vinerbitis (tnose not ranked o Hgh-isk or
crtcal per the entity's vuinerabilty fsk rankings defined a
IRequirement
l6:3:1) are managed as follows: o11 |Mechanisms exist to define and manage the scope for its attack Lower ranked vuinerabilties (lower than high o critcal) are
11311 NiA Addressed based on the risk defined in the entity's targeted risk Functional Intersects With Attack Surface Scope VPM-OLL |\ face ‘management activities. |addressed at a frequency in accordance with the entity's risk.
Bralyss wheh s erfomed accoding t ll alemerts speciied i
IRequirerent
I Reseans arc conducted s necded.
i atnr appcabie vinerabities (tnose not ranked s gh sk or
critcal per the entity’s vuinerabity isk rankings define
[Requirement
631 are manageed s olows i | Vuinerabilty Remediation \o2 |Mechanisms exist to ensure that vuinerabilities are properly identified, Lower ranked vuinerabilties (lower than high o critcal) are
1311 A |n Addressed based on the risk defined in the entity’s targeted sk | Functional | Intersects With Process VPM02 racked and remediated, addressed at a frequency in accordance with the entity’s risk
Bnalysis, which 1 performed according to all elements specified in
[Requirement 12.3.1
Rescans are conducted as needed.
[l other appiicable vuinerabilites (those no ranked s high-risk or
lrtical per the entity's vulnerabilty risk rankings defined at
lRequirement
1) are managed as folows o a errors by Lower ranked vuinerabilies (lower than high o critcal) are
11311 WA ‘Addressed based on the risk defined in the entity's targeted risk Functional | Intersects With Vulnerability Scanning VPM-06 /o, tine vuinerability scanning of systems and applications, laddressed at a frequency in accordance with the entity's risk.
[analysis, which is performed according to ail elements specified in
[Requirement 12.3.1
ln” Rescans are conducted as needed
Inerna vinrabityscans areperformed i authenticted scaning
5 fol
e%Svstame that are unabl to accept credentils fo authentiated
1312 wa e Sucnt preges ars used for those systems that accept Functional | Intersects with | Attack Surface Scope Vemor1  Mfechanisms exist to define and manage the scope for s attack [Automated tools used to detect vunerabities
: e Suftcert prileges o : o > Kiiace mansgement actities Cinerabities ocal 9 63ch Syt which ars ok vsbe remotely,
I accounts used for athenticated scanning can be used for
Iverocie i, thy are managed naccerdance wihReauirement
Intermatwinerabitty scans are performed via authenticate scanning
e svstams that are unabe o acceptcredentials forauthenticated
[scanning are documented. Vulnerability Remediation IMechanisms exist to ensure that vulnerabilites are properly identifid, |Automated tools used to detect vulnerabilties can detec
1312 NA ufficient privileges are used for those systems that accept Functional | Intersects With Y VPM-02 properly 4
o Sufficient prvieges s Process jracked and remediated imerabiitics Iocat o Sach Systam, arich v o vclble remotely.
I accounts used for authenticated scanning can be used for
nteractive login, they are managed in accordance with Requirement
lB.2.2
Internal vuinerabilty scans are performed via authenticated scanning
follows;
| Systems that are unable to accept credentials for authenticated
lscanning are documented
iech:  to dets a errors by |Automated tools used to detect vulnerablties can detect
u312 A o Sufficient prvileges are used for those systems that accept Functionsl | Intersects With | Vulnerasity Scanring G e veinerabilty Scanning of systems and SpRICaTNS. Vulnerabiltics Iocal 1 each Systar, which are not visile remotey.
It accounts used for authenticated scanning can be used for
[teractive login, they are managed in accordance with Requirement
le.22
Internal vuinerabilty scans are performed via authenticated scanning
as follows;
ln Systems that are unable to accept credentials for authenticated Hecharisms xist o perform quarterly nernal vunrabity scans
canning are documented merabi Jwhich includes all segments of the organization's nternal network, s " . [—
u312 A [ Simcint praeges ar use fo those systems that accept Functonal | Intersects witn [Memal Vulnerabilty Assessment vy o6 7 (110 TCkcars Ui paceingresuts ora btsined o il -Hoh- Jutomated tolsused to detect vunerabites can detect
[credentials for scanninc [vulnerabilities are resolved, as defined by the Common Vulnerability ¥ .
' If accounts used for authenticated scanning can be used for [Scoring System (CSS).
nteractive login. they are managed in accordance with Requirement
822
Ierna vuinerabityscansareperformed ferany sigifcan changel
s fol [The security posture of all system components is verified following
g ik and cical vulnerabiltes per the entiy's sineraity o o e and man . significant changes to the network or systems, by using automated
1313 A ik Pankings define at Requirement 6.3.1) are resohve Functional | Inersects With | Atack Suface Scope. | vemo1.1  [Hechanisms exist to defne and manage the scope for s attack Kool desion ta detect vulnerabiiies operating Inside e nework
w Resczns are conducted as needed. 9 |Detected vulnerabilities are assessed and rectified based on a formal
o Scans re performed by ualited persomneland organiztona risk assessment framework.
e tester exists (not required to be a QSA or ASV).
Ierna vuinerabityscarsare perormed aterany sinican changel
[The security posture of ail system components is verified following
ik and citieal vnerabiltes (per the entity's sanerabity ; o significant changes to the network or systems, by using automated
1313 A et heamamacy o e Funcional | itersecis i | Voneroilty Remedation | g g echanisms exit o enure o propery dentifed. e e S e e o one
[m Rescans are conducted as needec rocess racked and remediated. etected vulnerabilities are assessed and rectified based on a formal
ln Scans are performed by ualified personnel and organizational isk assessment framework.
fndependence of the tester exists (not required to be a QA or ASV)
el vinerabityseansareperformed aferany sigiean changel
e secury posture o i system compenents s veried following
i and crical vulnerabies (per the entit’s vlnerabilty significant changes to the network or systems, by using automated
1313 A s Genes o erament 631 ar resived Functional | Inersects with | Vuerabilty Scanning | VP05 [Hechanisms exist to detect vunerabltes and configuration erors by Faple Gesignoa 0 detact vanersbliies perating e the ook
s are (onuuc(eu Y 9 Y PPl cted vulnerabilities are assessed and rectified based on a formal
= Scans e perfommed by quaified personnel and organizational isk assessment framework
[ndependence of the tester exists (not reduired to be a QS or ASV.
Inerna vinerabityscansareperormed ferany sigifcan changel
as follow: charisms exist o perform quarterly el wuerabity scars [The security posture of ail system components is verified following
[@High-risk and critical vulnerabities (perhe enttys unerabity Internal voinerabilty Assessmen e incudes ol edment of e arganizatians memal networ. significant changes to the network o systems, automated
1313 A sk rakings defmed ot Reurement 6.3.1) ar resoved Functional | Intersects With rabil VPM-06.7 |well a5 rescans until passing results are obtained or al fools designed to detect vulnerabilities operating inside the network.
ln Rescans are conducted a: iinerapiics e resoiven. as dehned by the Commen Vemerablty IDetected vuinerabilties are assessed and rectified based on a formal
8 Scans are performed by guaifed persorinel and organizational [Scoring System (CVSS). s assessment framework.
[ndependence of the tester exists (not required to be a QA or ASV).
exerna vunerabityscansarepertormed s olows:
Atieast once every
= 5y 571 S5C Approved Scaming Vendor (AsV)
= Vlincrabitios re ecolved and ASV progtam Guide requirements ’ o112 |Mechanisms exist to define and manage the scope for its attack ;
132 A for s osenascn o Functional | Intersects With | Attack Surface Scope vewo1y - [Mechanisms exst to define ane [T requirement s not eligible for the customized approach.
Rescans are performed s needed to confirm that vulnerabilities
ave resnlved per the ASV Program Guide requirements for a passing
external vunerabityscansare perormee os fallows:
lu At least once every t
5 5y 5 CIS5C ApprovedScanming Vendor (A5
. A :ﬂr:u\;:;anhgﬂmes ore resolved ond ASV rogram Guide requrements | cuncuanar | nersects i | VONErabily Remedition | g Mechanisms exit o ensure properly identified, s requirement s not eligible for the customized approach
Rescans are performed as needed to confirm that vulnerabiliies
are reslved per e ASV Program Guide reauiremens o pasing
[External vulnerabiliy scans are performed as follows:
o Atieast once every e months
y a PCI SSC Approved Scanning Vendor (AS
I vu\nerabmnes ere esoued ond A5V Hroaram Guide requirements L6 [Mechanisms exist to detect vuinerabities and configuration errors by
132 A fogoasoma Functional | Intersects With | Vulnerability Scanning Vemgs  |Mechaniams exstto detect wilnerabiltis and configurat [T requirement s not eligibe for the customized approach.
ore performe as needed to confrm that vulnerabliies
[ore resonedt per the ASV Program Guide requirements for a passing
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132

FDE Name

Document Element (FDE) Descriptios

[Exernal vinerabilty scans are performed as fllows:
lm At least once every thre:
2 By 2 PCI SSC Approved Scanning Vendor (ASV)
I Vuinerabilities are resolved and ASV Program Guide requirements
for 2 passing scan are met.

are performed as needed to confirm that vulnerabilities
avs resnlved per the ASV Program Guide requirements for a passing

Functional

Intersects With

PCI DSS v4

SCF Control

External Vulnerability
Assessment Scans

VPM-06.6

Secure Controls Framework (SCF)
escription

chanisms exist to perform quarterly external vulnerability scans
l(outside the organization's network looking inward) via a reputable
|vulnerability service provider, which include rescans until passing
Iresults are obtained or all “high” vulnerabilties are resolved, as
|defined by the Common Vulnerability Scoring System (CVSS).

version 2026.1_x000a_03/27/2026

[This requirement is not eligible for the customized approach.

11321

[External vulnerability scans are performed after any significant
lchange as follows:
o Vulnerabiltes that are scored 4.0 or igher by the CVSS are

I Roncans are conducted as neededt
|m Scans are performed by qualified personnel and organizational
lindependence of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

Vulnerability Scanning

VPM-06

IMech: o d errors by
Ioutine vulnerability scanning of systems and applications.

[The security posture of all system components is verified following
significant changes to the network or systems, by using tools
ldesigned to detect vulnerabilities operating from outside the network.
IDetected vulnerabilities are assessed and rectified based on a formal
risk assessment framework.

11321

NA

[External vulnerabilty scans are performed after any sigificant

[change as follows

n Vulnerablht\es hat are scored 4.0 or higher by the CVSS are

lresolved.

R otcans are conducted as needed!
|m Scans are performed by qualified personnel and organizational

[ndependence of the tester exists (not reduired to be a QS or ASV).

Functional

Intersects With

Attack Surface Scope

VPM-01.1

IMechanisms exist to define and manage the scope for its attack
Jsurface management activities

e securiyposture of o system componentsf verfied flowing
significant char network or systems, by usint

Saned et vilnerabiitics opersing hom ouidds tne network
IDetected vulnerabilities are assessed and rectified based on a formal
Irisk assessment framework

1321

[Extemal vulnerabilty scans are peformed afer any sigrificant
lchange a

OV uloeramiton tat are scored 4.0 or higher by the CVSS are
lresolved

lm Rescans are conducted as needed,

[m Scans are performed by qualified personnel and organizational
[independence of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

Breadth / Depth of Coverage

VPM-06.2

Mechanisms exit to dentiy the breadth and depth o coverage for
|vulnerability scanning that define the system components scanned
[ types of voinerasiies toak are checked or

[T securiy posture of al system companents s verfed olowing
lsignificant changes to the network or systems, by usin
S tgned s deractvilnerabities opersiing o ourdde vne network
IDetected vulnerabilities are assessed and rectified based on a formal
risk assessment framework.

11321

NA

[External vulnerability scans are performed after any significant
[change as follows:

|s Vulnerabilities that are scored 4.0 or higher by the CVSS are
lresolved!

lm Rescans are conducted as needed,

|a Scans are performed by qualified personnel and organizational
lindependence of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

External Vulnerability
Assessment Scans

VPM-06.6

[Mechanisms exist to perform quarterly external vulnerabilty scans
(outside the organization's network looking inward) via a reputable
|vulnerability service provider, which include rescans until passing
results are obtained or all “high” vulnerabilties are resolvex
|defined by the Common Vulnerability Scoring System (CVSS).

[The security posture of ai system companents i verfed following
significant changes to the network or syst y using

enned i dera vaimeranilties operating ram ouree e network
IDetected vulnerabilities are assessed and rectified based on a formal
risk assessment framework.

1321

[External vulnerabilty scans are performed after any sigificant
[chang:

e iton st are scored 4.0 or higher by the CVSS are
lresolved.

la Rescans are conducted as needed.

|m Scans are performed by qualified personnel and organizational
findependence of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

Vulnerability Remediation
Process

VPM-02

IMechanisms exist to ensure that vulnerabilities are properly identified,

ftracked and remediated.

[The security posture of all system components is verified following

significant changes to the network or systems, by usin

[designed to detect vulnerabilities operating from outside the network.
etected vulnerabilities are assessed and rectified based on a formal

risk assessment framework.

1141

|A penetration testing methodology is defined, documented, and
[mplemented by the entity and includes

o ndusty-accepted penetraton testing approaches
lm Coverage for the ent ter and critical systems.
= Teatingtrom both ineide andautéiee the network
o Testing to validate any segmentation and scope- reduction contras

Application-ayer penetration tsting o dentiy.at a minimum, the

Wulherablities fited in Raquire
[ Networclayer penetration teste that éncompass all companents
fthat support network functions as well as operating systems.
lm Review and consideration of threats and vulnerabilities experienced
fin the last 12 months.
la Documented approach to assessing and addressing the risk posed
loy exploitable vulnerabilities and security weaknesses found during
penetration testing,

o Retention o penetration esting resuls and remediaion activities
lresults for at least 12 month:

Functional

Intersects With

Media & Data Retention

DCH-18

IMechanisms exist to retain media and data in accordance with
lapplicable statutory, regulatory and contractual obligations.

|A formal methodology is defined for thorough technical testing that
Jattempts to exploit vulnerabilities and security weaknesses via
[simulated attack methods by a competent manual attacker.

1141

NA

|A penetration testing methodology is defined, documented, and
fmplemented by the entity, and includes:
Im Industry-accepted penetration testing approach
o Coverage for the entire CDE perimeter and crical systems.
= Testing from both nside and outside ¢
= Texting to valan o Scape recuction contrls
= Appication-ayer penetration (estmg o identiy.at a minimum, the
[vulnerabilties listed in Requirement
o Network ayer peneuration tent that encompass all components
t support network functions as wel a5 operating ystems

lm Review and consideration of threats and vulnerabilities experienced
lin the last 12 months,

roach to assessing and addressing the risk posed

oy exploitable vinerabilties and security weaknesses found during
[penetration test
e Retention o penétration festing resuits and remediation activities
Iresults for at least 12 months

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
evelopmer

10-04

IMechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (STSE) plan, or
Jsimilar process, to identify and remediate flaws during development.

[ formal methodlooy is defined or thorough techmical cesing that
lattempts to exploit vulnerabilities and security weaknesses vi
[simulated attack methods by a competent manual attacker.

1141

|A penetration testing methodology is defined, documented, and
by t

entity, and includes:

lm Industry-accepted penetration testing approa
o Coverage for the entire CDE perimeter and mma\ systems.
[m Testing from both inside and outside
= Testing fo v amy scgmentation and tope.reduction controls
lm Application-layer penetration testing to identify, at a minimum, the
[vlnerabiles sted in Reauiremen 6.2

enetraton tests that encompsss all companents

hat support netwerk functions as well a5 operatin
o Review and consideration of threats ad Vnerabities experienced
fin the fast 12 m

= Documented approach to assessing and addressing the isk posed
oy oxploitable vilnerabilties and securty weaknesees found doring
[penetration testi
[m Retention of penetration testing results and remediation activities
[results for at least 12 months

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

ToA1S

IMechanisms exis to require system developers and integrators to
[develop and implement an ongoing Security Testing and Evaluation
(STSE) plan, or similer p to objectively identify and remediate
|vuinerabiliies prior to release to production.

[ formal methodalogy i defined for thorough technical tesing that
lattempts to exploit vulnerabilities and security w
Simulated attack methods by a competent manual aftacker.

1141

[ penetration testing methodolagy s defined, documented, and
mplemented by the entity, and in

I industry-acceptea penetraton lesqu approache:
lm Coverage for the ent meter and ciical systems
= Teatingrom both inide and autéiee the nework
= Testing to vaidate any seqmentation and scope reducion control
lm Application-layer penetration testing to identify, at a minimum,
[nerablites lsted In Requirement 6 2.4

e penetaton tes that encompass ol components

hat support network functions as wel 35 operati

[ Reviom and concideration of thrests and vaineraniiies avperienced
fin the last 12 months,
la Documented approach to assessing and addressing the risk posed
loy exploitable vulnerabilities and security weaknesses found during
lpenetration testing,
lm Retention of penetration testing results and remediation activities
lresults for at least 12 months.

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology
|Assets, Applications andjor Services (TAAS).

/A formal methodology i defned for thorough technical tesing that
lattempts to exploit vulnerabilities and security
Simulated sitack mathods by a competent manual aftacker.”

1141

NA

I penetration testing methodology s defned, documented, and
fmplement entity, and inc|

P otry accepted penetraton testing o
[& Coverage for the entirs CDE perimetar and mu(a\ systems.
|m Testing from both inside and outside the netws
[ Testing to validate any segmentation and Scope- reduction controls

= Anpication-tayer penetrationtesting o dentiy, at a minimur, the
[vulnerabilties listed in Requirement 6.2.4.

o Networkcayer penetration tests that encompass all companents
lthat support network functions as well as operating syste

o Review and consideration of threats and inerasiities experienced
lin the last 12 months.

o Documented approach to assessing and addressing the risk posed
by exploitable vumerabilties and security wesknesses found daring
[penetration testing.
= Retention of penetration esting resuls and remedation actvies
Iresults for at least 12 months

Functional

Intersects With

Independent Penetration Agent
or Team

VPM-07.1

IMechanisms exist to utilize an independent assessor or penetration
lteam to perform penetration testing.

|A formal methodology is defined for thorough technical testing that
Jattempts to exploit vulnerabilities and security weaknesses via
[simulated attack methods by a competent manual attacker.

1142

NA

lInternal penetration testing is performed:
[m Per the entity’s defined methodology,

At least once every 12
lm After any significant infrastructure or application upgrade or change
[m By a qualified internal resource or qualified external third-party
lm Organizational independence of the tester exists (not required to be
lo QSA or ASV)

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology
|assets, Applications andjor Services (TAAS).

Iinternal system defenses are verified by technical testing according to|
ithe entity’s defined methodology as frequently as needed to address
levolving and new attacks and threats and ensure that significant
[changes do not introduce unknown vuinerabilities.

1142

linternal penetration testing is performed:

ont
After any significant infrastructure or application upgrade or change

[m By a qualified internal resource or qualified external third-party

lm Organizational independence of the tester exists (not required to be.

lo QSA or ASV)

Functional

Intersects With

Independent Penetration Agent
or Team

VPM-07.1

IMechanisms exist to utilize an independent assessor or penetration
lteam to perform penetration testing,

Internal system defenses are verified by technical testing according to|
[the entity's defined methodology as frequently as needed to address.
levolving and new attacks and threats and ensure that significant
[changes do not introduce unknown vulnerabilities.

1143

NA

[External penetration testing is performed:
[m Per the entity’s defined methodology

lm At least once every

lm After any significant infrastructure or application upgrade or change
[m By a qualified interal resource or qualified external third part

la Organizational independence of the tester exists (not required to be.
lo QSA or ASV)

[icontinued on next page)

Functional

Intersects With

Independent Penetration Agent
or Team

VPM-07.1

IMechanisms exist to utilize an independent assessor or penetration
lteam to perform penetration testing.

Extemalsystem defenses are veified by technicl testing accorcing
to the entity’s defined methodology as frequently as

adress evoing and new attacks and threats, ana to ensure that
significant changes do not introduce unknown vulnerabilities.

1143

NA

[External penetration testing is performed:
o e the entity's defined methocology

lm At least o

[ Afer any significant Infrastructure or application uporade or change

[m By a qualified internal resource or qualified external third party

| Crganizstonalindependence of th tester exiss (noc eaured to be

lo QsA o

continued on next page)

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology
|assets, Applications andor Services (TAAS).

Extemal system defenses are verified by technicl testing accorcing
to the entity’s defined methodology as frequently a:

s eviing and now Buacke e tréote, g & ansure at
significant changes do not introduce unknown vulnerabilities.

1144

[Explaiable winerablies and security weaknesses found during
[penetration testing are corrected as follow:
Jan accordance with the entiy's assessment of the isk posed by the
lsecurity issue as defined in Requirement 6.3.1

Ju Penetration testing is repeated to verify the corrections.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

1A0-04

[Mechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (STSE) plan, or
lsimilar process, to identify and remediate flaws during development.

|yunerabilties and securty weaknesses found while verfying system
jefenses are mitig

Secure Controls Framework (SCF)
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FDE Name

Document Element (FDE) Descriptios

[Exploitable vulnerabilities and security weaknesses found during
[penetration testing are corrected as follow:

cordance Wit the entity's assessment ofthe risk posed by the
lsecurity issue as defined in Requiremer
S enetration tesing i repestaa ro verty ine corections.

Functional

Intersects With

PCI DSS v4

SCF Control

Developer Threat Anaysis &
Remediat

oA 1S

Secure Controls Framework (SCF)
escription

IMechanisms exist to require system developers and integrators to
|develop and implement an ongoing Security Testing and Evaluation
((ST&E) plan, or similar process, to objectively identify and remediate
|vulnerabilities prior to release to production.

version 2026.1_x000a_03/27/2026

[Vulnerabilities and security weaknesses found while verifying system
jefenses are mitigated.

1144

NA

[Exloitable winerablties and security weaknesses found during
lpenetration testing are correctet
lm In accordance with the entity's et of the risk posed by the
securty issue a5 defnea In Requirement s

|n Penetration testing is repeated to verify the corrections.

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology
|Assets, Applications andjor Services (TAAS).

|ynerabiites and securtty weaknesses found while verfing system
ldefenses are mitigated.

1145

I segmentation is used to isolate the CDE from other network:

[penetrtion tests are performed an segmentstian control os Toows:
least once every nths and after any changes to

Begmentation controsimethods

|a Covering all segmentation controls/methods in use.

o According tothe entit's defined penetration testing methodology.

la Confirming that the segmentation controls/methods are operational

[t efecti. and llate the CDE rom a1 aut.of Scope ystame.

|m Confirming effectiveness of any use of isolation to separate systems

|with differing security levels (see Requirement 2.2.3)

e Performed by 2 qualifed nerma resource or sl external third

par

& Onganizational independence of the tester exists (not required to be
lo QSA or ASV)

Functional

Intersects With

Restrict Access To Security
Functions

END-16

[Mechanisms exist to ensure security functions are restricted to
lauthorized individuals and enforce least privilege control requirements|
ffor necessary job functions.

If segmentation is used, it is verified periodically by technical testing
Ito be continually effective, including after any changes, in isolating

[the CDE from all out- of-scope systems.

1145

I segmentation is used to isolate the CDE from other networks,
penetration testsare performed on segmentation control 3 follows:
lm At least once every 12 months and after any changes
lsegmentation controls/methods
o Covering al segmentation controlsimethods n use.

cording to the entity'’s defined penetration testing methodology.
= Comfrming shat he acomentation controamethoas o operatonsl

ms.
n to separate systems
it difering securty levels (e Requrement 2.2.3)

by a qualified internal resource or qualified external third

fparty.
lm Organizational independence of the tester exists (not required to be.
lo QSA or ASV)

Functional

Intersects With

Network Segmentation
(macrosegementation)

NET-06

Mechanisms exist to ensure network architecture UIIzes network
|segmentation to isolate Technology Assets, Applications and/or
[Services (TAAS) to protect from other network resources.

I segrntstio s used, X 1 vt periodiclly by technicaltesting
0 be continually effective, including after any changes, in isolatin
[he COE from al ot of scope systers

1145

I segmentation is used to isolate the CDE from other networks,
lpenctration tests are performed on segmentation controls as follows:
[m At least once every 12 months and after any changes to

la Covering all segmentation controls/methods in use.

lm According to the entity'’s defined penetration testing methodology.
| Confirming that the segmentaton controlsimethods are operational
land effective, and isolate Il out-of-scope systems.

= Confirming effectivenes of any use of solatin to separate systerms
[with differing security levels (see Requirement 2.2.3)

n Verfnrmed by a qualified internal resource or qualified external third
lparty

o Orgamvatmna\ independence of the tester exists (not required to be
lo QSA or ASV)

Functional

Intersects With

DMZ Networks

NET-08.1

IMechanisms exist to monitor De-Militarized Zone (DMZ) network
lsegments to separate untrusted networks from trusted networks.

If segmentation is used, it is verified periodically by technical testing
lto be continually effective, including after any changes, in isolating

lthe CDE from ail out- of-scope systems.

1145

NA

I segmentation is used to isolate the CDE from other network:
[penetration tests are performed on segmentation controls 3s ollows:
oAt Ieast once every 12 monins and afte any changes to
lsegmentation controls/methods
[m Covering all segmentation controls/methods in use.

d penetration testing methodology.
tthe segmentation controlsimethods are operational

i difering securky leves (see Requrement 2.2.3)
lm Performed by a qualified internal resource or qualified external third

lparty.
lm Organizational independence of the tester exists (ot required to be.
lp QSA or ASV)

Functional

Intersects With

Security Function Isolation

SEA-04.1

IMechanisms exist to isolate security functions from non-security
lfunctions.

If segmentation is used, it is verified periodically by technical testing
to be continually effective, including after any changes, in isolating
lthe CDE from all out- of-scope systems.

145

I segmentation is used to isolate the CDE from other networks,
lpenetration tests are performed on segmentation controls as follows:
o At east once every 12 months and aer any changes to
lsegmentation controls/methods
S mentaton centrolsmethods n use
lm According to the entity'’s defined penetration testing methodology.
= Confirming tha the segmentaton controlsimethods are aperational
effective, and isolate the CDE from all out-of-scope syster

any use of isolation to
[with differing security levels (see Requirement 2.2.3)
e performes by  quolifed nternl resource or qualied extenal tird

I rganizational independence of the tester exists (notrequired to be
lo QSA or ASV)

Functional

Intersects With

sex

cure
Environments

ToA07

o maintain 3 segmented development network to
[rsire s ecore Sevctopmant emwsonme

1145

NA

I segmentation is used to isolate the CDE from other networks,
[penetration tests are performed on segmentation controls as follows:
2 months and after any changes to
lsegmentation controls/methods

[u Covering all segmentation controls/methods in use.

= According tothe entity' defined penetration testing methodology
la Confirming that the segmentation controls/i s are operational
land effective, and isolate the CDE from all out-of-scope system:

e Gonfirming ffectiveness of any use o solation Iy <eparate Systems
|with differing security levels (see Requirement 2.2.3).

o Performely 5 aualivea mternal esource or quaified external third

fparty.
lm Organizational independence of the tester exists (not required to be.
lo QSA or ASV)

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology
|Assets, Applications andjor Services (TAAS).

If segmentation is used, it is verified periodically by technical testing
Ito be continually effective, including  changes, in isolating
[the CDE from ail out- of-scope systems.

1145

I segmentation is used to isolate the CDE from other networks,
[penetration tests are performed on segmentation controls as follows

Atleast ance every 12 months and afte any changes to
lsegmentation controls/m
o Covering al Seamentation (on[ro\s/memoﬂs in use.

cording to the entity’s defined penetration testing methodology

= Contrming ot he scomentatin controlsimethads are operational

land efective, and isolate the Il out-of-scope syster

firming effectiveness of any use of isolation to separate systems.

[with differing security levels (see Requirement
e Performed by 3 qualifed nterna resource or uaified external i
lpar

I Organizational independence of the tester exits (notrequired to be
lo QSA or ASV)

Functional

Intersects With

Independent Penetration Agent
or Team

VPM-07.1

[Mechanisms exist to utilize an independent assessor or penetration
lteam to perform penetration testing.

If segmentation is used, it is verified periodically by technical testing
to be continually effective, including after any changes, in isolating
lthe CDE from all out- of-scope systems.

151

NiA

Intruson-detection and/or ntrusion- prevention techniques are used
o detect andior prevent ntrusions into the network s follows
ic is monitore erimeter of t
= Al o montored a critca pints in the cDE
|m Personnel are alerted to suspected comprom
& Al mtrusion.detection and prevention enaines, baselines, and
[signatures are kept up to date

Functional

Intersects With

Intrusion Detection & Prevention
Systems (IDS & IPS)

MON-01.1

techanisms exist to implement Intrusion Detection / Prevention
Systems (IDS / IPS) technologies on critical systems, key network
ments and network choke points.

IMechanisms to detect realime suspicious or anomalous network
rafic at may be nicatie of thret actor oty are mplemented
[Kers Generated by thess mecnanioms are responded 1o

lpersonnel, or by automated means that ansore that systern
lcomponents cannot be compromised as a result of the detected
lactivity.

1ns1

[Intrusion-detection andor intrusion- prevention techniques are used
lto detect and/or prevent intrusions into the network as follows:
Alltraffic is monitored at the perimeter of the CDE.
o Al it s montored ot crcal pointe i e COE
nnel are alerted to suspect
o Al Intrusion-detection and Dreven(mn ehaines, baselines, and
Isignatures are kept up to

Functional

Intersects With

Boundary Protection

NET-03

IMechanisms exist to monitor and control communications at the
lexternal network boundary and at key internal boundaries within the
Inetwork.

[Mechanisms to detect real-time suspicious or anomalous network
o tha may b idictive of threst acoractivty are mplemented
s generated by these mechanisms are respondes
ersonnel, or by automated means that ensure that &
erponents cannot be compremised 26 o rosut of the derected
lactivity.

1151

NA

Intruson-detection andjor intruslon- prevention techiniques are used
o detect andor prevent intrusions into the netwark as fol
lm Al traffic is monitored at the perimeter of the CDE.

o Al affc 1 monitored a crical pointe Inthe COE

Im Personnel are alerted to suspected com

o Al ntrusion-detection and prevention enaings, baselings, and
lsignatures are kept up to dat

Functional

Intersects With

letwork Intrusion Detection /
brovention Syetem (NIDS  11S)|

NET-08

hanisms exist to employ Network Intrusion Detection / Prevention
e INIDOINIPS) 6 Geract andor prevent Imvusions ihte the

[Mechanisms to detect real-time suspicious or anomalous network
[ nat may e nicaiveof trreat actor actty re implemented
lerts generated by these mechanisms are respondet
lpersonnel, or by automated means that ensure that systes
ponerts cannot be compromised a5 a resultof the detected
activity.

1151

Intrusion-detection and/or ntrusion- prevention techniques are used
[to detect and/or prevent intrusions i network as fol

Al raffic Is monitored af the parimeter of the CDE

o Al s montored ot crcal pointe i e COE

la Personnel are alerted to suspected ct

= Al Intrusion-ctection and prevention engines, baselines, and
[signatures are kept up to date.

Functional

Intersects With

Suspicious Communications &
Anomalous System Behavior

SAT-03.2

IMechanisms exist to provide training to personnel on organization-

|defined indicators of malware to recognize suspicious
land anomalous behavior.

[Mechanisms to detect real-time suspicious or anomalous network
traffic that may be indicative of threat actor activity are implemented.
|Alerts generated by these mechanisms are responded to by
lpersonnel, or by automated means that ensure that system
lcomponents cannot be compromised as a result of the detected
Jactivity.

152

change-detection mechanism (for example, file integrity monitoring
frools) is deployed as follows:

| To alert personnel to unauthorized modification (including
[changes, additions, and deletions) of critical fles.

perform criical file comparisons at least once weekly

Functional

Intersects With

[Endpoint File Integrity Monitoring|
(FIM)

END-06

IMechanisms exist to utilize File Integrity Monitor (FIM), or similar
ltechnologies, to detect and repor thorized changes to
lselected files and configuration settings.

Crtical fles cannot be modified by unauthorized personel without an
Jalert being generatet

1152

ange-dstection mechanism (for exampl, i integrity moricaring
ooy I deployed as olow
"o lert personnel to unauthorized modifcaton (nclucing
changcs, additions, and deletions) of critic
‘o perform critical file comparisons at e once weekly.

Functional

Intersects With

File Integrity Monitoring (FIM)

MON-01.7

IMechanisms exist to utilize a File Integrity Monitor (FIM), or similar
[change-detection technology, on critical Technology Assets,
|Applications and/or Services (TAAS) to generate alerts fo
lunauthorized modifications.

Crtica fles cannat be modie by unauthorized persannel witrout an
jalert being generatet

Secure Controls Framework (SCF)
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FDE Name

NiA

Document Element (FDE) Descriptios

lA change- and tamper-dgetection mechanism is deployed as follow:
o To slert personnel to unauthorized modification (ncuding mmcamrs
lof compromise, changes, additions, and deletions) to the
eaders and the contents of payment pages as received oy e
consumer

mechanismis configured to evaluate the recelved HTTP header
[ payment page.
o The mechanism functions are perfrmed as fllows;
| At least once every seven day:

lor
| periodically (at the frequency defined in the entity’s targeted risk
lanalysis, which is performed according to all elements specified in
[Requirement 12.3.1).

Functional

Intersects With

PCI DSS v4

SCF Control

Periodic Review CFG-03.1

Secure Controls Framework (SCF)
escription

IMechanisms exist to periodically review system configurations to
identify and disable unnecessary andor non-secure functions, ports,
lprotocols and services.

version 2026.1_x000a_03/27/2026

[E-commerce skimming code or techniques cannot be added
ayment pages as received by the consumer browser without » timaly
lalert being generated. Anti-skimming measures cannot be removed
ffrom payment pages without a prompt alert being generated,

161

lA change- and tamper-detection mechanism is deployed as follows

|m To alert personnel to unauthorized modification (including mmcmrs

lof compromise, changes, additions, and deletions) to the HTT!

lneaders and the contents of payment pages as received by e

[consumer browser

[&The mechanism s configured to evaluate the received HTTP header
't page.

o The mechanism functionsare performed as follows:
| At least once every seven days

lor
I periodically (at the frequency defined in the entity’s targeted risk
lanalysis, which is performed according to all elements specified in
[Requirement 12.3.1).

Functional

Intersects With

Endpoint File Integrity Monitoring
M) Fnp-0

Mechanisms exit to utiize File Integrity Moritor (FIM), or simiar
ftechnologies, to uthorized changes to
lelacted fles and configuration settings.

[E-commerce skimming code or techniques cannot be added t
payment pages as received by the. consumer browser without 3 timely
jlert being generated. Anti-skimming measures cannot be removed
fom payment pages without a prompt aler being generated.

161

lA change- and tamper-detection mechanism is deployed as follows:

lm To alert personnel to unauthorized modification (including indicators|

lof compromise, changes, additions, and deletions) to the HTTP

[neaders and the contents of payment pages as received by the

lconsumer browser.

o The mechanismis configured to evaluatethe received HTTP header
t page.

o The mechanism unctions are performed asfollows:
| At least once every seven days

| Periodically (at the frequency defined in the entity's targeted risk
fenalysis, which s performed accoraing o al elements specifed n
[Requirement 12.3.1).

Functional

Intersects With

File Integrity Monitoring (FIM) | MON-01.7

IMechanisms exist to utilize a File Integrity Monitor (FIM), o similar
[change-detection technology, on critical Technology Assets,
|Applications and/or Services (TAAS) to generate alerts for
lunauthorized modifications.

[E-commerce skimming code or techniques cannot be added to
payment pages as recelved by the consumer browser without 3 timely
lalert being generated. Anti-skimming mi

o peyraen sages sihout s prompt ser beg Generared

1161

lA change- and tamper-detection mechanism is deployed as follows:
lm To alert personnel to unauthorized modification (including indicators|
lof compromise, changes, additions, and deletions) to the HTTP
leaders and the contents of payment pages s received by the
lconsumer bror

In The me(hamsm is configured to evaluate the received HTTP header

[ The macharmerm functions are - performed asfollows:
| Atleast once every seven d:

[- Periodically (at the frequency defined in the entity’s targeted risk.
oralysis, which s performed accoring o i elemens specfe in
[Requirement 12.3.1)

Functional

Intersects With

Website Change Detection WeB-13

[Mechanisms exist to detect and respond to Indicators of Compromise.
(10C) for unauthorized alterations, additions, deletions or changes on
[websites that store, process and/or transmit sensitive/regulated data.

[E-commerce skimming code or techniques cannot be added to
payment pages as received by the consumer browser without s timely
lalert being generated. Anti-skimming mi

Tom payment pages without a prompt aiert being generated

1211

NA

lAn overall information security policy is:
lm Estabiished.

Published
Im Maintained.
|a Disseminated to all relevant personnel, as well as to relevant
[vendors and business partners.

Functional

Intersects With

Publishing Security, Compliance

& Resilience Documentation Gov-02

IMechanisms exist to establish, maintain and disseminate policies,
Jstandards and procedures necessary for secure, compliant and
resilient capabilites.

[The strategic objectives and principles of information security are
[defined, adopted, and known to all personnel.

1211

NA

lAn overall information security policy is:
|m Established.

publshed
Im Mai
= Dissemated to al relevant personnel, 35 well 3 t relevant
[vendors and business partner

Functional

Intersects With

Periodic Review & Update of
Security, Compliance &
Resilience Program

Gov-03

[Mechanisms exist to review the Security, Compliance & Resilience
IProgram (SCRP), including policies, standards and procedures, at
lplanned intervals or if significant changes occur to ensure their
[contining suitability, adequacy and effectiveness.

[The strategic objectives and principles of information security are
[defined, adopted, and known to all personnel

1212

NA

|The nformation secury polcy iz
lu Reviewed at least once every 1.

2 Dposted on ncaded o eheet chamges to business abjectives orrisks
fto the environment.

Functional

Intersects With

Publishing Security, Compliance

& Resilience Documentation Gov-02

fechanisms exs o stabsh, maitain and disseminate pocies.
lstandards and procedures necessary for secure, compliar
resiient capaoiies.

[The information security policy continues to reflect the organization’s
strategic objectives and principles.

1212

[The information security policy is:
[m Reviewed at least once every 12 months,

jpdated as needed to reflect changes to business objectives or risks|
lto the environment.

Functional

Intersects With

Periodic Review & Update of
urity, Compliance &
Resillence Program

Gov-03

[Mechanisms exist to review the Security, Compliance & Resience
Program (SCRP), incucing polices,standards and procedures, at
lplanned intervals or if significant changes occur to ensure their
|contining suitability, adequacy and effectiveness.

[The information security policy continues to reflect the organization’s
strategic objectives and principles.

1213

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities.

Functional

Intersects With

Publishing Security, Compliance

& Resilience Documentation | S0V-02

[Mechanisms exist to establish, maintain and disseminate policies,
[standards and procedures necessary for secure, compliant and
resilient capabilities.

[Personnel understand their role in protecting the entity's cardholder
ldata

1213

[The security policy clearly defines information security roles and
Iresponsibiliies for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities.

Functional

Intersects With

|Assigned Security, Compliance &

Resilience Responsibilities cGov-04

[Mechanisms exist to assign one or more qualified individuals with the
Imission and resources to centrally-manage, coordinate, develop,
implement and maintain an enterprise-wide Security, Compliance &
[Resilience Program (SCRP).

lPersonnel understand their role in protecting the entity’s cardholder
ldata

1213

[T securty paliy clarly defines nformation secury roes and
Iresponsibilities for all personnel, and all personnel are aware of and
[ocknowlecige thelr miormatian security rasponsilities

Functional

Intersects With

Defined Roles & Responsibilities | HRS-03

IMechanisms exist to define cybersecurity roles & responsibilities for all
lpersonnel.

lPersonnel understand their role in protecting the entity’s cardholder
ldata.

1213

NA

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities,

Functional

Intersects With

User Awareness HRS-03.1

IMechanisms exist to communicate with users about their roles and
Iresponsibilities to maintain a safe and secure working environment.

lPersonnel understand their role in protecting the entity's cardholder
ldata

1213

NA

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities,

Functional

Intersects With

‘Terms of Employment HRS-05

IMechanisms exist to require all employees and contractors to apply
|eybersecurity and data protection principles in their daily work to
[enable secure, compliant and resilient capabilities.

lPersonnel understand their role in protecting the entity's cardholder
ldata

1213

NiA

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities,

Functional

Intersects With

Rules of Behavior HRS-05.1

IMechanisms exist to define acceptable and unacceptable rules of
lbehavior for the use of technologies, including consequences for
lunacceptable behavior.

[Personnel understand their role in protecting the entity's cardholder
ldata

1214

for nformation securiy i formally asigned 1o Chef
linformation Security Officer or other information security
Thember of executive

Functional

Intersects With

|Assigned Security, Compliance &

Resilience Responsibilities Gov-04

[Mechanisms exist to assign one or more qualified individuals with the
Imission and resources to centrally-manage, coordinate, develop,
implement and maintain an enterprise-wide Security, Compliance &
[Resilience Program (SCRP).

|A designated member of executive management is responsible for
information security.

1214

[esponsibity for nformation scuriy s formally assigned toa Chiet
linformation Security Officer or other information securi
mber of executive

Functional

Intersects With

[Mechanisms exist to timely-report incidents to applicable:(1) Internal

Incident Ider Reporting | IRO-10

ffected clients & third-parties; and(3) Regulatory
lauthorities.

|A designated member of executive management is responsible for
information security.

1221

facceptable use polices for end-user technologies are documented
land implemented, including:
o Expicit approval by authorized parties.

lm Acceptable uses of the technolog)

o Lk o prodicts approved by the Zompany for employes use,
fincluding hardware and software.

Functional

Subset Of

Human Resources Security
Management HRS-01

Mechanisms exit to faciltate the implementation of personnel
lsecurity control

[The use of end-user technologies s defined and managed to ensure
lauthorized usage.

1221

NiA

cceptable use polcies for end-usertechnologies are documented
lond implemented, including

[~ Expics approval by authorized parties

lm Acceptable uses of the technology.

lm List of products approved by the company for employee use,
fincluding hardware and software.

Functional

Intersects With

‘Terms of Employment HRS-05

hanisms exist to require all employees and contractors to apply
|eybersecurity and data protection principles in their daily work to
lenable secure, compliant and resilient capabilities.

e of end-user technologies s defined and managed to ensure
lauthorized usage.

1221

NA

lAcceptable use policies for end-user technologies are documented
land implemented. including:

[ Explicic approval by autherized portie.

lm Acceptable uses of the technolog,

8 st of prodicts approved by the Zompany for employee use,
lincluding hardware and software.

Functional

Intersects With

Rules of Behavior HRS-05.1

IMechanisms exist to define acceptable and unacceptable rules of
lbehavior for the use of technologies, including consequences for
lunacceptable behavior.

[The use of end-user technologies is defined and managed to ensure
lauthorized usage.

1221

|acceptable use policies for end-user technologies are documented

logy.
= Lt of products approved by the ‘company for employee use,
nclacing harciwore and saftwar

Functional

Intersects With

Technology Use Restrictions | HRS-05.3

IMechanisms exist to estabiish usage restritions and implementation
lauidance for organizational technol e potent

Chuce Gamage to Tachnology Acoete, Appcadions andlor Seniécs
(TAS), if used maliciously.

[The use of end-user technologies is defined and managed to ensure
lauthorized usage.

1231

[Each PCI DS requirement that provides flexibiity for how frequently
it is performed (for example, requirements to be
lperiodically) is supported by a targeted risk analysis that is
ldocumented and includes:
ln Identification of the assets being protected,

o entifcationof thethrate) tat th rquirement s potecing

&3 aentifcation of factorsthat contribute to thelikelinood andor

limpact of a threat being realized.

lm Resulting analysis that determines, and includes justification for,
lnow frequently the requirement must be performed to minimize the

likelihood of the threat being realized.

o Review of each targeted isk analysis at least once every 12 months

lto determine whether the results are still valid or if an updated risk

lanalysis is needet

lm Performance of updated risk analyses when needed, as determined

loy the annual review.

Functional

Intersects With

Periadic Review CFG03.1

[Mechanisms exist to periodically review system configurations to
identify and disable unnecessary andfor non-secure functions, ports,
lprotocols and services.

1231

NiA

[Each PCI DS requirement that provides flexiilty for how frequenty
tis performed (for example, requirements to be perf
eroaicaiyy & Sopporicd vy a rgerea ek anayas tats
[documented and includes;
lm Identification of the assets being protecte
= eentincaton o the tmest(s) that e ecquremen s protecting
gainst.
lu Identification of factors that contribute to the likelihood and/or
[mpact of  threat being reaized
lm Resulting analysis that determines, and includes justification for,
lhow frequently the requirement must be performed to minimize the
likelinood of the threat being realize

Review of each targeted risk analysis at least once every 12 months
lto determine whether the results are still valid or if an updated risk
janalysis s needed.
formance of updated risk analyses when needed, as determined
By the s rovien

Functional

Intersects With

Risk Framing RSK-0L.1

[Mechanisms exis to dentit:(1) Assumptions ffecting risk
k response and risk monitoring;(2) Constraints
[itecing isk assessments, ik fesponse and nsk monitorng:(3) The
oroanizaiona ik folerance: an(4)Prioriies, benefts and rade-ofs
[considered by the organization for managing i

b to date knowledge and assessment of s o the CDE are
maintained.

1231

[Each PCI DSS requirement that provides flexibility for how frequently
it s performed (for example, requirements to be performed
lperiodically) is supported by a targeted risk analysis that is
ldocumented and includes:
lm Identification of the assets being protected.
o dentification of the threat(s) tha the requirement i protecting
lagain:
[ aentincation of factors that contribute tothe ikelinood andjor
fimpact of a threat being re:
lm Resulting analysis that Setenmines, and includes justification for,
Inow frequently the requirement must be performed to minimize the
likelihood of the threat being realized.

view of each targeted risk analysis at least once every 12 months.
lto determine whether the results are still valid or if an updated risk
lanalysis is needet
lm Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

Risk Identification RSK-03

[Mechanisms exist to identify and document risks, both internal and
lexternal

Up to date knowledge and assessment ofrisks o the CDE are

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

1231

FDE Name

Document Element (FDE) Descriptios

Jeach P DSS reguirement hat provides fleilty for how frequenly
itis performed (for example, requirements to
ericacaly) e Supporied by chrgered ok anabias ot s
ted and includes:
dentification of the assets being protected.
o ienticationof the thrate) tat th rquirement s potecing

[ Saentincation of factors that contribute tothe ikelinood andjor
impact of a threat being realized.
[ Resuting analysis that datermines, and Includes justification for,
lnow frequently the requirement must be performed to minimize the
likelihood of the threat being realized.

iew of each targeted risk analysis at least once every 12 months.
fto determine whether the results are still valid or if an updated risk
lanalysis is needet
lm Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

PCI DSS v4

SCF Control

Risk Assessment

RSK-04

Secure Controls Framework (SCF)
escription

IMechanisms exist to conduct recurring assessments of risk that
includes the ikelhood and magnitude of harm, from nauthorized
laccess, use, disclosure, disruption, modification or destruction of the

forgenization's echnoogy Accets, Appicatons, Services andler Data
(TAASD).

version 2026.1_x000a_03/27/2026

Up to date knowledge and assessment ofrsks to the CDE are
Imaintaine

1231

[Each PCI DS requirement that provides lexiity for how frequently
litis performed (for example, requirements to be performed
lperiodically) is supponed by a targeted risk analysis that is
ldocumented and in
S cemtifcation of the aseets being protected
[m Identification of the threat(s) that the requirement is protecting
inst.
lu Identification of factors that contribute to the likelihood and/or
[mpact of  threat being reaized
e Resuting analysis thot determines, and ncludes fstfcaton for,
w fraqoantly the requirement must be performed & minimize the
eaiiosd o e threat being reanses
lm Review of each targeted risk analysis at least once every 12 months
lto determine whether the results are still valid o if an updated risk
janalysis s needed.
formance of updated risk analyses when needed, as determined
oy the ommsr v

Functional

Intersects With

Risk Register

RSK-04.1

IMechanisms exist to maintain a risk register that facilitates monitoring
land reporting of risks

[Up to date knowledge and assessment of risks to the CDE are
Imaintained.

1231

[ach P01 0SS requirement that provides lexibityfor how frequently
[t s performed (for example, requirements to
orioacaly) e Sopporiad by corgcted ok amaivas ot e
d includes:
lm Identification of the assets being protected.
o dentification of the threatls) tha the requirement i protecting

fpgai
\dennma(mn of factors that contribute tothe ikelhood andior
act of a threat being realized.
e Resulting analysis that determines, and includes justfcation for,
lnow frequently the requirement must be performed to minimize the
fieliood of the threat beng reaized

T of Sach torgeted ik ancysi a least once every 12 morihs
o determmine whether the results aré st valid of if an upcated risk
lanalysis is needet
lu Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

Risk Ranking

RSK-05

[Mechanisms exist to identify and assign a risk ranking to newly
ldiscovered security vulnerabilities that is based on industry-
recognized practices.

Up to date knowledge and assessment ofrisks o the CDE are

1231

NA

[Each P01 DS requirement that provides flexiulty for now freauently
tis performed (for example, requirements to be performet
eriCacay)ic Supporied by & rgered ok anabyas et s
ldocumented and includes:

lu Identification of the assets being protected.

8 ldentfcaton of the threas) that the requirement s protecting

[ aentincation of foctos that contribute tothe ikelinood andlor
limpact of a threat being realized.
e Reuting analysis that determines,and ncudes ustficaton or,
Ihow frec requirement must be performed to minimize the
ieimosd o e threat being reatve
|m Review of each targeted risk analysis at least once every 12 months
o determine whether the results are still valid or if an updated risk
onalysio s necaed
lm Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

Risk Remediation

RSK-06

IMechanisms exist to remediate risks to an acceptable level

lUp to date knowledge and assessment of risks to the CDE are
Imaintained.

1231

[ach P01 DSS requirement that provides flexiilty for how frequenty
litis performed (for example, requirements to be performe
jperiodically) is supported by a targeted sk analysis il
d includ

[ ldentifcation of the assets being protecte

= eentincaton o the teat(e hat e equrement s protecting
lagainst.

Identification of factors that contribute to the likelihood and/or
fimpact of a threat being realized

Resulting analysis that determines, and includes justificaton for
Inow frequently the requirement must be performed to minimize the
likelinood of the threat being realized.

Review of each targeted risk analysis at least once every 12 months
lto determine whether the results are still valid or if an updated risk.
onalysi s needed.

formance of updated risk analyses when needed, as determined
[y the annual review

Functional

Intersects With

Compensating Countermeasures|

RSK-06.2

[Mechanisms exist to identify and implement compensating
|countermeasures to reduce risk and exposure to threats.

[Up to date knowledge and assessment of risks to the CDE are
Imaintained.

1231

[Each PCI DS requirement that provides flexibiity for how frequently
it is performed (for example, requirements to be
[periodically) is supported by a targeted risk analysis that is
ldocumented and includes:
ln Identification of the assets being protected,

o ienticaionof the thrate) tat th rquirement s potecing

&3 atifcation of factors that contribute to thelikelinood andor
limpact of a threat being realized.

lm Resulting analysis that determines, and includes justification for,
lnow frequently the requirement must be performed to minimize the
likelihood of the threat being realized.

l Reviow of each targeted rik analysis atleast once every 12 months
fto determine whether the results are still valid or if an updated risk
lanalysis is needed.

[m Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

Risk Assessment Update

RSK-07

IMechanisms exist to routinely update risk assessments and react
laccordingly upon identifying new security vuinerabilities, including
lusing outside sources for security vuinerability information.

[Up to date knowledge and assessment of risks to the CDE are
Imaintainet

1232

|A targeted risk analysis is performed for each PCI DSS requirement

[that the entity meets with the customized approach, to include:

lm Documented evidence detailing each element specified in Appendix
tomized Approach (including, at a minimum, a controls matrix

land risk analysis).

[m Approval of documented evidence by senior management,

lm Performance of the targeted analysis of risk at least once every 12

[months.

Functional

Intersects With

Risk Framing

RSK-0L.1

[Mechanisms exist to identify:(1) Assumptions affecting risk

lorganizationsl ik tolerance: and(4) Pioiies, benefts and trade-offs
|considered by the organization for managing ris

[This requirement is part of the customized approach and must be met
for those using the customized approach.

1232

|A targeted risk analysis is performed for each PCI DSS requirement

fthat the entity meets with the customized approach, to include:

lm Documented evidence detailing each element specified in Appendix
mized Approach (including. at a minimum, a controls matix

lond risk analysis).

[+ Approval of documented evidence by senior managemer

o Performance of the targeted analysisof risk at Teat once every 12

Functional

Intersects With

Risk Identification

RSK-03

[Mechanisms exist to identify and document risks, both internal and
lexternal

i requirement s part ofthe customized approach and must be met
o hoce veing e cumomised appro

1232

NA

IA targeted risk analysis is performed for each PCI DSS requirement
fthat the entity meets with the customized approach, to include:
Documented evidence detailing each element specified in Appendix
[ Customized Approach (including. at  minimum, a conrols matrix
ond ik analys

o af dotumented evidence by serior management.

[& Performance of the targeted analysia of fisk at least once every 12

Functional

Intersects With

Risk Assessment

RSK-04

IMechanisms exist to conduct recurring assessments of risk that
includes the likelihood and magnitude of harm, from unauthorized
laccess, use, disclosure, disruption, modification or destruction of the
lorganization's Technology Assets, Applications, Services and/or Data
(TAASD)

[This requirement is part of the customized approach and must be met
[for those using the customized approach.

1232

|A targeted risk analysis is performed for each PCI DSS requirement

[that the entity meets with the customized approach, to include:

| Documented evidence detallng each element specifed in Appendix
Io: Customized Approach (inclucing, ot a minimu, & conrols matrix

o sk anaiyi).

[m Approval of documented evidence by senior management,

| Prformance ofthe targeted anafysi of sk at Ieast once every 12

Functional

Intersects With

Risk Register

RSK-04.1

IMechanisms exist to maintain a risk register that facilitates monitoring
land reporting of risks.

[This requirement is part of the customized approach and must be met
for those using the customized approach.

1232

|A targeted risk analysis is performed for each PCI DSS requirement

fthat the entity meets with the customized approach, to include:

lm Documented evidence detailing each element specified in Appendix
Customized Approach (including. at a minimur. a controls marix

ond sk analyss)

Im Approval of documented evidence by senior management,

= Pofformance of the targeted analysi of sk at east once every 12

Functional

Intersects With

Compensating Countermeasures|

RSK-06.2

[Mechanisms exist to identify and implement compensating
|countermeasures to reduce risk and exposure to threats.

[This requirement is part of the customized approach and must be met
Jfor those using the customized approach.

1232

NA

Jtargeted isk analyss i performed for each PCI 0SS requirement

[that the entity meets with the customized approach, to inclu

o Bocimantcd avidence dersing cach cleneent apacined h Appendix
Gustorized Apprcach (ichuelng, s i, a controls matrx

land risk analys

2 Rpprovat of dofumented evidence by senior managem

o PETormance of the targesed analysi of okt 1ack once every 12

[months.

Functional

Intersects With

Risk Assessment Update

RSK-07

IMechanisms exist to routinely update risk assessments and react
laccordingly upon identifying new security vuinerabilities, including
lusing outside sources for security vuinerability information.

[This requirement is part of the customized approach and must be met
for those using the customized approach.

1233

[Cryptographic cipher suites and protocols in use are documented and
[yioned o east once every 12 months, including at east the

folow

peto-date inventory of all ryetographic cipher suites and
[rotocois in use, incluing purpose and whr

lm Active monitoring of industry trends regarmnq eontinued viablty of
ol cryptographic cpher suites and protocols n u

Cocumanted strategy to respond to anticipated changes in

Functional

Subset Of

Use of Cryptographic Controls.

CRY-01

IMechanisms exist to facilitate the implementation of cryptographic
Jprotections controls using known public standards and trusted
ryptographic technologies.

[The entity is able to respond quickly to any vulnerabilities in
lcrypographic protocols or algorithms, where those vulnerabilities
laffect protection of cardholder data.

1233

[Cryptographic cipher suites and protocols in use are documented and
Ireviewed at least once every 12 months, including at least the
lfollowins
o An up-o-date inventory of ol cryptographic cpher sites and
protocols n use, including purpose an

Active monitoring of industry trend: gsrmnq :untmued viability of
i cryptographic cipher suites and protocals n o

& A Cocumented strategy ta respond to anticipated changes in
leryptographic vulnerabilties.

Functional

Intersects With

Cryptographic Coner suites and
Protocols Inventor

CRY-0L5

IMechanisms exist to identify, document and review deployed
lryptograpnic cipher suites and protocol o proactively recpond to
ry trends regarding the continued viability of utilized
lerypeographic cipher sules and protocols

[The entity is able to respond quickly to any vulnerabilities in
lcryptographic protocols or algorithms, where those vulnerabilities
laffect protection of cardholder data.

Secure Controls Framework (SCF)
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1234

FDE Name

Document Element (FDE) Descriptios

lHardware and softwars technolagies n use are reviewed at east once
levery 12 months, including at least the followi
ln Analys\s hat the technologles continue to receive security ixes
vendors pr

[ Analysls that the rechnologies continue to support (and do ot
preciude) the entiy's PCI DSS compifance.

of any industry announcements or trends related to
5 tecnnaiogy, Such = ‘When a vandor has annaunced end of It
fplans for a techn

entation of 3 plan, spproved by serior management,

Femediate outdated technol eioing those for e vendors
[rave announcea -end of ife" pians.

Functional

Intersects With

PCI DSS v4

SCF Control

Periodic Review

CFG-03.1

Secure Controls Framework (SCF)
escription

[Mechanisms exist to periodically review system configurations to
identity and isable unnecessary andjor non-secure functions, ports
lprotocols and servict

version 2026.1_x000a_03/27/2026

[The entity’s hardware and software technologies are up to date and
lsupported by the vendor. Plans to remove or replace all unsupported
lsystem components are reviewed periodically.

1234

NA

arduare and software techrologies n se are reiewed ateast ence
levery 12 months, including at least the followi
= Ariys that the technologies continue to ecaive securty fxes
firom vendors prompt
[m Analysis that the (e(hnomg\es continue to support (and do not
[preciude) the entity’s PCI DSS compliance.

[ Documentation of any industry announcements o trends related to
[ technology. such a5 ihen 2 vendor s announced “end of e

lplans for a technol

mentation of 3 lan, approved by senior management,

emediate outdated technologies. including those fo which Verdors
lhave announced “end of life”

Functional

Intersects With

Technical Debt Reviews

SEA-02.3

IMechanisms exist to conduct ongoing “technical debt” reviews of
lhardware and software technologies to remediate outdated andjor
lunsupported technologies.

[The entity’s hardware and software technologies are up to date and
lsupported by the vendor. Plans to remove or replace all unsupported
system components are reviewed periodically.

1234

pordare and software technologies n use are reviewed at least once
2 months, including at least the following:

ln Analys\s {hat the echnologies continue 0 receive securty fes
endors.

l Analys thet the technu\ngwes continue to support (and do not.

[preciude) the entity’s PCI DSS compliance.

la Documentation of any industry announcements or trends related to

lo technology, such as when a vendor has announced “end of lfg

Jplans for a technology.

I Documentation of & plan, 2pproved by serior management
Femediate outdated technol ncluding those for which vendors
lnave announced -end of lfe” plans

Functional

Intersects With

Technology Lifecycle
Management

SEA-07.1

recharisms exist to manage the usable ifecycies of Technology
|assets, Applications and/or Services (TAAS

[T entity's hardware and software technologis are u to date and
lsupported by the vendor. Plans to rem replace all unsupported
Sytem components are reviewed periodically

1251

NA

lan inventory of system components that are in scope for PCI DSS,
fincluding a description of function/use, is maintained and kept
leurrent.

Functional

Intersects With

Compliance-Specific Asset
Identification

AST-04.3

IMechanisms exist to create and maintain a current inventory of
[Technology Assets, Applications, Services and/or Data (TAASD) that
Jare in scope for statutory, regulatory and/or contractual compliance
lobligations that provides Sufficient detail to determine control
lapplicability, based on asset scope categorization

|all system components in scope for PCI DSS are identified and known.

1251

NiA

Jan inventory of system components that are in scope for PCI DSS,
fincluding a description of function/use, is maintained and kept
leurrent.

Functional

Intersects With

Compliance Scope

cPLOL2

Mecharisms exit to document and validatethe scope ofsecury
|compliance and resilience controls that are determined to
Skatutory reguiatory anafor contractual compiiance obigations

|All system components in scope for PCI DSS are identified and known.

1251

NiA

Jan inventory of system components that are in scope for PCI DSS,
fincluding a description of function/use, is maintained and kept
leurrent.

Functional

Intersects With

Inventory of Personal Data (PD)

PRI05.5

Mechanisms exist to estabiish and maintain a current inventory of all

[echnology Assts, Applicaions ardlor svices (TAA) tat collect.
eceiv ess, store, transmit, share, update and/or dispos

Personsl Data (FD).

|All system components in scope for PCI DSS are identified and known.

1252

NA

[PC1 DSS scope is documented and confirmed by the entity at least
lonce every 12 months and upon significant change to the in-scope
lenvironment. At a minimun, the scoping validation includes:
o dentitying sl dats flows forthe various payment stages (for
ithorization, capture settlement, chargebacks,
[efuncs) and acceptance chamnels (fo example, cara-present, card-
[pot-present, and e-commerce).
lm Updating all data-flow diagrams per Requirement 1.2.4.
Im Identifying all locations where account data Is stored, prog
g ot ot e 10 1 oy ocations ouedde

Jof the currently defined CDE, 2) applications that process CHD, 3)
ftransmissions between systems an orks, and 4) file backups.

o dentitying il system components n the CDE connected to the

3 ould impactsecurty of the
menmymg Contra n uoe an
e CoE T seomented, Tociuding osheation or

[enviranments bein

o dentiying ai ommectons rom tird-party ntiies with access to

I Cunﬁrmmg that all identified data flows, account data, system
[components, segmentation controls, and connections from third
[parties with access to the CDE are included in scope.

Functional

Intersects With

Periadic Review

CFG-03.1

IMechanisms exist to periodically review system configurations to
identify and disable unnecessary andor non-secure functions, ports,
lprotocols and services.

IPCI DSS scope is verified periodically, and after significant changes,
lby comprenensive analysis and appropriate technical measures.

1252

[PCI DSS scope is documented and confirmed by the entity at least
lonce every 12 months and upon significant change to the in-scope
lenvironment. At a minimun, the scoping validation includes:

|m Identifying all data flows for the various payment stages (for
jexample. autharizaton, capture settiement,chargebacks, and
lrefunds) and acceptance channels (for example, card-present, card-
[pot-present, and e-commerce).
[m Updating all data-flow diagrams per Requirement 1.2.4.
lm identifying all locations where account data is stored, processed,
land transmitted, including but not limited to: 1) any locations outside
Jof the currently defined CDE, 2) applications that process CHD, 3)

missions between systéms and networks,and 4) fis backups.

[m Identifying all system components in the CDE, connected to the.
[CDE, orthat could impact security ofthe CDE.

lm identifying al ntrols in use and tf
[rom whih the COE s segmentea, nciding [osnéation for
lenvironments being out of scope.

o identiying all connectionsfrom thircpary entiies with access to

I Confrming that il identifed data flows, account data, system
and

ortas i accors to the COE ore odsd m scope.

Functional

Intersects With

Compliance Scope

cPLOL2

Mecharisms exit to document and validatethe scape ofsecurty,
|compliance and resilience controls that are determined to
[Eatutory. requiatory andior contractual compliance bigations.

IPCI DSS scope is verified periodically, and after significant changes,
lby comprenensive analysis and appropriate technical measures,

1252

NA

[PC1 DSS scope is documented and confirmed by the entity at least
lonce every and upon significant change to the in-scope
jenvironment. At a minimum, the scoping validation ncludes

o dentiying i dora Rowe for the various payment stages (for
[Example, authorization, eapture settlement. thargebacke, and
Fefuntis) and acceptance channel {for exarmple, card-present, card-
[pot-present, and e-cor
lm Updating all data-flow diagrams per Requirement 1.2.4.

lm identifying all locations where account data s stored, processed,

ssmitted, including but not limited to: 1) any locations auts\de

DE, connected to the

[CDE, or thaf could mpact securty of he CDE
lm Identifying rols in use and the

[Fom which he COE 15 Segmented. meluding justfcation or

lenvironments being out of scope.

lm Identifying all connections from third-party entities with access to

[m Confirming that allidentified data flows, account data, system
lcomponents, segmentarion controls, and connections from tird
[parties with access to the CDE are included in scops

Functional

Intersects With

ThiaPary Processing torage
and Service Locatior

TPM-04.4

IMechanisms exist to restrict the location of information
lprocessing/storage based on business requirements.

IPCI DSS scope is verified periodically, and after significant changes,
lby comprenensive analysis and appropriate technical measures.

1252

1 S scape s documented and confirmed by the entityat least
lonce every s and upon significant change to the i-scape
aironmant AL minimors. e Scoping vaydation inc des
[ dentifying all data flows for the various payment stages (for
lexample, authorization, capture settlement, chargebacks, and
lrefunds) and acceptance channels (for example, card-present, card-
[pot-present, and e-commerce).
[m Updating all data-flow diagrams per Requirement 1.2.4.
|m identifying all locations where account data s stored,
[and tranamitted, including but not limited to- 1) any locations outside
Jof the currently defined CDE, 2) applications that process CHD, 3)
missions between systems and networks, and 4) file backups.
[m Identifying all system components in the CDE, connected to the.
[COE,or hat could impact securiy o the
lm identifying al rols in use and thy
o whieh e CoEe segmemea Inciuding justication or
lenvironments being out of
o ientiying all omations from third-party entites with access to

fthe
 Canfrming that all dentified data flows, account data, system

segmentation controls, and connections from third
[Paties with access to the CDE are included in scope.

Functional

Intersects With

Network Segmentation
(macrosegementation)

NET-06

[Mechanisms exist to ensure network architecture utilizes network
lsegmentation to isolate Technology Assets, Applications and/or
[Services (TAAS) to protect from other network resources.

IPCI DSS scope is verified periodically, and after significant changes,
lby comprenensive analysis and appropriate technical measures,

1252

NA

[PCI DSS scope is documented and confirmed by the entity at least
lonce every 12 months and upon significant change to the in-scope
lenvironment. At a minimun, the scoping validation includes:

d
efunds) and acceptance chanes (or examle, carc present, card-

[pot-present, and e-commerce
& Updiating 2 data-flow diagrams per Requirement 1

| dentifyng al locations where account dta s s[ored brocessed,
ond transmitted nclucing but notBimied t: 1 any locatons autside
o7 he curently defned COE. 2) appneations tht process CHb.
oneretons betwsen systeret and networke, and 8 i onckune
lm Identifying all system components in the CDE, connected to the.
, or that could impact security of the COE.

ln 1gentifying all controls in use ai
rom whichthe CDE s seqmented, including eihcaton for
lenvironments being o

 dentifying ai omoions rom thirdparty entites with access to
fthe Ct
8 Confirining that al identified data flows, account data, system
Comoenents, segmentaton sonras, and comnections fom i
[parties with access to the CDE are included in scoy

Functional

Intersects With

DMZ Networks

NET-08.1

IMechanisms exist to monitor De-Militarized Zone (OMZ) network
lsegments to separate untrusted networks from trusted networks.

IPCI DSS scope is verified periodically, and after significant changes,
lby comprenensive analysis and appropriate technical measures.

1261

NA

|A formal security awareness program is implemented to make all
[personnel aware of the entity’s information security policy and
[procedures, and their role in protecting the cardholder data

Functional

Subset Of

Compliance &
Resilience-Minded Workforce

SAT-01

IMechanisms exist to facilitate the implementation of security
[workforce development and awareness controls.

[Personnel are knowledgeable about the threat landscape, their
Iresponsibility for the operation of relevant security controls, and are
jable to access assistance and guidance when required.

1261

NiA

lA formal security awareness program is implemented to make all
[personnel aware of the entity’s information security policy and
lprocedures, and their role in protecting the cardholder

Functional

Intersects With

Security, Compliance &
Resilience Awareness Training

SAT-02

IMechanisms exist to provide all employees and contractors
lappropriate security, compliance and resilience awareness education
land training that is relevant for their job function.

lPersonnel are knowledgeable about the threat landscape, their
Iresponsibility for the operation of relevant security controls, and are
jable to access assistance and guidance when required.

Secure Controls Framework (SCF)
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PCI DSS v4
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FDE Name Document Element (FDE) Descriptior SCF Control R L TR ()
hanisms exist to provide role-based security, compliance and
|A formal security awareness program is implemented to make al . " [Personnel are knowledgeable about the threat landscape, their
1261 A personnel aware of the entiy's nformation securty poiy and Functional | intersects i [*01e-825ed Security. Compliance g3 esiience telated trainingi(1) Before authorizng accessfo the system s responsaity for th cpertion ofeevant securky conirl, an are
[procedures, and their role in protecting the cardholder data SN ot Jable to access assistance and guidance when requir
VEChanTSTS €X1ST to GOCument, Teta and TonTtor NaViduaT Traming
|A forma security awareness program is implemented to make al Securty, Compliance & Jactivities, including:(1) Initial security, compliance and resilience [Personnel are knowledgeable about the threat landscape, thei
1261 N [personnel aware of the entiy s nformation security policy and Functional | Itersects with | Security: Complance & | 5uri0q areness trainingi(2) Recurring awareness training; and(3) s responsiity orthe operation ofrelevant securlty conros. and are
[procedures, and their role in protecting the cardholder data. 9 [Technology Assets, Applications and/or Services (TAAS)-specific le to access assistance and guidance when required.
training
[The security awareness program is:
|n Reviewed at least once every 12 months, and IMechanisms exist to periodically review system configurations to
1262 NiA jpdated as needed to address any new threats and vulnerabilities |  Functional | Intersects With Periodic Review CFG-03.1  [identify and disable unnecessary andjor non-secure functions, pors, 5 ef‘;‘;”c‘m‘;“ of security swareness materialis reviewed and updated
at may impact the security of the enti the information protocols and services: P
[provided to personnel about their role in protecting cardholder data.
[The security awareness program i
ln Reviewed at least once every 1:
ecurty, Compliance & IMechanisms exist to faciltate the implementation of security [The content of security awareness material is reviewed and updated
1262 A ln Updated as needed to addressany hew mreats and vunerabilties | Functional Subset Of oy saT01 e 10
fthat may impact the security of the entity's Ct e information Resilience-Hinded Workforce [workforce development and awareness controls. eriodically.
[rovided o persane about thelf rore 1 protecting cardhaioer data
Personnel receive securty awarenes training as follows:
: m?t"‘v"‘!f“i'k’:czz'gai‘ﬂz’x'ﬁg’gﬂn 2 months: [Mechanisms exist to periodically review system configurations to rsonnel remain knowledgeable about the threat landscape, their
1263 A o T ey 32 st ey Functional | Intersects With Periodic Review CFG-03.1  dentfyand disable unnecessary anc/or non-secure functions, pors, s respansiiity for the operation of relevant security conrols, and are
ave read and understood the information security policy a P 9 .
rocedures.
rersonnelreceve security awareness training o folows:
ln Upon hire and at least once every 12 months .
1263 WA £ Mol et of communicatn o e Functional | Itersects With User Awareness HRs-03.1 Mecheniems exist to communicate with users about thel oles and s Fesponiy for th aperavo of rlevantsecuy conrol, 3nd are
[m Personnel acknowledge at least once every 12 months that they responsibilties to maintain a safe and secure working environment. e o Becese assittance and guldance whon reauiren "
Inave read and understood the information security policy and 9 "
Jprocedures.
Personnel eceive security awarenes training as olows:
ln Upon hire and at least once every 12 months
120 & i s o o tonre g i [ | P e | sy BNSSSSatenecomam e st o i,
ln Personnel acknowiedge at least once every 12 months that they Acknowledgement Wi the organization's security. D e operation of relevant security controls,
[nave read and understood the information security policy and P o o a
Jprocedures.
[Personnel receive security awareness training as follows
d at least once every 12 months.
[Personnel remain knowledgeable about the threat landscape, thei
ln Multiple methods of communication are used. Security, Compliance & 01 |Mechanisms exist to faciltate the implementation of security
1263 A | ersonnel acknowledige atleast once every 12 months that they Functional Subset Of Resilience-HMinded Workforce SAT-OL lyorkforce development and awareness controls. o [esponsioiity for the operation of relevent ecurity, conkrols, and are
ead and understood the information security policy jable to access assistance and guidance when require
Jprocedures.
[Personnel receive security awareness training as follows
o Upon ire and atleast once every 12 moritns securty, Complance & echanisns et t proidea employees and contacors personnel remain knowlecgeable about the threat landscape, thei
1263 A Functional | Intersects With SAT-02  [appropriate security, compliance and resilience awareness education s responsibility for the operation of relevant security controls, and are
|n Personnel acknowledge at least once every 12 months that they Resilience Awareness Training v o
B e o e rioy ey e 1 raining tht 15 relevant or cher Job functon Jable to access assistance and guidance when require
Jprocedures.
[Personne receive security awareness training as follows:
hire and at least once every 12 months IMechanisms exist to provide role-based security, compliance and rsonne r " .
263 wa & uiple methods of communication are used; runctional | intersects witn |Role-Based Security, Compliance|  sxr.q5  feslience relted training:() Before authorizing access o the system s Personnel remain knowledgeable abou the threat landscape, ther |
= Personnel acknowiecge at Ieast once every 12 months that they & Resilence Training lor performing assioned duties:(2) When required by system changes, respensiilty for the operation o relevant security controls,
[nave read and understood the information security policy and land(3) Annually thereafter. 9 "
Jprocedures.
[personnel receive security awareness raining 3s follows: hanisms exist to document, retain and monitor individual training
ln Upon hire and at least once every 12 m
g pcivies, including:(1) Il securiy, complance and esience [Personnel remain knowledgeable about the threat landscape, their
1263 N/A : g:g‘;l:e"“:E":ﬂ;fg;;:‘g“‘:a‘;;‘g:’t’e“z:‘e"z months that they Functional | Intersects With R:Sﬁf:ng}cr:wr’ga;;ﬁn& SAT-04  [awareness training;(2) Recurring awareness training; and(3) 5 Iresponsibility for the operation of relevant security controls, and are.
e o o et e o stion hcerity paliey hot [echnology Assets ‘Applcations andjor Services (TAAS) speciic Jable to access assistance and guidance when require
Jprocedures. i
Persomnel eceive security awarenesstraining as olows:
jpon hire and at least once every 1 echanisms exst to
isms exist to provide role-based security. compliance and [Personnel remain knowledgeable about the threat landscape, their
1263 wa o Mtiple methocs of ;°emaw;;;§g:g;§vgsen ot ot e Functional | Itersects With | Cyber Threat Environment | SAT-03.6 feslence awareness raining that s current an elevant fo the cyber s esponsinity or the operahon of reevant secury control. and are
9 4 4 [threats that users might encounter in day-to-day business operations. Jable to access assistance and guidance when required.
[nave read and understood the information security policy and
Jprocedures.
[security awareness training includes awareness of threats and
[vulnerabilities that could impact the security of the CDE, including but Security, Compliance chanisms exist to provide all employees and contractors lPersonnel are knowledgeable about their own human vulnerabilities
12631 A ot Functional | ntersects With | o SeCurity, Compliance & | sT.00  fappropriate security, complance and résilence awareness education s i how threat actors il attemp o expiot Such vulnerabilties
ln Phishing and related attacks. d 3 raining that s reievant fo therjob function. [Personne are able to access assistance and guidance when required.
|n Social engineering.
awareness training includes awareness of threats
[vulnerabilties tht couldImpact the securiy ofthe CDE, ncluding but IMechanisms exist to include awareness training on recognizing and Persannel re knowledgeable about their own human vulnerabities
12631 A o Functional | Intersects With | - Social Engineering & Mining |  SAT-02.2  |reporting potential and actual instances of social engineering and B how threat actors will attempt to exploit such vulnerabilties.
= Piehing and related attacks lsocial mining, Personnel are abie o access assstance and guidance when reduired
Ju Social engineering
[security awareness training includes awareness of threats and hanisms exist to provide role-based security, compliance and
\uinerabilties that could impact the security of the CDE, ncluding bt ol Based secuty, Complince] Hechanisms cxist o provide rle based securiy CompINCe 309 o personnel are knowledgeable about their wn hurman vulnerabilties
12631 " ot imited to Functional | ntersects witn |RO1e-82sed Securty Com saro3  [fesliencerelated trainingi(1) Before authorizing access (o the systen s and how threat actors il attempt to explot Such vulnerabities
ln Phishing and related attacks " A ot auired by sy 9es; [Personne are able to access assistance and guidance when required.
ln Social engineering [pnd() Annually thereafter.
security awareness training includes awareness of threats and [Mechanisms exist to ensure that every user accessing a syste
[vunerabities that could mpact the securty of the CDE, ncluding but processing. sarng o ranamiting sensivelreouited data s armaly ersomnel are knowledgeabie about hei own human vlnerobities
12631 A Ino Functional | Intersects With | ¢ Sensitive / Reguiated Data | ga7.q33  firained in data handling requirements 5 w threat actors will attempt to exploit such vulnerabiltie:
e Phiching and rlatd attacks. 9 d 9 ercomnel are Sbieto access soumtance o sidance when feauied.
Jn Social engineering
urity awareness training includes awareness of threats an
Feimerapities tha could Tapact he securty of the COE, metding but IMechanisms exist to provide role-based security, compliance and [Personnel are knowledgeable about their own human vulnerabilities
12631 A lnot limited to Functional | Intersects With |  Cyber Threat Environment |  SAT-03.6  [resilience awareness training that is current and relevant to the cyber s Jand how threat actors will attempt to exploit such vulnerabiltes.
ln Phishing and related atacks. [threats that users might encounter in day.-to-day business operations. [Personnel are able to access assistance and guidance when required.
|n Social engineering
IMechanisms exist to provide role-based security, compliance and rsonnel ar " i i
12632 ™. [security awareness training includes awareness about the acceptable | ¢, ionat | intersects witn |R0le-8ased Security, Compliance| g7 o3 [resilience-related training:(1) Before authorizing access to the system N rersonnel are knowledgeatic stout he responsiiyfor e secury
e o en-user technologie n accordance with Reauirement 15.5.1 & Resirence Traing orperforming assigned duties(2) When requid by system changes; ond operaton of end- user technologles
land(3) Annually thereafter. o e
WMechanisms exist to ensure that every User accessing a sysi
12632 A [Security awareness training includes awareness about the acceptable | ¢cionar | intersects with | o SenSitve /Regulated Data |y 5 fprocessing, storing or ransmiting sensitivelregulated data i ormay 5 o ecation of o ey rechmlegies ane e able Lo aecmes U]
® e o in ness about unctional | Intersects Wi ‘ d rained in Gata handiing requirement Jand operation of end- user technologies and are able to acc
se of end-user technologles in accordance with Requirement 12.2.1. Storage, Handiing & Processing g req o0 operation ol end user rechnologies
lsecurity awareness training includes awareness about the acceptable IMechanisms exist to provide role-based security, compliance and rersonnel are knowledgeable about thlr responsivity for the securiy
12632 A " Functional | Intersects With |  Cyber Threat Environment |  SAT-03.6 ~ [resilience awareness training that is current and relevant to the cyber s land operation of end- user technologies and are able o acce:
|1se of end-user technologies in accordance with Requirement 12.2.1. [threats that users might encounter in day-to-day business operations. Jassistance and quidance when required.
[Potential personnel who will have access to the CDE are screened,
Human Resources Security Mechanisms exist to faciltate the implementation of personnel [T ik elted t allowing new mermbers of stffaccesstothe COE s
1271 A Jwithin the constraints of local laws, prior to hire to minimize the sk of| ~ Functional Subset of HRS-01 10
[uithin the constraints of local Management Jsecurity controls. lunderstood and managed
[Potential personnel who will have access to the CDE are screened. [Mechanisms exist to manage personnel security risk by assigning a ek re wing new mem B
1271 A Jwithin the constraints of local laws, prior to hire to minimize the risk of|  Functional | Intersects With | Position Categorization HRS-02 Gesignation to all positions and establishing screening criteria for B | T risk related to allowing new members of staff access to the CDE is
Jattacks from internal sources, individuals filing those positions. 9ed.
otial per: i [Mechanisms exist to ensure that every user accessing Technology
1271 A i e coneraint o locl 1w, rior 1 e a mimmie tn ik of|  Functonal | Inersects With | Users With Elevated rvleges | HRs-02.1  AS5es, Applications ancor Sevies (TAAS) that process, store andfor s [T risk rlated o alowing new members of saff acces to the COE is
[uithin the constraints of lcallaws, p o {transrit sensitivelregulated data is cleared and regularly trained to lunderstood and managed.
jnandle the information in question.
Potentialpersannel wh wil ave accessto the COE are screened,
hanisms exist to manage personnel securiy risk by screening [The risk related to allowing new members of staff access to the CDE is
1271 A Jwithin the constraints of local laws, prior to hire to minimize the risk of|  Functional | Intersects With Personnel Screening HRS-04 B
[uithin the constraints of local individuals prior to authorizing access. lunderstood and managed
[Potential personnel who will have access to the CDE are screened oles With Special Protection Mechanisms exist to ensure that individuals accessing a system that e risk related to allowing new members of staff access to the CDE is
1271 A Jwithin the constraints of local laws, prior to hire to minimize the risk of|  Functional | Intersects with | Reles With Special protect HRS-04.1 [stores, transmits or processes information requiring special protection B [T risk related to allowing bers of staff tothe COE
lattacks from internal sources, [satisfy organization-defined personnel screening criteria. 9ed.
JA lst o all thirc-party service providers (TPSPs) with which account Mechanisms exist to faciltate the implementation of cloud
1281 A ta is shared or that could affect the security of account Functional Subset Of Cloud services CLD-01  |management controls to ensure cloud instances are secure and in-fine 10 [Records are maintained of TPSPs and the services provided
[maintained, including a description for each of the services provided. Jwith industry practices.
st of ll thir-party senice roviders (TPSPs) with wich account
1281 A ata i snared o thacould ffect the securty of account Functional | Itersects with Remote Access NET-14  [Mechanisms exist o define contrl and review organization-approved, s Records are maintained of TPSPs and the senvices provided
[maimtinea, Inchuing a descrpton or each of he services provded.
JA st of al third-party service providers (TPSPs) with which account
1281 wa ata i shared o thakcould affect the securty of account dta 5 Functional | SubsetOf |  Tira-party Management |  Tew.or |Mechanisms exist o faciltte the implementation o third-party 10 Records are maintained of TPSPs and the services provided
[maintained, including a description for each of the services provided: o
echarisms exist to maintain a currnt, accurate and complte st of
st of ll thir-party senvice roviders (TPSPs) with wich account External Service Providers (ESPs) that can potentially impac
1281 A ldata d or that could affect the security of account data is Functional | Intersects With | Third-Party Inventories TOULOLL [Conaenianty. Incoriy. Averinlity ardrer aray (RG] o1 the 5 [Records are maintained of TPSPs and the services provided
Imaintained, including a description fo each of the services provided lorganization's Technology Assets, Applications, Services andor Data
(TaasD)
FEEhanTaTe eX s o perorm e g vadaion o T Responsle
[Accountable, Supportive, Consulted & Informed (RASCH) m
st of il hirc-party service providers (TPSPs) with which account similar documentation o ensure security, complance ar\d resmen(e
1281 A ta is shared or that could affect the security of a Functonal | Inersects Wih || Third-arty Scope Review | TPM-05.5.|conirol assignments accuratlyrelect current (1) Contrctu s [Records are maintained of TPSPs and the services provided
[maimtainea, Ichuing a descrpnon or each o e services provided. [bligations fo the External Service Provider (ESP)(2) B
pracices;3) Applcable stakeholders, and(4) Deployed Techmalooy
|Assets, Applications and/or Services (T
[Witten agreements with TPSPs are maintaine 3 follow
15 are maintained with al PSP with which IMechanisms exist to document and maintain a Responsible,
ScEount dath s shared or that ould affec e securiy of the Responsible, Accountable, |Accountable, Supportive, Consulted & Informed (RASCI) marix, or " .
1202 wa ¢ riten agreements e acknowedgmants rom TeSeshathey | Funcional | inersects Wi | Supaorive, Consfed | Te-05.6 S documentaton,t deneats assgnment or Secuty s FRecords are maintained of each TPSP's acknowledgment of s
e responsible for the security of account d ssess Informed (RASCI) Matrix mpliance and resilience controls between internal stakenolders and P ¥ to p
otherwizestore, pocess, or transmit on behalf of the entiy, or to the [External Service Providers (E5P).
[extent that they could impact the security of the entity’s
|Written agreements with TPSPs are maintained s follows
o iiten agreements are malntaed with ol TPSPe Wit i e chanisms exist to require contractual requirements for applicable
Third-Party Contract .05 [security, compliance and resiience requirements with third-parties, ecords are maintained of each TPSP's acknowledgment of its
1282 i e e T e e oohac ey | Functional | Intersects With Requirements TPM05  leflecting the organization's needs to protect its Technology Assets, ° responsibiliy to protect account data
ore responsibl forthe securit of account data the TPSPs possess or e e o o e (TANeD)
therwise store, process, or transmit on behalf of the entity, or to the el d
Jextent that they could impact the security o the entity's COE
|Written agreements with TPSPs are maintained as follows
[n Written agreements are maintained with all TPSPs with which
occount data i shared orthat could affect the securit ofthe CDE IMechanisms exist to mitigate the risks associated with third-party s are maintain -5 acknowledgment of i
1282 wa Soreements include acknowied mTPSPs that they | Functional | itersects With | Third-party Services P04 [access to the organization's Technology Assets, Applications, Services s Records are maintained of each TPSP's acknowledgment of its
re responsile for the securiy of account data the TPSPs possess or landior Data (TAASD). P vtop
therwise store, process, or transmit on behalf of the enity, or to the
[extent that they could impact the security of the entity's
Jin estaplshed process s mplemented fo engaging TPSPs,incluin Third-Party Risk Assessments & e e g P At hotene" 13k A sl s M
1283 NiA o diice s 9209 9| Functional | Intersects With Y ’ TPM-04.1  [or outsourcing of technology-related Technology Assets, Applications s ladequately protect account data are assessed before the TPSP is
lproper due diligence prior to engagem pprovals Jand/or Services (TAAS). lengaged
. . IMechanisms exist to monitor, regularly review and assess External
1284 " [\Brogrom s implemented to monito TPSPs' | D5S compliance Funconal | Intersecs with | Review of Thic ary Seices | TPM.08 [Sonice roviders(ESP) or compiance wi cstabaned contractl s [The PSS compliance status of TRSPs i verified periodically
requirements for security, compliance and resilience controls
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Imormatmn is maintained about which PCI DSS rsqwemen[s are [Mechanisms exist to require contractual requirements for applicable [Records detailing the PCI DSS reumremen(s and related system
1285 A noged by each TPSP, which ntty, and any | Functional | Intersects wish | TELParty Contract M0 O e e e o oy i lcomponents for which each TPSP is solely or jointy responsible, are
hat ave shared between he TS and the eny. [enecting the organizations needs to prot mamaimed and reviewed perodicaly
echanisms exit o document and maintain @ Responsile
Information is maintained about which PCI DSS requirements are Responsibe, Accountable, IAccountable, Supportve, Consuited & Informed (RASCI) matri, or Recorcs detaling the PCI DS requirements and elated system
1285 WA anaged by each TPSP. which are managed by the enity, and any |  Functional | Intersects With | Supportive, Conouted & | TPM-05.4 _[imilr documentation, to delineate assignment for secury. componerts for which each TPSF 1 saely or inty responsioi, are
Khat are sharea between the T3P and the enty Informed (RASCH Matrix Compliance and resifence contrals berween mternal stakenaiders and maintained and reviewed periodicaly.
Exteinal Service Providers (£57s)
o cient esponse pan ot ang's ey e ot n e
Jvent of 2 suspected or confirmed securtty incident. T
Inciuces, but & not imed o
o Rolec, responsiniltis, and commnication and contact stategies in
Fhe event of o suspected or confirmed securty Incdert, including
ot fication of payment brands and acduirrs, at a minimum Mechanisms exist to create recurring backups of data software andjor|
J ncident response procedures with specfc contanment and eystem images, a5 well 2 verty he ntegrity of these backups, o i comprenensive ncident respancepian that et card brana
12101 A [ritgstion achties fo afferent types o nci Functional | Intersects With Data Backups BCDIL e the avaiabilty ofthe data to satily Recovery Time Opjctives cxpectations & matained.
w Business recovery and continuity procedures. (RTOs) and Recovery Point Objectives (RPOS).
Data backup processes
= Aniyss of lega requrements for reparting compromises
= Coverage ana responses of al criial &ystem components
& Reference or nclusion o incident respanse procedures from the
[Payement brands.
i incident response plan exists an i ready to be activated in the
eventof  uspecie o conrmed securty cident. e pian
Includes, b & no
= Roles, respansinities, and communication and contact stategies in
e event of a suspectad or confirmed securty incdent, including
Iotication o payment brans and acaurers, at & minimum
ent response procedures with Speciic containment and echanisms exit to define cybersecurity roles & responsibilties for sl 1A comprehensive incident response plan that meets card brand
12101 NiA [mitigation activities for different types of incidents. Functional Intersects With | Defined Roles & Responsibllities HRs-03 personnel v v " |expectations is maintained. " "
e Business recovery and contnuty procedures
= Data backup
£ anabsisarfegl requirements for reporting compronises
verase and responses of al ciical system
2 Reference o Inciuaion of incden response procedures from the
[Payment brans.
fincient esponse pla ot and's ey e ot n e
1 of 2 suspacted o confirmed Security ncdent. The
Inciuces, bu & not e o
o Rolee, responsiniltis, and communication and contact stategies in
ik of a suspected or conirme security incident, inclacing
ot fication of payment brands and acduirers, at a minimum
12101 NA o 123;1?;"5 response ?Jf;ff?::s:&‘y‘:e?:;‘lgzcun(ammen[and Functional | Intersects With | incident Response Plan (RF) 1RO-04 ‘I;t‘zcﬂh:r:\twskmezpe;li [g‘g‘a(l‘n;;)mt::ﬁ make available 3 curent and viable sx(poel:&r:::g‘s;v:‘::lg‘e"n[ response plan that meets card brand
e Businecs recovery and continuity procedures.
= Data backup processes.
= Anaiyss of lega requrements for reparting compromises
= Coverae and responses of al criial system components
& Reference or nclusion o incident respanse procedures from the
[Payiment brands.
i incident response plan exists an i ready to be activated in the
eventof  uspecie o conrmed securty cident. e pian
Inciudes, but = not i
= Res esponsipiies, and communication and conact strategis in
he event of a suspected or confirmed security incdent, including
ot fication of payment brands and acquirers, at & miimum echanisms exit o timely.report incdents to applicables(1)Inernal
12101 A e e B e sonalnment and Functional | Intersects With | Incident Stakenolder Reporting | 1R0-10 stskehameys (2) Affecteg clients & third-parties; and(3) Regulatory e it F S Pl that meets card brand
e Business recovery and contnuty procedures orties.
2 Deta backup
= Anaiysis of lega reqtirements or eporting compromises
= Coverae and responses of al ciical system components
8 Reference o Inclueion of i dent respanse procedures from the
[ayiment brans.
o citent esponse pla ot and s ey e ot n e
lven of 2 suepec firmed secorty mcident. The
Inciues. but s not e
o Rolee, responsiniltis, and communication and contact stategies in
it of a suspected or confirmed security incident, including [Mechanisms exist to protect external and internal wireless links from
[otficaton of payment brends and acquirers, at a minimum. | signal porameter attacks through monitorin for unauthorized wireless e compren . o that meets card brand
12101 N/A :”;";‘Eﬁ;‘: o f;fgfﬁg:gzt’;‘yvei“;“‘n:‘“::g‘"’“e"'a" Functional | Intersects With Wireless Link Protection NET-12.1  [connections, including scanning for unauthorized wireless access e e esPonse plan that meets card bran:
Imigation actvitesfor iferenttypes of ncide i andaking sppoprae st 3 urautnorized comnecton
= Data backup processes.
2 Anaiyss of lega requirements for reparting compromises
= Coverae ana responses of al criical system components
& Reference or nclusion o incident respanse procedures from the
[Payiment brands.
Bt east once very 12 mont, the securty ncigent response pin s Mechanisms exist o reguiarly review and modify incdent response
12102 A e Reviewed and the content s updated Functonal | ntersects With R Update #0042 racice to ncomporaeesion e, bisnss process crnges [The incident response plan s kept current and tested perodicaly
= Tesed. inclading ail clements st i Reduirement 12:10.1. [ industry deveiopments, o8 necessar;
bt st once very 12 monts, the securty ncident response pin s Mechanisms exit to formally test incidet respanse capabiltes
12102 A e Reviewed and the content s updated a Functional | Itersects With | Incident Response Testing | IRO-06 [trough reaistc exercises to determine the operational efectiveness [The incident response plan is kept current and tested periodically.
= Testec ncluding ai elements Tted in Recurement 12.10.1 of those capabilfies
echanisms exist o estabiish an inegrated team of cybersecuriy, IT
Specic personnel are designated to be availabie on  24/7 basis to Integrated Securty ncident
12103 " Functonal | ntersects With 1RO-07  |and business function representative that are capabie of addressing Incidents are responded to immediately where approprite.
spona o suspectea or confrmed Securty incidents Response Team (SIRT) o0 business function representatives that are copaple of adre
lersonnel responsiie for responding to suspected and confirmed personnelare knowledgeable about their role and responsiilties in
12104 A Cecurty incidents re appropriately and penioicaly rained on their |  Functonal | ntrsects With | Incdent Response Training | 1R0:05[Meshanisms exst t raln personnel nther incident response roes incident recponse and are able to access assistance and guidance
[incident response responsibilities. |when requirec
e reuency of peric aning for ncdent esponse personne s
21041 e [ime requency of periodic trining for ncdent response pers unctional | mersectswih | ncden Respone Tnng | 1o-05 NEChaNsm exst o i personne i tht ncden esponse s Incsent response ersonnear raineo at a requency et aresses
according to ai lements specified in Redurement 12.3.1. land respensivltes ety s
fThe security incident response plan ncludes moritoring and
Fesponing o sl fom secury monioing ysters. nclucing ot
ot m
‘Nm;w detection and ftrusionprevention systems. Wechanisms exit o cover(1) Preparation;(2) Automated event .
12105 N/A fetwork security c Functional | Intersects With Incident Handling IRO-02 [detection or manual incident report intake; m Analysis;(4) [Alerts generated by monitoring and detection technologies are
= Changedereeion meeharisms for crca e, (detection or manual incident report nake( responded to n & tructured, repeatable manner,
e changeran tamoerdetecton mechanim fr paymentpages
[Tl bt pracceunti = cfctve e et
lopicabity Notes below for detait
- Betaction of unauthorized vireles access points
[me securty ncient response pian ncluses montorng o
ecpording b o onsSocur manftoring symeetee nuding buk
ot mite
e i detection o ntssion-preventon systes
= Network securty cor Mechanisms exit to maintain and make available @ current and viable Jets generated by monitoring and detection technolagies are
12105 A = Change-dereeion meeharisms for crca e, Functional | Intersects With | ncident Response lan (Re) | 1R0-04 8 es Ll B R ol akehalaers, responded 1o n & Structured, repestable manner. |
2T change-and tamper-detection mechanism fo paymen pages
Ut 5 best prctice uni s ffactive date, ererto
lopicabity Notes below for
@ Betcction of unauthorized wireless access points.
[me securty ncient response pian nciuses montorng o
Fespond ooy Secary onring Systemeymting
ot i
[ ntrusion detecton o ntusio.prevenion systems Inutomated mechanisms exit o correlate bath technical and non
e Network e Fechnical nformstion o scros he enterprise by a Securty Incient et generted by montoring an detectontechrclaies are
12105 A Change. de.mfln mechaisms for crial e Functonal | Intersects ith |Corrlate Monitoring Informaton| - MON-G2.1|ESS 8 TS IED 0TS o omated too to enhance. responded 1o n & Structured, repestable manner.
e chengeran tamoerdetecton mechanifor paymentpages lorganization-wide situational wareness.
Fins bl 55 st praceice ant i Gfctiv dae; et
laopicabilty Notes below for det
o Betection of unauthoized wirtess access points
[The security incdent response plan ncludes mntoring and
Fesponing o sl fom secury monioing ystes. nclucing ot
ot im
Fntruson- detectionand nuson reventon sysems [vechanisms exis o protect egﬁﬂ;‘;:;,;g;ﬂnﬂ‘ W"E‘;;;;';;Sw o
12,105 NIA [m Network security c Functional Intersects With Wireless Link Protection NET-12.1  |connections, including scannin uthorized wireless ac [Alerts generated by monitoring and detection technologies are
= Change-deteeion meeharisms for crea e, responded to n a tructured, repeatable manner,
ot and taking approprate acton. 1 an Unauthorized connection s
e changeran tamoerdetecton mechanimfr paymentpages fponts and
[l bt pracceuni = cictve e et
lopicabilty Notes below for detai:
[ Betaction of unauthorized wireles access poits
Mechanisms exist o incorporate lssons feared from analyzing and
[The securty incident response plan is molfied and evolved according Root Cause Analysis (RCA) & e erectvenessand acuracy o the incdent response plan s
12106 A o lessons Iearmed and to incarporate industy developments. Functional | Intersects Wih Cessons Learmed RO-13 - freselving cybersecurity an data protecion ncidents o reduce the reviewed and updated afer sach ivoea
Wechanisms exis o regularly review and oy ncident respanse
12106 A Ko essons leamed and t ncarporate mdusry developments | Functonal | ntesects With IRP Update 1R0-04.2 pracicesto incarporae lessons learned, business process changes oviowea an upeated aer sach imvocatin. o
Incident response procedures are inplace, to be iniiated upon the
Getection of tored PAN anywhere 1 1 not d inchuce
la Determining what to do f PAN is discovered outsde the COE,
Imcluding s retieval, secure deletion, and/or migration into the orocesses ae in place to quicky respond, analyze, and address
12107 A Currently defined COE, a2 applIcable.  caton cata s stored with pan| | Functional | Intersects With | Incident Response Plan (RP) | [Ro-04  [echanisms existto maintain and make avallable a current and iable stions i he event at et PAN & detected wnere & 2 ot
| Determining where the account data came from and how it ended Xpecte
o where i was not e
e Remeciain dat e o process gap tha et i th accourt
Gata being where i was not expects
echanams ex/ o respond 1o sensTIve regulated data spe.
Incident response procedures are in place, to be niiated upon the
detection of tored PAN amywhre i 1 not expected, and incude:
Ining wha to da ffPAN i iscovered outside the CDE|
fnclusing s rtrieval secure deleton, andior migration ino the Sensiive/ Reouated Data Sl Processes are in place to quikly respond, analyze, and address
12107 wa Functonal | ntersects With Ro12 ituations n the event that ieartext PANis detected where i & not
= centitying whether sensiive authenticaton data is stored with PAN Response vations
= Determining where fhe account data came from and how It ended
o wnere i was not expected
e Remediain ot e or process gap tha esue i th accourt
[Gota being where t was not expected
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IMechanisms exist to ensure that organizational personnel impacted by|
Jsensitivelrequlated data spills can continue to carry out assigned tasks|
lincident response procedures are in place, to be initiated upon the [while contaminated Technology Assets, Applications andjor Services
ldetection of stored PAN anywhere it is not expected, and include: (TAAS) are undergoing corrective actions.
|n Determining what to o if PAN is discovered outside the CDE,
fincluding its retrieval, secure deletion, and/or migration into the ; i
207 Kl s 0t 5 e runcions | e i | PSS Remiored 00 | 15
g |n Identifying whether sensitive authentication data i stored with PAN. Spill Operations g ituations
|n Determining where the account data came from and how it ended pecte
here it was not expectet
ln Remediating data leaks or process gaps that resulted in the account
ldata being where it was not expected.
[Where POS POI terminals at the merchant or payment acceptance
A211 A location use SSL andlo eary TLS, he entiy Confim the devices are | Functionl | Intrsects With | Transmission Confidentalty |  CRy-03 [CP/PGGraphic mechanisms exit to protect the confdentialty of data i requirement s not elgbe for the customized approsch
[not susceptible to any known exploits for those protocols. 9 -
[Where POS POI terminals at the merchant or payment acceptance
n211 wa location use SSL andlo cary TLS, he antiy Confims the aewces are | Functional | Intersects With | Secure Web Trafic weg-10  [Vechanisms exist to ensure all web applcation content s delvered i requirement s ot ligiie for the customized approsch.
Inot susceptible to any known exploits for those protocols. Jusing cryptographic mechanisms (e.g.
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