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= Knowr o i afected partes
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In use. Resillence Program lapplied, and conform to management's intent.
= Knowr ol afected artes
o securty pocie and aparatona prcedures s re e
Regureman 1 opectatons convos,andoversigs o meeing s wiin
- ' ton o Mechanisms exist to faciatethe implementatin ofoperatonal Reauiremant 1 are aefned, understood. and aghered o by afecte
111 N w Kept up to date. Functional Subset Of Operations Security OPS-01 [security controls. 10 Ipersonnel. All supvumng activities are repeatable, consistently
e irise Sopica, and contor t ranagemant's ment
= Known o i afectea prtes
i sccurty pocies and operational procedures that ae dentined in
peaciamen Expectatons,controls,and aversght fo mesting activiis withi
chanisms exit to ity and document Standardized Operaing
e Boc Standaraized Operating Reuiremant 1 are aefined, idertood. and aghered o b afecied
111 A Functonal | Intersects witn OPS.01.1 [Procedurss (S0, o Smla documantation. t nsbe e proper s
= Reptup o gate. rocedures (S0P rocedure doc erbonnal Al supporing actiie s repeatable, conssenty
lm In use. [execution of day-to-day / assigned tasks. [applied, and conform to management's intent.
= Kngn o i aected prtes
echarisme oxst o sssign ove o mare qualited nivols it the oy s ot s s
IRoles and respansiities forperforring activites in Requrement 1 ssigned secury, Compiance isson and resources t centaly.manage. Comrinate, Gevelop.
112 A g ; Functonal | Intersects with - Gov-0¢ ; s Reduiremént 1 are llocatec,Fersonnel are account
e Gocumentaa, assignes. and understooa Resience Responsibiies e T e e e, Compianc o Reduremen 1 re llocted personnel are sccountable
Doy to-doy Tesponsibitiesfor performing al e acties n
112 A Roles and respansiiiies orperforming activiles in Requrement L | yncional | Intersects With | Defineo Roles & Responsiiites|  HRs-03 |MEChanims exitto define cybersecurty oles & responsiiitie or sl s Reduiremént 1 are llocatec,Fersonnel are accountabs or
9 > [successful, continuous operation of these requirements.
Doy-to-day responsibies for perorming all e actes
Rotesand respansiiiie or perfrring acivies in Requiement 1 echanisms eist o commricate with uses about their rles and
112 A Functonal | Intersects with User Awareness HRs.03.1 s Reduiremant 1 are llocated,Fersonnel are accountabi or
e documented. assianed. and inderstooa Fesponsibiiies o mantain  Safe and Secure working emvronment. Reauirement 1 re aocated. Persomnelare accourtani
echanisms exist o provide role-based securty, compliance and
rotes and g activiies in 1 RoleBased Security, Complance|  samon  [eSlantorelored NG GG1re avthor iy accecs 1o g ysten
112 Nia fare da(umented assigned, and understood. Functional Intersects With & Resilience Training SAT-03 serforming assigned duties;(2) When required by system changes; s
Sn6) Amnusty hereatier
e B 1 Fecharisms o o provids specic raningforprviesedvsrs
112 wa Functonal | Intersects with Prvieged Users saross rvieges ueas underaian el unito foes o s
o Gocumentes, assghed. and understosa rsurs privie
[Contiuration standards for NSC usets are Wechanisms exs o develop docurment and maintai secure baseine
P KComguratons fo Techmology Aesers, Applcatons andor Somces [T way that NSCs are confiured and aperate are defned and
121 WA lm Implemented. Functional | Intersects With | Secure Baseline Configurations |  CFG-02  |iriag)'that are consistent with industry.accepted system hardening s lconsistently applied.
= Mg [tancarcs
Conmuration stanaaras for NSC ulesets are:
conton Configure Technology Assts, echanisms exist o cofigure Technology Assets, Applications anlor B e confioured and aperate re defned an
121 NiA [3 Defined. e, Functional | Intersects With | Applications and/or Services | CFG-02.5 [Services (TAAS) utiized in high-risk areas with more restrictive. 5 The way that NSCs are configured and aperate ae defined and
Pl (TAAS) for High-Risk Areas [baseline configurations. 'y apel
= Mntanes.
121 NIA Functional Subset Of Cloud Services CLD-01 Imanagement controls to ensure cloud instances are secure and in-line 10 Y 9 P
= piementea. imanagement coniols Consisténtly aplcd
= Mg v
Confuration andards for NSC alesets re
= Detnea a1 |Mechanisms exist to moritorDe-Miltarized Zone (OMZ) network It waythat NSCs are conigured and aperate are defined and
121 A = Implemented. Functional Intersects With DMZ Networks NET-08.1 [segments to separate untrusted networks from trusted networks. s |consistently applied.
= Mamiamed.
Confguration Sandards for NSC uleses are: Mecharisms oxst t Tmplement securiy anctors 22
- Der B or ere i e St byt o e Gt ara ITe way that NScs are conigured and aperate are defined and
121 A = Implemented. Functional Intersects With Architecture SEA03 [avoiding any dependence by lower layers on the functionality or s |consistently applied.
= Mamained. Coreciness o igher ayers
Contauration andards for NSC aleses re Wechanisms eXst o ensure nebwork e Rectur GETZes etiark
Define Network Segmentation lsegmentation to isolate Technology Assets, Applications and/or Ithe way that NSCs are configured and operate are defined and
121 NiA lm Implemented. Functional | Intersects With (macrosegementation) NET-06  [Services (TAAS) to protect from other network resources. 5 lconsistently applied. o >
= Mamiained.
Changes t network connections and NSCs cannat result
Jt changes tonetwor comnections ana o conigrations o NsCs are , : !
122 wa powovet o0 manayet 1 aceomars ot tho crangs conrel Functonal | SubsetOf | Change Management Progrom |  CiG.01 [Mechanisms exit to faciltate the mplementation of 3 change 10 misconfiguraton, implementstion of nsecure sevice, o
[process defined at Requirement 6.5.1 9 prog:
Changes t network connections 3nd NSC cannot result
Jt changes tonetwor comnections an 0 conigurations o NsCs are ) N ! hanges to networ s and sCe ¢ |
122 wa Sporbed a0d managed [ accordapis i the cvangs conrel Functonal | nersects With | Canfgurtin Change Control | CHG-0z [ echanisms exs o gover th techicalconiguraton change conrol s misconfiuration, implementation of nsecure sevices, o
[process defined at Requirement 6. pr
P S Changes t network comnections and SC cannt result
s . I changes to network comectons and to conigurations af SCsare || e | choions [Mechanisms existto proibit unauthorized changes, uness s econfguraton, Kplmentaion o secons senices, o
speraved and mansged n accordancs o o organiation-aproved change reduest as recened nauinonzed natwore commectons
125 . Jan accurate networt disgramis) is maintained that shows all runctionat | inersects e | Network Dlagrams 6 Data Flow | 1.0 [contam Suicknt Gt 1 assess the securty of e nebwors s I reprsentaton o the boundaries between the COE, all trusted
Iwireless networks, 9 any Diagrams (DFDs) [architecture; (ZJ Reflect the current. avcmlec(uve ollhe ne(wavk Inetworks, and all untrusted networks, is maintained and available.
3 Bocument a ot fows
T — Wecharisms oX5t o Snaire Conrol SppTCaBITy s SPprapTately-
sccurate netwrk diagrem() is mintained tha shows Control Applicabity Bound oetermine for Technlogy Aets Applcation? andor Sevices (TAAS) i epresentation o the boundaries between the COE, al rusted
rate netu ed tat shows . | Control Appicabity Boundary | et representaton o the boundaries between the COE, all truste
123 N conniactions betueen the COE and other networks, inclting any Functonal | intersects with | g AORICADIY BN | AST082 - Iond i partes by Grapiclly represening appicable boundaries s ek, o 31 untrusted networks, s mainained and valsbe
o oeeom oot s e oo echanisms oX5t o Svsure network e Rectur Uilzes iark
\n accurate network diagram(s) Is maintained that shows al Network Segmentation |seamentation to isolate Technology Assets, Applications and/or |a representation of the boundaries between the CDE, al trusted
e b [oreiess ek, "€ €O 2 oner neuorks, ncuong any Functonal | mersects win | [TUCRC SR | NET06  ISenices (TAAS) o protect from athe network resources. s ek, o 3 unrusted networks, s maintainad and svalsbe
A accurate petwork dagram(s) s maitained Tat Shows o
[ epresentation o th boundaries between the COE, al trusted
123 A Konmcconsbeen he COF and tnt networs. o ans Functonal | Intersects with Guest Networks NET-02:2  |Mechanisms exist o mplement and manage a secure guest network s frepresentaton o the boundaries between the COF. s imuted
sccure nevwork dagramis) s maTaed (ot ows o
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reiess necworis. Fints and taking abpropate acUon. 1 an uhauihorises comnection
fiscoveres
{An accurate data-flow diagram(s) is maintained that meets the. [Mechanisms exist to maintain network architecture diagrams that:(1)
1aa " foouin ranctonal | nersectswith | Neork Disgrams & Data Flow | e o [Contai suficiant deta to asses e secuty of he nemwori’s s [ epresentatin of a ansmissons o account data betieen system
ln Shows all account data flows across systems and networks. Diagrams (DFDs) Jarchitecture:(2) Reflect the current architecture of the network compone o
= Upastes 2 needed upon changes o the emvronment “nac) bocument i et Tows.
o ot ; Fiechars oo erore etk chfctre uizes rowork
an accurate data-fow disgrame) s mainained that meets the etk segmentation o o e et s oot  epresentation of i tansmissions o account dta between system
124 NA S | account data flows across systems and netwrks Functional | Intersects With s NET-06  [Services (TAAS) to protect from other network resources. s components and across netwark segments s maintained and
| Updated as needed upon changes to the environment. [pvailable.
o sccrat gt flow agrana) s maitined ot meets he oo ox o motor o e 7o o2y neere i revesentation of sl ansrisson of sceoun daa beprean v
124 N = Shows i account data flows across systers and networks Functonal | Intersects with oWz Networks T e o Separete uirusted hetwores o tusted necworss s companents and across network segment i malntaned and
= Upastes a5 neeaed upon changes o he emvronment
lan accurate dataflow diagram(s) s maintained that meets the Wiechanisms exist o require the developers of Technology ASSets,
oo 9 [Anplications andor Services (TAAS) to identify early in the Secure [ representaton of l transmisians o account data between system
124 wa (GUOMIG i ot s actoss sysems and networke Functonal | Intersects with [port, Protocos & ServicesInUse|  TOA.02:1 e ) foacently eary i e Secure, s DTS ard 55 Pt Segmens s
| Updated as needed upon changes to the environment. [services intended for use.
Wechan=ms oxst o configure syetems o provide oy essenal
it srvices,protocols and ports alowed are entifd, approved, and ) unauthrized network raffic (services, protocols, o packets desined
125 wa f services protocols. and po Functonal | Inersects With | Least Functionlity a3l sy ookl i o A o o o s s nausbarized natwork afic (sevices potocos or
Niechartsms o5 o eneure retwork e Recire Valzes rark
lal services, protocols, and ports allowed are identified, approved, and Network Segmentation y mentation to isolate Technology Assets, Applications and/or network traffic (services, protacols, or packets destined
128 N ave 2 Genea business necd Functonal | imersects win | TGRSR | NETO6  ISoRices (TAAS) o protect rom akher network resources. s forSpecic port) cannosencer o eave the network
it services,petocols, and ports alowed are dentifid, approved, and a1 |Mechanisms exist to moritor De-Miltarized Zone (OMZ) network unauthorized network raffic (service, protocos, o packets detined
125 Nia [have a defined business need. Functional Intersects With DMZ Networks NET-08.1 [segments to separate untrusted networks from trusted networks. s [for specific ports) cannot enter or leave the network.
Wecharisms exist o requie process owners to dentiy, document and
it services, peotocols, and ports allowed are dentifid, approved, and dentification & justfcation o | 1o, Unauthrized network raffi (service, protocos, o packets destined
128 N ave 2 Genea business necd Functonal | Inersects With | g cemces | TOAO2 sty the business need fr the port, praocols and ther services s for Specic ort) cannosencer o eave the network
—— Wecharisms oxst o requi ExtermalSenice Providers (ESP9 1o
lat services, protocols, and ports allowed are identified, approved, and xtemal Connectivity deniy and document he busines ned for prts, protocolsand lUnauthorized network traffic (services, protocols, or packets destined
125 A Functonal | Intersects with o0z G ouaness e for bt B s
fave 5 Geinea business neca Uires t operate s Techmalogy Assers for Speciic ort) canos encer o eave the natwork
o, Protocols & services [Appications andior Services (TAAS). pecnep
Wechanisms o5t o develop, docurmert and rantai secure baselie
securty feaures are defned and implemented for al services, o B e recare bace e specitc risks assoctate with the use of insecure services
126 A Protocols. and ports tht e n se and consigered 10 be Inscure, | Functonal | Intersects Wit | Secure Baseline Conigurations | CFG-02 | San ae e oo i B o e s rotacols, and bort are understoo. assessea, and approprately
e na tn roe < migared o oated
Securty features re Gefned and implemented fo all srvices, e specifc ks assocated wilh e use of nsecure Sevices
126 A roocors. and ports tht e n Lse and considerea 10 be nscure, | Functonal | Intersects Wit ¢ c Rekop.2  Mechanisms exist to dentty and implement compensating s rotacols, and ort are understoo. assessea, and approprately
[such that the risk is mitigated. P mitigated.
Securty features re defned ond mplemerted fo all srvces, ———. Wecharisms exst t gt the ok assocared with e e of M specifc ks assaated Wil T uee f nsecure Sevices
126 A rotocors. and port tht e n use and considered 0 be msscure, | Functional | Intersects Witn ors. P TOAO2.6  [ISecure ports, potocals and services ecessay 1 operate s otacols, and ot are understoo. assessea, and approprately
i ha tn.rse £ mictes. Fechmology soutons. gate
Mecharisms exst o Smsure network e Rectre Uilzes ebiark
securty features are defne and implemented for all serices, etwork Seqmentaton et e oees hee e specitc risks assaate with the use of insecure servces
126 A rotocors, and ports tht e n use and considered 0 be msscure, | Functional | Itersectswitn | Network Seqmentation | yer.oq  [egmentation I soate Technology Asses Aoplcatrs s rotacols, and ot are understoo. assessea,and approprately
[such that the risk is mitigatec 9 |mitigated.
Securty featues e Oefned and implemerted for all srvices, ; v specifc ks assaated wilh T uee f noecure Sevices
126 A rotocors. and port tht e n use and considered 0 be msscure, | Functional | Intersects Witn oz Networks NeT0g.1  Mechanisms exis to monior D Mitarzed Zone (OMZ) network s rotacols, and ort are understoo. assessea,and approprately
[such that the risk is mitigated. g P 3 |mitigated.
Securty feotures are oefned ond mplemented for all ervices. Tearies it to Conigue ystems t provile rly essentl M specifc ks sssocated Wil e uee o Tecure sevices
126 A Prtocors. and ports tht e n use and considered 0 be meecure, | Functional | Intersects With | Least Functionaity CFG03 |Capabillies by apeciically pahibing o restncing he uee of pors, s rotacols, and o are understoo, assessea, and approprately
i ha tn.rse £ micates. brotocos. andorservices itgated
Conmaurations of Nscs are reviewed ot east once every o monthe 0 echanisms eist o pericical rview system confguraions o NSC configuration tht allow orrestric access to trusted networks
127 wa [Configurations of NS are reviewed ot d Functonal | Intersects with Perioic Review CFG03.1 ety and GRaple ummecessaly andor nom ecue foncions, ports, s e verned peradically 10 ensur that ony authorzea connectons
o lprotocols and services. |with a current business justification are permitted.
Wecharisms SX5t o evsure network e Rectur Utlzes iark _—_—
ot e ey six y ' Eeamentaton o solte Technology Assrs Appications andor configurations tht llow orrestrict accessto trusted networks
127 A (Confiourations of NSC are reviewe t et nce every S months 10| uncyonar | ntersects win | NeworkSeomentation | er.pq  Segmentation o solte Teehnoiogy et Aonlcatons s e verned peradically o ansue that ony authorzed connactons
i Curren DusinesJusthcation are permited
NSC configurations tht allow orretric access to truste networks
lConigurations of Nscs arereviewed at least once every sx months to echanisms exist to enforce the use of uman reviews fo Access
127 A : revewes Functonal | Intersects witn Human Reviews NET046 g ree n uman reviews s re e peodcaly o Tt kol srd onnecions
Confr they are relevant an erective (Cotral Lies (ACLS) nd simi ruleset on  roin a5, ore verfied peroically toensure that oy o
FunctonalReview O Securty, echanisms exist to reguiarly rview Technolagy Assets, Applcations SC coniguations tht llow orrestric access to tuste networks
127 A [Coniguations of NSCs arerevieed at least once every s Mont"s 6| yncional | iersects with | ' Compiance & Reshence | CPL03.2 [analor Sarvices (TAS o adherence o e organizaon's ecuy. s o verned perodiclly o ensur that oy authorized connectons
Y Controls lcompliance and/or resilience policies and standards, lwith a current business justification are permitt
. ] ] SC coniguration that allow orrestrc access to tuste networks
127 A [Conigurations of NSC are reviewed at least once every SIx TONS 0| puncional | nterscts ith oMz Networks NeTop1  Mechanisms exist to monior D Miltarzed Zone (OMZ) network s e vened peradicly 10 ensor tht ony authoved comectons
4 9 P [With a current business justification are permitted.
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[Configuration files for NSCs are
Network Device Configuration IMechanisms exist to configure network devices to synchronize startup INSCs cannot be defined or modified using untrusted configuration
128 A ln Secured from unauthorized access. Functional | Intersects With CFG026
B B e R o meceast File Synchronization land running configuration files lobjects (including fles).
12s " [Configuration fles for Nscs are: cunctionst | ersect it | Access Resrcian For Change | CHo-0a_Hechanisms exs o eforce configuration restricons i an efort to NSCs cannot be defined o modifed using untrusted configuraton
e e e restrict the ability of users to conduct unauthorized changes. lobjects (including files).
Mechanisms exist to ensure network architecture UETIZes network
128 A o e o Moo acce: Functional | Intersects With Network Segmentation NET.0  [fegmentation to isolate Technology Assets, Applications and/or INSCs cannot be defined or modified using untrusted configuration
[ Secured from unauthorizet unctional Intersects Wit e & [Services (TAAS) to protect from other network resources. including fi
[» Kept consistent with active r\e(work configurations. (macrosegementation) P joblects (including files).
[Confuration les for NsCs arc
IMechanisms exist to monitor De-Miltarized Zone (DMZ) network INSCs cannot be defined or modified using untrusted configuration
128 A la Secured from unauthorized access. Functional | Intersects With DMZ Networks NET-08.1
s U [segments to separate untrusted networks from trusted networks. lobjects (including files).
[roouna e o the GO retricte s fllovs o Enforcemen Mechanisms exist to implement and govern Access Control Lists
131 A 'To anly trafic tht s nc Functional | Itersects with | P2t Flow Enforcement - Access|  er.o4 |{aC(S) o provide data flow enforcement that expiciy restrice Unsuthorized traffic cannot enter the CDE
= A Gther tratic s specifically denied. Inetwork traffic to only what is authorize
[noound e to the COE i retricte s follows oy T - IMechanisms exist to configure firewall and router configurations to
131 wa i nece: Functonal | nersecs it | OE7Y J3FIC by DESUt & AW | 41y metwonk rai by defut anc allon neswerk afic oy exception Unauthorized traffic cannot enter the CDE
= Al Gther tratic s specifically dene. (e.g., deny all, permit by exception).
Mechanisms exist to ensure network architecture UEIIZes network
Inbound traffc to the CDE is restricted as folows: Network Segmentation |segmentation to isolate Technology Assets, Applications andjor
131 A o Toonly rlfc tht s necessary. Functional | Intersects with | pebwerk Segmentation NET-06  |Services (TAAS) to protect from other network resources. lUnauthorized traffic cannot enter the CDE
ln Al other traffic i specifically denie
[rhouna aflc o the CE 1 resriced s follows
IMechanisms exist to monitor De-Miltarized Zone (DMZ) network
131 A To oy i o s necestry. Functional | Intersects With DMZ Networks BT 081 e e o metocarte o oot i lUnauthorized traffic cannot enter the CDE
(oumoun i o e COE s st as ol
132 wa J To only trafic tht s nece: Functional | ntersects With [Prevent Unauthorized Exfitration|  NET-03.5 ~ Agiomated mechanisms exit to preven the unauthorized exfitration Unsuthorized traffic cannot eave the CDE.
|m All other uaiﬁ( is Snecmcaﬂy demed 9 9
[outbound traffic from the CDE is restricted as follows Mechanisms exist to implement and govern Access Control Lists
132 A l o orly traffc that is necessa Functional | tersects with P22 Flow Enforcement |ACCess | yer.gq (ACLS) to provide data flow enforcement that expicly restict Unauthorized rafic cannot eave the COE.
|n All other traffic is specifically denied. Inetwork traffic to only what is authorized.
loutbound traffic from the CDE is restricted as follows: " IMechanisms exist to configure firewall and router configurations to
132 A anly tafic hat i necessa Functonal | Intersectswith | O Trafic by Deault & AGW | .01 [qany metwork rafc by defau and allow network i by exceprion Unauthorize traffic cannot leave the COE,
[m Al other traffic is specifically denied. Y (e.g., deny all, permit by exception).
Mechanisms exist to ensure network architecture UETIZes network
[outbound traffic from the CDE s restricted as follows: Network Segmentation mentation to isolate Technology Assets, Applications and/or
132 A | Toonly rffc tht s necessary. Functional | Intersects with | pebwerk Segmentation NET-06  [Sarvices (TAAS) to protect from other network resources. lUnauthorized traffic cannot leave the CDE.
ln All other traffic s specifically denie
[outbound traffic from the CDE is restricted as follows
IMechanisms exist to monitor De-Miltarized Zone (DMZ) network
132 A ln To only traffic that is necessar Functional | Intersects With DMZ Networks NET-08.1 lUnauthorized traffic cannot Ieave the CDE.
I o e e e [segments to separate untrusted networks from trusted networks.
INSCs are installed between al wireless networks and the CDE,
Iregardiess of whether the wireless network is a CDE, such that:
133 NIA ;;2 o reless trafic from wireless networks into the CDE is denied by | £ ynctional | Intersects With Guest Networks NET-02.2  [Mechanisms exist to implement and manage a secure guest network. g:‘;“‘;g‘::gf‘;;‘z;ﬁ;:n;";'v’:r";d";:jgi;ﬁ;’;g": f::"c‘::”“ between any
o Only wireles rafcwith an authorized business purpose s alowed
jinto the
INSCs are installed between al wireless networks and the CDE,
Iregardiess of whether the wireless network is a CDE, such that: ; nitor and contr cati
133 A o Al wrtes ofic o iressnetworks nto the COE s eied b | pyncionat | mersects win | soundory protection O A A WA AR A Unauthorized traffic cannot traverse network boundaries between any
wireless networks and wired environments in the CDE
= Dmy w\re\sss traffic with an authorized business purpose is allowed [network.
into the Ci
Mechanisms exist to employ boundary protections to olate
Juscs are nstaled betueen ol wireless networks and the COE, [Technolagy Assets, Applications and/or Services (TAAS) that support
Iregardless of whether the wireless network is a CDE, such t [ritcal missions and/or business functions.
133 VA o Al irelessrafc o wireless networsiniothe COE is Cenied by Functional | Intersects With | solation o System Components|  NET-03.7 unauthorized taffic connot traverse netwrk boundaris between any
o Only wirelss ratfc with an authorized business purpose s allowed
linto the C
INSCs are installed between al wireless networks and the CDE,
Iregardiess of whether the wireless network is a CDE, such that ; . router )
1as A o Allwireless trafc from wireless networks nto the COE is demed bY | puncionl | intersects with | D€y Traffc by Default & Allow | e g [fSChanms existto confiure frewai and route conigurationsto lUnauthorized traffc cannot traverse network boundaries between any
ldefauit. Traffic by Exception ireless networks and wired environments in the COE.
w Only w\re\sss traffic with an authorized business purpose is allowed ((e:g-. deny all, permit by exception)
into the
Juscs are nstaled betueen i wirelessnetworks and the COE,
Iregardiess of whether the wireless network is a CDE, such that
Rl T o e e et lAutomated mechanisms exist to evaluate access requests against authorized traffic cannot traverse network boundaries between an
133 NIA Al icles raitc fom wiriess etnorks no he COE 1sGered B | Functional | Intersects With |  Policy Decision Point (PDP) NET-04.7  lestablished criteria to dynamically and uniformly enforce access rights| Wae“‘e;‘: n;gérzg‘a‘n?w""e‘d'enj’zimi;[: ‘: b:“ cdua les between any
Omy w\re\sss traffic with an authorized business purpose is allowed [pnd permissions.
jinto the
Mechanisms exist to ensure network architecture UEIIZes network
Juscs are nstaled betueen i wirelessnetworks and the COE, lsegmentation to isolate Technology Assets, Applications and/or
Iregardiess of whether the wireless network is a CDE, such [Services (TAAS) to protect from other network resources.
R wiretecs rafhe from wiretecs nexworss ko he COE s denied by Network Segmentation 9 lUnauthorized traffic cannot traverse network boundaries between any
133 Nia (default. Functional Intersects With {(macrosegementation) NET-06 |wireless networks and wired environments in the CDE.
ln Only wireless traffic with an authorized business purpose is allowed
into the CDE:
INSCs are installed between al wireless networks and the CDE,
regardiess of whether the wirless network s 2 CDE, such tha
Al wireless traffic from wireless networks into the CDE is denied by y IMechanisms exist to monitor De-Miltarized Zone (DMZ) network lUnauthorized traffic cannot traverse network boundaries between any
133 Nia dereu\( Functional Intersects With DMZ Networks NET-08.1 [segments to separate untrusted networks from trusted networks. |wireless networks and wired environments in the CDE.
o Only wireless ratfcwith an authoized business purpose is alowed
jinto the
INSCs are installed between al wireless networks and the CDE,
egardless of whether the wireless network s a CDE, such it [Mechanisms exist to protect external and ;g‘e;ga‘uwa';if;;,‘;";; from |
|m All wireless traffic from wireless networks into the CDE is denied by [signal p: ugh 9 lUnauthorized traffic cannot traverse network boundaries between any
133 /A [ Functional | Intersects With | Wireless Link Protection NET-12.1  [connections, including scanning for unathorized wireless a |Unauthorized traffic cannot traverse network boundar
paints and tking approprate acton. f an unauthorzed Connection s
o Only wireles ratfcwith an authoized business purpose is alowed fpoin
into the
[Mechanisms exist to configure systems to provide only essential Unauthorized traffic cannot traverse network boundaries between
141 A INSCs are implemented between trusted and untrusted networks. Functional | Intersects With Least Functionality €6G.03  |capabillies by speifcally prohibiting orresicing the use ofpors,
o oo e trusted and untrusted networks.
echarisms exist o mplement security functions a5 3 avered
Jstructure that minimizes interactions between layers of the design and lUnauthorized traffic cannot traverse network boundaries between
141 A INSCs are implemented between trusted and untrusted networks. Functional | Intersects With | Layered Network Defenses T 02 e e o ees ot ey unauthorized traffic cannot trav
[correctness of higher layers.
[Mechanisms exist to monitor and control communications at the Unauthorized traffic cannot traverse network boundaries between
141 A INSCs are implemented between trusted and untrusted networks. Functional | Intersects With Boundary Protection NET03  fexternal networ boundary and atkey inernal boundaris wiin the unauthorized traffic cannot trav
Separate Subnet for Connecting y IMechanisms exist to implement separate network addresses (¢.g., lUnauthorized traffic cannot traverse network boundaries between
141 NA [NSCs are implemented between trusted and untrusted networks. Functional Intersects With | %, ' pifferent Security Domains: NET-03.8 jitferent subnets) to connect to systems in different security domains. ltrusted and untrusted networks.
Mechanisms exist to ensure network architecture UETIZes network
Network Segmentation lsegmentation to isolate Technology Assets, Applications andfor lUnauthorized traffic cannot traverse network boundaries between
141 A INSCs are Implemented between trusted and untrusted networks, Functional | intersects witn | Network segmentation NET-06 oo AR o ettt o o mort s oo lunauthorized traffic cannot tray
y IMechanisms exist to monitor De-Miltarized Zone (DMZ) network lUnauthorized traffic cannot traverse network boundaries between
141 A INSCs are implemented between trusted and untrusted networks. Functional | Intersects With DMZ Networks BT 08,1 e e A o ettt froan oot i unauthorized traffic cannot trav
09 |Mechanisms exist to protect the authenticity and integrity of [Unauthorized traffic cannot traverse network boundaries between
141 A INSCs are implemented between trusted and untrusted networks. Functional | Intersects With Session Integrity NET-09 o prote Unauthorized traffic cannot tray
Mechanisms exist to implement security functions as  layer
. . i DefenseIn-Depth (DID) 03 Flciune minmiing Imaractons botween ayérs o he gesign and lUnauthorized traffic cannot traverse network boundaries between
141 A [NSCs are implemented between trusted and untrusted networks Functional Intersects With Architectus SEAO3  fvoidin ing any ﬂependence by lower layers on the functionality or [trusted and untrusted networks.
lcorrectness of higher lay
Fechanisme exst o ensure netvork actecture uilzes ewarc
lInbound traffic from untrusted networks to trusted networks is lsegmentation to isolate Technology Assets, Applications and/or
restricted o: eIices (TARS) o provecs rom other nebworl esources.
mmunications with system components that are authorized to lOnly traffic that is authorized or that is a response to a syste
142 wa Brovids bl accessile e, oo, o s Functional | Intersects win | Netwerk segmentation NET-06 component n the trusted network can enter a trusted network from
SI ef Il responses to communications initiated by system 9 lan untrusted network.
efs ina trusted network
oA other trafnc s denie
Inbound raffic fom unirusted networks o trsted netwrks s
frestricted
= Communizations with system components that are authorized 0 lonly traffic that is authorized or that is a response to a systs
y : . nction n i ’ y IMechanisms exist to monitor De-Miltarized Zone (DMZ) network a that s "
142 /A f"s’é??fff‘i';;if::ff bleservices,prtocols, and oot Functional | Intersects With DMZ Networks 08,1 e Mot fraon b et component nthe iusted netvork can ener s rusied network from
lcomponents in a trusted network.
ln All other traffic is denied.
Mechanisms exist to IImit the number of concurrent exteral network
lInbound traffic from untrusted networks to trusted networks is [connections to its Technology Assets, Applications and/or Services
restrictedto
munications with system components that ae authorized o lOnly traffic that is authorized or that s a response to a system
142 A [provide pubicy accessible services, protocols, and po Functional | Intersects With |  Limit Network Connections | NET-03.1 mponent in the trusted network can enter a trusted network from
[ Statetl respanses to communications mtiated by system lan untrusted network.
[components in a trusted network.
ln All other traffic is denied.
Inound rffic rom unrusted networks o trusted networs s
Irestricted
moncations with ystem components that are uthorized o Data Flow Enforcement - Access Mechanisms exist to implement and govern Access Control Lists lOnly traffic that is authorized or that is a response to a systs
142 A lprovide publicly accessible services, protocols, and port Functional | Intersects With e NET-04  [(ACLS) to provide data flow enforcement that explicity restrict component n the trusted network can enter 3 tusted neqwork from
o Stateul responses (o communictions iniiated by system Inetwork traffic to only what is authorized. Jan untrusted network.
lcompnents in a trusted
R otner st < demied
lImbound traffic from untrusted networks to trusted networks is
restricted to:
o Communicatons wih system componerts that are authorized o IMechanisms exist to monitor and control communications a the Onlytaffic that s authorized or tha I  response (0.3 systern
142 /A [provide publicly accessible services, protocols, and port Functional | Intersects With Boundary Protection NET-03  [external network boundary and at key internal boundaries within the lcomponent in the trusted network can enter a trusted network from
o Stateul responses to communictions niiated by system Inetwork. on untrusted network.
lcomponents in a trusted
R ether trafhc s demed.
lInbound traffic from untrusted networks to trusted networks is
restricted o
Communications with system components that are authorized to Deny Traffic by Default & Allow IMechanisms exist to configure firewall and router configurations to lOnly traffic that is authorized or that s a response to a system
142 NIA [provide publicly accessibie services, protocols, and ports. Functional Intersects With Y raffic by Exception NET-04.1  [deny network traffic by default and allow network traffic by exception [component in the trusted network can enter a trusted network from
|w Stateful responses to (ommum(atmns initiated by system 4 Pt ((e.g., deny all, permit by exception). lan untrusted network.
lcomponents in a trusted netw
[n All other traffic is denied.
lInbound traffic from untrusted networks to trusted networks is
Irestricted to:
|x Communications with system components that are authorized to Mechanisms exist to configure systems to provide only essential lonly traffic that is authorized or that is a response to a system
142 A lprovide publicly accessible services, protocols, and ports. Functional | Intersects With Least Functionality €FG:03  |capabilties by speifically proniting or resicing the use ofpors. lcomponent in the trusted network can enter a trusted network from
ln Stateful responses to communications initiated by system protocols, and/or service: Jan untrusted network.
lcompanents in a trusted network.
ln All other traffic is denied.
lechanisms exist to implement Intrusion Detection / Prevention
JAnti-spoofing measures are implemented to detect and block forged Intrusion Detection & Prevention lPackets with forged IP source addresses cannot enter a trusted
143 A Functional | Intersects With MON-OL1 [Syetems (155 155) taehnloges on eriel Syoveme key retwork
Jsource IP addresses from entering the trusted network. Systems (IDS & IPS) s o At Ehaes oo Inetwork
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echanisms exist to mplement and goven Access ControlLists
o measures are implemented to detect and block forged Data Flow Enforcement - Access rackets with forged IPsource addresses canot enter a tusted
143 NA Functional | Intersects With NET-04  |(ACLs) to provide data flow enforcement that explicitly restrict 5
ource 7 adiresses from entefing the rusted network. Control s (ACLS) AL to provide daa fow enforcement network
echais et o cmploy Retrk o Detecion revenion
it spaing messuresaremplementa o detectand ok orgod Network ntusion Detection | ) rackets with forged IP source addresses cannot enter » trusted
143 A ot spoofing messures re mplemented to detect o Functionst | nerecs i |, NStk DL BRSSO | neron 6k (DS NPS) i Geack anlr prevent s o s Packets
e " ot spaing messuresaremplementedt dtectand ick 0568 | punana | tersects Wi | ‘vt S st/ | NEron2 [echansma ot to iz Wireless rusionDeocton rtecton B rackets with forged IPsource addresses canot enter a trusted
ource 7 adiresses from entefng the rusted new ion Systems (11 Systems (WIDS / WIPS) on wireiess nevwork segments. network
144 NA [pystem components that store cardholder data are not directly Functional | Intersects With | Publicly Accessible Content DCH-15  [Mechanisms exist to control publicly-accessible content. 5 IStored cardholder data cannot be accessed from untrusted networks.
accessible from untrusted networks. y Y
Wecharisms exist o prohbit the drect connection of 3 senstive
Laa A Systam cormpanents thet toee ardhlde deta are not directly Functional | Itersects With | Extermal System Connectons | NET-05.1 [system £ an external network wihout he wee of an rganizatin- s stored cardhoider data cannat be accessed from untusted networks
Gefined boundary protection dovice
IThe isclosure o Iermal 1P sddresses and routing farmation & o | Prevent Discovery of et 073 [echanisms exist o prevent the pubic dscosure of miernal network ToLernal netwark formation s potected from unauthorized
145 Nia Jlimited to only authorized parties. Functional Intersects With Information NET-03:3 Jinformation s [disclosure.
Rarisms ot t efine What nformaton s Swed
[The disclosure of internal IP addresses and routing information is. Acceptable Discoverable iscoveranle by adversaries and take correcive actons to remediate Incermalnetwork information is protected from unauthorized
145 N/A limites 6 onry acthorized paries. 9 Functional | Intersects With P emation VPM-06.8  Inon-compliant Technology Assets, Applications and/or Services. 5 ldisclos P
Wecharism eXt o Confoure Technalogy ASSets, Applcatons andlar
Securty controlsare implemented on ony computing devices Services (TAAS) utized I high sk areas with mare restncive
[including company- and employee-owned devices, that connect to [paseline configurations.
both unirused networks (ncuding i intemmet) nd the CDE a5
aows.
Coniure Technolgy s,
S confguraton sttngeae et o preven e bng ’ . Devices tht connect to untrusted environments and afso connect to
151 A troduced into the entity’ Functional Intersects With | - Applications andjor Servics cre-025 s [the CDE cannot introduce threats to the entity’s CDE.
e Security Controls ar WE‘Y (TAAS) for High-Risk Aress
S oo el e ne compting
Revices unoss specincaly cocumented and authorized
[manegerment on  case by Cosé bass ora Imited peiod,
ecurty conros e mplementedonany compuing evies,
Inciing ¢ mployec-owned devices, tht connict to
bt urinsked ot nladn e eroet) and s Bt 55
faon
) Mechanisms exit o prevent spit tunneling forremote devices uness ; "
151 A o Specn conu R e TS i | s v Spit Tunneling CFG034 e it il s securay proviloned us asancatan dehnes s Devicesthat connect o uniusted envronments and also comect to
[w Security controls are actively rur [pafeguards.
2 Secriy contols are nt aterabie by uses of the opang
Gevices umess specitcal documented and authorzed b
[management on  case-by-cose basis or 3 Imited perid.
Wechasms eX ko proNbE extemal pates, neludng Technology
[Assets, Apphcatluns and/ur services (TAAS), from storing, processing
securiy conrols are implemented on any computing devices,
Inciing ¢ amployee-owned Gevices, hat comnect o o anaing ot e auivorisedindiauls ) Verng
e i (R e e 1 e B e ementaon o e scury, omplance andlorrsience
follo KControbs on2) Retalning & proceasn sgroement wih e en
hosting th external TARG.
<t coniration sektings re deinet o prevent trtsbing . Devices tha connect to ntrusted environments and afso connect to
151 Nia muodu(ed into the entity’s Functional Intersects With Limits of Authorized Use DCH131 s he CDE cannot introduce threats to the entity's CDE.
" Securty contrls are actvely rumnin
2 SECuriy contolsare not aterabi by usersof the computing
fevicas e Spad el documented 3 autorced o
Basis for 3 Imited period
Securty cotrol are implemented on any computing devices,
[nciicing company- and employee. owned dewces, hat comnéctto
ot urrited nevare (neladn e nerne) e Dt 2
(Glow:
St confguraton sttngs e defnes o preven rest bng Endpoint Device Management o1 [echanims et ot th iplemertation ofEndint Device Devices that connect to untrusted environments and afso connect to
151 A [introduced into entity's Functional Subset Of (EDM) END-01 [Management (EDM) control 10 [the CDE cannot introduce threats to the entity’s CDE.
" Secuny conirols are acvely ramnn
2 SECUry Contols are no aterabi by usersof the computing
[Revices uness specifcaly cocumented and authaized by
[management on  case-by-cose basis for 3 Imited perion
Securty control are implemented on any computing devices,
Inciing company- and employee.onned dewices. that connéctto
oth unirsted nemworks (ncuding i itemed) nd the CDE a5
foees
< conguraton setings re et revent st bing y ’ ' oz [Mecnanins ot o potct e conieniaty, ntorty, ity evces trat comnec o unuses environmentssnd o comect o
151 N [riroduced info ntity's Functional | Intersects With |  Endpoint Protection Measures END-02 |0 safety of endpoint device s e CDE cannot introduce threats to the entity's
= Secury Sotrols e ctaly g
2 S2cuiiy controls are not aterabi by usersof the computing
[Revices unoss speciiealy cocumented and authorized by
[management on  case-by-cose basis for 3 Imited period.
Securty controts are implemented on any computing devices,
Inciing company- and employee.onned dowices. that connect to
bt uristad vt (nladn e eroe) and o b2
falon
Shecinc comiguration setingsare Geined 10 pevent Vats 19| oyt | rsecs i sfware Frewo Mechanisms exit o utlze hostbased frewal software, ora simiar peces that comect o untrused envronments and s connct 1o
151 A lintroduced into the entity Functional | Intersects With Software Firewall END-05liechnology, on all endpoint devices, where technically feasible, s the CDE cannot introduce threats to the entity's Cl
= Secury controls are actvely i
2 Securiy contolsare not aterabl by users of the computing
Gevices umess specitcal documented and autharzed by
[management on  case-by-cose basis for 3 Imited period
ot scury pofcisana apertonl pracecdures et re aencned
i echanir exs o estabish, maitai and disseminate polcies, xpcttons,contrle and aversigt for mesting s wihn
= Documented. Publishing Securty, Compliance | ¢ e defined and adher ecte persomne. Al
211 na 2 Kept up to te. Fonctonal | Intersects Wit | g e Bodimentatian | GOV-02  ftondards and procedures necessaryfor secure complant and s SLpporingscoes T repstable, constanty spied, an corfom
Intse. ranagement’s e
= Known to ai afected partis.
ot sccunty polcisan apertonl procecdres tat are aenited echanisms et review the Securty, Comlnce & Reslence
[Requi N " rogram , including policies, standards and procedures, a [Expectations. controls, and oversight for mesting activities within
Requrement 2 erioic Review & Update o ianned intervas o if ignificant changes ocear 1o ansure ther pectations, controls, and oversignt fr meeting acivites wihn
211 Na s Documented. Functonst | nerscts i | Sy, Complanca & | Gov.a3  Coniming Suksbit, sceauacyond ecivencs. s T oty o ot
[wIn us 9 to management's intent
= Known to ai afected partis.
i sccurty polcisan aperatonl procedresthat are cenied
Recurement 2 are: ectaions contots, and oversgnt o meetngactities it
; echarisms exist tofaciltate the mplementation o operational cqurement 3 are defined and adnered (0 by a reomnel Al
212 NA lm Kept up to date. Functional Subset Of Operations Security OPS-01  |ecurity controls, 10 supporting activiies are repealeb\e mnsnstently apphed and conform|
=i bse: o management' inte
= Known to al afecte partis.
1 sccuriy polcisand sparatonl procedres et re dend
Requreman 2 echantsms exiet o dentity and document Standardzed Operating Execttons,contls,and aversignt for meeting et winn
211 A [3 pocumente: Functional | Intersects witn | Standardized Operating OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper 5 [Requirement 2 are defined and adhered to by affected persomne!. o
Kept up 10 te. Procedures (507 fProcedures (SOP), ot simiar documentation, Supporting actiies are repeatable,consistenly appied, and conform
[m In use. Y Y '9 [to management’s intent.
2 Known to i afected partis.
D0y-to-day responsibitesfo performing al he actties i
212 A [otes and responsivitie for performing actiiies i Requement 2 | funcional | Intrsects With | Defined Roles & Resporsibiies | HRs.03  [Mechanisms exst o define cybersecuriy roles & responibities for al s Recuirement 2 are allocated Fersonnelare accountable for
3 gned. > [successful, continuous operation of these requirement
Day to-day responsibiltesfo perfrming allthe actvties
Rotes and respansiities for prforming actuties i Requrement 2 echaniss exit to communicate with users sbout thelr rles and
212 A i i Functional | Itersects with User Awareness HRS03.1 " o s Recuirement 2 are allcateo, Frsonnelare accountable or
ore documented, assioned. and undersiood Fesponsiilies to mantai a sae and secure warking envronment Redurement 2 re allocated rersonnel are accounat
Rotes and respansibiie for performing actiuties i Requirement 2 Inssigned security, Compiance & ision s esources t comaly mansge, Coordinate, develop. - [eyeto-day responsiilitesfor performing ol the acthtes in
212 A it i in Requi Functional | itersects with iy, Como Govos [T G ) s Recuirement 2 are llocated, Frsonnelare accounta
ore documented, assioned. and undersiood Resilence Responsiiies e o nlers s Secry, Conplarce Redurement 2 are llocated Personnel are accourtable
Wechartsms =t o Gevelop. document and il secure baseing
Conngural\on standards are developed, implemented, and maintained |configurations for Technology Assets, Applications andjor Ser
(TAAS) hat e consistent with mairy. accepted system nardenng
= Cover il system components s
2 Address af known Security vinerabilties
2 5o consistent with ndustry-accepied system hardering standards or | system components e configured securely and consistently and
221 A Fencor hardening recommendations. Functional | Intersects With | Secure Baselie Confguratons | CFG-02 s In accordance with mdusry- Sccepted hardening standards or vendor
e updated a5 new vulnerabily ssues are identified, a defined in recommendations.
Requrement
5 applec when new systems are configured and verfied s i
[Place before or mmediatey afte a ystem component s connected
s production anvironmen
[vendor default accounts are managed as follows: IMechanisms exist to ensure asset ownership responsibilities are
e oSt sceoun) i o v, e et pascrd
222 A hanged er Functonal | Inersects with | Asset Ownership Assignment | AST03 [2550ned: acked and managed at o team. individual o responsive s System components cannot be accessed using defaut passwords.
e Endr G accouns il ot b sed e ccout s organization leve to estabish o
[removed or disal a P
Vendor aefaut accounts are managed s folw
7 the vendor defaul accountye) wil be used, th defaul password s sms exit to ens icators are chan
222 A (Enanged pe Requremen Functional | Intersects With | Default Authenticators | Iac-10.8  [Hecharisms exist to ensure default authrticators are changed a5 s system components cannot b accessed using default passwords.
= \Ilhe vendor default account(s) will not be used, the account is. s Y
Femoved o dsa
Py tancons reauitn aterent securty evels re managed a5
falon
= Gty one primary function exists on  system component,
or
echarisms exist o ensure security functons re retrcted rimary functions with lower security needs canno afect the security
223 A = Primary functions wit dfering secury levels that xstonthe | puncyonal | Itersectswitn | RESUICLACCESSToSecuty | g1 lutnorizad imaidusls and etorce eas pilege conro redurerments s o primary unctions with hgher Secumty nacas on th same system
lone s 2 ffor necessary job functions. lcomponent.
1 Primry functions withdiffring securty levels on the same system
Component are all secured o the el redurec by the funcion wih
he Wighest socuiy neea
erimary unctions requiing diferent securty levets are managed as
falons.
Gy one prmaryfncuin xitsana syt comparert,
. " ¢ mryfncions wih iferng sty vt st on | pupcions | erects wan | oS08 Sty uncion |y |Hechaisms et o mpement underyig softaresearaion s Pimary functions whth lower securkty needs cannotaffectthe security
2 Fame e companent ars i rom each i solation 1 fnechaniams ta facitate secunty fonction safation o primary | o v Z
= rimary functions it dfeing secuity lvels on th same system
ponent are all s o th lvel requrec by the funcion wih
he Wighest socuiy need
erimary functions requiing diferent securty levels are managed as
(alon
= Gty one primary function exists on  system component,
rimary functions with lower security needs canno afect the security
2 Primry functions with aifering security leves that exist on the oas [Mechanisms exst o solate securty functions from non-security
223 A = rimary unctions wit difering securiy levels that e Functional | Intersects With | Security Functon solaion |  SeA-0a.1 [Hechenis s o s i g ey ness an e s e
on
1 Primry functions withdiffring securty level on the same system
Component are all secured o the el requrec by the funcion wih
he Wighest socuriy nee
eSS SR T TS ST ORI m
Jony necessary services,protocos,dacmons, and functions are ctonal | m ] nership Assgnmen Peeioned: tracked ana managed at a team, il o respansie system components cannot be compromised by exploiting
224 NA lenabled, and all unnecessary functionality is removed or disabled. Functional | Intersects With |  Asset Ownership Assignment AST-03 | ganization level to establish a common understanding of s lunnecessary functionality present in the system component.
o
hanisms exst to conigure systems tprovide oy essential
Jony necessary services,protocos,dacmons, and functions are ) ] . ) T e systems to proud system components cannot be compromised by exploiting
224 A (nabied, and 2l umnecessary fanctionalty s removed or Giabled, | Functional | Intersects Wit | - Least Functionaify CFG-03  capailtes by speifcal proniing or resticting the se o ports. s hnecessary functonalky present i the System component,
Jony necessary services,protacos,dacmons, and functions are ] . 052 Mechanisms exist to dentiy and mplement compensating system components cannot be compromised by explofting
224 A [enabled, and all unnecessary functionality is removed or disabled. Functional Intersects With | Compensating Countermeasures|  RSK-06.2 oo ntermeasures to reduce risk and exposure to threats. s unnecessary functionality present in the system component.
I any insecure sevices, protocals, o daemons are present: echanisms et to enure asset ownersipresonsiviiesare
e Bukiness jusication s documented o3 FSanas Hackedsnd managed st e, i, o e system components cannot be compromised by exploting insecure
225 NiA [ Additional security features are documented and implemented that Functional Intersects With | - Asset Ownership Assignment AST-03 ﬂrgamza(\an level to establish a common understanding of s |services, protocols, or daemons.
Fectice the rsk of sing Insecure services, protocos, o aaemons. Fecuirements for asset protecton
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FDE Name Focal Document Element (FDE) Descriptions & Relationahip SCF Control e Deeh St S
I any nsecure serices, proocals, o daemons are presen: ; ; iated wit
s wa e Bl st £ documeris. runctional | inersects witn || Insecure Ports, Protocols & | 1pa 5.6 [HECTAISMS exist to miigate the risk associated with the use of . system components cannot be compromised by exploitng insecure
= Aditionsl secunty features are documented and implemented that Services Insecure ports, proto ¥ to op senvices, protocols, o daemons
Fecuce the isk of using insecure services, protocols, o daemons, o
stem security parameters are configured to prevent misuse. unctional | Intersects wi Physical Diagnosfic & Test y Mecharisms exist o secure physial diagnostic and test erfaces © [System components cannot be compromised because of ncorrect
226 A [Pyt ty paramet figured to prevent Functional | Intersects With Interfaces TOA0S1 orevent mi s security parameter
hanisms exist to facilitate the implementation of cryptographic
JAll non-console administrative access is encrypted using strong e (Cleartext administrative authorization factors cannot be read or
227 NA Functional SubsetOf | Use of Cryptographic Controls | CRY-01 |protections controls using known public standards and trusted 10
[cryptography. Ervptoaranhic tecpmcionas intercepted from any network transmissions.
[AIT non-console administrative access 1s encrypted Using strong ‘Automated Authentication 02 [Putomated mechanisms exist to enable systems to authenticate o a Clartext sdmisiatve autho zaion octors cannot be €ad or
227 A lcryptography. Functional | Intersects With | 1iyrough Cryptographic Modules| “R"-02 module. s intercepted from any networ
JAll non-console agministrative access is encrypted using strong y ith | Non-Console Administrative o5 [Coyptearaphic mechanisms exit to protect the confidentiaity and (Cleartext administrative authorization factors cannot be read or
227 A Functional | Intersects With Access CRY-06integrity of non-console administrative acce: s intercepted from any network transmissions.
[Cryptographic mechanisms exist to protect the integrity and
P non-consoe aaminsraive acces s encypled g srong i Remote Maintenance g . (Cleartext administrative authorization factors cannot be read or
227 A By nemeon Functional | Intersects With | ¢ hemote Baenance HNT-05.3 |confdentiaity of remote, non-ocal maitenance and dignostc 5 Nk Pk ik btk
fechanisms exst o protect the confidentiality and Integrity of
[For wireless environments connected to the CDE or transmitt |wireless networking technologies by implementing authentication and
Jaccount data, all wireless vendor defaults are changed at instailation Jstrong encryption
Jor are conirm ure,ncuding Bt ot fmited o:
[Wireless Access Authentication & \Wireless networks cannot be accessed using vendor default
231 NA ln Default wireless encryption Functional | Intersects With cry-07 5
e oo e Beints Encryption Ipasswords or default configurations.
ln SNMP defaults.
|n Any other security-related wireless vendor defauls.
[For wireless environments connected to the CDE or transmittin
pccourt data all wieless vendor defaitsare changed at instafiation
Jor are confirmed to be secure, including but not limited to:
" . IMechanisms exist to ensure default authenticators are changed as \Wireless networks cannot be accessed using vendor default
231 A Default w\re\sss encryption keys. Functional | Intersects With | Default Authenticators AC 108 o crestian o systom inetalation 5 basawords or deraui tontigarasions
ln Passwor reless access points
ln SNM
2 Ay ciner securiy-elted wirelss vendor defauls
[For wireless environments connected to the CDE or transmittin
pccount daa,allwireless vendor defait ae changed o nsalaton IMechanisms exist to protect external and internal wireless links from
Jor are confirmed to be secure, including but not limited to: lsignal parameter attacks through monitoring for unauthorized wireless ; » . N
231 A o Detaut wireless encyption ke, Functional | Itersects With | Wireless Link Protection |  NET-12:1 ~ [connections, including scanning for unauthorized wieless access s Wirless networks cannot be accessed using vendor default
ln Passwords on wireless access points. lpoints and taking appropriate action, if an unauthorized connection is P 9
ln SNMP defaults. ldiscovered
ln Any other security-related wireless vendor defaults
[Mechanisms exist to secure Wi-Fi (€.. IEEE 802,11 and prevent
[For wireless environments connected to the CDE o transmittin lunauthorized access by:(1) Authenticating devices trying to connect;
lccount data, all wireless vendor defauls are changed at ntalation land(2) Encrypting transmitted data.
Jorare confirmed to be secure, including but not limited to: \Wireless networks cannot be accessed using vendor default
231 NA ln Default wireless encryption Functional | Intersects With | Authentication & Encryption | NET-15.1 5 Vireless netuorks cannot be access 9
ln Passwords on wireless access points. s o
SNMP defaults
lm Any other security-related wireless vendor defauts
Mechanisms exist to protect the confidentiality and Integrity of
For wiretess environments connected to the CDE ortransmiting [ireless networking technologies by implementing authentication and
[2punt data, wireless encryption keys are changed as follows: [Wireless Access Authentication &, [Knowledge of wireless encryption keys cannot allow unauthorized
232 NA Whenever pesonnl with knowlsde o the ey eave the company | Funcionsl | Itarsecs Wich cRY-07 5 Krowedge of ireless ene
or the role for which the knowledge was necess,
[+ Whenever  key is suspected of or known o be compromised.
For wietess environments connected o the CDE o ransmiting
[aSGount data, wireless encryption keys are changed as f raphi v nisms exist to ensure the availability of information in the even! now wi ncryption nnot allow unauthoriz
232 wa ~personel i inowlede of th ey leave e company | Functonal | ncersects i | COPIOIRBN Key Lossor | cay.g9; Mechanims exist o ensure the avalabilty of nformatin nthe event s Knowledge o wireless encryption keys cannot allow unauthorized
5t ole To i e knowlsdge mas necess ¥s by
[+ Whenever  key is suspected of or known o be compromised.
[For wireless environments connected to the CDE or transmitting IMechanisms exist to protect external and internal wireless links from
ccount gata wirless encryption keys are changed 3 follows: sianal parameter attacksthrough monitoing for unauthorized wireess o i ncryption ot allow unauthoriz
232 N/A Whenever personnel with knowledge of 'y leave the company Functional Intersects With Wireless Link Protection NET-12.1  [connections, including scanning for unauthorized wireless at s Zcfesffﬁi?,'g.esf‘.fiifm"y‘"" keys cannot allow unauthorized
or the role for which the knowledge was necessary. oints and t3king approprate acton. I an unauthorized connecton is
|n Whenever a key is suspected of or known to be compromised. ldiscovered.
Mechanisrms exist to secure WI-Fi (€. IEEE 802 11) and prevent
For wiretess environments connected to the CDE ortransmiting [inauthorized access by:(1) Authenticating devices rying to connect
Jaccount data, wireless encryption keys are changed as follows: neing [nowledge of wireless encryption keys cannot allow unauthorized
232 A e e ersonel i inowedie o e Ky eave the company | Funconl | Inersects Wi | Authenticaton & Encyprien | NETA53 s Knowledge of wircless encryption key:
or the role for which the knowledge was necess,
& Whenever a key is suspected of or known o be compromised.
i scuriy polces and operationa procedures that are ideniid in
[Requirement 3 are: . . . [Expectations, controls, and oversight for meeting activities within
. wa o Docum runctionat | intersects i | PUblshing Securty, Comptiance | o, [Hecharisms exist to estabish, maintin and dsserinate polices, s Requirement 3 are defined and adnered o by affected personel. All
2 Kept up to date. & Resilience Documentation standards and proce 4l plia lsupporting activities are repeatable, consistently applied, and conform|
ln In use. P lto management's intent.
I Known to all affected parties.
iy policies and operational procedure e entified in Mechanisms exist to review the Security, Compliance & Resilience
[Al security policies and operational procedures that are identified [Program (SCRP), including policies, standards and procedures, at
quirement 3 are: [Expectations, controls, and oversight for meeting activities within
irement 32 Perodic Review & Update o lplanned intervals or if significant changes occur to ensure their R ot s o Qe o e e e arconmar, Al
311 A Functional | Intersects With urity, Compliance & GOV-03  [continuing suitability, adequacy and effectiveness. s o Ly
ln Kept up to date. Security. Compliance g supporting activities are repeatable, consistently applied, and conform|
ln In use. 9 lto management's intent.
ln Known to al affected parties.
JAll security policies and operational procedures that are identified in
[Requirement 3 are: Expectations, conrols, and oversight for meeting ativies within
ln Documented o1 [Mechanisms exist to facilitate the implementation of operational [Requirement 3 are defined and adhere fected personnel. All
311 A ln Keptup to date. Functional Subset Of Operations Security OPSOLsecurity contros. 0 supporting actvtes are repeatable, Consistontly appicd and conform
n use. management’s inter
ln Known to al affected parties.
[ securiy polcies and operationl procedures tht are identified in
= Bocumented. Standardized Operating chanisms exist to identity and document Standerdized Operatin Retirement 3 are defined and adbered to by afecied persenel All
311 A = Kept up o cate, Functional | Intersects With rocedures (507 OPS-0L1 procedures (SOP),or similar documentation. o enable the proper s Lpporing s are reeatal, conteny ppias, an corfor
ln 1n use. v-to-day [ assig [to management’s in
la Known to al affected parties.
Ioles and g actvtiesin 3 ssigned securty, Compliance & ission and resources 1o cenaly-manage, Coorinate,Gevelop, - Day.-to-day respansibiltie fo performing al the activites in
312 A ore documented, assgned, and understood Functional | Intersects With |08 ites. | GOV-0% [ olemant and maintain an enterprise wids Securty. Complance & s Reguirement 3 are llcated. Personnsl are accourtable for
[Resilience Program (SCRP), . " °
[Day-to-day responsibilities for performing all the activities in
[Roles and g activities in 3 Mechanisms exist to define cybersecurity roles & responsibilites for all
312 NA Functional | Intersects With | Defined Roles & Responsibilities | HRS-03 5 are allocated. Personnel are accountable for
e ocumertes.azsigned 3nd undersioed jpersonnel jsuccessful, continuous operation of these requirements;
ities i ex mnicate with user i roles am [Day-to-day responsibilities for performing all the activities in
312 A [Roles and responsiiles fo performing octiites 3| Functional | intersects with User Awareness HRS.03.1  [Mechaniems exist to communicate with users about thei roles and s Requiremnt 3 are alocatec Fersonnel are accountable for
9 P 9 jsuccessful, continuous operation of these requirements;
IAccount data storage is kept to a minimum through implementation of|
ldata retention and disposal policies, procedures, and processes that
include at least the following:
erage fo i locaions o stored account data
o Coverage for any semsitive authentiation data ($A0) stored pror to
KCompletion of authorization. This est practice until
lftective date: refr to Applicabity Notes below for detais
ln Limiting data storage amour etention ime to that which is IMechanisms exist to retain media and data in accordance with |Account data is retained only where necessary and for the least
321 NA lrequired for legal or regulatory, and/or business require Functional | Intersects With | Media & Data Retention DCH18 5 t of time needed and is securely deleted or rendered
- Specinc etention requiremantsfor stored account data tnat defines [applicable statutory, regulatory and contractual obligations. lunrecoverable when no longer neede
ength of retention period and ncludes a documented business
justifica
= Srocesses fo secure deleion or rendering accourt data
linecoverable when no langer needed per the retertion poicy
[m A process for verifying, at least once every three months, that
Storec account data excaeding the defined fetention period has been
[securely deleted o rendered unrecoverable.
faccount data storage is kept to @ minimum through mplementation of
Eesenion s cisposl polices, procecires, and processes that
Include at Ieast the oo
o Coverage fo al locatins of stored account data.
ln Coverage for any sensitive authentication data (SAD) stored prior to
lcompletion of authorization. This bullet s a best practice until its
efectve date: refr to Applicabilty Notes below fo detal
ln Limiting data storage amount and retention time to that which is y Jsccoun data i etaned only where necessary and fo the last
321 A Feired o sl r reoutoy. andr usines et Functional | itersects witn | T-Party Processing. Storage | 1py .4 - |Mechanisms exit toresrict thefocaton of nformation s intof e needed and 1 securely Geleted or rendered
cific retention requiremens for stored account data that defines. P 9/storag: a inrecoverable when no longer needed
fengin of retenion peiod and ncudes a documented business
justficati
rocesses for secure deleton of rendering account data
nrecoverable when no longer neetied per the retenton poly.
o A process for veriying, atlesstance every three manths,
orea sccount data xcecsing ihe dofined sctentin peiod has been
Cevirery seicied o rendored anvecoverani
[SAD is ot retained after authorization, even if encrypted. All sensitive|
531 wa utentcation data recelved i renderea unrecoveraple upon Functional | Itersects With | Storing Authentication Data | DCH-0.s [Mechanisms exist o prohit the storage o sensiive transaction s i requirement s not eligbe for the customized approsch
[completion of the authorization process.
3312 A [T cord erfication ode s ot efined upon completo of the Functional | Intersects With | Storing Authentcation Data | DCH-06.5 |[echaniars eXist o prohiEt the storage ofsensiive fransaction s [is requirement s ot ligive for the customized spproach
[The personal identification number (PIN) and the PIN block are not unctionsl | Intersects wi oring Authentication Data ’ IMechanisms exist to prohibit the storage of sensitive transaction ‘s requirement is not eligible for the customized approac
3313 A lretained upon completion of the authorization process. Functional | Intersects With | - Storing Authentication Dat DCH-065 o\ thentication data after authorization. s [This req s not eligible for the customized approach.
[SAD that s stored electronically prior to completion of authorization is n o faclltate the
332 A [SAD that Is stored electronically prio Functional SubsetOf | Use of ryptographic Controls | CRY-01 |protectons contols Ui  known public standards btk 10 [This requirement is not eligible for the customized approach.
VP 9 strong cryptography. [cryptographic technologie:
[GAD that is stored electronically prior to completion of authorization is [Cvptographic mechamsms st to prevent unauthorized disclosure of
332 NA ncrypred ang ston Functional | Intersects With | Encrypting Data At Rest cryos  (SrPto 5 [This requirement is not eligible for the customized approach.
|Additional requirement for issuers and companies that support issuing
[services and store sensitive authentication data: Any storage of
fsensitive authentication data is:
chanisms exist to prohibit the storage of sensitive transaction [sensitive authentication data is retained only as required to support
333 NA t which is needed for a legitimate issuing business Functional | Intersects With | ~ Storing Authentication Data | DCH-06.5 ~[echanisms exist to prohibit the stora B A R S A Lol
Ineed and is secured
| Encrypted using srong cryptography. This bullet s a best practice
il s fective date: refer 2o Appiicabiity Notes below for detais.
o s maske when disiayed the BN and s four digis ar the
maximum number ofdigits f be displayed), such that only persomnel nction n i ing DI ’ [Mechanisms exist to apply data masking to sensitive/regulated IPAN displays are restricted to the minimum number of digits
341 A T g mate bLAinces need con 2es more than e BN ond et Functional | Intersects With | - Masking Displayed Data DEF032 finformation that is displayed or printed. s Inecessary to meet a defined business need.
four digit of the PAN.
[PAN is masked when displayed (the BIN and last four digits are the
hen di ° [Mechanisms exist to ensure security functions are restricted to B ; of di
341 N/A e ;“"‘Er;‘“’l":gfhu";l:ifﬂ‘;’:igfz?gfﬂ“&:‘:;":’;f"g"a”“,{::jl"”"e‘ Functional | Intersects with | Restrict ’:Eff;f;; Security END-16 fauthorized individuals and enforce least privilege control requirements B :2:‘22‘;3‘7[5’{5 ;’S;g‘g:;f‘i;"h‘u":mzs';‘""‘E“E';‘ number of digits
o e are b for necessary job functions.
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Set Theory Relationship Mapping (STRM)

FDE Name

NA

Focal Document Element (FDE) Descriptions

A is masked when displayed (the BIN and st four digits are the

iximurn number of digits to be displayed), such that only personnel

Juth  legiimate business need can soé more than the BIN and Iast
ffour digits of the PAN.

STR
R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Data Masking

PRI05.3

Secure Controls Framework (SCF)
ontrol Description

IMechanisms exist to mask sensitive/regulated data through data
[anonymization, pseudonymization, redaction or de-identification.

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[PAN displays are restricted to the minimum number of digits
Inecessary to meet a defined business need.

NiA

[When using remote-access technologies, technical controls prevent
lcopy and/or relocation of PAN for all personnel, except for those with

|documented, explicit authorization and a legitimate, defined business
lneed.

Functional

Intersects With

Least Privilege

IAc-21

Mecharisms exs to utlizs the concep ofeast privlege sllwing any
lauthorized access to processes necessary to accomplish a:
[Fasks in accordance with organizational business fanctions.

[PAN cannot be copied or relocated by unauthorized personnel using
Iremote-access technologies.

hen using remote-access technologies, technical controls prevent
lcopy and/or relocation of PAN for all personnel, except for those with

|documented, explicit authorization and a legitimate, defined business
Ineed.

Functional

Intersects With

Remote Access

NET-14

[Mechanisms exist to define, control and review organization-approved,
lsecure remote access methods.

IPAN cannot be copied or relocated by unauthorized personnel using
Iremote-access technologies.

NA

A i rendered unreadable anyuihere it s stored by using any ofthe
ffollowing appro
Ona-wny Haches besed on stron cryptography of the entire PAN,
[m Truncation (hashing cannot be used to replace the truncated
pegment of PAN).
If hashed and truncated versions of the same PAN, or different
Kruncaton formats of he same PAN: re prosent n an uitopment,

ladditional controls are in place such that the different versions cannot
N.

lbe correlated

lm Index token:
I Strong cryptography with assaciated key- management processes
land procedures,

to reconstruc the original

Functional

Intersects With

Sensitive / Regulated Data
ction

DCH-01.2

[Mechanisms exist to protect sensitive/regulated data wherever it is
lprocessed andjor stored.

(Cleartext PAN cannot be read from storage media.

3511

NA

[Hashes used to render PAN unreadable (per the first bullet of

[Requirement 3.5.1) are keyed cryptographic hashes of the entire PAN,

[with associated key-management proce:
laccordance with Requirements 3.6 and 3.

ses and procedures in

Functional

Intersects With

Cryptographic Key Management

CRY-09

IMechanisms exist to facilitate cryptographic key management controls|
lto protect the confidentiality, integrity and availability of keys.

[This requirement applies to PANS stored in primary storage
(databases, or lat fies such as text fles spreadsheets) as well as non-|
primary storage (backup,audit ogs, exception. o troubleshosting
logs) must all be p

I requirament dnes not reclude the use of termporary flles
lcontaining cleartext PAN while encrypting and decrypting PAN.

[This requirement is considered a best practice until 31 March 2025,
after which it wil be required and must be fully considered during a
[PCI DSS assessment.

3512

I disk-level or partition-level encryption (rather than file-, column-, or
) is used to render PAN unreadable, it is

[feld-level database er
fimplemented only as follows:
lm On removable electronic media

los
lm If used for non-removable electronic media, PAN is also rendered
lunreadable via another mechanism that meets Requirement 3.5.1

Functional

Intersects With

Encrypting Data At Rest

CRY-05

[Cryptographic mechanisms exist to prevent unauthorized disclosure of|
|data at rest.

[This requirement is not eligible for the customized approach.
[(continued on next page)

3513

I diskdeve o parion-eve) encryption s used (rather thon fle-
Fleld-level databsse encryption) to render PAN
lunreadable, it is managed as follow:
ogical access is
loperating system authentication and access control mechanisms.
Decryption keys are not associated with user accounts.
Authentication factors (passwords, passphases, or cryptographic
lkeys) that allow access to unencrypted data are stored securely.

"managed separately and Independently of native

Functional

Intersects With

Encrypting Data At Rest

CRY-05

[Cryptographic mechanisms exist to prevent unauthorized disclosure of|
|data at rest

IDisk encryption implementations are configured to require
independent authentication and logical access controls for decryption,

[Procedures are defined and implemented to protect cryptographic
eys used to protect stored account data againt dsclosure and
Imisuse that

I Abcecs ke vestriced to the fewest numberof custodians

cessary.
lm Key-encrypting keys are at least as strong as the data-encrypting
[keys they protect.

lm Key-encrypting keys are stored separately from data-encrypting

lkeys.
|m Keys are stored securely in the fewest possible locations and forms.

Functional

Intersects With

Availability

CRY-08.1

Resiiency mechanisms exis o ensure the availabilty of data i the
levent of the loss of cryptographic keys

Processes that protect cryptographic keys used to protect stored
laccount data against disclosure and misuse are defined ar
implemented.

NA

[Procedures are defined and implemented to protect cryptographic
lkeys used to protect stored account data against disclosure and
|misuse that include:
[m Access to keys is restricted to the fewest number of custodians
Inecessary.

y-encrypting keys are at least as strong as the data-encrypting
[keys they protect.

eys are stored sep: a:

lkeys.
|m Keys are stored securely in the fewest possible locations and forms.

Functional

Intersects With

Cryptographic Key Management

CRY-09

IMechanisms exist to facilitate cryptographic key management contrals|
lto protect the confidentiality, integrity and availability of keys.

[Processes that protect cryptographic keys used to protect stored
laccount data against disclosure and misuse are defined and
implementec

NA

[Procedures are defined and implemented to protect cryptographic
lkeys used to protect stored account data against disclosure and
|misuse that include:

lm Access to keys is restricted to the fewest number of custodians
Inecessary.

o Key-encrypting keysare a east a5 strong asthe data-encrypting
lkeys they prots

Sy et ypting keys e stored separately rom data-encrypting

lkeys.
|u Keys are stored securely in the fewest possible locations and forms.

Functional

Intersects With

Cryptographic Key Loss or
Change

CRY-09.3

IMechanisms exist to ensure the availabilty of information in the event
Jof the loss of cryptographic keys by individual users.

IProcesses that protect cryptographic keys used to protect stored
laccount data against disclosure and misuse are defined and

[procedures are defined and implemented to protect cryptographic
keys usea o protect stored account daa against disclasure and
[misuse that include:

[ Access to keys 5 restricted to the fewest number of custadians
Inecessary.

lm Key-encrypting keys are at least as strong as the data-encrypting
lkeys they protect.

[m Key-encrypting keys are stored separately from data-encrypting
ke

|m Keys are stored securely in the fewest possible locations and forms.

Functional

Intersects With

Control & Distribution of
Cryptographic Keys

CRY-09.4

IMechanisms exist to facilitate the secure distribution of symmetric and|
[asymmetric cryptographic keys using industry recognized key
Imanagement technology and processes.

[Processes that protect cryptographic keys used to protect stored
laccount data against disclosure and misuse are defined and
implemented,

3611

|additional requirement for service providers only: A documented
[description of the cryptographic architecture is maintained that
fincludes:

I
o Details of al aigorthms, protocals, and keys used for the protection

lof stored account data, including key strength and expil
|u Preventing the use of the same cryptographic keys in production
ond test emvranments, This bule i a best practice uni s effective
(ate; refer to Appicabilty Notes below for
|m Description of the key usage for each ki
lm Inventory of any hardware security modules (HSMs), key

agement systems (KMS), er secure cryptographic devices
[(SCDs) used for key management, including type and location of

fevices, as outlined in Requirement 1.

Functional

Intersects With

Automated Authentication
Through Cryptographic Modules

CRY-02

|Automated mechanisms exist to enable systems to authenticate to a
lcryptographic module.

|Accurate details of the cryptographic architecture are maintained and
lavailable.

3611

NA

|additional requirement for service providers only: A documented
[description of the ryptoraphic archicecture s maintained that

= Dekat of al gt rotocol,and keys used or the protection

Jof stored account data, including key strer
o oreventing the use.of he same cryptooraphic keve i producton
ond test envronments, This bl s a best pactice uni s effctive
[date; refer to Applicability Notes below mrn s
= Descripton ofthe ey usage for each
o nventry of any narduare securty modules (HsMs), key

agemant systms (KMS), and other secure cryptoaraphic devices
(SCDs) used for key management, including type and tocation of
|devices, as outlined in Requirement 12.3.4

Functional

Intersects With

Cryptographic Key Management

CRY-09

IMechanisms exist to facilitate cryptographic key management controls|
Jto protect the confidentiality, integrity and availability of keys.

|accurate details of the cryptographic architecture are maintained and
lavailable.

3611

NA

lAdditional requirement for service providers only: A documented
[description of the cryptographic architecture is maintained that
fincludes;

5 Qetals of al algoritms, protocol, and keys used for the praction
I

Jof stored account data, including key strength and e
o Sroventing the use o tha Same cryorberaphic Keye m roductior

et enyironments. Ths bullet 4 5 best practice unt it eftective
joate;referto Appiicabilty Notes below for detais

Descripton ofthe key usage for eac

[ Inventory of any haraware security modoles (HSMs), key

Imanagemant systems (KMS), and other secure cryptographic devices
|(SCDs) used for key management, including type and location of
ldevices, as outlined in Requirement 12.3.

Functional

Intersects With

Cryptographic Module
‘Authentication

nc12

[Mechanisms exist to ensure cryptographic modules adhere to
lapplicable statutory, regulatory and contractual requirements for
Jsecurity strength.

|Accurate details of the cryptographic architecture are maintained and
lavailable.

3612

NA

Isecret and private keys used to encrypt/decrypt stored account data
Jore stored in one (or more) of the following formes at all times:

| Encrypted with a key-encrypting key that st east a5 strong 25 the
ata

y, and that is stored separately from the

in a secure cryptographic device (SCD), such as a hardware
lsecurity module (HSM) or PTS-approved point-of-interaction device.
[m As at least two full-length key components or key shares, i
laccordance with an industry-accepted method.

Functional

Intersects With

Automated Authentication
Through Cryptographic Modules

CRY-02

lAutomated mechanisms exist to enable systems to authenticate to a
[cryptographic module.

[Secret and private keys are stored in a secure form that prevents
lunauthorized retrieval or access.

3612

[secret and private keys used to encrypt/decrypt stored account data
lare stored in one (or more) of the following forms at all times:

Encrypted with a key-encrypting key that is at least as strong as the

tata-encrypting key, and tha s stored separatly from the cata
lencrypting ke
in 3 secure cryptographic device (SCD), such as a hardware
se(unly modle (HSH) o PTS-approved polntofiteracton device,
[m As at least two full-length key components or key shares, in
[occordance with an industry-accepied method.

Functional

Intersects With

Cryptographic Key Management

CRY-09

IMechanisms exist to facilitate cryptographic key management controls|
Jto protect the confidentiality, integrity and availability of keys.

[Secret and private keys are stored in a secure form that prevents
lunauthorized retrieval or access.

3612

[secret and private keys used to encrypt/decrypt stored account data
Jare stored in one (or more) of the following forms at all times:

|m Encrypted with a key-encrypting key that is at least as strong as the

|data-encrypting key, and that is stored separately from the data-
key.

lm Within a secure cryptographic device (SCD), such as a hardware

laccordance with an industry-accepted method.

Functional

Intersects With

Cryptographic Module
Authentication

nc12

[Mechanisms exist to ensure cryptographic modules adhere to
lapplicable statutory, regulatory and contractual requirements for
lsecurity strength.

[secret and private keys are stored in a secure form that prevents
lunauthorized retrieval or access.

3613

NiA

|access to cleartext cryptographic key components is restricted to the
ffewest number of custodians necessary.

Functional

Intersects With

Cryptographic Key Management

CRY-09

IMechanisms exist to facilitate cryptographic key management controls|
Jto protect the confidentiality, integrity and availability of keys.

Jaccess tocleatext cryptographic key components s restricted to
[necessary personnel

3614

NA

|cryptographic keys are stored in the fewest possible locations,

Functional

Intersects With

Cryptographic Key Management

CRY-09

IMechanisms exist to facilitate cryptographic key management controls|
lto protect the confidentiality, integrity and availability of keys.

(Cryptographic keys are retained only where necessary.

Secure Controls Framework (SCF)
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STRM Secure Controls Framework (SCF) Strength o
FDE Name Focal Document Element (FDE) Descriptions @ R in SCF Control o Aol Senady el
oenerato o srong cytoprapic Ko E yptographic Key Mana o prtect the conidentliy,inceaty and avaiamity of Kevs 9 cryptographic keys are generated.
olicies and to include Fichanisms o o stabf, maintle and dsemiate poles,
Publishing Security, Compliance
371 A peneraton o trong crypiographic eye osea t provec stres Functional | Intersects With GOV-02  [standards and procedures necessary for secure, complia 5 Strong cryptographic keys are generated.
Jaccount da &Resilience Documentation resiient czpamhnes
olicies and to include ardized Operatin iech: o gentity and Operating
371 A eneraion of sirong rypiosraphic eye ased 1o protectsvred Functional | Intersects witn | Standardized Operating OPS0L1  [roceiures (S0P, of simiar documantaton 6 anani the Froper 5 trong cryptographic keys are generated.
o g cryptographic keys P Procatiares (508) prop g cryptographic keys are g
Jaccount da |execution of day-to-day | assigned tasks.
policies a to include n tate key controls|
372 A securegieiution T Cryptogrammie Keys voed t prorect sored Functional | Itersects With | Cryptographic Key Management | CR-09  [iIecherisms exist o fachiare cyotagraphic key anagemen s (Cryptographic keys are secured during distribution.
policies o include publishing Securty, Compliance Mechanisms exist to establish, maintain and disseminate policies,
372 wa Kedire St o o Kers vsed to rovec Sored Functional | Itersects witn | PUDISHng Securiy, Compliance | o5 (itandaras and procedures necessary fo secure, compiant and s Cryptoaraptic keys are secured during istribution.
resilient capabiliies.
policie: o include Standardized Operatin chanisms exist to identify and document Standardized Operating
372 wa Fedir o of Captodrapic Keys used toprtect sored Functional | Itersects With ndardized OpErating | ps.01.1[procedures (SOP). or Smiar documentation.to enable the proper s Cryptoaraptic keys ar secured during istributon.
nt dat: lexecution of day.-to-day / assigned tasks
policie include
. . 09 |Mechanisms exist to acilitate cryptographic key management controls .
373 A ecure storage of Coarapmie s ed 0 povect tored becount | Functional | Inersects With | Cryptographic Key Management |  CRY.09 e ase Cr/pLographlc ey anagement 5 (Cryptographic keys are secured when stored.
policies a include
0o |Mechanisms exist to acilitate cryptographic key management controls|
373 A ecure storage of D oarapmie s e 0 ovect ored secount | Functional | Inersects with |Cryptographic Key Management |  CRY.09 i N A g M ST 5 (Cryptographic keys are secured when stored.
policies and include publishing Security, Compliance Mechanisms exist to establish, maintain and disseminate policies,
373 " Scture Stosege of rypioarapht Keys wsed 1 protec Sored sécount |  Functonal | Intrsects with | PUDIShing Securty, Complance | Gov.z  [Kianiards and pocedures necessan forsecure, compiant and s Cryptographic keys are secured when stoed.
ldata resiient capabiities
pecu oo of Coptogramnc ey L& yptographic Key Manag o protect the confidentialty, integrity and availability of keys yprographic key:
policies and proced: o include - ardized Operatim iech: o dentify and docum Operating
373 N Sceure storage of Erypiographic keys used 1 protect stored account |  Functional | ntersects with | Sndrdized Operating OPSOLL [Procedures (S0P or Sl documentation. 15 enanie i proper 5 (Cryptographic keys are secured when stored.
Jdata lexecution of day-to-day / assigned tasks.
ey management plicies and procedures are implemented for
prographic key changes for keys that have reached the end of their
(C/btoperiod, as defined by the associted sppiication vendor of key tto faclltate rey controls|
374 A lowner,and based on industry best practices and guidelines, incuding | Functional | Intrsects With |Cryptographic Key Management | CRY-09.IESSRR0TTE S7L 6 REUIAVe Eproaranile o Havageen 5
|n A defined cryptoperiod for each key type in use.
|n A process for key changes at the end of the defined cryptoperiod.
[Key management policies procedures are implemented to include the
ferement, rplacement, o destrucion of keysuseto protect stored
Jaccount data, as deemed necess:
ey s reached the end o \(5 Getned cryptoperiod.
375 wa 5 The inteoriy o the ke nas been weakened, includn Functional | Intersects With | Transmission ntegrity CRv.08  |CyPtographic mechanisms exist to potect the Integriy of dsta being s Keys ere removed from active use when It s suspected or known that
erconnel witk knoniade o1 3 ceatient key componen Jeaues the arity Y
lcompany. or the role for which the key component was k
|n The key is suspected of or known to be compromi
[Retired or replaced keys are not used for encryption operations.
Key management plicis procedures are implemented fo incude the
retirement. repi o destructon of ey used o praectsored
laccount data,
o Tme ey s reachea une and of o deimed eryptoperiod
. . . . T o faciltate key controls| eys are removed from active use when it is suspected or known that
375 A b Z‘s;::%‘:" ‘k" ;"‘:‘:fge :'S:S‘ZZ:S;KES:“ ‘";‘::;"% \eav:s the Functional | Inersects With | Cryptographic Key Management | CRY-09 g 5roract the confidentiality, integrity and availability of keys. s e integrity of the key is weakened.
lcompany. or the role for which the key component was known
ln The key is suspected of or known to be compromised
[Retired or replaced keys are not used for encryption operations
management policies procedures are implemented to include the
fetremen, replacement, ordestucton of keys used to protectsored
loccount data, as deemed necessa
e Key nas reached tne end of o defned cypioperiod.
Cryptographic Key Loss or echarisms exs to ensure the avaapiy of information i the event 43 areremoved fom active use when it s suspected arknown that
375 A |n The integrity of the key has been weakened, includin Functional | Intersects With CRY-09.3 5
Vi Dem"ne‘gwltx knuw‘sdgys o a cleartext key mmpo"em ‘eavss the Change |of the loss of cryptographic keys by individual us: me integrity of the key is weakens
lcomoany, o the role fo which e key component
ey s suspartad of o Known 1 be cempre
et o repinced oy are o vsed o encrypion aperations
[key management policies procedures are implemented to include the
edrement, eplacemen, or destruction of keys used o protect sored
e key has reached the end of e Gefined cypioperioa pecharizms st o estaia, maintai and dseninate polces,
375 wa 5 T ey ofth key hasbeen weakened, ncuding when Functional | Itersects with | PUDIShng Security, Compliance | o5 (itandaras and procedures necessary fo secure, compiant a s eys are removed fom active use when it is suspected or known that
esilience Documentation [the integrity of the key is weakened.
[personnel with knowledge of a ceartext key :nmpnnent feavesthe Fesiion: capabiites.
company: or the rleforwhich e key component was known-
is suspected of or known to
[Retred o reptaced Keys ore nor e for cnerypion operatons.
management policies procedures are implemented to include the
retirement, replacement, or destruction of keys used to protect stored
Jaccount data, as deemed necessary when
|n The key has reached the end of its defined cryptoperiod. Standardized Operatin chanisms exist to identify and document Standardized Operating < are removed from active use when it is suspected or known that
375 A |n The integrity of the key has been weakened, including when Functional | Intersects With e SRy 0PS-01.1  [Procedures (SOP), or similar documentation, to enable the proper s ey are removed from active use ui P
personnel wih imowiedge o o cearien key component eaves he lexecution of day-to-day / assigned tasks. arity Y
lcompany, or the role for which the key component w
1 1 suspected of or known 1o be compromis
Retredof repinced Keys e nox used for encryotion operations
[Where manual cleartext cryptographic key- management operations - "
376 A lore performed by personnel, key-management polcies and Functional | Intersects With | Cryptographic Key Management|  CRv.9  [echanisms exit to faciitate cryptographic key management controls s peratons Imeahinb cicarest Keys cannet be arrcd out by a ingle
[proceciures are Impiemented include managing these operations ryptographic Key Manag o protect the confidentiaiy, nterty and availabity of keys pera 9 ¥ Y a singl
Jusing spit knowledge and dual control jperson-
[Where manual deartext cryptograghic key. management operations publshing Security, Complance Mechanisms exist to establish, maintain and disseminate policies, Cleartext secret or private keys cannot be known by anyone.
376 wa oreperformed by personnel key.managemert polcesond Functional | Itersects with | PUDISHIng Security. Compliance | Goy.05  (itandards and procedures necessary for secure, compiant and s Gperations involing cleartext keys cannot be carriad out by a single
Jusing split knowledge and dual control. resiient capabilites. pperson
[Where manual cleartext cryptographic key- management operations
IMechanisms exist to identify and document Standardized Operating Cleartext secret or private keys cannot be known by anyon
3.7.6 NiA e B ey g e et policles and vons Functional | Intersects With Sm;:’:{':;ﬁzﬁ%g:]""g 0OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper 5 (Operations invoiing cleartext keys canot be caried out 5 a single
[being spit knowledge and dual contror s |execution of day-to-day / assigned tasks.
management policies and procedures are implemented to include. 0o |Mechanisms exist to acilitate cryptographic key management controls|
377 A e S b e s Functional | Intersects With | Cryptographic Key Management | CRY-09  [ifechanismo exit to facitare cyptograptic key ranagement 5 (Cryptographic keys cannot be substituted by unauthorized personnel,
management policies and procedures are implemented to include. Publishing Security, Compliance Mechanisms exist o establish, maintain and disseminate policies,
377 " Iy management plicies and procedures are implemented to i Functional | Intersects witn | PUDIShing Security. Compliance | Goy.05  [itandards and procedures necessary for secure, compiant and s Crypographic keys cannot be substituted by nauthorized personne,
. resiient capabiities.
o identify and Operating
management policies and procedures are implemented to include Standardized Operating
377 N/A 0 Functional Intersects With 0OPS-01.1  |Procedures (SOP), or similar ‘documentation, to enable the proper 5 (Cryptographic keys cannot be substituted by unauthorized personnel
[the prevention of unauthorized substitution of cryptographic keys. Procedures (SOP) kA Pk Rtk e
ey management pliies and procedures are mplemented to nclude
ey custodians are knowledgeable about their responsibiltes in
cryptographic key custodians formaly acknowledge (in writing or | ¢ . ’ i 03 |Mechanisms exist to define cybersecurity roles & responsibiltes for all ey custodians are knowledgeable about their responsibilties in
378 A oot tht iy Ugeratan and sccept el ey cosoaion | Functonal | ntersects Wit | Defned Roles & Responsiiies | HS.03 G0 s ftion tocryplographic operations and tance and
Fespansibilties. lquidance when require
ey, management poiies and procedures are implemented to nclude publishing Secuty, Compliance Mechanisms exist o establish, maintain and disseminate policies, ey custodians are knowledgesble about thei responsibities in
378 A ! Functional | Intersects With 3 GOV-02  [standards and procedures necessary for secure, compliant and s relation to cryptographic operations and can access assistance and
elecronically) hat they undertand and acept thlr k- custodian & Resilience Documentation landards and proce aton 10 srapiographic
management policies and procedures are implemented to include. e 1o tgentity and d © Standardized O
* poicies and plemented to in " ' chanisms exist to identify and document Standardized Operating custodians are knowledgeable about their responsibilties in
278 A that cryptographic key custodians ormaly acknowledge (i Wil or | pnctionar | ntersects with | Stndrdzed Operating | 0073 procedures (SO, o simiar documentation, o enable the praper s F<iation o ryptographic apérations and can access assistance and
lectonicall) hatthey ot their key exccution of daytoday | assgned task. udance wnen requre
IAdditional requirement for service providers only: Where a service
wn provie e comgpc ey S isonerstr Functans | mrsects it | sy Coptograptic Keys | Chv-on.s echasms exist 0 enure customers re providd it aprprite ; tomers v proided it amroprite ke mnagement uidance
74 [ransmission o storage o account data, guidance on secure y Cryptographic Key ey management uidance whenever cryptographic evs are sharea nenver they receive shared covptographi Kove
ldistributed to the service provider's customers
i scurity polces and operationa procedures that are idetiid in
[Requi Expectations, control,and oversight fo meeting actiuies within
Mechanisms exist to establish, maintain and disseminate policies,
| Docu Publishing Security, Compliance » [Requiremen ed and adhered to by a Sonnel. All
11 A = Kept p to ate. Functional | Intersects With | P RelR PCC T memtation | GOV-02  [standaras and procedures necessary for secure, compliant and s Somporing ackhies re. reeatasle conSelenty sppice:and sorom
ln In use. P 0 management's ntent.
ln Known to al affected parties.
Wiechanisms exist fo review the Security, Compliance & Resiience
i security s and peratonal procedurestht are denifed in 2
[Requirement 4 are: [Program (SCRP). including policies, standards and procedures, at Expectatons, controls,and oversight fo meeting actiues within
Periodic Review & Update of lplanned intervais or if significant changes occur to ensure their b e A - Mo o All
411 NiA & Kept up to date. Functional | Intersects With ity, Compliance & GOV-03  |continuing suitability, adequacy and effectiveness. s upporting activities are repetable, consistently applied, and conform|
ln in use. Resillence Program to management’s intent.
ln Known to al affected parties.
JAl security policies and operational procedures that are identified in
[Requirement 4 [Expectations, controls, and oversight for meeting activities within
ln Documented . ration. o1 |Mechanisms exist to faciltate the implementation of operational IRequirement 4 are defined and adhered to by affected personnel. All
411 i ln Kept up to date. Functional Subset Of Operations Security OPS01 Leecurity controls 10 supporting activities are repeatable, consistently applied, and conform|
I In use. to management’s intent.
ln Known to al affected parties.
[ security policies and operational procedures that are identified in
[egurement 4 are: [Expectations, controls, and oversight for meeting activities within
IMechanisms exist to identify and document Standardized Operating
ln Doc: Standardized Operating ’ IRequirement 4 are defined and adhered to by affected personnel. All
411 A " Kem um o Functional | Intersects With ndardized Operat OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper 5 ot el e s aui
lexecution of day.-to-day / assigned tasks. e e are
= Khow o al afected partes
Istrong cryptography and security protacols are implemented as
follows to safeguard PAN during transmission over open, public
Inetworks:
o Only rusted keys and cetictes re accepted
rifcates used to safeq ring tansmission overopen
[Pubic networks are confirmed as vaid and are ot xi .
421 A Povakod Th sule i+ bos pracice Unt s eHectie cave. roferto | Functonal | Intersects With | Transmision Confidentalty |  CRY-03 (Cyptographic mechanisms exit o protect the confidentiaity of data 5 e P mop ey o Intercepted from any transmissions
Japplicabity notes below for details eing transmitte jover open. public networks,
o The proocol n use support oly Secure versons o conigurations
ond does nat supportfllback o, o use ofnsecure version
folgorithms, key sizes, or implem;
e encrypon srengeh i approprite or the encryption
[methodology in use.
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sTam sram Securs ControlsFramework (ScF) Sstrength o
FDE Name Focal Document Element (FDE) Descriptions Rationae Relationship SCF Control e D et
strong cyptosraphy and securiy protocos are implemented as
Follons o Soesars P i anemssionovr apen, bl
5 st ey an cntrctes v acepe
= o cres use 0 ateguerd PAN Guing tansiission aver pen
Bl netuorks ar conined s el ang rc 1ot o< lcryptographic mechanisms exist to implement strong cryptagraphy .
221 A e T DUl 3 e pacice o s et o eerto | Fuctonal | rset i | SHSSUITIng 0ot Overonen | ez BSOSO et e ned e g s Cleartex pAN cannot be rad o ntercepted rom any transnisions
[ppicabity notes beiow fr get [ransmission ove apen, public networks
S prtocal n use supports ony secure versions o configurations
o G suppor fafback Lo Lse o securs vrsns,
Sigoriims, key Ses,or implem
T encrypuion srenath & apprapriate for the encryption
Imethodology I use
Wecharisms eXeE ko Secare WiFl (o5 JEEE BOZT1) and prevent
strong cryptography and securiy proocos are implemented as inauthorzed access byi1 Aubhenticting devices tying 1o connect
{ollows to Safeguard PAN dring ransmission over open, public a2 Encryping transmitted daa.
etworks.
5 Onlytrusted keys and certifcates are accepted
= Cerifcates used o safeguard PAN curing ransmission over pen,
[ublc networks are confirned a5 vald an are not expre
221 A Fevalce: Tha bult i3 bes practic Ui 18 efecie cate:referto |  Functional | ntersects With | Authenticaton & Encryption | NET-15.1 s Cleartext pAN cannot be read o ntercepted rom any tansnisions
Spplcapiy notes beiow or deais.
o et e sty secure versons o confurations
o does nt suppart albackta o 4se of nsecurs vers
Sigoriinms, key iz, orimplementations.
e encrypuion Srenath & apprapriate for the encryption
[methodolady n use
i inventory of the entiy’ trusted keys and cerfcates used to echarisms exist o faciltate cryptographic key management contros it ke nd corttctes uss toproeck PN durin ansmision re
4211 A |protect PAN during transmission is maintained. Functional | Intersects With | Cryptographic Key Management | CRY-09 5 sroract the confidentiality, integrity and availability of keys s lidentified and confirmed as trusted.
[Wireiess networks ransmiking PAN or connected to the CDE use —_— ; - ; "
212 " ndustry best pracices (o implement strond cryptography for Functional | Intersects With | Transmission Confidentilty | CRv.03  |SYBXographic mechanisms exst t protect the confidetialiy of dta s (Cleartext PAN cannot be read or intercepted from wireless network
[uthentication and transmizgion
[Wireless networks transmitting PAN or connected to the CDE use [Mechanisms exist to protect the confidentiality and integrity of
4212 nA findustry best practices to implement strong cryptography for Functional | Intersects with ["1781e55 Access Authentication &| - cpy.g7  |wireless networking technologies by implementing authentication and 5 (Cleartext PAN cannot be read o intercepted from wireless network
authentication and transmission. neryption [strong encryption. ransmissions.
Mechanisms exis o protect exteral and nternal wirelss inks rom
IWireies networkstransmiting PAN or connected to the CDE use Kianal parameter tiacks ticugh monitoring for unauthorized wireiess|
4212 A [ncusky best practces fo Impement sang ciptography fo Functonal | nersectsWith | Wireless Lnk rotecion | NET-12.1[commeciones ncudng Scammne fo cnauihorond whelecssecens s CleartextPAN camnot b read o intrcepted fom wireess etwork
[uthenticationand tansmission. Bt and ing s aprre scion, § an nasronced comecion s
e
A 1ssecured withstrong cryptosraphy whenever it s sent via end Enc-ser Messaging 12 Mechanisms exis to probit the transmission of unprotected Cleartext PAN canot b read or Itercepted from transmissions using
422 Nia |user messaging technologies. Functional Intersects With Technologies. NET-12.2 [sensitive/regulated data by end-user messaging technologies. s lend-user messaging technologies.
[ secury polces and operational procedures that are dentfied in
Reuremen ; ’ ) Expectations, controls, and versight for meeting activies within
11 wa e Socumented Cunctonal | intersects witn | PUblshing Securty, Compiance | oy, [Hechariems exist o establi, maintan and disseninate polces. s Recuirement s are qefned and adnered to by afected persone. All
et o e  Resilence Docimentation stondords and proce . Sopporiing actiies are repéatable, consstently aplid, and conform
i o managements nent,
= Known to al afected partis.
. B ——— Wechariems eX o review the Securiy, Complance & Reslence
Reparomars e, Perora! procedures thatar denefed Program (SCRP). including poliies,standards and procedures, at Expectations, control, and oversight fo meeting activies within
Requirement > Periadic Review & Update of lanhed intervas o f ignifcant hanges occor 1 ansure their Expectations, controls. and oversight for meeting actiiies witln
511 A R Functona | mersect win | Secury: Complance | Gov-03  Fominuing sutebit, ey and eHecivencss 5 Reauirement 5 are defned and adhered to by afected personnel A1
9 [to management’s intent.
= Knowt0al aftecte partes.
ot securty poliesandcperatonal procedures thatare ented
cqsrament o B . : Expcttons, contrle,and aversigt for mestingacuics wihn
= Documente o1 [Mechanisms existt faciltate the implementation of operatiana Saurement 5 ae defined and achered t by afecd personne
511 A w Kept up to date. Functional Subset Of Operations Security ©Ops-01 [security controls. 10 supporting activities are repeatable, consistently applied, and conform|
o tse. o managements tent,
2 Known toai afected partis.
i secury polces and operationa procedures that are identfied in
= Documentes, Standardized Operating Mecharisms exist to idanty and document Standardized Operating Retuiramen 5 are defined and aGhered t by afeced persomnel. Al
511 N = Kept o to ate. Functional | Intersects With rocedures (507 OPS-0L1  procedures (SOP),or simiar documentation. o enable the proper s SUpporting Actuiies e repéatable, consitently apaea, and conform
[w In use. V- Y o |to management's intent.
= Known to ai afected partis.
ities in mented Protection oy to-doy responsilies o prforming o th actvies
512 A [Roles and responsiiles fo performing octiites 5 | Functional | ntersects win | Documented Protectio END-042  |Mechanisms exist to document antimalware technologies s Requirement 5 are ersonnel are accountabl
o |successful, (nn(muous ﬂnera[mn of these requirements.
echariams s 1 2 e o more Ul e vl i he —— -
o1 " Rotes ana g acivies in S| unctons | iterscts wan [P5signe Sy, Complianco o .5 [Tasionsnd esrces oSl manase,coorinats, deveiop, s Day-to-day responsiitesfor perforring all the actvitesin
Jre documented, assigned, and understood. Resilience Responsibilities limplement and maintain an enterprise-wide Security, comphame & sl ContinuoUs o eration of these requirmonts.
Resmence Progmm (SCRP). 3 P A
o o et to e o v & oo o oy to-do responsilies o prforning a1 th actvies
512 NIA ::’e‘ d:w‘:ﬂemed Sesigned. and unde’;;};' tes s Functional | Intersects With | Defined Roles & Responsibilities |~ HRS-03 M:r‘s';”:‘ s exist to define cybersecurity roles & responsibilities for all s [Requirement 5 Personnel are accountal
o > |successful, (nn(muous ﬂneva[mn of lhese requirements.
512 A Foles an g activites in 5| punctonat | ntersects witn User Awareness HRS.g3.1  [Mechanisms existto communicate with uses sbout theirrles and s Redpireman: 3 are llcace,forsommal are scCountable for
o Gocumentes, asshed. and uncerstosa Fesponsiblies to mantain 3 sae and secure working envronment Regurement s are olocated. rersonnel are accountab
o anti matware solution(s) s deployed an alsystem companerts,
21 " JeRcept or those system components dantified n periodlc Valiatons |  puncionat | ntersects with | MaIious Code Protection (Ant-| gy o4 [ Mechanisms exis o ulize ankimahware technologis to dtect and s stomsted mechaisms re implemetod 0 reven ysems rom
per Reguirement 3.2.3 thatconcludes the ystem compannts are not Maware) eracicate matiious code. becoming an atack vector or atwar
ot ik rom matware
e deslyed ant-mainare soaonts - S—— s oot v wiae amtmaare rechmoronn .
522 N/A |m Detects all known types. Functional | Intersects with | Malicious c‘,’fj:ﬁ‘(’g“" (Anti- | enp.og :‘;z"'fmz .:aﬁm;t.:):::e e antimalware technologies to detect and s [Malware cannot execute or infect other system components.
= Remves: biocs,of contan all kmoun types of maiware
g systemcomponents that re ottt for mluareare
ataied bl o ncu he o
ented ist of all system “’"‘""”E"‘s ot at risk for IMechanisms exist to perform periodic evaluations evolving malware. [The entity maintains awareness of evolving malware threats to ensure|
523 A it s evutonof evoing s et s | FTCrel | s | S s Tvess | ewpons 7o s s ol g e corsre o s st ot prtected o mawar are 1ot . 15k of
Commoniy afected by maicious sofware. Inection.
Eystem compone
&/ Confimation whether such system companents continue to not
Featire ant-mamare protection
[The frequercy of periodic evaluations of system components IMechanisms exist to perform periodic evaluations evolving malware.
centine a5 ho ot sk or malware s definea i the eniy’s target Systems not known t be a sk rom maware are re-evaluated at a
5231 A k L Functional | Intersects With | Evoling Malware Thveats | END-04.5 [iveats o assees ystems thakare generally ot considere  be s T
oy i patrmed sceorng o3 elemens speched [oreats toassess ystems tat are genera [reauency shat adcrecses e entiy's sk
P o ne ot mtware sotsont s ke curnt v ot vpdten | rancura | mrscs v | PN G Ao W | g [ o e st echoges o deect nd . i matvar mechamscanaeect 303 a0ree e e avars
- Rutomatic Antimalware 521 [Rutomated mechanisms existto update antimaare technaloges, [Antimatware mechanisms can Getect and daress e Tatest malvare
531 A [ antmatware solution(e) s kept curent via automatic updtes. | Functional | Inersects win | Amalc Aol END0s1 [ormated mecharems exe s Aot
It anti-malware soluton(s)
- " o Performs penodic cans and active orreaime scans. unceons | ntrscts i | Moicious ot Protecton i | g, Mecharisms st e amimtware techologes o detect nd s atare cannot complete execution
= Performs continuous behavioralanalyis of systems or processes.
e antimatware solutionts) Mecharisms exist to ensure that ant-malware technolagies are
532 " | performs periadic scans and actve or realtime scans Functionsl | Intersects With | Always On Protection Eno.ga.7 [Continuously urning infeal-time and cannot be disabled or altered by s Matware cannot complete execution
= Performs continuous behavioralanalyss of systems or processes. Case-by-case bass or 5 Imted time peroe
[ perodic matware scans are performed to meet Requirement 5.3
e frequency of scans 1 defned in the entiy's taroetea s anaiyas, | Malicious Code protecton (Anti- | ¢ g [Mechanisms exit to utize antimaware technologies to detect and Scans by the malware souton are performed at a requency that
5321 A |which is performed according to all elements specified in Requirement| Functional Intersects With Malware) END-04 o radicate malicious code. s |addresses the entity's risk.
1251
I prioaic matware scans are performed to meet Requirement 5.3 echarisms exist o ensure that ant-malware technologis are
e frequency of scans 1 defined i the entiy's taroeiea ok anaiyas, 047 [contnioUal ruing i reat-Lm and cannok be asanled or aiered by scans by the malware soluton are performed at a requency that
5321 A |which is performed according to all elements specified in Functional Intersects With Always On Protection END-04.7 Inon-privileged users, unless specifically authorized by management on| s |addresses the entity’s risk.
[ Case-oy-case bass for a Imted tme peria
[For removable electronic media, the anti- malware solution(s):
[ Prforms automatic scans of ihen the media  inserted, connected,
oas " Bricacaly mouned. unctona | tersecs win | MaIciousCodeProtecon - | g Mechaiss et o utlize antmaare technoloies 0 deectang s st camot be trocuced o system components i extema
Mahware) eracicate matious cod Femovabie m
= Pertorms continuous behavioralanlyssof systems o processes
e he media 1 mserted. connected. or loarally mourkes
For removabl electronic medis, the ant- maiware soltion(s)
< Performs automatic scans of when the media  inserted, connected, Mecharisms exist o ensure that ant-maware technologis are
oragicaty mounied, o0 [continiously running n reattme and Gisabled o aered by Maars oo b troduc st components i el
533 NiA [OR Functional Intersects With Always On Protection END-04.7 Inon-privileged users, unless specifically authorized by management on| s removable mex
o Fertormscomtiuous benavioralanaysts ofsystes rprcesses R Cate-by-case bass for a Imed time period
[Anen the mecia 1 inserte, connecke, orlgicaly mourl
Rt s or the ari-malware soRnts)are enabled and retaned acious Code rotecton (Ani Wecharisms et o wlize animamware technologies o detect and FStarcal rcords of anf-malware achons are Immediately svaabie
534 Nia [accordance with Requirement 10.5.1, Functional Intersects With Malware) END-04  leradicate malicious code. s |and retained for at least 12 months.
-~ " Pt s o e e matvrs s s raed 300 et 1 oo | s | o P o | o0 e N pR———— . ol ecrds of e maars acion re meditey vatale
a5 A [t malvare mecharisms camnot be deabied o altered by e o | Functional | mtersects witn | Malcous Code protection (Ant-| gy 05 Mechanisms exist o utiize antimatware technologie to dtect and s |antimalware mecharisms cannot be modified by unauthorized
oness specically documerted, and author Waware) eracicat matious code. persomnel
Mechanisms exist to ensure that ant-malware technolagies are
535 A o oo o e %l | Functionsl | intersects With | Aways On Protection | END-04.7 [EOnIUOUSIY ruming inrealtme and cann be disabled o aered by s ot matware mecharisms cannot be modifd by unauthorized
by~ i imited tis i Inon-privileged users, unless specifically authorized by management on| lpersonnel,
[case-by-case basis for a limited time period. |a case-by-case basis for a limited time period.
Ranisms exatto ulize ani-phEhing and spam protection
processes and automated mechanisms ar i place to detect and Mechansims are in place o proect against and miigate isk posed by
541 A g Functional | Intersects With |  Phishing & Spam Protection | END-08 technologies todetect and ake action an unsoliied messages s
[protect personnel against phishing attacks. ransported by electronic mail lphishing attacks.
i ecurty polces and operatona procedures hat are dentind in
Requremen hechanien e o estabish, ot and disseminate polcies Expactation, controls, and oversight fo meeting aciies within
611 A s Documented. Functional | Intersects win | PUBlshing Security. Compliance | Goy.05 tandards and procedures necassary or secure, compiant and s Recurement s are defined and adhered to by affeced persomnel A1 |
Keptu resilient capabilities. lto management’s intent. : )
= Known to ai afected partis.
|All security policies and operational procedures that are identified in P““"‘*”‘f;é;;;“ ‘°| Bt ‘:‘3‘59‘“["”6 C:‘““Z"‘e & :ef“'e”ie
[Requirement 6 are: rogram . Including policies, standards and procedures, ai Expe:[a(mr\s. controls, and oversight for meelmg activities within
[Requirement Periodic Rview & Update of ianned intervais o if ignificant changes ocear t ansure ther Expectations, controls and oversant for meeting activiies witin |
611 A LT Functional | Intersects With | |~ Securiy, Compliance & | GOV-03  [Contimuing sotabiiy,aceauscy and efectendss. s Recurement s are defined and ochered to by offeced persomnel. A1 |
[win Resillence Program |to management's intent.
= Known to ai afected parties.
[ secury polces and operational procedures that are dentfied in
Requremen Expectations, controls, and versight fo meeting activies within
e Socumented anctons rations Secut Mecharisms exit tofaciltate the implementation o operational Recuirement 6 are aefned and adnered to by afected persone. All
6.1.1 NA lm Kept up to date. Functional Subset Of Operations Security OPS-01 leecurity controls, 10 lsupporting activities are repeatable, consistently applied, and conform|
=i bse: o managements nent
2 Known to o afected prtis.
I securi plcisand aperatonl procedres et re denid
Requre Expectations, control, and oversight fo meeting acivies within
611 A 2 Documented Functonal | nersects witn | SIUSIUZSG 0SNG | ps. 01,1 rocadures (SO, or simiar documentation 6 enabe e proper s Reaurement s are defined ang adnered to by afected personnel. Al
o Kept up o date Procedures (SOP) [exccution of day-to-day / assigned tasks. supporting activities are repeatable, consistently applied, and conform|
o managements mtent,
e Know t0al tecte artes.
etz o o s an or mare ualfed e i
Iay-o-day respansiviltes for performing ai the activtes in
Rotes and respansibiies for prforming actities in Requirement & y o [fesa securty Comptance s o4 s and rezorce o centaly manage: cooats, devela, °
612 N ore Gocumentes, assianed, ana understood Funcrional | Intersects With (808 ies. | COV-04 [ mpiemnt and maintain an enterprse-wid Secury. Comphanc & s Reaurement s are allcated. ersonnel are accountatle for
Reciionce Program (SCRP) P A
Doy to-day responsibitesfo performing althe actvies
Fotes 3 esponsbities or pertorming actotie i Requrement & ) ] " ) 1o deine oles & foral 3
6.1.2 NA e o umentad aotioned. ah nderstn Functional | Intersects With | Defined Roles & Responsibllties | HRS-03  |JECCRRET 5 Requirement 6 are allo n;eramnSe(;"::i‘szrfg:iﬁﬁam
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descriptions

STR
R

STRM
Relationship

PCI DSS v4

SCF Control

Secure Controls Framework (SCF)
ontrol Description

Strength of

Relationship

version 2026.1_x000a_03/27/2026

Roles and \g activities in 6 hanisms exist to communicate with users about their roles and [Day-to-day responsibilities for performing all the activities in
621 NiA fwin a(:ordance with PCI DSS (for example, secure authentication and |~ Functional Subset Of o oo TDA-01  [development and acquisition strategies, contract tools and 10 IDSS and secure development processes throughout the software
Io at curement methods to meet unique business needs. llifecycle.
621 A o ackordance with PC1DSS (for example,secure authenticationand | Functional | Itersectswitn | Development ethads, | 50 5 O T el s < and secure development processes hroughout the software
IOgg ing). la |control processes and validation techniques to minimize flawed and/or llifecycle.
lespoke and custom software are develope securely, asfollows: e organiatons ;c;“;ve et ‘Z;m S"E-ng ‘S:f;j:'r‘g“ﬁgc‘ﬂ'r':”(;""
621 A e cCordance wih P15 (or example,secure authenticaton and | Functonal | ntersects With [Developer Archtecture & Design|  TOAGs [Srchonalty antr alocato of wamgé;g"m"g:cf '7"“ resilence s DSS and secure deveiopment processes hroughout the software
"’9“'”9’  information security o how individual secariy functions, mechansms and services work [ifecycle.
J2ach stage of the software development lfecycie ogetherto provide requied security capablfies and  uniied
621 A R acCorgance with 1 DS (for exampe,secure uthenticaton and | Functonal | ntersects witn | Se€ure Sofware Development | 1o, o5 s DSS and secure development processes throughout the software
i 105 or e scre sttt o] Fuciont | s | Ovegermmessmvsss | oy (OSSR SO S S s P e sere s deveoped n accortonce it
. log Pl Flaw Remediation [ST&E) plan, or similar process, to objectively identify and remediate lifecycle. P P 19!
lm Incorporating consideration of information security issues during [vulnerabilities prior to release to production.
mon 5""‘"“ R A o ht o e sndGevlopment Compet for to ensure that all security-related positions are ceveloprent practices:software securiy; and attacks Soant e
6.2.2 NA [langu: Functional | Intersects With Se(umy Nelated Positions HRs032  |eChe hyquahhed individuals who have the necessary skill set. s llanguages, frameworks, or applications they develop. Personnel are
|w Including, if security testing tools are used, how to use the tools for jable to access assistance and guidance when reqmred
| On software SE(urlky relevant to lhelrmh function and develcument Threat Analysis & Flaw [Mechanisms exist to require system developers and integrators to peba ey agammhe
622 A fangu Functional | Intersects With Remediation During 1A0-04  [create and execute a Security Testing and Evaluation (STSE) plan, or 5 »
l nclaging secure sotware desgn ond secure coding techiques Developy Similar process, to identify and remediate flaws during development. languages, rameworts, o applications ‘;g;nﬂfﬂ?&;em"“‘ are
Im Including, if security testing tools are used, how to use the tools for 9 A
[m Including secure software design and secure coding techniques. [and(3) Annually thereafter. lable to access assistance and guidance when required.
|w Including, if security testing tools are used, how to use the tools for v g 9 q
22 " ;,;’"u;"';ga'e S R Bl R 6o ranctonal | mersects with | copnapng Professional | o |[DevOpe) persomnel receie onining Professiona Eaucation (CPE) s Gevelapment pracices sotware securiy and aitacks aganst the
[209U30%. « eure software design and secure coding techniques training on Secure Software Development Practices (SSDP) to languages, rameworks, or appications they develop. Personnel are
[Software development personnel working on bespoke and custom [of Technology Assets, Applications and/or Services (TAAS).
Im Including, if security testing taols are used, how to use the tools for able to access assistance and guidance when require
|n On software security relevant to their job function and development g““wa’e “e{e""”;‘e"‘ "e'f;’""e‘ e K"":"e".‘leib'e 2about 5““"3
6.2.2 NA langusges. Functional | Intersects With Developer Screening TOA13 5 levelopment practices; software security: and attacks against
. . oS ety v o o oncion i ooment| e st | o o ko eisre sy devlopers na et o s e e St secunty v aacs g
- [209U30E%.  eure software design and secure coding techniques Flaw Remediation (STGE) plan, or similar process, to objectively identity and remediate languages, rameworks, or applications they develop. Personnel are
623 A ;;g;f e ree e developed SEcOIng O SEEU CHS | oot | ersoctswitn | Remebonte Do 140-04  freate and execute » Security Testing and Evaluation (STEE) pian, or s Bespoke and custom sftware canot be exploted via coding
623 WA o Code rviews ensurecode s developed accordng 10 secure o0 | puncional | ncersects With | Software Design Review | TOAGS.5 [iecion to aldure:(3) Abpcablecocunty, compance an redience s Bespoke and custom software cannot b exploted viacoding
8 Code reviews look for both existing and emerging software requirements are met; and(2) Identified risks are remediated.
©23 A Suidelnes. Functional | Intersects With | Resience Testing Throughout | TOA09.  |copaliity(2) implement  verifiable flaw remediation process to s vuinerabities
reviews look for both existing and emerging software P! sses and deficiencies identified during the control
623 NA [guidelines. Functional Intersects With Remediat TDA15 |(ST&E) plan, or similar process, to objectively identify and remediate s vulnerabilities.
6.23.1 N/A Functional Intersects With Remediation During 1A0-04 |create and execute a Security Testing and Evaluation (ST&E) plan, or 5
6231 A e outedoesbe sboutcodereview echauesandsecur. | TUTEUONAL | nersects W | Resllnce Testo Tvoughout | TOA02.cpabity(z)mplement  verabe T remectatin proces o s ot discovering secunty veinerapilties
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Set Theory Relationship Mapping (STRM)

FDE Name

NA

Focal Document Element (FDE) Descriptions

Sottware engineering techniques or other methods are defined and in
by s development personnel to prevent or mitigate
Commraon sofwsra Seocks and veoved ulnraniics i bessove and
justom software, ncluding but not imite o the following
lm Injection attacks, includin ath, or other command,
arameter, abecs, o or iacton e 1
lm Attacks on data an ctures, including attempts to
[manipulate buffers, pointers, input data, or shared dat
[m Attacks on cryptography usage, including attempts to exploit weak,
nsecure, or inappropriate cryptographic implementations, algorithms,
leipher suites, or modes of operation.
Im Attacks on business logic. including attempts to abuse or bypass
lapplication features and functionalities through the manipulation of
[APIs, communication protocols and channels, client- side functionality,
for other system/application functions and resources. This includes
ross-site request forgery (CSH
lm Attacks on access control mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization
[mechanisms, or attempts to exploit weaknesses in the.
limplementation of such mechanisms.
via any “high-risk” vulnerabilities identified in the
[vulnerability identification process, as defined in Requirement 6.3.1.

STRM
Rationai

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

curity, Compliance &
Resilience Testing Throughout
Development

TDA-09

Secure Controls Framework (SCF)
ontrol Description

[Mechanisms exist to require system developers/integrators consult
[with security, compliance and/or resilience personnel to:(1) Create and|
implement a Security Testing and Evaluation (ST&E) plan, or similar
[capabilty:(2) Implerment a verifabie faw remediation process to

rect weaknesses and deficiencies identified during the control
Jtesting and evaluation process; and(3) Document the results.

gth of

elationship

version 2026.1_x000a_03/27/2026

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

NA

Sottware engineering techniques or other methods are defined and in
by software development personnel to prevent or mitigate
[Eommon software attacks and related vulnarablities in pespoke and

lcustom software, including but not limited to the followi

o mecton atacks, ncluding SQL, LDAP, XPath. or other command,
lparameter, object, fault, or injection-type
[ Atacks on data and date Structurcs, icluding steemps to
[manipulate buffers, pointers, input data, or share
S AREcke an ctyptoaraphy ssoge: inCuring st t explalt weak,
[nsecure. or inappropriate cryptographic plamantations, agor thms
leipher stites, or modes of operation.
[ Attacks on business loglc, Incuding attempts to abuse or bypass
lapplication features and functionalities through the manipulation of
[APIs, communication protocols and channels, client- side functionality,
for other system/application functions and resources. This includes
[cross-site scripting (XSS) and cross-site request forgery (CSRF).
lm Attacks on access control mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization

Imechanisms, or attempts to exploit weaknesses in the.
mplementation of Such mechanisms,

o Actacks via any “high-1sk” vulnerabiltes dentified n the
Fulnerabity identification process, as defined in Requirement 6.3.1

Functional

Intersects With

Threat Analysis & Flaw
emediation During
Development

10-04

[Mechanisms exist to require system developers and integrators to
|create and execute a Security Testing and Evaluation (STSE) plan, or
Jsimilar process, to identify and remediate flaws during development.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilities.

NA

Sotiware engineering techniques or other methods are defined and in
[use by software development personnel to prevent or miti
lcommon software attacks ndreted vulndraies i bespoke and
[custom software, including but not limited to the following:
I Injection attacks, includng ath,or ather command,
[parameter, object, fault, or injection-type
| Atacks on data and data Structurcs, icluding sttemps to
[manipulate buffers, pointers, input data, or sharet
EAREcke an cyptoaraphy ssoge: Incuring st t explalt weak,
finsecure, or inappropriate cryptographic implementations, algorithms,
lcipher suites, or modes of operation.
Im Attacks on business logic. including attempts to abuse or bypass
lopplication features and functionalities through the manipulatior

s, communication protocols and channels, client- side functionality,
for other system/application functions and resources. This includes
[cross-site scripting (XSS) and cross-site request forgery (CSRF
lm Attacks on access control mechanisms, including attempts to
Joybass o abuse dentification, authentication, o authoriztion
Imechanisms, or atter oft wesknesses in ¢
[mplementation of such mechanism
o Aitacks via any “nighi” vilnerabilies dentifed inthe
[vulnerability identification process, as defined in Requirement 6.3.1

Functional

Intersects With

Secure Software Development
Practices (SSDP)

TDA-06

[Mechanisms exist to develop applications based on Secure Software
[Development Practices (SSDP).

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

NA

[Software engineering techniques o otner methods are defined and in

e by software development personnel to prevent or mitigate
lcommon software attacks and related vulndrabities in bespoke and
justom software, nclucing but not imite o the following

lm Injection attacks, including for other command,
parameter, object,fat, or S ecionype fa
[m Attacks on data ctures, inclucing attempts to
[manipulate buffers, polnters, put dafa, or shared dat,

Attacks on cryptography usage, including attempts to exploit weak,
finsecure, or inappropriate cryptographic implementations, algorithms,
leipher stites, or modes of operation.

lm Attacks on business logic. including attempts to abuse or bypass
lopplication features and functionalities through the manipulation of
[APIs, communication protocols and channels, client- side functionality,
for other system/application functions and resources. This includes

ross-site scripting (XSS) and cross-site request forgery (CS|
lm Attacks on access control mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization
[mechanisms, or attempts to exploit weaknesses in the.
limplementation of such mechanisms.

via any “high-risk” vulnerabilities identified in the

[vulnerability identification process, as defined in Requirement 6.3.1.

Functional

Intersects With

Static Code Analysis

TDA09.2

Mechanisms exist to require the developers of Technology Assets,
[topications anclor services (TAAS) to emoloy tatc cod analysis
ltools to ident mediate common flaws and document
oo of the oty

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

NA

Sottware engineering techniques or other methods are defined and in
[use by software development personnel to prevent or mitigate
[Eommon software attacks and related vulnarablities in pespoke and
lcustom software, including but not limited to the followi

o jction atzck, [ncluding SQL, LDAP, XPath or other command,
lparameter, object, fault, or injection-type
I Atacks on data and dota structures, mcmm"q steemps to
[manipulate buffers, pointers, input
EAREcke o cyptoarabhy ssoge: InCuring st t explalt weak,
[rsecare, of inaporopriate crypRopraphic mmementations, aigor s
lcipher suites, or modes of operation.
lm Attacks on business logic, including attempts to abuse or bypass
lopplication features and functionalities through the manipulation of
|APIs, communication protocols and channels, client- side functionality,
for other system/application functions and resources. This includes
[cross-site scripting (XSS) and cross-site request forgery (CSRF).
lm Attacks on access control mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization

[mechanisms, or attempts to exploit weaknesses in the.
[mplementation of such mechanisms.

o Aitacks via any “nigh i vilnerabilties dentifed inthe
Vulnerabity identification process, as defined in Requirement 6.3.1

Functional

Intersects With

Dynamic Code Analysis

TDA09.3

Mechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ dynamic code analysis.
ltools to identify and remediate common flaws and document the
Iresults of the analysis.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

NA

Isoftware engineering techniques or other methods are defined and in

[use by software development personnel to prevent or mitigate

fcommon software attacks and related vunerbilties 1 bespoke and

lcustom software, including but not limited to the followi

[ Injection attacks, including SQL, L ath, or other command,

[parameter, abiect, fault, or injection-type

o Actacks on data and data sfuctures, ncluding attempts to

[manipulate buffers, pointers, input data, or shared data.

| Attacks on cryptography usage. Including attempts to explolt weak.
ic implementations, algorithms,

lm Attacks on business logic. including attempts to abuse or bypass
lopplication features and functionalities through the manipulatior

s, communication protocols and channels, client- side functionality,
for other system/application functions and resources. This includes
[cross-site scripting (XSS) and cross-site request forgery (CSRF
lm Attacks on access control mechanisms, including attempts to
loypass o abuse dentiication *uthentication or suthorzation
Imechanisms, or atter oft wesknesses in ¢
[mplementation of such mechanism
o Aitacks via any “nigh 15" vilnerabilties dentifed inthe
[vulnerability identification process, as defined in Requirement 6.3.1

Functional

Intersects With

Malformed Input Testing

TDA-09.4

[Mechanisms exst to utilize testing methods o ensure Technology
|Assets, Applications and/or Services (TAAS) continue to operate as
intended when subject to invalid or unexpected inputs or
interfaces.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

NA

Focal Document Element (FDE) Descriptions

Sottware engineering techniques or other methods are defined and in
by software development personnel to prevent or mitigate

Commraon sofwsra Seocks and veoved ulnraniics i bessove and
justom software, ncluding but not imite o the following

lm Injection attacks, inclu ath, or other command,
arameter, objecs it of mjector type
lm Attacks on data an ctures, including attempts to
[manipulate buffers, pointers, input data, or shared dat

[m Attacks on cryptography usage, including attempts to exploit weak,
[nsecur.orinapproprite ryptograpnc mplementations, igoritns.
leipher suites, or modes of operation.
& Attacks on business loglc, Incuding attempts to abuse or bypass
lapplication features and fun
|APIs, communication protocols a
for other system/application functions and resourt

ross-site request forgery (C:

ontrol mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization
[mechanisms, or attempts to exploit weaknesses in the.
limplementation of such mechanisms.

Attacks via any “high-risk” vulnerabilities identified in the
[vulnerability identification process, as defined in Requirement 6.3.1.

STRM
Rationale

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Application Penetration Testing

TDA09.5

Secure Controls Framework (SCF)
ontrol Description

[Mechanisms exist to perform application-level penetration testing of
|custom-made Technology Assets, Applications and/or Services (TAAS).

gth of

version 2026.1_x000a_03/27/2026

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

NA

Sottware engineering techniques or other methods are defined and in
by software development personnel to prevent or mitigate
[common sotware sttacks and relted vunerabites i bespoke and

lcustom software, including but not limited to the followint

= Ijection attacks, including SQL, LDAP, XPath, o ather command,
[parameter, object, fault, or injection-type

jata structures, including steemps to

ers, pointers, input data, or shared
S AREcke an ctyptoaraphy ssoge: inCuring st t explalt weak,
nsecure.or inappropriate cryptographic mplementtions,agor ths
leipher suites, operation.
[ ttacks on business fogic, Including auempts o abuse or byoass
lapplication features and functionalities through the manipulation of
B, commurication brotorsls and crannels lint sde functionaity,
for other system/application functions and resources. This includes
crosssite scipting (XS5) and crosssite request forgery (CoRF).
lm Attacks on access control mechanisms, including attempts to
[ypass or abuse identication, authenticaton, or authorization

Imechanisms, or atter exploit weaknesses in
mplementation of Such mechanisms,
o Actacks via any “high-1sk” vulnerabiltes dentified n the
[vulnerability identification process, as defined in Requirement 6.3.1.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

oA LS

Iechanisms exit o requie system developers and integatars to
develop and mplement an angoing Security Testing and Evaluaton

STE) plan, or similar process, o dbjectively ety and remediate
|vulnerabilities prior to release to production.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilities.

Sacurty vanarailtiesare dentfied and mansged o follows:
fm New sec are identified u

Eources fo seturity vainerabity nformation, incucing ales o

linternational and national computer emergency response teams

l(CERTs).

|w Vulnerabilities are assigned a risk ranking based on industry best

lpractices an ideration of potential impac

o sk rankings dentiy.at & minimum, il Winerabilties consdered

fo igh-risk or critical to the environmer

[ ineraniiies or bespake and custom, and third.party software (for|

lexample operating systems and databases) are covered.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

10-04

[Mechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (STSE) plan, or
imilar process, to identify and remediate flaws during development.

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

[security vulnerabilities are identified and managed as follows:
[m New securi are identified

Jsources for security vulnerability information, including alerts from
finternational and national computer emergency response teams
l(CERTs).

o Vulnerabiltes are assigned a isk ranking based on Industry best
lpractices and consideration of potential impact

ik rarkimgs iy, ot & mimimums an veinerabilties consdered
fto be a high-risk or critical to the environment.

|m Vulnerabilities for custom, and third-party software (for|
lexample operating systems and databases) are covered.

Functional

Intersects With

Contacts With Groups &
‘Associations

Gov-07

IMechanisms exist to establish contact with selected groups and

jssociations withn the security, compliance and resience
0:(1) F and data

ratection sducation and waining fof aranizations psrsonnel (2)
[Maintain currency with recommende

rotecton prachces, techmiaues and tochmbiog oo ane) shere
[urrent cybersecarity andiot data protection-alated information
including threats, vulnerabilties and incidents.

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

[Securtty vulneratiltes ar identied and managed as follows:
fm New securit 9

Cources for securty valnérasiiy iformagion. ncuding st hom:

finternational and national computer emergency response teams

l(CERTs).

| ulnerabiltes are asslgned a risk ranking based on industry best

lpractices and consideration of potential impa

lm Risk rankings identi . o veinerablites considered

fto be a high-risk or critical to the environment.

|s Vulnerabilities for bespoke and custom, and third-party software (for|

lexample operating systems and databases) are covered.

Functional

Intersects With

Threat Intelligence Feeds

THR-03

IMechanisms exist to maintain situational awareness of vulnerabilities
land evolving threats by leveraging the knowledge of attacker tactics,
ltechniques and procedures to facilitate the implementation of
lpreventative and compensating controls.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

NA

security vinerabitesare dentifed ang managed ac folon:
ntifie

Ees or serurty aneramiity Information, oG atrs o
ntenational and national computer emergency response teams
[(CERTS)
o Vunerabiiesare assignect aris ranking based on ndustry best
practices and consideration o potentil
lm Risk rankings i . o veinerablites considered
e e Mok o arieal o he amironment
| Vuinerabilties for bespoke and custom, and t
lexample operats

ird-party software (for
ing systems and databases) are coverey

Functional

Intersects With

Vuinerability Disclosure Program
(voP)

THR-06

[Mechanisms exist to estabiish a Vulnerability Disclosure Program
[(VOP) to assist with the secure development and maintenance of
[Technology Assets, Applications and/or Services (TAAS) that receives.
lunsolicited input from the public about vulnerabilities in organizational
[TAAS.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

NA

Securty vuinerabiltes are dentied and manage as folows:
fentified u
Cources forsecarty vanératiy ntormatin. ncuding slrt ham
[international and national computer emergency response teams
|(CERTs).
|u Vuinerabilities are assigned a risk ranking based on industry best
loractices and consideration of potential impact.
Risk rankings identify, at a minimum, all vulnerabilities considered
lto be a high-risk or critical to the environment.
o Vulnerabiliesfor bespoke and custom, and third-party software (for|
mple operating systems and databases) are coveret

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

oA LS

[Mechanisms exist to require system developers and integrators to
develop and mplsment an angoing Security Testing and Evaluation

STSE) plan, or similar process, to objectively identify and remediate
|vulnerabilities prior to release to production.

iew system and software vulnerabilities that may impact the security
o accaunt data o the CDE bre monitored, cataloped. and ek
lassessed.

NA

Securty vinerabiltes are dentied and manage as folows:

lm New securit
Eourees for seeunly valnerabiity Information, Including aierts from
finternational and national computer emergency response teams

).

|m Vulnerabilities are assigned a risk ranking based on industry best
loractices and consideration of potential impact.

Risk rankings ider mum, all vulnerabilities considered
2o  Hghrk or rica o the enironment
|m Vuinerabilties for and custom, and third-party software (for|
[Exampte operating systems ond databases) are coverea

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

IMechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

securty vlneraites ar centied nd managed o flows:

lm New secu are identified u

Sources for Securty velnerasilty information. nclicing aters ham

finternational and national computer emergency response teams

|(CERTS).

o Vulnerabilties ar assigned a sk ranking based on ndustry best

lpractices and consideration of potential impact

[E"Risk ranikings denty. at o mimimum. ai vanerabllties considered

lto be a high-risk or critical to the environment.

| Veinerabilties for bespoke and custom. and third-party software (for
lexample operating systems and databases) are covered.

Functional

Intersects With

Attack Surface Scope

VPM-01.1

IMechanisms exist to define and manage the scope for its attack
Jsurface management activities.

INew system and software vulnerabilites that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

security vunerabltesare dentfied and managed as folows:
lm New. e identified u

s for Seburty vainarabity Information, mclucie st o
[international and national computer emergency response teams
[(CERT).
o Vulnerabilties are assigned a sk ranking based on ndustry best
lpractices and consideration of potential imj
[m Risk rankings identify, at a minimum, all wmeramuues considered
lto be a k or critical to the environmer
[ Vuinerapics or bespoke and custorm. and hi- party software (or
lexample operating systems and databases) are coveret

Functional

Intersects With

Vulnerability Ranking

VPM-03

[Mechanisms exist to identify and assign a risk ranking to newly
ldiscovered security vulnerabilities using reputable outside sources for
lsecurity vulnerability information.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

[security vulnerabilities are identified and managed as follows:
fm New securit are identified usin
Jsources for security vulnerability information, including alerts from
linternational and national computer emergency response teams
l(CERT).
| Vulneratites are assigned arisk ranking based on industry best
practices and consderationof potential impac

|m Risk rankings iden i, ai sumerabilties considered
o be a high-1ok or crtcal o the emvironment
|u Vulnerabilities for bespoke and custom, and third-party software (for|
lexample operating systems and databases) are covered.

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes.

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

New system and software vulnerabilties that may impact the security
Jof account data or the CDE are monitored, cataloged, and rish
lassessed.

NiA

JAn inventory of bespoke and custom software, and third-party
ofware components incorporated ito bespoke and custo software
fis maintained to facilitate vulnerability and patch management

Functional

Subset Of

Asset Governance

AST-01

IMechanisms exist to facilitate an IT Asset Management (ITAM)
lprogram to implement and manage asset management controls.

[Known vulnerabilties in third-party software components cannot be
lexploited in bespoke and custom software.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descriptions

fin inventory of bespoke and custom software, and third-party
iponents incorporated into bespoke and custom software.
[ mamesad o ocitate vorersuiiy and patcn mansgemnt

STR
R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Asset Inventories

AST-02

Secure Controls Framework (SCF)
ontrol Description

IMechanisms exist to perform inventories of Technology Asst

oications, Servicer andior bata (TAKGD) that ) Accurrely rflects
lthe current TAASD in use;(2) Identifies authorized software products,
including business justification details;(3) s at the level of granularity
|deemed necessary for tracking and reporting:(4) Includes
lorganization-defined information ssary to achieve
[effective property accountability; and(5) Is available for review and
laudit by designated organizational personnel

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[Known vulnerabilities i third-party software components cannot be
lexploited in bespoke and custom software.

Jan inventory of bespoke and custom software, and third-party
software components incorporated ino bespake and custom software
|s maintained to facilitate vulnerability and patch management.

Functional

Intersects With

Compliance-Specific Asset
Identification

AST-04.3

IMechanisms exist to create and maintain a current inventory of
[Technology Assets, Applications, Services and/or Data (TAASD) that

lobligations that provides sufficient detail to determine control
lapplicability, based on asset scope categorization

[Known vulnerabilities in third-party software components cannot be
lexploited in bespoke and custom software.

fn Inventory of bespoke and custom software, and trird-party
Jsoftware components incorporated into bespoke and custom software
& maintained ta faciltate veinerabilty and patch management

Functional

Intersects With

Software Bill of Materials (SBOM)

TDA-04.2

[Mechanisms exist to generate, or obtain, a Software Bill of Materials
M) for Technology Assets, Applications and/or Services (TAAS)
lthat lists software packages in use, including versions and applicable

licenses.

[Known vulnerabilities in third-party software components cannot be
lexploited in bespoke and custom software.

Jan inventory of bespoke and custom software, and third-party
oftware components incorporated ito bespoke and custom software
|s maintained to facilitate vulnerability and patch management.

Functional

Intersects With

Attack Surface Scope

VPM-011

[Mechanisms exist to define and manage the scope for its attack
Jsurface management activities

[Known vulnerabilties i third-party software components cannot be
lexploited in bespoke and custom software.

JAn inventory of bespoke and custom software, and third-party
s incorporated into bespoke and custom software
fis maintained to facilitate vuinerability and patch management.

Functional

Intersects With

Centralized Management of Flaw
emediation Processes.

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

Known vulnerabites in third-party software components cannot be
lexploited in bespoke and custom softwa

i syatem companents are protected from known vinerabilties by
finstalling applicable security patches/updates as foll
m Criicaof igh-security patches/updates (identied according to the
[isk ranking process at Requirement 6.3.1) are installed within one

f release
lm All other applicable security patches/updates are installed within an
lappropriate time frame as determined by the entity (for example,
[within three manths of release)

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

IMechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.

[System components cannot be compromised via the exploitation of a
lknown vuinerability.

NiA

fu system compnents are protected from known vinersbiies by
finstalling applicable security patches/updates as foll
St oF i secury patcheupdas aentihes according to the
Jisk ranking process at Requirement 6.3.1) are installed within one
Imonth of release.

lm All other applicable security patches/updates are installed within an
lappropriate time frame as determined by the entity (for example,
[within three months of release).

Functional

Intersects With

Continuous Vulnerability
Remediation Activities

VPM-04

IMechanisms exist to address new threats and vulnerabilities on an
longoing basis and ensure assets are protected against known attacks.

[system components cannot be compromised via the exploitation of a
[known vuinerability,

J system components are protected fom known vunerabilties by
finstalling applicable security patches/updates as follow:

o Critcarof high-securty patcheslupdates (identiied according to the
Jisk ranking process at Requirement 6.3.1) are installed within one
[month of release.

lm All other applicable security patches/updates are installed within an
loppropriate time ined by the entity (for example,
[within three months of release).

Functional

Intersects With

Software & Firmware Patching

VPM-05

[Mechanisms exist to conduct software patching for all deployed
[Technology Assets, Applications and/or Services (TAAS), including
[firmware.

[System components cannot be compromised via the exploitation of a
[known vuinerability.

i syatem companents are protected from known vinerabilties by
finstalling applicable security patches/updates as follows

J Criica o ighsecurity patches/updates (identied according to the
[isk ranking process at Requirement 6.3.1) are installed within one
[month of release.

lm All other applicable security patches/updates are installed within an
lappropriate time mined by the entity (for example,
[within three months of release).

Functional

Intersects With

Centrlized Management of Flaw
emediation Processes.

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

[System components cannot be compromised via the exploitation of a
nown vuinerability.

[For public-facing web applications, new threats and vulnerabilities are
pdaressed on an ongoing basis and these applicatons ae protected
fpgainst known attacks 2= foll

fewing publicfacing web applications via manual or automated
Sopicaton s Cimerabity Soconty esessment 10 or mathods
follows:
|- Atleast once every 12 months and after significant changes.
|- By an entity that specializes in application securi
L Including, at a minimum, all common software attacks in

- ;A vlnerabities are anked in accordance with requirement

> i vinerabiltes are corrected
| The application is re-evaluated after the corrections

R

o Instaling an automated technical solution() tha continuallydetects
lond prevents web-based attacks as folloy
| nstlled infron o public-acing \ieb applications to detect and
lprevent we
E" Actvely running an uD to date as applicable.

Generaing audt og
7 biock web-based attacks or generate an alert

Ko & immesatey imvestiacea

Functional

Intersects With

Thvest Analysis & Faw
mediation During
Development

1A0-04

[Mechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (STSE) plan, or
lsimilar process, to identify and remediate flaws during development.

[Public-facing web applications are protected against malicious
jattacks.

[For public-facing web applications, new threats and vulnerabilities are
laddressed on an ongoing basis and these applications are protected
lagainst known attacks as foliows:
ln Reviewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods as
follows:

At least once every 12 months and after significant changes.
| By an enty that specaizes i applicaton securty.
L including, inimum, all common software attacks in
[Reauirement &
i vumerabiies are ranke in accordance with requirement

l6.3.1
|~ Al vulnerabilities are corrected.
| The application is re-evaluated after the corrections

lor

o Instating an automate technical solution(s) tha continually detects
ond prevents web-base attacks s fllow

talled n ront of publicfacing web epplications to detect and

revert web, bhced attaces
| Actively running and upm date as applicable.
| Generating audit lox
[ Configure to either Block web-based attacks or generate an alert
[that is immediately investigated.

Functional

Intersects With

Developer Threat Anaysis &
Remediat

oA 1S

[Mechanisms exist to require system developers and integrators to
|develop and implement an ongoing Security Testing and Evaluation
(STSE) plan, or similar process, to objectively identify and remediate
|vulnerabilities prior to release to production.

[Public-facing web applications are protected against malicious
jattacks.

[For public-facing web applications, new threats and vulnerabilities are
ngoing basis and these applications are protected

attacks as follows:

acing web applications via manual or automated
lpplication vuinerabilty securty assessment tools or methods as
foliow:
[ At Teast once every 12 months and after significant ehanges.
[ By an.entty that speciaizes n application securty

Cluding, o & minmumh, all Common software aitacks i

Reauirement 62.4
|, Allulnerabilties are ranked n accordance with requrrement

6.3
> i vinerabltes are corrected

| The application is re-evaluated after the corrections
lor

o Instating an automate technical solution(s) tha continualy detects
land prevents web-based attacks as foll
[ installed in fmnt of publice ocing ey spplications to detect and
[prevent web- bas
" ctively runming and up 5o date a5 applicable.
erating audit log:

Configured to either block web-based attacks or generate an alert

hat s immediately investigated

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

[Public-facing web applications are protected against malicious
ttacks,

[For public-facing web applications, new threats and vulnerabilities are
laddressed on an ongoing basis and these applications are protected
logainst known attacks as follows:

|u Reviewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods as
follows:

|- Atleast once every 12 months and after significant changes.

[ By an entiy tat speciaizes n apolcaton security

- nluting,at  minimur, all common software ttacks n
[Requirement 6.2

LA ulnerapiiies are ranked in accordance with requiremen

l6.3.

> i vinerabiltes are corrected
| The application is re-evaluated after the corrections

lor

o nstaling an automated technical solution(s) that continualy detects
onc prevents web-based attacks 3 fllow

talled in front of publicfacing web applications to deteet and
revert web. bac
" ety rineing and as to date a5 applicable
[ Gonerating it o
red to either block web-based attacks or generate an alert

ot 2 mmcaiatey iwectgaied

Functional

Intersects With

Vulnerability Scanning

VPM-06

IMech: o o errors by
Ioutine vulnerability scanning of systems and applications.

[Public-facing web applications are protected against malicious
lattacks.

NA

For publicfacing web appications, new threats and winerabilties are
Jaddressed on an ongoing bas hese applications are protected
[Bgainst known attacks o4 fallowe:

[m Reviewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods as
follows:
| Atleast once every 12 months and after significant changes.
[ By g ety tht specilzes i aopcaton ecurty
- ncluting,at  minimum, all common software attacks in
[Requirement 6.

Al ulnerapiiies re ranked in accordance with requirement

6.3
% A winerabiltes are corrected

| The application is re-evaluated after the corrections
lor

o nstaling an automated technical solution(s) tht continualy detects
lond prevents web-based attacks as follows

™ Retatiad n front of ublic-acing web applications to detect and
[prevent wet

" Actvely runming and u up 5 to date as applicable,
|- Generating audt Iog:

| Configured to ither block web-based atacks or generate an alert
[that is immediately investigated.

Functional

Intersects With

External Vulnerability
Assessment Scans

VPM-06.6

Mechanisms exist to perform quartely external vulnerabity scans
(outside the organization's network looking inward) via a reputable
wmeramm service provider, which include rescans until passing
esults are obtained or all “high” vulnerabilities are resolved,
et by the Common Vuinerabilty Scoring System (CVSS)

[Public-facing web applications are protected against malicious
lattacks.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

NA

Focal Document Element (FDE) Descriptions

For publicfacing web apofcations, new threats and winerablies are
laddressed on an ongoing bas iese applications are protected
[gainst known attacks a¢ fallow
= Reviewing pubic-facing web applications via manua or automated
lapplication vulnerability security assessment tools or methods as
follows:
| Atleast once every 12 months and after significant changes.
| By an entity that specializes in application security.
incluing, ot & minimurm, il common software ttacks in

[Reauiroment 6.

Al Vulneratiiles are ranked in accordance with requirement

6.3
i vuinerabilties are corrected
The application is re-evaluated after the corrections
R

o instaling an automated techical souionts) hat continual detects
web-based attacks as fol
T Reated i ron o publicfocing web appiications t detect and
[prevent web- based attacks.

E"™ Actively running and up o date a5 applicabe.

| Generating audit Iog:

| Configured to ither block web-based attacks or generate an alert
fthat is immediately investigated.

STR
R

Functional

STRM
Relationship

Subset Of

PCI DSS v4

SCF Control

Web Security WEB-01

Secure Controls Framework (SCF)
ontrol Description

IMechanisms exist to facilitate the implementation of an enterprise-
[wide web management policy, as well as associated standards,
|controls and procedures.

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[Public-facing web applications are protected against malicious
ttacks,

NiA

[For public-facing web applications, new threats and vulnerabilities are
laddressed on an ongoing basis and these applications are protected
lpgainst known attacks as follows:

viewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods.
follows:
|- Atleast once every 12 months and after significant changes.
| By an entity that specializes in application securit
| including, at 2 minimu, ail common software attacks in
[Requirement
A Vulneratiiis are ranked in accordance with requirement
l6.3.

> Ki vuimerabilties are corrected
| The application is re-evaluated after the corrections
lor

lm Installing an automated technical solution(s) that continually detects|
land prevents web-based attacks as follows:
[ ntalled in front of ublic-facing web appications o detect and
lprevent web-
| Actively running and up to date as applicable.

Generating audt og

Configured to either rh\uckwcb based attacks or generate an alert
lhat is immediately investigated.

Functional

Intersects With

Web Application Firewall (WAF) | WEB-03

IMechanisms exist to deploy Web Application Firewalls (WAFs) to
lprovide defense-in-depth protection for application-specific threats.

[Public-facing web applications are protected against malicious
lattacks.

NA

[For public-facing web applications, an automated technical solution s
ldeployed that continually detects and prevents web-based attacks,
[with at east the followin
in front of public-facing web applications and is
jconfigured to detect and prevent web-based attacks

civly running and up 0 date a5 applcable
lm Generating a
o Comfoures to ithor lock wek-based attacks o generate an alert
fthat is immediately investigated.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During 10-04
Developmer

IMechanisms exist to require system developers and integrators to
|create and execute a Security Testing and Evaluation (STSE) plan, or
Jsimilar process, to identify and remediate flaws during development.

lPublic-facing web applications are protected in real time against
Imalicious attacks.

[For public-facing web appiications, sn automated technical soluion is
ldeployed that continually detects and prevents web-based a
lwith ¢ east the followin
lm Is installed in front of public-facing web applications and is
confguesd t detect and prevent web-based atacks
J Actvely unring and up tn dat 25 appicable
[m Generating audit Iog:

& Confioured to either block web-based attacks or generate an alert
[that is immediately investigated.

Functional

Intersects With

Content of Event Logs MON-03

[Mechanisms exist to configure Technology Assets, Applications andjor.

loccurred;(2) When (date and time) the event occurred;(3) Where the
Jevent occurred(4) The source ofthe event;(3) The outcome (success
lor failure) o the event; and(6) The identity of any user/subject
[Bssaciatedt with the event

[Public-facing web applications are protected in real time against
Imalicious attacks.

For pubicfacing web sppllcations, on automated techmical soluton s
oeployed tat contnual detects and prevents web-based it
[with at least the followi

s nstalie in front o pubic-acing web appiications and is
Copfiaured to detect and prevent web-based sitacks

lm Actively running and up to date as applicabi

[m Generating audit lox

= Configured o either block web-based attacks or generate an alert
fthat is immediately investigated.

Functional

Intersects With

Developer Threat Anaysis &

o oA 1S

IMechanisms exist to require system developers and integrators to
|develop and implement an ongoing Security Testing and Evaluation
(ST&E) plan, or similar process, to objectively identify and remediate
|vulnerabilities prior to release to production.

Publicfacing web appiiations are protected n ealtime against
Imalicious attacl

NA

[For public-facing web applications, an automated technical solution is
deployed that contnualy detects and prevents web-based attacks,
[with at least the followi

i front of public-facing web applications and is
[configured to detect and prevent web-based attacks.

[m Actively running and up to date as applicable.

lm Generating audit logs.

lm Configured to either block web-based attacks or generate an alert
fthat is immediately investigated.

Functional

Intersects With

Centralized Management of Flaw|

Remediation Processes VH-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

lPublic-facing web applications are protected in real time against
Imalicious attacks.

[For public-facing web applications, an automated technical solution is
ldeployed that continually detects and prevents web-based attacks,
[with at least the followin
ot nstalled n front o publicacing web appications and is

lconfigured to detect and prevent
o Actvely running and up to ot 25 apphcabie.”

rating audit log

= Configured o either block web-based attacks or generate an alert
[that is immediately investigated.

Functional

Subset Of

Web Security WEB-01

[Mechanisms exist to facilitate the implementation of an enterprise-
[wide web management policy, as well as associated standards,
|controls and procedures.

[Public-facing web applications are protected in real time against
Imalicious attacks.

[For public-facing web applications, an automated technical solution is
deploye that contnually detects and prevents web-based sttacks,
[with at least the follo

s nstalid in front of publc-acing web appliations and s
[configured to detect and prevent web-base

= Actvely unring and up to date 35 pesrti

lm Generating audit Iog:

= Configured o either block web-based attacks or generate an alert
fthat is immediately investigated.

Functional

Intersects With

Web Application Firewall (WAF) | WEB-03

IMechanisms exist to deploy Web Application Firewalls (WAFS) to
lprovide defense-in-depth protection for application-specific threats.

lPublic-facing web applications are protected in real time against
Imalicious attacks.

Jall payment page scripts that are loaded and executed in the
lconsumer's browser are managed as follows:
la A method is implemented to confirm that each script is authorized.
lm A method is implemented to assure the integrity of each scri
o An nventory o il scriots s maintained with writen usiicaton as
why each is necessary.

Functional

Intersects With

Centralized Management of Flaw|

Remediation Processes VPH-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

|Unauthorized code cannot be present in the payment page as it is
Irendered in the consumer's browser.

NiA

JAll payment page scripts that are loaded and executed in the
lconsumer's browser are managed as follows:
lm A method is implemented to confirm that each script is authorized.
[m A method is implemented to assure the integrity of each script.
lm An inventory cripts is maintained with written justification as
lto why each is necessary.

Functional

Intersects With

Unauthorized Code WEB-0L.1

IMechanisms exist to prevent unauthorized code from being present in
la secure page as it is rendered in a client's browser.

lUnauthorized code cannot be present in the payment page as it is
Irendered in the consumer's browser.

[Changes to all system components in the production environment are
Imade according to established procedures that include:

la Reason for, and description of, the chang

lm Documentation of security impact.

iented change approval by authorized parties.

ln Testing to verify that the change does not adversely impact system
lsecurity.

lm For bespoke and custom software changes, all updates are tested
ffor compliance with Requirement 6.2.4 before being deployed into
lproduction

|m Procedures to address failures and return to a secure state.

Functional

Subset Of

Change Management Program |  CHG-01

Mechanisms exit o facltate the implementation of a change
Imanagement p

|All changes are tracked, authorized, and evaluated for impact and
Isecurity, and changes are managed to avoid unintended effects to the
[security of system components.

NiA

[Changes o al system companerts in the production enviranment are
fmade sccoring o etablishe pocedures tha

[m Reason for, and description of, the chan

= Documentation o securiy impact

|m Documented change approval by authorized parties.

o Testingto ety o S chande oot o adrsery impact system

urity.
[ For bespoke and eustom software changes, all updates are tested
ffor compliance with Requirement 6.2.4 before being deployed into
lproduction
|m Procedures to address failures and return to a secure state.

Functional

Intersects With

Configuration Change Control |  CHG-02

IMechanisms exist to govern the technical configuration change control
lprocesses.

changes are tracked, authorized, and evaluated for impact and
ety changos are managed to aveld unintended Sects o the
[security of system components.

[Changes to all system components in the production environment are
Imade according to established procedures that include:
lm Reason for, and description of, the change.
lm Documentation of security impact.
[m Documented change approval by authorized parties.
lm Testing to verify that the change does not adversely impact system
Jsecurity
lm For bespoke and custom software changes, all updates are tested
for compiance with Requirement 6.2.4before being deployed into
loroduct

I Procecures to address faiures and return to a secure state.

Functional

Intersects With

Prohibition Of Changes CHG02.1

IMechanisms exist to prohibit unauthorized changes, unless
lorganization-approved change requests are received.

[ changes ae racked. authorized, and evatuaed for impact ond
lsecurity, a to avoid unintended effects to the
Security of system components.

NiA

[Changes o al system companens in the production enviranment are
Imade according to established procedures that include:
[m Reason for, and description of, the change.

la Documentation of security impact.

|a Documented change approval by authorized parties.

[m Testing to verify that the change does not adversely impact system
lsecurit

lm For bespoke and custom software changes, all updates are tested
for compllance with Requirement 6.2.4 before being deployed into
Jproducti

[ Procedures to adress failures and retum to a secure state.

Functional

Intersects With

Test, Validate & Document | e o

IMechanisms exist to appropriately test and document proposed
[changes in a non-production environment before changes are
implemented in a production environment

|All changes are tracked, authorized, and evaluated for impact and
jsecurity, and changes are managed to avoid unintended effects to the
security of system component

[Changes to all system components in the production environment are
Imade according to established procedures that include:

lm Reason for, and description of,
lm Documentation of security impact.
|s Documented change approval by authorized parties.
= Testing ta very hatthe changi doss not aarsely Impactsystrn
lsecurity
- For bespoke and custom software changes, al updates are tested
for compiance with Requirement 6.2.4 before being deployed into
fproduct

I Procedures to address falures and return to a secure state.

Functional

Intersects With

Standardized Operating

Procedures (SOP) 0ps.01.1

h o dentify and docum Operating
oceires (S0P, or simlar Gocumantation 6 aname the Froper
lexecution of day-to-day  assigned tasks

[All changes are tracked, authorized, and evaluated for impact and
lsecurity, and jes are managed to avoid unintended effects to the
[security of system components.

lupon compieton of o sanitcant change. i appicable P 055
Irequirements are confirmed to be in place on all new or chan
[yatems and networks, and documantation s updatad a5 apphcable.

Functional

Intersects With

Asset Ownership Assignment | AST-03

echarisms exist to ensure asset ownership responsiiites are
lassigned, tracked and managed at a team, int ,or resporsible

rgamieation tevelto astamieh 3 comman inderstanding o1
Irequirements for asset protection.

[All system components are verified after a significant change to be
lcompliant with the applicable PCI DSS requirements.

lupon completon of a sinitcant change. a1 appicavle 20 055
lrequirements are confirmed to be in place on all n
ot Snc vesoree, e docmariation = updssed o5 spmtcable

Functional

Subset Of

Change Management Program |  CHG-01

IMechanisms exist to facilitate the implementation of a change
Imanagement program.

|all system components are verified after a significant change to be
lcompliant with the applicable PCI DSS requirements.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

PCI DSS v4

version 2026.1_x000a_03/27/2026

FDE Name Focal Document Element (FDE) Descriptions R Relationship SCF Control ontrol Description Relationship
652 A Irequirements are confirmed to be in place on all new or changed Functional | Intersects witn | Test Validate & Document | ¢116.62.5  fchanges in a non-prodiction environment before changes are B [Al system components are verified after a significant change to be
[systems and networks, and documentation is updated as applicable. 9 limplemented in a production environment. ol Pl a
[Upon completion of a significant change, all applicable PCI DSS S
fsystems and networks, and documentation is updated as apphcame |applicable controls operate as designe P PPl !
6.5.2 NA are confirmed to be i place on all new or chan Functional | Intersects With |  Report Verification Results CHG-06.1 resilience capability verification to appropriate organizational 5 e e P e cn ayoionincant change to be
652 NA Ieauirements are confirmed to be in place on all new or changed Functional | Intersects With | Default Authenticators 08 e o e or e ke a7 2re changed as 5 /Al system components are verified after 3 signifiant change to be
[systems and networks, and documentation is updated as applicable. 4 Pl L at
6.5.3 NA environments and the separation is enforced with access controls. Functional Subset Of Change Manag t Prog CHG-OL  |management pi 10 \Vulnerabilities into production environment
653 NA lenvironments and the separation is enforced with access (nntm\s Functional Intersects With Environments TOAOT lansure a secure d:ve\upmentenwmnm s wmgrabmngs into production environment
[environments and the separation is enforced with access controls. Environments lproduction Technology Assets, Applications and/or Services (TAAS) \vulnerabiltes into production environments,
654 A Joroduction environments to provide accountabiliy such that only Functional | Intersects With | Separation of Duties (soD) |  HRS-11  [lfechanisms exist to implement and maintain Separation of Duties s i podurio scUiheSsre dehned and manaded t BTz e
655 N/A [those environments are included in the CDE and protected in Functional Intersects With | (PD) For Testing, Training and PRI-05.1  [research purpnses and(27 Authonzes lhe use of PD when such 5 lthe CDE. Lo pre-p
Inotice(s);(2) What is authorized by the data subject, or authorized
[-ve PANs are not “5‘3" i, "“’"“““’" E”‘/"""'“e"" LoxGert where Usage Restrictions of Personal agent; and(3) What is consistent with applicable laws, regulations and lLive PANS cannot be present in pre-production environments outside
655 A fthose environments are included in the CDE and protected i Functional | Intersects With Use of Live Data Toal0  [fiechanisms exist to approve, document and control the use of ive 5 [Live PANS cannot be present in pre-production environments outside
|accordance with all applicable PCI DSS requirements. P
656 A e e B o femye 0m SYSIem COMPONENts. | Euncrional | Intersects With | ¢, PveiOPTENETOR | CFG-02.4  [and test environments separately rom operational b s
Y (Dnﬁguva[\ons to minimize the risk of umn(enuanal changes
656 NA [pefore the system goes into production. Functional Intersects With Changes CHG-03  limpacts, prior to th s
[Test data and test accounts are removed from system components. [Technology Assets, Applications and/or Services (TAA
6.5.6 N/A lbefore the system goes into production, ¥ P Functional | Intersects With |  Secure Migration Practices TDA08.1 lrest/development/étaging data and accounts before ‘l ‘; ,mgmed into 5
656 A Ibefore the system goes into productior Functional | Intersects With "““'e"‘gcﬁjg"‘l Throughout | TDA-09 capawmy (2) Implement a verifiable ediation pro s
P! |correct weaknesses and deficiencies identified during the. cnntrc\
 htmereq echanisms exist o stalis, mantinand disseminte polces. e amane 3 or sehes v s 9 b e persomme, Al
731 A l Kept up to date Functional | Intersects With | ¢ gesilience Documentation | GOV-02  [standards and procedures necessary for secure, compliant and s Sapporing ackites re repeatable consetenty appica: and conom
[w In use. P |to management's intent.
|All security policies and operational procedures that are identified in PEC a”‘s{gé;;)‘s' “’I e "“e 5““["“ 4 C:’“’“;"‘*" RES“'E”EE
[Requirement 7 are: rogram including policies, stan 's and procedures, ai |[Expectations, controls, and oversight for meeting activities within
w Docur Pe”"mc Review & Update of lanned intervals or if significant changes occur to ensure their [Requirement 7 are defined and adhered to by affected personnel. All
[w In use. 9 [to management’s intent.
711 NA [m Kept up to date. Functional Subset Of Operations Security OPs-01 se(umty controls. 10 lsupporting activities are repeatable, consistently applied, and conform|
712 NA [Roles and responsibiities for performing actvites in Requirement 7| unctional | Intersects With | Defined Roles & Responsibiies | HRs-03  [echanisms exist to define cybersecurity roles & responsiblties for al| s Requirement 7 are allocated. Personnel are accountable for
3 gned. 8 |successful, continuous operation of these requirement
[m Appropriate access depending on the entity’s business and access IMech: fie Jy identify and Ily Auth
Ineed: Identification & Authentication lechanisms exist to uniquely identify and centrally Authenticate, Jicess requirements ae estabished according t0fobfunctions
721 A q A(cess m syslem componens and data resources that is based on Functional | Intersects With for Organizational Users Ihc-02 ““‘g";‘zﬁ and Audit ‘;“‘““"’“"‘ZE”""" users and processes acting s [following least-privilege and need-to- know principles
5t st compones s e s seon | Foncions | s | SENERELERNGIITY | ncos ot st ek gy s n e st i S e e eae o eom s e
sers mb dassmcauan and func [services to the organization.
721 NiA w A cess to system components and data resources that is based on Functional Intersects With (RBAC) Iac-08 vesmc( ac(ess to mdnvwdua\s ass\qned specific roles with \eqmmate s [following least-privilege and need-to- know principles.
721 Nia v Access to Syslem componenls ana data resources that is based on Functional Intersects With Access Enforcement IAC-20 [that conform to the principle of "least privilege. 5 [following least-privilege and need-to- know principles.
721 NA [needs. Functional | Intersects with | Access To Sensitive / Regulated | s 501 [Mechanisms exist to limit access to sensitive/regulated data to only s |Access requirements are established according to job functions
I Appmpﬂah’.‘ access depending on the entity’s business and access IMech:  to utilize the
721 A e Access tosystem componerts and daa resoures that s based on | Furctonel | ntersects ith Least Privilege AC:21 authorized accessto processes necessary o sccomplish assign s oowng teas-prege and need1o- know e
|users’ job classification and function: 9
[m The least privileges required (for examp\e, user, administrator) to
722 VA e e 10 e e ding privieged users, based on cunctionsl | intersects witn |  Role-Based Access Control 1acos [Technology Assets, Applcations, Services andior Data (TAASD) to 5 |Access to systems and data is limited to only the access needed to
722 NIA |w Job classification and function. Functional Intersects With Access Enforcement 1AC-20 5
|w Least privileges necessary to perform job responsibilities. [that conform to the principle of “least privilege. [perform job functions, s defined in the related access roles.
722 VA e e e 4170 privieged users, based on Functonal | Inersects with | A6ce58 To Sensiive  Requlated | 1pc o0y |Mechanisms exist to it sccessto sensitvelegiated data toanly 5 Jaccess o systems an cat ¢ et iy the access st
722 NA JJob classincation and functio Functional | Intersects With Least Privilege IAC21  fautnorized access to processes necessary to accomplish s [Access to systems and data is imited to only the access needed to
|w Least privileges necessary ln perform job responsibilities. [tasks in accordance with organizational busmcss !unctwens ia X "
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srm Securs ControlsFramework (ScF) strength o
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control e D et
User rovisioning & De- o7 Mechanisms exit to utilze a forma user registration and de- ccess privieges cannot e granted to users without appropriat,
723 A [Required privileges are approved by authorized personnel Functional Intersects With Provisioning Iac-o7 Iregistration process that governs the assignment of access rights. s do(umenled authorization.
o7 |Mechanisms exit to revoke user access ighs folowing changes in laccess prvieges cannat be granted tousers without appropriate,
723 A IRecuied privieges are approved by autharized personnel Functonal | Inersects with | Change of oles & Duties | 1aG:07.1 [Hechenisme eist torevoke user access rights falowing chng s fccess privlages cannat b
—— - Wechariars eXsE o esHIt and Contol prVIged 3Ccess Fght or B . Sp—— — -
cauired pivieges are approved by suthorzed persome anctonl | ntersects win | rvleged Account Management| 1y 1 [usere and Technology Acses, AppLctons ancio Senvees (ARG Ccess privieges cannotbe granted to users without appropriate,
723 NA [Required privilegs pproved by authorized pr I Functional | Intersects With o IAC-16 ay ppl i (TAAS). B Ccess privieges cannot b
— T— - o | Fanagement ApprovatFor 1 [Fechartams exitto restct the assignment of privieged accous [Access prvieges cannt be granted to users WHHout approprate,
723 A [Recuired prvieges are approved by autharized persomnel Functonal | mersects win | o sment Aoprovel ncaia T e et T s
ot er accounts and el secesspriieges, incluing
i ary o acouns, v w2 v
o A east nce every i mon pechanans ot o ety g secouns vl ccount prvige ssignments ae verfied pridiclly by
724 A e actounts and accessremain appropriae based on |  Functional | Inersects With | Prvieged Accoun nventories | IAC-16.1 e £ach peson wih clvated prteges 5 authonsed by s
" To ersure [t coch person with clevated priieges s auth Imanagement 3 corred, and nonconformities ar remeclated.
[0 Ay Inappropriate access s addressed!
= Management acknowedges tht access remains appropriste
ot o acounts and et secess prvieges, ncluang
(i prtyender sccounts arereviewed 2 oot Aot Mechaisms oxis o pradcaly eviow h privieses ssioned o ) ‘ I
| Periodic Review of ccount 7 [Inviduals and service accounts to valcate th e or uc ccount privilege assignments are vrified priodcally by
724 N o To ensure user accounts and access remain appropriste basedon | - Functonal | Intrsects With Frvieges IACLT I ileges and reassion or remove nnecessary prieges. a3 s Imanagement 2 corret, and nonconformities ae remedlated.
I Any napproprite access s adaressed
2 Management acknowedges iat access remains appropriate
A solcatonan st accounts and rlted accessprieges e
ossned and managed Mechanisms exit to enforce Role-Based Access Control (RBAC) for . caton an s are i
ras " B onih e g necessry o 0 0prab O 00 | oot | erectowin | PO e Acoss ot | uc g Tilon A Apicatons Seces sy Dty 16501t s [Accesscights granted to appiction and system sccounts ae lmited
System or appica RBAO) ESiic access to indiidusls assioned spechc rles with legtmate . parabilty of thet 2pp
< Access s it £ th systems,sppictions, or processes that business needs
Specircal requre theiruse
i appicaton and systerm accounts and related access prvieges are
ossnea and managed s ahows
5 ) . . . isson Inccess rights ranted to appiication and system accounts ae lmited
725 " e s on the least privieges necessay for the operabity o e | yncyonar | ntersects witn | Access Enforcement acz0  Hechaniems exit o enforce Logca Access Control (AC)permissions s 5 anlythe access needed for he operabity of tha applcaton or
w Access is limited to the systems, applications, or processes that m
Fpecitcaty require heir vse
o appcation ana yster accountsand rfte access rvioges re
s and managed s falows hcess
ights granted to apiication an system accounts are imited
52520 o the e3etprvieges necessary for the operabiy ofthe ; 10 echansms st o detne, contolanarevien rganizaan poroes) lication an
725 A B Functional | itersects with Remote Access NET1g  [Mechanisms exist to define, s 5 anly the access neeced or he operabily of that pplcation or
Cess ' it t the systems, appications, or processes that
Foccinealy reaure thei st
" Wecharisms eX o eskict and Control prVIEOSd a€cess g or
stanes andnanaged a5 folowpy oo access prileges ere users and Technology Assets, ApPIKations andio Senvices (FAAS)
N " y laccess rights granted to appication and system accounts ae lmited
725 A o Sesed on the east priveges necessary for the operailly o the | puncional | intersecs it |PrvIeged Account anagement| jac 1 s 16 only the accees neeced for he operabity o that appication or
[w Access is limited to the systems, applications, or processes that [system.
Specincat requre theiruee
ol socatonan st accounts an rlted accessprieges e
[a5sianed and managed as follow: |Access rights granted to application and system accounts are limited
Bated on the least privileges ne:essary for the operability of the Access To Sensitive / Regulated g IMechanisms exist to limit access to sensmve/regu\ated data to only ccess rights granted to application and system accounts are limite
725 A s Bosed on the eas Functional | Itersects with skl Icz01  [echoniems exist s it access o senst s Kty e s nasded for o sparaiy f ik aplcation o
|w Access is limited to the systems, applications, or processes that ¥
Specitcat requre theiruse
i cces by aplcationan yser accounts and rlte access
oriviege are reviewe
" "E”“"““”Y‘ it the ”eq“e" Y"e ned in the entity's targeted risk IMechanisms exist to periodically-review the privileges asslgned to
Whichis prformed atcordng t alelements speciec i lappication and system account privlege assignments are verified
7251 A Reaurement 12.31) Functional | itersects witn | Periodic Review of Account | jpc.y - ndividuols and service accounts to valdate the need for such s peradicaly by management 3 corect,and noncanformies are
e o shpcatoniystom acess remansapproprito for th fncion 9 privieges o ry privieges. emedisted
being
ooy nappropriate acces isaddressed
anagement acknowedes hat access remains appropriate
e acces o cuery repotores ofstore caraholer dta s
et s oo
126 " pplcations o ther programmatic methods, with access a0d | puncvonal | nersects with | Access Enforcement ac20  [Mechanisms exs toenforce Logcal Access Contol (LAC) permissions s Direct unfered (ad hoc) query access to cardholder data reposicries
Briedcon e o e s e tha contorm 1o he principe of Jeast privieger” 12 prahied, aniess performed by an autharized agmimstator
e responsle TSt con et access o qvry
Feposiories of stored Ch
it user access to query reposiories of stored carcholder data s
e s olovs
126 " applcaton o atherprogrammatc method i acess 31| pcyonar | tersets win | ASCESTO Senste | Resutes | ey |Nechansms xit to it acces o senitivelreguted doa 0 aly s Direct unfered (ad hoc) query access to cardholder dats repositries
e e Data hose ndiiduals whose jon redires uch acces 12 Brahied, aniess performed by an authorized agmimsiator
e responsile adminstrator() can diectly access o query
Feposhariesof stoe
Fiecharers o o et ceee o Gaabaces cotag
e acces o cuery repotores ofstore caraholer data 10 only nacessary Technalogy Ass
fesicea s ol Ropicationsandio Sarvices (PARS) or thos Indideals whose o
appli :atmns or other programmatic methods, with access and Jnctiona ntersects Wi atabase Access . Irequires such access. Directunfitered (ad hac) query access to cardholder data repositries
726 NA aH wed a:h sed on user roles and least privileges. Functional Int ts With Database A 1aC-202 s lis prohibited, unless performed by an authorized administrator
Tespansile adminsirater can direcly sccess o auery
epostones o soe
s acces oy repotores ofstore caraholer data
[restricted as follow echanisms exist o utlze he concept o leat riviege. alowing only
126 VA [eVia applcations o other programmatic methods, with access and | urcrional | ntersects with Lesst Priviiege AC2L oo sccess o brorssaes maceny o eoomos 5 IDirect unfiltered (ad hoc) query access to cardholder data repositories
Briedcon e o er e et s o futhortaed accessto rocesses necessary 0 sccomplih as 12 prahied, aniess performed by an authorized agmimsiator
he responsible administrator(s) can directly access or query o
Feposhries of tored CH.
it user access to query reposiories of stored carcholder data s
et o folows
“pplations o thr progammaic methods, i acess a9 | gy ’ ’ 03,7 Mechanisms exist o ensure databases produce audit records that Dirct unfered (ad hoc) query access to cardhoider data repositries
726 Nia aHowed actions based on user roles and least pri Functional Intersects With Database Logging MON-03.7 | ontain sufficient information to monitor database activities. s lis prohibited, unless performed by an authorized administrator.
¢ e responsle auminstatre con ety access o avry
Feposhoriesof sioe
i access contrlsystem(s) s I place tha restrcs access based on \dentity & Access Management | c.o7 | Mechanisms exs o facilate the implementationof ientification and eccss it and g are manages va mechaisms tended
731 NA [a user's need to know and covers all system components. Functional Subset Of (1AM) Iac-o1 [access management controls. 10 [for that purpose
o1 " i access control ystemt) i ploce tha restricts occess 336 01 | yrctor | oersaces wien | entfcaton & Auhertication | |y oo |echanisTs @S0 urauely dently and cenraly Autherticate, s eccss s and g are managed va mechaisms tended
e meedt o know and covers a ystem companents. Tor Organizatonai Users Jrutnorie ond Audit (AAA) orgon for that purpos
Mecharisms exist to enforce Role-Based Access Contral (RBAQ) for
a1 wa ccesscontrol yst(s) 5 lace e eSS D560 00 | cona | st win | ROIBISSA Ak Contal | g [Techogy st Aplcatons.SevicesanlorDat (1450 10 s kccss s anc g are g va mecaisms fended
e meed o knbw and covers i ystem compon RBA0 Festic aceess 1o indiduals a5Sgned speciic roles with egrimate for that purpos
business neeas
rechansms st iz th corceptof s rviee, g oy
J access contrlsystem(s) s I plce tha restrcs access based on eccss it and g are g va mechaisms e
731 A ; Functional | Itersects with Leastprviege IAC-21|authorized access to pocesses necessary 1o sccompi s
[ users need to know and Covers il system components. puthorzed access Lo pracesses necessary to accomplish o5 for that purpos
[The access control system(s) is configured to enforce pem\lssmns Identity & Access Management. [Mechanisms exist to facilitate the implementation of identification and lIndividual account access rights and privileges to systems,
732 NA lassigned to individuals, applications, and systems based on job Functional Subset O Y 9 IAC-01 Pl 10 9 privileg y:
essined o ndhviduals, i) ccess management conrol Spplcatons, and data are oy Innarhed rom 0roup membersip.
732 Na SSigned o mahiloas, appications. and ysters based anjob - | Functonal | Intersects with | 1dentfication & AUthenticaton | .05 (AT IC o At (AR ogamaatinal sers and processes acing s Indivicul account access rghts and privleges to systems
essgned o ndividuels, Tor Organizatonal Users Jrutnorie ond Audit (AAA) organ Spplcatons, and data are oy Innerhed rom oroup membersip.
” p— — Mecharisms exit to enforce Role-Based Access Contral (RBAC) for
a2 wa [The access controlsystem(s) s confoured to enforce permissons || RoleBased Access Control | ucg  [Technology Assets, Applcations, services andlor Data (TAASD) s Indivicual account access rights and privleges to ystems,
191  appl Y i (RBAC) Irestrict access to individuals assigned specific roles with legitimate lapplications, and data are only inherited from group membership.
asencation and unction
business neeas
I access control system(s) s configured to enforce permisions echarisms exist o tize the concept of leastprivlege, allowing ony i ccount access rigts and prvleges t ystems
132 Na 556 to indiiduas, appications, and ystems based on job Functional | Itersects with Lesstprviege IAC-21 |auihorized access to processes necessary to accompiih assone s
[classification and function. [tasks in accordance with organizational business functions. [applications, and data are only inherited from group membership.
733 A e access control system() i et o “deny al” by defutt. Functional | subsetor | 9eny & Access Management || pc gy |Wecharisms exit o facitate the implementation o dentiicaton and 10 [Access rights and piveges are pronbitd unless expressy permited
T Mecharisms exist o uniquely [Genty and centrally AEhentIate,
733 A [T access control system() i st o “deny al” by defutt Functional | Itersects With atlon & pubentic IAC02 [thoize and AUt (AR organizationalusers and processes acting s IAcces rights an pivieges are pronibited unless expressy permitted
Jon behaltof organizatonal users.
echarisms exit to enforce Role Based Access Contral (RBAQ) for
. PO ’ | Role-Based Access Control g [Technolooy Assets. Applications, Services andior Data TARSD) to d pruteges are pronb -
733 A [T access control system() i st o “deny al” by defutt Functional | itersects with d Acce cp  [Technology Assets, Applications, Services andior Dta (TAASD) to s Incces rights an pivieges are pronibited unless expressy permitted
usiness needs
Mechaizns e to iz the concept f et priviee,sowig only
733 A T access contra system() s et o “deny al” by defaut. Functional | Itersects with LeastPriviege IAC:21 |althorized access o processes necesary t sccomplin assanes s |nccess rights and priveges are pronibited unless expressy permited.
Fasks I accordance win organizatonal Business funcions.
it sccuriy plcisand spertonl procedres that re denid
Reure Expectations, control, and oversight fo meeting activies within
g securt Mechanisms exit to establish, maintin and disseminate polces, ,
811 A B e Functional | Itersects wit | PUbISting Security Compliance | ov.03  stanaards and procedures necessary or secure. comptar and s Reaurement s are deined and adhered to by affected persomel. A1 |
Fesiion: capabimes supporting actvies are
= Know toal atecte partes.
ot securty poliesandcperatonal procedures that are entited ecane exe o reviw e SecurTy, Compance & ResTiece
Requremen e Review & Update o rogram (SCRP), nclucing polces  procedure Expectations, conrol, and oversight fo meeting aciies within
|m Documente ed ! ! f significant changes occur to ensure their IRequirement 8 are defined and adhered to by affected personnel. All
811 NiA In Kept up to date, Functonal | ntersects Wit | Security. Complnce & GOV-03  [continuing suitability, adequacy and effectiveness. 5 Supporting activities are repeatable, consistently applied, and conform|
o bse. o managements mtent,
2 Known toai afected partis.
ot secunty polcisan apertonl procecdres tat are cencted
equirer Expectation, control, and oversight fo meeting acivies within
e Bocumented. o1 |Mechanisms exist o facitatethe implementation of operationsi Recuirement 8 are aefined and adhered to by afected persomne. All
811 NiA Kepl uD to date. Functional Subset Of Operations Security Ops-01 [security controls. 10 |supporting activities are repeatable, consistently applied, and conform|
o o management’s e,
= Known to ai afected partis.
J secury polces and operation procedures that are Identfied in
equiremen 8 are: " to gentty and sertin Expectations, contol, and oversight for meeting activies within
811 NA [z Docur Functional | Intersects witn | Standardized Operating OPS.011 [rocedures (SOP) or mlar documentation. 1 enable 1 Froper 5 8 are defined and adnered to by affected personnel. Al
[m Kept up to date. Procedures (SOP) lexecution of day-to-day / assigned tasks. prope |supporting activities are repeatable, consistently applied, and conform|
In use. v Y o [to management's intent.
= Known to ai afected partis.
Mecharisms it o assign ane or more qualied ididuals wih the J—— e
o1 a otes and g activties in O | runctona | itrsets w5500 Securty.complance 6| g [issin and esources o Cntal manage,cooainats, deveop s Day-o-day esponsiviie for perorming il the activits n
ore documented, assonad. and understood Restlence Respondiies Implement and maintain an nterprse-wid Secury. Comphance &
mplement and maintai o Siccessiu, continuous operation of these requirements.
o R v & oo o Doy o oy respone s forperorming a1 the actwrie
612 A Fotesand responsibiies o performing octiviles © | uncrionsl | mersects Wit | efined Roes & Resporsibites | HRs.03  [echanisms exis o define cybersecurityroles & responsiblesfor o s Redurement Fersonne ae accountabl
Seccessu,contihious operaion o tnse redarements
— . - ; - I P [oay-o-day responsibiltes for performing al the actvties
812 A [Roles and respansitiiies for performing activiiesin Requirements | Funcional | Intrsects With User Awareness HRS.03.1  [Mechanisms existto communicats with users about theirrles and s Reduirement 8 are allcated. rersonnel are account
Igned, P 0 |successful, continuous operation of these requirements.
[All users are assigned a unique ID before access to system Tdentifier Management (User y [Mechanisms exist to govern naming standards for usernames and
821 Nia |companents or cardholder data is allowed. Functional | Intersects With Names) IAC09  Irechnology Assets, Applications and/or Services (TAAS). s [All actions by all users are attributable to an individual
Al users are assigned a unique 1D bfore access T syatem y p v " 091 [Mechanisms exit to ensure proper user dentication managemantfor y " p—
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STRM STRM Secure Controls Framework (SCF) Strength o
FOE Name L e I YLD LD Rationale Relationship EHEED ontrol Description Relationship
[Group, shared, or generic accounts, or other shared authentication
credertials are ol used when necessary on an exception basis, and
lore managed
o R Ceouneuse s revented unless needed foran exceptional
lcrcumstance:
y IMechanisms exist to require individuals to be authenticated with an |All actions performed by users with generic, system, or shared IDs are
822 A n gj§I'nse's"5""";?Ii:(";["':"";;‘fu’;:f‘:*:g‘(‘:"yé:;;“"""”a' circumstance. Functional | Intersects With Group Authentication 1AC-02:1lindividual authenticator when a group authenticator i utilized. s jattributable to an individual person.
[m Use is explicitly approved by management.
o icividua userentiy I confimed befos sccess a an accoun s
2 Bvery actiontaken s attributabe to an ndividual user,
[Group, shared, or generic accounts, o other shared authentication
crederials are only used when necessary on an exception basis, and
lare managed as follow:
[ Account use is prevented unless nceded foran exceptional
lcrcumstance:
stanc . ith | Restrictions on Shared Groups / . IMechanisms exist to authorize the use of shared/group accounts only |All actions performed by users with generic, system, or shared IDs are
822 wA : gg;;;;g;zg;g;gg;‘gf neede for the exceptional crcumstance. | - Functional | ntersects With ICIS5 e centan organization defned conditons s st outabie o an indvidual person
xplcitly approved by management.
\ndwldual user identity s confirmed before access to an account is
ted.
o Every action taken is atiributable to an individual user.
[Group, shared, or generic accounts, or other shared authentication
credertials are only used hen necessary on an exception basis, and
Jore managed as follo
o Account use s prevented unless needed for an exceptional
lcircumst
. 4 o the time needed for the exceptional circumstance unctionsl | Intersects wi redential Sharin IMechanisms exist to prevent the sharing of generic IDs, passwords or |All actions performed by users with generic, system, or shared IDs are
822 A I8 e i im ‘isz‘mm"'on‘,m  needed for the exceptional . Functional | Intersects With Credential Sharing 1AC19 lotner generic authentication methods. s lattributable to an individual person.
| Use i explicly approved by managemen
idualuser dentiy s confimed ators access to an accountis
Jora
2 2very acton taken i atributable to an individual user
[Additional requirement for service providers only: Service providers
ice pron viders nction n i Acceptance of Third-Party |Automated mechanisms exist to accept Federal Identity, Credential | service provider's credential used fo one customner cannot be used
823 A it remote sccess to customer premises use uniaue authentication | Functonal | Inersects With Credentials IAC03.2 | Recess Management (FICAM) approved third-party credentials s for any ather custom:
[Additional requirement for service providers only: Service providers [Mechanisms exist to ensure exteral service providers provide current
823 A it remote access to cuscomer premises use uhiaue authentication |  Functional | Intersects witn |, Sharng dentification & | 1oc.05.1  land accurate Information for any tird-party user with access 1 the s [ service provider's credential used fo one customer cannot be used
factors for each customer premises uthentication Information orgsnizaio's dataor ssses or any other custom:
o Gertly and authertcate hid-party Technob
823 wa it s e e o S | | o | RO ot | s [ehen Ao i S " " s [ service provider's credential used fo one customer cannot be used
factors for each customer premises. “ et Applcaton ancior for any other customer.
P Services (TAAS)
lomated el et o enfores MU Facor A eation
[(MFA) for:(1) Remote network access;(2) Third-party Te
It Apolcatans andor sarices (1A ara) 010) Non-corsole
|Additional requirement for service providers only: Service providers ol v fort
823 A Jwith remote access to customer premises use unique authentication | Functional | Intersects With [Multi-Factor Authentication (MFA)  1AC-06  [Scess to critical TAAS that store, transmit andor process 5 [foservice provider's credential used for one customer cannot be used
factors for each customer premises [sensitiverreguiate or any other custom:
[Additional requirement for service providers only: Service providers B}
ce prow viders . i 14 |[Mechanisms exist to define, control and review organization-approved, |A service provider's credential used for one customer cannot be used
823 A it remte access o custome prenises use uniaue authentcato Functional | Intersects With Remote Access NET-14 Ao e e e o 5 for iy cther customer
[Additional requirement for service providers only: Service providers » .
523 . B o e oy e orstco | Functional Subset of Third-Party Management Temaor  [Mechanisms exist to faciitate the implementation of third-party 10 | servie provider's credential used fo one customer cannot b used
Eoemore for e coatormer e Imanagement controls. or any other customer.
[Additional requirement for service providers only: Service providers [Mechanisms exist to mitigate the risks associated with third-p: .
023 wa [t remote access to CLstomer orémises use unue authéntcation |  Functional | ntersects With | Thire-party Services TPU04 [access t the organizations Technclogy Asses, ApBIKations. serices s [ service provder's credentialused fo one customer cannot be used
factors for each customer premises landor Data (TAASD) v
IMechanisms exist to require contractual requirements for applicable
|Additional requirement for service providers only: Service providers .
" Thirparty Contract g5 [security, compliance and resilience requirements with thirc-parties, |A service provider's credential used for one customer cannot be used
P |applications, Services and/or Data (TAASD).
[Additional requirement for service providers only: Service providers
i Third-Party Authentication » Mecharisms exist to ensure Exteral service Providers (ESPs) use [ service provider's credentialused fo one customer cannot be used
Jditon. deletion,and modifcation of usr s, authentication factors,
other identifier objects are manage
User Provisioning & De- y techanisms exist to utllize a formal user registration and de- Lifecycle events for user IDs and authentication factors cannot occur
824 A n f‘m“;"‘é’,’v;zef"‘le"",'z"::i’fl‘)’/"t’,‘v’:"‘m‘j‘zges Specified on the documented Functional | Intersects With Provisioning thcor veg\slratlon process that governs the assignment of access rights. s [without appropriate authorization.
jopPre
fadditon:deleton and modifcation o user D, authentication fctors,
824 NA o ‘Z:‘:f"zfj",':la“'h“"‘“‘fﬂ"'f;;?:“e o follow: Functional | Intersects With | Change of Roles & Duties |aC.07.1 [Mechanisms exist to revoke user access rights following changes in 5 lLifecycle events for user IDs and authentication factors cannot occur
¢ impemented win iy the privileges specified on the documented o lpersonnel roles and duties, if no longer necessary or permitted. [without appropriate authorization.
jappre
Jaditon deletion and modifcaton o use s, authentication fctors,
Jond otrer identifr objects are managed as foliows ; B ety m: ; s for user IDs an . . .
824 N " Authorized with the appropriate approval Functionsl | Itersects With | Termination of Employment | 1ac:07.2 [Mechanisms existto revoke user access rights n a imely manner. s Lifecycle events for user IDs and authentication factors cannot occu
o Implemented with oy the prvileges specified on the documented 4P ploy! PPropr
lampre
[Mechanisms exist to:(1) Securely manage authenticators for users and
|Addition, deletion, and modification of user IDs, authentication factors,| |devices; and(2) Ensure the strength of authentication is appropriate to
land other identifier objects are managed as follows: lthe classification of the data being accessed.
8.2.4 NiA [m Authorized with the appropriate approval. Functional | Intersects With | Authenticator Management IAC-10 5 e e o e s ana 2uthentication factors cannot occur
|n Implemented with only the privileges specified on the documented [without appropriate authorization.
lopproval.
JAddition, deletion, and modification of user IDs, authentication factors,
land other identifir objs anaged as foll fechanisms exist to proactively govern account management
024 A = Authorized with he approprite approval Functional | Intersects With | Accout Management G5 [nahitga groum, e, sendees applcaton, Gueck and emperary s iecycle events for user I and authentication factos cannot cccur
e implemented withany the prvieges specifed on the documertes laccounts. PPrOpH
825 A IAccess for terminated users is immediately revoked. Functional | Intersects With Personnel Termination HRS-09  [Mechanisms exist to govern the termination of individual employment. 5 [The accounts of terminated users cannot be used.
fechanisms exist to expedite the process of removing *high risk"
825 A |Access for terminated users is immediately revoked. Functional | Intersects With | High-Risk Terminations HRS-09.2  [individual’s access to Technology Assets, Applications, Services and/or B [The accounts of terminated users cannot be used.
IData (TAASD) upon termination, s determined by management.
825 A laccess for terminated users Is immediatety revoked Fonctonal | Inersects with | Chonge of Roles & Dutes | 18071 echanisme exist o revoke user access ights alowing chonges in s IThe accounts of erminated users cannot be used.
y [Mechanisms exist to revoke user access rigts in a timely manner,
825 NA |Access for terminated users is immediately revoked. Functional | Intersects With | Termination of Employment |  1ac-07.2 _[lecharisms Sxist o [evoke user access nan 5 [The accounts of terminated users cannot be used.
Revocation of Access
825 A IAccess for terminated users is immediately revoked. Functional | Intersects With 1AC-20.6  |Mechanisms exist to revoke logical and physical access authorizations. 5 [The accounts of terminated users cannot be used.
[lactive user accounts are removed or disabled within 90 ays of [Automated mechanisms exist to disable inactive accounts after an
826 NA ety Functional | Intersects With |  Disable Inactive Accounts AC15.3 O ot e period 5 Inactive user accounts cannot be used.
Jacounts used by third prtis o access, support, or maintan system
tS via remote access are managed s follo
05 |Mechanisms exist to authorize, monitor and control remote, non-local [Third party remote access cannot be used except where specifically
827 NA o Enabled aniy during the time period needed and disabled when not | Functional | Intersects With Remote Maintenance HNT05 e e oo cctas 5 o e e e e aecar
|n Use is monitored for unexpected activity.
Jccounts used by thir partiestoaccess, support. o mainin ystem
[components via remote access are managed as follow: IMechanisms exist to audit remote, non-local maintenance and
827 N/A n Enah\ed only during the time period needed and reabled when not Functional Intersects With | Auditing Remote Maintenance | MNT-05.1 |diagnostic sessions, as well as review the maintenance action s gnmzz:g ;i:vgtsee ?Scc;s:r::::c;t br::ns:u;:e:gm where specifically
i lperformed during remote maintenance sessions. ¥ manag
l Use s monitored for unexpected activiy.
Jccounts used by third pariestoaccess, support, o mainin ystem
[components via remote access are managed as follow: IMechanisms exist to provide remote disconnect verification to ensure
[come n - nction n th |Remote Maintenance Disconnect| g sms exist to disconnect ver! . [Third party remote access cannot be used except where specifically
827 A o Enabled anly duringthe time period needed and disabled when not | Functional | Intersects with e | MNT-05.4._ ermote;nor-focal maintenance and diagnostic sessions are properly s Jauthorized and use is overseen by management.
I Use is monitored for unexpected activiy.
[Accounts used by third parties to access, support, or maintain system
lcomponents via remote access are managed as follows: e
" . chanisms exit to define, controland feview organizaton-approved, [Third party remote access cannot be used except where specifically
827 A o Enabied oly during the tme period necced and dsabled when not | Functional | ntersects With Remote Access NET-14  [Mechanisms exist to define. <t 5 torees and soe s Svarsen oy anagement
ln Use is monitored for unexpected activiy.
faccounts used by thrd parties to access, support or maintan system
lcomponents via remote access are managed as foll Third-Part IMechanisms exist to proactively control and monitor third-party
s . " ird-Party Remote Access . g . [Third party remote access cannot be used except where specifically
827 NA Enabled only during the time period needed ang disabled when not | Functional | Intersects With T memote NET-14.6  [accounts used to access, support, or maintain system components via 5 M ey ol sy
in use. remote access
ln Use is monitored for unexpected activity.
[Mechanisms exist to force users and devices to re-authenticate
828 A 72 user session fas been e for more than 16 minutes, the e is | Functional | Intersects With Re-Authentication 1AC-14 [according to organization-defined circumstances that necessitate re 5 1A user session cannot be used except by the authorized user
Jauthentication
Mechanisms exist to iitiate a session lock after an organization-
528 WA I user session has been de for more than 15 minutes, the useris | puncional | ntersects with Session Lock IAc.24  [defined time period of inactivity, or upon receiving a request from a 5 ln user session cannot be used except by the authorized user.
Irequired to re-authenticate to re-activate the terminal or session. er and retain the session lock until the user reestablishes access
lusing established identification and authentication methods
[Automated mechanisms exist to log out users, both locally on the
028 wa 72 user session has been ide for more than 15 minutes, the user s | punctonal | Inersects With | Session Termination IAC:25 network and or remate séssions, a e énd of the sesson o ater an s I user session cannot be used except by the authorized user
° lorganization-defined period of inactivity.
I a user session has been idle for more than 15 minutes, the user is IMechanisms exist to terminate network connections at the end of a
828 NA entire 1o reauthenticate to roactvate the terminal or soccion Functional | Intersects With. |Network Connection Termination|  NET-07  [iechanisme exist o terminate netuiork connections at ine end 5 |A user session cannot be used except by the authorized user.
[Mechanisms exist to:(1) Securely manage authenticators for Users and
JAll user access to system components for users and administrators is [devices; and(2) Ensure the strength of authentication is appropriate to
louthenticated via at least one of the following authentication factors: lthe classification of the data being accessed. lan account cannot be accessed except with a combination of user
831 NA ln Something you know, such as a password or passphrase. Functional | Intersects With |  Authenticator Management 110 5
Something you have, such as a token device or smart card [dentity and an authentication factor.
ln Something you are, such as a biometric element
JAll user access to system components for users and administrators is
a1 . ouhenticaed via at least one of the following authenicaton factors IMechanisms exist to enforce complexity, length and lifespan lan account cannat be accessed except with a combination of user
w, such as a password or pass Functional | Intersects With 1AC-10.1 ensure strong criteria for password-based B /An account cannot be accessed excel
= Sometning oo have: Sueh as 3 oken aevice o wmarecord lauthentication Y
|n Something you are, such as a biometric element
JAll user access to system components for users and administrators is
puthenticated viaat fast on of th followng athenticaton fctors |Automated mechanisms exist to validate certificates by constructing .
61 wa g you know. uch 3 3 asanr Functional | Intersects With | PK-Based Authertication | IAC-10.2 ana verfying a cortiication path to ah accepted st anchor ncucing s [an account cannot be accessed except with a combination of user
o Something you have, Such a5 5 token evice r amars cord [checking certificate status information for PKI-based authentication Y
2 Sometning you e duch e s Bometnc slement
Bttong cypograrhy Is sl rencer ol utharication factors Mechanisms exist to faciltate the implementation of cryptographic -
leartext authentication factors cannot be obtained, derived, or
832 A lunreadable during transmission and storage on all 5 Functional Subset Of | Use of Cryptographic Controls | CRY-01  [protections controls using known public standards and trusted 10 Lon e DA .
oo ittt reused from the interception of communications or from stored data
" T o render a1 authentication fact [Mechanisms exist to develop, document and maintain secure baseline
rong cryptagraphy Is used to render all authentication factors [configurations for Technology Assets, Applications and/or Services (Cleartext authentication factors cannot be obtained, derived, or
832 A joneacable during raraisson and sorage o all yster Functonal | Intersects Wi | Secure Saseine Confurations | CFG-02 TAaS) et are consstent wih i scceped system Rardenng 5 e e e e o o data.
m lstandards;
[strong cryptography is used to render all authentication factors
! . i 03 [Cryptographic mechanisms exist to protect the confidentiality of data (Cleartext authentication factors cannot be obtained, derived, or
832 A unreadable durig ransmission and torage o al ystem Functional | Intersects With | Transmission Confidentiality |  CRY-03  [CIYPLcgrephic e 5 e e e o o o e data.
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srm Securs ControlsFramework (ScF) strength o
FDE Name Focal Document Element (FDE) Descriptions R Relationship SCF Control ontrol Description Relationship
Birong cryptoarashy s used t ender ol uthenticatonfctors o
s = ot et ] ! 05 |Crvptographic mechanisms exist to prevent unauthorized dislosure of cleartext authenticaton fctors canot be obtained, deriv
632 A e i et s rege on 5 Functional | Inersects With | Encrypting Data AtRest | CRvos  [Go{Erograet s (Clcotent suthenticaton actors connot be ovained, derted. or
033 A [ser dentiy i verited before modiying any authenticaion factor. | Functonal | Subset Of | 1967y & Accesa NManagement | .oy [Vechanisms exst o facate e implementation of ienticatin and 0
Wecharisms exist o uniquely [@eny and centrally AEhentiate,
833 NA luser dentiy s verifd before modiying any authentication factor, | Functonal | Intrsects with | '9entfcation & Authentication | .oz Kiorize and AUt (AAA) organizationalusers and processes acting s
9 [on behalf of organizational users.
Wecharisms st 1) Securely manage SUETENTCatars for Users 3nd
devices; and(2) Ensure th sirength of authantcaton s approprate 0
833 NA |user identity is verified before modifying any authentication factor. Functional | Intersects With | Authenticator Management IaC-10  [the classification of the data being accessed. 5
Wechariams exit o enforce complexty, 1ength and Ifespan
033 A lser dentiy i verified before modifying any authenticationfactor. |  Functonal | Intrsects With c01 1 ansure sirong cheria for passwordbased s
umenicaton
Teentiy Praofing (dentiy o Fechanisms exist o verTy e dentity o  user bfore ssung
033 A Jser dentty i verited before modiying any authentication factor, | Functonal | Intersects With Y Frecfng [ nce o vy The Gentiy o & wee s
valid authentication attempts are mited by: echarisms exist o enorce a [t for consecutive mvald togin
e Locking ot th user I ater ot mor han 1 ttemyts ; 32 [t by 3 ser Gunig an organization-denned timé perlod and Jan authenticaton actor canot be guessed i a brute force, onine
834 A etting the lockout duration to a minimum of 30 minutes or until the Functional Intersects With Account Lockout nc2z [automatically locks the account en the maximum number of s lattack.
Csers ienty s confmed, insuccessfl itempts s exceeded
Wechane ot 1) Secrdly marage St e 7
I passwords/passphirases are used as authertication facors to meet  Ensre the srangih of uthenticaton s sppropiate 10
Reuarement 8.3 tey are st and rese or each user 3¢ follows 10 [ Cosshcaion of te deta e aceesse i reset pasmercpasevas acined 03 usercamt be
035 A grement s 31 they ae setand resetforeach user Functional | Intersects With | - Authentcator Management | IAC-10 s i it o eset passwordi
= Forcei o be changed Immeciately aferthe st use
I passworcs/passphrases are used as authentication factors to meet
Reuarement 531 tey are s and rese or each user a¢ follows sctonat | m | ser Provisioning & De- Mechanisms exit to utilze a forma user registration and de- o st gaserapssovase asigne 0 e ot e
835 NA lm Set to a unique value for first-time use and upon reset. Functional | Intersects With Provisioning IAC07  registration process that governs the assignment of access rights. 5 ‘an unauthorized us
2 Porceito be changed Immeciately afer the st use.
I passwords/passphrases are used as authentication facors to meet techanies et o enforce complexty,lenoth and fespan
Rectarement 8.3 tey are se and rese or each user 3 folows . ? ) Jan it o reset passwordipassphvase sssgned to a user cannot be
035 A [durements 31 they aresetand reet foreach user Functional | Intersects wih | G101 fondratns t s sond cHers o asiuar et s i il o reset possword/os
= Force o be changed Immeciately aferthe st use
I passwords/passphrases are used as authentication factors to meet
[Requirement 8.3.1, they meet the following minimum level of [Mechanisms exist to enforce complexity, length and lifespan
836 N/A [complexity: Functional | Intersects With 1AC-10.1 to ensure strong criteria for password-based 5 |A guessed password/passphrase cannot be verified by either an online|
A i length of 12 haracters (o IF the system does not consideratons o ifine bfue frce atack
Eupport 12 characters. a minmum engih of ion characters
= EEmain both numeric and iphabetc chaa
Mechanisms exist to:(1) Securely manage authenticators for Users and
e ) Enre th sreng of st caton : apeaprt
. " it are ot alloved o subit v 2SSO 03 ynconat | erscts Wi | Autnentcator Management | ac-1o. [ Cosneaton of e s g cceso s 1 reviousyused paseuord cannos b used 9 i ccess 0 an
I the same a5 any of the a5 fou password/passpnrases us ackount fo at least 12 month
Wecharisms exit o enforce complexty,length and Ifespan
it ar ot allowes to s e pasvcrdpasshass ot ] . e | previousy used password cannot b used o gan access toan
837 A [ndvidualsare ot alowed to submit o new passwordpassoi Functional | itersects with | . c01 o ansure strong hteri fr passworc-base s i previously used pascword ca
luthentication policies and procedures are docurented and
Communicated to sl users incuan
idance an selecting siono authentication factors . — )
s " 5 Clidance for how users ol povecsthlr auknemticaton actors. | o | ko iy | PUBIShTG Secury, Complance | o, o [SChanisms exit o estabish, maintain and disseminate poices. s sers are knowledgeabl about the orrect use of suthertication
lm Instructions not to reuse previously used passwords/passphrases. & Resilience DocUmentation o e il pliar factors and can access assistance and guidance when required.
[w Instructions to change passwords/passphrases if there is any P
Suspicon o knowledge that the pasewordpassphrases have been
Compromised and how t repors the ncaent
butnentcaton ot and pracurs re documtadsnd
Communicated to sl users incuan
- Gutdance an selecting srong authentication factors
s " = Clidance for how users should protect her authentication factors. | punctonat | subset of | 196ty & Access Management | .oy [Mechanisms exs o aciate the implementationof dentification and o users are knowledgeable about the correct use of authentication
= ntructons not o reuse previously used passhrsses i) ccess management conrol factors and can access asSAtaNCe and guidance when requires
2 ntructions to change passwords/pasephtases f thee s any
Euspicion or knowledge tha the paseword/pecephrases nave been
i how ta report e mciaent
luthentication policies and procedures are documented and
Communicated to sl users incuan
= Guicance on selecting srong authentication factors,
= Clicance for how users showld protect helr authentication actors, echarisms exist tofaciltatethe implementation o operational ser are knowledgeab abou the correct use of authertication
838 NA |m Instructions not to reuse previously used passwards/passphrases. Functional Subset Of Operations Security OPSOL eecurity controls. 10 factors and can access assistance and guidance when required.
2 nructions to change passwords/pasephtases f thee s any
Suspicon o knowledge tha the pasewordpassphrases have been
Compromised and how t report the ncaent
luthentication policies and procedures are documented and
Communicated to sl users incuan
Lidance an selecting sono authentication factors " to igentty and sertin
638 A In Guidance for how users should protect their authentication factors. | ¢y | ersects with | Standardized Operating OPS 011 o oy T S o Sreamoraind 5 ssers are knowledgeable about the correct use of authentication
[m Instructions not to reuse previously used passwards/passphrases. Procedures (SOP) oration of day iy | Sesonod taes prope factors and can access assistance and guidance when required.
[w Instructions to change passwords/passphrases if there is any i v &
Suspicon o knowledge that the pasewordpassphrases have been
Compromised and how t repors the ncaent
butnentcaton ot and pracurs re documetedsnd
Communicated to sl users incuan
- Guidance an selecting srong authenication factors
oss " = Clidance for how users showld potect e autheicaton factors. | purcior | sunsetor ccurty, Complance & | gar.oy  Mechanisms exist o faciltate theimplementation of securiy o users are knowledgeable about the correct use of authentication
= ntructons not o reuse previously used passwrGe/passphrases. Reshience-Minged Workiorce Ihordorce development and awarendss contrls. factors and can accecs asSAtaNCe and guidance when requires
2 ntructions to change passworde/pasephrases f thee s any
Suspicon o knowledge that the pasewordpassphrases have been
Compromised and how t repors the ncdent
luthentication policies and procedures are documented and
Communicated to sl users incuain
= Guicance on selecting srong authentication factors. . . .
oss " Guidance or ect e authenication octors. | ¢y e | Securty, complince s | gy [Hechanisms xist o provide il employees and convractors s sers are knowledgeab about the correct use of sutherticaton
= niructons ot o reuse previously used passwrGe/passphrases. Resience Awareness Training lperopriate securty. complance and resience a factors and ¢an accecs asSAtaNCe and guidance when required
[w Instructions to change passwords/passphrases if there is any 9 X
Suspicon o knowledge that the pasewordpassphrases have been
Compromised and how t repors the ncdent
luthentication policies and procedures are documented and
Communicated to ai users incuaing
idance an selecting stono authentication factors Mechanisms exit to provide ole based securiy, compliance and
oss " [ Cllance for o sor S rtet ek auhentatn . | uncona | tersects i 1908250 Soury, Complance| gy [cenceraiid aing ) Sefre autianscces o he st s ser are knowledgeabl abou the correct use of authertication
= ntructons not toreuse previouey use pacsphroses & Resirence Tiaing orperforming assigned duties(2) Whe requid by system changes; factors and ¢an accecs asSAtANCE and guidance when required
2 ntrictions to change passworde/pasephrases f thee s any (3 Annualy hereatier.
Fuspitonor knowido ha e poseworpasspases rave ben
Compromised and how t repors the ncden
I passworcs/passphrases are used as th anly authenticaton factor
o7 user access (6. i any singie factor authenticaion
[molementaton) trn i ncaton & Asthenticat echarisms exist o uniquely dentity and centrally Authenticte, . o .
839 A o Faceworcs/passphrases are changed at leastonce every 90 days, |  Functonal | ntrsects with | 'dentfication & Authenticaion | .05 Arize anc AU (AAR) organizational users and procecses acting s i undetected compramised passwerdfpassphrase cannot b used
9 n behalf of organizational users.
2 ne securty posture of accounts is dynamicaly analyzed, and eal
i access to resources s automatically determined accorainaly
[Mechanisms exist to:(1) Securely manage authenticators for users and
evices; and(2) Ensure th sirnotn of authentcaton < approprate o
I passwords/passphrases are used as the anly authenticaton factor evices: and) Ensure the strengtn of auhe
or user accecs (6. in any Smgie.factor authéntication
fmolementaton) then eher o mpromised passwordpassphrase cann
8.3.9 NA |m Passwords/passphrases are changed at least once every 90 days, Functional | Intersects With | Authenticator Management IAC-10 B [An undetected compromised password/passphrase cannot be used
s Inaefinte.
12T security posture of accounts is dynamicaly analyzed, and real-
i access to resources & automaticaly determined accoraingly
I passworaspassprases ar uee s the only autnetcaton actor
" user access (16, e acior autnenticati
[mplementaton) hen eiher Mecharisms exit o enforce complxty, length and fespan
839 NA o Paceworcs/passphroses are changed ot least once every 90 days, | Functional | Intersects Wit | P c01 o ansure strong chteri for passwarc-base s i undetected compromised passwerfpassphrase cannot b used
Sumenicaton
12 ne securty posture of accounts is ynamicaly analyzed, and real-
i access to resources s automatically determined accordinaly
lditonal requirement for servce providers anh
pasovorilpasphraesar s 3 th oy uthetcaton actor o
mer s access to cardnolder dat (16, n any sngie- fa
ihentication mplementaton. then uidance s rovided to echarisms exist o proactively govern account management o )
6310 A ustomer users incluaing Functional | Intersects With | Account Management ACIS i, s S, S, apPICaon. kst and vemporary s Pessiondsipassnhrases for service provkdrs’ custamers cannot e
w Guidance for customers to change their user ¥-
Passworasipassahrases perodicaly
8 Caicance a5 to when, and under what crcumstances,
re o be chanoed
haiona requrement for seice providers oy |
oS re o o e oy cuthercaton (o for
ECetomer ucer accees to ardnalder data 6. i any singie. a
10 " puthentication implementaton. then uidance s rovded to runctional | inersects i |St7on9 Customer Authenticaton|  yygg. g Mecharisms exist to mplement Strong Customer Authenticaton (SCAI s rasswordspassphrases or sevice providers customers cannot be
ostomer sers ncluding: e thtr user Een or consumers t ressonably pove thei eniny veea Inaeiniery
Passworaspassphrases perodicaly
dance a5 1o when: and under what circumstances,
Bassworaspassphvases are o be changed
Wechartsms oxst orT) Securely manage SUEhencators for sers and
evices; and(2) Ensure tn sirengin of authentcation £ approprate o
{Additional requirement for service providers only: I [the classification of the data being accesse
B ardrssoese re o 5 te oy vt acor for
Eestomer user access (e, In any sngl-facior authenticato
[mplementation) then einer . passwords/passphrasesforservice providers” customers cannot be
83101 NiA - Passworﬁs/nasspmases are changed at least once every 90 days, Functional Intersects With Authenticator Management IAc-10 s |used indefinitely.
1= h security posture of accouts is ynamically analyzed, and real
i access to resources s automatically aetermined accorainaly
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srm Securs ControlsFramework (ScF) strength o
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control e D et
Icitonal requirement for servce providers aniy: |
ociwaras/passpmmases are used b e oy uthanticato factor for
Cuctomer ucer access (e, n any sngle-facior authentication
83101 A fmplementaton) then either Functonal | Intersects with | Password-8ased AC101 [conidarauins t ensur srong cHens i password-hased s Passordslpassphrases fo sevice providers’customers canno be
o Pacewords/passphroses e changed ot feast once every 90 days, (considerations e inderinte
o
18 he security posture of accounts is dynamicaly analyzed, and real-
i access to resources s automaticaly determined accoraingly
ut i i Mechanisms exist to:(1) Securely manage authenticators for users and
Where a thentication !aLlars such as phys ical or logical security devices; and(2) Ensure the strength of authentication is appropriate to
Kokens, smart cards, o ceriicates e devices: and(2)Encure th srenat of autre
tore are assigned to an e eex and not shared among g e classification of the data being accessex |an authentication factor cannot be used by anyone other than the
oan A o Foctors are Functional | Intersects With | Authentcator Management | IAC-10 s fn suthenticaton foctor co
e Enyical ancior ogca conrts ensureany e tenced sercan
hat factor to i ac
inre sutrenicatio actorssuch oyl il securty
Kokens, smart cards, o ceriicates re
fokens. ds, o certi d ™ Jutomated mechanjsms exit to valdate certficaes by constructing ’ .
san A e Factors are assign o an sl v Fond ot sarot amons | puncionn | mesectswin | masosed apentcoton | ncioz [omanectanns o o vldste cetnctes s consutn s i authentcationfactor cannot e used by anyone other than the
[Tulple sers ol contols ensure oty the nencded user can (Recking cercate statu iformation fo PR-based authentcavin.
e hat factor to gain access.
inre autreicoon octarssuch asysicl il soury
Kokens, Smart cards, o cericates are
Mechanisms exit to protact authenticators commensurate with
8311 NA S i o and o snared among Functonal | Intersects With | Protection of Authenticators | IAC-10.5 [sensiiviy of the information to Which use of the authenticator hermits 5 [an authentication factor cannot be used by anyone other than the
Imuliple users user to which i 1 assioned
e P togica ot ensur ny th s s can
ise hat factor to gain acces:
[Where authentication factors such s physica o logical securty
[tokens, s or certificates are used: lautomated mechanisms exist to ensure organization-defined token
[ Factos ae assigned to an indicéa user and not shared amang Haraware Token-gssed . : Jan authenticaton actor canot b used by anyone other than the
6am A o Foctors are 2 Functional | Itersects with dware Token 6 IACA107 sy requremant sr it for hai s toen s s fn suthenticaion octor o
= Physial ancior logcal contrls ensure iy the ntended user can
Cse hat factor to i acces,
[Where authentication factors such s physica o lagical securiy
Kokens, smart cards, o cericates rc used
Factors are assigned to an individual user and not shared among User Responsibilities for Account| [Mechanisms exist to compel users to follow accepted practices in the |an authentication factor cannot be used by anyone other than the
oan A o Foctors are Functional | Intersects with cnsiites o IAC-18 |16 of aunanticaton meChaNS (6.0 pasewords, pae s fn suthentcaton foctor co
1 Physical anior logcalcontrls ensure oly the intended user can ohysicl o loocalsecurty tokens, soar cars, certheatea, et
Cse hat factor to i acess.
[Where authentication fators such a physica o logical securiy
Kokens, smart cards, o ceniicates rc used Physicalaccess control mechanisms exist to maintin a current st of
oo i o am il vt and ok ared a5 | punona | terscts Wit | Pyl AcessAuthoratons | | PEs.a [P0 i ko s o crgaizatons fachiies (excet lan authenticaton factor cannot b used by anyone other thanthe
831 NA Imultiple Functional | Intersects With | Physical Access Authorizati PES-02 \for those areas within the facility officially designated as publicly s luser to which it is assigned.
= Physical anclor logcalcontrls ensure oy the intended user can ccesaive
e hat factor t gain access.
inre autreicaton octarssuch oyl il soury
Kokens, Smart cards, o cericates re
e Pt e sy o an il ueran o v amang ’ ’ . oz [Physical access control mechanisms exist to authrize physcalaccess Jan authentication actor canot b used by anyone other thanthe
8311 N [multiple Functional Intersects With Role-Based Physical Access PES-021 5 facilities based on the position or role of the individual. s |user to which it is assigned.
1 Physical andior logcalcontrls ensure oy the intended user can
se hat factor to gain access.
o " A e temerted o o <ot cees o e COE o P p— T I A s 5 R s o e COE oot b obaned by e s o3
Romoted mechanisms oxat s anrcs W Focer At
(MFA) or(1) Remote network access,3) Thid-party Technolooy
[Assets, Applications and/or Services (TAAS); and/ or(3) Nm! consu\e
. o6 [sccessto Crical TAAS thak stre, ansmit ancior process lacces nto the CDE canot be obtained by the use of a single
642 A IMeA s implemented for all access into the CDE. Functonal | Inersects With HultFactor Authenticaton (MF)  IAC.05 [2CeS58 10 crical TAAS s fccess ntothe CDE ¢
Network ACcess 1o Pvieged | oa.y [ Hecharisms eXet o ubize MliFactor Astherication (WFATto [Access Tt Th CDE canmot be obtained by the use o sngie
042 A FA s implemented fo alaccess into the CDE. Functional | inersects with ACO61 [paeroriens et to il WUl Facker Ramerteat s
o " s romromenied or  accems e e cor. unciors | mersecnn | ek acesstowon | ac g, Hechoians e o izl ac aahntcatn AT 5 ccess it e COE carnot b cbtaed b e e 3 sole
Tocal Access to Priuleged e Tiechanians it aoe i Focor Rnperceson TS [Access ito the CDE cannot be obtained by the use o sngie
042 A e s implemented for al access into the COE. Functional | intersects with AC063 [heehariims existio ullze Mull Factr Juther s
Mechariss o o et Wl acorAthentcaton VE) o
s mplemented for . sctonat | m | OutorBand MutiFactor access t privlege and non privlegect sccounts such that ane of the IAccess into the CDE canot be obtained by the use of a single
84.2 NA [MFA is implemented for all access into the CDE. Functional | Intersects With Authentication IAC-06.4 6o tors is mdepgndently provided by a device Szparate from the s lauthentication factor.
[yetem being accesse
e o P 7 W o Ao
IMFA s implemented for il remote network access originating from (MEA) or:(1) Remote network accese,2) Thid-party Technalogy
outice the enty's network that could access o mpact the COE 5 IRasets, Applcations andjor Services (TAAS) an) o(3) Non-console
folows. access t critcal TAAS tha sore ransmie anlor process o access o th ety etwor canno b obtaned by usig a
843 NA |m All remote access by all personnel, both users and administrators, Functional | Intersects With [Multi-Factor Authentication (MFA)  1AC06 | o qtive reguiated data. s lsingle authentication factor
Sriinating from outsde the entiy's network,
1 A Fermote access by tird parties and vendors.
[MFA 15 implemented fo all remote network access orgiating from
i e e ek ol aceas o mpac e GOk 2
folow: sctonat | m | Network Access to Privieged | uc og;  [Mechanisms exitto utize Mult-Factor Authenticaton (MFA) to Remote access to the entity's network cannt be abtained by using &
843 A All remcke access by all persnrme\ huth users and administrators, Functional Intersects With JAC081  ,thenticate network access for privileged accounts. s [single authentication factor.
Sriinating rom outsde the eny's network.
= A Femote access by tia paries and vendors
FA s implemented for all remote network access orginating from
buiid e an nekwark o cold secss o mpac s O 2
folow: | Network Access to Non- 062 Mechanisms exit to utize Mt Factor Authenticaton (MFA) to Remote access to the entity's network cannot be abtained by using a
843 A [w All remote access by all personnel, bﬂ(h users and administrators, Functional Intersects With Privileged Accounts. IAC062 |5 thenticate network access for non-privileged accounts. 5 [single authentication factor.
Srinating from outsde he entiy's
o A emateaccess by i pates and vendors
A systems are implemented s tolows:
T MEA System s not susceptibl to repay attacks.
syl canna b bygasse By any uhers. e
minitraive wsers uniess pecifcally documented, and suthorized | oo Identity & Access ech o facitate the of and MEA systems ae rsistat o atack and srcty control any
851 NA lby management on an exception bz ‘time period. Functional Subset Of (1AM) IACOL |occess management controls. 10 ladministrative overrides.
/AT ezt tw ciffrent e of autheticaton factors are uses
8 Successof sl autnentcaton factors % requred betore access s
IEA systems are implemented as folows:
T MEA System £ not susceptbi to replay at
- MF ystams ot b bypasssd b any skers, nluing
asa " Bminshratve uses uness Specically documented.and authorzed | oo hentication| G022 [AUtomated mechanis exist to amploy replay-esistant s MEA systems e rsistant o atack and srcty control any
n basis, for a limited time period. & +f lauthentication. ladministrative overrides.
/AT skt cfferent e of autherticaton factors are uses
8 Successof il suthentcation actors % requres betore access s
rantea
e ated e o0t afores WP At
((MFA) for:(1) Remote network ac:ess (2] Tm ird-party Technology
[ systems are implemented as follow: lassets, Applications and/or Service o o) Non-coomle
[m The MFA system is not suscej Pt‘h‘e to fEP‘RY attacks. faccess to critical TAAS that store, (ransm\l and/or process
yetems cannotbe any ckers, mcua Cenciveireguiatod dat,
asa " Bdmin v o s gty Gotumaric on s aumoma runctional | intersects with bots-Factor Acthentcation (1| AC.08 s MEA systems e rsistat o atack and sricty control any
management on an excepon basi, for 3 imited & Samintraive overnaes.
oAl tw Qferent ypes of auhericaion facors e used.
5 Successof il suthentcaton factors % requres betore access s
rantea
Wecharisms eXt o aclEate The mplementaton of mavery-
recogzedsecurty complance and resience pactes i he
A systems are implemented s folows: 13 and modifcation
[m The MFA system is not susceptible to replay at fof Temno\ogy Assets Applications and/or Services (TAA57
Lems cannot be bypassed by any ueers lud
asa " minitrative wsers uniess specifcally documented, and suthorized | oo | o | gecure engmeering pincines | seor " MEA systems ae rsistant o atack and srcty control any
v management on an excepion i perio incering Princp Samintraive overaes.
/AT east tw diferent ype of autheticaton factors are uses
8 Successof al authentcaton factors % requres before access s
I accounts used by systems o applications can be used or
Iieracie oo, they are managed s oo
Ut s prevented anies nacded for an exceptional
e reracie s s it o th time neede for e excaptiona o ragemen sms existto faciltate the mplementation of dentfcation an When used nteractivey. alactons with accounts designated 25
861 A Ercumet Functonal | subsetor | entty & Access Manogement | .oy |Hechanisms exist tofclltote the implementationof dentifction and 10 System o appication accounts are authorzed and atiriotable o an
= Eusmess |u5(vﬁ(a[mn for interactive use is dn(umenled g lindividual person.
2 eraciie use s expicily approved by managem
e Gy b oM b e sccout i
o
2 vy actiontaken s atrbutable to an ncvidua user.
I accounts use by systems o applcatons can b us o
Interactve login, they
e neractie use 15 prevented unlecs needd for an exceptional
S meraciie use s limicd tothe time needed for the exceptional Sharing denticaton & Mecharisms exist o ensure externl srvice providers provide current When used nteractivey, allacions with accounts designated
861 A rcumstance Functional | Intersects with |, Shering dentfication & | 4053 o accurate formmato or any . party Geer with access 1o the s System o appicaion accounts aré authorzed and atrotable o an
e Busnee st o tsracte se s documente Croanizaton's data o assers Inavicual person
= nractie use s expicitly approved by managem
e Gy o b s o sccount i
o
2 ey acton taken s atrbutable t an ncvidua user
I accounts used by systems o appicatons can be use or
Interactvelogin.they are managed ss fanow
e eracie s v s needa for a exceptonsl
S neraciie use s mite tothe time neede for the exceptional echarisms exist o proactively govern account management of When used nteractivey, alactons with accounts designated as
851 A rcumetan Functional | itersects with | Account Management hc1s G o SySom. Saee ppIcaton B0es and ety s system o appicaton accounts are authorzed and arrutanle o an
e Siess it for tractue e s documente naiiaual person
= Ineracte use s explcly approved by managems
e anty b onfrmes belor s o account s
2 vy action taken s atributableto an ndvidual user.
b accounts s by sytens o sppcationscan e us o
Interactv loom they are manage
O Ineractve s 5 preverted uness needed fo an exceptional
rcumsiance
e eracie s It th e e for e excepion . When used nteractivey. allactons with accounts designated a5
861 A rcumstan Functional | Intersects With | System Account Reviews | IAc-15,7  [Hecharisms existto eview all system accounts and dissbleany s ter or aphcaion sccaunts are authorzed and aruAaple to
= Eusmess ms\nﬁ(a\mn for interactive use is da(umenled Lo lindividual person.
2 Mraciie use s exlicity approved by mansgemen
il ety contrmes ekor s o accountis
2 Bvry action taken s atributable toan ndvidual user.
b accounts s by syt o spptcationscan e us o
Interacte login, they are manage
o neractie use 15 prevented uhiess noeded for an exceptional
ircuma
e reracie s s it o th time neede for e excaption Tt p— When used nteracivey, allactions with accourts designated as
861 A Ercumat Functional | Inersects With | Credentil Sharng Iac1g  [Mechanisms exs toprevent the sharing of g » s System o appication accounts are authorzed and atrotable o an
= Busmess |u5tvﬁ(a[mn Iov interactive use is. dn(umenled o lindividual person.
8 Ieracte e s explcrly approved by managerne
e Gy b o b s sccount i
o
2 vy action taken s atrbutable to an ncvidua user.
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STRM stRM Secure Controls Framework (SCF) Strength o
FDE Name Focal Document Element (FDE) Descriptions | By SCF Control Controls Frameworl Shrength of
I accours used by systems o aplcations can e us for
[eracive login, they are managed s olow
s s prevenied uniss necded for an exceptional
Eircime
\ntsracuve use islimited to the time needed for the exceptional . et and tiahtly control ity or Wnen used interactively, al actions with accounts designated as
561 wa e Functional | Itersects With (use of rvleged Utity Programs| 1AC:20.3 | echarisms exist to restrict and tihtly controlutity programsthat s System o appicaton account are authorized and atrutable o an
e Business ustfcaton for nteractive use is documentes pal 9 sy PP individual person.
l Interactive use i explicily approved by managem
e i s deniy s conmed o ocess B accountis
2 2very acton taken i attrioutable toan individual user
I accouns used by sstems oraplcations can e us for
nteractive login, they are manage:
e nteracive e orevented \niess needed for an exceptional
Circumstanc
[ nceractive useIs mited to th time needed for the exceptional chanisms exit to ulize the concept of east privilege, allowing only| When used interactively, al actions with accounts designated as
861 " lircumstance. Functional | ntersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned s system or application accounts are authorized and attributable to an
s usinss ustncaton frntractive use s documente tasks in accordance with organizational business functions. individual person
 Interactive use i explicitly approved by managem
s ver deniy s confrmes etore pecess to account is
o
2 avery actiontaken s attributabe to an ndividual ser,
[Passwords/passphrases for any application and system accounts that N
862 A Jcan be used for interactive login are not hard coded in scripts, Functional | Intersects With | N0 e e A0 T serded in apslcotons, scroes o siored on funcion keys. s oot e Gaea by meuthor ot pasonnl, 1 SYStem accounts
lconfiguration/property fils, o bespoke and custom source code. PP o ¥ ¥ E
Wiechanisms exit to:(1) Securely manage authenticators for users and
lpasswordsjpassphrases for any application and system accounts are ldevices; and(2) Ensure the sirength of aUthentication is appropriate to
oo R eicnplt the classifcation of the data being accesse
o Passwordipasspirases o changed peridically (s the frequency
define i the entitys targeted risk analysi, which s performed Passwords/passphrases used by application and system accounts
863 " pecordng it clementsspeited Requirement 12.5.1) and upon | Functional | Intersects with | Authenticator Management | 1AC-10 s cannot be used Indefinitely and are structured to resist brute-force
uspicion or confirmation of compromise. and guessing attacks.
[ Passwordsipassphrases are constructed with suffcent complexity
lappropriate for how frequently the entity changes the
[passworas/passphrases
Possworcspasspvases forany opication and ystem accounts are
Jortected against misuse as follow
& Passwords/passphrases are changed periodically (atne reuency
ldefined i the entity's targeted rik analysis, whic Mechanisms exist to enforce complexity, lenoth and lifespan Passwords/passphrases used by application and system accounts
863 " ccording to o Homants speciied inRenurament 123 1 and upon | Functonal | ntersects it | IAc101 to ensure strong crieria for password-based s cannot be used Indefinitely and are structured to resist brute-force
Kuspicion or confirmation of compromise. Jauthentication and guessing attacks.
| Passwords/passphrases are constructed with sufficient complexity
lappropriate for how frequently the entity changes the
sswords/passphroses
lall security policies and operational procedures that are identified in
IRequirement Expectations, controls, and oversight for meeting activities within
o Securt Mechanisms exist to estabiish, maintain and disseminate policies, .
9.11 NA : Eg;‘rp e e Functional | Intersects with | PUPIishing Securty, Compliance | Gov.02  |standards and procedures necessary for secure, compliant and B g:;:;:"::";czj[fegZﬁgiz::;:&zegﬂn;"Szvzge;::ﬁe‘ff:g:i‘nﬂm
resilient capablities, supporting actvties are
= K t0 ol afected partis.
I securtypotcies and aperatonlprocecures thotar cented n Fechariags rt erew o Socuy, Complice € Reiirce
rogram cluding policies, standards and procedures, a Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of planned intervals or i sgnificant changes occur to ensure their
e . g y Requirement 9 are defined and adhered to by alfected personnel. All
911 A oot up to date. Functonl | Intersecs Wit | Securty, Complance & G0V-03  [continuing sutabilty, adeauacy and effectiveness. s Ao i ettt s A
o management's intent.
= Know o al afected partes
i securty polies andaperatonlprocecures that ar cenied n
equire; Expectations, controls, and oversight for meeting activities within
e Socumented.” o1 |Mechanisms exist to faciltate the implementation of operational Requirement 9 are defined and adhered to by affected personnel. All
911 N Keptup o date Functional | Subset Of Operations Security OPSO1 \cecurity controls 1o supporting activties are repeatable, consistently appiied, and conform|
i [to management’s intent
= Known to al afected parties.
i security policies and operational procedures that are identified in
equirement 9 are: o dentity an operating Expectations, controls, and oversight for meeting activities within
I Documented Standardized Operating y [Requirement 9 are defined and adhered to by affected personnel. Al
s11 A R e Funciaral | eesecis win | SOt opes orsL1 [rocedre (S0%) o St documirten, o e o 5 ebaing et e repestal:constenty Sl s coform
In tse. y-to-day [ assig lto management’s intent.
In Known to al afected partes.
i securty potciesandcperatona procedures tnat e s
IRequirement 9 are: Expectations, controls, and oversight for meeting activities within
I Socumened. nction Physical & +tofacitat thecperaton of prysial and Requirement 3 are defined and adnered to by alfected personnel. Al
811 A I Kept up to date. Functional | Subset Of Protections RS OL e onmental protecton contrl 10 supporting activities are repeatable, cansistently applied, and conform|
In tse: o management's intent.
l Known to al afected partes.
Mechanisms exist to assign one or more qualfied individuals with the
eoonsibili N o Reaui B nanisms ¢ one or more o IDay-to-day responsibilties for performing all the activiies in
812 A e Gocumented, aosned. ohd ungerstong. o " RETUIEMETES | punctional | Intersects With | e ] GOV-08 e mantais an entermmse-wisd Securiy. Complince & s [Requirement 9 are allocated. Personnel are accountable for
mpement snd maintal o siceessfu, continuous operation of these requirements.
J— - — . N N IDay-Lo-day responsibilties forperforming al the activites in
012 WA [Foles and responsiiiies for performing aciiiesin RequIrement9 | puncional | Intrsects With | Defined Roles & Responsbiies | HAs.03  [Mechanisms exst o define roles & foral s Reauirement  are allocatec, ersonnel re account
gned. P suceessul, continuous operation of these requirements.
IDay-to-day responsibilties for performing al the activites in
IRoles and responsibiltes for performing activiies in Requirement 9 iona | ] < Awaren 431 |Mechanisms exist to communicate with users about their roles and o
912 A ore Gocumented, assighed, and unerstond Functional | Itersects With User Awareness R0 iice o maintain a sae and secure working smwronant s Regurement 3 are alocted,Fersonnlare sccourtabe or
Physical access control mechanisms exist to enforce physical access ay.-to-day respansibilties for performing all the activites n
oes nd responsivitis for perfoming activities n Reuirement o3 [authorizations for al physical access points (including designate
012 i e o Functionl | mersecis i | ryseaacces ool | pes03 BT o Sl e pon (ncuarg e 5 |reaurementsare alarated ersonnel v scountabl or
Cfficialy designated s publicy accessilel. g P “
Physiclaccees conrol mechanisms xist (o it a curent s of
hepropriaefcity enty conrols re i laceto restict physicl . ’ ) op ool i authorzed access o orgenizational Tcliis exeot system components i the COE cannot e physicllyaccessed by
921 N laccess to systems i the Functional | Intersects With | Physical Access Authorizations | PES-02 |EUTRIGC el Sk e racity oficially designated as publc s hauthorized personnel
Jaccessible).
lappropriate faciity entry cantrols are n place to restrict physical ! ] . 421 [Physical access control mechanisms exist to authorize physical access System companents in the CDE cannot be physically accessed by
921 N laccess to systems in the CDE Functional | Intersects With | Role-Based Physical Access | PES02.1 |, ' e based on the positon of fole of the individual. s unauthorized personnel
Prysica access contrl mechanisms exist o nfrce hysical acccss
IAppropriate faciity entry cantrols are n place to restrict physical nctional | ntersects wi ol Access Contro o3 [authorizations for al physical access points (inclucing designa System components in the CDE cannot be physically accessed by
921 NA laccess to systemsin the COE: Functional | Intersects With | Physical Access Control PES03 ek pointe) 1o fachies (oxclading these areat wiln e foclty B personnel,
lofficlally designated as publicy accessible)
Appropriate faciity entry controls are in place to restrict physical ! it | Controlled Ingress & Egress 3.1 [Physical access control mechanisms exis to limit and monitor physical System companents in the CDE cannot be physically accessed by
921 N Jaccess to systems in the CDE. Functional | Intersects With Points PES031 |, cess through contralled ingress and egress points. s unauthorized personnel
IAppropriate faciity entry controls are in place to restrict physical ] 433 |Physical access control mechanisms generate a log entry for each System companents in the CDE cannot be physically accessed by
921 NA laccess to systems in the COE Functional | Intersects With | Physical Access Logs PES-033 |o¢Cass attempt through controlled ingress and egress points. 5 unauthorized personnel
It physico access o seniiveareas witi the COE s
onitored with cither video cameras or physical access control
Imechanisms (o botn o follow
o Eney and i poes oo Sensitve areas within the COE are
anitore o33 [Physical access control mechanisms generate a log entry for each [Trusted, verlfiable records are maintained of individual physical entry
9211 NA [ oitoing devices or mechanisms ae protected fom tampering or | FUnCtonal | Intersects With | Physcal Access Logs PES033 | Cess attemp through controlled ingress and egress points. s . and exit from, sensitive areas
disabiing.
| Collected data s reviewed and correlated with other entries
a Collected data s stored for at least three months, uniess otherwise
Festricted by law.
Individual physical access to sensitive areas within the CDE is
prntoredui enervidea cameras o pysical ccess contrl
mecharizms (o bo) as fllow:
exit points tofrom sensitive areas within the CDE are
o o5 |Physical access control mechanisms exist to monitor for, detect and [Trusted, verlfiable records are maintained of individual physical entry
9211 NA = Mortening devices or mechanisms are protected rom tampering or | FUnCHonal | Intersects With | - Monitoring Physical Access | PES-05 IR SSCCsS SIS CheCRamET o s to. and ext from, sensitve areas.
disabiing.
ln Collected data s reviewed and correlated with other entries
a Collcted data s sored for at least three monts, unless otherwise
Festrcted by law.
Individual physical access to sensitive areas within the CDE is
Imonitored with sither video cameras or physical access control
Imechanisms (or both) as follow:
J Entry and exit points to/from sensitive areas within the CDE are
Imonitored. . it | Intrusion Alarms / Surveiliance 05,1 Ppysical ccess contrl mechanims xist o monior physical mrsion s, vertate recoras are mainaines o ndiidulprysiclenty
9211 A Ja Monitoring devices or mechanisms are protected from tampering or | FUTCtioNal | Intersects With Eauipment PES051 |olarms and surveilance equipment. B and exit from, sensitive are
isabiing.
l Collected data s reviewed and correlated with other entries.
Collected datais stored for t least three months, unless otherwise
Festrcted by faw.
Individual physical access to sensitive areas within the CDE is
fronitored' i et video cameras or physical scess control
ms (or both 25 follow:
J Entry and ext ponts tofftom sensitve areas within the COE are
Faciity security mechanisms exist to monitor physical access to
9211 N fmonitored. Functonal | ntersects with | MOMtorng Physical Access To | pes 05,2 [critical systems or sensiivelreguiated data, n adaltion ta the physical s [Frusted, verifiable records are maintained of individual physical entry
e Monoricg devics o mechanims re prtected rom tampering o cal Systen itical systerms or sensiteregt . and exit from, sensitive areas
o Coroeted data s reviewed and correlated with ather entres
I Collected data s stored for at least three months, unless otherwise
Festrcted by law.
Physical security mechanisms exist o restrct access to printers and )
[Physicat andror ogical controls are implemented to restrict use of it | Access Contro for Output i lUnauthorized devices cannot connect to the entity’s network from
922 N [Pryeical angjor ogica controls are implemented to Functional | Intersects With ontrol fo PES122 ol stem ouput Gevices L prevn nautorzed navidal fom s Unauthorized devices canmot
Physical security mechanisms exist to locate system components
[Physical andor ogical controls are implemented to restrict use of ’ ; 1, |withinthe facilty to minimize potential damage from physical and lUnauthorized devices cannot connect to the entity’s network from
922 A loublicly accessible network jacks within the faciity Functional | Intersects With | Equipment Siting & Protection | PES-12. lonfronmental hazards and to minimize the apportunity for 5 lublic areas within the facilty.
inacthorized access
Physical security mechanisms exist to protect power and .
Pyt aniorfosca conrosaremplemented o restictuse o . ’ o i . § . lUnauthorized devices cannot connect to the entity’s network from
922 A [Pryical analor ogica controls are implemented Funcional | nersecs ith | Tansmision Wedum Secury | PE5-12.1 - elecommuicatons cabing caraingdata o suporing nfomaton s Unauthorized devices canmot
Physical security mechanisms exist o locate system components
[Physical access to wireless access points, gateways, d e ;
023 WA ramars, and ines | Functonal | itersects with | Equipment st & protecion | pes-12 41t 3Gy o minimze potental amage from physcal ang s Physicletworing eqpment cannot b accessed by unauthorized
lithin the faciity is resticted. environmental hazar
[Physical access to wireless access points, gateways, prysica securiy mechanisms it o rotect pover ang ol motworking eau outhor
523 wn ot nes | Functonal | intersects with | Tansmision Hedium Secury | PES-12.1 [bcomrmintatons chbing comying e o sopperig nformaton s Physical ntworing eauipment camnt be accessed by unauthorzed
Within the facity is restricted. Iervices from interception, nterference or damage,
[Physical access to wireless access points, gateways, — Physical security mechanisms exist to restrct access to prnters and — R
023 WA e o ines | runctonat | iterseciswin | AccessContrlforouwout | e 15 5 e e v e o s Prysical ntworking equpment annot e accessed by unauorzed
Juithin the facity is resricted. Jobtaining the output. P
Physical security mechanisms exist o locate system components
Inccess to consoles in sensitive areas is restricted via locking when not| ¢ & Protection 12 |withinthe facilty to minimize potential damage from physical and Physical consoles within sensitive areas cannot be used by
924 A i use Functional | Intersects With | Equipment Siting & Protect! PES12 [eironmental hazards and to minimize the opportunity for s inauthorized personnel
hauthorized access
Physical access control mechanisms exist o protect system
JAccess to consoles i sensitve areas is restricted via locking when not Physical consoles within sensitive areas cannot be used by
924 A frccess Functona | Itersecs With | Lokabl Pysical Cosings | PES03:2 companerts o inuiharied pysica acces e lecatlephysicl s Physical consols witin
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srm Securs ControlsFramework (ScF) strength o
FDE Name Focal Document Element (FDE) Descriptions R Relationship SCF Control ontrol Description Relationship
procedures are implemente for autharizing and managing physial
eccess of personnel o ihe CDE,incuding
051 wa Tt sttt s s | Foncons | st win | oty s | e ESl s con mochnes e o et sl s s Recurements or access o th physical COE are definea an enorced
2 Monaging changes toan individuatsphysica o acinis basea on he posilon o rele of he ndiidual Ko dentiy and autnonze persornel
5 Uimitng acces ot anincaion process o sstem to authorized
e
procedures are mplemente for authrizing and managing physical
occess of persemnel o the COE. ncluding: hysical access control mechanisms exis to maintain 3 current s of
- i , ’ ; . o2 [personnel wih authorzed access t organizational facilies (except Requirements fo access o the physcal CDE are defined and enforced
931 N 2 Managing changes toan ndividuars physical acess reqirements. | Funcional | ntersect With | Physical Access Authorzatons | PEs-02 G0 Th0cC e WA RS S il Gedgnatea as pubicly s Ko dentiy and authonze personnel
lm Limiting access to the identification process or system to authorized [pccessible).
persomnel
Procedures are implemente for authorig an managing pysica
ccess o personnel o he COE,including
01 " et persrner ™ s s ramans. | unctort | s | GO s s | gy sl acs contl o o i an o s s Requirements fo access to the physical CDE are defined and enforced
o anaging changes to an ndividuars phyeica acces rea s [cess throuah contralled mgress and earess points s Wenty and autnorize personnel
2 Diiing access to the Identicaion pocess or system to authorized
ol
Pnysica access to sensitiveareas within the COE for persannel s
KConiroed as fallow
e R s an s on b fnction . 021 [Phsical access control mechanisms exit to authrize physicalaccess
0311 A o Access i auhoriaed and based o indivduol o Functonal | Inersects With | Role-Based Physica Access | PES021 |/1yacalaccess coneol mechanisms exist o outherize i s Sensiive areas cannot be accessed by unauthorized personnel.
2 Al physicat access mechaniams, auch 23 Keys, access cards, tc.
v réturned o csabled upon ternation
Pnysica access to sensitive areas within the COE for persannel s
Contrones as fallow
e Ak uthorzed an e o il o fnction a2 [Pl secrty mecharisms s o allowony authorzd persomel
0311 A o Access = authorized an bosed on indivduol o Functional | Intersects With | Working in Secure Areas |  Pes.0a.1 [[1ysical security med s Sensiive areas cannot be accessed by unauthoized personnel
2 Al physicar access mechaniams, Such 23 Keys. access card, tc.
Fre returmed o ceapled upon termination
Prysica access to sensiive areas within the COE for personnel s
Contronea as fallow Mecharisms exit to identy systems, equipment and respective
e A ' uthorzed ar ased on il o unctn. sctonat | m n | P Securty o oftces, loperating environments tat réqure fimked physical accése 0 that v areas cann authorized persomn
93.1.1 NA lm Access is revoked immediately upon terminatior Functional | Intersects With s & Facilities PES04 |- bpropriate physical access controls are designed and implemented s [Sensitive areas cannot be accessed by unauthorized personnel
2 Al physicar access mechaniari, such 23 Keys. access card, tc. i oftces. rooms and faciies
o réturned o csabled upon termnation
procetres e mpemente o sunriang s marain vt
occess o te COE, ncus
e Vit are auvored before ntering
= Vistors ar escorte at & o1 |Mechanisms exist o facitatethe implementation o operationsl
932 A |w Visitors are clearly \den[med and given a badge or other Functional Subset OF Operations Security ©Ops-01 [security controls. 10
[centitcaton tna expres
o Vit badges o other identifcation vsibly distinguishes visitors
from personne
Procedures are impementeforauthorzng and managig vistor
hccess o he COE, in
Vo 1 sl e cnenng
o Vistors are autorized e Standardized Operating echarisms exist o identy and document Standardized Operating
932 wa B T e st Functional | Itersects with ndardized Operr 0PS.011  [procedures (SOP). of simla documantaton. o anabi the poper s
s Vistorsare clearly i (recution of day-o-cay | assgned asks
o Vo o o otner denticaron vl distnuishes vistors
(fom personne
Procedures are mplemente or authoizing and managing vistor
eccess o th COE. nchain
o Vifors are authorized before enterng hysical access control mechanisms exis to identy, authorize and Reauirements fo vistor access tothe CDE are defined and erforcel
032 A o Vistors sre csconted o ol imes, e orather Functional | Intersects with Vistor Cantrl PES06 oo iors before sl aces o e e v thn v s ihrs Comnr e ay aoored vl accees e e
[centitcaton tha expres anated 2 publicly -
e i bades o s centication iy distinuishes vistrs
from persanne
procatres e impemente o auvring ans manan vtor
occess o th COE: nchcin
or are st befre etering
y Physical access control mechanisms exis o easly dstinguish Requirements fo vistr access to the COE are defned and enforced.
932 A v e PR TR—— Functional | itersects it |DIStNGUish Vistors fom OnSite| e 051 |ochwean anite personnel and vistors. especily i areas where s [Vishors cannot exceed any authorized physicalaccess alowed whie
o Vistors are clarly der o o sensive requiated data & acceceible Inthe coF
o Vistor badges o other identifcation visibly ditinguishes visitors
rom persanne
procedures are mplemente for autharizing and managing vitor
ccess o he COE, nctuing
e Vistors ae uthorzedvfore nering, ysica access control mechanisms eist o requiresat eastone(1) Requirements fo visitr access to the CDE are defned and enforced.
032 A Functional | Intersects With | Identiicaton Requirement | PES-06.2 [orm o o s [Vishors cannot exceed any authorized physicalaccess allowed whi
e istrs e ey e an gven  bado o ater
o Visltos e clarly der o Suthenticate inlviduars beforé they can Gai accessto he facity. Inthe CE
e Vistr badges o ot identificaton visbly distingulshes vistors
from persomne
procedures are mplemente for authoizing and managing vistor
occess o he COE. ncing
= Vistos ars auttrized bfore antering hysical access control mechanisms eis o estic unescorted Recuirements fo visitor access to the COE are defned and enforced.
032 A Rk — Functional | Intersects With |  Restrct Unescorted Access | PES-06.3 |actess o acites o personnel with requied securty learances s [Vishors cannot exceed any authorzed physicalaccess alowed whie
lidentification that Cy g o [formal access authorizations and validate the need for access. lin the CDE.
Vit badges o otmer identifcation vsibly distingishes vistors
from personn
tor -+ (Gentification are surrendered or deactiv N [Physical access control mechanisms exist to identify, authorize and
033 A \Visior badges oridentifcation are surendered o deactivated before | Funcional | Intrsects With Vistor Cantrl PES.06 [monitor vistors before allowing access o the acilty (ther than areas s Visor identficationor badges cannot b reused after expiatin.
Y Pl |designated as publicly accessible).
echanisms et to enure vt badges, o ater e
033 A \Vistr badges or identifcaion are surendered or desctvated beTe | puncional | ntersects With |  Visor Access Revocation | PES-06.6 denicaion e surendercd beore vshors eave thefoilty o are s Visor identficationor badgs cannot b reused after expiatin.
Y Pl |deactivated at a pre-determined time/date of expiration.
o o = ue to it » prysicl rcord ot vistor actviy
(i the fcity and wiin sangive aress, el
1S The vistor name and the organzation répresented. Physicalaccess control mechanisms exis o dentiy. authoize and ’
034 wa 2 The date and tm of the vis Functional | itersects with Vistor Cantrol PES.06 [monior vistors before allowing access o the facilty (oher than areas s FRecords of vt access tha enable the identifcation of ndiiduals
The name ofthe personnel atharizing physical access [Gesignatea a5 publicy accessioe)
2 Retaining the 1o fo t Ieast thee manins,uniess onerwise
Festricted by law
lviior log i used to maintin a physcal record of vistor actvty
i he ity anc winh S areas. ncudn
J The vistor s name and fhe arganization represented
e " e isitor's name and unctonst | nersects win [Mtomated Records Nanagemen e g fsomated mecharisms st to faciats the maintenance and v s Records ofvistoraccess that bl th defcationof i
5 The name of the personnel authorizing physical access,
= Recaiing th 1o fr at ieas tee monine,uniess oherwise
Festrced by aw,
I visitor o i used to maintain a physcal record ofvsitor actvty
[ihinthe facity and wiin sersiive areas mcluding:
7' name and the orgazation répresented
0 " o The vistr's name and theor Funcons | nterscts i | Mz Visorpersonst Ot | e et xit o miniiz th colctiono ersanl Dt (70 s Record ofvtoracess st el th rcatinof it
The name o the personnel authorizing physical access
Retaining th 1og fo a 625t thee monine, uniecs oherwise
Festricted by Taw
oo " R ————— P R p— oonar [N et o el th Flemrtation of s prtecion " R
Wechaniar eX o craure data Sewardship s s51gned, Wedia with cardhaTder ta cannat b accessed by umautharzed
041 A i mecta with cardolder data i physically secured, Functional | Intersects with Data Stewarcsnip Deror [jechanims e s e v
echanisms it 1) pysicaly contol an secursy store digtl
[and non-digital media within controlled areas using o 3 [Media with cardholder data cannot be accessed by unauthorized
9.4.1 NIA [All media with cardholder data is physically secured. Functional Intersects With Media Storage DCH-06  (defined security measures; and(2) Protect system media unhl the 5 ersonnel. Y
Imecia e destioyed ar sankied vsng approved equpment,
Fechniques and procedures,
» p » oo [Fechariams exit o physically secure a media that contais Wedia Wi Caraholder ata cannot b accessed by unautharzed
941 A i mecia with carcholder data i physically secured Functional | inersects with | Physically Secure Al Media | DCH08.1 [Hecanisme et o s el wi
echaisms ot to et rcuring s of dat,sftare ancor
ffine mea backups with cardhoiderdata ae stoed in a secure ; 11 [Bvetem images, a5 well 3 verlty e Integrty of these backupy e per
0411 A fomine Functional | itersects with Data Backups B S B e SO s s Offine backups cannot be accessed by unauthorized personnel.
(R705) and Recovery Paint Objectves (RFG
echarisms exist to store backup copes of crlical software and other
0411 A [Offine mesia backups with cardholder data are stored n asecure | - puncional | ntersects ith |  SeParate Storage for Crtcal | gcp,11 5 Lecurityrelted information I a separate facity r i a fre-raed s Offine backups cannot be accessed by unauthorized personel.
Container tha s not colocated withthe system being backe
IThe ecriy of e offine el Backup ocatonts) wih cardhataer y p 07+ [Fechariams exit o perorm perodic sty reviews of torage [The securiy controfs pratecting ofine backups e veried
5412 A e securty of e offine e Sackup ocal Functional | intersects with | Data Storage Locaton Reviews | 5CD02.4[nechonsms exist o p v s e socurty contale ot
Mecharisms exist to create recurring backups of data,software andior
[ securty o th ftin mecta bacup ocatont) e cranger y ; a1 [Bvetem images, a5 well 3 very he Integrty of these backups, M securty control protecting ofine bacups ar verfied
9412 N data is reviewed at least once every 12 m Functional Intersects With Data Backups BCD-11 nsure the availability of the data to satisfy Recovery Time Objectives s |periodically by inspectior
(RTOs) and Recovery Point Objectives (RPO).
Mechanisms exist 0:(1) Physiclly control and securely tore il
1 non-digial mecls Wi contyoled areas using organizaton:
0412 A [Thesecuriy of the offine media backup ocation(s) with cardholder | pynctonal | ntersects With Media torage DCH.06  [defined securty messures; ana(2) Potect yster e untilihe s e security contrlsprotectng ofine backups are verifed
i Imedia are destroyed or sanitized using approved equipment, ia 'y by insp
Fechniques and procedures
[ secrty o e i mectabacu ocatota i cranlaer y p . : oo [Fechariams ext o physically secure a meda that contais [ Secuty contts protecing afine backups re veted
9412 Nia |data is reviewed at least once every 12 m Functional Intersects With Physically Secure All Media DCH-06.1 | ansitive information. s |periodically by inspectior
0412 NA [[ne securtty of the offine media bacu location() with cardholder Functional | Intersects With | Sensitive Data Inventories | DCH-06.2 |Miechanisms exist to maintain inventory logs of all sensitive media and| 5 [The security controls protecting offiine backups are verified
Gata 1 reviewed at least once every 12 month Conduct sensitive mel inventores a iea6t annuaty. perodicaly by mépecion.
— P p Wechariams et o enaure data and assets are Ctegonzed i
042 " i mecta i cardholder data s cassfie n accordance WINte | yncional | ntersects with | Dota & Asse Classfiation | DCHG2 {accordance wih sppcable satuory. edulatory and conrectua s Meiaare clasified and protected approprately
Feaurements
[Mechanisms exist to categorize Technology Assets, Applications,
Services andlor Data (TAASD) 1 accordance wih appicabi laws,
it mcta with cranlaer ot i oz i ccoraance i the sctonat | m ; Risk Based Security 0> feavlations and contractua obigatons hat.1) Datument th securiy 1o are closified an oot
942 A lsensitivity of the dat: Functional | Intersects With Categorization RSK02  |categorization results (including supporting rationale) in the security s [Media are classified and protected appropriately.
lplan for systems; and(2) Ensure the security categorization decision is
Feviewea ana approved by e asset awner
edia with cardholder data sent outside the faciity s secured 25
forows:
943 A o Mediosent outside the acity is logged Functional | itersects with | Media Transpartation DCHG?  [durng ranspor utsoe f ntrolied arsas sing 2ppropTats Secury s M s secured and racked when transported outside the facity,
2 Media s sent Coutier or aner delvery method that can ng tro
e accuratey
e ‘ite acking ogs incluce dtaisabout media focatin
edia with caranolder data sent outside the acilty s secured
(oo
it sent outsid e ity i gges o7 Mechanms ext to denty cstodans thraughout th ransport o
943 A RE e e — L B Custodians D071 [fecharisms exst o den s M i secured and racked when transported outside the facity,
[pe accurate\y d
| Ot acking ogs nclude detats about media locaton
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Management approves il mecia with cardholder data that is moved hech 0 maintain stict control over the nternal edia comot feave a faci
fors poroves all media it cardholder da et ] o ) 105 [Mechanisms exist to maintain srictcontrl ver th iternalor ecia cannot leave  facilty without the approval of accountable
a4s A i e acty ndcng hen e s dioted Functonal | Inersects With | Security of ssets & Media | AST.05 [ochanisms exis o mantai srict conral ovr the nteral s edi con
anagement approves al meclh with cardhalde data ot s moved P ——— Wechariams eXs o obtain management approval forany P - "
244 A outsce th fachy (nchuing whe media s ributed o Functional | Intersects witn | Management Approval For | ucr.os 3 [iansiiveeuated media that i ransterred outside of he s Madis cannot leave afacllty without the approval o sccourtable
[individuals). organization’s facilities. >
ventory logs o il lectronic media with carchalder data are echanisms exit o maintain inventory logs o allsensiive media and
245 A loventory I Functonal | nersectswith | Sensitive Dota nventories | DCH.06.2  [HSChanSTS exst to mantan vertory ogeof ol e s laccurate inventoies of stoed electronic medaare maintained.
0451 A Inventories o electoric e wih cardholderdataare Conducted | ynconar | nersects With | Sensitive Dota Inventories | DCH.06.2 [HEChanSTS exsk to mantan vertory ogeof al senstve mecia and s Media inventaries re veried periodically,
Wechartsms eXs 1) Reta Persoral Bata PD), neiding
Imesadata, fo an organizaton defned time perod to il the
bt coy materls withcrvldr ot re destrored ahen o pirsocett denied 1 the noice oo eled b i) spose o
longer needed fo business o legal reasons, s o echroys, erases, andor smonymizes the #D, regardiess of the metnod
m Materials are cross-cut shredded, mcmem(ed or Du\ped so that Personal Data (PD) Retention & lof storage; and(3) Use nrgammmn—deﬁned techniques or methods to |Cardholder data cannot be recovered from media that has been
946 A cardholder data cannot be reconstructed. Functional Intersects With Disposal PRI-05 [ensure secure deletion or destruction of PD (including originals, copies s |destroyed or which is pending destruction.
[ atrials are stored n ecure Storage Containers prior to 1 rcnved records)
Restructon
. copy material with cardholder daa are destroved when no
longer neeaed fo business orlegal reasons, s follows
o iaterits are cross.cutshedaad, Incinerated, o ulped 5o that og|[Mechanisms exis tosecurely dispose of mecia when it is o longer Cardnoider cata cannat be recovered from media that has been
946 A (nrdho\der data cannot be reconstructed. Functional Intersects With Physical Media Disposal per-08 required, using formal procedures. 5 |destroyed or which is pending destruction.
stoiss are stored n secure storage Containers prior to
Bestnucton
barc-copy materias with cardholder data are destroyed when no
longer neeaed fo business orlegal reasons, s follows:
o iaterits are cross.cutshredaed. Incinerated, o ulped so that g Mechanisms exist to retsin mecta and data n accordance with Cardnoier cata cannat be recovered from media that has been
946 A (nrdho\der data cannot be reconstructed. Functional Intersects With Media & Data Retention peHe [applicable statutory, regulatory and contractual obligations. s |destroyed or which is pending destruction.
atrilsare siored n secure storage containers priorto
Bestructon
Fiecronic meot i caranoder ata s destroyed s o onger
Ineeded fo businessor tega reasons ia one o e folowng Mecharisms exist o securly dispose of, destroy o repurpose system
947 A [ Tne tecronic mecia = Gestrorso. Functional | Intersects witn | Secure Disposal Destructon or | 700 |components using organization-defed techniques and méthads to s (Carthcider data carnct b recovered from mecllathathas been
w The cardholder data is rendereﬂ unrecoverable so that it cannot be quip lprevent information being recovered from these components. e
Feconsiructe
Wecharisms ext o:1) Retam Personal Data (°D), ncluding
Imecadata, fo an organiztion defned time perod t il he
purpose(s) identified in the notice or as required by law;(2) Dispose of,
[Electronic media with cardholder data is destroyed ;W‘e" no longer |destroys, erases, and/or anonymizes the PD, regardiess of the method
[needed for business orlegal reasons via one of the following Personal Data (PD) Retention & Jof storage; and(3) Use organization-defined techniques or methods to (Cardholder data cannot be recovered from media that has been
9.4.7 NiA electronic media is destroyed Functional | Intersects With e PRI-OS sure secure deletion or destruction of PD (including originals, copies. B e s
m The cardholder data is rendered unrecoverable so that it cannot be P land archived records). . v
Feconstructed
etctronic media with cardholder data s desroyed when no onger
Ineeced fo businessor fega reasans wia one o e folowng
Mecharisms exist toretsn mecta and data in accordance with Cardhoidr cata cannat be recovered from medi that has been
947 A 2 The clectronic media s destroyed. o that tcomotpe | RO | IMersects With | edia & Data Retention | DCH-18 L LEL TS kG 2 L A coniractual ablgations s crased or destroyed.
Feconstructea
Etctronic media with cardhoider dta i destroyed when no longer
echarisms exit o saniizesystem media with the strength and
Ineeded fo businecsor taga reasans wia one o e folowng
947 A = e cectronic media s destroyed Functional | Intersects With | System Media Sanitization | DCH.09 ;;;gg;;{,;:gﬁ;ﬂ;;;ﬁ;;;gr the dassification orsenaiiviy of e s Cordnolderdata cannot b recovered from media that as been
R The cardnolder dats s rendered unrecoverable so that it cannot be imformatin pr
Feconsiructea
Fieconic meota win caranoder ata s destroyed e o onger
Dusiness or fegal reasons via one ofthe followin
System Media Saniization Mecharisms exit to supervse, tack, docurment and veriy system Cardhoider data cannat be recovered from media that has been
947 A o stecronic mecta = destro Functional | Itersects with oeros1 s
o The clectioni media s destioyed. e 5o that tcannot be Bocumentation Imedia saniization and dposa actions crased orcestroyed
Feconsiructea
P01 devices that capture payment cad data via dirct physical
[nteraction with the paymen card orm factor are rotected rom
o a unsuaried SUbeuton, nchsing h lowing It entity has defined procedures to protect and manage point o
051 " Wainaining a 1t of PO dev runctionat | subsetor et Governance stor  Mechanisms exist to faciltate an IT Asset Mariagerent (TAM) " Interacton devices. Expectations, contral, and oversign for e
Perodically nspecting POI devices to ook fortampering or roaram to mplement and manage asset management conirols, anagement and protection o POI deices av dafined and achered
[nauthorized subscratio o atfected personnel
& Training personnel t be aware of suspicious behavio and to
Fepor tampering o unauthorzed substition of Gevies
11 devices tha capture payment card data via dirct physica echanisms exist o perform inventaries o Technalogy Assets
[neraction with the payment card arm factor are rotected rom opicaions. ervced ndlor ta (AASD) that () Accurat s
o and st subsuon, maing hs alowns he cur T s (3) ldnties authorzed sofoware prooucts, ITh entity has defined procedures to protect and manage poin of
= Waintaining a st o PO dev ; ) oz i busiess it aeat 3 2 3¢ vl ofoanary Interaction devices. Expectations, contras, and oversignt fr e
951 N [ Periodically mspec(mg POl dev\ces to look for tampering or Functional Intersects With Asset Inventories AsT-02 :kmﬂ and reporting;(4) Inc| s nt and pm(emor\ of POI devices are defined and adhered
nauthorzed subsratio organzation-defined o o atfected personnel.
" Trining personnel t be aware of suspicous behavior and to Cracive propetyaccountaplle: and(3)1s avatanie for reviem and
Fepor tampering o unauthorzed substiution of Gevices, Uit by destgnated arganizational persoriel
o1 devices that capture payment card data via dirct physical
Inraction with the payment card orm factor are rotected rom
famperingand unauthorized subeution. including the falowing Mechanisms exist to implement enhanced protection measures for e ety has defned rocedures to protect and marage gt o
851 N - el apecing Pl s t ook for tampenn o Functional | Inersects With |Unattended End-User Equipment|  AST.05  unatterded technology assets o protect aginst tampering and s nagement and potection of o1 devices are aeined and adhered
[unauthorized substitutior [to by affected personnel.
ining personnel to be aware ofsuspicous behavior and to
Fepor tampering o unauthorsed subsiution of Gevies
ot devcesrat captre poyment crdgto i et gy
Interaction with the paymen card
famparing and unsubarie B . g i olowng ITh entity has defined procedures to protect and manage point of
e ) ’ Mecharisms exist o appropriatel protec devices that capture enty has "
051 " Waintaining a 1t of PO dev Functional | intersects iy [005KS & Pointof iteracton (P 7, HeChanisms xist o aporopriately protect dvices tnat capture s Itracion Gevces, Expectaions.canrls ansoversot o the
£ benidcall apecing Pl st ook fortampern o Devices sensitvelrsgua rotection of PO devices are defned and adnered
unaumanzed 5ubsu! itior ubstituti lﬂ by aﬂe(led Devsonne\
ang personne o be aware ofsuspicousbehavioran o
[epor tampains o unautonces subetiution of dewie:
11 devices tha capture payment card data via direct physica
[nraction with the payment card arm factor are protécted rom prechanas et o asess e ety of i Teeolgy st
i s b s, nsan o ol pications andlr Services (TAAS) t detect evidence of toy It entity has defined procedures to protect and manage poin o
Faining a 5t of PO dev 15 [wneren(1) - Looicar acséssments sualste the ey o cica Interaction devices. Expectations, contras, and oversign: fr he
951 A = Penomcaﬂy inspecting POI dev\ces to look for tampering or Functional Intersects With | Logical Tampering Protection AST-15 [components (e.g., configuration settings); and(2)  Physical 5 Imanagement and protection of POI devices are defined and adhered
[nautnorsed substation Scseasments evauate 4sets fo evidence of unauthorized access o atfected personnel
e s parionet b awar of susicious behavr ndto [ar modincations.
Fepor tampering o unauthoized substiution of device:
P01 devices that capture payment cad data via dirct physical
[neraction with the payment card orm factor are rotected rom
Kampering and unauharized substiuton. inclucing the folowng, It entiy has defined procedures to protect and manage point o
= Waintaining a st of PO devices ecranns o o prysicaly s gty nspec o iy Interacton deices. Expectations,contras, and oversign fr 1
951 Nia [w Periodically inspecting POI devices to look for tampering or Functional Intersects With | Technology Asset Inspections ASTI5.1 fgsets to detect evidence of tamperis s Imanagement and protection of POI dev\ces are defined and adhered
[nauthorized subsration ooy afected persanne
" Trining personnel t be aware of suspicous behavior and to
Fepor tampering o unauthorzed substution of Gevices
ot devices tarcanture paymen: card gta vi et physcl
Interacion with the payrént card form factr e protected from
o an s Subsuon, nclaing h alown IThe entity has defined procedures to protect and manage point of
051 " Wainaining a 1t of PO1 runctionat | subsetor | Security, Complance & | gyt o1 Mechanisms exist tofaciltae the implementation of securty " Interaction devices. Expectations, Contras, and versign: for he
Peradically mspecting POI devices to ook for tampering or Resiience Minded Workforce Inoriorce Gevelopment and awareness comrols Imanagement and protection of I devices are defined and achered
Knainotized sstiion o atfected personnel
ol prsoms t be awareof susicious behaiar and 0
Fepor tampering o unauthoized sucstiation of device
11 devices tha capture payment card data via direct physica
[nraction with the payment card orm factor are rotécted rom
Kampering and unauihorized substtuton, nluding the folowing echani exs o provid sl employees and contractors IThe entity has defined procedures to protect and manage point of
Waintaining a 1t of POI Securty, Compliance & . Intraction devices. Expeciations, conras, and oversignt fr e
951 N 5 Periodicaly inspecting POI devices t ook or tampering or Functional | Intersects With | il Co's oreness Traming |  SAT-02  |aperopriate securty. complance an resience awareness education s anagement and protection o PO devices ae defined and achered
[unauthorized substitution. 9 X [to by affected personnel
" Training personnel t be aware of suspicious behavior and to
Fepor tampering o unauthorzed substution of Gevices
P01 devices that capture payment card data via dirct physical
Interaction with the paymen card orm factr are rotected rom
oG a unsuariea SUbsuton, ncing h lowing echanisms exist 0 provid e ased secury. complance and It entiy has defined procedures to protect and manage poin o
051 " et 3 5 f Pt dov runctional | intersects wih |Ro1e-8356d Security, Compliance|  g7.o5 [eslience-rlated traming:(1) Befre authorising access 1 tne ystem s Interacton devices. Expectations,contrals, and oversign fr e
Perodically nspecting POI devices to ook fortampering or & Resiience Traing orperforming assigned dutes(2) When requid by system changes; anagement and protection o hOI devices ae dafined and achered
[nauthorized substratio (3 Annualy hereatier. ooy afected persanne
& Training personnel to be aware of suspicious behavior and to
Fepor tampering o unauthorzed substiution of Gevices
echanrsms exist o ersure haf every User accessing 3 Sy
11 devices tha capture payment card data via direct physica rocessing, torng o transmiting senstivereguiated data s formally
Intraction with the payrmens card form fackor are protecte fom e n i handing requireménts
g an umsuaried Subsuon, maing h alowng ITh entity has defined procedures to protect and manage poin of
= Waintaining a st o PO dev ’ | _ Sensiive / Reguiated Data . s G, Expectaions, contrls and overdgn or e
951 N [w Periodically inspecting POI dcvwccs to look for tampering or Functional Intersects With Storage, Handling & Processing SAT-03.3 s protection of POI devices are defined and adhered
nauthorsed subsnation oy atfected personnel.
" Trining persomnel t be aware of suspicious behavior and to
Fepors tampering or ansuthorized subsieution of dewices
11 devices tha capture payment card data va dirct physical
[nraction with the payment card orm factor are rotected rom
e and nauthoced s, nuan o ol echanisms xist o provide ol based securty, complance and ITh entity has defined procedures to protect and manage point of
= Waintaning a st of P01 dev y Interaction devices. Expeciations, conras, and oversignt fr e
951 na 5 Periodicaly imspecting POI dewices t ook or tampering or Functional | Intersects Wit | - Cyber Theat Environment | SAT-03.6  esience awareness training that s current and elevant o the cyber s ent ana protection of PO devices are aéfned and adhered
[unauthorized substitution. 9 Y Y P [to by affected personnel.
" “Trsining personnel t be aware of suspicious behavior and to
Fepor tampering o unauthorsed substution of Gevices
Jn up-to-date s o PO devices is maintained, inclucing:
0511 " e ke and model f e evice runctionat | subsetor rsset Governance astor [techomms ext o fitts o st onagement () 0 [ centyand oction of P devices s ecoraa and koo at
5 Device seial number or cther methods of unique identification
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IMechanisms exist to perform inventories of Technology Asst
oications, Servicer andior bata (TAKGD) that ) Accurrely rflects
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including business justification details:(3) Is at the level of granularity
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. It identity and location of PO devics i recorded and known at all
9511 NA ln Location of dev Functional | Intersects With Asset Inventories AST-02 med necessary for tracking and reporting;(4) Includes s times.
5 Device seial number or cther methods of unique identification organizaton-defned nformation sy o achieve
efective propery accountapily: ana(sIs svaiaple fo eview and
Ui by desianated organizationat personnel
i up-to-date s o PO devices is maintained, incluing:
Mecharisms exist to appropriatel protec devices that capture
0511 A o ake and movel of the device. Functional | Itersects ity [<05ks & Pintofiteracton (PO 1.7 Sencitveeauated data va dreck prysca neraction fiam tampering s |7 dentity and location of PO devices i recorded and known at al
lm Device serial number or other methods of unique identification. [and substitution,
e e e e o o aeec o o pomt ot o hanisms oxstto appropratly protect devices that capture ot of Interacton Devices cannot b tampered with, substuted
0512 A o1 device suraces are perodically inspected to detect tamperind | puncional | Intrsects with [49%KS & POt of nteraction (Pal  psr.q  Lencinucireauiated data i Heck bhysicalinteroction from tampering s Vithout authorization o have SKmming aliachments mstalle
Jond substiuton Vithout imely etection
o ofreraciondeices ot b ampered i, sbstied
ot device surtaces are periodically inspected todetect tampering echarisms exit o periodically nspect systems and system
0512 A Functional | Itersects With | Physical Tampering Detection | AST-08 s ot sutnoriza < SKimming atiachments instaled
nd Unauthorizd substton Components fo ndicatrs o Campromise 150) puthout autherizotion, o
Fomt o ntractin Deices canot be tampered i, substied
ot device surtaces are perodically inspected todetect tampering echarisms exist o physically and ogiclly Inspect riticl technology
0512 A Functional | Intersects Wit | Technology Asset nspections |  AST-15.1 s ihout utnoization o have sKimming aliachments instaled
o Unauthorizd substhution Scset i detect eudence o tampering puthout autherizotion, or
I frequency of perodic PO device inspectians and the ype of
Inspections periofmed s defined inthe enity's argeted vk anoysi, | puncionat | ntersects with | physical Tampering betecton 108 [Mechanisms exist to periodicaly inspect systems and system PO dovices ar inspected at afrequency that addresses the entiy’s
95121 NA lwhich is performed according to all elements specified in Requirement| ~ FUNctional | Intersects With | Physical Tampering Detecti AST-08 | omponents for Indicators of Compromise (1oC). s risk.
h
Training i provided for personnelin POl environments o be aware of
otempted tampering o repacement of ROl Gevices. and incudes
e Veling tr ety o ry nrpary prsas cming o oo
Pl o amanance ol bafre 3raning e scces o
0s1s " Imodty or troubieshaot dev nctont | swsstor | o Secuy Complance s | gy Mechanims et o it the implemertaton of scurty 0 ersonnel areknowledgeable about th types o atacks against PO
[ rocedrca o e devies ae ok sl relaced, o retumed Restience-Minged Workiorce Inorkorce development and awarengss con Gevices ne enity's techncal and procecuralcouns .
[ihout vericaton
= Being aware of suspicous behavior around devices
orin susplclous behavior and Inications o device ampering
o substtotion o appropriae personnel
[siing i o tor perzonnln Pt awionments e ware of
g orrepcement of P01 devices, and
e oy oy Tty e g
et ormaenance el bt drning e access Ko ccurty, Complance & Mechanisms exit to provide il employees and contactors personnl e knouedgeatle abut th ypes o tacs againt FOI
0513 A [0y o HOUDIESNOOt eV ot nstoled, repaced, o reumed| | Functonal | ntersects with | o Securty, Compliance & | .02 |appropriate scurty, compllance and rsiience awareness education s evice. e enty's techicland procedirlcountermessures,an
o rocedures o en 5 aiming tha 5 reevant for her Job function. Can access acestance and udance when requrea.
o ware of suspicous behavor around devices
I suspicioLs behavir and macarions of device tampering
orsubsttoion o appropriate personnel
Irining i proviced o personnel n PO enronmentstobe aware of
okempied tampering o repacement of Ol devices, and inludes
e Verling th ity o ry nrpan przans caming (o oo
bty o Toubieshoot devices -1 oo them access 2 Role-8sseq Securty, Compliance| Fesiancareiated ralingiL) Before authoring access o she syster FPersannl re knowledgestie about the types o sitacks sgains POl
0513 N [ Procedures to ensure devices ar not nstalled, replaced, orretuneg|  FUnctonal | Intersects with | S, SEEE, SO0 SAT03 | ertarming assned Gules,(2) When recired by ystem changes s devices, the entty's technical and procedral countermeasures, and
o procedures o e o pererming assigned du con access asistance and guidance when required.
aeing aware of uspiclous behavio around devies
g suspicioLs behavir and ndicarions of device tampering
orsubsttuion o approprite persomnel
Wedharisms SXst ko ensure Tat every User sccessing 3 7ata
vaning is provide for persannelin POl envlronments tobe aware of rocessin, torng o transmiting senstivereguiated data s formally
Jattempted tampering of replacement of POI devices, and includes: [frained in data handling requirements.
2 Verlying the ety f any ina-party persons caiming o be
[repair or maintenance personnel, before granting them access to [Personnel are knowledgeable about the types of attacks against POl
Imodlty or troubieshoot devices: Sensitive/ Reuited Data vieds e typ oo
0513 A I ces erumed  Functional | ntrsects with | ¢ R e s Gevices the entiy's techical and procedural countermeasures, and
o Pocedures o ensure dvicesar ot nstaled reiace, o eurne Storage,Handing & Processng devices, the entty'stechnicel and procedural cou
Sware of suspcious behavior around devices
5 Reporing suspcioss bahavior and ncatons o deice amperng
5 Subsitution  approprite personnel
Taining i provided for personnelin POl environments o be aware of
mperng o repacement of POl devices, and ncues
2 Venlying th ety o any th-party persons claming o be
o s e oo bem e Mecharisms exit to provide ole based security, compliance and Personnel are knowledgeable about th types of attacks against P01
9513 N/A I e o o e are not installed, replaced, or returned|  Functional | Intersects With | - Cyber Threat Environment SAT-03.6 |resilience awareness training that is current and relevant to the cyber B (devices, the entity’s technical and procedural countermeasures, and
lwithout verification. Pl [threats that users might encounter in day-to-day business operations. |can access assistance and guidance when require
e aware of uspicous behavior around devices
Repoting Suspcioss behavior and macations o device tampering
o substtotion o appropriae personnel
ot secunty polcisan apertonl procecdres tat are aencted
Requre hechani et o estabish, ot and disseminate polcies Exocition, contrle andavrsigt for mcting aciies winn
e Documented. Pubishing Securty, Compliance | o . . Recuirement 10 are defined and sdhered t oy affected prsonnel Al
1011 N et o e Fonctonal | Inersects Wit |7 e odimentatian | GOV-02  ftandards and procedures necessary for secure complant and s Lpporing e e resatati,conitenty 9piad, and cniom
& ntse. o management’s
= Known to ai afected parties.
Wechartsms Xt o review the Securty. Complance & ResTince
i sccurty polcisan apertonl procecdrestat ars cenied
Requirement Patic e & e Program (SCRP). incuding polices,standards and procedures at Expecatons.conrols. andaversigt for mesting actvite witnin
1011 wa o Docu Functional | Itersects with iy, Compliance & | GOV-03  Contnuing sukabiy, aceauscy and efectvandss. s FReaurement 10 e defined and achered to by affected personnel Al
[m Kept up to date. Resmen(e Pra ram 9 Y quacy |supporting activities ave renealab\e consistently aDphed and conform|
[wIn use. 9! 'o management'’s intent
= Known to ai afected parties.
[ sccury polces and operational procedures that are dentfied in
Rectrement 10 are, pecttons,contols,and oversignt for meatingsctueswinn
= Documente ncton ations Secut Mecharisms exit tofaciltatethe implementation o operational Sauirement 10 are Géfined and adhered to by afected persamel, Al
1011 NA lm Kept up to date. Functional Subset O Operations Security OPSOL leecurity controls, 10 lsupporting activities are repeatable, consistently avp\led ‘and conform|
=i bse: o managements nent,
2 Known to o afected partis.
i ccuri polcesand aperaton! procedres et re denid
Reguremént 10 Expectations, conrots, and oversight fo meeting acivies within
Mecharisms exit to identfy and document Standardized Operating
| Doc | Standardized operating y i Recuirement 10 are defined and sdheréd t oy affected personnel Al
1011 N 2 Kept oy to te Functional | Intersects With Procedures (507 OPSOLL|Procedures (SOP), or smlar documentaton. o enable he prope s Sumporing actvie re repetae, consstenty apiec, and cororm
e bse. Franagement’s nten
2 Known toai afected partis.
Wecharisms exist to assign ane or more qualiied Indiiduals wih the Day-to-day respansibltiesfo perfrming althe actvties in
Rotes and respansiiiie for prforming actities i Requirement 10 i [Assoned Securty, Compiance 8| oy, o4 [Mssion and resources to entray-manage. conrdinate, develop, Redurement 10 re allocated
1012 A [are documented, assigned, and understood. Functional Intersects With Resilience Responsibilities Gov-04 limplement and maintain an enterprise-wide Security, Compliance & s [Personnel are accountable for successful, continuous operation of
Resiience program (SCR) hese reurerment.
oy g rezponbiies o prerng alh actvie
Rotes and respansiiiie for performing actities in Requirement 10 y ; . . n 1o define roles & foral Redurement 1
1012 A are documented, assigned, and understood. Functional Intersects With | Defined Roles & Responsibilties HRS-03 personnel. s Personnel are acmuntab\c 'cr successful, continuous operation of
hese requrerent.
Day-to-dy responsiiitie for performing al he actvies n
Fotes an responsviis for prtoring actvites o Reauremnt 10 | pyneonat | i ’  Aaren Mechanisms exit to communicate with users abou thir rles and Recurement 10 re allocated
1012 NA ‘e documented, assigned, and understo Functional | Intersects With User Awareness HRS03.1 |iecponsibilities to maintain a safe and secure working environment. 5 [Personnel are accountable for successful, continuous operation of
hese reaurerment.
. Wecharisms eXit o Confaure Technalogy ASSets, Applcatons andlar
|audit logs are enabled and active for all system components and P Sl [Services (TAAS) utilized in high-risk areas with more restrictive [Records of all activities affecting system components and cardholder
1021 A Functional | Intersects With | Appications andjor Services | CFG025 |oesaies conmoummtins s
Caranolder data, oplications andlor Senice o ot are coptured
Wecharisms eX2E o Gevelop, documart and il Secure baseing
laudit logs are enabled and active for all system components and [configurations for Technology Assets, Applications and/or Services IRecords of all activities affecting system components and cardholder
1021 A [rudit logs are e v P Functonal | Ierscts i | securesaslne Comturatons | 602 ARGy Con SN L eceed e hrdenna s records of o ot 95y P
etz o0 o Cofre Tedhileoy ezl Apalcators sl
Kerces (TAAS) toproduc event oge ak ontai Su
linformation to, atammnm im:(1) stabhsh what type of r.‘
a(curredv(lb When (date and time) the event occurred;(3) Where the
lAudit logs are enabled and active for all system components and levent occurred:(4) The source of the event;(5) The outcome (success IRecords of all activities affecting system components and cardholder
1021 NA s e Functional | Intersects With Content of Event Logs MON-03  |or failure) of the event; and(6) The identity of any user/subject 5 e e e
Sesaciaea with the event,
IRut oge are enabled and actve for i system components and 032 [Fechanisms exitto Ik syste access Yo didual wsers o service Records of al ackviies afecting system componants and cardorder
1021 A Pl ogs o o Functional | Inersects with Ruat Tras wonosz [echans s records ol oct
Mecharism €X=t o Gevelop. document and maialn secure baseing
Configuration fo Technolooy Acsets, Appications andior Services
10211 A Jucit gs capture alindividua user access to cardhader data Functional | Intersects With | Secure Baseline Configuratins | CFG-02 | JAAG) oot m coment st s oot st mrienng s Records of allndividualuser access to cardholder data are captured
tancaras
Wechartsms Xt o Confoure Technalogy ASsets Applcatons andlar
Configure Technology Assets, [services (TAAS) utilized in high-risk areas with more restrictive
10211 A Iucit ogs capture alindividua user access to cardhoder data Functional | itersects with | Appications anclor Servces | CFG-025 |oeseine commounstions s Records of allndividualuser access to cardholder data are captured
TARS) for igh-Risk Areas
Fechariars e o conre iy At Agaleatars ardr
[Services (TAAS) to produce event logs that contain st
tormaio 1 2 o) E5talsh what ype of vent
loccurred() inen (date and tme) the event occurreci3) Where the
vent occued:(4) The Source of the event(5) The outcome (success
10211 " IAudit logs capture al individual user access to cardholder data Functional | Intersects With | Content of Event Logs MON-03 [ e et Sh3e) T ety o ny oA s Records of alindividual user access to cardhoider data are captured.
Sesaciaed with the ever
10211 A Jwcit ogs capture i inividual user access to cardhader data Functional | intersects with Aut Tris MON-03.2 [hanisms exist o ink system access o ndividual users o service s Records of al ndividualuser access to cardholder data are captured
10211 wa it 0gs capture il ndividual user access to cardholder data Functional | ntersects With | Privleged Functions Logging |  MON.03.3 serv7§£;17;°§§§§i’e§§,?v".‘? review the actions of users andfor s Records o alindividual user access to cardholder data are captured.
et Panis ot to dvalp, docrt 0 TR SEELT Bl
it logs capture il action taken by any Inividual i Confgurations forTechnolooy Acsets, Applcaions andior Sev y Indiidusts with elev
10212 A Dot s e oy WSt s of potcatonor | Functonl | nersects with | Secure Baselne Conguratons | cr02 [(opnauatone o echnoloay st pplcatons andior seces s Records of ol acions pertormed by Inlvidats with elevate!
lsystem accounts. letandards, privilege ptu
laudit 1 N 1l actions taken by gividual Conti Technology Assets [Mechanisms exist to configure Technology Assets, Applications and/or’
wdit logs capture all actions taken by any individual with -onfigure Technology Assets, [Services (TAAS) utilized in high-risk areas with more restrictive i vi
10212 A cminisirative access nclding any Interacive use of appication or |  Functonal | Intersects With | Applcations andlor Services | CFG-02:5 [nasuig compouratioes, s Records of al actions performed by indviduals with elevated
[system accounts. (TAAS) for High-Risk Areas s 9 P!
JRut gs capture il action taken by any indidual with
10212 A cminiiraive access nclaing any Iteracive use of appication or |  Functonal | ntersects with | AUt Use of rvleged | 15c.21 4 echanisms exist to audit th exccution o privleged functions s Records o all actionsperformes by individuals with elevated
e accounts
e it o ot Teeholoy e At
erces (TaAS) 2o proiuce v ogs tat con
tormeio o, k2 i) EStaplsh hat ype of ven
i fogs coptre il actions b by any ndoatwith ocCumed(5)Winer (Gare and ma) the event occured(3) where the
it logs capture all actions.taken by any Inivdual wi [vent occured () The source of he eventi(5) Te autcome (success Records of il acton pertormed b it with setes
10212 A cminiiratve access nclding any Iterscive use of appicaion or |  Functonal | ntersects With | Contentof Eventlogs | MONG3 |oy g ocs arodi®) The source of the suenti3) The outcore s ecords o allactions
[system accounts. associated with the event.
R0t g capture il actions taken by any indidaal Wi P— E— ; T T———
10212 N/A ladministrative access, including any interactive use of application or Functional | Intersects With Audit Trails MON-03.2 M“‘;’:fm: s exist to link system access to individual users or service 5 [Records of all actions "°"° ed by individuals with elevated

Jsystem accounts.
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lnudit Iogs capture al actions taken by any individual with ecn o1
it ogs cor cions taken by any individ ot et i | prvieged Functi ; . lechanisms exist to log and review the actions of users and/or IRecards of allactions performed by individuals with elevated
10212 N fdminisratie access, including any Interactive use of appication or | Functonal | Intersects Wit | Privieged Functions Logging | MON-03.3 [Mecharisme existtolog and rev s recordsof al actions
ystem accounts
Wechanisms exit to Gevelop, document and maintain secure baseline
lconfigurations for Technology Assets, Appiications andior Services
10213 A laudit logs capture il access to audit logs. Functional | Intersects With | Secure Baseline Configurations |  CFG-02 | TN thut ave comcrtont s iadoctie o ko, Sy horoning s IRecords o al access to audit ogs are captured.
Itandaras
Wechanisms exist o configure Techmology Assets, Applications anajor
Configure Technology Assets, [Services (TAAS) utilized in high-risk areas with more restrictive
10213 N laudit logs capture al access to audit logs Functional | Intersects With | Applcations and/or Services | CFG-025  [ooeime confioumatione s IRecords of all access to audit Iogs are captured.
(TARS) fo High Risk Areas
Fechaniams o contgue Techology el Applcatonsardr
ervices TAKS) o produce vent loge st contan sucient
informatin to, at & minimum(1) Establisn what type of ev
lccurroa(2) Wiren e and ime) the event ocunea ) Where the
Jevent accurred:(4) The source of the eventi(s) The outcome (success
10213 NA laudit logs capture il access to audit logs. Functional | Intersects With | Content of Event Logs MON-03 [ T o e ety oy oo s IRecords of all access to audit logs are captured.
[2ssociated with the event
10.2.1.3 N/A [Audit logs capture all access to audit logs. Functional Intersects With Audit Trails MON-03.2 Mechamsms existto link system access to individual users o service 5 IRecords of all access to audit logs are captured.
10213 A Jaudit logs capture il access to audit logs. Functional | Intersects With | Privileged Functions Logging | MON-03.3 ge;vg;;sww;eX§5;ge 199 o reiew the actions o users andfor s Records o al access to audit ogs are captured.
arisms exit to develop, d S TraitaT secue Baseine
lconfigurations for Technology Assets, Applications andior Services
10214 N laudit 1ogs capture allinvaid logical access attempts Functional | Intersects With | Secure Baseline Configurations |  CFG-02 | TN that ave comcrtont s iaoctie oo, Sy horoeing s Records o al invalid access attempts are captured.
Itandars
echaisms exit to configure Techology Assets, Appications and/or
Configure Technology Assets, [Services (TAAS) utilized in high-risk areas with more restrictive
10214 A laudit 1ogs capture allinvaid logical access attempts Functional | Intersects With | Applications and/or Services | CFG-025  [oaveime confioumatione s Records o al invaiid access attempts are captured
(TAAS) for High-Risk Areas
[Mechanisms exist to configure Technology Assets, Applications and/or
s TARS) o procuce et e it ol sitcint
linformation to, at a minimum:(1) Establish what of event.
loccurred:(2) When (Gate and time) the event occuired(3) Where the
Jevent accurred:(4) The source of the eventi(s) The outcome (success
10214 A laudit logs capture al invalid logical access attemps Functional | Intersects With | Content of Event Logs MON-03 [ e e ety oy oo s Records o al invalid access attempts are captured.
[2ssociated with the svent
10214 A Jaudit logs capture al invalid lgical access attemps Functional | Intersects With Audit Tralls MON-03 2 [Mechanisms exist to link system access to individual users or service s Records of allinvaiid access attempts are capture
10214 A laudit logs capture al invalid logical access attems Functional | intersects with | rivieged Functions Logging | MON-03.3  [Hechariime ext o log and eview the actons of users andlor B Records o alinvald access attempts are captured,
Mechanisms exit to configure Technology Assets, Appications andjor
[Services (TAAS) o produce even 10gs that contain suficient
lAudit logs capture all changes to identification and authentication information to, at a minimum: (1) Establish what type of event
o emtion of now agcounact Imited to ZSZ%YE?J&!& % The Sourca f the cventisy The suteame. Tf&fc‘e“;
= Creation of new accounts Record of acrangesto dentifcation and sthentication credentil
10215 N 2 Ction o new accou Functional | Intersects With | Content of Event Logs MON-03 [ T S O T outeoe s Fecord
w AH manges additions, or deletions to accounts with administrative assmated with the event.
it og= coture i changes o dentction and suthentication
(Credentisls ncluding, but not i
a Creation of new accounts . : 032 |Mechanisms exist to link system access to individual users or service recors of all changes t genincton and authenicaton credentias
10215 A Creation of new accou Functional | tersects witn Audit Trals MoN-03.2[Uechanis s
l All changes, additions, o deletions to accounts with administrative
st o5 coptur g o dentcaion an authenicaion
lredentiats including, but not imited to
[ Creation of new accou 1033 |Mechanisms exist to log and review the actions of users andor records of all changes t denictonand authenicaton redenias
10215 N Creation of new accou Functional | Intersects With | Privleged Functons Logging |  MON-03.3  [Mechenisme exist tolog and revi s
Al changes, additions, o deletions to accounts with administrative
{Audit logs capture all changes to wdenhr(aunn and authentication [Mechanisms exist to develap, document and malntain 5““79 basehne
lredentals including, but not limited Contigurations for Technology Assets Applications andior sery
at are consistent wih Industy. accepted system hardening
a Creation of new accounts y Record of achangest detifcaton and sthentication crecenil
10215 A o Creation of new eccou Functional | Intersects With | Secure Baseline Configurations |  CFG-02  [standards, B Records
 All changes, additions, or deletions to accounts with administrative
J P echanisms exit to configure Techology Assets, Applications and/or
e oo o cation and authenticat ervces (TAAG) dtizod Inhign 1ok aeas with mere rosiicte
& cluding, Contgure Technlogy sssets. baseine confgurations et on cation cregenti
0215 A o Crestomofnew accouni Functional | intersects i | Comngure Techn ro0ns s Frecors of al cnanges t enticton s autentication credena
| All changes, additions, or deletions to accounts with administrative (TAAS) for High-Risk Areas
AP—— echaame X5t o develop. document and maiam secre baelne
it logs capture the fllowing: lconfigurations for Technology Assets, Applications ancio
10216 NA ln Allinitialization of new audit lo Functional | Intersects With | Secure Baseline Configurations | CFG-02  |(TAAS) that are consistent with industry.accepted system hardening s IRecords of all changes to audit log activity status are captured.
2 A Barar, sarmime. o pausing o the exsting audit logs e
Chanisms exist o confiaure Technology ASsets, AppIcations andlar
Audit logs capture the following: Configure TS(H"o\oqy Assets, [Services (TAAS) utilized in high-risk areas with more restrictive.
10216 N Al intilizadion of new audit f0gs, an Functional | Intersects With | Appliations andlor services. | CFG:025  [oemices (it ullized s IRecords of al changes to ault log activity status are captured.
[w All starting, stopping, or pausing ol!he existing audit logs. (TAAS) for High-Risk Areas
Wechanisms exit to confgure Technology Assets, Appications andjor
[Services (TAAS) o produce even 10gs that contain sufiient
linformation to, a( a minimum:(1) Eslabhsh what type of event
[occurred;(2) When (date and time) the event occurred;(3) Where the
Audit logs capture the following: evenl o((urved (4» The source of the event;(5) The outcome (su(cess
10216 A Al intilizadion of new audit o Functional | Intersects With | Content of Event Logs MON-03 [ T S O e ot s Records o al changes to audit log activity status are captured,
2 A Barar, earmie, o pausing o the exstng audit logs o falure)of the pwents ar
lAudit logs capture the following
10216 N e Al st of new au o=, Functional | tersects with Audic Trals MON-03.2 [“echanisms existtolnk system access to individual usersor service s Records o al changes to audit log activity status are captured,
Siring. S0 o pavsing o he exising audit ogs
JAudit 1ogs capture the folowing
10216 N ‘Al niilization of new audit 1ogs, Functional | Inersects With | Privileged Functions Logging | MON-03.3 _[1echanisme exist {0 lag and review the actions of users andjor s Records of all changes to audit log activity status are captured.
|w All starting, stopping, or pausing nnms existing audit logs. P 9
Confi Technology Assets [Mechanisms exist to configure Technology Assets, ADDHHUG"S andjor
“onfigure Technology Assets, [Services (TAAS) utilized in high-risk areas with more restrictive Records of alterations that indicate a system has been modified from
10217 N Jaudit logs capture all creation and deletion of system-level objects. | Functional | Intersects With | Applications and/or Services. |  CFG-025  [penmiing comouatins s ecords of aterations hat ndcate o o
TRS) fo High Risk Arcas
Wechanisms exis to develop, docurment and maintain secure baseline
lconfigurations for Technology Assets, Applications andjor Services indi
10217 N laudit logs capture allcreation and deletion of system-evel objects. | Functional | Itersects With | Secure Baseline Configurations | CFG-02 | TARS) 1k e comactont i ity secpted Syatem pordoing s Iecords of aterations hat indicate o system has been modifed from
Itandars
Fechart ot Conioure Technalagy Rset. ApplEations snlor
ervices TARS) o produce vent lge it contain sficient
omaton toat 3 minimun(1) o ot ype o even:
cCurred () irer Gare and ma) he coent occurredi) where the
[event occurred:(4) The source of the event(5) The outcome (success ’ i i
10217 A lAudi logs capture allcreation and deletion of system-evel objects. Functional | Intersects With | Content of Event Logs MON-03 [ e o) T e ot oy m,,m,eg s Records o aterations that Indcate 2 ystem has been modifed fom
[associated with the event.
; p— - y - : ; "3 [Fechanisms exist o ink system access to indiidual users or service Record o aerations ot naate s ytem s been mostied fom
10217 NA [Audit logs capture all creation and deletion of system-level objects. Functional | Intersects With Audit Trails MON-03.2 270 e 5 e intomced functionaity are com
10217 A Jaudit logs capture all creation and deletion of system-level abjects. | Functional | Intersects With | Privileged Functions Logging | MON-03.3 _[Mechenlsme extstto g and review the actions of users and/or 5 [Records of ;‘,';;j;g;;;pfa;gj';;;;: System has been modified from
Mechanisms exit to develop, docurment and maintain secure baseiine
laudit logs reccrd the following details for each auditable event: |configurations for Technology Assets, Applications and/or Services
a User dent (TAAS) that are consistent with indusiry-accepted system hardening
. lstandards.
= bype of ;V;;; st dtatobe bl to denttysuccestlandfae st
1022 NiA [nDateandtime, @ cation Functional | Intersects With | Secure Baseline Configurations |  CFG-02 s om0 wh unat, e, her, o o o each evert st n
|w Origination of ever a P
= Identit or name of affected data, system component, resource, or
ervice (for example, name and protocol)
Wechanisms exit to configure Technology Assets, Appications andjor
i o ecord ch lloing et foreach ucitale evrt [Services (TAAS) utlized In high-risk areas with more restrictive
a User dent baseine configurations
= Type ol f Configure Technology Assets, Suficient data to be able to identify successful and faled attempts
1022 N e Functional | Intersects With | Applications andfor services. | CFG-025 s 0, what, when, where, and how for each event isted in
lm Origination of ever (TAAS) for High-Risk Areas Irequirement 10.2.1 are capture
8 entty of name of affected data, system component, resource, or
lservice (for example, name and protocol).
echarioms <Xt o Confaure Techoloay Aot Applcaians andor
{Audit logs vemvd me following details for each auditable event: [Services (T roduce event logs that contain suffi
Ao omaton o, a2 manimum) Eslaw what type of ever
- occec2)Vinen (Gate and ) the event occrre Where the
[ Type of event. w,m‘u,‘,w,‘m € and time) the event occur u,gg’me here the Suttcient ot o be bl o centy successt and e ttepts
1022 N moateandtime, o on Functional | Intersects ith | Content of Event Logs MON-03 [ovent cceurredit The source of the eventi) The outcome s 0, what, when, where, and how for each event isted in
[m Origination of event. [associated with the event. "-‘ﬂwc"\c"t 10.2.1 are captures
e denity o e fatecta st system component resource, or
Service (for example, name and protoc
laudit logs record the following details for each auditable event
o User denircation
Date and time. IMechanisms exist to link system access to individual users or service Sufficient data to be able to identify successful and failed attempts
1022 N/A Functional | Intersects With Audit Trails MON-03.2 ¥ 5 0, what, when, where, and how for each event listed in
= Saccess and filure ndication. laccounts. and who, what, when where, and
|w Origination of event. a P
entiy of name of affected data, system component, resource, or
ervice (for examle, name and protocol
[Read access to 2udit Togs Fies s Tmiked o those wih a ob-related oo Pehanis i ot event oge o 2t 0% o Stored achviy records cannot be accessed by orauthorzed
1031 A [read Functional | Intersects With | Protection of Event Logs | MON-08, s Lo protect event ogs and s Sored o
[Read access to audit ogs files s mited to those with  job-reiated P [ Access by Subset of Privieged ovz [Pechamms it o et sccess e mansgEmantof event oGe Stored sctvity records cannor be accessed by unauthorzed
1031 N [need. Functional Intersects With Users MON-08.2 leged users with a specific business need. s [personnel.
1032 A Jauait log files are protected to prevent modifications by individuals. |  Functional | Intersects With | Protection of Event Logs MoN-08 Mecha”‘sm“;g;;: protect event logs and audlt tools from s stored activiy records cannot be modified by personnel
1032 A it 0g s ar protected o prevent modifcations by individuals. |  Functonal | Intrsects with | ACCe5S Py Subsel ofPvieaed [ yongg. [Mechanioms exist o fesfct accese fa the management of event fogs s stored actviy records cannot be moified by personme.
[Rudit 1og s, including those for extermal facing technalogies, are — oot aee Wechansms st o ulize a Securty ncdent Event Hanager (SEN). et records are secured am Dresared 2 cortat oatom
1033 N loromptly backed up to a secure, central, internal log server(s) or other|  Functional | Intersects with Centralized Collection of Security| oy, or similar automated tool, to support the centralized collection of 5 Stored activiy records are secured and preserved in a central locatio
|media that is difficult to modify. o [security-related event logs. P
JAudit1og s, including those for extermal facing technalogies, are B P T p » . N
1033 N lpromtly central internal 1og server(s) o other|  Functional | Intersects With | Central Review & Analysis | MON-02.2  [\utomated mechanisms exist to centrally collect,review and analyze s tored activiy records are secured and preserved in a central ocato
|media that is difficult to modify. o
JAudit1og e, ncluding those for extemal facing technalogies, are . Mechanisms exist to back up event logs onto a physically different . » p .
1033 N promptly backe up to 8 secure, contral, Internal Iog server(s)or other|  Functional | Intersects With | EVENt L0g Backup on Separate | yy0n.05.1  |sysiem or ystem component than the Securlty Incident Event s [torea activiy records are secured and preserved ina centallocation
|media that is difficult to modify. Y 4 P [Manager (SIEM) or similar automated tool
[Fie integrity monitoring or change-detection mechanisms is used on Fichansms et o il e ety onir () or s
1034 N i 095 t ensure hat existing 100 data canna be changed without |  Functional | Itersects with F79PINt il Integrity Moritoring oa uthorized changes to s Stored activiy records cannot be maified without an alert being
lgenerating alerts. lselected files and configuration cettings. o
Fie ntegrity monitoring or change-detection mechantsms i used o
. ; 017 |change-detection technology, on critcal Technology Assets, stored actviy records cannot be modified without an alert being
1034 A o ndre hrcxsing g o <o e cranged winou | Functonl | nersects Wi | ety ontring (1) | NONOLT [ SSISS S L ooty i s Siored ot
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sru sam Secure Contras Framework (scF) strengtn o
FDE Name Focal Document Element (FDE) Descriptions Rationae Relationship SCF Control e D et
[ following audt og rereiewed a et ancedaiy
o A security o
2 Logs o al ystam companents thatstre,process or transmi CHO
Endior saD . © ReatTims echanisms exit o utize » Securty Incident Event Manager (SIEH), ialy suspicious or anomalous actvities are quickly identi
1041 wa e Lo ol cclsystem components Functional | Itersects with | AUOMated Tooks for REALTITE | 1,01 5 [or ilar automated too, to upport near real-tme analyss an s Fotentaly suspicious or anomalous aciiie are quickl dentifed to
|w Logs of all servers and system components that perform security v lincident escalation.
fonctons o examele nbwor et ool v ceecton
ystems (IDS/IPS),
ervers)
ChanTsms 6Xst o Generate, monTor, correlate and Fespond to
[The following audit logs are reviewed at least once daly: Jalerts from physical, cybersecurity, data protection and supply chain
o Al security cvents [Rcivries o achieve inteorated stuational awareness.
2 Coge of afsystem components that stor, process,or transmit CHD
[andlor se0. [Potentially suspicious or anomalous activities are quickly identified to
1041 wa (095 ofal crtcalsystem components Functional | Itersects With | System Generated Alerts | MON-0L4 s Potentilly susi
8 Logs or o S ystem components that perfor security
Funcilons for xample, nebwark secunty control, irusion getection
ystems (IDS/75)
e totouing uat o0 re reviewes at et ance iy
o Al security o
£ Loge ool e components tht stor, process, o ransmit CHD
fn Mechanisms exit o utiize = Securty Incident Event Manager (SIEM),
1041 wa 555 o i crtial system componens, Functonal | tersects witn (€712 COIeCen o Uty onog o e atamate 00, 1o suppr he Gl colchon of s Potentialy suspclous or snomelaus actvities are quickl idenkified to
|w Logs of all servers and system components that perform security [security-related event log: P
Funcions (for xampie, nekuark secunty control, itrusion detection
systems (DSIPS).
[servers).
Wechaniams ex(s o Tewiew event 1093 o an ongang basi and
ThAeroﬂowmg audit logs are reviewed at least once daily: |escalate m(lder\ts in accordance with established timelines and
o R security cvents e
= Logs ai aH system components that store, process, or transmit CHD Pre
En
1041 wa = g of al criical system componerts, Functional | Intersects With | Security Event Monitoring | MON-0L s otentially suspicious or anomalous actiities are quickly dentifed to
|w Logs of all servers and system components that perform security P
Funcions for exampie, nefwark secury controls,itrusion detection
systems (IDS/IPS),
Rervers)
[ fotouing uat o0 re reviewes at et ance cay
o Al security ove
¢ Lot e components tht tore, process, o transmis CHD
fndor
0an e oo RO, ol e comprenes unctons | mersectswith | centol Review & Anayss | woN-oz2 PUIOMED mechanisms exst o cetral colec, evin and anayae 5 Potentiatysusicous o anomelos ctvites re i e o
lm Logs of all servers and system components that perform security [udit records from multiple sourc [minimize imp:
Funcions for xample, nebwrk secury control, iirusion getection
systems (D517
- Wechanisms exis o ulize = Securty ncident Event Manager (SIEW),
10411 NiA |Automated mechanisms are used to perform audit log reviews. Functional | Intersects Witn | Automated Tools forReal-Time | 11607 5 for similar automated tool, to support near real-time analysis and 5 potentially suspicious or anomalous activities are identified via a
Analyss repeatabie and consistent mecnans
Incident escaatio
Mechanisms exit & generate, moniar, corrie and respond 10
[alerts from physical, cybersecurity, data protection and supply chain |Potentially suspicious or anomalous activities are identified via a
10411 wa Iutomated mechanisms are used to perform audi og reviews. Functional | Intersects With | System Generated Alets | MON-0L4 |26y iea 1o ahnt irvaoraced stiation swsrentes s potentaly suspicous o anomalous
echanisms exist to review event logs on an ongoing basis and |Potentially suspicious or anomalous activities are identified via a
i 1018 [escalate incidents n accordance with estabished tmelines and y suspi i
10411 wa lutomated mechanisms are used to perform aui og reviews. Functiona | tersects witn | Securty Event Monorng | WON-0L[esclate s potentaly suspicous o anomalous ot
echanisms exist o ulize = Securty Incident Event Manager (SIEW),
10.4.1.1 NA lAutomated mechanisms are used to perform audit log reviews. Functional | Intersects witn |Centralized Collection of Securityl  yoy.07  for similar automated tool, to support the centralized collection of B [Potentially suspicious or anomalous activities are identified via a
Event Loos repeatabie and consistent meenanism
cecurty related event togs
utomsted mechanims exit o corelate both tecrica and
02,1 [fSchnica nformation iom across the enterprise by a Securky Incident| Potentially suspicious or anomalous activties are dentifed via &
10411 wa lutomated mechanisms are used to perform i og reviews. Functional | intersects it |Correlate Moritoing nformation| MoN-02.1 [hcalnformaion fom across the enterprise by 2 securi s potentaly suspicous o anomalous
Jorganization-wide stuational awareness
— P— . p B— } oz o mechaisms ot o cerraly colec evien and naze R
10411 W Jutomated mechanisms are used to perform audi og reviews. Functional | intersects with | Control Review & Analysis | Mono22 [yamated mechaniome existfo s L Suspicious or anomalow
hanisms exist to review event t I logs on an ongoing basis and Polennal\y suspl(mus or anomalous activities for other system
1042 wa oge of al other sysem componens hese ot specied n Functional | Intersects With | Securiy Event Monitoring | MON-0L.§ |escalate ncdents In accordance wich establshed timelnes and s included in 10.4.1) ae feviewed in accordance with
eq P lprocedures. the enmyswdemwﬁed risk.
[The frequency of periodic log reviews for all other system components| ';3[’“5'“5:*‘? to fEV‘EV; event k::s D[" g‘" L;n%olmg l‘ms\s an:
|inot defined in Requirement 10.4.1) is defined in the entity’s targeted | ¢ .o n i ity Event Monitorin [escalate incidents In accordance with established timelnes ant lLog reviews for lower-risk system components are performed at a
10421 A sk analysis, which is performed according to all elements specified in| "UNctional | Intersects With | - Security Event Monitoring MON-01.8 procedures. s frequency that addresses the entity's risk
Reauirement 12.3.1
[Exceptions and anomalie Faentfied during e revien pracess are o1 Fechanisms exit o aciiate the Implamentation o enterprse-wide
1043 i [xceptons Functional | subsetOf Continuous Monitoring Mono1[Fechantems exit 10 Suspicious or anomalous activies are addressed.
Mechanisms exit t generate, moniar corrTe and respond 10
' i alerts from physical, cybersecurty,data protection and suppy chain
1043 wa [xceptions and anomalie dentified during the review Process a%e | Fincional | Intersects With | System Generated Alerts | MON-OLA (ol to schive inieqrarcs stuationts smarenen "7 s Suspicious or anomalous activiies are addressed.
oo s o e — echaniams ex( o Teview event 1092 07 an ongang bas and
1043 A Aceptions and anomalies [dentified during the review processare | Funcrional | Intersects With | Security Event Monitoring | MON-01.8 _[escalate incidents in accordance with established timelines and s Suspicious or anomalous activites are addressed.
[pdressed. lprocedures.
Retain audit 0g history fo at least 12 months, with at east the most 1g |Mechanisms exis t retain mecia and data in accordance with istorical records ofactvty are availabe immediately o support
1051 A [recent three months immediately available for analysis. Functional Intersects With Media & Data Retention pere [applicable statutory, regulatory and contractual obligations. s lincident response and are retained for at least 12 months.
pechanims et to et eventog o  imeperiod consistent it
Retain audit og history fo at least 12 months, with at east the most 10 |records retention requirements to provide supportfo aftr-the- pistoricat ecord of sty re avaiable mmedatly o upport
1051 Nia [recent three months immediately available for analysis. Functional Intersects With Event Log Retention MON-10 linvestigations of security incidents and to meet statutory, regu\amry s lincident response and are retained for at least 12 month:
Jand contractua rtention requrements.
[Mechanisms exist to:(1) Retain Personal Data (PD), including
metadata, for an organizaton-defined e period o full the
prpose(s) dentihed I the nofice or a5 16qured by favi(2) Dispose of,
oy ersses, sloranorymies the P, regarles o the meth
[Retain audit log history for at least 12 months, with at least the most . jth | Personal Data (PD) Retention & Jof storage; and(3) Use organization-defined technique: istorca records o activy are avallale immedatelyto support
1051 A lrecent three months immediately available for analysis. Functional | Intersects With Disposal PRI lensure securedeletionor destrucion of 7D (nluding onginals, coples s incident response and are retained for at least 12 mont!
land archived records)
Wechaniams exit F evelon document and ainiai secure baseiine
jzed usi izat lconfigurations for Techmology Asset, Applcations andior Services
1061 i Bystem cocks and imeare synchvrizedusing e syneonzaton | yncionat | nerscts it | Secure SoslneConfgurtions | Cro.02 | Saaioue o TEchTeay sts oplications sndor senices s common Uk establshed across al systms
etandaras
PE——— echantsms oxit o confioure Technology Assets, AppIcations andlor
— et ongure Tecnology et Services (TAAS) utized in high risk areas with more restrcie
1061 A System clocks and time are synchvonized using time-synchronizaton | puncional | ntrsects with | Appications andor Services | CFG-02.5  [ncceiine compaurotions. s (Common time s establshed across al systems
(TAAS) for High-Risk Areas
Too1 " Y5 locks 3 are sy roned UG e TONAN | unciona | ersects Wi | RO WEE TG COTRD | yop .7 [AoTted mectarins oxet o compe it record o o1 " ommon tme s cstautined acroms al aystems
fechno i Trai o that
E——— e Setasos e 0 conours Technoloq Assets, ApPTCRToTs T
1061 wa 5ystem clocks and time are synchvonized using tme-synchronizaton | euncionai | nersects with Time Stamps NON-07  [BeNice (TAAS) o s a1 utnor v e source 8 Sererte e s (Common time i estabished across al systems.
o fo event 1ogs
[ystem ciocks and time are synchranized Using Eme-synchranization Synchrortzaion Wi 071 Hechanisms exit o synchrorize internal system clocks with am
1061 i orsten o Functional | Itersects With oW o | wonor1 it to oy s lcommon time i estabished across al systems.
System clocks and fime are synchronized using fime-synchronzation echanims et to il e syreontatio eehnlosy 1o
1061 wa e Functional | Intersects With | Clock Synchronization e s o s (Common time i established across al systers.
Panias et o deveop, documen and maTa e basene
Configurations forTechnolooy Aceets, Applcations andior Sev
oytemsare coniguret the corect ana consistent tme 3 follows TAAS) that are consistent ikh mausry accepted system hardening
"Gne or more designated time servers are n s tandarcs,
£ e Gesgraed conval e severs receives tme o
Excernal &
S Time recelved from external surces is based on International
1062 A [tomic Time or Coordinated Universal e (U100 v enly from Functonal | ntersects With | Secure Baseline Configurations |  CFG-02 s [The time on ai systems s accurate and consistent,
Foccitc ndusry acceped extarnal souces
o than onedesonated tme seve,the e
ervers peer with ane anather to keep accurate
e inermalsystems rocee tme ormation any rom designated
Centra i server(s).
echaniems exit b Confgure Technalogy Resels, AppIcatons andlor
Services (TAAS) Utized In igh-ris areas with more restrctve
st ae confured to e corect and consstent e s s eseine configurations
'Gne or more designated time servers are i b
£ e Gesgaed conval e severs receives tme o
Excernal s
= Time recefved from external ources is based on International B~
1062 N/A e o e e e (e Functional | Intersects With | Applications and/or Services | CFG-02.5 B [The time on all systems is accurate and consistent.
The designated ime server(s) accept tme updates only from opiicaions andr services
sDe(lﬁ( industry-accepted external sources. ‘o
o than one desonated tme seve,the e
Setvers peer with ane anothar o keep accuro
S nernal systems receive tme nformation any from desgnated
Central ime server(s
st ae confured to e corect and consstent e s s
" more deslanated tme servers are
= Oriy e  Gesatedcenral e Servrs) eceves e rom
xternal s
e Time receed rom extemal sources i based on rmatonl
o ime o oorinates Unversa Time (U1C) SystemWide  Time-Correlated | 140,05,y [Atomated mechanisms exist to compile audi records o an
1062 wa e Time or Coordinated Universal ime (UTC). _ ony rom Functional | Itersects With e { Time- woN-02.7 s exist to o s [The time on i systemsis accurate and consistent
Eaccine nduery accepod exernalsources
an one designated time server,the time
Seecs peer wi e anomer o keep aceurats .
e nternar systems receive ime nformation oy fom desigrated
Centra trne servers).
echanTsms exit o confgure Technology Assets, AppIcations andlor
o (TAAS) to use an authoritative time source to generate time
st ae connuredt e corect and consstent e s flons etampe fo event tooe
Gesionated tim
il he eyt cenial e severs) receives tme o
Eermals
e Time receed rom extemat sources i based on rmatonl
Rtomic Time or Coordinated Unverssl Tme (0TC)
1062 wa e T T e oy from Functional | Itersects With Time Stamps MON.07 s [The time on i systems is accurate and consistnt
Foccine ndusry accepod externl =
e here  more thn ane desoaed e sever,the e
Cervers peer with ane anofher to keep accurats tm
[ ncermalsysters receive eme nformation oy fom designated
Centra hrne servere).
st ae confuredt e corect and consstent e s v
esionated time serv
[m Only the des\gnaled central time server(s) re:ewes time from
(xternal sourci
Time receivet from external sources is based on Internationsl
|atomic Time or Coordinated Universal Time (UTC). Synchronization With y [Mechanisms exist to synchronize internal system clocks with an
1062 A w The designated time server(s) at(ep[ tlme updates only from Functional Intersects With Authoritative Time Source MON-07-1 13 thoritative time source, 5 [The time on all systems is accurate and consistent.
Epecinic mdusty accepted external s
@ Where there 1 more than ane designaied time server,the time
Fenver ecrth e naer o keepdcuate e
ket systers receive eme nformation oy fom designated
Cenrar i servert)
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srm Securs ControlsFramework (ScF) strength o
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control e D et
ystoms ars conure t th coect and consstent e s ol
2'an o more aesignated tma servers ae i
£ e Gesgrated conval e severs receives tme o
Sxtorna s
"Time recelve rom external sources i based on Intemationl
Rtomic Time or Coorinated Universal Tme (UTC) sctonat | m ’ ehvanizaton echanisms et to iz time.syrchronization technclosy to e on all systems fs accurate and consitent
1062 wa ftomi Time or Coorinated Universal Time (TC) - enly o Functional | Itersects With | Clock Synchronizato seazo [Mechanms exst o uilze e s [t time an il systems is accurate and consistent
Foscinc ndusiny accepea exisrmal saurces
e tha one desinated tme serer, e e
ervers pear wih ane ancther to keep accurats
e inermalsystems rocee tme iormation any rom designated
Central ime servr(s):
Wechartsm eX=E o Gevelop. docament and il secure baseing
Irime synchronization setings and dta are protected as folows: Configuration fo Technolooy Acsets, Applcations andior Services
e R Gt e 0 om prconnlwin abusess [TAAS) hat e consistent wih mausiry accepted system ardening
1063 A eca Functional | Intersects Wit | Secure Baseline Configuratons | CFG-02  [tandards s system time settings cannot be madifed by unauthorized personnel.
ey changes tomesettings on il systes are g,
[monitored, and revie
echarTims SXEE ko Confoure Technalogy ASSets AppIcatons andlor
Irime synchronization setins and data are protected as folows: Services (TAAS)utized I b sk areas with mare restrcie
e R et et 0 only personnl win 3 usness Configure Technalooy Asses, baseline configurations
1063 A Functional | Intersects with | appications andlor servces | CFG-025 s system time settings canot be madified by unauthorized personnel.
iy changes totime setings oncriclsystems ar loggd. TARS) for Hgh-Risk Aras
[moniored, and reviewed
Iime synchronizaton settings and data ae protected a follows:
= Access o time data s resiricted t only pérsonnel wih a business
1063 wa Reca Functional | Itersects with | SYStem-Wide [ Time-Corrlated | oy, 5.7 [Automated mechanisms exis to comple audit records nto an s system time settings cannot be modified by unautharized personnel
8 Any changes to time settingson ciical systems are logged
[moniored, and reviewea
Wechanrsms exis o configure Techology Rssets, Applcations andlor
ITime synchronization setings and data are protected as folows: Services (TAAS) to use an autnontatve e source 1o Generate ime
= Access o tme data s resiicted t ony pérsonnel wih a business Stamps or even 1o
1063 A Functional | itersects with Time Stamps MoN.07 s system time sttings cannot be madifed by unauthorized personel.
y changes to time settings on critical systems are logged,
[monitored, and reviewea
Irime synchronization setings and dta are protected as folows:
10 e data 1 resiiced to ony personnel wih a business
1063 A Functional | Intersects witn |, Synchronization With |17,y |Mecharisms exis o synchronize inernalsystem clcks with an s System time settings canot be madifed by unauthorzed personnel.
Ay changes totme Setings on i systems e loggec,
[monitored, and reviewed
Irime synchronization setins and dat are protected as folows:
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Becuriy conirol syate
= Networe secury controls
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hacriona equrement for senice providersony:rfures o ctca
ccuriy contol systems are detected, aleced, and a
el g ot ot e o e o e iolowing rica
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hitons reuirement for s rovidrs ay: Flrs of crical ers rom physica, ybersecirty. data prtection and supply chain
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st Secure Contras Framework (scF) strength o
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control e D et
boions equrenent for senice providers oy Flures o crtca
Fecurty ool stoms re dtecle, ot cna s
il ot Imite o falure o h olowns rica
Eecurity control yat
I Network security (or\[ro\s Cen(rahzed Management of [Mech: St the
1071 wa Iosy Functional | Itersects With iry, Complance & | SEAOLL|management and implementation of security. cormpliance and s Falures in ciical security control systems are promply identifed and
M ware sontions *Resiance comtiols resiience conirols and related processes
2 Physical access contros
¢ Loiclacesscotrl
= Audit logging mech:
= Seomentation controls (1 e
hattionl reqirement for servie proversoly:Flures ofcica
ecuriy control systems are detected, alerted, and adrecse
ramily, mmg ot e o e of e flaning el
ecurny contro 5
e Network securiy contros,
- e s osiis Functiont | nersctswin | Securty Fncto sation | Scaga 1 [echanams et o lts secuntyfuncions rom ety s Fatures n e securty controlsystes e rompty e ang
= Antimatuare soutions
= Physical access controls
¢ Logc accees conrol:
= ALt logging me
= Seomentation conrol (1 sed).
boions equrement for senic providers oy Flures o crtca
Fecurtycotfl ystema re deecte, e, and s
iy nclaig bot no ke t ature of he folown crica
Eecurity control yatems.
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= Anti-matware soutions
2 Physical ccess conros
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o - ¢ hange.aeecton mecanisms unctona | ersects win | RespondToUnautnorized | g g g Mechansms exist o respond 0 unauthrizedchangest conuraton s Failures i criical security control systems are promptly dentifed and
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w Automated security testing tools (if used).
echaniams exit & T8qUITy review processes and documented
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s Logclaccee conro
= ALt loggin
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= Alkomated securty testing tois (f used).
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e s
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8 Cogical access contros
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2 ALl g review mechanism
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= Network secarity control
= D57
072 e 2 Change-detection mechanisms. runctional | tersects with | ENdPoint Detection & Response | o ¢ [Mechanisms exis o dtect and respond to unauthorzed corfiguration s Faiures incritcal securiy contol systems are prompty dentfied and
lm Physical access :enzrols (EDR) [changes as cybersecurity incidents. laddressed.
= Cogical access contros
= Auiix logging mea
= Segmentation conrols (1 used.
2 Al 1 review mechanism
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Fatures o crca secuty coto systams ar gtected, fred,ana
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Folown chicl securty congrol systems:
e Neton Sy <onvls.
= 05/
ora . :i:?n&e‘ae;;cg;n mechansms. ot | suvstor | mctontsesponse . oo [echomsms st o lementanggovem processesang o R —————
Physical access controls. lfor cybersecurity and data protection-related incidents. [od
= Cogical access contros
= Auit logging mechans
metaton contos (1 o)
= AGlt 1o review mechan
= Automated security teslmg toe\s (if used).
Falures ofcritca security control systems are etected, lerted, and
edrecced promptly, incuding but o Imited ta faure ofthe
Following chicalsecurty contio ystems,
Securiy contols
= D57
. e 2 Change-detection mechanisms. runctional | subsetof Contmucusmanorng | mowor e + o facitate the of " Faiures incritcal securiy control systems are promply dentiied and
o A matware solutens, moritaring controls nddressea
= Cogica access contros
= Audit logging mech
¢ Segmentaion contls (1 s
2 ALt log review mech,
2 Adkomated securty testing oo f used)
Wechanisms ex(s o generate, moniar, Correlate and respond 10
Falures of crtca security conrol systems are detected, lerted, and elrts from ohysica, cybersecirty, data pratecton and supply chain
eirecced promptly. incuding bu o Imited to faure ofthe [Rcivries o achieve inteorated stational awareness
Following  ical security control ystem:
= Networ secuity contror.
= D5/
¢ hangeaetecton mecranisms
072 wa = Ancimatware ol Functonal | Intersects With | System Generated Alerts | MON-0L4 s Fiures incitcal securiy contolsystems are prompy dentfied and
w Physical access centrels jpddresse
= Logica access contros
= Al logging mechanisms
= Seomentation controls (1 e
2 ALt log review mechanisr.
= Aukomated secury testing toos f used)
Falures of crtca securty conrol systems are detected, lerted, and
odrecced promotly. inluding but ot imited to faure of the
Fallowing  ical security conirol ystems:
= Networ secuity contror.
= D575
= Change-detection mechanisms.
072 A = v maimare sovtons Functonal | mersectswih | Risk Remedition RSKOG [Mechanisms et to remediate risks to an acceptable fvel. s Failures incriical scurty conrol ystems are promply dentfied and
2 Physical access contros
Logica access contro
= A ogoin
¢ Segmentaion convls (1 s
2 ALl log review mechanis
8 Aifomateo secuty esting o (f used)
Falures of crtca scurity conrol systems are detected, alerted, and
odreceed promatiy. including but not Imited to faure of the
Followin c ical security conirl ystems:
Securiy contols
| 05775
= Change-detection mechanisms. Mechanisms exit to ensure proper s response actions were
072 wa = Ancimaiware salutions Functional | Itersects With sk Response RSKL06.1|performed o remediate fincings rom secariy. compliance andior s Falures i ciicalsecurity control systems are promply dentifed and
e Prysicn sccecs contr Fesiiencereiated(1) Acsessments;(2) Audts, and/or(3) Incaents.
Lo scces contos
= Al ogging mechanis
¢ Segmentaion contls (1 s
= Aot o ran
2 Alkomated securty testing oo f used)
Falures of crtca securty control systems are detected, alerted, and
odreceed promatiy. including but not Imited to faure of the
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| 05775
= Change-detection mecharisms. Gentralzed Management of Mechanisms exit o centrally-manage the organization-wide e alares i crticl secuty control systems are promply dentited and
10.7.2 NIA [m Anti-malware solutions. Functional Intersects With Security, Compliance & SEA-01.1 [management and implementation of security, compliance and 5 laddressed. Y ! promptly
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2 Al logging mechanisms
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2 AGit 1o review mechanisro.
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1073 NA [w Identifying and addressing any securlty issues that arose during the Functional Intersects With Changes. CFG-028 Setlmgs as Se:ur\ty incidents. s [Resulting security issues are addressed, and measures taken to
faiure, prevent reoccurrence
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Securty ol
< mplomeniing contrls toprevent the cause o aiure from
Resuming monitring of securly controls,
Fatresoranyctcl sty conrot syt ar esponces to
oty (ncluing b
CRoring securty uncion;
¢ Geniying and dacumentingth uration (e and tme o sart
lto end) of the security fa
o dentiying a,gdjgggw;m"g"g the cause(s) offaiure and Mecharisms exit to veriy the functionaty of scurty. compliance Fllres of civea securiy contr systems e analyzed. contaned,
1073 A (ocumenting requiied Tmediation iy ssues thot rose doring the | Functional | Intrsects With |Control Functionalty Verficaton|  CHG06 and resience controls folowing Implementad changes tonsure s a0 fesolved, and securty contiols restored to minmize impact
o iden pplcable controls aperate a3 designed Resuling secury ssu
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Feo
Resuming monitring of securly conrols,
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Jrompty. mluaing but
2 Reskoring securty funchons.
¢ ey cumertn e durtion (o and tim rom stor
lto end) of the security failure
e dentyng 1 docmentng tnecauets) o fure ans vechanisms exist o provide  securty, compliance and resience Faturs o cricat sty contl syt sre anayzed containes
107.3 N/A umenting required remedial Functional | Intersects With curity, Compliance & CPL02  |controls oversight function that reports to the organization's executive 5 solved, and security controls restored to minimize impact
= entiying and adaressing any secuiy sues that arose during the Resihence Contros Oversignt contols Resuing secury 5sues e sdaresscd. and measures aken 1o
!a ilure. P |prevent reoccurrence.
ermining whether further actions are requird a5  resultof the
Cecury alore.
< mplomeniing contrlstoprevent the cause o alure fom
Feoceurrng
[ Resuming monitoring of secuiy controls,
Fecharis e T ey e pocesees and GoEurerted
Faitres of an criica securty contros systems areresponde o fprocedures to ensure conformity e organization's securiy,
rompty. ncluing out ot ke Cormpliance anaor resience polcies. tandards and other applicabie
e et s Feauirements
2 dentiying and dacumenting the duraton (date and time from start
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Rocumenting requied remeaiat | Endpoint Detection & Response | ¢, gg.5  [Mechanisms exit to detect and respond to unautharized configuration ond resaea and security conrol rstored to minimie impact
1073 NiA o \denmywng and addressing any Se(url(y issues that arose during the Functional Intersects With (EDR) END-06.2 [changes as cybersecurity incidents. s Resumng security issues are addressed, and measures taken to
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e npemaningconls 0 prevent e caus of e rom
o Resummg monitoring of security controls.
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faiur prevent reoccurrence
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Feoceurrng
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Fatures o anycrtcal securty convols systems e respnded 1o bl Tom oyl ybrsecrty. tata rtecon anc sy chain
lrompty. incuaing [Sckiies to acheve intearated stgationa) awarenes
E Reofng secuny fncion
¢ Geniying and dacumentin e uration (e and tme o start
Fo'end) of e securty far
e Gentiyng s docmentng e cauet) o fure and Failures of critcal securiy controlsystems are anayzed, contained,
[Rocumenting required remeciation anctonat | ntersects wi em Generated Alrts on resotved and securty controls restored o iz rmpact
10.7.3 NA \denl\ly\ \g and addressing any security issues that arose during the | FUnctional | Intersects With | System Generated Alert MON-01.4 s [Resulting security issues are addressed, and measures taken to
faiure, prevent reoccurrence
€ Sekrmining whthe freracions re e . resul of e
Cecir
Enpemehingconvls 0 prevnt e caus of i rom
[ Resuming monitring of securty conrols,
Faiure of any crical sty contrls sysams e responded o
romptly. incuing but ot imited o
2 Reskoring securty functons
2 dentiying and dacumenting the duraton (date andtime from strt
Fo'end) of e securty fare.
< Gentiying and documenting the cause(s) o faiure and Failures of critca security controlsystems are anayzed, containd,
enting requied remedlation. et ’ . - ) o et to remediate 1 y ind resavea) and securty conirols restored to minmie impact
1073 NA \denhlymg and addressing any security issues that arose during the Functional Intersects With Risk Remediation RSK-06 [Mechanisms exist to remediate risks to an acceptable level s [Resulting security issues are addressed, and measures taken to
faiur prevent reoccurronce.
€ Seirmining whthe furtheractons re e 2. el fhe
Eecurty ai
e mplamenting controls o prevent the causeof faiurefrom
[ Resuming monitoring of secuiy controls
Fatures o any critica secutty controlssystems are responded to
romptly. inluding but ot imited t:
2 Restoring securty functons
e el o ocumertn e durtio (ot and tim rom str
Fo'end) of the securty farr
iderntyng dockmenting the causts)o e ana echanisms exist o ensur praper sk response actons were Fares o oo seunty ool systems e aryes conaes
1073 A Functional | Itersects with sk Response RSK.06.1 pérformed to remeite findings o Secarty: comphance andior s
J Toentiing and adcréssing any secuiy issues that arose doring the perfrmed to remeatefiings from securly. compiance andior Resulting secury ssues are adcressed, and measures taken to
faire, provent reoccurronce
= Determining whetr further actions are required as a result o the
Fecurty e
Iplemeniigconirl o preven h couse of s rom
Feoceurrng
< Recuming monitoring of secuity controls.
Faures o any critica secuty controlssystems are responded to
orompty. incang but no imite
o Restarng securty funcions
2 dentiying and dacumenting the duraton (date and time from start
o ey of the secury e
e Gentiying and documentingthe cause(s) o failure and Cenraized ansgement of techanims et o centrlly manage the organiation-vide Fars o riat ety contrlsystoms areamlzed, continea,
acumenting requied remediaton nd resoea) and secunty conrol restored to minmie impact
1073 A 4 ; Functional | Intersects With | Securty, Complance & | SEAGL1 |management and impiementaton of secury: compliance and s i
JToeniying and adaréssing any secuiy issues that aose doring the curty, Complnce management and implementaton o se Resultng secury ssues are adaressed, and measures aken to
faiure. revent feoccurrince
= Determining wheter further actions are required as a result o the
Focurty e
T conos o et e couse o s rom
= Resummg monitoring of security controls.
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[Failures of any critical security controls systems are responded to
lprompy, including but not imited to.
ln Restoring security functions.

o dentitying and documenting the duration (date and time from start

of the security fail

e Gentifying and documenting the cause(s o failure and Failures of critical security control systems are analyzed, contained,
ldocumenting required remediatior nction o th | Thirc-Party Incident Response & Mechanisms exist to ensure response/recovery planning and testing land resolved, and security controls restored to minimize impact.

1073 N |n dentifying and addressing any security issues that arose during the [ "unctional | Intersects With | " ge ouery Capabilties TPMLL lore conducted with critical suppliers/providers. s [Resulting security issues are addressed, and measures taken to
filure. lrevent reoccurrence.

s Determining whether urther acionsarerequied as a resul ofthe
fecurty ol
Implementing control to prevent the cause offailure from
Feoccurring
ln Resuming monitoring of security controls
J scurty polces and operationa procedures that are enid in
[Requirement Expectations, controls, and oversight for meeting activies within
ln Documente: o1 |Mechanisms exist to faciltate the implementation of operational IRequirement 11 are defined and adhered to by affected personnel. All
111 A ln Kept up to date. Functional Subset OF Operations Security OPS0L - lsecurity controls o supporting actilies are epeatbe, Consitentsy apphed. and confor
in use. lto management's
ln Known to al affected parties.
i securty plicies and peratonal procedurestht re denifd in
[Requirement + to identify and Operating Expectatons, controls,and oversght for meeting actuies witin
ln Docu Standardized Operating ’ [Requirement 11 are defined and adhered to by affected personnel. All

111 A 2 Kept up o dste. Functional | ntersects With Procadures (507 0PS011 rocedies (S0P o sl documertaton, o enabl e proper s eipporing s are repataie, contenty ot and coniorm
ln In use. y-to-day /assig 0 management's nten
ln Known to al affected parties.

i security picies and peratonal procedurestht re denifed n
[Requirement 11 are Expectatons, contols,and oversight for meeting actiies wihin
. . echanisms it 0 estabis, maintin and isseminate polce, .

111 A Functional | Intersects witn | PUPishing Security, Compliance | Goy.07  |standards and procedures necessary for secure, compliant and 5 equirement L1 are defined and adnered to by affected personnel. All
ln Kept up to date. & Resilience Documentation standards and proce Supporting acivies are repeatable, consistently applied, and conform
ln In Use. P to management’s intent.
ln Known to al affected parties.

Al security pohc-es and operational procedures that are identified in 'P"e‘g"“"‘sgg:;)‘“ o 'g‘”;’;"“e 59(“{"{; C‘;m"”:";e & :es”'e"ie

reguirement 11 rogram including policies, standards and procedures, [Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of /anned intervais or i significant changes occur to ensure their

ln Doc: . < » IRequirement 11 are defined and adhered to by affected personnel. All

111 A et Funcioral | Itersect win | Secuty, Complance & GOV-03  [continuing suitabilty, adequacy and effectiveness. 5 Sipporing e e repstaie conssenty et an coriom
I In use. ‘management's nten
|n Known to al affected parties.

[Day-to-day responsibiltes for performing all the activities in
[Roles and responsibilties for performing activities in Requirement 11 . 03 |Mechanisms exist to define cybersecurity roles & responsibiltes for all IRequirement 11 are allocated.
112 A Jare documented, assigned, and understood; Functional | Intersects With | Defined Roles & Responsibiities | HRS-03lpersonnel, s Personnel are accountable for successful, continuous operation of
these requirements.
Doy o-day responiities o performing al the actvites n
[Roles and responsibilties for performing activities in Requirement 11 . " . g Mechanisms exst to communicate with users about their roles and Requirement 1
112 i Jare documented, assigned, and understood; Functional | Intersects With User Awareness HRS-031|roponsibiites to maintain a safe and secure working environment. s Personnel o accountavie fo successfl, continuous operaton of
these requirements.
[Mechanisms exit to assign one or more qualified individuals with the [Day-to-day responsibiltes for performing all the activties in
[oles and respansiviiie for performing actiiie in Requirement 11 nction o th [Assianed Security, Compliance & imission and resources to centrally-manage. coordinate, develop, [Requirement 11 are allocat
112 NA  documented, assigned, and understos Functional | Intersects With "¢ giience Responsibiies | ©°V"%*  implement and maintain an enterprise-wide Security, Compliance & s lPersonnel are accountable for successful, continuous operation of
Resilience Program (SCRP). these requirements
|Authorized and unauthorized wireless access points are managed as
follows:
|n The presence of wireless (Wi-Fi) access points is tested for,
|n All authorized and unauthorized wireless access points are detected
. . o1 |Mechanisms exist to develop, govern & update procedures to facilitate lUnauthorized wireless access points are identified and addressed
121 A ond idenined, Functional Subset Of | Network Security Controls (NSC)| - NET-01  /SCIanisms S5 b0 ceuelon. oo b e B e 10 e thorize
ing, detection, and identification occurs at least once every
Khree morin
|n If automated monitoring is used, personnel are notified via
lgenerated alerts.
lAuthorized and unauthorized wireless access points are managed as
follows:
|n The presence of wireless (Wi-Fi) access points is tested for,
ln All authorized and unauthorized wireless access points are detected Unauthorized wireless access points are identified and addressed
121 A ond dentind, Functional | Intersects With Guest Networks NET-02.2 |Mechanisms exist to implement and manage a secure guest network. 5 nauthoriz P
esting, de(emor\, and identification occurs at least once every P v
Fhree month
't automate monitoring is used, personnel are noifed via
[Generated slercs.
WMiechanisms ex/st to Tt The humber of concurrent external network
;\u"wmﬂ and unauthorized wireless access points are managed as [connections to its Technology Assets, Applications and/or Services
e presence of wireless (Wi-F) access points is tested fo,
o4 authrized and unauthorized wirless access ponts are detected
121 wa fond i Functional | Intersects With | Limit Network Connections | NET-03.1 s nauthorized wireless sccess points are identified and addressed
[ Tetting, oection, and dentifcation occurs atfeast once every s 4
fthree months.
| If automated monitoring is used, personnel are notified via
Generated slerts.
uthorized and unauthrized wireles access points are managed as
2
= The presence of wireless (Wi.F) access paints i teste IMechanisms exist to protect external and internal wireless links from
o A inoised and unauihorized wielest e poms are detected Jsignal parameter attacks through monitoring for unauthorized wireless
121 NiA jand dentifed. Functional | Intersects With Wireless Link Protection NET-12.1  [connections, including scanning for unauthorized wireless access. 5 “gj;’;""““ wireless access points are identified and addressed
esting, detection, and identification occurs at least once every Ioints and taking apprapriate action, if an unauthorized connection is
Fhree monins liscovered
ln If automated monitoring is used, personnel are notified via
lgenerated alerts.
futhorzed and unauthorized ireess occess pins are managed s
folow
& bresence of wirless (WLF) access poits i tested for,
o A neroed and umacioried wieless ceess pams ar detected

121 A [ Allauthoriz cunctional | intersects with Wireless Networking Wer.15[Mechanisms it tocontrolauthorized wireless usage and moritor fr 5 Unauthorized wireles acces pint ar denifed and addressed
o Tesing detection. and idetification occurs at east once every s W
fhree moni

o suromtes moritoring s used, personnel are notifed via
[Generated slercs.
fhorized and unauthrized wirles access poits are managed as
foe
e presence of wireless (W) access points I tested
o4 uthorized and unauthoriced wireless access points o detected Mechanisms exist to test for the presence of Wireless Access Points sed i dentified an

1121 N/A fand id Functional | Intersects With |  Rogue Wireless Detection NET-15.5  |(WAPs) and identify all authorized and unauthorized WAPs within the B Ugﬁ:;"‘”‘ze" reless access points are identified and addressed
M Teslmg dele(uor\. and identification occurs at least once every [facility(ies). s
fthree monh:

¥ automated monitoring is used, personnel are notfed via
Generated slets
IAn inventory of authorized wireless access points is maintained, . . o1 |Mechanisms exist to facilitate an IT Asset Management (ITAM) lUnauthorized wireless access points are not mistaken for authorized
122 N including a documented business justfication. Functional Subset Of Asset Governance AST-0L - Jorogram to implement and manage asset management controls 0 wireless access points.
IMechanisms exist to perform inventories of Technology Assets,
Jsopcations, Senices ancor Data (TAASD) thatil) Accurately refects
lthe current TAASD in use:(2) Identifies authorized software products,
lan inventory of authorized wireless access points is maintained, 103 [Icisting Dusness lustTication detas/3) 15 at he evelof ranulariy lUnauthorized wireless access points are not mistaken for authorized
122 A fincluding a documented business justification. Functional | Intersects With Asset Inventories AST-02 - leemed necessary for tracking and reporting:(4) Incl ° wireless access points.
lorganization-defined information deemed necessary to achieve
[efective property accountability: and(s) Is available for review and
Jaudit by designated organizational personnel
[An nventory of authorized wireless access points s mantained, p [Unauthorized wireless access points are not mistaken for authorized
122 A R e e T e e Functional | Intersects With Guest Networks NET-02.2 |Mechanisms exist to implement and manage a secure guest network. 5 nathorized wireless
Mechanisms exist to protect external and internal wireless links from
JAn inventory of authorized wireless access points is maintained. [signal parameter attacks through monitoring for unauthorized wireless lUnauthorized wireless access points are not mistaken for authorized
122 A fin Imventory of uthorized wieless access po g Functional | Intersects With | Wireless Link Protection NET-12.1  |connections, including scanning for unauthorized wireless access 5 lUnauthorized wireless
9 L points and Taking appropriate acton. i an unathorized connection is L
Jisc
[An inventory of authorized wireless access points is mantained, 15 |Mechanisms exist to control authorized wireless usage and monitor for [Unauthorized wireless access points are not mistaken for authorized

122 A including a documented business justification. Functional | Intersects With Wireless Networking NET-15 wireless access s wireless access points
Iinternal vuinerability scans are performed as follows
|w At least once every three months.

e High-risk and cical vinerabies (per the entiy's vinerably [The security posture of al system components is verified periodically
sk ankings efined ot Reguirement 5.3 o Mechanisms exist to define and manage the scope for s attack lusing automated tools designed to detect vulnerabilties operatin

131 A escans are perfomed that confirm i b ik andcriical Functional | Intersects With | Attack Surface Scope VeN-011  [Mechanisms exist to define and 5 inside the network. Detected vulnerabiliies are assessed and rectified
Funersbities {as noted above)have been resoived 9 lbased on a formal risk assessment framework.(continued on
' Scan tool is Kept up to date with ltest wbinerabilty nformation pag:
ln Scans are performed by qualified personnel and organizational
findependence of the tester exists.

Iinternal vuinerability scans are performed as follows:

ln At least once ever

|n High-risk and critical vulnerabilties (per the entity’s vulneratbilty [The security posture of al system components is verified periodically
sk rankings defined t Reguirement 0.3, are resolved. lusing automated tools designed to detect vulnerabilties operating

131 A Rescans are performe that confirm ai igh. sk and cricl Functional | Intersects with | VuInerabilty Remediation VeM.oz  [Mechanisms exist to eneure that vulnerabllties are properly identified, 5 Insice the netwrk. Detected vulnerablies are assessed and recified
Iuinerabilies (a5 noted above) have been resoive rocess [iracked and remediated. a formal risk assessment framework.(continued on next
 Sean ool 1 Kept o o dave it Skest vumeraity nformation
ln Scans are performed by qualified personnel and organizational
fndependence of the tester exists.

Intermat vuinerabilty scans ae performed s olows

ln At east once every three

= High sk and cical veineramites (per the enity’s alnerabily [The security posture of al system components is verified periodically
sk rankings defined at Requirement 6.3.1) are resolve ech: ftod " errors b lusing automated tools designed to detect vulnerabilties operating

131 A cons are performed tha confirm ail g risk and critical Functional | Intersects With | Vulnerability Scanning Vem.og  [Mechanisms exist to detect vulnerabilities and configuratic Y 5 inside the network. Detected vulnerabiliies are assessed and rectified
|Vuinerabilities (as noted above) have been resolved. Y 9 of sy PP Ibased on a formal risk assessment framework.(continued on next
o'Scan too s kept up o date with atest vuinerabity nformation lpage)

cans are performed by qualified personnel and organizational
ndependence of the tester exists.
Intermol vuinerabilty scans oe performed as olows
lw At east once every thi
= High-iok and cical valnerapiltes per the entiy's vanerabity [The security posture of all system components is verified periodically
risk rankings defined at Requiremen lusing automated tools designed to detect vulnerabilties operating

131 A re pertormed that coat il g ik and il Functional | Intersects With | Update Tool Capability VPM-06.1  |Mechanisms exist to update vulnerability scanning tools. 5 inside the network. Detected vulnerabilities are assessed and rectified

|vuinerabiliies (as noted above) have been resolved. Ibased on a formal risk assessment framework.(continued on next
can tool is kept up to date with latest vulnerability information page)
ln Scans are performed by qualified personnel and organizational
fndependence of the tester exists.
Intemal winerabilty scans re performee s alows
|n At east once every three mo
= High sk and crcal vimarabities iperthe entiy's vlnerabily [The security posture of al system components is verified periodically
Fisk rankings defined at Requirement 6.3.1) a fechanisms exist to identify the breadth and depth of coverage for ing automated tools designed to detect vulnerabilties operating

131 A s are performes that confim ol g o and il Functional | Intersects With | Breadtn /Depth of Coverage | VPH-06.2 [vinerabiity scanning,hat Jeinethe system components scanned 5 inside the network. Detected vulnerabilities are assessed and rectified

[cunerabiles (s noted above) have been resoivd Jand types of vulnerabilities that are checked for. lbased on a formal risk assessment framework.(continued on next
ool is ket up to date with latest wulnerabilty nformation page)

5 SCan ove petormed by avaited persomnerang orgomsation!

findependence of the tester exists.
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s st Securs ControlsFramework (ScF) strength o
FDE Name Focal Document Element (FDE) Descriptions Rationae Relationship SCF Control e D et
otema ey scans e pertome s olows
't Ieask once every hree mo
= b an e valnerabiis per the ety sy Mecharisms exit o perform quarterly internal vulnerabilty scans, IThe securty postur of sl system components s verifed perodicaly
fiskTaiings dened ot Recuremen hntemat veinerabity Assessment, e el segment of e croanizatins mamal neuor. g Sutorated to e o datectvanera s cpratng
131 A oo ot 1 and o Functional | Itersects with rabilt V06,7 [wella fescans untl passing resutsare obtanea or all s It nor. Deteced vnrabiies e sssessed nd 1o
Fulneraiies (3 noted above) have been resoived inerabiiesareresaiea. as gefined by the Cormmon Vunerabity ased on a formal rsk ssessment framewore coninoed on nex
e Scan tol 1 keptup t date withatest vuinerabity information Scoring System (CVS9), page)
5 Scans are peformed by aualited personnel and organizational
[ndependence of i testr exsts
it tnr spplcaie winerabiis (ho ot ke i o
Cricalper he enity s vuinerabity ek rankings aefinea a
50)are managed as folows: ov [Mechanisms exit to define and manage the scope or it attack Lower ranked winerabiltes (fawer than high o citica)are
1311 NiA Addressed based on the risk defined in the entity’s targeted risk Functional Intersects With Attack Surface Scope VPMAOLL g ace ‘management activities. s laddressed at a frequency in accordance with the entity’s risk.
Bl e perfome ccoring 0 3 slaments speciid
Reaurement 1
o Rescans e conducted a needed
ot spptcae winerabitis thoe ot ke 3 g i or
cricalper the enty s vainerabity ek rankings define
Requrment
631 re managea a olows y | Velnerabity Remediation c0a |Mechanisms exis to ensure that winerabiltes are properly dentited, Lower ranked winerabiles (lower than high o critca)are
1311 N [» Addressed based on the risk defined in the entity's targeted risk Functional Intersects With Process. VPM-02  \racked and remediated, 5 addressed at a frequency in accordance with the entity’s risk.
Bl i perfomed sccorn 1.l lamert sasied
Reaurement 1231
Rescans ar conducted as needed
i ther appicable vuinsrabiles (those no ranked as hgh-isk o
Cicalper the enity' vuinerabity ek rankings defined a
Requrement
e managed as falows echarisms exist to detect vulnerabiltes and configuration errors by Lower ranked vinerabiltes (fower than high o citical)are
11311 NA Addressed based on the risk defined in the entity’s targeted risk Functional | Intersects With Vulnerability Scanning VPM-06 /o, tine vuinerability scanning of systems and applications, s laddressed at a frequency in accordance with the entity's risk.
Snalysis, which s performed according o il slements specified in
Reauioment 1231
= Rescans are conducted as needed.
tcma ity scans s petoms v athenticated scaning
o Sysems that are unabe o acceptcredentias for authenticated
sia " scanmng are documented, L oms that acoest runctionat | ersects with | Aack suface scope | vemon.a Mechanisms exist o defne and manage the scope for s attack s |automated toos used o detect vulnerabities can detect
g Eretmmcars b e o ¥ a P [surface management activities. ulnerabiities local to each system, which are not visible remotely.
5 accounts use for uthenticated scanning can be used for
e ogn, ey Sre managea i secordance wih Recurenent
Itema inerabity scans re perfome v atenicated scaming
* folow
e sytems that o unapte o accep radentias o autnenticatea
[scanning are doc ted. Vulnerability Remediation [Mechanisms exist to ensure that vulnerabilities are properly identified, [Automated tools used to detect vulnerabilities can detect
11312 NA Im Sufficient mw\egesare used for those systems that accept Functional | Intersects With Y VPM-02 properly 3 5
e Sutfcen: privieges o racked and remediated Cleradiiiesocel 1 sach yster,which are ot visile fermotey
7 accounts used or authenticated scanring can be used for
Interactve login. they are managed I sccordance with Reaurement
2
Ioternal vinerabilty scans are performe via authenticted scanning
follows
["Systems that ae unble to acept credentils fo authenticated
Ecamning are documentea ecn R " .
n312 A e Suficient pivieges are use for those systems that accept Functional | Itersects with | Vunerabilty Scanning Vemog |Mechanisms exs o detect vlnerablties and configuration erors by s Jitomated ool used to detect vanerapites con detect
|credentials for scanning. Y 9 of sy: PP yste .
9 accounts use for uthenticated scanning can be used for
Interactive logn. they are managed I accordance with Reaurement
55
oternat vinerabilty scans are performee via authenticated scanning
o folows
"Systems that ae unabl to accept credntis fo authenticated echanisms et 1 pertorm quartery ntenalvnerablyscans
Scanning are documentea (— Inhich includes alsegments of the organization's im
y Assessmen |nutomated toos used o detect vulnerabitie
1312 A e Sufcent prvieoes e sed for those sysems that accet Functional | Itersects with VPML06.7 [well rescans unth paseing results are obtine i s
[credentials for scans Scans [vulnerabilities are resolved, as defined by the Common Vulnerability |vulnerabilities local to each system. which are nu( v\sllﬂe remotely.
5 ¥ accounts use or suthenticated scanning can be used for Scoring System (CV59),
[nteracte login.they are managed i accordance with Reaurement
%)
Itema ety scans e petomes st anysgifcant chans
ol It securty posture of al system companents s verfed olowing
WGk an rical inerabiies pr the nciys vnerabiy sms existto define and man . Soniant Chanoe o the etk r st by s automstad
1313 A ik rakings defined a Recurement 6.1 ae resaie Functional | Inersects With | Attack Suface Scope. | VP11 [Hecharisms exist to defne and manage the scope for s attack s oo Gesigned i dtect vuinerabiiles operating Insida the netork
= Resczns are conducted as needed. u 9 it Dele([ed vu\nevahmnes are assessed and rectified based on a formal
Séans are priormed by uaihed personnel and organizatonal e assessment amewors.
[ndependande o e teser exists (not redred 1 be 8 GEA of ASV)
Itermat vaeraiiyscans e perormed ater anysoican change
It securiy postur of al system companents s verfed olowing
=gk and critca vlnerabilties per the entys weraiy ; n Sionicant ihanges o he network o systems, by wsing automated
1313 A sk rakings define o Reaurement 6.3.1) ar resaived Functional | Itersects wit | Vuinerabilty Remediation | ypyyq Mecharisms exit to ensure t property identifed, s fots esined o detect vonerabiies aperaing nsc the nework
|m Rescans are conducted as needec rocess racked and remediatec etected vulnerabilities ar sessed and rectified based on a formal
= Scans arc petormed by quaited personne and organizational ek assesement framework
[ndependende o th tester exiss (nt redred 10 be s QSR of ASV)
temat bty scans arepetomed st any sgicant changs
[ securty postre ot system components s vrted following
IS an crtcrvnerabiies e the ety ey Sonicant thanges o fhe nework o Systems, omated
1313 A sk Fariin: deined a Ragaremert & 3.1) s resve Functional | itersects With | Vunerabilty Scanning Veg  Mechanisms exist o detect vinerablties and configuraton errors by s Kool Gesiane o detect vunerabities operatng nlds th natwork
s are (onduc(ed Y g of sy opl cted vulnerabilities are assessed and rectified based on a formal
5 Scans are performed by aualited personnel and organizational ek assessment framework
[ndependande o i tester exss (no redred 1 be s QSA or ASV)
Itcma ety scans e petomed e anysgifcant chanos
o folow: Mecharizns exi o perorn quartry temalvuneraity o, It securiy postur of al system companents s verfed olowing
e 400"k andcrcal vueraiie pe e enty's winrabity ntemat veinerabity Assessment, el segment of o ordanzaton memal etor. onifcant changes o the nétwark o ystems, auromate
1313 A ik Fains domed a Raaremert .3.1) s resue Functional | Itersects with rabilt V06,7 [mell s fescans uni passing results are obtaned o ail s Kool Gesion ta detect vulnerabiiis operating inside e network
= escans re conductsn Wineraplies arerelonenes deoed by the Cormen wirably Detactea yuinerabities are assessed and rected based on s formsl
2 Scans are priormed by auaihed personnel and organizatonal Scoring System (CVS9), ek assessment framework
[ndependende o in tester exlsts (no recred 1 be 3 GSA o1 ASV)
oxtemat vanerabity scans arepertomed s oo
" A leas once every &
= 511 I S5C Approved Scanmin Vendor (ASV)
5 VAinerabiiies are resolued and ASV Program Guide reuirements ; ov1 |Mechanisms exit to define and manage the scope for it attack ;
n32 A o et Functonal | Imersects with | AtiackSurface Scope. | vemo11[Hechenisms exist (o define and s i requirement s not elgbe for the customized approsch
Rescans are peformed as needed to confim that vunerabiltes
B ek pr e ASY Program Guld equrement o 3 asing
fcermatvunerabiy scans ae pertormea s otows
A last once every &
5 B PCISSC Approved Scamning Vendor (ASV)
2 " i AR e e | i | W | s 50 o propery identied, s i requirement s not el for the customized approsch
Rescans are performed as needed to confirm that vinerabiltes
Ere v pr ne A5 Progtam i redrement o 3 passing
terma ineratity scans repetorms 3 ollows
o A eas nce eveytvee one
= 5yara 460 Scanning Vendor (45
e L sl Pt cuie requremens vog | Mechanisms exis to detect vulnerabiies and configuration rrors by
132 A A Functional | Intersects With | Vunrabilty Scanning Vei0g [fechanisms existo detect winerabiltes and confgurat s i requirement s not elgbe for the customized approsch
sre erformed as needed to confim that vunrabiltes
S resomed pef the ASV Program Gulde requiements for 3 paseing
cemat vunerabity scans are perormed a allows:
Rlensionceeverytrce
Mecharisms exist o perform quartely external vulnerabilty scans
By I S5C Approved Scanmin Vendor (ASV) 6
; ) . [outsd the organizato's network 196kIng Inward) vi a rputabla
132 A for g s 1 YOO S NS | i | sy | OLENRY | vwass sl S s e sl s i requirement s not eligbe for the customized approach
Suk are Sbtained br all Tigh” ulnerabilties are résoe
G5cans ae performed 2 needed o confim that vulnerabltes
ars resolved per the ASV Program Guide requirements for a passing [defined by the Common Vuinerability Scoring System (CVSS)
terma inerabity scans arepetomed st anysgicnt
change a2 fo e secury postre o at st comporents e oo
e e St re sore 4. righr by e cvss re oms e ©unerabities and configuration err: Sonicant changes o the netarkor stems.
1321 A vea Functional | Intersects With | Vunrabilty Scanning Vpmog Mechanisms exs o detect vnarabilties nd onfiguraton emors by s S0 aned o detec vlnerabliis operatng o Ui o network
= Resczns are conducted as needed. ine v ity 'g of sy: PPl Dele([ed vu\nevahmnes are assessed and rectified based on a formal
2 Scans are periormed by auaihed personnel and organizatonal ik assessment framework
[ndependande o the tester exists (not redred 1 be s GEA of ASV)
fecematvuerabiyscans are erarmed ateranysgincrt
chang It securiy postur of al system companents s verfed ollowing
Velterabiies tht re scored 40 orhighr by the CVSS are ionicant ihanges o he natwork o Sysems, by i
1321 NA Fesolvea: Functional | intersects With | Atack Suface Scope | veM.1.1  [echanisms exist to define and manage the scope for s attack s Gesigned to detect winerabiltes operatng rom outsde the network.
[w Rescans are conducted as needed. 9 rected vulnerabilities are assessed and rectified based on a formal
5 Scans are prformed by uaited personnel and organizatonal ek assesément framework
[ndependende of i tester exists (not reduired 1o be s QBA of ASV).
oxtema ineratity scans are pertome afranysgifcant
change o fo ITh securty postur of al system companents s verfed ollowing
< Valherabiltiesthat are scored 4.0 orhiher by the CVSS are fecharisms exist o identfythe breacth and depth of coverage for ionifcant <hanges o he natwork o sytems. by i
1321 A ved Functional | Itersects With | reactn / Depth of Coverage |  VPH-06.2 vunerabitty scanning that doine he systom components scanned s Sesigned to detec vanerabilies operaing rom auiSie the network,
= Rescans are conducted as nseded, 5 types of vanerabifes hat are chécked or. Detetied vuinerabiies are asseceea and feciied based on  forml
= Scans arc pefarmed by qualited personnel and organizatonal ek assessment framework
[ndependence o i tester exiss (not recured 10 be a GSA of ASV)
fcematvuerabiyscans e erarmed ateranysgincant
change as fol Mechanisms exit to perform quartely extenal ulnerabilty scans It securiy posture of alsystem companents s verfed olowing
e S St e sore 4. rer by e vss re extermal Vulnerabit {outsd the organizations network 156kng Imward) vi a reputable o e o the by usn
11321 NIA Functional Intersects With ‘Assessment S(ansy VPM-06.6 |vulnerability service provider, which include rescans until passing 5 lesigned to detect vulnerabilities operating from outside the network.
= Rescans are conducted as needed, resus are abiained or a ‘Woh" vulnerabitis are resoived, a5 Detecied vuinerailies ae assossea andrecied based on a torma
5 Scans are periormed by auaited personnel and organizational [efined by the Common Vulnerabiy Scoring System (CVSS), ek assessment framework
the tester exists (not required to be a QSA or ASV).
external vinerabilty scans are performe after any sigificant
change o follow It securiy postur of al system companents s verfed ollowing
e bl st v score 4.0 o hiher by e s are ionicant ihanges o he natwork o Systems, b ing tools
1321 A Functional | itersects iy | Vuinerabilty Remediation | ypy. g Mecharism exist o ensure that winerabiltes are properly dentifed. s Gesigned to etect vlnerabiites operating rom auiside the network,
Res:ans are conducted as needs ocess acked and remediatec |Detected vulnerabilities are assessed and rectified based on a formal
5 Seone e petormed by auained personnel and orgarizatonal ek assesement framework.
[ndependende o the testr exiss (not redired 10 be s QSR of ASV)
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PCI DSS v4

version 2026.1_x000a_03/27/2026

sTam srm Securs ControlsFramework (ScF) otn o
FDE Name Focal Document Element (FDE) Descriptions Rationae Relationship SCF Control e D
s pentcto esting methodlogy i defnes, documente and
Imicmented by th ety ana e
e iy e penatistiont i aorac
Coverage for e kD e systems.
= Testmgrom both nide and ousige he network
& eIt Vatateany Scomentation and scope- eduction conos
= Appication ayer peneratin testing to dant. 2t a minmun. the
Cuiraliie d n hequrement 24, s formal methaiog = dein o thrsugh technictesting tht
141 A rptntion (e bt exompars al conponents | runcinal | mrsecswin | wada oo vetenton | ocwts ST St e et s s e termpts t explalt vlnerabiies and securty
[that suppnn network functions as well as operatir [applicable statutory. regulatory and contractual obligations. |simulated attack methods by a competent manual atka:ker
Review and Consderaton of aats and vonerapiies evperienced
I the a5t 12 months,
I Documented approach to assessing and adressin th ris posed
By oxplttable wiherabilies and securty weaknesses found durng
péntration testing
| Retention of penetatin testing results and remediaton activities
Fesals for at leas 12 manths,
h peneaon testng methodlog s geined ocumented, ans
Imicmented by the oty na nc
G S bt st oo
= Coverate o ie e CDE porimeter aa et systems,
Testing fo both Inside and outside the network
= Tectng to validae any sagmantaton and scape- eduction contol.
5 Aoplcation ayer pandraton esting to dsnty. ar & minmum. e
[Fulherabiies 1sted i Reauirement 6.2.4. Thveat Analysis & Flaw Mecharisms exit torequire system developers and intesrators to | formal methodology i defned for thorough technical teting that
141 A e Neorilyerpentato et hat compaseall components | functanal | Itrsects Wan | Remedaton durn 140:04 reate and execute  Security Testing and Evaluaton (STEE) pian, or termots to explolt vunerabiiies and securty wesknesses
hat support hetwork functions a2 wel a5 aperatng sy Development il process, t dentiy an remediate flaws durng develapment Smulated attack methods by  competent manal siacker
e e coneraon ofthres and wlnrapiies exprienced
I the a5 12 months,
= Documented approach to assessing and addressing th isk posed
5 Exptabie vunerabiies and secuty wesknesses oun dorng
lénetration tesin
e Retenionof petaton esting resuts and remeciation actvites
Fesal for 3t leas 12 month
I penetraton testing methodalogy i defned, documented, and
[iemer o e nity: ana s
o sy acceptea penebation testing spproaches
= Coverage fr the epire CDE perimeter and crical systems,
5 Testng from both nide and outsiae he network
oA oo anysegmertaton andSape Tt coirls
- Roplcaion e pdvaton teing o den, ot a minm, he
Fulroiies s n Aequremert o orsge s o6 [echanisms exist o requie system developers and ntegratars to I formal methodolooy i defned or thorough technical tesing that
141 A = Networiyer penciroion eos that encompass all components | Funcional | nterscts ith per Threat Analy Toa15 [{eyelop and implement an ongoing security Testing and Evaluation. attempts to exploit viinerabites and security weaknesses via
Khat support network functions a5 wel 25 operating systems, (STEE) plan, or similr process,to cbjectively identity Simulated attack methods by 2 competent manual atacker.
= Revicw and consideration of hreats an vanerabiihes experienced
I he ot 1
= Documentea approach to assessing and addressing th risk posed
5y cxplttable vunerabilties and securty weaknesses found durng
lenetration
| Retention of panetatin testing resuls and remediaton activtes
Fesal for at least 12 months
Wecharisms ex o conduct penelraion esting on Techmaiooy
Resets, Appications andjor Sérices (TARS)
i penetration tsting methodoiooy i defined, documented, and
[mptemented by the emity. and el
sy secpted peneiao s spproch
veras o th i COE permetes <l ystams
= Fesingrom both msge and e
= Teting o valcat any scomentaton an scop. reducton conrls,
¢ Ropicaton v ponvaton ey o den. ot a mmm, 0
Fulheramiies 1seq in Recure s formal mathiog = dein o thrsugh technictesing tht
141 A e Nebvoricyerpentraton et ot encompass al components | Functional | IntersectsWith | Penetration Testing Vo7 atermots t explalt vinerabiies and scurty weaknesses
ot uppor netwark funceons 22 wel o aperating ystems Smied stk meihogs by 3 competent manual aacker
e R coneraio o hronts st vanerapiies xperienced
I the ast 12 m
1 toassessing and adressing the risk posed
5y explottable inerabillies and securty weaknesses foun durng
péntraton tesin
= Retention of penetatin testing resuls and remediaton activities
Fesals for st leas 12 months,
b peneaon testing metnodlog s sefine ocumented, ans
Imicmented by the oty na nc
= sy accepted panebation esting
Coveragaor g nirs Ot primetr a7 mw systems
= Testmgrom both nsde and o
= Tesing i valloe any scomentation am scape reduction conrls,
2 Aopicaton ayer penetaton testin to dentiy. at a minmunn. the
[Fulherabiies 1sted i Reauirement 6.2.4. ndependent penetration Agent rechanisms exist o iz an independent acsessor o penctration s frmal methados s deine o thrauh tchcatsingtrt
1141 NA penetration tests that encompass. au mmpanems Functional | Intersects With e e 9 VPM-07.1 e e e etrarian tasti P [attempts to exploit vulnerabilities and security weakness
[that support network functions as well as operating P P 9. |simulated attack methods by a competent manual a([a(kev
o Revicw and consideraton of hreats and vanerapiies oxperienced
I the st 13 monh
= Documented approach to assessing and addressing th isk posed
5 Expitabie vunerabiies and secuty wesknesses ouna dorng
lénetration testing
2 Retention of penetation testingresuls and remediaton activties
Fesal for 3t leas 13 months
Wechansm eXE o Conduct penetration esting on Teehmaiooy
|assets, Applications andor Services (TAAS).
Interna penetration testing is pertormea
[3 ber the entity's defined methodology. Internal ystem defenses a verfed by technica testing accoring to
142 A areran ahy Sancapt infasiructure or applcaton upgrade o change | Funcional | IntersectsWith | Penetration Testng vem07 the entity s defined methodology as frequently a5 needed to ada
2,51 cualifed ntermal resource or quafed externa trc-party volving and new attacks and hreats and ensure
lm Organizational independence of the tester exists (not required to be (changes do not introduce ur
5 QSR or ASv
Interna penetration testng s performed
o Fer the iy’ defined methodology. tema st ateses revrite oy ecica estig accrdng o
a2 " MmySwmmmmdmmmmmwmgmme runctional | inersects i | 1ndependent Penetration Agent | gy 7.1 Mecharisms exist to utize an independent assessor o penetration < Gefned meinodology = requently 35 necded fo aadress
2 fteromy signfcont nffostructure o applicaton upgrade or Team eam o perform penetraton tesing Jevohing and new atacks and hrcatsand eneure tht St
o Orgamzanmva\ independence of the tester exists (not rellmred to be [changes do not introduce unknown vulnerabilities.
[a QSA or ASV)
externat penetraton testing s pertormed
e the ity  Gefined methodology
2 A st ance overy 12 el system defenses are vrifed by techmical tesing according
as " = Aterany sigincant nfrasiructure or pplication uparade or change | puncuonat | ntrsects witn | I€pendent Penetraton Agent | 7.y [ Mechanisms xis o ulize an independen ssessor or penetration o he entiy's aefnes methodology as requenty 2 needed to
- 5,59 cualifed nteral resource or quafed externa i party or Team 1 eam to prform penetraton tesing. s evaling and new attacks and Ivéats, ang to nsure that
= Organizationl Indepenaence of e ester xists not requred to be Sonitcant changes do no mtroduce unknow vulnerabiies.
5 Gk or ASv
continuea on next pae)
Wecharisms eXst o Conduct penetralion tesing on Tedhnaloay
sers, Appicatins and/or Serices (TARS)
externat penetraton testing s performed
e Py e meiodoiosy
KeTenst ancd every 12 monthe xtema syt dforses re v by technica testing accorcing
¢ sy Sricart e o spplcation vgrads o hange Ko heeny' s mthidios o eduenty 2 eads
a3 N e e e | Functional | intersects With | - Penetration Testing VP07 iress eviing anc now aHacks and teeat, ad t gnsre that
= Oroaniational Imdependence o e esker vt ot redured tobe Sonitcant changes do not mtroduce unknow vulneraiies.
5 Q5K o ASv
continuea on et page)
[Explotatle vunerabitis and securty weaknesses found auring
pénetration testing are corrctea 34 alows st s i Mechanisms exit torequire system developers and inteorators to
144 A codance wh th entfy's asesement o th i posed by te | Functonal | Itersects Wi medlation During 140:04  |create and execute a Securty Testing and Evaluaton (STGE) pia, or |yunerabites and security weaknesses found while verfying system
lsecurity issue as defined in Requiremer Development lsimilar process, to identify and remediate flaws during development, ttigat
= eneiration tesing i repeatad t vty ine corrections
[xploltable vunerabities and security weaknesses found during R bechanins et o rure st seveloersa tsgratrs o T —
a4 N o accordance with the enty's sssessment o therisk posed by the | Functional | Icersectswith | P*“EN 20 TEG e TOALS (ST pian, or st process, 1 sbjectely aeniy and remeiate detenses are migated
|n Penetration testing is repeated to verify the corrections. |vuinerabilities prior to release to production.
lotable winerabities andsecurty weaknesses found v Wecharism exst o Conduct penetralion eshing on Tedhmaloay
encuaton tesing e conecod s aloua. ---c* found during sets, Appications and/or Senices (TARS).
144 A e acCordance i ne e asessent of e ri posed by the | Funcional | nersects i | penetzton Testing Vo7 |snerabiltes and security weaknesses found whie verfing system
Secunty ssue as deined In Reatirement
= eneiration tesing i repeatad t vty ine corrections
rsegmetan s s o s e <0 romaner et
pertraio tess are o on segmenttion contolsas falows
R e oncecury 53 mom and ey chanes o
Fegmeriato conlaim
ey o) Smentaton conlsmetrds n so
I A(mrdmg to [hg entity’s defined penetration ‘ESN"Q methodology. Mechanisms exist to ensure security functions are restricted to [If segmentation is used, it is verified periodically by technical testing
145 A o Contirming | fg:;53;‘35333"%‘;;;;";;?5‘ e o | st | s wnn | WSS | aioas ottt et o e continual efectve, mcluding afer any changes,n soatng
la Confirming effectiveness of any use of isolation to separale systems for necessary job functions. [the CDE from all out- of-scope systems.
Wi lfferng securty tevls (seé Recurement 2.2.3)
ooy A el e o e el i
Szt independence of v et st ot reured o b
B askar vy
etz o0 o crare ek e e Tk
Segmentation i islae Technology Assets, Appcations andi
Services (TARS) to protec fom afher network resources
I seomentatian is used to iolate the CDE from other networks,
[eneiation tests are performed on segmentation Cotral a folows:
SR east nce every 12 months and aitr any changes 1o
Fegmentation conrolsme
= Cavering al segmentaton controlsimethods n
8 Accoring o ine entity'sdsfineo penlraton testing methodolooy.
1145 A o Confirming that the segmentation controly/methods e 0perational | puncyonal | ntersects with | NeOwork Segmentation | yer.gq g Cominsaty efectiv, ncloting oner any harges, m oatng
S effctva, and islate the CDE from il Guta-Scape systems. {macrosegementation o be continual ffective,including o -
2 Confiming ffectiveness af any use o slaton t0 Separate systems
i afaring Securty lvels (se¢ Requrement 22.3)
= Prformed by  ausited ternal resource or qusfied exteral third
party.
8 Organiztiona indeperndence of thetester eiss (not requied tobe
5 QKo ASv

Secure Controls Framework (SCF)

29 0f 38



Set Theory Relationship Mapping (STRM)

1145

FDE Name

NA

Focal Document Element (FDE) Descriptions

IIf segmentation is used to isolate the CDE from other netw

Ienchation toss e performad on sedmentation conrals ot lows
Jeast once every 12 month and after any changes to

lsegmentation controls/methods

[m Covering all st mentanon  controlsimethads n use

& According to the entit's defined penatration testing methodology.

= Contrming ot he scamentation conratsmenods are Sperctions!

ong effective, and iolae the CDE from all outof scope syst

I8 Confining effectiveness of any use of olabon 1 separate systems

[t ifering securiy levels (see Requirement 2.2.3)

 performes by @ qualifed nteral resource or qualied extenal third

I nganizational Independence of the tester exits (not required to be
lb @SA or ASV).

STR
R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

DMZ Networks

NET-08.1

Secure Controls Framework (SCF)
ontrol Description

IMechanisms exist to monitor De-Militarized Zone (DMZ) network
[segments to separate untrusted networks from trusted networks.

Strength of

Relationship

version 2026.1_x000a_03/27/2026

If segmentation is used, it is verified periodically by technical testing
to be continually effective, including after any changes, in isolating
lthe CDE from all out- of-scope syster

145

Iff segmentation is used to isolate the CDE from other networks,
[penctration tests are performed on segmentation controls as follows:
lm At least once every 12 months and after any changes to
segmentation mmrms/memo
la Covering all segmentation controls/methods in use.
= Retordiag o e emticy 5 detmed pencuation teating methodeloay
o Confirming that the segmentation controlsimethods are operational
tive, and slatethe COE fom al outof scope
o Coming SFectences oy oo of hoiaion o ceprrate ystems
it difering securiy levels (see Reauirement 2.2.3)
= Partrmady s qualfied intoma resource or sl extamaltird
lparty

[ Organizational independence o the tester exists (not required to be
lo QsA or ASV)

Functional

Intersects With

Security Function Isolation

SEA-04.1

echanisms exit o isolate security functions from nor-securiy
[functior

[ segmentation s sed. s verfed periodiclly by technical testing
lto be continually effective, including anges, in isolatin
the CIOE from alf . of-scope Systems.

1145

NA

I segmentation is used to isolate the CDE from other network:
fpenetration tests are performed on segmentation contros 2= Tolows:
Jeast ance every 12 months and sfter any changes
lsegmentation controls/m
Cverig o seomentaton cantrolsimethods n use
| According toth entit's defined penetration testing mettodology.
= Confirming that he segmentaton controlsimehods are operational
[and effective, and Isolate the CDE fram il out of-scope syste
o Confirming effeciveness of any use of isolation to Ceparate systems
Jwith differing security levels (see Requirement
e Performed by 2 quaifed nternal esource or Fuanfied external thrd

i Orgamzalmna\ independence of the tester exists (not required to be
lp QSA or ASV)

Functional

Intersects With

Secure Development
Environments

ToA07

IMechanisms exist to maintain a segmented development network to
[ensure a secure development environment.

145

I segmentation s used to iolate the CDE from ather networks;
penetrtion ests ore gmentation controls as follows:
[ At least ance every 12 months and afer any changes to
Cegmentoton contralsimetnads
= Covering all segmentation controlsimethods i use.
lm According to the entity's penetration testing methodology.
= Contiming that the segmentation controls/methogs are operational

lond effective, and isolate the CDE from all out-of-s scope st
lm Confirmin f any use of isolation to
it difering securty evels (see Requirement 22.3)

med by a qualified internal resource or qualified external third

I rganizational independence of the tester exists (notrequired to be
lo QSA or ASV)

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology
|assets, Applications andor Services (TAAS).

If segmentation is used, it is verified periodically by technical testing
0 be continually effective, including after any changes, in isolating
lthe CDE from ail out- of-scope systems.

1145

I segmentation is used to isolate the CDE from other network:

lpenetration tests ara performed on Segmentation controls a5 ollows:
least once every 12 months and after any changes to

lsegmentation controls/methods

|a Covering all segmentation controls/methods in use.

[m According to the entity’s defined penetration testing methodology.

lm Confirming that the segmentation controls/methods are operational

land effective, and isolate the CDE from all out-of-scope systems.

s (see Requiremen
m Performed by  qualifed nerna resource or ualfied external third
par

[ Orpanizational independence of the tester exists (not required to be
lo QSA or ASV).

Functional

Intersects With

Independent Penetration Agent
or Team

VPM-07.1

IMechanisms exist to utilize an independent assessor or penetration
lteam to perform penetration testing.

If segmentation is used, it is verified periodically by technical testing
Ito be continually effective, including after any changes, in isolating

[the CDE from all out- of-scope systems.

1146

ladditional requirement for service providers only: If segmentation is
Jused o solate th CDE from other netwarks, penetraton tests are

on segmentation controls 3= fallow
o At east once every six months and after any ehanges to
Segmentation controism
= Eoverin i coqmentation :unlru\slmcthuds in use
la According to the entity’s defined penetration testing methodology.
= Confirming tha the segmentaton controlsimethods are aperational
lond effective, and isolate the CDE from all out-of-scape syster
lm Confirmin any use of isolation to
[with differing security levels (see Requirement 2.2.3).
e erformes by o quolifed nternal resource or qualied extenal tird
lparty

& Organizational independence o the tester exiss (not required to be
lo QSA or ASV)

Functional

Intersects With

Restrict Access To Security
Functions

END-16

[Mechanisms exist to ensure security functions are restricted t
[uthorized individuals and enforce feast prviege control eauirements
ffor necessary job functions.

If segmentation is used, it is verified by technical testing to be
lcontinually effective, including after any changes, in isolating the CDE
rom out-of-scope syster

1146

NA

ladditional requirement for service providers only: If segmentation is
lused to isolate the CDE from other networks, penetration tests are
performed on segmentation contrls s follws

and after any changes to

= Covering al segmentaton (on[ro\s/methods in use

ccording to penetration testing methodolog,
| Confirming that the segmentation controlsimethods are operational
land effective, and isolate the CDE from all out-of-scope systems.
fining effectiveness of any use of olation to eparate ystems
[with differing security levels (see Requirement
s Performed by 2 quaifed ternal esource or Siatfed externatthird
lparty

& Organizational ndependence of the tester exists (not required to be
lp @SA or ASV).

Functional

Intersects With

Network Segmentation
(macrosegementation)

NET-06

[Mechanisms exist to ensure network architecture utilizes network
jmentation to isolate Technology Assets, Applications and/or
[Services (TAAS) to protect from other network resources.

segmentation is used, it is verified by technical testing to be
oty dfectve Inclucing after an changes, in I5aating the COE
om out-of-scope syst

1146

|additional requirement for service providers only: If segmentation is
lused to isolate the CDE from other networks, penetration tests are
[performed on segmentation controls as follows:

[m At least once every six months and after any changes to
lsegmentation controls/methods.

[a Covering all segmentation controls/methods in use.

[m According to the entity’s defined penetration testing methodology.
la Confirming that the segmentation controls/methods are operational
land effective, and isolate the CDE from all out-of-scope systems.

s (see Requiremen
m Performed by  qualifed nerma resourceor ualfied external third
par

[ Orpanizational independence of the tester exists (not required to be
lo QSA or ASV).

Functional

Intersects With

DMZ Networks

NET-08.1

IMechanisms exist to monitor De-Militarized Zone (DMZ) network
lsegments to separate untrusted networks from trusted networks.

If segmentation is used, it is verified by technical testing to
Comeualy Secie, mclocing after oy changes, n kg the COE
ffrom out-of-scope systems.

1146

ladditional requirement for service providers only: If segmentation is
lused to isolate the CDE from other networks, penetration tests are
lperformed on segmentation controls as follows:

o At east once every six months and after any changes to
egmentaton conrarmetnods

e Evering a oqmentation controlsimethods in

lm According to the enmy s defined penetraion testing methadology
lm Confirming segmentation controls/methods are operational
ong effective ond ot the COE from all out- uf scope systems.

lm Confirming f any use of isolati

it difering cecurty ovels (so8 Requiement 22.3)

e erformes by o quolifed nternal resource or qualied external tird

I Orgamzanona\ independence of the tester exists (not required to be
lo QSA or ASV)

Functional

Intersects With

Security Function Isolation

SEA-04.1

[Mechanisms exist to isolate security functions from non-security
lfunctions.

If segmentation is used, it is verified by technical testing to be
lcontinually effective, including after any changes, in isolating the CDE
[from out-of-scope systems.

1146

NA

ladditional requirement for service providers only: If segmentation is
lused to isolate the CDE from other networks, penetration tests are
on segmentation controls as follows:

lm At least once every six months and after any changes to
lsegmentation controls/methods.
[a Covering all seqmentation controls/methods in use.
o the entity’s defined penetration testing methodology.

t the segmentation controls/methods are operational
ong effective, and iolae the CDE from sl outof scope systems.
|m Confirming effectiveness of any use of isolation to separate systems
Juith difering security level (see Requrrement 22.3)
by a qualified internal resource or qualified external third

 oganizational Independence of the ester exits (not required to be
lp S or ASV).

Functional

Intersects With

Secure Development
Environments

ToA07

IMechanisms exist to maintain a segmented development netwark to
[ensure a secure development environment.

If segmentation is used, it is verified by technical testing to
continually ffective ncucing after any changes, in wse\amg the CDE
[from out-of-scope syst

Secure Controls Framework (SCF)

30 of 38



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descriptions

STR
R

STRM
Relationship

PCI DSS v4

SCF Control

Secure Controls Framework (SCF)
ontrol Description

Strength of

Relationship

version 2026.1_x000a_03/27/2026

Mechanisms exis o Conduc penetraion Lesting on Technology
Resets, Appicatins andjor Serices (TARS)
lcitonal requirement forservce providers aniy: I segmentation is
e t eaate th CDE from other netwarke, penelraton st are
lpertrmed on segmentation conros a fol
e A o vy s i and sr oy chaes
Fegmeiato conrlamctnos
= Covering o seomentation cortrlsimethads n
¢ Accordn ot ety G enairation sing methodio. I seqmentation is used, I s veried by technical testing to be
145 A 2 Confirming hat the segmentation contralsmetnocs are aperationsl | Functional | ntersects With | Penctraton Testing Vo7 s Contnually ifective, Including afer any changes, m 0N the CDE
o cei, s sl e COE o it of cope Syt fom ourof scape systems.
= Confiming 1 any s of ot
Wi afaring Securty lvel (so¢ Requremen 2.2.3)
e s el ekt or s el i
¢ Crpomastonal ndepennce of e tster it (ot recure o be
[a QsA SV).
lditonal requirement for service providers any: I egmentation s
e t clate the CDE from other metwarks, penelraton st sre
n seomentaion contols 5 alons
A east once every s months an after any changes to
Eegmentation conralsmethocs.
= Covering a segmentation controlsimethads n e
= AcCorain to the entiy's dfined penetration testing methodlogy ndependent penetraton Agent rechantms exist o iz an independent assessor o penctration I seqmentation is used, i s verified by techical tstingto be
1146 NIA [m Confirming that the segmentation controls/methods are operational Functional Intersects With s or Team o VPM-07.1 |4 2 to perform penetration les(mp P 5 [continually effective, including after any changes, in isolating the CDE
[and eﬁecuve‘ and isolate the CDE from all out-of-scope systems. P P 9. |from out-of-scope systems.
8 Confirming ffectiveness of any Use of slaton o separate systems
|with dwﬂermg security levels (see Requirement 2.2.3).
'y  aualiied nternal resource or quafied exteral thrd
e Orsaniztional independence of thetestr eiss notrequired to be
5 QS or A5V,
FeChanis e o conduct pereiatn e o ooy
httons requrement for s tennt seice proiders o Mt A e e T Mt tenan service proviers auppont ther customers e o
147 A fenant Snvic procers Suppor (el Cusomert (7 exern Functional | intersects with | penetraton Testng Va7 s echnClesing it by provin acces o evidence i
[entration tesun per Requrement 11.4.3 and 1144 comparable technlca tesig has ben undertak
s deection ancor nsusin:reventiontechnies ar e
v intrusion. echanisms to gtect retime suspcous o anomalous netwar
[ Al traftc s monfored ar the pemere of e COE. Mecharisms exist o implement Itruson Detection / Prevertion rafic at may be nicative of thret actor oty are mplemented
151 A = Al rffic s mantoredatcrica ponts i (s COE- Functons | mersects win | DS HEKenton) owon|otema i e n el e, e ek s 3;1';"9"379;¢'§;:;[0m 52 echantss are respanded i
B e oo, ments and network choke points Componerts cannot be compromisd 2 a resut of the detected
[signatures are kept up to date jactivity.
K5 Getec andor provent rusons o th neneork a5 oHows: Mechanisms to detec reattime suspicous or anomslous n
[ A taffic s moriored a th perimete of the CDE echanisms exis to monitr and contrl communications t the s S e i ‘mv‘m"led
1s1 A £ Al v & monkored 5 crica panis e o Functional | Itersects with | Boundary Protection NET:03  foxtenal network boundary and at ke internal boundaries wiin the s lerts enerated by these mechanisms ar respondes
- v alened to suspected retwrk
e A o Setectonav eventn snoes assines,ana components o b o 5 8 S5 deacted
[signatures are kept up to date
e s ™ Mechanisms to detect reaktime suspicous o anomalous network
= Al toffc s montored a the permeer of the COE o troson betection anisms xist to mploy Network Intruslon Detection/Prevention [ nat moy e nicative of treat actor actuty e mplemented.
151 A i & o cr s e Functonal | nersectswitn |, NEwork ntruson Detecton /| yer.op &am (NDS/PS) 1o Getectancor prevent miusons it tne s lers generated by theso mechanisms are responded o
& Al Intrusion detection and prevention engines, baselines, and Komponers oot e comromise 2. et of e detected
lsignatures are kept up to date. jactivity.
s sotctan st nuson:provenion eenies e uss Mecharisms to detect reaLtime suspicious or anomalous network
Lrafic that may be Indcative of réat actr activiy are [ mplemented.
[ Al traffic s moitored a th perimeter of the CDE Mechanisms exit o provide raning o personnel on rganization:
| Suspicious Communications & | g . [\ets Generatéa by these mechanisms are respanded to by
ns1 A et & ot ok ot e o Functionat | nersct win | SEECOUCOMTUCHNITE | sarca2 |dsned et of maiae o ecoonze sapous communcations s ferts generated by these mechanisms are fesponded to by
2 Al Inrusion aetection and prevention engines, baselines, and componeris cannot be compromised 8 8 esul of the detactad
[signatures are kept up to date. Y-
ational equirement for erviceproviersany: s detection oson Detection & preventon Wechanisms xist o fmplement ntruson Detection  revertion echanisms s n lace togeect ang serprevenkcovert. |
1511 A oo mrsion prevention echniues detec,aer onprevent, and |  Functonal | ntersectswiun | TUSgn Detection & prew MoN 01 fysems (55 1) ecmologes n el sy, ke neor s <
e : 3 these mechaniams are esponded to by personne,or by
Sacresscover ramware ommunicaion chamnel S&aments and network choke poins by these mechanisms are responded to by pemomelorby
Mechaisms are inplace o detect and aletprevent cove
lcitonal requirement forservce providers aniy: Intrusiondetection
" | Analvze Tatic or Covert 111 [Automated mechanisms exis to anaiyze network raffcto detect oo i G ndonrl s Aasseneraed
1511 N fondlor itrusion-prevertion techniques detect alert onpreven. and. | - Functonal | Inersects With Eutitration HON-ILL L dota extitration s oy hese mechansms are responded to by personnel, o
tomated means hat ensure tha such Communications are blocked
Jdditonal requirament for ssvice providers only: Intrusion-detection IMechanisms exist to conduct covert channel analysis to identify e e iy e noyerect and "emm"e"‘ e, ed|
1511 A ndior mrusion-preventian techniques detect, aert onprevent, and |  Functonal | ntersects With |  Covert Channel nlysls |  MON-L5 aspects of ommunication tha are poremial avenues for covert s
e o hese mechaniensare respanied oy persomnc
[pddress covert malware communication channels. [channels. |automated means that ensure that such mmmum(a(lons are blocked.
lcitonal requirement forservce providers anly: Intrusiondetection Network Intruson Detection/ echanisms exis o employ Network ntusion Detectin / Pevention Mechanisms are ‘;;h‘a;;mtgndi;e;;;ﬂfq;ﬁ;/g;g;;;<;y§,ls senerated
1511 A Bl i reseion s etk strtnprevnt na | Functana | Irsects Wi | 1Sk 1 DlSEUen | eroa fyams (DS IRt erect anco prevent nirusns o he s communications with command and control systems At
[pddress covert malware communication cf automated means that ensare that such communications are blocked
Jdditonal requirament for ssrvice providers only: Intrusion-detection Suspicious Communications & IMechanisms exist to provide training to personnel on organization- e o e e e ted
1511 A ndior mrusion-prevention techniques detect, ajertonprevent; and |  Functonal | Intrsects With SAT.03.2 fieined imdicators of malware t recognive suspcious communicatons s
Anamalos System Behavior o hese mechaniras are responded oo by persoancl o
Saress covert maware communication channts 3 anomalos behavior oy these mechanisms are responder to by persomneborby |
Change-detection mechantsm (ar xample, i ntegrty monttoring
Kool 12 deployed s foows: Mechaisn it to iz i gty Nanior (I, orsvlar
152 A Sonnel 0 unauthorized modifcation (inclucing Functional | itersects i [EVSPOIntFlentegrty Monitorng| 05 hechnoioges to Uthansed changes to s Critical fes cannot be madifed by unauthorized personnelwithout an
[changes, additions, and deletions) of critical files. |selected files and configuration Sr.‘ttmqs 19 9¢
To perfom crical e comparisons af ieat once weekl.
fchange detection mechanism (or xample,fe ntegity monitoring Mechanisms exist to utlze a File Integriy Moritor (FI),orsimiar
017 [hanoe.detecion technolooy,on cical Technolooy Asser, il e canot b i by unauthorzed prsannl it an
152 A "°To ler personne o unauthorized modifcation (including Functonal | nersectswitn | Fie ntariy Monioring (M) | oW1 [Shonedetection technology, on el rechnaiooy Asee s Criica fles comnot
Enanges, adanions. and deletons)of crcal fes Applicatons andjor serice
o periorm cica e comparsons a east ance weekly -
I change- and tamperdetecton mechanism i deployed as folows:
o To aler prsonnel o unauthorized modifcation (neiuding indicators
{ Compromze, changes, addions, and deletons) o the TP
Readars an i contents of payment pages as eceived by the
onsimer bronser
ecommerce skimming cose ortechniques cannot b added
s conire o et e rcae HTT hescer echarisms exist o peiodically review system configuratons to
161 A o paymert Functional | Itersects with Peradic Review CFG03.1[Gentiy and sabis unnacessary ancjor non-secure funcions, prts, s :ﬁ;,’t“g:m;ﬂ;::;;{eﬁ"nff‘;{;"‘mﬁ:;’::‘g‘;’rgggf;'{””‘““‘ a timely
e ;gg;pggfgggg;‘;gz e perfomed as folows protocols and services. [Tom paymont pages without  prompt aert being gencrated
o
[ Permm:aH‘/ (at the frequency defined in the entity’s targeted risk
5 Which i pertormed accoraing 10 all lements speced in
Reasrement 1235,
I change- and tamperdetecton mechanism i ceployed as follows:
o To alor personne! to unauthorized modifcation (ndiucing indicators
S compromie, changes, addiions, amd deletons) to the RTTP
Readars an e contents o payment pages as received by the
e mechanion s configured to evaluate th ecelved HTTP header Mecharisms exist to tize Fle ntegrty Moritor (), o smiar E-commerce skiming code o techniques cannat e added to
161 A o payment page Functional | Itersects it [EVSPoint FileIntegrity Monitorngl e, 0 chnologies,to detect and repor on Unautharzed changes to s payment pages as receved by the consumer browser without  timely
e mecharism functions are performed as follows Seected fl and configuration settngs ler being gensrated. Antskimming messires cannot bere
|- At least once every seven days payment page promp! 99
on
I perioacaly (o th frequency defined n the entiy's targeted isk
analysc, which s perfrmed accoraing 1o all eements speciied in
Reaurement 1231
I change- and tamper.detecton mechanism i deployed as follows:
o 3iet personnel o unauthorized madicaton (ncuding indicators
S comprom, changes, addiions, and deletons) o the HTTP
Pesders vt conents of paymnt page  eceve by he
Consumer brow
chanisms exit to utize a File Integriy Moritor (EM),orsimiar e commerce skimming code or techniques cannat be added to
er " e T mecnim s contured to vt e receved TP heaser || ooy o | wonons [ e o e e S s et ages s el by i concumr rows wihout iy
ondpaymentpage. e as folows 9 9 [Roplkations anclor Senaces (TAS) to generate et for e i generates. A skmming messres ¢
e The mechanism function are pe CRauthonzed modfcatons Tom paymont pages WRRGuT a prompt iet beng generated.
"
Periodically (at th frequency defned n the entity’stargeted risk
analyss, which s perfrmed accoraing o all sements speciea in
Reaurement 1231
I chanoe- and tamperdetction mechanism i deployed s fllows:
8 To alort prsonne! o unauthorized modifcation (neiuing indicators
S comprome, changes, addiions, and deletions) o the HTTP
Resders an i cantents ofpayment pages as recened by the
“’T“meili;"mfm s configured to evaluate the received HTTP header echanisms ettt gtect and espond 1o nicatorsofCompronise e commerce simming code or techiques camnat be added to
161 " 50 paymen pagi Functional | Itersects With | Website Change Detection | WEB-13 |00 or unauthorized alteratins. adations, deletions r changes o s payment pages as received by th consumer browser wihout 2 imely
e A cons e prmas s oo [hebsles that tore, process andortransmit Senselrégulated dats. pler being generoted. Antikiming meosures cannot be
"
Peiadically (3t th frequency defned n the entity'stargeted isk
bl wich £ perforne sccoin i i ment sacne
1).
o overai informatio securty plicy i
e Eetabianea
Mecharisms exist o establsh, maintan and disseminate polcies
i Publishing Securty, Compliance | ¢ . . It srategic abjectives and pincples of informatin security are
1211 A o Publshed. Functonst | nersects win | PP Sy Conplance | Gov.aa tandardsand procadure necssiry o s, compiankand s e srotegic bjectives and principles ofnfr
[w Disseminated to all relevant personnel, as well as to relevant P:
Fendors and business parners.
S T—————— Wechariams eX o review the Securty, Complance & Rednce
[ cusralinformation securiy policy is Prooram (SCRP). incluaing poiies, standards and procedures,
rerodcRevien & Uit of ianhed intervai o if ignifcant hanges oceur t ansurs ther
Sbished ’ o ssogi abectives and princles ofmfarmation sourity are
1211 A o Published. Functonsl | nerect Wit | Sy, Complanca | GOV3  Conining oo, soeauaey ond chectveness s e strtegic abjectives and principles o
= Disseminated to all relevant personnel, as well as to relevant 9!
Fendors and business porners
I inormation secury poicy = ] ; »
1212 A J Reviewed at least once every 12 Functional | itersects with | PUBlshing Security, Complance | o,y [HECHAMSMS exit {0 establieh maintai and disseminate polces, s o informationsecuriy olcycontinues o relct thearganiaton's
jpdated as needed to reflect changes m business objectives or risks| & Resilience Documentation o s 4 pliar strategm objectives and principl
m the environment. P
Wechariam eX o review the Securty, Complance & Redence
[ nermatio securty gty i Pego povew St o Prooram (SCRP). incluaing poiies, standards and procedures,
1212 " = Reviewed at teas once every 1 functional | intersects it WSRO OT | vgs  [olanned imtervals or f signheant changes oceur o ensure their s [ tormaionsecurty sty continues o e e rgazaion's
iated o5 neaged to ey hanges  business abjectives o rsks Eomiioing Suasity. sdoduscy and efectueness Sirateqi objectes and princp
o Updated o= needs > Residnce Pogtem .
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Set Theory Relationship Mapping (STRM)

1213

FDE Name

NA

Focal Document Element (FDE) Descriptions

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities,

STR
R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Publishing Security, Compliance
& Resilience Documentation

Gov-02

Secure Controls Framework (SCF)
ontrol Description

IMechanisms exist to establish, maintain and disseminate policies,
Jstandards and procedures necessary for secure, compliant and
resilient capabilites.

Strength of
Relationship

version 2026.1_x000a_03/27/2026

lPersonnel understand their role in protecting the entity's cardholder
ldata

1213

NiA

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
locknowledge their information security responsibilities.

Functional

Intersects With

|Assigned Security, Compliance &
Resilience Responsibilities

Gov-04

Mechanisms exstto sskinans o mors uslifd nchiduls wth the
Imission and resources to centrally-manage, coordinate, deve

mpiomant and mainai s ereeroroe wiss Secutty. Compiance &
[Resilience Program (SCRP).

[Personnel understand their role in protecting the entity’s cardholder
ldata

1213

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
locknowledge their information security responsibilities.

Functional

Intersects With

Defined Roles & Responsibilities

HRS-03

IMech: to define roles & for all

lpersonnel

[Personnel understand their role in protecting the entity’s cardholder
ldata

1213

[Tne securty paliy clearly defines nformation scurity roes and
ersonnel, and all personnel are aware of and
eimwiedge el iformation Socurly racpaneilinies

Functional

Intersects With

User Awareness

HRS-03.1

IMechanisms exist to communicate with users about their roles and
responsibiities to maintain a safe and secure working environment.

[Personnel understand their role in protecting the entity's cardholder
ldata

1213

[The security policy clearly defines information security roles and
Iresponsibilities for all personnel, and all personnel are aware of and
lacknowledge their information security responsibilities.

Functional

Intersects With

Terms of Employment

HRS-05

IMechanisms exist to require all employees and contractors to apply
[eybersecurity and ection principles in their daily work to
[enable secure, compliant and resilient capabilities.

lPersonnel understand their role in protecting the entity’s cardholder
ldata

1213

[Ime securiy ot ceary defines informationsecuriy s ong
Iresponsibilities for all pers el are aware of and
eromiedoe ey ifarmaton securiy ospanabies

Functional

Intersects With

Rules of Behavior

HRS-05.1

Mechanisms exist to define acceptable and unacceptable rules of

including
onaccepane behovior

lPersonnel understand their role in protecting the entity’s cardholder
ldata

1214

NA

[Responsibility for information security is formally assigned to a Chief
Informaion Security Officer or other nformaion security
mber of executive

Functional

Intersects With

|Assigned Security, Compliance &
Resilience Responsibilities

Gov-04

echanisms exs o 2s5n one or more ualined ndiduas with e
Imission and resources to centrally-manage, coordinate,

ptement bné il an enceroba s Secutty. Comphance
Resiiance Program (SCRP)

|A designated member of executive management is responsible for
information security.

1214

NiA

[Responsibility for information security is formally assigned to a Chief
linformation Security Officer or other information security
member of executive

Functional

Intersects With

Incident Stakeholder Reporting

1RO-10

[Mechanisms exist to timely-report incidents to applicable:(1) Internal
lstakeholders;(2) Affected clients & third-parties; and(3) Regulatory
lauthorities.

|A designated member of executive management is responsible for
information security.

1221

NA

lAcceptable use policies for end-user technologies are documented
nd implemented, includi
lm Explicit approval by authorized parties.
= Acceptani uses of the technolog
List o products approved b ¢ me ‘company for employee use,
lincluding hardware and softw:

Functional

Subset Of

Human Resources Security
Management

HRS-01

IMechanisms exist to facilitate the implementation of personnel
lsecurity controls.

[The use of end-user technologies is defined and managed to ensure
lauthorized usage.

1221

|acceptable use policies for end-user technologies are documented
land implemented, including

lm Explicit approval by authorized parties.

lm Acceptable uses of the technology.

a List of products approved by the company for employee use,
fincluding hardware and software.

Functional

Intersects With

Terms of Employment

HRS-05

[Mechanisms exist to require all employees and contractors to apply
leybersecurity and data protection principles In their daily work to
[enable secure, compliant and resilient capabilities.

[The use of end-user technologies s defined and managed to ensure
lauthorized usage.

1221

Jccsptabls use polciesforend-usar technologies are documanted

l0gy.
o R produces approves by the Yompany for empleyee use,
fincluding hardware and software.

Functional

Intersects With

Rules of Behavior

HRS-05.1

piechanisms oist {0 define acceptable and unacceptable rules of
uding for

unacceptable behavior.

[The use of end-user technologles s defined and managed to ensure
lauthorized usags

1221

Jacceptable use polcies for end-user technologies are documented
implemented, includin
n Exphm( epproval by autherized prtes
eptable uses of the technol
o LcE o roduces approved by the Lampany for employee use,
fincluding hardware and software.

Functional

Intersects With

Technology Use Restrictions.

HRS-05.3

Mechanisms exist to establish usage restrictions and implementation
lauidance for organizational technologies based on the potential to
[cause damage to Technology Assets, Applications and/or Services
(TAAS), if used maliciously

[The use of end-user technologies s defined and managed to ensure
lauthorized usage.

1231

[Each PCI S5 requirement that provides flexiiity for how frequenty
litis performed (for example, requirements to be performe
erodicaty) & Supporicd oy a Crgeted ek anaiyas ot s

ted and includes

lm Identification of the assets being protecte

= oentincaton o the teat(e) hat e equrement s protecting
logainst

J dertincation of factors that contribute t the lkelihood andjor
fmpact of a threat being realized.

Resulting analysis that determines, and Includes Justification for,
Inow frequently the requirement must be performed to minimize the
likelinood of the threat being realized.

Review of each targeted risk analysis at least once every 12 months
lto determine whether the results are still valid o if an updated risk
onalysi s needed.

erformance of updated risk analyses when needed, as determined
[y the annual review,

Functional

Intersects With

Periodic Review

CFG-03.1

[Mechanisms exist to periodically review system configurations to
dentify and disable unnecessary andor non-secure functions, ports,
lprotocols and services.

1231

each PSS requirement hat provides flexlty for how frequently
it is performed (for example, requirements to be performed
[periodicaliy is SuppOEd by 2 targeted risk analysis tat &
ldocumented and includes:
o dentifcation of the assets being protected
ificaion ofth treat(s) tha the requirement s protecting

lao:

Taentifcation of factors that contribute o thelikelinood andor

limpact of a threat being realized.

lm Resulting analysis that determines, and includes justification for,
fow requertly te requirement mut be performed to minimize the

likelihood of the threat being realized.

o Review of each targeted isk analysis at least once every 12 months

lto determine whether the results are still valid or if an updated risk

lanalysis is needet

lm Performance of updated risk analyses when needed, as determined

loy the annual review.

Functional

Intersects With

Risk Framing

RSK-0L.1

Mechanisms exit to dentiy:(1) Assumptions affecting isk
[asessments,isk response and isk monitoring;(2) Constraints
[efecting sk assessraants, sk response an nek monitoring:(3) The

Toanistions Tk Waerance, ot Pieriies, banae nd sderots
|considered by the organization for managing risk.

lUp to date knowledge and assessment of risks to the CDE are
Imaintained.

1231

NA

[Each PCI DS requirement that provides lexiilty for how frequenty
ltis performed (for example, requirements to
lpericaically) s supnmled o 2 argerma e anaes s
ldocumented and in

O Gemtifcation of the sscets being protecte

= eentincation o he tmest(s) that e equrement s protecting

gainst.

lu Identification of factors that contribute to the likelihood and/or
[mpact of  threat being reaized

lm Resulting analysis that determines, and includes justification for,
lnow frequently the requirement must be performed to minimize the
likelinood of the threat being realize

Review of each targeted risk analysis at least once every 12 months
lto determine whether the results are still valid or if an updated risk
janalysis s needed.

rformance of updated risk analyses when needed, as determined

By Ehe s rovien

Functional

Intersects With

Risk Identification

RSK-03

[Mechanisms exist to identify and document risks, both internal and
lexternal.

b to date knowledge and assessment of s o the CDE are
maintained.

1231

[ach PC1 S5 requirement that provides lexibityfor how frequenty
ftis performed (for example, requirements to be
ooy e Soaporon by cargcted ik amaivas ats

jocumented and includes:

[m Identification of the assets being protected.

o dentification of the threat(s) tha the requirement i protecting

lagain:

[ aentincation of factors that contribute tothe ikelinood andjor
fimpact of a threat being re:
lm Resulting analysis that Sotenmines, and includes justification for,
Inow frequently the requirement must be performed to minimize the
likelihood of the threat being realized.

view of each targeted risk analysis at least once every 12 months.

lto determine whether the results are still valid or if an updated risk.
lanalysis is needet
lu Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

Risk Assessment

RSK-04

Mecharisms exist to conduct recuring assessments o sk that
includes the likelinood and magnitude of harm, from unauthorized
jccess, use disclosure isruption, madificationor destruction o the

inology Assets, Applications, Services and/or Data
(TAASD).

Up to date knowledge and assessment ofrisks o the CDE are

1231

NA

Jeach P DSS reguirement hat provids flelty for how frequently
tis performed (for example, requirem
ericacay) s Supporied by & chrgered ok anabias et s
ldocumented and includes:

ln dentification of the assets being protected.

|n dentification of the threat(s) that the requirement s protecting
fagainst

|n dentification of factors that contribute to the likelinaod and/or
lmpact of a threat being realized.
|n Resuiting analysis that determines, and includes justification for,
Inow frequently the requirement must be performed to minimize the
lielinood of the threat being realized.
|n Review of each targeted risk analysis at least once every 12 months
to determine whether the results are still valid or if an updated risk
Janalysis is needed

ormance of updated risk analyses when needed, as determined

lby the annual review.

Functional

Intersects With

Risk Register

RSK-04.1

IMechanisms exist to maintain a risk register that facilitates monitoring
land reporting of risks

Up o date knowledge and assessment of risks tothe COE are
Imaintained

1231

[Each PCI DSS requirement that provides flexibility for how frequently
litis performed (for example, requirements to be performed
[periodically) is supported by a targeted risk analysis that is
9 incluges
lm Identification of the assets being protected.
s sdenticaion o ne Threat(s tha the reauirement s protecting

[ aentincation of factors that controute tothelielivood andior
Ampa(( o a threat being rea

I esulting anaiyss thet aeterines, and Includes justificaton or,
Pow frequenty the requirement must be performed to minimize the

eview of each targeted risk analysis at least once every 12 months.
o determine whetherthe resuls are sl vai or f an updted rsk
janalysis s n

Festormance of updated rsk analyses when needed, as determined
[y the annuai review,

Functional

Intersects With

Risk Ranking

RSK-05

[Mechanisms exist to identify and assign a risk ranking to newly
[discovered security vulnerabilities that is based on industry-
recognized practices.

[Up to date knowledge and assessment of risks to the CDE are
Imaintained.

1231

Jeach PSS reguirement hat provides flelty for how frequently
tis performed (for example, requirements to be perf
pericdically) s supported by a argeted ik anaiysis thatis
ldocumented and inclu

e dentification of the assets being protected

|n dentification of the threat(s) that the requirement s protecting
lagainst
|n Identification of factors that contribute to the likelinood and/or
lmpact of a threat being realized.
|n Resulting analysis that determines, and includes justification for,
Inow frequently the requirement must be performed to minimize the
lielinaod of the threat being realized.
ln Review of each targeted risk analysis at least once every 12 months
o determine whether theresuls are sl valid or fan updated risk
lanalysis is need

e Feformance o dpdated risk analyses when needed, a determined
[y the annual review,

Functional

Intersects With

Risk Remediation

RSK-06

IMechanisms exist to remediate risks to an acceptable level.

lUp to date knowledge and assessment of risks to the CDE are
Imaintained.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

1231

FDE Name

NA

Focal Document Element (FDE) Descriptions

[Each PCI DS requirement that provides flexiity for how frequently
ltis performed (for example, requirements to be performed
lpericdicaliy s supported by a targeted isk anaiysis tat 15
ldocument

lm Identification of the assets being protected.

s Jdentfcation of the threa(s) that the requirement s protecting

[ aentincation of foctors tha contribute tothe ikelinood andlor
fimpact of a threat being realized
e Resuting analysis tot determines, and ncludes fstfcaton or,

w frequently the requirement must be performed to minimize the
ieaiiosd o e threat being reatoes
lm Review of each targeted risk analysis at least once every 12 months
lto determine whether the results are still valid o if an updated risk
janalysis s needed.
Performance of updated risk analyses when needed, as determined
[y the annuai review

STR
R

Functional

PCI DSS v4

SCF Control

STRM
Relationship

Intersects With |C c RSK-06.2

Secure Controls Framework (SCF)
ontrol Description

IMechanisms exist to identify and implement compensating

to reduce risk and exposure to threats.

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[Up to date knowledge and assessment of risks to the CDE are
Imaintained.

1231

[ach P01 0SS requirement that provides lexibltyfor how frequently
fitis performed (for example, requirements to
orioacaly) e Sopporad by » cargcted ik amaivas ate
d includes:
lm Identification of the assets being protected.
o dentification of the threat(s) tha the requirement i protecting

lpgai
[ aentincation offactors that contribute tothe ikelinood andlor
fimpact of a threat being realized.
lm Resulting analysis that determines, and includes justification for,
low requenty the requirement must b performed to minimize the
alized

5f each targeted ik analysis at least once every 12 months
lto determine whether the results are still valid or if an updated risk
lanalysis is needet
lu Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With | Risk Assessment Update RSK-07

IMechanisms exist to routinely update risk assessments and react
laccordingly upon identi ecurity vulnerabilities, including
lusing outside sources for security vulnerability information.

Up to date knowledge and assessment ofrisks o the CDE are

1233

[Cryptographic cipher suites and protocols in use are documented and
[evioned o east once every 12 months, Including at east the
folow

1 up-to-date inventory of il cryptographic clpher sutes and
Dmto(o\s Inuse, including purpose an

monitoring of industry trends regarmng :nntmueﬂ viability of

S cprograpie clone sthes and profocas
& A Cocumanted strateqy to respond to anticipated changes in
[cryptographic vuinerabilites.

Functional

Subset Of | Use of Cryptographic Controls |  CRY-01

IMechanisms exist to facilitate the implementation of cryptographic
lprotections controls using known public standards and trusted
leryptographic technologies.

[The entity is able to respond quickly to any vulnerabilites in
lcryptographic protocols or algorithms, where those vulnerabilities
jafect protection of cardholder data.

1233

[Cryptographic cipher suites and protocols in use are documented and
reviewed at east once every 12 months,incuding st leat the
ffolow
lAn up-1o-date inventory of il ryptographic cipher suites and
lprotocols in use, including purpose and wher

o Active manitoring of ndustry trends. reqarmng Cantinued viabily of
Jal cryptographic cipher suites and protocols in
o A documented atrategy to. Teopon to antipated changes n
[cryptographic vulnerabiliies

Functional

Inersects iy |CPtograptic lher Sutes ans

tocols Invent CRY-0L5

echanisms exit to denty, document and revew deploy
(ryDlagvaDmc cipher suites and protocols to proactively resnond to

reing the continocs viseity of il
|eypeographic cipher sultes and protocols,

[The entity 1 abe o respond quickly to any wulnerabilties

cols oralgorthms, where those winerabilties
Sect protection of cardholder dati

1234

lHardware and sotware technologies n use are eviewed at last once
levery 12 months, including at least the followi
J Analysi that the technologies continue to Teteive security fixes

endors pr
l Analysis that the technalogies continue to support (and do not
[preciude) the entity’s PCI DSS compliance.
lm Documentation of any industry announcements or trends related to
lo technology, such as when a vendor has announced “end of life”
jplans for a technolog

entation of a plan, approved by senior management,

emaciote outoated seonmelogies ncloding trose for e vendors
Ihave announced “end of life” plans.

Functional

Intersects With Periodic Review CFG03.1

lechanisms exist to periodically review system configurations to
Kdertily and disable unmecessary andior nor-secure functions, port,
lprotocols and services.

[The entity’s hardware and software technologies are up to date and
lsupported by the vendor. Plans to remove or replace all unsupported
lsystem components are reviewed periodically.

1234

NiA

IHardware and software technologies n use are reviewed at east once
levery 12 months, including at least the followi
= Araiyes that the echiclogies continue ta ecaive securty fixes
firom vendors pr
I Aoty et the rhnologies continue to support and do not
preclude) the entity's PCI DSS comple

of any industry ahnouncements o trends related to
R teehmology. such 2 wnen a vendor has announced “end o fe”
fplans for a technol
= Bocumentation of  plan, approved by serlor management,
Femacie outated teommlogiae nlosing those for which vendors
[Pave announced -end of e pians

Functional

Intersects With | Technical Debt Reviews. SEA-02.3

IMechanisms exist to conduct ongoing “technical debt” reviews of
lhardware and software technologies to remediate outdated andjor
lunsupported technologies.

[The entity’s hardware and software technologies are up to date and
lsupported by the vendor. Plans to remove o replace all unsupported
system components are reviewed periodically.

1234

[Hardware and software technologies in use are reviewed at least once
fery 12 months, including at least the following:
o Analyis hat thetechnologies continue to fecete securiy fres
/endors prom

e Anotyas ek e rchnologes continue o support (and do not
[preciude) the entity’s PCI DSS compliance.

tation of any industry announcements or trends related to
y, such as when a vendor has announced “end of life”
lplans for a technology.
I Documantation of & plan, apgroved by senlor management.
femedite outdated technaogles, nluding those for which Vendors
[nave announced “end of life”

Functional

Intersects With

Technology Lifecycle
Management. SEAO7

Mechanisms exit to manage the usable Ifecycies of Technlogy
|assets, Applications andor Services (TAAS).

[The entity’s hardware and software technologies are up to date and
lsupported by the vendor. Plans to remove or replace all unsupported
[system components are reviewed periodically.

1241

ladditional requirement for service providers only: Responsibility is
nt for the protection of

Im Defining a charter for a PCI DSS compliance program and
lcommunication to executive management

Functional

it | Customer Responsibility Matrix
Intersects With vy

cLo-06.1

IMechanisms exist to formally document a Customer Responsibility
[Matrix (CRM), delineating assigned responsibilties for security,

|compliance and resilience controls between the Cloud Service Provider|
5P and it customers

[Executives are responsible and accountable for security of cardholder
ldata

1241

faditionsl requirement for service providers only: Responsitiicy is
estabihed by executive management or the protecto
lcardholder data and a mptance propram to e

[ Overall accountabilty for maintairing PCI DS compliance

Im Defining a charter for a PCI DSS compliance program and
lcommunication to executive management.

Functional

Responsible, Accountable,
Intersects With | Supportive, Consulted &
Informed (RASCI) Matrix

TPM-05.4

IMechanisms exist to document and maintain a Responsible,
|Accountable, Supportive, Consulted & Informed (RASCI) matr
similar documentation,to delineate assignmen for security,

mpliance and resilence contrals between intemal stakehelders and
lExteral Service Providers (E5P).

[Executives are responsible and accountable for security of cardholder
ldata

1242

NiA

ladditional requirement for service providers only: Reviews are

[performed at least once every three months to confirm that personnel

lare performing their tasks in accordance with all security policies and

loperational procedures. Reviews are performed by personnel other
ose responsible for performing the given task and include, but

lare not limited to, the following tasks:

la Daily log reviews.

lm Configuration reviews for network security controls.

lm Applying configuration standards to new systems.

la Responding to security alerts.

lm Change-management processes

Functional

Intersects With Reviews & Updates CFG-02.1

IMechanisms exist to review and update baseline configurations:(1) At
least annually:(2) When required due to so; or(3) As part of system
|component installations and upgrades.

[The operationa efectveness of crical P 0SS cantrls I verfied
Iperiodically by manual inspection of record

1242

|additional requirement for service providers only: Reviews are.

[performed at least once every three months to confirm that personnel

lare performing their tasks in accordance with all security policies and

loperational procedures. Reviews are performed by personnel other

fthan those responsible for performing the given task and include, but
d to, the following tasks:

|m Configuration reviews for network security controls.
= Applying configuration standards to new systems
[m Responding to security ai

2 Change managementprocesses.

Functional

Intersects With Periadic Review CFG03.1

[Mechanisms exist to periodically review system configurations to
identify and disable unnecessary andfor non-secure functions, ports,
lprotocols and services.

e aperational effecivensss of critical PC1 S5 controls is verified
Iperodcaty by manual nipecton of record:

1242

ladditional requirement for service providers only: Reviews are.
[performed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
lthan those responsible for performing the given task and include, but
ore not mited o, th fallowing tasks

Daily log rer
[& Confiquration reviews for network security controls,
lm Applying configuration standards to new systems
la Responding to security alerts.
|m Change-management processes.

Functional

SubsetOf | Change Management Program |  CHG-01

[Mechanisms exist to facilitate the implementation of a change
Imanagement program.

e operational effectiveness ofcritca PCI DSS contros is verified
[perodicaly y manual mapecton af racord

1242

|additional requirement for service providers only: Reviews are.
atleast once every three months to confirm that personnel

e performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
fthan those responsible for performing the given task and include, but
ore not mite to, e followin tasks
[m Daily log re
& Configuration feviews for network security controls,
lm Applying configuration standards to new system:
[m Responding to security alerts.

‘ange-management processes.

Functional

Intersects With | Configuration Change Control | CHG-02

IMechanisms exist to govern the technical configuration change control
lprocesses.

e operational effectiveness of critical PCI DSS controls is verified
lperiodically by manual inspection of records.

1242

ladditional requirement for service providers only: Reviews are.

[performed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
[than those responsible for performing the given task and include, but
ore not mited o, th fallowing tasks

ly log

= Congraton feviews fo network security contals
= Applying configuration standaras to new systems.
lm Responding to security ai

o Cranoemansgement procesies

Functional

Intersects With | Side Channel Attack Prevention | CLD-12

IMechanisms exist to prevent "side channel attacks" when usin
[Content Delivery Network (CDN) by restricting access to the origin
lserver's IP address to the CDN and an authorized management

k.

[The operational effectiveness of critical PCI DSS controls is verified
Iperiodically by manual inspection of records.

1242

|additional requirement for service providers only: Reviews are.
[performed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other

ian those responsible for performing the given task and include, but
ore not mite o, the followin tasks

aily log

& Configuration reviews for network security controls.
lm Applying configuration standards to new systems.
[m Responding to security alerts.

Change-management processes.

Functional

Statutory, Regulatory &

Subset Of Contractual Compliance

cpLo1

IMechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

[The operational effectiveness of critical PCI DSS controls is verified
lperiodically by manual inspection of records.

Secure Controls Framework (SCF)

330f38



Set Theory Relationship Mapping (STRM)

1242

FDE Name

Focal Document Element (FDE) Descriptions

|additional requirement for service providers only: Reviews are.
formed at least once every three months to confirm that personnel

e performing their tasks in accordance with all security policies and

loperational procedures. Reviews are performed by personnel other

fthan those responsible for performing the given task and include, but

ore not mite o, e following tasks

[m Daily log re

& Coniguration feviews for network security controls,

lm Applying configuration standards to new system:

Responding to security alerts.

|m Change-management processes.

STRM
Rationale

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Non-Compliance Oversight

CcPLOLY

Secure Controls Framework (SCF)
ontrol Description

IMechanisms exist to document and review instances of
|complance with statutory,feguiatory andior contractual obigations to
|develop appropriate risk mitigation actions.

gth of

version 2026.1_x000a_03/27/2026

e operational effectiveness of critical PCI DSS controls is verified
lperiodically by manual inspection of records.

1242

|additional requirement for service providers only: Reviews are.

formed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
[than those responsible for performing the given task and include, but
ore not mite o, th fallowing tasks

ly log

= Conhguraton teviews for network security controk
= Applying configuration standards to new system
la Responding to security alerts
[ Change-management processes.

Functional

Intersects With

Security, Compliance &
Resilience Assessments

cPL03

T e o ey v processes and documered
lprocedures to ensure canformity with the organization's secu
Eomplance andler resiience polcies standard and otner appicable
requirements.

[The operational effectiveness of critical PCI DSS controls is verified
Iperiodically by manual inspection of records.

1242

|additional requirement for service providers only: Reviews are.
lperformed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
han those responsible for performing the given task and include, but
ore not mite o, he followin tasks
aily log

& Configuration feviews for network security controls,
lm Applying configuration standards to new system:

Responding to security alerts.
la Change-management processes

Functional

Intersects With

Functional Review Of Security,
Compliance & Resilience
Controls

CPL03.2

[Mechanisms exist to regularly review Technology Assets, Applications
land/or Services (TAAS) for adherence to the organization's security,
|compliance and/or resilience policies and standards,

[The operational effectiveness of critical PCI DSS controls is verified
lperiodically by manual inspection of records.

1242

|additional requirement for service providers only: Reviews are.
[performed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
[than those responsible for performing the given task and include, but
lare not limited to, the following tasks:

Daily log reviews.

lm Configuration reviews for network security controls.

= Applying configuration standaras to new systems.

lm Responding to security ale

| Change. management processes

Functional

Intersects With

Security Event Monitoring

MON-01.8

[Mechanisms exist to review event 10gs on an ongoing basis and
lescalate incidents in accordance with established timelines and
lprocedures.

[The operationa efectveness o ciical PC| DSS contrls i verfed
Iperiodically by manual inspection of record

1242

NA

|additional requirement for service providers only: Reviews are.
months to confirm that personnel
with all security policies and
loperational procedures. Reviews are performed by personnel other
fthan those responsible for performing the given task and include, but
lare not limited to, the following tasks:
[m Daily log reviews.
= Confiouration reviews for network security contros
n App\ymg confiuration standards to new syste:
sponding to security alerts.
[ Change-management processes.

Functional

Intersects With

Third-Party Contract
Requirements.

TPM.05.

IMechanisms exist to require contractual requirements for applicable
lsecurity, compliance and resilience requirements with third-parties,
reflecting the organization's needs to protect its Technology Assets,
|Applications, Services and/or Data (TAASD).

he operational effectiveness of critical PC| DSS controls is verified
Iperodcany by mansal inepaction of ecords.

1242

ladditional requirement for service providers only: Reviews are
[performed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
fthan those responsible for performing the given task and include, but
ore ok imiced to,the following tasks

Daily log r

& Confiquration reviews for network security controls.

= Applying configuration standards to new systems.

lm Responding to security alerts.

| Change.management processes

Functional

Intersects With

Review of Third-Party Services

TPM-08

[Mechanisms exist to monitor, regularly review and assess External
[Service Providers (ESPs) for compliance with established contractual
Irequirements for security, compliance and resilience controls.

he operational effectiveness of critical PC| DSS controls s verified
Iperodicaly y manual mapecton of racords

12421

NA

ladditional requirement for service providers only: Reviews conducted
fin accordance with Requirement 12.4.2 are documented to include:

o Resutts ofthe reviews,

s Documented remediation actons taken or any tasksthat were
found. m ot be performed at Requirement 12,

o Someaf o eSult oy personnel signed responsibily
for the Pl BSs Compliance prograrm.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

1004

IMechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (STSE) plan, or
Jsimilar process, to identify and remediate flaws during development.

Findings from operational effectiveness reviews are evaluated by
Imanagement; appropriate remediation activities are implemented.

12421

NiA

ladditional requirement for service providers only: Reviews conducted
e with Requirement 12.4.2 are documented to include:

lm Results of the reviews.

| Documented remediation actons taken forany tasks that were
found to nt be performed s Reaquire

Review and sign-off of results by persnnne\ tigned responsibilty
For the P DSs compliance progra

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

oA 1S

IMechanisms exist to require system developers and integrators to
develop and implement an ongaing security Testing and Evaluation
(STSE) plan, orsimilr process, to objectively identiy and remediate
|vulnerabilities prior to release to product

[Findings from operational effectiveness reviews are evaluated by
Imanagement; appropriate remediation activities are implemented.

12421

ladditional requirement for service providers only: Reviews conducted
lin accordance with Requirement 12.4.2 are documented to include:
Im Results of the reviews.

|m Documented remediation actions taken for any tasks that were
ffound to not be performed at Requirement 12.

|n Review and sign-off of resuts by personnel assigned responsibilty
ffor the PCI DSS compliance program.

Functional

Intersects With

Third-Party Contract
Requirements.

TPM.05.

Mechanisms exit to reqire contractual requiremens for aopicable
lsecurity, compliance and resilience requirements with third-parties,
eflecting the organization's needs to protect its Technology Assets,
|Applications, Services andjor Data (TAASD).

[Findings from operational effectiveness reviews are evaluated by
Imanagement; appropriate remediation activities are implemented.

12421

NA

|additional requirement for service providers only: Reviews conducted
fin accordance with Requirement 12.4.2 are documented to include:
lm Results of the reviews.
mented remediation actonstaken forany tasks that were
ffound to not be performed at Requirement 12.4.
jew and sign-off of results by personnel assigned responsibility
ffor the PCI DSS compliance program.

Functional

Intersects With

Review of Third-Party Services

TPM-08

IMechanisms exist to monitor, regularly review and assess External
[service Providers (ESPs) for compliance with established contractual
Irequirements for security, compliance and resilience controls.

[Findings from operational effectiveness reviews are evaluated by
Imanagement; appropriate remediation activities are implemented.

1251

Jan inventory of system components that are in scope for PCI DSS,
fincluding a description of function/use, is maintained and kept
nt.

Functional

Intersects With

Compliance-Specific Asset
Identification

AST-04.3

IMechanisms exist to create and maintain a current inventory of
[Technology Assets, Applications, Services and/or Data (TAASD) that
lare in scope for statutory, regulatory and/or contractual compliance
lobligations that provides sufficient detail to determine control
lapplicability, based on asset scope categorization

|all system components in scope for PCI DSS are identified and known.

1251

fin nventory of system components thatare i scope or 1 055,
fincluding a description of function/use, is maintained and ki

Functional

Intersects With

Compliance Scope

cPLOL2

Mecharisms exit to document and validatethe scape ofsecurty,
|compliance and resilience controls that are determined to
[Eatitory, requiatory andior contractual compliance bigations

|all system components in scope for PCI DSS are identified and known.

1251

Jan inventory of system components that are in scope for PCI DSS,
fincluding a description of function/use, is maintained and kept
nt.

Functional

Intersects With

Inventory of Personal Data (PD)

PRI05.5

[Mechanisms exist to establish and maintain a current inventory of all
[Technology Assets, Applications and/or Services (TAAS) that collect,
Ireceive, process, store, transmit, share, update and/or dispose
[Personal Data (PD).

|All system components in scope for PCI DSS are identified and known.

1252

IPCI DSS scope is documented and confirmed by the entity at least
lonce every 1. s and upon significant change to the in-scope.
lenvironment. At a minimun, the scoping validation includes:
|m identifying all data flows for the various payment stages (for
lexample, authorization, capture settlement, chargebacks, and
lrefunds) and acceptance channels (for example, card-present, card-
[pot-present, and e-commerce).
o Updating all data-Tow diagrams per Requirement 1.24.
ount data is stored, pi
[and transmitted, including but not imited t0: 1 any locations outside
defined CDE, 2) applications that process CHD, 3)
ms and networks, and 4) file backups.
[m Identifying all system components i the CDE, connected to the.
ICDE, orthat could impact securiy of the
lm identifying al rols in use and th
o whieh e GOt segmen(ed nciuding Johieadion or
lenvironments being out of s
o entiying il connections from thirc-party entites with access to

m cmmrmmg that sl identified data flows, account data, system
ird

artas i accort 1o the COE ore odsd m scope.

Functional

Intersects With

Periodic Review

CFG03.1

[Mechanisms exist to periodically review system configurations to
identify and disable unnecessary and/or non-secure functions, ports,
lprotocols and services.

IPCI DSS scope is verified periodically, and after significant changes,
lby comprehensive analysis and appropriate technical measures.

1252

NA

[PC1 DSS scope is documented and confirmed by the entity at least
lonce every 12 months and upon significant change to the in-scope
lenvironment. At a minimun, the scoping validation includes:
|m Identifying all data flows for the various payment stages (for
lexample, authorization, capture settlement, chargebacks, and
Irefunds) and acceptance channels (for example, card-present, card-
et-present, and s.commerce).
lm Updating all dat: iagrams per Requirement 1.2.4,
| dentitying ai oeations where stzount dots isstored, processed,
land transmitted, including but not limited to: 1) any locations outside
o7 curently defned GO 2) Sppreations tht process b, 3
ltransmissions between systems and networks, and 4) file backups.
lm identifying all system components in the CDE, connected to the.
. or that could impact security of the COE.
menmymg all controls in use ay
ich the CDE is segmented Tociuding oskeation or
[environments being o
o centiying ai ommectons rom tird-party ntiies with access to

8 Comfirming that al identified data flows, account data, system
Comoenents, segmentaton conras, and comnections from i
[parties with access to the CDE are included in s

Functional

Intersects With

Compliance Scope

cPLOL2

IMechanisms exist to document and validate the scope of security,
|compliance and resilience controls that are determined to meet
[statutory, regulatory and/or contractual compliance obligations,

IPCI DSS scope is verified periodically, and after significant changes,
lby comprenensive analysis and appropriate technical measures.

Secure Controls Framework (SCF)
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STR STRM Secure Controls Framework (SCF) Strength o
FDE Name Focal Document Element (FDE) Descriptions & Relationahip SCF Control e Deeh St S
[PCI DSS scope s documented and confirmed by the entity at least
once every i s and upon significant change to the in-scope
nvironment. At a minimum, the scoping validation includes:
o dentiying all dora ows or the various payment atsges for
lexample, authorization, capture settlement, chargebacks, and
[Fefuns) and acceptance channels (for example, cara-present, card-
lotpresent,and e-commerce)
|n Updating all data-flow diagrams per Requirement 1.2.4.
|n Identifying all locations where account data i stored, proc
Jond transmitted, ncluding but notmited t: 1) any fochons auiside
1252 A Jofthe currently applications that process ) cunctional | Intersects with | Tird-Party Processing, Storage | 1oy 0.4 hanisms exist to restrict the location of information 5 IPC1 DS scope is verified periodically, and after significant changes,
ransmissions between systerms and networks, and 4)fle backups. and Service Locations rocesng/storage boced an besness requirements lby comprehensive analysis and appropriate technical measures.
la Identitying all system components in the CDE, connected to the
|COE, or that could impact security of the CDE.
ln Igéntifying ail trols in use and th
[rom wnich the COE ' seqmented. including stfcaton for
lenvironments being out of s
o ideniying al connections from third-party entites with access to
fthe ct
 Canfrming that all identifed data lows, account data,system
[components, segmentation controls, and connections from third
[parties with access to the CDE are included in scope.
Mechanisms exist to ensure network architecture utilizes network
lsegmentation to isolate Technology Assets, Applications and/or
[services (TAAS) to protect from other network resources.
[PCI DSS scope is documented and confirmed by the entity at least
Jorce every 12 months and upon significant change to the in-scope
lenvironment. At a minimum, the scoping validation includes:
ln Identifying all data flows for the various payment stages (for
[example, authorization, capture settiement, chargebacks, and
Irefunds) and acceptance channels (for example, card-present, card-
Inot-present, and e-commerce)
[n Updating all data-flow diagrams per Requirement 1.
o identitying all locations where account data s smreﬂ brocessed,
land transmitted, including but not limited to: 1) any locations outside
o7ine currenty deined COE, 2) appications that process crp, 3 i Network Segmentation g IPCi DS scope is verified periodically, and after significant changes,
1252 A fransmissions between systems and networks, and 4) file backups. Functional | Intersects With | (macrosegementation) NET-06 ° lby comprehensive analysis and appropriate technical measures.
ln 1dentifying all system components In the CDE, connected to t
[COE, or that could impact security of the
[n Identifying all controls in use and
from which the CDE s seqmenten ing Jooehcaton for
lenvironments being ot
o entiying il ommectons rom thirdparty entiis with access to
the
[ Carning that al identined data flows, account data,system
[components, segmentation controls, and connections from third
[parties with access to the CDE are included in scope.
1SS scope s documented and confirmed by the entityat feast
Jonce every s and upon significant change to the in
ruronmant A i the Scoping uoiGarion ncludes:
= dentiying ll dota ows or the various payment stages for
lexample, authorization, capture settlement, chargebacks, a
lrefunds) and acceptance channels (for example, card-present, card-
lnot-present, and e-commerce).
|n Updating all data-flow diagrams per Requirement 1.2.4.
ln Identifying all locations where account data is stored, processed,
land transmitted. including but not limited to: 1) any locations outside
1252 A Jof the currently defined CDE, 2) applications that process CHD, 3) Functional | Intersects With OMZ Networks NET-08.1  |Mechanisms exist to monitor De-Militarized Zone (DMZ) network 5 IPCI DSS scope is verified periodically, and after significant changes,
ftransmissions between systems and networks, and 4) file backups. [segments to separate untrusted networks from trusted networks. lby comprehensive analysis and appropriate technical measures.
o entiying all system companents n the CDE, connected tothe
could impact scurty of the
menmymg all et
om which the CDE is ssgmentsd Tocuding ostfcaton o
lenvironments being ot
2 antiymg ah commectons rom third-party enties with access to
fthe CDE
|n Confirming that all identified data flows, account data, system
[components, segmentation controls, and connections from third
[parties with access to the CDE are included in scope.
[raditional requirement for service providers only: PCI DSS scope 15 [Mechanisms exist to ensure control appTicability is appropriately-
Boctmantad and. confimed by the antity ot lonct ance auery o Control Anplcabiity Bound |determined for Technology Assets, Applications and/or Services (TAAS)| e £ pcibss et 6 be continuous '
. ontrol Applicability Boundary y land third parties by graphically representing applicable boundaries, e accuracy o Scope s verified to be continuously accurate
12521 A [months and upon significant change to the in-scope environment. Ata|  Functional | Intersects With AST-04.2 B uracy of : .
imum, the scoping validation Includes all the elements specified in ‘Graphical Representation lby comprehensive analysis and appropriate technical measures.
[Requirement 12.5.2.
lAdditional requirement for service providers only: PCI DSS scope is IMechanisms exist to create and maintain a current inventory of
nfimed by the entity at least once every six Compliance-Specific Asset [Technology Assets, Applications, Services and/or Data (TAASD) that Ithe accuracy of PCI DSS scope is verified to be continuously accurate
12521 A Imonths and upon sionificant change to the in-scope environment. Atal  Functional | Intersects With plance-specifc AST-0.3 [are i scope r Statuoryregulatory and/or contractual complance s The accuracy of PCI DSS scape is verifed to be continuously acc
Iminimur, the scoping validation includes al the elements specified in [obligations that provides sufficient detail to determine control " compr y: PPrOPr
[Requirement 12.5.2. lapplicability, based on asset scope categorization.
[Additional requirement for service providers only: PCI DSS scope is
documented and confimed by the entty at east once every six [Mechanisms exist to periodically review system configurations to s ver . .
2521 A froihs and upo sifcant change o (e - scope enurorment At o Funconal | ierscts Wi Perioic Review CFG-03.1 |ldentfy and disable umecessary andor nomsecure foncrions, parts s [The sccuracy of Pl DSS scope s verfed to be continuously accurate
m, the scoping vaidation Includes all the elements specified in jorotocols and services Y compr v PPTOP!
Requrement 1
[Fechartsms ext o perform recurin valdation o the Responsie,
|Additional requirement for service providers only: PCI DSS scope is Jsccountable, Supportive, Consuited & nformed (RASCI) mtix or
ldocumented and confirmed by the entity at least once every six ilar documentation, to ensure security, compliance and resilience
12521 A [moniihe and upon signficant change to he n-scope snvironment. Atal  Functionsl | Intersects With | Thira-party Scope Review | TPM.05.5 ~ontrol assgnments accurately relect cirenttl) Contractust s [Ihe accuracy of PCIDSS scope s verfed to be continuously accurate
[minimur, the scoping validation includes al the elements specified in lobligations for the External Service Provider (ESP);(2) Business Y comp! v PProP!
[Requirement 12.5.2. practices(3) Applcable stakehoders; ani(4) Depioyed Technology
|Assets, Applications and/or Services (TAAS)
Mechanisms exist to perform recurring validation of the Responsibie.
ition Nt for e i n |Accountable, Supportive, Consulted & Informed (RASCI) matrix, o
fdional requitement o service roviders ony: Sinificant changes imiar documentation, o ensure securty, complance and resilence
1253 NA e mpact to PCI D55 scape and apalcaniy o contrls, it rests |  FUnctonal | Intrsects With | Thicarty Scope Review | TPM-05.5|conro assignments accuratly reflect curent (1) Contractual 5 IPCI DSS scope s confirmed after significant organizational change.
[communicated to executive management. practices;(3) Applicabl stakeholders an) Deployed Technology
sets, Applications andor Services (TAA
IA formal security awareness program is implemented to make all Compllance & Mechanisms exist to faciltate the implementation of security lPersonnel are knowledgeable about the threat landscape, their
1261 NA [personnel aware of the entity’s information security policy and Functional Subset Of y SAT-01 10 responsibllty for the operation of relevant security controls, and are
lprocedures, and their role in protecting the cardholder data. Resilience-Minded Workforce [workforce development and awareness controls. Jable to access assistance and guidance when required.
IA formal security awareness program is implemented to make all Security, Compliance & IMechanisms exist to provide all employees and contractors lPersonnel are knowledgeable about the threat landscape, their
1261 wa personnel aware of the aniy's ifarmation secury pacy and Functional | Intersects With | o SeUy Complance & | sur.gp  |appropriate securty, compliance and resnce awaraness edcation s Tesponaiy of th oneratoof rlevant secuy concels. and are
lprocedures, and their role in protecting the cardholder 9 land training that is relevant for their job function lable to access assistance and guidance when required.
IMechanisms exist to provide role-based security, compliance and
IA formal security awareness program is implemented to make all y lPersonnel are knowledgeable about the threat landscape, their
1261 wa personnel aware of the aniy's ifarmation secury pacy and Functional | Intersects witn [*0le-82sed Security. Compliance| g3 esienceqrelated raining(1) Before authorizing accessto the system s responsoity or the operetion ofreevat sscurty control, and are
[rocedures. and their role n protecting th cardnolder data 9 o perorming assigned du auired by sy oesi able o access assistance and guidance when requiea
[FeCTanTTs SXSC o documeT, et and montor mqvauar raig
IA formal security awareness program is implemented to make all ecurity, Compliance & lactivities, including:(1) Iniial security. compliance and e lPersonnel are knowledgeable about the threat landscape, their
1261 N/A [personnel aware of the entity’s information security policy and Functional | Intersects With Resme"czmm; Records. SAT-04  [awareness rainings(2) Recurring awareness training: and(3) J 5 Iresponsibility for the operation of relevant security controls, and are,
lprocedures, and their role in protecting the cardholder data. 9 echnology Assets, Applcations andior Services (TAKG) specific Jable to access assistance and guidance when required.
[The security awareness program is
|n Reviewed at least once every 12 months, and IMechanisms exist to periodically review system configurations to e content of security awareness material is reviewed and updated
1262 NA ln Updated as needed to address any new threats and vulnerabilities | Functional | Intersects With Periodic Review CFG-03.1  [identify and disable unnecessary and/or non-secure functions, ports, 5 e ot 4 P
fthat may impact the security of the entity’s CDE, or the information lprotocols and services P .
[provided to personnel about their role in protecting cardholder data
[The security awareness program is:
Reviewed at least once every 12 months, and
1262 " = Updated o needed & s ond vinerabiies | Funcrional | Subsetof | o Secury Compliance | urop  Mechanisms exitto faciate the implementation of securty 10 [The content ofsecurity awareness mateial s reviewed and updated
[that may impact the security of the entity’s CDE, or the information 4
[provided to personnel about their role in protecting cardholder data
personnel eceive security awarenes training as olows:
2 Upon nie ond ot least once every 12 mort. echanisms exist o periodically review system configurations to Personnel emain knowledgeable about th thrst lanscape, their
1263 A B P et o e o ey 2 months that they Functional | Intersects With Periodic Review €FG-03.1denty and tisale necessary anor non-secure unctions, ot 5 responsibity for the opertion ofrelevant security controls, and are
[have read and understood the information security policy and o a
lprocedures.
fPersonnel receive securty awareness training s follows:
Up at least once
lPersonnel remain knowledgeable about the threat landscape, their
2 e methods o communicanon are weed i g techanisms exist to communicate with users about their roles and
1263 NA I Persemnel acknowiecae o oast once every 12 months that they Functional | Intersects With User Awareness HRS03.1 [ O e st ot 3emne kg oot 5 responsibility for the operation of relevant security controls, and are
lable to access assistance and guidance when required.
[have read and understood the information security policy and
lprocedures.
Personnel receive securty awarenes training as ollows:
ast once every 12 m Mech e | famillarizati P | knowledgeable about the threat landscape, th
AR A runctionat | inersects i | Py Famiarization & ie.osy |iechanisms exitto ensure personnel receive recurring familarization s ersonnel emain knowledgeable about the threat andscaps, thei
1263 A = Fersonnal scknowiedge s east once evry 12 months that they unctonal | ntersects Wi Acknowieagement 7057 |uith the organeation's securty. complance and resience poicies an [esponsibityfo the operation of relevant secuiy contols, and are
lhave read and understood the information secuity policy and
lprocedures.
rersonnetreceve securiy awareness training o folows:
ln Upon hire ast once every 12 m rsonnel ” .
1263 A 2 Mtiple methods o communicato runctional | subset of Secuity, Compliance & saror  Mechanisms exst to faciltate the implementation of securty 1 Personnel remain knowledgeable abou the threat landscape, ther |
= Persanna acknowiedge at Ieact once every 12 morths tha they Resilence-Minded Workforce [workforce development and awareness controls respansibiityfor the operation of relevant securlty cortrals.
Inave read and understood the information security policy and o .
[procedures.
personnel eceive security awareness training as olows:
ln Upon hire and at least once every 12 mi
. IMechanisms exist to provide all employees and contractors lPersonnel remain knowledgeable about the threat landscape, their
1263 N/A I M“'”",l:e"“:E"iﬂ;fg;;:‘a’f‘fg”;;‘g:’;:g;‘ff‘;z months that they Functional | Intersects With Resﬁ:r:‘t‘etﬁéigfég"ifaﬁmg SAT-02  [appropriate security, compliance and resilience awareness education 5 Iresponsibility for the operation of relevant security controls, and are.
e e et L oo ot land training that is relevant for their job function. lable to access assistance and guidance when required.
lprocedures.
Persomnel eceive security awarenestraining as folows:
Up t once every 1. Mechanisms exist to provide role-based security, compliance and lpersonnel remain knowled:
in knowledgeable about the threat landscape, their
2 e methods o communicanon ore weed it [Role-Based Security, Compliance 03 [resilience-related training:(1) Before authorizing access to the system
1263 A o Personnel acknowledge at leastonce every 12 months that they Functional | Intersects With & Resilience Training SAT-03 orperforming assigned duties;(2) When required by system changes: s Iresponsibllity for the operation of relevant security controls. and are
Jable to access assistance and guidance when required.
IRave read an understood the information security policy a land(3) Annually thereafter.
lprocedures.
e one] receive Seouity awareness Iraining 25 follows Mecharisms exist o document,retain and monitor ndividualtraining
o Upon hire and at ieast once every 12 month Securty, Complance & vt ncluing sy, complonce ond resferce Fersomnel remoi knowiedgetle shout e et ndscape thi
e oo oot ot o vy 2 o ey | et | s | SRR, | smas v i o e e g vy S gy s oo sy e e
ave read and understood the information security policy and Jrainin
lprocedures. 9
Personnel eceive securty awareness training as follows:
o Upon bt and at least once every 12 monthe. echanisms et t proiderole-base securty, omplance and rersonnel remain knowledgeable about the threat landscape, their
1263 A o buliple methods o communication are Used.  ntns ey | Pt | s | Gperenénonnent | ssro26 el s i bt el ond el e s responsinility for the operation o relevant security contrals, and are
o e oo Ty e [threats that users might encounter in day-to-day business operations. lable to access assistance and guidance when required.
lprocedures.
curity awareness training includes awareness of thre:
einerobitias tha could mapact the socurty of tne COE metding but Security, Compllance & IMechanisms exist to provide all employees and contractors [Personnel are knowledgeable about their own human vulnerabilties
12631 A ot imited to Functonal | Itersects With | SECUT ComBIance & | guriop  oopropriate security, compliance and resiionce anareness education s o how threat actors wi attempt to explot such vulnerabities
Phishing and related attacks. 9 land training that is relevant for their job function. lPersonnel are able to access assistance and guidance when required.
|n Social engineering.
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Securtty awareness training ncludes awareness of reats
vmneram\mes ‘that could impact the security of the CDE, mc\umng but [Mechanisms exist to include awareness training on recognizing and Personnel are knowledgeable about their own human vulnerabilities
12631 A ot irned Functional | Inersects With | Socal Engineering & ining | SAT022 reperting poteniol and actee nstances ofsocal engnering and s 1 how threat Actors wi atemp to xpla SUch Wlnerabiries
= Pishing and relate attacks. Cocial minng. Persomnel e able 1o access asastanc and guidance when reduired
2 Socil engincering
o pac he securtyoftn CDE. niudingbut Mecheriams exis o provide role-besed securky, compllance and persomel are Knowldgeatle sboutthei own uman wrabiies
P Y " 9 Role-| Based Security, Compliance| [resilience-related training:(1) Before authorizing access to the system a
12631 A o Functional | itersects with sar03 s how threat Acors wi atemt to xplo sch winerabiies.
lm Phishing ot related attacks. esilience Training erforming assigried duties;(2) When required by system changes; [Personnel are able o access sseistance and ‘guidance when required,
2 Pising and rlt 3 Annualy hereafier
[security awareness training includes awareness of threats and [Mechanisms exit o ensure (at every user accessing a system
rnerabities tht coud Impact the securicy of the COE, ncuding but Sensitve / Regulated Data lprocessing, storing or transmitting sensitive/regulated data is formally IPersonnel are knowledgeable about their own human vulnerabilities
12.6.3.1 NIA [not Functional Intersects With | o, 2o Nar\dhng & Processing saT-033 [trained in data handling requirements. 5 |and how threat actors will attempt to exploit such vulnerabilities.
= Phlsmng and related attacks. 9e. 9 9 |Personnel are able to access assistance and guidance when required.
= Socil ngineering
Securtty awareness taiing includes awarenss of threats and
Vuinerabiies tat could Impact he secury of the CDE, meluding but Mecharisms exit to provide ole based security, compliance and Personnel are knowledgeable about thirown human vulnerabities
12631 A ot Functional | Itersects With | Cyber Theat Environment | SAT-03.6 resience awareness raning tha i current and relovant o he cyber s 2 how theat actos wih attempt t Gxpiof such vulnerabiies
ity o3 et s [iveats that users might encounier n day-10-day business operatins. Personnel e able to access asestanc and guidance when reduired
= Socil ngincering
hanisms exist to provide role-based security, compliance and [Personnel are knowledgeable about their responsibility for the security|
[security awareness training includes awareness about the acceptable Role-Based Security, Compliance| y resilience-related training:(1) Before authorizing access to the system o
12632 A Juse of end-user technologies in accordance with Requirement 12.2.1, | Functional | Intersects With & Resilience Training SAT-03 ssigned duties;(2) When required by system changes; ° jand aperation of end- user technologies and are able o access
e A rarestior Jassistance and guidance when required.
Wecharsm eXt ko ensure Tat every user accessing 3 yate e ey o e ooy
[Security awareness training includes awareness about the acceptable Sensitive / Regulated Data orocessing, stofing of transmitting sensitvelreguiated data s formally ersonnel are knowledgeable about thelr responsibility for the securi
12632 A " 1 Functional | Itersects with 0| Ao e e o oy s o aperation of . usar echnologles and aré able o access
Cse o enc-user echnologie n accordance wih Reauirement 12.2.1 Storage.Handing & rocessng 9req ond opertion of enc-user technologies
echarisms exit to provide ole based security, compliance and rersonnel are knowledgeable about their responsisiity for th securiy
12632 A [Security awareness waning ncludes awareness about the acceptable | pncional | ntersects With | Cyber Threat Environment | SAT-03.6 _[esence awareness rainig ihat 1+ current and reevant to the cyber s o aperation of - usar technologles and aré able o access
ol al [threats that users might encounter in day-to-day business operations. |assistance and guidance when required.
Potentalpersonnelwho wil ave access o the CDE are sregned,
Human Resources Secuty o1 [Mechanisms exist to faciltate the implementaton of persorinel [ is rtatea o alowing new mermbers of saf access tothe CDE s
1271 A W ndcontants o el s, i 5 v o iz | Functaral | Subeof fesour dRs1  [Mecharisns exi 10 e sk reated o allown
Potentalpersonnel who wil nave access o e CDE are screen e o e o ety by g+
1271 A i th Consraint o locl law. o t e o mismise th ik of|  Functonal | ntrsects With | Positon Categorzation |  HRS.02 [k deslanaton 08l postiors and esablein screening huer for s [Te sk rlatd to alowing new members ofstaff acess o the COE s
[attacks from internal sources. lindividuals filling (hose positions. 9
[Potential personnel who will have access to the CDE are screened, [Mechanisms exist to ensure that every user accessing Technology
a1 |Assets, Applcations andior Services (TARS) that process, stoe ndor IThe is rlated o allowing new members of saf access tothe CDE is
1271 A Withinthe consrants o oca s, prior t e to minmise ine s of|  Functional | Itersecs With | Users With Eevated Prvieges | HAs-02.1 [Asse, Applicaions andlor services (1A2S) that process, store and s e sk reated o allown
tacks rom nterna sources
randlethe Information in auestion.
[Potential personnel who will have access to the CDE are screened, IMechanisms exist to manage personnel security risk by screening [The risk related to aHawmQ new members of staff access to the CDE is
1271 A Within e constraintsofocal s priort hire & minmize the sk of|  Functional | ntersects With | Personnel Screening WS04 Mecharisms existto manage person s e sk related o alon
[attacks from internal sources. P 9
Potentiat personnel who il nave access to the CDE are screene Mecharisms exist o ensure that ndividuals accessing a system that
1271 A i th Consraint o locl . e t e o mimmise th ik of|  Functonal | ntersectswitn | R1es With Special rotection | s 0.1 (Sor. ransrtsor processes miormation equring Spaca protecion s [T risk related o alowing new members of saff accesstothe COE is
lattacks from internal sources. [satisfy organization-defined personnel screening criteri o
(A list aY all third-party service providers (TPSPs) with which account Mechanisms exist to facilitate the implementation of cloud
1281 A ata i shared o tha could affect the secury of account dta s Functional | Subset of Cloud Services CLDOL  |management contral o ensure cloud insances re secure and n-ine 10 Records are maintained of TPSPs and the senvices provided
mamkameﬂ including a description for each of the services provided. [with industry practices.
.o i iy s proviers (TSP wih i acount .
1281 NA 120 or that could ffect he securty of account data Functional | itersects with Remote Access NET-1q - [fechanisms existto define controland review organizaton approved, s Records are maintained of TPSPs and the services provided.
[maimtainea, nchuing a descrpton or each of he services provded
st of al ti-party service providers (TPSPs) with which account . ) . I
1281 A data i shared o tha could affet he securty of account data 5 Functional | SubsetOf | Tiraparty Management | Tew.on [Hechanisms existto faciltate the implementation of thid-party 10 Records are maintained of TPSPs and the services provided
|maintained, including a description for each of the services provided. g
Wechanisms exit to maitain 2 curren, accurate and complee st of
st of sl tic-party service providrs (TPSPs) with which account Evternal Servce Providers (E8be) that can potentially impact he
1281 A ata i shared o tha could ffect the secury of account dta s Functional | intersects with | Thirt.paty Inventories | TPM-OLL[Confdantaty, Inteory. Avaraniity anajo Safty (UAS) o the s Records are maintained of TPSPs and th services provided.
[maimtained, Inchuing a descrpton or each of he services provded iations Technology Assets. Applicaions, Services andior Data
Tash)
WecharIsis €XEE o perarm Tecuring Vadation o he REsponsie
IRccountable, Supportve, Consuted & Informed (RASCH matr o
st of al thicparty service providrs (TPSPs) with which account lar ocumentaton. to nsure security:complance and rsience
12.8.1 NIA |data is shared or that could affect the security of account data is Functional Intersects With Third-Party Scope Review TPM-05.5  [control assignments accurately reflect current:(1) Contractual 5 [Records are maintained of TPSPs and the services provided.
[maimtained, Including a descrpton or each of he services provided oblgations or the Externar Senvice Provier (ESP)(2) Busnéss
lpractices;(3) Applicable stakeholders; and(4) Deployed Technology
|assets, Applications andjor Services (TAAS).
IWiten agreements with TPSPs are maintained a fllows
o Writen agreements are maintained with &l ToaPe wih which Mecharisms exit o document and maintan a Responsible,
Bccount Gt Shard r (nt codafct e Sy of e €0 Responsile, Accountabl, b SupporteComuted ot (1) mafic s are maintain +acknowledgment of
1282 A Wt agrcements ncude sckhomedaments from TPShe tat they | Functonal | nterscts ith ortiv, Consuied & | TPM05.4  imiar documentaton. to delineate a5 s Fecords are mantained of each TPSP's acknowledgment of its
[are responsible for the security of account data the TPSPS possess or Informed (RASCI) Matrix [compliance and resilience controls between internal stakeho\ders and P Y to pr
ore process, o ranari on behalt o he enty. o o the Evtemal Service Proviers (£575)
Sxtent tha they Couid iipact he secunty ofthe enty's CBE.
it aorements win TrSes are maintained s follows:
[m Written agreements are maintained with all TPSPs with which [Mechanisms exist to require contractual requirements for applicabl
[account data is shared or that could aﬂe(l the security of the CDE " X qul u qul pplicable
pccon ’ ; Thir-Party Contract 05 |securty, compliance an resiience requirements with (i partes, Recorss are mantained ofcacn T ackowieoment of
1202 N rten agreements nclude acknowledgments fom T75Ps iatiney | runciont | nrsecs win Requiraments TPHA05.Clecting the organisation's needs to protec s Technalogy ASset, s Fesponsibiy to rotect account dat
[otherwise store, process, or transmit on behalf of the entity, or to the [Applications, Services and/or Data (TAASD).
Jextent that they couia pact he securty of the entty's COE
itz arssments i Tosos ar maitains a ol
e Wit orcements are mantined i 3 7sps wi rich
ScCountdata s shared ortnat could affect e securiy of Mecharisms exit o mitgate the iks associated with third-party
1282 A e Wrien agrcements Incuce scknowedaments o 1567 tratthey | Functonal | ntrsects ith | Thi partySenvices TPM.04 [access to the organzations Technology Asses, Appiations. serices s PRecords are mantained of each TPSP's acknowedgment o s
[are responsible for the security of account data the TPSPs possess or [and/or Data (TAASD). P y to pr
horwise stoe, Broces, o ransmi on benal of the enty.or it
JEKtent thatthey couid mpact he securty ofthe enty's COE
RarvEms Gt onduet & TK SESessment pio o W Scaulaion [The capabily, Intent, amd resources of 3 prospecive TPo7 1
1283 NA [An established process is implemented for engaging TPSPs, including | ¢ nctignal | Intersects with | Third-Party Risk Assessments & | rpy.gq.1  lor outsourcing of technology-related Technology Assets, Applications B ladequately protect account data are assessed before the TPSP is
[proper due diligence prior to engagement. Approvals. dlor Services (T
engages:
o s implemented to monor ot Mechanisms exist to monitor, requary eview and assess Externl
1284 A [ program s implemented to monitor TSP’ PCIDSS compliance | - Funcional | Intrsects With | Review of ThirdParty Services |  TPM.08 |Service roviders (ESPa) for compliance with estaiihed contractual s IThe i Dss comptance status of TP i verified pericicaly
4 requirements for security, compliance and resilience controls.
Informaion s maintained about which Pl DSS requirements are T party Comract echanisms it o requie contactua requrements o spplcarle Records detaling the P DsS requirements and related syster
1285 A haged by each RSP, which aré managed by the eniny.ang any | Functonal | Intrsects With o053 . : : s Components for which each TPSP i soely ar oty respanabe, are
Requiréments Fefecting th arganizaton's needs o provact s Technology Asses, ;
K are shared between the ThSh and the entey [eecting the organiations needs to prot Imaintained and reviewed periodicaly
Mechanisms exist o document and maintan a Responsible,
Itormato s minained about ich I D55 requrements are Responsile, Accountabl, Iccountable, Supporive, Consited & informed (RASCH maisi, or Records detaiing the P DSS requirements and reated syster
1285 A hage by each PSP, which aré manageq by the enity,and any |  Functional | Intesects With | Supportive: Conguted & | TPMA05.4 smilr documentaion o delneate assinmant or secunt s Components for which each TPSP i soely ar oty responabe, are
[t are sharea between the ThSh and the entey Tnformes (RASCH Matrx Compance and reshence controls between inernal takehalders and maimtained and reviewed perocicaly.
[External Service Providers (ESPs).
[Mechanisms exist to ensure Personal Data (PD) is protected by logical
lditonal requirement for service providers anly: TPSPs acknowledge c physcal securty safeguarcs hat are sufcienk and appropriately
[ riin o ctcmrs tat ey o reonsi for i Securty o Scoped!io protect he confientialty and inegriy of the P,
1201 wa Eccoun st e THS possesies ot S, brocstel or | runconl | nrsects Wit | ecurty of sl oaa (01 | #ruats s [TPPs ormally acknoweage thersecurty responsiiies tothele
ransmitson benalfof the Cstamer, or 0 ihe extent hat they couid
[mpact the securty of the customers COE.
Jccitonal requirement for servce providers only: TPSPs acknowedge
[ Wil o customers that they are rspansioe for the secury
1201 A ccount data e ThSh possesses or onerwise stores, processed, or |  Functionsl | subsetOf | Tnir-Party Management | Tew.1  [Mechanisms existto faciltate the implementation oftirc-party 10 [TPsPs formaly acknowiedge ther security responsibiies to ther
[transmits on behalf of the customer, or to the extent that they could 9 .
rapackthe securty of the customer's CDE.
Iccitonal requirement for servce providrs anly: TPSPs acknowedge
[ writng o customers hat hey afe responsiba for the secuty Mecharisms exist o mitgate the iks associated withthird-party Lsps ormaly scknowtecioethei secorty responsisites t ther
1291 NIA [account data the TPSP possesses or otherwise stores, Functional Intersects With Third-Party Services TPM-04  access to the organization's Technology Assets, Applications, Services 5 lcustomers. y 9 Y resp
[ransmitsan benalf o the ustomer, r 0 fhe extent that they couid [onor Data (TAAGD) -
rpackthe scurky of the customers
Jcitonal requirement for servce providers only: TPSPs acknowedge
I urin 1 stomrs tat ey ars responsi for e secuy o e pary Contract Mechanisms exit to require contractualrequiremens for aopicable Lrosps formatly acknowtedae ther securt s o h
en . 1 writhg to ot ey are responsivle o runctionat | imersects win o rty Conrac Towos [ty complance ant Tesance requremens i (s s s ormaly acknowede hirsecurtyrsponiii o e
Fanimts o b of i cutomer, or o i et o ey coud equirements eflcting the orgenization's needs ko protct s Technlogy Asses, ustomers,
[mpact the security of the customer’s oo "
lditonal requirement forservice providrs anly: TPSPs acknowledge Mecharisms exit o document and maintan a Responsible
[ g o customers that hey are. ésponsiba for the securty o Responsile, Accountabl, hcountatle, Supporive, Cortuied & iomad (VSc) mt, o ; ' ’
1291 wa ScCount 4ot the ThS posseses o onéralse Stres,processes or |  Functonal | nersects ith SRS | oo i documertoton o sinen st o ecuty s [1sPs formally acknowedoe thelrsecuriyresponsiiies o thir
ransmitson benalfof th ustamer, r 0 ihe extent hat they couid Tnformed (RASEh Matrx Complance and rellence controls bevween Internal takehalders and
rpackthe securty o the customer's i Evtemal Senvice prowiers (£5Pe)
hitonl rurement for s providrs oy 0?5 support ek
Fustoars Saueits o famation o et eduremrt
15704 and 12.8:5 by providing th following upon customer request
5C1 D35 complianca satus formation fof ahy ervice . o1 |Mechanisms xis to acitatethe implementation of thir-party [P provide nformation as neede to support their customers* PCI
1292 A performs on behalf of customers (Requirement 12.8.4). Functional Subset Of Third-Party Management TPM-01 Imanagement controls. 10 IDSS compliance efforts.
e normation ot wich o 55 requrerents r he respansiiy
5he ThSP and which ar the responsibity of the customer: incluing
ony shared responsoies (Requrement 12,5
hacrions equrement forsence proviers ony: PSP suprt e
SQUSE o formato o meet Reduren
1275 and 12.:5 by providing the following upon customer request; "
echanisms exis to mitigate the iss associaed with thirc-par .
e "5i D35 complant Staus tormaton o ay Senice the TPSF ; o . [1PSPs provide nformation as needed to supportther customers' PCl
1292 A = ) 0S5 compliance status nformation fo ary servi Functional | Intersects with | Thira-paty Services TINO8 ket e rgmition s Techoos, st Appcators Senices s rsps provde nformat
[ normation about which I DSS requirements aré the respensiilty
5he ThSP and which ar the respansbity of the customer: inciucing
ony shared responsioies (Requrement 12,5
haitons reqrerent for srvic rovisrs oy T upport o
Tor Information to meet Requirements
35037 151555, roving h alowing o cutomer request pechanisms ettt e conacual equrements forspicble
o 501 D35 corpiance status Inormation fo any service the sctonat | m ; Thirdparty Contract curty: complance and Teslnce recurements i hrd gares [1PSPs provide nformation as needed to supportthei customers' PCl
1292 NA Iperforms on benalf of customers (Requirement 12.6.4) Functional | Intersects With Requirements TPNM-05 lecting the organization's e needs to protect its Technology Assets, s 0SS compliance efforts.
[w Information about which PCI DSS requirements are the responsibility| ADDI\Lanns Services and/or Data (TAASD).
5he RSP and which ar the respansnity of the customer: inciucing
ony shared responsinies (Requrement 12.8.5
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Set Theory Relationship Mapping (STRM)

1292

FDE Name

Focal Document Element (FDE) Descriptions

fadditonal requirsment for service providers only: TPSPs support ther
quests for information to meet Requirement
5754t 15.5.5 by roviding the Tolowing Upen cumtomar request
|m PCI DSS compliance status information for any service the TPSP.
4

[m Information about which PCI DSS requirements are the responsibilty|
Jof the TPSP and which are the responsibility of the customer, including|
lony shared responsibilities (Requirement 12.8.5)

STR
Rationale

Functional

STRM
Relationship

Intersects With

PCI DSS v4
SCF Control
Responsile Accountable.

rive, Consulted &
ommed (s etk

TPM-05.4

Secure Controls Framework (SCF)
ontrol Description

IMechanisms exist to document and maintain a Responsibl
Jsccountable Supportive, Consuited & informed (RASCHma(nx. or
[similar documentation, to delineate assignme urity,
Comblance and reshance cantrels bermaon miernar Sakeneiders and
[External Service Providers (ESPs).

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[TPSPs provide information as needed to support thelr customers” PCI
S5 compliance effc

12101

Ja incident response plan exists and s ready to be activated in the
levent of a suspected or confirmed security incident. The pl

fincludes, but is not limited to:

o Roles. Fesponsibities, and commuricaton and contac strategies in
the event o s suspected or canfirmed securlty incident, nclucing
lotifcation of payment brands and acauirers, at & minimum

[ incident respance procedures with specifc containment and

[ igaton octivives fr diferent ypes of ncidents

o Business recovery and continuty procedures

[m Data backup pro

o Analyssof legal requirements for reporting compromises.

[m Coverage and responses of all critical system cor

= Referente of inclusan of incident response procedures from the
lpayment brands.

Functional

Intersects With

Data Backups

BCD-11

pechanisms exist to createrecuring bockups o dat, sofware andor
oystem images, as well as verythe ntegrty of these back
Shure he sty of e deta to Satchy Recovers Time Opjecives
W70 and Recowery Pornt Objectves (RPOS).

| comprehensive incident response plan that meets card brand
lexpectations is maintained.

12101

NA

JAn incident response plan exists and is ready to be activated in the
levent of a suspected or confirmed security incident. The plan
fincludes, but is not limited to:

lm Roles, responsibilties, and communication and contact strategies in
lthe event of a suspected or confirmed security incident, including
[potification of payment brands and acquirers, at a mini

o incdent response procedures withspecificcontainment and
Imitigation activities for different types of incider

I Business recovery and continuky procedures.

ln Data backup processes.

[m Analysis of legal requirements for reporting compromises.

la Coverage and responses of all critical system components.

lm Reference or inclusion of incident response procedures from the
[payment brands.

Functional

Intersects With

Defined Roles & Responsibilities

HRS-03

IMechanisms exist to define cybersecurity roles & responsibilities for all
lpersonnel.

|A comprehensive incident response plan that meets card brand
lexpectations is maintained.

12101

Ja incident response plan exists and s ready tobe activated in the
levent of a suspected or confirmed security incident. The pl

fincludes, but is not limited to:

e Roles. Fesponsibities, and communicaton and contact strategis in
fthe event of a suspected o confirmed security incident, incl

o featon of payment brands and scasrers s s i

lm Incident response procedures with specific containment and
[mitigation activities for different types of incidents.

Jr ausiness recavery and continuty procedures.

[m Data backup pro

o Analysisof legal requirements for reporting compromises.

[m Coverage and responses of all critical system cor

= Referente o o inclusion ofincldent response procedures from the
lpayment bra

Functional

Intersects With

Incident Response Plan (IRP)

1R0-04

IMechanisms exist to maintain and make available a current and viable
Iincident Response Plan (IRP) to all stakeholders.

| comprehensive incident response plan that meets card brand
lexpectations is maintained.

12101

NA

Jan incident response plan exists and is ready to be activated in the
levent of a suspected or confirmed security incident. The plan
fincludes, but is not limited to:
lm Roles, responsibilties, and communication and contact strategies in
the event of s suspected or confirmed securty incidert, ncluing
Inotification of payment brands and acquirers, at a mi

[ Incident responce procedures with specfic cantainment and
[mitgation actities for dfferent typee of incidents
|m Business recovery and continuity procedures.
|n Data backup processes.
[m Analysis of legal requirements for reporting compromises.
lm Coverage and responses of all critical system components.
lm Reference or inclusion of incident response procedures from the
lpayment brands.

Functional

Intersects With

Incident Stakeholder Reporting

1RO-10

IMechanisms exist to timely-report incidents to applicable:(1) Internal
Affected clients & third-parties; and(3) Regulatory

lauthorities.

[A comprehensive incident response plan that meets card brand
lexpectations is maintaine

12101

fin incidentresponse plan eistsand s reayto e acivated n the
of a suspected or confirmed security incident. The

Incicdes bt = not mted to

o Roles. Fesponsibities and commuricaton and contact strategis in

lthe event of a suspected o confirmed security incident, incl

o featon of oymant brands and scasrers o s i

lm Incident response procedures with specific containment and

[mitigation activities for different types of incidents.

o Business recovery and continty procedures

[m Data backup pro

o analysis of egal requirements for reporting compromises.

[m Coverage and responses of all critical system cor

o Reference or inclusion o ncident response procedures from the

lpayment bra

Functional

Intersects With

Wireless Link Protection

NET-12.1

IMechanisms exist to protect external and internal wireless links from
slgnal parameter atacks through monitoring for unauthorized wireless
[connections, including scanning for ur rized wireless access
ot and taking apprapriate scton. 1 an T onacinerised comesion s
ldiscovered.

/A comprehensive incident response plan that meets card brand
lexpectations is maintained.

12102

¢ teast ance every 12 months, the securty incdent response plan i
|a Reviewed and the content is uj
o Teites ncing i lements 1ea i hequement 12.10.1

Functional

Intersects With

IRP Update

1RO-04.2

[Mechanisms exist to regularly review and modify incident response
lpractices to incorporate lessons learned, business process changes
Johd Industry developments, a5 necessary

[The incident response plan is kept current and tested periodically.

12102

NiA

Jteast once every 12 months,the security Incident response plan s
|m Reviewed and the content is updated as needet
= Tested, inclucing all loments fisted in Requirement 12.10.1

Functional

Intersects With

Incident Response Testing

1R0-06

IMechanisms exist to formally test incident response capabilties
lthrough realistic exercises to determine the operational effectiveness
Jof those capabilties.

[The incident response plan is kept current and tested periodically.

12103

NA

Ispecific personnel are designated to be available on a 24/7 basis to
lrespond to suspected or confirmed security incidents.

Functional

Intersects With

Integrated Security Incident
Response Team (ISIRT)

1R0-07

IMechanisms exist to establish an integrated team of cybersecurity, IT
business function representatives that are capable of addressing
|eybersecurity and data protection incident response operations.

IIncidents are responded to immediately where appropriate.

12104

NiA

[Personnel responsible for responding to suspected and confirmed
Jsecurity incidents are appropriately and periodically trained on their
fincident response responsibiliies.

Functional

Intersects With

Incident Response Training

1R0-05

IMechanisms exist to train personnel in their incident response roles
land responsibilities.

lPersonnel are knowledgeable about their role and responsibilities in
incident response and are able to access assistance and guidance
when required.

121041

NiA

[The frequency of periodic training for incident response personnel is
ldefined in the entiy' targeted risk analysis, which is performed
laccording to all elements specified in Requirement

Functional

Intersects With

Incident Response Training

1R0-05

IMechanisms exist to train personnel in their incident response roles
land responsibilities.

Incident response personnel are trained at a frequency that addresses|
[the entity's risk.

12105

[T security ncident response plan ncludes moritorng
o Sacurty monttormg aystem. nevuding but

lm Intrusion- dele(nor\ 2nd itrusion-prevertion systems
= Network securiy

Change-detection ethanisms forcritcal fles
= The change-and tamper-detection mechanism for payment pages.
[Tis bullet i a bestpractie unti s efective ate; refer
|applicability Notes below for det:
S eetuon of ratrnoned wireess access points.

Functional

Intersects With

Incident Handling

1R0-02

echanisms exit o coveri1) Preparatio;(2) Automated event
|detection or manual incident repor 3) Analysis;(4)
Comalmenti) Evadcaton; arate) cotry

[pets generated by monitoring and detection technologies are
Iresponded to in a structured, repeatable manner

12105

[The security incident response plan includes monitoring and
responding to alerts from securty monitoring systems, ncucing but
Inot limi

e ntrusion- detection and ntrusion-prevention systems.

lm Network security c
2 Change deacian mesnanismsfor cica les
s The change-and tampe.detecton mechanism for payment pages,
[Tis bullet i a bestpractie unti s efective cate refer
|applicability Notes below for detail

[ Betection of unauthorized wireless access points.

Functional

Intersects With

Incident Response Plan (IRP)

1R0-04

IMechanisms exist to maintain and make available a current and viable
Incident Response Plan (IRP) to all stakeholders.

|alerts generated by monitoring and detection technologies are
responded to in a structured, repeatable manner.

12105

[T security ncident response plan ncludes moritorng
R o socurny monttormg avstem. nevuding but

o itrusiondetection and ntusion-prevention systems
lm Network security cor
= Change deiacian mecranismsfo cica les
lm The change-and tamper-detection mechanism for payment pages.
bullet is a best practice until its effective date; refer to
|Applicability Notes below for
|m Detection of unauthorized wireless access points.

Functional

Intersects With

Correlate Monitoring Information

MON-02.1

wtomated mechanisms exs to correlate both technicaland n
ltechnical information from across the enter ' a Secarity Incident
Event Manager (SIEW) o similar automated tool, & enhance
lorganization-wide situational awareness.

|alerts generated by monitoring and detection technologies are
responded to in a structured, repeatable manner.

12105

[T securtty ncident response plan includes moritoring
o Securty monttorg aystems. nevuding but

lm Intrusion- dele(non 2nd itrusion-prevertion systems
= Network securiy

Cronoedesation mecapisms fo cica les
= The change-and tamper-detection mechanism for payment pages.
[Tis bullet i a bestpractice unti s efectve cate refer
|applicability Notes below for det:
S eetuon of rarnorzed wiress access points.

Functional

Intersects With

Wireless Link Protection

NET-12.1

[Mechanisms exist to protect external and internal wireless links from
[signal parameter attacks through monitoring for unauthorized wireless|
[connections, including scanning for unauthorized wireless access
lpoints and taking appropriate action, if an unauthorized connection is
ldiscovered.

[Aerts generate by montoring and detection tchnolagies are
Iresponded to in a structured, repeatable manner

12.106

[The security incident response plan is modified and evolved according
fto lessons learned and to incorporate industry developments.

Functional

Intersects With

Root Cause Analysis (RCA) &
Lessons Learned

1RO-13

techanisms exist to incorporate lessons learned from analyzing and
Iresolving cybersecurity and data protection incidents to reduce the.
likelihood or impact of future incidents.

[The effectiveness and accuracy of the incident response plan is
reviewed and updated after each invocation

12.106

[The security incident response plan is modified and evolved according
fto lessons learned and to incorporate industry developments.

Functional

Intersects With

IRP Update

1RO-04.2

[Mechanisms exist to regularly review and modify incident response.
lpractices to incorporate lessons learned, business process changes
Jand industry developments, as necessary.

[T effectveness and accuracy o the ncdent response pian is
Ireviewed and updated after each invocatis

12107

NiA

lincident response procedures are in place, to be initiated upon the

|detection of stored PAN anywhere it is not expected, and include:

[m Determining what to do if PAN is discovered outside the CDE,

fincluding ts retrieval, secure deletion, and/or migration into the

leurrently defined CDE, as applicable,

[m Identifying whether sensitive authentication data is stored with PAN.
ining where the account data came from and how it ended

|up where it was ot expected.

|m Remediating data leaks or process gaps that resulted in the account

ldata being where it was not expected.

Functional

Intersects With

Incident Response Plan (IRP)

1R0-04

IMechanisms exist to maintain and make available a current and viable|
Iincident Response Plan (IRP) to all stakeholders.

lProcesses are in place to quickly respond, analyze, and addre:
ituations i the Guent that cleartext PAN is detected where it 5 not
lexpected

12107

lincident response procedures are in place, to be initiated upon the
include:

fincluding its retrieval, secure deletion, and/or migration into the
lcurrently defined CDE, as applical

[ Identifying whether sensitive suthentication data s stored with PAN.
o Determining where the account data came from and how it ended
lup where it was ot expect

e remediating daga e o process  gaps thet resuted n the account
(Gt being where i was not expected

Functional

Intersects With

Sensitive / Regulated Data Spill

1RO-12

[Mechanisms exist to respond o sensitive/reguiated data spils.

[Processes are in place to quickly respond, analyze, and address
situations in the event that cleartext PAN is detected where it is not
lexpecte
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descriptions

STR
R

STRM
Relationship

PCIDSS

SCF Control

va

Secure Controls Framework (SCF)
ontrol Description

Strength of

Relationship

version 2026.1_x000a_03/27/2026

12107 S e e punctonst | s win | PSS mequned ata| g s [ceearinpcets oy s e i
w Deterr mmmq wheve( e a((aun data came from and how it ended P "
““?'“‘ separations implemented as follow: [Mechanisms exist to ensure multi-tenant owned or managed assets
M Funciosl | Iersects Wit | MutiTeran Envonmerts | Lo (BYSE1 s e e desned ons goveg st vk rece S [ neponers auraen e prover
[Controls are implemented such that each customer can only access it i ¥ |(physical and virtual) are designed and governed such that provider i e
P [other tenant u
AL1a A customer environments is confimed at east once every sxmonths | Functonal | Intersects with | Network Seamentation NET.0g  [seamentation o solate Technology Asset, applcation: ¢ B seqmentaton of customer enironments rom atner is
ALL4 A lcustomer environments is confirmed at least once every six months Functional | Intersects With DMZ Networks NET-08.1  [echanisms exist to monitor De-Miltarized Zone (DZ) network 5 tomer from other s
| o5 e st Functanal | mrsecswin | MITERLEEILLO00N | gy el ey svert ooy copbltes s customers e S [y et ool cusomers wihout fecing e
[m Logs are available for review only by the owning customer > btgations. o reauistery Y
|m Log locations are clearly communicated to the owning customer. 9
AL22 NA it forensic investigations in the event of a suspected Functional | Intersects With Multi- Te"ag“ Forensics CLD06.3 facmme prompt forensic investigations in the event of a suspected or 5 ","e"s'( "“:“ﬂ“ga"""ﬁ‘s ’e:“"y avf“a"‘eﬂ“’ ?” customers in the event
onfimed security incident for any customer, lities |confirmed security incident. [of @ suspected or confirmed security incident
s e "“ézz:z"m“;';:i;:;:c;ve‘ o sty s am winrais | sunctions | st i | HUSTean rdnt Respnse | [ et oot St s Sy S R e
. lto the provi ly rep Y Capabilities. lincidents and vulnerabilities, including timely notification to affected lappropriat
includin e e e e oaiatio ISuspected or confirmed security incidents or vulnerabilities are
laThe Drewder addresses and remediates suspected or confirmed. elnersbiis rior to release to product
fhere POS POI terminals at the merchant or payment acceptar Cryptographic mechanisms exist to protect the confidentiality of data
A211 N/A flocation use SSL and/or early TLS, the entity confirms the dewces are Functional | Intersects With | Transmission Confidentiality CRY-03 (Y e L4 Y 5 [This requirement is not eligible for the customized approach.
[not susceptible to any known exploits for those protocols. 9
A211 wa location use SSL andlor early TLS, the entity Confirms the devices are |  Functional | Intersects With | Secure Web Traffic wep-10|Mechenisms exist to ensure ol web applcation content s delvered s i requirement i not elgile for the customized approsch.
[not susceptible to any known exploits for those protocols. 'g cryptograp! 9
[2nd type of environ: unctional | Intersects With | Transmission Confidentia .03 [ryptographic mechanisms exist to protect the confidentiality of data is requirement is not eligible for the customized approa
A212 NA .msxassessmenuesmesam risk-reduction controls in place. Functional | Intersects With | Tr Confidentiality CRY-03 | ing transmitted. s [This reqy It is not eligible for the custx d approach.
A212 NA .msxassessmenuesmesam risk-reduction controls in place. Functional | Intersects With s Web Traffi WEB-10 | 5ing cryptographic mechanisms (e.g., TLS). s |This rea ttis not eligible for the cust d approach.
n213 WA 03 ional requrement or service providersonl: Al sevice pIoviders]  puncional | subsetOf | Tnid-Party Management | TeM.01 _[Mechanieme exiet o faciate the implementation of third-party 10 i requirement is ot elgiie for the customized approach.
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