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FDE Name Document Element (FDE) Descriptio r— e o v
JAll security policies and operational procedures that are identified in
[Requirement 3 are: [Expectations, controls, and oversight for meeting activities within
. . IMechanisms exist to establish, maintain and disseminate policies, >
311 NiA n D?;:T::;e;ate Functional | Intersects with | PUPIshing Securty, Compliance | Gov.o2  |standards and procedures necessary for secure, compliant and B gf;;“’:"::"a(f‘ j[ﬁegzﬁgizpﬁ:ﬂ"k :b“‘zeLi“n;"szvzge;;:ﬁ;f'::ﬂi‘n .
ln In use. resilient capabiltes. to management's intent
ln Known to al affected parties.
i zecurty polcies andaperatona rocedares o e et ) o oo urty, Complance & Reslince
equirement periodic Review & Update of rogram (SCRP). including policies b re [Expectations, controls, and oversight for meeting activities within
Bocumentad. P i if significant changes occur Lo ensure their IRequirement 3 are defined and adhered to by affected personnel. All
311 A e Functonal | ntrsect win | Securty, Complance GOV-03  fcontinuing suitability, adequacy and effectiveness. 5 upporting actvities are repestable, consistently apphed, and conform|
ln In use. o management's intent.
ln Known to al affected parties
JAll security policies and operational procedures that are identified in
jrement 3 are: [Expectations, controls, and oversight for meeting activities within
la Documented o1 [Mechanisms exist to facilitate the implementation of operational IRequirement 3 are defined and adhered to by affected personnel. All
311 A Kept up to date. Functional Subset Of Operations Security OPSOLeecurity contros. o lsupporting activities are repeatable, consistently applied, and conform|
ln In use. lto managements intent.
la Known to al affected parties.
JAll security policies and operational procedures that are identified in
[Requirement 3 are: < to dentity and perating [Expectations, controls, and oversight for meeting activities within
[ Documented. ‘Standardized Operating . [Requirement 3 are defined and adhered to by affected personnel. All
311 A = Koot up to aate Functional | ntersects With hrocedures (507 0pS011 rocedres (SOR) or sl documertation, o enable e s Supporiing Acies are repéatable, constently apaiea, and conform
In use. ¥-to-day | assig lto management’s intent.
ln Known to all affected parties
IAccount data storage is kept to a minimum through implementation of|
ldata retention and disposal policies, procedures, and processes that
finclude at least the followin
ln Coverage for all locations of stored account
= Covrage for any sensiive avthentication data 540) stored pror to
ICompletion of authorzation. This bullet s 2 best practice unti ks
[effective date; refer to Applicability Notes below for details.
Limiting data storage amount and retention time to that which is nisms ex i media and data in accordance wi |Account data is retained only where necessary and for the least
321 A Fequired for el orreguiatory, and/or business requirements Functional | Itersects With | Media & Data Retention |  DCH.1g [{echaniams existto retain media and data in accordance with s amount of time needed and 1s securely deleted or rendered
ln Specific retention requirements for stored account data that defines, PP . regulatory 'y lunrecoverable when no longer needed.
llength of retention period and includes a documented business
justifica
|n Processes for secure deletion or rendering account data
linrecoverable when no anger needed per the reertion poly.
ln A process for verifying, at least once every thre
StrEa secount ot xcecsing the Geined tention period hos been
[securely deleted or rendered unrecoverable.
Jaccount data storage is kept o @ minimum through mplementation of
osa etention s dispoal policles, rocedre, and processes that
frcace ot east e oo
e for al Iocations o tored account data
erage for any sensiive authentication data (SAD) stored prior to
[completion of authorization. This bullet is a best practice until its
lefective date; refer to Applicability Notes below for details
ln Limiting data storage amount and retention time to that which is Jsccoun data i etaned only where necessary and fo the last
321 A Feaired for fegal o reguiatory, and/or business requiements Functional | Intersects witn | T-Party Processing, Storage | 1py .4 Mechanisms exit toresrict thefocation of nformation s amount of time necdea and s ecuraly dsleted o rencered
ln Specific retention requirements for stored account data that defines P 9/storag: a [rrecoveraiie when n longer nesded.
engin ofrention eriod an includes 3 documented business
justifica
o Procassas for secure deleton or  rendering account data
Junrecoverable when no longer needed per the retention policy.
o A process for veritying, at eas ance boery three monthe ot
red account data exceeding the defined retention period has been
[securely deleted or rendered unrecoverable.
3312 NA [[he card verification code is not retained upon completion of the Functional | Intersects With | Storing Authentication Data | DCH-08.5 ~[ceonisme exist to pronibit the storage of sensiive transaction 5 [This requirement is not eligible for the customized approach.
Jat security policies and operational procedures that are Identified in
[Requirement . . . [Expectations, controls, and oversight for meeting activities within
ln Documented. Publishing Security, Compliance [Mechanisms exist to establish, maintain and disseminate policies. IRequirement 9 are defined and adhered to by affected personnel. All
911 NA Functional | Intersects With Gov-02 d procedures necessary for secure, compliant and B
ln Kept up to date & Resilience Documentation e lsupporting activities are repeatable, consistently applied, and conform|
in use. lto management's intent.
ln Known to all affected parties,
iy policies and operational procedure e entified in Mechanisms exist to review the Security, Compliance & Resilience
[Al security policies and operational procedures that are identified [Program (SCRP), including policies, standards and procedures, at
quire periodic Review & Update of rogram : including policies ¢ e [Expectations, controls, and oversight for meeting activities within
= Documented runctional | itersects witn | " eaodic Review & update vy |enned intervas or if significant changes occur to ensure their s Reauirement 9 are defined and adnered to by affected personel. All
911 NA o Keptup o Gt unctional | Intersects Wi ecurty, Complance -03  |continuing suitability, adequacy and effectiveness. Isupporting activities are repeatable, consistently applied, and conform|
9 lto management's intent.
= Ko t0 ol afected partis.
Jl security poicies and operational procedures that are identiied in
equirement [Expectations, controls, and oversight for meeting activities within
e Socumented. o1 [Mechanisms exist to facilitate the implementation of operational IRequirement 9 are defined and adhered to by affected personnel. All
o11 A ln Kept up to date. Functional Subset Of Operations Security OPSOLeecurity contros. 0 Isupporting activities are repeatable, consistently applied, and conform|
ln In use. to management's intent.
[n Known to al affected parties.
JAll security policies and operational procedures that are identified in
equirement 9 are: nisms exist to identify and document Standardized Operatin Expectations, controls and oversight for meeting actiies within
Kept up to date, Procedures (SOP) oo ot e o ey ons omporiing Actuies o rapentae,consatently appiea: and copform|
ln n use. ¥-to-day [ assio lto management’s intent.
ln Known to al affected parties.
Jat security policies and operational procedures that are Identified in
[Requirement 9 are: [Expectations, controls, and oversight for meeting activities within
o11 A ln Docur Functional Subset Of Physical & Environmental pes01 chanisms exit t faiitate the operation of physica and 0 [Requirement 9 are defined and adhered to by affected personnel. All
ln Kept up to date Protections lenvironmental protection control lsupporting activities are repeatable, consistently applied, and conform|
in use. lto management's intent.
ln Known to all affected parties,
941 A i media with carcholder data is physically secured Functional | Subset Of Data Protection DeHo1  |Viechanisms exist tofaciltate the implementation of ata protection 10 Focte Wi cardholder Gas cannot ba accessed by nouthrized
91 A i mecia with carcolder data s physically securea Functional | Itersects Wit Data Stewarcinip DeHo1L [jechaniems exist o eneure data stewardship s assigned. s Media Wi cardholder data cannot be accessed by unauthorzed
IMechanisms exist to:(1) Physically control and securely store digital
land non-digital media within controlled areas using organization- i .
941 A IAll media with cardholder data is physically secured. Functional | Intersects With Media Storage DCH06  [defined security measures: and(2) Protect system media until the 5 IMedia with cardholder data cannot be accessed by unauthorized
Imedia are destroyed or sanitized using approved equipment, P
ltechniques and procedures.
» Mechanisms exist to physically secure all media that contains [Media with cardholder data cannot be accessed by unauthorized
941 NA |All media with cardholder data is physically secured. Functional | Intersects With | Physically Secure All Media | DCH-06.1 ~[Miechanisme exist fo| 5 e
Mecharisms exist o reate recuring backups of data,software andior
[Offine media backups with cardholder data are stored in a secure 11 [system images, as well as verify the integrity of these back
9411 NA (o Functional | Intersects With Data Backups BOD-LL e ity of the dota 1o catily R e eives 5 (Offine backups cannot be accessed by unauthorized personnel.
(RTOS) and Recovery Point Objectives (RP
ine medi with cardholder redin , rate Storage for Crii echanisms exit o store backup copies o criialsoftware and other
0411 A (0fine media backups with cardholder data are stored ina Secure | puncrional | Intersects wih | SePOrate Storage for Critical | .13 2 |uecurity-related information In @ separate aclity or s Offine backups cannot be accessed by unauthorized personnel,
Containerthat 5 ot cotocated ik ohe Syeiam being bocked .
Mechanisms exist to:(1) Retain Personal Data (PD), including
Imetadata, for an organization-defined time period to fulfil the
- copy materals wih cardhalder dta ae destroyed when no lpurpose(s) identified in the notice or as required by law(2) Dispose of,
Iongev needed for business or legal reasons, as follow: s, andjor anonymizes the PD, regardless of the method
046 ™. o Materials are cross-cu shredded,incnerated. or uiped so that Functional | Intersects with | Personal Data (PD) Retention & | pp o5 |of Storage: and(3) Use organization-defined techniques or methods to 5 (Cardholder data cannot be recovered from media that has been
lcardholder t be reconstruct unctional | Intersects Wi Disposal k05 fansure secure deletion or destruction of PD (including originals, copies [destroyed or which is pending destruction
|m Materials are storad In secure smvage containers prior to fand archived records)
ldestruction.
arc:copy materials with cardholderdata are destroyed when no
llonger needed for business or legal reasons, as follow:
o Materas are cross-ut stredded, incineraied, o uiped so that nction n i . s i g Mecharisms exist to securely dispose of media when it s no longer (Cardholder data cannot be recovered from media that has been
046 A [cardholder data cannot be reconstructe Functional | Intersects With | - Physical Media Disposal DEH08 \required, using formal procedure: s (destroyed or which is pending destruction
[ Materials are stored In secure storage Containers prior to
ldestruction.
ar:opy maerials with cardholder daa are destroyed when o
longer necocd fo bueness or 1eoa reasone, 25 ollow
l Materiais are cross-cut shredded, Incnarated. o puiped so that nction n i i ation 15 |Mechanisms exist to retain media and data in accordance with ICardholder data cannot be recovered from media that has been
046 A Cardnolder data canno be reconstructe Functional | Intersects With | - Media & Data Retentio DCHI8 lappiicable statutory, regulatory and contractual obligations. s ldestroyed or which is pending destruction.
|n Materials are stored in secure storage containers prior to
ldestruction.
[POI devices that capture payment card data via direct physical
nteraction with the payment card form factor are protected from
fampering and unauthorized substitution, including the following: [The entity has defined procedures to protect and manage point of
[a Maintaining a lst of POI devi . . o1 [Mechanisms exist to facilitate an IT Asset Management (ITAM) interaction devices. Expectations, controls, and oversight for the
951 NiA o Periodiclly inspecting POl Gevices t look for tampering or Functional Subset Of Asset Governance ASTOLorogram to implement and manage asset management controls; o ent and protection of POI devices are defined and adhered
[inauthorized substtatio to by affected personnel
" Traiing personnel t be aware of suspicious behavior and to
Ireport tampering or unauthorized substitution of devices.
[POI devices that capture payment card data via direct physical IMechanisms exist to perform inventories of Technology Asss
linteraction with the payment card form factor are protected from plcation. SorviceL andior Dats (TAAGD) it (1) Accurately reflects
fampering and unauthorized substituion. inclucing the following: [the current TAASD in use:(2) Identifies authorized Software products, [T entiy hasdefined procedures to protect and manage poin of
intaining a list of POI devi et " ventori 2 [cuding busiess jusiication dtais(3) i ot the evel of granulaity interaction devices. Expectations, controls, and oversight for the
o5l A o Perodically inspecting POl Gevices tolook fortampering or Functional | Intersects With Asset Inventories AST-02|eemed necessary for tracking and reporting:(4) Inclu s nagement and protection of POI devices are defined and adnered
lunauthorized substitutio lorganization-defined nformation deemed necessary to achieve lto by affected personnel
| Training personnel t be aware of suspicious behavior and to ective property accountabilty; and(5)Is avalablé for review and
Ireport tampering or unauthorized substitution of devices. Jaudit by designated organizational personnel.
[POI devices that capture payment card data via direct physical
finteraction with the payment card form factor are protected fror
fampering and unauthorized subsiuion. ncluding te folloving [Te enty has defined pocedures to protect and manage point of
|2 Periodically nspecting POI devices to ook for tampering or auip umattended technology P 9 pering rotection o FOI devieas are defines and adhered
linacthorized substitution oy Siecies personnes
ln Training personnel to be aware of suspicious behavior and to
Ireport tampering or nauthorized substitution of devices.
[POI devices that capture payment card data via direct physical
finteraction with the payment card tor are protected from
fampering and unauthorized substituion. including the following: \echanisms exist to appropriately protect devices that capt [The entity has defined procedures to protect and manage point of
taining a list of POI devi Kiosks & Point of Interaction (Pol) g interaction devices. Expectations, controls, and oversight for the
951 A 5 Periodicaly inspecting POI devices t ook or tampering or Functional | Itersects With Devices AsT07 SegS;fu‘;igm;mﬂ T dret Pl iacton o amering s management ana protecton of oI devices ar efined and achered
lunauthorized substitution. lto by affected personne
la Training personnel to be aware of suspicious behavior and to
Ireport tampering or unauthorized substitution of devices.
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FDE Name Document Element (FDE) Descriptios SCF Control R e
IPOI devices that capture payment card data via direct physical
nteraction with the payment card form factor are protected from echarisms exist o assess e nearty of crfel Technology Assets.
famoering and unauthorized substuton. nlaing the ollowing |Applications andlor Services (TAAS) to detect evidence of tampering, [The entity has defined procedures to protect and manage point of
ln Maintaining a it of PO devi . ’ otect a5 herell) Logicalassessments evaluae the tegiy of cical interaction devices. Expectations, controls, and oversight for the
951 NiA [w Periodically mspc:tmq POI dcwccs to look for tampering or Functional Intersects With | Logical Tampering Protection AST-13 [components (e.g., configuration settings) s Imanagement and protection of POI devices are defined and adherec
[inauthorized substtutio otomants cusivore ssecesfor cuiden ofunautheried sccess o by affected personnel
| Training personne to be aware of suspicious behavior and to [andior modifications
Feport tampering or unauthorized substitution of devices,
[POI devices that capture payment card data via direct physical
teraction with the payment card form factor are protected from
peringand Unauiharized UBSHon, ncdng e (lowing [The entity has defined procedures to protect and manage point of
tining a st of PO dev 15 lechansms exist o physclly andoiclly nspect il echroloay interaction devices. Expectations, controls, and oversight for the
951 NiA [» Periodically inspecting POI dev\(es to look for tampering or Functional Intersects With | Technology Asset Inspections AST15.1 acsets to detect evidence of tamperi 5 ent and protection of POI devices are defined and adhered
tution. [to by affected personnel.
| Training personnel to be aware of suspicious behavior and to
Feport tampering or unauthorized substitution of devices,
[POI devices that capture payment card data via direct physical
nteraction with the payment card form factor are protected from
fompering an unauinarized substion, incung e foloing [The entity has defined procedures to protect and manage point of
051 A ntaining a it of POI devi conctionsl | subset o curity, Compliance & saror  |Mechanisms existto faciltate the implementation of security 1o interaction devices. Expectations, controls, and oversight for the
2 Periodically inspecting PO devices to ook for tampering o Resiience iiaes Workforce [workforce development and awareness controls. it and protection of POI devices are defined and adhered
linauthorized substitution o by affected personnel.
“Training personnel to be aware of suspicious behavior and to
Feport tampering or unauthorized substtition of devices
IPOI devices that capture payment card data via direct physical
nteraction with the payment card form factor are protected fro
Fompering an unauinarized subtion, nucing e foloving " [The entity has defined procedures to protect and manage point of
fechanisms exist o provide all employees and contractors
ln Maintaining a it of POI devi . ’ Security, Compliance & y : interaction devices. Expectations, controls, and oversight for the
851 A o PEoaly hspec T does o ook o tamperng o Functional | Intersects With | gl e ing |  SAT:02  [appropriate securty, compliance an resilence awareness education s omaggment and protection o PO\ devices are dehned and achered
lunauthorized substitutior 9 i lto by affected personnel
| Training personnel to be aware of suspicious beravorand o
Feport tampering or unauthorized substitution of device:
[POI devices that capture payment card data via direct physical
teraction with the payment card form factor are protected from
fomperingan unautharized substuton. ncluing the following Mechanisms exist to provide role-based security, compliance and [The entity has defined procedures to protect and manage point of
051 A ln" Maintaining a st of POI devi cunctional | intersects with |Role-Based Security, Compliance| g1 o2 [resilience-related training:(1) Before authorizing access to the system S interaction devices. Expectations, controls, and oversight for the
5 o perodical nspectng P01 Gevices to ook for tampering or & Resilience Training Jor performing assigned duties:(2) When required by system changes; Imanagement and protection of POI devices are defined and adnered
linauthorized substitution [and(3) Anncaly thereafter. o by affected personns
i borsonnel t be aware of suspicious behavior and to
IFeport tampering or unauthorized substitution of devices,
ChanTsms existto ensure that every User accessing 3 Syste
[POI devices that capture payment card data via direct physical procesing, torig o ransmiting sensiverrequited data s Tormally
interaction wi ent card form factor are protected from trained in data handiing requirem
fompering an unaufnarized subston, incung e foloing [The entiy has defined procedures to protect and manage point of
Maintaining a st of POI unctional | ntersects with |  Sensiive / Reguiated Data . Iterocucn deices Expectatons.conros and aversight o the
951 A o Ferodicallyinspecting POI devices to look for tampering o Functional | Intersects With | ;206 Handling & Processing | SAT03-3 s nagement and protection of POI devices are defined and adhered
linauthorized substitu o by affected personne
ln Training personn aware of suspicious behavior and to
Feport tampering or unauthorized substtition of devices
o1 deices that capture payment crd dota i irctprysica
teracion wih th payre crd orm acor are protectd o
famoeringond unauthrized subsutulon. nluing the ollowing [The entity has defined procedures to protect and manage point of
chanisms exis to provide fole-based securty, compliance a
& Maintaining a st of POY interaction devices. Expectations, controls, and oversight for the
951 NA |2 Meintaining a st of o Functional | Intersects With |  Cyber Threat Environment |  SAT-03.6 esilince awareness traning that s current and relevant o the cyber s d -
o perdcal nspecting PO devices tolook for tampering or [elience swareness iralning that i current and relevant tothe cyber anagemen and rfecion of P deice ar deinedand adhered
e Traing personnelt be aware ofsuspicious vehavor and to
Feport tampering or unauthorized substitution of device:
JAn up-to-date s of POI devices is maintained, including:
d model of the device. o1 Mechanisms exist to faciltate an IT Asset Management (ITAM) [The identity and location of POI devices is recorded and known at all
L NA w Location of device. Functional Subset Of Asset Governance AsT-01 [program to implement and manage asset management controls. 10 times.
| Device serial number or other methods of unique identification.
Miechanisms exist to perform inventories of Technology Assets,
oplicatons. Services andlor Data ([AASD) tat (1) curately efects
Jan p-to-date list of POI devices is maintained, including: [the current TAASD in uses(2) Identifies authorized software products,
e ke vl of e evice . ’ . 1oz |Incluting business jusihcation detais(3) 1 a the evel o aranulaity [The identity and lacation of PO devices is recorded and known at all
9511 i ln Location of d Functional | Intersects With Asset Inventories AST-02|deemed necessary for tracking and reporting;(4) Includes s fimes.
= Device serial number or other methods of unique identificaton. Jorganization.defined information deemed necessary to achieve
Jeffective property accountabilty: and(5) s available for review and
Jaudit by designated organizational personnel
JAn up-to-date s of POI devices is maintained, including "
model of the device Gosks & Point of Interaction (Pol fechanisms exist to appropriately protect devices that capture e identity and location of POI devices i recorded and known at a
9511 NA [3 Make and mode of the d Functional | Intersects witn [<10sks & Point of Interaction (Pol)l  sc1.67 |sensitive/regulated data via direct physical interaction from tampering B [T identity and location of POl d ded and ke tal
|w Device serial number or other methods of unique identification. [pnd substitution.
] . 3 ; fechanisms exist to appropriately protect devices that capture ot of nteraction Deicescannot be amperea wih sbstiuted
o512 A P01 devic sufaces areperodicaly nspected 9 detect MBOTG  |  ynconat | nersectswitn €995 & PO of IMeraction (P .07 onmtmeenainted e v dreet byl nebrscton rom ompering s et hosksnon: o e ki ochments maralod
Jand substitation vithot Gmely detection
; ; Point of Interaction Devices cannot be tampered with, substituted
0512 A o1 device sutaces are peridically nspected to etect amPering | puncional | Intersects With | Physical Tampering Detection | AsT.gg [{echansms existto peradically inspect systems and system s ot authrzaon, or hays TG aachments itaed
land unathorized substiution. [components for Indicators of Compromise (1oc). o S
Point of Interaction Devices cannot be tampered with, substituted
IPOI device surfaces are periodically inspected to detect tampering Mechanisms exist to physically and logicaly inspect critcaltechnology|
9512 A 01 device surt period Functional | Intersects With | Technology Asset Inspections | AST-15.1 to physically and lo 5 without authorization, or have skimming attachments installed
land unauthorized substitutio lassets to detect evidence of tampering, without imely detection
[rining i provided o personnelin PO environments o be aware of
[ttempted tampering or replacement of POI devices, and includes,
e Veriying the identty of any i orty persens caming e
ety o rousechaot devicen: oo Sraning them access o Security, Compliance & Mechanisms exist o faciltate the implementation of security [Personne are knowledgeable about the types of aitacks against POI
9513 A Functional | Subset OF sar.o1 10 devices, the entity's technical and procedural countermeasures, and
e Procedrestoenre Gevices are not installed, replaced, o returned Resilence. Minded Workiorce Iworkforce development and awareness controls devices, the entty'stechnical and procedral coun
Being aware of suspicious behavior around devices,
Suspicious behavior and indications of device tampering
o substitution to appropriate personnel.
[Tainingis provided for personnel in PO environments to be aware of
lttempted tampering or replacement of POI devices, and includes
ln Verifying the identity of any third-party persons claiming to be
Fepar or maintenance personnel, before granting them access to echanisms exit to
ir or main s ’ . isms exist o provide all employees and contractors personnel are knowledgeable about the types of attacks against POI
ss13 WA [modity oroublestootdevices. e Fnctional | Iersects it | o SeCUty Complince & | gy T Teaence wareness education s Gevice.the entio's technicl 3 procecural counermessures, and
[without verification. - rep! . 9 [and training that is relevant for their job function. |can access assistance and guidance when require
aware of suspicious behavior around devices.
eporting suspicious behavior and indications of device tampering
lo substtution to appropriate personnel.
[Trining s provided for personnel in POl environments to be aware of
mpering o replacement of POI devices, and includes
ln Verifying the identity of any tird-party persons claiming to be
epair o maintenance personnel, before granting them access to hanisms exist to provide role-based security, compliance and
0510 " Imbaty o Toubieanont dovcen Functana | mrscts i [ S35 Scury,Comptancel gy [ESencordted oo ) S0 sthonans ol 0 St s T e e
o Frocedurs o ensre evicesar ot sl repace, o e esiience Training erforming assioned dutlesi(2) When reduired by system changes devices, the entity's technical and procedural ct .
|without verificatior and[BJ Annually thereafter. o ot
avareol Susplcious behavior around devices
uspicious behavior and indications of device tampering
5 suosiuon 1 approprate personnel
fechanisms exist fo ensure that every User accessing 3 syste’
freaining is provided for personnel n POI environments to be aware of processing, storng or ransmitting sensivelreguiated data s formally
ttempted tampering or replacement of POI devices, and includes: [trained in data handling requirements.
[ Veriying the dentiy of any third-party persons claiming to be.
vois fepar or maintenance persomal, before graning them acces to . I R I personne are nowiedgeable abou h ypes of atacs agant 01
51 A Functional | Intersects Wit AT B jevices, the entity's technical and procedural countermeascres, an
e Frocedures o enure deices ar no nstalle, eplaced,or retured Storage, Handiing & Processing devices, the enttys technical and procedural cou
eing aware of Suspicious behavior around devices.
Reporting suspicious behavior and indications of device tampering
for substitution to appropriate personnel.
[rining i provded o personnelin PO environments o be aware of
tempted tampering o replacement of POI devices, and includes
2 Veriing ihe ity of any rc party persons ciaming 1 b6
feplor matenance personne befor raning nem access to Mechanisms exist to provide role-based security, compliance and lPersonnel are knowledgeable about the types of attacks against POI
9.5.1.3 NIA " o Functional Intersects With Cyber Threat Environment SAT-03.6 |resilience awareness training that is current and relevant to the cyber 5 |devices, the entity’s technical and procedural countermeasures, and
o Procedures to ensure devices are ot nstalle, replaced o returned [veats ot users mighe encaunie oy o-day susness operatons o sccess acdstance and guidance when requred
ln Being aware of suspicious behavior around devi
= Reporting susplcious behavior and incications of device tampering
o substitution to appropriate persornel.
i verl normation scurty oty =
1211 NIA Io Pt Functional | Intersects With | P4 I SECUy: Compianc Gov-02  [standards an dures necessary for secure, compliant and 5 Gefined: agnp et and known to all personne Y
|m Disseminated to all relevant personnel, as well as to relevant resilient capahmues
[Vendors and business partners.
— . p echarers Xt o evew the Securty. Compllance & FeslTence
Jn overall informaton securty plicy i e (SCRP) ncoding poies Sondards o preceaurts
e Review & Update of planned intervals o f Signincant changes oceur to ensare their
= Pebihes . y [The strategic objectives and principles of information secuity are
1211 A nehed. Functonal | Intersects with | Security, Complance & GOV-03  fcontinuing suitability, adequacy and effectiveness. 5 efnen, saoaren: and knowrrto sil personnel
[m Disseminated to all relevant personnel, as well as to relevant 9
IVendors and business partners.
I Rewed o Teoct ance vty 12 m Publishing Security, Compliance Mechanisms exist to establish, maintain and disseminate policies. e informaton secuity oley continues o refectthe orgnization's
1212 na 5 Upcace o nocoe 1o reicctcranges fobusiness abjectves or s Pncionsl | mersects win | PO SEERT SRS | Gov-02 - tamdarcsand procedures necessaryfor secure, complant and s [Rretege sjectves and pancole
o the environment
Wechanisms exit to review the Securly, Compliance & Reslence
[The information security policy i Periodic Review & Update of lProgram (SCRP), including policies, standards and procedures, at
l Reviewed at least once every 1 .03 [planned intervals or f sighificant changes occur to ensure their e formationsecuriy paiey continues toreftec the rganizatos's
1212 i e o5 nocded to rect chage 1 busines objectives o rsks| | FUncUonal | Intrsects Wit oo & GOV03 |Continuing sultabilty, adequacy and effectiveness. s strategic objectives and princip
o the environment
fThe security policy clearly defines information security roles and blishing Securty, Compliance Mechanisms exist to establish, maintain and disseminate polcies, ersonmel understand their role in protecting the entity's cardholder
213 i B o e o ond | Fanctonal | nerscts wi | Pbising ecuriy, Complionce | o5 [ASTETE A 0 0l e ne e st pol s |rersomelunsesiand i ol npotecting the eny s ool
[acknowledge their nformation security responsibilties resilient capablities.
[rne securty ptiy ciealy defnes mformation securty roes and [Mochanisms exist to assign one or more qualfied individuals wih the
lAssigned Security, Compliance & 04 |mission and resorces to centrally-manage, coordinate, develop, Iersonnel understand their roe in protecting the entity's cardholder
1213 A [ o g ermnel nd e reonareofens | Funcoal | nersects Wi o0 eS| G0v0e it entorse e Secnty. comlance & s oot
' Y resp [Resilience Program (SCRI
[Te securlty policy clearly defines information security roles and IMechanisms exist to define cybersecurity roles & responsibilities for all IPersonnel understand thelr role in protecting the entity’s cardholder
1213 A Iresponsibiltes fo all personnel, and all personnel are aware of and | Functional | Intersects With | Defined Roles & Responsibiiies | HRs-03  [echanis s pers
[acknowledge their information security responsibilities. is
s . [ securty pley clenry ceines iormatin securty riesont | e sser Avareness s 03, MHechanisms exist o communicate with users about her rles and s rersonnelunderstand thlr ol i protecting th entty's cardholder
[esponsiiticsforall personmel, and il personne are responsibites to maintain 3 safe and secure working environment. data
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FDE Name Document Element (FDE) Descriptio SCF Control R L TR ()
[T securty pally clarly defines nformation secury roes and IMechanisms exist to require all employees and contractors to apply rsonnel understand their role in protecting the entity's cardholder
1213 NA Iresponsibilities for all personnel, and all personnel are aware of and Functional | Intersects With Terms of Employment HRS-05  [cybersecurity and tection principles in their daily work to s FPersonnel understand thei ol inprotecting the entiy's cardolde
[ocknowledge thelr information securiy responsilities. [enable secure, compliant and resilient capabiltes.
[T securty palicy clarly defines nformation secury roles and IMechanisms exist to define acceptable and unacceptable rules of rsonnel understand their role in protecting the entity's cardholder
1213 NA Iresponsibilities for all personnel, a nel are aware of and Functional | Intersects With Rules of Behavior HRS-05.1 [behavior for the use of technologies, including consequences for s FPersonnel understand thei ol inprotecting the entiy's cardholde
[acknowledgs telr information securiy responsiiites. lunacceptable behavior.
IA formal security awareness program is implemented to make all Security, Compllance & Mechanisms exist to faciltate the implementation of security lPersonnel are knowledgeable about the threat landscape, their
1261 A [personnel aware of the entity’s information security policy and Functional Subset Of saT-01 10 responsibllity for the operation of relevant security controls, and are
lprocedures, and their role in protecting the cardholder data. Resilience-Minded Workforce [workforce development and awareness controls. Jable to access assistance and guidance when required.
JA formal security awareness program is implemented to make all Security, Compliance & IMechanisms exist to provide all employees and contractors lPersonnel are knowledgeable about the threat landscape, their
1261 wa personnel aware of the aniy s ifarmation secury pacy and Functional | Itersects With | o SeU, Complance & | sur.6p  |appropriate securty, compliance and resnce awareness education s Fespansiiiy fo the operation ofreevant securly conuat, and are
lprocedures, and their role in protecting the cardholder data. 9 land training that is relevant for their job function. lable to access assistance and guidance when required.
hanisms exist to provide role-based security, compliance and
IA formal security awareness program is implemented to make all y lPersonnel are knowledgeable about the threat landscape, their
1261 wa personnel awara of the entity' nformation securt poiy and Functonal | Inersects win %0e-805ed securiy, Complancel g eslence related rining (1) pefore auhorang access to the system s Fespansiiity fo the operation ofreevant securly conuat, and are
lprocedures, and their role in protecting the cardholder data. 9 g quired by sy ges: lable to access assistance and guidance when required.
land(3) Annually thereater.
[FeCTanTsTs SXEC o documer, et and montor mqvauar raig
IA formal security awareness program is implemented to make all Security, Compliance & lactivities, including:(1) Initial security, compliance and resil lPersonnel are knowledgeable about the threat landscape, their
1261 N/A [personnel aware of the entity’s information security policy and Functional | Intersects With | SCEE: COTP Aance b SAT-04  [awareness raining,(2) Recurring awareness traning: and(3) 5 Iresponsibility for the operation of relevant security controls, and are.
lprocedures, and their role in protecting the cardholder data. 0 [Technolagy Assets, Applications and/or Services (TAAS)-specific [able to access assistance and guidance when require
training
JA st of al third-party service providers (TPSPS) with which account echanisms exist 0 faciltate the implementation of coud
1281 NA ldata is shared or that could affect the security of account data is Functional Subset Of Cloud Services cLo-01 jement controls to ensure cloud instances are secure and in-line 10 IRecords are maintained of TPSPs and the services provided.
[maintained, including a description for each of the services provided. it ausery practices
JA list of al third-party service providers (TPSPs) with which account g
1201 wa 2 15 Snared of hat could affect the securty of account data 15 Functional | Itersects with Remote Access NeT-14  Mechanisms exist o define contrl and review organization-approved, s Records are mantained of TPSPs and the services provided
[maintained, including a description for each of the services provided.
JA list of all third-party service providers (TPSPs) with which account -
1281 A [data s snared of that could affect the securty of account data s Functional | SubsetOf | Trira-party Management | Tew-or |Mechanisms exist o aciitate the implementation of thir-party 10 Records are maintained of TPSPs and the services provided.
[maintained, including a description for each of the services provided 9
echarisms exist to maintain acurrent, accurate and complte st of
JA list of all third-party service providers (TPSPs) with which account [External Service Providers (ESPs) that can potentially impac
1281 A ldata is shared or that could affect the security of account data is Functional | Intersects With | Third-Party Inventories TPM.OL1 [Contientisty. Itedty. Avalobiy andlor Sarety (IAS) of the- 5 [Records are maintained of TPSPs and the services provided
[maintained, including a description for each of the services provided ization's Technology Assets, Applications, Services and/or Data
(TAASD).
Mechanisms exist to perform recurring validation of the Responsibie,
|Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
JA st of all third-party service providers (TPSPs) with which account [similar documentation. to ensure security, compliance and resilience
1281 NA |data is shared or that could affect the security of account data is Functional | Intersects With |  Third-Party Scope Review | TPM-05.5  [control assignments accurately reflect current:(1) Contractual 5 IRecords are maintained of TPSPs and the services provided
[maintained, including a description for each of the services provided lobligations for the External Service Provider (ESP);(2) Business
lpractices;(3) Applicable stakeholders; and(4) Deployed Technology
|Assets, Applications and/or Services (TAAS)
[Written agreements with TPSPs are maintained as follows:
|n Written agreements are maintained with all TPSPs with which Mechanisms exist to document and maintain a Responsible,
pccount daa s shared o that coud affect he secuiy of the C0 Responsible, Accountable, |Accountable, Supportive, Consulted & Informed (RASCI) matrix, or intai "
1262 wa e agtcements otk sckhomcaqments rom T5SPe that they | Functional | ntersects With | Subporive, Comsuhed & | TPW05.4 st documereaton o demmeate sssianment fo secur s Fecords are mantained of each TPSP's acknowledgment of s
5 responaiis fo he seturiy of Secouns dath e TPSPe poseess or Informed (RASCI) Matrix [compliance and resilience controls between internal stakeholders and P Y to p
lotherwise store, process, or transmit on behalf of the entity, or to the [External Service Providers (ESPs).
lextent that they could impact the security of the entity’s CDE.
[weiten agreements with TPSPs are malntained s fllows:
lm Written agreements are maintained with all TPSPs with which lvech . tractual s for applicabl
S cCount 4ata s horee o1 tht courd affectthe security of the COL lechanisms exist to require contractual requirements for applicable
Third-Party Contract Jsecurity, compliance and resilience requirements with third-parties, IRecords are maintained of each TPSP's acknowledgment of its
1282 A o tien agreements inclods acknomeagments Hom Toshe thatney | Functonal | ntrsects with rty Con TPM.05 g c ulremet ! 5 . 2re maintz
e e T e o e e TPahe poomats o Requirements eflectng ne organization's needs to protect ts Technology Assts, responsibility to protect account data.
Jotherwise store, process, or transmit on behalf of the entity, or to the PP
lextent that they could impact the security of the entity’s CDE
|Written agreements with TPSPs are maintained as follows:
o Writen agreements are malntained with al TPSPs with which
Joccount data is shared or that could affect the security of chanisms exist to mitigate the risks associated with third-party [Records are maintained of each TPSP's acknowledgment of its
1282 NA S iitin agrcements Include scknomeagments fom Toshe thatihey | Functonal | Intersects With Third-Party Services TPM04 faccess to the organization's Technology Assets, Applications, Services 5 o e o it s
lare responsible for the security of account data the TPSPs possess or lana/or Data (TAASD) a Y top
lotherwise store, pracess, or transmit on behalf of the entity, or to the
lextent that they could impact the security of the entity's CDE.
Mechanisms exist to Conduct a Fsk aSsessment prior to the acauisiion e capability, intent, and resources of a prospective TPSP o
1283 NA [on establishen process is implemented for engaging TPSPs, including | pynctional | Intersects with | Th"d-Party Risk Assessments & |- 1pyy.g4.1  Jor outsourcing of technology-related Technology Assets, Applications B [adequately protect account data are assessed before the TPSP is
lproper due diligence prior to engagement [andior Servicas (TARS
. . tor ol IMechanisms exist to monitor, regularly review and assess External
1284 A f\Brogram is mplemented to monitor TPSPs' PCI D55 compliance Functional | Intersects With | Review of Third-Party Services |  TPM-08 [Service Providers (ESPS) for compiiance with estabilshed contractual 5 [The PCi 0SS compliance status of TPSPs is verifed periodically.
ye requirements for security, compliance and resilience controls.
- ; oo Hechanisms exs o require contractvalrequrementsfo aopcable i
Information is maintained about which PCI DSS requirements are Third-Party Contract Jsecurity, compliance and resilience requirements with third-parties, [Records detailing the PCI DSS requirements and related system
1285 NA naged by each TPSP, which are managed by the entity, and any Functional | Intersects With at i TPN05 L sation s heste to et e T maragy Aeers, 5 lcomponents for which each TPSP is solely or jointly responsible, are
Khat are shared between the TPSP and the ently et R fsub Ay Imaintained and reviewed periodically
Mechanisms exist to document and maintain a Responsible,
linformation is maintained about which PCI DSS requirements are Responsible, Accountable, Jiccountabe, Supporiv, Consuled & nformed (RASC) mari, or [Records detailing the PCI DSS requirements and related system
1285 A anaged by each TPSP, which are managed by the entity, and any Functional | Intersects With |  Supportive, Consulted & TPM-05.4 [similar documentation, to delineate assignment for security. 5 lcomponents for which each TPSP is solely or jointly responsible, are
that are shared between the TPSP and the entity. Informed (RASCI) Matrix lCompliance and resiince contrals hetween internal stakehalders and Imaintained and reviewed periodically.
[External Service Providers (ESPs).
P cidet response plan xists and ey tobe actuated n the
levent of a suspected or confirmed security incident. The
includes, but is not imited to
ln Roles, responsibilites, and communication and contact strategies in
it of a suspected or confirmed security incident, including
Inotification of payment brands and acquirers, at a minimum Mecharisms exist to reate recuring backups of data,software andior
ln Incident response procedures with specific containment and unctional | Intersects Wi ata Backups oystem images, a5 well a veriythe ntegrty of these backups, A comprehensive inident esponse pla tha. meets card brand
12101 A Imitigation activities for different types of incidents. Functional | Intersects With Data Backup: DL e Svaiabity of the dora o Saticy Recovery Time Onjecives s lexpectations is maintaing
ln Business recovery and continuity procedures. ((RTOs) and Recovery Point Objectives (RPOS).
ln Data backup processe:
ln Analysis of legal requirements for reporting compromises.
ln Coverage and responses of al critical system components.
|n Reference or inclusion of incident response procedures from the
lpayment brands.
fnincizent esponse pa et s cesy 1o 08 actvad n the
levent of a suspected or confirmed security incident. The
ncludes but s nt imited to
Roles, and tact
[ vent of s Svepeciad or contrmed socanty mcidart ncading
Inotifcation of payment brands and acquirers, at a minimum
|n Incident response procedures with specific containment and 03 |Mechanisms exist to define cybersecurity roles & responsibilities for all | comprenensive incident response plan that meets card brand
12101 A [miigaton acivies fr diferent types of ncidents Functional | Intersects With. Defined Roles & Responsibiities| - HRS-03lpersonqel s lexpectations is maintained.
o Businessrecovery and coninuity procedure
ln Data backup
Analyss o legal requirements for reporting compromises.
ln Coverage and responses of al critical system
= Reierence ofInchaion o ncdant esponse procedures rom the
lpayment brands.
P cidet response plan xists and ey tobe actusted n the
levent of a suspected or confirmed security incident. The
cludes, but s not limite
ln Roles, responsibilites, and communication and contact strategies in
it of a suspected or confirmed security incident, including
Inotification of payment brands and acquirers, at a minimum
ln Incident response procedures with specific containment and inctions! | Intersects With | Incident Response plan Mechanisms exist to maintain and make available a current and viable A comprenensive incident response plan that meets card brand
12101 A [mitigation activities for different types of incidents. Functional | Intersects With | - Incident Response Plan (IRP) | IRO-04 lincigent Response Plan (IRP) to all stakeholders. s lexpectations is maintaine
|n Business recovery and continuity procedures.
ln Data backup processes
ln Analysis of legal requirements for reporting compromises.
ln Coverage and responses of al critical system components.
|n Reference or inclusion of incident response procedures from the.
lpayment brands.
fndncisent esponse pa exits st i ceny 1006t i the
levent of a suspected or confirmed security incident. The
ncludes but s nt imited to
Roles, and tact
[ vent o s Svepeciad or contrmed cocanty mcidart ncading
Inotification of payment brands and acquirers, at a minimurm
techanisms exist to timely-report incidents to applicable:(1) Internal
|n Incident response procedures with specific containment and g | comprenensive incident response plan that meets card brand
12101 NA [higation sciics for dirant ypes of Incidente Functional | Intersects With | Incident Stakeholder Reporting | IRO-10 staki?ﬂ::ys :(2) Affected clients & third-parties; and(3) Regulatory 5 e
usiness recovery and coniniy procedures.
ln Data backup
1 Analysis of egal requirements for reporting compromises,
overage and responses of al critical system componer
= Reierence ofInchaion o ncdant esponse procedures iom the
lpayment brands.
i cidet esponse plan xists and i ey tobe actuated n the
levent of a suspected or confirmed security incident. The
includes, but is not imited to
ln Roles, responsibilites, and communication and contact strategies in
e event of s suspected o confimed securty incidert, ncluding Mechanisms exist to protect external and internal wireess lnks from
12101 " | Icident respanse procedures with specifc containment and Functional | Inersects With | Wireless Link Protection | NET-12.1 [Comnetions, Miding scanning for unauaherised wireless access - s i comprenensive ncident response plan ot metscara rana
Imitigation activities for different types of incidents. d lexpectations is maintaing
B reaa ey ont oot Jpoints and taing appropriate actin, i an unauthorized connection i
ln Data backup processes
ln Analysis of legal requirements for reporting compromises.
ln Coverage and responses of al critical system components.
|n Reference or inclusion of incident response procedures from the.
lpayment brands.
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