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[Mechanisms exist to develop, document and maintain secure baseline
rocesses and mechanismsfor instaling and maintaining network 4»  |configurations for Technology Assets, Applications andor Services
11 A [security controls are defined and understoc Functional Intersects With | Secure Baseline Configurations CFG-02 (TAAS) that are consistent with industry-accepted system hardening s
jstandards,
[Processes and mechanisms for installing and maintaining network o1 |Mechanisms exist to develop, govern & update procedures to faciltate,
11 A [security controls are defined and understood. Functional Subset OF Network Security Controls (NSC) NET-0L e implementation of Network Security Controls (NSC). 10
[Mechanisms exist to implement and govern Access Control Lists
[Processes and mechanisms for installing and maintaining network Data Flow Enforcement - Access
11 A Functional | Intersects With NET-04  [(ACLS) to provide data flow enforcement that explicily restrict s
Jsecurity controls are defined and understood. Control Lists (ACLS) e 10 pravide dota fow enforcemen .
hanisms exist to assess security, compliance and resilience
. nisms for ntaining n Security, Compliance & [controls in system project developmen to determine the extent to
1 wa [Processes and mechanisms for intaling and maintaining network | fnctonal | intersects With | Resiiance inPraject P08 fahi ol are mplemented correctly, operating as inended s
4 Management. [and pvodu(mg the desired outcome with respect to meeting the
requirements.
Wechariems exst o deriy criica system componerts and unctons
. Security, Compliance & s exist & cal syste
1 WA Processes and mechanisms for instaling and maintaning network Functional | Intersects With | Rosiionse Requitements PR3 2y performing a citcalty analysis or crica Technology A 5
Jsecurity controls are defined and understos 'ce Requir |applications andor Services (TA e Secion pets n
e Seeure Development e Cycle (6DLC)
. Centralized Management of Mechanisms exist to centrally-manage the organization-wide
11 A [Processes and mechariems fo nsaling and maintaining network | puncional | ntersects With | Securiy, Complance & | SEAL1|managemant and implementation of secuity, complance and s
Resilience Controls resilience controls and related processes.
Ja securiy polces and operationa procedures hat are i in
[Requirement 1 [echanisms exist to establish, maintain and disseminate Expectations, controls, and oversight for meeting actvities within
isms exis ish, maintain and disseminate policies,
ln Documented . th | Publishing Security, Compliance » " s [Requirement 1 are defined, understood, and adhered to by affected
111 A = Kept op o date. Functiona | nersects Wit | o imentation | G0V02 - tandards and procedures necessary forsecur, compiant ana s persomel Al sapporing scivties ae repeatable, conoistently
I In use. lapplied, and canform to management's intent.
|n Known to al affected parties.
ot st s
e . Periodic Review & Update of lanned intervals or if significant changes occur to ensure their pectations. f‘;’;é’:':hs;‘g “‘;;’Z‘,z:';;g'gf;:‘f;g‘;:‘55 i
111 NiA [= Docur Functional | Intersects With Security, Compliance & GOV-03  [continuing suitability, adequacy and effectiveness. 5 aul a 3 Y
o Keptup o date. curlty, Compliance g lpersonnel. All supporting activites are repeatable, consistently
9 lapplied, and conform to management's intent.
= Khow o al afected partes
Jal security policies and operational procedures that are identified in
equirement 1 are: [Expectations, controls, and oversight for meeting activities within
ln Documented o1 |Mechanisms exist to faciltate the implementation of operational IRequirement 1 are defined, understood, and adhered to by affected
111 Nia = KeD! uD to date. Functional Subset Of Operations Security Ops-01 [security controls. 10 [personnel. All supporting activities are repeatable, consistently
) lapplied. and conform to management's intent.
= Know:to all afected parties.
i securty plicies and peratonal procedurestht re denifed in
[Requirement 1 are: o identity and rating [Expectations, controls, and oversight for meeting activities within
111 NIA n Eg;:‘r:;‘;e:am Functional | Intersects With 5‘”":’:{:’5‘;5"(‘;“0’3]""9 0OPS-01.1  |Procedures. rsom or similar documentation, to enable me pmpe B :si‘ﬁ:‘i’:‘eg‘lsj;i:;fn";g'c t‘fsg‘i?‘a‘}"gﬂ;ez"e"a;‘:"“j'i‘;:;;ﬁ:["'f“e"
In use. [execution of day-to-day / assigned tasks. lapplied, and conform to management's intent.
|n Known to al affected parties.
[Mechanisms exist to assign one or more qualified individuals with the
responsibilt g e i eauremen . hanisms ¢ one or more - IDay-to-day responsibiltes for performing all the activities in
o e erorming s RS TT | pcian| erscs win [SEISLSTAS SR 6| covos remenond e o il moras ot devr, s P fr e st o
e e o successful, continuous operation of these requirements
eoomabi o activities i Requremen N N , [Day-to-day responsibiltes for performing all the activities in
112 A [Roles and responsiiltes for performing activites in Reauirement 1 | pyncrignal | Intersects With.|Defined Roles & Respansibities | HRs.03 [Mechanisms exist to define roles & for all s Requiremant 1 are allocated: Fersonnel are accoun
lgned, s Jsuccessful, continuous operation of these requirements.
[Day-to-day responsibiltes for performing all the activties in
[Roles and responsibiltis for performing activities in Requirement 1 nction o "  Awaren g Mechanisms exist to communicate with users about their roles and o
112 A lore documented, sssigned, and understood Functional | ntersects With User Awareness HRS03.1 e iilties to maintain a safe and securs working environment s Feduirement 1 are llocated Fersonnel are accourtable or
fechanisms exist to provide role-based security, compliance and
[Roles and responsibilties for performing activities in Requirement 1 . 1t |Role-Based Security, Compliance 03 |resilience-related training:(1) Before authorizing access to the system
112 N [are documented, assigned, and understood. Functional Intersects With & Resilience Training SAT-03 ur performing assigned duties;(2) When required by system changes; s
land(3) Annually thereafter.
s exst o provid specifc ramng for privieged users o
[Roles and responsibilties for performing activities in Requirement 1 y
112 A e e s or performing o Functional | Intersects With Privileged Users SAT-03.5  [ensure privileged users understand their unique roles and 5
responsibilties
o1 |Mechanisms exist to develop, govern & update procedures to facitate,
12 " INetwork security controls (NSCs) are configured and maintained Functional Subset OF | Network Security Controls (NSC) | NET-01  [Hechanisms exist o develop, gouern & update procedu 10
Mechanisms exit to faciltate the implementation of industry-
; ’ ; o1 |recoanized security, compliance and resiience practices in the
12 A INetwork security controls (NSCs) are configured and maintained. Functional Subset OF | Secure Engineering Principles |  Sea-01  ['ecognized securly, compliance and reslence practices i the on 10
|of Technology Assets, Applications and/or Services (TAAS).
echarisms exst to develop an enterprisearchiectre.aligned with
Alignment With Enterprise L0y |[ndustry-recognized leading practices, with consideration for security.
12 A INetwork security controls (NSCs) are configured and maintained. Functional | Intersects With et with Ent seaoz  |ndustryrecognized leading oract e, it consideration & 5
lorganizational operations, assets, individuals and other organizations.
[Configuration standards for NSC rulesets are echarisms exs 0 develop, document and maintain secure baslne
ln Defined. anctional | ntersects with | secure Baseline Configurations for Technology Assets, Applications and/or [The way that NSCs are configured and operate are defined and
121 NA |m Implemented. Functional | Intersects With | Se Baseline Configurat CFG02  |TAAS) that are consistent with industry-accepted system hardemng s [consistently applied.
|n Maintained Jstandards.
[Configuration standards for NSC rulesets are " . " N
i w g runctions | inersects i | CoGureTechnolooy ssets | echariams exit o conigus Technlogy Asets Aplctionsandor s Frhe way that NSCs are configured and aperate are defined and
e, e unctional | Intersects With | Applications and/or Services ervices utilized In high-risk areas with more restrictive T s
(TAAS) for High-Risk Areas baseline configurations.
|» Maintained
[Configurarion standards for NSC ulesets are echanisms exit o faciltate the mplementatio of coud e oy tht NSCs are configuretand operate are defined ands
121 NIA Functional Subset Of Cloud Services CLD-01 nt controls to ensure cloud instances are secure and in-line 10 Y '9 P
ln Implemented. consistently applied.
[with inaustry practices.
s Maintained.
Contgurationstandards for NSC ulsetsare
ln Define y IMechanisms exist to monitor De-Miltarized Zone (DMZ) network [The way that NSCs are configured and operate are defined and
121 A \mp\smen[ed Functional Intersects With DMZ Networks NET-08.1 [segments to separate untrusted networks from trusted networks. s |consistently applied.
s Maintained:
[Configuration standards for NSC rulesets are [Mechanisms exist to implement security functions as a layer
ln Defined . . Defense-In-Depth (DID) 03 Hiciune minmiing Iaractons botween ayérs o he gesign and [The way that NSCs are configured and operate are defined and
121 NiA Implemented. Functional Intersects With Architectur SEAO3 [uoidin ing any dependence by lower layers on the functionality or 5 |consistently applied.
s Maintained [correctness of higher layers.
[Configuration standards for NSC rulesets are Mechanisms exist to ensure network architecture izes network
|m Defi Network Segmentation [segmentation to isolate Technology Assets, Applications and/or [The way that NSCs are configured and operate are defined and
121 WA ln Implemented. Functional | Intersects With {matresegementation NET-06  [Gervices (TAAS) to protect from other network resources. s Consisantly appled. o "
s Maintained
[Changes to netwrk connections and NSCs cannot result in
i changes tonetwork comnections and to configuratins o NSCs are n e |
122 VA Covroes s marsoed m occorcance win e honse o Functional Subset0f | Crange Management program | crig.o1 [echanisms exst o failtate the implementation of a change 0 mscontguraton,implementationof nsecure sevices, o
[process defined at Requirement 6.5 management progra lunauthorized network connections,
[Changes to network connections and NSCs cannot result in
i changes tonetwrk comnections and to configuratins o NSCs are . . . hanges to networ ns and NSCs c |
122 A bproved and managed n accordance with the change contra Functional | Itersects With | Configuration Change Control |  CHG.0z  [Mechanisms exit o govern the technical configuration change control s misconfiguration, impiementation of insecure services, o
[process defined at Requirement 6.5.1. P
e comnecti O [Changes to netwrk connections and NSCs cannot result in
122 wa [ changes tonetwrk connectons and o conguratons SENSCE.re | onat | intersectavits | prohbion Of Changes | o021 [Mechanisms exist o proFibic unautnorized changes, uriess s misconfiguration, impiementation ofinsecure services, o
[pproved and managed In accordence lorganization-approved change requests are received. lunauthorized network connections,
echanisms eist o malntan network architecture dagrams that(1)
IAn accurate network diagram(s) is maintained that shows all
Network Diagrams & Data Flow s |Contain sufficient detail to assess the security of the network's |A representation of the boundaries between the CDE, al trusted
123 N connections between the COE and other networks, Including any Functional | Itersects With Diagrams (070%) AT Rt e ot s o et s neiore, and o Untusted nesworks, s maintained and avalable.
nd(3) Document all data flows,
PE— P Wiechanisms ex/st to ensure control applicabity is appropriately-
n accurate network diagram(s) is maintained that shows a Control Applicability Bound: |determined for Technology Assets, Applications and/or Services (TAAS) la {tation of the boundaries between the CDE, all trusted
rate petu ed that shows et it | Control Applicability Boundary y representation of the boundaries between the CDE, al truste
123 N connections between the COE and other networks, Including any Functional | intersects with | g APEIOREY PoNon' | AST042 fand thia partes by Graphical representing appicabie boundaries s ek, and 31 untrusted networke, s maintained and valsbe.
N — e ot e Mechanisms exist to ensure network architecture ULIIZes network
\n accurate network diagram(s) is maintained that shows al Network Segmentation lsegmentation to isolate Technology Assets, Applications andfor |A representation of the boundaries between the CDE, all trusted
123 wa connections btween the CDE and ther networs,includng any | Functional | nersects witn | (CECSRE | NET-06 SGRices (TAAS) to potec fom ofher netwak resouces 5 hetwores, and i unruste nevwar, s maintained 3nd avalable.
[An accurate network diagram(s) is maintained that shows all
|A representation of the boundaries between the CDE, al trusted
123 A comnectons btween the COE and ther ntworks,inciding any Functional | Intersects With Guest Networks NET-02.2 |Mechanisms exist to implement and manage a secure guest network, 5 A Ry poebaited ko sh s
accurate network diagram(s) is maintained that shows all
y IMechanisms exist to monitor De.-Miltarized Zone (DMZ) network |A representation of the boundaries between the CDE, al trusted
123 N connections between the CDE and other networks, Inluding any Functional | Itersects With OMZ Networks T o Separats untrusted neCworks o tisted networks s ek, o 31 untrusted networks, s maintained and valsbe
[Mechanisms exist to protect external and internal wireless links from
IAn accurate network diagram(s) is maintained that shows all siana porometer sttacks trough moritoring for unauthorize wireles| o daries between
123 wa Connections between the CDE 2nd other neworke, incuding any Functional | Intersects With | Wireless Link Protection | NET-12.1|connections, ncluding Scanning for unauthorized wireles: s [A epresentation o the boundaries between the COE, ol trusted
wireless networks. points and taking approprate acton. I an Unauthorized connecton is 3
Jiscovered:
o accuratedate-fow diagram() s mlntaind tht meets the echanisms exst o mainain network arciecture diagrams tht(1)
ot | s i | NSO 00 o | o GO SR a1 s st o s et ot o o oo ptven e
[ Shows all account data flows across systems and networks. iagrams (DFDs) archltcctur\: (2) Reflect the current architecture of the network e o
|n Updated as needed upon changes to the environment and3) bocument ai Gata flows.
= T Fechanisme eXs o ensure netvork actecture utlzes rewarc
fon accurate data-flow diagram(s) s maintained that meets the Network isolate Technology Assets, Applications andor . representationof f ransmisions of accoun data between system
124 N/A following: Functional Intersects With tetworl NET-06 5 's and across network segments is maintained and
ln Shows ail account data flows across systems and networks. (macrosegementation) [Seovices (Tans o protect from other eort esourees. mponer
| Updated as needed upon changes to the environment. javatal
o Sccurate datsTow diagram() s manained that meets the
|A representation of alltransmissions of account data between system
follow Mechanisms exist to monitor De-Miltarized Zone (DMZ) network
124 A o Shows al account data flows across systems and networks Functonal | intersects With OMZ Networks NET-0B.1 (o ionts o separate untrusted networks from irusted networks s companents and across network segments s malntained and
|n Updated as needed upon changes to the environment
o Sccurate dateTow dagram() = malnained that meets the hanisms exist to require the developers of Technology Assets,
lotlog o |applications and/or Services (TAAS) to identify early in the Secure /A representation of all transmissions of account data between system
124 A o | account data flows across systems and networks Functional | Intersects With [Ports, Protocols & Services In Use|  TDA-02.1  |paveiopment Life Cycle (SOLC), the functions, porce, protocols and s components and across network segments s maitained and
| Updated as needed upon changes to the environment. [services intended for use. jpvailal
hanisms exist to configure systems to provide only essential
[All services, protocols, and ports allowed are identified, approved, and <! [Unauthorized network traffic (services, protocols, Df packets destined
125 A Functional | Intersects With Least Functionality CFG03 [tapaniies by Spechcally Bronring o resnehmg e vee ofpors, s
lnave a defined business need. copabilties by specfcally for specific ports) cannot enter or leave the netw
Mechanisms exist to ensure network architecture Utizes network
JAll services, protocols, and ports allowed are identified, approved, and Network Segmentation y [segmentation to isolate Technology Assets, Applications and/or Unauthorized network rafc (sevice, protocols, of packets destined
125 A [have a defined business need. Functional | Intersects With | (0 tation) NET-06  IServices (TAAS) to protect from other netwrk resources. s for specific porte) cannot enter or leave the netw
JAl services, protocols, and ports allowed are identified, approved, and j Mechanisms exist to monitor De-Miltarized Zone (DMZ) network etwor rafc (senice, protocol,orpacketsdestned
125 Nia |have a defined business need. Functional Intersects With DMZ Networks NET-08.1 [segments to separate untrusted networks from trusted networks. s [for specific ports) cannot enter or leave the netwe
lall services, protocols, and ports allowed are identified, approved, and Identification & Justification of T e e e e aocument and lUnauthorized network traffic (services, protocols, or packets destined
125 A Rave a defined business need. " Functonal | ntersects With | "C0l "5 coleE Servicas | | TOA02:5  flusifythe business need for the ports, protocols and other serices s for specific pots) cannot enter orleave the network.
hecatsary o aperate thel technblody Solations
p— Wechanisms exist fo require External Service Providers (ESPS) to
lail services, protocols, and ports allowed are identified, approved, and ternal Connectivity g identify and document the business need for ports, protocols and lUnauthorized network traffic (services, protacols, or packets destined
125 A Ihave a defined business need. Functional | Intersects With | Reg e e aaaiean O | 17042 Jother services it requires to operate ts Technology Assets, s for specific ports) cannot enter or leave the network
Ports, Protocols & Services [Applications and/or Services (TAAS).
Mechanisms exist to develop, document and maintain secure baseline
[Security features are defined and implemented for all services, [Configurations. for Technology ASsete, Appications andior Services [The specific risks associated with the use of insecure services,
126 A [protocols, and ports that are in use and considered to be insecure, Functional | Intersects With | Secure Baseline Configurations |  CFG-02  |(TAR) that are consistent with industry. accepted system hardening 5 lrotocols, and ports are understood, assessed, and appropriately
Jsuch that the risk is mitigated. lstandards mitigated
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Securiy features are defined and mplemented for alservices, echanisms exit to identfy and implement compensating [The specifcrisks associated with the use of nsecure services,
126 wa protocols, and ports that are n use and considered to e insecure, | Functinal | Intesects With |Compensating Countermeasures|  RSK-06.2 protocal, and port are understood, assessed, and approprately
protocls, and ports that are Countermeasures t reduce risk and exposure to hreats protocols
[Security features are defined and Implemented foral sevices, P Wechanisms exit o mifigate the ik associated with the use of [ specive s ssmcoteswih e e of ascue s,
126 wa protocols, and ports that are n use and considered to e insecure, | Functonal | Intrsects With Farts TOA0Z6 [nsecure ports, protocal and semices necessary o operate protocal, and port are understood, assessed, and approprately
Eeh tha the i 5 migated: echnalogy soutions migated
Wechanrsms exist o ersure network archecture GHTZes metork
[ecurty features are defined and implemented for allservices, Network Segmentation emaniaton t it Techmalogy Aasats Aspicotons ancor [ ot ks asocates win e ue of e seices,
126 wa Totocol, and pots that are n e and Consered 0 be nsecure, | Functional | Itersects with | Network Seamentaton NET-06  Rorees Aney o rovets o obver netwont esouress protocal, and port are understood, assessed, and approprately
Eleh that the i = midgated. igated
[Security features are defined and Implemented foral services, rechanoms exiot t momtor Dearzed Zone (W) memmort [The specifc rsks associated with the use of msecre services,
126 NA lprotocols, and ports that are in use and considered to be insecure, Functional | Intersects With DMZ Networks NET-08.1  [Mechanisms exist to mor e-Miltarized Zone etwor pmlncﬂ\s and ports are understood, assessed, and appropriately
protocos, and ports tat ore Segments to separate unisusted nebworke from rsted nenMorks proocal
Securiy features are defined and implemented foral services. Wechanisms exit @ configure systems @ provide oy essertil FThe specifc rsks associated with the use of msecure services,
126 wa protocols, and ports that are n use and considered to e insecure, | Functional | Intersects With | Least Functonality CFG03  [capabilties by speciically pronibiing o restncting thé uee o pors, procas, o prs o undersoos, ssesss, and aarop il
ECeh tha the i = migate rotocos, andjor services. migate
ouration: e revien ©ce every six mon echanisms exit o periodicalyreview system configurations to s comtgurations tht o or restrict acces o truted ok
127 wa (Configurations of NSCs ae reviewed ot least once every six MONRS 9] Fncrona | Inersects With Periodic Review CFG.03.1 [dentiy and dsable unmecessary andio non-secure fnctions, ports, ore verifea peroeically fo ensure tat only authorized conneckions
4 lprotocols and services. Wit a current business justfication are permitted.
Wechanrsms exist o ensure network archecture GHTZes metork R e ——
Iconfigurations of NSCs are reviewed at least once every six months to Network Segmentation lsegmentation to isolate Technology Assets, Applications and/or configurations that allow or restrict access to trusted networks
127 wa Functional | Itersects With NET-06 e ARyt rovets o obher nemwont esouress ore erifed periodically to ensure tat only authorized conneckions
[confirm they are relevant and effective. {macrosegementation) P [With a current business justification are permitte
NSC configurations tha allow or restric access totrused networks
onfuraonsor NsCs are s tlesst once very s marts echanisms exit o enforce the use of huran reviews fo Access
127 wa Functional | Itersects With Human Reviews NET046 ore veritia periodically to ensure inat only authorized connecions
confim they are relevant and sifectiv (Contro Lits (ACLS) na Simir ufsset on a rouin b3 o verifed perodiclly to ensure that ony authe
FanctonlReviw of secury, anism exist o regulaly eview Technology Assets, Appications SC configuraions tha allow or restrict access to trused networks
127 wa [Configurations of NCs ore reviewed ot least once every six mONtRS (0] fincional | inersects With | - Compance & Resfe CPL03.2 |analor ervices (TARS) for adherence Lo he organization’s securt, ore veritea periodically to ensure inat only authorizea connections
Y ntrols [compliance and/or resilience policies and standards. |with a current business justification are permitted.
NSC configuraions that allow or restric access to trused networks
IConfgurations of NSCs ae reviewed at feast ance every sx months to Mechanisms exit to monitor De-Miltarized Zone (ONZ) network
127 wa gurations reviened Functional | Itersects With oWZ Networks Neron1 e i ed Zone | o ore vt pecdicals o enur hat oy authorzs comectons
lconfim they ar relevant and sffective coments fo separate untrusted neCworke from trusted neworks o verifed perodically o ensure that only
[Confiouratio fles for NSCs are:
: ) i | Network Device Confguration | .6 [Mechanisms exist to confoure network devices to synchronize startup NSCs cannot be defined or modifed using untrusted configuration
128 A [ gocured rom wnauthorzed access omgurations Functonal | Itersects With | M gic SCLc o zation CFG-02:5  fand running confiouraton fes. objects {incucing fles)
[Configuration fles for NSCs
) hanisms exist to enforce configuration restrictons n an efort to NSCs cannot be defined or modifed using untrusted configuraton
128 i = re rom insurorzed ccess. contgurations Functional | Intersects With | Access Restricton For Change. | CHG-04|eocti 2% i ofUors to conduct unauthorized changes. objects {inclucing fles)
FE———— Wechaniams exit o ensure network archacture UITTZes network
onfiguration files for NSCs are: Network Segmentation lsegmentation to isolate Technology Assets, Applications and/or Cs cannot be defined or modified using untrusted configuration
128 wa =" Seeured from unavthorized Functional | intersects win | Netwerk Seamentaion NET06 |2 ices ARSY to rovets oms obher neswont esoress Iuscs connot be defined
Kept consistent with actve network configurations,
128 wa [Confiouration fles for s orer runctional | itersects wit oz Networks \ero.1 |Mechanisms exist to monitor De-Mitarized Zone (DMZ) network NSCs cannot be defined or modifed using untrusted configuraton
B R e e peree configurations, -1 segments to separate untrusted networks from trusted networks. lobjects (including fles).
Mechanisms exist o enforce Role-Based Access Control RBAC) for
Ietwork access to and from the cardholder data environment s y i | Role-Based Access Control on [Technology Assets, Applications, Services anor Data (TAASD)to
13 A [restricted. Functional Intersects With (RBAC) Iac-08 [restrict access to individuals assigned specific roles with legitimate
chaniams exst 0 utize te conceptf st rvie,alowig o)
13 wa Iietwork access o and from the cardholder data environmentis Functional | Itersects with Least priviege IACZ1 [aihorized access f processes nececeary o accompish assio
25k 1 accordance with organizations] Busness funcions
., i} Mechanisms exist o configure frewailand router confguratins to
13 A etwork access to and from the cardholder dataenvirsnmen s Functonal | nersect i | oY Tafic by Defout S Alow | er. g [ieny natwerk afc by el alow netwerk Al by excepion
Y Excepti l(e.., deny all, permit by exception).
- - N Wechanisms exit t mplement and gavern Access Control Lits
13 wa INetwork access o and from the cardholder data environment is Functonal | intrsecs win (P23 g ESTCETnt  ACCES| Neron ACLe to provid daa ow eforcemen o ety restc
network rafic to only what 5 aut
[rcranoms o o e et et e o
[Net rwork a(cess(o and from the cardholder data environment is Network Segmentation ntation to isolate Technology Assets, Applications and/or
13 A Network Fonctonal | mersects win | Netwerk segmentaton NET-05  [5Eices (TAAS) to proect 1om oer networt esources.
etwork access to and from the cardholder data environment is echanisms exit to moritor De-iltarized Zone (ONZ) network
13 NA lrestricted. Functional | Intersects With DMZ Networks NET-08.1 | ogments to separate untrusted networks from trusted networks.
echaniems exit o secure WLF (29 JEEE 607 11) and prevert
» , lunauthorized access by:(1) Authenticating devices trying to connect;
13 wa INetwork access toand from the cardholder data environment is Functional | Itersects With | Authenticaton & Encryption | NET1S.1[snata) enceypins anbmtes aara g
[Pbouna e o he O s estrctes 2 olovs N Wechanisms exit & mplement and gavern Access Conrol Lits
131 wa o To only tafic tht s n Functional | itersects it (0312 Flow Enforcement - Access | yer.oq IACLS t provide data fow enforcement nat expiciy resric traffic cann enter the CDE
2 Al other tafic s speciicaty denied network rafic o only what s authorized
oo vt e e o s estrctes s oo beny ey et o Mechanisms exit o configure frewailand router confguratins to
131 NIA [w To only traffic that is necessal Functional Intersects With Y raffic h‘/ Exception NET-04.1  [deny network traffic by default and allow network traffic by exception [Unauthorized traffic cannot enter the CDE.
|m Al other traffic is specifically Genied. Y Except l(e.g., deny all, permit by exception)
Wechanrsms exist o ensure network archecre GHTzes neiork
131 A finbound (fa'“f; l‘:h‘"te CDE s restricted as follows: Functional It s With Network Segmentation NET0g  [fegmentation to isolate Technology Assets, Applications andjor |unauthorized traffi ¢ enter the COE.
 that s necesea unctional | Intersects i ; ; 06 [Sementation o isolate Technology Assets. Applications nautharized trafic cann enter the
[m All other traffic is specifically denied. (macrosegementation) P
rbound trafc o the CDE i restrcted as fallows
echanisms exit o moritor De-Miltarized Zone (DMZ) network
131 wa e To oot oty Functional | Itersects With DM Networks Nerp1 - Mechanisme exist o monior De Mitarzed Zone (OUZ) network Unautharized trafic cannt enter the CDE
ouoauna e o e CO s estrctes o s
132 wa 2 To'only trafic tha s necessa Functional | Itersects With [Prevent Unauthorized Exfiration]  NET-03.5  [AUiomated mechanisms exis to revent the unautharized exfitration Unautharized trafic cannt leave the CDE.
lm Al other traffic is specifically Genied 9 g
oumauna ot o e CO s estrcted o s N Wechanisms exit & mplement and gavern Access Control Lits
132 A o anly trafic that s necess, Functonal | itersects with | P21 Flow Enforcement - Access| 704 |{aC(s) o provide data flow enforcement that expiciy restrict Unauthorized rafic cannot eave the COE
2 Al other tafic s speciicaty deied network 1afic to only what s uthorized
loutbound taffic fom the COE s restricted as follows: ey Trafic by Default & Alow Mechanisms exit o configure frewailand router confguratins to
132 N/A = To only traffic that is necess: Functional Intersects With yTram: by Exception NET-04.1  |deny network traffic by default and allow network traffic by exception |Unauthorized traffic cannot leave the CDE.
lm Al other traffic is specifically denied. Y Except l(e.q., deny all, permit by exception).
o Wechanrsms exist o ensure network archFecture GHTes metork
utbound traffc from the CDE s restriced a follows:
Network Segmentation Segmentaton t isolate Technology Assets, Appications andjor
132 wa  To'only trafic tha s necessary Fonctonal | inersects win | Netwerk segmentaton NET06 B Anay o estett o other netwont esourens Unautharized trafic cannt leave the CDE.
2 Al other wafic s specicaty dened
loutbound trafficfrm the CDE s restricted as follows:
132 wa 2 To'only trafic tha s necessa Functional | Itersects With DM Networks NeTog.1 [Mechanisms exist to monitor De-iarized Zone (DMZ) network Unautharized trafic cannt leave the CDE.
[m Al other traffic is specifically denied. 0 P
INSCs are instlle between sl wireless networks and the CDE,
Fegardlecs of whether the wireiess netwark i a CDE, such tha:
133 wa o Al wirelesstrafic from wireless networks nto the CDE s denied Y | fncronal | inersects With Guest Networks NET-02:2 - |Mechanisms exis toimplement and manage a secure guest network Unautharized traffic o traverse network boundaries between any
<Oy wireless trafc with an authorized business purpose s allowed
e the CoE
Jscs ar nstalleetween ol wirelssnetworks 2 e COE,
Fegardlecs of whether the wireiess netwark i a CDE, such
Mechanisms exit to moritor and contrl commurications at the
133 wa o Al wirelesstrafic from wireless networks ntothe COE is G095 | oot | merects i | soundrymotectin NET-03  [external network boundary and 2 ey ntemnal boundaries withn the Unautharized taffic ot traverse network boundaries between any
= Dn\y wireless traffic with an authorized business purpose is allowed work.
frtathe CoE
Wechanrsms exist o ermpoy boundary proteciions to Folate
INSCs are instlle between sl wireless networks and the CDE, Technolooy Acsets, Applications and/ar Services (TAAS) that suppert
Fegardlecs of whether the wireiess netwark i a CDE, such tha: erical miseions andor business fonctions.
o Al trafic o ireles ntwrks nfo te COE 1 deied by urauthoizes tafc cann traver network boundares between any
133 wa Al Functional | Itersects With | solation o System Components|  NET-03.7 Unautharized traffic cannot trverse network b
ony irless afic i an sutharized usiness purpose sl
o the
INSCs are instlle between sl wireless netwrks and the CDE,
Fegardlecs of whether the wireiess netwrk i a CDE, such tha:
[egardiess of g tork i hinet: " WMechanisms exist o configure frewailand router configurations to . averse netu "
133 wa 2l ieles alfc fom wireless networks nto the COE i dered Y | funciona | ntrsects with | 21 Trffc by Defaut & AIOW | 4.1 dany network rafc by defat and alow neswork tafic by exception Unautharized traffic cannot traverse network boundaries between any
m Only wireless traffic with an authorized business purpose is allowed (e:g-, deny all, permit by exception).
e the CoE
s are st etween ol wirelessnetwors an e COE,
Fegardiecs of whether the wireiecs netwark i a CDE, such
[egardless o ¥ ork i hinet: utomated mechanisms exis to valuate access requests against . averse net "
133 wa Al wireless afic rom wireless networks into the COE SGed oy | punciona | mersectswin | sy ecion o 0m | neros [SASASSTEChEnS oXst g aotegces ruess ot Unautharized traffic cannot traverse network boundaries between any
= Dn\y wireless traffic with an authorized business purpose is allowed [pnd permissions.
o the COE
Wechanrsms exist o ensure network archecture GETes metork
INSCs are instlle between sl wireless netwrks and the CDE, seomentaton t isolate Technology Assets. Appications ancior
Fegardlecs of whether the wireiecs netwrk i a CDE, such tha [Sevices (TAAS) o protect from other network resources.
[ A wireless trafic rom wireless nemworks o he COE 15 cenied by | pucionst | mtersects wign | Network Seamentation y Unauthorized trafic cannor traverse network boundaries between any
133 NA ldefault. Functional | Intersects With (macrosegementation) NET-06 \wireless networks and wired environments in the COE.
e Ol e rathc i an authorze business purpe < alovea
e the C
INSCs are instlle between sl wireless netwrks and the CDE,
Fegardlecs of whether ihe wireiecs netwark i o CDE, such tha
o AT e ot o relss necwaris o he COE s dered by Mechanisms exit o moritor De-Miltarized Zone (DMZ) network Unauthorized trafic cannor traverse network boundaries between any
133 NA Functional | Intersects With DMZ Networks NET-08.1  lcagments to separate untrusted networks from trusted networks. \wireless networks and wired environments in the CDE.
oy il tafc wihan authorized busines purpose 1 alloved
o the €
[i5Co are nstaled between alwireless networks and the COE, Mechanisms exit to protect external and nternal wirless links from
1 wa o Al nrless raine o wirelecs networks o he COE 1S Ganed 09 | oncvonat | imersectswith | wireless Lk protection | nEr121 oo Boramete axacks hrough montorng for nautforized irless Unautharized trafic cannor traverse network boundaries between any
Geraut Wireless networks and wired environments in the COE
o eless rafc with an authorized business purpose i allowed ot and taking approprate acton. 1 an Unauthorized connacion s
e the COE (scovered.
e comectons beween rosted ana amrested memmoree o Wechanisms exit @ configure systems @ provide oy essertil
14 wa [Network connections between rusted and untrusted networks re | fncronal | intersects With | Least Functonaiiy CFG03  [capabilties by speccally pronibiing o restncting thé uee of po
rotocos, andjor services.
echamis exst o Implenentsecuty onctors 23 o over
Ietwork connections between trusted and untrusted networks are iructure that miimizes interactions between layers of e deslgn and
14 wa ietwork Functonal | nersects with | Loyered Network Defenses | NeTi02 [STUCtre t minimizes nteractons between ayers o e e
[Correctness of igher ayers
Wechanisms exit t moritor and contrl commuricafions a the
14 wa [Network connections between trusted and untrusted networkS re. | fnctonal | Intersects With | Boundary Protecton NET-03  [external network boundary and 2t Key ntemnal boundaries withn the
retwore
INetwork connections between trusted and untrusted networks are nctonat | i | Separate Subret for Connecting echanisms exist o mplement separate network adresses (e.o..
14 NA lcontrolled. Functional | Intersects With | * 'pitterent Security Domains | NET-03-8  different subnets) to connect to systems in different security domains.
Ietwork connections between trusted and untrusted networks are nctonat | 1 ] ] <op.1|Mechanisms exist to monitr De-Mitarized Zone (DMZ) network
14 A [controlled. Functional Intersects With DMZ Networks NET-08.1 [segments to separate untrusted networks from trusted networks.
Charisms exist o confioure syatems to provide only essentil
141 N/A [NSCs are implemented between trusted and untrusted networks. Functional Intersects With Least Functionality CFG-03  |capabilities by specifically prohibiting or restricting the use of ports, |unauthorized traffic cannat traverse network boundaries between
[protocols, and/or services. [trusted and untrusted networks.
Mechanisms exit o mplement securty unctions 23 22
- . . . y ; : oz [ hat minmies rocons betwesn yer of e esin and irafic cannot raverse etk boundaries btvieen
141 wa INSCs are implemented between trusted and untrusted networks Functional | intersects Wit | Loyered Network Defenses | NET-02 [SUucture that minimizes iteractons between lavers of the de [Unauthoried trffic cannot row
Correctness of igner ayers
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hanisms exist to monitor and control communications at the lUnauthorized traffic cannot traverse network boundaries between
141 A INSCs are implemented between trusted and untrusted networks. Functional | Intersects With Boundary Protection NET-03  [external network boundary and at key internal boundaries within the s horze cannot ira
external rusted and untrusted networks.
Separate Subnet for Connecting o3.g[Mechanisms exist to implement separate network addresses (. lUnauthorized traffic cannot traverse network boundaries between
141 NA [NsCs are implemented between trusted and untrusted networks Functional | Intersects With | Iirerent Security Domains | NET038  |different subnets) to connect to systems in different security domains s trusted and untrusted networks.
Wiechanisms ex/st o ensre network archtecture Utizes network
Network Segmentation lsegmentation to isolate Technology Assets, Applications and/or traffic network boundarles between
141 A INSCs are implemented between trusted and untrusted networks. Functional | Itersects witn | Network Segmentation NET-06  [Samicos (TAAS) to protett f1om ouher network resaurens, s lUnauthorized trafic cannot trav
081 |Mechanisms exist to monitor De-Militarized Zone (DMZ) network lUnauthorized traffic cannot traverse network boundaries between
141 A INSCs are implemented between trusted and untrusted networks. Functional | Intersects With OMZ Networks NETp.1  Mechanisms exist o monitor De Miltarized Zone (OMZ) network s lUnauthorized trafic cannot trav
o [Fechanisms exit to protect the suthenticlty and integrity of [Gnauthorized traffic canmot traverse natwork boundaries between
141 A INSCs are implemented between trusted and untrusted networks. Functional | Intersects With Session Integrity NET-09 t Lo prote s Unauthorized traffc cannot trov
chanisms exist to implement securty functions as a layered
, " y . ’ . ’ Defense-In-Depth (DID) Lo [structure minimizing interactions between layers of the design and unauthorized roffic conno raversenetwrk bounderiesbetween
141 A INSCs are implemented between trusted and untrusted networks. Functional | Intersects Wit nsen-Depth A3 e e e e o e demion 2 5 |Unauthorized traffic canno 72
[Correctness of higher layers.
[echanme ot o ersae nevorkscitocture lzes etk
Inbound traffic rom untrusted networks to trusted networks is ntation to isolate Technology Assets, Applications and/or
restictes to eIices (TARS) t provect rom other network esources.
mminicotions ithsystem components tha e cuthorized o Only trafic that is authorized or that is a response to a system
142 A vioe pubicy accesins serices, rotocels. and Functonal | mtersectswin | Network Segmentation | erog s o ponant i he sred netwert con orte s st retork rom
e Staetu esponses to commuricatons nfiated by System 9 an untrusted network.
lComponents in a trusted netu
l All ther traffic is denied
Imbound traffic from untrusted natworks to trusted networks is
fesiriced o
ommanicatons withsystem components ha areauthoized o § ’ Only trafic that is authorized or that Is a response to a system
142 A pmwde pubicy accesssle snice, protocol, and pors Functional | Intersects With DMZ Networks NET.08.1 |!fechanisms exist to monitor De-Miltarized Zone (DMZ) network 5 component in the trusted network can enter a trusted network from
et asponses 1 communeaiions mited by sysem [segments to separate untrusted networks from trusted networks. an untrusted networ
monentc na tnsted natwork
oA other traffc i denicd.
[Fiechaniams exist o mt the number of concurent external network
Inbound traffic rom untrusted networks to trusted networks is lconnections to its Technology Assets, Applications and/or Services
restricted to: (TaAs).
s Communicatons vithsystem componerts thatare authoized to (Only trafic that is authorized or that is a response to a syste
142 A [provide publicly accessible services, protocols, 2nd p Functional | Intersects With | Limit Network Connections |  NET-03.1 s component in the fusted networ can enter a rusted network rom
e Sateul esponzes o commuricaions it o system an untrusted networ
onents in  trusted network.
[« A other trafc s denie
Inbound traffic rom untrusted networks to trusted networks is
restictes to
mmunications with system components that are authorized to Data Flow Enforcement - Access IMechanisms exist to implement and govern Access Control Lists (Only tratfic that is authorized or that is  response to  syst
142 A [rovide pubicly accessible services, protocols, and ports Functional | Intersects Wit low Enforcement NET-04  [(ACLS) to provide data flow enforcement that explictly restrict 5 component 1 he irsted network con enr  rsted network from
ln Statefu respon: munications initiated by system Inetwork traffic to only what is authorize untrusted n
fompanerts n & ruted ne
J Al other traffic is deni
Iimbound traffic from untrusted networks to trusted networks is
[esirice
mminicatons with sysem companentstht ae authrized to fechanisms exist to monitor and control communications at the Only trafic that is authorized or that is a response to a system
142 A [provide publicly accessible services, protocols, and port Functional | Intersects With Boundary Protection NET-03  [external network boundary and at key internal boundaries within the 5 lcomponent in the trusted network can enter a trusted network from
e Statetil responses to communications imtiated by system an untrusted network.
lcomponents in a trusted network.
Al other trafic is denied
Inbound i o unrused networks o rusted netweris s
restricted
ications with system components that are uthorizedto ey Traffc by Default & Alow echanisms exist to configure firewall and router configurations to (only trafic that is authorized or that is @ response to 3 syst
142 A Jprovide pubiicy accessible services, protocols, and Functional | Intersects with | DY Traffic by Default & NET-04.1 |deny network traffic by default and allow network traffic by exception 5 component in the trusted network can enter 3 rusted network rom
o Staet responses to communicaions infistes oy system ¥ Excep (2.9, deny all, permit by exception) an untrusted network.
lComponents in a trusted
R otner e < demied
Inbound trafc from unrusted netwrks o rusted netorks s
restricted
I Communieations with system components that are aunorizedto Mechanisms exist to configure systems to provide only essential (Only trafic that is authorized or that i a response to  syst
142 A lorovide publicly accessible services, protocols, and port Functional | ntersects Wit Least Functionality CFG-03  [capabilties by specificaly prohibiting or restricting the use of ports, 5 component n th trusted network can enter 3 trusted network from
o Statetil respanses & communications imtiated by system protocols, and/or services. Jan untrusted network
lcomponents in a trusted network.
ln Al other traffic is denied.
|anti-spoofing measures are implemented to detect and block forged Intrusion Detection & Prevention fechanisms exist to implement Intrusion Detection / Prevention, Packets with forged IP source addresses cannot enter a trusted
143 A e o emented o etect and Functional | Intersects With o etecton & ey MON-01.1 Systems (IDS / 1PS) technologies on critical systems, key network 5 chets
nts and network choke poins
Mechanisms exist to implement and govern Access Control Lists
Janti-spoofing measures are implemented to detect and block forged Data Flow Enforcement - Access Packets with forged IP source addresses cannot enter a trusted
143 A Functional | Intersects With NET-04  [(ACLS) to provide data flow enforcement that explictly restrict B
lsource IP addresses from entering the trusted network. Control Lists (ACLS) (ACLe) 10 provide data fow enforcemen! work.
Mechanisms exist to employ Network Intrusion Detection / Prevention
Janti-spoofing measures are implemented to detect and block forged | ¢ . th || Network Intrusion Detection / ) cchans mploy Network Intrusion Detection / Pr lPackets with forged IP source addresses cannot enter a trusted
143 NA ource 1p adaresses from entering the trusted network. Functional | Intersects With lorcention Systems (NIDS /Nips)|  NET-08  [Systems (NIDS/NIPS) to detect andjor prevent ins to th s work.
Jsource IP addresses from entering the trusted netw . [Systems (WIDS / WIPS) on wireless network segments. twork
WIPS) Deployment
144 A [System components that store cardholder data are not directly Functional | Intersects With |  Publicly Accessible Content | DCH-L5  |Mechanisms exis to control publicly-accessible content. 5 Stored cardholder data cannot be accessed from untrusted networks
Jaccessible from untrusted networks,
Mechanisms exist to prohibit the direct connection of a sensitive
Las A ystem components that store cardholger daa ar notdrectly Functonal | Inersects With | ExtenalSystem Connections | NET-05.1 oyt o an ot netwerk wiht e s ofon xgemamton- s Store cardholderdata canna b accessed fom unrusted networks.
|defined boundary protection device.
fThe disclosure of internal [P addresses and routing information is o | Prevent Discovery of internal o33 [Mechanisms exist to prevent the public disclosure of internal network internal network information s protected from unauthorized
145 A Jimited to only authorized parties Functional _ | Intersects With info NET033 Jinformation s disclosurs
Mechanisms exist fo define what information s allowed to be
fThe disclosure of internal IP addresses and routing information is Acceptable Discoverable Jiscoverable by adversaries and take corrective actions to remediate Internal netwark information is protected from unauthorized
145 NA e O et oo 9 Functional | Intersects With piae VPM-06.8  |non-compliant Technology Assets, Applications and/or Services 5 ldisclosure P
(TAAS).
[Risks to the CDE from computing devices that are able to connectto | ¢ o s Endpoint Device Management echanisms axst o fcitatetheimplementaton of Endpoint Device
15 A lboth untrusted networks and the CDE are mitigated. Functional Subset Of (EDM) ENDOL lyjanagement (EDM) cor 10
[Risks to the CDE from computing devices that are able to connect to ctionat | i | endooin on echanisms exit to protect th confidentaliy, ntegriy, avalabily
15 A Jooth untrusted networks and the CDE are mitigated. Functional | Intersects With | Endpoint Protection Measures | - END-02 |odSfery"of endpoint dev s
Configure Technology Asset: lechanisms exist to configure Technology Assets, Applications and/or
; mputing devi . " onfigure Technology Assets, eices TAAS) wilvca i igh ik et it mere resircte
15 WA Fisks to e COE from computing deces that are able 0 ComMect | ynconat | nersects with | Applkovionsandforservices |  CFG025  [ncesing comnourations s
(TAAS) for High-Risk Areas
[Wiechanisms exist o conflgure Technology ASsets, Applications andjor
ecurty convos re implemcntd n anycomputing devices [Services (TAAS) utilized in high-risk areas with more restrictive
nciucing c ned devices, that connect to aseiine configurations,
o unrmsteﬂ etworks (incuding the Internet) and the CDE a5
fo
Configure Technology Assets,
Shecinc confguraton settings are defined o prevent hreats beng ' s y IDevices that connect to untrusted environments and also connect to
151 wn raiced v the oty s Functional | ntrsects With | Applications andorSenices' | €602 s 2 o Pedsee eses e e ' B2
=" Secty controls re sctmely s (TAAS) for High-Risk Areas
2 Securiy controls are not aterabie by users of the computing
evices urfessspecically documented and auhoized by
nagement on 8 case.-by-case basis for a imited period.
security conrlsare implemented on any computing devies,
incuding company. and employee uned device,tht comneetto
looth unlrus!ed etworks (mclading the Intemet) and the CDE o
follow:
Mechanisms exist to prevent split tunneling for remote devices unless
151 wa o Shecnc conturatonsettngs re defined 0 prevent Teats 59| punconat | persects win S — Cr034. [fns oIttt 4 ecrely pravined vimg organsaion demmen s [Devices that comnect to untrusted snianments and to comct to
0 Sicirey controls re actvely rin [rafeguards
2 Security controls are nt akterabie by users of e computing
ldevices unless specifically documented and authorized by
[management on a case-by-case basi for a imited period
Mechanisms exist to pronibit external parties, ncluding Technology
lAssets, Applications and/or Ser . from storing, processing
[security controls are implemented on any computing devices,
T AT Ao STt o N o ransmiting datauniess authorized nviduals (1) Verifyng
ey ot e E o h implementaton o equred securiy. compance andor relience
o KControb on) Revalning & proceasng sgroement wih e en
osting the external TAAS.
Speciic confouraton settings are defined o prevent hreats being g IDevices that connect to untrusted environments and also connect to
151 A ntroduced into the entity's networl Functional | Intersects With | - Limits of Authorized Use | DCH-131 s e CDE cannot Introduce threats to the entity's CDE.
" Security controls are actively ruing.
[2_ Sccaurity controts are not alarabie by users of the computing
ldevices unless specifically documented and authorized by
[management on a case-by-case basis for a limited period
security conrlsare implemented on any computing devies,
Incuing company. and employee ounad devices, hat comnee o
o unrusted networks including the internet) and the CDE a
follow:
o1 A l” Spacifc confguration settngs are defined to prevent threats being| £y ionat Subsetof | Endpoint Device Management | gyp o [Mechanisms exist o faciitate the implementation of Endpoint Device M IDevices that connect to untrusted environments and also connect to
: ntroduced into the entity’s network. (EDM) Management (EDM) controls. the CDE cannot introduce threats to the entity's CDE.
curity controls are actively runnin
ety conros e ot lerabl b srs ot computing
evicesunies speciiclly documented and authoized
nagement on 3 case-by-case basi fo a Imited period.
secury contros areimplemented on any computing devics.
ncuding company. and employee-uned devices,that comnéet to
oot s ntworks(incuding the nternet) and the COE a
follow:
o Speciic configuratin settings are defined to prevent threats being ' : L0y |Mechanisms exist to protect the confidentialiy, integrity, availabilty IDevices that connect to untrusted environments and also connect to
151 A fntroduced into the entity's network. Functional | Intersects With | Endpoint Protection Measures | - END-02 |ang oty of endpoint devices, s [the CDE cannot introduce threats to the entity’s CDE.
y controls are actively runnin
o Secury conolsare ot aerble by users o he compuing
ldevices unless specifically documented and authorized b
[management on a case-by-case basi fo a Imited period.
Isecurity controls are implemented on any computing devices,
fncluding company- and employee-owned devices, that connect to
oot unrusted ntwors(ncluing e ntermet) an he COE as
follow:
o Specifc configuration settings are defined o prevent hreats 69| yncyonat | in ' ware Firews Mechanisms exist to utilize host-based firewall Software, or a similar IDevices that connect to untrusted environments and also connect to
151 A fntroduced into the entity's Functional | Intersects With Software Firewall END-05 kechnology, on all endpoint devices, where technically feasible. s the COE cannot introduce threats to the entty's CDE.
ity contrels are actvely rurning
8 Secariy conolsare ot atrsle by usrs o the compuing
ldevices unless specifically documented and authorized b
[management on a case-by-case basi fo a imited period.
Processes and mechanisms forapplying secure configurations o il Configuration Management o1 Mechanisms exist to facilitate the implementation of configuration
21 A lsystem components are defined and understoot Functional Subset Of Program CFe-01 controls. 10
[Mechanisms exist to implement a segregation of duties for
21 A Processes and mechanismsfo appying secure onfiuratons 0l | punctonal | ntersects with | Assignment of croon1 Pt Gevopers fom prormig s
st P production configuration management dutie
Jal security policies and operational procedures that are identified in
ez o it st e o st plcis, e oo, avrs o e s v
211 NA o et upto date Functional | Intersects With | ¢’ geiiance Docymentation | GOV:02  [standards and procedures necessary for secure, compliant and s supporting activities are repeatable, consistently applied, and conform|
ke resilient capabilities. [upporting actiyties are
= Know:toall afected partes.
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i securty polcisana apertonsl procecrestat are cened Mlachanisms sist b ceview the Secuty. Carmpiance & Reslence
[Requirement period " rogram L B e Expectations, ontrols and oversight for meeting actiies wthin
[Requirement erioic Review & Update o ianned interva ant changes occu to ensure e Expectations, cortrls,and oversight for meetr e
211 A s Docomented Functionst | nersect it | Sy, Complanca | GOV03  Conining oo, soeauacy ond checiveness s T red o by offected personnel Al
[wIn use. 9! to management's intent
= Known to al afected parties.
i sccury plcisand apertonl procedres tat re cnied
Recurement 2 are: pectatons,contls, and aversignt for mecting et winn
anctons rations Secut Mecharisms exit tofaciltate the implementation o operational Recuirement 2 are defned and adnered to by afec el Al
211 NA lm Kept up to date. Functional Subset O Operations Security OPSOL leecurity controls, 10 lsupporting efvieeare repeatable, consistently aDphEd and conform|
=i bse: o managements nent
2 Known to o afected prtis.
[ secury polces and operational pocedures that are Identfied in
Contrls,and oversigt o mesting st wihn
211 A 2 Documented Functonal | ntersects witn | SIUSIUZSG 0SNG | ps 01,1 rocadures (SO, or simiar documentation 6 enabe e proper s Reaurement 2 are defined ang adnered to by afected personnel. Al
= Kept u fo ate Procedures (507 fProcedures (SOP). ot simiar documentation, Supporting actiies are repeatable,cansistenly appied. and conform|
lm In use. y-to-day / assig lto management's intent.
2 Known toai afected partis.
Day-to-day responsibites fo perfrming althe actvties
212 A [oles and responsititie for performing actiiies i Requiement2 | funcional | Intersects With | Defined Roles & Responsibiies|  HRs-03  [Mechanisms exst o define cybersecuriy roles & responibilties for al s Recuirement 2 are allocated, Fersonnelare accoutable or
. assigned, P |successful, continuous operation of these requirement
Doy-to-day responsibiltesfor performing allhe actvties i
[Rotes and respansiities fo prforming actuties i Requrement 2 echanisms exit to communicate with users about thelr rles and
212 A i i Functional | Itersects with User Awareness HRS.03.1 " o s Reduirement 3 are allcated, Fesonnelare accountable or
ore documented, assionad. and understood Fesponsilies to mantain a sae and secure warking enronment Redurement 2 re alocated rersonnelare accountab
Wecharisms exis t assign one or more qualfed Individuals wih the oy iy responatiitie for perorming all the actuties
Botes ana responsiitis for pertorming actte i e 2 nssigned secuity, Compiance & Iission and resources to cenraly-manage, oordinate, develop.
212 A i i Functional | Itersects with 1 Govios ; s Reduirement 2 are allocated, Fersonnelare accounta
ore documented, assioned. and understoo Resilence Responsibiies ey i n et o Secary, Conpiarce Recuirement 2 are llocated Personnel are ccourtable
22 A system components are confiured and managed securely Fonctional | subseror | Comauration Hamagement [ e 0 it To fitare the o 10
Wecharisms exist o develop, documert and il secare baseine
Configuratian fo Technolooy AScets, Applcations andior Services
22 A system components are configured and managed securely Functional | Intersects With | Secure Baseline Conigurations | CFG-02 |- SRAG out e comementoat e e St eriening s
tandaras
Wecharisis €2t o Gevelop, documart and Al Secare baseling
figuretion standarcs . and maintained Configuration fo Technolooy ASsets, Applications andior Services
) [TAAS) nat e consistent wih indusiny.accepted syster ardening
o Cover i system components. Standaras
= Rairess ol known security vainerabit
e B corstent i sty accepted st narering sandars o | system components are configured securely and consistenty and
221 NA Fendor ardering recommedaton Functional | intersects with | Secure Baseline Confouratons | CFG-02 s I accordance with ndustry. accepted hardening standards or vendor
5 updated a5 how vilnerabily ssues are identifd, a defined in recommendations.
Requrement
e appled when new systems are configured and verfed s i
[Place before o mmediatey it a ystem component s comnected
Fo's production enviranment.
Vendor defaut accounts are managed s folw N oo
a1 che vendor detaul accountis)wil be usea, th defaul password s B e
222 A CrangedperRequremeni 36 Functonal | Inersects with | Asset Ownership Assgnment |  AST.03 [S5S0ned, Uacked and managed at o team, inluidva or s system components cannot be accessed using defaut passwords.
: Feauirements fo asse protection.
Femoved o dsa
endor defaut accounts are managed 25 follow
e vendor Gt ScEcun( i ue, e et pascrd
222 A Ehanged pe Recuirement 5.3, Functonal | Imersects with | Defautt Authentcators | 1AC-105 {echanisms exist o ensure defaul authenicators are changed a5 s system components cannot be accessed using defat passrds.
[m If the vendor default a:munt(sy will not be used, the account is art of account creation or system installation.
Femovee or csabled.
primary function requiing ifernt securty levts are manage as
follows
G one primaryfunction exitsana st comperert,
0%y function: g secur ) Mechanisms exist to ensure securiy functions are restriced t Primary functions with o securty needs cannot afect the security
223 A @ rimary unctionswih ifrng sty vl ks o0 he | purona | st | PeSCtASCes ToSenuty | ey [Aeen e ey incers e revette s iy inions wih hgher Sty nesason o same e
lor 4 P [for necessary job functions. [compone
1 Primary functions with diferin securty level on the same system
Component are all secure o th level required by the funcion i
e Wighest securiy neea
primary function requiing iferent securty levets are manage ss
Follows
= Gy one primary function exists ona system component,
or
9% iy function: g secur ) . . " . Primary functions with loier securty needs cannot afect the security
223 WA Frimary functions with differing securiy levelsthat exist on the Functional | Intersects with | Host-Based Security Function | - cyp o Mechanisms exist to implement underlying software separation 5 o primary fanciions with Pigher security naeds on the same syetem
Care e companert rs i o ok sotaton mechanisms o factate seculy function olation
Component
o Frmaryfunctions wit ifering secuty level o the same systen
mponent are il secured to the evel requred by th funchon with
e ighest securiy nee
primary function requiing ifernt securty levts are manage as
follows
= Gty one primary function exists on a system component,
9% iy function: g secur ) . ity fanct prmry fnctions i oversecurty s camt afec th scurty
223 A o rimary functions withdifering securiy levels that exstan the | puncional | ntersects With | Security Funcion lslation | SEA04.1[SChanisms exst o salate security functions from non-securiy s iy inions wih hgher securtynesason o same 7
lor 4 P :omD
 Primry functions with difering securty level on the same system
amponent are all secured o th level required by the funcion i
e hghest securiy neea
Jony necessary services,protacos, damons, and functions are 103 [A1gnec; racked and managed at a team. nanadual o responsbie ystem componens cannot be compromised by explotting
224 A [enabled, and all unnecessary functionality is removed or disabled. Functional Intersects With | - Asset Ownership Assignment AST-03 orgamzanon level to establish a common understanding of s lunnecessary functionality present in the system component.
hanisms oxst to conigue systems tprovide oy essental
Jony necessary services,protocos, daemons, and functions are ) system components cannot be compromised by explfting
224 A (ol necessery servces protocols, daemons, and functionsore | unctional | Intersects With | LeastFunctonaity CFG03  [capabilies by specifically pronibing or restneing e use o pors, s System componente connot be compromised by xpllting |
rotocols, andlar services
Jony necessary services,protocos, dasrmons, and functions are 062 Mechanisms exist o dentiy and implement compensating system components cannot be compromised by explofting
224 Nia [enabled, and all unnecessary functionality is removed or disabled. Functional Intersects With | Compensating Countermeasures|  RSK06.2 | nrarmeasures to reduce risk and exposure to threats. s lunnecessary functionality present in the system component.
I any nsecure serices, protocals, o daemons are present; Mechanisms exist o ensure asset ownership respansiiites are
e Business ustiicaton s cocumented sctonat | m ; nership Assgnmen osones acked and managed t 3 team. i o espansile st componentscanot e compromised by exsoing nsecure
225 NA itional security features are documented and implemented that | Functional | Intersects With | - Asset Ownership Assignment AST-03 5 ganization level to establish a common understanding s lservices, protocols, or daemon:
e the sk of uing Insecore senvces, rotocos, or daemans Feauirements fo asset rotecton
[f any insecure services, protocols, or Jaemons are present: IMechanisms exist to mitigate the risk associated with the use of
e Butiness jusuicaton s ocumen Insecure Ports,Protocols & . system components cannot be compromised by exploiing insecure
225 na = Adcional securkty eatures aredocumented and mplemente that |  FUncHonal | ntersects Witn TOA026 nsecire pors, protocos and services necessary o aperate s senvices, protocas, o daemons.
freduce the risk of using insecure services, protocols, or daemons. 9y
Prysical Diagnosti 6 Test P e L L) 5stem Comporerts camt e Compransed ecatss f ored
226 A [System security parameters are configured to prevent misuse. Functional | Intersects With Dlsgnostl TOAOSL|orebent mis s System components cannot be
risms existto faciltate the implementation of cryptagraphic
Jt non-consale acministrative acess i encrypted usingstrong . . Cieatext agminstrative authorizatin factors cannot be read or
227 A [ nonconso Functional | SubsetOf | Use of ryptographic Controls | CRY-0L pme(gon;;:m; g bl andr s i 10 Clartent sdminisiative authorizaion factor
T hon-console sdmintratve access T encrypted aing srong y o | Automated Auhentcaton o7 [Atomated mechanisms exist o enable ystems o authentcate 198 et saminsratve sotzaton Tcirs canvor e read o
227 Nia Functional Intersects With Through Cryptographic Modules CRY-02 |cryptographic module. s lintercepted from any networ
bt <ot st ccss s encyped s song NonConsole Administratve erstaoapnic mechamss exist o protctthe coneay ana Cleartext aaminstrate autorzatonfacorscamot e read o
227 A Functional | Itersects with crros s
fvpioor hccess oty of non-consale adminisirat acces Intercepted rom any network ransmissia
{All non- (m\su\e administrative access is encrypted using strong Remote Maintenance [Crvptographic mechanisms exist to protect the integrity and (Cleartext administrative authorization fa(tors cannot be read or
227 " Functional | Itersects with v MNT-05.3 Confdentialty o remote, on-local aitenance and dagnostc s s
o Cryprographic Protecion jconfentialty o Intrcepted rom any network ransmissia
23 A [Wireiess environments are configured and managed securely Functional | Intersects with Guest Networks NET.02.2|Wechanisms existto mplement and manage a secure guest network s
echarisms exis o protect exteral and nernal wireless inks rom
Blonal poromto o hrous monkorn forUnooaed e
23 A IWireies enuironments are canfigured and managed securely Functional | Intersects With | Wireless Link Protection |  NET-12.1.connecions, iniuding Scanning for unauanorzed wreles s
s e tking aparapriate sction. I an Gnautharsea connechon s
[scovered
23 NA |Wireless environments are configured and managed securely. Functional | Intersects With Wireless Networking NeT-15  [Mlechanisms exist to control authorized wireless usage and monitor for| 5
Mecharisms et o protect the confi@entalty and egriy f
Forwireless environments connected o the CDE or transmiting IWireless networking technolodies by implementing authéntiation and
Sccount data, al wireless vendor GefaLts aré changed st mstaation rong encrypion
- " orare confirme o be secure, nclucing butnot e ranctional | inersects i [Wireless Access Authentication | ¢y 0 s Wireless networs cannot be accessed using vendor defaul
|m Passwords on wireless access points. [passwords or default configurations.
2 SRAeP s
Ry other Secury-rlated wireless vendor defauts
Forwiriess enuonments comectes ot COE o araitng
occoun data: al wireless vendor defaitsare changed o instation
o confirra 1 e secue, mclading but ot e 1o
Mecharisms exist o ensure defaut authenticators are changed as Wirelss networks cannot be accessed using vendor defaul
231 A o Gefaut wireiess encryption Functional | intersects With | Defoutt Authenticators | 1AC-10.8 ] s s
o Defaut wreless encryption keys, ar of account cration or ystem insalation pasawords or defaut confouratons
= Shhap
5 A0y ctner secariy-elted wireless vendor defauls
For wirless environments connected o the CDE or transmiting
Sccour data, al wieless vendor defats are changed a st ation Mecharisms exit to protect external and inernal wireless links fro
orare conirad 10 be secure, mcluding but not Hmted to Flnal paramter s raug monirng or U ed e
231 A ¢ el reess encypion Functional | Itersects With | Wireless Link Protection |  NET-12.1 [connectons, mchuding Scanming fo anauthorized wieless a s relss networks cannot be accessed using vendor defaul
lm Passwords on wireless access points. lpoints and taking appropriate tion, if an unauthorized connection is P 9
2 SRArP et (scoverea
= AnY ctner securiy-elted wireless vendor defauls,
Wecharisms ext o secure Wil (o9 JECE BOZ11) and prevent
Forwirless environments connected to the CDE or transmitn inauihorized access byi1) Authenticaing evies (g 1o connect
count Geta, i isiss venior deauts arechanged ot staaon 32 Encryping transmitted daa.
[or are confirmed to be secure, "‘““""‘9 but not limited to IWireless networks cannot be accessed using vendor default
231 Na o Beraut wieless encyption Functional | Intersects With | Authentication & Encryption |  NET-15.1 s
m Passwords on wireless access nom[s [passwords or default configurations.
= Shhap s
5 A0 Gtner securiy-elted wireless vendor defauls
Wecharisrs eX o protect the Corfaentialty and THegr
Forwireless environments connected to the CDE or transmiting Jureless netwrking technclogles by implementing RS
sccounsdata,wirléss encrypton keys are changed o folows. - ’ ; .
232 A = imncver persomnel with knowloage of the ey teave tne company |  Functional | Intesects with [Wireless Access Authentication & cy.o7 s Knowlede of wirsiess encryption keys cannot allow unautharized
lor the role for which the knowledge was necessary. rypt
S Whnever a key 1 suspected of or known to be compromised
Forwireless environments connected to the CDE or transmiting
eccounsdata,wirléss encrypton keys are changed o folows. . . bty of iformation " ; .
232 A e enever ot i e o e ey e o ampany | unctar | mesecswan | ORIV LSOr | s eI et te s he il f ot n the et s Knowledge of wircless ncryption keys cannot allow unautharized
[or the role for which the knowledge was necess: 9 Typtograpl s by
2 Whenever a key 1 suspected of or known to be compromised
Forwrless anuronments comectd ot COE o aramitng Mecharisms exist to protect exteral and interal wireless links rom
ocount . wireles encrypton ey are changeo a oo ianal parameter attacks throuoh monitorng for unauthorized wreless " \ .
232 A  personnel wih knowiedge of the key leave the company | Functional | Intersects With | Wireless ink rotection |  NET-12.1 _ Connections, ncluding Scanning fo unauthorized wieless access s Knowledge of wirsiess encryption keys cannot llow unautharized
5 role fo whih the Knowiadge was necessa s i king apprapriate sction. 1 an unactharsed connechon s
1 Whenever a key 1 suspected of or known to be compromised (scovered
Wecharims eXsE ko secure WiFl(eg. JEEE BO2T1) and pravert
Forwireless environments connected to the CDE or transmiting Jinuthorized access by 1) Authentcling devices ying (0 connct
occounsdata, wirless encrypton keys are change o folows. " ; .
232 A e i o e ey e e oy | Functonsl | mersecswin | snentcaton & ncypen | T3 s Knowledge of wisiess encryption keys cannot allow unautharized
5r e roe or which the knowladge was necesea
@ Whenever a key 1 suspected of or known to be compromised
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Processes and mechansms for protecting stored account data are p p o110 [HEChanisms exit o monitor deactvated accounts fr atempted
31 A [Frocesses and mechanis Functional | itersects with | Deactivated Account Actvy | MON01.10 |! s
echarTTs et iz U Ery Gehavtr Araycs (UEGR)
[Processes and mechanisms for protecting stored account data are landior User Activity Monitoring (UAM) solutions to detect and respond
31 NiA e A earon: P 9 Functional | Intersects With Anomalous Behavior MONIS o anomalous befaver that Could indicate account compromise or B
otner malicious actwie:
i securiy poicies and operational procedures that are identified in
Yare contols, and oversight for meeting actiuies within
g securt echanisms exis 0 estabsh, mantainand diseminte polces, .
i " ¢ “Bocimented Fanctonal | tersectswith | PUblShing Securty, Compiance | oy, [Hecharisms exist o establ. maintan and dsseninate polc s Recuirement 3 are defined and adnered to by afected personne. Al
oot up t date.  Resilence Docimentation standards and proce Supporting acties are repeatable,consistenly apaied. and conform
[ Inuse. P [to management’s intent.
= Known o al affected partes.
i securiy poices and operational procedures that are identiied in o X o review e SecurTy, Compiance & ResTience
[Requirement 3 are: rogram ncluding pollcies, standards and procedures, a Expectations, ontrols and oversight for meeting actiities within
peroic Reiew & Updst of Tomnet intervals or 1 Snncant changes occur o ensure their
Bocumented. ; . Recuirement 3 are aefned and adher ecte personne. Al
311 NA o Rerton o ace. Functonal | ntersects Wit | Security. Complance & GOV-03  [continuing suitability, adequacy and effectiveness. 5 Supporting amvmesm oeatable, canswstontly apoes and conforml
= Inbse ranagement’s e
= Known to a affected partes.
i scury polces and operationa procedures that are identfiea in
Requremen 3 are: Expectations, controls, and oversight for meeting activiies within
& Bocumented. o1 |Mechanisms exist o facitatethe implementation of operationsl Recuirement 3 are aefined and adhered to by afected persomne. All
311 A [= Kept up to date. Functional Subset Of Operations Security Ops-01 [security controls. 10 |supporting activities are repeatable, consistently applied, and conform|
i bse o Tanagement’s
= Known to al affected partes
o sccurty polcisan apertonl procecdres tat are cenied
Frequirer xectaions controts, andoversignt o meetngactities it
t to identify and Operating
Standardized Operating y [Requirement 3 are defined and adhered to by personnel. All
a N = Koot up to aate Functlonel | Intersects With ocedures (507 opso1.1 ;;:;:;;;;g‘;”[:;,;‘m;';;;";;g;gf;‘"" to enable the proper s Compering acies are. reeatasle conSSlenty sppICe;and Foor
[ Inuse. A Y o to management'’s intent.
= Known to i affected parties.
Wechanisms exist o assgn one or more qualiied Individuals with the — o
12 wa ot g activties in 3 | runctional | itersects wi [A55med Securty, Compliance §| o4 [ Misson an resources to entraly-manage, coordinate, develop, s Day-today responsivities for performing al the octivies in
o Gocumentes, assghed. and uncerstosa Restience Retpondiiies Implement and maintain an nterprse-widé Secury. Comphance &
implement and maintai o Saceesstl, coninuous operaton f these requrements
312 A [otes ana g sctivities n 3 | functional | Intersects With | Defined Roles & Responsibities | HRs-03 |Mechanisms exist to define cybersecuriy oles & resporsibilies for il s Reduireman: 3 are llcated, Forsomnel are scCountable for
[pre documented, assigned, a"d understood [personnel |successful, continuous operation of these requirements.
— . - ; - o P Ioay-o-day responsibiltes for performing ai the actvties n
312 A [Roles and respansitiies fr performing activiiesin Requirement3 | puncional | Intrsects With User Awareness HRs-03.1 [Mechanisms exis to communicate with users about ther oles and s Recurement 3 are sllocated, Personnel are accountable for
9 0 |successful, continuous operation of these requirements.
; p [Account data s retained only where necessary and for the least
32 wa storage of account data is kep to 2 minimum Functional | Intersects With | Media & Data Retention | DCr-1g [lechanisms exis o retain media and data in accordance with s it ofte needed and fs securely delred or rendered
PP ¥, regulatory 9 lunrecoverable when no longer needet
lccount dta storage i kept o a minimum through implementation of|
ot tenion v Sapol i, procere, v rceses
clade at leas the oo
e Coverage for al lcations of stored account dta,
- Covea5e for oy St uthntcaon G (SAD) store prir
Compieton o authorizaton: T bullet i 2 best practice un
[efecive date; refr to Applicabilty Notes below for deiai
2 Cmiting data storage amounk and retenton e o hat Which is . ’ . ce ui ccoun ot i eained oty unere necesary o for e ast
321 wa Feauired for leaal o regulatory. andior business requirements. Functional | Intersects With | Media & Data Retention | DCH-15 [lechanisms exis to retain media and data in accordance with s armount of tme needed and i securely delered or rendered
[w Specific retention requirements for stored account data Lhal defines Lig Y. reg Y 9 unrecoverable when na longer needed.
g rekenian o an s 3 ocimente b
estica
= Procecses for secure deltion o rendering account data
nvecoveraple when no onger necdsd pe ie retenton polcy.
o & process for verltying, a east ance evey three months, that
Forea account data excecaing the dafined Fetention period has been
Securely deleted or rendered unvecoveravle
lccount gta storage i kept to a minimum through implementation of
o reteriin an dsposal bolies, rocedres. and proceses that
Inciuce a o3t the fowing
= Coverage or al locations o stored account dta,
- Coveri o any Sensie auhentcaton ta (S40) stored o o
Comperin of authonzation This bulet i 3 bt racuie Ui
eFectve cate:refer to Applicabiy Notes below for detais.
= Criing data storage o omtime o ratich s oy Processing, Storage echanisms exis o restict thefocation of iformation Inccount dsta s retained only where necessary and for th least
321 Na Featresorlesaor ooy, Sndrbsies e Functional | Intersects with : Th044 s mount of time needea and s Secural deleted o rencered
retention requirements for stored account data lha[ defines and service Locations [processing/storage based on business requirements. |unrecoverable when no longer neede
et of recention perod and mcludes a documented pusiness
cstcation
e Processes for secure deftion o rendering account data
Korecoveabiehn noanger nccedper i rtenion polcy.
Toces for veiting, at eaek ance evary three manthe,
iores sccaunt g excaccing the garnaa fetention period s been
Securely aelted or rendered anvecoverapie
33 A [Sensitive authenticaton cata (SAD) s ot stored after authorization. | Functonal | ntersects With | Storng Authentication Data | DCH06.5|hanisme exist to rafibi the storage o sensitve ransaction s
JSAD = not retaied after authorization, even f encrypted. A sensitve .
331 wa butnection fta e render uvecoverale oo Functional | Itersects With | Storing Authentication Data | DCH.05 [Vechanisms exist t prohit the storage o sensiive transaction s Ihis requirement i ot ligiie for the customized spprosch.
eton of the aunonization rocess
511 A e Contents of any rack are ot retaned upon CompIEtn o the | funcuonal | Inersects With | Storng Authentication Data | DCF08.5 | 1oghanisTs eXst o proibi he storage of senstve transaction s [ requirement s not eligble for the customized approach
3312 A [l cord verfication cod s ot retained upon compleio of the Functional | Intersects With | Storing Authenticaton Data | DCH-06.5 | Hechanisms eXs o probit he stoage of sensitive transacton s [ requirement s not elgbe for the customized approach
e personal denticaton number (PN)and the PN biockare not ) ; g Authenticats 1065 Mechanisms exit to pronibit thestorage of sensitve transaction remen
3313 A [ personal dentifcaion number (V) and the I\ Functional | Itersects with | - Storing Authentication Data | DCH0g5  [Hecharisms exist o proibt the sora s i requirement s not elgbe for the customized approsch
Ranisms exist t faciltate the implementation of cryptogranhic
332 A s v ecuonicaly o 0 compleon of OO0 8| funciona | SubetOf | s of rptooraphc Contls | CRY0L protecons contrls uen iown, puble andar n e 10 i requirement s not eligbe for the customized approach,
ypied using sirong cyprography. ryprograpni technologi:
s " 70 e v el oo comn T SO 5| rurcioro | mesecswin | g v e | Cavas G A g mechan e o prave i o . v requrement s ot sl for i cumomzed appronch
Piona equrement forsuersand companes tat surt g
rvices and Store ensiive authentcaton data: Ay siorage of
Sensitve authenticaton data
rensit ‘ ) y ; o9 Authenticats 1065 Mechanisms exit to pronibitthestorage ofsensiive transaction Sensiive authentication cata i etained only a5 required o support
333 A e ot aich s necde fora egimate ssung busness | Functonl | Inrsecs Wi | Storing Aunentaton Data | DC106.5 VeSS et o ol e stores s Senetive outhentcaton data s retained only osrequired
= Encryptea using stron cryptography. This bullet s a best practice
i s efective date o t Appcabity Notes blow or detais.
chanisms exit to utize the concept ofleast privlege, allowing oy
i NA Iccess to clsplays of fll PAN and abilty to copy PAN i restricted. Functional | itersects ith LeastPrivieoe IAC-21 |auinorized access to processés necesaary to accompleh assoned s
[Fasks i accoraance wih oganizationsl business unctions
JPAN 1+ maskea when displaye (the BIN and ast four gt are the
[maximurm number of digits to be displayed), such that only personnel " i " " Mechanisms exit to apoly data masking to sensitivelreguiated IPAN displays are restricted to the minimum number of digits
341 N |with a legitimate business need can see more than the BIN and last Functional Intersects With Masking Displayed Data DCH-03.2lincormation that is displayed or printec s Inecessary to meet a defined business need.
four g of the PAN.
PAN is masked when displayed (the BIN and last four digits are the
san wa o1 Gigts o b dsplayedh, such hakoniy persomel | oo | norsects wi | ReStCtAccess ToSecurty | gy g [Hosnarisms exis to ensure securty nctions areresticed to s oA displays ar restricted to the minimum number of igts
IWith a egicimate business need can S6e more than the BN and 25t Functons futhorized indiviuals and necessary 1o meet a defined busness need
[four digits of the PAN. K
Pt ek e gy e i et gt e
frasimam numer 5 be displayedy, auch hat oy persomnel | ¢uncionat | nersects i o sk Mechanisms exit o mask sensitvelreguiated data through data oA displays are restricted to the minimum number of digts
341 NA ith a legitimate business need can see more than the BIN and last Functional | Intersects With Data Masking PRI-05.3 daction or s Inecessary to meet a defined business need.
four gt of the PAN.
[When using remote-access technologies,techmical contral prevert ; ; . "
a2 " Copy andorrelocation of PAN for il persomnel, exceptfor hose with | gL Least piviege car [Hshanisms existto uiize the concept ofteastprvlege: allowing onl s AN canniot be copie o elocated by unauthorized personnelusing
ormniad expicl autoriation and a a9t deined busnese puthorized access to processes necessary o accomplh o Femote access technologies
[When wsing remote access technologies, techmical contral prevert
Copy andlor relocaton of AN fo all personnel, except for hose with | e ; 14 [Mechanisms exst to defin, controland reiew organizaiosapproved, AN cannat b copied or relocated by unauthorized personnel using
342 NiA [documented, explicit authorization and a legitimate, defined business. Functional Intersects With Remote Access NET-14  |cocire remote access methods. s remote-access technologies.
d
35 A primary account umber (PAN) is secured wherever it s stored Functional | imersects With | Encrypting Data AtRest | | CRr-0s [qrgE ograpic mechanisms exist toprevent unauthorized discosure of s
oy o e A 5 secres wrerever e o o [ rerseces wn | Sensitve [ Reguisted ate 012 Mechanisms exs t protect sensive regulated aata wherever s
35 N/A lprimary it number (PAN) d whe it s stored. Functional | Intersects With AN DCHOL2 e or stores B
A 1s rendered unreadabie anywhere it i sored by using any of the
Fallowing approaches
ashes based o strong cryptography of the entire PAN
|m Truncation (hashing cannot be used to replace the truncated
Fegment o
31 wa L hashed and truncated versionsofthesame PAN. r diferent | punctonal | icersects witn | SenSive) Requlated Dota | pcyp - Mechanisms existto protect sensiivelregulted data wherever tis s Cleartext AN canot be read from storage media
iionalcontrls are n pace such it he cferent versions cannot
e coreited to reconsrict the original PAN
- Sran crytyaphy i szt k- management roceses
o procecun
i requirement appiesto PANs sored inprimary sorage
(dstabases, o Rl Ales such a5 text les spreadeheets) ¢ wel 2 non
bsches et encer PN urvadatle r the st e of primary storage (backup, audtlog, exception, o troubeshoating
3511 NA R ey e eyed Cryptographic hashes of the2ntire AN Functional | Intersects With | Cryptographic Key Management | CRY-09 h it to facilitate controls| B [This requirement does not preclude the use of temporary files
it associated ey managemen processes and procedares in o protact the confidentialy,inceary and avaiabity of kevs ment doss not of fles
it assocated ey management procosse Containing ceartext PAN Wik encypting and decrypund
[T requirement s considered a bes pracice uni 1 March 2025,
iter hich  wil b requirea and must b foly considered during a
eI D55 assessment
I ciskteve o partition-evel encryption (rather than e cour-. or
eltevel database ancryprion) % used to render PAN unreadabl, 15
s1a " fmplernented onlyas ollows: runctional | imersects with | Encrypting Dota AtRest | Cv.s  CPtographic mechanisms exst to prevent unauthorized dislosure of s Iis requirement I not elgbe for the customized approach
lor ypting |data at rest. |(continued on next page)
2 used for non-removabe electonic mecia, PAN i sso rendered
Cnveadable ia anciner mechanism that meeis Reduirement 3.5
I ciskdeve o partition-evel encryption is used (rather than fe,
ol r el e dtaazs ancryion) o rende PAN
Knveadabe, i fs managed 2
o Cogical sccess s managed semmym independenty f e a5 [Cypisoragic mechain exis o prevent unuthrized diclosare f Dis encryption mplementatians ae configurd to require
3513 A [operating Syslem authentication and a (onlro\ mec Functional Intersects With Encrypting Data At Rest CRY-05 \gata at s lindependent authentication and logical access controls for decryption.
7 Decryption keys are nok assocated with ueer accou
= Aacheotcaron faeors (pacewords, passphrascs,or ryptographic
Keye)that alow access to inencrypted dotsare tored securely
‘o facita controls
36 wa Cryptographickeys used o protect sored account data are secured. | Functonal | ntersecs With |Cyptographic Key Maragement | CRv.09 [Mechariims exist o facitate cyptographic key managemen s
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sTam stam Securs ControlsFramework (ScF) P—
EDERL G D i (G ) e Rationale Relationship SEEE] “ontrol Description Relationship
procedures are defned and implemented to protect cryptographic
s s rotct e ackouns aaa aganst s and
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ey management piicies procedures are implemented to incude the
Felrament eloctmert o destrcion o ey e o protet sre
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ey management plicies procedures are implemented to incude the
Fehcment.repacemen, o desructon o ey used o proec torea
ccount aata a5 deemed necessa
= Toe ey s reached the end of o demed coytoper. o identity and Operating

375 wa = The inteorty o the ke nas been weakened, includi Functional | inersects wien | S19derdized Operatng | ps. 01,1 pocedures (SOP),or Simiar documentation, t enabie he proper s Keys are remoued from octive use when i suspected or known that
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ey management polcie ond procedurcs ore mplemerted o ncude publshing Securty, Compliance echanisms exit o etabiih, maintain and disseminate poiicis, ey custodians are knowledgeable sbout ther responsiiltes in

78 wa e ok cea vl (L | Funconal | nersctswan | PPEIOG SECUly COmPIance | Gowioa famdarcs o procecres necessary o scur, complankand s rlatin o cypographc apertons andcanacces asstanceand
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[wIn u P to management's intent
= Known to al afected partes

Wechanrsms ex(st o eview the Securty, Cormpance & ResTTence
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a2 i A i proected with strong cryptography during transmission Functional | intersects with | Transmission Contdentility | CRr-03 |CYBLOgrapHE mechanisms exst to protect the conidenaliy of dota s
strong cryptography and security potocos are mplemented as
follo 10 i P ding anamision verapen, bl
orcs
= Ony tisted keys and certictes ae accepte
sricaes e 0 afequaa PN g Fansmission ovr cpen
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ollows 10 Saicguar PAN durng ronamisson over open, pUbIC
etwors
= Only trusted keys and certifcates are accepted.
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21 wa Fevoke This bt s a best practice unti i efcive catesreferto | Functonal | Intersects Wit | S3fe9Uarding Date Over Open | - nery  loniscelehy brotocos to safeguard sensitveireguated dats durng s Cleartext pAN cannot be read o intercepted from any trensmissions
opicaiy ot belo o dfts [ransmision aver apen. pubic networke. .

licabil below for detail bli re pen. pt
<ol sppors ol secre wersions o confurtions
ot Supportaiack o, s o e version
iaortrn, ey S, or mplementat
2T encrypron screnath s approprise fo the encryption
nuse
echaniams exit o secure WLFI (23 JEEE 807 11) and prevert
strong cryptography and security protocos are mplemented a5 insuinorized access by:(1) AUthenticaing devices rying fo connect;
Follows to Safeguard PAN auring ranamission over open, pLBIc ha(z) Encryping ranemited date.
etwors

Oy rusted keys and certicates re accepted.
o Corlictes ust o Safeuar P curn ravaisson cver o,
Busicnetarks are conrmed s vai an € PAN cannot be read o nercepted from any transmission

21 wa {125 bost practice unil 5 efecig date:referto |  Functional | ntersects With |  Authenticaton & Encryption | NET-15.1 s Cleartext AN cannot be read o intercepted from any transmissions
[applicability notes below for details. pen. pl
T el e sty scure versons o conturations
o doee it uppor ffbc L. s o seeure ver
Flgorithms, key aizes, or mpler
o encypion renth - spmopnat o che ancrytion
[ethodaiosy 1
i inventory of the enit’s trusted keys and certificates used o o9 Mechanisms exit to facitate cryptographic ey management controls i Keys and certifcates used to protect PAN during ransmission are

4211 A protect PAN during transmission is maintained. Functional Intersects With | Cryptographic Key Management CRY-09 iy protect the confidentiality, integrity and availability of keys. s lidentified and confirmed as trusted.
[Wireless networs ransmitting PAN or connected o the CDE use

s212 wa Indstry best pracices o mplement strong cryptograhy fr Functional | Intersects With | Transmission Confdentiaity |  CRY-03 |CT/PLOgraphic mechanisms exist to protect the confidentiality of data s Cleartext AN cannot be read o intercepted from wireess network
[puthentication and transmissior 9
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Wireiess networkstransmiting PAN or connected to the CDE use Mechanisms exis Lo protectthe confidentialty and Integrity o
wietess Access Authentication Cleartext PAN cannot be read or itercepted from wireless network
findu: i i unctic it g |wireless networking technologies by implementing authentication and Pt
4212 A ndsiry bet practices to Implement strong cryptograpny for Functional | Intersects with cess e o7 s neerkin technaaes by miemrtng s Cleartext eAN
Wechanisms exit o protect exteral and ermal wireles nks rom
Wireiess networkstransmiting PAN or connected tothe CDE use ianal parameter attacka throuoh monitorng for unauthorized ireless ©ers , "
w212 wa iy bes practices to mement svong covptogaphy o Functonal | ntersects With | Wieless Lk Protecion | NET-12.1[came one, ncudi Scanran fo onacihoned wheleossccess s Ccartext PAN cannot be ead o ntercepte from wirless network
[uthenticaton and transmission s i king apprapriate scion. 1 an unactharsed connechon s
[scovered
A 1s secured withstrong cyptography whenever itis sent via end- ) ] End-user Messaging 22 Mechanisms exis to prohbi the transmission of unprotected Clertext PAN canot b read or itercepted from transmisions using
422 A |user messaging technologies. Functional Intersects With Technologies NET-12.2 [sensitive/regulated data by end-user messaging technologies. s lend-user messaging technologies.
[Processes and mechanisms for protecting all systems and networks Endpoint Device Management [echanisms exist to fa(lhla(e the implementation of Endpoint Device
; ) u .01 [Management (EBM) conrors.
51 A [from malicious software are defined and understood. Functional Subset Of (EDM) END-01 o ( ) 10
ot scurty potcesandapertonaproceaures that are entitea
e rechanioms exis o establsh. maintain and disseminate poicies xpectations controls, i ovrsiont o meetingactiyties it
511 A el Functional | Intersects wi | PUblshing Security. Comoliance | .0 tandards and procedures necessary or secure, compank and s Pcuirement s are defined and adtered to by afected personnel. Al
ln Kept up to date. & Resilience Documentation standards and proce g Sopporiing aciites are repeatable, consitently apies, and confor
In use. P o management’s int
= Known to ai afected partis.
i sccurty polcisand apertonl procecdres tat are cenied echarisrs SISEEs feviow the Securty, Compliance & Resllence
Requrement perodic Review & Update of rogram (SCRP), ncluding polices,standards and procedures, a ectatons,contls, and avrsignt or mectingsccuces wi
[equrement > rnctons | e | PSR s | ol el snfeent chance el o e s xpectatons, Controls, and aversigt or mes e witin
s N 2 Kept U to e unctionsl | intersects Wit | Securty, Complence 03 fcontinuing sitabilty adequacy and effeciveness Somperin acCes are reaatasle conSSlenty sPpIe; and Faor
[w In use. 9! [to management's intent.
= Known to al afecte parties.
i sccuriy plcisand spertonl procedresthat re cenid
Rectrement s are Expectations, contols, and oversight for meeting activies within
ncton rations Secut Mecharisms exit tofaciltatethe implementation o operational Saurement 5 are defined and adhered o by afecied parsonnel Al
511 NA lm Kept up to date. Functional Subset O Operations Security OPSOL leecurity controls, 10 lsupporting activities are repeatable, consistently applied, and conform|
= Inbse o managements nent
2 Known toai afected partis.
Jt securty poices and operatona procedures hat are denifd in
eguremints Expcttons,contrls,andaversigt for mesting s wihn
Mecharisms exit to identfy and document Standardized Operating
= Documented Standardized Operating Recuirement s are aefined and adhered to by afected personne. All
511 A Functional | itersects with g OPS-0L1[procedures (SO, or simia documentaton. t nabie the proper s ; d ’
e Koo U oot Procedures (507 [Procedures (50P), or smilr documentat sinpring el e Teatabi, constenly ol nd o
2 Known toai afected partis.
to-day responsites for performing all the actvies
512 A [oles and responsiiiie for performing actiiiesin RequirementS | puncionar | ntersects with | DOCUmented Protecton | g4 5 |echanisms exst to ocument antimalware technologies. s Reduirement 3 are allcated, Fersonnelare accountable or
3 'gned. [successful, continuous operation of these requirements.
Wecharisms exist to assign one or more quaied Indivicals wih the oy esporsts o etrming ot et
Rotes and respansibiie for prforming actiuties in Requirement 5 Inssigned Secuity, Compiance & Iission and resources to cenraly-manage, coordinate, develop.
512 A i " Functional | Itersects with g Govios ; s Recuirement 3 are allocateo, Frsonnelare accounta
ore documented, assioned. and understood Restlence Responsibies e o e g Secry,Conpiarce Redurement s are llocated rersonnel are accourtable
Day to-day responsibitesfo performing al he actvties
512 A [oles and responsiiitie for performing actiiies i RequiementS | funcional | Intersects With | Defined Roles & Responsibiies|  HRS:03  [Mechanisms exst o define cybersecuriy oles & responibities for ai s Recuirement 3 are allocated. Fersonnelare accountable or
9 > [successful, continuous operation of these requirements.
Day-to-day responsibitesfor performing all the actvties
Potes a esponiiis for pertorming st i Requrement 5 echarisms exit to communicate with users about thelr rles and
512 A Functional | Itersects with User Awareness HRS.03.1 s Reduirement 3 are allcated, Fersonnelare accountable or
ore documented, assianed. and understood Fesponsiniies to mantain a sae and secure warking envronment Redurement s are alocated rersonnelare accountab
Fialious oftware (maiware) s prevented, or Getected and y o | Flicioss Code Protection (Ant- | gws.ga [Hechaniams ex(t o il antimamware technalogie t dtact and
52 A Jaddressed Functional | Intersects With Malware) END-04 leradicate malicious code. s
an ant malware solutions) s deployed an alsystem compancnts,
Jexcept or those system componerts dentfied n perioae evastons | runcionat | | Malicious Code protction (nti- echanisms et t uze animare technloies o cetctand utomated mechanimsare mplementa o prevnt systems from
521 NA Requirement 5.2.3 that concludes the system components are not| Functional | Intersects With Malware) END-04 o2 dicate malicious cods s lbecoming an attack vector for malw:
ot ik rom matware
[ife deployed ant- malware solution(s) Malicious Code Protection (Anti- Mechanisms exit o ulize antimalware technologies o detect and
522 A = Detects i known types Functional | Itersects with ode proe ENDo4  Mecharisms existto s Malware cannot exccte o infectcther system companents.
= Ao e, of contan alf kmgun types of malare
iy st component it are ot i for matuare ars
lvataated perodcaly o include th follow
Il imented list of all system “”“""”E’“S not at risk for IMechanisms exist to perform periodic evaluations evolving malware. [The entity maintains awareness of evolving malware threats to ensure|
523 N/A e i ing m: r Functional Intersects With Evolving Malware Threats END-04.6 [threats to assess systems that are generally not considered to be 5 [that any systems not protected from malware are not at risk of
Syslaemm( faton o evtatn o vl maore et o cse [Ireats to assess systems tat are genera irat any
&/ Contrmation whether such system companents continue o not
Featire ant-mamware protection
i 23 ot ot ik or mahvare 5 denned e eniy's targeted Mecharisms exis o perform perodic evalustions evolving malware systems not known t be a ik fom maare are re-evaluated at
5231 A Functional | Intersects With | Evoling Malware Thveats | END-04.6 [iveats Lo assees systems tha are generaly ot considere 1o b s g
oy et ceorn o 3 lemens s [oveats to assess systems at are genera ireauency tha adresses he entiy s ok
ot e mechanis s procesce re s, matained, y e ot Prtecion | gy [Wechanms et s rimavare echnloge o detac
53 A ot Functional | intersects with e rote D04 [Hechanims exst o o s
e maers oS S roceees v S, AT o Automatic Antimalware oo [Aomated mechanims et pdate SIS ech oo,
53 WA [monitored. Functional Intersects With Signature Updates END-04.1 lincluding signature definitions. >
Mechanisms exist o ensure that ant-maware technologis are
lntimalware mechanisms and processes are active, maintained, and 047 |continuously running i real-me and cannt be disabied o atered by
53 NA [monitored. Functional Intersects With Always On Protection END-04.7 oo, privileged users, unless specifically authorized by management on| s
Case-by-case basis for 3 Imned tne e
- alcious Code rotecton (Ani Fecharizs o0 o uli simavare el o Getct ad AT maware mechaniss can Getect and adaress e Tatest malware
531 NIA [The anti-malware solution(s) is kept current via automatic updates. Functional Intersects With Malware) END-04 | 2 Cate malicious cod 5 hreats,
- o p y o | utomatic Antmanvare o Aitomted mecharisme ST @ paRte SAWGTS e [Anti-matare mechanisms can Getect and address e atest maare
531 A fime antmalware solution(s) s kept curent via automatic vpdtes. | Functonal | mersects win | Aiemalc Animatia END0a1 [aermared mecharions o s [
[The anti-malware solution(s):
o Peforms penodic can and active orrealime scans y | Malicious Code Protecton (Anti- | ¢y g, [Mechanisms exit to utize antimaware technologies to detect and . o .
532 A ? Functional | itersects with oge prote END0a  Mechanisms exist to il s Matware canno complete execution
= Performs continuous behavioralanalyss of systems or processes.
It anti-malware soluton(s) Mechanisms exist o ensure that ant-maware technolagis are
o Performs penodic cans and active o realime scans. oa[continuously running n reattime and Gisabled o aered by
532 A 7 Functonal | Inersects With | Aways Onprotection | END.0a.7 [(onUnuously running n reatime and cannt be isabied or atered by| s Matware cannot complete execution
= Pertorms continuaus behavioralanalyis of systems or processes. 5 Coteby-cose bassfo a Imied time period
[ periodic maiware scans are performed to meet Requirement 532,
21 " K frequency of scans 1> Genned I he entiy' targeced ok anayss, | pucionat | intersects i | Malicious Code Protection (Anti- | ¢y o [Mechanisms exist o utize antimalware technologies to detect and s Scans by the mare st are pertomed at a frequency that
IWhich £ periarmed accordingto il elements specied n Reauirement Waware) eracicate matcous code. acaresss the enty's k.
h
I periocic matware scans are performe to meet Requirement 5.3.2, Mecharisms exist to ensure that ant-malware technolagies are
K freauency of scans 1 aefned in the entity s tarocted sk anabes, | runcrionat | 1 ; oy O protecton Continuously uning in rea-time and cannot be sisabied o atered by Scans by the mare solton are pertomed at a freauency tat
5321 NA Iwhich is performed according to all elements specified in Requirement| ~ "Unctional | Intersects With Always On Protectior END-04.7 - |1on.privileged users, unless specifically authorized by management on| s laddresses the entity's
5 Cate by-case basis fo 8 Imed time period
For removabl electronic medis, the ant- maiware soltion(s)
< Performs automatic scans of when he media  inserted, connected,
oragicaty mounied, Maliious Code Protecton (Ant:| g4 [Mechanisms exist o ulize antimalware technologies to deect and Maars oo b troduce st components i el
533 NiA [OR Functional Intersects With Malware) END-04 o, gicate malicious code. s removable mex
e Fertormscomtiuous benavioralanaysis ofsystes rprcesses
[Anen the mecia 1 insert, connecke, o logicaly mourl
For removabl electronic media, the ani- maiware soltion(c)
[ Prforms automatic cans of ihen she meala  inserted, connected, Mecharisms exist o ensure that ant-malware technologies are
o Tagicaly mounted, ' ; ctecton 007 [contniousl ruming n réai-tm and cannok be asanled or tered by Malware cannot be ntroduced to system components via external
533 N [orR Functional Intersects With Always On Protectior END-04.7 inon-privileged users, unless specifically authorized by management on| s removable media.
= Performs continuous behavioralanalyss of systems or processes 5 Cate-by-case basis for a Imed time period
[inen the media 1 inserie conecked o logcally mourked
R 105 for he ani-malware solonts) are enabled and retamed in y o | Faicioss Code Protection (Ant- | gws.ga [FHechamams ex(t o il animamware technalogies o detact and FStancal rcords of ant-malware achons are immediataly avalabie
534 WA [accordance with Requirement 10.5.1, Functional Intersects With Malware) END-04 leradicate malicious code. s |and retained for at least 12 months.
it lgs for the antmahvre soltions 3 enabledard eanea Cerraiied Vanagement of y - Fistorical records of anti malware achons are immedately avalhie
s34 A [ oge Tor e antmanvr Functonal | Inersects with | Gonrol2e NAro0ement o7 | 10,003 [wechanisms exist to centrally-manage antimaluare technologes s Historcal racords of ant-malvare o
[Anti-malware mechanisms cannot be disabled or altered by users, Malicious Code Protection (Anti- IMechanisms exist to utilize antimalware technologies to detect and |anti-malware mechanisms cannot be modified by unauthorized
535 A iniess specincally documented, and authorized by management ona |  Functonal | Intrsects With etk EnD0g  Mechanisms exist to il s ot mal
[case-by-case basis for a limited time period. s
Jntsmahwore mechanisma cannot b dissbied or ltarad by users Continously rning i rest-tne an caiak b dSabled of anered by n be modifed by
535 A iz Speciicaly Goeumerad,and ouroried by managermen on | Functoral | Irsecs Wih | Aviaysonpotetion | EN.0a7 SnPuoush g 1 e me nd et be diabled o alerea s ot
Y o |a case-by-case basis for a limited time period.
[Mechanisms exist to utilize anti-phishing and spam protection
sa A it phishing mechanisms protec users against phishing atacks. Functional | Intersects With |  Phishing & Spam Protection | END-08 technologies t detect and ake action on unsoliiied messages s
ransperted by elecironi mai
y —— echarisms xist o utilze anip1shing and spar protection — O
541 " Processes and automated mechanisms are i plce to detct and Functional | Intersects With | Phishing & Spam Protection | END-08 fechnalogie to detect and take action on unsolited messages s Mechanisms re n place o prtect against and mitigate isk posed by
P P gainst phishing ltransported by electronic mail. [phishing
Fechanirs et acate e remertalar o sy
Fecoaized secuny, complance and resience pacices i
processes and mechanisms for develaping and maintsning secure oot . . Gesion, ana madication
61 A lsystems and software are defined and understood. Functional subsetOf | secure Engineering Princiles. | SEA 01 0 oo andior Services (TAKS) ©
it securty polcisand aperatonl procecdrestat are cenced
= Bocumented. Publishing Securty, Compllance charisms exit to sstablish, maintain and disseminate polces, Retuiramen 6 are defined and aGherea to by ateced pesomner. Al
611 N = Kept o to ate. Functional | Inersects With | " L EC Do mematin | GOV-02  tandards and procedures necessary for secure, compliant and s Lpporing s ar reeatal, contany ppas, an corfor
[wIn use.. P to management's intent
= Known to al afected partis.
Wechariams eX o review the Securty, Complance & Resence
A sccurty plcisand apertonl procedres tat re cnied ;
[Requirement 6 are: [Program (SCRP), including policies, standards and procedures, at Expectatins, controls and oversight for meeting actyies within
Periadic Review & Update of blanhed intervals o  ignifcant hanges occur 1 ansure their
Recuirement 6 are defned and adnered to by afec el Al
611 A s pocumented Functional | Itersects with ty, Complance & | GOV:03 |Camtinuing suabity. adeauscy and efecteness s Reduiremen & re defined and aherea to by affected personnel A1
In use. Resillence Program [to management’s intent.
2 Known to o afected prtis.
ot securty polciesandcperatana procedures that are ente i
Requremant & xecttons,contls,and aversignt for meetingscuies wihn
e ’ ation o1 |Mechanisms exis o facitatethe implementtion o operatinal Recuirement s are aefined and adhered to by afected persone. Al
611 A [w Kept up to date. Functional Subset Of Operations Security OPS-01 [security controls. 10 |supporting achvmes are repeatable, consistently app\led and conform|
= nbse o managements ment,
2 Known toai afected partis.
ot scury polcisan apertonl procecdures tat re aencned
ontols, and oversight for meeting actiuies wthin
Mecharisms exit to identfy and document Standardized Operating
= Documentea. Standardized Operating y Recuirement s are aefined and adhered to by afected persomne. Al
611 N 2 Kept p to te Functional | Intersects With Procedures (507 OPS-0L1 procedures (SOP).orsimiar documentation. o enable the proper s SUpporiing Actufies ae repeatable, consitently apaed, and conform
Kentu execution of day-o.cay | assgned asks pupporing acti
= Known to ai afected parties.
Wecharisms exis to assign one or more qualfed Individals wih the oyt eporstttr o peterrg ot st
Botes ana esponsiitis for pertorming st i Requrement & Inssigned secuity, Compiance & ission and resources to cenraly-manage, coordinate, develop.
612 A i " Functional | Itersects with 1 Govios ; s Reduirement § are allcated, Fersonnelare accounta
ore documented, assioned. and understoo Resilence Responsibiies e o e g Secry,Conpiarce Recuirement ¢ are llocated Personnelare ccourtable
Day to-day responsibitesfo performing al the actvties
612 A [oles and responsiiie for performing actiiies i Requement 5 | funcional | ntersects With | Defined Roles & Responsibiies|  HRs.03  [Mechanisms exst o define cybersecuriy roles & responibities for ai s Reduirement 8 are allcated, Fersonnelare accountable or
9 > [successful, continuous operation of these requirements.
Day-to-day responsibitesfor performing all the actvties i
[Rotes and respansiities fo performing actties i Requrement & anims exis to communicate with users about thei ols and
612 A Functional | Itersects with User Awareness HRS.03.1 s Reduirement 8 are allcated, Fersonnelare accountable or
ore documented, assianed. and understood Fespomsiies 5 mainiain a Safe and Secure woring ehuronment Redurement ¢ are alocated rersonnelare accountab
Wecharism ext o aclEate the mplementaton of mausry-
ez e, camplance andstence pracice 1 e
62 N/A [Bespoke and custom software are developed securel; Functional Subset Of Secure Engineering Principles SEA-01 desi and modification 10
& P P V- 9 9 P! [of Temrm\egy Assels Applications and/or Services (TAAS
Wechariams et o facitats the mplementaton of alored
62 A lespoke and custom software are developed securely Funcions | suseror || TSIOSQOSINENtE | ronon - asvlpran ndacabatin srege conac 0 an 10
Curement metho to meet uniaus business needs
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STR STRM Secure Controls Framework (SCF) Strength o
FDE Name Focal Document Element (FDE) Descriptions & Relationahip SCF Control e Deeh St S
IMechanisms exist to require software developers to ensure that their
Development Methods, [ L employ d secure
62 NA [Bespoke and custom software are developed securely. Functional | Intersects with | peyeiopment lethods, TDA02.3  [practices for secure programming, engineering methods, quality 5
a contrlprocesses and validaion echiques to minimize flawed andior
Imalformed softwar
Ficharters St e the developers of Techlooy Reete
|Applications andjor Services (TAAS) to produce a design specification
ctura that (1 15 consistent with and supportive of
organization's security architecture which is established within and|
i an integrated part of the organization's enterprise architecture;(2)
[Accurately and completely describes the required securi
. i software are dev . nction n ith |Developer Architectur an .05 [functionality and the allocation of security, compliance and resiience
62 A [Bespoke and custom software are developed securely. Functional | Intersects With |Developer Architecture & Design|  TDA-05  [[nctionally ond the aiiocarion of securiy compliance ard resiien B
Inow individual security functions. mechanisms and services work
ltogether to provide required security capabilities and a unifie
[approach to protection
ecore Software Development [Mechanisms exist to develop appiications based on Secure Software
62 A lBespoke and custom sotware are developed securely. Functonal | Intersects witn | Secure Sotware Development | 10, g5 [ocyelopment ractices (S50P) s
[Bespoke and custom software are developed securely, s follows:
o Based on industy standaras andior best pracices for secure
Geveiopment Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to IBespoke and custom software is developed in accordance with PCI
621 NA o Secerdanice with PCI DSS (for exampl, secure authentication and | Functonal | Intersects With Remediation During 1A0-04  |create and execute a Security Testing and Evaluation (STSE) plan, or 5 and secure development processes throughout the software
logaing) Development Jsimilar process, to identify and remediate flaws during development. itecycle
ln Incorporating consideration of information security issues during
leach stage of the software development lfecycle.
echarisms xist o facltate the mplemertation of sy
[Bespoke and custom software are developed securely, as follows: recognized security, compliance and resilience practices i t
o Based on inustry standards andior est practice for secure Cpecheatan: deson, aovelopment. Impiemantanon ane modiicaton
ldevelopm Jof Technology Assets, Applications and/or Services (TAAS). lBespoke and custom software is developed in accordance with PCI
621 A [ sccordance with PCI DSS (for exampl, secure authenication and | Functional SubsetOf | Secure Engineering Principles | SEA-01 10 IDSS and secure development processes throughout the software
Iogg ) litecycle.
finformation security a
J2ach stage of the software development lfecycie
[Bespoke and custom software are developed securely., as follows:
o Based on Industy standaras andior best practices for secure
ldevelopm Technology Development & IMechanisms exist to facilitate the implementation of tailored IBespoke and custom software is developed in accordance with PCI
621 A lain a:cerdancc with PCI DSS (for example, secure authentication and | Functional | Subset Of opy Develop TDAGL  fdevelopment and acquisition strategles, Contract tools and 10 DSS and secure deveiopment processes hroughout the software
logaino) lprocurement methods to meet unique Business needs. litecycle.
o incorporating consideration of information securty ssues during
leach stage of the software development lfecycle.
[Bespoke and custom software are developed securely, s follows:
o Based onindusty standards andior best pracices for secure pechanisms exist o requir software developers to enure that their
ldevelopm Development Methods, Jso IBespoke and custom software is developed in accordance with PCI
621 A o aecerdance with P 0SS (forexample,secure authentcation and | Functional | ntersectswitn | Development ethods, |1 0 5 e o, auol s D2 ana secure developmén processes throughout te software
wgq ). . contrl processes an validation téchiaues o minimize owed andlor itecycle
ln Incorporating consideration of information security issues during Imalformed softwar
leach stage of the software development lfecycle.
chanisms exist to require the developers of Technology ASSes,
JApplications andlr Services (TAAS) to produce a design 5pecmcanon
land security architecture that:(1) Is consistent with and supporive of
. " lthe organization's security architecturt ¥ etaplshedwi ond
[Bespoke ;n"?ﬂ;ﬁﬂwm;gm;1:df;‘f:g;ﬂ;;e;;gfgg‘{érﬂg;gu”;; : Is o Ptegrated par o the organization’s enterprise architectursi(s)
|development ;t‘:{“x:;'{t:"" “1’:55}5'{2‘15?‘;‘,";:{:”& '“g:::m::ﬁ:;‘m resilience. [Bespoke and custom software is developed in accordance with PCI
621 A o acioraance with PCI DSS (for example, secure authentication and | Functional | Intersects With |Developer Architecture & Design| ~ TDA.05  [[nctienaliy ond tne siocotion of securly, complionce and resen B s o secure development rocesses irougfat he softare
| Incorporating consideration of nformation security issues during t:g";t‘h:'rvt‘:“:‘ﬂffd‘:'&;I“r';f;‘;’efur’;‘:‘(’;“p!‘;m:;”and TVices work
leach stage of the software development lfecycle. e e rontoctian
[Mechanisms exist to develop appiications based on Secure Software
[Bespoke and custom software are developed securely, as follows: [Development Practices (SSDP)
o Based on industy standaras andior best pracices for secure
ldevelopm Secure Software Development IBespoke and custom software is developed in accordance with PCI
621 NA Ja i accordance with PCI DSS (for example, secure authentication and | Functional | Intersects With e iy TDA06. 5 IDSS and secure development processes throughout the software
Iogg ng). ifecyce.
ln Incorporating consideration of information security issues during
leach stage of the software development lfecycle.
[Bespoke and custom software are developed securely., as follows:
ln Based on industry standards and/or best practices for secure IMechanisms exst to require system developers and ntegrators to
lBespoke and custom software is developed in accordance with PCI
. ith | Developer Threat Analysis & .15 [develop and implement an ongoing Security Testing and Evaluation
621 A e i ccordance with P1 S (or example,secure authentication and | Functional | Inersects Wit \oper Threat analy LS ER e b ey ety ond e e 5 DSs and secure development proceses troughout the sofvare
ln Incorporating consideration of information security issues during |vulnerabilites prior to release to product
leach stage of the software development lifecycle.
softuare development personnel working on bespoke and custom
[Goftware are trained at least once every 12 months s fol .
0 abtware socurty relevant 1 thr b funcion and cevelopment reney o " » atal ot post Software development personnel remain knowledgeable about secure
622 ™. I on Functional | Intersects with | ComPetency Requirements for | oq o5 [Mechanisms exist to ensure that all security-related positions are 5 [development practices; software security: and attacks against the
. secure softwara design and secure coding techniques, Security-Related Positions Jstaffed by qualified individuals who have the necessary skill set. languages, frameworks, or applications they develop. Personnel are
In Including, if security testing tools are used, how to use the tools for jable to access assistance and guidance when required.
ldetecting vulnerabilties in software.
software development personnel warking on bespoke and custom
[oftware are trained at least once every 12 months as follows
[Software development personnel remain knowledgeable about secure
0N Software security relevant o thei 06 function and development Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to P ol A g o
622 A languages. Functional | Intersects With emediation During 1A0-04  [create and execute a Security Testing and Evaluation (STSE) plan, or B ‘ ” re security: ook !
|n Including secure software design and secure coding techniques. Development Jsimilar process, to identify and remediate flaws during development. anguages, ramewors, or appicaionsthey develop Personnel are
ln Including, if security testing tools are used, how to use the tools for jable to access assistance and guidance when require
ldetecting vulnerabilites in software.
[softuware development personnel working on bespoke and custom
poftware are trained at east once every 12 months as folows: Mechanisms exit o provid role-based security, compliance and sotuar persann remain ”
622 NA Panguages Y L P Functional | Intersects witn |Role-Based Security, Compliance|  gxr o3 [resilience-related training:(1) Before authorizing access to the system 5 devel npmenl practices; software security; and attacks against the
[onousges, e desian and secure coding techmidues '« Resitence Traiing orperforming assioned duies(2) When reqed by system changes: Ianguages, ramewarc, or apaications they develop. Persannel are
9 9 g technia land(3) Annually thereater. lable to access assistance and guidance when require
ln Including, if security testing tools are used, how to use the tools for
ldetecting vulnerabilities in software.
[software development personnel working on bespoke and custom
[Eoftware are trained at least once every 12 months as follows:
= g Ty d . IMechanisms exist to ensure application development and operations softuare development personnelremain knowiedgesble about secure
622 NA e oosware securty relevant to theirjob function and development | | | ersects with | Edursnion (ere) < evims saT.03.8 |(DevOPS) personnel receive Continuing Professional Education (CPE) 5 ldevelopment practices; software security; and attacks agains
guag Ops ltraining on Secure Software Development Practices (SSDP) to onusae, ameneric, of abalestions they deveiop. bersommel sre
[o including secure software design and secure cading technique: lappropriately address evolving threats. [able to access assistance and guidance when require
o ncluding,ifsecuriy esting tools are used, how to use the oo for
ldetecting vulnerabilties in softws
Mechanisms exist to wilize a Software Assurance Maturity M
(S0 t Govarn o secire. deselopment Hecycle o i development
[Sottware development personnel working on bespake and custom Jof Technology Assets, Applications and/or Services (TAAS).
[oftware are trained at least once every 12 months as. onnel remain
laOn Software security relevant to thei 0 function and development
. i | Software Assurance Maturity ' deve\opmen[ practices e Sccutys and Sitacks sgamet tre
622 A '_apggggf:g secure software design and secure coding techniques. Functional | ntersects With Model (SAMM) TOA063 s Ianguaqes, frameworks, or applications they develop. Personnel are
lm Including, if security testing tools are used, how to use the tools for jable to access assistance and guidance when require
[detecting vulnerabilites in software.
Mechanisms exist to ensure that the developers of Technology Assets,
|Applications and/or Services (TAAS) have the requisite skillset and
[softuware development personnel working on bespoke and custom [appropriate access authorizations
software ae trained at east once every 12 months as follows;
softwere securty releventto thel job function and development Sevelopment pracices sonoware SScury ami atacks sgamet the
622 NA h‘n'?(mm seare stre iy s cotin s Functional | Intersects With Developer Screening TOA13 5 R i S e g -k P
ln Including, if security testing tools are used, how to use the tools for j2ble to access assistance and guidance when required.
Seteching vunesabiites m sotware.
Software development personnel waking on bespoke and custom
oftvare are rained atlast once every 12 months o fol
s Socoy v o 0 T oo davsiopment Sevetoper Threat Amaysis [Mechanisms exis o require system developers and ntegrators to Software development personnelremain knowledgeabl about secure
622 A o cunctional | Intersects with |  Peveloper Threat Analysis ToA1s [develop and implement an ongoing Security Testing and Evaluation 5 levelopment practices; software security: and attacks against the
o <ecure software design and secure coding techniques Flaw Remediation (s n, or similar process, to objectively identify and remediate languages, frameworks, or applications they develop. Personnel are
g e ol 0o St e et o [vulnerabiliies prior to release to production. lable to access assistance and guidance when required.
ldetecting vuinerabilties in softws
[Bespoke and custom software is reviewed prior to being released into
production orto customers, to identiy and correct potential coding
[vulnerabilities, as follo
Threst Analysis & Faw IMechanisms exist to require system developers and integrators to
623 wa e Coie i ensur coe i devloped ccorng 0 SECU <O | yneonat | erscts v medlation During 14004 [crate and execte 2 Securty Testing and Evaisation (STEE) pian, or s Bespoke and custom software cannot be exploited via coding
e s lok fo both existing and emerging software Development [Similar rocess, to identity and remediate flaws during development
[vulnerabilties.
Ppropriate corrections are implemented prior to release.
Bespoke and custom softwars i reviewed rior to being relessed nto
ducton o 0 customers,to dentiy and correct potentil coding
Vunerabiities, a5 follow
e e ! . i Mecharisms exist to have an independent review o th software . n
623 NiA gufgg“en:! o enurecode s dveloped accoring to securscodng Functional | Intersects With Software Design Review TDA06.5  [desi idate:(1) Applicable security, compliance and resilience B Bespoke and custom software cannot be exploited via coding
e iews look for both existing and emerging software Feaurements are met; and(3) Iqentificd fsks are remediated.
[vulnerabilities
ln Appropriate corrections are implemented prior to release.
espoke and custom software is reviewed prior to being released into
lproduction or to customers, to identify and correct potential coding IMechanisms exist to require system developers/integrators consult
as follows Security, Compllance & [with security, compliance and/or resilience personnel to:(1) Create and|
ln Code reviews ensure code is developed according to secure coding 09 |mplement a Security Testing and Evaluation (ST&E) plan, or similar lBespoke and custom software cannot be exploited via coding
623 A Suideine Functional | Intersects Wit | Resilnce Testng Thtaughout | TOA09.|(30E0 ) T lerment a verfiabe fw remsclation rocess to s Vanerapities
[a Code reviews look for both existing and emerging software P rect weaknesses and deficiencies identified during the control
[vulnerabilties. ltesting and evaluation process; and(3) Document the results.
ln Appropriate corrections are implemented prior to release.
Bespoke and custom softwars e reviewed rior to beig relessed o
ducton o o customers,to dentiy and correct ptentilcoding
Vunerabiities, a5 follow IMechanisms exist to require system developers and integrators to
623 ™. - Coe reviews ensure code Is developed according to secure coding Functional | Intersects witn | DeveloperThreat Analysis & | 1o 15 [develop and implement an ongoing Security Testing and Evaluation 5 Bespoke and custom software cannot be exploited via coding
louidelines. Remedia ((STSE) plan, or similar process, to objectively identify and remediate \vulnerabilties.
e reviews look for both existing and emerging software |vuinerabiliies prior to release to production.
[vulnerabilities
ln Appropriate corrections are implemented prior to release.
[ menuai code reviews re performed for bespoke and custom
Jsoftware prior to release to production, code chan
Threat analysis & Faw IMechanisms exist to require system developers and integrators to
e Reviewed by maviduals oyner than the originating code author, and . i Y . [The manual code review process cannot be bypassed and is effective
6231 A B o o e seturs Functional | Intersects With Remediation During 1A0-04  [create and execte a Security Testing and Evaluation (STSE) plan, or 5 s s e
evelopment Jsimilar process, to identify and remediate flaws during development.
lcoding practices.
[n Reviewed and approved by management prior to release.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

6231

FDE Name

NA

Focal Document Element (FDE) Descriptions

Iif manual code reviews are performed for bespoke and custom

Juno are knowledgeable about code-review techniques and secure
[coding pract
[ Revewed and approved by management prior to release.

STRM
Rationai

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

curity, Compliance &
Resilience Testing Throughout
Development

TDA09

Secure Controls Framework (SCF)
ontrol Description

techanisms exist to require system developers/integrators consult

|capability;(2) Implement a verifiable flaw remediation process to
sses and deficiencies identified during the control
ltesting and evaluation process; and(3) Document the results

gth of
elationship

version 2026.1_x000a_03/27/2026

[The manual code review process cannot be bypassed and is effective
lat discovering security vulnerabiliies.

6231

Iif manual code reviews are performed for bespoke and custom
Jsoftware prior to release to production, code changes are:

= Reviewed by indvidual ather than the originating code authar, and
[who are knowledgeable about code-review techniques and secu
[coding practices.

[m Reviewed and approved by management prior to release.

Functional

Intersects With

Developer Threst Analysis &

w Remediation TOALS

IMechanisms exist to require system developers and integrators to
[develop and implement an ongoing Security Testing and Evaluation
(STSE) plan, or similar process, to objectively identify and remediate
prior to release to production.

[The manual code review process cannot be bypassed and is effective
Jat discovering security vulnerabiliies.

[Software engineering techniques or other methods are defined and n

|use by software development personnel to prevent or mitigate

[Common software attacks and.etated vulnsrabiities i besgoke and
software, including but not limited to the following:

o njecton attacks, incluing SQL_ LDAP. Xpath, or ather command,

eter, object, fault, or injection-type flaws.
& Attacks on data and data structures, mcluding atempts to
Imanipulate buffers, pointers, nput data, orshare
[ Attacks on cryptography usage, Including attempts to explolt weak,
finsecure, or inappropriate cryptographic implementations, algorithms,
lcipher suites, or modes of operation.

‘Attacks on business logic, including attempts to abuse or bypass
lapplication features and functionalities through the manipulation of
[APIs, communication protocols and channels, client- side functionality,
Jor other system/application functions and resources. This incl
s e scripting (X65)and cross e equest frgery (CoRr)

lm Attacks on access control mechanisms, including attempts to
fypass or abuse ldnttcation:siahersicaion,or aumonzamn
Imechanisms, or attempts to exploit weaknesses in t
[rpiomentotion of such mechanisms

“Rttacks via any “high-nsk” wulnerabilities identified n the
[vulnerabilty identification process, as defined in Requirement 6.3.1.

Functional

Intersects With

ecurity, Compliance &
Resilience Testing Throughout
Development

TDA-09

techanisms exist to require system developers/integrators consult
[with security, compliance andjor resilience personnel to:(1) Create and|
implement a Security Testing and Evaluation (ST&E) plan, or similar
[capability;(2) Implement a verifiable flaw remediation process to
|correct weaknesses and deficiencies identified during the control
ltesting and evaluation process; and(3) Document the results

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

[Software engineering techniques or other methods are defined and n
e by

lcustom software, including but not limited to the following:
[m Injection attacks, including SQ . XPath, or other command,
[parameter, object, fault, or injection-type fla

lm Attacks on data an structures, including attempts to
[manipulate buffers, pointers, input data, or shared data.

Attacks on cryptography usage, including attempts to exploit weak,
finsecure, or inappropriate cryptographic implementations, algorithms,
[cipher suites, or modes of ope

‘Attacks on business logic, including attempts to abuse or bypass
pplicationfeatures and functionaties through the manipulaion of

s, communication protocols ar nnels, client- side functionality,
Jor other system/application functions and resources. This includes
[cross-site scripting ross-site request forgery (

lm Attacks on access control mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization
mechanism, orattempts to eXpoit weaknesses i the

o Ritacke via amy “Highrac: viinersbiites identified i the
Fuinerobity gentiication process, 30 dommed m Reauroment 6.3.1.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
velopment

140-04

[Mechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (STSE) plan, or
Jsimilar process, to identify and remediate flaws during development.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

[Software engineering techniques or other methods are defined and in
e development personnel o prevent or mitigate

[common software attacks and reiated Sunersbltes I bespoks snd
ltstom software, Incuding but not imited (o the

e njecton attacks. incluing SQL, LAP, XPath, or ather command,

eter, object, fault, or injection-type

|m Attacks on data and data structures, including attempts to
[manipulate buffers, pointers, input data, or shared data.
lm Attacks on cryptography usage, including attempts to exploit weak,
finsecure, or inappropriate cryptographic implementations, algorithms,
[cipher suites, or modes of ope
lm Attacks on business logic, including attempts to abuse or bypass
lapplication features and functionalities through the manipulation of
[APIs, communicatior I and channels, client- side functionality,
Jor other system/application functions and resources. This inc
[cross-site scripting (XSS) and cross-site request forgery (CSRF).

[mechanisms, or attempts to exploit weaknesses in the.
fmplementation of such mechan

ks via any “high-risk” vulnerabilities identified in the
ulnerabiity identication process, a5 deined in Reauirement 6.3.1.

Functional

Intersects With

Secure Software Development

Practices (SSDP) TOA06

Mechanisms exist to develop appiications based on Secure Software
[Development Practices (SSDP).

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

[software engineering techniques or other methods are defined and in

|use by software development personnel to prevent or mitigate

lcommon software attacks and related vulnerabilities in bespoke and
software, including but not limited to the following:

o njecton attacks,incluing SQL_ LDAP. Xpath, or ather command,
eter, object, faul, or injection-type flaws.

& Attacks on data and data structures, mcluding atempts to

[manipulate buffers, pointers, input data, or sharet

[ Attacks on cryptography usage, Including attempts to exploit weak,

finsecure, or inappropriate cryptographic implementations, algorithms,

lcipher suites, or modes of o

lu Attacks on business logic, including attempts to abuse or bypass

lapplication features and functionalities through the manipulation

[APIs, communication protocols and channels, client- side functionality,

Jor other system/application functions and resources. This incl

s e scripting (X65)and cros-ie equest frgery (CoRr)

lm Attacks on access control mechanisms, including attempts to

lypass or abuse denticaton, authenticaton, or aumonzamn

mechanism, or attempts to expoit weaknesses i

fmplementation of such m

[ Attacks via any “high-rsk” vulnerabilities identified n the
[vulnerabilty identification process, as defined in Requirement 6.3.1.

Functional

Intersects With

Static Code Analysis T0A09.2

Mechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to employ static code analysis.
[tools to identify and remediate common flaws and document the
results of the analysis.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

[Software engineering techniques or other methods are defined and in

Justom software, ncluing but ot imited to he following:
[m Injection attacks, including ath, or other command,
Parameten obgecs, oul.or mjection type
lm Attacks on data an ructures, including attempts to
[manipulate buffers, pointers, input data, or shared data.
Attacks on cryptography usage, including attempts to exploit weak,
finsecure, or inappropriate cryptographic implementations, algorithms,

lm Attacks on business logic, including attempts to abuse or bypass
pplication features and functionaties through the manipulaion of

s, communication protocols ai nnels, client- side functionality,
Jor other system/application functions and resources. This includes
[cross-site scripting ross-site request forgery (
lm Attacks on access control mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization
mechanism, or attempts to expoit weaknesses i the
fmplementation of such mechan

ke via any “high-isk” vulnerabilties dentified n the

Fulnerabilty identiication process, as defined n Requirement 6.3.1,

Functional

Intersects With

Dynamic Code Analysis TDA09.3

Mechanisms exist to require the developers of Technology Assets.
[Appications andjor Services (TAAS) to employ dynamic cod analysis
ltools to identify and remediate common flaws and document

results of the analysi.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

NA

[Software engineering techniques or other methods are defined and n
e development personnel to prevent or mitigate
[common software attacks and reiated unerabities n bespoke and
lcustom software, including but not limited t
= ection attacks. ncluding SQL LOAP, XPath, o ather comman,
eter, object, fault, or injection-type
|m Attacks on data and data structures, including attempts to

to exploit weak,
finsecure, or inappropriate cryptographic implementations, algorithms,
lcipher suites, or modes of aperation.
lu Attacks on business logic, including attempts to abuse or bypass
lapplication features and functionalities through the manipulation of
[APIs, communication protocols and channels, client- side functionality,
Jor other system/application functions and resources. This inc
[cross-site scripting (XSS) and cross-site request forgery (CSRF).
lm Attacks on access control mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization
[mechanisms, or attempts to exploit weaknesses in the.
fmplementation of such mechanisms

ks via any “high-risk” vulnerabilities identified in the
ulnerabiity identication process, a5 defined in Reauirement 6.3.1

Functional

Intersects With

Malformed Input Testing TDA-09.4

Mechanisms exist to utilize testing methods (o ensure Technology
|Assets, Applications andjor Services (TAAS) continue to operate as
Intended when subjec o nvalid or unexpected inpus on ts
interface

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

NA

Focal Document Element (FDE) Descriptions

Sottware engineering techniques or other methods are defined and in
by software development personnel to prevent or mitigate

Commraon sofwsra Seocks and veoved ulnraniics i bessove and
justom software, ncluding but not imite o the following

lm Injection attacks, inclu ath, or other command,
arameter, objecs it of mjector type
lm Attacks on data an ctures, including attempts to
[manipulate buffers, pointers, input data, or shared dat

[m Attacks on cryptography usage, including attempts to exploit weak,
[nsecur.orinapproprite ryptograpnc mplementations, igoritns.
leipher suites, or modes of operation.
& Attacks on business loglc, Incuding attempts to abuse or bypass
lapplication features and fun
|APIs, communication protocols a
for other system/application functions and resourt

ross-site request forgery (C:

ontrol mechanisms, including attempts to
loypass or abuse identification, authentication, or authorization
[mechanisms, or attempts to exploit weaknesses in the.
limplementation of such mechanisms.

Attacks via any “high-risk” vulnerabilities identified in the
[vulnerability identification process, as defined in Requirement 6.3.1.

STR
R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Application Penetration Testing

TDA09.5

Secure Controls Framework (SCF)
ontrol Description

[Mechanisms exist to perform application-level penetration testing of
|custom-made Technology Assets, Applications and/or Services (TAAS).

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilties.

NA

Sottware engineering techniques or other methods are defined and in
by software development personnel to prevent or mitigate
[common sotware sttacks and relted vunerabites i bespoke and

lcustom software, including but not limited to the followint
= Ijection attacks, including SQL, LDAP, XPath, o ather command,
[parameter, object, fault, or injection-type
jata structures, including steemps to
ers, pointers, input data, or shared
S AREcke an ctyptoaraphy ssoge: inCuring st t explalt weak,
nsecure.or inappropriate cryptographic mplementtions,agor ths
leipher suite: operation.
[ ttacks on business fogic, Including auempts o abuse or byoass
lapplication features and functionalities through the manipulation of
B, commurication brotorsls and crannels lint sde functionaity,
for other system/application functions and resources. This includes
crosssite scipting (XS5) and crosssite request forgery (CoRF).
lm Attacks on access control mechanisms, including attempts to
[ypass or abuse identication, authenticaton, or authorization
Imechanisms, or atter exploit weaknesses in
mplementation of Such mechanisms,
o Actacks via any “high-1sk” vulnerabiltes dentified n the
[vulnerability identification process, as defined in Requirement 6.3.1.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

oA LS

Iechanisms exit o requie system developers and integatars to
develop and mplement an angoing Security Testing and Evaluaton

STE) plan, or similar process, o dbjectively ety and remediate
|vulnerabilities prior to release to production.

[Bespoke and custom software cannot be exploited via common
lattacks and related vulnerabilities.

Isecurity vulnerabilties are identified and addressed.

Functional

Subset Of

Threat Intelligence Program

THR-01

[Mechanisms exist to implement a threat intelligence program that
includes a cross-organization information-sharing capability that can
influence the development of the system and security architectures,
lselection of security solutions, monitoring, threat hunting, response.
Jond recovery activties.

Isecurity vulnerabilities are identified and addressed.

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

[Mechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.

Isecurity vulnerabilities are identified and addressed.

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

securty vunerabitesare dentied and managed as folons:

lm New.  identified u

Sources for Senurty velnerasilty information. nclucing ators ham
a

national computer emergency response teams
[(CERTS).

= Vlnerabiliesare sssgnda sk raning based o industy best
lpractices and consideration of potential imj

o Risk rankings identiy, at a minimum, all finerabilties considered
lto be a k or critical to the environment

ln Vuinerabiiies o bespoke and custom, and third- party software (or
lexample operating systems and databases) are coveret

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

10-04

[Mechanisms exist to require system developers and integrators to
lereate and execute a Security Testing and Evaluation (STEE) plan, or
Jsimilar process, to identify and remediate flaws during development.

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

[security vulnerabilities are identified and managed as follows:
fm New securit are identified usin
Jsources for security vulnerability information, including alerts from
finternational and national computer emergency response teams
[(CERT).
o Vanerabiiesare assgnec oris ranking based on ndustrybest
practices and consideration of potential i

lm Risk rankings ide i, ai wmerabilties considered
o be a highisk or crical & the emvironment
= Vulncrablltes for bespoke and custom, and thirdparty sotware (fo
lexample operating systems and databases) are covered.

Functional

Intersects With

Contacts With Groups &
‘Associations

Gov-07

Mechanisms exit to esablish contact with selected groups and
lassociations within the security, compliance and resilg
[Communties to:(1) Faciitate ongoing cybersecrity and data
protection education and traning for organizational personnel(2)

IMaintain currency with recommended cybersecurity and dat;
protection practices, technidues and tecnnoiogies: and(3) Share
[current cybersecurity and/or data protection-related information
including threats, vulnerabilities and incident

New system and software vulnerabilties that may impact the securtty
Jof account data or the CDE are monitored, cataloged, and rish
lassessed.

Sacury vonarabilties are dentfied and mansged o fllows:
fm New security are identified u

Bources for securty vulnerabilty nformation. ncluaing alerts from
linternational and national computer emergency response teams
[(CERT).

o Ynerabiiesore ssignec a sk rnking based on ndusiry best
lpractices and consideration of potential imj

lm Risk rankings identify, at a minimum, all vmnevanmnes considered
fto be a high-risk or critical to the environment

[ Vuinerapitcs or bespoke and costom: and thir-party software (for|
lexample operating systems and databases) are covered.

Functional

Intersects With

Threat Intelligence Feeds

THR-03

techanisms exist to maintain situational awareness of vulnerabilities
and evoning chreats by leveraging the knowisage of ttacker actics,
ltechniques and procedures to facilitate the implementation of
lpreventative and compensating controls.

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

Sacurtty vuneraltesare red nd maniaged as follons:
fm New se e identified u

Eources fo serurty vainerabity nformation, incucing ales o

finternational and national computer emergency response teams

[(CERTs).

|m Vulnerabilities are assigned a risk ranking based on industry best

lpractices an ation of potential impact.

| sk rankings dentiy.at & minimum, il Vnerabilties consdered

fto be a high-risk or critical to the environment

[ inerabiiies or bespake and costom. and thiparty software (for

lexample operating systems and databases) are covered.

Functional

Intersects With

Vuinerability Disclosure Program
(VoP)

THR-06

Mecharisms exist1o estabish a Vuinerabilty Diclosure Fogram
I(VDP) to assist with the secure development and maintenance of
[Technology Assets, Applications and/ur Services (TAAS) tht receives

lunsolicited input from the public abou
ARS.

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

[security vulnerabilities are identified and managed as follows:
[m New securi are identified usin
Jsources for security vulnerability information, including alerts from
finternational and national computer emergency response teams
l(CERTs).
| ulnerabiltes are assigned a isk ranking based on Industry best
practices and consideration ofpotential mpac

o Risk rankings dentif, at 3 miimum, all Feimerabilties considered
o be o ghrek or érfcal t he amvronment
la Vulnerabilities for bespoke and custom, and third-party software (for|
lexample operating systems and databases) are covered.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

oA1S

IMechanisms exist to require system developers and integrators to
|develop and implement an ongoing Security Testing and Evaluation

TE) plan, or similar process, to objectively identify and remediate
|vulnerabilities prior to release to production.

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

NA

[security vulnerabilities are identified and managed as follows:
urit are id sing

Jsources for security vulnerability information, including alerts from
[international and national computer emergency response teams

RTS).
|m Vuinerabilities are assigned a risk ranking based on industry best
lpractices and consideration of potential impact.
lm Risk rankings identify, at a minimum, all vulnerabilities considered
Jto be a high-risk or critical to the environment.
|s Vulnerabilities for bespoke and custom, and third-party software (for|
lexample operating systems and databases) are covered

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

Mecharisms exit o faciitate the mplementation and moritoring of
|vulnerability management contro

INew system and software vulnerabilities that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

NiA

Securtty vulnerabiltes ae identfied and managed as ollows:
urity vulnerabilities are identified using industry-recognized

ces for securty velnerabilty information. Including tert rom

nternational and national computer emergency response teams

[(CERTS)

= Vulnerabites are assigned sk ranking based on ndustry best

practices and consideration o potentil

lm Risk rankings identi mum, all vu\nerah\\mes considered

e e Mok o ariial s he emirormen

n vmnerannmes o bespale and costor, and tird party software (for

mple operating systems and databases) are coveret

Functional

Intersects With

Attack Surface Scope

VPM-01.1

IMechanisms exist to define and manage the scope for its attack
Jsurface management activities

INew system and software vulnerabilities that may impact the security
lof account data or the CDE are monitored, cataloged, and risk
lassessed.

NA

Securty vuinerabiltes are dentied and manage as folows:
fentified u

Cources forsecarty vandrasii informatin. ncding slre hram

[international and national computer emergency response teams

|(CERTS).

|u Vuinerabilities are assigned a risk ranking based on industry best

lpractices and consideration of potential impact.

lu Risk rankings identify, at a minimum, all vulnerabilities considered

lto be a high-risk or critical to the environment.

o Vuinerabiitiesfor bespoke and custom, and third-party software (fo

lexample operating systems and databases) are covered.

Functional

Intersects With

Vulnerability Ranking

VPM-03

[Mechanisms exist to identify and assign a risk ranking to newl
ecoumrad secumty sl e caing remukable outade sorces for
[security vulnerability information.

ew system and software vulnerablfies that may impact the securty
o accaunt data o the COE are monitored, ataloped, and fs
lassessed.

NA

Securty vinerabiltes are dentied and manage as folows:
lm New securit
Eourees for seeurlty valnerabiity Information, Including aierts from
finternational and national computer emergency response teams
Ts).

|m Vulnerabilities are assigned a risk ranking based on industry best
loractices and consideration of potential impact.

Risk rankings ider mum, all vulnerabilities considered
o be a high-risk urmn:a\ to the environment
|m Vuinerabilties for and custom, and third-party software (for|
[oxampts operating systams ond databases) ara coversa

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

INew system and software vulnerabilites that may impact the security
Jof account data or the CDE are monitored, cataloged, and risk
lassessed.

Jan inventory of bespoke and custom software, and third-party
software components incorporated ino bespake and custom software
|s maintained to facilitate vulnerability and patch management.

Functional

Subset Of

Asset Governance

AST-01

IMechanisms exist to facilitate an IT Asset Management (ITAM)
lprogram to implement and manage asset management contros

[Known vulnerabilties in third-party software components cannot be
lexploited in bespoke and custom software.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descriptions

fin inventory of bespoke and custom software, and third-party
iponents incorporated into bespoke and custom software.
[ mamesad o ocitate vorersuiiy and patcn mansgemnt

STR
R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Asset Inventories AST-02

Secure Controls Framework (SCF)
ontrol Description

IMechanisms exist to perform inventories of Technology Asst

oications, Servicer andior bata (TAKGD) that ) Accurrely rflects
lthe current TAASD in use;(2) Identifies authorized software products,
including business justification details;(3) s at the level of granularity
|deemed necessary for tracking and reporting:(4) Includes
lorganization-defined information ssary to achieve
[effective property accountability; and(5) Is available for review and
laudit by designated organizational personnel

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[Known vulnerabilities i third-party software components cannot be
lexploited in bespoke and custom software.

Jan inventory of bespoke and custom software, and third-party
software components incorporated ino bespake and custom software
|s maintained to facilitate vulnerability and patch management.

Functional

Intersects With

Compliance-Specific Asset

Identification AST04.3

IMechanisms exist to create and maintain a current inventory of
[Technology Assets, Applications, Services and/or Data (TAASD) that

lobligations that provides sufficient detail to determine control
lapplicability, based on asset scope categorization

[Known vulnerabilities in third-party software components cannot be
lexploited in bespoke and custom software.

fn Inventory of bespoke and custom software, and trird-party
Jsoftware components incorporated into bespoke and custom software
& maintained ta faciltate veinerabilty and patch management

Functional

Intersects With

Software Bill of Materials (SBOM)|  TDA-04.2

[Mechanisms exist to generate, or obtain, a Software Bill of Materials
M) for Technology Assets, Applications and/or Services (TAAS)
lthat lists software packages in use, including versions and applicable

licenses.

[Known vulnerabilities in third-party software components cannot be
lexploited in bespoke and custom software.

Jan inventory of bespoke and custom software, and third-party
oftware components incorporated ito bespoke and custom software
|s maintained to facilitate vulnerability and patch management.

Functional

Intersects With

Attack Surface Scope VPM-011

[Mechanisms exist to define and manage the scope for its attack
Jsurface management activities

[Known vulnerabilties i third-party software components cannot be
lexploited in bespoke and custom software.

JAn inventory of bespoke and custom software, and third-party
s incorporated into bespoke and custom software
fis maintained to facilitate vuinerability and patch management.

Functional

Intersects With

Centralized Management of Flaw

emediation Processes. VPM-05:1

IMechanisms exist to centrally-manage the flaw remediation process.

Known vulnerabites in third-party software components cannot be
lexploited in bespoke and custom softwa

i syatem companents are protected from known vinerabilties by
finstalling applicable security patches/updates as foll
m Criicaof igh-security patches/updates (identied according to the
[isk ranking process at Requirement 6.3.1) are installed within one

f release
lm All other applicable security patches/updates are installed within an
lappropriate time frame as determined by the entity (for example,
[within three manths of release)

Functional

Subset Of

Vulnerability & Patch

Management Program (vemp) | VPM-01

IMechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.

[System components cannot be compromised via the exploitation of a
lknown vuinerability.

NiA

fu system compnents are protected from known vinersbiies by
finstalling applicable security patches/updates as foll
St oF i secury patcheupdas aentihes according to the
Jisk ranking process at Requirement 6.3.1) are installed within one
Imonth of release.

lm All other applicable security patches/updates are installed within an
lappropriate time frame as determined by the entity (for example,
[within three months of release).

Functional

Intersects With

Continuous Vulnerability
Remediation Activities ven-04

IMechanisms exist to address new threats and vulnerabilities on an
longoing basis and ensure assets are protected against known attacks.

[system components cannot be compromised via the exploitation of a
[known vuinerability,

J system components are protected fom known vunerabilties by
finstalling applicable security patches/updates as follow:
o Critcarof high-securty patcheslupdates (identiied according to the
Jisk ranking process at Requirement 6.3.1) are installed within one
[month of release.
lm All other applicable security patches/updates are installed within an
loppropriate time frame as determined by the entity (for example,
[within three months of release).

Functional

Intersects With

Software & Firmware Patching |  VPM-05

[Mechanisms exist to conduct software patching for all deployed
[Technology Assets, Applications and/or Services (TAAS), including
[firmware.

[System components cannot be compromised via the exploitation of a
[known vuinerability.

i syatem companents are protected from known vinerabilties by
finstalling applicable security patches/updates as follows

J Criica o ighsecurity patches/updates (identied according to the
[isk ranking process at Requirement 6.3.1) are installed within one
[month of release.

lm All other applicable security patches/updates are installed within an
lappropriate time mined by the entity (for example,
[within three months of release).

Functional

Intersects With

centralized Management of Flaw
emediation Processes VRH-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

[System components cannot be compromised via the exploitation of a
nown vuinerability.

NiA

[Public-facing web applications are protected against attacks.

Functional

Intersects With

Centralized Management of Flaw
Remediation Processes VPH-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

NA

[Public-facing web applications are protected against attacks.

Functional

Subset Of

Web Security WEB-01

[Mechanisms exist to facilitate the implementation of an enterprise-
inagement policy, as well as associated standards,
[controls and procedures.

NA

[public-facing web applications are protected against attacks.

Functional

Intersects With

Web Application Firewall (WAF) | WEB-03

IMechanisms exist to deploy Web Application Firewalls (WAFs) to
lprovide defense-in-depth protection for application-specific threats

NA

[For public-facing web applications, new threats and vulnerabilities are
laddressed on an ongoing basis and these applications are protected
lpgainst known attacks as follows:

|m Reviewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods.
follows:

| Atleast once every 12 months and after significant changes.

|- By an entity that specializes in application securi

| Including, at a minimum, all common software attacks in
[Requirement

-, Al vulnerabiliies are ranked in accordance with requirement

l6.3.

X vunerabities are corrected
| The application is re-evaluated after the corrections
lor

o tating an autamated tectnica slutionts) tht continual detects
lon attacks as fol
" Bt o o«pumm ocing wet applicaions o detect and
[prevent web-

etvely rumning and up S to date as applicable.

Generating audt oo

nioured to either lock we-based attacks or generate an alert

Knat 1 Immecistely investipated

Functional

Intersects With

Threat Analysis & Flaw
Remediation During 1A0-04
Development

[Mechanisms exist to require system developers and integrators to
|create and execute a Security Testing and Evaluation (ST&E) plan, or
Jsimilar process, to identify and remediate flaws during development.

[Public-facing web applications are protected against malicious
lattacks.

NA

For public.facing web applications, new threats and vulnerabiltes are
\going basis and these applications are protected
Caainesknow atacks o forower
o Reviewing publicfacing web applications via manal or automated
lapplication vulnerability security assessment tools or methods.
ffoliows:
‘At least once every 12 months and after significant changes.

By an entity that specializes in application security.
o nclucing, 2t minimum, ail common software attacks in
[Requirement

Al Valneratiils are ranked in accordance with requirement

i vuinerabilties are corrected
| The application is re-evaluated after the corrections

lor
o nstlling an automated techical solution(s) tha continualy detects

land prevents web-based attacks

Reied n ronk o publcfocng wet, appications o detect and
lprevent web- based attacks.

Actively running and up to dae as applicable.
I Generating audit lox
| Configured to ither block web-based attacks or generate an alert
fnat 5 Immediately investigated

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation TOALS

[Mechanisms exist to require system developers and integrators to
|develop and implement an ongoing Security Testing and Evaluation
(ST&E) imilar process, to objectively identify and remediate
|vulnerabilities prior to release to production,

[Public-facing web applications are protected against malicious
lattacks.

For publicfacing web spplications new thrests and vinerablies are
laddressed on an ongoing basi iese applications are protectes
[Sgainst known attacks 34 ollows:

la Reviewing public-facing web applications via manual or automated
opplication vulnrabilty secuty assessment ook o methods a5
ffoiow

" At least once every 12 months and after ignificant changes,

| By an entity that specializes in application security.

| Including, at a minimum, all common software attacks in
[Requirement 6.2.4.

| All vulnerabilities are ranked in accordance with requirement

l6.3.1
|~ All vulnerabilities are corrected.

|- The application is re-evaluated after the corrections
lor

o nstlling an automated techrical solution(s) tha continualy detects
lond prevents web-based attacks as follows
[ installed in fmm of public Tacing web applications to detect and
lprevent web-
E" Actvely running and uD to date as applicable.
[ Generating audt og

120 00 either block web-based attacks or generate an alert
hat s Immediately investigated

Functional

Intersects With

Centraiized Management of Flaw
Remediation Processes VPH-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

lPublic-facing web applications are protected against malicious
jattacks.

[For public-facing web applications, new threats and vulnerabilities are
laddressed on an ongoing basis and these applications are protected
lagainst known attacks as follows:

la Reviewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods.
follows:

|- At least once every 12 months and after significant changes.

|- By an entity that specializes in application securit

| Including, at a minimum, all common software attacks in
[Requirement

-, Al vlnerabiities are anked in accordance with requirement

l6.3.

‘A vnerabltes are corrected
| The application is re-evaluated after the corrections

R
o Instaling an automated technical solution(s) tha ontinuallydetects
lond prevents web-based attacks as follo\
| nstlled infron o public-acing \ieb appications to detect and
lprevent web-
E" Actvely running and uD to date as applicable.
Generoting audt og

ither block web-based attacks or generate an alert
ot s Immetatey imvestiacea

Functional

Intersects With

Vulnerability Scanning VPM-06

IMech: t to detect and errors by
Iroutine vulnerability scanning of systems and applications.

[Public-facing web applications are protected against malicious
jattacks.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

NA

Focal Document Element (FDE) Descriptions

For publicfacing web apofcations, new threats and winerablies are
laddressed on an ongoing bas iese applications are protected
[gainst known attacks a¢ fallow
= Reviewing pubic-facing web applications via manua or automated
lapplication vulnerability security assessment tools or methods as
follows:
| Atleast once every 12 months and after significant changes.
| By an entity that specializes in application security.
incluing, ot & minimurm, il common software ttacks in

[Reauiroment 6.

Al Vulneratiiles are ranked in accordance with requirement

6.3
i vuinerabilties are corrected
The application is re-evaluated after the corrections
R

o instaling an automated techical souionts) hat continual detects
web-based attacks as fol
T Reated i ron o publicfocing web appiications t detect and
[prevent web- based attacks.

E"™ Actively running and up o date a5 applicabe.

| Generating audit Iog:

| Configured to ither block web-based attacks or generate an alert
fthat is immediately investigated.

STR
R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

External Vulnerability
Assessment Scans

VPM-06.6

Secure Controls Framework (SCF)
ontrol Description

Mechanisms exist to perform quartety external vulnerabity scans
l(outside the organization's network looking inward) via a reputable
inerabiity Servce provider whieh meluce resean. unil pecsing
suits are obtained or all “high” vulnerabilities are resolve
|defined by the Common Vulnerability Scoring System (CVSS).

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[Public-facing web applications are protected against malicious
ttacks,

NiA

[For public-facing web applications, new threats and vulnerabilities are
laddressed on an ongoing basis and these applications are protected
lpgainst known attacks as follows:

viewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods.
follows:
|- Atleast once every 12 months and after significant changes.
| By an entity that specializes in application securit
| including, at 2 minimu, ail common software attacks in
[Requirement
A Vulneratiiis are ranked in accordance with requirement
l6.3.

> Ki vuimerabilties are corrected
| The application is re-evaluated after the corrections
lor

lm Installing an automated technical solution(s) that continually detects|
land prevents web-based attacks as follows:
[ ntalled in front of ublic-facing web appications o detect and
lprevent web-
| Actively running and up to date as applicable.

Generating audt og

Configured to either rh\uckwcb based attacks or generate an alert
lhat is immediately investigated.

Functional

Subset Of

Web Security

WEB-01

IMechanisms exist to facilitate the implementation of an enterprise-
[wide web management policy, as well as associated standards,
|controls and procedures.

[Public-facing web applications are protected against malicious
lattacks.

[For public-facing web applications, new threats and vulnerabilities are
laddressed on an ongoing basis and these applications are protect
lpgainst known attacks as follows:

la Reviewing public-facing web applications via manual or automated
lapplication vulnerability security assessment tools or methods.
follows:

|- Atleast once every 12 months and after significant changes.

|- By an entity that specializes in application security.

I nclucing. ot @ minimu, allcommon software attacks in
[Requirem:

Al ainerabiies are ranked in accordance with requirement

l6.3.1
I All vulnerabilties are corrected.
| The application is re-evaluated after the corrections

lor

o Instaling an automated technical solution() tha continuallydetects
lond prevents web-based attacks as foll
| nstlled infron o publicacing e applicaions o detect and
[prevent web- bas
E" Actvely running and uD to date as applicable.
| Generating audit log:

Configured to either block web-based attacks or generate an alert

hat s Immeciately investigated

Functional

Intersects With

Web Application Firewall (WAF)

WEB-03

IMechanisms exist to deploy Web Application Firewalls (WAFS) to
lprovide defense-in-depth protection for application-specific threats.

[Public-facing web applications are protected against malicious
jattacks.

NiA

[For public-facing web applications, an automated technical solution is
oeployed that contnual getects and prevensweb-based attacs.
[with at leas

[ s instalied in front of publc-facing web applcations and s
[configured to detect and prevent web-based attacks.

Aty running and us t date 26 Soplcable:

lm Generating audit logs.

lm Configured to either block web-based attacks or generate an alert
fthat is immediately investigated.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

1A0-04

IMechanisms exist to require system developers and integrators to
|create and execute a Security Testing and Evaluation (STSE) plan, o
lsimilar process, to identify and remediate flaws during development.

lPublic-facing web applications are protected in real time against
Imalicious attacks.

NA

For publicfacing web applications an automated techical solution s
daplyed tha conkaly datcts nd pravents wa-based siscs,
[with at least the follo

15 installed in front o public facing web applications and is
lconfigured to detect and prevent web-based attacks.

= Actvely uning and up to date s appiicable

la Generating audit log:

[& Confioured to either block web-based attacks or generate an alert
[that is immediately investigated.

Functional

Intersects With

Content of Event Logs

MON-03

echarlsms st o confgure Technology Assets, Applcations andior
fent

) Eotabiith what ype of svent
loccurrea:(2) Wien {dte and Hme)the event occured3) Wher the
levent occurred;(4) The source of the event;(5) The outcome (success
or lires o1 she aven anee) Tne deniy of any sserumect
lassociated with the event.

lPublic-facing web applications are protected in real time against
Imalicious attacks.

[For public-facing web applications, an automated technical solution is
Geployed that contnual getcts and prevents web-based atacs.
fwith at least the followi

s nstalied in front o pubic-acing web appiications and is
[configured to detect and prevent web-based attacks.

lm Actively running and up to date as applicab

[m Generating audit logs.

lm Configured to either block web-based attacks or generate an alert
lthat is immediately investigated.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

oA 1S

[Mechanisms exist to require system developers and integrators to
|develop and implement an ongoing Security Testing and Evaluation
(ST&E) plan, or similar process, to objectively identify and remediate
|vulnerabilities prior to release to production.

[Public-facing web applications are protected in real time against
Imalicious attacks.

NA

[For public-facing web applications, an automated technical solution s
ldeployed that continually detects and prevents web-based attacks,
[with at least the followin
lm I installed in front of public-facing web applications and is
Jconfigured to detect and prevent web-based altacks

ctivly running and up (0 ate a5 pplcable
lm Generating a
= Comfoured to ithor lock web-based attacks o generate an alert
fthat is immediately investigated.

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

lPublic-facing web applications are protected in real time against
Imalicious attacks.

For publicfacing web spplications an automated techrical solution s
|deployed that continually detects and prevents web-based a
lwith ot east the folowin
|m Is installed in front of public-facing web applications and is
configurd o catact and prevant wet-based atacks
= Actvely uning and up to date s applicable.
[m Generating audit Iog:

& Configured to either block web-based attacks or generate an alert
[that is immediately investigated.

Functional

Subset Of

Web Security

WeB-01

Mechanisms exit to faciltate the implementation of an enterprise-
|wide web management policy, as well as associated standards,
[Contrls and procedures.

facing web applications are protected in real time against
Imalicious attacks.

for publicfacing web application, an autamted techical solution s
deployed that contnually detects and prevents web-based sttac
i a east the ol

< intaied n fronk of publc-facing web applications and s
Fonfgured to detect and prevent web bosed atacks
lm Actively running and up to date as applicable.
[m Generating audit lox
= Configured to either block web-based attacks or generate an alert
fthat is immediately investigated.

Functional

Intersects With

Web Application Firewall (WAF)

WEB-03

IMechanisms exist to deploy Web Application Firewalls (WAFS) to
lprovide defense-in-depth protection for application-specific threats.

[Public-facing web applications are protected in real time against
Imalicious attacks.

NA

Jall payment page scripts that are loaded and executed in the
ser are managed as follows:
nfirm that each script is authorized.
lm A method is implemented to assure the integrity of each script.
lm An inventory of all scripts is maintained with written justification as
lto why each is necessary.

Functional

Intersects With

Centralized Management of Flaw|
Remediation Processes

VPM-05.1

IMechanisms exist to centrally-manage the flaw remediation process.

lUnauthorized code cannot be present in the payment page as it is
Irendered in the consumer's browser,

JAll payment page scripts that are loaded and executed in the
lconsumer's bro follows:
lm A method is implemented to confirm that each script is authorized.
|a A method is implemented to assure the integrity of each script.

lm An inventory of all scripts is maintained with written justification as
lto why each s necessary.

Functional

Intersects With

Unauthorized Code

WEB-01.1

IMechanisms exist to prevent unauthorized code from being present in
la secure page as it is rendered in a client’s browser.

lUnauthorized code cannot be present in the payment page as it is
Irendered in the consumer's browser.

[changes to all system components are managed securely.

Functional

Subset Of

Change Management Program

CHG-01

[Mechanisms exist to facilitate the implementation of a change
prograr

[changes to all system components are managed securely.

Functional

Intersects With

Configuration Change Control

CHG-02

[Mechanisms exist to govern the technical configuration change control
lprocesses.

[changes to all system components are managed securely.

Functional

Intersects With

Prohibition O Changes

CHG-02.1

Mechaniams exit to pronibit Unauthorized changes, uniess
lorganization-approved change requests are receive

[changes to all system components are managed securely.

Functional

Intersects With

Test, Validate & Document
Changes

CHG022

[Mechanisms exist to appropriately test and document proposed
[changes in a non-production environment before changes are
implemented in a production environment,

NiA

[changes to all system components in the production environment are
Imade according to established procedures that include:

[m Reason for, and description of, the change.

la Documentation of security impact

|m Documented change approval by authorized parties.

[m Testing to verify that the change does not adversely impact system

lsecurity.
lm For bespoke and custom software changes, all updates are tested
ffor compliance with Requirement 6.2.4 before being deployed into
lproduction

|m Procedures to address failures and return to a secure state.

Functional

Subset Of

Change Management Program

CHG-01

[Mechanisms exist to facilitate the implementation of a change
Imanagement program.

|All changes are tracked, authorized, and evaluated for impact and
jsecurity, and changes are managed to avoid unintended effects to the
[security of system components.

[Changes to all system companents in the production environment are
Imade according to established procedures that include:
lm Reason for, and description of, the change.
lm Documentation of security impact.
[s Documented change approval by authorized parties.
lm Testing to verify that the change does not adversely impact system
lsecurity
lm For bespoke and custom software changes, all updates are tested
for compiance with Requirement 6.2.4 before being deployed into
produc

I Procedures to address faiures and return to a secure state.

Functional

Intersects With

Configuration Change Control

CHG-02

IMechanisms exist to govern the technical configuration change control
lprocesses.

A changes are racked autnorized,and evauoted o impact and
lsecurity, a to avoid unintended effects to the
Security of system components.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

PCI DSS v4

version 2026.1_x000a_03/27/2026

EDERL G D i (G ) e Rationale Relationship S Ermaa “ontrol Description Relationship
651 A ln Testing to verify that the change does not adversely impact system | Functional | Intersects With | Prohibition Of Changes CHG02.1 [ X o b unauthorized changes. Jniess s security, an avoid unintended effects to the
[security 9 PP ge req |security of system components.
[productic
651 A 2 Testing to veriy tat the change does nok adversely impact system | Functonal | Intrsects With e ™ OPS.011 [Procedures (S0P, o Smlar ocurmentation. o enabie i proper s security. and changes are managed to avoid unintended effects to the
5e<un [execution of day-to-day / assigned tasks. |security of system components.
[Upon completion of a significant change, al\ app““ms pcl DSS [assigned, tracked and managed at a team, | or responsm\e [All system components are verified after a significant change to be
6.5.2 NA [requirements are confirmed to be in place on all new or chan Functional Intersects With | Asset Ownership Assignment AST-03 5 ganization level to establish a common unders!anmng s lcompliant with the applicable PCI DSS requirements.
652 A feaurements ae confirmet o be i piace on i n Functional SubsetOf | Change Management Program | CHG-01  [Mechanisms exis o faciltate the implementation of 2 change 10 e e bt Do unmaeent change to be
652 A Irequirements are confirmed to be In place on al ne g Functional | Intersects With dote &0 CHG-022 [changes in a non-production environment before changes are B (Al system components are verlfied after 2 significant changs
[systems and networks, and documentation is updated as applicable. 9 limplemented in a production environment. ol Pl a
652 NA Irequirements are confirmed to be n place on all new or changed Functional | Intersects With. |Control Functionality Verfication|  CHG-06  [and resilience controls fllowing implemented changes to ensure H [Al system components are verlfied afer a signifiant change to be
lsystems and networks, and documentation is updated as applicable. [applicable controls operate as designe P PPl !
SVStems and networks, and documentation s updated a5 apphcame Imanagemer P PPl !
653 Na environments and the separation is enforced with access controls. Functional Subset Of Change Management Prograr CHG-01  |management pro: 10 wmerabmnes into production environmer
653 N lenvironments and the separation is enforced with access controls. Functional Intersects With Environments TOA07  lonsure a secure. ﬂeve\upment environmer s \vulnerabilities into production environmer
re-production environments are separated from production i it 7 v lor changes to the operational environment and to ensure no impact to [Pre-production environments cannot introduce risks an
653 A lenvironments and the separation is enforced with access controls. Functional | Intersects With | Testing and Operational TOA08 |t oduction Technology Assets, Applications and/or Services (TARS) s \Vuinerabiliies into production environments.
[Roles and functions are separated between production and pre- [Mechanisms exist to implement and maintain Separation of Duties Jlob roles and
[reviewed and approved changes are deployed. (50D} to prevent potential inappropriate activity without collusion. Irisk of unauthorized, unintentional, or inappropriate actions.
655 A Khose environments are incuded in and proteces Functional | Intersects With | (D) For Testing, Tramng and |  PRIOS.L  search purposes: and(3) Authorizes the use o PO wheh Scch s Live PANS cannot be present in pre-production environments outside
lLive pAN: t " a { l b Inotice(s) it is authorized by the data subject, or authorized
655 NA [[est data and test accounts are removed from system components | gunctional | intersects With | g, DSVEIOPMENCETeSt | CrG.02.4  [and test environments separately from operational 5
4 o P 9 mnﬁguramnsm ‘minimize the risk of unintentional :hanges
656 NiA [pefore the system goes into production. Functional Intersects With Changes CHG-03 limpacts, prior to the s
656 A lbefore the system goes into prodction. Functional | Intersects Wit sting and Operational TOA08 I duction Technalogy Assets, Appications andior Services (TAAS) B
[Test data and test accounts are removed from system components. [Technology Assets, Applications and/or Services (TAAS)
6.5.6 N/A lbefore the system goes into production, 24 P Functional Intersects With | Secure Migration Practices. TDA-08.1 |rest/development/staging data and accounts before it is qurated into 5
[Test data and test accounts are removed from system components g implement a Security Testing and Evaluation (ST&E) plan, or similar
658 A Jocfore the system goes into production. Functional | Intersects With | Resilence Testing Thioughout | TOA09.  |capapilty;(2) Implement a verifiable flaw remediation process to s
P [correct weaknesses and deficiencies identified during the control
|testing and evaluation process; and(3) Document the results.
[Processes and mechanisms for restricting access to system IMechanisms exist to restrict the disclosure of sensitive/regulated data
71 N/A [components and cardholder data by business need to know are Functional Intersects With Disclosure of Information DCH-03.1 lto authorized parties with a need to know. 9! 5
|defined and understood. - P
71 N/A lcomponents and cardholder data by business need to know are Functional Subset Of der “Y“‘mj"“ agement IAC-01 ;‘u‘e"; ;anzee'jfe'n"f;n‘l:'j the implementation of identification and 10
|defined and understood. g
|defined and understood. 9 |on behalf of organizational users.
7 oo Corshoar s oy boshes e koo 1 Functional | ncersecta i | ROIE0sed AccessContrel | .o [Technology ssets,Applicatons, Senices andjorData TARSD) to s
o et Y (RBAC) Irestrict access to individuals assigned specific roles with legitimate
11 A ln Docum; cunctional | intersects with | Publishing Security, Compliance | ¢ o, [Mechanisms exist to establish, maintain and disseminate policies, 5 Reuirement 7 are defined and adhere to by affected personnel. All
o Keptup o date. &Resilience Documentation e e o i - compl supporting activities are repeatable, consistently applied, and conform|
[win P [to management's intent.
[Program (SCRP), including policies, standards and procedures, at |[Expectations, controls, and oversight for meeting activities within
Resllience Program lto management’s intent.
711 N Kept up (o date. Functional Subset OF Operations Security OPS-01 sec\m(y controls, 10 |supporting activities are repeatable, consistently applied, and conform|
w Da:umen ed Standardized Operating 9 P 9 Requirement 7 are defined and adhered to by affected personnel. All
[Roles and \g activities in 7 |Assigned Security, Compliance &| mwssmn er\d resnurces to centrally- manage, coordinate, lop, ay-to-day responsibllities for performing all the activities in
712 A [Roles and responsibillies for performing activites in 7| Functional | Intersects with | Defined Roles & Responsibities | HRs:03  [Mechanisms exist to define cybersecurity roles & responsibiltes for al s Requirement 7 are allocated. Personnel are accounta
9 > |successful, continuous operation of these requirements.
[Roles and \g activities in 7 [Mechanisms exist to communicate with users about their roles and [Day-to-day responsibilities for performing all the activities in
7.2 N/A :geffez" system components and data is appropriately defined and Functional Intersects With “’E,;r"(;?':mg:;::fuggﬁ‘:“ IAC-02  |Authorize and Audit (AAA) organizational users and processes acting 5
g 9 |on behalf of organizational users.
72 NA [assigned. Functional Intersects With (RBAC) lac-08 Irestrict access to individuals assigned specific roles with legitimate N
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srm Securs ControlsFramework (ScF) strength o
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control e D et
echarisms exist o tize the concept of east privieg, allowing ony
12 A Jccess tosystem components and datais appropriaely defined and | puncionar | Intrsects With Leastprivieoe IAC-21 [authorized access to processés necessary to ccompieh assoned s
‘9 [tasks in accordance with organizational business functions.
i access contro el s defined and inclues oanting access a5
(alow
= Appropriste access depencing onthe enit’s business and access
e \dentity & Access Management | |c.o; [ Mechanisms exs o facilate the implementation of dentification and lacces requirements ar establshed according to ob functions
721 Nia [m Access to system components and data resources that is based on Functional Subset Of (1AM) Iac-o1 [access management controls. 10 [following least-privilege and need-to- know principles.
Csers job lasfcation an fonctions.
T R A )
pertorm a job unctio
Jan access control model 1 defned and includes granting access as
falon
= Appropriat access depending onthe enity's business and access echanims exis o sniquely dentiy and centrally Auth
Identification & Authentication n X uniquely identify and centrally Authenticate, [Access requirements are established according to loh functions.
721 N e Ak to system components an gt resurces nat s asea o | Forcuonal | nersects i | 95 Glgn fona TR | A2 hanori ang At () organzatonlusersand processes acing s [lowing eack.prvege and necao- know prACe
lusers* job classification and f 9
T loast rivicges edured (or exampl, user, adminstrator)to
Pertorm 3.0b funciion
Jn access control model i defined and includes grantin access a5
(olow
= Approprist access depending onthe entity’s busness and access
y Mecharisms exit to uniquely identiy and centally Authenticate, . . y
721 N R 0 ystem componerts and it resrces ht s bseon | Foneionl | nersects v | SGREGELERIEITY | iacos oz and At () i arsusers o prcesses ht v s Tatow ease oiege and necsorKnow prrcs.
 Access o system component Services ta e organization
T oast prwloaes eduired o exampl, usr, administrator) to
[pertrm 3.0 funciion.
i access control model i deined and includes granting access a5
falon
e Approriat acessdepencing o the ety business and acess Mecharisms exit to enforce Role-Based Access Control (RBAC) for
RoleBased Access Contrl g [Technology Asset, Applcations,Services andi it lacces requirements are establshed according to ob functions
721 NiA = A cess to system components and data resources that is based on Functional Intersects With (RBAC) Iac-08 [restrict access to individuals. ass\gned specific roles with legitimate s [following least-privilege and need-to- know principles.
Csers Job classncation an fonchions. business noeds
T east prvleges required (o example, user, administraton) to
Pertorm 3.10b funciion.
Jn access control model 1 defned and includes granting access a5
(Glows:
= Approprist access depending onthe entity's business and access
Reces y ; forcem 20 Mechanisms exit to enforce Logical Access Contrl (LAC) permisions Inccess requirements are estabished according t ob functions
721 N m Access to system cempcnenls and data resources that is based on Functional Intersects With Access Enforcement IAc-20 [that conform to the principle of "least privilege. s [following least-privilege and need-to- know principles.
Csers Job lasahcation an func
e T et e reaures o sxample user, aaminsirtor o
pertorm 3 job functio
i sccess contral el s defined and inclues ganting access a5
(aows:
e Agpronrateaccess dapanaing o the ey’ usines and access
a1 " runctional | inersects i | Access To Sensiive/ Regulated | .01 Mecharisms exist to it access t sensiivelregulated data to only s lnccess requirements ar establshed according t ob functions
A 0 ystem componensand it rsrces s s Bata hose Indiiduals whose jon redires S Sccess. (alowing 1ast piviege and needto- know prACIIeS.
Csers job lasihcation and funct
e T et e reaures o sxampe s, aminisrtor) o
Pertrm 3 10b funci
i access control model i defined and includes granting access as
falon
e Aot access depening o th ey’ usines and access veen <o utize the
chanms ot o utlzs th conce of st e, alloing ony
e . ccss reurements ae stablsned accordin o o fnctions
721 N @ Access o system components and data resources that is basedon | FUnctonal | ntersects With LeastPriviege AC21 - fauhorized access o processes necessary o accomplsh assigne s oowing teas-prge and need1o- know e
|users’ job classification and functions. 9
T east prlsges requre (for example, use, administraton) to
pertrm b fn
T P ——— echaniams ot o enforce ol Based Accees Conrol [8AC) o
122 " ficcess s ossigned to users runctional | inersects win | Role:83sed Access Control | g [Technology Askets, Applicaions, ervices anair D s lacces tosystems and data s lmite to oy the access needed to
o assication and uncton, o espansiities RBA) Fesic actes o rdals 5doned specie ois win fepimare pertorm b functions, a5 deine n he rlsted access ol
. A [AGcess s seslgned to users, ncuding privileged users, baser on runctional | inersects with | Access Enforcement. IAC20  |Mechanisms exis to enforce Logical Access Control (LAC) permissions s [Access to systems and data s limited to only the access needed to
: [m Least privileges necessary to perform job responsibilities. [that conform to the principle of *least privilege. jperform job functions, as defined in the related access roles.
ccess s assigned to sers, incluing privieged users, based on K
ceses To Sesithe Reouats |y Mechaisms ot to it aces o senitveleyaed it 0oy Inccess tosystems and data s lmite to oy the access neededto
722 A o lssication and uncton, b respansibitis Functional | Intersects With bata 0L dduals whose jop requires sueh a s pertorm b functions, a5 deine n he related access raies
ces s siona o usrs,nclain prvtcoeuers, bz o Mechariss et to iz the cocept f st v, slowing only
722 A e Job clasfication and unctio Functional | itersects with LeastPrivieoe AC-21|auinorized access to processes necesaary 1o accompis s [access to systems and data s it to oy the access needed to
|w Least privileges necessary ku perform job responsibilities. [tasks in accordance with organizational busmess lunchons ia x "
e privieges a ) | User Provisioning & De- o7 Mechanisms exit to tlze a forma user registration and ce- [nccess prvieges cannat be granted t users without appropriate,
723 A [Required privileges are approved by authorized personnel Functional | Intersects With Provisioning 1ACO7 " lregistration process that governs the assignment of access rights. s [documented authorization.
] 71 echaams et revoke s cces gt allowig changes lnccess prvieges cannat be granted to users without appropriate,
723 A Reauired privieges e approved by authorized personnel Functonal | Intersects wih | Change of Roles & Duties | 1aC07.1  [echanisms exist to revoke user acces ighs falowing chor s fccess priveges cannot b
Privileged Account Management. [Mechanisms exist to restrict and control privileged access rights for [Access privileges cannot be granted to users without appropriate,
i in | PV u . lusers and Technology Assets, Applications and/or Services (TAAS) il users withou iate,
723 N/A [Required privileges are approved by authorized personnel. Functional Intersects With PAM) IAC-16 a9y Pl /i ( ) 5 ldocumented authorization.
o | Fanagement Approvaror ors Pechams o sttt et of prlged st o [Rccess prvieges cannot e granted 1o users wilout ppropTae,
723 A Reauired privieges e approved by autnorized personnel Functonal | mersects win | Meegement Aoprovel nca1s Ui the dssarmert s
i usr accounts and reatea sccess priviegs, ncluding
i paryvendor sccounts, e reiewed 3 folows.
| At cast once every = Mecharisns i o vty o prileged ccuts and e
724 wa S S SR s e pposrimaseaon | Fncionl | rets i | i Ao nventrs | ACA6 1[0t St DeSon kS A § oo by s Jaccount priviege assignmentsare verie peradicaly by
job function. apprepnatc level of organizational managem: ‘anagement as correct, and nonconformities are remediate
1 Any Inappropriate access i addressed
2 Management acknowedges iat access remains appropriate
s acounts nd el accessprivieses ncluing
[ peryvendor sccounts, oo reviewed o follow: Mechaiss e o pradcl e he privieges azigned to
724 N o Toensure user accouns and access remain approprate basedon | Funcional | Intersectswitn | Peredic BRVERSTACCount | inear B SR S e T e s [management a3 comet, and anconformities are remediated
ob function .
[w Any inappropriate access is addressed. ary.
Management acknowiedges tha access remains appropriate
Pt spetction ana st aceouts s s ccss prges e
< managed s folow Mecharisms exit to enforce Role Based Access Control (RBAC) for
iccss gt rate 1 splcation an syt st are e
82520 onthe 36t prvieges necessary for the operabiy ofthe Role-ased Access Contrl og [Technoloqy Assets, Applcations, Serices analr Data (TAASD) o
725 NA s Besed on the eastp Functional | itersects with d hcces o [Technology Assets, Applications, Services andior Dta (TAASD) to s Koy e sccss naede for i parai of it aplcaton o
|m Access is limited to the systems, applications, or processes that lbusiness needs. ¥
Specitcat require their vee
ot spptction ans st aceouts i ccss prtges e
ossined and managed a5 ol
lacces rights granted to appication and system accounts are lmited
@ 5ased onthe e2ek prviges necessary for the operabity ofthe jo [Mechanisms exit to enforce Logical Access Control (LAC) permissions
725 A s Sosed on the eas Functional | Intersects With | Access Enforcement g2 [echaniems exist to enforce Loglea access Cot s Ky e s e for . paraiy f i aplcaton o
[m Access is limited to the systems, applications, or processes that Vs
Specitcat requre theiruse
i appicaton and system accounts and relted access prvieges are
st and managed 2 olons
cess s grantes o applcation an cystem accourtsare e
¥ Sered o e eoes necesary fortho oporaiiy ot | punctana | trsects i emote Access echarisms exit o define, contrl and review orgarizatin-approved ces rights granted to appication and system accourts e imit
725 Na s e on e eae Functional | Itersects with Remote & NET-2¢  [fschanisms existto deine, cor s ooy e fo the aperabilty of tha appcar
|w Access is limited to the systems, applications, or processes that % .
Specircal requre theiruse
B p— Hecharisrs eXst o esHt and Contol prvTged 3Ccess Fghts or
[ appicaton and system accounts and related access prvieges are users and Technology Asses, Appications andjo Services (TAS)
. Inccess rights ranted to appication and system accounts ae lmited
725 N/A Syifse"u‘:" ;’;ﬁ least "”‘”‘“9“ necessary for the operability of the Functional | Intersects with |PrVileged A‘ig:’,l:}”‘""‘m“'"e"‘ I1AC-16 B only the access needed for the operability of that application or
I aceese e ke v the systems, applications, or processes that jsystem.
Fpecitcaty require heir vse
o ampication ana yser accountsand rfate access rivieges re
ossgned and managed o haccess 1
ights granted to aplication an system accounts are imited
@ 5asea on the east pnmges hecessary for the operabity ofthe | Access To sensitve / Reguiatea Mecharisms exist to mitaccess to sensitverreguiated data to only licaton on
725 A Sl Functional | itersects with iy G201 [echarisms exist o Il access o senstverres s 5 anly the access neeced or he aperabily of that aplcation or
= Access s it to the systems, appicatons, o processes that
Specitcat requre their vee
ot cces by apication s ysom account an et secess
riviges are reviewed a5 folio
|w Periodically (at the (reauency deﬁned in the entity's targeted risk
Bl s prformed ccoring o 3 slements speciied penodic Reviow of Account IMechanisms exit to periodicallyreview the privieges assigned to Iappiication and system account pivlege assignments are verified
7251 A Reaure Functional | Itersects With Review of ety |ndividuals and service accounts to validats the need for suct s penodicaly by management 5 corect,and noncantormies are
m The anDIl(almn/Sys(em access remains appropriate for the function 0 8 ga o "y P 985, remediated.
peing performed. .
o Any iappropriate access i adaressed
5 Management acknowedges tat access remains appropiate
o acces o ey repostores ofsore caanoier dta
Festicte s ol
la Via applications of other programmatic methods, with access and g [Mechanisms exist to enforce Logical Access Control (LAC) permissions Direct unfitered (ad hoc) query access o cardhalder data reposttries
726 A aHowed am ions n user roles and least privileges. Functional Intersects With Access Enforcement Inc-20 [that conform to the principle of "least privilege. s lis prohibited, unless performed by an authorized administrator
espansible aaminsiator() can diecty access or query
Feposhores of tored CH.
Pt usracces to qury repoioris o stre caraholercaa s
feicd e oo
726 " Via applications of other programmatic methods, with access and Functional | Intersects win | Access To Sensitive / Regulated | 5.0,y Mecharisms exist to lmit access o sensitvelreguiated data to only s IDirect unfiltered (ad hoc) query access to cardholder data repositories
aHowea actions based on user roles and least privileges. Data [those individuals whose job requires such a lis prohibited, unless performed by an authorized administrator.
 respansiole adminsratort) can diectly access or query
Feposhares of tored CH.
ez o0 o et ccee o aEaces cotang
it user access to uery reposiories of stored carcholder data s Rensiivereguiated daa o ony necessary Technology ASSets
feiicd s lovs [Abpications andlo Services (TAAS)or thase Iciduals whose job
applcations or ther programmatic methods, with access and i . requires such access. IDirect unfiltered (ad hoc) query access to cardholder data repositories
726 A aHowed actions based on user roles and least privileges. Functional Intersects With Database Access 1Ac-202 s lis prohibited, unless performed by an authorized administrator.
"espansible dminsiratar(s) can difecl access o auery
Feposhores of tored CH.
Pt usracces to quryrepoioris o strecaraholercaa
Festricia as ol
Mecharisms exist o utize the concept o least privieg, allowing on
[=Via applicaions o other programmatic methads, with acess and e tere (2 ho) auryacess o carholder it restores
726 A Functional | itersects ith Leastprivieoe IAC-21 |authorized access o processés necesaary to accompleh assoned s
Blowe actons bsed o user foles a2t e rized access o processes necessary o accomplish 2 Braniec, aniess performed by an authoried aaminsvata
responsible administrator(s) can directly access or query. [tasks in accordance with organizational business functions.
Feposhtores of tored CH.
Pt usracces to quryrepoioris o stre caraholercaa
feiicd e oo
Vi apAlcations or ather programmaic methods, with access and ; 1037 [Mechanisms exst to ensure databases produce audt records that Diect unfitered (ad hoc) query access o cardholder dta reposiories
726 A aHowed actions based on user roles and least privileges Functional Intersects With Database Logging MON-03.7 | ontain sufficient information to monitor database activifies. s lis prohibited, unless performed by an authorized administrator.
2 Gnlythe respansibe adminisirater(s) can ifectl access o auery
Feposhtores of tored CH.
7 " e ot comparts 350 0 B TAraGe S IS | runciara | suberor | 1o S e Nt | oy [Feaiens st o ot e mprertat o dencaton 7 "
B — neaton & Aetmenmcaon echarisms xist o uniquely dentfy and centraly Auenticat,
73 wa [i<Cess togystem components and data s managed via an access | puncional | ntrsects with | '9eRATSation & Ahentication | .07 acthorize and Audit (AAR) organizational users and processes acting s
Y |on behalf of organizational users.
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Mechanisms exist to enforce Role-Based Access Control (RBAC) for
JAccess to system components and data is managed via an access Role-Based Access Control y ‘echnology Assets, Applications, Services andjor Data (TAASD) t
73 A [control system(s). Functional Intersects With (RBAC) Iac-08 Irestrict access to individuals assigned specific roles with legitimate s
business needs;
Mechanisms exit 0wtz he concept o fast privlge, allwing oy
¥ - Fasks i accordans wih organizational Business TncUiome.
Jin sccess control system(s) s nplace tht restricts access based on . Identity & Access Management 1 [fechanisms exit t facilate the implementation o denifcaton and |Access rights and privileges are managed via mechanisms intended
731 A lo users need to know and covers all system compont Functional Subset Of (AM) WACOL laccess management contre o [for that purpose.
131 A i access comtrol st i place hat resticts access 0950001 | puncionr | mersctswin | entcation & athertcaton | pc.p - [NSSTETE SR o ne entl e cenaly suenicate, s |access rights and prvileges are managed via mechanisms intended
Jo user's need to know and covers all system compon for Organizational Users e o o oy for that purpose.
charisms exst o eforce Role Sased Access Coniral (BAQ) for
JAn access control systemis) is in place that restricts access based on Role-Based Access Control og [Technology Assets, Applications, Services andjor |Access rights and privileges are managed via mechanisms intended
731 A [a user's need to know and covers all system components. Functional Intersects With (RBAC) Iac-08 Irestrict access to individuals assigned specific roles w\(h \eqmmale s [for that purpose.
business needs,
Mechanisms exist to utilize the concept of least privilege, allowing only|
731 A Jin access control system(s) i n place that restricts access based on | yncrional | Intersects With Least priviege IACZL  [aUihorized access fo processes nececeary o accomplish assigned s [ncces rights and privileges are managed via mechanisms inended
Vs pon |tasks in accordance with organizational business functions. s
[The access control system(s) is configured to enforce permissions
. Identity & Access Management o1 |Mechanisms exist to facilitate the implementation of identification and Individual account access rights and privileges to systems,
732 A lassigned to individuals, applications, and systems based on job Functional Subset OF o 1aco1  [Mechanisms exist o faciiate 10 e o o e ey e e remmbership,
[classification and functior
fThe access control systemi(s) is configured to enforce permissions Mechanisms exist to uniquely identify and centrally Authenticate.
Identification & Authentication Individual account access rights and privileges to systems,
732 A lassigned to individuals, applications, and systems based on job Functional | Intersects With g G2 [Authorize and Audt (AAR) organizatonal users and processes acting 5 ‘ t
[Fesigned to individuals, ar for Organizational Users e e lapplications, and data are only inherited from group membership.
[ access controlsystem(s) is configured to enforce permissions Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Role-Based Access Control og [Technology Assets, Applications, Services andior Data (TAASD) to Individual account access rights and privileges to systems,
732 A [pssigned to individuals, applications, and systems based on job Functional Intersects With (RBAC) Iac-08 [restrict access to individuals assigned specific roles with legitimate s |applications, and data are only inherited from group membership.
[classification and function. e
usiness needs
[The access control system(s) is configured to enforce permissions chanisms exs o utize the concep of least priviege,alowing onl
732 WA ossigned to ncicuas, appiations, and systems based on o Functonal | ntersects With Least Priviege IACZL  [oUihorized access f processes nececcary o accompish assi s Individual account access rights and privieges tosystems,
[classification and functior [tasks in accordance with organizational business functions PP g v group P
733 A fme access control systemis) i set to “deny all” by defauit. Functional | subsetor | '9enUY & Accese ncor  [Mecha o faciltate the of and 10 [access rights and privileges are prohibited unless expressly permitted.
dentifcation & Authentication Mechanisms exist to uniquely identify and centrally Authenticate.
733 A [The access control system(s) is set to “deny all” by default. Functional | Intersects witn | 'dentification & Authenticat 1AC02  |Authorize and Audit (AAA) organizational users and processes acting B |Access rights and privileges are prohibited unless expressly permitted
% n behalf of organizational users.
echanisms exs o enforce Role Bazed Accees Contrl (RBAC) or
. " Role-Based Access Control y [Technology Assets, Applications, Services and/or Data (TAASD)
733 A [The access control system(s) is set to “deny all” by default. Functional | Intersects With e IAC08 [ A o o e e e 5 |Access rights and privileges are prohibited unless expressly permitted.
business needs,
IMechanisms exist to utilize the concept of least privilege, allowing only|
733 NIA [The access control system(s) is set to “deny all” by default. Functional Intersects With Least Privilege I1AC-21 authorized access to processes necessary to accomplish assigned 5 [Access rights and privileges are prohibited unless expressly permitted.
Jtasks in accordance with organizational business functions.
[Processes and mechanisms for identifying users and authenticating Identity & Access Management o1 [Mechanisms exist to faciltate the implementation of identification and
81 NiA [access to system components are defined and understood. Functional Subset Of (1AM) Iac-01 [access management controls. 10
Mechanisms exist to uniquely identify and centrally Authenticate.
[Processes and mechanisms for identifying users and authenticating Identification & Authentication
81 A Functional | Intersects With 1AC02  |Authorize and Audit (AAA) organizational users and processes acting 5
laccess to system components are defined and understood. for Organizational Users e o A e oo
i security picies and peratonal procedurestht re denifed n
[Requirement 8 are: . . N Expectatons, control,and oversght for meeting actiuies witin
Publishing Security, Compliance [Mechanisms exist to establish, maintain and disseminate poh( o 8 are defined and adhered to by affected personnel. All
811 A Functional | Intersects With GOV-02  [standards and procedures necessary for secure, complia 5
ln Kept up to date. & Resilience Documentation andards and proce Sibporimg acivies are epestables consstonty appled: and contorm
ln In Use. to management's intent.
ln Known to al affected parties.
Mechanisms exist to review the Security, Compllance & Resilience
[ scuriy polces and operaiona procedures hat are ideniiied in .
[Requirement 8 [Program (SCRP). including policies, standards and procedures, at [Expectations, :ommls and oversight for meeting s:lwmes within
s Periodic Review & Update of janned intervais or i signi \ges occur to ensure their e ament & ore GSTRad on atnered 0 by ceied porsormel, All
811 A e e Functonal | Inersects wih | Securiy, Complance & GOV-03  fcontinuing suitability, adequacy and effectiveness. B A A A A At
[m In use. 90 [to management’s intent.
ln Known to al affected parties.
Jat security policies and operational procedures that are identified in
Reguirement 3 Expectations, controls, and oversight for meeting actvities within
ln Documented o1 |Mechanisms exist to faciltate the implementation of operational IRequirement 8 are defined and adhered to by affected personnel. All
811 A = Kem up (o date. Functional Subset Of Operations Security ©Ops-01 [security controls. 10 [supporting activities are repeatable, consistently applied, and conform|
in use. ‘management’s intent.
ln Known to al affected parties.
Jat security policies and operational procedures that are identified in
[aremet dore Sandarizes operaing chansns exis o enty and documen Standrdd Operating pssatns con,ond v o mesing it i
811 A 2 Kept up o date Functional | Itersects Wih Procedres (507) OPSOL1 frocedures (SOP), o similar documentation to enable the proper s Sipporting actiites ars repestabis, consetenty appiee. and cororm)
[w In use. V- v 9 |to management's intent.
ln Known to al affected parties.
[Roles and responsiilties for performing activiies in Requirement & lassigned Security, Compliance & isson and resources t conaaly-manage. Coorinate, develop . - ay-to-day responsibities for performing althe activtes in
812 A Functional | Intersects With d Gov-04 B IRequirement & are allocated. Personnel are accountal
Jare documented, assigned, and understood. Resilience Responsibiities implement and maintain an enierprise-widé Securiy, Compliance & e L oyl are accountabi
Resilience Program (s
les and responsibilities for performing activities in Requiremen rechanisms exist to define cybersecurity roles & responsibilities for [Day-to-day responsibilities for performing all the activities in
812 A e s for performing activities n Rea 8 | Functional | Intersects With | Defined Roles & Responsibiities|  HRs-03  [Mechanisms exist to define cyb ty roles & responsibiltes for aI| 5 [Requirement & are allocated. Personnel are accountable for
o > [successful, continuous operation of these requirements.
o1s wa [oles and responsiiltes for performing activtes n Requirement 8 | o vorar | mtersects with eor Avareness Jrs.03.1 Mechanisms exit to communicate with users about ther oles and s Ray oo responsibles o performing ol he ot es
Jare documented, assigned, and understood; Fepomsibitics to mintam 3 ere and Secure woring envrorment. e e er e are accountabi
02 VA [User identification and related accounts for users and administrators | gy iona subsetof | Identity & Access Management | 1, o [Mechanisms exist to facilitate the implementation of identification and 0
Jare strictly managed throughout an account's lifecycle (1AM) laccess management controls
hoat B ; , y Mechanisms exist to uniquely identify and centrally Authenticate,
82 A [Use dertification and related accounts for ssers and AmImStators | punctonal | Intersects Wi | 'ISJACHtion & AUhEtication | iac.0z  |ahorize and Aucit (AMA) organizational users and processes acting s
y 9 gl 9 lon behalf of organizational users.
Mechanisms exist to govern naming standards for userames and
|User identification and related accounts for users and administrators nction o i | 1dentifier Management (User 09 [Technology Assets, Applications andior Sersices (TAAS)
82 A Jare strictly managed throughout an account’s lifecycle. Functional | Intersects With Names) 109 gy i ¢ s
|User identification and related accounts for users and administrators . " . agem » Mechanisms exst to ensure proper user identification management for
82 A Jare strictly managed throughout an account’s lifecycle. Functional | Intersects With | User Identity (1D) Management |  1aC-09.1  [Mechanisms exist to ensure proper user 5
[AT users are assigned a unique 1D before access to system o o o | Tdentifier Management (User Mechanisms exist to govern naming standards for Userames and o — P
821 N lcomponents or cardholder data is allowed. Functional | Intersects With IAC09 rechnology Assets, Applications and/or Services (TAAS). s [Pl actions by all users are attributable to an individual.
[Al users are assigned a unique ID before access to system y Mechanisms exist to ensure proper user identification management for|
821 A B e o et rior e 1 e Functional | Intersects With | User Igentity (ID) Management | IAC-00.1  [echanisms exist to en 5 |Al actions by all users are attributable to an individual,
[Group: shared,or generic accounts, orather shared authentication
[credentials are oniy used when necessary on an exception basis, and
lre managed as ollow
o Account use s prevented unless neeed for an exceptional
lircums:
hanisms exist to require individuals to be authenticated with an |Al actions performed by users with generic, system, or shared IDs are
822 A J Use s imited to the time needed for the exceptional circumstance, | Functional | Intersects With Group Authentication 1AC02.1 5
e mied o the time needed or the ex individual authenticator when a group authenticator is utlized. attributable to an individual person.
ln Use is explicitly approved by management.
ln Individual user identity is confirmed before access to an account is
loranted
|n Every action taken is attributable to an individual user.
loup, shared, or generic ccounts, o ather shared authenticaton
credertials are only used when necessary on an exception basis, and
lare managed
R CEouneuse s revented unless needed foran exceptional
lcrcumstance
822 A e s e e to e e needes for the exceptonalcrcumsiance. | Funcional | nersects Wi | RESUCUOTS.0 SITEG Grougs/ | .55 MeShanias et suberie e v of shreclooup accounts only s Al actions performed by users with genaric, system, or shared Ds are
[w Business justification for use is documentec 9 P
ln Use s explicity approved by management
|n Individual user identity is confirmed before access to an account is
lranted
|n Every action taken is attributable to an individual user.
[Group: shared,or generic accounts, orather shared authentication
credertialsare only used when necessary onan exception asi, and
Jare managed as fol
o Retountse s reverted unless necded for an exceptional
lcrcumstance:
IMechanisms exist to prevent the sharing of generic IDs, passwords or |Al actions performed by users with generic, system, or shared IDs are
822 A o Use i mited to the tme needed or the exceptional crcumstance. | Functional | nterects Wia Credential Sharing Inc19 : g 5 :
o Jother generic authentication methods. attributable to an individual person.
Use is explicitly approved by man;
o iniviuoluser aEiny s confremed vefore access to an account s
jora
2 2rery acton taken i attributable to an individual user
[Additional requirement for service providers only: Service providers \cceptance of Third-Par utomated mechanisms exist to accept Federal Identit redential service provider’s credential used for one customer cannot be usec
523 wa [Vt remote ess t CuStomer premises e dniue suahenicaon | Functional | Itersects witn |  ACceptanceof Thra.farty | o5, |Automated mechanisms exitto accept Federal denty, rederil s [ service provider's credentialused f & t be used
[factors for each customer premises. 9 PP party v
823 " i romote accss o customer promises use unlave acthenicagen |  Functonal | Interects with |, Sharing dentiication & IAC05.1 (o accurate ormmaton for any Bara pary ceer wihs access 6 the s [A service provider's credenti used for one customer caninot be used
[factors for each customer premises. Authentication Information organization's data or assets. for any other customer.
TGentification & Authentication Mechanisms exist to identify and authenticate third-party Technology
823 N (it remote acees i customme promises use uniaue actremicaten |  Functonal | ntersectswith | arty Technology | g5 [ASSets Applications andor Services (TAAS). s [A sevice provider' credenti used for one customer caninot be used
Assets, Applications andjor for any other customer.
actors for cach costorer premises % Applications
[utomated mechartims exst o nforce WU Factor Authericaton
(MFA) for:(1) Remote network access;(2) Thirc-party Technology
Icaitional requirement fo service providers only: Service providers [Asset, Applications andor Services (TAAS) any or(3) Non-consale )
laccess to critical TAAS that store, transmit and/or process |A service provider's credential used for one customer cannot be used
823 A Jwith remote access to customer premises use unique authentication | Functional | Intersects With [Mult-Factor Authentication (MFA)  1AC-06 ~ [°Cees5 1o critca) TRAS ! s | service provider's cre
[factors for each customer premises. 9! Y
Jdional eguirement o sevice roviders riy:Servce providers e +to define, control and " s N ders credential vsed 1 N e used
623 VA e ooy | Functional | inersects with Remote Access. Nera  echanisms exist o deine, conirol and review organization-approve 5 fservice provider's redentil used for one customer cannot be us
otn remote access to customer pre Jsecure remote access methods or any other customer.
[Additional requirement for service providers only: Service providers . Ny ; ntation of third der " o
823 A Juith remote access to customer premises use unique authentication |  Functional | Subset OF Thirc-party Management | TeM-01  [Mechanisms exist o facitate the implementation of tird-party 10 |2 service provider's redential used for one customer canot be used
[factors for each customer premises. 0 Y
[Additional requirement for service providers only: Service providers [Mechanisms exist to mitigate the risks associated with third-p: Ny
823 A remote access to custamer premises use unidue authentcation |  Functional | Intersects With | Thirparty Services P08 [access o the organizations Techmclogy Acsets Applcations. Serices s [A service provider' credential used for one customer cannot be used
ffactors for each customer premises land/or Data (TAASD) d
Mechanisms exist to require contractual requirements for applicable
fdiional requirement for sevice providers oly:Servce providers y ontractualr nts for ap
823 NA [with remote a 0 customer premises use unique authentication Functional | Intersects With T"‘:’g:z;‘;{r&:&‘f“ TPM-05 fjg;g‘:‘{vg ‘Z":E}“;’;;::‘;;e:x eg";:;‘;f ;’(’ﬁ;‘g‘g{‘h"nz"‘ggy":gzi B :1 fi’:f;g;‘:‘g:gﬂ;‘f“e”"“‘ used for one customer cannot be used
[factors for each custemer premises. [Applications, Services and/or Data (TAASD).
[Additional requirement for service providers only: Service providers ; e . ot seren o o y .
523 A th remote access to customer premises Use unique authentication |  Functional | Intersects Witn | TO-Party Authentication | oy gs 3 - |Mechanisms exit o ensure External Service Providers (ESPs) use s 4 service provider's redentialused for one customer cannot be used
[factors for each customer premises. a Y
fiton,deeton,and moiictionof usr D5, authertication factors,
ond oher dentifie objects are manager 3 folon
User Provisioning & De- Mechanisms exist to utilze a formal user registration and de- Lifecycle events for user IDs and authentication factors cannot occur
824 A |n Authorized with the appropriate appro Functional | Intersects With Provisloning 1ac07 chanisms e 2 for registra e 5 it ents. D
e O fied on the documented 9 registration process that governs the assignment of access rights; hout appropriate authorization
lapproval
fdiion, geleton, and moificaton o usr Ds,authenticaton actors,
siher dentifrabjcts re managed
IMechanisms exist to revoke user access rights following changes in Lifecycle events for user IDs and authentication factors cannot occur
824 A = Authorized with the approprate ap Functional | Intersects With | Change of Roles & Duties 1AC07.1 “ " 5
e iiemenies wihony e e cified on the documented Iersonnel roles and duies, if no longer necessary or permitted. without appropriate athorization.
lepp
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srm Secure Controls Framework (SCF) Strengthof
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control G e
haiton, ceeion, ana mosiicatonofuer 0= suthntcaton oo
ond ofher identier objects are managed asfol
Mechaisms it t0 ek ueraccess it i timely maer Lifeycle eventsfo user IDs and authenticatonfactors cannat accur
624 A [ Auhorized with the appropriste apbroval Functional | Intersects With | Terminaton of Employment | 1AC.07.2 s
= Autorted wih the sppropstesppraval L ipon terminaton of amployment o contract Without approprate autnonzation
Sporoval
Mechanisms exist to:(1) Securely manage authenticators for users and
Jciton deletion, and modifcation of use s, authentication fctors e ) Enreth renh of st caton - apaprt
ond other identfr objecs are managed as folows the classeaton of thedata being accesse } s for user 3 and authenti ’ .
824 A = Ruthorized with the appropriate approval Functinal | Intersects With | Authenticator Management | 1AC-10 s Lifecycle ovents for user 105 and authenication factors cannot occu
[w Implemented with only the privileges specified on the documented Pprop!
Soproval
o, deeion, and mocicaton o user s uthntcaton actors
o e gentier et are managed s oo hanisms exit to proactvely govern account management of
024 A < Runrize with he spproprare appro Functional | itersects with | Account Management RG-S vl Goup, Sse. S, SR, uest and temporary s Litecycle eventsforuser 10 and authentication factors camnat occur
|m Implemented with only the privileges sve[lﬁed on the documented PProp!
Soproval
025 A ccess for terminated users s Immedatel rovoked. Functional | Intersects With | personinel Termination WRS-09|Mecharisms exist t govern the termination of ndividual employment s e accounts of terminated users cannot bs usea
Mecharisms exit to expedite the process of emoving “high rsk”
625 A Jccess for terminated users s immediately revoked, Functional | Intersects With | HighRisk Terminations | HRS-09.2 | naiduals access to Technology ASsets ABPICatons, senvices andior s ITh accounts of terminated users cannot be used
Data (TAASD) upon terminatan, a5 determined by management
o7 |Mechanisms exit torevoke use access ighs folwing changes in
625 A Jccess for terminated users s mmedately revoked, Functonal | Inersects with | Change of Roles & Duties | 1aG07.1 [Hechenisme eist to revoke user access rights falowing chang s ITh accounts of terminated users cannot be used
025 A ccess for terminated users s immediately revoked, Functonal | Inersects With | Termination of Employment | IAG07.2_|Jcneton ot 16 eveke user access Tt 3 Umely mamner. s [the accounts of terminated users canot be usea
Revocation of Access
025 A Jccess for terminated users s Immedatel revoked. Functional | Itersects with AC:20.6|Mecharisms exis o revoke logial and physical access authorzations. s [the accounts of terminated users cannot be usea
Iraciive user accounts ar removed or dabied Wi 50 days of IRomated mechartsms exit o dsabie mackive accounts after an
026 A [racves Functional | Inersects Wit | Disable nactve Accounts | 1AG15.3[hported mecherlsme exet e s nactive user accounts cannat be used
lccounts used by tird parties to access,support,or malntan system
Components via femote access are managed s folows. "
’ ; 05 Mechanisms exist o authorize, monitor and contrl remote, non-ocal i party remote access cannot be used except where specifcally
027 A e Enelcd any g r e parod necoed and abled wnn ot | Functaral | stz Wi | RemoteMaenance T [Uechanisms existto auhorize, moni s Tird party remote access cannotbe used excep
e Use s moritored for unexpected activy
hccounts used byt partes 0 access, suppor, or it st
5 are managed as ol Mecharisms exist o audt remote, non-ocal maintenance and s party remns ¢ be used except where specifcally
827 NIA m Enabled only during the time period needed and msab\ed when not Functional Intersects With | Auditing Remote Maintenance MNT-05.1  |diagnostic sessions, as well as review the maintenance action 5 ird party remote access cannot be used except where specifical
fin use. lperformed during remote maintenance sessions. jauthorized and use is overseen by management.
e Use s moritore for unexpected activty
Iccounts used by tird prties o access, support,or maintan system
Components via femote access are managse 3 folows, N Mechanisms exit o provide remote lsconnect verifcaton to ensure
emote Mainenance Disconnect| . g Iird party remote access cannot be used except where specifcally
627 A e Eraedcny i th e pariod nesaed 70 Gaiedwhen ot | Functanl | Intersects Wi intenance | MNT-05.6 Fomoie, ol anancs and agnest sessans a5 ropry s T party emote access cannot b used excep
= Use ‘is monitored for unexpected activity.
lccounts used by tird prties o access,support,or maintan system
Components via femote access are managse s folows, § §
027 A e Eraiedany curn h e pariodnecoed and avied when ot | Functonl | Intrsects Wi Remote Access NET-24  |Mechanisms existto define, controland review organizaton-approved, s [T party remote access cannat be sed except where specifially
e Use s moritore for unexpected activy
lccounts used by tird parties to access,support,or malntan system
Components via femote access are managed s folows, Mecharisms exist to proactively control and monitor thirc-party
’ | Thir-Party Remote Access . ; i party remote access cannot be used except where specifclly
027 A e Enaicd any g h e pariod nesoed ana bl wnen ot | Functanl | Inrscts Wi ary Remote NET-145|acount e o accee. sppor o maialn st compnints v s Tird party remote access cannotbe used excep
e Use s moritore for unexpected activy
628 A I user session has been e for more than 15 minutes, the user s | puncyonal | ntersects With | Re-Authenticaton C14  |aceording o organizaton-deimed creumtances iat ecesaate e s | user session cannot be used except by the authorized usr.
Feauired toreauthentcate o re-ackate e terminal o session foccording o rg oty
Mechanisms exist to inite a session ock aftr an organization-
I user session has been s for more than 15 minutes,the user s 3¢ [defned time perod of iy o upon recening a reduest fom a
828 NA |required to re-authenticate to re-activate the terminal or session. Functional Intersects With Session Lock Iac-24 luser and retain the session lock until the user reestablishes access s [A user session cannot be used except by the authorized user.
ising establshed centifcation and authanicaton methocs
; [Rtomated mechariams exit o 10g out users, both fcally on the
828 A 12 user session s been il for more han 15 minutes the wser s | Functional | ntersects With | Session Terminaton 1AC-25  |network and for remote sessions, at the end of the session or after an s |2 user session canno be used except by the authorized user.
organization-defined perioa f maciviy.
I  user session has been e formore than 15 minutes, the user s echanisms exit to terminate network connections a the end of a
828 A I 2 user sesion has been e for more than 1 minutes, the use Functonal | Inersects ith |Network Connection Termination|  NET.07 [ Hechanisme exist o terminate network comections ot the end o s I use session cannot b used except by the authorized user
Wecharism ext o uniquely identy and centrally Auhenticae,
o3 A trong authentication fr users and adminisrators s established and | puncionar | ntrsects with | '9entfcation & Authentication | .oz Kinorize and AU (AAR) organizationalusers and processes acting s
& 9 [on behalf of organizational users.
Charisms exit (1) Securely manage Suhentcatars for vsers and
devices;and(2) Ensure e sirengtn of authentcaton s approprate 0
o " srong authertiction for sers and sdminstrators s esablished and | oo amagement | G0 [he Sacaeaton o the s being escssed s
o eeneaton o asers ama s ars = eotaoroed am etz o0 o eforce ooty ergth and foan
63 " [trong authentication for users and administrators is established and | gyncrional | Intersects With | Password-Based 1c101 ensure strong crteri fo password-based B
0 aulhemn(auon
hanisms exist to:(1) Securely manage authenticators for users and
i user access to system components fo users and administrators s evices ana2) nsure the sreng of suthemtication s 3ppropriate to
outhenticated viaat leastone af i following authentcation facors the classeation of the data being accessed .
831 WA = Sometina you know, sueh 20 pasower Functonal | nersects with | Autherticato Haragement | 1AC-10 s Jin account cannot be accessed except with a combination of user
| Something you have, such as a token device or smart card. dentity and an authentication factor.
5 Something you are. such a5 a bometric slement.
i user access to system componentsfo users and administrators s
uthenticated via af least one af th folowing authentcation factors Mecharisn it to efrcecompleiy et and fspan
831 A omething you know, such 2 a passwor Functional | Intersects With | assword-Based Authentication | AC-10.1 Reure strong chteta fo password-based s Janaccount cannot be accessed except with @ combination of user
| Something you have, such as a token device or smart card. authcntncamn Y
5 Sometning you are,such a5 » bometric lament.
i user access to system componentsfor users and adminitrators is
outhenticated via ot leas one of th folowina authemtcation factors Jutomated mechanisms exit to valldate crtficates by construcing L sccount cannot be accessed except it s combinaton of user
831 NIA |m Something you know, sucl password or passphrase Functional Intersects With PKI-Based Authentication IAC-10.2  [and verifying a certification path to an accepted trust anchor including 5 lidentity and an authentication fa(loru
|» Something you have, such as a token device or smart card. checking certificate status information for PKi-based authentication. Y
= Sometning you are. such a< » bometrc slement.
e ooy s e o e o ouentcaten s N o acitate T oot suthentcaton faciors camor be oovames, deree
632 A e it s rege on 5 Functional | ubsetOf | Use ofCryptographic Controls | CRY-0L g:%:;‘:;:;:mi;z.;ge:w ol Rancarcs and used 10 (Clootextsuthenticaton actors connot be ovained, deried. or
Wechartsm exst o Gevelop, docurmart and il Secure baseling
. A strong CLY‘DIﬂzranhy e o ender i outentcaton fctors . ! it | secure Baseline cont croop  [optguratons or Techology Assets, Applications andior Services R (Cleartext authentication factors cannot be obtained, derived,
" e g i and rsge o wnctonl | erscts i | secure asine Conquotons | €002 SN oS s i e e prsen g Clcotextsuthenticaton actors connot be ovtained, deried. or
Strong cryptooraphy s used o render all authenticaton factors .
Strong cyptography s used o render il authentication et ] - " yptagraphic mechanisms exit to protect the confidentiaiy of data Cleartext authenticaton factors cannot be otained, derved,or
832 wa meadable during  sorage onail st Functonal | nersects Wit | Transmission Confdentlity | CRY-03 COPLOSaPE G s Feraed o he Iercepton of ommunications o rom Stoed dat.
Strong cryptooraphy s Used o render al authentcaton factors
Strong cyptography s used o render il authentication nctonsl | intersects i rcoymting Dota At e cptograpic mechamsms st t revent unauthorzeddscosre o Cleartext authentcation factors cannot be obtained, derved, or
832 wa meadable during  strage onail st Functonal | nersectswitn | Encrypting Daa AtRest | Cavos G0 s et o e eecepton o e aionS o rom Sioed dat,
Taentiy & Access Management | ac o7 |MechanTsms oxist to faciate e Implementation o entication and
033 A [user dentty i verifed before modiying any authenticaion factor. | Functional | _ Subset o oot ncor e feciliate 0
Wechanisms exist to uniquely denty and centrally Auhenticae,
033 A luser dentiy s verifed before modiying any authentication factor, |  Functonal | Intrsects with | 'dentfication & Authentication | .05 Arize and AU (AAA) organizational ueers and procecses acting s
& [on behalf of organizational users.
charisms exit (1) Securely manage Suthentcators fr wsrs and
evices; and(2) Ensure th sirenoth of authentcaton s approprate o
833 NA |user identity is verified before modifying any authentication factor. Functional | Intersects With | Authenticator Management Iac-10  [the classification of the data being accessex 5
etz o o enforce ooty ergth and fepan
033 A luser dentiy s verifid before modiying any authentication factor. |  Functional | Intrsects With | Password-Sased c101 nsure srong chtetafo password-based s
Sehentcation.
Teentiy raofing (dentiy Wecharisms exts o verTy e [eniy o a user beore ssung
033 A [user dentiy s verited before modiying any authenticaion factor. | Functional | Intrsects With Yreana I nce ey e ety o2 e s
vall authentication attempts ae Imited b echarisms exist o enforce a it for consecutive mvald togin
= Locing ot th user 1D after ot more han 10 attermpts 2 [temps by 8 user dunig an organization-defined timé period and Jan authenticaton actor cannot b guessed in a brute force, onine
834 A [w Setting the lockout duration to a minimum of 30 minutes or until the | Functional Intersects With Account Lockout Inc-22 [automatically locks the account when the maximum number of s lattack.
[iser's enty s confmer nsuccesstul aitempts ' oxceede
Wecharisms st oxT) Securely manage SUETenTCatars for Geers and
b sassworaspasspnrasesars used asauthenticaton actors 0 meet evices; and(2) Ensure th sirnoth of authentcation s approprate o
aremen oy are s an et o | anents o (i Coraieaton ofhe dava bei pccesses i o ret pasmercpassrass asined o3 user camt be
835 Nia [mSettoa umque va\ue for msl time use an unan vesel Functional Intersects With Authenticator Management Iac-10 s ised by an unauthorized user.
2 Porceto be changed Immeciately afer the 13t use.
b pasmartpasptrase ar usd 2 authenicato actors tomect
eyt s and reat o each et 5 olows y | ser Provisioning & De- o7 Mechanisms exist to utlze a forma user registration and de- oo st paserapascvass scsinea o3 user camt e
835 N [wSettoa umque va\ue for first-time use and upon Functional Intersects With Provisioning IAC-07 Iregistration process that governs the assignment of access rights. s ised by an unauthorized user.
= Forceita be changed Immeciately afer the st use
et 831 ey are e ond rcset o coch uset o olwss Mechanisms exist to enforce complety,langth and fespen i ret pasmercpassrass asined o3 user comt be
035 A [isdurement s 31 they oresetond reset foreach user Functional | Itersects With IAC101 fonsdratins t s sang cHars o assnar oesed s i idat o eset password
2 Porcecto be changed Immeciately afer the 13t use
I passwords/passphrases are used as authenticationfactors o meet
Eauirement 8.3, hey meet the folowing minimum feve o
echanisms et to efrce complexty, enth and fespan
Complexty anctonal | ntersects wi d5ased o enforce compleity, length and 1 gusssd passworapasptrasecanno b verfed by itner an onie
836 NA | A minimum length of 12 characters (or IF the system does not Functional | Intersects With | Pe IAC-10.1 0 ensure strong criteria for password-based s lor offline brute force att:
or 12 Characies,  minmum engt of S characters
2 Contain both numeric and aiphabetc chaacters
Wechartsms eXsE orT) Securely manage SUEhenicators Tor Sars and
evices; and(2) Ensure th sirengin of authentcation £ appropate o
Indiicuatsare not allowed to submit a new passwordipassphase that ’ ’  anagem o [ie classificaton of he data being accessed I previousy used password cannot be used o gan access to an
837 NiA [is the same as any of the last four passwords/passphrases used. Functional Intersects With Authenticator Management IAc-10 s laccount for at least 12 months.
Wecharisms exit o enforce complexty,length and Ifespan
it are not allowed to submit a new passwordipassphase that . ) | previousy used password cannot b used to gan access toan
837 A s the same as any of the last four passwords/passphrases used. Functional | Intersects With | P IAC-L0-1 |considerations to ensure strong criteria for password-based s laccount for at least 12 months,
butnentcaonpotes and procedures ae documented ana
mcated £ al users Inclu
= Clidance on seectng srong aecanon s
echanisms exs 0 estabsh, mantain and diseminte polces,
838 A e o Pt el STt atr™ | runctana | vrsecs v | MY SSCUY COmPIA® | ov-0z - amarss praceuesnecerary o secrs, compian nd s fociorsanlCon sccess acsitance and guidonce when reaunet
[m Instructions to change Dasswords/nassnhvases if there is any resilient capabilities.
Fuspiconor knowidoeha e paseworpaseoases rave been
ow ta report the ncien

Secure Controls Framework (SCF)

17 of 46



Set Theory Relationship Mapping (STRM)

PCI DSS v4

version 2026.1_x000a_03/27/2026

st Securs ControlsFramework (ScF) [r—
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control e D et
luthentication pliies and procedures are documented and
Communicated toai users Incud
dance on selecting Sron authentication factors.
. . e for o sars 3 rote PGS 00 | o | supsaror | ST 8 Acces Waragament | gy Machanism o o aclats te mplementaionofentcaton ana o sers are knowledgeabe about the correct use of autherticaton
= nstructons ot fo reuse previously used passWOGSIpaSSpITases. e} ccess managemen contra actors an can access assstance and guidance when reaured
InStictions 1 change paseworde/paSEPTaSes i ihere 2 any
Suspicon o knowiede that the pasewordpassphrases have been
mprormised an how 5 repors the nc
hutnenciation polctesan procecuresar documentedana
Communicated to al users incloain
= Cuidance on seecting srong authenticatio factors.
F Gllincefor o s shaud protct e aneticatan 6. | oo ions securi 1 ecnanims ot to ittt mplementation of oerator Users are knowledgeable about th correct use f authentication
838 A [w Instructions not to reuse previously used passwor Functional Subset Of Operations Security OPS-01 [security controls 10 |factors and can access assistance and guidance when required.
5 ntrucions fo changs pesamerca/pocepmiases 1 here oy
Suspicon o knowiedg that the pasewordpassphrases have been
Compromised and how t repor the ncent
hutnenciation polesan procecuresar documentedana
Kommimicated o uers o
ance on selacting srong secaton s
= Guldar\(e for how users should protect their au(hent\(a(\on factors. Standardized Operating lechanisms exist to identify and document Standardized Operating |Users are knowledgeable about the correct use of authentication
838 A lm Instructions not to reuse prewmls\y used passw passphrases Functional | Intersects With Procedures (SOP) OPS-01.1 [Procedures (SOP), or similar documentation, to enable the proper s |factors and can access assistance and guidance when required.
|w Instructions to (hange passwords/passphrases v! there is an) [execution of day-to-day / assigned tasks.
Euspicion or Knowledge tha the paseword/pessphrases have been
mpromised and how ta report e mciaent
luthentication pliies and procedures are documented and
Communicated toai users Incud
Udance an selecting rong authentcation factors.
| oo forhow s ol ptee i auneicaton ot |y, ccurty, Compliance & echanisms ettt acitatethe plementton o securty srs are knowlecgesbe about e corect se ofauthenticaton
838 NA lm Instructions not to reuse previously Functional Subset Of Reshone Mo Warktarce SAT-01 lysrkforce development and awareness controls. 10 Ifactors and can access assistance and guidance when require
E ntrucions to chang pesamorca/sacapniasea  here oy
uspicon o knowiedg that the pasewordpassohrases have been
Compromised and how t repor the ncdn
Iuthentication pliies and procedures are documented and
Communicated to ai users Including
= Guicance on selecting srong authentication factors,
; g § ; Mechanisms exit o provide all employees and contractors ’
838 A = niractions not o reuse previouely uscd pasowordaipasspmrases. | | Functional | Intersects With | pe GECV CTRANE Ring | SAT02  |appropriatesecurty, compliance and resiience awareness education s {octors e Con Sceces nsHtance Sl guidance when requet.
[w Instructions to change passwords/passphrases if there is any [and training that is relevant for their job function.
[suspicion or knowledge that the password/passphrases have been
Compromised and how t repors the ncdent
butnentcatonpoles and procedures ae documerted ana
icated o il users Incud
= Gutcance on slecting strong aecanon s Mecharisms exit to provide ole based security, compliance and
- Gidance o o users nout rtec nlr ahenicaton 605, | yneonat | i i |Role-Based Securty, Compiance fesionce-rlate raiingi1) Before authoriing access o he aystem Users are knowledgeable about th correct use f authentication
838 NA instructions not to reuse previ 0o passphrases Functional | Intersects With & Resilience Training SAT-03 I berforming assigned duties;(2) When required by system changes; 5 factors and can access assistance and guidance when required.
2 ntructions tochange passwords/passpnrases if tere s a a3 Amnasly thereattr.
Fusicion or knowlede that tne pasewordpasephrases nave been
Compromised and now ta repor the ncent
I passworcs/passphrases are used as the anly authenticaton factor
fo s acass (2. 1 any Sl aco auhenicaton
[mplementaron; then eihe entifcation & Authenticaton chanisms exit to uniquely dentity and certrally Authenticate, 1 undetected compromised password/passphrase cannot be use
639 A o Faceworcs/passphrases are changed at leastonce every 90 days, |  Functonal | Intrsects with | 'dentfcation & Authentication | .05 |\irize and AU (AAR) organizational users and processes acing s /o undetected compromised passwordipessp toe used
[OR 9 n behalf of organizational users. -
e securty posture of accounts is dynamicaly analyzed, and real-
Rime access t resources s automaticaly Getermingd accorainay
Mechanisms exist to(1) Securely manage authenticators for users and
s ) Enrs th e of st caton - oot
I passwordsipassphrases are used as the oy authentication factor devices;and@) Ensure the strenoth of auh
user access (i.e. ly single-factor authentication
Implementaton) hen eher
639 A o Fasswords/passphrases are changed at leastonce every 90 days, |  Functional | Intersects With |  Authenticator Management | 1AC-10 s Jin undetected compramised passworapassphrase camot b used
o
12 ne securty posture of accounts is dynamicaly analyzed, and real-
i access to resources 5 automaticay determined accoraingly
I passwordsipassphirases are usea as the oty authentication factor
fo s access (. I any gl acor auhenicaton
[molemeniaton) then eiher Mechanisms exit o enforce complexiy,length and Ifespan
839 A e Foarispaspvace rechange at s anceevry 0 aays, | Functoral | trsects Wi | c101 " ansure strong hteri fr passworc-based s i undetected compramised passwerdpassphrase connot b used
utnentication
[2ne securty posture o accounts 1s cynamicaly nalyzed, and real
Fime access ts resources 15 automatically Getemmined accoramaly
hcisonl reurement for i roviders oy 1
Pasovorclpsphroesar s 3 th oy authnticaton factor o
Cestorer vser accoss to cardnaldar data ., I any Singl. ecto
ihentication mpiementaton. then uidance s rovided to Mecharisms exist o proactively govern account managermert of o s fo senvice providers” customers cann
8310 A ustomer users nclodin Functional | Itersects With | Account Management IACL5 [nciidual, group, system, service, appication, uest and temporery s Passwordsipassphrases forservice providers'customers cannat be
m Guidance for customers to change their user [ace ts. 4
Bassncrispassphrases perodcaly
Guldance 25 to when, ond under what circumstances,
Bassworaspassphvases aré o be changed
htons requrement for srvic rovirs
Pacsvordrssoases re o 5 ey cthercatontacor for
Cesa o cardnaldercata (16. i any Sinle. factor
Suhentication mplementation. then dudance s rovided to
cation mplem rctonat | i |trong Customer Authentcation | \yeg o [Mechanisms exstto implement Srong Customer Authentication (SCA) Fassrpsspass for e proviers customers vt e
8310 A Costomer Users VNG e their user Functional | Intersects With N W06 samers ta reasonably prove i Gentiy. s vsed indetinte
Passworas/passphrases perodical
oGl o whin, e s crcumsances,
Bassworaspassahrases are 1o be chan
et o0 1) Secray anage St e
ldevice e the srangih of uthenticaton s sppropiate 10
|Additional requirement for service providers on e Claxaaion of the data being accested
Passworasipassphrases ae used 25 the ony autheication factorfor
Customer ueer access (6. n any Sgie-facio authentcation
[mplementaton) hen eiher snctionst | intersects with | Authenticator tansgemen rasswords/passphrasesfor service providrs' customers cannot be
83101 NA [m Passwords/passphrases are changed at least once every 90 days, Functional Ints ts With Authenticator Manage t Iac-10 s lused indefinitely.
or
e securty posture of accounts is dynamicaly analyzed, and real-
Fime access t resources s automaticay Getemmingd accorainay
lditonal requirement for service providers any
[assworasipassphrases are used a the ony authantication factr for
Customer ueer accees (6. n any sngle-facio authentication . _— ’
83101 A on sithr Functional | Itersects with G101 [corsiBaratons to sneure swong chten for passwrdased s FPasswordsipassphrases or service providers’ customers cannot be
o Eaceworcs/passphrases are changed atleast ance every 90 cays, isea incenien.
" amenccation.
e e securty posture of accounts is dynamicaly analyzed, and ral-
Fime access t resources s automaticaly Getemmingd accorainay
. y Wechartsms eX=E orT) Securely manage SUETencatars for Users 3nd
lihere authentication fators such s physical r logcal securiy devices;and(2) Ensure e sirengin of authentcation s approprate o
he cassinication of the data being accesse.
[ Factos ae assigned to an indicéa user and not shared amang y e authenicton ator cannot b s by anyone tvr thn he
oam A s Foctors are 2 Functional | Intersects with | Authentcator Management | IAC-10 s fin suthentcaton octor o
= Physial ancior logcal contrls ensure iy the ntended user can
e hat factor to i acces,
[Where authenticatin factors such s physica o lagical securiy
& Fociie are aceigued t an Indlekida user and ot shared sron wtomated mechanisms exis to valdate certficates by constructing |an authenticaton factor cannot b used by anyane other than the
8311 NIA 9 Functional Intersects With PKI-Based Authentication IAC-10.2  [and verifying a certification path to an accepted trust anchor including 5 Y any
[mutiple users, [checking certificate status information for PKI-based authentication. Juser to which it is assigned.
[ Physical and/or logical controls ensure only the intended user can
se that foctor  gain access
[Where authentication fators such a physica o logical securiy
Kokens, smart cards,or erifcates aré use
ors are igne n indivi r and ne red amon: [Mech: t to protect with the n ntication r cannc nyons r than
8311 N/A "";;"'5 are assigned to an individual user and not shared among Functional | Intersects With | Protection of Authenticators IAC10.5  [sensitivity of the information to which use of the authenticator permits| 5 :S;‘:;"fm“::f;"s ;a;;‘;n:: ot be used by anyone other than the
w Physical ar\d/or logical controls ensure only the intended user can [pecess.
Cse that foctor t i aceess.
[Wher authentication factors such as hysica o Iogial securiy
okens, Smartcards,or certncates are use
) 3 tomated mechanisms exis to ensure organization-defined token
e Pt e sy o an il ueran o e amang wctonat | m | Hardware Token-gased ) ted mech st to ensure organization- Jan authentication actor canot be used by anyone other thanthe
sam A e Facter Functional | Itersects with dware Token-5: IAC107 [ty requrements are skshed fr bt hen s s fn authenticaton octr o
= Prysical and/or logial cotrols ensure ony the intended user can
ise that foctor t gai aceess.
|Where authentication factors such as Dhyslta\ or logical security.
Kokens, smar cards,or ceicat
3 Mechanisms exit o compelusers o fllow accepted practices inthe
. s ke s o an il v an ok hared am0n0 | puncona | ersectswan | 5r Respansblits forAccout| 1 1q (1SR S compel ver o ol scceted s s e suthenicton ator cannot b s by anyone tvr than e
= Physial anaior logcal contrls ensure iy the intended user can physical o logica security tokens, smart cards, certficates, et °
se tha facor o gain access
iere suthenticaton actorssuch a2yt el scurty
Kokens, smart cards, o certicats arc v physicl access contl mechaisms ois o aintan o curent it
Cirs e scigiod o an nidul Lot and o shared amang o2 [personnel with authorzed access t organizational facilis (except Jan authenticaton factor cannot b used by anyone other than the
8311 NiA [multiple Functional Intersects With | Physical Access Authorizations PES02 [for those avsas w\lmn the facility officially designated as publicly s |user to which it is assigned.
e Pyl s togica cotrols ensur ny th tended s can ecesaive)
[ise that foctor o gain ace
[Where authentication factors such s physica o agical scurty
Kokens, smart cards, o ceriicates rd used
oo i o an il vt and o shared amans 021 [Phsical access control mechanisms exit to authrize physicalaccess lan authenticaton factor cannot b used by anyone other thanthe
8311 NA Imultiple Functional | Intersects With | Role-Based Physical Access PES-02.1 i acilities based on the position or role of the individual. s luser to which it is assignec
e Py o ogica catrot ensur ny th e uer can
s hat fockor to i ace
o mochartm: ot o arorce T Facor Auertation
(MEA) or:1) Remote network accese13) Thirc-party Technol
et Appcationsanfor Serices (TAAS: nd o) o corole
It actor authenticaton (MFA) is mplemented o secure access o] pucional | Intersects with Mol Factor Authentication access o Crical TAAS that sore ransmis anlor process
6 A utfo Functonal | Intersects ith HuliFactor Authenticaton (MFA)  1AC.05 [2CCe53 10 Crical TAAS 1 s
FWFA TS TmpTemented for allnon-console access o the CDE far Network ACcess 1o Pvieged | ac.oa., [ Hechanisms ex o ubize Muli-Factor Astherication (WFATto [RGisiratve sccess to the COE cannot be abtaimed by the use of a
841 A [personnel with access. Functional Intersects With Accounts 1AC-06.1 network access for privileged accounts. s |single factor.
futomated mecharisms existto enforce Mult-Factor ATherication
(MF) for1) Remote network acces;(2) Third-party Technaloay
[ssets, Applcations and/or Sevices (TAAS) and) o(3) Non-cansole
., o6 [sccess o critcal TAAS that store, ransmit andjor rocess |nccess nto the CDE canot be obtained by the use of a single
842 A IFA s implemented fo allaccess o the CDE Functional | Itersects With Mut-Factor o data s Acces o the COE
—— ; y o | R Recem o P | g Nechanms o Wl W Factor Autentcation (9 [Access nto e CDE carot be abtained by 1 use o7 a srale
04z A [FA is mplemented for all access o the CDE. Functional | Itersects Wit ccess 0 ACO61 [Heehorisne exit o ullze WLIE Factor Auter s CPE ¢
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Jsuspicion or confirmation of compromise.
o Passwords/passphiases are constructed with sufcent complexity
lappropriate for how frequently the entity changes the
[passwords/passphrases.

" p y [Acces into th CDE cannot be obained by the use of 3 sngie
642 A e s implemented for al access into the COE Functonal | nersects win | Mork Acces o o c06.2 it o utize ol
Tocal Access o Privleged 003 |echanisms exit t utize Mult-Factor Authentication (MFA) & [Access nto the CDE carnt be abtained by T use o7 a smale
04z wa eA 15 implementea fo allaccess ito the CDE. Functional | Intersects with cess to P ncosa e e M ooy Anent s  COE
[Mechanisms exist to implement Multi-Factor Authentication (MFA) for
Outof-Band Mut actor 06,4 [Access o priieged and non-prvleged accounts such shat ane of the |nccess nto the CDE canot be obtained by the useof a single
842 A [MFA is implemented for all access into the CDE. Functional Intersects With Authentication IAC064  leactors is independently provided by a device separate from the s lauthentication factor.
[ystem being accessed
Iutomated mechartsms et o enforce MU Factor AuThentcaton
IFA s implemented for all e network access orignatingfrom (MFA) for(1) Remote network access(2) Thid-party Technlooy
outsce e entiy's network that could access or mpact ihe CDE a5 [ssets, Applicatins andlor Services (TAAS) an or(3) Non-console
folows. . 06 [access to crical TARS tha store, wansmit anclor process Remote access to the entity's network cannot be abtained by using a
843 A |w All remote access by all Dersonne\ bﬂ(h users and administrators, Functional Intersects With fulti-Factor (MFA) IAc-06 data. s Isingle authentication factor.
oriinating from outside th eni
o R emateaccess by thrd pates and vendors
FA s implemented for al remote network access orginating from
outsie e entiy's network that could access or rmpact ihe CDE a5
folows. Netuork Accesatorivloged | gy Mechamsms st to tls Wl acorAuhentication (W) o Rematesccesstth ety network cannot b btained by wing
843 A |w All remote. a((ess by all personnel, balh users and administrators, Functional Intersects With Accounts. IAC06.1 5 thenticate network access for privileged accour s [single authentication factor
originating fram outsde the enity s
o A Temote. access by third paries and vendors.
WFA s implemented for all remote network access orginating from
outice the enity's network that could access o mpack ihe COE 5
Follows Network Access to Non- . aniss exis o utlize Wl Factor Authntcatin (4F) 1o Remote access to the entity’s network cannot be obtained by using a
843 NA [m All remote access by all personnel, both users and administrators, Functional Intersects With Privileged Accounts IAC062 | thenticate network access for non- -privileged accour s [single authentication factor.
originating from outsde the entiys network.
o Al emote access by third partes and vendors,
[Multi-factor authentication (MFA) systems are configured to prevent Configuration Management y [Mechanisms exist to facilitate the implementation of configuration
os A it Funcional | subsetof o e craol o 0
Mecharisms exist o Gevelop. docament and i secure baseing
It actor authenticaton (MFA)systerns ae configured to prevent Configuratons fo Technology ASsets, Applcations andior Serices
85 NiA I 4 o L Functional | Intersects With | Secure Baseline Configurations |  CFG-02  [[TAAS) that are consistent with industry. accepted system hardening 5
tandaras
o — Fechariars <7 T conue Technolog At Avaleators s
Ltactor anfgure Technology Assets, Services (TAAS)utlized I high-fsk areas with more restcive
o wa i factor authenticaton (MFA)systems are confiured 0 DIevent | pyncional | ntersects with | Appiiations analorservees. | Croas  [scmaces TaA) ulzed inia s
(TAAS) for High-Risk Areas
e o e e et oA
recoonized secury, compiance and resiience practices i the
It factor authentication (MFA) systems are configured toprevent Epeciicaton, desion, development. Implementaton and modificaton
o5 A Functional | ubsetOf | Secure Engincering Principles |  SEAOL 10
[misuse. 9 9 ol |of Technology Assets, Applications and/or Services (TAAS).
IMEA systems are implemened as follows;
o The WA system s o susceptol to replay attac
o cannor b bypasied by any s cuding
asa " Bt o e Sl e na u0oresd | oo | susseror | 19600 Sceesanagement | gy echarisms st 0 acitate the mplmetatin ofgenfcaton and " e ysts ar resstont 0 ttack and sty contrl any
oA sttt Qe ypes of aUmercation facors e voets
2 Success of all abthentiéation facors & required before acces s
rantea
47 systems ae implemented o folos
T MFA system s ot susceptbl t repay attacks,
i Systoms cannot be bypassed by any ssers. Inlucing
sa wa aem.2‘:;;t:znutssnm;;nzizmﬁ;auyammeng, SR | poncinat | nrsects v Ry s Aunenicaton| | ACa22  [USTOLeS mechaniss st o el relysitnt s e systs ar resstant 0 attack and sty contrl any
AT st two ferent types of auinertication factors are uses
2 Success of al authentiéaton factors & required before acces s
IRutormated mechartsms et o enorce MU Factor AuThentcaton
(MFA) or(1) Remote network access,(2) Tid-party Technloy
[MFA systems are implemented as follows: [Assets, Applications and/or Services (TAAS); and/ ) Non-console
ln The MFA system is ot susceptible to replay att laccess to critical TAAS that store, transmit and/or process
| MFA systems cannot be bypassed by any users, muum lsensitive/regulated data.
6s1 wa Bamnbatue ueers uiees spoccaly documente 2ngau S0 | uconat | arsects it s facor Authanccation n| AC05 s P systems ae reistant o atack and srctly control any
oAttt Gt ypes of aUmercaton facors e useds.
5 Successof sl authentCation actors  reqred etore access s
rantea
echaniams exit o aciiate the Tmplementation of sy~
oz e, camplance o stonce racice 1 e
b systemeare implementod 2 alows i and modication
[n The MFA system is not susceptible to replay attacks. o etimorogy Aosars vearians andior Senices (Taac)
eteis cannotbe bypassed by any users, ncluing
asa " Bt r e il ocimaradand S Suroried | puncuonat | subseror | SecursEngineenng prcpes | sean " e ysts ar resstant 0 attack and sty contrl any
oA sttt Gt ypes of aUmercaton facors e useds.
= Siccess of il authentication factrs 1 reauea before access s
rantea
|Use of application and system accounts and associated authentication [Mechanisms exist to proactively govern account management of
a6 wa Jue o appication and sy Functional | Intersects With | Account Management eS|l o, ke, e, ERIcaton, oues a7 tamporary s
luse of appication and system accounts and associated authentication 457 |Mechanisms exit toreview alsystem accounts and disabie any
86 N lfactors s strictly managed. Functional | Intersects With | System Account Reviews IAC15.7 s ccount that cannot be associated with a business process and owner. 5
se of appicaton and system accounts and associated authenticaton 20,3 |Mechanisms exis to restrct and tintly control utiity programs that
86 NA lfactors is strictly managed. Functional | Intersects With |Use of Privileged Utility Programs|  1AC-20.3 |, "canabe of overriding system and application controls, s
o6 A lue of appicaton and system accounts and associated authentcaton|  Funcional | Intrsects With LeastPrviege WC21  fahonaed acess 1 processes necessary to sctompin assand | s
ffactors s strictly managed [Fosks in accordance with organizational business functions
b accounts s by ytens o appcationscon s e o
Interacive ogin, they are managed as
e eracive U i pevented oo necded for a esceptiona
Ercumet
S eraciie use s imited to the time needed for the exceptional ’ When used nteractivey, alactons with accounts designated a5
a1 wa ircumtan Functional | subsetof | 196Nty & Access Management | jac gy |Mechanisms exist to facitatethe implementtion o dentificaton and 10 system o appicaton accounts are authorzed and arrutanle o an
lm Business justification for interactive use is dc:ume led (1AM [pccess management controls. lindividual person.
2 ractie use s expicily approved by managemn
o e anty s onfrmes belor s o account s
2 vy acion taken s atributableto an ndvidual user.
b accounts s by sytens o spptcationscan e s o
Interactivelogin. they are managed as falow
o neractie use 15 prevented uhiess needed for an exceptional
rcumstance
e neracive us s e o th tme e for e exceptonl Sharing dentication & Mechanisms exist o ensure external srvice providers provide current When used nteractivey. allactons with accourts designated a5
861 Na ircumsi Functional | Intersects with | ,Sharing entiication & | ac.05.1 o accurate nformmaton or any . paty Geer with ACcess 10 the s System o appicaton accounts are authorzed and atirotable o an
< Business jusificaton fo nteractive use i documented Croanizaton's data or asses naicual person
2 eractie use s expicily approved by management
o e ey ot bekors s secount
2 Bvry action taken s atnibutable toan ndvidaluser.
I accounts use by systems o applcatons can b us o
Inceracive oain, chey are
e neraciie use 15 prevented uniecs needed for an excepional
e et s s it o th tims s for e excaption echarisms exist o proactively govern account management o When used nteractivey, alactions with accounts designated as
861 A Ercuma Functional | Intersects With | Account Management ACIS i, S, S, S, apPICaon. kst and semporary s ystem or appicaton accounts are authorzed and atroutable to an
< Susiness Justificaton for nteractive use i documented Inavicual person
8 Inractie use s expiciy approved by management
2 nciviual user dentay i confrmed before access to account i
branted
o Every actiontaken s attibutabe to an individual user,
b accounts us by systems o applcatons can b usea or
Interactve login. they are managed &
e reracive s s reveried e ceded for an exceptonal
e eracie s e  th s e for e esception When used nteractivey, alactons with accounts designated as
861 A rcumstanc Functional | Intersects With | System Account Reviews | AC-15.7  [Hechariims exist to review all system accounts and disableany s systam o appicaton accounts aré authorzed and arrutable o an
w Business Aust ffication for interactive use is documented. P lindividual person.
= nractie use s expicity approved by mansgement
2 ncividual user dentty f confrmed before access 1o account
rante
2 Bvery action taken s attributable to an individusl user,
b accounts s by ytens o sppcationscan s o
nteracive lagin, they are manage as folo
e eracive U i preventd oo necded for an esceptiona
Ercumeta
e eracie s It o th e e for e excepion : : When used nteractivey, alactons with accounts designated a5
a1 wa ircu Functional | Intersects With | Credential Sharing a1 Mechanisms exist to prevent the sharing of generic 1D, passwords or s yScem or appicaton accounts are authorzed and arroutable fo an
B oemean Ausnﬁcakmn for interactive use is documented 9 lindividual person.
2 nteracive use i expictly appraved by management
¢ i s ity Conimed beor acess i account s
rante
2 Bvry action taken s atributable toan ndvidual user
b accounts s by sytens o sppcationscan e usea o
eractive ogin, they are managed s alo
U5 1 roveed hees neate o n xceptions
Ercumear
e neracive us s e o the tme e for e exceptonal sms exist to restrct and tghty control uity program When used nteractivey. alactions with accourts designated 25
861 A rcumstan Functional | Intersects With (use of rveged Utity Programs| 1AC:20.3 [ Scharisms exist to restrict and tihty controlutity programs that s System o appication accounts are authorzed and atirotable o an
|w Business |u5(vﬁ(a[mn for interactive use is documented. P: 9 5 PP lindividual person.
= keractve use 1< expicily approved by managemen
2 ncivicual user dentey i confrme before access i account i
Srante
8 EVery acton taken i atrbutable o an individualuser
I accour used by systems o aplctions can s usa for
Interactve login, they are managed
e nercive U i reveres e S heaten ot an exceptiona
ircumstanc
< meraciie use s lmicd tothe time needed for the exceptional Mecharisms exist o utize the concept of leastprivieg, allowing ony When used nteractivey,alactons with accounts designated as
861 A rcumstance Functional | Itersects with Least riviege IAC-21 [auihorized access o processés necesaary to ccompiah assoned s ystem or appication accounts are authorzed and atroutabls to an
< Susiness Justificaton fo nteractive use i documented ks in accordance wih organizatonal business funcions naividual person.
= nractie use s expicity approved by management
e ey Conmes elrs acess  secount
2 ey acton taken s atrbutable t an ncvidua user
62 wa Possyordsipasspnrases forany application and system occouns Rt |t | itersects s | N Embeded Unencrypted | [Mechanisms exist to ensure that unencrypted,satic suthenicatrs s Passwordspasspases use by applcation an system accounts
con beused formeractvelogin oe ot hord coded i sripts, Shaic Auterticators ore not embedded in applictions, scrot or stored an funclon keys. Cannot be used by unauthorized personn
Mechanisms exist to:(1) Securely manage authenticators for users and
rasswordsipassphrases for any appication and system accounts are s, ania)Enure e sent of Sthetcaion s ppropiat o
Passuorsaloassprases for any 200 the clacsfcaton of the data being accesse
o Passwords/passphrases are changed pelodically (a th frequency
[Gefined inthe anity's argeted risk anaysi. which & prformed Passwords/passphrases used by application and system accounts
863 A accoraing to i lements apecifid in Requrement 12.5.1) and upon |  Functional | ntersects With |  Authenticator Management | 1AC-10 s Cannot be Used Indefnely and are stractured t fesst brte-force

land guessing attacks.
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stam Securs ControlsFramework (ScF) P—
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control e D et
passworsspesspasesforany appicaon na system accounts are
rotetod agains misuse as
8 Pascwords/passphrases are changed periadically (at th frequency
Gefined inthe aniny' argeted rsk anasi. which s prformed Mechanisms exit o enforce complexty, length and fespan Passwords/passphrases used by applicaton and system accounts
663 A ScCoraing to a semants Specicd n Redurement 123.1 and upon | Functonal | ntersects Wit | password Sased c01 " ansure siong cheria fr passworc-base s e ety and are Structres t 1osokbrue.force
SeShcion or confimaton o compromise Sekhentcation ond gucssing attacks.
- Phsooraspassphrases are CoRsructed with suffcent complexty
Sppropriae for how frequantly the enity changes the
ebsworasipassphrases
Mecharisms exist to(1) Pysicaly control and securely store gl
01 NA [Processes and mechanisms for restricting physical access to F . With Media s DCH-06 2”: o s al media within ‘z:‘z;“l,”e st il e 5
unctonal | Itersects wit edia Storage 06 [oefned securty measures: and(z)Protec systam media unt the
[cardholder data are defined and understood, Imedia are destroyed or sanitized using approved equipment,
ectmaves and prceourcs
o1 A [Processes and mechamams for rslrcling physical acess (o Functional | Inersects Wit | Physcaly Secure Al Media | G061 [/echanisme XL Ls physcaly secure all media that contains s
Processesand mechaisms for rcsricing e scces Physical & Enviranmental echaisms s o et peraton o hyscalad
91 WA |cardholder data are defined and understoc Functional Subset Of Protections PESOL ection control 10
ohysical access control mechanisms oxst to maintaln a current st of
procesces and mectarisms for estcing gt scess o o2 |personnl i uthonized access o organizatonal Tciies oxcept
o1 A [cardholder data are defined and understoc Functional Intersects With | Physical Access Authorizations PES02 [for those areas within the facility officially designated as publicly s
[accessible).
processes and mechanisms for estiting physica access to . o2 |Phvsical sccess control mechanisms extst to authrize hysical access
o1 A lcardholder data are defined and understood. Functional | Intersects With | - Role-Based Physical Access | PES-02.1 o tacilties based on the position or role of the individual. s
onyscal access control mecharisms et o rforce physical access
procesesand mecharisms forrestricting pysicalaccess o o2 [horzations fr il Dyl sccsspits (i Gesgmtod
91 NA [cardholder data are defined and understoc Functional Intersects With Physical Access Control PES03 entry/exit points) to facilities (excluding those areas within the facility s
[officially designated as publicly a(:ess\blel
I sccuriy plcisand speratonl procedres et re aenid
Requreman s Execttons,contls,and aversignt for meetingscutes winn
011 A s Documente Functonal | nersects witn | PUDISing Securty, CompUance | oo Ktandards ond pocadurs necessary for ecurs, complant and s Reaurement s are defined and adhered to by affected perzomnel A1
= Kept  fo ate  Resilence Docimentaton standards and proce v . coml Subporting ctiies are repeatable,consistenly applied, and conform
[m In use. P [to management’s intent.
= Knon o i afectea prtes
Jat security policies and operational procedures that are identified in echaniem exfe o review e SecurTy, Compance & Reslience
[Requirement & rogram including policies, standards and procedures, a [Expectations, controls, and oversight for meeting activities within
eriocc Review & Update of ianned neivais o i Saitcant changes occur (o ensue thir
= Documentea \ y Reauirement' are defined and adpered to by afecied persomne. All
911 NiA = Kept up t0 date Functional | ntersects Wit | Security. Complance & GOV-03  [continuing suitability, adequacy and effectiveness. 5 Supporting activities are repeatable, consistently applied, and conform|
ey Feanagements mem
= Kngn o i aected prtes
[ curity policies and operatonal procedures that are dentned n
Requreme 3 are Ecucatins, conros and oversnt o meatig s i
e Bocumente ou [Mechanisms exit tofacitate the implementatin o operational Retuirament S are defined and adhered t by afeced persomner. Al
911 NiA [m Kept up to date. Functional Subset Of Operations Security Ops-01 [security controls. 10 [supporting z(lwmes are repeatable, carms(en(ly applied, and conform|
e o managements et
= Knowr o i afecte partes
Al secury policies and operationalprocedures hat are entfed
equirer ech - . Expectations, control, and oversight for meeting activies within
a1 A e Documented Functonal | Intersects with | SU0ardzed 0perating | gpg 11 |bececunes (SOP,of simiar documentation o enable he proper s Reauirement's are defined and achered to by affcted personnel Al
n Kept o date. Procedures (SOP) oo of day iy | Sesomod taee prope lsupporting activities are repeatable, consistently applied, and conform|
[win i Y o [to management’s intent.
= Known to al afected partis.
i scuriy plcisand spertonl procedres that re dnid
Reure Expectations, control, and versight fo meeting activies within
& Documentea. cton Physical & 10 faclat theaperation of pysica and Reauirement' are defined and adnered to by afecied persomne. All
911 NA = Keptupto date. Functional Subset Of Protections PESOL e protection control 10 lsupporting activities are repeatable, consistently applied, and conform|
o managements et
= Know toal attecte partes.
oo o s e more e i wih e
Day-t0-day responsiiites for performing il the activies in
Roles and respansibiies for performing activties in Reaquirement9 | puncionar | m e [fsioned Secuty Comptince 6 o4 friston snd esrce o Contaly manag:cooinate, dovelon s
912 N v documented, assigned, and ungerstood Funcrional | Inersects With (08 neies. | COV-04 [ mpiemnt and maintain an enterprise-wi Secury. Compance & s Reauirement are allacated. ersonnel are accourtable for
Resmen(e Program (SCRP). P a
oy oy rezponites o prarng al e acvie
Rotes and respansibitie for performing actities in Requirement 9 e — s, oral
012 A Functional | Itersects Wit |Defined Rols & Responsibities|  HRS-03 s Requrement 5. ersonnelare account
lare documented, assigned, and understood. lpersonnel et oot operation of these requirements
Day-to-day responsibitesfo perfrming allthe actvies
Fotes 3 esponsbities o pertorming actotie i Requrement o ) . . 931 |Mechanisms exit to communicate with users about ther roles ana o
912 A Jare documented, assigned, and understo Functional | Intersects With User Awareness HRS03.L e omsibilies to maintain 3 safe and secure working environment s Reurement 9 are alocated. Personpel are accountabi
onysicataccess control mechanisms xis o enforce physical access -ty responsiiiie for performing all the actitie
IRotes and respansiiiies orperforring acivies in Requirement o3 |suinonzations for all physcal aceess ot (ncaing Gesinated :
s12 N ore documented, assonad. and undersiood Functional | Intersects With | Physical Access Control | PES.03 GG SONS o e (evcluding those aréas within he acity s Sockeasnu, contmous operston of these reqaraments. "
[officially designated as publicly accessible). " P a
Frysial sccess conras ranags ey o TacTes and systems Physcal & Ervirmmental oo Hecharisms exi o Taclate th aperation of physial and
92 A containing cardholder data. Functional Subset of Protections PES01 [environmental protection controls. 10
Pohysica access control mecharisms e 1 maltai a curent I of
onysica access controls manage entry into facities and systems . ; ) ’ pcraomnel wih aukhonized access to arganizatinal faces (oxcent
92 N containing cardholder data. Functional Intersects With | Physical Access Authorizations PES-02 [for those areas within the facility officially designated as publicly s
|accessible).
o2 N Coveaming cordhoder ot 0 <71y 1110 RIMESANAZBIEMS | punctional | Itersects With | - Role-Based Physical Access | PES-02.1 - SR 26E55 ST TEIERES SRS RIS Byt access s
onysicataccess control mechanisms xis o enforce physical access
Pyl cces conrols mansge ey fciies an ysems o5 |auinonzationsfor il physical acées pants (ntuaing desanate
92 A [containing cardholder dat: Functional Intersects With Physical Access Control PES03 [entry/exit points) to facilities (excluding those areas within the facility s
|officially designated as publicly accessible).
Prysica access controls manage entry o facitie and systems Controled ngress & Egress 031 [Physical access control mechanisms exit to it and monitor physica
92 NA [containing cardholder data. Functional Intersects With Points. PES031 |, Cess through controlled ingress and egress points. s
PhySical access control mechanisms exs t maitai a curent 15t o
lopropriate faciity entry control are i place to resrict physical ncton ’ . whort o2 [personnel with authorized access t organizational facilis (except system components inthe COE cannat be physically accessed by
921 NA [access to systems in the CDE. Functional Intersects With | Physical Access Authorizations PES02 [for those areas within the facility officially designated as publicly s |unauthorized personnel.
fccessive)
opropriste faciity entry controls ar i place toresrict physical et ; . } 21 Pyl accss contol mochansm ot o athoriephysicl access ystem componentsn e COE camnt e shyscaly accesod by
921 NA [access to systems in the CDE. Functional Intersects With Role-Based Physical Access PES021 o Tacilities based on the position or role of the individual. s |unauthorized personnel.
ohysica access control mechanisms exs o rforce physical access
koproprite facity entry controls are i lace o estrit physica sctonat | m ; . - Eiknonzatonsfor all physcal access ponts (nciuing desinare System componentsinthe CDE cannat be physically accessed by
921 Na laccess to systems in the CDE. Functional | Intersects With Physical Access Control PES-03lantryjexit points) to facilities (excluding those areas within he facility s lunauthorized personnel,
Sicaly desgnatea a5 pubicy sccessiil
o iy ey ool e e o st s Controlied ngress & Egress 93 |Physicalaccess control mechanisms exs o it and monitor physical ystem componentsn e COE canna b sl accesc by
921 A [access to systems in the CI Functional Intersects With Points. PES031  |occess through controlled ingress and egress points. 5 |unauthorized personnel.
hgpropriate facity entry controls are i place o estrict hysical ona [Pyl accesscont mechanismegenerate g enry o coch st componentsn e OE canot b pysicl ccesed by
921 A [access to systems in the CDE. Functional Intersects With Physical Access Logs PES033  |occess attempt through controlled ingress and egress p s unau[hmlzed personnel.
Incividuat prysica access o sensitve areas witnn the COE s
Iroiored i thrides Comeras o iyl acess convol
sms (or both) as follow:
R S < s o serstive ares i th COE are
[roniore nctonat | itersect ot Access Logs hysiataccess control mechanisms gensrate » log entryfo each Iruste, verifiale records are maitained of individual physical entry
9211 NA n Mnnltﬂrlng devices or mechanisms are protected from tampering or | Functional | Intersects With Physical A Log; PES-03.3 1. cess attempt through controlled ingress and egress points. s lto, and exit from, sensitive areas.
isaping
8 Colected data i reviewed and corrlated with otner s
= Colectod oata s stoed for at least hrce months aness otherise
Festictea oy
Iniviuat ysict acess o sensiive res i the COE s
ontorcdwi et  ohyscar access ontrol
mechanisms (o batn) 35 fallows
[ty an ok pons otom snscveareas witinth COE are
o5 [Pysialaccess control mecharisms s to monitorfor, detec and Irustd, verfale ecords are mainained o individua physial ey
9211 NiA - Mummrmg devices or mechanisms are protected from tampering or Functional Intersects With Monitoring Physical Access PES05 respond to physical security incidents. s lto, and exit from, sensitive areas.
ing
= Colecaed dat s reviewed an correlated with other etre
= Colcted oata 5 stred for at Iaast hrce months, uness otherwise
Festiceea oyt
It hysct acess o sesiiv res ik th COE s
tored i ether vieo Cameras or physical access contol
[mechansms (o b 3 alows:
Sy itk pois oo sensitive reas witinthe CDE are
Imoniorea Intrusion Alams / Survllance | peg o5 1 [Physicalaccess control mechanisms exis to monitr physical intrusion Irused, verfabe records are maintained o ncividualphysial entry
9211 A |w Monitoring devices or mechanisms are protected from tampering or Functional Intersects With Equipment PES051 lojarms and surveillance equipment. s [to. and exit from, sensitive areas.
5sepin
= Colcied dats i reviewed and corrlated with ther rtries
5 Collected oata = Scoed for at Isast hrce montns uless omeruise
Festicten oyt
Incividuat physica access o senitve areas within the CDE s
ot s e camera o sl acces ool
mcchamsms (or both) as folloy
e s o serstive ares i the COEare
Faciy secuty mechansms exitto monitor physical sccess to
o ' o | Montomng e AccessTo | e, rty mechan oyl Irusteo, verfabe records are maintained o incividualphysical entry
v211 N = omtoring devices ormechanisms are proected flom tampering or | FUnCHOnal | nterscts Witn Chtcal Sytems PES052.[eriticalsytems o seniteeguiaed data, i adition to the pysical s . and e fom. sensiive areas.
sapin
= Coleced data i reviewea and corrlate with otner riris
2 Coliected data s score for 2 leat hree months, uless othrvise
Festctea oyt
[Physical and/or logical controls are implemented to restrict use of Access Control for Output [Physical security mechanisms exist to restrict access to printers and lUnauthorized devices cannot connect to the entity’s network from
922 N/A D“Lmy Sccessible network jacks within the facility, Functional | Intersects With Denices PES-12.2  fother system output devices to prevent unauthorized individuals from 5 loublic areas within the facity Y
Sotanin the outp
hysicalsecurity mechanisms exist o locate system components
onysicatando ogicalcontrol are implemente o restrictuse o 12 |Wian the ey o mnize potental damage from phyaea and Unsuthoized devices cannot connect tothe entity's networkfrom
022 A [publicly accessible network jacks within the facility. Functional Intersects With | Equipment Siting & Protection PES12 [environmental hazards and to minimize the opportunity for s |public areas within the facility.
inauthorzed occes:
022 A Pysical andorlogicalcontrol are mplemented (o restrct 32 of | punctonal | ntersects With | Transmission Medum Securty |  PES-12.1 eicommanicalons bl f;‘nfﬁé“d‘;?;'ifiﬂzﬁfkmg Information s Unauthorized devices cannat connect to the entitys network from
[Pubicly accessbie network jcks it ne aciy. elecommunicatons cabing carying data o 4 i areas i e fciy.
hyScalsecurty mecharlsms exit i ocate system companerts
onysiataccess to wireess access poits, gateways,
923 A ravire. an ation nes | Functonal | ntersects with | Equipment Sitng & Potecton | pes-12 [ e adiy to minimiz potental damage fom physica and s Physical networking equipment cannot be accessed by unatthorized
[within the facility is restricted. i i
hauthonzed access
onysiat access to wiretess acces ports, gateways. onysica securtty mechanisms exis to protect pover and }
923 A arovare and nes | Functional | Itersects With | Transmission Medum Securty | PES-12.1  tlocommanications cabing carying cata o supporting information s Physical networking equipment cannat be accessed by unauhorized
Iwithin the facility is restricted. lservices from interception, interference or damage. P
Physical access o wieless ccess poiTs, aievays, . PhyScalsecurty mecharsms exit to et 3cces o priters and ;
923 A arovare, and nes | Functional | Inersects witn | AcCess Contrl Or OB | g 125 Gihccystom output device i prevent unauthonzed ingduals rom s Physical networking equipment cannat be accessed by unauthorized
Iwithin the facility is restricted. lobtaining the output. P
ohysical securty mecharlss exitt ocate system cormpanerts
024 " hcces o coslesinsenstve aress s GEKT WD T ctan | rscts v | Eqipment g protction | pes1z [T 0 S0 AT ot oo fom oy oo s prysl consles i st v comot e s
5 : PhyScalaccess conrol mechanisms et @ protect systam ——
924 A facess to consales in sensitiveareas s restricted ia locking When 10t|  puncignal | ntersects With | Lockable Physical Casings | PES-03.2 [components from unautharzed pnysical access e.g., ockable physial s Physical consoles witin sensite areas cannot be used by
cacings
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srm Secure Controls Framework (SCF) Strengthof
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control G e
Controled ngress & Egress 031 [Physical access control mechanisms exit to it and montor physical
03 A Pnysica access for personne and vistors is authorized and managed. |  Functonal | Intrsects With ingres pesan1 [Physical access control mechanisms eist to it o s
. 02,1 Physical access control mechanisms exist to authorize physical access
03 A Prysicat accessfo personnel and visitors s authoized and managed. | Functonal | Intersects With |  Role-ased Physical Access | pES-0z.1  [Ysicol ccess control mechanisms exit to authorize s
Pyl accses con) oz ot ot et
. . stors s suthoris et ; . sthonzat 2 [prsomel i pored sccess o cranizotonl ol et
03 A Prysicat accessfo personnel and visitors s authoized and managed. | Functonal | Intersecs With | Physical Access Auhorzatons | PEs.02  [Personnelwith outhrized acces to organiational fcities ex s
fccesaive)
procedures are implemented for authorizing and managing physical
eccess o personnel e CDE,incuaing
[3 (dentifying personnel Physical access control mechanisms exst to authorze physicalaccess Redquirements fo access to the physical CDE are defined and enforced
931 A ianges to an individual’s physical access requirements. |  Functional | Intersects With | Role-Based Physical Access |  PES-02.1 |FI¥sical access contral mechanisms exist to authorize pl B [Requirements for access to the o
|m Revoking or terminating personnel identification. P ¥ P
2 Uiiing access to the Ientication pocess or system to authorized
persomnel
procedures are implemente for authrizing and managing physical
ecess of personnel to the CDE, Including: Physica access control mechanisms exs to malntain 3 curent st of
031 A - Managin chanoes 1 an indiduals ysicl acces requirements. | Functonal | Inersects With | Physica Access Authorzatons | PEs.02 Peromel with auhorzed accessto arganizational faciies except s Fqulrmentsfor access o the physical CDE are defned and enforced
o Managing changes toan ndividuarsphysical acc forinose sras il the ity oficitycesgnated s pui Ko dentiy and authonze personnel
R Cimiing 2ccess fo the entincarion process o system to authorized
Persomne
procedures are mplemente for authrizing and managing physical
o personnel o e CDE, mcluaing:
01 " o ldentiying personnel. s on s s rramans, | suctort | s | GO s s | gy s contl o ot v o s s Requirements o access o the physicalCOE re defne and enforced
o Managing changes to an ndividuars phyeica acces rea s [cess throuah contralled mgress an earess point s enty and autnorize personn
2 Diiing access to the Identiation pocess or system to authorized
Persomnet
Pnysica access to sensitive areas within the COE for persannel s
oniroled as oo
i authorzed and based on ndiidual Job functon . o2 [Phsical access control mechanisms exit to authrize physicalaccess
0311 A o Access s auhorized nd based on nduidl job Functonal | Inersects with | Role-Based Physica Access | pES021 |/1yAcalaccess conrol mechonisms exist o outhrize ph s Sensiive areas cannot be accessed by unauthorized personnel
2 Al physicar access mechaniams, oy, access cards,etc.,
5 réturned o dsabled upon ternatin
hysical access tosensitive areas within the CDE for personnel s
Contronea as falows
IS 2uthorised and based on ndividual ob function anctonst | ntersects i orking in Secure Areas oa1 [Physical securty mechanisms exis to alow only authorized personnel anstive ress cannot be accessed by unauthorized personnel
9311 NA |m Access is revoked immediately upon terminaton Functional | Intersects With Working in S A PES-04.1 |- ¢cess to secure areas. s [Sensits t b d by unauthorized p I
2 Al physicar access mechaniams, Such 23 Keys. access card, tc.
Fre returmed o ceapled upon termination
Jrysicalaccess to senstive areas within the CDE for personnel s
Conironea as falows Mecharisms exist o identy systems, equipment and respective
3 i auhorzedand based on ndvial o uncion y | Physical Securiy of Offices, oq [ooerating environments tha requie Imited pysicalaccess so that e an
9311 A ceess i revoked immedately upon terminatio Functional | Intersects With Rooms & Facilities PES-04 lappropriate physical access controls are designed and implemented s [Sensitive areas cannot be accessed by unauthorized personnel
2 Al Physicar access mechaniari, Such 2 Keys. access card, tc. o ofces, rboms and facies.
v réturne o csabled upon termnation
procedures are mplemente or autharizing and managing vistor
occess o he COE. ncuing
2V isiors are authorized betore entering.
= Vitors ae escorted at al times o1 |Mechanisms exist o facitatethe implementation o operationsl
932 A [m Visitors are (\ea’ly \den[med and given a badge or other Functional Subset Of Operations Security Ops-01 [security controls. 10
[centincation that o
Vit badges o otner identifcation vsibly distinguishes vistors
from persomnel
Procedures are mplemente for autharizing and managing vistor
occess o th COE: nchcin
¢ Vi e sutorie btrsenering
932 A 2 Vistors are escorted ot al Functonal | ntersects witn | SIUSIUZEC 0SNG | ps.01.1rocadures (SO, or simiar documentation 6 enabe e proper s
8 Visitors are clearly identiied and given  bacge or other Procedures (SOP) oocution of doy. kaday | sesioned oa "
|denh(|(almnlhale ires. Y- Y ‘9
o Vistor badoes o other dentifcaton visibly distingishes visitors
from perconrer
procedures are mplemented for authoizing and managing visitor
eccess o th COE, nchain
o Vistos are authorized befre entering. rysical access control mechanisms exis to identiy, authorize and Requirements fo vistor access to the COE are defned and enforced.
032 A vitors ore scorted talimes, - o or cther Functional | Itersects with Vistor Cantrl P06 fmortor usiorsbfore Slowin aces 9 the ity oinr Shan aress s itrs ot e any auoored el acees e whle
[identification that expires. io! P v
Titor badges or omer dentficaton visiby istingulshes vistors
from persomnel
procetres e mpemente o aunoriang ans marain vt
occess o e COE, ncu
£ Vor s st btreenering
y sl accsss cont mecharics i 0 iy disinguch Requirements fo visitr access to the COE are defned and enforced.
032 NA [sVitorsare esconted atal imes, o eorother Functional | Itersects it |IStNGuish Vistors fom OSite| e 051 |ochwean anstt personnel and visors. aspecilly 1 areas where s [Vishors cannot exceed any authorized physicalaccess alomed whie
vitors e ceary dert E o censive requiated aata & accessible Inthe CoF
o Vit badges o other identifcation vsibly distinguishes vistors
from personne
Procedures are impementeforauthorzing and managig vistor
ccess o e COE, ncha
e isors e utorzed vl nerin, Physical access control mechanisms xis o requires at east ane) Requirements fo visitr access to the CE are defned and enforced.
032 wa Lorsare ecorts mmm T e a badse or ther Functional | Intersects With | Identifcation Requirement | PES-06.2 [for of oot s [Visors cannot xceed any authorized physical access alowed whie
s Vistorsare clearly i o Suthenicate inlviduars beforé they can Sain accessto the facity. Inthe ¢
o Vistor badoes o other dentifcaton visibly distingishes visitors
from personne
procedures are mplemente or authoizing and managing vistor
occess o th COE. nchain
o Vistors are authorized before enterng Pysica access control mechanisms exis o resrict unescorted Reauirements fo vistor aces tothe CDE are defined and enforce
032 A Functional | Intersects With | - Restrct Unescorted Access | PES-06.3 [actess ta acites o personnel wih requied securty clearances s Vishors cannot exceed any authorized physical access alowed whie
[m Visitors are clearly identified and given a badge or other [formal access authorizations and validate the need for access. lin the CDE.
[centincation that oxpires
e it bades o ks enication iy distinuishes vistrs
from persomne
——— P— - . Phyaical 3ccess ontral mechanisms oxs fo Gently. authorze and
933 wa |visior badges o identificaion are surendered or deactivated before | fncronal | inersects With Visicor Control PES.06|monior vistors before allowing acces to the faciity (other than areas s Vistor dentifcation or badges canot b reused afer expiation
Y P |designated as publicly accessible).
echarisms exist o ensure isitor badges, o athr ssue
033 A \str badges or identicaion are sutendered or deactvated DeOTe | puncional | ntersects With |  Vistor Access Revocation | PES-06:6 [deniicaton e surendercd before vishors eave the foilty o are s Visor identfication or badges cannot b reused after expiatin.
Y P |deactivated at a pre—delermmed time/date of expiration.
I istor o i ue to maintai aprysicl rcord o vistor aciviy
[ the fcity and wiin senshive areas, n]
e vihor's ame an he orgazaion epresenteh. Physicalaccess control mechanisms exis to denti, authoize and
934 A 2 The date and tm of the vt Functional | itersects with Vistor Cantrol PES.06 [montor vistors before allowing access o the facilty (oher than areas s Records of wstr access that enable the identifcation of ndividuals
The name ofthe personnel authorizing physical access (Gesignatea a5 publicy accessioe)
Retaining the 100 fo a 625k thee manins, uniess onerwise
Festricted by Taw
s istorog s e to maitana physicl ecord o it ackivity
[t the facity an wiin sengiive areas, el
0sa wa e e vt i ana o orgaizan eprsence. runctional | itersects i [AUtomated Records Management peg o 4 [Automated mechanisms exis t faciitate the maintenance and review s Records of visitor access that enable the identfication ofindividuals
The name of the personnel authorizing physical access. Review [oF visitor access records. jare maintained.
2 Retaiing the 1o fo t eas thee manins.uniess oherwise
Festricted by aw,
b stor g s useato maitan  pysical recors o vt actty
it the faciy and wihin sensitve areas, el
| The isitor name and the organzation répresented
e " o T visto's name and the or Funcons | trscts win | Mz Vistorpersonst Ot | e g Mesharisms xit o miniiz th colctiono ersonl Dt (£ s Recors ofvtoracess st bl th cationof it
The name ofthe personnel authrizing physica access
2 Retaiing the 1o for t 1e2st thee monine, niess oherwise
Festrced by Taw
” " it e ey e, S T | oo | st p— cror [ Mechanisms exst to faciate e implementation of data prtection m
Jond destro contrts,
IMechanisms exist to:(1) Physically control and securely store digital
i o agital mecia witin contalie aress vsng organizaton:
04 A edia it caraholder data i securely stored, accessed, dtuted: | puncional | ncersects itn Media torage DCH.06  [defined securty mesures; ana(2) Protect syster mei until e s
i are destoyed o santzed Leing approved equipmen,
Fechniques and procedures.
edia with cardhoider data i securely stored, accessed, distribute, ) ] 105 [Mechanisms exist to maintain srictcontrl ver th iternalor
o4 A [and destroyed. Functional Intersects With Security of Assets & Media AST-05 lexternal distribution of any kind of sensitive/regulated media. 5
” " e e o ety e, 3ot G5B | rurciorr | mesecswin | g v e | Gavos G Sg B e e o v e o ;
s i coranaecta s sty stor, s, dstots, 05,1 [Cryptographic mechanisms exist to protect the confidentilty and
94 NiA [and destrc Functional Intersects With Storage Media CRY-05.1 lintegrity of sensitive/regulated data residing on storage media. s
[Mechanisms exist to:(1) Physically control and securely store digital
w‘ s secure ) n non-dital media within contole areas vsng organ zaton-
04 A i it cordnolder dat s securly stored,accessed. ASUTOUES. | yncyonat | nersects with Media torage DCH06  [defined securty measures; and() Potect system medi untlthe s
Imecia are destioyed ar sanied usng approved eaupment
Fechniques and procedures.
Wedia Wi cardorder data s securely Stored, accessed, GtTbuted, o0 [Fechartsms exit o physically secure 3 media tha contains
os A e v e Functional | Inersects With | Physically Secure All Media | DCHo8.1 | lechenisme eXt o s
e coratsrcta s securely sores ccesse, dsites Waking Sensiive Data 06,4 |Mechanisms exit to ensure sensitvereguiated data i rendered
%4 A [and destroy Functional Intersects With Unreadable In Storage DCH-06:4 |1 man unreadable anywhere sensitive/regulated data is stored. s
Wecharisms exst o protect and control digal and non dlgal medta
04 A ediawith caraholder data i secorely stred, accessed, Istbued. | puncional | intersectsWith | Media Transpotation DCHO7 |dring ransport utsise of comraled areas ueing approprate secury s
el i orchotdr data e securly v, secssed, d=viotes y p oo echntsms oXat o securety dspose o medt when 1 1o onger
o A fled vt Functonal | Imersects Wit | Physical Media Disposal | DCH0B_[lecharieTs Xt to seurely i s
o iechorisms st o faire he TemerTaton o7 3 protecton el crchaer Gt cannot b secesed by urauthorzed
041 A Jt mecta with cardolder data i physically secured, Functional | subsetof Data Prtection ocnorechan 0 e
» y p o1 [Mechanisms extto ensure data sewardanin s assgned, P s T 3 o e By e
941 A i mecia with carcholder data i physically secured Functional | intersects with Data Stewarcsnip Deron [jechanims e s iedi v
IMechanisms exist to:(1) Physically control and securely store digital
nd non-agital mecia within conloled aress vsng organizaton- \ .
041 wa il mecia with carcholder data is physially secured Functional | Itersects With Media storage DCH06 [defined securty messures; and(2) Protect syster mecta unt s Iedia with cardholder data cannot be accessed by unauthorized
Imecia are destioyed or saniied Usng approved equpment,
Fechniques and procedures
e oo am ey seere SR E— ooy Sece ATmean 001 [Fechansms oxst o physially secure ol meda that contains eda Wi cardharder ta cannat b accessed by umautharzed
041 A i mectia with carcholder data s physially secured Functional | Inersects With | Physically Secure All Media | DCrog.1|lechanisme eXst o s fodi wil
pechanims et to creterecuring bckups ofdata, sotware andion
lofine medis backups with cardhoider data are sored ina secure 11 [vstem mages, 3 well a5 verty te neoriy of these backups,
0411 A [omine Functional | Itersects with Data Backups Bpa1  [Bystem mages, o wellas verly te integry of hese backups o s Offine backups cannot be accessed by unauthorzed personnel.
[RTOs) and Recovery Point Objectives (RPOS).
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srm Securs ControlsFramework (ScF) strength o
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control e D et
echarisms exist tostore backup coples of crticl oftware and other
0411 A [Offine meia backups with cardolder data are stored in asecure | - puncyonal | ntersects ith |  SeParate Storage for Crtcal | gcp,y 5 Lecurityrelted informatin I a separate facity r i a fre-raed s Offine backups cannot be accessed by unauthorized personel.
Container tha 5 ot colocated it he system being backee U
[ secty o e i mecta bacu ocatot i cranlde y p oz [PETanmS it o perod securty evins o rage [T Securty conrtsprotecig offine backups are veried
5412 A e securty of e ffine medlo bec Functional | intersects it | Data Storage Locaton Reviews | 5CD-02.4[uechonsms existfo p i s e socurty contale ot
echaisms ot to et recuring bacus ofdat,sftare ancor
[T securty of the afine mecia backup ocation(s) with cardhalder ’ ; a1 [Bvetom images, a5 well 3 verty i Integrty of these backups, It securty contots protecting offine backups are verified
9412 N data is reviewed at least once every 12 months. Functional Intersects With Data Backups BCD-AL fonsure the availability of the data to satisfy Recovery Time UDAEC(WES s |periodically by inspection.
(R765 and Recovery Poit objectves (RPOS)
Mecharisms exist to(1) Physicaly control and securely store digital
o el media wifin conolied areas vsng organizaton:
0412 A [t securityof the offine media backup locaton(s) with cardholder | funcionai | nersects With Media torage DCH05  [defined securty messures; anal2) Protect ystem e until e s [The security contol protecting offine backups are vrified
v Imedia are destroyed or sanitized using approved equipment s 'y by insp "
Fechniques and procedures,
IThe ety of e offine el backup ocatonts) with cardharaer y p . p oo [Fechariams exit o physically secure a media that contais [The securiy controfs pratecting ofine backups e veried
9412 NiA |data is reviewed at least once every 12 months. Functional | Intersects With | ~ Physically Secure All Media DCH-06.1 | ensitive information. s lperiodically by inspection.
0412 NA [[ne securty of the offine media bacu location() with cardholder Functonal | nersectswith | Sensitive Dota nventoies | DCH.06.2  [HSChaNSTS exst o mantan vertory ogsof al senstve media and 5 [T security controls protecting offine backups are verifed
Gata s reiewed at feas once every 1 Conduct sensiive media Inventores a eaes amn percdicay by mipecio
] p Wechariams Xt o enaure data and assets are categorzed i
942 A i media wit cardholderdata s classified n accordance with the | puncional | intersectswitn | Data & Asset Classfication | DCH2 accordance with appi<asle satutory. reglatory and éaniroctusl s e are clasified and protected approprately
Fequrements
[Mechanisms exist to categorize Technology Assets, Applications,
Services andlor Data (TAAGD) 1 accoraance wih appicabi laws,
i mecia with cardholder daa s classifd in accordance with the y ; Risk Based Security 02 feablations and contractua obiatons hat.(1) Datument th securiy . oot
o482 A Jsensitivity of the data. Functional | Intersects With Categorization RSK02  lcategorization results (including supporting rationale) in the security s Media are classified and protected appropriately.
lplan for systems; and(2) Ensure the security categorization decision is
Feviewea ana approved by he asset awner
ot it corchoterdata sentoutside the facity s secured 25
(oo
Mechanisms exit o protect and contol digial and non-<gital media
Media sent outside the facily is logged ’ ' . o . o ' |
943 A LN B850 oy oo cn | Prciore | e | e oo DCHO7 i ranspor ot o oo arsas Usng pDrOPAS Scurs s M s secured and racked when transported utside the facity,
e accuratay
= Ot wacking ogs nclude detaf about media locaton
Pt i carorserdaasen ot th ey s sscred 5
(oo
< e sent outsidethe acity is logged o7 Mechanisms exit to identy custadians throughout th transport of
943 A RE e — L B Custodians D071 [fecharisms exs to dentt s M s secured and racked when transported outsidethe facity,
hc accurately trz
= Oisa tracking ogs nclude detals about media locaton
Hanagerment sporoves all mecia with cardnolder gata tat s moved - o et St contor overthe e e comor oo o e
fors poroves all media it cardholder da et ; N ) 105 |Mechanisms exist to maintain srictcontrl ver th iternalor edia cannot leave  fcilty without the approval of accountable
P A i e acty (ndng hen med s dioted Functonal | Inersects Wih | Security of ssets & edia | AST.05 [ochanisms exis o mantai srict conral ovr the nteral s pedi con
anagement approves il meclh wih ardhalde data ot 7 moved P ——— Wechariars et o obtain management approval forany P . .
244 A outsice th fachy (nchuing whe media s siributed o Functional | Intersects witn | Management Approval For | ucr.os 1 [iansiiveeoulated media that 5 ransterred outside of he s Madis cannot leave afacllty without the approval o eccourtabe
[individuals). organization's facilities. >
ventory logs o il lectronic media with carchalder data are echanisms exist o maintain inventory logs o allsensitive media and
245 A loventory I Functonal | ntersects witn | Sensitive Dota nventaries | DCH.06.2  [HeChanSTS exst to mantan vertory ogsof ol e s laccurate inventoies of stoed electronic medaare mainained.
0451 A Iventories of electoric e wih cardholderdataare conducted | yncyonat | nersects with | Sensitive Doto nventories | DCH.06.2 [HEChanSTS exsk to mantan vertory ogeof al senstve mecia and s Media inventories re veried periodcally.
[Mechanisms exist to:(1) Retain Personal Data (PD), including
Imesadta, fo an organizaton defned time perod to il the
bt copy materls with crldr ot re destroyed ahen o pirsosett denied 1 the noice oo elred b i) B spose o
longer needed fo business or legal reasons, s o echroys, erases, andor smonymizes the #D, regardiess of the metnod
T erils vt cross-cotsheaddua Incnerated, of puped so that . th | Personal Data (PD) Retention & of storage; ana3) Dse organization defned techridues or methods o (Cardholder data cannot be recovered from media that has been
946 A [cardholder data cannot be reconstructed. Functional Intersects With Disposal PRI-05 [ensure secure deletion or destruction of PD (including originals, copies 5 |destroyed or which is pending destruction.
[ aterials are stored n ecure storage Containers pior to [ arcnved records)
Gestnucton
arcopy material with cardholder daa are destroved when no
longer neeaed fo business orlegal reasons, s follows
o iatrits are cross.cutshedaed, Incinerated o ulped so that og|[Mechanisms exis tosecurely dispose of mecia when it is o longer Cardnoider cata cannat be recovered from media that has been
946 A [cardholder data cannot be reconstructed. Functional Intersects With Physical Media Disposal per-08 required, using formal procedures. s |destroyed or which is pending destruction.
aterials are siored n ecure Storage Contaners pio to
Bestnucton
barc-cony mterals wi cravder dtaar tstroved when 1o
longer needed fo business or egal reasons, a3 o
= Vet ar cros ot hreddcd ncnerad. o urped 5o that g Mechanisms exist to retsin mecta and data n accordance with Cardnoider cata cannat be recovered from medi that has been
946 A [cardholder data cannot be reconstructed. Functional Intersects With Media & Data Retention pere [applicable statutory, regulatory and contractual obligations. s |destroyed or which is pending destruction.
Watrilsare siored n secure storage containers priorto
Bestnucton
Fiecronic meot i caranoder ata s detroyd v o onger
Ineeded for businessor tega reasans ia one o e folowng Mecharisms exist o securly dispose of, destroy o repurpose system
947 A [ The tecronic mecia = destronso. Functional | Itersects wi | Secure Disposal Destructon or | 700 |components using organiation-defned techniques and méthads to s (Carthcider data carnct b recovered from metllathat has been
w The cardholder data is rendereﬂ unrecoverable so that it cannot be quip lprevent information being recovered from these components. e
Feconsiret
Wechartsms ext 1) Retam Personal Data (°D). ncuding
Imecadata, for an organizaion defined tme perod to il
pirpose(s) Gentifed in the notce or a5 requred by 1avi(2) Dispose of
E‘GC;VOGV\;( T’eme with c‘zrdh‘o\der data is dESm;y‘id \,WHEH no longer |destroys, erases, and/or anonymizes the PD, regardless of the method
07 A ot e ey Functonal | nersects i | PeTSona Data (P0) Retenton & | g o5 (o Strager ancl3) Use organizaton-eined techniques or methods to s caranoidr daa camnot be recovered fram mediathat s bee
= The cardinolder data s rendered unrecoverable so that it cannot be P [and archived records) g Ve
Feconstructed
etctronic media with cardholder data s desroyed when no longer
Ineeced fo businessor fega reasans wia one o e folowng ; ; . .
047 wa IS The electromc media is Gestroyed Functional | Intersects With | Media & Data Retention | DCh-1g |[lechanisms exis to retain media and data in accordance with s (Cardhnolder data cannot be recovered from media that has been
m The cardholder data is rendered unrecoverable so that it cannot be PPl Y. reg Y 9 4
Feconstructea
Etctronic media with cardhoider dta i destroyed when no longer
echarisms exit to saniize system media with the strength and
Ineeded fo businecsor taga reasans wia one o e folowng
947 A = e cectronic media s destroyed Functional | Itersects With |  System Media Saniization | DCH.09 | Mie0rty commensurate with the classifcaton o sensiiviy of the s Cardnlder data camnat be ecovered from media tha has been
R The cardnolder dats s rendered unvecoverable so that it cannot be Informarion prior o isp 9 v
Feconsiructea
Fieconic meai i carahoder ata s detroyed e o onger
Dusiness or fegal reasons via one ofthe followin
System Media Saniization Mecharisms exit to supervse, tack, document and veriy system Cardnoider data cannat be recovered from media that has been
947 A o etecronic mecra s destro Functional | Itersects with oeros1 s
o The clectioni media s destioyed. e 50 that tconnot be Bocumentation mecia saniization and dposa actions crased orcestroyed
Feconsiructea
Wechaniams exist o mplement enhanced protection measures for
[Point-of-interaction (POI) devices are protected from tampering and N y
o5 A [Poin:ointsraction (01 Functionsl | Inerecs Wit Unsttended End UserEquipment|  AST.05 mttdn echnlosy a3t oo et tampenn and s
ot mreracton (PON dewcen are protected rom tamperma o ) — Wechariams exist to appropritely rotect devices ot capture
o5 A fPoinofinteraction (%0 devicesare proected from tampering and | Funcional | ntrsects with [495KS & POt of interaction (ol asr.07  Lensinyeireaulated data viadinect physicalinteraction from tampering s
and substituton
101 devices tha capture payment card data via direct physica
Interacion with the payrént card form factr e protected from
o an umsubaried Subsuon, nclaing h alown IThe entity has define procedures to protect and manage point of
= Waintaining a st o PO dev ncton verman Mechanisms exit tofaciltate an I Asset Mariagement (ITAM) Interaction devices. Expectations, Contras, a1 versignt for he
9.5.1 NA la Periodically inspecting POI Gevices to look for tampering or Functional Subset Of Asset Governance AST-0L orogram to implement and manage asset management controls. 10 Imanagement and protection of POI devices are defined and adhered
nauthorised subsrution o atfected personnel.
" Trining persomnel t be aware of suspicous behavior and to
Fepor tampering o unauthorized substiution of Gevies
11 devices tha capture payment card data via direct physica Mecharisms exit o prform nventariesof Technology Assets,
[nraction with the payment card orm factor are rotécted rom hspicaons, Sonice s ot (A0) 1t Accuratdly s
e and nauthoeed s, nuan o ol he curren U562 centifes uthorize ITh entity has defined procedures to protect and manage point of
= Waintaning a st of P01 dev oz [l businss i aeate 3 3t r vl o«gmu.am Intraction devices. Expeciations, conras, and oversign fr e
951 A [m Periodically mspectmg POI dev\(es to look for tampering or Functional Intersects With Asset Inventories AST-02 cessary for and reporting;(4) Inc| 5 ent and protection of POI devices are defined and adhered
Knthorized subsortion Orsaraton-dafined mionaton deesna essay 1 acie oy aected persanne.
" Training personnel t be aware of suspicous behavior and to Efactive property accountabily: ana(S) 13 Svanapiefo review and
Fepor tampering o unauthorzed subsiution of Gevices udic by Gesignated arganizatonal personnel
ot devcesrat capre poyment cordgto i et gy
Interaction with the paymmens card orm acko are protected
[ampering and unauthorzed substiuton. ncluaing the ol Mechanisms exit o implement enhanced praection measures for [Tme enuty has defined procedures (o protect and manage poit of
as1 A o Mointming o5 o POLRVCES o ok for tampering or Functiosl | Inerects Wit Unattended End UsorEquipmen|  AST.08 mattndod echnloy a3es o et ganst tampenn and s s Expectations, controls, and oversigt orthe
[nauthorized subsration o by atfected personnel,
raining personne t be aware of suspicious behavior and fo
Fepor tampering o unauthorzed substiution of Gevies
11 devices tha capture payment card data via direct physica
[nraction with the payment card arm factor are rotécted rom
ping S b scrtuton, s e ol echanioms exist . ITh entity has defined procedures to protect and manage point of
isms exit o appropriately protect devices that capture
= Waintaining a st of PO dev i [iosks & point of nteraction (Pon| 1. e ; Intraction devices. Expectations, contras, a1 versign: fr e
951 N 1 Periodically mspecting PO1 dewces t ook or tampering or Functional | Intersects With Devices AsT07 fegssg{;@;g;;:m RV s Byl s acion o g s Imanagemen and protecion of PO devices are aefned and adhered
lunauthorized substitution. to by affected personnel
e s parsone o b aware of susiciousbehavar na o
Fepors tampering or ansuhorized substeution of device
1 devices that capture payment card data via direct physical
[neraction with the payment card orm factor are rotected rom Mecharisms exist o assessthe ntariy o critical Technology Assets,
Famperng and univarzed substaton, ncing n (1o gpicatons anlor Serices (TARS) 0 dtect eidence ftamoern, It entiy has define procedures to protect and manage point o
= Waintaining a 1t of PO device . GE1) " Logical ssessments evaluate the nieary of crtca Intraction devices. Expeciations, contrls, and oversigh for 4
951 NiA [m Periodically mspec(mg POI dev\ces to look for tampering or Functional Intersects With | - Logical Tampering Protection AST-15 (ompor\enls (e.g., configuration settings); and(2)  Physical s Imanagement and protection of POI devices are defined and adhered
[nauthorized substnation CRamant cvaluate asset for evdence of Unautharzed access ooy afectet persomne
" Training personnel t be aware of suspicous behaviorand to [naor modincations.
Fepor tampering o unauthorsed substution of Gevies
01 devices tha capture payment card data via dirct physical
Interaction with the paymen card orm fackr are protected rom
g a unsuraried SUbsuton, nchsing h lown IThe entity has defined procedures to protect and manage point of
aintaining a 11 of PO dev anctonat | m i | Techno rspection Mechanisms exist o physically and agically nspect critical technolooy Iiracion Gevces, Expectaons.canrls ansoversot o the
9.5.1 NA periodically inspecting POI Gevices to look for tampering or Functional | Intersects With | Technology Asset Inspections |  AST-15.1 oo i<ty detect evidence of tampering. s nagement and protection of POI devices are defined and adhered
[nauthorized subscration oy atfected personnel
o Taling persome t be awareof suspiciousbehaar and 0
Fepor tampering o unauthorzed sucstiution of Gevice
o1 deces nat capture payment o st v et physica
[nraction with the payment card orm factor are rotected rom
o and st substuon, maing rs alowns It entity has defined procedures to protect and manage poin of
051 " = Wataining o 15 o P01 runctonat | subsetor | Security, Compiance & | gyt o) Mechanisms exist to faciltate the mplementation of securty " Interaction devices. Expectations, cntras, and oversign: fr he
. = Periodicaly inspecting PO1 dewices t ook or tampering or Resiience-Minded Workiorce Iorkorce development and awareness controls. Imanagemen and protecion of PO devices are aefned and adhered
nauthorsed subsnaion o atfected personnel
" Trining personnel t be aware of suspicous behaviorand to
Fepor tampering o unauthorzed substiution of Gevices
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sram sram Secure ontrls Framevork 5cP) Srength o
EEEnee bl b e (L) = e Rationale Relationship S Ermaa “ontrol Description Relationship
1 devices that capture payment card data via dirct physicl
[nteracton it e payrient cord fom facior o protecied iom
Kampering and unsuiharsed substiutan: meivding (e forowng. . : § It entity has define procedures to protect and manage poin of
- . = rmesining o o of 7o) dovices conctonl | mersects v | _Securty, Complance s | g, o Hechanms existtoprovide sl cvpoyees g contactors s Interacton Gewies. EXpecaNons. corrols, and overign for
= Periodicaly mapecaing PO devices t ok fo tampering or Resiience Awaranecs Training lppropriat securty, complance and resiience a mamagement and protection of o1 devices are defined and adhered
[unauthorized substitution. 9 L [to by affected personnel
" aniop parsontel t be awars of susplclous behavior andto
Fepors ampiring o anaiorived supsttation of devices
o1 deices tht copture poyment cod ot i irect s
Inceracion with (e paysrons card form facio are proteceed rom
i R chanisms exist to provide ol based securty, complance and Ithe entity has defined procedures to protect and manage point of
o1 . Naimtaiing a 1o o PO1 runctonar | nersects i [Fole 83sed Security. Compliance| gxr g esitonce reiren taing (1) sefors by aceece o he ystem s teracion Govicas. Expecatone. cortras.ang oversgn fo
= Periocicaly mscching PO devices t ook fo tampering or % Resionca Traing o performing aselgned duksr(s) When reqinel by system changes i protection o PO\ deviees are dehned and achered
namorsed abstnition orES Aoty erestier oy Siecid perdomne
o o el s beaware o supiios e an o
Fepors ampbring o anadiorived sobsieoton of device
echanisms exist o ensure hat every User 3ccessing 3 Sy5em
11 devices tha capture payment cad dota via direct physicl rocessing. hofimg o wahmitting Sepshivercoutted data s ormally
[interaction with the payment card form factor are protected from [trained in data handling requirements.
ampering and unsukoarved Sobetbuman. moting e foromng Irh entiy has define procedures toprotect and manage poin o
= Venegining o o of 701 Sensitve / Regulated Data y Inherocton devéas. Expectations, cortrals and oversign fo he
951 NiA |w Periodically inspecting POI devices to look for tampering or Functional Intersects With Storage, Handling & Processing SAT-03.3 5 \anagement and protection of POI devices are defined and adhered
[unauthorized substitution. [to by affected personnel
i persomel o be aware of suspicious behavior and to
Fepors tampbring o anautiorived substtaton of devices
o1 devices that capture payment cad data via dirct physicl
[nteracton it e payrient cord fom facior o protecied rom
oty sn0 S oo, uan e olow echanis exs o rovi role-sed securty, complance and T ety has g rocedures t prtec and manage it o
951 NA faintaining a lis Functional | Intersects With |  Cyber Threat Environment SAT-03.6 |resilience awareness training that is current and relevant to the cyber s interaction devices. Expectations, controls, and oversight for the
Peradicany mipecing POy devices to ook fortampering or esience awareness traning tht s curent and relevart o the cybe maqament and proreckon of PO\ devices ave unned and achered
noutnorsed wbsiratio o 1o day peratons. ooy Srectad persanne
it personyel to be aware of susplclous behavior and to
Fepors mpiring o anaciorived supsitaton of devices
i up-to-date st of POl devices is maintained, inclucing
ek g et of he genice o1 Mechanisms exit o faciltate an T Asset Management (TAM) Ith identiy and locaion of o1 devicesis recordd and known atal
9511 A |w Location of device. Functional Subset Of Asset Governance AsT-01 lprogram to implement and manage asset management controls. 10 [times.
Bend St mamber or other methods of unique identfication
charisms exst to perform inventories of Technaloay Ass
[Applications, Services and/or Data (TAASD) h t:(1) Auurale\y reflects.
im0 gt 1 1 Gevices s mmines,ncuin: ERE Carront TASD In g (3) 1danifios authorsed oftware procucts,
kel o 103 [cloding busimess Jostfcaton detasioy 15 ¢ he evelof ranuloriy Ith identity and fcation of P! devices i recordd and known atal
9511 WA m Location of devic Functional Intersects With Asset Inventories AsT-02 med necessary for tracking and reporting;(4) Includes 5 ltimes.
= Goutce Sl umber orather methods of uniaue dentitcaton. organtsaton-dehred niormaton Seérscd neceskary o schieve
ee property accoumtanliny: Svals) 14 sveiu or v and
U by Gesigmasedarganizatorar eraomne
i up-to-date st of PO devices is maintained, inclucing
Mechanisms exit o appropriatey protect devices that captu
0511 WA o Make and modelof the device Functonal | Inersects it [095kS & Point o nteracton (0| a7 e e d PV Grect il meroction from tampering s [Te dentiy and loction of POI devices i recorded and known t a1
|m Device serial number or other methods of unique identification. [and substitution,
anisms exst to spproprately protec devices that cap et of tteracton Devices cannot b tampered with, substiuted
0512 wn o) dovcesrtoces e pecaly mpecied o deict amoerd | puncionl | s wi (<695 & Paratinercten 09 g B eV e B acton from ampering s Rt St o b g Stachment naled
fond substiet ithout fmely detectio
FPoin o Interacton Devices cannot be fampered with, SUbStuted
[P device surtaces are perisically nspected to detect tampering oa[Mechanisms existto peridicaly inspectsystems and system )
0512 wa o1 device surtaces are period Functonal | nersects With | Prysical Tampering Detection | AST-08 [Aechanisms exet to peridically inspect yster s itnout Suiorisgtion:or ave skimming ascrments meraled
ithout imely cetection
Pt of interacton Devices cannot be ampered Wi, SUbsTuted
o1 device surfaces are perodically inspected to detect tampering echanisms exist o physicaly and ogicall inspect crtcal technology
0512 A o1 device suraces are period Functonal | ntersects With | Technology Asset Inspections | AST-15.1[NSchanisms exst o physically and log s itnout Suorigtion: o ave skimming schments et
vithaut imely cetection
[The frequency of periodic POI device inspections and the type of
[nepeciions pertormea s dened i tne cniy s argeted noe anaysl, | punee ; ) . ' 105 |Mechanisms exist to perfdlcal Inspect systems and system P01 dvices are inspected a afrequencythat addresses the entity's
95.121 WA [which is performed according to all elements specified in Requirement| Functional Intersects With | Physical Tampering Detection AsT-08 [components for Indicators of Compromise (loC). 5 Irisk.
[
rining s provided for personnel n P01 environments to be aware of
ortempted tampering of epiacement of POl evices, and inchudeo:
I eriing ihe wientty of sny reporty persons ciaming 1 b6
Fepar o mainienance perconnel beiore ranting them access o
i or ma . IPersonnel are knowledgeable about the types of attacks against PO
9513 NiA o orocecuros o ansuve devices are not Installed, replace, orreturmed]  FUNCtional | Subset OF | g e | AT e evelopment and awaronces comrare 0o c 10 devices, the entity’ technical and procedural countermeasures, and
o Procedures toen o Secetn pemtince and uldmce when redored.
Seing awarc f sspicious behavior around devices
= Reperin Susaicioes behavier g Inheations of aevice tampering
o Subsitoton t approprite personnel
aining i provided for personnel in POl environments o be aware of
empaed tamper ng o repacament of ) Gowies and ncludes
2 Venying i vty o any v party srsons caming 1 be.
epelr o maimenance parsomnel buio aronting them access o . i § S
0513 A mosity ortroublestootdevices, e veumed  Functonal | ntersects with | o Securty, Compliance & | gurop et ccurty, fomplance and restience awareness education s Cevicen:the antiy < esnmical mdprocecural countenmeasres, ond
Iwithout verificati ., repl . 9 [and training that is relevant for their job function. |can access assistance and guidance when required.
= Being warsof sspicous behavior around dev
= Reperimg usplcion bahavior ang Inhcations of evice tampering
o substtoton 1 appropriate personnel
raiing i provided for personnel in POl environments o be aware of
eripned Eampar g o vepocamént of 1 owien and nludes
2 Veriing ihe ity of any rrc party persons ciaming o
e oAt bSOl Do o he aces 0 Wecharisms exit to provide ole based securty, compliance and rsomel are knowledgeatle sbot hetypes o ttacks aganst PO
oty or teouseshost e ot s securty,Complance| g Fesiancerditen tann ) S boriny s o s s ;
[without verificz [and(3) Annually thereafter. 9 a
L Sermg sware of muspicous behavir around devi
= Repering supleioes bahavier and Incations of evice tampering
o Sebatoton 1 smpropeiats persomnel
rechaams SXT TS enaire Tt every veer SEceseng 3 Stem
vaining i provided fo personnel i POl environments t be aware of broceaaing, stormg or Hansriting sensiveleguiated data < formally
Jottempted tampering or replacement of POI devices, and includes: [frained in data handiing requirements.
Vg B Gy oy 1ty erans Gamng o
Feper o maimeenance persomnel berore raning them ccess o rereonnet are omted
ledgeable about the types of attacks against POI
ity o roubieshiot der o | sensitve / Reguioted Data y
0513 NA [ roedures t nvore dovices are not nstalled, replaced, orretuned|  Functional | ntersects with | oSS HEARISOONE | saT03:3 s euce, the entys techica nd procedral countemessures, and
ithout veriicaton
= 5eing amare of uspicious behavir around devices
Repering Suapcioes bahavior and neations of evice tampering
o substituion to appropriate persannel.
[isiing i rovids fr prsomel 1 eironments o b awars o
mpeingof elacement of Pl Geces and ks
2 Veming i ety of ary vty persons coming o
fepar or maintenance persome, B0 dranin e acees o echaisms et 0 proid e sas ey, cmplance and rersonnel re knowledgeable about th types f attacks against POl
0513 A modity ortroublestootdevices, o med | Functonal | ntersects With | Cyber Threat Environment | SAT-03.6 rouliance awarences aiing tnat s carrent and relevan fo th yber s Cevices he ety s techaleal and procecLrel countemeasures, and
. repl [threats that users might encounter in day-to-day business operations. |can access assistance and guidance when required.
ithout verincaton
S St f Ssiciosbehviraround devces
Reering Siopciots bakavier and Ineations af device tampering
o substtution o approprite personnel
IProcesses and mechartams fo ogging and moritaring al access & -
101 A e componensand cron er ot are dered nd Functional | subset of Contnuous Moritoring | MON-01 |Mechanisms exis o aciltatethe implementation of enterprise-wide 10
fystem con montoring contols
Jl securiy polices and operational procedres that are dentiied i
Fenimirtio v e i sttt ot o st plcis, s cono, and avriot o posg actis witn,
1011 A = Kot up o dste. Functonal | Intersects win | @ RSO SRR | G002 ftandards and procedures necessary forsecure, complant and s Subporing acivies are repestable, consistandly spphied and contorm
[w In use. P [to management's intent.
2 Ko to ol afected prtis.
iechansms ex/st o eview The Securty CompTnce & ReslTence
[ sccurty polces and operationa procedures that are dentfied in
lequiremer [Program (SCRP), including policies, standards and procedures, at [Expectations, controls, and oversight for meeting activities within
|w Docume Periodic Review & Update of [planned intervals or if significant changes occur to ensure their [Requirement 10 are defined and adhered to by affected personnel. All
1011 wa e runcione | nrsecis i | SV COMMRCS | Govs  |Fominung s, sy ond ehectuenes s Regukement 10.are détned and ahered to by afected pesonnel. |
[win 9 [to management's intent.
= Know o al afected partes
[ security poicies and operation! procedures that are dentiied i
Recuiremert 10 5 expectations, conrols, and oversight for meeting activiies within
= Socumented eton o Secu Wechanisms exit o faciltate the implementation of operational Retuirement 10,14 Gefned and oéharad o by atocted personnal. Al
1011 NA lm Kept up to date. Functional Subset Of Operations Security OPS-01 e urity controls, 10 lsupporting activities are repeatable, consistently applied, and conform|
nbee o anaagment e
= Knowr t0 i afected partis,
o securty pocie and aparatona prcedurs s re et
Requn Expectations, controls, and oversight for meeting activiies within
echanisms exit o dentity and document Standardized Operating
e Socumented. Standardized Operating Retuinamont 10 0 e and sihorad e oy atecied personnal. Al
1011 WA H Functional | intersects with o OPS.OLL[rocecures (S0P, of ot docomantaton. 6 anani the proper s ) e a
R Procedures (50) Procedures (s0P), or smiar documentat St s e, consent s 7 o
= Ko t0 ol afected prtis.
echaris ot to s ane o e culved sl i e oo o do esponaites o eroming e e
IRoles and responsiiiiesfor performing actvtes n Requirement 10 o [Aslgned sty Complance 6| oy [Tssonandesoues 3 censall Mt ot v Redurament 105
1012 N [are documented, assigned, and understood. Functional Intersects With Resilience Responsibilities Gov-04 implement and maintain an enterprise-wide Security, Comphan(e & 5 Personnel are ac(oun(ame 'or successful, continuous operation of
Rebiranee tragtam SR hese raqurements
o o do resporates o perorming e et
Bt and rsponsitis o ertormingactvies i ecurement 0 ; \ . s een o define oles & foral Recurament 10 e aloca
1012 N [are documented, assigned, and understo Functional Intersects With | Defined Roles & Responsibilties HRS-03 personnel. s IPersonnel are accountable 'cr successful, continuous operation of
rese reaarments
Day-to-dey responsiiiesfo performing allthe actvies in
Botes an resposivities for pertorming ot n Reaurement 10 | pnona | i ; e echaims i 0 communicat with sersabt et s and Reirement 10 o alocaton
1012 NA e documented, assigned, and understo Functional | Intersects With User Awareness HRS-03.1 0 maintain a safe and secure working environment. 5 IPersonnel are accountable for successful, continuous operation of
heseaqurements
[Mechanisms exist to develop, document and maintain secure baseline
lAudit logs are implemented to support the detection of anomalies and [configurations for Technology Assets, Applications and/or Services
102 A Pt ogeare implemented o support e etecton o Functional | Intersects With | Secure Baseline Configurations | Cre.02 [Suaguratons or Technolooy sses, Appicaions ancjor services s
(andards
———— echansms ex/ o Confgure Teehnology ASses, AppIcatans andlor
it ogsare implemented to support the detectionof anomaies and ontque Techology st vices (TAAS) Uilcd In pigh 1ok rens it mere restretne
102 A Functional | intersects with | pitatons sndlor bensees | Cra025  [sopices (TARS) ulized s
Eitpicions acivity.and e foransie analyeis of cente. gplctions anlorSerices o
SFarTEr XIS GeneTate onTo Eomeate B TEspanT o
it logs are implemented to Support the detection of anomalles and . ' ) Jaerts from physical, cybersecurity, dat protection and supply chain
102 i i log sre mplemented o suport the dtecton o Functional | Intersects With | System Generated Alerts | MON-01.4 1o PPYICal cybersecurity, data protecton o s
echanams EXtto Conflgure Technalogy ASeets, AppIcatons andlar
o A48 o vk 0 oo cn
linformation to, at a minimum:(1) Establish what of event.
[occurred;(2) When (date and time) the event oc(uned (3) Where the
Jucit ogs are implemented to support the detection of anomaies and s [ ocned) T s o e e e otcom e
102 A i logssre mplemented o support the dtecton of Functional | Inersects with | Contentof bventlogs | MON3 [ovam SSsUTecid) The souree of the evenc(5) The outcome (= s
e daciaec wih the vent
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FDE Name Focal Document Element (FDE) Descriptions & Relationahip SCF Control G
it logs are implemented to support the detection of anomalies and | ¢ ] it Tra 3.2 |Mechanisms exist to link system access to individual users or service
102 A Susnmous activity, and the forensic analysis of events. Functional Intersects With Audit Trails MON-03.2 o ccounts.
o s o somon the getectom of aromaies ama fechanisms exist to conflgure Technology Assets, Applications andjor
udit logs are implemented to suppol @ detection of anomalies an¢ unctic it i 1 Serv\(es (TAAS) to use an authoritative time source to generate time
102 NA lsuspicious activity, and the forensic analysis of events. Functional | Intersects With Time Stamps 07 e vent o 9
T Wiechanisms exist to configure Technology Assets, Applicaions andjor
¢ logs are enabled and active for m components an onfigure Technology Assets, service (TAAS) ilzed i gk are with more resricve . i ing system components and cardholder
1021 A [pudic logs are enabled and active for allsystem components and Functional | Intersects With | Applications and/or Services |  CFG-02.5 |paseline configurations, | s e o ot 19 affecting system components and cordholder
(TAAS) for High-Risk Areas
WMiechanisms exist fo develop, document and maiiain secure baselne
Jaudit logs are enabled and active for ail system components and lconfigurations for Technology Assets, Applications and/or Services [Records of all activiies affecting system components and cardholder
1021 NA [t logs are en % P Functional | Intersects With | Secure Baseline Configurations |  CFG-02  [[TaAS) that are consistent with industry. accepted system hardening ldata are captured. 195 P
lstandards.
Fechariare eTerto contoue Tecnnoay At AppTcaters andir
[Services (TAAS) to produce event logs that contain sufficient
formation to, at 2 minimumi(1) EStablish what type of event
loccurred;(2) When (date and time) the event occurred;(3) Where the
lautit logs are enabled and active for all system components and o5 [event occurred:(4) The source of the event;(5) The outcome (success [Records of all activiies affecting system components and cardholder
1021 A [rudi logs are e Functional | Intersects With | Content of Event Logs. MON.03 [ e e et aat6) T iy o oy sy fecords of al acth
Jassociated with the event
[Audi 1ogs are enabled and active for al system components and "33 [echanisms exist to Tink system access to indvidual users or service [Records of al actvities affecting system components and cardholder
1021 A [pudi logs are en Functional | Intersects With Audit Trails Mon.032 [Mechans Records of al acty
Mechanisms exist to develop, document and maintain secure baseline
for Technology Assets, Applications andor Services
10211 A JAudit logs capture allindividual user access to cardholder data. Functional | Intersects With | Secure Baseline Configurations |  CFG-02 | TAR) inat are concistont with imcoctry sccepted syatem nardening IRecords of allindividual user access to cardholder data are captured.
lstandards.
Fiechaniams exist o conlgure Technology ASSets, Appiications andlor
Configure Technology Assets, [Services (TAAS) utilized in high-risk areas with more restrictive
10211 A JAudit logs capture allindividual user access to cardholder data. Functional | Intersects With | Applications andjor Services | CFG-02.5 [baseine configurations IRecords of allindividual user access to cardholder data are captured.
(TAAS) for High-Risk Areas
Fochanis X0 contaur Tecmaagy Aot Applcations ndor
Services (TAAS) to produce event ogs that contain sufl
e of event
Cimeci(2) Wi (date and me the event sccumedi(3) Where the
levent occurred;(4) The source of the event;(5) The outcome (succ
10211 A IAudit logs capture allindividual user access to cardholder data. Functional | Intersects With | Content of Event Logs HON-03 [ e o) T ey o1 o soronme 5 IRecords of allindividual user access to cardholder data are captured.
[associated with the event
102.1.1 NiA |Audit logs capture all individual user access to cardholder data. Functional | Intersects With Audit Trails MON-03.2 :'cec‘uma""t‘:’“s exist to link system access to individual users or service [Records of all individual user access to cardholder data are captured.
10211 i it togs capture il incivicual user access to carcholder cata Functional | inersects with | priveged Functions Logging | MON-03.3 |He<rariim Xt o Tog and reiew the actons ofusers andlor Records of all individua user access to cardholder data are captred.
et loge camrare a1 actons aen P Mechanisms exist to develop, document and maintain secure baseline
wdit logs capture all actions taken by any individual wi |configurations for Technology Assets, Applications and/or Services i i
10212 " Biminiataiis access, mclocing any tieracive use of application or | Functonal | Intersects With | Secure Baseline Confgurations | CFa-02 [-ona@u"atons fo Technology Assets, Applications andior Serwices Records of al acions performed by Indviduals withelevated
[system accounts. |standards. " o P
oot oo comrere ot setoms e . oo Tema o Fiechaniams exist t conflgure Technology ASSets, Applications andior
wudit logs capture all actions taken by any individual with “onfigure Technology SSS 5, [Services (TAAS) utilized in high-risk areas with more restrictive
0212 wa ocministative access, nchuaing any Iniersctive use of appicaion or |  Funcional | Intrsects With | Applicatons andlor services | CFG-02.5  [3ees ananrincs 19 Records of al acions performed by Indviduals withelevated
privileges are capturs
lsystem accounts. (TARS) for High-Risk Areas
[Audit logs capture all actions taken by any individual with
0212 wa odmin/stative access, nclding any Interacive use of appicaion or |  Funcional | Intrsects with |  AUAtIng Use o rvleged | 1oc.21.4  |wechanisms exs o audi the exccuion ofprivleged function. Records of al actonsperformed by individuls with elevated
Jystem accounts
Fechanlss X contaure Techmaagy Aot Applcatons ndor
[services (T# to produce event logs that cont
rmaton o s monimame) Eocblon what tybe of sven
it togs capture al actions taken b it with loccurred:(2) When (date and time) e event cecured ) Where the
udit logs capture all actions taken by any individual wi Jevent accurred;(4) The source of the eventi(5) The outcome (success Recards o al actons perfomed by indiiduals with levated
10212 A Jadministrative access, including any interactive use of application or |  Functional | Intersects With | Content of Event Logs. MON-03 e o e i or oy oo Records of al actions
fystem accounts. [associated with the event
[Audit logs capture al actions taken by any individual with
10212 N/A ladministrative access, including any interactive use of application or Functional | Intersects With Audit Trails MON-03.2 g"&;’fr‘”{‘:ms exist to link system access to individual users or service R:““;dses":i 2;":’&‘;”2""'"‘“ by individuals with elevated
[system accounts. " P 9 P!
[fudit logs capture all actions taken by any individual with IMechanisms exist to log and review the actions of users and/or IRecords of all actions performed by individuals with elevated
10212 NiA ladministrative access, including any interactive use of application or Functional | Intersects With | Privileged Functions Logging | MON-03.3 [Mechanisms exist to log and review the actions of users and/or cords of al actions performed by uals with elevatec
Jsystem accounts. lservices with elevated privileges. privileges are capture
iechaniams exist o develop, document and mantain secure baseline
[configurations for Technology Assets, Applications and/or Services
10213 A laudit logs capture all access to audit logs. Functional | Intersects With | Secure Baseline Configurations | CFG-02  |(TAAS) tnat are concistent with imdustryaccepted systom hardening IRecords of all access to audit ogs are captured.
lstandards
fechanisms exist to conflgure Technology ASsets, Applications andjor
Configure Technology Assets, [Services (TAAS) utilzed in high-risk areas with more restrictive
10213 A lAudit logs capture all access to audit logs. Functional | Intersects With | Applications andfor Services |  CFG-02.5  |paseline configurations. IRecords of all access to audit ogs are captured,
(TAAS) for High-Risk Areas
Fiechaniams exis to conflgure Technology Assets, Appiications andior
services TAAS)to prvuce event log that contan suffcient
Information to, at & minimum:(2) Establish what type of event
[occurred;(2) When (date and time) the event occurred;(3) Where the
Jevent accurred:(4) The source of the eventi(5) The outcome (success
10213 A lAudit logs capture all access to audit logs. Functional | Intersects With | Content of Event Logs. MON.03 [ e e, i) The iy o oy sy IRecords of all access to audit ogs are captured.
lassociated with the event
Fiechaniams exist to ink system access to indidual users or service
10213 A Jaudit logs capture all access to audit logs. Functional | Intersects With Audit Trails Mon.032 [Viechans IRecords of all access to audit ogs are captured.
Mechanisms exist to develop, document and maintain secure baseline
|configurations for Technology Assets, Applications and/or Services
10214 A lAudit logs capture all invalid logical access attemps. Functional | Intersects With | Secure Baseline Configurations | CFG-02  |(TAAS) tnat are concistent with imdustry. acceptod systom hardening IRecords of allinvalid access attempts are captured
Istandards
fechanisms exist to conflgure Technology ASsets, Applications andjor
Configure Technology Assets, Services (TAAS) Uicd In high 1ok rems it mere restnetne
10214 A laudit logs capture allinvalid logical access attempts. Functonal | nersects it | Appications anor Services | CFG.02.5 5l confuratons IRecords of allinvalid access attempts are captured
(TAAS) for High-Risk Areas
eeRaTTme Xt confue Techmougy Asses AppTeations andr
[Serices (TAAS) o produce event 10gs that contai u
informatior at a minir (1) Establish what type u! event
occurred;(2) When (date and time) the event occurred;(3) Where the
lovent occurred(4) The source of the even:(5) The outcome (success
10214 A laudit logs capture all invalid logical access attemps. Functional | Intersects With | Content of Event Logs MON.03 [ e e i) The iy o oy sy IRecords of allinvalid access attempts are captured
Jassociated with the event
Fiechaniams exist to ink system access to indidual users or service
10214 A laudit logs capture all invalid logical access attempts. Functional | Intersects With Audit Trails Mon.032 [Viechans [Records of all invalid access attempts are captured.
0214 A it logs capture il mvald logial access attempts Functional | mersectsWith | prvleged Functions Logging | MON03.3|echariem exEt o 1og andeview the acion of usrs andor Records o all Ivald access attempts are captured
anms it fo confiure TochTagy Aesets AppIcatons Fnder
[Services (TAAS) to produce event logs that contain sufficient.
laudit logs capture all changes to dentification and authentication information to, at a minimum:(1) Establish wha type of event
lredentiais ncluding, but not imited to cured (2 e (datean'time) the eventcecured 3 ivere ne
= [event occurred; e source of the event;| e outcome (success [Records of all changes to identification and authentication credentials
10215 A I8 Eteuation of privieges. Functional | Intersects With | Content of Event Logs MON-03  lor ailure) of the event; and(6) The identity of any user/subject are captured.
I changes, additions, or deletions to accounts with administrative Jassociated with the event.
ccess.
JAudit logs capture all changes to identification and authentication
redentiois ncludin, but not imied to
I Cre 032 |Mechanisms exist to link system access to individual users or service IRecords of all changes to identification and authentication credentials
10215 A e o et oy Functional | Intersects With Audit Trails Mon03.2 [Mechanis Records of o
Al changes, additions, or deletions to accounts with administrative
fccess.
[Audit logs capture all changes to dentification and authentication
lcredentials including, but not fimited to
1033 [Mechanisms exist to log and review the actions of users and/or IRecords of all changes to identification and authentication credentials
10215 A | Creation of e Functional | Intersects With | Privileged Functions Logging |  MON-03.3 _[1echenisms exist to log and revi Records of o
o Al changes, D tions o deltion to accounts with administrative
o Ca A e etion o st Wiechaniams exist o develop, document and mantain secure baselie
[ludit logs capture all changes to identification and authenticati lconfigurations for Technology Assets, Applications and/or Services
(redentiais ncludig, but ot mied conigurations for Technology Assets. fons andior serv)
10215 A o Creaton of e acca Functional | Intersects With | Secure Baseline Configurations | CFG.02 |y ihat are consistent with industry-accepted system hardening [Records of all changes to identification and authentication credentials
I Ererationat privile 9 [standards. lare captured.
o Al changes. dditions, or deletions to accounts with administrative
; . e o enification and authentcation iechaniams exis to conflgure Technology ASsets, Applications andlor
fr“:d'e,‘:’t?j:;’m;:;‘ it :“ tification and authenticatior [Services (TAAS) utilized in high-risk areas with more restrictive
Configure Technology Assets, baseline configurations. ; :
10215 NiA n E{:f;‘:o"n";,"::ﬁfg;"’“ Functional | Intersects With |~ Applications and/or Services | CFG-02.5 :rec(?:;ds o ‘Z” hanaes to denfcation and auertication credentals
[w All changes, additions, or deletions to accounts with administrative (TAAS) for High-Risk Areas
Jaccess.
Fiechaniams exist to develop, document and maintain secure baseline
laudit logs capture the followin [configurations for Technology Assets, Applications and/or Services
10216 A o Al milztion o new audt fgs,an Functonal | Inersecs Wit | Secure Baselne Confouations | CFG-02 |(TA8) i v consantwih kst accpiad 7t hrdaring IRecords of all changes to audit log activity status are captured.
g, Sopming o pavsing o he existing audit ogs o
fechanisms exist fo configure Technology Assets, Appiications andlar
Jaudi logs capture the following: Configure Technology Assets, eices TAAS) wilvca i igh ik e it mere resircte
10216 A lw All initialization of new audit o Functional | Intersects With | Applications and/or Services |  CFG-02.5 |paseline configurations IRecords of all changes to auit log activity status are captured.
2 2 Barar, earmie. o pausin o the exsting audit logs (TAAS) for High-Risk Areas
iechanisms exist o configure Technology ASsets, Applications andlor
[Services (TAAS) to produce event logs that contain sufficient
information to, at a minimum:(1) Establish wha type of event
[occurred;(2) When (date and time) the event occurred;(3) Where the
laudit logs capture the followin levent occurred;(4) The source of the eventi(5) The outcome (success
10216 A o Al mitzation o new audt fos,an Functional | Intersects With | Content of Event Logs MON03 (51 Toiores ot the evet; anie) Ine cientiy. of any usenoumecy Records of all changes to audi log activity status are captured.
Siring. S0 o pavsing o the existing audit ogs e e e pacrt: o
[Audit logs capture the followin
10216 NiA | Al ntaization of new audit ogs. an Functional | Intersects With Audit Trails MON-03.2 :'(e:u"fn"t‘:’“s exist to link system access to individual users or service [Records of all changes to audit log activity status are captured.
Ciring. Soping. o passing of he exising audit ogs
[Audi logs capture the followin
10216 A @Al incalzaton of new audit oo, Functional | Intersects With | Pivilged Functions Logging | MON-03.3 [ Hecharisms existto log and revlew the actons o users andlor Records of al changes o audit log activiy status are captured
|m All starting, stopping, or pausing o' (he existing audit logs. P 9
e Tea Fiechaniams exis to conflgure Technology Assets, Appiications andior
onfigure Technology Assets, IServices (TAS) utiized in high-risk areas with more restrictive i indi i
10217 NIA lAudit logs capture all creation and deletion of system-level objects. Functional | Intersects With | Applications and/or Services | CFG-02.5 |paseline configurations. " R“““‘S:’:"‘e'a' °”5‘”‘“ indicate a system has been modified from
\pplcatins andior Service: ts intended functionality are captured.
Mechanisms exist to develop, document and maintain secure baseline
[configurations for Technology Assets, Applications andjor Ser Records of alterations that indicate a system has been modified from
10.2.1.7 NIA [udit logs capture all creation and deletion of system-level objects. Functional Intersects With | Secure Baseline Configurations CFG-02 ({AAS) that are consistent with industry-accepted system hardening its intended functionality are capturedy
lstandards.
eeTaTTame Xt conuTe Techugy Asees AppTeatons andr
Services (TAAS) o produce event 0gs that contain
omaton o s monimae) Eocblon what tybe o avent
loccurred;(2) When (date and time) the event occurred:(3) Where the
/ent o il rce of the ever e outcome (succe [Records of alterations that indicate a system has been modified from
10217 A |Audit logs capture all creation and deletion of system-level objects. |  Functional | Intersects With | Content of Event Logs, ooz GGG S S0 o ety o oy ercunect Records of sherations that Indicate o5
Jassociated with the event.

Secure Controls Framework (SCF)

24 of 46



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descriptions

STRM
Rationale

STRM
Relationship

PCI DSS v4

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relations

version 2026.1_x000a_03/27/2026

y y p ‘032 [MEChanisms existto ik system access to ndiidual users o service Records o aterabons that e  ysem s b modfed o
10217 A Jucit 0gs capture ai creation and deleton o system-level abjects. |  Functonal | Intrsects With nuait Tris won03z [Jechens s hesords of aeratons hat indicre
y echanisms 6t Tog and vt the actons o usrs ndlr Records o keratirs tht e o sysecm s been moaiied from
10217 A i o s csion o sttt et o[ s v | et o ooy [ wonen s BeCe S A s e o Shorators i nacate
Panias ot to devalp, docrt T TR SEET Bl
it togs record the ollowing details for each aucitable event Confguration forTechnolooy Acsets, Applcations andior Sev
et eneinton AR o Constont i s acepied sy hrdeins
H an
Typeof event. sttcient ata o be bl 0 enty successtuand faed attempts
1022 A Functional | Itersects With | Secure Baseline Configuratons | CFG-02 s o each even Isted
s Srignaton ot event. Fedurement 1631 ae captred:
8 ety or name of afected cata, system component, resource, or
Fervice (lor example. name and protacoD
Wechaniems exist o Configure Technology Resets, Applcations andlor
it logs rcordthe fllwing detais orcach auditable even [Services (TAAS) utilized in high-risk areas with more restrictive
e User denti aceine coniguratons
: Tyve ;;d(‘m‘s Configure Technalooy Asses, Suficient data to b able o idenify successfu and faied attempts
1022 A P - Functional | Itersects With | Applications angjor Services | CFG-02.5 s 20 ho, What, when, where. and how fo each event Isted i
oo (TAAS) for High-Risk Areas requirement 10.2.1 are captures
= Oriinaton o eve
¢ Gey o mam o aected at,systom component reseurce, or
lservice (for example, name and protocol).
[Mechanisms exist to configure Technology Assets, Applications and/or’
fucltlogsrecord the follawing detal or each auditable event: [services (TAAS) to produce event logs that contain sufficient
et e formaton to a2 minimur; 1) Estabish what tpe of event
ot avent. loccurred () inen (Gate and tme) the cvent occurreci3) Where the
= Type of event. oCcurTedi2) inen date and i) he svent sccurred (o) Where e Suffciontdtato b bl tadetitysucesstu and e st
1022 A kT Functional | Intersects With | Contentof vent Logs HON03 T o ey s ho, what, wher, where, and how fo each évent sted n
ln Origination of lassociated with the event. Feauirement 16.2.1 are capture
= Gentty f nare of afected data system component, resource, or
Fervice (for example. name and protocoh
b lgsrecord te folowing etals o ach auataleevert
o Dser genuncat
= Type of svent
2 Type ofeven oms exitto Ik system it wsers o ser sttcient ata o be bl 0 enty successtuand faed attenpts
1022 NIA Date and i Functional Intersects With Audit Trails MON-03.2 [Mechanisms exist to link system access to individual users or service 5 wh where, and how for each event listed in
= Siccess and failure inicatin, ccounts. o, whe nd
2 Success and foure Fedemant 1631 a captre
= centiy or name of affected dats, system component, resource, or
Fervice (lor example. name and protacoD
Rt oge are protected rom destruction and unauthorzed on[Feckieme e prtac v o st ol
103 A Functional | Inersects With | Protecton of Eventogs | MON0B Tt protact aventogs and. s
Pt 0gs ae protected rom Gestraction and unautharzed y o Rcces by SUESeCoTPWIEGRT | “pronrom3 [ Hechanims it o et acess t he monoGemert o7V o
103 A Functional | Intersects With Users MON-08.2 |t5 privileged users with a specific business need; s
Fead access to audt Togs fles T Tmked 1 those with a Jobreated o echaisms s  prtect vt o and it ol Siored activiy records cannot b accessed by unauthorzed
1031 A [read Functional | Inersects With | Protection of EventLogs | MON0B %t protect sventlogs and. s e o
Read access 1 audt ogs fles T Tmiked 1 Those with 3 Job-reated y o Rcces by SUESeCoTPVIEGRT | “pronrom 3 Hechanims it o et acess t e monogemert o7V o Stored actviy records camnot b accessed by unautharzed
1031 WA lneed. Functional | Intersects With Users MON-08:2 o privileged users with a specific business need. s lpersonnel.
1032 A it g les are protected t prevent modificaions by indviduals. | Functonal | ntersects With | _ Protecton ofEvent Logs | MON-0g |/ 1echamisms exist o protect event ogs and audit tols from s stored actviy records cannot be mocifed by personnel
1032 A i og e are proteced toprevent mosicatons by naviuals. | Functional | itersecs witn | <055 By Subset ofPrieged | o g, [Vechanisns 3§§:slg,;$;";;;;;§5;;;;g;’:ggggems"‘ of eventlogs s stoed acivity records cannot be modifed by persomnel
Rt g s, including fose for external facng tchnologis, are . y Mecharisms exist o utilze a Securty ncdent Event Manager (SN, BT o—— —
1033 wa Iromptly backed up t0 a secure, cental. intermal 103 servent)or oner]  Functional | Intrsects with [Cenralzed Collection of Securt| 0.2 or simir automate ool support he centraiized catcton of s stored activty records are secured and preserved in a entral locatio
[media that is difficult to modify. 9 [security-related event logs. P
it g s, inclucing those fo external facng technologs, are — - .
1033 wa orompty backed up t0  secure, cental, nternal og Server(s o other|  Functional | Intersects With |  Central Review & Analysis | MON-02.2  [Automated mechanisms exist to centrally callect,review and analyze s ored actiiy records e secured and preserved na cenral location
|media that is difficult to modify. Pl
it g s, including those fo external facing technologes, are Wechariams exit o back up event ogs onto  physicaly aferent
- for externalfoci gies o ) | Event Log Backup on Separate | 100 ° Stored activiy records are secured and preserved i a central acation
1033 A brompty backed up o secur,cetrl el 10gsevr () o oter|  Funcional | nerscts win | £¥e7L09 8345 00 Semarate | on0n.1ysem or st component than e Secury nident Event s tored actuy records aresecured o
[ tha s aficut to oy anager (SEM) o simiar automated
Fl nesrity monitorng o change-detection mechantams s used on Rechariom it 10w i eory Moy P e
1034 A UG 065 0 ensure that exstng 09 data cannot be changed without |  Functonal | Intrsects with [EN9POIN File Inegrity Mantoringl ey, technologies, o detectand reportan uaueharzed changes to s stored activiy records cannot be modifed vithout an alert being
[generating alerts. |selected files and configuration settings. o
[File integrity monitoring or change-detection mechanisms is used on [Frecansms eXTST T0 UTize a FTe Mtegricy Moneor [F1), o simiar
o1y [change-detecton technaiooy, an eriicl Technology Assers, stored actwity records cannot be madifed without an airt being
1034 A B8 e g g s camos b chorged i | unctena | mrsectswin | e ey wonkorng ) | wowon7 CI9SEE sy el Te o e s siored act
Mecharisms exist o ailze » Securiy Incdent Event Manager (SEM),
104 A i logs ae eviewed to dentiy anomalies or suspiciousactivy. |  Functonal | ntersects witn | Automated Tools forRealTime | 00,015 beShenie T S D SO a2 Bt etase 3 s
\ lincident escalation.
Mecharisms e o generate, monitar, coreate and respond o
aerts from ohysical,cybersecuity data protecton and supply chain
104 A Jucit gs ar reviewe o dentiy anomalies or suspicous actuty. |  Functonal | ntersects With | System Generated Aleris | MON-OL4[apuitec o achicet haaracd Shiston swsriomen s
TS T o 78 3 e Tty oTTor TFI-or ST
. nge-detection technoogy. on ciical Technology Asset
104 A it ogsare reviewedt o idenity anomalies o susicious activty. | Functional | Itersecs Wit | Fie Ineority Monitring (M) | MON-01.7  [Xhenedetecton technaly, oncriucal Technology Asee s
echarrs exs & eview event Togs ov an ongoig bas and
104 A bt ogsar reviewd to deny anomalesorsusicous actviy. | Functonal | ntersects Wih | Secury Even Moniiorng | MON-018 [escalate incints i acordance wih estashed imeines and s
omraiea Corecton o Secom echarisms oXst o uize  Securiy Incdent Event Manager (SEM).
10.4 NA |Audit logs are reviewed to identify anomalies or suspicious activity. Functional | Intersects With B Y| MON-02 or similar automated tool, to support the centralized collection of 5
o [security-related event logs.
022 [Atomated mechanisms exi to centrally coeck review and anaiyze
104 A it ogs are reviewedt to identity anomalies o suspicious activly. | Functional | Intersecta With | Central Review & Analysis | MON022 [papiosca oo i 5 cen s
e following audt logs are reviewed atleast once dai
o A securiy cvents
£ oo 7 'y componene htstore, rocess, o ranie CHD
Mecharisms exist to iz a Securty Incdent Event Manager (SIEM),
1041 A 555 o ai crtial system componens, Functional | Itersects witn | Automated Tool for Real-Time | o1 5 o sy automated 100, t Support near reak-uime analya and s Potenilly suspicous o anemalous actiites are quikl dentied o
[w Logs of all servers and system components that perform security 4 lincident escalation.
ffunctions (for example, network security controls, intrusion-detection
wysems (DS/PS).
[servers).
Wecharism exi o generate, moniar, coreate and respond o
[[he following audt logs are reviewed at least once daily folerts from physical, cybersecurity. ata protection and supply chain
In All security Jactvities to achieve integrated sitGational awareness.
= Logs o all ystem companents thatstre, process, r transmi CHO
ndor ShD.
1041 NA |m Logs of all critical system components. Functional | Intersects With |  System Generated Alerts MON-01.4 B [potentially suspicious or anomalous activities are quickly identified to
|w Logs of all servers and system components that perform security [minimize imp:
Funcions (for exampie. network securty controls, nrusion getection
systems (IDS/IPS),
e following audt logs are reviewed at st once dai
A securiy cvents
2 Cogs of il system componentsthat store, pocess, or transmik CHO
Sncor SAD. echanisns et t iz  securty Incient Event Hanager (S,
1041 A 2 ogs of ai crical system components. Functional | itersects i [Centralized Colection of Securty) yop,z o sl automated 1001 to support the cenraled coectan o s Potenilly suspicous o anemalous actiites are quickl dentifed o
Il servers and system components that perform security 9 lsecurity- related event logs.
Functons for example, netwok secunty cortrol. mirsion getecton
sy (D317
Wecharisms eXsE o eview event Togs ov an ongoig bass and
[The following audit logs are reviewed at least once daily: lescalate incidents in accordance with established timelines and
A Securiy events eecalse e
- Lo o a5t components ht stor,process, o ranst i
bt
1041 A = g5 of al crical sytem components. Functional | Intersects With | Security Event Monitoring | MON-0L s Potenillysuspicous o anamalous actiites are quickl identied o
5 LoGs of il ervers an system comporiets that perform securiy
[uncions (for exampie, nework securiy contrts, nuslon detecton
ysems (DS/PS).
[servers).
[ alowing aut a0 are revinea et ance
o Al security o
= Logsof all ystem companents thatstre,process r transmit CHO
ndor SAD.
Jutomated mechanisms exis to centrally collct review and analyze orentially suspicious or anomalous activies are quickly identified to
1041 A o0 ot rat syt componerts Functional | Intersects With | Central Review & Anaysis | MOW-02.2 s
Logs of all servers and system components that perform security [pudit records from multiple sources. [minimize impact
Funcions (for exampie. network secunty contrls, mrusion aetection
systems (IDS/IPS),
echanisms exis o uiize » Security Incdent Event Manager (SIEW),
mated mechanims an o aucit g revien ctonal | m | Automatea Tooks for ReaiTime | o0 haniame i fert & rotentialy suspicious o anomalous actiies are identifie via
10411 wa lutomated mecharisms are used to perform audi og reviews Functional | Itersects With o MON-012 o Simiar atomate ol tosuport nar reaime nayss ana s Potentiolly suspicous o anomalous o
Wechanisms exit & Generate, monfar, corrie and r8spond 10
Jalets from physical, cybersecurity, data protection and supply chain lPotentially suspicious or anomalous activities are identified via a
10411 wa lutomated mecharisms are used to perform audi og reviews Functional | Intersects With | System Generated Alerts | MON-0LA [2puits 0 aeheus itoarated stistond ousroten s FPotentiolly suspicous o anomalous o
[Mechanisms eXist o review event logs on an ongoing basis and |Potentially suspicious or anomalous activities are identified via a
m: me nisms are rm it reviews inction: Int it rity Event nitoring I escalate incidents in accordance with established timelines and i e
10411 wa lutomated mecharisms are used to perform udi og reviews Functona | mersects win | Securty Event Monorng | owon[esclte n s Potentioly suspicous o anomalous o
[Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
s o 109 reu ) i [Centraized Collecton of securty] o ! 3 Potental suspicious o anomalous actiies are identfied via &
10411 A Iutomated mechanisms are used o perform aucit 0g reviews Functional | itersects with Cotecton HON02 ol iromate e, 3 suppor th centled clecton o s Potentiolly suspicous o anomalous o
tomated mecharisms exist o coreate both echmical and
s o — ’ ; ot 021 [echmical nformation rom across the enterprise by a Securiy inident| Potentialy suspicious o anomalous actiies are identified ia &
10411 A Iutomated mechanisms are used o perform aucit 0g reviews Functonal | Inersects with |Correlate Moritoring Informarian|  MON-G2.1 [SCTical fermaten fom acros the enterprise by a secur s Potentiolly suspicous or anomalous o
organization-wide sustional swarenese.
[Automated mecharisms exst to centrally Coect, review and analyze Forentilly suspicous or anomalous scEies ar Tdenied via &
0411 A utomated mechantsms are used t perform audit og reviews Functonal | Inersects With | Cental Review & Analyss | MON022 [iermored mechnleme ext o cor s L S o oo
ILogs of all other system components (those not specified in [Mechanisms exist to review event logs on an ongoing basis and [Potentially suspicious or anomalous activities for other syster
1042 A lLogs of o other system companents (hose not s Functional | Intersects With | Security Event Monitoring | MON-01.g |escalate ncdents in accordance with esablished tmelnes and s Cormpanents ot incaded n T0.33) o reviewed m aceardane with
a perodically procedres e entiy's dentfied sk
|me frequency of perodic log reviews foral ather system componerts [Mechanisms exist to review event logs on an ongoing basis and
loann A [(not defined in Reaquirement 10.4.1) is defined in the entity’s targeted | ¢ ! win | s cvent i MoN-0s |SSCAILE incidents I accordance withestablished timelines and S reviews for lower-risk system components are performed at a
Z [k analysis, which is performed according to ail elements specified in|  Functional | Intersects Wit ecurity Event Monitoring - lprocedure: frequency that addresses the entity’s risk.
Reauremen
1043 A [Exceptions and anomales dentiied during the review process e | funcional | subsetof Contnuous Monitaring | MONG1 _[echanieme exit o faciitate the implementation of nterprise wide 10 suspicious or anomalous actvtiesare addressed
Wechanisms st & Generate. monar coreate and respond o
' " . ers rom physica, ybersecrty. data protection and supply chain
1043 wa [Exceptions and anomalis denfified during the review Process are | fncronal | Intersects With | System Generated Alerts | MON-OLA [ocuutios to achioct ntoarencs stistionty onaronaan PP s Suspicious o anomalous activies are addressed
e i d lies identified d the [Mechanisms exist to review event logs on an ongoing basis and
1043 A [Exceptions and anomalies identified during the review process are Functional | Intersects With | Securty Event Monitoring | MON-0L8_[escalate ncdents n accordance with estabihed timeines and B Isuspicious or anomalous activities are addressed.
1 log istory s retained and avalable for analys ctonal | m ] } on 6 Mechanisms exist to retan mecta and data in accordance witn ot s o sty areavtable mectatly o suprt
105 A [pudit log history is retained and available for analysis. Functional Intersects With Media & Data Retentior DCH-18 [applicable statutory, regulatory and contractual obligations. s lincident response and are retained for at least 12 montt
Mechanisms exit o retain event ogs for  time period consistent with
o [ecords ekention requirements to provide Suppors fr afte th.fack Wistoica records o actiuy are avllble immedatelyto support
105 A [puditlog history is retained and available for analysis Functional Intersects With Event Log Retention MON-10 linvestigations of security incidents and to meet statutory, regulatory s lincident response and are retained for at least 12 months.
i contractual rtention recuremens.
Retain aucit g history for at east 12 months, with  eastthe most 6 Mechanisms exist o retan mecta and data n accordance with istoica records of aciuy are avallable (mmeatel to support
1051 Nia [recent three months immediately available for analysis. Functional Intersects With Media & Data Retention pes [applicable statutory, regulatory and contractual obligations. s lincident response and are retained for at least 12 months.
Mechanisms exit to retain event ogs for a time period consistent with
FRetain aucit g history for at east 12 months, with a east the most | runcionat | ; ren ton recoras retention recuirements t provide sUpport for ftershe-foct bistorica records of sty ars avlal immedately o support
1051 NA Irecent three months immediately available for analysis. Functional | Intersects With Event Log Retentior MON-10 finestigations of security incidents and to meet statutory, regulatory 5 lincident response and are retained for at least 12 mont
3 conrachual rvention requrements.
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Mechanisms exist to:(1) Retain Personal Data (PD). including
oy
[Retain audit log history for at least 12 months, with at least the most Personal Data (PD) Retention & s [ stoage: anat3) Use organation-defined techmaues of methoo: Historical records of activity are available immediately to support
1051 WA Irecent three months immediately avalable for analysis. Functional | Intersects With Disposal PRI0S lensure secure deletion or destruction of PD (including originals, copies s incident response and are retained for at least 12 months.
Jand archived records
[Mechanisms exist to develop, document and maintain secure baseline
h t settings [configurations for Technology Assets, Applications and/or Services
106 A I Functional | Intersects With | Secure Baseline Configurations | CFG-02 | (TAAS) tnat are concistent with imdustryaccepted systom hardening B
lstandards.
Mechanisms exist to configure Technology ASSers, AppIICations and/or
106 A h t wetings | puncionst | inersecs i | SCIOUETeSlogy Assets, | Iserices (TAAS)utlized n highis areas with more restrctive R
unctional | Intersects Wi pplications andor Services. x lbaseline configurations.
[peross all systems. (TAAS) for High-Risk Areas 9
[fme Synchronization mecharisms support consistent ime setings System-Wide ] Time-Correlated 027 |Automated mechanisms exist to compile audit records into an
106 N [across all system: Functional Intersects With Audit Trail MOoN-02.7 audit trail that is s
L P— . OT— Mechanisms exist to configure Technology Assets, Applications and/or
206 ™. ime-synchronization mecharisms support consistent time settings | gunctonal | Intersects With Time Stamps MON-07  [Services (TAAS) to use an authoritative time source to generate time 5
focross all systems. [stamps for event logs.
o6 i :{Tuesssyl‘v‘(momzauon TeChanisTs SUPpOTt Consistent ime setings | runctional | mtersects with Sncronzalion VIth | 0 g7 1 [lechanisms exs o synchorize nernal system clocks wih an S
e-synchronization mechanisms SUpROTE ConSistent tme sethings " p ot . Fichartams ottt sss e Sycronzaton techniosy ©o
106 A sy hroreat Functional | Intersects With | Clock Synchronization SEAZ0 e e o e 5
Riechan(ams exie o deseiop doedrent 373 FTEaT Secire BIseie
ized usi izati [configurations for Technology Assets, Applications and/or Services
1061 A e aocks and time are synchronized using time-synchronization | - yncrional | intersects With | Secure Baseline Configurations | CFG-02 TAAS) that are consistent wikh Industry. accepted system hardening 5 (Common time is established across all systems.
lstandards.
Cooure Tematoay peeet WMechanisms exist to configure Technology Assets, Applications and/or
" ized ush . ieati onfigure Technology Assets, [services (TAAS) utilized in high-risk areas with more restrictive
1061 A [ystem clocks and time are synchronized using Hme-synChIONZStoN | puncional | Intersects Wit | Applications andlor Serices | - CFG-02.5 [beCain (onngurations. | s (Common time is established across all systems.
(TAAS) for High-Risk Areas
[System clocks and time are synchronized using time synchronization System Wide | Time-Correlated 027 |Automated mechanisms exist to compile audit records nto an
1061 /A e Functional | Intersects With de f Tme MON.02.7 nisins exst to o 5 (Common time is established across all systems.
T romzed voma F— Mechanisms exist to configure Technology Assets, Applications and/or
1061 NiA [chnolagy - e tme are synchronized using time-synchronizetion | Functional | Intersects With Time Stamps MON-07  fservices (TAAS) to use an authoritative time source to generate time 5 |Common time is established across all systems.
[stamps for event logs;
oot v eyt cocks and time are synchvanized usng Ume S0 ehaniaton | puncronal | nersecs win Synchvonization With MON-07.1_|Mechanisms exist to synchronize internal system clocks with an S Common time i established across ol systems
fechno Time Source time source.
systom locks 3nd i a7 symchrantzed v B symrortaaton 3o [Mechanisms exist to utilize time-synchronization technology o
1061 A [t o Functional | Intersects With | Clock Synchronization seago  [Mechanioms exist o utllze tme sync s (Common time is established across all systems
Mechanisms exist to develop, document and maintain secure baseline
[configurations for Technology Assets, Applications and/or Services
systems are confiurd to the correct and consistnt tme a5 foows: (TAAS) that are consistent with industry-accepted system hardening
ls One or more designated time servers are i lstandards,
o Only the designated centrl time Serverts)receives time from
lexternal s
& Time received from extenal sources is based on Intenational
ftomie Time or Cordinated Univrsal Time (UTC)
1062 A e e e e pibtes only from Functional | Intersects With | Secure Baseline Configurations | CFG-02 B [The time on all systems is accurate and consistent.
Specifc incustry-accepted external sources
o Where there i more than one designated time server, the time
lServers peer with one another to keep accurate time.
|n Internal systems receive time information only from designated
[Fentral tme server(s)
Mechanisms exist to configure Technology Assets, Applications and/or
[services (TAAS) utilized in high-risk areas with more restrictive
systems are configured t the correct and consistnt me a5 folows: bbaseline configurations
ln One or more designated time servers are
2 Oniy the designated centraltime Server(s) receives time from
frermalsources
1062 A e e mibtes only from Functional | nersect With | Applications andlor Sevies” | CFG-02:5 s [The time on all systems is accurate and consistent
[specific mdus(ry'a((epted external sources. ‘o
ihan one Gesignated tme server, he time
Servers peer with one anoiher to keep a
e ntermalcystems receive time nformation oy for designated
lcentral time server(s).
[systems are configured to the correct and consistent time as follows
lx One or more designated time servers are in use.
ln Only the designated central time server(s) receives time from
exlema\ Sources,
received from external sources s based an Intenational
[tomic Time or Coordinated Universal Time (UTY System-Wide / Time-Correlated 1027 |Automated mechanisms exist to compile audit records into an
1062 A T o e e miates only rom Functional | Intersects With ide | Time. MON-02.7 nisms exist to <o 5 [The time on allsystems is accurate and consistent.
specitcindustry-accepted external sources
e designated time server,th time
Cetverspos with ane anather o ep
[nternal systems recelve time information oty from designatett
lcentral time server(s).
Mechanisms exist to configure Technolody ASSets, AppIcations and/or
[services (TAAS) to use an authoritative time source to generate time
sstems are configured o the correct and consistent tme as olows amps for event logs.
more designated time
= Only the Gesignated central tme server(s) recelves time from
fextemal sources
ime received from external sources is based on International
[tomic Time or Coordinated Universal Time (UTO)
1062 A B om oo it cameteo) Sesant e umdatas only from Functional | Intersects With Time Stamps MON-07 5 [The time on all systems is accurate and consistent.
lspecific industry-accepted external sources.
o inere there s more than one designated ime server,the time
lServers peer with one another to keep accurate tim
[ Intemal systems receive tme nformation anly from designated
Central time server(s)
[systems are configured to the correct and consistent time as follows:
A designated tim are in use.
m Only the designated central time server(s) receives time from
lexternal sources.
ln Time received from external sources is based on International
Jtomic Time or Coordinated Universal Time (UTC). " Synchronization With " [Mechanisms exist to synchronize internal system clocks with an .
1062 A [ The designated time server(s) accept time updates only from Functional Intersects With Authoritative Time Source MON-07-1 13 thoritative time source, 5 [The time on all systems is accurate and consistent.
lspecific mdustry-at(evted external sources,
o Vinere there s more than one designated me server,the time
Servers peer with one anather o keep aceurate tm
[ intemal systems raceive time nfonmation anly rom designated
Central tme server(s)
5ystems are confgured to the corect and consistent time as olows
ls One or more designated time
= Oniy the designated centraltime serverts) recelves time from
lexternal sources.
o Tme receivd from externl sources s based n nernational
[Atomic Time or Coordinated Universal Time (i . " i 20 [Hechanisms exs o uilze tme-synchronizaton technology o . . y
1062 A e e e e T Cates only from Functional | Intersects With | Clock Synchronization SEAZ0 e e e e 5 [The time on all systems is accurate and consistent.
foeciic (ndustry-accepted extarnal sources,
is more than one designated e server, the tme
srvr peer with one another to keep ac
[interal systems raceive tme information anty rom desigrated
Fentral tme server(s)
Mechanisms exist to develop, document and maintain secure baseline
[Time synchronization settings and data are protected s follows: [configurations for Technology Assets, Applications andjor Services
o Accesstotm et is reticed toaniy persemnel with a business (TAAS) that are consistent with industry-accepted system hardening
1063 A ed Functional | Intersects With | Secure Baseline Configurations | CFG-02  [standards 5 System time settings cannot be modified by unauthorized personnel
Any changes to time settings on critical systems are logged,
[monitored, and reviewed
Mechanisms exist to configure Technology ASSers, AppIIcations and/or
ITime synchronization settings and data are protected as follows: [services (TAAS) utilized in high-risk areas with more restrictive
ln Access to time data is restricted to only personnel with a business Configure Technalogy Assets, aseline configurations.
1063 A Ineed. Functional | Intersects With | Applications andor Services |  CFG-02.5 5 [System time settings cannot be moified by unauthorized personnel
[ Any changes to time settings on critical systems are logged, (TAAS) for High-Risk Areas
[monitored, and reviewed.
fTime synchronization settings and data are protected as follows:
|n Access to time data is restricted to only personnel with a business
1063 N/A [need. Functional Intersects With | SYstem- W\de /Tlme Correlated | yoy.gp,7  [Automated mechanisms exist to compile audit records into an 5 |System time settings cannot be modified by unauthorized personnel.
Trail audit trail that is
‘Any changes to time settings on critical systems are logged,
[monitored, and reviewed.
Mechanisms exist to configure Technology Assets, Applications and/or
[Tme synchonizaton sitings and daa are protected as olows [Services (TAAS) to use an authoritative fime source to generate time
5 to time data is restricted to only personnel with a business [stamps for event logs,
1063 A Functional | Intersects With Time Stamps MON-07 5 System time settings cannot be modified by unauthorized personnel
ey changes o time settings on riical systems are logged,
[monitored, and reviewed.
[Time synchronization settings and data are protected s follows:
|n Access to time data is restricted to only personnel with a business
1063 A eed Functional | Intersects with |, Synchronization With | oy 7,1 [Mechanisms existto synchronize internal system clocks with an s System time settings cannot be modified by unauthorized personnel
ln Any changes to time settings on ritical systems are logged,
[monitored, and reviewed.
[Time synchranization settings and data are protected as follows:
ln Access to time data is restricted to only personnel with a business : ize tim ronizati
1063 A e Functional | Itersects With | Clock Synchronization seazo  |Mechanisms exist t utize fime-synchronization technology to s System time settings cannot be modified by unauthorized personnel
[w Any changes to time settings on critical systems are logged, P Y
[monitored, and reviewed.
Falires of icalsecuritycotral syt ae detected epored Respond To Unauthorized y Wechanisms exist to respond to Changes o
107 WA [and responded to prompt| Functional Intersects With Changes CFG028 |settings as security incidents. s
Fatres of ricl securty cotrol systems e detected, epored 024 |Automated mechanisms exist to implement remediation actions upon
107 NiA [and responded to promptl Functional Intersects With | Automated Security Response CHG-024 line detection of unauthorized baseline configurations change(s). s
hanisms exist to provide a security, compliance and resiience
Fatres o ritcl securty control systems e detected,repored urity, Compliance p ;
107 A e e sesar Functional | Intersects With | SECrty, Complence s | cpvoz controls oversigh uncion tht eports o the orgaizatin' eecutve 5
fechanisms exIst [0 requIarly review processes and documented
[Falures of crtical security control systems are detected, reported, ecurity, Compliance & jprocedures to ensure conformity with the organization's security.
107 NA o oo o oty ¥ P Functional | Intersects witn | Security, Compliance & €PLO3  fcompliance andior resilence polices, standards and ather appicable s
requirements.
[raiures of critical security control systems are detected, reported. Functional Review Of Security, lechanisms exist to reqularly review Technology Assets, Applications
107 " [Failures of critcal security 4 ” Functional | ntersects With | ' Compiance & Resilence © | CPL03.2 fand/or Services (TAAS) for acherence to the organization's securty s
P promptly. Controls |compliance andjor resilience policies and standards.
Fallres S CTECal secuty Control syt ae deecid, repoied Endpoint Detection & Response y Flcharisis et 1 deectand respond o unauthorized onfuraton
107 A e s oo Functional | Intersects With oo END0s2 [Mech 5
. echanisms exist o mplement and govern processes and
107 WA [Falures of crical security controlsystems are detected, reparted. | puncional | subset Of | Incident Response Op Ro01 o facitate y 10
P pror lfor cybersecurity and data pmkec!mn related incidents.
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descriptions

R

STRM
Relationship

PCI DSS v4

SCF Control

Secure Controls Framework (SCF)
ontrol Description

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[Fotres o crtcal seurtycontrol systems e cetsted,repoted
land responded to prompt

Functional

Intersects With

Timely Maintenance MNT-03

IMechanisms exist to obtain maintenance support and/or spare parts
lfor Technology Assets. Applications and/or Services (TAAS) within a
|defined Recovery Time Objective

[Foires of cTical secury controlsystems ae deteced,repores.
Jand responded to pror

Functional

Subset Of

Continuous Monitoring MON-01

o facilitate the of
rononng contols

[Failures of critical security control systems are detected, reported,
land responded to promptly.

Functional

Intersects With

System Generated Alerts MON-0L.4

hanisms exist to generate, monitor, correlate and respond to
llerts from physical, eybersecnty. dath proection and supply chain
[activities to achieve integrated situational awareness.

[Failures of critical security control systems are detected, reported,
land responded to promptly.

Functional

Intersects With

Risk Remediation RSK-06

IMechanisms exist to remediate risks to an acceptable level

[Failures of critical security control systems are detected, reported,
land responded to promptly.

Functional

Intersects With

Risk Response RSK-06.1

[Mechanisms exist to ensure proper risk response actions were
lperformed to remediate findings from security, compliance andjor
resilience-related:(1) Assessments;(2) Audits; and/or(3) Incidents.

NA

[Failures of critical security control systems are detected, reported,
land responded to promptly.

Functional

Intersects With

Centralized Management of
Security, Compliance &
Resilience Controls

SEA-OL1

[Mechanisms exist to centrally-manage the organization-wide
Imanagement and implementation of security, compliance and
resilience controls and related processes.

NA

[Fotures o crtical securtycontrol systems o cetted,reported
land responded to promptl

Functional

Intersects With

Thirparty Incident Response & | rpy.1y
Recy

overy Capabilities

[Mechanisms exist to ensure response/recovery planning and testing
Jare conducted with critical suppliers/providers.

107.1

faditonal requirement orservice providers any: Failuresof ctical
lsecurity control systems are detected, alerted, and addre:
prompty, including but notiiced to faiure of e ollowing critical
securty contrl yst
fwork securty controls

lm 1DS/1PS.
lm FiM.
lm Anti-malware solutions.

o Soomertation comtrors (1 e

Functional

Intersects With

Respond To

o CFG02.8

respond to

changes to
ettmgs s securty incidents

Filures in ciical security controlsystems are promptly identifed and
laddressed

1071

fadditonal requirement for service providers only: Failures ofcritcal
lsecurity control systems are dete
oo mciocing o not i o Fallre o e tatomwing eiical
Jsecurity control systems:
ecurity contrals.

[m 1DS/1PS.
lm FIM.

Anti-malware solutions.
o Prysical access control
o Loglcal access
lm Audit loggin

o e mention comrel 1 ised).

Functional

Intersects With

ecurity, Compliance &

Resiience Controls Oversight | P02

IMechanisms exist to provide a security, compliance and resiler
Contrals oversight fanction that report t the organization's executive
rship,

Fllures i ciical securiy control systems are promptly dentifed and
laddressed

1071

faditonal requirement forservce providers anly: Failuresof crtical
pecury control oystems are detected,atertd, and adcre
mptly,including but not imited o failure of e falowing critical
Eecurity control syst
o Network security Controls.
st

= Antimatware sautions
la Physical access controls.

= Logica access control.
[m Audit logging mech:

= Segmentation contral (f used).

Functional

Intersects With

Security, Compliance &

Resillence Assessments cpLo3

[Mechanisms exist to regularly review processes and documented
lprocedures to ensure conformity with the organization's security,
[Compliance andor resiience porces, standards and other applicable
requirements.

[Failures in critical security control systems are promptly identified and
laddressed

1071

ladditional requirement for service providers only: Failures of critical
lsecurity control systems are detected, alerted, and addressed
promty. including but not it t faiure of th folowingcriica
[security control s
l Netwerk security cantrols

lm 1DS/1PS.

ln FIM.
lm Anti-malware solutions.
[m Physical access controls.

= Segmentation contrals (f usea.

Functional

Intersects With

Functional Review Of Security,

Compliance & Resilience CPL03.2
Controls

hanisms exist to regularly review Technology Assets, Applications
o Services (TARS) for adherence Lo he organisations cocerty.
|compliance and/or resilience policies and standa

[Failures in critical security control systems are promptly identified and
laddressed.

1071

faditonal requirement forservce providrs anly: Failuresof crtical

securiy control systems are detected, alerted, and adre
o ncutiog ok not Imted t falure ofthe falowing eritica

Eecuriy control systems.

[m Network security controls.

lm 1DS/1PS.

FIM
lm Anti-malware solutions.

Im Audit logging
la Segmentation controls (if used).

Functional

Intersects With

Endpoint Detection & Response '
o END-06.2

IMechanisms exist to detect and respond to unauthorized configuration
|changes as cybersecurity incidents.

[Failures in critical security control systems are promptly identified and
laddressed

1071

fdditonal requirement for service providers only: Failures ofcritcal
securtycontrol ystems are detecte, alerted,and adcre
o nctotig oot ot mted b falure of th fatowing ertica
Eecurty control systems.
security controls.
[m 1DS/1PS.
ln FIM.
lm Anti-malware solutions.
[m Physical access controls.
lm Logical access controls.
lm Audit logging mechanisms.
|m Segmentation controls (if used).

Functional

Intersects With

Restrict Access To Security
Functions END-16

[Mechanisms exist to ensure security functions are restricted t
lauthorized maividuals and enforce least prviege contol requirements
lfor necessary job functions.

[Failures in critical security control systems are promptly identified and
laddressed

1071

NA

|additional requirement for service providers only: Failures of critical
Jsecurity control systems are detected, alerted, and addre:
promety. ncluing but ot imied o faure of the olowing criicol
[security control s
Security contols

ln 1DS/1PS.
Im FiM.
lm Anti-malware solutions.
lm Physical access controls.
Im Logical access controls.
[m Audit logging mechanism:

Segmentation contral (f used).

Functional

Subset Of

Incident Respt P

Mechanisms exit o mplement and govern processes and

1R0-01

o facilt
for cybersecurty and dats rotechon-elated incients:

[Failures in critical security control systems are promptly identified and
laddressed

1071

faitionsl requirement for service praviders only:Failures of criical
Jsecurity control systems are detected, alerted, and addresse
fpromatly. including but not limited to ailure of the following ol
securltymn rol syster
ork security controls.
= IDsips.
lm FIM.
lm Anti-malware solutions.
[m Physical access controls.
o Logica access controls.
lm Audit logging mi
= Segmention comrel 1 ised).

Functional

Subset Of

Continuous Monitoring MON-01

t to faciltate the of
motonng contols

[Failures in critical security control systems are promptly identified and
laddressed

107.1

NA

futational requirement for sarvice praviders oly: Fallures of crtical
pecurity control oystems are detected, alertd, and adcre

o nclusing but ot imied t faiure of the lowing eritical
Eecurty control 5

= Network Securty conrols.

= Ant matware soutions.
ln Physical access controls
o Logiclaccess conirols.
ln Audit logging m
Camentaton contrels (1 dsed)

Functional

Intersects With

System Generated Alerts MON-0L.4

[Mechanisms exist to generate, monitor, correlate and respond to
lalerts from physical, cybersecurity, data protection and supply chain
lactivities to achieve integrated situational awareness.

[Failures in critical security control systems are promptly identified and
laddressed

1071

faditonal requirement for service praviders ol Failures of crical
lsecurity control systems are detected, alerted, a
promety. ncuding but notimited o faure of e following citcl
lsecurity control s
o Network Securty comrols.

o D7

= Ani-malware solutions
[m Physical access controls.

= Segmentaton contrors i used).

Functional

Intersects With

Risk Remediation RSK-06

IMechanisms exist to remediate risks to an acceptable level

[Failures in critical security control systems are promptly identified and
laddresse

1071

NA

Jitional requirement fo service providers only:Faiures of crtcal

rol systems are detected, alerted, and addre:
mmg but ot imited to atore of the foloming eriticl

Jsecurity control s

= Network securty conrols.

lm 1D

FiM

lm Anti-malware solutions.

lm Physical access controls.

[m Logical access controls.

lm Audit logging mechar

|m Segmentation controls (if used).

Functional

Intersects With

Risk Response RSK-06.1

echanisms exist to ensure proper sk response actons were
lperformed to remediate findings from security, compliance andjor
Fesilence-relateci(1) Assessments:(2) Audis; andior(3 incidents.

[Failures in critical security control systems are promptly identified and
laddressed

1071

faditonal requirement for service praviders ol Failures of crical
lsecurity control systems are detected, alerted, and addre:

orommpi mciocng ot nok ke o Fallre o i folowing eiical
Jsecurity control syste

Im Network security controls.

[m 1DS/1PS.

lm FiM.

lm Anti-malware solutions.
[m Physical access controls.
Logical access controls.
[m Audit logging mechanisms.
|m Segmentation controls (if used).

Functional

Intersects With

Centralized Management of
Security, Compliance &
Resilience Controls

SEA-OL1

IMechanisms exist to centrally-manage the organization-wide
Imanagement and implementation of security, compliance and
resilience controls and related processes.

[Failures in critical security control systems are promptly identified and
laddressed

107.1

NA

|additional requirement for service providers only: Failures of critical
lsecurity control systems are detected, alerted, and addres
romptly, including but not limited to failure of the following critical
security controlsystem:
Sacurty controls,
= 105/1ps
Im FiM.
lm Anti-malware solutions.
lm Physical access controls.
lm Logical access controls.
lm Audit logging mechanisms.
|m Segmentation controls (if used).

Functional

Intersects With

Security Function Isolation SEA-04.1

echarisms exist to olate securty functions from non-securty
lfunction:

Fllres incrtical securiy controlsystems are prompty dentied and
laddressed

Secure Controls Framework (SCF)




Set Theory Relationship Mapping (STRM)

PCI DSS v4

version 2026.1_x000a_03/27/2026

se st Secure Contras Framework (scF) strengtn o
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control e D et
boions equrenent for senice providers oy Flures o crtca
Fecurty ool stoms re dtecle, ot cna s
il ot Imite o falure o h olowns rica
Eecurity control yat
e Netwon sy Contrls
s Third-party Incident Response & Mechanisms exit o ensure responselrecovery planning and testing Falures in critical security contro systems are promptly dentifed and
1071 N Functional | Intersects With Recovery Capabilities TPM-LL - |ore conducted with critical suppliers/providers. s laddressed.
= A matware solutons
= Physical access controls
¢ Loiclacesscotrl
= Audit logging mech:
= Seomentation controls (1 e
Falures of crtca securty control systems are detected, alerted, and
odreceed promotiy. incuding but not Imited to faure of the
Following crical securty coniol system
e Neton ity contls
= 05/
[m Chan “ e-detection mechanisms. Respond To Unauthorized IMechanisms exist to respond to unauthorized changes to configuration| [Failures in critical security control systems are promptly identified and
1072 i o Ant matware solutions Functional | Itersects Wit Changes CRO-028 | iings as securty ncaents. s odareceed.
s Logc accees conrol
= Al loggin
¢ segmentaion Controls (1 sec).
Rudit 09 review mechanisms
= Aummaled security testing tools (if used).
Falures of crtca security conrol systems are detected, alerted, and
odreceed promatiy. inclLding bt not Imited ta faure of the
flloving €l scurty coni e
= 05775
s g cetecion mecanims Mechanisms exit o provide o security, compliance and resilence
072 wa = Anci matware sal Functional | intersects it | o SeUry. Complince & | ooz Controls avrsight funcion ihet reports Lo the organ zations executive s Falures in ciical security control systems are promply identifed and
= Physical access contrs adership
¢ Lo sccees conrlz
= Al loggin
¢ segmentaion Contos i usem
= Aui o
= Alkomated securty testing toos f used).
echaniams exit o T8qUITy review processes and documented
Falurs of crtca securty control systems are detected, slerted, and rocedures to ensure conformity with he organizatio's securi
odireceed promaty, Including but not Imited ta faure of the Complance andor resiience policies, standards and other aplicabie
[following m(l(al se(unl’y (m\[ro\ systems: requirements.
e s
2 Change-detection mechanisms
1072 wa i malware saltions Functional | Intersects witn | SECUrty. Complance & L3 s Falures in ciical security control systems are promply identifed and
= Physical access controls
= Cogica access contros
= ALt logging mechanisms
e Segmentaion contos (1 e
2 ALt 1g review mechanism
= Alkomated securty testing tois (f used).
Fatures of critca security control systems are detected, lerted, and
edreceed prompty, Incuding but ot Imited ta falure of the
Following crical security contol sys
o Network securiy controis
= 0577
s Crngegeecton mcarisms. Functona Review O Securty. echanisms exit to requiarly review Technology Assets, Applications
1072 wa = Ancimatware sat sunctona | mersects win | " Eomplance & Resince | CRL032 nifr Services (TAAS frschernc 1 <1 organzaion's ecu s Faiures in crical securty control systems are promptly dentifed and
2 Physical access controls rols Complance andor resfience policies and Siandar
= Cogical access contros
= Al logging mea
= Segmentation controls (1 used).
2 Ault 1g review mechanisms.
= Alkomated securty cesting tois f used).
Fures o crtclsecurty control st o etoctea, et
edrecced promatly, incuding but ot Imited ta faure ofthe
Following cricalsecurity contol system:
e Netmork securycotrls.
= 05/
072 e :ﬁ:@"ﬁﬁ“z‘;‘g"‘" mechanisms. unctonal | intrsecs it | EVOPOTEDetecion & Response | o, Mechanims ot o detect and espond o unauthorizd coniguraton 5 Fatures in il securty contol sysem are prompty dente and
o A matwre solutns, R anges a5 cybersecuty inddents. edresce
= Logical access contros
= Auei logain
¢ Segmentation contls (1 s
2 Ault 1og review mechanis
= Automated security tcslmg tce\s (if used).
Fures o il scurty control st o etoctea,alerted, an
ldorecced mcliing but no e to aiure of th
Fallowing c ical security control ystem:
Securiy contols
= D57
2 Chane-detection mechanisms. echanims et to mplement an govern proceses ana
1072 wa = Ancimatware salrions Functional | SubsetOf | Incdent Response Op Ro01 to faciltate y 10 Falures i ciical security control systems are promply identifed and
lm Physical access controls. lfor cybersecurity and data pmkec!mn related incidents. jaddresse
= Cogica access contros
= Aucit logging mech:
m Segmentation mntm\s (\f usedY
= Aucit g review me:
- Adtomatea securty tesn tols (1 used.
Failures of ciica securiy control systems are detected, aerted, and
addressed promptly, including but not limited to failure of the
Fallowing  ical security control ystem:
o Network securiy contras
= DS/
. e = Change.detection mechanisms. renctonal | subsetof Continuous Honitorng Wonor  Hechanimsexst o facitate th implementton of eterprse-vide " Fatlres in crical securty contol systems e romptly et and
= Physical access controls [monitering controls. jaddresse
= Cogica access contros
= Audit logging mechanisms
[w Segmentation controls (if used).
2 ALl log review mechanisr.
= Automated secury testing toos fused).
Wechanisms ex(st o generate, oo, Corelate and 7espond
Falures of crtca security conrol systems are detected, lerted, and lers from physica, ybersecuy.data protection and suppy chain
odreceed promotly. inluding but ot imited to faure of the [civries o achieve iteorated situational awareness
Following  ical security control ystem,
e Neton sty contrls
e
= Change-detecton s
072 wa = Antimaiware salto Functonal | Intersects With | System Generated Alerts | MON-0L4 s Falures i ciical security control systems are promply identifed and
[w Physical access centmls s
= Cogica access contros
= Aucit logaing mechanis
¢ Segmentaion contls (1 s
2 ALl log review mechanis
8 Aitomatea secuty tsting o (f used)
Fatres o rtcl securty conrol ystems e tectd,sete, ans
odreceed promotiy. inluding but not imited to faure of the
Followin c ical security conirl systems:
Seciriy contols
| D575
[m Change-detection mechanisms. [Failures in critical security control systems are promptly identified and
072 wa = Antimaiware salutions Functional | Itersects With Risk Remedition RSK-06 |Mechanisms exis to remedite risks o an acceptable level s Fatures
= Physical access controls
¢ Lol acesscontrors
= Audit logging mechanis
¢ Segmentaion contls (1 s
it o
& Aomates secumy eaing ol  usea)
Falures of crtca security conrol systems are detected, lerted, and
odreceed promatiy. including but not Imited to faure of the
Following crtical securty control systems
< Network securiy controis.
| 05775
| Change.detection mechanisms. echaisms oxs ¢ evureproper sk esponse octons were aures i cricl security control systems are promptly dentifed and
10.7.2 NIA [m Anti-malware solutions. Functional Intersects With Risk Response RSK-06.1  [performed to remediate findings from securit, mpliance and/or 5 laddressed. Y h promptly
= Physical access controls Fesiionce-retatedi(1) Assessments(2) Auas: ancior3) incidents.
Cogica access control
= AUt logging mechanisms
¢ Seqmentation contrls (1 o).
= Auit log
= Aummaled se(unly (eslmg mo\s (if used).
Falures of crtca scurity conrol systems are detected, slerted, and
oddessed promotly. including but ot Imited o faire of the
Followino crical securty coniol system
= Network securiy controls
= 05775
s hangecetecion mecanims Centralized ech " the a
072 wa 2 Ancimatware salt Functonal | ntersects with | Secuny: Compiance & | SEAOLL  [management o Impicmenton o seeur iy compliance and s Falures in ciical security control systems are promply identifed and
2 Physical access contros Resilence Controls resiience conirols and related processes
¢ Lo sccees conrol
= ALt loggin
= Segmentation contras 1 isea).
2 Aut Iog review mechanisms
= Alkomated securty testing tos (f used).
Faurs of crtca security conrol systems are detected, slerted, and
oddreceed promaty, Including but not Imited ta faure of the
follovin el scurty coniro st
iy ¢
| 05775
1072 A | Change detection mechanisms unctonal | intrsecs with |TOROPary nccentResponse |y 13 [Mechanisms exist o nure responseecovery planning and testing s Fiures incriicl scurty contol ysen re promptly dente and
o A matware solutions Recovery Capabiities ore conducted with cieal aupprers/providers edressed.
¢ Lo accees control:
= Al loggin
= Seqmentaton contras isea.
2 AGit g review mechan
= Alkomated securty testing tois f used).
Faires ot any crtica securtycontrls systems ae respondes o
orompty, inclucing but
e estongSecurty Tt o
¢ deniyngand dacumentnthe uration (e an e o sart
o end) of the secury faur
= Gentiying and documenting e causets) offaure ana Fatres ofcrclsecurty contsystems are anapyzes, contains,
Cmenting reauied remedia Respond To Unauthoized Mechanisms exit o respond to unauthorized changes to configuration Solved, and security contros restored to minimize im
1073 A R icmitying and adorcsing any sécunty sues that arose during the | Functonal | ntersects wtn | RSP JCey CRO-028 | iings as securty nciaents. g g s Resuling securty ssues e sdarassed. and measures aken 1o
faiure prevent reaccurence.
Cermining whether urthr actons ae reqired 3 3 resul o the
KCecuriy
e impemeningcontrol o prevent e cause o aure from
= Resuming monitoring of securty conrols.
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Set Theory Relationship Mapping (STRM)

1073

FDE Name

Focal Document Element (FDE) Descriptions

[Failures of any critical security controls systems are responded to
lpromptly, incuding but not limited to:
lm Restoring security functions.

| dentifying and documenting the duration (date and time from start

of the security fail

llGentitying and documenting the cause(s) of failure and
[documenting required remediatior
lm Identifying and addressing any security issues that arose during the
failure.
o Determining whether further actions are required as a resu of the
securty ol

Implementing controls o prevent the cause of failure from

Feoccunting
|m Resuming monitoring of security controls.

STR
R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Control Functionality Verification

CHG-06

Secure Controls Framework (SCF)
ontrol Description

[Mechanisms exist to verify the functionality of security, compliance
land resilience controls following implemented changes to ensure
lapplicable controls operate as designed.

Strength of

Relationship

version 2026.1_x000a_03/27/2026

Failures ofcritca security controlsystems are analyzed, contained,
land resolved, and security controls restored to minimize impact.
[Resulting security issues are addressed, and measures taken to
lprevent reoccurrence.

107.3

[Failures of any critical security controls systems are responded to
lpromptly, including but not limited to:
ln Restoring security functions.
o idenitying and documenting the duration (date and ime rom start
to end) of the security failure

e dentitying and documenting the causel) o aure ang
iecumenting requied remedia

I Gentying and déracams any sacurity issues that rose during the
failure.

s Determining whether uther actionsare requied as a esul ofthe
ecuriy

\smen[mg controls to prevent the cause of failure from

Feoceurr
[ Resuming monioring of secuty controls

Functional

Intersects With

ecurity, Compliance &
Resilience Controls Oversight

cpLo2

IMechanisms exist to provide a security, compliance and resilience
lcontrols oversight function that reports to the organization's executive
leadership.

Filures ofcritcal security controlsystems are analyzed; contained,
land resolved, and security controls restored to minimize imp:
Recuing securty fsses are acaressed. and mesures taken to
lprevent reoccurrence.

107.3

NA

[Failures of any critical security controls systems are responded to
[promptly, including but not limited to:
lm Restoring security functions.
= dentitying and documenting the duration (date and time from start
lto end) of the security failur

o dentifying and dn:umsn(mg the causefs) of failure and

enting required remedia

[ Gemtying and diracams any sacurity sss that rose during the
failure.

Determining whether further actions are required as a result of the
fecurty faiure

Implementing conrals (o prevent the cause o allre from
I~ Resuming monitoring of securtty controls.

Functional

Intersects With

Security, Compliance &
Resilience Assessments

cpL03

e B o oct e ed
lprocedures to ensure conformity with the organization's securi
Eemplance andler resiince polciee sandards and otner sppieable
requirements.

Fllres of ciiea securiy contr systems e analyzed: contaned,

resolved, and security controls restored to minimize imj
Reling Securty foues re adoreseed, ond messures aken o
lprevent reoccurrence.

107.3

NA

[Failures of any critical security controls systems are responded to
[promptly, including but not limited to:
estoring security functions
lm Identifying and documenting the duration (date and time from start
o'and) o e securiy T
o dentitying and documenting the cause(s)offikre and
enting required remediati
Jacentiying and adaressing any security Issues that arose during the
failure.

termining whether further actions are required as a result of the
fsecurity failure.

|s Implementing controls to prevent the cause of failure from
lreoccuring.

[m Resuming monitoring of security controls.

Functional

Intersects With

Functional Review Of Security,
Compliance & Resilience
Controls

CPL03.2

hanisms exist to regularly review Technology Assets, Applications
o Services (TARS) or aherance 1o he orgaisation's socurty.
|compliance and/or resilience policies and standar

Filures of criica security controlsystems are analyzed, contained

land resolved, and security controls restored to minimize impact

Reling Secuty fsoues are addreseed. and messures aken 1
lprevent reoccurrence.

107.3

NiA

[Failures of any critical security controls systems are responded to
promeiy. including but not imiced o
lm Restoring security functi

menmymg 21 documanting the duration (date and ime from start
fto end) of the security failure.

\dermly\ 9 and documenting the causefs)offailure and

enting required remediati

Jacentiying and adarassing any sécurity issues that arose during the

failure.

Determining whether further actions are required as a result of the
fecurty faiure

lm Implementing controls to prevent the cause of failure from
lreoccurri

|a Resuming monitoring of security controls.

Functional

Intersects With

Endpoint Detection & Response
(EDR)

END-06.2

IMechanisms exist to detect and respond to unauthorized configuration
|changes as cybersecurity incidents.

[Failures of critical security control systems are analyzed, contained,
jand resolved, and security controls restored to minimize impact.
Resuling securty ssues re oddressed, and measures taken to

107.3

[Falures of any critical security contrls systems are responded to
fpromptly. inciuding but not fimied to
lm Restoring security func

o centityng and scumenting the duration (date and time from start

of the security failure.

| \dentiying and documenting the cause(s) of ailure and
ldocumenting required remediation.
[m identifying and addressing any security issues that arose during the
failure.

lm Determining whether further actions are required as a result of the
lsecurity failure.

Im Implementing controls to prevent the cause of failure from

lreoccu

|a Resuming monitoring of security controls.

Functional

Subset Of

Incident Response Operations

1R0-01

[Mechanisms exist to implement and govern processes and

facilitate an
ffor cybersecurity and data protection-related incidents.

Fallres of crtical securty contolsystems are anayzed, contained,

jand resolved, and security controls restored to minimize impact.

Resuing security issues are addressed, and messures taken to
lprevent reoccurrent

1073

Falures of any critcalsecurity controls systems are responded to
romptly, including but not

lm Restoring security functions

= dentityng and do(umentmg the duration (date and time from start

of the security fail

= Gentiying and documentig the causels) of falure and
[documenting requred reme

2 centiying and acaessing any sscurlty Issues that arose during the
failure.

lm Determining whether further actions are required as a result of the
lsecurity fail
[m Implementing controls to prevent the cause of failure from
lreoccurrin

Resuming monitoring of security controls.

Functional

Subset Of

Continuous Monitoring

MON-01

h  to facilitate the of
moonng contols

Faluresof critical secury controlsystems are analyzed contained,
land resolved, and security controls restored to minimize impact
Reiing securty faues e adoressea. ond messures aken 15
lprevent reoccurrence.

107.3

Fsures of anycriica scurty contols systems areresponded o
mply, including but nt mice
horng securty fncion
8 dentiying and dncumen(mg the duration (date and time from start
o end) of the security fo
o entiying and documenting the causets) offalure and
menting required remedati
\denmymg and adaressing any security issues that arose during the
il

o ermining whether urther actions are required a5  resul of the
securty ol

e implementing controls to prevent the cause of failure from
lreoccurrin

|m Resuming monitoring of security controls.

Functional

Intersects With

System Generated Alerts

MON-01.4

[Mechanisms exist to generate, monitor, correlate and respond to
lalerts from physical, cybersecurity, data protection and supply chain
lactivities to achieve integrated situational awareness.

Failure ofcritcal security controlsystems are analyzed, contained,
land resolved, and security controls restored to minimize impact
Resing securty fosee are acaressed. and messures taken to
lprevent reoccurrence.

107.3

Faitures o any critcal security controlssystems are responded to
lpromtly, including but n
e Restoring securty functio
ln dentifying and da:umcntlng the duration (date and time from start
to end) o the security failurg
o entiying and documenting he causel) o are ang
umenting required remedia
= e ving and aderessing any sacurly Issues that aose dorlng the
faire.
termining heiher futher actons are reqired as a resutof the
Secariy aiu
J-implementing controls to prevent the cause of falure from
Ireoccurring
|n Resuming monitoring of security controls.

Functional

Intersects With

Risk Remediation

RSK-06

IMechanisms exist to remediate risks to an acceptable level.

Filures ofcritcal security controlsystems are analyzed; contained,
solved, and security controls restored to minimize impact
Reling Securty foues e adgressea, ond messures ok 1
lprevent reoccurrence.

107.3

NiA

Faitures o any critcal securty controlssystems are responded to
lpromptly, including but not limi

lm Restoring security functions.

lm Identifying and documenting the duration (date and time from start
lto end) of the security failure.
lm Identifying and documenting the cause(s) of failure and
(documenting requred remediation

lm Identifying and addressing any security issues that arose during the
failure.

termining whether further actions are required as a result of the

fecurty faiure

| Implementing controls to prevent the cause offilure from
I+ Resuming monitoing of security controls.

Functional

Intersects With

Risk Response

RSK-06.1

IMechanisms exist to ensure proper risk response actions were
lperformed to remediate findings from security, compliance andjor
resilience-related:(1) Assessments;(2) Audits; and/or(3) Incidents.

Filures ofcriica security controlsystems are analyzed, contained

land resolved, and security controls restored to minimize imp:

Reling Secuty foues re adareseed, ond messures aken o
lprevent reoccurrence.

107.3

NA

Fatures o any critcal securiy controlssystems are responded to
promptly. inluding but not i
toring security functions
menm g and dacumenting the duration (date and time from start
n0) of the securty faure.

[ Gontitying and documenting the cause(s) o failure and
ldocumenting required remediation.
lm Identifying and addressing any security issues that arose during the
failure.
o Determining wheter further actions are required a5 a result of the
securty fa

e rmplomanting contros t prevent the cause of fafure from
lreoccurring.
[m Resuming monitoring of security controls.

Functional

Intersects With

Centralized Management of
Security, Compliance &
Resilience Controls

SEA-OL1

IMechanisms exist to centrally-manage the organization-wide
Imanagement and implementation of security, compliance and
resilience controls and related processes.

Filures of criica security ontrolsystems are analyzed, contained

land resolved, and security controls restored to minimize impact

Resulting securty ssues are addressed, and measures taken to
lprevent reoccurrence.

1073

Falures of any criticalsecurky controls systems are responded ta
promty, including but not i
estoring security functior

= lentitying and décumenting te duration (date and time from start
o end) of the securty falure.

o dentiying a menting the cause(s)of faiure and
ldocumenting required remediati
Jadentiying and adaressing any security fssues that arose during the
failure.
o Determining wheter further actions are required a5 a result of the
pecurty fa

e plomenting controls to prevent the cause offailure from
lreoccurring.
|m Resuming monitoring of security controls.

Functional

Intersects With

‘Third-Party Incident Response &
Recovery Capabilities

TPM11

[Mechanisms exist to ensure responsejrecovery planning and testing
lare conducted with critical suppliers/providers.

[Failures of critical security control systems are analyzed, contained,

jand resolved, and security controls restored to minimize impact

[Resulting security issues are addressed, and measures taken to
lprevent reoccurrence.

NA

Processes and mechanisms for reguiarytestng securty ofsystems
land networks are defined and understoo

Functional

Intersects With

Security, Compliance &
Resilience Assessments

cpL03

[Mechanisms exist to regularly review processes and documented
lprocedures to ensure conformity with the organization's security,
lcompliance and/or resilience policies, standards and other applicable
requirements.

NA

Processes and mechanisms for regularytestng securty ofsystems
land networks are defined and understoo

Functional

Intersects With

Functional Review Of Security,
Compliance & Resilience
Controls

CPLO3.2

[Mechanisms exist to regularly review Technology Assets, Applications
land/or Services (TAAS) for adherence to the organization's security,
|compliance and/or resilience policies and standards,

111

[ securiy polces and operational procedures that ae ldenifed in
Requirement 11 are
la Docum
= Kent up to dete

In use.
|a Known to al affected parties.

Functional

Subset Of

Operations Security

ops-01

IMechanisms exist to facilitate the implementation of operational
lsecurity controls

[Expectations, controls, and oversight for meeting activities within
[Requirement 11 are defined and adhered to by affected personnel. All
lsupporting activities are repeatable, consistently applied, and conform|
fto management’s intent.

Secure Controls Framework (SCF)
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i scuriy polces and operationa procedures that are idetiid in
[Requirement o identi ratin Expectations, controls, and oversight for meeting activies within
111 A e Shceed. Functonal | Inersects win | Stendardzed Operating | s 031 |yeee S O K GO ST S anaple he proper s Requirement 11 are dafined and schered to by efected personnel. Al
ln Kept up to date Procedures (SOP) e o) oy cocumentat supporting acviles are repestable. Consstanty spped and conform
ln In use. y-to-day [ assig 0 management's inten
ln Known to al affected parties.
i scuriy polces and operaiona procedures that are deniid in
[Requirement 11 are Expectations controls, and oversight fo meeting acivis within
ishi . echanisms exist o establish, maintan and disseminatepolicies, o
111 /A Functional | ntersects witn | PUDIshing Securty, Compliance | Go.07  |iandards and procedures necessary fr secure, complant and B e e Jefed adaered o o, personnel Al
ln Kept up to date & Resilience Documentation standards and proce Supporting activiies are repeatable, consistently applied, and conform
ln In use. P to management's intent.
ln Known to all affected parties.
Mechanisms exist to review the Security, Compliance & Resilience
[l security policies and operational procedures that are identified in
Y Pojicies and ops P lProgram (SCRP), including policies, standards and procedures, at Conol and vt for mesting actieswihin
[Requirement 1 Periodic Review & Update of lplanned intervais or if significant changes occur to ensure their R amone L3 ore Gefnort st taherd v oy shactot sersonnel, All
ERE A ln Kept up to date. Functional | Intersects With | Securiy. Comliance & GOV-03  fcontinuing suitability, adequacy and effectiveness. s e oreimg activitios are repemtabler consistanty anoliedt and conform|
ln n use. 9 to management's intent.
ln Known to al affected parties.
Day-to-dy responsiilie for performing ll the sctivies in
oles and responsiitis forperforming aciviles i Requrement 11 . i i 03 [Mechanisms exist to define cybersecurity roles & responsibilties for al IRequirement 11 are allocated.
2 A lore documented, assigned, and understo Functional | Intersects With | Defined Roles & Responsipilties | HRS-03|oergonnel s [Personnel are accountable for successful, continuous operation of
these requirements.
Day-to-day responsivitesfor perorring all the actvies in
[Roles and responsiblites for performing activities in Requirement 11 nction n i  Awaren y IMechanisms exist to communicate with users about their roles and IRequirement 1
2 A Jore documented, assigned, and understood. Functional | Intersects With User Awareness HRS-03.1 responsibilities to maintain a safe and secure working environment. s Persone ar ScSbuntacie fo successtl, continuous operaton of
these requirements.
Mechanisms exist to assign one or more qualified individuals with the [Day-to-day responsibilities for performing allthe activties in
12 A [Foles and responsibiiies for performing actiiiesin Requirement 11| puncional | ntrsects with |AS9gned Securty, Compliance & oy, [mission and resources to cenrally-manage, coorinate, develop, 5 [Requirement 11 are allocated.
lore documented, assigned, and understo Resilience Responsibilities implement and maintain an enterprise-wide Security, Compliance & [Personnel are accountable for successful, continuous operation of
Resilience Program (SCRP). these requirements.
12 A [Wireless access points are identified and monitored, and unauthorized| ¢ o Subset Of Asset Governance ast01  |Mechanisms exist to facilitate an IT Asset Management (ITAM) 10
|wireless access points are addressed. lprogram to implement and manage asset management controls.
IMechanisms exist to perform inventories of Technology Asss
[sppications, Services andor ata (TAASD) that(1) arstly eflects
lthe current TAASD in use;(2) Identifies authorized software products,
[Wireless access points are identified and monitored, and unauthorized| i N o |Icluding business ustication details(3) 1 at the fevel o granulariy
1n2 A |wireless access points are addressed. Functional | Intersects With Asset Inventories Ast-02 med necessary for tracking and reporting;(4) Includes s
lorganization-defined information deemed necessary to achieve
[effective property accountability: and(s) Is available for review and
laudit by designated organizational personnel.
Mechanisms exist to develop, document and maintain secure baseline
[Wireless access points are identified and monitored, and unauthorized| [configurations for Technology Assets, Applications and/or Services
12 A e e s o e Functional | Intersects With | Secure Baseline Configurations | CFG-02  |(TAAS) that are consistent with industry. accepted system hardening 5
lstandards,
[Wireless access points are identified and monitored, and unauthorized| » IMechanisms exist to monitor wireless network segments for:(1) Rogue
n2 A |wireless access points are addressed. Functional | Intersects With | - Wireless Network Monitoring | - MON-0L5 |,rciess devices; and(2) Anomalous andor hostile activiies. s
[Wireless access points are identified and monitored, and unauthorized| . . ; y . o . B
12 A s o Do are adrannt Functional | Intersects With Guest Networks NET-02.2 [Mechanisms exist to implement and manage a secure guest network. s
Wireless Intrusion Detection /
il scces gt re s and monfores nG TR runconol | mersects wit | e S (03| NeTon2 [4STa it o e e it bt s s
P WIPS) Deployment 4 9
: . i |cryptographic mechanisms exist to implement strong cryptography
12 A |Wireless access points are dentified and montored. and unauthorized| yncrional | intersects with | S°feguarding Data Over 0en | ey, fand'securiy protocols o safeguard sensivelreguiated data during s
P jtransmission over open, public networks
IMechanisms exist to protect external and internal wireless links fro
signal parameter attacks through mritoring or unauthorized w\re\ess
12 A [Iireless access points are identified and monitored, and unauthorized|  gynctional | Intersects With | Wireless Link Protection NET-12.1  [connections, including scanning for unauthorized wireless a B
|wireless access points are addressed.
[oints and 18King apBroprate action, f an Unagthorized connecton is
laiscovered
[Wireless access points are identified and monitored, and unauthorized| . . . N 15 |[Mechanisms exist to control authorized wireless usage and monitor for
12 A s o Dot are adrannt Functional | Intersects With Wireless Networking NET-15 e o control @ B
[Mechanisms exist to test for the presence of Wireless Access Points
12 A [ieless access points are dentifed and moritored. and Unaunorzed|  ncronal | incersects With | Rogue Wireless Detection | NET-L5.5 (WWAPe) and ideniy al authorized and unauthoried WAPS witn the s
P [facility(ies).
Juthorized and unauthorized wireless access poins are managed as
fol
[©The presence of wireles (i-F) access paints i tested
o Al uthorized and unauthorized irelss access points o detected
. i o1 |[Mechanisms exist to develop, govern & update procedures to facilitate Unauthonzed wireles acess pointssre entes and aresseo
121 A ond der " Functional Subset Of | Network Security Controls (NSC)| - NET-01  /SCIansms e to ceuelon. 9oy ern B e e 10 omeion
esting. Ete:tmr\ and identification occurs at least once every
fthree mon
T aomated monitoring i used, personinelare naiied via
loenerated alert
|Authorized and unauthorized wireless access points are managed as
follows
ln The presence of wireless (Wi-Fi) access points is tested for,
Allauthorized and unauthorized wirless accesspoints are detected |Unauthorized wireless access points are identified and addressed
1121 A fnd Functional | Intersects With Guest Networks NET-02.2 [Mechanisms exist to implement and manage a secure guest network. 5 nauthor P
Testng, de(emon, and identification occurs at least once every is v
fthree mon
T Satomarad moritoring is used, personnel re notfied via
[Generated slercs
hanisms exist Lo it the number of concurrent external network
JAuthorized and unautharized wireless access points are managed as [connections to its Technology Assets, Applications and/or Services
ollows: (TARS)
ln The presence of wireless (Wi-Fi) access points is tested for, (TAAS)
ln All authorized and unauthorized wireless access points are detected
121 wa o i Functional | Intersects With | Limit Network Connections | NET-03.1 s Unauthorized wireless access points are identified and addressed
|n Testing, detection, and identification occurs at least once every s 4
fthree month
ln If automated monitoring is used, personnel are notified via
lgenerated alerts.
|Authorized and unauthorized wireless access points are managed as
follows
ln The presence of wireless (Wi-Fi) access points is tested for, IMechanisms exist to protect external and internal wireless links from
ln All authorized and unauthorized wireless access points are detected [signal parameter attacks through monitoring for unauthorized wireless
121 NiA land identified, Functional | Intersects With Wireless Link Protection NET-12.1  [connections, including scanning for unauthorized wireless access 5 |unauthorlzed wireless access points are identified and addressed
ln Testing, dete:tmn and identification occurs at least once every lpoints and taking appropriate action, f an unauthorized connection is P 4
fthree month ldiscovered
ln I automated monitoring is used, personnel are notified via
lgenerated alerts.
Jauthorized and unauthorized wirless access paints are managed a5
follow
e The presence of wireless (Wi-Fi)access points s tested for,
o Al authorized and unauthorized wireless access points are - detected
1121 VA e Functionl | Intersects wWith Wireless Networking Ner1s  [Mechanisms exist o conrol authorized ireess usage and monior for 5 Unauthoized wirelss access poins re dentfied and adcressed
esting. de(e(hon, and identification occurs at least once every s v
Foree m
' automated monitaring is used, personnel are notifed via
[Generated alercs.
JAuthorized and unauthorized wireless access points are managed as
follows:
|n The presence of wireless (WI-Fi) access points is tested for,
o Al autheized and unauthorized wireless access poins ae detected IMechanisms exist to test for the presence of Wireless Access Points i dentified an
1121 /A Jand identified, Functional | Intersects With |  Rogue Wireless Detection NET-15.5  [(WAPS) and identfy all authorized and unauthorized WAPS within the B Jnauthorized wireless access points are identified and addressed
Teslmg detection, and identification occurs at least once every [facility(ies). s v
fthree months.
ln I automated monitoring s used, personnel are notified via
lGenerated slerts.
JAn inventory of authorized wireless access points is maintained, y . o1 |Mechanisms exist to faciltate an IT Asset Management (ITAM) wireless access points are not mistaken for authorized
122 A fincluding a documented business Justification. Functional Subset Of Asset Governance ASTOLorogram to implement and manage asset management controls. o wireless access points.
Mechanisms exist to perform inventories of Technology Assets,
Jsopications, Senices ancor Data (TAASD) thatil) Accurately refects
fthe current Use;(2) Identifies authorize
|An inventory of authorized wireless access points is maintained, 0y |Including business Ausnﬁcalmn details;(3) Is at the \evel of aranlary lUnauthorized wireless access points are not mistaken for authorized
122 A including a documented business justification. Functional | Intersects With Asset Inventories Ast-02 cessary for and reporting:(4) Inc s wireless access points.
organisation defined formation decmat netsssary £ ache
[ffactive property accountabilty; and(3) 15 availabie for review and
laudit by designated organizational personnel.
[An inventory of authorized wireless access points is maintained, y [Unauthorized wireless access points are not mistaken for authorized
122 A e e s Functional | Intersects With Guest Networks NET-02.2 [Mechanisms exist to implement and manage a secure guest network. 5 e relens
IMechanisms exist to protect external and internal wireless links from
v thorized wi s is maintai sionai paremeter attacks through moniorig fo unauthorized wireless wthorized wi . ’ thoriz
122 A i ek of authortzed wieless access polns s malntainerl, Functional | Intersects With | Wireless Link Protection |  NET-12.1  [connecions, mcluding scannig fo anauthoized wireless o s Unauthortzed wirsiss access plrts are ot mistaken for authorized
. ! oints and taking appfopriate acton. i an unathorized connection is poi
ldiscovered
[An inventory of authorized wireless access points is maintained, 15 [Mechanisms exist to control authorized wireless usage and monitor for [Unauthorized wireless access points are not mistaken for authorized
122 A including a documented business justification. Functional | Intersects With Wireless Networking NET1S wireless access s wireless access points
[External and internal vulnerabilties are regularly identified, . Vulnerability & Patch o1 [Mechanisms it to facilate the mplementation and moritoring of
1n3 A Jprioritized, and addressed Functional SubsetOf | panagement Program (veMP) | VPMO1  \uinerability management cont 10
13 i [xternaland internal inerabiltes are regulaly identied. Functional | intersects with | VuInerabiity Remediation VP02 0 ensure properly identified, S
rioritized, and addr Process [Macked and remedored
ternal and internal vainerabilties ar et Mechanisms exist to identify and assign a risk ranking to newly
13 wa [Extenal and nternal vulnerabies are regulary identifd, Functional | Intersects With | Vulnerabilty Ranking VPM-03  iscovered securlty vulnerabiliies using reputable outside sources for s
P g [security vuinerability information.
[External and internal vulnerabilties are regularly identified, anctionst | n i Continuous Vuinerability IMechanisms exist to address new threats and vulnerabilities on an
13 A lprioritized, and addressed Functional | Intersects With Remediation Activities VP04 longoing basis and ensure assets are protected against known attacks. s
[External and internal vulnerabilties are regularly identified, nction n i nerability Scannin ech o det d errors by
13 A Jprioritized, and addressed Functional | Inersects With | Vulnerability Scanning VPH-06  |routine vuinerability scanning of systems and applications. s
Mechanisms exist to obtain maintenance suppart and/or spare parts
. i i for Technology Assets, Applications andor Services (TAAS) within a
13 A [Erternal and internal vlnerabiles are regulrly identifed. Functional | Intersects With Timely Maintenance MNT03 [ o e o 20 5
Intermat vulnerabilty scans e performed s olows
ln At least once every thre
= Figh-risk and crical voinerabiies (per the entit's vinerablty [The security posture of al system components is verified periodically
sk rankings defined at Requirement 6.3.1) are resolved. lusing automated tools designed to detect vulnerabilities operating
31 wa et o i g ok and i Functional | inersects With | Atiack Suface Scope | VeM.01.1  [echanisms exis to defne and manage the scope for s attack s s the network, Detected vulneraniies ar assessec and rectfed
[runerabilies (e noted above) have been resoived o lbased on a formal risk assessment framework.(continued on next
ol IS ket Up to date with latest vulnerabilty information
= SCans ore performe by aualiied personne and organzationsl
findependence of the tester exsts.

Secure Controls Framework (SCF)
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s srm Secure Contras Framework (scF) strength o
FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control e D et
otema ey scans e pertome s olows
' least once every rvee mol
= b an e valnerabiis per the ety s neraiy IThe securty postur of sl system components s verifed perodicaly
ik ankings e ot Regurement 31 re nerabiy Remediat . g Sutorated to e o datectvanera s cpratng
131 wa areperormed hat conir g g sk and crtica Functional | Itersects witn | VuInerabity Remediation | ypy g |VMechanisms exis to encure t properly dentifed, s i e newo Deecied winerabies ar seessed et e
Fulneraiies (3 noted above) have been resoived ased on a formal rsk ssessment framewore coninoed on nex
e Scan tol 1 keptup t date withatest vuinerabity information page)
5 SCan are performed by qualfied personnel and organizanionsl
[ndependence of i testr exsts
Intermat vulnerabity scans are performed as ollows:
o A east nce every three morns
e o angcriial Verabiies pe e enttys vinrabity [ secunty postur of a syt components vt peroicaly
s Taings cened ot Regurement 651 ved echanisms exist o detect vonerabities and confourtion rrors by USing autornaked toos designed o derect vunerabities operatn
131 wa escans re pertonmed snat contr sl hgh- sk and critcal Functional | Intersects With | Vunrabilty Scanning Voo s Insie the network. Detected vulnerabities ar assessec!and recifed
vu\nsvah\\mss (as noted above) have been resolved. routine vulnerability scanning of systems and applications. sed on a formal risk assessment framework.(continued on next
lm 5can tool is kept up to date with latest vulnerability information page)
5 SCans are prformed by aualited personnel and organizanionsl
[naependende of e testr et
Internal vinerabilty scans are performed as follows
o A east nce every thrce montns.
£ i andcrical verabie pe e enty's winrabity It securiy posture of al system components s verifed perodicaly
s elinge Geneo ot Regurement 631 Uéing autorhated tools esgned t Gerect vanerabiities aperatin
131 wa < pertmes ha onfs il Mo ik an crcl Functional | Intersects With | Update Tool Capabily | VPH-06.1 |Mechanisms exis to pdate vulnerabity scanning toos. s et nvorDatected sunranies s sessea nd et
unerabiiies (a3 noted above) have peen resoves ased on a formal sk ssessment framewore (continoed on nex
= Scan tol 1 keptup 1o date it stest vanerabity nformation page)
= Scans are performed by aualfied personnel and organizationsl
[mependence o te tescer exists
temat ety scans e pertomed s olows
o At east once every three
= Btk and crtcal vanerabilies per the ety s neraiy It securty posture of al system companents s veried periodicaly
sk arkings efned t Regurement 031 re rez hanisms exst to dentity the breadth and depth of coverage for Lsing automated foos designed to aetoct vunerabitiss operatn
131 A escans e parformed iat contm 3 Mg il and critcal Functional | itersects with | readth / Depth of Coverage |  VPH-06.2 vmnerabwmy SCanning tht define the system components scanned s I the network. Detected vulneranitis are asaessed and recfed
[Putnerablilties (as noted above) have been resolved. d types of vulnerabilities that are checked for. lbased on a formal risk assessment framework. (continued on next
Sean tool 1 Kept up 1o date with Itest vinerabity nformaion page)
2 Scans are performed by aualied personnel and organizationsl
[ndependence of tn tester exsts,
Itermat vuneraityscans are portormea as olows
o At east o
= o an it ca valnerabiis per the ety s unerainy Mechanisms exit o perform quarterly internal vinerably scans, ITh securty posture of sl system components s veried periodicaly
ek arkings e t Requremant 031) re rezohe ntemat veinerabity Assessment, L e Using automated toos designed t GGtect vonerabiiies aprating
131 A “repaiome tatcomn i 1 and crica Functional | Itersects with rabilt V06,7 [nella fescans unii passing resuls are obtaned o al Tigh” s Inse the network. Detected vulnerabities are assessec! and recified
vu\neram\mes (as noted above) have been resolved. vu\nevabmnes are reso\ved ‘as defined by the Common Vulnerability based on a formal risk assessment framework.(continued on next
Can 00l s Keptup o cate with atest wnerabity information Scoring System (CVS9), page)
5 Scans are performed by aualiied personnel and organizational
[ndependnde of i testr et
Jt ther appicable vinerabiltes (those not ranked as hgn-iskor
Cricalper he eniy s vuinerabity ek rankings definea t
equire
551) are managed s follows: ov [Mechanisms exit to deine and manage the scope or it attack Lower ranked winerabiltes (lower than high o citica)are
11311 NiA [» Addressed Dased on the risk defined in the entity’s targeted risk. Functional Intersects With Attack Surface Scope VPMAOLL g ace ‘management activities. s laddressed at a frequency in accordance with the entity’s risk.
Enalysi, which s performed according t al lements specied
Reaurement 1231
escans are conducted as needed
i other appicable vinerabiltes (those not ranked a5 hignisk or
criccal per the eniy's einerabilty ek rankings aefined ot
equrament
651) are managed s follow ’ i | Vunerabity Remediation . 0 ensure that properly identified, Lower ranked winerabilies (lower than high r critca)are
11311 A = Addn’:sscd based on the rlsk defined in the entity’s targeted risk Functional Intersects With Process VPM-02 tra:kcd and rcmcd\a ed. s |addressed at a frequency in accordance with the entity’s risk.
Bl i - performad sccorng 1 i lamert sasined
Reaurement 123
esconsare conducted 5 neaded.
i ather appicable winerabilies (those ot ranked as gtk or
Cricalper the enity' vuinerabity ek rankings aefined 3
Begiament
51 re managed as fol Mechanisms exit o detect vulnerabilties and configuration errors by Lower ranked vinerabilties (ower than igh or critica) are
1311 NA [m Addressed based on \he nsk defined in the entity's targeted risk Functional Intersects With Vulnerability Scanning VPM-08 | outine wvulnerability scanning of systems and applications. s laddressed at a frequency in accordance with the entity’s risk.
Bty e s performed accoring o ol lement speciid i
Reauirement 12
= Rexcans are conducted as needed.
Internat vuinerabitty scans are performed via authenticated scanning
o folows
"y stem that are unable to accept credentials or authenticated
s " eaming are documented, e stoms that accept runctionat | mersects with | Aack suface scope | vewon.a Mechanisms exist o defne and manage the scope for s attack s |nutomated toos used o cetect vulnerabilties can detect
= e v o » 1 Kuriace management actiies. iinerabities Ioca 1 ach systm, which re not isbie remotey
8 accounts use or uthenticated scanning can be used for
racue ogn, ey are managea i secordancewih Redurement
Itermat vaerabityscans e pertormea v autentcted canning
5 folow
@S ystems tht ae unable to accept credentils fo authenticated
sis " scomingara documented, - ems thataccept runctional | inersects win | Veinerablty Remediation | oy, Mechanisms exist o ensure tht vinerabiltes are properly dentifed, s |automated toos used o detect vlnerablties can det
p 9 h Pt Process [tracked and remediated. |vulnerabilities local to each system, which are not visible remotely.
Eredentiars fr scanning
2 7 counts use or uthenticated scanning can be used for
[nteractve ogin, they are managed i accoraance with Reauirement
Jtermar vanerabiyscans ae pertormea v autentctes scanning
o stoms thatare bl o accept credentias for autrenticatea
Eearning re docmen ecn fod ” o "
ua12 N e e for those oy it st Functional | Intersects With | - Vulnarabilty Scanning P08 e wnerabiiy scanming of ystems and appicatons. - s inerabites 1cai 1 cach oysem. which re o isble rertel
[redentials for canning i 9 of sy P Vs v
1 accounts used for authenticated scanning can be used for
[nteracive ogin, they are managed in accordance with Reduirement
5
tcma ety scans s petoms v athenticated scaning
Sy tha are bl o accept recentias forauthenticatea echanisms et t perform quartery nternalvnerablyscans
Scamning are documente IAhich includes alsegments of he organizaions nternal netwerk. a5
1312 A e SCncient Drwnsgesare used forthose systems that accept Functional | Itersects it Emal Vunerabity Assessmentlyou o6 7 el s rescans untl passing resuts afé optined or i -hign" s [putomated toos used o detect vunerabities con detect
:rcdcntla\s for scanning. |vulnerabilities are resolved, as defined by the Common Vulnerability ¥ .
5 ¥ accounts use or uthenticated scanning can be used for Scoring System (CV59),
fveacie ogn. ey Sre managed  ccordancewihRecurerent
Interna vinerabilty scans are performe ater any sigifcant change
o Tl [T securty posture of al system companents s verfed olowing
g ik and critical vinerabiltes (per the entity's vulnerabiy echanisms exist o define and manage the scope for s attack ionifcant changes o the néewark or systems. by using automated
11313 NA lrisk rankings defined at Reqmremenz 6.3.1) are resolved. Functional | Intersects With Attack Surface Scope VPMLOL L e e e e 9 P 5 ltools designed to detect vulnerabilities operating inside the network.
escans are conducted as nes 9 it |Detected vu\nerahmnss are assessed and rectified based on a formal
erformed by quahhcd personnel and organizational [risk assessment framework.
[ndepandande o the tester exists (not redured 1 be s GEA of ASV)
Itermat vaerabiiy scans e perormed ater anysoican crange
5 folow IThe securiy posture of alsystem companents s verfed olowing
400k and crica neraiie e he enty's winerabity ; Sionifcant <hanges o he nework o systems, by bsing automated
1313 wa [k Pankinge de i 1) ore resolved. Functional | Itersects witn | VUInerabity Remediation | ypy g |VMechanisms exis to encure t properly dentifed, s ool desionea o detect vuinerabities operating inide the network
= Rescans are conductea a6 Detectea uinerabities are assessed and recied based on s formel
= Seane e pesformed by auatined persomnel and orgarizational ek assessment ramevor
[mdependence of the cesce exists (ot reqared fa be s QA o ASV.
Internat vuinerabitty scans are prformed afer any sgnificant change,
o5 folows [ securty postre ot sysem components s vrted ollwing
High-risk and crm:a\ vu\nerahlh!\eS (per the em.zysvmnmmm ; i lsignificant chan by using automated
1313 wa Fik rankings e o 31 v e Functional | intersects with | Vunrabilty Scanning Veng Mechanisms exis o detect vunerablties and configuraton errors by s Kool Gesine 6 detact vunerabiities operatng nlds tn natwork
|w Rescans are. cmvduc ed as v 19 of sy el |Detected vulnerabilities are assessed and rectified based on a formal
= Seone are pefurmed by auained personnel and orgarizatonal ek assessment ramewan
[ndependence of e teste exits (not requied to be 3 QA or ASVI
Itema ety scans e petome st anysgifcant chans
ol Mechanisms exist o perform quarterly internl vinerably scans, It security posture of al system companents s verfed olowing
ik and crical vinerabiltes (r the ety wneraity ntemat veinerabity Assessment, i nclis i seqments of th organzain's mermal et s onifcant changes o the nemwork o systems, by using automate
11313 N/A Fisk raniin \gs defined at Requirement 6.3.1) are resolve Functional | Intersects With o VPM-06.7  |well as rescans until passing results are obtained or all “hi 5 ltools designed to detect vulnerabilities operating inside the network.
= Rescans are conducted a5 neeae Wineraplies arereicvea-as dened by he Cormon wierablity Detected yuinerabities are assessed and rectned based on s forml
5 SCans are performed by quaiied personnel and organizatonal [Sorng System (Vs ik assessmant rameniark
[ndependande o the tester exists (no redured 1 be.o GEA or ASV)
externat winerabilty scans are performed as follows:
o ACieact nce ovry tvce monins
= aa e Scanning Vendor (ASV).
& Vihersiiies e resoned and A5 Prosrom Guid equrements y ; o1.x |Mechanisms exis to define and manage the scope for s attack remen
132 A o Functonal | Imersects wih | Atiack Surface Scope. | vemo11[Hechenisms exist to deine and s i requirement s not elgbe for the customized approsch
ons are peformad as needed to confim that vulnrabiltes
o resamed per the ASV Program Guice requirements for 3 passing
Jexternat vainerabilty scans are perfrmed as folows:
A least once every tree montns
= By 5 7C1 SSC Approved Scanming Vendor (ASV)
2 Vinerabities re resoved and ASV Program Guide requirements Valnerabilty Remediation echanisms exit o ensure that vulnerabilties are properly identified,
132 A e Vuneraoitesore resl Functional | Itersects with ity Ron Vemz [Mechanisms eis to ens s Ihis requirement I not elgbie for the customized approach
& Aescans are prformed as needed to confim tht vinerabiltes
v resonved pe the AS\ Program Guide requirements for  passing
externat winerabilty scans are performed s follows
At east once every hree morins
< IS5 Appraved Scanning Vendor (ASV).
5 VAinerabiiies are resolved and ASV Program Guide requirements o5 |Mechanisms exis to detect ulnerabilties and configuration errors by
132 wa I, vunerabiites are resel Functional | Intersects With | Vulnerabity Scanning VP0G [Mechaniems exst o detect vunerabities and confguratic s i requirement s not elgbe for the customized approsch
Rescans are performed a5 needed to confirn that vulnerabilties
ore resonved pe the AS\ Program Guide requirements for a passing
octemat vanerabity scans arepertomed s oo
Mecharisms exit o perform quarterly external vulnerabity scans
) = 1 S5 ApprovedScamning Vendor (ASV
. ; . [outsd the organizatio's network 196kIg Inward) vi a reputabla
132 A ;m:“;:;?n"g“ ities are resolved and ASV Program Guide requirements | - ¢ynctional | Intersects With External vulnerability VPM06:6  wuinerabilty service provider, which nclude escans uni passing B [This requirement is not eligible for the customized approach.
Fesus are dbtained o al“mah- vuinerabilties ae resolve
Rescons are performed as needed to confirm that vulnerabiltes
[are resolved per the ASV Program Guide requirements for a passing deﬁned by the Common \/u\nsvamh(y Scoring System (CVSS)

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

11321

FDE Name

Focal Document Element (FDE) Descriptions

[Extermal vulnerabilty scans are perfrmed afer any sigrificant
[change

@ Vuloeramition fat are scored 4.0 or higher by the CVSS are
lresolved

lm Rescans are conducted as needed,

lm Scans are performed by qualified personnel and organizational
lindependence of the tester exists (not required to be a QSA or ASV).

STR
R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Vulnerability Scanning

VPM-06

Secure Controls Framework (SCF)
ontrol Description

IMech: tto o rrors by
Ioutine vulnerability scanning of systems and applications.

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[T secury posture of all ystem components s verited olowing
significant changes to the network or systems,

ot aned & e vilnerabiies opersing o ourids v network
IDetected vulnerabilities are assessed and rectified based on a formal
risk assessment framework.

11321

NA

[xternal uinerabilty scans are performed aftr any signficant
[change as fol
n Vulnerablht\es hat are scored 4.0 or higher by the CVSS are
lresolved!
eroscans are conducted as needed.

lm Scans are performed by qualified personnel and organizational
[ndependence of the tester exists (not reduired to be a QS or ASV.

Functional

Intersects With

Attack Surface Scope

VPM-01.1

IMechanisms exist to define and manage the scope for its attack
Jsurface management activities

[T securty posture of al system components i verfed folowing

Significant changes to the network or systems,

Saned 6 et vilnerabiiics opersing hom ourdds tne networ
etected vulnerabilities are assessed and rectified based on a form:

Irisk assessment framework.

1321

[External vulnerability scans are performed after any significant
lchange as follows:

o Vulnerabiltes that are sored 4.0 or igher by the CVSS are
lresolved
@ Rescans are conducted as needed,

cans are performed by qualified personnel and organizational
[independence of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

Breadth / Depth of Coverage

VPM-06.2

hanisms exist to identify the breadth and depth of coverage for
|vulnerability scanning that define the system components scanned
land types of vuinerabilities that are checked for.

[The security posture of all system components is verified following

significant changes to the network or systems, by usin

[designed to detect vulnerabilities operating from outside the network.
etected vulnerabilities are assessed and rectified based on a formal

Irisk assessment framework.

11321

NA

[External vunrabilty scans are perfrmed ater any sigifcant
[change as fol

o Vuinermmitiod tat are scored 4.0 or higher by the CVSS are
lresolved!

Im Rescans are conducted as needed,
|a Scans are performed by qualified personnel and organizational
lindependence of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

External Vulnerability
Assessment Scans

VPM-06.6

[Mechanisms exist to perform quarterly external vulnerabilty scans
(outside the organiztion's network looking inward) vi a reputable
|vulnerability service provider, which include rescans until passing
resuis are dbtained of all “igh’ vuinerabilities are resolved, as
|defined by the Common Vulnerability Scoring System (CVSS).

[The security posture of all system components is verified following
iincant canges ts the networ o sytems. by using tools

ned to detect vulnerabilities operating from outs
betected vuinerabites are assessed and rectfed based on a formal
risk assessment frame

11321

[External vulnerability scans are performed after any significant
[change as follows:

o Vulnerabilties that are scored 4.0 or higher by the CVSS are
R ocans are conducted as needed:

|m Scans are performed by qualified personnel and organizational
of the tester exists (not required to be a QSA or ASV).

Functional

Intersects With

Vulnerability Remediation
Process

VPM-02

IMechanisms exist to ensure that vulnerabilities are properly identified,

ftracked and remediated.

[The security posture of all system components is verified following
significant changes to the network or systems, by usin
[designed to detect vulnerabilities operating from outside the network.
IDetected vulnerabilities are assessed and rectified based on a formal
Irisk assessment framework.

NA

[External and internal penetration testing s regularly performed, and
lexploitable vulnerabilities and security weaknesses are corrected.

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology
|Assets, Applications andjor Services (TAAS).

141

NA

IA penetration testing methodology is defined, documented, and
[mplermented by the entiy,and

[m Industry-accepted penetration testing approach
= Coverage forthe entire CDE perimeter and criical systes.
o Testng from both nside and o
= Teting o valdat o ond scope- educion contols,
[m Application- Iayerpenelra(mn (es(mg fo identy, at 3 minimum, the
(unerabiltes st I Resulreen
o enenealon toms et encompass al components
ot etpors etk foncrons 22 well o aperaing Sysom

Review and :ur\slderatmn of thraats and vaineraniifies experienced
nthe ast 12 montr

= Documented approach to assessing and addressing the isk posed
By explotabie viimerasilties andt secury weakmessce found doring
[penetration testin
lm Retention of penetration testing results and remediation activities
[results for at least 12 months.

Functional

Intersects With

Media & Data Retention

DCH-18

IMechanisms exist to retain media and data in accordance with
[applicable statutory, regulatory and contractual obligations.

/s formal methodology i defned for thorough technical testing that
lattempts to exploit vulnerabilities and security weakne:
Simuiated attack methods by a competent manual attacker

1141

Jo penetration testing methadology s defieo, documented, and
[mplemented by the entty. and inc

ey accepted penetraton testing.
o Coverage for the entire CDE perimeter and cnma\ systems.
2 Testing from both nside and outside

esting to valldate any segmentation and duction controls.
= Application-fayer penctration testing to dentihy, at a minmam, the
[vunerabilites Isted in Requirement .24
naraion tsts tht sncompss ol componats

Fhat support hetwark functions as well a5 operatin

o Review and consideration of theats and eineranittes oxperienced
lin the last

= Documented approsch to assessing and addressing the risk posed
[ oxploitable vulnorabilties and securty weaknesoes found during
[penetration testin
[m Retention of penetration testing results and remediation activities
[results for at least 12 months

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

1004

IMechanisms exist to require system developers and integrators to
lereate and execute a Security Testing and Evaluation (ST&E) plan, or
Jsimilar process, to identify and remediate flaws during development.

A formal methodolagy i defined for thorough technical testing that
lattempts to exploit vulnerabilities and security w
ired Stk mainods by  competent manus;sacker.”

141

I penctraton testing methodology s defined, documented, and
fimplemented by the entity, and incl
o industny-accepted penetiation Testng approas
lm Coverage for the ever o erica systems,
= Teking Trom boxh ndde and autaiie e network
= Testing to validate any segmentation and scope- reduction controls,
o Applcationayer penetraton testing to ientify,at a minimum,
|sunerabities Isted in Requiremen 6 2.
P venehrotion rste hat encompass ol componerts

khaksuppnn etwork fonctions as well 2 o

Ot consderation of threats and vunerayinies experienced
i the fast 12 months.
lm Documented approach to assessing and addressing the risk posed
oy xcltable vunerabitiesand secrty weaknesses found durng
lpenetration test
[ Retention of penétration testing resuts and remediation activites
[results for at least 12 months

%

Functional

Intersects With

Developer Threat Anaysis &
Remediat

oA 1S

[Mechanisms exist to require system developers and integrators to
|develop and implement an ongoing Security Testing and Evaluation
(STSE) plan, or similar process, to objectively identify and remediate
|vulnerabilities prior to release to production.

[ ormal methodalogy i defined for thorough technical tesing that
lattempts to exploit vulnerabilities and security
Simulated attack methods by  competent manual attacker.”

1141

NA

[\ penetratin tesing methodoloay i deined, documented, and
fmplemen e entity, a
o ey secepted ponceravon esing approsches.
|m Coverage for the entire CDE er and critical systems.
[ Testing from both inside and outside the network
[m Testing to validate any segmentation and scope- reduction controls.
= Appiication-ayer penetration testing to identiy, at  minimurn, the
[vulnerabilit quirement 6.
e Networciayer penetration tests that éncompass all companents
fthat support network functions as well as operating systems.
o Review and consideration of threats and vinerabilties experienced
the last 12 months,
= Documented approach to assessing and addressing the isk posed
loy exploitable vulnerabilities and security weaknesses found during
[penetration testing.
| Retention o penetration testing resuits and remediation actiities
Iresults for at least 12 month:

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology
|Assets, Applications andjor Services (TAAS).

|A formal methodology is defined for thorough technical testing that
lattempts to exploit vulnerabilities and security weaknesses via
[simulated attack methods by a competent manual attacker.

1141

|A penetration testing methodology is defined, documented, and
[mplemented by the entity, and includes:

|m Industry-accepted penetration testing approaches.

| Coverage for the entire COE perimeter and critcal systerns.
[m Testing from both inside and outside the network.
lm Testing to validate any segmentation and scope- reduction controls.
= Application ayer penetration testing to dentiy, at a minimurn, the
[vunerabiites Isted in Requirement

faver penéiration vests hat encompass all companents
[hat support network functions as well 2s aperating systems.

o Review and consideration of theats and vulnerablies experienced
nthe las 12 months,

l Documented approach to assessing and addressing the isk posed
[y oxploitable vilnorabilties and securty weaknesoes found during
[penetration testin
[m Retention of penetration testing results and remediation activities
[results for at least 12 months

Functional

Intersects With

Independent Penetration Agent
or Team

VPM-07.1

IMechanisms exist to utilize an independent assessor or penetration
lteam to perform penetration testing,

1A formal methodology is defined for thorough technical testing that
ttempts to exploit vulnerabilities and security weaknesses via
[simulated attack methods by a competent manual attacker.

1142

NA

linternal penetration testing is performed:

lm At least once every 12 months
o lterany sgnificant nfastructue or appliation upgrade or change
-party

[m By a qualified internal resource o qualified external thi
= Organzational mdependance of he tester exist (not requied to be
lo QSA or ASV)

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology
|Assets, Applications andjor Services (TAAS).

internalsyster defenses are verifed by technical testing according to
ithe entity’s defined methodology as frequently as needed to address
vohing anc new ttacks andthreats and ancure that sonincant.
lchanges do not introduce unknown vuinerabilities.

1142

lInternal penetration testing is performs
lm Per the entity’s defined memmmgy
o At east once every 1

= Aftr amy S hcast infractrucure or applicaton uparade or change
[n By a qualified internal resource or qualified external third-party
lm Organizational independence of the tester exists (not required to be.
lo QSA or ASV)

Functional

Intersects With

Independent Penetration Agent
or Team

VPM-07.1

[Mechanisms exist to utilize an independent assessor or penetration
lteam to perform penetration testing,

Internal system defenses are verified by technical testing according to|
[the entity’s defined methodology as frequently as needed to address.
levolving and new attacks and threats and ensure that significant
[changes do ot introduce unknown vulnerabilities.

1143

NA

[External penetration testing is performed:
m Perthe entity's defined methodology
[m At least once every 12 monti
Ater any sianicant infrastnucure or application upgrade or hanga
Im By a qualified internal resource o qualified external third
| Organizstionalindependence ofthe tester exiss (not Teated o be
la QsA
Feomiien an next page)

Functional

Intersects With

Independent Penetration Agent
Tear

VPM-07.1

IMechanisms exist to utilize an independent assessor or penetration
lteam to perform penetration testing.

Extemal system defences are verifd by technical testing acording
to the s defined methodology as freq

s eviing anc now Buacke e thgote, o 5 ansure at
significant changes do not introduce unknown vulnerabiliies.

1143

NA

[External penetration testing is performed:
m Perthe entity's defined methodology
[m At least once every 12 months

Ater any sianicant infrastructure or application upgrade or x change
Im By a qualified internal resource or qualified external third p:
| Organizstionalindependence ofthe tester exiss (not Teaued o be
lo QsA
Feoniien an next page)

Functional

Intersects With

Penetration Testing

VPM-07

echanrsme exit o conduct penetration festing on Technolooy
|assets, Applications andor Services (TAAS).

Extemal system defences are verifid by technical testing according
to the s defined methodology as frequently as
s eviing anc now Buacke e thgote, o v ansure at
significant changes do not introduce unknown vulnerabiliies.

1144

NA

[Explotable vuinerabilties and security weaknesses found during
[penetration testing are corrected as follows:

o n accordance with the entity's assessment of the is posed by the
Becuriy issue a5 d in Requirement 6.3
[ Fenescation tecking I repastad 1o venty the corrections,

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Developmer

10-04

IMechanisms exist to require system developers and integrators to
|create and execute a Security Testing and Evaluation (STSE) plan, or
Jsimilar process, to identify and remediate flaws during development.

\Vulnerabilities and security weaknesses found while verifying system
ldefenses are mitigated.

1144

[Exploitable vulnerabilities and security weaknesses found during
Jpenetration testing are corected as falows

ln In accordance with the entity’s assessment of the risk posed by the
Gecurity tssue as defined in Requirement 6.3.1.

o Penetration testing i repeated to very the corrections.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

ToALS

Mechanisms exist to require system developers and integrators to
[develop and implement an ongoing Security Testing and Evaluation
(STSE) plan, or similar process, to objectively identify and remediate
[vuinerabiliies prior to release to production.

[Vulnerabilities and security weaknesses found while verifying system
ldefenses are mitigated.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

1144

FDE Name

Focal Document Element (FDE) Descriptions

[Exlotable winerabilties and security weaknesses found during
ol

eiys assbssment of th risk posed by the
Jsecurity issue as defined in Requirement 6.
|u Penetration testing is repeated to verify the corrections.

STRM
Rationale

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Penetration Testing

VPM-07

Secure Controls Framework (SCF)
ontrol Description

[Mechanisms exist to conduct penetration testing on Technology
|Assets, Applications andjor Services (TAAS).

gth of

version 2026.1_x000a_03/27/2026

[Vulnerabilities and security weaknesses found while verifying system
ldefenses are mitigated.

1145

I segmentation is used to isolate the CDE from other networks,

[penetration tests ar gmentation controls as follows:

o At east once every 12 months and aer any changes to

[segmentation comrmsl ods.

- Eovering al segmentation controls/methods n use.

= According to the entity's defined penetration testing methodology

o Confirming that the segmentation controlsimethods are operational

[and effective, and isolate the CDE from ail out.af scope yst

o Confirming ffectiveness of any use o solation 1 Seperate systems
it differing security levels (see Requirem 3)

n mr ey 5 qualiied ikernal rescurce o uatlied external thrd

B Grbanizatonal independence ofthe tester exists (no required t be
lo QSA or ASV)

Functional

Intersects With

Restrict Access To Security
tions

END-16

IMechanisms exist to ensure security functions are restricted t
lauthorized indviduals and enforce feast privilege control requirements
ffor necessary job functions.

If segmentation is used, it is verified periodically by technical testing
lto be continually effective, including  changes, in isolating
lthe CDE from ail out- of-scope systems.

1145

NA

I segmentation is used to isolate the CDE from other networks,
penetration tests are performed on segmentation controls 2 follows:

Atleast nce every 12 manths and sfte any changes to
lsegmentation controls/m

Covering all 5egmentanon (on[ro\s/methods in use.
la According to penetration testing methodology.
| Confirming that the segmentation controlsimethods are operational
Jond efective, and isolte the CDE from all outf-scape systems,

ming effectivaness of any use of i0labon 1 Separate SyStems

i cterng cacorty evcl (o8 Requnemént 323
e Performed by 2 quaifed el esource or qualified external third
lparty

[ Organizational ndependence of the tester exits (not required to be
lp SA or ASV).

Functional

Intersects With

Network Segmentation
(macrosegementation)

NET-06

[Mechanisms exist to ensure network architecture utilizes network
jsegmentation to isolate Technology Assets, Appications andjor
[Services (TAAS) to protect from other network resource:

Iif segmentation is used, it is verified periodically by technical testing
lto be continually effective, including after any changes, in isolating
[the CDE from all out- of-scope systems.

145

I segmentation is used to isolate the CDE from other networks,
Jpenetrtion testsare perfarmed on segmentation controls s follows:
12 months and afer any changes to
[segmentation (on(ro\sl hods
 Evering a1 oqmentation controlsimethods in
= According to the e enhly s defined penetration testing methadology
lm Confirming that the segmentation controls/methods are operational
ond effective, and isolae the CDE from all ot uf scope systems.
lm Confirming  any use of isolatl
it difaing cecurty ovel (so8 Requiement 22.3)

= Parformad by s aualfied intema resource or sl extenaltird

o Omamzanona\ independence of the tester exists (not required to be.
lo QSA or ASV)

Functional

Intersects With

DMZ Networks

NET-08.1

IMechanisms exist to monitor De-Militarized Zone (DMZ) network
lsegments to separate untrusted networks from trusted networks.

If segmentation is used, it is verified periodically by technical testing
lto be continually effective, including after any changes, in isolating
lthe CDE from ail out- of-scope systems.

1145

NA

I segmentation is used to isolate the CDE from other networks,
lpenetration tests are performed on segmentation controls as follows:
o Ateast once every 12 months and afer any changes to
lsegmentation controls/meth

- Eovering al segmentation (onlra\s/memads in us

o According tothe entiy' penetration (eslmg methodology.
l& Confirming that the segmentation contralsimethods are operationdl
[t efecthv. and felate the CDE rom a1 aut.of Scope ystame.

o Confirming effectiveness of any use of solaion to separate systems
lwith differing security levels (see Requirement

o Perforome b o e miconalvesburce o guathied external third
party.

lm Organizational independence of the tester exists (ot required to be.
lp QSA or ASV).

Functional

Intersects With

Security Function Isolation

SEA-04.1

echarisms exist to solate securty functions from non-securty
lfunction:

If segmentation is used, it is verified periodically by technical testing
to be continually effective, including after any changes, in isolating
[the CDE from all out- of-scope systems.

1145

IFseqmentation s used to solate the CDE ffom other networks,

fpenetation testsare d on segmentation controls as follows:
Atleast ance every 12 months an afte any changes to

segmenta(von controls/methods

Covering all s¢ memanon  controlymethods n use

& Accarding to the entit's dsfined penatration testing methodology.

= Contrming hat he scomentaen conralsmennoos = are operational

land effective, and isolate the CDE from all out- uf Scope systs

I8 Confimning effectiveness of any use of isolation 1o separate systems

[ith ifering securiy levels (see Requirement 2.2.3)

e Performed by 3 qualifed nterna resource or uaifid extenal i

o Orgamzanonz\ independence of the tester exists (not required to be
lo QSA or ASV)

Functional

Intersects With

Secure Development
Environments

ToA07

[Mechanisms exist to maintain a segmented development network to
[ensure a secure development environment.

1145

I segmentation is used to isolate the CDE from other networks,
[penetration tests are performed on segmentation controls as follows:
lm At least once every 12 months and after any changes to
segmentation comrms/memo

|a Covering all segmentation controls/methods in use.

= Retoriag to e emtiy 5 Getmed pencuation teating methodology
la Confirming that the segmentation controls/methods are operational
land effective, and isolate the CDE from all out-of-scope systems.

[m Confirming effectiveness of any use of isolation to separate systems
[with differing security levels (see Requirement 2.2.3)

lm Performed by a qualified internal resource or qualified external third

lparty.
la Organizational independence of the tester exists (not required to be.
lo QSA or ASV)

Functional

Intersects With

Penetration Testing

VPM-07

echansme exit o conduct peneration festing on Technoioay
|assets, Applications andjor Services (TAAS

If segmentation is used, it is verified periodically by technical testing
0 be continually effective, including after any changes, in isolating
the CDE from ail out- of-scope systems.

1145

NiA

I segmentation is used to isolate the CDE from other network:
fpenetration tests are performed on segmentation contros as Totows
least once ever nths and after any changes.
lsegmentation controls/methods
= Covering i cgmentation controlsimethods in use.
= AcCording to the entity' defined penctration testing methodolagy
= Confirming that the segmentaton cortrolsimethods are operations!
[ind effective. ond isoate the CDE from all out of-scope

o Confirming affoctiveness of any Use of isolation o ceprate Systems
[with differing security levels (see Requirement 2.2.3).
e Performed by 3 aualifed e resource or uaifid external i

 opanizational Independence of the tester exits (not required to be
lp QSA or ASV)

Functional

Intersects With

Independent Penetration Agent
r Team

VPM-07.1

IMechanisms exist to utilize an independent assessor or penetration
[team to perform penetration testing.

Iif segmentation is used, it is verified periodically by technical testing
to be continually effective, including after any changes, in isolating
lthe CDE from all out- of-scope systems.

1146

|additional requirement for service providers only: If segmentation is
lsed toisolatethe CDE from other networks penetation tests are
[performed on segmentation controls as follow:
[ At least once every six monihs and after oy changes to
lsegmentation controls/meth
la Covering all segmentation mnlm\s/methads in us
= According to the entit's defined penetration testing methodology.
s Confiring ot the segmentation contralsimetads ore aperatons!
land effective, and isolate the CDE from all out-of-scope.

s of any Use of islation o Leparate Systems
[with differing security levels (see Requirement 2.2.
= Portormd by = qualiied inkrma resource or st extemal tird
lparty

I Orpanizational independence of the tester exists (not required to be
lo QS or ASV).

Functional

Intersects With

Restrict Access To Security
Functions

END-16

[Mechanisms exist to ensure security functions are restricted to
lauthorized individuals and enforce least privilege control requirements|
ffor necessary job functions.

If segmentation is used, it is verified by technical testing to be
lcontinually effective, including after any changes, in isolating the CDE
from out-of-scope systerms.

1146

ladditional requirement for service providers only: If segmentation is
lused to isolate the CDE from other networks, penetration tests are
egmentation controls a5 fallows:
1 and afer any changes to
[egmentation control/m
e vering  oqmentation costrolsimethods i use.
& Accarding to the entit's defined penetration testing methodology.
o Confirming tha the segmentation controlsimethods are aperational
e, 2nd isolae the CDE from all outof-scope
use of isolation to
it aifering securiy levels (see Reauirement 2.2.3)
la Performed by a qualified internal resource or qualified external third

lm Organizational independence of the tester exists (not required to be.
lo QSA or ASV)

Functional

Intersects With

Network Segmentation
(macrosegementation)

NET-06

[Mechanisms exist to ensure network architecture utilizes network
segmentation tosolte Technolagy Assets, Applications andior
[Services (TAAS) to protect from other network resource:

If segmentation is used, it is verified by technical testing to be
lcontinually effective, including after any changes, in isolating the CDE
rom out-of-scope syster

Secure Controls Framework (SCF)
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FDE Name Focal Document Element (FDE) Descriptions = Relationship SCF Control o tra| D s e
lAdditional requirement for service providers only: If segmentation is
Jused to isolate the CDE from other networks, penetration tests are
lperformed on segmentation controls as follow:
e At leastance every s months and aftr any changes to
fegmentaton controsmethods
e Evering a1 oqmentation controlsimethods in
= According to the entity's defined penetrtion tesing methodology ; If segmentation is used, i s verified by technical testing to be
146 WA = Confirming tha the segmentaton control S are operational | Functional | Intrsects With DMZ Networks NETop.1 [Mechanisms exist to monitor DeMiltarized Zone (DMZ) network s continally effective, Inclucing ater any changes. i 0iing the CE
fand E“e:tlve and isolate the CDE from all out-¢ nf s:npe systems. 0 P [from out-of-scope systems.
ln Confirming f any use of solati
it difaing cecurty ovel (o8 Requiement 22.3)
e Pertorms b 3 ualifed itermal resourceor Guafied extemal e
e Orgamzanona\ independence of the tester exists (not required to be
[a QsA SV).
IAdditional requirement for service providers only: If segmentation s
Jused to isolate the CDE from other networks, penetration tests are
n segmentation controls as follows:
ln At least once every six months and after any changes to
[segmentation controls/methods.
ln Covering all segmentation controls/methods in use.
|n According to the entity’s defined penatration testing methodology. echanisns xis o sl ey ncions fom onsecrs I segmentation is used, it s verified by technical testing to be
1146 NIA [m Confirming that the segmentation controls/methods are operational Functional Intersects With Security Function Isolation SEA-04.1 | tion: Y Y 5 [continually effective, including after any changes, in isolating the CDE
ond efective,and iolate the CDE from ol .o scope systems. [from out-of-scope systems.
|n Confirming effectiveness of any use of isolation to separate systems
Jih ifering securiy level (see Requrement 2.2.3)
by a qualified internal resource or qualified external third
[ OrGanizatonalindependence ofthe tester exists (no required t be
la QsA or ASV).
IAdditional requirement for service providers only: If segmentation is
lused to isolate the CDE from other networks, penetration tests are
[performed on segmentation controls s follows:
ln At least once every six months and after any changes to
o Covering llseqmentation cortolsimethods I use
ln According to the entity's penetration testing methodology. . . o If segmentation is used, it i verified by technical testing to be
11456 A = Confrming tha the segmentaton condlimetiods o perotonal | Fonconal | mersects i | SO Poveon ToAQ7  [Mechanisms existto maintain a segmented development network to s continually effectve, including after any changes. in fsolating the CDE
[and effective, and isolate the CDE from all out-of-scope P from out-of-scope systems.
e Confiring efectvencss o any Use ofSclaion o ceparate systems
Wit cifering securiy levets (see Requirement 2.2.3
o Pertormed by 2 qualifedintema esourceor aualfied exterl third
Jparty
& Organizational Independence ofthe tester exiss (notrequired to be
[a QSA or ASV).
Mechanisms exist to conduct penetration testing on Technology
|Assets, Applications and/or Services (TAAS).
lAdditional requirement for service providers only: If segmentation is
Jused to isolate the CDE from other networks, penetration tests are
perormed on segmentaion coirols s ol
e At leastance every s months and aftr any changes o
segmenttion contrais/m
o vering  oqmentation contolsimethods i use.
= According to the snity's defined penetration testing methodology. If segmentation is used, it i verified by technical testing to be
1146 A ln Confirming that the segmentation controls/methods are operational | Functional | Intersects With Penetration Testing vPi07 5 lcontinually effective, including after any changes, in isolating the CDE
Jand effective, and isolate the CDE from all out-of-scope syster rom out-of-scope syste
ln Confirmin  use of isolation to
|with differing security levels (see Requirement 2.2.3)
e Pertorms b 3 ualifed intermal resorceor Gusfied extemat e
[ Crbanizatonal independince of the tester exists (no require o be
[a QSA or ASV).
IAdditional requirement for service providers only: If segmentation s
Jused to isolate the CDE from other networks, penetration tests are
perormed on segmentaton controls s ol
o At least once every s mon after any changes to
Segmentation controig/methods.
= Covering ai cgmentation controlsimethods in use.
According to he entity’s defined pen ciration tesing methodology Independent Penetration Agent IMechanisms exist to utilize an independent assessor or penetration segmentation is used, it is verified by technical testing to
1146 NA |m Confirming that the segmentation controls) are operalmna\ Functional | Intersects With P PRI 9 VPM-07.1 e e e etrarian tasti P s :ontmuaHy effective, including after any changes, in wse\azmg the COE
[and effective, and isolate the CDE from all uu( of -scope Lo P 9. |from out-of-scope systems.
= Confinning afetivences f any use of sclaion 1 separate sysiems
Jwith differing security levels (see Requirement 2.2.3)
e Performeby a ualed interal resource o Gualfed extemal i
I OrGanizatonalindependence ofthe tester xists (no required to be
la QsA or ASV).
Mechanisms exist to conduct penetration testing on Technology
ladditional requirement for multi-tenant service providers only: Mult- [Assete, Applications andor Services (TAAS). IMult-tenant service providers support their customers’ need for
1147 A ltenant service providers support their customers for external Functional | Intersects With Penetration Testing veM.07 5 echical testing etcher by praviing access or evidence that
[penetration testing per Requirement 11.4.3 and 11.4.4. Comparable technical testing has been undert
hanisms exist o utilize File Integrity Monitor (FIM), or similar i enant senvce proiders support hei customers”need fo
115 NA [Network intrusions and unexpected file changes are detected and Functional | Intersects witn [E"dPoint File Integrity Monitoring| - gnp.gg technologies, to detect and report on unauthorized changes to 5 technical testing ither by providing access o evidence tha
Iresponded to. (i)
Jselected files and configuration settings. omparable technical testing has been undert
hanisms exist to Implement Intrusion Detection / Prevention [Mult-tenant service providers support their customers' need for
s WA Pietwork Itrusions and unexpected fle changes are detected and | fincronal | inersects wi ["""USI9n Detection & preventon o011 fSystems (1D 17S) technolostes on cical systems, key network s el esing e by v accss o e ot
o y: @ points. rable technical testing has been undert;
e e T T e e Mu\tl-tenan! service providers support their customers’ need for
us wa Pietwork itrusions and unexpected fle changes are detected and | Fincional | Intersects Wit | File Intearity Monitorng (FM) | MON-0L7 ~ hange detection technola 3‘&;‘1;6‘ | Technology Assets s kechicltesing it by providn occes or evdence hat
P i 9 mparable technical testing has been undertaks
[Network intrusions and unexpected file changes are detected and Network Intrusion Detection lechanisms exist to employ Network Intrusion Detection / Prevention nt service providers support their customers' need for
115 NIA lresponded to. P 9 Functional Intersects With |5 o tion Systems. (NIDS / NIPS)| NET-08  |Systems (NIDS/NIPS) to detect and/or prevent intrusions into the 5 Lemm(a\ testing either by providing access or evnden(e that
P e [network. [comparable technical testing has been undertaks
[Network intrusions and unexpected file changes are detected and uspicious Communications & [Mechanisms exist to provide training to personnel on organization- [Multi-tenant service providers support their customers’ need for
s A Petwork ntry » 9 Functional | ntersects with | SUspiclous Communications & | 57,032 |defned indicators of malware to recoonize suspiclous communications s Kechnical testing either by providing access or evidence that
P ¥: [and anomalous behavior. [comparable technical testing has been undertaken.
[ntrusion-detection and/or intrusion- prevention techniques are used Mechanisms to detect real-time suspicious or anomlous network
trafic that may be Indicative of threat actor activity are implemented.
ln All traffic is monitored at the perimeter of the CDE. y Mechanisms exist to implement Intrusion Detection / Prevention
151 A o At s monorea & crkca ' v coF Fonctonal | Intersectswitn |1""sign Detecton & prvenion| - yon.g1 1 fsytams (15 15 techalotes on erical systems. key netwark s [lets generated by these mechaniss are respended to by
onnel are alerted to suspected co [segments and network choke points. 3
" prevention enaines, baselines, and [components cannot be compromised as a result of the detected
[signatures are kept up to date Y
Inusion detecton andlor itrusion: revention techniques are used Mechanisms to detect realime suspicous or anomalous network
Al rafic s monitored at the permeter of the CDE Mechanisms exist to moritor and control communications at the (i that may be Indicative o treat sctor actviy are Implemented.
151 A 8 Al trafic s moniare o rtealpoints i the CDE Functional | Intersects With Boundary Protection NET03  lexternal networ boundary and atkey inernal boundaries wicin the s e e s are respanded to oy
|m All intrusion-detection and prevention Cr\gmcs baschncs, and “{’;‘“V‘:;’”e"‘s cannot be compromised as a result of the detected
lsignatures are kept up to date. Y-
Intrusion-detection andfor intrusion- prevention techniques are used . reals cious or ’
lto detect and/or prevent intrusions into the network as follows: :ﬂ:z‘jn‘é':‘;:’ ‘:f;?:;‘g‘}:‘e"\‘:; f:fe‘;f‘;’(“éfaf{:sm’“y“;‘::f:‘:'g:‘:m d
Il traffic s monitored at the perimeter of the Mechanisms exist to employ Netwark Intrusion Detection / Prevention
ith | Network Intrusion Detection / y < |Alerts generated by these mechanisms are responded to by
151 A Allaffic s moniored o crical poins n the CDE. Functional | Inersects With |, Lok I0bsion Aection | NET08  [Systems (NIDS/NIPS) to detect andjor prevent intrusions into the 5 P A s A
|w Personnel are alerted to suspected compromise né [components cannot be compromised as a result of the detected
£ Al s etecion and prevention engines. Saselines, and compo o
[signatures are kept up to date Y-
Intrusion-detection and/or intrusion- prevention techniques are used Mechanisms to detect real-time suspicious or anomalous network
to detect andor prevent intrusions into the network as follows
o Al 73fe 1 monifored a the permeter of Suspcious Communications & Mechanisms exst to provide training to personnel on organization: [affc that may be ndicativ of hreat actor actvity are mplemented
151 wa Al iraffic < moniored at crical pants in the CDE Fonctonal | intersects with | SuSBicous Communicatons & | .35 deed nlcatars of malwere o recogrize suspcious cammunicatons s fers generated by these mechanisms are respen
ln Personnel are alerted to suspected compromises. land anomalous behavior.
o Al intrusion-detection and prevention engines, baselines, and [Components cannot be compromised as a result of the detected
[signatures are kept up to Y-
IMechanisms are in place to detect and alert/prevent covert
ladditional requirement for service providers only: Intrusion-detection techanisms exist to implement Intrusion Detection / Prevention
1511 wa ondlor iruston-prevention techniques detect lert onprevent and |  Functional | ntersects with | MU0 Detecton & revention| o g1 smms 11DS  175)technologies o crtica systems, ey netwrk s commurications with command and contral systems, Alerts generated
[pedress covert malware communication channels. ments and nefwork choke points. [automated means that ensure that such communications are blocked.
echanisms ae in lac to dtectand aertprevent covert
IAdditional requirement for service providers only: Intrusion-detection . s exi edl
11511 N/A land/or intrusion-prevention techniques detect, alert on/prevent, and Functional | Intersects with | AnaZe Trafﬁc"':n Covert MON-11.1 f::‘;:“dfg ';‘fif"t‘;‘a”t‘;ns exist to analyze network traffic to detect 5 lby these mE(hamsms “are responded to by p mmne‘
[pddress covert malware communication channels. |automated means that ensure that such mmmumczuans ere blocked.
. IMechanisms are in place to detect and alert/prevent covert
ladditional requirement for service providers only: Intrusion-detection IMechanisms exist to conduct covert channel analysis to identify e e e e et generated
1511 A land/or intrusion-prevention techniques detect, alert on/prevent, and | Functional | Intersects With |  Covert Channel Analysis MON-15  [aspects of communications that are potential avenues for covert 5 e e
fpddress covert malware communication channels. [channels. [automated means that ensure that such communications are blocked
Jadditonal requirement for service providers ony: Intrusion-detection Network Intrusion Detection / Iechanisms exist to employ Network Intrusion Detection | revention e e e e B e e, ted
1511 A lndior ntrusion-prevention techridues detect,alert onprevent, and | Functonal | Intersects Wi |, NEUWOrK Intruson betection | er.og  fsystems (MDS/NIPS) o detect andior prevent ntrusions ino s communicatins wih commandand.control ystems, Aler
address covert malware communication marme\ lautomated means that ensure that such communications are blocked.
IMechanisms are in place to detect and alert/prevent covert
ladditional requirement for service providers only: Intrusion-detection IMechanisms exist to provide training to personnel on organization-
1511 wa ondlor iruston-prevention techniques detect lert onprevent and |  Functonal | ntrsects with | Suspicous Communications & | 3.2 ifined inlcators of malware o racognize sushclous communicaions s commurications with command and contral systems, Alerts generated
laddress covert malware communication channels. Jand anomalous behavior. [y thase machanisms are responded to by pefsonnel. or by - wlocked
J change detection mechanism (or xampl, fe ntegrity monitoring
fools) is deployed as fol . . IMechanisms exist to utilize File Integrity Monitor (FIM), or similar . zed per-
152 A yeormel 8 anauthoriaed madification (ncluding Functional | tersects witn <9991 Fle Intearity MONoring) g6 fechnologies, o detect and report on unauthorized changes to B Criticalfles cannot be modified by unauthorized personnel without an
[changes, additions, and deletions) of critical files. [selected files and configuration settings. 9 9¢
|a' To perform critica file comparisons at least once weekly.
fchange, detection mechanism (for example fileintegrity monioring pechanims et o iz i ety Monter (M) r simiar
ro17 [change-detection technology, on critcal Technolagy (Crtical files cannot be modified by unauthorized personnel without an
1152 A o To lert persomne o unauthorized modification (ncluding Functional | Intersects With | File Integrity Monitoring (FIM) | MON-01.7 _ [0219% etection techneiony: snciiica) Technology Assets. 5 Critical es connot be
lchanges, aditions. and deletions) of crtical f fAoplications andior service:
8 pertorm crieal e comparisons ot eaet nce weekly
IMechanisms exist to detect and respond to Indicators of Compromise
us wa lunauthorized changes o payment pages ar detected and 1esponded|  puncional | Intersects With |  Webste Change Detection | WEB-13 [1oC) for unauthorzed atrations, sdation, deleionsor hanges on s
g |Websites that store, process andjor transmit sensitive/regulated data

Secure Controls Framework (SCF)
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sTam sram Securs ControlsFramework (ScF) Sstrength o
FDE Name Focal Document Element (FDE) Descriptions Rationae Relationship SCF Control e D et
l change- and tamper-detection mechanism s deployed 3 follows:
o To alert prsonne! o unauthorized modifcation (neiuing indicators
S comprome, changes, addiions, and deletons) o the HTTP
P and e comerts fpoymr pages o e o e
consumer browse
e-commerce skimming code or techniques cannot be added to
e T et s confure o evlute the recived HTTPnasder echarisms exist o periodically review system configurations to ‘ anmot .
161 " 5nd paymen pagi Functional | Itersects with Periadic Review CFG-03.1|dentiy and disabis unnecessary and/o non-secure functions, ors, s payment pages o recelved by he consumer browser wihout o tmely
e mechaniam functions are performed as fallows: rotocls and service.
= The mechanism function are pe from payment pages wihout a prompt ler being generated.
"
2% perioacaty (s th frequency defined n the entiy's targeted isk
analysi, which s performad according to Al lements specied n
eaurement 1230
I change- and tamper.detection mechanism i deployed as fllows:
o To aler prsonne! o unauthorized modifcation (neiuding ndicators
5 comprome, chanoes, addons, and deletions) o the HTTP
P and e comeres f py e pages o v 5 e
cansumer bro
. " . . commerce skimming code or techniques cannat be added to
161 A an?ia"y‘ee":"‘sm > coniaured to evaluate the eceNed HITP NE20Er | | ional | Inersects witn [EV9POITE File Integrity MOntorngl e echmologies o detec and repor oh uravtnoneed changes 16 s payment pages as receved by the consumer browser without  timely
i . ert being generates. AniSmming messures cannok be removed
S mechaniam functions are performed as follows Ceectea fles and coniguration setings
| The mechanism functions are per 7o payment pages Withaut a prompt lert bemng Generatea
or
2% perioacaty (o th frequency deined n the entiy's targeted isk
i wich £ periormed accorang o s elments speciss
[Requirement 12.3.1).
I change- and tamper detection mechanism i deployed as folows:
o To aler prsonnel o unasthorized modifcation (neiuding ndicators
S compromise, changes, addiions, and deletions) o the HITP
Reacers an e cantents ofpaymént pages as recened by the
onsimer bronser
T mechanism s configure to evaluatethe recelved HTTP header e derecton tethntiosy, o il Tecnnoiogy Asters eyment bages a5 Toceted by (o Consurmer browser kot a imely
161 A o paymentpoge. performed as folas Functional | Itersects With | File Integrity Monitoring (FIM) | MON-0L7 LS00t C S S aie e 0] o ganerate alerts fo s ert being Generates. Animming messures cannok be removed
| The mechansm functions are per unauihorzed modifications. o payment pages without  prompt aert being gencrated.
on
| peroicay ot e ruency detnes e ey’ trgtad i
nalysis, which s performed accoraing 0 all sements speciied
Requnremem 12.31).
I change- and tamper-detection mechanism s deployed s follows:
o To aler prsonne! o unauthorized modifcation (neiuding indicators
S compromis, changes, addiions, and deletions) o the RTTP
Readers an i contents of payment pages as receed by the
onsimer bronser
T mechanism s configured to evaluate the recelved HTTP header Mecharisms exist o detect and respond to Indicators of Compromise E-commerce skimming code or echniques camnot be odde 10 mel
161 A S paymen page. Functional | Intersects With | Website Change Detection | WEB-13  [1oC) or unauthorized atrations. adaions, deleions or changes on s payment pages o receiued by the consumer browser wihout o tely
& mechartam functions are performed a follows: [nebsites hat store, process andor ansmt sensielregulated data.
o The mechaniem functions are o Z Ireg| [rom payment pages without a prompt alert being generated.
or
peroseay tn ey datned n e ety gt sk
nalysis w med actorang to all lements speced
Readrement 1235,
I cormprehensive nformation securty oty that governs and — Fecharims it stabsh, matan an dssemiate ol
121 N [rovides diection for protection of the entity's mformation assets is | Functional | ntersects with | PUDlishing Security, Compliance | v.05  ktandards and procedures necessary or secure, compiant and s
fnown and current, Festien: capabies
s o o i the Secuty, CompIarce & Redlence
I comprehensive information security policy that governs and Periodic Review & Update of [Program (SCRP), including policies, standards and procedures, at
121 A provide drectonfor recton of e'enity'snfomation ssets s | Functional | nersects With | Security,Complance & Gov-as |planned imervals o i siniicant changes oceur to ensure their s
own and Resilience Program |continuing suitability, adequacy and effectiveness.
o cvral nermato securty iy i
o et
echarisms exist o stablsh, maintain and disseminate polcies
= Fobianed. Publishing Securty, Compliance | ¢, . . It srategic abjecives and princples of information security are
1211 A o Pubished. Functionst | nerects win | PR Sty Complance | Gov.aa randardsandprocedures ncesiry o s, compiank and s e strotegic abjectives and principles of
|w Disseminated to all re\evan( personne\ as well as to relevant P
Fendors and business parine
PR —————————— T ST e e Sy Comane € R
o verl nformation secrty polcy Froatam (32RP) Incucing bolcies sandards and roceou
- peroic Review & Upcat of planned intervals o f SgPIRcant changes occur to ensure trei ateqic objects ncples of nfors ;
1211 A Published. Functional | Itersects with iy, Compliance & | GOV-03  |Continuing sutabity. adeduacy and flectheness. s [Te srategle bjectives and princilesof nformation scurity are
|m Disseminated to all relevant personnel, as well as to relevant Resnheme Pragram
FVendors and business pariners.
IThe information secury porcy s
shing Securt Mechanisms exit to estabish, maintin and disseminate polces, maton secur } N
1212 N = Uptated o neadet o reflec chamges t business abjectives orisks|  Functional | ntersect witn | PO SRS G TOMRLENNe | Gov-02 - tandards and procedures necessaryfor secure, complant and s [retegc ojectves and pmcles, o eect the organizaton's
o Updated o need Fesiian: capabimes
Wecharisms eX o review the Securiy, Complance & Reslence
e informaton securty policy i perodic Review & Updote of Program (SCRP). incuaing poiies, standards and procedures, a
e Revined o st once svry 1 ’ ' g . 03 [planhed intervas o f ignifcant hanges occor 1 ansure their e tormaton scunty oy contiues o et e organizaton's
1212 A Gared o2 ocded toreect changes o business objectves o risks| | FUncional | Inersects with | Security, Compliance & | - Gov-03 |Piined erualeer i Saeant chonges ccur o s Sratoai objectes and prncp
m the environment. 9
e securty policy cleary defines information secuy oles and echarisms exit to establsh, maintin and disseminate polces, )
1213 A Fesponsbiiiesfo il personnal and al personmel re aware of and | Functonal | Inersects wih | PUblishing Security, Compliance | - Gov.p  iondards ana procedres necessary for secure, compian and s Personnel understand thei ole inprotecting the entiy's cardholder
cknowedge thlr nformation securty responsilies Fesiion: capabities
echanars oo et cne o e s otidste i e
I securty poiy clearly defines nformation securty roes and
[ime securiy ton securt y i PSsloned Scury, Comptiance 6| oy, [Tssonand rasorces o cenraly-manage: cooints el Personnel understand ther role in protecting the ntity’s carcholder
1213 A ;i‘:‘“n’lf‘::“;fh:[:Lgiz‘;:;’ﬂ;’;ﬂf s i"n"s'l';'h‘:::wa’e of and Functional | Inersects With | gogilience Responsibilities GOV-04  limplement and maintain an enterprise-wide Security, omphance& s data.
‘9 y resp [Resilience Program (SCRP)
I security poiy clearly defines nformation securty roes and e X i i
1213 A [esponsibilies fo il personnal and al personnel are aware ofand |  Functional | Intesects With | Defined Roles & Responsbiies|  HRs.03 [Mechanisms exst o define roles & foral s FPersonnel understand ther role in protecting the etiy's carcholder
lacknowledge their information security responsibilities. e
I securty policy cearly defines nformation secuty roes and . . it s ol ol onder e rotectin .
1213 A Fesponsibilties fo al persomnel, and al personnelare aware of and | Functional | Intersects With User Awareness HRs.03.1 [1lechanisms exist to communicate with users about their roles and s Personnel understand thei roe i protecting the entity's cardholder
[acknowledge their information security responsibilities. P 0
I securty palicy cearly dfines nformation scurty roes and echanisms exit o require il employees and contractors to apply ol anderstand thlr roe in protecting the enity's cordholder
1213 NA Iresponsibilities for all personnel, and all personnel are aware of and Functional | Intersects With Terms of Employment HRS-05  |cybersecurity and data protection principles in their daily work to 5 FPersonnel understand ther role in protecting the ntiy'scardolde
cknowiedge the nformation secury responsilies [Shabie secure, complant and resient capabitties
I securty poiy cearly defines information securty roes and echarisms exit to dfine acceptable and unacceptable rus of ersonne anderstand thet roe i protecting the entty's cardhotder
1213 NIA [responsibilities for all personnel, and all personnel are aware of and Functional Intersects With Rules of Behavior HRS-05.1  [behavior for the use of technologies, including consequences for 5 data. Lo 9 Y
cknowiedge the nformatan securly responsilies inacceptabie behavior.
[Responsibility for information security is formally assigned to a Chief [Mechanisms exist to assign one or more qualified ‘""“‘"’““'5 ‘”“" the
ssigned Secury, Compllance & Goy.q [ Mision and resources o cenialy.manage, coorg Jop, | designated member of executive management i responsible for
1214 N Information Securiy Officer o other nformalion securty Functional | Intersects With |08 tes | GOV-0%  imlemant and maintai an enterprise wioe Secorty. Complance s Infomaton securty.
Resiionce program (SCR)
IResponsivitty fo nformation secury s formaly assigned to a Che echarisms exist o timely-regort incdents to applcables1) Internal
1214 NA Information Securiy Offier o othe nformation securty Functional | Itersects Wit | Incdent Stakenalder Reporting | 1RO-10.  [stakenolders(2) Afected Cents & i paries and3) Regulatory s [ designated member of executive management s responsile for
ember of executve uhoriies.
> " PcepTe v s o e e T Iog s e et 919 | runcior | sumseror | PSS Sotty |y [fecmiens oo attat e mpmanatn o pesome -
o for mt-uve vocmoloares e autme Mechanisms exist o require il employees and contractors tapoly
122 Na Jacceptable use policiesfor end-user technologies are defned and | Funcional | Intersects With | Terms of Employment HRS05  [cybersecunty and ecion, incies 1 thei daiy work 9 s
pler [enable secure, compliant and resilient capabilities.
S— . Wechanisms exit o defie acceptable and Unacceptable uies of
122 A Jacceptable use policies for end-user technologies are defned and | puncional | Intrsects With Rules of Behavior HRS.05.1 of ncding or s
ple lunacceptable behavior.
hanisms exist o establsh sage restrictions and mplementation
2 " hceptabe usepolies or encusrtecholoes e GeMed 313 | puneuonat | erscts Wi | Techolooy Use Restictans | HRs-05.3 S8 0 oganzational technoogs based o i potenal 1o s
e Cause tamage to Technology Agsets Applcatons and/or Services
(TARS)  usea malcously.
Jcceptabl use polciesforend-user technologies are documented
o iemeriad ang
. wn by e pories unciorsl | sueror | Mmanmsoucessacuty | g, echanisms s o facitote e mplementaion ofprsone o [ s fanuer oot s cfine and managed t ensre
o o sporeved b ne oy o employee s,
[nclacing hardware and softuar
Jacceptatte use polces for end-user technologies are documented
& mplemented,inluding
echanisms exit to require all employees and contractors to apply
[SExpict approval by autharzed parties. ; . ; g ° I use of enc-user technolagis s deined and managed to ensure
1221 A Explct approval by authorized por Functional | Itersects with | Terms of Employment HRS-05 cybrsecuriy an daa brtection rndites e Gy work 5 s e use of endus
lm List of products approved by the company for employee use, - compl P
[nciaing nardware and software
cepae e otcis o n s echnlogsare secuments
Jond Implemented, ind
Mecharisms exit to deine acceptable and unacceptable rues of
e approvel by authotzed arties. . ITh use of end-usr technologis s deined and managed to nsure
1221 A = Expict aporoval by authorized pr Functional | Itersects with Rulesof Behavior HRS.05.1ochavor o n us o Sehnlage, g corseduences o s e use of endus
o roducs oproued by th Company for cmployee us,
[ncicing hardvware and softw
coptaieue pole o nduer el are cocumares
& mplemented, incuding Mechanisms exit to estabish usage restrictions and implementation
= Expict approval by autharized partes 053 |Sukdance fororganizatonal technojagies based on the potenial to ITh use of end-usr technolagis s deined and managed to ensure
1221 Nia [w Acceptable uses of the technolog) Functional Intersects With | - Technology Use Restrictions HRS053 | ause damage to Technology Assets, Applications and/or Services s |authorized usage.
5 L 5 products approved by the Sompany for employee use, (ARG used malciously.
[nclacing hardware and software
Pt e coorer s vt v oty e e e PR
123 A ks o he cardh Functional | SubsetOf | Risk Management program | RSK0L_[pcririene eXelie Rl 10
> " zﬁi;‘g_ﬁeﬁﬂ:ﬂ\::; :ata Srironment are ormally Geed, S PR B rocas Hechanims exst to ety o coeuman v, S RS .
hanisms exstto Conauct recurring assessments of sk that
’ . Inchdes he Ikelhaoa and magnkude of arm. from nautnorized
123 A fiske to e caranader ata environment re formlly identite. Functional | Itersects with Risk Assessment RSK.04  facces, use, disclosure, dsruption, modincarion or destructon o the s
Sroanisation's Technotogy ASGets, APplcatons, Services anajo Data
[
echarisms et o Gentiy and asign a sk anking o newly
123 N/A [Risks to the cardholder data environment are formally identified, Functional Intersects With Risk Ranking RSK-05  [discovered security vulnerabilities that is based on industry- 5
valoated, and managed
Fecoanized practices.
2 wn ks o the cardholdr data environment ar ormally GeTeS, | puncuonal | nersects Wih | iskRemeditian RSK06[Mechanisms exit to remedite sks t o accepable fevel. s
each 1055 requrement rat rovies iy for how ety
% pertormed fo exampl, equirements to be per
peridicaly) & supported by & argeted ik analyss hat 5
[ocumentéd and incuaes:
[ centincation of fhe assets being protected.
|m Identification of the threat(s) that the requirement is protecting
Sgains
e TSenincaton o fctor tht cotriut ot oo ancor echarisms exis o percicaly eview system confguratons o
1231 A [rpacof a threat being reatzed Functional | Itersects with Perodic Review CFG03.1[dentiy and asabis unnecessary ancjor non-secure funcions, pors, s
e Recuiing analysis tht aetemines, and ncluces fstfication or, rotocols and services.
Iow requently the requirement st be perormed ta mimize the
ikelhood of the threat being reatzed
e Revien o ach et sk anaysi at st ance evry 12 mrins
o determine whetnerthe resuls aé st va or i an updated i
b esded
rmance o Updted sk anases when needed, 3 dtermined
5y he annual revi
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Set Theory Relationship Mapping (STRM)

1231

FDE Name

NA

Focal Document Element (FDE) Descriptions

[Each PCI DS requirement that provides flexiity for how frequently
ltis performed (for example, requirements to be performed
lpericdicaliy s supported by a targeted isk anaiysis tat 15
ldocument

lm Identification of the assets being protected.

s Jdentfcation of the threa(s) that the requirement s protecting

[ aentincation of foctors tha contribute tothe ikelinood andlor
fimpact of a threat being realized
| Resuiting analysisthat determines, and includes jusifiation for

w frequently the requirement must be performed to minimize the
ieaiiosd o e threat being reatoes
lm Review of each targeted risk analysis at least once every 12 months
lto determine whether the results are still valid o if an updated risk
janalysis s needed.

Performance of updated risk analyses when needed, as determined
[y the annuai review

STRM
Rationale

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Risk Framing

RSK-0L1

Secure Controls Framework (SCF)
ontrol Description

[Mechanisms exist to identify:(1) Assumptions affecting risk
lassessments, risk response and risk monitoring:(2) Constraints
atectng risk assessments,risk response and risk monitoring(3) The
rganizational risk tol (@) riorites benefs and frace-ofs
[Considered by the organization for managing Fs

gth of

version 2026.1_x000a_03/27/2026

[Up to date knowledge and assessment of risks to the CDE are
Imaintained.

1231

[ach P01 0SS requirement that provides lexibltyfor how frequently
fitis performed (for example, requirements to
orioacaly) e Sopporad by » cargcted ik amaivas ate
d includes:
lm Identification of the assets being protected.
o dentification of the threat(s) tha the requirement i protecting

lpgai
[ aentincation offactors that contribute tothe ikelinood andlor
fimpact of a threat being realized.
lm Resulting analysis that determines, and includes justification for,
Inow frequently the requirement must be performed to minimize the
liklinoo of the threat being reaived

5f each targeted ik analysis at least once every 12 months
lto determine whether the results are still valid or if an updated risk
lanalysis is needet
lu Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

Risk Identification

RSK-03

[Mechanisms exist to identify and document risks, both internal and
lexternal

Up to date knowledge and assessment ofrisks o the CDE are

1231

NA

[Each P01 DS requirement that provides flexiulty for now freauently
tis performed (for example, requirements to be performed
[periaically) 15 supported by  targete ris analysis that 1s
ldocumented and includes:

lm Identification o the assets being protected.

8 identficaton of the threas)that the requirement s protecting

I aentincation of factors that contribute to the ikelinood andlor

limpact of a threat being realized.

lm Resulting analysis that determines, and includes justification for,

lhow frequently the requirement must be performed to minimize the

likelihood of the threat being realize

Ja Review of each targeted risk analysis at least once every 12 months
o determine whether the results are still valid or if an updated risk

onalysi s necaed

lm Performance of updated risk analyses when needed, as determined

loy the annual review.

Functional

Intersects With

Risk Assessment

RSK-04

echaniems exist o conduct recuring sssessments of ik ot

includes the likelinood and ma m unauthorized
laccess, use, disciosure, disruption, modification or qestruction of the
lorganization's Technology Assets, Applications, Services and/or Data
(TAASD)

lUp to date knowledge and assessment of risks to the CDE are
Imaintained

1231

[Each PCI DSS requirement that provides flexiiltyfor how frequenty
litis performed (for example, requirements to be performe

beriodicaiy) & Supporcd iy a Srgeted ek anayas ot s
[documented and includes

lm Identification of the assets being protecte

o dentiicatin of the Treate that e reqarement s proecting

[ aentincation of factors tha contribute tothe ikelinood andlor
fmpact of a threat being realized.

Resulting analysis that determines, and Includes Justification for,
Inow frequently the requirement must be performed to minimize the
likelihood of the threat being realized.

Review of each targeted risk analysis at least once every 12 months
lto determine whether the results are still valid or if an updated risk
onalysi s needed.

erformance of updated risk analyses when needed, as determined
[y the annuai review,

Functional

Intersects With

Risk Register

RSK-04.1

Mechanisms exit to maintain a rsk reister tha faciltates monitoring
land reporting of rist

[Up to date knowledge and assessment of risks to the CDE are
Imaintained.

1231

each PSS reguirement hat provides flelty for how freguenly
it is performed (for example, requirements to be performed
[periadically is SuppOtEd by a targeted risk analysis that &
ldocumented and includes:
ln Identification of the assets being protected.

Ideniication o the ireats) tht the requirement s proecting

fpgai

a3 aentifcation of factors that contribute to thelikelinood andor

limpact of a threat being realized.

lm Resulting analysis that determines, and includes justification for,
lnow frequently the requirement must be performed to minimize the

likelihood of the threat being realized.

o Review of each targeted isk analysis at least once every 12 months

fto determine whether the results are still valid or if an updated risk

lanalysis is needet

lm Performance of updated risk analyses when needed, as determined

loy the annual review.

Functional

Intersects With

Risk Ranking

RSK-05

[Mechanisms exist to identify and assign a risk ranking to newly
ldiscovered security vulnerabilities that is based on industry-
recognized practices.

lUp to date knowledge and assessment of risks to the CDE are
Imaintained.

1231

NA

[Each PCI DS requirement that provides flexiity for how frequenty
ltis performed (for example, requirements to
lperiodically) is supnmled o 2 argerea e anaes s
ldocumented and in

S emtiication of the sscets being protecte

s sdenticaion o he Tente) that e veqarement s protecting

[ aentincation of foctors that contribute tothe ikelinood andlor
[mpact of  threat being reaized
lm Resulting analysis that determines, and includes justification for,
lhow frequently the requirement must be performed to minimize the
likelinood of the threat being realize
w of each targeted risk analysis at least once every 12 months

lto determine whether the results are still valid or if an updated risk
janalysis s needed.

rformance of updated risk analyses when needed, as determined
By the s rovien

Functional

Intersects With

Risk Remediation

RSK-06

IMechanisms exist to remediate risks to an acceptable level

b to date knowleige and assesament of s o the CDE are
maintained.

1231

[ach PC1 S5 requirement that provides lexibityfor how frequenty
it s performed (for example, requirements to be performed
lpriccically) is supporced by a targeted risk analyeis that i

jocumented and includes:

[m Identification of the assets being protected.

o dentification of the threat(s) tha the requirement i protecting

lagain:

[ dentincation of factors that contriute tothe ikelinood andjor
fimpact of a threat being re:
lm Resulting analysis that Setermines, and includes justification for,
lnow frequently the requirement must be performed to minimize the
likelihood of the threat being realize

view of each targeted risk analysis at least once every 12 months.

lto determine whether the results are still valid or if an updated risk
lanalysis is neec
lu Performance of updated risk analyses when needed, as determined
loy the annual review.

Functional

Intersects With

Compensating Countermeasures|

RSK-06.2

[Mechanisms exist to identify and implement compensating
|countermeasures to reduce risk and exposure to threats.

Up to date knowledge and assessment ofrisks o the CDE are

1231

NA

[Each P01 DS requirement that provides flexiulty for now freauently
it is performed ( mple, requirem
ericaicai) s Supportae by 3 iargetea ok anayers vt s
ldocumented and includes:

lm Identification of the assets being protected.

|m Identification of the threat(s) that the requirement is protecting

gainst

lm Identification of factors that contribute to the likelihood and/or
limpact of a threat being realized.
lm Resulting analysis that determines, and includes justification for,
lhow frequently the requirement must be performed to minimize the
likelinood of the threat being realized,
Ja Review of each targeted risk analysis at least once every 12 months
lto determine whether the results are still valid or if an updated risk
[analysis is needed.

ormance of updated risk analyses when needed, as determined

loy the annual review.

Functional

Intersects With

Risk Assessment Update

RSK-07

IMechanisms exist to routinely update risk assessments and re
[accordingly upon dentiying new security vuinerabilties, including
lusing outside sources for security vuinerability information.

Up o date knowledge and assessment of risks tothe COE are
Imaintained

1232

NA

IA targeted risk analysis is performed for each PCI DSS requirement

[that the entity meets with the customized approach, to include:

| Documented evidence detaiing each clament specified in Appenix
: Cstomized Approsch (inclcing. at 8 minimum,  controls matrix

land risk analysi

(& Approval of documented evldence by senlor managemen.

ln Performance of the targeted analysis of risk at least once every 12

[months.

Functional

Intersects With

Risk Framing

RSK-0L1

[Mechanisms exist to identify:(1) Assumptions affecting risk
ments, risk response and risk monitoring;(2) Constraints
ofecting s assessments, ik response and ik montoring(3) The
rganizational risk tolerance; and(4) Priorities, benefits and trade-offs
[Coneidered by the organization for managing Fisk.

[This requirement is part of the customized approach and must be met
for those using the customized approach.

1232

[ targeted ik analysi s pertormed for each PCI BSS requirement

lthat the entity meets with the customized approach, to inclu

I Bocumented evidence detaling coch cemsont apecinea h Appenix

ID: Customized Approach (including, at a minimurm, a controls matrix

lond risk analysis

= Approvalof documented evidence by senior management
erformance of the targeted analysis of risk at least once every 12

ot

Functional

Intersects With

Risk Identification

RSK-03

Mechanisms exist to dentify and document risks, both intema and
lexterr

| i requirement i partofthe custorized approach and must be met
for those using the customized appro:

1232

|A targeted risk analysis is performed for each PCI DSS requirement
fthat the entity meets with the customized approach, to include:
ocumented evidence detailing each element specified in Appendix

[ Customized Approach (inclucing at a minimum, 2 controls matrix
land risk analys
I8 Approval of documented evidence by senlor managem

o PEormance of the taroeted analysi of o ot eack once every 12
[months.

Functional

Intersects With

Risk Assessment

RSK-04

hanisms exist to conduct recurring assessments of risk that
includes the likelihood and magnitude of harm, from unauthorized
laccess, use, disclosure, disruption, modification or destruction of the
lorganization's Technology Assets, Applications, Services and/or Data
(TAASD)

[™mis requirement s part o th customized approach and must be met
[for those using the customized approat

1232

NA

lA targeted risk analysis is performed for each PCI DSS requirement
[that the entity meets with the customized approach, to include:
nted evidence detailing each element specified in Appendix
tomized Approach (including, at a minimum, a controls matrix
lon rsk anaiysey
= Approval of Gocumented evidence by senior managem
PerTormans of the frgeied ansiys of Hek ot leack once every 12
[months.

Functional

Intersects With

Risk Register

RSK-04.1

IMechanisms exist to maintain a risk register that facilitates monitoring
land reporting of risks

[This requirement is part of the customized approach and must be met
for those using the customized approach.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

1232

FDE Name

Focal Document Element (FDE) Descriptions

|A targeted risk analysis is performed for each PCI DSS requirement

[that the entity meets with the customized approach, to include:

| Documented evidence detallng each element specifed in Appenix
I: Customized Approach (inclucing, at a minmur, & conrols matrix

o sk anaiyi).

[m Approval of documented evidence by senior management,

= Prformance o the targeted anafysi of sk at east once every 12
nths.

STR
R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Compensating Countermeasures|

RSK-06.2

Secure Controls Framework (SCF)
ontrol Description

IMechanisms exist to identify and implement compensating
|countermeasures to reduce risk and exposure to threats.

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[This requirement is part of the customized approach and must be met
for those using the customized approach.

1232

|A targeted risk analysis is performed for each PCI DSS requirement

fthat the entity meets with the customized approach, to include:

lm Documented evidence detailing each element specified in Appendix
Customized Approach (including, at a minimum, a controls matrix

land risk analysis).

lm Approval of documented evidence by senior management.

Im Performance of the targeted analysis of risk at least once every 12
onths.

Functional

Intersects With

Risk Assessment Update

RSK-07

IMechanisms exist to routinely update risk assessments and react
laccordingly upon identifying new security vulnerabilities, including
lusing outside sources for security vulnerability information.

[This requirement is part of the customized approach and must be met
[for those using the customized approach.

1233

[Cryptographic cipher suites and protocols in use are documented and
roviewd at st ance svey 12 manths, nckicing s et the
folown
An up to-date inventary of all cryptographic ipher suites and
[rotocais i use, Including purpose an
e montioing of induaty wends regureing continued vabity of
Jal cryptographic cipher suites and protocols in us
cumented strategy to respond to anticipated changes in
[eryptographic vulnerabilities.

Functional

Subset Of

Use of Cryptographic Controls.

CRY-01

 to facilitate the
resechions controls Uind Khown pUBIE stanaard and tistod
leryptographic technologies.

[The entity is able to respond quickly to any vulnerabilities in
[cryptographic protocols or algorithms, where those vulnerabilities
jaffect protection of cardholder data.

1233

[Cryptographic cipher suites and protocals in use are documented and
lreviewed at least once every 12 months, including at least tt
lfollowin
o An up-to-date nventary of all cryptographic ipher suites and
lprotocols in use, including purpose and where used.

= Active monioring of ndustry trends regaraing continued viabilty of
ol cryptographic cpher sites and protocos in

' Gocumented stiategy to respond t anticipated changes in
Cptogtapric vuneran ce,

Functional

Intersects With

Cryptograptic Cipher Suies and
Protocals Inventory

CRY-0L5

[Mechanisms exist to identify, document and review deployed

cipher suites and protocols to proactively respond to
industry trends regarding the continued viabilty of utiized
[cryptographic cipher suites and protocols.

[The entity is able to respond quickly to any vulnerabilities in
[cryptographic protocols or algorithms, where those vulnerabilities

jaffect protection of cardholder data.

1234

NA

lHardware and software technologies n use are reviewed at east once
very 12 months, including at least the followi

m Arlysis tha the technclegies continse ta ecaive security fxes
lirom vendors pror
Aoty et the rehnologies continus to support and do not
preclude) the entiy's PI DSS compli

of any industry ahnouncements o trends relaed to
1 teehmology. such - when a vendor has announced "end o ife-
fplans for a technol
R Documentation of  plan, approved by senlor management,
Femacie outated teommclogiae nlosing those for which vendors
[rave announced -end of e ians

Functional

Intersects With

Periadic Review

CFG-03.1

IMechanisms exist to periodically review system configurations to
identify and disable unnecessary andjor non-secure functions, ports,
lprotocols and services.

[The entity’s hardware and software technologies are up to date and
lsupported by the vendor. Plans to remove or replace all unsupported
lsystem components are reviewed periodically.

1234

[Hardware and software technologies in use are reviewed at least once
fery 12 months, including at least the following:

o Analyis hat thetechnologies contine to feceie secury fxes

endors prom

I Anotyas et e rchnologes continue to support and do not

[preciude) the entity’s PCI DSS compliance.

lm Documentation of any y announcements or trends related to
technology, such as when a vendor has announced “end of lfe”

lplans for a technology.

I Documentation of & plan, apgroved by senlor management

lremediate outdated (ecm\o\ogles incuding those for which Vendors

[have announced “end of life”

Functional

Intersects With

Technical Debt Reviews

SEA-02.3

[Mechanisms exist to conduct ongoing “technical debt” reviews of
lhardware and software technologies to remediate outdated andjor
lunsupported technologes.

[T entity's hardware and software techinologies are u to date and
lsupporte e vendor. Plans to remove or replace all unsupported
i companents are eviowes perdcaty.

1234

NA

rdware and sotware technologies n use are reviewed atleastonce
s, including at least the following:
o iy at the tachnerogies contimue to recaive security fixes
firom vendors
= Anslysi that the technolagies continue o support(and do not
[preciude) the entity’s PCI DSS comy
o Documentaton of any industry aAnouncements or trends related to
la technology, su n 2 vendor has announced "end of life”
[plans for a technalogy.
ntation of 2 pln, approved by senlor management, to

lremediate outdated technologies, including those for which vendors

ave announced “end of e~ plars,

Functional

Intersects With

Technology Lifecycle
Management

SEA-07.1

[Mechanisms exist to manage the usable lifecycles of Technology
|Assets, Applications andjor Services (TAAS).

[The entity’s hardware and software technologies are up to date and
lsupported by the vendor. Plans to remove or replace all unsupported
system components are reviewed periodically.

NA

[Pl DSS compliance is managed

Functional

Subset Of

Statutory, Regulatory &
Contractual Compliance

cpLo1

chanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

[Pl DSS compliance is managed.

Functional

Subset Of

ecurity, Compliance &
Resilience Program (SCRP)

Gov-01

[Mechanisms exist to facilitate the implementation of security,
|compliance and resilience governance controls.

[Pl DSS compliance is managed.

Functional

Intersects With

|Assigned Security, Compliance &
Resilience Responsibilities

Gov-04

[Mechanisms exist to assign one or more qualified individuals with the
Imission and resources to centrally-manage, coordinate, develop,
implement and maintain an enterprise-wide Security, Compliance &
[Resilience Program (SCRP)

1241

fadditonal requirement for service providers anly: Respansibily is

lcardholder data and a PCI DSS
|m Overall accountability for maintaining PCI DSS compliance.
[m Defining a charter for a P compliance program an
|communication to executive management.

Functional

Intersects With

Customer Responsibility Matrix
(CRM)

CLD06.1

pechanisms exis o formally document o Customer Respenaibity
[Matrix (CRM), delineating assigned responsibilities for securi
lcompliance and resiience contras between the cloud Service Provider
(CSP) and its customers.

[Executives are responsible and accountable for security of cardholder
ldata

1241

|additional requirement for service providers only: Responsibility is

|m Defining a charter for a PCI DSS compliance program and
|communication to executive management

Functional

Intersects With

Responsile Accountanle.
portive, Consulted &
e (asch et

TPM-05.4

IMechanisms exist to document and maintain a Responsible,
Jccountable Supporive, Consuted & Iformed (RASCI) matri. o
Jsimilar documentation, to delineate assignment for security
lcompliance and resiince controls between internai stakehalders and
[External Service Providers (ESPs)

[Executives are responsible and accountable for security of cardholder
ldata

1242

Jaddtionalrequirement forservice providrs anly: Reviews are
at east ance every three months to onfirn that personnel

e perfarming ther tasks i sccordance with al securty polcios and
loperational procedures. Reviews are performed by persymnel other
fthan those responsible for performing the given task and include, but
ore o imiced to,the following task
[m Daily log re
1= Confguration feviews for network security controls.
lm Applying configuration standards to new system
[m Responding to security alerts.

hange-management processes.

Functional

Intersects With

Reviews & Updates

CFG-02.1

[Mechanisms exist to review and update baseline configurations:(1) At
least annually:(2) When required due to so; or(3) As part of system
|component installations and upgrades.

[The operational effectiveness of critical PCI DSS controls is verified
lperiadically by manual inspection of records.

1242

NA

fadditonsl requirement fr service providers only; Reviews are

performe at east once very three months to confim that personnel
[ie performing thelr tasks in accordance with all security polices and
loperational proceduros. Reviews are performed by persymnel ather

n those responsible for performing the given task and include, but
lare not limited to, the following tasks:
[m Daily log reviews.
lm Configuration reviews for network security controls.
lm Applying configuration standards to new systems
[m Responding to security alerts.
‘ange-management processes.

Functional

Intersects With

Periadic Review

CFG-03.1

IMechanisms exist to periodically review system configurations to
identify and disable unnecessary andor non-secure functions, ports,
lprotocols and services.

[The operational effectiveness of critical PCI DSS controls is verified
[periodically by manual inspection of records.

1242

|additional requirement for service providers only: Reviews are.
[performed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
han those responsible for performing the given task and include, but
ore o limited to,the following task

Daily log revie
= Configuration Toviews for network security controls.
lm Applying configuration standards to new systs
[m Responding to security alerts.
|m Change-management processes.

Functional

Subset Of

Change Management Program

CHG-01

Mechanisms exit to faciltate the implementation of a change
Imanagement p

[T operational efectiveness o ciial P DSS contrls i verfed
lperiadically by manual inspection of record:

1242

NA

ladditional requirement for service providers only: Reviews are

[performed at least once every three months to confirm that personnel

lare performing their tasks in accordance with all security policies and

loperational procedures. Reviews are performed by personnel other
those responsible for performing the given task and include, but

lare not limited to, the following tasks:

lu Daily log reviews.

lm Configuration reviews for network security controls.

lm Applying configuration standards to new systems.

la Responding to security alerts.

lm Change-management processes

Functional

Intersects With

Configuration Change Control

CHG-02

IMechanisms exist to govern the technical configuration change control
lprocesses.

e aperationsl effectivencss of critical PC1 0SS controls s verffied
Iperodrcaty y o mapecton af racord

1242

|additional requirement for service providers only: Reviews are.

[performed at least once every three months to confirm that personnel

lare performing their tasks in accordance with all security policies and

loperational procedures. Reviews are performed by personnel other

fthan those responsible for performing the given task and include, but
d to, the following tasks:

|m Configuration reviews for network security controls.
= Applying configuration standards to new systems
[m Responding to security ai

| Cranoe-management processes

Functional

Intersects With

Side Channel Attack Prevention

coa2

Mechanisms exist to prevent "side channel attacks" when using a
[Content Delivery Network (CDN) by restricting access to the origin

s IP address to the CDN and an authorized management
network.

e aperational effecivensss of critca PC1 DSS controls is veriied
Iperoacaty by manual ipecion of record:

1242

NiA

|additional requirement for service providers only: Reviews are.
[performed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
lthan those responsible for performing the given task and include, but
ore not mited o, th fallowing tasks

la Daily log re:

[& Confiquration reviews for network security controls,

lm Applying configuration standards to new systems

la Responding to security alerts.

|m Change-management processes.

Functional

Subset Of

Statutory, Regulatory &
Contractual Compliance

cPLOL

IMechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

e operational effectiveness ofcritca PCI DSS contros is verified
[perodicaly oy ol mapecton of racord

1242

|additional requirement for service providers only: Reviews are.
atleast once every three months to confirm that personnel

e performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
fthan those responsible for performing the given task and include, but
ore not mite to, e followin tasks
[m Daily log re
& Confiauration feviews for network security controls,
lm Applying configuration standards to new system:
[m Responding to security alerts.

‘ange-management processes.

Functional

Intersects With

Non-Compliance Oversight

CPLOLY

IMechanisms exist to document and review instances of
|complance with statutory,feguiatory andior contractual obigations to
|develop appropriate risk mitigation actions.

e operational effectiveness of critical PCI DSS controls is verified
lperiodically by manual inspection of records.
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1242

FDE Name

Focal Document Element (FDE) Descriptions

|additional requirement for service providers only: Reviews are.
atleast once every three months to confirm that personnel
e performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
fthan those responsible for performing the given task and include, but
ore not mite o, e following tasks
[m Daily log re
& Coniguration feviews for network security controls,
lm Applying configuration standards to new system:
Responding to security alerts.
|m Change-management processes.

STR
Rationale

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Security, Compliance &

Resillence Assessments cpLo3

Secure Controls Framework (SCF)
ontrol Description

[Mechanisms exist to regularly review processes and documented
lprocedures to ensure conformity with the organization's security,
[Compliance andlor resiience porcies, standards and other appicable
requirements.

Strength of

Relationship

version 2026.1_x000a_03/27/2026

e operational effectiveness of critical PCI DSS controls is verified
lperiodically by manual inspection of records.

1242

|additional requirement for service providers only: Reviews are.

formed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
[than those responsible for performing the given task and include, but
ore not mite o, th fallowing tasks

ly log

= Conhguraton teviews for network security controk
= Applying configuration standards to new system
la Responding to security alerts
[ Change-management processes.

Functional

Intersects With

Functional Review Of Security,

Compliance & Resilience CPL03.2
Controls

IMechanisms exist to regularly review Technology Assets, Applications
[and/or Services (TAAS) for adherence to the organization's security,
|compliance and/or resilience policies and standa

[The operational effectiveness of critical PCI DSS controls is verified
Iperiodically by manual inspection of records.

1242

|additional requirement for service providers only: Reviews are.
lperformed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other

ian those responsible for performing the given task and include, but
ore not mite o, he followin tasks

aily log

& Configuration feviews for network security controls,
lm Applying configuration standards to new system:

Responding to security alerts.
la Change-management processes

Functional

Intersects With

Security Event Monitoring MON-0L.8

[Mechanisms exist to review event Iogs on an ongoing basis and
lescalate incidents in accordance with established timelines and
lprocedures.

[The operational effectiveness of critical PCI DSS controls is verified
lperiodically by manual inspection of records.

1242

|additional requirement for service providers only: Reviews are.
[performed at least once every three months to confirm that personnel
lare performing their tasks in accordance with all security policies and
loperational procedures. Reviews are performed by personnel other
[than those responsible for performing the given task and include, but
lare not limited to, the following tasks:

Daily log reviews.
lm Configuration reviews for network security controls.
lm Applying configuration standards to new systems.
lm Responding to security alerts.
|m Change-management processes

Functional

Intersects With

Third-Party Contract
Requirements P05

IMechanisms exist to require contractual requirements for applicable
securiy, comliance and resiencerequremerts wih i parties.
reflecting the organization's needs to protect ts Technology Assets,
[Appiications. Services and/or Data (TARSD)

[The operationa efectveness o ciical PC| DSS contrls i verfed
Iperiodically by manual inspection of record

1242

NA

|additional requirement for service providers only: Reviews are.
months to confirm that personnel
with all security policies and
loperational procedures. Reviews are performed by personnel other
fthan those responsible for performing the given task and include, but
lare not limited to, the following tasks:
[m Daily log reviews.
= Confiouration reviews for network security contros
n App\ymg confiuration standards to new syste:
sponding to security alerts.
[ Change-management processes.

Functional

Intersects With

Review of Third-Party Services |  TPM-08

IMechanisms exist to monitor, regularly review and assess External
[service Providers (ESPs) for compliance with established contractual
requirements for security, compliance and resiience controls.

he operational effectiveness of critical PC| DSS controls is verified
Iperodcany by mansal inepaction of ecords.

12421

ladditional requirement for service providers only: Reviews conducted
e with Requirement 12.4.2 are documented to include:

lm Results of the reviews.

J Documented remediation actons taken forany tasksthat were

ffound to not be performed at Requirer

= Revicw and sgneo of resuts by personne assgned respansiilty

ffor the PCI DSS compliance program.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During 140-04
evelopment

[Mechanisms exist to require system developers and integrators to
[create and execute a Security Testing and Evaluation (STSE) plan, or
lsimilar process, to identify and remediate flaws during development.

[Findings from operational effectiveness reviews are evaluated by
Imanagement; appropriate remediation activities are implemented.

12421

ladditional requirement for service providers only: Reviews conducted
fin accordance with Requirement 12.4.2 are documented to include:
lm Results of the reviews.

remedation actonstaken forany tasks that were
ffound to not be performed at Requirement 12.
o Revien nd st of e  persennel acained responsiiity
ffor the PCI DSS compliance program.

Functional

Intersects With

Developer Threat Analysis &

Flaw Remediation TOALS

echarisms exst o require system developers and integrators to
ldevelop and implement an ongoing Security Testing and Evaluation
(STAE) plan, or similar process, to objectively identify and remediate
\vinerabilties prior to reiease fo production,

[Findings from operational effectiveness reviews are evaluated by
Imanagement; appropriate remediation activities are implemented.

12421

NA

Jacditional requirement for service provicers only: Reviews conducted
accordance with Requirement 12.4.2 are documented to include:
lm Results of the reviews.

ocumented remediaion actonstaken forany tasks that were
ffound to not be performed at Requirement 12.4.
lm Review and sign-off of results by personnel assigned responsibility
ffor the PCI DSS compliance program.

Functional

Intersects With

Third-Party Contract
i

quirements TPN-05

IMechanisms exist to require contractual requirements for applicable
lsecurity, compliance and resilience requirements with third-parties,

reflecting the organization's needs to protect its Technology Assets,
|Applications, Services and/or Data (TAASD).

[Findings from operational effectiveness reviews are evaluated by
Imanagement; appropriate remediation activities are implemented.

12421

ladditional requirement for service providers only: Reviews conducted
lin accordance with Requirement 12.4.2 are documented to include:
lm Results of the reviews.

cumented remediation acions taken for any tasks that were
ffound to not be performed at Requirement
= hevion S of sl y persennel acaaned responsiilty
ffor the PCI DSS compliance program.

Functional

Intersects With

Review of Third-Party Services |  TPM-08

[Mechanisms exist to monitor, regularly review and assess External
[Service Providers (ESPs) for compliance with established contractual
requirements for security, compliance and resilience controls.

[Findings from operational effectiveness reviews are evaluated by
Imanagement; appropriate remediation activities are implemented.

[PCI DSS scope is documented and validated.

Functional

Intersects With

Compliance Scope cPL012

Mechanisms exit to document and validatethe scape ofsecurty,
|compliance and resilience controls that are determined
ety reguiatony andior conmrachonl ormplance oolgatone.

1251

NA

Jan inventory of system components that are in scope for PCI DSS,
fincluding a description of function/use, is maintained and kept
nt.

Functional

Intersects With

Compliance-Speciic Asset AST-043

identification

IMechanisms exist to create and maintain a current inventory of
[Technology Assets, Applications, Services and/or Data (TAASD) that

re in scope for statutory, regulatory andjor contractual compliance
lobligations that provides Sufficient detail to determine control
lapplicability, based on asset scope categorization.

|All system components in scope for PCI DSS are identified and known.

1251

NA

Jan inventory of system components that are in scope for PCI DSS,
fincluding a description of function/use, is maintained and kept

Functional

Intersects With

Compliance Scope cPLO12

IMechanisms exist to document and validate the scope of security,
|compliance and resilience controls that are determined to meet
Istatutory, regulatory and/or contractual compliance obligations,

|All system components in scape for PCI DSS are identified and known.

1251

Jan inventory of system components that are in scope for PCI DSS,
fincluding a description of function/use, is maintained and kept
nt.

Functional

Intersects With

Inventory of Personal Data (PD) |  PRI-05.5

[Mechanisms exist to estabiish and maintain a current inventory of al
[Technology Assets, Applications and/or Services (TAAS) that collect,
Ireceive, process, store, transmit, share, update and/or dispose
[Personal Data (PD).

|All system components in scope for PCI DSS are identified and known.

1252

NA

[PCI DSS scope is documented and confirmed by the entity at least
lonce every 12 months and upon significant change to the in-scope
lenvironment. At a minimun, the scoping validation includes:

|m Identifying all data flows for the various payment stages (for
lexample, authorization, capture settlement, chargebacks, and
efunds) and acceptance chanes (for examle, cad-presen, card-

[pot-present, and e-commerce
& Upciating 2 data-flow diagrams per Requirement 1

| dentifying al locations where accout data s s[ored brocessed,
ond transmitted nclcing but notBimied t: 1 any locatons autside
o7 he curently defned COE. 2) appneations tht process CHb.
oneretons betwsen Systeret and networke, and 8 i onckune
lm identifying all system components in the CDE, connected to the.
, or that could impact security of the COE.

ln 1gentifying all controls in use ai
rom whichthe CDE s seqmented, including ehcaton for
lenvironments being o

o dentifying ai omoions rom thirdparty entites with access to
fthe Ct
8 Confirining that al identified data flows, account data, system
Comoenents, segmentaton sonras, and comnections fom i
[parties with access to the CDE are included in scoy

Functional

Intersects With

Periadic Review CFG-03.1

IMechanisms exist to periodically review system configurations to
identify and disable unnecessary andor non-secure functions, ports,
lprotocols and services.

IPCI DSS scope is verified periodically, and after significant changes,
lby comprehensive analysis and appropriate technical measures.

1252

[PCI DSS scope is documented and confirmed by the entity at least

|m Identifying all data flows for the various payment stages (for
mple, authorization, capture settlement, chargebacks, and
lrefunds) and acceptance channels (for example, card-present, card-
[pot-present, and e-commerce).
Updsting al data-flow disgrams per Requirement 1.2.4
lm identifying all locations where account data is stored, processed,
[and tranamitted, incluing but not imited to- 1) any focations outside
Jof the currently defined CDE, 2) applications that process CHD, 3)
ransmissions between systems and networks, and 4) file backups.
2 dentityng all ystem components n the cn[ connected to the
, orthat could impact security of the COi
< Sdantitying o controls in use an
from which lhe COE i segmented, nclu g ometcation for
lenvironments being ot
lm Identifying all oo oo third party entities with access to
lthe CDE.
|m Confirming that all identified data flows, account data, system
[components, segmentation controls, and connections from third
[parties with access to the CDE are included in scope.

Functional

Intersects With

Compliance Scope cPLOL2

IMechanisms exist to document and validate the scope of security,
|compliance and resilience controls that are determined to
Jstatutory, regulatory andjor contractual compliance obligations.

IPCI DSS scope is verified periodically, and after significant changes,
lby comprehensive analysis and appropriate technical measures,

1252

NA

[PCI DSS scope is documented and confirmed by the entity at least
lonce every 12 months and upon significant change to the in-scope
lenvironment. At a minimun, the scoping validation includes:
|m identifying all data flows for the various payment stages (for
le thorization, capture settlement, chargebacks, and
efunds) ana acceptance channels (for exarmpl, carc-prese. card-
Jnot-present, and e-com
[ Upditing 2 data-flow diagrams per Requirement 1.2.4,
lm identifying all locations where account data is stored, processed,
ed, including but not limited to: 1) any locations outside
Jof the currently defined CDE, 2) applications that process CHD, 3)
firansmissions between systems an , and 4) file backups.
o dentiying all ystem components nthe COE, connected tothe
, orthat couldImpact securky of the C
mennvymg controls in use and
e CoE segmented, inciading onieation or
ironmentebeing oot s
o dentiying ai omoions rom thirdpaty entites with access to

G anfing that all identifed data flows, account cata,system
lcomponents, segmentation controls, and connections from third
[parties with access to the CDE are included in scope.

Functional

Intersects With

Thir-Party Processing, Storage

and service Locatio TPH-03.4

IMechanisms exist to restrict the location of information
lprocessing/storage based on business requirements.

IPCI DSS scope is verified periodically, and after significant changes,
lby comprenensive analysis and appropriate technical measures.
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FDE Name

Focal Document Element (FDE) Descriptions

R

STRM
Relationship

PCI DSS v4

SCF Control

Secure Controls Framework (SCF)
ontrol Description

Strength of

Relationship

version 2026.1_x000a_03/27/2026

Iservices. (m\sy o prcte:t from other netwark re:
renmusy and acceptan(e Channels (for example, <erﬂ—uresem, card-
1252 NA [transmissions between systems and networks, and 4) file backups. Functional Intersects With DMZ Networks NET-08.1 [segments to separate untrusted networks from trusted networks. 5 Iby comprehensive analysis and appropriate technical measures.
s
. e ;D;:tme e ﬂ;;ngﬁﬂg‘;gggghgfg"gw e o ey ata| Functional | itersects with | COTTol Applcabity Boundary | 1 0. o e parces by graphcaly epresening applcable boundarice s Ithe sccuracy of Pt SS scope i verifed to be continuousiy accurate
12521 " [monins an Upon SaRCant chanoe o eI scope envronment. ALl  Functional | Intersects ith perioic Review CFG-03.1 [denty and dsable unnecessary andjor non-secure fonctions, ports, s [1pe accuracy of P15 scope s verfed (o be contnuousy accurate
imum, the ScOng vahdatlon mc\udes all the elements specified in |protocols and services. P s pprop!
12521 A [mortns and upon Significant change to he n-scope ervironment. Atal  Functional | Intersects With |  Third-party Scope Review | TPUM05.5  ontrol assgnments accurately relect corent() Contractusl B [ ;e accuracy of PC1DSs Scope ' verfed to be continuously accurate
imum, the scoping validation includes all the elements specified in abhgauu 's for the External Service Provider (ESP);(2) Business Y P lys PProp!
licat rvices (
BT SIS o | v | sty sopetoven | 1onoss E mnn o a ey st 5 cross sopels contimes e sgitcantrgastons <harge
fthe impact to PCI DSS scope and applicability of controls, with results 'y Scope mgamns?mm e e Brovider (ESP):(2) Business P 9 9 9
[communicated to executive management. Dra(uces (3) Applicable slakeho\ders, andlM Demoyed Technology
126 " ISecurity awareness education is an ongoing activty Functional | Itersects With | o SeU: Complance & | sur.6z  |appropriate securty, compliance and resence awaraness education s
9 [and training that is relevant for their job function.
IMechanisms exist to pmvme role based secumy, comﬂlw‘ce and
126 N/A [security awareness education is an ongoing activity. Functional Intersects With Resme"cemm; Records SAT-04  [awareness training;(2) R awarenesstramm ; and(3) 5
9 [Technology Assets Apph(ahons and/or Services (TAASY -specific
1261 A lpersonnel aware of the enity's nformation securty policy and Functional | subsetor | g Security, Complance & | gup.gy - |Mechanisms exist to faciltate the implementation of security 10 Tesponaiy of th oneratoof rlevant secuy concels. and are
[procedures, and their role in protecting the cardholder P! |able to access assistance and guidance when required.
12.6.1 N/A lpersonnel aware of the entity’s information security policy and Functional | Intersects With | o aecurt {“ware:ess eaining SAT-02  |appropriate security, compliance and resilience awareness education 5 Iresponsibility for the operation of relevant security controls, and are
[procedures, and their role in protecting the cardholder data. 9 [and training that is relevant for their job function. |able to access assistance and guidance when required.
1261 " lpersonnel aware of the enity's nformation securty policy and Functional | Itersects with R01>-825e security, Compliancel gy resilence related raining:(1) Before authorzing access (o the system s responsity o he aperton o elevart sccurty ot and are
[orocedures, ana ther ole in protecting the caraholder dta s or performing assianed dt quired by s ges: e 1 access assistance and guidance when require
1261 A lpersonnel aware of the entty's formation securty policy and Functional | Itersects With | Security. Complance & | gur.04  wareness trainingi(2) Recurring awarenss training: and(3) 5 Fesponsity of th oneration of relevant secuy concels. and are
[procedures, and their role in protecting the cardholder data. 9 [Technology Assets, Applications and/or Services (TAAS)-specific lable to access assistance and guidance when required.
1262 " 2 Updited a2 neede o adcress any new fhreats and vulnerabilties | Functonal | Intersects With perioic Review CFG-03.1 [dentiy and dsable unnecessary andjor non-secure fonctions, ports, s [The content o security awareness mterial s reviewed and updated
[that may impact the security of the entity’s CDE, or the information |protocols and services. PS V-
1262 " jpdated as needed to address any new treats and vulnerabilties | Functional | SubsetOf | Securty, Compliance & | gar.o1  [Mechanisms exist to faciltate the implementation of security 10 [Te content of secuity awareness materil s reviewed and updated
I ﬂﬂf{" :‘;’f“:fﬁoz‘s':fi;gf;i:ﬁ’m?m usgd [Mechanisms exist to periodically review system configurations to [Personnel remain knowledgeable about the threat landscape, their
1263 A e e o e USe, onths that they Functional | Intersects With periodic Review CFG-03.1  [identiy and disable unnecessary andjor non-secure functions, ports, s responsibility for the operation of relevant security controls, and are
1263 A  Personnel acknowledge at least once every 12 months that they Functional | Intersects With User Awareness HRS-03.1 lechonsibiities to maintain a safe and secure working environment. 5 responsivilty for the operation of relevant security controls, and are
|have read and understood the information security policy and 9 A
ST S SIS ey | o | e | Pl | s, [SERTLSSCIICEIMSSSIIIIINT e
ave read and understood the information security policy and P 9 9 at
1263 A o Personne acknouiedge o et once vy 12 mons that ey | FUreuonal | susetof Restionce Hndes Wordorce | SATOL e lopment and awareness oo 10 ;;ﬁgggs;;g-g;g;;:;f;g;fzggﬂ of elevant securlty contols, and are
understood the information security policy ai 9 al
1263 A = Meiile methods o commnicaron are s, runctional | 1tersects witn |Role-Based Security, Compliance| g1 oy [fesilence-relted trainingi(1) Before authorizing access o the system s Personnel remaln krowledgeable about the threatlandecape, thelr
= Personnel acknowecge at least once every 12 morths that they & Resilience Traiming lor performing assioned duties:(2) When required by system changes respansibity for the operation of relevant security corirals.
|have read and understood the information security policy and land(3) Annually thereafter. 9 a
P jsomel eceive securty awareness raining 2 ollows: Mechanisms exist to document, retain and monitor individusl training
ead and understood the information security policy and 9 [Technology Assets, Applications and/or Services (TAAS)-specific jable to access assistance and guidance when require
|procedures. [rraining.
o Upon hire and at ieast once every 12 monthe Mechanisms exist o provide role-based securiy, compliance and Personnel remain knowledgeable about the threat andscape, their
12631 A Functional | Intersects With | g SeCUity Compliance & | s7.05  fappropriate securty, compliance and resiience awareness education s eat actors will attempt to exploit such vulnerabiltie
n Phnshmg and related attacks. 9 |and training that s relevant for their job function. [Personnel are able to access assistance and guidance when reqmred
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PCI DSS v4

version 2026.1_x000a_03/27/2026

STRM Secure Controls Framework (SCF) Strength o
FDE Name Focal Document Element (FDE) Descriptions @ R in SCF Control o Aol Senady el
[security awareness training includes awareness of threats and
\inerabilties hat could impact the security of the CDE, including but cole-Bosed Securty, Complince] Hechanisms xist o provide rle based securiy Compince 309 o Personnel are knowledgeable about their own human vuinerablities
12631 A Inot Functional | Intersects with [R°/e" 3 saT-03 s land how threat actors will attempt to exploit such vulnerabilties.
ln Phishing and related attacks &Resilience Training [or performing assigned duties;(2) When required by system changes; [Personne are able to access assistance and guidance when required.
land(3) Annually thereafter.
|n Social engineering
[Security awareness training includes awareness of thre: Mechansms exist to ensure that every user accessing a systs
T coud mpact he securty o the COF. meuding but Sensitve / Regulated Data processing storng or ransmitting sensivelreguiated data s formally [Personnel are knowledgeable about their own human vulnerabilities
12631 A ot imiced Functional | Intersects With | g Seneitive/ Reguated Data - gx1.033  [fained in data handiing requirements. 5 land how threat actors will attempt to exploit such vulnerabilies.
g and related attacks. 9 9 9 lPersonnel are able to access assistance and guidance when required.
= Social engineering
[security awareness training includes awareness of threats and
inerabiliestht coud mpact te securiy of the CDE, ncusing ut IMechanisms exist to provide role-based security, compliance and lPersonnel are knowledgeable about their own human vulnerabilites
12631 A o Functional | Intersects With | Cyber Threat Environment | SAT-03.6  |resilience awareness training that Is current and relevant to the cyber B land how threat actors will attempt to exploit such vulnerabilties.
e Pihing and rlated attacks. [tnreats that users might encounter in day.-to-day business operations. [Personnel are able to access assistance and guidance when required
|n Social engineering,
IMechanisms exist to provide role-based security, compliance and . . . ;
securty awareness raning includes awareness about he accepiable role-Based securiy. Complance resiience-related training:(1) Before authorizing access to the system [Personnel are knowledgeable sbout their responsioiity for the security
12632 A of end-user technologies in accordance with Requirement 12.2.1, | Functional | Intersects With Resilience Training SAT03 lor performing assigned duties;(2) When required by system changes; s jand operation of end- user technologies and are able o acces
[ pertorming sssioned dut lassistance and guidance when required
Chanisms exis to ensure that every User accessing a sysi N PR PR N
i ing in - it rocessing, stoing o transmittng sensitvelreguiated data s formal ersonnel are knowledgeable about their responsibilty for the security
e e e ks v ot 0 S | o | mersnswin |5 STASSRTIESI0S | saross PR e e e
9 a 9 9 9 Jassistance and guidance when require
Becutyavaenes i ncldes awrenss bt 0 sco0abe | o | mrscs i | cper st enionment | sarone [ Sni SOy et seary eacenns | e e s oot ot porspiy o e sy
|use of end-user technologies in accordance with Requirement 12.2.1. [threats that users might encounter in day.-to-day business operations. oo s dsdance when reaure
Human Resources Security o1 [Mechanisms exist to facilitate the implementation of personnel
127 A [Personnel are screened to reduce risks from insider threats Functional Subset OF esources = HRs-01  [Mecherisms exls 10
[Mechanisms exist to manage personnel security risk by assigning a
127 A [Personnel are screened to reduce risks from insider threats; Functional | Intersects With | Position Categorization HRS-02 sk designation to all positions and establishing screening criteria for 5
individuals filling those positions
IMechanisms exist to ensure that every user accessing Technolog
. . . 021 |Assets. Appiications andlor Services (TAAS)that process, store andlor
127 A [Personnel are screened to reduce risks from insider threats; Functional | Inersects With | Users With Elevated Privileges |  HRS-02.1 _ [oSsets: APPications andior Services (1AR) thep process, stofe ane 5
Ihandie the information in question.
127 NiA [Personnel are screened to reduce risks from insider threats. Functional | Intersects With Personnel Screening HRS-04 m“x:‘;’::f:;i‘;‘;&‘:;‘:fﬁ;ii"g’;"e‘ security risk by screening B
Roles With Special Protection chanisms exist to ensure that individuals accessing a system that
127 A [Personnel are screened to reduce risks from insider threats Functional | Intersects With “ HRS-04.1 [stores, transmits or processes information requiring special protection s
[saisty organization-defined personnel screening criteria
[Potential personnel who will nave access to the CDE are screened,
Human Resources Security IMechanisms exist to faciltate the implementation of personnel [The risk related to allowing new members of staff access to the CDE is
1271 A Jwithin the constraints of local laws, prior to hire to minimize the risk of|  Functional Subset Of HRS-01 10
[uithin the constraints of local Management Jsecurity controls lunderstood and managed
Patenil personnel who wi have accessfo the CDE are creencd Hechanisms exis @ manage persernelsecury ik by assigring o e g new mem " .
1271 A Jwithin the constraints of local laws, prior to hire to minimize the risk of|  Functional | Intersects With | Position Categorization HRS-02 sk designation to all ‘and establishing screening criteria for 5 | T risk retated to allowing new members of taff access to the COE is
ttacks rom mternarsoutecs. Individuats filing those positons. 9
R | Mechanisms exist to ensure that every user accessing Technology
1271 A it the consrant of oca s, o 1 A f mimmise the ik of | Functional | Intersects Wit | Users ith Elevated rvleges |  HRs-02.1 [AS5etS, Applications anor Sevices (TAAS) that process store andor s [T risk eloted o allowing new members ofstff access to the COE is
[uithin the constraints of local laws, p 9 lransrmit sensitive/regulated data is cleared and regularly trained to lunderstood and managed
Inandle the information in question.
[Potential personnel who will nave access to the CDE are screend,
Mechanisms exist to manage personnel security risk by screening [The risk related to allowing new members of staff access to the CDE is
1271 A Jwithin the constraints of local laws, prior to hire to minimize the risk of|  Functional | Intersects With Personnel Screening HRS-04 5
[uithin the constraints of local individuals prior to authorizing access. lunderstood and managed
Patential personnel o wil have sccess to the CDE are creencd oles With Special Protection Mechanisms exist to ensure that individuals accessing a system that e risk related to allowing new members of staff access to the COE is
1271 A Jwithin the constraints of local laws, prior to hire to minimize the risk of|  Functional | Intersects with | Reles With Special protect; HRS-04.1 [stores, transmits or processes information requiring special protection 5 |The risk retated to alloving bers of staff to the COE
tacks rom mternarsoutecs. [satisty organization-defined personnel screening criteria 9
[Risk to information assets associated with third-party service provider ; o1 |Mechanisms exist to facilitate the implementation of third-party
128 A o o & ooy Functional Subset Of Third-Party Management Tew1  [Mechanisme exist o f 10
ieehar s et o periam TECUTTg ValGaion i e Fesponsie.
Jccountable, Supportive, Consulied & informes (RASCI) maix, ot
Jsimilar documentation, to ensure security, compliance and resilience
128 wa st normation sssets sssogiated with i-parysenice Vet | puncuonat | iersectswin | T pary Scope Review | TP-055 ontrs) assignments aécratly et curent & oot s
P 9 lobligations for the External Service Provider (ESP):(2) Business
practices;3) Applabl stacholders; andd Sepioved Technoloay
ssets, Applications and/or Services (T
echarisms exst o maintin  curen,accurae and complte s of
External Service Providers (ESPs) that can potentially impac
128 wa st nformation assts associated with thirparty service IOWIer | runctonal | ntersects With | Thirpary nventores | TPMLOLL |Conhaenialy: ICeariy. valapity anaro Saey (LAg)of e s
P 9 lorganization's Technology Assets, Applications, Services andjor Data
(rAasD).
JA lst o all thirc-party service providers (TPSPs) with which account Mechanisms exist to faciltate the implementation of cloud
1281 A is shared or that could affect the security of account data is Functional Subset of Cloud Services CLD-01  |management controls to ensure cloud instances are secure and in-ine 10 IRecords are maintained of TPSPs and the services provided.
[maintained, including a description for each of the services provided [with industry practices.
[ ist of allthird-party service providers (TPSPs) with which account IMechanisms exist to define, control and review organization-approved,
1281 A ta is shared or that could affect the security of account Functional | Intersects With Remote Access NET-14  [Mechanisms exist to define, cor v PP s IRecords are maintained of TPSPs and the services provided.
[maintained. including a description for each of the services provided:
st of al i porty service providers (TosP) ith whih account y
1281 A ata i shared o thakcould affact the securty of ccount dta Functional | SubsetOf |  Tira-party Management |  Tew-or |Mechanisms exist o aciltte the implementation o tirdparty 10 Records are maintained of TPSPs and the senvices provided
[maintained, inclucing a description for sach of the services provided 9
echarisms exst o maintin  curen, accurate and complte s of
s of ll tir-party senice providers (TPSPs) with wich account External Service Providers (ESPs) that can potentially impac
1281 A ldata is shared or that could affect the security of account Functional | Intersects With | Third-Party Inventories TPMOLL|Confidentially, ntegrity, Avalabity and/or Safety (UAS) o s [Records are maintained of TPSPs and the services provided
[maimtsinea, Inchuing a descroton for each o he services provided. oot Techaeiogy Acset. Aplcatons, Sarvices andor bata
(TAasD).
echanisms X o peform recurng vaTdaton o he Response,
|Accountable, Supportive, Consulted & Informed (RASC) marix, or
st of all thir-party senice roviders (TPSPs) with wich account imiar dotumeriaton o ansure secuhy: complanes and resience
1281 A 2 is shared or that could affect the security of account data Fonctonal | Inersects Wih | Tirdarty Scope Review | TPM.05.5 _fconiro) asignmants accurately relect current (1) Contact s [Records are maintained of TPSPs and the services provided.
[maintained, including a descrition or each of the senvices provided lobligations for the e Provider (ESP);(2) Business
racices 3) pplcable sakeholders andte) Deployed Technology
|assets, Applications andor Services (TAAS)
Juricen agreements wit TPSPs are maintained as olws
|n Written agreements are maintained with all TPSPs with which Mechanisms exist to document and maintain a Responsible,
S cCount 4ath s horee 1 tht courd affectthe security of the COL Responsible, Accountable, |Accountable, Supportive, Consulted & Informed (RASCI) mairix, or
1282 wa = Wikien aarcements nclude acknomledaments rom Tpshs thatthey | Functional | ntersects With | Supporiie, Consulted & |  ToMm05.4  miar ocumantation o deneate azsgnmen o secry s Records are maintained of each TPSP's acknowledgment of s
Jare responsible for the security of account data the TPSPs possess or nformed (RASCI) Matrix [compliance and resilience controls between internal stakeholders and P ¥ to p
Jotherwise store, process, or transmit on behalf of the entity, or to the External Service providers (E5P)
lextent that they could impact the security of the entity’s CDE.
|Written agreements with TPSPs are maintained s follows:
|n Written agreements are maintained with all TPSPS with which requir
[Cgount datais shared or hat could offect the security of the CDE ThirgParty Contract et unty. comphance and eshence requiremants wih I arces, Records are maintained of each TPSP's acknowledgment of s
1282 A [n Written agreements include acknowledgments from TPSPs that they | - Functional | Intersects With Requirements TPM05 | efiecting the organization's needs to protect its Technology Assets, s responsibiiy to protect account data
Jare responsible for the security of account data the TPSPs possess or e e e s Lo brore
Jotherwise store, process, or transmit on behalf of the entity. or to the ool
lextent that they could impact the security of the entity's CDE.
|Written agreements with TPSPs are maintained as follows:
|n Written agreements are maintained with all TPSPs with which
Jaccount data s shared or that could affect the security of the CDE Mechanisms exist to mitigate the risks associated with third-p: . .
1282 A |n Written agreements include acknowledgments from TPSPs that they | Functional | Intersects With Third-Party Services P08 [access o the organizations Techclogy Acsets Applcations. Serices 5 [Records are maintained of each TPSP's acknowledgment of its
e responsible for the security of account d ssess or landor Data (TAASD) responsibilty to protect account data
otherwie sore process,or Uansmit on behalof the entty,or o the
lextent that they could impact the security of the entity's
WMechanisms exist to conduct a risk assessment prior to the acquisiion [The capability, intent, and resources of a prospective TPSP to
1283 A [An established process is implemented for engaging TPSPs. including | gyncrional | Intersects with | TMirc-Party Risk Assessments & | - ypyo4.  for outsourcing of technology.-related Technology Assets, Applications 5 ladequately protect account data are assessed before the TPSP is
[proper due diligence prior to engagement. Jondior services (TAAS). aged
. Mechanisms exist to monitor, regularly review and assess External
1284 wa Jprogram is mplemented to monitor TPSPs' PCIDSS compliance | puncronal | Intrsects With | Review of Third-Party Services | TPH-08  [Serice proviaers (E5PS) or compliance with estabiished contractual s It eI DSs comptiance status of TPsPs i verfed periocically
v requirements for security, compliance and resilience controls.
IMechanisms exist to require contractual requirements for applicable
Iinformation is maintained about which PCI DSS requirements are Third-party Contract e ents o applicene IRecords detaling the PCI DSS requirements and related system
1285 A Imanaged by each TPSP, which are managed by the entity, and any Functional | Intersects With rd . w05 [security, cor ndre e Wi e arties 5 lcomponents for which each TPSP is solely or ointly responsiole, are
[that are shared between the TPSP and the entity. equirements ecting the organization's needs to protect its Technology Assets, Imaintained and reviewed periodicaly.
[Applications, Services and/or Data (TAASD).
Mechanisms exist to document and maintain a Responsibl
Iinformation is maintained about which PCI DSS requirements are Responsible, Accountable, Jccountabl, Supportive, Consuled & nformed (RASCI) maix, or IRecords detailing the PCI DSS requirements and related system
1285 A Imanaged by each TPSP, which are managed by the entity, and any Functional | Intersects With | Supportive, Consulted & | TPM-05.4 [similar documentation, to delineate assignment for securiy, 5 lcomponents for which each TPSP s solely or ointly responsible, are
[that are shared between the TPSP and the entity. nformed (RASCI) Matrix lCompliance and resilience contras hetween inernal stakebolders and Imaintained and reviewed periodically.
fExternal Service Providers (ESPs).
20 v [Third-party service providers (TPSPs) support their customers' PCI D58| r,- o Subsetof Third.Party Management P01 |Mechanisms exist to faciltate the implementation of third-party ™
Jcompliance. controls
; . N fechanisms exist to mitigate the risks associated with third-party
129 N/A :2;;" h“;':g service providers (TPSPs) support their customers’ PCIDSS|  gynctional | Intersects With Third-Party Services TPM-04  [access to the organization’s Technology Assets, Applications, Services 5
P! |and/or Data (TAASD).
Mechanisms exist to require contractual requirements for applicable
[Tir-party service providers (TPSPs) support thei customers'PCIDS5|  yncton o " Third-Party Contract .05 [security, compliance and resilience requirements with third-parties,
129 N lcomplianc Functional | Intersects With Requirements TPM05 | ceflecting the organization's needs to protect its Technology Assets, s
|Applications, Services andor Data (TAASD).
Mechanisms exist to document and maintain a Responsible.
Responsible, Accountable, |Accountable, Supportive, Consulted & Informed (RASCH) mairi
129 wa [Tird-party service providers (TPSPs) support their customers' PC1 0SS yncrional | Intersects with oG Constadt | TP i docunentaton, t dinestessgnman o secrty s
P Informed (RASCI) Matrix [compliance and resilience controls between internal stakeholders and
External Service providers (E5P)
WMechanisms exist to ensure Personal Data (PD) 1s protected by logical
IAdditional requirement for service providers only: TPSPs acknowledge Jond physical security safeguards that are sufficient and appropriately
in writing to customers tha they are responsible for the security of [scoped to protect the confidentiality and integrity of the PD. IrpsPs formally acknowledge their security responsibilties to their
1291 A Jaccount data the TPSP possesses or otherwise stores, processes, or | Functional | Intersects With | Security of Personal Data (PD) |  PRI-0L6 B ThsPs formally o Y resp
fransmits on benalf of the customer, or to the extent that they could
mpact the security of the customer's CDE.
|Additional requirement for service providers only: TPSPs acknowledge
n writing to customers that they are esponsiblefor the securiy of R i Imolementation of thir mally acknow i secur — .
1291 wa ecoure st the To2F Dosscost o erulst ores, poces Functonal | Subsetof | Thrdparty Manogement | Tu.gn  Mechanisms exist o fciltate the implementation of i party w0 [7sPs formaly acknowiedge thlr securiyresponsiviiiesto thei
ransmits on behalfof the customer, f to the extent that they could 9
mpact the security of the customer's CDE.
ladditional requirement for service providers only: TPSPs acknowledge
n witng to customers hat they are responsiblefor the security of Mechanisms exist to mitigate the risks associated with third-party . i i
1291 A pccount data the TosP possesses or iherwise stores,processes, o Functional | Intersects With Third-Party Services TPM-04  faccess to the organization's Technology Assets, Applications, Services B |rosts formally acknowledge their security responsibilities to their
Kransmits on behalfof the customer, f tothe extent that they could landor Data (TAASD)
Impact the securiy of the customer's CDE.
IAdditional requirement for service providers only: TPSPs acknowledge
IMechanisms exist to require contractual requirements for applicable
in writing to customers that they are responsible for the security of y P
1291 A e e e o the Sy O | runctional | intersects with Third-Party Contract Teu0s  [security, compliance and resilience requirements with third-parties, 5 [TPSPs formally acknowiedge their security responsibilties to their
Requirement reflecting the organization's needs to protect its Technology Assets, lcustomers.
fransmits on behalf of the customer, or to the extent that they could e e e s (rArets
mpact the security of the customer's CDE. ool 3
|Additional requirement for service providers only: TPSPs acknowledge Mechanisms exist to document and maintain a Responsible,
in writing to customers tha they are responsible for the security o Responsible, Accountable, ccountabe. Supportive, Consled & nformed (RASC) mars, or LrpsPs formally acknowledge their securty responsiblties to their
1291 A Jaccount data the TPSP possesses or otherwise stores, processes, or | Functional | Intersects With | Supportive, Consulted & TPM-05.4 fsimilar documentation, to delineate assi s Thsps formally o Y resp
fransmits on benalf of the customer, or to the extent that they could informed (RASCI) Matrix lcompliance and resience controls etween internl Sakenoiders and
mpact the security of the customer's xternal Service Providers (ESPs)
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1292

fadditonal requirsment for service providers only: TPSPs support ther
quests for information to meet Requirement

5754t 15.5.5 by roviding the Tolowing Upen cumtomar request

|m PCI DSS compliance status information for any service the TPSP.

[performs on behalf of customers (Requirement 12.8.4}

[m Information about which PCI DSS requirements are the responsibilty|

Jof the TPSP and which are the responsibility of the customer, including|

lony shared responsibilities (Requirement 12.8.5)

Functional

Subset Of

Third-Party Management

TPM01

Mechanisms exit o faciltate the implementation of third-party
Imanagement contral

[TPSPs provide information as needed to support thelr customers” PCI
S5 compliance effc

1292

NA

lAdditional requirement for service providers only: TPSPs support their
lcustomers’ requests for information to meet Requirements

[12.8.4 and 12.8.5 by providing the following upon customer request:
ln PCI DSS compliance status information for any service tt

[performs on behalf of customers (Requirement 12.8.4).

o nformation about which PCI DSS requirements are the responsibity
Jof the TPSP and which are the responsibilty of the customer, including|
[y shared responsiilties (Requrement 12.8.5)

Functional

Intersects With

Third-Party Services

TPM-04

IMechanisms exist to mitigate the risks associated with third-party
[acces to e organization's Technalogy Assets, Applications, Semices
land/or Data (TAASD).

[TPSPs provide information as needed to support their customers’ PCI
IDSS compliance efforts.

1292

NA

fdltions) requirement for serice providers oly: TPSPs support thel
mers requests fo nformation to meet Requiraments

12:6.4 arel 12.8.5 by providing he follawing Upon customer request

051 D35 compiianee status mformation fof sy Servce the PSP

[performs on behalf of customers (Requirement 12.8.4).

DSS requirements are the responsibility|

 responsibilty of the customer, including|

lany shared responsibilities (Requirement 12.8.5).

Functional

Intersects With

‘Third-Party Contract
Requirements

TPM-05

chanisms exist to require contractual requirements for applicable
lsecurity, compliance and resilience requirements with third-parties,
reflecting the organization’s needs to protect its Technology Assets,
|Applications, Services and/or Data (TAASD)

[TPSPs provide information as needed to support their customers’ PCI
IDSS compliance efforts.

1292

Jditional requirement for service providers only: TPSPs supportthe
for information to meet Requirements

$55a and 15.5.5 by memnq e Tolowing Upen cumiomer request
PCI DSS compliance status information for any service the TPSP.

[performs on behalf of customers (Requirement 12.8.4).

lm Information about which PCI DSS requirements are the responsibilty|

Jof the TPSP and which are the responsibility of the customer, including|

lany shared responsibilities (Requirement 12.8.5)

Functional

Intersects With

Responsible, Accountable,
upportive, Consulted &
Informed (RASCI) Matrix

TPM-05.4

IMechanisms exist to document and maintain a Responsible,
|Accountable, Supportive, Consulted & Informed (RASCI) matr
similar documentation,to delineate assignmen for security,

mpliance and resilience controls between interal stakeholders and
lExtemal Service Providers (€SP

[TPSPs provide information as needed to support their customers’ PCI
IDSS compliance efforts.

12.10

NA

[suspected and confirmed security incidents that could impact the CDE|
lare responded to immediately.

Functional

Subset Of

Incident Response Operations

1R0-01

[Mechanisms exist to implement and govern processes and

o facilitate an
ffor cybersecurity and data protection-related incidents.

12.10

NA

Isuspected and confirmed security incidents that could impact the CDE|
lore responded to immediately.

Functional

Intersects With

Incident Handling

1R0-02

echanisms exist o cover:1) reparation;2) Automated event
[detection o manual incident report intake:(3) Analysis;(4)
[Containment;(5) Eradication; and(s) Recovery.

12.10

lsuspected and confirmed security incidents that could impact the CDE|
lore responded to immediately.

Functional

Intersects With

Incident Classification &
Prioritization

1RO-02.4

echanisms exit to dentiy classes ofincidents and actions 1o take t9
lensure the continuation of organizational missions and busines:
[onctions.

12.10

[Suspected and confirmed security ncidents that could mpact the COE
Jore responded to

Functional

Intersects With

Incident Response Plan (IRP)

1R0-04

Mechanisis exit to maintain and make avallable @ curren and viable
1t Re Plan (IRP) to all stakehol

12101

Jan incident response plan exists and is ready to be activated in the
levent of a suspected or confirmed security incident. The plan
fincludes, but is not limitet

Roles, and and contact strateg;
e event o s suspected or confirmed secury incdert, nclucing
Inotification of payment brands and acquirers, at a minimum

[ Incident responce procedures with specific containment and
[mitigation activties for different types of Incidents.

Business recovery and continuity procedures.
[m Data backup processes.
= Analysi o legal requirements or reporting compromises

of all critical system components

= Reference of inclusion of ncident response procedures rom the
lpayment brands.

Functional

Intersects With

Data Backups

BCD-11

Mechanisms exist to creste recuring backups o data, software anclor
jeystem images, as el a verfy he ntegrity of these backups,

e the avallabilty of he daca to Saticy Recovers Timé Objectives
(RT0S) and Recovery Point Objectives (RPOS).

| comprehensive incident response plan that meets card brand
lexpectations is maintained.

12101

fanincident response plan exists andisready to be activated n the
levent of a suspected or confirmed security incident. The plar
fincludes, but is not limited to:
la Roles, responsibilties, and communication and contact strategies in
lthe event of a suspected or confirmed security incident, including
Inotification of payment brands and acquirers, at a minimurm

lm Incident response procedures with specific containment and
[miigationactivies Tor difterent type of Incidents

s recovery and continuty procedures.

[n Data backup pro
= Aryos oflegal requirements for reporting compromises.
lm Coverage and responses of all critical system componer
& Refarance of Inchaton of e response procadures rom the
[payment brands.

Functional

Intersects With

Defined Roles & Responsibilities

HRS-03

IMechanisms exist to define cybersecurity roles & responsibilities for all
lpersonnel

| comprehensive incident response plan that meets card brand
lexpectations is maintained.

12101

Jan incident response plan exists and is ready to be activated in the
levent of a suspected or confirmed security incident. The plan
fincludes, but is not limite:

Roles, and and t strateg;
fthe event of a suspected or confirmed security incident, including
[notification of payment brands and acquirers, at a minimum

lm Incident response procedures with specific containment and
[mitigation activities for different types of Incidents

Business recovery and continuity procedures.

[m Data backup processes.
= Analysi o lega requirements or reporting compromises.
of all critical system components
= Reference of inclusion of ncident response procedures rom the
lpayment brands.

Functional

Intersects With

Incident Response Plan (IRP)

1R0-04

IMechanisms exist to maintain and make available a current and viable
incident Response Plan (IRP) to all stakeholders.

| comprehensive incident response plan that meets card brand
lexpectations is maintained.

12101

fanincident response plan exists and isready to be activated n the
levent of a suspected or confirmed security incident. The plar
fincludes, but is not limited to:
la Roles, responsibilties, and communication and contact strategies in
lthe event of a suspected or confirmed security incident, including
Inotification of payment brands and acquirers, at a minimurm
lm Incident response procedures with specific containment and
[mitigation activities for different types of incidents.

usinecs recovery and continuty procedures.
[m Data backup pro
= Aoy orlega) requirements for reporting compromises.
lm Coverage and responses of all critical system componer
o Reterence orinciaion o ncidont resporse rocedures iom the
[payment brands.

Functional

Intersects With

Incident Stakeholder Reporting

1RO-10

techanisms exist to timely-report incidents to applicable:(1) Internal
ekanoldare;(3) Affectad dieme & thrd partioss ancC Regulatory
lauthorities.

| comprehensive incident response plan that meets card brand
lexpectations is maintained.

12101

Jan incident response plan exists and is ready to be activated in the
levent of a suspected or confirmed security incident. The plan
fincludes, but is not limite:
Roles, and and t strateg;
fthe event of a suspected or confirmed security incident, including
Inotification of payment brands and acquirers, at a minimum

o incdent response procedures with specific containment and
[mitigation activties for different types of nci

Business recovery and continuity procedures.
[m Data backup processes.
= Analysi o lega requirements or reporting compromises.

of all critical system components

= Reference of inclusion of ncident response procedures from the
lpayment brands.

Functional

Intersects With

Wireless Link Protection

NET-12.1

chanisms exist to protect external and internal wireless links from
ignsl parameter attacks through monioring tor unauthorzed witeless
Connettions, including Scanning for unasthorized wireless acce

[oints and taking apBroprate action, an unagthorized connecton is
ldiscovered.

| comprehensive incident response plan that meets card brand
lexpectations is maintained.

12102

Jtleost ance every 12 monthys, the securty incdent response pian I
|m Reviewed and the content is updated as need
= Tested, inclading all lements nsted in Requirement 12.10.1

Functional

Intersects With

IRP Update

1RO-04.2

[Mechanisms exist to regularly review and modify incident response
lpractices to incorporate lessons learned, business process changes
land industry developments, as necessary.

[The incident response plan is kept current and tested periodically.

12102

Jt least once every 12 monks, the securiy incident response plan i
lm Reviewed and the content is up:
o Tebted ncioding ai ments reed i Aequrement 12,101

Functional

Intersects With

Incident Response Testing

1R0-06

IMechanisms exist to formally test incident response capabilties
lthrough realistic exercises to determine the operational effectiveness
Jof those capabilties.

[The incident response plan is kept current and tested periodically.

12103

Ispecific personnel are designated to be available on a 247 basis to
lrespond to suspected or confirmed security incidents.

Functional

Intersects With

Integrated Security Incident
Response Team (ISIRT)

1R0-07

IMechanisms exist to establish an integrated team of cybersecurity, IT
land business function representatives that are capable of addressing
|eybersecurity and data protection incident response operations.

Iincidents are responded to immediately where appropriate.

12104

[Personnel responsible for responding to suspected and confirmed
lsecurity incidents are appropriately and periodically trained on their
fincident response responsibilities.

Functional

Intersects With

Incident Response Training

1R0-05

IMechanisms exist to train personnel in their incident response roles
land responsibilities.

lPersonnel are knowledgeable about their role and responsibilities in
incident response and are able to access assistance and guidance
when required.

121041

NA

[The frequency of periodic training for incident response personnel is
|defined in the entity’s targeted risk analysis, which is performed
laccording to all elements specified in Requirement 12.3.1,

Functional

Intersects With

Incident Response Training

1R0-05

IMechanisms exist to train personnel in their incident response roles
land responsibilities.

Iincident response personnel are trained at a frequency that addresses|
the entity's risk.

12105

[The security incident response plan includes monitoring ai
responding o alerts from securty monitoring systems, atiing but
lpot limited to:

o intrusiondetection and ntusion-prevention ystems.

CRarisms for criical fes.
n mechanism for payment pages.
[This bullet s a best practice until its effective date; refer to
lApplicability Notes below for

|m Detection of unauthorized wireless access points.

Functional

Intersects With

Incident Handling

1R0-02

IMechanisms exist to cover:(1) Preparation;(2) Automated event
ldetection or manual incident report intake:(3) Analysis:(4)
[Containment;(5) Eradication; and(6) Recovery.

|Alerts generated by monitoring and detection technologies are
responded to in a structured, repeatable manner.

12105

[Te securty incdent response plan includes monioringa
o rom Socurny montorng Systeme. néiuing but

[ Intrusion-detection and Intrusion-prevention systems.
|m Network security controls.

= Change detection mechanismsfor critcal les

= The change.and tamper-detection mechanism for payment pages.
[T hullet 1 o best practice unti s effectve gate: fefer to
lApplicability Notes below for details

|m Detection of unauthorized wireless access points.

Functional

Intersects With

Incident Response Plan (IRP)

1R0-04

IMechanisms exist to maintain and make available a current and viable
Iincident Response Plan (IRP) to all stakeholders.

[t generated by monitoring and detecton echnclogies are
Iresponded to in a structured, repeatable mann

Secure Controls Framework (SCF)
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sTam srm Securs ControlsFramework (ScF) strength o
FDE Name Focal Document Element (FDE) Descriptions Rationae Relationship SCF Control e D et
o scurty ncident espane plan nclus monkoring
FeSponcing o sl rom secuy monforig Syseme nluing but
ot imited to
o Setctiona s prvention st Jutomated mecharisms exit to corrlate both technical and non-
Network secunty contrls sctonat | m 1 |Corretate Monitorng nformatian|  MON02.1 _[FSEhNCaI nfrmatan rom across the enteroise by security ncdent s genrtes by oo an etectonechnlogsare
12105 A = change—deke:mun me:hamsms for critical ﬁ\es Functional Intersects With | Correlate Monitoring Informatior MON-02:1 e yane Manager (SIEM) or similar automated tool, to enhance s onded to in a structured, repeatable manner
5-The change-and tamperGetection mechanism for payment pages oroanization-wide sustonal swarenese.
[T bl .3 best pracice untl 1 afscive dates et 1
[opicabilty Notes beow for detais
- Betecrion of unauthorized vireles access points
Ithe securty incident respanse plan incudes monioring and
esancing toalrt fam security monitoing ystems. ncuding but
ot mitea .
Mecharisms exist to protect exteral and interal wreless links rom
o Setctiona s prvention st
c ianal parameter ttacks through monitorng for unautharized wireless ’
12105 A o Metwork secutiy contro Functional | Intersects With | Wireless Link Protection NET-12.1 [connections, including scanning for unauthorized wireless access 5 e e o el annar ologles are
oo detetian mecharisms fo ricl s, onnections, incuding scanning for unautorized wireless access ondet o n & strctured.repeatable manne
o oo oy ages eckts and taldng eppropr .
[ bl 3 Best raciceun 13 efectve e e
opicabilty Notes beow for det
- Betection of unautnorced wirelessaccess points,
echarisms exit o ncorporate lessons learned from analyzing and
ITe security Incdent response plan s modified and evolved according Rt Cause Anayis () & o ftsciuencesan accuracy o th ncidnt response pla s
12106 A Functional | Itersects with RO-13  resolving cbersechrity and data protection incidents ta redce the s
o essons larned and t Incorporate Indusry developments. < Learned esolving cybersecurty and data prote eviewes and updated it éach invocaton
06 " o securty ncident espane plan s modifedand evvs 3195  ncona | trsects Wi p Upate o012 D;q;g;g::;:;Dg;;gfgiggngeyggygggdbg;:g;g;g;gg:;;:;;g s [T effectiveness and accuracy of the incdent response pian s
Ko Tessons léamed: and t Inorporate Inaustry Gevelopm fprocices Lo Incorporate lessons earned Feviewes and updated it éach invocaton
Incient esponse proccures ae i piacs, o e ntated upon e
|detection of store ere it is not d,
& Determining what toda f PAN s discovered outsd
Iociing s e secre celecan anafr mraton i e rocessesare inpace toauickly respand, anayze, and adress
12.10.7 N/A ‘“"C"”Y defined COE, as applical Functional | Intersects With | Incident Response Plan (IRP) 1RO-04 | Mechanisms exist to maintain and make available a current and viable 5 situations in the event that cleartext PAN s detected where it is not
= Toentitying whether sensiive authenticationdata i stored with PAN. Incient Response Man (RP) o al stakehorger.
¢ Determining uhers th acountdaa came rom and ho 1 i
o wnere & was not expec
[ kemeaiatingcata legks or rocess gaps tha reslted i th account
Rata being where i was not xpecied
frech o esondto ot s
Incident response procedures areinpiace, o b Intiated upon the
et of ored PN anyatre 1 7o spectas and 1
< Detcrmining what todo I PAN i iscovered ouside he CDE,
Kl Genes ot < comcan o o e Sensitive Reguoted Data il Processes are n place to quicky respond, analyz, and address
12107 A e L L Regulated o012 s Kiations inthe event that clearext PAN 5 detected whee & not
lm Determining where the account data came from and how it ended [expected
o where i was not expected
e Remedian ot e o rocess gaps ha esued i th accourt
Gata being where i was no expeci
echartsms eXt o ensure Tt organatonal persomel mpacied by
Sensiverreouiated dats spils can cantinge o cory ouk assigned task|
Incident response procedures are inpiac, o b intiaed upon the [amie contanminated Technology ASsers, Applcations andior Semices
Gtecion fstored PN anyaere 5t expects, ond e (TARS) are Undergoing carrecive actons,
1 Determining what to o I PAN i iscovered ouside e CDE,
[rctdnas el e e, avor vt o the postSensiive / Reguiated bata Processes are in lace to quicky respond, anaiyz, and adress
12107 A e Bl L v Regulat R0123 s atons 1 ne vt et st PN s delecied whre 1t
[ Determining where the a data came from and how it ended P
b where i was not expe
[ kemeaiatingcata leges or process gaps that reste i th account
Rata being where i was not xpected
Mecharisms exist o ensure multenant owned or managed assets
Putienant seice proviers proectanseprate il st (physicatand viual) are desaned and Governed such hat provider
ALL NA lenvironments ar Functional | Intersects With | Multi-Tenant Environments CLO06 | customer (tenant) user access is appropriately segmented from s
other tenant users.
lLogica separation s mplemented as olows:
: Mecharisms exit o ensure mulitenant owned or managed assets
[ e Proyder cannot access ts customers” environments without (physical and virtual) are designed and governed such that provider [Customers cannot access the provider's environment. The provider
ALLL A [puthorization, Functional Intersects With Multi-Tenant Environments CLD06 land customer (tenant) user access is appropriately segmented from s |cannot access its customers’ environments without authorization.
| Customers cannot access the provider's environment without ppropriately segi
o Customers. Gther tenant users.
Wecharisms exist o ensure multienant owned or managed assets
[Controls are implemented such that each customer only has i it i ir - (physical and virtual) are designed and governed such that provider - rs' -
ALz A [permission to access its own cardholder data and CDE. Functional | Intersects With | - Multi-Tenant Environments P06 land customer {tenant) user access s appropriately segmented from s (Customers cannot access other customers” environments.
St tenant use
echarisms exist o ensure multenant owned or managed assets
[Controls are implemented such that each customer can only access nction " i ; Tenant Environment .06 |(Physical and virtual) are designed and governed such that provider mers cannot impact re  customer:
13 A (Conrols are implemented s Fonctonal | Inersects with | MultTenan Environments | CLo-05[BAYSICo and vitual) ae designed and governed such hat previder s Customers cannot impact esources allocated o othr customers.
St tenant users.
echanisms exist to ensure mult-enant owned or managed assets
e effectiveness of logcal separation conrols used to separate | " o
AL A Fonments s confimed ot 1east once every s months | Functional | nersects Wih | MultTenant nvironments | - CLD-0g.[BYYSco and vitual) ae designed and governed such hat preyider s Segmentaton o customer environments from other H
i penetraton esting. lond customer (en
b —— - Wechartsms st o ensure netvork rcRechure Wzes metwork
e effectiveness of ogical separation conrols used to separate Network Segmentation Cegmentationto tsolae Tachnology Assets, Apphcations andlor f customer from other )
Alla4 NIA [customer environments is confirmed at least once every six months Functional Intersects With tetwork Segmentatior NET-06  [Services (TAAS) to protect from other network resources. 5 of Custome: rom other o
fustomer enuronment {macrosegementation » penodicaty valated o be ffectue
AL A istormer Smabommemns i Conprmed ot least nce ever o ronths | Functional | Intersects With OMEZ Networks NET.08.1  [Mschanisms exist to mantor De-Miltaized Zone (OWZ) nstwork s ofcustomer from other '
fcustomer enuronment Cegments o separate unirusted networks rom rusted nemorc. penodicaty valated o be ffectue
Wecharisms exit o ensure MU-Tenant Service providers (MISP]
Iutienant service providersfaciltate logging and ncident response Mt Tenant Event Logging 06,2 [Bcltate securty event Iogging capabiitics for 1 customers hat are
AL2 NA [for all customers. Functional Intersects With Capabilities CLD082  |congistent with applicable statutory, regulatory and/or contractual s
abigatons
Wecharisms ex(st o ensure WU-Tenant Service Providers (VTSP)
ma2 A [Huttenant serice providers faciltate logging and ncident esponse | puncionar | ntersects with | MRTEnantforensics | 15,063 faciiare prompt orensic nvestigations n the event of 8 scspected or s
P |confirmed security incident.
echanms it aneur Vol Tennt Servie rovder (4SP)
Iutienant service providersfaciltate logging and ncident response Mlt-Tenant ncident Response | ¢y, [acitae promps response o suspected or conimed securlty
AL2 NA [for all customers. Functional Intersects With abilities CLD064 ki idents and vulnerabilities, including timely nnlm(a\mn to aﬂe(led s
b log capaity is enble or each customr' evionmnt ht
Consitent win PC| D56 Requirement 16, nc
[Mechanisms exist to ensure Multi-Tenant Service Providers (MTSP)
a1 " g oo <o v olchirs unctona | mersectswin | MOUTEDSIEvent g0y | 5., facitate securty event loggngcapaites o s customers ot re s Log capabity i« avalabl to s cstomers withoutafecting the
o are avallabla for review only by the owning customer pabilities [consistent with applicable statutory, regulatory andor contractual other custom
I Log locations are clearly communicated to the wning customer. [obligations.
5,103 data an avaiabity 5 consstent with PCI D35 Redurement 10
ma22 A Irompt forensc nvestigations mhe avent of 2 suspectedor | Functonal | Itersects witn | MUTEnantEorenscs | 10063 facivare promptforensc inestations n he event of o suspected or s Forensic investigation i reacly avalabl to el customers Inthe avent
[confirmed security incident for any customer. Capabilities |confirmed security incident. [of @ suspected or confirmed security incident.
rocesses or mechanisms re implemented for reporting and
ccressing SUSpacted or ConPmedsecursy inciants o
Funerabies, mclain i Tenant incident Response echarisms exst to ensure Malt Tenan Service providers (TSP) uspecte or confimed securty nidents o vneraies ae
mz3 A e Comorson Secunely repor security ncidents and winerabiltes | Functional | Itersects ith ot ncent Cpoga |2 ate prompt responie o suspected o confimed secury s sEoer s st e fomed
“The provider adcresses and remediates suspected or confirmed,
Fecurty mcidents and winerabities according o Reauirement 6.3.1
rocesses or mechanisms re implemented fr reporting and
ctressing suspeciea ranimes ety tirts 10
Fncuain Thveat Analysis & Fow Mechanisms exit torequire system developers and inteorators to Suspcte or contimed securty ncidnts o uneraies are
23 A e Customers can securely reportsecurty incdents and vulnerabities | Functional | ntersects With | Remediaton During 140:04  |create and execute a Securty Tesung and Evatuaton (STAE) pian or s iscovered and sddressea. Customers are nfr
o th provier Development il process, t dentiy an remediate flaws durng development approprise
he provider addresses and remediates suspected or confirmed
Securty mcldents and vanerabiiies according to Requirement 8.3.1
Processes or mechanisms are implemente for reporting and
iresang suspected o confmed securty inciénts anc
[uinerabies, mcluing: Mecharisms exist to timely-egort incdents to spplcables1) Internal uspecid o conimed sscurty nident orvneraiies ars
m23 A " Securely report security incdents and vuinerabities | Functional | ntersects With | ncident Stakeholder Reporting | 1RO-10 [takealders,(2) Affected Gem & thir-partess ana3) Reaulatory s iscovered and addressed. Costomers ae nformed wher
Fosne pro Funorties. opproprate
"The ovide addesses and remediaes suspected orconfrmed
Cecunty mcigents and wuinerabities accorcing o Reauirement 6.3.1
processes or mechanisms are implemented fo reporting and
L uEpected or Confmed Securty incoénts and
Funerabites, mclucing oevgper e sy [fechanisms exis o require system developers and ntegratersto Suspectd o conimes sscurty ncidents orwersiites are
23 wa o Clstomersca securly repor securty ncidntsand vuneraies | Funconal | ierscts Wi per Threat Analy Toa1s  flevelon and implement o engaing secury Teetng and Evaluatin s iscovered and addressed. Customers e nforme
Fothe o aparopriae.
w The provlder addresses and remediates suspected or confirmed |Vuinerabilities prior to release to production,
Secunty incigents and vilnerabities according o Redulrement 63,1
o "~ o g S sy T e conme o e p——— A I ;
IPO1terminals sing SSL andior ealy IS are confred a2 not 2o Mechanisms exit o ensure a web applkation content = delvered
A2l A [susceptible to known SSL/TLS exploits. Functional Intersects With Secure Web Traffic Wee-10 lusing cryptographic mechanisms (e.g., TLS). s
lwhere pos POl terminas a the merchant o payment scceptance
A211 A location use SSL andlor eary 1S, he entity confirms the devices are |  Functonal | Intersects With | Transmission Confidentaity | CRY-03 [CTyPlographic mechanisms exit to protect the confidentiaity of data s i requirement s not elgbie for the customized approsch
Inot susceptible to any known exploits for those protocols. 9
lwhere poS poi terminas a the merchant o payment acceptance . on con .
A211 wa location use SSL. andjo cary TLS, he entiy Confm the aewces are | Functional | Intersects With | Secure Web Trafic weg-10  [Vechanisms existto ensure all web appication content s delvered s Ihis requirement s ot lgile for the customized spproach.
Inot susceptible to any known exploits for those protocols. 'g cryptograpl 9
Jditonal requirement forservice providers aniy: Al servce providers
it exiting Connection ponts to POS POI terminals that use S5
Fnor cary TLS a5 defined in A2.1 have a formal Risk Mitgation and
iaraton Plan in pace that includes
= Bescription of usage. incucing wht cata is being transmited,
[Ses and number o sstem hat use andjor support SSu/eary LS,
ona type o enviranmen: 03 [Cryptosraphic mechanisms exist o protect the canfidentialty of cata
n212 A RATSRTER: watuvcton conos n oce Functonal | Inersects with | Transmisson Confdentlty | CRY-03 [C0/Ptogrephic me s i requirement s not elgbe for the customized approsch
2 Descripron of processes 1o monitor for new venerabiliies
Sesociated wih S5Lscany
e Gescnpian of cango Contl process tat e mplmente o
Ensure SSlearty TLS s ot m o new emy
8 Ouenew of mioraton oyt i ta replace SSeary 15 at a
futore e,
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Set Theory Relationship Mapping (STRM)

A2.12

FDE Name

Focal Document Element (FDE) Descriptions

Jditonal requirement for service providers only: Al ervice providers

Jith exising connection points o POS POI terminals that

[andlor early L5 as defined in A2.1 have & formal Risk Mitigation and

[Migration Plan n place that includes

la Description of usage, including what data is being transmitted,

ltypes and number of systems that use and/or support SLearly TLS,

land type of environment.

= Risk-assessment resuls and rskcreduction controls i plce.
escription of processes to monitor for new vulnerabilities

eoecited it Sljearly TLS,

[ Description of change eontrol processes that are Implemented o

Enore SaL7earty TLS & not Implomentod 1t new enefonmants.

[m Overview of migration project plan to replace SSL/early TLS at a

ffuture date.

STR
R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Secure Web Traffic

WEB-10

Secure Controls Framework (SCF)
ontrol Description

Mechanisms exit to ensure il web application content s delvered
lusing cryptographic mechanisms (e.g., TLS).

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[This requirement is not eligible for the customized approach.

A213

[Additional requirement for service providers only: All service providers|

Functional

Subset Of

Third-Party Management

TPM01

[Mechanisms exist to facilitate the implementation of third-party.
rols.

[This requirement is not eligible for the customized approach.

lprovide a secure service offering

lA PCI DSS compliance program is implemented.

Functional

Subset Of

Statutory, Regulatory &
Contractual Compliance

cpLO1

Mecharisms exist tofaciltate the identfication and mplementation of
relevant statutory, regulatory and contractual control

FEREY

NA

[Responsibility is established by executive management for the
lprotection of account data and a PCI DSS compliance program that
fincludes:

|s Overall accountability for maintaining PCI DSS compliance.

|m Defining a charter for a PCI DSS compliance program.

lm Providing updates to executive management and board of directors
PCI DSS compliance initiatives and issues, including remediation
loctivities, at least once every 1.

[PCI DSS Reference: Requirement 12

Functional

Subset Of

Statutory, Regulatory &
Contractual Compliance

cpLo1

IMechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

[This requirement is not eligible for the customized approach.

FERRY

NA

[Responsibility is established by executive management for the
lprotection of account data and a PCI DSS compliance program that
fincludes:

|s Overall accountability for maintaining PCI DSS compliance.

|m Defining a charter for a PCI DSS compliance program.

lm Providing updates to executive management and board of directors
lon PCI DSS compliance initiatives and issues, including remediation
loctivities, at least once every 12 mont

[PCI DSS Reference: Requirement 12

Functional

Intersects With

|Assigned Security, Compliance &
Resilience Responsibilities

Gov-04

Mechanisms exit o assgn one or more uaified ndviduals with the
Imission and resources to centrally-manage, coordinate,
opiement iné il an enceromba s Secutty. Comphance &
[Resilience Program (SCRP).

[This requirement is not eligible for the customized approach.

A312

NiA

|A formal PCI DSS compliance program is in place that includes:
lu Definition of activities for maintaining and monitoring overall PCI
oS5 compliance, incluing business-25-usualactvites.

la Annual PCI DSS assessment proce

| Processes for tha continuous validation of PCI DSS requirements (for
lexample, dally. weeky. every three months, as applicable per the
lrequiremen

= A procesa or performing business-mpact anlysis to determine
lpotential PCI DSS impacts for strategic business decision:

[PCI DSS Reference: Requirements 1-12

Functional

Subset Of

Security, Compliance &
Resiience Program (SCRP)

Gov-01

chanisms exist to facilitate the implementation of security,
|compliance and resilience governance controls.

[This requirement is not eligible for the customized approach.

A313

[PCI DSS compliance roles and responsibilities are specifically defined
ond formaly assgned to one or more personne, including:
lm Managing PCI DSS business-as-usual activiti
[m Managing annual PCI DSS assessments.
|m Managing continuous validation of PCI DSS requirements (for
xample, daily, weekly, every three months, as applicable per the
requirement).
lanaging business-impact analysis to determine potential PCI DSS
limpacts for strategic business decisions.
[PCI DSS Reference: Requirement 12

Functional

Intersects With

|Assigned Security, Compliance &
Resilience Responsibilities

Gov-04

IMechanisms exist to assign one or more qualified individuals with the
Imission and resources to centrally-manage, coordinate, develop,
implement and maintain an enterprise-wide Security, Compliance &
[Resilience Program (SCRP).

[This requirement is not eligible for the customized approach.

A3L3

1055 compiiance oles and responsitiiies are specifclly defined
o formal assigned o one o moe personne.ncud

lm Managi 55 businass.os-usual oct
= Managing annual PCI DSS sssessments.
|a Managing continuous validation of PCI DSS requirements (for
lexample, daily, weekly, every three months, as applicable per the
lrequirement)

Managing business-impact analysis to determine potential PCI DSS
fimpacts for strategic business decisions.
[PCI DSS Reference: Requirement 12

Functional

Intersects With

Defined Roles & Responsibilities

HRS-03

IMechanisms exist to define cybersecurity roles & responsibilities for all
lpersonnel

[This requirement is not eligible for the customized approach.

A3L4

|Up-to-date PCI DSS and/or information security training is provided at
[least once every 12 months to personnel with PCI DSS compliance
Iresponsibiliies (as identified in )

[PCI DSS Reference: Requirement 12

Functional

Intersects With

Personal Data (PD) Control
Testing, Training & Monitoring

PRI-08.

Mechanisms exist o conduct testing,training and monitoring activiies
lfor Personal Data (PD) cont

[This requirement is not eligible for the customized approach.

A3L4

[Up-to-date PCI DSS and/or information security training is provided at
lleast once every 12 months to personnel with PCI DSS compliance

< identified in A3.1.3).

[PCI DSS Reference: Requirement 12

Functional

Subset Of

curity, Compliance &
Resthence Hrden Worstorce

SAT-01

IMechanisms exist to facilitate the implementation of security
[workforce development and awareness controls.

[This requirement is not eligible for the customized approach.

NA

[PCI DSS scope is documented and validated.

Functional

Intersects With

Compliance Scope

cPLOL2

Mechanisms exit o document and valcate the scope of securty,
|compliance and resilience controls that are determined to me
ooy reguiatery amdior contractual complance obgatons.

A321

NA

[PC DSS scope s documented and confirmed for accuracy at least
lorce every three months and upon significant changes to th
[scope environment. At a minimum, the scoping validation includes:
o Gentiting all data flows for the various payment stages (for
thorization, capture, settlement, chargebacks,
Fefunds and acceptance channels (fo example, card.present, card-
ot present, and & commerce).
|n Updating all data-flow diagrams per Requirement 1.2.4.
= centityng al locations Where account gata 1 stored, pros
eluding bt nac hked to 1) any ocafions octade
of the currenty defined CDE, 2 spplctions that process CHO, 3
fransmissions between systems and networks, and 4) fle backups,
o For any account data found,outsde of the curetly defined CBE,
lether 1) securely delete it, 2) migrate it into the currently defined
DE, or
[3) expand the currently defined CDE to include it
ln 1dentifying all system components In the CDE, connected to the
ICDE, ortha could impact securiy o the
ln dentifying al rols in use and the
[For whiehine COE s ceqmantea. mciuding Josufcation for
lenvironments being out of scope
|n dentifying all connections to third-party entities with access to the
lcoE.

o Confiming that il ientind data flows, account data,system
and

ares i sccost 1o e COF re caded
[PCI D55 Reference: Scope of PCI DSS Requirements, Reauirement 12.
[icontinued on next page)

Functional

Intersects With

Compliance Scope

cPLOL2

IMechanisms exist to document and validate the scope of security,
|compliance and resilience controls that are determined to meet
Jstatutory, regulatory and/or contractual compliance obligations.

[This requirement is not eligible for the customized approach.

A321

[PCI DSS scope is documented and confirmed for accuracy at least

lonce every three months and upon significant changes to the in-
scope environment. At @ minimum, th scoping validation includes:
lm identifying all data flows for the various payment stages

lexample, authorizaton, capture, settiement, chargebacks, and

refunds) and acceptance channes (fr example, card-present, card-

present, ce).

= Ugasing alGatoow hagrams per Requirement 1.2.4

|m identifying all locations where account data s stored, processed,

land transmitted, including but not limited to 1) any locations outside

Jof the currently defined CDE, 2) applications that process CHD, 3)

ftransmissions between systems and networks, and 4) file backups.
For any account data found outside of the currently defined CD!

[ther 1) securely delete 1, 2) migrate i o the currenty defined

lcor

57 expand the currently defined CDE to include I
JGehtitying al syster components inthe CDE, connected to the
[COE,or hat could impact securiy o the
lm identifying rols in use and thy
o whieh e CoE e Segmen(ed Inciuding justfication or
lenvironments being ot
o ientiying all Lommations t iird.party entlties with access to the

lcot
= Confrming that al identifed data flows, account data,system
lcomponents, ssgmentation controls, and coniections from third
[parties with access to are included in scope.

1 DS Reforence: Scope of PCI DS Requirements, Requirement 12,
|(continued on next page)

Functional

Intersects With

Network Segmentation
(macrosegementation)

NET-06

[Mechanisms exist to ensure network architecture utilizes network
lsegmentation to isolate Technology Assets, Applications and/or
[Services (TAAS) to protect from other network resources.

[This requirement is not eligible for the customized approach.

A321

1SS scape s documented and confirmed or accuracy at esst
once every hree monihs and upan sgnificant changes o the i,
& Smaronmer, Ata minimu, the scoping validation includes:
 tantifying a data Nowe fof the various payement stages
jexample. autharizaton, capture, setiement, chargebacks, and
lrefunds) and acceptance channels (for example, card-present, card-
[pot-present, and e-commerce
[m Updating all data-flow diagrams per Requirement 1.2.4.
|m identifying all locations where account data is stored, prog
[and tranamitted, including but not Nmited t0-1) any locations outside
Jof the currently defined CDE, 2) applications that process CHD, 3)
ftransmissions between systems and networks, and 4) file backups.
account data found outside of the currently defined CDE,
lether 1) securely delete it 2) migrate it nto the currently defined

57 expand the currently defined COE to incude
| dentifying al system components n the cpz "connected to the
ould impact security of the
menurymg all Comtoat ot
which the CDE is segmemea ociuding oeheation or
femronments being ok of =
o entiying il comnecions t wird-party entities with access o the

|coE.
|m Confirming that allidentified data flows, account data, system
|components, segmentation controls, and connections from third
Jarties with access to the CDE are included in scope

DSS Reference: Scope of PCI DSS Requirements, Requirement 12.
(continued on nest page)

Functional

Intersects With

DMZ Networks

NET-08.1

IMechanisms exist to monitor De-Militarized Zone (DMZ) network
lsegments to separate untrusted networks from trusted networks.

[This requirement is not eligible for the customized approach.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

A321

FDE Name

NA

Focal Document Element (FDE) Descriptions

1 D55 scope s documented and confirmed for accuracy o east
lonce every three months and upon significant changes to the in-
Ecope emaronment. At a minimum, the scoping valigation Includes:
[m identifying all data flows for the various payment stages
lexample, authorization, capture, settlement, chargebacks, and
efunds) and acceptance channes for exampl, carc-presen, carc-
t-prese

2 maating i ata-how &iagrams per Requirement 1.2.4,

lm identifying all locations where account data is stored, processed,

' account data found outside of the currently def
leither 1) securely delete it, 2) migrate it into the currently defined
IcoE, or

[3) expand the currently defined CDE to include it

|u Identifying all system components in the CDE, connected to the.
|CDE, or that could impact security of the

lm identifying al controls in use and the
[rom uich the COE i seqmented, ncuding otificaion fo
lenvironments being ot

= dentitying i omaciions o wird-party enites with access to the

m Conﬁrmmg that al identified data lows, account data, system
rols, ird

aras i accoct 10 he COF re caded m scope.

[PCI DSS Reference: Scope of PCI DSS Requirements, Requirement 12.

|(continued on next page)

R

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Third-Party Scope Review

TPM-05.5

Secure Controls Framework (SCF)
ontrol Description

echarisms exist to pertorm recurring validation of the Responsile,
Jsccountable, Supportve, Consulted & Informed (RASCI)
T Gocumensaton, & ansore securty, complance and resilonce
lContro assignments accurately reflect current(1) Contractual
lobligationsfor the Exteral Service Provider (ESP)(2) Business
nd(4) Deployed Technology
[Rssets. Applications andior Services (TARS)

Strength of

Relationship

version 2026.1_x000a_03/27/2026

[This requirement is not eligible for the customized approach.

A322

NA

[PCI DSS scape impact for all changes to systems or networks is
|determined, including additions of new systems and new network
connectons Processes nclue
[m Performing a formal PCI DSS impact assessment.

= Fentitying applicable PCI D33 reaquirements to the system or
Inetwork:
Updating PCI DSS scope as approprial
5 Docomented sl i o th rocute o e impact assessment by
lesponsble personnel (as defined in A3.1.3).
[PCI DSS Reference: Scope of PCI DSS Requirements; Requirements 1-
12

Functional

Intersects With

Security Impact Analysis for
Changes

CHG-03

Mechanisms exstto anolyze proposed changes for porental securkty
impacts, prior to the implementation of the chan:

[This requirement is not eligible for the customized approach.

A322

NA

[PCI DSS scope impact for all changes to systems or networks is
|determined, including additions of new systems and new network.
connections. Pracesses nclude
ing a formal PCI DSS impact assessmen
= Faoneifying appieanie PCr D58 requiremente o the system o

Inetwork.
|s Updating PCI DSS scope as appropriate.
lm Documented sign-off of the results of the impact assessment by
[esponsible personne (as defined in A3.1.3)

DSS Reference: Scope of PCI DSS Requirements; Requirements 1-

Functional

Intersects With

Business Impact Analysis (B1A)

RSK-08

IMechanisms exist to conduct a Business Impact Analysis (BIA) to
dentify and assess security, compliance and resilience risks.

[This requirement is not eligible for the customized approach.

A322

IPCI DSS scope impact for all changes to systems or networks is
|determined, including additions of new systems and new network
lconnection. Processes incude:
ming a formal PCI DSS impact assessment.
menurymg appicanle PCI D3S requirements to the system or
ork

e pasting I 0SS scope as appropriate
lm Documented sign-off of the results of the impact assessment by
Iresponsible personnel (as defined in A3.1.3).

[PCi DSS Reference: Scope of PCI DSS Requirements; Requirements 1

Functional

Intersects With

Data Protection Impact
Assessment (DPIA)

RSK-10

[Mechanisms exist to conduct a Data Protection Impact Assessment
[(DPIA) on Technology Assets, Applications andjor Services (TAAS) that
lstore, process andjor transmit Personal Data (PD) to identify and
remediate reasonably-expected risks.

[This requirement is not eligible for the customized approach.

A3221

NA

[upon completion of a change, all relevant PCI DSS requirements are
hanged systems and

[PCI DSS Reference: Scope of PCI DSS Requirements; Requirement 1-
12

Functional

Intersects With

Test, Validate & Document
Changes

CHG022

IMechanisms exist to appropriately test and document proposed
|changes in a non-production environment before changes are
implemented in a production environment.

[This requirement is not eligible for the customized approach.

A3221

[upon completion of a change, all relevant PCI DSS requirements are

documentation is updated as applicabi
fcioss Reference: Scope of PCI D55 Requirements; Requirement 1-

Functional

Intersects With

Control Functionality Verification

CHG-06

Mechanizms exit o verity the unctionaiy ofsecurty. compliance
land resilience controls following implemented changes to ensure
lapplicable controls operate as designed.

[This requirement is not eligible for the customized approach.

A323

(Changes to organizational structure resut n o formal (ntema review
Jof the impact and applicability of controls.
[Pl 555 Reference: Requrrement 12

Functional

Intersects With

Security Impact Analysis for
Changes

CHG-03

iechanisms exist o anayze proposed changes for potental securiy
impacts, prior to the implementation of the chan

[This requirement is not eligible for the customized approach.

A323

[Changes to rganizational structure et ina formal (ntemal review
lof the impact to PCI DSS scope and applicability of control
[Pcl 055 Reference: Reaurrement 12

Functional

Intersects With

Compliance Scope

cPLOL2

Mechanisms exit o document and valcate the scope of securty,
|compliance and resilience controls that are determined to me
oty reguiatery andior contractual complance obigatons.

[This requirement is not eligible for the customized approach.

A323

(Changes to organiztionalstructure resut n o forml (ntema review
lof the impact e and applicability of control
[Pcl 055 Reference: Requirement 12

Functional

Intersects With

Third-Party Scope Review

TPM-05.5

echartsrs exis o perform recuriny vaidation ot the Responiie
|Accountable, Supportive, Consuited & Informed (RASCI) m:
simiar documentation, to ensure securiy, compliance ar\d resmen(e
lcontrol assignments accurately reflect current:(1) Contra

Cbrgations fo he Exeernar Semnce Frower (ESP)(3) Busihess
practicesi(3) Applcable stakehalders; and(4) Deployed Technology
[Assets. Applications andior Services (TAA

[This requirement is not eligible for the customized approach.

A324

NA

| segmentation s used. PCI DSS scope i confirmed as follows:
lm Per the entity’s methodology defined at Requirement 11

= Penetration esting I prtepmed on sagmentation controt at least
fonce every six months and after any changes to segmentation
lcontrols/met

[m The penetration testing covers all segmentation controls/methods in

enetration testing verifies that segmentation controlsimethods|
lare operational and effective, and isolate the CDE from all out- of-
lscope systems.

lpcI DSS Reference: Requirement 11

Functional

Intersects With

Network Segmentation
(macrosegementation)

NET-06

enares ot o Shaire ek e mecir Ve Aark
lsegmentation to isolate Technology Assets, Applications and/or
[Services (TAAS) to protect from other network resources.

[This requirement is not eligible for the customized approach.

A324

NA

Iif segmentation is used, PCI DSS scope s confirmed s follows:
lm Per the entity’s methodology defined at Requirement 11.4.1

lm Penetration testing is performed on segmentation controls at least
fonce every six months and after any changes to segmentation
lcontrols/methods.

= The penetration testing cavers il segmentation cantrlsjmethads In

e penstration testing verfesthat segmentation contros/methads
e nnerauanal and effective, and isolate the CDE from all out-

lscope syst

[PC1 5% Reference: Requirement 11

Functional

Intersects With

DMZ Networks

NET-08.1

IMechanisms exist to monitor De-Militarized Zone (DMZ) network
lsegments to separate untrusted networks from trusted networks.

[This requirement is not eligible for the customized approach.

A324

NA

Ifseqmentation s sed Pl DSS scope s confrmed as fllws:
[m Per the entity's methodology defined at Requirem
= Penetration esting e pertapmed on scgmentation controt st least
lonce every six months and after any changes to segmentation
[controls/methods.

penetration testing covers all segmentation controls/methods in

laThe penetration testing verfies that segmentation controlymethads
ore operational and effective and isolae the CDE from ol out-

lscope system:

[PC1 5% Roference: Requirement 11

Functional

Intersects With

Penetration Testing

VPM-07

echanrsme exist o conduct penetration festing on Technoloay
|assets, Applications andjor Services (TAAS).

[This requirement is not eligible for the customized approach.

A325

NA

 dataiscouary methodclagy Is mplemented that
lm Confirms PCI DSS st

Lotates al sources and locations of cleartext PAN at feast once
levery three months and upon significant changes to the CDE
fprocesses.

Adcresses the potential fo cleartext PAN to reside an systems and
Inetworks outside the currently defined Ct
PC1 Do Reference: Scope of PI D55 Requirements

Functional

Intersects With

Asset Scope Classification

AST-04.1

[Mechanisms exist to determine security, compliance and resilience

|control applicability by identifying, assigning and documenting the

lappropriate asset scope categorization for all Technology Assets,

[toicatons andr services (TAAS)and persomnel (nteral and tird-
es).

[This requirement is not eligible for the customized approach

A325

J datediscovery methadology Is implemented that
Confirm:

= ocaten aisources an iocations of cleartext PAN atleast once

Jvery three months and upon signficant changes o the CDE o

Jproces

& Addresses the potential for cleartext PAN to reside on systems and

Inetworks outside the currently defined CDE.

[PCI DSS Reference: Scope of PCI DSS Requirements.

Functional

Intersects With

Control Applicability Boundary
Graphical Representation

AST-04.2

[Mechanisms exist to ensure control applicabilty 1s appropriately-
|determined for Technology Assets, Applications and/or Services (TAAS)
land third parties by graphically representing applicable boundaries.

[This requirement is not eligible for the customized approach

A325

lA data-discovery methodology is implemented that
lm Confirms PCi DSS scope.

lm Locates all sources and locations of cleartext PAN at least once
levery three months and upon significant changes to the CDE or
fprocesses.

o Adcresses the potential for cleartext PAN toreside o systems and
Inetworks outside the currently defines

PC1 b Reference. Scope of P DSS Requirements

Functional

Intersects With

Compliance-Specific Asset
Identification

AST-04.3

IMechanisms exist to create and maintain a current inventory of
[Technology Assets, Appiications Services and/or Data (TAASD) that

e in scope for statutory, regulatory andor contractual compliance
[Sbigations that provides suficent aetai to determine contro
lapplicability, based on asset scope categorization.

[This requirement is not eligible for the customized approach

A325

NA

[ datediscovery methadology Is implemented that
lmConfirms PCI DSS st

2 Locotes al sources and locations of cleartext PAN at east once
levery three months and upon significant changes to the CDE or
fprocesses.

o Adcresses the potential for cleartext PAN toreside o systems and
Inetworks outside the currently defined Ct

P13 meterencer Scope of K| 595 Redqurements

Functional

Intersects With

Periodic Scans for Sensitive /
Regulated Data

DCH-06.3

techanisms exist to periodically scan unstructured data sources for
lsensitive/requlated data or data requiring special protection measures
by statutory, regulatory or contractual obligations.

[This requirement is not eligible for the customized approach

A325

f dtaiscovery methodlagyismplemente that
Canfirms PCI DSS st

2 Locates all sources and ocations of cleartext PAN at least once

[every three months and upon significant changes to the CDE o

lprocesses.

I Addresses the potential for cleartext PAN to reside on systems and

[networks outside the currently defined CDE.

[PCI DSS Reference: Scope of PCI DSS Requirements.

Functional

Intersects With

Data Governance

Gov-10

hanisms exist to facilitate data governance to oversee the
lorganization's policies, standards and procedures o that
lsensitive/regulated data is effectively ma and maintained in
laccordance with applicable statutory, regulatory and contractual
lobligations.

[This requirement is not eligible for the customized approach

A3251

[oata discovery methods are confirmed as follows
lm Effectiveness of methods is tested.
o Methods are ble to msmer :\eartext PAN on all types of system
[components and file

[ The effectveness of data-discovery methods s confirmed at least
lonce every 12 months.

[PCI DSS Reference: Scope of PCI DSS Requirements.

Functional

Intersects With

Periodic Scans for Sensitive /
Regulated Data

DCH-06.3

chanisms exist to periodically scan unstructured data sources for
lsensitive/requlated data or data requiring special protection measures
lby statutory, regulatory or contractual obligations.

[This requirement is not eligible for the customized approach.

A3252

NA

Respanse pracedures are implemented to be Intated upon the

|detection of cleartext PAN outside the CDE to inc|

o Determining whar o db closrient PAN & lscamered outside th

ICDE, incucing it rerieva,secure deletion, and/or migratin ifo the

leurrently defined CDE, as applicat

 Berarmining how ahe dsts anded op outside the C

J Remediating data eaks or process gaps that Teeived n the data
lbeing outside

la lGentitying he source of the data.

[m identifying whether any track data is stored with the PANS.

Functional

Intersects With

Sensitive / Regulated Data Spill
Response

1RO-12

Mech: tto respond to data spills.

[This requirement is not eligible for the customized approach.
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descriptions

STR
R

STRM
Relationship

PCI DSS v4

SCF Control

Secure Controls Framework (SCF)
ontrol Description

Strength of

Relationship

version 2026.1_x000a_03/27/2026

Mechanisms exit o ensure that rganizational personnel impacted by
[Response procedures are implemented to be initiated upon the. lata spills can continue to carry out assigned tasks|
[iesponse procedures are mplemented to be Iniated luhie contaminated Technology Assets, Appications andior Services
|m Determining what to do if cleartext PAN is discovered outside the ((TAAS) are undergoing corrective actions.

IC0E, inclucing s retrival, secare deletion, anajor migration o the

n252 wa Corenty defned COE. os oplcable. i the Co Fonctonal | Inersects i | POt Senstive Regulated Data | g 125 s Iis requirement Is ot eligble for the customized approach,
o Remeclatindat o or proces gaps tha et th cta
leing autside

T centiying the source ofthe
2 enitying whetner any rack data i store with the PANS.
IMechanisms are implemented for detecting and preventing cleartext
AN rom Ieaving the CDE via an unauinorized channel, mathad,or
process ncludng mectanims st
@ Actvely ru Jutomated mechanisms exis toimplement Data Loss Prevertion
26 wa o Confgred o dtec ana reven cierest AN eving the COE vi | Functonal | intersects Wi | Dta Loss preventon (L) | NET-17 1P o protectsenfiv formatian s o, tranites ana s i requirement i not elgiie for the customized approsch.
Fn cnautnorized charnel, methat or o
e Generating it g o alersupon Getecto o ceartext A
[eauing the COE via an umauthorized channel method,
[PC 55 References Scope of Pl D55 Reduirements, Redurement 12
Iesponse procedures are mplemented to be ntated pon the
detection of attempts o remove cieartext PAN from the CDE wia an
Linauthorized channel, methot or pro
FResponce proceures include Automated Response to utomated mechanisms exis to mplement pre-determined correcive
n261 A e Procecures for the prompt investgation of alets by responsibie Functonal | ntersects With (omated Response MON-0L11. [actions i response to detected events that have securty incdent s Iis requirement Is ot eligble for the customized approach,
el maheations.
e rocedures o remeciating dtaeaks o procss ps, 3
Recessary, o prevent any
e B8 Referonce: Reaurement 1
Iresponse procedures are implemented to be nfiated upon the
etEcon e o reiove st P fom n Ot i an
linauthorized channel, method, o
Responae proceaures incude Mechanisms exit o automaticalyalert ncident respanse personnel

n261 wa o Procedures for the prompt investigation of alets by responsibie Functional | Itersects With Automated Alets MON-01.12 fo nappropriate or anomalous activties that have potentia securty s i requirement i ot elgiie for the customized approsch.

personne! incident mphcatons.

e Pocedures o remecating dta eaks o process ps, 3

Recessary. to prevent any

e Dos Retaence: Reaorement 13

[Response procedures are implemented to be Intiated upon th

Cetection of aitermpts o remove cieartext PAN from the CDE ia an

jonauthorized channel, method,or process. ecnanisms st o utieuser . Ency senaior snaltics (VEBA)
261 wa e et o romot nestigton of lers b responsie Functional | Intersects With | Anomalous Behavior MoN.16  [éndlr User Actity Monitoring (UAM) selutions to detect ond resp s i requirement i not elgiie for the customized approach.

o rocedures for emediating daa leaks or process gaps, as Jother malicious activities.

Recessary. o prevent o

eI 555 Reterence: Redurement 13

IResponse procedures are mplemented to be ntated pon the

Getection of aitempr to ramove cieartext PAN from the CDE via an

Kinauthorized channel, metho or process

FResponse procecures include.

nz61 A o Procecures for the prompt investgation of alets by responsibie Functonal | Itersects With Insider Threats MON-16.1 [Mechanisms exist to monitr internal personnel ativiy for potentil s Iis requirement Is ot eligble for the customized approach.
fpersonnel
e Pocedures o remeciating dtaeaks o procss ps, 3
[necessary, to prevent any datz
e B8 Referonce: neaurement 1

esponse procedures are implementd o be Iiited upon &
Geeccton o eyt t remove Cartext AN fom he.COE v an
linauthorized channel, method, or process.
Response procedures incude.

n261 wa o Procedures for the prompt investigation of alets by responsibie Functonal | Intersects With | Unauthorized Actvtis | MON-16.3  |Mechanisms existto monior for unauthorized activtes, accounts, s i requirement i ot elgiie for the customized approsch.

o rocedy lconnections, devices and software.
e Pocedurs o remecating dta eaks o process aps,
Recessary. to prevent any cata
[P0 G References Reauremen 17
Business As Usual (5AU) Wechanisms exist o incorporate securty, compliance and resience
A33 NIA [PCI DSS is incorporated into business-as-usual (BAU) activities. Functional Intersects With Security, Compliance & GOV-14 Dnnmples into Business As Usual (BAU) practices through executive 5
Resilence Practices (adership mvolvement.
Faiures o ciica security control systems are detected; alerted, and
edireceed promptiy, Incliding but ot Imted to falure o
= Network securty controls
et
= v
= Antimatware soutions
[m Physical access controls techanisms exist to document, monitor and report the stat
JEER wa _m;:g;;f;;snfg( wols Functonal | nersectswitn | SIRonal Awareness For | 1no.05 [ bersccuy and dats protecion medentsto nternal sakehonersa s i requirement i ot elgiie for the customized approsch.
o fudit longing mechanisms o Ehe way through the resoluton of the inident
2 Alfomated audt og review mechanisms. This bulet i a best
Bracceunt i fecve daes efer t AppIcbity Note bl for
e Atmated code review tol (1 us). This bulle s abest prctice
il e ffectve dat; refer o AppicabityNotes below o dtais
[PC1 D55 Reference: Requirements 11
Fares o crtict seury contrl syt re detacted s, nd
odreceed promptiy, including but ot Imited to faure or
[ Network Securey controls
et
v
= Antimatware soutions
= Physical access controls
331 WA o ogial access contros Functional | Subset Of Continuous Monitoring Mon.o1  [Mechanisms existfo fciitate the of 10 Iis requirement s ot eligble for the customized approach.
= Segmentation control (1 used)
2 Automated it og review mechanisms. Thi bulet s a best
Practice unti 1= effective date refer & ApICabilty Notes below for
o
| Automated code review toos (f used). Tris bl is a best practice
i 12 ffectve o Applcabiity Notes below fo cetai.
[P DS Reference: Recuirements 1-12
Falures of critca security controlsystems are etected, lerted, and
dresed promaty. ncudng bt Imite o fare o
ork Securty controls
= Dsies
i
= Antimatware soutions
e Prysicn sccecs contrl
o e contoe Response To Event Lo Mechanisms exit o alert appropriate personnel i the evert of a o
#231 A - i ogons mechan: Functional | Intersects with | "GRG Ellres T | MOWO5ISTCCaSing faiture and take actions t femedy the disuption. s
¢ Seamentaion convls (1 s
fomated audt og review mechanisms. Thi bulet i a
racice unl 1 efectve dots vrer i ppICabiY Notes beow fr
s
& Rotomated code review tools (i used). Tis bl is a best practice
i s sffective date refer o Applicabilty Notes below or detas.
1 DSS Reference: Requirements 1-12
Falures of any critcal security control systems ar responded &
oromptly. Processes for responding to fajures n security control
Pzt ncuce
< Restoring securty functions
e ey and dacumenting e uraton cate an tme o star
o end) o the securty
< Gentitying and documenting the cause(s) offailure, including root
Fause. ah documenting remeciaton requred to aress e ot ecramsms et o covr1) Preoraton2) Aot v
A33.12 N/A Functional | Intersects With Incident Handling IR0-02 [detection or manual incident !(3) Analysis;(4) 5 [This requirement is not eligible for the customized approach.
menmymg and addressing any security issues that arose during the [Containmenti(5) Eradication; and(e) Remvery
foure
ermining whether urther actons are required as a resut of the
Cecury falore.
e mpementngcontrol o prevent the cause o re fom
Feaccurring
= Resuiming monitoring o securty controls.
i D53 Reference. Requirements 1-12
Falure of any critcal security control ystems ar responded &
oromptly. Processes for responding to fajures n security control
st ncuce
< Restoring securty functions
e ey and dacumenting e uraton cate and tme o star
o end) o the securty
< Gentitying and documenting the cause(s) offailure, including root
Fause. a documenting remeciaton requred to aress e ot oot Cause Analyss (RCA) & echanims et t corprat esons s rom anlyzng ans
n312 wa Functonal | ntersects With -ause Analysis (8 IRO-13  fesolving cybersecurity and cata protection incdents to reduce the s Iis requirement Is ot eligble for the customized approach.
[ centitying and adcressing any securty issues that arose during the ihood o mpact of future melgents.
foure
ermining whether further actons are required as a resut of the
Cecury falore.
e impementngcontrol o prevent the cause o re fom
Feaccurring
= Resuiming monitoring o securty controls.
i D53 Reference. Requirements 1-12
Falure of any critcal security control ystems ar responded &
oromptly. Processes for responding to faiures n security control
Pzt ncuce
< Restoring securty functions
¢ ey and dacumenting e uraton cate and tme o star
o end) o the securty
< Gentitying and documenting the cause(s) of failure, including root
Fause. a documenting remeciaton requred to aress e ot
n312 wa Functonal | ntersects With Risk Remediation RSK.06 |Mechanisms exit o remediate risks to an acceptable level s Iis requirement Is ot eligble for the customized approach.
e dertying enaressing any securty sues that arose wng the
f
Setermining whether further actions are required 35  resultof the
Cecury falore.
e impementngcontrol o prevent the cause o re fom
Feaccurring
= Resuiming monitoring of securty controls.
i D53 Reference. Requirements 1-12
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Set Theory Relationship Mapping (STRM)

A3312

FDE Name

Focal Document Element (FDE) Descriptions

[Failures of any critical security control systems are responded to
omptly. Processes for responding to failures in security control
Jsystems include:
lm Restoring security functions.
lm Identifying and documenting the duration (date and time from start
fto end) of the security failure.
menucymg ‘and documenting the cause(s) of failure, including root
e, and documenting remedation required to address the root

[ ldentirying and addressing any securlty Issues that arose during the
failure.
lm Determining whether further actions are required as a result of the
securty alue.
| Implementing controls to pevent the cause offailure from
lreoccurri
[& Resurming monitoring of secury controls
[PCI DSS Reference: Requirements 1.

STRM
Rationale

Functional

STRM
Relationship

Intersects With

PCI DSS v4

SCF Control

Third-Party Deficiency
Remediation

TPM-09

Secure Controls Framework (SCF)
ontrol Description

IMechanisms exist to address weaknesses or deficiencies in supply
[chain elements identified during independent or organizational
lassessments of such elements.

gth of

version 2026.1_x000a_03/27/2026

[This requirement is not eligible for the customized approach.

A3312

[Failures of any critical security control systems are responded to
omptly. Processes for responding to failures in security control
Jsystems include:
lm Restoring security functions.
lm Identifying and documenting the duration (date and time from start
fto end) of the security failure.
menucymg ‘and documenting the cause(s) of failure, including root
e, and documenting remedation requred to address the root

[ ldentirying and addressing any security Issues that arose during the
failure.
o Determining whetherfurther actions are required a5 a resu of the
securty ol
\mmemenw\g controls to prevent the cause of failure from
lreoccurri
[& Resuming monitoring of secury controls
[PCI DSS Reference: Requirements 1.

Functional

Intersects With

Vulnerability Remediation
Process

VPM-02

ensure th

to properly identified,
Macked and remediored

[This requirement is not eligible for the customized approach.

A332

NA

[Hardware and software technologies are reviewed at least once every
[12 months to confirm whether they continue to meet the
lorganization’s PCI DSS requirements.

[PCI DSS Reference: Requirements 2, 6, 12

Functional

Intersects With

Technical Debt Reviews.

SEA-02.3

IMechanisms exist to conduct ongoing “technical debt” reviews of
lhardware and software technologies to remediate outdated andjor
lunsupported technologies.

[This requirement is not eligible for the customized approach.

A333

NA

[Reviews are performed at least once every three months to veriry AU
pctivties are being followed. Reviews are performed by personnel
igned to the PCI DSS compliance program (as identified in A3.1.3),
[ind Include:
o Confrmation that all BAU activiies, inclucing A3.2.2, 326, and
eing performe

(e Gonfrmation that pevsov\nel are following security poliies and
loperational procedure: mple, daily log reviews, ruleset
Feviews for petwork security contrals, canfigufation standards for new
lsystems).
s Decumenting how the reviens wre completed,incluing how a
[BAU activities were verified as beir
o Chcehion of documanted ovioence as reaired fr the annual PCI
[DSS assessment.
lm Review and sign-off of results by personnel assigned responsibility
for the PCI DSS compliance program, a identifed in A3.1.3

lm Retention of recor locumentation for at least 12 months,
lcovering all BAU activitie
[PC1 055 Reference: Requirements 1-12

Functional

Intersects With

Business As Usual (BAU)
Security, Compliance &
Resilience Practices

Gov-14

IMechanisms exist to incorporate security, compliance and resilience
princples nto Business As Usual (BAU) practces thouigh execuive
leadership involvement.

[This requirement is not eligible for the customized approach.

[Logical access to the cardholder data environment is controlled and
|managed

Functional

Subset Of

Identity & Access Management
(1AM)

IAC-01

[Mechanisms exist to facilitate the implementation of identification and
Jaccess controls.

A341

Juseraccounts and access privleges to - scope system components
lare reviewed at least once every six months to ensure user accounts
and access privieges remain S orropmive based onab fonchon, and
lthat all access is author

[PC1 055 Reference: Requirement 7

Functional

Intersects With

Periodic Review of Account
Privileges

c17

Mecharisms exit to periodicaly.review the pivleges assgned to
individuals and service accounts to validate the neet

lrivlleges and reassign or remove unnecessary privieges, as
Inecessary.

[This requirement is not eligible for the customized approach.

[suspicious events are identified and responded to.

Functional

Subset Of

echanisms exit to mplement and govern processes and
to facilitat

Incident Resp P

1R0-01

[for cybersecurity and data protechion-elated incdents

[suspicious events are identified and responded to.

Functional

Subset Of

Continuous Monitoring

MON-01

[Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.

NA

[suspicious events are identified and responded to.

Functional

Intersects With

Automated Response to
Suspicious Events

MON-01.11

[Automated mechanisms exist to implement pre-determined corrective
lactions in response to detected events that have security incident
implications.

A351

I methodology is implemented for the prompt identification of attack

Jm Identification of anomalies or suspicious activity as it occurs.
[m Issuance of prompt alerts upon detection of suspicious activity or
[anomaly to responsible personnel.

o Respanse to alerts in accordance with documented response
lprocedur

[PC1 555 Reference: Requirements 10,12

Functional

Subset Of

Threat Intelligence Program

THR-01

IMechanisms exist to implement a threat intelligence program that
includes a cross-organization information-sharing capability that can
influence the development of the system and security architectures,
lselection of security solutions, monitoring, threat hunting, response.
land recovery activities.

[This requirement is not eligible for the customized approach.

Secure Controls Framework (SCF)
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