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Establish and maintain a comprehensive data privacy program that ensures ) Mechanisms exist to facilitate the design, implementation,
data ddressed by designin of Seourity, Compliance & and monitoring of security, compliance and resilience
1 Data Privacy by Design o Y desig " Functional | IntersectsWith | Resilience Program GOV-02 itoring urity, compli resili GOV-01
policies, standards, processes, systems, applications, projects and third- SoRP) governance controls.
party contracts.
Establish and maint privacy program that ensures Mechanisms exist to facilitate the implementation and
data priva ddressed by designin of ) ) operation of data protection controls throughout the data
1 Data Privacy by Design o by desig Functional | IntersectsWith | DataPrivacy Program |  PRI-02 [P g ¢ PRI-01
policies, standards, processes, systems, applications, projects and third- litecyce to ensure all forms of Personal Data (PD) are
party contracts. processed lawfully.fairly and
Establish and maintain a comprehensive data privacy program that ensures Mechanisms exist to limit the collection, receiving,
data ddressed by designin of ) rocessing, storage, transmission, sharing, updatin
P G i | Reasonable Data Privacy p ing, storage, transmissi ing, updating
1 Data Privacy by Design  |policies, standards, processes, systems, applications, projects and third- Functional | Intersects With Tctens PRI09  |and/or disposal of Persanal Data (PD) according to PRI01.11
party contracts. reasonable consumer expectations for what s necessary
and
Establish and maint privacy program that ensures Mechanisms exist to:
data priva ddressed by designin of (1) Ensure that the public has access to information about
policies, standards, processes, systems, applications, projects and third- organizational data privacy activities and can
party contracts. communicate withits Chief Privacy Officer (CPO) or
similar role;
Dissemination of Data (2) Ensure that organizational data privacy practices are
1 Data Privacy by Design Functional | Intersects With Privacy Program PRI-20  |Publicly available through organizational websites or PRI-01.3
Information document repositories;
(3) Utilize publicly facing email addresses and/or phone
lines to enable the public to provide feedback and/or
direct questions to data privacy office(s) regarding data
privacy practices; and
(4) Inform data subjects when changes are made to the
neivaru nnsiss and tha natizs of such chandss
Assign roles and to Mechanisms exist to facilitate the implementation and
Assignod qualified data subjects, including key internal and external stakeholders, for operation of data protection controls throughout the data
11 Responsiities | MMaining compliance with all applicable data privacy requirements that Functional | IntersectsWith | DataPrivacy Program |  PRI-02 | lifecycle to ensure all forms of Personal Data (PD) are PRI-01
! itori the data privacy program. processed lawfully, fairly and transparently.
Assign i Toles and ties to Mechanisms exist to establish a data privacy Updated 2026.3
qualified data subjects, including key internal and external stakeholders, for accountability structure that:
maintaining compliance with all applicable data privacy requirements that (1) Identifies data privacy roles required by applicable
! the data privacy program. statutory, regulatory and/or contractual obligations;
Assigned Data Privac: i
" @ Functional | Intersects With y pRi0a | (2)Assigns each ole to one or more individuals with the
Responsibilties authority,
resources; and
(3)Is reviewed and updated as data privacy obligations,
operating business practices ch
Assign roles and to Mechanisms exist to identify and appoint a Chief Privacy
qualified data subects, including key internal and external stakeholders, for Officer (CPO), or equivalent role, with the authoriy,
i Assigned maintaining compliance with all applicable data privacy requirements that runctional | inersectawin | CherPveeyOfticer | o |mission, accountabily and resources to caordinate, oRLOLA
! the data privacy program. (cPo) develop and implement, applicable data privacy
requirements and manage data privacy risks through the
i data orivacy oroeram.
Assign roles and to Mechanisms exist to identify and appoint a Data
qualified data subjects, including key internal and external stakeholders, for Protection Officer (DPO), or equivalent role:
Assigned Data Protection Officer ;
- gne maintaining compliance with all applicable data privacy requirements that Functionst | interseets with Pri0s2 | (1)Based on professional qualiiations; and PRLO1A
! the data privacy prog; 0) (2)To be involved in all ssues related to how Personal
Data (PD) is collected, received, processed, stored,
shared.undated and/or disnosert
Classify data according to the sensitivity and type of personal data s defined o8 Aot Mechanisms exist to ensure data and assets are
12 Data Classification | by appropriate statutory, regulatory and contractual contexts. Functional | Intersects With oo DCH-04 in , DCH-02
regulatory and contractual
Classify data according to the sensitivity and type of personal data as defined personat Data (7D) Mechanisms exist to define and implement data handling
12 DataC by & contractual contexts. Functional | Intersects With o e PRI-06 |and protection requirements for specific categories of PRI-05.7
e sensitive Personal Data (PD).
;ef\s/t:v‘:ppi\cab: dalabaseds Gontaining personal data with the appropriate ogistor Ao A Date :e‘chamsms ex.su:: r:glster = um: t::r;tmuer am:/ur
ata Authority, when required. jata processor, including registering databases containin
13 Registering Databases Y. a Functional | IntersectsWith | Controller and/or Data PRI-45 P g registering e PRI-15
Personal Data (PD) with the appropriate Data Authority,
Processor
when necessarv.
Identify and plan for resources needed to operate a data privacy program and Mechanisms exist to facilitate the implementation of
fy and o e ey ot Security, Compliance & " I
14 Resource Planning P or Technology Assets, Functional Intersects With | Resilience Protection PRM.04 | eSOUrceplanningcontrols that provide a portfolio PRM-01
Applications and/or Services (TAAS). management approach to achieve security, compliance
Portfolio Management °
and resilience obiectives.
Maintain an inventory of both the type of personal data and specific data Mechanisms exist to establish and maintain a current
Jvontory o Personal | Sment, as el s the Technalogy Assets, Applications andlor Servicas Iventory of Personal inventory of all Technology Assets, Applications and/or
15 S (TAAS) that collect, create, use, disseminate, maintain, and/or disclose that |  Functional | Intersects With o (°D) PRI-07 [Services (TAAS) that collect, receive, process, store, PRI-05.5
personal data. transmit, share, update and/or dispose Personal Data
(PDL.
Maintain an inventory of both the type of personal data and specific data personal Data (°D) ‘Automated mechanisms exist to determine if Personal
s Inventory of Personal | element, as well as the Technology Assets, Applications and/or Services Functional | ntersects With | invenay Automatin | pRi07.1 |021@ (PD)is maintined n electroic form. PRIL05.6
Data (TAAS) that collect, create, use, disseminate, maintain, and/or disclose that Somon
personal data PP
Provide recurring data privacy awareness and training for all employees and Security, Compliance & tto facilitate the implementation of
16 Data Privacy Training | contractors. Functional | IntersectsWith |  Resilience-Minded SAT-02  |security workforce development and awareness controls. SAT-01
Workforce
Provide recurring data privacy awareness and training for all employees and 1o provide all empl d
e eeuing dstaprivacy g ploy Security, Compliance & P
16 Data Privacy Training | " 2" Functional | IntersectsWith | Resilience Awareness |  SAT-04 i SAT-02
Traning resilience awareness education and training that is
relevant for their iob function.
Provide recurring data privacy awareness and training for all employees and Smolated Cyber Attack Mechanisms exist to include simulated actual cyber-
16 Data Privacy Training | contractors. Functional | Intersects With SAT-04.1 |attacks through practical exercises that are aligned with SAT-02.1
Scenario Training "
current nari
Provide recurring data privacy awareness and training for all employees and Mechanisms exist to provide role-based security,
contractors. Rolo-Based Secury, c:r;p:\ance a:d resiuence'rela(e:1rammg: )
16 Data Privacy Training Functional | IntersectsWith |Compliance & Resilience| ~ saT-05 | (1) Before authorizing access to the system or performing SAT-03
assigned duties;
Training
(2) When required by system changes; and
(3) Annually thereafter
Provide recurring data privacy awareness and training for all employees and } Mechanisms exist to ensure that every user accessing a
corractma, e Sentie/ Rogultes <ymem rocessing stgertamamingsomtive
16 Data Privacy Training g Functional | IntersectsWith |DataStorage, Handling&| SAT-05.1 | %St P’ ‘g, storing ki SAT-03.3
: and/or regulated data is formally trained in data handling
Processing
Provide recurring data privacy awareness and training for all employees and CyborThreat Mechanisms exist to provide role-based security,
tractors. ! ! training that
16 Data Privacy Training | “°""" 2™ Functional | IntersectsWith | Environment Situational |  SaT-0p | COTPliance and resilience awareness training that is SAT-03.6
current and relevant to the cyber threats that users might
Awareness
encounter in dav-to-day business operations.
Provide recurring data privacy awareness and training for all employees and Suspicious Mechanisms exist to provide training to personnel on
contractors. c i defined indicators of malware to recognize
16 Data Privacy Training Functional | Intersects With SAT-06.2 & SAT-03.2
d anomalous behavior.
Behavior
Provide recurring data privacy awareness and training for all employees and oractcal Securty tto include practical
16 Data Privacy Training | contractors. Functional | Intersects With SAT-09 |security, compliance and resilience training that reinforce SAT-03.1
Training Exercises
training obiective:
Provide recurring data privacy awareness and training for all employees and Mechanisms exist to document, retain and monitor
contractors. individual training activities, including:
Security, Compliance & (1) Initil security, compliance and resilience awareness
16 Data Privacy Training Functional | IntersectsWith |  Resilience Training SAT-10 |training; SAT-04
Records (2) Recurring awareness training; and
(3) Technol : Service:
m trainine.
rorsonatata | DSfine and implement data handing and protection requirements for specific ] personatData (°D) Mechanisms exist to define and implement data handling
17 categories of sensitive Personal Data (PD). Functional | Intersects With PRI-06 |and protection requirements for specific categories of PRI-05.7
Categories Categories P
sensitive Personal Data (PD)
Craftdisclosures and communications to data subjects so the material s Mechanisms exist to craft disclosures and
Data Subject iy ! tt thatis conci i Data Subject tions to data subjects i that
18 i readily accessible and witten in a manner that s concise, unambiguousand | Lo i pr.gy  |communications o data subjects ina manner thatis -
Communications | understandable by a reasonable person. Communications concise, unambiguous and understandable by a
reasonable person.
Design websites and mobile applications to include a conspicuous link to the ] ] tto include a linktothe
Conspicuous Link To e PP ? i | Conspiouous LinkTo
19 organization's data privacy notice. Functional | Intersects With PRI-21.2  [organization's data privacy notice on all consumer-facing PRI-17.1
Data Privacy Notice Data Privacy Notice
websites and mobil
Provide data subjects with a Notice of Financial Incentive that explains the o provide d j aNotice
material terms of a financial incentive, price or service difference so the data of Financial Incentive that explains the material terms of a
Notice of Financial Notice of Financial
110 o, subject can make an informed decision about whether to participate. Functional | Intersects With i, PRI-19.1  [financial incentive, price or senvice difference so the data PRI-17.2
subject can make an informed decision about whether to
oarticipate.
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Data subjects are directly involved in the d g process regarding tto enable data sub norize the
the fair and lawful processing of the individual’s personal data and, to the collection, receipt, processing, storage, transmission,
directly-engaged to receive explicit permission to use their sharing, updating and/or disposal of their Personal Data
personal data. (PD), where the data subject is provided, prior to
B collection, with:
2 e Functional | IntersectsWith | DataSubjectConsent |  PRI-24 | (1) Plain language explaining the potential data privacy 5 PRI-03
tisks of the authorization;
(2) Ameans to decline the authorization; and
[&)] i d lated required
regutatory 1
ahlisatinns
Provide clear and conspicuous choices that enable an individual, or a person 1o enabl the
authorized by the individual, to permit or prohibit the collection, receiving, collection, receipt, processing, storage, transmission,
processing, storage, transmission, sharing, updating and/or disposal of the sharing, updating and/or disposal of their Personal Data
individual's personal data. This is also referred to as the right to "opt out.” (PD), where the data subject is provided, prior to
collection, with:
21 Clear Choices Functional | IntersectsWith | DataSubject Consent |  PRI-24 | (1) Plain language explaining the potential data privacy 5 PRI-03
tisks of the authorization;
(2) Ameans to decline the authorization; and
@ d lated required
by i 3 Yy il
Prior to the collection, receiving, processing, storage, transmission, sharing, ist to enable data subj horize the
updating and/or disposal of the individual's personal data, the knowledge and collection, receipt, processing, storage, transmission,
consent of the individual are required. sharing, updating and/or disposal of their Personal Data
(PD), where the data subject is provided, prior to
collection, with:
22 Initial Consent Functional | IntersectsWith | DataSubject Consent | PRI-24 | (1) Plain language explaining the potential data privacy 5 PRI-03
tisks of the authorization;
(2) Ameans to decline the authorization; and
@ ice and lated criteria required
by y, regulatory 1
ahlisatinn
Prior to the collection, receiving, processing, storage, transmission, sharing, Mechanisms exist to obtain consent from data subjects to Updated 2026.3
updating and/or disposal of the individual's personal data, the knowledge and opt-in for the following Personal Data (PD) actions:
consent of the individual are required. (1) Coltectin
(2) Receivin
22 Initial Consent Functional | Intersectswigh |  D2t@ Subiect Optin P27 |(®)Processing; 8 PRI-03.12
Consent (4)Storing;
(5) Transmitting;
(6) Sharing; and/or
(7) Updating.
Based on changes to data privacy practices that affect the parameters of an Mechanisms exist to allow data subjects to revoke
individuals initial consent, updated consent of the individual i required to consent to collect, receive, process, store, transmit, share
s Updated Gonsent | cotinuethe collection, receiing, processing, storage, transmission,sharng, | ¢ Revoke Gonsent PRi2as | and/or update their Personal Data (PD). s ——
updating and/or disposal of the individual’s personal data. This is also referred
to as the right to revoke or "opt out” at any time after the initial consent was
orovided
Based on changes to data privacy practices that affect the parameters of an Mechanisms exist to present data subjects with a new or
individuals initial consent, updated consent of the individual is required to updated consent request to collect, receive, process,
continue the collection, receiving, processing, storage, transmission, sharing, store, transmit, share, update and/or dispose Personal
updating and/or disposal of the individual’s personal data. This s alsao referred Justn-Time Notice & Data (PD) in conjunction with the data action, when:
23 Updated Consent |to as the right to revoke or "opt out” at any time after the initial consent was Functional | Inersectswien | 08T TTE T PRI-24.4  [(1)The original circumstances under which an individual 5 PRI-03.2
provided. gave consent have changed; or
(2) Asignificant amount of time has passed since an
individual gave consent.
Implement business processes to protect the right of data subjects to equal Mechanisms exist to facilitate the identification and
Statutory, Regulatory &
24 Equal Service & Price | service and price, even if they exercise their data privacy rights. Functional | Intersects With CPL-02  |implementation of relevant statutory, regulatory and 5 cpLo1
Contractual Compliance o
Implement business processes to protect the right of data subjects to equal Mechanisms exist to prevent discrimination against a data
senvice and price, even ifthey exercise their data privacy rights. subject for exercising their legal rights pertaining to
modifying or revoking consent, including prohibiting:
24 Equal Service & Price Functional | Intersects With Product or Service pRi3  |(1)Refusingproducts and/or services; 5 PRI-03.5
Delivery Restrictions (2) Charging different rates for goods and/or services; and
(3) Providing different levels of quality.
Provide a clear and lnkon s Mechanisms exist to allow data subjects to modify
25 ProhibitThe Sate of | homepage, itled “Do Not Sell My Personal Data” that enables aconsumer, or | oo pRiLaap  |PeTmission to collect receive, process, store, transmit, . P03
PersonalData | a person authorized by the consumer, to opt-out of the sale of the consumer's share, update and/or dispose selected attributes of their
personal data Personal Data (PD).
Provide a clear and conspi on [ based erohibiionof Sollng, Mechanisms exist to prevent the sale, processing and/or
homepage, titled “Do Not Sell My Personal Data” that enables a consumer, or sharing of Personal Data (PD) when:
25 ProhibitThe Saleof | ' 1 authorized by the consumer, to opt-out of the sale of the consumer's | Functional | IntersectsWith | _ "rocessingand/or PRI-24.5 |(1) Instructed by the data subject; or 5 PRI-03.3
Personal Data Sharing Personal Data
personal data. (2) The data subject s a minor, where selling and/or
sharine PD is lesallv orohibited.
o auth person or entity, acting on the data Mechanisms exist to allow data subjects to authorize
26 Authorized Agent (Proxy) | UbISCYS behalf to make Personal Data (D) processing de Functional | ntersectsWith | Authorized Agont prigs |another porson orentity (o.g., authorized agent and prosy), . P06
acting on the data subject's behalf, to make Personal Data
lobal Privacy Contro| VDI automated t© y Globat Prvacy Contol ‘Automated mechanisms exist to provide data subjects
27 or0) rcise p opt-out (e-g. opt-outsignal). | Functional | Intersects With o0) PRI-26.3  [with functionality to exercise pre-selected opt-out 5 PRI-03.8
opt-out signal.
Ensure that the design of data collection and use are consistent with the Mechanisms exist to minimize the collection, processing
intended use of the information and the need for new information is balanced and/or sharing of Personal Data (PD) to only what s
against any data privacy risks. Restriot Collection, adequate, relevant and limited to the purposes identified
3 Limited Collection & Use Functional | Intersects With | Processing&SharingTo | PRI-31.1  [in the data privacy notice, including protections against 5 PRI-04
Identified Purpose collecting PD from minors without appropriate parental or
legal guardian consent
dentify the lawful basis given to collect, create, use, disseminate, maintain, Mechanisms exist to determine and document the legal
and/or disclose an individual's personal data. Document this authority n the Authority To Collect, authority that permits the organization to collect, receive,
31 Authority to Collect | organization's publicly-facing data privacy notice. Functional | IntersectsWith | Process, Store&Share | PRI-12  [process, store, transmit, share, update and/or dispose 5 PRI-04.1
Personal Data (PD) Personal Data (PD), either generally orin support of a
specific business brocess.
Take steps to minimize the collection, receiving, processing, storage, Limit Sensitive / Mechanisms exist to minimize the use of sensitive and/or
. Dot Minimization | FeNSMISsion, sharing, updating and/or disposal of the individual's personal runctional | itersectswitn | ReEulated Datain bGH.2s | eRulated dataforresearch, testing, o training, in s DeHA82
data towhatis directly relevant and necessary to accomplish a legally Testing, Training & accordance with authorized, legitimate business
thorized purpose. Research oractices
Restrict the internal use of personal data to only authorized purpose(s) that tto minimize regulated
are consistent with the stated data privacy notice. Minimize Sonsitive data that is collected, received, processed, stored and/or
33 Internal Use Functional | Intersects With DCH-27.1 | ransmitted throughout the information lifecycle to only 5 DCH-18.1
Regulated Data Exposure|
tosupport
processes.
Restrict the internal use of personal data to only authorized purposels) that Mechanisms exist to restrict collecting, receiving,
are consistent with the stated data privacy notice. processing, storing, transmitting, sharing and/or updating
Personal Data (PD) to:
1) The purpose(s) originally collected, consistent with the
33 Internal Use Functional | Intersects Witn | US26° Restrictions of PRI-29 ;a(a pn:a:y no(ice(sf Y 5 PRI-05.4
Personal Data (PD)
(2)What s authorized by the data subject, or authorized
agent; and
(3) Whatis consistent with applicable laws, regulations
and contractal ahlisations
Restrict the internal use of personal data to only authorized purposel(s) that Mechanisms exist to address the use of Personal Data
are consistent with the stated data privacy notice. (PD) for internal testing, training and research that:
(1) Takes measures to imit or minimize the amount of PD
Intemal Use of Personal
33 Internal Use Functional | IntersectsWith | Data(PD)ForTesting, | PRI-20.3 |usedforinternaltesting training and research purposes; 5 PRI-05.1
Training and Research and
(2) Authorizes the use of PD when such information is
required for internal testing, training and research.
Provide a transparent notice to the public about data privacy practices through Mechanisms exist to notify data subjects of applicable
aclear , mobile Notification of legal requests to disclose Personal Data (PD).
4 Transparency |applications and other digital services regarding the collection, receiving, Functional | Intersects With | Disclosure RequestsTo | PRI-18 5 PRI-14.2
processing, storage, transmission, sharing, updating and/or disposal of the Data Subject
Secure Controls Framework (SCF) 2011
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Mechanisms exist to provide additional formal notice to
individuals from whom the information is being collected
thatincludes:
(1) Notice of the authority of organizations to collect
Personal Data (PD);
(2) Whether providing PD is mandatory or optional;

4 Transparency Functional | IntersectsWith | Privacy Act Statements |  PRI-20.1 PRI01.2
(3) The principal purpose or purposes for which the PD is
tobe used;
(4) The intended disclosures or routine uses of the
information; and
(5) The consequences of not providing all or some portion
nt roruisston
Providea to the public about o through Mechanisms exist to:
aclear tice on all organi ites, mobile (1) Make data privacy notice(s) available to individuals
applications and other digital services regarding the collection, receiving, upon first interacting with an organization and
processing, storage, transmission, sharing, updating and/or disposal of the subsequently as necessary;
personal data. (2) Ensure that data privacy notices are clear and easy-to-
understand, expressing relevant information about how
Personal Data (PD) is collected, received, processed,
stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required
4 Transparency Functional | IntersectsWith | Data Privacy Notice PRI21  |ByapPl g v ! PRI-02
obligations;
(4) Define the scope of PD processing activiies, including
d third-p pients that
process the PD within the scope of the data privacy notice;
(5) Periodically, review and update the content of the
privacy notice, as necessary; and
(6) Retain prior versions of the privacy notice, in
data retention
Data rivacy Notica | PPO"i4@ 1011 of the specific purpose(s) forvhich personal data s collected, Notification of Mechanisms exist to notify data subjects of applicable
44 Purmoss Specifioation | C1¢@(e0: Used, disseminated, maintained, retained and/or disclosed. Functional | Intersects With | Disclosure RequestsTo | PRI-8 |legal requests to disclose Personal Data (PD). PRI-14.2
Data Subiect
Provide notice of the specific purpose(s) for which personal data is collected, Mechanisms exist to ensure data privacy notices identify
» Data Privacy Notice & |created, used, disseminated, maintained, retained and/or disclosed. Functional | IntersectsWith | Purpose Specification | pRI.22 |!"¢ PUTPOse(s) forwhich Personal Data (PD) s collcted, PR021
Purpose Specification received, processed, stored, transmitted and/or shared.
mit ion, receiving, ing, storage, ission, sharing, Mechanisms exist to facilitate the implementation of data
s DatalLifecycle | updating and/or disposal of personal data to that which is legally authorized, | ool Data Protection o0z |Protection controls CH01
Management relevant and deemed "reasonably necessary" for the proper performance of
business functions.
Limit the collection, receiving, processing, storage, transmission, sharing, Mechanisms exist to:
updating and/or disposal of personal data to that which is legally authorized, (1) Retain Personal Data (PD), including metadata, for an
relevant and deemed "reasonably necessary" for the proper performance of organization-defined time period to fulfll the purpose(s)
business functions. identified in the notice or as required by law;
s DataLifecycle runctional | itersectswin | _PereonatData D) PRI |(2)Dispose of, destroys, erases, and/or anonymizes the ——
Management Retention & Disposal PD, regardiess of the method of storage; and
(3) Use organization-defined techniques or methods to
or t e
originals, copies and archived records).
Limit ion, receiving, ing, storage, ission, sharing, ‘Automated mechanisms exist to adjust data that s able to
’ ! " S L Automated Decision-
s DataLitecycle |updating and/or disposal of personaldata to that which s legally authorized, | ¢ oo |y o | Sl R prigs | Pecollected, received, processed, stored, transmitted, PRI022
Management relevant and deemed "reasonably necessary" for the proper performance of v shared, updated and/or disposed, based on updated data
business functions. ubiect
Maintain a record of processing activities that documents the organization's Mechanisms exist to maintain a process to document the
1 ProcessingRecords tosupport forthe runctionat | interscetswin | PersenatData (PD) pRi0s,1 | Ineageof Personal Data (PD) by recording how the PR09
sensitive/regulated data. Lineage organization collects, receives, processes, stores,
transmits. shares. undates and/or disnoses PD.
Maintain a record of processing activities that documents the flow of personal Mechanisms exist to perform inventories of Technology
data that includes: Assets, Applications, Services and/or Data (TAASD) that:
- Geographic locations and third-parties involved in the storage, transmission (1) Accurately reflects the current TAASD in use;
and/or processing of personal data; (2) Identifies authorized software products, including
- Contact details of the controller(s) involved in the storage, transmission business justification details;
and/or processing of personal data; (3)1s at the level of granularity deemed necessary for
5.2 Data Flow Mapping | - The purposes of the storage, transmission and processing; Functional | IntersectsWith | Assetlnventories AST-04 | trackingand reporting; AST-02
- Adescription of the categories of data subjects and personal data; (4) Includes organization-defined information deemed
- Where possible, the time limits for erasure of the different categories of data; necessary to achieve effective property accountability;
and and
- Where possible, a description of the cybersecurity & data privacy measures (5)1s available for review and audit by designated
of the data controller. organizational personnel.
Maintain a record of processing activities that documents the flow of personal tto maintain network
data that includes: diagrams that:
- Geographic locations and third-parties involved in the storage, transmission ficient detail to assess yofthe
and/or processing of personal data; network's architecture;
- Contact details of the controller(s) involved in the storage, transmission (2) Reflect the current architecture of the network
Network Diagrams &
5.2 Data Flow Mapping | 2"4/0" Processing of personal data; Functional | IntersectsWith | Data Flow Diagrams AsT-17 | environment; and AST-04
~The purposes of the storage, transmission and processing; DFDS) (3) Document all sensitive and/or regulated data flows.
- Adescription of the categories of data subjects and personal data;
- Where possible, the time limits for erasure of the different categories of data;
and
- Where possible, a description of the cybersecurity & data privacy measures
ntthe
Maintain a record of processing activities that documents the flow of personal Mechanisms exist to create and maintain a map of
data that includes: Technology Assets, Applications and/or Services (TAAS)
- Geographic locations and third-parties involved in the storage, transmission where sensitive and/or regulated datafs stored,
and/or processing of personal data; transmitted or processed.
- Contact details of the controller(s) involved in the storage, transmission
52 Data Flow Mapping | 219/0 Processing of personal data; Functional Intersects With | Data Action Mapping AST-17.2 AST-02.8
- The purposes of the storage, transmission and processing;
- Adescription of the categories of data subjects and personal data;
- Where possible, the time limits for erasure of the different categories of data;
and
- Where possible, a description of the cybersecurity & data privacy measures
nfthe
Maintain a record of processing activities that documents the flow of personal Mechanisms exist to ensure media records for sensitive
data that includes: and/or regulated data contain sufficient information to
- Geographic locations and third-parties involved in the storage, transmission determine the potential impact in the event of a data loss
and/or processing of personal data; incident
- Contact details of the controller(s) involved in the storage, transmission
52 Data Flow Mapping | 219/0" Processing of personal data; Functional | Intersectswith | SenSiive/ Regulated DCH-10 DCH-01.3
~The purposes of the storage, transmission and processing; Media Records
- Adescription of the categories of data subjects and personal data;
- Where possible, the time limits for erasure of the diferent categories of data;
and
- Where possible, a description of the cybersecurity & data privacy measures
ntthe
Maintain a record of processing activities that documents the flow of personal Mechanisms exist to issue data modeling guidelines to
data that includes: support tagging of sensitive and/or regulated data.
- Geographic locations and third-parties involved in the storage, transmission
and/or processing of personal data;
- Contact details of the controller(s) involved in the storage, transmission
52 Data Flow Mapping | 219/0" Processing of personal data; Functional | Intersects With Data Modeling DCH-34 PRI-11
~The purposes of the storage, transmission and processing; Guidelines
- Adescription of the categories of data subjects and personal data;
- Where possible, the time limits for erasure of the different categories of data;
and
- Where possible, a description of the cybersecurity & data privacy measures
nfthe
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Maintain a record of processing activities that documents the flow of personal Automated mechanisms exist to generate event logs
data that includes: whenever regulated dat: llected,
- Geographic locations and third-parties involved in the storage, transmission created, updated, deleted and/or archived.
and/or processing of personal data;
- Contact details of the controller(s) involved in the storage, transmission
52 Data Flow Mapping | "d/0r Processing of personal data; Functional | Intersects With 1AC-49.1 CFG-08.1
~The purposes of the storage, transmission and processing; Data Actions
- Adescription of the categories of data subjects and personal data;
- Where possible, the time limits for erasure of the different categories of data;
and
-Where possible, a description of the cybersecurity & data privacy measures
atne
Identify the owners or operators of Technology Assets, Applications and/or tto ensure Technol ts,
Services (TAAS) that process data, or with which data subjects are interacting. Technol ) Serv /or Data (TAASD) ownership
s Data Custodians Functionat Intersctswitn | APPlCations,Senvices. |\ | responsibiles are assigned, tracked and managed ata 548
and/or Data (TAASD) team, individual, or responsible organization level to
Ownership Assignment establish a common understanding of requirements for
asset orotection
1dentify the owners or operators of Technology Assets, Applications and/or Mechanisms exist to formally document the name,
s Dot Custodians | S€VIoeS (TAAS) that process dat, or with which data subjects areinteracting. | [ ol Accountablity ast075 |Postion and/or role of ndividuals ASsT.031
Information il for linis i ts part.
of the technologv asset inventorv brocess.
Retention of Personal Ensure that all records containing personal data are maintained in accordance Mechanisms exist to retain media and data in accordance
5.4 Data with the organization's records retention schedule and comply with applicable Functional Intersects With Media & Data Retention DCH-27 with applicable statutory, regulatory and contractual DCH-18
statutory, regulatory and contractual obligati bli
Ensure that all records containing personal data are maintained in accordance exist to minimize sensitive and/or regulated
with the organization's records retention schedule and comply with applicable - . data that s collected, received, processed, stored and/or
Retention of Personal ) Minimize Sensitive / °
5.4 statutory, regulatory and contractual obligations. Functional | Intersects With DCH-27.1 | ransmitted throughout the information lifecycle to only DCH-18.1
Data Regulated Data Exposure|
yto support
orocesses.
Utilize secure methods to dispose of or destroy both physical and digital tto y dispt y
s Secure Destruction of | media that contains personal data. runctionat | ntersectowitn | DiEftal&Non-Digital | erase dgital and non-digital mediawhen tis nolonger k1
Personal Data Media Disposal required, using organization-defined procedures.
Utilize secure methods to dispose of or destroy both physical and digital ) ] Mechanisms exist to facilitate the sanitization of sensitive
55 SecureDestructionof ||, that contains personal data. Functional | Intersectswigh | SMZEON OF SENSINE /| ooy g 4 o regutated data. DCH-09.3
Personal Data Regulated Data
Restrict the location of processing, storage and service locations to comply. Mechanisms exist to identify and document the logical
6 Geolocation Restrictions | Wit 16 data privacy notice, as wel as applicable statutory, regulatory and Functional | Intersects With | LogicalData Location | Dor-z9 |[06eton of data and the specifc Technology Assets, oCH24
contractual obligations. Applications and/or Services (TAAS) on which the data
resides.
Restrict the location of processing, storage and service locations to comply Seotoation Mechanisms exist to control the location of Technology Updated 2026.3
with the data privacy notice, as well as applicable statutory, regulatory and Requiroments for Assets, Applications and/or Services (TAAS) processing
56 Geolocation Restrictions | contractual obligations. Functional | Intersects With DCH-30.1 | and/or storage based on business requirements that cLb-09
Processing, Storage and ton stotutory otoony e
Service Locations g
Restrict the location of processing, storage and service locations to comply. Mechanisms exist to restrict and govern the transfer of
External Transfer of
6 Geolocation Restrictions | Wit 18 data privacy notice, as wel as applcable statutory, regulatory and Functional | ntersects With | Sonsitve/Regulaed | DoH.sz |Sensitve andlorregulated data: k.25
contractual obligations. (1) Cross-border; and/or
Data ,
(2)
Restrict the location of processing, storage and service locations to comply Distibuted Processing Mechanisms exist to distribute processing and storage
5.6 Geolocation Restrictions | with the data privacy notice, as well as applicable statutory, regulatory and Functional Intersects With storags SEA-25  |across multiple physical locations. SEA-15
bligation:
Restrict the location of processing, storage and service locations to comply. Third-Party Processing, tto restrict of
5.6 Geolocation Restrictions |with the data privacy notice, as well as applicable statutory, regulatory and Functional | IntersectsWith | StorageandService | TPM-12.2 b TPM-04.4
pligati Locations
Provide the functionality to export personal data in a structured, commonly- Mechanisms exist to format exports of Personal Data (PD)
57 Data Portability used and machine-readable format that can be transferred to another Functional Intersects With Data Portability PRI-41 in a structured, machine-readable format that aLLov\is data PRI-06.6
controller without hindrance. subjects to transfer their PD to another controller without
hindrance.
Provide the functionality to export personal data in a structured, commonly- Personal Deta (°D) Mechanisms exist to export a data subject's available
57 Data Portability | used and machine-readable format that can be transferred to another Functional | Intersects With oo PRI41.1  |Personal Data (PD) in a readily usable format, upon an PRI-06.7
controller: request.
Develop and maintain an accounting of personal data disclosures that upon Mechanisms exist to document Personal Data (PD)
request can be made available to the individual whose personal data was processing activities that covers collection, receiving,
. Record of Disclosures | 50105€d: runctonat | intersoctewin | DocumentingData prios | Processing, storage, transmission, sharing, updating orite
Processing Activities and/or disposal actions with sufficient detail to
regulatorv and contractual
Develop and maintain an accounting of personal data disclosures that upon tto provide data subi an
request can be made available to the individual whose personal data was accounting of disclosures of their Personal Data (PD)
58 Record of Disclosures | 45°1°5¢4- Functional | Intersects With Accounting of PRI17.1 | controliedby: PRI-14.1
Disclosures (1) The organization; and/or
(2) Relevant third-parties that their PD was shared with.
Maintain the accuracy and relevance of personal data across the information tto sothat
litecycle as personal data is collected, created, used, disseminated, Sensitve / Rogulted sensitive and/or regulated data s effectively managed and
59 Integrity Protections | maintained, retained and/or disclosed. Functional | IntersectsWith | 7" DCH-03 | maintained in accordance with applicable statutory, Gov-10
gL contractual obligations.
Maintain the accuracy and relevance of personal data across the information Mechanisms exist to ensure the acouracy and relevance of
lifecycle as personal data is collected, created, used, disseminated, Personal Data (PD) throughout the information lifecycle
5.9 Integrity Protections | "nt@ined: retained and/or disclosed. Functional Intersects With Personal Data (PD) PR35 |V PRI-05.2
Accuracy & Integrity (1) Keeping PD up-to-date; and
2 identified
Process personal data in such a manner that t s not attributable to a data ttod d/or regulated
subject through technical or messures (e.g., data through
5.10 ordata Functional Intersects With De-Identification DCH-36 (1) Anonymization; DCH-23
(Anonymization) (2) De-identification;
(3) Pseudonymization; and/or
(4) Redaction.
Maintain quality assurances throughout the information lifecycle with such Mechanisms exist to manage the quality, utility,
- Quality Management | 22Ur26Y. relevance, timaliness and complatenss ass reasonablynecessary| [ i Data Quality DCH.gs2 | ObIECINY integrity and impact determination and do- I
to ensure fairness to the individual. Management it regulated dat the
information lifecvcle.
Maintain quality assurances throughout the information lifecycle with such ‘Automated mechanisms exist to support the evaluation of
511 Quality Management | accuracy, relevance, timeliness and completeness as is reasonably necessary| ~ Functional Intersects With | Data Quality DCH-33.3 quality the information lifecycle. PRI-10.1
to ensure fairness to the individual.
Implement secure data processing practices so that the confidentialiy, > N Mechanisms exist to ensure changes to Technology
512 Socure Data Procssing | MeE1Y nd pertinent attrbutes of sensitive/regulated data s maintained Functional I tersects With Cyelo (SDLE) PRy |Assets, Applications and/or Services (TAAS) within the T
throughout the data lifecyole. D ife Cycle (SDLC) led
Management
through formal ch: L orocedus
Implement secure data processing practices so that the confidentiality, Mechanisms exist to assess security, compliance and
integrity and pertinent attributes of sensitive/regulated data is maintained resilience controls as part of Technology Assets,
throughout the data lifecycle. Security, Compll ervices (TAAS) project
5.12 Secure Data Processing Functional Intersects With Resilience In Project PRM-08 to determine whether controls are implemented correctly, PRM-04
Management operating as intended and producing the desired outcome
with respect to meeting requirements.
Implement secure data processing practices so that the confidentiality, Mechanisms exist to proactively govern Technology
integrity and pertinent attributes of sensitive/regulated data is maintained Assets, Applications and/or Services (TAAS) by:
throughout the data lifecycle. Security, Compliance & (1) Defining technical security, compliance and resilience
5.12 Secure Data Processing Functional Intersects With PRM-09 and PRM-05
(2) Performing a criticality analysis at predefined decision
points n the Secure Development Life Cycle (SDLC).
Implement secure data processing practices so that the confidentiality, tto define by
integrity and pertinent attributes of sensitive/regulated data is maintained consideration for security, compliance and re:
throughout the data lifecycle. determines:
) (1) The resulting risk to organizational operations, assets,
Business Process
5.12 Secure Data Processing Functional Intersects With Definition PRM-10 individuals and other organizations; and PRM-06
(2) Information protection needs arising from the defined
b and revises the
necessary, untilan achievable set of protection needs is
ahtained
Implement secure data processing practices so that the confidentiality, Manage Organizational tto manage
512 Secure Data Processing | integrity and pertinent attributes of sensitive/regulated data is maintained Functional | Intersects With Comade PRM-11 | knowledge of the security, compliance and resilience PRM.08
data lifecycle. staff.
Secure Controls Framework (SCF) 4011



Focal Document
Focal Document URL:

Published STRM URL:
TR Secure Controls Framework (SCF)
FDE Name Focal Document Element (FDE) Description SCF Control )
Relationship Control Des:
Implement secure data processing practices 5o that the confidentialty, Mechanisms exist to facilitate the implementation of
integrity and pertinent attributes of sensitive/regulated data s maintained industry-recognized security, compliance and resilience
i Secure Engineerin i
512 Socure Data Processing | OUENout the data lfecycle. Functional | intersects With  Engincering sEags |Practicesin the specification, design, development, o
Principles and f g 3
Applications and/or Services (TAAS)
Implement secure data processing practices so that the confidentiality, Secure Software Mechanisms exist to develop applications based on
512 Secure Data Processing |integrity and pertinent attributes of sensitive/regulated data is maintained Functional | IntersectsWith | D Practi TDA-05 (5SDP). TDA-06
data lfecvele. (sSDP)
Maintain records of the inputs, entities and associated Technology Assets, Mechanisms exist to generate authoritative
Applications and/or Services (TAAS) that influence data of interest, provi documentation (e.g., System Security Plan (SSP)) that:
historical record of the data and its origins. (1) Identifies key and
information on in-scope Technology Assets, Applications
Applied Securiy, andor Services (TAAS);
Compliance and (2) Reflects the current state of applied security,
5.13 Data Lineage Functional Intersects With 1A0-09  |compliance and resilience controls on applicable People, 1A0-03
Resilience Controls
Processes, Technologies, Data and/or Facilities (PPTDF)
Documentation -
that are contained within the system boundary; and
(3) Provides a historical record of applied security
controls, including changes.
Maintain records of the inputs, entities and associated Technology Assets, Mechanisms exist to maintain a process to document the
513 DataLinese Applications and/or Services (TAAS) thatnfluence data ofnterest, providnga ¢ o |y | Personal Data (PD) pri0s.s | lineage of Personal Data (D) by recording how the o100
historical record of the data and its origins. Lineage organization collects, receives, processes, stores,
transmits. shares. updates and/or disboses PD.
Implement data management processes to adjust data that s able to be Mechanisms exist to present data subjects with a new or
collected, created, used, disseminated, maintained, retained and/or Updated consent request to collect, receive, process,
disclosed, based on updated data subject authorization(s). store, transmit, share, update and/or dispose Personal
Updated Use Justn-Time Notice & Data (PD) in conjunction with the data action, when:
514 Functional | Intersects With PRI-24.4 (1) The original circumstances under which an individual PRI-03.2
Permissions Updated Consent
gave consent have changed; or
(2) Asignificant amount of time has passed since an
individual gave consent.
Implement data management processes to adjust data that s able to be Atomated Decision ‘Automated mechanisms exist to adjust data that s able to Updated 2026.3
Updated Use collected, created, used, disseminated, maintained, retained and/or : be collected, received, processed, stored, transmitted,
514 P Functional | IntersectsWith | Making Technology PRI-36 P PRI02.2
Permissions disclosed, based on updated data subject authorization(s). aorm shared, updated and/or disposed, based on updated data
ubiect i
Identify and correct flaws related to personal data as itis collected, created, Mechanismes exist to utilize technical controls to correct
15 h |used, tained, retained and/or disclosed. Functionsl | ntersectswin | UPGeting& Corecting | o o |Personal Data (PD) thatis inaceurate or outdated, DCH-22.1
Personal Data Personal Data (PD) incorrectly determined regarding impact, or incorrectly de-
identified.
Identify and related to personal data as itis collected, created, Mechanisms exist to identify and correct flaws related to
A Flaw Remediation with
515 used, disseminated, maintained, retained and/or disclosed. Functional | Intersects With PRI-08.2 |the collection, usage, processing or dissemination of VPM-04.2
Personal Data Personal Data (PD)
Personal Data (PD).
Identify and correct flaws related to personal data as itis collected, created, Mechanisms exist to establish a Vulnerability Disclosure
used, disseminated, maintained, retained and/or disclosed. Program (VDP) to assist with the secure development and
Flaw Remediation with Vulnerability Discl
15 aw Remediation wi Functionat | inerseetewin | VuinerabiityDisclosure [ |maintenance of Technology Assets, Applications and/or THR.06
Personal Data Program (VDP) Services (TAAS) that receives unsolicited input from the
public about vulnerabilities in organizational TAAS.
Identify and related to personal data as itis collected, created, Vulnerability & Patch Mechanisms exist to facilitate the implementation and
515 bersonal Doty |Used: disseminated, maintained, retained and/or disclosed. Functional | IntersectsWith | ManagementProgram |  VPM-02 [ monitoring of risk-based vulnerability management VPM-01
(VPMP) bil
Flaw Remediation with | Identify and correct flaws related to personal data as it is collected, created, Mechanisms exist to define and manage the scope for its
5.5 fy P Functional | IntersectsWith | Attack Surface Scope | VPM-03 & P VPM-01.1
PersonalData___|used. tained. retained and/or disclosed. ttack surfa activii
dentify and correct flaws related to personal data as itis collected, created, Mechanisms exist to identify and assign a risk ranking to
15 h |used, tained, retained and/or disclosed. Functionsl | IntersectsWith | Vulnerabilty Ranking | vpt.g | discovered security vulnerablties using reputable PM03
Personal Data for v
o5 it dentiy and related to personal data as itis collected, created, unctionat | imterscets with Vulnerability [P to ensure that ron
PersonalData___|used. maintained. retained and/or disclosed. Process oroperly identified. tracked and remediated.
dentify and related to personal data as itis collected, created, Mechanisms exist to address new threats and
A Continuous Vulnerability
515 used, disseminated, maintained, retained and/or disclosed. Functional | Intersects With VPM-06.2  |vulnerabilities on an ongoing basis and ensure assets are VPM-04
Personal Data Remediation Activities
protected attacks.
Identify and correct flaws related to personal data as itis collected, created, tto conduct [ foral
Flaw Remediation with v P Software & Firmware
5.5 used, disseminated, maintained, retained and/or disclosed. Functional | Intersects With VPM-08 | deployed Technology Assets, Applications and/or Services VPM-05
Personal Data Patching
(TARS). including firmware.
o6 Anelytoal piases | UNGeTStand and ovaluate data analytic inputs and outputs for potential bias. Functional | IntersectaWith | Data Analytis Bas omas | Mechanisms exist o evaluate s analytial processes for A102
botential bia:
Provide data subjects e access to their personal data. tto reject that are:
- Disclosure Request (1) Unjustified:
6 Data Subject Rights Functional | Intersects With Aeootions PRI-18.1  [(2) Unauthenticated or untrustworthy; and/or PRI-07.4
(3) Unlawful
Provid ith to their personal data. Mechanisms exist to compel data subjects to select the
Active Participation For i o e
6 Data Subject Rights Functional Intersects With Consent By Data PRI-24,1 |\€Velof consent deemedappropriate bythe data subject PRI-03.7
for the relevant business purpose (e.g., opt-in, opt-out and
Subjects
ot all cookies).
Provide data subjects with appropriate access to their personal data. Mechanisms exist to provide authenticated data subjects
the ability to:
(1) Access their Personal Data (PD) that s being
processed, stored and shared, except where the burden,
risk or expense of providing access would be
disproportionate to the benefitoffered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is
. oot Subict A [ . Deta Subject oriagq |21t oseied proessed,stoed. ansitted, oros
ata Subject Rights unctionai ntersects Wi -39, -
ject Rig! Empowerment shared, updated and/or disposed;
(3) Obain the source(s) of their PD;
(4) Obtain the categories of their PD being collected,
received, processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing,
storing, transmitting, updated and/or sharing of their PD.
Maintain a capability to receive and respond to data privacy-related requests, Mechanisms exist to utilize technical controls to correct
tions from dats ts. Updating & Correctiny Personal Data (PD) that te or outdated,
61 quiry Management questions from data subjects. Functional | intersectswigh | UP9etnE % | prigsq |PersonlData (PD) thatis inacourate or outdated DCH22.1
Personal Data (PD) regardingimpact, or -
identified.
Maintain a capability to receive and respond to data privacy-related requests, exist to reject thatare:
complaints, concerns or questions from data subjects. : (1) Unjustified;
) Disclosure Request
61 Inquiry Management Functional | Intersects With Aantions PRI-18.1  [(2) Unauthenticated or untrustworthy; and/or PRI07.4
(3) Unlawful.
Maintain a capability to receive and respond to data privacy-related requests, tto
tions from dats ts. Data Subject tations t it ' identity, prior t
61 quiry Management questions from data subjects. Functionat | intersects With i pRi | XPectationsto verify a data subject's identity, prior to PRI06.8
Authentication taking action to disclose, share, correct, amend and/or
delete Personal Data (PD).
Maintain a capability to receive and respond to data privacy-related requests, Mechanisms exist to facilitate the receipt, validation,
uestions from data subjects. Data Subject Rights fulfillment and documentation of data subject rights
6.1 Inquiry Management a ) Functional | Intersects With Ject Rigf pri-3g | umenta Ject gt PRI-06.4
Management requests in accordance with applicable statutory,
regulatorv and/or contractual obligation:
Provide data subjects with appropriate opportunity to correct or amend their Mechanisms exist to identify and record:
{ data. Updating Personal Data 1) Th to update Personal Data (PD);
62 Updating Personal Data |PerS0n3! 4@t Functional | Intersects witn | “P9*!I" pRI-0g  |(1)Theprocess(es) used to update Personal Data (PD); PRI-12
(PD) Process and
(2) The frequency that such updat
Provide data subjects with appropriate opportunity to correct or amend their Mechanisms exist to utilize technical controls to correct
ersonal data. Updating & Correctiny Personal Data (PD) that is inaccurate or outdated,
6.2 Updating Personal Data |” Functional Intersects With pdating % | pri0s.1 " (PD) that s inaccurate or ou DCH-22.1
Personal Data (PD) incorrectly determined regarding impact, or incorrectly de-
identified
Provide ith the Mechanisms exist to maintain a process for:
organization's compliance with its data privacy principles. (1) Data subjects to have inaccurate Personal Data (PD)
| CorrectingInaccurate maintained by the organization corrected or amended; and
63 Redress Functional | Intersects With o PRI-39.3 intained by the organizati PRI-06.1
Personal Data (PD) (2) Disseminating corrections or amendments of PD to
other authorized users of the PD.
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Noti S d applicable third-parties when personal data ) Mechanisms exist to notify affected data subjects iftheir
Notice of Correction or P | Notice of Correction or fy "
6.4 is corrected or amended. Functional | Intersects With PRI-39.4 [Personal Data (PD) has been corrected, amended or PRI-06.2
Amendment Processing Change
deleted.
Noti bject: d licable third-p: hen personal data Mechanisms exist to inform applicable third-parties of an)
Notice of Correction or | Vo1 When per: Obligation To Inform isms exist to inform appli ird-parti y
6.4 is corrected or amended. Functional | Intersects With ! PRI-42 | modification, deletion or other change that affects shared PRI07.3
Amendment Third-Parties
Personal Data (PD).
Provide data subjects with appropriate opportunity to appeal an adverse ) Mechanisms exist to maintain a process for data subjects
65 Appeal ' PPropriate OpPOTtuNIty to app Functional | Intersects With | Appeal Adverse Decision |  PRI-39.5 P ! PRI06.3
decision to have incorrect personal dat ded to appeal an adverse decision.
Provide ith request of Mechanisms exist to maintain a process to erase a data
ersonal data where it is used, disseminated, maintained, retained and/or subject's Personal Data (PD), in accordance with
6.6 Right to Erasure per whereltis u issemil intal 5 ’ Functional Intersects With Right to Erasure PRI-40 bl " (PD). i i PRI-06.5
disclosed, including where the personal data s stored or processed by third- applicable laws, regulations and contractual obligations
parties. pertaining to the retention of their PD.
Establish administrative, technical and physical safeguards to protect Mechanisms exist to centrally-manage security,
T Tl therisk and gt t:\e Contraized E‘Dr::\pm:ncle andﬂresmence:
) | narm that would result from its unauthorized access, use, modification, loss ) : ;
7 Cybersecurity by Design wouldresu s unauthoriz u ARl Functional Intersects With | of Security, Compliance |  GOv-0g | (1) Controls; ant SEA-01.1
or dissemination. Selected practices are in accordance with industry-leading (2) Related processes.
& Resilience Controls
practices (e.g., SO 27002, NIST 800-53, Secure Controls Framework (SCF),
ete.).
Establish administrative, technical and physical safeguards to protect Mechanisms exist to compel data and/or process owners
; P - o i o : the risk and Ed e (I:e Operationalizing to Dp(‘erall:nE:lehseclurlty;xcnr?ph:ncs ar:d rEs\lslem:‘E
7 Gybersecurity by Design | "2 that would resutfrom its unauithorized access, use, modification, loss Functional | IntersectsWith | Security, Compliance& | GOv-11 | Practicesfor Technology Assets, Applications, Services T
or dissemination. Selected practices are in accordance with industry-leading " - and/or Data (TAASD) under their control.
* Resilience Capabilities
practices (e.g., IS0 27002, NIST 800-53, Secure Controls Framework (SCF),
et
Establish administrative, technical and physical safeguards to protect Mechanisms exist to compel data and/or process owners
i the risk and magnitude of the to select required security, compliance and resilience
N . harm that would result from its unauthorized access, use, modification, loss - trols for Technols Assets, Applicati , S
7 Cybersecurity by Design wouldresu s unauthoriz u ARl Functional Intersects With Select Controls. GOv-11.1 | controls forTechnology Assets, Applications, Services GOV-15.1
or dissemination. Selected practices are in accordance with industry-leading and/or Data (TAASD) under their control.
practices (e.g., SO 27002, NIST 800-53, Secure Controls Framework (SCF),
ete.).
Establish administrative, technical and physical safeguards to protect Mechanisms exist to compel data and/or process owners
the risk and magr the to implement required security, compliance and resilience.
, Cybersecurity by Design | "4M that would result fromits unathorized access, use, modification, oss | ¢ e |y | oo | ovarg | ontols for Technology Assets, Applications, Services -
or dissemination. Selected practices are in accordance with industry-leading and/or Data (TAASD) under their control.
practices (e.g., IS0 27002, NIST 800-53, Secure Controls Framework (SCF),
et
Establish administrative, technical and physical safeguards to protect Mechanisms exist to compel data and/or process owners
i the risk and magnitude of the toassess if required security, compliance and resilience
harm that would result from its unauthorized access, use, modification, loss controls for Technology Assets, Applications, Services
5 Gybersecurity by Design | O issemination. Selected practices are n accordance with industry-leading | oo | intorsects with Assess Controls GOv-11.3 |and/or Data (TAASD) under their control are: s
practices (e.g., ISO 27002, NIST 800-53, Secure Controls Framework (SCF), (1) Designed to meet control objectives;
etc). (2) Implemented correctly; and
(3) Operating as intended.
Establish administrative, technical and physical safeguards to protect Mechanisms exist to compel data and/or process owners
i the risk and magnitude of the to obtain authorization for the production use of each
hi that id it fr its ithorized difi e Authorize Technology Technolc Asset, Applicati \d/or Se 'AAS)
7 Cybersecurity by Design | 1™ et would result from its unauthorized access, use, modification, 0SS | ¢ 5iional | Intersects With | Assets, Applications | GOV-11.4 | 12CT o108y Asset, Application and/or Service (TAAS) GOV-15.4
or dissemination. Selected practices are in accordance with industry-leading under their control.
and/or Services (TAAS)
practices (e.g., 1SO 27002, NIST 800-53, Secure Controls Framework (SCF),
ete.).
Establish administrative, technical and physical safeguards to protect Mechanisms exist to compel data and/or process owners
iti the risk and magr the to monitor Technology Assets, Applications, Services
, Gybersecurity by Design |17 that would result fromits unauthorized access, use, modification, loss | ¢ o | e win | Monitor Controls GOv-11.5 | and/or Data (TAASD) under their control on an ongoing cov15s
or dissemination. Selected practices are in accordance with industry-leading basis for applicable threats and risks, as well as to ensure
practices (e.g., IS0 27002, NIST 800-53, Secure Controls Framework (SCF), security, compliance and resilience controls are operating
et tended
Establish administrative, technical and physical safeguards to protect Mechanisms exist to facilitate the implementation of
i the risk and magnitude of the Identification and Access Management (IAM) controls.
. . hi that 1t it fr its ithori: L ), ifi , L Identity & Access
7 Cybersecurity by Design | 2™ tat would result from its unauthorized access, use, modification, loSs | ¢ oyignl | ntersects With Y 1AC-02 1AC-01
or dissemination. Selected practices are in accordance with industry-leading Management (1AM)
practices (e.g., ISO 27002, NIST 800-53, Secure Controls Framework (SCF),
ete.).
Establish administrative, technical and physical safeguards to protect Mechanisms exist to facilitate the implementation of
iti the risk and magr the enterprise-wide monitoring controls.
7 Cybersecurity by Design |12 that would resultfrom its unauthorized access, use, modification, loss Functional | IntersectsWith | Continuous Monitoring | ~MON-02 MON-01
or dissemination. Selected practices are in accordance with industry-leading
practices (e.g., IS0 27002, NIST 800-53, Secure Controls Framework (SCF),
etc.).
Establish administrative, technical and physical safeguards to protect st to utilize a
; P . o " o | the risk and sd‘ﬁ (I:e Centralized Collection of Man(agsv (2\9’:3, D: s\ml:av au(‘olmalsd;ool, to fupplon lh‘e
- Oybersecurit by Design | "™ that would esult fromits unauthorized access, use, modification, oss | i | o win | Eventlogs & Securty. | Mon.os | Fentralized collection of ventlogs and security-relevan MON-02
or dissemination. Selected practices are in accordance with industry-leading telemetry.
5 Relevant Telemetry
practices (e.g., 1SO 27002, NIST 800-53, Secure Controls Framework (SCF),
ete.).
Establish administrative, technical and physical safeguards to protect Mechanisms exist to ensure Personal Data (PD) is
i the risk and magr the protected by logical and physical security safeguards that
i ifi Security of Personal Data
S Cybersecurity by Design | "M that would esuit fromits unauthorized access, use, modification, loss | e ity pRi1o | are sufficient and appropriately scoped o protect the PRLO16
o dissemination. Selected practices are in accordance with industry-leading (PD) confidentiality and integrity of the PD.
practices (e.g., IS0 27002, NIST 800-53, Secure Controls Framework (SCF),
inistrative, technical and physical safeguards to protect Mechanisms exist to facilitate the implementation of
the risk and magnitude of the tailored development and acquisition strategies, contract
hi that id it fr its ithe d difi e Technology tools d t
7 Cybersecurity by Design | "2 thet would resultfrom its unauthorized access, use, modification, loss Functional Intersects With Development & TDA-02 ools an fomeef TDA-01
or dissemination. Selected practices are in accordance with industry-leading ncauation needs.
practices (e.g., IS0 27002, NIST 800-53, Secure Controls Framework (SCF),
ete.).
Establish administrative, technical and physical safeguards to protect Mechanisms exist to require system
i the risk and mag the
harm that would result from its unauthorized access, use, modification, loss and/or resilience personnelto:
Security, Compliance &
or dissemination. Selected practices are in accordance with industry-leading Resilience Testing (1) Create and implement a Security Testing and
7 Cybersecurity by Design | practices (e.g., ISO 27002, NIST 800-53, Secure Controls Framework (SCF), Functional Intersects With Throughout TDA-17  |Evaluation (ST&E) plan, or similar capability; TDA-09
etc.). (2) Implement a verifiable flaw remediation process to
Development
and dentified during the
control testing and evaluation process; and
(3 Dneument the resuits
privar into enterprise to ensure Mechanisms exist to govern the technical configuration
o that risk is addressed so Technol ! tion Ch h trol .
7.1 ot = : Servic Functional | Intersects With uration Ghanee | gyyg.g | ohange control processes. CHG-02
Considerations (TAAS) achieve the ni ary levels of tect d Control
resilience.
[ into enterprise toensure Mechanisms exist to analyze proposed changes for
Cy ddi d so Technols Security Impact Analysis
1 that risk s0 . Servics Functional Intersects With urity Imp: y: CHe.0s |Potential security impacts, prior to the implementation of e
Considerations (TAAS) achieve the of tecti d for Changes the change.
resilience.
privar into enterprise to ensure Mechanisms exist to facilitate the implementation of
o that risk is addressed so Technol , Appli Senvic ’ cloud management controls to ensure cloud instances are
74 Functional | Intersects With Cloud Senvices CLD-02 & cLD-01
Considerations (TAAS) achieve the n ary levels of tect d secure and in-line with industry practices.
resilience.
o into enterprise toensure istto ensure that the cloud security
Cy ddi d so Technols Cloud Security 's
1 that risk s0 . orServic Functional Intersects With ) ity Clo.gs  [@rehitecture supports the organization’s technology .
Considerations (TAAS) achieve the of tecti d Architecture strategy to securely design, configure and maintain cloud
resilience.
privar into enterprise to ensure tto L data and/or
Cybersecurity that risk is add d s0 Technol L i Servic Operationalizing to operationalize security, compliance and resilience
7.1 Conuorations | (TAAS) achieve the necessary levels of tection and Functional | IntersectsWith | Security, Compliance & |  GOV-11 [practices for Technology Assets, Applications, Services GOV-15
resilience. Resilience Capabilities and/or Data (TAASD) under their control.
[ into enterprise toensure Mechanisms exist to compel data and/or process owners
Gyberscourity that risk is addressed so Technol . Servic to select required security, compliance and resilience
7.1 Considerations (TAAS) achieve the of tecti d Functional Intersects With Select Controls. GOV-11.1 [ controls for Technology Assets, Applications, Services GOV-15.1
resilience. and/or Data (TAASD) under their control.
privar into enterprise to ensure tto L data and/or
Cybersocury | thetiskis addressed so Technol ) Senvic toimplement required security, compliance and resilience
7.4 Conaorations | (TAAS) achieve the necessary levels of tection and Functional | IntersectsWith | Implement Controls | GOV-11.2 ~ [controls for Technology Assets, Applications, Services GOV-15.2
resilience. and/or Data (TAASD) under their control.
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priva into enterp; toensure Mechanisms exist to compel data and/or process owners
that risk is addressed so Technol ) Servic to assess if required security, compliance and resilience
(TAAS) achieve the necessary levels of tection and controls for Technology Assets, Applications, Services
7.4 Oybersecurlty resilience. Functional | Intersects With Assess Controls GOv-11.3 |2ndorData (TAASD) under their control are: GOV-15.3
Considerations (1) Designed to mest control abjectives;
(2) Implemented correctly; and
(3) Operating as intended.
riva into enterp: toensure Mechanisms exist to compel data and/or process owners
o hat iskis adcressed sa Tachnol Servic Authorize Technology 2 obtain authorzadon ot the producton use f aach
7.4 R g i Functional Intersects With |  Assets, Applications | GOV-11.4 inau " P lon u GOV-15.4
Considerations | (TAAS) achieve the necessary levels of tection and ' Technology Asset, Application and/or Service (TAAS)
and/or Services (TAAS)
resilience. under their control.
priva into enterprise to ensure Mechanisms exist to compel data and/or process owners
that sk is addressed so Technol , Appli Service to monitor Technology Assets, Applications, Services
Cybersecurit (TAAS) achieve the necessary levels of tection and ) ; and/or Data (TAASD) under their control on an ongoin
71 Y Y (TAAS) achiev Functional | Intersects With Monitor Controls Gov-11.5 |2nd/erbata( ) undertheir control on an ongoing GOV-15.5
Considerations | resilience. basis for applicable threats and risks, as well as to ensure
security, compliance and resilience controls are operating
intended
priva i into enterpris toensure Mechanisms exist to striotly govern the use of
Cybersecurit Authenticate, Authorize , .
" ybersecurity | thatriskis eddressed so Technology Assets, Applicatons and/or Senices Functional | ntersectswin | AUenticate, Authorize | | Authenticete, Authorize and Audit (AAA)solutions, both on AC012
Considerations | (TAAS) achieve the necessary levels of tecti and Audit (ARA) premises and those hosted by an External Service Provider
resilience. (ESPL.
priva into enterprise to ensure, Mechanisms exist to enforce Role-Based Access Control
iskis addressed so Technol i i i
Cybersecury | aLisk so ’ Service Rolo-Based Access (RBAC) for Technology Assets, Applications, Services
7.4 e (TAAS) achieve the necessary levels of tection and Functional | Intersects With IAC-06  |and/or Data (TAASD) to restrict access to individuals 1AC-08
Considerations ’ Control (RBAC) estrict "
resilience. assigned specific roles with legitimate business needs.
riva i into enterpris toensure Mechanisms exist to ensure management approvals are
Cybersecurity that iskis adchessad sa Teohnology Assets, Applcations and/or Services Management Approval oo o e ascounts or changes npermssans o
7.4 ybersecurity riskis addrs nology. » Applicati or Servi Functional | IntersectsWith | For New or Changed IAC-09  |feauiredfornewaccounts orchanges in permissi 1AC-28.1
Considerations | (TAAS) achieve the necessary levels of tection and existing accounts.
Accounts
resilience.
priva into enterprise to ensure Mechanisms exist to restrict and control privileged access
I iskis addressed so Technol i Privileged Account i
1 that risk so : Service Functionat | intersects With g \AG.1o | riEnts for users and Technology Assets, Applications ACs
Considerations (TAAS) achieve the n ary levels of tecti d Management (PAM) and/or Services (TAAS).
resilience.
priva i into enterpris toensure Mechanisms exist to utilize the concept of least privilege,
Cybersecurit thatrisk is addressed so Technology Assets, Applicat dor S authorized t
7.4 ybersecurity atriskis addressed so Technology Assets, Applications and/or Services Functional | Intersects With Least Privilege 1AC-30 accessto i 1AC-21
Considerations | (TAAS) achieve the necessary levels of tection and dtasks in
resilience. functions.
[ into enterprise to ensure ‘Automated mechanisms exist to enforce Multi-Factor
that sk is addressed so Technol ’ Senvic Authentication (MFA) for:
(TAAS) achieve the of tection and (1) Remote network access;
Cyb it Multi-Fact ird-
1 yoersocurty | esilience. Functional | ntersects with ulti-Factor \AG.gy |(@ Thira-party Technology Assets, Applications and/or e
Considerations Authentication (MFA) Senvices (TAAS); and/ or
(3) Non-console access to critical TAAS that store,
transmit and/or process sensitive and/or regulated data.
[ into enterprise to ensure Mechanisms exist to ensure Personal Data (PD) is
I ddressed so Technol Security of Personal Data
1 that risk so ) Senvic Functionat | intersects with ty PR |Protested by logical and physical security safeguards that PRLOLS
Considerations | (TAAS) achieve the of tection and are sufficient and appropriately scoped to protect the
resilience. ity and integrit of the PD.
priva i into enterp: toensure develop
that isk is addressed so Technology Assets, Applications and/or Services aligned with industry-recognized leading practices, with
Cybe ity n ary levels of tecti d Ali t With i
- yoersocurity | (TAAS) achieve the Functionst | interseets with ignment Wi sEa0s | consideration for securit, compliance and resilience SEn02
Considerations | resilience. Enterprise Architecture principles that addresses risk to organizational
operations, assets, individuals and other organizations.
[ into enterprise to ensure Mechanisms exist to facilitate the implementation of
that isk is addressed so Technol ’ Servic industry-recognized security, compliance and resilience
Cybersecurit of tection and Secure Engineeriny
1 ) y  |mAAS) achieve the Functionat | intersects With gineering eags | Practices inthe specification, design, developrmen, seA0r
Considerations | resilience. Principles " Technology .
Applications and/or Services (TAAS).
priva i into enterp: toensure Mechanisms exist to require software developers to
that isk is addressed so Technology Assets, Applications and/or Services ensure that their software development processes employ
Cybe i n ary levels of tect d Devel 't Methods, - i
- ybersecurity | (TAAS) achieve the runctional | intersectswitn | DevelopmentMethods, | lindustry-recognized secure practices for secure TR
Considerations | resilience. Techniques & Processes i methods, q
processes and validation techniques to minimize flawed
and/or malformed software
to enterpri t Mech tto develop applicat
o into enterprise o ensure Secure Software lechanisms exist to develop applications based on
o that isk is addressed so Technol : Senvic P (5SDP).
7.1 N Functional | Intersects With Practi TDA-05 TDA-06
Considerations | (TAAS) achieve the of tection and
(SSDP)
resilience.
priva into enterp: to ensure ttohavean review of th
Cybersecurity that risk is add d s0 Technolog) 3 i Servic software design to validate:
7.1 Commtotions | TAAS) achieve the necessary levels of tection and Functional | Intersects With | Software Design Review | TDA-05.4 (1) Applicable security, compliance and resilience TDA-06.5
resilience. requirements are met; and
(2) Identified risk:
o into enterprise to ensure Mechanisms exist to design and implement product
that isk is addressed so Technol : Senvic management processes to proactively govern the design,
(TAAS) achieve the of tection and and production of Technol ts,
resilience. Applications and/or Services (TAAS) across the System
Cybersecuri :
74 v Y Functional | IntersectsWith | Product Management | TDA-0g | Development Life Cycle (SDLC)to: TDA-01.1
Considerations (1) Improve functionality;
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or
1 ahigatinns
priva into enterp: to ensure Mechanisms exist to deliver security updates to
that sk is addressed so Technology . Appli Technols ts, Applicat i/ TARS),
Cybersecurity atris so Servic Ongoing Product echnology Assets, Applications and/or Services (TAAS)
7.1 N (TAAS) achieve the necessary levels of tection and Functional | Intersects With TDA-06.3 | where applicable, through: TDA-02.9
Considerations Security Support °
resilience. (1) Automatic updates; and
@ available uodates to affected users.
priva i into enterprise toensure tto disclose
that isk is addressed so Technol ) Servic Vulnerabilites to relevant stakeholders, including:
m hieve the necessa f tection and 1 nerability(ies);
Cybersecury | TAAS) schieve the o ) Disclosureof (1) A description of the vulnerabilty(ies):
7.1 e resilience. Functional | Intersects With e TOA-07 | (2) Affected product(s) and/or service(s); TDA-02.11
Considerations Vulnerabilities > ole):
(3) Potential impact of the vulnerabilty(ies);
(4) Severity of the vulnerability(ies); and
(5) Guidance to remediate
priva i into enterprise toensure ist to generate technical
) that isk is addressed so Technol ) Servic artifacts for :
Cybersecurity ) Technical i f °
7.1 (TAAS) achieve the necessa of tection and Functional | Intersects With TDA-08 | Applications and/or Services (TAAS) in sufficient detail to TDA-22
Considerations Documentation Artifacts
resilience.
resulatory and contractual
priva into enterprise to ensure Mechanisms exist to mitigate the risk associated with the
o iskis addressed so Technol i Insecure Ports, 1 ! t
7_‘ thatrisk so : Servic Functional | ntersects With ToA1.a |Useof insecure ports, protocols and sevices necessary to TOA026
Considerations | (TAAS) achieve the necessary levels of tection and Protocols & Services operate technology solutions.
resilience.
priva i into enterprise toensure Mechanisms exist to minimize the attack surface of
o thatrisk is addressed so Technol ’ s Minimizing Attack Technology Assets, Applications and/or S TAAS)
7.1 ersecur atris so ervic Functional | Intersects With inimizing. TDA1g  |1echnology Assets, Applications and/or Services (TAAS) TDA-02.8
Considerations | (TAAS) achieve the necessa of tection and Surfaces g known expl
resilience.
priva into enterprise to ensure tto 7
thatrisk is addressed so Technol . Appli Servic (1) Deliver the Technology Asset, Application and/or
(TAAS) achieve the necessary levels of tection and Service (TAAS) with a pre-established, secure
Cybersecurity (TAAS) Pre-Established Secure ioe (TAAS) o
7.1 resilience. Functional | Intersects With TDA-13.1 | configuration implemented; and TDA-02.4
Considerations Configurations
(2) Use the pre-established, secure configuration as the
default for any subsequent TAAS reinstallation or upgradie.
priva into enterprise to ensure Mechanisms exist to regularly review Technology Assets,
[ that risk is addressed so Technol ) Senvic ) Product Testing & ices (TAAS) for an i
74 © Functional | Intersects With e TDA-14 ervices (TAAS) TDA-02.10
Considerations | (TAAS) achieve the necessary levels of tection and Reviews levelof security and resiliency based on applicable risks
resilience. and threats.
priva into enterp; toensure Security, Compliance & istto includ .
I ddressed so Technol ’
1 that risk so ) o Senic Functional | ntersects with Resilience bAaq |compliance andresitience representatives i the product ToA027
Considerations | (TAAS) achieve the necessary levels of tection and Representatives For feature and Lrevi
resilience. Product Changes brocess.
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Ensure personal data is encrypted both at rest and in transit. Mechanisms exist to facilitate the implementation of
Cryptographic | UseofCryptographic
7.2 Functional | Intersects With CRY-02 |cryptographic protections controls using known public CRY-01
Protections Controls
tandards and trusted
s Cryptographic | Ensure personal data is encrypted both at rest and in transit. runctionat | iorssctewin | ENeptingDatain Crv-0s | CrYPtographic mechanisms existto prevent the crv0s
Protections Transit data in transit.
Cryptographic | Ensure personal data is encrypted both at rest and in transit. Cryptographic mechanisms exist to prevent the
7.2 Typtograp ure pers Is encrypt in transi Functional | IntersectsWith | Encrypting DataAtRest |  CRY-07 ryptographi isms exist to preve CRY-05
Protections data at rest.
Ensure physical security and environmental controls provide appropriate Physical & Mechanisms exist to facilitate the operation of physical
7.3 Physical Protections | protection for environments where personal datais stored, transmitted and/or | Functional | Intersects With Environmental PES-02 |and environmental protection controls. PES-01
processed. Protections
Ensure physical security and environmental controls provide appropriate Physical access control mechanisms exist to maintain a
protection for environments where personal data s stored, transmitted and/or Physical Access current list of personnel with authorized access to
7.3 Physical Protections | processed. Functional | Intersects With e PES-06 | organizational facilities (except for those areas within the PES-02
y designated as p
Ensure physical security and environmental controls provide appropriate Foto-Based Physioal Physical access control mechanisms exist o authorize
7.3 Physical Protections | protection for environments where personal datais stored, transmitted and/or | Functional | Intersects With P PES-07 | physical access to facilities based on the position or role PES-02.1
processed. of
Ensure physical security and environmental controls provide appropriate Physical access control mechanisms exist to enforce
protection for environments where personal data s stored, transmitted and/or physical access authorizations for all physical access
7.3 Physical Protections | processed. Functional | IntersectsWith | Physical Access Control | PES-08 [ points (including designated entry/exit points) to facilities PES-03
(excluding those areas within the facility officially
desienated as oublict ible)
Ensure physical security and environmental controls provide appropriate Mechanisms exist to identify systems, equipment and
protection for environments where personal data s stored, transmitted and/or Physical Security of respective operating environments that require limited
7.3 Physical Protections | processed. Functional | IntersectsWith | Offices, Rooms & PES-10 | physical access so that appropriate physical access PES-04
Facilities controls are designed and implemented for offices, rooms
and facilities.
Ensure physical security and environmental controls provide appropriate Monitoring Physical Physical access control mechanisms exist to monitor for,
7.3 Physical Protections | protection for environments where personal data s stored, transmitted and/or | Functional | Intersects With e PES-13 | detect and respond to physical security incidents. PES-05
orocessed.
Ensure physical security and environmental controls provide appropriate Physical access control mechanisms exist to identify,
) : rotection for environments where personal data s stored, transmitted and/or ) authorize and monitor visitors before allowing access to
7.3 Physical Protections |7 P Functional | Intersects With Visitor Control PES-14 e PES-06
processed. the facility (other than areas designated as publicly
ible)
Facilitate the secure i of embedde istto collected
¥ | Embedded Sensor Data
7.4 Embedded Technology | minimize the collection of personal data and alert data subjects to the Functional | Intersects With e o CFG-18.1 |sensorsis restricted to authorized purposes. END-13.1
bersonal data colleoted by those sensors.
Facilitate the secure of embedded Mechanisms exist to notify individuals of embedded
Notice of Embedded
7.4 Embedded Technology | minimize the collection of personal data and alert data subjects to the Functional | Intersects With CFG-18.2  |sensor data collection END-13.2
Sensor Data Collection
personal data collected by those sensors.
Facilitate the secure of embedded Mechanisms exist to utilize embedded sensors that are
Embedded Sensor Data
7.4 Embedded Technology | minimize the collection of personal data and alert data subjects to the Functional | Intersects With | (7% C9S SS9 B8 | GrG-18.3 | contigured to minimize the collection of nformation about END-13.3
personal data collected by those sensors. individuals.
Facilitate the secure of embedded Ermbedded Technology Mechanisms exist to facilitate the implementation of
7.4 Embedded Technology | minimize the collection of personal data and alert data subjects to the Functional | Intersectswith | 2T PR EMB-02  |embedded technology controls. EMB-01
personal data collected by those sensors.
Upgrade, replace, or retire any system, application or service for which Mechanisms exist to prevent unsupported Technology
te protecti risk, cannot Assets, Applications and/or Services (TAAS) by:
implemented. Unsupported Technology ) Removmgand/frreplscmgLTlﬁAf wherrv‘s:ppolrl forthe
7.5 Retire Outdated Systems Functional Intersects With | Assets, Applications AsT-39  |componentsis nolonger available from the developer, TDA-17
vendor or manufacturer; and
and/or Services (TAAS)
(2) Requiring justification and documented approval for
the continued use of unsupported TAAS required to satisfy
needs
Implement personnel practices, Mechanisms exist to facilitate the implementation of Updated 2026.3
d other entities, that te vett Human Resources Lsecurity controls.
7.6 Personnel Security entities, that Functional Intersects With HRs-02  [Personnetsecurity controls HRS-01
toTechnology Assets, Applications and/or Services (TAAS) that contain, store Security Management
or transmit personal data
Require employees and contractors to read and agres to abide by the, Mechanisms exist to define acceptable and unacceptable
organization's rules of behavior, prior to being granted access to Technolo fules of behavior for the use of technologies, includiny
7.7 Rules of Behavior | P e % | Functional | IntersectsWith | Rules of Behavior HRS-06.1 e e HRS-05.1
Assets, Applications and/or Services (TAAS) that store, transmit or process consequences for unacceptable behavior.
personal data. including social media.
Require employees and contractors to read and agree to abide by the Mechanisms exist to define rules of behavior that contain
organization's rules of behavior, prior to being granted access to Technology Social Media & Social explict restrictions on the use of social media and
7.7 Rules of Behavior | Assets, Applications and/or Services (TAAS) that store, transmit or process Functional | ntersectsWith | 00 ons | HAS082 | networking sits, posting nformation on commercial HRS-05.2
personal data, including social media. websites and sharing account information.
Utilize employee sanctions to hold personnel accountable for complying with Mechanisms exist to sanction personnel failing to comply
7.8 the data priva and processes. Functional | IntersectsWith | PersonnelSanctions | HRS-10 |with established security policies, standards and HRS-07
a
Respond to changing mission requirements and maintain workforce skills in a Hruman Resources Mechanisms exist to facilitate the implementation of
7.9 Workforce pid ping technology through recruiting and retaining Functional | Intersects With HRS-02 [ personnel security controls. HRS-01
Security Management
the talent needed to support mission.
Respond to changing mission requirements and maintain workforce skillsin a Security, Compliance & tto facilitate the implementation of Updated 2026.3
7.9 Workforce p ping technology hrough recruiting and retaining Functional | IntersectsWith |  Resilience-Minded SAT-02  |security workforce development and awareness controls. SAT-01
the talent needed to support mission. Workforce
Develop and priva for staft Competency Mechanisms exist to ensure that all security, compliance Updated 2026.3
Professional members involved in the acquisition, management, maintenance and use of Requirements for and resilience-related positions are staffed by qualified
7.10 P information resources, to ensure they have the appropriate knowledge and Functional | IntersectsWith | Security, Compliance & | HRS-03.2 have the set HRS-03.2
petency skill. Resilience-Related
Positions
Develop and [ for staff Mechanisms exist to manage personnel security risk by
Professional members involved in the acquisition, management, maintenance and use of screening individuals prior to authorizing access.
7.10 a e Functional | IntersectsWith | Personnel Screening HRS-05 € P e HRS-04
Competency information resources, to ensure they have the appropriate knowledge and
skill.
Develop and enforce an Information Assurance (1A) capability that provides a Mechanisms exist to facilitate the implementation of
Cyborsecuity & Data mebchamsm tu::rfurm pre'pmductiun cuntm(:test;ng to ensuresapphcable I sec:nty, compuance‘ and resilience assessment and
T Prvacy Control | cYPersecurity & data privacy controls exst and are functioning. Systems, Functional | intersects with 1AG.0p |authorization controls. 18001
ataaton applications and service are prohibited from "going ive" without security (1A) Operations
authorization, following the results of pre-production control testing.
Develop and enforce an Information Assurance (1A) capability that provides a tto ensure Technology Assets,
) mechanism to perform pre-production control testing to ensure applicable Services (TAAS) are officiall
Oyberscourty &Data | & et o conrols vt and v fomtionng. S thorzectpior (oo (e y u' : .
o rvacy Gontrol | Ybersecurity & data privacy controls existand are functioning. Systems, Functional | IntersectsWith | Security Authorization | 1a0-14 |2Uthorized priorto"go ive* ina production environment 1A0-07
Vatdaton applications and service are prohibited from "going live" without security
authorization, following the results of pre-production control testing.
Develop and enforce an Information Assurance (1A) capability that provides a Mechanisms exist to monitor risk as an integral part of the
mechanism to perform pre-production control testing to ensure applicable continuous monitoring strategy, including:
cybersecurity & data privacy controls exist and are functioning. Systems, (1) The effectiveness of security, compliance and
7.1 Privacy Control | applications and service are prohibited from "going live" without security Functional | Intersects With Risk Monitoring RSK-22 | resilience controls; RSK-11
Validation authorization, following the results of pre-production control testing. (2) Changes to the organization's risk profile; and
(3) Changes to Technology Assets, Applications and/or
Sorvices (TAAS) that affeot risk
Develop and enforce an Information Assurance (1A) capability that provides a Mechanisms exist to require system
mechanism to perform pre-production control testing to ensure applicable i ty
cybersecurity & data privacy controls exist and are functioning. Systems, Security, Compliance & and/or resilience personnelto:
Cybersecurity & Data | applications and service are prohibited from "going live" without security Resilience Testing (1) Create and implement a Security Testing and
7.1 Privacy Control | authorization, following the results of pre-production control testing. Functional | Intersects With Thoughoot TDA17  |Evaluation (STAE) plan, or similar capability; TDA-09
Validation (2) Implement a verifiable flaw remediation process to
Development
correct and dentified during the
control testing and evaluation process; and
(3 Dneument the resuits
Implement hroughout the System Mechanisms exist to facilitate the implementation of
Secure Configuration | Development Life Cycle (SDLC)t Technology Assets, Applicat Configuration figurati t control
12 2 evelopment Life Cycle (SDLC) to ensure Technology Assets, Applications. Functionat | ntersects With z .02 |configuration management controls. o0t
and/or Services (TAAS) are configured toind d Management Program
secure practices.
Implement i throughout the System Mechanisms exist to develop, document and maintain
Development Life Cycle (SDLC) to ensure Technology Assets, Applications. ’ secure baseline configurations for Technology Assets,
Secure Configuration P vele (SDLC) G pplic . Secure Baseline ure bz ‘gura G
7.2 and/or Services (TAAS) are configured according to industry-recognized Functional | Intersects With CFG-04 | Applications and/or Services (TAAS) that are consistent CFG-02
Management Configurations
secure practices. with industry-accepted hardening standards.
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Implement throughout the System Mechanisms exist to require system
Development Life Cycle (SDLC) to ensure Technology Assets, Applications. itth security,
fi 1 » 3
and/or Services (TAAS) are configured according to industry-recognized Security, Gompliance & and/or resilience personnel to:
secure practices. (1) Create and implement a Security Testing and
Secure Configuration . Resilience Testing
712 Functional | Intersects With TDA-17  |Evaluation (STAE) plan, or similar capability; TDA-09
Management Throughout
(2) Implement a verifiable flaw remediation process to
Development
correct and tified during the
control testing and evaluation process; and
(3) Document the resurs
Correlate logs from across the organization with a Security Incident Event Mechanisms exist to generate, monitor, correlate and Updated 2026.3
Manager (SIEM), or similar automated tool, to maintain situational awareness System Generated Event respond to event logs and security-relevant telemetry from
7.13 Situational Awareness | of events for potential cybersecurity & data privacy incidents. Functional | Intersects With |Logs & Security-Relevant| MON-04  [physical, data protection and supp MON-01.4
Telemetry activities to achieve integrated situational awareness.
aunela(e(;i;’)mm acrjss (h‘e mgin\dz‘alluln!w\lh ? S‘Efum‘y \r;clde:\( Event Centralized Collection of " e to ul‘llUlE a( e E mn N
_— lanager (SIEM), or similar automated tool, to maintain situational awareness ) ° tanager (SIEM), or similar automated tool, to support the
7.13 Situational Awareness & Functional | IntersectsWith | EventLogs &Security- | MON-05 & ) PP MON-02
of events for potential cybersecurity & data privacy incidents. centralized collection of event logs and security-relevant
Relevant Telemetry
telemetry.
Correlate logs from across the organization with a Security Incident Event ‘Automated Tools for Real istto utilize a Updated 2026.3
T3 Situational Awareness | 1n3EeT (SIEM), or similar automated tool, to maintain sitational awareness Functional Intersects With Time Event Log & MON-05.4 | Manager (SIEM),or similar automated tool, to support near T
of events for potential cybersecurity & data privacy incidents. Rel ! togand telemetry
Telemetry Analvsis analysis and incident escalation
Correlate logs from across the organization with a Security Incident Event Automated mechanisms exist to correlate both technical
Manager (SIEM), or similar automated tool, to maintain situational awareness Correlate Monitoring and non-technical information from across the enterprise
713 Situational Awareness | of events for potential cybersecurity & data privacy incidents. Functional | Intersects With T ormarion MON-08  [by a Security Incident Event Manager (SIEM) or similar MON-02.1
automated tool, to enhance organization-wide situational
awareness.
Maintain and testincident response plans, capabilities and training for Mechanisms exist to implement and govern processes
- Incident Re i
o and third-party how to report and respond to Functional Intersects With neident Response Ro-02 |2n@ tionto o
incidents. Operations response capability for cybersecurity and data protection-
related incidents.
Maintain and test incident response plans, capabilities and training for Mechanisms exist to cover:
employees and third-party stakeholders on how to report and respond to (1) Preparation;
incidents. @ d detection or manual
8 Incident Response Functional | IntersectsWith | Incident Handling IRO-05 | IMtake: 1RO-02
(3) Analysis;
(@) Containment;
(5) Eradication; and
(81 Recaverv
Maintain and test incident response plans, capabilities and training for Mechanisms exist to maintain and make available a
! Incident Response Plan
8 and third-party how to report and respond to Functional Intersects With IRO-08 |current and viable Incident Response Plan (IRP) to all IRO-04.
incidents.
Maintain and test incident response plans, capabilities and training for ncident Rosponse Mechanisms exist to formally test incident response
8 Incident Response | employees and third-party stakeholders on how to report and respond to Functional Intersects With Gapabilties Testing IR0-08 | capabilities through realistic exercises to determine the IRO-06
incidents. P perational f those capabilit
Maintain and test incident response plans, capabilities and training for st to provide advice and
employees and third-party stakeholders on how to report and respond to Incident Roporting assistance to users of Technology Assets, Applications
8 Incident Response  |incidents. Functional Intersects With Assistance IRO-18 | and/or Services (TAAS) for the handling and reporting of IRO-11
actual and potential cybersecurity and data protection
incidents.
Maintain and test incident response plans, capabilities and training for Mechanisms exist to address data breaches, or other
3 . and third-party how to report and respond to Functional Intersects With Data Breach |RO.22 | ineidents involving the unauthorized disclosure of e
incidents. sensitive or regulated data, according to applicable laws,
regulations and L obligati
Respond to incidents in a coordinated and structed manner to ensure the Mechanisms exist to cover:
appropriate steps are taken to identify and respond to potential incidents. (1) Preparation;
@ d event detection or manual
8.1 Coordinated Response Functional Intersects With Incident Handling IRO-06  |INtake: IR0-02
(3) Analysis;
(4) Containment;
(5) Eradication; and
81 Ravaverv
Respond to incidents in a coordinated and structed manner to ensure the Mechanisms exist to establish an integrated team of
appropriate steps are taken to identify and respond to potential incidents. Integrated Security cybersecurity, IT and business function representatives
8.1 Coordinated Response Functional Intersects With [ Incident Response Team | IRO-11  that are capable of addressing cybersecurity and data IRO-07
(SIRT) protection incident response operations.
Report data breaches involving personal data to relevant regulators, law tto portincidents to appl
ted .
parties applicable statutory, Incident Stakeholder (1) Internal stakeholders;
8.2 Breach Notification | regulatory and contractual obligations for breach notification. Functional | Intersects With Roporting IRO-16 [ (2) Affected clients & third-parties; and 1RO-10
(3) Regulatory authorities.
Report data breaches involving personal data to relevant regulators, law Coordination With Mechanisms exist to establish a direct, cooperative.
82 Breach d affected parties ith applicable statutory, Functional | IntersectsWitn | 2% MEIOT IRO-19.1 | relationship between the organization's incident response IRO-11.2
regulatory and contractual obligations for breach notificatic capabilitv and ext: L
Implement a risk management framework to ensure that risks are identified, Mechanisms exist to facilitate the implementation of
luated and toachieve of strategic, operational and tactical risk management
protection and resilience. controls that are aligned with:
Risk Management
9 Risk Management Functional Intersects With Program RSK-02 (1) (ERM); RSK-01
and
@)Indh "
oractices
Implement a risk management framework to ensure that risks are identified, Mechanisms exist to identify and implement one, o more,
luated and toachieve of GCompensating compensating controls to reduce risk and threat exposure
9 Risk Management | protection and resilience. Functional | Intersects With RSK-18 | when the primary means of implementing the security RSK-06.2
Countermeasures
function is unavailable or compromised.
Implement a risk management framework to ensure that risks are identified, Mechanisms exist to monitor risk as an integral part of the
evaluated and addressed to achieve necessary levels of trustworthiness, continuous monitoring strategy, including:
protection and resilience. (1) The effectiveness of security, compliance and
9 Risk Management Functional Intersects With Risk Monitoring RSK-22 [resilience controls; RSK-11
(2) Changes to the organization's risk profile; and
(3) Changes to Technology Assets, Applications and/or
Services (TAAS) that affect risk.
Utilize appropriate risk analysis methods to evaluate the likelinood and ist to conduct
magnitude of harm, from unauthorized access, use, disclosure, disruption, risk that includes the likelihood and magnitude of harm,
ificati tructi f L data where it is st i itte fi ithori; it i ti
01 cvaluatoRisks | modification or destruction of personal data where itis stored, transmitted Functional | intersectsWith | Risk Assessment Rskaa |fromunauthorized access, use, disclosure, disruption, RSK08
and/or processed. destruction of the
Technology 3 ions, Sery d/or Data
(TAASD)
Utilize appropriate risk analysis methods to evaluate the likelihood and Mechanisms exist to define instances that require a risk
it f i fr ithe Lo ti Instances Rec 1t e r N
01 EalusteRisks | MENftude of harm, from unauthorized acoess, use, disclosure, disruption, Functionat | intersects With q ASK1g.q | Bssessmentto be performed. RSK.08.3
modification or destruction of personal data where it is stored, transmitted Risk Assessment
and/or processed.
Utilize appropriate risk analysis methods to evaluate the likelinood and Mechanisms exist to:
magnitude of harm, from unauthorized access, use, disclosure, disruption, (1) Define applicable stakeholders for each risk
modification or destruction of personal data where it is stored, transmitted assessment;
" N Risk Assessment
9.1 Evaluate Risks  |and/or processed. Functional | Intersects With RSK-133 [(2) in the risk RSK-04.4
process; and
(3) Provide identified stakeholders with results of the risk
[ Assess supply chain risks associated with Technology Assets, Applications ist to conduct a Business Impact Analysis
Assess Supply Chain PRy ey PP ) Business Impact v
92 o and/or Services (TAAS) for data privacy implications. Functional | Intersects With s (1) RSK-08 | (BIA) to identify and assess security, compliance and RSK-08
v resilience risks.
Assess supply chain risks associated with Technology Assets, Applications Mechanisms exist to develop a plan for Supply Chain Risk
and/or Services (TAAS) for data privacy implications.
) Supply Chain Risk acquisition, maintenance and disposal of Technology
Assess Supply Chain : . A~
9.2 Risk Functional Intersects With Management (SCRM) RSK-20 Assets, Applications and/or Services (TAAS), including RSK-09
Plan ‘documenting selected mitigating actions and monitoring
performance against those plans
Assess s ly chain risks associated with Technology Assets, Applications tto
Assess Supply Chain upply chain ri fated wi 8y pplicati Supply Chain Risk P
0.2 and/or Services (TAAS) for data privacy implications. Functional | Intersects With RSK-21 | risks associated with Technology Assets, Applications RSK-09.1
Risk Assessment (SCRA)
and/or Services (TAAS)
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Secure Controls Framework (SCF)

FDE Name Focal Document Element (FDE) Description SCF Control
Control Descr
Maintain a current and accurate register of isk (e.g,, Plan of Action & ist to govern identified defici (eg.
Milestones (POA&M), risk register, etc.). Plan of Action and Milestones (POA&M) or similar
methodology) that formally documents, at a minimurn:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience
control;
(3) Description of the deficiency(ies);
(4) Risk associated with the deficiency(ies):;
Capabilities Deficienc i fon:
9.3 Risk Awareness Functional | Intersects With pabllies Deficlency | |ag.12  [(6)Source deficiency identification/detection; 1A0-05
Tracking (6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.&,, asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(1) Disposition statement (e.g., closeout summary).
0s Aisk Awarenoss | MMt @ cUrrent and accurate register of sk (.5, Plan of Acton & unctionat | itersset with Aok Register Ask1a | Mechanisms exist o maintai a sk registerthat faciltates K08
Milestones (POA&M). risk reister. etc.). monitoring and reporting of risks.
Maintain a current and accurate register of risk (e.&., Plan of Action & Mechanisms exist to monitor risk as an integral part of the
Milestones (POA&M),risk register, etc.). continuous monitoring strategy, including:
(1) The effectiveness of security, compliance and
03 Risk Awareness Functional | Intersects With Risk Monitoring RSK-22 [resilience controls; RSK-11
(2) Changes to the organization's risk profile; and
(3) Changes to Technology Assets, Applications and/or
Services (TAAS) that affect risk
Responses to dentified risks are appropriately identified, categorized and t actions
prioritized. were performed to remediate findings from security,
: ’ ompliance and/or resilience-related:
9.4 Risk Response Functional Intersects With Risk Response Rsk-16  |ComPliance and/orresilience-r RSK-06.1
(1) Assessments;
(2) Audits; and/or
(3) Incidents
Utilize Data Protection Impact Assessments (DPIAs) to effectively identify and Mechanisms exist to conduct a Data Protection Impact
: educe data privacy risks to an acceptable level. DPIA) on 3
Data Protection Impact | privacy T ceptable lev . Data Protection Impact (DPIA) & )
95 Functional | Intersects With RSK-19 |and/or Services (TAAS) that store, process and/or transmit RSK-10
Assessment (DPIA) Assessment (DPIA)
Personal Data (PD) to identify and remediate reasonably-
exneoted risks.
Provid f third-p: t Ldata, Mech o facilitate the implementation of third-
10 Third- rovide Y lght o vithaccessto personaldata, so | - ¢\ vional | IntersectsWith | Third-Party Management |  TPM-02 lechanisms exist to facilitate the implementation of thire TPM-01
that only trusted third-pa b oa controls.
Provide i ight of third-parties with access to personal data, so Mechanisms exist to mitigate the risks associated with
that only trusted third-parties are contracted with. third-party access to the organization’s Technolog
10 Third-Party Management Y P Functional | IntersectsWith | Third-Party Services TPM-12 party & 8y TPM-04
Assets, Applications, Services and/or Data (TAASD).
Provid i ight of third-p to personal data, so tto monitor, assess
that only trusted third-parties are contracted with. Reviewof Third-Party External Service Providers (ESPs) for compliance with
10 Third-Party Management Functional | Intersects With onices TPM-15 | established contractual requirements for security, TPM-08
compliance and resilience controls.
Provide i ight of third-parties with access to personal data, so Mechanisms exist to control changes to services by
; that only trusted third-parties are contracted with. Managing Ghanges To suppliers, taking into account the criticality of business
10 Third-Party Management Functional | Intersects With TPM-17 g . Serv Data TPM-10
Third-Party Services
(TAASD) that are in scope by the third-party.
Provid i ight of third-p to personal data, so tto
that only trusted third-parti tracted with. Third-Party Deficiency pply lements identified d
10 Thirel Party Manegement | e tsted il parties are contiacted wi Functional Intersects With ™ d RCIVET I K or TPM-09
Remediation organizational assessments of such elements.
Govern the disclosure of personal data to ensure itis only provided to trusted Mechanisms exist to:
third-parties that can store, process and/or transmit it in a secure manner. (1) Evaluate security risks and threats associated with
10.1 Supply Chain Functional | Intersects With Supply Chain Risk TPM-04 TEE“TM;WAS-SE‘:' Appteatons sndfor Senices (A9 TPM-03
- Protections Management (SCRM) supply chains; an
(2) Take appropriate remediation actions to minimize the
organization's exposure to those risks and threats, as
Govern the disclosure of personal data to ensure it is only provided to trusted Mechanisms exist to mitigate the risks associated with
Supply Chain third-parties that can store, d/or transmit it . third- toth tion's Technoly
on pply ird-parties that can store, process and/or transmititin a secure manner. Functional | IntersectsWith | Thid-Party Services pmap |third-panty access to the organization's Technology S
Protections Assets, Applications, Services and/or Data (TAASD).
Govern third-party use of personal data to ensure data privacy requirements Mechanisms exist to disclose Personal Data (PD) to third-
Disclosure T ' Information Sharing With
10.2 Secure Disclosure To athird-p: 3 transmits personal data Functional | Intersectswigh | Mermation Sharing Wi PRI |Parties onlyfor the purposes dentified in the data privacy e
onbehalfof Third Parties hotice and with the implicit or explicit consent of the data
sublect
Require terms and conditions in contracts and other agreements to cover the Data privacy tto includ in
Gontractual Obligations | C2ECtON, receiVing, processing, storage, ransmission, sharing, updating Requirementa for contracts and other acquisition-related documents that
103 and/or disposal of personal data. Functional | Intersects With PRI-14  |establish data privacy roles and responsibilites for PRI-07.1
for Third-Parties Contractors & Service
contractors and service providers.
Providers
Require terms and conditions in contracts and other agreements to cover the tto for
Gontractual Obligations | C2GtoN receiving, processing, storege, iansmission, sharing, updating Third-Party Gontract applicable security, compliance and resilience
103 and/or disposal of personal data. Functional | Intersects With TPM-14 | requirements with third-parties, reflecting the TPM-05
for Third-Parties Requirements
organization's needs to protect its Technology Assets,
d/or Data (TAASD)
Require terms and conditions in contracts and other agreements to cover the t i .
Contractual Obligations [collection, , , storage, t , sharing, updat Contract Flow-Down d resili
10 ig collecion, eceiving, processing, storage, wansmission, sharing, updating Functionat | intersects with M4 and resilience in PM052
for Third-Parties | and/or disposal of personal data. Requirements contracts that flow-down to applicable subcontractors
and supoliers.
Validate that data privacy controls for Technology Assets, Applications and/or Mechanisms exist to conduct testing, training and
Senvices (TAAS) used or operated by third-parties are effectively-implemented Personal Data (PD) monitoring activties for Personal Data (PD) controls
104 Third-Party Compliance |and align with industry-recognized secure practices, as well as comply with Functional | Intersects With | Control Testing, Training | PRI-11 PRI-08
applicable statutory, regulatory and contractual obligations. & Monitoring
Validate that data privacy controls for Technology Assets, Applications and/or Mechanisms exist to document and maintain a
Services (TAAS) used or operated by third-parties are effectively-implemented Responsible, Responsible, Accountable, Supportive, Consulted &
ith i - i 1 h Accountable, I 1 . or simil X
104 Third-Party Complance |9 28 with industry-recognized secure pracices, as well as comply i Functional | intersects With pyqq | Informed (RASC) matiix,or similar documentation, to e
applicable statutory, regulatory and contractual obligations. Supportive, Consulted for security,
Informed (RASCI) Matrix resilience controls between intemal stakeholders and
External roviders (ESPs)
Validate that data privacy controls for Technology Assets, Applications and/or Mechanisms exist to mitigate the risks associated with
Services (TAAS) used or operated by third-parties are effectively-implemented third-party access to the organization's Technology
104 Third-Party Compliance |and align with industry-recognized secure practices, as well as comply with Functional | IntersectsWith | Third-Party Services TPM-12 | Assets, Applications, Services and/or Data (TAASD). TPM-04
applicable statutory, regulatory and contractual obligations.
Validate that data privacy controls for Technology Assets, Applications and/or istto monitor, i assess
Services (TAAS) used or operated by third-parties are effectively-implemented Roviow of Third-Party External (ESPs) for
104 Third-Party Compliance |and align with industry-recognized secure practices, as well as comply with Functional orvions TPM-15 | established contractual requirements for security, TPM-08
applicable statutory, regulatory and contractual obligations. compliance and resilience controls.
Validate that data privacy controls for Technology Assets, Applications and/or Mechanisms exist to perform recurring validation of the
Services (TAAS) used or operated by third-parties are effectively-implemented Supportive, Consulted
and align with industry-recognized secure practices, as well as comply with Informed (RASCI) matrix, or similar documentation, to
applicable statutory, regulatory and contractual obligations. ity, compli
Third-Party Scope assignments accurately reflect current:
104 Third-Party Compliance Functional Review TPM-16 (1) Contractual obligations for the External Service TPM-05.5
Provider (ESP);
(2) Business practices;
(3) Applicable stakeholders; and
(4) Deployed Technology Assets, Applications and/or
Senvicas (TAAS)
Validate that data privacy controls for Technology Assets, Applications and/or Mechanisms exist to control changes to services by
Services (TAAS) used or operated by third-parties are effectively-implemented ) suppliers, taking into account the criticality of business
(TAAS) P Y third-p: y-impl Managing Changes To PP e un Y
104 Third-Party Compliance |and align with indi practices, as well ply Functional Third-party Sonvicos TPM-17 hnology 3 Serv d/or Data TPM-10
applicable statutory, regulatory and contractual obligations. (TAASD) that are in scope by the third-party.
Validate that data privacy controls for Technology Assets, Applications and/or tto
g g in elements identified during i
Services (TAAS) used or operated by third-parties are effectively-implemented Third-pary Deficiency in supp! 3 or
104 Third-Party Compl and align with practices, as well as comply with Functional | Intersects With Femesintion TPM-18 fsuch el TPM-08
applicable statutory, regulatory and contractual obligations.
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FDE Name SCF Control e o (BCE)
Relationship Control Des
mission, objectives, d activit ] ist to address all capital pl d
eneeee o e o e g i e o S Seaurity, Compliance & tment o Inclucing hon ded t
11 Business Environment priorit P ‘gandguidancefordataprivacy | £\ ovional | IntersectsWith | Resilience Resource PRM.g5 | I"Vestmentrequests, including the resources needed to PRM-02
roles, responsibilities and risk management decisions. implement the Security, Compliance & Resilience
Management
Program (SCRP) and L exceots
mission, objectives, Mechanisms exist to facilitate the implementation of third-
1 Business Environment | understood and prioritized to provide resourcing and guidance for data privacy | Functional | Intersects With | Third-Party ™PM-02 [ controls. TPM-01
roles. decision:
denti the role troller and/or processor ] t
Data Privacy Protections | /4" P ) Defining Business
1.4 of sensitive/regulated data, including instances involving more than one party. | Functional | Intersects With GOV-06 | business model and mission. Gov-08
Context Context & Mission
dent th ‘s role andlor processor tto d the
111 Data Privacy Protections | W( /regulated data, includ ‘r 1 th i : Functional | Intersectswitn | ontProcessingof PRI-43 tion's rol ssingP: | Data (PD) in th PRI-07.2
. of sensitive/regulated data, including instances involving more than one party. i - organization’s role in processing Personal Data (PD) in the -07.
Context 8 e e pary. Personal Data (PD) & P e
Ensure appropriate policies, standards and procedures exist to operationalize - ist to establish, maintain and
Policies, Standards & | the data o a’i ap al ’ g Publishing Securiy, olicies, standards and procedures necessary for e,
1.2 g privacy program. Functional | IntersectsWith |Compliance & Resilience| ~GOv-04 | PoUcies: a procedures necessary for secure, GOV-02
Procedures compliant and resilient capabilities.
Documentation
Ensure appropriate policies, standards and procedures exist to operationalize Mechanisms exist to:
the data privacy program. (1) Ensure that the public has access to information about
organizational data privacy activities and can
communicate with its Chief Privacy Officer (CPO) or
similar role;
Policios, Standards & Dissemination of Data (2) Ensure that organizational data privacy practices are
1.2 RO Functional | Intersects With Privacy Program PRI-20 |Publicly avallable through organizational websitea or PRI-01.3
rocedur itories;
Information document repositories;
(3) Utilize publicly facing email addresses and/or phone
lines to enable the public to provide feedback and/or
direct questions to data privacy office(s) regarding data
privacy practices; and
(4) Inform data subjects when changes are made to the
nrivacu notics and tha natiire af such shanaes
‘At planned intervals or after significant changes, review policies, standards Mechanisms exist to validate that Technology Assets,
and procedures to ensure the continuing suitability, adequacy and Applications, Services and/or Data (TAASD) conform to
1.3 Periodic Review | effectiveness to meet the organization's applicable statutory, regulatoryand |  Functional | IntersectsWith | Conformity Monitoring |  CPL-05 security, resilience cPL03
contractual needs. policies, standards and other applicable requirements.
At planned intervals or after significant changes, review policies, standards. istto review thy ity, Compliance &
Periodic Review &
and procedures to ensure the continuing suitabilty, adequacy and Undint of Security Resilience Program (SCRP), including policies, standards
1.3 Periodio Review | effectiveness to meet the organization's applicable statutory, regulatoryand | Functional | Intersectswith | 2i8E T AR | GOV-04.1 fand procedures, a planned ntervalsorifsgnificant Gov-03
contractual needs. changes occur o ensure their continuing suitability,
Program
adequn
Provide oversight of data privacy controls throughout the lifecycle of Executive Leadership Mechanisms exist to provide a security, compliance and
Technology Assets, Applications and/or Services (TAAS) to ensure thatin a Oversight of Security, resilience controls oversight function that reports to the
1.4 Oversight d PP (TAAS) Functional | Intersects With e . cPL-07 gt P CcPL-02
. senior the are made aware of data Compliance & Resilience organization's executive leadership.
orivacy-related risks that are not remediated. Controls
Provide oversight of data privacy controls throughout the lifecycle of Mechanisms exist to establish a written charter for a Data
Technology Assets, Applications and/or S AAS) t that Board (DMB) and d
1.4 Oversight echnology Assets, Applications and/or Services (TAAS) to ensure that in a Functional Intersects With | Data Management Board | DCH-33.1 oard (DME) an PRI-13
timely manner, senior leaders with the organization are made aware of data defined roles to the DMB.
orivacy-related risks that are not giated
Provide performance metrics and trend analysis to enable management tto provide h
visibility data privacy Stotus Reporting To reporting and recommendations enabling executives to
15 Metrics & Trends Functional | Intersects With Sovarning Body GOV-09.1 | make decisions about matters considered material to the GOV-01.2
organization's Security, Compliance & Resilience Program
Provide performance metrics and trend analysis to enable management Measuresof Mechanisms exist to develop, report and monitor Security,
15 Metrics & Trends  |visibility data privacy Functional | Intersects With S GOV-12 | Compliance & Resilience Program (SCRP) measures of GOV-05
Provide performance metrics and trend analysis to enable management Mechanisms exist to document Personal Data (PD)
visibility data privacy processing activities that covers collection, receiving,
Documenting Data , storage, t . sharing, updat
15 Metrics &Trends Functional | Intersects With e PRI-0s  |Processing storage, transmission, sharing, updating PRI-14
Processing Activities and/or disposal actions with sufficient detail to
with .
resulatory and contractual
Oversee the execution of data privacy tocreate i Mechanisms exist to facilitate the identification and
Statutory, Regulatory & \
e Compliance of and due care, plincowithallapplicable | i | Statuton Regalatory OpLop | ImPlementation ofrelevant statutory, regtlatory and o
statutory, regulatory and contractual obligations, including age-based Contractual Compliance contractual controls.
trict
Oversee the execution of data privacy tocreate o d e soope of
of and due care, ith all applicable security, compliance and resilience controls that are
1.6 Compliance pliance PP Functional | IntersectsWith | C CPL-03 Y, compl CPL-01.2
statutory, regulatory and contractual obligations, including age-based to meet statutory, regulatory and/or
restriction: contractual
Oversee the execution of data p tocreate Mechanisms exist to ensure the organization is able to
of due di and due care, jance with all applicable Aty To Demonstrate demonstrate security, compliance and/or resilience
116 Compliance statutory, regulatory and contractual obligations, including age-based Functional | Intersects With Conformity cPL04 pability cPLO1.3
restrictions. laws, regulat d
bligation
Oversee the execution of data privacy tocreate Mechanisms exist to conduct assessments to
of and due care, ith all applicable demonstrate security, compliance and/or resilience
1.6 Compliance statutory, regulatory and contractual obligations, including age-based Functional | Intersects With | C y CPL-04.1  [capability i cPLO1.4
restrictions. d laws, regulat
Oversee the execution of data p tocreate Mechanisms exist to identify and document instances of
t due di , iance with all applicable Non-Conformit -conf th statutory, regulatory and/
1.6 Compliance ° and due care allapplicable Functional | Intersects With Y CpLgg | "OM-eonformity with statutory, regutatory and/or CPL-01.1
statutory, regulatory and contractual obligations, including age-based Oversight contractual obligations, in order to develop appropriate
tricti i actions.
Oversee the execution of data privacy tocreate Mechanisms exist to retain event logs and security-
of and due care, ith all applicable relevant telemetry for atime period consistent with
tatuty latory and contractual obligati ludi b pz EventLog & Security- entions . for afte
1.6 Compliance statutory, regulatory and contractual obligations, including age-bases Functional | IntersectsWith | Relevant Telemetry MON-13 orafter MON-10
restrictions. retention the-fact investigations of security incidents and to meet
statutory, regulatory and contractual retention
Oversee the execution of data p tocreate Mechanisms exist to review all Privacy Act exemptions
t due di , iance with all applicable laimed for the System of R Not RN) t
1.6 Compliance ° and due care allapplicable Functional | Intersects Wit | Privacy Act Exemptions | PRI-20.2 |\@imedforthe System of Records Notices (SORN)to PRI-02.6
statutory, regulatory and contractual obligations, including age-based ensure they remain appropriate and accurate.
restriction:
Oversee the execution of data privacy tocreate Mechanisms exist to draft, publish and keep System of
of and due care, ith all applicable System of Records Records Notices (SORN) updated in accordance with
1.6 Compliance " PP Functional | Intersects With ysten PRI-20.3 ioes (SORN) updated i PRI-02.4
statutory, regulatory and contractual obligations, including age-based Notice (SORN) regulatory guidance.
restriction:
Oversee the execution of data p tocreate Mechanisms exist to review all routine uses of data
of duedi and due care, iance with all applicable System of Records. published in the System of Records Notices (SORN) to
116 Compliance statutory, regulatory and contractual obligations, including age-based Functional | IntersectsWith | Notice (SORN) Review | PRI-20.4 |ensure continued accuracy and to ensure that routine PRI-02.5
restrictions. Process tinue to be comps i forwhich
lected,
Oversee the execution of data privacy tocreate Mechanisms exist to publish Computer Matching
of and due care, ith all applicable Computer Matchin (CMA)on 's .
1.6 Compliance npliance PP Functional | Intersects With P! d PRI-20.5 ) P (e) PRI-02.3
statutory, regulatory and contractual obligations, including age-based Agreements (CMA)
restriction:
Ensure Technology Assets, Applications and/or Services (TAAS) that support Mechanisms exist to identify and document the critical
Critical Business | organizational priorities are assessed so that critical assets are identified and ’ . Technology 3 ions, Sery d/or Data
1.7 & P Functional | IntersectsWith | Identify Critical Assets | ~ AST-05 BCD-02
Functions key functional requirements communicated. (TAASD) that support essential missions and business
functions.
Ensure Technology Assets, Applications and/or Services (TAAS) that support Mechanisms exist to require the developer of the
: ) organizational priorities are assessed so that critical assets are identified and . Technology Asset, Application and/or Service (TAAS) to
Critical Business gant priort © . Criticality Analysis ey A P ice (TAAS)
"7 key functional requirements communicated. Functional | Intersects With TDA-05.1 | perform a criticality analysis at organization-defined TDA-06.1
Functions During Development
decision points in the Secure Development Life Cycle
(SDLOL.
Ensure Technology Assets, Applications and/or Services (TAAS) that support Mechanisms exist to identity, prioritize and assess
organizational priorities are assessed so that critical assets are identified and suppliers and partners of critcal Technology Assets,
Critical Business . Third-Party Criticali
s key functional requirements communicated. Functionat | intersects With rty % | puog |APPlications andor Services (TAAS) using a supply chain om0
Functions Assessments tisk assessment process relative to their importance in
supporting the delivery of high-value services.
Provide governance oversight reporting and recommendations to those Mechanisms exist to provide goverance oversight
entrusted to make executive decisions about matters considered material to : reporting and recommendations enabling executives to
Status Reporting To ) Status Reporting To ;
1.8 the &data privacy program. Functional | Intersects With GOV-09.1 | make decisions about matters considered material to the GOV-01.2
Governing Body Governing Body
organization's Security, Compliance & Resilience Program
(SCRP)
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