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Notes

CM0000

Countermeasure Not.
Identified

[This technique is a result of utilizing TTPs to create an impact and the applicable countermeasures are
[associated with the TTPs leveraged to achieve the impact

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

CM0001

Protect Sensitive
Information

lOrganizations should look to identify and properly classify mission sensitive designjoperations
information (e.g., fault management approach) and apply access control accordingly. Any location
ground system, contractor networks, etc.) storing design information needs to ensure design info is
[protected from exposure, exfiltration, etc. Space system sensitive information may be classified as
(Controlled Unclassified Information (CUI) or Company Proprietary. Space system sensitive information
con typially nclude  wide range of candidate materia; he functional snd performance spe(m(auons
lany ICDs (iike radio frequency, ground-to-space, etc.), command and telemetry databases,
simulation and rehearsal resuus/repons descrptions of upink protection including any a-samm/nypass
[features, failure/anomaly resolution, an nsitive information related to

cortware, and ightjaround imission operatians. This could all need protection at the appropriaté evel
(e.q., unclassified, CUI, proprietary, classified, etc.) to mitigate levels of cyber intrusions that may
lconducted against the project's networks. Stand-alone systems andjor separate database encryption
Imay be needed with controlled access and on-going Configuration Management to ensure changes in
lcommand procedures and critical database areas are tracked, controlled, and fully tested to avoid loss
Jof science or the entire mission. Sensitive documentation should only be accessed by personnel with
[defined roles and a need to know. Well established access controls (roles, encryption at rest and transit,
letc.) and data loss prevention (DLP) technology are key countermeasures. The DLP should be configured
[for the specific data types in question.

Functional

Intersects With

Asset Scope Classification

AST-04.1

[Mechanisms exist to determine security, compliance and resilience
lcontrol applicability by identifying, assigning and documenting the

ropriate asset scope categorization for all Technology Assets,
|Applications and/or Services (TAAS) and personnel (internal and
third-parties).

CMo001

Protect Sensitive
Information

lOrganizations should look to identify and properly classify mission sensitive designjoperations
information (e.g., fault management approach) and apply access control accordingly. Any location
ground system, contractor networks, etc.) storing design information needs to ensure design info is
lprotected from exposure, exfiltration, etc. Space system sensitive information may be classified as
(Controlled Unclassified Information (CUI) or Company Proprietary. Space system sensitive information
con typially nclude 2 wide range of candidate materal: the functional and performance specifications,
lany ICDs (iike radio frequency, ground-to-space, etc.), command and telemetry databases, scrip
simulation and rehearsal resuus/repons descriptions of plink protection ncluding any a-samm/bwass
[features, failure/anomaly resolution, and any other sensitive information related to

cortwars, and ightjaround imission operatians. This could all need protection at the appropriaté evel
(o0, unciassified, CUl. proprietary, lassiied, etc ) to mitigate levels of cyber ntrusions that may be
lconducted against the project's networks. Stand-alone systems andjor separate database encryption
Imay be needed with controlled access and on-going Configuration Management to ensure changes in
lcommand procedures and critical database areas are tracked, controlled, and fully tested to avoid loss
Jof science or the entire mission. Sensitive documentation should only be accessed by personnel with
[defined roles and a need to know. Well established access controls (roles, encryption at rest and transit,
letc.) and data loss prevention (DLP) technology are key countermeasures. The DLP should be configures
[for the specific data types in question.

Functional

Intersects With

Data Protection

DCH-01

[Mechanisms exist to facilitate the implementation of data
lprotection controls.

CMo001

Protect Sensitive
Information

lOrganizations should look to identify and properly classify mission sensitive designjoperations
information (e.g., fault management approach) and apply access control accordingly. Any location
(ground system, contractor networks, etc.) storing design information needs to ensure design info is
lprotected from exposure, exfiltration, etc. Space system sensitive information may be classified as
(Controlled Unclassified Information (CUI) or Company Proprietary. Space system sensitive information
con typially nclude 2 wide range of candidate material the functional and performance specifications,
lany ICDs (iike radio frequency, ground-to-space, etc.), command and telemetry databases, scrip
simulation and rehearsalresultsireports, descriptions of upink protection including any a-sammq/bwass
[features, failure/anomaly resolution, and any other sensitive information related to

cortware, and ightjaround imission operatigns. This could all need protection at the appropriaté evel
(e.q., unclassified, CUI, proprietary, classified, etc.) to mitigate levels of cyber intrusions that may be
lconducted against the project's networks. Stand-alone systems andjor separate database encryption
Imay be needed with controlled access and on-going Configuration Management to ensure changes in
lcommand procedures and critical database areas are tracked, controlled, and fully tested to avoid loss
o science or the entire mission. Sensitive documentation should only be accessed by personnel with
[defined roles and a need to know. Well established access controls (roles, encryption at rest and transit,
letc.) and data loss prevention (DLP) technology are key countermeasures. The DLP should be configures
[for the specific data types in question.

Functional

Intersects With

Sensitive / Regulated Data
ction

DCH-01.2

exist to protect data wherever it is

lprocessed andjor stored.

CMo001

Protect Sensitive
Information

lOrganizations should look to identify and properly classify mission sensitive design/operations
information (e.g., fault management approach) and apply access control accordingly. Any location
l(ground system, contractor networks, etc.) storing design information needs to ensure design info is
lprotected from exposure, exfiltration, etc. Space system sensitive information may be classified as
(Controlled Unclassified Information (CUI) or Company Proprietary. Space system sensitive information
con typially nclude » wide range of candidate ateral: the functional and performance specifications,
lany ICDs (iike radio frequency, ground-to-space, etc.), command and telemetry databases, scrip
Smolation and rehearsal resultohepors, deserions of upImK protection meluding any dabma/bypass
[features, failure/anomaly resolution, an ther sensitive information related to architecture,
software, and flight/ground /mission operations. This could all need protection at the appropriate level
((e.q., unclassified, CUI, proprietary, classified, etc.) to mitigate levels of cyber intrusions that may be
lconducted against the project's networks Stand-alone systems andjor separate database encryption
Imay be needed with controlled access and on-going Configuration Management to ensure changes in
lcommand procedures and critical database areas are tracked, controlled, and fully tested to avoid loss
Jof science or the entire mission. Sensitive documentation should only be accessed by personnel with
[defined roles and a need to know. Well established access controls (roles, encryption at rest and transit,
letc.) and data loss prevention (DLP) technology are key countermeasures. The DLP should be configures
[for the specific data types in question.

Functional

Intersects With

Data & Asset Classification

DCH-02

[Mechanisms exist to ensure data and assets are categorized in
laccordance with applicable statutory, regulatory and contractual
requirements.

CM0002

COMSEC

|A component of cybersecurity to deny unauthorized persons information derived from
telecommunications and to ensure the authenticity of such telecommunications. COMSEC includes
lcryptographic security, transmission security, emissions security, and physical security of COMSEC
Imaterial. It is imperative to utilize secure communication protocols with strong cryptographic
Imechanisms to prevent unauthorized disclosure of, and detect changes to, information during
[transmission. Systems should also maintain the confidentiality and integrity of information during
lpreparation for transmission and during reception. Spacecraft should not employ a mode of operations
where cryptography on the TT&C link can be disabled (i.e., crypto-bypass mode). The cryptographic
Imechanisms should identify and reject wireless transmissions that are deliberate attempts to achieve
imitative or manipulative communications deception based on signal parameters.

Functional

Intersects With

Network Security Controls
(NSC)

NET-01

[Mechanisms exist to develop, govern & update procedures to
[facilitate the implementation of Network Security Controls (NSC).

CM0003

TEMPEST

[The spacecraft should protect system components, associated data communications, and
lcommunication buses in accordance with TEMPEST controls to prevent side channel / proximity attacks.
[Encompass the spacecraft critical components with a casing/shielding so as to prevent access to the
individual critical components.

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

CM0004

Development Environment
Security

in order to secure th all the devices and
eopie who interact with . Maintain an accurate inventory of al people and assets that touch the
[development environment. Ensure strong multi-factor authentication is used across the develoy
environment, especialy for code reposioris, a threat actors may attempt to neak malicous e nto
software that's being built without being detected. Use zero-trust access controls to t

reposiories where possile. For exampié, Gnsure the raim branches in repositaries are procected fromm
injecting malicious code. A secure requires change privilege
Imanagement, auditing and in-depth monitoring across the environment.

Functional

Intersects With

Secure Development
Environments,

TDA-07

[Mechanisms exist to maintain a segmented development network
lto ensure a secure development environment.

CM0005

Ground-based

[This countermeasure is focused on the protection of terrestrial assets like ground networks and
[development environments/contractor networks, etc. Traditional detection technologies and capabilities
would be applicable here. Utiizing resources from NIST CSF to properly secure these environments

lusing identify, protect, detect, recover, and respond is likely warranted. Additionally, NISTIR 8401 may
rovide resorces s well snce i was developed to focus on ground-based securty for space systems

ip
ramemwork provides I focused T1Pa and her mmgauuns
NIST 800-53 Rev5 controls are

lprovided for reference when designing ground systemslnetwurks

Functional

Intersects With

Security, Compliance &
Resilience Program (SCRP)

GOv-01

[Mechanisms exist to facilitate the implementation of security,
lcompliance and resilience governance controls.

CM0006

Cloaking Safe-mode

[attempt to cloak when in safe-mode and ensure that when the system enters safe-mode it does not.
disable critical security features. Ensure basic protections like encryption are still being used on the
|uplink/downlink to prevent eavesdropping

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

cMo007

Software Version Numbers

[When using COTS or Open-Source, protect the version numbers being used as these numbers can be
[cross referenced against public repos to identify Common Vulnerability Exposures (CVES) and exploits
vailable,

Functional

Intersects With

Commercial Off-The-Shelf
(COTS) Security Solutions

TDA-03

[Mechanisms exist to utilize only Commercial Off-the-Shelf (COTS)
[security products.

CM0007

Software Version Numbers

[When using COTS or Open-Source, protect the version numbers being used as these numbers can be
lcross referenced against public repos to identify Common Vulnerability Exposures (CVES) and exploits
vailable.

Functional

Intersects With

Vulnerability & Patch
Management Program

VPM-01

Viechanisme exist to faciltate the Implementation and monitoring
lof vulnerability management contr

CM0008

Security Testing Results

[as penetration testing and vulnerability scanning is a best practice, protecting the results from these
tests and scans is equally important. These reports and results typically outiine detailed vulnerabilities
land how to exploit them. AS with countermeasure CM00O1, protecting sensitive information from
ldisclosure to threat actors is imperative.

Functional

Intersects With

Penetration Testing

VPM-07

[Mechanisms exist to conduct penetration testing on Technology
|Assets, Applications and/or Services (TAAS).

cMo008

Security Testing Results

[as penetration testing and vulnerability scanning is a best practice, protecting the results from these
ltests and scans is equally important. These reports and results typically outline detailed vulnerabilities
land how to exploit them. AS with countermeasure CM00O1, protecting sensitive information from
disclosure to threat actors is imperative.

Functional

Intersects With

Vulnerability Scanning

VPM-06

‘exist to detect and errors.
lby routine vulnerability scanning of systems and applications.

CM0009

Threat Intelligence Feeds

/A threat nteligence program helps an organization generate their own threat nteligence nformation
land track trends to inform defensive priorities and mitigate risk. Leverage all-source intelligen

lservices or commercial satellite imagery to identify and track adversary infrastructure
[development/acquisition. Countermeasures for this attack fall outside the scope of the mission in the
Imajority of cases

Functional

Intersects With

Threat Intelligence

THR-01

[Mechanisms exist to implement a threat intelligence program that
includes a cross-organization information-sharing capability that
lcan influence the development of the system and security
larchitectures, selection of security solutions, monitoring, threat
lhunting, response and recovery activities.

cMo010

Update Software

Perform regular software updates to mitigate exploitation risk. Software updates may need to be
Ischeduled around operational down times. Release updated versions of the software/firmware systems
incorporating security-relevant updates, after suitable regression testing, at a frequency no greater than
Imission-defined frequency i.e., 30 days]. Ideally old versions of software are removed after upgrading
lbut restoration states (i.e., gold images) are recommended to remain on the system.

Functional

Intersects With

Software & Firmware
Patching

VPM-05

[Mechanisms exist to conduct software patching for all deployed
[Technology Assets, Applications and/or Services (TAAS), including
ware.

cMoo11

Vulnerability Scanning

[Vuinerabilty scanning i used to identity known software vulnerabilties (excluding custom-developed

0TS ource). Utilize scanning tools vulnerabilities in dependencies
om0 urdated sofware (12 aaftware fomposiion amalysi. Encure oot viinerabilty scaning foos and
ltechniques are employed that facilitate interoperability among tools and automate parts of th
\vulnerability management process by using standards for: (1) Enumerating platforms, custom software
. and improper configurations; (2) Formatting checklists and test procedures; and (3) Measuring
vulnerability impact.

Functional

Intersects With

Vulnerability Scanning

VPM-06

exist to detect errors
oy routine vuinerabity scanning of ystems o applications.

CM0012

Software Bill of Materials

(Generate Software Bill of Materials (SBOM) against the entire software supply chain and cross correlate
with known vulnerabiites (e.g. Common Vuinerabilties and Exposures) to mitigate known
\vulnerabilities. Protect the SBOM according to countermeasures in CM

Functional

Intersects With

Software Bill of Materials
(sBOM)

TDA-04.2

lechanisms exist to generate, or obtain, a Software Bill of
[Materials (SBOM) for Technology Assets, Applications and/or
[Services (TAAS) that lists software packages in use, including
versions and applicable licenses.

cM0013

Dependency Confusion

[Ensure proper protections are in place for ensuring dependency confusion is mitigated like ensuring that
jinternal dependencies be pulled from private repositories vice public repositories, ensuring that
(CI/CD/development environment is secure as defined in CM0004 and validate dependency integrity by
lensuring checksums match official packages.

Functional

Intersects With

Asset-Service
Dependencies

AST-01.1

[Mechanisms exist to identify and assess the security of Technology
|assets, Applications and/or Services (TAAS) that support more than
lone critical business function,

cMo014

Secure boot

[Software/Firmware must verify a trust chain that extends through the hardware root of trust, boot
loader, boot configuration file, and operating system image, in that order. The trusted boot/RoT
lcomputing module should be implemented on radiation tolerant burn-in (non-programmable)
lequipment

Functional

Intersects With

Protection of Boot
Firmware.

END-06.6

Jutomated mechanisms existto profect the integrity of boot
[firmware in systs

cM0014.

Secure boot

[Software/Firmware must verify a trust chain that extends through the hardware root of trust, boot
loader, boot configuration file, and operating system image, in that order. The trusted boot/Ro’
lcomputing module should be implemented on radiation tolerant burn-in (non-programmable)
lequipment

Functional

Intersects With

Boot Process Integrity

END-06.5

[Automated mechanisms exist to verify the integrity of the boot
lprocess of systems.
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Prohlot the use of binery or machine-executable code from sources with imited or o warranty and

INo applicable SCF control

cMoo1s Software Source Control e beovsion ef source co Functional No Relationship NA NA NA
(Create prmmlzed list of software weakness classes (e.g., Common Weakness Enumerations), based on [Mechanisms exist to igentify and assign a risk ranking to newly
cMoo16 CWE List lsystem-specific considerations, to be used during static code analysis for prioritization of static analysis Functional Intersects With |  Vulnerability Ranking | VPM-03 ~|discovered security vulnerabilities using reputable outside sources
results. for security vulnerability information;
anisms exist to identify. assess, prioritize and document the
(Create prioritized list of software weakness classes (e.g., Common Weakness Enumerations), based on Vulnerability Exploitation Ipotential impact(s) and likelihood(s) of applicable internal and
cMoo16 CWE List system-specific considerations, to be used during static code analysis for prioritization of static analysis | Functional Intersects With iy VPM-03.1 [External threats exploiting known vuinerapilities.
results.
[Create prioritized list of software weakness classes (e.g., Common Weakness Enumerations), based on Vuinerability & Patch Vechanisre exist To faciltate the implementafion ond monitoring
cMoo16 CWE List system-specific considerations, to be used during static code analysis for prioritization of static analysis | Functional Intersects With | Management Program | VPM-01 [of vulnerability management control
results
[Mechanisms exist to utilize a Software Assurance Maturity Model
IDefine acceptable coding standards to be used by the software developer. The mission should have (SAMM) to govern a secure development lifecycle for the
lautomated means to evaluate adherence to coding standards. The coding standard should include the ldevelopment of Technology Assets, Applications andjor Services
9 9 p 9y P
lacceptable software development language types as well. The language should consider the security Software Assurance 06,3 |TAAS).
cmoor? Coding Standard | oquirements, scalability of the application, the complexity of the application, development budget, Functional Intersects With | aturity Model (samM) | TPA-06-3
ldevelopment time limit, application security, available resources, etc. The coding standard and
language choice must ensure proper security constructs are in place.
exist to develo based on Secure
IDefine acceptable coding standards to be used by the software developer. The mission should have Soroware Development Pracicer (SS07)
lautomated means to evaluate adherence to coding standards. The coding standard should include the Secure Software
lacceptable software development language types as well. The language should consider the security y
coo1? Coding Standard  [CeCRCricr S scalabilty of the appication, the compleity of the applicatin. development hudget, Functlonal | Intersests With | Development Practces | TDA-08
ldevelopment time limit, application security, available resources, etc. The coding standard and
language choice must ensure proper security constructs are in place.
Mechantsms exstto requie the developers of Technology Assets,
Employ dynamic analysis (o9, using simulation, peneraton esing, fuzaing, etc.) o idertiy |applications andjor Services (TAAS) to employ dynamic co
veloped ai de (open source, lanalysis tools to identify and remediate common flaws an
o o ety denciopedtode) Teaing shoule scc (1) an potentia Sysii derments [document the resuits of the analysis.
lbefore acceptance; (2) as a realistic simulation of known adversary tactics, techniques, procedures
cMoo1s Dynamic Analysis  |(17ps), and tools; and (3) throughout the lifecycle on physical and logical systems, elements, and Functional Intersects With | Dynamic Code Analysis | TDA-09.3
lprocesses. FLATSATS as well as digital twins can be used to perform the dynamic analysis depending on
[the TTPs being executed. Digital twins via instruction set simulation (i.e., emulation) can provide robust
lenvironment for dynamic analysis and TTP execution.
Mechanisms exist to require the developers of Technology ASsets,
Perform statc saurce code analysis for il avaiable source code 100king forsystem elevant weaknesses |Applications and/or Services (TAAS) to employ static code analysis
cmoo1e Static Analysis Toae MI0016) et e Toms thas o scatic cade anaiyars soo Functional Intersects With Static Code Analysis | TDA-09.2 [igols to identify and remediate common flaws and document the.
results of the analyss.
Use threat modeling, attack surface analysis, and vulnerability analysis to inform the current [Mechanisms exist to perform threat modeling and other secure
cMoo20 Threat modeling  [development process using analysis from similar systems, components, or services where applicable. Functional Intersects With Threat Modeling TDA-06.2 [design techniques, to ensure that threats to software and solutions
[Reduce attack surface where possible based on threats. jare identified and accounted for.
Mechanisms exist to prevent the installation of software and
IPrevent the installation of Flight Software without verification that the component has been digitally muware components without verification that the component has
cMoo21 Software Digital Signature |01 e O s recogmised and aboroved by the miscion Functional Intersects With Signed Components | CHG-04.2 oeen igtolly sianed using on organizotien-approved ceticate
lauthority.
[Mechanisms exist to require the developer of the Technology
IConduct a riticality analysis to identify mission critical functions, critical components, and data flows |asset, Application and/or Service (TAAS) to perform a criticality
land reduce the vulnerability of such functions and components through secure system design. Focus Criticality Analysis During 06,1 |analysis at organization-defined decision points in the Secure
CM0022 Criticality AnalysisIqupply chain protection on the most critical Leverage other like|  Functional Intersects With elopment TOA061 Inevelopment Life Cycle (SDLO).
lsegmentation and least privilege to protect the critical components.
[Mechanisms exist to identify and assess the security of Technology
[Conduct a criticality analysis to identify mission critical functions, critical components, and data flows lAssets, Applications and/or Services (TAAS) that support more than
ticati s [and reduce the vuinerability of such functions and components through secure syster design. Focus ) ; Asset-Service 01,1 [one critical business function.
CMooz2 Criticality Analysis I5upply chain protection on the most critical Leverage other like|  Functional Intersects With Dependencies AsT-011
lsegmentation and least privilege to protect the critical components.
Mechanisms exist to maintain network architecture diagrams that:
(1) Contain sufficient detail to assess the security of the network's
[Conduct a criticality analysis to identify mission critical functions, critical components, and data flows ct the current architecture of the network
Stical land reduce the vulnerability of such functions and components through secure syster design. Focus . ith | Network Diagrams & Data lenvironment; and(3) Document all sensitive/regulated data flows
CMooz2 Criticality Analysis |qpply chain protection on the most critical Leverage other like|  Functional Intersects With | eiow Diagrams (DFDs) | AST-04
lsegmentation and least privilege to protect the critical components.
[Mechanisms exist to categorize Technology Assets, Applications
(Conduct a criticality analysis to identify mission critical functions, critical components, and data flows landor Services (TAAS).
tical and reiuce the vulnerabilty of such functions and companents through secure systern design. Focus . i .
cM0022 Criticality Analysis |3 o o the most crtc L rerase sinee iike|  Functional Intersects With Asset Categorization | AST-31
SeGmantadion and teast priviege o protect the Crical components.
[Mechanisms exist to identify, prioritize and assess SUppliers and
(Conduct a cricality anaysis to identfy mision criicalfunctions,criical components, and data flows Ipartners of critical Technology Assets, Applications and/or Services
and reduce the vulnerabilty o such functions and components through secure syste design. Focus Third-Party Criticality (TAAS) using a supply chain risk assessment process relative to
cmo022 Critcalty Analysis  [SUC Ui protection on the most critica rage other Tk Functional Intersects With Assessments TPM02 i eir importance in supporting the delivery of high-value services.
an least priviege o protect the Crical components.
[Use automated mechanisms to maintain and validate baseline configuration to ensure the spacecraft's c 1 exist to faciltate the implementation of configuration
i y
cMoo23 & t s up-to-date, complete, accurate, and readily available. Functional Intersects With Program CFG-01 |management controls.
[Automated mechanisms exist to govern and report on baseline
lUse automated mechanisms to maintain and validate baseline configuration to ensure the spacecraft's Automated Central of Technology Assets, Applications and/or Services
cMoo23 (Configuration Managementl, 363 T € plete, accurate, and readily available. Functional Intersects With |y, o0 e eation| CFG-02:2 [[TAAS) through Continuous Diagnostics and Mitigation (COM), or
similar technologes.
[Mechanisms exist to maintain awareness of component
IDevelop and implement anti-counterfeit policy and procedures designed to detect and prevent Product Tampering and lauthenticity by developing and implementing Product Tampering
cMoo24 Anti-counterfeit Hardware |counterfeit components from entering the information system, including tamper resistance and Functional Intersects With s termaneritgrnd | ToA1  [ond Counterfeiting (PTC) practices that include the means to detect|
lprotection against the introduction of malicious code or hardware. l3nd prevent counterfeit components
[Develop and implement anti-counterfeit policy and procedures designed to detect and prevent [Mechanisms exist to train personnel to detect counterfet system
cMoo24 Anti-counterfeit Hardware |counterfeit components from entering the information system, including tamper resistance and Functional Intersects With | Anti-Counterfeit Training | TDA-11.1 [components, including hardware, software and firmware.
jprotection against the introduction of malicious code or hardware.
Conduct 3 supplier review pror o entering nto 2 ontractual agreement with 3 contractor (or sub- [Mechanisms exist to facilltate the implementation of third-party
cmoozs Supplier Review [0 o e taterme, sya e Functional Intersects With | Third-Party Management | TPM.01 [T SRR SX5L 16
(Conduct a supplier review prior to entering into a contractual agreement with a contractor (or sub Third-Party Risk e T e o
L w pri i - ird -04.1 [acquisition or outsourcing of technology-related Technology Assets,
CMoozs Supplier Review | ontractor) to acquire systems, system components, or system services. Functional Intersects With | sssessments & Approvals | 1041 0 e andlor Services (TAAS). .l
Mechanisms exist to develop a plan for Supply Chain RSk
IManagement (SCRM) associated with the development. acquisition,
Original Component _|COmPonents/Software that cannot be procured from the original component manufacturer or their Supply Chaiin Risk intenance and disposal of Technology Assets, Applications
CM0026 " Yanua u”er lauthorized franchised distribution network should be approved by the supply chain board or equivalent Functional Intersects With Ma"agz‘:ﬁim (SCRM) Plan | RSK-09  fand/or Services (TAAS), including documenting selected mitigating
to prevent and detect counterfeit and fraudulent parts, materials, and software. lactions and monitoring performance against those plans.
Mechanisms exist to:(1) Evaluate security risks and threafs
lassociated with Technology Assets, Applications and/or Services
orginal Companent [ ComponentsSoftware that cannot be procured from the orginal component manufacturerorthir cupply Cran sk (Ta8e) supply chans; and(2) Toke approprise remedition actons
cMo026 T oo lauthorized franchised distribution network should be approved by the supply chain board or equivalent Functional intersects with |, ouPBY ChAR RSN | Temos [0 TINRES g
lto prevent and detect counterfeit and fraudulent parts, materials, and software. 9 Y
P o
[Mechanisms exist to track the origin, development, ownership,
Original Component _|ComPenents/Software that cannot be procured from the original component manufacturer or their . location and changes to Technology Assets, Applications, Services
cMo026 T oo lauthorized franchised distribution network should be approved by the supply chain board o equivalent Functional Intersects With Provenance AST-03.2 |and/or Data (TAASD)
to prevent and detect counterfeit and fraudulent parts, materials, and software.
[Mechanisms exist to:(1) Evaluate security risks and threats
lassociated with Technology Assets, Applications and/or Services
(TAAS) supply chains; and(2) Take appropriate remediation actions
[Application-SpecifcIntegrated Circuit (ASIC) Feld Programmable Gate Atrays should be developed by Supply Chain Risk to minimize the organization's exposure to those risks and threats,
cmoo27 ASICIFPGA Manufacturing |oc redited trusted foundries to limit potential hardware-based trojan injectio Functional Intersects With | yanagement (SCRM) | T7-03  las necessary.
Mechanisms exst Lo Wilze afored acquiition trategies,contract
|Application-Specific Integrated Circuit (ASIC) / Field Programmable Gate Arrays should be developed by Acquisition Strategies, g [tools and procurement methods for the purchase of uniq
cmooz7 ASICIFPGA Manufacturing |oc redited trusted foundries to limit potential hardware-based trojan injections. Functional Intersects With Tools & Methods TPM-03.1 |Technology Assets, Applications and/or Services (TAAS
[Mechanisms exist to maintain awareness of component
LogicalTampering [Perform physical inspection of hardware o ook fo potentaltampering. Leverage tamper proof . i Product Tampering and lauthenticity by developing and implementing Product Tampering
cMooze Protecti protection where possible when shipping/receiving equipment. Functional Intersects With | " Counterfeiting (PTC) | TPA"11 fand Counterfetting (PTC) practices that include the means to detect
land prevent counterfeit components.
[Mechanisms exist to assess the integrity of Critical Technology
CMoo28 Logical Tampering [perform physical inspection f hardware to ook fo potentaltampering. Leverage tamper proof Functional Intersects With Logical Tampering AST-15 |Rssets, Applications andlor Services (TAAS) to detect evidence of
Protecti lprotection where possible when shipping/receiving equipment. Protection ampering, wherer(1)  Logical assessments evaluate the integrity
utize TRANSEC n order to prevent ntercepton, disruption o reception, communications deception. HopelicatislechEon )
land/or derivation of intelligence by analysis of transmission characteristics such as signal parameters or
Imessage externals. For example, jam- re515lant waveforms can be utlized to Improve the resistance of . .
@) A Iradio frequency signals to jamming and spoofing. Note: TRANSEC is that field of COMSEC which deals FUEET Wl R D (A (A (a
ith the Securiy of Communication transmissions, rather than that of the nformation being
lcommunicated.
[Mechanisms exist to facilltate cryptographic key management
lLeverage best practices for crypto key management as defined by organization like NIST or the National lcontrols to protect the confidentiality, integrity and availability of
ISecurity Agency. Leverage only approved cryptographic algorithms, cryptographic key generation Cryptographic Ke: keys.
CM0030 Crypto Key Management |algorithms or key distribution techniques, authentication techniques, or evaluation criteria. Encryption Functional Intersects With Y,;‘anﬂa ;me" 4 CRY-09
ey handling should be performed outside of the onboard software and protected using cryptography. o
Encryption keys should be restricted so that they cannot be read via any telecommands.
[puthenticate all communication sessions (crossink and ground statons) for all commands before dentification & [Mechanisms exist to uniquely identify and centrally Authenticate,
o003 " lestabiishing remote connections using ! n entification & c.op [Muthorize and Audit (AAA) organizational users and processes
Mo031 Authentication |adding authentication on the spacecraft bus and communications on- huard the spacecraft is also Functional Intersects Witl of“;n?;;‘[‘f:n‘mgrs IAC-02 " |acting on behalf of organizational users.
recommended. 9
[Authenticate all communication sessions (crosslink and ground stations) for all commands before e I o e e et
lestablishing remote connections using bidirectional authentication that is cryptographically based Authenticate, Authorize y uthorize and Audit (AA) solutions, both on-premises and those
cMo031 Authentication [Adding authentication on the spacecraft bus and communications on-board the spacecraft is also Functional Intersects With and Audit (AAA) IAC-01.2 hosted by an External Service Provider (ESP).
recommended
[Mechanisms exist to Implement Intrusion Detection / Prevention
ISystems (IDS / IPS) technologies on critical systems, key network
(Utilize on-board intrusion detection/prevention system that monitors the mission critical components or eygmem‘ S FS) vechnolog points. o ¥ netwer
Isystems and audit/logs actions. The IDS/IPS should have the capability to respond to threats (initial
laccess, execution, persistence, evasion, exfiltration, etc.) and it shouid address signature-based attacks
lalong wiith dynamic never-before seen attacks using machine learning/adaptive technologies. The
IDS/IPS must integrate with traditional fault management to provide a wholistic approach to faults on-
On-board Intrusion |PO2rd the spacecraft. Spacecraft should select and execute safe countermeasures against cyber- Intrusion Detection &
cMo032 D o [attacks. These countermeasures are a ready supply of options to triage against the specific types of Functional Intersects With [ Prevention Systems (IDS &| MON-01.1
Jattack and mission priorities. Minimally, the response should ensure vehicle safety and continued 1PS)
loperations. Ideally, the goal is to trap the threat, convince the threat that it is successful, and trace and
Jrack the attacker — with or without ground support. This would support successful attibution and
levolving countermeasures to mitigate the threat in the future. “Safe countermeasures” are those that
ore Compatible with the eystem's fault management system to avold unintended effects or fratricde on
the system.
| motement refay and reot ot authenticat . ror estabio N N Network Secorty Contror [Mechanisms exist to develop, govern & update procedures to
mplement relay and replay-resistant authentication mechanisms for establishing a remote connection letwork Security Controls o1 [faciitate the implementation of Network Security Controls (NGC)
cMo033 Relay Protection | e D et bus. Functional Intersects With vt NET-01 2 y
[No appiicable SCF control
Monior defined telemetry points for malicous actvites (e, Jamming atempts, commanding attempts
Monitor Critical Telemetry |(&:9+ Command modes, counters, etc.)). This would include valid/processed commands as we
CcMo03a e Y |comimands that were rejected. Telemetry monitoring should synchronize with ground-based De'enslve Functional No Relationship NA NA NA
(Cyber Operations ((.e., SIEM/auditing) to create a full space system situation awareness fror
coversecurty perspecive:
orotection of Xist to protect with the|
CM0035 Protect lProtect content from disclosure and Functional Intersects With otection o 1AC-10.5. [sensitivity of the Information o which use of the authenticator

Authenticators

lpermits access.

Secure Controls Framework (SCF)

20f5



Set Theory Relationship Mapping (STRM)

FDE Name

Space Attack Research and Tactic Analysis (SPARTA)

SCF Control

Secure Controls Framework (SCF)
Control Description

version 2026.1 x000a_03/27/2026

Notes

[Terminate the connection associated with a communications session at the end of the session or after

[Automated mechanisms exist to log out users, both locally on the
Inetwork and for remote sessions, at the end of the session or after

re
rogram to aid in the prevention of people with authorized access performing malicious activities.

cMoo36 Session Termination | o e O mactiity which io sotaienba via the concent of operatons Functional Intersects With Session Termination IAC-25  [an organization-defined period of inactivity.
[Mechanisms exist to protect embedded devices against
Mo037 Disable Physica Ports [/10Ide the capabty for data connecion ports o inputioutput devices (e JTAG) to be disabled or Functional Intersects With Interface Security EMB-04|unauthorized use of the physical factory diagnostic and test
Iremoved prior to spacecraft operation: intortaca(s)
Mechanfsms oxst Lo protect erbedded devices by preventing the
Provide the capability for data connection ports or inputjoutput devices (e.0., JTAG) to be disabled or . i Unauthorized installation and exeeution of Softw
CM0037 Disable Physical Ports |/ 0e e o o e comtione Functional Intersects With Prevent Alterations EMB-06
[Mechanisms exist to develop, document and maintain secure
Provide the capability for data connection ports or inputjoutput devices (e.0., JTAG) to be disabled or Secure Baseline lbaseline configurations for Technology Assets, Applications and/or
CM0037 Disable Physical Ports |10 e e o o e comtione Functional Intersects With Confaurations CFG02 [Services (TAAS) that are consistent with industry-accepted system
lhardening standards.
Configure Technology Mechanisms exstto configure Technology ASsets Appications
Provide the capabilty for data connection ports or inputioutput devices (... JTAG) to be disabled or Assets, Applications and/or [and/or Services (TAAS) utilized in high-risk areas with
cMoo37 Disable Physical Ports [0 0e e o att aperation Functional Intersects With |00 R ' | CFG-02.5 |restrictive baseline configurations
Risk Areas
[Mechanisms exist to ensure network architecture utilizes network
Identify the key system components or capabilities that require isolation through physical or logical to isolate Technology Assets, Applications and/or
means. Information should not be allowed to flow between partitioned applications unless explicitly [Services (TAAS) to protect from other network resources.
lpermitted by security policy. Isolate mission critical functionality from non-mission critical functionality
lby means of an isolation boundary (implemented via partitions) that controls access to and protects the Network Segmentation
CM0038 Segmentation integrity o, the hardware, software, and firmware that provides that functionalty. Enforce approved Functional Intersects With | letHork Seamentation | NeT-06
lauthorizations for controlling the flow of information within the spacecraft and between interconnected 9
systems based on the defined security policy that information does not leave the spacecraft boundary
lunless it is encrypted. Implement boundary protections to separate bus, communications, and payload
lcomponents supporting their respective functions.
echanisms et Wize The concept ofeast prvicoe. allowing
[Employ the principle of least privilege, allowing only authorized processes which are necessary to lonly authorized access to processes necessary to ish
cMoo39 Least Privilege laccomplish assigned tasks in accordance with system functions. Ideally maintain a separate execution Functional Intersects With Least Privilege A2 o e s o ooy b
ldomain for each executing process. ctions.
Prevent unauthorized and unintended information transfer via shared system resources. Ensure that Mechanisms exist to prevent unauthorized and unintended
lprocesses reusing a shared system resource (e.g., registers, main memory, secondary storage) do not Information n Shared finformation transfer via shared system resource:
cMooa0 Shared Resource Leakage |have access to information (including encrypted representations of information) previously stored in Functional Intersects With e SEA-05
[that resource during a prior use by a process after formal release of that resource back to the system or
reuse
[Mechanisms exist to provide role-based security, compliance and
[Train users to be aware of access or manipulation attempts by a threat actor to reduce the risk of resilience-related training:(1) Before authorizing access to the
lsuccessful spear phishing, social engineering, and other techniques that involve user interaction. Ensure Role-Based Security, lsystem or performing assigned duties;(2) When required by system)
cMooa1 User Training lthat role-based security-related training s provided to personnel with assigned security roles and Functional Intersects With | Compliance & Resilience | SAT-03 |changes; and(3) Annually thereafter.
responsibilities: (i) before authorizing access to the information system or performing assigned duties; Training
(i) when required by information system changes; and (ii) at least annually if not otherwise define
[Mechanisms exist to provide role-based security, compliance and
[Train users to be aware of access or manipulation attempts by a threat actor to reduce the risk of resilience awareness training that is current and relevant to the
lsuccessful spear phishing, social engineering, and other techniques that involve user interaction. Ensure lcyber threats that users might encounter in day-to-day business
cMooa1 User Training lthat role-based security-related training s provided to personnel with assigned security roles and Functional Intersects With | Cyber Threat Environment | SAT-03.6 |operations.
responsibilities: (i) before authorizing access to the information system or performing assigned duties;
(i) when required by information system changes; and (ii) at least annually if not otherwise defined.
[Mechanisms exist to provide training to personnel on organization-
[Train users to be aware of access or manipulation attempts by a threat actor to reduce the risk of suspicious defined indicators of malware to recognize suspicious
lsuccessful spear phishing, social engineering, and other techniques that involve user interaction. Ensure Comm e & lcommunications and anomalous behavior.
cMooa1 User Training lthat role-based security-related training s provided to personnel with assigned security roles and Functional Intersects With | SAT-03.2
responsibilties: (i) before authorizing access to the information system or performing assigned duties; A
(i) when required by information system changes; and (ii) at least annually if not otherwise defined
[Mechanisms exist to ensure that every User accessing a system
[Train users to be aware of access or manipulation attempts by a threat actor to reduce the risk of lprocessing, storing or transmitting sensitive/regulated data is
lsuccessful spear phishing, social engineering, and other techniques that involve user interaction. Ensure Sensitive/ Regulated Data formally trained in data handiing requirements.
cMoo41 User Training that role-based security-related training is provided to personnel with assigned security roles and Functional Intersects With torage, Handling & | SAT-03.3
responsibilities: (i) before authorizing access to the information system or performing assigned duties; Processing
(i) when required by information system changes; and (ii) at least annually if not otherwise define
[Ensure fault management system cannot be used against the spacecraft. Examples include: safe mode NelepplcahilsCReonts]
with crypto bypass, orbit correction maneuvers, affecting integrity of telemetry to cause action from
cMooa2 Robust Fault Management [ground, or some sort of proximity operation to Cause spacecraft to go into safe mode. Understanding Functional No Relationship NA NA NA
lthe safing procedures and ensuring they do not put the spacecraft in a more vulnerable state is key to
lbuilding a resilient spacecraft.
Ensure tha al viable commands are known t the mision/spacecraft owner. Perform analysis of ciical echaniems exfstto hove an Independent eview of e software
‘ommands that could adversely affect mission success if used maliciously. Only ’ esign to validate:(1) Applicable security, complian:
CMooa3 Backdoor Commands |, 2'0rincude criical commands for the purpose of providing emergency access where commanding Functional Inersects Wih | Softwre Design Review | TOA06.5 eience requrements ae met: andz)dentined ks ore
lauthority is appropriately restricted remediated
Ensure that ol viobe commands are known Lo th misionspacecroft owner Perform analys of critcl Hechanisme exst o Ullize 2 Software ASsurance Meturty Model
(backdoor/hardware) commands that could adversely affect mission success if used maliciously. O . i Software Assuranc o govern a secure development lifecycle for the
CMooa3 Backdoor Commands | Command for the purpose of oroviing emergency accass where commanding Functional Intersects With | - wturity Model (sAMM) | TPA-06:3 Idevelopment of Technology Assets, Applications andjor Services
Jauthority is appropriately restricted
[Ensure that all viable commands are known to the mission/spacecraft owner. Perform analysis of critical [echariims exis & reauie the developers of Technology Asset.
mmands that could adversely affect mission success if used maliciously. Only pplications and/or Services 0 employ dynamic code
CMooa3 Backdoor Commands e or include critical commands for the purpose of providing emergency access where commanding Functional Intersects With | Dynamic Code Analysis | TDA-09.3 |analysis tools to identify and remediate common flaws and
lauthority is appropriately restricted. ldocument the resuits of the analysis.
[Ensure that all viable commands are known to the mission/spacecraft owner. Perform analysis of critical TE(‘NETSMS EX\;/( tﬂsfeﬂwe YT‘EA:SE)VSIDDWSI of T:K!hnolodgv ASSIEiS.
(backdoor/hardware) commands that could adversely affect mission success if used maliciously. On ) i ’ pplications and/or Services 0 employ static code analysis
€Mo043 Backdoor Commands or include critical commands for the purpose of providing emergency access where commanding Functional Intersects With Static Code Analysis TDA-09:2 ltools to identify and remediate common flaws and document the
lauthority is appropriately restricted results of the analyss
[Ensure that all viable commands are known to the mission/spacecraft owner. Perform analysis of critical secure Software s o o Gevelop appications based on Secure
commands that could adversely affect mission success if used maliciously. Only oftware Development Practices .
€M0043 Backdoor Commands |,ce or include critical commands for the purpose of providing emergency access where commanding Functional Intersects With Deve'“”gggﬁ,‘)’mt““ TDA-06
Jauthority is appropriately restricted.
[Mechanisms exist to enable systems to fail to an organization-
defined known-state for types of failures, preserving system state
Provide the capability to enter the spacecraft into a configuration-controlled and integrity-protected information in failure.
state representing a known, operational cyber-safe state (e.g., cyber-safe mode). Spacecraft should
lenter a cyber-safe mode when conditions that threaten the platform are detected. Cyber-safe mode is
lan operating mode of a spacecraft during which all nonessential systems are shut down and the
spacecraft is placed in a known good state using validated software and configuration settings.
Within cyber-safe mode, authentication and encryption should still be enabled. The spacecraft should be
CM0044, Cyber-safe Mode  [capable of reconstituting firmware and software functions to pre-attack levels to allow for the recovery Functional Intersects With Fail Secure SEA-07.2
of functional capabilities. This can be performed by self-healing, or the healing can be aided from the
round. However, the spacecraft needs to have the capability to replan, based on equipment still
lavailable after a cyber-attack. The goal is for the spacecraft to resume full mission operations. If not
lpossible, a reduced level of mission capability should be achieved. Cyber-safe mode
Software/configuration should be stored onboard the spacecraft in memory with hardware-based
lcontrols and should not be modifiable.
[No applicable SCF control
Use Ertor Detection snd Carecting (EDAC) memory and ntegrate EDAC scheme it feult managemen
land cyber-protection mechar espond to the detection of uncorrectable multi-
Error Detection and [t Sme-ablayed montorng of EDAC telemetry by the mission operators on the ground. The
@ Correcting Memory  |spacecraft should utilize the EDAC scheme to routinely for bit errors in the stored data on board P g My LTy A (e A
lthe spacecraft, correct the sin el e e L e
multi-bit errors of at least order two, If not higher order in some cases.
[No applicable SCF control
. [Perform testing using hardware or simulation/emulation where the test executes over a long period of . 0
CRECES Long Duration Testing  \ime (304 days). This testing will attempt to flesh out race conditions or time-based attacks, P sl W R A (A N
[Mechanisms exist to configure systems to provide only essential
[Ensure spacecraft's operating system is scrutinized/whitelisted and has received adequate software lcapabilties by specifically prohibiting or restricting the use of
Lty [255Urance previously. The operating system should be analyzed for its attack surface and non-utilized ) i 03 |ports, protocols, and/or services.
CMooa7 Operating System Security foatures should be stripped from the operating system. Many real-time operating systems contain Functional Intersects With Least Functionality CFG-03
features that are not necessary for spacecraft operations and only increase the attack surface.
Mechanlsms existto confgure Technology Assets, Applcations
nsure spacecraft's operating system is scrutinized/whitelisted and has received adequate software onfigure Technolo andior Services (TAAS) utiized i high-rsk areas v
lassurance previously. The operating system should be analyzed for its attack surface and non-utilized n |Assets, Applications and/or| rc. oz 5 |restrictive baseline configurat
CMooa7 Operating System Security ety res should be stripped from the operating system. Many real-time operating systems contain Functional Intersects With | services (TAAS) for High- | CFC-02:5
[features that are not necessary for spacecraft operations and only increase the attack surface. Risk Areas
[Mechanisms exist to explicitly allow (allowlist / whitelist) and/or
[Ensure spacecraft's operating system is scrutinized/whitelisted and has received adequate software lblock (denylist / blacklist) applications that are authorized to
lassurance previously. The operating system should be analyzed for its attack surface and non-utilized Explicitly Allow / Deny 03,3 [execute on systems.
cHooar Operating System Security eatyres should be stripped from the operating system. Many real-time operating systems contain Functional Intersects With Applications CFG-033
[features that are not necessary for spacecraft operations and only increase the attack surface.
[Mechanisms exist to develop, document and maintain secure
[Ensure spacecraft's operating system is scrutinized/whitelisted and has received adequate software lbaseline configurations for Technology Assets, Applications and/or
ty[assurance previously. The operating system should be analyzed for its attack surface and non-utiized i Secure Baseline 02 [Services (TAAS) that are consistent with industry-accepted system
cMooa7 Operating System Security eatures should be stripped from the operating system. Many real-time operating systems contain Functional Intersects With Configurations CFG-02 | dening standards.
[features that are not necessary for spacecraft operations and only increase the attack surface.
INo appiicable SCF control
I avalable,use an authentication mechanism that allows GNSS recelvers to veriy the authenticty of
ation and of the entity transmitting it, to ensure that it comes from
R, e e s e s TR o e e e et e o
CcMooag Novioation ood Toming _[sYnchronize the internal system clocks for each processor to the authoritative time source when the Functional No Relationship NA NIA NA
HERD 9 ftime diﬂerenm is greater than the rsw defined interval. If Spacewire is utilized, then the spacecraft
should adhere ime to synchronize time across a
e e e
[Mechanisms exist to protect the integrity of source data to prevent
[When AVML is being used for mission critical operations, the integrity of the training data set is laccidental contamination or malicious corruption (e.g., dat
imperative. Data poisoning against the training data sef can have detrimental effects on the oisoning) that could compromise the perfarmance of Arifcial
Machine Learning Data ~ [functionality of the A/ML. Fixing poisoned models is very difficult so model developers need to focus on 12,5 [Intelligence and Autonomous Technologies (AAT).
CMooss Integrity lcountermeasures that could either block attack attempts or detect malicious inputs before the training Functional Intersects With | Data Source Integrity | AAT-12.2
lcycle occurs. Regression testing over time, validity checking on data sets, manual analysis, as well as
lusing statistical analysis to find potential injects can help detect anomalies
[Mechanisms exist to identify and document data sources utilized in
When Al/ML is being used for mission critical operations, the integity of the training data set is the training and/or operation of Artificial Intelligence and
imperative. Data poisoning against the training data sef can have detrimental effects on the |Autonomous Technologies (AAT)
Machine Learning Data ~ [functionality of the A/ML. Fixing poisoned models is very difficult so model developers need to focus on g
CMooss Integrity lcountermeasures that could either block attack attempts or detect malicious inputs before the training Functional Intersects With | Data Source Identification | AAT-12.1
lcycle occurs. Regression testing over time, validity checking on data sets, manual analysis, as well as
lusing statistical analysis to find potential injects can help detect anomalies
[Mechanisms exist to track the origin, development, ownershi
[When AVML is being used for mission critical operations, the integrity of the training data set is location and changes to Technology Assets, Applications, Services
imperative. Data poisoning against the training data sef can have detrimental effects on the landor Data (TAASD).
Machine Learning Data ~ [functionality of the A/ML. Fixing poisoned models is very difficult so model developers need to focus on y
cHooss Integrity lcountermeasures that could either block attack attempts or detect malicious inputs before the training Functional Intersects With Provenance AST-03.2
lcycle occurs. Regression testing over time, validity checking on data sets, manual analysis, as well as
lusing statistical analysis to find potential injects can help detect anomalies
[Mechanisms exist to facilltate the implementation of cryptographic
CMo0s0 On-board Message  |In addition to authentication on-board the spacecraft bus, encryption is also recommended to protect Functional Intersects With Use of Cryptographic | cay.o1 [protections controls using known public standards and trusted
Encryption lthe confidentiality of the data traversing the bus. trols. Cryptographic technologies.
[No appiicable SCF control
[To counter fault analysis attacks, it is recommended to use redundancy to catch injected faults. For
lcertain critical functions that need protected against fault-based side channel attacks, it is
et recommendie to deploy multple implementatons ofthe same function, Given an input, the spacecraft . .
chonsy Fault Injection Redundancy|can process it using the various implementations and compare the outputs. A selection module could be | Functional (DREHEE G e G
inconporated to decide he vald ouLput. Although sensor nodes have limited resources, crticalregions
lusually comprise the crypto functions, which must be secure
[Mechanisms exist to Implement an insider threat program that
Establish policy and procedures to prevent individuals (i.e., insiders) from masquerading as individuals includes a cross.discipline insider threat ncident handling team.
cMoos2 sder Threat rotection |with vald access o areas where commanding of the spacecalt s possble. Establish an Insider Threat Functional Intersects With | Insider Threat Program | THR-04
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CM0052

Insider Threat Protection

Establish policy and procedures to prevent individuals (i.e., insiders) from masquerading as individuals
\with valid access to areas where commanding of the spacecraft is possible. Establish an Insider Threat
rogram to aid in the prevention of people with authorized access performing malicious activities.

Functional

Intersects With

Insider Threat Awareness

THR-05

[Mechanisms exist to utilize security awareness training on
Irecognizing and reporting potential indicators of insider threat.

CM0052

Insider Threat Protection

[Establish policy and procedures to prevent individuals (i.e., insiders) from masquerading as individuals
lwith valid access to areas where commanding of the spacecraft is possible. Establish an Insider Threat
[Program to aid in the prevention of people with authorized access performing malicious activities.

Functional

Intersects With

Insider Threat Response
pability

1R0-02.2

[Mechanisms exist to implement and govern an insider threat
lprogram.

CM0052

Insider Threat Protection

[Establish policy and procedures to prevent individuals (i.e., insiders) from masquerading as individuals
with valid access to areas where commanding of the Spacecraft is possible. Establish an Insider Threat
rogram to aid in the prevention of people with authorized access performing malicious activities.

Functional

Intersects With

Insider Threats

MON-16.1

[Mechanisms exist to monitor internal personnel activity for
lpotential security incidents.

CM00S3

Physical Security Controls

Employ physicalsecurity controls (badge with pins, guards, gates, etc.) to prevent unauthorized access
[to the systems that have the ability to command the spacecraft.

Functional

Intersects With

Physical & Environmental
ctions.

PES-01

[Mechanisms exist to facilitate the operation of physical and
lenvironmental protection controls.

CM0054.

Two-Person Rule

[Utilize a two-person system to achieve a high level of security for systems with command level access to|
the spacecraft. Under this rule all access and actions require the presence of two authorized people at
all times.

Functional

Intersects With

Two-Person Rule

HRS-12.1

[Mechanisms exist to enforce a two-person rule for implementing
[changes to sensitive Technology Assets, Applications and/or
[Services (TAAS).

CM0055

Secure Command Mode(s)

Provide addltions! protection modes for commanding the spacecratt, These can be where the spacecraft
will restrict comman sed on geographic location of ground stations, special operational modes
ithin the Fight softwars, of even temporal controls where the spacecrart wil only accept commands
lduring certain times.

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

CM00S6

Data Backup

Implement disaster ecovery plans tha contaln procedures fo taking regular dsta backups that can be
lused to restore critical data. Ensure backups are stored off system and is protected from commor
Imethods adversaries may use to gain access and destroy the backups to prevent recovery.

Functional

Intersects With

Data Backups

BCD-11

[Mechanisms exist to create recurring backups of data, software
land/or system images, as well as verify the integrity of these
lbackups, to ensure the availability of the data to satisfy Recovery
[Time Objectives (RTOs) and Recovery Point Objectives (RPOs).

CM0057

‘Tamper Resistant Body

lUsing a tamper resistant body can increase the one-time cost of the sensor node but will allow the node
lto conserve the power usage when compared with other countermeasures.

Functional

Intersects With

Logical Tampering
Protection

AST-15

Mechanisms exst to assess the Integrity of critical Technology
|Assets, Applications andjor Services (TAAS) to detect evidence of
tampering, where:(1) Logical assessments evaluate the integrity

CM0058

Power Randomization

[Power randomization is a technique in which a hardware module is built into the chip that adds noise to
[the power consumption. This countermeasure s simple and easy to implement but is not energy

Id be impactful for size, weight, and power which is limited on spacecraft as it adds to
the fabrication cost of the device.

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

CM0059

Power Consumption
Obfuscation

[Design hardware circuits or perform obfuscation in general that mask the changes in pow
consumption to incresse the cost/ificuty of a power analyss attack. This wil increase the cost of
Imanufacturing sensor

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

CM0060

Secret Shares

lUse of secret shares in which the original computation is di such that the power
subset of shares s statisiclly independent, One of the majnrdrawbacks e e L e
he power consumption due to the number of operations that are almost doub

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

CMO061

Power Masking

[P i e T e e, B I o gl e st
e =S wmpasswble to deduce the secret key with partial informatio
lgathered through

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

cM0062

Dummy Process -
Aggregator Node

JAccording to Securing Sensor Nodes Against Side Channel Atacks, I I practcally Ineficien to prevent
[adversaries from identifying aggregator nodes in a network e T
raffic In sensor networks s power ntensive. Consequently, fncus on preventing adversaries ro
[dantitying vald sggreaation cycies of agaregator nodes. Gne solutioh to countar such attacks o to have
cach aggregator node axecLte Gumimy Gperatons that reserbie the average powe Consumption curve
lobserved during the normal operation of the aggregator node. Apart from simulating the power
lconsumption of a genuine process execution, the two necessities that the execution of the dummy
lprocess must incorporate to be successful in thwarting the accumulation pl

dummy execution process each e or have o ow repetition ate, This should help prevent the attacker
[from finding a pattern that would differentiate the execution of a dummy process from the

jexecution of an agoregator node, The second requirement relates tothe timing o the Sieain
ldummy process. Depending on whether there is a pattern to the timing of the execution of a
Procese, » Shreat actor may b able  identity and disregard the dumty process. For example,
threat actor is capable of identifying the presence or absence of a radio frequency transmission, the
sttacker can lsregard any power cansumption curve computec! during the sbsence of ransmission
signal. Similarly, if the dummy process is not executed ever he aggregator node receives a
T A L bt S e s
efectiveness ofthis scheme, the dummy brocess mustbe executed each time the posas e
a transmission as well as randomly during idle periods. The advantage of incorporating dum

jprocesses in an sqgregator i to minimize the ease of identiying ransrmission flow In & sensor

ot con be used b Idonty he bage station ofEhe Sansor nehwark. which cauld be Wighly confdGntial
ciical appications.

Functional

No Relationship

N/A

N/A

[No applicable SCF control

CM0063

Increase Clock
Cycles/Timing

lUse more clock cycles such that branching does not affect the execution time. Also, the memory access
times should be standardized to be the same over all accesses. If timing is not mission critical and time
is in abundance, the access times can be reduced by adding sufficient delay to normalize the access
[times. These countermeasures will result in increased power consumption which may not be conducive
for low size, weight, and power missions.

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

CM0064.

Dual Layer Protection

lUse a dual layered case with the inner layer a highly conducting surface and the outer layer made of a
Inon-conducting material. When heat is generated from internal computing components, the inner,
lhighly conducting surface will quickly dissipate the heat around. The outer layer prevents accesses to
[the temporary ot spots formed on the inner layer.

Functional

No Relationship

N/A

N/A

[No applicable SCF control

CM0065

OSAM Dual Authorization

eefore engaging In an On-orbie Servicing, Assembly, and Manufecturing (0SAM) mission,verificaion of
servicer shoul factor authenticated/authorized by both the serviced ground station and the
serviced asset.

Functional

No Relationship

N/A

N/A

[No applicable SCF control

CM0066

Model-based System
Verification

[Real-time physics model-based system verification of state could help to verify data input and control
equence changes

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

CM0067

Smart Contracts

[smart contracts can be used to mitigate harm when an attacker s attempting to compromise a hosted
lpayload. Smart contracts will stipulate security protocol required across a bus and should it be violated,
lthe violator will be barred from exchanges across the system after consensus achieved across the
Inetwork.

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

CM0068

Reinforcement Learning

sttt 2 renforcement learing agent Ehat wil detect anomalous events and redirect processes to
lproceed by ignoring malicious datajinp:

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

CM0069

Process White Listing

[simple process ID whitelisting on the firmware level could impede attackers from instigating
lunnecessary processes which could impact the spacecraft

Functional

Intersects With

Explicitly Allow / Deny
Applications

CFG-03.3

[Mechanisms exist to explicitly allow (allowlist / whitelist) and/or
lblock (denylist / blacklist) applications that are authorized to
Xecute on systems.

CM0070

Alternate.

[Establish alternate

Channels

paths to reduce the risk of all communications paths being affected
lby the same incident.

Functional

Intersects With

Alternate Communications
Channels

BCD-10.4

[Mechanisms exist to maintain command and control capabilities via
lalternate communications channels and designating alternative
ldecision makers if primary decision makers are unavailable.

CM0071

Communication Physical
Medium

Establish alternate physical medium for networking based on threat model/environment. For example,
fiber optic cabling is commonly perceived as a better choice in lieu of copper for mitigating network
lsecurity concerns (i.e., eavesdropping / traffic flow analysis) and this is because optical connections
[transmit data using light, they don't radiate signals that can be intercepted.

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

cM0072

Protocol Update /
Refactoring

[a protocol is a set of rules (i.e., formats and procedures) to implement and control some type of
lassociation (e.g., communication) between systems. Protocols can have vulnerabilities within their
specification and may require updating or refactoring based on vulnerabilties or emerging threats (i.e.,
lquantum computing).

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

cM0073

Traffic Flow Analysis
Defense

Utilizing techniques to assure traffic flow security and confidentiality to mitigate or defeat traffic analysis|
lattacks or reduce the value of any indicators or adversary inferences. This may be a subset of COMSEC
lprotections, but the techniques would be applied where required to links that carry TT&C and/or data
fransmisslons (¢ incude or-board the spacecraf) where appicatle given vaiue and stacker capabllty.
[Techniques may include but are not limited to methods to pad or otherwise obfuscate

and/or periodicity, of routing Infarmation andlor endpolnts, or methads
Jto frustrate statistical analysis.

Functional

Intersects With

Inbound & Outbound
‘ommunications Traffic

MON-01.3

[Mechanisms exist to continuously monitor inbound and outbound
lcommunications traffic for unusual or unauthorized activities or
lconditions.

cM0073

Traffic Flow Analysis
Defense

Utilizing techniques to assure traffic flow security and confidentiality to mitigate or defeat traffic analysis|
lattacks or reduce the value of any indicators or adversary inferences. This may be a subset of COMSEC
lprotections, but the techniques would be applied where required to links that carry TT&C and/or data
[transmissions (to include on-board the spacecraft) where applicable given value and attacker capability.
[Techniques may include but are not limited to methods to pad or otherwise obfuscate traffic
\volumes/duration and/or periodicity, concealment of routing information and/or endpoints, or methods
lto frustrate statistical analysis.

Functional

Intersects With

Network Intrusion
Detection / Prevention
Systems (NIDS / NIPS)

NET-08

[Mechanisms exist to employ Network Intrusion Detection /
[Prevention Systems (NIDS/NIPS) to detect and/or prevent intrusions
into the network

CM0073

Traffic Flow Analysis
Defense

Utilizing techniques to assure traffic flow security and confidentiality to mitigate or defeat traffic analysis|
Jattacks or reduce the value of any indicators or adversary inferences. This may be a subset of COMSEC
lprotections, but the techniques would be applied where required to links that carry TT&C and/or data
fransmissions (to include on-board the spacecraft) where applicable given value and attacker capability.
[Techniques may include but are not limited to methods to pad or otherwise obfuscate tr

raffic
andjor periodicity, routing information and/or endpoints, or methods
to frustrate statistical analysis,

Functional

Intersects With

Analyze Traffic for Covert
Exfiltration

MON-11.1

[Automated mechanisms exist to analyze network traffic to detect
lcovert data exfiltration.

CM0074

Distributed Constellations

|A distributed system uses a number of nodes, working together, to perform the same mission or
[functions as a single node. In a distributed constellation, the end user is not dependent on any single
satelite but rather uses multiple satellites to derive a capability. A distributed constellation can
lcomplicate an adversary’s counterspace planning by presenting a larger number of targets that must be
lsuccessfully attacked to achieve the same effects as targeting just one or two satellites in a less-
distributed architecture. GPS is an example of a distributed constellation because the functioning of the
lsystem is not dependent on any single satellite or ground station; a user can use any four satellites
within view to get a time and position

[210225_Harrison_Defense_Space.pdf?N2KWelzCz3hE3AaUUptSGMprDBIBSQG

Functional

Intersects With

Distributed Processing &
Storage

SEA-15

[Mechanisms exist to distribute processing and storage across
Imultiple physical locations.

CM0075

Proliferated Constellations (%

[Proliferated satelte constellations deploy a larger number of the same types of satelltes to si
orbis to perfonm the same missions. Wile clstpution relies on placing More setelltes or payloads on
lorbit that work together to provide a complete capability, proliferation is simply building more systems
r maintaining more on-orbit spares) to increase the constellation size and overall capacity.

[Proliferation can be an expensive option if the systems being proliferated are individually expensive,
sithough highly polfersted systems may reduce unit costs in production from the leaming curve effct
land economies of scale.* *https:

510355 Harmson Defenise.

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

CM0076

Diversified Architectures.

In s diversfied architecture, muliple systems contribute tothe same misslon using platforms and
Ipayloads that may be o in different orbits or in different domains. For example, wideband
communications to ixed and moblle users can be provided by the miltary’s WGS system, commercial
ISATCOM systems, airborne communication nodes, or terrestrial netw e Chinese BeiDou system
ffor pos , navigation, and timing uses a & et of arbte, withsateihes in geostationary orbit
(GEO), highly inclined GEO, and medium Earth orbit (MEO). Diversification reduces the incentive for an
ladversary to attack any one of these systems because the impact on the overall mission will be muted
since systems in other orbits or domains can be used to compensate for losses. Moreover, attacking
space systems in diversified orbits may require different capabilities for each orbital regime, and the
llatsrai domane fromislich tadks/sch s ol debt cotid hovel smoch brooder Impact
Ipolitically i
520255 Harrison Defence Sp

Functional

No Relationship.

N/A

N/A

[No applicable SCF control
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Notes

CM0077

Space Domain Awareness

Document Element (FDE) Description

[The credibility and effectiveness of many other types of defenses are enabled or enhanced by the ability|
lto quickly detect, characterize, and attribute attacks against space systems. Space domain awareness
(SDA) includes identifying and tracking space objects, predicting where objects will be in the future,
Imonitoring the space environment and space weather, and characterizing the capabilities of space
lobjects and how they are being used. Exquisite SDA—information that is more timely, precise, and
el e a6 i et raves e kieqtalBncluresoned
acuons (Gt S il el e e
ace-based sensors, such a: milary's Geosynéhrancus Space Situationsl Aworences Program
(GS5AP) inspector satelites. Many nations have SOA systams with various lovels of capaliity, and an
increasing number of private companies (and amateur space trackers) are developing their own space
surveillance systens, making the space enuironment more transparent o all users.* “hitpsi/csis-
_Harrison_Defense_Space.pdf?

N2KWe\zCz3hESAaUUPlSGMprDlB\BSQG

Functional

Relationship

No Relationship.

N/A

N/A

ontrol Descrip!

N/A

INo applicable SCF control

cM0078

Space-Based Radio
Frequency Mapping

ISpace-based RF mapping s the ability to monitor and analyze the RF environment that affects space
lsystems both in space and on Earth. Similar to exquisite SDA, space-based RF mapping provides space
erators with a more complete picture of the space environment, the ability to quickly distinguish

[t sl i ot ol By n sl b
lattacks. RF m: in allow operators to better characterize jamming and spoofing attacks from
[Earth or from omer satelites so that other defenses can be more effectively employed.* "hnps Jicsis-
farrison_Defense_Space.pdf

NSKWeloCsShE3AaUUpTS G DBIBSaG

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

CM0079

Maneuverability

[Satellite maneuver is an operational tactic that can be used by satelites fitted with chemical thrusters

lto avoid kinetic and some directed energy ASAT weapons. For unguided projectiles, a satellte can be

lcommanded to move out of their trajectory to avoid impact. If the threat is a guided projectile, like most

direct-ascent ASAT and co-orbital ASAT weapons, maneuver becomes more difficult and is only likely to

lbe effective if the satellite can move beyond the view of the onboard sensors on the guided warhead.*
3

[210225_Harrison_Defense_Sp: Q

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

CM0080

Stealth Technology

Ispace systems can be operated and designed in ways that make them difficult to detect and track.
Similar to platforms in other domains, stealthy sateliites can use a smaller size, radar-absorbing
(coatings, radar-deflecting shapes, radar jamming and spoofing, unexpected or optimized maneuvers,
land careful control of reflected radar, optical, and infrared energy to make themselves more difficult to
detect and track. For example, academic research has shown that routine spacecraft maneuvers can be
loptimized to avoid detection by known sensors.* *htp: m/s3fs-
lpublic/publication/210225_Harrison_Defense_ SresAson QG

Functional

No Relationship

N/A

N/A

[No applicable SCF control

CM0081

Defensive Jamming and

|A jammer or spoofer can be used to disrupt sensors on an incoming kinetic ASAT weapon 5o that it
lcannot steer itself effectively in the terminal phase of flight. When used in conjunction with maneuver,
this could llow a satelte to effectively “dodge” » ineti attack. Simiar systems could also be used to
ldeceive SDA sensors by altering the reflected radar signal to change the location, velocity, and number
of satelites tetected, ach ke cigial fadio fraquency memory (DRFM) jammers. used on rany miltary
arcraft today. A spacebased jammer can also be used to disrupt an adversary's abilty to
tps:/jc:
zmzzsjamsnnrnefense, with an ASAT weapon.

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

cM0082

Deception and Decoys

IDeception can be used to conceal or mislead others on the “location, capability, operational status,
Imission type, and/or robustness” of a satellte. Public messaging, such as launch announcements, can
limit information or actively spread disinformation about the capabilities of a satellte, and satellites can
lbe operated in ways that conceal some of their capabilities. Another form of deception could be
lchanging the capabilities or payloads on satellites while in orbit. Satelltes with swappable payload
Imodules could have on-orbit servicing vehicles that periodically move payloads from one satelite to
lanother, further complicating the targeting calculus for an adversary because they may not be sure
\which type of payload is currently on which satellite. Satellites can also use tactical decoys to confuse
lthe sensors on ASAT weapons and SDA systems. A satellite decoy can consist of an inflatable device
designed to mimic the size and radar sgnature of 3 satelte, and multiple decoys can be stored on the.
satellite for deployment when needed. Electromagnetic decoys can also be used in space that mimic the
R Signature of a satelte, similar to sircraft that dse a\rhnme de(oys such as the ADM-160 Miniature
|Air-launched Decoy (MALD).* 3.

210225 _Harrison_Defense_Spac: Q

Functional

No Relationship

N/A

N/A

[No applicable SCF control

CM0083

Antenna Nulling and
Adaptive Filtering

Satellites can be designed with antennas that “null” or minimize signals from a particular geographic
Iregion on the surface of the Earth or locations in space where jamming is detected. Nulling is useful
\when jamming is from a limited number of detectable locations, but one of the downsides is that it can
lalso block transmissions from friendly users that fall within the nulled area. If a jammer is sufficiently
close to friendly forces, the nulling antenna may not be able to block the jammer without also blocking
legitimate users. Adaptive filtering, in contrast, is used to block specific frequency bands regardless of
\where these transmissions originate. Adaptive filtering is useful when jamming is consistently within a
lparticular range of frequencies because these frequencies can be filtered out of the signal received on
lthe satellite while transmissions can continue around them. However, a wideband jammer could
interfere with a large enough portion of the spectrum being used that filtering out the jammed
frequencies would degrade overallsystem performance. * *https:/csis-website-

Ha efense_Space.pdf?

N2KWe\1C13hE3AaUUnlSGMprDIB\BSQG

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

CM0084.

Physical Seizure

|A space vehicle capable of docking with, manipulating, or maneuvering other satelltes or pieces of
ldebris can be used to thwart spacebased attacks or mitigate the effects after an attack has occurred.
Such a system could be used to physically seize a threatening satellite that is being used to attack or
lendanger other satellites or to capture a satellte that has been disabled or hijacked for nefarious
lpurposes. Such a system could also be used to collect and dispose of harmful orbital debris resulting
[from an attack. A key limitation of a physical seizure system is that each satellite would be time- and
lpropellant-limited depending on the orbit in which it is stored. A system stored in GEO, for example,
would not be well positioned to capture an object in LEO because of the amount of propellant required
lto maneuver into position. Physical seizure satellites may need to be stored on Earth and deployed once
lthey are needed to a specific orbit to counter a specific threat.* *httpss//csis-website-
_Harrison_Defense_Space.pdf?

lor mazon
IN2KWelzCz3hE3AaUUptSGMPDtBIBSQG

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

CM0085.

Electromagnetic Shielding

satellite components can be vulnerable to the effects of background radiation in the space environment
land deliberate attacks from HPM and electromagnetic pulse weapons. The effects can include
lcorruption on memory chips, processor resets, and short circuits that permanently damage.

[210225_Harrison_Defense_Sp: Q

Functional

No Relationship

N/A

N/A

[No applicable SCF control

cM0086

Filtering and Shuttering

Filters and shutters can be used on remote sensing satelltes to protect sensors from laser dazzling and

lblinding. Filters can protect sensors by only allowing light of certain wavelengths to reach the sensors.

Filters are not very effective against lasers operating at the same wavelengths of light the sensors are

ldesigned to detect because a filter that blocks these wavelengths would also block the sensor from its

intended mission. A shutter acts by quickly blocking or diverting all light to a sensor once an anomal

ldetected or a threshold is reached, which can limit damage but also temporarily interrupts the collection
data,* *ht b d.

210225 _Harrison_Defense_Sp

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

CM0087

Defensive
Dazzling/Blinding

lLaser systems can be used to dazzle or blind the optical or infrared sensors on an incoming ASAT
\weapon in the terminal phase of flight. This is similar to the laser infrared countermeasures used on
laircraft to defeat heat-seeking missiles. Blinding an ASAT weapon’s guidance system and then
Imaneuvering to a new position (if necessary) could allow a satellite to effectively “dodge” a kin:
attack. It Could aiso be used to dazzle or Dl the optcal sensors on nspector satellies to prevent them
from imaging a satelite that wants to keep Its capabilties concealed or o frustrate adversary SDA
efforts.*
210225_Harrison_Defense. Spa(e pdf’N2KWeIzCz3hE3AaUUpt5GMprDtBIBSQG

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

cMoo88

Organizational Policy

[Documenting cyber security policies is crucial for several reasons, paramount among them being the
lestablishment of a clear, consistent framework for managing and protecting an organization's
information assets. Such documentation serves as a foundational guideline that outlines the principles,
lprocedures, and responsibilities that govern the security of information. Having well-documented
lsecurity policies ensures that everyone in the organization, from the top management to the newest
lemployee, is on the same page regarding security expectations and behaviors. It provides a reference
lpoint for all staff, helping them understand their roles and responsibilities in safeguarding sensi

(data. By clearly efining what is expected, employees are better equipped to follow best practices and
lavoid actions that could compromise security. These policies act as a guide for implementing technical
lcontrols and security measures. They inform the selection, development, and maintenance of security
ltools and protocols, ensuring that there is a methodical approach to securing the organization's digital
Jassets. In the event of a security incident, having a documented policy in place provides a roadmap for
Iresponse and recovery, reducing the time and resources spent in mitigating the issue. As cybersecurity
in space is an area where regulatory compliance is becoming increasingly stringent, having documented
information security policies is often a legal or regulatory requirement, and not simply a best practice.

Functional

Subset Of

Publishing Security,
Compliance & Resilience
Documentation

Gov-02

[Mechanisms exist to establish, maintain and disseminate policies,
standards and procedures necessary for secure, compliant and
resilient capabiliies.

cM0089

Assessment &
‘Authorization

[The ASA process establishes the extent to which a particular design and implementation, meet a set of
[specified security requirements defined by the organization, government guidelines, and federal
Imandates into a formal authorization package.

Functional

Intersects With

Information Assurance (IA)

1A0-01

[Mechanisms exist to facilitate the implementation of security
lcompliance and resilience assessment and authorization controls.

CM0090

Continuous Monitoring

[Maintaining ongoing awareness of information security, vulnerabilities, and threats to support
risk ecisions.

Functional

Intersects With

Continuous Monitoring

MON-01

[Mechanisms exist to facilitate the implementation of enterprise-
[wide monitoring controls.

Secure Controls Framework (SCF)
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