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FDE Name Focal Document Element (FDE) Description SCF Control RS s ()

[No applicable SCF control

1 15 Policies and Organization NIA Functional | No Relationship NIA NIA 0

11 Information Security Policies NA Functional | No Relationship NA NA NA o HelopplicabiclSCHEs b

|+ The requirements for information security have been determined and documented:

T i man reoduped T h rganzoion dous pubtsing securty,
111 A Moy s prepared an 1 reeased by e aroanzat Functonal | ntersects With | Complance & Resience | GOvoz [Hechanisms exit to estalish, maintin ond disseminote plices standords s
|+ The policy includes objectives and the significance of mfnrmatmn ‘security within the Documentation P vy . P P

lorganization.

iecharisms oxst o efin the Contert of I Business model and document
1+ The requremens for nformation scurty ave b detemined and documentad the organization's mission
The requirements are agapted to the organization's goa
111 A A paliy s prepared and i released by the organizaton Defining Business Context & Gov.og
1 he ey nclude ojectves am th sgnincanc o niommaton securty Wit the

Functional | Intersects With

+ The requirements for nformation securty hiave besn determined and documentes
- The requirements are adapted to the organization’s goals, IMechanisms exist to establish control objectives as the basis for the
111 NIA | poliy is prepared and s release by the wgamzanon Functional | Intersects With | Define Control Objectives | GOV-09 [selection, implementation and management of the organization's internal H
he policy includes objectives and the significance of information security within the lsecurity, compliance and resilience control system.

rgonioation.

+ The requirements fo nformation securty have been determined and documented:

Statutory, Regulatory & pLoy  [Mechanisms exist to faciltate the identification and implementation of

111 N/A - A policy is prepared and is released by the urgamzauen Functional | Intersects with | - 2RO HEOTBON Televant statutory. regulatory and contractual controle.

[+ The policy includes objectives and the significance of information security within the
lorganization.

0 Organization of Information [No applicable SCF control
Securiy

N/A Functional | No Relationship NIA NIA NIA o

-+ The scope ofthe 1SS (the organization managed by the ISWS) s defined:
|+ The organization's requirements for the ISMS are determined

- The organizational management has commissioned and approved the ISHS,
121 o |+ The ISMS provides the organizational management with suitable monitoring and control

Imeans (e.g. management review,

|+ Applicable controls have been determined (e.g. ISO 27001 Statement of Applicability,
|completed ISA catalogue).

The effectiveness of the ISMS is regularly reviewed by the management.

Functional Subset of Security, Compliance & Gowor |Mechaniams exist tofclltatethe mplementaton of securty, compllance

Resilience Program (SCRP) land resilience governance contr

|+ The scope of the ISMS (the organization managed by the ISMS) is defined
|+ The organization's requirements for the ISMS are determined.
|+ The organizational management has commissioned and approved the ISMS. IMechanisms exist to align security, compliance and resilience capabilities
|+ The ISMS provides the organizational management with suitable monitoring and control | ¢ | nirsects witn | Steering Committee & | <o o) 1 |with business requirements through a steering committee or advisory board,
ment review). Program Oversight lcomprised of key cybersecurity, data protection and business executives,
+ Applicable controls have been determined (e.g. ISO 27001 Statement of Applicability, which meets formally and on a regular basis.
|completed ISA catalogue)
|+ The effectiveness of the ISMS s regularly reviewed by the management.

|+ The scope of the ISMS (the organization managed by the ISMS) is defined.
The org for the I

|+ The organizational management has commissioned and approved the ISMS,
121 ey |+ The ISMS provides the organizational management with suitable monitoring and control
g means (e
Applicable controls have been determined (e.g. 1SO 27001 Statement of Applicability,
lCompleted 154 catalogue)
[+ The effectiveness of the ISMS is regularly reviewed by the management.

[Mechanisms exist to assign one or more qualified individuals with the mission|
land resources to centrally-manage, coordinate, develop, implement and s
Imaintain an enterprise-wide Security, Compliance & Resilience Program

(SCRP).

Assigned Security,
Functional | Intersects With | Compliance & Resilience GOv-04
Responsibilities

|+ The scope of the ISMS (the organization managed by the ISMS) is defined.
|+ The organization's requirements for the ISMS are determined.

|+ The organizational management has commissioned and approved the ISMS. IMechanisms exist to enforce an accountability structure so that appropriate
- The ISWS provides the organizational management with stitable manitoring and control Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
121 (A Imeans (e.g. management review). Functional | Intersects With Structure GOV-04.1 |measiiring and managing Technology Assets, Applications, Services andor
[+ Applicable controls have been determined (e.g. ISO 27001 Statement of Applicability, [Data (TAASD)-related risks.

|completed I5A catalogue).

[+ The effectiveness of the ISMS is regularly reviewed by the management.

[+ The scope of the ISMS (the organization managed by the ISMS) is defined.

|+ The organization's requirements for the ISMS are determined

|+ The organizational management has commissioned and approved the ISMS. IMechanisms exist to establish an authoritative chain of command with clear

|+ The ISMS provides the organizational management with suitable monitoring and control Authoritative Chain of lines of communication to remove ambiguity from individuals and teams.

121 A means (e.g. management review. N ° Functonl | ntersects With Comman BOV-08.2 | J5kc fo managing Techology Assets, ABplcations, Services andior Data
Applicable controls have been determined (e.g. 1SO 27001 Statement of Applicability, (TAASD)-related risks.

|completed ISA catalogue)

[+ The effectiveness o the ISMS is regularly reviewed by the management.

-+ The scope ofthe 1SS (the organization managed by the ISWS) s defined:
+ The organizatio's requirements for te ISMS are determined

- The organizational management has commissioned and approved the ISHS
- The ISHS provides the  organizationl management with sutable monttering and contrl Mecharisms exist to develop,report and monitor Securty, Complance &
Imeans (e.g. management review, Functional | Intersects With | Measures of Performance | GOV-05|gegilience Program (SCRP) measures of performan
'+ Applicable controls have been determined (e.g. 150 27001 Statement of Applicabilty.
|completed ISA catalogue).

The effectiveness of the ISMS is regularly reviewed by the management.

-+ The scopeof he 1SS (the organizaton managed by the ISHS) s defined

|+ The organizational management has commissioned and appruved the ISMS.

|+ The ISMS provides the organizational management with suitable monitoring and control
ment review).

|+ Applicable controls have been determined (e.g. ISO 27001 Statement of Applicability,

|completed ISA catalogue).

|+ The effectiveness of the ISMS is regularly reviewed by the management.

Operationalizing Security, [Mechanisms exist to compel data andor process owners to operationalize
Functional | Intersects With | Compliance & Resilience GOV-15 security, compliance and resilience practices for each Technology Asset, H
apabilities |Application and/or Service (TAAS) under their control.

|+ The scope of the ISMS (the organization managed by the ISMS) is defined.
The org for the I

|+ The organizational management has commissioned and approved the ISMS,
121 m |+ The ISMS provides the organizational management with suitable monitoring and control
. means (e.g. management review).
Applicable controls have been determined (e.g. SO 27001 Statement of Applicability,
compleled 1SA catalogue)
“The effectiveness of the ISMS is regularly reviewed by the management.

[Mechanisms exist to compel data andjor process owners to select required
Functional | Intersects With Select Controls GOV-15.1  |security, compliance and resilience controls for each Technology Asset, 5
|application and/or Service (TAAS) under their control

+ The scope of the ISMS (the organization managed by the ISMS) is defined
+ The organization'’s requirements for the ISMS are determined.
+ The organizational management has commissioned and approved the ISMS.
+ The SHS provides the organizational management with suitable monioring and control atutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
121 (T imeans (e.g. management review) Functional | Intersects WIth |- Contractual Compliance | <01 lrelevant statutory, regulatory and contractual controls s
+ Applicable controls have been determined (e.g. ISO 27001 Statement of Applicability,

|completed ISA catalogue).

[+ The effectiveness of the ISMS is regularly reviewed by the management.

+ The scope o the ISMS (the organization managed by the ISMS) is defined.
+ The organization's requirements for the ISMS are determined.
|+ The organizational management has commissioned and approved the ISMS.
121 oy |+ The ISMS provides the organizational management with suitable monitoring and control
means e.5. management review

Applicable controls have been determined (e.g. ISO 27001 Statement of Applicability,
comDIeted I5A catalogue).

e effectveness of ne IS s requlary reviewed by the management.

IMechanisms exist to document and validate the scope of security,
Functional | Intersects With Compliance Scope CPLO12  |compliance and resilience controls that are determined to meet statutory, 5
Iregulatory andjor contractual compliance obligations.

+ Responsibities for information seculty within the rganization are defined, documented. IMechanisms exist to assign one or more qualified individuals with the mission|

Jand assigned. Assigned Security,
 their g land resources to centrally-manage, coordinate, develop, implement and
122 NA - me ::Z?Enr\eeszmiysf: are defined and quaified fortheir task. Functonal | ntersects With | Complance & Resilence. | GOV-04 oL L Sty Complance & Resilence Prooram s
(SCRP)

|+ The contact persons are known within the organization and to relevant business partners |

+ Responsiblities or Information securty withn the organization are defined, documented,
land a:

122 N/A e reaponsible employees are defined and quelfied forthei task. Functional | Intersects With
[+ The required resources are availabl

|+ The contact persons are known i the organization and to relevant business partners.|

Mechanisms exis to enforce an accountabilty structure 5o that appropriate
Stakeholder Accountability | oy 0.1 [teams and individuals are empowered, responsible and trained for mapping,

meatuing and managing Technology Assers, Applcations, Services andior
[Data (TAASD)-related risks.

 Responioiiies for information security within the organization are defined, documented,

land assi

122 NIA [+ The responsm\e employees are defined and qualified for their task. Functional | Intersects With
|+ The required resources are available.

|+ The contact persons are known within the organization and to relevant business partners.

IMechanisms exist to establish an authoritative chain of command with clear
Authoritative Chain of GOv-04.2 [iines of communication to remove ambiguity from individuals and teams 5

Command related to managing Technology Assets, Applications, Services and/or Data
(TAASD)-related risks.

+ Respansiites for information securty within the organiztion are defined, documented)

land assigne [Mechanisms exist to manage personnel security risk by assigning a risk
122 N/A [+ The responsm\e employees are defined and qualifed for their task. Functional | Intersects With | Position Categorization HRS-02  |designation to all positions and establishing screening criteria for individuals 5
|+ The required resources are availabl [filing those positions.

- The contact persons are known within the organization and to elevant business partners.

|+ Responsibilities for information security within the organization are defined, documented,
land assigned.
122 NIA + The responible employees are defined and quaified for their task. Functional Subset Of
[+ The required resources are availal

|+ The contact persons are known i the organization and to relevant business partners.|

Defined Roles & exist to define roles & for all
Responsibilities HRS-03 Ipersonnel. 10

|+ Responsibilities for information security within the organization are efined, documented,

b
Competency Reautements echanims exit to ensur that al securiy-related peiions are taffed by
122 A e s empoys e deined o s o sk Funcional | intersects win . 5032 s

+ The espanse employes re ¢ e R Feson] e madoss whe hove e neccsonty S et

ne Comiacs b s Know ki th argarization and o reevant businss partners.

iecarams o4 o Geriy 37 TV e SReTeigers o7 il

|+ Responsibilities for information security within the organization are defined, documented, [Technology Assets, Applications, Services and/or Data (TAASD) to support

I paiale . e gt et mesgeian o hose sese
122 A e sekponsible employees aredefned and qualited for thelr ask Funcional | intrsects witn | Sokeholder deniication & o7 5 s

|+ The required resources are avalable.
|+ The contact persons are known within the organization and to relevant business partners.

[Mechanisms exist o determine security, compliance and resiience control

lapplicability by identifying, assigning and documenting the appropriate asset

123 NA + Projects are classified while taking into account the information security requirements. Functional | Intersects With | Asset Scope Classification | AST-04.1 [SCOPe categorization for all Technology Assets, Applications andjor Services 5
((TAAS) and personnel (internal and third-parties)

[Mechanisms exist to ensure data and assets are categorized in accordance 5

123 NIA |+ Projects are classified while taking into account the information security requirements. Functional | Intersects With | Data & Asset Classification | - DCH-02  [LBCIA S S 10 oL o 2 e e e wiramente

IMechanisms exist to assess security, compliance and resilience controls in

Securlty, Compliance & lsystem project development to determine the extent to which the controls.

123 NA + Projects are classified while taking into account the information security requirements. Functional Subset Of Resience n Project R0 O e At e oo e el 10
o loutcome with respect to meeting the requirements.
Mechanisms exist to Identify critical system components and functions by
Security, Compliance & Iperforming a criticality analyss for critical Technology Assets, Applications
123 NA + Projects are classified while taking into account the information security requirements. Functional | Intersects With | Resilience Requirements |  PRM-05  [ancjor Services (TAAS) at pre-defined decision pointe in the Se s
nition IDevelopment Life Cycle (SDLC).
[+ The concerned services and IT services used are identified.
|+ The security requirements relevant to the IT service are determined: echanisms exist t enforce an accountabilty structure so that appropriate
+ The organization responsible for implementing the requirement is defined and aware of Stakeholder Accountability ’ keams and indvicusi e empowered, responsie nd ralned or mapping.
124 R ts responsibilty Functional | Intersects With Structure GOV-041 |measuring and managing Technology Assets, Appications 'Services angior s
chanisms for shared responsibilities are specified and implemented Data (TARSD) retated rsks.

[+ The responsible organization fulfils its respective responsibilities.

Secure Controls Framework (SCF) 10f9



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Desc;
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SCF Control

Secure Controls Framework (SCF)
Control Description

Strength e
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Rationale Relation
+ The concerned services and IT services used are identified.
|+ The security requirements relevant to the IT service are determined:
IMechanisms exist to compel data and/or process owners to select required
124 A . The organiaton responsible orimplementing the requiement s defined nd aware of | uncyona | ersects with | Select Controls GOV1S.1 [Security: compiance and resiance contrd fo <ach Tochnology Acset. s
anisms for shared responsibilities are specified and implemented. [Application and/or Service (TAAS) under their control
+ The responsible organization fulfils it respective responsibiiiies.
[+ The concered services and IT services used are identified [Mechanisms exist to determine security, compliance and resilience control
licability by identifying, assigning and documenting the appropriate asset
[+ The security requirements relevant to the IT service are det 2ppl
ecurlty requi var 1 service are determir . scope categorization for all Technology Assets, Applications andor Services
124 NIA Lﬁzg;oﬁz‘g‘f”“” esponsible for implementing the requ ementis “ﬁ“d and aware of Functional | Intersects With | Asset Scope Classification | AST-04.1 [(TAAS) and personnel (internal and third-parties) B
+ Mechanisms for shared responsibilites are specified and implemented.
+ The responsible organization fulfils ts respective responsibilities.
[+ The concerned services and IT services used are identified.
+ The security requirements relevant to the IT service are determin
e organisation ecpans el for mplementing the requirement  asfined and aware of et ; Defined Roles & y exist to define roles & for all
124 z ts responsibilty. Functional | Intersects With Responsibilties HRS03personnel s
Mechanisms for shared responsibilities are specified and implemented
+ The responsible organization fulfils s respective responsibilites.
- The concered services and IT services used are identified Fecharirs et o reque conractua reauremants o appicale securty,
|+ The security requirements relevant to the IT service are determined; o atiorre aaes ig;cmfeq(‘; &CS"}:';:"';"‘WY A‘;se‘:s Acpsp‘:fmf;n: amices
124 o - The arganiztion responsibe or implementing the reguirement is defined and aware of | pyncional | ntersects with | ThF:Party Contract Teos  |damastionss needs ! 5
ponsibilty. rements
+ Mechanisms for shared responsibilites are specified and implemented
+ The responsible organization fulfils it respective responsibiiities.
[+ The concerned services and IT services used are identified
[+ The security requirements relevant to the IT service are determined: Responsible, Accountabie, IMechanisms exist to document and maintain a Responsible, Accountable,
organization responsible for implementing the requirement is defined and aware of ) t g » ISupportive, Consulted & Informed (RASCI) matrix, or similar documentation,
124 A s responaity. Functonal | Intrsects With | - Supportive, Consulted &' | TPMA05.4 28Tt S5 anment for seculy, complance and reilence controls s
anisms for shared responsibilities are specified and implemented. lbetween interal stakeholders and External Service Providers (ESPs).
+ The responsible organization fulfils ts respective responsibilities.
13 Asset Management WA Functional | No Relationship /A NA /A 0 o applicable SCF control
[Mechanisms exist to identify and assess the security of Technology Assets,
 nformation assets and ofher asses where securiy i elevant to the rgarization are lApplications and/or Services (TAAS) that support more than one critical
identified and recorded. lousiness function.
131 NA h person responsibl for these information assets s assigned. Functional | Intersects With | Asset-Service Dependencies|  AST-01.1 5
|+ The supporting assets processing the information assets are identified and recorded
- A person responsible for these supporting assets is assigned.
[Mechanisms exist to Identify and involve pertinent stakeholders of criical
+ Information assets and other assets where security is relevant to the organization are [Technology Assets, Applications, Services and/or Data (TAASD) to support
dentified and recorded.  dentification the ongoing secure management of those assets.
131 NA - A person responsible for these information assets is assigned. Functional | Intersects Wit | Stakehoider identification &1 xgr.9, 5 5
|+ The supporting assets processing the information assets are identified and recorded
- Aperson responsible for these supporting assets is assigned.
+ Information assets and other assets where security is relevant to the organization are
identified and recorded. IMechanisms exist to ensure asset ownership responsibilities are assigned,
131 NA - A person responsible for these information assets is assigned. Functional | Intersects With [Asset Ownership Assignment|  AST-03 [tracked and managed at a team, individua, or responsible organization level s
e supporing asset procesing he nformation assets re Genified and rcorded to establish a common understanding of requirements for asset protection.
Aperson responsible for these supporting assets is assigne
1+ A consstet scheme for th cassfctionofinformatian assts regarcing theprotection
lgoal of confidentiality is availabl
 Evaluation o the ilentifisd information assets is cared out according o the defined
132 A e and s o e arsing Cossicaion s Functional | ntrsects i | Sensiive) Reguiated Data | g 5 - Mechanisms et o protectsensitvelregulated data wherever K is s
+ Specifcations for the handing of supporting assets (e.g.ldentification, correct handiing, P
ransport, storage, retarn, deletion/disposal) Gepending oh the clasafication of nformation
assets are in place and implemented.
+ A consistent scheme for the classification of information assets regarding the protection
lgoal of confidentiality is availabi
+ Evaluaion ofthe identiied inormation asses s carried out accoring t the defined Defining Access
132 A Criteria and assigned t th existing classicaton sch Funciona | Intrsects i [ uhorzoton o Sensive | DCHoL4 [ehanisms e o el detne aunorizons fr st il s
-+ Specifications for the handiing of Supporting assets (e.g. identification, correct handiin equlate
Specifi for the handiing of supporting (03, identi handiing, Regulated Dat: 9 Phy; 9
rarspor, siorage, retun, dletonisosal)Gepending o1 the clasifcaion ofinformation
assets are in place and implem;
1+ A consistent scheme for th cassfction of informatian assfs regarcing theprotection
900l of confdentiliy s avaia
- Evaluation o the ilntified information assets i carried out according to the defined
132 A Crieria and assigned t the xising clssiicaion scheme Functional | Intrsects With | Data & AssetClassitcation | DH-02 [MeChanims exis to ensure data and assets are categorized i accordance s
+ Specifications for the handiing of supporting assets (e.g. identification, correct handling, PP ¥, regulatory a
ltransport, storage, return, deletion/disposal) depending on the classification of information
assets are in place and implemented.
[+ External IT services are not used without explicit assessment and implementation of the
information security requirements:
- Arisk assessment of the external IT services s available, IMechanisms exist to facilitate the implementation of third-party
133 R - Legal, regulatory, and contractual requirements are considered. Functional | Intersects With | - Third-Party Management | TPM-01 controls. s
The external IT services have been harmonized with the protection need of the processed
information assets.
[+ External IT services are not used without explicit assessment and implementation of the [Mechanisms exist to conduct a risk assessment prior to the acquisition or
oo S e e ousouring oftecnology-rlated Technology Asset, Apicaios ancor
A risk assessment of the external IT services is available, ) [Thircparty Risk Assessments ervices
133 @ - Legal, regulatory, and contractual requirements are considered. Functional | Intersects With & Approvals TPN-041 s
|+ The external IT services have been harmonized with the protection need of the processed
information assets
- External T services are notused without explctassessment and implementaton f the T o] e uments for Spplcalle Sacurt.
lcompliance and resilience requirements with third-parties, reflect
o ey reuirement orqa At e nacas o pratett 18 Teermelogy Aesurs Applcations Semices
A sk assassment of the extemal IT services Is available, Third-Party Contract 2
133 A - Legal, regulatory, and contractual requirements are considered. Functional | Intersects With Requirements TPM-0S |andjor Data (TAASD) s
|+ The external IT services have been harmonized with the protection need of the processed|
information assets
[+ External IT services are not used without explicit assessment and implementation of the
nformation security reayiremens: Responsible, Accountable IMechanisms exist to document and maintain a Responsible, Accountable,
assessment of the external IT services is available, g g Supportive, Consulted & Informed (RASCI) matrix, or similar documentation,
133 A Lga, reauiatory. and contiactua requrements e concidered Functonal | Intrsects With | - Supportive, Consulted & | TPM-05.4 5 Eiats oSCanment fo secuy, compiance and reilence contros s
|+ The external IT services have been harmonized with the protection need of the processed loetween internal stakeholders and External Service Providers (ESPs).
information assets.
+ Softwareis approved before nstalation or use Th following aspects are onsidered
 Limited approval for speci
 Conformanta v the information securty redarements et ; Software Licensing exist to protect Intellectual Property (IP) ights with software
134 R  Software use rights and licensing Functional | Intersects With Restrictions AST-02.7iicensing restrictions s
- Source / reputation of the software
+ Software approval also applies to special purpose software such as maintenance tools
+ Software is approved before installation or use. The following aspects are considered:
- Limited approval for specific use-cases or roles
 Conformance to the information security requirements ) Prevent Unauthorized IMechanisms exist to configure systems to prevent the execution of
134 3 - Software use rights and licensin Functional | Intersects With | s ftware Execution CFG-03:2  unauthorized software programs. s
- Source / reputation of the softwart
-+ Software approval al%0 applies t special purpose software such as maintenance tools
|+ Software is approved before installation or use. The following aspects are considered:
 Limited approval for specific use-cases or roles
- Conformance to the information security requirements Mechaniams exst to enforce software usage restictions to comply with
134 G - Software use rights and licensi Functional | Intersects With | Software Usage Restrictions | CFG-04 |appjcable contract agreements and copyright la s
- Source / reputation of the software
+ Software approval also applies to special purpose software such as maintenance tools
Software is approved before installation or use. The following aspects are considered:
- Limited approval for specific use-cases or roles
- Conformance to the information security requirements y s [Mechanisms exist to restrict the ability of non-privileged users to install
134 NA e e e aormatien Functional | Intersects With | User-nstalled Software | CFG05  |Mechanisms exst to re 5
~ Source / reputation of the software
+ Software approval also applies to special purpose software such as maintenance tools
14 15 Risk Management NA Functional | No Relationship /A NA /A 0 [No applicable SCF control
|+ Risk assessments are carried out both at regular intervals and in response to events.
+ Information security isks are appropriately assessed (e.q. for probability of occurrence
land potential damage) Mechanisms exist o acilate the Implementation of strategic,aperational
141 G '+ Information security isks are documented. Functional SubsetOf | Risk Management Program | - RSK-01  lan tactical risk management control 10
+ A responsible person (risk owner) is assigned to each information security risk. This
person i responsible for the assessment and handiing of the information security risks.
+ Risk assessments are carried out both at regular intervals and in response to events.
o identify:(1) affecting risk
|+ Information security risks are appropriately assessed (e.g. for probability of occurrence bl
o ocurty response an sk monltoring(2) Constraints affecting rik assessments, isk
141 NA e sk are documented, Functional | Intersects With Risk Framing RSK-0L.1  [response and risk monitoring;(3) The organizational risk tolerance; and(4) 5
L R aeponai peraon {1k ownen f sesgned o each information secuiy rik. This iites,benefis and rade-offs considered by the organizaton for
person i responsible for the assessment and handling of the information security risks. 9ing
+ Risk assessments are carried out both at regular intervals and in response to events
+ Information security risks are appropriately assessed (e.g. for probability of occurrence
141 N/A jand potential ‘secrity risks are documented Functional | Intersects With Risk Identification RSK-03  [Mechanisms exist to identify and document risks, both internal and external. 5
[+ A responsible person (risk owner) is assigned to each information securiy risk. This
person is responsible for the assessment and handling of the information security isks.
+ Risk assessments are carried out both at regular intervals and in response to events
+ Information security risks are appropriately assessed (e.g. for probability of occurrence
e o Mechanisms exis to develop and keep current a catalog of applicable risks
141 NA e fsks e documented Functional | Intersects With Risk Catalog RSK-03.1  [associated with the organization's business operations and technologies in s
[+ A responsible person (risk owner) is assigned to each information security risk. This use:
person is responsible for the assessment and handling of the information security risks.
[Mechanisms exist to conduct recurming assessments of risk that includes the
likelihood and magnitude of harm, from unauthorize isclosur
+ Risk assessments are carried out both at regular intervals and in response to events. MR ettt A v
+ Information security risks are appropriately assessed (e.g. for probability of occurrence e A g A i A 13
and potential damage). ) g .
141 WA e o8]k are documented Functional | Intersects With Risk Assessment RSK-04 5
+ A responsible person (risk owner) is assigned to each information security risk. This
person is responsible for the assessment and handling of the information security risks.
[+ Risk assessments are carried out both at regular intervals and in response to events.
+ Information security risks are appropriately assessed (e.g. for probability of occurrence
land potential damage). Mechanisms exs to mainain a sk egister tht aciltates monitoring and
141 NA e e ek are documented Functional | Intersects With Risk Register Rsk-04.1 [llechanisms ex 5
+ Aresponsible person (risk owner) is assigned to each information security risk. This
person i responsible for the assessment and handling of the information securiy risks.
15 Assessments WA Functional | No Relationship /A N/A /A 0 [No applicabla SCF control
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SCF Control

Secure Controls Framework (SCF)
Control Description

Strength e
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|+ Observation of policies is verified throughout the organization.
|+ Information security policies and procedures are reviewed at regular intervals. Publishing Security,
151 i - Compliance with information securiy redirements (6.9, technical speciications) s Functional | Itersects With | - Compliance & Resience | - 60V-02. L L UG8 CLT o eccary for secure, compliant and resilent capabilties s
|+ Observation of policies is verified throughout the organization.
|+ Information security policies and Dm(ed res are reviewed at regular intervals.
e o Coted iy e o oo Govstons e MBS ousiet | omcora | mrseci i | Excoton arssement | Govn1 |-t e it ictre o srarts et v e :
|+ Information security policies and procedures are reviewed at regular intervals. Periodic Review & Update of lif significant changes occur to ensure (he\r (or\lmumg Sul(ablh\y, adequacy
151 i - Compiiance with information securiy redirement (6.9, technical speciicatons) s Functonal | Intersects With |~ Securlty, Compliance & | GOV-03 s
|verified at regular interv g
|+ Observation of policies is verified throughout the organization.
|+ Information security policies and procedures are reviewed at regular intervals. .
e o Cotet g e o oo Goators) e MAed a0t o | st it | o comptanc oversnt | coLo1 [ e ST e e o roncamplorce |
|verified at regular interv g
|+ Observation of policies is verified throughout the organization.
|+ Information security policies and procedures are reviewed at regular intervals.
151 m + Measures for carrectng potential non-conformitis (deviatons) are iniiated and ursued | pyncrional | ntersects With [ SECUrt, Compliance & CpLoz  |Mechanisms exist to provide a security, compliance and resilience controls. s
|+ Observation of policies is verified throughout the organization.
|+ Information security policies and procedures are reviewed at regular intervals. IMechanisms exist to \mp\ement an internal audit function that is capable of
151 o |+ Compliance with information security requirements (e.q. technical specifications) is Functional | Intersects With | Internal Audit Function CPL021 |y ppropriateness uf(he orgzmzauon s technology and information 5
nd/or resilience control;(3) Description of the deficiency(ies);(4) Risk
|+ Information security reviews are carried out by an independent and competent body at s i it e
152 N/A Iregular intervals and in case of fundamental changes. Functional | Intersects With Ca“ah"}‘r‘:fk?ncg“‘c““’ 1a0-05  [3ssociated with the “f‘“‘”‘“y““‘ ‘5’ Source dcf‘““"(“um ols, if applicable; 5
|+ Measures for correcting potential deviations are initiated and pursued. (7) Point of Contact (POC) ke g asset/pm(sss ‘owner):(8) Resources required
Incident and Crisis N N [No applicable SCF control
16 Management. N/A Functional No Relationship N/A N/A N/A o
emp\eyees and relevant Slakehu\ders The fnl\owlng asDe(ts are considere
- Events and observations re\ated to phy s\(a\ ss(uﬂ(y (e. Q . mtrusmn theft, unauthorized
Bt wnersve sysems, | o | susssor | weosmang | mows [ @ e b eectiner |
Letecred succesiol or bmeuceesslul attacks) andte) Recovery.
- Events and observations related to suppliers and other business partners (e.g., any
lincidents that can have negative effect on the security of own organization)
[employees and relevant stakeholders. The following aspects are considerec
- Events and observations related to personnel (e.g., misconduct / misbehaviour)
- Events and observations related to physical security (e.g., intrusion, theft, unauthorized
161 /A |detected successful or unsuccessful attacks) Functional | Intersects With (10€) IRO-03 igentify the signs of potential cybersecurity events 5
- Events and observations related to suppliers and other business partners (e.g., any
lincidents that can have negative effect on the security of own organization)
|+ Adequate mechanisms based on perceived risks to report security events are defined,
|+ An adequate reaction to reported security events is ensured. . o
16.2 N/A |+ Lessons learned are incorporated into continuous improvement. Functional Subset Of Incident Handling IRO-02 amnadrzg?!gsl’dem report m(ake (3) Analysis;| LM Containment;(5) Eradication; 10
[+ Reported events are processed without undue delay.
IMechanisms exist to document, monitor and report the status of
16.2 N/A Functional Intersects With IRO-09 |cybersecurity and data protection incidents to internal stakeholders all the 5
|+ Lessons learned are incorporated into continuous improvement. Incidents |way through the resolution of the incident.
[+ Reported events are processed without undue dela . imely
et Tes i e sty cvnt - enros Funcionl | s wan | 0o Saehoier | o3y [ASEIET St le e et onicane ) ol s
- |+ Lessons learned are incorporated into continuous improvement. Reporting lauthorities. .
|+ Reported events are processed without undue dela;
- The required resources are available. .
163 A and authority forcrisis within the organization are defined, | Functional | Intersects With | ncident Response Plan (RP)|  [R0-04 | MeChanisms exstto maintain and make avallable a curent and viable s
du(umented, and assignec P
|+ An aPWuDrlate planning to react to and recover from crisis situations exists.
163 N oty or i within the organizaton are defined, | Functional | Intersects ith | Megrated Security incdent | 15,07 |oisiness functon representatives that are capable o adaressing s
documen[ed and a: P lcybersecurity and data protection incident response opera(mns
2 Human Resources. N/A Functional | No Relationship N/A N/A N/A 0 Neseelicebieiserlcontel
211 NA :‘Tﬁ"“f““"eme"“ for employees with ’“pe“ to their job profiles are determined and Functional | Intersects With | Position Categorization HRS-02  |designation to all positions and establishing screening criteria for individuals 5
|+ The identity of potential employees is verified (e.g. checking identity documents) flling those positions.
211 A [fulfilled. Functional Intersects With Privileges HRS-02.1 |sensitive/regulated data is cleared and regularly trained to handle the s
|+ The identity of potential employees is verified (e.g. checking identity documents). linformation in question.
|+ Sensitive work fields and jobs are determined.
|+ The requirements for employees with respect to their job profiles are determined and Defined Roles & IMechanisms exist to define cybersecurity roles & responsibilities for all
211 N/A lfulfilled. Functional Intersects With Responsibilities HRS-03 Ipersonnel. 5
211 /A fulflled. Functional | Intersects With |¢,"gocrity. Related Positions| HR>"93-2  |qualified individuals who have the necessary skill set. 5
211 N/A [fulfillec Functional Intersects With Personnel Screening HRS-04 [prior to authorizing access, 5
|+ The identity of potential employees is verified (e.g. checking identity documents).
|+ Sensitive work fields and jobs are determined.
IMechanisms exist to ensure that individuals accessing a system that stores,
211 A | The requirementsfor amployees with respect o therob profies are detemined and | puncrional | ntersets with [}91%5 Wit Special POfection|  un 0.1 vanimts o processos ioymasion reauling specl rotorton Sy s
|+ The identity of potential employees is verified (e.g. checking identity documents) [organization-defined personnel screening criteria.
212 N/A i i icies is in Functional Intersects With “Terms of Employment. HRS-05 |cybersecurity and data protection principles in their daily work to enable 5
A higtion o comly withth nermation secuity polces is n effect. e comaliant and restient canabilties
|+ A non-disclosure obligation is in effect. [Mechanisms exist to require internal and third-party users (u S\gn
212 e |+ An obligation to comply with the information security policies is in effect. Functional Intersects With Access Agreements HRS-06 aDDroDHats access agreements prior to being granted a« s
Training |relevant for their job function.
|considering the protection needs and the contractual requirements applying to private (e.g.
e office) and public surroundings (e.g. during travels), IMechanisms exist to deﬁns. (ontro\ and review organization-approved,
214 s - Behavior in private surroundings, Functional Intersects With Remote Access NET-14 |secure remote access methe 5

Secure Controls Framework (SCF)

30f9



Set Theory Relationship Mapping (STRM)

N/A

Focal Document Element (FDE) Desc;

|+ The requirements for teleworking are determined and fulflled. The following aspects are
|considered:

- Secure handling of and access to information (in both electronic and paper form) while
|considering the protection needs and the contractual requirements applying to private (e.q
lhome office) and public surroundings (e.g. during travels),

- Behavior in private surroundings,

- Behavior in public surroundings,

- Measures for protection from theft (e.g. in public surroundings),

|+ The organization’s network is accessed via a secured connection (e.g. VPN) and strong
lauthentication.

Rationale

Functional

Intersects With

TISAX 6.0.3

SCF Control

Work From Anywhere (WFA)
- Telecommuting Security

NET-14.5

Secure Controls Framework (SCF)
Control Description

[Mechanisms exist to define secure telecommuting practices and govern
Iremote access to Technology Assets, Applications, Services andjor Data
(TAASD) for remote workers.

Strength e
Relation

version 2026.1 x000a_03/27/2026

N/A

|+ The requirements for teleworking are determined and fulflled. The following aspects are
|considered:

- Secure handling of and access to information (in both electronic and paper form) while
|considering the protection needs and the contractual requirements applying to private (e.q
ublic surroundings (e.g. during travels),

- Measures for protection from theft (e.g. in public surroundings),
|+ The organization’s network is accessed via a secured connection (e.g. VPN) and strong
lauthentication.

Functional

Intersects With

Role-Based Security,
Compliance & Resilience
Training

SAT-03

IMechanisms exist to provide role-based security, compliance and resilience-
related training:(1) Before authorizing access to the system or performing
[assigned duties;(2) When required by system changes; and(3) Annually

NIA

|+ The requirements for teleworking are determined and fulfilled. The following aspects are
|considered:

- Secure handling of and access to information (in both electronic and paper form) while
|considering the protection needs and the contractual requirements applying to private (e.q
ublic surroundings (e.g. during travels),

- Measures forprotection rom theft (e.g. in public surroundings),
he organization’s network is accessed via a secured connection (e.g. VPN) and strong
ruthenication

Functional

Intersects With

Senstive chu\alcd Data
Handlin
Processing

SAT033

[Mechanisms exist to ensure that every User accessing a system processing,
storing or transmitting sensitive/regulated data is formally trained in data
lhandling requirements

N/A

|+ The requirements for teleworking are determined and fulfilled. The following aspects are
|considered:

- Secure handling of and access to information (in both electronic and paper form) while
|considering the protection needs and the contractual requirements applying to private (e.q.
lhome office) and public surroundings (e.q. during travels),

- Measures for protection from theft (e.g. in public surroundings),
[+ The organization’s network is accessed via a secured connection (e.g. VPN) and strong
jauthentication.

Functional

Intersects With

Cyber Threat Environment

SAT-03.6

IMechanisms exist to provide role-based security, compliance and resilience
lawareness training that is current and relevant to the cyber threats that
lusers might encounter in day-to-day business operations.

Physical Security

N/A

Functional

No Relationship

N/A

NIA

NIA

[No applicable SCF control

NIA

ecurity zone concept including the associated protective measures based on the
requirements for the handling of information assets is in pl

- Physical conditions (e.g. premises / buildings / spaces) are considered in the definition of
securi

- This also includes delivery and shipping areas.
|+ The defined protective measures are implemented.
[+ The code of conduct for security zones is known to all persons involved.

Functional

Equal

[Zone-Based Physical Security|

PES-01.2

IMechanisms exist to implement a zone-based approach to physical security.

Superseded by 1.6.3, 5.2.8
and 5.2.9

NA

Functional

No Relationship

NA

NA

NA

INo applicable SCF control

NIA

[+ The requirements for the handling of supporting assets (e.g. transport, storage, repair,
loss, return, disposal) are determined and fulfilled.

Functional

Intersects With

Asset Governance

AST-01

Mechanisms exis o faciitate an T Asset Management (ITAM) program to
implement and manage asset

N/A

[+ The requirements for the handling of supporting assets (e.g. transport, storage, repair,
loss, return, disposal) are determined and fulfilled.

Functional

Intersects With

Secure Disposal Destruction
e-Use of Equipment

AST-09

[Mechanisms exist to securely dispose of, destroy or repurpose system
lcomponents using organization-defined techniques and methods to prevent
information being recovered from these components,

[+ The requirements for the handiing of supporting assets (e.g. transport, storage, reparr,
loss, return, disposal) are determined and fulfilled.

Functional

Intersects With

Prevent Unauthorized

MNT-04.3

Mechaniams exist to pravent o control the removal o equipment undergoing
contair information

NIA

[+ The requirements for the handling of supporting assets (e.g. transport, storage, repair,
loss, return, disposal) are determined and fulfilled.

Functional

Intersects With

Delivery & Removal

PES-10

[Physical security mechamsms exist to slate nformation processing faciites
lfrom points such as delivery and loading areas and other points to avoi

N/A

[+ The requirements for mobile IT devices and mobile data storage devices are determined
land fulfilled. The following aspects are considered:
yption,
- Access protection (e.q. PIN, password),
- Marking (also considering requirements for use in the presence of customers).

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

[Mechanisms exist to develop, document and maintain secure baseline
lconfigurations for Technology Assets, Applications and/or Services (TAAS)
that are consistent with industry-accepted system hardening standards.

NIA

‘The requirements for mobile IT devices and mobile data storage devices are determined
and mlﬁnca ‘The following aspects are considered:
- Encry;
 Access protection (e, PIN, password),
- Marking (also considering requirements for use in the presence of customers).

Functional

Intersects With

Centralized Management Of
Mobile Devices

MDM-01

[Mechanisms exist to implement and govern Mobile Device Management
((MDM) controls.

Identity and Access
Management

NIA

Functional

No Relationship

NIA

NIA

NIA

[No applicable SCF control

Identity Management

NA

Functional

No Relationship

NA

NA

NA

[No applicable SCF control

NIA

[+ The requirements for the handling of identification means over the entire lifecycle are
|determined and fulfilled. The following aspects are considered:
- Creation, handover, return and destruction,
- Validity periods,
- Traceability,
- Handling of loss.

Functional

Subset Of

Identity & Access
Management (1AM)

1AC-01

[Mechanisms exist to facilitate the implementation of identification and
[access management controls.

N/A

|+ The procedures for user authentication have been selected based on a risk assessment,
[Possible attack scenarios have been considered (e.g. direct accessibility via the internet).
|+ State of the art procedures for user authentication are applied.

Functional

Intersects With

Identification &
Authentication for
Organizational Users.

1AC-02

IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
land Audit (AAA) organizational users and processes acting on behalf of
lorganizational users.

|+ The creating, changing, and deleting of user accounts is conducted.
|+ Unique and personalized user accounts are used.
[+ The use of “collective accounts” is regulated (e.g. restricted to cases where traceability
o actions s dispensabe)
r accounts are disabled immediately after the user has resigned from or left the
rganzation (&9. por termination of the employment contract).
accounts are regular

- The login information s provided to the user in a secure manner.
|+ A policy for the handling of login information is defined and implemented. The following
laspects are consi

- No disclosure of login information to third parties

- not even to persons of authority

- under observation of legal parameters

- No writing down or unencrypted storing of login information

immediate changing of 1ogi information whenever potential compromising is suspected

- No use of identical login information for business and non-business purposes

- Changing of temporary or initial login information following the 1st login - Requirements|
Jfor the quality of authentication information (e.g. length of password, types of characters to
lbe used).
[+ The login mmrmanun (e.g. passwords) of a personalized user account must be known to
lthe assigned user or

Functional

Intersects With

Identification &
Authentication for
Organizational Users.

1AC-02

IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
land Audit (AAA) organizational users and processes acting on behalf of
lorganizational users.

N/A

[+ The creating, changing, and deleting of user accounts is conducted.
|+ Unique and personalized user accounts are us
[+ The use of “collective accounts" is regulated (e.g. restricted to cases where traceability
of actions is dispensable),
User accounts are disabled immediately after the user has resigned from or left the
orgamza(mn (€.9. upon termination of the employment contract).
accounts are regularly reviewet

- The login information.is provided to the user in a secure manner.
|+ A policy for the handling of login information is defined and implemented. The following
laspects are considere

- No disclosure of login information to third parties

- not even to persons of auth

- under observation of legal parameters

- No writing down or unencrypted storing of login information

- mmediate changing of logn nformation whenever potential compromising s suspected

- No use of identical login information for business and non-business purpos:

 Changing of temporasy of Iniia login Iformation folowing the 1 loain - Requirements|

[for the quality of authentication information (e.g. length of password, types of characters to
lbe used]
[+ The login mmrmatmn (e.g. passwords) of a personalized user account must be known to
lthe assigned user ont

Functional

Intersects With

User Provisioning & De-
Provisioning

1AC-07

IMechanisms exist to utilize a formal user registration and de-registration
[process that governs the assignment of access rights.

NIA

+ The creating, changing, and deietng of user accouns i conducte.
|+ Unique and personalized user accounts are us

- The use of “colective aacountse 1 regulated (e, restricted to cases where traceabllty
Jof actions is dispen:

+ User accounts are disabled immediately after the user has resigned from o left the

(€.0. upon termination of the employment contract)
|+ User accounts are regularly reviewe:
[+ The login information is provided to the user in a secure manner,
1+ A policy for the handling of login information is defined and implemented. The following
laspects are considere

~No disclosure of login information to third parties

- ot even to persons of authority

- under observation of legal parameters

- No writing down or unencrypted storing of login information

- Immediate changing of login information whenever potential compromising is suspected

- No use of identical login information for business and non-business purposes

hanging of temporary o initial login information following the 1st login - Requirements|

for the quality of authentication information (e.g. length of password, types of characters to
lbe used).
[+ The login mmrmanun (e.g. passwords) of a personalized user account must be known to
lthe assigned user or

Functional

Intersects With

Restrictions on Shared
Groups / Accounts.

IAC-15.5

[Mechanisms exist to authorize the use of shared/group accounts only under
[certain organization-defined conditions.

NIA

+ The creating, changing. end deleting o user accounts s canducted
|+ Unique and personalized user accounts are us
[+ The use of “colective accounts" s reguiated (2. restricted to cases where traceabilty
of actons s dispensa
accounts are disabled Immediately after the user has resigned from or left the
orgamzatmn (e.g. upon [ermmauon of the employment contract).
accounts are regularl

e ogin Information s provided o the user n a secure manne
|+ A policy for the handling of login information is defined and implemented. The following
laspects are consi

- No disclosure of login information to third parties

- not even to persons of authority

- under observation of legal parameters

- No writing down or unencrypted storing of login information

- Immediate changing of login information whenever potential compromising is suspected

- No use of identical login information for business and non-business purposes

- Changing of temporary or initial login information following the 1st login - Requirements|
[for the quality of authentication information (e.g. length of password, types of characters to
lbe used)
[+ The login mmrmalmn (e.g. passwords) of a personalized user account must be known to
lthe assigned user or

Functional

Intersects With

Protection of Authenticators

IAC10.5

exist to protect with the
sensitiviy of the information to Which use of the authenticator permits

Secure Controls Framework (SCF)

aof9



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Desc;

TISAX 6.0.3

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength e

version 2026.1 x000a_03/27/2026

Rationale Relatior
- Thecretin, changing, and deleting o user accounts i conducted.
+ Unique and personalized user accounts
e o -Eollective sccounte = reduleted (o9, restricted to cases where traceabilty
o actons i dispensaby
nts are disabled immediately after the user has resigned from or left the
organization (e.0. upon termination of the emp oyment contract)
-+ User accounts are regularly reviewed.
[+ The login information is provided to the user in a secure manner
- A policy fo the handling of login information is defined and implemented. The following
spects are consider IMechanisms exist to ensure default authenticators are changed as part of
413 NA Mo disciosue flogin informalion t0 i parties Functional | Intersects With | Default Authenticators | 1AC-10.8  |iechanisms exist to ensure default aut 5
ot even to persons of authority v
- under observation of legal parameters
~No writin encrypted storing of login information
immediate changing of oo/ information whenever potental compromising i suspected
o use f identicalogi nformation fr business and nor-business pupos
of temporary or nial login information following the 1t login - Requirements|
for the quaity of authentication information (e.9. lngth of password, (ypes of Characters to
be used)
-+ The login information (e.q. passwords) of a personalized user account must be known to
the assigned user only.
: : b ror
42 Access Management NA Functional | No Relationship A NA /A 0 [ DEE e
of access rights are determined
and o The tloing sopeces are coraiderea
ctionat | n | User Provisioning & De- o7 [Mechanisms exist to utilize a formal user registration and de-registration
421 W Functional | Intersects With Provisioning IACO7  |orocess that governs the assignment of access rights. B
-+ The access rights granted for normal and privileged user accounts and technical accounts
are reviewed at regular intervals also within IT systems of customers
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for
of access rights are determined [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
and Mﬁl\ed The fllwing spectsare consiered Jaccess to Individuals assigned specific roles with legitimate business needs
cedure for application, verifica pproval
421 NA Nopiying the o needterkmonFeast priege") principle Functional | Intersects witn | Role-Based Access Control | ¢ o5 5
- Access rights are revoked when no longer needed
1+ The acces igits grante fornormaland privieged user accounts and technicalaccounts
are reviewed at regular intervals also within IT systems of custo
of access rights are determined
i The following 2epects are coneige red
 procedure for application, verification, and a periodic Review of Account IMechanisms exist to periodically-review the privileges assigned to individuals|
421 NA - Appying the minimum ("need toknowTleat ooisge")princpl. Functional | Intersects With Review of IAC17  [and service accounts to validate the need for such privileges and reassign or s
- Access rights are revoked when no longer 9 remove unnecessary privileges, as necessar
-+ The access righs aranted for normal and privileged user accounts and technical accounts
are reviewed at regular intervals also within IT systems of customers.
" the of access rights are determined
oo (ulﬁl\ed e Tolowing s4pecs o conddsres
edure forappication,veritcaton, and approva. Mechanisms exist to utilize the concept of least privilege, allowing only
421 NA ~hppiying the d-to-know" least privilege") principle. Functional | Intersects With Least Privilege IAC21  [authorized access to processes necessary to accomplish assigned tasks in 5
 Acess Aghts are revoked when no longer needed Jaccordance with organizational business functions.
-+ The access rights granted for normal and privileged user accounts and technical accounts
are reviewed at regular intervals also within IT systems of customers.
of access rights are determined
and T The Tllowing aopects are concidercd
- procedure forapoication,verfcaton,and appro
an Management Approval For IMechanisms exist to ensure management approvas are required for new
421 NA Aoy the i -naed-to know T act prviege") princple Functional | Intersects with | M2 ! 1ac28.1 e ensure mar nt o ) s
| Access ighs are revoked when o loncer needed New or Changed Accounts laccounts or changes in permissions to existing accounts.
The access rights granted for normal and privileged user accounts and technical accounts|
are reviewed at regular intervals also within IT systems of customers.
5 IT Securiy / Cyber Security NA Functional | No Relationship /A /A A 0 [Sozpencabie StRcentro)
51 Cryptography NA Functional | No Relationship /A /A A 0 o applicable SCF control
[+ All cryptographic procedures used (e.g. encryption, signature, and hash algorithms,
IMechanisms exist to facilitate the implementation of cryptographic
511 A prooco) proideth securty required b the respecive appication feld ccording 010 | pncionay | subsetor | USSOTSOBROUOBN | o1 |nckachons comls o Ehown Buble Randardsord pused epographic M
e axtant egaty rese echnologies.
[+ The network services used to transfer information are identified and documented
- Polices and procedures in acordance Wi the classiicaon reqifementsfr the use of
512 NA network services are defined and impler Functional | Intersects With Data Protection DCH-01  [Mechanisms exist to faciltate the implementation of data protection controls 5
I easures for the proteckon of ansierred contents against unauthoized access are
implemente
+ The network services used to transfer information are identified and documentes
1 Polices an procedures n accerdance wih the classiicaion requremerts e use of . .
512 A etk sonichs e demmed and et Functonal | Intrsects it | Data & Asset Cassfcation | oci.02  Mechanisms xittoensure data and assets are categorized n accordance s
I easures for the protecton of tansierred contents against unauthorized access are PPl . regulatory a -
implemented.
The network services used to transfer information are identified and documented.
- Plces and procedures n accordance Wi the classicain reqifements for the use of
512 wa et semicen e derned ang e Funciona | ntersects witn | NetworkSecurty Contols | .oy Mechanisms xist o develop, govern & update procedures o facilate the s
[+ Measures for the protection o ransterred contents against unauthorized access are e i
implemented
: : b ror
52 Operations Security. NA Functional | No Relationship. /A NA /A 0 [ e
[ nformation seeurity requirement for changes o he organzaton, business processes, 1 Change y exist to faciltate the implementation of a change management
521 NA [ mformaton securly requirements Functional | Intersects With : anz) creo1 [iechan s
+ Information security requirements for changes to the organization, business processes, 1| Configuration Change, [Mechanisms exist to govern the technical configuration change control
521 A systems are determined and applied Functional | Intersects With Control CHE-02 Jorocesses s
The T systems have been sublectd to ris assessment i rder to determinethe Security, Compliance &
522 A ety o Sroton o secopmint i ad ool Functonal | Intesects Wit [Reshenee Aeprosoniaiue fr| | CHG.023  echanisms exist o ncludea cybersecurity andor dota protection s
Segmentation is implemented based on the results of risk analysis. ‘Asset Lifecycle Changes 2 9 9 P
[ The 7 systems have been sujectedto ris sssessment i oder to determinethe
Security Impact Analysis for 93 [Mechanisms exist to analyze proposed changes for potential security
522 NA necessity of thelrseparaton nto development, esting and opertionl system Functional | Intersects With mpact CHG03  [Hechanisms exist o analyze proposed changes for 5
Segmentation is implemented based on the results o risk analysis.
[+ Requirements for protection against malware are determined.
Endpoint Protection 0y |Mechanisms exist to protect the confidentiatty, integrity, availability and
523 NA . Technical an organizatonl measurs T prtection aglns malwar re deined and | Functional | ntersects Win oint Prote Enpo  |Mechaniams exatto protes s
[+ Requirements for protection against malware are determined!
523 A e o avghmcinml esturesfo eotoction g mlwareare deined and | Funcionol |  Subser o | Malcious Code potection | gy, [Mecharisms exist to uilzz antimalware technologes to detectand erdicate M
rnechnicel (Anti-Malware) maicious code.
-+ Information security requirements regarding the handiing of event logs are determined
and fulfilied
ey relevant reqirements regaringthe logging ofactvie o system
administrators and users are determined and fu
524 A e Syt s ore sevessen regoing o necessty o logging Functonal | Intersects it | Continuous Monitoring | won.oxechanisms existto acltate the implementatin o enterpise-ide s
- When using external I sevices, Information on the monitoring options s obtained and 9
lconsidered in nt
+ Event logs are checked regulary for rule viclations and noticeable problems in
[compliance with the permissible legal and organizational provisions.
+ Information security requirements regarding the handiing of event logs are determined
and fulflied.
+ secury elevant requrements egarding the logging of activiesof system
and users are determined and fulfiled IMechanisms exist to generate, monitor, correlate and respond to alerts from
524 NA "The IT systems used are assessed regareing the necessity of ogging. Functional | Intersects With | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve s
When using external IT services, information on the monitoring options is obtained and integrated situational awareness
lconsidered in the assessment
ent logs are checked regulariy for rule violations and noticeable problems in
lcompiiance with the permissible legal and organizational provisions,
-+ Information security requirements regarding the handiing of event logs are determined
and fulfilied
+ Security-relevant requirements regarding the logging of activities of system
administrators and users are determined and fulfied Centralized Collection of IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
524 NA '+ The IT systems used are assessed regarding the necessity of logging. Functional | Intersects witn | Cepiralized Collection MON-02  [similar automated tool, to support the centralized collection of security- 5
+ When using external IT services, information on the monitoring options is obtained and i 9 related event logs.
lconsidered in the assessment
+ Event logs are checked regularly for rule violations and noticeable problems in
[compliance with the permissible legal and organizational provisions.
+ Information security requirements regarding the handiing of event logs are determined
and fulflied.
 secury elevantrequrements egarding the logging of activiesof system utomoted mechanisms exist o coreate both technica an o technical
Correlate Monitoring 02,1 |information from across the enterprise by a Security Incident Event Manager
524 NA e T ystame s are sosesced regarding i necessity oflggin Functional | Intersects With clate Monie MoN-02.1.[Ifermation from across the enterprise by o Security Incident Event Manad 5
| inen using external I seice, informationon the morifrig options s obtained and (SiEt) or s
lconsidered in the assessme
T Event oge are chécked regulary or ule viaations and noticeable problems in
|compliance with the permissible legal and organizational provisions.
-+ Information security requirements regarding the handiing of event logs are determined
and fulfilied
+ Security-relevant requirements regarding the logging of activites of system
aamiistrators and users ae determined and fulfled
524 A B oytors vsed ae sssessed reaerding the necesic of lgging Funcional | Intersects Wich | CentrolReview & Anaysls | Mona2.2  [AUomated mecharisms xit o centrallycollc, review and analyze udi s
n using external IT services, information on the monitoring options is obtained and o
lconsidered in the assessment
vent logs are checked requiarly for rule violations and noticeable problems in
[compliance with the permissibl legal and organizational provisions.
- nformatin on technical uinerabiltie orth I systems n use s gathered (e g
R AR RS et e o stuors s o et v
525 NA mon Vulnerabilty Scoring System CVS5) Functional | Intersects With | Threat Intelligence Feeds |  THR03  |5/gVing threats my,amme ng the knowledge of attacker tactics, tec s
-+ Potentially affected IT systems and software are identifid, assessed and any 4 facl i P
[vuinerabilties are addressed.
+ Information on technical vlnerabilites for the IT systems in use is gathered (e.g.
iormation rom e marufocturer, ysiem audt, VS dotabose) and evluatd (¢ Jsms exi -
525 wa on ulnerabity Sconng Syeiers CYoS Functonal | ntorsects with | Atack surtace Scope | vew.or.1 [ Hechanisms existto define and manage the scope for 1 attack surface s
T Fotantialy afacted T sysvema and sftware are identifed, asessed and any 9
lvuinerabilites are addresse
[+ Information on technical vulnerabilites for the IT systems in use is gathered (e.g.
information from the manufacturer, system audits, CVS database) and evaluated (e.g.
528 A Common vulnerabity Seoring Seiem VoS, Functonal | ntersects wi | VUInerablty Remediaton | ypy g - |Mechanisms xisttoensure that wunerabiies ae propely identie, s
-+ Potentially affected IT systems and software are identified, assessed and any
lvuinerabiites are addressed.
[+ Information on technical vulnerabilites for the IT systems in use is gathered (e.g.
mvmmauon from the manufactyer, system audis, CVS datebase) and evalvated (¢ IMechanisms exist to identify and assign a risk ranking to newy discovered
525 NA n Vuinerability Scoring System Functional | Intersects With | Vulnerability Ranking VPM.03  fsecurity vulnerabilities using reputable outside sources for security B
Foventily Sfected T systerns and sefoware are identified, assessed and any Vainerability information.
[vulnerabilites are addressed.
+ Information on technical vulnerabilities for the IT systems in use is gathered (c.
m(nrma(mn rom the manufocyrer,system udls, VS dtabase) and evalvated (6. Valnerabilty Exploitation IMechanisms exist to identify, assess, prioritize and document the potential
525 N/A on Vulnerability Scoring System Functional | Intersects With vl VPM-03.1  [impact(s) and likelihood(s) of applicable internal and external threats 5
S Fotanialy aiactea ¥ sysema and software are identifed, asessed and any ¥ lexploiting known vulnerabiliies.
lvuinerabiites are addressed.
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Secure Controls Framework (SCF)
Focal Document Element (FDE) Desc T SCF Control o o
+ Reaquirements for auditing T ystems o servicesare determined
+ The scope of the system audit is specified in a timely m:
526 mn 2 ystem or service audits are coordinated with the Spertor and users ofth T systems o Functional | Intersects with |, Security, Compliance & CpLoz  [Mechanisms exist to provide a security, compliance and resilience controls. 5
e s of system or service audts are stored in a traceable manner and reported to IResilience Controls Oversight| loversight function that reports to the organization's executive leadership.
lthe relevant management.
|+ Measures are derived from the results.
+ Reaquirements for auditing T ystems o servicesare determined
+ The scope of the system audit is specified in a timely m:
- Systam or service audits are coordinated with the operator and users of the IT systems or [Mechanisms exist to Implement an internal audit function that is capable of
providing senior organization management with nsights i
526 NA services. Functional | Intersects With |  Internal Audit Function | CPL02.1  [roviding senior organization management with insignts into the 5
i resuts of system or service auts are stored n atraceable manner and reported to poropriteness o the org 9
lthe relevant management. o P
|+ Measures are derived from the results.
echanisms ot T requary revie processes and Gocumented procedures
+ Reaquirements for auditing T ystems o servicesare determined hanisms exist to reg eview processes and documents
R et i e s ey ol
Syt on Service puaits are Conramated Wi the operator and users of the T systems or Securty, Compliance & g
s26 A envices. Functonal | Intersects wih | Securty, Compliance & | cpy o3 s
[+ The resuts of system or service audits are stored in a traceable manner and reported to
lthe relevant managemer
|+ Measures are derived from the results.
+ Reaquirements for auditing T ystems o servicesare determined
+ The scope of the system audit is specified in a timely m:
- System or service audits are coordinated with the operator and users of the IT systems or Functional Review Of IMechanisms exist to regulariy review Technology Assets, Applications and/or
526 NA rvices. Functional | Intersects With | Security, Compliance & | CPL-03.2  [Services (TAAS) for adherence to the organization's security, compliance s
- Tne result of system or senice audits are stored in a traceable manner and reported to Resillence Controls Jandor resilience policies and standards.
lthe relevant m; nt
+ Measures are derived from the resuls
+ Requirements for the management and control of networks are determined and fulflled Network Security Controls. o1 |Mechanisms exist to develop. govern & update procedures to facilitate the
527 R |+ Requirements regarding network segmentation are determined and fulfiled. Functional | Intersects With (NSC) NET-0L  fimplementation of Network Security Controls (NSC). °
Fechanisms exist fo enure netwark arcfectue uilizes network
527 o -+ Requirements for the management and control of networks are determined and fulfilled. | oo | e | Network NET-06 solate Technology Assels, Applications andjor Services 5
|+ Requirements regarding network segmentation are etermined and fulfiled. (macrosegementation) RS 1o protect from othet netwark resouren
[Mechanisms exist to faciltate the implementation of contingency planning
+ Criticat T services are igentified, and business impact Is considerea lcontrols to help ensure resilient Technology Assets, Applications andor
s28 "™ e poncblids for contmaty and recouery of those T sevices are | Functonal | Intersects wih [, BUsiness Continuity | oy g |Services (TAAS) (9., Continuiy of Operations Pian (COOP)or Business s
|- Requirements and responsibilties for cont anagement System (5CMS)| Continuity & Disaster Recovery (BC/DR) playbooks)
|+ Critical IT services are identified, and business impact is considered. [Mechanisms exist to identify and document the critical Technology Assets,
528 NA + Requirements and responsibilities for continuity and recovery of those I services are Functional | Intersects With | Identify Critical Assets BCD-02  |Applications, Services andor Data (TAASD) that support essential missions s
known to relevant stakeholders and fulflid. Jand business functions.
[+ Backup concepts exist for relevant IT systems. The following aspects are considered IMechanisms exist to create recurring backups of data, software and/or
- Appropriae protecive measurestoensure confidentalty, negriy. and avalobly for . . tem images, as well as verify the integrity of these backups, to ensure the
529 (3 ldata bacl Functional Subset Of Data Backups BCD-L1 - CYiabity of the data to satisty Recovery Time Objectives (RTOS) and 0
'+ Recovery concepts existfor relevant T services. [Recovery Point Objectives (RPOS).
" INo appiicable SCF control
ystem acquisitions,
53 T AT NA Functional | No Relationship /A NA A 0
and development
[+ The information security requirements associated with the design and development of IT
systems are determined and considered.
-+ The information security requirements associated with the acquisition or extension of IT
systems and IT components are determined and considered. Configuration Management o [Mechanisms exis o faciltate the implementation ofconfguration
531 R -+ Information security requirements associated with changes to developed IT systems are |  Functional | Intersects With Program CFG-01 | management control s
lcansidered.
-+ System approval tests are carried out under consideration of the information security
requirements.
|+ The information security requirements associated with the design and development of IT
stems are determined and conidered
e information security requirements associated with the acquisition or extension of IT
5y stems ant T companents are determined and considered Security Impact Analysis for 03 |Mechanisms exist to analyze proposed changes for potential security
531 A - Information security requirements associated with changes to developed IT systems are |  Functional | Intersects With Changes CHG03 limpacts, prior to the implementation of the change. s
lconsidere
-+ System approval tests are carried out under consideration of the information security
requirements.
[Mechanisms exIst to compel data and/or process owners to operationalize
T formaten securiy requirements assocated withthe design and development o T ecurty, complance an resiience practies for each Technoogy ASset
|Application and/or Service (TAAS) under thelr control
- Tne nformation securiy requirements associated with the acquisiton or extension of I Operationalizing Securit Golcaon sl Sence (Ase)urde tht o
Y iarmation securty requements esoceted with changes to developed I systems are P
[ omformati Capabilties
+ System approval tests are carried out under consideration of the information security
requirements.
echarims extto compeldata andor process owrers [0 select e
- e intormaon securtyraquirsments ssociate it thedesig and development of T Ty Commlance and rotilante cantrol for <ot Fechocioqs Acs
-+ The information security requirements associated with the acquisition or extension of IT Ropcson o Senice (FAAS) under el onrl
systems and IT components are determined and considered. . §
531 e + Information security requirements associated with changes to developed IT systems are |  Functional | Intersects With Select Controls Gov-1s.1 s
|considere
+ System approval tests are carried out under consideration of the information security
requirements.
[Mechanisms exist to compel data and/or process owners to implement
- Toe informaton securtyrequement associated with the desigand develapment of T e e, Comm e o raairete comtrors for cach T aiogy
ms are detenmined and consi |Asset, Application and/or Service (TAAS) under their control
- The information security requirements sssocated with the acauistion or extension o T P 4 (TARS)
systems and IT components are etermined and considere .
531 G T iarmation securty raquments ebacied wih cvanges to developed I systems are | FUnctional | Inersects With | mplement Controls cov-15.2 s
lconsidered.
+ System approval tests are carried out under consideration of the information security
requiremen
Fechonioms exist o compel data andlor process awres 0 assese I equred
;y;::rlg';rg‘:;L‘:;T;e::d”:/n;e?:"‘;e‘;"eer”'ds associated with the design and development of IT lsecurity, compliance and resilience controls for each Technology A
i [Roplcarian andior Serice (TAKS) under hel contro ore (3, nplemented
+ The information security requirements associated with the acquisition or extension of IT ey am(a) Operating oe mended (1) Impl
systems and IT components are determined and considered. .
531 [ -+ Information security requirements associated with changes to developed IT systems are | ~ Functional | Intersects With Assess Controls Gov-15.3 s
lcansidered.
-+ System approval tests are carried out under consideration of the information security
requirements.
[Mechanisms exist to compel data and/or process owners o obta
;y;mg':;;":;‘[mf;:gg" requirements assocated with the design and development of T authorization for the production use of each Technology Asset, Applcation
Jand/or Service (TAAS) under their control
o informaton security requiremens associated with the acausion o extension of T |authorize Technology Assets 4 (TARS)
) ormation secury reauements atsocated win ¢hanges to developed I systems are g
lconsidere
-+ System approval tests are carried out under consideration of the information security
requirements.
[Mechanisms exist to formally assess the security, compliance and resilience
;y;":"l';'::;“:“Z’;;E(“é‘;y";egé‘gd’“:rgg associated with the design and development of IT [controls in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (1AP) activities to determine the extent to
:y;gi;g’:;dmfm" 5;‘“”“’ s'eq:‘;ee':':n":s 225::'“9“ W'[h me acquisition or extension of IT [which the controls are implemented correctly, operating as intended and
i inction: nt it ment X roducing the desired outcome with respect to meeting expecte
531 A M T — L TR R 042 |producng tr 2 5 e s
- System approvaltests e caried out under consderaton o the nformation security
requirements.
|+ The information security requirements associated with the design and development of IT
Jsystems are determined and considered.
-+ The information security requirements associated with the acquisition or extension of IT Securty, Complance & IMechanisms exist to assess security, compliance and resilience controls in
systems and IT components are determined and consideret iy, ~04 _[svstem project development to determine the extent to which the controls
531 A - nformatin securty redrements ssociate wih changes o developed T systoms are | FUncionsl | Intersectvih | - Reslience n proct | PRM08 oL e e perating s ntended and producing the deered s
|considere loutcome with respect to meeting the requirements.
+ System approval tests are carried out under consideration of the information security
requirements.
Mechanisms exist to ensure changes to Technology Assets, Applications
;y;:e ‘;":’g‘:;g" Se‘;‘d"‘a\/ ;eg:ve;nems associated with the design and development of IT land/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
ms are detenmined and consi lcontrolled through formal change control procedures,
- The nformation securiy requirements sssocated wit the acauistion or extension o T o 9 o
systems and IT components are determined and consider Secure Development Life y
531 R T iarmation Securny aauem e ekociotas Wi cranges t developed I systems are | Functional | intersects with || SSCUTEBESSPREIL LIS, | praso7 s
lconsidered.
-+ System approval tests are carried out under consideration of the information security
requiremen
Mechanisms exist to faciitate the implementation of Industry -recognized
e information security requirements associated withthedesign and development of T securiy, compliance and resilience practices i the specifcation, design,
i ldevelopment, implementation and modification of Technolagy Assets,
|+ The information security requirements associated with the acquisition or extension of IT [Appiications andlor Services (TAAS) o
sa1 A systems and IT components are determined and considered. cunctional | intersects witn | Secure Engineering senol 5
+ Information security requirements associated with changes to developed IT systems are Principles
lcansidered.
-+ System approval tests are carried out under consideration of the information security
requirements.
|+ The information security requirements associated with the design and development of IT
systems are determined and considered
|+ The information security requirements associated with the acquisition or extension of IT
Centralized of exist to the
531 A systems and T components are determined and consdered. | pncuonal | ntersects With | Security, Compiance & | SEAOLL (o implementation of Secutly, complionce and resience comirls and s
[ informa ¥ rea 9 ped IT sy Resilience Controls related processes.
-+ System approval tests are carried out under consideration of the information security
requirements.
|+ The information security requirements associated with the design and development of IT
systems are determined and considered.
- The nformason securly requirements sssocated wih the acquistion or extensionof T IMechanisms exist to develop an enterprise architecture, aligned with
531 o Jsystems and IT components are determined and considere cunctional | intersects with | Allgnment With Enterprise | ¢, o> [industry-recognized leading practices, with consideration for securty s
[+ information secury reduiements associated with changes to developed ITsystems are Architecture lcompliance and resilience principles that addresses risk to organizational
[considered. loperations, assets, individuals and other organizations.
- System approvaltests are caied out under consderaton o the information security
requirements.
oG seet [Mechanisms exist to compel data and/or process owners to operationalize
perationalizing Security, rity, compliance and resilience practices for each Technology Asset,
-+ Requirements regarding the information security of network services are determined and security, compliance and resilience practices for each Technology Asset,
532 i |+ Requ garding y ncional | subsetor | ComplanceaRaionce | Gowts e T AR P 10
apabilities
echanisms exist to compel data andjor process owners fo select required
-+ Requirements regarding the information security of network services are determined and security, compliance and resilience controls for each Technology Asset,
532 i - Requ garding v Functional | Intersects With | Select Controls Gov-ts1 oy, compliance and reslience controls fo each s
Mechanisms exist to Compel data and/or process owners to Implement
-+ Requirements regarding the information security of network services are determined and required security, compliance and resiience controls for each Technology
532 NA [ e garding Y Functional | Intersects With | Implement Controls GOV-15.2  [nedet, Application andlor Service (TAAS) under their control 5
ety Comrance s Mechanisms exist to identify critical system components and functions by
irements regarding the information security of network services are determined an ccurity, Compliance performing o cricafy analyss fo criicl Technology Assets, Applicaions
532 WA [ eauirements regarding the information security of network services are determined and | ¢nctional | Intersects With | Resilience Requirements | PRM-05  [oncjor Services (TAA: lefined decision pointe in the Sec 5
finition A
[+ A procedure for the return and secure removal of information assets from each external o1 [}echarisms exit o aciliate an I Asset Management (TAM) program to
533 VA |+ A procedure for the re Functional | Intersects With | Asset Governance ASTOL e o amant s 5
[+ A procedure for the return and secure removal of Information assets from each external . Updates During [Mechanisms exist to update asset inventories as pan of component
533 A IT Service is defined and Functional | Intersects With | nstallations / Removats | #ST-921 _|installations, removals and asset upgrades. s
. . Physicalsecurty mechanisms exist o sl nformalion processng faciies
533 WA 1 procedure forthe return and secure removal o nformaion asets from each el | funcrona) | versects ith | Delvery & Removal | PES-L0. o points such o celwery and oacin arcas and sner bomts 0 3o s
access.
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Rationale Relatior
[Physical access control mechanisms exist to enforce physical access to
534 NA |+ Effective segregation (e g. segregation of clients) prevents access to own information by | gynctional | Intersects With | Access To Critical Systems |  PES-03.4  [critical systems or sensitive/regulated data, in addition to the physical access H
lunauthorized users of ather organizations. Caral for e faciy
[Mechanisms exist to identify systems, equipment and respective operating
|+ Effective segregation (e.g. segregation of clients) prevents access to own information by Physical Security of Offices, 04 [environments that require limited physical access so that appropriate
534 (T lunauthorized users of other organizations. Functional | Intersects With Rooms & Facilties PES04  |ohysical access controls are designed and implemented for offices, rooms s
Jand facilites.
[Mechanisms exist to ensure client-specific sensitive/regulated data is isolated|
534 NA |+ Effective segregation (e g. segregation of clients) prevents access to own information by | gynctional | Intersects With | On-Site Client Segregation | PES-18  [from other data when client-specific sensitive/regulated data Is processed or H
lunauthorized users of other organizations. orea et chont workepares.
6 Supplier Relationships NA Functional | No Relationship /A NA /A 0 elepelcsbie sehcontiel
-+ Contractors and cooperation partners are sublected to a isk assessment with regard to e e Do o e acaon o
information securi g
ropriate level of information security is ensured by contractual agreements with [Third-Party Risk Assessments| envces (A5
611 NA Contractors and cooperation partners Functional | Intersects With O sk psse TPM-04.1 5
# Where applicable. contractual agreements with clients are passed on to contractors and PP
cooperation par
- Compliance with contractual agresments s veriied
[+ Contractors and cooperation partners are sublected to a isk assessment with regard to oo equ e Tl o7 SpPTable cecuTy.
information security.
S spraprite el of normatonsecurty i ensred by contactua agrerents wih Ity Contract organizatons needs to protect s Technology Assets, Applicatons. Series
611 NA [Contractors and cooperation Functional | Inersects With rd-Party Cont om0 s
|+ Where applicable, Comract adreements with clents are passed on to contractors and a
|cooperation p:
|+ Compliance with contractual agreements is verified
|+ Contractors and cooperation partners are subjected to a risk assessment with regard to
information securit
- An appropriae evel o nformation securiy i ensured by contractualagreements with Contract Flow-Down IMechanisms exist to ensure applicable security, compliance and resilience
611 NA contractors and cooperation part Functional | Intersects With e o o TPM-05.2 requirements are included in contracts that flow-down to applicable sub 5
Vinere applicable, contractual adreements with clents are passed on to contractors and a [contractors and suppliers.
(uoperatlon part
- Compliance with contractual agresments s veriied
|+ Contractors and cooperation partners are subjected to a risk assessment with regard to
information securi
ropriate level of information security is ensured by contractual agreements with Review of Third-Part IMechanisms exist to monitor, regularly review and assess External Service
611 NA contracknrs and cooperation partners Functional | Intersects With o oir-Party TPM-08  |Providers (ESPs) for complianice with established contractual requirements 5
Where applicabl, contractual agreements with clients are passed on o contractors and [for security, compliance and resilience controls.
cooperatlon art
- Compliance with contractual agresments s veriied
|+ The non-disclosure requirements are determined and fulflled
+ Requirements and procedures for applying non-discosure agreements are known o al echanisms exist to require Non-Disclosure Agreements (NDAS) or similar
Ipersons passing on information in need of prot y
612 i Valis s sdosre greemants are Coneluded prir o forwarding sensiive information, | Functons! Equel | Confidentialty Agreements | - HRS-06.1. (confidentiality agrecments tha reflct the necds to potect data and s
he requirements and procedures for the use of non-disclosure agreements and the P d ploy P
rancling o formation requing protecton are reviowed ot regular mtenvals
7 Compliance NA Functional | No Relationship /A NA /A o [No applicable SCF control
- Legal regultory. and contractual provisons of relevance to nformation securty (see Publshing Security
lexamples) are determined at regular intervals. sncti ; i iy, .0y |[Mechanisms exist to establish, maintain and disseminate policies, standards
711 (7 5 Poilies regaraing compliance with the provislons are defined, Implemented, and Functional | Intersects With | - Compliance & Reslience | GOV-02 lang procedures necessary for secure, compliant and resilient capabilities s
|communicated to the responsible persons
 Legal, requiatory.and contractu! provisionsofrelevance to iformation securty (see
lexamples) are determined at regular i nction o ith | Statutory, Reguiatory & IMechanisms exist to facilitate the identification and implementation of
7L A S Polkies regaring compliance with the rovisons ae defined,implemented, and Functional | Intersects With | Contractual Compliance CPLOL | relevant statutory, regulatory and contractual controls. s
|communicated to the responsible persons
|+ Legal and contractual information security requirements regarding the procedures and
jprocesses in the processing of personally identifiable data are determined. IMechanisms exist to establish control abjectives as the basis for the
712 NA [+ Regulations regarding the compliance with legal and contractual requirements for the Functional | Intersects With | Define Control Objectives | ~GOV-09  [selection, implementation and management of the organization’s internal H
lprotection of personally identifiable data are defined and known to the entrusted persons. selection, Implementation and management of the
[+ Processes and procedures for the protection of personally identifiable data are ¥, compl ¥
|considered in the information security management system
[+ Legal and contractual information securlty requirements regarding th procedures and
Iprocesses in the processing of personally identifiable data are deter
oterlons regarding the compiance with Jega ond conractus requnements for the ancti th | Statutory, Regulatory & chanisms exist to facilitate the identification and implementation of
712 (s lprotection of personally identifiable data are defined and known to the entrusted persons. Functional | Intersects With | Contractual Compliance CPLOL - |relevant statutory, regulatory and contractual controls, s
- Processes and procedures for the protecton of ersonally dentifable data are
Considered in the Information security management s
&xist to faciltate the Implementation and operation of data
lprotection controls throughout the data lifecycle to ensure all forms of
Legal and contractual information security requirements regarding the procedures and ersonal Data (PD) are peacessed Iawfully, faily and transparently.
pmcesses inthe processing of personaly dentifabl data are determined g
Regulations regarding the compliance with legal and contractual requirements for the ) rivacy Progr.
712 2 rotamion o personaly Gentiame data are debned o known o fne enirusted persons, | Functonal | Intersects Wi | Data Privacy Program PRI0L s
ses and procedures for the protection of personally identifiable data are
|considered in the information security management system
[Mechanisms exst to ensure Personal Data (PD) 1s protected by logical and
hysical security safeguards that are sufficient and appropriately scoped to
- Legal and contractual nformation securty requirements regarcing the procedures and rotect the confidentiaiity and itegrity of the P, T Cr Y SO
processes inthe processing of personally dentifabl data are determined:
Regulations regarding the compliance with legal and contractual requirements for the Security of Personal Data ’
Tz A rotection of personally identifable data arc defned and known o he entrusted persons. | FUnctional | Intersects Wit (D) PRIOLS s
rocesses and procedures for the protection of personally identifiable data are
Considered in the Information security management systen
s Prototype Protection NA Functional | No Relationship /A N/A /A 0 [ )
o1 e A Functional | No Relationship WA A WA 0 [PaE=ToEE @
-+ A securty concept under consideration of th folowing aspects is establshed
 stabllity of outer IMechanisms exist to develop a security Concept of Operations (CONOPS), or
View and sight protect Security Concept OF a similarly-defined plan for achieving cybersecurity objectives, that
811 NA  protection against unauthorized entry and access contrl, Functional | Intersects With | e Co0e e pe) 0P5:02  |documents management, operational and technical measures implemente 3
intrusion monitoring, P lto apply d h techniques that is all appropriate
~ documented visitor management, stakeholders.
- client segregation
|+ A security concept under consideration of the following aspects is established:
~ stability of outer skin
- view and sight protect IMechanisms exist to document a Physical Security Plan (PSP), or similar
811 NA - protection against unauthorized entry and access control, Functional | Intersects With | Physical Security Plan (PSP) |  PES-01.1  |document, to summarize the implemented security controls to protect 3
- intrusion monitorin Iphysical access to technology assets, as well as applicable risks and threats.
- documented visitor management,
- client segregation
812 A -+ Unauthorized access topropertes is not possibe, Functionol | subseror | PSS Endrommental | peq.py - |Mechanisms exist to facltate the oeration of physical and environmentel 10
[Physical access control mechanisms exist to enforce physical access
813 A -+ Unauthorized access to buildings/securlty areas s not possble Functionol | SubsetOF | Physical Access Control | pes.03 [2thorizeion fr all phyeical access poits including designated entryfext 10
designated as publicly accessible).
nauthorized viewing of new developments needing high or very high protection is n ioment Sitin [Physical security mechanisms exist to locate system components within the
814 NA |+ onauthorized viewing of new developments needing high or very high protection is not Functional Subset Of Equipment siting & PES12 [facility to minimize potential damage from physical and environmenta 10
s . lhazards and to minimize the opportunity for unauthorized access.
At leastane ofthefallowing three requirements must be implemented: [Mechanisms exist to identify systems, equipment and respective operating
- mechanical locks with documented key assi Physical Securty of Offces, lenvironments that require limited physical access so that appropriate
815 (523 L ectronic aceess systome wih Gocumented aumhorization assignment, Functional Subset Of Rooms & Facillies PES04 |ohysical access controls are designed and implemented for offices, rooms 0
- personal access control including documentation. Jand facilities.
[+ Intrusion monitoring of the premises to be secured s ensured
- An intrusion detection system exists which complies with DIN EN 50131 or conforms to
VD5 or similar and functons withalarm racking to a certified securky service or coiro " .
816 A unit (e.0.; according to DIN 77200, Ve Functional | Inersects With | Monitoring Physical Access | PEs.05 [F1YSic2 access control mechanisms exst to moritr for,detect and respond s
0N SAT7 guaraing by a catied socuriy setice phy 4
|+ Alarm plans are available.
|+ Timely alarm processing is ensured,
[+ Intrusion monitoring of the premises to be secured s ensured
- An intrusion detection system exists which complies with DIN EN 50131 or conforms to
VDS orsimiar and functions with alarm tracking o acerified security srviceor cotrol " .
816 A Unit (&0, according to DIN 77200, Ve Functonal | Intersects with | g INTUSONARITS | peg 5.1 [Physical access control mechanisms exis to monitor physicalntrusion s
0N SAT7 guaraing by a Catied socuriy setice auipr quip
|+ Alarm plans are available.
|+ Timely alarm processing is ensured,
W g;g-S;;g:gg;:;-g;ﬁ;ﬂ,ﬂ'g;;”ﬁ;ﬁﬂggn oo s Physical access control mechanisms exist to identiy, authorize and moritor
817 NA  Petiicacion of sacuriy and viaromreqaiotion Functional Equal Visitor Control PES-06 |visitors before allowing access to the facility (other than areas designated as 10
oty Spaciic iegal rovislons regarcing data protection are to be gbserved jpublicly accessible)
- Spatial separation by taff-elated o technical measures i in effect according to the IMechanisms exist to identity systems, equipment and respective aperating
ollowing aspect g
° Physical securty of Offices, o4 [environments that require limited physical access so that appropriate
818 (2 ik or Functional | Intersects With s & Facilities PES04  |ohysical access controls are designed and implemented for offices, rooms s
- Where segregation s not in effect, explicit approval by the customer is required. jand facilities.
+ Spatial separaton by staftrelate or technical measures s n effect accoraing o the
following aspect exist to ensure cl data is isolated
818 NA mers, antor Functional | Intersects With | On-Site Client Segregation | PES-18  [from other data when client-specific sensitive/regulated data is processed or 5
- projec stored within mult-client workspaces.
 vine Segregation i not ineffect, explicit approval by the customer s required
82 NA Functional | No Relationship /A NA /A 0 o applicable SCF control
[Mechanisms exist to require contractual requirements for applicable securlty,
A nondisclosure agreement e, . lcompliance and resilience requirements with third-parties, reflecting the
etween contractor and customer (company level), Third-Party Contract y anization's needs to protect its Technology Assets, Applications, Services
821 (523 - with all employees and mbers (personal obligation). Functional Subset Of Requirements P03 lond/or Data (TAASD) 10
|+ Country-specific legal provisions regarding data protection are to be observed.
Mechanisms exst fo reque Contractual requrements or appcable securty.
|+ Approval by the original customer. lcompliance and resilience requirements with third-parties, reflecting
+ conracualy valid nomssclsure agreement cists: orqanloation e nacat o pratett 1 Teernelogy Aesurs Applcations. Semices
contractor and subcontractor (company level), |and/or Data (TAASD).
i 2 armployées andprojeck mambers af e Subconiractor (personal obigation) Third-Party Contract y
822 (A |+ Ensuring compliance with the security requirements of the actual customer (proof is Functional Subset Of Requirements K05 10
lobtain:
+ Proof of the subcontractor's compliance with minimur requirements for prototype
lprotection (e.g., certificate, attestation) is provided.
+ Approval by the original customer.
il e e e ecaiss ot 0 b sty ekt
with al employees and project members of the Subcontractor (personal obligation) e e el b U v ascrance of complance i
822 NA " Functional | Intersects With | First-Party Declaration (1PD)|  TPM-05.6  [specified statutory, regulatory and contractual obligations for security, 3
|+ Ensuring compliance with the security requirements of the actual customer (proof is e BT o i sy o Taulry 15 t0
lobtained)
Proof of the subcontractor's compliance with minimum requirements for prototype jsubcontractors
protection (e.q., certificate, attestation) is provided.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

|+ Approval by the original customer.
+ contractually valid non-disclosure agreement exists:
ween contractor and subcontracior (company level),

 with all employees and project m  subcontractor (personal obligation).
+ Ensuring compliance with the security requirements of the actual customer (proof is
lobtained)
|+ Proof of the subcontractor’s compliance with minimur requirements for prototype
protection (e.q., certificate, attestation) is provided.

Rationale

Functional

Intersects With

TISAX 6.0.3

SCF Control

Third-Party Attestation (3PA)

TPM-05.8

Secure Controls Framework (SCF)
Control Description

Mechanisms exis to abtain an atestation from an independent Thir.Farty
ment Organization (3PAO) that provides assurance of conformity with
st(msd statutory, regulatory and contractual obligations for security,
jance and resilience controls, including any flow-down requirements to
contractors and Subcontractors.

version 2026.1 x000a_03/27/2026

|+ Ensuring execution of trainings / awareness programs by the management.
|+ Training of employees and project members when joining the project regarding the
Ihandiing of prototypes.
|+ Regular (at least annual) training of employees regarding the handling of prototypes.

nsuring knowledge among employees and project members regarding the respective
lprotection needs and the resuiting measures within the company.

andatory participation of each empioyes and project member in the trainings and

awareness measures.
|+ The completed measures are to be documented.
|+ The training concept for prototype protection is an integral part of the general training
|concept (see also control question 2.1.3 Information Security).

Functional

Subset Of

Security, Compliance &
Resilience-Minded Workforce|

SAT-01

IMechanisms exist to facilitate the implementation of security workforce
[development and awareness controls.

|+ Ensuring execution of trainings / awareness programs by the management.
|+ Training of employees and project members when joining the project regarding the
Ihandiing of prototypes.

|+ Regular (at least annual) training of employees regarding the handling of prototypes.
|+ Ensuring knowledge among employees and project members regarding the respective
lprotection needs and the resulting measures within the company.

|+ Mandatory participation of each employee and project member in the trainings and
lawareness measures.

|+ The completed measures are to be documented.

|+ The training concept for prototype protection is an integral part of the general training
|concept (see also control question 2.1.3 Information Security)

Functional

Intersects With

Security, Compliance &
Resilienice Awareness
Training

SAT-02

[Mechanisms exist to provide all employees and contractors appropriate
Isecurity, compliance and resilience awareness education and training that is
relevant for their job function.

|+ Ensuring execution of trainings / awareness programs by the managem
- Traiing of employees and project members when foning the project Teqarding the
naning of prtatyp
'+ Regular (3 leask annual training of employees regarding the handing of prototypes.

|+ Ensuring knowledge among employees and project members regarding the respective
protection needs and the resuling measures within the company.

ory participation of each employee and project member in the trainings and
awiareness measuren
+ The completed measures are to be document
|+ The training concept for prototype protection is an integral part of the general training
|concept (see also control question 2.1.3 Information Security).

Functional

Intersects With

Security, Compliance &
Resilience Training Records

SAT-04

IMechanisms exist to document, retain and monitor individual training
lactivities, including:(1) Initial security, compliance and resilience awareness
training;(2) Recurring awareness training; and(3) Technology Assets,
|Applications and/or Services (TAAS)-specific training.

+ Ensuring that the security clasification and requirements n elation tothe project
Iprogress are made.
|+ Consideration of step-by-step plans, measures or secrecy and camouflage, development
polices

[+ The requirements are considered a5 2 requirement regarding the nformation security of
[the project (see Controls 1.2.3 and 7.1.1 Information Security).

Functional

Intersects With

Asset Scope Classification

AST-04.1

[Mechanisms exist to determine security, compliance and resilience control
lapplicability by identifying, assigning and documenting the appropriate asset
Iscope categorization for al Technology Assets, Applications and/or Services.
(TAAS) and personnel (internal and third-parties).

1+ Ensuring that the security classifcaton and requirements in relation tothe project
lprogress are made known to each project m
|+ Consideration of step-by-step plans, meotures for secrecy and camouflage, development
poices
‘The requirements are considered as a requirement regarding the information security of
he project (se6 Controls 1.2.3 and 7.1.1 nformation Securiy)

Functional

Intersects With

Data & Asset Classification

DCH-02

IMechanisms exist to ensure data and assets are categorized in accordance
lwith applicable statutory, regulatory and contractual requirements.

|+ Responsibilities for access authorization are clearly specified and documented,
|+ A process for new assignments, changes and revocations of access rights is in place.
|+ Code of conduct in case of the ioss/theft of access control means.

Functional

Intersects With

Human Resources Security
Management

HRS-01

[Mechanisms exist to facilitate the implementation of personnel security
lcontrols.

|+ Responsibilities for access authorization are clearly specified and documented,
|+ A process for new assignments, changes and revocations of access rights is in place.
|+ Code of conduct in case of the ioss/theft of access control means.

Functional

Intersects With

Rules of Behavior

HRS-05.1

Iechanisms exis o define acceptable and unacceptable rles of behavior
for the use of technologies, including L
lbehavior.

|+ Responsibilities for access authorization are clearly specified and documented.
|+ A process for new assignments, changes and revocations of access rights is in place.
|+ Code of conduct in case of the foss/theft of access control means.

Functional

Intersects With

User Provisioning & De-
Provisioning

1AC-07

IMechanisms exist to utilize a formal user registration and de-registration
lprocess that governs the assignment of access rights.

|+ Approval procedures for image recordint
- Shecication for cassifcation/categorizaton of image material

|+ Secure storage of image material

|+ Secure deletion/disposal of image material no longer required.

|+ Secured transmission/shipping of image material to authorized recipients only.

Functional

Intersects With

Asset Scope Classification

AST-04.1

[Mechanisms exist to determine security, compliance and resilience control
lapplicability by identifying, assigning and documenting the appropriate asset
Iscope categorization for all Technology Assets, Applications and/or Services.
(TAAS) and personnel (internal and third-parties).

|+ Approval procedures for image recording.
+ Specifiation fo classificatin/categerization of image mteral.

|+ Secure storage of image

' Secure deletion/disposal of |mage material no longer required

|+ Secured transmission/shipping of image material to authorized recipients only.

Functional

Intersects With

Sensitive / Regulated Data
ction

DCH-01.2

IMechanisms exist to protect sensitive/regulated data wherever it is
lprocessed and/or stored.

|+ Approval procedures for image recordin:
[+ Specification for classficationcategorization of mage material

|+ Secure storage of image material

|+ Secure deletion/disposal of image material no longer requirt

|+ Secured transmission/shipping of image material to eharsed recipients only.

Functional

Intersects With

Data & Asset Classification

DCH-02

IMechanisms exist to ensure data and assets are categorized in accordance
lwith applicable statutory, regulatory and contractual requirements

|+ Approval procedures for image recording.
|+ Specification 'ur(Iasswﬁ(atlun/(atequnzatmn of image material.

|+ Secure storage of image material

|+ Secure deletion/disposal ohmage material no longer required

|+ Secured transmission/shipping of image material to authorized recipients only.

Functional

Intersects With

Media Storage

DCH-06

[Mechanisms exist to:(1) Physically control and securely store digital and non-
ldigital media within controlled areas using organization-defined security
Imeasures; and(2) Protect system media until the media are destroyed or
[sanitized Using approved equipment, techniques and procedures.

|+ Approval procedures for image recording.
-+ Specifcation for classification/categorization of image material

|+ Secure storage of image material

- Secure deletionitisposal o image material no longer require.

- Secured transmission/shioping of mage materia 5 authorized recipients only

Functional

Intersects With

Sanitization of Personal Data
(PD)

DCH-09.3

IMechanisms exist to facilitate the sanitization of Personal Data (PD).

[+ Approval procedures for image recording.
|+ Specification mrdassmcauon/ca(egomauon of image material.
|+ Secure storage of image material
|+ Secure deletion/disposal Dllmage material no longer required
|+ Secured transmission/shipping of image material to authorized recipients only.

Functional

Intersects With

Notice of Collection

END-13.2

IMechanisms exist to notify individuals that Personal Data (PD) is collected by
lsensors.

827 NIA

[ Speciicaton for canying along (e sealedfunsealed, eic ]
e (e.g., phone calls,

Functional

Intersects With

Custodians

DCH-07.1

[Mechanisms exist to identify custodians throughout the transport of digita or|
Inon-digital media

827 NIA

|+ Specification for carrying along (e.g., sealed/unsealed, etc.)
|+ Specification for use (e.q.. phone calls, photography, etc.).

Functional

Intersects With

Rules of Behavior

HRS-05.1

[Mechanisms exist to define acceptable and unacceptable rules of behavior
[for the use of technologies, including consequences for unacceptable
lbehavior.

08 Handling of vehicles,
ts, and parts

NIA

Functional

No Relationship

NIA

NIA

NIA

[No applicable SCF control

[+ A process for obtaining customer-specific requirements for the transport of vehicles,
<ompanents and parts ciassified os requiring protection is described snd implemented

|+ The security requirements defined by the customer ar
- The logiticufransport companies explicily approved by the cust e Sommissioned
[+ A process for reporting any security-relevant events to the customer is described and
implemente

Functional

Intersects With

ecurity, Compliance &
Resilience Requirements
inition

PRM-05

[Mechanisms exist to identify critical system components and functions by
lperforming a criticality analysis for critical Technology Assets, Applications
[and/or Services (TAAS) at pre-defined decision points in the Secure
IDevelopment Life Cycle (SDLC)

[+ A process for obtaining customer-specific requirements for the transport of vehicles,

d parts classified as requiring protection is described and implemented

[+ The security requirements defined by the customer are known and observed.

|+ The logistics/transport companies explicitly approved by the customer are commissioned.
[+ A process for reporting any security-relevant events to the customer is described and
implemented

Functional

Intersects With

Third-Party Contract
ments.

TPM-05

echaniams exist o require contractualrequirerents for appicable securky,
lcompliance and resilience requirements with third-parties, reflect

oraamieatons hdsck to rotact 1 Teehmelony Acsate Appllcations. Semices
land/or Data (TAASD).

|+ A process for obtaining customer-specific requirements for the transport of vehicles,
|components and parts classified as requiring protection is described and implemented.

|+ The security requirements defined by the customer are known and observed,

|+ The logistics/transport companies explicitly approved by the customer are commissioned.
[+ A process for reporting any security-relevant events to the customer is described and
implementec

Functional

Intersects With

Security Compromise
Notification Agreements

TPM-05.1

[Mechanisms exist to compel External Service Providers (ESPs) to provide
Inotification of actual or potential compromises in the supply chain that can
lpotentially affect or have adversely affected Technology Assets, Applications
landfor Services (TAAS) that the organization utilizes.

832 NIA

[+ The are verifiably known and
lobserved:

Functional

No Relationship

NA

NA

NA

INo applicable SCF control

o Requirements for trial
vehicles

NA

Functional

No Relationship

NIA

NIA

NIA

[No applicable SCF control

|+ The requirements for using the respective camouflage are known to the project

bers.
+ Any changes to the camoufiage are made upon documented agreement with the
|custor

/A process for the immediate reporting of any damages to the camouflage is described
land implemented.

Functional

No Relationship

N/A

NIA

NIA

[No applicable SCF control

|+ A process for obtaining customer-specific requirements for the use of trial vehicles
|classified as requiring protection on test and trial grounds is described and implemented
+ The following aspects must b known to uses oftest and tria grounds;

-a current list of customer-approved test and trial gro

ode of conduct for ensuring undisturbed trial operation

- customer-defined protective measures These are implemented.

Functional

No Relationship

NIA

NIA

NIA

[No applicable SCF control

|+ A process for obtaining customer-specific requirements for the operation of test vehicles
cassifed o requiring protecion on public roads s described and mplemented

|+ Protective measures defined by the customer are known and obser

- The code of conduct in case of special ncidents (e.., reakdomn acadent, theft..) s
[known and obser

Functional

No Relationship

NIA

NIA

NIA

[No applicable SCF control

o5 Requirements for events and|
shootings

N/A

Functional

No Relationship

NIA

NIA

NIA

[No applicable SCF control

rocess for obtaining customer-specific requirements for presentations and events
involving vehicles, components or parts classified as requiring protection is described and
implemented.
|+ Established and P
sattrelatea),
‘ode of conduct in case of special incidents

security concepts technically,

Functional

No Relationship

N/A

NA

N/A

INo applicable SCF control

|+ A process for obtaining customer-specific requirements for film and photo shootings
involving vehicles, components or parts classified as requiring protection Is described and
implem

+ Proof of approval for the presumably used premises.

|+ Established and security concepts
staff-related)

|+ Code of conduct in case of special incidents.

technically,

Functional

No Relationship

NIA

NIA

NIA

INo applicable SCF control

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Desc;

Rationale

TISAX 6.0.3

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength e
Relation

version 2026.1 x000a_03/27/2026

INo applicable SCF control

9 NA [This is intentional invisible text for technical reasons. Please do not remove this text Functional | No Relationship NA NA NA 0
91 Data Protection Policies NA Functional | No Relationship A NA /A o {No applicable SCF contrl
011 A -+ Apolcy is created, requiarly updated, and approved by the organization's management. | o oo (o[ publishingSeurty, | lyechanisms exist to establish, maintin and disseminate poliies, standards "
e s land procedures necessary for secure, compliant and resilient capabiliies.
izati . : cab ol
92 Organization of Data NA Functional | No Relationship NA NA NA o ticleppicatigiecRcont)
Protection
[Mechanisms exist to limit the disclosure of Personal Data (D) to authorized
L+ A data protection officer is appointed, If required by Art. 37 GDI lparties for the sole purpose for which the PD was obtained.
" Detarmination f whther toe appotntment of 3 dats protection offcer s voluntary or
Imandatory
- otherwise determination of a data protection function or comparable
+ Publication of contact details (e.9. on the Internet)
+ Integration into the organization's structure
|+ Exercise of the control obligations as defined in Art. 39 (1) (b) GDPR and corresponding
|documentation
- Documentation of the data prtection status and report o organizaton’s top Limiting Personal Data (PD)
921 NA e Functional subset Of Rakdited PRI0L7 10
I Equrpped with suffcent capacites and resource:
- Determination of whether the data protection function s ulktime or part-time
- adequate professional quali
 egutar professional raiing
- access to specialist literature
- support of the data protection officer by data protection coordinators in the companies
lorganizational units, depending on the company size (e.g. marketing, sales, personnel,
logistce, development, etc)
93 Processing directory NA Functional | No Relationship /A NA /A o {No applicable SCF contrl
[+ If required by law, a register of processing activities as defined in Article 30 (1) and/or (2)
P (1 th ater case oy formalion reating o the order,expresly not other
e e unciont | suvevor eerAs ADasConvoler 15 IS0 AL 0tr 5t contolr s gt rce w0
T ehnical and organizational meseures required fo processing as required by and/or Data Processor R A A
nformation seturiy ausationséire are adequatly mpicmented for he processig activities PO Y.
~There is a process description / sequence description with defined responsibilites.
Data protection impact INo applicable SCF control
94 Protection in NA Functional | No Relationship A NA /A o
[Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
+ Processing actiitiesthat require a data prtection impact assessment are known [Technology Assets, Applications andj/or Services (TAAS) that store, process
|+ Data protection impact assessments are carried o Data Protection Impact - land/or transmit Personal Data (PD) to identify and remediate reasonably-
041 (T - Responsitiestasks and support ossbilties in the context of data protection Impact Functional Equal ‘Assessment (DPIA) RSK10 | pected risks. 0
lassessments are defined and knoy
a5 Data transfers NA Functional | No Relationship /A NA /A o {No applicable SCF control
|+ Appropriate processes and workflows for the transmission of data are implemented (e.g.
Vall cortracts Wi the meaning of Ar. 28 GDPR, sltable transfer nstruments ke sinding Corporate Rules echanisms exist o implement and manage Binding Corporate Rules (5CR)
as1 A SFandard contractual clauses, rancier Impact ascessments, acequacy decisions) Functional | Subset of 9 Corpo prioLs [(©0 9,20 legallybind al paties engaged ina ) 10
- Ensuring the consent or the right of objection of the person responsible for (BCR) e omiractually states enforceable fiants on data
subeontracing subjects with regard to the processing of their personal data.
- Applicable contractualabligations t clets ae passed an tosubcontractors and Mechanisms eist to mplement and manage Binding Corporate Rules (BCR)
|cooperation partners (sub pro Binding Corporate Rules ’ (e.g. data sharing agreement) to legally-bind all parties engaged in a joint
952 (523 - Compliance with contractual agreements s reviewed. Functional Subset Of (BCR) PRLS e iy oot comractvally sates anforcesple ghts on data 0
- Contact detalls of the contact persons of the subcontractor are available and up to date. lsubjects with regard to the processing of their personal
[Mechanisms exist to determine and document the legal authorfty that
|+ Applicable contractual obligations to clients are passed on to subcontractors and lauthority To Coflect, Process lpermits the organization to collect, receive, process, store, transmit, share,
052 A cogperation pariners (sUD PIOCeSSOr). e reviewed Functonal | ntersects Wit | Stoe & Share Personal Dats|  PR.04.1 |VpHate andlr dispose Personal Data (PD). ehther seneraily or m auppor af & s
iance wi is reviews lspecific business process.
- Contact details of the contact persons of the subcontractor are available and up to date.
- Applicable contractua abigation to cints are passed on o subcontractors and Mechanisms exist to disclose Personal Data (D) to third-parties only for the
o empllonca with contaceus agreements I reviewed, Third Parties e e
- Contact details of the contact persons of the subcontractor are available and up to date. )
;uggg;[;gg‘: contractual obigatons o clients are passed on to subcontractors and Data Prvacy Requirements IMechanisms exis to include data privacy reauirements in contracts and
952 NA o o ot onts s reviewed, Funcional | Intesects With | for Contactors & Serice. | FRI07.1fother acausor-rlaed documerts (nat establishcataprivacy foles and 8
- Contact detalls of the contact persons of the subcontractor are available and up to date.
-+ Transters tothira countries are knoun and systematically recorded
ugh corresponding documentation in the processing directory
Ficen arances Chaiery GOP. cosseraton of st o e €0 pechaons st icmplenent s marsge g Coporte e o
953 NA Interational data ranste, Transfer impact Assessment in case of relevance, especiallyin | Functional Subset Of orpor PRIOLS g 2 b 2l parties engaged | 10
of dats exportar) are avallable for data transrers (BCR) ecoramic activiy that contractually states enforceable ights on cata
T he case ofcata transters o tRfd countries, s desermined whether the consent of subjects with regard to the processing of their personal data.
[the person responsible is to be obtained for each transfer to third countries
o6 [EEEm=E— A Functional | No Relationship WA A WA 0 [PEE=IasE ]
Mechanisms exst fo maintain 2 process o fficenty and effectvely respond
|+ Requests from data subjects are processed in a timely manner. lto requests, complaints, concerns or questions from authenticated
- Procedures are in place to assist the controller in responding to data subject requests. objette avout Perconsi Dot (PD) e organsation colrie, recemes,
961 NA Employees are trained to the effect that they must immediately contact the respective Functional Equal User Feedback Management|  PRI-06.4 |processes, stores, transmits, shares, updates and/or disposes. 10
Iperson responsible in the event of an incoming request from a data subject and coordinate
lthe further procedure with this person.
- at protection incidents (e.g unauthorized access to personal data) are processed i a
ftimely
-+ Tné requlrements from 1.6 o the information security questionnaire also take
account data proection ncdents or, ltemativey, there i an emergency plan Tor deating
lwith data protection inci IMechanisms exist to cover:(1) Preparation;(2) Automated event detection or
962 NA i Saditon. procadures are established and documented to ensure the following aspects: | Functional Subset Of Incident Handling 1R0-02  |manual incident report intake:(3) Analysis:(4) Containment;(5) Eradication; 10
- immediate notification to the respective responsible person, as far as his order is land(6) Recovery.
affecte
- Documentation of the incident handling activities
~Training of employees on the defined measures/pro
SUpport of the respective contralle I the processing of data protection incidents
- Data protecton incidents (e.g unauthorized access to personl date) are processed ina
ftimely m.
'+ The requ\remer\ks from 1.6 of the information security questionnaire also take into
laccount data protection incidents or, alternatively, there is an emergency plan for dealing
Juithdata protecton incidents.
962 A *n adctin, procedures are established and documented to ensure the following aspects; | Functional | Itersects With |Incident Response Plan (RP)|  1R0-04 [[echanisms exist to maintain and make avaiable a current and viable s
- immediate notification to the respective responsible person, as far as his order is P
affected
- Documentation of the incident handling activities
~Training of employees on the defined measures/processes
- Support of the respective controller in the processing of data protection incidents
- ata protection incidents (e.g unauthorzed access to ersonal date) are processed i a
ftimely m.
+"Tné requlrements from 1.6 o the information security questionnalre also take into
account data prtection ncdents or, liemativly, there s an emergency plan for dealing
with data protection incident
962 A i o, procadires are estabshd and documented o ense he lawing spects | Functonal | intersects win | /5 Pt Repertigfor| oo Mechaniams et o et sensiveleoulted ata nidnts 2 el s
- immediate notification to the respective responsible person, as far as his order 9!
affected
- Documentation of the incident handling activities
~Training of employees on the defined measures/processes
- Support of the respective controller in the processing of data protection incidents
97 Human Resources NA Functional | No Relationship /A NA /A o [No applicable SCF control
[+ Employees whose tasks Include the processing of personal data are obliged to maintain "
jees who: ; are ot lechanisms exist to require all employees and contractors to apply
9.7.1 N/A :mﬁﬂem ality (e en:;;;::g;:e‘;galan of the employment relationship) and to comply Functional Subset Of Terms of Employment HRS-05  |cybersecurity and data protection principles in their daily work to enable 10
B ramtion o docomensed secure, compliant and resilient capabilites.
|+ Employees are trained and sensitized.
- Scope, frequency, and content of the training is determined according to the protection
972 NA recds ofthe Functional | Intersects With e ol & HRs.03  [Mechanisms exist to define roles & forall 5
mployees in critical areas (e.g. IT administrators) are instructed and trained specifically P is
o i work (.6, ecine taiing Courses or matrochons, short vieos, i)
+ Employees are trained and sensitized.
- Scope, requency, and content of the trining is determined according to the prtection Role-Based Security, [Mechanisms exist to provide role-based security, compliance and resilience-
072 A heccs o the Functional | Intersects With | Compiance & Resilence |  saT-03  |[e1ted trining:(1) Before authorizing acess to the system o performin s
‘mployees. in ertcal areas (e. g. IT administrators) are instructed and trained specifically Training ey s a Y sy ges; v
for their work (e.g. specific training courses o instructions, short videos, etc.).
98 Instructions NA Functional | No Relationship A NA /A o {No applicable SCF control
+ T instructons by the controler regarding the processing o personal data are handled.
|+ Procedures and measures are inplace 0 ensure Standardized Operatin Iechanisms exis o dentity and document Standardized Operating
9.8.1 NA eceived instructions are doct Functional | Intersects With P cdres (pson) 9 0PS-01.1 [Procedures (SOP), or similar documentation, to enable the proper execution 8
 Instructions can be. \mp\emer\ked (e 9. procedures for correcting, deleting, ...) u lof day-to-day /assu;ned tasks.
- Data is separated by client and specific order or project
[Mechanisms exist to provide guidelines and recommendations for the secure
|+ The instructions by the controller regarding the processing of personal data are handled. luse of Technology Assets, Applications and/or Services (TAAS) to assist in the
+ Procedures and measures are in place to ensure that lconfiguration, installation and use of the product and/or service.
981 NA - Received instructions are documented Functional | Intersects With | Secure Practices Guidelines | OPS-05 8

- Instructions can be implemented (e.g. procedures for correcting, deleting, ...)
- Data is separated by client and specific order or project

Secure Controls Framework (SCF)
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