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FDE Name Focal Document Element (FDE) Description

STRM Sscire Controls Framavork (SCF) Strength of
jationship Control Descri X hip
[For specific requirement details, buy a licensed copy of the Focal Document at: INo applicable SCF control

2900-1 2.5 20231213 Functional No Relationship NIA NA NIA [

1 Scope

[No applicable SCF control
For specifc requirement detais, buy a icensed capy of the Focal Dacument at e

2 Normative References tid=UL2900-1_2_S_20231213

Functional No Relationship. N/A N/A N/A 0

Vo appiicable SCF control
[For specific requirement details, buy a licensed copy of the Focal Document at: e

3 Glossary 2900-1.2_5_ 20231213

Functional No Relationship. N/A N/A N/A [

Documentation of Product, INo appiicable SCF control
4 Product Design And Product |- SPecific reauirement detals, buy @ e e oDy o Foe S ame o Functional No Relationship NA N/A NA o
Use = -

[Mechanisms exist to obtain, protect and distribute administrator
[documentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;|
(2) Effective use and maintenance of security features/functions; and(3)
Documentation TDA-04  [Known regarding and use of (e.g., 5
Requirements privileged) functions

[For specific requirement details, buy a licensed copy of the Focal Document at:
41 NA 29001 55 20231213 Functional Intersects With

Mechanfsms existto otain protect and dtrbute sdmiirator

for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;|
(2) Effective use and maintenance of security features/functions; and(3)
Documentation TDA04  |Known regarding and use of (eg. 5
Requirements privileged) functions,

e [For specific requirement details, buy a licensed copy of the Focal Document

at
4.1(a) 2900-1.2_5_ 20231213

Functional Intersects With

Mechanisms exist to require software developers to provide Information
ldescribing the functional properties of the security, compliance and
[For specific requirement details, buy a licensed copy of the Focal Document at: resilience controls to be utilized within Technology Assets, Applications
4.1 WA Functional Intersects With Functional Properties | TDA-04.1 ay . App B
(b} I 2900-1 25 20231213 P landJor Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

Mechanisms exist to require software developers o provide information
s .  detats. buy a censed cony ofthe Facol . describing the functional properties of the security, compliance and
or specific requirement details, buy a licensed copy of the Focal Document at: . Inter: ; e ' resilience controls to be utilized within Technology Assets, Applications
41y A t1d=UL2900-1 2.5 20231213 unctional ntersects With Functional Properties | TOA041 |y g/or Services (TAAS) in sufficient detail to permit analysis and testing of °
the contros.

[Mechanisms exist to require software developers to provide information
ldescribing the functional properties of the security, compliance and
[For specific requirement details, buy a licensed copy of the Focal Document at: resilience controls to be utilized within Technology Assets, Applications
41b)2 NA Functional Intersects With Functional Properti TOA-04.1 2 5
(b)2) i =UL2900-1_2_5_20231213 unctional ntersects Wi unctional Properties land/or Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

Mechanisms exist to require software developers to provide Information

ldescribing the functional properties of the security, compliance and

41003 m For specific requirement details, buy a licensed copy of the Focal Document at: Functional Intersects With Functional Properties TDA0a1  [resilience controls to be utilized within Technology Assets, Applications 5
29001 ; land/or Services (TAAS) in sufficient detail to permit analysis and testing of

[the controls.

Mechanisms exist to require software developers to provide information
ldescribing the functional properties of the security, compliance and
For specific requirement details, buy a licensed copy of the Focal Document at: resilience controls to be utilized within Technology Assets, Applications
41004 VA Functional Intersects With Functional Properties | TDA-04.1 ay . Appl B
()4} I 2900-1 2.5 20231213 P landJor Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

[Mechanisms exist to generate, or obtain, a Software Bill of Materials (SBOM)
Software Bill of Materials ffor Technology Assets, Applications and/or Services (TAAS) that lists software
(sBOM)

4.1(c) N/A TDA-04.2  |packages in use, including versions and applicable licenses. 8

For specific requirement detals,buy a icensed capy of the Focal Document at: Functional Intersects With

20231213

[Mechanisms exist to imit privileges to change software resident within

41(0) e For specific requirement detals,buy a icensed capy of the Focal Document t: Functional Intersects with | Ac<ess to Program Source | o 50 |software fbrories 5

20231213

[Mechanisms exist to restrict software library privileges to those individuals

Functional Intersects With Library Privileges CHG-04.5 |with a pertinent business need for access. 5

4.160) m For specific requirement details, buy a icensed copy of the Focal Document at:

20231213

Secure Software Mechanisms exist to develop appiications based on Secure Software
Functional Intersects With |~ Development Practices | ~ TDA-06  [Development Practices (SSDP). 5
(55DP)

a1 3 For secifc requirement detais,buy a icensed capy of the Focal Document at
g Id=UL2900-1_2_S_20231213

[Mechanisms exist to establish the scope of assessments by defining the

lassessment boundary, according to people, processes and technology that

o1 [drectly or indirectly impact the confidentiaiiy, integrity, avaiiabilty and

; Intersects Wi " "

20231213 unctionel ntersects With | Assessment Boundaries | 1A0-011 |.;tety of the Technology Assets, Applications, Services andior Data (TAASD) ®
nde review.

1@ e Forspecific requirement detals, buy s lcensed copy of the Focal Document

12900-1_:

[Mechanisms exist to conduct specialized assessments for:(1) Statutory,
regulatory and contractual compliance obligations; (2) Monitoring capabilities;|
(3) Mobile devices;(4) Databases;(5) Application security;(6) Embedded
ltechnologies (e.g., 1o, OT, etc.);(7) Vulnerability management;(8) Malicious
lcode:(9) Insider threats;(10) Performance/load testing; andjor(11) Artificial
Intelligence and Autonomous Technologies (AAT).

Functional Intersects With | Specialized Assessments | 1A0-02.2 3

41(h) NA [For specific requirement details, buy a licensed copy of the Focal Document at:
- td=UL2900-1_2_S_20231213

[No applicable SCF control
5 Product Design For specifc requirement detais,buy a icensed capy of the Focal Dacument at e
D

4-UL2900.1. Functional No Relationship. N/A N/A N/A o

20231213

[Mechanisms exist to obtain, protect and distribute administrator
[documentation for Technology Assets, Applications and/or Services (TAAS)
|that describe:(1) Secure configuration, installation and operation of the TAAS;|
((2) Effective use and maintenance of security features/functions; and(3)
Documentation TDA-04  [Known regarding and use of (e.g., 5
Requirements privileged) functions

[For specific requirement details, buy a licensed copy of the Focal Document at:
51 NA 29001 5.5 20231213 Functional Intersects With

[Mechanisms exist to obtain, protect and distribute administrator

ldocumentation for Technology Assets, Applications andjor Services (TAAS)

[that describe:(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and(3)

ToA-04  [Known regarding and use of (eg. 5
lprivileged) functions,

Documentation

m [For specific requirement details, buy a licensed copy of the Focal Document at:
Requirements

5.1(a) 2900-1.2_5_ 20231213

Functional Intersects With

[Mechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications andjor Services (TAAS)
[that describe:(1) Secure configuration, installation and operation of the TAAS;|
(2) Effective use and maintenance of security features/functions; and(3)
TDA-04  |[Known regarding and use of (eg. s
lprivileged) functions.

Documentation
20231213 Functional Intersects With Reaurements

5.100) /A For specific requirement details, buy a icensed copy ofthe Focal Document at:

[No applicable SCF control

o Documentation forProduct For specifc equirement detais buy a censed copy ofthe Focal Document a ER—— No Relationship R e o o

20231213

[Mechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications andjor Services (TAAS)
[that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3)
Documentation TOA-04  [Known regarding and use of (eg. 5
Requirements lprivileged) functions.

[For specific requirement details, buy a licensed copy of the Focal Document at:
61 NA 29001 55 20231213 Functional Intersects With

[Mechanisms exist to obtain, protect and distribute administrator

ldocumentation for Technology Assets, Applications andjor Services (TAAS)

[that describe:(1) Secure configuration, installation and operation of the TAAS|

(2) Effective use and maintenance of security features/functions; and(3)

ToA-04  [Known regarding and use of (eg. B
lprivileged) functions,

Documentation

62 m [For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1 Requirements

Functional Intersects With

20231213

[Mechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications and/or Services (TAAS)
[that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effectve use and maintenance of securiy eatures/functons; and(3)
TOA-04 regarding and use of (eg. 5
riaged functions

For specifc requirement detail, buy a licensed copy o the Focal Document at: Documentation
63 A td=UL2900-1_2_S_20231213 Functional Intersects With Requirements

@xit to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;|
(2) Effective use and maintenance of security features/functions; and(3)
Documentation TOA-04  [Known regarding and use of ., 5
Requirements lprivileged) functions.

6 NA For specific requirement detals, buy » icensed copy ofthe Focal Document ot

=UL2900-1_ Functional Intersects With

[Mechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications andjor Services (TAAS)
that describe:(1) Secure configuration, installation and operation of the TAAS;|
(2) Effective use and maintenance of security features/functions; and(3)

For specifc requirement detal, uy 2 lcensed copy of the Focel Docurent ot i Documentation .
65 NA L2901 2.5.20231213 Functional Intersects With Requirements TOA-04 :Meged) erabllites regarding and use of 9., 5

[Mechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications andjor Services (TAAS)
[that describe:(1) Secure configuration, installation and operation of the TAAS)
(2) Effective use and maintenance of security features/functions; and(3)
Documentation ToA-04  [Known regarding and use of (eg. 5
Requirements lprivileged) functions.

[For specific requirement details, buy a licensed copy of the Focal Document at:
6.6 NA 29001 55 20231213 Functional Intersects With

[Mechanisms exist to obtain, protect and distribute administrator

ldocumentation for Technology Assets, Applications andjor Services (TAAS)

lthat describe:(1) Secure configuration, installation and operation of the TAAS;

(2) Efective use and malntenance of securty featuresfunctions; and(3)

ToA-04  [Know regarding and use of eg. B
Privileoed) functions

Documentation

67 m [For specific requirement details, buy a licensed copy of the Focal Document at:
Requirements

2900-12_5_ 20231213

Functional Intersects With

Secure Controls Framework (SCF) lof4
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STRM
Rationale

SCF Control

Secure Controls Framework (SCF)
iptio

Version 2026.1_x000a_03/27/2026

N/A

Focal Document Element (FDE) Desc

[For specific requirement details, buy a licensed copy of the Focal Document at:

1=UL2900-1

20231213

Functional

Intersects With

Documentation
Requirements

TDA-04

rol Descri
IMechanisms exist to obtain pro!ec( e ke camisrator
ldocumentation for Technology Assets, Applications and/or Services (TAAS)

[that describe:(1) Secure configuration, installation and operation of the TAAS;|

(2) Effective use and maintenance of security features/functions; and(3)
regarding and use of (eg.

[Known
lprivileged) functions.

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
tid=UL2900-1_2_S_20231213

Functional

Intersects With

Documentation
Requirements

TDA-04

Mechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications andjor Services (TAAS)

{that describe:(1) Secure configuration, installation and operation of the TAAS|

(2) Etecive use and maintenance of seculy features/finctons; and(3)
regarding and use of (eg.,

pnvuegeu) functions.

6.10

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1.;

20231213

Functional

Intersects With

Documentation
Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications andjor Services (TAAS)

[that describe:(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and(3)
regarding and use of (eg.,

[Known
lprivileged) functions,

Risk Controls

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1

20231213

Functional

No Relationship

N/A

N/A

[No applicable SCF control

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:

2900-1.2_5_ 20231213

Functional

Intersects With

Product Management

TDA-0L1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabe statutory, regulatory and/or contractual obligations.

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
td=UL2900-1_2_S_20231213

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security an
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
tid=UL2900-1_2_S_20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1

20231213

Functional

Intersects With

Product Management

TDA-0L1

[Mechanisms exist to design and Implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabe statutory, regulatory andjor contractual obligations.

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:

=UL2900-1 2 5 20231213

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
[Asses. Applications andjor Services (TAAS) across the System Developmen
improve functionality;(2) Enhance security ar

Feciiency capablitiosi(3) Correct securty doficincio: andd) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

N/A

For specific requirement detalls,buy a lcensed copy of the Focal Document at:
miPro =UL2900-1.

20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology

ssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

Access Control, User
Authentication and User

[For specific requirement details, buy a licensed copy of the Focal Document at:
tid=UL2900-1_2_S_20231213

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

N/A

For specific requirement detals, buy e icensed copy ofthe Focal Document ot

Id=UL2900-1

20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
[Asses. Applcations andlor Services (TAAS) across the System Development
Life Cycle (SD! Improve functionality;(2) Enhance security

resiliency capabmues {3) Correct securtty deficencies; andid Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1.;

20231213

Functional

Intersects With

Product Management

TDA01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obligations.

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1

20231213

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) o:(1) imrove functionaity;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; ar Cunfurm with
opplicanie stautory, reguiatory andior contractual obligation

8.3(a)

N/A

For secifc requirement detais,buy a icensed capy of the Focal Dacument at

=UL2900-1

20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development.
Life Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security

resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

83(b)

N/A

For specific requirement details, buy a licensed copy of the Focal Document at:

2900-1.2_5_ 20231213

Functional

Intersects With

Product Management

TDA01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obligations.

83(0)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-12_5_ 20231213

Functional

Intersects With

Product Management

TDA-01.1

WecharTsm exst T design and Implement praguct ranagement processes
lto proactively govern the development and production of Technology
|assets, Applications o Semces (FARS) s the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

8.3(c)(i)

N/A

For secifc requirement detais,buy a icensed capy of the Focal Document at

Id=UL2900-1_2_S_20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality:(2) Enhance securit

resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

8.3(c)(ii)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1 2.5 20231213

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security an
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obligations.

8.3(c)(iil)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1,

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
[Assets, Applications anclor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security ar

reciiency capablitieti(3) Correct securty deficenci: andd) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

8.3(d)

N/A

For secifc requirement detais,buy a icensed capy of the Focal Document at

1d=UL2900-1

20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
o proactively govern the design, development and production of Technology
|assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality(2) Enhance security an
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obiigations.

Secure Controls Framework (SCF)

20f4
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Focal Document Element (FDE) Desc

SCF Control

Version 2026.1_x000a_03/27/2026

8.3(e)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1.2_5_ 20231213

STRM
Rationale

Functional

Intersects With

Product Management

TDA-0L.1

Secure Contrals Framework (SCF)
rol Description
[Mechanisms exist to design arvd implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabie statutory, regulatory and/or contractual obligations.

8.3()

NIA

For specific requirement detals, buy » icensed copy ofthe Focal Document at:
12900-1_2_5_20231213

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
[Asses. Applications andlor Services (TAAS) across the System Development
Life Cycle (SD! Improve functionality;(2) Enhance securit

eciiency capablitesi(3) Correct securty doficenci: andid) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
tid=UL2900-1_2_S_20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
Ito proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

8.4(a)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1.2_5_ 20231213

Functional

Intersects With

Product Management

TDA-0L.1

[Mechanisms exist to design and Implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabe statutory, regulatory and/or contractual obligations.

8.4(b)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
1d=UL2900-1_2_5_20231213

Functional

Intersects With

Product Management

TDA-01.1

Mechanisms exist to design and implement product management processes

Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security
resiliency capabilities:(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

N/A

For specifc requirement detal, uy 2 lcensed copy ofthe Focel Docurent ot
tid=t

UL2900-1_2_5 20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1

20231213

Functional

Intersects With

Product Management

TDA-0L1

[Mechanisms exist to design and Implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security

resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabie statutory, regulatory and/or contractual obligations.

NIA

[For specific requirement details, buy a licensed copy of the Focal Document at:

1=UL2900-1

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance securit

resiliency capabilities:(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
tid=UL290(

20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security an
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:

2900-1.2_5_ 20231213

Functional

Intersects With

Product Management

TDA-0L.1

[Mechanisms exist to design and Implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabie statutory, regulatory andjor contractual obligations.

Remote C¢

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1 2.5 20231213

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1.;

20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development.
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

Sensitive Data

[For specific requirement details, buy a licensed copy of the Focal Document at:

tid=UL2900-1_2_S_20231213

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

N/A

For specifc requirement detais,buy a icensed capy of the Focal Dacument at
1=UL2900-1.

20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security an
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1.;

20231213

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and Implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabe statutory, regulatory andjor contractual obligations.

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1,

20231213

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
esilincy capabilties:(3) Correct securty defclancies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

N/A

For specifc requirement detais, buy a icensed capy of the Focal Document at
tid=UL2900-1_2_S_20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
[Assets. Applcations andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security ar

resilincy capabilitiesi(3) Correct securty deficiencies: and(é) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

Product Management

For specific requirement detals, buy » icensed copy ofthe Focal Document at:
=UL2900-1_2_S_ 20231213

Functional

No Relationship.

N/A

N/A

N/A

[No applicable SCF control

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:

1=UL2900-1

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
[Asses. Applications anclor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance securit

Feciiency capablitiosi(3) Correct securty doficencie: andid) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
tid=UL290(

20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security an
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:

2900-1.2_5_ 20231213

Functional

Intersects With

Product Management

TDA-0L.1

[Mechanisms exist to design and Implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabe statutory, regulatory and/or contractual obligations.

Secure Controls Framework (SCF)

30f4



Set Theory Relationship Mapping (STRM)

FDE Name

UL 2900-1_x000a_Software Cybersecurity for Network-Connectable Products, Part 1: General Requirements

Focal Document Element (FDE) Desc

TRM
Rationale

Secure Controls Fram

Version 2026.1_x000a_03/27/2026

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:

2900-1.2_5_ 20231213

Functional

Intersects With

Product Management

TDA-0L.1

rol Descri
[Mechanisms exist to design arvd \mplement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabie statutory, regulatory and/or contractual obligations.

NIA

For specific requirement detals, buy » icensed copy ofthe Focal Document at:
12900-1_2_5_20231213

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
[Asses. Applications andlor Services (TAAS) across the System Development
Life Cycle (SD! Improve functionality;(2) Enhance securit

eciiency capablitesi(3) Correct securty doficenci: andid) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

11.5(a)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:

tid=UL2900-1_2_S_20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

115(b)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
29

00-1 2.5 20231213

Functional

Intersects With

Product Management

TDA-0L.1

[Mechanisms exist to design and Implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabe statutory, regulatory and/or contractual obligations.

11.5(0)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
1d=UL2900-1_2_5_20231213

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security

resiliency capabilities:(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

N/A

For specifc requirement detal, uy 2 lcensed copy ofthe Focel Docurent ot
tid=t

20231213

UL2900-1

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

11.6(a)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1

20231213

Functional

Intersects With

Product Management

TDA-0L1

[Mechanisms exist to design and Implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security

resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabie statutory, regulatory and/or contractual obligations.

11.6(b)

NIA

[For specific requirement details, buy a licensed copy of the Focal Document at:

=UL2900-12_5_ 20231213

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
[Asse. Applications andlor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance securit

Feciiency capablitiosi(3) Correct securty doficencic: andid) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

11.6()

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
tid=UL290(

20231213

Functional

Intersects With

Product Management

TDA0L1

[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
[Asets. Appications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security ar
resiliency (apab\\mes ) Correct Security denciencios: andd) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:

2900-1.2_5_ 20231213

Functional

Intersects With

Product Management

TDA-0L.1

[Mechanisms exist to design and Implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicabie statutory, regulatory andjor contractual obligations.

NIA

For specific equirement detals, buy » icensed copy ofthe Focal Document at:
12900-1_2_5_20231213

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
[Asset. Applications andlor Services (TAAS) across the System Development
Life Cycle (SD! Improve functionality;(2) Enhance securit

Feciiency capablitiesi(3) Correct securty dofienci: andid) Conform with
lapplicable statutory, regulatory andjor contractual obiigations,

Vendor Product
Pror

[For specific requirement details, buy a licensed copy of the Focal Document at:
2900-1,

cess

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

Secure Controls Framework (SCF)

40f4
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