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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes

1 Scope Functional No Relationship N/A N/A N/A 0
No applicable SCF control

2 Normative References Functional No Relationship N/A N/A N/A 0
No applicable SCF control

3 Glossary Functional No Relationship N/A N/A N/A 0
No applicable SCF control

4 Functional No Relationship N/A N/A N/A 0
No applicable SCF control

4.1 N/A Functional Intersects With TDA-04 5

4.1(a) N/A Functional Intersects With TDA-04 5

4.1(b) N/A Functional Intersects With Functional Properties TDA-04.1 5

4.1(b)(1) N/A Functional Intersects With Functional Properties TDA-04.1 5

4.1(b)(2) N/A Functional Intersects With Functional Properties TDA-04.1 5

4.1(b)(3) N/A Functional Intersects With Functional Properties TDA-04.1 5

4.1(b)(4) N/A Functional Intersects With Functional Properties TDA-04.1 5

4.1(c) N/A Functional Intersects With TDA-04.2 8

4.1(d) N/A Functional Intersects With TDA-20 5

4.1(e) N/A Functional Intersects With Library Privileges CHG-04.5 5

4.1(f) N/A Functional Intersects With TDA-06 5

4.1(g) N/A Functional Intersects With Assessment Boundaries IAO-01.1 5

4.1(h) N/A Functional Intersects With Specialized Assessments IAO-02.2 3

5 Functional No Relationship N/A N/A N/A 0
No applicable SCF control

5.1 N/A Functional Intersects With TDA-04 5

5.1(a) N/A Functional Intersects With TDA-04 5

5.1(b) N/A Functional Intersects With TDA-04 5

6 Functional No Relationship N/A N/A N/A 0
No applicable SCF control

6.1 N/A Functional Intersects With TDA-04 5

6.2 N/A Functional Intersects With TDA-04 5

6.3 N/A Functional Intersects With TDA-04 5

6.4 N/A Functional Intersects With TDA-04 5

6.5 N/A Functional Intersects With TDA-04 5

6.6 N/A Functional Intersects With TDA-04 5

6.7 N/A Functional Intersects With TDA-04 5

STRM
Rationale

STRM
Relationship

Secure Controls Framework (SCF)
Control Description

Strength of 
Relationship

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation of Product, 
Product Design And Product 

Use

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to require software developers to provide information 
describing the functional properties of the security, compliance and 
resilience controls to be utilized within Technology Assets, Applications 
and/or Services (TAAS) in sufficient detail to permit analysis and testing of 
the controls.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to require software developers to provide information 
describing the functional properties of the security, compliance and 
resilience controls to be utilized within Technology Assets, Applications 
and/or Services (TAAS) in sufficient detail to permit analysis and testing of 
the controls.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to require software developers to provide information 
describing the functional properties of the security, compliance and 
resilience controls to be utilized within Technology Assets, Applications 
and/or Services (TAAS) in sufficient detail to permit analysis and testing of 
the controls.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to require software developers to provide information 
describing the functional properties of the security, compliance and 
resilience controls to be utilized within Technology Assets, Applications 
and/or Services (TAAS) in sufficient detail to permit analysis and testing of 
the controls.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to require software developers to provide information 
describing the functional properties of the security, compliance and 
resilience controls to be utilized within Technology Assets, Applications 
and/or Services (TAAS) in sufficient detail to permit analysis and testing of 
the controls.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Software Bill of Materials 
(SBOM)

Mechanisms exist to generate, or obtain, a Software Bill of Materials (SBOM) 
for Technology Assets, Applications and/or Services (TAAS) that lists software 
packages in use, including versions and applicable licenses.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Access to Program Source 
Code

Mechanisms exist to limit privileges to change software resident within 
software libraries.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to restrict software library privileges to those individuals 
with a pertinent business need for access.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Secure Software 
Development Practices 

(SSDP)

Mechanisms exist to develop applications based on Secure Software 
Development Practices (SSDP).

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to establish the scope of assessments by defining the 
assessment boundary, according to people, processes and technology that 
directly or indirectly impact the confidentiality, integrity, availability and 
safety of the Technology Assets, Applications, Services and/or Data (TAASD) 
under review.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to conduct specialized assessments for:(1) Statutory, 
regulatory and contractual compliance obligations;(2) Monitoring capabilities;
(3) Mobile devices;(4) Databases;(5) Application security;(6) Embedded 
technologies (e.g., IoT, OT, etc.);(7) Vulnerability management;(8) Malicious 
code;(9) Insider threats;(10) Performance/load testing; and/or(11) Artificial 
Intelligence and Autonomous Technologies (AAT).

Product Design 
Documentation

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

Documentation for Product 
Use

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

6.8 N/A Functional Intersects With TDA-04 5

6.9 N/A Functional Intersects With TDA-04 5

6.10 N/A Functional Intersects With TDA-04 5

7 Risk Controls Functional No Relationship N/A N/A N/A 0
No applicable SCF control

7.1 N/A Functional Intersects With Product Management TDA-01.1 5

7.1.1 N/A Functional Intersects With Product Management TDA-01.1 5

7.1.2 N/A Functional Intersects With Product Management TDA-01.1 5

7.1.3 N/A Functional Intersects With Product Management TDA-01.1 5

7.1.4 N/A Functional Intersects With Product Management TDA-01.1 5

7.1.5 N/A Functional Intersects With Product Management TDA-01.1 5

8 Functional No Relationship N/A N/A N/A 0
No applicable SCF control

8.1 N/A Functional Intersects With Product Management TDA-01.1 5

8.2 N/A Functional Intersects With Product Management TDA-01.1 5

8.3 N/A Functional Intersects With Product Management TDA-01.1 5

8.3(a) N/A Functional Intersects With Product Management TDA-01.1 5

8.3(b) N/A Functional Intersects With Product Management TDA-01.1 5

8.3(c) N/A Functional Intersects With Product Management TDA-01.1 5

8.3(c)(i) N/A Functional Intersects With Product Management TDA-01.1 5

8.3(c)(ii) N/A Functional Intersects With Product Management TDA-01.1 5

8.3(c)(iii) N/A Functional Intersects With Product Management TDA-01.1 5

8.3(d) N/A Functional Intersects With Product Management TDA-01.1 5

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Documentation 
Requirements

Mechanisms exist to obtain, protect and distribute administrator 
documentation for Technology Assets, Applications and/or Services (TAAS) 
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3) 
Known vulnerabilities regarding configuration and use of administrative (e.g., 
privileged) functions.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

Access Control, User 
Authentication and User 

Authorization

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

8.3(e) N/A Functional Intersects With Product Management TDA-01.1 5

8.3(f) N/A Functional Intersects With Product Management TDA-01.1 5

8.4 N/A Functional Intersects With Product Management TDA-01.1 5

8.4(a) N/A Functional Intersects With Product Management TDA-01.1 5

8.4(b) N/A Functional Intersects With Product Management TDA-01.1 5

8.5 N/A Functional Intersects With Product Management TDA-01.1 5

8.6 N/A Functional Intersects With Product Management TDA-01.1 5

8.7 N/A Functional Intersects With Product Management TDA-01.1 5

8.8 N/A Functional Intersects With Product Management TDA-01.1 5

8.9 N/A Functional Intersects With Product Management TDA-01.1 5

9 Remote Communications Functional No Relationship N/A N/A N/A 0
No applicable SCF control

9.1 N/A Functional Intersects With Product Management TDA-01.1 5

10 Sensitive Data Functional No Relationship N/A N/A N/A 0
No applicable SCF control

10.1 N/A Functional Intersects With Product Management TDA-01.1 5

10.2 N/A Functional Intersects With Product Management TDA-01.1 5

10.3 N/A Functional Intersects With Product Management TDA-01.1 5

10.4 N/A Functional Intersects With Product Management TDA-01.1 5

11 Product Management Functional No Relationship N/A N/A N/A 0
No applicable SCF control

11.1 N/A Functional Intersects With Product Management TDA-01.1 5

11.2 N/A Functional Intersects With Product Management TDA-01.1 5

11.3 N/A Functional Intersects With Product Management TDA-01.1 5
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

11.4 N/A Functional Intersects With Product Management TDA-01.1 5

11.5 N/A Functional Intersects With Product Management TDA-01.1 5

11.5(a) N/A Functional Intersects With Product Management TDA-01.1 5

11.5(b) N/A Functional Intersects With Product Management TDA-01.1 5

11.5(c) N/A Functional Intersects With Product Management TDA-01.1 5

11.6 N/A Functional Intersects With Product Management TDA-01.1 5

11.6(a) N/A Functional Intersects With Product Management TDA-01.1 5

11.6(b) N/A Functional Intersects With Product Management TDA-01.1 5

11.6(c) N/A Functional Intersects With Product Management TDA-01.1 5

11.7 N/A Functional Intersects With Product Management TDA-01.1 5

11.8 N/A Functional Intersects With Product Management TDA-01.1 5

12 Functional No Relationship N/A N/A N/A 0
No applicable SCF control

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

For specific requirement details, buy a licensed copy of the Focal Document at: 
https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_2_S_20231213

Mechanisms exist to design and implement product management processes 
to proactively govern the design, development and production of Technology 
Assets, Applications and/or Services (TAAS) across the System Development 
Life Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with 
applicable statutory, regulatory and/or contractual obligations.

Vendor Product 
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