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Secure Controls Framework (SCF)
Control Description

STRM
Relationship

For specifc requirement details, buy a icensed copy of the Focal Document at
1 Scope 00ed2016-1660595 Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
2 Normative References  |For SPecific requirement details buy o ficeneed oy of e facal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
3 Glossary O D e et D e Y O e oo Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
4 Product Documentation [+ SPecific feauirement detalls, by @ Hcer e o O egsas ~ Document et Functional | No Relationship NA NA NA 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
For specific requirement details, buy a licensed copy of the Focal Document at: . : |Assets, Applications and/or Services (TAAS) across the System Development
41 N nsi 00d2016-1660595 Functional Subset Of Product Management | - TDA0L1 Jii¢0 Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory and/or contractual obligations.
s product Design For specific requirement detall,buy o lcensed copy of the Focal Document at frste || e A A A N N —
nsi.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
For specific requirement details, buy a licensed copy of the Focal Document at: . : Jssets, Applicaions anclor Services (TAAS) across the System Development
51 G ansi 00ed2016-1660595 Functional Subset Of Product Management | TDA0L1Jii¢l Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security ai 10
resiiancy capabilties;(3) Correct securty denciencies; and() Conform with
applicable statutory, regulatory and/or contractual obligations.
Documentation or Product For specifc requiement details, buy alcensed copy of the Focal Document a: . . .
6 tion em e Functional | No Relationship NA NA NA 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
For specific requirement details, buy a licensed copy of the Focal Document at: . : |Assets, Applications and/or Services (TAAS) across the System Development
61 G2 nsi 900ed2016-1660595 Functional Subset Of Product Management | TDA0L1 ¢l Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory and/or contractual obligations.
7 General For specific e e “‘e"s,?“j‘,’gyﬁ"f the F“‘a‘ Document at: Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement details, buy a icensed copy of the Focal Document at . § Jssets, Applicaions anclor Services (TAAS) across the System Development
71 WA nsi 00e42016-1660595 Functional Subset Of Product Management | TDA-01.1 ite Cycle (SDLC) toi(1) Improve functionality. (2) Enhance security a 10
resiliency capabilities;(3) Correct security deficier na(4) Conform with
oplicable statutory, r6qulatory andior contractual abligations.
Access Control, User
] Authentication and User ["C" <Pecific requirement details, buy a licensed copy of the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
‘Authorization
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement details,buy a censed copy of the Focal Docurment at . § Jssets, Applicaions anclor Services (TAAS) across the System Development
81 R 42016-1 Functional Subset Of Product Management | - TDA-01.1 | ite Cycle (SDLC) toi(1) Improve functionality;(2) Enhance security a 10
resiincy capabilities;(3) Correct security deRciencies; and(4) Conform with
applicable statutory, regulatory and/or contractual obligations.
For specifc requirement details, buy a icensed copy of the Focal Document at ; 14 |Mechanisms exist to define, control and review organization-approved,
8.2 NA nsed copy of the fos Functional | Intersects With Remote Access NET-14  [Mechanisms exist to define, cor 5
For specifc requirement detalls, buy a censed copy of the Focal Document at i | Operating Environment 14 [Mechanisms exist to determine if embedded technologies are certified for
83 W 42016-1 Functional | Intersects With Certification EMB-14  lecure use in the proposed operating environment. s
Mechanisms exist to evaluate the safety aspects of embedded technologies
83 NA For specific requirement detalls, buy 2 licensed copy of the Focal Document at Functional | Intersects With | Safety Assessment EMB-15  |via a fault tree analysis, or similar method, to determine possible 5
consequences of misuse, misconfiguration and/or failure.
For specifc requirement details, buy a icensed copy of the Focal Document at ; IMechanisms exist to define, control and review organization-approved,
83 NA d copy o the o Functional | Intersects With Remote Access NET-14  [Mechanisms exist to define, cor 5
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement details, buy a licensed copy of the Focal Document at § lassets, Applications andjor Services (TAAS) across the System Development
84 NIA 420161660595 Functional Subset Of Product Management TDA-OLL  /i¢o Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
For specifc requirement detalls,buy a censed copy of the Focal Document at Identity & Access o1 |Mechanisms exist to facilitate the implementation of identification and
85 NiA 00ed2016-1660: Functional Subset Of Management (1AM) IAC-01 |5 cess management controls. 10
[Mechanisms exist to strictly govern the use of Authenticate, Authorize and
86 NA For specific requirement details, buy a licensed copy of the Focal Document at Functional | Intersects with | AUthenticate, Authorize and| - 5c.01 5 |audit (AAA) solutions, both on-premises and those hosted by an External 5
42016-1660595 Audi (AAA)
Service Provider (ESP).
For specifc requirement details, buy a licensed copy of the Focal Document at ; Identity & Access o1 |Mechanisms exist to facilitate the implementation of identification and
87 NiA 420161660595 Functional | Intersects With Management (1AM) IAC-01 |5 cess management controls. 5
For specifc requirement detalls,buy a censed copy of the Focal Document at ; § 14 |Mechanisms exist to force users and devices to re-authenticate according to
88 NiA 100ed2016-1660 Functional | Intersects With Re-Authentication IAC14 | ganization-defined circumstances that necessitate re-authentication. 8
IMechanisms exist to:(1) Securely manage authenticators for users and
89 NA For specific requirement dealls. buy & licensed copy of the Focal Document at Functional Subset Of | Authenticator Management|  IAC-10  [devices; and(2) Ensure the strength of authentication is appropriate o the 10
classification of the data being accessed.
[Mechanisms exist to protect authenticators commensurate with the
8.10 N/A For specific requirement dealls. buy & licensed copy of the Focal Document at Functional | Intersects With |Protection of Authenticators| IAC-10.5 [sensitivity of the information to which use of the authenticator permits 8
8.10(a) NA For specific requirement dealls. buy 2 licensed copy of the focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specifc requirement details, buy a licensed copy of the Focal Document at . 0o |Mechanisms exist to establish a trusted communications path between the
8.10(0) WA d2016-1660595 Functional | Intersects With Trusted Path END-09 |,)cer and the security functions of the operating system. s
[Mechanisms exist to protect authenticators commensurate with the
811 N/A For specific requirement dealls. buy 2 licensed copy of the Focal Document ak Functional | Intersects With |Protection of Authenticators| IAC-10.5  [sensitivity of the information to which use of the authenticator permits 5
9 Remote Communication [For Pecific reauirement details, buy a licensed copy of the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement details, buy a licensed copy of the Focal Document at . § |Assets, Applications and/or Services (TAAS) across the System Development
9.1 NIA 420161660595 Functional Subset Of Product Management TDA-OLL  /i¢o Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory andjor contractual obligations.
02 A For specifc requirement detais, buy a licensed copy of the Focal Document at Functional | intersects with | OPerating Environment | o 1. [Mechanisms exist to determine if embedded technologies are certified for s
42016-1660595 Certification secure use in the proposed operating environment
) IMechanisms exist to evaluate the safety aspects of embedded technologies
92 NA For specific requirement dealls. buy & Icensed copy of the focal Document ak Functional | Intersects With | Safety Assessment EMB-15  |via a fault tree analysis, or similar method, to determine possible s
consequences of misuse, misconfiguration and/or failure.
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specific requirement detais, buy a licensed copy of the Focal Document at . § |Assets, Applications and/or Services (TAAS) across the System Development
9.3 NIA d2016-1660595 Functional Subset Of Product Management TDA-OLL  i¢o Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities:(3) Correct security deficiencies: and(4) Conform with
lapplicable statutory, regulatory and/or contractual obiigations.
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specific requirement detais, buy a licensed copy of the Focal Document at . : |Assets, Applications andor Services (TAAS) across the System Development
94 NIA 420161660595 Functional Subset Of Product Management TDA-OLL | i¢e Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities:(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
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Secure Controls Framework (SCF)
FDE Name Focal Document Element (FDE) Desc: SCF Control G
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
For specific requirement details, buy a licensed copy of the Focal Document at: : ssets, Applications and/or Services (TAAS) across the System Development
95 Qs nsi. 00d2016-1660595 Functional Subset Of Product Management | TDA0L1 Jii¢l cyle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory and/or contractual obligations.
06 A For specific requirement detall,buy o lcensed copy of the Focal Document at cunctional | Intersects With Fail safe sea07.3  [Hechanisms existto implement fisafe rocedures when fallure condiions s
10 Cryptography e e e oo s T oegsas 2! Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
For specific requirement details, buy a licensed copy of the Focal Document at: : lAssets, Applications andor Services (TAAS) across the System Development
101 G2 nsi 00ed: 660595 Functional Subset Of Product Management | TDA0L1 Jii¢l Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory and/or contractual obligations.
[Mechanisms exist to facilitate the implementation of cryptographic
101 A For specitc requrement detas buya censed copy of the Foca Documentat | puncional | mersectswitn | Use STSIOTrannie |y gn e e e e s Prytoaraphic .
echnologies.
1 Product Management |1 0r S8 e e b oo g 1s L ebgeas ) Document at Functional | No Relationship NA N/A NA 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
For specific requirement details, buy a licensed copy of the Focal Document at: . : |Assets, Applications and/or Services (TAAS) across the System Development
1 W ansi 002d2016-1660595 Functional Subset Of Product Management | TDA0L1 Jii¢l Cycle (SDLC) to:(1) Improve functionalityi(2) Enhance security an 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory and/or contractual obligations.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
For specific requirement details, buy a licensed copy of the Focal Document at: . : Jssets, Applicaions anclor Services (TAAS) across the System Development
12 G2 ansi 00ed2016-1660595 Functional Subset Of Product Management | TDA0L1 il Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security ai 10
resiiancy capabilities;(3) Correct securty deRciencies; and(d) Conform with
applicable statutory, regulatory and/or contractual obligations.
Secure Software
For specific requirement detais, buy a censed copy of the Focal Dacument at . Mechanisms exist to develop applications based on Secure Software
113 NA en e Functional subsetor | DevelopmentPractices | Toa0s eI SIS CEAES 10
Secure Software
For specific requirement details, buy a licensed copy of the Focal Document at: . Mechanisms exist to develop applications based on Secure Software
11.3() NA rem AR Functional subsetor | DevelopmentPractices | ToA05 eI S CEeES 10
Secure Software
For specific requirement details, buy a licensed copy of the Focal Document at: . Mechanisms exist to develop applications based on Secure Software
11.3() NA en AR Functional subsetor | DevelopmentPractices | Toa0s eI SIS 2 CEeES 10
Secure Software
For specifc requirement detais, buy a licensed copy of the Focal Document at . Mechanisms exist to develop applications based on Secure Software
113(0) NA en G e o Functional subsetor | pevelopmentPractices | Toa0s SIS SEeS 10
Secure Software
For specic equirement detals buy  ccnsed copy of the Focal Document . Mechanisms exist to develop applications based on Secure Software
11.3() NA nsed co Functional SubsetOf | Development Practices |  TDA-06 10
T6-1 ment Development Practices (SSDP).
For specific requirement details, buy a licensed copy of the Focal Document at: . ’ Mechanisms exist to ensure software and/or firmware patches are:(1)
114 NA em AR Functional | Intersects With | Software Patch Integrity | VPM-05.8 [(echanisms exist o ensure softwar andor frimuare patch 5
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement detalls,buy a censed copy of the Focal Docurment at . § [ssets, Applicaions anclor Services (TAAS) across the System Development
11.4(a) NA d copy of Functional Subset Of Product Management | TDA0L1 et o B o e (o e corunter o 10
resiiency capabilities;(3) Correct security deRciencies; and() Conform with
applicable statutory, regulatory and/or contractual obligations.
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement details, buy a censed copy of the Focal Docurment at . § Jssets, Applicaions anclor Services (TAAS) across the System Development
11.4(0) A 42016-1 Functional Subset Of Product Management | TDA-01.1 jite Cycle (SDLC) toi(1) Improve functionality;(2) Enhance security a 10
resiiency capabilities;(3) Corect security defciencies; and(4) Conform with
applicable statutory, regulatory and/or contractual obligations.
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement detalls, buy a censed copy of the Focal Docurment at : [ssets, Applicaions anclor Services (TAAS) across the System Development
1149 R 42016-1 Functional Subset Of Product Management | TDA-01.1 jice Cycle (SDLC) toi(1) Improve functionality;(2) Enhance security a 10
resiincy capabilities;(3) Correct security defciencies; and() Conform with
applicable statutory, regulatory andjor contractual obligations.
Secure Software
s VA For specic equirement details, buy  censed copy of the Focal Document ot Functions! SubsetOf | Development Pracices | TOA5 [HeChanims exist to develop appicatons based on Scure Sofuare 0
(55DP)
Secure Software N
116 VA For specifc equirement details, buy  ccnsed copy of the Focal Document ot Functions! SubsetOf | Development Pracices | TOA5 [MeChanims exist to develop spicatons base on Secure Sofuare 0
(55DP)
Secure Software RN
7 A For specifc requirement detalls, buy a censed copy of the Focal Docurment at Functions! SubsetOf | Development Pracices | TOA5 [HeChanims exist to develop spicatons base on Scure Sofuare 0
(55DP)
Secure Software ;
118 A For specifc requirement detalls,buy a censed copy of the Focal Docurment at Functions! SubsetOf | Development Pracices | TOA5 [HeChanisms exist to develop spicatons base on Secure Sofuare 0
(5DP)
Vendor Product sk Fr specifc equirement details, buy  ccnsed copy of the Focal Document o . ' .
12 it Risk need copy of the ! Functional | No Relationship NA N/A NA 0 INo applicable SCF control
Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement details, buy a licensed copy of the Focal Document at § lAssets, Applications andjor Services (TAAS) across the System Development
121 NiA 420161660595 Functional Subset Of Product Management TDA-OLL  /i¢o Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities:(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory and/or contractual obligations.
13 Known Vulnerability Testing|0r SPeciic reauirement details, buy a licensed copy of the Focal Document at Functional | No Relationship NA N/A NA 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement detalls,buy a censed copy of the Focal Document at . : |Assets, Applications and/or Services (TAAS) across the System Development
131 NiA 00ed2016-16605¢ Functional Subset Of Product Management TDA-OLL  i¢o Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities:(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory andjor contractual obligations.
IMechanisms exist to require system developers/integrators consult with
security, Compliance & security, compliance and/or resilience personnel to:(1) Create and implement
131 NA For specific requirement details, buy 3 licensed copy of the Fnca\ Document at: Functional | Intersects With Recilemee Fosin TDA09 | Security Testing and Evaluation (ST&E) plan, or similar capability;(2) s
00e42016-16605: e Silience Testing mplement a verifiable flaw remediation process to correct weaknesses and
9 P! deficiencies identified during the control testing and evaluation process;
and(3) Document the results.
14 Malware Testing For specific requirement dealls. buy & licensed copy of the focal Document at Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specific requirement detais, buy a licensed copy of the Focal Document at . § |Assets, Applications and/or Services (TAAS) across the System Development
141 NIA 420161660595 Functional Subset Of Product Management TDA-OLL  i¢o Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities:(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory andjor contractual obligations.
- Mechanisms existto uillze at ez netl) maivere detecton Lol dentry
141 NA For specific requirement defails, buy a licensed copy of the Focal Document at: Functional | Intersects With | MalWware Testing Priorto | 1p 07 3 fif any known malware exists in the final binaries of the product or secu 8
42016-1660595 Release oy
15 Malformed Input Testing [+ <Pecifc requirement details, buy a licensed copy of the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
151 NA o e et e LY & eaed Py o the focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
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Secure Controls Framework (SCF)
FDE Name Focal Document Element (FDE) Desc: SCF Control G
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
For specific requirement details, buy a licensed copy of the Focal Document at: : ssets, Applications and/or Services (TAAS) across the System Development
1511 Qs ansi. 00d2016-1660595 Functional Subset Of Product Management | TDA0L1 Jii¢l cyle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory and/or contractual obligations.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
For specific requirement details, buy a licensed copy of the Focal Document at: : |Assets, Applications and/or Services (TAAS) across the System Development
1512 R nsi. 002d2016-1660595 Functional Subset Of Product Management | TDA0L1 ¢l Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory and/or contractual obligations.
152 Malformed input test | |0 SR e e, b e e oo s Jecqsas - oument &t Functional | No Relationship NIA NIA NIA 0 INo applicable SCF control
Mechanisms exist to utilze testing methods to ensure Technology Assets,
15.2.1 NIA e O e OO s T e as 2! Document at Functional | Intersects With | Malformed Input Testing | TDA-09.4  [Applications and/or Services (TAAS) continue to operate as intended when 5
subject to invalid or unexpected inputs on its interfaces.
Mechanisms exist to utilize testing methods to ensure Technology Assets,
1522 NA o D e e D e oy O e s Document at Functional | Intersects With | Malformed Input Testing | TDA-09.4  |Applications andor Services (TAAS) continue to operate as intended when 5
subject to invalid or unexpected inputs on its interfaces.
Mechanisms exist to utilze testing methods to ensure Technology Assets,
15.2.3 NA e e 800 s e as 2! Document at: Functional | Intersects With | Malformed Input Testing | TDA-09.4  |Applications and/or Services (TAAS) continue to operate as intended when 5
subject to invalid or unexpected inputs on its interfaces.
Mechanisms exist to utilize testing methods to ensure Technology Assets,
15.2.4 NA O D e e D e Dy O e gy Document at Functional | Intersects With | Malformed Input Testing | TDA-09.4  |Applications and/or Services (TAAS) continue to operate as intended when 5
subject to invalid or unexpected inputs on its interfaces.
Mechanisms exist to utilize testing methods to ensure Technology Assets,
15255 NA O D e e e O e gy Document at Functional | Intersects With | Malformed Input Testing | TDA-09.4  |Applications and/or Services (TAAS) continue to operate as intended when 5
subject to invalid or unexpected inputs on its interfaces.
Mechanisms exist to utilze testing methods to ensure Technology Assets,
1526 NA O D e e e O e gy Document at Functional | Intersects With | Malformed Input Testing | TDA-09.4  |Applications andor Services (TAAS) continue to operate as intended when 5
subject to invalid or unexpected inputs on its interfaces.
153 Malformed input test I~ |"e" SPecific requirement details, buy @ licensed cony of the faar ! Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
Mechanisms exist to utilze testing methods to ensure Technology Assets,
1531 NA For specific requirement detalls, buy 2 licensed copy of the Focal Document at Functional | Intersects With | Malformed Input Testing | TDA-09.4  |Applications and/or Services (TAAS) continue to operate as intended when 5
subject to invalid or unexpected inputs on its interfaces.
Mechanisms exist to utilze testing methods to ensure Technology Assets,
1532 NA For specific requirement detalls, buy 2 licensed copy of the Focal Document at Functional | Intersects With | Malformed Input Testing | TDA-09.4  |Applications and/or Services (TAAS) continue to operate as intended when 5
subject to invalid or unexpected inputs on its interfaces.
echanisms exst o iz tesing methods o ensure Technology Assets
1533 NA For specific requirement detalls, buy 2 licensed copy of the Focal Document at Functional | Intersects With | Malformed Input Testing | TDA-09.4  [Applications and/or Services (TAAS) continue to operate as intended when 5
subject to nvalld or unexpactad Inputs an Its interfaces,
Mechanisms exist to utilze testing methods to ensure Technology Assets,
15.3.4 NA For specific requirement detalls, buy 2 licensed copy of the Focal Document at Functional | Intersects With | Malformed Input Testing | TDA-09.4 ~ [Applications and/or Services (TAAS) continue to operate as intended when 5
subject to invalid or unexpected inputs on its interfaces.
Structured Penetration - [For specifc requirement detail, buy a icensed copy of the Focal Document at . ' .
16 e nsed copy of the fos Functional | No Relationship NA N/A NA 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement detalls, buy a censed copy of the Focal Docurment at § |Assets, Applications and/or Services (TAAS) across the System Development
6.1 NiA 00ed2016-16605¢ Functional Subset Of Product Management TDA-OLL  /i¢o Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
For specifc requirement details, buy a icensed copy of the Focal Document at i | Application Penetration § Mechanisms exist to perform application-level penetration testing of custom-
6.1 NIA 420161660595 Functional | Intersects With Testing TOA09.5 |age Technology Assets, Applications and/or Services (TAAS) 5
For specifc requirement detalls,buy a censed copy of the Focal Docurment at ; 07 |Mechanisms exist to conduct penetration testing on Technology Assets,
16.1 N/A 00ed2016-16605! Functional Intersects With Penetration Testing VPM-07 |y Clications andfor Services (TAAS). 5
17 Software Weakness Analysis| - <Pecific reauirement details, buy a licensed copy of the Focal Document at Functional | No Relationship NA N/A NA 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement detalls,buy a censed copy of the Focal Document at § |Assets, Applications andjor Services (TAAS) across the System Development
171 NiA 00ed2016-16605¢ Functional Subset Of Product Management TDA-OLL  i¢o Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities:(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory andjor contractual obligations.
IMechanisms exist to require system developers/integrators consult with
Securtty, Compliance & security, compliance and/or resilience personnel to:(1) Create and implement
1 A For specifc requirement detalls,buy a censed copy of the Focal Document at Functional | Intersects With | - namiteneEaanes Toagg |2 Security Testing and Evaluation (ST&E) plan, or similar capability:(2) s
00e42016-16605: Threilience Testing mplement a verifiable flaw remediation process to correct weaknesses and
9 P! deficiencies identified during the control testing and evaluation process;
and(3) Document the results.
18 Static Code Analysis |- <Pecifc requirement details, buy a licensed copy of the Focal Document at Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specifc requirement details, buy a licensed copy of the Focal Document at . § |Assets, Applications and/or Services (TAAS) across the System Development
181 NIA 420161660595 Functional Subset Of Product Management TDA-OLL | i¢o Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
applicable statutory, regulatory andjor contractual obligations.
[Mechanisms exist to require the developers of Technology Assets,
For specific requirement detalls, buy a censed copy of the Focal Docurment at . lApplications and/or Services (TAAS) to employ static code analysis tools to
181 NIA 00ed2016-16605¢ Functional | Intersects With | Static Code Analysis TDA-09:2  (dontify and remediate common flaws and document the results of the 8
analysis.
Static Binary and Byte Code For specifc requirement defails, buy a icensed copy of the Focal Document at . ’ .
19 iy, d copy of the Foc Functional | No Relationship NA NA NA 0 INo applicable SCF control
IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
For specific requirement detais, buy a licensed copy of the Focal Document at . § |Assets, Applications and/or Services (TAAS) across the System Development
191 NIA 420161660595 Functional Subset Of Product Management TDA-OLL | i¢o Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities:(3) Correct security deficiencies: and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
IMechanisms exist to require the developers of Technology Assets,
For specific requirement detais, buy a licensed copy of the Focal Document at . |Applications andor Services (TAAS) to employ static code analysis tools to
191 NIA 420161660595 Functional | Intersects With | Static Code Analysis TDA-09:2  (dontify and remediate common flaws and document the results of the 8
lanalysis.

Secure Controls Framework (SCF)
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