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Application for approval | Functional | No Relationship N/A N/A N/A 0 [PErEEEEE? ]
[The appiication for approval of a vehicle type with regard to cyber security shall
lbe submitted by the vehicle manufacturer or by their duly accredited
representative IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
y |assets, Applications andjor Services (TAAS) across the System Development
31 Application for approval Functional Subset Of Product Management TOA0L1 R LPRG) to:(1) Improve functionailtys(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
it shall be by the Gocuments in tripiicate, and by
the following particulars:
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
. y ssets, Applications andior Services (TARS) across the System Development
32 Application for approval Functional Subset Of Product Management TOA011 R PG to:(1) Improve functionailtys(2) Enhance security o 10
resillency capabiities{3) Coract securly defciencies; and(d) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
[A description of the vehicle type with regard to the items specified in Annex 1 to
this Regulation.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
. y ssets, Applications and/or Services (TAAS) across the System Development
321 Application for approval Functional Subset Of Product Management TOA011 TR LPRLG) to:(1) Improve functionailtys(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
in cases where information is shown to be covered by intellectual property ights
o to constitute specific know-how of the manufacturer or of their suppliers, the
Imanufacturer or their suppliers shall make available sufficient information to IMechanisms exist to design and implement product management processes
enabis the checks refarrd to n this Reguiaton to be made properly. Such lto proactively govern the design, development and production of Technology
. information shall be treated on a confidential basis. ' ssets, Applications and/or Services (TAAS) across the System Development
322 Application for approval Functional Subset Of Product Management TOA0L1 TR LPEG) to:(1) Improve functionailtys(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
[The Certificate of Compliance for CSMS according to paragraph 6 of this
Regulation.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
. y ssets, Applications and/or Services (TAAS) across the System Development
323 Application for approval Functional Subset Of Product Management TOAOLL  liel"clla (SDLC) tos(1) Improve functionality:(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
[Documentation shall be made available in two parts:
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
. y ssets, Applications and/or Services (TAAS) across the System Development
33 Application for approval Functional Subset Of Product Management TOAOLL [ ISOLC) tor(1) Improve functionality:(2) Enhance securlty and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
[The formal documentation package for the approval, containing the material
specified in Annex 1 which shall be supplied to the Approval Authority or its
[Technical Service at the time of submission of the type approval application. This [Mechanisms exist to design and implement product management processes
;Ocumenta(lh\onbnackaafe shall bfe utshed by the ‘}Dwova\ h_ur;he’;lly or ltfletcth?I lto proactively govern the design, development and production of Technology
" ervice as the basic reference for the approval process. The Approval Authority |assets, Applications andjor Services (TAAS) across the System Development
33@) Application for approval  or its Technical Service shall ensure that this documentation package remains Functional Subset Of Product Management TOAOLL | vl ISDLC) tor(1) Improve functionality:(2) Enhance security and 10
[available for at least 10 years counted from the time when production of the resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
|vehicle type is definitively discontinued. lapplicable statutory, regulatory and/or contractual obligations.
[Additional material relevant to the requirements of this regulation may b
retained by the manufacturer, but made open for inspection at the time of type
[approval. The manufacturer shall ensure that any material made open for [Mechanisms exist to design and implement product management processes
inspecton a the time of type approval erains avalble fo o east o period of lto proactively govern the design, development and production of Technlogy
years counted from the time when production of the vehicle type is y Jsets, Applications and/or Services (TAAS) actoss the System Development
33(0) Application for approval |gefinitively discontinued Functional Subset Of Product Management TOA0L1 R PO tor(1) Improve functionailtys(2) Enhance security o 10
resillehcy capabiities{3) Corect securty deficencies; and(d) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
4 Marking [ Functional | No Relationship N/A N/A NIA 0 [ EEE? Gl
[There shall be affixed, conspicuously and in a readily accessible piace specified
lon the approval form, to every vehicle conforming to a vehicle type approved
lunder this Regulation an international approval mark consisting of: IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
y lassets, Applications andjor Services (TAAS) across the System Development
41 Mariing Functional Subset Of Product Management TDA-OLL e Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
[A circle surrounding the Letter "E" followed by the distinguishing number of the
lcountry which has granted approval.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
y |assets, Applications andjor Services (TAAS) across the System Development
411 Marking Functional Subset Of Product Management TOA0L1 R T PISOLO) to:(1) Improve functionaiitys(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
[The number of this Regulation, followed by the letter "R", a dash and the
lapproval number to the right of the circle described in paragraph 4.1.1. above.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
N y lassets, Applications andjor Services (TAAS) across the System Development
412 Marking Functional Subset Of Product Management TOA0L1 R I PIOLO) tor(1) Improve functionaiitys(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
I the vehicle conforms to a vehicle type approved under one or more other
Regulations annexed to the Agreement in the country which has granted
lapproval under this Regulation, the symbol prescribed in paragraph 4.1.1. above IMechanisms exist to design and Implement product management processes
Ineed not e repeated; in this case the Regulation and approval numbers and the lto proactively govern the design, development and production of Technology
N ladditional symbols of all the Regulations under which approval has been grante lAssets, Applications and/or Services (TAAS) actoss the System Development
42 Marking lin the country which has granted approval under this Regulation shall be placed Functional Subset Of Product Management TDA-OLL e Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security a 10
in vertical columns to the right of the symbol prescribed in paragraph 4.1.1. resiliehcy capabiities;{3) Correct security deficencies; and(d) Conform with
above. lapplicable statutory, regulatory and/or contractual obligations.
[The approval mark shall be clearly legible and shall be indelible.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
N y |assets, Applications andjor Services (TAAS) across the System Development
43 Mariing Functional Subset Of Product Management TDA-OLL e Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
[The approval mark shall be placed on or close to the vehice data plate affixed by
lthe Manufacturer.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
. g |assets, Applications andjor Services (TAAS) across the System Development
4.4 Marking Functional Subset Of Product Management DAL L R ey fort1) Improve functionality;(3) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
s Warking [Annex 3 to this Regulation gives examples of the arrangements of the approval Functional | No Relationship m ey m o INo appiicable SCF control
5 Approval 2 Functional | No Relationship N/A N/A NIA 0 Nojppiicabi=isChcontcl
[Approval Authorities shall grant, as appropriate, type approval with regard to INo appiicable SCF control
51 Approval lcyber security, only to such vehicle types that satisfy the requirements of this Functional | No Relationship N/A N/A N/A 0
Regulation.
[The Approval Authority or the Technical Service shall verify by means of INo appiicable SCF control
511 Approval ldocument checks that the vehicle manufacturer has taken the necessary Functional | No Relationship NA NA NA o
Imeasures relevant for the vehicle type to:
(Collect and verify the information required under this Regulation through the INo appiicable SCF control
5110 Approval lsupply chain so as to demonstrate that supplier-related risks are identified and Functional | No Relationship N/A N/A N/A 0
lare managed;
[Document risks assessment (conducted during development phase or INo appiicable SCF control
5.1.1(b) Approval retrospectively), test results and mitigations applied to the vehicle type, Functional | No Relationship N/A N/A N/A 0
including design information supporting the risk assessment;
51100 Approval [mplerment appropriate cyber security measures n the design of the venicle typeil £ o™ | o kerationship = ey ey 0 INo appiicable SCF control
51100 Approval [Detect and respond to possible cyber securty attacks; Functional | No Relationship e oy ey 0 INo appiicable SCF control
lLog data to support the detection of cyber-attacks and provide data forensic INo applicable SCF control
51.1(e) Approval (capability to enable analysis of attempted or successful cyberattacks Functional | No Relationship NA NA NA o
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[The Approval Authority or the Technical Service shall verify by testing of a INo applicable SCF control
vehicle of the vehicle type that the vehicle manufacturer has implemented the
cyber security measures they have documented. Tests shall be performed by the
|Approval Authority or the Technical Service itself or in collaboration with the
S1.2 Approval \vehicle manufacturer by sampling. Sampling shall be focused but not limited to FunctionalliNo Refationship; N/A N/A N/A U
risks that are assessed as high during the risk assessment
[The Approval Authority or Technical Service shall refuse to grant the type [No applicable SCF control
lapproval with regard to cyber security where the vehicle manufacturer has not
513 Approval [fulfilled one or more of the requirements referred to in paragraph 7.3., notably: e [ N/A N/A N/A o
[The vehicle manufacturer did not perform the exhaustive risk assessment [No applicable SCF control
referred to in paragraph 7.3.3.; including where the manufacturer did not
5.1.3() Approval lconsider all the risks related to threats referred to in Annex 5, Part A Functional | No Relationship NA NIA NA 4
[The vehicle manufacturer did not protect the vehicle type against risks identified [No applicable SCF control
in the vehicle manufacturer's risk assessment or proportionate mitigations were
5.1.3(b) Approval Inot implemented as required by paragraph 7.; Functional | No Relationship NA NA N/A o
[The veicle manufacturer did not put in place appropriate and proportionate INo applicable SCF control
Imeasures to secure dedicated environments on the vehicle type (if provided) for §
5.1.3(c) Approval lthe storage and execution of aftermarket software, services, applications or data;| ~ Functional | No Relationship NiA NA NiA o
[The vehicle manufacturer did not perform, prior to the approval, appropriate and [No applicable SCF control
5.1.3(d) Approval sufficient testing to verify the effectiveness of the security measures Functional | No Relationship NA NA NA )
implement
[The assessing Approval Authority shall also refuse to grant the type approval [No applicable SCF control
with regard to cyber security where the Approval Authority or Technical Service §
514 Approval lhas not received sufficient information from the vehicle manufacturer to assess Functional | No Relationship N/A NIA N/A o
lthe cyber security of the vehicle type.
INofice of approval or of extension of refusal of approval of a venicle type [No applicable SCF control
lpursuant to this Regulation shall be communicated to the Parties to the 1958 §
52 Approval [Agreement which apply this Regulation, by means of a form conforming to the Functional No Relationship N/A N/A N/A 0
Imodel in Annex 2 to this Regulation.
[Approval Authorities shall not grant any type approval without verifying that the [No applicable SCF control
Imanufacturer has put in place satisfactory arrangements and procedures to §
5.3 Approval manage properly the cyber security aspects as covered by this Regulation. Functional | No Relationship N/A N/A N/A o
531 Approval (Reserved) Functional | No Relationship N/A N/A N/A 0 [ EE? @]
532 Approval (Reserved) Functional | No Relationship N/A N/A N/A 0 [ EEr @]
533 Approval (Reserved) Functional | No Relationship N/A N/A N/A 0 [oEEEEEr G
534 Approval (Reserved) Functional | No Relationship N/A N/A N/A 0 [ EEE? Gl
535 Approval (Reserved) Functional | No Relationship N/A N/A N/A 0 [ EEE? Gl
536 Approval (Reserved) Functional | No Relationship N/A N/A N/A 0 [ EEE? G
5.3.7 Approval (Reserved) Functional | No Relationship N/A N/A N/A 0 [ EE? G
[For the purpose of paragraph 7.2. of this Regulation, the manufacturer shall
lensure that the cyber security aspects covered by this Regulation are
implemented. IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
y ssets, Applications and/or Services (TAAS) across the System Development
5.4 Approval Functional Subset Of Product Management DAL L S e tortl) Improve functionaliy;O) Enhancs securlty an 10
resiliency capabilities; (3) Correct security deficiencies; and(4) Conform with
[applicable statutory, regulatory and/or contractual obligations.
/A No applicable SCF control
ICertificate of Compliance for|
6 Cyber Security Functional | No Relationship N/A NA NA 0
Management System
Contracting Parties shall appoint an Approval Authority to carry out the No applicable SCF control
(Certificate of Compliance forlassessment of the manufacturer and to issue a Certificate of Compliance for .
61 ber Security Functional | No Relationship NA N/A NA o
Management System
[An application for a Certificate of Compliance for Cyber Security Management No applicable SCF control
(Certificate of Compliance forlsystem shall be submitted by the vehicle manufacturer or by their duly .
6.2 yber Security Becredited representative. Functional | No Relationship N/A NIA N/A o
Management System
It shall be accompanied by the undermentioned documents in triplicate, and by INo applicable SCF control
(Centficte of Compliance forlthe following particular )
63 ecurity Functional | No Relationship N/A N/A N/A 0
Management System
Documents describing the Cyber Security Management System. No applicable SCF control
(Certificate of Compliance for]
631 ber Security Functional | No Relationship NA NA N/A 0
Management System
[A Signed declaration using the model as defined in Appendix 1 o Annex 1 No applicable SCF control
(Certificate of Compliance for]
632 ber Security Functional | No Relationship N/A NA N/A 0
Management System
in the context of the assessment, the manufacturer shall declare using the model No applicable SCF control
(Certificate of Compliance for[2 defined in Appendix 1 to Annex 1 and demonstrate to the satisfaction of the
64 Cyber Security |Approval Authority or its Technical Service that they have the necessary Functional | No Relationship ey A ) ®
Management Sysrem _[Processes to comply with all the requirements for cyber security according to this|
Regulation.
[When this assessment has been satisfactorlly Completed and in receipt of a No applicable SCF control
signed declaration from the manufacturer according to the model as defined in
(Certificate of Compliance for/Appendix 1 to Annex 1, a certificate named Certificate of Compliance for CSMS
65 Cyber Security s described in Annex 4 to this Regulation (hereinafter the Certificate of Functional | No Relationship NA N/A /A o
Management System  Compliance for CSMS) shall be granted to the manufacturer.
[The Approval Authority or Tts Technical Service shall Use the model set out in INo applicable SCF control
Certificate of Compliance for|annex 4 to this Regulation for the Certificate of Compliance for CSMS. .
66 ber Security Functional | No Relationship NA N/A N/A 0
Management System
[The Certificate of Compliance for CSMS shall remain valid for a maximum o INo applicable SCF control
(Certificate of Compliance forlthree years from the date of deliverance of the certificate unless it is withdrawn.
6.7 ber Security Functional | No Relationship NA N/A N/A 0
Management System
[The Approval Authorkty which s granted the Cerlificate of Compance for S INo applicable SCF control
(Certificate of Compliance forT3Y 3t any time verify that the requirements for it continue to be
68 Cyber Security [Approval Authorty <hal witharaw the Certiicate of Compliance for C o the Functional | No Relationship NA NA NA 0
Management System _|"eauirements laid down in this Regulation are no longer met.
[The manufacturer shall inform the Approval Authority or its Technical Service of INo applicable SCF control
Certfcate of Compliance for/21y change that wil affect th relevance of the Certifcate of Compliance for
69 Cyber Security (CSMs. After consultation with the manufacturer, the Approval Authority or its Functional | No Relationship NA NA NA 0
Management System _[Technical Service shall decide whether new checks are necessary.
[AT the end of the period of validity of the Certificate of Compliance for CSMS, the INo applicable SCF control
|Approval Authority shall, after a positive assessment, issue a new Certificate of
Certificate of Compliance for[COMmPliance for CSMS or extend is validity for a further period of three years. The
|Approval Authority shall issue a new certificate in cases where changes have
6.10 Man!g":r’vzf\i“s'y‘?tem lbeen brought to the attention of the Approval Authority or its Technical Service Functional | No Relationship NiA N/A NiA o
land the changes have been positively re-assessed
e expiry or withdrawal of the manufacturer’s Certificate of Compliance for INo applicable SCF control
Cemﬂcate of Compliance forcsms shall be considered, with regard to the vehicle types to which the CSMS
6.11 curity [concerned was relevant, as modification of approval, as referred to in paragraph Functional | No Relationship N/A N/A N/A o
Management System  |g
7 Specifications A Functional | No Relationship NA N/A /A o [No applicable SCF control
71 Specifications (General specifications Functional | No Relationship N/A N/A N/A 0 AclepeicsbiESCReoR!
[The requirements of this Regulation shall not restrict provisions or requirements
of other UN Regutations. Statutory, Regulatory & ; IMechanisms exist to facilitate the identification and implementation of
711 Specifications 9 Functional | Intersects With | - Cqntractual Compliance CPLOL " relevant statutory, regulatory and contractual controls, 8
12 Speciications [Requirements for the Cyber Security Management System e e 3 m m g INo applicable SCF control
[For the assessment the Approval Authority or its Technical Service shall verify INo applicable SCF control
721 Specifications lthat the vehicle manufacturer has a Cyber Security Management System in place|  Functional | No Relationship NA NA NA o
land shall verify its compliance with this Regulation.
122 Speciications [The Cyber Security Management System shal cover the following aspects Functional | No Relationship o e > 0 INo applicable SCF control
[The vehicle manufacturer shall demonstrate to an Approval Authority or ‘("ng“’l'a“ngg' ;ﬁf‘:r‘se‘sﬁ";“[‘;(apab‘l‘ty (onfgrmlty it appshe:caubrl‘;y'
[Technical Service that their Cyber Security Management System applies to the X
7221 Specifications Technical servc y ¥ Manag ¥ ppl Functional Subset O Conformity Assessment | CPL-OL.4 00T e o o o o iations andier contractual 10
hliation
[Development phase;
Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
7.2.2.1(2) Specifications Functional | Intersects With | SeCUeDEVEIOPMENt Ufe | prM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
4 9 lcontrolled through formal change control procedures.
[Production phase;
secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
7.2.2.1(b) Specifications Functional | Intersects With | SeCUTeDEVEIOPMENt Ufe | pRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
4 9 lcontrolled through formal change control procedures.
[Post-production phase.
Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
722100 Specifications Functional | Intersects With | SeCUTeDEVEIOPMeNt Ufe | pRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
4 9 lcontrolled through formal change control procedures.
[The vehicle manufacturer shall demonsrate fhaf the processes used within their [Mechanisms exist to conduct assessments to demonstrate security,
yber Security Management System ensure security is adequately considered, lcompliance and/or resilience capability conformity with applicable
7222 Specifications including risks and mitigations listed in Annex 5. This shall include. Functional Subset O Conformity Assessment | CPLDL.a 00T e e o o g imtions andier contractual 10
lobligations.
[The processes used within the manufacturer's organization to manage cyber Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
securit g X g
7.222(2) Specifications 4 Functional Subset Of | pesilience Program (SCRP) | ©©V-01  fand resilience governance controls. 10
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[The processes used for the identification of risks to vehicle types. Within these echanisms exist to faciltote the Implementation of strategic, operational
rocesses, the threats in Annex 5, Part A, and other relevant threats shall be i : "
7.2.2.2(0) Specifications processes in Annex v Functional | Intersects With | Risk Management Program | Rsk-01  [Mecharnisrs exist to faciitare the fmp 8
[The processes used for the identification of risks to vehicle types. Within these
lprocesses, the threats in Annex 5, Part A, and other relevant threats shall be
considered; IMechanisms exist to identify:(1) Assumptions affecting risk assessments, risk
response and risk monitoring;(2) Constraints affecting risk assessments, risk
7.2.2.2(0) Specifications Functional | Intersects With Risk Framing RSK-0L1  |response and risk monitoring:(3) The organizational risk tolerance; and(4) 8
Priorities, benefits and trade-offs considered by the organization for
Imanaging risk.
[The processes used for the dentification of risks to vehicle types. Within these
7.2.2.2(b) Specifications Dmtedssesa the threats in Annex 5, Part A, and other relevant threats shall be Functional Intersects With Risk Identification RSK-03 exist to identify and document risks, both internal and external 8
lconsidered;
[The processes used for the dentification of risks to vehicle types. Within these Mechanisms exist to develop and keep current a catalog of applicable risks
7.2.2:2(0) Specifications processes, th treats i Annex 5, Par A and athr elevant treatsshal e Functional | Intersects With Risk Catalog RSK-03.1 [associated with the organization's buainess operations and technologies in s
lconsidered;
[The processes used for the dentification of risks to vehicle types. Within these
processes, the threats in Annex 5, Part A, and other relevant threats shall be pechanisms exist o conduc recurring assessments of sk tha inludes the
lconsidered; g ikelihood and magnitude of harm, from unauthorized access, use, disclosure,
7.222(0) Specifications Functional | Intersects With Risk Assessment RS04 o ian o et ot The ronnaation s Toumeciamy 8
|Assets, Applications, Services andor Data (TAASD).
[The processes used for the dentification of risks to vehicle types. Within these echanisms exist to develop and keep current a catalog of applicable
rocesses, the threats in Annex 5, Part A, and other relevant threats shall be y L
7.2.2.2(0) Specifications processes. in Annex Functional | Intersects With Threat Catalog TR0 e e e o e made 5
[The processes used for the dentification of risks to vehicle types. Within these echanisms exist o dentity, assess, prioriize and document the potential
rocesses, the threats in Annex 5, Part A, and other relevant threats shall be . identify, . u
7.2.2.2(0) Specifications processes Functional | Intersects With Threat Analysis TR0 e eimonda) of s el e et the POt 8
[The processes used for the assessment, categorization and treatment of the risks
identified; Mechanisms exist to categorize Technology Assets, Applications, Services
land/or Data (TAASD) in accordance with applicable laws, regulations and
Risk-Based Security 0o fontraciualabligatons thati(1) Document the securiy categorizaion resuits
7222(0) Specifications Functional | Intersects With Categorization RSK-02 i cluding supporting rationale) in the security plan for syst 8
Encure the security categorisation decision s reviewed and approved by the
lasset owner.
[The processes used for the assessment, categorization and treatment of the risks PR Mechanisms exist to implement a risk assessment methodology to ensure
7.2.22(c) Specifications identified; Functional | Intersects With kil RSK-04.2  |coverage for organizational components relevant for secure, compliant and 8
resilient operations.
7.2.2.2(0) Specifications L";zg‘{e‘:““ used for the assessment, categorization and treatment of the risks| ¢\ yional | Intersects With Risk Remediation RSK-06  |Mechanisms exist to remediate risks to an acceptable level. 8
[The processes in place to verify that the risks identified are appropriately FmTmum:(1) Deficlency Tracking AUMmber:(2) AppTIcable Securlty, compliance
Imanaged; land/or resilience control;(3) Description of the deficiency(ies):(4) Risk
Capabilities Deficiency pssociated with the deficiencyies)(5) Source deficiency
7.222(d) Specifications Functional Subset Of ot 1A0-05 ey htrols, if applicable 10
(53 P of Contact (PO0) (0 9. aeetirocess ownes) (3) Resourcot reauired
lto conduct actions:(9) Planned remedial actions to the
7.2.2.2(d) Specifications [The processes in place to verify that the risks identified are appropriately Functional | Intersects With Risk Remediation RSK-06  |Mechanisms exist to remediate risks to an acceptable level. 8
Imanaget
[The processes used for testing the cyber security of a vehicle type; Information Assurance (1A) Mecharisms exist o facitate e mplementation of secuy, complance
7.2.22(e) Specifications Functional Subset Of Filaciivts 1n0-01  [fechanisms e 10
[The processes used for testing the cyber security of a vehicle type; Mechanisms exist to establish the scape of assessments by defining the
ndary, according to people, processes and technology that
7.2.22(e) Specifications Functional | Intersects With | Assessment Boundaries | 1A0-01.1 [directly or indirectly impact the confidentiality, integrity, availability and 8
lsafety of the Technology Assets, Applications, Services and/or Data (TAASD)
under review.
[The processes used for testing the cyber security of a vehicle type; Mechanisms exist to formally assess the security, compliance and resilience
lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activities to determine the extent to
7.2.22(e) Specifications Functional | Intersects With Assessments 02 O e e Imorhentad Corr et operatg s mtendes and 8
producing the desired outcome with respect to meeting expected
requirements.
[The processes used for ensuring that the risk assessment is kept current; Risk Assessment Mechanisms exist to implement a risk assessment methodology to ensure
7.2.2.2() Specifications Functional Subset Of RSK-04.2  |coverage for organizational components relevant for secure, compliant and 10
Methodology
resilient operations.
[The processes used for ensuring that the risk assessment is kept current; [Mechanisms exist to routinely update risk assessments and react accordingly|
7.2.2.2(0) Specifications Functional | Intersects With | Risk Assessment Update | RSK-07  |upon identifying new security vulnerabilties, including using outside sources 8
for security vulnerability information.
[T processes used t moritor for detect and respond to yber attacks, cyber
lthreats and vulnerabilities on vehicle types and the processes used to et ciitate the imo!. . .
[Whether the cyber security measures implemented ore st effective i the fight ’ echanisms exist to facilitate the implementation of enterprise-wide
7.2.2.2(0) Specifications lof new cyber threats and vulnerabilities that have been identified Functional | Intersects With | Continuous Monitoring MON-01 | shitoring controls. 8
[The processes used to monitor for, detect and respond o cyber-attacks, cyber -
lthreats and vulnerabilities on vehicle types and the processes used to assess echanisms exist o ulize ser & Entty Behavior Analytcs (UEBR) sndor
|whether the cyber security measures implemented are stil effective in the light § ser Activity Monitoring solutions to detect and respond to anomalous
722.260) Specifications lof new cyber threats and vulnerabilities that have been identified. Functional | Intersects With | - Anomalous Behavior MON-16 |y ehavior that could indicate account compromise or other malicious 8
lactivities.
[The processes used to monitor for, detect and respond o cyber-attacks, cyber - )
lthreats and vulnerabilities on vehicle types and the processes used to assess Mechanisms exit o mplement a threat ntelligence program that ncludes a
|whether the cyber security measures implemented are il effective in the light o1 |cross-organization information-sharing capability that can influence the
7.222(0) Specifications e e et Implemented are St efect Functional | Intersects With | Threat Intellgence Program | THR-01  [(ros=-or9enizarion Inormation Sharing capabily e o e o snurity 8
lsolutions, monitoring, threat hunting, response and recovery activities.
[T processes used t moritor for detect and respond to yber attacks, Cyber
lthreats and vulnerabilities on vehicle types and the processes used to Mechanisms exist o maintain stuational awareness of vlnerabiles and
[Whether the cyber security measures implemented ore st effective i the fight .03 [evolving threats by leveraging the knowledge of attacker tactics, techniques
72220 Specifications o ber threats and vulnerabilties inat have been identified Functional | Intersects With | ‘Threat ntelligence Feeds | THR-03 g procedures to faciltate the implementation of preventative and ¢
lcompensating controls.
[The processes used to monitor for, detect and respond o cyber-attacks, cyber
lthreats and vulnerabilities on vehicle types and the processes used to assess
Mech dentify, d d h |
|whether the cyber security measures implemented are stil effective in the light g lechanisms exist to identify, assess, prioritize and document the potentia
72:2.2(9) Specifications lof new cyber threats and vulnerabilities that have been identified Functional | Intersects With Threat Analysis THR-10 fimbact(s) and likelihood(s) of applicable internal and external threats. >
[The processes used to monitor for, detect and respond o cyber-attacks, cyber
fthreats and vulnerabilities on vehicle types and the processes used to assess Vulnerability & Patch rech ciitate the imo! ; .
|whether the cyber security measures implemented are stil effective in the light ' echanisms exist to facilitate the implementation and monitoring of
7.2.2.2(0) Specifications lof new cyber threats and vulnerabilities that have been identified Functional | Intersects With | - Management Program VPM-01 \ inerability management controls. 8
[T processes used to moritor for detect and respond to yber attacks, cyber
lthreats and vulnerabilities on vehicle types and the processes used to a . Vanerati rech " . A vanerabil
[Whether the cyber security measures implemented ore st effective in the fight ontinuous Vulnerability ' echanisms exist to address new threats and vulnerabilities on an ongoing
722.2(9) Specifications of new cyber threats and vulnerabilities that have been identified. Functional | Intersects With | gamediation Activities VPM-04 " lpasis and ensure assets are protected against known attacks. 8
[The processes used to provide relevant data to support analysis of attempted or Mechanisms exist to facilitate the implementation of enterprise-wide
7.2.2.2(h) Specifications Mty (ybe,_a“a(kps PP v P! Functional | Intersects With |  Continuous Monitoring MoN-01 [ ontrols. P P 8
[The processes used to provide relevant data to support analysis of attempted or Monitoring for Indicators of [Automated mechanisms exist to identify and alert on Indicators of
7.2.2.2(h) Specifications e process Functional | Intersects With MON-11.3 8
yber-attacks Compromise (10C) [Compromise (1oC).
[The processes used to provide relevant data to support analysis of attempted or indicators of Compromise Mechanisms exist to define specific Indicators of Compromise (10C) to
7.2.2.2(h0) Specifications lsuccessful cyber-attacks. Functional | Intersects With (10C) IRO-03 Jigentify the signs of potential cybersecurity events. 8
[The F‘W;EISSEZ “Seamkpm‘”de relevant data to support analysis of attempted or [Mechanisms exist to maintain situational awareness of vulnerabilities and
successful cyber-attacks levolving threats by leveraging the knowledge of attacker tactics, techniques
7.2.2.2(0) Specifications Functional | Intersects With | Threat Intelligence Feeds | THR-03 |1/ brocedures to facilitate the implementation of preventative an 8
lcompensating controls.
[The vehicle manufacturer shall demonstrate that the processes used within their
(Cyber Security Management System will ensure that, based on categorization
referred to in paragraph 7.2.2.2 (c) and 7.2.2.2 (g), cyber threats an
7223 Specifications Vulnerabilities which require a response from the vehicle manufacturer shall be | Functional | Intersects With Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level. 8
Imitigated within a reasonable timeframe
[The vehicle manufacturer shall demonstrate that the processes used within their
(Cyber Security Management System will ensure that, based on categorization
referred to in paragraph 7.2.2.2 (c) and 7.2.2.2 (g), cyber threats and IMechanisms exist to ensure proper risk response actions were performed to
7223 Specifications Vulnerabilities which require a response from the vehicle manufacturer shall be | Functional | Intersects With Risk Response RSK-06.1 |remediate findings from security, compliance and/or resilience-related:(1) 8
Imitigated within a reasonable timeframe |Assessments;(2) Audits; and/or(3) Incidents.
[The vehicle manufacturer shall demonstrate that the processes used within their
(Cyber Security Management System will ensure that, based on categorization
referred to in paragraph 7.2.2.2 (c) and 7.2.2.2 (g), cyber threats and Com
pensating y Mechanisms exist to identify and implement compensating countermeasures
7223 Specifications vlneraiiies whichreque 3 esponse from the vehice manufacturer shaibe | Functonal | Intersects ith Compensating RSK08.2 e e e e 3
[The vehicle manufacturer shall demonstrate that the processes used within their
(Cyber Security Management System will ensure that, based on categorization
referred to in paragraph 7.2.2.2 (c) and 7.2.2.2 (g), cyber threats and
7223 Specifications \vulnerabilities which require a response from the vehicle manufacturer shall be Functional | Intersects With | Risk Treatment Options |  RSK-06.3 ~[s1echanisme exist to select appropriate risk treatment options, based on 8
Imitigated within a reasonable timeframe. PPl o
[The vehicle manufacturer shall demonstrate that the processes used within their
(Cyber Security Management System will ensure that, based on categorization
refered to i paragraph 7,222 (¢)and 7.2.232 (g), Cyber threats and Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
7223 hich require a response from the vehicle manufacturer shall be |  Functional | Intersects With | Risk Treatment Plan (RTP) |  RSK-06.4 will tilize to remediate identified risks according to a defined 5
mitigated within  reasonable tmeframe. fimeline.
[The vehicle manufacturer shall demonstrate that the processes used within their
(Cyber Security Management System will ensure that, based on categorization
referred to in paragraph 7.2.2.2 (c) and 7.2.2.2 (g), cyber threats and Mechanisms exist to require system developers/integrators consult with
|vulnerabilities which require a response from the vehicle manufacturer shall be security, Compliance & lsecurity, compliance and/or resilience personnel to:(1) Create and implement|
7223 Specifications mitigated within a reasonable timeframe Functional | Intersects With Resinence Testin TDA-09  [2 Security Testing and Evaluation (ST&E) plan, or similar capability:(2) 8
P Throughout Develo Snent Implement a verifiable flaw remediation process to correct weaknesses and
9 P |deficiencies identified during the control testing and evaluation process;
land(3) Document the resuits
[The vehicle manufacturer shall demonstrate that the processes used within their
Cyber Sec nagement System will ensure that, based on categorization
referred to in paragraph 7.2.2.2 (c) and 7.2.2.2 (g), cyber threats and Mechanisms exist to require the developers of Technology Assets,
7223 Specifications \vulnerabilties which require a response from the vehicle manufacturer shall be |  Functional | Intersects With | Continuous Monitoring Plan |  TDA-09.1  [Applications and/or Services (TAAS) to produce a plan for the continuous 3
Imitigated within a reasonable timeframe Imonitoring of security, compliance and/or resilience control effectiveness
[The vehicle manufacturer shall demonstrate that the processes used within their
(Cyber Security Management System will ensure that, based on categorization "
echanisms exist to require system developers and integrators to develop
referred to in paragraph 7.2.2.2 (c) and 7.2.2.2 (g), cyber threats an pevelo
per Threat Analysis & 5 [and implement an ongoing Security Testing and Evaluation (ST&E) plan, or
5 aw Remediation lsimilar process, to objectively identify and remediate vulnerabilities prior to
7223 Specifications vlnerabilties wich require  fesponse ffom ihe Veficle manufacturer shallbe | Functional | ntersects with it TOALS | an ongoing Security Testing and Bvaluation (STt ! 8
Imitigated within a reasonable timeframe e ion)
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[The vehicle manufacturer shall demonstrate that the processes used within their
(Cyber Security Management System will ensure that the monitoring referred to in
lparagraph 7.2.2.2 (g) shall be continual. This shall IMechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:(1) Create and implement
Security, Compliance &
’ la Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
7224 Secifications Functional SubsetOf | ResilienceTesting ¢ | TP |implement a verifiable flaw remediation process to correct weaknesses and 10
9 P! |deficiencies identified during the control testing and evaluation process;
land(3) Document the results.
[The vehicle manufacturer shall demonstrate that the processes used within their
(Cyber Security Management System will ensure that the monitoring referred to in IMechanisms exist to require the developers of Technology Assets,
7224 Specifications lparagraph 7.2.2.2 (g) shall be continual. This shall Functional | Intersects With | Continuous Monitoring Plan |  TDA-09.1  [Applications and/or Services (TAAS) to produce a plan for the continuous 8
Imonitoring of security, compliance andor resilience control effectiveness.
include vehicles after first registration in the monitoring;
IMechanisms exist to require the developers of Technology Assets,
7.2.2.4(2) Specifications Functional | Intersects With | Continuous Monitoring Plan |  TDA-09.1  [Applications and/or Services (TAAS) to produce a plan for the continuous 8
Imonitoring of security, compliance andor resilience control effectiveness.
include the capability to analyse and detect cyber threats, vuinerabilities and
lcyber-attacks from vehicle data and vehicle logs. This capability shall respect [Mechanisms exist to require the developers of Technology Assets,
7.2.24(b) Specifications lparagraph 1.3. and the privacy rights of car owners or drivers, particularly with Functional | Intersects With | Continuous Monitoring Plan |  TDA-09.1  [applications and/or Services (TAAS) to produce a plan for the continuous 8
Fespect to consent. Imonitoring of security, compliance andor resilience control effectiveness.
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with formation A w ech iaciitote the imol . '
lcontracted suppliers, service providers or manufacturer's sub-organizations in Information Assurance (i y echanisms exist to facilitate the implementation of security, compliance
7225 Specifications Fegards of the requirements of paragraph 7.2.2.5 Functional | Intersects With Operations 1A0-01 land resilience assessment and authorization controls. 8
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with Security, Compliance & Mechanisms existto assess securit, compliance and resiience controlsin
lcontracted suppliers, service providers or manufacturer’s sub-organizations in : y lsystem project development to determine the extent to which the controls
7225 Specifications Fegards of the requirements of paragraph 7.2.2.5. Functional | Intersects With | - Resilience In Project PRM-04 | < implemented correctly, operating as intended and producing the desired s
& loutcome with respect to meeting the requirements
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with IMechanisms exist to identify critical system components and functions by
1225 Specifications Contracted suppliers, service providers or manufacturer’s sub-organizations in Functional | ntersects with ;;fﬁg‘,fie%“;“ﬂ"‘;f“‘:nfs prM.0s [Performing a criticality analysis for crtical Technology Assets, Applications 5
§ P regards of the requirements of paragraph 7.2.2.2. et landjor Services (TAAS) at pre-defined decision points in the Secure
IDevelopment Life Cycle (SDLC)
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with IMechanisms exist to ensure chan
5 " ges to Technology Assets, Applica
7225 Specifications [contracted suppliers, service providers or manufacturer’s sub-organizations in Functional | Intersects With giﬁ:fsgfg‘b‘,’l::‘“:“gn&g; PRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
regards of the requirements of paragraph 7.2.2.2 4 g Fontrolied through formal change control procedures.
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with IMechanisms exist to develop a plan for Supply Chain Risk Management
lcontracted suppliers, service providers or manufacturer’s sub-organizations in Supply Chain Risk (SCRM) associated with the development, acquisition, maintenance and
7225 Specifications Iregards of the requirements of paragraph 7.2.2.2. Functional Intersects With | . > ';fn‘/em (5CRM) Plan RSK-09  [disposal of Technology Assets, Applications and/or Services (TAAS), including 8
o |documenting selected mitigating actions and monitoring performance
lagainst those plans
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with Sunply Chain Risk ech ol \ chain ek s with
lcontracted suppliers, service providers or manufacturer's sub-organizations in upply Chain Ris} g lechanisms exist to periodically assess supply chain risks associated wit
7225 Specifications Fegarde of the fequiraments of paragraph 7233, Functional | Intersects With ‘Assessment RSK-09-1 Irechnology Assets, Applications and/or Services (TAAS) s
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with
(contracted suppliers, service providers or manufacturer's sub-organizations in [Mechanisms exist to design and implement product management processes
regards of the requirements of paragraph 7.2.2.2 fto proactively govern the design, development and production of Technology
eati y |assets, Applications andjor Services (TAAS) across the System Development
7225 Specifications Functional | Intersects With | Product Management TOAOLL [ ISDLC) to:(1) Improve functionality:(2) Enhance securlty and 8
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
[The vehicle manufacturer shall be required to demonstrate how their Cyber [Mechanisms exist to design, develop and produce Technology Assets,
Security Management System will manage dependencies that may exist with Minimum Viable Product |Applications and/or Services (TAAS) in such a way that risk-based technical
7.225 Specifications (contracted suppliers, service providers or manufacturer's sub-organizations in Functional Intersects With (MVP) Security TDA-02 [and functional specifications ensure Minimum Viable Product (MVP) criteria 5
regards of the requirements of paragraph 7.2.2.2 Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats.
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with ech aciitate the imol oo thira
7225 Specifications contracted suppliers, service providers or manufacturer's sub-organizations in Functional SubsetOf | Third-party Management |  Tpm.1  [Mechanisms exist to facilitate the implementation of third-party 10
pecificati Iregards of the requirements of paragraph 7.2.2.2. uncti u i Y Manag Imanagement controls.
[The vehicle manufacturer shall be required to demonstrate how their Cyber Wechaisms e o maitan a curet, accrateand compet s of
Security Management System will manage dependencies that may exist with External Service Providers (ESPs) that can potentially impac
7225 Specifications (contracted suppliers, service providers or manufacturer's sub-organizations in Functional | Intersects With | Third-Party Inventories TPM-01.1  [Confidentiality, Integrity, Availability and/or Safety (CIAS) nfme 5
regards of the requirements of paragraph 7.2.2.2. Technology Assets, . Services andfor Data
(TAASD).
[The vehicle manufacturer shall be required to demonstrate how their Cyber —
Security Management System will manage dependencies that may exist with Thiraparty Crticat Mechanisms existto dentiy, prioritize and assess supp\;_?LSAasr;d partners of
lcontracted suppliers, service providers or manufacturer's sub-organizations in ird-Party Criticality ’ [critical Technology Assets, Applications and/or Services using a
7225 Specifications Fegards of the requirements of paragraph 7.2.2.5 Functional | Intersects With Assessments TPM-02 | pply chain risk assessment process relative to their importance in s
lsupporting the delivery of high-value services.
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with IMechanisms exist to:(1) Evaluate security risks and threats associated with
lcontracted suppliers, service providers or manufacturer’s sub-organizations in Supply Chain Risk o3 [Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
7225 Specifications regards of the requirements of paragraph 7.2.2. Functional | Intersects With | yzh2gement (SCRM) TPM-03 iTake appropriate remediation actions to minimize the organization's s
lexposure to those risks and threats, as necessary.
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with IMechanisms exist to utilize tailored acqui
# 5 " quisition strategies, contract tools and
7225 Specifications (contracted suppliers, service providers or manufacturer's sub-organizations in Functional | Intersects with |ACauisition Strategies, Tools|  py 43 1 |orocurement methods for the purchase of unique Technology Assets, 5
regards of the requirements of paragraph 7.2.2.2 Iapplications and/or Services (TAAS)
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with ech ' feauards to lmit narm '
(contracted suppliers, service providers or manufacturer's sub-organizations in y lechanisms exist to utilize security safeguards to limit harm from potential
7225 Specifications Iregards of the requirements of paragraph 7.2.2.2 Functional | Intersects With | - Limit Potential Harm TPM-03.2 |, dversaries who identify and target the organization's supply chain. s
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with o o Add ech ddress identified weate e N
(contracted suppliers, service providers or manufacturer's sub-organizations in rocesses To Address y lechanisms exist to address identified weaknesses or deficiencies in the
7225 Specifications Iregards of the requirements of paragraph 7.2.2. Functional | Intersects With |\ye4ynesses or Deficiencies| 17033 lsecurity of the supply chain s
[The vehicle manufacturer shall be required to demonstrate how their Cyber
[security Manage‘men\ System will manage depefndenc\eﬁ that may exist with [Mechanisms exist to e the risks associated with third-party access to
7225 Specifications (contracted suppliers, service providers or manufacturer's sub-organizations in Functional Intersects With Third-Party Services TPM-04 [the organization's Technology Assets, Applications, Services and/or Data 5
regards of the requirements of paragraph 7.2.2.2 (TAASD)
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exit with i-party Risk Mechanisms exist to conduct a isk assessment prior to the acquisiton or
7225 Specifications (contracted suppliers, service providers or manufacturer's sub-organizations in Functional Intersects With Y TPM-04.1 |outsourcing of technology-related Technology Assets, Applications and/or 5
Iregards of the requirements of paragraph 7.2.2.2 Assessments & Approvals IServices (TAAS).
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with Thirdparty C Mech‘amsms e);\sl to‘ require contractual reqhmr:n;ents for am;lhcab\e security, |
lcontracted suppliers, service providers or manufacturer's sub-organizations in ird-Party Contract ’ |compliance and resilience requirements with third-parties, reflectin
7225 Specifications regards of the requirements of paragraph 7.2.2. Functional | Intersects With Requirements TPM-05 | ganization's needs to protect its Technology Assets, Applications, Services 5
land/or Data (TAASD),
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with Contract Flow-Down IMechanisms exist to ensure applicable security, compliance and resilience
7225 Specifications (contracted suppliers, service providers or manufacturer's sub-organizations in Functional Intersects With R i TPM-05.2 [requirements are included in contracts that flow-down to applicable sub- 5
regards of the requirements of paragraph 7.2.2.2 equirements KContractors and suppliers
[The vehicle manufacturer shall be required to demonstrate how their Cyber
[Security Management System will manage dependencies that may exist with Responsible, Accountable, gllechamsmscex\sl ‘to ddo;llmrf\enl ag(zkvxz?ll)am a Responswb‘le, gccoumable,
lcontracted suppliers, service providers or manufacturer's sub-organizations in g d y upportive, Consulted & Informe matrix, or similar documentation,
7225 Specifications Fegards of the requirements of paragraph 7.2.2. Functional | Intersects With ﬁ.‘?ﬁf&ﬁ:fﬁfgﬁ“ﬁi?ﬁi TPM-05.4 |5 delineate assignment for security, compliance and resilience controls. 5
bbetween internal stakeholders and External Service Providers (ESPs)
[The vehicle manufacturer shall be required to demonstrate how their Cyber exist to obtain a First-Party Declaration(1PD) from applicable
Security Management System will manage dependencies that may exist with [External Service Providers (ESPs) that provides assurance of compliance with
7225 Specifications (contracted suppliers, service providers or manufacturer's sub-organizations in Functional Intersects With |First-Party Declaration (1PD)| TPM-05.6 [specified statutory, regulatory and contractual obligations for security, 5
regards of the requirements of paragraph 7.2.2. lcompliance and resilience controls, including any flow-down requirements to
lsubcontractors.
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with ech e "break N o fal
lcontracted suppliers, service providers or manufacturer’s sub-organizations in y lechanisms exist to include "break clauses" within contracts for failure to
7225 Specifications Fegards of the requirements of paragraph 7.2.2.5 Functional | Intersects With Break Clauses TPM-05.7 | meet contract criteria for security, compliance and/or resilience controls. 5
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exist with i party b , ech ' , »
lcontracted suppliers, service providers or manufacturer's sub-organizations in ird-Party Personne ’ lechanisms exist to control personnel security requirements including
7225 Specifications Fegards of the requirements of paragraph 7.2.2.3 Functional | Intersects With urity TPM-06  |cocurity roles and responsibilities for third-party providers. 5
[The vehicle manufacturer shall be required to demonstrate how their Cyber
[Security Management System will manage dependencies that may exist with Review of Third-Part IMechanisms exist to monitor, regularly review and assess External Service
7.2.25 Specifications (contracted suppliers, service providers or manufacturer's sub-organizations in Functional | Intersects With Corvice Y TPM-08  |Providers (ESPs) for compliance with established contractual requirements 5
regards of the requirements of paragraph 7.2.2.2 [for security, compliance and resilience controls.
[The vehicle manufacturer shall be required to demonstrate how their Cyber
Security Management System will manage dependencies that may exit with niraparty Deficienc Mechanisms exist to address weaknesses or deficiencies in supply chain
7225 Specifications (contracted suppliers, service providers or manufacturer's sub-organizations in Functional Intersects With Y Y TPM-09  |elements identified during independent or organizational assessments of 5
Iregards of the requirements of paragraph 7.2.2.2. Remediation lsuch elements.
73 Specifications Requirements for vehicle types Functional | No Relationship N/A N/A N/A 0 [ EE? G
[The manufacturer shall have a valid Certificate of Compliance for the Cyber
Security Management System relevant to the vehicle type being approved
[However, for type approvals prior to 1 July 2024, if t anufacturer can [Mechanisms exist to design and implement product management processes.
demanstrate tha the vehicletype could not be “evte"’fef: ‘Q compliance with the lto proactively govern the design, development and production of Technology
en the vehicle manufacturer shall demonstrate that cyber security was y s, Applications and/or Services (TAAS) across the System Development
731 Specifications adequately considered during the development phase of the vehicle type Functional Subset Of Product Management DAL L o tortl) Improve funcionali O] Enhancs security o 10
concerned. resiliency capabiltie;{3) Correct securty deficiencies; and(d) Conform with
lapplicable statutory, regulatory and/or contractual obligations.

Secure Controls Framework (SCF)

40f6



Set Theory Relationship Mapping (STRM)

STRM
ional

UN_x000a_ECE WP.29

SCF Control

Secure Commls Framework [G5)
ntrol Descri

Strength of
Relationship

Version 2026.1_x000a_03/27/2026

[The vehicle manufacturer shall identify and manage, for the vehicle type being
lapproved, supplier-related risks.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technolo
I3 y g 9 P! P ay
§ ssets, Applications and/or Services (TAAS) across the System Development
732 Specifications Functional Subset Of Product Management TOAOLL [t ISDLC) to:(1) Improve functionality:(2) Enhance securlty and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations,
[The vehicle manufacturer shall identify the critical elements of the venicle type
and perform an exhaustive isk assessment forthe vehicle ype and shal
e identified risks The risk shal Mechanisms exist to design and implement product management processes
consider the individual elemants of the vehicis type and thelr erachons. The lto proactively govern the design, development and production of Technology
risk assessment shall further consider interactions with any external systems. lassets, Applications andjor Services (TAAS) across the System Development
733 Specifications [While assessing the risks, the vehicle manufacturer shall consider the risks Functional Subset Of Product Management TDAOLL iife Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
related to all the threats referred to in Annex 5, Part A, as well as any other resiliency capabilities; (3) Correct security deficiencies; and(4) Conform with
relevant risk. lapplicable statutory, regulatory and/or contractual obligations.
[The vehicle manufacturer shall protect the vehicle type against risks identified in
the vehicle manufacturers risk assessment. Proportionate mitigations shall be
implemented to protect the vehicle type. The mitigations implemented shall
include all mitigations referred to in Annex 5, Part B and C which are relevant for
lthe risks identified. However, if a mitigation referred to in Annex 5, Part B o C, is
Inot relevant or not sufficient for the risk identified, the vehicle manufacturer shall
lensure that another appropriate mitigation Is implemented. IMechanisms exist to design and implement product management processes
Iin particular, for type approvals pri 1 July 2024, the vehicle manufacturer Zo vrgac;lve‘\y govern ‘27 dess-gr\v deﬁlxsm)ent andt;;wgucltmn gf Telchno\ogly
734 Specifications shall ensure that another appropriate mitigation is implemented if a mitigation Functional Subset Of Product Management TDA01.1 |Assets. Applications and/or Services across the System Development 10
P Imeasure referred to in Annex 5, Part B or C is technically not feasible. The 9 LLife Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and
respective assessment of the technical feasibility shall be provided by the resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
Imanufacturer to the approval authority. lapplicable statutory, regulatory and/or contractual obligations.
[The vehicle manufacturer shall put in place appropriate and proportionate
Imeasures to secure dedicated environments on the vehicle type (if provided) for
[the storage and execution of aftermarket software, services, applications or data. [Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
eati y Jassets, Applications and/or Services (TAAS) across the System Development
735 Specifications Functional Subset Of Product Management TOA0L1 R LPRLG) to:(1) Improve functionailtys(2) Enhance security o 10
resillehcy capabiities{3) Corect securiy defciencies; and(d) Conform with
lapplicable statutory, regulatory and/or contractual obligations,
[The vehicle manufacturer shall perform, prior to type approval, appropriate and
sufficient testing to verify the effectiveness of the security measures
fimplement [Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
eati y ssets, Applications and/or Services (TAAS) across the System Development
736 Specifications Functional Subset Of Product Management TOA011 R PG to:(1) Improve functionailtys(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations,
[The vehicle manufacturer shall implement measures for the vehicle type to:
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
cati y ssets, Applications and/or Services (TAAS) across the System Development
737 Specifications Functional Subset Of Product Management TOA011 TR LPRG) to:(1) Improve functionailtys(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations,
[Detect and prevent cyber-attacks against vehicies of the venicie type;
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
eati y ssets, Applications and/or Services (TAAS) across the System Development
737@) Specifications Functional Subset Of Product Management TOAOLL [t ISDLC) tor(1) Improve functionality:(2) Enhance securlty and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations,
[Support the monitoring capability of the venicle manufacturer with regards to
detecting threats, vulnerabilities and cyber-attacks relevant to the vehicle type;
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
ieati y ssets, Applications and/or Services (TAAS) across the System Development
7.3.7(b) Specifications Functional Subset Of Product Management TOAOLL  Iiel el la (SDLC) tos(1) Improve functionality:(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations,
[Provide data forensic capability to enable analysis of attempted or successful
lcyber-attacks.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
eati y lassets, Applications andjor Services (TAAS) across the System Development
7.3.7(c) Specifications Functional Subset Of Product Management TOAOLL [t ISDLC) tor(1) Improve functionality:(2) Enhance securlty and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations,
(Cryptographic modules Used for the purpose of this Regulation shall be in line
with consensus standards. If the cryptographic modules used are not in line with
lconsensus standards, then the vehicle manufacturer shall justify their use. IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
y |assets, Applications andjor Services (TAAS) across the System Development
738 Specifications Functional Subset Of Product Management TOA011 R L PESOL0) to:(1) Improve functionailtys(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
7.4 Specifications Reporting provisions Functional | No Relationship N/A N/A N/A 0 [SolapolcabieSchcontc)
[The vehicle manufacturer shall report at least once a year, or more frequently if
relevant.to the Approval Authority or the Technical Service the outcome of their
[monitoring activities, as defined in paragraph 7.2.2.2.(g)), this shall include [Mechanisms exist to design and implement product management processes.
relevant information on new cyber-attacks. The vehicle manufacturer shall also lto proactively govern the design, development and production of Technology
[report and confirm to the Approval Authority o the Technical Service that the Assets, Applications and/or Services (TAAS) across the System Development
741 Specifications lcyber security mitigations implemented for their vehicle types are still effective Functional Subset Of Product Management TDA-OL1 |/ice Cycle (SDLC) to:(1) Improve functionality:(2) Enhance security and 10
jand any additional actions taken. resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
[The Approval Authority or the Technical Service shall verify the provided INo appiicable SCF control
information and, if necessary, require the vehicle manufacturer to remedy any
ldetected ineffectiveness.
742 Specifications Functional | No Relationshij NA NA N/A o
pecificatl If the reporting or response is not sufficient the Approval Authority may decide to P 1 % %
|withdraw the CSMS in compliance with paragraph 6.8.
Modification and extension [V [FORTR T e ]
8 of the venicle type Functional | No Relationship NA NA N/A o
Euery madicaton of the vehicle type which ofects s achelcal performance
with respect to cybersecurity and/or documentation required in this Regulation
fshall be notified to the approval auth which approved fhE Vemtlﬂ l‘/PE The [Mechanisms exist to design and implement product management processes.
{Approval Authority may then either: lto proactively govern the design, development and production of Technology
Modification and extension y |assets, Applications andjor Services (TAAS) across the System Development
81 of the vehicle type Functional Subset Of Product Management TOA-OLL liife Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
(Consider that the modifications made still comply with the requirements and
ldocumentation of existing type approval; or
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
Modification and extension y lassets, Applications andjor Services (TAAS) across the System Development
811 of the vehicle type Functional Subset Of Product Management TOA-OLL liife Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
[Require a further test report from the Technical Service responsible for
lconducting the tests.
IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
Modification and extension y iAssets, Applications and/or Services (TAAS) across the System Development
812 of the vehicle type Functional Subset Of Product Management TDA-OLL e Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security a 10
resiliehcy capabiities;{3) Correct securty deficencies; and(d) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
[Confirmation or extension or refusal of approval, specifying the alterations, shall
be by 'm conforming to the model
in Annex 2 to this Regulation. The Approval Authority issuing the extension of IMechanisms exist to design and Implement product management processes
?r?nn:\r/‘a\ sPhar! asst\gzvha S]egﬂseES:umber lotv Sutlh an f:leasm‘alﬂd mgofm lhefefof [to proactively govern the design, development and production of Technology
Modification and extension [the other Parties to the \greement applying this Regulation by means of a y |assets, Applications andjor Services (TAAS) across the System Development
813 of the vehicle type ~[communication form conforming to the model in Annex 2 to this Regulation. Functional Subset Of Product Management TOA0LL e Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
9 Conformity of production | /A Functional | No Relationship N/A N/A NIA 0 NofsppiicabigisChconticl
[The Conformity of Production Procedures shall comply with those set out in the
1958 Agreement, Schedule 1 (E/ECE/TRANS/505/Rev.3) with the following
requirements: IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
y |assets, Applications andjor Services (TAAS) across the System Development
9.1 Conformity of production Functional Subset Of Product Management DAL L R ey fort1) Improve fumctionality;(3) Enhance security and 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
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FDE Name Focal Document Element (FDE) Desci

ional Rela e ontiol ntrol Descri

TR Secure Controls Framework (SCF) Strength of
Relationship

[The holder of the approval shall ensure that results of the conformity of
lproduction tests are recorded and that the annexed documents remain available
ffor a period determined in agreement with the Approval Authority or its Technical IMechanisms exist to design and implement product management processes
Service. This period shall not exceed 10 years counted from the time when lto proactively govern the design, development and production of Technology
lproduction is definitively discontinued; § |assets, Applications andjor Services (TAAS) across the System Development
911 Conformity of production Functional Subset Of Product Management o011 R fSDLC/ o3 Improve uncionai () Enhance secury an 10
resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, requiatory andor contractual obigations
[The Approval Authority which has granted type approval may at any time verify
lthe conformity control methods applied in each production facility. The normal
[frequency of these verifications shall be once every three years. [Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
y Jassets, Applications and/or Services (TAAS) across the System Development
912 Conformity of production Functional Subset Of Product Management o011 R fSDLC) o) Improve uncionaiy () Enhance secury 10
resillehcy capabilties;(3) Corect securly defciencies; and(d) Conform with
Coplicable statutory, reguiatory andior contractual obligations
penaltes for non-conformity [V INo applicable SCF control
10 o production Functional | No Relationship NA N/A NA o
[The approval granted in respect of a vehicle type pursuant to this Regulation INo applicable SCF control
Penalties for non-conformity|may be withdrawn if the requirements laid down i this Regulation are not S
101 of production ¥ lcomplied with or if sample vehicles fail to comply with the requirements of this Functional | No Relationship N/A N/A NiA 0
IRegulation.
[ an Approval Authority withdraws an approval it has previously granted, it shall INo applicable SCF control
Penalties for non-conformity|forthwith so notify the Contracting Parties applying this Regulation, by means of S
102 of production ¥la communication form conforming to the model in Annex 2 to this Regulation. Functional | No Relationship N/A N/A L o
Production definitively [N/A " INo applicable SCF control
1 PR RS Functional | No Relationship N/A N/A N/A o
[ the holder of the approval completely ceases to manufacture a type of vehicle
lapproved in accordance with this Regulation, he shall so inform the authority
|which granted the approval. Upon receiving the relevant communication that [Mechanisms exist to design and implement product management processes
autnority shallinform thereof the other Contracting Parties to the Agreement lto proactively govern the design, development and production of Technology
Production definitively  [2pPlying this Regulation by means of a copy of the approval form bearing at the y |assets, Applications andjor Services (TAAS) across the System Development
1.1 discontinued lend, in large letters, the signed and dated annotation "PRODUCTION Functional Subset Of Product Management TPAOLL iife Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security and 10
DISCONTINUED". resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obligations.
/A INo applicable SCF control
Names and addresses of
Technical Services
12 responsible for conducting Functional | No Relationship NA N/A N/A o
approval test, ant
Type Approval Authorities
[The Contracting Parties to the Agreement which apply this Regulation shall INo applicable SCF control
lcommunicate to the United Nations Secretariat the names and addresses of the
Names and addresses of - [Technical Services responsible for conducting approval tests and of the Type
[Approval Authorities which grant approval afd o which forms certiying approval
121 responsible for <OnduCting lor extension or refusal or withdrawal of approval, issued in other countries, are to|  Functional | No Relationship B 2 [ g
4 : lbe sent.
‘ype Approval Authorities
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