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Secure Controls Framework (SCF)
FDE Name Focal Document Element (FDE) Desc SCF Control Comtrol Deseript
IN/A INo applicable SCF control
Security Controls Detail and
1 Control Implementation Functional | No Relationship NA NA  (vA o
Description
11 Access Control (AC) [/ Functional | No Relationship NA NA  (NA o o applicable SCF control
[The organization develops, documents, disseminates to applicable personnel, Publishing Security,
. IMechanisms exist to establish, maintain and disseminate policies, standards
- and reviews and upcates (a5 necessary) within every three hundred sxty-ive x g 3
ACL Access Control (AQ) e oy pdates ( v 4 v Functional | Intersects With | Compliance & Resiience | GOV-02 lanq procedures necessary for secure, compliant and resilient capabilities. ®
[ urgamzatmé\ Geyelops, documents dezeminates to splcable personne veriodic Review & Undate of [Mechanisms exist to review the Security, Compliance & Resilience Program
g land reviews and updates (as necessary) within every three hundred sixty-five " (SCRP), including policies, standards and procedures, at planned intervals or
AcL Access Control (AC) (365 days: Functional | Intersects With | - Securlty, Compllance & | GOV-03 g ignificant changes occur to ensure their continuing suitabilty, adequacy ®
9 Jand effectiveness.
[The organization develops, documents, disseminates to applicable personnel,
Identity & Access IMechanisms exist to facilitate the implementation of identification and
. and reviews and upcates (a5 necessary) within every three hundred sxty-ive X
AC1 Access Control (AC) jand revi pdates V) Y Y- Functional Subset OF Managoment ) RGO e gemen controls 10
[An access control policy that addresses purpose, Scope, roles, responsibiities, i
ACLa Access Control Policy and e Do oren errive. and Functional SubsetOf | Copmishing Securty. o | ov.0z  |[Mechanisms exist to establish, maintain and disseminate policies, standards 10
ocedu lcompliance: and g B raentatian land procedures necessary for secure, compliant and resilient capabilities.
[Procedures to facilitate that implementation of the access control policy and [Mechanisms exist to identify and document Standardized Operating
AC1b Access Control Policy and lassociated access controls. Functional Subset OF e feoe " | OPS-011  [Procedures (SOP), or similar documentation, to enable the proper execution 10
of day-to-day / assigned tasks.
P nccount Management_|TT€ organization: Functional | intersects with | Termination of laco7.2 [Nechaniants exstEo fevoke User access fights n » Bmely manmer, upan 5
[The organization: [Mechanisms exist to proactively govern account management of individual,
AC2 Account Management Functional | Intersects With |  Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 5
a2 Account Management |17 organizations Functional | Intersects With | _ Input Data validation Toa1s |Mechanisms exist to check the validity of information inputs. S
[The organization: requard (Cryptographic mechanisms exist to implement strong cryptography and
Ac2 Account Management Functional | Intersects with | Safeguarding Data Over NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
Open Networks lover open, public networks.
[dentifies and selects the following types of information system (5] accounts to [Mechanisms exist to proactively govern account management of individual,
support organizational missions/business functions: individual, group, system, lgroup, system, service, application, guest and temporary accounts,
Ac2a Account Management  [25Biication, guesUanonymous, emergency, and temporary: Functional Subset OF Account Management 1AC-15 10
[Assigns account managers for 15 accounts; [Mechanisms exist to proactively govern account management of individual,
AC2b Account Management Functional Subset OF Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
[Estabiishes conditions for group and role membership; [Mechanisms exist to proactively govern account management of individual,
Ac2.c Account Management Functional Subset Of Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
[Specifies authorized sers of the information system, group and role [Mechanisms exist to proactively govern account management of individual,
AC2d Account (i, privileges) and other attributes (as |  Functional Subset Of Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
reauirea) for sach account;
[Requires approvals by defined personnel or roles (defined in the applicable [Mechanisms exist to proactively govern account management of individual,
AC2e Account Management  [security plan) for requests to create IS accounts; Functional Subset OF Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
[Estabiishes organizational standards and procedures for creating, enabiing, [Mechanisms exist to proactively govern account management of individual,
Ac2f Account Management [ modifying, disabling, and removing IS accounts for each account type. These Functional Subset OF Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
lprocedures include the following activities:
[Authorizing access to the IS based on: [Mechanisms exist to proactively govern account management of individual,
AC-2.f1 Account Management Functional Subset Of Account Management IAC-15  (group, system, service, application, guest and temporary accounts. 10
[A valid access authorization; [Mechanisms exist to proactively govern account management of individual,
AC2.£1() Account Management Functional Subset OF Account Management IAC-15  [group, system, service, application, guest and temporary accounts 10
intended system usage; and [Mechanisms exist to proactively govern account management of individual,
AC-2.£.1(i) Account Management Functional Subset OF Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
(Gther attributes as required by the organization or associated missions/business [Mechanisms exist to proactively govern account management of individual,
AC-2.£.1(ii) Account Management  [functions; Functional Subset Of Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
[Monitoring the use of information system accounts; [Mechanisms exist to proactively govern account management of individual,
Ac2£2 Account Management Functional Subset OF Account Management 1AC-15  [group, system, service, application, guest and temporary accounts 10
[Notifying account managers: [Mechanisms exist to proactively govern account management of individual,
AC2£3 Account Management Functional Subset OF Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
When accounts are no longer required ; [Mechanisms exist to proactively govern account management of individual,
AC-2.£.3(1) Account Management Functional Subset OF Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
When users are terminated or transferred; and [Mechanisms exist to proactively govern account management of individual,
AC-2.£.3(ii) Account Management Functional Subset Of Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
[When individual information system usage or need-to-know changes; [Mechanisms exist to proactively govern account management of individual,
AC-2.£.3(ii) Account Management Functional Subset OF Account Management IAC-15  [group, system, service, application, guest and temporary accounts 10
[Establishes a process for reissuing shared/group account credentials (i [Mechanisms exist to proactively govern account management of individual,
AC2.g Account Management  [deployed) when individuals are removed from the group. Functional Subset OF Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
[Review information system accounts for compliance with account management [Mechanisms exist to proactively govern account management of individual,
requirements within every one hundred eighty (180) days, and require annual lgroup, system, service, application, guest and temporary accounts,
AC245.1 Account Management  |certification of all accounts within every three hundred Sixty-five (365) days. Functional Subset OF Account Management 1AC-15 10
[Remove or disable default user accounts. Rename active default accounts. [Mechanisms exist to proactively govern account management of individual,
AC245.2 Account Management Functional Subset OF Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
implement centralized control of user access administrator functions. Authenticate, Authorize and IMechanisms exist to strictly govern the use of Authenticate, Authorize and
AC245.3 Account Management Functional | Intersects With P IAC-01.2  [Audit (AAA) solutions, both on-premises and those hosted by an External 5
ua [Service Provider (ESP).
implement centralized control of user access function: Automated System Account
|Automated mechanisms exist to support the management of system
AC245.3 Account Management Functional | Intersects With |- Management (Directory | IAC15.1 - [oe SRS DGR SIieo 5
[Regulate the access provided to contractors and define security requirements for [Mechanisms exist to proactively govern account management of individual,
AC2415.4 Account Management  [contractors. Functional Subset OF Account Management IAC-15  [group, system, service, application, guest and temporary accounts. 10
‘Automated Information _[The organization employs automated mechanisms to support the management ‘Automated System Account
Ac2(1) System Account o information system accounts; Functional | Intersects With | Management (Drrectory | IAC-15.1  [AUtomated mechanisms exit (o support the management of system 5
Management Services) 9 Y
Removal of [The information system automatically disables emergency accounts within Removal of Temporary / [Automated mechanisms exist to disable or remove temporary and
AC-2(2) Temporary/Emergency  [twenty-four (24) hours and temporary accounts with a fixed duration not to Functional Subset Of Emer ~ porary IAC-15.2  |emergency accounts after an organization-defined time period for each type 10
Accounts lexceed three hundred sixty-five (365) days. mergency Accounts of account.
/A [Automated mechanisms exist to disable inactive accounts after an
AC2(3) Disable Inactive Accounts Functional Subset Of | Disable Inactive Accounts | 1AC-15.3  [C/OMa e Mectioriss et ™ 10
[The information system automatically disables inactive accounts within sixty (60) [Automated mechanisms exist to disable inactive accounts after an
AC2(3).a Disable Inactive Accounts |00 "0 Functional Subset Of | Disable Inactive Accounts | I1AC-15.3 S/ omarel mecionisie St 10
[The organization defines the time period for non-User accounts (e.g., accounts [Butomated mechanisis exst Lo isable inactive accourts after an
AC2(3).b Disable Inactive Accounts | (e 2r g e O e cervice acounts) Functional Subset Of | Disable Inactive Accounts | 1AC-15.3 |G omaiee MECOnEnE SXe 10
[The information system automatically audits account creation, modification, [Automated mechanisms exist to audit account creation, modification,
AC-2(a) Automated Audit Actions _[enabling, disabling, and removal actions, and notifies defined personnel or foles | Functional Subset Of | Automated Audit Actions | IAC-15.4  [enabling, disabling and removal actions and notify organization-defined 10
(defined in the applicable security plan). lpersonnel or roles.
[The organization: [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
AC2(7) Role-Based Schemes Functional Subset Of (RBAC) IAC-08  laccess to individuals assigned specific roles with legitimate business needs. 10
[Establishes and administers privileged user accounts in accordance with a rofe- [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
ased access scheme that organizes allowed information system access and Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
AC27)a Role-Based Schemes |privileges into roles; Functional Subset Of (RBAC) IAC-08 laccess to individuals assigned specific roles with legitimate business needs 10
[Establishes and administers appiication-specific privileged User accounts in [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
laccordance with a role-based access scheme that allows access based on user Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
AC-2(7).b Role-Based Schemes  |responsibilities associated with application use; Functional Subset Of (RBAC) IAC-08  laccess to individuals assigned specific roles with legitimate business needs. 10
[Monitors privileged role assignments as well as application-specific privileged [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
role assignments; and Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
AC2(7-c Role-Based Schemes Functional Subset Of (RBAC) IAC-08 access to individuals assigned specific roles with legitimate business needs. 10
inspects administrator groups, ro0t accounts, and other system-related accounts [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
lon demand, and at least once every fourteen (14) days to ensure that [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
AC2(7).d Role-Based Schemes |Unauthorized accounts have not been created. Privileged user roles associated Functional Subset of | Role-Based Access Control IAC-08  [access to individuals assigned specific roles with legitimate business needs. 10
with applications should be inspected every thirty (30) days. (RBAC)
[The information system enforces approved authorizations for logical access to [Mechanisms exist to enforce Logical Access Control (LAC) permissions that
AC3 Access Enforcement  [information and system resources in accordance with applicable access control Functional | Intersects With | Access Enforcement IAC-20  [conform to the principle of "least privilege." 5
policies.
[The information system enforces approved authorizations for logical access to " (Cryptographic mechanisms exist to implement strong cryptography and
AC3 Access Enforcement  [Information and system resources in accordance with applicable access control Functional | Intersects with | Safeguarding Data Over NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
Ipolicies. Open Networks lover open, public networks.
[The information system enforces approved athorizations for Iogical access to [Mechanisms exist to check the validity of information inputs.
AC3 Access Enforcement information and system resources n accordance with applicable access control Functional | Intersects With |  Input Data Validation ToA18 5
lpolicies.
i encryption is Used as an access control mechanism, It must meet FIPS 140-2 Mechantsrns exst to develop, documert and maintain secure bas
lcompliant encryption standards (see SC-13). Secure Baseline Tor Technology Adsete, Appications andor Services. Tans)
AC-315.1 Access Enforcement Functional Subset Of Configurations CFG02  [fhat ore conastont with industry-accepted system hardening standards. 10
(Configure operating system controls to disable pubiic “read” and "write" access [Mechanisms exist to develop, document and maintain secure baseline
lto files, objects, and directories that may directly impact system functionality Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AC-3-15.2 Access Enforcement  lang/or performance, or that contain sensitive information. Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Data stored in the information system must be protected with system access [Mechanisms exist to develop, document and maintain secure baseline
controls. Secure Baseline for Technology Assets, Applications andjor Services (TAAS)
AC-3415.3 Access Enforcement Functional Subset OF Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[When contracting with external service providers, Personally Identifiable [Mechanisms exist to develop, document and maintain secure baselne
Information (PIl ), as well as software and services that receive, process, store, or lconfigurations for Technology Assets, Applications and/or Services (TAAS)
transmit Pil must be isolated within the service provider environment to the Secure Baseline that are consistent with industry-accepted system hardening standards,
AC345.4 Access Enforcement  [maximum extent possible so that other service provider customers sharing Functional Subset OF Configurations CFG-02 10
Iphysical or virtual space cannot ain access to such data or applications.
[The information system does not release information outside of the established [Automated mechanisms exist to validate cybersecurity and Gata protection
AC-3(9) Access Enforcement - |gyctem boundary unless: Functional Subset OF Controlled Release DCH-03.3 [attributes prior to releasing information to external Technology Assets, 10
Controlled Release |applications andjor Services (TAAS).
. [The receiving organization information system or system component provides [Automated mechanisms exist to validate cybersecurity and data protection
AC-3(9).a ‘E‘ESS EH” g"e"‘e"t’ lorganization security safeguards; and Functional Subset Of Controlled Release DCH-03.3 [attributes prior to releasing information to external Technology Assets, 10
ontrolled Release |Applications andjor Services (TAAS).
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[The organization defined safeguards consistent with 45 CFR §155.260 Paragraph |Automated mechanisms exist to validate cybersecurity and data protection
AC-3(9).b AE[ESS EH"fg"E;“E"t' (b) (2) are used to validate the appropriateness of the information designated for |  Functional Subset Of Controlled Release DCH-03.3  [attributes prior to releasing information to external Technology Assets, 10
ontrolled Release |rejease. |Applications and/or Services (TAAS).
) y [The information system enforces approved authorizations for controlling the flow » Mechanisms exist to implement and govern Access Control Lists (ACLS) to
Ac4 Information Flow lof information within the system and between interconnected systems in Functional Subsetof | D3t@ Flow Enforcement - | \e7.4  |provide data flow enforcement that explicitly restrict network traffic to only 10
Enforcement laccordance with applicable policy. Access Control Lists (ACLS) what is authorized.
ACS Separation of Duties || "¢ ©"9anization Functional | Intersects With | Input Data Validation Toa1g [Mechanisms exist to check the validity of information inputs. 5
[The organization: uat Authorization 1 Mechanisms exist to enforce a two-person rule for Implementing changes to
AC-5 Separation of Duties Functional | Intersects With ual Authorization for CHG-04.3  [critical Technology Assets, Applications and/or Services (TAAS). 5
[The organization: (Cryptographic mechanisms exist to implement strong cryptography and
ACS Separation of Duties Functional | Intersects with | Safeguarding Data Over NET-12  |security protocols to safeguard sensitive/regulated data during transmission 5
Open Networks lover open, public networks.
[Fhe organization: Mechanisms exist to implement and maintain Separation of Duties (SoD) to
ACS Separation of Duties Functional | Intersects With | Separation of Duties (SoD) | HRS-11  [LeC s mEELE0 0P Bt a0 e e e rasion 5
Separates duties of individuals as necessary to prevent malevolent activity IMechanisms exist to implement and maintain Separation of Duties (SoD) o
ACSa Separation of Duties [t oo (41 Functional Subset O | Separation of Duties (S0D) |  HRS-LL [ GETuRorts SHELS o Bmet A eienout ollusion 10
[Documents separation of duties; and Mechanisms exist to implement and maintain Separation of Duties (S0D) to
ACSD Separation of Duties Functional Subset OF | Separation of Duties (S0D) | HRS-LL [ GEruiotis SHates o oot o nout eollusion 10
[Defines information system access authorizations to support separation of duties. [Mechanisms exist to implement and maintain Separation of Duties (S0D) to
ACS.C Separation of Duties Functional Subset OF | Separation of Duties (SoD) | HRS-L1  [Gerut ot SHats o o e without collusion 10
[Ensure That audit functions are ot performed by secutty personnel respansioie [Mechanisms exist to implement and maintain Separation of Duties (S0D) to
AC5S.1 Separation of Duties ol Functional Subset Of | Separation of Duties (SoD) | HRS-11 |rayent potential inappropriate activity without collusion 10
Mam!am a Timited group of administrators with access based upon the users' Mechanisms exist to implement and maintain Separation of Duties (50D) to
AC5152 Separation of Duties  [feete o Functional Subset Of | Separation of Duties (S0D) | HRS-LL  [0ecoiorte eHiet o e o without alusion 10
[Ensure mat Critical mission functions and information system support functions - Mechanisms exist to implement and maintain Separation of Duties (50D) to
ACSIS3 Separation of Duties are divided among separate individuals. Functional Subset Of | Separation of Duties (SoD) |  HRS1 |prevent potential inappropriate activity without collusion 10
[Ensure that information system testing functions (1., User acceptance, quality IMechanisms exist to implement and maintain Separation of Duties (SoD) to
ACSIS.4 Separation of Duties [assurance, information security) and production functions are divided among Functional Subset Of | Separation of Duties (SoD) |  HRS-11  [prevent potential inappropriate activity without collusion. 10
separate individuals or groups.
[Ensure that an Independent ey, ot the Business Owner, Syster Mechanisms exist to implement and maintain Separation of Duties (50D) to
responsible for the lprevent potential inappropriate activity without collusion
ACS1S.5 Separation of Duties  [information eystem, conducts information security testing of the information Functional Subset Of | Separation of Duties (SoD) | HRS-11 10
system.
[The organization employs the principle of Ieast privilege, allowing only authorized| Mechanisms exist to utilize the Concept of Ieast privilege, allowing only
laccesses for users (or processes acting on behalf of users) that are necessary to lauthorized access to processes necessary to accomplish assigned tasks in
laccomplish assigned tasks in accordance with the organization’s missions and laccordance with organizational business functions.
lousiness functions.
AC6 Least Privilege e e cainerts and aligns with the provisions of the ACA and the Functional | Intersects With Least Privilege 1AC-21 5
requirements of 45 CFR §155.260, Privacy and security of personally identifiable
information.
[Fhe organization employs the principle of Ieast privilege, allowing only authorized| Mechanisms exist to enforce Logical Access Control (LAC) permissions that
laccesses for users (or processes acting on behalf of users) that are necessary to conform to the principle of "least privilege.”
accomplish assgned tasks n accordance withthe organizations missions and
lousiness function:
AC6 Least Privilege e e caimerts and aligns with the provisions of the ACA and Functional | Intersects With |  Access Enforcement 1AC-20 5
quraments of 25 CER S155350, Privacy and Secuty of personaly dentifable
[Disable all file system access not explicitly required for system, application, and Mechanisms exist to Utilize the Concept of 1east privilege, allowing only
ladministrator functionality. lauthorized access to processes necessary to accomplish assigned tasks in
AC615.1 Least Privilege Functional Subset Of Least Privilege IAC21  [3ccordance with organizational business functions. 10
(Contractors must be provided with minimal system and physical access, and Mechanisms exist to utilize the Concept of Ieast privilege, allowing only
Imust agree to and support the CMS security requirements. The contractor lauthorized access to processes necessary to accomplish assigned tasks in
ACE152 Least Privilege selection process must assess the contractor's ability to adhere to and SUpPOrt | Functional Subset Of Least Privilege |AC21  [accordance with organizational business functions, 10
[the organization's security policy.
Restrict the use of database management ilities to only authorized database [Mechanisms exist to utilize the Concept of Ieast privilege, allowing only
ladministrators. Prevent users from accessing database data files at the logical lauthorized access to processes necessary to accomplish assigned tasks in
AC61S3 Least Privilege ldata view, field , or field-value level. Implement table-level access control. Functional Subset Of Least Privilege IAC21laccordance with organizational business functions. 10
[Ensure that only authorized users are permitied to access those files, directories, Mechanisms exist to utilize the concept of Ieast privilege, allowing only
drives, workstations, servers, network shares, ports, protocols, and services that . lauthorized access to processes necessary to accomplish assigned tasks in
AC615.4 Least Privilege are expressly required for the performance of job duties Functional Subset Of Least Privilege IAC21  [accordance with organizational business functions. 10
[Disable all system and removable media boot access unless it s explicitly Mechanisms exist to develop, document and maintain secure baseline
lauthorized by the CIO for compelling operational needs. If system and removable Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
ACEISS Least Privilege Imedia boot access is authorized, boot access is password protected Functional Subset O Configurations CFG02 lthat are consistent with industry-accepted system hardening standards, 10
[Ata minimurn, the organization explictly authorizes access to the following Iist Mechanisms exist to limit access to securlty functions to explicitly-authorized
lAuthorize Access to Security{of security functions (deployed in hardware, software, and firmware) and |Authorize Access to Securit privileged users.
AC-6(1) g "\ cecurity-relevant Information for all system components Functional Subset O ctions Y| mc21a 10
[Authorize Access to Security[Setting/modifying audit logs and auditing behavior: [Authorize Access to Security| Mechanisms exist to limit access to security functions to explicitly-authorized
ACs(1)a ey Functional Subset Of e c211 [ 10
RS [Authorize Access to Security[Setting/modifying boundary protection system rules; Functiona! ubset Of | AUOrize Access o Security| ac 7y [Mechanisms exist fo imit access to security functions to expicitly-authorized o
inctions privileged users.
[Authorize Access to Security|C: access ons (1e., privileges); [Authorize Access to Security| IMechanisms exist to imit access to security functions to explicitly-authorized
AC6(1).c gy Functional Subset O Gy AC21L [ e 10
[rathorze Access to and [Authorize Access to Security| IMechanisms exist to imit access to security functions to explictly-authorized
AC6(1).d e Functional Subset Of o G211 [ s 10
rozs Access o System and t [Authorize Access to Security| IMechanisms exist to imit access to security functions to explictly-authorized
AC6(1).e paoy Functional Subset Of coss 10 C2L1 e 10
[The System Owner explcitly authorizes access to organization-defined Tt of IMechanisms exist to imit access to security functions to expiicitly-authorized
security functions (deployed in hardware, software, and firmware) and security- privileged users.
. ty|relevant information for authorized personnel, including, for example, security N
ACH(1)15.1 jputhorize Access to Security acministrator. system and netuork adminisrators, system securiy officers, Functional Subsetof (Autherize Access to Security) o1 10
personnel, system and other privileged
lusers
[AT @ minimum, the organization requires that users of information system
laccounts, or roles, with access to the following list of security functions or
Non-Privileged Access for [SeCurity-relevant information, use non-privileged accounts, of roles, when Non-Privileged Access for IMechanisms exist to prohibit privileged users from using privileged accounts,
AC6(2) Non-Securty Functions _[3ccessing other system functions, and if feasible, audit any use of privileged Functional Subset Of | “Non Security Functions | 'AC212  \while performing non-security functions 0
laccounts, or roles, for such functions:
Setting/modifying audit 1ogs and auditing benavior;
ACE@)a Non-Privileged Access for g/modifying 9 9 Functional ubsetof | Non-Privileged Access for | 1 Mechanisms exist to prohibit privileged users from using privileged accounts, 0
Non-Security Functions Non-Security Functions while performing non-security functions.
Setting/modifying boundary protection system rules;
ACE21 Non-Privileged Access for g/medifying P V- Functional subsetof | Non-Privileged Access for | 1 Mechanisms exist to prohibit privileged users from using privileged accounts, 10
Non-Security Functions Non-Security Functions 2 |while performing non-security functions.
access Te. priviieges);
Non-Privileged Access for Non-Privileged Access for IMechanisms exist to prohibit privileged users from using privileged accounts,
AC6(2).c Non-Security Functions Functional SubsetOF | “on-security Functions | "A©“21-2 " |while performing non-security functions. 10
and
y Access for Non-Privileged Access for gy IMechanisms exist to prohibit privileged users from using privileged accounts,
Ace(2)d Non-Security Functions Functional Subset Of Non-Security Functions | 'AS222 " |while performing non-security functions. 10
System and ©
AC6@)e Non-Privileged Access for Functional Subsetof | Non-Privileged Access for | a1 5 [Mechanisms exist to prohibit privileged users from using privileged accounts, 10
Non-Security Functions Non-Security Functions while performing non-security functions.
[For service providers, the organization requires that users of information system
laccounts, or roles, with access to all security functions, use non-privileged
ACH2)151 Non-Privileged Access for  [occounts, or roles, when accessing other system functions, and If feasible, audit |  punctional ubsetof | Non-Privileged Access for | . Mechanisms exist to prohibit privileged users from using privileged accounts, 0
Non-Security Functions  [any use of privileged accounts, or roles, for such functions. Non-Security Functions -2 |while performing non-security functions
[The organization restricts privileged accounts on the information system to
Management Approval For IMechanisms exist to restrict the assignment of privileged accounts to
X I or rol in th I i »
AC-6(5) Privileged Accounts  [defined personnel or roles (defined in the applicable security plan) Functional Subset Of e maed Anpoom G213 e oved personnal aror 1o 10
aco©) “Auditing Use of Privileged [The information system audits the execution of privileged functions, Functiona! Subsetof | AUGINGUse OTPIVIEGE | aC 1 4 Iuechanisms exist o audt the execution of privieged functions o
Prohibit Non-Privileged _|The information system prevents non-privileged users from executing privileged Prohibit Non-Privileged [Mechanisms exist to prevent non-privileged users from executing privileged
AC6(10) Users from Executing  [functions to include disabling, circumventing, or altering implemented security | Functional Subset Of Users from Executing IAC-215  [functions to include disabling, circumventing or altering implemente 10
Privileged Functions _[safeguards/countermeasures. Privileged Functions lsecurity safeguards / countermeasures.
[The information system: [Mechanisms exist to enforce a limit for consecutive invalid login attempts by
Unsuccessful Logon a user during an organization-defined time period and automatically locks
AT Functional Subset Of Account Lockout 1G22 ihe account when the maximum number of unsuccessful attempts is 10
lexceeded
Enforces e Tmit of consceuive Tvald ogin attempls by 3 user speclfied n the [Mechanisms exist to enforce a limit for consecutive invalid login attempts by
Unsuccessful Logon  mplementation Standard during the time period specified in the Implementation  user during an organization-defined time period and automatically locks
ACTa Standard; and Functional Subset Of Account Lockout IAC-22 lihe account when the maximum number of unsuccessful attempts is 10
lexceeded
A:toma:\catl\y dlsa'lt:\es(ﬁf Itm(s the a;counuﬁno:e ut:tl\‘re\elased ?ylan Standard [Mechanisms exist to enforce a limit for consecutive invalid login attempts by
Unsuccessful Logon [administrator or after the time period specified in the Implementation Standar 2 user during an organization-defined time period and automatically locks
ACT.D attempts lwhen the maximum number of unsuccessful attempts is exceeded. Functional Subset Of Account Lockout 1AC22 (el ot wihen the maximum number of unsuccessful attempts s 10
lexceeded.
[Configure e informatior syster folock aut e user accourt aufomatically afer IMechanisms exist to enforce a limit for consecutive invalid login attempts by
Unsuccessful Logon  [three (3) invalid login attempts through either a local or network connection a user during an organization-defined time period and automatically locks
ACTAS1 Attempts lduring a fifteen (15)-minute time period. Require the lockout to persist for a Functional Subset O Account Lockout 1AC-22 e account when the maximum number of unsuccessful attempts is 10
Iminimurm of thirty (30) minutes. lexceeded
[The information system:
System Use Notification Mechanisms exist o utilze system use noification/ ogon banners that
ACB System Use Notification Functional Subset Of Y ogon Banner) SEA-18  [display an approved system use notification message or banner 10
9 raniing aces ko Tenmelogy Ateats Appications andlor Services (TAAS)
Displays an approved system use nofification message or banner before granting
laccess to the system that provides privacy and security notices consistent with
lapplicable federal laws, Executive Orders, directives, policies, regulations,
standards, and guidance. The approved banner states:
Warning! This system contains U.S Government information. By using this
information system, you are consenting to system monitoring for law system Use Notification IMechanisms exist to utilize system use notification / logon banners that
AC8a System Use Notification ~[enforcement and other purposes. Unauthorized or improper use of, or access fo. | Fynctional Subset Of oo e SEA-18 [display an approved system use notification message or banner before 10
this computer system may subject you o state an federal crimina prosecution lgranting access to Technology Assets, Applications and/or Services (TAAS).
land penalties as well as civil penalties. At any time, the government m
ntercept, search, and seize any communication or data ransiting or stored on
lthis information system
[Retains the notification message or banner on the screen unfil users take expiicit
Jactions to 1og on to or further sccess the information system; ant System Use Notification Mechanisms exist to utilze system use noification/ ogon banners that
AC-8.b System Use Notification Functional Subset Of (Logon Banner) SEA-18  |display an approved system use notification message or banner 10
9 rniing aces ko Tenmelogy Ateats Appications andlor Services (TAAS)
[For publicly accessible systems:
oyster Use Notification IMechanisms exist to utilize system use notification / logon banners that
ACB.C System Use Notification Functional Subset Of e o o SEA-18  [display an approved system use notification message or banner before 10
9 lgranting access to Technology Assets, Applications and/or Services (TAAS)
[Displays system use information when appropriate, before granting further N Ny
laceese system Use Notification IMechanisms exist to utilize system use notification / logon banners that
ACB.c1 System Use Notification Functional Subset Of ¥ Logon Banner) SEA-18 [display an approved system use notification message or banner before 10
lgranting access to Technology Assets, Applications and/or Services (TAAS).
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IDisplays references, if any, to monitoring, recording, or auditing that are Ny
consistent with privacy accommodations for such systems that generally prohibit System Use Notification IMechanisms exist to utilize system use notification / logon banners that
AC8.c2 System Use Notification  |ihose activities; and Functional Subset OF Logon Bannen SEA-18 [display an approved system use notification message or banner before 10
9 lgranting access to Technology Assets, Applications andjor Services (TAAS)
includes a description of the authorized uses of the system - y
System Use Notification [Mechanisms exist to utilize system use notification / logon banners that
AC-8.c.3 System Use Notification Functional Subset Of Vs ogon Banner SEA-18  |display an approved system use notification message or banner before 10
9 lgranting access to Technology Assets, Applications and/or Services (TAAS)
[The System Owner determines elements of the environment that require the [Mechanisms exist to develop, document and maintain secure baseline
[system Use Notification control Secure Baseline or Technology Assets, Applications and/or Services (TAAS)
AC-815.1 System Use Notification Functional Subset OF Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[The System Owner determines how System Use Notification will be verified and [Mechanisms exist to develop, document and maintain secure baseline
lprovides appropriate periodicity of the check Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AC-8-15.2 System Use Notification Functional Subset Of Configurations CFG-02  |that are consistent with industry-accepted system hardening standards. 10
¥ not performed s part of » Configuration Baseline chieck, the organtzation has a [Mechanisms exist to develop, document and maintain secure baseline
ldocumented agreement on how to provide results of verification and Secure Baseline echnology Assets, Applications andjor Services (TAAS)
AC-815.3 System Use Notification - |necessary periodicity of the verification by the service provider. Functional Subset Of ‘Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[The information system limits the number of concurrent sessions for each system [Mechanisms exist to imit the number of concurrent sessions for each system
laccount to one (1) session. The number of concurrent application/process laccount.
sessions s limited and enforced to the number of sessions expressly required for
AC10 Concurrent Session Control [the performance of job duties and any requirement for more than one (1) Functional Subset OF | Concurrent Session Control | 1AC-23 10
lconcurrent application/process session is documented in the security plan.
[The information system: [Mechanisms exist to initiate a session Iock after an organization-defined time
lperiod of inactivity, or upon receiving a request from a user and retain the
AC11 Session Lock Functional | Intersects With Session Lock IAC24  [Secsion lock until the user reestablishes access using establishe 5
identification and authentication methods.
[Prevents further access to the system by initiating a session lock after fifteen [Mechanisms exist to inftiate a session lock after an organization-efined time
(15) minutes of inactivity or upon receiving a request from a user; and Iperiod of inactivity, or upon receiving a request from a user and retain the
AC1la Session Lock Functional Subset Of Session Lock IAC-24|session lock until the user reestablishes access using established 10
identification and authentication methods.
[Retains the session lock until the ser reestablishes access using established [Mechanisms exist to initiate a session Iock after an organization-defined time
identification and authentication procedures. Iperiod of inactivity, or upon receiving a request from a user and retain the
AC-1Lb Session Lock Functional Subset OF Session Lock IAC-24 session lock until the user reestablishes access using established 10
identification and authentication methods.
[The information System Conceals, via the session lock, information previously Mecharisms exist to mplement pattern-hiding diplays to conceal
AC-11(1) Pattern-Hiding DIsplays  |,isible on the disp oublicly viewable image. Functional Subset OF Pattern-Hiding Displays |  I1AC-24.1 oreviously wisible o the display during the session lock. 10
[The information System tically terminates a user session after fifteen (15) [AUtomated mechanisms exist to log out users, both locally on the network
Ac12 Session Termination  |minutes of inactivity. Functional Subset Of Session Termination IAC-25  [and for remote sessions, at the end of the session or after an organization- 10
ldefined period of inactivity.
Permitted Actions Without [The organization: Permitted Actions Without [Mechanisms exist to identify and document the supporting rationale for
AC-14 Identification or Functional Subset OF Identification or IAC-26  [specific user actions that can be performed on a system without 10
Authentication identification or authentication.
Permitted Actions Without |ldentifies, documents, and provides supporting rationale in the system security Permitted Actions Without [Mechanisms exist to identify and document the supporting rationale for
AC-l4.a Identification or Iplan for user actions not requiring identification or authentication; and Functional Subset OF Identification or IAC-26  [specific user actions that can be performed on a system without 10
dentification or authentication.
Permitted Actons Without [Configures Informalion systems to permi pUBTc access wilhout st requring Permitted Actions Without [Mechanisms exist to identify and document the supporting rationale for
AC-14b or individuai y to the extent necessary to Functional Subset OF Identification or 1AC-26  [specific user actions that can be performed on a system without 10
ication laccomplish mission amemves. dentification or authentication.
IN/A [Mechanisms exist to define, control and review organization-approved,
AC17 Remote Access Functional | Intersects With Remote Access NET-14 e e aecose metriode. 5
[The organization monitors for Unauthorized remote access to the information. [Mechanisms exist to define, control and review organization-approved,
IRemote access for privileged functions shall be permitted only for compelling secure remote access methods.
AC17a Remote Access loperational needs, shall be strictly controlled, and must be explicitly authorized, |  Fynctional Subset OF Remote Access NET-14 10
in writing, by the organization's CIO or the designated representative. If
lauthorized, the organization:
[Documents allowed methods of remote access to the information system; [Mechanisms exist to define, control and review organization-approved,
AC17.1 Remote Access Functional Subset OF Remote Access NET-14 e e mecose metriode. 10
[Establishes and documents usage restrictions, configuration/connection [Mechanisms exist to define, control and review organization-approved,
AC17.a2 Remote Access requirements, and implementation guidance for each type of remote access Functional Subset Of Remote Access NET-14  [secure remote access methods. 10
lallowed;
[Authorizes remote access to the information system prior to allowing such [Mechanisms exist to define, control and review organization-approved,
AC17.23 Remote Access connections: an Functional Subset OF Remote Access NET-14 e o e coee metriode. 10
[Monitors for unauthorized remote access to the information system. [Mechanisms exist to define, control and review organization-approved,
AC17b Remote Access Functional Subset OF Remote Access NET-14 e e mecose metriode. 10
[Require callback capability with re-authentication to verify connections from [Mechanisms exist to define, control and review organization-approved,
AC-1745.1 Remote Access lauthorized locations when a secure data communications service network cannot|  Functional Subset OF Remote Access NET-14  [secure remote access methods. 10
lbe used
[AIl computers and devices, whether organization-furnished equipment or [Mechanisms exist to develop, document and maintain secure baseline
lcontractor-furnished equipment, that require any network access to a network or or Technology Assets, Applications and/or Services (TAAS)
system are securely configured and meet at least the following security requ Secure Baseline [that are consistent with industry-accepted system hardening standards.
AC-17-5.2 Remote Access irements: (i) up-to-date system patches, (ii) current anti-virus software, and (ii) | ~ Functional Subset OF Configurations CFG-02 10
functionality that provides the capabil ity for automatic execution of code
disable
[Remote connection for privileged functions must be performed using multi-factor [Mechanisms exist to define, control and review organization-approved,
lauthentication following Electronic Authentication Guidelines for ACA secure remote access methods.
AC1715.3 Remote Access [Administering Entity Systems, which can be found at: Functional Subset Of Remote Access NET-14 10
Ihttps://calt.cms. gov/sf/projects/cms_aca_program_security_privacy/
‘Automated [The information system monitors and controls remote access methods. ‘Automated Monitoring & [Automated mechanisms exist to monitor and control remote access sessions.
AC-17(1) Monitoring/Control Functional Subset Of ontral NET-14.1 10
[The information system implements cryptographic mechanisms to protect the CryPRoGrapTic mechaniaris exst Eo protect the confdentiity and integrey
Protection of lconfidentiality and integrity of remote access sessions Protection of lof remote access sessions (e.g., VPN)
AC-17(2) Confidentiality/Integrity Functional Subset OF | Confidentiality /Integrity | NET-14.2 10
Using Encryption Using Encryption
Managed Access Control |The information system routes all remote accesses through a limited number of Managed Access Control [Mechanisms exist to route all remote accesses through managed network
AC-17(3) Points Imanaged access control points. Functional Subset Of oints NET-143  Jaccess control points (e.g., VPN concentrator) 10
g [The organization: Remote Privileged [Mechanisms exist to restrict the execution of privileged commands and
AC-17(4) Privi Functional Subset Of  |Commands & Sensitive Data| NET-14.4 [access to security-relevant information via remote access only for compelling 10
Commandsfaccess
loperational needs.
) [Authorizes the execution of privileged commands and access to security-relevant Remote Privileged XISt to restrict the execution of priviieged commands and
AC174) Privileged information via remote access only for compelling operational needs; and Functional Subset Of |Commands & Sensitive Data| NET-14.4  [access to security-relevant information via remote access only for compelling 10
Commands/Access A
ccess loperational needs.
[Documents the rationale for such access in the security pian for the information Remote Privileged [Mechanisms exist to restrict the execution of privileged commands and
AC-17(4).b Privileged lsystem. Functional Subset Of  |Commands & Sensitive Data| NET-14.4 [access to security-relevant information via remote access only for compelling 10
Commands/Access e loperational needs
o8 Wireloss Access [The organization: Functional | Intersects With | Wireless Networking NET15 [MEchaniams exXSEED Control authorized wieless usage and monar for S
[The organization: Wireless Accass [Mechanisms exist to protect the confidentiality and integrity of wireless
X x Inetworking technologies by implementing authentication and stron
AC18 Wireless Access Functional | Intersects With | ynentication & Encryption|  CRY-07  etworking gies by impl 9 ] 5
[Pronibits the installation of wireless access points (WAP) to information systems [Mechanisms exist to control authorized wireless usage and monitor for
AC-18.2 Wireless Access lunless explicitly authorized, in writing, by the organization CIO or a designated Functional Subset OF Wireless Networking NET-15  |unauthorized wireless access. 10
representative;
[Monitors for unauthorized wireless access to information systems by empioying a [Mechanisms exist to control authorized wireless usage and monitor for
wireless intrusion detection system to identify rogue wireless devices and to lunauthorized wireless access.
AC-18b Wireless Access detect attack attempts and potential compromises/breaches to the information Functional Subset Of Wireless Networking NET-15 10
system, and
[Establishes for authorized wireless access usage restrictions. [Mechanisms exist to control authorized wireless usage and monitor for
AC18.c Wireless Access n quidance for Functional Subset OF Wireless Networking NET-15  |unauthorized wireless access. 10
wireless access prior to allowing such connections.
I Wireless access fs expiicitly authorized, wireless device service set identifier [Mechanisms exist to develop, document and maintain secure baseline
lbroadcasting is disabled and the following wireless restrictions and access Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AC-1815.1 Wireless Access lcontrols are implemented: Functional Subset OF Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Encryption protection is enabled; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AC-18-5.1.3 Wireless Access Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
[Access points are placed in secure areas; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AC-18-5.1.b Wireless Access Functional Subset OF ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards, 10
[Access points are shut down when not in use (.., nights, weekends); echanisms st o develop, document and maintain secure b
Secure Baseline ecmology Assets, Applications andjor Services. Tans)
AC-18-I5.1.c Wireless Access Functional Subset Of Configurations CFG-02  [inat are condistant with industry. accepted systom hardening standards 10
[A firewall is implemented between the wireless network and the wired [Mechanisms exist to develop, document and maintain secure baseline
infrastructure; Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AC-18-15.1.d Wireless Access Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[MAC address authentication is utilized; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AC-18-I5.1. Wireless Access Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
[Static IP addresses, not DHCP, is uti [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AC-18-1S.1.f Wireless Access Functional Subset OF ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards, 10
[Personal firewalls are utilized on all wireless clients; Fechanisms exist o develop, documen and mainiain secure baseline
Secure Baseline ‘echnology Assets, Applications and/or Services (TAAS)
AC-1845.1.9 Wireless Access Functional Subset Of Configurations CFG-02  [inat are condistant with industry. accepted systom hardening Standards, 10
[File sharing Is disabled on all wireless clients; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AC-18-5.Lh Wireless Access Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
intrusion detection agents are deployed on the wireless side of the firewa; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AC-1841S.Li Wireless Access Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
Wireless activity is monitored and recorded, and the records are reviewed on a [Mechanisms exist to develop, document and maintain secure baseline
regular basis; Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AC-1845.1j Wireless Access Functional Subset Of Configurations CFG-02 |that are consistent with industry-accepted system hardening standards. 10
Organzational polcy relaed to wireless €lient access configuration and Use is Wechanisrns exst to develop, document and maintain secure baseiie
ldocumented; a Secure Baseline ‘echnology Assets, Applications and/or Services (TAAS)
AC-18-15.1k Wireless Access Functional Subset Of Configurations CFG-02  [inat are condistant with industry. accepted systom hardening standards 10
[Security Control 5I-4 (14), Employ a wireless intrusion "detection/prevention” [Mechanisms exist to develop, document and maintain secure baseline
lsystem (WIDS/WIPS) Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AC-181S.11 Wireless Access Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
Authentication and |1 Wireless access is explicitly authorized, the iformation system protects [Mechanisms exist to secure WiFi (e.g., IEEE 802.11) and prevent
AC-18(1) uthentication an wireless access to the system using encryption and authentication of both users |  Functional Subset Of  |Authentication & Encryption| NET-15.1  [unauthorized access by:(1) Authenticating devices trying to connect; and(2) 10
ption land devices. [Encrypting transmitted data,
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[The organization: IMechanisms exist to enforce access control requirements for the connection

AC19 Access Control for Mol Functional Subsetof | Access Control ForMobile |y 05 lof mobile devices to organizational Technology Assets, Applications andor 10

Devices Devices
Services (TAAS).
P o |Establishes usage restrictions, configuration requirements, connection ) [Mechanisms exist to enforce access control requirements for the connection
AC19.a Access Control for Mobile and guidance for lled mobile Functional Subsetof | Access Control ForMobile | yny g5 Jof mobile devices to organizational Technology Assets, Applications andjor 10
Devices devices; Devices [Services (TAAS).
[Authorizes, through the CIO, the connection of mobile devices to organizational [Mechanisms exist to enforce access control requirements for the connection
AC19.b Access Control for Mobile systems; Functional Subsetof | Access Control ForMobile |y, o5 devices to organizational Technology Assets, Applications and/or 10
Devices Devices Services (TAAS).
[Employs an approved method of Cryptography (see SC-13) to protect Personally S exist to enforce access Control requirements for the connection
Access Control for Mobile [Identifiable Information (Pl) residing on portable and mobile information devices, Access Control For Mobile o moble deviees to organizational Technology Assets, Applications and/or
AC-19.c Devices land utilizes whole-disk encryption solution for laptops; Functional Subset OF Devices MDM-02 Services (TAAS) 10
[Monitors for unauthorized connections of mobile devices to information systems; [Mechanisms exist to enforce access control requirements for the connection
AC19.d Access Control for Mobile Functional Subsetof | Access Control ForMobile |y g5 lof mobile devices to organizational Technology Assets, Applications and/or 10
evices evices Services (TAAS).
[Enforces requirements for the connection of mobile Gevices o information [Mechanisms exist to enforce access control requirements for the connection
AC19.¢ Access Control for Mobile |y grems; Functional Subsetof | Access Control ForMobile | yny g5 Jof mobile devices to organizational Technology Assets, Applications andjor 10
Devices Devices
Services (TAAS).
I for Mopile|PiS@bIes information system functionality that provides for automatic execution ! o [Mechanisms exist to enforce access control requirements for the connection
AC19. Access Control for Mobile of code on mobile devices without user direction; Functional subsetof | Access Control ForMobile |y 5 lof mobile devices to organizational Technology Assets, Applications andjor 10
evices Devices
Services (TAAS).
ssues specially configured mobile devices to individuals traveling to locations [Mechanisms exist to enforce access control requirements for the connection
AC19.9 Access Control for Mobile |that the organization deems to be of significant risk in accordance with Functional Subset Of Access Control For Mobile | 4 05 |of mobile devices to organizational Technology Assets, Applications and/or 10
Devices lorganizational policies and procedures; and Devices [Services (TAAS).
[Protects the storage and transmission of information on portable and mobile [Mechanisms exist to enforce access control requirements for the connection
AC-19.h Access Control for Mobile linformation devices with activities such as scanning the devices for malicious Functional Subsetof | Access Control For Mobile |y 05 of mobile devices to organizational Technology Assets, Applications and/or 10
evices lcode and virus protection software. Devices Services (TAAS).
Control for Mobile | 1€ rganization defines inspection and preventive measures Control o [Mechanisms exist to enforce access control requirements for the connection
AC-1945.1 Access Control for Mobile Functional Subsetof | Access Control ForMabile | yny 55 Jof mobile devices to organizational Technology Assets, Applications andjor 10
evices evices
Services (TAAS).
[Purge/wipe information from mobile devices based on ten (10) consecutive, [Mechanisms exist to develop, document and maintain secure baseline
Access Control for Mobile [unsuccessful device logon attempts (e.g., personal digital assistants, Secure Baseline for Technology Assets, Applications andjor Services (TAAS)
AC-19-15.2 Devices smartphones, and tablets). Laptop computers are excluded from this Functional Subset Of Configurations CFG-02  |that are consistent with industry-accepted system hardening standards. 10
requirement.
Control for Mobile |OMY Ordanization-owned mabile devices and software can be used to process, Control o [Mechanisms exist to enforce access Control requirements for the connection
AC19453 Access Control for Mobile.laccess, and store Pl Functional subsetof | Access Control For Mobile |y 5 lof mobile devices to organizational Technology Assets, Applications andjor 10
evices Devices
Services (TAAS).
) [The organization employs full-device encryption, or container encryption, to | [Cryptographic mechanisms exist to protect the confidentiality and integrity
AC-19(5) Full-Device / Container- o rotect the confidentiality and integrity of information on approved mobile Functional subsetof | Full Device &Container- | yny o3 fof information on mobile devices through full-device or container encryption. 10
Based Encryption  [qavices Based Encryption
[For mobile devices containing Personally Identifiable Information (PIl ), employ Wechanisrs exst to develop, document and maintain secure baseie
Full-Device / Container- _[Encryption to protect the confidentiality and integrity of information on mobile Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AC-19(5)-IS Based Encryption devices (e.g., smartphones and laptop computers| Functional Subset Of Configurations CFG-02  that are (Dns\stent with industry-accepted system hardening standards. 10
[For organizational users (staff and contractors within the organization), the [Mechanisms exist to govern how external parties, including Technology
lorganization prohibits the use of external information systems, including but not |assets, Applications and/or Services (TAAS), are used to securely store,
limited to, Internet kiosks, personal desktop computers, laptops, tablet personal lprocess and transmit data.
lcomputers, personal digital assistant (PDA) devices, cellular telephones, facsimile
Imachines, and equipment available in hotels or airports to store, access,
ltransmit, or process sensitive information, such as Personally identifiable
information (PIN), unless explicitly authorized, in writing, by the CIO or designated
representative. If authorized, the organization establishes strict terms and
lconditions for their use. Use of Extemnal Techno
Use of External Information [For non-organizational users (such as business partners), the Administering se of External Technology
AC20 S Entity organization establishes terms and conditions, consistent with CMS Functional Subset Of | Assets, Applications andjor | DCH-13 10
limplementation guidance of HHS Regulation 45 CFR 115.260, and in compliance Services (TAAS)
with legal data sharing agreements signed with CM, for any trust relationships
lestablished with other organizations owning, operating, and/or maintaining
lexternal information systems. These terms and conditions allow authorized
individuals to:
Use of External information [ACCESS the Information system from external information systems; and Use of External Technology [Mechanisms exist to govern how external parties, including Technology
AC-20.a 'se of Ex e"‘f information Functional Subset Of Assets, Applications and/or DCH-13  |Assets, Applications and/or Services (TAAS), are used to securely store, 10
Systems Services (TAAS) lprocess and transmit data.
Use of External Information | ecos; S0, O {ransiit organization-confralled nformafion using external Use of External Technology [Mechanisms exist to govern how external parties, including Technology
AC-20.b information system: Functional Subset Of | Assets, Applications and/or | DCH-13  [Assets, Applications and/or Services (TAAS), are used to securely store, 10
Services (TAAS) lprocess and transmit data.
Use of External Information |F°" Organizational Users: Use of External Technology IMechanisms exist to govern how external parties, including Technology
AC-20115 i) Functional Subset Of | Assets, Applications and/or | DCH-13  [Assets, Applications and/or Services (TAAS), are used to securely store, 10
Y Services (TAAS) lprocess and transmit data.
Use of External Information |I"Struct all personnel working from a non-organization location to implement Use of External Technology [Mechanisms exist to govern how external parties, including Technology
AC2045.1 lfundamental security controls and practices, including passwords, virus Functional Subset OF | Assets, Applications and/or | DCH-13  |assets, Applications and/or Services (TAAS), are used to securely store, 10
lprotection, and personal firewal Is. Services (TAAS) Jprocess and transmit data.
Use of External information [Tt Femote access only to information resources required to complete job Use of External Technology [Mechanisms exist to govern how external parties, including Technology
AC2045.2 ternal Inf lduties. Functional Subset Of | Assets, Applications and/or | DCH-13  [Assets, Applications and/or Services (TAAS), are used to securely store, 10
Y Services (TAAS) lprocess and transmit data.
Use of External Information [O"Y, 2rdanization-owned computers and software can be used to process, Use of External Technology [Mechanisms exist to govern how external parties, including Technology
AC-20-15.3 S retame. 19 laccess, and store Personally Identifiable Information (PIT} Functional Subset Of | Assets, Applications andfor | DCH-13  |Assets, Applications and/or Services (TAAS), are used to securely store, 10
v Services (TAAS) lprocess and transmit data.
[The organization permits authorized individuals to use an external information Mechanisms et topronit extemalpartes, ncluing Technlogy sset,
lsystem to access the information system or to process, store, or transmit Ippications and/or Services (TAAS) rom storng. processing and
lorganization-controlled information only when the organization: leroperaitine d
g data unless authorized individuals first:(1) Verifying the
AC-20(1) Limits on Authorized Use Functional Subset O | Limits of Authorized Use | DCH-13.1 000 o e B mpliance andor reaihance controls; 10
lor(2) Retaining a processing agreement with the entity hosting the external
[TAAS.
[Verfies the implementation o required securfty controls o the exteral systern exist to prohibit external parties, including Technology Assets,
s specified in the organization’s information security policy and security plan; or [pplications andfor Services (TARS). from storing, processing and
. . transmitting data unless authorized individuals first:(1) Verifying the
AC20(1).2 Limits on Authorized Use Functional Subset Of | Limits of Authorized Use | DCH-L3.1[{Ta0eEhg S8 0 ees e T hance andlor relience controls; 10
lor(2) Retaining a processing agreement with the entity hosting the external
[TAAS.
[Retains approved information system connection of processing agreements with Xt to prohibit external parties, including Technology Assets,
the organizational entity hosting the external information system |Applications and/or Services (TAAS), from storing, processing and
transmitting data unless authorized individuals first:(1) Verifying the
AC-20(1).b Limits on Authorized Use Functional Subset Of | Limits of Authorized Use | DCH-13.1  limplementation of required security, compliance and/or resilience controls; 10
lor(2) Retaining a processing agreement with the entity hosting the external
[TAAS.
[The organization restricts the use of organization-controlled portable storage Mechanisis ext ta resrctor proFbik the use of portable storage devices
AC-20(2) Portable Storage Devices [devices by authorized individuals on external information systems. Functional | Intersects With | Portable Storage Devices | DCH-13.2  [by users on external system: 5
lOnly organization-owned portable storage devices can be used to process, [Mechanisms exist to restrict or prohibit the use of portable storage devices
laccess, and store Personally Identifiable Information. These devices should lby users on external systems.
AC-20(2)-15.2 Portable Storage Devices [amploy encryption to protect the confidentiality and integrity of information. Functional | Intersects With | Portable Storage Devices | DCH-13.2 5
[The organization: [Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
Ac21 Information Sharing Functional Intersects With \nfwma!wn Sharms With PRI-07  |purposes identified in the data privacy notice and with the implicit or explicit 5
Third Parties lconsent of the data subject
[The organization: [Mechanisms exist to Utilize a process to assist users in making information
AC21 Information Sharing Functional | Intersects With | Information Sharing DCH-14  [sharing decisions to ensure data is appropriately protected. 5
[Facilitates information sharing as defined in 45 CFR §155.260 (e), Privacy and [Mechanisms exist o Utilize a process to assist users in making information
security of personally identifiable information, or "data sharing” by enabling sharing decisions to ensure data is appropriately protected.
lauthorized users to determine whether access authorizations assigned to the
Isharing partner match the access restrictions on the information for approved
AC21a Information Sharing  [information-sharing circumstances (as defined in data sharing agreements such |  Functional Subset OF Information Sharing DCH-14 10
las the Computer Matching Agreement or Information Exchange Agreement)
where user discretion is required; and
[Employs defined automated mechanisms or manual processes (defined in the [Mechanisms exist to utilize a process to assist users in making information
AC21b Information Sharing  [applicable security plan) to assist users in making Functional Subset OF Information Sharing DCH-14  [sharing decisions to ensure data is appropriately protected. 10
ecisions.

Ac-22 Publicly Accessible Content | "¢ Or9anization: Functional SubsetOf | Publicly Accessible Content | DCH-15 exist to control content. 10
ac22a Publicly Accessible Content |DE59n3tES Agydsl\t/e\duals ‘authorized to post information onto a publicly accessible | ¢ o Subset Of | Publicly Accessible Content | DCH-15 | MEChanisms exist (o control publicly-accessible content 0
220 Publicly Accessible Content :;atl:i:(:s:unrloznepclu\;\”u(w‘\:fz?'\:alﬁninsure that publicly accessible information does | .o Subset Of | publicly Accessible Content|  DCr15 | Mechanisms exist to control publicy-accessible confert o

[Reviews the proposed content of information prior to posting onto the publicly [Mechanisms exist to control publicly-accessible content
AC22.c Publcly Accessible Content 3ccessible information system to ensure that nonpubiic nformatio i not Functional SubsetOf | Publicly Accessible Content|  DCH-15 10
included; an:
[Reviews the content on the publicly accessible information system for nonpublic [Mechanisms exist to control publicly-accessible content
Ac-22.d Publicly Accessible Content [information bi-weekly and removes such information, if discoveret Functional Subset OF | Publicly Accessible Content | DCH-15 10
12 Awarenes snd Training [ Functionall || No Relationship. o m |m 0 [No applicable SCF control
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to review the Security, Compliance & Resilience Program
Security Awareness and - |personnel, and reviews and updates (as necessary), within every three hundred Periodic Review & Update of (SCRP). including policies, standards and procedures, at planned intervals or
AT-1 Training Policy and sixty-five (365) days: Functional | Intersects With | Security, Compliance & GOV-03  |if significant changes occur to ensure their continuing suitability, adequacy 5
Procedures Resilience Program land effectiveness.
Security Awareness and _|The organization develops, documents, and disseminates to applicable Security, Compliance & [Mechanisms exist to facilitate the implementation of security workforce
AT1 Training Policy and  [personnel, and reviews and updates (as necessary), within every three hundred |  Functional Subset OF Resilience-Minded SAT-01  |development and awareness controls. 10
Procedures sixty-five (365) days
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to estabiish, maintain and disseminate policies, standards
Security Awareness and |personnel, and reviews and updates (as necessary), within every three hundred Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
AT1 Training Policy and  [sixty-five (365) days Functional | Intersects With | Compliance & Resilience | GOV-02 5
Procedures Documentation
security A & [~-security and privacy awareness and training policy that addresses purpose, rubioning 5
ecurity Awareness and Iscope, roles, responsibi lities, management commitment, coordination among ublshing Securiy: [Mechanisms exist to establish, maintain and disseminate policies, standards.
AT-1a Training Policy and lorganizational entities, and compliance; Functional SubsetOf | Compliance & Resllience | GOV-02  lang procedures necessary for secure, compliant and resilient capabilties. 0
Security Awareness and _[Procedures to facilitate the implementation of the security and privacy Standardized Operatin [Mechanisms exist to identify and document Standardized Operatin
AT-Lb Training Policy and  [awareness and training policy and associated security and privacy awareness Functional Subset Of Brocedures (30p) . | OPS0L1  |Pracedures (SOP), or similar documentation, to enable the proper execution 10
Procedures land training controls; rocedures of day-to-day / assigned tasks.
Security Awareness and | 2SCUtY 2Nd PIIVaCY awareness and training policy; and Publshing Securty
. IMechanisms exist to establish, maintain and disseminate policies, standards
AT-1e Traifing Policy and Functional SubsetOf | Compliance & Resllience | GOV-02  lang procedures necessary for secure, compliant and resilient capabilties. 0
Security ' [Fecurity and privacy awareness and training procedures rubiening Secort
o eress N e oY IMechanisms exist to establish, maintain and disseminate policies, standards
AT-Ld Training Policy and Functional SubsetOf | Compiiance & Resiience | GOV-02  lang procedures necessary for secure, compliant and resilient capabillties. 10
Security Awareness and _[Security and privacy awareness and training pian. Security, Compliance & [Mechanisms exist o facilltate the implementation of security workforce
ATle Training Policy and Functional Subset Of Resilience-Minded SAT-01  |development and awareness controls. 10
Procedures Workforce
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[An initial Security and Privacy awareness and training plan is developed and [Mechanisms exist to facilitate the implementation of security workforce
implemented that addresses all requirements of the security and privacy training ldevelopment and awareness controls
lprogram. This plan should cover required policies and procedures an
[documented process for implementing basic privacy and awareness training for
Security Awareness and [all organizational users and contractors that includes understanding potential Security, Compliance &
AT-LIS.1 Training Policy and  [indicators of insider threats. This plan should also include requirements for Functional Subset OF Resilience-Minde SAT-01 10
Procedures lensuring personnel with specific roles and responsibilities in information security
land privacy undergo more detailed and audience specific security and privacy
ftraining
e organization provides basic security and privacy awareness training to Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
AT-2 |Security Awareness Training| ‘"fmmatvon system users (including managers, senior executives, and Functional Subset Of Resilience Awareness SAT-02  |security, compliance and resilience awareness education and training that is 10
ontractors) Training relevant for their job function.
[AS part of initial training for new Users prior to accessing any system's Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
AT22 ISecurity Awareness Training[information; Functional Subset Of Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 10
relevant for their job function.
When required by system changes, and within every three hundred sixty-five Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
AT2b Isecurity Awareness Training|(365) days thereafter. Functional Subset OF Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 10
Training refevant for their job function.
[An information security and privacy education and awareness training program is [Mechanisms exist to provide all employees and Contractors appropriate
ldeveloped and implemented for all employees and individuals working on behalf Security, Compliance & lsecurity, compliance and resilience awareness education and training that is
AT-245.1 [Security Awareness Training|of the organization and involved in managing, using, and/or operating Functional Subset OF Resilience Awareness SAT-02 relevant for their job function. 10
information systems.
[Security and privacy awareness training is provided before granting access to [Mechanisms exist to provide all employees and contractors appropriate
lsystems and networks, and within every three hundred sixty-five (365) days lsecurity, compliance and resilience awareness education and training that is
[thereafter, to all employees and contractors to explain the importance and Security, Compliance & refevant for their job function.
- . responsibility in safeguarding Personally Identifiable Information (PIl) and g Y
AT-215.2 security Awareness Training Lo e L B blisned in federai legislation and Hits Regulations and Functional Subset OF Reslience Awarcness SAT-02 10
(CMS and organization guidance.
A2 neider Th [The organization includes security and privacy awareness training on recognizing| ) SubsetOf | insider Threat THR.0s _|Mechanisms exist to utilize security awareness training on recognizing and o
-22) nsider Threat land reporting potential indicators of insider threat. unctiona ubset nsider Threat Awareness HR- reporting potential indicators of insider threat
[The organization provides role-based security and privacy training to personnel Mechanisms exist to  role-based security, compliance and resilience-
with assigned security and privacy roles and responsibilities: relsted training:(1) Before suthorizing access to the system or performing
Role-Based Security Role-Based Security, lassigned duties; (2) When required by system changes; and(3) Annually
AT3 g Functional | Intersects With | Compliance & Resilience |  SAT-03 |thereafter. 5
[Before authorizing access to the information system of performing assigned [Mechanisms exist to provide role-based securlty, compiiance and resilience-
lduties; an: related training:(1) Before authorizing access to the system or performing
Role-Based Securlty Role-Based Security, lassigned duties;(2) When required by system changes; and(3) Annually
AT3a Taining Functional Subset Of | Compliance &Resilience | SAT-03 |thereafer. 10
[When required by information system changes; and with in every three hundred [Mechanisms exist to provide role-based security, compliance and resilience-
sixty-five (365) days thereafter. related training:(1) Before authorizing access to the system or performing
Role-Based Security Role-Based Security, lassigned duties;(2) When required by system changes; and(3) Annually
AT3b g Functional Subset Of | Compliance &Resilience | SAT-03 |thereafter. 10
[Require personnel with significant information security and privacy roles and [Mechanisms exist to provide role-based security, compliance and resiience-
responsibilities to undergo appropriate information system security and privacy related training:(1) Before authorizing access to the system or performing
ltraining prior to authorizing access to networks, systems. and/or applications; lassigned duties;(2) When required by system changes; and(3) Annually
Role-Based Security | When required by significant information system or system environment Role-Based Security, [thereafter.
AT-3415.1 g UMY Ichanges; when an employee enters a new position that requires additional role- Functional Subset Of Compliance & Resilience SAT-03 10
9 lspecific training; and for refresher training with in every three hundred sixty-five raining
(365) days thereatter.
[The organization: [Mechanisms exist to document, retain and monitor individual training
Security, Compliance & ctivties, ncluding:(1) il security. compliance and resiience awareness
AT-4 Security Training Records. Functional Subset OF | ateery: Cor |E|g Records|  SAT-04  ltrain ) Recurring awareness training; and(3) Technology Assets, 10
[Applicasions andior Services (TAAS)-speciic traiming
[Documents and monitors individual information system security and privacy [Mechanisms exist to document, retain and monitor individual training
ltraining activities including basic security and privacy awareness training and Security, Compliance & lactivities, including:(1) Initial security, compliance and resilience awareness
AT-4.2 Security Training Records |specific information system security and privacy training: and Functional Subset Of | ¢ Y Training Records | SAT04  firaining;(2) Recurring awareness training: and(3) Technology Assets, 10
|Applications andjor Services (TAAS)-specific training.
[Retains individual training records for a minimum of five (5) years [Mechanisms exist to document, retain and monitor individual training
Security, Compliance & activities, including:(1) Initial security, compliance and resilience awareness
AT-4b Security Training Records Functional Subset Of | ¢ ¥ Training Records | SAT-04  liraining;(2) Recurring awareness training: and(3) Technology Assets, 10
|applications and/or Services (TAAS)-specific training.
13 AUt and Accountabiity IN/A e L - m |m o [No applicable SCF control
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to review the Security, Compliance & Resilience Program
Audit and Accountab [personnel, and reviews and updates (as necessary), within every three hundred Periodic Review & Update of| I(SCRP), including policies, standards and procedures, at planned intervals or
AU-1 Policy and Procedures  [sixty-five (365) days: Functional Intersects With | Security, Compliance & GOV-03  |if significant changes occur to ensure their continuing suitability, adequacy 5
Resilience Program land effectiveness.
[The organization develops, documents, and disseminates to applicable [Mechanisms exist to establish, maintain and disseminate policies, standards
Audit and Accountability |[Personnel, and reviews and updates (as necessary), within every three hundred Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
AU-1 olicy and Brocodues”  [sixty-five (365) days: Functional | Intersects With | Compliance & Resilience |~ GOV-02 5
Y Documentation
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to facilitate the implementation of enterprise-wide
AL Audit and Accountability |personnel, and reviews and updates (as necessary), within every three hundred |  Functional SubsetOf | Continuous Monitoring | MON-01  |monitoring controls. 10
Policy and Procedures ’
sixty-five (365) days
[An audit and accountability policy that addresses purpose, sCope, roles, Publshing securty,
Audit and among IMechanisms exist to establish, maintain and disseminate policies, standards
AU-la Policy and Procedures _[entities, and compliance; and Functional Subset Of C"’“g"ﬂi’:ﬁ:;‘y;ﬁ;“"ﬁ"“ GOV-02 | procedures necessary for secure, compliant and resilient capabilties. 10
Audt and Accountapiiy[Frocedures to facilitate the i of the audit and policy. standardized Operati IMechanisms exist to identify and document Standardized Operating
AULb olice a brongues” [and associated audit and accountability controls. Functional Subset OF N rocedures (sop) C | OPS0L1  |Procedures (SOP), or similar documentation, to enable the proper execution 10
Y Jof day-to-day / assigned tasks.
[The organization. [Mechanisms exist to review event 10gs on an ongoing basis and escalate
AU2 Audit Events Functional | Intersects With | Security Event Monitoring | MON-01.8 [incidents in accordance with established timelines and procedures. 5
[The organization: [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
AU-2 Audit Events. Functional | Intersects with | Centralized Collection of MON-02 [similar automated tool, to support the centralized collection of security- B
Security Event Logs related event logs.
ased on a risk needs, that the [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
AU-2.a Audit Events. linformation system is capable ulaumung the events specified in the Functional Subset OF Centralized Collection of MON-02 [similar automated tool, to support the centralized collection of security- 10
implementation Standards; Security Event Logs related event logs.
[Coordinates the security audit function with other organizational entities [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
A2 Audit Events requiing audit-related information to enhance mutual support and to help guide |  Functional Subsetof | Ceptralized Collection of | o5, fsimilar automated tool, to support the centralized collection of security- 10
[the selection of auditable events; and ecurity Event Logs related event logs.
[Determines, based on current threat information and ongoing assessment of isk, [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
which events require auditing on a continuous basis and which events require Centralized Collection of similar automated tool, to support the centralized collection of security-
AU-2.c Audit Events lauditing in response to specific situations. Functional Subset Of Security Event Logs MON-02 related event logs. 10
(Generate audit records for the following auditable events: [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline Technology Assets, Applications and/or Services (TAAS)
AU-2415.1 Audit Events Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
Server alerts and error messages; Mechanisrrs exst to develop, document and maintain secure baseiie
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AU-2-51a Audit Events Functional Subset Of Configurations CFG-02 [ e consitont with indsiry-accented system hardening standords 10
[Cog onto system; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline or Technology Assets, Applications andjor Services (TAAS)
AU-2-5.1.b Audit Events Functional Subset OF Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Log off system; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AU-245.1.¢ Audit Events Functional Subset Of Configurations CFG-02 that are consistent with industry-accepted system hardening standards, 10
[Change of password; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline Technology Assets, Applications and/or Services (TAAS)
AU-2-5.1.d Audit Events Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
[AIT system administrator commands, while logged on as system administrator; Mechanisrns exst to develop, document and maintain secure baseiie
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AU-2-51e Audit Events Functional Subset Of Configurations CFG.02 [ e tonsitont with ndsiry-accented system hardening standords 10
[Switching accounts or running privileged actions from another account, (e.g., [Mechanisms exist to develop, document and maintain secure baseline
LLinux/UNIX SU or Windows RUNAS); Secure Baseline or Technology Assets, Applications andjor Services (TAAS)
AU-215.Lf Audit Events Functional Subset OF Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
(Creation or modification of super-user groups; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AU-2-15.1.9 Audit Events Functional Subset OF Configurations CFG-02  |that are consistent with industry-accepted system hardening standards. 10
[Subset of security admi Commands, while 10gged on in the security [Mechanisms exist to develop, document and maintain secure baseline
ole; Secure Baseline Technology Assets, Applications and/or Services (TAAS)
AU-Z-IS.1h Audit Events Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
[Subset of system administrator commands, while 10gged on in the user role; Mechanisrs exst to develop, document and maintain secure baseiie
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AU-2-5.1i Audit Events Functional Subset Of Configurations CFG.02 [ e tonsitont with indsiry-accented system hardening standords 10
(Clearing of the audit log file; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline or Technology Assets, Applications andjor Services (TAAS)
AU-2-15.1§ Audit Events Functional Subset Of Configurations CFG-02  that are consistent with industry-accepted system hardening standards. 10
[Startup and shutdown of audit functions; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AU-2-5.1k Audit Events Functional Subset Of Configurations CFG-02 that are consistent with industry-accepted system hardening standards, 10
[Use of identification and authentication mechanisms (e.g., user 1D and [Mechanisms exist to develop, document and maintain secure baseline
lpassword); Secure Baseline Technology Assets, Applications and/or Services (TAAS)
AU-2-I5.11 Audit Events Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
[Change of file or user permissions o privileges (e.., Use of suid/guid, chown, Mechanisrs exst to develop, document and maintain secure baseiie
su); Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AU-245.1.m Audit Events Functional Subset Of Configurations CFG.02 e tonsitont with indsiry-accented systom hardening standords 10
[Remote access outside of the corporate network communication channels(e.g., [Mechanisms exist to develop, document and maintain secure baseline
Imodems, dedicated Virtual Private Network ) and all dial-in access to the system; Secure Baseline or Technology Assets, Applications andjor Services (TAAS)
AU-2-5.1.n Audit Events Functional Subset OF Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Changes made to an applications or database by a batch file; [Mechanisms exist to develop, document and maintain secure baselne
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AU-2-5.1.0 Audit Events Functional Subset Of Configurations CFG-02 that are consistent with industry-accepted system hardening standards, 10
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|Application-critical record changes; [Mechanisms exist to develop, ~document and maintain secure bos
Secure Baseline  Technology ASsets, Applications andior Services (TAAS)
AU-2-5.1.p Audit Events Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
[Changes to database or application records, where the application has been [Mechanisms exist to develop, document and maintain secure baseline
lbypassed to produce the change (via a file or other database utility); Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AU-2s.1.q Audit Events Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[User og-on and 10g-0ff (successful or Unsuccessful); [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline or Technology Assets, Applications andjor Services (TAAS)
AU-2:15.L.r Audit Events Functional Subset OF Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[System shutdown and reboot; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AU-245.15 Audit Events Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[System errors; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline Technology Assets, Applications and/or Services (TAAS)
AU-24S.Lt Audit Events Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
[Appiication shutdown; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AU-2-51u Audit Events Functional Subset Of “Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Appiication restart; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline or Technology Assets, Applications andjor Services (TAAS)
AU-2-5.1v Audit Events Functional Subset OF Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Application errors; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AU-245.1w Audit Events Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Security policy modifications; and [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline Technology Assets, Applications and/or Services (TAAS)
AU-2-15.1.x Audit Events Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
[Printing sensitive information. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AU-25.1y Audit Events Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Subset of Implementation Standard 1, Enable 10gging for perimeter devices, [Mechanisms exist to develop, document and maintain secure baseline
including firewalls and routers Secure Baseline or Technology Assets, Applications andjor Services (TAAS)
AU-215.2 Audit Events Functional Subset OF Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[User 1og-on and Tog-off (successful or unsuccessful; [Mechanisms exist to develop, document and maintain secure baselne
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AU-2-152.3 Audit Events Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Log packet-screening denials originating from untrusted networks; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline Technology Assets, Applications and/or Services (TAAS)
AU-2-I5.2.0 Audit Events Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
[AIT system administration activities; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AU-2-82.¢ Audit Events Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Packet-screening denials originating from trusted networks; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline or Technology Assets, Applications andjor Services (TAAS)
AU-2-5.2.d Audit Events Functional Subset OF Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Account creation, modification, or deletion of packet filters; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AU-2-5.2. Audit Events Functional Subset Of Configurations CFG-02 that are consistent with industry-accepted system hardening standards, 10
[System shutdown and reboot; [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline Technology Assets, Applications and/or Services (TAAS)
AU-2is.2.f Audit Events Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
System error: [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AU-25.2.9 Audit Events Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Modification of proxy services. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline or Technology Assets, Applications andjor Services (TAAS)
AU-2-152.h Audit Events Functional Subset OF Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[Verify that proper 1ogging is enabled to audit administrator activities. [Mechanisms exist to develop, document and maintain secure baselne
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
AU-2415.3 Audit Events Functional Subset Of Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
[US.C 552a(c) Accounting of Certain Disclosures
[Each agency shall keep an accurate accounting of the date, nature and purpose
Jof each disclosure of a record to any person/entity or other agency and the name
land address of the person/entity or agency to whom the disclosure is made. The
lagency must retain the accounting for at least five years or the life of the record
whichever is longer after the disclosure for which the accounting is made, make IMechanisms exist to provide data subjects with an accounting of disclosures
AU-2-5.4 Audit Events. [the accounting avallable to the individual named in the record at his request; and)  Functional | Intersects With | Accounting of Disclosures | PRI-14.1  of their Personal Data (PD) controlled by:(1) The organization; and/or(2) 5
form any person/entity or other agency about any correction or notatior Relevant third-parties that their PD was shared with
ispute made by the agency of any etord that has bean disciosed (o the person
lor agency if an accounting of the disclosure was made.
[The organization reviews and updates the 1St of auditable events within every i . [Mechanisms exist to centrally manage and Update the criteria to be captured
AU-2(3) Reviews and Updates  |three hundred sixty-five (365) days or whenever there is change in the threat Functional Subsetof | Centralized Management of |\ o3 6 lin event logs generated by organization-defined system components. 10
lenvironment. Event Log Content
[The System Owner reviews and approves the list of auditable events. Contralized 1 or [Mechanisms exist to centrally manage and Update the criteria to be captured
AU-2(3)-15.1 Reviews and Updates. Functional Subset Of entralized Management of | iy 36 fin event logs generated by organization-defined system components. 10
vent Log Content
[The information system generates audit records containing information that [Mechanisms exist to configure Technology Assets, Applications and/or
lestablishes what type of event occurred, when the event occurred, where the Services (TAAS) to produce event logs that contain sufficient information to,
levent occurred, the source of the event, the outcome of the event, and the lat a minimum:(1) Establish what type of event occurred;(2) When (date and
identity of any individuals or subjects associated with the event. ltime) the event occurred:(3) Where the event occurred;(4) The source of the
levent;(5) The outcome (success or failure) of the event; and(6) The identity
AU3 Content of Audit Records Functional Subset OF Content of Event Logs MON-03  [or S0 eubject associated with the event 10
[The information system provides the capability to include more detailed Sensitive Event Log [Mechanisms exist to protect sensitive/regulated data contained in log files.
AU-3(1) Additional Audit o audit records for audl everss that capture Functional Subset OF A MON-03.1 10
[Filename accessed; [Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:(1) Establish what type of event occurred;(2) When (date and
ltime) the event occurred;(3) Where the event occurred;(4) The source of the
levent;(5) The outcome (success or failure) of the event; and(6) The identity
AU3(1)a Additional Audit Information Functional Subset OF Content of Event Logs MON-03 (¢ S0\ Cersublect associated with the event. 10
[Program or command used to initiate the event; and [Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:(1) Establish what type of event occurred;(2) When (date and
ltime) the event occurred; (3) Where the event occurred;(4) The source of the
levent;(5) The outcome (success or failure) of the event; and(6) The identity
AU3(1).b Additional Audit Information Functional Subset OF Content of Event Logs MON-03 (¢ S00 0 cersubject associated with the event. 10
[Source and destination addresses. [Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
at 2 minimum:(1) Estabih what type of event occurred2) When (date and
fime) the event accurredi(3) Where the event: occurred;(4) The source of the
ent;(5) The outcome (success or failure) of the event; and(6) The identity
AU-3(1).c Additional Audit Information Functional Subset OF Content of Event Logs MON-03  |or Se i eubiect atsociated with the event. 10
[The information system includes: [Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:(1) Establish what type of event occurred;(2) When (date and
ltime) the event occurred;(3) Where the event occurred;(4) The source of the
levent;(5) The outcome (success or failure) of the event; and(6) The identity
AU-3(1)15.1 Additional Audit Information Functional Subset Of Content of Event Logs MON-03 |G S0 ersubject assoctated with the event 10
[Additional, more detafled session, connection, transaction, or activity duration [Mechanisms exist to configure Technology Assets, Applications and/or
information; Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:(1) Establish what type of event occurred;(2) When (date and
ltime) the event occurred;(3) Where the event occurred;(4) The source of the
levent;(5) The outcome (success or failure) of the event; and(6) The identi
AU-3(1)I5.12 Additional Audit Information Functional Subset Of Content of Event Logs MON-03  [GF S erieubject assoctated with the event v 10
[For client-server transactions, the number of bytes received and bytes sent; [Mechanisms exist to configure Technology Assets, Appiications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:(1) Establish what type of event occurred;(2) When (date and
ltime) the event occurred;(3) Where the event occurred;(4) The source of the
levent;(5) The outcome (success or failure) of the event; and(6) The identity
AU-3(1)I5.1.b Additional Audit Information Functional Subset Of Content of Event Logs MON-03  |o¢ Sne e biect associated with the event. 10
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|Additional informational messages to diagnose or identify the event; and [Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
2t 2 minimum:(1) Establish what type of event occurred;(2) When (date and
time) the event occurred;(3) Where the event occurred;(4) The source of the
levent;(5) The outcome (success of failure) of the event; and(6) The identity
AU-3(1)-15.1.c Additional Audit Information Functional Subset Of Content of Event Logs MON-03  [g¢ ane il ereubject associated with the event. 4 10
[Characteristics that describe or identify the ObJect or resource acted upon in the [Mechanisms exist to configure Technology Assets, Applications and/or
laudit records for audt events identified by type, location, or subject. Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:(1) Establish what type of event occurred;(2) When (date and
time) the event occurred;(3) Where the event occurred;(4) The source of the
levent;(5) The outcome (success or failure) of the event; and(6) The identity
AU-3(1)15.1.d Additional Audit Information Functional Subset OF Content of Event Logs MON-03  [g¢ anederisubject associated with the event. 10
[The organization defines audit record types. The audit record types are approved [Mechanisms exist to configure Technology Assets, Applications and/or
land accepted by the System Owner. Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum: (1) Establish what type of event occurred;(2) When (date and
ltime) the event occurred:(3) Where the event occurred;(4) The source of the
levent;(5) The outcome (success of failure) of the event; and(6) The identity
AU3(115.2 Additional Audit Information Functional Subset OF Content of Event Logs MON-03  [or S0 eubject associated with the event 10
[The organization allocates audit record storage capacity and configures auditing Mechanisms exist to allocate and proactively manage sufficient event log
- i lto reduce the likelihood that storage capacity will be exceeded. ¥
AU-4 Audit Storage Capacity ge capacity Functional Subset Of | Event Log Storage Capacity | MON-04  |(tottt et Bt R 0 e the likelihood of such capacity being exceeded, 10
s Response to AUGIL __[The information system alerts defined personnel o roles (defined in the Functional Subset O Response To Event Log MON-05 | Mechanisms exist to alert appropriate personnel in the event of a log o
Processing Failures __|applicable security plan) in the event of an audit processing failure. Processing Failures lprocessing failure and take actions to remedy the disruption
[The information system provides a warning and alerts key personnel, roles,
land/or locations (defined in the applicable security plan), within a defined time event Log st N lautomated mechanisms exist to alert appropriate personnel when the
AU-5(1) Audit Storage Capacity |Period (defined in the applicable security plan), when allocated audit record Functional Subset Of vent Log Storage Capacity | yon 052 [allocated volume reaches an organization-defined percentage of maximum 10
storage volume reaches 80 percent of the repository’s maximum audit record Alerting levent log storage capacity.
storage capacity.
. . - [The organization: Contratized Coll " [Mechanisms exist to Utilize a Security Incident Event Manager (SIEM), or
A6 Audit Review, Analysis, an Functional | Intersects witn | Centralized Collection of | oy g5 [similar automated tool, to support the centralized collection of security- 5
Reporting Security Event Logs related event 10gs.
[The organization: [Mechanisms exist to adjust the Ievel of audIt review, analysis and reporting
Audit Review, Analysis, and lbased on evolving threat information from law enforcement, industry
AU6 orting. Functional | Intersects With | Audit Level Adjustments | MON-02.6 |acsociations or other credible sources of threat intelligence. 5
[Reviews and analyzes information system audit records regularly for indications [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
Audit Review, Analysis, and [of inappropriate or unusual activity; and reports findings to designated Centralized Collection of similar automated tool, to support the centralized collection of security-
AU-6.2 o .,,gy lorganizational officials {defined in the applicable security plan); and Functional Intersects With Security Event Logs MON-02 |related event logs. 5
[Adjusts the level of audit review, analysis, and reporting within the information [Mechanisms exist to adjust the Ievel of audit review, analysis and reporting
lsystem when there s a change in threat environment including operations, lbased on evolving threat information from law enforcement, industry
AU-6.b Audit Review, Analysis, and lassets, individuals, other organizations, or the Nation based on law enforcement Functional Intersects With | Audit Level Adjustments MON-02.6 |associations or other credible sources of threat intelligence. 5
eporting information, intelligence information, or other credible sources of information.
[Review system records for inftialization sequences, logons, and errors; system [Mechanisms exist to review event 10gs on an ongoing basis and escalate
lprocesses and performance; and system resources utilization to determine incidents in accordance with established timelines and procedures.
AUGIS.1 Audit Review, Analysis, and lanomalies on demand but no less than once with in a twenty-four (24) hour Functional Subset Of | Security Event Monitoring | MON-01.8 10
Reporting Iperiod. Generate alert notification for technical personnel review and
lassessment.
[Review network traffic, banawidth utilization rates, alert notifications, and border [Mechanisms exist to review event 10gs on an ongoing basis and escalate
Audit Review, Analysis, and |defense devices to determine anomalies on demand but no less than once within incidents in accordance with established timelines and procedures.
AU-6-15.2 Reporting la twenty-four (24) hour period. Generate alerts for technical personnel review Functional Subset OF Security Event Monitoring | MON-01.8 10
land assessment.
linvestigate suspicious activity or suspected violations on the information system, [Mechanisms exist to review event 100s 0n an ongoing basis and escalate
AU-615.3 AudicReyiew Analysis, a1 lang report fincings o appropriate offical and take approprate acton Functional SubsetOf | Security Event Monitoring | MON-0L8 |incidents in accordance with established timelines and procedures. 10
. [Use automated tiities to review audit records at least once weeKly for unusual, [Mechanisms exist to review event logs on an ongoing basis and escalate
AU-6-15.4 Audit REV‘Z;‘ér’:S‘Zys‘Sv and lnexpected, or suspicious behavior. Functional SubsetOf | Security Event Monitoring | MON-01.8 [incidents in accordance with established timelines and procedures. 10
nspect administrator groups on demand bUt at least once every fourteen (14) [Mechanisms exist to review event 10gs on an ongoing basis and escalate
AU-615.5 Audit Reyiew. Anelysis, and days to ensure nauthorized administrator accounts have not been created. Functional Subset Of | Security Event Monitoring | MON-01.8 [incidents in accordance with established timelines and procedures. 10
[Perform manual reviews of system audit records randomly on demand but at [Mechanisms exist to review event 100s 0n an ongoing basis and escalate
AU-615.6 Audit REWEW{;AS‘HJYS\SV and |ieast once every thirty (30) days. Functional Subset Of Security Event Monitoring | MON-01.8 [incidents in accordance with established timelines and procedures. 10
[For service providers, the organization reviews and analyzes information system [Mechanisms exist to review event 10gs on an ongoing basis and escalate
Audit Review, Analysis, and [audit records at least weekly for indications of inappropriate or unusual activity, incidents in accordance with established timelines and procedures.
AU615.7 Reporting land reports findings to designated organizational officials. Functional Subset OF | Security Event Monitoring | MON-01.8 10
[The organization employs automated mechanisms to integrate audit review, ensitive Event L [Mechanisms exist to protect sensitive/regulated data contained in 10g files
AU-6(1) Process Integration  [analysis, and reporting processes to support organizational processes for Functional | Intersects With o formation 0 MON-03.1 5
investigation and response to suspicious activities. Information
[The organization analyzes and correlates audit records across different [Automated mechanisms exist to correlate both technical and non-technical
repositories to gain organization-wide situational awareness. Correlate Monitoring information from across the enterprise by a Security Incident Event Manager
AU-6(3) Correlate Audit Repositories Functional Intersects With Information MON-02.1  (S|EM) or similar automated tool, to enhance organization-wide situational 5
lawareness.
‘Audit Reduction and Report [The information system provides an audit reduction and report generation [Mechanisms exist to provide an event Iog report generation capability to aid
A7 Generation lcapability that: Functional | Intersects With | Monitoring Reporting MON-06 _in detecting and assessing anomalous activities s
[Supports on-demand audit review. analysis. and reporting requirements and [Mechanisms exist to provide an event Iog report generation capability to aid
AU-T.a Audit Reg“ﬂ::(;?‘“ Report |atter-the-fact investigations of security incidents; and Functional Subset Of Monitoring Reporting MON-06 |in detecting and assessing anomalous activities. 10
‘Audit Reduction and Report [Does not alter the original content or lime marking of audit records. [Mechanisms exist to provide an event log report generation capability to aid
AUTD Generation Functional Subset Of Monitoring Reporting MON-06 i detecting and assessing anomalous activities. 10
[The information system provides the capability to process audit records for [Mechanisms exist to provide an event log report generation capability to aid
AL7Q) Automatic Processing |events of interest based on selectable event criteria Functional | Intersects With | _ Monitoring Reporting MON-06 i detecting and assessing anomalous activities. s
IN/A haniss exist £ ulize Gme-synchronization technology to synchronize
AU8 Time Stamps Functional | Intersects With |  Clock Synchronization SEA20  [JiCritical system clock: 5
IN/A Mechanisms exist to :onﬁgure Technology Assets, Applications and/or
AU8 Time Stamps Functional | Intersects With Time Stamps MON-07  [Services (TAAS) to use an authoritative time source to generate time stamps 5
Jfor event logs.
[The information system: Uses internal system clocks to generate time stamps for Chaniams Xt o UElize Bme-synchrorzation technolagy ta synchrorize
AUBa Time Stamps ot recordas o Functional | Intersects With |  Clock Synchronization SEA20  [JiCritical system cloc 5
[Records time stamps for audit records that can be mapped to Coordinated Mechanisms exist to (onﬁgure Technology Assets, Applications and/or
AUBD Time Stamps lUniversal Time (UTC) or Greenwich Mean Time (GMT). Functional | Intersects With Time Stamps MON-07  [Services (TAAS) to use an authoritative time source to generate time stamps 5
Jfor event logs.
synchronization with | LT IMormation system synchronizes the nternal clocks £ the authoriative time [Mechanisms exist to utilize time-synchronization technology to synchronize
¥ h g I
AU-8(1) A nehronization With o [source when the time difference is greater than thity (30) seconds Functional | Intersects With |  Clock Synchronization SEa-20  [all critical system clocks 5
synchronization with 1N Information systern synchronizes Internal information system clocks at least exist to utiiize technology to
-8(1)- lhourly with: http://tf.nist. gov/tf-cgilservers.c . all critical system clocks.
AU-B(11S.1 A nnTonization With e [nourly with: http:it.nist gov/ti-cgi/servers.cai Functional | Intersects With |  Clock Synchronization SEA-20 itical sy: H
[The organization selects primary and secondary time servers used by the Wechanisrs exst to develop, document and maintain secure baseie
Synchronization with  [National Institute of Standards and Technolagy (NIST) Internet time service. The Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AU-8(1)-15.2 Amgumawe Time Source |secondary server is selected from a different geographic region than the primary | ~ Functional Subset Of Configurations CFG-02  fthat are (Dns\stent with industry-accepted system hardening standards. 10
server.
[The organization synchronizes the system clocks of network computers that run [Mechanisms exist to develop, document and maintain secure baseline
Synchronization with  |operating systems other than Windows to the Windows Server Domain Controller Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
AU-8(1)15.3 Authoritative Time Source [emulator or to the same time source for that server. Functional Subset Of Configurations CFG-02  lthat are consistent with industry-accepted system hardening standards. 10
Protection of Audit __[The information system protects audit information and audit tools from [Mechanisms exist to protect event logs and audt tools from unauthorized
A9 nformation lunauthorized access, modification, and deletion. Functional SubsetOf | Protection of Eventlogs | MON-08 access, modification and deletion. 10
thorizes access to o only
Access by Subset of [those individuals or roles who are not subject to aumt by that system, and Access by Subset of [Mechanisms exist to restrict access to the management of event logs to
AU-9(4) Privileged Users | |defines this access in the applicable security plan. Functional Subset O Privileged Users MON-08.2 | iiieqed users with a specific business need. 10
[The information system protects against an individual (or process acting on [Mechanisms exist to utilize a non-repudiation capability to protect against an
AU-10 Non-Repudiation  [behalf of an individual) falsely denying having performed a particular action. Functional Subset Of Non-Repudiation MON-09  [individual falsely denying having performed a particular action. 10
[The organization retains audit records online for at least ninety (90) days and [Mechanisms exist o retain event logs for a time period consistent with
larchives old records for ten (10) years to provide support for after-the-fact records retention requirements to provide support for after-the-fact
AU-11 Audit Record Retention  finvestigations of security incidents and to meet regulatory and organizational Functional Subset Of Event Log Retention MON-10 finvestigations of security incidents and to meet statutory, regulatory and 10
information retention requirements. (contractual retention requirements.
[Audit inspection reports, including a record of corrective actions, are retained by [Mechanisms exist to retain event Iogs for a time period consistent with
lthe organization for a minimum of three (3) years from the date the inspection Irecords retention requirements to provide support for after-the-fact
AU-11-i5.1 Audit Record Retention  |was completed. Functional Subset OF Event Log Retention MON-10 finvestigations of security incidents and to meet statutory, regulatory and 10
lcontractual retention requirements.
[The organization retains audit records online for at least ninety (90) days and [Mechanisms exist o retain event 1ogs for a time period consistent with
[further preserves audit records off-line for a period of ten (10) years records retention requirements to provide support for after-the-fact
AU-ILIS2 Audit Record Retention Functional Subset OF Event Log Retention MON-10  [ifvestigations of security incidents and to meet statutory, regulatory and 10
lcontractual retention requirements
[The information system: " exist to provide an event log report generation capabilty to aid
AU12 Audit Generation Functional | Intersects With |  Monitoring Reporting MON-06 [ g and asecssing anomalous actvities 5
[Provides audit record generation capability for all auditable events defined in AU- [Mechanisms exist to provide an event 1og report generation capability o aid
AU122 Audit Generation 2 and associated implementation standards including requirements of 5 U.5.C Functional Subset OF Monitoring Reporting MON-06  [in detecting and assessing anomalous activities. 10
[s552a(c}. Accounting of Certain Disclosures.
[Allows defined personnel or roles {defined in the applicable security plan) to [Mechanisms exist to provide an event Iog report generation capability to aid
AU-12b Audit Generation [select which auditable events are to be audited by specific components of the Functional Subset OF Monitoring Reporting MON-06  [in detecting and assessing anomalous activities. 10
information system; and
Generates audTt records forthe s of events Gefined I AU-2 with the conter [Mechanisms exist to provide an event Iog report generation capability to aid
AU-12.c Audit Generation  [GSHe Functional Subset OF Monitoring Reporting MON-06 iy Jetacting and assessing anomalous activities 10
[The mformalmn System provides audit record generation capability for the fist of [Mechanisms exist to provide an event Iog report generation capability to aid
AU-12415 Audit Generation [auditable events defined in AU-2 at all information system components where Functional Subset Of Monitoring Repo MON-06  [in detecting and assessing anomalous activities. 10
laudit capability is deployed
[The information system compiles audit records from defined information system [Automated mechanisms exist to compile audit records into an organization-
System-Wide/Time- _|components (defined in the applicable security plan) into a system-wide (logical System-Wide / Time- wide audit trail that is time-correlated.
AU-L20) Correlated Audit Trail |or physical), time-correlated audit trail Functional Subset O Correlated Audit Trail MON-02.7 10
[The employs Gefined methods for [Mechanisms exist to coordinate sanitized event Igs among external
Cross-Organizational  |organization-defined audit information among external organizations when audit Cross-Organizational lorganizations to identify anomalous events when event logs are shared
AU-16 g linformation is transmitted across organizational boundaries. Functional Intersects With Mo,ﬁm,mg MON-14  lacross organizational boundaries, without giving away sensitive or critical 5
lbusiness data.
e Security Resessment and (U Functional | No Relationship. - | 0 [No applicable SCF control
Security Assessment and_[The organization develops, documents, and disseminates to applicable " [Mechanisms exist to facilitate the implementation of security, compliance
cal Authorization Policies and [personnel, and reviews and updates (as necessary), within three hundred sixty- Functional subsetof | Information Assurance (IA) | 5691 land resilience assessment and authorization controls. 10
five (365) days: Operations
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to review the Security, Compliance & Resilience Program
Security Assessment and - |personnel, and reviews and updates (as necessary), within three hundred sixty- Periodic Review & Update of| I(SCRP), including policies, standards and procedures, at planned intervals or
cal Authorization Policies and  [Fue (365) days Functional | Intersects With | Security, Compliance & GOV-03  [ifsignificant changes occur to ensure their continuing suitability, adequacy 5
Procedures Resilience Program land effectivencss.
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[The organization develops, documents, and disseminates to applicable [Mechanisms exist to establish, maintain and disseminate policies, standards
Security Assessment and - |personnel, and reviews and updates (as necessary), within three hundred sixty- Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
cal Authorization Policies and. [fue (365) days: Functional | Intersects With | Compliance & Resilience | ~ GOV-02 5
Procedures Documentation
securtty o +anq |Asecurity assessment and authorization policy that addresses purpose, scope, rubiening Secort
ecurity Assessment and - roles, responsibiliti nagement commitment, coordination among e oY IMechanisms exist to establish, maintain and disseminate policies, standards
cAla Policies and entities, and Functional Subset Of | Compliance &Resilience | GOV-02 g i 10
o D e land procedures necessary for secure, compliant and resilient capabilities.
Security Assessment and _|Procedures to facilitate the implementation of the security assessment and Standardized Operatin [Mechanisms exist to identify and document Standardized Operating
CA-1b Authorization Policies and [authorization policy and associated security assessment and authorization Functional Subset Of rtodaes (F’Som 9 0PS-01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 10
rols; of day-to-day / assigned tasks.
securtty Ao +anq [5ECUTty assessment and authorization palicy; and ubiening Securts
e e an: e oY IMechanisms exist to establish, maintain and disseminate policies, standards
calc Authorization Policies and Functional Subset Of | Compliance &Resilience | GOV-02 g d 10
o D e land procedures necessary for secure, compliant and resilient capabilities.
Security Assessment and_|Security assessment and authorization procedures, Standardized Operatin [Mechanisms exist to identify and document Standardized Operatin
cA-ld Authorization Policies and Functional Subset Of Ptodues (psom 9 OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
Procedures u lof day-to-day / assigned tasks.
[The organization: - [Mechanisms exist to regularly review Technology Assets, Applications and/or
Functional Review Of Services (TAAS) for adherence to the organization's security, compliance
ca2 Security Assessments Functional | Intersects With |~ Security, Compliance & | CPL-03.2 [3ndjor resilience policies and standards 5
Resilience Controls
[The organization: [Mechanisms exist to perform Information Assurance Program (IAP) activities
ca2 Security Assessments Functional | Intersects With |  Technical Verification 1A0-06  [to evaluate the design, implementation and effectiveness of technical 5
[security, compliance and resilience controls.
[The organization: [Mechanisms exist to assess security, compliance and resilience controis in
Security, Compliance & lsystem project development to determine the extent to which the controls
cA2 Security Assessments Functional | Intersects With | Resilience In Project PRM.04  [are implemented correctly, operating as intended and producing the desired 5
Management loutcome with respect to meeting the requirements.
[The organization: [Mechanisms exist to formally assess the security, compliance and resilience
lcontrols in Technology Assets, Applications and/or Services (TAAS) through
information Assurance Program (IAP) activities to determine the extent to
ca2 Security Assessments Functional | Intersects With Assessments 1A0-02  |which the controls are implemented correctly, operating as intended and 5
lproducing the desired outcome with respect to meeting expected
requirements.
[The organization: [Mechanisms exist to regularly review processes and documented procedures
Security, Compliance & 0 ensure conformity with the organization’s security, compliance and/or
cA2 Security Assessments Functional | Intersects With | 2cii CoR o e CPL-03 resilience policies, standards and other applicable requirements. 5
[Develops a security and privacy assessment pian that describes the scope of the [Mechanisms exist to formally assess the security, compliance and resilience
lassessment including: lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
cA2a Security Assessments Functional Subset Of Assessments 18002 |which the controls are implemented correctly, operating as intended and 10
lproducing the desired outcome with respect to meeting expected
requirements.
[Security and privacy controls and control enhancements under assessment [Mechanisms exist to formally assess the security, compliance and resilience
lcontrols in Technology Assets, Applications and/or Services (TAAS) through
information Assurance Program (IAP) activities to determine the extent to
Security Assessments Functional Subset OF Assessments 1A0-02  |which the controls are implemented correctly, operating as intended and 10
lproducing the desired outcome with respect to meeting expected
requirements.
[Assessment procedures to be used to determine control effectiveness; and [Mechanisms exist to formally assess the security, compliance and resilience
lcontrols in Technology Assets, Applications and/or Services (TAAS) through
information Assurance Program (IAP) activities to determine the extent to
cA2a2 Security Assessments Functional Subset OF Assessments 1A0-02  [which the controls are implemented correctly, operating as intended and 10
lproducing the desired outcome with respect to meeting expected
requirements.
3 ment team, and ment roles and [Mechanisms exist to formally assess the security, compliance and resilience
responsibilities; lcontrols in Technology Assets, Applications and/or Services (TAAS) through
information Assurance Program (IAP) activities to determine the extent to
ca2a3 Security Assessments Functional Subset OF Assessments 1A0-02  |which the controls are implemented correctly, operating as intended and 10
lproducing the desired outcome with respect to meeting expecte
requirements.
[Assesses the security and privacy controls in the information system and its [Mechanisms exist to formally assess the security, compliance and resilience
lenvironment of operation within every three hundred sixty-five (365) days in lcontrols in Technology Assets, Applications and/or Services (TAAS) through
laccordance with the current Volume Ill: Catalog of Minimum Acceptable Risk information Assurance Program (IAP) activities to determine the extent to
ISecurity and Privacy Controls for Exchanges , to determine the extent to which which the controls are implemented correctly, operating as intended and
ca2b Security Assessments  [the controls are implemented correctly, operating as intended, and producing Functional Subset Of Assessments 18002 [producing the desired outcome with respect to meeting expected 10
the desired outcome with respect to meeting established security requirements; requirements.
[Produces an assessment report that documents the results of the assessment; [Mechanisms exist to formally assess the security, compliance and resilience
land lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
ca2c Security Assessments Functional Subset Of Assessments 18002 |which the controls are implemented correctly, operating as intended and 10
lproducing the desired outcome with respect to meeting expected
requirements.
[Provides the results of the security and privacy Control assessment within every Mechanisms exist to formally assess the security, compliance and resilience
three hundred sixty-five (365) days, in writng to the Business Orer who is lcontrols in Technology Assets, Applications and/or Services (TAAS) through
for reviewin updating system information Assurance Program (IAP) activities to determine the extent to
ca2.d Security Assessments  |cocuity documentation Mhere necemmary trehoct oy changer to the srctem Functional Subset OF Assessments 1A0-02  |which the controls are implemented correctly, operating as intended and 10
lproducing the desired outcome with respect to meeting expected
requirements.
[An independent assessment of all security and privacy controls m [Mechanisms exist to formally assess the security, compliance and resilience
lconducted before the Administering Entity's (AE) Authorizing Oifiatieues the lcontrols in Technology Assets, Applications and/or Services (TAAS) through
lauthority to operate for all newly implemented, or significantly changet information Assurance Program (IAP) activities to determine the extent to
CA215.1 Security Assessments  [systems. Functional Subset Of Assessments 1A0-02  [which the controls are implemented correctly, operating as intended and 10
lproducing the desired outcome with respect to meeting expected
requirements.
[CMIS requires that an independent assessment of all security and privacy contrors [Mechanisms exist to formally assess the security, compliance and resilience
lbe conducted every three (3) years or with each major system change lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
CA-2-15.2 Security Assessments Functional Subset Of Assessments I1A0-02  |which the controls are implemented correctly, operating as intended and 10
lproducing the desired outcome with respect to meeting expecte
requirements.
[The annual security and privacy assessment requirement mandated by CMS [Mechanisms exist to formally assess the security, compliance and resilience
requires all security and privacy controls attributable to a system to be assessed lcontrols in Technology Assets, Applications and/or Services (TAAS) through
lover a three (3)-year period. To meet this requ irement, a subset of the security information Assurance Program (IAP) activities to determine the extent to
land privacy controls shall be tested each year so that il controls are tested \which the controls are implemented correctly, operating as intended and
lduring a three (3)-year period. CMS provides guidance for conducting annual lproducing the desired outcome with respect to meeting expected
cA2is3 Security Assessments [security and privacy assessments in the document, Annual Security and Privacy |  Functional Subset OF Assessments 1A0-02  |requirements. 10
ttestation Procedures for StateBased ACA Administering Entity Systems found
lat https://calt.cms.gov/sf/projects/cms_aca_program_security_privacy,
[The Business Owner notifies CMS within thirty (30) days whenever updates are [Mechanisms exist to formally assess the security, compliance and resilience
Imade to system security and privacy authorization artifacts or when significant lcontrols in Technology Assets, Applications and/or Services (TAAS) through
role changes occur. information Assurance Program (IAP) activities to determine the extent to
cA2is.a Security Assessments Functional Subset OF Assessments 1A0-02  |which the controls are implemented correctly, operating as intended and 10
lproducing the desired outcome with respect to meeting expecte
[The employs assessors or teams with CM-defined level [Mechanisms exist to ensure assessors or assessment teams have the
ca2() Independent Assessors  |of independence to conduct security and privacy control assessments of the Functional Subset Of Assessor 1A0-02.1 0 conduct security, compliance and/or resilience 10
lorganization’s information system lcontrol assessments.
[CMS provides guidance for employing independent assessors in the Framework [Mechanisms exist to ensure assessors or assessment teams have the
of Independent Assessment (1) o Security and Privacy Cortrols, acated ot to conduct security, compliance and/or resilience
cA2(1)115 Assessors  |nigy It 2. program_security, privacy/ Functional Subset OF Assessor Independence | 1A0-02.1  [Contro] assessments. 10
[The organization: [Mechanisms exist to authorize connections from systems to other systems
§ lusing Interconnection Security Agreements (ISAS), or similar methods, that
A3 System Interconnections Functional | Intersects with | 'Mterconnection Security | e oo |document, for each interconnection:(1) Interface Characteristics;(2) Security, 5
Agreements (ISAs) lcompliance and resilience requirements; and;(3) The nature of the
information communicated.
[Authorizes connections from the organization's information system to other [Mechanisms exist to authorize connections from systems to other systems
information systems through the use of interconnection security agreements lusing Interconnection Security Agreements (ISAs), or similar methods, that
cA3a System Interconnections |(ISA): Functional Subset Of Interconnection Security NET-05  [document, for each ) Security, 10
Agreements (ISAs) lcompliance and resilience requirements; and(3) The nature of the
communicated.
[Documents, for each interconnection, the interface characteristics, security [Mechanisms exist to authorize connections from systems to other systems
requirements, and the nature of the information communicated; and lusing Interconnection Security Agreements (ISAS), or similar methods, that
cA3b System Interconnections Functional Subsetof | Interconnection Security NET-05  [document, for each security, 10
Agreements (ISAs) lcompliance and resilience requirements; and;(3) The nature of the
information communicate
[Reviews and updates the I5As on an ongoing basTs to verify enforcement of [Mechanisms exist to authorize connections from systems to other systems
lsecurity requirements; and e don securt lusing Interconnection Security Agreements (ISAS), o similar methods, that
Interconnection Security ldocument, for each interconnection:(1) Interface haracteristics;(2) Securit
ca3c System Interconnections Functional Subset OF NET-05 3 a v, 10
4 Agreements (ISAS) lcompliance and resilience requirements; and;(3) The nature of the
information communicated.
[EStablishes system-to-system connections with CMS through the FedZNonFed IA| [Mechanisms exist to authorize connections from systems to other systems
lprocess. e on securt using Interconnection Security Agreements (ISAs), or similar methods, that
Interconnection Security ldocument, for each i 1) Interface ) sec
cA3d System Interconnections Functional Subset OF NET-05 . 10
¥ Agreements (ISAs) lcompliance and resilience requirements; and;(3) The nature of the
information communicate
[Record each system interconnection in the security plan for the system that is [Mechanisms exist to authorize connections from systems to other systems
lconnected to the remote location e o Securt lusing Interconnection Security Agreements (ISAS), or similar methods, that
Interconnection Security ldocument, for each (2) Securi
CA3IS.1 System Interconnections Functional Subset OF NET-05 3 . 10
g Agreements (ISAs) lcompliance and resilience requirements; and;(3) The nature of the
information communicate
[The SA is updated following significant changes to the system, organization, or [Mechanisms exist to authorize connections from systems to other systems
lthe nature of the electronic sharing of information that could impact the validity § lusing Interconnection Security Agreements (ISAS), or similar methods, that
CA-3-15.2 System Interconnections |°f the agreement. Functional Subset Of Interconnection Security NET-05  |document, for each interconnection:(1) Interface characteristics;(2) Security, 10
Agreements (ISAs) lcompliance and resilience requirements; and(3) The nature of the
information communicate
[The Fed2NonFed ISA process is defined in the FedZNonFed ISA template found [Mechanisms exist to authorize connections from Systems to other systems
at: https:/jcalt.cms.gov/sfiprojects/cms_aca_program_security_ privacy!. using Interconnection Securiy Agreements (SAs), or simlar methods, that
CA31s3 System Interconnections Functional Subset Of Interconnection Security NET-05  [document, for eac} ) Security, 10
Agreements (ISAs) lcompliance and resilience reqwemems ond:(3) The neture of the
information communicated.
[The organization employs, and documents, in the applicable security pian a [Mechanisms exist to prohibit the direct connection of a sensitive system to
Restrict extemal |/deny @l allow-by-exception” policy for aliowing defined nformation systems extemal syst lan external network without the use of an organization-defined boundary
. estrictions on External  |that receive, process, store, or transmit Personally Identifiable Information (PI) tol xternal System . lprotection device.
CA3(S Functional | Intersects With NET-05.1 5
5) ystem Connections  |connect to external information systems. Connections
[The organization: [Mechanisms exist to govern identified deficiencies (e.g., Pian of Action and
ptan of Action andt Cavabites Defi [Milestones (POA&M) or similar methodology) that formally documents, at a
lan of Action an apabilities Deficiency Iminimum: (1) Deficiency tracking number;(2) Applicable security, compliance
cAs Functional | Intersects With 140-05 y 9 (2) Appl y, compl 5
Milestones Tracking land/or resilience control;(3) Description of the deficiency(ies);(4) Risk
lassociated with the deficiency(ies);(5) Source deficiency
k5 £ annlicahl
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IDevelops and submits a plan of action and milestones (POA&M) for the [Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and
information system within thirty (30) days of the final results for every IMilestones (POA&M) or similar methodology) that formally documents, at a
internal/external audit/review or test (e.g.. security controls assessment, Iminimum: (1) Deficiency tracking number;(2) Applicable security, compliance
Asa Plan of Action and  |penetration test) to document the organization's planned remedial actions to Functional Subset OF Capabilities Deficiency |A0.05  |and/or resilience control;(3) Description of the deficiency(ies);(4) Risk 10
Milestones lcorrect weaknesses or deficiencies noted during the assessment of the security cking lassociated with the eemenquesus» Source deficienc
lcontrols and to reduce or eliminate known vulnerabilities in the system; mpor: controls, if applicable;
(7 oint of Contact (POC) (6.6., aseet/process ownen (8) Resourcee required
lto conduct actions;(9) Planned remedial actions to the
[Updates and submits the existing POA&M monthly until all the find ings are IMechanisms exist to govern identified deficiencies (e.g., Plan of Action and
resolved based on the findings from security controls assessments, security IMilestones (POA&M) or similar methodology) that formally documents, at a
CASD Plan of Action and limpact analyses, and continuous monitoring activities; and Functional Subset Of Capabilities Deficiency 1A0-05  |minimum:(1) Deficiency tracking number:(2) Applicable security, compliance 10
Milestones cking landor resilience control;(3) Description of the deficiency(ies);(4) Risk
lassociated with the deficiency(ies);(5) Source deficiency
Temnara trols_if analicanl
[Submits an updated POAGM to CMS every three (3) months. [Mechanisms exist to govern identified eficiencies (e.g., Plan of Action and
IMilestones (POA&M) or similar methodology) that formally documents, at a
CAS.C Plan of Action and Functional Subset OF Capabilities Deficiency |A0-05 | minimum:(1) Deficiency tracking number;(2) Applicable security, compliance 10
Milestones cking land/or resilience control;(3) Description of the deficiency(ies);(4) Risk
lassociated with the deficiency(ies);(5) Source deficiency
aca trols_if analicabl
[The Plan of Action and Milestones template 1s to be Used for reporting POA&Ms to [Mechanisms exist to govern identified eficiencies (e.g., Plan of Action and
[CMS and is found at: IMilestones (POA&M) or similar methodology) that formally documents, at a
CA-5-15.1 Plan of Action and Ihttgs://calt.cms.gov/sf/projects/cms_aca_program_security_privacy/ Functional Subset OF Capabilities Deficiency |1A0-05  [minimum:(1) Deficiency tracking number;(2) Applicable security, compliance 10
Milestones cking land/or resilience control;(3) Description of the deficiency(ies);(4) Risk
lassociated with the deficiency(ies);(5) Source deficiency
trols if analicabl
[The organization employs automated mechanisms to help ensure that the pian of| [Automated mechanisms exist to help ensure tracked deficiencies are:(1)
CAS(1) Automation Support for  (action and milestones for the information system is accurate, up to date, and Functional Subset Of Deficiency Tracking 1A0-05.1  |Accurate;(2) Up-to-date; and(3) Readily-available. 10
Accuracy/Currency  [(eadily available Automation
[The organization: [Mechanisms exist to ensure Technology Assets, Applications and/or Services
CA6 Security Authorization Functional Subset Of Security Authorization 1A0-07  [(TAAS) are officially authorized prior to "go live” in a production environment. 10
[Ensures that the Administering Entity (AE} authorizing official authorizes the [Mechanisms exist to ensure Technology Assets, Applications and/or Services
CA6a Security Authorization  [information system for processing before commencing operations; and Functional Subset OF Security Authorization 1A0-07  |(TAAS) are officially authorized prior to "go live" in a production environment. 10
[Updates the security authorization: [Mechanisms exist to ensure Technology Assets, Appiications and/or Services
cabb Security Authorization Functional Subset Of Security Authorization 1A0-07  |(TAAS) are officially authorized prior to "go live® in a production environment. 10
Within every three (3) years; Mechanfsrs exst to ensure Technology Assets, Applications and/or Services
CA6b.1 Security Authorization Functional Subset Of Security Authorization 1A0-07  |(TAAS) are officially authorized prior to “go live® in a production environment. 10
[When significant changes are made to the system; [Mechanisms exist to ensure Technology Assets, Applications and/or Services
CA6b2 Security Authorization Functional Subset OF Security Authorization 1A0-07  ((TAAS) are officially authorized prior to "go live" in a production environment. 10
[When changes in requirements result in the need to process data of a higher [Mechanisms exist to ensure Technology Assets, Appiications and/or Services
cA6b3 Security Authorization  [sensitivity; Functional Subset OF Security Authorization 1A0-07  |(TAAS) are officially authorized prior to "go live in a production environment. 10
When changes occur to authorizing legisiation or federal requirements; [Mechanisms exist to ensure Technology Assets, Appiications and/or Services
CA6.b.4 Security Authorization Functional Subset Of Security Authorization 1A0-07  |(TAAS) are officially authorized prior to “go live" in a production environment. 10
[After the occurrence of a serious security violation which raises questions about [Mechanisms exist to ensure Technology Assets, Applications and/or Services
CA6DS Security Authorization  [the validity of an earlier security authorization; and Functional Subset OF Security Authorization 1A0-07  |(TAAS) are officially authorized prior to "go live" in a production environment. 10
[Prior o expiration of a previous security authorization. [Mechanisms exist to ensure Technology Assets, Applications and/or Services
CA6b.6 Security Authorization Functional Subset OF Security Authorization 18007 |(TAAS) are officially authorized prior to "go live" in a production environment. 10
I the organization maintains a system-to-system connection with CMS through [Mechanisms exist to ensure Technology Assets, Applications and/or Services
CAb.c Security Authorization  [an executed interconnection security agreement (ISA}, the CMS-granted Functional Subset OF Security Authorization 1A0-07  |(TAAS) are officially authorized prior to "go live® in a production environment. 10
|Authority to Connect (ATC) is updated:
Within every three (3) years; [Mechanisms exist to ensure Technology Assets, Appiications and/or Services
cA6.cl Security Authorization Functional Subset Of Security Authorization 1A0-07  |(TAAS) are officially authorized prior to *go live" in a production environment. 10
[When significant changes are made to the system; [Mechanisms exist to ensure Technology Assets, APpIIcations and/or Services
cA6.c2 Security Authorization Functional Subset OF Security Authorization 1A0-07  ((TAAS) are officially authorized prior to "go live" in a production environment. 10
[When changes in requirements result in the need to process data of a higher [Mechanisms exist to ensure Technology Assets, Appiications and/or Services
cA6.C3 Security Authorization  [sensitivity; Functional Subset OF Security Authorization 1A0-07  |(TAAS) are officially authorized prior to "go live* in a production environment. 10
When changes occur to authorizing legisiation or federal requirements; [Mechanisms exist to ensure Technology Assets, Appiications and/or Services
cAb.ca Security Authorization Functional Subset Of Security Authorization 14007 |(TAAS) are officially authorized prior to "go live" in a production environment. 10
[After the occurrence of a serious security violation which raises questions about [Mechanisms exist to ensure Technology Assets, Applications and/or Services
cA6.CS Security Authorization  [the validity of an earlier security authorization; and Functional Subset Of Security Authorization 1A0-07  |(TAAS) are officially authorized prior to "go live" in a production environment. 10
[Prior o expiration of a previous security authorization. [Mechanisms exist to ensure Technology Assets, Applications and/or Services
CA6.CE Security Authorization Functional Subset OF Security Authorization 14007 |(TAAS) are officially authorized prior to "go live" in a production environment. 10
[The organization develops a continuous monitoring strategy and implements a Security, Compliance &
g IMechanisms exist to provide a security, compliance and resilience controls
- lcontinuous monitoring program that includes X
a7 Continuous Monitoring g prog Functional Subset Of Resilience Controls L2 [ nction that reporta b6 the SrgaMAAtioT e oXaCtVE ladovahi 10
Oversight
[Establishment of organizationally defined metrics {defined in the appiicable Security, Compliance &
- Security plan) to be monitored amnually. at a minimuam: y IMechanisms exist to provide a security, compliance and resilience controls
caT1 Continuous Monitoring ity plan) Y. Functional Subset Of Res\lg‘:\e(res‘cgc;rlvtmls P02 |t Function that reporte £ the Srganisations execdtive leadership, 10
[Establishment of defined frequencies (defined in the applicable security plan) for Security, Compliance & N N
2 IMechanisms exist to provide a security, compliance and resilience controls
cAT2 Continuous Monitoring ~[monitoring and defined frequencies {defined in the applicable security plan) for Functional Subset Of Resilience Controls CPL-02 P ¥, compliance 10
9 aseessments supporting such monitoring; Oversight loversight function that reports to the organization's executive leadership.
[Gngoing security control assessments n accordance with the organizational Security, Compliance &
g IMechanisms exist to provide a security, compliance and resilience controls
- lcontinuous monitoring strategy; ~
cA73 Continuous Monitoring g strategy; Functional Subset OF Reswlgcs(resl(;:‘:tmls P02 [ nction that reporta b6 the SrgaAAtioe oXeCUtE leadorahi 10
[Ongoing security status monitoring of organizationally defined metrics in Security, Compliance &
- accordance with the organizational contiuous monitoring strategy: § IMechanisms exist to provide a security, compliance and resilience controls
CA T4 Continuous Monitoring 9 9 i Functional Subset Of “ES"g‘;‘e‘éé‘;[tm's CPLOZ  loversight function that reports to the organization's executive leadership. o
(Correlation and analysis of security-related information generated by Security, Compliance &
. l3sseesment and monitorin y IMechanisms exist to provide a security, compliance and resilience controls
cA TS5 Continuous Monitoring 9 Functional Subset OF Resilience Controls P02 [ function that reports £o the Srganaations executive leadership, 10
[Response actions to address results of the analyss of security-related Security, Compliance &
g IMechanisms exist to provide a security, compliance and resilience controls
. informati X
CAT6 Continuous Monitoring _ [information: Functional Subset OF Res"g\;‘:f;lcgf"l’"°'5 CPL02 loversight function that reports to the organization's executive leadership. 10
[Reporting the security status of organization and the information system to Security, Compliance &
g IMechanisms exist to provide a security, compliance and resilience controls
- lefined personnel or roles (defined in the applicable security plan) monthly; and X
a7 Continuous Monitoring p ( PPl y plan) y Functional Subset Of Reswlgce(resl(;z:tmls L2 [ nction (et reporta b6 the SraaTAAtio e oXaCtVE adorahi 10
g the security status of AE systems to defined personnel or roles ecurtty, Compiance &
{defined in the applicable security plan) at organizational-defined frequency, and ecurity, Compliance IMechanisms exist to provide a security, compliance and resilience controls
AT Continuous Monitoring reporting to CMS as specified in the Implementation Standard. Functional Subset Of ““"g\;‘:ﬁ;fqﬁ["“" P02 loversight function that reports to the organization's executive leadership. 0
[CMS has specified continuous monitoring and reporting requirements for AE
systems in operation in the Security and Privacy Oversight and Monitoring Guide B Complionce &
lfor Administering Entity Systems in Operation, found at ecurity, Compliance i i
CA-T-IS Continuous Monitoring  |nttps://calt.cms.gov/sf/projects/cms_aca_program_security_privacy/ . Reporting Functional Subset Of Res\l\e‘:\e(res‘(;zrlvtmls L0z e e et o e e TS 10
[Quarterly reporting of Plans of Action & Milestones (POA&M) Security, Compliance &
2 IMechanisms exist to provide a security, compliance and resilience controls
CATIS.1 Continuous Monitoring Functional Subset OF Resilence Controls L0 [ Runction thet reporte &6 the SrgamAatione execUtive leadorahip, 10
[Annual Security Attestation
IMechanisms exist to generate a declaration of conformity for each
. lconformity assessment, where the document:(1) Is concise;(2)
cATiS2 Continuous Monitoring Functional Subset Of | Declaration of Conformity | CPL-0L5 amiguoca ehecs th curent a3 s Byl o slecronical 10
signe (4) Where possible, is machine reada
[Annual Security Attestation Security, Compliance & N .
2 IMechanisms exist to provide a security, compliance and resilience controls
CATS.2 Continuous Monitoring Functional Subset OF Resilience Controls L0 [ Runction thit reports &6 the Srganaations exective leadorahip, 10
Oversight
[Reporting of significant changes to the AE system Security, Compliance & " R
g IMechanisms exist to provide a security, compliance and resilience controls
CATIS3 Continuous Monitoring Functional Subset OF Resilience Controls L0 [ nction thet reporta b6 the SrgaAtioe oXeCUEVE leadorahip, 10
[The use of independent security assessment agents or teams to monitor security
lcontrols s not required; however, if the organization employs assessors or
lassessment teams with CMS-defined level of independence to monitor the IMechanisms exist to utilize independent assessors to evaluate security,
cA7(1) Independent Assessment [security controls in the information system on an ongoing basis, this can be used | Functional | Intersects With |  Independent Assessors | CPL-03.1 |compliance and resilience at planned intervals or when the Technology 5
lto satisfy security control assessment requirements. |asset, Application and/or Service (TAAS) undergoes significant changes.
[The use of independent security assessment agents or teams to monitor security
lcontrols s not required; however, if the organization employs assessors or . Compliance &
lassessment teams with CMS-defined level of independence to monitor the ecurity, Compliance Mechanisms exist to
provide a security, compliance and resilience controls
cA7(1) Independent Assessment [security controls in the Information system on an ongoing basis, this can be used | Functional | Intersects With Resilience Controls L2 [ nction that reporta b6 the SrGaAAtioTe oXeCUE leadorahi 5
0 satisfy security control assessment requirements. Oversight
[The organization: [Mechanisms exist to control internal system connections through authorizing
internal connections of systems and documenting, for each internal
ca9 Internal System Connections| Functional Subset Of [Internal System Connections| NET-05.2  |connection, the interface characteristics, security requirements and the 10
Inature of the information communicated
e et o e Itermal Iformation syster companents of [Mechanisms exist to control internal system connections through authorizing
classes of components (defined in the applicable security plan) to the internal connections of systems and documenting, for each interal
cA9a Internal System Connections|system: and Functional Subset Of Internal System Connections(  NET-05.2 |0 808, C0 e O e B e ity requrements and the 10
Inature of the information communicated
ocuments, or each eeral connectan. e Interface choracterstcs, securty [Mechanisms exist to control internal system connections through authorizing
requirements, and the nature of the information communicated. internal connections of systems and documenting, for each internal
cA9b Internal System Connections| Functional Subset Of [internal System Connections(  NET-05.2 |5 2008 CoMEetne Of o¥e o o e mecurity requrements and the 10
Inature of the information communicated
s Configuration Mensgement ({8 Functional | No Relationship o m |m o [No applicable SCF control
Configuration Management |1 Croanization develops, documents, disseminates to appilcable persannel. Configuration Management Mechanisms exstto faciltate the implementation f configuration
- land reviews and updates (as necessary), within every three hundred sixty-five ?
M1 Policy and Procedures (365 Gays: pdates ( v Y v Functional Subset Of Program CFG-01 Imanagement control 10
[The oroaniztion develope documents dsecinates o spplcable perconnel reriodic Review & Update of [Mechanisms exist to review the Security, Compliance & Resilience Program
Configuration Management [and reviews and updates (as necessary), within every three hundred sixty-five (SCRP), including policies, standards and procedures, at planned intervals or
M1 Policy and Procedures ~ |(365) days: Functional | Intersets W | e o GOV-03 it significant changes occur to ensure their continuing suitability, adequacy s
land effectiveness:
[The organization develops, documents, disseminates to applicable personnel, ubioning Secort
. Configuration Management [2and reviews and updates (as necessary), within every three hundred sixty-five ublishing Securlty, y IMechanisms exist to establish, maintain and disseminate policies, standards
M2 Policy and Procedures  [(365) days: Functional | Intersects With | Compliance & Resilience | - GOV-02 o1 procedures necessary for secure, compliant and resilient capabilities. s
Documentation
[A formal , documented configuration management policy that addresses publiening Securt
Configuration Management [Purpose, scope, roles, responsibilities, management commitment, coordination e o IMechanisms exist to establish, maintain and disseminate policies, standards
CM-1a Policy and Procedures ~ [among organizational entities, and compliance; and Functional SubsetOf | Compiance & Resiience | GOV-02  land procedures necessary for secure, compliant and resilient capabilities 10
< [Formal, documented procedures to facilitate the implementation of the Standardized Operati [Mechanisms exist to identify and document Standardized Operatin
cM-1b i o oanas policy and associated configuration management Functional Subset Of a; ar “fe "Seo’: ing 0PS-01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 10
olicy and Procedures |controre rocedures (SOP) Jof day-to-day / assigned tasks.
[The Gocuments the process and
- Configuration Management | o370 £ Configuration Management y [Mechanisms exist to facilitate the implementation of configuration
CM-21S Policy and Procedures  |” Functional Subset Of CFG-0L Imanagement controls. 0
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IDefine configuration items at the system and component level (e.g., hardware,
Configuration Management Mechanisms exist to faciltate the implementation of configuraton
-1 frware, ant '
cM-145.1 o aeoreeme™ software, and Functional Subset O rstam CRG0L e rontro 10
Monitor configurations; and [Automated mechanisms exist to govern and report on baseline
Configuration Management Automated Central of Technology Assets, Applications and/or Services (TAAS)
CM-1-15.2 Policy and Procedures Functional | Intersects With |\, 3 0ement & Verification | “F¢"02-2lthrough Continuous Diagnostics and Mitigation (CDM), or similar 5
[technologies.
[frack and approve changes prior to implementation, including but not limited fo,
Contiguration . . [fow remediation. securitypatches, and emergency changes (e.q. unschedued Contiguration ch e . the techmical configuration ch ol
o onfiguration Management |changes such as mitigating newly discovered security vuinerabilities, system onfiguration Change y echanisms exist to govern the technical configuration change control
cM-1415.3 Functional Subset Of CHG-02 10
Policy and Procedures  |crashes, and of critical hardware ol lprocesses.
[The organization develops, documents, and maintains Under configuration
lcontrol a current baseline configuration of the information system. IMechanisms exist to review and update baseline configurations:(1) At least
M2 Baseline Configuration Functional | Intersects With | Reviews & Updates CFG02.1  [annually:(2) When required due to s0; or(3) As part of system component 5
installations and upgrades.
[The organization develops, documents, and maintains under configuration
controls current baseline configuration of the mformation system. Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
cm2 Baseline Configuration Functional | Intersects With ecure Baseine CFG-02 or Technology Assets, Applications and/or Services (TAAS) 5
9 lthat are consistent with industry-accepted system hardening standards.
[The organization reviews and updates the baseline configuration of the
information system. IMechanisms exist to review and update baseline configurations:(1) At least
M2 Reviews and Updates Functional Subset Of Reviews & Updates CFG-02.1 [annually;(2) When required due to so; or(3) As part of system component 10
installations and upgrades
[At Teast every three hundred sixty-five (365) days:
IMechanisms exist to review and update baseline configurations:(1) At least
cm20)a Reviews and Updates Functional Subset O Reviews & Updates CFG-02.1  [annually;(2) When required due to s0; or(3) As part of system component 10
installations and upgrades
[When configuration settings change due to critical security patches, upgrades
Jand emergency changes (e.9., unecheduled changes, system crashes, and IMechanisms exist to review and update baseline configurations:(1) At least
cM-2(1b Reviews and Updates  [raplacement of critical hardware components). and major system Functional Subset Of Reviews & Updates CFG02.1  [annually:(2) When required due to 0; or(3) As part of system component 10
changes/upgrades: installations and upgrades.
[As an integral part of information system component installations, upgrades, and
lupdates to applicable governing standards (implemented within the 365 days IMechanisms exist to review and update baseline configurations:(1) At least
am20)c Reviews and Updates  [specified in fumber 1 above): an Functional Subset Of Reviews & Updates CFG-02.1 [annually;(2) When required due to s0; or(3) As part of system component 10
installations and upgrades.
Supporting baseline configuration documentation reflects ongong
limplementation of operational configuration baseline updates, either directly or [Mechanisms exist to review and update baseline configurations:(1) At least
cM2(1).d Reviews and Updates  |oy policy Functional Subset Of Reviews & Updates CFG-02.1 [annually;(2) When required due to s0; or(3) As part of system component 10
installations and upgrades
[The Service Provider reviews and updates the baseline configuration of the
information system. Review of Third-Party IMechanisms exist to monitor, regularly review and assess External Service
cM-2(1)-15 Reviews and Updates Functional Subset O ! o TPM-08  |Providers (ESPs) for compliarice with established contractual requirements 10
ffor security, compliance and resilience controls.
[Annually:
Review of Third-Part IMechanisms exist to monitor, regularly review and assess External Service
cM2(1)15.1 Reviews and Updates Functional Subset Of ! rond-Party TPM-08  |Providers (ESPs) for compliarice with established contractual requirements 10
for security, compliance and resilience controls.
[When required due to a significant change; and
Review of Third-Party IMechanisms exist to monitor, regularly review and assess External Service
cm-2(1)15.2 Reviews and Updates Functional Subset Of ol nird TPM-08  |Providers (ESPs) for compliarice with established contractual requirements. 10
for security, compliance and resilience controls.
[Rs an integral part of information system component installations and upgrades.
Review of Third-Party IMechanisms exist to monitor, regularly review and assess External Service
cM2(1)15.3 Reviews and Updates Functional Subset Of ol i TPM-08  |Providers (ESPs) for compliarice with established contractual requirements 10
ffor security, compliance and resilience controls.
Retention of Previous _[The organization retains older versions of baseline configurations of the Retention Of Previous Mechanisms exist to retain previous versions of baseline configuration to
wm23) m as deemed necessary to support roliback. Functional Subset O c CFG-023 lsupport roll bac} 10
} Configuration Change _|The organization: Change Management o1 |Mechanisms exist to facilitate the implementation of a change management
cm3 ation Functional Subset Of e CHG01  [yecnan 10
3 Configuration Change _|The organization: Configuration Change 02 |Mechanisms exist to govern the technical configuration change control
cM-3 Control Functional | Intersects With Control CHG-02 | rocesses. 5
Configuration Change  [Determines he ypes of changes tothe nformation syster that are Configuration Change IMechanisms exist to govern the technical configuration change control
M3 ation onfguration conbaned Functional Subset Of ot cHG02  [Mechany 10
Reviews proposed configuration-controlled changes t the Information system
. Configuration Change  [and aporoves or disapproves such changes with explicit consideration for Functional Subset Of Configuration Change CH.02  |[Mechanisms exist to govern the technical configuration change control 10
Control Security impact anayees Control lprocesses.
Change  |D Change decisions associated with the information Configuration Change [Mechanisms exist to govern the technical configuration change control
M3 ation oo Functional Subset Of ah cHG02  Mechansy 10
Change approved ontrolled changes to the information Configuration Change IMechanisms exist to govern the technical configuration change control
M3 ation oyt Functional Subset Of ot cHG02  MechanT 10
Configuration Change _|Retains records of configuration-conrolled changes to the information system for Change Management [Mechanisms exist to facilitate the implementation of a change management
M-3e Control at least three (3) year: Functional Subset Of CHG-01  Jprogram: 10
Configuraton Change [Retalns records of configuraton-controled changes £ the nformation yster for IMechanisms exist to retain media and data in accordance with applicable
CM-3e Control at least three (3) y: Functional SubsetOf | Media &Data Retention | DOCH-18 | iatutory, regulatory and contractual obligations. 10
Configuration Change _[Audits and reviews activities associated with configuration-controlled changes to Change Management [Mechanisms exist to facilitate the implementation of a change management
cm-31 Control [the information system: and Functional Subset Of Program CHG-OL  Jprogram: 10
(Coordinates and provides oversight for configuration change Control activi fies
lthrough change request forms that must be approved by an organizational
land/or AE change control board that convenes frequently enough to
g Configuration Change  [accommodate proposed change requests, and by other appropriate organization Change Management o1 Mechanisms exist tofaciltate the mplementation o a change management
CM-3.9 Control lofficials including, but not limited to, the System Developer/Maintainer and Functional Subset O Program CHG-0L  orogra 10
information system support staff.
[The system owner coordinates and provides oversight for configuration change
Configuration Ch lcontrol activities through organization-defined configuration change control Configuration Ch echant . the technical configuration ch ol
3. onfiguration Change  |element {e.g., committee or board) that convenes according to organization- onfiguration Change y lechanisms exist to govern the technical configuration change control
cM-345.1 Functional Subset Of CHG-02 10
Control lefined frequency and according to organization-defined configuration change Control lprocesses.
lconditions.
Configuraion Change [T syster ouner deines the confguration change contol lement and the Configuration Change [Mechanisms exist to govern the technical configuration change control
CM-3415.2 Control [frequency or conditions under which it is convened: Functional Subset Of Control CHG-02  Iprocesses. 10
Fre organization estabishes a central means of communicating SIgnificant IMechanisms exist to ensure stakenolders are made aware of and understand
lchanges to or developments in the information system or environment of [the impact of proposed changes
loperations that may affect its business agreements/contracts with CMS and
lbusiness partners, and services to the business owner and associated service
lconsumers (e.g., electronic bulletin board, or web status page). The means of
Configuration Change _[communication are approved and accepted by the system owner. The means of Stakeholder Notification of
CM-3-5.3 O entrel "¢ |communication with CMS about significant changes must follow the Change Functional | Intersects With Changes CHG-05 5
Reporting Procedures for State-Based Administering Enity Systems estabished
lby CMS, which can be
ipsicalt. e, govistiprojecisiems_aca_program_securlty_privacyl
in Contracts with entities, the requires eCharisirs et 6 equlre Conractual requirements ar appiable secury.
Configuration Change  [the non-Exchange entity to inform the organization of any changes in its Third-Party Contract nd resilience . reflecting the
CM-3-I5.4 9 Control o ladministrative, technical, or operational environment defined as material within Functional Subset Of Reqweymems TPM-05  |organization's needs to protect its Te:hnolngy Assets, Applications, Services 10
lthe contract. land/or Data (TAASD).
[The organization tests, validates, and documents changes to the information [Mechanisms exist to verify the functionality of security, compliance and
cM3(2) TestValidate/Document  \cystem before implementing the changes on the operational system. Functional | Intersects witn |  Control Functionality CHG-06 |resilience controls following implemented changes to ensure applicable 5
9 [controls operate as designed.
[The organization tests, validates, and documents changes to the information Mechanisms exist to appropriatly test and document proposed changes i a
cM-3(2) Test/Validate/Document |system before implementing the changes on the operational system. Functional | Intersects with | 165t Validate & Document | ¢ 45 5 lnon-production environment before changes are implemented in 5
lproduction environment.
[The organization analyzes changes to the information system o determine
lpotential security and privacy impacts prior to change implementation. Activities Security Impact Analysis for Mecharisms exit to analyze proposed changes or paertial securi
cma Security Impact Analysis [associated with configuration changes to the information system are audited. Functional Subset O Y Changes CHG03 . prior to the implomentation of the Change. 4 10
IA security Impact Analyss report s required as part of change reporting to CMS.
he Change Reporting Procedures for State-Based Administerng Eniy Systems Security Impact Analysis for pecrarisms xs o nayz propese changs o penta secrty
CM-a15.1 Security Impact Analysis ~[atablished by CMS can be found at Functional Subset Of Changes CHG03 e the Imalomentation of the th 10
tosilcan.cos. Gov/STDTOIECtS/cm aca_program security privacy
[The Grganization analyzes changes o the Ifarmation syster n » separate tet
before in an operational oking for IMechanisms exist to manage separate development, testing and operational
Securty impacts due o flaws, weaknesses, ncompatibity. or artional e Separation of Development, environments to reduce the riske of unauthoried access of changes to the
cM-a() Separate Test Envianmentsfrocessingor soring ofPersanal Identifabl nformation (P ntest Functional subsetof | Testingand Operational | TOA08 00T L R B roduction Techmology 10
fenvironments is prohibited. |Assets, Applications and/or Services (TAAS).
e organization checks the security functions after the information system s Mechanisms exist to perform Information Assurance Program (IAP) activities
Verification of Security [hange o very that the functions aré mplemented corroct. opersfing as § o evaluste the Gesign, impiementation and effectiveness of technical
CM-4(2) Functions. lintended, and producing the desired outcome for meeting the system’s security Functional Subset Of Technical Verification I1A0-06  |security, compliance and resilience controls. 10
requirements.
[The organization defines, documents, approves, and enforces physical and Mechanisms exist to define, document, approve and enforce access
Access Restrictions for _[l0gical access restrictions associated with changes to the information system. Governing Access restrictions associated with changes to Technology Assets, Applications
M5 IRecords reflecting all such changes shall be generated, reviewed, and retained Functional Intersects With | pocriction for Change. END-03.2  |and/or Services (TAAS). 5
[The organization defines, documents, approves, and enforces physical and Mechanisms exist to enforce configuration restrictions i an effort to restrict
Access Restrictions for _[l0gical access restrictions associated with changes to the information system. Access Restriction For the ability of users to conduct unauthorized changes.
cM-5 [Records reflecting all such changes shall be generated, reviewed, and retained. Functional | Intersects With CHG-04 5
rtomated Access _|TTE Organization employs automated mechanisms to enforce access restrictions rtomated Accoss IMechanisms exist to perform after-the-fact reviews of configuration change
- lto configuration change information an rt auditing of the enforcement ' logs to discover any unauthorized chan
ams(1) Ertorcemeninsdiing [ configuration change nformation and support auditing of the enforceme Functional Subset O Entorcomens | mudiing | CHG:04.1  [logs to discover any unauthorized changes, 10
[The organization: Mechanisms exst to limit operational privileges for implementing changes.
mss) it Production/Operations| Functional SubsetOf | Permissions To Implement | . o0 0
rivileges
[Limits privileges to change information system components and system-related Mechanisms exist to limit operational privileges for implementing changes.
CM-5(5).a [Limit Produf:l‘:)n/operanona\ linformation with in a production or operational environment; anc Functional Subset Of Pevmvssvocn:a‘;(;ér:p\emen( CHG-04.4 10
[Reviews and reevaluates privileges at least quarterly. Mechanisms exist to imit operational privileges for implementing changes.
Ms6)b imit roduction Operation| Functional SubsetOf | Permissions To Implement | . 0. 5
[The organization: Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
cM-6 Configuration Settings Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards. 5
e Configuration Settings |7 Or9anization: Functonal | Intersects with | APProued Configuration | e g, echantams o e documer, asess ik and approve or deny deviations S
[Establishes and documents mandatory configuration settings for information Mechanisms exist to develop, document and maintain secure baseline
ltechnology products employed within the information system using the latest for Technology Assets, Applications and/or Services (TAAS)
M6 Configuration Settings _|secur quidelines listed in Standard 1 that reflect | Functional Subset OF Secure Baseline CFG02  [that are consistent with industry-accepted system hardening standards, 10
[the most restrictive mode consistent with operational requirements; Configurations.
implements the configuration settings; Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline or Technology Assets, Applications and/or Services (TAAS)
cM-6.b Configuration Settings Functional Subset Of Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 10
identifies, documents, and approves any deviations from established Mechanisms exist to document, assess risk and approve o deny deviations
M6.c Configuration Settings _|configuration settings for individual components within the information system Functional Subset Of Approved Configuration | 607 7 |to standardized configurations. 10
lbased on explicit operational requirements; and Deviations
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[Monitors and controls changes to the configuration settings in accordance with [Automated mechanisms exist to govern and report on baseline
lorganizational policies and procedures Automated Central of Technology Assets, Applications and/or Services (TAAS)
cM-6.d Configuration Settings Functional Intersects With | 11 nagement & Verification | ©FG-922  |through Continuous Diagnostics and Mitigation (CDM), or similar 5
technologies.
[Security configuration guidelines may be developed by different federal [Mechanisms exist to allow baseline controls to be specialized or customized
lagencies. Therefore, it is possible that a guideline could include configuration lby applying a defined set of tailoring actions that are specific to:(1) Mission /
information that conflicts with another agency or the organization's guideline. To lbusiness functions;(2) Operational environment;(3) Specific threats or
Iresolve configuration conflicts among multiple security guidelines, the |vulnerabilities; or(4) Other conditions or situations that could affect mission /
cM6s.1 c Settings hierarchy for all security quidelinesis |  Functional Subset OF Baseline Tailoring CFG-02.9  |business success. 10
as follows:
[National Institute of Standards and Technology (NIST [Mechanisms exist to allow baseline controls to be specialized or customized
lby applying a defined set of tailoring actions that are specific to:(1) Mission /
lbusiness functions;(2) Operational environment;(3) Specific threats or
|vulnerabilities; or(4) Other conditions or situations that could affect mission /
CM-615.1.a Configuration Settings Functional Subset OF Baseline Tailoring CFG-02.9  |business success. 10
s [Mechanisms exist to allow baseline controls to be specialized or customized
lby applying a defined set of tailoring actions that are specific to:(1) Mission /
lbusiness functions;(2) Operational environment;(3) Specific threats or
|vulnerabilities; or(4) Other conditions or situations that could affect mission /
CM61S.1D Configuration Settings Functional Subset OF Baseline Tailoring CFG-02.9  |business success. 10
[Defense Information Systems Agency (DISA) [Mechanisms exist to allow baseline controls to be specialized or customized
by applying a defined set of aioring actions that are specificto(1) Mission /
Ibusiness functions;(2) Operational environment;(3) Specific threats
\Vuinerabilies: o(a) Gther conditions or stuations that could afiect mission /
CM-6-1S.1.c Configuration Settings Functional Subset OF Baseline Tailoring CFG-02.9  |business success. 10
(Office of Management and Budget (OMB) [Mechanisms exist to allow baseline controls to be specialized or customized
lby applying a defined set of tailoring actions that are specific to:(1) Mission /
lbusiness functions;(2) Operational environment;(3) Specific threats or
|vulnerabilities; or(4) Other conditions or situations that could affect mission /
CM6S.1.d Configuration Settings Functional Subset OF Baseline Tailoring CFG-02.9  |business success. 10
[ formal government-authored checKIists do not exist, then organizations are [Mechanisms exist to develop, document and maintain secure baseline
lencouraged to use vendor or industry group, such as The Center for Internet Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
CM-6-15.2 Configuration Settings |Security (CIS) checklists. Functional Subset OF Configurations. CFG-02  that are consistent with industry-accepted system hardening standards. 10
[The organization ensures hat cheekits for configuraion setfings are Securey [Mechanisms exist to develop, document and maintain secure baseline
(Content Automation Protocol (SCAP) validated or SCAP compatible (if validated Secure Baseline echnology Assets, Applications andjor Services (TAAS)
CM-6-15.3 Configuration Settings  |checklists are not available}. Functional Subset O Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards, 10
e organization ermploys automated mechanisms to certrally manage, appy. [Fukomated mecharies exit o govern and report n baseline
Automated Central and verify configuration settings for information technology product Automated Central Technology Assets, Applications and/or Services (TAAS)
cM-6(1) Functional | Intersects With | \p. ZCheR s Verification | CFG022  [through Continoons Diagnostics and Mitigation (CDM), or similar s
Application/Verification ftechnologies.
[The organization: [Mechanisms exist to configure systems to provide only essential capabilities
M7 Least Functionality Functional Subset Of Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 10
(Configures the information system to provide only essential capabilities; and [Mechanisms exist to configure systems to provide only essential capabilities
CM-7.a Least Functionality Functional Subset Of Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or 10
services
[PrONIDITS or restricts the use of NgN-Tisk System Services. ports. network [Mechanisms exist to configure systems to provide only essential capabilities
lprotocols. and capabilities (e.q., Telnet FTP. etc.) across network boundaries that lby specifically prohibiting or restricting the use of ports, protocols, and/or
lare not explicitly required for system or application functionality. A list services.
CM-7.b Least Functionality Ispecifically needed system services. ports. and network protocols will be Functional Subset Of Least Functionality CFG-03 10
Imaintained and documented in the applicable security plan; all others will be
disabled.
[The rganization configures the nformation system Lo provide anly cssential [Mechanisms exist to configure systems to provide only essential capabilities
capabilties and specifica ly prohibts or restrctsthe use of the fllowing Iby specifically prohibiting or restricting the use of ports, protocols, and/or
CMTs.1 Least Functonalty _[fanctions port,protocols, andjor services: United St Govern Functional Subset OF Least Functionality CFG.03  [services 10
(Configuration Baseline (USGCB)-defined list of prohibited o Teseted functons
lports, protocols, and/or services.
e organization shall use the Center for Internet Security guidelines {Level Do Mechantsrns exst to develop, documert and maintain secure bas
et et of prohibited or restricted functions, ports, protocols, and) Tor Technology Adsete, Appications andor Services. (TAASJ
CM-7-15.2 Least Functionality lservices or establishes its own list of prohibited or restricted vuncnons, ports, Functional Subset Of Secure Baseline CFG-02 [thatare cons\stent with industry-accepted system hardening standards. 10
lprotocols, and/or services if USGCB is not available. Configurations
[The organization: [Mechanisms exist to periodically review system configurations to identify and
cM-7(1) Periodic Review Functional Subset OF Periodic Review CFG-03.1 |disable unnecessary and/or non-secure functions, ports, protocols and 10
services
[Reviews the information system at least quarterly to identify and eliminate [Mechanisms exist to periodically review system configurations to identify and
cMT(1)a Periodic Review lunnecessary functions, ports, protocols, and/or services; and Functional Subset OF Periodic Review CFG-03.1 |disable unnecessary and/or non-secure functions, ports, protocols and 10
services.
[Disables functions, ports, protocols, and services within the information system [Mechanisms exist to periodically review system configurations to identify and
M) Periodic Review ldeemed to be unnecessary and/or non-secure. Functional Subset Of Periodic Review CFG-03.1 |disable unnecessary and/or non-secure functions, ports, protocols and 10
services
[The information system prevents program execution in accordance with the fist [Automated mechanisms exist to prevent the execution of unauthorized
cM-7(2) Prevent Program Execution [of authorized or unauthorized software programs and rules authorizing the terms | Functional | Intersects With | Prevent Program Execution | SEA-06  [software programs. 5
Jand conditions of software program usage:
[The information system prevents program execution in accordance with the Iist [Mechanisms exist to configure systems to prevent the execution of
™M) Prevent Program Execution 0f authorized or unauthorized software programs and rules authorizing the terms | Functional | Intersects with | Povent Unauthorized CFG-03.2 |unauthorized software programs. 5
Jand conditions of software program usage. Software Execution
[The organization: [Mechanisms exist to expiicitly allow (allowlist / whitelist) and/or block
cM-7(4) Sm‘d{';:}glﬂa'c‘ﬁgmg Functional Subset Of EXD"S:;‘::Q‘;V‘;JSDQ"Y CFG-03.3 |(denylist / blacklist) applications that are authorized to execute on systems. 10
dentifies defined software programs (Gefined in the applicable security plan) not [Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
cM-7(4).a Smlv’v:ﬂm/m(khsmg lauthorized to execute on the information system: Functional Subset Of EXD"U”Y ':gc‘vsn/sﬂeﬂy CFG-03.3 |(denylist / blacklist) applications that are authorized to execute on systems. 10
Unauthorized [Employs an allow-all, deny-by-exception policy to prohibit the execution of Explicity Allow / Deny [Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
- th t the informati t ' list / blacklist) applications that th t t t
cM-7(4)b ot B iking [inaUthorized software programs on the information syster; and Functional Subset OF Apbiicaions CFG-03.3 |(denylist/ blacklist) applications that are authorized to execute on systems. 10
Unauthorized [Reviews and updates the ISt of Unauthorized software programs within every Explicity Allow / Deny [Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
- three hundred sixty-five (365) days. . denylist / blacklist) applications that are authorized to execute on systems.
cM-7(4).c Software/blaciiting u ixty-five (365) day: Functional Subset OF Ayiications CFG-03.3 [idenylist / blacklist) applicati uthoriz xecu % 10
[The organization: [Mechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
ltracking and reporting:(4) Includes organization-defined information deemed
Information System Inecessary to achieve effective property accountability: and(5) Is available for
cug Component Inentory Functional Subset Of Asset Inventories AST-02 review and audit by designated organizational personnel 10
[The organization: [Mechanisms exist to estabiish and maintain an authoritative source and
formation Syst < ¢ buplcati repository to provide a trusted source and accountability for approved and
- nformation System ‘omponent Duplication , implemented system components that prevents assets from being duplicated|
cM-8 Component Inentory Functional | Intersects With Mvoldante AsT-02.3  [mplemented system comy P 9 dupl 5
[Develops and documents an inventory of information system components that [Mechanisms exist to perform inventories of Technology Assets, Applications,
services andjor Data (TAASD) that:(1) Accurately reflcts the current TAASD
(2) Identifies authorized software products, including business
| tification detaile/(3) 15 at she level of granulrity deemed neceseary for
ltracking and reporting;(4) Includes organization-defined information deemed
Information System Inecessary to achieve effective property accountability; and(5) Is available for
M-8 Component Inventory Functional Subset Of Assat Inventories AST-02 review and audit by designated organizational personnel 10
[Accurately reflects the current information system; [Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
in use;(2) Identifies authorized software products, including business
lustfication detil(3)Is a the level of ranlarity deemed necessary for
ltracking and reporting;(4) Includes organization-defined information deer
Information System nccessary to achicve effective property accountabilty: and(5) s svailable or
cM-8.a.l Component Iwye"my Functional Subset Of Asset Inventories AST-02  |review and audit by designated organizational personnel 10
lIncludes all components within the authorization boundary of the information Mechanisms exist to perform inventories of Technology Assets, Applications,
system; [Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
in use; (2) Identifies authorized software products, including business
ljustification details;(3) Is at the level of granularity deemed necessary for
iracking and reporting(4) Includes organizatiordefined information dee
Information System Inecessary to achieve effective property accountability; and(5) Is available or
cM-8.a.2 Component Inventory Functional Subset OF Asset Inventories AST-02 |review and audit by designated organizational personnel 10
s at the level of granularity deemed necessary for tracking and reporting ; and [Mechanisms exist to perform inventories of Technology Assets, Appiications,
Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
in use; (2) Identifies authorized software products, including business
ljustification details;(3) Is at the level of granularity deemed necessary for
tracking and reporting;(4) Includes organization-defined information deemed
Information System Inecessary to achieve effective property accountability: and(5) Is available for
cM-8.a3 Component Injenmy Functional Subset Of Asset Inventories AST-02 |review and audit by designated organizational personnel 10
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Includes: organization-defined information deemed necessary to achieve IMechanisms exist to perform inventories of Technology Assets, Applications,
leffective property accountability, which may include hardware inventory Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
lspecifications (e.g., manufacturer, type, model, serial number, and physical in use;(2) Identifies authorized software products, including business
location), software license information, information system/component owner, ljustification details;(3) Is at the level of granularity deemed necessary for
land for a networked component/device, the machine name and network address. racking and reporting(4) Includes organization-defined information deemed
A Information System Functions! Subset of psset Inventor ast0p  |ecessary to achieve effective property accountabilty; and(5) Is available for ©
a Companent Inventory unctiona ubset sset Inventories review and audit by designated organizational personnel
[Reviews and updates the information system component inventory no less than [Mechanisms exist to perform inventories of Technology Assets, Appiica
levery three hundred sixty-five (365) days, or per CM-8 (1) and/or CM-8 (2), as Seruices andjor Data (TAAGD) that(1) Accurately refiots the cunrent TAASD
lapplicable. in use;(2) Identifies authorized software products, including business
ljustification details;(3) Is at the level of granularity deemed necessary for
tracking and reporting;(4) Includes organization-defined information deemed
Information System Inecessary to achieve effective property accountability; and(5) Is available for
cM-8.b Component Inventory Functional Subset Of Asset Inventories AST-02 review and audit by designated organizational personnel 10
[The organization defines information deemed necessary to achieve effective [Mechanisms exist to perform inventories of Technology Assets, Applications,
lproperty accountability. [Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
in use;(2) Identifies authorized software products, including business
ljustification details;(3) Is at the level of granularity deemed necessary for
ltracking and reporting;(4) Includes organization-defined information deemed
Information System Inecessary to achieve effective property accountability; and(5) Is available for
CM-8-15.1 Component Invyemw Functional Subset Of Asset Inventories AST-02  |review and audit by designated organizational personnel 10
[The organization establishes, maintains, and updates, within every three [Mechanisms exist to perform inventories of Technology Assets, Applications,
lhundred sixty-five (365) days, an inventory that contains a listing of all programs Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
land information systems identified as collecting, using, maintaining, or sharing in use; (2) Identifies authorized software products, including business
lpersonally identifiable information (Pl). ljustification details;(3) Is at the level of granularity deemed necessary for
ltracking and reporting; (4) Includes organization-defined information deemed
Information System Inecessary to achieve effective property accountability; and(5) Is available for
cM-81s.2 Componentimiartory Functional Subset OF Asset Inventories AST-02 |review and audit by designated organizational personnel 10
[The organization updates the inventory of Information system Components as an " [Mechanisms exist to update asset inventories as part of component
cm8(1) pdates During integral part of component installations, removals, and information system Functional Subsetof |UPdates During AST-02.1 removals and asset upgrades. 10
Installations/Removals  |dares. Removals
[The organization: [Automated mechanisms exist to detect and alert upon the detection of
cM-8(3) A‘Eﬁfr;“:éﬁg o horzed Functional Subset Of A‘é‘;:y"g;ig;{"g:{:;"g:“ AST-02.2 |unauthorized hardware, software and firmware components. 10
[The organization: [Mechanisms exist to generate an alert when new software is detected.
Automated Unauthorized 9 9
cM-8(3) Component Detection Functional | Intersects With | Software Installation Alerts | END-03.1 5
[The organization: [Mechanisms exist to configure systems to generate an alert when the
M83) ““c‘;m“;;:gn“l";::;;:z:d Functional | Intersects witn | Unautherized Instal CFG-05.1 |unauthorized installation of software is detected. 5
N [Employs automated mechanisms to scan the network no 1ess than weekly to [Rutomated mechanisms exist to detect and alert upon the detection of
cM8(3).a Automated Unauthorized getect the presence of unauthorized hardware, software, and firmware Functional Subsetof | Automated Unauthorized | sqro5 5 |unauthorized hardware, software and firmware components. 10
Component Detection  |components within the information system; and Component Detection
[Takes the following actions when are detected [Automated mechanisms exist to detect and alert upon the detection of
Automated Unauthorized |disables network access by such components/devices and notifies defined Automated Unauthorized lunauthorized hardware, software and firmware components.
CM-8(3).b Component Detection  |[Personnel or roles (defined in the applicable security plan). Functional Subset Of Component Detection AST-02.2 10
N ina shared computing faciity, the Service Provider: [Automated mechanisms exist to detect and alert upon the detection of
cM-8(3)15 A nant oot Functional Subsetor | Automated unauthorized | 5075 funauthorized hardware, software and firmware components. 10
[Employs automated mechanisms to scan continuously, using automated [Automated mechanisms exist to detect and alert upon the detection of
Automated Unauthorized |mechanisms with a maximum (5) five-minute delay in detection to detect the Automated Unauthorized lunauthorized hardware, software and firmware components.
CM-8(3)-15.1 Component Detection  [addition of unauthorized components/devices into the information system; and Functional Subset Of Component Detection AST-02.2 10
N [Disables network access by such components/devices or nofifies designated [Automated mechanisms exist to detect and alert upon the detection of
CM-8(3)-15.2 A‘E‘:{';‘:é::ﬂ‘{";:é&:g:" lorganizational officials. Functional Subset OF “‘é‘?,?:éii,:{"é:{!&flfﬁ" AST-02.2  |unauthorized hardware, software and firmware components. 10
[The Verifies that all boundary [Mechanisms exist to establish and maintain an authoritative source and
Mo Duplicate Accounting of |2 (1€ information system are not duplicated in i other mformation system < ¢ buplcati repository to provide a trusted source and accountability for approved and
o Duplicate Accounting of |component inventories. omponent Duplication implemented system components that prevents assets from being duplicated|
cM-8(5 P Functional Subset OF AST-02.3  [Impl y: P P g dupl 10
) omponents unet . Avoidance in other asset inventories.
Configuration Management [T arganization develops, documents, and implements 3 configuration Configuration Management [Mechanisms exist to facilitate the implementation of configuration
-9 Plan plan for the information system that: Functional Subset OF creo1 controls. 10
Configuration Management [The organization develops, documents, and implements a configuration Stakeholder Notification of [Mechanisms exist to ensure stakeholders are made aware of and understand
cm-9 Plan lan for the information system that: Functional | Intersects With Changes CHG-05 e impact of proposed changes 5
moa Configuraton Management {Gdresses e and processesand | oo Subsetor | Coniauration Management | cp gy [Mechanisms exist fo facltate the implementaton of coniguration o
[Estabiishes a process for [dentifying configuration items throughout the system [Mechanisms exist to facilitate the implementation of configuration
cM-9.b Configuration Management |eyelopment life cycle and for managing the configuration of the configuration Functional Subset Of CFG-01 controls. 10
Plan tomes Program
= - - -
moc on Pefines the configuration Rems for The inforrmation system and places the Functional Subsetor | Coniuration Management | cp gy [Mechanisms exit fo facltate the implementation of coniguration o
=
o on Protects the plan from disclosure and Functional Subsetor | Coniguration Management | cp gy [Mechanisms exis fo facltate the implementaton of coniguration 0
cm-10 Software Usage Restrictions|| " °"9anization: Functional Subset Of | Software Usage Restrictions|  CFG-04 [3eSh@TeITS @X1o 10 enlorce software usage festctions to comply with 10
ioa Software Usage Restrictions |Locs sorar 210 3550Cated documentaton h accordance Wi contact Functional | Subser Of _|software Usage Restrctions| | CFG04 | SEpanae eXSt o enfrce softare usage festrctions to comply i 10
cM10b Software Usage Restrictions|| 2eke o oo o0 el 216 ssociated documentation protected by auantty [ ¢ nctional Subset Of | Software Usage Restrictions|  CFG-04 s eTIaMS @it to enforce softwere sage restictions to comply with 10
[Controls and documents the use of peer-to-peer file sharing technology to ensure| [Mechanisms exist to enforce software usage restrictions to comply with
tha this capabiity i not s for the unauthorized cstribution, isply. lapplicable contract agreements and copyright laws.
cM10c Software Usage or Functional Subset Of |Software Usage Restrictions| ~ CFG-04 10
100 Open Source Sotware | Souizaon e=tableh s eSITCHons O e Use ofopen source software Functional Subset Of Open Source Software | CFG-04.1|TICTanISmS eXIst to Stablish parametersfor the secure use of open source o
cM-10(1).2 Open Source Software  |°¢ €921 ficensed: Functional Subset Of Open Source Software | CFG-04.1 |[nechanisms exist to establish parameters for the secure use of open source 10
VT Open Source Software _|PPTOved by the agency information technology department; and Functional Subset Of Open Source Software | CFG-04.1 |/IanISIS €XIst o establish parameters for he secure use of open source o
mt00c Open Source Software [10nere 28 SECUTe Canguration baseine checkIstfom the U's. GOVErmentor | o —— Open Source Software | CrG-04.1 |/ ISChamSM XS o GStablh parameters for the Secure use o open source o
[The organization: oronibf Instatiation Without [Automated mechanisms exist to prohibit software installations Without
cM11 User-Installed Software Functional | Intersects with | "M pE HEC S e 0t END-03  fexplicity assigned privileged status. 5
11 User-nstalled Software |/ °r9anization Functional Subset Of User-Installed Software CFG-05  [[jechanisms exist to restrict the ability of non-privileged users to install 10
its Usernstalled Software [CCLZEVSNES Grganzton-deMned paicies Govering the Tstalation of SrOWare BY| —uncionay Subset Of eermetatied Software Cro05 |[iechantsms oxist f resict the abilty of norprivleged users o nstal o
iio User-matatied Software _|ENTOres software istallation poficies through organization-defined methods; and| ¢ p—— Geerimetatied Software Cra05 [ iechartsms oxist o restict the sbilty o nor-privileged users o nstal o
e User-mstalled Software _|MOTtors policy compliance at organization-defined frequency. Functionat Subset Of Userimatalied Software CFo.05 | Mechanisms exist to restrict the ability of non-privileged users to install o
16 Contingency Planning (cp) [V/A Functional | No Relationship N/A NA  |NA 0 [oer =R EE @]
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to review the Security, Compliance & Resilience Program
ersonnel, and reviews and updates (as necessary), within every three hundred Periodic Review & Update of| I(SCRP), including policies, standards and procedures, at planned intervals or
¢ Contingency Planning Policy [P P ) Ty 9 p P l
Pl 'and Procedures sixty-five (365) days Functional | Intersects With | Security, Compliance & GOV-03 i significant changes occur to ensure their continuing suitability, adequacy 5
Resilience Program land effectiveness.
e organatin Coveops, docu e and CEserates o sopicarle [Mechanisms exist (o faclltate the implementation of contingency planning
ersonnel, and reviews and updates (as necessary), within every three hundred Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
Pl Contingency Planning Policy| S\xty five (365) days: Functional Subset OF Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
and Procedures (Continuity & Disaster Recovery (BC/DR) playbooks).
[The organization develops, documents, and disseminates to appiicable Pubiening Securt [Mechanisms exist to estabilsh, maintain and disseminate policies, standards
ersonnel, and reviews and updates (as necessary), within every three hundred ublishing Security, land procedures necessary for secure, compliant and resilient capabilties.
cP1 o i Policy v fve (365) daye: pates ( ) o Functional | Intersects With | Compliance & Resilience |  GOV-02 P 4 P P 5
Documentation
[A formal . documented contingency planning policy that addresses purpose, Pubishing Securty
Contingency Planning Policy [5cope, roles, responsibilities, management commitment, coordination among ; ity IMechanisms exist to establish, maintain and disseminate policies, standards
CPla nd Procedures lorganizational entities, and compliance; and Functional SubsetOf | Compiance & Resiience | GOV02 land procedures necessary for secure, compliant and resilient capabilities. 10
—Formal, documented procedures to facilitate the implementation of the [Mechanisms exist to identify and document Standardized Operatin
cp-Lb Contingency Planning Policy contingency planning pol icy and associated contingency planning controls. Functional Subsetof | Standardized Operating | pg 913 |procedures (SOP), or similar documentation, to enable the proper execution 10
rocedures Procedures (SOP)
Jof day-to-day / assigned tasks.
[The organization: [Mechanisms exist to faclltate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
2 Contingency plan Functional | SubsetOf |  Management Syétem |  BCD01  [Services (TAAS) (e.g. Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
[The organization: [Mechanisms exist for process owners to establish and maintain formal
Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure information
cp-2 Contingency Plan Functional | Intersects With | Disaster Recovery (BC/DR) | BCD-01.7 [iS detailed enough, accurate and representative of current operations in 5
Plans lorder to sustain and/or restore operations under adverse conditions.
[The organization: o cont Mechanfsms exist o update contingency plans due to changes affecting:(1)
P2 Contingency Plan Functional | Intersects With ngoing Contingency BCD-06  [People (e.g., personnel changes);(2) Processes (e.g., new, alt 5
nning business practices, including third-party serv\ces)G?
Pevelops 3 contingency plan for e information system n sccordance with NIST [Mechanisms exist for process owners to establish and maintain formal
ISP 800-34 that: Business Continuity & [Business Continuity & Disaster Recovery (BC/DR) plans to ensure information
cP2a Contingency Plan Functional | Intersects With | Disaster Recovery (BC/DR) | BCD-01.7  [iS detailed enough, accurate and representative of current operations in 5
Plans lorder to sustain and/or restore operations under adverse conditions.
identifies essential organizational missions and business functions and [Mechanisms exist o faclitate the implementation of contingency planning
Jassociated contingency requirements; Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
P2.a1 Contingency Plan Functional Subset OF Management System BCD-01  [Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
BCMS) (Continuity & Disaster Recovery (BC/DR) playbooks).
[Provides recovery objectives, restoration priorities, and metrics; [Mechanisms exist to faclltate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
r202 Contingency plan Functional | SubsetOf |  Management Syétem |  BCD01  [Services (TAAS) (e.g. Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
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[addresses contingency roles, responsibilities, assigned individuals with contact [Mechanisms exist to facilitate the implementation of contingency planning
information; Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
cP2.a3 Contingency Plan Functional Subset Of Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
[Addresses maintaining essential organizational missions and business functions [Mechanisms exist o faclltate the implementation of contingency planning
despite an information system disruption, compromise, or failure; Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
P2.04 Contingency Plan Functional Subset OF Management System BCD-01  [services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
BCMS) (Continuity & Disaster Recovery (BC/DR) playbooks).
[Addresses eventual, full information system restoration without deterioration of [Mechanisms exist to facilitate the implementation of contingency planning
lthe security safeguards original ly planned and implemented; and Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
P25 Contingency Plan Functional Subset Of Management System BCD.01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
s reviewed and approved by designated officials within the organization; [Mechanisms exist to facilltate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
cP2.06 Contingency Plan Functional Subset OF Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
[Distributes copies of the contingency plan to the Information System Security [Mechanisms exist to faclitate the implementation of contingency planning
icer, Business Owner, Contingency Plan Coordinator, CMS, and other Business Continity lcontrols to help ensure resilient Technology Assets, Applications and/or
cP2b Contingency Plan  |stakeholders identified within the contingency plan: Functional Subset OF Management System BCD-01  [Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
[Coordinates contingency planning activities with incident handling activities; [Mechanisms exist to facilitate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
CP-2.c Contingency Plan Functional Subset Of Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
[Reviews the contingency pian for the information system within every three [Mechanisms exist to facilitate the implementation of contingency planning
lhundred sixty-five (365) days: Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
cP2d Contingency Plan Functional Subset Of Management System BCD-01  [services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
[Updates the contingency plan to address changes to the organization, [Mechanisms exist o faciitate the implementation of contingency planning
information system, or environment of operation and problems encountered Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
cP2e Contingency Plan  [during contingency plan implementation, execution, or testing; Functional Subset OF Management System BCD-01  [Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
[Updates the contingency plan to address changes to the organization, [Mechanisms exist to update contingency plans due to changes affecting:(1)
information system, or environment of operation and problems encountered lPeople (e.g., personnel changes);(2) Processes (e.g., new, altered or
lduring contingency plan implementation, execution, or testing; business practices, including third-party services)(3)
[Technologies (e.g., new, altered or decommissioned technologies);(4) Data
(e.g., changes to data flows and/or data repositories);(5) Facilties (e.q., new,
altered or decommissioned physical infrastructure); and/or(6) Feedback from
cP2e Contingency Plan Functional Subset Of Ongoing f\‘:"“ég‘ge"‘y BCD-06  |contingency pian testing actiities. 10
[Communicates contingency plan changes o key contingency personnel and [Mechanisms exist o faclitate the implementation of contingency planning
lorganizational elements identified above; and Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
cpaf Contingency Plan Functional Subset Of Management System BCD-01  [services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
[Protects the contingency plan from Unauthorized disclosure and modification. [Mechanisms exist to facilitate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
cP2.g Contingency Plan Functional Subset OF Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(BCMS) (Continuity & Disaster Recovery (BC/DR) playbooks).
[The system owner defines a Iist of key contingency personnel (identified by [Mechanisms exist to facilitate the implementation of contingency planning
Iname and/or by role) and organizational elements for distribution and receipt of Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
CP215.1 Contingency Plan _[the contingency plan and any contingency plan changes. The contingency list Functional Subset OF Management System BCD-01  [Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
includes designated CMS personnel. (BCMS) (Continuity & Disaster Recovery (BC/DR) playbooks).
Coordinate with Related |The organization coordinates contingency plan development with organizational Coordinate with Related IMechanisms exist to coordinate contingency plan development with internal
CP-2(1) Plans lelements responsible for related plans Functional Subset OF Plans BCD-0L1 |31y external elements responsible for related plans 10
[The organization conducts capacity planning to ensure the necessary capacity IMechanisms exist to conduct capacity planning so that necessary capacity
CP-2(2) Capacity Planning [for information processing, telecommunications, and environmental support Functional Subset Of Capacity Planning CAP-03  |for information processing, telecommunications and environmental support 10
lduring contingency operations. will exist during contingency operations.
esume Essential |1 ordanization plans for the resumplion of essenta) missions an business Resume All Missions & IMechanisms exist to resume all missions and business functions within
- nctions within the approved Maximum Tolerable Downtime (MTD), determined .
cP23) Missions/Business Functions b‘; e P o oietopie Downtime (MTD), determine Functional | Intersects With Business Functions BCD-02:1 lgacovery Time Objectives (RTOs) of the contingency plan’s activation. s
e organization [dentifies critical information system assets supporting essential IMechanisms exist to identify and document the critical Technology Assets,
CP-2(8) Identify Critical Assets "“55‘0"5 and business functions. Functional Subset Of Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions 10
land business functions.
[The organization provides contingency training to operational and support [Mechanisms exist to adequately train contingency personnel and applicable
cP3 Contingency Training  |personnel (including managers and information system users) consistent with Functional Subset OF Contingency Training BCD-03  [stakeholders in their contingency roles and responsibilities. 10
lassigned roles and responsibilties:
[Within ninety (90) days of assuming a contingency role or responsibility; [Mechanisms exist to adequately train contingency personnel and applicable
cp3a Contingency Training Functional Subset Of Contingency Training BCD-03  [stakeholders in their contingency roles and responsibilities. 10
[When required by information system changes; and
IMechanisms exist to adequately train contingency personnel and applicable
P30 Contingency Training Functional Subset OF Contingency Training BCD-03 | iare i their comtingency roles and rasponsioiiies 10
[Within every three hundred sixty-five (365 days thereafter. [Mechanisms exist to adequately train contingency personnel and applicable
cP3c Contingency Training Functional Subset OF Contingency Training BCD-03  [stakeholders in their contingency roles and responsibilities. 10
[The organization: Contingency Plan Root Mechanisrns exst o conduct > Root Cause Analysis (RCA) and "essons
cP-a Contingency Plan Testing Functional Intersects With | Cause Analysis (RCA) & BCD-05 [earned” ity every time the contingency plan is activated. 5
Lessons Learned
[The organization: cont o Testing & echarisms exist o conduct tests andjo exercises o evaluate the
cPa Contingency Plan Testing Functional Subsetof | Contingency Plan Testing BCD-04 readiness to execute 10
rclses lthe plan
[Tests the contingency pian for the information system within every three Wecharfsms exst o canduct Tests sndjor exercscs to cvaluate T
lhundred sixty-five (365) days using functional exercises to determine the Contingency Plan Testing & plar readiness to execute
CP-da Contingency Plan Testing |effectiveness of the plan and the organizational readiness to execute the plan; Functional Subset Of 9 Exﬁmses 9 BCD-04  the plan. 10
[Reviews the contingency plan test results; and [Mechanisms exist to conduct tests and/or exercises to evaluate the
cP-ab Contingency Plan Testing Functional Subsetof | Contingency Plan Testing & | gcp.4  fcontingency plan's effectiveness and the organization's readiness to execute 10
initiates corrective actions, I needed ot an Testing & [Mechanisms exist to conduct tests andjor exercises (o evaluate the
cpac Contingency Plan Testing Functional Subsetof | CONHINGERSy AR Testing BCD-04 ol ff " readiness to execute 10
rcises the plan.
USt produce an after-action report to IMprove existing processes, procedures, [Mechanisms exist to conduct tests and/or exercises to evaluate the
CP-a-1s.1 Contingency Plan Testing and policies. Functional Subset OF CO"""QEVE%F’Z‘EZSTSS“"Q &|  Bcp-oa  |contingency plan's effectiveness and the organization's readiness to execute 10
l
Coordinate with Related |The organization coordinates contingency plan testing with organizational Coordinated Testing with Mechanisins exist to Coordinate contingency lan testing with internal and
cP-a(1) Plans lelements responsible for related plans. Functional Subset Of Related Plans BCD-04.1 o, ternal elements responsible for related pla 10
[The organization: [Mechanisms exist to estabiish an alternate Slarage Site that includes both the|
CP-6 Alternate Storage Site Functional Subset Of Alternate Storage Site BCD-08  [assets and necessary BQTEE"’E"(S to permit the storage and recovery of 10
system backup informatior
[Establishes an alternate storage site as well as the necessary agreements to [Mechanisms exist to establish an alternate storage site that includes both the|
cP6a Alternate Storage Site [permit the storage and retrieval of information system backup information; and |  Functional Subset OF Alternate Storage Site BCD-08  [assets and necessary agreements to permit the storage and recovery of 10
system backup information.
[Ensures That e alternate storage Sie provides information security safeguards exist to establish an alternate storage site that includes both the|
cp6b Alternate Storage Site  [equivalent to that of the primary s Functional Subset OF Alternate Storage Site BCD-08  [assets and necessary agreements to permit the storage and recovery of 10
system backup information.
[The organization identifies an alternate storage site that is separated from the [Mechanisms exist to separate the alternate storage site from the primary
cP-6(1) Separation from Primary - |orimary storage site to reduce susceptibilty to the same threats Functional Subserof | SeParation fOMPrImary | gep.og.1 |storage site to reduce susceptibilty to similar threats. 10
[The organization identifies potential accessibility problems to the alternate [Mechanisms exist to identify and mitigate potential accessibility problems to
CP-6(3) Accessibility Istorage site in the event of an area-wide disruption or disaster and outlines Functional Subset Of Primary Storage Site BCD-08.2 [the alternate storage sites in the event of an area-wide disruption or disaster. 10
lexplicit mitigation actions Accessibility
[The organization: [Mechanisms exist to establish an alternate processing site that provides
cp7 Alternate Processing Site Functional SubsetOf | Altemate Processing Site | BCD-09  [(et i e BT T2 BEah o o nat of the primary site 10
[Establishes an alternate processing site as well as the necessary agreements to [Mechanisms exist to estabiish an alternate processing site that provides
lpermit the transfer and resumption of information system operations for security measures equivalent to that of the primary site.
cP-7a Alternate Processing Site [essential missions/business functions within the time period specified in Functional Subset Of Alternate Processing Site BCD-09 10
Implementation Standard 1 when the primary processing capabil ities are
lunavailable;
[Ensures that equipment and supplies required to transfer and resume operations
Jare available at the alternate processing site or contracts are in place to support IMechanisms exist to establish an alternate processng e that provides
cP-T.b Alternate Processing Site |delivery to the site within the organizationdefined time period for Functional Subset Of Alternate Processing Site BCD-09 | measures equivalent to that of the o 10
transfer/resumption; an
[Ensures that the alternate processing site provides information security [Mechanisms exist to estabiish an alternate processg ot that pro
cprc Alternate Processing Site  |3taq2ds equalent to those of the primary site Functional SubsetOf | Alternate Processing Site | BCD-09  |(et B 0e e 2T 10 HEn N S mat of the primary s 10
[Ensure all equipment and supplies required for resuming system operations at [Mechanisms exist to estabiish an alternate pm(essmg Site that provides
lthe alternate processing site are available, or contracts are in place to support security measures equivalent to that of the primary site.
delivery to the site, to permit resumption of essential missions and business
CP-715.1 Alternate Processing Site _[functions within a resumption time period consistent with the recovery time Functional Subset Of | Alternate Processing Site | BCD-09 10
lobjectives defined by the business owner in the contingency plan
Separation from Primary [[11e,0r2n122ton dentifies an alternate processing eie that s separated from the Separation from Primary IMechanisms exist to separate the alternate processing site from the primary
% rimary processing site to reduce susceptibility to the same threats .
-1 Site pprimary P 9 pbility Functional Subset Of Processing Site BED-09:1 Jorocessing site to reduce susceptibilty to similar threats. 10
[The organization identifies potential accessibility problems to the alternate Mechanfsrs exst to Gentity and mligate potential accessibity problems to
cP-7(2) Accessibility lprocessing site in the event of an areawide disruption or disaster and outlines Functional Subset OF Alternate Processing Site | gn g5 the alternate processing sites and possible mitigation actions, ent of 10
lexplicit mitigation actions. Accessibility lan area-wide disruption or disaster.
[The organization develops alternate processing site agreements that contain
priority.of service provisions in accordance with the organizational avalability Aternate Site Priority of Mechanisms exist to address priority-of-service provisions in alternate
cP7(3) Priority of Service  [Faquiraments (including recovery time objectives) Functional Subset Of Pl BCD-09.3 |processing and storage sites that support availability requirements, including 10
ecovery Time Objectives (RTOs)
[The organization estabiishes alternate telecommunications services as well as
lthe necessary agreements to permit the resumption of information system
loperations for essential organizational missions and business functions within the
. Telecommunications  |resumption time period specified in Implementation Standard 1 when the Functional Subset OF Telecommunications 8Cp-10  |Mechanisms exist to reduce the likelihood of a single point of failure with 10
lprimary telecommunications capabilities are unavailable at either the primary or Services Availability lprimary telecommunications services.
alternate processing or storage sites.
[Ensure alternate Service Level SLA) are in
Paisa Telecommunications  |Jie UCT Cecumption of system Recovery Time Objectives (RTO) and Functional subset O Telecommunications Cp-10  [Mechanisms exist to reduce the likelihood of a single point of failure with 10
lbusiness function Maximum Tolerable Downtimes (MTD} Services Availability fprimary telecommunications services.
Telecommunications |15, 3/stem owner defines a resumption time period consistent with the RTOs Telecommunicati IMechanisms exist to reduce the likelihood of a single point of failure with
8. nd business impact analysis. The time period is approved an ted by th .
CP-8ISb e ond business Impact analysis. The time period is approved and accepted by the | - Functional Subset OF Semvices Avaiiabinty BCD-10 [ ecommunications services. 10
A IMechanisms exist to formalize primary and alternate telecommunications
cp8(1) Priority of Service Provisions Functional Subsetof  |Telecommunications Priority|  pcp10.1  fservice agreements contain priority-of-service provisions that support 10
availability requirements, including Recovery Time Objectives (RTOs).
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[Develops primary and alternate telecommunications service agreements that
lcontain priority-of-service provisions in accordance with organizational ITelecommunications Priority| [Mechanisms exist to formalize primary and alternate telecommunications
cpg().a Priority of Service Provisions|ayailability requirements (including recovery time objectives); and Functional Subset OF e praeione BCD-10.1  [service agreements contain priority-of-service provisions that support 10
lavailability requirements, including Recovery Time Objectives (RTOs).
[Requests Telecommunications Service Priority for all telecommunications -
services used for national security emergency preparedness in the event that the, ITelecommunications Priority| [Mechanisms exist to formalize primary and alterate telecommunications
cP-8(1)b Priority of Service P b and/or alternate dervices are provided by a common|  Functional Subset Of e B re BCD-10.1 [service agreements contain priority-of-service provisions that support 10
lcarrier. sl lavailability requirements, including Recovery Time Objectives (RTOS).
potains alernate s L0 reduce e Telecommunications IMechanisms exist to reduce the likelihood of a single point of failure with
- i hke\lhuud of sharing a single point of failure with primary telecommunications - i i
cP-8(2) Single Points of Faiure ikelihoo g a single p primary Functional | Intersects With | (el COmMunealione D10 [ e ounications services 5
[The organization: Mechanisrs exist to crate recurting backups of ata, softvare andfor
lsystem images, as well as verify the integrity of these backups, to ensure the
P9 Information System Backup Functional Subset Of Data Backups BCD-11  [avaiabilty of the data to satisfy Recovery Time Objectives (R705)and 10
Recovery Point Objectives (RPOs).
Conduct Backiups of userTevel nformation contaned s he nformation ystem Wecharisrns exist to create recuring backups o cata, sotware andfor
in accordance with the frequency specified in Implementation Standard 1 system images, as well as verify the integrity of these backups, to ensure the
cP9.a Information System Backup Functional Subset OF Data Backups BCD-11  [3Vailabilty of the data to satisfy Recovery Time Objectives (RTOs) and 10
IRecovery Point Objectives (RPOS).
[Conducts backups of system-level information contained in the information [Mechanisms exist to create recurring backups of data, software and/or
system in accordance with the frequency specified in Implementation Standard system images, as well as verify the integrity of these backups, to ensure the
cP9.b Information System Backup|7; Functional Subset OF Data Backups BCD-11  [3Uailability of the data to satisfy Recovery Time Objectives (RTOS) and 10
IRecovery Point Objectives (RPOS).
[Conducts backups of information system documentation, including secu rity- [Mechanisms exist to create recurring backups of data, software andjor
related documentation, other forms of data, and paper records, within the lsystem images, as well as verify the integrity of these backups, to ensure the
cP9.c Information System Backup |frequency defined in the applicable security plan, consistent with recovery time Functional Subset Of Data Backups BCD-11  availability of the data to satisfy Recovery Time Objectives (RTOs) and 10
[and recovery point objectives; and [Recovery Point Objectives (RPOS).
[Protects the confidentiality, integrity, and availability of backup information at Mechanisrs exist to crate recurting backups of ata, sofvare andfor
storage locations lsystem images, as well as verify the integrity of these backups, to ensure the
cPo.d Information System Backup Functional Subset Of Data Backups BCD-11  [avaiabilty of the data to satisfy Recovery Time Objectives (RT05)and 10
Recovery Point Objectives (RPOs).
rform full backups weekly to separate media. Perform incremental or Wecharisrns exist to create recuring backups of cata, sofware andfor
dlfferentva\ backups daily to separate media. Backups to include user-level and Isystem images, as well as verify the integrity of these backups, to ensure the
ystem-level information (including system state information). Three (3) ovaiabilty of the data to satisfy Recovery Time Objectives (RT0s) and
cP9Is1 Information System Backup generatmns of backups (full as well as all related incremental or differential Functional Subset Of Data Backups BCD-11  |Recovery Point Objectives (RPOS). 10
ackups) are stored off site. Off-site and on-site backups must be logged with
Iname, date, time and action.
[Ensure that a current, retrievable, copy of Personally Identifiable Information (P [Mechanisms exist to create recurring backups of data, software and/or
s available before movement of servers. lsystem images, as well as verify the integrity of these backups, to ensure the
CP-9-15.2 Information System Backup Functional Subset Of Data Backups BCD-11  availability of the data to satisfy Recovery Time Objectives (RTOs) and 10
IRecovery Point Objectives (RPOS).
(Cloud environments) The system owner shall determine what elements of the [Mechanisms exist to create recurring backups of data, software andjor
lcloud environment require the Information System Backup control. system images, as well as verify the integrity of these backups, to ensure the
CP-9-153 Information System Backup Functional Subset Of Data Backups BCD-11  |3Vailability of the data to satisfy Recovery Time Objectives (RTOs) and 10
[Recovery Point Objectives (RPOS).
(Cloud environments) The system owner determines how Information System [Mechanisms exist to create recurring backups of data, software and/or
[Backup will be verified and the appropriate periodicity of the check. lsystem images, as well as verify the integrity of these backups, to ensure the
cPoIs.a Information System Backup Functional Subset OF Data Backups BCD-11  [3{ailability of the data to satisfy Recovery Time Objectives (RTOS) and 10
[Recovery Point Objectives (RPOs).
- [The organization tests backup information following each backup to verify media Testing for Reliabilty & [Mechanisms exist to routinely test backups that veriry the refiability of the
X reliability and information integrity. i . lbackup process, as well as the integrity and availabilty of the data.
cP-9(1) Reliabimyntearity y grity. Functional Subset OF e BCD-11.1 P p grity y 10
Testing for [The organization tests backup information at least annually. Testing for Reliabilty & Wecharisrs exst to routinely est backups that veriy Ehe labily of the
-9(1)- i . lbackup process, as well as the integrity and availabilty of the dat:
CP-9(1)}15.1 Reliabiltyfintegrity Functional Subset OF Integrity BCD-11.1 P p grity y 10
[The organization provides for the recovery and reconsfitution of the information Technology Assets, [Mechanisms exist to ensure the secure recovery and reconstitution of
Information System lsystem to a known state after a disruption, compromise, or failure. Recovery of Applications and/or Services| [Technology Assets, Applications and/or Services (TAAS) to a known state
cpP-10 lthe information system after a failure or other contingency shall be done in a Functional Subset Of (TAAS) Recovery & BCD-12  |after a disruption, compromise or failure. 10
Reconsuton trusted, secure, and verifiable manner. Reconstitution
[The organization provides for the recovery and reconstitution of the information [Mechanisms exist to faclitate the implementation of contingency planning
Information System _[5YStem to a known state after a disruption, compromise, or failure. Recovery of Business Continity lcontrols to help ensure resilient Technology Assets, Applications and/or
P10 Recovery and lthe information system after a failure or other contingency shall be done in a Functional | Intersects With | Management System BCD-01  [Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 5
Reconstitution ltrusted, secure, and verifiable manner. (Continuity & Disaster Recovery (BC/DR) playbooks).
[The organization provides for the recovery and reconstitution of the information [Mechanisms exist to faciltate recovery operations in accordance with
Information System  |system to a known state after a disruption, compromise, o failure. Recovery of ecovery Time / Point Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS).
P10 Recovery and lthe information system after a failure or other contingency shall be done in a Functional | Intersects With | gpjectives (RTO /RPO) | BCP-014 s
Reconstitution trusted, secure, and verifiable manner.
Information System [Secure mfurmamn System recovery and reconstitution includes, but is not TECTINGiy eLs, [Mechanisms exist to ensure the secure recovery and reconstitution of
CP-10-15.1 Recovery and limited t Functional Subset Of AW"?’;:S”S;”‘”” Seg‘"ces BCD-12  [Technology Assets, Applications andjor Services (TAAS) to a known state 10
( ) Recovery lafter a disruption, compromise or failure.
Information System _[Reset all system parameters (either Gefault or organization-established); ofegy AsSers, [Mechanisms exist to ensure the secure recovery and reconstitution of
CP1045.1a very and Functional Subsetof [APPlications andjor Services|  gepg;  [Technology Assets, Applications and/or Services (TAAS) to a known state 10
(TAAS) Recovery after a disruption, compromise o failure.
Information System _|Reinstall patches; TECHNo0Y: S [Mechanisms exist to ensure the secure recovery and reconstitution of
CP-10-15.1.b Recovery and Functional Subset Of APP"““““;”“"” 59;""@5 BCD-12  [Technology Assets, Applications and/or Services (TAAS) to a known state 10
(TAAS) Recovery jafter a disruption, compromise o failure.
Information System [Reestablish configuration settings; TeEBISY AR [Mechanisms exist to ensure the secure recovery and reconstitution of
CP1015.1.c Recavery and Functional Subsetof  [*PPlications andlor Se;vlces BCD-12  [Technology Assets, Applications and/or Services (TAAS) to a known state 10
Reconstitution (TAAS) Recovery after a disruption, compromise o failure.
- [Reestablish configuration settings; [Mechanisms exist to develop, document and maintain secure baseline
Information System Secure Baseline Technology Assets, Applications and/or Services (TAAS)
CP-1045.1.c Recovery and Functional Subset Of Configurations CFG-02 |that are consistent with industry-accepted system hardening standards. 10
Reconstitution
Information System __[Reinstall application and system software; and Ty R, [Mechanisms exist to ensure the secure recovery and reconstitution of
CP-10-1S.1.d Recovery and Functional Subset Of PPl ICTaAK)S"SRa" for e;‘“ces BCD-12  [Technology Assets, Applications and/or Services (TAAS) to a known state 10
( ) Recovery lafter a disruption, compromise or failure.
Infomation System [Fully test the system. TeehioR 3 [Mechanisms exist to ensure the secure recovery and reconstitution of
CP-10-15.1.e e and Functional Subset Of APD\V((TaAtI\:Sr\)s;nd/ur SEEnces BCD-12  [Technology Assets, Applications and/or Services (TAAS) to a known state 10
Reconsmuuun ecovery jafter a disruption, compromise o failure.,
r100) Transaction Recovery ::Setér::;rmatlcn System implements transaction recovery for transaction-based Functional | Intersects with 5
7 oentncoton and [ Functional | No Relationship m m |m o [No applicable SCF control
[The organization develops, documents, and disseminates to applicable [Mechanisms exist to review the Security, Compliance & Resilience Program
Identification and nnel, and reviews and updates (as necessary), within every three hundred Periodic Review & Update of] (SCRP), including policies, standards and procedures, at planned intervals or
a1 Authentication Policy and - \Gjxty five (365) days: Functional | Intersects With | Security, Compliance & GOV-03 |t significant changes occur to ensure their continuing suitabilty, adequacy 5
Procedures Resilience Program land effectiveness.
Identification an [The organization develops, documents, and disseminates to appiicable [Mechanisms exist to facilitate the implementation of identification and
A1 Authentication Policy and [personnel, and reviews and updates (as necessary), within every three hundred Functional Subset Of h‘ﬂ‘;en:“‘e‘/méé:fﬁiﬁy IAC01  [access management controls. 10
Procedures sixty-five (365) days: o
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to estabiish, maintain and disseminate policies, standards
Identification and  |personnel, and reviews and updates (as necessary), within every three hundred Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
a1 Authentication Policy and [sixty-five (365) days: Functional | Intersects With | Compliance & Resilience | GOV-02 5
Procedures Documentation
dentication ana |- ormal . documented identification and authentication policy that addresses Pubishing Securt
ificati ublishi uri
lpurpose, scope, roles, respon: , management commitment, coordination Y. IMechanisms exist to establish, maintain and disseminate policies, standards
nla Authentication Policy and  |3meng organizational entities, and compliance: and Functional Subset Of | Compliance &Resilience | GOV-02 g i 10
e o g org ol D e land procedures necessary for secure, compliant and resilient capabilities.
Identification and __[Formal, documented procedures to facilitate the implementation of the Standardized Operatin. IMechanisms exist to identify and document Standardized Operating
IA-Lb olicy and policy and associated identification and Functional Subset Of odares (psom 9 OPS-0L.1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
Procedures lauthentication controls. of day-to-day / assigned tasks.
Identification and ___|The information system uniquely identifies and authenticates organizational Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
n2 Authentication lusers (or processes acting on behalf of organizational users) Functional Subset Of Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of 10
Users) o ers lorganizational users
\dentification and __|Require the use of system and/or network auth and unique user Identification & [Mechanisms exist to uniquely dentify and centrally A Authorize
1A-215.1 uthentication identifiers. Functional Subset OF Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of 10
(Organizational Users) Organizational Users lorganizational users
Identification and __|Felp GesKk SUpPOTE requires user identification for any transaction that has Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
142152 urity Functional Subset OF Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of 10
(© Users) o sers lorganizational users.
Follow CWIS guidance provided In th Electronic Authentication Guideines for [Mechanisms exist to uniquely dentify and centrally A . Authorize
Identification and ACA Admlmslermg Entity Systems, which can b Identification & land Audit (AAA) organizational users and processes acting on behalf of
142153 Vaca pmgmm Smmy privacy/ Functional Subset OF Authentication for 1AC02  [drganizational users, 10
(Organizational Users) Organizational Users
[The information system implements multifactor authentication for network [Rukomated mechanisrs exst o enforce MUIE-Factor AUhentication (MFA)
laccess to privileged accounts. for:(1) Remote network access;(2) Third-party Technology As
[Applications andior Services (TAAS): and) or(3) Non-coneole accets to citcal
Network Access to Multi-Factor Authentication [TAAS that store, transmit and/or process sensitive/regulated data.
1A-2(1) privileged Accounts Functional | Intersects With A 1AC-06 5
Network Access to __|The information system implements multifactor authentication for network Local Access to Privileged [Mechanisms exist to utilize Multi-Factor Authentication (MFA] to authenticate
w2 Privileged Accounts _|access to privileged accounts. Functional | Intersects With Accounts IAC-063  |iocal access for privileged accounts. 5
[The information system implements multifactor authentication for network [Mechanisms exist to imit the use of commercially-provided Information
laccess to privileged accounts. |assurance (14) and 1A-enabled IT products to those products that have been
Network Access k Information Assuran successfully evaluated against a National Information Assurance partnership
1A-2(1) Privilened Accounts Functional | Intersects With o bled Produeie ® | TDA-022  |(NIAP)-approved Protection Profile or the cryptographic module is FIPS- 5
|validated or NSA-approved.
[The information system implements multifactor authentication for network [Mechanisms exist to implement Multi-Factor Authentication (MFA) for access
Network Access to |access to privileged accounts. Out-of-Band Multi-Factor lto privileged and non-privileged accounts such that one of the factors is
1A-2(1) Privileged Accounts Functional | Intersects With ‘Authentication IAC-06.4 lindependently provided by a device separate from the system being 5
laccessed
Network Access to__|The information system implements multifactor authentication for network Network Access to [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
1A-2(1) Privileged Accounts _[access to privileged accounts. Functional | Intersects With Privileged Accounts. IAC-06.1 network access for privileged accounts. 5
Netwiork Access to —[The Iormation System [mpIements MuEactor suthentication for network Network Access to Non- [Mechanisms exist to utilize Multi-Factor Authentication (MFA] to authenticate
a2(1) Privileged Accounts __[access to privileged accounts. Functional | Intersects With Privileged Accounts 1AC-062Inetwork access for non-privileged accounts. s
Network Access to | Information system Tmplements mulifactor aUthentication for network Hardware Token Based [Automated exist to ensure token quality
1A-2(1) e cesonps  [Pccess to privileged accounts. Functional | Intersects With PR IAC-10.7  |requirements are satisfied for hardware token-based authentication. 5
[The information system implements multifactor authentication for network [Mechanisms exist to imit the use of commercially-provided Information
laccess to non-privileged accounts. |assurance (1A) and IA-enabled IT products to those products that have been
. . successfully evaluated against a National Information Assurance partnership
202) Ne;;"z":g‘:%‘iﬁézﬂ‘s’" Functional | Intersects with |  '"rmation Aseurance | 1pa.025  ((niaP)-approved Protection Profile o the cryptographic module s FIPS- 5
|validated or NSA-approved.
Network Access to Non- _|The information system implements multifactor authentication for network Network Access to Non- [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
12(2) Privileged Accounts __|access to non-privileged accounts. Functional | Intersects With Privileged Accounts 1AC-062 |network access for non-privileged accounts. 5
[The information system implements multifactor authentication for network [Mechanisms exist to implement Multi-Factor Authentication (MFA) for access
Network Access to Non- ~[3cess to non-privileged accounts. Out-of-Band Multi-Factor lto privileged and non-privileged accounts such that one of the factors is
1a-2(2) Privileged Accounts Functional | Intersects With Authentication IAC-06.4 lindependently provided by a device separate from the system being 5
laccessed
@ information system implements multifactor authentication for networ ate exist to ensure d token qual
Network Access to Non- |11e v Pl Iif h E k Hardware Token-Based [Aut d fi en qual
. " |access to non-privileged accounts - . eauements are satated for hadware tokan pased suthentication.
14-2(2) Privileged Accounts privileg Functional | Intersects With e 1AC-10.7  |rea 5
Network Access to Non- |The information system implements multifactor authentication for network Network Access to [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
1a2(2) Privileged Accounts __|access to non-privileged accounts. Functional | Intersects With Privileged Accounts IAC-06.1  |network access for privileged accounts. 5
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[The information system implements multifactor authentication for network [Automated mechanisms exst to enforce MultFactor Authenticato (MFA)
laccess to non-privileged accounts. for:(1) Remote network accessi(2) Thrd-party Technology ASs
|Applications andjor Services (TAAS); and/ or(3) Non-console access to critical
Network Access to Non- Multi-Factor Authentication [TAAS that store, transmit andjor process sensitive/regulated dat:
1A2(2) Privileged Accounts Functional | Intersects With MFA 1AC-06 5
Network Access to Non- |The information system implements multifactor authentication for network Local Access to Privileged [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
142(2) Privileged Accounts __|access to non-privileged accounts Functional | Intersects With Accounts 1AC-06:3 liocal access for privileged accounts s
Local Access to Privileged.[The Information system implements mullifactor authentication fo local access to Local Access to Privileged [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
23 privileged account Functional | Intersects With ccounts IAC-06-3 _Jiocal access for privileged account s
Network Access to __|The information systs Replay R [Automated mechanisms exist to employ replay-resistant authentication.
1A-2(8) rivileged Accoomte - eplayior network acces to priviieged ecoumte Functional Subset OF eplay Resistant 1AC-02.2 10
o uthentication
[The information system implements multifactor authentication for remote access [Aukomated mechanisms exst o enforce MulEFactor Autheniication (MFA)
lto privileged and non-privileged accounts, assuring that one of the factors is [for:(1) Remote network access;(2) Third-party Technology A
lprovided by a device separate from the system gaining access. [eppicatons andior Semces (TARS) and) or() Non-<onaple access to crical
1A-2(11) Remote A(Dts; Separate Functional | Intersects With Mult\rFa(tu‘rMAFuAl;'\EnU(allun |AC.06  |TAAS that store, transmit and/or process sensitive/regulated data. 5
[Reference CMS guidance provided in the Electronic Authentication Guidelines for [Mechanisms exist to develop, document and maintain secure baseline
Remote Access - Separate |ACA Administering Entity Systems, which can be found at: Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
1A-2(11)-1S Device Ihttps://calt.cms.gov/sf/projects/cms_aca_program_security_privacy/ Functional Subset Of Configurations. CFG-02  that are consistent with industry-accepted system hardening standards. 10
[The information system uniquely identifies and authenticates defined types of [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
ldevices (defined in the applicable security plan) that require authentication land Audit (AAA) devices before establishing a connection using bidirectional
Device Identification and_|Mechanisms before establishing a connection that, at a minimum, use shared |dentification & lauthentication that is cryptographically- based and replay resistant.
a3 thentication information [i.e., Media Access Control (MAC) or Internet Protocol (IP) address] Functional Subset OF | e doemmcaton . 1AC-04 10
land access control lists to control remote network access.
e organizatlon defines 3 15 3 speclfc devices andlor [ypes of devices [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
Device Identification and appruved and accepted for dentification & land Audit (AAA) devices before establishing a connection using bidirectional
1A-3-15.1 ‘Authentication Functional Subset Of |\ i entication for Devices IAC-04  lauthentication that is cryptographically- based and replay resistant. 10
[The organization manages information system identifiers by: Acthenticate, Auth " [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
A4 Identifier Management Functional | Intersects with |AUenticate, AuBorize and| - ac.012  JAudit (AAR) solutions, both on-premises and those hosted by an External 5
udit ( [Service Provider (ESP).
[The organization manages information system identifiers by: identifier Management (User| [Mechanisms exist to govern naming standards for usernames and
g Identifier Management Functional Subset OF N IAC09  [achnology Assets, Applications and/or Services (TAAS). 10
Recelving authorization from defined personnel or roles (defined in the applicable " [Mechanisms exist to govern naming standards for usernames and
1Ad.a Identifier Management ~ [security plan) to assign an individual, group, role, or device identifier; Functional Subsetof |'dentifier Management (User|  sc g [Technology Assets, Applications and/or Services (TAAS). 10
[Selecting an identifier that identifies an individual, group, role, or device; identifier Management (User| [Mechanisms exist to govern naming standards for usernames and
Iadb Identifier Management Functional Subset OF Normos) IAC09 [achnology Assets, Applications and/or Services (TAAS). 10
[Assigning the identifier to the intended individual, group, role, or device; identifier Management (User| [Mechanisms exist to govern naming standards for usernames and
1A-4.c Identifier Management Functional Subset OF IAC09 [achnology Assets, Applications and/or Services (TAAS). 10
[Preventing reuse of dentifiers unti all previous access authorizations are [Mechanisms exist to govern naming standards for usernames and
removed from the system, including al | file accesses for that identifier but not dentifier Management (User| [Technology Assets, Applications and/or Services (TAAS).
add Identifier Management  |before a period of af least two (2) years has expired: an Functional Subset OF Naroe 1AC-09 10
[Disabling the identifier after sixIy (60) days or ess of inactivity and deleting dentifier Management (User] [Mechanisms exist to govern naming standards for usernames and
\nde \dentifier Management _|isabled accounts during the annual re-certification process. Functional Subset O 1AC-09_ ITechnology Assets, Applications andjor Services (TAAS). 0
[The organization prevents reuse of user or device identifiers for at least two (2) [Mechanisms exist to govern naming standards for usernames and
1A-4-15.1 Identifier Management |years and disables the user identifier after sixty (60) days of inactivity. Functional Subsetof  ['dentifier ’ﬁa";gg;“ﬂ”‘ (Userl ac.o9  [Technology Assets, Applications and/or Services (TAAS). 10
[The organization defines time period of inactivity for device identifiers. dentifier Management (User| [Mechanisms exist to govern naming standards for userames and
1A-415.2 Identifier Management Functional Subset Of IAC-09 [ ooy Assets, Applications andior Services (TAAS). 10
[The organization manages information system authenticators by [Mechanisms exist to:(1) Securely manage authenticators for Users and
s Authenticator Management Functional | Intersects With | Authenticator Management | 1AC-10  [qailat SR SN N PECTEN T s appropriate to the H
[The organization manages information system authenticators by [Mechanisms exist to ensure default authenticators are changed as part of
s Authenticator Management Functional | Intersects With |  Default Authenticators IAC-10.8  [3toint croation or system installation 5
[For password-based authentication, the information systems follow the direction [Automated mechanisms exist to determine if password authenticators are
1A-5(1) Password-Based lin the applicable configuration baselines per CM-6, or as follows, whichever is Functional | Intersects with | Automated Support For |AC-10.4  |sufficiently strong enough to satisfy organization-defined password length 5
‘Authentication mare gt Password Strength land complexity requirements
[For password-based authentication, the information systems follow the direction [Mechanisms exist to enforce complexity, length and lifespan considerations
1A-5(1) Password-Based in the applicable configuration baselines per CM-6, or as follows, whichever is Functional Subset OF Password-Based IAC-10.1  [to ensure strong criteria for password-based authentication. 10
Authentication more stiingent Authentication
[For password-based authentication, the information systems follow the direction [Mechanisms exist to:(1) Securely manage authenticators for users and
1A5(1) Password-Based in the applicable configuration baselines per CM-6, or as follows, whichever is Functional | Intersects With | Authenticator Management |  IAC-10  |devices; and(2) Ensure the strength of authentication is appropriate to the 5
Authentication Imore stringent: (classification of the data being accessed
[Allows the use of a temporary password for system 10gons with an immediate [Mechanisms exist to enforce complexity, length and lfespan considerations
AS().a PasswordBased |change to a permanent password Functional Subset Of Password Baseq IAC-10.1  [to ensure strong criteria for password-based authentication. 2
[Password Complexity: User/Privileged Accounts: EIGht (8) characters; at least one [Mechanisms exist to enforce complexity, length and lfespan considerations
1AS(1)b Password-Based |nmeric and at least one special character; a mixture of at least one ppercase |  Functional Subset Of Password Based IAC-10.1  [to ensure strong criteria for password-based authentication. 10
Authentication Jand at least one lowercase letter; Authentication
Pasemord-Based [Prohibits the use of dictionary names or words; aseword-Based [Mechanisms exist to enforce complexity, length and fifespan considerations
1A-5(1).c thentioation Functional Subset OF et IAC-10.1  [to ensure strong criteria for password-based authentication. 10
[Enforces at least the following minimum password requirements for Users / [Mechanisms exist to enforce complexity, length and lfespan considerations
1A-5(1).d P:jfmg;if;f‘“ Privileged Users / Processes (acting on behalf of a User]: Functional Subset Of P:jf:’e"n’gégasaen“ IAC-10.1  |to ensure strong criteria for password-based authentication. 10
MinimumPasswordAge = 171 /1 ; [Mechanisms exist to enforce complexity, length and lfespan considerations
1AS(1).d1 Password Based Functional Subset Of Password Based |AC-10.1 |t ensure strong criteria for password-based authentication. 0
Paseword Based [MaximumPasswordAge = 60/60/180 aseword-Based [Mechanisms exist to enforce complexity, length and lifespan considerations
1A-5(1).d.2 e henication Functional Subset OF it IAC-10.1  [to ensure strong criteria for password-based authentication. 10
Pasoword Based MinmumPasswordiength = 8/8/15 password-Based [Mechanisms exist to enforce complexity, length and lfespan considerations
¥ H . . lto ensure strong criteria for password-based authentication.
1A-5(1).4.3 o Functional Subset OF et 1AC-10.1 u g criteria for passwe uthenticati 10
[Enforces at least four (4) changed characters or as determined by the [Mechanisms exist to enforce complexity, length and lfespan considerations
1A-5(1).e ":jfmg;::ﬁd linformation system (where possible) when new passwords are created; Functional Subset OF P:‘ffx’:nfg;':;saend JAC-10.1  |to ensure strong criteria for password-based authentication. 10
[Stores and transmits only cryptographically protected passwords; [Mechanisms exist to enforce complexity, length and lfespan considerations
Password-Based Password-Based
- . t t teria f X thenticati
1A-5(1).f e e Functional Subset OF Password Base: IAC-10.1  [to ensure strong criteria for password-based authentication. 10
Pasemord-Based [Proibit password reuse for 24 generations; and raseword-Based [Mechanisms exist to enforce complexity, length and lifespan considerations
1A-5(1). o Functional Subset Of Password Bose IAC-10.1  [to ensure strong criteria for password-based authentication. 10
[Password-protect system initialization (boot) settings [Mechanisms exist to enforce complexity, length and lfespan considerations
1A5(1).0 oo Functional Subset of Passuord-Based IAC-10.1  to ensure strong criteria for password-based authentication. 10
[For PKI-based authentication, the information system
|Automated mechanisms exist to validate certificates by constructing and
1A-5(2) PKI-Based Authentication Functional Subset Of | PKI-Based Authentication | I1AC-10.2 verifying a certification path to an accepted trust anchor including checking 10
lcertificate status information for PKI-based authentication.
[Validates certifications by constructing and verifying a certification path to an
laccepted trust anchor Including checking certificate status Information; |Automated mechanisms exist to validate certificates by constructing and
1A5(2).a PKI-Based Authentication Functional Subset Of | PKI-Based Authentication | IAC-10.2 verifying a certification path to an accepted trust anchor including checking 10
lcertificate status information for PKI-based authentication.
[Enforces authorized access to the corresponding private Key;
|Automated mechanisms exist to validate certificates by constructing and
1A-5(2).b PKI-Based Authentication Functional SubsetOf | PKI-Based Authentication | IAC-10.2 |verifying a certification path to an accepted trust anchor including checking 10
lcertificate status information for PKI-based authentication.
[Maps the authenticated identity to the account of the individual or group; and
|Automated mechanisms exist to validate certificates by constructing and
1A-5(2).c PKI-Based Authentication Functional SubsetOf | PKI-Based Authentication | IAC-10.2 |verifying a certification path to an accepted trust anchor including checking 10
certificate status information for PKI-based authentication.
implements a local cache of revocation data to support path discovery and
\validation in case of inability to access revocation information via the network. |Automated mechanisms exist to validate certificates by constructing and
1A-5(2).d PKI-Based Authentication Functional Subset Of | PKI-Based Authentication | I1AC-10.2 verifying a certification path to an accepted trust anchor including checking 10
lcertificate status information for PKI-based authentication.
[The organization requires that the registration process to receive haraware
ladministrative tokens and credentials used for two (2)-factor authentication be §
1A5(3) In-Person or Trusted Third- |conducted in person before a designated registration authority with authorization|  Functional subsetof | n-Person or Trusted Third- | |, 105 [Mechanisms exist to conduct in-person or trusted third-party identify 10
Party Registration |oy defined personnel or roles (defined in the applicable security plan). Party Registration -3 |verification before user accounts for third-parties are created
[The organization ensures that unencrypted static authenticators are not
g No Embedded Unencrypted lembedded in applications or access seipts or stored on function keys No Embedded Unencrypted . IMechanisms exist to ensure that unencrypted, static authenticators are not
IAS(T) Static Authenticators PP! P Y Functional Subset Of Static Authenticators IAC10.6  lombedded in applications, scripts or stored on function keys. 10
Hardware Token-Based | lreqiormevion system, for hardware token-based authentication, employs Hardware Token-Based |Automated mechanisms exist to ensure organization-defined token quality
¥ - Imechanisms that satisfy minimum token requirements . s .
Lt Authentication echanisms that satisty um token requirements Functional Subset OF Authentication IAC10.7 |requirements are satisfied for hardware token-based authentication. 10
[The information system obscures feedback of authentication information during
e authentication process to protect the information from possible. [Mechanisms exist to obscure the feedback of authentication information
16 Authenticator Feedback |exploitation/use by unauthorized individuals. Functional Subset OF Authenticator Feedback IAC-11  [during the authentication process to protect the information from possible 10
lexploitation/use by unauthorized individuals.
[The information system implements mechanisms for authentication to a
: Cryptographic Module ~ [Cryptographic module that meet the requirements of applicable federal laws, Cryptographic Module . IMechanisms exist to ensure cryptographic modules adhere to applicable
A7 ‘Authentication [Executive Orders, directives, policies, regulations, standards, and guidance for Functional | Intersects With ‘Authentication IAC12qtatutory, regulatory and contractual requirements for security strength s
such authentication.
[The information system implements mechanisms for authentication to a rtomated Authenticat
utomated Authentication
Cryptographic Module ~ [CTyPtographic module that meet the requirements of applicable federal laws, |Automated mechanisms exist to enable systems to authenticate to a
a7 ‘Authentication [Executive Orders, directives, policies, regulations, standards, and guidance for Functional Intersects With | Through Cryptographic CRY-02 o\ ptographic module. 5
lsuch authentication dules
Identification and __[The information system uniquely identifies and authenticates non-organizational Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
IA-8 Aumenucauun (Non-  |users (or processes acting on behalf of non-organizational users). Functional Subset Of Aulher\u(almn for Non- IAC-03  |and Audit (AAA) third-party users and processes that provide services to the 10
Users) Users lorganization.
— [Follow CMS guidance provided in the Electronic Authentication Guidelines for §
Identificationand  [aCa Administerng Enty Systems, which cen be found at Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
1A81S r - |nttps:/icalt. _aca_program_security_privacy/ Functional Subset Of Authentication for Non- IAC-03  [and Audit (AAA) third-party users and processes that provide services to the 10
Organizational Users) Organizational Users lorganization.
18 Incident Response (IR) |/ Functional | No Relationship NA NA  (NA o |No applicable SCF control
[The organization develops, documents, and disseminates to appiicable Publshing Securty
Incident Response Policy [Personnel, and reviews and updates (as necessary), within every three hundred ! ity [Mechanisms exist to establish, maintain and disseminate policies, standards
R1 nd Procedures sixty-five (365) days Functional | Intersects With | Compliance & Resilience | - GOV-02  longrdcedires necessary for secure, compliant and resiient capabilties 5
ocumentation
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to implement and govern processes and documentation to
R1 Incident Response Policy |personnel, and reviews and updates (as necessary), within every three hundred | Functional Subset Of Incident Response 1RO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
Isixty-five (365) days: P |protection-related incidents.
Incident Response Policy |1 eroanization develops, documents, and disseminates to applicable [Mechanisms exist to regularly review and modify incident response practices
IR-1 o Propetures Y [personnel, and reviews and updates (as necessary), within every three hundred Functional | Intersects With IRP Update IR0-04.2 to incorporate lessons learned, business process changes and indust 5
sixty-five (365) days: ldevelopments, as necessary.
[The organization develops, documents, and disseminates to applicable IMechanisms exist to incorporate lessons learned from analyzing and
R1 Incident Response PolicY lpersonnel, and reviews and updates (as necessary), within every three hundred | Functional | Intersects with | RO°EGause Analysis (RCA) | 1ro.13 lresolving cybersecurity and data protection incidents to reduce the likelihood s
nd Procedures _|sixty-five (365) days essons Learne or impact of future incidents
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STR STRM Secure Controls Framework (SCF) Strength of
bk AL L A Rational Relationship racantrol Control Description Relationship
[The organization develops, documents, and disseminates to applicable periodic Review & Update of [Mechanisms exist to review the Security, Compliance & Resilience Program
Rl Incident Response Pehcy [personnel, and reviews and updates (as necessary), within every three hundred Functional Intersects With | Security, Comy ha:(e & Gov-03 |(SCRP). including policies, standards and procedures, at planned intervals or 5
and Procedure: sixty-five (365) days: st if significant changes occur to ensure their continuing suitability, adequacy
esilience Program
land effectiveness.
[An incident response policy that addresses purpose, SCope, roles, responsibiliies,
Rols Incident Response Policy among entities, and Functional SubsetOf | Commeing ety o | cov.oa  [Mechanisms exist to establish, maintain and disseminate policies, standards 10
g and Procedures compliance; and o land procedures necessary for secure, compliant and resilient capabilities.
ocumentation
[Procedures to facilitate the implementation of the incident response policy and IMechanisms exist to identify and document Standardized Operating
IR-1.b Incident Response PolicY lassociated incident response controls. Functional Subset Of Stagf‘fc':(‘ﬁis‘)("szﬁ‘"g OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
jay-to-day / assigned tasks.
R-2 Incident Response Training [\/A" Functional Subset OF | Incident Response Training | IR0-05 [Mechanisms exist to train personnel in their incident response roles and 10
[The organization provides incident response training consistent with assigned [Mechanisms exist to train personnel in their incident response roles and [Overlapping subpoint letters, first
1R2-1 Incident Response Training |1d|c oo o information system users: Functional Subset Of | Incident Response Training | IRO-05 10 s
R21a Incident Response Training | PN ety (90) days of assuming an incident response role or responsibilty; Functional SubsetOf | incident Response Training | 1R0-05 _|MChanisms exist to train persannel in their incident response roles and 0 Overiapping subpant eters,frst
R210 Incident Response Training |eM required by nformation system changes; and Functional Subset Of | incident Response Training | 1R0-05 _|MEChanisms exist t train persannel in their incident response roles and o Overiapping subpant eters, frst
Rt Incident Response Training |P1N every thiee hundred sixty-five (365) days thereafter. anctionat Subset Of | incident Response Training | 1R0-05 _|MEChanisms exist (o rain personnel in their incident response roles and o [Gveriapping subpoint letters, first
responsibilities. of series
22 Incident Response Traming [TM€ OT0aNZatION JE—— Subset Of | Incident Response Training | 1R0.05 | VIEChaNams it to rain personnel n their iniden response roles and o
identifies employees with significant information security responsibiiities and [Mechanisms exist to train personnel in their Incident response roles and (Overlapping subpoint letters,
1R2-2a Incident Response Training [provides role-specific training in accordance with NIST standards and quidance; |  Functional Subset Of | Incident Response Training | IRO-05  [responsibilities. 10 lsecond of series
includes user training in the identification and reporting of SUSPICioUs activities, N [Mechanisms exist to train personnel i their incident response roles and Overiapping SUBpaint eters.
1R-2-2b Incident Response Training {1 fror v oer eron | o0 e METET S Functional Subset Of | Incident Response Training [ 1R0-05 [ eChoRbiiE o 10 o
[Exposes all information systems users (i ., employees, contractors, students, Mechanisms exist to train personnel in their Incident response roles and Overlappmg subpolnt Tetters,
lquest researchers, visitors, and others who may need access to information responsibilities. lsecond of series
systems and applications) to security awareness materials addressing IR
response associated with the roles. For example, regular users may only need to
[know whom to call or how to recognize an incident on the information system;
R2:2¢ Incident Response Training [system administrators may require additional training on how to Functional Subset OF | Incident Response Training | IRO-05 10
Ihandle/remediate incidents; and incident responders may receive more specific
ltraining on forensics, reporting , system recovery, and restoration.
[Provides information systems security refresher train ing for employees as [Mechanisms exist to train personnel in their incident response roles and (Gveriapping subpoint letters,
lfrequently as determined necessary, based on the sensitivity of the information responsibilties. Isecond of series
1R-2-2d Incident Response Training |that the employees Uses o processes and thelr role. Functional Subset OF | Incident Response Training | IRO-05 10
[The organization: [Mechanisms exist to formally test incident response capabilities through
R3 Incident Response Testing Functional SubsetOf | Incident Response Testing |  1R0-06 fealstc exercises to determine the operational effectiveness of those 10
lcapabilities.
[Tests the incident response capability for the information system, reviews and [Mechanisms exist to formally test incident response capabilities through
lanalyzes the results, performs simulations, and documents the test results to realistic exercises to determine the operational effectiveness of those
R3.a Incident Response Testing |determine the incident response effectiveness within every three hundred sixty- | Fynctional SubsetOf | Incident Response Testing |  IR0-06 _ |capabilities 10
[five (365) days using NIST SP 800-61 ;
[Must produce an after-action report to improve existing processes, procedures, [Mechanisms exist to formally test incident response capabilities through
R3.b Incident Response Testing [and policies; Functional SubsetOf | ncident Response Testing | 1R0-06 _ealisic exercses to determine the operationa effeciveness of those 10
lcapabilites|
[Need not conduct a formal test If the organization actively exercises Its response [Mechanisms exist to formally test incident response capabilities through
R3.c Incident Response Testing |capability using real incidents. Functional Subset Of | Incident Response Testing |  IRO-06  [realistic exercises to determine the operational effectiveness of those 10
lcapabilities.
 Relateq [T organization coordinates incident response testing with organizational [Mechanisms exist to formally test incident response capabilities through
IR-3(2) Coordination with Related lolements responsible for related pians. Functional Subset Of | Incident Response Testing |  IRO-06  |realistic exercises to determine the operational effectiveness of those 10
lcapabilites.
[The organization: [Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.
R4 Incident Handling Functional Subset OF Incident Handling 1RO-02 10
mplements an incident handiing capability using the current Administering [Mechanisms exist to cover:(1) Preparation;(2) Automated event Getection or
Entity (AE) organization Procedure for Incident Handling; Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.
R4a Incident Handling Functional Subset OF Incident Handling 1RO-02 10
[Coordinates incident handiing activities with contingency planning activities; [Mechanisms exist to cover:(1) Preparation;(2) Automated event Getection or
Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.
R-4b Incident Handling Functional Subset Of Incident Handling 1RO-02 10
[Documents relevant information related to an security incident according to the [Mechanisms exist to cover:(1) Preparation;(2) Automated event Getection or
lcurrent AE organization and ACA-required procedures; Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.
IR-4.c Incident Handling Functional Subset Of Incident Handling 1RO-02 10
[Preserves evidence through technical means, including secured storage of [Mechanisms exist to cover:(1) Preparation;(2) Automated event Getection or
levidence media and *write" protection of evidence media; uses sound forensics Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
lprocesses and utilties that support legal requirements; And determines and land(6) Recovery.
R-4.d Incident Handling ~ [[0!lows chain of custody for forensic evidence; Functional Subset Of Incident Handling 1RO-02 10
dentifies vuinerability exploited during a security incident [Mechanisms exist to cover:(1) Preparation;(2) Automated event Getection or
Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.
R4e Incident Handling Functional Subset Of Incident Handling 1RO-02 10
implements security safeguards to reduce risk and vuinerability expioit exposurer [Mechanisms exist to cover:(1) Preparation;(2) Automated event Getection or
Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.
IR-4.f Incident Handling Functional Subset Of Incident Handling 1RO-02 10
Ensures that the ind Widuals conducting incidert handing meet persanmel [Mechanisms exist to cover:(1) Preparation;(2) Automated event Getection or
security with t of the Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
information processed, stored, and ranamined by the information system; and land(6) Recovery.
IR4.g Incident Handling Functional Subset Of Incident Handling 1RO-02 10
incorporates lessons learned from ongoing incident handiing activities in [Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
Inciatnt reponse procacures, traning. and esting, and implements e resuting Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
lchanges accordingly land(6) Recovery.
IR-4.h Incident Handling Functional Subset Of Incident Handling 1RO-02 10
[Follow CMS guidance for Incident Handling, which can be found [Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
ekpor/calt cms.qovisTlprojects/ems aca program securtty. privacy! Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.
IR-4-15 Incident Handling Functional Subset Of Incident Handling 1RO-02 10
‘Automated Incident _|The organization employs automated mechanisms to Support the incident ‘Automated Incident [Automated mechanisms exist to SUppOrt the incident handiing process.
1R-4(1) Handling Processes __|handling process Functional Subset Of Handling Processes 1R0-02.1 10
[The organization tracks and documents information system security incidents S A s [Mechanisms exist to document, monitor and report the status of
IR-5 Incident Monitoring Functional Subset Of ““a“°"f dengeness For IRO-09  |cybersecurity and data protection incidents to internal stakeholders all the 10
incidents [way through the resolution of the incident,
[The organization: [Mechanisms exist to timely-report incidents to applicable:(1) Internal
Incident Stakeholder ) Affected clients & third-parties; and(3) Regulatory
R6 Incident Reporting Functional Subset OF Reporting IRO-10  [2uthorities, 10
[The organization: Regulatory & Law [Mechanisms exist to maintain incident response contacts with appiicable
IR6 Incident Reporting Functional | Intersects With | £torcement Contacts IRO-14 |regulatory and law enforcement agencies. s
[The organization: [Mechanisms exist to identify and document appropriate contacts with
IR6 Incident Reporting Functional | Intersects With | Contacts With Authorities | GOV-06  |reicy et ol eres otk 30 latory bodies 5
[Requires personnel o report suspected incidents to the organizational incident Mechaniems exit o imely-report incdents to appicabie:1 rternal
response capability within the timeframe established in the CMS guidance for Affected clients & nd(3) Regulatory
Incident Handiing and using the Admiristering Entty Securiy and Privacy Incident Stakeholder lauthorities.
IR-6.a Incident Reporting incident Report template, which can be found Functional Subset Of Reportin 1RO-10 10
e calt . GoviEF1Grajecst/cmt s Qrogram securit~ Qrivac—/ ; and
[Reports security incident information to designated authorities. echaniems exit fo Gmely-report incdents to 3pplcabie 1) irternal
Incident Stakeholder ) Affected clients & and(3) Regulatory
IR-6.b Incident Reporting Functional Subset OF Reporting IRO-10 [uthorities. 10
[The organization employs automated mechanisms to assit n the reparting of [Automated mechanisms exist to assist in the reporting of cybersecurity and
1R-6(1) Automated Reporting  |<i ity incident Functional Subset OF Automated Reporting IRO-10.1 | fom Incidents. 10
[The organization pmmes an incident response sUppOTt resource integral to the [Mechanisms exist to provide incident response advice and assistance to
Incident Response  |organizational incident response capability that offers advice and assistance to Incident Reporting lusers of Technology Assets, Applications and/or Services (TAAS) for the
IR-7 Assistance lusers of the information system for the handling and reporting of security Functional Subset Of Assistance IRO-11  |handling and reporting of actual and potential cybersecurity and data 10
incidents. lprotection incidents.
‘Automation Support for _[The organization employs automated mechanisms o increase the availability of ‘Automation Support of
|automated mechanisms exist to increase the availability of incident
- incident response-related information and support. -
IR-7(1) Availability of P PP Functional Subset Of | Availabilty of Information / | IRO-11.1  [RULOT3er MEchariams ot 10 inerease 10
[The organization: Mechanferns exist to maintain and make avaizble 2 current and viable
RS Incident Response Plan Functional Subset Of  [Incident Response Plan (IRP)|  1R0-04  finciytte B 0 Mool ol 10
[Develops an incident response plan that: [Mechanisms exist to maintain and make available a current and viable
R8.a Incident Response Plan Functional Subset Of  [Incident Response Plan (IRP)|  1R0-04 o e e 0 Moot i 10
[Provides the With a roadmap for Tt incident response [Mechanisms exist to maintain and make available a current and viabie
IR8.a.1 Incident Response Plan[0(o7 5% 1 Functional SubsetOf |Incident Response Plan (RP)|  1R0-04 | eENTISInS @t f2 mamia ant 10
[Describes the structure and organization of the Incident response capability; [Mechanisms exist to maintain and make available a current and viable
IRB.2.2 Incident Response Plan Functional Subset Of [Incident Response Plan (IRP)  1R0-04  [10eem e o e o il stakeholders 10
[Provides a high-level approach for how the incident response capability fits ito [Mechanisms exist to maintain and make available a current and viable
IRB.2.3 Incident Response Plan |20 0en 0 S o, Functional Subset Of |Incident Response Plan (IRP)|  1R0-04 1ttt e 10 Mool Mo ctakeholdenrs 10
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STRM Secure Controls Framework (SCF) Strength of
bk e (DE Deec Relationship ercontrc ontrol Description Relationship
[Meets the unique requirements of the organization, which relate to mission, size, [Mechanisms exist to maintain and make available a current and viable
IRB.2.4 Incident Response Plan  [Giee e 4 e e Functional Subset Of [Incident Response Plan (IRP)|  1R0-04 el X e 10 TR o P etakeholdenrs 10
R8.25 Incident Response Plan ~|0¢1"eS reportable incidents; Functional SubsetOf  |Incident Response Plan (IRP)|  1R0-04 | 1SCNaTiems &t fo maniain antl make evelable a current and vioble 10
[Provides metrics for measuring the incident response capability within the Mechanferns exist to maintain and make avaiable 2 current and viable
IR-8.2.6 Incident Response Plan |02 22 0 Functional Subset Of  [Incident Response Plan (IRP)|  1R0-04  finciytete e 0 Moo ol 10
[Defines the resources and management support needed to effectively maintain [Mechanisms exist to maintain and make available a current and viable
R8.2.7 Incident Response Plan (002, e S Y e ponee capabillty: Functional Subset Of  [Incident Response Plan (IRP)|  1R0-04  finciqdv e e 0 oot i 10
s reviewed and approved by the appiicable Incident Response Team Leader; [Mechanisms exist to maintain and make available a current and viable
IR-8.2.8 Incident Response Plan Functional Subset Of  |Incident Response Plan (IRP)|  1R0-04  [ncia e Bl (o M REn M 10
s bUEed o TJened Incdent response personnel and organizationar e, [Mechanisms exist to maintain and make available a current and viabie
IRB.2.9 Incident Response Plan |55 0CH Functional Subset Of [Incident Response Plan (IRP)  1R0-04  [10eem e e e oo all stakeholders 10
N [Chiet mmrmauon Secumy Officer; Mechanisms exist to maintain and make available a current and viable
1R-8.2.9() Incident Response Plan Functional Subset Of [Incident Response Plan (IRP)|  1R0-04 il e 10 Mool Mol chakeholders 10
. (Chief Information Officer; [Mechanisms exist to maintain and make available a current and viable
1R-8.2.9(ii) Incident Response Plan Functional Subset Of [Incident Response Plan (IRP)|  1R0-04  [nelihete X2 T2 TR o P etakeholdenrs 10
1R-8.2.9(jii) Incident Response Plan _["orMation System Security Officer; Functional Subset O [Incident Response Plan (IRP)|  IRO-04 mifé’:ﬂi’::D"n‘?e‘;a'“na“"xs)‘"t;gﬂ make available a current and viable 10
[Attorney General/Computer Crimes Unit; Mechanferns exist to maintain and make avaizble 2 currnt and viable
1R-8.2.9(1v) Incident Response Plan Functional Subset Of  [Incident Response Plan (IRP)|  1R0-04  finciyvete B 0 Mool ol 10
[Personnel within the organization Incident Response Team; [Mechanisms exist to maintain and make available a current and viable
1R-8.2.9(v) Incident Response Plan Functional Subset Of  [Incident Response Plan (IRP)|  1R0-04 o de o 0 Moot i 10
[Personnel within the Personally Identifiable Information (PIl) Breach Response [Mechanisms exist to maintain and make available a current and viable
1R-8.2.9(vi) Incident Response Plan  [re" 0 S Functional Subset Of  |Incident Response Plan (RP)|  1RO-04  [ncia e Wil (o MAREn M 10
[Personnel within the organization Operations Centers; [Mechanisms exist to maintain and make available a current and viabie
1R-8.2.9(vil) Incident Response Plan Functional Subset Of [Incident Response Plan (IRP)  1R0-04  [10eem oS e e oo il stakeholders 10
s Mechanisms exist to maintain and make available a current and viable
1R-8.2.9(vi) Incident Response Plan Functional Subset Of  |Incident Response Plan (IRP)|  1R0-04 et e 10 Mool Mo ctakeholders 10
RED Incident Response Plan _|REVIEWS WIthin every three hundred sixty-five (365) days; Functional SubsetOf _|ncident Response Plan (RP)|  1R004 g &Xetio maintam and mave available a current and viable o
UpGates & EIanErezponse o i s systerorgeriaatonal e or [Mechanisms exist to maintain and make available a current and viable
IR8.c Incident Response Plan  |problems encountered during plan implementation, execution, or testing: Functional Subset Of [incident Response Plan (IRP)|  IRO-04  [Incident Response Plan (IRP) to all stakeholders. 10
Communicates incident response plan changes to the organizational elements Mechanisms exist to maintain and make available a current and viable
R8.d Incident Response Plan  [LTTITEStEs eI Functional Subset Of |Incident Response Plan (IRP)|  1R0-04 et e 10 Mol P ctakeholders 10
Ree Incident Response Plan | 778 INCideNt response plan from unauthorized disclosure and modification runctionat SubsetOf _|ncident Response Plan (RP)|  1R004_|cpanans &Xetio mantam and mave vailable a current and viable o
[The organization defines a list of incident response personnel (identified by name [Mechanisms exist to maintain and make available a current and viable
land/or by role) and organizational elements for distribution of the response plan. incident Response Plan (IRP) to all stakeholders.
IR-B15.1 Incident Response Plan  (The incident response list includes designated CMS personnel. Functional Subset Of [incident Response Plan (IRP)|  IR0-04 10
e organization defines a ISt of Incident response personnel (identified by name [Mechanisms exist to maintain and make available a current and viable
ndror by role) and organizational elements for communication of any changes. Incident Response Plan (IRP) to all stakeholders.
IRB15.2 Incident Response Plan  [The incident response list includes designated CMS personnel. Functional Subset Of [ Incident Response Plan (IRP)|  IR0-04 10
[Follow CMS guidance for Incident Handling, which can be found at: [Mechanisms exist to maintain and make available a current and viable
IR-8-15.3 Incident Response Plan  |ittp://calt.cms.gov/sfiprojects/cms_aca_program_security_privacy/ Functional Subset Of  lincident Response Plan (IRP)|  IRO-04 ;ncigent Response Plan (IRP) to all 10
"o Information Spillage _[The organization responds to information spills by: Functional Subseror | SeTeRye [ReOUBIET D | g5 [Mechanisms exist to respond to sensitive/regulated data spils o
Response esponse
Tnformation Spillage _[The organization responds to information spils by: Ssnsmve I Regulated Data Mechanisms exist to formally assign personnel or roles with responsbility for
1R Functional | Intersects With rsonnel | 'RO-12:1  Jresponding to sensitive/regulated data spills. s
iTing personnel to report suspected incidents to the organizational incident [Mechanisms exist to respond to sensitive/regulated data spills
response capability within the timeframe established in the current Administering
IR9.2 Information Spillage  |Entity (AE) organization \nc\dent Handling Procedure and ACA incident handling Functional SubsetOf | Sensitive / Regulated Data IRO-12 10
Response eporting process available Spill Response
RS gouliprojectsfcms aca_program securlty_privacy/
nformation Splage [entiying the Specic information ivolved i the improper o potentally Sensitive / Regulated Data [Mechanisms exist to respond to sensitive/regulated data spils
IR9b improper information disclosu: Functional Subset Of pill Response IRo-12 0
Information Spillage _[Alerting authorized incident response personnel of the information spil Using a Sensitive / Regulated Data [Mechanisms exist to respond to sensitive/regulated data spills
IR-8.c Response Imethod of not associated with the spill; Functional Subset Of Spill Response IRG-12 10
[dentifying other information systems or system components on which the [Mechanisms exist to respond to sensitive/regulated data spills
R9.d Information Spillage  [information may have been subsequently improperly or potentially improperly Functional Subset Of Sensitive / Regulated Data IRO-12 10
shared with or disclosed to; and Spill Response
nformation Spilage | {eMOVing and Gestroying the information from the contarinated mformation sensitive / Regulated Data Mechanisms exist to respond to sensitive/reguiated data spill.
¥ individual I rmati .
R9.e P lsystem, component or individual not authorized to handle the information. Functional Subset OF il Recponss 1RO-12 10
19 Maintenance (MA) [/ Functional | No Relationship NA NA  [NA o [No applicable SCF control
icy [The organization develops, documents, and disseminates to applicable [Mechanisms exist to develop, disseminate, review & update procedures to
MA-L System Maintenance Policy |personnel, and reviews and updates (as necessary), within every three hundred Functional Subset Of Maintenance Operations MNT-01  [facilitate the implementation of maintenance controls across the enterprise. 10
and Procedures X
sixty-five (365) days
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to require maintenance personnel to notify affected
MA-L System Maintenance Policy |nersonnel, and reviews and updates (as necessary), within every three hundred Functional | Intersects With Remote Maintenance MNT-05.2  [stakeholders when remote, non-local maintenance is planned (e.g., B
and Procedures Sity-five (365) days: Notifications datertime).
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to audit remote, non-local maintenance and diagnostic
MA-1 System Maintenance Policy |nersonnel, and reviews and updates (as necessary), within every three hundred Functional Intersects With Auditing Remote MNT-05.1 [sessions, as well as review the maintenance action performed during remote 5
and Procedures sixty-five (365) days Maintenance Imaintenance sessions.
[The organization develops, documents, and disseminates to appiicable Mechanisms exist to review the Security, Compliance & Resilience Program
System Maintenance Policy [Personnel, and reviews and updates (as necessary), within every three hundred Periodic Review & Update of | (SCRP), including policies, standards and procedures, at planned intervals or
A1 e Procegura: Sixty-five (365) days: Functional | Intersects With rity, Compliance & | GOV-03 | significant changes occur to ensure their continuing suitability, adequacy s
Resilience Program land effectiveness.
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to estabiish, maintain and disseminate policies, standards
System Maintenance Policy [Personnel, and reviews and updates (as necessary), within every three hundred Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
MA1 ty-five (365) d Functional | Intersects With | Compliance & Resilience | GOV-02 5
and Procedures sixty-five ays
Documentation
[A system maintenance policy that addresses purpose, scope, roles,
AL System Maintenance Policy [resp Functional SubsetOf | Conplishing Securlty. Govoz  [Mechanisms exist to establish, maintain and disseminate policies, standards 0
-la and Procedures lentities, and compliance; and unctional ubset ompliance & Resilience a land procedures necessary for secure, compliant and resilient capabilities.
Documentation
[Procedures to faci litate the implementation of the system maintenance policy [Mechanisms exist to identify and document Standardized Operatin
MALb System Maintenance Polcy ang associated system maintenance controls Functional Subsetof | Standardized OREraing | ops.01.1  [procedures (SOP), or similar documentation, to enable the proper execution 10
Jof day-to-day / assigned tasks.
[The organization: [Mechanisms exist to conduct controlled maintenance activities throughout
MA2 Controlled Maintenance Functional Subset Of Controlled Maintenance | MNT-02 [the lifecycle of the Technology Asset, Application and/or Service (TAAS). 10
[Schedules, performs, documents, and reviews records of maintenance and repa [Mechanisms exist to conduct controlled maintenance activities throughout
s on information system components in accordance with manufacturer or fthe lifecycle of the Technology Asset, Application and/or Service (TAAS).
MA2a Controlled Maintenance  |vendor specifications and/or organizational requirements: Functional Subset Of Controlled Maintenance | MNT-02 10
D B T e o o e IMechanisms exist to conduct controlled maintenance activities throughout
. remotely and whether the equipment is serviced on site or removed to another g
MA2b Controlled Maintenance ~|remotely quips Functional Subset Of Controlled Maintenance | MNT-02 108 O ey Aeact. ADPIication andlor Service (TANS). 10
[Requires that the applicable business owner (or an official designated in the
japplicable security plan) explicitly approve the removal of the information [Mechanisms exist to conduct controlled maintenance activities throughout
MA2.C Controlled Maintenance  |<yetem or system components from organizational facil ities for off-site Functional Subset Of Controlled Maintenance | MNT-02 (1108 O ey Aeact. ADPIication andlor Service (TANS). 10
or repairs;
e v Al niormation ffom assocated media prior to IMechanisms exist to conduct controlled maintenance activities throughout
. removal from organizational facil ties for off-site maintenance or repairs; ~
MA2.d Controlled Maintenance 9 P Functional Subset Of Controlled Maintenance | MINT-02 110 e e e e & Raact. ADPlication andlor Service (TANS). 10
(Chiecks all potentially Impacted securlty controls to verlfy that the controls are IMechanisms exist to conduct controlled maintenance activities throughout
. till functioning properly following maintenance or repair actions; an ~
MA-2.e Controlled Maintenance  [still functioning properly following maintenance or repair actions; and Functional Subset OF Controlled Maintenance | MNT-02 e D oy Aoeet, Application and/or Service (TARS) 10
e et mor oL o sacfined in the applicable IMechanisms exist to conduct controlled maintenance activities throughout
. security plan) in organizational maintenance records. x
MA2f Controlled Maintenance ¥ plan) in org Functional Subset OF Controlled Maintenance | MNT-02 e o o O eaet. Applcation and/or Service (TARD) 10
in facil ties where Personally Identifiable Information (PIl) is stored or accessed,
ldocument repairs and modifications to the physical components of a facility that IMechanisms exist to conduct controlled maintenance activities throughout
MA-215.1 Controlled Maintenance  |ara related to security (for example, hardware, walls, doors. and locks) Functional Subset OF Controlled Maintenance | MNT-02 o0 e o O eaet. Applcation and/or Service (TARD) 10
WA Walntenance Tools |1 CT9eNTZaHon BRDroves, Controls, and moriears Inforrration systern Functional | Intersects with Maintenance Tools WNT-04_|iechanisms exIst o control and monitor th se of system maintenance 5
[The organization inspects the maintenance tools carried Into a faciity by Mechaniams exist t mepect maintenance tools cared nto a facly by
. intenan I for r ificati ~
MA-3(1) Inspect Tools Imaintenance personnel for improper or unauthorized modifications. Functional Subset OF Inspect Tools MNT-04. 1 oersonnel for IMproper of unauthorised modifications 10
[The organization checks media containing diagnostic and test programs for Mchanioms exist to check media containing diagnostic and test programs
. Imalicious code before the media are used in the information system < i
MA-3(2) Inspect Media v Functional Subset Of Inspect Media MNT-08.2 [ O et (e s oo e 10
Prevent [The prevents the removal of ‘equipment Prevent Unauthorized [Mechanisms exist to prevent or control the removal of equipment undergoing|
MA-3(3) R Containing information by: Functional Subset OF Remauet MNT-04.3 ot o breve omova 10
WA 3G Prevent Unauthorized _|Verifying that there is no organizational information contained on the equipment;| .o Subset O Prevent Unauthorized WNT.043 [Mecharisms exit o prevent o control the removal of equipment undergoing 0
[P Prevent Unauthorized [Sanitizing or destroying the equipment; Functional subset O Prevent Unauthorized WNT-0a3 [Mecharisms exit o prevent o controlthe removalof equipment undergoing 0
Prevent Unauthorized  [Retaining the equipment within the facility; or Prevent Unauthorized [Mechanisms exist to prevent or control the vemava\ of equipment
MA-3(3).c E amoal Functional Subset Of Remaut MNT-04.3 e o v 10
[Obtaining an exemption, in writing, from the CIO or his/her designated
Prevent Unauthorized Prevent Unauthorized IMechanisms exist to prevent or control the removal of equipment undergoing|
. resen xpli rizin 1 of the equipment fr i ~
MA-3(3).d representative explicitly authorizing removal of the equipment from the facility. Functional Subset OF MNT-04.3 e et Containe orgamsational iformation. 10
[The organization monitors and controls noniocal maintenance and diagnostic [Mechanisms exist to authorize, monitor and control remote, non-local
lactivities; and prohibits nonlocal system maintenance unless explicit Imaintenance and diagnostic activities.
MA-4 Nonlocal Maintenance ~ [3uthorized, in writing, by the CIO or his/her designated representative. If nonlocal|  Functional Subset OF Remote Maintenance MNT-05 10
Imaintenance and diagnostic actives are authorized, the organization:
[The organization monitors and controls nonlocal maintenance and diagnostic [Mechanisms exist to require maintenance personnel to notify affected
lactivities; and prohibits nonlocal system maintenance unless explicith stakeholders when remote, non-local maintenance is planned (e.q.,
MA4 Nonlocal Maintenance _[2uthorized, in writing, by the CIO or his/her designated representative. If nonlocal|  gunctional | Intersects with | Remote Maintenance MNT-05.2  [date/time). 5
Imaintenance and diagnostic actives are authorized, the organization Notifications
[The organization monitors and controls nonlocal maintenance and diagnostic [Mechanisms exist to audit remote, non-local maintenance and diagnostic
lactivities; and prohibits nonlocal system maintenance unless explicith sessions, as well as review the maintenance action performed during remote
MA-4 Nonlocal Maintenance  [authorized, in writing, by the CIO or his/her designated representative. If nonlocal|  Fynctional | Intersects With Auditing Remote MNT-05.1 |maintenance sessions. 5
Imaintenance and diagnostic actives are authorized, the organization Maintenance
[ATlows the use of nonlocal maintenance and diagnostic tools only as consistent [Mechanisms exist to authorize, monitor and control remote, non-local
MA-4.a Nonlocal Maintenance  [with organizational policy and documented in the security plan for the Functional Subset OF Remote Maintenance MNT-05  [maintenance and diagnostic activities. 10
information system;
[Employs multi-factor authentication in the establishment of noniocal [Mechanisms exist to authorize, monitor and control remote, non-local
MA-4b Nonlocal Maintenance |maintenance and diagnostic sessions; Functional Subset Of Remote Maintenance MNT-05  Imaintenance and diagnostic activities. 0
[Maintains records for noniocal maintenance and diagnostic activities; and Mechanisms exist to authorize, monitor and control remote, non-local
MA-d.c Nonlocal Maintenance Functional Subset OF Remote Maintenance MNT-05 | e and dingnostic activities. 10
[Terminates all sessions and network connections when nonlocal maintenance is [Mechanisms exist to authorize, monitor and control remote, non-local
MA-4.d Nonlocal Maintenance  [¢oraes Functional Subset OF Remote Maintenance MNT-05 | e and disgnostic activities 10
[The organization: [Mechanisms exist to audit remote, non-local maintenance and diagnostic
MA-4(1) Auditing and Review Functional Subset Of Auditing Remote MNT-05.1 |sessions, as well as review the maintenance action performed during remote 10
Malntenance Imaintenance sessions.
[Audits nonfocal maintenance and diagnostic sessions using available audit o Mechanisms exist to audt remote, non-local maintenance and diagnostic
MA-4(1).a Auditing and Review  [events; and Functional Subset O Auditing Remote MNT-05.1  [sessions, as well as review the maintenance action performed during remote 10
Maintenance Imaintenance sessions.
[Reviews the records of the maintenance and diagnostic sessions. [Mechanisms exist to audit remote, non-local maintenance and diagnostic
MA-4(1).b iting and Review Functional Subset OF Auditing Remote MNT-05.1  [sessions, as well as review the maintenance action performed during remote 10
Maintenance Imaintenance sessions.
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[The organization documents in the information system's security plan the [Mechanisms exist to authorize, monitor and control remote, non-local
MA-4(2) Document Nonlocal - |pojicies and procedures for the establishment and use of nonlocal maintenance | Functional Subset OF Remote Maintenance MNT-05  [maintenance and diagnostic activities. 10
Maintenance Jand diagnostic connections.
[The organization: [Mechanisms exist to require Technology Assets, Applications and/or Services
Remote Maintenance (TAAS) performing remote, non-local maintenance and/or diagnostic services
MA-4(3) Comparable Functional Subset Of Comparable Security & MNT-05.6 |mplement a security capability comparable to the capability implemented on| 10
Security/Sanitization lthe system being serviced.
Sanitization % ]
[Requires that nonlocal maintenance and diagnostic services be performed from [Mechanisms exist to require Technology Assets, Applications and/or Services
lan information system that implements a security capability comparable to the Remote Maintenance (TAAS) performing remote, non-local maintenance and/or diagnostic services
MA-4(3).a lcapability implemented on the system serviced; or Functional Subset OF Comparable Security & | MNT-05.6 [mplement a security capability comparable to the capability implemented on| 10
Security/Sanitization lthe system being serviced.
Sanitization % ]
[Removes the component to be serviced from the information system prior to [Mechanisms exist to require Technology Assets, Applications and/or Services
Inonlocal maintenance or diagnostic services, sanitizes the component (with (TARS) performing remote, non-local maintenance and/or diagnostic services
regard to organizational information) before removal from organizational Remote Maintenance implement a security capability comparable to the capability implemented on|
MA4GLD rable [faciities, and after the service is performed, inspects and sanitizes the Functional Subset OF Comparable Security & | MNT-0s.6 [the system being serviced 10
Security/Sanitization  [component (with regard to potentially malicious software) before reconnecting e tiaaton
the component to the information system.
[The organization: ‘Authorized Maintenance [Mechanisms exist to maintain a current list of authorized maintenance
MA-S Maintenance Personnel Functional Subset OF MNT-06  |Gioo e ions or personnel. 10
[Estabiishes a process for maintenance personnel authorization and maintains a ‘Authorized Maintenance Mechanisins exst o maintai a current s of authorized maintenance
MA-5.a Maintenance Personnel |50 N%e = Pre ‘o personnel: Functional Subset OF il w06 CEE o 10
Ensures That ron-escorted personnel performing mainterance on the Inormation Authorized Maintenance Hechanisms exis to mainai & carrent ot o autharzed maimienance
MASL Maintenance Personnel o stem have required access authorizations; a Functional Subset Of MNT-06_ Jorganizations or personnel. 0
[Designates organizational personnel with veqmrea access authorizations and
technical competence to supervise the maintenance activities of personnel who Authorized Maintenance IMechanisms exist to maintain a current list of authorized maintenance
MAS.C Maintenance Personnel  |do not possess the required access authorizations. Functional Subset OF i MNT-06 e ione or personnel 10
[The organization obtains maintenance support and/or spare parts for defined key -
information system components (defined i the applicable security plan) within IMechanisms exist to obtain maintenance support andjor spare parts for
MA-6 Timely Maintenance  ihe applicable Recovery Time Objective (RTO) specified in the contingency plan. | Functional Subset Of Timely Maintenance MNT-03  [Technology Assets, Applications and/or Services (TAAS) within a defined 10
Recovery Time Objective (RTO).
110 Media Protection (MP) | V/A Functional | No Relationship NIA NA [NA 0 cepolicebieScheontl
[The urearluzatgun develnpsadm:r:e":sv and f\ssbe‘rr;matﬁ to apph:ﬁb\e hundred periodic Review & Update of Mechanisms exist to review the Security, Compliance & Resilience Program
g Media Protection Policy and [Personnel, and reviews and updates (as applicable) ,within every three hundre 03 |(SCRP). including policies, standards and procedures, at planned intervals or
ve-1 Procedures sinty-fve (365) days Functional | Intersects With | - Security, Compllance & | GOV-03 I gnificant changes occur to ensure their continuing sultabilty, adeduaey s
9 Jand effectiveness.
Media Protection Policy and |[T€ raanization develops, documents, and disseminates to applicable
MP-1 ledia Protection Policy and |personnel, and reviews and updates (as applicable) ,within every three hundred |  Functional Subset Of Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls.| 10
sixty-five (365) days:
[The organization develops, documents, and disseminates to appiicable Publiening Securt
Media Protection Policy and [Personnel, and reviews and updates (as applicable) within every three hundred ublishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
MP-L cedure: sixty-five (365) days Functional | Intersects With | Compliance & Resilience | - GOV-02  lon procedures necessary for secure, compliant and resiient capabilities, 5
ocumentation
[A media protection policy that addresses purpose, scope, roles, responsib ties, Publshing Securty
Media Protection Policy and [Management commitment, coordination among organizational entities, and ; . IMechanisms exist to establish, maintain and disseminate policies, standards
MP-1a Procedures lcompliance; and Functional Subset Of Compliance & Resllience GOV-02 | procedures necessary for secure, compliant and resilient capabilities. 10
ocumentation
[Procedures to facilitate the implementation of the media protection policy and [Mechanisms exist to identify and document Standardized Operating
MP-Lb Media Protection Policy and associated media protection controls Functional SubsetOf | Standarcised ORSISNG | 0ps.01.1  [procedures (SOP), or similar documentation, to enable the proper execution 10
of day-to-day / assigned tasks.
[Semi-annual inventories of removable media containing Personally Identifiable Publshing Securty
Media Protection Policy and [Information (Pl are conducted. The organization accounts for any missing i ity, IMechanisms exist to establish, maintain and disseminate policies, standards
MP-115.1 ocedure: removal media containing Pl by documenting the search efforts and notifying Functional SubsetOf | Compliance & Resilience | GOV-02 |og procedures necessary for secure, compliant and resilient capabilities. 10
e media iitiator of the loss Documentation
information system media includes both digital media (e.0., diskettes, magnetic Mechanisms exist o identity and document Standardized Operating
Media Protection Policy and |t2pes, external/removable hard drives, flash/thumb drives, compact disks, and Standardized Operating
MP-1.15.2 digital video disks) and non-digital media (e.q., paper, microfim). Functional Subset OF OPS-01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 10
Procedures o 9 9. pap Procedures (SOP) of day-to-day / assigned tasks.
[The organization restricts access to sensitive information, such as Personally
Identifiable Information (PII), residing on digital and non-digital media [Mechanisms exist to control and restrict access to digital and non-digital
MP-2 Media Access lauthorized individuals using automated mechanisms to control access to media Functional | Intersects With Media Access DCH-03 |1 edia to authorized individuals. “ o 5
storage areas.
[The organization restricts access to sensitive information, such as Personally
Identifiable Information (PIl), residing on digital and non-digital media to Endpoint Device IMechanisms exist to facilitate the implementation of Endpoint Device
MP-2 Media Access authorized individuals using automated mechanisms to control access to media |  Functional | Intersects With | - ,=1CB T REEES, END-01 |y ement (EDM) controls. ? P 5
jstorage areas.
[The organization: [Mechanisms exist to mark media in accordance with data protection
requirements so that personnel are alerted to distribution limitations,
MP-3 Media Marking Functional Subset OF Media Marking DCH-04  |handiing caveats and applicable security requirements. 10
[The organization: [Automated mechanisms exist to mark physical media and digital files to
indicate the distribution limitations, handiing requirements and applicable
MP-3 Media Marking Functional | Intersects With Automated Marking DCH-04.1 Isecurity markings (if any) of the information to aid Data Loss Prevention 5
(DLP) technologies.
[Marks information system media indicating the distribution limitations, handling [Mechanisms exist to mark media in accordance with data protection
lcaveats, and applicable security markings (if any) of the information; an requirements so that personnel are alerted to distribution limitations,
MP-3.a Media Marking Functional Subset Of Media Marking DCH-04  |handling caveats and applicable sectrity requirements. 10
[Exempts specific types of media or hardware components, as specified, in [Mechanisms exist to mark media in accordance with data protection
writing, by the CIO or his/her designated representative, from marking as long as requirements so that personnel are alerted to distribution limitations,
MP-3.b Media Marking lthe media remain within a secure environment. Functional Subset Of Media Marking DCH-04  |handling caveats and applicable security requirements. 10
[The organization: [Mechanisms exist to:(1) Physically control and securely store digital and non-
digital media within controlled areas using organization-defined security
Imeasures; and(2) Protect system media until the media are destroyed or
mP-a Media Storage. Functional Subset Of Media Storage DCH-06  [sanitized using approved equipment, techniques and procedures. 10
[Physically controls and securely stores all magnetic tapes, externaljremovable
Ihard drives, flashjthumb drives, diskettes, compact disks, and digital video disks IMechanisms exist to:(1) Physically control and securely store digital and non-
within organization-defined controlled areas; encrypts digital media via a FIPS digital media within controlled araas Using organization-defined security
MP-d4.a Media Storage 140-2 valwd‘a\iddencrbypuen mod'u\e. ‘and for non-digital media, provides secure Functional Subset OF Media Storage DCH-06 | easures; and(2) Protect system media until the media are destroyed or 10
storage i locked cabinets or safes. Isanitized using approved equipment, techniques and procedures
[Protects information system media until the media are destroyed or sanitized
lusing approved equipment, techniques, and procedures. IMechanisms exist to:(1) Physically control and securely store digital and non-
digital media within controlled areas using organization-defined security
MPp-4.0 Media Storage Functional Subset Of Media Storage DCH-06  Imeasures; and(2) Protect system media until the media are destroyed o 10
sanitized Using approved equipment, techniques and procedures.
I Personally identifiable Information (PID 1s recorded on magnetic media with
jother data, it should be protected as if it were entirely PIl. IMechanisms exist to:(1) Physically control and securely store digital and non-
-4 o6 |digital media within controlled areas using organization-defined security
MP-4-15.1 Media Storage Functional Subset Of Media Storage DCH06  Imeasures; and(2) Protect system media until the media are destroyed or 10
sanitized Using approved equipment, techniues and procedures.
[The organization: [Mechanisms exist to protect and control digital and non-digital media during
M5 Media Transport Functional Subset OF Media Transportation DCH-07  [transport outside of controlled areas using appropriate security measures. 10
[Protects and controls digital and non-digital media Containing sensitive
information. such as Personally Identifiable Information (PII}. during transport
loutside of controlled areas using cryptography and tamperevident packaging, IMechanisms exist to ’
protect and control digital and non-digital media during
MP-5.a Media Transport land (i) if hand carried, using securable container (e.q., locked briefcase) via Functional Subset Of Media Transport: DCH-07  liransport outside of controlled areas using appropriate security measures. 10
lauthorized personnel, or (ii) if shipped, trackable with receipt by commercial
lcarrier;
aintains accountability for information system media during transport outside IMechanisms exist to protect and control digital and non-digital media during
. i of controlled areas; i - -
MP-5.0 Media Transport Functional Subset Of Media Transportation DCHO7 ltransport outside of controlled areas using appropriate security measures. 0
[Documents activities associated with the transport of information system media;
IMechanisms exist to protect and control digital and non-digital media during
. n X
MP-5.c Media Transport ~ [and Functional Subset OF Media Transportation DCH 07 ot outeids of cantrolled aress using appropriate security messuree. 10
[Restricts the activitles associated with the transport of information system media Mchanioms exist o protect and control digital and nom-digital media during
X o authorized personnel X .
MP5.d Media Transport pe Functional Subset OF Media Transportation DCH 0T e butards of cantrolled arens using apbropiiate secrity mesgrac. 10
[Protect and control PIl media during transport oUtside of controlled areas and
restricts the activities associated with transport of such media to authorized IMechanisms exist to protect and control digital and non-digital media during
MP-5.15.1 Media Transport personnel Pl mut b i ocked cabinets o seled packing carons whie i Functional Subset OF Media Transportation DR 0T e Dutards of cantrolled areas using apbropiiate secrity mesgurac. 10
ransit
[The organization protects and controls magnetic tapes, external/removable hard
drives, flash/thumb drives. diskettes, compact disks, and digital video disks ech  to protect and control digital and non-digital media
5. i lduring transport outside of controlled areas. and encrypts digital media via a FIPS| i ¥ lechanisms exist to protect and control digital and non-digital media during
MP-5152 Media Transport |30 alidated encryption module. yee d Functional Subset Of Media Transportation DCH-O7  ltransport outside of controlled areas using appropriate security measures. 10
[The organization defines security measures to protect digital and non-digital
5 [medin n transpor .07 | Mechanisms exist to protect and control digital and non-digital media during
MP-5-15.3 Media Transport port Functional Subset Of Media Transport; DCHO7 " ltransport outside of controlled areas using appropriate security measures. 0
[The information system implements cryptographic mechanisms to protect the Encrypting Data n st [Cryptographic mechanisms exist to protect the confidentiality and integrity
MP-5(4) Cryptographic Protection _[confidentiality and integrity of information stored on digital media during Functional Subsetof | ENCrYPting DAt In S1OraG€ | per.07.2  of information stored on digital media during transport outside of controlled 10
[transport outside of controlled areas. ledia
[The organization: Mechanisms exist to securely dispose of media when It s o longer required,
MP-6 Functional | Intersects With | Physical Media Disposal |  DCH-08 [ Grefinits CHE 8 ooc 5
[The organization: [Mechanisms exist to sanitize system media with the strength and integrity
the or sensitivity of the information prior to
MP-6 Media Sanitization Functional Subset Of | System Media Sanitization |  DCH-09  |qiaposal, release out of organizational control or rélease for reuse. 10
o Media Santtization _|T€ organization: Functonal | Intersects witn | SEaten fPersonal | pcyi093 [Mechanisms exist to facilitate the sanitization of Personal Data (PD). S
[Sanitizes both digital and non-digital information system media prior to disposal, [Mechanisms exist to sanitize system media with the strength and integrity
release out of organizational control, or release for reuse using defined with the or sensitivity of the information prior to
MP-6.2 Media Sanitization  |Sanitization techniques and procedures {defined in the applicable security plan) |  Fynctional SubsetOf | System Media Sanitization |  DCH-09  [disposal, release out of organizational control or release for reuse. 10
in accordance with applicable federal and organizational standards and policies;
land
[Employs sanitization mechanisms with the strength and integrity commensurate [Mechanisms exist to sanitize system media with the strength and integrity
with the security category or classification of the information. with the or sensitivity of the information prior to
MP-6.b Media Sanitization Functional SubsetOf | System Media Sanitization |  DCH-09  |qiaposal, release out of organizational control or release for reuse. 10
[Employ sanitization mechanisms consistent with guidance provided in NIST [Mechanisms exist to sanitize system media With the strength and integrity
[Special Publication 800-88 Revision 1, Guidelines for Media Sanitization with the or sensitivity of the information prior to
MP-6-15.1 Media Sanitization Functional Subset Of | System Media Sanitization |  DCH-09  |disposal, release out of organizational control or rélease for reuse. 10
Finely Shred harc-capy documents USing aproved equipment, techridues, ana [Mechanisms exist to sanitize system media With the strength and integrity
lprocedures, and with a minimum of cross-cut shredding. lcommensurate with the classification or sensitivity of the information prior to
MP-6-15.2 Media Sanitization Functional Subset OF | System Media Sanitization |  DCH-09 [qisposal. release out of organizational control or release for reuse. 10
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Authorized employees of the receiving entity must be responsible for securing
Imagnetic tapes/cartridges before, during, and after processing, and they must
lensure that the proper acknowledgment form is signed and returned . Inventory
Irecords must be maintained for purposes of control and accountability. Tapes

System Media Sanitization

[Mechanisms exist to supervise, track, document and verify system media
[sanitization and disposal actions.

lcontrols for the facility.

MP-6-15.3 Media Sanitization  |containing Personally Identified Information, any hard-copy printout of a tape, or | Functional Subset Of Docamantatior. DCH-09.1 10
lany file resulting from the processing of such a tape will be recorded in a log that ul :
identifies:
[Date received; [Mechanisms exist to supervise, track, document and verify system media
MP-6153.a Media Sanitization Functional Subsetof | SYstem Media Sanitization | pcii.gg.1 - fsanitization and disposal actions. 10
[Reel/cartridge control number contents; <ystem Media Sanitization [Mechanisms exist to supervise, track, document and verify system media
-6 tizati - lsanitization and disposal actions.
MP-6-15.3. Media Sanitization Functional Subset OF Bocomartator DCH-09.1 P 10
[Number of records, if available; System Hedia Saniization [Mechanisms exist to supervise, track, document and verify system media
6. X i nd disposal action:
MP-6-15.3.c Media Sanitization Functional Subset OF B ot DCH-09.1  [sanitization and disposal actions. 10
[Movement; and <ystem Media Sanftization [Mechanisms exist to supervise, frack, document and verify system media
6. i X sanitization and disposal actions.
MP-6-15.3.d Media Sanitization Functional Subset OF Do taton DCH-09.1 P 10
[ disposed of, the date and method of disposition. <ystem Media Senftization [Mechanisms exist to supervise, track, document and verify system media
-6 X sanitization and disposal actions.
MP-6-15.3. Media Sanitization Functional Subset Of Bocumantation DCH-09.1 P 10
[Surplus equipment is stored securely while not in use, and disposed of or [Mechanisms exist to sanitize system media with the strength and integrity
[sanitized in accordance with NIST SP 800-88 Revision 1 when no longer required. with the or sensitivity of the information prior to
MP-6-15.4 Media Sanitization Functional Subset Of | System Media Sanitization |  DCH-09 |disposal. release out of organizational control or release for reuse. 10
[The organization reviews, approves, tracks, documents, and verifies media
y Review/Approve/Track/ tization and Ia System Media Sanitization y IMechanisms exist to supervise, track, document and verify system media
MP-6(1) ocumentiverify [ 22ion and disposal actions. Functional Subset Of Documentation DCH-09.1  \canitization and disposal actions. 0
[The organization ensures Personally Identifiable Information is securely N N N
Review/Approve/Track/ i i fin an appropriate and reasonable manner and in System Media Sanitization IMechanisms exist to supervise, track, document and verify system media
MP-6(1-1S Documentverify  [cesuoyed or disposed of in an appropriate and reasonable manner and Functional Subset OF Documentation DCH-09.1 | canitization and disposal actions. 10
Equipment Testing - |11 1c araaizot on Less sanitization eduipment and procedures within every three IMechanisms exist to test sanitization equipment and procedures to verify
MP-6(2) ipment Testin lhundred sixty-five (365) days to verify that the equipment is achieving the Functional Subset OF Equipment Testing DCH-09.2 [ e reuit s aehizacy 10
intended sanitization.
[The organization pronibits the use of personally owned media on organizational e toret 2 and 0 . o anplicab!
MP-7 Media Use information systems or system components using defined security safeguards Functional | Intersects With | Media & Data Retention DCH-18  [Mechanisms exist o retain media and data in accordance with applicable 5
(defined in the applicable security plan) statutory, regulatory and contractual obligations.
[The organization pronibits the use of personally owned media on organizational
MP-7 Media Use information systems or system components using defined security safeguards Functional | Intersects With Media Use DCH-10  [Mechanisms exist to restrict the use of types of digital media on systems or 5
(defined in the applicable security plan). system components.
[The organization pronibits the use of personally owned media on organizational Mechanisms exist t pronibit the use of portable storage devices in
. informati r i i . -
-7 Media Use (;i:ﬂrr‘neadt on systemsor ystem companents using defined security safeguards Functional | Intersects With |Prohibit Use Without Owner | - DCH-10.2 [F1e<i8ame B t0 B i0 B0 e e O e etinable owner. 5
he organization prohibits the use of portable storage devices in organizational Mochanisms exist t prohibit the use of portable storage devices in
% i [armation Systems whe Such devicos have no Jdeniable wner i -
MP-7(1) Prohibit Use Without Owner % Functional | Intersects With | Prohibit Use Without Owner | - DCH-10.2[[ISCRae Bl to R I0 T e e o o S etinable owner. 5
Inventory and disposition records for information system media shall be
Imaintained to ensure control and accountability of sensitive information. The . IMechanisms exist to protect and control digital and non-digital media durin
MP-CMS-1 Media Related Records mfa‘a'remfnqmbms :hal\ Contain sufficient information to reconstruct the data | Functional Subset Of Media Transportation DCHO7 e ort outside of P traid arene usmggapmopnale Secg‘m[y T aureand 10
in the event of a breacl
[The media records must, at a minimunm, contain
- CMS-1- i N IMechanisms exist to protect and control digital and non-digital media during
MP-CMS-115.1 Media Related Records Functional Subset Of Media Transportation DR 0T e butarts of cantrolled areas uing ahoropyiate secrity mengurac. 10
|The name of media recipient; IMechanisms exist to protect and control digital and non-digital media during
MP-CMS-115.1. Media Related Records Functional Subset OF Media Transportation DCH07 ot outeide of controlled areas ueing appropriate security measuree. 10
[Signature of media recipient; N
IMechanisms exist to protect and control digital and non-digital media during
MP-CMS-1-15.1.b Media Related Records Functional Subset OF Media Transportation DCH 07 ot uteido of controlled aress using appropriate security messure. 10
[Date/time media received;
-CMs-1- i - IMechanisms exist to protect and control digital and non-digital media during
MP-CMS-115.1.c Media Related Records Functional Subset OF Media Transportation DCH 0T e butards of cantrolled areus using apbropiiate secuity mesgurac. 10
Media control number and contents; IMechanisms exist to protect and control digital and non-digital media during
MP-CMS-115.1.d Media Related Records Functional Subset Of Media Transportation DCH 07 e butarta of cantrotled areqe uing ahoropyiata secrity mengurac 10
Movement or routing information; and IMechanisms exist to protect and control digital and non-digital media during
MP-CMS-1-15.1. Media Related Records Functional Subset OF Media Transportation DCH07 ot uteide of controlled areas uaing appropriate security measure. 10
[ disposed of, the date, time, and method of destruction.
IMechanisms exist to protect and control digital and non-digital media during
MP-CMS-115.1.f Media Related Records Functional Subset OF Media Transportation DCH 07 et outeda of cantrolled areus using appropiiate secuity mesguree. 10
IN/A [No applicable SCF control
Physical and Environmental
11 Proraction o0} Functional | No Relationship N/A NA [NA [
oryeical amd £ o1 |The organization develops, documents, and disseminates to applicable Publisning Securt
ysical and Environmental |personnel, and reviews and updates (as necessary), within every three hundred ublishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
PE-L Protection Policy and Isixty-five (365) days Functional | Intersects With | Compliance & Resilience | GOV-02 lanq procedures necessary for secure, compliant and resilient capabilities. s
ohysical and Environmental |11S,0r9211Z200on develops, documents, and disseminates o applicable
i i . y
lpersonnel, and reviews and updates (as necessary), within every three hundred Physical & Environmental [Mechanisms exist to facilitate the operation of physical and environmental
PE1 protection Policy and ity fve (365) days: Functional Subset OF ke PES0L [ on controls 10
[The organization develops, documents, and disseminates to appiicable [Mechanisms exist to review the Security, Compliance & Resilience Program
Physical and Environmental |personnel, and reviews and updates (as necessary), within every three hundred Periodic Review & Update of| SCRP). including policies. standards o orocenu ares, at planned htoronieor
PE-1 Protection Policy and Functional | Intersects With |~ Security, Compliance & | Gov-03  |(SSRP. 9 P p A 5
o oy sixty-five (365) days: P ance if significant changes occur to ensure their continuing suitability, adequacy
u : 9 land effectiveness
oyeical ama £ ot formal documented physical and environmental protection palicy that Pubishing Securty
ysical and Environmental |adgresses purpose. scope, roles, responsibil ities, management commitment, ublishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards.
PELe protection Folcy and ong entites, and nd Functional | Subset Of | Compliance & Resilence | GOV-02. o proceciures necessary for secure, compliant and resiient capabilties 10
[Formal, documented procedures to facilitate the implementation of the physical
Physical and Environmental |and anironmental protection policy and associated physical and environmental Standardized Operating IMechanisms exist to identify and document Standardized Operating
PE-Lb Protection Policy and Functional Subset Of OPS-01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 10
lprotection controls Procedures (SOP)
Procedures lof day-to-day / assigned tasks.
[The organization: [Physical access control mechanisms exist to maintain a current It of
Physical Access Physical Access Ipersonnel with authorized access to organizational facilities (except for those
PE-2 Agm,.zamns Functional Subset Of Auymo”m.c,,s PES-02  |areas within the facility officially designated as publicly accessible). 10
[Develops and maintains a current list of Individuals with authorized access to the [Physical access control mechanisms exist to maintain a current It of
Physical Access facility where the information system resides (except for those areas within the Physical Access Ipersonnel with authorized access to organizational facilites (except for those
PE-2.2 ‘Authorizations facility officially designated as publicly accessible}; Functional Subset Of Authorizations. PES-02  3reas within the facility officially designated as publicly accessible). 10
issues authorization credentials; and [Physical access control mechanisms exist to maintain a current It of
Physical Access Physical Access Ipersonnel with authorized access to organizational facilties (except for those
PE2.b ‘Authorizations Functional Subset Of ‘Authorizations PES-02 lareas within the facility officially designated as publicly accessible). 10
[Reviews and approves the access list detailing authorization credentials in [Physical access control mechanisms exist to maintain a current It of
Physical Access laccordance with the frequency specified in Implementation Standard 1, removing Physical Access lpersonnel with authorized access to organizational facilities (except for those
PE-2.c A;/m,.zamns Ifrom the access list those personnel no longer requiring access. Functional Subset Of Ajmo”zanons PES-02  [reas within the facility officially designated as publicly accessible). 10
[Review and approve lists of personnel with authorized access to facilities [Physical access control mechanisms exist to maintain a current It of
Physical Access (containing information systems at least once every one hundred eighty (180) Physical Access Ipersonnel with authorized access to organizational facilities (except for those
PE-2-I5.1 ‘Authorizations days. Functional Subset Of Authorizations PES-02  (areas within the facility officially designated as publicly accessible). 10
[Create a restricted area, security room, or locked r00m o Control access to areas [Physical access control mechanisms exist to maintain a current It of
Physical Access lcontaining Personally Identifiable Information (PIl). These areas will be controlled Physical Access Ipersonnel with authorized access to organizational facilities (except for those
PE-2-15.2 A;’twimmns laccordingly. Functional Subset Of Auymmm.e,,s PES-02  3reas within the facility officially designated as publicly accessible). 10
[The organization authorizes physical access to the facility where the information ohysical access control mechanisme exit to authorize physical access to
2 i tem resides and information is received, pr , stored, or transmitt ' '
PE-2(1) Access by Position / Role [system resides and information is received, processed, stored, or transmitted Functional Subset Of Role-Based Physical Access | PES02.1 e, Jiiviee boced on the position or role of the individual 10
lbased on position or role.
[The organization: [Physical access control mechanisms exist to enforce physical access
lauthorizations for all physical access points (including designated entryfexit
PE3 Physical Access Control Functional Subset OF Physical Access Control PES-03  [ooints) to facilities (excluding those areas within the facility officially 10
designated as publicly accessible).
[Provides security safeguards to control access to areas within the facility [Physical access control mechanisms exist to enforce physical access
officially designated as publicly accessible; lauthorizations for all physical access points (including designated entry/exit
PE3.a Physical Access Control Functional Subset OF Physical Access Control PES-03  [ooints) to facilities (excluding those areas within the facility officially 10
[designated as publicly accessible).
[EScorts visitors and monitors visitor activin [Physical access control mechanisms exist to enforce physical access
uthorizatons for all physical access points (including designated eyt
PE3.b Physical Access Control Functional Subset Of Physical Access Control PES-03  [ooints) to facilities (excluding those areas within the fac 10
des\gnated a5 publicly accessibie)
[Enforces physical access authorizations at defined entry/exit points to the facil [Physical access control mechanisms exist to enforce physical access
ity (defined in the applicable security plan) where the information system lauthorizations for all physical access points (including designated entry/exit
PE3.C Physical Access Control  |rasides; Functional Subset OF Physical Access Control PES-03 [noints) to facilities (excluding those areas within the fac 10
designated as publicly accessible).
[Verifies individual access authorizations before granting access to the faciity; [Physical access control mechanisms exist to enforce physical access
lauthorizations for all physical access points (including designated entryfexit
PE3.d Physical Access Control Functional Subset OF Physical Access Control PES-03  [0oints) to facilities (excluding those areas within the facility officially 10
designated as publicly accessible).
(Controls entry to the facility containing the information system using physical [Physical access control mechanisms exist to enforce physical access
laccess devices/or guards; lauthorizations for all physical access points (including designated entry/exit
PE3.e Physical Access Control Functional Subset OF Physical Access Control PES-03  [ooints) to facilities (excluding those areas within the facility officially 10
[designated as publicly accessible).
[Maintains physical access audit logs for defined entry/exit points; [Physical access control mechanisms exist to enforce physical access
uthorizatons for all physicl access points (incuding designated eyt
PE3S Physical Access Control Functional Subset Of Physical Access Control PES-03  |0oints) to facilities (excluding those areas within the facilty offci: 10
designated as publicly accessible).
[Secures keys, combinations, and other physical access devices; [Physical access control mechanisms exist to enforce physical access
authorizatons for al physial access paints (incucing designated entry/exi
PE3.g Physical Access Control Functional Subset OF Physical Access Control PES-03  |noints) to facilities (excluding those areas within the facility officially 10
Gesionated as publicly accesaible).
inventories physical access devices within every three hundred sixty-five (365) [Physical access control mechanisms exist to enforce physical access
days: and lauthorizations for all physical access points (including designated entryfexit
PE-3.h Physical Access Control Functional Subset OF Physical Access Control PES-03  [0oints) to facilities (excluding those areas within the facility officially 10
designated as publicly accessible).
[Changes combinations and keys for Gefined high-risk entry/exit points (defined in [Physical access control mechanisms exist to enforce physical access
lthe applicable security plan) within every three hundred sixty-five (365) days, lauthorizations for all physical access points (including designated entry/exit
PE3I Physical Access Control  andjor when keys are lost, combinations are compromised, or individuals are Functional Subset Of Physical Access Control PES-03  Ipoints) to facilities (excluding those areas within the facility officially 10
transferred or terminate [designated as publicly accessible).
[Control data center/facility access by use of door and window locks, and security Physical access contral mechanisms extt fo nforce phys\(a\ access
personnel o physical authentication devices, such as biometrics andjor smart lauthorizations for all p access points (includin ted entry/exit
PE-345.1 Physical Access Control (a1 G/BIN combinatio Functional Subset Of Physical Access Control PES-03  [5inte) o faciitis (excluding those ares within the fannty oty 10
designated as publicly accessible).
[Store and operate servers in physically secure environments, and grant access to| [Physical access control mechanisms exist to enforce physical access to
PE-345.2 Physical Access Control explicitly authorized personnel only. Access is monitored and recorded. Functional Subset Of | Access To Critical Systems | PES-03.4 [critical systems or sensitive/regulated data, in addition to the physical access 10
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[Restrict access to grounds/facilties to authorized persons only.
Physical Access IPhysical access control mechanisms exist to maintain a current list of
PE-315.3 Physical Access Control Functional Subset Of PrySical Access PES-02  |personnel with authorized access to organizational facilities (except for those 10
areas within the facility officially designated as publicly accessible)
[Require two barriers to access Personally Identifiable Information (P1) under Physical access control mechanisms exist to enforce physical access
Inormal security: secure container, locke lauthorizations for all physical access points (including designated entry/exit
PE3I5.4 Physical Access Control _|Interior, or locked perimeter/security container. Protected information must be Functional SubsetOf | Physical Access Control pES.03  |points) to facilities (excluding those areas within the facility officially 10
lcontainerized in areas where other than authorized employees may have access designated as publicly accessible)
afterhours.
[Escort and monitor visitor activity [Physical access control mechanisms exist to identify, authorize and monitor
PE3ISS Physical Access Control Functional Subset Of Visitor Control PES-06 |visitors before allowing access to the facility (other than areas designated as 10
jpublicly accessible).
[The organization controls physical access to information system distribution and IPhysical security mechanisms exist to protect power and telecommunications|
PE4 Access Control for lransmission lines within organizational facilties. Functional Subset Of Transmission Medium PES-12.1  [cabling carrying data or supporting information services from interception, 10
ransmission Medium
interference or damage.
[Disable any physical ports (e.g., wiring closets and patch panels) not in use.
Access Control for Caupment g & IPhysical security mechanisms exist to locate system components within the
PE-4-15.1 e o Functional Subset Of st PES12 [facility to minimize potential damage from physical and environmental 10
Ihazards and to minimize the opportunity for unauthorized access.
[The organization controls physical access to information system output devices [Physical security mechanisms exist to restrict access to printers and other
PES Access Control for OUIPUL o prevent unauthorized individuals from obtaining the output. Functional Subsetof | Access Control for OUIPUL | peg 15 5 foystem output devices to prevent unauthorized individuals from obtaining 10
lthe output.
[The organization: [Physical access control mechanisms exist o monitor for, detect and respond
PE-6 Monitoring Physical Access Functional Subset OF | Monitoring Physical Access | PES-05  [r"ny O 2T COTR AR 10
Moniors physical access o he acilty where e formation syster resides (o [Physical access control mechanisms exist ©o monitor for, detect and respond
PE-6.2 Monitoring Physical ACCess [Leracs and rospond o pnysical security nciden Functional Subset Of | Monitoring Physical Access |  PES-05  [o"2 2\ 37Cees ContialTece 10
[Reviews physical access 10gs weeKly and Upon occurrence of security incidents - [Physical access control mechanisms exist © monitor for, detect and respond
PE-6.0 Monitoring Physical Access (1o Bi PYSICE 2ccess 100 Functional Subset Of | Monitoring Physical Access | PES-05  [od7picdl 3¢Cese COMTOl fech 10
[Coordinates results of reviews and nvestigations with the organization's ncident Physical access control mechanisms exist to monitor for, detect and respond
PE-6.c Monitoring Physical Access | eonee capabiity Functional Subset Of | Monitoring Physical Access | PES0S  [i i el 2 Caus oy neidonte. 10
[The organization reviews physical access logs at east every two (2) months. N [Physical access control mechanisms exist to monitor for, detect and respond
PE615.1 Monitoring Physical Access Functional Subset OF | Monitoring Physical Access | PES-0S |10 02l o Cavuriy neidente. 10
usion [The organization monitors physical intrusion alarms and surveillance equipment.
Intrusion Alarms / IPhysical access control mechanisms exist to monitor physical intrusion
PE6(1) Alarms/Surveillance Functional Subset Of | g e eent | PES-05.1 | e rance sauibment 10
Equipment
[The organization: Physical access control mechanisms generate a log entry for each access.
PE-B Visitor Access Records Functional Subset Of Physical Access Logs PES-03.3  [Fitamat throush controlied Ingross and ogress pomte. 10
Maintains visitor access records to the facilty where the information system orysical access control mecharisms generate a log entry for each access
PE-8.a Visitor Access Records ~ |resides (except for those areas within the facil ity official ly designated as Functional Subset Of Physical Access Logs PES-03.3 10
Ipublicly accessible) for two (3) years: and ¥ 9 lattempt through controlled ingress and egress points.
[Reviews visitor access records at least monthly. [Physical access control mechanisms generate a log entry for each access.
PE-B.0 Visitor Access Records Functional Subset Of Physical Access Logs PES-03.3 e e e Inanonn s earace e 10
Power Equipment and _[The organization protects power equipment and power cabling for the [Facility security mechanisms exist to protect power equipment and power
PEo Cabling information system from damage and destruction. Functional Subset O Supporting Utilities PES-07 _ |cabling for the system from damage and destruction. 0
Power Equipment and  [rg o ¥ 2utherized maintenance personnel to access infrastructure assets, Facility security mechanisms exist to protect power equipment and power
0. including power generators, HVAC systems, cabling, and wiring closet '
PE9IS.1 cluding power generators, HVAC systems, cabling, and wiring closets. Functional Subset Of Supporting Utilties P07 e syatom from damage and destction 10
[The organization: [Facility security mechanisms exIst to SNUL off power in emergency situations
lby:(1) Placing emergency shutoff switches or devices in close proximity to
systems or system components to facilitate Safe and easy access for
PE-10 Emergency Shutoff Functional Subset Of Emergency Shutoff pES-07.2  |Personnel; and(2) Protecting emergency power shutoff capability from 10
lUnauthorized activation
[Provides the capabilty of ShUTting off power to the information system or
[ndividual system components in emergency situations; Facility security mechanisms exist to shut off power in emergency situations
Iby:(1) Placing emergency shutoff switches or devices in close proximity to
PE-10.a Emergency Shutoff Functional Subset O Emergency Shutoff PES-07.2  [systems or system components to facilitate Safe and easy access for 10
lpersonnel; and(2) Protecting emergency power shutoff capability from
ctivation,
[Flaces emergency ShUtof switches or Gevices n a location that does ot require
lpersonnel to approach the equipment to facilitate safe and easy access for Facility security mechanisms exist to shut off power in emergency situations
[personnel; and lby:(1) Placing emergency shutoff switches or devices in close proximity to
PE10b Emergency Shutoff Functional Subset O Emergency Shutoff PES-07.2  [systems or system components to facilitate Safe and easy access for 10
lpersonnel; and(2) Protecting emergency power shutoff capability from
lUnauthorized activation
[Protects emergency power shutoff capability from unauthorized activation.
Faclty securty mechanisms exit to shut off power n emergency situations
lby:(1) Placing emergency shutoff switches or devices in close proximity to
PE10.c Emergency Shutoff Functional Subset Of Emergency Shutoff PES-07.2  [systems or system components to facilitate Safe and easy access for 10
lpersonnel; and(2) Protecting emergency power shutoff capability from
lUnauthorized activation
[The organization provides a short-term Uninterruptible power supply o faciiitate [Facility security mechanisms exist to supply alternate power, capable of
PE-11 Emergency Power  [an orderly shutdown of the information system in the event of a primary power | Functional | Intersects With Emergency Power PES-07.3  |maintaining minimally-required operational capability, in the event of an 5
source loss. lextended loss of the primary power source.
[The organization employs and maintains aufomatic emergency lighting for the [Facility security mechanisms exist to utilize and maintain automatic|
i information system that activates in the event of a power outage or disruption lemergency lighting that activates in the event of a power outage or
PEL2 Emergency Lighting jand covers emergency exits and evacuation routes within the facility. Functional Subset OF Emergency Lighting PES-07.4 disruption and that covers emergency exits and evacuation routes within the 10
fracility
[The organization employs and maintains for the information system fire [Facility security mechanisms exist to utiize and maintain fire suppression
PE-13 Fire Protection d detection upported by an energy|  Functional Subset Of Fire Protection PES-08  fand detection devices/systems or the system that are supported by an 10
source. ergy source.
[The organization employs fire detection Jsystems for the information
system that activate automatically and notify defined personnel or roles (defined Facility security mechanisms exist to utilize and maintain fire detection
PE-13(1) Detection Devices/Systems [In the applicable security plan) and defined emergency responders (defined in Functional Subset Of Fire Detection Devices PES-08.1 hat activate and notify 10
[the applicable security plan) in the event of a fire. lpersonnel and emergency responders in the event of a fire.
[The mploys fire T the information
Suppression oyster that provide sutomatic notication of any activation o denned personnel Facility security mechanisms exist to employ an automatic fire suppression
PE13(2) Do eions [or rales) and defined emergency respanders. Functional | Intersects With | Automatc Fire Suppression | PES-08.3.capabilty for criical systems when th facilty s nt taffed on a continuous 5
[The organization employs an automatic fire suppression capability for the, Facility security exist to utilize fire
PE-13(3) Automatic Fire Suppression [information system when the facility is not staffed on a continuous basis. Functional Intersects With | Fire Suppression Devices PES-08.2  |that provide automatic notification of any activation to organizational 5
persomne and emergency responders.
Temperature and Humidity [The organization: Temperature & Humidity urity mechanisms exist to maintain and monitor temperature and
PE-14 Functional Subset OF Controls PES-09 hummy Tevels within the acity 10
Temperature and Humidity |eammon oo e 21 humidity levels witin tne faciy where ! Temperature & Humidity Facility security mechanisms exist to maintain and monitor temperature and
. nformation ayckem oxides wihin SLccprable vendor recommended toves; and y
PE-l4.a ¥ P! Functional Subset Of ntrols PES09 o midity levels within the facility. 10
) Temperature and Humidity [Monitors temperature and humidity levels. Temperature & Humidity 0o |Facility security mechanisms exist to maintain and monitor temperature and
PE14b Controls Functional Subset Of Controls PES-09 _ humidity levels within the facility. 10
Temperature and Humidity |Evaluate the level of alert and follow prescribed guidelines for that alert level Temperature & Humidity Facility security mechanisms exist to maintain and monitor temperature and
PELISD Functional Subset Of Controls PES-09 |humidity levels within the facility. 10
Temperature and Humidity [AIeTt component management of possible 1055 of service and/or media. Temperature & Humidity [Facility security mechanisms exist to maintain and monitor temperature and
PE-14-15.2 Controls. Functional Subset Of Controls PES-09 hummy levels within the facility. 10
Temperature and Humidity [Report damage and provide remedial action. Implement contingency plan, if Temperature & Humidity urity mechanisms exist to maintain and monitor temperature and
PE1415.3 Inecessary. Functional Subset Of ntrols PES09 ety cvels witnin the faciny. 10
[The organization protects the information system from damage resulting from
water leakage by providing master shutoff or isolation valves that are accessible, Facility security mechanisms exist to protect systems from damage resulting
PE-15 Water Damage Protection [working propery, and known to key personnel. Functional Subset Of | Water Damage Protection | PES-07.5 [irom water leakage by providing master shutoff valves that are accessible, 10
working properly and known to key personnel
[The organization authorizes, monitors, and controls the flow of information lPhysical security mechanisms exist to isolate information processing facillties|
PE-16 Delivery and Removal  [system-related components entering and exiting the facility and maintains Functional Subset O Delivery & Removal PES-10  [from points such as delivery and loading areas and other points to avoi 10
records of those items. access.
[The organization authorizes, monitors, and controls the flow of all information [Physical security mechanisms exist to isolate information processing facilities|
PE-16-15.1 Delivery and Removal - f&ystem components entering and exiting te facity and maintains records of Functional Subset Of Delivery & Removal PES-10  [from points such as delivery and loading areas and other points to avoid 10
[those items.
[The organization: Physical security mechanisms exist to Utilize appropriate management,
PE17 Alternate Work site Functional Subset Of Alternate Work Site PES11  |operational and technical controls at alternate work sites 10
[Employs appropriate securlty controls at alternate work sites that include, but
are not limited to, laptop cable locks, recording serial numbers and other IPhysical security mechanisms exist to utilize appropriate management,
PE-17.a Alternate Work Site \denklmfanon information about laptops, and disconnecting modems at alternate Functional Subset Of Alternate Work Site PES-11 anrauuna\ Bndymm.m\ controls at a\lgmmpﬁ,,k sites. < 10
work sites;
[Rssesses as feasible, the effectiveness of security controls at alternate work Py sty mechonsox o iz aprprte mogenent
. i sites; an ’
PE17D Alternate Work Site Functional Subset Of Alternate Work Site P Ll O o techaical controle ot altormata wovk aies 10
[Provides a means for employees to communicate with information security Prysical security mechanisms exist to utize approprate management
. rsonnel i ity ine " probl . 3
PE17.c Alternate Work Site [personnel in case of security incidents or problems. Functional Subset O Alternate Work Site P Ll O e teenical controle ot Attt ok ares 10
S genmes tional. and technical information Physical security mechanisms exist to utilize appropriate management,
17 system security controls for alternate work sites. : i il 3
PE17-15.1 Alternate Work Site s y Functional Subset Of Alternate Work Site S L e teenrcal contrate ot Aot ook ares 10
[The organization positions information system components within the faciity & oot secortty moch o locate oyt s e
Location of Information | minimize potential damage from physical and environmental hazards, and to Equipment Siting & ysical security mechanisms exist to locate system components within the
PE-18 Iminimize the opportunity for unauthorized access, Functional | Intersects With ; PES-12 [facility to minimize potential damage from physical and environmental 5
System Components pportuntty Protection Ihazards and to minimize the opportunity for unauthorized access.
112 Planning (PL) [ Functional | No Relationship N/A NA  |NA 0 Nolspplicabieischicantcl
[The organization develops, documents, and disseminates to applicable
Security Planning Policy and|personnel, and reviews and updates (as necessary), within every three hundred Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
PL1 Planning P Sixty.five (365) days: Functional Subset OF Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
Portfolio Management lcompliance and resilience objectives.
[The organization develops, documents, and isseminates to applicable
Security Planning Policy and|p s 091201 SEVEIOPS thvdaeio et eeop thrae hundr Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
L1 Procedure: iy e (365 dayer 1 (Paetes (o8 necessan) every three hundred | Functional SubsetOf | Contractual Compliance | P01 |relevant statutory, regulatory and contractual controls, 10
[The organization develops, documents, and disseminates to applicable [Mechanisms exist to facilitate the implementation of tailored development
pL1 Security 'f"ggé‘gfr;”'cy and|oersonnel, and reviews and updates (as necessary), within every three hundred Functional Subset Of T“hm"ﬂ‘/ Deveropment & TpA-01  [and acquisition strategies, contract tools and procurement methods to meet 10
[sixty-five (365) days: q lunique business needs,
[The organization develops, documents, and disseminates to applicable periodic Review & Update of IMechanisms exist to review the Security, Compliance & Resilience Program
L1 Security Planning Policy and|personnel, and reviews and updates (as necessary), within every three hundred Functional | Intersects with | - Security Compliance & | Gov-03 |(SCRP). including policies, standards and procedures, at planned intervals or 5
Procedures [sixty-five (365) days: Resilience Program if significant changes occur to ensure their continuing suitability, adequacy
9 Jand effectiveness.
[The organization develops, documents, and disseminates to applicable oubishing Securty
Security Planning Policy and|personnel, and reviews and updates (as necessary), within every three hundred i ity. IMechanisms exist to establish, maintain and disseminate policies, standards
PL1 procedure sixty-five (365) days Functional | Intersects With | Compliance & Resience | GOV-02 |3 bro i es necessary for secure, compliant and reslient capabilies s
ocumentation
[A security planning policy that addresses purpose, SCope, Toles, responsibiliies, Publshing securty
Security Planning Policy ntities, and Mechanisms exist to establish, maintain and disseminate policies, standards
PLia cedures lcompliance; and Functional SubsetOf | Compliance & Resilience | GOV-02 \o g procedures necessary for secure, compliant and resilient capabilities. 10
Documentation
[Procedures to facilitate the implementation of the security planning policy and IMechanisms exist to identify and document Standardized Operating
"L securty Planning Poicy andocZoCistesecurty planning contols Functional | Subsetor | SIGArdized Oerating | g 011 Iiraceaures (S0P, or st documentation, o anable he proper xecution 10
of day-to-day / assigned tasks.
[The organization: Mechanisms exist to plan and coordinate Information Assurance Program
Plan / Coordinate with Other (1AP) activities with affected stakeholders before conducting such activities in
L2 System Security Plan Functional | Intersects with |13 S0/ciaeie WL O] 140-03.1  Jordier to reduce the potential impact on operations 5
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[The organization Mechanisms exist o generate authoriatve documentation (e.+
Sty Pon (569 thoti(1) dentifes key srchtectural and implermentation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
pL2 System Security Plan Functional Subset Of | Compliance and Resiience | 14003 |(TAAS):(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) provides a historical record of annlied security contrals. including
[The organization: lechanisms exist to maintain network architecture diagrams that:(1) Contain|
sufficient detail to assess the security of the network's architecture;(2)
Reflect the current architecture of the network environment; and(3)
PL2 System Security Plan Functional | Intersects With Niﬁ:’x’ég;ﬁﬁ?ﬁgg‘a AST-04  |Document all sensitive/regulated data flows. B
[Develops a security plan for the Information system that: TSt to generate (.. System
Sccurity pan (65P)) that:(1) ldentifes key architectural and impiementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2a System Security Plan Functional Subset Of | Compliance and Resilience |  1A0-03  |(TAAS):(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) provides a historical recard of anplied security contrals. including
s consistent with the ACA System Security Plan (SSP) Procedure; IMechanisms exist to generate authoritative documentation (e.g., System
Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, linformation on in-scope Technology Assets, Applications and/or Services
PL2.a.1 System Security Plan Functional Subset Of | Compliance and Resiience |  1A0-03  |(TAAS);(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
land/or Facilities (PPTDF) that are contained within the system boundary:
and(3) provides a historical record of anplied security controls. including
s consistent with the organization's enterprise architecture; IMechanisms exist to generate authoritative documentation (e.g., System
Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.a2 System Security Plan Functional Subset Of | Compliance and Resilience | 140-03  [[TAAS);(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) rovides a historical recard of annlied security contrals. including
Explicitly defines the authorization boundary for the system; IMechanisms exist to generate authoritative documentation (e.g., System
Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.a3 System Security Plan Functional Subset Of | Compliance and Resiience | 14003 |(TAAS):(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
andor Faciles (PPTOF) tht arecontained witin he system boundary;
and() provdes 2 histoncal record o analed security contras. ncluding.
[Describes the operational context of the information system i terms of missions Mechanisms exist to generate authoritative documentation (6.9, Syst
land business processes; Sacuriy P [55P)) hati(1) Identihes key archtectural and \mp\emenlallen
Applied Security, information on in-scope Technology Assets, Applications andjor Servi
PL2.2.4 System Security Plan Functional Subset Of | Compliance and Resifience | 14003 |(TARS)(2) Reflects the currant stote of spplied securiy, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) provides a historical record of anplied security controls. including
[Describes the operational environment for the information system and exist to generate €5,
relationships with or connections to other information systems; Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.a5 System Security Plan Functional SubsetOf | Compliance and Resilience | 140-03  [[TAAS);(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) provides a historical recard of annlied security contrals. including
[Provides an overview of the security requirements for the system; lechanisms exist to generate authortative documentation (e.g., System
Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.2.6 System Security Plan Functional Subset Of | Compliance and Resiience |  1A0-03  |(TAAS):;(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) istorical record of anolied security controls. including
iGentifies any relevant overlays, if applicable; IMechanisms exist to generate authoritative documentation (e.g., System
Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2a7 System Security Plan Functional Subset Of | Compliance and Resilience | 14003 |(TAAS);(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) Provides a historical record of applied security controls. inluding
[Describes the security controls i place or planned for meeting those IMechanisms exist to generate authoritative documentation (e.g., System
requirements including a rationale for the tailoring decisions; and Security Plan (SSP)) that:(1) Identifes key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.28 System Security Plan Functional Subset Of | Compliance and Resilience |  1A0-03  |(TAAS):(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) provides a historical record of annlied security contrals. including
s reviewed and approved by the authorizing official or designated representative IMechanisms exist to generate authoritative documentation (e.g., System
prior to plan implementation; Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.2.9 System Security Plan Functional Subset Of | Compliance and Resifience | 14003 |(TAAS):(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) provides a historical record of anplied security controls. including
[Distributes copies of the securlty plan and communicates subsequent changes to t to generate 9.
the plan to stakeholders; Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2b System Security Plan Functional Subset Of | Compliance and Resiience | 14003 |(TAAS):(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and3) provides 2 histoical record of anolied security coptzais ncludina
[Reviews the security plan for the information system within every three hundred IMechanisms exist o generate authoritative documentation (e.g., Syst
sixty-five (365) days; Security pan (55P)) that:(1) dentifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.c System Security Plan Functional Subset Of | Compliance and Resiience |  1A0-03  |(TAAS);(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
land/or Facilities (PPTDF) that are contained within the system boundary:
) P o isloica v d o gl sty sl icudins
(Updates the plan, at a minimurm every three (3) years. to address current IMechanisms exist to generate authoritative documentation (e.g.,
conditions or whenever. Security Plan (SSP)) that:(1) Identifies key architectural and \mp\emenlallun
Applied Security, information on in-scope Technology Assets, Applications andjor Servi
PL2.d System Security Plan Functional SubsetOf | Compliance and Resience | 14003 |(TAAS)(2) Reflects the current state of applied securty, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) provides a historical record of applied security controls. including
[There are significant changes to the information system/environment of IMechanisms exist to generate authoritative documentation (e.g., System
loperation that affect security: Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.d1 System Security Plan Functional Subset Of | Compliance and Resilience |  1A0-03  |(TAAS):(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resience contrls on applicable cesses, Technologies, Data
5 (PPTDF) that are contained within the system boundary;
a histarical lied security contrals. including
[Problems are identiied during plan implementation or security control lechanisms exist to generate authoritative documentation (e.g., System
assessments; Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.d.2 System Security Plan Functional Subset Of | Compliance and Resifience | 14003 |(TAAS):(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) Provides a historical record of anplied security controls. including
When the data sensitivity Tevel increases; exist to generate (9. System
Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.d3 System Security Plan Functional Subset Of | Compliance and Resiience | 14003 |(TAAS):(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) provides a historical recard of annlied security contrals. including
[After a serious security violation due to changes in the threat environment; or IMechanisms exist to generate authoritative documentation (e.g., System
Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.d.4 System Security Plan Functional Subset Of | Compliance and Resiience | 14003 |(TAAS):(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) provides a historical record of anplied security controls. including
[Before the previous security authorization expires; and IMechanisms exist to generate authoritative documentation (e.g., System
Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL2.d5 System Security Plan Functional Subset Of | Compliance and Resiience | 14003 |(TAAS);(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
and(3) provides a historical record of applied security controls. including
[Protects the security plan from unauthorized disclosure and modification. IMechanisms exist to generate authoritative documentation (e.g., System Subpont e is mislabled a5 2
Security Plan (SSP)) that:(1) Identifies key architectural and implementation within law. There is no subpoint 1,
Applied Security, n in-scope Technology Assets, Applications and/or Services o we labeled it as subpoint e
PL2e System Security Plan Functional Subset Of | Compliance and Resilience |  1A0-03  |(TAAS):(2) Reflects the current state of applied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
andior Faciles (PPTOF) tht ae contained witin he system botndar;
and(3) p: bistrical ecord.of anpled security conrols ncluding.
When developing new system security plans or Updating prior system security hamisms exist fo generate authoritative documentation (6.3, Syt
plans use the System ecurity Plan Termplatefor ACA Administering ntiy Socuriy P (55P)) thati(1) Identihes key archtectural and \mp\emsnlalmn
Sy steme, which can Applied Security, information on in-scope Technology Assets, Applications andjor Servi
PL21S System Security Plan o ca . Gov/erejectoems_aca_program.security_privacy! Functional Subset Of | Compliance and Resifience | 14003 |(TARS)(2) Reflects the current stote of spplied security, compliance and 10
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
and/or Facilities (PPTDF) that are contained within the system boundary:
(3 Prouios 2 hstorcal tecord of apalied secur cantrol.ncling
plan activities regarding the 9.
farmotion systemn with afeceed Stakeholders berore conducting Such actvities opteg s Socurty Pan (56P)) hati(1) Idantnas key archtecturs) and impiementation
lto reduce the impact on other organizational entities. pplied Security, information on in-scope Technology Assets, Applications and/or Servics
PL2(3) P eaone R oaher " o Functional Subset Of | Compliance and Resilience | 1A0-03 5):(2) Reflects the current state of app\lezpse(urlty compl 10
Controls Documentation
[The organization iechanisms et o requie ll employees and conractors o spply
PL4 Rules of Behavior Functional | Intersects With | Terms of HRS-05 a protection principles in their daily work to enable 5
CLcure: complant and restient capabities
[The organization: Mecharisis xist o define acceptable and Unacceptable ulesofbehavior
PL4 Rules of Behavior Functional Subset Of Rules of Behavior HRS.05.1 [for the use of inciuding 10
bbehavior
[The organization Mechanisms exist to establish usage restrictions and implementation
) lquidance for organizational technologies based on the potential to cause
PL4 Rules of Behavior Functional | Intersects With |Technology Use Restrictions| HRS-05.3  [damage to Technology Assets. Applications andjor Services (TAAS). if used 5
maliciously.
[Establishes and makes readily avallable o Indviduals requiring access to the Fiecharisms et o dein acceptable and unacceptatle s o ehavor
information system the rules that describe their responsibilities and expected for the use of
PLda Rules of Behavior  |ehavior with regard to information and information system usage; Functional Subset Of Rules of Behavior HRS-05.1 [iehavior. 10
Receives an acknowledgment (paper or electronic) from such individuas, Piecharisms cx o defin acceptable and unacceptable s o behavior
indicating that they have read , understand, and agree to abide by the rules of for the use of
PL4b Rules of Behavior  lehavior before authorizing access to information and the information system; Functional Subset Of Rules of Behavior HRS-05.1  |behavior, 10
Reviews the rules of behavior every three hundred sixty-five (365) days updating Wecharims exist o define accepiable and unaccepiable ulesof befavior
PLac Rules of Behavior [ necessary; and Functional Subset Of Rules of Behavior HRs.05.1 for the use of including 10
ehavior.
Requires individuals who have acknowledged a previous version of the rules of Plecharisms exi o deine acceptable and unaccertable s o ehavior
PL4.d Rules of Behavior  |pehavior to read and reacknowledge when the rules of behavior are Functional Subset Of Rules of Behavior HRS.05.1 [for the use of 10
revised/updated bbehavior.
[Rules of behavior are aligned with DRHS requirements posted at Mecharisis xist o define acceptable and unacceptable ulesofbefavior
PL4-1S Rules of Behavior  |nttp://www.hhs.gov/ocio/policy/hhs-rob.htmi Functional Subset Of Rules of Behavior HRS-05.1[for the use of inciuding 10
ehavior.
[The organization includes in the rules of behavior expliclt restrictions on the use oo o detme rates of sanavor that com P
lechanisms exist to define rules of behavior that contain explicit restrictions
PL4(1) et Gl Media and o sites and posting information on public ¢ tional Subsetof | Socialfledia & Soclal | HRs-05.2  fon the use of social media and networking sites, posting information on 10
9 9 lcommercial websites and sharing account information
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[The organization IMechanisms exist to develop an enterprise architecture, aligned with
Information Security Alignment With Enterprise industry-recognized leading practices, with consideration for security,
PL8 ‘Architacture Functional Subset O ‘Architecture SEA02  |compliance and resilience principles that addresses risk to organizational 10
loperations, assets, individuals and other organizations.
[Develops an information security architecture for the ACA system that Mechanisms exist to develop an enterprise architecture, aligned with
Information Securit Alignment With Enterprise industry-recognized leading practices, with consideration for security,
PL8a Arenitecture Functional Subset O o chitecture SEA-02  |compliance and resilience principles that addresses risk to organizational 10
operations, assets, individuals and other organizations.
[Describes the overall philosophy, requirements, and approach to be taken with Mechanisms exist to develop an enterprise architecture, aligned with
Information Security |regard to protecting the confidentiality, integrity, and availability of Alignment With Enterprise industry-recognized leading practices, with consideration for security,
PL8a.l Architecture lorganizational information; Functional Subset Of Architecture SEA-02  Icompliance and resilience principles that addresses risk to organizational 10
loperations, assets, individuals and other organizations.
[Describes how the information security architecture s integrated Into and Mechanisms exist to develop an enterprise architecture, aligned with
Information Security [SUpPOts the enterprise architecture Alignment With Enterprise industry-recognized leading practices, with consideration for security,
PL-8.a.2 Architecture Y Functional Subset Of o ‘Architecture SEA-02  |compliance and resilience principles that addresses risk to organizational 10
loperations, assets, individuals and other organizations.
[Describes any information security assumptions about, and dependencies on, Mechanisms exist to develop an enterprise architecture, aligned with
Information Security _[external services; Alignment With Enterprise industry-recognized leading practices, with consideration for security,
PL8a3 ‘Architacture Functional Subset Of ‘Architecture SEA02  |compliance and resilience principles that addresses risk to organizational 10
loperations, assets, individuals and other organizations.
[Reviews and updates (as necessary) the information security architecture Mechanisms exist to develop an enterprise architecture, aligned with
Information Security |Whenever changes are made to the enterprise architecture; and Alignment With Enterprise industry-recognized leading practices, with consideration for security,
PL8b Arehitecture Functional Subset Of o chitecture SEA-02  |compliance and resilience principles that addresses risk to organizational 10
operations, assets, individuals and other organizations.
[Ensures that planned information security architecture changes are refiected n Mechanisms exist to develop an enterprise architecture, aligned with
Information Security _|the security plan and organizational procurements/acquisitions. Alignment With Enterprise industry-recognized leading practices, with consideration for security,
PL8.c Architecture Functional Subset Of Architecture SEA-02  |compliance and resilience principles that addresses risk to organizational 10
loperations, assets, individuals and other organizations.
113 personnel security (ps) VA Functional | No Relationship NA NA [N o [No applicable SCF control
[The organization develops, documents, and isseminates to applicable sublshing Securty
Personnel Security Policy [Personnel, and reviews and updates (as necessary), within every three hundred IMechanisms exist to establish, maintain and disseminate policies, standards
Ps1 nd Procedures sixty-five (365) days: Functional | Intersects With | Compliance & Resilience GOV-02 l.nd procedures necessary for secure, compliant and resilient capabilities. 5
[The organization develops, documents, and disseminates to applicable [Mechanisms exist to review the Security, Compliance & Resilience Program
i Periodic Review & Update of| g
. Personnel Security Policy [Personnel, and reviews and updates (as necessary), within every three hundred Y I(SCRP), including policies, standards and procedures, at planned intervals or
ps1 nd Procedures sixty-five (365) days Functional | Intersects With | - Security, Compliance & GOV-03 " lif ignificant changes occur to ensure their continuing suitability, adequacy °
Resilience Program
land effectiveness.
[The organization develops, documents, and disseminates to applicable
ps1 Personnel Security Policy |parsonnel, and reviews and updates (as néceseary), within every three hundred |  Functional Subsetof | Human Resources Security [ o o) [Mechanisms exist to faciltate the implementation of personnel security 10
and Procedures ’ lanagement lcontrols.
sixty-five (365) days
[A personnel security policy that addresses purpose, scope, roles, responsibilities, -
ps1 Personnel Security Policy among entities, and Functional cof | conblishing Securty. .02 | Mechanisms exist to establish, maintain and disseminate policies, standards N
Sla nd Procedures lcompliance; and unctional Subset Of ompance S eanence | GOV02 lang procedures necessary for secure, compliant and resilient capabilties. 0
[Procedures to facilitate the implementation of the personnel security policy and [Mechanisms exist to identify and document Standardized Operating
PS-1b Pe’$°ﬂﬂxﬁ;§;§;‘m&§°"cv lassociated personnel security controls. Functional Subset Of S‘BEE:(’;’EZ st)(nseorg;mg OPS-01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 10
of day-to-day / assigned tasks.
[The organization: Mechanisms exist to ensure that all security-related positions are staffed by
Competency Requirements lqualified individuals who have the necessary skill set.
ps2 Position Risk Designation Functional | Intersects With |  for Security-Related HRS-03.2 5
Positions
[The organization: Mechanisms exit o manage personnel securty sk by ga
Ps2 Position Risk Designation Functional Subset Of Position C: HRS-02 o potioneart setablahing aceaening cvert fo imdtvduals 10
[Fimg those postions
[Assigns a criticality/sensitivity risk designation to all organizational positions: Mechanisms exist to manage personnel security gning a risk
ps-2.0 Position Risk Designation Functional Subset Of Position Categorization HRS-02  |designation to all positions and establishing screening criteria for individuals 10
flling those positions.
[Establishes screening criteria for indviduals filing those positions; and Mechanisms exist to manage personnel security risk by assigning a fisk
PS-2.0 Position Risk Designation Functional Subset Of Position Categorization HRS.02  [designation to all positions and establishing screening criteria for individuals 10
[flling those positions.
Reviews and revises position crificality/sensitivity sk designations within every Mechanisms exist to manage personnel security risk by assigning a risk
ps2.c Position Risk Designation _[three hundred sixty-five (365) days. Functional Subset Of Position Categorization HRS-02  |designation to all positions and establishing screening criteria for individuals 10
flling those positions
ps-3 Personnel Screening "1 Organization: Functional Subset O Personnel Screening HRS-04  |ECHATISTS exIot 0 manage personnel securiy rsk by screening indviduals 10
Screens individuals prior to authorizing access to the information system: IMechanisms exist to manage personnel security risk by screening individuals
PS-3.0 Personnel Screening Functional Subset Of Personnel Screening RS04 [ sving aceons, 10
Rescreens indviduals perfodically, consistent withthe cricalty Sensitiy sk IMechanisms exist to manage personnel security risk by screening individuals
PS-3b Personnel Screening e postion: and Functional Subset Of Personnel Screening RS04 [ arioing aceons. 10
When an emmoyee moves from one position to another, the igher Tevel of IMechanisms exist to manage personnel security risk by screening individuals
PS-3.c Personnel Screening  [{laarance shout be acjucicated. Functional Subset Of Personnel Screening RS04 e o § o 10
) [Perform criminal history check for all persons prior to employment. 04| Mechanisms exist to manage personnel security risk by screening individuals
PS-315.1 Personnel Screening Functional Subset Of Personnel Screening RS04 e e neeone 10
[AlTemployees and contractors requiring access to ACA-sensitive information
Imust meet personnel suitability standards. These suitability standards are based
lon a valid need-to-know, which cannot be assumed from position or title, and
[favorable resuits from a background check. The background check for
PS-315.2 Personnel Screening  |prospective and existing employees {if not previously completed) should include,|  Functional Subset Of Personnel Screening HRs-04  [Mechanisms exist to manage personnel security risk by screening individuals 10
t a minimum, contacting references provided by the employee as well as the frior to authorizing access.
local law enforcement agency or agencies
PS4 Personnel Termination || °"9anization, upon termination of individual employment: Functional Subset Of Personnel Termination HRS-09  |Mechanisms exist to govern the termination of individual employment. 10
PS4 Personnel Termination |5, >20es Information system access in accordance with Implementation Standard| ¢, yjqng) Subset Of Personnel Termination HRS:09  [Mechanisms exist to govern the termination of individual employment. 10
PS-4.b Personnel Termination |1 110" any associated with the Functional Subset Of Personnel Termination HRS-09  [Mechanisms exist to govern the termination of individual employment. 10
(Conducts exit interviews that Include a discussion of non-disclosure of
PS-d.c Personnel Termination |00 0L X0 Tee e e o information Functional Subset Of Personnel Termination HRS-09  |Mechanisms exist to govern the termination of individual employment. 10
ps-a.d Personnel Termination |t 1eves all security information sy ProPerty: | gunctional Subset OF Personnel Termination HRS-09  |Mechanisms exist to govern the termination of individual employment. 10
PS-d.e Personnel Termination |- caarancs s foomome il " " nfermation systems formery g nctional SubsetOf |  Personnel Termination HRS:09  [Mechanisms exist to govern the termination of individual employment. 10
Ps-4.f Personnel Termination | o0 (55 S Personnel or roles (defined in the applicable securiy plan) Functional Subset OF Personnel Termination HRS-09  |Mechanisms exist to govern the termination of individual employment. 10
PS-d.g Personnel Termination | M ediately escorts employees terminated for cause out of the organization. Functional Subset Of Personnel Termination HRS-09  |Mechanisms exist to govern the termination of individual employment. 10
PS-a15.1 Personnel Termination  [oyerr 219 PhYSical access must be revoked prior to or during the employee Functional Subset Of Personnel Termination HRS:09  [Mechanisms exist to govern the termination of individual employment. 10
[ATl access and privileges to systems. networks, and facilities are suspended when|
Ps-a52 personnel Termination _|employees o contractors temporary separate fom the arganization (¢ 9. Functional Subset Of Personnel Termination HRS-09  |Mechanisms exist to govern the termination of individual employment. 10
leave of absence
[The organization: Mechanisms exist to adjust logical and physical access authorizations to
[Technology Assets, Applications and/or Services (TAAS) and facilities upon
PS5 Personnel Transfer Functional Subset Of Personnel Transfer HRS-08  |nersonnel reaseignment or transfer, in a timely manner. 10
[Reviews and confirms ongoing operational need for current logical and physical
ceoss £ information en individdals are IMechanisms exist to adjust logical and physical access authorizations to
PS-5.2 Personnel Transfer  [raassigned or transferred to other positions within the organization: Functional Subset Of Personnel Transfer HRS-08  [Technology Assets, Applications andjor Services (TAAS) and facilities upon 10
lpersonnel reassignment or transfer, in a timely manner.
initiates the following transfer or reassignment actions during the formal transfer
rocess: IMechanisms exist to adjust logical and physical access authorizations to
PS-5.b Personnel Transfer Functional Subset Of Personnel Transfer HRS:08  [Technology Assets, Applications and/or Services (TAAS) and facilities upon 10
personnel reassignment or transfer, in a timely manner.
[Re-issuing appropriate information system-related property (€.9., keys,
identification cards, and building passes) IMechanisms exist to adjust logical and physical access authorizations to
PS5.b.1 Personnel Transfer g Functional Subset Of Personnel Transfer HRS-08  [Technology Assets, Applications andor Services (TAAS) and facilities upon 10
lpersonnel reassignment or transfer, in a timely manner.
Notification to security management;
IMechanisms exist to adjust logical and physical access authorizations to
PS5.b.2 Personnel Transfer Functional Subset Of Personnel Transfer HRS-08  [Technology Assets, Applications andor Services (TAAS) and facilities upon 10
lpersonnel reassignment or transfer, in a timely manner.
(Closing obsolete accounts and establishing new accounts;
Mechanisms exist to adjust logical and physical access authorizations to
PS5.0.3 Personnel Transfer Functional Subset Of Personnel Transfer HRS.08  [Technology Assets, Applications andfor Services (TAAS) and facilities upon 10
lpersonnel reassignment or transfer, in a timely manner.
[When an employee moves to a new position of trust, logical and physical access
lcontrols must be reevaluated as soon as possible but not to exceed thirty (30) [Mechanisms exist to adjust logical and physical access authorizations to
PS.5b.4 Personnel Transfer o Functional Subset Of Personnel Transfer HRS:08  [Technology Assets, Applications and/or Services (TAAS) and facilities upon 10
personnel reassignment or transfer, in a timely manner.
Modifes access authorzation as necessary o Cortespond with any changes in
operational need due to reassignment or transfer: and IMechanisms exist to adjust logical and physical access authorizations to
PS-5.c Personnel Transfer Functional Subset Of Personnel Transfer HRS-08  [Technology Assets, Applications andor Services (TAAS) and facilities upon 10
lpersonnel reassignment or transfer, in a timely manner.
INotifies defined personnel or roles (defined in the appiicable security plan)
within one (1) business day, IMechanisms exist to ajust logical and physical access authorizations to
PS-5.d Personnel Transfer Functional Subset Of Personnel Transfer HRS-08  [Technology Assets, Applications andor Services (TAAS) and facilities upon 10
lpersonnel reassignment or transfer, in a timely manner.
[The organization: st to require NDAS) o similar
PS-6 Access Agreements Functional | Intersects With | HRS-06.1 that reflect the needs to protect data and 5
loperational details, or both employees and third-parties.
[The organization: Mechanisms exist to require internal and third-party users o sign appropriate
PS-6 Access Agreements Functional Subset Of Access Agreements HRS-06 [ e Teaments prior to being oranted acceae 10
[Develops and documents access agreements for organizational information Mechanisms exist to require internal and third-party users o Sign appropriate
systems, consistent with the provisions of the ACA and the requirements of 45 laccess agreements prior to being granted access.
PS-6.2 Access Agreements | CFR §155.260 - Privacy and security of personally identifiable information, Functional Subset Of Access Agreements HRS-06 10
lparagraphs (b)(2) and (c)
[Reviews and updates the access agreements as part of the system security Mechanisms exist to require Internal and third-party users to sign appropriate
lauthorization or when a contract is renewed or extended, but minimally within laccess agreements prior to being granted access.
PS-6.0 Access Agreements  |avery three hundred sixty-five (365 days, whichever occurs first: an Functional Subset Of Access Agreements HRS-06 10
[Ensures that individuals requiring access to organizational information and Peclarfsms exi  eduie termalsud Trd-partyusers o sign approprite
PS-6.c Access Agreements yetems Functional Subset Of Access Agreements HRS-06 Lo being aranted accane 10
[Acknowledge (paper or electronic) appropriate access agreements prior to being Rhecharmems exites Tequire internal and third-party users to sign appropriate]
PS-6.c.1 Access Agreements [0 009192 (PaPS Functional Subset O Access Agreements HRS-06 [ ements prior to being oranted accese 10
Re-acknowledge access agreements to maintain access to organizational Mechanisms exist to require internal and third-party users o sign appropriate
PS-6.0.2 Access Agreements  [information systems when access agreements have been updated. Functional Subset Of Access Agreements HRS.06  [access agreements prior to being granted access. 10
[Fhe organization: [Mechanisms exist to govern third-party personnel by reviewing and
. Third-arty Personnel Functional Subset Of hireparty Personnel HRS-10 | monitoring third-party security, compliahce and/or resilience roles and 10
Security
responsibiities.
Third-Party Personnel | FSI2DISNES pErSORNEl securly requirements Including securly roles and Mechanisms exist to govern third-party personnel by reviewing and
PS-7.2 Y responsibilties for third-party providers; Functional Subset Of Third-Party Personnel HRS-10  |monitoring third-party security, compliance and/or resilience roles and 10
Third-Party Personnel | eauires third-party providers to comply with personnel security policies and [Mechanisms exist to govern third-party personnel by reviewing and
PS-7.b Se(Vumy lprocedures established by the organization; Functional Subset Of Third-Party Personnel HRS-10  [monitoring third-party security, compliance and/or resilience roles and 10
Third-Party Personnel | POCUMENtS personnel security requirements; IMechanisms exist to govern third-party personnel by reviewing and
PS7.c i Functional Subset Of Third-Party Personnel HRS-10  |monitoring third-party security, compliance and/or resilience roles and 10
responsibiities.
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[Requires third-party providers to notify Contracting Officers or Contracting
Officer's Representatives (via the roster of contractor personnel) of any
Third-Party Personnel |[Personnel transfers or terminations of third-party personnel who possess IMechanisms exist to govern third-party personnel by reviewing and
PS-7.d lorganizational credentials and/or badges, or who have information system Functional Subset OF Third-Party Personnel HRS-10 | monitoring third-party security, compliance and/or resilience roles and 10
lprivileges within fifteen (15) calendar days; and responsibilities.
hird-party Personnel _|ORIEors provider compliance. [Mechanisms exist to govern third-party personnel by reviewing and
PS-7.e sa:yumy Functional Subset Of Third-Party Personnel HRS-10  |monitoring third-party security, compliance and/or resilience roles and 10
[Regulate the access provided to contractors and define security requirements for
lcontractors. Contractors must be provided with minimal system and physical
Third-Party Personnel |[3CeSS, and must agree to and support the information security requirements [Mechanisms exist to govern third-party personnel by reviewing and
P5745.1 Security [The contractor selection process must assess the contractor's ability to adhere to| ~ Functional Subset OF “Third-Party Personnel HRS-10  |monitoring third-party security, compliance and/or resilience roles and 10
land support information security policies and standards. responsibilities.
[The organization: Wecharfsrns exst o sanction persornel aiing to comply wih estabished
PS8 Personnel Sanctions Functional Subset OF Personnel Sanctions HRS-07 [ Sty policies, standards and pro 10
[Employs a formal sanctions process for ndividuals failing to comply with [Mechanisms exist to sanction personnel ramng to comply with established
Ps-8.a Personnel Sanctions information security policies and procedures; and Functional Subset Of Personnel Sanctions HRS07 |security policies, standards and proced 0
Notifies defined personnel o foes (@efined In the appticable securtty plan) within
defined time period (defined in the applicable security plan) when a formai IMechanisms exist to sanction personnel failing to comply with established
PS-8.b Personnel Sanctions oL ans process 4 intioted, deniing the.ndidual snctioned and | Functional Subset Of Personnel Sanctions HRS-07 | policies, standards and procedures. il 10
lthe reason for the sanction.
114 Risk Assessment (RA) | /A Functional | No Relationship N/A NA  |NA 0 [oe s ]
[The organization develops, documents, and disseminates to applicable IMechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of| P
Risk Assessment Policy and [Personnel, and reviews and updates (as applicable) within every three hundred ((SCRP), including policies, standards and procedures, at planned intervals or
RAL Procedure sixty-five (365) days Functional | Intersects With | - Security, Compliance & GOV-03 it significant changes occur to ensure their continuing sutability, adequacy s
9 Jand effectiveness.
[The organization develops, documents, and disseminates to appiicable
RAL Risk Assessment Policy and |parsonnel, and reviews and updates (as applicable) within every three hundred Functional SubsetOf | Risk Management Program |  Rsk.o1  [Mechanisms exist to faciltate the implementation of strategic, operational 10
, land tactical risk management controls.
sixty-five (365) days:
[The organization develops, documents, and disseminates to appiicable oG Securts
Risk Assessment Policy and [Personnel, and reviews and updates (as applicable) within every three hundred ublishing Securlty, [Mechanisms exist to establish, maintain and disseminate policies, standards
RAL Procedure sixty-five (365) days Functional | Intersects With | Compliance & Resilience | GOV-02  |ang procedures necessary for secure, compliant and resilient capabilities. s
ocumentation
[A formal , documented risk assessment policy that addresses purpose, scope,
Risk Assessment Policy and IMechanisms exist to facilitate the implementation of strategic, operational
RALa roles, responsibilities, management commitment, coordination among Functional Subset Of | Risk Management Program | RSK-01 10
Procedure organizational entities, and compliance: ant land tactical risk management controls.
Risk Assessment Policy and [Formal, documented procedures to facilitate the implementation of the risk [Mechanisms exist to facilitate the implementation of strategic, operational
RA-LD rocedure Jassessment policy and associated risk assessment controls, Functional Subset Of | Risk Management Program |  RSK-01  lang tactical risk controls. 10
[The organization: [Mechanisms exist to categorize Technology Assets, Applications, Services
land/or Data (TAASD) in accordance with applicable laws, regulations and
lcontractual obligations that:(1) Document the security categorization results
. Risk-Based Security g (including supporting rationale) in the security plan for systems; and(2)
A2 Security Categorization Functional Subset Of Categorization RSK02 lensure the security categorization decision is reviewed and approved by the w0
lasset owner.
(Categorizes information and the information system in accordance with
lapplicable federal laws, Executive Orders, directives, policies, regulations, IMechanisms exist to categorize Technology Assets, Applications, Services
standards, and guidance; land/or Data (TAASD) in accordance with applicable laws, regulations and
. Risk-Based Security g lcontractual obligations that:(1) Document the security categorization results
RA2a Security Categorization Functional Subset Of Categorization RSK-02  \including supporting rationale) in the security plan for systems; and(2) 0
[Ensure the security categorization decision is reviewed and approved by the
lasset owner.
Pocuments th securlty categorization results (nciuding supporting ratonale) i [Mechanisms exist to categorize Technology Assets, Applications, Services
lthe security plan for the information system; and land/or Data (TAASD) in accordance with applicable laws, regulations and
lcontractual obligations that:(1) Document the security categorization results
; Risk-Based Security g (including supporting rationale) in the security plan for systems; and(2)
RA-2b Security Categorization Functional Subset Of Categorization RSK02 lensure the security categorization decision is reviewed and approved by the 0
lasset owner.
[Ensures the authorizing official or authorizing official designated representative
Ireviews and approves the security categorization decision. IMechanisms exist to categorize Technology Assets, Applications, Services
land/or Data (TAASD) in accordance with applicable laws, regulations and
. Risk-Based Security g lcontractual obligations that:(1) Document the security categorization results
Raze Security Categorization Functional Subset Of Categorization RSK-02 " kincluding supporting rationale) in the security plan for systems; an 0
[Ensure the security categorization decision is reviewed and approved by the
lasset owner.
[The organization: [Mechanisms exist to regularly review Technology Assets, Applications and/or
Functional Review Of [Services (TAAS) for adherence to the organization's security, compliance
RA3 Risk Assessment Functional | Intersects With | Security, Compliance & | CPL-03.2 [3ndjor resilience policies and standards 5
Resilience Controls
[The organization: [Mechanisms exist to conduct recurring assessments of risk that includes the
likelihood and magnitude of harm, from unauthorized access, use, disclosure,
RA-3 Risk Assessment Functional Subset Of Risk Assessment. Rsk-04  [disruption, modification or destruction of the organization's Technology 10
|assets, Applications, Services and/or Data (TAASD)
Conducts an assessment: of ek, including the Ikehood and magnitude of arm, [Mechanisms exist to conduct recurTing assessments of risk that includes the
[from the unauthorized access, use, disclosure, disruption, modification, likelihood and magnitude of harm, from unauthorized access, use, disclosure,
RA-3.2 Risk Assessment ldestruction of the information system and the information it processes, stores or|  Eunctional Subset Of Risk Assessment Rsk-04  [disruption, modification or destruction of the organization's Technology 10
ltransmits; |assets, Applications, Services andjor Data (TAASD)
[Documents risk assessment results in the applicable security plan; [Mechanisms exist to conduct recurming assessments of risk that includes the
likelihood and magnitude of harm, from unauthorized access, use, disclosure,
RA-3.D Risk Assessment Functional Subset Of Risk Assessment Rsk-04  [disruption, modification or destruction of the organization's Technology 10
|assets, Applications, Services andor Data (TAASD)
[Reviews sk assessment results within every three hundred sixty-five (365) days, [Mechanisms exist to conduct recurring assessments of sk that includes the
likelihood and magnitude of harm, from unauthorized access, use, disclosure,
RA3.C Risk Assessment Functional Subset Of Risk Assessment Rsk-04  [disruption, modification or destruction of the organization's Technology 10
|Assets, Applications, Services and/or Data (TAASD)
TIsK assessment results to affected stakenolders, Business xSt to Conduct recurring assessments of risk that includes the
(Owners(s), and CMS; and likelihood and magnitude of harm, from unauthorized access, use, disclosure,
RA-3.d Risk Assessment Functional Subset Of Risk Assessment Rsk-04  [disruption, modification or destruction of the organization’s Technology 10
|Assets, Applications, Services and/or Data (TAASD)
[Updates the risk assessment every three (3) years or whenever there are [Mechanisms exist to conduct recurring assessments of risk that includes the
significant changes to the information system or environment of operation likelihood and magnitude of harm, from unauthorized access, use, disclosure,
(including the identification of new threats and vulnerabilities), or other disruption, modification or destruction of the organization's Technology.
RA-3.e Risk Assessment lconditions that may impact the security or authorization state of the system. Functional Subset Of Risk Assessment RSK-04  |Assets, Applications, Services and/or Data (TAASD). 10
(Significant change is defined in NIST Special Publication 800 37 Revision 1,
Section F.4 of Appendix F.)
[The organization conducts an information security risk assessment ai [Mechanisms exist to conduct recurring assessments of sk that includes the
docurments ik assessment results in the securty assessment eport emplate likelihood and magnitude of harm, from unauthorized access, use, disclosure,
RA-35.1 Risk Assessment [that can be found Functional Subset Of Risk Assessment Rsk-04  [disruption, modification or destruction of the organization's Technology 10
s calt eme gouisfiprojects/cms aca_program security_privacy! . |assets, Applications, Services andjor Data (TAASD)
[The system owner reviews risk assessment results at least every three hundred [Mechanisms exist to conduct recurring assessments of risk that includes the
sixty-five (365) days or when a significant change occurs. likelihood and magnitude of harm, from unauthorized access, use, disclosure,
RA-315.2 Risk Assessment Functional Subset OF Risk Assessment Rsk-04  [disruption, modification or destruction of the organization’s Technology 10
|Assets, Applications, Services and/or Data (TAASD)
[The organization: [Mechanisms exist to detect vulnerabilities and configuration errors by routine]
RA'S Vulnerability Scanning Functional Subset OF Vulnerability Scanning VPM-06 anning of systems and 10
RAS Vulnerability Scanning | 1'e ©rganization: Functional | Intersects With | Update Tool Capability UPM-06.1 _|Miechanisms exist to update vulnerability scanning tools. S
[Scans for vulnerabilities in the information system and hosted applications, exist to detect errors by routine]
loperating system, web application, and database scans (as applicable) within inerabiity Scanning of ysterms and Spplcations.
RAS.2 Vulnerability Scanning ~[eVery thirty (30) days and when new vulnerabilities potentially affecting the Functional Subset Of Vulnerability Scanning VPM-06 10
lsystemyapplications are identified and reported ;
[Employs vuinerability scanning tools and techniques that facilitate [Mechanisms exist to detect vunerabilities and configuration errors by routine]
RAS.b Vulnerability Scanning  [interoperability among tools and automate parts of the vulnerability Functional Subset OF Vulnerability Scanning VPM-06 |vulnerability scanning of systems and applications. 10
Imanagement process by using standards for:
Vulnerabilty Scanning _[EUMerating platiorms, software flaws, and improper configurations; Functional Subset Of Vuinerabiity Scanning Vpmop |Mechanisms E:\::ﬂl;gdzl(es(; vulnerabiliies and configuration errors by routine 0
[Formatting checklists and test procedures; [Mechanisms exist to detect vu\neramlmes ‘and configuration errors by routine
RA-5.0.2 Vulnerability Scanning Functional Subset OF Vulnerability Scanning VPM-06 anning of systems and 10
[Measuring vuinerability impact; [Mechanisms exist to detect vunerabilities and configuration errors by routine]
RA5.b3 Vulnerability Scanning Functional Subset Of Vulnerability Scanning VPMA06  |iinerabiity mnnmg of systems and 10
[Analyzes vulnerability scan reports and results from security control detect and errors by routine|
RAS.C Vulnerability Scanning Functional Subset Of Vulnerability Scanning VRMA06 ity scanning of systeme and 10
[Remediates legitimate vunerabilities based on the Business OWners risk [Mechanisms exist to detect vulnerabilities and configuration errors by routine]
RAS.d Vulnerability Scanning  [prioritization in accordance with an organizational assessment of risk; and Functional Subset OF Vulnerability Scanning VPM-06 |vulnerability scanning of systems and applications 10
Shares Tformation abtained from Ehe vulnerabity scanning process and securiy [Mechanisms exist to detect vunerabilities and configuration errors by routine]
lcontrol assessments with affectedrelated stakeholders on a "need t \vulnerability scanning of systems and applications.
RA‘S.e Vulnerability Scanning  [vacia to nlp ehminate simiar vuinerabilties n other information systoms (e , |  Functional Subset OF Vulnerability Scanning VPM-06 10
systemic weaknesses or deficiencies
[Perform external network penetration testing and conduct enterprise security [Mechanisms exist to detect vulnerabilities and configuration errors by routine]
Iposture review as needed but no less than once within every three hundred \vulnerability scanning of systems and applications.
RA-5-15.1 Vulnerability Scanning  [sixty-five (365) days, in accordance with organizational Information Security Functional Subset Of Vulnerability Scanning VPM-06 10
lprocedures
[Legitimate high-risk vuinerabilities are mitigated within thirty (30) Gays, and [Mechanisms exist to detect vulnerabilities and configuration errors by routine]
RA5-15.2 Vulnerability Scanning | =902 e mitigated within ninety (90 d Functional Subset OF Vulnerability Scanning VPM-06 canning of system and 10
[The organization employs vulnerability scanning tools that e e Capability [Mechanisms exist to detect vunerabilities and configuration errors by routine]
RA-5(1) Update Tool Capability  [to readily update the information system vulnerabilities scanned Functional Subset Of Vulnerability Scanning VPM-06 |vulnerability scanning of systems and applications 10
Update by Frequency/Prior [The organization updates the information system vulnerabilities scanned within
RA5(2) to New levery thirty (30) days or when new vulnerabilities are identified and reported Functional | Intersects With | Update Tool Capability | VPM-06.1 |Mechanisms exist to update vulnerability scanning tools. 5
Tdentined
[The organization employs vulnerability scanning procedures that can IMechanisms exist to identify the breadth and depth of coverage for
RA-5(3) Breadth/Depth of Coverage [demonstrate the breadth and depth of coverage (i.e., information system Functional Subset Of  |Breadth / Depth of Coverage| VPM-06.2  |vulnerability scanning that define the system components scanned and types 10
lcomponents scanned and vulnerabilities checked) lof vulnerabilities that are checked for.
[The information system implements privileged access authorization to operating
system, an selected IMechanisms exist to implement privileged access authorization for selected
RA-5(5) Privileged Access  vuinerability scanning activities to facilitate more thorough scanning Functional Subset Of Privileged Access VPM-06.3 [ ity scanning sctivities. - 10
System and Services  |W/A : [No applicable SCF control
115 Acquiattion (SA) Functional | No Relationship NA NA  (NA o
systom and Services _|11¢,0r92Nization develops, documents, and disseminates to applicable Publshing securty,
Ipersonnel, and reviews and updates (as applicable), within every three hundred . IMechanisms exist to establish, maintain and disseminate policies, standards
SA-1 Acquisition Policy and  sixty-five (365) days: Functional Intersects With | Compliance & Resilience GOV-02 g il 5
o o Y- v LIS vel land procedures necessary for secure, compliant and resilient capabilities.
System and Services | The organization develops, documents, and disseminates to applicable Technology Development & [Mechanisms exist to facilitate the implementation of tailored development
sA1 Acquisition Policy and  [Personnel, and reviews and updates (as applicable), within every three hundred |  Functional Subset OF o aon TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 10
Procedures jsixty-five (365) days: a lunique business needs.
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[The organization develops, documents, and disseminates to applicable
System and Services 9 P Pl periodic Review & Update of [Mechanisms exist to review the Security, Compliance & Resilience Program
lpersonnel, and reviews and updates (as applicable), within every three hundred (SCRP), including policies, standards and procedures, at planned intervals or
sal Acquisition Policy and X Functional | Intersects With |~ Security, Compliance & GOv-03 A 5
al Y sixty-five (365) days: Y, P if significant changes occur to ensure their continuing suitability, adequacy
Procedures Resilience Program land effectiveness. ’
System and Services | The organization develops, documents, and disseminates to appiicable Secure Software
sa1 Acquisition Policy and [Personnel, and reviews and updates (as applicable), within every three hundred | Functional | Intersects With | Development Practices | TDA.0  [Mechanisms exist to develop applications based on Secure Software 5
S Sty five (365) days: pi evelopment Practices (SSDP).
[A formal documented system and services acquisition pol icy that addresses
System and Services  [burose, scope, fles, résponsibilHes, management commiment, coordation Publishing Security. IMechanisms exist to establish, maintain and disseminate policies, standards
SAla Acquisition Policy and  3mong organizational entities, and compliance; and Functional SubsetOf | Compliance & Resilience | GOV-02 |, procedures necessary for secure, compliant and resilient capabilities. 10
res Documentation g
System and Services _|Formal documented procedures to facilitate the implementation of the system Standardized Operatin [Mechanisms exist to identify and document Standardized Operatin
SA-Lb Acquisitin Policy and ~[and services acquisiion policy and associated system and services acquisition Functional Subset Of Procedures (50p) | OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
Procedures lcontrols. of day-to-day / assigned tasks.
[The organization: [Mechanisms exist to identify and allocate resources for management,
loperational, technical and data protection requirements within business
sA2 Allocation of Resources Functional Subset OF Allocation of Resources PRM-03  |orocess planning for projects / initiatives. 10
[Determines information security requirements for the information system or [Mechanisms exist to identify and allocate resources for management,
stem service in rocess planning; loperational, technical and data protection requirements within business
sa2a Allocation of Resources Y P planning Functional Subset Of Allocation of Resources PRM-03  [hocess planning for projecte / intiatives, 10
[Determines, documents, and allocates the resources required to protect the [Mechanisms exist to identify and allocate resources for management,
sazb " information system or information system service as part of its capital planning loperational, technical and data protection requirements within business
2. ocation of Resources  [and investment control process; Functional Subset OF Allocation of Resources PRM-03  |orcass planning for projects / initia 10
includes information security requirements in Mission/bUSINesS case planning, [Mechanisms exist to identify and allocate resources for management,
nd loperational, technical and data protection requirements within business
sA2.c Allocation of Resources Functional Subset OF Allocation of Resources PRM-03  [ohocess planning for projecte /intiatives, 10
[EStablishes a discrete ine item in programming and budgeting documentation [Mechanisms exist to identify and allocate resources for management,
[for the implementation and management of information systems securit loperational, technical and data protection requirements within business
sazd Alocation of Resources o o 2 2 Funcionsl | SubsetOf | Alocation of Resources | prooa (Z2Sr20nak techicaland dta protection re "
a3 System Decvye(\?pmem Life [The organization: Functional | intersects with Tecr;\;\:'\\zgg)éragen(lyde SeA071 I:pe;;::ll‘sur:: LTS monege e Ualie Iecyties o Technalogy Assets, S
[The organization: [Mechanisms exist to ensure changes to Technology Assets, Applications
System Development Life Secure Development Life land/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
A3 4 Sele. Functional Subset Of | S0t D Management | PRM07  [controlled through formal change control procedures. 10
[Manages the information system Using the organization-defined system [Mechanisms exist to ensure changes to Technology Assets, Appiications
System Development Life_|development life cycle (SDLC) that incorporates information security Secure Development Life land/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
A3 F 1l Subset OF PRM-07 10
3.2 Cycli lconsiderations; unctional ubset Cycle (SDLC) Management 3 lcontrolled through formal change control procedures.
[Defines and documents information security roles and responsibilities throughout [Mechanisms exist to ensure changes to Technology Assets, Applications
System Development Life[the system development life cycle; Secure Development Life land/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
SA3.0 4 Cycl Functional Subset Of | V(" (<pIC) Management | PRM07  [controlled through formal change control procedures. 10
identifies individuals having information system security roles and [Mechanisms exist to ensure changes to Technology Assets, Applications
System Development Life_[responsibilities; and Secure Development Life land/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
SA3.c Cycle Functional Subset Of | U\ (pLC) Management | PRM07  lcontrolied through formal change control procedures. 10
integrates the organizational information security risk management process into [Mechanisms exist to ensure changes to Technology Assets, Applic:
System Development Life [system development life cycle activities. Secure Development Life anior Services (TAAS) within the Secure Development Lite Cyde (SDLO) are
SA-3.d 4 Sele. Functional Subset Of | et D Management | PRM07  [controled through formal change control procedures. 10
[The organization includes the following requirements, descriptions, and criteria,
lexplicitly or by reference, in the acquisition contract for the information system, IMechanisms exist to design, develop and produce Technology Assets,
system component, or information system service in accordance with applicable Minimum Viable Product |Applications andjor Services (TAAS) in such a way that risk-based technical
sa4 Acquisition Process  |federal laws, Executive Orders, directives, policies, regulations, standards, Functional | Intersects With (MVP) Security TDA02  [and functional specifications ensure Minimum Viable Product (MVP) criteria 5
lquidelines, and organizational mission/business needs: Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats,
[The organization includes the following requirements, descriptions, and criteria,
lexplicitly or by reference, in the acquisition contract for the information system,
system component, or information system service in accordance with applicable IMechanisms exist to facilitate the implementation of third-party management]
SA-4 Acquisition Process |federal laws, Executive Orders, directives, policies, regulations, standards, Functional | Intersects With | Third-Party Management |  TPM-01 | 0 0w P! party 9 5
lquidelines, and organizational mission/business needs:
[The organization includes the following requirements, descriptions, and criteria,
lexplicitly or by reference, in the acquisition contract for the information system, echant o fadiitate the Imofementation of taflored devel .
s N system component, or information system service in accordance with applicable Technology Development & lechanisms exist to facilitate the implementation of tailored developmen
» cquisition Process  |federal laws, Executive Orders, directives, policies, regulations, standards, Functional Subset OF haaistion TDA01  [and acquisition strategies, contract tools and procurement methods to meet 10
lquidelines, and organizational mission/business needs: lunique business needs.
[The organization includes the following requirements, descriptions, and criteria,
lexplicitly or by reference, in the acquisition contract for the information system,
system component, or information system service in accordance with applicable IManaging Changes To Third- [Mechanisms exist to control changes to services by suppliers, taking into
sa4 Acquisition Process  [federal laws, Executive Orders, directives, policies, regulations, standards, Functional | Intersects With oy Soiees TPM-10  [account the criticality of business Technology Assets, Applications, Services 5
lquidelines, and organizational mission/business needs: land/or Data (TAASD) that are in scope by the third-party.
[Security functional requirements; [Mechanisms exist to facilitate the implementation of tailored development
sA-d.a Acquisition Process Functional Subset OF TE"‘”"'“;‘[‘{]E:’(?;‘;"'“"‘ & TDA01  [and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs
[Security strength requirements; [Mechanisms exist to facilitate the implementation of tailored development
SA-4.D Acquisition Process Functional Subset OF TE‘”"““?{"QS‘E}G‘Q“I‘W""‘E"‘ &| TDA01  [and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs
[Security assurance requirements; IMechanisms exist to facilitate the implementation of tailored development
SA-d.c Acquisition Process Functional Subset Of TEC”"°"§’("QE§X?(:‘;”'“9"‘ & 7DA01 [and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs
[Securityrelated documentation requirements; IMechanisms exist to facilitate the implementation of tailored development
sa-a.d Acquisition Process Functional Subset Of Te"‘”°'°fgqa§:ﬁ:z”’“e”‘ & 1DA01  |and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs
[Requirements for protecting security-related documentation; Technology Development & [Mechanisms exist to facilitate the implementation of tailored development
sade Acquisition Process Functional Subset OF Aauisition TDA-01  and acquisition strategies, contract tools and procurement methods to meet 10
luniue business needs
[Description of the information system development environment and Technology Development & [Mechanisms exist to facilitate the implementation of tailored development
SAaf Acquisition Process  |environment in which the system is intended to operate; Functional Subset OF ‘%msmn" TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs
[Acceptance criteria; and IMechanisms exist to facilitate the implementation of tailored development
saa.g Acquisition Process Functional Subset Of Te‘""""ﬂyqaesy“ea"r"pme"‘ & 7DA01 [and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs
[Requirement that providers of defined external information systems identify the Technology Devel s IMechanisms exist to facilitate the implementation of tailored development
saan Acquisition Process  [location of information systems that receive, process, store, or transmit data Functional Subsetof | Technology Beveiopmen TDA01  [and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs
[Each contract and Statement of Work (SOW} that requires development or
laccess to systems that contain Personally dentifiable Information (PIl} must
include language requiring adherence to the security and privacy policies and Technology Development & IMechanisms exist to facilitate the implementation of tailored development
SA-dIS.1 Acquisition Process  |standards set by the organization consistent with 45 CFR §155.260(b}; define Functional Subset OF o aiation TDA01  [and acquisition strategies, contract tools and procurement methods to meet 10
Isecurity and privacy roles and responsibilities; and receive approval from the lunique business needs
system owner.
When contracting with external service providers: IMechanisms exist to facilitate the implementation of tailored development
sA415.2 Acquisition Process Functional Subsetof | Technelogy Bevelopment &1 1pa.01  fand acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs
[As part of the service contract, the AE must establish security and privacy Technology Development & [Mechanisms exist to facilitate the implementation of tailored development
SA-4-5.2.a Acquisition Process  [policies and procedures for how data is stored, handled, and accessed within Functional Subset Of o o TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 10
service provider environment; cquisition lunique business needs
[The data must be encrypted in transit to and from the service provider Technology Development & IMechanisms exist to facilitate the implementation of tailored development
SA-4-1S.2.b Acquisition Process  [environment; Functional Subset Of féu‘SI(‘unp TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs
[AIT mechanisms Used to encrypt data must be FIPS 140-2 compliant, and operate Technology Development & IMechanisms exist to facilitate the implementation of tailored development
SA4-IS.2.c Acquisition Process  [using the FIPS 140-2 compliant module; and Functional Subset Of o aisition” TDA-01  fand acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs
Storage devices where data has resided must be securely sanitized according to Technology Development & [Mechanisms exist to facilitate the implementation of tailored development
SA-4-15.2.d Acquisition Process |MARS-E MP-6 Media Sanitization security control prior to use. Functional Subset Of Aauisition TDA01  fand acquisition strategies, contract tools and procurement methods to meet 10
luniue business needs
[Per 5A-9 (51, the outsourcing of Information system services outside the Technology Development & [Mechanisms exist to facilitate the implementation of tailored development
SA-4-S.2.e Acquisition Process  |continental U.S. must be authorized by the CIO of CMS. Functional Subset Of auisition TDA-01  |and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs
[The organization requires the developer of the information system. system IMechanisms exist to require software developers to provide information
Functiona! Properties of |CoMeONENt 0T information system service to provide a description of the ldescribing the functional properties of the security, compliance ant
SA-4(1) Securtty pliviie [functional properties of the security controls to be employed. Functional | Intersects With | Functional Properties TDA-04.1 [resilience controls to be utilized within Technology Assets, Applications 5
land/or Services (TAAS) in sufficient detail to permit analysis and testing of
the controls.
[The organization requires the developer of the information system. system
icomponent. or information system service to provide a description of the IMechanisms exist to maintain network architecture diagrams that:(1) Contain|
Sa4() Functional Properties of [functional properties of the security controls to be employed. Functional | Intersects with | Network Diagrams & Data | ,cx o, [sufficient detal to assess the security of the network's architecture;(2) 5
Security Controls Flow Diagrams (DFDs) IReflect the current architecture of the network environment; and(3)
IDocument all sensitive/regulated data flows.
[The organization requires the developer of the information system. system
lcomponent. or information system service to provide design and implementation i
Design/implementation _|Information for the security controls to be employed, which shall include security- IMechanisms exist to maintain network architecture diagrams that:(1) Contain|
SA42) oy ecunty  [relevant external system interfaces at sufficient detail to understand the Functional | Intersects with | Network Diagrams & Data | ,cr o,  [sufficient detail to assess the security of the network's architecture;(2) 5
Y lexistence, purpose. and use of all such interfaces and high-level design Flow Diagrams (DFDs) Reflect the current arcl e of the network environment; and(3)
ldocumentation at sufficient detail to prove the security control implementation IDocument all sensitive/regulated data flows.
[The organization requires the developer of the information system. system
lcomponent. or information system service to provide design and implementation
Design/implementation | nformation for the security controls to be employed, which shall include security-
y relevant external system interfaces at sufficient detail to understand the Access to Program Source . IMechanisms exist to limit privileges to change software resident within
Sh-4(2) Information for SeCurity oyistence, purpose. and use of all such interfaces and high-level design Functional | Intersects With Code TOA20 leoftware libraries. s
ldocumentation at sufficient detail to prove the security control implementation
[The organization requires the developer of the information system. system
o e Service f0 provide desidn and implementation IMechanisms exist to require software developers to provide information
Design/implementation | Information for the security controls to be employed, which shall include security- describing the functional properties of the security, compliance and
levant external system interfaces at sufficient detail to underst:
SA-4(2) Information for Security :xé‘t’:;‘(:xpi[ga e b of ol such intefaces and n?g:"\;:l :” Functional | Intersects With Functional Properties TDA-04.1 |resilience controls to be utilized within Technology Assets, Applications 5
ocumentation ot sufficient detail 0 prove the security control implementation [andior Services (TAAS) in sufficient detailto permit analysis and testing of
[The organization reqires the developer of the Information system. system [Mechanisms exist to require the developers of Technology Assets,
Functions/Ports/Protocols/ {component. or information system service to identify early in the system Ports, Protocols & Services |applications andor Services (TAAS) to identify early in the Secure
SA-4(9) rvices in |development life cycle the functions. ports. protocols. and services intended for Functional Subset Of I Toa021  [5PP Life Cycle (SDLC), the (un(mns’v'pmz protocols and services 10
lorganizational use. intended for use
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Information System

[The organization:

Documentation

[Mechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of security features/functions; and(3)

(

rvices

Identification of Ports,
Protocols & Services

Irequires to operate its Technology Assets, Applications and/or Services

sAs Functional Subset Of TDA04  |Known regarding and use of eg., 10
Documentation Requirements rivileged) fanctions
[The organization: Mechanisms exist to determine security, compliance and resiience control
fermation Syst lapplicability by identifying, assigning and documenting the appropriate asset
nformation System scope categorization for all Technology Assets, Applications and/or Services
sAs Functional | Intersects With | Asset Scope Classification | AST-04.1 [ScOPe categ g9y , Appl 5
Documentation P (TAAS) and personnel (internal and third-parties)
(Obtains administrator documentation for the information system, system Mechanisms exist to obtain, protect and distribute administrator
lcomponent, or information system service that describes: ldocumentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Efectve use and maintenance o Secuiy eatures/functions; and(3)
sAsa Information System Functional Subset Of Cocumentation TDA-04 regarding and use of (eg. 10
q rvicaed) ancione.
Secure configuration, instal Tation, and operation of the system, component, or Mechanisms exist to obtain, protect and distribute administrator
service; ldocumentation for Technology Assets, Applications andjor Services (TAAS)
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of securty features/functions; and3)
oo SYotem Functional Subset Of oset TDA04 regarding and u (eg., 10
privileged) fanctions.
[Effective use and of security and Mechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Efectve use and maintenance o Secuiy eatures/functions; and(3)
Information System Functional Subset Of Cocumentation TDA-04 regarding and use of (eg. 10
q rvicaed) ancione.
Known regarding and use of e Mechanisms exist to obtain, protect and distribute administrator
rivileged) functions; ldocumentation for Technology Assets, Applications andjor Services (TAAS)
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use.and maintenance of securty features/functions; and3)
oo SYotem Functional Subset Of ot TDA04 regarding and u (eg., 10
privileged) fanctions.
(Obtains user documentation for the information system, system component, or Mechanisms exist to obtain, protect and distribute administrator
information system service that describes: ldocumentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Efectve use and maintenance o Secuity featuresffunctions; and(3)
SASb Information System Functional Subset Of Cocumentation TDA-04 regarding and use of (eg. 10
q rvicged) fanctione.
User-accessible security functions/mechanisms and how to effectively use those XISt to obtain, protect and distribute administrator
security functions/mechanisms; ldocumentation for Technology Assets, Applications andjor Services (TAAS)
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of securty features/functions; and3)
oo SYotem Functional Subset Of ot TDA04 regarding and u (eg., 10
privileged) fanctions.
Methods for user interaction, which enables individuals to use the system, Mechanisms exist to obtain, protect and distribute administrator
lcomponent, or service in a more secure manner; a ldocumentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;
(2)Efectve use and maintenance o Secuiy features/functions; and(3)
Information System Functional Subset Of Cocumentation TDA-04 regarding and use of (eg. 10
q rvicaed) anctione.
User responsibilities in maintaiing the security of the system, component, or Mechanisms exist to obtain, protect and distribute administrator
service; ldocumentation for Technology Assets, Applications andjor Services (TAAS)
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of securty features/functions; and3)
SA5b3 oo SYotem Functional Subset Of Cocumentation TDA-04 regarding and u (eg., 10
! pnwlegea) functions.
[Documents attempts to obtain information system documentation when such Mechanisms exist to obtain, protect and distribute administrator
ldocumentation is either unavailable or nonexistent. ldocumentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;
(2)Efectve use and maintenance o Secuiy eatures/functions; and(3)
SAS.c Information System Functional Subset Of Cocumentation TDA-04 regarding and use of (eg. 10
q rvicaed) ancione.
[Develop system documentation to describe the system and to speciy the Mechanisms exist to obtain, protect and distribute administrator
lpurpose, technical operation, access, maintenance, and required training for ldocumentation for Technology Assets, Applications andjor Services (TAAS)
ladministrators and users. that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use.and maintenance of securty features/functions; and3)
SASS.1 oo SYotem Functional Subset Of Cocumentation TDA-04 regarding and u (eg., 10
q pnwlegea) functions.
Maintain an updated list of related system operations and security Mechanisms exist to obtain, protect and distribute administrator
ldocumentation. ldocumentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Efectve use and maintenance o Secuity features/functions; and(3)
SAS45.2 Information System Functional Subset Of Cocumentation TDA-04 regarding and use of (eg. 10
q rvicaed) anctione.
Update documentation upon changes in system functions and processes. Mechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications andjor Services (TAAS)
that describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Effective use and maintenance of securty features/functions; and3)
SA5S.3 oo SYotem Functional Subset Of Cocumentation TDA-04 regarding and u (eg., 10
! pnwlegea) functions.
Must include date and version number on all formal system documentation. Mechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;
(2) Efectve use and maintenance o Secuity eatures/functions; and(3)
SASI5.4 Information System Functional Subset Of Cocumentation TDA-04 regarding and use of (eg. 10
q rvicaed) anctione.
[The organization applies iformation system security engineering principies in
o, and of the Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
sa8 Security Engineering [information system Functional | Intersects With e s CFG02  [configurations for Technology Assets, Applications and/or Services (TAAS) 5
9 that are consistent with industry-accepted system hardening standards.
[The organization applies information system security engineering principles in N N
ion, and of the IMechanisms exist to facilitate the implementation of industry-recognized
§ information system secure Engineering o1 [security, compliance and resilience practices in the specification, design,
sa8 Security Engineering Functional | Intersects With ek SEA-0L kit ey 5
|Applications and/or Services (TAAS).
extormat mormation Syetem| € OTgNZAToN: Mechanisms exist to mitigate the risks associated with third-party access to
SA-9 xternal Information System) Functional Subset Of Third-Party Services TPM-04 E?AASD) Technology Assets, Services and/or Data 10
IMuSE notify CMS of plans to outsource iformation system services prior to the [echanisms exist to mitigate the ks sssociated wih i party access ©
lExternal Information System{awarding of contract. Per SA-9 (5), the outsourcing of information system echnology Assets, . Services and/or Data
SA-9a B ¥t ervices outside the continental U.S. must be authorized by the CIO of CMS. Functional Subset OF Third-Party Services PMos  |(TaseD) 10
[Requires that providers of external information system Services comply with Mechanisms exist to mitigate the risks associated with third-party access to
rganizational information security requirements and employ appropriate 3 echnology Assets, Services and/or Data
sAb [External Information System|security controls in accordance with applicable federal laws, Executive Orders, Functional Subset Of Third-Party Services TPM.0a | TAASD). 10
Services directives, policies, regulations, standards, and guidance;
» Defines and documents oversight and User roles and responsibil 1ies with regard Mechanisms exist to mitigate the sk associated with third-party access to
sA9.c [External Information System|yq external information system services; Functional Subset Of Third-Party Services P04 [the echnology Assets, . Services and/or Data 10
Services (TAASD)
[Ensures that service level echanisms exist to mitiate the ks associated with thrd-party access ©
lExternal Information System|describe measurable outcomes, and identify remedies and response chnology Assets, , Services and/or Data
sA-9.d ¥t requirements for any identified instance of noncompliance; and Functional Subset O Third-Party Services oMo |(Tasedy 10
» [Employs defined processes, methods, and techniques (defined in the applicable echanisms exist o mitigate the ks sssociated wih thrd-party access
sa9.e [External Information Systemlsecyrity plan) to monitor security and privacy control compliance by external Functional Subset Of Third-Party Services TPM-04 echnology Assets, . Services and/or Data 10
Services service providers on an ongoing basis. RES
[The service contract or agreement must include language requiring the provider Mechanisms exist to mitigate the risks associated with third-party access to
SA9-IS.1 [External ‘f‘sfg;:‘:e‘:’" Systemlrs be subject to U.S. Federal laws and regulations protecting Pl Functional Subset Of Third-Party Services TPM-04 ‘echnology Assets, Services and/or Data 10
(TAASD).
[The service contract or agreement must include language requiring adnerence to Mechanisms exist to mitigate the risks associated with third-party access o
lExternal Information System|the security and privacy policies and standards set by the organization consistent] lthe organization's Technology Assets, Applications, Services andor Data
SA9.15.2 ytem) ith 45 CFR 155.260(b), define security and privacy roles and responsibitios, Functional Subset Of Third-Party Services TPM-04  |TAASD). 10
[The AE must notify CMS at least 45 days prior to transmitting data into an echanisms exist to miiate the ks associated with thrd party access ©
SA9-15.3 [External Information System|ayternal information ser environment. Functional Subset Of Third-Party Services TPM-04 chnology Assets, , Services and/or Data 10
Services (Tansty
Risk [The Conducts an of risk prior to the i party fiek IMechanisms exist to conduct a risk assessment prior to the acquisition or
SA-9(1) or of information services. Functional Subset OF | pcc T anovals | TPM-04.1  foutsourcing of technology-related Technology Assets, Applications and/or 10
Approvals PP [Services (TAAS).
Risk [The organization documents all existing outsourced information services and hird-party Risk [Mechanisms exist to conduct a risk assessment prior to the acquisition or
SA-9(1)45.1 onducts a risk assessment of future outsourced information services. Functional SubsetOf |, Thira-party Mok s | TPM-04.1  foutsourcing of technology.-related Technology Assets, Applications and/or 10
Approvals P! [Services (TAAS).
dentification of 1€ organization requires providers of defined external information system External Connectivity IMechanisms exist to require External Service Providers (ESP) to identify and
neall [services (defined in the applicable security plan) to identify the functions, ports, Requirements - |document the business need for ports, protocols and other services it
5A-9(2) Fun [protacols, and other services required for the use of such services. Functional Subset Of TPM-04.2 10
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[The outsourcing of information system services outside the continental U.S. must
lbe authorized by the CIO of CMS. Depending on the outcome of the risk
Processing, Storage, and |255€Ssment, the organization may need to restrict the location of information exist to control the location of cloud processing/storage based
SA-9(5) Servies Location lsystems that receive, process, store, or transmit PIl to areas within United States |  Functional | Intersects With | for Processing, Storage and | CLD-09  |on business requirements that includes statutory, regulatory and contractual 5
lterritories, embassies, or military installations. Service Locations lobligations
[The outsourcing of information system services outside the continental U.S. must
lbe authorized by the CIO of CMS. Depending on the outcome of the risk ;
lassessment, the organization may need to restrict the location of information Third-Party Processing,
5A-9(5) Processing, Storage: and |y stems that receive, process, store, or transmit Pl to areas within United States | Functional | Intersects With | Storage and Service TPM-04.4 [7":5‘:;’;':";:Sf:;f;fe’;j‘rg‘m‘;:i‘m“m of information processing/storage 5
lterritories, embassies, or military installations. Locations
[The outsourcing of information system services outside the continental U.5. must
assessmant he organizaton may need & seeict the locaton of mformation Iechanisis exist to Iventory: document and maintain data flows for data
Processing, Storage, and y . lthat is resident (permanently or temporarily) within a service's
SA-9(5) Senvics Location ystems tht receive, process, store, or ransmit Pt areas withn Urited States | Funcional | Intersects With Geographic Locaton of Data| - DCH-19. gt il lstibuted appiications (physical and virtusi, miastructure, 5
[territories, embassies, or military installations. systems components and/or shared with other third-parties.
[The organization requires the information system developers/integrators o [Mechanisms exist to require system developers and integrators to perform
5A-10 Developer Configuration Functional Subsetor | Developer Configuration | ypp g4 juring system design, development, 10
9 9 implementation and operation.
Developer C: [Perform configuration management during system, component, or service Developer C [Mechanisms exist to require system developers and integrators to perform
sA-10.a P and operation; Functional Subset OF P TOA14 during system design, development, 10
Management Management
9 9 and operation.
[Document, manage, and control the integrity of changes to the information Mechanisrs exist to requir system developers and ntegrators o perform
SA10b Developer Configuration lsystem Functional subsetof | Developer Configuration | 1pp1q during system design, development, 10
9 9 and operation.
mplement only organization-approved changes to the system, component, or IMechanisms exist to require system developers and integrators to perform
sA10.c Peveloper Configuration lservice: Functional Subsetof | Developer Configuration | 1pp 14 ting system design, development, 10
anagement lanagement implementation and operation.
[Document approved changes to the information system; and y [Mechanisms exist to require system developers and integrators to perform
sa10d Developer Configuration Functional Subsetof | Developer Configuration | yp 14 |configuration management during system design, development, 10
nagement nagement
9 9 implementation and operation.
[Track security flaws and flaw resolution within the system, Component, or service y [Mechanisms exist to require system developers and integrators to perform
SA10.e Developer Configuration land report indings to defined personnel or roles. Functional Subset OF Developer Configuration | rpa-14 g system design, development, 10
9 0 and operation.
[The organization requires the developer of the information system, system
lcomponent, or information system service to:
IMechanisms exist to require system developers/integrators consult with
lsecurity, compliance andjor resilience personnel to:(1) Create and implement
Security, Compliance &
. Developer Security Testing ’ la Security Testing and Evaluation (ST&E) plan, o similar capability;(2)
SAll d Evaluation Functional S O e g ot | TPA% limplement a verifiable flaw remediation process to correct weaknesses and 10
gl P deficiencies identified during the control testing and evaluation process;
land(3) Document the resuits.
(Create and implement a security assessment plan in accordance with, but not
limited to, current organization procedures;
IMechanisms exist to require system developers/integrators consult with
lsecurity, compliance andj/or resilience personnel to:(1) Create and implement
Security, Compliance &
. Developer Security Testing ’ la Security Testing and Evaluation (ST&E) plan, o similar capability;(2)
sAlla and Evaluation Functional S O e g ot | ™A% limplement a verifiable flaw remediation process to correct weaknesses and 10
ol P deficiencies identified during the control testing and evaluation process;
land(3) Document the resuits.
[Perform unit; integration: system: regression testing/evaluation in accordance
with organizational defined system development life cycle;
IMechanisms exist to require system developers/integrators consult with
lsecurity, compliance andor resilience personnel to:(1) Create and implement
Sa1Lp Developer Security Testing Functional Subset Of Security, Compliance & Tom0s |2 Security Testing and Evaluation (ST&E) pian, or similar capability:(2) 10
d Evaluation Throtahout Develommhent Implement a verifiable flaw remediation process to correct weaknesses and
ol P deficiencies identified during the control testing and evaluation process;
land(3) Document the resuits.
[Produce evidence of the execution of the securlty assessment pian and the
results of the security testing/evaluation:
IMechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:(1) Create and implement
Security, Compliance &
. Developer Security Testing g ’ la Security Testing and Evaluation (ST&E) plan, o similar capability;(2)
SAlle d Evaluation Functional e O | e Tetng ot | 2% [implement a verifiable flaw remediation process to correct weaknesses and 10
9! P deficiencies identified during the control testing and evaluation process;
land(3) Document the resuits.
implement a verifiable flaw remediation process; and
IMechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:(1) Create and implement
Security, Compliance &
g Developer Security Testing ’ /2 Security Testing and Evaluation (ST&E) plan, o similar capability;(2)
salld and Evaluation Functional SubsetOf | RecllienceTesting e | "0 [implement a verifiable flaw remediation process to correct weaknesses and 10
ol P deficiencies identified during the control testing and evaluation proces:
land(3) Document the resuits.
(Correct flaws identified during security testing/evaluation
IMechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:(1) Create and implement
Security, Compliance &
. Developer Security Testing y la Security Testing and Evaluation (ST&E) plan, o similar capability;(2)
Shlle d Evaluation Functional SubsetOf | ReclllenceTesting e | 0% [implement a verifiable flaw remediation process to correct weaknesses and 0
9 P (deficiencies identified during the control testing and evaluation process;
land(3) Document the resuits.
T the security control assessment results are Used i SUPPOTE of the security
lauthorization process for the information system, ensure that no security
relevant modifications of the information systems have been made subsequent IMechanisms exist to require system developers/integrators consult with
lto the assessment and after selective verification of the results Securiy, Compliance & lsecurity, compliance and/or resilience personnel to:(1) Create and implement
. Developer Security Testing g g la Security Testing and Evaluation (ST&E) plan, o similar capability;(2)
SA1LISL and Evaluation Functional SubsetOf | @ Reelllence Testing e | 0% [implement a verifiable flaw remediation process to correct weaknesses and 10
9! P (deficiencies identified during the control testing and evaluation process;
land(3) Document the resuits.
[Use hypothetical data when executing test scripts o in a test environment that is [Mechanisms exist to develop, document and maintain secure baseline
Developer Security Testing |configured to comply with the security controls as if it is a production Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
SA1LS.2 d Evaluation lenvironment Functional Subset Of ‘Configurations CFG-02 that are consistent with industry-accepted system hardening standards, 10
[ATsystems supporting development and pre-production testing are connected to
network separated from production systems. Network traffic into and
cut of the development and pre-production testing environment is only permitted Mechanisms exist to require system developers/integrators consult with
lto facilitate system testing, and is restricted by source and destination access Securlty, Compliance & lsecurity, compliance and/or resilience personnel to:(1) Create and implement|
Developer Securiy Testing [contol lsts 2 wellas ports and protocols g la Security Testing and Evaluation (ST&E) plan, or similar capability;
SA1LIS.3 and Evaluation Functional et O e e ot | T4 implement a verifiable flaw remediation process to correct weaknesses and 10
ughout Develop deficiencies identified during the control testing and evaluation process;
land(3) Document the resuts.
[The ngﬂ‘tlﬂtm“ffﬂwiftﬂs the l:EVElDPEV D':"E ‘"flifmﬂlm:_ﬂ SVSdte"‘ SIYSLET ot [Mechanisms exist to require the developers of Technology Assets,
lcomponent. or information system service to employ static code analysis tools to |applications andjor Services (TAAS) to employ static code analysis tools to
SA11(1) Static Code Analysis  [igentify common flaws and document the results of the analysis. Functional Subset Of Static Code Analysis TDA-09.2 wapeimy pedriiioke v ilardadol it Al i e 10
janalysis.
[The organization submits a code analysis report as part of the authorization [Mechanisms exist to require the developers of Technology Assets,
package and update the report in any reauthorization actions. |Applications and/or Services (TAAS) to employ static code analysis tools to
SA11(1)45.1 Static Code Analysis Functional Subset OF Static Code Analysis TDA09.2 [ remediate Common flaws and domument e rasulte of the 10
lanalysis.
e e e Contiuaus Monioring Plan Row nevly [echanisms exis o reqre the developers of Technology Assets,
ST 3 y pplications and/or Services to employ static code analysis tools to
SA-11(1)415.2 Static Code Analysis Functional Subset OF Static Code Analysis TDA09.2 [ remediate common faws and dorument the results of the 10
lanalysis.
[The organization: [Mechanisms exist to prevent unsupported Technology Assets, Applications
land/or Services (TAAS) by:(1) Removing and/or replacing TAAS when support
[for the components is no longer available from the developer, vendor o
Unsupported System Unsupported Technology Imanufacturer; and(2) Requiring justification and documented approval for
sA-22 "” anen{s Functional Subset Of | Assets, Applications andfor | TDA-17  [the continued use of unsupported TAAS required to satisfy mission/business 10
Services (TAAS) Ineeds.
[The organization: [Mechanisms exist to provide in-house SUpPOI or Contract external providers
sa-22 Unsupported System Functional | Intersects with |  Alternate Sources for TDA-17.1  [for support with unsupported Technology Assets, Applications and/or 5
mponents Continued Support Services (TAAS).
[Replaces information system components when SUppOTt for the components is no| [Mechanisms exist to prevent unsupported Technology Assets, Applications
longer available from the developer, vendor, or manufacturer; and land/or Services (TAAS) by:(1) Removing and/or replacing TAAS when support
[for the components is no longer available from the developer, vendor or
Unsupported System Unsupported Technology Imanufacturer; and(2) Requiring justification and documented approval for
sA-22.a ”" unen{s Functional Subset Of | Assets, Applications andfor | TDA-17  [the continued use of unsupported TAAS required to satisfy mission/business 10
Services (TAAS) Ineeds.
[Provides justification and documents approval for the continued use of [Mechanisms exist to prevent unsupported Technology Assets, Applications
lunsupported system components required to satisfy mission/business needs. land/or Services (TAAS) by:(1) Removing and/or replacing TAAS when support
[for the components is no longer available from the developer, vendor o
Unsupported System Unsupported Technology Imanufacturer; and(2) Requiring justification and documented approval for
SA-22.b e amente Functional Subset Of | Assets, Applications andfor | TDA-17  [the continued use of unsupported TAAS required to satisfy mission/business 10
P Services (TAAS)
ystem and IN/A [No applicable SCF control
116 Communications Protection Functional | No Relationship NA NA  (vA 0
(sC)
system and [The organization develops, documents, and disseminates to applicable Publshing Securty,
lpersonnel, and reviews and updates (as necessary), within every three hundred IMechanisms exist to establish, maintain and disseminate policies, standards
sc1 Communications Protection |cixt five (365) days: Functional | Intersects With | Compliance & Resilience | ~ GOV-02 g g 5
T oo g v- vs: D land procedures necessary for secure, compliant and resilient capabilities.
P The organization develops, documents, and disseminates to applicable
ystem an nnel, and reviews and updates (as necessary), within every three hundred Network Security Controls [Mechanisms exist to develop, govern & update procedures to facilitate the
sc1 e et Sy fve (365) days Functional Subset Of (NSC) NET-01  fimplementation of Network Security Controls (NSC) 0
[The organization develops, documents, and disseminates to appiicable
ersonnel, and reviews and updates (as necessary), within every three hundred secure . Mechanisms existto faclitate the implementation of Industry.recognized
. ° Sixty-five (365) days ecure Engineering ’ security, compliance and resilience practices in the specification, design,
SC-1 car;nr‘n:ngr?;%r:g:ergzergson ty- % Functional Subset Of Principles SEA-01 an: of Technology Assets, 10
icy o |Applications andjor Services (TAAS).
[T orgavization develops, docurments, and diserinates  applcatle IMechanisms exist to review the Security, Compliance & Resilience Program
ol swty five (365) days Y: Comp if significant changes occur to ensure their continuing suitability, adequacy
olicy and Procedures Resilience Program et
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System and [A system and communications protection policy that addresses purpose, scope, Publishing Securty,
roles, responsibilities, management commitment, coordination among
scla s Protection Fonal ontities, and o and Functional Subset Of | Compliance &Resilience | GOV-02 Z‘fg:‘frg'fe";ji’;‘i‘;f;:;?;"}z’r‘S’Ef':u‘;‘éag‘afrf‘p“h:ﬁssr""d"‘r:‘sﬁg‘l“(‘jza stondards 10
Policy and Procedures Documentation g g
[Procedures to facilitate the implementation of the system and communications -
System and lprotection policy and associated system and communications protection controls Standardized Operating [Mechanisms exist to identify and document Standardized Operatin
scLb Communications Protection Functional Subset Of g ke OPS-01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 10
Policy and Procedures lof day-to-day / assigned tasks.
[The information system separates user functionality, including user interface e . Functionatity N .
sc2 Application Partitioning ~ [services (e.., web services), from information system management (e.g., Functional Subset Of Application Partitioning | SEA-032  [Mechanisms exist to separate user functionalty from system managemen 10
|database management systems) functionality. functionality.
Information in Shared _|The information system prevents unauthorized and unintended information Information In Shared [Mechanisms exist to prevent unauthorized and unintended information
sc4 sourc [transfer via shared system resources. Functional Subset Of Resources SEAO5 liransfer via shared system resources. 10
[Ensure that users of shared system resources cannot intentionally or
Information in Shared |unintentionally access information remnants, including encrypted Information In Shared IMechanisms exist to prevent unauthorized and unintended information
SC-4-15.1 representations of information, produced by the actions of a prior user or system | ~ Functional Subset Of rces SEA-05 |\ fer via shared S;’s(em resources. 10
lprocess acting on behalf of a prior user.
[Ensure that system resources shared between two (2) or more users are released|
" Information in Shared oo e e e e ond are protected from aceidental or purposefol Information In Shared ’ IMechanisms exist to prevent unauthorized and unintended information
sCals2 Resources disclosure. vstem: s purp Functional Subset Of ources SEAOS \iransfer via shared system resources. 0
[The information system protects against or limits the effects of the types of
ldenial of service attacks defined on the following websites by employing security . [Mechanisms exist to control resource utilization of Technology Assets,
scs Denial of Service Protection |cataquards (defined in the applicable security plan) Functional | Intersects With Resource Priority CAP-02  |Applications andjor Services (TAAS) that are susceptible to Denial of Service 5
(Dos) attacks to limit and prioritize the use of resources.
[The information system protects against or limits the effects of the types of IMechanisms exist to conduct capacity planning so that necessary capacity
scs Denial of Service Protection denial of service attacks defined on the following websites by employing security | Functional | Intersects With Capacity Planning CAP-03 |for information processing, telecommunications and environmental support 5
safeguards (defined in the applicable security pian) il exist during contingency operations.
[The information system protects against or limits the effects of the types of Capacity & Performance [Mechanisms exist to facilitate the implementation of capacity management
scs Denial of Service Protection denial of service attacks defined on the following websites by employing security | Functional | Intersects with | C2Paclty " CAP-01  |controls to ensure optimal system performance to meet expected and 5
lsafeguards (defined in the applicable security plan): lanagement lanticipated future capacity requirements.
[The information system protects against or limits the effects of the types of
scs Denial of Service Protection [denial of service attacks defined on the following websites by employing security | Functional subset Of Denial o Service (005) | yer.g; 3~ [Automated mechanisms exist to protect against or it the effects o derial 10
safeguards (defined in the applicable security plan): ction of service attacks.
[SANS Organization: www.sans.org/dosstep Denial of Service (DoS) [Automated mechanisms exist to protect against or limit the effects of denial
scsa Denial of Service Protection Functional Subset Of e NET02.1  [Aiomated mecha 10
scsp Denial of Service Protection |SANS Organization's Roadmap to Defeating DDOS: www.sans.org/dosstep ; and Fumctional Subset O Denil of SeVice (00S) | yer.gp,1 [wiomaked mechaniams exst to proect againator It the effects of demal o
INIST National Vuinerability Database: Nttp://nva.nist.gov/cvss.cfm Denial of Service (Do) [Automated mechanisms exist to protect against or limit the effects of denial
scs.c Denial of Service Protection Functional Subset OF Rloas NET-02.1  [Rtomated mech: 10
e organization defines a ISt of types of denial of service attacks (including but
scsis Denial of Service Protection |not Iimiied 1 Ro0dng Srtacks ane commarenoaic Aacks) or providas a refnte|  Functional subset Of Denial of Service (DS) | yer.gpq  [Automated mechanisms exist to protect against or imit the effects of denial 10
ction of service attacks
Jto source for current ist.
[The information system protects the avallability of resources by allocating
resources by priority andfor quota. IMechanisms exist to control resource utilization of Technology Assets,
5C-6 Resource Availability Functional | Intersects With Resource Priority CAP-02  |Applications and/or Services (TAAS) that are susceptible to Denial of Service 5
(DoS) attacks to limit and prioritize the use of resources.
[T information system: IMechanisms exist to monitor and control communications at the external
sc7 Boundary Protection Functional Subset OF Boundary Protection NET-03 e oundary and at key internal boundaries within the network. 10
Monitors and controls communications at the external boundary of the system Mechanisms exist o monitor and control communications at the external
. i ries with i ; ~
sc7.a Boundary Protection [and at key internal boundaries with in the system; Functional Subset OF Boundary Protection NET-03 e o undory and at key Internal bosndaries within the network 10
mplements subnetworks for publicly accessible system components that are [Mechanisms exist to monitor and control communications ot the exteral
. logically separated from internal organizational networks; and ~
sc7b Boundary Protection  [logically sep g Functional Subset Of Boundary Protection NET-03 O avaony andl ot key Internal houndaries within th neterk. 10
O e O o Y atems only through managed IMechanisms exist to monitor and control communications at the external
. interfaces consisting of boundary protection devices arranged in accordance with ~
sc1e Boundary Protection e anizational security architecture 9 Functional Subset Of Boundary Protection NET-03  |network boundary and at key internal boundaries within the network. 10
[Ensure that access to ai proxies is denied, except for those hosts, ports, and IMechanisms exist to monitor and control communications at the external
74 rvices that are explicitly requirt ~
SC7-5.1 Boundary Protection [services that are explicitly required. Functional Subset OF Boundary Protection NET-03 o oundory and at key Internal boundaries within the netork. 10
[Utilize stateful inspection/appiication firewall hardware and software. [Mechanisms exist to monitor and control communications ot the external
sC71s.2 Boundary Protection Functional Subset OF Boundary Protection NET-03 e oy an ot key Internal hosndarics within the netmork 10
(Utilize firewalls from at least two (2) different vendors at the various levels within Mechanisms exist to monitor and control communications at the exteral
74 lthe network to reduce the possibility of compromising the entire network ~
SCT153 Boundary Protection P y P 9 Functional Subset Of Boundary Protection NET-03 e vaony sndl ot key Internal haurares within th netmerk. 10
[The organization limits the number of external network connections to the echanisms exist to it the mumber of concurrent external network
. information system. i ~
SC7(3) Access Points, formation syster Functional Subset Of | Limit Network Connections | NET-03.1 1o o e Applications andlor Services (TAAS). 10
[The organization: Mechanisms exist to maintain a managed interface for each external
External Extemal telecommunication service that protects the confidentiality and integrity of
SC-7(4) Telecommunications Functional Subset OF Telecommunications NET-03.2 |the information being transmitted across each interface. 10
Services Services
implements a managed interface for each external telecommunication service; [Mechanisms exist to maintain a managed interface for each external
External nal |telecommunication service that protects the confidentiality and integrity of
SC-7(4).a Telecommunications Functional Subset Of Telecommunications NET-03.2  |the iformation being transmitted across each interface 10
rvices
[EStabiishes a traffic flow policy for each managed interface; [Mechanisms exist to maintain a managed interface for each external
External nal [telecommunication service that protects the ccnﬁdenuamy and integrity of
SC7(4)b Telecommunications Functional Subset OF Telecommunications NET-03.2  |the iformation being transmitted across each interfac 10
rvices
[Empioys security controls as needed o protect the confidentiaiity and integrity of| [Mechanisms exist to maintain a managed interface for each external
External [the information transmitted; External [telecommunication service that protects the confidentiality and integrity of
sC7(4).c Telecommunications Functional Subset OF Telecommunications NET-03.2  |the information being transmitted across each interface. 10
Services Services
[Documents each exception to the traffic flow policy with a supporting Mechanisms exist to maintain a managed interface for each external
External Imission/business need and duration of that need Extemal itelecommunication service that protects the confidentiality and integrity of
sC7(4)d Telecommunications Functional Subset OF Telecommunications NET-03.2 |the information being transmitted across each interface. 10
Services Services
[Reviews exceptions to the traffic flow policy within every three hundred sixty-five [Mechanisms exist to maintain a managed interface for each external
External (365) days; and mal [telecommunication service that protects the confidentiality and integrity of
sc74)e Telecommunications Functional Subset Of Telecommunications NET-03.2  |the iformation being transmitted across each interface. 10
rvices
Removes traffc flow poicy exceptions That are no anger supported by an ex [Mechanisms exist to maintain a managed interface for each external
External Imission/business need. nal [telecommunication service that protects the ccnﬁdenuamy and integrity of
sC@)f Telecommunications Functional Subset OF Telecommunications NET-03.2  |the iformation being transmitted across each interfac 10
rvices
[The information system at managed interfaces denies network communications Mechanisms exist o configure firewall and router configurations to deny
Deny by Default/Allow by [traffic by default and allows network communications traffic by exception (i.e., Deny Traffic by Default & i w:
SC7(5) otion ldeny all, permit by exception), Functional | Intersects With | AR TTCLE Y DEFRUE S | NET-04.1  |network traffic by default and allow network traffic by exception (e.g., deny 5
all, permit by exception
[The information system, In conjunction With a remote device, prevents the device|
Prevent Split Tunneling for [from non-remote the system and [Mechanisms exist to prevent split tunneling for remote devices unless the
SC7M mote Devices lcommunicating via some other connection to resources in external networks. Functional Subset OF Split Tunneling CFG-03.4 |(h it tunnel is securely provisioned using organization-defined safeguards. 10
[The information system routes organization-defined internal communications e o route mtemat oms traffic to extornal
ute Traffic to ltraffic to organization-defined external networks through authenticated proxy Route Internal et o lechanisms exist to route interal communications traffic to external
SC-7(8) Iaatherne | roxy Servers|servers within the managed interfaces of boundary protection devices, Functional Subset Of fony Servers NET-18.1  networks trough organization-3pproved prosy serversat managed 10
[The information system routes organization-defined internal communications [Mechanisms exist to force Internet-bound network traffic through a prox:
Route Trafficto  |traffic to organization-defined external networks through authenticated proxy device (e.9., Polcy Enforcement Point (PEP)) for URL content filtering and
sc(@) |Authenticated Proxy Servers(servers within the managed interfaces of boundary protection devices. Functional | Intersects With | - DNS & Content Filtering NET-18 |NS fltering to limit a user's ability to connect to dangerous or prohibited s
Internet sites.
[The organization defines the internal communications traffic to be routed by the echantsms exist to route mternal communications traffic t external
information system through authenticated proxy servers and the external i ut i
SC-7(8)-15.1 Route Traffic o that are the prospective destination of such traffc routing. Functional Subset OF R"“if‘sfy’gzgé’f:“‘ © | Netasa networks trough organizaton-approved proxy servers a managed 10
interfaces.
[The organization implements defined, host-based boundary protection N i \ et o "
sc-7(12) Host-Based Protection [ mechanisms at defined information system components, including servers, Functional Subset OF o e ey END-16.1  |nechanioms exist to implement underlying software separation mechanisms 10
IWorkezations, and mobile devices. Function Isolation lto facilitate security function isolation.
[The orgarization defines key nfaration security tools, mechansms, and
Isolation of Security |SuPPOrt components associated with system and security administration; and Mechanisms exstto implement security management subnets to iolate
sc7013) TolsMecharisms/Support fSolates those tool, mechanisrs, and Support components fror other internal Functional | Intersects with | Security Management NET-06.1  [SeCUrity tools and support components from other internal sy: 5
Ce Syste via physically or logical ly separate subnets. Subnets. managed
otertaces to othar components of tne system
[The information system fails securely in the event of an operational failure of a
lboundary protection device. ceeuret Mechanisms exsttofaciltate the implementation of industry.recognized
ecure Engineering security, compliance and resilience practices in the specification, esion,
sc-7(18) Fail Secure Functional | Intersects With rinci SEA-01 O Temnalogy Assere 5
|Applications andjor Services (TAAS).
[The formation system protects the confdentiaiy and integrty of ransmitted
scs Transml::l:rnfsg:ldfnnamy informatior Functional | Intersects With c CRv-03  |Cryptographic mechanisms exist to protect the confidentiality of data being s
[The information system protects the confidentiality and integrity of transmitted
[Transmission Confidentiality |into mati (Cryptographic mechanisms exist to protect the integrity of data being
sc8 s information. Functional | Intersects With |  Transmission Integrity CRY-04  |CTYProgTaRt 5
[Employ appropriate approved mechanisms (€.g., digital signatures and
scaist Transmission Confdentialty cryptagrapnic ashes) o protect the mearity of data whie Intranit fom source | Functonal | Intersects With | Transmission ntegrity CRv4  [CryPtographic mechanisms exst to protect the ntegriy of data being 5
and Integrity Jto destination outside of a secured network (see SC-13). ransmitted
[The information system implements cryptographic mechanisms to prevent
lunauthorized disclosure of information and detect changes to information during
ransmission unless otherwise protected by defined alternative physical
g Cryptographic or Alternate [safeguards (defined in the applicable security plan). This control supports and Alternate Physical g exist to prevent disclosure of
sc8) Physical Protection  [aligns with the provisions of the ACA and the requirements of 45 CFR 5155.260, | unctional | Inersects With Protection R OL L on ae an aemative 1 phyaical sarequarcs, s
Privacy and security of personally identifiable information, paragraph (a)(6).
[The information system implements cryptographic mechanisms to prevent
lunauthorized disclosure of information and detect changes to information during
ltransmission unless otherwise protected by defined alternative physical
IMechanisms exist to facilitate the implementation of cryptographic
y Cryptographic or Alternate [safeguards (defined in the applicable security plan). This control supports and Use of Cryptographic g
sc8(1) il Brotection - o et e et of e A A e e ot s POt 0e, | Functional | Intersects with Sayonag CRY-01  |protections controls using known public standards and trusted cryptographic 5
ltechnologies.
Privacy and security of personally identifiable information, paragraph (a)(6).
[The information system implements cryptographic mechanisms to prevent
lunauthorized disclosure of information and detect changes to information during
ransmission unless otherwise protected by defined alternative physical
y Cryptographic or Alternate [safeguards (defined in the applicable security plan). This control supports and c g (Cryptographic mechanisms exist to protect the confidentiality of data being
sc8) Physical Protection  [aligns with the provisions of the ACA and the requirements of 45 CFR §155.260, | unctional | Intersects With CRY-03 s
Privacy and security of personally identifiable information, paragraph (a)(6).
Pre/Post Transmission |11 Ormosion System maintaine the confidentiallty and integrity of information Pre/Post Transmission (Cryptographic mechanisms exist to ensure the confidentiality and integrity of|
X lduring preparation for transmission and during reception. x
sce2) ndling 9 prep: 9 recep Functional | Intersects With ndling CRY-0L3 finformation during preparation for transmission and during reception. s
[The information system maintains the confidentiality and integrity of information [Mechanisms exist to facilitate the implementation of cryptographic
sc8(2) PrefPost Transmission  \during preparation for transmission and during reception. Functional | Intersects witn |  Use of ryptographic CRY-01  [protections controls using known public standards and trusted cryptographic 5
9 technologies.
Pre/Post Transmission _[The information system maintains the confidentiality and integrity of information [Mecharisrs exst o restrict the Use of types of dgitl media on systems or
5C-8(2) ndiing during preparation for 2d during recention Functional | Intersects With Media Use pcr10 5
[The information system terminates the network connection associated with a Network Connection Mechamsms exist to terminate network connections at the end of a session
sc-10 Network Disconnect  |commynications session at the end of the session, or: Functional Subset Of Termination NET-07  lor after time period of inactivity, 10
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Forcibly de-allocates communications session Dynamic Host Configuration Network Connection Piecharisms exs o terminatc networ connecion o the end f  sssion
sc-10a Network Disconnect lprotocol (DHCP) leases after seven (7) days; and Functional Subset O Termination NET-07  lor after period of inactivi 10
[Forcibly disconnects inactive Virtual Private Network (VPN) connections after Network Connection Mechariams exist o tarminate netwark comnections ot e &nd o 3 ession
sc10b Network Disconnect irty (30) minutes or less of inactivity. Functional Subset Of Termination NET-07 lor after an time period of inactivity. 10
When cryptography is required and used within the information system. the
organication éstablishes and manages cryptographic keys for reauired
Cryptographic Key  [cryptography employed within the information system in accordance with public Key Infrastructure IMechanisms exist to securely implement an interal Public Key Infrastructure
sc12 Establishment and  |defined requirements (efined in, or referenced by, the applicable security plan) |  Functional | Intersects With Yo CRY-08  |(PKI) infrastructure or obtain PKI services from a reputable PKI service 5
Management ffor key generation, distribution, storage, access, and destruction. provider.
[The organization produces, controls, and distributes symmetric cryptographic
lkeys USing organization-defined key management technology and processes. IMechanisms exist to facilitate the production and management of symmetric
sc-12(2) Symmetric Keys Functional Subset Of Symmetric Keys CRY-09.1  [cryptographic keys using Federal Information Processing Standards (FIPS)- 10
lcompliant key management technology and processes
[When cryptographic mechanisms are used, the information system implements
lencryption products that have been validated under the Cryptographic Module
|Validation Program (see http://csrc.nist.govigroups/STM/cmvpivalidation.htmi ) to cn exist to prevent disclosure of data
sC13 Cryptographic Protection |confirm compliance with FIPS 140-2, in accordance with applicable federal laws, Functional Intersects With |  Encrypting Data At Rest CRY-05 (S est. P 5
directives, policies, regulations. and standards.
When cryptographic mechanisms are used, the information system implements
. Export-Controlled y IMechanisms exist to address the exporting of cryptographic technologies in
sc13 Cryptographic Protection _|confirm compliance with FIPS 140-2, in accordance with applicable federal laws, | Functional | Intersects With B iy Y012 e o ralevant coatutory o g iaton repuiremanta, 5
directives, policies, regulations. and standards
[When cryptographic mechanisms are used, the iformation system implements
lencryption products that have been validated under the Cryptographic Module
|Validation Program (see http://csrc.nist.gov/groups/STM/cmvp/validation.html ) to Use of Cryptographic [Mechanisms exist to facilitate the implementation of cryptographic
sc13 Cryptographic Protection |confirm compliance with FIPS 140-2, in accordance with applicable federal laws, | Functional | Intersects With Srypto CRY-01 |protections controls using known public standards and trusted cryptographic 5
directives, policies, regulations. and standat ltechnologies.
[The promibits running Unless
lexplicitly authorized, in writing, by the organization’s CIO or designated
representative. If collaborative computing is authorized, the authorization shall IMechanisms exist to un
plug or prohibit the remote activation of collaborative
sc1s Collborative Computing. specifcalyidentiy allowed mechanism, llowed purpose. and the nformation | puncional | subsetof | COlaborative Computing | enp14  lcomputing devices with e folowing eXCeptions:(1) Networked whiteboards: 1
s;fs[emv“ v puting L i (2) Video teleconference cameras; and(3) Teleconference microphones.
[Promibits remote activation of collaborative computing devices; and
IMechanisms exist to unplug or prohibit the remote activation of collaborative
sc1sa Collaborative Computing Functional Subsetof | Collaborative Computing | gnp14  |computing devices with the following exceptions:(1) Networked whiteboards; 10
(2) Video teleconference cameras; and(3) Teleconference microphones,
[Provides an explicit indication of Use to Users physically present at the devices.
Collaborative Computin Collaborative Computin IMechanisms exist to unplug or prohibit the remote activation of collaborative
SC-15.b i puting Functional Subset Of evicas puting END-14  |computing devices with the following exceptions:(1) Networked whiteboards; 10
i i (2) Video teleconference cameras; and(3) Teleconference microphones.
[The organization fssues public key certificates under an appropriate certificate IMechanisms exist to securely implement an internal Public Key Infrastructure
sca7 Public Key Infrastructure |pol icy or obtains public key certificates from an approved service provider. Functional | Intersects with | PUBIiC KeYLL'!ﬂas"“"“'e CRY-08  |(PKI) infrastructure or obtain PKI services from a reputable PKI service 5
provider.
sc1s Mobile Code [The organization: Functiona! Subsetof Mobile Code ENb-10[Iechaniems et o adaress moble ode  operaig syt ndependent o
o164 Mobile Code [Defines acceptable and unacceptable mobile code and mobile code technologies;| - Subsetof Mobile Code ENb-10[Hechaniems et o adaress moble coge  operaing systen ndependent o
EStablshes usage restricions and implemertation gudance fo acceptabie Mechanisms exist to address mobile code / operating system-independent
sc18b Mobile Code Ao BN Functional Subset Of Mobile Code END-10lappiications. 10
o obie Code [uthorzes, moritors, and contrlsthe use s mobHe Code with n the information | —— Mobile Code END-10  |Mechanisms exist to address mobile code / operating system-independent 10
[The organization pronibits the use of Voice over Internet Protocol (VoIP) IMechanisms exist to implement secure Internet Protocol Telephony (IPT) that
sc1o Voice Over Internet Protocoltechnologies, unless explicitly authorized, in writing, by the CIO or designated Functional Subsetof | Voice Over Internet Protocoll - x7.1logically or physically separates Voice Over Internet Protocol (VoIP)traffc 10
representative. If authorized, the organization (VolP) Security [from data networks,
Stabiishes usage restrictions and implementation guidance for VoIP ) Mechanisms exist to implement secure Internet Protocol Telepnony (IPT) that
sc-19. Voice Over Internet Protocol [technologies based on the potential to cause damage to the information system | Functional subsetof | Voice Over Internet Protocol| - sqr.5) logically or physically separates Voice Over Internet Protocol (VolP) traffic 10
if used maliciously; ai (VolP) Security lfrom data networks.
[Authorizes, monitors, and controls the use of VoIP with in the information system | orce Over mtermet Protocor Mechanisms exist to implement secure Internet Protocol Telephony (IPT) that
5C-19.6 [Voice Over Internet Protocol Functional subsetof |Voice Quer Internet Protocoll  ast21logically or physically separates Voice Over Internet Protocol (VolP) traffic 10
(VolP) Security rom data networks.
[The information system: IMechanisms exist to ensure Domain Name Service (DNS) resolution is
sc-20 Secure Name/Address Functional Subset Of Domain Name Service NET-10  [designed, implemented and managed to protect the security of name / 10
Resolution Service (DNS) Resolution
laddress resolution
[Provides additional data origin authentication and integrity verification artifacts IMechanisms exist to ensure Domain Name Service (DNS) resolution is
sc-20. Secure Name/Address laiong with the authoritative name resolution data the system returns in response|  Functional Subset O D e onvice NET-10  |designed, implemented and managed to protect the security of name / 10
esolution Service  |vg external name/address resolution queries; and ¢ esolution Jaddress resolution
[Provides the means to indicate the security Status of child zones and (It the child echanisms exist to ensure Domain Name Service (ONS) resalation s
Secure Name/Address _[supports secure resolution services) to enable verification of a chain of trust Domain Name Service i i i
sC-200 S |among parent and child domains when operating as part of a distributed, Functional Subset O o) e o NET-10  |designed, implemented and managed to protect the security of name / 10
Inierarchical namespace. Jaddress resolution.
Recursive lookups are disabled on al | publicly accessible domain name system IMechanisms exist to ensure Domain Name Service (DNS) resolution is
5C-20-5.1 Secure Name/Address (D) servers. Functional Subset O Domain Name Service NET-10  |designed, implemented and managed to protect the security of name / 10
Resolution Service (DNS) Resolution
laddress resolution.
[The information system requests and performs data origin authentication and Secure Name / Address
- receives from authoritative sources. unctional ubse B verificati i i luti
Resolution Service (Recursive or coching received from authoritative sources when requested by client systems.
Architecture and __[The information systems that collectively provide name/address resolution
rnigoning e lservice for an organization are fault tolerant and Implement Internaliextemal role Architecture & Provisioning IMechanisms exist to ensure systems that collectively provide Domain Name
sc22 separation. Functional Subset Of for Name / Address. NET-10.1  [Service (DNS) resolution service are fault-tolerant and implement 10
Name/Address Resolution [separati o
e R esolution Service internal/external role separation.
e Session Authenticity [T INOrMation SyStem protects the authenticty of communications sessions Functionat ubsetof Session ntegrity NeT-09_[Pechanisms exist to rotect the authenticity and negry of commurications| o
Protection of Information at [The information system protects the confidentiality and integrity of information Endpoint Protection IMechanisms exist to protect the confidentiality, integrity, availability and
sc28 o et Functional | Intersects With D02 e o enions 5
o Protection o Information at[The nformation system protects the confidentialty and ntegrty of ormaton | C. o SubsetOf | Encrypting Data At Rest | CRr-os VB exist to prevent disclosure of data 0
Sensitive information such as PIl should be encrypted while at rest. If information
in the service provider environment cannot be encrypted, appropriate data
8 iolation is a potential compensating control. All mechanisms used to encrypt . .
scasis Protection of Information at 130 20 8 Pt g o e S0 s cmertint | Functional SubsetOf | Encrypting Data AtRest | CRy.0s  [CTYPtographic mechanisms exist to prevent unauthorized disclosure of data 10
imodule. This requirement must be included in the SLA, if applicable.
[he organization partitions the information system into defined information
system components (defined in the applicable security plan) residing in separate
sc32 Information System  [3hysical domains or environments based on defined circumstances (defined in Functional subset Of System Partitoning ea03.1  |Mechanisms exist to partition systems so that partitions reside in separate 0
Partitioning lthe applicable security plan) for physical separation of components. lphysical domains or environments
[When contracting with exteral service providers, Personally Identinable
information (PIl), as well s software and services that receive, process, store, o
ftransmit PIl must be isolated within the service provider environment to the
rmati i i hat partitions reside i
scazis o e e €xtant posaiis 5o that oter senice povide costomars shorn Funcional | SubsetOf | System porttioning | Sea031  Mecharisms exist to partion systems s that partidons reside inseparate 10
Iphysical or virtual space cannot gain access to such data or applications.
[The information system maintains a separate execution domain for each [Mechanisms exist to implement a separate execution domain for each
sc39 Process Isofation  [[he (OTTENOn S Functional Subset Of Process Isolation SEAD e s 10
(Controls shall be implemented to protect sensiive information that is sent via [Mechanisms exist to protect the confidentiality, integrity and availability of
SC-ACAL Electronic Mail o Functional Subset Of Electronic Messaging NET3 e e o rommanications 10
Prior to sending an emal, place all sensitive information in an encryped [Mechanisms exist to protect the confidentiality, integrity and availability of
SC-ACA-LIS.a Electronic Mail oo Functional Subset Of Electronic Messaging NET13 e e v communications 10
I Personally Identifiable Information (P 15 allowed to be Included with fax
lcommunications, the organization establishes policies and procedures for echant o brotect the confidentialty, intearity and avallabilty of
SC-ACA2 FAX Usage handling fax transmissions. Functional Subset Of Electronic Messagin NET-13  [Viechanisms exist fo protect the confidentiality. integrity and availability o 10
9 [The organization must follow specific precautions and Implementation Standards aing electronic messaging communications.
when performing fax transmission of PI
[Transmit Pl only to an authorized recipient [Mechanisms exist to protect the confidentiality, integrity and availability of
SC-ACA2.8 FAX Usage Functional Subset OF Electronic Messaging NET13 e e i rommanications 10
When sending or receiving faxes containing Pl [Mechanisms exist to protect the confidentiality, integrity and availability of
SC-ACA215.1 FAX Usage Functional Subset Of Electronic Messaging NET13 e ging communications 10
[Fax machines must be located in a locked room with a trusted staff member e £t protect the confidentility, intearity and availabiity of
SC-ACA-2-I5.1.2 FAX Usage Ihaving custodial coverage over outgoing and incoming transmissions or fax Functional Subset Of Electronic Messaging NET-13  [Mechanisms existto protect the confidentiaty, integrity and availabily o 10
Imachines must be located in a secured area; [electronic messaging communications.
[Accurate broadcast lists and other preset numbers of frequent fax recipients [Mechanisms exist to protect the confidentiality, integrity and availability of
SC-ACA-2-5.1b FAX Usage e o Functional Subset OF Electronic Messaging NET13 e e v rommanications 10
[A cover sheet must be used that explicitly provides guidance to the recipient that]
includes a notification of the sensitivity of the data and the need for protection, echant o brotect the confidentialty, intearity and avallailty of
SC-ACA245.1.c FAX Usage land a notice to unintended recipients to telephone the sender (collect if Functional Subset OF Electronic Messagin NET.13  [Mechanisms exist to protect the confidentiality, integrity and availability o 10
9 Inecessary) to report the disclosure and confirm destruction of the information. aing electronic messaging communications.
System and Information |N/A. INo appiicable SCF control
117 sy o Functional | No Relationship NA NA |NA 0
[The organization develops, disseminates, and distributes to applicable personnel, IMechanisms exist to review the Security, Compliance & Resilience Program
o System and Information - land reviews and updates (as necessary), within every three hundred sixty-five Functional | Intersects with || aooc Review & Update off - ov.o3  |(SCRP). including policies, standards and procedures, at planned intervals or s
g Diedwe‘/ (365) days: Rgs.nye'n(e Pfo s if significant changes occur to ensure their continuing suitability, adequacy
9 land effectiveness.
[The organization develops, disseminates, and distributes to applicable personnel,
System and Information [ad reviews and updates (as necessary), within every three hundred sixty-five exist to facilitate the implementation of industry-recognized
s ey Pty nad”" [(365) days: Functional Subset Of Secure Engineering SEa1  [security, omplance and resilence practices i the specication, desian, 10
LY ooy, rincipl an, of Technology Assets,
|Applications and/or Services (TAAS).
< yetem and information|ThE organization develops, disseminates, and distrbutes to applicable personnel, Publshing Securt
v 00 and reviews and updates (as necessary), within every three hundred sixty-five ublishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
skt Integrity Policy and 1(365) days: Functional | Intersects With | Compliance & Resiience | GOV-02 lanq procedures necessary for secure, compliant and resilient capabilities. s
<ystem and nformatian [ CTal- GoCUmerted syster and nformation integriy policy that addresses Pubishing Securty
lpurpose, scope, roles, responsibil ities, management commitment, coordination ey Mechanisms exist to establish, maintain and disseminate policies, standards
si-la Integrity Policy and  [smong organizational entities, and compliance: and Functional SubsetOf | Compliance & Resilience |  GOV-02 g St 10
arity Policy g org P pllance & Resi land procedures necessary for secure, compliant and resilient capabilities.
System and Information _[Formal, documented procedures to facilitate the implementation of the system Standardized Operatin [Mechanisms exist to identify and document Standardized Operating
Si-1b Integrity Policy and  [and information integrity policy and associated system and information integrity | Functional Subset Of Procedures (50R) OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
Procedures controls. of day-to-day / assigned tasks.
[The organization: Vuinerability & Patch Mechanisms exist to facilitate the implementation and monitoring of
si2 Flaw Remediation Functional Subset Of Management Program VPM.01  |vulnerability management controls. 10
[The organization: software & F Mechanisms exist to conduct software patching for all deployed Technology
si-2 Flaw Remediation Functional | Intersects With of Wa,:ae‘cmr‘,;mwa’e VPM-05  [Assets, Applications and/or Services (TAAS), including firmware. 5
[The organization: ‘Automatic Antimalware [Automated exist to update including
si2 Flaw Remediation Functional | Intersects with | AYGomate Avtmaiua END-04.1 [ e 5
identifies, reports, and corrects information system flaws; Vulnerability & Patch Mechanisms exist to faciltate the implementation and monitoring of
si2a Flaw Remediation Functional Subset Of Management Program VPM01  [vulnerability management controls. 10
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|Tests software and firmware updates related to flaw remediation in Vulnerability & Patch [Mechanisms exist to facilitate the implementation and monitoring of
si2b Flaw for and potential side effects before instal lation; Functional Subset Of Management Program VPM-01  |vulnerability management controls. 10
installs security-relevant software and firmware updates on production Vuinerability & Patch [Mechanisms exist to faclitate the implementation and monitoring o
sl2.c Flaw Remediation  [equipment within a timeframe based on the National Vulnerability Database Functional Subset OF Management Program VPM-01  |vulnerability management controls. 10
(NVD) Vulnerability Severity Rating of the flaw s follows: (VPMP)
into the [Mechanisms exist to facilitate the implementation and monitoring of
Iprocess with risk-based decisions if a security patch is not applied to a security- Vulnerability & Patch
si2.d Flaw Remediation  |baced system or network authorized by the organization Functional Subset OF Management Program VPM-01 10
[The organization centrally manages the flaw remediation process.
Central Management Centralized Management of
s2(1) Enhanceasent Functional | Intersects With | SenteIZ S MENa0ement of | vpM.05.1  |Mechanisms exist to centrally-manage the flaw remediation process. 5
[The organization employs automated mechanisms monthiy to determine the
Automated Flaw Automated Remediation |Automated mechanisms exist to determine the state of system components
- state of information system components with regard to flaw remediation X
sh22) Remediation Status 4 P 9 Functional | Intersects With VPM-05-2 - \yith regard to flaw remediation s
[The organization: software & F [Mechanisms exist to conduct software patching for all deployed Technology
i3 Malicious Code Protection Functional | Intersects With O patching VPM-05  [Assets, Applications and/or Services (TAAS), including firmware. 5
[The organization: Vulnerability & Patch [Mechanisms exist o faclitate the implementation and monitoring o
si3 Malicious Code Protection Functional | Intersects With | Management Program VPM-01  |vulnerability management controls. 5
(VPMP)
[The organization: Malicious Code Protection [Mechanisms exist to utilize antimalware technologies to detect and eradicate
- . Imalicious code.
si3 Malicious Code Protection Functional Subset Of Ptk END-04 10
[The organization: Heuristic / Nonsignature. Mechanisis exst o uiize hersic / nonsignature-based antimanvare
- i 3 - ldetecti bilt
si3 Malicious Code Protection Functional | Intersects With e bonsignat END-04.4 |detection capabili 5
[The organization: satequard > [Cryptographic mechanisms exist to implement strong cryptography and
si3 Malicious Code Protection Functional | Intersects with | Sefeguarding Data Over NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
Open Networks lover open, public networks.
[The organization: ‘Automatic Antimalware [Automated exist to update inciuding
si3 Malicious Code Protection Functional | Intersects witn | Avtomatic Antimaa END-0a1 [qaromated mechants 5
si3 Malicious Code Protection |/ Or9anization: Functional | Intersects With |  Input Data Validation Toa1g  [Mechanisms exist to check the validity of information inputs 5
[Employs malicious code protection mechanisms at information system entry and cious Cod [Mechanisms exist to utilize antimalware technologies to detect and eradicate
Sl3.a Malicious Code Protection [exit points to detect and eradicate malicious code; Functional Subset OF Mal '(‘;’A‘J:t‘;;w’::’e‘fm“” END-04  [malicious code. 10
[Updates malicious code protection mechanisms whenever new releases are ; exist to utiize 0 detect and eradicate
si-3.b Malicious Code Protection [available in accordance with Administering Entity (AE) configuration Functional subsetof | Malicious Code Protection | gyp g4 |malicious code. 10
Imanagement policy and procedures; {Anti-Malware)
[Configures malicious code protection mechanisms to: Malicious Code Protection [Mechanisms exist to utilize antimalware technologies to detect and eradicate
. . Imalicious code.
si-3.c Malicious Code Protection Functional Subset Of antMatare) END-04 10
[Perform esktop and critical system file scans every twenty-four (24) hours. and [Mechanisms exist to utilize o detect and eradicate
Ireal-time scans of files from external sources at endpoint andjor network Malicious Code Protection Imalicious code.
sk3cl Malicious Code Protection- lentry/exit points. as the files are downloaded, opened, or executed in accordance| ~ Functional Subset Of (Anti-Malware) END-04 10
with AE organizational security policy;
[Block and quarantine malicious code and send alerts to the administrator in Malicious Code Protect [Mechanisms exist to utilize antimalware technologies to detect and eradicate
si3.c2 Malicious Code Protection |response to malicious code detection; and Functional Subset Of oy 1™ | END-04  [malicious code. 10
[Adaresses the receipt of false positives during malicious Code detection and - [Mechanisms exist to utilize o detect and eradicate
si3.d Malicious Code Protection [eradication and the resulting potential impact on the availability of the Functional Subsetof | Malicious Code Protection | gyp o4 Imalicious code. 10
information system (AntiMalware)
[The organization centrally manages malicious code protection mechanisms.
Centralized Management of
sI3(1) Central Management Functional | Intersects With | G e e ea, |  END-04.3  [Mechanisms exist to centrally-manage antimalware technologies. 5
[The information system automatically updates malicious code protection ‘Automatic Antimalware [Automated mechanisms exist to update antimalware technologies, including
s13(2) Automatic Updates [T T omeF Functional | Intersects With ranature Updates END-04.1 [ afntions 5
Information System _[The organization: [Mechanisms exist to facilitate the implementation of enterprise-wide
si4 onivoring Functional Subset OF Continuous Monitoring MON-01 | ontrols 10
[The organization: [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
sia Information System Functional | Intersects with | Centralized Collection of MON-02  [similar automated tool, to support the centralized collection of security- 5
Monitoring Security Event Logs related event logs.
[The organization: (Cryptographic mechanisms exist to implement strong cryptography and
Sl-4 Information System Functional Intersects With Sa@g‘““’"‘g Dat: Over NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
Monitoring pen Networks lover open, public networks.
o nformation System _[Tne organization: Functional | Intersects With | Input Data validation Toa1s |Mechanisms exist to check the validity of information inputs. 5
Information System _[Monitors the information system to detect N N [Mechanisms exist to facilitate the implementation of enterprise-wide
si4a orioring Functional Subset OF Continuous Monitoring MON-01 | e ontrols. 10
[Attacks and indicators of potential attacks in accordance with the current [Mechanisms exist to facilitate the implementation of enterprise-wide
Sld.a.1 ‘"f"f;:::'l‘t’gﬂsnygswm Admm‘stermg Entity (AE) organization incident handling policy and procedure; Functional Subset Of Continuous Monitoring MON-01  |monitoring controls. 10
Information System _[Unauthorized local, network, and remote connections; [Mechanisms exist to facilitate the Implementation of enterprise-wide
si4.a.2 [ty Functional Subset Of Continuous Monitoring MON-01 | ontrols 10
Information System _[Monitors events on the information system to ensure the proper functioning of N N [Mechanisms exist to facilitate the implementation of enterprise-wide
skab v internal processes and controle Functional Subset OF Continuous Monitoring MON-01 | e ontrols. 10
nformation System [Examines system records to confirm that the system Ts Famctonig i an optimal, [Mechanisms exist to facilitate the implementation of enterprise-wide
shac Monitoring resilient, and secure state; Functional Subset O Continuous Monitoring MON-0LImonitoring controls. 10
Information System _|ldentifies irregularities or anomalies that are indicators of a system malfunction [Mechanisms exist to facilitate the implementation of enterprise-wide
s-4.d Monitoring compromise, and detects information system attacks; Functional Subset OF Continuous Monitoring MON-01Imonitoring controls. 10
[Monitors for unauthorized remote connections to the information system [Mechanisms exist to facilitate the implementation of enterprise-wide
Slae Information System  |continuously in real time, and takes appropriate action if an unauthorized Functional Subset OF Continuous Monitoring MON-01  |monitoring controls. 10
Monitoring lconnection is discoveres
Information System _[ldentifies unauthorized use of the information system through defined techniques| [Mechanisms exist to facilitate the implementation of enterprise-wide
skaf oring land methods (defined in the applicable security plan); Functional Subset OF Continuous Monitoring MON-0LImonitoring controls. 10
Information System _|Deploys monitoring devices [Mechanisms exist to facilitate the implementation of enterprise-wide
Skag v Functional Subset OF Continuous Monitoring MON-01 | ontrols. 10
Information System —[Strategically wihin the information system to callect organization-determined [Mechanisms exist to facilitate the implementation of enterprise-wide
Sl-4.9.1 Vonitoring et Functional Subset OF Continuous Monitoring MON-01 | S ontrols. 10
Information System ¢ d o Toations win The System to track specific types of transactions of [Mechanisms exist to facilitate the implementation of enterprise-wide
sl-4.9.2 oring interest to the organization: Functional Subset OF Continuous Monitoring MON-01 | Controls. 10
Information System _[Protects information obtained from intrusion-monitoring tools from unauthorized [Mechanisms exist to facilitate the implementation of enterprise-wide
Sk4n Monitoring Jaccess, modification, and deletion; Functional Subset Of Continuous Monitering MON-01Imonitoring controls. 0
[Feightens the level of information system monitoring activity whenever there 1s [Mechanisms exist to facilitate the Implementation of enterprise-wide
Information System  [an indication of increased risk to organizational operations and assets, Imonitoring controls.
Sk-4. Monitoring lindividuals, and other organizations based on law enforcement information or Functional Subset Of Continuous Monitoring MON-01 10
lother credible sources of information;
(Obtains legal opinion with regard to information system-monitoring activities in [Mechanisms exist to facilitate the implementation of enterprise-wide
sS4 Information System  |accordance with applicable state and federal laws, directives, policies, o Functional Subset OF Continuous Monitoring MON-01  [monitoring controls. 10
Monitoring
regulations; and
» [Provides specified information system monitoring information to defined [Mechanisms exist to faciitate the implementation of enterprise-wide
Skak Information System  |5ersonnel or roles as needed, and at the established frequency (a Il as defined in | Functional Subset OF Continuous Monitoring MON-01  [monitoring controls. 10
Monitoring |the applicable security plan).
fnstall Intrusion Detection"/Prevention” System (IDS'/IPS") devices at network [Mechanisms exist to facilltate the implementation of enterprise-wide
SI-4-15.1 Information fygs‘em lperimeter points and hostbased IDS"/IPS" sensors on critical servers. Functional Subset Of Continuous Monitoring MON-01  |monitoring controls. 10
System-Wide Ints The organization connects and configures individual intrusion detection tools into Intrusion Detection & [Mechanisms exist to implement Intrusion Detection / Prevention Systems
Si-4(1) Y Detection System formation system-wide intrusion detection system. Functional Subset Of | Prevention Systems (IDS & | MON-01.1 [(IDS / IPS) technologies on critical systems, key network segments and 10
Y PS) Inetwork choke points.
[The organization employs automated tools to SUpport near real-time analysis of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
Automated Tools for Real- Automated Tools for Real- ?
si-4(2) e oo ev Functional Subset OF e Analysis MON-01.2 [similar automated tool, to support near real-time analysis and incident 10
lescalation
[The information system monitors inbound and outbound communications traffic
sla() Inbound and Outbound  [at a defined frequency (defined in the applicable security plan) for unusual or Functional Subset OF Inbound & Outbound MON-013 |[Mechanisms ex\st to continuously munltur inbound and outbound 10
- Communications Traffic ~[unauthorized activities or conditions, unctiona ubse! Communications Traffic 01 raffic for unusual o activities or conditions.
[The information system sends alerts to defined personnel or roles (defined in the [Mechanisms exist to generate, monitor, correlate and respond to alerts from
SI-4(5) System-Generated Alerts [applicable security plan) when the following indications of compromise or Functional Subset OF | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve| 10
lpotential compromise occur: integrated situational awareness.
[Presence of malicious code; [Mechanisms exist to generate, monitor, correlate and respond to alerts from
si-4(s).a System-Generated Alerts Functional Subset Of | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve| 10
integrated situational awareness.
Unauthorized export of information; [Mechanisms exist to generate, monitor, correlate and respond to alerts from
SI-4(5).6 System-Generated Alerts Functional Subset Of | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve| 10
integrated situational awareness
[Signaling to an external information system; or [Mechanisms exist to generate, monitor, correlate and respond to alerts from
SI-4(5).c System-Generated Alerts Functional Subset Of | System Generated Alerts | MON-01.4  |physical. cybersecurity, data protection and supply chain activities to achieve| 10
integrated situational awareness.
[Potential intrusions. [Mechanisms exist to generate, monitor, correlate and respond to alerts from
si-4(5).d System-Generated Alerts Functional Subset Of | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve| 10
integrated situational awareness.
[The organization employs a wireless intrusion detection system to identify rogue Mechanisms exist to monftor wireless network segments for(1) Rogue
SI-4(14) Wireless Intrusion Detection|wireless devices and to detect attack attempts and potential Functional | Intersects With |Wireless Network Monitoring| MON-01.5 5
Compromises/breaches to the information system. wireless devices; and(2) Anomalous and/or hostile activities.
Security Alerts, Advisories, [T OT9anzation: [Mechanisms exist to check the validity of information inputs.
si-5 aisdeviis Functional | Intersects With |  Input Data Validation ToA18 5
[The organization: [Mechanisms exist to maintain situational awareness of vulnerabilities and
Security Alerts, Advisories, levolving threats by leveraging the knowledge of attacker tactics, techniques
SIS aym, Directives Functional Subset Of Threat Intelligence Feeds THR-03  |and procedures to facilitate the implementation of preventative and 10
trols.
[The organization: (Cryptographic mechanisms exist to implement strong Cryptography and
si-s Security Alerts, Advisories, Functional | Intersects with | Safeguarding Data Over NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
and Directives Open Networks over open, public networks
[Receives information system security alerts, advisories, and directives from [Mechanisms exist to maintain situational awareness of vulnerabilities and
Security Alerts, Advisories, [defined external organizations {defined in the applicable security plan) on an levolving threats by leveraging the knowledge of attacker tactics, techniques
Si5.a ay,,d Directives longoing basis; Functional Subset Of Threat Intelligence Feeds. THR-03  |and procedures to facilitate the implementation of preventative an 10
trols.
(Generates internal security alerts, agvisories, and directives as deemed [Mechanisms exist to maintain situational awareness of vunerabilities and
Security Alerts, Advisories, [necessary; levolving threats by leveraging the knowledge of attacker tactics, techniques
si-5.b and Directives Functional SubsetOf | Threat Intelligence Feeds | THR-03 land procedures to facilitate the implementation of preventative and 10
lcompensating controls.
[Disseminates security alerts, advisories, and directives to: defined personnel or [Mechanisms exist to maintain situational awareness of vunerabilities and
Security Alerts, Advisories, [[0les with system administration, monitoring, and/or security responsibilities levolving threats by leveraging the knowledge of attacker tactics, techniques
sks.c 'ond Directives {defined in the applicable security plan); and Functional SubsetOf | Threat Intelligence Feeds |  THR-03  fand procedures to facilitate the implementation of preventative and 10
trols,
mplements security directives i accordance with established timeframes, or [Mechanisms exist to maintain situational awareness of vunerabilities and
Security Alerts, Advisories, [n0tifies the business owner of the degree of noncompliance. levolving threats by leveraging the knowledge of attacker tactics, techniques
si-5.d iscoviiy Functional SubsetOf | Threat Intelligence Feeds |  THR-03  [and procedures to facllitate the implementation of prevent. 10
ntrols.
[The information system: [Mechanisms exist to verify the functionality of security, compliance and
s6 Security Function Functional Subset O Control Functionality CHG-06 |resilience controls following implemented changes to ensure applicable 10
Verification Verificatior
lcontrols operate as designed.
[Verifies the correct operation of defined security functions (defined in the [Mechanisms exist to verify the functionality of security, compliance and
si6.a Securty Function lapplicable security plan); Functional Subset Of Contro) Functonallty CHG-06 [resilience controls following implemented changes to ensure applicable 10
! lcontrols operate as designe:
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[Performs this verification upon system startup and restart; upon command by the| [Mechanisms exist to verify the functionality of security, compliance and
Sl-6 Securlty Function ladministrator with appropriate privilege, periodically on a monthly basis; Functional Subset Of Control Functionality CHG-06 resilience controls following implemented changes to ensure applicable 10
lcontrols operate as designed.
[Notifies system administration of fafled security verification tests; and [Mechanisms exist to verify the functionality of security, compliance and
Sk6.c SeCrtey Function Functional Subset Of C°"‘(fe‘rf;:;é§:3"‘y CHG-06 [resilience controls following implemented changes to ensure applicable 10
lcontrols operate as designe
[Shuts the information system down, restarts the information system, or performs [Mechanisms exist to verify the functionality of security, compliance and
Si6.d Securlty Function Isome other defined alternative action(s) (defined in the applicable security plan) | Functional Subset Of Contro) Funchonallty CHG-06 resilience controls following implemented changes to ensure applicable 10
erification \when anomalies are discovered. erification [controls operate as designed.
[The organization employs integrity verification tools to detect unauthorized [Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
si7 Software, Firmware. and _\changes to software and information Functional | Intersects with | E"JPOnt Fle Intearity END-06 [technologies, to detect and report on unauthorized changes to selected files 5
oty 9 Jand configuration settings.
[The organization employs integrity verification tools to detect unauthorized (Cryptographic mechanisms exist to implement strong cryptography and
si.7 Software, Firmuare, a1d_|changes to software and information. Functional | Intersects with | S2feguarding Data Over | er.15  lsecurity protocols to safeguard sensitive/regulated data during transmission 5
arity. P lover open, public networks.
Software, Firmware, and_|The organization employs integrity verification tools to detect unauthorized
s-7 Information Integrity _|changes to software and information Functional | Intersects With |  Input Data Validation TDA18  |Mechanisms exist to check the validity of information inputs. 5
[The organization reassesses the integrity of software and information by [Mechanisms exist to validate configurations through integrity checking of
sk Integrity Checks lperforming daily integrity scans of the information system. Functional Subset Of Integrity Checks END-06-1 Jsoftware and firmware. 0
" 4[The organizafion incorporates the detection of unauthorized security-relevant . A Mechanisms exist to Getect and respond to nauthorized configuration
51707) Integration of Detection and|changes to the organizational incident response capability of the information Functional Subset Of Engpoint “E‘EE‘SS," END-06.2 [changes as cybersecurity incidents. 10
jsystem (defined in the applicable security plan) esponse (
[The organization: [Mechanisms exist to utilize anti-phishing and spam protection technologies
si8 Spam Protection Functional Subset Of | Phishing & Spam Protection | END-08 o detect and take action on unsolicited messages transported by electronic 10
Imaii
[Employs spam protection mechanisms at information system entry and exit IMechanisms exist to utilize anti-phishing and spam protection technologies
si-8.a Spam Protection |points to detect and take action on unsolicited messages; and Functional Subset Of | Phishing & Spam Protection| END-08 [to detect and take action on unsolicited messages transported by electronic 10
Imail.
[Updates spam protection mechanisms when new releases are available in [Mechanisms exist to utilize anti-phishing and spam protection technologies
sI-8.b Spam Protection a:curzance with organizational configuration management policy and Functional Subset Of |Phishing & Spam Protection| ~END-08 [to detect and take action on unsolicited messages transported by electronic 10
lprocedures. mail.
[The organization centrally manages spam protection mechanisms. [Mechanisms exist to utilize anti-phishing and spam protection technologies
SI-8(1) Central Management Functional Subset Of | Phishing & Spam Protection| ~ END-08 to detect and take action on unsolicited messages transported by electronic 10
Imail.
[The information system automatically updates spam protection mechanisms. Automatic Spam and Mechanisms exist to automatically update anti-pshing and spam protection
SI-8(2) Automatic Updates Functional Subset Of END.08.2 _echnologies when new releases are available in accordance with 10
Phishing Protection Updates s
[The information system checks the validity of Gefined information inputs (defined
___linthe applicable security plan) for accuracy, completeness, validity, and Safeguarding Data Over (Cryptographic mechanisms exist to implement strong cryptography and
si10 Input Validat ty as close to the point of origin 8¢ possible Functional | Intersects With e Nacworks NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
lover open, public networks.
& formation syster checks Ehe valldty o efined information Iputs (defined
s L in'the applicable secury plan) for accuracy, completeness,valdity, a
1-10 Input Close to the point of origin 36 poseible Functional | Intersects With |  Input Data Validation TDA18  |Mechanisms exist to check the validity of information inputs. 5
[The information system:
Mechanisms exst to hande error conditons by:(1 Identifying potentially
-relevant error conditions;(2) G
information necesary fof corrective actions withou
skt Error Handling Functional Subset O Error Handling TOAL9lootentially harmful information in error logs and administrative messages 0
lthat could be exploited; and(3) Revealing error messages only to authorized
lpersonnel
(Generates error messages that provide information necessary for corrective
lactions without revealing information that could be exploited by adversaries: and IMechanisms exist to handle error conditions by:(1) Identifying potentially
urity-relevant error conditions;(2) Generating error messages that provide
information necessary for corrective actions without revealing sensitive o
skita Error Handling Functional Subset O Error Handling TOAL9 Jootentially harmful information in error logs and administrative messages 10
lthat could be exploited; and(3) Revealing error messages only to authorized
lpersonnel
[Reveals error messages only to defined personnel or roles (defined in the
lapplicable security plan} IMechanisms exist to handle error conditions by:(1) Identifying potentially
lsecurity-relevant error conditions;(2) Generating error messages that provide
information necessary for corrective actions without revealing sensitive or
skitb Error Handling Functional Subset O Error Handling TOAL9 lootentially harmful information in error logs and administrative messages 10
that could be exploited; and(3) Revealing error messages only to authorized
lpersonnel.
[The organization handies and retains information within the information system
Information Handling and [and information output from the system in accordance with applicable state and
si12 o [federal laws directives, policies, regulations, standards, and operational Functional Subset O Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls, 10
requirements.
[The organization handles and retains information within the information system
Information Handling and  [and information output from the system in accordance with applicable state and IMechanisms exist to retain media and data in accordance with applicable
si12 ntion |~ federal laws directives, policies, regulations, standards, and operational Functional | Intersects With | Media & Data Retention DCH-18 (-t itory, regulatory and contractual obligations. " 5
requirements.
[The organization handles and retains information within the information system
land information output from the system i accordance with applicable state and
[federal laws directives, policies, regulations, standards, and operational IMechanisms exist to:(1) Retain Personal Data (PD), including metadata, for
requirements. lan organization-defined time period to fulfil the purpose(s) identified in the
: Information Handling and Personal Data (PD) y Inotice or as required by law;(2) Dispose of, destroys, erases, and/or
sk12 ntion Functional | Intersects With | petention & Disposal PREOSlanonymizes the PD, regardiess of the method of storage; and(3) Use s
lorganization-defined techniques or methods to ensure secure deletion or
ldestruction of PD (including originals, copies and archived records).
[Retain output, including, but not imited to audit records, system reports,
Information Handling and|2USeSS and financial reports, and business records, from the information ech o et o and dats ” th appicani
1o nformation Handling and - |system for ten (10) years or in accordance with Administering Entity . lechanisms exist to retain media and data in accordance with applicable
Sk12415.1 Functional | Intersects With | Media & Data Retention DCH-18 5
Retention lorganizational requirements, whichever is more restrictive. statutory, regulatory and contractual obligations.
N [The information system implements security safeguards to protect its memory [Mechanisms exist to implement security safeguards to protect system
si16 Memory Protection 1 0 e xacution. Functional Subset OF Memory Protection SEAL0 e e e oo 10
118 Program Management (PM) [\/A Functional | No Relationship N/A NA  |NA 0 Neleelebicieeherin]
Iformation Secartty | organization: securtty, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
o1 niormation securiy Functional subsetor | pSecurty Compliance & | Gov.01  fand resience govemance cortrol 10
[The organization: [Mechanisms exist to review the Security, Compliance & Resilience Program
Information Security Periodic Review & Update of| (SCRP), including policies, standards and procedures, at planned intervals or
PM-1 Program Plan Functional Intersects With | Security, Compliance & GOV-03 |if significant changes occur to ensure their continuing suitability, adequacy 5
Resilience Program land effectiveness.
[The organization: i [Mechanisms exist to estabiish, maintain and disseminate policies, standards
1 Information Security Functional | intersects with | Cononennd Sy, | ovaop [P Procedures necessary for secure, compliant and resiint capabilties 5
Program Plan Documentation
formation Security _|PEVe1os and disseminates an organization-wide information security program securtty, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
PMLla formation Securty |pian that Functional subsetor | Security. Compliance & | Gov.01  fand resiience governance control. 10
[Provides an overview of the requirements for the security program and a [Mechanisms exist to faciitate the implementation of security, compliance
Information Security | qescription of the security program management controls and common controls |  Functional subsetof | Security, Compliance & | <o 5 land resilience governance controls. 10
Program Plan in place or planned for meeting those requirements; Resilience Program (SCRP)
Information Securty _|Tc140ES Ehe [Genticaton and ssslgnment of Taes, esponab s Secortty, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
ies, an 2 X resil n i
2 Frogram pian menagemen ong entities, and Functional Subset OF | oo (cap) | GOV-01  [and resilience governance controls. 10
Information Security | RETeCtS Coordination amiong organizational entities responsibie for the different Security, Compliance & [Mechanisms exist o faciltate the implementation of security, compliance
laspects of information security (i.e., technical, physical, personnel, and cyber- 3 x land resilience governance controls.
Program Plan ryeicab: and v physical. p 4 Functional Subset Of | pesilience Program (SCRP) | COV-01 9 10
s approved by a senior official with responsibility and accountability for the risk [Mechanisms exist to faciitate the implementation of security, compliance
Information Security [incurred to organizational operations (including mission, functions, image, an Security, Compliance & land resilience governance controls.
Program Plan Y reputatmn ), organizational assets, individuals, other organizations, and the Functional Subset Of Res,‘.en:ye p,og,pam (SCRP) | GOV-01 10
n;
[Reviews the organization-wide information security program plan within every [Mechanisms exist to facilitate the implementation of security, compliance
PM-1b ‘"f";'r‘;(":;ﬁ;:“‘y [three hundred sixty-five (365) days; Functional Subsetof | pSecurity: ;‘;’g""’a':’fsec:w GOV-01  [and resilience governance controls. 10
[Updates the plan to address organizational changes and problems identified [Mechanisms exist to faciitate the implementation of security, compliance
ML \nfn;rrr;agtr\aop‘sx;:n\y lduring plan implementation or security control assessments; ant Functional Subsetof | pSecurity. ;Z’;’r"a';:’];ecg‘m GOv-01  [and resilience governance controls. 10
I formation Security _[PTOLECtS the information security program plan from unauthorized disclosure and security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
Pu-Ld nformation Security maifcation Functional | Subsetor |  Security Compliance & | Goy.g1  [and resilence governance controls 10
[The orgartzation 3ppoTs & seniar Inormation securfty offcer wih the ssigned securtty. [Mechanisms exist to assign one or more qualified individuals with the mission|
Senior Information Security [responsibility and resources to coordinate, develop, implement, and maintain an g land resources to centrally-manage, coordinate, develop, implement and
PM-2 lorganization-wide information security program Functional | Intersects With | Compliance & Resiience | GOV-04  |maintain an enterprise-wide Security, Compliance & Resilience Program s
ponsibilt (SCRP)
[The organization: [Mechanisms exist to address all capital planning and investment requests,
Information Security Security, Compliance & including the resources needed to implement the Security, Compliance &
PM-3 esources Functional Subset Of “esmzzgze‘*;::ffce PRM-02  Resilience Program (SCRP) and document all exceptions to this requirement. 10
[Ensures that all capital planning and investment requests include the resources [Mechanisms exist to address all capital planning and investment requests,
Information Security |needed to implement the information security program and documents all Security, Compliance & including the resources needed to implement the Security, Compliance &
PM-3.2 esources lexceptions to this requirement; Functional Subset Of Resms:;;gszz';rce PRM-02  |Resilience Program (SCRP) and document all exceptions to this requirement. 10
[Empioys a business case to record the resources required; and [Mechanisms exist to address all capital planning and investment requests,
Information Security Security, Compliance & lincluding the resources needed to implement the Security, Compliance &
PM-3.b Functional Subset Of Resilience Resml‘f(e PRM-02  |pesilience Program (SCRP) and document all exceptions to this requirement. 10
lanagement
[Ensures that Information security resources are available for expenditure as [Mechanisms exist to address all capital planning and investment requests,
Information Security  [planned. Security, Compliance & lincluding the resources needed to implement the Security, Compliance &
PM-3.c Functional Subset OF Resmae:g;x:z':fce PRM-02  |Resilience Program (SCRP) and document all exceptions to this requirement. 10
Plan of Action and _[The organization Vulnerability Remediation [Mechanisms exist to ensure that vulnerabilities are properly identified,
P-4 Milestones Process Functional | Intersects With Process VPM-02_Jtracked and remediate: s
[The organization: [Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and
IMilestones (POA&M) or similar methodology) that formally documents, at a
M Plan of Action and Functional Subset Of Capabilities Deficiency 1A0-05  |minimum:(1) Deficiency tracking number;(2) Applicable security, compliance 10
Milestones Process cking land/or resilience control;(3) Description of the deficiency(ies);(4) Risk
lassociated with the deficiency(ies);(5) Source deficiency
aca trols_if analicanl
[mplements a process to ensure that plans of action and milestones (POAGM) for [Mechanisms exist to govern identified eficiencies (e.g., Plan of Action and
lthe security program and associated organizational information systems: IMilestones (POA&M) or similar methodology) that formally documents, at a
PM-d.a Plan of Action and Functional Subset Of Capabilities Deficiency 1A0-05 | minimum:(1) Deficiency tracking number;(2) Applicable security, compliance 10
Milestones Process cking landlor resilience control;(3) Description of the deficiency(ies);(4) Risk
lassociated with the deficiency(ies);(5) Source deficiency
Temnara, trols_if analicanl
[Are developed and maintained; IMechanisms exist to govern identified eficiencies (e.g., Plan of Action and
IMilestones (POA&M) or similar methodology) that formally documents, at a
M4l Plan of Action and Functional Subset Of Capabilities Deficiency 1A0-05 | minimum:(1) Deficiency tracking number;(2) Applicable security, compliance 10
Milestones Process cking land/or resilience control;(3) Description of the deficiency(ies);(4) Risk
lassociated with the deficiency(ies);(5) Source deficiency
aca trols_if analical
[Document the remedial information security actions to adequately respond o IMechanisms exist to govern identified eficiencies (e.g., Plan of Action and
Irisks to organizational operations and assets, individuals, other organizations, IMilestones (POA&M) or similar methodology) that formally documents, at a
Plan of Action and  lan the Nation; Functional Subset OF Capabilities Deficiency 1A0-05 | minimum:(1) Deficiency tracking number;(2) Applicable security, compliance 10
Milestones Process cking landor resilience control;(3) Description of the deficiency(ies);(4) Risk
lassociated with the deficiency(ies);(5) Source deficiency
k5 £ annlicah
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|Are reported in accordance with CMS reporting requirements; and IMechanisms exist to govern identified deficiencies (e.g., Plan of Action and
bl of Action and Capabilties Defi IMilestones (POA&M) or similar methodology) that formally documents, at a
an of Action an apabilities Deficiency Y Iminimum: (1) Deficiency tracking number;(2) Applicable security, compliance
3 Functional Subset Of 1A0-05 10
Milestones Process Tracking landor resilience control;(3) Description of the deficiency(ies);(4) Risk
lassociated with the deficiency(ies);(5) Source deficienc
aca trols_if analicanl
[Reviews plans of action and milestones for consistency With the organizational [Mechanisms exist to govern identified eficiencies (e.g., Plan of Action and
plan of Action ang |15 Management strategy and organization-wide priorites for isk response Capabites Defi IMilestones (POA&M) or similar methodology) that formally documents, at a
- an of Action an apabilities Deficiency y imun:(1) Deficiency tracking number;(2) Applicable security, compliance
PM-4.b jactions Functional Subset Of 1A0-05  |Minimum: Y 9 PPl Yy, compl 10
Milestones Process Tracking landor resilience control;(3) Description of the deficiency(ies);(4) Risk
sssociated with the deficiency (es)(5) Source deficiency
£ anclicahl
[CMS Reporting Requirement: AEs must submit Copies of their updated POAGM to Mechanisms exist to govern entiied deficiencies (e.0-. Flan of Action and
(CMS on a quarterly basis. The POA&M template (an Excel spreadsheet) used to IMilestones (POA&M) or similar methodology) that formally documents, at a
PM-4-15.1 Plan of Action and report the status of POA&M can be foun Functional Subset Of Capabilities Deficiency |1A0-05  [minimum:(1) Deficiency tracking number;(2) Applicable security, cumphance 10
Milestones Process  [nttps://calt.cms.govisf/projects/cms_aca_program_security_privacy/ Tracking landor resilience control;(3) Description of the deficiency(ies);(a) Ris}
associated with the deficiencylies)(5) Source deficiency
dntzole_it anolicab,
Information System __[The organization develops and maintains an inventory of its information systems. Mecharisms exisk o facitate an T Asset Management (TAM) program (o
M-S ventory Functional | Intersects With Asset Governance AST01 [ and manage asset Pt 5
[The organization develops and maintains an inventory of its information systems.
IMechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
Information System in use; (2) Identifies authorized software products, including business
PM-S ooy Functional Subset OF Asset Inventories AST-02 justification details;(3) Is at the level of granularity deemed necessary for 10
g ltracking and reporting; (4) Includes organization-defined information deemed
Inecessary to achieve effective property accountability; and(5) Is available for
review and audit by designated organizational personnel
[The organization develops, moniors. and reports on the results of nformation ssigned securtty. [Mechanisms exist to assign one or more qualified individuals with the mission|
Information Security [security measures of performance. g land resources to centrally-manage, coordinate, develop, implement and
PM-6 Measures of Performance Functional | Intersects With | Compliance &Resilience | GOV-04  fintain an enterprise-wide Security, Compliance & Resilience Program s
Responsibilities oSy
Information Security |1, ordemization develaps, monitors, and reports on the resuilts of information Mechanisms exstto develop, report and monitor Security, Compliance &
- rity measures of performan X . g
PM-6 Menformation Security . [security measures of performance: Functional | Intersects With | Measures of Performance | - GOV-05  [peqiane on e e o e ormanc 5
[The organization develops an enterprise architecture with consideration for [Mechanisms exist to develop an enterprise architecture, aligned with
information security and the resuiting risk to organizational operations, Alignment With Enterprise industry-recognized leading practices, with consideration for security,
PM-7 Enterprise Architecture lorganizational assets, individuals, other organizations, and the Nation. Functional | Intersects With Architecture SEA0Z | ompliance and resilience principles that addresses risk to organizational 5
loperations, assets, individuals and other organizations.
[The organization addresses information security issues in the development,
ldocumentation, and updating of a critical infrastructure and key resources Business Continuity Mechanisms exist to faciltate the implementation of contingency planning
. i lprotection plan. o1 |controls to help ensure resilient Technology Assets, Applications and/or
PM-8 Critical Infrastructure Plan Functionsl | Intersects Wit | - Management System BCD-01  Iservices (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 5
(Continuity & Disaster Recovery (BC/DR) playbooks).
[The organization addresses information security issues in the development,
Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
- i 9 Iinfrastructure an . X
PM-8 critcalIfrastructure Plan (documentation. and updaling o criicalinfastructure and key resources Functional | Intersects With | Zoto Regueion & L0 o ratutory. regclatory and contractual controle 5
[The organization: [Mechanisms exist to facilitate the implementation of strategic, operational
) Risk Management Strategy Functional Subset Of | Risk Management Program |  RSK-01  [ses 1anisms e e 10
[Develops a comprenensive strategy to manage risk to organizational operations vech o faciltate the impementation of strat onal
PM-9.2 Risk Management Strategy [and assets, individuals, other organ izations, and the Nation associated with the Functional Subset Of | Risk Management Program |  RSK-01 echanisms exist to faciltate the Implementation of strategic, operationa 10
loperation and use of information systems; jond tactical risk management controls.
implements the risk management strategy consistently across the organization; [Mechanisms exist to facilitate the implementation of strategic, operational
PM-9.b Risk Management Strategy |15 Functional SubsetOf | Risk Management Program | RsK-01 [y echansms oxf e e 10
Mo ok Stratagy [FEVIEWS and Updates the sk management strategy as required o address Functional SubsetOf | Risk Management Program | Rsk.o1 _[/echanisms exis o facltate the implementaton of strategic, operational 0
o- Security Authorization _[The organization: information Assurance (1A) y Mechanisms exit to faciftre the \mplemen(a(mn of security, compliance
U101 Functional Subset Of Operations 'A0-01  land resilience assessment and controls. 0
Manages (i.e.. documents, tracks, and reports) the security state of Overapping subpomt eters, st
PM-10-1a Security AUEROriZation  |organtsational information systems and the envitonments 1 which those systems|  Functional Subsetor | Iformation Assurance (A) | jaq,g; - [Mechanisms exst o faciitate the implementation ofsecurkty, complisnce 10 of o
Process operate through security authorization processes; Operations land resilience assessment and authorization conts
Security Authorization _|Designates individuals to fulfil Specific roles and responsibilities within the Information Assurance (1A) IMechanisms exist to facilitate the implementation of security, compliance [Gveriapping subpoint letters, first
PM-10-10 Process risk ss; and Functional Subset Of rations 'A0-01  land resilience assessment an controls. 0 eries
1o~ Security Authorization _|Fully integrates the security processes into an information Assurance (1A) y Mechanfsrs exst to faciitate the Implementation of securiy. compliance [Gverlapping subpoint letters, first
PM-10-1¢ Process sk management program Functional Subset Of perati 1001 Jand resilience assessment and 0 of series
Security Authorization | The Administering Entity's Authorizing Official Information Assurance (1A) Mechanisms exist to faciltate the \mplemen(auun ol Security, compliance Overapping subpomt eters,
PM-10-2 Process Functional Subset Of ations 1001 Jand resilience and rols. 10 Isecond of s«
Security the To Operate (ATO) based on the evaluation of Information Assurance (1A) [Mechanisms exist to facmtate the \mplemen(auun of security, compliance Dverlappmg subpmnt Tetters,
PM-10-22 Process security risks; Functional Subset O ations 1001 Jand resilience ment and controls 0 second of ser
Security [Manages the Ci biished Authority to Connect (ATC) process; Information Assurance (1A) Mechanisms exit tofacltate the implementation o secury, omplance (Overlapping Subpomt Tetters,
PM-10-20 Process Functional Subset Of Operations 1A0-01  land resilience 10 lsecond of series
I the organization maintains a system-to-system connection with CMS through (Overlapping subpoint letters,
PM10-2¢ Security AUthorization  |an axecuted Iterconnection Security Agreement with CMS, CMS grants/denies Functional subsetof | Mformation Assurance (IA) | 50,0 [Mechanisms exist to facilitate the implementation of security, compliance 10 second of series
Process [the ~Authoriy to Connect'; and rations land resilience assessment and authorization controls.
Security the o establish nnections with Information Assurance (1A) Mechaniams exit o facitate the Implementation of secuiy, compliance (Overlapping subpoint letters,
PM-10-2d Process lother external entities. Functional Subset O peration: 1001 Jand resilience 0 lsecond of series
[The organization:
IMechanisms exist to define business processes with consideration for
security, compliance and resilience that determines:(1) The resulting risk to
. Mission/Business Process y lorganizational operations, assets, individuals and other organizations; and(2)
PM-11 finition Functional Subset Of | Business Process Definition | - PRM-06\ipformation protection needs arising from the defined business processes 10
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
rocesses with for information security
land the resulting risk to organizational operations, organizational assets, IMechanisms exist to define business processes with consideration for
individuals, other organizations, and the Nation; and security, compliance and resilience that determines:(1) The resulting risk to
. Mission/Business Process y lorganizational operations, assets, individuals and other organizations; and(2)
PM-ILa Definition Functional Subset O | Business Process Definition | - PRM-06\information protection needs arising from the defined business processes 0
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Determines information protection needs arising from the defined
Imission/business processes, and revises the processes, as necessary, until it IMechanisms exist to define business processes with consideration for
ldefines achievable protection needs. security, compliance and resilience that determines:(1) The resulting risk to
Mission/Business Process lorganizational operations, assets, individuals and other organizations; and(2)
PM-1LD inition Functional Subset O | Business Process Definition | - PRM-06\ipformation protection needs arising from the defined business processes 10
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[The roanizetion Implements ar Isider Ereat program Ehat incldes  cross- [Mechanisms exist to implement an insider threat program that includes a
PM-12 Insider Threat Program  [iie2 Cie 000 TR Functional Subset OF Insider Threat Program THR04 e inline msider thremt Incident handiing team 10
information Security — [Te organization eslzb\lshes an mformatmn seumly workforce development and Defined Roles & [Mechanisms exist to define cybersecurity roles & responsibilities for all
PM-13 roaopoe mprovement progra Functional | Intersects With Aok HRs03  [ECe 5
e organization eetabiahes 3 farmation Security workforce development and Security, Compliance &
. Information Security e 0 e o y IMechanisms exist to facilitate the implementation of security workforce
PM-13 o e pr prog Functional | Intersects With Resilience-Minded AT 0L e oot swarenoss contron 5
Workforce
Testing. T 5 [The organization Personal Data (PD) Control [Mechanisms exist to conduct testing, training and monitoring activities for
PM-14 e mitorme ™ Functional Subset OF esting, Training & PRI-08  [Personal Data (PD) controls 10
9 Monitoring
N 4 [The organization: Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience controis
PM-14 Testing, Training. an Functional | Intersects With Resilience Controls CPL-02 [oversight function that reports to the organization's executive leadership. 5
onitering Oversight
mplements a process for ensuring that organizational plans for conductin Personal Data (PD) Control [Mechanisms exist to conduct testing, training and monitoring activities for
PM-14.2 Testing, Training, and  |secyrity testing, training, and monitoring activities associated with organizational|  Functional Subset OF Testing, Training & PRI-08  |Personal Data (PD) controls. 10
Monitoring information systems: Monitorin
9
. . 5 [ire developed and maintained; Personal Data (PD) Control [Mechanisms exist to conduct testing, training and monitoring activities for
PM-14.2.1 “"”,3;7"@2'"”;' an Functional Subset Of Testing, Training & PRI-08  [Personal Data (PD) controls 10
itoring
—— 5 [Continue to be executed i a timely manner; and Personal Data (PD) Control Mechanisms exist to conduct testing, training and monItoring activities for
PM-14.0.2 e o " Functional Subset Of Testing, Training & PRI-08  |Personal Data (PD) controls 10
onitoring "
jonitoring
[ a[Reviews testing, tralning, and monioring lans for consistency Wi tre Personal Data (PD) Control [Mechanisms exist to conduct testing, training and monitoring activities for
PM-14.b est m’a, ’(a‘"‘"gr an ide priorities for risk | Functional Subset Of Testing, Training PRI-08  |Personal Data (PD) controls. 10
onitoring response a(tvuns Monitoring
[The organization establishes and institutionalizes contact with selected groups [Mechanisms exist to implement a threat intelligence program that includes a
land associations within the security community: lcross-organization information-sharing capability that can influence the
PM-15 GCDntads with Security Functional | Intersects With |Threat Intelligence Program | ~ THR-01  |development of the system and security architectures, selection of security 5
roups and Associations solutions, monitoring, threat hunting, response and recovery activities.
[The organization establishes and institutionalizes contact with selected groups [Mechanisms exist to establish contact with selected groups and asso
land associations within the security community’ it e Security. complance and resiience communtics (1) Facitate
longoing cybersecurity and data protection education and training for
lorganizational personnel;(2) Maintain currency with recommended
Contacts with Security Contacts With Groups & lcybersecurity and data protection practices, techniques and technologies;
PM-15 Groups and Associations Functional Subset OF Associations GOV-07 " land(3) Share current cybersecurity and/or data protection-related 10
information including threats, vulnerabilities and incidents
[To faciiitate ongoing security education and training for organizational personnel; [Mechanisms exist to establish contact with selected groups and associations
within the security, compliance and resilience communities to:(1) Facilitate
longoing cybersecurity and data protection education and training for
lorganizational personnel;(2) Maintain currency with recommended
Contacts with Security Contacts With Groups & lcybersecurity and data protection practices, techniques and technologies;
PM-15.2 Groups and Associations Functional Subset OF Associations GOV-07  |and(3) Share current cybersecurity and/or data protection-related 10
information including threats, vulnerabilities and incidents.
[To maintain currency with recommended security practices, techniques, and [Mechanisms exist to estabiish contact with selected groups and associations
ltechnologies; and within the security, compliance and resilience communities to:(1) Facilitate
longoing cybersecurity and data protection education and training for
lorganizational personnel;(2) Maintain currency with recommended
Contacts with Security Contacts With Groups & lcybersecurity and data protection practices, techniques and technologies;
PM-15.0 Groups and Associations Functional Subset OF Associations GOV-07  |and(3) Share current cybersecurity and/or data protection-related 10
information including threats, vuinerabilities and incidents.
[To share current security-refated information including threats, vuinerabilities, [Mechanisms exist to estabiish contact with selected groups and associations
land incidents. within the security, compliance and resilience communities to:(1) Facilitate
longoing cybersecurity and data protection education and training for
lorganizational personnel;(2) Maintain currency with recommended
Contacts with Security Contacts With Groups & ind data protection practices, techniques and technologies;
PM-15.c Groups and Associations Functional Subset OF Associations GOV-07  |and(3) Share current cybersecurity and/or data protection-related 10
information including threats, vuinerabilities and incidents.
[The organization implements a threat awareness program that includes a cross-
lorganization information-sharing capability. IMechanisms exist to implement a threat intelligence program that includes a
. lcross-organization information-sharing capability that can influence th
PM-16 Threat Awareness Program Functional | Intersects With |Threat Intelligence Program | - THR-01 00 0o e e itertures. aelection of ey 5
solutions, monitoring, threat hunting, response and recovery activitie:
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IN/A INo applicable SCF control
Privacy Controls Detail and
2 Control Implementation Functional | No Relationship N/A NA  [vA o
Description
21 Authority and Purpose (aP) [V/A Functional | No Relationship NIA NA [NA 0 cepolicebieScheontl
[The organization determines and documents the legal authority that permits the Authority To Collect, IMechanisms exist to determine and document the legal authority that
(collection, use, maintenance, and sharing of Personally Identifiable Information 4 lpermits the organization to collect, receive, process, store, transmit, share,
AP-L Authority to Collect (P, either generally or in support of @ specific program or information system | - Functional | Intersects Wit | Process, Store & Share | PRI-04.1 [pqate and/or dispose Personal Data (PD), either generally or i support of a 5
lspecific business process
[The organization describes the purpose(s) for which PIl s collected, used, [Mechanisms exist to ensure data privacy notices identify the purpose(s) for
P2 Purpose Specification | maintained, and shared in privacy notices and data sharing agreements Functional | Intersects With |  Purpose Specification PRI02.1  |which Personal Data (PD) is collected, received, processed, stored, H
[transmitted and/or shared.
IN/A [No applicable SCF control
Accountability, Audit, and .
22 Riok Managorent (AR) Functional | No Relationship NA NA  (NA o
[The organization: [Mechanisms exist to facilitate the implementation and operation of data
Governance and Privacy lprotection controls throughout the data lifecycle to ensure all forms of
AR-1 Program Functional Subset Of Data Privacy Program PRI-01  Ipersonal Data (PD) are processed lawfully, fairly and transparently. 10
[Appoints a designated privacy official accountable for developing, Implementing,
. o land maintaining an AE governance and privacy program to ensure compliance Mfi"&"'s'"sfx‘;f to appoints a c"'f'bpﬂvacyfmm (cvc? or swmdnar(ro\e.
overnance and Privacy |aith ail applicable laws and reguiations fegarding the collection, use. with the authority, mission, accountability and resources to coordinate
AR-1a pp 9. garding Functional | Intersects With | Chief Privacy Officer (CPO) | PRI-01.1 5
Program maintenance, sharing, and disposal of Pll by programs and information systems; Y (cPo) develop and implement, applicable data privacy re ents and manage
it privacy roks fhrough the erganivation-wide data privacy program
[Monitors federal (and state as applicable)) privacy laws and policy for changes [Mechanisms exist to faciitate the implementation and operation of data
Governance and Privacy _[that affect the privacy program lprotection controls throughout the data lfecycle to ensure all forms of
AR-Lb Frogram 4 Functional Subset Of Data Privacy Program PRI01  [personal Data (D) are processed lawfully, fairly and transparently. 10
[ATlocates appropriate budget and staffing resources to implement and operate [Mechanisms exist to facilitate the implementation and operation of data
Governance and Privacy _[the privacy program; lprotection controls throughout the data lifecycle to ensure all forms of
AR-Lc Y Functional Subset Of Data Privacy Program PRIOL  lpersonal Data (PD) are processed lawfully, fairly and transparently. 10
[Develops a strategic organizational privacy plan for implementing appiicable [Mechanisms exist to facilitate the implementation and operation of data
Governance and Privacy [Privacy controls, policies, and procedures; lprotection controls throughout the data lifecycle to ensure all forms of
AR-1.d Y Functional Subset Of Data Privacy Program PRI-01  Ipersonal Data (PD) are processed lawfully, fairly and transparently. 10
[Develops, disseminates, and implements operational privacy policies and [Mechanisms exist to facilitate the implementation and operation of data
Governance and Privacy _|procedures that govern the appropriate privacy and security controls for lprotection controls throughout the data lifecycle to ensure all forms of
AR-Le Program ¥ |orograms, information systems, or technologies involving PIl; an Functional Subset Of Data Privacy Program PRIOL  lpersonal Data (PD) are processed lawfully, fairly and transparently. 10
Updates the privacy plan, polices, and procedures, s required to address [Mechanisms exist to faciitate the implementation and operation of data
Governance and Privacy ~|changing requirements, at least Tly. lprotection controls throughout the data lfecycle to ensure all forms of
AR-LS Frogram Functional Subset Of Data Privacy Program PRIOL  lpersonal Data (PD) are processed lawfully, fairly and transparently. 10
[The organization: [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Privacy Impact and Risk Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
AR2 Zsse';sme,,t Functional Subset Of ‘Assessment (Dp|z‘ RSK-10 land/or transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks.
5 a privacy ris rocess that assesses [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Privacy Impact and Risk ~ [privacy risk to individuals resulting from the calecton, starage. haring: Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
AR-2.a \ssessment [transmitting, use, and disposal of PIl; and Functional Subset Of Assessment (DPIA) RSK-10 landjor transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks.
[Conducts privacy impact assessments for information systems, programs, and [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA] on
Privacy Impact and Risk ~|other AE activities that pose a risk to the privacy of PI Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
AR-2.0 Hssesament Functional Subset Of ‘Assessment (DPIA) RSK-10 landjor transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks,
[The organization: [Mechanisms exist to include data privacy requirements in contracts and
Privacy Requirements for Data Privacy Requirements lother acquisition-related documents that establish data privacy roles and
AR3 Contractors and Service Functional Subset Of | for Contractors & Service |  PRI-07.1 or contractors and service providers 10
Providers Providers
[Establishes privacy roles, responsibilities, and access requirements for [Mechanisms exist to include data privacy requirements in contracts and
Privacy Requirements for |contractors and service providers, and Data Privacy Requirements lother acquisition-related documents that establish data privacy roles and
AR3a Contractors and Service Functional SubsetOf | for Contractors & Service |  PRI07.1  |ragponcibilities for contractors and service providers. 10
inciudes privacy requirements in contracts and other acquisition-related [Mechanisms exist to include data privacy requirements in contracts and
Privacy Requirements for|docyments, Data Privacy Requirements lother acquisition-related documents that establish data privacy roles and
AR3b Contractors and Service Functional SubsetOf | for Contractors & Service |  PRI07.1  |ragponsibilities for contractors and service providers. 10
viders
. N [The organization: Personal Data (PD) Control [Mechanisms exist to conduct testing, training and monitoring activities for
AR-4 Privacy Monitoring and Functional Subset OF esting, Training & PRI08  [Personal Data (PD) controls. 10
9 Monitoring
onitors 3nd udts privacy Comtrols and internal privacy polcy 2 equirea o Personal Data (PD) Control [Mechanisms exist to conduct testing, training and monitoring activities for
ARda Privacy Monitoring and  lengyre effective implementatio Functional Subset OF Testing, Training PRI08 [Personal Data (PD) controls. 10
itoring
o " 4 |Complies with HHS privacy oversight monitoring and auditing policies and Personal Data (PD) Control [Mechanisms exist to conduct testing, training and monitoring activities for
AR4D rivacy Monitoring and |procegures Functional Subset Of Testing, Training & PRI-08 [Personal Data (PD) controls. 10
uditing Monitoring
[The organization: Sensitive / Regulated Data [Mechanisms exist to ensure that every User acCessing a system processing,
ARS Privacy Awareness and Functional Subset OF Storage, Handling SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10
raining Processing lhandiing requirements.
| [Pevelops, implements, and updates a comprehensive AE privacy training and Sensitive / Regulated Data [Mechanisms exist to ensure that every user accessing a system processing,
ARS.a Privacy Awareness and  |ayareness strategy aimed at ensuring personnel understand privacy Functional Subset OF Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10
raining responsibilities and procedures; Processing lhandling requirements.
[Administer basic privacy training at least annually, and targeted, role-based Sensitive / Regulated Data [Mechanisms exist to ensure that every user acCessing a system processing,
AR-5.b Privacy Awareness and |riyacy training for personnel having responsibility for Pll or for activities that Functional Subset Of Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10
Training linvolve PIl at least annually; and Processing lhandling requirements.
[Ensure that personnel certify (manually or electronically) acceptance of Sensitive / Regulated Data [Mechanisms exist to ensure that every User acCessing a system processing,
AR-5.C Privacy Awareness and  |ragponsibilities for privacy requirements at least annually. Functional Subset OF Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10
raining Processing lhandling requirements.
[The organization develops, disseminates, and Updates reports to the Office of
[Management and Budget (OMB), Congress, and other oversight bodies, as
prapra. o Bemanaiae actoumtabi Wi e kot and esultory pecharisms st f document personalData (7D processig actes tat
AR-6 Privacy Reporting  PTIvacy program mandates, and to senior management and other personnel with | - gnctional | Intersects With | oocumenting bate PRI-14 [updating and/or disposal actions with sufficient detail to demonstrate 5
responsibiiy for monitoring privacy program progress and compliance. This 9 conformity with applicable statutory, reguiatory and contractual
ntrol does not apply to non-Federal entities. Fequirements
[The organization designs information systems that Support privacy with
lautomated privacy controls. IMechanisms exist to facilitate the implementation of industry-recognized
g Privacy-enhanced System Secure Engineering ’ Isecurity, compliance and resilience practices in the specification, design,
ART Design and Development Functional Subset Of Principles SEA-0L and of Technology Assets, 10
|Applications andjor Services (TAAS).
[The organization: [Mechanisms exist to provide data subjects with an accounting of disclosures
lof their Personal Data (PD) controlled by:(1) The organization; and/or(2)
AR-8 Accounting of Disclosures Functional Subset OF | Accounting of Disclosures | PRIF14.1  |Relevant third-parties that their PD was shared with 10
[Keeps an accurate accounting of disclosures of information held in each system [Mechanisms exist o provide data subjects with an accounting of disclosures
of records under its control, including of their Personal Data (PD) controlled by:(1) The organization; and/or(2)
AR-8.a Accounting of Disclosures Functional Subset Of | Accounting of Disclosures | PRIF14.1  |Relevant third-parties that their PD was shared with 10
[Date, nature, and purpose of each disclosure of a record; and [Mechanisms exist to provide data subjects with an accounting of disclosures
of her Perconal Data (PD) contralied by-(1) The organization; and/or(2)
ARB.a1 Accounting of Disclosures Functional Subset Of | Accounting of Disclosures |  PRI-14.1  [Relevant third-parties that their PD was shared with 10
[Name and address of the person or agency to which the disciosure was made. [Mechanisms exist to provide data subjects with an accounting of disclosures
of their Personal Data (PD) controlled by:(1) The organization; and/or(2)
Accounting of Disclosures Functional Subset Of | Accounting of Disclosures |  PRI-14.1  [Relevant third-parties that their PD was shared with 10
[Retains the accounting of disclosures for the Iife of the record or five years after [Mechanisms exist to provide data subjects with an accounting of disclosures
the disclosure is made, whichever is longer; and of their Personal Data (PD) controlled by:(1) The organization; and/or(2)
AR8D Accounting of Disclosures Functional Subset OF | Accounting of Disclosures | PRIF14.1  [Relevant third-parties that their PD was shared with 10
[Makes the accounting of disclosures available to the person named in the record [Mechanisms exist to provide data subjects with an accounting of disclosures
lupon request of their Personal Data (PD) controlled by:(1) The organization; and/or(2)
AR-B.c Accounting of Disclosures Functional Subset Of | Accounting of Disclosures | PRIF14.1  |Relevant third-parties that their PD was shared with 10
23 Beta Quaiy and ncegry ([ Functional | No Refationship mn m  |m o [No applicable SCF control
[The organization: [Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic o
[Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
D1 Data Quality Functional Subset OF Data Quality Operations |~ DCH-22 and de-identi f information throughout the information 10
lifecycle
[Confirms to the greatest extent practicable upon collection or creation of Il the [Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic o
laccuracy, relevance, timeliness, and completeness of that information; [Trivial (ROTT) data to ensure the accuracy. relevance, timeliness, impact
Di-la Data Quality Functional Subset Of | Data Quality Operations | DCH-22 4 o ntarmation theoughout the Information 10
lifecycle
[Collects PiT directly from the individual to the greatest extent practicable; [Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or
[Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
DI-1.b Data Quality Functional Subset Of Data Quality Operations DCH-22 |completeness and de-identification of information throughout the information 10
lifecycle.
[Checks for, and corrects as necessary, any inaccurate or outdated PIl used by its [Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic o
lprograms or systems as directed by the HHS Data Integrity Board; and [Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
Dl-l.c Data Quality Functional Subset Of Data Quality Operations DCH-22  |completeness and de-identification of information throughout the information 10
lifecycle.
lSsues guidelines ensuring and maximizing the quality, utility, objectivity, and [Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic o
integrity of disseminated information. [Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
DI-1d Data Quality Functional Subset OF Data Quality Operations | ~ DCH-22 and de-identi f information throughout the information 10
lifecycle
[The organization requests the individual or the individual’s authorized
Validate Collected Personal IMechanisms exist to ensure that the data subject, or authorized
- representative validate Pil during the collection process. X
o) Validate Pil P 9 s Functional | Intersects With Data (PD) PRI045 |representative, validate Personal Data (PD) during the collection process. s
[The organization requests the individual or the individual’s authorized Re-validate Collected [Mechanisms exist to ensure that the data subject, or authorized
DI1(2) Re-validate Pl representative revalidate that Pil collected is still accurate Functional | Intersects With :;:Jn:\lf:afa f;; PRI-04.6 |representative, re-validate that Personal Data (PD) acquired during the 5
lcollection process is still accurate.
[The organization: [Mechanisms exist to ensure the accuracy and relevance of Personal Data
Data Integrity and Data lPersonal Data (PD) Accuracy| ((PD) throughout the information lifecycle by:(1) Keeping PD up-to-date;
DI-2 tegrity Board Functional Subset Of & Integrity PRI05.2 land(2) Remediating identified inaccuracies, as necessary. 10
Document processes and procedures to ensure the Integriy of Pl hrough [Mechanisms exist to ensure the accuracy and relevance of Personal Data
Data Integrity and Data _[existing security controls; and IPersonal Data (PD) Accurac ((PD) throughout the information lifecycle by:(1) Keeping PD up-to-date;
Di2a Inteasity Board Functional Subset Of & Integrity Y| PRL052  |and(2) Remediating identified inaccuracies, as necessary. 10
[Establishes a Data Integrity Board when appropriate to oversee organizational [Mechanisms exist to ensure the accuracy and relevance of Personal Data
Data Integrity and Data |[CMAS and to ensure those agreements comply with the computer matching lPersonal Data (PD) Accuracy| ((PD) throughout the information lifecycle by:(1) Keeping PD up-to-date;
DI-2.b Integrity Board lprovisions of the Privacy Act. Functional Subset Of & Integrity PRI-05.2  |and(2) Remediating identified inaccuracies, as necessary. 10
Publish Agreements on _|The organization publishes CMAS on its public website Computer Matching [Mechanisms exist to publish Computer Matching Agreements (CMA) on the
DI-2(1) Website INon-Federal entities are not required to implement this control. Functional | Intersects With Agreements (CMA) PRI023  |5rganization's public website(s). s
Data Minimization and [ W/A [No applicable SCF control
24 Retenton oM Functional | No Relationship N/A NA (NA [

Secure Controls Framework (SCF)
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Minimization of Personally
Identifiable Information

[The organization:

Functional

Subset Of

Internal Use of Personal
Data (PD) For Testing,
Training and Research

PRI-05.1

[Mechanisms exist to address the use of Personal Data (PD) for internal
testing, trining and research thati(1) Tokes measures to imit or minimize

he amount of PD used for internal testing, training and research purposes;
anm) Authorizes the use of PD when such information is required for
internal testing, training and research,

DM-la

Minimization of Personally
Identifiable Information

identifies the minimum PIl elements that are relevant and necessary to
laccomplish the legally authorized purpose of collection;

Functional

Subset Of

Internal Use of Personal
Data (PD) For Testing,
Training and Research

PRI-05.1

[Mechanisms exist to address the use of Personal Data (PD) for internal
ltesting, training and research that:(1) Takes measures to limit or minimize
he amount of PD used for internal testing, training and research purposes;
land(2) Authorizes the use of PD when such information is required for
internal testing, training and research.

DM-1b

Minimization of Personally
dentifiable Information

[Limits the collection and retention of Pl to the minimum elements identified, for
lthe purposes described in the notice, and for which the individual has provided
lconsent; and

Functional

Subset Of

Internal Use of Personal
Data (PD) For Testing,
Training and Research

PRI-05.1

[Mechanisms exist to address the use of Personal Data (PD) for internal
testing, training and research that:(1) Takes measures to limit or minimize
the amount of PD used for internal testing, training and research purposes;
land(2) Authorizes the use of PD when such information is required for
internal testing, training and research.

DM-1.c

Minimization of Personally
Identifiable Information

[Conducts an initial evaluation of PIl holdings, and periodically review the
lholdings, within every 365 days, to ensure that only Pll identified in the notice is
(collected and retained, and that the Pil continues to be necessary to accomplish
lthe legally authorized purpose.

Functional

Subset Of

Internal Use of Personal
Data (PD) For Testing,
Training and Research

PRI-05.1

[Mechanisms exist to address the use of Personal Data (PD) for internal
ltesting, training and research that:(1) Takes measures to limit or minimize
he amount of PD used for internal testing, training and research purposes;
land(2) Authorizes the use of PD when such information is required for
internal testing, training and research.

DM-1(1)

Minimization of
i \/Lccate/Remove/Redact/A
e Pil

[The organization, where feasible and within the limits of technology, locates, and
Iremoves/redacts specified PIl and/or uses anonymization and de-identification
ltechniques to permit use of the retained information while reducing its sensitivity
land reducing the risk resulting from disclosure.

Functional

Intersects With

De-Identification
(Anonymization)

DCH-23

[Mechanisms exist to anonymize data by removing Personal Data (PD) from
datasets

IData Retention and Disposall

[The organization:

Functional

Intersects With

Information Disposal

DCH-21

[Mechanisms exist to securely dispose of, destroy or erase information.

IData Retention and Disposall

[The organization:

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

[Mechanisms exist to:(1) Retain Personal Data (PD), including metadata, for
on erganization-defined time period to fulfil the purposets) identifed In the

ldestruction of PD (including originals, copies and archived records).

DM-2.2

[Data Retention and Disposall

[Retains each collection of PIl for the minimum allowable time period necessary to
[fulfll the purpose(s) identified in the notice or as required by law;

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

[Mechanisms exist to:(1) Retain Personal Data (PD), including metadata, for
lan organization-defined time period to fulfill the purpose(s) identified in the
Inotice or as required by law;(2) Dispose of, destroys, erases, and/or
lanonymizes the PD, regardless of the method of storage; and(3) Use
lorganization-defined techniques or methods to ensure secure deletion or
ldestruction of PD (including originals, copies and archived records)

DM-2.b

IData Retention and Disposall

[Disposes of, destroys, erases, and/or anonymizes the PIl, regardiess of the
Imethod of storage, in accordance with a NARA-approved record retention
Ischedule and in a manner that prevents loss, theft, misuse, or unauthorized
laccess; and

Functional

Intersects With

Information Disposal

DCH-21

[Mechanisms exist to securely dispose of, destroy o erase information.

DM-2.c

[Data Retention and Disposall

[Uses legally compliant techniques or methods to ensure secure deletion or
[destruction of PIl (including originals, copies, and archived records}.

Functional

Intersects With

Information Disposal

DCH-21

[Mechanisms exist to securely dispose of, destroy or erase information.

DM-2(1)

Data Retention and
Disposal/System
Configuration

[The organization configures information systems to record the date Pl s
lcollected, created, or updated and when Pl is to be deleted or archived under a
Irecord retention schedule.

Functional

Intersects With

Documenting Data
Processing Activities

PRI-14

[Mechanisms exist to document Personal Data (PD) processing activities that
lcovers collection, receiving, processing, storage, transmission, sharing,
lupdating and/or disposal actions with sufficient detail to demonstrate
lconformity with applicable statutory, regulatory and contractual
requirements.

Minimization of Pil Used in
Testing, Training, and
search

[The organization:

Functional

Subset Of

Internal Use of Personal
Data (PD) For Testing,
Training and Research

PRI-05.1

[Mechanisms exist to address the use of Personal Data (PD) for internal
ltesting, training and research that:(1) Takes measures to limit or minimize
lthe amount of PD used for internal testing, training and research purposes;
land(2) Authorizes the use of PD when such information is required for
internal testing, training and research.

DM-3.a

Minimization of PIl Used in
Testing, Training, and

[Develops policies and procedures that minimize the use of PIl for testing training,
land research; and

Functional

Subset Of

Internal Use of Personal
Data (PD) For Testing,
Training and Research

PRI-05.1

[Mechanisms exist to address the Use of Personal Data (PD) for internal
testing, training and research that:(1) Takes measures to limit or minimize
the amount of PD used for internal testing, training and research purposes;
land(2) Authorizes the use of PD when such information is required for
internal testing, training and research.

DM-3.b

Minimization of Pil Used in
Testing, Training, and

limplements controls to protect Pil used for testing, training, and research.

Functional

Subset Of

Internal Use of Personal
Data (PD) For Testing,
Training and Research

PRI-05.1

[Mechanisms exist to address the use of Personal Data (PD) for internal
ltesting, training and research that:(1) Takes measures to limit or minimize
lthe amount of PD used for internal testing, training and research purposes;
land(2) Authorizes the use of PD when such information is required for
internal testing, training and research.

DM-3(1)

Minimization of Pil Used in
Testing, Training, and
h/Risk
Minimization Techniques

[The organization, where feasible, uses techniques to minimize the risk to privacy
lof using Il for research, testing, or training.

Functional

Subset Of

Internal Use of Personal
Data (PD) For Testing,
Training and Research

PRI-05.1

[Mechanisms exist to address the use of Personal Data (PD) for internal
ltesting, training and research that:(1) Takes measures to limit or minimize
lthe amount of PD used for internal testing, training and research purposes;
land(2) Authorizes the use of PD when such information is required for
internal testing, training and research.

Individual Participation and
Redress (IP)

IN/A

Functional

No Relationship

N/A

N/A

/A

[No applicable SCF control

1P-1

Consent

[The organization:

Functional

Subset Of

Choice & Consent

PRI-03

[Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
ldisposal of their Personal Data (PD), where prior to collection the data
jsubject is provided with:(1) Plain language to illustrate the potential data
Iprivacy risks of the authorization;(2) A means for users to decline the
lauthorization; and(3) All necessary choice and consent-related criteria
required by applicable statutory, regulatory and contractual obligations.

IP-la

Consent

[Provides means, where feasible and appropriate, for individuals to authorize the
lcollection, use, maintenance, and sharing of PIl before its collection;

Functional

Subset Of

Choice & Consent

PRI-03

[Mechanisms exist to enable data subjects to authorize the collection,
receiving. processing, storage, transmission, sharing, updating and/or
ldisposal of their Personal Data (PD), where prior to collection the data
lsubject is provided with:(1) Plain language to illustrate the potential data
lprivacy risks of the authorization;(2) A means for users to decline the
lauthorization; and(3) All necessary choice and consent-related criteria
required by applicable statutory, regulatory and contractual obligations.

IP-Lb

Consent

[Provides appropriate means for ind ividuals to understand the consequences of
ldecisions to approve or decline the authorization of the collection, use,
ldissemination, or retention of Pil;

Functional

Subset Of

Choice & Consent

PRI-03

[Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
ldisposal of their Personal Data (PD), where prior to collection the data
lsubject is provided with:(1) Plain language to illustrate the potential data
lprivacy risks of the authorization;(2) A means for users to decline the
lauthorization; and(3) All necessary choice and consent-related criteria
required by applicable statutory, regulatory and contractual obligations.

IP-lc

Consent

[Obtains consent, where feasible and appropriate, from individuals before any
Inew uses or disclosures of previously collected Pil; an

Functional

Subset Of

Choice & Consent

PRI-03

[Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
ldisposal of their Personal Data (PD), where prior to collection the data
jsubject is provided with:(1) Plain language to illustrate the potential data
Iprivacy risks of the authorization;(2) A means for users to decline the
lauthorization; and(3) All necessary choice and consent-related criteria
required by applicable statutory, regulatory and contractual obligations.

1P-1d

Consent

[Ensures individuals are aware of and, where feasible, consent to all uses of PIl
Inot initially described in the public notice that was in effect at the time the
lorganization collected the Il

Functional

Subset Of

Choice & Consent

PRI-03

[Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, ransmission. sharing, updating andjor
disposal of their Personal Data (PD), where prior to collection the dat:
lsubject is provided wit} lain language to lusrate the potential dota
lprivacy risks of the authorization;(2) A means for users to decline ti
Ruthorization; and(3) All ieceseary choice and consentrelated o teria
required by applicable statutory, regulatory and contractual obligations.

1P-1(1)

Mechanism Supporting
Itemized or Tiered Consent

[The organization implements mechanisms to support itemized or tiered consent
Ifor specific uses of data.

Functional

Subset Of

Choice & Consent

PRI-03

[Mechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transmission, sharing, updating and/or
ldisposal of their Personal Data (PD), where prior to collection the data
lsubject is provided with:(1) Plain language to illustrate the potential data
Iprivacy risks of the authorization;(2) A means for users to decline the
lauthorization; and(3) All necessary choice and consent-related criteria
required by applicable statutory, regulatory and contractual obligations.

Individual Access

[The organization:

Functional

Subset Of

Data Subject

PRI-06

[Mechanisms exist to provide authenticated data subjects the ability to:(1)
|Access their Personal Data (PD) that is being processed, stored and shared,
lexcept where the burden, risk or expense of providing access would be
disproportionate to the benefit offered to the data subject through granting
laccess;(2) Obtain answers on the specifics of how their PD is collecte
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Obtain the source(s) of their PD;(4) Obtain the categories of their PD
lbeing collected, received, processed, stored and shared;(5) Request
lcorrection to their PD due to inaccuracies;(6) Request erasure of their PD;
land(7) Restrict the further collecting, receiving, processing, storing,
[transmitting, updated and/or sharing of their PD.

Secure Controls Framework (SCF)
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P22

Individual Access

[Provides individuals the ability to have access to their PIl maintained in its
lsystem(s) of records;

Functional

Subset Of

Data Subject

PRI-06

[Mechanisms exist t authenticated data subjects the ability to:(1)
[Access their Personal Data (PD) that is being processed, stored and shared,
lexcept where the burden, risk or expense of providing access would be
disproportionate to the benefit offered to the data subject through granting
laccess;(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Obtain the source(s) of their PD;(4) Obtain the categories of their PD
lbeing collected, received, processed, stored and shared;(5) Request
lcorrection to their PD due to inaccuracies;(6) Request erasure of their PD;
and(7) Restrit the futher collecting. receiving processing, stoing.
[transmitting, updated and/or sharing of their P!

1P-2.b

Individual Access

[Publishes policies and/or regulations governing how individuals may request
[access to records maintained in the system of records;

Functional

Subset Of

Data Subject

PRI-06

[Mechanisms exist to provide authenticated data subjects the ability to:(1)
|Access their Personal Data (PD) that is being processed, stored and shared,
lexcept where the burden, risk or expense of providing access would be
disproportionate to the benefit offered to the data subject through granting
laccess;(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Obtain the source(s) of their PD;(4) Obtain the categories of their PD
lbeing collected, received, processed, stored and shared;(5) Request
lcorrection to their PD due to inaccuracies;(6) Request erasure of their PD;
and(7) Restrit the futher collecting. receiving processing, stoing.
[transmitting, updated and/or sharing of their P!

P2.c

Individual Access

[Publishes access procedures; and

Functional

Subset Of

Data Subject

PRI-06

[Mechanisms exist to provide authenticated data subjects the ability to:(1)
|Access their Personal Data (PD) that is being processed, stored and shared,
lexcept where the burden, risk or expense of providing access would be
disproportionate to the benefit offered to the data subject through granting
laccess;(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Obtain the source(s) of their PD;(4) Obtain the categories of their PD
lbeing collected, received, processed, stored and shared;(5) Request
lcorrection to their PD due to inaccuracies;(6) Request erasure of their PD;
and(7) Restrit the futher collecting. receiving processing, stoing.
[transmitting, updated and/or sharing of their Pt

1P-2.d

Individual Access

[Adheres to Privacy Act requirements and OMB policies and guidance for the
lproper processing of Privacy Act requests.

Functional

Subset Of

Data Subject

PRI-06

[Mechanisms exist to provide authenticated data subjects the ability to:(1)
|Access their Personal Data (PD) that is being processed, stored and shared,
lexcept where the burden, risk or expense of providing access would be
disproportionate to the benefit offered to the data subject through granting
laccess;(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Obtain the source(s) of their PD;(4) Obtain the categories of their PD
lbeing collected, received, processed, stored and shared;(5) Request
lcorrection to their PD due to inaccuracies;(6) Request erasure of their PD;
and(7) Restrit the futher collecting. receiving processing, stoing.
[transmitting, updated and/or sharing of their P!

Redress

[The organization:

Functional

Intersects With

Updating & Correcting
Personal Data (PD)

DCH-22.1

[Mechanisms exist to utilize technical controls to correct Personal Data (PD)
[that is inaccurate or outdated, incorrectly determined regarding impact, or
incorrectly de-identified

Redress

[The organization:

Functional

Intersects With

Correcting Inaccurate
Personal Data (PD)

PRI-06.1

[Mechanisms exist to maintain a process for:(1) Data subjects to have
inaccurate Personal Data (PD) maintained by the organization corrected or
lamended; and(2) Disseminating corrections or amendments of PD to other
lauthorized users of the PD.

P32

Redress

[Provide information to individuals concerning how to contact the relevant
lorganization to have inaccurate Pil maintained by that organization corrected or
lamended, as appropriate; and

Functional

Subset Of

Data Subject Empowerment

PRI-06

[Mechanisms exist to provide authenticated data subjects the ability to:(1)
|Access their Personal Data (PD) that s being processed, stored and shared,
lexcept where the burden, risk or expense of providing access would be
ldisproportionate to the benefit offered to the data subject through granting
laccess;(2) Obtain answers on the specifics of how their PD is collected,
Ireceived, processed, stored, transmitted, shared, updated and/or disposed;
(3) Obtain the source(s) of their PD;(4) Obtain the categories of their PD
lbeing collected, received, processed, stored and shared;(5) Request
lcorrection to their PD due to inaccuracies;(6) Request erasure of their PD;
[and(7) Restrict the further collecting, receiving, processing, storing,
ltransmitting, updated and/or sharing of their

IP-3.b

Redress

[Establish a process for disseminating corrections or amendments of the PI I, If the|
inaccurate Pll was maintained solely by the organization, to other authorized
lusers of the PIl, such as external information sharing partners and, where
[feasible and appropriate, notifies affected individuals that their information has
lbeen corrected or amended.

Functional

Intersects With

Correcting Inaccurate
Personal Data (PD)

PRI-06.1

[Mechanisms exist to maintain a process for:(1) Data subjects to have
inaccurate Personal Data (PD) maintained by the organization corrected or
lamended; and(2) Disseminating corrections or amendments of PD to other
lauthorized users of the PD.

Complaint Management

[The organization implements a process for receiving and responding to
lcomplaints, concerns, or questions from individuals about the organizational
lprivacy practices.

Functional

Intersects With

User Feedback Management]

PRI-06.4

[Mechanisms exist to maintain a process to efficiently and effectively respond
lto requests, complaints, concerns or questions from authenticated data
lsubjects about Personal Data (PD) the organization collects, receives,
lprocesses, stores, transmits, shares, updates and/or disposes.

Complaint Management

[The organization implements a process for receiving and responding to
lcomplaints, concerns, or questions from individuals about the organizational
lprivacy practices.

Functional

Intersects With

Service Delivery
(Business Process Support)

0PS-03

exist to define supporting business processes and implement

to ensure appropriate
lplanning, delivery and Supperl of the organization's technology canatilties
lsupporting business functions, workforce, andjor customers based on
industry-recognized standards to achieve the specific goals of the process
area.

1P-4(1)

Management/Response
imes

[The erganization responds & complaints concerms and ques
als within an [organization-defined ] time period

Functional

Intersects With

User Feedback Management]

PRI-06.4

IMechanisms exist to maintain a process to efficiently and effectively respond
lto requests, complaints, concerns or questions from authenticated data
Isubjects about Personal Data (PD) the organization collects, receives,
lprocesses, stores, transmits, shares, updates and/or disposes.

1P-4(1)

Management/Response
Times

[The organization responds to complaints, concerns, and questions from
lindividuals within an [organization-defined ] time period.

Functional

Intersects With

Service Delivery
(Business Process Support)

0PS-03

[Mechanisms exist to define supporting business processes and implement

lappropriate governance and service management to ensure appropriate

lplanning, delivery and support of the organization's technology capabilities

supporting business functions, workforce, andjor customers based o

industry-recognized standards to achieve the specific goals of the process
rea.
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Security (SE)

IN/A

Functional

No Relationship

N/A

N/A

/A

[N applicable SCF control

Inventory of Personally
Identifiable Information

[The organization:

Functional

Subset Of

Inventory of Personal Data
(PD)

PRI-05.5

[Mechanisms exist to establish and maintain a current inventory of a
[Technology Assets, Applications and/or Services (TAAS) that collect, receive,
lprocess, store, transmit, share, update and/or dispose Personal Data (PD).

SEla

Inventory of Personally
Identifiable Information

[Establishes, maintains, and updates within every 365 days, an inventory of all
lprograms and systems used for collecting, creating, using, disclosing, maintaini
Ing, or sharing PlI; and

Functional

Subset Of

Inventory of Personal Data
(PD)

PRI-05.5

[Mechanisms exist to establish and maintain a current inventory of al
[Technology Assets, Applications and/or Services (TAAS) that collect, receive,
lprocess, store, transmit, share, update and/or dispose Personal Data (PD).

SE-Lb

Inventory of Personally
Identifiable Information

[Provides each update of the PIl inventory to the organization's designated
lprivacy official or information security official to support the establishment of
Informiation securly requrements for il new or madifed Informetion systems
lcontaining P

Functional

Subset Of

Inventory of Personal Data
(PD)

PRI-05.5

[Mechanisms exist to establish and maintain a current inventory of
[Technology Assets, Applications and/or Services (TAAS) that Toech receive,
lprocess, store, transmit, share, update and/or dispose Personal Data (PD).

Privacy Incident Response

[The organization:

Functional

Subset Of

Incident Handling

1RO-02

[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.

SE2.a

Privacy Incident Response

[Develops and implements a Privacy Incident Response Plan;

Functional

Subset Of

Incident Handling

1RO-02

[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.

SE2.b

Privacy Incident Response

[Provides an organized and effective response to privacy incidents in accordance
with the organizational Privacy Incident Response Plan; and

Functional

Subset Of

Incident Handling

1RO-02

[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.

SE2.c

Privacy Incident Response

[Follows current CMS Incident Reporting requirements for reporting incidents to
loversight organizations as defined in the incident handling documents available
lat: https://calt.cms.gov/sf/projects/cms_aca_program_security_privacy/

Functional

Subset Of

Incident Handling

1RO-02

[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
Imanual incident report intake:(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.

2.7

Transparency (TR)
Table

/A

Functional

No Relationship

N/A

N/A

/A

[No applicable SCF control
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FDE Name
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TR
Rational

SCF Control
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ngth of

Relationship

Version 2026.1_x000a_03/27/2026

Privacy Notice

[The organization:

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy Totce(s) avaan dua
lupon st interacting with an organization and subsequently as necessary )

[Ensure that data privacy notices are clear and easy-to-under:

lexpressing relevant information about how Personal Data [PD7 IS ane:ted

statutory, reguiatory and contrachul oblgatlons;(4) Define the scape of D
ing activities, including the geographic locations and t

recipionts et process the PD within the scope of the data prlva(y nollce (5)

lPeriodically, review and update the content of the privacy notice,

necessary; and(6) Retain prior versions of the privacy notce, in accordance

with data retention requirements.

TR-La

Privacy Notice

[Provides effective notice to the public and to individuals regarding:

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary;(2)
[Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
tatutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-party
recipients that process the PD within the scope of the data privacy notice;(5)
[Periodically, review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.

TR-1a.1

Privacy Notice

its activities that impact privacy, includ ing its collection, use, sharing,
lsafeguarding, maintenance, and disposal of PI;

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary;(2)
[Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) s collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-party
recipients that process the PD within the scope of the data privacy notice;(s)
[Periodically, review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.

Privacy Notice

[Authority for collecting PIi;

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary:(2)
[Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated andor disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-party
recipients that process the PD within the scope of the data privacy notice;(5)
[Periodically, review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.

Privacy Notice

[The choices, if any, individuals may have regarding how the organization uses PIl
land the consequences of exercising or not exercising those choices; ant

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary;(2)
[Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-party
recipients that process the PD within the scope of the data privacy notice;(5)
[Periodically, review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.

TR-La.d

Privacy Notice

[The ability to access and have PIl amended or corrected if necessary.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary:(2)
[Ensure that data privacy notices are clear and easy-to-understan:

lexpressing relevant information about how Personal Data (PD) s collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-
recipients that process the PD within the scope of the data privacy notice:(s)
[Periodically. review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.

TR-Lb

Privacy Notice

[Describes:

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary;(2)
[Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
Ireceived, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-party
Irecipients that process the PD within the scope of the data privacy notict
[Periodically, review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.

TR-Lb.1

Privacy Notice

[The PIl the organization collects and the purpose(s) for which it collects that
iinformation;

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary;(2)
[Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-party
recipients that process the PD within the scope of the data privacy notice;(s)
[Periodically, review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.

TR-Lb.2

Privacy Notice

[Fow the organization uses PI | internally;

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary;(2)
[Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-party
recipients that process the PD within the scope of the data privacy notice;(5)
[Periodically, review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.

TR-1b.3

Privacy Notice

[Whether the organization shares Pil with external entities, the categories of
lthose entities, and the purposes for such sharing;

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary;(2)
[Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-party
recipients that process the PD within the scope of the data privacy notice;(s)
[Periodically, review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.
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TR-Lb.4

Privacy Notice

[Whether individuals have the ability to consent to specific uses or sharing of PIl
land how to exercise any such consent;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms extt oit) Male-dats rivacy notice(s) availabl dua
lupon st interacting with an organization and subsequently as necessary )

[Ensure that data privacy notices are clear and easy-to-under:

lexpressing relevant information about how Personal Data [PD7 IS ane:ted

statutory, reguiatory and contrachul oblgatlons;(4) Define the scape of D
ing activities, including the geographic locations and t

recipients et process the PD within the scope of the data prlva(y nollce (5)

lPeriodically, review and update the content of the privacy notice,

necessary; and(6) Retain prior versions of the privacy notce, in accordance

with data retention requirements.

TR-Lb.S

Privacy Notice

[Fow individuals may obtain access to PIl; and

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary;(2)
[Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
tatutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-party
recipients that process the PD within the scope of the data privacy notice:(5)
[Periodically, review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.

TR-1.b.6

Privacy Notice

[How the PIl will be protected

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary;(2)
[Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) s collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-party
recipients that process the PD within the scope of the data privacy notice;(s)
[Periodically, review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.

TR1c

Privacy Notice

[Revises its public notices (o reflect changes in practice or policy that affect PIl or
lchanges in its activities that impact privacy, before, or as soon as practicable
after the change.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessary:(2)
[Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated andor disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-party
recipients that process the PD within the scope of the data privacy notice:(s)
[Periodically, review and update the content of the privacy notice, as
Inecessary; and(6) Retain prior versions of the privacy notice, in accordance
with data retention requirements.

TR-1(1)

Real-time or Layered Notice

[The organization provides real-time and/or layered notice to individuals at the
[time when any il is collected.

Functional

Intersects With

Real-Time or Layered Notice

PRI-02.7

[Mechanisms exist to provide real-time andjor layered notice when Perscna\
IData (PD) is collected that provides data subjects with a summary of kes
oints of more detailed miormation that s specific o the organization’s data
lprivacy notice.

System of Records Notices
and Privacy Act Statements

[The organization:
INon-Federal systems are not required to implement this control. State-based
lsystems must adhere to state laws that may require publication of a notice
similar to the federal SORN and Privacy Act Statement.

Functional

Intersects With

Privacy Act Statements

PRI-0L.2

[Mechanisms exist to provide additional formal notice to individuals from
whom the information is being collected that includes:(1) Notice of the
lauthority of organizations to collect Personal Data (PD);(2) Whether providing
IPD is mandatory or optional;(3) The principal purpose or purposes for which
lthe PD is to be used;(4) The intended disclosures or routine uses of the
information; and(5) The consequences of not providing all or some portion of
lthe information requested.

System of Records Notices
and Privacy Act Statements

[The organization:
INon-Federal systems are not required to implement this control. State-based
systems must adhere to state laws that may require publication of a notice
similar to the federal SORN and Privacy Act Statement

Functional

Intersects With

System of Records Notice
(SORN)

PRI-02.4

[Mechanisms exist to draft, publish and keep System of Records Notices
(SORN) updated in accordance with regulatory guidance.

TR-2.a

System of Records Notices
and Privacy Act Statements

[Publishes SORNs in the Federal Register, subject to required oversight processes,
[for systems containing Pll;

Functional

Intersects With

System of Records Notice
(SORN)

PRI-02.4

[Mechanisms exist to draft, publish and keep System of Records Notices
(SORN) updated in accordance with regulatory guidance.

TR-2.b

System of Records Notices
and Privacy Act Statements

[Keeps SORNS current; and

Functional

Intersects With

System of Records Notice
(SORN)

PRI-02.4

[Mechanisms exist to draft, publish and keep System of Records Notices
(SORN) updated in accordance with regulatory guidance.

TR-2.

System of Records Notices
and Privacy Act Statements

lincludes Privacy Act Statements on its forms that collect PII, or on separate forms
fthat can be retained by individuals, to provide additional formal notice to
iindividuals from whom the information is being collected.

Functional

Intersects With

Privacy Act Statements

PRI-01.2

[Mechanisms exist to provide additional formal notice to individuals from
\whom the information is being collected that includes:(1) Notice of the
lauthority of organizations to collect Personal Data (PD);(2) Whether providing
IPD is mandatory or optional:(3) The principal purpose or purposes for which
lthe PD is to be use intended disclosures or routine uses of the
information; and(5) The consequences of not providing all or some portion of
lthe information requested.

TR-2(1)

Public Website Publication

[The organization publishes SORNs on its public website.
INon-Federal systems are not required to implement this control. State-based
lsystems must adhere to state laws that may require publication of a notice
similar to the federal SORN and Privacy Act Statement.

Functional

Intersects With

System of Records Notice
(SORN)

PRI-02.4

[Mechanisms exist to draft, publish and keep System of Records Notices
(SORN) updated in accordance with regulatory guidance.

TR-3

Dissemination of Privacy
Program Information

[The organization:

Functional

Subset Of

Dissemination of Data
Privacy Program Information

PRI-01.3

[Mechanisms exist to:(1) Ensure that the public has access to information
labout organizational data privacy activities and can communicate with its
(Chief Privacy Officer (CPO) or similar role;(2) Ensure that organizational data
lprivacy practices are publicly available through organizational websites or
ldocument repositories;(3) Utilize publicly facing email addresses and/or
lphone lines to enable the public to provide feedback and/or direct questions
lto data privacy office(s) regarding data privacy practices; and(4) Inform data
lsubjects when changes are made to the privacy notice and the nature of
lsuch changes.

TR-3.a

Dissemination of Privacy
Program Information

[Ensures the public has access to information about its privacy activities and is
lable to communicate with its designated privacy official.

Functional

Subset Of

Dissemination of Data
Privacy Program Information|

PRI-01.3

[Mechanisms exist to:(1) Ensure that the public has access to information
labout organizational data privacy activities and can communicate with its
(Chief Privacy Officer (CPO) or similar role;(2) Ensure that organizational data
lprivacy practices are publicly available through organizational websites or
ldocument repositories;(3) Utilize publicly facing email addresses and/or
lphone lines to enable the public to provide feedback and/or direct questions
lto data privacy office(s) regarding data privacy practices; and(4) Inform data
lsubjects when changes are made to the privacy notice and the nature of
lsuch changes.

TR-3.b

Dissemination of Privacy
Program Information

[Ensures its privacy practices are publicly available through organizational
\websites or otherwise.

Functional

Subset Of

Dissemination of Data
Privacy Program Information

PRI-OL3

[Mechanisms exist to:(1) Ensure that the public has access to information
labout organizational data privacy activities and can communicate with its
(Chief Privacy Officer (CPO) or similar role;(2) Ensure that organizational data
lprivacy practices are publicly available through organizational websites or
ldocument repositories;(3) Utilize publicly facing email addresses and/or
lphone lines to enable the public to provide feedback and/or direct questions
lto data privacy office(s) regarding data privacy practices; and(4) Inform data
lsubjects when changes are made to the privacy notice and the nature of
lsuch changes.

2.8

Use Limitation (UL)

[N/A

Functional

No Relationship

N/A

N/A

/A

[No applicable SCF control

Internal Use

[The organization (each AE) uses Pl Intemaly only for the authorized purpose(s)
identified i the Privacy Act and/or in pr

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

IMechanisms exist to restrict collecting, receiving, processing, storing,
[transmitting, sharing andjor updating Personal Data (PD) to:(1) The
lpurpose(s) originally collected, consistent with the data privacy notice(s);(2)
[What is authorized by the data subject, or authorized agent; and(3) What is
lconsistent with applicable laws, regulations and contractual obligations.

Information Sharing with
Third Parties

[The organization:

Functional

Subset Of

information Sharing With
Parties

PRI-07

[Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
lpurposes identified in the data privacy notice and with the implicit or explicit
lconsent of the data subject

uL-2.a

Information Sharing with
Third Parties

[Shares PIl externally, only for the authorized purposes identified in the Privacy
|Act and/or described in its notice(s} or for a purpose that is compatible with
those purposes;

Functional

Subset Of

Information Sharing With
Third Parties

PRI-07

[Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
lpurposes identified in the data privacy notice and with the implicit or explicit
[consent of the data subject.

uL2.b

Information Sharing with
Third Parties

[Where te, enters into of of

|Agreement, Letters of Intent, Computer Matching Agreements (CMA), or similar
lagreements, with third parties that specifically describe the Pl | covered and
Ispecifically enumerate the purposes for which the PIl may be used;

Functional

Subset Of

Information Sharing Wit
Parties

PRI-07

[Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
lpurposes identified in the data privacy notice and with the implicit or explicit
lconsent of the data subject.

uL2.c

Information Sharing with
Third Parties

[Monitors, audits, and trains its staff on the authorized sharing of PIl with third
lparties and on the consequences of unauthorized use or sharing of PIl; and

Functional

Subset Of

Information Sharing With
Parties

PRI-07

[Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
lpurposes identified in the data privacy notice and with the implicit or explicit
lconsent of the data subject.

uL-2.d

Information Sharing with
Third Parties

[Evaluates any proposed new instances of sharing PIl with third parties to assess
\whether the sharing is authorized and whether additional or new public notice is
required

Functional

Subset Of

information Sharing With
Third Parties

PRI-07

[Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
lpurposes identified in the data privacy notice and with the implicit or explicit
lconsent of the data subject.
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