Set Theory Relationship Mapping (STRM)

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

Reference Document :
STRM Gi

Secure Controls Framework (SCF) version 2026.1

FDE Name Focal Document Element (FDE) Description

STRM
Rationale

STRM

CISA Cybersecurity Performance Goals (CPGs)

Focal Document:
Focal Document URL:
Published STRM URL:

SCF Control

Secure Controls Framework (SCF)
Cor

Strength of
Relationship

version 2026.1
03/27/2026

CISA Cross-Sector Cybersecurity Performance Goals (CPG) (2.0)

Cybersecurity & Infrastructure Security Agency (CISA) Cross-Sector Cybersecurity Performance Goals 2.0
pg-2:0.pdf

Notes (optional)

Relationship

ntrol Description

(optional

[Better identify known, unknown (shadow), and unmanaged IMechanisms exist to faciltate an IT Asset Management (ITAM) progra to Maintain a regularly updated inventory of all organizational assets with
1A AssetInventory  [assets, and more rapidly detect and respond to new Functional Subset Of Asset Governance AST-01  [implement and manage asset management controls. 10 Jan 1P address (including IPY6), including OT. This inventory is updated
Jon 2 recurring basis. no less than monthly for both IT and OT.
Mechanisms exist to perform Inventories of Technology Assets,
[sppicatins, Servies and/or Data (TAASD) hat
(1) Accurately reflects the current TAASD in
(2) identines autharized software prodacts, Inchuding business Justifcation
[Better identify known, unknown (shadow), and unmanaged tail; Maintain a regularly updated inventory of al organizational assets with
1A Asset Inventory  fossets, and more rapidly detect and respond to new Functional | Intersects With | Asset Inventories AST02 (5 3t th levl of granulrity deemed necessary for tracking and 5 on P adress (incuding Pve). inclucing OT. This mventory is updated
vulnerabilities. reportn lon a recurring basis, no less then monthly for both IT and OT.
(@) Includes organization-defined information deemed necessary to
lachieve effective property accountability;
51 5 avallasle fof review an audi by designated organizational
Ss exist to maintain a current, accurate and complete Ist of
peter idensity known,unknown (shadow), and unmanaged External Service Providers (ESPs) that can potentially impact the Wsintain a regulrl updated inventory ofalerganizationl assets with
1A Asset Inventory ets, and more rapily detect and respond to new Functional | Intersects With | Third-Party Inventories | TPM-01.1 _ [Confidentiality, Integrity, Availability andor Safety (CIAS) of the 5 lan IP address (including IPY6). including OT. This inventory is updated
Vainerapiltios lorganization's Technology Assets, Applications, Services and/or Data 5 recuring bass. n e3s than montlyfo bath I and O
(TAASD)
i Ko Sedan one or more qualed s W e = TGentified 5 responsible and accountable
Assigned Cybersecurity & Imission and resources to centrally-manage, coordinate, devel For panning resourcing and execution of ybersecurity actviies. This
18 9 single leader is responsible and accountable for Functional | Intersects With Data Protection GOV-04 [ marement Snd malntain an enterprse o yoersecuity snt dota 5 role may undertake activities such as managing cybersecurity
Leadership lcybersecurity within an organization
Responsibilities protection program. operations at the semior leve.requesting and securing budge
resources, or leading strateqy development to inform future positionina.
echariams et To enforce 3 acceuntabilty sructure 2o hat [A named fole/position/Ltle s {dentified 25 responsible and accouniable:
lo o - ; . [appropriate teams and Individuals esponsible and for planning, resourcing, and execution of cybersecurity actvities. This
18 Kol Cybersecurtyaingle eader s resporible and accountable fr Functional | mtersects witn | Stakeholder Accountabilty | Gov.0q 1 O anaain ot sndechnolody- s Fold may Uniertake actes such as managing cybersecurtty
. related risks. loperations at the senor level, requesting and securing budget
resources, or leading strateqy development to inform future positionin
Mechanisms exist to establish an authoritative chain of command with JA named ForeTpasition e 1 {dentied s fesponsibie and accoantable. |
clear fines of communication to remove ambiguity from individuals and for planning, resourcing, and execution of cybersecurity activities. This
18 Klona Cbersecurty angle eader s responsbe nd accountable or Funcrional | mersectswin | Autheritative Chanof | .04 5 e e Paisoyeciniad ok s Foid may undertake actuties such 25 managing EyDersecurty
v loperations at the senor level, requesting and securing budget
resources, or leading strateqy development to inform future positioning
“assigned Cybersecurity & Mechanisms exist to assign one or more qualified individuals with the, [A named fole/position/itle s {dentified s responsible and accountable:
rshio|2 Single leader is responsible and accountable for OT- . ’ < Imission and resources to centrally-manage, coordinate, develop, for planning, resourcing, and execution of OT-specific cybersecurity
1e (0T Cybersecurity Leadership o ocific cybersecurity within an organization with OT assets, |~ Functional | Intersects Wit s GOV-04 " limplement and maintain an enterprise-wide cybersecurity and data s ectiviies. In some orgaizations,tis may be the same posiion a5
orotection program dentited n
[Mechanisms exist to enforce an accountability structure so that e oropeETor e & TaErRed 35 reSpomelle 3rd BCCouriable
" rship|2 Single leader is responsible and accountable for OT- nctions Inters ith | Stakeholder Accountability lappropriate teams and individuals responsible and For paening. rcosarem ution of OT-specific cybersecurity
1e (0T Cybersecurity Leadership oy ociic cybersecurity within an organization with OT assets, | Functional | Intersects Wit Structure COV-01 i sined for mapping, measuring and managing data and technology- ° Jactivities. In'some organizations, this may be the same position as
related risk: dentified in 1B
IMechanisms exist to establish an authoritative chain of command with o nameg roe/poS VI s e o esporsoe and sccourtabie
] oA single leader i responsible and accountable for OT- ’ ith | Authoritative Chain of ’ clear fines of communication to remove ambiguity from individuals and for planning, resourcing, and execution of OT-specific cybersecurity
e 0T Cybersecurity Leadershiplcpecific cybersecurity within an organization with OT assets, [ Functional | Intersects With GOV:042 i eams related to managing data and technology.-related risks. ° Jctiies. 1n some orgahizations, this may be the same postion as
gentified in 15
et to facitate the o T [Organizations sponsor at [east one “pi2za pary” or equIvalent Social
Improving IT and OT _[Improve OT cybersecurity and more rapidly and effectively ‘o1 |monitoring controls. lgathering per year that is focused on strengthening working
e Cybersecurity Relationships [respond to OT cyber incidents, Functional Subset Of Continuous Monitoring | MON-01 o relationships between IT and OT security personnel and is not a working
levent (such as providing meals during an incident response)
Autorated mecharisms exitto Ttegrate the analysis o audt records [Organizations sponsor at least one “pizza party” or equivalent social
10 Improving IT and OT _[improve OT cybersecurity and more rapidly and effectively | ¢ o || Integration of Scanning & | o oo 5 [with analysis of vulnerability scanners, 5 patnering peryear tat s ocused on srenginening vorking
Cybariacunty Relovonahips teepen to OF cyber incidents (Other Monitoring Information| monicoring and other soures o urthe enfance th abity o entity relationships between I curiy persomne and i not 2 wrking
levent (uch e providing meals during an'ncdent r
st elneie the of embedded [Organizstions sponsor at lesst one “pizza party” ureumva\enl Sociar
0 Improving IT and OT _limprove OT cybersecurity and more rapidly and effectively | o Subset of Embedded Technology |ty o) [technology controls 0 lgathering per year that is focused on strengthening workin
Cybersecurity Relationships [respond to OT cyber incidents. Security Program elationsips between ITond OT securiy persomneland is ot a working
nt viding meals durin
[Mechanisms exist to document, monitor and report the Statu: Drgamza(mns Sponsor a least one “pizs ey’ orequwa\er\( Socar
10 improving IT and OT _|mprove OT cybersecurity and more rapidly and effectively | gy [ e | Situational Awareness For | 120 o feybersecurity and data protection incidents to internal ke al the 5 ing per year that is focused on strengthening w
Cyberiecurty Relationahips reepen to OF cyber icidents Incidents Jway through the resolution of the incident.
[Mechanisms exist to Incorporate lessons Ieamed from analyzing and [Organizations sponsor at feast one “pizza party” or equivalent social
10 Improving T and OT _|improve OT cybersecurity and more rapily and efectvely | pyncional | ntersects with R0 Cause Analysis (RCA)&( .13 fesoling cybersecurlty and data protecton incidents to reduce the 5 lgathering per year that is focused on strengthening working
Cyberiecurty Relationahips reapen 16 OF cyber incidents s Learned likelihood or impact of future incidents. ‘and OT security personnel and is not a working
[Mechanisms exist to improve cybersecurity and data protection
Improving IT and OT _[Improve OT cybersecurity and more rapidly and effectively . th | Cybersecurity Knowiedge 05 knowisdge sharing across securiy prsonnel allowing for more apid and lgathering per year that is focused on strengthening working
10 Cybersecurity Relationships [respond to OT cyber incidents Functional | Intersects With SAT-05 | ffective response to incident s relationships between IT and OT security personnel and is not a working
levent (such as providing meals during an incident response)
Fechamims exitfo manage e orgarizational knowedge of e [Organizalions Sponsor a least one “pizza party” or equivalent Social
Improving IT and OT _[Improve OT cybersecurity and more rapidly and effectively ' i | Manage Organizational .05 _|cybersecurity and data protection staff. lgathering per year that is focused on strengthening working
o Cybersecurty Relmioninivs [espond 1o OF cyper ncdents Functional | Intersects With Knowledge PRN-08 s relationships between IT and OT security personnel and is not a working
levent (such as providing meals during an incident response)
Mechanisms exist to develop, document and maintain secure baseline [All known exploited vulnerabilites (listed in CISA's Known Exploited
lconfigurations for Technology Assets, Applications and/or Services (TAAS) [Vulnerabiities Catalog) in internet-facing systems are
[that are consistent with industry-accepted system hardening standards. lotherwise mitigated within a risk-informed span of time, prioritizing
Imore critical assets first
Mitigating Known  [Reduce the likelihood of threat actors exploiting known . ith | System Hardening Through y
1E Functional | Intersects With | “gacoling Configurations | <7602 s |OT: For assets where patching is either not possible or may substantially
|compromise avalability or safety, compensating controls are applied
(e.9., segmentation, monitoring) and recorded. Sufficient controls either
e asset inaccessible from the public internet or reduce the
Jebility of threat actors to exploit the vuinerabilites in these assets
Mechanisms exist Lo identify and implement compensating [All known exploited vulnerabilities (isted in CISA's Known Exploited
lcountermeasures to reduce risk and exposure to threats. [Vulnerabilties Catalog) in internet-facing systems are patched or
herwise mitigated within a risk-informed span of time, prioritizing
Imore critical assets first.
Mitigating known  [Reduce the likelihood of threat actors exploiting known Compensating y
LE Functional | Intersects With Countermeasures RSK-06.2 s |OT: For assets where patching is either not possible o may substantially
[compromise avalability or safety, compensating controls are applied
(e.g., segmentation, monitoring) and recorded. Sufficient controls either
Imake the asset inaccessible from the public inernet or reduce the
Jability of threat actors to exploit the vulnerabilites in these assets.
exist to facilitate the o ndust 7] IAll known exploited vulnerabilities (isted in CISA's Known Exploited
Cibersecury and dato protecton pracices in the specication. desgn. Wulnerabilities Catalog) in internet.-facing systems are patche
ldevelopment, implementation and modification of Technology Assets, lotherwise mitigated within » risk-informed span of time, priontizing
|Applications and/or Services (TAAS). Imore critical assets first
Mitigating known  [Reduce the likelihood of threat actors exploiting known Secure Engineering ’
1E o breach networks. Functional Subset Of Principles SEA-0L 10 |OT: For assets where patching is either not possible or may substantially
[compromise availability or safety, compensating controls are a
feg. segmentation, monioring) and recorded, suficient contrlseiher
Imake the asset inaccessible from the public intenet or reduce t
[bilty of threat actors to explot the vuinerabilites n these assets.
[Mechanisms exist to implement security functions as a layered structure [l known explited vlnerabiltis (lsted n CISWs Known Explofted
Iminimizing interactions between layers of the design and avoiding any [Vulnerabilities Catalog) in internet-facing systems are patche
dependence by lower layers on the functionality or correctness of higher itigated wihin a isk informed $pan of time, priortizing
layers. imore critical assets first
Mitigating known  [Reduce the likelihood of threat actors exploiting known Defense-In-Depth (DID) ’
LE to breach networks. Functional | Intersects With Architecture SEA-03 s |OT: For assets where patching is either not possible o may substantially
lcompromise avaiabilty or safey, compensating controls ae appied
(5. seqmentation, monioring) and recorded, Sufficent contrlscither
454 hese Inaccosabe o he public et or feduce o
by of threat actos 1 explol the vanerabities n these sssets,
[Mechanisms exist to define and manage the scope for its attack surface [l known explited vlnerabiltis (Tsted n CISN's Known Exploited
Imanagement activities. 0g) In ystems are pats
ihersise mitated whi & Fskcinformed span o e, priontioing
Imore critical assets first.
Mitigating known  [Reduce the likelinood of threat actors exploiting known i y
1E to breach networks. Functional | Intersects With | Attack Surface Scope |~ VPM-01.1 s T: For assts whre patching i ither not posile o may substanilly
[compromise avalabiliy or safety, compensating controls are applie
. segmentation, moniorin o) and recoraed, Sofelent contron Guner
the asset inaccessible from the public internet or reduce th
bty of threat actos to explaf he volnerabiites n these assets
[Mechanisms exist to ensure that vulnerabilities are properly identified, [l known explited vlnerabiltis (lsted n CISW's Known Explofted
tracked and remediated. [Vulnerabilities Catalog) in internet-facing systems are
ltherwise mitigated wihin a risk-informed Span o time, prioritsing
Imore critical assets firs
Mitigating known  [Reduce the likelihood of threat actors exploiting known ncti th | Vunerabliity Remediation ’
LE to breach networks. Functional | Intersects With Process ven-02 s 7:For assts where patcing s ither ot posstle o oy suostanaly
[compromise availabilty o safety, compensating controls are apy
o ergmentarion, montorng) ana recorded. Softont conron einer
sset inaccessible from the public internet or reduce the
Jablity of threat actors to exploit the vulnerabilities in these assets
[Mechanisms exist to address new threats and vulnerabiliies on an [All known exploited vulnerabilites (listed in CISA's Known Exploited
longoing basis and ensure assets are protected against known attacks. Catalog) in Systems are patched or
lotherwise mitigated within a risk-informed span of time, prioritizing
Imore critical assets first.
Mitigating known  [Reduce the likelinood of threat actors exploiting known Continuous Vulnerability y
1E Functional | Intersects With | “gemegiation Activities ven-04 s |OT: For assets where patching is either not possible or may substantially
|compromise avalabiliy or safety, compensating controls are applied
(e.q., segmentation, monitoring) and recorded. Sufficient controls either
Imake the asset inaccessible from the public internet or reduce the
Jability of threat actors to exploit the vulnerabilities in these assets
st to Taciiate The and TRV paTties Wit eI anaToT OTy
o e e o o lybersecurtty regulary validate the effectiveness and coverage ofan
erganization's cybersecurity defenses, These exercises which mo
Inclide penetration tests, bug bounties, incdent simulations, or taple-
ltop exercises, should include both unannounced and announced tests.
1 Third-Party validation o |identity TTPs that lack proper defenses and establish Functional subsetof | Information Assurance (A) | a0.01 0 [Exercises consider both the ability and impact of a potential adversary
O ectivenaes |confidence in organizational cyber defenses. perations Jto infiltrate the network from the outside, as well as the abili
[adversary within the network (e.g., “assume breach) to pivot laterally
lto demonstrate potential impact on critical systems, including
loperational technology and industrial control systems.
IHigh-impact findings from previous tests are mitigated in a timely
chsenied
Wecharsms exist o estabieh e SCope of Zssessments by deming the A BEATEL A B Rt amaroro
Jassessment boundary, according to people, processes and technolog reguiarly validate the nd coverage of an
[that directly or indirectly impact the confidentiaity, integrity, availability lorganization’s cybersecurity defenses. These exercises, which ma
and satety of the Technology Assets, Applications, Services and/or Data include penetration tests, bug bounties, incident simulations, or table-
(TAASD) under review. ltop exercises, should include both unannounced and announced tests
Thirg-party Validation of
[dentify TTPs that lack proper defenses and establish Exercises consider both the ability and impact of a potential adversary
iF Cybersecurty Control [ ot eyber derenes Functionsl | ntersects Wih | Assessment Boundaries | 1A0011 s o et e o h o e el ot e o
ladversary within the network (e.g., “assume breach”) to pivot laterally
s dermoneifate porential impact a criscal Systeme, g
loperational technology and industrial control systems.
IHigh-impact findings from previous tests are mitigated in a timely
RS AR IR e R S
Mechanisms exist to Tormally assess the cybersecurity and data protection| TS BaRiEs U HYEE T amoror oy
(controls in Technology Assets, Applications and/or Services (TAAS) regularly validate (he and cov erage of an
[through Information Assurance Program (IAP) activities to determine the organiztion's cybersecuty defenses. Tese exercies,
lextent to which the contrors are implemented correctly, operating as Include penetration tests, bug bounties, incident simuiations, ot table-
[intended and producing the desired outcome with respect to meeting ltop exercises, should include both unannounced and announced tests.
Third-Party Validation of lexpected requirements.
[dentity TTPs that lack proper defenses and estabish y lExercises consider both the ability and impact of a potential adversary
LE Crbersecurty Control L ona) cyber dotence Functionsl | ntersects Wit | Assessments o0z s o st he network from he butatle, 3¢ well a5 he abiity o o
ladversary within the network (e.g., “assume breach”) to pivot laterally
lto demonstrate potential impact on critical systems, including
loperational technology and industrial control systems.
Figh-impact findings from previous tests oe itigated n timely
annec and an o ip
Mechansms exist to conduct specialized assessments for: R B RA Foe it amoror
(1) Statutory, regulatory and contractual compliance obligations; regularly validate the and coverage oo
(2) Monitoring capabilities; (rganizations cypersecurlty defenses. These exercises, which m
(3) Mobile device: Include penetration ests, bug bounties, ncident simulstons, o table-
{2) Databos ltop exercises, should include both unannounced and announced tests
Third-Party Validation of (5) Application security;
ldentify TTPs that lack proper defenses and establish ’ o) Eibedden technoigies (.9, 1oT, OT, etc. Exercises consider both the ability and impact of a potential adversary
1 Exbersecurty Control T vt ey detenes Functional | ntersects Wit | Specialzed Assessments | 1A0-02.2 | (6) Embedded fechnologis (6. IoT. T, etc.); s o iltrate the networ for the autaide, 26 well a2 the abll
(&) Mooy ladversary within the network (e.g., “assume breach) to pivot laterally
(o) e rrliernd lto demonstrate potential impact on critical systems, including
(10) Performancefioad testing: andor loperational technology and industrial control systems.
15) Ml nceligence and Astomenaus Technologies (AAT
n o gles (A4 Figh-mpact findings from previous tests e mitigated na timely
din fur

in future
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exist to facilitate the and monitoring of > with d 5 ¢ In {11 anaror
regularly validate the and coverage of an
lorganization’s cybersecurity defenses. These exercises, which ma
[nclide penetration tests, bug bounties, incdent simulations, or taple-
ltop exercises, should include both unannounced and announced tests.
Third-Party Validation of Vuinerability & Patch
ldentify TTPs that lack proper defenses and establish [Exercises consider both the ability and impact of a potential adversary
i Cybersecurity Control e 4l ce i organizational cyber defenses. Functional | - subsetOf | - Management program || VPM.01 10 o Inirate tne necwork from the outside, as well 2 the abii
lacversary within the network (e.g., “assume breach”) to pivot laterally
lto demonstrate potential impact on critical systems, including
loperational technology and industrial control systerms.
High-impact indings from previous ests are mitiated Ina timely
o
[Mechanisms exst to define and manage the scope for It attack surface THIF paties Wi Feeif T anaroroTy
[management activities, regulrly valdate the efect and coverage of an
s . These exercises, which may
Include penetration tests, bug bountis, ncident simulstons, o table-
ltop exercises, should include both unannounced and announced tests.
i Third-Party Validation of |dentify TTPs that lack proper defenses and establish Functional | Intersects with | Attack Surface Scope VPM01.1 5 [Exercises consider both the ability and impact of a potential adversary
Cybersecrity Contr onfidence in organizational cyber defenses. P o nilate the network from the outside, o5 well 3 the abilty of an
ersary within the network (e.g., “assume breach”) to pivot laterally
o demonstrate potential impact on crtical systerns, including
loperational technology and industrial control systems.
High-impact findings from previous tests are mitigated in a timely
o chceryed is fun
[Mechanisms exist to ensure that vulnerabilities are properly identified, THIF pafties Ui Expertise i (T anaror oty
ltracked and remediated. regularly validate the and coverage of an
organizaton’scybersecuriy defenses. These exercises, which ma
include penetration tests, bug bounties, incident simulations, or table-
ltop exercises, should include both unannounced and announced tests.
Third-Party Validation of
|dentity TTes that lack proper defenes and estabiish Vulnerability Remediation fExercises consider both the ability and impact of a potential adversary
i Cybersecurity Control e g2 e i rganizationalcyber defen Functional | Inersects With Process vem-02 s o v the networ rrs e utid, o well 2 e by of o
lacversary within the network (e.g., “assume breach”) to pivot laterally
o demonsirate potential impact on crtical systems, inclucing
loperational technology and industrial control systerms.
Highimpact fidings from previous tests are mitgated ina timely
anpecand AR
Mechanisms exist to conduct penetration testing on Technology Assets, TR B RA e it amororomy
|Applications andor Services (TAAS). regularly valdae e and coverage ofon
lrganization's cypersecunlty ciefenses. These exercises, which m
Inclide penetration ests, bug bounties, Incident simulstons, o (able-
ltop exercises, should include both unannounced and announced tests.
Third-Party Validation of
ldentify TTPs that lack proper defenses and establish y Exercses consider both the abilty and impactof a potental adversary
i Cybersecurity Control e 02 rganizationalcyber defenses Functonal | Inersects With | Penetration Testing vemo7 s o mflrate the network ror the outside, 2 wellas the abli
aduersay withn the ek (.. “osaime breoc)toplok laterally
lto demonstrate potential impact on critical systems, inclu
loperational technology and industrial control systers.
High-impact findings from previous tests are mitigated in a timely
nd are not re-hserved in future tect
[Mechanisms exist to implement a threat intelligence program that lProcurement documents and contracts, such as servicedevel
Supply Chain Incident ~[Ordanizations more rapidly learn about and resgond to includes a cross-organization information-sharing capabillty that can jareements (SLAS), stpuiae that vendors andlor service providers
16 henarting lknown incidents or breaches across vendors and service Functional Subset Of | Threat Intelligence Program | THR-01  [influence the development of the system and security architectures, 10 S O b AT
lproviders. slecton ofsecurity solutions, monitoring,threat hunting,resporse and informed time frame as determined by the organization.
ist to faciitate the of third-party Gocuments and contracts, such as service T
[Organizations more rapidly learn about and respond to st
Supply Chain Incident ; 01 |management controls. pareements (SLAS), tiulate that vendors andior sevice rouders
16 Asis fnoun incidents or breaches across vendors and service Functional SubsetOf | Third-Party Management |  TPM-01 10 Sy T pocunng Custamer o secuty et it o
P d Informed time frame as determined b
[Mechanisms exist to maintain a current, accurate and complete It of IProcurement documents and contracts, such as service-level
Supply Chain Incident _[Organizations more rapidly learn about and respond to [External Service Providers (ESP) that can potentially impact the [oareaments (SLAS), stipalate that vendors andior senvice providers
16 lknown incidents or breaches across vendors and service Functional | Intersects With | Third-Party Inventories | TPM-01.1  [Confidentialtty, Integrity, Availability andor Safety (CIAS) of the 5 :
Reporting b Inotify the procuring customer of security incidents within a risk-
lproviders. lorganization's Technology Assets, Applications, Services andjor Data informed tme frame as determined by the organization.
(TAASD)
[Mechanisms exist to identify, prioritize and assess suppliers and partners Procurement documents and contracts, such as service-level
o Supply Chain Incident ~[Org2nizations more rapiy learn about and respond to runctional | intersects witn | TIre-Party Criicalty | 1o o critcal Technology Assets, Applications andlar Services (TAAS) using a s [ooreements (SLAS), tipuiate that vendors andior service providers
lproviders. Assessments supply chain ik assessment process elaive to their mportance in oty the procuring customer of security incidents within a risk-
ing. ivery of high-valu the organizatior
exist to require contractual reauirements for cypesecity Frocurernent documents and contracts sueh as service-Jever
e Supply Chain Incident ~[Or9anizations more rapidy leam sbautand respondto | ety Contract | a5 |an dets protection reaulrements with third-porie, reect s greements (SLAs) sipiate that vendors andior service providers
: Reporting loroviders. Requirements orgonsations necs to rotect s Tothnoloay Asees. Applications iy the procuring customer of security incidents witina isic
ata (TAASD) time frame as b
" i [Mechanisms exist to compel External Service Providers (ESPs) to provide e e Sarh oo L2 T
e Supply Chain Incident ~[OrG2niZations more rapidy learn about and respond to runctional | intersects witn || Security Compromise | 1. o futiication of actual or potential compromises in the supply ¢haih that s orcemants (SUc). supuat st vendors andlor ervice proucers
. Reporting Notification Agreements 1 [gan potentaly afect or have adversely affected Technology Asset, otify the procuring customer o securit incdents ihin a i
r Services (TAAS) tha the arganization utlzes ntormed time frameas determined b
Mechanisms exist to mplement a threat nteligence program th lProcurement documents and contracts, such as SLAs, stipulate that
Supply Chain Vulnerability |0r92nizations more rapidly learn about and respond to Includes a cross-organization information-sharing capabity that can Vendore andjor service providers notify the. pm:umngsﬁm o
1H F, [vuinerabilities in assets provided by vendors and service Functional SubsetOf | Threat Intelligence Program | THR-01  finfluence the development of the system and security architectures, 10 e e S o e o e
lproviders. slecton of securty solutions, monitoring Threat hunting, responss and [ime frame a5 determined by the organization.
ery activitie
xist to facilitate the of third-party Procorement documents and cortracts such 35 SUAs. SUpulate ot
[organizations more rapidiy learn about and respond to exis
Supply Chain Vulnerability ! .01 [management controls [vendors and/or service providers notify the procuring customer
1H O ol punersbi assets provided by vendors and service Functional SubsetOf | Third-Party Management |  TPM-01 10 Komied secuty Voo n i e Wi & 1o o ed
i jime fram
[Mechanisms exist to maintain a current, accurate and complete ISt of IProcarement documents and contracts, such as SLAS, stipulate that
Supply Chain Vlnerability [07aanizations more rapidly learn about and respond to [External Service Providers (ESPs) that can potentially impact the lvendors andjor service providers notify the procuring customer of
1H Chain [vuinerabilities in assets provided by vendors and service Functional | Intersects With |~ Third-Party Inventories | TPM-OL1  |Confidentiality, Integrity, Availability and/or Safety (CIAS) of the 5 lconfirmed security vulnerabilities in their asscts within a risk-informed
roviders. lorganization's Technology Assets, Applications, Services andjor Data [time frame as determined by the organization.
(TAASD)
[Mechanisms exst fo:
lProcurement documents and contracts, such as SLAs, stipulate that
Supply Chain Vulnerability [Ordanizations more rapidly learn about and respond fo Supply Chain Risk (1) Evaluate securiy risks and threats associated with Technology Assets, IVendors andor service providers notiy the procuring customer
1H T |vuinerabilties in assets provided by vendors and service Functional | Intersects With | 2uPP AT ALK, TPM-03  |applications and/or Services (TAAS) supply chains; H ol e veimorabalios o thir ssaaes witan = roantomed
viders. (5 Tske appropiate remediation attione 1o mimimiad the organization's [ime frame as determined by the organization.
ce to those risks and threats. as necessar . > - S
[Mechanisms exist to address identified weaknesses or Gefciencies in the OEUEnts a0 Conracts, <uch 35 SUAS STpuate ot
(Organizations more rapidly learn about and respond to
Supply Chain Vulnerability A i Processes To Address ’ security of the supply chain [vendors and/or service providers natify the procuring customer
1H Discl V‘r‘l‘)’\‘:’zt’;‘ ties in assets provided by vendors and service Functional | Intersects With | \yeainesses or Deficiencies| 177033 s [confirmed security vuinerabiltios in their sseets within a risk nformed
[Mechanisms exist to mitigate the risks associated with third-party access
[organizations more rapidiy learn about and respond to
Supply Chain Vulnerability iries 1 ¢ . . i to the organization's Technology Assets, Applications, Services and/or oviders notify the procuring customer
1H o v plnerabites i assts provided by vendors and service Functional | Intersects With | Third-Party Services o0 [l he sroane s o o T D e med
d nizati
at - - [Mechanisms exist to require contractual requirements for Cybersecurity s, StipuTate that
N Supply Chain alnerabiy.[0r92notions more rapdy ear sbout ond esgondto || | TPary Conract | 1o fan data protection rearements withtnrd-paric, relecund the B vencors anier mice provklrs hocy e procuring cossamer of
Disclosure lovovidare Requirements organizaton' needs to protect i Technclogy Assels, Applicatons, jconfimed security vulnerabites in thelrassets within arisk-nformed
Services and/or
R Sues se break cTavses™ WA Contracts or Ture ™
N i Vuinerability.|0f9anizations more rapidly learn about and respond to
1H Supply Chain vuinerability inerabiities in asses provided by vendors and service Functional | Intersects With Break Clauses TPM.05.7  [meet contract criteria for cybersecurity and/or data privacy contros 5
lprovider
the or
" " [Mechanisms exst to monitor, regularly review and audit External Service Procurement documents and conracts, such Spulate that
i Supply Chain Volnerabiy [0192n22tons more ropdy earn sbout and espondto || i | RevieworThiraRarty | 1oy oo [rouiders (£8P for complance with estalished comractual requrements| s endors ndlar servic proucer iy th procurng cutomer o
Disclosure oo Services [for cybersecurity and data protection controls. lconfirmed security vulnerabites in their assets within  isk-informed
vi jime frame
Vendor/Supplier _[Reduce risk by buying more secure products and services Supply Chain Risk v rity risks and thr fated wi n 2 Irequirements and questions, which are evaluated in vendor selection
1 c more secure suppliers. Functional | Intersects With | - yanagement (SCRM) P03 lapplications ﬂ"d’WSWCZS (TAAS) supply cf s uch that, given two offerings of roughly similar cost and function, the
(@) Take sporopriate remedation actions to mg\r\m\ze the organization's more secre offering andjor suppler i preferred
nisms exist to utiize tailored acquisition strateges, contract tools Gocuments nclude
u Vendor/Supplier [Reduce risk by buying more secure products and services |t o | | Acquisition Strategies, Tools| oy 021 fand procurement methods for the purchase of unique Technology Assets, 5 requirements and questions, which are evaluated in vendor selection
c more secure suppliers. & Methods |Applications andor Services (TAAS). Jsuch that, given two offerings of roughly similar cost and function, the
Imore secure offering and/or supplier is preferred.
Mechanisms exist to utilize security safeguards to imit harm from [Organizations’ procurement documents include CyBErSecurity
Vendor/Supplier _[Reduce risk by buying more secure products and services ncti " i ' ’ lpotential adversaries who identify and target the organization's supply requirements and questions, which are evaluated in vendor selection
u o more secure suppliers. Functional | Intersects With | - Limit Potential Harm TPMO032chain. ° Jsuch that, given two offerings of roughly similar cost and function, the
Imore secure offerina and/or supolier is prefe
echaniams Xt fo Control changes o sevices by Supplr, taing o [Organizations’ procurement documents include cybersecurity
1 Vendorsupplier  [Reciuc risk by buying more secure products and Senvices | yncional | Intersects it ['212019 Changes ToThirc| 1 foceount the of business Technology Assets, Applications, 5 requirements and questions, which are evaluated in vendor selection
(Cybersecurity Requirements|from more secure supplier: arty Services evicas ancor Dot (TAASD) Shat are 1 Scape by the 1o party, puch that, given two fferings of roughly simiarcost and function the
more secire offering andjor supplier i oreferred
Xist to faciltate th 7
management controle e ° [changing default manufacturer passwordsfor any/all hardware
[software, and firmware before putting on any internal or exter
etwork. e Iniodes 17 aseett for O uch ot OT Bermetation web
Ipag
In instances where chaning defalt passuorcs s not feasible (e.9. 3
[Prevent threat actors from using default passwords to Configuration Management y [control system with a hard-coded password), implement and document
24 Changing Default Passwords |, iee initial access or move laterally in a network. Functional Subset Of cre-01 0 lapproprate compensating securly contrors, and moritor 10gs for
network traffic and login attempts on those devices.
loT: While changing default passwords on an organization’s existing OT
requires significantly more work, we stil recommend havin
lolicy to change default credentials for all new or future devices. This is
only easier to achieve, but also reduces potential isk in the future if
gt Eart
[Mechanisms exst to develop, document and maintain secure baseline TGty oruar ot Py o] PIOCess Tt e
lconfigurations for Technology Assets, Applications and/or Services (TAAS) A A L s
fthat tent with industry-accepted system hard tandard
at are consistent with Industry-accepted system hardening standards. Inetwork. This includes IT assets for O, such as OT administration web
lpages
I instances where changing default passwords is not feasible (e.g., a
. words Prevent threat actors from using default passwords to ’ th | System Hardening Through y [control system with a hard-coded password), implement and docurent
2A Changing Default Passwords e initial access or move laterally in a network. Functional | Intersects With | "gaceline Configurations cre02 s lappropriate compensating security controls, and monitor logs for
Inetwork traffic and login attempts on those devices.
loT Whie changing defautt passwords on an organizatin's existing OT
requires significantly more work, we stil recommend havin
oy 1 changs defaut crecantals fo all new or future devices. Tis s
ot iy easier o achieve,but also reduces putcrma\ fisk in the future if
[Mechanisms exist to ensure default authenticators are changed as part of " e e o =t e
laccount creation or system installation. [changing default manu BC'“W posouords *7' ﬂ“Y/ﬂ ardware,
[software, and firmware before putting on any internal o external
Petwori ThS nchuces T aceetsfor OT.mucn a4 OT adminatraton web
pages.
In instances where changing default passwords is not feasible (e.., a
ngin words|Prevent threat actors from using default passwords to nction nter: i Aticator [control system with  hard-coded password), implement and docurent
24 Changing Default Passwords e e e o e e = eetvor Functional | Intersects With | Default Authenticators | 1AC-10.8 s oppropriate compensating security contros,and manitorlogs for
network traffic and login attempts on those devi
loT: While changing default passwords on an organization’s existing OT
requires significantly more work, we still recommend
lolicy to change default credentials for all new or future devices. This is
Inot only easier to achieve, but also reduces potential risk in the future if
[Mechanisms exist to develop, document and maintain secure baseline [Brganizations have a system-enforced policy that requires a minimum
lconfigurations for Technology Assets, Applications and/or Services (TAAS) lpassword length of 15 or more characters for all password-protected IT
that are consistent with industry-accepted system hardening standards. ossets an al OT assets, when technically feasivle.” Organizations
should consider everaging passphrases and passord managers (o
make It easler for users (o maintain suffclenty 1ong
tantos whare i pasoword engtie are not techmicaly easile
[compensating controls are applied and recorded, and all login attempts
lto those assets are logged. Assets that cannot support passwords of
Jsufficient strength length are prioritized for upgrade or replacement.
[7is goal s particulaly important for organizatons that ack videspread
and capabilities to protect against brute-force
28 Minimum Password Strength Or92MIZational passwords are harder for threat ctors o | uncional | intersects witn | Syitem Hardening Through | g, s (oS (uch 5 wob abpicoton fremals and o paty comtent
° o [Gelivery networks) or are unable to adopt passwordiass autnentication
imethods
|* Modern attacker tools can crack eight-character passwords quickly.
Length is a more impactful and important factor in password strength
lthan complexity or frequent password rotations. Long passwords are
lalso easier for users to create and remember.
[+ OT assets that use a central authentication mechanism (such as
lActive Directory) are most important to address. Examples of low-risk
|OT assets that may not be technically feasible include those in remote
Jocations, such as those on offshore rigs or wind turbines.
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FDE # FDE Name

28 Minimum Password Strength

Focal Document Element (FDE) Description

lorganizational passwords are harder for threat actors to
lauess or crack

STRM
Rationale

Functional

STR
Relationship

Intersects With

CISA Cybersecurity Performance Goals (CPGs)

SCF Control

Authenticator Management

SCF #

IAC-10

Secure Controls Framework (SCF)
Control Description

[Mechanisms exist to
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the
classification of the data being accessed,

rength of
Rs\atmmhm
(optional

version 2026.1
03/27/2026

Notes (optional)

[Organizations have a system-enforced policy that requires a minimum

Ipassword length of 15+ or more characters for all password-protected IT

lassets and all OT assets, when technically feasible.** Organizations

shouid conslder leveraging passphrases and password managers ta

Imake it easier for users to maintain sufficiently lon

Instances where minimum password lengths are not technically feaslble,
ontrols are applied and recorded, and all login

o those assers are Iogged. Asacts that cannot support pasen

ords of
lsufficient strength length are prioritized for upgrade or replacement.

[This goal is particularly important for organizations that lack widespread
implementation of MFA and capabiites to protect against brute-force
Jattacks (such as web application firewalls and third-party conter

lvery natworke) or are ot 1 26opt passwordiass astnentcation
Imethods.

|+ Modern attacker tools can crack eight-character passwords quickly.
lLength is a more impactful and important factor in password strength
[than complexity or frequent password rotations. Long passwords are
lalso easier for users to create and remember.

[ OT assets that use a central authentication mechanism (such o
Jctive Directory)are most mportant <5 Examples of low-risk
[oT assets that may not be technically feniine mciade tose n emete
hocations, such as thase on offshore igs or wind turbines.

28 Minimum Password Strength

passwords are harder for threat actors to
louess or crack.

Functional

Intersects With

Password-Based
Authentication

1AC-10.1

[Mechanisms exist to enforce complexity, length and lifespan
[considerations to ensure strong criteria for password-based
lauthentication.

[Organizafions have o system-enforced pollcy that reqbires 8 MU
Ipassword length of 15+ or more characters for all password-protected IT
et Al T acsers. when (echmcal\y feasible.** Organizations
ehould consider everaging passphrases and password managers to
make it Gasier for users to maintain suffcienty 1ong password
e minimu password lengths are not echnically feasible,
controls are applied and recorded, and all login attempts
lto those assets are logged. Assets that cannot support passwords of
lsufficient strength length are prioritized for upgrade or replacement.

[This goal is particularly important for organizations that lack widespread
implementation of MFA and capabilities to protect against brute-force
Jattacks (such as web application firewalls and third-party content
ldelivery networks) or are unable to adopt passwordiess authentication
imethods

[* Modern attacker tools can crack eight-character passwords quickly.

lLength is a more impactful and important factor in password strength
[than complexity or frequent password rotations. Long passwords are

lalso easier for users to create and remember.

[F* OT assets that use a central authentication mechanism (such as.
|active Directory) are most important to address. Examples of low-risk
|OT assets that may ot be technically feasible include those in remote
locations, such as those on offshore rigs or wind turbines.

2c Unique Credentials

|attackers are unable to reuse compromised credentials to
[move laterally across the organization, particularly between
IIT and OT networks.

Functional

Equal

Multiple Information System
Accounts

1AC-10.9

Mechanisms exist to Implement security safeguards to manage the risk of
lcompromise due to individuals having accounts on multiple Technology
|assets, Applications and/or Services (TAAS)

fOrganizations provision unique and separate credentials for STTITar
services and asset access on IT and OF networks. Users do not (or
|cannot) reuse passwords for accounts, applications, services, etc
[Service accounts/machine accounts have passwords that ars nique
lirom all member user accounts.

20 Revoking Credentials for
Departing Employees

[Prevent unauthorized access to organizational accounts or
lresources by former employees.

Functional

Intersects With

Personnel Transfer

HRS-08

[Mechanisms exist to adjust logical and physical access authorizations to
[Technology Assets, Applications and/or Services (TAAS) and facilities upon
lpersonnel reassignment or transfer, in a timely manner.

A defined and enforced adminstraive process applied o al eparting
lemployees by the day of their departure that (1) revokes and securely
etorne Sl physical bacges, ey cards, tokens, . an (3) clsables il
luser accounts and access to organizational resources.

20 Revoking Credentials for
Departing Employees

[Prevent unauthorized access to organizational accounts or
lresources by former employees.

Functional

Intersects With

Personnel Termination

HRS-09

[Mechanisms exist to govern the termination of individual employment

[A defined and enforced administrative process applied to all departing
mployees by the day of their departure that (1) revokes and securel
returns all physical badges, key cards, tokens, etc., and (2) disables all

ser accounts an s to organizational resources.

20 Revoking Credentials for
Departing Employees

[Prevent unautharized access to organizational accounts or
[resources by former employe

Functional

Intersects With

User Provisioning & De-
Provisioning

IAC-07

Mechanisms exist to utilize a formal user registration and de-registration
lprocess that governs the assignment of access rights.

[A defined and enforced administrative process applied to all departing
lemployees by the day oftherr departure tha (1) revokes and securely
returns all physical badges, key cards, tokens, etc., and (2) disables all
Ler accounts and atcess to orgenizationsl resources.

20 Revoking Credentials for
Departing Employees

[Prevent unauthorized access to organizational accounts or
[resources by former employees.

Functional

Intersects With

Change of Roles & Duties

IAC-07.1

[Mechanisms exist to revoke user access ights folowing changes In
lpersonnel roles and duties, if no longer necessary or permitted.

[A defined and enforced administrative process applied to all departing
[employees by the day of their departure that (1) revokes and securely
Feturms al prysical badges, Key cards, tokens, . and (2 disables ail
luser accounts and access to organizational resources.

Revoking Credentials for
Departing Employees

[Prevent unauthorized access to organizational accounts or
[resources by former employees.

Functional

Intersects With

Termination of Employment

1AC-07.2

[Mechanisms exist to revoke user access rights in a timely manner, upon
ltermination of employment or contract.

ned 8nd enforced sdminisirative process aoplied o a1l departing
mployees by the Gay of thelr departure Mat (1) revokes and secorey

[Feturns ail physical badges, key cards, tokens, etc. and (2) disables o
r accounts an izational resources.

- Separating User and
Privileged Accounts.

[Make it harder for threat actors to gain access to
ladministrator or privileged accounts, even if common user
loccounts are compromised.

Functional

Subset Of

Identity & Access
Management (1AM)

IAC-01

exist to facilitate the of and

laccess management controls.

Mo user accounts alvays fiave SmimistTator or stper ST BVIEges.
istrators maintain separate user accounts for all e
iiies nor setociated i tne atrmimicrator 1ot (o0 for usiness
jemall web browsing. rivieges are resvelusted on o re:umng basis to
f

2 Separating User and
Privileged Accounts.

[Make it harder for threat actors to gain access to
ladministrator or privileged accounts, even if common user
laccounts are compromised.

Functional

Intersects With

Role-Based Access Control
(RBAC)

1AC-08

Mechanisms exist to enforce Role-Based Access Control (RBAC) for
[Technology Assets, Applications, Services and/or Data (TAASD) to restrict
laccess to individuals assigned specific roles with legitimate business
Ineeds.

5 user accounts always have administrator or Super-User prVIEGes.

amitrators maintaim separate user accounts for all actions an

lactivities not associated with the administrator role (e.g., for business

, web browsing). Privileges are reevaluated on a recurring basis to
f

2

- Separating User and
Privileged Accounts

[Make it harder for threat actors to gain access to
ladministrator or privileged accounts, even if common user
laccounts are compromised.

Functional

Intersects With

Privileged Account
Management (PAM)

IAC-16

[Mechanisms exist to restrict and control privileged access fights for users
land Technology Assets, Applications and/or Services (TAAS).

ator or super-u

2F Network Segmentation

[Reduce th likeihood of threat actars accessing the O
Inetwork after compromising the IT

Functional

Intersects With

Jump Server

AsT27

Mechanizms exis fo conduct remate systern admistraive unctions va
la *jump box" or "jump server” that is located in a Separate network zone
lto user workstations.

are denied by default uness expIcily
lallowed (e.g., by IP address and port) for specific system functionality.
INecessary communications paths between the IT and works must
lpass through an intermediary, such as a properly configured firewall,
lbastion host, “jump box,” or a demilitarized zone, which is closely
Imonitored, captures network logs, and only allows connections from

2F Network Segmentation

[Reduce the keihood of threat sctors accessing the O
Inetwork after compromising the IT

Functional

Intersects With

Data Flow Enforcement -
Access Control Lists (ACLs)

NET-04

[Mechanisms exist to implement and govern Access Control Lists (ACLS) to
provide data flow enforcement that expliciy restrict network traffic o
nly what is authorized.

JAll connections to the OT network are Genfed by default uniess explicitly

lallowed (e.g., by IP address and port) for specific system functionality.

INecessary communications paths between the [

pass through an ntermediary, such as 2 poperly configured firewal,

lbastion host, “jump box,” or a demilitarized zone, which i closely

monitored, captures network 1ogs, and only allows connections from
rove

2F Network Segmentation

[Reduce the likelihood of threat actors accessing the OT
[network after compromising the IT network.

Functional

Intersects With

Deny Traffic by Default &
Allow Traffic by Exception

NET-04.1

[Mechanisms exist to configure firewall and router configurations to deny
Inetwork traffic by default and allow network traffic by exception (e.g.,
ldeny all, permit by exception).

la assets.
A onnections to the OT retwork are deried by defaule UnTess explicy
Jallowed (e.g., by IP address and port) for specific system functionality.
INecessary communications paths between the IT and OT networks must
lpass through an intermediary, such as a properly configured firewall,
lbastion host, “jumy or a demilitarized zone, which is closely
Imonitored, captures network logs, and only allows connections from

2F Network Segmentation

[Reduce th likeihood of threat actors accessing the OT
Inetwork after compromising the IT network.

Functional

Intersects With

Network Segmentation
(macrosegementation)

NET-06

[Mechanisms exist to ensure network architecture tilizes network
[segmentation to isolate Technology Assets, Applications and/or Services.
((TAAS) to protect from other network resources.

v s
JAll connections to the OT etwork are denfed by default unless explicitly

Ipass through an intermediary, s properly configured firewal

lbastion host, “jump box,” or a demilitarized zone, which is closely

Imonitored, captures network logs, and only allows connections from
rove

Detection of Uy

lprotect from automated,

Functional

Intersects With

System Hardening Through
Baseline Configurations

CFG-02

[Mechanisms exist to develop, document and maintain secure baseline
lconfigurations for Technology Assets, Applications and/or Services (TAAS)
that are consistent with industry-accepted system hardening standards.

stccssh eI A OrgaZaTonS SecuTT
lteam or relevant logging system. Security teams are notified (e.g., by
lan alert) after a specific number of consecutive, unsuccessful login
lattempts in a short period (e.q., five failed attempts in two minutes).
[This alert is logged and stored in the relevant security or ticketing
lsystem for retroactive analysis.

For ITassets, 2 system-enforced policy prevents future logns for the
Jsuspicious account. For example, this could be for some minimum time,
lor until the account is re-enabled by a pnweqea user. This configuration|
is enabled when available on an asset. For example, Windows
lautomatically lock out accounts for 10-minutes after 10 incorrect logins

Detection of Unsuccessful
Login

[Protect organizations from automated, credential-based
k

Functional

Intersects With

System Generated Alerts

MON-0L.4

[Mechanisms exist to generate, monitor, correlate and respond to alerts,
lfrom physical, cybersecurity, data privacy and supply chain activities to
[achieve integrated situational awareness

R 5878 4re Toggea ana sent o am organTZation'S SEEUMTY.
lteam or relevant logging system. Security teams are notified (e.g., by
lan alert) after a specific number of consecutive, unsuccessful login
lattempts in a short period (e.g., five failed attempts in two minutes).
[This alert is logged and stored in the relevant security or ticketing
lsystem for retroactive analysis.

[For IT assets, a system-enforced policy prevents future logins for the
lsuspicious account. For example, this could be for some minimum time,
lor until the account is re-enabled by a privileged user. This configuration|
is enabled when available on an asset. For example, Windows
lautomatically lock out accounts for 10-minutes after 10 incorrect logins

26 Detection of

[protect from automated, credential-based

Login

Functional

Intersects With

Centralized Collection of
Security Event Logs

MON-02

[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
lsimilar automated tool, to support the centralized collection of security-
related event logs.

HRUCBLRI SR e Toggen ana sent o amorgamzaTios secuy |
[team or relevant logging system. Security teams are notified (e.g., by
Jan alert) after a specific number of consecutive, unsuccessful login
Jattempts in a short period (e.g. five failed attempts in two minutes).
IThs alert s logged and stored i the relevant security or ticketing
lsystem for retroactive analysis.

[For IT assets, a system-enforced policy prevents future logins for the
lsuspicious account. For example, this could be for some minimum time,
lor until the account is re-enabled by a privileged user. This configuration|
is enabled when available on an asset. For example, Windows
lautomatically lock out accounts for 10-minutes after 10 incorrect logins

Detection of Uy
L

lprotect from automated,

ogin

Functional

Intersects With

Central Review & Analysis

MON-02.2

[Automated mechanisms exist to centrally collect, review and analyze
laudit records from multiple sources,

2 10:minute neriod
i i dreoygen anosent o amorgantzaTo

lteam or relevant logging system. Security teams are notified (e.g., b
on alet) ater 2 speclfic number o consecutive, unsuccessiul ogin
lattempts in a short period (e.g., five failed a in two minutes).
e lert 4 oaged ond Stored i the relovant sacurty of Hokering
lsystem for retroactive analysis.

Ty

[For IT assets, a system-enforced policy prevents future logins for the
lsuspicious account. For example, this could be for some minimum time,
or untlthe sccount s re-enabled by » prviaged user, This confguration
is enabled when available on an asset. For example, Windows 11 cas
otomatically ock out sccounee for T0-mmures aer 10 meorract lagins

Detection of

[protect from automated, credential-based

Functional

Intersects With

Anomalous Behavior

MON-16

Mecheniams exist o uiize User & Enety Behavior Analyics EBA) andr|
User Activity Moritoing (UAM solutons to detec and respon

[anomalous behavior that could indicate account compromise orather
malicious actvities

A unsdgcé%%%mm
lteam or relevant logging system. Security teams are notified (e.g.

o aert) it o Speci urmberof conseruive, unsuecesstu logh
Jattempts in a short period (e.q., five failed attempts in two minutes)
[This alert is logged and stored in the relevant security or ticketing
[system for retroactive analysis.

For I assets a system-enforced poicy prevents future logns for the
lsuspicious account. mple, this could be imum time,
lor until the account i re.enabied by 2 pnw\eqed ser, Ths configuration
is enabled when available on an asset. For example, Wi

jautomatically ock out accourts for 10-minutes afte 10 incorrect ogins

Phishing-Resistant
2H Multifactor Authentication
(MFA)

Jadd s crtca,acitonal layer o security to pratect assets
laccounts whose credentials have been compromiset

Functional

Intersects With

System Hardening Through
Baseline Configurations

CFG-02

[Mechanisms exist to develop, document and maintain secure baseline
lconfigurations for Technology Assets, Applications and/or Services (TAAS)
that are consistent with industry-accepted system hardening standards.

jvailable method for that assst sss below for scope) MEA options.
reed by strength,high to low, are as follow:

or

bl ey ractricare () baced - See CISA guidance
in"Resources”);

[2. If such hardware-based MFA is not available, then mobile app-based
ot tokens (preferably push natification with nurmber Mmatching) or
lemerging technology such as FIDO passkeys are used;

3. MFA via short message service (SMS) or voice only used when no
lother options are possible.

IT: All IT accounts leverage MFA to access organizational resources.
Prioritize accounts with highest risk, such as privileged administrative
laccounts for key IT systems.

|OT: Within OT environments, MFA is enabled on all accounts and
lsystems that can be accessed remotely, including vendors/maintenance
[accounts, remotely accessible user and engineering workstations, and

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE #

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

STR
Relationship

CISA Cybersecurity Performance Goals (CPGs)

SCF Control

Secure Controls Framework (SCF)
ntrol Description

Rmammmn
(optional
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Notes (optional)

[Automated mechanisms exst to enforce Ml Factor Autherticaton (HFA) [ovaiiabie method for that asset (see below 1 o scope). MFA options
2} Remote network access sored by strengtn, high to low, are s fllow:
" - sen 1 or
(2) Third-party Technology Assets, Applications and/or Services (TAAS); e e (P P amt 1R o
’ in"Resources");
e ase o Critical TAAS that store, transmit andjor process 2. Ifsuch haraware-basea MFA s not avalable, then mobile g based
velregulated data
Jsoft tokens (preferably push notification with number matching) or
phishing Resistant lemerging technology such as FIDO passkeys are used;
: IAdd a critical, additional layer of security to protect assets Multi-Factor Authentication y [3. MFA via short message service (SMS) or voice only used when no
2H Mulifactor fRulhentication laccounts whose credentials have been compromised Functional | Intersects With (MFA) 1ac-06 lother options are possible
IT: All IT accounts leverage MFA to access organizational resources
[rioritize accounts with highest risk, such as privileged administrative
laccounts for key IT systems.
|OT: Within OT environments, MFA is enabled on all accounts and
lsystems that can be accessed remotely, including vendors/maintenance
laccounts, remotely accessible user and engineering workstations, and
exist to faciiitate the of security workforce FfessaRAtETtra oS oram mpToyees and
ldevelopment and awareness controls. [contractors that cover basic security concepts, such as phishing,
lbusiness email compromise, basic operational security, password
lorganizational users learn and perform more secure Cybersecurity & Data y ecurity, etc., as well as foster an internal culture of security and cyber
21 Basic Cybersecurity Training [Ordanizat Functional subsetor |, Cybersecury &bate | saTo1 10 [recurity, ot
INew employees receive initial cybersecurity training within 10 days of
p ]
[Mechanisms exist to provide all employees and contractors appropriate [At least annual trainings for all organizational employees an
[awareness education and training that is relevant for their job function. [contractors that cover basic security concepts, such as phishing,
Cybersecurity & Data usiness email compromise, basic operational security, password
2 Basic Cybersecurly Traning Ofganizationalusers earn and perform more secure Functional | Intersects With | pmert ot saT-02 5 securiy, etc. a5 well a foser an internal culture of scurity and cyber
Training
INew employees receive initial cybersecurity training within 10 days of
lon i
[Mechanisms exist to provide role-based cybersecurity and data JAC least anfival Erainings for ail organizational employees a
lprotection-related training: contractors that cover basic secunty concepts, such 3s phishing,
o conal users | @ pert Role-Based Gy ye (1) Before authorizing access to the system or performing assigned pusiness email compromise, basic operational securty. password
rganizational users leain and perform more secure ole-Based Cybersecurity duties Securty, etc. a5 wel s foster an internal cuture of security and cyber
21 Basic Cybersecurity Trainin Functional | Intersects With SAT-03 4 H
Y Y loehavi Data Protection Training (2) When required by system changes; and lawareness.
(3) Annually thereafter.
INew employees receive initial cybersecurity training within 10 days of
i I ]
[Mechanisms exist to provide role-based cybersecurity and data protection [At feast annual trainings for all organizational employees ant
lawareness training that is current and relevant to the cyber threats that [contractors that cover basic security concepts, such as phishing,
o donat s et lusers might encounter in day-to-day business operations. business emai compromse, basic operatonal securly, passwiord
. rganizational users learn and perform more secure i y ecurity, etc., as well as foster an internal culture of security and cyber
21 Basic Cybersecurity Training [Or9anizet Functional | Intersects With | Cyber Threat Environment |  SAT-03.6 H [pecurity, &t
INew employees receive initial cybersecurity training within 10 days of
lonboarding and recurring training on at least an annual bas
echaniams Xt o provde rolebased cybersecurty and data
lprotection-related trai n addition to basic cyb
rsonn nsible for securin receiv i it ic cybersecurity training, personnel who maintain or
21 OT Cybersecuity Training [7orsonnel espensile forsecuring OF assets received Functional | Itersects with | ROe:825¢9 Cybersecurty & g5 |{1) Befor cuthariing acces o the system or performing asigned s cure O 3 prt f et rgulr dute eceue O specifc
P V! Y 9 les; |eybersecurity training on at least an annual basi
(2) When required by system changes; and
(3) Annually th
Machantsam? exist ta corporate VEndor speciic Securty Taiing In i 3aition to basic cybersecurity fraining, personnel who maintain or
[Personnel responsible for securing OT assets received Vendor Cybersecurity & Datal
2) OT Cybersecurity Training ¥ Functional | Intersects With SAT-03.4  |support of new technology initiatives. s [secure OT as part of their regular duties receive OT-specific
lspecialized OT-focused cybersecurity training Protection Training e O e Pt of thelr regular duties rec
[Mechanisms exist to provide specific training for privileged users to [In addition to basic cybersecurity training, personnel Whﬂ ma‘"m‘" or
nnel responsible for securing OT assets receivi
2) OT Cybersecurity Training /S50l esponsivi fo securing OT assets received Functional | Intersects With Privileged Users SAT-03.5 ensure privileged users understand her unique roles and responsiiltes B seure OTas par f el rulr dtiesreceive O spe
aining on at least an annual
[Mechanisms exist to develop, document and maintain secure baseline lProperly configured and up-to-date secure socker Tayer (SSL) / transport
lconfigurations for Technology Assets, Applications and/or Services (TAAS) layer securly {TLS) s utiied £ potect gata i tranit,when technically
that are consistent with industry-accepted system hardening standards. lfeasible. Organizations should also plan to identify
o ek ancypian. update thase 1o suffclenty chony sigorthime. and
[Effective encryption deployed to maintain confidentiality of System Hardening Through y f
2 strang and Agile Encryption e & O e o ot Functional | Intersects With | {1510 Hateerin Thious cFG-02 H |consider managing implications of post-quantum cryptography.
|oT: To minimize the impact to latency and availability, encryption is
lused when feasible, usually for OT communications connecting with
remote/external assets.
exist to review and update baseline configurations: lProperly configured and up-to-date secure socket layer (SL) / transport
(1) At least annually; layer security (TLS) is utilized to protect data in transit, when technically
g; m‘e" :ﬂl’“"eg due to 50, ¢ instalat " a [feasible. Organizations should also plan to identify any use of outdated
art of system component nstallations and upgrades Jor weak encryption,update these (o suffcenty strong agorhims, and
2k Strang and Agte Encryption [1SCUe encrypton deployed to malntan confdentiity o | runcional | ntersects with | Reviews & Updates | Cro.02.1 s Consrder managing IMplcations of post-quantum cryptograph;
To minimize the impact to latency and availability, encryption is
[ when feasie: Usualy for OF commoricatiot conmecing with
remote/external assets.
exist to facilitate the [Properly configured and up-to-date secure socket layer (SSL) / transport
|protections controls using known public standards aﬂd trusted layer security (TLS) is utilized to protect data in transit, when technically
lcryptographic technologies. ffeasible. Organizations should also plan to identify any use of outdated
lor weak encryption, update these to sufficiently strong algorithims, and
2k Strang and AgteEncryption [1SCUe Encypton deployed to malntan condenilty of | puncuonal | sussetor | UseOfCptonraBMie | ey 10 Consrder managing IMplcations of post-quantum cryptography.
|oT: To minimize the impact to latency and availability, encryption is
lused when feasible, usually for OT communications connecting with
remote/external assets.
[Cryptographic mechanisms exist to protect the confdentiaiity of data lProperly configured and up-to-date secure socket layer (SL) / transport
lbeing transmitted Iayer security (TLS) is utlized to protect da i transt, when technically
[feasible. Organizations should also plan to identify any use of outdate
o ek ancypian. update thase 1o sufclenty chony Sigorthime. and
2k Strang and Agte Encryption [1SCUe Encryplion deployed to malntan condentilty o | runcuonal | intersects it [Transmission Confdentaiy | CRv-03 s Consrder managing IMplcations o post-quantum cryptograph;
|oT: To minimize the impact to latency and availability, encryption is
lused when feasible, usually for OT communications connecting with
remote/external assets.
[Cryptographic mechanisms exist to protect the integrity of data being lProperly configured and up-to-date secure socket layer (SL) / transport
{transmitted. layer security (TLS) is utilized to protect data in transit, when technically|
ffeasible. Organizations should also plan to identify any use of outdated
Jor weak encryption,update these to sufficenty strong agorhims, and
2k Strang and Agte Encryption [1SCUe Encyplion deployedto malntan condentilty of | puncuonal | ntersects itn | Transmission ntegrty | CRY-04 s Consider managing Implcations o post-quantum cryptograph;
To minimize the impact to latency and availability, encryption is
[ when feastie: Usialy for OF commoricationt conmecing with
remote/external assets.
[Cryptographic mechanisms exist to prevent unauthorized disclosure of lProperly configured and up-to-date secure socket layer (SSL) / transport
(data at rest. layer security (TLS) is utilized to protect data in transit, when technically|
ffeasible. Organizations should also plan to identify any use of outdated
lor weak encryption, update these to sufficiently strong algorithims, and
2k Strang and Agte Encryption [1SCUe Encrypton deployed to malntan confdentilty of | puncuonal | ntersects itn | Encrypting Dota AtRest | CRv0 s Consider managing MpIcations o post-quantum cryptography.
|oT: To minimize the impact to latency and availability, encryption is
lused when feasible, usually for OT communications connecting with
remote/external assets.
[Mechanisms exist to conduct ongoing *technical debt” reviews of lProperly configured and up-to-date secure socket layer (SL) / transport
[hardware and software technologies to remediate outdated and/or layer security (TLS) is utilized to Woten data in transit, when tecnmcal\y
lunsupported technologies. [feasible. Organizations should also plan to identify any use of outdate
lor weak encr s s utficonty Svan Srgorme. and
2k Strang and Agte Encryption [1SCUve encryplon depleyed to malntan confdentiaity o | cuncronal | ntersects with | Techricol Debt Reviews | SEA02.3 s Consider managing IMplcations o post-quantum cryptography.
|oT: To minimize the impact to latency and availability, encryption is
d when feasible, usually for OT communications connecting with
remote/external assets.
Sxist o faciitate the o Gata protection [Sensiive data Trcudig Craqentals, ar ot Scored 1 et
lcontrols. nywhere in the organization and can only be accessed by
2L Secure Sensitive Data  |Protect sensitive information from unauthorized access. Functional Subset Of Data Protection DCH-01 10 Domencatad and Sothorsed seers. Cradamiats e siored i a secure
Imanner, such as with a credential/password manager or vault, or other
i
[Mechanisms exst to protect sensitive/regulated data wherever It is stored
2L Secure Sensitive Data  |Protect sensitive information from unauthorized access. Functional | Intersects with | SenSitive/ Regulated Data | - ey g H Users. Credentiars are stored n a secure
Imanner, such as with a credential/password manager or vault, or other
rivileged account management solution.
[Mechanisms exist to explicitly define authorizations for specific indviduals [Sensitive data, including credentials, are ot Stored I pIaTEExt
Defining Access landor roles for logical and /or physical access to sensitive/regulated data, [anywhere in the organization and can only be accessed by
2L Secure Sensitive Data  [Protect sensitive information from unauthorized access. Functional | Intersects With Authorizations for DCH-01.4 5 lauthenticated and authorized users. Credentials are stored in a secure
Sensitive/Regulated Data Imanner, such as with a credential/password manager or vault, or other
ivileged account management solution.
[Mechanisms exist to ensure data and assets are categorized in [Sensitive data, including credentials, are ot Stored I PIATEEXE
laccordance with applicable statutory, regulatory and contractual lanywhere in the organization and can only be accessed by
2L Secure Sensitive Data  [Protect sensitive information from unauthorized access. Functional | Intersects With | Data & Asset Classification | ~ DCH-02 [requirements. s [uthenticated and authorized users. Credentiars are stored n a secure
Imanner, such as with a credential/password manager or vault, or other
75t to Control and restrict access to digital and non-digital
media to autnorized Indiiduals here in the organization and can on|
2L Secure Sensitive Data  [Protect sensitive information from unauthorized access. Functional | Intersects With Media Access DCH-03 H e anticoted ond autherzed vsers. Cradantars are sored ina secure
with a credential/password manager or vault, or other
rivilegéd account management solution
‘exist to facilitate the of and [Sensitive date, Including credentials, are ROt Stored In PIATATEXt
\dentity & Access laccess management controls. lanywhere in the organization and can only be accessed by
2L Secure Sensitive Data  |Protect sensitive information from unauthorized access. Functional Subset Of Mo o 1ac01 10 lauthenticated and authorized users. Credentials are stored in a secure
o Imanner, such as with a credential/password manager or vault, or other
rivilegéd account managem: i
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for [Sensitive data, including credentials, are ot Stored n plaiAtext
Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict lanywhere in the organization and can only be accessed by
2L Secure Sensitive Data  [Protect sensitive information from unauthorized access. Functional | Intersects With e IAC08 [access to individuals assigned specific roles with legitimate business B lauthenticated and authorized users. Credentials are stored in a secure
Ineeds. Imanner, such as with a credentialjpassword manager or vaut, or other
rivileged account manage lution
Mechanisms exist to [Sensitive data ncluding credentlts, re for tored T pamiext
(1) Securely manage authenticators for users and devices; and lanywhere in the organization and can only be accessed by
2L Secure Sensitive Data  [Protect sensitive information from unauthorized access. Functional | Intersects With | Authenticator Management | 1AC-10  |(2) Ensure the strength of authentication is appropriate to the 5 Slihenticated and authorized users. Credemtirs are stored n a secure
lassification of the data being accessed. menner, such as with a credential/passwiord manager or vaul, or other
ivile unt m ent solutior
[Mechanisms exist to enforce complexity, length and lfespan R e e Lot STored T pAIFEGST
password-Based lconsiderations to ensure strong criteria for password-based lanywhere in the organization and can only be accessed by
2L Secure Sensitive Data  [Protect sensitive information from unauthorized access. Functional | Intersects With P 1AC-10.1  [authentication. 5 lauthenticated and authorized users. Credentials are stored in a secure
Imanner, such as with a credential/password manager or vault, or other
wile t solution.
[Mechanisms exist o protect and store passwords via a password manager | [Sensitive data. ing credentials, are ot Stored In pIaIRtext
Jtool. e In he argansation and ¢an only s secected b
2L Secure Sensitive Data  [Protect sensitive information from unauthorized access. Functional | Intersects With | Password Managers 1AC-10.11 5 lauthenticated and authorized users. Credentials are stored in a secure
Imanner, such as with a credentialipassword manager or vault, or other
orivileged accou ent solution,
Mecharisns exst fo protect the confGentialty, Integrity and avaiabilty [On all corporate email infrastructure (1) STARTTLS Ts enabled,
of electronic messaging communicati [sender Policy Framework (SPF) and DomainKeys Identified Mail (DKIM)
[Reduce risk from common email-based threats, such as g enabled, and (3) Domainbased Message Authentication, Reporting,
M Email Security lspoofing, phishing, and interception Functional | Intersects With | - Electronic Messaging NET-13 s land Conformance (DMARC) is enabled and set to “reject.” For further
lexamples and information, see CISAs past guidance for federal
lagenci
exist to validate the legitimacy of email communications T
through configuring Naming Service (DNS) Sender Polic [Senier Paley Framework SPF) aneDomainkeys dentined Ml (DKIM)
[Reduce risk from common email-based threats, such as Sender Policy Framework g [Framework (SPF) record to specify the IP addresses and/or hostnames that lare enabled, and (3) Domainbased Message Authentication, Reporting,
M Email Security lspoofing, phishing, and interception. Functional | Intersects With (5PF) NET10:3 e authorized to send email from the specified domain s land Conformance (DMARC) is enabled and set to “reject.” For further
Jeremples and nformaion, see CISA's past guidance fo federal
nisms exist to force NG network traffic through a prox (Bhall corporate ermal TI) STARTTLS s enabled,
ldevice (e.g., Policy Enforcement Point (PEP)) for URL content filtering and [sender Py Fromewark (S9F) and Domainkeys dentifed Mai oy
Reduce is from common emalbased threats,such as 18 [DNS filtering to limit a user's ability to connect to dangerous or prohibited ore enabled, and (3) Pomanbased Hessage Authentication, Reportng.
2m Email Security Eoofing, phisning. and mtercaptio Functional | Intersects With | DNS & Content Filtering NET-1g  [DNS filtering 5 e I e o e et Sropon poring
rampies and mformation, see CIons past qudance fo feciral
lagencies.
[Mechanisms exist to develop, document and maintain secure baseline [A system-enforced policy that disables Microsoft Office macros, or
educe the risk from embedded macros and similar )
System Hardening Through lconfigurations for Technology Assets, Applications and/or Services (TAAS) simiar embedced code, by default on ol devices. It macros must be
2N Disable Macros by Default[executiv mmon and highly effective threat actor | Functional | Intersects With £G-02 .
sable Macros by Default lexecutive code, a common and highly effective threat actor unctional ersects Baseline Configurations CFG-02 Lot are consistent with industry-accepted system hardening standards. s lenabled in specific circumstances, there is a policy for authorized users
lto request that macros are enabled on specific assets.
[Reduce the risk from embedded macros and similar echarlems exist 10 adress moble code  operating system ndependent e enforeed poly et deatles Mioeer O acree o1
2N Disable Macros by Default.fexutive code, & common and ighiy effctve threat actor | Functional | Intersects With Mobile Code END-10 5 [Enabied n speciit crcumaneaa (e o poticy for Buthorieed uaers
lto request that macros are enabled on specific assets.
exist to facilitate the of [Organizations maintain accurate documentation describing the baseline
Document Device |More efficiently and effectively manage, respond to, and Configurat controls. current configuration details of all critical IT and OT assets to
20 Ut Deve Irecover from cyberattacks against the organization and Functional Subset Of fion Man cFG-01 10 ffacilitate more effective vulnerability management and response and
9 Imaintain service continuity. o very activities. Periodic reviews and updates are performed and
jtracked on a recurring basis.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE #

FDE Name

Document Device
Configurations

Focal Document Element (FDE) Description

[More efficiently and effectively manage, respond to, and
[recover from cyberattacks against the organization and
[maintain service continuity

STRM
Rationale

Functional

STR
Relationship

Intersects With

CISA Cybersecurity Performance Goals (CPGs)

SCF Control

System Hardening Through
Baseline Configurations

SCF #

CFG-02

Secure Controls Framework (SCF)
ontrol Description

[Mechanisms exist to develop, document and maintain secure baseline

for Technology Assets, Applications and/or Services (TAAS)
[that are consistent with industry-accepted system hardening standards.

Rsmmmmn

version 2026.1
03/27/2026

Notes (optional)

[Organizations maintain accurate documentation describing the baseline
Jand current configuration detais ofal critical T and OT assets to
ffacilitate more effective vulnerability management and response and
recovery activies. Periodic reviews and updates e pertormad and

in

Document Device
Configurations

[More efficiently and effectively manage, respond to, and
lrecover from cyberattacks against the organization and
Imaintain service continuity.

Functional

Intersects With

Reviews & Updates

CFG-02.1

[Mechanisms exist o eview and update baseline configurations
(1) At least annual

{3) When required due

3) s part of system componant Instalations and upgrades

Gocumentatio aseline
land current configuration details of all critical w ar\d OF et s
lfacilitate more effective vulner: and response and
recovery actiities. Periodic reiews and updates are performed and
ltracked on a recurrin

Document Device
Configurations

[More efficiently and effectively manage, respond to, and
lrecover from cyberattacks against the organization and
|maintain service continuity.

Functional

Intersects With

Approved Configuration
Deviations

CFG-02.7

Mechanisms exis fo document, assess sk and approve o deny
ldeviations to standardized configuration:

forganizations maintain accurate GocUmentation describing the baseline
land current configuration details of all critical IT and OT assets to
[facilitate more effective vulnerability management and response and
recovery activities. Periodic reviews and updates are performed and
ftracked on a recurring basis.

IDocument Network Topology|

[More efficiently and effectively respond to cyberattacks and
Imaintain service continuty.

Functional

Intersects With

Network Diagrams & Data
Flow Diagrams (DFDs)

AST-04

[Mechanisms exist to maintain network architecture diagrams that
(1) Contain suficient detail to assess the security ofthe network's
larchitec

2) Reflect the current architecture of the network environment; and
12 Document o

(Organizations maintain accurate documentation describing updated
Inetwork topology and relevant information across all
etworks.eroblc revians and ubdates ahou e pertormes and
ltracked on a recurring basis.

IDocument Network Topology|

[More efficiently and effectively respond to cyberattacks and
|maintain service continuity.

Functional

Intersects With

Control Applicability
Boundary Graphical
Representation

AST-04.2

dst to ensure control applicability s appropri
determined for Technalogy Assets, Applications andior rvced irans)
land third parties by graphically representing applicable boundaries.

Tantain accurate Gescribing updated
Inetwork topology and relevant information across all IT and OT
Inetworks. Periodic reviews and updates should be performed and

Hardware and Software
Approval Process

[Increase visibility into deployed technology assets and
educe thefikelinood of breach by users istaling
|unapproved hardware, firmware, or softw:

Functional

Subset Of

Configuration Management
Program

CFG-01

Xist to facilitate the of

E
Imanagement controls.

ltracked on a recurring basis.
Treplement 2 adminSrativé policy or SUTomated process That requies |
lapproval before new hardware, firmware, or software/software version is|
installed or deployed. Organizations maintan a iknformed allowist of
lapproved hardware, firmware  that includes specifcation
o abproved versions, when techmically feasible. For OT a

Checlically, thase acions Should a0 e algned with defned change

Hardware and Software
Approval Process

lIncrease visibility into deployed technology assets and
lreduce the likelihood of breach by users installing
lunapproved hardware, firmware, or software.

Functional

Intersects With

User-Installed Software

CFG-05

Mechanisms exis f restict the abillty of non-prvieged users o nstal
lunauthorized softw;

lcontrol and testing activities.

implement an administrative poTEy oF SUFGTATEd process Ehat Fequlres |

lapproval before new hardware, firmware, or software/software version is|

installed or deployed. Organizations maintain a risk-informed allowlist of

lpproved hardware, fimiare, and sotware that Includes specifiction
rsions, when technically feasible. For OT a

spemﬁtaHy, thace acions should a1 be aigned with defned change

Hardware and Software
Approval Process

lIncrease visibility into deployed technology assets and
Ireduce the likelihood of breach by users installing
|unapproved hardware, firmware, or software.

Functional

Intersects With

Restrct Rles Permitied To
install Software

CFG-05.2

[Mechanisms exist to configure systems to prevent the installation of
[software, unless the action is performed by a privileged user or service.

leppravel before new hardware, firmuare, o softwareisoftware verslon I
installed or deployed. Organizations maintain a risk- allowist of
laporoved haraware, fimware, and software that clncen s specification
f approved versions, when technically feasible. For OT

Checically, thase acions Sheuld a0 e algned with defned change

Hardware and Software
Approval Process

fIncrease visibility into deployed technology assets and
Ireduce the likelihood of breach by users installing
|unapproved hardware, firmware, or software.

Functional

Subset O

Change Management
Program

CHG-01

‘exist to facilitate the
Imanagement program.

ofa change

lcontrol and testing activities.

implement an administrative poTEy oF SUFGTATed proEess Ehat Fequlres |
lapproval before new hardware, firmware, or software/software version is|

talled or deployed, Organiztions maintain a iskinformed allowist of
ppro e, firmware, and software that includes specificatior

oF Spproved versions, when technically feaslble. For OT assets

lspecifically, these actions should also be aligned with defined change

Hardware and Software
Approval Process

lIncrease visibility into deployed technology assets and
Ireduce the likelihood of breach by users installing
|unapproved hardware, firmware, or software.

Functional

Subset Of

Information Assurance (1A)
erations

1A0-01

exist to facilitate the and

ldata protection assessment and authorization oo

lcontrol and testing activities.
}T_Yﬁj—r—n—W[—p 1 an administrative policy or BUToMAted process that Tequires.
lapproval before new hardw: muware, or software/software version is|
jntalled o deployed, Organizations maintain a risk informed allowist of
lapproved hardware, firmware, ware tha includes specifiation
o abproved versions, when technically feasible. For O aseet

Chercally thase actions Snould a0 e ahaned with defed change

Hardware and Software
Approval Process

fincrease visibility into deployed technology assets and
Ireduce the likelihood of breach by users installing
|unapproved hardware, firmware, or software.

Functional

Intersects With

Assessments

18002

“exist to formally assess the cybersecurity and data protection
[controls in Technology Assets, Applications and/or Services (TAAS)

intended and producing the desired outcome with respect to meeting
lexpected requirements.

lcontrol and testing activities.
[implément an adrinistrative poTey o SUFGTAed process Ehat Fequlres |
lapproval before new hardware, firmware, or software/software version is|
installed or deployed. Organizations maintain a risk-informed allowlist of
Japproved hardware, iware, and software that ncludes specification
lof approved versions, when technically feasible. For

Checihcally, these actions Snould 810 e ahaned with defmed change

Hardware and Software
Approval Process

lIncrease visibility into deployed technology assets and
Ireduce the likelihood of breach by users installing
|unapproved hardware, firmware, or software.

Functional

Intersects With

Technical Verification

140-06

[Mechanisms exist to perform Information Assurance Program (IAP)
[activities to evaluate the design, implementation and effectiveness of
[technical cybersecurity and data protection controls.

! i 2
T AR e e A ey or awcomaed process Thatreques |
it

Japproval before new hardware, imuare, o software/software version i
installed or deployed. Organizations maintain a risk-informed allowlist of
japproved hardware, fimware, and software that incluges s s speciicaion
lof approved versions, when technically feasible. For OT a

Coercally, thase actions Snould 80 e ahaned with defmed change

Hardware and Software
Approval Process

[Increase visibility into deployed technology assets and
Ireduce the likelihood of breach by users installing
|unapproved hardware, firmware, or software.

Functional

Intersects With

Security Authorization

1A0-07

Mechansms exist to ensure Technology Assets, Applications and/or
[Services (TAAS) are officially authorized prior to "go live" in a production
lenvironment

lcontrol and testing activities.
[implément an agrministrative picy o SUFGTAed process Ehat Fequlres |
lapproval before new hardware, firmware, or software/software version is|
insalled or deployed. Organizations maintan a isk-informed allowst of
Japproved hardware, irnware, and software that ncludes specification
o Spproved versions, when technically feasible. For OT ase
speciically,these actions should also be aigned with ietmed change

System Backups

lorganizations reduce the likelihood and duration of data
lloss at loss of service delivery or operations,

Functional

Intersects With

Data Backups

BCD-11

Mechariams exis o create recurring backups of data, software andior
Isystem images, as well as verify the integrity of these backups, to ensure
[he availabifty of the data to saisty Recovery Time Objectives (RTGS) and
[Recovery Point Objectives (RPOS).

lcontrol and testing actvites
[All systems that are necessary for operations are reguiarly backed up on|

la regular cadence (no less than once per year).

IBackups are stored separately from the source systems and tested on a

g basis, no less than once per year. Stored information for OT
[assets includes at a minimun: configurations, roles, programmable
lcontroller (PLC) logic, engineering drawings, and tools.

System Backups

(Organizatons reduce the ikelinood and duraion of data
lloss at loss of service delivery or operations

Functional

Intersects With

Testing for Reliability &
Integrity

BCD-11.1

[Mechanisms exist to routinely test backups that verify the reliability of the
lbackup process, as well as the integrity and availability of the data.

5 that are fiecessary for operations are regularly backed up on|
la regular cadence (no less than once per year).

[Backups are stored separately from the source systems and tested on a

Irecurring basis, no less than once per year. Stored information for OT

lassets includes at a minimum: configurations, roles, programmable
ntroller (PLC) logic, engineering drawings. and tool:

System Backups

lorganizations reduce the likelihood and duration of data
lloss at loss of service delivery or operations.

Functional

Intersects With

Separate Storage for Critical
Informatio

BCD-112

[Mechanisms exist to store backup Copies of critical software and other
[security-related information in a separate facility or in a fire-rated
[container that is not collocated with the system being backed up.

[All systems that are necessary for operations are regufarly backed up on|
la regular cadence (no less than once per year).

IBackups are stored separately from the source systems and tested on a
recurring basis, no less than once per year. Stored information for OT

s includes at a minimum: configurations, roles, programmable
Controller (L) ioaic, enaineering dravings, 3nd tools

Incident Response (IR) Plans

lorganizations maintain, practice, and update cybersecurity
fincident response plans for relevant threat scenarios.

Functional

Subset Of

Incident Response
Operations

1RO-01

[Mechanisms exist to implement and govern processes and documentation
lto facilitate an organization-wide response capability for cybersecurity and|
ldata protection-related incidents.

[organizations have, malntain, update, and regularly drl IT and O

lcybersecurity incident response plans for

lorganizationally-specific (e.g., by sector, \acamw Hhreat scenarics and
When conducted, tests or drills are as realistic as feasible. IR plans

lare drilled at least annually, and are updated within a risk-informed time|

[frame following the lessons learned portion of any exercise or drill,

Incident Response (IR) Plans

[Organizations maintain, practice, and update cybersecurity
fincident response plans for relevant threat scenarios.

Functional

Intersects With

Incident Handling

1RO-02

[Mechanisms exist to cover:

1) Preparatior

Adtomated ‘event detection or manual incident report intake;
ysi

Eradication; and

Ecses
2
E

(Organizations have, maintain, update, and regulary il T and OT
[cybersecurity incident response plans for both comm
lorganizationally-specifc (6. by sector, Iocalty) threat scenarios and

When conducted, tests or drills are as realistic as feasible. IR plans
lare drilled at least annually, and are updated within a risk-informed time|
rame following the lessons learned portion of any exercise or dril

Incident Response (IR) Plans

(organizatons malntain practice, and updte cybersecurity
fincident response plans for relevant threat scenario:

Functional

Intersects With

incident Response Plan (IRP)

1RO-04

st to maintain and make available a current and viable

Incident Response Plan (IRP) to all stakeholders,

lorganizations have, maintain, update, and regularly drill IT and OT
lcybersecurty ncident respanse plans for both common an
lorganizationally-specific (e.g., by sector, locality) threat scenarios and
imen comtiriad, tous o ete v os reastic o foodible. plans
lare drilled at least annually, and are updated within a risk-informed time|
[frame following the lessons learned portion of any exercise or drill

Incident Response (IR) Plans

maintain, practice, and update cybersecurity
fincident response plans for relevant threat scenarios.

Functional

Intersects With

IRP Update

1RO-04.2

Mechanisms exist to regularly review and modify Incident response
lpractices to incorporate lessons learned, business process changes and
industry developments, as necessary.

[organizations have, maintain, update, and regularly drill IT and OT
[eypersecurity ncident Lresponse plans for both common and

i (e.g., by sector, locality) threat scenarios and
e e comucscn, tous of il are os vealte o foadlle. R pans|
lare drilled at least annually, and are updated within a risk-informed time|
[frame following the lessons learned portion of any exercise or drill

Incident Response (IR) Plans

(organizations malntain practice, and updte cybersecurity
fincident response plans for relevant threat scenari

Functional

Intersects With

Continuous Incident
Response Improvements

1R0-04.3

[Mechanisms exist to use qualitative and quantitative data from incident
response testing

(1) Determine the effectiveness of incident response processes;

(2) Continuously improve incident response processes; and

(3) Provide incident response measures and metrics that are accurate,
lconsistent, and in a reproducible format,

[Organizations have, maintain, update, and regularly drill IT and OT
leybersecurty ncident espanse plasforboth common and
lorganizationally-specific (e. ector, locality) threat scenarios an
When conducted, tosts or il are as realistic a8 feasibie. IR p\ans
lare dilled at least annually, and are updated within a risk-informed time|
[frame following the lessons learned portion of any exercise or drill

Incident Response (IR) Plans

[Organizations maintain, practice, and update cybersecurity
fincident response plans for relevant threat scenarios.

Functional

Intersects With

Incident Response Testing

1RO-06

[Mechanisms exist to formally test incident response capabilities through
realistic exercises to determine the operational effectiveness of those
lcapabilities.

(Organizations have, maintain, update, and regulary il T and OT
ersecurity ncident resporse plans for
lorganizationally-specific (e. cector, localty) threat Seenarios and
e comucacn, toas or il re os Tealte o foadlle. I pans
lare drilled at least annually, and are updated within a risk-informed time|
lframe muowmg the lessons learned portion of any exercise or drill

Log Collection

Jichieve better visbilty to detect and effectivly respond to
levberattac

Functional

Subset Of

Continuous Monitoring

MON-01

‘exist to facilitate the of a

Imonitoring controls.

- and securityTocused 10gs (e.., IntrUsion detection
Eystems/intrasion prevention systems, frewall data oss prevention,
[virtual private network) are collected and stored for use in both
ldetection and incident response activities (e.q., forensics). Security
lteams are notified when a critical log source is disabled, such as
[Windows Event Logging

|OT: For OT assets where logs are non-standard or not available, network
ltraffic and communications between those assets and other assets is

Log Collection

Jichieve better visibilty to detect and effectivly respond to
leyberattac

Functional

Intersects With

Inbound & Outbound
Communications Traffic

MON-01.3

exist to and outbound
traffic for unusual or activities or

lconditions.

\Ccess- and secuy-Tocused 1ogs (6.4, inErusTon detection
lsystems/intrusion prevention systems, firewall, data loss prevention,
[virtual private network) are collected and stored for use in both
detection and Incdent response activites (e.g, forensics). Security
lteams are n: en a critical log source is disabled, such as
Windows Event Logging.

|OT: For OT assets where logs are non-standard or not available, network
ltraffic and communications between those assets and other assets is

Log Collection

|Achieve better visibility to detect and effectively respond to
leyberattacks.

Functional

Intersects With

System Generated Alerts

MON-01.4

[Mechanisms exist to generate, monitor, correlate and respond to alerts,
lfrom physical, cybersecurity, data privacy and supply chain activities to
[achieve integrated situational awareness

RS sz Tocusea Togs e T detecEa
lsystems/intrusion prevention systems, firewall, data loss prevention,
[virtual private network) are collected and stored for use in both
|detection and incident response activities (e.q., forensics). Security
lteams are notified when a critical log source s disabled, such as
IWindows Event Logging.

|OT: For OT assets where logs are non-standard or not available, network
ltraffic and communications between those assets and other assets is

Log Collection

Jichieve better visbilty to detect and effectivly respond to
leyberattac

Functional

Intersects With

Security Event Monitoring

MON-01.8

[Mechanisms exist to review event logs on an ongoing basis and escalate
incidents in accordance with established timelines and procedures.

RS szt Tocused Togs (e T detecEon
systemsfntrusion prevertion systems, firewall data oss prevention,
[virtual private network) are collected and stored for use in bott
Kietection and Incident responss actviles (6.6, forenscs) Secur\!y
lteams are notified when a critical log source is disabled, such as
[Windows Event Logging

|OT: For OT assets where logs are non-standard or not available, network
ltraffic and communications between those assets and other assets is

Log Collection

Jichieve better visibilty to detect and effectivly respond to
leyberattac

Functional

Intersects With

Automated Alerts

MON-01.12

[Mechanisms exist to automatically alert incident response personn
inappropriate or anomalous activities that have potential security ncident
implications.

\Ccess- and securly-Tocused Togs (e.g., TirusTon detection
lsystems/intrusion prevention systems, firewall, data loss prevention,
[virtual private network) are collected and stored for use in both
|detection and incident response activities (e.q., forensics). Security
fteams are notified when a critical log source s disabled, such as
[Windows Event Logging

|OT: For OT assets where logs are non-standard or not available, network
ltraffic and communications between those assets and other assets is

Log Collection

|Achieve better visibility to detect and effectively respond to
leyberattacks.

Functional

Intersects With

Centralized Collection of
Security Event Logs

MON-02

[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
similar automated tool, to support the centralized collection of security-
related event logs.

RS rsaeamty Tocused Togs (e TtrasTon detecton
lsystems/intrusion prevention systems, firewall, data loss prevention,
|virtual private network) are collected and stored for use in both
|detection and incident response activities (e.q., forensics). Security
eams are notified when a critical log source is disabled, such as
IWindows Event Logging.

|OT: For OT assets where logs are non-standard or not available, network
ftraffic and communications between those assets and other assets is.

Log Collection

Jichieve better visibilty to detect and effectivly respond to
leyberattac

Functional

Intersects With

Correlate Monitoring
Information

MON-02.1

[Automated mechanisms exist to correlate both technical and non:
ltechnical information from across the enterprise by a Security Incident
[Event Manager (SIEM) or similar automated tool, to enhance organization-
\wide situational awareness.

B e ety Tocusea Togs (e TtrasTon detectiom
systemsintrusion prevention systems firewall data oss prevention,
[virtual private network) are collected and stored for use i

lietection and Incldent response activities (6.0, forensics), Se:umy
lteams are notified when a critical log source is disabled, such as
[Windows Event Logging

|OT: For OT assets where logs are non-standard or not available, network
ltraffic and communications between those assets and other assets is
llected
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|Automated mechanisms exist to centrally collect, review and analyze
Jaudit records from multiple sources.
on lAchieve better visibilty to detect and effectively respond to | g | ' il Review & Analys: tified when a critical log source is disabled, such a
2T Log Collectio [inieve bete Functional | Intersects With | Central Review & Analysis | MON-02.2 5 oams o oted when
lOT: For OT assets where logs are non-standard or ot available, network
Jraffic and communications between those assets and other assets is
d
[omated mecharer: it T egrte e srayr o su ecords £ S secuity-Toeused Togs (e:5, INTFUSIon detection
lwith analysis of vulnerabilty scanners, network performance, sy: ystems/intrasion prevention systems, irewall, data 1oss preventon.
o Rorng and Siher SoUTEas to et anhanc the amily t HontHy Jvirtual private network) are collected and stored for use i
inappropriate or unusual actvity etection and ncont reaponse scawites (0. forenacs) Secuity
. cieve beter iy todetectand efecively rspond to . th | Integration of Scanning & lteams are notified when a critical log source is disabled, such as
2T Log Collection leyberattac Functional | Intersects With |otpor vionitoring Information| MON02:3 s [Windows Event Logging
lOT: For OT assets where logs are non-standard or ot available, network
traffic and communications between those assets and other assets is
Mechanisms exist to alert appropriate personmelin the event of a1og a5t S securTty-Tocused Togs e.g-, INTUSIon Getection
rocessing failore and take actians to femedy the disruption lsystemsfintrusion prevention systems, firewall,data loss prevention,
lirtual private network) are collected and stored for use in both
ldetection and incident response activities (e.q., forensics). Security
’ Pchieve bettr visbilty to detectand effectively respond to . i | Response To Event Log lteams are notified when a critical log source is disabled, such as
2T Log Collection leyberattac Functional | Intersects With | Tprocossing Failures MON-05 s [Windows Event Logains
T: For OT assets where logs are non-standard or not available, network
Jraffic and communications between those assets and other assets is
[Mechanisms exist fo protect event logs and audTt tools from unauthorized [Cogs are Stored T 3 central system, such a5 a secury Tnformation and
lorganizations’ security logs are protected from 08 |pccess, modification and deletion. levent management tool or central database, and can only be accessed
2v Secure Log Storage {2y horized access and tampering. Functional | Intersects With | Protection of Event Logs | MON-08 s lor modified by authorized and authenticated users. Logs are stored for a|
lduration informed by risk or pertinent requlatory guidelines;
Event Log Backup on Mechanisms exist to back p event Iogs onto a physically different system [ogs are stored In a Central System, such as a security information and
lorganizations’ security logs are protected from 08,1 |or system component than the Security Incident Event Manager (SIEM) or levent management tool or central database, and can only be accessed
20 secure Log Strage 00 et Functonal | Interscts Wit | Separate Pysical Systems /| MON0B.1 |0 T oAt s e mehonea e e cre o s oo
P lduration informed by risk or pertinent requlatory guidelines;
Mechanisms exist to restrict access to the management of event 1ogs to Logs e stored i o conralsystem, Sich o Secrty iormaionan
lorganizations’ security logs are protected from ’ Access by Subset of 08,2 |Privileged users with a specific business need levent management tool or central database, and can only be accesse
2u Secure Log Storage {2 thorized access and tampering. Functional | Intersects With Privileged Users MON-08.2 s lor modified by autharized and authenticated users Logs are stored e
lduration informed by riskc or pertinent requiatory uideline:
Fechanisms et rean event 1o o3 Ume period conaisent i logs are stored n a cei e, Such 55 o securlty Information and
lorganizations’ security logs are protected from . i records retention requirements to provide support for after- levent management tool or central database, and can only be accessed
2u Secure Log Storage vz thorized access and tampering Functional | Intersects With | - Event Log Retention MON 10 igations of security ncidents and to mee statutory, reguiatory and s Jor modified by authorized and authenticated users. Logs are stored for a
ontractual retention lduration informed by risk or pertinent requiatory quidelines;
[Mechanisms exist to develop. document and maintain secure baseline FGanIZations martain Dolicles and processes to ensure
lconfigurations for Technology Assets, Applications and/or Services (TAAS) unauthorized media and hardware are not connected to IT
[that are consistent with industry-accepted system hardening standards. b Sesv 5“;" RDY limiting use of USB devices and removzb\e '"9‘1‘3 or
isabling AutoRun.
v Prohibit Connection of  [Prevent malicious actors from achieving initial access or runctional | Intersects witn | Svstem Hardening Through | cc o> S
Unauthorized Devices  |data exfitration via unauthorized portable media devices. Baseline Configurations
lOT: When feasible, establish procedures to remove, disable, or
Jotherwise secure physical ports to prevent the connection of
nauthorized devices or establish procedures for granting access
hrough aporoved excentions |
[Mechanisms exist to restrict removable media in accordance with data [07Ga2ations mahtain polic1eS NG ProCEsSes [o Ensure That
handiing and acceptable usage parameters nathorized media and hardware are not connected to IT and OT
Jassets, such as by limiting use of US devices and removable media or
[disabling AutoRun.
Prohibit Connection of  [Prevent malicious actors from achieving initial access or
2y Functional | Intersects With | Removable Media Security |  DCH-12 5
Unauthorized Devices  |data exfitration via unauthorized portable media devices. loT: When feasible, establish procedures to remove, disable, or
Jotherwise secure physical ports to prevent the connection of
unauthorized devices or establish procedures for granting access
lhrouah aporoved exceptions
[Mechanisms exist fo protect ambedded devices agaimst unauthorized use }H—HLr—(,—,—m—,ima,m fos Martat polcies and processes To ensure T
of the physical factory diagnostic and test interface(s). lunauthorized media and hardware are not connected to IT a
LCcett S o8 by Fraking e o USD dewicer and removlie ediaor
v Prohibit Connection of  [Prevent malicious actors from achieving initial access or Functional | Intersects With | nterface Securiy - S [disabling AutoRun.
Unauthorized Devices  |data exfitration via unauthorized portable media devices. loT. When feasibe, etabiish procedures to remove, disable, or
Jotherwise secure physical ports to prevent the connection of
unauthorized devices or establish procedures for granting access
WMechanisms exist to configure Technology ASsets, Applications andjor JAsse ubic Internet €Xpose 1o Sxplotable services sich a5
Configure Technology IServices (TAAS) utlized In high-risk areas with more restrictive baseline remote feskiop protocol these services must be exposed
No Exploitable Services on [Unauthorized users cannot gain an inital system foothold by . 1t | Assets, Applications and/or y configurations. eppropriate compensating Contral are mplemented to prevent
2w lexploiting known weaknesses in public-facing assets. Functional | Intersects With |cervices (TARS) for High-Risk|  CC 02 s of abuse and exploitation. All unnecessa
Areas Copications and netwrk protocas are fsabled on mernet facing
Jassets
Mechanisms exist to configure systems to provide only essential [ASsets on the pUBIIC Tntermet eXpose o EXpIOTEabIE Services, SUch 35
capabilities by specifically prohibiting or restricting the use of ports, remote desktop protocol. Where these services must be exposed,
No Exploitable Services on sers cannot gain an inital system foothold by| ¢ ' nctionai 05 |protocols, andior services. eppropriate compensating controls ae mplemented o prevent
2w the Internet lexpllting known weaknesses In public-racing assets. Functional | Intersects With | Least Functionality CFG03 s mon forms of abuse and exploitation. All unnecessary
[appications and network protocas are disabled on internet facing
ssets.
[Mechanisms exist to implement and govern Access Control Lists (ACLS) fo et G 7 pUSIC et expose 1o explotable services such o5
provide data flow enforcement that explicitly restrict network traffic to remote desktop protocol. Where these services must be expos
w No Exploitable Services on [Unauthorized users cannot gain an initial system foothold by| ¢ o | Data Flow Enforcement - |\ cr o [anly what Is authorized S Comrapriate compencatig conrols sre malemented t revent
lexploiting known weaknesses in public-facing assets. Access Control Lists (ACLS) [common forms of abuse and exploitation. All unnecessary
oppiction and network protocos are disabed on nternetfocing
Mechanisms exist to configure firewall and router configurations to deny RESE8S ot GBI T expose o SFpIOTEabIe seces sueas
Inetwork traffic by default and allow network traffic by exception (e.g., remote desktop protocol. Wher Services must be exposs
w No Exploitable Services on [Unauthorized users cannot gain an initial system foothold by| ¢ o || Deny Traffic by Default & | et oa 1 |deny all, permit by exception). S oprapriate compensatig controls sre mplemented t pevent.
the Internet lexploiting known weaknesses in public-facing assets. Alow Traffic by Exception Common forms of abuse and explftation. Al unnecessary 05
oppictions and netvork protocols are isabled on nternet facing
FSTC— echanisms exist o configure Technology Assets, AppIcations andlor 85 OF assets are on the puBTE Taternet, s explcy Tequred Tor
Lt OT Conections o Reduce th risk of treat actors explting o nerrupting OT hssets Applcations andor Services (TAAS)utifzed i igh-risk areas with mare retrctive baseline operaton. Exceptions must be ustied and documented, and excepted
2X Public ntemet . [assets connected to the public internet. Fonetenat | ntersects W ook Tans) forigniy 7002 [coniurations s [assts must have additonal protections in place o prevent and detect
lexpiotation attempts (such s ogsing, MFA, mandatory access v
rox " in
Flechaniems o o Tplemet eculy ancins o yered acure RS e e o ket orvess expleiy Tequred Tor
. hat minimizes interactions between layers of and avoids loperation. Exceptions must be justified and documented, and excepted
2x Limit O Connectons o Reduce the ris ofthreat actors xplating o nKerupting OT|  ctonat | ntersects Wit | Layered Network Defenses | NET-02 ammwe o Tower lyers o the ey or corectness of Ngher s SEseas s have addional prtecions n place 1 prevent and detect
lexplotation aitempts (such 35 logaing, MFA, mandatory access via
et
[Mechanisms exist fo implement and Govern Access Control Lists (ACLS) fo NG 0T assets are o the pugc interer urfess explcCly requred or
R lrovide data flow enforcement that explicitly restrict network traffic to loperation. Exceptions must be just excepted
2x Limit O Connectons o Reduce the sk of threat actors exlating o MErueg OT|  ucronar | intersects witn |  D3t8 Flow Enforcement | erq  [D10/12 302 1ob S0 s et st have adaiionol prbtections npiace 1o prevent and desect
explotaton attempts (such as logang, MFA, mandatoy access vio
" inte
Mechanisms exist to configure firewall and router configurations to deny RS St ars o the pue Atemme, TrTess Sy e o
i traffic by default and allow network traffic by exception (e.. loperation. Exceptions must be justi . and excepted
Limit OT Connections to[Reduce the risk of threat actors exploiting o Interrupting OT) Deny Traffic by Default & Inetuwors y y except
2x g Functional | Intersects With ¢ NET-04.1 |deny all, permit by exception) 5 oSsets must have sdaitionl protections In place to prevent and detect
Public Internet Jassets connected to the public internet. Allow Trafic by Exception EoatonShets (500 s o, A, o acces v
[iechanisms exist fo proRibit, or strictly-control, Internet access from UBic internet, unfess explicly required for
sensitive / requlated data enclaves (secure zones loperation. Exceptions must be justifed and documented, and excepted
2x LimitOT Connections o [Reduce the ris oftheat actors expofing or INeTUBINg OT|  uncional | ntersects with | OFectitemetAccess | er og 5 s oSt st have addiionsl protections n piace to revent and detect
P lexploitation attempts (such as logging, MFA, mandatory access via
oroxy or other intermediary, etc.
[Mechanisms exist fo define specific Indicators of Compromisa (10C) fo [Organizations document a lst of threats and cyber actor TTPS relevant
Detecing Relevant Theats Organizotion are aware of and abe o detect relevant . th | Indicators of Compromise identify the signs of potential cybersecurity events. o their organization (e.g., based on industry, sectors), and maintain the
34 and TTPs fhreats and T Functional | Intersects With (10C) 1RO-03 s lability (such as via rules, ale mmercial prevention a
ldetection systems) to detect instances of those key threats.
e o et o st Tieligence pogram ot lorganizations document a lst of threats and cyber actor TTPs relevant
Detecting Relevant Threats [Organizations are aware of and able to detect relevant y -organ - i o their organization (e.g., based on industry, sectors), and maintain the
3 and TTPs fhreats and TTPs. Functional SubsetOf | Threat Intelligence Program | THR-O1. influence the develapment of the system and security architectures, 10 Jability (such as via rules, alerting, or commercial prevention
e ecl;‘on o S‘Eﬁ‘:"f solutions, monitoring, threat hunting, response and |detection systems) to detect instances of those key threats.
exist fo develop Indicators of Exposure (10F) to understand Cument 3 1 of Threats and cyber actor TTPS relevant
Detecting Relevant Threats [Organizations are aware of and able to detect relevant -0 |the potential attack vectors that attackers could use to attack the o their organization (e.g., based on industry, sectors), and maintain the
3 and TTPs fhreats and TTPs. Functional | Intersects With | Indicators of Exposure (I0F) | THR-02 | Ti; tion s Jability (such as via rules, alerting, or commercial prevention
ldetection systems) to detect instances of those key threats.
[Mechanisms exist fo maintain Stuational awareness of vunerabiliies and Toroanizations document a st of thieats and cyber actor T1PS TeTevart
Detecting Relevant Threats [Organizations are aware of and able to detect relevant i evoluing threats by leveraging the knowledge of attacker tactics, o their organization (e.g., based on industry, sectors), and maintain the
3A fthreats and TTPs. Functional | Intersects With | Threat Intelligence Feeds | THR-03 |, ol ec'and procedures to faciitate the implementation of s lability (such as via rules, alerting, or commercial prevention and
an ontrol ldetection systems) to detect instances of those key threats.
[Mechanisms exist to develop and keep current a catalog of applicable [Organizations document a list of threats and cyber actor TTPs relevant
Detecing Relevant Theats Organizotion are aware of and abe o detect relevant . ’ internal and external threats to the organization, both natural an: o their organization (e.g., based on industry, sectors), and maintain the
38 and TTPs fhreats and Tt Functional | Intersects With Threat Catalog THRO9 anmad s Jability (such as via rules, alerting, or commercial prevention a
ldetection systems) to detect instances of those key threats.
Wiechanisms exist fo identiy and document appropriate Contacts with [OrganiZations Farmtam coqed paficy and proceaires on to wom ama|
Rerevant 1w Snforcoment and regurstory bodi. howto report i conimes cybersecurty ncident t opproprite
lexternal e.9., statelfederal regulators or SRMA's as required,
cisA an ather organiations re btter able o provide FSACISAG, a5 el 25 150
an Incident Reporting ssstance o understand the broader scope Functional | Intersects With | Contacts With Authorities |  GOV-06 5 nown incidents are reported to CISA as well a other necessary parties
y i ime fames drectd by appicable regultory qudance or i the
Jabsence of uidance, as soon as safely capable. This goal wil
fevisited olowng limplementation ofthe Cyber ncident Reporting
for Critical Infrastructure Act Ingia
FiechanTsme exst T imely eport meidnts © appTeable [Organizations Maintain co Vs TG whe e
(1) nternal stakehlder how o reportal confimeg cybersecurity incidents to appropriate
(2) Affected chonts & thid-parties; and lexternal 9., stateffederal regulators or SRMA'S as required,
[CISA and other organizations are better able to provide Incident Stakeholder @) Regu\amw authorities. FSACTSAG, o el ¢ %)
an Incident Reporting assstance o understand the roader scope of & Functional | Intersects With o Stk 1RO-10 5 o incidents are reported to CISA as well a other necessary parties
y i ime fames dreced by appicable reguitory qudance or i the
Jabsence of uidance, as soon as safely capable. This goal wil b
rev\s\!ed Toltowing full mplementation af e Cyber indident Reporting
for cri
Fechanlsms &t to srableh a unerany Diclosue Frogram (Vo) o
s wih e s develgpment i motenance o Technoig ubiic, easily discoverable method for secrity researchers to notify
[Acsets, Applications andor Services (TAAS) that receives unsoliciod input mail address or web form) organizations' security teams of
o e e abott wimeraites 1 Srgmieationl o \inerable, misconfigured, or otherwise exploitable assets. Valid
lsubmissions are acknowledged and responded to in a timely manner,
ot . rabilties or taking into account the completeness and complexity of the
Velnerabil [Organizations more rapidly learm about vulnerabiliies o o ) |vulnerability. Validated and exploitable weaknesses are mitigated
s uinerability [weaknesses in their assets discovered by security runctional | Intersects witn | Vulnerabilty Disclosure | o oo S oo ane e
Disclosure/Reporting [tesearchars: researchers are more incentivized to Program (VOP)
[responsibly share their findings. Isecurity researchers sharing vulnerabilties discovered in good faith are
protected under Safe Harbor rules.
I ntances here wnerabities are valiated nd disclos, publc
ho originally submitted
5
Mecharisms exist to enable security researchers to submit discovered (EeREERAfr s B00-53 e i
\vuinerabilties. Y lpublic, easily discoverable method for security researchers to notify
(2.9., via email address or web form) organizations' security teams of
\vuinerable, misconfigured, or otherwise exploitable assets. Valid
Jsubmissions are acknowledged and responded to in a timely manner,
ltaking into account the completeness and complexity of the
iy T T oy oot et
48 Disclosure/Reporting  [researchers; researchers are more incentivized to Functional | Intersects With Information THR06.1 s [consistent with their severity.
[responsibly share their findings. securty researchers sharing unerabiies discovered n goo fith are
rotected under Safe Harbor ru
In instances where vulnerabilities are validated and disclosed, public
lacknowledgement i given to the researcher who originally submitted
[Alow security researchers to submt discovered Security Disciosure Contact y [Mechanisms exist to enable security researchers to submit discovered AT public-facing web domains have 3 security Tt e That conforms To
ac Deploy Security TXT Files o e Functional Equal Disclosare THR06.1 10 R o e
existto facllitate the of contingency planning [Develop, maintain, and execute plans to recover and restore to service
Incident lanning and  [Organizations are capable of safely and effectively Business Continuity ontrols to help ensure resilient Technology Assets, Applications and/or ] 3 o
. ) iness- fon-critical v i
A Preparedness Irecovering from a cybersecurity incident Functional Subset Of system Bcms)| P01 |services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10 usiness. of misslon-criical assets or systems that might be impacted
by 2 cybersecurity incident.
Continuity & Disaster Recovery (BC/IDR) playbooks). ‘
[Mechanisms exist to resume all missions and businéss fanctions within [GeveTop, maitain, and ExecUTe pIans To FEcover and Festore To Service
Incident Planning and [Organizations are capable of safely and effectively i | Resume All Missions & .
5A fent Planeing B S A Functional | Intersects With | Resume Al Missions | BCD-02.1  [Recovery Time Objectives (RTOS) of the contingency plan's activation. 5 pusiness- o msion-riicalassets o ystems hat might be impacted
Mechanisms exist fo confinue essental missions and business functions [Develop, maintain. and execUTe pIans To FEcover and Festore fo Service
sA Incident Planning and - |Organizations are capable of safely and effectively Functional | Intersects Witn |COntinue Essential Mission & o g5 2 |yiun fittle or no loss of operational continuity and sustain that continuty 5 business- or mission-critical assets or systems that might be impacted
reparedness Irecovering from a cybersecurity incident Business Functions
Juntil full system restoration at primary processing andor st 2 cybersecurity inci
: ; -~ » : Mechaniams Sxstto ImpIameEk and Sovern proccibes and ocorantaBor Develop, maintain, and execute plans 1o recover and restore fo Service
5A Incident Planning and - |Organizations are capable of safely and effectively Functional Subset Of Incident Response IRO-01  to faciltate an organization-wide response capability for cybersecurity and| 10 business- or mission-critical assets or systems that might be impacted
Preparedness Irecovering from a cybersecurity incident Operations
jata protection-related incidents. by a cident.
Mechanisms exist to covs
(1) Preparation; . ) .
ons i (2) Automated event detection or manual incident report intake; Develop, maintain, and execute plans to recover and restore to service
sa incident planning nd - organizations ae capatle of safely and ffectively Funcional | mtersectsWith | incident Handing 7002 |(3) Anatyes s eeimess of misgon-cical ssseis or Sekeme that might be impaced
? i v (@) Containment; by 2 cybersecurity incident.
(5) Eradication; and
615
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