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[The software is developed and built in secure environments. Those environments are secured by Mechanisms exist to manage baseline
[the following actions at a minimum: configurations for development and test
1 ae(i) ° Functional Intersects With Development & Test CFG-02.4 o Separately from operational 5
lbaseline configurations to minimize the risk of
ange:
[The software Is developed and buUIl In secure environments. Those environments are secured by Mechanisms exist to mantain a segmented
[the following actions at a minimum: |development network to ensure a secure
1 aeh Functonal Subset of secure Development | p, gy GeeoR Tt oo 10
[The software is developed and built in secure environments. Those environments are secured by [Mechanisms estt to manage separate
lthe following actions at a minimum Separation of D sting and operational
1 4eli) Functional Intersects With Tsstmg and Operational TDA-08 [environments. (0 reduce the risks of unauthorized 5
Environments sccess or changes (0 the operationa environment
impact to production
[The software is developed and built in secure environments. Those environments are secured by Mechanlsms exist to ensure secure migr
lthe following actions at a minimum: practices purge Technology Asset, ‘Appications
1 ae(i) Functional Intersects With | Secure Migration Practices | TDA-08.1  |andjor Services (TAAS) of 3
\es\/deve\opment/stagmg data and accounts
fore it s miarated into 2 oroduction
[Separating and protecting each environment involved in developing and building software; Mechanisms exist to maintain a segmented xample 1: Use multi-| fatlur, risk-t based authenll(alvon and
Secure Development ldevelopment network to ensure a secure Conatianal sccens for
1a 4eli)(a) Functional Subset Of e e o TDA-07  |development environmen 10 Example 3t Use network segmentation and access controls to
|separate the environments from each other ar\d fmm production
other
[Geparating and protecting each environment involved in developing and building software; Mechanisms ex\st o manage separate [Example 1: Use multi-factor, risk-based SO from sach othe
Separation of D testing and operational (Dndmana\ access for each environment.
la 4e(i)(A) Functional Intersects With Testing and Operational TDA-08 [environments to reduce the risks of unauthorized 8 Use network segmentation and access controls to
Environments. laccess or changes to the operatmna\ Separate lhs environments from each other and from production
ind to en: ure no impact to producti and to separate from each
Regularly logging monitoring and auditing trust relationships used for authorization and access: 15t to faciiate the implementation
[of enterprise- wlde ‘monitoring controls.
1b. 4e(i)(B) Functional Subset Of Continuous Monitoring MON-01 10
Regularly Togging monitoring and auditing trust relationships used for authorization and access: Mechanisms exist to configure Technology Assets,
lapplications and/or Services (TAAS) to produce
1b. aeli)(B) Functional Intersects With Content of Event Logs MON-03 levent logs that contain sufficient information to, 5
lat a minimum:(1) Establish what type of event
urred:(2) n (date and time) the event
Regularly logging monitoring and auditing trust relationships used for authorization and access: [Mechanisms exist to link system access to
individual users or service accounts,
1b, 4eli)(®) Functional Intersects With Audit Trails MON-03.2 5
[to any software development and build environments; and [Mechanisms exist to continuously monitor
inbound and outbound communications traffic for
1bi 4e()(8) Functional Intersects with | Inound & Outbeund | oN.013  unusual or unauthorized activities or conditions. 5
[fo any software development and build environments; and [Automated mechanisms exist to compile audit
System Wide / Time- records into an organization-wide audit trail that
1bi 4e(i)(B) Functional Intersects With et At Trail MON-02.7 s time-correlated. 5
[among components within each environment; [Mechanisms exist to generate, monitor, correlate
[and respond to alerts from physical,
1bii ae(i)B) Functional Intersects With | System Generated Alerts | MON-01.4 cybersecurity, data protection and supply chain 5
lactivities to achieve integrated situational
arenc:
[mang components within each environment; [Automated mechanisms exist to compile audit
System-Wide / Time- records into an organization-wide audit trail that
1bii 4eli)(B) Functional Intersects With i Audit Toail MON-02.7  [is time-correlated. 5
[Enforcing mult-factor authentication and conditional access across the environments [Automated mechanisms exist to enforce MUt
[relevant to developing and building software in a manner that minimizes security risk; [Factor Authentication (MFA) for:(1) Remote
1c 4e(i)(0) Pne o Y Functional Equal MultFactor Aothentication | 1ac.06  network access;(2) Thia-sarty Tethmon 10
ASSEIS, Applications E"d/t)r Services (TAAS); ar\d/
lor(3) Non-cansole a citical TAAS tha
[Taking consistent and reasonable steps to document as well as minimize use or inclusion of Mechanlsms exist to fa(l\l(ale the lmp\emen(allon
lsoftware products that create undue risk within the environments used to develop and build lof tailored development and acquisition
14 ae()0) Coftware: g Functional subsetor  [Technology Development & 10001 Kiateqies, conract ools and procurement 10
Imethods to meet unique business needs.
[Taking consistent and reasonable steps to document as well as minimize use or inclusion of Mechanisms exist to design and implement
[software products that create undue risk within the environments used to develop and build lproduct management processes to proactively
14 4e()(D) lsoftware; Functional Intersects With | Product Management | TDA0L.1  [govern the design, development and production 8
[of Technology ASSE(S, Apph(ahons and/ur
ervices (
[Taking consistent and reasonable steps to document as well as minimize use or Inclusion of Mechanisms exist to des\gn deve\up ‘and produce
[software products that create undue risk within the environments used to develop and build Minimum Viable Product [Technology Assets, Applications and/or Services
1d 4e(i)(D) [software Functional Intersects With (MVP) Security TDA-02 (TAAS) in such a way that risk-based technical 8
Requirements [and functional specifications ensure Minimum
iable Product (MVP) criteria establish an
fTaking consistent and reasonable steps to document a5 well as minimize Use of Inclusion of Mechanisms exist to require the developers of
Jsoftware products that create undue risk within the environments used to develop and build Ports, Protocols & Services [Technology Assets, Appiications and/or Services
1d 4eli)(D) lsoftware; Functional Intersects With P e TDA-02.1  [(TAAS) to identify early in the Secure 5
IDevelopment Life Cycle (SDLC), the functions,
rvice:
[Taking consistent and reasonable steps (o document a5 well as minmIZe Use of inclusion of Mechanisms exist to require software developers
[software products that create undue risk within the environments used to develop and build [to provide information describing the functional
1d 4el(i)(D) [software; Functional Intersects With Functional Properties TDA-04.1  |properties of the security, compliance and 5
reslience conrol o be tized wihin
[Technoloav Assets. Applicati
[Taking consistent and reasonable steps to document as well as minimize use or inclusion of [Mechanisms exist to reqmre the deve\epers Df
e products that create undue risk within the environments used to develop and build Developer Architecture & [Technology Assets, Applications and/or Services
1d 4e(i)(D) oftware; Functional Intersects With esian TDA05  |(TAAS) to produce a design specification and 8
Jsecurity architecture that:(1) Is consistent with
rtive of th urity
[Taking consistent and reasonable steps to document as well as minimize use or inclusion of [Mechanisms exist to implement secure
lsoftware products that create undue risk within the environments used to develop and build lconfiguration settings by default to reduce the
14 4e(i)(D) lsoftware; Functional Intersects With | Secure Settings By Default |  TDA-09.6  ikelihood of Technology Assets, Applications B
[and/or Services (TAAS) being demoyed W\lh weak
ttings that would o
[Taking consistent and reasonable steps to document as well as minimize use or inclusion of [Mechanisms exist to require lhe deve\uper uf the
Jsoftware products that create undue risk within the environments used to develop and build Criticality Analysis During [Technology Asset, Application andjor Service
14 4e)(D) re; Functional Intersects With TDA06.1  |(TAAS) to perform a criticality analysis. 5
[organization-defined decision points in the Secure
Life Cycle (SDLC)
[Taking consistent and reasonable steps to document as well as minimize use or Inclusion of [Mechanisms exist to perform threat modelling
[software products that create undue risk within the environments used to develop and build [and other secure design techniques, to ensure
14 4e(i)D) Functional Intersects With Threat Modeling TDA06.2  [that threats to software and solutions are 5
lidentified and accounted for.
[Fing Congitert and easorable steps o document o well o minimize uee o ncusion of Mechanisms exist to Utilize a Software Assurance
Foftware products tht create undue risk within the environments used o develop and buld Software Assurance IMaturity Model (SAMM) to govern a secure
1d 4e(i(D) lsoftw: Functional Intersects With | 0 o S (eAm) | TPA06.3 [development lfecycle for the development of 3
[Technology Assets, Applications and/or Services
(T2
[Encrypting sensitive data such as credentials to the extent practicable and based on risk: exist to faciltate the implementation
i lof cryptographic protections controls using known
Le aeli)(E) Functional Subset of Use of Cryprographic CRY-01  [publie standards and trusted eryptographic 10
ltechnologies.
[Encrypting sensitive data such as credentials to the extent practicable and based on risk; [Mechanisms exist to design, develop and produce
Minimum Viable Product [Technology Assets, Applications and/or Services.
le 4e(i)(E) Functional Intersects With (MVP) Security TDA-02 (TAAS) in such a way that risk-based technical 8
Requirements land functional specifications ensure Minimum
iable Product (MVP) criteria establish an
[Encrypting sensitive data such as credentials to the extent practicable and based on risk; [Mechanisms exist to ensure vendors /
Imanufacturers:(1) Deliver the Technology Asset,
e 4e()(E) Functional Intersects witn | Pretstablished Secure | o054 LS or Service (TAAS) with 5 pre. 8
igurations
established, secure configuration implemented;
nd(2) Use the ecure
[Encrypting sensitive data such as credentials to the extent practicable and based on risk; [Mechanisms exist to develop applications based
Secure Software [on Secure Software Development Practices
le 4eli)(E) Functional Intersects With Development Practices TDA-06 (SSDP). 8
(55DP)
implementing defensive cybersecurity practices including continuous monitoring of operations and [Mechanisms exist to facilitate the implementation
Jalerts and as necessary responding to suspected and confirmed cyber incidents; Security, Compliance & lof security, compliance and resilience governance|
1f 4e(i)(F) Functional Subset Of Resilience Program (SCRP) GOV-01 [controls. 10
mplementing defensive cybersecurity practices Including continuous monitoring of operations and Mechanisms exist to compel data and/or process.
lalerts and as necessary responding to suspected and confirmed cyber incidents; Operationalizing Security, wners to operationalize security, compliance and
1f 4e(i)(F) Functional Intersects With Compliance & Resilience GOV-15 resilience practices for each Technology Asset, 5
Capabilities lApplication and/or Service (TAAS) under their
control.
mplementing defensive cybersecurity practices Including continuous moritoring of operations and
[alerts and as necessary responding to suspected and confirmed cyber incidents;
1t ae)F) Y responding fo susk v Functional Subset Of Continuous Monioring | Mono1  [Mechanisms exst to facltate the mplementation| 5
Implementing defensive cybersecurity practices including continuous monitoring of operations and ms exist to implement and govern
lalerts and as necessary responding to suspected and confirmed cyber incidents; Incident Response processes and documenlanon to facilitate an
1f 4e(i)(F) Functional Subset O b, 1RO-01 anization-wide response capability for 10
cybersecurity and data protection-related
incidents
[The software producer makes a goodfaith effort to maintain trusted source code supply chains by Mechanisms exist to design and implement
[employing automated tools or comparable processes to address the security of internal code and lproduct management processes to proactively
2 ae(iii) lthird-party components and manage related vulnerabilities; Functional Intersects With Product Management TDA-0L1  |govern the design, development and production 8
[of Technology ASSE(S, Apph(ahons and/ur
ervi
[The software producer makes a goodfaith effort to maintain trusted source code supply chains by Mechaniams exiat to requlre Lot b ‘developers
lemploying automated tools or comparable processes to address the security of internal code and Development Methods, lto ensure that their software development
2 e [third-party components and manage related vulnerabiliies; Functional Intersects With | DeYePTERLHENONS | TDA02:3  [processes employ industry-recognized secure 8
lpractices for secure programming, engineering
ethods. auality control processes and validation
[The software producer makes a goodiaith effort to maintain trusted source code supply chains by Mechanisms exist to generate, or obts
lemploying automated tools or comparable processes to address the security of internal code and Software Bill of Materials [Software Bill of Materials (SBOM) for Technology
2 aeliii) lthird-party components and manage related vulnerabilities; Functional Intersects With (SBOM) TDA-04.2  [Assets, Applications and/or Services (TAAS) that 3
lists software packages in use, including versions
ind apolicable lit
fThe software producer makes a goodTaith effort to maintain (rusted saurce code supply chains by Mechanisms exist to utilize a Software Assurance
lemploying automated tools or comparable processes to address the security of internal code and Software Assurance IMaturity Model (SAMM) to govern a secure
2 aeiil) fthird-party components and manage related vulnerabilities; Functional Intersects With |00 0 el (6Am) | TPA08.3  [development lifecycle for the development of 3
[Technology Assets, Applications and/or Services
(TAAS),
[The software producer makes a goodfaith effort to maintain trusted source code supply chains by [Automated mechanisms exist to improve the
lemploying automated tools or comparable pracesses to address the security of internal code an: laccuracy, consistency and comprehensiveness of
2 4eliii) [third-party components and manage related vulnerabilities; Functional Intersects With Supporting Toolchain TDA-06.4  |secure practices throughout the asset's lifecycle. 8
[The software producer makes a goodfaith effort to maintain trusted source code supply chains by Mechanisms exist to require system
lemploying automated tools or comparable processes to address the security of internal code an Security, Compliance & [developers/integrators consult with security,
2 aeliil) lthird-party components and manage related vulnerabilities; Functional Intersects With Resilience Testing TDA-09  |compliance andfor resilience personnel to:(1) 3
Throughout Development [Create and implement a Security Testing and
Evaluation (STAE) olan_or similar
[The software producer makes a goodfaith effort to maintain trusted Suur(e code supply chains by [Mechanisms exist to require developers of
lemploying automated tools or comparable processes to address the security of Software / Firmware [Technology Assets, Applications and/or Services
2 il el code and third party components and manage related vumerailtics Functional Intersects With Iotearity Verfheaton TDA-14.1  |(TAAS) to enable integrity verification of software 3
[and firmware components.
[The software producer makes a goodfaith effort to maintain trusted source code supply chains by [Mechanisms exist to require system developers
lemploying automated tools or comparable processes to address the security of internal code and Developer Threat Analysis land integrators to develop and implement
2 aeliii) fthird-party components and manage related vulnerabilities; Functional Intersects With e Aemadintion TDOA15  [ongoing Security Testing and Evaluation (STEE) 5
Iplan, or similar process, to objectively identify
nd remediate orior to release to
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[The software producer makes a goodfaith effort to maintain trusted source code supply chains by exist to limit privileges to change
lemploying automated tools or comparable processes to address the security of internal code and Access to Program Source [software resident within software libraries
2 aei) fhird-party components and manage related vulnerabilties; Functional Intersects With Proar DA 20 5
fThe software producer maintains provenance for internal code and third-party components Mechanisms exist to imit privileges to change
incor i X I i ibrar
S ret) ncorporated into the software to the greatest extent feasible; runctional rsects v | Access 0 Program Soure | 1o, POMWOrE e winn sotware brres s
[The software producer maintains provenance for internal code and Ehird-party Components Miechanisms exist Eo publish itegrity verffication
[ncorporated into the software to the greatest extent feasible; information for software releases.
3 4e(vi) s 9 Functional Intersects with | S°MWare Release nteority | ypp 0.1 5
erificatior
[The software producer maintains provenance for internal code and EhiTd-party Components Mechanisms exist to escrow source code and
fncorporated into the software to the greatest extent feasible; upporting documentation to ensure software
3 dei Functional Intersects With Software Escrow TDA203  [availability in the event the software provider 5
lgoes out of business or s unable to provide
upport
[The software producer employed automated tools o comparable processes that check for securlty Mechanisms exist to require system
lvulnerabilties. In addition: Security, Compliance & evlepers tegrotors consuf wi securi.
4 de(iv) Functional Intersects With Resilience Testing TDA-09  |compliance and/or resilience personnel to:(1) 8
Throughout Development create and implement a securiy Testing and
Fvaluation (STEE) olan.
[The software producer employed automated tools o comparable processes that check for security Rt hanime st Tasus e Sevaipers o
lvulnerabilities. In addition: fTechnology Assets, Applications and/or Services
4 de(iv) Functional Intersects With Static Code Analysis | TDA-09.2  |ITAAS) to employ static code analysis tools to 3
identify and remediate common flaws and
um nalysi
[The software producer employed automated fools o comparable processes that check for security Mechanisms exist to require the developers of
\vuinerabilities. In addition: [Technology Assets, Applications and/or Services
4 de(iv) Functional Intersects With | Dynamic Code Analysis | TDA09.3  |(TAAS) to employ dynamic code analysis tools to 3
denity and remediate common aws and
f the analysi
[The software producer operates these processes on an ongoing basis and prior to product version Mechanisms exist to require system
for update releases: Security, Compliance & ldevelopers/integrators consult with security.
4a se(v) Functional Intersects With Resillence Testin TOA-09  |compliance and/or resilience personnel to:(1) 8
Throughout Development [Create and implement a Security Testing and
Evaluation (STEE) plan_or similar
[The software producer operates these processes on an ongoing basis and prior to product version hanisms exist to require system developers
for update releases: land integrators to develop and implement an
4a ae(iv) Functional Intersects with | DYeloperhreat Anasis | 1pa-15 langoing Security Testing and Evaluation (STGE) 8
plan, or similar process, to objectively identify
nd remediate orior to release to
[The software producer has a policy or process to address discovered securlty vunerabiliies prior to Mechanisms exist to facilitate the mplementation
roduct release; and lof tailored development and acquisition
ab deliv) i Functional Subsetof | Technology Development & 1pa01 (G stegies, contract tools and procurement 10
a Imethods to meet unique business needs.
[T Scitware producer s 3 Py or process 10 s dicovered secury vulnersBies prior o Wechanisms exist to facitate the implementation
lproduct release; and Vulnerabilty & Patch land monitoring of vulnerability management
ab deliv) Functional Subset Of Management Program | VPM-01  [controls 10
(vpHP)
[The software producer has @ policy or process to address discovered securlty vulnerabilies prior o Mechanisms exist to ensure that vunerabilities
roduct release; and Jare properly identified, tracked and remediate
ab de(iv) i Functional Intersects with | Vulnerability Remediation |y py 5, property ’ 8
[The software producer operates o wlnerablty dscosure program and accepts rviews and Fechanis it To ctableh « Vunerebilty
loddresses disclosed software vulnerabilities in a ashion and according to any timelines Vulnerabiliy Disclosure Disclosure Program (VDP) to assist
ac dev) Cpecined in the woinerabiliy disclosure program or applicable palicies. Functional Subset Of oo b, THR.06  |secre development and mainianance of 10
ITechnology Assets, Applications and/ar Services
(TAAS) that receives unsolicited input from the
[The software producer operates a vulnerability disclosure program and accepts reviews and [Mechanisms exist to ensure that vulnerabilfties
laddresses disclosed software vulnerabilities in a timely fashion and according to any timelines Vulnerability Remediation lare properly identified. tracked and remediated.
ac de(iv) [specified in the vulnerability disclosrre program or applicable policies. Functional Intersects With vPM-02 8
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