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ISupply chain risk management involves implementing a systematic process for
Imanaging risk exposures, threats, and vulnerabilities throughout the supply chai

upply Chain Risk

Secure Controls Framework (SCF)
Control Description
[Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)

[associated with the development, acquisition, maintenance and disposal of Technology
|Assets, Applications andjor Services (TAAS), including documenting selected mitigating

Supply Chain Risk n e s 9
3 UNLSCRMA Management 5o invoives developing sk response sirateies for the rsks presented by the Suppler|  Fonctional Intersects With | yanagement (sCRM) Plan | RSK09 200 Sh monitoring performance against those plans. s
the supplied products and services, or the cyber supply chai
Email Domain Reputation [Email domain reputation protections entails monitoring an email domain's reputation Email Domain Reputation g IMechanisms exist to monitor the organization's email domain's reputation and protect
3.PE P.EM.EORPR ctions land employing policies to help protect the email domain's reputation. Functional Intersects With Protections NET-20.1line email domain's reputation. s
[Access control technologies alfow an agency o define poiies concerning the allowabie dentity & Access o1 Mecn (o acitate e o and access
3PEP.DAACONT Access Control activities of users and entities to data and resource: Functional Subset O Management (1AM) e cont 10
Data Access and Use |15 2Nl Gentiying agency sensiive daa stored, processed or ransriied. e artims e o ot S A o ey R Ao
3.PEP.DADAUTE Rerese o including those located at a service provider and enforcing detailed logging for access | Functional Intersects With | Data Action Mapping |  AST-02.6 [andlor Services (TAAS) where sensitivelregulated data s stored, transmitted or s
elemetn or changes to senstive data rocessed
Data Access and Use |12 enls Gentiying agency Sensitve datastoed, processed, o Gansmied Hecharioms exs o leverage data speifc Access ControlLists (ACU) o nferconnecton
3.PEP.DADAUTE fess o including those located at a service provider and enforcing detailed logging for access |  Functional Intersects With | Data Access Mapping | DCH-14.3  [Security Agreements (15As) to generate a logical map of the parties wit 5
or changes to senstive data [Sensitive/regulated data is shared.
Mechanisms exist to perform inventories of Technology Assets, Appications, Services
ondior ata (TAASD)that (1) Accuratelyreflects the current TAASD inuse: () Ideniies
louthorized software products, including business
oranulrity deemed necessary for tracing and eporting(4) Includes organization-
v ils developing, documenti intaining a current inve efined information deemed ne to achieve effective property accountabil
3.PEP.DADINVE Data Inventory [Date Inventory entallsdeveloping, documenting, and maintaining a current inventory of | gyncrional Intersects With Asset Inventories A0 [ o e o st by Hasnatass orpariastena) nascuma " 5
. Data vertory etalsGeveloing. Gocumening, and maiaing a currert mvercery of . . » Mechanisms exist to maintain inventory Iogs of all sensitive media and conduct sensitive
3PEP.DADINVE Data inventory  [D212 Invs Functional Intersects With | Sensitive Data Inventories | DCH05.2 [Mechanisms exst o malntaln iover 5
bata Iabelmg I the process f tagging do by categares o prorect and conral e use chanisms exist to ensure data and assets are categorized in accordance with
3.PEP.DADLABE DataLabelilg o data and identifying a level of risk associated with the dat; Functional Intersects With | Data & Asset Classification |  DCH-02 _ |appiicable statutory, regulatory and contractual s
hanisms exist to mark media in accordance with data protection requirements so
IData labeling is the process of tagging data by categories to protect and control the use y <
3.PEP.DADLABE Data Labeling D O e e O o et e o Functional Intersects With Media Marking DCH-04  that personnel are alerted to distribution limitations, handling caveats and applicable s
Jsecurity requirements
[Gata labeling i the process of tagging data by categaries (o protect and control the Use . Mechanisms exist to utlize data tags (o automate tracking of sensitive/reguiated data
3PEPDADLABE DataLabeling Jof data and identifying a level of risk associated with the data. Functional Intersects With Data Tags OCH-22.2_Jacross the information lifecycle s
—— oot Los reventon DL technlalesdetectnsances of the exfitaton, okher mallious o accdentl o onctional Intersects Wih_|Data Loss reventon (0L7)|  Ner17_[fomated mechanisms s o mplement Bata Los Preventon (017 o protect S
3PEP.DAPDRES  |Protections for Data at Rest[Data protection at rest aims to secure data stored on any device or storage medium. Functional Intersects With | Encrypting Data At Rest |  CRY-05  [Cryptographic mechanisms exist to prevent unauthorized disclosure of data at rest. 5
3PEPDAPDRES |Protections for Data at Rest|Data protection at rest aims to secure data stored on any device or storage medium Functional Subset Of Data Protection DCH.01  [Mechanisms exist to facilitate the implementation of data protection controls. 10
3.PEP.DA PDRES Protections for Data at Rest|Data protection at rest aims to secure data stored on any device o storage medium. Functional Intersects with | Sensitive/ Regulated Data | peyg; 5 Mechanisms exist to protect sensitivelregulated data wherever it is processed andior 5
protections for Data in D22 protection in transit, or data in motion, aims to secure data that is actively moving
3.PEP.DAPDTRA ons for. [from one location to another, such as across the internet or through a private enterprise|  Functional Intersects With | Encrypting Data At Rest |  CRY-05  [Cryptographic mechanisms exist to prevent unauthorized disclosure of data at rest. 5
Mechanisms exist to lack the domain name registrar to prevent a denial of service
3PEP.DO.0NMON | Domain Name Moritoring (29main name monitring allows agenciesto discover the creation of r changes to Functional | Itersects With | Domain Registra Security | NET-10.4 [causeq by unauthonzed deleton, ransie af her unauihozed moaication of a s
gency |domain's registration details.
IMechanisms exist to force Internet-bound network traffc through a proxy device (e.q.,
SPEPDOONSIN | Domain Name Sinknoling P2 1ame snkholng protecions ae a form of denyisting G prOect TS 10T | punctonal | nersectsWih | DNS & Content Fitering |  NET-18.[polcy Epforcement Poln (ER for ORL Conten nterng an NS erngfo it o s
9 y responding a luser's abilty to connect to dangerous or prohibited Internet sites.
o Neme vericatios |Eomain name verifcaion potectons ensure that domain name lookups fom agency Secure Name Address hvecn 10 pertorm data orgin and data integrty verfication on
3.PEP.DO.DNVAC cliens, whether for inernal orexternal domain, are valdated according to Bomain Functional Intersects With NET-102 e Domaln Name Senvce (BNS) esolution responses received fom authoitaiive 5
for Agency Clients (Recursive or Caching
jame System Security Extensions (DNSSEC). Ve or lsources when requested by client system:
Domain Name Verification [29Main name verifcation protections ensure that domain name lookups from agency Mechanisms exist to ensure that domain name lookups, whether for internal or external
3.PEP.DO.DNVAC lens,whether for inernal orexternal domain, are valdated according to Bomain Functional Intersects With | Domain Name Verfication |  NET-18.5  |domains, are validated according to Domain Name System Security Extensions 5
for Agency Clients
System Security Extensions (DNSSEC) (oNsSEC)
o Neme valdaton |Pomain name valdation protections ensure that alagency doraln names are secured Secure Name Address o pertorm data oign o 0t ety vertctionon
3.PEP.DO.DNVAD lusing DNSSEC, enabling external entities to validate their resolution to the domain Functional Intersects With NET102 [ihe Domai Name Senice (ONS) rosontin recponscs recaved om subor ath s
for Agency Domains s mes (Recursive or Caching Jsources when requested by client systems,
esolv a Y v
g . s pr . red serv rovides domain IMechanisms exist to force Internet-bound network traffc through a proxy device (e.q.,
spenpoposER | CISNSPIOteCtive DNS | protective DNS Service isashared senvice offrng that provides domainname | punctional | Superset Of | DNS & ContentFitering | NET-18 by Enforcement Pon (PEP) fr URL conte ke, and NS Atenny to it & s
9P luser' abilty to connect to dangerous or prohibited Internet sites.
[Friive amallprorectons ivove empioymg sk based analyss i he apprcaton and hanisms exist to utlize adaptive emal protections that invalve employing risk-based
3PEPEMAEPRO | Adaptive Email Protections e Functional Intersects With | Adaptive EmailProtections | NET-20.7 _[Hechanisme exist o utlize adaptive emallprotections that vol s
|Anti-phishing protections detect instances of phishing and prevent users from accessing .0 |Mechanisms exist to utiize anti-phishing and spam protection technologies to detect and
3.PEP.EM.APPRO Anti-phishing Protections (377 Functional Intersects With  |Phishing & Spam Protection|  END-08 [l/5ChariEmS exiet (0 utiiae anth pulsting and spam prorection rech 5
|Authenticated received chain allows for an intermediary, like a mailing list or forwarding IMechanisms exist to utilize an authenticated received chain that allows for
apepemaRcH | Authenticated Received |icnce LGl Sl herticaton of the arginl eval lowing downseam Functional | Itersects witn | Authenticated Received | \er.o03  fncrmeiary o sgn s own authentiation of the originar emai.allowing dawnstream s
entities to accept the intermediary's authentication even if the email was changed lentities to accept the intermediary’s authentication even if the émail was changed
y y .0 |Mechanisms exist to utiize anti-phishing and spam protection technologies to detect and
3PEP.EMASPRO Anti-spam Protections |Anti-spam protections detect and quarantine instances of spam. Functional Intersects With  |Phishing & Spam Protection|  END-0 [l/2ChariSmS extet (0 utiiae anthpulsting and spam prorection et 5
IMechanisms exis to force Internet-bound network traffc through a proxy device (e.q.,
spepemchLT Content Fitering [Coment fitering protections detct the presence of unapproved conent and GHSte | puncuonal | Intesects With | ONS & Content iterng | NET-18 [Pocy Enorcement Poin (PEP for URL contentcring and ORS Altenny & i a 5
luser's abilty to connect to dangerous or prohibited Internet sites.
+evention|PLP technologies detect instances of the exflration, either malicious or accidental, of ction ter ; revention 17 |Automated mechanisms exist to implement Data Loss Prevention (DLP) to protect
3 PEP.EMDLPRE Data Loss Prevention |20F (S<HI0" Functional Intersects With | Data Loss Prevention (0Lp) | NeT-17  [Automated mechanisrs exist fo Implement Data Los brevent 5
i rotections facili ication il by signi echanisms exist o enable sersto digaly ign el emal, alowing exernalparies
spenEmosomm | DT St for I el paries may valdat the emal Sgnaturde.* | Functional | Intersects with | User igtl Slonatures or | yex g0 5 o authentiate the emai's sen s according to the Domain based s
Outgoing Email | GTaRt3 e DMARE emall authentication potocol that s deined 1 RFC 7485, Outgoing Emal pessage Reparing and AR S
Domain signature - |pomain sgnatur verifcatin potecions autenticats ncaming amai accarag to the Domain-Based Message Mechanisms exit to implement domain signature verification protections that
3.PEP.EM.DSVIE Verification for Incoming DMARC) email Functional Intersects With | Authentication Reporting | NET-20.4  [authenticate incoming email according to the Domain-based Message Authentication s
Email etnantcaion porers! dened in Reaues or Comments (V) 7489575 and Conformance (DMARC) eporting and Conformance (DMARC),
INetwork Intrusion Detection
EINSTEIN 3 Accelerated [EINSTEIN 3 Accelerated (E3A) is an intrusion prevention capability offered by NCPS, -0 |Mechanisms exist to employ Network Intrusion Detection / Prevention Systems
EINSTEIN 3 Accelerated [EINSTEIN 3 Accelerated (E3A) s an intrusion prevention capabity offered by NCPS, Detonation Chambers 15 [Mechanisms exist to utiize a detonation chamber capabilty to detect and/or block
3PEPEMEIAEP Email Protections __|provided by CISA, that includes an email filtering security service. Functional Intersects With (Sandboxes) 'RO-15_|potentially-malicious fles and email attachments, ®
3 PEPEMEETRA Encryption for Email [emall serices are configured t use encrypted connections, when possibi, for Functional | Intersects With Transmizsion CRY-03 _[Cryptographic mechanlsms exist o protect the confidentiality of data being transmitted s
[Emall labeling is the process of automatically tagging incoming or outgoing emal to 3 [Automated mechanisms exist to implement email labeling that apply organization-
3.PEP.EM.ELABE EmailLabeling [Fmal Jabel Functional Intersects With Email Labeling NET-208 | e e e ataom ol 5
Encryption for Outgoing [Email encryption protections allow for the encryption of outgaing emails, which lits B— —— Encryption for Outgoing y Mechanisms exist to enable the encryption of oUtgoing emals Using organizaion-
3 PEP EM EOEMA Email the visibiity of their contents to the intended recipients. Functional Intersects With Email NET-20.6 |approved cr 5
Link Click- through |k click-through protections ensure that when a link from an emal s clicked, the. ecure Basel Mechanisms exist to develop, document and maintaln secure baseline configurations for
3PEPEMLCTPR ink Clicke th1OUGh | Guieser is directed to @ protection that vrifies the securty of the link destination Functional | Intersects With Secure Baseline CR02  [Technolgy Assts Appicaionsandor Sevices (TAAS) that are consistent wih ndusty-| 5
lbefore permitting access. o |accepted system hardening standard:
Configure Technolos riSms ExISt to configure Technology ASsets, AppIIcations andjar Services (TAAS)
i Clck. trougt |k clickthough rotections ensurethat when  ink rom an emal s clckec, he olonfgure Technaogy echarists exist 10 conoure Technolody esets, Abplications andior
3PEPEM.LCTPR requester s directed to a protection that verifies the secrity of the link destination Functional Intersects With cre025 s
Protections. Services (TAAS) for High-
before permitting access.
Risk Areas
Link Click. througn _|Link clickthraugh protections ensure that when a link from an email i clicked, the IMechanisms exist to force Internet-bound network traffic through a proxy device (e.q.,
3.PEP.EM.LCTPR ke through lrequester is directed to a protection that verifies the security of the link destination Functional Intersects With |  DNS & Content Filtering | NET-18  [Policy Enforcement Point (PEP)) for URL content fltering and DN filtering to limit a 5
before permitting access. luser's abilty to connect to dangerous or prohibited Internet sites.
3PEP.EM.MCQUE Mail Content Query  [Mail content query enables search and discovery for email across agency mailboxes. Functional Intersects With Elec Ve"mscﬂ;ﬁ;’;’e” BCD-12.3  [echanisms exist to utiize elctionic discovery (eDiscovery) that covers current and 5
[Malicious fle protections detect malicious aachments fles in emalls and prevent users Betonation Chambers s [Mechanisms exist to iz s setonaian Ramber capabilty o detect andjor Block
3PEPEMMEPRO | Malicious Fil Protections [M2cious fle protect Functional Intersects With nation Chern -1 [Mechaniams exit o utllze » detonation ch s
: otections |15 e profections Getect mlicous atachments e n mats and prevert sers o nter o con " 20 [Mechanisms exist to mplemen an email frerng secury serice o detect malcious
3PEPEMMIPRO | Malicious Fil Protections [M21IouS fle b Functional Intersects With | Email Content Protections | NET-20 e amal eerng secrs s
cious link protection: malicious inks in emails and prevent users from echanisms exit o frce nternt bound network raffc rouh aproxy device ...
SPEPEMMLPRO | Malicious Link Protectons [M21c19U ik protections detect malicous fnks n emaifs and prevent users for Functional | Itersects With | DNS & Content Fiering | NET-18 [Py Enforcement Point (PEP) for URL content ikering and DNS Alteing o it & s
9t oarh GHI o connecti6 GaneroLs o prontad Imcrmet e
st Delvry Proections [P9S;delivery protections apply updsted emall rotections 0 aleady delvered emails nctional tersects with | Malicious Code Protection L0a  |Mechanisms exist to utilize antimalware technologies to detect and eradicate malicious
3PEPEMPOPRO | Post:Delivery Protections. |oraping quarantining and mitigation for emails in mailboxs Functional Intersects With (Anti-Malware) END04ooge. s
3PEPEMPOPRO | PostDalivery rotections [[CSkdelvery prtections apoly updated emal proectins o already delvered ema, | yncionai Intersects with || Detonation Chambers o5 [Mechanisms exist o uiize o detonaion chamber capabilly todetect andor lock s
lenabling quarantining and mitigation for emails in mailbox (Sandboxes) lpotentially-malicious files and email attachms
3.PEPEM.SDENY Sender Denylting (327967 denyising protections prevent the recepton o email rom denylisted senders. | yncionai Intersects With Sender Denylisting NEr-20.  |Mechanisms exstto mplementserder denyisting rotctonsthatprevent th rceptr s
echanisms eist o enable usersto digaly sign their emal,allowing externalparties
User Digital Signatures for [user digital signature protections enable users to digitally sign their emails, allowing nction nter it | User Digital Signatures for lto authenticate the emair's sender and its contents according to the Domain-base
3 PEP.EM.UDSOE tgoing Email xternal parties to authenticate the email's sender and its contents. Functional Intersects With tgoing Email NET-205 lyessage Reporting and MARQ) emal s
jprotocol.
Tiopin lUser tipping capabilties enable users to report emais, attachments, or URLS they nction e ; o i Mechanisms exist to incorporate submissions from users of phishing attempts, spam or
3 PEPEMUTIPP User Tipping suspect to be phishing attempts, spam, or otherwise malicious. Functional Intersects With | - User Threat Reporting | NET-20.9 lotaryise malicious actions to beter protect the organization s
cation | spptication conoine is o virualzation approach n which sppicatins re islated o " e . " 51 |Mechanisms exist to utilize an application container (virtualization approach) to solate to
3.PEPEN.ACONT Application Container |y ynown set of dependencies, access methods, and interfac: Functional Intersects With | - Application Container SEAZL o known set of dependencies, access methods and interfaces s
Security, Compliance & Mechanisms exist to faciltate the implementation of resource planning controls that
3.PEP.EN.CMONI Costs Monitoring  [Costs monitoring entails the monitoring of costs incurred by enterprise resources. Functional Subset Of Resilience Protection PRM.01  provide a portfolio management approach to achieve security, compliance and resiience 10
Portfolio Management Jobjectives.
Mechanisms exist to dentify and allocate resources for management, operational,
3.PEP.EN.CMONI Costs Monitoring  [Costs monitoring entails the monitoring of costs incurred by enterprise resources. Functional Intersects With | Allocation of Resources |  PRM-03 [technical and data protection requirements within business process planning for 5
projects / initiatives,
- [Remote desktop access solutions provide a mechanism for connecting to and o o 1 |Mechanisms exist to define, control and review organization-approved, secure remote
3PEP.EN.RDACC Remote Desktop Access [RemOle desklop access salufions provide 2 mec Functional Intersects With Remote Access NeT-1a  [Mechanisms exi 5
Shadow nermation |Shadow formation technlogy (T) detecton cystms detectthe prserce of hadow Information y fechanisms exist to detect the presence of Unauthorized Technology Assets
3PEPEN.SITE Technology Detection software and systems in use by a Functional mersects win | ot eeton OPS'07__ |applications andor Services (TAAS) in use. 5
Security Orchestration,
Security Orchestration, _[Security Orchestration, Automation, and Response (SOAR) tools define, prioritze, and 06 |Mechanisms exist to utlize Security Orchestration, Automation and Response (SOAR)
3PEP.EN.SOARE Automation, and Response [automate the response to security incidents. Functional Intersects With "“‘“"‘"“’L"S‘;::, Response | OPS-06 iq15'to define, prioritize and automate the response to security incidents 5
|Virtual private network (VPN) solutions provide a secure communications mechanism 14 |Mechanisms exist to define, control and review organization-approved, secure remote
3 PEPEN.VPNET Virtual Private Networkeryyeen networks that may traverse across unprotected or public networks Functional Intersects With Remote Access NET-14laccess methods s
|Virtual private network (VPN) solutions provide a secure communications mechanism Managed Access Control IMechanisms exist to route al remote accesses through managed network access control
3 PEPEN.VPNET Virtual Private Network ety een networks that may traverse across unprotected or public networks Functional Intersects With Points NET-24:3looints (e.g., VPN concentrator) s
Work From Anywhere Wiechanisms ex/st to define secure elecommuting practices and govern femole access
|Virtual private network (VPR) solutions provide a secure communications mechanism o Technorogy Assets, Appiications, Serices andlor Data (TAASD) for remote workers.
3.PEP.EN.VPNET Virtual Private Network /42l private network (VPN solutions provide o secure communications Functional Intersects With | (WFA) - Telecommuting |  NET-14.5 gy Assets, Appl ] Z (TAASD) 5
3 PEPENVPNET Vit Private Network ~[/iualprivate network (VPN salutions provide  secure communications mecharism Functional Intersects with | Thirc-Party Remote Access | yer.146  [Mechanisms exist to proactively control and monitor third-party accounts used to access, s
between networks that may traverse across unprotected or public networks Jsupport, or maintain system components via remote access
3 PEPFLAMALW Artmaare [AnRHAa rotectons detect the resence of mlklauscodeand acllate s Functional Inersctswitn | Malous Codo protecion | g |Mecharisms st o uiize antimalware technolaesto detect and eacicte malicous s
[Automates Content Disarm and Reconstruction (COR) mechanisms exist to detect the
Content Disarm and  Content disarm and reconsruction techalogy detects the presence of unapproved n nter Content Disarm and 5 nated Cor {CoR) s exist to detect th
3.PEP.FI.CDREC ntent Disarm and - |Content disarm and reconstruction techn Functional ntersects wien | - Content Disarm and, NET-29  oresance o napproved acve content and acliate s remaval,resulng i content s
S PEPFLOCHAM Detonation Champer | Jgoraton hambersFaclate te detecton o mafcius cod usng protected snd Functional mersectswin || Detoration Chambers o5 [ladaniems edsto e s d;('(‘z:“ata\[n{; Chamber capabily o detectandlor block S
[Gata 1oss prevention (DLP) tezhnmagwes et nstances o7 xR, aher y arfsms exst o Iplement Data Lo Fevertion (OLF) o protect
3PEPFLOLPRE Data Loss Prevention |valicious or accidental, of agency data Functional Intersects With | Data Loss Prevention (DLP)|  NET-17 _ |cengitive information as it is stored, transmitted and processed. s
daptive authentication aligns the strength of the PR.AC user or entity authentication
3 PERIDARUTH Adaptive Authentication msmmm hentic Functional Intersects with | Adaptive ldentification & | 13 [Mechanisms exist to allow individuals to utilze alternative methods of authentication s

level of risk associated with the requested authorization.

Authentication

lunder specific circumstances or situations,
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[Behavioral baselining is capturing information about user and entity behavior to enable

echanisms exit o utlize User & Entity Behavior Analytics (UEBA) and/or User Actvty

facilitate its remov;

luser's ability to connect to dangerous or prohibited Internet sites.

3.PEP.ID.BBASE Benavioral Baselining Functional Intersects With | Anomslous Behavior |  MON-L6 |Monitorng (UAM) soltions t detect and respond fo anomalous behavior thar could s
dynamic threat discovery and faclltate vuinerabilty management Icnitoring (UAM) solutons to detect and respond to anor
Suspicious Communications
Isehavioral baselining s capturing information about user and entity behavior to enable y IMechanisms exist to provide training to personnel on organization-defined indicators of
3PEP.ID.BBASE BeNavioral Baselining g namic threat discovery and faciitate vulnerability management. Functional Intersects With | & Anomalous System | SAT-03.2|aiare to recognize suspicious communications and anomalous behavior. s
laehavioral baselining i capturing information about user and entity behavior to enable |automated mechanisms exist to establish behavioral baselines that capture information
3.PEP.ID.BBASE Behavioral Baselining [dynamic threat discovery and facilitate vulnerability management. Functional Intersects With Behavioral Baselining THR-11 [about user and entity behavior to enable dynamic threat discovery. s
SPEPIDCAUTH | Continuous Authentcaton [-urecs Suentieaton entals valiatng and ey TSR R | incional | intersecs With | Continuous Authenticaion | ACI33 [ yacyrored e aneme SxE o enable contueus e 3uthentiaton treugh e s
[Enterprise ICAM entails maintaining visbiity into agency identiies across agency ecn,
3.PEP.ID.EIAMA Enterprise identity 27 |environments and managing changes to those identities through a formal (preferably Functional Subset Of jdentity & Access 1AC-01 o facilitate the of and access 10
s Management  [EDironments ond Management (IAM) controls
Entitiement inventory entails developing, documenting, and maintaining a current |Authenticate, Authorize and| |, IMechanisms exist to srictly govern the use of Authenticate, Authorize and Audit (AAR)
3.PEP.IDEINVE Entitlement Inventory linventory of user and entity permissions and authorizations to agency resources. Functional Intersects With Audit (AAA) 1Ac-012 [solutions, both on-premises and those hosted by an External Service Provider (ESP). s
[Automated System Account|
entitiement inventory entails developing, documenting, and maintaining a current § tomated mechanisms exist to support the management of system accounts (€.g.,
SPEPIDEINVE | Entement Inventory 1 permissong and autotizadons o sgency rasource. Funcional | inersecs wih | anagement Orecory | Ac1s GIOTASS T s
entitiement inventory entails developing, documenting, and maintaining a current Privieged account § hanisms exist o inventory allprivileged accounts and validate that each person with
3.PEP.IDEINVE Entitlement Inventory linventory of user and entity permissions and authorizations to agency resources. Functional Intersects With ventories 1AC-161 e\evsled privileges is authorized by the appropriate level of organizational management. s
[RUtomated mechanfsms exit to enforce Wulf Factor Authentication (WFA) for(1)
Remote network access;(2) Third-party Technology Assets, Applications and/or Services
(TAAS): and) or(3) Non-console access to citical TAAS tha store, transmit and/or process
SPEPIDMAUTH | Multfactor Authenticaton MFA entals using two or more factors to verly usr orentiy identity Functional | Imersecs wan | MUEFactor Autentication| .o fensiivelreguiated dat s
T S entities com aumment p— P Mechanisms exist t uniquely identify and centrally Authenticate, Authorize and Audit
3pepDSIDEN Service dentity  [SSTVceIdeniy ensures that users and i can authenticae th identiesof Functonal | Inersects With | JOETHCIIONS | iacq G eces before eshbloning 8 comnechon asing bdrectondl uthentcation it s s
gency |cryptograj based and replay resistant.
o hansms exist to [dentify and authenticate Trd-party Technology ASSers,
vice identity ensure nd entities can authenti dentit uthentication for Third- |Applications andor Services (TAAS),
3.PEP.IDSIDEN Service identity [SSTYICe [dentity ensures that users and entities can authenticate the dentites of Functional Intersects With Technology Assets, | 1AC0s [ s
[poency ADDh(auuns and/or
ruices (TAAS)
[Mechanisms exist to:(1) Securely manage authenticators for Users and devices; and(2)
ecrets management entals developing and using a formal process to securely track Ensure the strength of authentication is appropriate to the classification of the data
3.PEP.D.SMANA Secrets Management [and manage digital authentication credentials including certificates, passwords, an Functional Intersects With | Authenticator Management|  IAC-10  |oomg accesses s
IAPI keys.
Secrets management entails developing and using  formal process to securely track
3.PEP.ID.SMANA Secrets Management  [and manage digital authentication credentials, including certificates, passwords, and Functional Intersects With | Password Managers | IAC10.11  [Mechanisms exist to protect and store passwords via a password manager tool. B
[API ey
ecets managerent ntals developng and ang  forml precess o securely rack o oxiot 10 rotect suhentcators commensarate wi the sematvTty of the
SPEPIDSMANA | Secrets Management [and manage Gigtal authenticoton redantat, mcluding certneetes.pasomt Functional | Itersects With |protecton of Auhenticators| AC-105 [ MEChanams exist to proect authenticatos commensurate with the senitty of th s
|API keys. 5 5 il !
|Adaptive access control technologies factor in additional context, ike security risk, Adapeive denincaton & Mechanisms exist to allow individuals to utiize alternative methods of authentication
3 PEPIN.AACON Adaptive Access Control |ope rational needs, and other heurstics, when evaluating access control decisions Functional Intersects With uthentication IAC13 | nder specific circumstances or situations. s
S PEPINCTLMO Corfcate Transparency Certficate ransparency log morioring allaws agencies to dscover wher new Functional ntersects With | Certfcote Monitoring | CRy.12 [Atomated mechanisms exist to iscover when new certficates are issued for s
g Monitoring |certificates are sued for agency dom lorganization-controlied domains.
[Deception platform technologies provide dec
S PEPINDPLAT Deception Patforms [STronMes, fom sl machines o entre netwrks,that conbeused todect | et ntersects With Honeypots seaqy [Hechanisms exsttoutlize honeyuos that are speccallydesaned tobe the target o s
functions;
5 PEPIN.EDRES Endpink Detcton and Endeint tectonand respns (€1 tols combin andponk and network v 32| o Iersects iy | Malaus Code Protection | gy, Mecharisms exist 0 uilize antimalware technoogies o detectand eralcate malicious R
. onand ntrusi . ; ous activi Host nrusion etection IMechanisms exist to utlize Host-based Intrusion Detection / Prevention Systems (HIDS /
3.PERIN.IDPSY e ecton A [trusion deecton systerms detect and report malicious activty. Intrusion prevention Functional Intersects With Prevention Syst END-07  [HIPS), or similar technologies, to monitor for and protect against anomalous host actvity, 5
4 yst P P (HIDS / H PS) lincluding lateral movement across the network.
Network ntrusion Detection
Netwrk Detection and|Netwrk detecton and esponse involves th collection and analyssof netwrk evert nctiona! ntersects Wi ok Intrusion Deec Mecranisms exs o omploy Netwrk ntusion Detection rovention Systems
3.PEP.IN.NORES Res jata to aid in the detection and remediation of malicious activity. Funct ! It ts With / Prevention Systems NET-08 ((NIDS/NIPS) to detect and/or prevent intrusions into the netwc s
(NIDS / NIPS)
[ccess convolprorectons prevent e noress, egres,or ramsission of rauthorzed dentity & Access Mechanisms exist to facitate the implementation of identification and access
3.PEP.NEACONT Access Contral [Acece” Functional Subset Of ety & Access 1AC-01 Aistioh 10
- B T e e e e " Network Security Contrals o1 [Mechanisms exist to develop, govern & update procedures to facitate the
3.PEP.NEACONT Access Control  [ACCeSS control Functional Subset Of ecur NET-01 0 develop, gover & update o 10
[Fost contaimment protections enable 3 metwork to revoKe or quaranting a nosts access [Automated mechanisms exist to enforce Rost contaimment protections that revoke or
3.PEP.NEHCONT Host Containment |05t CoTtaIn Functional Intersects With Host Containment Nerog3 [hutomated mechanisms exist Lo enforce 5
nternet Address _[Internet address denyllsting protections prevent the ingest or transiting of raffic " v Internet Address y Mechanisms exist to implement Internet address denylisting protections that blocks
3.PEP.NE.IADEN Denylisting received from or destined to a denylisted internet add Functional Intersects With Denylisting NET-18.6 _liraffic received from or destined to a denylisted Internet address. s
Microsegmentation divides the network. either physically or virtually, according to the [Automated mechanisms exist to enable microsegmentation, efther physically or virtually,
3PEP.NEMICRO Microsegmentation munication needs of application and data workflows, facilitating securiy controls to | Functional Intersects With Microsegmentation NET-06.6  [to divide the natwork according to application and data workflows communications 5
protect the data.
Wiechanisms exist o ensure network architecture uflzes network segmentation to
3 PEPNENSEGH Network Segmertation - etwork seqmentaion sparates  given network to subnetworks, faclitating secu | pyncona Intersects witn | Newwork Segmentation | yer o6 fisolate Technology Assets, Applications andjor Services (TAAS) to protect from other s
(macrosegementation) |controls between the subnetworks, and decreasing the attack surface of the netw (macrosegementation) nctoart resooroy
Py —— Resource Continment_[LS20UTCe TSI protectons able emoval o QUaranine o 3 50U’ 326655 | runcionr Inersecio Wity | Resaurce Contonment | Ner-os.+[uomated mecharisms i o atfrce resouce ot protecons ht remave B
Distributed Denlal of _|Distributed Denial of Service (DDoS) protections mitigate the effects of distributed Denial o Service (Dos) o [Aitomated mechanisms exit to protect against or I e SFecs o AT o SEcE
3.PEPRE.DDSPR Service Protections |denial of service attacks. Functional Intersects With rotection NET-021  |attacks. s
et " o AP e Mocharime ST suemataly scle o esouces svalale o Tocology At
3.PEPREEEXPS lasic xpansian [F25UC expansion enables agences o dynamicaly expand the resources avalable 0| funcionsl | ersects witn | tasic Expansion CAp0s |Applications andlor Services (TAAS).as demand conditons chant s
echarisms exet o sUoper operaions Tt are GaograpHcally dspersed v oione
5PEP.RERDEL Regional Delvery egonal delivery technologies enabe the deployment of agency services across Functional | Itersects With | Regional Delivery CAp0s |deivery of technological Technoloay Assets, Appications and/or Services (TAAS) s
Host Intrusion Detection IMechanisms exist to utlize Host-based Intrusion Detection / Prevention Systems (HIDS /
SPEPSEACMIT | Active Content Mitgation ACVe content miigatin protections detectthe presence of unapproved active content | punctiona) | Intersects With | and Prevention systems |  END-07 |HPS). or simiar echnologies, t moritorfo and protect against anomaious nost actvty| 5
(HIDS / HIPS) inciuding lateral movement across the network
3PEPSEACMIT | Active Content Mitigation [AC(/Ye Content mitgation protections detect the presence of unapproved active content | ¢, nctiona) Intersects With Mobile Code END-10  |Mechanisms existto address mobile code  operating system-independent applications. B
ceess cont technoigiesaTow an ageney 1o Geie patces Tmtng wnat aetons ey dentity & Access or [P e o Taite e mplementaton o Genticaton ond acess
3.PEP.SE.ACONT Access Control[ccess control technologles allow an agency | Functional Intersects With e e 1AC-01 B
3 PEPSEDLPRE oot Loss preventon [ n([e;l;r::\:g\es Gatot nstances of the xtitralion, ahar malious o accdental of p— tersects With | Data Loss Prevention (0LP)|  NET17 ;1::2:;:35:;;\5:::;\:1:::)‘(;s;lgur!gp!\rear:;:‘(‘ Dot Lo Preverion O17) o protet S
[Malicious content filtering protections detect the presence of malicious content and [Mechanisms exist to force Intemet-bound network traffic through a proxy device (e.g.,
3.PEP.SEMCFIL Malicious Content Filtering [¢1# €100 CONeR” FIIerng PY P Functional Intersects With | DNS & Content Filtering NET-18  |Policy Enforcement Point (PEP)) for URL content filtering and DNS filtering to limit a 5
luser's abilty to connect to dangeraus or prohibited Internet sites
Protocol Compliance [Protocol compliance enforcement technologies ensure that traffic complies with Protocol Compliance 164 [Automated mechanisms exist to ensure network traffic complies with Internet
3.PEP.SE.PCENF ment |protocol definitions, documented by the Internet Engineering Task Force (IETF). Functional Intersects With Enforcement. NET-18.4 [Engineering Task Force (IETF) protocol specifications. s
. |anti-phishing protections detect instances of phishing and prevent users from accessing o6 |Mechanisms exist to utiize anti-phishing and spam protection technologies to detect and
IPEPUNAPPRO | Anti-phishing Protections [31EHF Functional Intersects With |Phishing & Spam rotection|  END-08 [Mechanisms exist o utlize anti pishing and spam protection tech s
(Connection termination mechanisms ensure the meating host can positvely control -
3.PEP.UN.CTERM Comecton Termination paricpaton ot ity meouts.en-demand prompts, Uniqueaccesscodos for | Funcional Intersects witn | Participant Connection | gy 4 |Mechanisms exist to ensure the meeting host can positvely control an individual's s
meeting, host participant eviction, and even meeting ‘duration limits. 9 > s o
IMechanisms should be implemented to control the sharing of information between UCC
ata Loss Prevention _|Paticipants, intentional or incidental. This may be integrated into additional agency DLP| g o ntersects With | ata Loss prevention 17 [hutomated mechanisms exist to implement Data Loss Prevention (DLP) to protect
3.PEP.UN.DLPRE Data Loss Preventi ltechnologies and can include keyword matching, attachment file type or existence Functional Intersects With | Data Loss Prevention (OLP)|  NET-17 | itive information as it is stored, transmitted and processed. s
prohibitions, attachment size limitations, or even audio/visua ftters,
(Communication between virtual meeting participants and any data exchanged i
encrypted at rest and in transit. Some UCC offerings support end-to-end encryption, Transmission y
3PEPUNECOMM | Encrypted Communication [SNCTYPLed st rest and I ransi Some LCC offerigs support endto-gnd enciyption. Functional Intersects With Qronemission, CRY-03  [Cryptographic mechanisms exist to protect the confidentiaiity of data being transmitted. 5
uthenticated participants and cannot be decrypted by the UCC vendor.
ety verifcarion emsures that acces o the vitual meeting s mited o apropriate
3.PEP.UN.IVERI Identity Veriication  [individuals. Waiting room features, where the meeting host authorizes vetted Functional Intersects With Participant Identity END-143  [Mechanisms exist o verify individualidentities to ensure that access to virtual meeings s
lindividuals to join the meeting, can also be utilized. pprop!
Link click-through protections ensure that when a link in communications i clicked, the
Link Ciick- through Walicious Link & File lAutomated mechanisms exist to detect malicious links andjor il in communications
3PEPUN.LCTPR requester i directed to a protection that verifies the security of the link destination Functional Intersects With END 145 s
Protections. [eduester s drected o2 i Jand prevent users from accessing those malicious links and/or fles
SPERUNMEPRO | Maliious Pl Prtections [12iios e protectons deockalcious fls i commurictonsand prevent sers Functional s win | Moious Lk S Fle | ey g5 futomated mecharisms oxit todetectmlcious ks ndrfesincommunicatons R
3PEPUNMFPRO | Maliclous Fil Protections [ ous e protections detect malicous files in communications and prevent users Functional Intersects With | Explicit Indication Of Use |  END-1a.6_[echaniars exis & confioure colaberative computing devices t provide physially B
IMalicious link protections detect malicious links In communications and prevent users Malicious Link & File 145 |Automated mechanisms existto detect malicious links and/or files in communications
3.PEP.UN.MLPRO Malicious Link Protections \gro accessing them. Functional Intersects With Protections END-14.5 - |ong prevent users from accessing those malicious links andjor files. s
Host Intrusion Detection IMechanisms exist to utlize Host-based Intrusion Detection / Prevention Systems (HIDS /
SPEPWEACMT | Active Content Miigation V€ Content mitigaton protections detect th presence of unapproved active COntent | cunconal | Itersects With | and Prevention Systems | END-07 |HIPS) or smiar technologie, o monitor or and protect against anomaios host aciviy,| 5
(HIDS / HIPS) lincluding lateral movement across the network.
SPEPWEACHIT | Active Content Miigaton [ACEYE ContEnt miigaion pratections detect e presence of Unapproved active ontent | unctonal |  tersects witn Wobile Code END-10|Mechanisms exis to adaress mobile code / operating system-ndependent applicatons. s
pubisning Securty.
s Control [ACCES contol achnologies allow an agency o define policies mitng what acions may|  pcona ersectswith | coruDlishing security, Mecanisms exs o estabish, mantain and disseminate polce, standards and
3PEPWE ACONT A Contol e commecied wsers and e Functonal | Itersets Wih | Complance & Resil V02 sy o seres complont and vshens spsi 5
ocumentation
ceess cont techmagiesaTow on ageney 1o Geine patces Tmtng wnet aetons ey dentity & Access o1 [Fiechanisms exist o faciltate the implementation of identication and access
3 PEP-WEACONT Access Control |be performed by connected users and entities Functional Intersects With Management (IAM) Iaco1 controls. s
. |Authenticated proxies require entities to authenticate with the proxy before making use . g IMechanisms exist to force systems and processes to authenticate Internet-bound traffic
3 PEPWEAPROX Authenticated Proxy loti, enabling user, group, and location-aware security controls. Functional ntersects With | Authenticated Proxy | NET-18.8  \yiii2'broxy to enable user, group andor location-aware security controls. s
o1 [Bandwidth contol echnologis allow for miing the amourt of banduidih used by g IMechanisms exist to implement bandwidth control technologies to limit the amount of
3.PEP.WE.BCONT Bandwidth Control (different classes of domain: Functional Intersects With Bandwidth Control NET-18.7 lbandwidth used by categories of domains that are bandwidth-intensive. s
reak and Inspect systems, or encryption proxies, terminate encrypted traffc,logging
3 pEPWEBINSP Break and Inspect or performing palicy enforcement agains the painext, and 6. encrypting the trame, f | Functional | intersects witn | VISIity of Encrypted | yep.yg 5 |Mechanisms exist to contigure the proxy to make encrypted communications trffic s
lapplicable, before transmitting to the final destination. 9
Cerifeate GenyTiing rorectons prevent communicaton Wi et (et use 3 2t of Mechanisms exis to prevent commurication with Technology Assets, Appications andior
3.PEP.WE CDENY Certifcate Denylisting |CeTcate denyl Functional Intersects With | Certificate Denylisting |  NET-18.9  [Lenarisie exist o prevent communication wih Techn B
vent fitering protection e of unapproved content and facil IMechanisms exist to force Internet-bound network traffic through a proxy device (€.0.,
3PEPWECFILT Content Fitering (SOt filtering protections detect the presence of unapproved content and faciltate | ¢, nctional Intersects With | DNS & Content Filtering | NET-18  [policy Enforcement Point (PEP) for URL content fitering and DNS fiering to limit a 5
Juser's abilty to connect to dangerous or prohibited Internet sites
Ioomain category fitering technologies allow for lasses of domains (6., bankin IMechanisms exist to force Internet-bound network traffc through a proxy device (€.0.,
3PEPWEDCHIL | Domain Category Fitering (2211 category filtring technologies allow for classes 9 o Functional Intersects With | DN & Content Fitering | NET-18  [polcy Enforcement Point (PEP) for URL content fitering and DNS fiering to limit a s
Y P |user's ability to connect to dangerous or prohibited Internet sites.
. OLP Techngigiesdetetinstance o he xilaton, other maicious o acigenal o . y 17 [omated mecharisms ex o Tnplemert ata Los Prevertion (OLF) o rotect
3.PEP.WE DLPRE Data Loss Prevention [0uP tech Functional Intersects With | Data Loss revention (0LP)|  NeT-17  [Aulomated mechanisms exist to Implement Data Loss brever 5
; o fitert . - st IMechanisms exist to force Internet-bound network traffc through a proxy device (e.g..
3PEPMWEDREPF  [Domain Reputation Fiteringl oo “Puraton ftering profections ar 3 form of domein seryistng oased ona Functional Intersects With | DNS & Content Filtering | NET-18  [policy Enforcement Point (PEP) for URL content fitering and DNS fiering to limit a 5
P Y gency. luser's ability to connect to dangerous or prohibited Internet sites.
pomain esouton fitering poverts entiie fom using unauthoized DNS resolution Mechanisms exst o force ntemet bound network afc through a proy device (.
3PEPWEDRESF  |Domain Resolution Filtering|services over er-Hypertext Transfer Protocol Secure (HTTPS) domain Functional Intersects With | DNS & Content Fitering | NET-18  [policy Enforcement Point (PEP) for URL content fitering and DNS fiering to limit a B
resolution protocol. oarh GHiy o connect 6 GaneroLs o pronLad Icrmet st
[Malicious content filtering protections detect the presence of malicious content and [Mechanisms exist to force Intemet-bound network traffic through a proxy device (e.g.,
3.PEP.WE.MCFIL Malicious Content Filtering ering P P Functional Intersects With | DNS & Content Filtering NET-18  [Policy Enforcement Point (PEP)) for URL content filtering and DNS filtering to limit a s
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IProtocol compliance enforcement technologies ensure that traffic complies with
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lautomated mechanisms exist to ensure network traffic complies with Internet

Protocol Compliance
3.PEP.WE.PCENF lprotocol definitions, documented by the Internet Engineering Task Force (IETF). Functional Intersects With Enforcement. NET-184 | gineering Task Force (IETF) protocol specifications. s
g and accounin ncldcscapturing busincss ecrds (., log and ter
3uNACCO i i e o s | Focton SubsetOf | Continuous Monitoring | MON-0L Mech to facitate the o monitoring controls| 10
Viiaion racking Such nat nider apuse or misuse can be dekect
Kelemetyy, making i ayaiable o SucInG and accountn s equlred, and. echanisms et 1o genrate, mantor,corlteand resond o sets o ysia,
suLAACCO Audting and Acouring SIS, kg e sumltle o 2 210 sceouning o0 o 30 s | Foncional | IntrsectsWith | Systom Genrated At | MON-GLA [gborsocury, daa rtacion a7 uply cha s 1o schivs i s
Viiation racking) such hat nsider apuse or misuse can be detected
g and accouning ncldcscapturing busincss ecrds (., log and thr
i telemetry), making them available for auditing and accounting as required, . System-Wide / Time- Y |Automated mechanisms exist to compile audit records into an organization-wide audit
3UNLAACCO Auditing and Accounting [designing an auditing system that considers insider threat (e.g., separation af du(\es Functional Intersects With Correlated Audit Trail MON-027  rail that is time-correlated. s
Viiaion racking) Such nat nlder apuse or misuse can be detected
echartims eXt o confgure Technelogy ASsets Applcatlons and/or Services (TARST o
prodce evert oo hat contain st normation o  minmur ) Esablsn
what e of event occurre en (date and time) the event occurred;(3) Where the
[suiting and accounting ncludes capturing businessrecords (e, logsand fer jevent occurea ) The s;wv;e ofine event(5) The outcome (success o falure) of the
lemetry), making them avaiabi for audiing and accounting a requre 03 |Fvents and(6) The denthy o any useriubject assocated with the eve
sunLAACCO Autiting and Accounting[S1EMty). moking them ovaable fo ouding and accounting os reared. ond. | funcional | nersects With | Content of EventLogs | MON-03 s
ication tacking) Such hatinsiger abuse or misuse can b detece
g and accounting ncudescapturing busiess ecrds (.. log nd thr
suNLACCO Ausiting and Accounting ey making them avaiable fo audting and accounting as reaured ond | funcrional | tersects witn Aucit Trais MON.03.2|Mechanisms exis o link system accessto inividualusers or srvice accounts s
ioation tacking) Such Shatinsider Sbuse o miute can b detecteq
ackup and recovery entais keeping copies of onfiguration and data, a needed, to Mecharisms exist to create recurring backups of data, software andor system images,
3.0NLBRECO Backup and Recovery [aiow or the quick restoratin of service n he event o macious ncidens, ysiem Functional | tersects witn Data Backups BCD-11 a5 wel a5 verdly he megny o Inese backups. o ensure the valabilty o th data t6 s
Faiares. or comuption. Satisy Recovery Time Gbjecies (RTO3) and Recovery oink Gbjciives (RPO3
Rackup and recovery entais kegping coples of configuraion and Gata, a2 needed 1o
3.0NLBRECO Backup and Recovery [aiow or the quick restoratin of service n he event o malcious ncidens, ysiem Functional | Itersects witn | ReLenton Ofprevious | g 5 [Mechanisms exst o retain previous versions of baseline configuration tosupport ol s
[failures, or corruption. onfigurations
et Log Management 50100 management i aslysis s th colcion, torag,and sl of
SuNLCLMAN ! Log Management: ity where ne callection and torage are Gesigned t fciltate Gats fusian and | Functional SubsetOf | Continuous Monitoring | MON-0L Mech o faciltate the o monitoring controls| 10
Vs [ahere the securty analysis o in iscovary and response to malicious iy,
centra og management with anaysis is the collection, storage, and analyss of
Central Log Management " « x o . e Automated Tools for Real- | 4005 |Mechanisms exist to tilze a Security Incident Event Manager (SEM),orsimiar
SUNLCLUAN Wi anaas | [Gemetr. unere the colectionand sorage e desgned o acitate data fusonand | Functonal | ntersects ith "ime Analysis oL 2 ated foah to Support near realme analysis and meident escalation s
Sumcum | Sl et s | runciorol | st | ol cotectonof | oy gy rechansms ot oz  scuyncitrssvent Harager (5, o sy s
Wi anaas " [eemetry. wnere the collecton snd storage ore designed o acitate dta fuso Securty Event utomated 11, 0 3upportthe cemtralized collection of ecary.related evet 1gs.
oot g s e et ol o o e 370 —
3.UNLCMANA Confic ti and monitoring for deviations, preferably Functional Subset Of Configuration Management CFG-01 [Mechanisms exist to facilitate the implementation of configuration management controls. 10
iromated:
Cunﬁgmamn management is the |mplemen(suon of a formal plan for documenting and Automated Central {Automated mechanisms exist to govern and report on baseline configurations of
3.UNICMANA- Confic ti anges to the and monitoring for deviations, preferably Functional Intersects With It & Verificati CFG-02.2 [Technology Assets, Applications and/or Services (TAAS) through Continuous Diagnostics 5
omaed anagement & Verification Jond Mitigation (CDM), or similar technologies.
Configuration management s the mplementaton o a forma plan fordocumenting and P——
3.UNI.CMANA- Configuration Management | manaﬂmﬂ changes to the environment, and monitoring for deviations, preferably Functional Subset Of 9 9 CHG-01 Mech: t to facilitate the of a change program. 10
,
cmgmm anagemet s he mplemcntaton of s ormal oo for dacumenting ond P
SUNLCMANA | Configuraton Changes t e ana monkaring or Gevations, preferaby Functional | tersects witn raton CHG-02 |Mechanisms eis to govern the techical configuration change control processes s
itomated
Confuration maragemert s he mplementaton f s ormal pan for documerting ond A
utomated Access Mecharisms exist o prform fte-the-act reviews of onfiguration change logs ta
3.uNL.CMANA " clmanasing changes s he ana montaring or Gewations, referaby Functional | Iersectswin | Automatedcccss | g0, Mecharisms exist o pertorm ofter s s
oyt oy et oy e e, et . Thaicators of Compramise s Hechanims et o G specic ncators o amproniz (00) o erty e sors
SUNDTOS | Dynamic Theat Discovery [Dyrarme reat disovery s e practice fue Functional | ntersects witn oo o3 [echarien s
o vy [T et acovery e e ot of gy sproches (. N | o tersects i | Monioring fo ndicators of | 1,00 ated mechantsms exist to enty and alrtan Indicators of Comproms
3.UNLDTDIS Dynamic Threat Discovery |01 e e o o Functional Intersects With Comromise 160) MON-11.3  |Automated mechanisms exist to identify and alert on Indicators of Compromise (IoC). 5
actce ofus ) . echanisms exist otz ser & Entity Behavior Analytics (UEBA) andor User Actiuy
SUNDTOIS | ynamic Thveat Discovery (21 reatdiscovery i thepractic o usng dynamic approaches (e3. PeUTSIES. | funcional | intrsects With | Anomelous Bebavior | MON-16.Mortoring (A salutonstodetect an respon 10 anomalos behavia ihar ouid 5
Indicate aécount compromise o other malkious acvies
suspicous Communictions
SUMDTDIS. [ ynamic Threat Discovery T o now macious actviye e (@9 MEUISHES: | puncuonal | mersects witn | & Anamalous System | SAT-03.2. 0 e ons and anomatous penavir, T s
havior
st Gy e e o gy s (¢ et v Rarrsms exetto develop Indcators of Expasure ([08) o understand the potental
3.UNIDTDIS Dynamic Threat Discovery |baselining, etc.) to discover new malicious actiy Functional Intersects With _ |indicators of Exposure (10E) THR-02 |attack vectors that attackers could use to attack the organization. s
IDynamic threat discovery is the practice of using dynamic approaches (e.g., heuristics, g lautomated mechanisms exist to establish behavioral baselines that capture information
3.UNIDTDIS Dynamic Threat Discovery |baselining, etc.) to discover new malicious activity. Functional Intersects With Behavioral Baselining THR-11 [about user and entity behavior to enable dynamic threat discovery. s
chanisms exst to mplement a threat ntlligence program that Includes a cross-
Enterprise Threat [Enterprise threat intelgence i the usage of threat inteligence from private or o1 |oroamzaton formation-sharing capabilty tha can uénce the development o the
3.UNLETINT Intelligence Feeds |government sources to implement mitigations for the identified risks. Functional Subset Of [Threat Intelligence Program| THR-01 curity architectures, selection of security solutions, monitoring, threat 10
i, response and recovery actties.
echanisms exist to maintain situational awareness of unerabiltes and evolving
SuNLETINT Enterpise Threat  Enterprise theat ntelligence s the usage of threat nteligence fom private or Functional | Itersects With | Thveat ntelligence Feeds | THR.03 fhreats by everacing the knowieage of atacker tactis, techniques and procecures to s
' B Pl 9 [facilitate the implementation of preventative and compensating controls.
ective use of hared services means tha shared servces are employed, wher
Effctve Useof Shared.[sppiable and idual talred and measared t ndependents valdate serice . e ; o1 |Mechanisms exis o facitate the implementaion o cloud management cantrols to
3UNLEUSSE Services lconformance, and offer effective protections for tenants against malicious actors, both Functional Intersects With Cloud Services CLPOLensure cloud instances are secure and in-line with industry practices. s
evtermal and internal o i senvite provider.
ective useof hared services means tha shared servces are employed, where
Effctve Useof Shared [sppianie, and Piaual talred and measured t ndependenty valaate serice ncton — iy Architectun Mechanisms exist to ensure the clou securiy architecture supports the rganization's
3.UNIEUSSE Services lconformance, and offer effective protections for tenants against malicious actors, both Functional Intersects With | Cloud Security Architecture|  CLD-02 o pnology strategy to securely design, configure and maintain cloud employments, s
entermaland internal t i sénvice provider.
Eectiveuzo of sared soncos moans atshredzeice re oy vers
N g [Elective use ofshared senvces mears hat rices oo empoyed, where echanisms et to enure mul-enantowned o manage asets onysicaland it
SUNLEUSSE Effecive Use o Shared . applicabl, and indvidually tallored and measured to ndependently validate sevice. | funcrional | Intersects With | Muti-Tenant Environments|  CLD-06 fare designed and govened such tha provider and customer (enant user access s
ective potections for tenants against malcious actors, both : med such t
lexternal and internal lo the service provider. [pppropriately segmenle rom other tenant users.
Efectve use of sharcd services means tht shared services are employed, where
fectiv U fShardppcal, o niuly alred 3 messrcd o papenderty vldats Sevie Information n Shared o5 |Mechanisms exist to prevent unauthorized and unintended nformation ransfer via
3.UNIEUSSE Services onformance, and offer effective protections for tenants against malicious actors, both Functional Intersects With Resources SEA0S [shared system resources. s
entermaland nternal  ihe senvce provige.
ntegrated Desktp, Mable,[Tis ntalsthe defnton and enforcementof polces that apply toa glven agency Endpoint Device o1 Mechanisms exit tofacltae the mplementation o Endalnt Device Management
3:UNIIDMRP and Remote Policies lentity independent of its location. Functional Subset Of Management (EDM) END-01 |(EDM) controls. 10
Publishing Secur
ntegrated Desktap, Mable,Tis entalsthe defnton and enforcementof polces that apply toa glven agency 02 [Mechanisms exist to estabish, malntain and disseminate polcies, standards and
SAMLIDHRE Sna Remote Polcies [enty ndependent o s locaton Functional | Intersects With | Compllance & Resferce | GOV-02 oS ltLieeh CeEssary for sere, compliant and resient Copabiies. s
chantsms exetto perform Tnventores of Technology ASSets, Applcatons: Sevices
oo Dte (FAASD) i) Acrsil et e curot Thadh nuse) enii
[uhorized software product siness jusiication detals{3) 1 a the levl o
(Inventory entails developing, documenting, and maintaining a current inventory of all gvar\u\;ﬂl\f/ deer:\ed ne(ess:ry Var Irack\tng and repofr;mg i(4) Includes argamiag‘
venton Isystems, networks, and components so that only authorized devices are given access, nctions! ntersects Wi sset Inventories. y ned information deemed necessary to achieve ef property accountability;
3.UNLINVENT Inventory ond unalhorized and unmanaged devies are ound and estricted from Gainng Functional Intersects With Asset Inventc AST-02land(s) Is available for review and audit by designated organizational personnel. 5
Inventory entals developing. documenting. and maintaining acurrent invertory of o
tory enta g, docu d mantaining @ current inventor ; . Jutomated mechanisms exist o employ Network Access Control (NAC), or  smiar
S.UNLINVENT inventory ystems,networks, and components 5o ot only autorized devices are gven access, | pynconal | ntersecs witn | NEMWOTk AcCess Contol | uqrp 5 icholooy. i s Capable of ereetng umautnonsed devices and b nemork s
laccess. 9 9 9 [access to those unauthorized devices.
Fecharems oo o acite e Tlemortatiof Gy g s o
Incidnt response planning and incdent handiing i the documentation and susiness Continsty help ensure reshent Technolooy ASsets Appications and/or Sevices (TAKS) (&
Incdent Response lanning mplementauon of 3 56t o Isructons. rocedures, o technical capapilis t sense ncton o1 [Continuty of Operations P (COOP)or Dusiness Continuiy & Disastr Recovery (BC/0R)|
SUNLIRAH and Incdent Randing and detec,respond i ik consequences of Malkious yberattacke, and restor the | Functonal Subset Of Management system | 6CD-01 10
ey of i network and sssociated systems.
Incdnt response planning and incdent handiin i the documentation and echanisms exist o mplemen and govern processes and documentation t faiitate an
unen|Incident Response panningcmensabon of s s o ktuons provaden, o techlen caponiis tosense | pu btor ncigen Response | gy [1echansms et to Implement and gover rocesses and documentatonto el o
and IncGEnt Rancing [3nd detectsrespond i ik consequences of malcious yberattacke: and restore the Gperations eroanizat
ety o tne network and associred Systems.
Incidnt response planning and incdent handiing i the documentaton and
SuNuew  |Imcdent Rosponse Panning |mplementatn of a se o msructons, racedures, o technical capablities tosense | g | o2 Mechanisms exis to cover(1) Preparation;(2) Automated event detecton or manual s
and Incident Handling detect, respond to, limit consequences of malicious cyberattacks, and restore the 9 lincident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
oy of ih network and associated systems.
Incidnt response planning and incdent handiing i the documentation and
IcentResporse Panning et o 3 e ofnircions, rocedres r e Capai s o serse ncton tersectswity | ncdent Response Plan echanisms et to maitabn and ke avalablea curent and bl ncident Response
3.UNLIRPIH and Incident Handling  [and detect, to, limit consequences of malicious cyberattacks, and restore the Functional Intersects With (IRP) IRO-04  ojan (1RP) to all stakeholders s
ey of i network and sssociated systems.
Hecharisms exs o Uiz the concept o e3st prvlege, alowing oy authorized accesd
30NLPRV Leastpriviege [se3s privlege s o deign princple whercby cach enty s granted the miimurn Functional | tersects witn Least prviege IAC-21 1 processes necessary to accomplan assaned (ks 1 sccordance withorganizational s
buSiness fanctons.
FPalcy enforcement paity entas consstenty appling securty protectons and ot "
§ ) echarisms exist to document and review nstances of o compliance with statuory,
3UMIPERAR | polcy Eforcementpary sl Idepandent of i orimun<atan Fechana, omaran pah, of endpants | Functional | Inarscts Wi | N Complance Ovrsion| | CRLOL1  [1SCheTS st i documentandrvien ntances of e complance vt sttty s
oy anforcement pariy entals consstently applying secury protections and othe Securty, Complance & recraniems vt 1 provide a secury, complance s esience comrars sverse
3UMLPERAR | polcy Eforcamentpary slcks, mdepandent of i erimancatin Fechanam omarand pah, f endpats | Functional | nersetawin | Resbgnca Gone | coLoa  [lechamens exbioposde s securty, commlance st el s
oy anforcement pariy entalls consstenly applying secury protections and other
} vy [y en onsste ing securty and oths et . Securty, Complance & o1 [Mechanisms exist to faciltate the implementation of scurty, compllance and rsilence
2UMPERAR | ol Eforcamentparty s, mdspandens o i G caten ToeChanam, ot pah, o andpas | Functina subsetor | Securty. Compllonce & | qoygp - |Mechonisms exst to 10
ey enforcoment arty entats consstenty sppyma soca — echariams e 1ol secuty, complance 3 eslence capb s i ness
SUNIPEPAR | Polcy Enforcement Pty [ollces. independentof e commoncaton mechann orwariing patn o endpais | Functonal | ntersectswin | Steerng Commitee & | gy gy 3 fequirements through asteering commitee or acisory board, comprised o s
. Froaram Gversght [ybersecriy. data protaction and bUSINGEE exEcUENES, Which meets formally and on
Feouar bass
lcy enforcement parity entals onsistently applying securiy protections and o Publishing Secur
Mecharisms exist o establsh, maintin and disseminate polces, standards and
SUMPEPAR | oy Enorcement Pty [ICEs. InGepenGe o e TS MR oAt hin o ndpars | Funcional | nesects Wi | Complance S ASHoice | Govaz Meclems efs o clable it ond disemiptepocis ot s
icaion, acqustion, mataation, and vericaton of Software & Frmmare e o0 o Condut Zaare o Tor Gy Tl s
3.UNLPMANA Patch Management |80 o ducts and systems Functional Intersects With ching VPM-05 applications and/or Services (TAAS), including fi s
P Fecharsms exist o Tac ot T pemenaton of orFTGeney oo
usiness Continuity lhelp ensure resilient Technology Assets, Applications and/or Services (TAAS) (e.
Resiience entaisensuring that systems, services, and protections maintain acceptable
3.UNLRESIL Resilience Iperformance under adverae condltions P P Functional Subset Of Management System BCD01  |Continuty of Operations lan (COOR or Business Continuty & Disaster Recovery (BC/OR) 1
Fechartems o o acate e Tplemntatof Ty eceorzed oty
IResilience entails ensuring that systems, services, and protections maintain acceptable Secure Engineerin |compliance and resilience practices in the specification, design, development,
JUNRESIL Resilence I ance under adverse condiions " " Functional subset Of Frpes ™" || SERO1 oot o oo o Tecay Aot ApKatons s ervices 10
30N RESIL Resilence | [\cquence ental ensuring ol systems, services, and protecions Mantait accePlabie | Functonal | ntersectsWith | ATIEnnIReSIence | sgi012 |ecn o achieve esience I norma and adverse situation. s
Tomaom SecureAdmimsraton S SISt et eI ST o 3 e T ] e Sometor | omenance opratons | a1 [Jee o oue o devp dssemite ree & st pocedves o Taltote e -
R Secure AGministation _[SSCUTe administraion entails performing adminsrative tasks I a secure manmer, USnS|  puncuional | tersects ih te ainenance | oo [Cryptooraphic mechanisms exist o protect the ntegity and confidentaity of remate, s

jsecure protocols.

Cryptographic Protection

Inon-local maintenance and diagnostic communications.
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Focal Document Element (FDE) Description SCF Control S
Mechanisms exit o define supporting business processes and implement approprate
§ . ’ fce Dol lgovernance and service management to ensura appropriate planning, Geliery and
SN sADMI Secure Admiistration [SS€Ure administration entails performing admiisrative taks n @ secure Mamer. US| funcrional | itersects With | g, SSVESEIVEY | 0ps.03  Elpporsof the rganizarion's sechmlogy copabilies supportng businecs funcions, s
P PP |workforce, and/or customers based on industry-recognized standards to achieve the
epecifc st of the process area.
§ strong authentication verifes th identity of users, devices, of ather entites through . Juthenticate, Authorize ana| o7, |Mechanisms exis to srcty govern the use of Authenticat, Authorize and Aucit (AAA)
3:UNISAUTH strong Authentication Irigorous means (e.g., multi-factor authentication) before granting access. Functional Intersects With Audit (AAA) 1Ac-012 [solutions, both on-premises and those hosted by an External Service Provider (ESP). 5
[RiTomated mechanms ovat o enforce MUTE-Factor Athentcation MFA) foiT]
Remote network access(2) Third party Technology Assets, Appiications andior Services
ITARS) and or(2) Non-consol access to cilical TAAS that store, ransmil andor rocess
. Strong authentication verifes th identity of users, devices, of ather enites through § MultiFactor Authentication| |, oc|sensitvereated data
3UNLSAUTH strong Authentication.\igo g5 means (e.g., multi-factor authentication) before granting access. Functional Intersects With (MFA) 1hc-06 s
§ Strong authentication verifes th identity of users, device, of ather enites throuh . Customer 06 Mechanisms exit to mplement Strong Customer Authenticaton (SCA) or consumers to
3-UNILSAUTH strong Authentication Irigorous means (e.g., multi-factor authentication) before granting access. Functional Intersects With Authentication (SCA) WEB-06 [reasonably prove their identity. s
3 UM SAWAR Stuatonal Awareness [Sivational swareness s maintaining effctive awareness, both curtent and istoical. | uncrional SubsetOf | Continuous Monitoring |  MON-OL |Mechanisms exis o aciltate the implementation of enterprise-wide monitoring controls| 10
Jautomated mecharisms exis to correlate both technicaland non-technica information
30N SAWAR Situational Awareness ~[31uatonal swareness s maintaining effectve awareness, both current and NStrcal. | puncrona) | ntersects witn | COMOAMONKONG | 10001 fom cross the enterprise by a Securty Incdent Event Manager (SIEV) or simiar s
s [automated tool, to enhance organization-wide situational awareness.
ime synchronization is the coordination of system (e.g., servers, workstations, network nchronization Wit lechanisms exist to synchronize internal system clocks with an authoritative time
JunTSING Time Synchronizaion [Geviced lock t inimize e Giference bemeon syém clck e and enabie Functinal | Intersects witn | , SYnhronization Wi | o7y Mech 10 synchronize internal ystem clocks with an authortaive s
accurate comparison ofmestamps between Syster,
Iime synchronizaion is the coordination of syster (e.5., servers, worktations,network
JumTSING Time Synchronization [devices) clocks to minimize the dffrence between aystem clock tmes and enable Functinal | Intersects With | Clock Synchronization | SEa-20  e<hanisme exis o tiize ime-synchronization technology to synchronize al criical s
laccurate comparison of timestamps between systems. ¥
 awareness and traming entals that allusers are nformed of hei roles and
3.UNLUATRA User Awareness and Lo e aparop e cybersecutty education % provisoned to anae users | Functional Subseror | Human Resources Security| a1 |echanisms exis o facitate the implementation ofpersonnel security controls 10
' perform their duties in a secure manner. 9
User avareness and training entals that allusers ae informed of thelr roles and
User Awareness and Mechanisms exit to maniage personnel securiy isk by assioning a rsk designation to all
3UNLUATRA esponsibities and appropmate ybersecurty aducaton 4 provisioned fo enable users |  Functional | Intersects With | Positon Categorization | HRS-02 s
Taining sponsibities and sppropriste ostions and estabishing screening crtena for ndiicusla Mg those posions.
- rwareness ana_|USer awareness and training entails that al users re informed ofthir roes and B Fochanisms ot avare hat ovry e accossng Tochology e Applcatons
3.UNLUATRA User Awareness and. ey onibities and approprate ybersecurty education s roviioned fo nable sers. | Funcional | Inersects itn | USSTS W EIOVated | 001 fandjor Sarvices (TARS) tha proceas, store andior ransmi senstverequlated data 5 s
9 perform their duties in a secure |cleared and regularly trained to handle me information in question.
User awareness and training entais that al users are informed of thir roes and
3.UNLUATRA User Awareness and |25 e and sppropriare cybersecurty education s provisioned fo ensble users | Functional | Intersects With Defined Roles & HRS-03  |Mechanisms exis to define cybersecuriy oles & responsibitiesfo all personnel. s
9 perform their duties in a secure manner. s
, User awareness and training entais that al users are informe ofthirroes and ; - p— — ;
3.UNLUATRA User Awareness and g ionsibities and appropiate cybersecurity education s rovisioned to enable users | Functional |  Intersects With User Awareness HRs.03.1  Mechanisms exist to communicate with users about their oles and responsibiies to 5
9 perform their duties in a secure manner. 9
. User awareness and training entailsthat al users are informed of their roes and Securty, Compiance & ] -
5.UNLUATRA User Awareness and. | acponsibities and appropriate cybersecurity aducation < provisioned fo enable users | Functional Subset of Resilénce Minded saro1  |Mechanisms exist to faciitate the implementation of security workorce development 10
raining form their duties in a secure Workforce [pnd awareness cont
User Awareness and  |USEr @wareness and training entails that all users are informed of their roles and Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate securit
3.UNLUATRA uarene an Tote education s provisioned o enable users | Functional | Intersects With | Resilence Awarencss | SAT-02  |compiance and resiience awareness educarion and raining Ehat & relevant or hei ob s
9 Jto perform their duties in a secure manner. raining Jfunction.
User Awareness and |V awareness and training entals that al users are informed of thir roles and ole-Based Secur echanisms exist o provide rolebased security, compliance and resilence.relted
3.UNLUATRA uarene [EsponSIbiics and approprate cybersecury saucaton s rovaioned o endble users | Functonal | Intersects With | Complance 6 Reshince |  SAT-03  [iaining{1) Belore auhoriing access o he sysiaaf peiorming sssonsa auties(2) s
9 [to perform their duties in a secure manner. Training [When required by system changes; and(3) Annually thereafter.
Noinerabity maragemnt ¢ e pracce ofproacvely woring o dscover Mechanisms exit t mainain stuational awareness of vilnerablies and evolving
SUNLMANG | Vulnerabilty Management vuinerabiltes by ncuding the use of ot e means of dacovery and | Functional | Intersects With | Threat ntlligence Feeds | | THR03  [threats by leveraging the knowledge of tacker tactics, techniques and procedures to s
5 taking acion 0 mitgate Gscovered vanerabiltes. Faciltate the mplementation of préventative and compensating control.
[Vlnerabilty management s e practice of proactively waring o dscover Vuinerabilty & Parch oo oxo o faciate the morementation amd momtonma ot vameran
3.UNLVMANG Vulnerability Management |vulnerabilities by including the use of both active and passive means of discovery and Functional Subset Of Management Program VPM-01 o, Pl 9 Y 10
oy taking action ta mitgate cscovered Ptve)
[Vuinerabilty management s the practice of proactively wording o dscover E— s oot 10 sdaress mew threats and vaimerabiiies om am ongom bage o
SUNLVMANG | Vulnerabilty Management vuinerabiltes by ncuding the use of both e means o dscovery and | Functonal | Intersectsvitn | Coninueus ulnerablty | ypygq  [Mechanisms exst o address new tate and vunerabiltieson an ongoing basis and s
oy taking action ta mitigate ciscovered vineraies.
[Vuinerabilty management s the practice of proactively woring o dscover ; y p— .
SUNLVMANG | Vulnerabilty Management vulncrabiltes by mcuding the use of oth acie and passive means of dcovery and | Functional | Intersects With | Vunerabity Scanning | Vew.0g |\iechanisms exis to detect wuinerabilties and configuration errors by routine s
[by taking action to mitigate discovered vulnerabilities. Y 9 of sys PPl
Contmaous Momtorma|Continuous manitoring reporting entais the maintenance of ongoing awareness of
3.UNL.CMREP Reporting "9 linformational security, vuinerabilities, and threats to support organizational risk Functional Subset Of Continuous Monitoring MON-01  |Mechanisms exist to facilitate the implementation of enterprise-wide monitoring controls. 10
management decisions.
ing_|Continuous monitoring reporting entifs the maintenance of angoing awareness of Jutomated mechanisms exis to correlate both technicaland non-technical information
s.uNLcvRee Continuous MONTtoring | crmational security, vinerabliies, and threats to support organizational 1ok Functional | Intersects witn | COMEe MONKOMng | o 03 1 o Cerocs the enterpise by @ Securty ncdent Event Manager (SIEW) o similar s
porting agement decisions. lautomated tool, to enhance organization-wide situational awareness.
v |Continuous moritoring reporting entals the maintenance of angoing awareness of
s.uNLcvRee Contingous Moritoring - 1CisEonal Secury. vainerabilies, and treats t upport organizational 1ok Functional | Intersects With | Central Review & Anslysis | MON-02.2  [Atomated mechanisms exis o centrally colec,review and analyze auit records from s
porting Imanagement decisions. Pl
Contnsous oo epe g el e motennce of o e
Continuaus Moritoring 9 . e o ! 05 |Mechanisms exist to povide an event log report generation capabilty toaid n detecting
3.uNLCuREP s ron oSy and threats o support organizational ik Functional | Inersects With | Monitoring Reporting | MONog [¥echaniss exist to provide e s
Governance and Polcy _[Governance and policy audiing enails validaing the proper definition, application, and Statutry, Reguiatory & j » ‘o faciate the and of retevant
3.UNL.GPAUD uditing lenforcement of agency rules and policies. Functional Subset Of Contractual Compliance cPLoL [statutory, regulatory and contractual controls. 10
Publshing Securiy,
Governance and Polcy _[Governance and policy audiing enails validaing the proper definition, application, and § ! 0z Mechanisms exit to estabiish, maintain and disseminate poiicies, standards and
3.UNLGPAD ‘Auditing enforcement of agency rles and paices Functonal | Inersects With | Compllance & Resflence | - GOV-02 ol Ceccaryfor socure, compliant and resient capabiitie. s
rsoe e — ; ; echaniams exi & ensure changes T Technology ASsels, ApPIaTons and/or Services
esource lifecycle management is the end-to-end process of managing resources from » (TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal
3UNLALIAN ResourceLifecycle |eveiopment to peration o retirement, such hat resources are proviioned and Functional | Inersects witn | SecureDevelooment Lite | paygy GRS e e e 1 v o s
lanagement lecommissioned in conjunction with the applications they suppc Cycle (SDLC) Management
) Resource fecycie management i the end-to-end process of managing resources from ] ) }
SUNLRLMAN Resource Lifecycle |4clalopment to operation o retirement, such that resorces are provisioned and Functional | inersects witn | Teehnology ifecycle | gy y - Mechanisms exstto manage the usableffecycles of Technology Assets. Appications s
g jecommissioned in conjunction with the applications they support. 9
[Security tests (e.g., penetration testing or red teaming) venf‘/ the extent to which a ntingen n ine nisms exi ne nd/or exercis i ntingen n'
SUNLSTEXE | Security Test and Exercise fsystem esiss scHVE atempta o compromise s security. Secury exerciscs are Functonal | Itersects with | COnHNSNEy Plon Testng & g Mechanisms existto conduct tsts andor exercies o evalate thecontingency plan's s
simulations of emergencies that validate and identify gaps. m plans and procedures. '@ plar
[Security tests (e.g. penetration testing or red teaming) verify the extent to which a IMechanisms exist to incorporate simulated events into incident response training to
SUNLSTEXE | Security Test and Exercise [system esisis achve attempta t compromise i securily. Secury exercises o Functinal | Itersects With | Simulted incidents | 1R0-:05.1 s
[simulations of emergencies that validate and identify gaps in plans and procedures. [facilitate effective response by personnel in crisis situations.
[Security tests (e.g. penetration testing or red teaming) verify the extent to which a IMechanisms exist to formally test incident response capabilities through realistic
SUNLSTEXE | Security Test an Exercise fsystem esiss actve atiempia t compromise s aecurily. Securiy exerciscs are Functinal | Itersects With | Incdent Response Testing | 1R0-06 s
[simulations of emergencies that validate and identify gaps in plans and procedures. [exercises to determine the operational effectiveness of those capabilities.
Wechaniams ex(t o perform applcallon evel peneiration Tesin of custom-made
Securty tests (.9, penetration testing or red teaming) veriy the extent to which a soplicatin peneiration ITechnoloy Assets, Apiications and/or Servies (TAAS)
SUNLSTEXE | Security Test and Exercse |system resists active aftempls to compromise s secury. Securty exercies are Functional | Itersects with ton e ToA09.5 s
[simulations of emergencies that validate and identify gaps in plans and procedures. 9
[Mechanisms exist to conduct penetration testing on Technology Assets, Applications
Securiy tests (.9, penetraton testing or rd teaming)verly the extent to which a landfor Services (TAAS)
SUNLSTEXE | Securty Test and Exercise fystem resists active atempta to compromse t security. Securiy exercises re Functional | Intersects With | PenetrationTesting | vew-07 s
Smutations of emergencies et valdate and deniy a5% 1 plans and proceaures
echaere et e e et exerceee B Sl iampts by Svorzars o
[Security tests (e.g., penetration testing or red teaming) verify the extent to which a mpromise Technology Assets, Applications and/or Services (TAAS) in accordance witt
SUNLSTEXE | Securty Test and Exercise fsystom rosits active atempta o compramise t security. Securiy exercises re Functional | Intersects With | Red Team Exercises | VP10 [orgumoamon-derned il of enoapement H
Smutations of emergencies thet valldate and denity Ga3% m plans and proceaures
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