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FDE Name SCF Control
[T and OT assets that are important to the delivery of the function are [Mechanisms exist to identify and assess the security of Technology Assets,
ASSET-1a ASSET-La A inventoried, at least in an ad hoc manner Functional | Intersects With AST.01.1{appicatons and/orSerices (TAAS)that support more than o il s
usiness function
G OT assets ot are oot o the dvery f e fncton e
nventoriea: st east i on ad hox mann
IMechanisms exist to perform inventories of Technology Assets, Applications,
servicesandjor Dat (TAASD) hat (1) Accurately rflects he currnt TARSS
in use;(2) dentifies authorized softw roducts, including business
ASSET-1a ASSET-1.a N/A Functional Intersects With Asset Inventories AST-02 us(lﬁ(almr\ details;(3) Is at the level of granularity deemed ne(essal’y for 8
racking and reporting;(4) Includes organization-defined information deemed
Iececaary o entove efecte praperty accountabiiy, ance) i ovblsble or
Ireview and audit by designated organizational personnel
T"and OT asset Inventory includes assets within the function that may be
lleveraged to achieve a threat objective
IMechanisms exist to perform inventories of Technology Assets, Applications,
servicesandjor Dat (TAASD) that () Accurately rflects he current TARSS
[in use;(2) Identifies authorized software products, including busi
ASSET-1b ASSET-1.b N/A Functional Subset Of Asset Inventories AST-02 ustification details;(3) Is at the level of granularity deemed ne(ess ry for 10
cking and reporting;(4) Includes organization-defined information deemed
Inecessary to achieve effective property accountabilty; and() Is available for|
Ireview and audit by designated organizational personnel
nventoried IT and O assets are priortized based on defined critera that include [Mechanisms exist to identity and document the critical Technology Assets,
ASSET-1c ASSET-Lc NiA importance to the delivery of the function Functional | Intersects With |  Identfy Crtical Assets |  BCD-02  [Applications, Services andior Data (TAASD) that support essential missions s
Jand business functions.
ventoried IT and OT assets are priorltized based on defined criteria that include ecranm o t requre te develoger of e Techlogy e
importance to the delivery of the function Criticality Analysis During |Application andor Service (TARS) to perform a criticality analysis at
ASSET-1c ASSET-Lc WA Functional Intersects With Development TDA-06.1 [organization-defined decision pom!s in the Secure Development Life Cycle 5
Prioitization critera include consideration of the degree o which an asset within iechanisms et fofacitae an I Asse Managemant (TAW) program &
ASSET-1d ASSET-1.d e lthe function may be leveraged to achieve a threat objective Functional Subset Of Asset Governance ASTO1  limplement and manage asset rols. ©
Priorfization crteria include consideration of the degree to which an asset Within
lthe function may be leveraged to achieve a threat objective
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
lin use;(2) Identifies authorized software products, including business
ASSET-1d ASSET-1.d NA Functional | Intersects With Asset Inventories AST-02 fjustification details;(3) Is at the level of granularity deemed necessary for 5
kracking and reporting;(d) Includes organization-defined information deemed
[necessary to achieve effective property accountability; and(5) Is available for |
[review and audit by designated organizational personnel.
Priorfization crteria nclude consideration of the degree to which an asset within PE— " Mechanisms exist to implement and manage a Configuration Management
ASSET-1d ASSET-Ld A the function mey b leveraged to achieve & threat oblective Functional | Itersects with | CO"9Uation Manegement | 1.0 5. |batabase (CMDB), or Smilar technology. t moritor and govern technology s
Jasset-specific information.
Priorfization criteria nclude consideration of the degree to which an asset within [Mechanisms exist to require the developer of the Technology ASset,
jthe function may be leveraged to achieve a threat objective Critcality Analysis During lApplication and/or Service (TAAS) to perform a criicalty analysis at
ASSET-1d ASSET-1d A Functional Intersects With Development TDA-06.1 [organization-defined decision points in the Secure Development Life Cycle 5
|(SDLC).
[The T and OT Tnventory Tncludes attributes that support cybersecurity actvities
(for example, ocation, ssset prioriy, asset owner, operating system, and
irmware versions)
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
lin use;(2) Identifies authorized software products, including business
ASSET-le ASSET-le NA Functional Subset Of Asset Inventories AST-02 fjustification details;(3) Is at the level of granularity deemed necessary for 10
kracking and reporting;(d) Includes organization-defined information deemed
[necessary to achieve effective property accountability; and(5) Is available for |
[review and audit by designated organizational personnel.
[The T and OT asset inventory 15 complete (the inventory Includes all 3ssefs.
[within the function)
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
use;(2) Identifies authorized software products, including business
ASSET-1f ASSET-LE NiA Functional Subset Of Asset Inventories AST02. fusticoton detals(3) 15 thelevel o granulriyceemet necesary for 10
kmq and reporting;(4) Includes organization-defined information deemed
ry to acmeve effective property accountability; and(5) Is available for |
Feview and aait by designated organizational personnel.
[Te 17 and OT asset inventory 1= current, that s, s updated periodically and
laccording to defined triggers, such as system changes
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
lin use;(2) Identifies authorized software products, including business
ASSET-1g ASSET-Lg NA Functional Subset Of Asset Inventories AST.02  fustification details;(3) s at the level of granularity deemed necessary for 10
[tracking and reporting;(4) Includes organization-defined information deemed
[necessary to achieve effective property accountability; and(5) Is available for |
Ieview and audit by designated organizational personnel.
[Gata = destroyed or securely removed from 1T and OT assets prior to [Fechanisms exit T facitate an T Asset Manogement (TAH) program o
ASSET-1h ASSET-Lh NiA e e e Functional Subset OF Asset Governance asroy  [Mechaniems existto aciltate 10
[Gata s destroyed or securely removed from T and OT assefs prior to
redeployment and at end of ife Secure Disposal, [Mechanisms exist o securely dispose of, destroy or repurpose system
ASSET-1h ASSET-1.h N/A Functional Intersects With | Destruction or Re-Use of AST-09 [components using organization-defined techniques and methods to prevent 8
quipment. information being recovered from these components.
[Gata = destroyed or securely removed from 1T and OT assets prior to Technology Lifecycle [Mechanisms exist to manage the usable lfecycles of Technology Assets,
ASSET-1n ASSET-Lh LR Iredeployment and at end of life Functional Intersects With ment SEA07.1 |Applications and/or Services (TAAS). 8
formation assets that are important to the delvery of the function (for
lexample, SCADA set points and customer information) are inventoried, at least in|
1 2d hoc manner
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
[in use;(2) Identifies authorized software products, including business
ASSET-22 ASSET-2.2 NiA Functional Subset Of Asset Inventories AST-02  Justification detail:(3) Is at the level of granularity deemed necessary for 10
[tracking and reporting;(4) Includes organization-defined information deemed
Inecessary to achieve effective property accountabilty; and() Is available for|
Ireview and audit by designated organizational personnel
[The information asset inventory includes information assets within the function
[that may be leveraged to achieve a threat objective
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
[in use;(2) Identifies authorized software products, including business
ASSET-20 ASSET-2b NiA Functional Subset Of Asset Inventories AST-02  Justification detail;(3) Is at the level of granularity deemed necessary for 10
fracking and reporting:(4) Includes organization-defined information deemed
Inecessary to achieve effective property accountabilty; and(5) Is available for|
Ireview and audit by designated organizational personnel
Inventoried information assets are categorized based on defined criteria that [Mechanisms exist to categorize Technology Assets, Applications and/or
ASSET-2¢ ASSET-2.C NiA e e o e e o oo ed o Functional | Intersects With | Asset Categorization AsT31  [Mechanisme e s
nventoried nformation ssse ae éategoried based on defined ceria Tt IMechanisms exist to identity and docament the critical Technology Assets,
ASSET-2¢ ASSET-2.c N/A lincludes importance to the delivery of the function Functional Intersects With Identify Critical Assets BCD-02 [Applications, Services and/or Data (TAASD) that support essential missions 8
Jand business functions.
nventoried information assets are categorized based on defined criteria that [Mechanisms exist to require the deve\oper of the Technology Asset,
includes importance to the delivery of the function Criticality Analysis During |Application andor Service (TAAS) to perform a criticality analysis af
ASSET-2¢ ASSET-2.c A Functional Intersects With velopment TDA-06.1 [organization-defined decision Dmnts in the Secure Development Life Cycle 8
[Categorization criteria include consideration of the degree to which an asset [Mechanisms exist to categorize Technology Assets, Applications and/or
AsseT-2d ASSET-2.d NiA e e e Functional | Intersects With | Asset Categorization astaL  [echanisme ex s
[Categorization criteria include considerafion of the degree to which an asset chanisms exist to require the developer of the Technology Asset,
[within the function may be leveraged to achieve a threat objective Criticality Analysis During [Application andor Service (TAAS) to perform a criticality analysis af
ASSET-2d ASSET-2.d Al Functional Intersects With velopment TDA-06.1 organization-defined decision points in the Secure Development Life Cycle 8
[Categorization criteria nclude consideration of the degree to which an asset
[within the function may be leveraged to achieve a threat objective [Mechanisms exist to define business processes with consideration for
curity, compliance and resilience that determines:(1) The resulting risk to
g g . " i .06 |organizational operations, assets, individuals and other organizations; and(2)
ASSET-2d ASSET-2.d N/A Functional Intersects With | Business Process Definition PRM-06 lInformation protection needs arising from the defined business processes 8
Jand revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
e ormatin asse Tveory cludes T Towes Tt cuppart cybersecurty
Jactivities (for example, asset category, backup locations and frequet IMechanisms exist to facilitate an IT Asset Management (ITAM) program to
ASSET-2e ASSET-2.e N/A [storage locations, asset owner, cybersecurity requirements) Functional Subset Of Asset Governance AT 0L o manage asser managoment comtroe 10
e ormation asse vty cludes I butes it support cypersecuty
Jactivities (for example, asset category, backup locations and freque Configuration Management [Mechanisms exist to implement and manage a Configuration Management
ASSET-2 ASSET2.¢ A Istorage locations, asset owner, cybersecurity requirements) Functional | Itersects witn | CO™guration Manager AST-02.9  [Database (CMDB), or similar technology, to monitor and govern technology s
lasset-specific information
[The information asset inventory is complete (the Tventory ncludes all assets
[within the function)
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
i uses(2) Identifies authorized software products, including business
AssET-2f ASSET-2f NA Functional Subset Of Asset Inventories AST-02  |ustification detaili(3) Is at the level of granularity deemed necessary for 10
[tracking and reportin ) Includes organization-defined information deemed
ry to achieve effective property accountability; and(5) Is available for |
Ieview and audit by designated organizational personnel.
[The information asset inventory & current, that i, t i updated periodically and
laccording to defined triggers, such s system changes
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
i uses(2) Identifies authorized software products, including business
ASSET-2g ASSET-2.g N/A Functional Subset Of Asset Inventories AST-02 ustification details;(3) Is at the level of granularity deemed necessary for 10
[tracking and reporting;(4) Includes organization-defined information deemed
Inecessary to achieve effective property accountabilty; and(3) Is available for|
Ieview and audit by designated organizational personnel.
[The Information asset Inventory is current, that s, 1t 1s updated periodicaly and Updates During exist to Update asset inventories as part of component
ASSET-29 ASSET-29 WA laccording to defined triggers, such as system changes Functional | Intersects With / Removals AST02.1  ficrallations, removals and asset upgrades, s
& Information asset Inventory 1s current, that is, I s updated periodically and [Mechanisms exist to Implement and manage a Configuration Manager
ASSET-2g ASSET-2.g N/A [according to defined triggers, such as system changes Functional Intersects With Configuration Management AST-02.9  |Database (CMDB), or similar technology, to monitor and govern le(hr\o\ogy 5
Database (CMDB)
Jasset-specific information.
information assets are sanitized or destroyed at end of Iife using techniques
lappropriate to their Cybersecarity requiremants Secure Disposal, [Mechanisms exist to securely dispose of, destroy or repurpose system
ASSET-2h ASSET-2.h N/A Functional Intersects With | Destruction or Re-Use of AST-09 [components using organization-defined techniques and methods to prevent 8
Equipment lnfurmatmn being recovered from these components.
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TRM
ationale SCF Control Control Descr otes
Information assets are sanitized or destroyed at end of life using techniques
Jappropriate to thelr cybersacurtty requirements [Mechanisms exist to sanitize system media with the strength and integrity
ASSET-2h ASSET-2h A Functional | Intersects With | System Media Sanitization |  DCH-09  [commensurate with the classification or sensitivity of the information prior to 8
loisposal, release out of organizational control or release for reuse.
[Configuration baselines are estabiisned, at least in an ad hoc manner
Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ASSET-3a ASSET-3.2 /A Functional Subset Of e Baselne CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 10
o fthat are consistent with industry-accepted system hardening standards.
[Configuration baselines are used to configure assets at deployment and
restoration Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ASSET-3b ASSET-3b /A Functional Subset Of e B CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 10
o fthat are consistent with industry-accepted system hardening standards.
[Confgurtion bszeines corporate spplcable requrements from the
lcybersecurity architecture (ARCHITECTURE-11) Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ASSET-3c ASSET-3.¢ NA Functional Subset Of e Baseine CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 10
o ftnat are consistent with industry-accepted system hardening standards.
[Configuration baselines are reviewed and updated periodically and according to
efined triggers, such as system changes and changes to the cybersecurity IMechanisms exist to review and update baseline configurations:(1) At least
ASSET-3d ASSET-3.d NA farchitecture Functional | Intersects With | Reviews & Updates CFG-02.1  fannuallyi(2) When required due to so; or(3) As part of system component 8
fnstallations and upgrades
[Configuration baselines are reviewed and updated periodically and according o
|gefined triggers, such as system changes and changes to the cybersecurity
larchitecture [Mechanisms exist to allow baseline controls to be specialized or customized
loy applying a defined set of tailoring actions that are specific to:(1) Mission /
ASSET-3d ASSET-3.d /A Functional | Intersects With | Baseline Tailoring CFG-02.9  [business functions;(2) Operational environment;(3) Specific threats or 8
[vuinerabiliies; or(4) Other conditions or situations that could affect mission /
lbusiness success.
[Asset configurations are monitored for cansistency with baselines throughout the
lassets' ifecycles IMechanisms exist to review and update baseline configurations:(1) At least
ASSET-3¢ ASSET-3. /A Functional | Intersects With | Reviews & Updates CFG-02.1  fannually;(2) When required due to so; or(3) A part of system component 5
[metanations and upgraces
Rsset configuratins are moniored for consistency Wit baselines throughout the [Automated mechanisms exist to govern and report on baseline
Jassets” ifecycles Automated Central lconfigurations of Technology Assets, Applications andjor Services (TAAS)
ASSET-3¢ ASSET-3 A Functional | Intersects WIth | yanagement & verification | 76022 ltnrough Continuous Diagnostics and Mitigation (COM), or similar °
fechnologes.
[Changes to assets are evaluated and approved before being implemented, at Change Management [Mechanisms exist to facilitate the implementation of a change management
ASSET-42 ASSET-4a NA oy o e o Functional Subset Of o cHG-01 hans 10
P pr—— — [Changes to assets are documented, at least in an ad hoc manner Functional Subsetor Confguration Change CHG.02 _|Mechanisms exist to govern the technical configuration change control o
Control Jprocesses
[Changes to assets are documented, at feast in an ad hoc manner est, valldate & Document Mechariams existto appropriately Lest and document proposed changes i a
ASSET-4b ASSET-4.b A Functional | Intersects With | et CHG-02.2 [non-production environment before changes are implemented 8
Jproduction environment.
Asserac oo > [Bocumentation requirements for asset changes are established and maitained | ro- Subsetof Chanog Harnagerment CHG01_[echartams e o facilate the mplementation of 2 hange management o
[Documentation requirements for asset changes are established and maintained et valdate & bocument [Mechanisms exist to appropriately test and document proposed changes in a
ASSET-4c ASSET-4.c N/A Functional | Intersects witn | Test Validate & D CHG-02.2 [non-production environment before changes are implemented in a 8
o lproduction environment.
[Documentation requirements for asset changes are established and maintained ooy, Commance &
ecurity, Compliance
AssET-ac AsseTac A Functional | Intersects With | Resiience Reprasentative | CHG-02.3  [Mechanisms exist o include o cybersecurity andjor data protection o
for Asset Lifecycle Changes o P
PR P o pocumentaion (eqUTeent of 355 ANGEs 7€ ESGBIShed a0 MAGNed | cxgnar | tersects wi |52 ID0act Aty or| g5 [Wechariame et analyze roposed changes forpotentil securty A
[CRanges to higher priorfty assets are tested prior to being deployed Test, Valdate & Document Hechariams existto appropriately test and document proposed changes i a
ASSET-4d ASSET-4.0 A Functional | Intersects With | Te* CHG-02.2 [non-production environment before changes are implemented 8
Jproduction environment.
[CRanges to higher priorfty assets are tested prior to being deployed Security Impact Analysis for Jrechaniame et foanalyze proposed changes fo patertialsecurty
ASSET-4d ASSET-4.d A Functional | Intersects With plon CHG-03 oot o e ges 8
[CRanges and updates are implemented In a secure manner ‘Access Restriction For [Mechanisms exist to enforce (onﬁguve(mn estictions o ear o T
ASSET-de ASSET-4.e A Functional | Intersects With iy CHG0a e o e ranic pran 8
AsstTae nsseTae WA [Changes and updates are implemented n 3 secure marner Functional | Inersects with | PS50 Te IMPIEMent | c1.04.4”|echanisms exis o imit operatanal privieges for implementing changes o
[Changes and updates are implemented in a secure manner Control Functionali [Mechanisms exist to verify the functionality of security, compliance and
ASSET-de AssET-4.e /A Functional | Intersects With o Punctionality CHG-06 [resilience controls following implemented changes to ensure applicable 8
lcontrols operate as designe
[The capabllity to reverse changes is established and maintained for assets that rost, valdate & Docoment [Mechanisms exist to appropriately test and document proposed changes in a
ASSET-a1 ASSET-a.f NA Jare important to the delivery of the function Functional | Intersects witn | Test: Validate & D CHG-02.2 |non-production environment before changes are implemented in a 8
9 lproduction environment.
[The capabiity to reverse changes is established and maintained for assets that echanisms exst to govern change management procedures for
ASSET-4f ASSET-4.1 A [are iombomans to the devery ofthe function Functional | Intersects With | Emergency Changes CHG07 e o 3
[Change management practices address the full ifecycle of assets (for example, Change Management Fiechanims st to F3Te e Trpementin o7 change Fanagament
ASSET-49 ASSET-49 o Jacauisition, deployment, operation, retirement) Functional Subset Of Program cHeor ©
[Changes to higher priority assets are tested for cybersecurity impact prior to Test, validate & Document [Mechanisms exist to appropriately test and document proposed changes in a
ASSET-ah ASSET-4.h N/A lbeing deployed Functional | Intersects with | Tt CHG-02.2 [non-production environment before changes are implemented in a 8
Jproduction environment.
[Change Togs nclude information about modifications that impact the rost Validate & Docoment [Mechanisms exist to appropriately test and document proposed changes in a
ASSET-4i ASSET-4.i /A [cybersecurity requirements of assets Functional Subset Of  Validate & D CHG-02.2 [non-production environment before changes are implemented in a 10
h lproduction environment.
[Documented procedures are established, followed, and maintained for activities Standardized Operat [Mechanisms exist to identify and document Standardized Operating
AsSETsa AssETS WA I the ASSET domain Functional | subsetof | Sndardized Operating | ps.01 1 [orocedures (SOP), o smila documentation.t enable the proper execution 10
Jof day-to-day / assigned tasks.
[Adequate resources (people, funding, and tools) are provided to support
lactivities in the ASSET domain [Mechanisms exist to identify and allocate resources for management,
ASSET-5b ASSET-5.b NA Functional SubsetOf | Allocation of Resources |  PRM-03  foperational, technical and data protection requirements within business 10
[process planning for projects / initiatives.
Up-to-Gate policies or other organizational directives define requirements for oo Secart
[activties in the ASSET domain ublishing Securiy. [Mechanisms exist to establish, maintain and disseminate policies, standards
ASSET-5¢ ASSET5.c A Functional | SubsetOf | Compliance & Resience | - GOV-02 - CdlI0 St LKL o o e compliant and resiient capabies 10
Responsbily, accountabity, and authorty for the performance of activies in ncsigned securiy, [Mechanisms exist to assign one or more qualified individuals with the mission|
g jomain are assigned to personnel g Jand resources to centrally-manage, coordinate, develop, implement and
ASSET-5d ASSET-5.d N/A Functional subsetof | compliance & Resilence | GOV-04 o e plance & Relionce prooram 10
esponsibilities
[(sCRP).
Personnel performing activities In the ASSET domain have the sKils and competeny
[knowledge needed to perform their assigned responsibilities ompetency Requirements [Mechanisms exist to ensure that all security-related positions are staffed by
ASSET-5e ASSET-5. /A Functional Subset Of for Secury Related RS2 e e o hove the hecessaty st et 10
[The effectiveness of activities in the ASSET domain is evaluated and tracked [Mechanisms exist to develop, report and monitor Security, Compliance &
ASSET-5F ASSET-5.f A Functional Subset Of | Measures of Performance |  GOV-05  [RECIaNTE el 10 SEEiob. Teport o 10
[nformation sources to suppart cybersecurity vulnerability discovery are [Mechanisms exist to maintain situational awareness of vulnerabilies and
dentified, at least in an ad hoc manner levolving threats by leveraging the knowledge of attacker tactics, techniques
THREAT-1a THREAT-1.a /A Functional | Intersects With | Threat Intelligence Feeds |  THR-03 [216YIn9 eats by Jexeragng the knowledge of attacker factics, s 8
|compensating controls.
THREAT-1a THREAT-1.2 A o SourCes (0 subport cybersecurity vulnerabllty discovery are Functional | Intersects With | Update Tool Capability | VPM-06.1 |Mechanisms exist to update vulnerability scanning tools 8
[Cybersecurty vulnerabity information s gathered and interpreted for the [Mechanisms exist to maintain situational awareness of vulnerabilities and
unction, at least in an ad hoc manner levolving threats by leveraging the knowledge of attacker tactics, techniques
THREAT-1b THREAT-1b NA Functional | Intersects With | Threat ntelligence Feeds | THR.03 [S1'VIn9 eais by Jexeragng the knowledae of ook et 8
|compensating controls.
[Cybersecurty vanerabilty ormation s gathered and Interpreted or the echanisme xit o dentiy and asion ik arking tonewy discoveres
THREAT-1b THREAT-1b NA [function, at least in an ad hoc manner Functional | Intersects With | Vuinerabilty Ranking VP03 fecurity vunerabiltes using reputable outide sources or securt 5
[vuinerability informatior
[Cybersecurty vanerabity ormaton s Gathered and Interpreted or the Vanerability Explotation [Mechanisms exist to identify, assess, prioritize and document the potential
THREAT-1b. THREAT-1b A ffunction, at least in an ad hoc Functional | Intersects With ) VPIM-03.1 [mpact(s) and likelihood(s) of applicable internal and external threats 5
v lexploiting known vulnerabilities.
[Cybersecurity vulnerability assessments are performed, at least in an ad hoc exist o detect and errors by routine|
THREAT-1c THREAT-1.c A Functional | Intersects With |  Vulnerability Scanning | vem.05  [eehanisme Xt o detect tulneraniities hndcon 8
[Cybersecurity vuinerabilities that are relevant to the elivery of the function are Contimuous vainerabiity hech — hreats and voinerabi
. g mitigated, at least in an ad hoc manner ontinuous Vulnerabili y fechanisms exist to address new threats and vulnerabilites on an ongoing
THREAT-1d THREAT-1.d S . Functional Subset Of Remediation Activities | V"M% lbasis and ensure assets are protected against known attacks, ©
[Cybersecuriy vulnerabilty information sources that colectvely address Figher [Mechanisms exist to maintain situational awareness of vulnerabilties and
priority assets are monito levolving threats by leveraging the knowledge of attacker tactics, techniques
THREAT-1e THREAT-1e /A Functional | Intersects With | Threat ntelligence Feeds | THR-03  [*vo¥ing tireats by everaging the snowletige of sttacker factics 8
|compensating controls.
— P — ey oy formation sources Tt colctvely 3991¢5s WSS | Funcuonal | Intersects With | _ Atack Suface Scope | VP-01.1 | 1eCharisme ot Lo efine and manage the scope for It atack srface A
[Cybersecurty vanerabilty nformaton sources that collecively aadress Mgher
THREAT-le THREAT-Le N/A viority soaote are Functional | Intersects With | Update Tool Capability | VPM-06.1 |Mechanisms exist to update vuinerability scanning toos. 8
[Cybersecurity vulnerabmty Ao oS Tt Collectively address higner [Mechanisms exist to identify the breadth and depth of coverage for
THREAT-1e THREAT-1e A priority assets are monitored Functional | Intersects With [Breadth / Depth of Coverage| VPM-06.2 |vulnerability scanning that define the system components scanned and types| 5
Jof vuinerabilities that are checked for.
[Cybersecurity vuinerability assessments are performed periodically and fecn o detect vaneranitis and configarat o rout
- - laccording to defined triggers, such as system changes and external events . lechanisms exist to detect vulnerabilities and configuration errors by routine
THREAT-11 THREAT-L{ NA 9 iggers, such s sy: g Functional | Intersects With | Vulnerability Scanning | veM.06  [eenansms exist o detect vuineraniities and.con s
dentified WDE'SQCU”(Y vulnerabilities are analyzed and prioritized, and are [Mechanisms exist to identify and assign a risk ranking to newly dwsmvered
THREAT-1g THREAT-1.9 NIA |addressed according Functional Intersects With | Vulnerability Ranking VPM-03  fsecurity vulnerabilities using reputable outside sources for securit 8
[vuinerability information.
dentified are analyzed and prioritized, and are Vunerabity Exploftation [Mechanisms exist to identify, assess, prioritize and document the potential
THREAT-1g THREAT-1.g NA addressed accordingly Functional | Intersects With oy VPM-03.1  [impact(s) and likelihood(s) of applicable internal and external threats 8
v lexploiting known vulnerabilities.
[Operatinal mpact t the fanction s evaluated pior o Geplaying patches or Test Validate & Document Hecharisms existto appropriately test and document proposed changes i a
THREAT-1h THREAT-1.h NIA [other mitigatio Functional Intersects With . CHG-02.2  [non-production environment before changes are implemented in 8
Jproduction environment.
[Operational impact to the function Ts evaluated prior to deploying patches or [SE——
Jother mitigations ecurity, Compliance isms exist to inclu ur i
THREAT 1 THREAT 1 WA Functional | ntrsects With | Resionce Reprasamatve | CHG.02.3 MEchaniams sxs o nclude a cybersecurty andr dat proection s
for Asset Lifecycle Changes P v o P
[Operational impact to the function Ts evaluated prior to deploying patches or [Mechanisms exist to identify and assign a risk ranking to newly discovered
THREAT-1h THREAT-1h /A jother mitigations Functional | Intersects With | Vulnerability Ranking VPM-03  fsecurity vulnerabilities using reputable outside sources for security 3
[vuinerability information
[Operational impact to the function is evaluated prior to deploying patches or Vanerability Explotation [Mechanisms exist to identify, assess, prioritize and document the potential
THREAT-1h THREAT-1.h N/A lother mitigations Functional | Intersects With e VPM-03.1 [impact(s) and likelihood(s) of applicable internal and external threats. 3
v lexploiting known vulnerabilities
information on discovered cybersecurity vulnerabilies is shared with
- . nization-defined stakehold . Threat Intelligence ’ [Mechanisms exist to utilize external threat intelligence feeds to generate and
THREAT THREAT-11 a5 [croanization-defined stakeholders Functional | Intersects With Reporting THR03L - lgisseminate organization-specific security alerts, advisories andfor directives s
information on discovered cybersecurity vunerabilties is shared with Contimuous vainerabiity focn — hreats and vameraoi
. lorganization.defined stakeholders ontinuous Vulnerabili y echanisms xis 0 adress new theats and yulnerabiltes on an ongoing
THREAT-1i S o Functional Subset Of Remediation Activities | V"% lbasis and ensure assets are protected against known attac ©
information on discovered cybersecurity vuInerabilities is shared with Time To Remediate /
THREAT-1i NA Jorganization-defined stakeholders Functional | Intersects With | Benchmarks For Corrective | VPM-05.3  [ifechanisms exst to track the effectiveness of remediation operations 3
P rough metrics reporting.
[Cybersecurity vuinerability information sources that collectively adaress all T Vulnerability & Patch
. . land OT assets within the function are monitored o " y chanisms exist to facilitate the implementation and monitoring of
THREAT-1; THREAT-1j NA Functional Subset OF Management Program RO e o eraseracht ronticls 10
[Cybersecurity vuinerability assessments are performed by parties that are y . XI5t t0 detect and errors by routine|
THREAT-1k THREAT-1.k e e operations of the function Functional _ | Intersects With | Vulnerabilty Scanning | VPM-06 |V it R Seanning of systems and applicat °
[Vulnerability monitoring activities include review to confirm that actions taken in PO o
- 2 response to cybersecurity vulnerabilities were effectiv entralized Management o . .
THREAT-11 THREAT /A response to cybersecurity vulnerabilities were effective Functional subsetof | Gentralized Management of | vpM.05.1  [Mechanisms exist to centrally-manage the flaw remediation process. 10
Mechanisms are established and maintained to receive and respond o reports
[from the public or external parties of potential vulnerabilites related to the [Mechanisms exist to establish a Vulnerability Disclosure Program (VDP) to
. $ lorganization’s IT and OT assets, such as public-facing websites or mobile ion Vuinerability Disclosure L0 [pSsist with the secure development and maintenance of Technology Assets,
THREAT-1m THREAT-1.m g lapplications Functional Subset Of Program (VOP) THR-06 lappiications and/or Services (TAAS) that receives unsoliited input from the 0
lpublic about vulnerabilities in organizational TAAS.
kel 3nd extermal nformation sources to Support theat management Defined Roles & st to define Toles & Torall
THREAT-2a THREAT-2.2 NA Mt vt AU sy Functional | Intersects With HRs.03  [HechenieT 8
a7l 31 esarral oo surce o Sappor et Faragermart [Mechanisms exist to mitigate the risks associated with third-party access to
THREAT-22 THREAT-2.2 N/A jactiviies are identified, at least in an ad hoc manner Functional | Intersects With | Third-Party Services TPM-04  lthe organization's Technology Assets, Applications, Services andor Data s
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TRM
ationale B En) Control Descri fotes
internal and external information sources to support threat management
lactivities are identified, at feast in an ad hoc manner Responsible, Accountable IMecharisms existto document and maintain 3 Responsibe. Accountable
. g g g ’ [supportive, Consulted & Informed (RASCI) matrix, or similar documentation,
THREAT-22 THREAT-2.0 A Functional | ntersects With | supportive, Consuted & | TPM05.4 ey GEl it 2 gnment fo securiy, compliance and resience controls 8
lbetween internal stakeholders and External Service Providers (ESPS)
information sbout cybersecurlcy twests I gathered and Interpreted for the Threat Intelligence [Mechanisms exist to utilize external threat intelligence feeds to generate and
g y ffunction, at least in an ad hoc manner i i i ¥ isms exist to utlize ex intell
THREAT-20 THREAT-2. A Functional | Intersects With ing THR031 - gicseminate organization-specific security alerts, advisories andor directives 8
information about cybersecurity threats is gathered and interpreted for the [Mechanisms exist to identify and assign a risk ranking to newly discovered
THREAT-2b THREAT-2.6 NA ffunction, at least in an ad hoc manner Functional | Intersects With | Vulnerability Ranking VPM-03  fsecurity vulnerabllities using reputable outside sources for security 8
[vulnerability information
information about cybersecurity threats is gathered and interpreted for the Vulnerabllty Exploltation [Mechanisms exist to identify, assess, prioritize and document the potential
THREAT-2b THREAT-2.b. N/A [function, at least in an ad hoc manner Functional | Intersects With o inny VPM-03.1 [impact(s) and likelihood(s) of applicable internal and external threats. 8
: lexploiting known vulnerabilties.
[Threat objectives for the function are 1dentinied, at least in an ad hoc manner e — R T
g g g lechanisms exist to identify, assess, prioritize and document the potential
THREAT-2¢ THREAT-2.c R Functional Subset Of Threat Analysis THR-10 fimpact(s) and likelinood(s) of applicable internal and external threats. 10
[Threats that are relevant to the delivery of the function are addressed, at least in icharisme et o derfy and assig o i arking oy dscovered
THREAT-2d THREAT-2.d NA n ad hoc manner Functional | Intersects With | Vulnerability Ranking VPM-03  fsecurity vulnerabilites using reputable outside sources for securi 8
[vuinerabilty information
[Threats that are relevant to the elivery of the function are addressed, at least in ot Venerabilt lecn to ada hreats and vomerabilt
. lan ad hoc manner on ontinuous Vulnerability y techanisms exist to address new threats and vulnerabilities on an ongoing
THREAT-2d THREAT-2.d 02 Functional Subset Of Remediation Activities VPI-04 loasis and ensure assets are protected against known atacks 10
[A threat profile for the function is established that includes threat objectives and [Mechanioms existto dentiy, asscss, pririie and document the potentia
- y ladditional threat characteristics (for example, threat actor types, motives, nction reat Analysi 5 isms exist to Identify. . prioritiz u i
THREAT-2¢ THREAT-2. R [Capabiities, and targets) P a Functional Subset Of Threat Analysis THR-10 limpact(s) and likelihood(s) of applicable internal and external threats. 10
[Treat formation sources tha calectively sadress ol ompanents of the threat [Mechanisms exist to maintain situational awareness of valnerabilities and
profie are prioritized and monitor levolving threats by leveraging the knowledge of attacker tactics, techniques
THREAT-21 THREAT-2.0 w2 Functional SubsetOf | Threat Intelligence Feeds | THR-03  f,nq procedures to facilitate the implementation of preventative and 10
[compensating controls.
[Gentified threats are analyzed and prioritized and are addressed accordingly [Mechanioms exist to dentiy, asscss, pririize and document the potential
. g . ’ g isms exist to identify, foritiz u i
THREAT-29 THREAT-2.9 A Functional Subset Of Threat Analysis THR-10 limpact(s) and likelihood(s) of applicable internal and external threats. 10
[Treat forration > exchanged W stakeholders (for example, executives.
loperations staff, government, connected organizations, vendors, sector Threat Intelligence IMechanisms exist to utilize external threat intelligence feeds to generate and
THREAT-2n THREAT-2.0 WA Craanizations, requlacors, Information Sharing and Analysss Centers ISACS) Functional | Intersects With porting THRO3.1 e rate organizationspecitc securty alets, advisories andior directives 8
[The threat profile for the function is updated perfodically and according to [Mechanioms exist to dentiy, ssoess, prioriize and document the potentia
20 2. |defined triggers, such as system changes and external events uncti " ! \ . isms exist to identify. , prioritiz u i
THREAT- THREAT-2 A 99 4 < Functional | Intersects With Threat Analysis THR-10 limpact(s) and likelihood(s) of applicable internal and external threats. s
[Threat monitoring and response activites leverage and trgger predeined states [Mechanisms exist to maintain situational awareness of vulnerabilities and
lof operation (SITUATION-3g) volui veragi w i o
THREAT-2] THREAT-2, /A " o Functional | Intersects With | Threat Intelligence Feeds | THR.03  [c5Ving threats by leveraging the knowledge of attacker tactics, techniques 8
land procedures to facilitate the implementation of preventative a
[compensating controls.
[Secure, near-real-time methods are used fo”efe\vmg and sharing threat [Mechanisms exist to maintain situational awareness of vulnerabilities and
information to enable rapid analysis and actio levolving threats by leveraging the knowledge of attacker tactics, techniques
THREAT-2k THREAT-2.k A Functional | Intersects With | Threat Intelligence Feeds | THR-03 (21919 Lireais by Jexeraging the Knowletae of ke e am 8
lcompensating controls.
o o e o yeceiving and sharing threat Threat Intelligence [Mechanisms exist to utilize external threat intelligence feeds to generate and
g g information to enable rapid analysis and actio nction: n i " i ¥ isms exist to utlize extern: intell -
THREAT-2k THREAT-2k w2 pidanaly Functional | Intersects With rting THR031 - gicseminate organization-specific security alerts, advisories and/or directives. 8
[Documented procedures are established, followed, and maintained for actvities Standardized Operat [Mechanisms exist to identify and document Standardized Operating
THREAT-3a THREAT-3.2 N/A iin the THREAT domain Functional Subset Of SSr:c'eézeres geo’g)'"g OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
u Jof day-to-day / assigned tasks.
equate resources (people, funding, and tools) are provided to sUpport
[activities in the THREAT domain [Mechanisms exist to identify and allocate resources for management,
THREAT-3b THREAT-3.b /A Functional SubsetOf | Alocation of Resources | PRM-03 [operational, technical and data protection requirements within business 10
lprocess planning for projects / initiatives.
[Up-to-date policies or other organizational directives define requirements for T
Jactivites n the THREAT domain ublishing Securiy IMechanisms exist to estabiish, maintain and disseminate polcies, standards
THREAT-3¢ THREAT-3.c NIA Functional SubsetOf | Compliance & Resiience | GOV-02  [1echanistie XSt 10 oo moten, e o e oot capabiios 10
Documentation
FesporsToity and Sty for the performance of actviies igned Securty, [Mechanisms exist to assign one or more qualified individuals with the mission]
e fomain are assigned to personnel fon, rity. Jand resources to centrally-manage, coordinate, develop, implement and
THREAT-3d THREAT-3.d NIA Functional SubsetOf | Compliance & Resiience | GOV-04  [o TEROIee o co e e o e ree Brogram 10
Responsibilities
[Personnel performing activities i the THREAT domain have the skills and Competency .
lknowledge needed to perform their assigned responsibilities ompetency Requirements [Mechanisms exist to ensure that all security-related positions are staffed by
THREAT-3e THREAT-3. NA Functional subset Of for Secury-Related HRS-03.2 e e Lo o hove e ocetary S et 10
[The effectiveness of activities In the THREAT domain is evaluated and tracked [Mechanisms exist to develop, report and monitor Security, Compliance &
THREAT-3f THREAT-3.1 /A Functional Subset Of | Measures of Performance |  GOV-05  [NeChansIne exist o Seveion. Teport & 10
[The organization has a strategy for cyber fisk management, which may be chanisms exist to establish a:(1) Strategic security, compliance and
RISK-1a RISK-1a NA |developed and managed in an ad hoc manner Functional SubsetOf | Strategic Plan & Objectives | PRM-0L.1  resilience-specific business plan; and(2) Set of objectives to achieve that 10
Jplan
[A strategy for cyber risk management is established and maintained in alignment| e *to faciitate the Impfementation of strat ol
RISK-1b RISK-Lb /A |with the organization’s cybersecurity program strategy (PROGRAM-1b) and Functional | Intersects With | Risk Management Program | Rsk.01 | Mfechanisms exist to facilitate the implementation of strategic, operationai s
land tactical risk management controls.
lenterprise architecture
[The cyber risk management program is established and maintained to perform fecn o factate the mprementation of stat ot
g g bor risk managemant activitl tding to the cyber risk management y lechanisms exist to facilitate the implementation of strategic, operationai
RISK-1c RISK-1. NA cpber risk management acttes according tothe cyber isk managemer Functional Subset Of | Risk Management Program | RsK-01  [Jsehan s SRS Lo B0 e o o 10
P kg — ortaton form RISK dormain actves s communicated (o relevart Functional SubsetOf | Risk Management program | Rsk.o1 _[Mechanisms exist o faciitate the implementation of strategic, operational T
Jstakeholder lend tactical risk
[Governance o ‘cyber risk management program is established and Mechanisms extst t enforce an accountabity structure 5o that sppropriste
maintained Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
Risk-1e RiskLe g Functional | Intersects With Structure GOV-04.1 |rmCS4/ing and managing Technology Assets, Applications, Services andfor 8
[Data (TAASD)-related risks.
[Governance for the cyber risk management program is established and [Mechanisms exist to establish an authoritative chain of command with clear
imaintained Authoritative Chain of lines of communication to remove ambiguity from individuals and teams
Risk-1e Risk1e L Functional | Intersects With Command GOV-0%2 related to managing Technology Assets, Applications, Services andjor Data 8
|(TAASD)-related risks.
59'\:’?’ anage ponsorship for the cyber risk program s [Mechanisms exist to align security, compliance and resilience capabilities
|visible and active Steering Committee & [with business requirements through a steering committee or advisory board,
Risteaf Risk1.f Rl Functional Subset Of Program Oversight GOV-OLL comprised of key cybersecurity, data protection and business executives, 10
|which meets formally and on a regular basis.
[Senior ponsorship for the cyber fisk program is
Visible and active Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
RISK-1f RISK-L{ /A Functional | Intersects With | Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 8
Portfolio Management lcompliance and resilience objectives.
RISk 19 RISk — e TPk managementprogram algns Wi the Organzators Mssion 309 | pnconal SubsetOf | sk Maragement Program | Rsko1 [echanis exstto faclate the mplemertation ofsrategic, operational "
[The cyber risk management program s coordinated with the organization's [Mechanisms exist to facilitate the implementation of strategic, operational
RISK-1h RISK-Lh NA [enterprise-wide fik management program Functional Subset Of | Risk Management Program | Rsk-01  [LleChani=ms &X 10
rrisks are 1denti Teast ner
RISK-2a RISK-2.a NIA [Cyberrisks are identified. at least in an ad hac manner Functional Subset Of Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external. 10
RISK-2b RISK-2.b NA [A defined method is used to identify cyber risks Functional Subset Of Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external, 10
RISK-2¢ RISK-2.C NA e F o apPropriate operations and business areas participate N the | ¢ iong) subset Of Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external. 10
[Gentified Cyber risks are consolidated into categories (for example, data
breaches, insider mistakes, ransomware, OT control takeover) to faciltate IMechanisms exs to categorize Technalogy Assets Applicatons, Services
Imanagement at the category level land/or Data (TAASD) in accordance with applicable laws, regulatior
g . Risk-Based Security 0 [contractual obligations that:(1) Document the security (a(egonzztmn results
Risk-2d Risk-2.d iz Functional Subset Of Categorization RSK02 " Lincluding supporting rationale) in the security plan for systems; and(2) 0
[Ensure the security categorization decision is reviewed and approved by the
fasset owner.
[Cyber risk categories and cyber isks are documented in a risk register or other [Mechanisms exist to develop and keep current a catalog of applicable risks
RiSk-2e RiSK-2.e /A tifact Functional | Intersects With Risk Catalog RSK-03.1 [associated with the organization's business operations and technologies in 5
Juse.
[Cyber risk categories and cyber risks are documented in a risk register or other [Mechanisms exist to maintain a risk register that faciitates monitoring and
RISK-2¢ RISK-2.e NA s Functional | Intersects With Risk Register RSK-04.1  [HeChansTS exl 8
e skt o [Cyber risk categories and cyber risks are assigned to risk owners Fonctional | intersects with Risk Registar RoK041[Pchanims exet o mantain 3k regiter hat aciiates monorg and S
[Cyber risk identification activities are performed periodically and according to
RISk-2g RISK-2.9 NA |defined triggers, such as system changes and external events Functional | Intersects With Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external, 5
[Cyber risk identification activties are performed periodically and according to
|defined triggers, such as system changes and external events [Mechanisms exist to conduct recurring assessments of risk that includes the
. likelihood and magnitude of harm, from unauthorized access, use, disclosure,
Risk-zg Risk2g Wz Functional | Intersects With Risk Assessment RSK-04 " ldisruption, modification or destruction of the organization's Technology °
|assets, Applications, Services andor Data (TAASD).
[Cyber risk identification activities are performed periodically and according to Risk Assessment [Mechanisms exist to implement a risk assessment methodology to ensure
Risk 29 RISK2g NA [defined triggers, such a5 system changes and external events Functional | ntersects With sk ssess RSK-04.2  [coverage for organizational componens relevant for secure, compliant an s
S [resilient operations.
[Cyber risk identification activities leverage asset inventory and prioritization
information from the ASSET domain, such as IT and OT asset end of support,
lsingle points of failure, information asset risk of disclosure, tampering, or
ldestruction [Mechanisms exist to perform inventories of Technology Assets, Applications,
[services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
lin use:(2) Identifies authorized software products, including business
RISK-2h RISK-2.h NA Functional | Intersects With Asset Inventories AST-02 Justification details;(3) Is at the level of granularity deemed necessary for 5
frracking and reporting;(4) Includes organization-defined information deemed
Inecessary to achieve effective property accountability; and(s) Is available for|
Ireview and audit by designated organizational personnel.
[Cyber risk identification activities leverage asset inventory and prioritization
linformation from the ASSET domain, such as IT and OT asset end of support, [Mechanisms exist to identify and document the critical Technology Assets,
RISK-2h RISK-2.h NA lsingle points of failure, information asset risk of disclosure, tampering. or Functional | Intersects With |  Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions. s
ldestruction Jand business functions.
(Cyber oK denticarion acivies feverage asset muentory and priorizaton
information from lomain. sUch as IT and OT asset end o ! [Mechanisms exist to identify and document the critical Technology Asselts,
RISK-2h RISK-2.h NA o o o o oo 2ot Tk of Aoy ooy o Functional | Intersects With |  Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions. 5
ldestruction land business functions.
[Vulnerabilty managemert nformation rom THREAT domain actvities f used t
ipdate cyber risks and identify new risks (such as risks arising fr [Mechanisms exist to categorize Technology Assets, Applications, Services
Eimerabities that post om ongBing 1k t the argontsation o) ewty dentined landjor Data (TAASD) in accordance with applicable laws, regulations and
' : |vulnerabilties) nction o ; Risk-Based Security lcontractual obligations that:(1) Document the security categorization results
Risk-2i Risk-2 w2 Functional | Intersects With Categorization RSK-02 " lincluding supporting rationale) in the security plan for systems; and(2] N
sure the security categorization decision is reviewed and approved by the
lasset owner.
[Threat management information from THREAT domain activities s used to [Mechanisms exist to develop and keep current a catalog of applicable risks
RISK-2j RISK-2j NIA lupdate cyber risks and identify new risks Functional | Intersects With Risk Catalog RSK-03.1  [associated with the organization’s business operations and technologies in 8
Juse.
[Threat management information from THREAT domain activities s Used to [Mechanioms exist to develop and keep carrent a cataog of applicable
g g date cyber risks and identi risk i ¥ : v
RISK-2] RISK-2j NA lupdate cyber risks and identify new risks Functional | Intersects With Threat Catalog THR-09  fitermal and external threats to the organization, both natural and manmade. 8
‘"f:ffgaﬂx;fmm TH;RD'PARTlis domain activities is used to update cyber risks [Mechanisms exist to maintain situational awareness of vulnerabilities and
jand identify new risks levolving threats by leveraging the knowledge of attacker tactics, techniques
RISK-2k RISK-2.k NA Functional | Intersects With | Threat ntelligence Feeds | THR-03  [2velvnd (hreais by Ieveraging the kaowledge of attacker toctes. s 8
[compensating controls.
information from ARCHITECTURE Gomain activities (such as unmitigated [Mechanisms exist to document and review instances of non-compliance with
RISk-21 RisK-2.1 NA Jarchitectural conformance gaps) is used to update cyber risks and idenfify new |  Functional | Intersects With | Non-Compliance Oversight | CPLOL1 [statutory, regulatory and/or contractual obligations to develop appropriate 8
fisks Jisk mitigation actions.
information from ARCHITECTURE domain activities (such as unmitigated
larchitectural conformance gaps) is used to update cyber risks and identify new Centralized Management of exist to the
RISK-21 RISK-2.1 /A fisks Functional | Intersects With urity, Compliance & | SEA-0L.1  fand implementation of security, compliance and resilience controls and s
S retiinca Coreroe felated processes.
information from ARCHITECTURE Gomain activities (such as unmitigated P or
RISK-21 RISK-2.1 A [architectural conformance gaps) s used to update cyber risks and identify new | Functional | Intersects witn |entralized Management of | - ypy.o5.1  uechanisms exist to centrally-manage the flaw remediation process. 8
o /aw Remediation Processes|
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TRM Secure Controls Framework (SCF) r
ationale S e Control Descriptiol HEEzs
information from ARCHITECTURE domain activities (such as unmitigated Time To Remediate /
RISK-21 RIsK-2.1 NA larchitectural conformance gaps) is used to update cyber risks and identify new Functional | Intersects With | Benchmarks For Corrective | VPM-05.3  [[fechanisme exist to track the effectiveness of remediation operations 5
o ks For. khrough metrics reporting
[Cyber sk Tdentification considers risks that may arise from or Impact criical lechanisms exist t identify and assess the securty of Technology ASsets,
RISK-2m RISK-2.m N/A or other Functional Intersects With D AST-01.1  |Applications and/or Services (TAAS) that support more than one critical 5
Jousiness function
[Cyber risk Tdentification considers risks that may arise from or Impact criical [Mechanisms exist to identify and document the critical Technology Assets,
RISK-2m RISK-2.m N/A or other Functional Intersects With Identify Critical Assets BCD-02 [Applications, Services and/or Data (TAASD) that support essential missions. 5
Jand business functions.
[Cyber sk [dentification considers risks That may arise from o Impact criical
infrastructure or other interdependent organizations
IMechanisms exist to identify:(1) Assumptions affecting risk assessments, isk
Iresponse and risk monitoring; (2) Constraints affecting risk assessments, risk
RISK-2m RISK-2.m /A Functional | Intersects With Risk Framing RSK-0L1 |response and risk monitoring:(3) The organizational risk tolerance; and(4) s
[riorities, benefits and trade-offs considered by the organization for
Imanaging risk
RISK-2m RISK-2.m N/A [CYoer risk Identification considers risks that may arise from or impact critical Functional | Intersects With Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external, 5
[Cyber risks are prioritized based on estimated impact, at least in an ad hoc
manner exist to categorize Technology Assets, Applications, Services
land/or Data (TAASD) in accordance with applicable laws, regulations and
. : . ; Risk-Based Security 4»  |contractual obligations thati(1) Document the security categorization rests
RISK-32 Risk3.2 R Functional Intersects With Categorization Rsk-02 [(including supporting rationale) in the security plan for systems; and(2] s
[Ensure the security categorization decision is reviewed and approved by the
Jasset owner.
[Defined criteria are used to prioritize cyber risks (for example, impact to the’
organization, impact to the community, likelihood, susceptibility, risk tolerance)
[Mechanisms exist to identify:(1) Assumptions affecting risk assessments, risk
[response and risk monitoring;(2) Constraints affecting risk assessments, risk
RISK-3b RISK-3.0 73 Functional | Intersects With Risk Framing RSK.0L.1response and risk monitorn;(3) The arganizaional sk telerance; ani4) s
[riorities, benefits and trade-offs considered by the organization for
Imanaging risk.
[A defined method i Used to estimate impact for Nigher priority cyber isks (for Aok Assesament [Mechanisms exist to implement a rsk assessment methodology to ensure
RISK-3¢ RISK-3.c N/A [example, comparison to actual events, risk quantification) Functional Subset Of Methodolo: RSK-04.2  [coverage for organizational components relevant for secure, compliant and 10
ol [resilient operations.
[Defined methods are used to analyze higher priority cyber risks (for example,
lanalyzing the prevalence of types of attacks to estimate likelihood, using the Risk Assessment [Mechanisms exist to implement a risk assessment methodology to ensure
RISK-3d RISK-3.d NA results of controls assessments to estimate susceptibility) Functional Subset Of ethodoroay RSK-04.2  |coverage for organizational components relevant for secure, compliant and 10
resilient operations.
[Organizational stakeholders from appropriate operations and business functions P N [Mechanisms exist to implement a risk assessment methodology to ensure
Risk-3¢ Risk-3.e A participate In the analysis of higher priority cyber risks Functional Subset Of isk posessment RSK-04.2  [coverage for organizational components relevant for secure, compliant and 10
Methodology
resilent operations.
[Cyber risks are removed from the risk register or other artifact used to document inimum:(1) Deficiency tracking number; (2] Applicable security, compliance
land manage identified risks when they no longer require tracking or response. land/or resilience control;(3) Description of the deficiency(ies):(4 Risk
§ g Capabiltes Deficiency 05 [pssociated with the deficiency(ies)i(5) Source deficiency
RISK-3f RISK-3.F A Functional Subset OF Lot 1A0-05 " ol f applicable 10
|(7) Point of Contact (POC) (e.g., asset/process owner)i(8) Resources required
o conduct remediation actions:(9) Planned remedial actions to the
[Cyber rsks are removed from the risk register or oher artfact used fo document e o mat  register that faciitt N "
RISK-3f RISK-3.f N/A |and manage identified risks when they no longer require tracking or response Functional | Intersects With Risk Register RSK-04.1 rei“or‘[""“g';’fr?;‘g 0 maintain a risk register that facilitates monitoring an 8
[Cyber sk analyses are updated periodically and according to defined triggers, T DEfCency Tacking nurber (2] Appcable secuy complance
lsuch as system changes, external events, and information from other model Jand/or resilience control;(3) Description of the deficiency(ies)(4) Ris
§ ldomains et y Capabites Deficiency 05 [psocatedwih e deficiencyes (5 Soure deienc
RISK-3g RISK3.9 A Functional Subset OF s et 14005 eont S wvol, it applcables 10
((7) Point of Cur\lacl (POC) (E 9.0 asse(/process owner);| (3] Resources required
o conduct remediation actions (9 remedial actions to
RISk responses (such as millgate, accept, avoid, or transfer) are implemented to Mechansms evistto seiectappvopriate risc wemtment optons. bosed an
RISK-4a RISK-4.2 A e e e e Functional | Inersects With | Risk Treatment Options | Rsk-06.3 _[echerioms exit to select appropr s
[A defined method s sed to select and Implement risk responses based on Aok Assesament [Mechanisms exist to implement a risk assessment methodology to ensure
RISK-4b RISK-4.b N/A analysis and prioritization Functional Intersects With RSK-04.2  [coverage for organizational components relevant for secure, compliant and 8
Methodology [resilient operations.
[A defined method is used to select and implement risk responses based on chanisms exist to select appropriate risk treatment options, based on
RISK-ab RISK-4.0 /A [analysts and prioritization Functional | Intersects With | Risk Treatment Options | Rsk-06.3 [[IeSRaniome Sx = £ 52ioct 2bbion 8
[Cybersecurity controls are evaluated to determine whether they are designed Security, Compliance &
§ y e A e e e e et s ok 4p [Mechanisms exist to provide a security, compliance and resilience controls
RIsK-4c RISK-4.c A [appropriately and are operating as intended to mitigate identified cyber risks nctonal | iterscts Wi | nesiience Cortrls Lo I b L A A TS s
[Cybersecurity controls are evaluated to determine whether they are designed
‘and are operating as Intended to mitigate identified cyber risks Functional Review Of [Mechanisms exist to regularly review Technology Assets, Apph(atlons andior
RISK-4c RISK-4.c 73 Functional | Intersects With | Security, Compliance & | CPL-03.2 [Services (TAAS) for adherence to the organization's security, complia s
Resilience Controls landor resilience policies and standards.
[Cybersecurity controls are evaluated to determine whether they are designed O ™ o o oeiare the et of e y
y y e A e e e o et s ok Information Assurance y fechanisms exist to faciltate the implementation of security, compliance
Risk-dc RISK-4.c /A lappropriately and are operating as intended to mitigate identified cyber risks Functional | Intersects With o e 1n0-01  [Mechanisms exist to faciitate the Implementation of s
[Cybersecurity controls are evaluated to determine whether they are designed O ™ o o Taciate the et of s y
g y lappropriately and are operating as intended to mitigate identified cyber risks information Assurance ’ anisms exist o facilitate the implementation of security, compliance
Risk-4c Risk-4.c A PProP! v P 9 o V! Functional Intersects With Operations 1ho-01 [and resilience assessment and authorization controls. 8
Results f’°'“d([V“E[J‘5kh"“"al“ 3"x‘yfes:""hcyt{yzei“”‘y “’"‘;“‘J“‘“f“’"s " IMechanisms exist to formally assess the security, compliance and resilience
lore ;E‘;(‘Ec‘”:"uy"gﬁ ;a’leé’ e e ether cyberTisks lcontrols in Technology Assets, Applications andjor Services (TAAS) through
ufficl tigated, and i o ion [Information Assurance Program (AP) activities to determine the extent to
Risk-ad Risk-a.d W Functional Intersects With Assessments 1A0-02 |which the controls are implemented correctly, operating as intended and 8
[producing the desired outcome with respect to meeting expecte
requirements
[Risk responses (such as mitigate, accept, avoid, or transfer) are reviewed
RISK-de Risk-4.e NA Iperiodically by leadership to determine whether they are still appropriate Functional Subset Of Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level. 10
Risk responses (such as mitigate, accept, avoid, or transfer) are reviewed [Mechanisms exist to ensure proper risk response actions were performed to
RISK-de RISK-4.e NiA lperiodically by leadership to determine whether they are still appropriate Functional | Intersects With Risk Response RSK-06.1  [remediate findings from security, compliance and/or resilience-related:(1) 8
[Assessments;(2) Audits; and/or(3) Incidents.
[Bocumented procedures are estabiished, followed, and maintained for activities P—— \echanisms exist to identify and document Standardized Operating
RISK-5a RISKS.2 A in the RISK domain Functional Subset Of pdordized Oherai™d | ops-01.1  [procedures (SOP), or similar documentation, to enable the proper execution 10
Jof day-to-day / assigned tasks,
[Adequate resources (people, fnding, and tools) are provided to support
lactivities in the RISK domain techanisms exist to identify and allocate resources for management,
RISK-5b RISKS.0 /A Functional SubsetOf | Allocation of Resources |  PRM-03  [operational, technical and data protection requirements within business 10
lprocess planning for projects / Initatives,
[Up-to-date policies or other organizational directives define requirements for P
lactivities in the RISK domain ublishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
RIsK-5¢ RISK-5.c L Functional Subset Of Compliance & Resilience GOV-02 g procedures necessary for secure, compliant and resilient capabilities. 10
ocumentation
Resporeblty, accountablty, and autharty forthe peformance of actties esgned secrty [Mechanisms exist to assign one or more qualified individuals with the mission]
lomain are assigned to personne . land resources to centrally-manage, coordinate, develop, implement an
RISK-5d RISKS.d /A Functional SubsetOf | Compliance & Resilience | GOv-04 [ Tesources to centrall manage, coordinate, develop implement and 10
esponsibilties ey
[Personnel performing activities in the RISK domain have the skills and knowledge C N N N
Ineeded to perform their assigned responsibilties ompetency Requirements IMechanisms exist to ensure that all security-related positions are staffed by
RISK-Se RISK-5.e NA Functional Subset O for Securiy-Related HRS-03.2 |0 alified individuals who have the necessary skill se 10
[The effectiveness of activities in the RISK domain is evaluated and tracked [Mechanisms exist to develop, report and monitor Security, Compliance &
RISK-5f RISK-5.f N/A Functional Subset Of Measures of Performance GOV-05  |aedilience Program (SCRP) measures of 10
[Gentiies are provisioned, t Ieast in an ad hoc manner, for personnel and other r o e A— ation ana s regat
§ § e e o o lcts that v e e thot v ser Provisioning & De- y s existto utiize  formaluser registration and de-reistation
ACCESS-1a ACCESS-1.a NA et such o senices ond devices tat require access o asse s (note that this | Functional Subset Of rovisioning AC07 ot Governs the ssaignment of accoss nghts. 10
[Credentials (such as passwords, smartcards, cerliicates, and keys) are issued for entcate. Athore o [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
ACCESS-1b ACCESS-1.b N/A [personnel and other entities that require access to assets, at least in an ad hoc Functional Intersects With udit Yy IAC-01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 8
[service Provider (ESi
[Credentits euch as pasewords, smartcards, certificates, and keys) are ssued or
personnel and other entities that require access to assets, at least in an ad [Mechanisms exist to:(1) Securely manage authenticators for users and
ACCESS-1b ACCESS-Lb NIA Ianner Functional Subset Of | Authenticator Management |  IAC-10  |devices; and(2) Ensure the strength of authentication is appropriate to the 10
lclassification of the data being accessed
Credentits o a pasewords, smartcads, ceriicates and keye re soued o1 PR . - P =
- - ersonnel and other entities that require access to assets, at least in an ad "assword-Basec X lechanisms exist to enforce complexity, length and lifespan considerations
Access1b AcCEss1b A o a Functional | Intersects With Authentication IAC10-1 kg ensure strong criteria for password-based authentication 8
[Credentials (such as passwords, smartcards, certificates, and keys) are issued for|
lpersonnel and other entities that require access to assets, at least in an ad hoc [Automated mechanisms exist to validate certificates by constructing and
ACCESS-1b ACCESS-Lb NIA ner Functional | Intersects With | PKI-Based Authentication | IAC-10.2 |verifying a certification path to an accepted trust anchor including checking 8
lertificate status information for PKi-based authentication.
dentities are deprovisioned, at least in an ad hoc manner, when nio longer UserProvsioning & De- [Mechanisms exist to ullize a formal user registration and de-registration
ACCESS-1c ACCESS-Lc AR required Functional Subset Of Provisioning IAC-07  |orocess that governs the assignment of access rights. 10
[Password strength and reuse restrictions are defined and enforced Password-Based [Mechanisms exist to enforce complexity, length and lifespan considerations
. ] et . ; word- § isms exi xity, i iderati
ACCESS-1d ACCESS-1.d R Functional Intersects With Authentication 1AC-10.1 [to ensure strong criteria for password-based authentication. 8
Identity repositories are reviewed and updated periodically and according to
|defined triggers, such as system changes and changes to organizational Periodic Review of Account [Mechanisms exist to periodically-review the privileges assigned to individuals
ACCESS-1e ACCESS-1.e N/A [structure Functional Intersects With Privileges IAC-17 [and service accounts to validate the need for such privileges and reassign or 5
9 [remove unnecessary privileges, as necessary.
Identities are deprov\sluned ‘within organization-defined time thresholds when no User Provisioning & De- [Mechanisms exist to utilize a formal user registration and de-registration
ACCESS-1f ACCESS-Lf WA longer require Functional Subset Of Provisioning 1ac-o7 [process that governs the assignment of access rights. 10
[The use of pnwleged Credentials s imited to processes for which they are
required Role-Based Access Control IMechanisms exist to enforce Role-Based Access Control (RBAC) for
ACCESS-1g ACCESS-1g /A Functional | Intersects With o) 1AC-08  [Technology Assets, Applications, Services and/or Data (TAASD) to restrict s
Jaccess to Individuals assigned specific roles with legitimate business needs.
[The Use of privileged credentials s imited to processes for which they are Privileged Account [Mechanisms exist to restrict and control privileged access rights for users
ACCESS-19 ACCESS-1g e required Functional Intersects With Management (PAM) 1AC-16 [and Technology Assets, Applications and/or Services (TAAS). 8
[The use of privileged credentials is imited to processes for which they are
required [Mechanisms exist to utilize the concept of least privilege, allowing only
ACCESS-1g AcCESS-Lg 3 Functional | Intersects With Least Privilege IAC21 authorized access to processes necessary to accomplish assigned tasks in s
laccordance with organizational business functions.
[Stronger credentials, multifactor authentication, or Single Use credentials are
required for higher risk access (such as privileged accounts, service accounts,
[shared accounts, and remote access) {Automated mechanisms exist to enforce Multi-Factor Aulhen(\cahon (MFA)
§ § Muli-Factor Authentication o5 [for:(1) Remote network access;(2) Third-party Technolog
ACCESS-1n ACCESS-Lh G Functional Intersects With (MFA) 1AC-06 {Applications and/or Services (TAAS); and/ or(3) Non- mr\snle a((ess to critical 5
AAS that store, transmit and/or process sensitive/regulated dat;
[Stronger credentials, multifactor authentication, or Single Use credentials are B o s e pp—
- - required for higher risk access (such as privileged accounts, service accounts, Network Access to X ‘lechanisms exist to utilize Multi-Fact W uthentication 0 authenticate
ACCESS-1h ACCESS-1.h N/A ShZVEd accuun?s ang remete. alccess) P g Functional Intersects With Privileged Accounts. IAC-06.1 |t ork access for privileged account 5
[Stronger credentials, mulifactor authentication; o Single Use credentials are oo pecens o eaed o otioe M Factor Auentcation MFA) 1o suthentcn
. : required for higher risk access (such as privileged accounts, service accounts, i ocal Access to Privilege y exist to utiize Multi-Factor Authentication o authenticate
ACCESS-1h ACCESS-Lh NA quired for higher risk access (such h 25 privies Functional | Intersects With IAC06.3 [ e for priviioged atcounte 5
[Stronger credentials, muliactor authentication. or Single Use credentials are T rechamoms exot to restct amt comtol orvteaea access nomts for weers
5 - required for higher risk access (such as privileged accounts, service accounts, inctions int it rivileged Accoun! -] chanisms exi restrict and control privilegs ccess rat T
ACCESS-1h ACCESS-Lh R shgred acmun%s, and remote access) P o Functional Intersects With Management (PAM) 1AC-16 [and Technology Assets, Applications and/or Services (TAAS). s
[Multifactor authentication is required for all access, where feasible
butomated mechanisms exst t enforce Huld Factor Authentication (4F4)
o " . Multi-Factor Authentication y ffor:(1) Remote network access;(2) Third-party Technology
ACCESS- ACCESS-1. WA Functional Subset OF (MFA) 1AC-06 [Applications and/or Services (TAAS); and/ or(3) Non- EU"SD|E access to critical 10
[TAAS that store, transmit and/or process sensitive/regulated data.
AcCESS-1j access1] m [dentities are disabled after a defined period of inactivity, where feasible Fanctional Equal Disable Inactive Accounts | 1AC.15.3 [Putomated mechanisms e»;z\”;rémsable inactive accounts after an o
y y Logical access controls are implemented, at least in an ad hoc manner dentity & Access o1 Mechanisms exist to facilitate the implementation of identiication and
ACCESS-2a ACCESS-2.8 A Functional Subset OF e & iacor  [iechar faciltate 10
Cogical access priviieges are revoked when no longer needed, 3t 1east in an ad
manner Role-Based Access Control [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
ACCESS-2b ACCESS-2.b N/A Functional Intersects With (RBAC) IAC-08 [Technology Assets, Applications, Services and/or Data (TAASD) to restrict 8
[access to individuals assigned specific roles with legitimate business needs.
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lLogical access privileges are revoked when no longer needed, at least in an ad [Mechanisms exist to proactively govern account management of individual,
Access2b Access 2 N e Functonal | subsetof | Account Management | 1acas  [1echanisms exist to poactiely govern account managementof i 10
Logieal access privIeges are revoked when o Tonger needed, atieastin an ad Prvieged Accout Wechanisms exist o restict and contro prvIeged access Fghts for Users
ACCESS-20 ACCESS-2.b NA Ihoc manner Functional | Intersects With | yanagement (PAM) 1AC16  lang Technology Assets, Applications andjor Services (TAAS). 5
Logical access privileges are revoked when no longer needed, at least in an ad
Logical acce pertoic Review of Account [Mechanisms existto periodically-review the privieges assigned to individuals
ACCESS-2b AcCESs 20 /A Functional | Intersects With Review of IAC-17  fand service accounts to validate the need for such privileges and reassign or 8
9 [remove unnecessary privileges, as necessary.
Logical access requirements are estabished and maintained (1o Sxarple, ules
ffor which types of entiies are allowed to access an asset, limits of allowed Identity & Access Mecharisms exst o acitatethe mplemertationofdentifcation and
ACCESS2¢ ACCESS2.c NA laccess, constraints on ramote acease, authentication parameters) Functional | Subset Of Management (1AM) ACOL e management control i 10
Logical access requirements Incorparate the principls o east prviege echanisms oxst t enforce Logica Access Control (LAQ) permissions hat
Access 24 Access 2. A Functional | Intersects With | Access Enforcement ncao  [lecharieme ot o enforcs Logicol ece s
|Logical access requirements incorporate the principle of least privilege’
[Mechanisms exist to utilize the concept of least privilege, allowing orly
Access-2d Access-2. A Functional | Itersects With Least Priviiege IAC21  |authorized access o processes necessary to accomplish assigned tasks in s
[accordance with organizational business functions.
|Logical access requirements incorporate the principle of separation of duties [Mechanisms exist to implement and maintain Separation of Duties (SoD) to
Access2e Accessze A Functional | SubsetOf | Separation of Duties (50D) | HRS11 _[aeroriens ox S maintal Separaton 10
Cogical access requests are reviewed and approved by the asset owner TGentity & Access Mechanisms exist to failtate the implementation of identification and
AcCess-2f Access2f VA Functional | Subset Of dently & A ncor  [lechar fociltate 10
Logical access requests are reviewed and approved by the asset owner Tser Provisioning & D&~ Pani exst o ublie  formal er regratin andds regaaton
ACCEss-2f ACCESs-2.f A Functional Intersects With Provisioning lac-07 [process that governs the assignment of access rights. 8
lLogical access requests are reviewed and approved by the asset owner [Mechanisms exist to revoke user access rights following (hanges in
ACCESS-2f ACCESS-2.f N/A Functional Intersects With | Change of Roles & Duties IAC-07.1 lpersonnel roles and duties, if no longer necessary or perr 8
- - Loolcal 5ccess Tequests are FeviEwed and approved By The asset owrer Warggement Rppowa For | 715 Mechanims et lo e e assgent o pivizged accounts To
Access 21 Access 2. A Functonal | mersects win | MogementApprovelFor | a1 3 it The assonment o s
Logical access requests are reviewed and approved by the asset owner " Fp— een " - . "
) ) on anagement Approval For | ac.. lechanisms exit to ensure management approvas are required for new
ACCESS-2f ACCESS-2.f R Functional Intersects With New or Changed Accounts 1AC-28.1 [accounts or changes in permissions to existing accounts. 8
lLogical access DHVHEQES that pose higher risk to the function receive additional i User Provisioning & De- exist to utilize a formal user registration and de-registration
ACCESS-29 ACCESS-2.9 WES [scrutiny and monitoring Functional Intersects With Provisioning 1ac-o7 [process that governs the assignment of access ri 8
ocess g e A Loglcal access pnw\eqes Tt pose igher ok o he anetion receve sdaiomal | oo wies | aca72Mechanisms exist to revoke user access right fllowing changes "
scrutin; [personnel rles and duties, If no Ionger necessary or permitted
Togical access prlv\\eges Tt pose Higher sk to fhe function receive sdational Waragement Approval For Mechanisms exist to restrict the assignment of privieged accounts ©
Access 29 Access 2. NA Logicalaccess priese: Functonal | mersects wieh | Meegemert Approwel o | a1 3 i e it o s
Logical access ""V”W“m‘“ pose higher risk to the function receive additional Management Approval For IMechanisms exist to ensure management approvals are required for new
? ftiny and i v . v
Access-2g ACCESS 29 NiA scrutiny and monitori Functional | Intersects With | K080 e T erounts | IAC 28 e ar changes in permissions to existing accounts 8
Logical access privieges are reviewed and updated to ensure conformance wih
laccess requirements periodically and according to defined triggers, such as [Mechanisms exist to revoke user access rights following changes in
Accessan Access2n wa occess reauirements peredically and according to defined riggers, such unctonal | Itersects Wit | Change of Roles & Duies | 1AC07. [Hechansms et to rvoke ucr accessrgts floung chang B
prviieges
Logical access privieges are reviewed and updated to ensure conformance wih
e B e e e o men e rertodic Review of Account [Mechanisms exis to periodically-review the privieges assigned to Individuals
Access.2n Access2h A e T e A e e e Functional | ntersects With Revtew of IAG-L7  |and service accounts to validate the need for such prvieges and reassign or s
Femove unnecessary priviieges, as necessary
prviieges
[Amomalous Togical access SRempts are montored a Indlcators of cybersecurty Mechaniams exist o otle User & Entlty Behavior Anaiytics (UEBA) andlor
vents. [User Activity Monitoring (UAM) solutions to detect and respond to anomalous
ACCESS2.i W2 Functional Subset Of Anomalous Behavior MON-16 [pehavior that could indicate account compromise or other malicious 10
Jactivites
[Physical access controls (such as fences, locks, and signage) are implemented, at]
Physical & Environmental [Mechanisms exist to failtate the operation of physical and environmental
. lleast in an ad hoc manner inctions Vs - P phy:
ACCESS-3a ACCESS-3.a N/A Functional Subset Of Protection: PES-01 [protection controls. 10
[Physical access controls (such as fences, locks, and signage] are implemented, af| [Physical access control mechanisms exist to enforce physical access
least in an ad hoc manner lauthorizations or all physical aceass points (Including desianated entry/exit
ACCESS-3a ACCESS-3.a NA Functional | Intersects With | Physical Access Control PS03 el e o s e o ionefe oo 8
[designated as publicly accessible).
Physical a((ESS privileges are revoked when no longer needed, at least in an ad
(R ohysical Access lPhysical access control mechanisms exist to maintain a current st
ACCESS-3b ACCESS-3.b N/A Functional Subset Of Auy(hunza(mns PES-02 [personnel with authorized access to organizational facilities (except for those 10
[areas within the facility officially designated as publicly accessible).
Physical access Togs are maintained, at east in an ad Fog manner [Physical access control mechanisms generate 3 Tog &nty for sach access
Access 3c Access 3. A Foncional | subsetOf | Physical AccessLogs | PES033fsical access contol mechaniens generate 2 g 10
Physical access requirements are established and maintained (for example, rules Physical & Environmental [Mechanisms exist to facilitate the operation of physical and environmental
. - [for whe 1l d te t, he ranted, limits of all d i ¥
Access3d Access 3. A o0 11 £ <K 1 3. N << - rrte i of o Functional | Subset of 1 & Environ pesay  [echanisms exist 10
Physical access requirements are estabilshed and maintained (for example, rules
for who i5 allowed 1o access an asset, how access s granted, mits of allowed Physical Access IPhysical access control mechanisms exist to maintain a current st of
Access3d Access 3. A [orure Functional | Intersects with Physical Access PES.02  [perconnel with authorized access to organizational faciiies (sxcept for those s
freas within the facilty affcialy designated as publicly accessile)
Prysea accoss reauremonts are establened and marTaied or xarole, wies [Physical access control mechanisms exit to enforce physical access
or who s allowed fo access an asset, how access is granted, mits of allowe [utnorizations for all physical aceass point (including desianated entryjexit
Access3d Access 3. A forune Functonol | ntersects Wit | Physicl Access Contrr | pEs.03 [PUhorzatons for all physicaloccess point (nlusing designated s
(Gesignated as publicly accessibie)
[Physical access requirements incorporate the principle of least privilege: [Physical access control mechanisms exist to authorize physical access to
Access-3e Access 3. A Functional | Intersects With | Role-Based Physical Access | pes-02.1 PRSIl access control mechanisms exist o aufherize 8
[Physical access requirements incorporate the principle of least privilege [Physical access control mechanisms exist to enforce physical access
g g 03 [puthorizations for all physical access points (including designated entry/exit
Access-3e Access3e A Functional | ntrsects with | Physicl Access Control | pes-03  [Putnorzations fo ol physicalaccess points (nlusing designated s
[esignated as publicly accesaibie)
Physical rements Tncorporate The pRCITE of Separation of dul foms et o A Separa T
pro—— AcCEssar o ysical access requirements incorporate the principle of separation of duties Functional | Itersects With | Separation of Duties (SoD) |  HRS-11 [Vechinisms exist o implemert and maintai Separation of Duties (saD) to B
jprevent potential fvity without collaion
Physical ccess requirements Tcorporate the princple of separation of qutes
ehysical Access [Physical access control mechanisms exist to maintain a current list
ACCESS-3f ACCESS-3.f NA Functional | Intersects With vt PES.02  [parsonnel with authorizad accoss to organizational faciities (except | fur those 8
[reas within the facily offcially desianated as publicly accessible)
Physical access Tequirements Tcorporate the prncple of separation of quties [Physical access control Techanisms ex/st 1o BUiorzs physical access 1o
Access 31 Accessaf A Functonal | nersects Wit | Role Based Physica Access | PES.02.1 [yt a8 contio mechaniems oo aulhorre s
[Physical access requirements incorporate the principle of separation of duties
ot Authorization for [Mechanisme exis to enforce a “two-person rule* for physical access b
ACCESS-3f ACCESS-3.f A Functional | Intersects With S uthorization PES.02:2 feauiring tuo authorized ndividuals ith Separate acess cads, ey or ins) 3
Vs fto access highly-sensitive areas (e.q., safe, high-security cage, etc.).
Physical access requirements ncorporate the princple of separation of dufies hysical access control mechanioms exist 1o enfarce prysical ccess
’ . lauthorizations for il physical access pornts (including designated entry/exit
ACCESS-3f ACCESS-3.f N/A Functional Intersects With Physical Access Control PES-03 [points) to facilities (excluding those areas within the facility officially 5
[Gesignated as publicly accessibie)
PhySical cess Tequests are reviewed and approved by the asset ower
ehysical Access [Physical access control mechanisms exist to maintain a current st of
Accessag Access 3 WA Functonal | nersects wi | PRysical Acces PES02 ool wih suhonced accessto orgarsanonmlfacies oxcept or those s
[reas withn the facily offcilly desianated a5 publicly accessible)
Physical access requests are reviewed and approved by the asset owner [Physical access control mechanisms exit to enforce physical access
g g 03 [puthorizations for all physical access points (including designated entry/exit
Access3g Access 3. NA Functonal | ntersects with | Physical Access Control | - pes-03  [Punorzations for ol physialaccess points (nlusing designated s
[Gesignated as publicly accessibie)
PhySical access pvieges that pose Righer TSk t T anction receive aadianal Machanisms exist o manage personnl secariy Fk by assigning 3 Fok
Access3n Access3h NA scrutiny and monitoring Functional | Inersects with | Position Categorization |  HRS-02 [designation to all positions and sstablishing screaning teri for ndividuals s
Filing thoss posiions.
PPy S o UTeGes Tt e Fgher 7k B nclo e sl Mechaniams exist o ensure that avery user accessing Techmology Assets,
[scrutiny and monitoring Users With Elevated lications and/or Services (TAAS) that process, store and/or transmit
ACCESS-3h ACCESS3.h B Functional | Intersects With Privileges HRS-02.1  |co \citive/requlated data is cleared and regularly trained to handle the 5
ftormation 1 question.
PhySical access prVIEges that pose Righer TSk t T anction receive aadanal
e P ot With Special IMechanisms exis to ensure that ndividuals accessing a system that sores,
Accessan Access 3 W Functonal | ntersects wih | RIS W Specisl | g 01 e e on equing el roterton soteh, s
lorganization-defined personnel sereaming coten
Fhysical ccess privieges are reviewed and updated
onyeteat Access lPhysicat access control mechanisms exist to maintain a current st of
Accessi Access i WA Functonal | ntersects win | Psics Access PES02 oot ik shonced sceess 1 orgarsanonalacies (exceptor those s
[areas within the facility officially designated as publicly accessible).
Fhysical access 7 monttored o [@entiy potential cybersecurty events [Physical access control mechanisms exist to enforce physical access
y y et et . o3 |outhorizations for all physical access points (including desionated entry/exit
Access 3 Access3 A Functional | Inersects With | Physicl Access Contral | pes.03 Cuthorizatons for all pysicalaccess points nluding designated e s
[designated as publicly accessible).
[Documented procedures are established, followed, and maintained for activities Standardized Oy t [Mechanisms exist to identify and document Standardized Operating
Access-4a Accessa.a A In the ACCESS domain Functional | Subset of andardized Operating. | ps,01.1  [procedures (SOP), or Smilar documentation, o enable the proper execution 10
Procedures (SOP)
[of day-to-day / assigned tasks.
[Adequate resources (people, funding, and tools) are provided to support
e e e (peope. T [Mechanisms exis to dentify and allocate resources for management,
Access.ab Accessab A Functional |  SubsetOf | Alocation of Resources |  PRM-03  [operational technical and dota protection requirements withi businéss 10
[process planning for projects / intatives
-to-date policies or other organizational directives define requirements for’ publishing S N
factivities in the ACCESS domain ublishing Security, [Mechanisms exist to establish, maintain and disseminate poli
) . etion Publish iy, . jsms s ish, maintain and disseminate poicis, standards
ACCESS-4c ACCESS-4.c W Functional Subset Of Compliance & Resilience Gov-02 [and procedures necessary for secure, compliant and resilient capabilities. 10
Bocumentation
Respenaity, accouraniy. and aumory Tor e performance of secviies roanes secor [Mechanisms exist o assign one or more qualified individuals with the mission
the ACCESS domain are assigned to personnel ssigned Security, land resources to centraly-manage, coordinate, develop, implement and
ACCESS-4d AcCESs-4.0 A Functional Subset Of | Compliance & Resiience | GOv-04 P14 fesources fo centrally manage, cooraingte: develon. implement ond 10
Responsislities
[scre)
Personnel performing activities T the ACCESS domaln have the SKiTs and — -
knowledge neece to perform their assigned responsibities ompetency Requirements IMechanisms existto ensure that al security-related positions are staffed by
ACCESS-4e ACCESS-4.e N/A Functional Subset Of for Se(:gt‘yu—:;\aled HRS-03.2 lualified individuals who have the necessary skill set 10
[The effectveness of actvies In the ACCESS domain s evaluated and tracked Wechanisms exist o Gevelop, report and monTtar Securty, Compliance &
Access.at Accessaf A Fonctional | subset0f | Measures o Performance | Govios [uecherisn &t devep, repor an 10
[Logging is occurring for asse(s that are important to the delivery of the function, [Mechanisms exist to facilitate the implementation of enterprise-wide
STUATION-1a STUATION-L.a A [Logging s occurting for as Functional | SubsetOf | Continuous Moritoring | MON01_rechenleme ot 10
Rogsing s occuringfor ssets et are mportant o the devery f e fncton [Mechanisms exist to generate, monitor, correlate and respond to alert from
STUATION-1a STuATION-La m at eastin an ad o Functional | Intersects With | System Generated Alerts | MON-01.4 ~hysical, cybersecurity, data protection and supply chain actvties t achieve| f
Intbaratad situational swareness.
Eogai o o e it s partant s T dlvery o et Mochaniems existto assess the oraamization™ nesds for momioring and
[at least in an ad hoc manner ‘Analyze and Prioritize [prioritize the monitoring of Technology Assets, Applications and/or Services
SITUATION-1a SITUATION-1.2 R Functional | Intersects With | yyonitoring Requirements | MON-01:16 (TaxS), based on TAAS criticality and the sensitivity of the data it stores, 8
ransmits and processes.
L0551 1s occurTing forassets within the funchion that may be leveraged to [Mechanisms exist to generate, monitor, corelate and respond to alerts from
SITUATION-1b SITUATION-1.b N/A [achieve a threat objective, wherever feasible Functional Subset Of System Generated Alerts MON-01.4 [physical, cybersecurity, data protection and supply chain activities to achieve| 10
fntbaratad situational awareness.
Logging requirements are estabihed and alntained for T and OT assets That
are important to the delvery of the function and assets within the function that Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
SITUATION-1c SITUATION-1.c NA [may bé leveraged to achleve a threat oblective Functional | Intersects With 5 CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 8
onfigurations
(hat are consistent with Induatry-accepted system hardening standards.
090G requirements are estabished and mantained for T and OF assets that [Mechanisms exist to generate, monitor, corelate and respond to alert from
STUATION-1¢ STUATION-L.c N Jare mportant to the delivery of the function and assets within the function that | Functional | Intersects With | System Generated Alerts | MON-0L4 _ohysica, cybersecurity, data protection and supply chain activties to achieve| s
may be leveraged to achieve a threat objsctive fntbaratad situational awareness.
Logging requirements are established and malntaIned for Retwark and oSt
mantoring Infrastracture (for example, web Gateways, endpolnt detaction and Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
STUATION 10 STUATION-1d A D e e oty Sndpor Functional | ntersects with secure Bacelinc CFG-02  |configurations for Technology Assets, Applications anclor Services (TAAS) s
(hat are consistent with nduatry-accepted system hardening standards
038 FEquIrEnts ore eStablished and malntaIRed for RETWork and Fost
montoring Infrastructure (fo example, web gateways, endpoint detection and IMechanisms exist to generate, montor, correlate and respond to alerts from
STUATION 10 STUATION-1.d A D e e Jotevays: Sndpor! Functional | Intersects With | System Generated Alerts | MON-01.4 ~physical, cybersecurity, data protection and supply chain activities t achieve| s
Frtbaratad siuational swareness.
lLog data are being aggregated within the function Centralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
STUATION-1e STUATION-Le A Functional | Itersects with | Centralized Collectionof | o1y 05 Simlar automated too, t support the centralized calecton of security- s
Y 9 lrelated event logs.
[Log data are being aggregated within the function fomated mechanisms exist to correlate both technical and non-technical
g 3 Correlate Monitoring N finformation from across the enterprise by a Security Incident Event Manager
SMTUATION-1e SMUATION-1.¢ B Functional | Intersects With Information MON-02.1 |(gjem) or similar automated tool, to enhance organization-wide situational 8
lowareness.
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TRM Secure Controls Framework (SCF) lof
ationale S e Control Descriptiol e
[More rigorous logging is performed for higher priority assets
o0r0us 109919 1 oher priory o ontgure Technology echanisms exis to configure Technolooy Asset, Appications andior
SITUATION-11 SITUATION-Lf A Functional | Intersects with | 4552t AOpICaions andlor | 65 Geryices (TARS) utzed i highrsk reas ih mere resrctive baseine s
9 lconfigurations.
Risk Areas.
More rigorous 10gging 1s performed for higher priority assets
Mecharisms exist o allow baselne conrols to be specialized orcustamized
loy applying a defined set of tailoring actions that are specific to:(1) Mission /
SITUATION-1 SITUATION-Lf 3 Functional Subset Of Baseline Tailoring CFG02.9 ousiness functionsi(5) Operational environment(3) Speciic threats or 10
lvulnerabilities; or(4) Other conditions or situations that could affect mission /
usiness success.
[More rigorous logging is performed for higher priority assets. [Mechanisms exist to generate, monitor, correlate and respond to alerts from
SITUATION-1 SITUATION-Lf A Functional | Intersects With | System Generated Alerts | MON-01.4 [physical, cybersecurity, data protection and supply chain activities to achievel 5
egrated situational awareness
More rigorous 109ging 1s performed for Figher priorty assets [Mechanisms exist to assess the organization's needs for monitoring and
§ § et it | Analyze and prioritize y lricritize the monitoring of Technoiogy Assets, Applications and/or Services
SITUATION-1f SITUATION-1.f NiA Functional | Intersects With | yyonitoring Requirements | MONL18 Taas). based on TAAS criticality and the sensitivity of the data it stores, 8
[transmits and processes.
Periodi eviews o og Gata or GAher cybersecortty montoring actiies are Mechanisms exist to review event 1ogs on an ongoing basts and escalate
- % lperformed, at least in an ad hoc many uncti ul urity Eve itori g . ol ! .
SITUATION-2a SITUATION-2.2 NA Functional Subset OF Security Event Monitoring MON-01.8 [incidents in accordance with established timelines and procedures. 10
[Data and alerts from network and host monitoring infrastructure assets are
] ] o e : Inbound & Outbound » [Mechanisms exist to continuously monitor inbound and outbound
SITUATION-2b SITUATION-2.b N/A [periodically reviewed, at least in an ad hoc manner Functional Intersects With Communications Traffic MON-013 | imunications traffic for unusual or unauthorized activities or conditions. 8
ats and st rom network and ot oo rastcture ssets ore e . o basis and escalat
] . e . » fechanisms exist to review event logs on an ongoing basis and escalate
SITUATION-2b SITUATION-2.6 A periodically reviewed, at least in an ad hoc man Functional SubsetOf | Security Event Monitoring | MON-01.8 [Mcharisms exist ko feview euent age on an om0 ae e 10
Monitoring and analysis requirements are established and maintained for the [Mechanisms exist to faciitate the Implementation of enterprise-wide
SITUATION-2c SITUATION-2.c /A oo e et o vt ot Functional SubsetOf | Continuous Monitoring | Moo [Mecnaniams exist 10
Indicators of anomalous activity are established and maintained based on system|
STuATION20 STUATION 2.0 m 095 ot flowe. network baselines, cybersacurity evente, and srchitectore anc | Functional | Intersects with | MOnitoring for Indicators of | 01 1+ < lautomated mechanisms existto identify and alert on Indicators of N
are monitored across the IT and OT environments Compromise {I0C) [Compromise (loC),
Indicators of anomalous activity are established and maintained based on system| [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
llogs, data flows, network baselines, cybersecurity events, and architecture and [User Activity Monitoring (UAM) solutions to detect and respond to anomalous
SITUATION-2d SITUATION-2.d N/A lare monitored across the IT and OT environments Functional | Intersects With | - Anomalous Behavior MON-1G o2 ior tat could Indicate account compromise of ther maicious 8
Jactvities.
Indicators of anomalous activity are established and maintained based on system|
SITUATION-2d SITUATION-2.d NIA o, data flows,netwark baselnes, ybersscurty events, and archiecture and Functional | Intersects witn | Indicators of Compromise | o oo [Mechanisms exist to define specific Indicators of Compromise (10C) to s
are monitored across the IT and OT environments (1oc) [identify the signs of potential cybersecurity events.
[ATarms and alerts are cor\ﬁqured and maintained to support the identification of [Mechanisms exist to generate, monitor, correlate and respond to alerts from
SITUATION-2¢ SITUATION-2.¢ A lcybersecurity events Functional | Intersects With | System Generated Alerts | MON-01.4 [physical, cybersecurity, data protection and supply chain activities to achieve| s
integrated situational awareness
[ATarms and alerts are configured and maintained to support the [dentification of Mechanioms existto review event lags on an angoing basis and escalate
- - t i ¥ b
SITUATION-2e SITUATION-2.e N/A vents, Functional Intersects With | Security Event Monitoring MON-0L8 i idents in accordance with established timelines and procedures. 8
[Monitoring activities are aligned with the threat profile (THREAT-2¢) lechanisms exist to assess the organization's needs for monitoring and
. ; Analyze and Prioritize » friritze the moniiorng of Technology Assets Applicatons anor Senices
SITUATION-2f SITUATION-2.f B Functional Subset Of | yonitoring Requirements | MON-0L16 n TAAS criticality and the sensitivity of the data it stores, 10
ransmits and processes.
More rigorous monitoring is performed for higher priority assets lechanisms exist to assess the organization's needs for monitoring and
’ Analyze and Prioritize » pnormze the moniiorng of Technology Assets, Applications andor Senices
SITUATION-2 SITUATION-2.9 VA Functional Subset O | wonitoring Requirements | MON0116  ITaAs), based on TAAS criticality and the sensitivity of the data it stores, 0
rensmits and processes,
[Risk analysis information (RISK-3d) is used to identify indicators of anomalous Monitoring for Indicators of {Automated mechanisms exist to identify and alert on Indicators of
SITUATION-2h SITUATION-2.h [ Jactivity Functional _ | Intersects With Compromise (10C) MON-IL3 |compromise (1oC). °
Risk analysis information (RISK-3d) is used to identify indicators of anomalous techanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
factivity [User Activity Monitoring (UAM) solutions to detect and respond to anomalous
SITUATION-2h SITUATION-2.h N/A Functional Intersects With Anomalous Behavior MON-16 o ehavior that could indicate account compromise or other malicious 8
lectvities.
p—— R — [Risk analysis information (RISK-3d) is Used o identify indicators of anomalous. Functional | Intersects with | 1ndicators of Compromise R0-03 _[Mechanisms exist to define specific \nm(amrs of Compmmnse (10C) to A
Jactivity (10C) lidentify the signs of potential
[Risk analysis information (RISK-3d) is used to identify indicators of anomalous
Jactivity
[Mechanisms exist to identify:(1) Assumptions affecting risk assessments, risk
Iresponse and risk monitoring; (2) Constraints affecting risk assessments, risk
SITUATION-2h SITUATION-2.n A Functional | Intersects With Risk Framing RSK-0L1 |response and risk monitoring:(3) The organizational risk tolerance; and(4) s
[Priorities, benefits and trade-offs considered by the organization for
[managing ris
ndicators of anomalous activity are evaluated and updated periodically and hoch . o basis and escarat
¥ - laccording to defined triggers, such as system changes and external events X lechanisms exist to review event logs an an ongoing basis and escalate
SITUATION-2i SITUATION-2.i N/A 9 I9g¢ ! 9 Functional Subset Of Security Event Monitoring MON-01.8 | Cients in accordance with established timelines and procedures. 10
indicators of anomalous activity are evaluated and updated periodically and Montoring for dicators of Inctomated mech T to identify and atert on Indicators of
- 2.0 [according to defined triggers, such as system changes and external events Hion: lonitoring for Indicators of - utomated mechanisms exist to identify and alert on Indicators of
SITUATION-2i SITUATION-2 NA 9 99¢ Y o Functional | Intersects With Compromise (10C) MON-IL3 |compromise (1oC) 8
Indicators of anomalous activity are evaluated and updated periodically and [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
laccording to defined triggers, such as system changes and external events |User Activity Monitoring (UAM) solutions to detect and respond to anomalous.
SITUATION-2i SITUATION-2.i N/A Functional Intersects With Anomalous Behavior MON-16 o ehavior that could indicate account compromise or other malicious 8
Joctvities.
ndicators of anomalous activity are evaluated and updated periodically and dicators of . I e Imdicators of G 0o
- 2. laccording to defined triggers, such as system changes and external events ion: ndicators of Compromise - jechanisms exist to define spedific Indicators of Compromise ©
SITUATION-2i SITUATION-2. N/A 9 I9g¢ ! g Functional Intersects With (10C) IRO-03 lidentify the signs of potential cybersecurity events. 8
[Methods of communicating the current state of cybersecurity for the function are [Mechanisms exist to provide an event log report generation capability to aid
SITUATION-3a SITUATION-3.2 WA lestablished and maintained Functional | Intersects With |  Monitoring Reporting MON-06 iy detecting and assessing anomalous activities. 8
[Mett il hB;CO’;'“U"'C‘EW‘Qdme current state of cybersecurity for the function are [Mechanisms exist to employ trend analyses to determine if security control
lestablished and maintainet the frequency of continuous monitoring activties, and/or
SITUATION-3a SITUATION-3.2 N/A Functional | Intersects With | Trend Analysis Reporting | MON-06.2 |i,c'ty pes of activities used in the continuous monitoring process need to be s
[modified based on empirical data.
Monitoring data are aggregated to provide an understanding of the operational o ; ; [Mechanisms exist to provide an event log report generation capability to aid
SITUATION-3b SITUATION-3.b e Jstate of the function Functional Subset Of Monitoring Reporting MON-06 i detecting and assessing anomalous activities. °
Refevart iniormaion rom across e oganizaton s vale o enharce [Mechanisms exist to provide an event log report generation capability to aid
SITUATION-3¢ SITUATION-3.c WA Jsituational awarenes: Functional | Intersects With | Monitoring Reporting MON-06 iy Getecting and assessing anomalous activities. 8
Relevant m'urma(mn from across the organization 15 available to enhance [Mechanisms exist to employ trend analyses to determine if security control
[situational awareness lementations, the f f conti t tvit X
§ § on . ' » mplementations, the frequency of continuous monitoring actvities, and/or
SITUATION-3¢ SITUATION-3.c NA Functional Intersects With | Trend Analysis Reporting MON-06.2 [the types of activities used in the continuous monitoring process need to be 8
[modified based on empirical data.
[Situational awareness reporting requirements have been defined and address N o dever rand montorsecunty, Complce &
B limely dissemination of cybersecurity information to organization-defined Hion: r /- chanisms exist to gevelop. report and monitor ecur\ Y. Compliance
SITUATION-3d SITUATION-3.d N/A s[ake»;mmevs y! y 9 Functional Intersects With | Measures of Performance GOV-05 Res\her\(e Program (SCRP) measures of performan 8
Sltuatluna\ awareness repomnq Tequirements have been defined and address [Mechanisms exist to provide an event log report generation capabilly to aid
. X mely information to i " i itoris i g s el v V . Mty toai
SITUATION-3d SITUATION-3.d A fimely dissen Functional | Intersects With | Monitoring Reporting o065 e e o oo 8
SFtional avareness reportng equiements e been delued g sddress lechanisms exist to employ trend analyses to determine f security control
imely dissemination of cybersecurity information to organization-define fmplementations, the frequency of continuous monitoring activities, and/or
SITUATION-3d SITUATION-3.d NA |stakeholders Functional Intersects With | Trend Analysis Reporting MON-06.2 [the types of activities used in the continuous monitoring process need to be 8
[modified based on empirical data.
Relevant informafion from outside the organization is collected and made [Automated mechanisms exist to carrelate both technical and non-technical
Javailable across the organization to enhance situational awareness Correlate Monitoring fnformation from across the enterprise by a Security Incident Event Manager
SITUATION-3e SITUATION-3.e NA Functional Intersects With Information MON-02.1 |(SIEM) or similar automated tool, to enhance organization-wide situational 8
Jawareness
Relevant information from outside the organization is collected and made [Mechanisms exist to maintain situational awareness of vulnerabilities and
available across the organization to enhance situational awareness [evolving threats by leveraging the knowledge of attacker tactics, techniques
SITUATION-3e SITUATION-3.e N/A Functional Intersects With | Threat Intelligence Feeds THR-03 [and procedures to facilitate the implementation of preventative and 8
lcompensating controls.
IR Capability s established and maintained to aggregate, correlate, and analyze hoch o provid o - " oy to
SITUATION-3f SITUATION-3.f /A lthe outputs of cybersecurity monitoring activities and provide a near-real-time Functional Subset Of Monitoring Reporting MoN.0p  [Mechanisms exist to provide an event log report generation capability to ai 10
lunderstanding of the cybersecurity state of the function [ detecting and assessing anomalous activities.
Fredefined sates of opertion are documented and can be mplemented based
SITUATION-3g SITUATION-3. NiA n the cybersecurity state of the function or when triggered by activities in other | Functional Subset Of Continuous Monitoring MON-01  [Mechanisms exist to facilitate the implementation of enterprise-wide 10
[on the o [monitoring controls.
Predefined states of operation are documented and can be implemented based [Mechanisms exist to “tune” event monitoring technologies through analyzing
SITUATION-3g SITUATION-3.9 NA lon the cybersecurity state of the function or when triggered by activities in other | Functional | Intersects With |  Alert Threshold Tuning | MON-01.13 |communications traffic/event patterns and developing profiles representing 5
ldomains [common traffic patterns and/or events.
Predefined iates ot aperation are docurmerted and can be [mplerrted bosed chanisms exist to assess the organization's needs for monitoring and
onthe cybersecuriy stte o th funcion or when triggered by aciites in other Analyze and Prioritize prioiize the monitoring of Techmology Assts, Appications andiorServices
SITUATION-3g SITUATION-3.9 N/A [domain: Functional | Intersects With | vonivoring Requirements | MON-0116 [(Taxs), based on TAAS criticalty and the sensitivity of the data it stores, °
ransmits and processes,
[Documented procedures are established, followed, and maintained for activities Standardized Oy t [Mechanisms exist m \denwy and document Standardized Operating
SITUATION-4a SITUATION-4.2 NA i the SITUATION domain Functional Subset Of andardized OPErating | 0ps.01.1  Procedures (S imilar documentation, to enable the proper execution 10
Procedures (SOP)
|of day-to-day / ass\gr\ed tasks.
[Adequate resources (people, funding, and tools) are provided to support
e e O S [Mechanisms exist to identify and allocate resources for management,
SITUATION-4b SITUATION-4.b A Functional SubsetOf | Allocation of Resources |  PRM-03  [operational, technical and data protection requirements within businéss 10
lprocess planning for projects / nitatives,
[Up-to-date policies or other organizational directives define requirements for Publishing S i
[activities in the SITUATION domain ublishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards
SITUATION-4c SITUATION-4.c NA Functional SubsetOf | Compliance & Resiience | GOV-02lanq procedures necessary for secure, compliant and resilient capabilites. 0
Documentation
Responsibily. accountabiity, and authorty fo the performance of acvies in rssigned Securtt [Mechanisms exist to assign one or more qualified individuals with the mission|
[the SITUATION domain are assigned to personnel ssigned Security, [and resources to centrally-manage, coordinate, develop, implement a
SITUATION-4d SITUATION-4.d NA Functional Subset Of Compliance & Resilience Gov-04 [maintain an enterprise-wide Security, Compliance & Resilience Program 10
Responsibilities s
Personnel performing activities in the SITUATION domain have the skils and ety N
knowledge needed to perform their assigned responsibilties ompetency Requirements Mecharisms exst to ensure that all securty-related postions are stafed by
SITUATION-4e SITUATION-4.e WES Functional Subset Of for 59;;‘5’::‘{7’::‘“‘“ HRS-03.2 lqualified individuals who have the necessary skill s 10
[The effectiveness of activities in the SITUATION domain is evaluated and tracked [Mechanisms exist to develop, report and monitor Security, Compliance &
SITUATION-4f SITUATION-4.f A Functional SubsetOf | Measures of Performance |  GOV-05 |ECHanisms exit lo Sexelop: eport 2 10
Detected cybersecurty events are reported to a specified person or role and Incident Response [Mechanisms exist to implement and govern processes and documentation to
ResPONSE-1a RESPONSE-L2 A ocumented, a 6ast in an ad hoc manne Functional | Subset of Kent Respo IRO-01  faciltate an organization-wile response capablty for cybersecurty and data 10
P [protection-related incidents.
[Detected cybersecurlty events are reported to a specified person or role and
|documented, at least in an ad hoc manner
IMechanisms exist to cover:(1) Preparation;(2) Automated event detection or
RESPONSE-1a RESPONSE-1.a 73 Functional | Intersects With Incident Handling 1R0-02.manualncdent repot inake;(3) Analysis(4) Containmen;(5) Eradicaton ]
[and(6) Recovery.
Petected cybersecurty vt ar reported o  specied person or ole and [Mechanisms exist to maintain and make available a current and viable
RESPONSE-1a RESPONSE-1.3 L7 ldocumented, ot least in an ad hoc Functional | Intersects With lincident Response Plan (RP)|  1R0-04 [y 2SR B8 T2 PR AN A0 s
(Creri ore xtablEned Tor cybersecurly event @eaction (or Sl what
lconstitutes a cybersecurity event, where to look for cybersecurity events)
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
RESPONSE-1b RESPONSE-1.b NIA Functional Intersects With Incident Handling 1RO-02 [manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 5
land(6) Recovery.
[Criteria are established for cybersecurity event detection (for example, what cigent Cassication® focn o entiy ¢ mcidents and actions to take &
X - |constitutes a cybersecurity event, where to look for cybersecurity events) i Incident Classification - lechanisms exist to identify classes of incidents and actions to take to
RESPONSE-1b RESPONSE-1.b WES 4 Y 4 Y ) Functional Intersects With Prioritization IRO-02:4 lancure the continuation of organizational missions and business functions. 8
[Cybersecurity events are documented based on the established criteria Stvatonal & : [Mechanisms exist to document, monitor and report the status o
RESPONSE-1c RESPONSE-1.c NA Functional Subset Of o e o For IRO-09 cybersecumy and data protection incidents to internal slakehn\ﬂers all the 10
|way through the resolution of the incident
[Event information is correlated to support incident analysis by identifying Automated Tools for Real- [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
RESPONSE-1d RESPONSE-1.d A patterns, trends, and other common features Functional | Intersects With feo i MON-01.2 [similar automated tool, to support near real-time analysis and incident 5
scalation
[Event information s correlated to support incident analysi by ideriifying [Automated mechanisms exist to correlate both technical and non-technical
patterns, trends, and other common features Corelate Monitoring finformation from across the enterprise by a Security Incident Event Manager
RESPONSE-1d RESPONSE-1.d NA Functional Intersects With Information MON-02.1 (SIEM) or similar automated tool, to enhance organization-wide situational 5
Jawareness
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Notes

[Event information is correlated to support incident analysis by identifying
Ipatterns, trends, and other common features

TRM
ationale

Integration of Scanning &

rol Descri

lAutomated mechanisms exist to integrate the analysis of audit records with
lanalysis of vulnerability scanners, network performance, system monitoring

Jthan controls protecting source data

Jand/or modification of backup informatior

RESPONSE1d RESPONSE1.d NA Functionel | Intersects With ver Monkring MON-02.3 - g ther sources to urther enhance the abilky to dentiy mappropriate or s
Junusual activity
[Cybersecurly event Getecton acttles ore adfusied based on tgentined fsks [Mechanisms exist to assess the organization's needs for monitoring and
3 3  organization’s threat profle Analyze and Prioritize » lricritize the monitoring of Technoiogy Assets, Applications and/or Services
RESPONSE-le RESPONSE-1.e R Functional | Intersects With | yyonitoring Requirements | MONL18 Taas), based on TAAS criticality and the sensitivity of the data it stores, 8
fransmits and processes.
[Situational awareness for the function is monitored to support the identification
[of cybersecurity events
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
RESPONSE-17 RESPONSE-Lf A Functional Subset Of Incident Handling IR0-02  [manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication: 10
[and(6) Recovery.
[Criteria for declaring cybersecurity incidents are established, at least in an ad
lhoc manner
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
RESPONSE-2a RESPONSE 2.2 /A Functional Subset Of Incident Handling 1R0-02  [manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication: 10
[and(6) Recovery.
[Criteria for declaring cybersecurity incidents are established, at least in an ad
Incident Classification & IMechanisms exist to identify classes of incidents and actions to take to
RESPONSE-23 RESPONSE-2.2 NA 'oc manner Functional | Intersects With Prioritization 1RO-02.4  osure the continuation of organizational missions and business functions. 8
[Cybersecurity events are analyzed to support the declaration of cybersecurlty
incidents, at least in an ad hoc manner
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
RESPONSE-2b RESPONSE-2.6 A Functional Subset Of Incident Handling 1R0-02  [manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication: 10
land(6) Recovery.
[Cybersecurity events are analyzed to support the declaration of cybersecurlty
g ’ ente. ot oot I am o hat mamer ’ Incident Classification & y IMechanisms exist to identify classes of incidents and actions to take to
RESPONSE-2b RESPONSE-2.b Al neidents, at least in an ad hoc manner Functional | Intersects With Prioritization 1RO-024  onsure the continuation of organizational missions and business functions. 8
(Cbersecurty ncidert decloation criera are frmaly esablshed based on o Cseaton & . o Moty caases of Mot amd actons o take &
y g rential it to the functio incident Classification y fechanisms exist to identify classes of incidents and actions to take to
RESPONSE-2¢ RESPONSE-2. DA P! /alimpact to the funct Functional Subset Of Prioritization 1RO-02:4 lansure the continuation of organizational missions and business functions. 10
[Cybersecurity events are declared to be Incidents based on established criteria o Cseaton & . o Moty casses of Moot amd actons o take &
g g . incident Classification y lechanisms exist to identify classes of incidents and actions to take to
RESPONSE-2d RESPONSE-2.d G Functional Subset Of Prioritization 1RO-02:4 lansure the continuation of organizational missions and business functions. 10
(Cybersecury mcidert declaration riera ae updated perfodcall and accoring cigent Classication® . o entiy incidents and actions to ake &
z ; lto defined triggers, such as organizational changes, lessons learned from plan fon: Incident Classification techanisms exist to identify classes of incidents and actions to take to
RESPONSE-2¢ RESPONSE-2. 0z e e tareats . Functional Subset Of Prioritization 1RO-02:4lensure the continuation of organizational missions and business functions. 10
[There is a repository where cybersecurity events and incidents are documented Situational A - [Mechanisms exist to document, monitor and report the status of
RESPONSE-2f RESPONSE-2.f N/A fand tracked to closure Functional | Intersects With | St ‘°"fm d“;{i”“s or IRO-09  |cybersecurity and data protection incidents to internal stakeholders all the 8
|way through the resolution of the incident.
[Thereis a repos\mry where cybersecurity events and incidents are documented [incidents document:(1) Details of the incident (e.g., category, severity,
RESPONSE-2f RESPONSE-2.f /A [onerels 2 repository Functional Subset Of |incident Tracking Repository|  1R0-09.3  [1cldents document:(1) Betalls of the incident (e.9. cotegory, severl 10
internal and ex[ema\ koo o examyle,Sxecutes aor
Gencies. connected organizations, vendors, sector organizations, Incident Stakeholder [Mechanisms exist to timely-report incidents to applicable:(1) Internal
RESPONSE-2g RESPONSE-2.9 /A Feguiators) are identified and notified of ncidents based on situational awareness| Functional Subset Of e IRO-10  fstakeholders;(2) Affected clients & third-parties; and(3) Regulatory 10
reporting requirements (SITUATION-3d) [uthorities.
ermal and extermalsakeroider (for oxamie, executves aitoreys.
et agencies, connected organizations, vendors, sector organizations, Cyber Incident Reporting for| IMechanisms exist to report sensitive/regulated data incidents in a timel
RESPONSE-2g RESPONSE-2.g NA Fegulators) are identified and notified of mcidents based on situational awareness| Functional | Intersects with [QYber incid Reguisted bats | 'RO-10.2 et o v 8
reporting requirements (SITUATION-3d)
[Crteria for cybersecurity Incident declaration are aligned with cyber risk
. . roeeation crvoria (RISK SE) : Incident Classification & y IMechanisms exist to identify classes of incidents and actions to take to
RESPONSE-2h RESPONSE-2.h WA prioritization criteria ( d Functional Subset Of Prioritization 1RO-02.4  lonsure the continuation of organizational missions and business functions. b
Response 21 REsPoNsE 21 WA e e e e PoeDS, ends and S0 | cyncianal | subsetOf | Incient patern Anaysis | 1RO-05.4_patoms) ronc Sna3) Ot common ot couses marder (0 adress 10
Js—— R A Cyherse(unty incident response personnel are identifed, and roles are assigned, | o E—— Defined Roles & vRso3 [Mechanisms exst o deine Toles & Torall o
Cyhcrsccurl(y Tncdent response persennel are Heried,and 91 e sssaned. hvecn o ] o -
[at least in an'ad hoc manner Integrated Securiy Incident lechanisms exist to establish an integrated team of cybersecurity, IT an
RESPONSE-3a RESPONSE-3.2 A Functional | Intersects witn | "™sgreted Security lncdent) 180,07 ousiness function representatives that are capable of addressing s
P [cybersecurity and data protection incident response operations.
[Responses to cybersecurity incidents are executed, at least in an ad hoc manner,
to limit impact to the function and restore normal operations
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
RESPONSE-3b RESPONSE-3.b A Functional Subset Of Incident Handling 1RO-02  [manual incident report intake:(3) Analysis;() Containment;(5) Eradication; 10
[and(6) Recovery.
[Responses to cybersecurity incidents are executed, at least in an ad hoc manner, IMechanisms exist to maintain and make available a current and viable
= X [to limit impact to the function and restore normal operations uncti i i - . | Vi
RESPONSE-3b RESPONSE-3.b /A P P Functional | Intersects With [Incident Response Plan (RP)|  1R0-04  [MeEhanioms exit (o maia and make ayalas s
Reporting of Incidents Is performed (for example, internal reporting, ICS-CERT,
relevant ISACs), at least in an ad hoc manner
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
RESPONSE-3c RESPONSE-3.c A Functional Subset OF Incident Handling 1R0-02  [manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication: 10
land(6) Recovery.
Reporting of incidents is performed (for example, internal reporting, ICS-CERT
relevant 1SACS), at least In an ad hoc manner Incident Stakeholder chanisms exist to timely-report incidents to applicable:(1) Internal
RESPONSE-3c RESPONSE-3.c A Functional | Intersects With f IRO-10  [stakeholders;(2) Affected clients & third-parties; and(3) Regulatory s
. [authorities.
[Reporting of incidents is performed (for examDIe, internal reporting, ICS-CERT,
RESPONSE-3¢ RESPONSE-3.C m e Aol kit v Functonal | ntersects i CyBer ncident Reporting for| 1y, [Mecharisms exist to report senstveregulated daa incidents i a tmely N
ive / Regulated Data Imanner.
[Cybersecurity incident response plans that address all phases of the incident fechanisms exist to maintain and make available a current and viable
RESPONSE-3d RESPONSE-3.d A A A L) Functional Subset O |incident Response Plan (IRP)|  IRO-04 [V EERaTIE B8l 12 IR oot o
Cyberecury incident respanse s executed accarang to deied plans and
rocedure:
[Mechanisms exist to cover:(1) Prepara\lun (2) Automated event detection or
RESPONSE-3e RESPONSE-3.e N/A Functional Subset Of Incident Handling IRO-02 [manual incident report intake;(3) Analysi ) Containment;(5) Eradication; 10
land() Recovery.
[Cybersecurity incident response is executed according to defined plans and [Mechanisms exist to maintain and make available a current and viable
RESPONSE-3e RESPONSE-3.e A S Functional | Itersects With [Incident Response Plan (RP)  1Ro-04  [MEEhanizms &xst o manial and s
[Cybersecurity incident response plans include a communications plan for internal i chanisms exist to maintain and make available a current and viable
RESPONSE-3f RESPONSE-3.f NA land external Functional Subset Of |Incident Response Plan (RP)|  1R0-04 i icieiene Bte o e o il 10
[Cybersecurity incident response plan exercises are conducted periodically and [Mechanisms exist to formally test incident response capabilties through
RESPONSE-3g RESPONSE-3.9 A laccording to defined triggers, such as system changes and external events Functional Subset Of | Incident Response Testing |  IR0-06  realistic exercises to determine the operational effectiveness of those 10
(apabmuss
[Cybersecurity incident lessons-learned activities are performed and corrective oot Cause Amayers (RO echanisms exst t Incorporate lessons leamed from analyzing an
RESPONSE-3h RESPONSE-3 1 A actions are taken, ncluding updates to the ncident response plan Functional | subsetof | ROoLCause Amalysis (RO | g 13 o TS G ratecton mcdents to redce the Ikelnood 10
Jor impact of future incidents.
[Cybersecurity incident root-cause analysis is performed and corrective actions oot Cause Analysis (RCA) [Mechanisms exist to incorporate lessons Ieared from analyzing a
RESPONSE-3i RESPONSE-3.i N/A re taken, including updates to the incident response plan Functional Subset Of O Letors Leame IRO-13  fesolving cybersecurity and data protection Incidents to reduce the iketiood 10
[or impact of future incidents.
Cyherse(urlty incident responses are coordinated with vendors, law’ Coordinati ith Related IMech: ¢ b dinat dent testi ith " |
RESPONSE-3] RESPONSE-3) A lenforcement, and other external entities as appropriate, including support for Functional Subsetof | Coordination with Related | jp g1 |Mechanisms exist o coordinate incident response testing with organizational 10
videnca collection and preservation lans [elements responsible for related plans.
[Cybersecurity incident responses are coordinated with vendors, law Coordination With External IMechanisms exist to establish a direct, cooperative relationship between the
X X fore 1, and other external entiti ropriate, includ o i ion Wi i 3 i ip betw
RESPONSE-3j RESPONSE-3.] NIA ovidence colieation and precnation <~ 2> 3ppropriate, Including support for Functional | Intersects With Providers IRO-112 |5 qanization's incident response capability and external service providers. 8
[Cybersecurity incident response personnel participate In joint cybersecurity Coordination With External [Mechanisms exist to establish a direct, coaperative relationship between the
: 2 ises with other organizati Y . 3
RESPONSE-3k RESPONSE-3.k Al [Fxercises with other organizations Functional | Intersects With Providers IRO-112 |5 qanization's incident response capability and external service providers. 8
[Cybersecurity incident responses everage and trigger predefined states of
loperation (SITUATION-3g)
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
RESPONSE-3| RESPONSE-3.1 N/A Functional Subset Of Incident Handling IRO-02 [manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 10
land(6) Recovery.
[Cybersecurity Incident responses everage and trigger predenined states of fechanisms exist to maintain and make available a current and viable
RESPONSE-3 RESPONSE-3.1 NIA loperation (SITUATION- 3g) Functional | Intersects With [Incident Response Plan (IRP)|  1R0-04  [iEFieNERE BEE 12 TR 0 8
[Continuty plans are Geveloped to suston and restore operaion of tre functon N oty & chanisms exist for process owners to establish and maintain formal
[o cybersecurity event or incident occurs, at least in an ad hoc mannel usiness Continuty [Business Continuity & Disaster Recovery (BC/DR) plans to ensure information
RESPONSE-4a RESPONSE-4.2 NA Functional SubsetOf | Disaster Recovery (B/DR) | BCD-0L7 | /Gerdley nough, accurate and representativ of current operations n 10
Jorder to sustain and/or restore operations under adverse conditions.
[Data backups are available and tested, at least in an ad hoc manner [Mechanisms exist to create recurring backups of data, software and/or
g . g lsystem images, as well as verify the integrity of these backups, to ensure the|
RESPONSE-4b RESPONSE-4.b N/A Functional Intersects With Data Backups BCD-11 lavailability of the data to satisfy Recovery Time Objectives (RTOs) and 8
[Recovery Point Objectives (RPOS).
[Data backups are available and tested, at Ieast in an ad hoc manner et o et & . 1o routinely test backups that ey he reliabity of
y ) esting for Reliability g lechanisms exist to routinely test backups that verify the reliabiliy of the
RESPONSE-4b RESPONSE-4.0 G Functional Intersects With Integrity BCD-11.1 [packup process, as well as the integrity and availability of the data. 8
[T and OT assets requiring spares are Identiied, at least in an ad hoc manner
[Mechanisms exist to purchase and maintain a sufficient reserve of spare
RESPONSE-4c RESPONSE-4.c N/A Functional Subset Of Reserve Hardware BCD-15  |hardware to ensure essential missions and business functions can be 10
Imaintained in the event of a supply chain disruption.
[Continuity plans address potential Impacts from cybersecurity Incidents
susiness Continuity [Mechanisms exist to facilitate the implementation of contingency planning
nction: et Syt lcontrols to help ensure resilient Technology Assets, Applications and/or
RESPONSE-4d RESPONSE-4.d w2 Functional Subset Of Mgy ™ BED-01 lservices (TAAS) (e.g.. Continuity of Operations Plar (COOP) or Business 0
Continuity & Disaster Recovery (BC/DR) playbooks).
[The assets and actvtes necessary o sustain minimum operations of the susiness Continuty & [Mechanisms exist for process owners to establish and maintain formal
function are identified and documented in continuity plans ! [Business Continuity & Disaster Recovery (BC/DR) plans to ensure information
RESPONSE-4¢ RESPONSE-4.¢ A Functional subsetof | pisaser Recovery (BCDR) | 80017 80 eEs o e e o carron aperatons 10
Jorder to sustain and/or restore operations under adverse conditions.
[Continuty plans address IT, OT, and information assets that are important fo the . s [Mechanisms exist for process owners to establish and maintain formal
|delivery of the function, including the availability of backup data and usiness Continuity [Business Continuity & Disaster Recovery (BC/DR) plans to ensure information
RESPONSE-4f RESPONSE-4.f /A replacement, redundant, and spare IT and OT assets Functional subsetof | pisaser Recovery (BCDR) | 80017 0 o e e o carron aperstons 10
[order to sustain and/or restore operations under adverse conditions.
[Recovery time objectives (RTOs) and recovery point objectives (RPOS) for assets recovery Tme / Point [echanisms exist o facitate recovery operations in accordance with
= - [that are important to the delivery of the function are incorporated into continuity Inctions int it v ' " - " X! e Ve 1 ! s
RESPONSE-4g RESPONSE-4. L2 P v P Y Functional Intersects With Objectives (RTO / RPO) BCD-014 [Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs). 8
[Recovery time objectives (RTOs) and recovery point objectives (RPOS) for assets ausiness Continuity & [Mechanisms exist for process owners to establish and maintain formal
[that are important to the delivery of the function are incorporated into continuity st Inuity [Business Continuity & Disaster Recovery (BC/DR) plans to ensure information
RESPONSE-4g RESPONSE-4.9 A Functonal | Intrsects Wi | Disaser Recovery (BCDR) | BCD-01.7 et ems C oL e R P o merstons 8
[order to sustain andjor restore operations under adverse conditions.
[Cybersecurity incident criteria that trigger the execution of continuity plans are
lestablished and communicated to incident response and continuity management [Mechanisms exist to define specific criteria that must be met to initiat
3 . nel Recovery Operations. ’ [Business Continuity / Disaster Recover (BC/DR) plans that facilitate business
RESPONSE-4h RESPONSE-4.h /A Functional Subset OF ery Oper D015 e e o cencie bt Recry oo 10
[Objectives (RTOs) and Recovery Point Objectives (RPOs)
[Continuity plans are tested through evaluations and exercises periodically and o PO [Mechanisms exist to conduct tests andlor exercises o evaluate the
RESPONSE-4i RESPONSE-4.i /A laccording to defined triggers, such as system changes and external events Functional Subsetof | Contingency Plan Testing & | gcp.o4  fcontingency plan's effectiveness and the organization's readiness to execute 10
[Cybersecurity controls protecting backup data are equivalent to or more fgorous [Mechanisms exist to create recurring backups of data, software and/or
[than controls protecting source data [system images, as well as verify the integrity of these backups, to ensure the,
RESPONSE-4] RESPONSE-4.j G Functional Intersects With Data Backups BCD-11 [availability of the data to satisfy Recovery Time Objectives (RTOs) and s
ecovery Point Objectives (RPOs).
pe—— prE——— A CYbes2Curty Cortolsprofecting backup data are equvalent 1 01 10T 1901005 | e | ncrsacts With | Cyptographic Protection | 8CD-14 [ CDPLOSISBHE mecharisms ext o pevent e urauhonzed dscosure B
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ationale B En) Control Description fotes
[Cybersecurty contols rotecting backup data are equivalent to or more rgorous [Mechanisms exist to restrict access to backups to privileged users with
RESPONSE-4] RESPONSE-4] R Jthan controls protecting source d Functional | Intersects With Backup Access BED-119 lassigned roles for data backup and recovery operations, i
[Data backups are logically or phys\(z\ly Separated from source data
lseparate Storage for Critical fechanisms exist to store backup copies of critical software and other
RESPONSE-4k RESPONSE-4.k NIA Functional | Intersects With [P o BCD-11.2  [security-related information in a separate facility or in a fire-rated container 5
ation fthat is not collocated with the system being backe
[Spares for selected IT and OT assets are avallable
IMechanisms exist to purchase and maintain a sufficient reserve of spare
RESPONSE-4! RESPONSE-4.| /A Functional Subset Of Reserve Hardware BCD15  |hardware to ensure essential missions and business functions can be 10
[maintained in the event of a supply chain disruption.
[Contnuity plans are aigned Wit deriified ke and (e orgonizaton's threat Business Continuity & [Mechanisms exist for process owners to establish and maintain formal
rofile ~2€) to ensure coverage of identified risk categories and threats
RESPONSE-4m RESPONSE-4.m N/A s o o Functional Subset Of | Disaster Recovery (BC/DR) | BCD-01.7 i“j‘e’::;ngzgz;gya&c([ﬂfjtzi’ ';er‘e‘g:syeﬁtawe e ;J"f’e‘ﬁfg‘s:’ft“g:“;"';“""" 10
Plans Jorder to sustain and/or restore operations under adverse conditions.
[Continuity plan exercises address higher priority risks Contingency Plan Testing & [Mechanisms exist to conduct tests and/or exercises to evaluate the
RESPONSE-4n RESPONSE-4.n A Functional | Subset Of Gency Plan Testing & | ocp.0q  fcontingency plan's ffectiveness and the organization’ readiness to execute 10
[The results of continuity plan testing or activation are compared [0 recovery Contingency Plan Root ;
5 y lobjectives. and plans are improved according) Y chanisms exist to conduct a Root Cause Analysis (RCA) and “lessons
RESPONSE-40 RESPONSE-4.0 /A i o P aly Functional subsetof | cause Analysis RCA)& | BOD-0S Lo Coningency Pl is actvated 10
[Continuity plans are periodically reviewed and updated
echanisms exis to update contingency plans due o changes affecing:(1)
[People (e.g.. personnel changes);(2) Processes (e.g., new, altered or
Ongoing Contingenc [decormiscioned business practices, ncluding thid:party services)(3)
RESPONSE-4p RESPONSE-4.p A Functional | Subset of going Contingency | gep06  (Technologies (6, new. aliered or decommistioned technolodiesy (@) Data 10
9 (e, changes to data flows andjor data repositoriesk () Facilis (6.9, new.
Jaltered o physical
[Contingency plan testing actities.
Documented procedures are established, followed, and maintained for activities Standardized Operatin [Mechanisms exist to identify and document Standardized Operating
RESPONSE-5a RESPONSE-5.a NA in the RESPONSE domain Functional Subset Of Procedures (ZOP] 9 OPS-01.1  |Procedures (S r similar documentation, to enable the proper execution 10
Jof day-to-day / assigned tasks.
dequate resources (people, funding, and tools) are provided to SUPPOTT
lactivities in the RESPONSE domain fechanisms exist to identify and allocate resources for management,
RESPONSE-5b RESPONSE-5.b NA Functional SubsetOf | Allocation of Resources | PRM-03 [operatonal technical and 6ot protection requlromnts witn businéss 10
[process panning for projects / intiatives.
[Up-to-date policies or other organizational directives define requirements for
A land procedures necessary for secure, compliant and resilient capabiliies.
ocumentation
[FespersToy, accountabilty, and authorky or the performance o actiies ssigned Security [Mechanisms exist to assign one or more qualified individuals with the mission|
e jomain are assigned to personnel g
RESPONSE5d RESPONSE5.d A onedtop Functional | subsetOf | Compiance & Resllénce | Gow:oa [ind resources to centrally-manage, coordinate, develop, implement and 10
Responsibilities sy 2 Y. Compl g
[Personnel performing activities in the RESPONSE domain have the skills and
Knawiedge necded t perform their assigned responapites Competency Requirements IMechanisms exist to ensre that al security-related positions are staffed by
RESPONSE-Se RESPONSE 5. /A Functional Subset Of for Security-Related HRS03.2 e e we hove the hecessaty st et 10
ositions
[The effectiveness of activities in the RESPONSE domain s evaluated and track X velop, T nd monitor Security, Complian
RESPONSE 51 RESPONSES WA @ effectiveness of actves I the RESPONSE domain s evalualed and Wacked | rycuonal | subset Of | Measures of Performance |  GOV-05 |echarlsme exist to develon. epert and merifor ecurity, Compllance & 10
mportant IT and OT third-party dependencies are identified (that is, internal and [Mechanisms exist to identify and document the critical Technology Assets,
THIRD-PARTIES-1a THIRD-PARTIES-1.a N/A [external parties on which the delivery of the function depends, including Functional Intersects With | Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions. 5
loperating partners), at least in an ad hoc manner Jand business functions.
important IT and OT third-party dependencies are [dentified (that is, internal and [Mechanisms exist to dentify and assess the security o Technology Assets,
THIRD-PARTIES-1a THIRD-PARTIES-1.a A lexternal parties on which the delivery of the function depends, including Functional | Intersects With AST-01.1 andjor Services (TAAS) that support more than one critical B
loperating partners), at least in an ad e anone
important IT and OT third-party dependencies are Identified (that is, internal and [Mechanisms exist to mitigate the risks associated with third-party access to
THIRD-PARTIES-1a THIRD-PARTIES-1.a /A [external parties on which the delivery of the function depends, including Functional | Intersects With | Third-Party Services TPM-04 [the organization's Technology Assets, Applications, Services andfor Data 5
loperating partners), at least in an ad hoc manner [(TAASD)
important IT and OT third-party dependencies are identified (that is, internal and
lexternal parties on which the delivery of the function depends, including Responsible, Accountable, [Mechanisms exist to document and maintain a Responsible, Accountable,
y . y . loperating partners), at least in an ad hoc manner y g . y [supportive, Consulted & Informed (RASCI) matrix, or similar documentation,
THIRD-PARTIES-1a THIRD-PARTIES-1.a /A Functonal | ntrsects With | Supportve Consuted & | TPM-05.6 b BRT L, ST o ey, comphance and reslance conros B
lbetween internal stakeholders and External Service Providers (ESPS).
[Third parties that have access to, control of, or custody of any IT, OT, o [Mechanisms exist to maintain a current, accurate and comp\e(e list of
nformation assets that are Important to the delivry of the function are [External Service Providers (ESPs) that can potentially impac
THIRD-PARTIES-1b THIRD-PARTIES-1.b /A [dentified, at least in an ad hoc manner Functional Subset Of Thirdarty Inventories | TPM.0L.1 [Confdendilly, Ineerty, Avaliality andfor saray (D) of the 10
lorganization's Technology Assets, Applications, Services and/or Data
|TAASD)
G‘dzﬁ"e: method is followed to identify risks arising from suppliers and other [Mechanisms exist to identify, prioritize and assess suppliers and partners of
ird parties Third-party Criticality leitical Technology Assets, Applications and/or Services (TAAS) using a
THIRD-PARTIES-1c THIRD-PARTIES-1.c R Functional | Intersects With Assessments TPM-02 kSLpply chain risk assessment process relative to their importance in 8
Jsupporting the delivery of high-value services
[A efined method is followed to identify risks arising from suppiiers and other Third-Party Risk [Mechanisms exist to conduct a risk assessment prior to the acquisition or
THIRD-PARTIES-1¢ THIRD-PARTIES-1.c N/A [third parties Functional | Intersects With |, Thre-0a! &YAppmva‘S TPM-04.1 foutsourcing of technology-related Technology Assets, Applications and/or 8
Jservices (TaAS)
e e o e e e ot echanisms exist to maintain curret,accurate and complte st of
importan iver nction, imy mpromise or disruption, Senvice Providers (ESPs) that can patentally impact the
THIRD-PARTIES-1d THIRD-PARTIES-1.d NA [obllity to negotiate cybersecurity requirements within contracts) Functional | Intersects With | Third-Party Inventories | TPM-01.1 _[Confidentility integrity, Avatlabity andlor Safety (CIAS) o 5
oraanisation s Techmology Ackets, Abplcatone. Servites andlor Data
|TAASD).
[TPird partes are prorized according fo establshed crtera for example. [Mechanisms exist to identify, prioritize and assess suppliers and partners of
importance to the delivery of the function, impact of a compromise or disruption, Third-Party Criticalit [eritical Technology Assets, Applications and/or Services (TAAS) usi
THIRD-PARTIES-1d THIRD-PARTIES-1.d A [ability to negotiate cybersecurity requirements within contracts) Functional | Intersects With ssesaments TPM02 Loy chain isk assessment process reative o their importance in N
Jsupporting the delivery of high-value services
Escalated proritzaton s 2signed fo suppiers and other rd partes whose techanisms exist to identify, prioritize and assess suppliers and partners of
|compromise or disruption could cause significant consequences (for example, Third-Party Criticality lritical Technology Assets, Applications and/or Services (TAAS) using a
THIRD-PARTIES-1e THIRD-PARTIES-1.e Al fsingle-source suppliers, suppliers with privileged access) Functional Intersects With Assessments. TPM-02 {Supply chain risk assessment process relative to their importance in s
Jsupporting the delivery of high-value services
Fiortzation of suppiers and offher third parties s updated periodically and echanisms xit o denty. orioitze and assess supplers and partnersof
laccording to defined triggers, such as system changes and external events % i
i o em e Funciors | s win | ST CHCIY | non (UG Tedmalooy st femisten i e T o :
Jsupporting the delivery of high-value services
[The selection of suppliers and other third parties Includes consideration of their TnirdParty Rk [Mechanisms exist to conduct a risk assessment prior to the acquisition or
THIRD-PARTIES- 23 THIRD-PARTIES-2.2 NIA [cybersecurity qualifications, at least in an ad hoc manner Functional SubsetOf | ool te's Approvals | TPM-04.1  foutsourcing of technology-related Technology Assets, Applications and/or 10
[services (TAAS).
[The selection of products and services includes consideration of their Third-party Risk st to conduct a risk assessment prior to the acquisition or
THIRD-PARTIES-2b THIRD-PARTIES 2.0 NIA [cybersecurity capabilities, at least in an ad hoc manner Functional Subset Of | xR e vals | TPM-04.1 outsourcig o ot technology-elated Technolagy Assets, Applicaions ancor 10
[services (TAA:
" deiﬁﬂsd tme"wd ‘lsgﬂ”ﬂwed‘m[‘hdet""ft A ity requ E [Mechanisms exist to require contractual requirements for applicable security,|
[mplement associatedcontrols that Protec agaist he. naks ansing rom Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
THIRD-PARTIES-2¢ THIRD-PARTIES-2.c oAl [suppliers and other third parties Functional Subset Of uirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services 10
Jand/or Data (TAASD).
[A defined method is followed to evaluate and select suppilers and other third [Mechanisms exist to perform recurring validation of the Responsbie,
parties |Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar
ldocumentation, to ensure security, compliance and resilience control
THIRD-PARTIES-2d THIRD-PARTIES-2.d NA Fonctional | Intrsects With | Thid-Party Scope Review | TPM-05.5 fssignments accuratelyrefectcurrent (1) Comtractualablgatios for the 5
[External Service Provider (E: Business practices;(3) Applicable
Eracenolds, anats Deployed Tochmology overs Apsiatans andfor
[services (TAAS).
[A defined method is followed to evaluate and select suppilers and other third
parties Review of Third-part [Mechanisms exist to monitor, regularly review and assess External Service
THIRD-PARTIES-2d THIRD-PARTIES-2.d A Functional | Intersects With O o Party TPM-08  [Providers (ESPs) for compliance with established contractual requirements 5
for security, compliance and resilience controls.
Fore figorous cybersecuriy corirals are or higher priority echanisms st torequs contractul requrement forapplcablesecurty:
[suppliers and other third parties Third-Party Contract pliance and resilience requirements with third-parties, reflecting
THIRD-PARTIES-2¢ THIRD-PARTIES 2. R Functional Subset Of Requirements TS s nacd to protect e Technology Acsars Applcations Sendces 10
Jand/or Data (TAASD).
[Cypersecurty reauirements lor example, vunerabity notfcation, cidert [Mechanisms exist to require contractual requirements for applicable security,
related SLA requirements) are formalized in agreements with suppiiers and other ird- r ia i i rd-pi
THIRD-PARTIES-2¢ THIRD-PARTIES 2. A i artes * ” Functonal | subset OF | T e P05 s nacdk o protert o Teehlogy Assacs, Applcationt.Senices 10
Jand/or Data (TAASD).
SHED iers EV:d other third parties periodically attest to their ability to meet [Mechanisms exist to require contractual requirements for applicable security,
[cybersecurity requirements Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
THIRD-PARTIES-29 THIRD-PARTIES-2.9 iz Functional Subset Of Requirements TPM05 forganization's needs to protect its Technology Assets, Applications, Services 10
Jand/or Data (TAASD).
[Crbersecurity requirements Tor suppliers and ofher third perties nclude secure [Mechanisms exist to require contractual requirements for applicable security,
[software and secure product development requirements where appropriate Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
THIRD-PARTIES-2h THIRD-PARTIES 2.0 Rl Functional Subset Of Requirements TPM05 forganization's needs to protect its Technology Assets, Applications, Services 10
lend/or Data (TAASD).
[Selection criteria for products include consideration of end-of-Ife and end-of- e party ek techanisms exist to conduct a risk assessment prior to the acquisition or
THIRD-PARTIES 21 THIRD-PARTIES-2.i N/A [support timelines Functional SUbSetOf | scediments & Approvals | TPM041 outsourcing of technology-related Technology Assets, Applications andjor 10
[services (TAAS).
[Sefection ctea fo products Include consideraton of end-or e and end-of-
upport timeline:
[pupport time! [Mechanisms exist to prevent unsupported Technology Assets, Applications
Unsupported Technolo anajorServices (TAAS) by:(1) Removing andlor replacing TAAS when support
s [manufactorer; and(2) Requining justfication and documented approvalfor
Khe Continued use of unsuppoTEed TAAS required to satisty mission/bosiness
Ineeds.
[Sefection criteria for products include consideration of end-of-life and end-of- Aternate Sources for [Mechanisms exist to provide in-house support or contract external providers
THIRD-PARTIES 21 THIRD-PARTIES 2.1 /A [support timelines Functional | Intersects with | “(oriote Sources [0 TDA17.1  ffor support with unsupported Technology Assets, Applications and/or 5
[services (TaAs)
[Selection criteria include consideration of safeguards against counterfeit or Acquisition Strategies, Tools| [Mechanisms exist to utilize tailored acquisition strategies, contract tools and
THRD-PARTIES 2] THRO-PARTIES 2] A Compromised saftware, nardware, and services Functional | subsetof [A€auisition strategies, TPML03.1 procurement methods or the purchase of unidue Technology ASsets, 10
[Rppications andior Services (TAAS).
[Sellection criteria for higher priority assets include evaluation of bils of material rcquisiton Strategies, Tools [Mechanisms exist to utilize tailored acquisition strategies, contract tools and
THIRD-PARTIES-2k THIRD-PARTIES-2.k N/A [for key asset elements, such as hardware and software Functional Subset Of a & Melhodgs . TPM-03.1  |procurement methods for the purchase of unique Technology Assets, 10
[Applications and/or Services (TAAS).
[Selection criteria for higher priority assets include evaluation of any associated [acquisition Strategies, Tools [Mechanisms exs to utize talored acquiition stategies, contract tols and
THIRD-PARTIES-2| THIRD-PARTIES-2.I A thirc-party hosting environments and source data Functional Subsetof |Acauisition strategles, TPM-03.1  [procurement methods for the purchase of unique Technology Assets, 10
Romications andlor Serices (FARS)
[Acceptance tesing of procured assets ncludes of cybersecurt [acauisition Strategies, Toor| [Mechanisms exist to utilize tailored acquisition strategies, contract tools and
THRO-PARTIES 2m THRO PARTIES 2.1 A requrem Functional | Subsetof [Acausition strategies, TPMA03.1procurement methads for he purchase of unidue Technology Assets, 10
[Appiications andjor Services (TAAS).
[Documented procedures are established, followed, and maintained for actvities Standardized Operatin hanisms exist to identify and document Standardized Operating
THIRD-PARTIES3a THIRD-PARTIES-3.a N/A iin the THIRD-PARTIES domain Functional Subset Of rotetes &om 9 OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
j2y-to-day / assigned tasks.
[Adequate resources (people, funding, and (ools) are provided to sUppoTt
[activities in the THIRD-PARTIES domain [Mechanisms exist to identify and allocate resources for management,
THIRD-PARTIES 3 THIRD-PARTIES 3.0 /A Functional SubsetOf | Alocation of Resources | PRM-03 [operational, technical and data protection requirements within business 10
lprocess planning for projects / iniiatives.
[Up-to-date policies or other organizational directives define requirements for
THRD-PARTIES 3¢ THIRD-PARTIES 3.c WA e o THRD PARTES domi ) Functional | SubsetOf | Complance.t hesilence | Gowoz [Mechanisms exit o estabish, maintan and dsseminate polces,standards 10
B e land procedures necessary for secure, compliant and resilient capabilities.
{*nES;;(:‘V‘\ég\lg(‘vﬂa‘c;so;nmbﬂ“y and ﬁumsrt\(‘/ for the performance of activities in Assigned Security, [Mechanisms exist to assign one or more qualified individuals with the mission|
e jomain are assigned to personnel i urity, resoun 4 i velop, |
THIRD-PARTIES-3d THIRD-PARTIES-3.d NIA Functional SubsetOf | Compliance & Resilience |  GOv-04  [2nd resources to centrally-manage, coordinate, develon, implement and 10
Responsibilities sy P . Comp 9
PPersonnel performing activities in the THIRD-PARTIES domain have the skils and
Knowledge neetied t perform thei assigned responsioiities Competency Requirements IMechanisms exs to ensure that al securty-related positonsare taffed by
THIRD-PARTIES 3¢ THIRD-PARTIES 3.¢ A Functional Subset Of for Security-Related HRS-03.2 e e e e hove e eceseary cei 10
ositions
P —— P —— — [T Eifectveness ofactivies I the THIRD-PARTIES dorian s evauated and Fanctionat SubsetOf | Measuresof Pedormance | Gov-As [Jechanne eXet Lo evelop Tepart 3nd monior Secuty. Comlance & o
I ng [ T T s perfon i T
WORKFORCE1a WORKFORCELa o> Per sunne\ vetting (for example, background checks, drug tests) is performed at | o Subsetof personnel screening HRs.0a _[Mechanisms exist to manage personnel security risk by screening indviduals T
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liependence by lower layers on the functionality of correctness of higher
Jayers.

TRM Secure Controls Framework (SCF) »
ationale B En) Control Description fotes
Personnel separation procedures address cybersecurity, at least in an ad hoc » ; 04 |[Mechanisms exist to manage personnel security risk by screening individuals
WORKFORCE-1b WORKFORCE-1.b /A Imanner Functional Subset Of Personnel Screening RS04 e ieing ctene 10
[Personnel vetting is performed at hire and periodicaly for positions that have Iechant 1o manage personnel security fsk by screening Individusls
WORKFORCE-1c WORKFORCELc WA Jaccess to assetsthat are important to the delvery of the function Functional | subsetof | persomnel Screering | HRs.0a  [Hechanisms exist to manage p v screening 10
[Personnel separation and transfer procedures address cybersecurity, includin
Cupplementary vetting as appropriate ’ Y ? IMechanisms exis to adjust ogical and physical access authorizations to
WORKFORCE-1d WORKFORCE-1.d NIA Functional | Intersects With | Personnel Transfer HRS-08  [Technology Assets, Applications and/or Services (TAAS) and facilities upon 8
[personnel reassignment or transfer, in a timely manner.
[Personnel separation and transfer procedures address cybersecurity, including y
WORKFORCE-1d WORKFORCE-1.d NA [Eupplementary vetting 55 appropriate Functional | Intersects With | Personnel Termination HRS-09  |Mechanisms exist to govern the termination of individual employment. 8
PPersonnel are made aware of thelr responsibiliies for protection and acceptable [Mechanisms exist to formally educate authorized users on proper data
WORKFORCE-1e WORKFORCE-1.e /A luse of IT, OT, and information assets Functional | Intersects With | Formal Indoctrination HRS-04.2 |handling practices for all the relevant types of data to which they have 8
Personnel are made aware of thelf responsbites for protecton and acceptable y Jechanteme et to ommunicate i users about el roles an
WORKFORCE-1e \WORKFORCE-1.¢ R of IT, OT, and information assets Functional | Intersects With User Awareness HRS-031 o maintain a safe and secure worki i
Personnelars mad aware ol thel responsibiities for protection and acceptable [Mechanisms exist to require all employees and m,n,,am,s t0 apply
\WORKFORCE-1e WORKFORCE-1.e N/A luse of IT, OT, and information assets Functional Intersects With | Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 8
Jsecure, compliant and resilient capabilties,
[Personnel are made aware of their responsibiities for protection and acceptable echanisms et define acceptabl and Unaccaptabe es ofbehavior
WORKFORCE-1e WORKFORCE-1.e. /A luse of IT, OT, and information assets Functional | Intersects With Rules of Behavior HRS-05.1 for the use of 8
lbehavi
Personnerare mads aware of Tei responsibiitiesfor protection and acceptable
luse of IT, OT, and information asset Social Media & Social [Mechanisms exist to define rules of behavior that contain explicit restrictions
WORKFORCE-1e WORKFORCE-1.e /A Functional | Intersects With | S0 Hedia % 5C@ | 1iRs-05.2 |on the use of social media and networking sites, posting information o 8
fetworking [commercial websites and sharing account information.
Personnel a made aware of thell responsbiies for protecton and acceptable [Mechanisms exist to establish usage restrictions and Implementation
luse of IT, OT, and information asset lauidance for organizational technologies based on the potential to cause
WORKFORCE-le WORKFORCE-1.e NIA Functional | Intersects With [Technology Use Restrictions|  HRS-05.3 ~ [3u19206€ 1o orgamiaational fechtogies based o e B e T eed 8
Imaliciously.
WORKFORCE-1e WORKFORCE-1.e NA T e e e e esPonsibiities for protection and acceptable | pnctional | Intersects With |Use of Critcal Technologies| HRS-05.4  |[Mechanisms exist to govern usage policies for crtical technologies. 8
Personnel are made aware ofthelf responsiies for potecton and acceptable : XSt to Manage business ks aszociated wih permitting
WORKFORCE-1e WORKFORCE-1.e NIA o T OT and information asse Functional | Intersects With | Use of Mobile Devices | HRS-05.5  [ftechanisme exist to ma 8
VE'SG""E‘ are made aware of their VESDW'S‘D”‘UES for protection and acceptable Policy Famil tion & [Mechanisms exist to ensure personnel receive recurring familiarization with
WORKFORCE-1e WORKFORCE-Le A use of T, OT, and inormation assets Functional | Inersects with | POLY Famlarizaton & | o 057 e arganizatin's securty. compiance and resnce polcies and provide o
Personnel o made aware of thell respornsbies or protecton and acceptable 06 |Mechanisms exist to require internal and third-party users to sign
\WORKFORCE-le WORKFORCE-1.e R luse of IT, OT, and information asset Functional | Intersects With | Access Agreements HRS-06  Jappropriate access agreements prior to being granted access. 8
[Vetting is performed for all posmuns ncluding employces, Vendors, and [Mechanisms exist to manage personnel security risk by screening individuals
WORKFORCE-1f WORKFORCE-1.f R cuntra(tors) ata level position risk Functional _ | Intersects With | _ Personnel Screening RS04 Jorior to authorizing access. >
ing is performed for all positions [mdumng employees, vendors, and
Eomractorsy ¢ a Tevel comrmensurats wih podtion Tk Roles With Special IMechanisms exist to ensure that individuals accessing a system that stores,
WORKFORCE-1 WORKFORCE-1.f NA Functional | Intersects With | Rojes With Special HRS-04.1 [transmits or processes information requiring special protection satisfy B
i lorganization-defined personnel screening criteria.
[Vetting I performed fo ol pastions (including employees, vendors, and 8 th | 1dentity Proofing (Identity _ [Mechanisms exist to verify the identity of a user before issuing
WORKFORCE-11 WORKFORCE-1.f R [contractors) at a level commensurate with position risk Functional | Intersects With Verificatio 1ac-28 or modifying access permissions °
[A formal accountability process that includes disciplinary actions Is Implemented
WORKFORCE-1g WORKFORCE-L.9 m for personnel who fail to comply with established security policies and Functional subsetof | Human Resources Security [ g o) [Mechanisms exist to facilitate the implementation of personnel security 10
orocedures Management lcontrols;
[A formal accountability process that includes disciplinary actions Is Implemented
IMechanisms exs to sanction personnel fallng to comply with estabished
i d inction: n i rsonnel Sanction: .
WORKFORCE-1g WORKFORCE-1.9 NA for personnel who fil o comply with estabished securiy plicies an Functional | Intersects With | Personnel Sanctions RS 07 O e tonaards o procadun 8
[A formal accountabillty process that includes discipinary actions Is mplemented
[Mechanisms exist to conduct employee misconduct investigations when
WORKFORCE-1g WORKFORCE-1.g A for perzonnel o fall o comply withestabished securty poicie and Functional | Intersects With | Workplace Investigations | HRS-07.1  [1eC0301eT02 SXSL 0 Conduet Spioyee e o e vigiatad 8
Aﬁ)rma\ accountability process that includes disciplinary actions is implemented
WORKFORCE-1g WORKFORCE-1.g A for personnel who fal o comply with established security poliies an Functional | Intersects With | Personnel Termination HRS-09  |Mechanisms exist to govern the termination of individual employment. 5
fprocedures
[Cybersecurity awareness activities occur, at least in an ad hoc manner [Mechanisms exist to communicate with users about thelr roles and
WORKFORCE-2a WORKFORCE 2.2 NA Functional Subset Of User Awareness HRS-03.1 e s ki 10
[Cybersecurity awareness activities occur, at least in an ad hoc manner fechanisms exist to formally educate authorized users on proper data
WORKFORCE-2a WORKFORCE-2.:a /A Functional | Intersects With | Formal Indoctrination HRS-04.2 hanﬂhnq practices for all the relevant types of data to which they have 8
[Cybersecurity awareness activities occur, at least in an ad hoc manner Security, Compliance &
isms exi: il i on of security workf
WORKFORCE-26 WORKFORCE-2.8 0 Functional | Intersects With iy Complance saroy  [lechanisms exit tofaciltate the implementation f security workiorce s
ldevelopment and awareness contro
Workforce
[Cybersecurity awareness activities occur, at least in an ad hoc manner Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
WORKFORCE-2a WORKFORCE-2.2. NA Functional | Intersects With | Resilience Awareness SAT.02 |security, compliance and resilience awareness education and training that is 8
Training [relevant for their job function
[Cybersecurity awareness objectives are estabiished and maintained Security, Compliance &
. [Mechanisms exis o faciitate the implementation of security workforce
WORKFORCE-2b WORKFORCE-2.b NA Functional Subset Of Resilience-Minded AT 0L et and swareness contr 10
Workforce
[Cybersecurity awareness objectives are established and maintained Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
WORKFORCE-2b WORKFORCE-2.b NA Functional | Intersects With | Resilience Awareness SAT-02  [security. compliance and resilience awareness education and training that is 8
Traini Ielevant for their job function
[Cybersecurity awareness objectives are allgned with the defined threat profile Security, Compliance &
2 g [Mechanisms exist to facilitate the implementation of security workforce
WORKFORCE-2¢ WORKFORCE-2.c NA (THREAT-2¢) Functional | Subset Of Resilence Minded AT e e e e 10
[Cybersecurity awareness objectives are allgned with the defined threat profile Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
WORKFORCE-2¢ WORKFORCE-2.c N/A (THREAT-2¢) Functional Intersects With Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 8
aining Ielevant for their job function
[Cybersecurity awareness activities are conducted periodically Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
WORKFORCE-2d WORKFORCE-2.d /A Functional Subset Of Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 10
Training [relevant for their job function.
[Cybersecurity awareness activities are tallored to job role
[Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security,
Irelated training:(1) Before authorizing access to the system or p:
WORKFORCE-2e WORKFORCE-2.¢ NA Functional Subsetof | compliance & Resillenice | SAT-03 LG ) e e e changes: and(5) Ammually 10
ining fthereafter
[Cybersecurity awareness activities address predefined states of operation
(SITUATION-3g) Role-Based Securkty [Mechanisms exist to provide role-based security, compliance and resilience-
f s Irelated training:(1) Before authorizing access to the system or performing
WORKFORCE-2f WORKFORCE-2.f NA Functional SubsetOf | Compliance & Resillence | SAT-03 [ S3iod SUNL ) When required by system changes: and(3) Amnually 10
raining fthereafter.
[The effectiveness of cybersecurity awareness activities is evaluated periodically
and according to define riggers,such as system changes and external events, echanims et o perodicaly review secury worklorce develapment and
[and improvements are i Maintaining Workforce lawareness training to account for changes to:(1) Organizational
\WORKFORCE-29 WORKFORCE-2.9 w2 Functional SubsetOf | pelcicoment Relovancy | SAT-OLL iandards and procedures;(2) Assianed roles and responsiiftiesi(3) Retevant 10
Khreats and rsks: andi4) Technological developments.
[Cybersecurity responsibilities for the function are [dentified, at least in an ad hoc [Mechanisms exist to manage personnel security risk by assigning a risk
WORKFORCE-3a WORKFORCE 3.2 NA imanner Functional | Intersects With | ~ Position Categorization HRS-02  [designation to all positions and establishing screening criteria for individuals 5
filling those positions.
[Cybersecurity responsibilties for the function are identified, at least in an ad hoc " Defined Roles & exist to define Toles & for all
WORKFORCE-3a WORKFORCE-3.2 NIA Functional | Intersects With HRs:03  echeny 8
[Cybersecurity responsibilities are assigned to specific people, at Ieast in an ad Defined Roles & y xist to define cybersecurity roles & for all
WORKFORCE-3b WORKFORCE-3.b. NA o Functional Subset Of HRS03  echane 10
[Cybersecurity responsibilities are assigned to specific roles, including external y Defined Roles & 9 st to define Toles & Torall
WORKFORCE-3c WORKFORCE-3.c NA lsarvice providers Functional Subset Of HRs03 e 10
ORKFORCE3 HORKFORCE3.A — [Cybersecurity responsibilties are documented Functional Subsetor Defined Roles & Frs0y Medhonisms st o define roles & for all o
[Cybersecurity responsibilities and job requirements are reviewed and updated
WORKFORCE-3¢ WORKFORCE-3. m periodically and according to defined triggere, such as system changes and Functional Subsetof | Human Resources Securty | g,y [Mechanisms exis o faciltatethe implementation of personnelsecurity 10
[changes to organizational structure Management [controls
[Assigned are managed to ensure adequacy and Human Resources Security o1 [ Mechanisms exist to facilitate the implementation of personnel security
WORKFORCE-3f WORKFORCE-3.f R redundancy of coverage, including succession planning Functional Subset Of Management HRSOL_ Jcontrols, 0
[Cybersecurity training is made available to personnel with assigned
[cvbersecurity responsibilities, at least in an ad hoc manner [Mechanisms exist to provide role-based security, compliance and resilience-
rnctional | supsetor | cloleBRsedseauity, | e training:(1) Before authorizing access t the system or performing 0
WORKFORCE-4a \WORKFORCE-4.2 [ unctional ubse! ompliance & Resilier Jassigned duties;(2) When required by system changes; and(3) Annually
raining fthereafter.
[Cybersecurity knowledge, SKill, and abillty requirements and gaps are identified dentify Critical SKile & [Mechanisms exist to evaluate the crtical security, compliance and resilience
WORKFORCE-4b WORKFORCE-4b WA for both current and future opérationsl needs, at least n an ad hoc manner Functional | subsetof | dentlty Crtcal skils HRS-13 [skils necded to support the organization's mission and denty Gaps that 10
fexist.
[dentified cybersecurity knowledge, sKill, and ability gaps are addressed through dentify Critical il & [Mechanisms exist to evaluate the critical security, compliance and resiience
WORKFORCE-4c. WORKFORCE-4.c NA ftraining, recruiting, and retention efforts Functional Subset Of entify Ctitical Skills HRS-13  [skills needed to support the organization's mission and identify gaps that 10
fexist
[Cypersecurty aining s provided 35 o prerequiite o granting access o assets Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
WORKFORCE-4d WORKFORCE-4.d A fthat are important to the delivery of the functior Functional | Intersects With | Resilience Awareness. SAT-02 |security, compliance and resilience awareness education and training that is 8
aining [relevant for their job function
[The effectiveness of training programs is evaluated periodically, and
mprovements are made as appropriate echanisms exis to perldically review securly workforce development and
Maintaining Workforce g lawareness training to account for changes to:(1) Organizational poll
WORKFORCE-4e \WORKFORCE-4.e iz Functional | Inersects With | et Lt R e evancy | SAT-OL1 i iards and procedores;(2) Assigned roles and responabiltes,(3) Relevant| s
hreats and risks: and(4) Technological developments.
[Training programs include continuing education and professional development Security, Compliance &
WORKFORCE-4f WORKFORCE-4.f NA lopportunities for personnel with significant cybersecurity responsibilities Functional Subset Of Resilience-Minded saTo1  [fechanisms exist to faciitate the implementation of security workforce 10
e ldevelopment and awareness contral
[Documented procedures are established, followed, and maintained for activities Standardized Operat fechanisms exist to identify and document Standardized Operating
WORKFORCE 52 WORKFORCE:S.a wA I the WORKFORCE domain Functional | subsetof | Standardized Operating | o011 forocedures (SOP), o smila documentation.t enable the proper execution 10
jay-to-day / assigned tasks.
[Adequate resources (people, funding, and tools) are provided to sUppOTt
B oo Wor s . are o [Mechanisms exist to identify and allocate resources for management,
WORKFORCE-5b WORKFORCE-5.b NA Functional SubsetOf | Allocation of Resources | PRM-03  [operational, technical and data protection requirements within business 10
lprocess planning for projects / initiatives.
[Up-to-date policies or other organizational directives define requirements for ubihing Securt
Jactivities in the WORKFORCE domain ublizhing Security. [Mechanisms exist to establish, maintain and disseminate policies, standards
WORKFORCE:S¢ WORKFORCE-5. A Functional | SubsetOf | Compliance & Resience | - GOV-02 - CdlI0 St LR, o o e, compliant and resiient capabiies 10
Responsiolty. accountabilty,and authory or he performiance of sctviies 1 ssigned Security [Mechanisms exist to assign one or more qualified individuals with the mission|
[the WORKFORCE domain are assigned to personnel g fand resources to centrally-manage, coordinate, develop, implement and
WORKFORCE:5d WORKFORCE:S.d A Functonal | subsetOf | Complance & Resllence. | GOV-04 oini S Govarrise wide Secunty, Complance & Resence program 10
liscr
Personnel performing activities in the WORKFORCE domain have the sKills and compateny .
[knowledge needed to perform their assigned responsibilities -ompetency Requirements [Mechanisms exist to ensure that all security-r re\ated posmons are staffed by
WORKFORCE-Se WORKFORCE-5.e NA Functional Subset Of for Security-Related HRs-03.2 [Mechanisme exist to ensure that all security relate 10
ositions @ Y
[Th effectveness of activies I the WORKFORCE dornain s evaluated and [Mechanisms exist to develop, report and monitor Security, Compliance &
WORKFORCE-5f WORKFORCE-S.f NA iohaliy Functional Subset Of | Measures of Performance |  GOV-05  [FeCianisTs it fo SEBiop. Teport 21k 10
The organtzation has a statey for cybersecurity architecture, WHch ray be [Mechanisms exist to establish a:(1) Strategic security, compliance and
ARCHITECTURE-1a ARCHITECTURE-1.a NA |developed and managed in an ad hoc mann: Functional Subset Of | strategic Plan & Objectives | PRM-01.1  fresilience-specific business plan; and(2) Set of objectives to achieve that 10
lplan.
[A strategy for cybersecurity architecture is established and maintained in
lalignment with the organization’s cybersecurity program strategy (PROGRAM-1b) ecure [Mechanisms exist o faciltate the implementation of industry:recognized
land enterprise architecture ecure Engineering o1 [security, compliance and resilience practices in the specification, design,
ARCHITECTURE-1b ARCHITECTURE-1.b R ” Functional Subset Of Principles SEAOLldevelopment, implementation and modification of Technology Assets, 0
[Applications andjor Services (TAAS).
[A strategy for cybersecurity architecture Is established and maintained in
lalignment with the organization’s cybersecurity program strategy (PROGRAM-1b) . it ent [Mechanisms exst to develop an enteprise architcture aligned with
land enterprise architecture " ignment With Enterprise 02 [ndustry-recognized leading practices, with consideration for security,
ARCHITECTURE-1b ARCHITECTURE-1.D Wz ” Functional | Intersects With Architecture SEA02lcompliance and resilience principles that addresses risk to organizational 8
loperations, assets, individuals and other organizations,
[A strategy for cybersecurity arcmtet;um is established and maintained in ) [Mechanisms exist to implement security functions as a layered structure.
lalignment with the organization’s cybersecurity program strategy (PROGRAM-1b Defense-In-Depth (DID) Iminimizing interactions between layers of the design and avoiding any
ARCHITECTURE 16 ARCHITECTURE 16 A o ancomoros e Functional | ntersects With eeinDepth (OD) | sep03 o g 9 9 s
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Notes

[A documented cybersecurity architecture is established and maintained that
includes IT and OT systems and networks and aligns with system and asset

and

TRM
ationale

Alignment With Enterprise

Control Descri

[Mechanisms exist to develop an enterprise architecture, aligned with
findustry-recognized leading practices, with consideration for security,

Configurations

[that are consistent with industry-accepted system hardening standards.

ARCHITECTURE-1c ARCHITECTURE-1.c L3 Functional Subset Of Architecture SEA02lcompliance and resilience principles that addresses risk to organizational 10
loperations, assets, individuals and other organizations.
[Governance for cybersecurity architecture (such as an architecture review
lprocess) is estabished and maintained that includes provisions for periodic [Mechanisms exist to develop an enterprise architecture, aligned with
3 2 larchitectural reviews and an exceptions process y Algnment With Enterprise L0p [ndustry-recognized leading practices, with consideration for security,
ARCHITECTURE-1d ARCHITECTURE-1.d iz Functional Subset Of Architectu SEA02lcompliance and resilience principles that addresses risk to organizational 0
loperations, assets, individuals and other organizations.
[Senior management sponsorship for the cybersecurity architecture program is
[Visible and active Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
ARCHITECTURE-1e ARCHITECTURE-1.e /A Functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
Portfolio Management lcompliance and resilience objectives.
[The cybersecurity architecture establishes and maintains cybersecurity
requirements for the organization's assets Operationalizing Security, [Mechanisms exist to compel data and/or process owners to operationalize
ARCHITECTURE-1f ARCHITECTURE-1.f /A Functional | Intersects With | Compliance & Resilience | GOV-15  [security, compliance and resilience practices for each Technology Asset, 8
Capabilities lApplication andfor Service (TAAS) under their control
[The cybersecurity architecture establishes and maintains cybersecurity
requirements for the organization's assets echanisms existto compel data andor process owners o slect required
ARCHITECTURE 1 ARCHITECTURE-Lf /A Functional | Intersects With Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Ass: 8
[Application and/or Service (TAAS) under their control
[The cybersecurity architecture establishes and maintains cybersecurity
requirements for the organization’s assets Centralized Management of exist to the
ARCHITECTURE-1f ARCHITECTURE-Lf /A Functional SubsetOf | Security, Compliance & | SEA-0L1  [and implementation of security, compliance and resilience controls and 10
Resilience Controls felated processes.
[Cybersecurity controls are selected and Implemented to meet cybersecurity
requirements echanisms exit to compel data sndfor process owners o select requred
ARCHITECTURE-1g ARCHITECTURE-1.g A Functional Subset Of Select Controls GOV-15.1 [security, compliance and resilience controls for each Technology Ass 10
IApoiication andior Service (TAAS) under thelr control.
[The cybersecurity architecture strategy and program are aligned with the
lorganization's enterprise architecture strategy and program IMechanisms exist to develop an enterprise architecture, aligned with
. Alignment With Enterprise L0p [ndustry-recognized leading practices, with consideration for security
ARCHITECTURE-1h ARCHITECTURE-1.h A Functional Subset Of Architecture SEA02lcompliance and resilience principles that addresses risk to organizational 10
loperations, assets, individuals and other organizations.
[Conformance of the organization’s systems and networks to the cybersecurity [Mechanisms exist to document and review instances of non-compliance with
ARCHITECTURE-1i ARCHITECTURE-Li /A Jarchitecture s evaluated periodically and according to defined triggers, such as | Functional | Intersects With | Non-Compliance Oversight |  CPL-0L.1 statutory, regulatory andjor contractual obligations to develop appropriate 5
Jsystem changes and external events Jrisk mitigation actions.
[Conformance of the organizalion's systems and networks to the Cybersecurity PIT— i P e T g ST oGSO Secary
2 2 larchitecture is evaluated periodically and according to defined triggers, such as i ity To Demonstrate X [compliance andjor resilience capability conformity with appl
ARCHITECTURE-1i ARCHITECTURE-Li Wz [Syetem changes and exteinal events 9 99 Functional | Intersects With Conformity CPLO13 (\{‘bers‘e(unty and data protection laws, regulations andior contractual 8
[Conformance of the organization's systems and networks to the : T o Com SIS K0 JeMOTSITate securey.
i L architecture is evajuated periodicaly and according to deined trggers, such as nction n i nformi ment y compliance andior resience capabilty confor ity Wi appIc
ARCHITECTURE-11 ARCHITECTURE-1 NA orchitecture i evaluated periodically 9 99 Functional | Intersects With | - Conformity Assessment | CPL-01.4 ESBersecSnd et poecion . reqiatons andor <ontocua 8
[Conformance of the organization's systems and networks to the cybersecurity Security, Compliance &
ARCHITECTURE-1i ARCHITECTURE-Li /A Jarchitecture is evaluated periodically and according to defined triggers, such as |  Functional | Intersects With | Resilience Controls cpL02 T e conurols s
ystem changes and external events Oversight Joversight function that reports to the organization's executive leadership.
[Conformance of the organization’s systems and networks to the cybersecurity
larchitecture is evaluated periodically and according to defined triggers, such ss Functional Review Of fechanisms exist to regularly review Technology Assets, Applications and/or
ARCHITECTURE-1i ARCHITECTURE-Li /A leystem changes and external svents Functional | Intersects With |~ Security, Compliance & | CPL-03.2  [Services (TAAS) for adherence to the organization's security, compliance 5
Resilience Controls land/or resilience policies and standards
[The cybersecurity architecture is guided by the organization's risk analysis
information (RISK-3d) and threat profile (THREAT-2e) [Mechanisms exist to facilitate the implementation of industry-recognized
g . Secure Engineering o1 fecurity, complance and reslience pracices inthe specicaton, desian.
ARCHITECTURE-1j ARCHITECTURE-1} NA Functional | Intersects With i AL e arantation and tomfcation o Tevmaiony Assers. 8
[applcations andlor Services (TAAS).
[The cybersecurity architecture is guided by the organization’s risk analysis ‘Achieving Resllience [Mechanisms exist to achieve resilience requirements in normal and adverse
ARCHITECTURE 1 ARCHITECTURE-1j R information (RISK-3d) and threat profile (THREAT-2¢) Functional | Intersects With equirements SEA0L2 lsituations. s
[The cybersecurity architecture is guided by the organization's risk analys's
information (RISK-3d) and threat profile (THREAT-26) IMechanisms exist to ensure security, compliance and resilience are designed
ARCHITECTURE-1j ARCHITECTURE-1j NA Functional | Intersects With |  Resilience Capabilities | SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
Jor software); and(2) Intentional attack or circumvention
[The cybersecurity architecture is guided by the organization's risk analysis
information (RISK-3d) and threat profile (THREAT-2e) IMechanisms exist to develop an enterprise architecture, aligned with
: . Alignment With Enterprise L0p [ndustry-recognized leading practices, with consideration for security,
ARCHITECTURE-1) ARCHITECTURE-L] R Functional | Intersects With Architecture SEA02lcompliance and resilience principles that addresses risk to organizational 8
loperations, assets, individuals and other organizations.
[The cybersecurity architecture addresses predefined states of operation
(SITUATION-3g) [Mechanisms exist to develop an enterprise architecture, aligned with
o Alignment With Enterprise findustry-recognized leading practices, with consideration for security,
ARCHITECTURE-1k ARCHITECTURE-Lk 0z Functional Subset Of Architecture SEA02Z|compliance and resilience principles that addresses risk to organizational 10
loperations, assets, individuals and other organizations.
[Network protections are implemented, at least in an ad hoc manner Network Security Controls [Mechanisms exist to develop, govern & update procedures to facilitate the
ARCHITECTURE-2a ARCHITECTURE 2.2 NIA Functional Subset Of e NET-01 o By Cantoots o0) 10
[The organization’s IT systems are separated from OT systems through Network Segmentation [Mechanisms exist to ensure network architecture utllizes network
ARCHITECTURE-2b ARCHITECTURE-2.b NIA [segmentation, either through physical means or logical means, atleast inanad | Functional | Intersects With | =202k SEOTEILE O NET-06  [segmentation to isolate Technology Assets, Applications and/or Services 8
Ihoc manner 9 [(TAAS) to protect from other network resources,
Network protections are defined and enforced for selected asset types according
o asset ik and priorty (for example, internal assets, perimeter assets, assets Network Security Controls IMechanisms exist to develop, govern & update procedures to faciltate the
ARCHITECTURE-2¢ ARCHITECTURE-2.C /A [connected to the organizations WiFi, cloud assete, remote access, and Functional subset Of ey T 0L e et Bosorey Contbola (NeQ) 10
lexternally owned devices)
[Network D'EIEC;‘OM are \:re“"Ed S"d‘ E'\fO'Cedlﬁ" selected asset types according [Mechanisms exist to implement security functions as a \ayereﬂ 5(ruc(ure that|
lto asset risk and priority (for example, internal assets, perimeter assets, assets [minimizes Interactions between layers of the design and avor
ARCHITECTURE-2¢ ARCHITECTURE-2.C /A Jconnected to the organization's WILFi, cloud assets, remote access, and Functional | Intersects With | Layered Network Defenses | NET-02  [[Ioimizes Inferactions between layers of he fesion and 20 e o gher 8
lexternally owned devices) layers
[Assets that are important to the delivery of the function are logically or physically Network Seqmentation rechanisms eist to ensure nework achitecure uiizesretwork
ARCHITECTURE-2d ARCHITECTURE-2.d NA lsegmented into distinct security zones based on asset cybersecurity Functional | Intersects With | eldore SEOMEnOY NET-06 isolate Technology Assets, Applications and/or Services 8
requirements 9 [FFAAS) ko protect frm other network resourcer
Network protections incorporate the principles of least priviiege and least
lfunctionatty Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ARCHITECTURE-2¢ ARCHITECTURE-2.¢ /A Functional | Intersects With e s CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 8
o fthat are consistent with industry-accepted system hardening standards.
INetwork protections incorporate the principles of least privilege and least Dota Flow Enforcement - [Mechanisms exist to Implement and govern Access Control Lists (ACLS) to
ARCHITECTURE-2¢ ARCHITECTURE-2.¢ /A ffunctionality Functional | Intersects With NET-04  |provide data flow enforcement that explicily restrict network traffic to only 8
Access Control Lists (ACLS)
[what is authorized.
Network protections incorporate the principles of least privilege and least ey Traffic by Default & [Mechanisms exist to configure firewall and router configurations to deny
ARCHITECTURE-2e ARCHITECTURE-2.e N/A [functionality Functional Intersects With v Y NET-04.1  [network traffic by default and allow network traffic by exception (e.g., deny 8
Allow Traffic by Exception
Jll. permit by exception)
[Network protections include monitoring, analysis, and Control of network traffic Network Securty Contror . o dever P, dures o faciitate th
" 2 i 2 ffor selected security zones (for example, firewalls, allowlisting, intrusion ional letwork Security Controls T e o aevelop: govern & update procedures to facilitate the
ARCHITECTURE-2f ARCHITECTURE-2 /A for setected security zones (or example| 9 Functional Subset Of oS T 0L e o of Netwr Socurty Contbole (NeO) 10
raffic and email are monitored, analyzed, and controlled (for example, [Mechanisms exist to force Internet-bound network traffic through a proxy
imalicious link blocking, suspicious download biocking, email authentication e (e.g., Policy Enforcement Point (PEP) for URL content filtering and
ARCHITECTURE 29 ARCHITECTURE 2. NIA ltechniques, IP adaress blocking) Functional SubsetOf | DN &Content Filtering | NET-18 [00qCe 68 B0 e t0 Connect to dangerous of pronbited 10
jnternet sites
[ATl assets are segmented into dIstinct security zones based on Cybersecurity Network S ot [Mechanisms exist to ensure network architecture utilizes network
ARCHITECTURE 20 ARCHITECTURE 2.0 WA requirements Functional | ntrsects witn | Nework Segmentation | yer g Kee S Lt Techmology Assets appikatons andio services s
9 [ TAAS) to protect from other network resources.
[Separate networks are implemented, where warranted, that logically or
Iphysically segment assets into security zones with independent authentication Iechanisms exis o soate sensiivelrequiated data enclaves (secure zones)
g . Segregation From y from corporate-provied! T resources by providing enclave-specifc IT
ARCHITECTURE-2i ARCHITECTURE-2.1 iz Functional | Intersects With | gnterprise Services T 06 e g arectory servces, OIS, TP, AN, ankmalwave, patch s
ranagement, et} o thoce lcomted network <egments
[OT systems are operationally Independent from IT systems so that OT operations Embedded Technology [Mechanisms exist to faciitate the implementation of embedded technology
ARCHITECTURE-2j ARCHITECTURE -2 A lcan be sustained during an outage of IT systems Functional | _ Subset Of Securty Program EMBOL Icontrols 10
[OT systems are operationally independent from IT systems so that OT operations
|can be sustained during an outage of IT systems IMechanisms exist to isolate sensitive/regulated data enclaves (secure zones)
g . Segregation From y lirom corporate-provided IT resources by providing enclave-specific IT
ARCHITECTURE-2j ARCHITECTURE-2] iz Functional | Intersects With | gnterprise Services NET-064  leervices (.., directory services, DNS, NTP, ITAM, antimalware, patch 8
[management, etc.) to those isolated network segments.
[Device connections to the network are controlled to ensure that only authorized
ldevices can connect (for example, network access control (NAC)) Network Access Control |Automated mechanisms exist to employ Network Access Control (NAC), or a
ARCHITECTURE-2k ARCHITECTURE-2.k NA Functional Equal e AST-02.5  [similar technology, which is capable of detecting unauthorized devices and 10
ldisable network access to those unauthorized devices.
[The cybersecurity architecture enables the Isolation of Compromised assets
Dynamic Isolation & |Automated mechanisms exist to dynamically isolate (e.g., sandbox)
ARCHITECTURE 21 ARCHITECTURE 21 A Functional | subsetof | ¢, Dynamic NET036 irusted components during runtime, where the componant s fsolated in a 10
greg but it can stil collaborate with the application.
Logical and physical access Controls are Implemented to protect assets that are ety & hecn o faclitate the Imprementation of Kdentincation and
g . important to the Galivery of the function, where feasible, at least i an ad h lentity & Access y rechanisms exist to facilitate the implementation of identification an
ARCHITECTURE-3a ARCHITECTURE-3.2 NA Important o the delivery of the functon, where feasbi, atleas n an ad hoc Functional | Intersects with | 0enely B ACCese ACOL e anagement controls 8
Eogica and physical access controlsare Implernried o protect assets that are
ARCHITECTURE-3a ARCHITECTURE-3.2 m important to the delivery of the function, where feasible, at least in an ad hoc Functional | Intersects wigh | Physical & Environmental | Lec ) [Mechanisms exist to facilitate the operation of physical and environmental s
manner Protections lprotection controls.
[Endpoint protections (such as secure configuration, security applications, and
lhost monitoring) are implemented to protect assets that are important to the Endpoint Device [Mechanisms exist to facilitate the implementation of Endpoint Device
ARCHITECTURE-3b ARCHITECTURE-3.b NA |delivery of the function, where feasible, at least in an ad hoc manner Functional Subset Of Managemem (EDM) END-0L | ement (EDM) controls. Pl s 10
[Endpoint protections (such s secure configuration, security applications, and
Inost monitoring) are implemented to protect assets that are important to the Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ARCHITECTURE-3b ARCHITECTURE-3.b /A ldelivery of the function, where feasible, at least in an ad hoc manner Functional | Intersects With Confgurations CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 5
fthat are consistent with industry-accepted system hardening standards.
[The principie of least privilege (for example, lmiting administrative access for
JR— lusers and service accounts) 1 enforced Role-Based Access Control techanisms exist to enforce Role-Based Access Control (RBAC) for
3¢ ARCHITECTURE-3.c /A Functional | Intersects With FErs 1AC-08  [Technology Assets, Applications, Services and/or Data (TAASD) to restrict 8
laccess to individuals assigned specific roles with legitimate business needs.
[The principle of least privilege (for example, limiting administrative access for
lusers and service accounts) 1 enforced echanisms exis o utize the concept ofleast privileg, allowing only
ARCHITECTURE-3¢ ARCHITECTURE-3.c /A Functional | Intersects With Least privilege 1AC21  [authorized access to processes necessary to accomplish assigned tasks in 8
Sccordance with organizational business functions
[The princie o east furclonalty (or exarmple, Imiting services, Imiting
lappiications, limiting ports, imiting connected devices) s enforce Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ARCHITECTURE-3d ARCHITECTURE-3.d NA Functional | Intersects With e e CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 8
9 fthat are consistent with industry-accepted system hardening standards.
[The principle of least functionality (for example, imiting services, imiting [Mechanisms exist to configure systems to provide only essential capabllities
ARCHITECTURE-3d ARCHITECTURE-3.d NA lapplications, limiting ports, limiting connected devices) is enforced Functional | Intersects With | Least Functionality CFG-03 by specifically prohibiting or restricting the use of ports, protocols, and/or 8
Jservices.
[Secure configurations are established and maintained as part of the asset
[deployment process where feasible Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ARCHITECTURE-3¢ ARCHITECTURE-3.e NA Functional Subset Of e s CFG-02 for Technology Assets, Applications and/or Services (TAAS) 10
9 fthat are consistent with industry-accepted system hardening standards.
[Security appiications are required as an element of device configuration where
[feasible (for example, endpoint detection and response, host-based firewalls) Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ARCHITECTURE-3f ARCHITECTURE-3.f NA Functional | Intersects With e Baseine CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 8
9 fthat are consistent with industry-accepted system hardening standards.
e o e e o e Endpoint Protection [Mechanisms exist to protect the confidentiality, integrity, availability and
2 : [feasible (for example, endpoint detection and response, host-based firewalls) nction n i in i ¥ ianisms exist to pr iality, integrity, availability
ARCHITECTURE-3f ARCHITECTURE-3.f /A ple, endp P Functional | Intersects With oo D02 e eicen. 8
[The use of removeable media is controlled (for example, lImting the use of USB
ldevices, managing external hard drives) Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ARCHITECTURE-3g ARCHITECTURE-3.9 NA Functional | Intersects With e B CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 8
9 fthat are consistent with industry-accepted system hardening standards.
[The use of removeable media Is controlled (for example, lImiting the use of USB [Mechanisms exist to restrict removable media in accordance with data
ARCHITECTURE-3g ARCHITECTURE-3.g NA [Govices, managing extemal hard drives) Functional | Intersects With | Removable Media Security |  DCH-12 [ HeiaNsTie &1t 1 TES1TIc femorable e 8
[Cybersecurity controls are implemented for all assets within the function either
Jat the asset level or as compensating controls where asset-level controls are not Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ARCHITECTURE-3h ARCHITECTURE-3.n /A easible Functional | Intersects With CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 8
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Notes

[Cybersecurity controls are implemented for all assets within the function either
Jat the asset level or as compensating controls where asset-level controls are not
lfeasible

TRM
ationale

Control Descri

[Mechanisms exist to allow baseline controls to be specialized or customized
lby applying a defined set of tailoring actions that are specific to:(1) Mission /

lplan.

ARCHITECTURE-3h ARCHITECTURE-3.h /A Functional | Intersects With Baseline Tailoring CFG-02.9  [business functions;(2) Operational environment;(3) Specific threats or 8
[vulnerabilities; or(4) Other conditions or situations that could affect mission /
usiness success
[Cybersecurity controls are implemented for al assets Within the function efther dpomt Protect - o rotect the comaentaTty ntearty, avaTaoty and
ARCHITECTURE-3h ARCHITECTURE-3.h A lat the asset level or as compensating controls where asset-level controls are not | Functional | Intersects With ndpeint Protection END-02  [Mechanism exist Lo protect the confidentiality, integrity, availability an 8
bla Measures Jsafety of endpoint devices.
[Maintenance and capacity management activities are performed for all assets Capacity & Performance [Mechanisms exist to facilitate the implementation of capacity management
ARCHITECTURE-3i ARCHITECTURE-3.i N/A [within the function Functional | Intersects With P nasemont CAP-01 fcontrols to ensure optimal system performance to meet expected and 8
9 Janticipated future capacity requirements,
Maintenance and capacity management activities are performed for all assets fecn o develop. @ N -, dures
. g lwithin the function g techanisms exist to develop, disseminate, review & update procedures to
ARCHITECTURE-3i ARCHITECTURE-3.i /A u Functional | Intersects With | Maintenance Operations | MNT-01  [1eCRalIsTs et fo deeiop, disee ot oo e P earice. 8
[The physical operating environment is controlled o protect the operation of oy & E - focn o faciate t Son of physical and -
. . lassets within the function i ysical & Environmental ’ rechanisms exist to facilitate the operation of physical and environmental
ARCHITECTURE-3] ARCHITECTURE 3} NA Functional subset Of anron P01 e e 10
More rigorous Controls are for higher priority assets nfigure Techn:
o Sonfqure Techrology fechanisms exist to confgure Technology Assets, Applications and/or
ARCHITECTURE-3k ARCHITECTURE-3 k /A Functional | Intersects With | ASSet™ AP CFG-02.5  [Services (TAAS) utilized in high-risk areas with more restrictive baseline 5
ervices (TAAS) for High- [arvices (Tan
Risk Areas 9
[Configuration of and changes to firmware are controlled throughout the asset
litecycle Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ARCHITECTURE-31 ARCHITECTURE 3.1 /A Functional | Intersects With Csure Baseline CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 8
9 fthat are consistent with industry-accepted system hardening standards.
ARCHITECTURE.31 ARCHITECTURE31 — [Configuration of and changes to firmware are controlled throughout the asset Functional | mtersects with | Configuration Change CrG0z [Mechanisms exist 0 govern the echmical configuration change cortrol A
- : ifecycle i Control 02 lprocess
[Controls (such as allowlists, bIoCKIIts, and Configuration settings) are ottty Alow / Don [Mechanioms exist to explcity alow (lowlist  whitalst) andfor block
m 3m implemented to prevent the execution of unauthorized code nction xplicitly Allow / Deny . isms exist to explicitly allow (allowlist / whitel:
ARCHITECTURE:31 ARCHITECTURE:S. L2 ° P Functional Subset OF Applications CFG-033 genyist / blackist) applications that are authorized to execute on systems. 0
[Software developed in-house for deployment on Righer priority assets 15 rechnology Development & [Mechanisms exist to facilitate the implementation of tailored development
ARCHITECTURE-4a ARCHITECTURE-4.a NA |developed using secure software development practices Functional | Intersects With o oetion TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 8
d Juniaue business needs.
[Software developed in-house for deployment on higher priority assets 1s Secure Software
ARCHITECTURE-4a ARCHITECTURE-4.a N/A |developed using secure software development practices Functional | Intersects With | Development Practices TOA06  [Mechanisms exist to develop aplications based on Secure Software 8
g evelopment Practices (SSOP)
[The selection of procured software for deployment on Righer priority assets echmology Development & [Mechanisms exis to facltate the implementation of tailored development
ARCHITECTURE-4b ARCHITECTURE-4.0 NIA includes consideration of the vendor's secure software development practices Functional | Intersects With il DAL fand acquisiion strategies. coniract tools and procurement methods to meet 5
d Junique business nee
[The selection of procured software for deployment on igher priority assets [Mechanisms exist to design, develop and produce Technology Assets,
Includes consideration of the vendor's secure software development practices Minimum Viable Product lApplications and/or Services (TAAS) in such a way that risk-based technical
ARCHITECTURE-4b ARCHITECTURE-4.b N/A Functional | Intersects With (MVP) Security TDA02  fand functional specifications ensure Minimum Viable Product (MVP) criteria 5
Requirements establsh an appropiatelevel o secuity and reslency based on applicable
frisks and thre:
[The selection of procured software for deployment on igher priority assets Thira-Party Risk [Mechanisms exist to canduct a risk assessment prior to the acquisition or
ARCHITECTURE-4b ARCHITECTURE-4.b N/A lincludes consideration of the vendor's secure software development practices Functional | Intersects With Yy TPM-04.1 foutsourcing of technology-related Technology Assets, Applications and/or 5
Assessments & Approvals e nEAG)
[Secure software configurations are required a5 part of the software deployment
Iprocess for both procured software and software developed in-house
[Mechanisms exist to design and implement product management processes
fto proactively govern the design, development and production of Technology
y y ’ Jssets. Applicatons anclr Services (TAAS) across the System Development
ARCHITECTURE-4c ARCHITECTURE-4.C /A Functional | Intersects With | Product Management | TDA-0L1 (1S5St APRISRIOnS Andior Semices (e e e ety o 5
Fesiiency capablities(3) Carect socurty Genciancies and Conform with
lapplicable statutory, regulatory andjor contractual obligations.
ecure software configurations are required as part of the software deployment [Mechanisms exist to design, develop and produce Technology Assets,
rocecs for ot procured software and Sotwart developed i house Minimurm Viable Product lApplications and/or Services (TAAS) in such a way that risk-based technical
ARCHITECTURE-4c ARCHITECTURE-4.c /A Functional | Intersects With (MVP) Security TDA02  [and functional specifications ensure Minimum Viable Product (MVP) criteria 8
Requirements lestablish an appropriate level of security and resiliency based on applicable
frisks and threats.
[Secure software confiourations are required as part of the software deployment [Mechanisms exist to implement secure configuration settings by default to
fprocess for both procured software and software developed in- Ireduce the likelinood of Technology Assets, Applications and/or Services
ARCHITECTURE-4c ARCHITECTURE-4.c /A Functional | Intersects With | Secure Settings By Default | TDA-09.6[50CS 118 tkelnon o Foen 00y Aeeets B el pat e TA 8
Jot a greater risk of compromise.
[All software developed in-house 1s developed Using secure software Secure Software
[Mechanisms exist to develop applications based on Secure Software
y 3 racti " ¥
ARCHITECTURE-4d ARCHITECTURE-4.d NA ractices Functional Subset Of Development ractices | ToA08 |5 e 10
[T selection of all procured software Includes consideration of the vendor's echmology Development & [Mechanisms exis to faciltate the implementation of tailored development
ARCHITECTURE-de ARCHITECTURE-4.e NA [secure software development practices Functional | Intersects with | Te<NMOI98Y Beelopment TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 8
9 Junique business needs.
[The selection of all procured software includes consideration of the vendor's [Mechanisms exist to design, develop and produce Technology Assets,
Jsecure software development practices Minimum Viable Product lapplications andor Services (TAAS) in such a way that risk-based technical
ARCHITECTURE-de ARCHITECTURE-4.e A Functional | Intersects With (MVP) Security TOAG2  [and functional specifications ensure Minimun Viable Product (MVP) critera 8
Requirements lestablish an appropriate level of security and resiliency based on applicable
frisks and threats.
[The selection of all procured software includes consideration of the vendor's Thirg-Party Risk [Mechanisms exist to conduct a risk assessment prior to the acquisition or
ARCHITECTURE-de ARCHITECTURE-4.e N/A |secure software development practices Functional | Intersects With Y TPM-04.1 foutsourcing of technology-related Technology Assets, Applications and/or 8
Assessments & Approvals e EAG)
[The architecture review process evaluates the security of new and revised
lapplications prior to deployment
chanisms exist to require the developers of Technology Assets,
oslcations anclor Serices (TARS) 1o produee a desi speciieation and
securty archicecture that(1) Is onsistent wit and supportive of the
/anization’s security architecture which s established within and is ai
. Developer Architecture & ntegrated par o the organizatin's enterprie architecture(2) Accurately
ARCHITECTURE-4f ARCHITECTURE-4.f /A Functional | Intersects With onan A0S [ D eaeeibes the ragumed o fometion 5 5
Clocarion of acory. complianea and reailence contrar ammong physical and
logical components; and(3) Expresses how individual security functions,
Imechanisms and services work together to provide required Security
lcapabilities and a unified approach to protection.
[The architecture review process evaluates the security of new and revised
lapplications prior to deployment. [Mechanisms exist to have an independent review of the software design to
ARCHITECTURE-4f ARCHITECTURE-4.f /A Functional | Intersects With | Software Design Review | TDA-06.5  [validate:(1) Applicable security, compliance and resilience requirements are 5
Imet; and(2) Identified risks are remediated.
[The authenticity of all software and frmware is valldated prior to deployment oftware / Firmware Hechanisms exist o reauire developers of Technology Assets, Appications
ARCHITECTURE-4g ARCHITECTURE-4.9 NA Functional Subset Of e epmaare TOA-L41|andjor Serices (TAAS) o enable ntegrty verifcation o softwr 10
oty firmware component:
[Security testing (for example, stafic testing, dynamic testing, fuzz testing.
lpenetration testing) is performed for in-house-developed and in-house-tailored
[applications periodically and according to defined triggers, such as system [Mechanisms exist to require system developers/integrators consult wi
[changes and external events Security, Complance & ecuriy. camplance anjor resience persomne o1 Creote and implement|
y y . 09 |2 Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
ARCHITECTURE-4h ARCHITECTURE-4.h /A Functional subsetof | - ResilenceTesting | Towos |f S5, TE S0 B O ) e o Simiar CapaPity2)  and 10
9 P ldeficiencies identified during the control testing and evaluation process;
3) Document the results.
e B e e e e echanisms exst o require the developers o Technology Assets,
lpenetration testing) is performed for in-house-developed and in-house-tailore |Applications and/or Services (TAAS) to employ static code analysis tools to
ARCHITECTURE-ah ARCHITECTURE-4.h NA lapplications periodically and according to defined triggers, such as system Functional | Intersects With | Static Code Analysis TDA09.2 [ rembtiiate common flaws and document the results of the 8
[changes and external events lanalysie
[Security testing U°; EXam?‘er Sljl’K 195?‘"9 dléﬂﬁm;( !e:lmgﬂ ’U1: !estmg,l N [Mechanisms exist to require the developers of Technology Assets,
lpenetration testing) is performed for in-house-developed and in-house-tailore IApplications andjor Services (TAAS) to employ dynamic code analysis tools tol
ARCHITECTURE-4h ARCHITECTURE-4.h /A o pplications periodically and according to defined triggers, such as system Functional | Intersects With | Dynamic Code Analysis | TDA-02.3 (1R ICations aToier 2ervices (M) o op o o oete of the 8
[changes and external events lanalysis
[Security testing (for example, Stafic testing, dynamic testing, fuzz testing,
Ipenetration testing) is performed for in-house-developed and in-house-tailored Application Penetration [Mechanisms exist to perform application-level penetration testing of custom-
ARCHITECTURE-4n | ARCHITECTURE.4n W e A M R e et v Funconal | Intersectswin | Pleston e Tongos  Mechamsms et o perform applcatioleve peetroenteting .
lchanges and external events
h Xist to prevent isclosur
ARCHITECTURE-5a ARCHITECTURE'S.a N/A [pensitive data is protected at rest, at feast in an ad hoc manner Functional | Intersects With | Encrypting Data AtRest | CRY-05  [SPYPL exist to prevent disclosure of data 8
ARCHITECTURE-5b ARCHITECTURE5.b /A [All data at rest i protected for selected data categories Functional | Intersects With | Encrypting Data AtRest |  CRy-05 [Cryptographic mech, exist to prevent disclasure of data 8
T E T z T
ARCHITECTURE 3¢ ARCHITECTURES.< > [ATT data in transit is protected for selected data categories Functional | Intersects With [Transmision Confdentialty]  CRY-03 _[CYPLOgraBic mechanisms exist o protect e confidentialty of data being 5
[Cryptographic contrals are Implemented for data at rest and data in transit for oe of Crymtoarann [Mechanisms exist to facilitate the implementation of cryptograph
ARCHITECTURE 50 ARCHITECTURE-5.d A [selected data categories Functional Subset Of se of Cryptographic CRY-01protections control using known public standards and trusted ervptographic 10
ftechnologe
[Cyptosraphic Contrals ae Implemented or dta at rest and data n ransi for h exist to prevent disclosure of data
ARCHITECTURE 50 ARCHITECTURE 5.d /A ety et carageriea P! Functional | Intersects With | Encrypting Data AtRest | CRY-05 (SR P 8
ARCHITECTURE-5d ARCHITECTURE 5. m [Coyatooraghic contra: are mplemented o data ot ret and data i transt or Functional | Intersects With [Transmission Confdentialty]  CRY.03 [ CYPlographic mecharisms exist to profect the confidentialty o Gata being 5
[Key management infrastructure (that i, key generation, key storage, key
g g [Gestruction, key update, and key revocstion) 1 implemented t e . Cryptographic Key .09 |Mechanisms exist to facilitate cryptographic key management controls to
[Contros to restrict the exfiltration of data (for example, data I0ss prevention Prevent Unauthorized [Automated mechanisms exist to prevent the unauthorized exfitration of
ARCHITECTURE-5¢ ARCHITECTURE:5.f R ltools) are implemented Functional | Intersects With Exfitration NET-035  |censitive/regulated data across managed interfaces. s
[Controls to restrict the exfiltration of data (for example, data loss prevention Jrutomated mechanisms exist to implement Data Loss Prevertion (OLP)
X X ltools) are implemented inction: n i revention u isms exist to | a revention
ARCHITECTURE-Sf ARCHITECTURE-S. /A ) o Functional | Intersects With | Data Loss Prevention (DLP) | NET-17  [(UoTIated mechanisms erist o mplement Datd Loge B oo e 5
[Contol o Fesic the cxfitation of data (o exarmple, data o5 preverion [Mechanisms exist to force Internet-bound network traffic through a proxy
ftools) are implemente ldevice (e.g., Policy Enforcement Point (PEP)) for URL content filtering and
ARCHITECTURE-5f ARCHITECTURE-S.f NIA Functional | Intersects With |  DNS & Content Filtering NET-18  Io\s fitering to limit a user's ability to connect to dangerous or prohibited s
jnternet sites
[T cybersecurty rchitecture ncludes protections (such as ull sk encryption)
for data that is stored on assets that may be lost or stole prechaniss xit o cltatsthe inplemantarion o Inusyrecognzed
g Secure Engineering Lo1 [security, compliance and resilience practices i the specification, desig
ARCHITECTURE-Sg ARCHITECTURE-5.9 R Functional Subset Of Principles SEAOL G alopment, implementation and modiication of Technology ASsets, 10
P P p a9y
|Applications andjor Services (TAAS).
[The cybersecurity architecture includes protections against unauthorized
[changes to software, firmware, and data [Mechanisms exist to facilitate the implementation of industry-recognized
o Secure Engineering Jsecurity, compliance and resilience practices in the specification, design,
ARCHITECTURE-Sh ARCHITECTURE:S.h g Functional Subset Of Principles SEADL |development, implementation and modification of Technology Assets, 10
lApplications andjor Services (TAAS)
[Documented procedures are established, followed, and maintained for activities Standardized Operat lechanisms exist to identify and document Standardized Operating
ARCHITECTURE-6a ARCHITECTURE-6.a N/A in the ARCHITECTURE domain Functional Subset Of D rtats g%’g)'"g OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
Jof day-to-day / assigned tasks.
[Adequate resources (people, funding, and tools) are provided to sUpport
[activities in the ARCHITECTURE domain [Mechanisms exist to identify and allocate resources for management,
ARCHITECTURE-6b ARCHITECTURE-6.b /A Functional SubsetOf | Alocation of Resources | PRM-03 [operational, technical and data protection requirements within business 10
lprocess planning for projects / iniiatives.
[Up-to-date policies or other organizational directives define requirements for g Secort
Jactivities in the ARCHITECTURE domain ublishing Security, [Mechanisms exist to establish, mantain and disseminate policies, standards
ARCHITECTURE-6¢ ARCHITECTURE-6.c i Functional SubsetOf | Compliance & Resiience | GOV-02  lung procedures necessary for secure, compliant and resilient capabilties 10
Responsbilty, accountability, and authorlty for the performance of activities in rosianed Securt [Mechanisms exist to assign one or more qualified individuals with the mission]
fthe ARCHITECTURE domain are assigned to personnel ssigned Security, land resources to centrally-
y nction. Assion . » resourt ly-manage, coordinate, develop, implement and
ARCHITECTURE-6d ARCHITECTURE-6.d NA Functional SubsetOf | Compliance & Resiience | GOV-04  [on TEsOUIEeS 0 co e R O e Program 10
Responsibilities sy
PPersonnel performing activities in the ARCHITECTURE domain have the sKills and Competency N
knowledge needed to perform their assigned responsibilities ompetency Requirements IMechanisms exs to ensure that al securty-related positonsare taffed by
ARCHITECTURE-6¢ ARCHITECTURE 6. A Functional Subset Of for Secury-Related HRS-03.2 e e e e hove e eceseary cei 10
[The effectiveness of activities In the Gomain 15 evaluated and [Mechanisms exist to develop, report and monitor Security, Compliance &
ARCHITECTURE-6f ARCHITECTURE-6.f /A e orre Functional Subset Of | Measures of Performance |  GOv-05  [NEChanIe Xt o Seveion. Tepert a7 10
[The orgartzation s Cybersecury program stategy, WHich may be developed [Mechanisms exist to establish a:(1) Strategic security, compliance and
PROGRAN-1a PROGRAM-1.a /A land managed in an ad hoc mann Functional SubsetOf | Strategic Plan & Objectives | PRM-0L.1  fresilience-specific business plan; and(2) Set of objectives to achieve that 10
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Secure Controls Framework (SCF)
Document Element (FDE) Descs e SCF Control Control Description
[The cybersecurity program strategy defines goals and objectives for the [Mechanisms exist to establish a:(1) Strategic security, compliance and
PROGRAM-1b PROGRAM-1b 73 Jorganization’s cybersecurity activities Functional Subset Of | Strategic Plan & Objectives | PRM-01.1  [resilience-specific business plan; and(2) Set of objectives to achieve that 10
[The cybersecurity program strategy and priorities are documented and aligned fechanisms exist to establish a:(1) Strategic security, compliance and
PROGRAM-1c PROGRAM-1.c /A it the organizaion’s mission stratesic objective, and is o cical Functional Subset Of | Strategic Plan & Objectives | PRM-0L.1  fresilience-specific business plan; and(2) Set of objectives to achieve that 10
infrastructure
[The cybersecurity program strategy defines the organization’s approach to [Mechanisms exist to establish a:(1) Strategic security, compliance and
PROGRAM-1d PROGRAM-1.d N/A [provide program oversight and governance for cybersecurity activities Functional Subset Of Strategic Plan & Objectives | PRM-01.1 |resilience-specific business plan; and(2) Set of objectives to achieve that 10
jlan.
[The cybersecurity program strategy defines the structure and organization of the [Mechanisms exist to establish a:(1) Strategic security, compliance and
PROGRAM-le PROGRAM-1.e N/A [cybersecurity program Functional Subset Of Strategic Plan & Objectives | PRM-01.1 |resilience-specific business plan; and(2) Set of objectives to achieve that 10
plan.
[The cybersecurity program Sﬁra(egy identifies standards and guidelines intended
Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
- - [to be followed by the prox uncti Y, Pl g P 4 P!
PROGRAM-1f PROGRAM-1.f NA Y prograr Functional Subset Of Resilience Program (SCRP) Gov-01 [and resilience governance controls. 10
[The cybersecurity program strategy identifies any applicable compliance
requirements that must be satisfied by the program (for example, NERC CIP, TSA Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
PROGRAM-1g PROGRAM-1.9 A Pipeline Security Guidelines, PCI DSS, ISO, DoD CMMC) Functional SubsetOf | pediience program (6cRP) | V01 Knd CCiionce governance cantrols. Vo come 0
[The (yberse(ur\(’y program strategy identifies any applicable compliance
t must be satisfied by the program (for example, NERC CIP, TSA Statutory, Regulatory & [Mechanisms exist to facilitate the identification and implementation of
PROGRAM-1g PROGRAM-1.9 NiA el Security Guodeines, 7 5SS, 160, o CHO) Functional | Intersects With | Contractual Compliance | "% relevant statutory, regulatory and contractual controls 8
[T cypersecurty prooram strategy & updated periodicaly and sccording fo veriodic Review & Update of [Mechanisms exist to review the Security, Compliance & Resilience Program
|defined triggers, such as business changes, changes in the odic Review [(SCRP), including policies, standards and procedures, at planned intervals or
PROGRAM-10 PROGRAM-1.h /A [environment. and changes in the threat profle (THREAT-2e) Functional | Intersects With | Security, Compliance & | Gov-03 [(PCAP) newding polcies. standars atd procedurs. ot piantiod Intervals 5
Resilience Program
Jond effectiveness.
[Serior management with proper autharity provides support for the cybersecuriy [Mechanisms exist to align security, compliance and resilience capabilities
[program, at least in an ad hoc mar Skeerlﬂg Committee & |with business requirements through a steering committee or advisory board,
PROGRAM-2a PROGRAM-2.2 WE Functional Intersects With Program Oversight GOv-01.1 [comprised of key cybersecurity, data protection and business executives, s
|which meets formally and on a regular basis.
[The cybersecurity program s established according to the cybersecurity program| cecunty, Complance & hocn o faciitate the implementation of securts ;
] ] e . ecurity, Compliance » rechanisms exist to facilitate the implementation of security, compliance
PROGRAM-2b PROGRAM-2.b W 9y Functional Intersects With Resilience Program (SCRP) GOV-01 g resilience governance controls. s
[Senior management sponsorship for the cybersecurity program Is visible and [Mechanisms exist to align security, compliance and resilience capabilties
" Steering Committee & Jwith business requirements through a steering committee or advisory board,
PROGRAM-2c PROGRAM-2. WE Functional Subset Of Program Oversight GOv-01.1 [comprised of key cybersecurity, data protection and business executives, 10
|which meets formally and on a regular basis.
e d e it of b nsorsh ? e p‘mv\ded for maintenance, [Mechanisms exist to align security, compliance and resilience capabilities
an en forcement of cybersecurity policies Steering Committee & |with business requirements through a steering commi visory board,
PROGRAM-2d PROGRAM-2.d W Functional Subset Of Program Oversight GOv-01.1 [comprised of key cybersecurity, data protection and business executives, 10
|which meets formally and on a regular basis.
Reshponsmm!y for the cybersecurity program is assigned to a role with sufficient Assigned Security, [Mechanisms exist to assign one or more qua\lﬁed individuals with the mission|
fauthority . [and resources to centrally-manage, coordinate, develop, implement anc
PROGRAM-2e PROGRAM-2.¢ NiA Functional Subset Of Compliance & fiesilience | GOV-04Imaintain an enterprise-wide Security, Compliance & Resilience Program 10
esponsibilities
[(sCre).
o for program activities are identified and| [Mechanisms exist to enforce an accountability structure so that appropriate
involve Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
PROGRAM-2f PROGRAM-2.f NiA Functional | Intersects With cture GOV-041 | easuring and managing Technology Assets, Applications, Services and/or s
[Data (TAASD)-related risks.
ehaders or program activities are identified and [Mechanisms exist to establish an authoritative chain of command with clear
3 ; involve Authoritative Chain of » lines of communication to remove ambiguity from individuals and teams.
PROGRAM-2f PROGRAM-2.f NA Functional Intersects With GOV-04.2 [related to managing Technology Assets, Applications, Services and/or Data 5
[(TAASD)-related risks.
C‘yhersechur::y program activities are penamcauy Teviewed to ensure that they. [Mechanisms exist to provide governance oversight reporting and
Jaian with the cybersecurity program stratet Status Reporting To Irecommendations to those entrusted to make executive decisions about
PROGRAM-29 PROGRAM-2.9 /A Functional | Intersects With Governing Body GOV-0L2 |rnatters considered material to the organization's Security, Compliance & °
[Resilience Program (SCRP).
[Cybersecurity program activities are’ permdl(a\ly reviewed to ensure that they lechanisms exist to develop, report and monitor Security, Compliance &
PROGRAM-29 PROGRAM-2.9 ) lalign with the cybersecurity program strate Functional _ | tersects With | Measures of Performance | Gov-0s _ieShane Sr o e oR e ®
Cybersecirty oftitis are Indapendntly reviewed to Ensure confarmance Wi Security, Compliance &
PROGRAM 21 PROGRAM-21 A cybersecuriy polces and procedures, periocically and according to dofned Functional | subsetof | Resilénce Controls CoLoz  [fechanisms existto provide o security compliance and resience controls 10
ltriggers, such as process changes Oversight loversight function that reports to the organization's executive leadership.
e cybersecurity program addresses and enables the achievement of 1egal and cecunty, Complance & focn o faciitate the implementation of securts ]
] ] M bt A et ecurity, Compliance » fechanisms exist to facilitate the implementation of security, compliance
PROGRAM-2i PROGRAM-2.i A quiatory compl pprop Functional Subset Of | QS O | GOV-01 e e o e 10
[T erganizaiion colloborates wih extermalenie (o cortrute fo e
rds, guidelines, leading
lpractices, \essans learned, and emerging !echnelcgwes [Mechanisms exist to establish contact with selected groups and associations
|within the security, compliance and resilience communities to:(1) Faciltate
longeing cybersecurity an data proection educaiion and raning for
PROGRAM-2] PROGRAM-2] A Functona | ntersects Wi | COMEIEMIRGIOUPEE | o7 rganizatanal prsanna () i curency it recommnd 3
Ovberscturty and aata protecion prachces, tchmitoes and techmologies
[and(3) Share Eurrenl cybersecurity and/or data protection-related
[information including threats, vulnerabilities and incidents.
[Documented procedures are established, followed, and maintained for activities Standardized Operatint [Mechanisms exist to identify and document Standardized Operating
PROGRAM-3a PROGRAM-3.a N/A lin the PROGRAM domain Functional Subset Of aPr:ce;:res [95903 ling OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
[of day-to-day / assigned tasks.
[Adequate resources (people, funding, and tools) are provided to support
e T e oo and IMechanisms exist to identify and allocate resources for management,
PROGRAM-3b PROGRAM-3.b N/A Functional Subset Of Allocation of Resources PRM-03  foperational, technical and data protection requirements within business 10
lprocess planning for projects / initatives.
Up-to-date policies or other organizational directives define requirements for publishing S i
[activities in the PROGRAM domain ublishing Securt. [Mechanisms exist to establish, maintain and disseminate policies, standards
PROGRAM-3c PROGRAM-3.c N/A Functional Subset Of Compliance & Resilience Gov-02 fand procedures necessary for secure, compliant and resilient capabilities. 10
Documentation
[Responsibility, accountability, and authority for the performance of activities in s 4 S it [Mechanisms exist to assign one or more qualified individuals with the mission|
|the PROGRAM domain are assigned to personnel ssigned securtty. fand resources to centrally-manage, coordinate, develop, implement and
PROGRAM-3d PROGRAM-3.d N/A Functional Subset Of Compliance & Resilience GOV-04 Imaintain an enterprise-wide Security, Compliance & Resilience Program 10
Responsibilities
[(sCRP).
Personnel performing activities In the PROGRAM domain have the sKils and ot N
knowledge needed to perform their assigned responsibilties ompetency Requirements Mechanisms exst to ensure hat all securty-related posions are stafed by
PROGRAM-3e PROGRAM-3 e A Functional || SubsetOf | for Securiy-Related | HRS-03.2 - |UEiE T TS hE Ve the mecessaty skl 10
[The effectiveness of activities In the PROGRAM domain 15 evaluated and tracked [Mechanisms exist to develop, report and monitor Security, Compliance &
PROGRAM-3¢ PROGRAM-3. /A Functional SubsetOf | Measures of Performance |  GOV-05 |1EChanisms exit lo develop: report an 10
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