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Notes

Establish Organizational [ qeiey oo\ assets (people, information, technology. and faciltes) are IMechanisms exist to facilitate an IT Asset Management (ITAM) program to
identified and the authority and responsibility for these assets are established. :
ADM:SGL | drger uthority ponsibility Functional Subset O Asset Governance AT e o manage aceot management Comrors 10
[Organizational assets are identified and inventoried
IMechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
i use:(2) Identifies authorized software products, including business
ADM:SG1.5P1 Inventory Assets Functional Subset OF Asset Inventories AST.02 Justifcation detal(3) I t the level of granarity deemed necessary for 10
ftracking and () Includes
ecectary to achicue Hfocte property accountabilty: and(s) 1< avbiable fr
review and audit by designated organizational personnel
) Establish a Common __[A common and consistent definition of assets is established and communicated Mecharisms xist o faciliate an IT Aset Hanagement (TAH) program to
ADM:SG1.5P2 Functional Subset OF Asset Governance AST01 e e e st e 10
) Establish a Common __[A common and consistent definition of assets is established and Mechanisms exist to standardize technology o process terminology to
ADM:SG1.5P2 Functional | Intersects With | Standardized Terminology |  SEA02.1 [NECRETIST exit to stendertiee fectnoiogy and 8
[Authority and responsibility for assets are established exist to enforce an Structure so that
. Establish Ownership a Stakeholder Accountability ; lteams and individuals are empowered, responsible and trained for mapping,
ADM:SG1.5P3 Custodianship Functional | Intersects With Structure GOV-04.1 | easuring and managing Technology Assets, Applications, Services and/or s
IData (TAASD)-related risks.
[Authority and responsibility for assets are established . . N N o .
lechanisms exist to ensure asset ownership responsibilities are assigned,
ADM:SG1.5P3 Establish Ownership a Functional | Intersects With Asset Ounership AST-03  |tracked and managed at a team, individual, or responsible organization level 5
P 9 lto establish a common understanding of requirements for asset protection.
Establish Ownership and | UMty and responsibility for assets are established IMechanisms exist to include capturing the name, position and/or role of
ADM:SG1.5P3 s Ounership Functional | Intersects With | Accountability Information |  AST-03.1 |individuals responsible/accountable for administering assets as part of the 5
P ltechnology asset inventory process.
Establish the Relationship [The relationship between assets and the services they support is established and [Mechanisms exist to identify and assess the security of Technology Assets,
ADM:SG2 Between Assetsand  [examined Functional Subset Of  |Asset-Service Dependencies| AST-01.1  |Applications andor Services (TAAS) that support more than one criical 10
Services business function
Associate Assets with [SSC1S are assaciated with the service or services they support. IMechanisms exist to identify and assess the security of Technology Assets,
ADM:5G2.5P1 ate et Functional | Intersects With |Asset-Service Dependencies| AST-01.1  |Applications and/or Services (TAAS) that support more than one critical 5
business function
[Assets are associated with the service or services they support . o eotabien and ma PR
lechanisms exist to establish and maintain a current inventory of a
ADM:SG2.5P1 Associate Assets with Functional | Intersects with | '"ventory "(PPDE)'S"“‘ Data | prigss  [Technology Assets, Applications and/or Services (TAAS) that collect, receive, 5
lprocess, store, transmit, share, update and/or dispose Personal Data (PD)
[Assets are associated with the service or services they support
Mechanisms exist to define business processes with consideration for
lsecurity, compliance and resilience that determines:(1) The resulting risk to
. Associate Assets with rations, assets, individuals and other organizations; and(2)
ADM:SG2.5P1 Services Functional | Intersects With | Business Process Definition | - PRM-06 ;¢ mation protection needs arising from the defined business processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds s obtained.
[Assets are associated with the service or services they support
Mechanisms exist to categorize Technology Assets, Applications, Services
land/or Data (TAASD) in accordance with applicable laws, regulations and
. Associate Assets with Risk-Based Security 0, |contractual obligations that:(1) Document the security categorization resuits
ADM:SG2.5P1 Services, Functional | Intersects With Categorization RSK02 - including supporting rationaie) in the security plan for systems; and(2) 5
Ensure the security categorization decision is reviewed and approved by the
lasset owner.
rovaciote Aesete witn RSS9t are associated with the service or sevices they support IMechanisms exist to mitigate the risks associated with third-party access to
ADM:5G2.5P1 a Functional | Intersects With |  Third-Party Services TPM-04 the organization's Technology Assets, Applications, Services andjor Data 5
ervices (TAASD)
Analyze Asset-Service | Srances where assets support more than one service are identified and [Mechanisms exist to identify and assess the security of Technology Assets,
ADM:5G2.5P2 lyze Asset-ser analyzed. Functional | Intersects With |Asset-Service Dependencies| AST-01.1  |Applications and/or Services (TAAS) that support more than one critical 5
p business function
Analyze Asset-Service |"STanCes where assets support more than one service are identified and [Mechanisms exist to identify and document the critical Technology Assets,
ADM:5G2.5P2 lyze Asset-ser analyzed Functional | Intersects With |  Identify Critical Assets BCD-02  [Applications, Services and/or Data (TAASD) that support essential missions 5
" Jand business functions
[The Iife cycle of assets s managed
Secure Development Life Mechanisms exist to ensure changes to Technology Assets, Applications
ADM:SG3 Manage Assets Functional SubsetOf | Secur Development Lite | PRM-07  [andor Services (TAAS) within the Secure Development Life Cycle (SDLC) are 10
Ve 9 |controlled through formal change control procedures.
y [The criteria that would indicate changes in an asset or Its association with a Change Management Mechanisms exist to facilitate the implementation of a change management
ADM:5G3.5P1 Identify Change Criteria [10e, < ora cror MOWIE Indicate change Functional Subset Of o chaor  [Nechans 10
[The criteria that would indicate changes in an asset or Its association with Configuration 1 N Mechanisms exist to implement and manage a Configuration Management
ADM:5G3.5P1 Identify Change Criteria  [service are established and maintained Functional | Intersects with | <" gsgb'::e (2%9;’“” AST-02.9  |Database (CMDB), o similar technology, to monitor and govern technology 5
lasset-specific information.
¥ Maintain Changes to Assets [Changes to assets are managed as conditions dictate. Configuration Change Mechanisms exist to govern the technical configuration change control
ADM:SG3.5P2 'and Inventory Functional | Intersects With Control CHG-02  |hrocesses. 5
[Changes to assets are managed as conditions dictate. IMechanisms exist to implement and manage a Configuration Management
ADM:SG3.5P2 Maintain Changes to Assets Functional | Intersects With c"”"g:t’:s::e”?g;ag;’“e”‘ AST-02.9  [Database (CMDB), or similar technology, to monitor and govern technology 5
i lasset-specific information
[The operational resilience management system supports and enables
jachievement of the specific goals of the Asset Definition and Management Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
ADM:GGL Achieve Specific Goals  |process area by transforming identifiable input work products to produce Functional Subset Of | o2 (sCRP) | GOV-01 e ence governance controls. ¥, comel 10
identifiable output work products.
PPerform the specific practices of the Asset Definition and Management process Mechanisms exit o produce work products (.9, process artfacts) that
area to develop work products and provide services to achieve the specific goals .
ADM:GG1.GP1 Perform Speaifc ractices |ofea {0 develop work P pecific g Functional | Intersects With Work Products PLL3 o ey o e e 5
PPerform the specific practices of the Asset Definition and Management process e ©to faciitate an 1T Asset - .
ADM:GG1.GP1 Perform Specific Practices  [area to develop work products and provide services to achieve the specific goals | Functional Subset Of Asset Governance AST-01 e o A et et cotrre (ITAM) program to 10
o the process area. implement and manage asset management controls.
PPerform the specific practices of the Asset Definition and Management process Standardized Operat Mechanisms exist to identify and document Standardized Operating
ADM:GG1.GP1 Perform Specific Practices [area to develop work products and provide services to achieve the specific goals | Functional | Intersects With | - >t%0ErCed SRS | 0ps-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof the process area. Jof day-to-day / assigned tasks.
PPerform the specific practices of the Asset Definition and Management process
larea to develop work products and provide services to achieve the specific goals IMechanisms exist to define business processes with consideration for
Jof the process area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
y perations, assets, individuals and other organizations; and(2)
ADM:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definiion | PRM-06 [ "i9an2ationa) operations, assets, Iidviduale and o orda e on: 21 5
land revises the processes as necessary, until an achievable set of protection
Ineeds s obtained.
Institutionalize a Managed |Asset definition and management is institutionalized as a managed process. y Mecharlsms exist o facitate o IT Asset Hanagement (TAH) prograrn to
ADM:GG2 oz 2 Functional Subset Of Asset Governance ASTO1  [lleclaniers e 1o o 10
[Estabiish and maintain governance over the planning and performance of the
Establish Process : Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
asset definition and management process y
ADM:GG2.GPL Governance 9 P Functional Subset Of | pecilience Program (SCRP) | ©V"01  [and resilience governance controls. 10
JRST— oian the Process _|ESAaDITSh and maintain the plan for performing the asset defintion and Functional Subset Of asset Governance ASTo1 [Hechanisms eXist o facitate an IT Asset Hanagement (TAH) prograrn to 0
implement and manage
[Provide adequate resources for performing the asset definition and management
) rocess, developing the work products, and providing the services of the process. Security, Compliance & Mechanisms exist to address all capital planning and investment requests,
ADM:GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the asset definition and
ADM:GG2.GP4 Assign Responsibility ~[management process, developing the work products, and providing the services | Functional Subset Of Defined Roles & HRS-03 exist to define cybersecurity roles & forall 10
Jof the process. Responsibilities personnel
[Train the people performing or supporting the asset definition and management
[process as neede [Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related training:(1) Before authorizing access to the system or performing
ADM:GG2.GP5 Train People Functional subsetor | compliance & Resilience | - SAT-03  d O e e changss: and(3) Armualy 10
9 [thereafter.
ADMIGG2.GP6 Control Wor Products_[26¢ deSnated work products of the asset defntion and management rocess | ¢ncional | itersects with Defined Roles & HRS03 exist to define cybersecurity roles & for all S
s of control. lpersonnel.
Ider\tviy and involve the relevant stakeholders of the asset definition and echanisms exit o dentify and invalve pertinent stakeholders of rtca
Imanagement process as planne i
ADM:GG2.GP7 \dentify and nvolve gementp i Functional | Intersects With |Stekeholder Identification & xg7.91 5 Technology Assets, Applications, Services andor Data (TAASD) to support 5
Relevant Stakeholders Involvement
lthe ongoing securé management of those assets.
Measure and control the asset definition and management process against the Security, Compliance &
Measure and Control the [jo o~ 2o h o it e e ity, y IMechanisms exist to provide a security, compliance and resilience controls
ADM:GG2.GP8 ond Co plan for performing the process and take appropriate corrective action Functional | Intrsects Wi | Resilence Controls P02 e e oerorts 1o the o e ottt 5
[Objectively evaluate adherence of the asset definition and management process
Objectively Evaluate it e ara and procad whhivh < : Mechanisms exist to uiize defined Assessment Objectives (AO) to assess the
ADM:GG2.GP9 clively Eval sgaint it processcescription, standards, and procedures, and address o Functional | Intersects With |Assessment Objectives (A0)|  GOV-19.2 ~[MeChan s xsto utize defned As 5
Review the activities, status, and results of the asset definition and management Mechanisms exist to align security, compliance and resilience capabilities
. Review Status with Higher [Process with higher level managers and resolve issues. Steering Committee & |with business requirements through a steering committee or advisory board,
ADM:GG2.GP10 Level Managers Functional | Intersects With Program Oversight GOV-01.1 | mprised of key cybersecurity, data protection and business executives, 5
|which meets formally and on a regular basis.
] ) [Asset definition and management is institutionalized as a defined process, )
ADM:GG3 Institutionalize a Defined 9 P! Functional Subset Of Security, Compliance & Govor  |Mechanisms exist to facilitate the implementation of security, compliance 10
Process Resilience Program (SCRP) and resilience governance controls.
[Estabiish and maintain the description of a defined asset definition and Standardized Operati IMechanisms exist to identify and document Standardized Operating
ADM:GG3.GP1 Establish a Defined Process. Functional | Intersects With rocadures (s0p) | OPS-0L1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Collect asset definition and management work products, measures,
X Collect results, and lerived from planning and [Mechanisms exist to produce work products (e.g., process artifacts) that
ADM:GG3.GP2 Information performing the process to support future use and improvement of the Functional | Intersects With Work Products CPLI3 e etrate the abillty to comply with applicable fequirements s
organization’s processes and process assets.
e Manage and Control Access [\CCS5 Granted to organizational assets is managed and controlled: Fonctiona! Subset Of gentity & Access IAC.o1 | Mechanisms exist to facilitate the implementation of identification and 0
(1AM) access controls
esls pased on resience Mechanisms exist to enforce Role-Based Access Control (RBAC) for
requirements and appropriate approvals. . -
AM:SG1.5P1 Enable Access : ppropriate app Functional | Incersects with | R°1-Baseq Access Control | pc.0g Technology Assets, Applications, Services andjor Data (TAASD) to restrict 5
laccess to individuals assigned specific roles with legitimate business needs.
[Changes to access privileges are managed as assets, roles, and resilience
' Manage Changes to Access e ; : IMechanisms exist to review all system accounts and disable any account that
AM:SGL.SP2 Changes & requirements change. Functional | Intersects With | System Account Reviews | 1AC-15.7  [MChaILenS et o revien ol svere acco s e e 5
e ey cars Performed toidentify excessive or inappropriate fevels of Mechanisms exist to periodically-review the privileges assigned to individuals
access privileges. ¢ i
AM:SG1.5P3 oorlodically Review and priviieg Functional | Intersects with | Peio9Ic Beview of Account | 1nc.17  land service accounts to validate the need for such privileges and reassign or 5
9f remove unnecessary privileges, as necessary.
[Excessive or inappropriate Ievels of access privileges are corrected.
peroic Reviewof Acaun Mechanisms exist to periodically-review the privileges assigned to individuals
AM:SG1.5P4 Correct Inconsistencies Functional | Intersects With e IAC-17  [and service accounts to validate the need for such privileges and reassign or 5
remove unnecessary privileges, as necessary.
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Notes

[The operational resilience management system supports and enables
lachievement of the specific goals of the Access Management process area by

Security, Compliance &

[Mechanisms exist to facilitate the \mplementatlon of security, compliance

Responsibilities.

lpersonnel.

AM:GG1 Achieve Specific Goals tray;sfolrmmg identifiable input work products to produce identifiable output work Functional Subset Of | pocilience Program (SCRP) | SOV-0L  [and resilience governance control 10
lproducts.
Perform the specific practices of the Access Management process area to Mechanisms exist o produce work products (e.g, process artfacts) that
r |develop work products and provide services to achieve the specific goals of the g
AM:GGL.GPL Perform Specific Practices (o oe area. "0 provi ! eve the specific o Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. >
e e O s nagement plocese area o dentity & Access IMechanisms exist to facilitate the implementation of identification and
Cevelop work products and provide servicesto achieve the specific goais of the X
Perform specifcPractices develop work p p pecific g Functional Subset Of et () AC0L e omen controls 10
Perform the speclﬁc practices of the Access Management process area to Standardized Operatin IMechanisms exist to identify and document Standardized Operating
AM:GG1.GP1 Perform Specific Practices [develop Wﬂrk products and provide services to achieve the specific goals of the Functional Intersects With Procedures 120?) 9 0PS-01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 5
lprocess are: Jof day-to-day / assigned tasks.
Perform the Speclﬁc practices of the Access Management process area to
ldevelop work products and provide services to achieve the specific goals of the IMechanisms exist to define business processes with consideration for
bprocess area lsecurity, compliance and resilience that determines:(1) The resulting risk to
o6 [oraanizational operations, assets, uals and other organizations; and(2)
Perform Specific Practices Functional | Intersects With | Business Process Definition | PRI-06 |01 0a 2001 0o e ot protaseue 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
Institutionalize a Managed |Access management is institutionalized as a managed process, Identity & Access IMechanisms exist to facilitate the implementation of identification and
AM:GG2 el Functional Subset Of vy ncor  [hechar foc il 10
Establish Process [Establish and maintain governance over the planning and mance of the Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
r laccess management process. g x g
AM:GG2.GP1 Governance 9 P Functional Subset Of | pesilience Program (SCRP) | S©V01  land resilience governance controls. 10
JRr— pran the Process _[EStaDIISh and maintain the pian for performing the access management process. | ¢o- o Subset of Igentity & Access IaC.o1__[Mechanisms exist to facilitate the implementation of Identification and 0
- (1AM) laccess controls.
Provide adequate resources for performing the access management process, N
ldeveloping the work products, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
AM:GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Rssign responsibility and authority for performing the access management
Defined Roles & IMechanisms exist to define cybersecurity roles & responsibilities for all
rocess, developing the work products, and providing the services of the process. '
Assign Responsibility [P ping P providing i p Functional Subset Of Reponsibiities HRS-03 - [CeCRn T 10
[Train the people performing or supporting the access management process as
ineeded. Role-Based Security, [Mechanisms exist to provide role-based security, compliance and resilience-
y g y related training:(1) Before authorizing access to the system or performin
AM:GG2.GP5 Train People Functional SubsetOf | Complance & Resilience | - SAT-03 |aSigrq QLtieS(2) when reduired by system changes: and(3) Amnually 10
9 fthereafter.
- Place designated work products of the access management process under Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all
AM:GG2.GP6 Control Work Products |00 0 camtrol Functional | Intersects With Benponsibiitis HRS-03 N 5
identify and involve the relevant stakenolders of the access management e 1o dentity and involve pertinent stakehalders of crfca
rocess as planned. lechanisms exist to identify and involve pertinent stakeholders of critical
AM:GG2.GP7 A oy P P Functional | Intersects with | Stokehoder identification &\ as7.91 5 Irechnology Assets, Applications, Services andfor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
Measure and control the access management process against the plan for Security, Compliance &
Measure and Control the g IMechanisms exist to provide a security, compliance and resilience controls
: erforming the process and take appropriate corrective action. , P Y, comp
AM:GG2.GP8 Process s 9 the P PProp) Functional | Intersects With | Resifonce Sontrols P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the access management process against its
Objectively Evaluate  |occel qoecrintion. standarde. and proceduren, ang adtress momcomlionce. . IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
ey vl P ption, . and pi 3 P Functional | Intersects With |Assessment Objectives (A0)|  GOV-19.2 ~ [iECRaRmS SXSLto ACTEe Seatned Aevessient 5
Review e actvities tatus and results of the access managermert process wih Mechanisms exist to align security, compliance and resfience capabilities
Review Status with Higher [nigher level managers and resolve issues. Steering Committee & |with business requirements through a steering committee or advisory board,
AM:GG2.GP10 evel Managers Functional | Intersects With | - pr59ram Oversight GOV-0L1 lcomprised of key cybersecurity, data protection and business executives, s
|which meets formally and on a regular basis.
A tis institutionalized as a defined
AMGG3 Institutionalize a Defined | < ©%° Managementis institutionalized as a defined process. Functional Subset Of Security, Compliance & Gov.o1  [Mechanisms exist to facilitate the implementation of security, compliance 10
Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain the description of a defined access management process. tandardived Operatim IMechanisms exist to identify and document Standardized Operating
Establish a Defined Process Functional | Intersects With oo Shom™® | 0Ps-011  [procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Collect access management work products, measures, measurement results, and
y Collect Improvement  [improvement information derived from planning and performing the process to Mechanisms exist to produce work products (e.g., process artifacts) that
AM:GG3.GP2 Information [support future use and improvement of the organization's processes and process | Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. s
a
[A plan for developing, deploying, and managing resilience communications s N
lestablished and maintained. Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
. Prepare for Resilience o1 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:SGL Communications Functional Subset Of Management System BCD-01Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
Flanning for the resilience communications process is performed N
Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
Establish a Resilience o1 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:SGL.5P1 Communications Plan Functional Subset Of Management System BCD-01 Iseryices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[The types and extent of communications needed by the organization to SUppoTt N
and needs are identified. Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
Identify C: o1 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:SGL.5P2 Requirements Functional Subset Of Management System BCD-01  Iseryices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[The guidelines and standards for salisfying communications needs are N
lestablished and maintained. Business Continity IMechanisms exist to facilitate the implementation of contingency planning
Establish Communications o1 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:SGL.SP3 Guidelines and Standards Functional Subset Of Management System BCD-01Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[The activities necessary to deliver communications for resilience activities on an N
Deliver Resil |operational and event-driven basis are established and maintained. Business Continuity Mectha‘mim; e‘X\sl to facﬂlta‘le tth$ vrr\’ple‘ment:twrl‘ cfAcor‘\tm?ency plda/nnmg
y eliver Resilience o1 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:SG2 Communications Functional Subset Of Managemert System BCD-01 Iseryices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Communications methods and channels relevant o stakenolder and
s are and maintained. Business Continity IMechanisms exist to facilitate the implementation of contingency planning
Identify o1 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:SG2.5P1 rethads and Channle Functional Subset Of Managemert System BCD-01Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[An infrastructure appropriate to meet the organization’s resilience, e o faciitate the TmTemantation of cont .
Establish and Maintain _|[communications needs is established and maintained. Business Continuit lechanisms exist to facilitate the implementation of contingency planning
COMM:SG2.5P2 Communications. Functional Subset Of Management System BCD-01  [Sontrols to help ensure resilient Technology Assets, Applications and/or 10
proAA Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business
|Continuity & Disaster Recovery (BC/DR) playbooks).
Resillence communications are delivered according to the communications plan.
Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
Provide Resilience o1 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:SG2.5P3 Communications Functional Subset Of Managemert System BCD-01 Iseryices (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
Resilience communications are reviewed to identify and implement
improvements in the communications process, Business Continuity Mechanisms exis o faciltate the implementation of contingency planing
y o1 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:SG3 Improve Communications Functional Subset Of Management System D01 O e e Continuty of Operasions Pion (CR0P) o Businese 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[The effectiveness of resilience communications plans and programs Is assessed
and corrective actions are identified Business Continity IMechanisms exist to facilitate the implementation of contingency planning
Assess Communications 01 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:SG3.5P1 Effectiveness Functional Subset Of Managemert System BCD-01 Iseryices (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Lessons leamned in managing resifience communications are Used to Improve
|communications plans. Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
o1 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:SG3.5P2 Improve Communications Functional Subset Of Management System D01 O e e Contimuty of Operasions Pion (CR0P) o Businase 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[The operational resilience management system sUpports and enables
[achievement of the specific goals of the Communications process area by Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
COMM:GG1 Achieve Specific Goals trarésfu[rmmg identifiable input work products to produce identifiable output work | Functional Subset Of | o2 am (sCRP) | GOV-01 e ence governance controls. ¥, comel 10
lproducts,
[Perform the specific practices of the Communications process area to develop Mechantsms exist to produce work products (e.g, process artfacts) that
|work products and provide services to achieve the specific goals of the process -
COMM:GG1.GP1 Perform Specifc practices. Work p P pecific g P Functional | Intersects With Work Products LIS o ey o e e 5
[Perform the specific practices of the Communications process area to develop
|work products and provide services to achieve the specific goals of the process Business Continuity IMechanisms st to aciltate the implementation of contingency planning
area. 01 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:GG1.GP1 Perform Specific Practices Functional Subset Of Management System BCD-01 <2V ices (TAAS) (e.9., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Perform the specific practices of the Communications process area to develop Standardized Operatin IMechanisms exist to identify and document Standardized Operating
COMM:GG1.GP1 Perform Specific Practices work products and provide services to achieve the specific goals of the process Functional Intersects With Procedures &OP) 9 OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
are: Jof day-to-day / assigned tasks.
[Perform the specific practices of the Communications process area to develop
|work products and provide services to achieve the specific goals of the process IMechanisms exist to define business processes with consideration for
area Jsecurity, compliance and resilience that determines:(1) The resulting risk to
06 [organizational operations, assets, individuals and other organizations; and(2)
COMM:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | PRM-06 010 2iona) o0 e one, B, O et busihase procescns 5
land revises the processes as necessary, until an achievable set of protection
Ineeds s obtained.
[Communications is institutionalized as a managed process.
Business Continulty IMechanisms exist to faciltate the implementation of contingency planning
Institutionalize a Managed o1 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:GG2 Process Functional Subset Of Management System BCD-01 Iseryices (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Establish and maintain governance over the planning and performance of the
Establish Process s Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
|communications process. X
COMM:GG2.GP1 Governance P Functional Subset Of | pecilience Program (SCRP) | ©V"01  [and resilience governance controls. 10
[Establish and maintain the pian for performing the communications process.
Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
o1 |controls to help ensure resilient Technology Assets, Applications and/or
COMM:GG2.GP2 Plan the Process Functional Subset Of Management System D01 O R o oaineity of Onora s e DO o ool 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
Provide adequate resources for performing the communications process,
. ldeveloping the work products, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
COMM:GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the communications process,
COMM:GG2.GP4 Assign Responsibility  |developing the work products, and providing the services of the process. Functional Subset Of Defined Roles & HRS-03 exist to define cybersecurity roles & forall 10
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Notes

[Train the people performing or supporting the communications process as
Ineeded.

Role-Based Security,

[Mechanisms exist to provide role-based security, compliance and resilience-
related training:(1) Before authorizing access to the system or performing

[Application andor Service (TARS) under their control are:(1) Implemented
|correctly: and(2) Operating as intended.

COMM:GG2.GP5 Train People Functional subsetOf | Complance & Resilence | SAT-03 8 e e e chandes: and(3) Ay 10
9 fthereatter.
- Place designated work products of the communications process under Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all
COMM:GG2.GP6 Control Work roducts |Je® SESgTated wark Proc) Functional | Intersects With HRS03  MechanieT 5
[dentify and involve the relevant stakeholders of the communications process as e 1o entty and invalve pertinent stakeholders of ctca
; lanned lechanisms exist to identify and involve pertinent stakeholders of critical
COMM:GG2.GP7 e oy P! Functional | Intersects with |Stakeholder identification & sqr.91 5 |rechnology Assets, Applications, Services and/or Data (TAASD) to support 5
lthe ongoing securé management of those assets.
Measure and control the communications process against the plan for performing Security, Compliance & -
. Measure and Control the i orocess and toe anoronrinte comectie action . 02 |Mechanisms exist to provide a security, compliance and resilience controls
COMM:GG2.GP8 Process P ppropri - Functional | Intersects With RES”‘OE;‘;;;Z’(‘”"‘S CPL02 5 ersight function that reports to the organization's executive leadership. 5
[Objectively evaluate adherence of the communications process against its
. Objectively EValuate | orcsse doscriotion: tanciade: s T o e e lance, : IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
COMM:GG2.GP9 Cively Eval P iption, . and procedures, p Functional | Intersects With. |Assessment Objectives (A0)|  GOV-19.2 ~|echanieme existto uffize defined Assesement 5
Review the actiiies, Status, and reslts ofthe communications process wih Mechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher [nigher level managers and resolve issues. Steering Committee & |with business requirements through a steering committee or advisory board,
COMM:GG2.GP10 Level Managers Functional | Intersects With Program Oversight GOV-01.1 |y mprised of key cybersecurity, data protection and business executives, 5
|which meets formally and on a regular basis;
A
COMMGG3 Institutionalize a Defined | s a5 a defined process. Functional Ssubset Of Security, Compliance & Gov.o1  [Mechanisms exist to facilitate the implementation of security, compliance 10
Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain the description of a defined communications process. Standardized Operat IMechanisms exist to identify and document Standardized Operating
COMM:GG3.GP1 Establish a Defined Process. Functional Intersects With a;r:('egfres &EO':]‘"Q OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Collect communications work products, measures, measurement results, and
’ Collect derived from planning and performing the process to IMechanisms exist to produce work products (e.g., process artifacts) that
COMM:GG3.GP2 Information [support future use and improvement of the organization’s processes and process | Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. ®
assets.
[The organizational environment and processes for identifying, satisfying, and
Prepare for Compliance |11 ot cormimce abllostons are eotapehed, Statutory, Regulatory & o1 [Mechanisms exist to facilitate the identification and implementation of
COMP:SG1 Management 9 compl 9 Functional Subset Of Contractual Compliance CPLOL  |orevant statutory, regulatory and contractual controls, 10
[A strategic plan for managing compliance to obligations s established.
. Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
COMP:SG1.5P1 Establish a Compliance Plan Functional Subset Of Contractual Compliance CPLOL  orevant statutory, regulatory and contractual controls, 10
[A program s established to carry out the activities and practices of the
. Establish a Compliance  [ogrance olan Statutory, Regulatory & o1 [Mechanisms exist to facilitate the identification and implementation of
COMP:SG1.5P2 Program P i Functional Subset Of Contractual Compliance CPLOL  lotevant statutory, regulatory and contractual controls, 10
[The guidelines and standards for satisfying compliance obligations are
. Establish Compliance  [Lotstlivnod sd commumeste Statutory, Regulatory & o1 [Mechanisms exist to facilitate the identification and implementation of
COMP:SG1.5P3 Guidelines and Standards Functional Subset Of Contractual Compliance CPLOL  lotevant statutory, regulatory and contractual controls, 10
[The organization's compliance obligations are identified, documented, and
CoMpisG2 Establish Compliance  [(ommoneatad Pl loatd dent u " Functional subsetor | Statutory, Regulatory & | o o1 |Mechanisms exist to facilitate the identification and implementation of 0
Obligations ) Contractual Compliance relevant statutory, regulatory and contractual controls.
[Comp biigat dentified and d ted.
COMP:SG2.5P1 Identify Compliance ompliance obligations are identified and documentes Functional Subset Of Statutory, Regulatory & CpLo1  |[Mechanisms exist to facilitate the identification and implementation of 10
Obligations Contractual Compliance relevant statutory, regulatory and contractual controls.
[Compliance obligations are analyzed and organized to faciitate safisfaction
Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
COMP:5G2.5P2 Analyze Obligations Functional Subset OF | Contractual Compliance CPLOL lrelevant statutory, regulatory and contractual controls. 10
i bility for satish i biigat tabiished
COMP:SG2.5P3 Establish Ownership for || 'cSPOnsibility for satisfying compliance obligations is establishe Functional Subset Of Statutory, Regulatory & CpLo1  |[Mechanisms exist to facilitate the identification and implementation of 0
: Meeting Obligations Contractual Compliance relevant statutory, regulatory and contractual controls.
[The organization demonstrates that its compliance obligations are being
lsatisfied Mechanisms exist to generate a declaration of conformity for each
Demonstrate Satisfaction of lconformity assessment, where the document:(1) Is concise;(2)
COMP:SG3 Compliance Obligations Functional | Intersects With | Declaration of Conformity | = CPL-OL5  lynambiguously reflects the current status;(3) Is physically or electronically 5
[signed; and(4) Where possible, is machine readable
[Data required to satisfy compliance obligations is collected and validated [[TECTIATTSITS EXTST 70 ETISUre T ECTTey.
COMP:SG3.5P1 Collect and Validate aul isfy compli lgations i vall Functional | Intersects witn | Abilty To Demnstrate CpLoL3  |compliance andior resilience capability Conformity with appiicable s
: Compliance Data onformity -3 |cybersecurity and data protection laws, regu\auons andlor contractual
Demonstrate the Extent of |The extent to which compliance obligations are satisfied Is demonstrated through exTsTToETSTTET ecamy;
" Ability To Demonstrate lcompilance and/ar reslience capabiity conformity with appicable
|compliance activities. v Ry p pabilty 3 wih app
COMP:5G3.5p2 Complfance Obligation P Functional | Intersects With onformity CPLOL3eybersecurity and data protection laws, regulations and/or contractual s
hiication:
emediate Areas of ton. |ReMedIaton of areas of non-compliance Is performed to ensure satisfaction of Machanioms exist to documant and review instances of non-compliance with
COMP:SG3.5P3 eme: ‘EO; iens 2N lcompliance obligations. Functional | Intersects With | Non-Compliance Oversight | CPL-01.1  |statutory, regulatory and/or contractual obligations to develop appropriate 5
risk mitigation actions.
Monitor Compliance ot roros a2 aion s satisfaction of compliance obligations is monitored and Security, Compliance & IMechanisms exist to provide a security, compliance and resilience controls
c adjusted as necessa i r . d
COMP:SG4 Activities g i Functional | Intersects With | - Resilence controls P02 loversight function that reports to the organization's executive leadership. >
Satisfaction of the organization's compliance obligations s independently
vt Complance rnieed nd mprve Mechanisms exist to utilize independent assessors to evaluate security,
COMP:5G4.5P1 Functional | Intersects With | Independent Assessors | CPL-03.1 [compliance and resilience at planned intervals or when the Technology 5
ctivitie: :
|Asset, Application and/or Service (TAAS) undergoes significant changes.
[The operational resilience management system supports and enables
lachievement of the specific goals of the Compliance process area by Statutory, Regulatory & [Mechanisms exist to facilitate the identification and implementation of
COMP:GG1 Achieve Specific Goals trarzisfermmg identifiable input work products to produce identifiable output work Functional Subset Of Contractual Compliance CPLOL lrelevant statutory, regulatory and contractual controls. 10
pro
PPerform the specific practices of the Compliance process area to develop work Mechanisms exit o produce work products (.9, process artfacts) that
roducts and provide services to achieve the specific goals of the process area -
COMP:GG1.GP1 Perform Specific Practices [P 2 pecific g P Functional | Intersects With Work Products PLL3 o ey o e e 5
Perform the specific practices of the Compliance process area to develop work
e o oy e b ey o e ot the protobs oot Statutory, Regulatory & 01 |Mechanisms exist to facilitate the identification and implementation of
COMP:GG1.GPL Perform Specific Practices | P pecic g P Functional SubsetOf | Contractual Compliance | PO lrelevant statutory, regulatory and contractual controls. 10
Perform the specific practices of the Compliance process area to develop WorK Standardized Operatin IMechanisms exist to identify and document Standardized Operating
COMP:GG1.GP1 Perform Specific Practices |products and provide services to achieve the specific goals of the process area Functional | Intersects With rocedres (cop) | OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
Perform the specific practices of the Compliance process area to develop work
products and provide services to achieve the specific goals of the process area IMechanisms exist to define business processes with consideration for
lsecurity, compliance and resilience that determines:(1) The resulting risk to
. : o6 |oraanizational operations, assets, individuals and other organizations; and(2)
COMP:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definiion | PRM-06 [ "i9an2aona) aperations, assets, Idviduals 2nd o orge e o 21 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
[Compliance is institutionalized as a managed process.
CoMP:GG2 Institutionalize a Managed Functional subsetof | Statutory. Regulatory & | o o) |Mechanisms exist to facilitate the identification and implementation of 0
Process Contractual Compliance relevant statutory, regulatory and contractual controls.
[Establish and maintain governance over the planning and performance of the
Establish Process Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
: lcompliance process: :
COMP:GG2.GPL Governance pliance p Functional Subset Of | pecilience Program (SCRP) | ©V"01  [and resilience governance controls. 10
[Estabiish and maintain the plan for performing the compliance process.
COMP1GG2.GP2 Plan the Process P P 9 P! P Functional subset Of Statutory, Regulatory & ChLor  [Mechanisms exist to aciitate the dentification and implementation of 0
Contractual Compliance relevant statutory, regulatory and contractual control
Provide adequate resources for performing the compliance process, developing
) lthe work products, and providing the services of the procese. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
COMP:GG2.GP3 Provide Resources Functional Subset Of esilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the compliance process,
COMP:GG2.GP4 Assign Responsibility ~ [developing the work products, and providing the services of the process. Functional Subset Of e s HRS-03  [Mechanisms exist to define cybersecurity roles & forall 10
[Train the people performing or supporting the compliance process as needed
Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security,
y o3 |related training:(1) Before authorizing access to the system or performing
COMP:GG2.GPS Train People Functional subsetor | compliance & Resilience | SAT-03 e d O e e changes: and(3) Armualy 10
9 lthereatter.
PS—— Control Work Products _[P12CE designated work products of the compliance process under appropriate Fonctional | ntersects with Defined Roles & HRs.03 _ |Mechanisms exist to define cybersecurity roles & responsibilties for all S
levels of control. personnel.
identify and involve the relevant stakeholders of the Compliance process as echanisms exit o dentify and invalve pertinent stakeholders of rtca
i lanned ! i
COMP:GG2.GPT entify and invave P Functional | Intersects with | Stakeholder identification &\ sc1.91 5 Irechnology Assets, Applications, Services andor Data (TAASD) to support 5
lthe ongoing securé management of those assets.
Measure and control the compliance process against the plan for performing the Security, Compliance & .
y Measure and Control the e n gt ity. 0a [Mechanisms exist to provide a security, compliance and resilience controls
COMP:GG2.GP8 rocess pprocess and take appropriate corrective action Functional | Intersects With | - Resiience £ oatrols P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the compliance process against its process
y Objectively Evaluate  |gercrintion, standorde. ond procet b o ; : IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
COMP:GG2.GP9 ctively Eval escription, standards, and procedures, and address non-compliance. Functional | Intersects With |Assessment Objectives (A0)|  GOV-19.2 i f BBiR URce et o hen available. s
Review T actvties, tatus and resuts of the compliance process Wi igher Mechanisms exist to align security, compliance and resiience capablities
y Review Status with Higher [[evel managers and resolve issues itn | Steering Committee & 3y |with business requirements through a steering committee or advisory board,
COMP:GG2.GP10 level Managers Functional | Intersects With Program Oversight GOV-01.1 | mprised of key cybersecurity, data protection and business executives, 5
|which meets formally and on a regular basis.
: [Compliance is institutionalized s a defined process. -
COMPIGG3 Institutionalize a Defined P! P Functional Subset Of Security, Compliance & Govor  |[Mechanisms exist to facilitate the implementation of security, compliance 10
Process Resilience Program (SCRP) and resilience governance controls.
[Estabiish and maintain the description of a defined compliance process Standardized Operatin IMechanisms exist to identify and document Standardized Operating
COMP:GG3.GP1 Establish a Defined Process Functional | Intersects With Pred ey ™ | OPS-01.1  procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks,
[Collect compliance work products, measures, measurement results, and
. Collect Improvement [Improvement information derived from planning and performing the process to : IMechanisms exist to produce work products (e.g., process artifacts) that
COMP:GG3.GP2 Information lsupport future use and improvement of the organization’s processes and process| ~ Functional | Intersects With Work Products CPL13  liemonstrate the ability to comply with applicable requirements. s
assets.
[Organizational objectives to be achieved through the selection and Mechanisms exist o estabish control objectives 2 the basi for the
CTRL:SG1 Establish Control Obj of controls are Functional Intersects With | Define Control Objectives GOV-09 [selection, f the. internal 5
Cecurty. comprance and resiénce conbol Syatem
[Control objectives are established as the basis for the selection, implementation, Mecharisms exist o establsh contrl objectives as e basi for e
CTRLISGLSPL Define Control Objectives [and management of the organization's internal control system. Functional | Intersects With | Define Control Objectives |  GOV-09 lselection fthe Internal s
Cecurty, comprance and resince contol Syatem
[Controls that support control objectives and strategies for protecting and
) sustaining high-value services and assets are established ) Mechanisms exist to compel data andj/or process owners to implement
CTRLISG2 Establish Controls Functional | Intersects With | Implement Controls GOV-15.2  [required security, compliance and resilience controls for each Technology 5
|Asset, Application and/or Service (TAAS) under their control.
[Controls that protect services and assets from disruption are identified and
lostablished exist to compel data and/or process owners to select required
CTRLiSG2.5P1 Define Controls Functional | Intersects Wit Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 5
|Application and/or Service (TAAS) under their control.
[Controls are analyzed to ensure they satisfy control objectives. Mechamsms exist to compel data and/or process owners to assess if required
CTRLSG3 Analyze Controls Functional | Intersects With Assess Controls GOV-15.3 . compliance and resilience controls for each Technology Asset, 5
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Notes

[Controls are analyzed to determine their ability to achieve control objectives.

[Mechanisms exit to compel data andor process owners to assess f required
mpliance an nce controls for each Technology A

lprotection control

CTRLISG3.5P1 Analyze Controls Functional | Intersects With Assess Controls BOV-15.3 o Seic (TARS) anaer thair comtrol mrer (o) I mented 5
[correctly; and(2) Operating as intended.
[The ab\l\dty of the internal control system to satisfy resilience requirements is Mechamsms exist to compe\ data and/or process owners to assess |1 veqmred
lassesse lia trols for each Technol
p . mpliance an nce controls for each Technology A
CTRL:SG4 |Assess Control Effectiveness Functional | Intersects With Assess Controls BOV-15.3 o Seice (TARS) anaer thair comtrol mrer (o) I mented 5
[correctly; and(2) Operating as intended.
Cotnt;o\s are a‘ssessed for effecli;/eness in meeting control objectives and Mechamsms exist to compe\ data and/or process owners to assess |1 veqmred
satisfying resilience requirements mpliance ant nce controls for each Technology A
CTRLISGA.SPL Assess Controls Functional | Intersects With Assess Controls BOV-15.3 o Seice (TARS) anaer thair control mrer (1) I mented 5
[correctly; and(2) Operating as intended.
[The operational resilience management system supports and enables
jachievement of the specific goals of the Controls Management process area by Security, Compliance & [Mechanisms exist to facilitate the wmplementatlon of security, compliance
CTRL:GG1 Achieve Specific Goals trar;sformmg identifiable input work products to produce identifiable output work Functional Subset Of | pocilience Program (SCRP) | SOV-0L  |and resilience governance control 10
lproducts.
[Perform the specific practices of the Controls Management process area to Mechanisms exist to produce work products (6.6, process artifacts) that
|develop work products and provide services to achieve the specific goals of the -
CTRLIGGLGPL Perform Specific Practices (o oe area "0 provi ! e pecific g Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. >
e o B oy ariadement process area to Security, Compliance & Mechanisms exist to faciitate the implementation of securty, compliance
Cevelop work products and provide services to achieve the speciic goals of the g x
CTRL:GGL.GP1 Perform SpecifcPractices develop work p p pecific g Functional SUbset Of | e lacap) | GOV-DL e & overnance oo 10
Perform the snec-ﬁc practices of the Controls Management process area to Standardized Operatin IMechanisms exist to identify and document Standardized Operating
CTRL:GG1.GP1 Perform Specific Practices [develop wnrk products and provide services to achieve the specific goals of the Functional Intersects With amamdfms @%S] 9 OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
lprocess are: Jof day-to-day / assigned tasks.
Perform the Spe(lﬁc practices of the Controls Management process area to
|develop work products and provide services to achieve the specific goals of the IMechanisms exist to define business processes with consideration for
lprocess area lsecurity, compliance and resilience that determines:(1) The resulting risk to
o6 [organizational operations, assets, uals and other organizations; and(2)
CTRL:GGL.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | PRI-06 |010a 200 oo e ot protaseue 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
N [Controls management is institutionalized as a managed process. N
CTRLGG2 Institutionalize a Managed Functional Subset Of Security, Compliance & Gov.o1  [Mechanisms exist to facilitate the implementation of security, compliance 10
g Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain governance over the planning and performance of the N N
Establish Process Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
[controls management process. X
CTRL:GG2.GPL Governance o P Functional Subset Of | pesilience Program (SCRP) | S©V01  land resilience governance controls. 0
[Establish and maintain the plan for performing the controls management Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
rocess. g x g
CTRL:GG2.GP2 Plan the Process P Functional Subset Of | pesilience Program (SCRP) | S©V01  land resilience governance controls. 10
PProvide adequate resources for performing the controls management process, -
ldeveloping the work products. and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
CTRL:GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the controls management
CTRL:GG2.GP4 Assign Responsibility  [process, developing the work products, and providing the services of the process.|  Functional Subset Of Defined Roles & HRs.03  [Mechanisms exist to define cybersecurity roles & responsibilities for all 10
Responsibilities lpersonnel.
[Train the people performing or supporting the Controls management process as
ineeded. Role-Based Securiy, [Mechanisms exist to provide role-based security, compliance and resilience-
g y related training:(1) Before authorizing access to the system or performing
CTRL:GG2.GP5 Train People Functional Subsetof | Complance & Resilience | - SAT-03 |aSigrd aLties(2) when reduired by system changes: and(3) Amnually 10
raining
lthereafter.
Place designated work products of the controls management process under Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all
CTRL:GG2.GP6 Control Work Products |00 e camtrol Functional | Intersects With Renponsibiitios HRS-03 N 5
identify and involve the relevant stakenolders of the controls management e 1o dentity and involve pertinent stakehalders of crfca
rocess as planned. lechanisms exist to identify and involve pertinent stakeholders of critica
CTRL:GG2.GP7 A oy P P Functional | Intersects with | takehoder identification &\ as7.91 5 Irechnology Assets, Applications, Services andfor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
Measure and Control the [neaarc 2% CONLT0) the controls management process against the plan for Security, Compliance & IMechanisms exist to provide a security, compliance and resilience controls
erforming the process and take appropriate corrective action - g
CTRLIGG2.GPE Process s 9 the Pprop) Functional | Intersects With | Resiionce Sontrols P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the controls management process against Its
Objectively Evaluate |0 e g o . amd procedurcs. amd addrecs momcompliance. . IMechanisms exist to utiize defined Assessment Objectives (AO) to assess the
CTRL:GG2.GP9 ey vl P ption, . and pi 3 P Functional | Intersects With |Assessment Objectives (A0)|  GOV-19.2 [iiechaniems ex<Lto wiiize defined fesessment | 5
Feview the actviies,status, and resulls o the coritrals management process [Mechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher [With higher level managers and resolve issues. Steering Committee & |with business requirements through a steering committee or advisory board,
CTRLIGG2.GP10 level Managers Functional | Intersects With | - pro9ram oversight GOV-0L1 comprised of key cybersecurity, data protection and business executives, s
|which meets formally and on a regular basis.
[Controls management is institutionalized as a defined process.
CTRLGG3 Institutionalize a Defined Functional Subset Of Security, Compliance & Gov.o1  [Mechanisms exist to facitate the implementation of security, compliance 10
g Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain the description of a defined controls management Standardized Operat IMechanisms exist to identify and document Standardized Operating
CTRL:GG3.GP1 Establish a Defined Process [process. Functional | Intersects With a,’,‘r:c'e“’fres &90’;]‘"9 0PS-01.1  |Procedures (SOP), o similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Colfct contofs managernent work products, measures, measurement resuls,
Collect derived from planning and performing the process IMechanisms exist to produce work products (e.q., process artifacts) that
CTRLIGG3.GP2 Information Fo support future use and improvemant o the organzation's processes and Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements s
lprocess assets.
[Facility assets are prioritized to ensure resiience of high-value services that they N
cetablsh and priontize. 7P Business Continuity Mechanisms cxit to facltate the Implementation o contingency planning
stablish and Prioritize o1 |controls to help ensure resilient Technology Assets, Applications and/or
ECiSGL Facility Assets Functional Subset Of Management System BCD-OL Iservices (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 0
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Facility assets are prioritized relative to their importance in supporting the N
|delivery of high-value services Business Continity & IMechanisms exist for process owners to establish and maintain formal
Business Continuity & Disaster Recovery (BC/DR) plans to ensure information
EC:SG1.5P1 Prioritize Facility Assets Functional Subset Of | Disaster Recovery (BC/DR) | BCD-0L7 |3 Gtz anaugh, accurate and representative o current operations in 10
lorder to sustain and/or restore operations under adverse conditions.
Establish Resilience. | 2SIty assets that specifically support the organization’s service continuity plans [Mechanisms exist to identify and document the critical Technology Assets,
EC:SG1.5P2 jare identified and established. Functional Intersects With Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions. 5
Focused Facility Assets
Jand business functions
[Rdministrative, technical, and physical controls for facility assets are identified,
implemented, monitored, and manage IMechanisms exist to compel data and/or process owners to select required
EC:SG2 Protect Facility Assets Functional Subset Of Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 10
|Application and/or Service (TAAS) under their control.
Resilience requirements that have been defined are assigned to faciity assets.
Assign Resilience IMechanisms exist to ensure security, compliance and resilience are designed
EC:SG2.5P1 Requirements to Facility Functional | Intersects With | Resilience Capabilities | SEA-01.3 fand implemented to provide resistance to:(1) Unintentional errors (by users 5
Assets lor software); and(2) Intentional attack or circumvention.
[Rdministrative, technical, and physical controls that are required to meet the
Establish and Implement [established resilience requirements are identified and implemented. [Mechanisms exist to compel data and/or process owners to select required
EC:SG2.5P2 PR Functional Subset Of Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 10
|Application and/or Service (TAAS) under their control.
EC:SG3 Manage Facility Asset Risk g‘;i’:é;’;a' and environmental risks to facility assets are identified and Functional | Intersects With Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external. 5
IRisks to faciity assets are periodically identified and assessed.
IMechanisms exist to conduct recurring assessments of risk that includes the
Identify and Assess Facility g likelihood and magnitude of harm, from unauthorized access, use, disclosure,
EC:SG3.5P1 Asset Risks Functional | Intersects With Risk Assessment RSK-04gisruption, modification or destruction of the organization's Technology ®
|Assets, Applications, Services and/or Data (TAASD).
IRISK response plans for risks to facility assets are developed and implemented. IMechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
EC:SG3.5P2 Address Facility Risks Functional | Intersects With | Risk Treatment Plan (RTP) | RSK-06.4 |stakeholders will utilize to remediate identified risks according to a defined 5
ftimeline.
[The operational environment of the facility is controlled to ensure Its avallabii
cCisca Control Operational peratl i ity i ure its availability Functional subsetof | Physical & Environmental pEso1  [Mechanisms exist m facilitate the operation of physical and environmental 0
g vironment Protections lprotection controf
[The availability of high-value facilities s ensured through sustainability planning
Business Continulty IMechanisms exist to facilitate the implementation of contingency planning
Perform Faciity y lcontrols to help ensure resilient Technology Assets, Applications and/or
EC:SGA.SPL Sustainability Planning Functional | Intersects With | Management System BCD-01 Iseryices (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business s
|Continuity & Disaster Recovery (BC/DR) playbooks).
[The availability of high-value facilities is ensured through sustainabiiity planning IMechanisms exist to facilitate the implementation of capacity management
EC:SG4.5P1 s i Functional | Intersects with | C2PaCly & Performance | cap.g1 lcontrols to ensure optimal system performance to meet expected and 5
Y 9 9 lanticipated future capacity requirements.
[Environmental conditions of facility assets are maintained.
cCisGasP Maintain Environmental il " Functional Supsetor | Physical & Envronmental | - pec gy - |Mechanisms exist tofaciltate the operation of physical and environmental 10
Conditions Protections lprotection control
[Dependencies on public services for facility assets are identified and managed.
Business Continulty IMechanisms exist to faciltate the implementation of contingency planning
Manage Dependencies on o1 |controls to help ensure resilient Technology Assets, Applications and/or
ECiSGa.5P3 Public Services Functional Subset Of Management System BCD-0L  leeryices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Dependencies on public infrastructure for facility assets are identified and
Imanage Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
Manage Dependencies on o1 |controls to help ensure resilient Technology Assets, Applications and/or
EC:SG4.5P4 Public Infrastructure Functional Subset Of Management System BCD-01 Iservices (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Facility retirements are planned in order to minimize operational impact.
Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
EC:SG4.5P5 Plan for Facility Retirement Functional | Intersects With |  Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 5
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[The operational resilience management system supports and enables
jachievement of the specific goals of the Environmental Control process area by Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
EC:GG1 Achieve Specific Goals trar:js!e(rmmg identifiable input work products to produce identifiable output work | ~ Functional Subset Of Resmen;ye pmgrzm (scrp) | GOV-O1 g resilience governance controls. s ¥ comp 10
lproducts.
[Perform the specific practices of the Environmental Control process area to bechansms st 1o roduce ot praucts .. processarifcts) it
i |develop work products and provide services to achieve the specific goals of the i .
EC:GG1.GP1 Perform SpecificPractces develop wark p 2 pecific o Functional | Intersects With Work Products CPLI3 e the abily 16 comiy Wit aRpicie oaurements 5
[Perform the specific practices of the Environmental Control process area to
[— perform Specific Practices [develop work produces and provide services to achieve the Speciic goais of the |  Functional subsetor | Physical S Envronmental | peq gy - |Mechanisms exist tofacltate the operation of physical and environmental 0
jprocess area Protections lprotection control
[Perform the specific practices of the Environmental Control process area to Standardized Operat IMechanisms exist to identify and document Standardized Operating
EC:GG1.GP1 Perform Specific Practices |develop work products and provide services to achieve the specific goals of the Functional | Intersects Wit | S@Reareind SREAIM | 0PS-01.1  |Procedures (SOP). or similar documentation, to enable the proper execution 5
jprocess area lof day-to-day / assigned tasks.
[Perform the specific practices of the Environmental Control process area to
|develop work products and provide services to achieve the specific goals of the IMechanisms exist to define business processes with consideration for
lprocess area lsecurity, compliance and resilience that determines:(1) The resulting risk to
§ " 06 [organizational operations, assets, individuals and other organizations; and(2)
EC:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | PRM-06 00020t o e, B et busimese procesces 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
[Environmental control s institutionalized as a managed process.
y Institutionalize a Managed Physical & Environmental Mechanisms exist to faciltate the operation of physical and environmental
EC:6G2 e Functional Subset Of e ron PES-01 10
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Notes

[Establish and maintain governance over the planning and performance of the
Establish Process Security, Compliance & Mechanisms exst to faciitate the implementation of securty, compliance
lenvironmental control process. X
EC:GG2.6P1 Governance v P Functional Subset Of | pecilience Program (5CRP) | SOV-0L  |and resilience governance control 10
[Establish and maintain the plan for performing the environmental control Physical & Environmental IMechanisms exist to facilitate the operation of physical and environmental
rocess. '
EC:GG2.GP2 Plan the Process pr Functional Subset OF retoctionn PES 0L e ion Controls. 10
[Provide adequate resources for performing the environmental control process, -
ldeveloping the work products, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
EC:GG2.GP3 Provide Resources Functional Subset OF Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the environmental control N
EC:GG2.GPa Assign Responsibility |process, developing the work products, and providing the services of the process.|  Functional Subset OF Defined Roles & HRs-03  [Mechanisms exist to define cybersecurity roles & responsibilities for all 10
Responsibilities lpersonnel.
[Train the people performing or supporting the environmental control process as
ineeded. Role-Based Securit IMechanisms exist to provide role-based security, compliance and resilience-
EC:GG2.GPS Train People Functional Subset Of Compliance & Resilience saT-03  [[elated training:(1) Before authorizing access to the system or performing 10
- P! P! s lassigned duties;(2) When required by system changes; and(3) Annually
raining
fthereatter.
[Place designated work products of the environmental control process under Defined Roles & [Mechanisms exist to define cybersecurity roles & responsibilities for all
EC:GG2.GP6 Control Work Products |2 o0 S22 0T L Comtrol Functional | Intersects With HRS-03 e 5
dentify and involve the relevant stakeholders of the environmental control e o dentify and involve pertinent stakeholders of critcal
. rocese a5 planned. lechanisms exist to identify and involve pertinent stakeholders of critical
EC:GG2.GPT e T oy P P Functional | Intersects with | Stokeholder identification &\ as7.91 5 Irechnology Assets, Applications, Services andfor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
[Measure and control the environmental control process against the plan for Security, Compliance & -
Measure and Control the . IMechanisms exist to provide a security, compliance and resilience controls
erforming the process and take appropriate corrective action "
EC:GG2.GP8 Process performing the p Pprop) ! Functional | Intersects With | Resilonce Controls P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the environmental control process against its N
Objectively Evaluate |00 8y o tandards. and procedures, and address non-compiiance. . IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
EC:GG2.GPY o pr ption, . and p 3 ol Functional | Intersects With |Assessment Objectives (A0)| ~ GOV-19.2 ~ [iECRERES CHet e BEte e arlable 5
[Review the activities, status, and results of the environmental control process IMechanisms exist to align security, compliance and resilience capabilities
. Review Status with Higher |With higher level managers and resolve issues. Steering Committee & with business requirements through a steering committee or advisory board,
EC:GG2.GP10 Level Managers Functional | Intersects With Program Oversight GOV-011 |y mprised of key cybersecurity, data protection and business executives, 5
[which meets formally and on a regular basis.
[Environmental control s institutionalized as a defined process.
£C6G3 Institutionalize a Defined Functional Subset OF Security, Compliance & Gov-or  [Mechanisms exist to facilitate the implementation of security, compliance 10
8 Process Resilience Program (SCRP) land resilience governance controls.
[EStabiish and maintain the description of a defined environmental control standardized Operat IMechanisms exist to identify and document Standardized Operating
EC:GG3.GP1 Establish a Defined Process |process. Functional Intersects With a;r;'e(‘jfres &EO’:]‘"D OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Colec arvironmental control Wk produCts, messures, measurement resuls
Collect derived from planning and performing the process Mechanisms exist to produce work products (e.g., process artifacts) that
EC:GG3.GP2 Information o support futur use and Improvement o te organzation's processes an Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. s
lprocess assets.
Eotabiien Strat [The strategic objectives of the organization are established as the foundation for [Mechanisms exist to establish a:(1) Strategic security, compliance and
EF:SG1 St EO;SCUJZSEQ" [the operational resilience management system. Functional Intersects With | Strategic Plan & Objectives | PRM-01.1 |resilience-specific business plan; and(2) Set of objectives to achieve that 5
plan
Eotabiieh Strat Strategic objectives are identified and established as the basis for resilience [Mechanisms exist to establish a:(1) Strategic security, compliance and
EF:SGL.SP1 St aob‘jemv':;g" lactivities. Functional Intersects With | Strategic Plan & Objectives | PRM-01.1 |resilience-specific business plan; and(2) Set of objectives to achieve that 5
plan
cotablish Critical S [The critical success factors of the organization are identified and established IMechanisms exist to establish a:(1) Strategic security, compliance and
EF:SG1.5P2 stablist Fa’c‘t‘u‘rﬂs uccess Functional Intersects With | Strategic Plan & Objectives | PRM-01.1 [resilience-specific business plan; and(2) Set of objectives to achieve that 5
plan
Eotabiish Organizational |17 MGh-valle services that support the accomplishment of strategic objectives Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
EF:SGL.SP3 gy lare established. Functional | Intersects With | Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 5
Portfolio Management |compliance and resilience objectives.
[Planning for the operational resilience management system is performed. - -
Plan for Operational Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
EF:SG2 ! Functional | Intersects With | Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 5
Management Resilience Program (SCRP) and document all exceptions to this requirement
Establish an Operational |A plan for managing operational resiiience is established as the basis for the [Mechanisms exist to establish a:(1) Strategic security, compliance and
EF:SG2.5P1 Resilience resilience Functional | Intersects With | Strategic Plan & Objectives | PRM-01.1 |resilience-specific business plan; and(2) Set of objectives to achieve that 5
Pla plan
[A program s established to carry out the activities and practices of the e » N - a ret o
Establish an Operational resilience plan Security, Compliance & lechanisms exist to assess security, compliance and resilience controls in
d y lsystem project development to determine the extent to which the controls
EF:SG2.5P2 Resilience Management Functional | Intersects With |~ Resilince In Project PRM-04 e tad coractly. operating s intended and producing the decired 5
anagement
loutcome with respect to meeting the requirements
|Visible 590"5t°VSh‘lF of h\ghterhl‘evheldmanagers for the operational resilience [Mechanisms exist to align security, compliance and resilience capabilities
Imanagement system is established. Steering Committee & [with business requirements through a steering committee or advisory board,
EFiSG3 Establish Sponsorship Functional | Intersects With Program Oversight GOV-OL1 lcomprised of key cybersecurity, data protection and business executives, s
[which meets formally and on a regular basis.
[A commitment by higher level managers to fund resflience activities s
lestablished.
oo | comurimsnaror o | e | commimentTocomtnst | ovans oS ot oyt e s o .
g per Improvements -3 |program (SCRP), including:(1) Staffing:(2) Budget;(3) Processes; and(4)
lanagement
[Technologies.
[A resilience-aware culture is promoted through goal setting and achievement.
promote a Resilience-Aware Business As Usual (BAU) IMechanisms exist to incorporate security, compliance and resilience
EF:SG3.5P2 e Functional | Intersects With |  Security, Compliance & GOV-14  principles into Business As Usual (BAU) practices through executive 5
Resilience Practices leadership involvement.
enforcement, and of resifience
tandards ond poiicies are sponsored.
IMechanisms exist to commit appropriate resources needed for continual
Sponsor Resilience Commitment To Continual y improvement of the organization's Security, Compliance & Resilience
EFiSG3.5P3 Standards and Policies Functional | Intersects With Improvements GOV-013lprogram (SCRP), including:(1) Staffing:(2) Budget:(3) Processes; and(4) s
[Technologies.
[Sovernance over the operational resiience management system is establihed [Mechanisms exist to align security, compliance and resilience capabilities
land performe Steering Committee & [with business requirements through a steering committee or advisory board,
EFiSG4 Provide Resilience Oversight Functional | Intersects With Program Oversight GOV-OL1 lcomprised of key cybersecurity, data protection and business executives, s
[which meets formally and on a regular basis.
[Covernance activities are extended to the operational resilence management [Mechanisms exist to align security, compliance and resilience capabilities
Establish Resilience as a [system and accomplishment of the process goals. Steering Committee & [with business requirements through a steering committee or advisory board,
EFiSGA.5PL Governance Focus Area Functional | Intersects With Program Oversight GOV-OL1 lcomprised of key cybersecurity, data protection and business executives, s
[which meets formally and on a regular basis.
[Oversight & performed over T operational resiience management system for IMechanisms exist to align security, compliance and resilience capabilities
Perform Resilience [adherence to established procedures, policies, standards, guidelines, an Steering Committee & [with business requirements through a steering committee or advisory board,
EFiSGA.5P2 Oversight regulations. Functional | Intersects With | - pr59ram Oversight GOV-OL1 lcomprised of key cybersecurity, data protection and business executives, s
[which meets formally and on a regular basis.
[Corrective actions are identified to address performance fssues.
IMechanisms exist to commit appropriate resources needed for continual
Commitment To Continual y improvement of the organization's Security, Compliance & Resilience
EFiSG4.5P3 Establish Corrective Actions Functional | Intersects With Improvements GOV-013lprogram (SCRP), including:(1) Staffing:(2) Budget:(3) Processes; and(4) s
[Technologies.
[The operational rsiience management system supports and enabes
[achievement of the specific goals of the Enter, 's process area by Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
EF:GG1 Achieve Specific Goals transfarmmg identifiable input work products to pmdute Gentifiable output work | Functional Subset Of | 2 am (sCRP) | GOV-01 e ence governance controls. ¥, comel 10
[Perform the specific practices of the Enterprise FocUs process area to develop Mechanisms exist to producs work preducts (6.3, process artiacts) that
[work products and provide services to achieve the specific goals of the process .
EF:GGL.GP1 Perform Specific Practices ork p P pecific g P Functional | Intersects With Work Products P13 atrate the abiliey to comply with applicanie fequirements. 5
Perform the specific practices ofthe Enterprise Focus process aes (o deveop [Mechanisms exist to align security, compliance and resilience capabilities
[work products and provide services to achieve the specific goals of the process Steering Committee & [with business requirements through a steering committee or advisory board,
EF:GGL.GP1 Perform Specific Practices |area, Functional Subset Of Program Oversight GOV-OLL lcomprised of key cybersecurity, data protec business executives, 10
[which meets formally and on a regular basis.
[Perform the specific practices of the Enterprise FocUs process area to develop Standardized Operatin IMechanisms exist to identify and document Standardized Operating
EF:GG1.GP1 Perform Specific Practices work products and provide services to achieve the specific goals of the process Functional Intersects With Procedures &OP) 9 OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
are: lof day-to-day / assigned tasks.
[Perform the specific practices of the Enterprise Focus process area to develop
[work products and provide services to achieve the specific goals of the process IMechanisms exist to define business processes with consideration for
area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
y lorganizational operations, assets, individuals and other organizations; and(2)
EF:GGL.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | - PRM-06 1888 b e, o the defined business processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Enterprise focus is institutionalized as a managed process. IMechanisms exist to align security, compliance and resilience capabilities
Institutionalize a Managed Steering Committee & y [with business requirements through a steering committee or advisory board,
EFGG2 Process Functional Subset Of Program Oversight GOV-0L1comprised of key cybersecurity, data protec business executives, 10
[which meets formally and on a regular basis.
[Establish and maintain governance over the planning and performance of the
Establish Process Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
lenterprise focus process. X
ERGG2.GPL Governance s P Functional Subset Of | pecilience Program (SCRP) | ©V"01  [and resilience governance controls. 10
[Establish and maintain the plan for performing the enterprise focus process. [Mechanisms exist to align security, compliance and resilience capablities
Steering Committee & y Jith business requirements through  steering committee or advisory board,
EF:GG2.GP2 Plan the Process Functional Subset Of Program Oversight GOV-OLL lcomprised of key cybersecurity, data pi and business executives, 10
[Which meets formatly and on a reguiar basis.
lProvide adequate resources for performing the enterprise focus process,
ldeveloping the work products, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
EF:GG2.GP3 Provide Resources Functional Subset OF Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the enterprise focus process,
|developing the work products, and providing the services of the process. Defined Roles & - exist to define cybersecurity roles & forall
EF:GG2.GP4 Assign Responsibility ping P P ] pr Functional Subset OF Responsibiities HRS-03 el 10
[Train the people performing or supporting the enterprise focus process as
ineeded. Role-Based Security, IMechanisms exist to provide role-based security, compliance and resilience-
' g y related training:(1) Before authorizing access to the system or performint
EF:GG2.GP5 Train People Functional SubsetOf | Compliance & Resilience | SAT-03. |oC it Gities,(2) winen requied by system changes; andi3) Annually 10
9 [thereafter.
[Place designated work products of the enterprise focus process under i Defined Roles & exist to define cybersecurity roles & forall
EF:GG2.GP6 Control Work Products {20 582 V0o Control Functional | Intersects With . HRS-03 [Nl 5
identify and involve the relevant stakeholders of the enterprise focus process as Mechanisms exist to identify and ivalve pertinent stakehalders of critica
lanned isms exist to identify and involve perti it
EF:GG2.G6P7 entity and e | Functional | Intersects with | Stekehoider identification &\ xr.01 5 iTechnology Assets, Applications, Services and/or Data (TAASD) to support 5
lthe ongoing secure management of those assets.
[Measure and control the enterprise focus process against the plan for performing Security, Compliance &
Measure and Control the ; i . IMechanisms exist to provide a security, compliance and resilience controls
lthe process and take appropriate corrective action. r
EF:GG2.GP8 Tocos. P pprop Functional | Intersects With “95"‘()&""55;:”"‘5 CPL02 5 ersight function that reports to the organization's executive leadership. s
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Notes

[Objectively evaluate adherence of the enterprise focus process against its ]
Objectively Evaluate | oracees doscrition Stamdorde. and peocodien. and sdfrese moocomplionce. . Mechanisms exist to utilize defined Assessment Objectives (AO) to assess the
EF:GG2.6P9 tvely Eval P iption, . and procedures, pli Functional | Intersects With. |Assessment Objectives (A0)|  GOV-19.2 ~Yischanieme existto utfize defined Assesement 5
Review the acivites, sTatus, and results of e enterprise fouus process With Mechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher [nigher level managers and resolve issues. Steering Committee & |with business requirements through a steering committee or advisory board,
EF:GG2.GP10 Level Managers Functional | Intersects With Program Oversight GOV-01.1 |y mprised of key cybersecurity, data protection and business executives, 5
|which meets formally and on a regular basis:
- Enterprise focus is institutionalized as a defined process. -
r.663 Institutionalize a Defined Functional subsetof | Securion Compliance & | oy g |Mechanisms exist to faciltate the implementation of securiy, compliance 0
: Process Resilience Program (SCRP) land resilience governance control
[Establish and maintain the description of a defined enterprise focus process. Standardized Operat IMechanisms exist to identify and document Standardized Operating
EF:GG3.GP1 Establish a Defined Process Functional Intersects With a;{;’gf‘ﬁms @%’:]‘"9 0PS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Collect enterprise focus work products, measures, measurement results, and
Collect Improvement | mprovement information derived from planning and performing the process to IMechanisms exist to produce work products (e.g., process artifacts) that
EF:GG3.GP2 Information Jsupport future use and improvement of the organization’s processes and process |~ Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. ®
[External dependencies are dentified and prioritized to ensure the resilience of Mechanisms exist to maintain a current, accurate and complete st of
entity and priortize | ¢ MO Value services that they support External Service Providers (ESPs) that can potentially impact the
EXD:SGL dentify and Prioritize. Functional | Intersects With | Third-Party Inventories | TPM-0L1 |Confidentiality, Integrity, Availability and/or Safety (CIAS) of the 5
P Technology Assets, , Services and/or Data
(TAASD)
(A list of external dependencies is established and maintained. [Mechanisms exist to maintain a current, accurate and complete list of
dentify External External Service Providers (ESPs) that can potentially impact the
EXDISGLSPL Jentify externz Functional | Intersects With |  Third-Party Inventories | TPM-0L1 |Confidentiality, Integrity, Availability and/or Safety (CIAS) of the 5
P Technology Assets, , Services and/or Data
(TAASD)
[External dependencies are priorized relative & helf mportance In supporting IMechanisms exist to identify, prioritize and assess suppliers and partners of
. Prioritize External  delivery of high-value services. ThirePary Cricaliy lcritical Technology Assets, Applications and/or Services (TAAS) using a
EXD:SG1.5P2 Dependencies Functional | Intersects With Assessm TPM-02 |\ ipply chain risk assessment process relative to their importance in 5
Jsupporting the delivery of high-value services.
Risks due to external dependencies are identified and managed
IMechanisms exist to:(1) Evaluate security risks and threats associated with
. Manage Risks Due to Supply Chain Risk 03 [Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
EXD:5G2 External Dependencies Functional Subset O Management (SCRM) TPM-03  i7oke appropriate remediation actions to minimize the organization's 10
lexposure to those risks and threats, as necessary.
[Risks associated with external dependencies are periodically identified and
dentify and Assess Risks [35sessed IMechanisms exist to:(1) Evaluate security risks and threats associated with
. Supply Chain Risk 03 [Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
EXD:5G2.5P1 e to External Functional Subset Of Management (SCRM) TPM-03  i7oke appropriate remediation actions to minimize the organization's 10
p lexposure to those risks and threats, as necessary.
IRisk mitigation plans for risks to due external dependencies are developed and
implemented. IMechanisms exist to:(1) Evaluate security risks and threats associated with
. Mitigate Risks Due to Supply Chain Risk 03 [Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
EXD:5G2.5P2 External Dependencies Functional Subset Of Management (SCRM) TPM-03  i72ke appropriate remediation actions to minimize the organization's 10
lexposure to those risks and threats, as necessary.
[Refationships with external entities are formally established and maintained
IMechanisms exist to:(1) Evaluate security risks and threats associated with
. Establish Formal Supply Chain Risk 03 [Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
EXD:5G3 Relationships Functional Subset Of Management (SCRM) TPM-03  \72ke appropriate remediation actions to minimize the organization's 10
lexposure to those risks and threats, as necessary.
[Enterprise specifications that apply in general to external entities are established
Establish Enterprise |nd maintained IMechanisms exist to:(1) Evaluate security risks and threats associated with
. Supply Chain Risk 03 [Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
EXD:SG3.5P1 Specifications for xternal Functional Subset Of Management (SCRM) TPM-03  i7oke appropriate remediation actions to minimize the organization's 10
P lexposure to those risks and threats, as necessary.
Resilience specifications that apply o specific external dependencies and entities|
esilience _[are established and maintained S Iechanisms exist t(1) Evaluste security ks and treats associated with
. upply Chain Risi y echnology Assets, Applications and/or Services Supply chains; ant
EXD:SG3.5P2 5"“'"5:“;’:;;?2‘:‘”"3‘ Functional Subset Of Management (SCRM) TPM-03  i7oke appropriate remediation actions to minimize the organization's 10
P lexposure to those risks and threats, as necessary.
vanate and Seroce _[EXternal entities are selected based on an evaluation of their abily to meet the S [Mechanisms exist to conduct a risk assessment prior to the acquisition or
EXD:SG3.5P3 valuate and Selec [specifications for external dependencies. Functional Intersects With ird-Party Ris} TPM-04.1 |outsourcing of technology-related Technology Assets, Applications and/or 5
External Entities Assessments & Approvals
Services (TAAS)
Formal agreements with external entities are established and maintained, [Mechanisms exist to require contractual requlremenls for appl\cab\e securlty,
. Third-Party Contract and resilience
EXD:SG3.5P4 Formalize Relationships Functional | Intersects With Requirements TPM-05 |} Ganization's needs to protect its Technology Assets, Appncanons Soarvices 5
Jandfor Data (TAASD).
[The performance of external entities s managed. . oo - " e
’ echanisms exist to monitor, regularly review and assess External Service
EXD:SG4 Manage External Entity Functional | Intersects with | Review.of Fhird-Party TPM-08  [Providers (ESPs) for compliance with established contractual requirements 5
for security, compliance and resilience controls.
[The performance of external entities is monitored against the specifications. . oo - " e
’ echanisms exist to monitor, regularly review and assess External Service
EXD:SGA.SP1 Monitor External Entity Functional | Intersects with | Review.of Fhird-Party TPM-08  [Providers (ESPs) for compliance with established contractual requirements 5
for security, compliance and resilience controls.
[Corrective actions are implemented to support external entity performance as Mechanisms exist to address weaknesses or deficiencies in supply chain
EXD:SGA.5P2 Correct External Entity |ecessary Functional | Intersects with | Third-Party Deficiency TPM-09 lelements identified during independent or organizational assessments of 5
Performance Remediation
Jsuch elements.
[The operational resilience management system supports and enables
achievement of the specific goals of the External Dependencies Management Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
EXD:GG1 Achieve Specific Goals  |process area by transforming identifiable input work products to produce Functional Subset Of Resilience Program (SCRP) GOV-01 o4 resilience governance controls, 10
identifiable output work products
Perform the specific practices of the External Dependencies Management o R e orod et ot
CXDIGGLGPL | erform Specificpractices [potost e v deveiop work prodocs and proviie emtes 10 chieve he Functonal | ntrsects with | Work Poducts cpu13  [echarnisms exst o produce work poducts (e, process artfacts) tha s
Erccitc goats of the process area e abilty to comply with applicable requirements.
Perform the specific practices of the External Dependencies Management o o Tactate the oementation of thrd-aarn N
EXD:GGL.GP1 Perform Specific Practices [process area to develop work products and provide services to achieve the Functional Subset Of | Third-Party Management |  TPM-01  [Vechamisms existto facilitate the Implementation of third-party managemen 10
|specific goals of the process area. |contre
[Perform the specific practices of the External Dependencies Management PR Mechanisms exist to identify and document Standardized Operating
EXDIGGL.GPL Perform Specific Practices [process area to develop work products and provide services to achieve the Functional | Intersects With e o Rsay™ | OPS-0L1  [procedures (SOP), or similar documentation, to enable the proper execution 5
[specific goals of the process area. |of day-to-day / assigned tasks.
PPerform the specific practices of the External Dependencies Management
Iprocess area to develop work products and provide services to achieve the Mecharisms exist o define business processes with consderation for
lspecific goals of the process area. ompliance and resilience that determines:(1) The resulting risk to
o5 |organizational operations, assets, individuals and other organizations: and2)
EXDIGGL.GPL Perform Specific Practices Functional | Intersects With | Business Process Definiion | PR-06 ["'danizationa) aperations, assets, Idvidusle and oimer organizarions: a1 5
and revises the processes as necessary, until an achievable set of protection
needs s obtained.
pE— Tsiutonaize 3 Hanaged [Exterral s as a managed process, Functional SubsetOf | Third orty Management | ToMo1 | 1echarisms exs o faciltate the implementation of thir pary management o
Establish Process | cosaons) e mainteln governance over the planning and performance of the Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
lexternal dependencies management process. . 2 .
EXD:GG2.GPL Governance P < P Functional Subset Of | gesilience Program (SCRP) | SV lan resilience governance controls, 10
[Estabiish and maintain the plan for performing the external dependencies Mechanisms exist to facilitate the implementation of third-party management
EXDIGG2.GP2 Plan the Process  [- 00 S A1 T8 ey Functional SubsetOf | Third-Party Management |  TPM-01  [Mechan 10
Provide adequate resources for performing the external dependencies
management process, developing the work products, and providing the services Security, Compliance & Mechanisms exist to address all capital planning and investment requests,
EXDIGG2.GP3 Provide Resources  [of the process. Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the external dependencies
EXDIGG2.GP4 Assign Responsibility [ management process, developing the work products, and providing the services | Functional Subset Of Defined Roles & HRs-03  [Mechanisms exist to define cybersecurity roles & responsiblities for all 10
loF the process. esponsibilities personne
[Train the people performing or supporting the external dependencies
Imanagement process as neede; Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based security, related training:(1) Before authorizing access to the system or performing
EXDIGG2.GP5 Train People Functional supserof | complance & Resilence | - SAT-03 g e avstem changes: andl3) Amnualy 10
9 [thereafter.
Place designated work products of the external dependencies management Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilties for all
EXD:GG2.GP6 Control Work Products |28 e oo O Tavers of contro! Functional | Intersects With e o HRS-03 | el 5
identify and Involve the relevant stakeholders of the external dependencies roch 1o ety and invalve pertinent stakeholders of rtca
Imanagement process as planne lechanisms exist to identify and involve pertinent stakeholders of critical
EXD:GG2.GP7 e G o 2 P P Functional | Intersects with | takehoder identification &\ as7.91 2 Irechnology Assets, Applications, Services and/or Data (TAASD) to support 5
lthe ongoing secure management of those assets
Measure and control the external dependencies management process against Security, Compliance &
Measure and Control the . IMechanisms exist to provide a security, compliance and resilience controls
lthe plan for performing the process and take appropriate corrective action. i r d
EXD:GG2.GP8 Process plan forp g the P Pprop! Functional | Intersects With | - Resilence controls P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the external dependencies management
Objectively Evaluate | orcase aamimet fe pracoes deserption. standarde and orocedoree oot o taress : IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
EXD:GG2.GPY Cvely Eva process aganst s ption, ,and p ) Functional | Intersects With |Assessment Obijectives (A0)|  GOV-19.2 ~[/echanisme exitto utilze defined Assessment 5
Review the acivlies, tatus and esuls of the external eperdencies Mechanisms exist to align security, compliance and resiience capabilities
Review Status with Higher [Management process with higher level managers and resolve issues Steering Committee & |with business requirements through a steering committee or advisory board,
EXD:GG2.GP10 Level Managers Functional | Intersects With | - pr59ram Oversight GOV-OLL lcomprised of key cybersecurity, data protec business executives, s
|which meets formally and on a regular basis:
External s a5 a defined process.
£X0:6G3 Institutionalize a Defined | < ! P Functional subsetof | Security, Compliance & | ou o Mechanisms exist to facilitate the implementation of security, compliance 10
- Process Resilience Program (SCRP) land resilience governance controls.
[Estabiish and maintain the description of a defined external dependencies Standardived Operat IMechanisms exist to identify and document Standardized Operating
EXD:GG3.GP1 Establish a Defined Process [management process Functional | Intersects with | Stepcerdized OBeraling | ops.01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 5
Procedures (SOP)
Jof day-to-day / assigned tasks.
[Collct extemal dependences wok roducts, measures, measurement resuts
Collect ived from planning and performing the process " [Mechanisms exist to produce work products (e.g., process artifacts) that
EXD:GG3.GP2 Information o support the future use and \mpmvemem of the organization’s processes and Functional | Intersects With Work Products CPL13  |jemonstrate the ability to comply with applicable requirements. 5
process assets
Cotablish Financial |~ commitment to funding resilience activities is established. Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
FRM:SGL Functional Subset Of Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
ommitment
Portfolio [compliance and resilience objectives.
Commit Funding for  [A commitment by higher level managers to fund resilience activities is Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
FRM:SG1.5P1 Operational Resilience  [established. Functional Subset Of Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
Portfolio [compliance and resilience objectives.
Establish Structure to_|The structure that supports the assignment and management of financial Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
FRM:SG1.5P2 Support Financial  [resources to resilience activities is established Functional Subset Of Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
Portfolio [compliance and resilience objectives.
Planning for funding resilience management activities is performed. Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
FRM:SG2 Perform Financial Planning Functional Subset Of es Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
Portfolio [compliance and resilience objectives.
[The financial obligations for managing the operational resilience management Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
FRM:SG2.5P1 Define Funding Needs [system are established. Functional Subset O Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
Portfolio [compliance and resilience objectives.
[Capital and expense budgets for resiience management are established. Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
FRM:SG2.5P2 Establish Resilience Budgets| Functional Subset O Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
Portfolio [compliance and resilience objectives.
iGentify and resolve gaps in funding for resilience management and address Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
FRM:SG2.5P3 Resolve Funding Gaps _ [associated risks. Functional Subset Of Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
Portfolio [compliance and resilience objectives.
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Notes

[The organization’s essential activities for managing and sustaining operational
d.

Security, Compliance &

[Mechanisms exist to facilitate the \mplementatlnn of resource planning

lof the process.

Responsibilities

lpersonnel.

FRM:SG3 Fund Resilience Activities [resilience are funde Functional Subset OF Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 10
Portfolio |compliance and resilience objectives.
[Access to funds for resilience management activities is provided. Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
FRM:SG3.5P1 Fund Resilience Activities Functional Subset OF Resilience Protection PRM-01 [controls that provide a portfolio management approach to achieve security, 10
Portfolio |compliance and resilience objectives.
Account for Resilience | Accounting for the financial commitment to resilience activities is performed and Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
FRM:SG4 vt lused for process improvement. Functional Subset OF Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 10
Portfolio Management |compliance and resilience objectives.
[The costs associated with resilience management are tracked and documented Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
FRM:SG4.SP1 Track and Document Costs Functional Subset OF Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 10
Portfolio Management |compliance and resilience objectives.
Perform Cost a [Cost and performance analysis for funded resilience management activities is Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
FRM:SG4.5P2 e s |Performed. Functional Subset OF Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 10
V Portfolio Management |compliance and resilience objectives.
Optimize Resilience [The return to the organization for investment in resilience activities is measured Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
FRM:SG5 Expenditures and jand assessed. Functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
Investments Portfolio Management |compliance and resilience objectives.
Optimize Resllience |11 CoSts to Implement and manage strategies to protect and sustain services Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
FRM:SGS.SP1 e s land assets are optimized against the benefits. Functional Subset OF Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 10
P Portfolio Management |compliance and resilience objectives.
Determine Raturm on A FEEUn on resillence Ivestments s calculated where possible Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
FRM:SG5.5P2 roemisiAneriiiin Functional Subset OF Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 10
Portfolio Management |compliance and resilience objectives.
\dentify Cost Recover [Opportunities for the organization to recover costs and investments in resilience Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
FRM:SG5.SP3 oy Cost RecoverY  management activities are identified Functional Subset OF Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 10
PP Portfolio Management |compliance and resilience objectives.
[The operational resilience management system SUpports and enables
lachievement of the specific goals of the Financial Resource Management process Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
FRM:GGL Achieve Specific Goals area by transforming identifiable input work products to produce identifiable Functional Subset Of | o Cliance program (sCRP) | SOV0L  [and rasience governance controls. v eome 10
loutput work products.
[Perform the specific practices of the Financial Resource Management process Mechanisms exist t produce work products (6.3, process artiacts) that
larea to develop work products and provide services to achieve the specific goals -
FRM:GG1.GP1 Perform Specific Practices p work p p pecific g Functional | Intersects With Work Products CPLI3 e omatrate the ability to Comply with appiicabe fequremente. 5
lof the process area.
[Perform the specific practices of the Financial Resource Management process Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
FRM:GG1.GP1 Perform Specific Practices [area to develop work products and provide services to achieve the specific goals | Functional Subset Of Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 10
lof the process area. Portfolio Management |compliance and resilience objectives.
[Perform the specific practices of the Financial Resource Management process standardized Operat IMechanisms exist to identify and document Standardized Operating
FRM:GG1.GP1 Perform Specific Practices [area to develop work products and provide services to achieve the specific goals |  Functional | Intersects With ﬂ,’,’r;'e“’ﬁes &90’;]‘"9 0PS-01.1  |Procedures (SOP), o similar documentation, to enable the proper execution 5
lof the process area. Jof day-to-day / assigned tasks.
[Perform the specific practices of the Financial Resource Management process
larea to develop work products and provide services to achieve the specific goals Mechanisms st to define business processes with consideration or
lof the process area. ompliance and resilience that determines:(1) The resulting risk to
y lorganizational operations, assets, ndlviduals and otner organizations: and)
FRM:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | - PRM-06 8o b e, O the defined busiess processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
Institutionalize a Managed [ "anCial Fesource management is institutionalized as a managed process. Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
FRM:GG2 AR Functional Subset OF Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 10
Portfolio Management |compliance and resilience objectives.
[Estabilsh and maintain governance over the planning and performance of the
Establish Process  |aoo o S0 ee management process. Security, Compliance & y IMechanisms exist to facilitate the implementation of security, compliance
FRM:GG2.GPL Governance 9 P Functional Subset Of | gesiience Program (SCRP) | SV land resilience governance controls, 10
[EStabilsh and maintain the plan for performing the financial resource Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
FRM:GG2.GP2 Plan the Process Imanagement process. Functional Subset OF Resilience Protection PRM-01 [controls that provide a portfolio management approach to achieve security, 10
Portfolio Management |compliance and resilience objectives.
[Provide adequate resources for performing the financial resource management
lprocess, developing the work products, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
FRM:GG2.GP3 Provide Resources Functional Subset OF Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement
[Assign responsibility and authority for performing the financial resource
FRM:GG2.GP4 Assign Responsibility | management process, developing the work products, and providing the services |  Functional Subset O Defined Roles & HRs.03  |Mechanisms exist to define cybersecurity roles & responsibilities for all 10
Responsibilities lpersonnel.
lof the process.
[Train the people performing or supporting the financial resource management
lprocess as neede: Role-Based Securiy, IMechanisms exist to provide role-based security, compliance and resilience-
g y related training:(1) Before authorizing access to the system or performing
FRM:GG2.GP5 Train People Functional SubsetOf | Compliance & Resilence SAT-03 | e dutieni(2) When required by system changes: and(3) Annuatly 10
9 [thereafter.
FRMIGG2.076 Control Work Products _|[12c% 9eSi9nated work products of he financialresource management process Functional | Intersects with Defined Roles & HRS.03 ;Aeercszirr\‘\:lms ‘exist to define cybersecurity roles & responsibilities for all S
Idenmy and involve the relevant stakeholders of the financial resource Mechanisms exist to identify and ivolve pertinent stakehalders of criica
Imanagement process as plannex isms exist to identi involve pertinent riti
FRM:GG2.GP7 \dentify and Involve o s i Functional | Intersects Wit | Stakenolder identification & xq1.91 5 [rechnology Assets, Applications, Services and/or Data (TAASD) to support 5
Relevant Stakeholders Involvement :
lthe ongoing secure management of those assets
[Measure and control the financial resource management process against the Security, Compliance &
Measure and Control the o208 o o e process and take appropriate corective acton. : ; IMechanisms exist to provide a security, compliance and resilience controls
FRM:GG2.GP8 Process s s g thep Pprop! Functional | Intersects With Res"g"l‘éiém"ms CPL0Z  loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the financial resource management process
Objectively Evaluate bt tion. st . i . IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
FRM:GG2.GP9 ‘Adherence :granw;ﬁan(sgrocess description, standards, and procedures, and address non Functional Intersects With |Assessment Objectives (AO)| GOV-19.2 implementation of requirements, when available. 5
Review the actltes, tatus, and resuts of the inancial esource management [Mechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher [Process with higher level managers and resolve issues. i Steering Committee & [with business requirements through a steering committee or advisory board,
FRM:GG2.GP10 Level Managers Functional | Intersects With | - = program Oversight GOV-OLL lcomprised of key cybersecurity, data protec business executives, s
[which meets formally and on a regular basis.
[Financial resource management is institutionalized as a defined process.
FRMIGG3 Institutionalize a Defined 9 18 Institutional p Functional Subset Of Security, Compliance & Gov.o1  |[Mechanisms exist to faciltate the implementation of security, compliance 10
Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain the description of a defined financial resource, standardized Operat IMechanisms exist to identify and document Standardized Operating
FRM:GG3.GP1 Establish a Defined Process [management process Functional | Intersects with | °tepcerdized OBaling | ops.01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 5
Procedures (SOP)
lof day-to-day / assigned tasks.
[Collect financial resource management work products, measures, measurement
Collect results, an erived from planning and performing the i IMechanisms exist to produce work products (e.g., process artifacts) that
FRM:GG3.GP2 Information lprocess to support future use and improvement of the organization’s processes Functional | Intersects With Work Products CPL13 ldemonstrate the ability to comply with applicable requirements. s
land process assets.
N [The resource needs to staff the activities and tasks of the organization's Human Resources Security Mechanisms exist to faciltate the implementation of personnel security
HRM:SG1 Establish Resource Needs |racijience program and plan are dentified and satistied. Functional Subset Of HRs-01  [echant 10
HRM:SG1.5P1 Establish Baseline _[The staifing and sKil needs relative to the operational resilence management Functional Subset of | Human Resources Security | g 7 |Mechanisms exis to faciltate the implementation of personnel security 0
ies lsystem are ed. [controls.
Inventory Skills and Identify [The current skill set for operational resilience management is inventoried and Human Resources Security Mechanisms exist to faciltate the implementation of personnel security
HRM:SG1.5P2 Gaps lgaps in necessary skills are dentifi Functional Subset Of HRS-01  [echant 10
[Gaps Tn sKis necessary to meet operational resfience management needs are \dentify Critical Skils & IMechanisms exist to evaluate the critical security, compliance and resilience
HRM:SG1.5P3 Address Skill Deficiencies [addressed. Functional | Intersects With Y e HRS-13  [skills needed to support the organization's mission and identify gaps that 5
lexist.
[The acauiltion of saff to meet operational needs i performed With
’ | bject Remediate Identified Skills g IMechanisms exist to remediate critical skills deficiencies necessary to
HRM:SG2 Manage Staff Acquisition resilience objectives. Functional | Intersects With Deficiencies HRS13.1 | pport the organization's mission and business functions. s
HRM:SG2.5P1 Verify Suitability o~ |Candidate staff are evaluated for suitability against position requirements and Functional Subsetof | Human Resources Security | oc ) [Mechanisms exist to facilitate the implementation of personnel security 10
Candidate Staff s lcontrols.
[Employment agreements appropriate for the position and role are developed and
HRM:SG2.5P2 Establish Terms and | ol (0 Functional subsetof | Human Resources Security | o) [Mechanisms exist to facilitate the implementation of personnel security 10
Conditions of Employment Management lcontrols;
I —
HRMISG3 Manage Staff Performance n:v:ﬂ:g;formance of staff to support the organization'’s resilience program is Functional Subsetof | Human Resources Security | ag o7 Tuencﬁsmsms ‘exist to facilitate the implementation of personnel security 0
HRM:SG3.5P1 Establish Resilience as a Job|Resilience obligations for staff are . agreed to, and documented as| [ oo TS Defined Roles & HRs.03 |Mechanisms exist to define cybersecurity roles & responsibilities for all S
|conditions of lpersonnel.
Establish Resilience _ |Goals and objectives for supporting the organization’s resilience program are
h i y IMechanisms exist to communicate with users about their roles and
HRM:SG3.5P2 Perlurrgirec:“?:sals and e process. Functional | Intersects With User Awareness HRS-03.1 e ities to maintain a safe and secure working environment. 5
[Performance against goals and objectives is measured, achievements are . "
HRM:SG3.5P3 Measure and Assess and Corrective actions are identified and communicated. Functional SubsetOf | Human Resources Security | oc o1 [Mechanisms exist to facilitate the implementation of personnel security 10
Performanc Management lcontrols.
HRM:SG3.5P4 Establish Disciplinary _|A disciplinary process is established for staff who violate resilience policies. Functional Subset OF personnel Sanctions WRs.07 | Mechanisms exis to sanction personnel ailing to comply with established 0
Process |security policies, standards and proce
HRMSGA Manage Changes to _[Changes in the employment status of staff members in the organization are Functional Subset Of | Human Resources Security | g o7 [Mechanisms exist to facilitate the \mplementatlnn of personnel security 0
Status _|managed. lcontrols.
Manage Impact of Position [Administrative controls are established to sustain functions, obligations, and vital Human Resources Security [Mechanisms exist to facilitate the implementation of personnel security
HRM:SG4.5P1 Changes roles upon position changes or Functional Subset Of HRS-01  |controls. 10
HRM:SGA.SP2 Manage Access to Assets /:‘ca:::;et: and possession of organizational assets relative o position changesis | [ Subsetof | Foman Resources Security | g gy [Mechanisms existt facitate the implementation of personnel secuty 0
HRM:SG4.5P3 Manage Involuntary _[Administrative controls and procedures are established to manage the effects of | [ Subsetof | Fuman Resources Security | ps 7 |Mechanisms exis to faciliate the implementation of personnel security 0
[The operational resilience management system supports and enables
lachievement of the specific goals of the Human Resource Management process Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
HRM:GG1 Achieve Specific Goals  |area by transforming identifiable input work products to produce identifiable Functional Subset Of | pocilience Program (SCRP) | GO¥-01  |and resilience governance controls. 10
loutput work products,
[Perform the specific practices of the Human Resource Management process area Mechanisms exist to produce work products (e.g., process artfacts) that
¥ lto develop work products and provide services to achieve the specific goals of - .
HRM:GGL.GPL Perform Specific Practices o o coss arear provide servi e pecific g Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. >
[Perform the specific practices of the Human Resource Management process area " a securit vech + to facilitate the implementation of ! N
HRM:GG1.GP1 Perform Specific Practices |[to develop work products and provide services to achieve the specific goals of Functional Subset Of uman Resources SeCUnY | HRs-01 ochahisms exist to facllitate the implementation of personnel security 10
lthe process area. anagement lcontrols.
[Perform the specific practices of the Human Resource Management process area Standardized Operati [Mechanisms exist to identify and document Standardized Operating
HRM:GG1.GP1 Perform Specific Practices [to develop work products and provide services to achieve the specific goals of Functional Intersects With a;{;’gf‘ﬁes @%’:]‘"9 0PS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
lthe process area. Jof day-to-day / assigned tasks.
[Perform the specific practices of the Human Resource Management process area
lto develop work products and provide services to achieve the specific goals of IMechanisms exist to define business processes with consideration for
lthe process area. Jsecurity, compliance and resilience that determines: (1) The resulting risk to
’ y lorganizational operations, assets, individuals and other organizations; and(2)
HRM:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | PRM-06 118 e oS A0ere e Bee e e (efined busies processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
HRMAGG2 Institutionalize a Managed |Human resource management is institutionalized as a managed process Functional SubsetOf | Human Resources Security | g oy |Mechanisms exist to facilitate the implementation of personnel security o
Process lcontrols.
Establish Process [Establish and maintain governance over the planning and mance of the Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
r lhuman resource management process 2 X g
HRM:GG2.GP1 Governance u ! 9 P Functional Subset Of | pesilience Program (SCRP) | S©V01  land resilience governance controls, 10
HRMGG2.6P2 Pian the Process ;?;:2? and maintain the pian for performing the human resource Functional SubsetOf | FUman RESOUTCeS Secuity | | g g, [Mechanisms exist i facitate the implementation of prsonnel securty o
[Provide adequate resources for performing the human resource management -
lprocess, developing the work products, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
HRM:GG2.GP3 Provide Resources Functional Subset OF Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the human resource
HRM:GG2.GP4 Assign Responsibility | management process, developing the work products, and providing the services |  Functional Subset OF Defined Roles & HRs.03  [Mechanisms exist to define cybersecurity roles & responsibilities for all 10
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Notes

[Train the people performing or supporting the human resource management
lprocess as neede [Mechanisms exist to provide role-based security, compliance and resilience-
HRM:GG2.GPS Train People Functional SubsetOf | Compioneet hosiihce | saTos  [reated training:(1) Before authorizing access to the system or performing 10
8 P! P! ainin |assigned duties;(2) When required by system changes; and(3) Annually
9 fthereatter.
- Place designated work products of the human resource management process Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilties for all
HRM:GG2.GP6 Control Work Products |0 eee o e ok O . Functional | Intersects With HRS03  MechanieT 5
[dentify and involve the relevant stakeholders of the human resource e 1o entty and invalve pertinent stakeholders of ctca
; Imanagement process as planne lechanisms exist to identify and involve pertinent stakeholders of critical
HRM:GG2.GP7 e oy & P P Functional | Intersects with |Stakeholder identification & sqr.91 5 |rechnology Assets, Applications, Services and/or Data (TAASD) to support 5
lthe ongoing securé management of those assets.
Measure and Control the [t ararmine e e I o se pgainst the plan Security. Compliance & IMechanisms exist to provide a security, compliance and resilience controls
: for performing the process and take appropriate corrective action. - .
HRM:GG2.GP8 Process P g the pi ppropri Functional | Intersects With RES”‘OE;‘;;;Z’(‘”"‘S CPL02 5 ersight function that reports to the organization's executive leadership. 5
[Objectively evaluate adherence of the human resource management process
. Objectively Evaluate  |opnmet e mrocnn deseriation, sttt et oo e e mo : IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
HRM:GG2.GPY Cively Eval ogainst s ption, , and p ) Functional | Intersects With. |Assessment Objectives (A0)|  GOV-19.2 ~|echanieme existto uffize defined Assesement 5
Review the aciividies, SEatus, and resulf of e luman resource management Mechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher [Process with higher level managers and resolve issues. Steering Committee & |with business requirements through a steering committee or advisory board,
HRM:GG2.GP10 Level Managers Functional | Intersects With Program Oversight GOV-01.1 |y mprised of key cybersecurity, data protection and business executives, 5
|which meets formally and on a regular basis;
o s institutionalr A
HRMGG3 Institutionalize a Defined | ™" résOUTce management is institutionalized as a defined process. Functional subsetor | Security, Compliance & | ou o1 [Mechanisms exist to facilitate the implementation of security, compliance 0
Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain the description of a defined human resource management Standardized Operat IMechanisms exist to identify and document Standardized Operating
HRM:GG3.GP1 Establish a Defined Process process. Functional Intersects With a;r:('egfres &EO':]‘"Q OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Collect human resource management work products, measures, measurement
' Collect results, and derived from planning and performing the IMechanisms exist to produce work products (e.g., process artifacts) that
HRM:GG3.GP2 Information jprocess to support future use and improvement of the organization’s processes | Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. s
land process assets.
- [dentities are created to represent persons, objects, and entities that require 1dentity & Access Mechanisms exist to facilitate the implementation of identification and
1D:5G1 Establish Identities | woon oo Functional Subset OF o 1acor  [fechar faciltate 10
PPersons, objects, and entities that require access to organizational assets are Identity & Access Mechanisms exist to facilitate the implementation of identification and
ID:SGL.SPL Create identities [P0 SUeCtS S Functional Subset OF G 1acor  [fechar faciltate 10
Establish Identity _[The identity community is established and ented. Identity & Access Mechanisms exist to facilitate the implementation of identification and
ID:SG1.5P2 T muniy Functional Subset O o 1aco1  [fechar faciltate 10
P nssign Roles to dentities |0"92NZaoNaI Toles are establshed and assoclated with identities. Functional Subset of Identity & Access IAC.o1 [ Mechanisms exist to facilitate the implementation of Igentification and o
1AM) laccess controls.
- [dentities are managed to ensure they reflect the current environment of Identity & Access Mechanisms exist to facilitate the implementation of identification and
0:562 Manage identities |asqociated persons, objects, and entities. Functional Subset Of (1AM) A0 laccess controls. 10
Monitor and Manage _[Changes to identities are monitored for and managed Identity & Access Mechanisms exis o acilate the Implementaton o Gentication and
1D:5G2.5P1 ety Chorges Functional Subset Of o 1AC-01 tate 10
Periodically Review and _[Periodic review is performed to identify identities that are invalid Identity & Access echanisms exst 10 fam.me the Implementation of identification and
1D:5G2.5p2 Maintain dentities Functional Subset Of 1AM) 'ACO1  laccess management control 10
inconsistencies between the identity community and the persons, objects, and Identity & Access Mechanisms exist to fam.me the implementation of identification and
1D:5G2.5P3 Correct Inconsistencies |ontities they represent are correcte Functional Subset Of 1AM) 'ACO1  laccess management control 10
dentities for which need has expired or has been eliminated are deprovisioned. Identity & Access rechanfme oxet o aelTate T implementation of identification and
1D:5G2.5P4 Deprovision Identities Functional Subset Of ey AC0L e o o ool 10
[The operational resilience management system supports and enables
lachievement of the specific goals of the Identity Management process area by Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
1D:GG1 Achieve Specific Goals transfﬂ[rmmg identifiable input work products to produce identifiable output work | Functional Subset Of | 2 m (scRP) | GOV-0L e ence governance controls. ¥, compl 10
s.
PPerform the specific practices of the Identity Management process area to Mechanisms exit to produce work products (e.9, process artfacts) that
ldevelop work products and provide services to achieve the specific goals of the g
ID:GG1.GP1 Perform Specifc Practices ({evelop work p P pecific g Functional | Intersects With Work Products PLL3 o e ey o e e 5
o D T O Y faanagement process area o dentity & Access Mechanisms exist to facilitate the implementation of identification and
ldevelop work products and provide services to achieve the specific goals of the X
ID:GG1.GP1 Perform Specifc Practices ({evelop work p P pecific g Functional Subset Of e o) AC0L e o o catrale 10
PPerform the specific practices of the Identity Management process area to Standardized Operatin Mechanisms exist to identify and document Standardized Operating
ID:GG1.GP1 Perform Specific Practices [develop work products and provide services to achieve the specific goals of the | Functional | Intersects With oo hooy ™ | OPS-0L1  [procedures (SOP), or similar documentation, to enable the proper execution 5
process area Jof day-to-day / assigned tasks,
PPerform the specific practices of the Identity Management process area to
ldevelop work products and provide services to achieve the specific goals of the Mechanisms exist to define business processes with consideration for
process area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
06 |oraanizational operations, assets, individuals and other organizations; and(2)
ID:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definiion | PRM-06 [ '9anzationa) operations, e e oo ponanizations: a1 5
and revises the processes as necessary, until an achievable set of protection
Ineeds s obtained.
y institutionalize a Managed [identity management s institutionalized as a managed process. Identity & Access Mechanisms exist to facilitate the implementation of identification and
1P:6G2 Process Functional Subset Of 1AM 'AC01  laccess management controls. 10
[Estabiish and maintain governance over the planning and performance of the
Establish Process Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
identity management process. y. Compl y p y, compl
10:GG2.GP1 Governance ¥ manag P Functional Subset Of | pecilience Program (SCRP) | °V"01  [and resilience governance controls. 10
[Estabiish and maintain the plan for performing the identity management process. Igentity & Access Mechanisms exist to facilitate the implementation of identification and
1D:GG2.GP2 Plan the Process Functional Subset Of e AC01 e o o el 10
PProvide adequate resources for performing the identity management process,
ldeveloping the work products, and providing the services of the process. Security, Compliance & Mechanisms exist to address all capital planning and investment requests,
1D:GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the identity management
1D:GG2.6P4 Assign Responsibility _|process, developing the work products, and providing the services of the process,  Functional Subset Of Defined Roles & HRs.03  |Mechanisms exist to define cybersecurity roles & responsibiltes for all 10
Responsibilities lpersonnel.
[Train the people performing or supporting the identity management process as
ineeded. Role-Based Securiy, IMechanisms exist to provide role-based security, compliance and resilience-
g y related training:(1) Before authorizing access to the system or performing
1D:GG2.GPS Train People Functional subsetor | compliance & Resilience | - SAT-03 I o B e changss: ond(3) Armualy 10
9 [thereafter.
Place designated work products of the identity management process under ; Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all
1D:GG2.GP6 Control Work Products |7 e S9N e] WaTk PioCk Functional | Intersects With HRS-03  echean 5
identify and involve the relevant stakeholders of the identity management echanisms exist o dentify and invalve pertinent stakeholders of rtca
rocess as planned isms exst to identify and involve perti it
1D:GG2.GP7 ety and o | s Functional | Intersects with | takehoder identification & - as7.91 2 frechnology Assets, Applications, Services andor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
Measure and control the identity management process against the plan for Security, Compliance &
Measure and Control the ’ ; . IMechanisms exist to provide a security, compliance and resilience controls
erforming the process and take appropriate corrective action r "
10:GG2.GP8 Process s g thep Pprop! Functional | Intersects With | - Resilence ¢ ontrols P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the identity management process against its
Objectively Evaluate o, ot AL ; : Mechanisms exist o uiize deined Assessment Objecives (AO) to assess the
1D:GG2.6P9 ctively Eval Iprocess description, standards, and procedures, and address non-compliance. Functional | Intersects With |Assessment Obijectives (A0)|  GOV-19.2 ~[MeChanisme exstto utize defined Assessment 5
FReview the acfivies, status, and results of the identity management process Mechanisms exist to align security, compliance and resilience capabilties
Review Satus with Higher Wt higher evel managers and resolve issues ; Steering Committee & y it business requrements throush 3 steering commitee or advisory board,
10:6G2.GP10 Level Managers Functional | Intersects With | - = program Oversight GOV-OLL lcomprised of key cybersecurity, data pi and business executives, s
[Which meets formatly and on a regular basis.
identity management is institutionalized as a defined process.
10:6G3 Institutionalize a Defined ity 9 L Functional Subset Of Security, Compliance & Gov.or  |Mechanisms exist to faciltate the implementation of security, compliance 0
- Process Resilience Program (SCRP) land resilience governance controls.
[Estabiish and maintain the description of a defined identity management Standardized Operatin IMechanisms exist to identify and document Standardized Operating
1D:GG3.GP1 Establish a Defined Process [process. Functional | Intersects With R | OPs-01.1 |Procedures (SOP), or similar documentation, to enable the proper execution 5
Procedures (SOP)
Jof day-to-day / assigned tasks.
[Collct dentiy management work products, measures, measurement resuls,
Collect erived from planning and performing the process ’ IMechanisms exist to produce work products (e.q., process artifacts) that
1D:GG3.GP2 Information o SupporeTature se and Improvement of e organizstn s procecses ahd Functional | Intersects With Work Products CPL13 ldemonstrate the ability to comply with applicable requirements s
process assets
Establish the Incident __|The organizational process for 1dentifying, analyzing, responding to, and learing Incident Response IMechanisms exist to implement and govern processes and documentation to
IMC:SG1 Management and Control [from incidents is establishe Functional Subset Of nt Respo 1RO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
rocess Op lprotection-related incidents.
Planning is performed for developing and implementing the organization’s IMechanisms exist to implement and govern processes and documentation to
IMC:SGL.5P1 Plan for Incident incident management and control process, Functional Subset Of Incldent Response 1R0-01 [facilitate an organization-wide response capability for cybersecurity and data 10
9f Op lprotection-related incidents.
Staff are identified and assigned to the incident management plan. IMechanisms exist to implement and govern processes and documentation to
IMC:SG1.5P2 Assign Staff to the Incident Functional Subset Of Incldent Response 1R0-01 [facilitate an organization-wide response capability for cybersecurity and data 10
9e! P lprotection-related incidents.
(A process for detecting, reporting, triaging. and analyzing events is established [Mechanisms exist to generate, monitor, correlate and respond to alerts from
IMC:SG2 Detect Events and maintained Functional SubsetOf | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve 10
integrated situational awareness.
[Events are detected and reported. Mechanisms exist to generate, monitor, correlate and respond to alerts from
IMC:5G2.5P1 Detect and Report Events Functional SubsetOf | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve 10
integrated situational awareness.
[Events are logged and tracked from inception to disposition. Mechanisms exist to generate, monitor, correlate and respond to alerts from
IMC:5G2.5P2 Log and Track Events Functional SubsetOf | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve 10
integrated situational awareness.
[The process for collecting, documenting, and preserving event evidence is IMechanisms exist to perform digital forensics and maintain the integrity of
IMC:5G2.5P3 ollect, Document, and lestablished and manage Functional Subset OF hain of Custody & IR0-08  [the chain of custody, in accordance with applicable laws, regulations and 10
industry-recognized secure practices.
[Events are analyzed and triaged to sUPpOTt event resolution and incident
ldeclaration.
exist to cover:(1) ) Automated event detection or
IMC:SG2.5P4 Analyze and Triage Events Functional Subset O Incident Handling IRO-02  |manual incident report intake:(3) Analysis;(4) Containment;(5) Eradication; 10
land(6) Recovery.
incidents are declared and analyzed to SUPPOrt response planning
Declare and Analyze IMechanisms exist to cover(1) Preparation;(2) Automated event detection or
IMC:SG3 re and Analy Functional Subset O Incident Handling IRO-02  |manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 10
land(6) Recovery.
incidents are declared based on criteria that are established and maintained.
IMechanisms exist to cover(1) Preparation;(2) Automated event detection or
IMC:SG3.5P1 Declare Incidents Functional Subset O Incident Handling IRO-02  |manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 10
land(6) Recovery.
incidents are analyzed to support the development of an appropriate mncident
response.
IMechanisms exist to cover:(1) Preparation;(2) Automated event detection or
IMC:SG3.5P2 Analyze Incidents Functional Subset O Incident Handling IRO-02  |manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 10
land(6) Recovery.
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Notes

[The process for responding to and recovering from incidents is established.
IMechanisms exist to cover:(1) Preparation;(2) Automated event detection or
IMC:SG4 Resp"’r’;‘:r‘“"ni:‘:e:f;""e' Functional Subset Of Incident Handling IR0-02  |manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 10
land(6) Recovery.
incidents are escalated to the appropriate stakeholders for Input and resolution
IMechanisms exist to cover:(1) Preparation;(2) Automated event detection or
IMC:SG4.5PL Escalate Incidents Functional Subset OF Incident Handling IRO-02 | manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 10
land(6) Recovery.
[A response to  declared incident is developed and implemented to prevent or
limit organizational impact.
IMechanisms exist to cover(1) Preparation;(2) Automated event detection or
IMC:SG4.5P2 Develop Incident Response Functional Subset OF Incident Handling IR0-02 | manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 10
land(6) Recovery.
[A plan for the communication of incidents o relevant stakeholders and a process
ffor managing ongoing incident communications are established.
IMechanisms exist to cover:(1) Preparation;(2) Automated event detection or
IMC:SG4.5P3 Communicate Incidents Functional Subset OF Incident Handling IR0-02  |manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 10
land(6) Recovery.
incidents are closed after relevant actions have been taken by the organization
IMechanisms exist to cover(1) Preparation;(2) Automated event detection or
IMC:SG4.5P4 Close Incidents Functional Subset OF Incident Handling IR0-02  |manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 10
land(6) Recovery.
[Lessons learned from identifying, analyzing, and responding £o incidents are oot Cause Analysis (RCA) IMechanisms exist to incorporate lessons learned from analyzing an
IMC:SG5 Establish Incident Learning |translated '”lo aﬂ‘OnS to improve strategies for protecting and sustaining Functional Subset Of & Lessons Leyamed IRO-13 [resolving cybersecurity and data protection incidents to reduce the likelihood 10
Jservices and a Jor impact of future incidents.
[Post-incident review s performed o determine underlying causes IMechanisms exist to incorporate lessons learned from analyzing an
IMC:5GS.5P1 Perform Post Incident Functional Subsetof | RootGause Analysis (RCA) | 1r0-13 |resolving cybersecurity and data protection incidents to reduce the likelihood 10
Jor impact of future incidents
[The lessons learned from incident management are analyzed and transiated into IMechanisms exist to incorporate lessons learned from analyzing an
IMC:5GS5.5P2 Translate Experience to.limprovements. Functional Subsetof | RootGause Analysis (RCA) | 1R0-13  |resolving cybersecurity and data protection incidents to reduce the likelinood 10
o Jor impact of future incidents
[The operational resilience management system supports and enables
lachievement of the specific goals of the Incident Management and Control Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
IMC:GG1 Achieve Specific Goals |process area by transforming identifiable input work products to produce Functional Subset Of | pesilience Program (SCRP) | S©V01  land resilience governance controls. 10
identifiable output work products
PPerform the specific practices of the Incident Management and Control process Mechanisms exit o produce work products (.9, process artfacts) that
! larea to develop work products and provide services to achieve the specific goals g
IMC:GG1.GP1 Peform Specifc Practices |ore2 (0 develop work P pecific g Functional | Intersects With Work Products R ER Wil A melitiy 5
PPerform the specific practices of the Incident Management and Control process Incident Response IMechanisms exist to implement and govern processes and documentation to
IMC:GG1.GP1 Perform Specific Practices [area to develop work products and provide services to achieve the specific goals Functional Subset Of o em‘oﬁs IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
Jof the process area, P protection-related incidents.
PPerform the specific practices of the Incident Management and Control process Standardized Operat IMechanisms exist to identify and document Standardized Operating
IMC:GG1.GP1 Perform Specific Practices [area to develop work products and provide services to achieve the specific goals | Functional Intersects With a;r;'e“’fres “;EO’;]‘"D OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof the process area. Jof day-to-day / assigned tasks,
PPerform the specific practices of the Incident Management and Control process
larea to develop work products and provide services to achieve the specific goals Mechanisms exist to define business processes with consideration for
lof the process area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
. 06 |oraanizational operations, assets, individuals and other organizations; and(2)
IMC:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definiion | PRM-06 ["'9anizationa) aperations, assets, Idviduale and ot organizarions: a1 5
and revises the processes as necessary, unti an achievable set of protection
Ineeds s obtained.
incident management and control s institutionalized as a managed process. Mechanisms exist to implement and govern processes and documentation to
IMC:GG2 nstitutionalize  Managed Functional Subset Of Incident Response IRO-01 |facilitate an organization-wide response capability for cybersecurity and data 10
P jprotection-related incidents
Establish Process | ooy and Maintain governance over the planning and performance of the Security, Compliance & Mechanisms exist to facitate the implementation of securiy, complance
incident management and control process. curity, X g
IMC:GG2.GP1 Governance o P Functional Subset Of | gesilience Program (SCRP) | S©V"1land resilience governance control 10
[Estabiish and maintain the plan for performing the incident management and Incident Response IMechanisms exist to implement and govern processes and documentation to
IMC:GG2.GP2 Plan the Process  [control process. Functional Subset Of dont Respo IRO-01 |[facilitate an organization-wide response capability for cybersecurity and data 10
P pprotection-related incidents
Provide adequate resources for performing the incident management and control
Iprocess, developing the work products, and providing the services of the process. Security, Compliance & Mechanisms exist to address all capital planning and investment requests,
IMC:GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the incident management and
IMC:GG2.GP4 Assign Responsibility |control process, developing the work products, and providing the services of the |  Functional Subset Of Defined Roles & HRs-03  [Mechanisms exist to define cybersecurity roles & responsibilities for all 10
orocess Responsibilities personnel.
[Train the people performing or supporting the incident management and control
process as needet Role.Based Securlt, IMechanisms exist to provide role-based security, compliance and resilience-
g y related training:(1) Before authorizing access to the system or performing
IMC:GG2.GP5 Train People Functional subserof | complance & Resilence | SAT-03 g e avstem changes: andlG) Amnualy 10
9 [thereafter.
Place designated work products of the incident management and control process Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilties for all
IMC:GG2.GP6 Control Work Products |06 00 o o of cantro Functional | Intersects With ¢ HRS-03 | el 5
identify and involve the relevant stakeholders of the Incident management and roch 1o ety and invalve pertinent stakeholders of rtica
lcontrol process as planned lechanisms exist to identify and involve pertinent stakeholders of critical
IMC:GG2.GP7 \dentify and Involve i P Functional | Intersects Wit | Stakenolder identification & xq1.91 5 [rechnology Assets, Applications, Services and/or Data (TAASD) to support 5
Relevant Stakeholders Involvement ¢
lthe ongoing secure management of those assets
Measure and control the incident management and control process against the Security, Compliance &
Measure and Control the |31 o parormaing the procese and taks anmronriate cometive setion A . Mechanisms exist to provide a security, compliance and resilience controls
1MC:GG2.GP8 Process s P g thep Pprop! Functional | Intersects With | - Resijence controls P02 loversight function that reports to the organization's executive leadership. >
[Objectively evaluate adherence of the incident management and control process
Objectively Evaluate o il : : echanisms exist o utiize defned Assessment Objectives (AO) to assess the
IMC:GG2.GP9 ‘Adherence :g;\;ﬁangfocess description, standards, and procedures, and address non. Functional | Intersects With |Assessment Objectives (AO)|  GOV-19.2 finoje e ntation of requirements, when available. 5
Review the activities, status, and results of the incident management and control Mechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher [Process with higher level managers and resolve issues. Steering Committee & it business requrrements through a steering commitee or advsory board,
IMC:6G2.GP10 Level Managers Functional | Intersects With | - “pr59ram Oversight GOV-OLL lcomprised of key cybersecurity, data pi and business executives, s
[ahich meets formatly and on a reguiar basis.
incident management and control s institutionalized as a defined process.
MCiGG3 Institutionalize a Defined 9 15 Institutional p Functional Subset Of Security, Compliance & Gov.o1  |Mechanisms exist to faciltate the implementation of security, compliance 10
Process Resilience Program (SCRP) land resilience governance controls.
[Estabiish and maintain the description of a defined incident management and Standardized Operat IMechanisms exist to identify and document Standardized Operating
IMC:GG3.GP1 Establish a Defined Process [control process. Functional | Intersects with | °'epcerdized OBraling | ops.01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 5
Procedures (SOP)
Jof day-to-day / assigned tasks.
[Collect incident management and control work products, measures,
Collect sults, and ir derived from planning and " [Mechanisms exist to produce work products (e.g., process artifacts) that
IMC:6G3.GP2 Information lperforming the process to support future use and improvement of the Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements s
lorganization’s processes and process assets.
Establish and Prioritize _[Information assets are prioritized to ensure the resiience of high-value services Mecharlsms exist o aciltate an IT Asset Hanagement (TAH) progarn to
KIM:SG1 e et thesy are wae Functional Subset Of Asset Governance ASTOL e e e s 10
; Information asses are piarized efatve to their Importance n supporting the Mechanisms exit to facitate an T Asset Managemenl (ITAM) program to
KIM:SG1.5P1 Priortize Information ASsets|fuvary of hiomvalue semices Functional Subset Of Asset Governance ASTOL e e e e s 10
Categorize Information Infurmanon assets that support high-value services are categorized as to their Mechanisms exist to facmta[e an T Asset Managemenl (ITAM) program to
KIM:SG1.5P2 e e ity Functional Subset Of Asset Governance ASTOL [Hecniere e e 10
[Administrative, technical, and physical Controls for information assets are
identified. implemented, monitored, and managed IMechanisms exist to compel data andfor process owners to select required
KIM:SG2 Protect Information Assets Functional Subset Of Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 10
|Application and/or Service (TAAS) under their control.
Resilience requirements that have been defined are assigned to information
Assign Resilience [ IMechanisms exist to ensure security, compliance and resilience are designed
KIM:SG2.5P1 Requirements to Functional | Intersects With |  Resilience Capabilities | SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
Information Assets lor software); and(2) Intentional attack or circumvention.
[Administrative, technical, and physical Controls that are required to meet the
Establish and Implement [Sstablished redilience reguirerents are identifed and impléments Mechanisms exist to compel data andjor process owners to select required
KIM:SG2.5P2 e Functional Subset Of Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 10
|Application and/or Service (TAAS) under their control.
[Operational
KIM:sG3 Manage Information Asset fisks to assets are Identified and managed Functional | Intersects With | Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external. 5
KIM:SG3.5P1 Identify and Assess  |Risks to information assets are periodically identified and assessed Functional | Intersects With K Identification RSK-03  [Mechanisms exist to identify and document risks, both internal and external. 5
Information Asset Risks
address Information Aseet |15k TESPONSE plans for fisks to information assets are developed and Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
KIM:SG3.5P2 forme implemente Functional | Intersects With | Risk Treatment Plan (RTP) |  RSK-06.4 [stakeholders will utilize to remediate identified risks according to a defined 5
ftimeline.
Wanage Y and privacy of fon assets are
d. § . .
KIM:SG4 o breacy, [manage Functional Subset Of Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 10
X i T i - -
KIM:SG4.5P1 e O D el Wecimure, 10 Iformation assets to ensure confidentially | gyncyjona) Subset Of Data Protection DCH-01 [ Mechanisms exist to facilitate the implementation of data protection controls. 10
KIM:SG4.5P2 Control Accessto  [hccess controls are developed and implemented to limit access to information Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
KIM:SG4.5P3 C““"°‘D"“S':;’$;‘:" Asset [The means for disposing of information assets are controlled. Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
KIM:SGS Manage Information Asset [The Integrity of information assets to support high-value services Is managed. Functional Subset Of Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 10
KIM:SGS.5P1 Control Modification of [The modification of information assets is controlled Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
KIM:SGS.5P2 Manage Information Asset |information asset baselines are created and changes are managed Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
KIM:SGS.SP3 Verify Validity of Information|corro!® o€ implemented to sustain the validity and reliabllity of information Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
KIM:SG6 Ma“ageﬂ“:’;“’lgjft‘;’" Asset [The availability of information assets to support high-value services is managed. | ¢ iona) Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
ertorm informan Figh-value information assets are backed Up and retained o SUPPOTt services
KIM:SG6.5P1 orm Information  lyhen needed. Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls.| 10
Duphéation and Retention
KIM:SG6.5P2 Ma"“fﬂgf:g';:"“”a‘ Iine organizational and intellectual knowledge of staff s identified and Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls.| 10
[The operational resilience management system supports and enables
jachievement of the specific goals of the Knowledge and Information Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
KIM:GG1 Achieve Specific Goals  |Management process area by transforming identifiable input work products to Functional Subset Of | pocilience Program (SCRP) | GO¥-01  |and resilience governance controls. 10
produce identifiable output work products.
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Notes

[Perform the specific practices of the Knowledge and Information Management Mechanisms exist o produce work products (e.g., process artifacts) that
KIM:GGL.GP1 Perform Specific Practices |process area to develop work products and provide services to achieve the Functional | Intersects With Work Products cPL13 5
P [6pecific goals of the process area. |[demonstrate the ability to comply with applicable requirements.
[Perform the specific practices of the Knowledge and Information Management
KIM:GG1.GP1 Perform Specific Practices |process area to develop work products and provide services to achieve the Functional Subset Of Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls.| 10
|specific goals of the process area.
[Perform the specific practices of the Knowledge and Information Management Standardized Operatin IMechanisms exist to identify and document Standardized Operating
KIM:GG1.GP1 Perform Specific Practices [process area to develop work products and provide services to achieve the Functional Intersects With ama(edfms 12%:) 9 0PS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
|specific goals of the process area. Jof day-to-day / assigned tasks.
[Perform the specific practices of the Knowledge and Information Management
lprocess area to develop work products and provide services to achieve the IMechanisms exist to define business processes with consideration for
Ispecific goals of the process area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
y lorganizational operations, assets, uals and other organizations; and(2)
KIM:GGL.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | PRM-06 [118er oS A0erE o, Bes e tefined busiese processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
KIM:GG2 Institutionalize 2 Managed ;;‘:(";'::ge and information management is institutionalized as a managed Functional Subset OF Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls.| 10
Establish Process  |orani o maintain governance over the planning and performance of the Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
knowledge and information management process. 2 X g
KIM:GG2.GP1 Governance o 9 P Functional Subset Of | pesilience Program (SCRP) | S©V01  land resilience governance controls. 10
KIM:GG2.GP2 Plan the Process [Establish and maintain the plan for performing the knowledge and information Functional Subset OF Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls.| 10
[Provide adequate resources for performing the knowledge and information -
Imanagement process, developing the work products, and providing the services Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
KIM:GG2.GP3 Provide Resources  |of the process. Functional Subset OF Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the knowledge and information
KIM:GG2.GP4 Assign Responsibility ~ [management process, developing the work products, and providing the services Functional Subset Of ';Eﬁ"ﬂd Roles & HRs.03  |[Mechanisms exist to define cybersecurity roles & responsibilities for all 10
lof the process esponsibilities lpersonnel.
[Train the people performing or supporting the knowledge and information
Imanagement process as neede IMechanisms exist to provide role-based security, compliance and resilience-
KIM:GG2.GP5 Train People Functional SubsetOf | Compiance & Resiience | samo3  [elted trainingi(l) Before autharzing access (o the system or performing 10
- P P raini |assigned duties;(2) When required by system changes; and(3) Annually
raining
lthereafter.
[Place designated work products of the knowledge and information management Defined Roles & [Mechanisms exist to define cybersecurity roles & responsibilities for all
KIM:GG2.GP6 Control Work Products o rocess under appropriate levels of control Functional | Intersects With Responsibilities HRS-03lpersonnel. s
ldentify and involve the relevant stakeholders of the knowledge and information e o dentify and involve pertinent stakeholders of critcal
Imanagement process as plannex lechanisms exist to identify and involve pertinent stakeholders of critica
KIM:GG2.GP7 A oy 9 P P Functional | Intersects with | Stokehoder identification &\ as7.91 5 ITechnology Assets, Applications, Services andfor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
[Measure and control the knowledge and information management process Security, Compliance &
Measure and Control the . IMechanisms exist to provide a security, compliance and resilience controls
lagainst the plan for performing the process and take appropriate corrective , b Y, comp
KIM:GG2.GP8 Process g s P 9 the P Pprop) Functional | Intersects With Res"gcg;gf\?”“ P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the knowledge and information management
Objectively Evaluate |50 cces ¥ TN e ocess description, standards, and procedures. and address . IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
KIM:GG2.GP9 Aharenca process againstts ption, . and p 3 Functional | Intersects With |Assessment Objectives (A0)|  GOV-19.2 ~ [iEEiEREns Cre e e e avallable 5
Review the atctlvmeS. statlhushv a:d f‘esu\‘ls of the kﬂow:ffige ‘and information Mechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher [management process with higher level managers and resolve issues. Steering Committee & [with business requirements through a steering committee or advisory board,
KIM:GG2.GP10 evel Managers Functional | Intersects With Program Oversight GOV-0L1 comprised of key cybersecurity, data protection and business executives, s
[which meets formally and on a regular basis.
[Knowledge and information management is institutionalized as a defined
KIM:GG3 Institutionalize a Defined [orocacy Functional Subset Of Security, Compliance & Gov-o1  [Mechanisms exist to facilitate the implementation of security, compliance 10
g Process Resilience Program (SCRP) land resilience governance controls.
[EStabilsh and maintain the description of a defined knowledge and information Standardized Operat IMechanisms exist to identify and document Standardized Operating
KIM:GG3.GP1 Establish a Defined Process [management process. Functional | Intersects With ﬂ,’,‘r:c'e“’fms ‘290’;]‘"9 0PS-01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Collect knowledge and information management work products, measures,
Collect results, and i derived from planning and Mechanisms exist to produce work products (e.g., process artifacts) that
KIM:GG3.GP2 Information jperforming the process to support future use and improvement of the Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. s
lorganization’s processes and process assets
Align Measurement and |neoge rernent objectives and activities are aligned with identified information IMechanisms exist to develop, report and monitor Security, Compliance &
Ineeds and objectives. X g
MA:SGL ‘Analysis Activities g Functional | Intersects With | Measures of Performance | GOV-05lgcgijience Program (SCRP) measures of performance s
Establish Measurement  [neoseement objectives are established and maintained based on information IMechanisms exist to develop, report and monitor Security, Compliance &
: Ineeds and objectives. X .
MA:SG1.5P1 Objectives i Functional | Intersects With | Measures of Performance | - GOV-05  Reciates B e LoD e e e tormance 5
[The measures necessary to meet measurement objectives are established. echanisms exist t develop, report and menltor Securlty, Compllance &
MA:SG1.5P2 Specify Measures Functional | Intersects With | Measures of Performance | - GOV-05  Reqiates S e LoD e e tormance 5
[The techniques for collecting and storing measurement data are specified.
Specify Data Colection and y IMechanisms exist to develop, report and monitor Security, Compliance &
MA:SG1.5P3 Storage Procedures Functional | Intersects With | Measures of Performance | GOV-05  Rediates o L0 CeE oD, e e rtormance 5
[The techniques for analysis and reporting are specified.
y IMechanisms exist to develop, report and monitor Security, Compliance &
MA:SG1.5P4 Specify Analysis Procedures Functional | Intersects With | Measures of Performance | - GOV-05  Rediates e e SeE oD e e artormance. 5
[Measurement results, which address identified information needs and objectives,
Provide Measurement Mechanisms exist to develop,report and monitor Security, Compliance &
are provided. X
MA:SG2 Resuie pr Functional | Intersects With | Measures of Performance |  GOV-05 ence Program (SCRP) mensures of parformance. 5
IMeasurement data is collected consistent with measurement objectives. Mechanisms exist to develop, report and manltor Securlty, Compliance &
MA:SG2.5P1 Collect Measurement Data Functional | Intersects With | Measures of Performance | GOV-05  Reqiates et 10 SeiE b o e artormance 5
IMeasurement data is analyzed against measurement objectives.
i y Mechanisms exist to develop,report and monitor Security, Compiiance &
MA:SG2.5P2 Analyze Measurement Data Functional | Intersects With | Measures of Performance | GOV-05 once Program (SCRP) mensures of performance. 5
Measurement data, analyses, and results are stored IMechanisms exist to develop, report and monitor Security, Compliance &
MA:SG2.5P3 Store Data and Results Functional | Intersects With | Measures of Performance | - GOV-05  Reqiates et i SeiE oD e o artormance 5
[The results of measurement and analysis activities are communicated to relevant| Wechemsms it o deulo, et and mniorSecrty, Complance &
MA:SG2.5P4 Results. Functional | Intersects With | Measures of Performance |  GOV-05 once Program (SCRP) measures of performance. 5
[The operational resilience management system supports and enables
lachievement of the specific goals of the Measurement and Analysis process area Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
MA:GG1 Achieve Specific Goals |y transforming identifiable input work products to produce identifiable output Functional Subset Of RES‘..MQ‘/E pmgrzm (scrp) | GOV-OL g resilience governance controls. s ¥, comp 10
[work products
[Perform the specific practices of the Measurement and Analysis process area to Mechanisms exist to produce work products (€.3, process artiacts) that
i |develop work products and provide services to achieve the specific goals of the i .
MA:GG1.GP1 Perform Specific practices. develop workp P pecific g Functional | Intersects With Work Products P13 atrate the abilley to comply with applicanie fequirements. 5
[Perform the specific practices of the Measurement and Analysis process area to Mechanisms exist to develop, report and monitor Security, Compliance &
. i |develop work products and provide services to achieve the specific goals of the i X
MA:GG1.GP1 Perform Specific practices.develop work P pecific g Functional | Intersects With | Measures of Performance | - GOV-05  Rediates e e SeE oD e o artormance. 5
[Perform the specific practices of the Measurement and Analysis process area to Standardized Operat IMechanisms exist to identify and document Standardized Operating
MA:GG1.GP1 Perform Specific Practices (develop work products and provide services to achieve the specific goals of the Functional Intersects With agr;'m\jzuems &%rglmg OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
lprocess area lof day-to-day / assigned tasks.
[Perform the specific practices of the Measurement and Analysis process area to
|develop work products and provide services to achieve the specific goals of the IMechanisms exist to define business processes with consideration for
lprocess area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
’ y lorganizational operations, assets, individuals and other organizations; and(2)
MAGG1.GPL Perform Specific Practices Functional | Intersects With | Business Process Definition | PRM-06 000820t o e, Bee e, et businese processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
- and analysis is as a managed process.
Institutionalize a Managed y Mechanisms exist to develop, report and manitor Securiy, Compliance &
MA:GG2 nalize 3 Functional | Intersects With | Measures of Performance | GOV-05 e o o 0 oD e T 5
[Establish and maintain governance over the planning and performance of the .
Establish Process Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
. tand anal X
MAGG2.GPL Governance [measurement and analysis process. Functional Subset Of | pesilience Program (SCRP) | ®©V"01  land resilience governance controls: 10
[Establish and maintain the plan for performing the measurement and analysis
§ i y IMechanisms exist to develop, report and monitor Security, Compliance &
MA:GG2.GP2 Plan the Process lprocess. Functional | Intersects With | Measures of Performance | GOV-05 g e o o oD e T mance 5
[Provide adequate resources for performing the measurement and analysis
. lprocess, developing the work products, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
MA:GG2.GP3 Provide Resources Functional Subset Of esilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the measurement and analysis
MA:GG2.GP4 Assign Responsibility |process, developing the work products, and providing the services of the process.|  Functional Subset OF Defined Roles & HRs.03  |Mechanisms exist to define cybersecurity roles & responsibilites for all 10
Responsibilities lpersonnel.
[Train the people performing or supporting the measurement and analysis
[process as needed. IMechanisms exist to provide role-based security, compliance and resilience-
MAGG2.GP5 Train Peopl Functional subset Of | Cole-Based Security, .03 |elated training:(1) Before authorizing access to the system or performing 10
ain People unctional ubse ompl aﬁ;m esilience lassigned duties;(2) When required by system changes; and(3) Annually
9 fthereatter.
; [Place designated work products of the measurement and analysis process under . Defined Roles & [Mechanisms exist to define cybersecurity roles & responsibilities for all
MA:GG2.GP6 Control Work Products |20 SEa T el ool Functional | Intersects With HRs-03  [PEChneT 5
dentify and involve the relevant stakenolders of the measurement and analysis ech to 1dentiy and involve pertient stakehorders of crtica
rocess as planned lechanisms exist to identify and involve pertinent stakeholders of critical
MA:GG2.GP7 Rentify and invotve P P! Functional | Intersects with | Stekeholder identification &\ sc7.91 5 Irechnology Assets, Applications, Services andor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
[Measure and control the measurement and analysis process against the plan for Security, Compliance &
MAGG2.GP8 Measure and Control the.|ocricrming the process and take appropriate correctve action Functional | Intersects With L omplance CpLoz  [Mechanisms exist to provide a security, compliance and resiience controls 5
rocess Oversight loversight function that reports to the organization's executive leadership.
[Objectively evaluate adherence of the measurement and analysis process " "
; Objectively Evaluste |against s process descripton, standards, and procedures, and address non- y IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
MA:GG2.GPY cively ogainet s b iption, . and procedures, Functional | Intersects With |Assessment Objectives (A0)|  GOV-19.2 ~ [1SCaREs EXeLte e el 5
Review lheﬂf;ﬁvr““esl, sta‘lusv and feswf’s of tfl‘e measurement and analysis [Mechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher [Process with higher level managers and resolve issues. Steering Committee & |with business requirements through a steering committee or advisory board,
MA:GG2.GP10 Level Managers Functional | Intersects With Program Oversight GOV-01.1 |y mprised of key cybersecurity, data protection and business executives, 5
[which meets formally and on a regular basis.
] i i
MAGG3 Institutionalize a Defined and analysis is as a defined process. Functional Subset OF Security, Compliance & Gov.or  [Mechanisms exist to facilitate the implementation of security, compliance 10
Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain the description of a defined measurement and analysis Standardized Operati IMechanisms exist to identify and document Standardized Operating
MA:GG3.GP1 Establish a Defined Process [process. Functional Intersects With a;ma('e"f;es &%’;l‘"g OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
lof day-to-day / assigned tasks.
[Collect measurement and analysis work products and improvement information
; Collect Improvement  [derived from planning and performing the process to support future use and IMechanisms exist to produce work products (e.q., process artifacts) that
MA:GG3.GP2 processes and process assets. Functional | Intersects With Work Products CPL13  liemonstrate the ability to comply with applicable requirements. 5
§ Establish and Maintain a_|A program for identifying, recording, collecting, and reporting important [Mechanisms exist to facilitate the implementation of enterprise-wide
MON:SG1 Monitoring Program __resilience s established and mainta Functional Subset Of Continuous Monitoring MON-01 |monitoring controls. ©
Establish a Monitoring _|A program for identifying, collecting, and distributing monitoring information is [Mechanisms exist to facilitate the implementation of enterprise-wide
MON:SG1.5P1 ot pepelitt Al Functional Subset OF Continuous Monitoring MoN-01 [T ol 10
[The organizational and external entities that rely upon information collected from [Mechanisms exist to facilitate the implementation of enterprise-wide
MON:SG1.5P2 Identify Stakeholders  |i® TSR P00 fane are dentified Functional Subset OF Continuous Monitoring MoN-01 [T S rols. 10
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Notes

Establish Monitoring

[The requirements for monitoring operational resilience management processes

STR
Relationship

[Mechanisms exist to facilitate the \mplementatlon of enterprise-wide

Level Managers

Program Oversight

|comprised of key cybersecurity, data protection and business executives,
[which meets formally and on a regular basis.

MON:SGL1.5P3 e ey e Leaeme Functional Subset OF Continuous Monitoring | MON-01 _[Hechanions exist (o 10
Analyze and Prioritize  [omuior"d fequirements are analyzed and prioritized to ensure they can be IMechanisms exist to facilitate the implementation of enterprise-wide
satisfied. ¥ -
MON:SG1.5P4 e oz s [P Functional Subset OF Continuous Monitoring | MON-01 [Hchanions et 10
oNSe2 perform Monitoring _|TNE MOTIEOTNg process s performed throughout the enterprise ronctionan Subset OF Continuous Moritorng | MON-01_[/charams XSt acliate the plemertation of enterprise wide o
Establish and Maintain _|A monitoring infrastructure commensurate with meeting monitoring Mechanisms exist to facilitate the implementation of enterprise-wide
MON:SG2.5P1 Monitoring Infrastructure |requirements is established and maintained Functional Subset Of Continuous Monitoring | MON-01 |onitoring controls. ©
[The standards and parameters for collecting information and managing data are
Establish Collection Mechanisms exist to facilitate the implementation of enterprise-wide
lestablished. ¥
MON:SG2.5P2 St e e Functional Subset OF Continuous Monitoring | MON-01 [HEChanions et 10
Collect and Record __[Information relevant to the operational resilience management system is Mechanisms exist to facilitate the implementation of enterprise-wide
MON:SG2.5P3 ect and hec o e revart oo Functional Subset OF Continuous Monitoring | MON-01 [Hechanions sk 10
[—— Distribute Information [CONECted and recorded nformation 1s distrbuted to appropriate stakeholders ronctionat P Continuous Monitoring | MON-01_|echanisms exist o faciitate the implementation of enterprise-wide o
Imonitoring controls.
[The operational resilience management system supports and enables
achievement of the specific goals of the Monitoring process area by transforming Security, Compliance & Mechanisms exist to faciitate the implementation of security, compliance
MON:GG1 Achieve Specific Goals input work products to produce identifiable output work products. Functional Subset Of | pecilience Program (SCRP) | GOV-01  |and resilience governance controls. 10
PPerform the specific practices of the Monitoring process area to develop work Mechanisms exit to produce work products (e.9, process artfacts) that
roducts and provide services to achieve the specific goals of the process area -
MON:GG1.GP1 Perform Specific Practices [P 2 pecific g P Functional | Intersects With Work Products P e e by o corm e S Fao e, 5
PPerform the specific practices of the Monitoring process area to develop work e o Tactate the rementation of emt .
MON:GG1.GP1 Perform Specific Practices [products and provide services to achieve the specific goals of the process area Functional Subset Of Continuous Monitoring MON-01 mi;[;)’;:f‘r;i::[‘fo‘: acilitate the implementation of enterprise-wide 10
lPerform the specific practices of the Monitoring process area to develop work Sondarained Operat IMechanisms exist to identify and document Standardized Operating
MON:GG1.GP1 Perform Specific Practices [products and provide services to achieve the specific goals of the process area. Functional | Intersects With P e Resai™® | 0Ps-01.1  |procedures (SOP), or similar documentation, to enable the proper execttion 5
Jof day-to-day / assigned tasks.
PPerform the specific practices of the Monitoring process area to develop work
products and provide services to achieve the specific goals of the process area Mechanisms exist to define business processes with consideration for
lsecurity, compliance and resilience that determines:(1) The resulting risk to
o6 |oraanizational operations, assets, individuals and other organizations; and(2)
MON:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | PRI06 |00 2atione oD a0 2, e o retes oocesone 5
and revises the pracesses as necessary, until an achievable set of protection
Ineeds s obtained.
- Institutionalize a Managed [Monitoring is institutionalized as a managed process. Mechanisms exist to facilitate the implementation of enterprise-wide
MON:GG2 alize 2 Functional Subset Of Continuous Monitoring | MON-01 [Mecranions exist to 10
[Estabiish and maintain governance over the planning and performance of the
Establish Process Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
Imonitoring process. y
MON:GG2.GPL Governance 9P Functional Subset Of | gesilience Program (SCRP) | ©©V"01 land resilience governance controls, 10
[p—— oran the Process _|FStaDIISh and maimtain the plan for performing the monitoring process. ronctionat —— Continuous Monitoing | MoN01 _|echanems @i o faciate he mplementaton of nterprisewide o
Provide adequate resources for performing the monitoring process, developing
lthe work products, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
MON:GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the monitoring process,
MON:GG2.GP4 Assign Responsibility _|developing the work products, and providing the Services of the process, Functional Subset Of Defined Roles & HRs.03  |Mechanisms exist to define cybersecurity roles & responsibiltes for all 0
Responsibilities personnel.
[Train the people performing or supporting the monitoring process as needed.
Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security,
g o3 |related training:(1) Before authorizing access to the system or performing
MON:GG2.GP5 Train People Functional subsetof | complance & Resilence | SAT-03 g e cvstem changes: andl3) Amnualy 10
9 [thereafter.
Place designated work products of the monitoring process under appropriate Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all
MON:GG2.GP6 Control Work Products [ ag: 459721 Functional | Intersects With e ios HRS-03  [echanien 5
identify and involve the relevant stakeholders of the monftoring process as . 1o ety and invalve pertinent sakeholders of rtica
Janned lechanisms exist to identify and involve pertinent stakeholders of critical
MON:GG2.GP7 e G oy s Functional | Intersects with | takehoder identification &\ as7.91 3 Irechnology Assets, Applications, Services andfor Data (TAASD) to support 5
lthe ongoing secure management of those assets
Measure and control the monitoring process against the plan for performing the Security, Compliance &
Measure and Control the . IMechanisms exist to provide a security, compliance and resilience controls
rocess and take appropriate corrective action. y
MON:GG2.GP8 Process s Pprop! Functional | Intersects With | Resifence Controls P02 loversight function that reports to the organization's executive leadership. s
Objectively evaluate adherence of the monitoring process against Its process
Objectively Evaluate  |qorerition. ctandorde. mnd proretures and adirent nomcapelio o : IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
MON:GG2.GP9 Cvely Eva ption, . and p ) p Functional | Intersects With |Assessment Objectives (A0)|  GOV-19.2 ~[chanisme exitto utilze defined Assessmient 5
Feviw e aeiles sutus, and Tesuts o e morEon process Wi Figher Mechanisms exist to align securlty, compliance and resiience capabiliies
. Review Status with Higher [[vel managers and resolve issues Steering Committee & Jwith business requirements through a steering committee or advisory board,
MON:GG2.GP10 Level Managers Functional | Intersects With | - “pr59ram Oversight GOV-OL1 lcomprised of key cybersecurity, data protection and business executives, s
|which meets formally and on a regular basis:
Monitoring is institutionalized as a defined process.
MON:GG3 Institutionalize a Defined itoring is institutionaliz P Functional Subset Of Security, Compliance & Gov.or  [Mechanisms exist to faciltate the implementation of security, compliance 10
- Process Resilience Program (SCRP) land resilience governance controls.
[Estabiish and maintain the description of a defined monitoring process. Standardized Operatim Mechanisms exist to identify and document Standardized Operating
MON:GG3.GP1 Establish a Defined Process Functional | Intersects With Proceturas (op) | OPS-011  |Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
(Collect monitoring work products, measures, measurement results, and
Collect lerived from planning and performing the process to [Mechanisms ex\s( m produce work products (e.g., process artifacts) that
MON:GG3.GP2 Information supp:rt future use and improvement of the organization’s processes and process| ~ Functional | Intersects With Work Products CPL13  |jemonstrate the to comply with applicable requirements. 5
assets.
[A Set of organizational process assets is established and maintained. Mechanisms exist to identify and document Standardized Operating
0PD:SG1 Establish Organizational Functional Subsetof | Stepderdlsed Operalind | ops.01.1  |procedures (SOP), or similar documentation, to enable the proper execution 10
Jof day-to-day / assigned tasks.
[The organization's set of standard processes is established and maintained. IMechanisms exist to identify and document Standardized Operating
OPD:SGL.5P1 Establish Standard Functional Subsetof | Stopderaied Operald | ops.01.1  |procedures (SOP), or similar documentation, to enable the proper execution 10
Jof day-to-day / assigned tasks.
[Tailoring criteria and guidelines for the organization’s set of standard processes
are established and maintaine:
Mechanisms exist to allow baseline controls to be specialized or customized
Establish Tailoring Criteria Iby applying a defined set of tailoring actions that are specific to:(1) Mission /
OPD:SG1.5P2 oo &I Functional | Intersects With Baseline Tailoring CFG-02.9  |business functions;(2) Operational environment;(3) Specific threats or 5
|vulnerabilties; or(4) Other conditions or situations that could affect mission /
business success.
[The s Tepository s and malntained
OPD:SG1.5P3 Establish the Organization’s Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
: Measurement Repository
[The organization's process asset library is established and maintained.
Establih the Organization's .
OPD:SG1.5P4 e e ate Functional | No Relationship NA N/A NA 0 INo applicable SCF control
maintained.
OPD:SGL.SPS Establish Work Env/ |ork standards are and Functional | No Relationship NA N/A NA 0 INo applicable SCF control
Establish Rules and __[Organizational rules and guidelines for the structure, formation, and operation of
OPD:SGL.SP6 Guidelines for Integrated ~(integrated teams are established and maintained. Functional | No Relationship N/A N/A N/A 0 No applicable SCF control
[The operational resilience management system supports and enables
achievement of the specific goals of the Organizational Process Definition Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
OPD:GGL Achieve Specific Goals  |pracess area by transforming identifiable input work products to produce Functional Subset Of | pecilience Program (SCRP) | ©V"01  [and resilience governance controls. 10
identifiable output work products
Perform the specific practices of the Organizational Process Definition process Mechanioms exit o produce work products (.9, process arfacts) that
area to develop work products and provide services to achieve the specific goals i g
OPD:GG1.GPL Pertorm Specifc ractices |ofea (0 develop work p 2 pecific g Functional | Intersects With Work Products RIS o e by o comy e e e 5
PPerform the specific practices of the Organizational Process Definition process
OPD:GG1.GPL Perform Specific Practices [area to develop work products and provide services to achieve the specific goals | Functional | No Relationship NA N/A NA 0 INo applicable SCF control
Jof the process area.
PPerform the specific practices of the Organizational Process Definition process Stondardized Operati IMechanisms exist to identify and document Standardized Operating
OPD:GG1.GP1 Perform Specific Practices (area to develop work products and provide services to achieve the specific goals | Functional Intersects With agnifm\jzuems &%rglmg OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof the process area. Jof day-to-day / assigned tasks.
PPerform the specific practices of the Organizational Process Definition process
area to develop work products and provide services to achieve the specific goals Mechanisms exist to define business processes with consideration for
Jof the process area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
o6 |oraanizational operations, assets, individuals and other organizations; and(2)
OPD:GG1.GPL Perform Specific Practices Functional | Intersects With | Business Process Definition |  PR-05 [7'02niZational operations, gssets, indiduals and other orgenizotions: one 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
oPDi062 nsiuonalie o Managed [Organizational process Gefton s Insttutionalzed 35 3 managed process. . VA VA VA 5 T ———
[Establish and maintain governance over the planning and performance of the
Establish Process Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
tional definiti x
OPD:GG2.GPL Governance [organizational process definition process. Functional Subset Of | pesilience Program (SCRP) | ©©V"01  land resilience governance controls: 10
OPD:GG2.GP2 Plan the Process [soie0loh and maintain the plan for performing the organizational process Functional | No Relationship NA N/A NA 0 INo applicable SCF control
Provide adequate resources for performing the organizational process definition
) rocess, developing the work products, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
OPD:GG2.GP3 Provide Resources Functional Subset Of esilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the organizational process
OPDIGG2.GP4 ssian Responsibiity [defnition process, developing the work products, and providing the services of |  Functional Subset Of Defined Roles & HRs.03  |Mechanisms exist to define cybersecurity roles & responsibilties for all 10
e process esponsibilities personnel.
[Train the people performing or supporting the organizational process definition
[process as neede: [Mechanisms exist to provide role-based security, compliance and resilience-
OPDIGG2.GPS Train Peopl Functional subset Of | Cole-Based Security. .03 |elated training:(1) Before authorizing access to the system or performing 10
ain People unctional ubse ompl aﬁ;m esilience lassigned duties;(2) When required by system changes; and(3) Annually
9 fthereatter.
- Place designated work products of the organizational process definition process ] Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all
0PD:6G2.GP6 Control Work Products |0 e e e oK o Functional | Intersects With HRs03  MechanieT 5
ldentify and involve the relevant stakeholders of the organizational process
dentify and Involve _[definition process as planned. ) Mechanisms exist to identify and involve pertinent stakeholders of critical
OPD:GG2.GP7 Rentify and invoive Functional | Intersects With der Identifc AST-01.2  Technology Assets, Applications, Services and/or Data (TAASD) to support 5
lthe ongoing securé management of those assets.
Measure and control the organizational process definition process against the Security, Compliance &
OPDIGG2.GP8 Measure and Controlthe |1e2 o ing the process and take aparopriate corecive acto. Functional | ntersects with | >euniy: Compliance CpLoz  |Mechanisms exist to provide a security, compliance and resilience controls s
rocess b loversight function that reports to the organization's executive leadership.
[Objectively evaluate adherence of the organizational process defintion process ] )
OPDIGG2.GPO Oblectively Evaluate [0 e e aacription, stanarde. and proceddros, and addess mon. Functional | Intersects With |Assessment Objectives (0)| Gov-10,2 |MEchanisms exist to utilze defined Assessment Objectives (A0) to assess the, s
Adherence eompiance implementation of requirements, when available.
Review the activities, status, and results of the organizational process definition IMechanisms exist to align security, compliance and resilience capabilities
i rocess with higher level managers and resolve issues.
OPDIGG2.6P10 Review Status with Higher [P g 9 Functional | Intersects with | Steering Committee & | oo\ 011 |with business requirements through a steering committee or advisory board, s
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Notes

[Organizational process definition is institutionalized as a defined process.

STR
Relationship

Security, Compliance &

[Mechanisms exist to facilitate the \mplementatlon of security, compliance

lspecific goals of the process area

Workforce

|development and awareness controls.

Institutionalize a Defined
OPD:GG3 Process Functional Subset Of | pecilience Program (5CRP) | SOV-0L  |and resilience governance control 10
[Estabiish and maintain the description of a defined organizational process Soondardized Operatin IMechanisms exist to identify and document Standardized Operating
OPD:GG3.GP1 Establish a Defined Process [definition process. Functional | Intersects With P e JRerai™® | OPs-01.1  |procedures (SOP), or similar documentation, to enable the proper execttion 5
Jof day-to-day / assigned tasks.
[Cllctarganizational process defintion work products, measures, measurement
y Collect results, ived from planning and performing the Mechanisms exist to produce work products (e.g., process artifacts) that
OPD:GG3.GP2 Information rocess o suppor he uture use and Mprovement of the organzaton's Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. >
processes and process assets.
Strength: d or th ;
OPF:SG1 Determine Process processess'are identified ;:ﬂodlca\ly and as needed. e ° Functional | No Relationship N/A N/A N/A [ INo applicable SCF control
: Improvement Opportunities
—— Establish Organizstional [The descrptions of process needs and oblectivesfor the organization are el e s A A A N oy ——
- [The organization’s processes are appraised periodically and as needed to
OPF:SG1.5P2 “PWE'SE;:‘;SS'SQ:S”'H“"“ S Imaintain an understanding of their strengths and weaknesses. Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
\dertity the Organization's | MPTOVEMENt 0 the OrGaNzations processes and process assets are fdentied
OPF:SG1.5P3 T e oo zator Functional | No Relationship NA N/A NA 0 INo applicable SCF control
) Plan and Implement Process|Process actions that address improvements to the organization's processes and
OPF:SG2 mpeme orocess acacte are piannes and Functional | No Relationship NA N/A NA 0 INo applicable SCF control
Establish Process Action _|Process action plans to address improvements to the organization's processes
OPF:SG2.5P1 Proce o Frocess asbers are ctABIEhoN and MaEamen. Functional | No Relationship NA N/A NA 0 INo applicable SCF control
OPF:SG2.5P2 Implement Process Action Process action plans are implemented Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Deploy Organizational _[Organizational process assets are deployed across the organization, and process-
OPF:SG3 Process Assetsand  |related experiences are incorporated into organizational process assets. Functional | No Relationship NA NA NA 0 INo applicable SCF control
Incorporate Experiences
OPF:SG3.5P1 Deploy Organizational |Organizational process assets are deployed across the organization Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[The organization's set of standard processes are deployed to organizational units
OPF:SG3.5P2 Deploy Standard Processes |(including projects at their start-up) and changes are deployed to them as Functional | No Relationship NA N/A NA 0 INo applicable SCF control
appropriate
OPF:SG3.5P3 Monitor the Implementation |1 or92r Zation’s set of standard processes and use of process assets are Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Incorporate Experiences _[Process-related work products, measures, and Improvement information derived
OPF:SG3.5P4 into Organizational Process |from planning and performing the process are incorporated into organizational Functional | No Relationship NA NA NA 0 INo applicable SCF control
Assets rocess assets.
[The operational resilience management system supports and enables
lachievement of the specific goals of the Organizational Process Focus process. Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
OPF:GG1 Achieve Specific Goals  [area by transforming identifiable input work products to produce identifiable Functional Subset Of | 2 m (scRP) | GOV-0L e ence governance controls. ¥, compl 10
loutput work products.
PPerform the specific practices of the Organizational Process Focus process area Mechanisms exit to produce work products (.9, process artfacts) that
OPF:GG1.GP1 Perform Specic Pactices 10 develop work products and provide services o achieve the specic goals of Functional | Intersects With Work Products cpL13 5
o procecs ares, the ability to comply with applicable requirements.
PPerform the specific practices of the Organizational Process Focus process area
OPF:GG1.GP1 Perform Specic Pactices 10 develop work products and provide services o achieve the specic goals of Functional | No Relationship NA NA NA 0 INo applicable SCF control
e process area.
PPerform the specific practices of the Organizational Process Focus process area Standardized Operatin Mechanisms exist to identify and document Standardized Operating
OPF:GG1.GP1 Perform Specific Practices to develop work products and provide services to achieve the specific goals of Functional Intersects With Procedures 120?) 9 0OPS-01.1 |Procedures (SOP), or similar documentation, to enable the proper execution 5
e process area. Jof day-to-day / assigned tasks,
PPerform the specific practices of the Organizational Process Focus process area
lto develop work products and provide services to achieve the specific goals of Mechanisms exist to define business processes with consideration for
lthe process area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
06 |oraanizational operations, assets, individuals and other organizations; and(2)
OPF:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definiion | PRM-06  ["'9anizations) operations, assets, Idviduale and ot organizarions: 1 5
land revises the processes as necessary, unti an achievable set of protection
Ineeds s obtained.
5
OPF:GG2 Pmce:SMa”agm process focus s as a managed process. Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[Establish and maintain governance over the planning and performance of the
Establish Process Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
|organizational process focus process. Y. Compl X P! Y. compl
OPF:GG2.GPL Governance 9 P P Functional Subset Of | pecilience Program (SCRP) | ©V"01  [and resilience governance controls. 10
OPF:GG2.GP2 Plan the Process Sf;ig's‘i" and maintain the plan for performing the organizational process focus Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Provide adequate resources for performing the organizational process focus securtty, Compiance & echan 1o adurese all canital g and Imvestment requests
Iprocess, developing the work products, and providing the services of the process. ecurity, Compliance anisms exist to addr pital planning and inv quests,
OPF:GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the organizational process
OPFIGG2.6P4 ssign Responsibiity [focus process, developing the work products, and providing the Services of the Functional Subset Of Defined Roles & Hs.03  [Mechanisms exist to define cybersecurty roles & responsiviltes for al 10
ore esponsibilities personne
[Train the people performing or supporting the organizational process focus
process as needet Role.Based Securlt, Mechanisms exist to provide role-based security, compliance and resilience-
g y related training:(1) Before authorizing access to the system or performing
OPF:GG2.GPS Train People Functional subsetof | Compliance & Resience | SAT03 gL G G) W S oy ystem chanac: ana(3) Annualy 10
fthereafter.
—— Control Work Products (1262 deSIgnated Work products of the organizationa process focus process Functional | intersects with Defined Roles & WRS.03[IeChanims Xt GEfne ybersecuty Foles & responsibiies or a1 S
Identliy and involve the relevant stakeholders of the organizational process focus echanisms exit o dentify and invalve pertinent stakeholders of rtca
rocess as planned isms exist to identify and involve perti it
OPF:GG2.GP7 ety and e | s Functional | Intersects with | takehoder identification &\ as7.91 2 Irechnology Assets, Applications, Services andor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
Measure and control the organizational process focus process against the pian Security, Compliance &
Measure and Control the  [for mariarming the process amt ke aporonriate corertive acton ; . . IMechanisms exist to provide a security, compliance and resilience controls
OPF:GG2.GP8 Process s 9 the process. Pprop! Functional | Intersects With | - Resifence ¢ ontrols P02 loversight function that reports to the organization's executive leadership. s
Objectively evaluate adherence of the organizational process focUs process
OPFIGG2.6P9 Objectively Evaluate o0t e e e description. standards, and procedures. and addiess non- Functional | Intersects With Objectives (A0)|  Gov-10.2  Mechanisms exitto utlze defined Assessment Objectives (AO) to assess the s
Adherence Comphance implementation of requirements, wher ble.
Review lhemaf‘tlv’\’ues‘. ska‘tus, and resu\;s of trlve organizational process focus [Mechanisms exist to align security, compliance and resilience capabilities
Review Satus with igher |Process Wi higher level managers and resolve issues ; Steering Committee & y lwith business requirements through a steering committee or advisory board,
OPF:GG2.GP10 Managers Functional | Intersects With rogram Oversight GOV-OLL lcomprised of key cybersecurity, data protection and business executives, s
|which meets formally and on a regular basis.
rocess focus is a5 a defined process.
OPFGG3 Institutionalize a Defined L u P Functional Subset Of Security, Compliance & Gov.or  |Mechanisms exist to facilitate the implementation of security, compliance 0
: Process Resilience Program (SCRP) land resilience governance controls:
[Estabiish and maintain the description of a defined organizational process focus Standardized Operatin IMechanisms exist to identify and document Standardized Operating
OPF:GG3.GP1 Establish a Defined Process [process. Functional | Intersects With e OReiai™ | ops-01.1  [procedures (SOP), or similar documentation, to enable the proper execttion 5
Jof day-to-day / assigned tasks.
[Collect organizational process focus work products, measures, measurement
Collect results, an derived from planning and performing the : IMechanisms exist to produce work products (e.q.. process artifacts) that
OPF:GG3.GP2 Information Iprocess to support the future use and improvement of the organization’s Functional | Intersects With Work Products CPLI3 e etrate the abillty to comply with applicable fequirements s
processes and process assets,
n awareness program that supports the organization's resilience program is Security, Compliance &
Establish Awareness . Mechanisms exist to facitate the mplementation o security workforce
tablished ¢ y
OTASG1 folioutd lestablisher Functional Subset Of Resilience-Minded AT e evecnoes cantrols 10
Workforce
[The awareness needs of the are and maintained Security, Compliance &
. Mechanisms exist to facitate the mplementation of security workforce
OTASGLSPL Establish Awareness Needs Functional Subset Of Resilience-Minded AT e awecnoes controns 10
Workforce
[A plan for developing, implementing, and maintaining an awareness program is Security, Compliance &
OTASGL.5P2 Establish Awareness Plan_[established and maintained. Functional Subset Of Resilience-Minded saT-01  [fechanisms exist to facilitate the implementation of security workforce 10
ldevelopment and awareness controls
Workforce
[A capability for consistent and repeatable delivery of awareness artifacts is Security, Compliance &
Establish Awareness : Mechanisms exist to facitate the mplementation of security workforce
: tablished and maintained. ' y
OTA:SG1.5P3 Delivery Capabiity, [25tablished and maintaine Functional Subset Of Resilience-Minded SAT-01 ;e elopment and awareness controls. 10
Workforce
[Awareness activities that support the organization’s resifience program are
oTASG2 Conduct Awareness  [oargocheSs PP 9 prog Functional supsetof | Courity. Compliance & | garor  |Mechanisms exist to faciltate the implementation o security worforce 0
Activities ldevelopment and awareness controls
Workforce
[Awareness activities are performed according to the awareness plan. i
OTA'SG2.5P1 Perform Awareness P 9 P Functional subset Of Securty, Compliance & sato1  [lechanisms exis o faciate the implementation of securicy workforce 0
Activities ldevelopment and awareness controls
Workforce
[Records of awareness activities performed are established and maintained Security, Compliance &
OTASG2.5P2 Establish Awareness Functional Subset Of curity. Compliance saror  Mechanisms exis to failtate the Implementation of security workforce 0
Records ldevelopment and awareness controls
Workforce
[The effectiveness of the awareness program is assessed and corrective actions Security, Compliance & ) ;
OTA'SG2.5P3 Assess Awareness Program |are identified Functional subset Of curity. Compliance saror  |Mechanisms exist to facilitate the implementation of security workforce 0
Effectivencss ldevelopment and awareness controls
Workforce
[Training capabilities that support the operational resilience management system Security, Compliance & . :
OTASG3 Establish Training Capability[are estabiished and maintained Functional subset Of curity. Compliance saror  |Mechanisms exist to facilitate the implementation of security workforce 0
ldevelopment and awareness controls
Workforce
[The training needs of the organization are established and maintained. Security, Compliance & } ;
OTA:SG3.5P1 Establish Training Needs Functional Subset Of Resilience-Minded saT-01  [echanisms exist to faciitate the implementation of security workforce 10
Workforce
[A plan for developing, implementing, and maintaining a resilience training Security, Compliance & - -
. : Mechanisms exist to facilitate the implementation of security workforce
OTA:SG3.5P2 Establish Training Plan  [program is established and maintained Functional Subset Of Res.\\;\leor;ﬁ(;r:gdeu SAT-0L e elopment and awareness controls, 10
IA capability for delivering training fo resilience staff s established and Security, Compliance & } ;
. : Mechanisms exist to facilitate the implementation of security workforce
OTA:SG3.5P3 Establish Training C Functional Subset O Resilience-Minded B A 10
Workforce
[Training necessary for staff to perform their roles effectively is provided. Security, Compliance &
. : Mechanisms exist to facilitate the implementation of security workforce
OTA:SG4 Conduct Training Functional Subset O Resilience-Minded AT0L e e siraneas cantrors 10
Workforce
[Training is delivered according to the training plan. Security, Compliance &
. . Mechanisms exist to facilitate the implementation of security workforce
OTA:SG4.5PL Deliver Resilience Training Functional Subset OF Resilience-Minded AT0L e e sweraneas camttors 10
Workforce
Records of delivered training are established and maintained Security, Compliance &
. . Mechanisms exist to facilitate the implementation of security workforce
OTA:SG4.5P2 Establish Training Records Functional Subset OF Resilience-Minded B A b 10
Workforce
- [The effectiveness of the training program is assessed and corrective actions are Security, Compliance &
. Assess Training . Mechanisms exist to facilitate the implementation of security workforce
OTA:SG4.5P3 Ssess Trainin identified Functional Subset OF Resilience-Minded B A 10
Workforce
[The operational resilience management system supports and enables
achievement of the specific goals of the Organizational Training and Awareness Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
oTA:GGL Achieve Specific Goals  [3rocass are by transforming dentifable input work products £ produce Functional SUbset Of | e (achp) | GOV-DL e overnance controls 10
output work products.
Perform the specifc practices of the Organizationa) Training and Awareness IMechanisms exist to produce work products (e.q., process artifacts) that
OTAGGLGPL Perform Specific Practices [process area to develop work products and provide services to achieve the Functional | Intersects With Work Products cpL13 : 5
pect s e goals of the process aren unet : u |demonstrate the ability to comply with applicable requirements.
PPerform the specific practices of the Organizational Training and Awareness Security, Compliance &
OTA:GGL.GPL perform Specific Practices [process area to develop work products and provide services to achieve the Functional Subset Of Resilience-Minded saT-01  [Mechanisms exist to facilitate the implementation of security workforce 10
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Notes

[Perform the specific practices of the Organizational Training and Awareness Standardized Operati [Mechanisms exist to identify and document standarmzed Operating
OTA:GG1.GP1 Perform Specific Practices [process area to develop work products and provide services to achieve the Functional Intersects With a;ma('e"f;es &%’;l‘"g 0PS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
|specific goals of the process area. lof day-to-day / assigned tasks.
[Perform the specific practices of the Organizational Training and Awareness
lprocess area to develop work products and provide services to achieve the IMechanisms exist to define business processes with consideration for
lspecific goals of the process area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
y lorganizational operations, assets, uals and other organizations; and(2)
OTA:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | PRM-06 118 er ot A0 re e Bee e tefined busese processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
tional © titutional i i
o Intitutionalize a Managed [C99TZ2t10Nal (raining and awareness i Insttutionalized as a managed process roncionat cubeetof Security, Compliance & sar.o1  |Mechanisms exist to faciltate the implementation of security workforce 10
: Process |development and awareness controls.
Workforce
Establish Process | ovaoony o, maintoin governance over the planning and performance of the Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
lorganizational training and awareness process. 3 X g
OTA:GG2.GP1 Governance 9 ing P Functional SubsetOf | pesilience Program (SCRP) | S©V01  land resilience governance controls, 0
[EStabiish and maintain the plan for performing the organizational training and Security, Compliance &
. IMechanisms exist to facilitate the implementation of security workforce
lawareness process. ¢ X
OTA:GG2.GP2 Plan the Process [ Functional Subset OF Resilience-Minded SAT0L e et and awarences controle 10
Workforce
[Provide adequate resources for performing the organizational training and -
lawareness process, developing the work products, and providing the services of Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
OTA:GG2.GP3 Provide Resources |the process. Functional Subset OF Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the organizational training and N
OTA:GG2.GP4 Assign Responsibility [awareness process, developing the work products, and providing the services of | Functional Subset OF e oles HRs.03  [Mechanisms exist to define cybersecurity roles & responsibilities for all 10
lthe process. esponsibilities lpersonnel.
[Train the people performing or supporting the organizational training and
jawareness process as needed IMechanisms exist to provide role-based security, compliance and resilience-
OTAGG2.GP5 Train People Functional SubsetOf | Compiance & Restience | samo3  [elted trainingi(l) Before autharizing access (o the system or performing 10
- P Pl s lassigned duties;(2) When required by system changes; and(3) Annually
raining
lthereafter.
[Place designated work products of the organizational training and awareness Defined Roles & [Mechanisms exist to define cybersecurity roles & responsibilities for all
OTA:GG2.GP6 Control Work Products |00t 50 0o opriate levels of control Functional | Intersects With Responsibilties HRS-03 e 5
identify and involve the relevant stakeholders of the organizational training and e o dentify and involve pertinent stakeholders of critcal
lawareness process as planne lechanisms exist to identify and involve pertinent stakeholders of critica
OTA:GG2.GP7 A oy P P Functional | Intersects with | tekehoder identification &\ as7.91 5 Irechnology Assets, Applications, Services andfor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
[Measure and control the organizational training and awareness process against Security, Compliance &
Measure and Control the . IMechanisms exist to provide a security, compliance and resilience controls
[the plan for performing the process and take appropriate corrective action. , L4 Y, comp
OTA:GG2.GP8 Process Ly P 9 the pr pprop Functional | Intersects With R“”g‘:‘e‘;gf\z”“ CPL02 5 ersight function that reports to the organization's executive leadership. 5
[Objectively evaluate adherence of the organizational training and awareness
Objectively Evaluate |50 cces ¥ TN e racess description. standards. and procedures. and address . IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
OTA:GG2.GP9 o process against s p ption, ., and p 3 Functional | Intersects With |Assessment Objectives (A0)|  GOV-19.2 ~ [iEE0EREns Cret e e vallable 5
Review the activiies, status, and results of the organizational training and IMechanisms exist to align security, compliance and resilience capabilities
. Review Status with Higher [awareness process with higher level managers and resolve issues. Steering Committee & [with business requirements through a steering committee or advisory board,
OTAGG2.GP10 Level Managers Functional | Intersects With Program Oversight GOV-OLL lcomprised of key cybersecurity, data protection and business execuives, s
[which meets formally and on a regular basis
[Organizational training and awareness is institutionalized as a defined process.
OTAGG3 Institutionalize a Defined Functional Subset OF Security, Compliance & Gov-o1  [Mechanisms exist to facilitate the implementation of security, compliance 10
: Process Resilience Program (SCRP) land resilience governance controls.
[EStabilsh and maintain the description of a defined organizational training and Standardized Operat IMechanisms exist to identify and document Standardized Operating
OTA:GG3.GP1 Establish a Defined Process [awareness process. Functional Intersects With a;r;'e“’fres “;EO’;]‘"D OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Cofec orgarizational g Snd sworeness Work products messtres
Collect Its, and i derived from planning and Mechanisms exist to produce work products (e.g., process artifacts) that
OTAGG3.GP2 Information performing lhe rocess o support fulure use and mprovement of he Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. s
processes and process assets.
[The vital staff of the organization are identified and prioritized. Identify Vital Security,
PM:SG1 Establish Vital Staff Functional | Intersects With | Compliance & Resilience | HRS-13.2  [Mechanisms exist to identify vital security, compliance and resilience staff. 5
Staff
[The vital staff from a resilience perspective are identified and characterized Identify Vital Security,
PM:SG1.5P1 Identify Vital Staff Functional | Intersects With | Compliance & Resilience | HRS-13.2  [Mechanisms exist to identify vital security, compliance and resilience staff. 5
Staff
Manage Risks Associated |Operational risks refated to the availability of staff are identified and managed \dentify Vital Security,
PM:SG2 with Staff Functional | Intersects With | Compliance & Resilience | HRS-13.2  [Mechanisms exist to identify vital security, compliance and resilience staff. 5
Availability Staff
(dentify and Assess starr | RKS t0 the availabillty of staff are periodically identified and assessed. Identify Vital Security,
PM:SG2.5P1 lentify a’,‘“skzse“ al Functional | Intersects With | Compliance & Resilience | HRS-13.2 |Mechanisms exist to identify vital security, compliance and resilience staff. 5
Staff
[Risk response plans for the risks related to the availability of staff are developed IMechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
PM:SG2.5P2 Address Staff Risks land implemented. Functional Intersects With | Risk Treatment Plan (RTP) RSK-06.4 stakeno\devs will utilize to remediate identified risks according to a defined 5
ftimelin
oMisG3 Manage the Avalability of [The availability of staff is managed to sUpport high-value services. Functional Subsetof | Human Resources Security |y oy |Mechanisms exist to facilitate the implementation of personnel security T
staff nagement [controls.
[eP— Establish Redundancy for [Redundancy for vital Staff is established to ensure continuity of services. Functional Subsetof | Human Resources Security | s o7 [Mechanisms exist to facilitate the implementation of personnel security 0
Vital Staff nagement [controls.
oMSG3.5P2 Permr;wa:x‘cncgessmn vlw;z:‘\"rlr;znagement Toles and responsibilities are supported through succession Fanctional Subset o | Hman Resources Security | g o7 [Viechanisms exiat o facitate the implementation of personnel secuity 0
Plans are established and staff are prepared to redeploy to other roles during N
sruptive event or in the execution of a service continuity plan. Business Continuity & IMechanisms exist for process owners to E(snfé/bryaf; and maintain formal
y usiness Continuity & Disaster Recovery plans to ensure information
PM:SG3.5P3 Prepare for Redeployment Functional SubsetOf | Disaster Recovery (BCDR) | BCD-0L7 | Getalied anaugh, accurate and representative of current aperations in 10
lorder to sustain and/or restore operations under adverse conditions.
[Plans are developed and implemented to ensure support is provided for staff as
lthey are deployed during a disruptive event. Business Continuity & IMechanisms exist for process owners to establish and maintain formal
Plan to Support Staff During y Business Continuity & Disaster Recovery (BC/DR) plans to ensure information
PM:SG3.5P4 Disruptive Events Functional SubsetOf | Disaster Recovery (BGDR) | BCD-0L7 g gietailed enough, accurate and representative of current operations in 10
lorder to sustain and/or restore operations under adverse conditions.
[Plans are developed and implemented to address return-to-work issues for staff
lafter a disruptive event. Business Continuity & IMechanisms exist for process owners to establish and maintain formal
Plan for Return-to-Work y Business Continuity & Disaster Recovery (BC/DR) plans to ensure information
PM:SG3.5PS Considerations Functional SubsetOf | Disaster Recovery (BGDR) | BCD-0L7 g gietailed enough, accurate and representative of current operations in 10
lorder to sustain and/or restore operations under adverse conditions.
[The operational resilience management system supports and enables
[achievement of the specific goals of the People Management process area by Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
PM:GG1 Achieve Specific Goals trar;sfe(rmmg identifiable input work products to produce identifiable output work |  Functional Subset Of Resmencye pmg,‘;m (scrp) | GOV-01 g resilience governance controls. s ¥, comp 10
lproducts,
e B P e e e age e process arcato IMechanisms exist to produce work products (e.q., process artifacts) that
i |develop work products and provide services to achieve the specific goals of the i -
PM:GG1.GP1 Perform Specific practices. develop work p p pecific g Functional | Intersects With Work Products P13 atrate the abilley to comply with applicanie fequirements. 5
[Perform the specific practices of the People Management process area to
PM:GG1.GP1 Perform Specific Practices |develop work products and provide services to achieve the specific goals of the |  Functional Subsetof | Human Resources Securlty | g o7 [Mechanisms existto faciltate the implementation of personnel security 10
lprocess area Management [controls.
[Perform the specific practices of the People Management process area to Standardized Operatin IMechanisms exist to identify and document Standardized Operating
PM:GGL.GP1 Perform Specific Practices |develop work products and provide services to achieve the specific goals of the | Functional | Intersects With rocedures (cop) '~ | OPS-01.1  [Procedures (SOP). or similar documentation, to enable the proper execution 5
lprocess area lof day-to-day / assigned tasks.
[Perform the specific practices of the People Management process area to
|develop work products and provide services to achieve the specific goals of the IMechanisms exist to define business processes with consideration for
lprocess area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
§ i y lorganizational operations, assets, individuals and other organizations; and(2)
PM:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | - PRM-06 a8t b e, o the defined business processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
PMiGG2 rstutionaize 2 Maniaged (Feople management s insututionalized as 8 managed process Functional Subserof | Muman Resources Security | g o, [Vechanisms exist o facltate the implementation o personne security T
[Establish and maintain governance over the planning and performance of the
’ Establish Process ¢ t Security, Compliance & y IMechanisms exist to facilitate the implementation of security, compliance
PM:GG2.GP1 Governance people management process. Functional Subset Of | pesilience Program (SCRP) | ©©V"01  land resilience governance controls: 10
PM:GG2.GP2 plan the Process Establish and maintain the plan for performing the people management process. | ¢, Subsetor | Human Resources Security | g 7 |Mechanisms exist t faciltate the implementation of personnel security 0
[Provide adequate resources for performing the people management process,
ldeveloping the work products, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
PM:GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the people management
PMGG2.GP4 Assign Responsibility [process, developing the work products, and providing the services of the process.  Functional Subset Of it HRs-03  [Mechanisms exit to define cybersecurity roles & responsibilties for all 10
[Train the people performing or supporting the people management process as
eeded. Role-Based Security, IMechanisms exist to provide role-based security, compliance and resilience-
- i g y related training:(1) Before authorizing access to the system or performing
PM:GG2.GP5 Train People Functional SubsetOf | Compliance & Resilience | SAT-03 |3t Gities,(2) winen required by system changes; andi3) Annually 10
9 lthereatter.
y [Place designated work products of the people management process under Defined Roles & [Mechanisms exist to define cybersecurity roles & responsibilities for all
PM:GG2.GP6 Control Work Products |20 Sea e 0 vl Functional | Intersects With HRs-03  [TEChen e 5
e o o (he refevant stakefolders of the people management IMechanisms exist to identify and involve pertinent stakeholders of critical
i rocess as planne i i
PM:GG2.GPT entify and invave I s Functional | Intersects with | Stakeholder identification &\ sc1.91 5 Irechnology Assets, Applications, Services andor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
Measure and Control the [ neasane, g CONtTo! (e pecple management process against the plan for Security, Compliance & IMechanisms exist to provide a security, compliance and resilience controls
¥ e the d tak t tive acti i i " g
PM:GG2.GP8 rocess pperforming the process and take appropriate corrective action Functional | Intersects With Res"g"l‘;zgf‘?m‘s P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the people management process against its
- Objectively Evaluate description. standards, and proce o add ompl i . IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the,
PM:GG2.GPO cively Eval Iprocess description, standards, and procedures, and address non-compliance. Functional | Intersects With |Assessment Objectives (A0)|  Gov-19.2 s dfh S SXELE 0 Lt Boe et 5
:e\:ew‘the‘actlvmes, stal\;sv ant: results of the people management process with [Mechanisms exist to align security, compliance and resilience capabilities
- Review Status with Higher [nigher level managers, and resolve issues. i Steering Committee & y [with business requirements through a steering committee or advisory board,
PM:GG2.GP10 Level Managers Functional | Intersects With Program Oversight GOV-01.1 | mprised of key cybersecurity, data protection and business executives, 5
which meets formally and on a regular basis.
- [People management is institutionalized as a defined process. .
M:GG3 Institutionalize a Defined | -°" 9 P Functional Subset Of Security, Compliance & Govor  |Mechanisms exist to facilitate the implementation of security, compliance 10
Process Resilience Program (SCRP) land resilience governance controls,
[Establish and maintain the description of a defined people management process. Standardized Operatin IMechanisms exist to identify and document Standardized Operating
PM:GG3.GP1 Establish a Defined Process Functional | Intersects With roeetres (eom "0 | OPS-0L1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
lof day-to-day / assigned tasks.
[Collect people management work products, measures, measurement results, and
y Collect Improvement  [improvement information derived from planning and performing the process to i IMechanisms exist to produce work products (e.q., process artifacts) that
PM:GG3.GP2 Information lsupport future use and improvement of the organization’s processes and process| ~ Functional | Intersects With Work Products CPL13  liemonstrate the ability to comply with applicable requirements. s
lassets.
RISK:SGL Prepare for Risk [Preparation for risk management is performed. Functional Subset Of | Risk Management Program | Rsko1 _[/echanisms exist o facitate the implementation o srategic. operational o
Determine Risk Sources and|The sources of risk to assets and services are identified and the categories of risk [Mechanisms exist to facilitate the \mplementatlnn of strategic, operational
RISK:SG1.5P1 Categorios ot e relevant to the: Functional Subset Of | Risk Management Program | RSK-01  [3echanams exf 10
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Notes

Establish an Operational _[A strategy for managing operational risk relative to strategic objectives is
IMechanisms exist to facilitate the implementation of strategic, operational
and maintained g
RISK:SGL.5P2 Risk Functional Subset OF [ Risk Management Program | RSK-01  eChaniems exist (o fadinare the imp) 10
Strategy
Establish Risk Parameters |or copenke 2nd tojerances are identified and documented and the focus of isk IMechanisms exist to define organizational risk appetite, the degree of
: Imanagement activities Is established. : .
RISK:SG2 and Focus g 3 . Functional | Intersects With Risk Appetite RSK-0L5 | certainty the organization is willing to accept in anticipation of a reward. 5
[The organization's risk parameters are defined. -
: Mechanisms exist to define organizational risk appetite, the degree of
RISK:SG2.5P1 Define Risk Parameters Functional | Intersects With Risk Appetite RS 015 e o oot 1S alias 16 aceast o ot pation o remard, 5
[Criteria for measuring the organizational impact of realized risk are established. Mechanisms exist to implement a risk assessment methodology to ensure
RISK:5G2.5P2 Establish Risk Measurement Functional | Intersects With Risk fssessment RSK-04.2  |coverage for organizational components relevant for secure, compliant and 5
ol resilient operations.

RISK:SG3 Identify Risks |Operational risks are identified. Functional | Intersects With Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external. 5
RISK:SG3.5P1 Identify Asset-Level Risks |OPerational risks that affect assets that support services are identified Functional | Intersects With Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external. 5
RISK:SG3.5P2 \dentify Service-Level Risks [ OPerational risks that potentially affect services are identified. Functional | Intersects With Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external. 5

[Risks are analyzed to determine priority and importance,
. ' y Mechanisms exist to prioritize the impact level for Technology Assets,
RISK:SG4 Analyze Risks Functional | Intersects With | Impact-Level Prioritization | RSK-02.1 ~ [\eCharime exito prlortze (e mpack Jevel fo Techne o0y e 5
IRisks are evaluated against risk tolerances and criteria, and the potential impact - -
lof risk is characterized. Mechanisms exist o conduct ecurring assessments ofrisk that ncludes the
g jkelihood and magnitude of harm, from unauthorized access, use, disclosure,
RISK:SG4.5PL Evaluate Risks Functional | Intersects With Risk Assessment RSK0d  ication o deaction of the orgnnsation s Toumclony 5
|Assets, Applications, Services and/or Data (TAASD).
[Risks are categorized and prioritized relative to risk parameters.
Mechanisms exist to categorize Technology Assets, Applications, Services
[and/or Data (TAASD) in accordance with applicable laws, regulations and
Categorize and Prioritize Risk-Based Security 0, |contractual obligations that:(1) Document the security categorization resuits
RISKiSG4.5P2 Risks. Functional | Intersects With Categorization RSK-02 including supporting rationale) in the security plan for systems; as 5
[Ensure the security categorization decision is reviewed and approved by the
lasset owner.
. esion Risk Disposition [T SalS0Y for Gispositon of each IGentified ik is established and mamtaimed. | ¢ o SubsetOf | Risk Management Program | Rsk.01 | 1echariems exst o faciliate he implementation of strategic operatonal o
RISK:SGS Address Risks Risks to assets and services are addressed to prevent disruption of operational Functional | Intersects With Risk Remediation RSK-06  |Mechanisms exist to remediate risks to an acceptable level. 5
Deveron Rioe Reapanse [RISK TEspoSe pians are developed. Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
RISK:SG5.5P1 P Risk Resp Functional | Intersects With | Risk Treatment Plan (RTP) |  RSK-06.4 [stakeholders will utilize to remediate identified risks according to a defined 5
ftimeline.
Implement Risk Strategles | 5% Strategles and response plans are implemented and monitored. [Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
RISK:SG5.5P2 plement fisk Strateg Functional | Intersects With | Risk Treatment Plan (RTP) |  RSK-06.4 [stakeholders will utilize to remediate identified risks according to a defined 5
ftimeline.
Use Risk Information to_[Information gathered from identified and realized risk 1s Used to improve the
oo e o ement suctem. o1 |Mechanisms exist to facilitate the implementation of strategic, operational
RISK:SG6 Manage P 9 y: Functional Subset Of | Risk Management Program | Rsk-01  [leCHaniems exist o faciate the impl 10
N < Aduwe_[Protection strategies implemented to protect assets and services from sk are
eview and Adjust  levaluated and updated as required based on risk information Mechanisms exist to facilitate the implementation of strategic, operational
RISK:SG6.5P1 Strategies to Protect Assets Functional Subset Of | Risk Management Program | Rsk-01  [leCHanierms exist o faciate the impl 10
and Services
Review and Adjust __|SUstainment strategies are developed to ensure services are sustained and plans
o e e e e e e o1 |Mechanisms exist to facilitate the implementation of strategic, operational
RISK:SG6.5P2 strategies to Susain P q Functional Subset Of | Risk Management Program | Rsk-01  [leCHanISms exist o faciiate the impl 10
[The operational resilience management system supports and enables
lachievement of the goals of the Risk Management process area by transforming Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
RISK:GG1 Achieve Specific Goals  |entifiable input work products to produce identifiable output work products. Functional Subset Of | 2 m (scRP) | GOV-01 e ence governance controls. ¥, comel 10
PPerform the specific practices of the Risk Management process area to develop Mechanisms exit o produce work products (.9, process artfacts) that
Wwork products and provide services to achieve the specific goals of the process -
RISK:GG1.GP1 Perform Specifc Practices ork p P pecific g 2 Functional | Intersects With Work Products LIS o ey o e e 5
B e e ok panagement process area wo develop Mechanisms exist to facilitate the implementation of strategic, operational
|work products and provide services to achieve the specific goals of the process g
RISK:GG1.GP1 Perform Specifc Practices work p P pecific g 2 Functional Subset Of | Risk Management Program | Rsk-01  [[eCHanISms exist o faciate the impl 10
Perform the specific practices of the Risk Management process area to develop Standardized Operatim IMechanisms exist to identify and document Standardized Operating
RISK:GG1.GP1 Perform Specific Practices [work products and provide services to achieve the specific goals of the process Functional | Intersects With Rep ™ | OPS-011 |procedures (SOP), or similar documentation, to enable the proper execution 5
Procedures (SOP)
area. Jof day-to-day / assigned tasks,
PPerform the specific practices of the Risk Management process area to develop
|work products and provide services to achieve the specific goals of the process Mechanisms exist to define business processes with consideration for
area lsecurity, compliance and resilience that determines:(1) The resulting risk to
o6 [organizational operations, assets, individuals and other organizations; and(2)
RISK:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definiion | PRM-06 [ "i9an2ations) operations, assets, Idviduale and ot ordanizarions: 21 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
p— institutionalize a Managed |Risk management is institutionalized as a managed process. Functional Subset Of | Risk Management Program | k.01 |Hechartsms exst o aciltate e mplementation of strategic, operatonal 0
Process Jand tactical risk
[Estabiish and maintain governance over the planning and performance of the
Establish Process Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
sk management process y
RISK:GG2.GP1 Governance 9 P Functional Subset Of | pecilience Program (SCRP) | ©V"01  [and resilience governance controls. 10
[ olan the Process _|EStaDIish and maintain the pian for performing the isk management process. Fonctiona! Subset Of | Risk Management Program | ko1 |HeCharisms et o faciltate e mplementation of strategic, operatonal 0
Provide adequate resources for performing the risk management process,
ldeveloping the work products, and providing the services of the process. Security, Compliance & Mechanisms exist to address all capital planning and investment requests,
RISK:GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management IResilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the risk management process,
RISK:GG2.GP4 Assign Responsibility ~[developing the work products, and providing the services of the process. Functional Subset Of Defined Roles & HRs-03  [Mechanisms exist to define cybersecurity roles & responsibilities for all 10
Responsibilities personnel
[Train the people performing or supporting the risk management process as
ineeded. Role-Based Security, IMechanisms exist to provide role-based security, compliance and resilience-
g y related training:(1) Before authorizing access to the system or performin
RISK:GG2.GPS Train People Functional subsetor | compliance & Resilience | - SAT-03  d o e e changss: ond(3) Arualy 10
9 lthereafter.
Place designated work products of the risk management process under ; Defined Roles & exist to define cybersecurity roles & for all
RISK:GG2.GP6 Control Work Products |7 e S5 9N ed Mok Pl Functional | Intersects With HRS:03  echan 5
identify and involve the relevant stakeholders of the risk management process as| echanisms exist to dentify and invalve pertinent stakeholders of rtca
Janned isms exist to identify and involve perti it
RISK:GG2.GP7 Identify and Involve P! Functional | Intersects with |Stakeholder identification & scr.51 5 |rechnology Assets, Applications, Services and/or Data (TAASD) to support 5
Relevant Stakeholders Involvement
lthe ongoing secure management of those assets.
[Measure and control the risk management process against the plan for Security, Compliance &
Measure and Control the [y e o : At ; . ; IMechanisms exist to provide a security, compliance and resilience controls
RISK:GG2.GP8 Process performing the process and take appropriate corrective action Functional | Intersects With | - Resiience ¢ ontrols P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the risk management process against its
RiskiG62.69 Obiectuely Evauate lror e GCrition, standards, and procecures, and addhess non camplance. | Funcional | Intersects With [Assessment Objectivs (A0)| Gov-19.2  [HECaTIMS exist 1o utlize gefined Assesment Objecties (40) o assess the s
Rm:ew‘lhe‘actlvme& stat‘;lsv an‘d results of the risk management process with [Mechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher [igher level managers and resolve issues. ; Steering Committee & y lwith business requirements through a steering committee or advisory board,
RISK:GG2.GP10 Level Managers Functional | Intersects With Program Oversight GOV-01.1 |y mprised of key cybersecurity, data protec business executives, 5
|which meets formally and on a regular basis.
[Risk management is institutionalized as a defined process.
RISKIGG3 Institutionalize a Defined o " P! Functional Subset Of Security, Compliance & Gov.or  |[Mechanisms exist to facilitate the implementation of security, compliance 10
Process Resilience Program (SCRP) land resilience governance controls.
[Estabiish and maintain the description of a defined risk management process. Stondardized Operati Mechanisms exist to identify and document Standardized Operating
RISK:GG3.GP1 Establish a Defined Process. Functional | Intersects With rotadures (s0p) | OPS-0L1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Collect risk management work products, measures, measurement results, and
Collect Improvement [improvement information derived from planning and performing the process to IMechanisms exist to produce work products (e.q.. process artifacts) that
RISK/GG3.GP2 Information support future use and improvement of the organization’s processes and process| ~Functional | Intersects With Work Products CPLI3 e etrate the abillty to comply with applicable fequirements s
[The prise-level resilience are identified and
dentify Enterprise _[establined IMechanisms exist to ensure security, compliance and resilience are designed
RRD:SGL ntify Enterpri Functional | Intersects With |  Resilience Capabilities | SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
q lor software); and(2) Intentional attack o circumvention.
[The resilience requirements of the enterprise are established.
Establish Enterprise IMechanisms exist to ensure security, compliance and resilience are designed
RRD:SG1.5P1 pecstzblish Enterprise Functional | Intersects With |  Resilience Capabilities | SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
a lor software); and(2) Intentional attack o circumvention.
[The resilience requirements for services are developed and established based on
Develop Service e Semvice mission and the reduirements of supRoring assete. IMechanisms exist to ensure security, compliance and resilience are designed
RRD:SG2 evelop Servic Functional | Intersects With |  Resilience Capabilities | SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
q lor software); and(2) Intentional attack or circumvention.
[The resilience requirements of assets as they relate to the services they support
Establish Asset Resilience |are estabiished IMechanisms exist to ensure security, compliance and resilience are designed
RRD:SG2.5P1 ish Asset Resi Functional | Intersects With |  Resilience Capabilities | SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
q lor software); and(2) Intentional attack o circumvention.
[Enterprise requirements that affect services are assigned to the services.
Assign Enterprise Resilience IMechanisms exist to ensure security, compliance and resilience are designed
RRD:SG2.5P2 Requirements to Functional | Intersects With |  Resilience Capabilities | SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
Services lor software); and(2) Intentional attack or circumvention.
[The resilience requirements for services are analyzed and validated.
Analyze and Validate IMechanisms exist to ensure security, compliance and resilience are designed
RRD:SG3 yze and valld Functional | Intersects With |  Resilience Capabilities | SEA-01.3 [and implemented to provide resistance to:(1) Unintentional errors (by users 5
q lor software); and(2) Intentional attack or circumvention.
[Adefinition of the required functionality of assets in the Context of the services
Establish a Definition of _[they SUpport is established and maintane IMechanisms exist to ensure security, compliance and resilience are designed
RRD:SG3.5P1 e o Functional | Intersects With |  Resilience Capabilities | SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
a Y lor software); and(2) Intentional attack o circumvention.
[The requirements of assets are analyzed to identify conflicts, interdependencies,
Analyze Resilience _|and shared requirements, IMechanisms exist to ensure security, compliance and resilience are designed
RRD:SG3.5P2 lyze Reslien: Functional | Intersects With |  Resilience Capabilities | SEA-01.3 [and implemented to provide resistance to:(1) Unintentional errors (by users 5
q lor software); and(2) Intentional attack o circumvention.
[Asset level resilience requirements are validated to ensure they adequately
Validate Resilience _[secfy what 15 neaded t protect and sustaln an asset commensurate with Its Mechanisms exist to ensure security, compliance and resilience are designed
RRD:SG3.5P3 date Resilen volue. Functional | Intersects With |  Resilience Capabilities | SEA-01.3 [and implemented to provide resistance to:(1) Unintentional errors (by users 5
q lor software); and(2) Intentional attack o circumvention.
[The operational resilience management system supports and enables
achievement of the specific goals of the Resilience Requirements Development Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
RRD:GG1 Achieve Specific Goals |process area by transforming identifiable input work products to produce Functional Subset Of | poilience Program (SCRP) | G9V-01  [and resilience governance controls. 10
identifiable output work products
PPerform the specific practices of the Resilience Requirements Development echanisms exist to produce work products (e.0, process artfacts) that
RRD:GG1.GP1 Perform Specific Practices [process area to develop work products and provide services to achieve the Functional | Intersects With Work Products cpL13 5
P Specific goals of the process area. |demonstrate the ability to comply with applicable requirements.
PPerform the specific practices of the Resilience Requirements Development achieving Resil e to ach ! N and 2d
RRD:GGL.GP1 Perform Specific Practices [process area to develop work products and provide services to achieve the Functional | Intersects With chieving Resilience sea012 [Mechanisms exist to achieve resiience requirements in normal and adverse 5
specific goals of the process area. equirements [ituations.
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Notes

[Perform the specific practices of the Resilience Requirements Development

Standardized Operating

[Mechanisms exist to identify and document Slandard\zed Operating

Prin

of Technology Assets,

|Applications and/or Services (TAAS).

RRD:GG1.GP1 Perform Specific Practices [process area to develop work products and provide services to achieve the Functional Intersects With Procedures (SOP) 0OPS-01.1 |Procedures (SOP), or similar documentation, to enable the proper execution 5
[specific goals of the process area. lof day-to-day / assigned tasks.
[Perform the specific practices of the Resilience Requirements Development
lprocess area to develop work products and provide services to achieve the IMechanisms exist to define business processes with consideration for
lspecific goals of the process area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
- y lorganizational operations, assets, uals and other organizations; and(2)
RRD:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | PRM-06 118 er ot A0 re e Bee e tefined busese processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
Resilience is as a managed process
Institutionalize a Managed IMechanisms exist to ensure security, compliance and resilience are designed
RRD:GG2 e Functional | Intersects With |  Resilience Capabilities SEA-0L3 [and implemented to provide resistance to:(1) Unintentional errors (by users 5
lor software); and(2) Intentional attack or circumvention.
Establish Process | exgines saa maman Governance over the planning and performance of the Security, Compliance & Mechanisms exist to facilfate the implementation of security. compliance
¢ resilience requirements development process. g X
RRD:GG2.GP1 Governance q pment p Functional Subset Of | pecilience Program (SCRP) | SOV-0L  [and resilience governance control 10
[EStabiish and maintain the plan for performing the resilience requirements
ldevelopment process. IMechanisms exist to ensure security, compliance and resilience are designed
RRD:GG2.GP2 Plan the Process Functional | Intersects With |  Resilience Capabilities SEA-0L.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
lor software); and(2) Intentional attack or circumvention.
[Provide adequate resources for performing the resilience requirements -
ldevelopment process, developing the work products, and providing the services Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
RRD:GG2.GP3 Provide Resources  |of the process, Functional Subset OF Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the resilience requirements
RRD:GG2.GP4 Assion Responsiilty  (development pocess, developing the work products, and providng the services | Functonal Subset OF Defined foles & HRS-03  [Mechanisms exist to define cybersecurity roles & responsibilties for all 10
lof the proce: esponsibilities lpersonnel.
[Train the peuple performing or supporting the resilience requirements
process as neede [Mechanisms exist to provide role-based security, compliance and resilience-
RRD:GG2.GP5 Train People Functional Subset OF o g saT-03  [[elated training:(1) Before authorizing access to the system or performing 10
8 P! P! s |assigned duties;(2) When required by system changes; and(3) Annually
raining
fthereatter.
§ [Place designated work products of the resilience requirements development Defined Roles & [Mechanisms exist to define cybersecurity roles & responsibilities for all
RRD:GG2.GP6 Control Work Products |00t %0 000 opriate levels of control Functional | Intersects With Responsibilties HRS-03 e 5
identify and involve the relevant stakeholders of the resilience requirements e o dentify and involve pertinent stakeholders of critcal
|development process as planned. lechanisms exist to identify and involve pertinent stakeholders of critical
RRD:GG2.GP7 T oy pment pr P! Functional | Intersects with | Stokehoder identification &\ as7.91 5 Irechnology Assets, Applications, Services andfor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
[Measure and control the resilience requirements development process against Security, Compliance &
Measure and Control the : IMechanisms exist to provide a security, compliance and resilience controls
¥ lthe plan for performing the process and take appropriate corrective action. -
RRD:GG2.GP8 Process Pl P 9 the pr ppropri Functional | Intersects With Res”gcg;g;ﬂ”“ CPL-02 5 ersight function that reports to the organization's executive leadership. 5
[Objectively evaluate adherence of the resilience requirements development
’ Objectively Evaluate |50 cces ¥ TN e ocess description. standards. and procedures. and address . IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
RRD:GG2.GP9 haronca process against s p ption, . and p X Functional | Intersects With |Assessment Objectives (A0)| ~ GOV-19.2 ~ [iEC0EREns Cret e e e varlable 5
[Review the activities, status, and result of the resilience requirements IMechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher [development process with higher level managers and resolve issues. Steering Committee & [with business requirements through a steering committee or advisory board,
RRD:GG2.GP10 Level Managers Functional | Intersects With Program Oversight GOV-011 | mprised of key cybersecurity, data protection and business executives, 5
[which meets formally and on a regular basis.
Resi Gefined y
RRDIGG3 Institutionalize a Defined | oo o"C® s 2 a defined process Functional Subset Of Security, Compliance & Gov.o1  [Mechanisms exist to facilitate the implementation of security, compliance 0
Process Resilience Program (SCRP) land resilience governance controls.
[EStabilsh and maintain the description of a defined resilience requirements standardized Operat IMechanisms exist to identify and document Standardized Operating
RRD:GG3.GP1 Establish a Defined Process [development process. Functional Intersects With a;r;'e“ﬁres &EO’;]‘"D OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Collect resilience requirements development work products, measures,
" Collect s, and derived from planning and Mechanisms exist to produce work products (e.g., process artifacts) that
RRD:GG3.GP2 Information lperforming the process to support future use and improvement of the Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements. s
lorganization’s processes and process assets
[Resilience requirements are actively managed and inconsistencies between
requirements and the activities necessary to satisfy them are identified. [Mechanisms exist to ensure security, compliance and resilience are designed
RRM:SG1 Manage Requirements Functional | Intersects With |  Resilience Capabilities SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
lor software); and(2) Intentional attack or circumvention.
[An understanding of resilience requirements is obtained from providers to ensure
Obtain an Understanding of |consistency and accuracy. IMechanisms exist to ensure security, compliance and resilience are designed
RRM:SG1.5P1 esilience Functional | Intersects With |  Resilience Capabilities SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
Requirements lor software); and(2) Intentional attack or circumvention.
[Commitments to resilience requirements are obtained from those who are
btain C t© for satisfying the IMechanisms exist to ensure security, compliance and resilience are designed
RRM:SG1.5P2 Ranl e el Functional | Intersects With |  Resilience Capabilities SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
& lor software); and(2) Intentional attack or circumvention.
[Changes to resilience requirements are managed as conditions dictate.
Manage Resllience IMechanisms exist to ensure security, compliance and resilience are designed
RRM:SG1.5P3 Rt e s Functional | Intersects With |  Resilience Capabilities SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
& o lor software); and(2) Intentional attack or circumvention.
[Traceability between resilience requirements and the activities performed to
Maintain Traceability of _[satisfy the requirements is established. IMechanisms exist to ensure security, compliance and resilience are designed
RRM:SG1.5P4 R e e Functional | Intersects With |  Resilience Capabilities SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
& lor software); and(2) Intentional attack or circumvention.
\dentify Inconsistencies _[INconsistencies between resilience requirements and the activities performed to
Between Resilience [satisfy the requirements are identified and managed. IMechanisms exist to ensure security, compliance and resilience are designed
RRM:SG1.5P5 Requirements and Activities| Functional | Intersects With |  Resilience Capabilities SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
Performed to Meet the lor software); and(2) Intentional attack or circumvention.
Requirements
[The operational resilience management system SUpports and enables
lachievement of the goals of the Resilience Requirements Management process Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
RRM:GG1 Achieve Specific Goals larea by transforming identifiable input work products to produce identifiable Functional Subset Of | oo ¥ program (5CRP) | GOV-01  [ordiediience governance controls. ¥, comp 10
work products.
[Perform the specific practices of the Resilience Requirements Management Mechanisms exlet t produce work products (6.3, process artiacts) that
RRM:GG1.GP1 Perform Specific Practices |process area to develop work products and provide services to achieve the Functional | Intersects With Work Products cPL13 5
pec lopecific goals of the process area. u " |demonstrate the ability to comply with applicable requirements.
[Perform the specific practices of the Resilience Requirements Management e est ech o ah ’ N | and 2
RRM:GG1.GP1 Perform Specific Practices |process area to develop work products and provide services to achieve the Functional | Intersects With g eeance SEA-012  [Vehianems existto achieve resiience requirements in normal and adverse 5
lspecific goals of the process area. equirements [situations.
[Perform the specific practices of the Resilience Requirements Management Standardized Operatin [Mechanisms exist to identify and document Standardized Operating
RRM:GG1.GP1 Perform Specific Practices |[process area to develop work products and provide services to achieve the Functional Intersects With Procedures 120?1 9 0OPS-01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 5
|specific goals of the process area Jof day-to-day / assigned tasks.
[Perform the specific practices of the Resilience Requirements Management
lprocess area to develop work products and provide services to achieve the Mechanisms st to define business processes with consideration or
lspecific goals of the process area. ompliance and resilience that determines:(1) The resulting risk to
y lorganizational operations, assets, ndlviduals and otner organizations; and)
RRM:GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | - PRM-06 8o 8o D e, O the Gefined busiess processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
Resilience & as a managed process.
Institutionalize a Managed IMechanisms exist to ensure security, compliance and resilience are designed
RRM:GG2 rrees Functional | Intersects With |  Resilience Capabilities SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
lor software); and(2) Intentional attack or circumvention.
Establish Process | eeqia 2nd Maintain governance over the planning and performance of the Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
resilience requirements management process. 3 X g
RRM:GG2.GP1 Governance 4 9 P Functional Subset Of | gesilience Program (SCRP) | SV land resilience governance controls, 10
[Estabilsh and maintain the plan for performing the resilience requirements
Imanagement process. IMechanisms exist to ensure security, compliance and resilience are designed
RRM:GG2.GP2 Plan the Process Functional | Intersects With |  Resilience Capabilities SEA-01.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
lor software); and(2) Intentional attack or circumvention.
[Provide adequate resources for performing the resilience requirements
Imanagement process, developing the work products, and providing the services Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
RRM:GG2.GP3 Provide Resources  |of the process. Functional Subset OF Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the resilience requirements
RRM:GG2.GP4 Assign Responsibility | management process, developing the work products, and providing the services | Functional Subset OF e ole HRs-03  [Mechanisms exist to define cybersecurity roles & responsibilities for all 10
lof the process esponsibilities lpersonnel
[Train the people performing or supporting the resilience requirements
Imanagement process as neede [Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based security, related training:(1) Before authorizing access to the system or performing
RRM:GG2.GP5 Train People Functional Subset Of | Compliance & Resilience SAT-03 el dutien(2) When required by system changes: and(3) Annuaty 10
9 [thereafter.
[Place designated work products of the resilience requirements management Defined Roles & [Mechanisms exist to define cybersecurity roles & responsibilities for all
RRM:GG2.GP6 Control Work Products |00 &8 2 ropriate levels of control Functional | Intersects With Responsibiities HRS-03 |0 donnel. 5
identify and involve the relevant stakeholders of the resilience requirements e o dentify and involve pertinent stakeholders of crtcal
Imanagement process as planne: lechanisms exist to identify and involve pertinent stakeholders of critical
RRM:GG2.GP7 e G o 2 P P Functional | Intersects with | takehoder identification &\ as7.91 2 Irechnology Assets, Applications, Services and/or Data (TAASD) to support 5
lthe ongoing secure management of those assets
[Measure and control the resilience requirements management process against Security, Compliance &
Measure and Control the : IMechanisms exist to provide a security, compliance and resilience controls
lthe plan for performing the process and take appropriate corrective action. i r "
RRM:GG2.GP8 Process P P g the P Pprop! Functional | Intersects With Res ‘g",‘:gém‘m‘s P02 loversight function that reports to the organization's executive leadership. >
[Objectively evaluate adherence of the resilience requirements management
Objectively Evaluate it tion, st . IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
RRM:GG2.GP9 ‘Adherence :gt:‘cig?“apgilaa‘:;‘\ 's process description, standards, and procedures, and address Functional | Intersects With |Assessment Objectives (AO)|  GOV-19.2 finojeentation of requirements, when available. 5
Review the actiiies, tatus, and resultsof th resience requiements [Mechanisms exist to align security, compliance and resilience capablliies
Review Status with Higher [management process with higher level managers and resolve issues Steering Committee & [with business requirements through a steering committee or advisory board,
RRM:GG2.GP10 Level Managers Functional | Intersects With | - “pr59ram Oversight GOV-OLL lcomprised of key cybersecurity, data protec business executives, s
[which meets formally and on a regular basis.
Resilience s as a defined process.
RRM:GG3 Institutionalize a Defined |-~ ! P Functional Subset Of Security, Compliance & Gov-or  [Mechanisms exist to facilitate the implementation of security, compliance 10
: Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain the description of a defined resilience requirements standardized Operat IMechanisms exist to identify and document Standardized Operating
RRM:GG3.GP1 Establish a Defined Process [management process Functional | Intersects with | S'epcerdized OBraling | ops.01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 5
Procedures (SOP)
lof day-to-day / assigned tasks.
[Collect resilience requirements management work products, measures,
Collect s, an derived from planning and " [Mechanisms exist to produce work products (e.g., process artifacts) that
RRM:GG3.GP2 Information lperforming the process to support future use and improvement of the Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements s
lorganization’s processes and process assets.
[Guidelines are developed to ensure proper consideration of resilience activities
Establish Guidelines for  land controls in all phases of the life cycle. s . Mechanisms exist o facliate the \mpler;\entam;a ot Industry-recogrized
esilient ecure Engincering y lsecurity, compliance and resilience practices in the specification, design,
RTSE:SGL Technical Solution Functional Subset Of Principl SEA0L of Technology Assets, 10
Development |Applications and/or Services (TAAS)
[General guidelines for building resilience into software and systems are
identified IMechanisms exist to facilitate the implementation of industry-recognized
RTSE:SGLSPL dentify General Guidelines Functional Subset Of Secure En?\neerlng sa01  [security. compliance and reslience pracices in the specifcatin, design. 10
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Notes

Identify Requirements

|Guidelines for determining software and systems resilience requirements are
identified.

[Mechanisms exit to fcilate the implementation of industry.recognized
- complance and resilience practices in the specification, design,

Iinformation protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.

Secure Enginering
RTSE:SGL.SP2 g Functional Subset OF Princiole SEA-01 O Teennalogy Assete, 10
|Applications and/or Services Trans)
[Guidelines for designing resilience into software and systems are identified
IMechanisms exist to facilitate the implementation of industry-recognized
Identify Architecture and Secure Engineering g y, compliance and resilience practices in the specification, design,
RTSE:SGLSP3 Dosian Guidelines Functional Subset OF Princiole SEA-01 s O Teennalogy Assete, 10
|Applications and/or Services (TAAS)
[Guidelines for implementing resilient software and systems are identified
Mechanisms exist to faciitate the implementation of ndustry.recognized
Identify Implement: Secure Engineering g securiy, compliance and resifence practices in the specification. design,
RTSE:SGL.SP4 A Functional Subset OF Princiole SEA-01 O Teennalogy Assete, 10
|Applications and/or Services Trans)
[Guidelines for the assembly and integration of resilient software into resilient
systems are identified. IMechanisms exist to facilitate the implementation of industry-recognized
Identify Assembly and Secure Engineering ' [security, compliance and resilience practices in the specification, design,
RTSE:SGLSPS Integration Guidelines Functional Subset O Principles SEA-01 and of Technology Assets, 10
|Applications and/or Services (TAAS)
[Plans for addressing resilience in the development Iife Cycle are based on
ldocumented guidelines. Mechanisms exist to faciitate the implementation of ndustry.recognized
. Develop Resilient Technical secure Engincering ' lsecurity, compliance an ce practices in the specification, design,
RTSE:SG2 Solution Development Plans Functional Subset OF Principle: SEA-01 of Technology Assets, 10
|Applications and/or Services Traas)
[Guidelines are determined for a specific software or system development project
lusing selection criteria Mechanisms exist to faciitate the implementation of ndustry.recognized
secure Engincering ' [security, compliance and resilience practices in the specification, design,
RTSE:SG2.5P1 Select and Tailor Guidelines Functional Subset OF Princiole SEA-01 s Of Teennalogy Assete, 10
|Applications and/or Services (TAAS)
[Selected resilience guidelines are integrated with a defined software and system
oimeorate Selected ldevelopment process and a documented plan s . Mechanisms exist to faciltate the implementation ofindustry.recognized
uidelines with a Define ecure Engineering g [security, compliance and resilience practices in the specification, design,
RTSE:SG2.5P2 Software and System Functional Subset Of Principles SEA-01 and of Technology Assets, 10
Development Process |Applications and/or Services (TAAS)
[Progress against the pian for developing resilient software and systems is
Imonitored throughout the development life cycle. IMechanisms exist to facilitate the implementation of industry-recognized
. Secure Engineering ’ lsecurity, compliance and resilience practices in the specification, design,
RTSE:SG3 Execute the Plan Functional Subset OF Principles SEA-01 s Of Teehnalogy Assete, 10
|Applications and/or Services (TAAS)
[Execution of the development plan is monitored to ensure that software and
Monitor Execution of the _|system resillence requirements are satisfied IMechanisms exist to ensure security, compliance and resilience are designed
RTSE:SG3.5P1 Develomano o Functional | Intersects With |  Resilience Capabilities SEA-0L3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
P lor software); and(2) Intentional attack or circumvention.
[Software and systems that demonstrate satisfaction of resilience requirements
Release Resilient Technical [are released into production. IMechanisms exist to ensure security, compliance and resilience are designed
RTSE:SG3.5P2 Solutions into Functional | Intersects With |  Resilience Capabilities SEA-0L.3  [and implemented to provide resistance to:(1) Unintentional errors (by users 5
Production lor software); and(2) Intentional attack or circumvention.
[The operational resilience management system sUpports and enables
lachievement of the specific goals of the Resilient Technical Solution Engineering Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
RTSE:GGL Achieve Specific Goals  [process area by transforming identifiable input work products to produce Functional Subset OF | g2 Sien X program (SCRP) | GOV-01  [and resiience governance controls 10
identifiable output work products.
[Perform the specific practices of the Resilient Technical Solution Engineering Mechanisms exist to produce work products (6.6, process artifacts) that
RTSE:GGL.GP1 Perform Specific Practices |process area to develop work products and provide services to achieve the Functional | Intersects With Work Products P13 5
P lopecific goals of the process area. |demonstrate the ability to comply with applicable requirements.
[Perform the specific practices of the Resilient Technical Solution Engineering
rocess area to develop work products and provide services to achieve the . . Mechanisms exist to faciltate the Implementation of industry.recognized
lspecific goals of the process area. ecure Engineering ’ lsecurity, compliance and resilience practices in the specification, design,
RTSE:GGL.GP1 Perform Specific Practices Functional Subset OF Principles SEA-01 e Of Teehnology Assete, 10
|Applications and/or Services (TAAS)
[Perform the specific practices of the Resilient Technical Solution Engineering Standardized Operat [Mechanisms exist to identify and document Standardized Operating
RTSE:GG1.GP1 Perform Specific Practices [process area to develop work products and provide services to achieve the Functional Intersects With a;r:('egfms &%’:]‘"9 OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
|specific goals of the process area. Jof day-to-day / assigned tasks.
[Perform the specific practices of the Resilient Technical Solution Engineering
lprocess area to develop work products and provide services to achieve the IMechanisms exist to define business processes with consideration for
lspecific goals of the process area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
y lorganizational operations, assets, individuals and other organizations; and(2)
RTSE:GGL.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | PRM-06 11t o e B, e tefined busies processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Resilient technical solution engineering is institutionalized as a managed process.
IMechanisms exist to facilitate the implementation of industry-recognized
y Institutionalize a Managed Secure Engineering y lsecurity, compliance and resilience practices in the specification, design,
RTSE:GG2 e, Functional Subset OF Princinies SEA-01 o Of Teehnology Assete, 10
|Applications and/or Services (TAAS)
Establish Process | eega oray i dovernance over the planning and performance of the Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
resilient technical solution engineering process. . X g
RTSE:GG2.GP1 Governance 9 9P Functional Subset Of | pesilience Program (SCRP) | S©V01  land resilience governance controls. 10
[EStabilsh and maintain the plan for performing the resilient technical solution
cess. IMechanisms exist to facilitate the implementation of industry-recognized
Secure Enginesring y lsecurity, compliance and resilience practices in the specification, design,
RTSEGG2.GP2 Plan the Process Functional Subset Of Principles. SEAOLldevelopment, implementation and modification of Technology Assets, 10
|Applications and/or Services (TAAS)
[Provide adequate resources for performing the resilient technical solution - -
lengineering process, developing the work products, and providing the services of Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
RTSE:GG2.GP3 Provide Resources |the process. Functional Subset OF Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the resilient technical solution
RTSE:GG2.GP4 Assign Responsibility  [engineering process, developing the work products, and providing the services of | Functional Subset Of [t HRs.03  [Mechanisms exist to define cybersecurity roles & responsibilities for all 10
lthe process. esponsibilities lpersonnel.
[Train the people performing or supporting the resilient technical solution
lengineering process as needed. IMechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related training:(1) Before authorizing access to the system or performint
RTSE:GG2.GPS Train People Functional SubsetOf | Compiance & Resilience SAT03 e duties.(2) When required by system changes: and(3) Annually 10
raining
lthereafter.
[Place designated work products of the resilient technical solution engineering Defined Roles & [Mechanisms exist to define cybersecurity roles & responsibilities for all
RTSE:GG2.GP6 Control Work Products |00 &8 0 ropriate levels of control Functional | Intersects With Responsibilties HRS-03 e 5
identify and involve the relevant stakenolders of the resilient technical solution e o dentify and involve pertinent stakeholders of critcal
lengineering process as planned. lechanisms exist to identify and involve pertinent stakeholders of critical
RTSE:GG2.GP7 dentify and invotve | P P Functional | Intersects with | takehoder identification &\ as7.91 5 Irechnology Assets, Applications, Services andfor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
Measure and Control the [tpesjre and Control the resilient technica) solution engineering process against Security, Compliance & IMechanisms exist to provide a security, compliance and resilience controls
lthe plan for performing the process and take appropriate corrective action. - g
RTSEGG2.GPE Process P P 9 the P Pprop! Functional | Intersects With Res"gcg;gf\:""‘s P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the resilient technical solution engineering
Objectively Evaluate |50 cceds > TN e cess description. standards. and procedures, and address . IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
RTSE:GG2.GP9 Aharenca process against s p ption, . and p 3 Functional | Intersects With |Assessment Objectives (A0)| - GOV-19.2 ~ [{T=din B XIELtd Ot e e e 5
[Review the activities, status, and results of the resilient technical solution IMechanisms exist to align security, compliance and resilience capabilities
. Review Status with Higher [engineering process with higher level managers and resolve issues. Steering Committee & [with business requirements through a steering committee or advisory board,
RTSE:GG2.GP10 evel Managers Functional | Intersects With Program Oversight GOV-0L1 lcomprised of key cybersecurity, data protection and business executives, s
[which meets formally and on a regular basis.
[Resilient technical solut titutionalized as a defined
RTSE:GG3 Institutionalize a Defined |- o oo el soldtion engineering is institutionalized as a defined process. Functional Subset Of Security, Compliance & Gov-or  [Mechanisms exist to facilitate the implementation of security, compliance 10
: Process Resilience Program (SCRP) land resilience governance controls.
[EStabilsh and maintain the description of a defined resilient technical solution standardized Operat IMechanisms exist to identify and document Standardized Operating
RTSE:GG3.GP1 Establish a Defined Process [engineering process. Functional | Intersects With al’,‘r;'e“‘fres &90’,2]‘"9 OPS-01.1  |Procedures (SOP), o similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Collect resilient technical solution engineering work products, measures,
Collect results, and i derived from planning and Mechanisms exist to produce work products (e.g., process artifacts) that
RTSEGG3.GP2 Information lperforming the process to support future use and improvement of the Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements s
avgamzauon s processes and process assets.
Prepare for Service he organizational processes for sustainability planning and execution are Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
SC:SG1 "Cmtmw estabhshed Functional Subset Of Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 10
Y Portfolio Management |compliance and resilience objectives,
[Planning is performed for developing and implementing the organization’s Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
Plan for Service Continuity [service continuity process. Functional Subset OF Resilience Protection PRM-01 [controls that provide a portfolio management approach to achieve security, 10
Portfolio Management |compliance and resilience objectives.
Establish Standards and _|The guidelines and standards for service continuity are established and Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
SC:SG1.5P2 Guidelines for Service ~[communicated Functional Subset OF Resilience Protection PRM-01 [controls that provide a portfolio management approach to achieve security, 10
Continuity Portfolio Management |compliance and resilience objectives.
Identify and Prioritize High- [The services that are required to meet the organization's mission are identified Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
5C:SG2 Value jand prioritized. Functional Subset Of Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
Services Portfolio Management |compliance and resilience objectives.
\dentify the Organization’s |||¢ Nidh-value services of the organization and their associated assets are Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning
5C:5G2.5P1 Y 9 identified Functional Subset Of Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
High-Value Services * !
Portfolio |compliance and resilience objectives.
[The internal and external relationships necessary to ensure service continuity are
identified and analyze IMechanisms exist to define business processes with consideration for
dentity Internal and lsecurity, compliance and resilience that determines:(1) The resulting risk to
y lorganizational operations, assets, individuals and other organizations; and(2)
5C:5G2.5P2 External Dependencies and Functional Subset Of | Business Process Definition | PRM-06 |8 8t B KD e 0 o the defined business processes 10
s land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Vital information required for service continuity is identified.
IMechanisms exist to define business processes with consideration for
lsecurity, compliance and resilience that determines:(1) The resulting risk to
Identify Vital Organizational y lorganizational operations, assets, individuals and other organizations; and(2)
SC:562:5P3 Records and Databases Functional Subset Of | Business Process Definition | PRM-06 |nfrmation protection needs arising from the defined business processes 10
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Service continuity plans for high-value organizational services are developed.
IMechanisms exist to define business processes with consideration for
lsecurity, compliance and resilience that determines:(1) The resulting risk to
Develop Service Continuity i y lorganizational operations, assets, individuals and other organizations; and(2)
SC:SG3 Plans Functional | Intersects Wit | Business Process Definition | PRM-06 néormation protection needs arising from the defined business processes s
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
[Required service continuity plans are identified.
IMechanisms exist to define business processes with consideration for
lsecurity, compliance and resilience that determines:(1) The resulting risk to
sC:sG3.5P1 \aenwaeyvzllzgzéu Be Functional Subset Of | Business Process Definition|  PRM-0g _|0T92Nizational operations, assets, individuals and other organizations; and(2) 10
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Notes

Develop and Document

[The required service continuity plans are developed and documented.

Business Continuity

Mechanisms exist to facilitate the implementation of contingency planning
[controls to help ensure resilient Technology Assets, Applications and/or

Infor

lsupport future use and improvement of the organization’s processes and process
lassets.

|demonstrate the

to comply with applicable requirement

Service Continuity Plans Functional Subset OF Management System BCD-01  Isorvices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
Staff members are assigned to the service continulty plans to ensure effective
loxecution Business Continuity Mechanisms exist to facilitate the implementation of contingency planning
. Assign Staff to Service o1 |controls to help ensure resilient Technology Assets, Applications and/or
SCi56G3.5P3 Continuity Plans Functional Subset OF Management System BCD-01  Isorvices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
Service continuity plans are stored and made accessible to those with a need fo
ow. Business Continuity Mechanisms exist to facilitate the implementation of contingency planning
Store and Secure Service o1 |controls to help ensure resilient Technology Assets, Applications and/or
Continuity Plans Functional Subset OF Management System BCD-01  Isorvices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
[Training in the service continuty plans 1s developed and administered
Business Continuity Mechanisms exist to faciltate the implementation of contingency planning
. Develop Service Continuity o1 |controls to help ensure resilient Technology Assets, Applications and/or
SCiSG3.5P5 Plan Training Functional Subset OF Management System BCD-01  Isorvices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
Service continuity plans are validated fo ensure they satisfy standards and
Validate Service Continaity (241461 and to resolve conicts between plans Business Continuity Mechanisms exist to faciltate the implementation of contingency planning
. alidate Service Continuity o1 [controls to help ensure resilient Technology Assets, Applications and/or
sc:sG4 Plans Functional Subset Of Management System BCD-01  Isorvices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
Service continuity plans are examined o ensure they satisfy standards and e o et the Imoementation of cont }
Validate Plans to |guidelines. Business Continuity lechanisms exist to facilitate the implementation of contingency planning
. o1 |controls to help ensure resilient Technology Assets, Applications and/or
SC:iSG4.5PL Reauirements and Functional Subset Of Management System BCD-01  Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
[Conficts between service continuity plans are identified and resolved
Business Continuity Mechanisms exist to faciltate the implementation of contingency planning
Identify and Resolve Plan o1 |controls to help ensure resilient Technology Assets, Applications and/or
Conflicts Functional Subset Of Management System BCD-OL  Isorvices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
Service continuity plans are exercised to ensure they meet their stated
lobjectives. Business Continuit Mechanisms exist to faciltate the implementation of contingency planning
scises Exercise Service Continuity Functional Subset Of \Business Continulty. 8CD.01 [controls to help ensure resilient Technology Assets, Applications and/or 0
8 Plans. '9f Y [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business
[Continuity & Disaster Recovery (BC/DR) playbooks).
[A program and standards for service continulty plan testing are established and
implemented. Business Continuit IMechanisms exist to faciltate the implementation of contingency planning
Develop Testing Program Functional Subset Of \Susiness Continulty. 8CD.01  [controls to help ensure resilient Technology Assets, Applications and/or 0
and Standards. 9 Y Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business
[Continuity & Disaster Recovery (BC/DR) playbooks).
Service continuity test plans are developed and documented.
Business Continuit Mechanisms exist to faciltate the implementation of contingency planning
sCisGs.5P2 Develop and Document Test] Functional Subset Of Business Continulty. 8CD.01  [controls to help ensure resilient Technology Assets, Applications and/or 0
3G Plans. 9 Y [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business
[Continuity & Disaster Recovery (BC/DR) playbooks).
Service continuity plans are exercised on a regular basis and results are
ldocumented. Business Continity IMechanisms exist to faciltate the implementation of contingency planning
Exercise Plans Functional Subset Of e ot Syt 8CD.01 [controls to help ensure resilient Technology Assets, Applications and/or 0
Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business
[Continuity & Disaster Recovery (BC/DR) playbooks).
[Opportunities for improving service continulty are identified and implemented as
a result of exercising. Business Continity Mechanisms exist to faciltate the implementation of contingency planning
. o1 [controls to help ensure resilient Technology Assets, Applications and/or
SC:5G5.5P4 Evaluate Plan Test Results Functional Subset OF Management System D01 [ o ety ot Oparations P (00D o Buimacs 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
Service continuity plans are executed and reviewed.
Business Continity IMechanisms exist to faciltate the implementation of contingency planning
. Execute Service Continuity o1 |controls to help ensure resilient Technology Assets, Applications and/or
sc:sae Plans Functional Subset Of Management System BCD-OL  Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
Service continuity plans are executed as required
Business Continity IMechanisms exist to faciltate the implementation of contingency planning
. o1 |controls to help ensure resilient Technology Assets, Applications and/or
SC:5G6.5P1 Execute Plans Functional Subset OF Management System D01 [ o ety ot Oporations P (00D o Buimacs 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
[Post-execution review is performed to identify corrective actions.
Business Continity IMechanisms exist to faciltate the implementation of contingency planning
Measure the Effectiveness o1 |controls to help ensure resilient Technology Assets, Applications and/or
of the Plans in Operation Functional Subset OF Ma"agemcepf“;fys'em BCD-OL  Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
[Changes to service continuity plans are identified and managed -
Business Continuity Mechanisms exist to faciltate the implementation of contingency planning
. Maintain Service Continuity o1 |controls to help ensure resilient Technology Assets, Applications and/or
SC:SG7 Plans Functional Subset Of Ma“agemcepf“;fys'em BCD-0L  Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
[Change criteria for service continuity plans are established
Business Continity IMechanisms exist to faciltate the implementation of contingency planning
o1 |controls to help ensure resilient Technology Assets, Applications and/or
Establish Change Criteria Functional Subset OF Management System D01 [ B ety of Oparations P (00D o Buimacs 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
[Changes are made to service continuity plans as conditions dictate.
Business Continity IMechanisms exist to facilitate the implementation of contingency planning
. o1 |controls to help ensure resilient Technology Assets, Applications and/or
SC:sG7.5P2 Maintain Changes to Plans Functional Subset OF Management System D01 [ e ety of Oparations P (CO0% o Buimacs 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
[The operational resilience management system supports and enables
. achievement of the specific goals of the Service Continuity process area by Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
SC:GG1 Achieve Specific Goals \transforming identifiable input work products to produce it jable output work | Functional Subset Of | pecilience Program (5CRP) | GOV-01  |and resilience governance controls. 10
Perform the specific practices of the Service Continuity process area to develop Mechanisms exit to produce work products (e.9, process artfacts) that
! Wwork products and provide services to achieve the specific goals of the process g
SC:GGLGPL Perform Specific Practces. [work p [ pecific g p Functional | Intersects With Work Products cpL13 it el i AL bbbt 5
Perform the specific practices of the Service Continuity process area to develop
work products and provide services to achieve the specific goals of the process Business Continuity Mectha‘mim; e‘x\sl to fac\hta‘le tlh$ wr;ple(nent:t:ml olAcor‘\tm?enC‘/ nldanmng
. area o1 |controls to help ensure resilient Technology Assets, Applications and/or
SC:GGLGPL Perform Specific Practices Functional Subset OF Management System D01 [ o oty of Oparations P (C00%) o Bumecs 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
Perform the specific practices of the Service Continuity process area to develop Sondaraized Operat Mechanisms exist to identify and document Standardized Operating
SC:GG1.GP1 Perform Specific Practices |work products and provide services to achieve the specific goals of the process Functional Intersects With Procedures 120?1 9 0PS-01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 5
area Jof day-to-day / assigned tasks,
Perform the specific practices of the Service Continuity process area to develop
Work products and provide services to achieve the specific goals of the process Mechanisms exist to define business processes with consideration for
area lsecurity, compliance and resilience that determines:(1) The resulting risk to
. 06 |oraanizational operations, assets, individuals and other organizations; and(2)
SC:GGLGPL Perform Specific Practices Functional | Intersects With | Business Process Definition | PRI06 0 Eatione oo 2, o retes ooccsone 5
land revises the processes as necessary, until an achievable set of protection
Ineeds s obtained.
Service continuity is institutionalized as a managed process. -
Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
. Institutionalize a Managed o1 |controls to help ensure resilient Technology Assets, Applications and/or
SC:662 Process Functional Subset Of Ma“ageg“;;‘;fym"‘ BCD-OL  Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
[Estabiish and maintain governance over the planning and performance of the
Establish Process Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
. service continuity process. y
SC:662.6P1 Governance P Functional Subset Of | gesilience Program (SCRP) | SV land resilience governance controls, 10
[Estabiish and maintain the plan for performing the service continuty process. -
Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
. o1 |controls to help ensure resilient Technology Assets, Applications and/or
5C:662.GP2 Plan the Process Functional Subset Of Management System D01 o R e ety of Onoratons o (o0 o B ool 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
PProvide adequate resources for performing the service continulty process, -
ldeveloping the work products, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
5C:662.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the service continuity process,
5C:662.6P4 Assign Responsibility |developing the work products, and providing the Services of the process, Functional Subset Of Defined Roles & HRs.03  |Mechanisms exist to define cybersecurity roles & responsibiltes for all 0
Responsibilities personnel.
[Train the people performing or supporting the service continulty process as
Ineeded. Role-Based Security. Mechanisms exist to provide role-based security, compliance and resilience-
. g o3 |related training:(1) Before authorizing access to the system or performing
5C:6G2.GPS Train People Functional subsetof | complance & Resilence | - SAT-03 g e cytem changes: andl3) Amnualy 10
9 [thereafter.
) Place designated work products of the service continuity process under Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all
SC:GG2.GP6 Control Work Products |1, 7 SRR CC1 oY control Functional | Intersects With Responsibilities HRS03 | ersonnel. 5
identify and involve the relevant stakeholders of the service continuity process o 1o ety and invalve pertinent stakeholders of rtica
s planne lechanisms exist to identify and involve pertinent stakeholders of critical
SC:GG2.GP7 e oy P! Functional | Intersects with | takehoder identification &\ as7.91 7 Irechnology Assets, Applications, Services andfor Data (TAASD) to support 5
lthe ongoing secure management of those assets
Measure and control the service continulty process against the plan for Security, Compliance &
Measure and Control the f . IMechanisms exist to provide a security, compliance and resilience controls
! erforming the process and take appropriate corrective action r " "
SC:662.6P8 Process s 9 the P PProp! Functional | Intersects With | Resifence Controls P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the service continuity process against its
. Objectively Evaluate | orcess descrintion. Standarde. and mrocettree o oG e mo e e, : IMechanisms exist to utilize defined Assessment Objectives (AO) to assess the
5C:6G2.GPY Cively Eva P ption, . and py . P Functional | Intersects With |Assessment Objectives (A0)|  GOV-19.2 ~[Mechanisme exitto utilze defined Assessment 5
R_e\;:ew‘[he‘a(tlvmes. sta[;s, ﬁ"‘d results of the service continuity process with [Mechanisms exist to align security, compliance and resilience capabilities
. Review Status with Higher |[ligher level managers and resolve issues. Steering Committee & y Jwith business requirements through a steering committee or advisory board,
SC:662.6P10 Level Managers Functional | Intersects With | - pr59ram Oversight GOV-OL1 comprised of key cybersecurity, data protection and business executives, s
|which meets formally and on a regular basis:
Service continuty 1s Institutionalized as a defined process.
scioe3 Institutionalize a Defined | *' "' inuity 1s Institutionaliz P Functional Subset Of Security, Compliance & Gov.o1  [Mechanisms exist to facilitate the implementation of security, compliance 10
! Process Resilience Program (SCRP) land resilience governance controls.
[Estabiish and maintain the description of a defined service continuity process. Standardived Operatim Mechanisms exist to identify and document Standardized Operating
SC:GG3.GP1 Establish a Defined Process Functional | Intersects With rocedures (cop | OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Collect service continuity work products, measures, measurement results, and
5C:GG3.GP2 Collect Impmvement limprovement information derived from planning and performing the process to Functional Intersects With Work Products cpL13  [Mechanisms ex\s[ m produ(e work products (e.g., process artifacts) that s
#6631 orma s
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Notes

Establish and Prioritize [Technology assets are prioritized to ensure the resilience of the high-value
T™™:SGL Technology services that they support. Functional | Intersects With | Asset Categorization ast31  [Mechanisms existto categorize Technology Assets, Applications and/or s
‘Assets ervices ( )
E— Protize Technlogy Asses| o0 SSets 37 oo tltve o thlr porance n supparig e Functional | Intersects With | Asset Categorization aST31 ISChanisms Xt categarize Technalogy Assets, Applations anclr S
oot estence. |TEChTOI00y assets that specificaly Support execution of service continury plans Mechanisms exist to identify and document the critical Technology ASsets,
TM:SGLSP2 rocSaplish Resilience: lare identified and established Functional | Intersects With |  Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions 5
ol land business functions.
[Administrative, technical, and physical controls for technology assets are
identified, implemented, monitored, and manage IMechanisms exist to compel data and/or process owners to select required
™:SG2 Protect Technology Assets Functional Subset O Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 10
[Application and/or Service (TAAS) under their control.
Resilience requirements that have been defined are assigned to technolor
Assign Resilience  Pesete 9 il IMechanisms exist to ensure security, compliance and resilience are designed
TM:SG2.5P1 auiremen Functional | Intersects With |  Resilience Capabilities | SEA-0L3  [and implemented to provide resistance to:(L) Unintentional errors (by users 5
e lor software); and(2) Intentional attack or circumvention.
[Administrative, technical, and physical controls that are required to meet the
Establish and Implement _[established reilience requirements are Identifed and implemented IMechanisms exist to compel data and/or process owners to select required
TMiSG2.5P2 and im Functional Subset O Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 10
[Application and/or Service (TAAS) under their control.
Tees Manage Technology Asset [Operational risks to technology assets are identified and managed Functional SubsetOf | Risk Management Progrom | Rsk.01 [ 1echarisms oxist o faciiate e mplementation of strategic, operatonsl o
Risks Jand tactical risk
- 1dentify and Assess _|Risks to technology assets are identified and assessed. Mechanisms exist to facilitate the \mplementatlun o strategic, operational
TM:SG3.5PL o e pos wieks Functional SubsetOf | Risk Management Program | Rsk-01 [fechanisms exi 10
Address Technology Asset | 115K r€sPonse plans for risks to technology assets are developed and [Mechanisms exist to (ormahze a Rlsk Treatment Plan (RTP) that applicable
TM:SG3.5P2 s %Y implemented Functional | Intersects With | Risk Treatment Plan (RTP) | RSK-06.4 |stakeholders wil utilize to remediate identified risks according to a defined 5
ftimeline.
Manage Technology Asset [The integrity of technology assets s managed Change Management Mecharisms xist o faciliate e implementation of a change management
™:SG4 ey Functional Subset O oo cHG01 e 10
- Control Access to _|Access to technology assets is controlled Change Management Me(hamsms ‘exist to facilitate the implementation of a change management
TM:SGA.SPL ey aded Functional Subset OF oo cHG01 e 10
E—. Perform Configuration _[The configuration of technology assets is managed. ronctionat P—— Crange Nansgement Hoo1 ;\)ﬂreo(ghamsms ‘exist o facilitate the implementation of a change management o
Ep—. Perform Change Control and|Changes to technology assets are managed ronctionat Subset Of Cranae Nansgement Craon[Nechanksms et 1o ciRite e Fplsmentation of » change rmarogement o
- Perform Release _[The iterafion of technology assets placed into the production environment is Mecharisms st o faciliate an IT Asset Hanagement (TAH) program to
TM:SGa.5P4 manage Functional Subset Of Asset Governance AsToL  [echaniems exis o faciltate e 10
[The availability of technology assets to support high-value services is managed
Business Continuity IMechanisms exist to faciltate the implementation of contingency planning
. Manage Technology Asset o1 |controls to help ensure resilient Technology Assets, Applications and/or
TM:SGS ‘Availability Functional Subset OF Management System BCD-0L  Iervices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
[The availability and functionality of high-value technology assets are ensured
lthrough developing plans to sustain them. Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
. Perform Planning to Sustain o1 |controls to help ensure resilient Technology Assets, Applications and/or
TM:SGS.SPL Technology Assets Functional Subset OF Management System BCD-OL  Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
[Operational maintenance is performed on technology assets.
Business Continuity IMechanisms exist to faciltate the implementation of contingency planning
. Manage Technology Asset o1 |controls to help ensure resilient Technology Assets, Applications and/or
TM:SG5.5P2 Maintenance Functional Subset Of Management System BCD-OL  Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
[The operating capacity of technology assets s managed -
] IMechanisms exist to facilitate the implementation of contingency planning
TMiSGS.5P3 Manage Technology Functional Subset Of Dusiness Continulty CD.01  [controls to help ensure resilient Technology Assets, Applications and/or 0
1SG5: Capacity 9 4 Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business
[Continuity & Disaster Recovery (BC/DR) playbooks).
[The interoperability of technology assets is managed
; IMechanisms exist to facilitate the implementation of contingency planning
TMiSGS.SPa Manage Technology Functional Subset Of \Dusiness Continulty 8CD.01  [CONtrols to help ensure resilient Technology Assets, Applications andjor 10
1SG5: Interoperability o 4 Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business
[Continuity & Disaster Recovery (BC/DR) playbooks).
[The operational resilience management system supports and enables
lachievement of the specific goals of the Technology Management process area Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
MGG Achieve Specific Goals by transforming identifiable input work products to produce identifiable output Functional Subset Of | oo cx program (5CRP) | GOV-01  [ordiediience governance controls. ¥, comp 10
work products.
PPerform the specific practices of the Technology Management process area to Mechanisms exit to produce work products (.9, process artfacts) that
develop work products and provide services to achieve the speciic goal of the -
TM:GG1.GP1 Peform Specifc Practices ({evelop work p P pecific g Functional | Intersects With Work Products PLL3 o e iy o e o e 5
Perform the spe(nﬁc practices of the Technology Management process area to -
|develop work products and provide services to achieve the specific goals of the Business Continuity Mectha‘mim; e‘X\sl to facﬂlta‘le tlh$ \rr;ple‘r“ent:tlnr: O'Acor‘\tmgency nlda/nnmg
process area o1 |controls to help ensure resilient Technology Assets, Applications and/or
TM:GG1.GP1 Perform Specific Practices Functional Subset Of Management System D01 o R e eaime ity of Onorat s o (o0 ool 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
Perform the specific practices of the Technology Management process area to . Mechanisms exist to identify and document Standardized Operating
|develop work products and provide services to achieve the specific goals of the tandardized Operating X
TM:GG1.GPL Perform Specific Practices P work p: P pecific g Functional | Intersects With e e SR, OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
process area. Jof day-to-day / assigned tasks,
PPerform the specific practices of the Technology Management process area to
ldevelop work products and provide services to achieve the specific goals of the Mechanisms exist to define business processes with consideration for
process area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
06 |oraanizational operations, assets, individuals and other organizations; and(2)
TM:GG1.GPL Perform Specific Practices Functional | Intersects With | Business Process Definiion |  PRM-06  ["'danzationa) aperations, assets, Idviduale and othe organizarions: 1 5
and revises the processes as necessary, until an achievable set of protection
Ineeds s obtained.
[Technology management is institutionalized as a managed process.
TMiGG2 Institutionalize a Managed 9y 9 fs institutionalize ged pre Functional Subset Of Security, Compliance & Gov.or  |Mechanisms exist to faciltate the implementation of security, compliance 0
- Process Resilience Program (SCRP) land resilience governance controls.
[Estabiish and maintain governance over the planning and performance of the
Establish Process Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
[technology management process. Y, compl X P! ¥, compl
TM:GG2.GPL Governance 9y manag P Functional Subset Of | gesilience Program (SCRP) | SV land resilience governance controls, 10
[Estabiish and maintain the plan for performing the technology management
rocess. Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
o1 |controls to help ensure resilient Technology Assets, Applications and/or
TM:GG2.GP2 Plan the Process Functional Subset Of Management System D01 L R o oty of Onoradlons o (o0 s anelor 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
Provide adequate resources for performing the technology management process,
ldeveloping the work products, and providing the services of the process. Security, Compliance & Mechanisms exist to address all capital planning and investment requests,
TM:GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the technology management
TM:GG2.GP4 Assign Responsibilty |process, developing the work products, and providing the services of the process.|  Functional Subset Of Defined Roles & HRs.03  |Mechanisms exist to define cybersecurity roles & responsibiltes for all 0
Responsibilities personnel.
[Train the people performing or supporting the technology management process
(s neede Role-Based Security, [Mechanisms exist to provide role-based security, compliance and resilience-
g o3 |related training:(1) Before authorizing access to the system or performing
TM:GG2.GP5 Train People Functional subserof | compliance & Resilence | SAT-03 G e avstem changes: andlG) Amnualy 10
9 [thereafter.
Place designated work products of the technology management process under Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilties for all
TM:GG2.GP6 Control Work Products |06 SES 0o o P ool Functional | Intersects With ¢ HRS-03 | el 5
identify and involve the relevant stakeholders of the technology management roch 1o ety and invalve pertinent stakeholders of rtica
rocess as planned chanisms exist to identify and involve pertinent olders of critic
TM:GG2.GP7 aentify and e | s Functional | Intersects with | takehoder identification &\ as7.91 2 Irechnology Assets, Applications, Services andor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
Measure and control the technology management process against the plan for Security, Compliance &
Measure and Control the . IMechanisms exist to provide a security, compliance and resilience controls
erforming the process and take appropriate corrective action. r r
TM:GG2.GP8 Process P 9thep PProp Functional | Intersects With | - Resilence controls CPLOZ  loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the technology management process against
Objectively Evaluate |y o ot ety : Mechanisms exist o utiize deined Assessment Objecives (AO) to assess the
TM:GG2.GP9 ‘Adherence ts process description, standards, and procedures, and address non-compliance. | Functional | Intersects With |Assessment Objectives (A0)|  GOV-19.2 i (CTEn CHo0E L irehiente when available. 5
Review the activiles, tatus, and esuls f th technology managemert pocess Mechanisms exist to align security, compliance and resiience capabilities
Review Status with Higher [Wwith higher level managers and resolve issues. Steering Committee & it business requrrements through a steering commitee or advsory board,
TM:GG2.GP10 Level Managers Functional | Intersects With | pr59ram Oversight GOV-OLL lcomprised of key cybersecurity, data pi and business executives, s
[Which meets formatly and on a reguiar basis.
[Technology management is institutionalized as a defined process.
. Institutionalize a Defined 9y g ! . P Functional Subset Of Security, Compliance & Gov.or  |[Mechanisms exist to faciltate the implementation of security, compliance 10
Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain the description of a defined technology management Standardized Operatin Mechanisms exist to identify and document Standardized Operating
TM:GG3.GP1 Establish a Defined Process [process. Functional | Intersects With REAM9 | OPS-01.1 |Procedures (SOP), or similar documentation, to enable the proper execution 5
Procedures (SOP)
Jof day-to-day / assigned tasks.
[Collect technology management work products, measures, measurement results,
Collect derived from planning and performing the process : IMechanisms exist to produce work products (e.q., process artifacts) that
TM:GG3.GP2 Information o support future use and improvement of the organization'’s processes and Functional | Intersects With Work Products CPLI3 e Omatrate the abillty to comply with applicable fequirements. s
process assets
Prepare for Vulnerability [Preparation for vuinerability analysis and resolution activities is conducted. Valnerabillty & Patch
n— el Funcional | Subsetf | Memagement frogtem | vewo1 [Mechanisms exitto eitate th implementation and monioringof 1
and Resolution (VPMP) 9
[The assets and operational environments that must be examined for Vulnerabillty & Patch
st i o1 [Mechanisms exist to facilitate the implementation and monitoring of
VAR:SGLSPL Establish Scope  |vulnerabilites are identifie Functional Subset Of Management Program RO o omant rentrole 10
Establish a Vulnerability |An operational vulnerability analysis and resolution strategy is established and Valnerabillty & Patch
: I Mechanisms exist to facilitate the implementation and monitoring of
t .
VARISG1.5P2 Analysis and Resolution ~|maintaine Functional Subset Of Management Program (TR WA i) 10
[A process for identifying and analyzing vunerabilities is established and Vulnerabillty & Patch
Identify and Analyze " o1 [Mechanisms exist to facilitate the implementation and monitoring of
VARiSG2 ntify and Anal maintaine Functional Subset O Management Program (TR WA i) 10
[The sources of vunerability information are identified.
VARISG2.5P1 Identify Sources of Y Functional Subset Of anerabity & paten. Upmo1  [Mechanisms exist to facilitate the implementation and monitoring of 10
Vulnerability Information 9 9! |vulnerability management controls.
[A process is estabiished to actively discover vunerabilities. Vulnerability & Patch
Mechanisms exit to facitate the mplementation and monitoring of
VAR:SG2.5P2 Discover Vulnerabilties Functional Subset O Management Program RO o erment rantrel 10
[Vulnerabilities are analyzed to determine whether they have to be reduced o Vulnerabillty & Patch
. . fmera o1 [Mechanisms exist to faciltatethe implementation and monitoring of
VAR:SG2.5P3 Analyze Vulnerabilities ~ [eliminate Functional Subset Of Management Program VPM-01 e bility management control 10
Strategies are developed to manage exposure to identified vulerabiities
VARSG3 Manage Exposure to 9 a 9e exp Functional Subset Of uinerabillty & Patch wpmo1  [Mechanisms exst to fciitate the implementation and menitoring of 0
Vulnerabilities 9 9! vulnerability management control
Strategies are developed and mplemented to manage exposure to identified Vulnerability & Patch
’ Manage Exposure to [0 2 S91<n 512 o1 [Mechanisms exist to faciltatethe impiementation and montoring of
VAR:SG3.5P1 e o |vulnerabilities. Functional Subset Of Management Program VPMAOL e rability management controls. 10
[The root causes of vulnerabilities are examined to improve vulnerabilty analysis Vulnerability & Patch ;
VAR:SG4 Identify Root Causes  [and resolution and reduce organizational exposure. Functional Subset OF Management Program vuo1  [Mechanisms exist to faciltate the implementation and monitoring of 10
|vulnerability management controls.
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Notes

|A review of identified vulnerabilities is performed to determine and address

Vulnerability & Patch

IMechanisms exist to facilitate the implementation and monitoring of

Inform:

luse and improvement of the organization’s processes and process assets.

|demonstrate the ability to comply with applicable requirements.

Perform Root-Cause
. inderlying causes. X
VAR:SG4.5P1 iara lunderlying cau Functional Subset Of Managetent Program ML o agermant fontrole 10
[The operational resilience management system supports and enables
jachievement of the specific goals of the Vulnerability Analysis and Resolution Security, Compliance & [Mechanisms exist to facilitate the \mplementatlon of security, compliance
VAR:GG1 Achieve Specific Goals  |process area by transforming identifiable input work products to produce Functional Subset Of | pecilience Program (5CRP) | SOV-0L  |and resilience governance control 10
identifiable output work products.
[Perform the specific practices of the Vulnerability Analysis and Resolution Mechanisms exist to produce work products (e.g, process artfacts) that
VAR:GGL.GP1 Perform Specific Practices |process area to develop work products and provide services to achieve the Functional | Intersects With Work Products cPL13 5
P [opecific goals of the process area ldemonstrate the ability to comply with applicable requirements.
[Perform the specific practices of the Vulnerability Analysis and Resolution Vulnerability & Patch
VAR:GG1.GP1 Perform Specific Practices |process area to develop work products and provide services to achieve the Functional Subset OF Management Program veuo1  [Mechaniems exist to faciitate the implementation and monitoring of 10
|specific goals of the process area. (VPMP) |vulnerability management controls.
[Perform the specific practices of the Vulnerability Analysis and Resolution Standardized Operat IMechanisms exist to identify and document Standardized Operating
VAR:GG1.GP1 Perform Specific Practices [process area to develop work products and provide services to achieve the Functional Intersects With a;r:('e"jzjes &%’;]‘"9 OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 5
|specific goals of the process area. Jof day-to-day / assigned tasks.
[Perform the specific practices of the Vulnerability Analysis and Resolution
lprocess area to develop work products and provide services to achieve the IMechanisms exist to define business processes with consideration for
Ispecific goals of the process area. lsecurity, compliance and resilience that determines:(1) The resulting risk to
§ o6 [oraanizational operations, assets, individuals and other organizations; and(2)
VAR:GGL.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | PRI-06 |010a 200 0o e et protaseue 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
- [Vuinerability analysis and resolution is institutionalized as a managed process, Vulnerability & Patch
§ Institutionalize a Managed IMechanisms exist to faciltate the implementation and monitoring of
VAR:GG2 el Functional Subset Of Management Program MO anagement controls 10
[Establish and maintain governance over the planning and performance of the
Establish Process Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
4 |vuinerability analysis and resolution process. X
VAR:GG2.GP1 Governance ¥ analy: P Functional Subset Of | pesilience Program (SCRP) | S©V01  land resilience governance controls. 10
[Establish and maintain the plan for performing the vunerability analysis and Vulnerability & Patch
IMechanisms exist to facilitate the implementation and monitoring of
: resolution process. ¥ P 9
VAR:GG2.GP2 Plan the Process p Functional Subset Of Management Program MLy management controls 10
[Provide adequate resources for performing the vunerability analysis and - N
resolution process, developing the work products, and providing the services of Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
VAR:GG2.GP3 Provide Resources ltha process. Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the vunerability analysis and
VAR:GG2.GP4 Assign Responsibility [resolution process, developing the work products, and providing the services of |  Functional Subset Of e oles HRs.03  [Mechanisms exist to define cybersecurity roles & responsibilities for all 10
lthe procese esponsibilities lpersonnel.
[Train the people performing or supporting the vulnerability analysis and
resolution process as neede IMechanisms exist to provide role-based security, compliance and resilience-
VARGG2.GPS Train People Functional SubsetOf | Compiance & Resiience | sato3  [oted trainingi(1) Before authorizing access to the system or performin 10
+ Pl Pl pliaehl |assigned duties;(2) When required by system changes; and(3) Annually
raining
ftnereafter.
N Place designated work products of the vulnerability analysis and resolution Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all
VAR:GG2.GP6 Control Work Products | rocess under appropriate levels of control Functional | Intersects With Responsibilities HRS-03Jpersonnel. s
identify and involve the relevant stakenolders of the vuinerabiiity analysis and e 1o dentity and involve pertinent stakehalders of crfca
resolution process as planned. lechanisms exist to identify and involve pertinent stakeholders of critica
VAR:GG2.GP7 A o P P Functional | Intersects with | takehoder identification &\ as7.91 5 ITechnology Assets, Applications, Services andfor Data (TAASD) to support 5
lthe ongoing secure management of those assets.
Measure and Control the [ ja e contro) the vulnerabiity analysis and resolution process against the Security, Compliance & IMechanisms exist to provide a security, compliance and resilience controls
¥ lan for performing the process and take appropriate corrective action. - .
VARGG2.GP8 Process s P 9 the P Pprop! Functional | Intersects With | Resiionce Controls P02 loversight function that reports to the organization's executive leadership. s
[Objectively evaluate adherence of the vulnerability analysis and resolution
. Objectively Evaluate  |oceel aumimet ite pracecs doscription. Standards. and orocedures. and address . IMechanisms exist to utiize defined Assessment Objectives (AO) to assess the
VAR:GG2.GP9 ey vl process against s p ption, . and pr 3 Functional | Intersects With |Assessment Objectives (A0)|  GOV-19.2 [i1echanisfs ex<Lto wiiize defined Aesessrent | 5
Rew‘evtv the actlvmes};tzgu: a?d ffsu\ls of the vudlnefal"ﬂlty analysis and Mechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher |resolution process with higher level managers and resolve issues. Steering Committee & |with business requirements through a steering committee or advisory board,
VAR:GG2.GP10 evel Managers Functional | Intersects With | - pr59ram Oversight GOV-0L1 comprised of key cybersecurity, data protection and business executives, s
|which meets formally and on a regular basis.
[Vuinerability anal d resolut Titutionalized as a defined
VARIGG3 Institutionalize a Defineg |*-'""@01Y analysis and resolution s institutionalized as a defined process. Functional Subset Of Security, Compliance & | o o) [Mechanisms exist to faciitate the implementation of security, compliance 0
: Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain the description of a defined vunerability analysis and Standardized Operat IMechanisms exist to identify and document Standardized Operating
VAR:GG3.GP1 Establish a Defined Process [resolution process. Functional | Intersects With a;{;’ééﬁes &90’,2]‘"9 OPS-01.1  |Procedures (SOP), o similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Collect vuinerability analysis and resolution work products, measures,
y Collect results, and i derived from planning and [Mechanisms exist to produce work products (e.g., process artifacts) that
VAR:GG3.GP2 Information lperforming the process to support future use and improvement of the Functional | Intersects With Work Products P13 ldemonstrate the ability to comply with applicable requirements s
lorganization’s processes and process assets.
[The operational resilience management system supports and enables
lachievement of the specific goals of the process area by transforming identifiable Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
61 Achieve Specific Goals  linput work products to produce identifiable output work products. Functional Subset Of | pegilience Program (SCRP) | ©°V-01  [and resilience governance controls. 10
[Perform the specific practices of the process area to develop work products and Mechanisms exist to produce work products (e.g, process artfacts) that
rovide services to achieve the specific goals of the process area. .
GG1.GP1 Perform Specific Practices [P pecific p Functional | Intersects With Work Products CPLI3 e The ably 16 oy it aeoTicae aauremante 5
[Perform the specific practices of the process area to develop work products and
Ve Sorvii e to aehicve the Specic oouls of the procesy aron Security, Compliance & 01 |Mechanisms exist to facilitate the implementation of security, compliance
GG1.GP1 Perform Specific Practices [P pecific o p Functional Subset Of | o (achp) | COV-0L o O overance controls 10
[Perform the specific practices of the process area to develop work products and Standardized Operat IMechanisms exist to identify and document Standardized Operating
GGL.GP1 Perform Specific Practices |provide services to achieve the specific goals of the process area. Functional | Intersects Wit | S%RCaTeted SREAING | 0PS.01.1  Procedures (SOP), or similar documentation, to enable the proper execution 5
Jof day-to-day / assigned tasks.
[Perform the specific practices of the process area to develop work products and
provide services to achieve the specific goals of the process area IMechanisms exist to define business processes with consideration for
Jsecurity, compliance and resilience that determines:(1) The resulting risk to
06 |organizational operations, assets, individuals and other organizations; and(2)
GG1.GP1 Perform Specific Practices Functional | Intersects With | Business Process Definition | PRM-06 |00 2tiona) oD raone, Bes O et busihast procascns 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
[The process is institutionalized as a managed process.
ca2 Institutionalize a Managed Functional Subset Of Security, Compliance & | o o1 [Mechanisms exist to facilitate the implementation of security, compliance 10
Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain governance over the planning and performance of the
S62.6m1 Establish Process rocoss 9 o 9 and p Functional Subset Of Security, Compliance & Gov.or  [Mechanisms exist to faciltate the implementation of security, compliance 0
g Governance Resilience Program (SCRP) land resilience governance controls.
[Estabiish and maintain the pian for performing the process.
Security, Compliance & 01 |Mechanisms exist to facilitate the implementation of security, compliance
GG2.6P2 Plan the Process Functional Subset Of | pesilience Program (SCRP) | ©©V"01  land resilience governance controls; 10
[Provide adequate resources for performing the process, developing the work
. lproducts, and providing the services of the process. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
GG2.GP3 Provide Resources Functional Subset Of Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 10
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Assign responsibility and authority for performing the process, developing the
|work products, and providing the services of the process. Defined Roles & x exist to define cybersecurity roles & forall
GG2.GP4 Assign Responsibility [ 2 9 P Functional Subset Of Reapanaibiities HRS:03  [VeChane 10
[Train the people performing or supporting the process as needed.
IMechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security,
g related training:(1) Before authorizing access to the system or performing
GG2.GPs, Train People Functional Subsetof | Compliance & Resiience | - SAT-03  [1CG0TeGUtel(5) Unen recquired by system changess and3) Anmualy 10
9 [thereafter.
co2.076 Control Work Products | 2Ce Qesianated WOrk BrOGUCES of the process under appropriate levels of Functional | Intersects with Defined Roles & HRs.03 [yechanisms st to Gefine cybersecurity roles & forall S
identify and involve the relevant stakenolders of the process as planned. Mechanisms exst o identit and ivolve pertinent stakehalders of crfca
isms exist to identify and involve perti it
GG2.GP7 \dentify and Involve Functional | Intersects With |Stekeholder Identification &| - sg7.91 5 rechnology Assets, Applications, Services andor Data (TAASD) to support 5
Relevant Stakeholders Involvement
lthe ongoing secure management of those assets.
[Measure and control the process against the plan for performing the process and Security, Compliance &
Measure and Control the i d IMechanisms exist to provide a security, compliance and resilience controls
ltak s f -
GG2.6p8 rocess ake appropriate corrective action Functional | Intersects With Res"‘g"l‘ézgf\f”"‘s P02 loversight function that reports to the organization's executive leadership. s
Objectively Evaluate _ [Objectively evaluate adherence of the process against its process description, [Mechanisms exist to utilize defined Assessment Objectives (AO) to assess the
GG2.GP9 Adherence |standards, and procedures, and address noncompliance. Functional | Intersects With |Assessment Objectives (AO)|  GOV-19.2 of when available. s
[Review the agtiv\l\els. status, and results of the process with higher level [Mechanisms exist to align security, compliance and resilience capabilities
Review Status with Higher [managers and resolve issues. Steering Committee & ’ |with business requirements through a steering committee or advisory board,
GG2.GP10 Level Managers Functional | Intersects With Program Oversight GOV-01.1 |- mprised of key cybersecurity, data protection and business executives, 5
|which meets formally and on a regular basis.
[The process is institutionalized as a defined process.
63 Institutionalize a Defined P! P Functional subset Of Security, Compliance & Gov.or  |[Mechanisms exist to facilitate the implementation of security, compliance 0
Process Resilience Program (SCRP) land resilience governance controls.
[Establish and maintain the description of a defined process.
. Security, Compliance & 01 |Mechanisms exist to faciltate the implementation of security, compliance
GG3.GP1 Establish a Defined Process Functional Subset Of | e oo (cerp) | GOV-0L e O overance controls 10
[Collect work products, measures, measurement results, and improvement
information derived from planning and performing the process to support future
6G3.6P2 Collect mprovement planning and p: g the pi Pp! Functional | Intersects With Work Products pL13  [Mechanisms exist to produce work products (e.g., process artifacts) that s
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