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Control Descript

B [Limit system access to authorized users, processes acting on behalf of ction. Identity & Access y Mechanisms existt facllate the plementaion ofenicaton and occess
Act2-311 s Jouthorized users, and devices (including other systems). Functional Subset Of Management (1AM) 1AC01 | management controls. 10
—— o authorized ting on benatfof \dentification & [Mechanisms exist to uniquely identify and centrally AUthenticate, AUThorize and AUIt
E imit system access to authorized users, processes acting on behalf o i " ’ (AAA) organizational users and processes acting on behalf of organizational users.
ACL2.3.11 NA et and daien (i otes svesmey Functional Intersects With Authentcation for | 1AC02  |(AAA) org 2 9 g 5
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Assets,
AcL2311 o [Limit system access to authorized users, processes acting on behalf of Functional Intersects with | Role-Based Access Control | 4 oo [applications, Services anor Data (TAASD) to restrict access o individuals actigned 5
Jauthorized users, and devices (including other systems). (RBAC) lSpecific roles with legitimate business needs
[Automated System Account] [Automated mechanisms exIst to support the management of system accounts (e.9.,
; [Limit system access to authorized users, processes acting on behalf of i ; " . (iroctory services)
B i system access o authorzed users, processes acting on behat of et y g Mechanisms exst o enforce Logical Access Control (AC) permissions that confom ta
Act2-311 G Jauthorized users, and devices (including other systems). Functional Equal Access Enforcement 1AC-20_the principle of “least privileg: 10
- [Limit system access to authorized users, processes a(ung on behal of » » Wechanisms axitto facitate he implementation of third-party management contros.
ACl2.3.11 NA o toers. g aavicen o Bives sycteme) Functional Intersects With | Third-Party Management |  TPM-01 8
[Mechanisms exist to require Contractual requirements for applicable security, compliance]
ACL2-31.1 NIA [Limit system access to authorized users, processes acting on behalf of Functional Intersects With Third-Party Contract TPM-05  [and resilience requirements with third-parties, reflecting the organization's needs to 5
Jauthorized users, and devices (including other systems) Requirements lprotect its Technology Assets, Applications, Services and/or Data (TAASD).
lLimit system access to authorized users, processes acting on behalf of Contract Flow-Down e e e e AT resierce redulrements
E 3 i i . . Jare included in contracts that flow-down to appicable sub-contractors and suppliers.
ACL2-311 (7 lauthorized users, and devices (including other systems) Functional Intersects With Requirements TPN-05.2 PP PP s
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Assets,
Acl2.312 NA [Limit system access to the types of transactions and functions that Functional Intersects with | Role-Basert Access Control| - 5¢.gg . Services and/or Data (TAASD) to restrict access to individuals assigned 5
Jouthorized users are permitted to execute. (RBAC) specific roles with legitimate business needs
- [imit system access to the types of transactions and functions that y [Mechanisms exist to proactively govern account management of Inavidual, Group,
ACL2:312 e Jauthorized users are permitted to execute. Functional Intersects With | Account Management 1AC15 |system, service, application, guest and temporary accounts °
ACL2.313 NA [control the flow of CUI in accordance with approved authorizations Functional Intersects With Media Access DCH.03  [eshanisrs exiet to control and restrict access to digital and non-digital media to 5
ore-Based Access Contral i5t t0 enforce Role-Based Access Control (RBAC) for Technology Assets,
ACL2.313 NA [Control the flow of CUI in accordance with approved authorizations. Functional Intersects witn | Role-Based fccess Control | pc.08 |applications, Services andor Data (TAASD) to restrict access to ndividuals assigned 5
) [specific roles with legitimate business needs.
[Mechanisms exist to implement and govern Access Control Lists (ACLS) to provide data
AcL2-313 NA [Control the flow of CUI in accordance with approved authorizations. Functional Intersects with | 2t Flow Enforcement sy|  NET-04  [flow enforcement that explicily restrict network traffic to only what is authorized. B
st (o force netwark traffic through @ proxy Gevice (€.0.,
[Policy Enforcement Point (PEP)) for URL content filtering and DN filtering to limit a
ACL2.3.13 NA [control the flow of CUI in accordance with approved authorizations. Functional Intersects With | DNS & Content Filtering | NET-18 [cervs abilty to connect to dangerous or prohibited Internet sites, 5
- [Separate the duties of Individuals to reduce the risk of malevolent activity y [Mechanisms exist to implement and maintain Separation of Duties (50D) to prevent
ACL2:3.14 NA ot conason, Functional Equal Separation of Duties (50D) | HRS-11  |oorential inappropriate activity without collusion i
- [Employ the principle of least privilege, Including for specific security Privileged Account g [Mechanisms exist to restrict and control privileged access AGhts for users and
ACL23.15 e functions and privileged accounts. Functional Intersects With Management (PAM) 1AC-16 Tecmmlogy ‘Assets, Applications andjor Services (TAAS) s
XISt to inventory all privileged accounts and validate that each person with
ACL2.-3.1.5 NIA Fu"n\groyn;haenzv:vm\:gzd\eaa(scto mvseg& including for specific security Functional Equal P"V;'nevg:"d[ :ﬂtet:""‘ IAC-16.1 e\eva(ed privileges is authorized by the appropriate level of organizational management. 10
I— e ot least o g " [Mechanisms exist to tlize the concept of Ieast privilege, allowing only authorized access|
ACL2.3.15 A mploy the princile o east privieg, inluding fo specific security Functional Intersects With Least Privilege. 1AC21  [to processes necessary to accomplish assigned tasks in accordance with organizational 5
functions and privileged account lbusiness functions
- [Employ the principle of least privilege, Including for specific security ‘Authorize Access o . Mechariins exstfo It access o securty fonclons (o ExpIcily-authorized pivieged
ACL2-315 e ffunctions and privileged accounts. Functional Intersects With Security Functions 1hc211 s
- [Employ the principle of least privilege, including for specific security Management Approval For 3 ethaniams SXET TESUTC e 35St of prvieged accounts (o management-
ACL23.15 (S functions and privileged accounts. Functional Intersects With Privileged Accounts 'AC21:3 _ Japproved personnel andjor >
Non-Privieged Access for [Mechanisms exist to .,mn.m pnw\eged Users from using privileged accounts, while
- v " i . . erforming non-security function:
ACL2.3.16 NA [Use non-privileged accounts or roles when accessing nonsecurity functions. Functional Equal oot o’ | ac212 [p 9 y 10
B Prevent non-prvieged uses fom executing privieged functions and ‘Auditing Use of Privileged . [Mechanisms exist to audit the execution of priviieged functions.
AcL2-317 e lcapture the execution of such functions in audit log: Functional Intersects With Functions 1hc214 s
Prohibit Non-Privileged [Mechanisms exist to prevent non-privileged Users from executing privileged funcions
ACL2.3.17 NA [Prevent non-privileged users from executing privileged functions and Functional Equal rom Executing 1AC215  |include disabiing, circumventing or altering implemented security safeguards / 10
lcapture the execution of such functions in audit logs. oo Fanctions Countermeasures
Mechanisms exst to enforce 3 i for consecative Ivald loon aKepts b
ACL2.3.18 NA lLimit unsuccessful logon attempts Functional Equal Account Lockout 1ac-22  |during an time period ar |ocks the account when the 10
o mimber o insuteasst hemets . eneonded
[Mechanisms exist to utilize system use notification / logon banners that display an
ifcati lapproved system use notification message or banner before granting access to
Act2.319 A IProvide privacy and security notices consistent with applicable CUI rules Functional Equal System Use NoUfcaion | qga1g D et sopkacons amdor Soricer Taasy < o™ 10
tondardined teromort [Mechanisms exist to configure Microsoft Windows-based systems to display an approved
Act2-319 A provid privacy and securty notices consistentwith appicable CUIrules Functional | Inersects witn | Stendardized Microsoft | g 151 fogon banner before granting access to the system s
[Mechanisms exist to utilize a truncated system use notification / 1ogon banner o
AcL2.3.19 NA IProvide privacy and security notices consistent with applicable CUI rules. Functional Intersects With Truncated Banner SEA-182  [systems not capable of displaying a logon banner from a centralized directory services 5
technology (e.g., Active Directory, Entra ID, etc.).
[Mechanisms exist to Inftiate a session lock after an organization-defined time period of
[Use session lock with pattern-hiding displays to prevent access and viewin inactivity, or upon receiving a request from a user and retain the session lock until the
ACL2.3.1.10 NA o dace afver o period of inactiviy. © (P ¥ to P 9| Functional Equal Session Lock IAC-24  |user reestablishes access using established identification and authentication methods 10
[Use session lock with pattern-hiding displays to prevent access and viewing Mechanisms exst fo Inplement patter-hiding dislays to conceal nformation previously
ACL2-3.110 NA oS sher o paricd of inamtiviey Functional Intersects With | Pattern-Hiding Displays | 1AC24.1  [LiefieneTe SXS O Imblement pater g 5
[Automated mechanisms exist to log out users, both lacally on the network and for
AcL2-3.111 NA [Terminate (automatically) a user session after a defined condition. Functional Equal Session Termination 1AC-25  |remote sessions, at the end of the session or after an organization-defined period of 10
inactivity
AcL2.3.112 NA IMonitor and control remote access sessions Functional Intersects With Remote Access NET-14  [echanisms exist to define, control and review organization-approved, secure remote 5
m nitorin [Automated mechanisms exist to monitor and control remot fon
AcL2-3.112 NA IMonitor and control remote access sessions. Functional Intersects with | Automated Monitoring & | yep.qq ;- [Automated mechanisms exist to monitor and control remote access sessions 5
Work From Anywhere [Mechanisms exist to define secure telecommuting practices and govern remote access
AcL2-3.112 NA IMonitor and control remote access sessions Functional Intersects With | (WFA) - Telecommuting | NET-14.5 [t Technology Assets, Applications, Services and/or Data (TAASD) for remote workers. 5
curi
CEYpRogTapic mechariams exist o potect e conidentalty and ntegrty of remote
; [Employ cryptographic mechanisms to protect the confidentiality of remote . Protection of Confidentialty| . jaccess sessions (e.q., VPN).
ACL2-3.1.13 (S Jaccess sessions Functional Equal |/ Integrity Using Encryption|  NET-14:2 10
Managed Access Control [Mechanisms exist to route all remote accesses through managed network access control
ACL2.3.114 NA [Route remote access via managed access control points. Functional Equal uces NET-143  [LoehiSe n concentraton) 10
Remote Privileged [Mechanisms exist to restrict the execution of privileged commands and access to
ACL2.3.1.15 NA [puthorize remote execution of privileged commands and remote access to Functional Equal Commands & Sensitive | NET-14.4 [security-relevant information via remote access only for compelling operational needs. 10
lsecurity-relevant information.
Data Access
[Mechan i ol authorized wir rfor i
ACL2-3.116 NA JAuthorize wireless access prior to allowing such connections. Functional Equal Wireless Networking NET-15 [echanisms exist to control authorized wireless usage and monitor for unauthorized 10
[Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent unauthorized access
lby:(1) Authenticating devices trying to connect; and(2) Encrypting transmitted data
AcL2-3.117 A [Protect wireless access using authentication and encryption Functional Intersects with Autpentication & nerasy | ° ving yping s
JE—— N [Mechanisms exist to Implement and govern Mobile Device Management (MDM) controls,
entralized Management
AcL2.3.118 NA Icontrol connection of mobile devices. Functional Subset Of e anagem MDM-01 10
nccess Control For Mobi [Mechanisms exist to enforce access control requirements for the connection of mobile
AcL2.-3.118 NA Icontrol connection of mobile devices. Functional Equal \ccess Contro) ForMobile | pi.o2  |devices to organizational Technology Assets, Applications and/or Services (TAAS). 10
rersonally-Owned Moo [Mechanisms exist to restrict the connection of personally-owned, mobile devices to
ACL2-3.118 NA Icontrol connection of mobile devices. Functional Intersects with | Persenaly-Owned Mobile | ypy.gg Jorganizational Technology Assets, Applications and/or Services (TAAS) 5
o PR [Mechanisms exist to pronibit the installation of non-approved applications or approved
ACL2.-3.1.18 NIA [Control connection of mobile devices. Functional Intersects With | Or9aniza ‘D“g;m';ge oblle] * Mpwm-o7  [applications not obtained through the organization-approved application store. 5
Full Device & Container- [Cryprographic mechanisms exist to protect the confidentiality and integrity of
ACL2-3.119 NA [Encrypt CUI on mobile devices and mobile computing platforms. Functional Equal o Encramtion MDM-03 [ obiie cevices hiough fuldevice or container encrypd 10
Use of External Technology| [Mechanisms exist to govern how external parties, including Technology Assets,
ACL2.3.1.20 NA erify and control/imit connections to and use of external systems, Functional Equal Assets, Applications andjor|  DCH-13  |Applications andjor Services (TAAS), are used to Securely store, process and transmit 10
Services (TAAS)
[Mechanisms exist to prohibit external parties, Including Technology ASsets, Applications
land/or Services (TAAS), from storing, processing and transmitting data unless authorized
ACL2-3.1.20 NA [Verify and controlimit connections to and use of external systems. Functional Intersects With | Limits of Authorized Use | DCH-13.1  [Idividuals first:(1) Verifying the implementation of required security, compliance andjor 5
resilience controls; or(2) Retaining a processing agreement with the entity hosting the
lexternal TAAS.
Mecharisms €xstt secure o3 o exchanges of lrge digtal fles Wi ternal or
ACL231.20 i Verity and controlimit connections to and use of external systers. Functional | Intersects With | Ad-Hoc Transters DCHA7  [Hechanisms Xt 10 secure ad-hoc exchanges of large dgialles with nternal o 3
Acl2.3.121 NA [Limit use of portable storage devices on external systems. Functional Equal Portable Storage Devices | DCH-13.2 |moaianisms exist o restrict or prohibit the use of portable storage devices by users on 10
Mechanisms exst o faclltate the Implemertaton of coud management contras
ACL2.3.1.22 NA [control CUI posted or processed on publicly accessible systems. Functional Intersects With Cloud Services CLD-01  [ensure cloud instances are secure and in-line with industry practice: 3
[Mechanisms exist to ensure the cloud security architecture supports the organization's
ACL2.3122 NA |control CUI posted or pracessed on publicly accessible systems. Functional Intersects With  [Cloud Security Architecture|  CLD-02  [technology strategy to securely design, configure and maintain cloud employments. 3
[Mechanisms exist to ensure multi-tenant owned or managed assets (physical and virtual)
AcL2.3.1.22 NA |control CUI posted or processed on publicly accessible systems. Functional Intersects With | Multi-Tenant Environments|  CLD-06  [are designed and governed such that provider and customer (tenant) user access is 5
Jappropriately segmented from other tenant users.
ACL2.3.122 NA |control CUI posted or processed on publicly accessible systems. Functional Intersects witn | SEMiNeDate BPUblic | ¢ipyq  [Yechenioms exst o limitand manage the storage of sensitive/iegulated data n public 5
AcL2-3.1.22 NA [control CUI posted or processed on publicly accessible systems. Functional Intersects With | Publicly Accessible Content|  DCH-15  [Mechanisms exist to control publicly-accessible content. 5
u u ur XISt 1o faciltate the implementation of personnel security Contror
AcL2-3.1.22 NA [control CUI posted or processed on publicly accessible systerns. Functional Intersects With [ Human Resources Security | a6y exist to facilitate the implementation of personnel securlty controls. 3
[Mechanisms exist to require all employees and contractors to apply Cybersecurity and
AcL2.3.122 NA |control CUI posted or processed on publicly accessible systems. Functional Intersects With | Terms of Employment HRS05 [ o p”mp,es o e cain Wk ety mmphem e nt 3
fechanisms exist to define acceptable a of behavior for the use of
ACL2.3.1.22 NA |control CUI posted or pracessed on publicly accessible systems. Functional Intersects With Rules of Behavior HRS051 [ecmoiogi. melding conceduencet o unaceepane seavior 3
coctal tedia & social [Mechanisms exist to define rules of behavior that contain expiict restrictions on the use
ACL2.-3.1.22 NA IControl CUI posted o processed on publicly accessible systems. Functional Intersects With Notoriing Restictor HRS-05.2 |of social media and networking sites, posting information on commercial websites and 3
letworking Restrictions sharing account information
[Mechanisms exist to faciitate the Implementation of an enterprise-wide web
AcL2.3.122 NA |control CUI posted or pracessed on publicly accessible systems. Functional Intersects With Web Security WEB-01 | management policy, as well as associated standards, controls and procedures. 5
ee of Demitarized 2 [Mechanisms exist to utiize a Demilitarized Zone (DMZ) o restrict inbound traffic to
ACL2-3.1.22 N/A [Control CUI posted or processed on publicly accessible systems. Functional Intersects With | V5 ©f DETIEBNZEd 20N€S | wep.02 authorized T§< nology Assets, Applications andjor Services (TAAS) on certain services, 3
Jprotocols and ports.
[Mechanisms exist to deploy reasonably-expected security, compliance and resilience
AcL2-3.1.22 NA [control CUI posted or processed on publicly accessible systems. Functional Intersects With | Client-Facing Web Services| ~ WEB-04  |cONtrols to protect the confidentiality and availability of client data that is stored, 5
transmitted or processed by the Internet-based service.
fechanisms exist to formally educate authorized Users on proper data handiing practices|
[Ensure that managers, systems administrators, and users of organizational for all the relevant types of data to which they have access.
; Jsystems are made aware of the security risks associated with their activties y
ATL2.321 NA o e e o s S e e et et o the Functional Intersects With | Formal Indoctrination HRS-04.2 8
lsecurity of those systems.
[Mechanisms exist to provide all employees and contractors appropriate security,
[Ensure that managers, systems administrators, and users of organizational security, Compliance & lcompliance and resilience awareness education and training that is relevant for their job
; lsystems are made aware of the security risks associated with their activties i fen y function
ATL2321 A ond of the appiicabie poicies, standards, and procedures related to the Functional Equal Resilenice Aworeness | - SAT-02 10
Jsecurity of those systems. 9
[Ensure that personnel are trained to carry out their assigned information [Mechanisms exist to formally educate authorized users on proper data handiing practices|
AT2-322 NA oL e Functional Intersects With | Formal Indoctrination HRS-08.2  [f0 T o of Jata Lo which they have access 8
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[Mechanisms exist to provide role- ey secuﬂly, complance and resience roiatea
, N . Role-Based Security, training:(1) Before authorizing access to the system or performing assigned duties;(2)
R [Ensure that personnel are trained to carry out their assigned information iy x \When required by system changes; and(3) AnnuaHy thereafter.
ATL2.-3.2.2 N/A lsecurity-related duties and responsibilities. Functional Equal Cnmnhani:‘:;nzesmente SAT-03 10
[Mechanisms exist to provide role-based security, compliance and resilience awareness
ATL2.-3.2.3 N/A [Provide security awareness training on recognizing and reporting potential Functional Intersects With Cyber Threat Environment SAT-03.6 [training that is current and relevant to the cyber threats that users might encounter in 8
indicators of insider threa (day-to-day business operations.
[Provide security awareness training on recognizing and reporting potential Chanisms exist to Utilize security awareness training on recognizing and reporting
ATL2-3.23 (S jindicators of insider threat, Functional Equal nsider Threat Awareness | THR-05 _ |potential indicators of insider threat. 10
[Create and retain system audit logs and records to the extent needed to Centratned Cotection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar
AuL2.331 NA [enable the monitoring, analysis, investigation, and reporting of unlawful or Functional Equal e o o, MON-02  [automated tool, to support the centralized collection of security-related event logs. 10
system activity. 9
[Mechanisms exist o retain event 1ogs for a ime period consistent with records retention
[Create and retain system audit logs and records to the extent needed to requirements to provide support for after-the-fact investigations of security incidents and
AUL2.-33.1 N/A lenable the monitoring, analysis, investigation, and reporting of unlawful or Functional Equal Event Log Retention MON-10 |t meet statutory, regulatory and contractual retention requirements. 10
lunauthorized system activity.
[Mechanisms exist to configure Technology Assets, Applications and/or Services (TAAS) to
produce event ogs that cortain sufficent nformation t, at @ minimur(1) Establsh
Iwhat type of event occurred;(2) When (date and time) the event occurred;(3) Where the
even( occurred;(4) The source of the event;(5) The outcome (success or fa\\urey of the
[Ensure that the actions of individual system users can be uniquely traced to . levent; and(6) The identity of any user/subject associated with the event.
AUL2:3.3.2 A [those users, so they can be held accountable for their actions. Functional Equal Content of Event Logs MON-03 10
[Mechanisms exist to develop, document and maintain secure baseline configurations for
AUL2.-33.3 NIA Review and update logged events. Functional Intersects With 5““;9 Baseline CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry-| s
Configurations |]accepted system hardening standards.
Mecharisms exist o review and update baseliv confguretons:(1) A least annually,2)
When required due to r(3) As part of system component installations and upgrades.
AUL2.333 NA [Review and update logged events. Functional Intersects With Reviews & Updates CFG02.1 8
[Mechanisms exist to allow baseline controls to be specialized or customized by applying
| defined set of tailoring actions that are specific to:(1) Mission / business functions;(2)
|Operational environment;(3) Specific threats or vulnerabilities; or(4) Other conditions or
AUL2.333 NA [Review and update logged events. Functional Intersects With Baseline Tailoring CFG-02.9  situations that could affect mission / business success. 8
AUL2.-33.3 NIA Review and update logged events. Functional Subset Of Continuous Monitoring Mon.o1  [Mechanisms exist to facilitate the implementation of enterprise-wide monitoring controls. 10
[Mechanisms exist to review event 10gs on an ongoing basis and escalate Incidents n
AUL2.333 NA [Review and update logged events. Functional Intersects With | Security Event Monitoring |  MON-01.8 |10 3= BHSL 0 T Sl o o o e, 8
Anal d Prioriti lechanisms exist to assess the organization's needs for monitoring and prioritize the
AUL2-333 N/A [Review and update logged events. Functional Intersects ith |, Analvae and Priortize | MON-01.16 [monitoring of Technology Assets, Applications and/or Services (TAAS), based on TAAS 8
lonitoring Requirements criticality and the sensitivity of the data it stores, transmits and processes.
Contralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar
AUL2-3.33 NA [Review and update logged events. Functional ntersects witn | Ceptralzed Calletion of | yon.0z  foutomated tool, o support the centralized collection of securty-elated event logs 5
Response To Event Log [Mechanisms exist to alert appropriate personnel in the event of a log processing failure
AUL2.33.4 NA [atert in the event of an audit logging process failure. Functional Equal e eing Faores MON-05 [ o to remecly the dlsmiption 10
[Correlate audit record review, analysis, and reporting processes for Centralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar
AUL2.-33.5 NA linvestigation and response to indications of unlawful, unauthorized, Functional Intersects With e;e':u ‘”’f Evznfi;"‘s" MON-02 [automated tool, to support the centralized collection of security-related event logs. 5
[suspicious, or unusual activity. Y 9
[Automated mechanisms exIst to Correlate both technical and non-technical information
[Correlate audit record review, analysis, and reporting processes for Correlate Monitoring [from across the enterprise by a Security Incident Event Manager (SIEM) or similar
AUL2-335 WA investigation and response to indications of unlawful, unauthorized, Functional Equal Sate Monito MON-02.1  |automated tool, to enhance organization-ide situational awareness. 10
lsuspicious, or unusual activity.
[Provide audit remrd ed iction and report generation to support on-demand Centralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar
- Vi uds reducti . a inction: 1z¢ e - lautomated tool, to support the centralized collection of security-related event logs.
AUL2-336 WA o e s Functional Equal o MON-02 P y- o 10
frovide s record eduction and reprt generation t supportan Gemara [Mechanisms exst to provide an event og report generation capability to aid In detecting
AUL2.336 NA it and roparin Functional Intersects With Monitoring Reporting MON-06 [ o amomarous activities 5
[Provide a system mmmmy that compares and synchronizes internal system eynchronization Wit [Mechanisms exist to synchronize internal system clocks with an authoritative time
g ¥ r
AUL2.337 NA lclocks with an authoritative source to generate time stamps for audit Functional Equal Ao e | MON-07.1  fsourc 10
Provide a system capapity tha compares and synchvorizes nternalsystam [Mechanisms exist to utiize ime-synchronization technology to synchronize all critical
AUL2.-3.3.7 N/A [clocks with an authoritative source to generate time stamps for audi Functional Intersects With Clock Synchronization SEA-20 [system clocks. 5
frecords.
rotect audit mformation and audit ot — Centratized Colection of Mechanisms exist to tilize a Security Incident Event Manager (SIEM), or similar
- rotect audit information and audit logging tools from unauthorized access, Incti re it -entralized Collection of 1 lautomated tool, to support the centralized collection of security-related event logs.
AUL2-3.3.8 N/A Imodification, and deletion. Functional Intersects With ‘Security Event Logs MON-02 L y- g 5
AUZ338 NA [Protect audit information and audit logging tools from unauthorized access, Functional Intersects With Sensitive Event Log MON-03.1 | Mechanisms exist to profect sensitive/regulated dafa contained in log files. S
deletion Information
AUL2338 o Protect auditnforration and aud logging tods from unauihorized access: | ynctanal ot rotecton of Event Logs | MO-06 _|PIChaMSms SXt o potect vert ogs and audi ook from unauthorized acces: o
L ot audith fanctionality to 8 subset of privieged Centratized Colection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar
- imit management of audit logging functionality to a subset of privilege Incti r it -entralized Collection of - |automated tool, to support the centralized collection of security-related event logs.
AUL2.33.9 NA it Functional Intersects With ey Evee Logs MON-02 P y g 5
[Limit management of audit logging functionality to a subset of privileged Access by Subset of [Mechanisms exist to restrict access to the management of event logs to privileged users
AUL2-33.9 L Jusers. Functional Equal Privileged Users MON-082 |with a specific business need. o
[Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement and|
[Establish and maintain baseline configurations and inventories of Imanage asset management controls.
cML2.3.41 NA lorganizational systems (including hardware, software, firmware, and Functional Subset Of Asset Governance AST-01 10
ldocumentation) throughout the respective system development life cycles.
[Mechanisms exist to perform inventories of Technology Assets, Applications, Services’
land/or Data (TAASD) that:(1) Accurately reflects the current TAASD in use;(2) Identifies
lauthorized software products, including business justification details;(3) Is at the level of
|granularity deemed necessary for tracking and reporting;(4) Includes organization-
[Establish and maintain baseline configurations and inventories of ldefined information deemed necessary to achieve effective property accountability;
cmMi2-3.41 NA lorganizational systems (including hardware, software, firmware, and Functional Intersects With Asset Inventories AST02  [31d(5) s available for review and audik by designated organizationa personnel 5
ldocumentation) throughout the respective system development life cycles.
[Mechanisms exist to develop, document and maintain secure baseline configurations for
[Establish and maintain baseline configurations and inventories of Secure Baseline [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry.
cML2.-3.4.1 N/A lorganizational systems (including hardware, software, firmware, and Functional Intersects With Configurations CFG-02  [accepted system hardening standards, 5
ldocumentation) throughout the respective system development life cycles.
estabioh and en ) configuration settings for mformat secore Basel [Mechanisms exist to develop, document and maintain secure baseline configurations for
- stablish and enforce security configuration settings for information ecure Baseline ' ITechnology Assets, Applications andjor Services (TAAS) that are consistent with industry-
ML2-342 (T3 ltechnology products employed in organizational systems. Functional Equal Configurations, ez P apted oystem hardening standa (1885) 4 10
23453 m [k, eview.aporove o Gsaparove, and g changes o rganzatora Fanctional Subset of Crange Maragement CHoo1 |Mechanisms exist to faciiate the implementation of a change management program o
2343 NA :;:::;“r:vwew, approve or disapprove, and log changes to organizational Functional Equal Conﬁgucrao:?rr:ﬂchange CHG.02 _|Mechanisms exist to govern the technical configuration change control processes, T
p [Security impact Analysis for 03 |Miechanisms exist to analyze proposed changes for potential security Impacts, prior o
cML2.-3.4.4 NA lAnalyze the security impact of changes prior to implementation. Functional Equal ot ot CHG03 [ e ation of e <aman 10
— N 4 enforce physical and logica recons Restricton [Mechanisms exist to enforce configuration restrictions In an efort to restrict the abilty of
; efine, document, approve, and enforce physical and logical access nction. ccess Restriction For 04 |lsers to conduct unmuthorised changes.
CML2.-3.4.5 WA [restrictions associated with changes to organizational systems. Functional Equal Change CHG-04 o 10
s " N [Mechanisms exist to manage separate development, testing and operational
eparation o ts to reduce the risks of unauthorized access or changes to the operational
document, approve, and enforce physical and logical access lenvironmen 9 P
CML2.3.4.5 NA [Pefine h ocalan Functional Intersects With | Development, Testing and | TDA-08  |environment and to ensure no impact to production Technology Assets, Applications 5
cs( ictions associated with changes to organizational systems. Onerational Environraents enronment and toen
Employ the princite of least fanctionalty by configuring orgamizational [Mechanisms exist to configure systems to provide only essential capabilities by
- mploy principl functionality by configuring organizational inction: inctionalit - |specifically prohibiting or restricting the use of ports, protocols, and/or services.
cmi2.3.46 NA e B o s Functional Equal Least Functionality CFG.03  [sP ly p 9 9 ports, p 10
[Restrict, disable, or prevent [he use of nonessential programs, functions, [Mechanisms exist to periodically review system configurations to \dent\fy and disable’
& 1 . uncti u iodic Review ¥ lunnecessary and/or non-secure functions, ports, protocols and services
cML2.3.47 NA e et o even Functional Equal Periodic Revie: CFG03.1 ry ports, p 10
Restict, isable. o prevent the use of nonessertil programs, functions . , ; Prevent Unauthorized [Mechanisms exist to configure systems o prevent the execution of unauthorized
cmi2-3.47 G s, protocols, and servic Functional Intersects With Software Execution CFG-032  software programs. s
A,, Iy deny-by-exception m.ackhs‘.ng) policy o prevent the use ity Alow D haniims exstto Sy alow @lowls ] WALEID) and/or bock (deny st/ Blacklst)
CML2.-3.4.8 N/A unauthorlled software or deny-all, permit-by-exception 1wm(ehs(mm policy Functional Equal xpl I(Al y”(a?‘\snls eny CFG-03.3 |applications that are authorized to execute on syster 10
[to allow the execution of authunzed software. op
cm2-3.49 NA Icontrol and monitor user-installed software. Functional Equal User-installed Software | CFG-05 [ sechariems exist to restrict the abllity of non-privileged users to install unauthorized 10
lProhibit Installation Without| [Automated mechanisms exist to prohibit software installations without explicitly
2349 i (Control and moritor user-nstaled software. Fonctional | Intersects witn POt nstallaion Withou g, g5 fossigned priveged status s
Tdentification & [Mechanisms exist to umiquely identify and centrally AUthenticate, Authorize and Audit
1AL2.35.1 NA lidentify system users, processes acting on behalf of users, and devices. Functional Equal Authentication for 1AC-02  |(AAA) organizational users and processes acting on behalf of organizational users. 10
Organizational Users
dentcat [Mechanisms exist to uniquely identify and centrally AUthenticate, AUThorize and Audit
1AL2-35.1 N/A lidentify system users, processes acting on behalf of users, and devices. Functional Intersects With |, oereaon IAC-0a  |(AAA) devices before establishing a connection using bidirectional authentication that is 5
uthentication for Devices (cryptographically- based and replay resistant.
[Automated System Account] [Rutomated mechanisms exist to support the management of system accounts (e.0.,
1AL2.35.1 NA Iidentify system users, processes acting on behalf of users, and devices. Functional Intersects With | Management (Directory | I1AC-15.1  |directory services). 8
ices)
athenticate (or veriy)the identies of B Tdentification & Mechanisms exist to uniquely identify and centrally AUthenticate, AUthorize and AUIt
- uthenticate (or veri \e identities of users, processes, or devices, as a Incti rs it - (AAA) organizational users and processes acting on behalf of organizational users.
1AL2.3.5.2 NIA [rerequisite to allowing access to organizational systems. Functional Intersects With Authentication for 1AC-02  [(AAR) org: [ 9 g 5
Organizational Users
[Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit’
1AL2.-3.5.2 NIA [Authenticate (or verify) the identities of users, sl devices, as a Functional Intersects With \dentification & |AC-04  |(AAA) devices before establishing a connection using bidirectional authentication that is 5
lorerequisite to allowing access to organizational system: Authentication for Devices Cryptographically- based and repiay resistant
[Automated System Account] [Automated mechanisms exst to sUpport the management of system accounts (€0,
; lAuthenticate (or verify) the identities of users, processes, or devices, as a . (iroctory services
1AL2.35.2 NA it o] bt Functional Intersects With | Management (Directory |  IAC-15.1 ry ) 5
Au romated mechanisms exist to enforce Multi-Factor Authentication (MFA) for:(1)
ote network access;(2) Third-party Technology Assets, Applications and/or Services
1TAAS), and/ or(3) Non-console access to critical TAAS that store, transmit and/or process
; lUse multifactor authentication for local and network access to privileged Multi-Factor Authentication y sensitive/regulated data.
1AL2-3.5.3 R laccounts and for network access to non-privileged accounts. Functional Intersects With (MFA) 1AC-06 5
[Use multifactor authentication for local and network access to privileged Network Access to (Mechanisms exist to utilize Muli-Factor Authentication (MFA) to authenticate network
- i - laccess for privileged accounts.
1AL2:3.5.3 A [accounts and for network access to non-privileged accounts. Functional Intersects With Privileged Accounts 1AC-06.1 P & s
lu tifact thentication for local and network o leged Network A o N [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate network
§ se multifactor authentication for local and network access to privilege letwork Access to Non- y [access for non-privileged sccounts
1AL2:3.5.3 A laccounts and for network access to non-privileged accounts. Functional Intersects With Privileged Accounts 1AC-06.2 privileg ! s
[bse multfactor authentication for local and network —— Cocal Access to Privieged [Mechanisms exist to tiize Mult-Factor Authentication (MFA) to authenticate local access|
§ se multifactor authentication for local and network access to privilege . . ocal Access to Privilege y for privileged accounts
1AL2:3.5.3 N [accounts and for network access to non-privileged accounts. Functional Intersects With Accounts IAC-06.3 P 9 s
AL2-35.4 NA [Ermotoy repiyresitant suthentcaton mechamiams fo network acces o Fanctional Equal Replay Resistant IAC02.2 |Putomated mechanisms exist to employ replay-resistant authentication o
dentifier Management [Mechanisms exist to govern naming standards for usernames and Technology Assets,
1AL2.3.5.5 N/A [Prevent reuse of identifiers for a defined period. Functional Equal eer Ny IAC-09 |50l Cations andfor Services (TAAS) 10
1AL2.-35.6 N/A [Disable identifiers after a defined period of inactivity. Functional Intersects With | Disable Inactive Accounts | IAC-15.3 ﬁ;‘g’;‘:,‘i“ mechanisms exist to disable inactive accounts after an organization-defined 5
[Enforce a minimum password complexity and change of characters when Password-Based nisms exist to enforce complexity, length and lifespan considerations to ensure
1AL2-3.5.7 WA Inew passwords are created. Functional Equal 'AC-10-1_ Jstrong criteria for password-based authentication i
[Mechanisms exist to:(1) Securely manage authenticators for users and devices; andm
[Ensure the strength of authentication is appropriate to the classification of the dat
1AL2.35.8 NA [Pronibit password reuse for a specified number of generations. Functional Subset Of IAC10  |peing accessed. 10
[Mechanisms exist to:(1) Securely manage authenticators for users and devices; and(2)
; latiow temporary passwmd use for system logons with an immediate change 3 [Ensure the strength of authentication is appropriate to the classification of the data
1AL2.35.9 NA Ao Functional Subset Of IAC10  |peing accesse 10
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Protection of exit o protect it the sensitivity of the
1AL2.3.5.10 NiA [store and transmit only cryptographically-protected passwords. Functional Intersects With IAC-10.5 [ o to which use of the authenticator permits accese. 5
Wecharisms exist fo abscure the feedback of Tnformation during te
1AL2.-3.5.11 N/A [Obscure feedback of authentication information. Functional Equal Authenticator Feedback IAC-11 aUme:U(al‘g" Fyﬂtgiifﬁ protect the information from possible exploitation/use by 10
lechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
incidont raport e 3) Anahyos(h Contamment(5) Eradcation; andie) Rocovery.
estabish an operational incdent handiing capabily for organizational
IRL2.-3.6.1 N/A [systems that includes preparation, detection, analysis, containment, Functional Subset Of Incident Handling IRO-02 10
[recovery, and user response activities.
[Establish an operational incident-handling capability for organizational [Mechanisms exist to train personnel in their incident response roles and responsibilities.
h2.361 A systems that Includes preparation, deteckon. analyss, contamment. Functional | Intersects With | ncident Response Training|  1R0-05 s
[recovery, and user response activities.
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
lincident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
a2 wn Irack, document, and report ncidents to designated oficals ancor Functionat sobsetor ncdent Handing 002 N
SiRharites oot ineenal and external to the orgamzeton
[Mechanisms exist to formally test incident response capabilities through realistic
IRL2.-3.6.3 N/A [Test the organizational incident response capability. Functional Equal Incident Response Testing IRO-06  [exercises to determine the operational effectiveness of those capabilities. 10
Mecharisims exist t conduct controlled mraitenance aciviies troughout he Trecyle
wAz371 A Perform maintenance on organizational systems Functional SubsetOf | Controlled Maintenance | MNT-02 ot g i con et comoled e e 10
72 "™ Froe ot o et e, oo 10 e 5 | oo or eerom | wrron [Mechansms existto contol and monfor the use ofsystem maitanace Toos -
[Mechanisms exist to sanitize system media with the strength and integrity
MAL2.3.7.3 NIA [Ensure equipment removed for off-site maintenance is sanitized of any CUI Functional Subset Of System Media Sanitization | DCH-09  |commensurate with the classification or sensitivity of the information prior to disposal, 10
e s oo e o e
|check media containing diagnostic and test programs for malicious code to check media containing diagnostic and test programs for malicious
- . i u: g |code before. (he mema are used.
MAL23.7.4 /A Ibefore the media are used in organizational systems. Functional Equal Inspect Media MNT-04.2 10
[Automated mechanisms exist to enforce Multi-Factor Authentication (MFA) for:(1)
Remote netwark access(2) Thirc-party Technology ASsets, Appications andior Services
IRequire multifactor authentication to establish nonlocal maintenance tiFactor (TAAS); and or(3) Non-console access to critical TAAS that store, transmit and/or process|
wA2-37.5 A Seskions via extermal network connections and tsrminate such connections |  Functional |  Intersects With " A nc.o6 .
ehen nonlocal maintanance s compiete.
WEchararS SXst i SUTharze, moritor 7 Contol Tamate, o Tocal mareenance and
Reauire multifacto authentication o estabish nonlocal maintenance e s
A7 " Scskions via extermal network connections and tsrminate such connections | Functional Subset of Remote Maintenance | MNT-05 10
mer nanlocal maitenance ls compete.
Wecharisims exist t provide remote Glsconmect verficalion & ensurs remote, norocel
Reauire multfacto authentication o estabish nonlocal mantenance remote Maintenance e e Lo T e
wA2375 A cssions via extermal network connections and terminate such comnections |  Functional | Intersects witn | Remote Maintenance | - yr.oc 4 s
e hanlocal maimienance 1s compiete
e e e SEes o matenance persone - ST SRREto Al 3 Current Tt of 3uthorized maltenance organtzatians or
wAz37s A Pupervie e Functional | Intersects witn Mt 05 oo s
—— FRS— p— p— Mecharisris Sxst i €nsire The ks associated WiEh aintanance perscnnel Who 80 ok
- upervise the maintenance activities of maintenance personnel without laintenance Personnel g Ihave appropriate access authorizations, clearances or formal access approvals are
L2376 A R Rl Functonal | Imersectswith |, HETIINCRISONN | MNT06.1 - pave appropriae ace o s
A —— ywS— p— F— echanisms exist o ensire Tt o sscoried personnel perfoming nor T aianance
- upervise the maintenance activities of maintenance personnel without i re lon-System Relatec ~ lactivities in the physical proximity of systems have required access authorizations.
MAL2.3.7.6 NiA Fequired access authorization Functional Intersects With prabiiin MNT-06.2 physical p y of sy: ] 5
P2 381 ey [Protect (i.e., physically control and securely store) system media containing Fanctional Subset of bata protection DCr-o1 | Mechanisms exist fo faciitate the implementation of data protection controls. o
G0, both piper and digita
Wecharierms exist (1] Prysically ortrol and securely store d1gal and ror-digfal
h ! ! g Imedia within controlled areas using organization-defined security measures; and(2)
[Protect (i.e., physically control and securely store) system media containing |Protect system media until the media are destroyed or sanitized using approve
WPL238.1 A Functional | Itersects Wit Media sorage ocHos s
i [CUI, both paper and digital. 9 lequipment, techniques and procedures.
Wechariam eXst b contol and et access to Ggial and non-digial medl 1o
WPL2-382 A Limit sccess to CUI on system media to authorized users. Functional Equal Wedia Access Do [jechaneme exitio o 10
Saniizs or destray system media containing CUI before Gsposal or reease Mechanisms exist to TaclEate o ¥ ASset Maragement (TAMY prograr £ Tmplement and
WhL2-3.8.3 A sanitize Functional Subset Of Asset Governance I 10
— p— —— Secure Disposal, Mechanism exist £ securely dlsposs of, Gestioy o FEpUTDOSE Syate COMpPOents Uaing
MPL2.383 NA Isanitize or destroy system media containing CUI before disposal o release Functional Intersects With | Destruction or Re.Use of AST.09  |organization-defined techniques and methods to prevent information being recovered 8
rreuse. Equipment ffrom these components.
s " Tz o ey e b oA COBeors ol 5% | pomcionar | et P— ovor Hechanisms existtofaclate the Tmplementaton of Gata potection Contor. ]
Sanitze or destray system media containing Ul before Gisposal or release Wecharisims exist to sscurely Giposs of media when T 1 o Tonger requied, using
MPL2.-3.83 NIA e Functional Equal Physical Media Disposal DCH-08  [tormii procedures. 10
e e S ———— Mechaniams exist £ SarTtize system Tedla Wit the Srangth and ey
WPL2-383 A anitize or destroy system media containing CUI before disposal or release | puncional | intersects With | System Meclia Sanitzation | | DCH.09 [commensurate with the clacscation or sensitiiy of the information prior o disposal, s
or reuse. elease aut o crganizationa contrl ot release fof euse
Wechanisms exstfo mark medla I occordance Wit data protection requIremerts 5o
MPL2.-3.8.4 N/A [Mark media with necessary CUI markings and distribution limitations. Functional Equal Media Marking DCH-04  [that personnel are alerted to distribution limitations, handling caveats and applicable 10
securiy requirements.
[control access to media containing CUI and maintain accountability for [Mechanisms exist to protect and control digital and non-digital media during transport
- s in’ intals u ity Inctions ia Tran: ion - |outside of controlled areas using appropriate security measures.
MPL2.-3.85 NA Imedia during transport outside of controlled areas. Functional Equal Media Transportatior DCH-07 g approp: y 10
e ety e s o et e ooty o —— Cryptoaraphi mechanims eRREta prevent unautharzed discosure of nformration 35 an
PL2386 A Siored on Glghal meaie during raneport uplese otherwise protected Functional | Intersects With rmate Phys CRv0L1  [akemative o physical safeguards. s
Stemative physicalsafeguards.
[mplement cryptographic mechariss t protect he conidentialy of CUT CryRLographTE mechanisms exist o prevert anauthrized dsciosurs of data 3t rest.
PL2-386 " Stred on lghal media duning transport Uniess otherwise protected by Functional | Intersects With | Encrypting Data AtRest |  CRY-0 .
Stermative pnysical safsguares
weL2387 A Controlthe use of remvable media on system components Functional Equal Wedia Use DCH10|charisms SXS o eSTict e se o pes of G al media o systems o sysem 10
PronTt the use of portable torage Gevices when such devices Pave o Mechanisms eXstt prohTBi 1 Use of portable Storage devices Tn rgamzaionay
MPL2-3.88 TR lidentifiable owner. Functional Equal Prohibit Use Without Owner|  DCH-10.2 gy gtems when such devices have no identifiable owner. 10
arisms exit o create recurring backups of data, sofoware ard/or SyaLem Tmages,
las well as verify the integrity of these backups, to ensure the availability of the data to
PL2.389 A protect the confidentialy of backup CUI at torage locations Functional | Intersects With Data Backups Bep11 [Pl as vertythe ntegriy o these backups, o ensure e ayalebilty of e 5
WPL2.3.89 A Protectthe canfidentalty of backup CUI at storage locations Funcional | Inersects With | Cryptographic rotection | BCD114 |admehion o bechon ierenaion, P o € Uraunorzed Giscosure andor s
oot "™ Screen ioals pror o auEoring aceess to organizational systems p— ——— persmmet seering | sos [P ot o manage personl ey 1Ky Seeanng WG pr -
Containg cUl authoring a
—— - P p— iechaniims exitt arsire aE eVTGUa SECesing 3 S7ar e S, Tarsrns or
- creen Indivi uas prior to authorizing access to organizational systems Incti re it toles Wi pecial X rocesses information requiring special protection satisfy organization-defined personnel
PSL2.-3.9.1 NIA [Containing Cu Functional Intersects With Protection Mencures WRS-04.1 |processes inform: quiring special pr y org: P 5
[Mechanisms exist to Dmac(\ve\y ‘govern the following personnel management a(tmns (1)
Oriboarding new perdonnel (&0 New hires)(2) Tansfeing persome it new ole
: lEnsure that organizational systems containing CUI are protected during and Onboarding, Transferring &| y ithin the organisation: and(3) Offboarding personnel (64 termination of amployment).
PSL2.-3.9.2 R lafter personnel actions such as terminations and transfers. Functional Intersects With Offboarding Personnel HRS-0L.1 8
T Wechaniams Sxst i adet oglca and physial access auihorzatons to Techmoiogy
- nsure that organizational systems containing are protected during an i re re T2 r - [Assets, Applications andlor Services (TAAS) and facilities upon personnel reassit nmen(
Ps12-392 A e o e s e ! Functional Intersects With Personnel Transfe HRS0n Asset, Appicaions o (TAAS) pon p 9 8
o T e e Wechaniams exst £ govern the terination of naNual emplay .
PSL2.-3.92 NIA [after personne) actions such as terminations and transters Functional Intersects With | Personnel Termination HRS-09 8
[Physical access control mechanisms exist to maintain a current list of personnel with
PEL2.-3.10.1 NA [Limit physical access to organizational systems, equipment, and the Functional Equal Physical Access PES:02  [authorized access to organizational facilities (except for those areas within the facility 10
Fesbective operating envronments t autnorized mdviduals, norzadions ihorized access to organizationa facile
- Tt Sy eaT 3858 o OrganTaational Syatars, Scupmert, and e — — y » o3 [PrveicaTsccess contrl mechantsms (st o authorze physIcal access o faciTies based
PEL2-3.10.1 A lrespective operating to authorized individuals. Functional Intersects With _|Role-Based Physical Access|  PES-021 |on the position or role of the individual s
[ — — — Physicalaccess control mechanisms e\ 1 énores physlcal access 1o rlcal systems
. Imit physica access to organizatonal systems, equipment,and the 03,4 [o sensitelreguiated date, i adaon to the physicl access contras ot the facl
PEL2.-3.10.1 N/A lrespective operating environments to authorized individuals. Functional Intersects With Access To Critical Systems PES-03.4 g phy: Y. 5
[— W— — p—— Py TcaT Secuity mechanisms ex/t o oEate syatem components WIEhin the aciTy 1o
- imit physical access to organizational systems, equipment, and the i re quipment Siting 5 Iminimize potential damage from physical and environmental hazards and to minimize
PEL2.3101 A e o oo Functional | Itersects With ek PES12 |minimize potentil damage fom physic s
lLimit ph ) t " | syste . and th T Med [Physical security mechanisms exist to protect power and telecommunications cabling
- Imit physical access to organizational systems, equipment, and the inction: nter: i ransmission Medium - [carrying data or supporting information services from interception, interference or
PEL2.:3.101 A e e po o e ot Functional | Intersects With iy pesiz1 [aming pporting o 5
[Physical security mechanisms exist to restrict access to printers ar\d nlher system output|
PEL2.-3.10.1 NIA [-imit physical access to organizational systems, equipment, and the Functional Intersects With | Access Control for Output | peg 15 5 Idevices to prevent unauthorized individuals from obtaining the outp 5
Fesbective operating envronments t autnorized mdviduals. Bevices
Wechanisms oxst to factate T operation f physical and enviranmental rotection
. Protect and monitorthe physical facilty and support Ifrastructure for Physical & Environmental o1 |echan
PEL2.3.102 A protectand monitor Functional Subset of niron bEs01 10
i TeaTTacilty 3nd support Fastrac Prysieal ol mecharTims existto moriear fo, detect and respond to prysical
PEL2.3102 — [Protect and monitor the physical facility and support infrastructure for Functional Intersects With | Monitoring Physical Access|  PES-05 ysical access control mechanisms exist to monitor for, detect and respond to physical 5
Systems sedurity incidents
oot and montor the pysesl oy o oo e o p— Physicalaccess control mechaniams eX to manor physlcal oo alarms and
PEL2-3.102 (2 lorganizational systems. Functional Intersects With | gurveillance Equipment | PES-051 aup s
lProtect and monitor the physical facility and support infrastructure for Monitoring Physical Access [Facility security mechanisms exist to monitor physical access to critical systems or
- " ! sl ity ul A uctu inction: Inters i nitort ysie ¥ [sensitive/regulated data, in addition to the physical access monitoring of the facilit
peL2-3102 A protect nd monitor te Functonal | Intersectswien | MONOng Physial Access| - pec o 5 3 oy 9 y 5
[Physical access control mechanisms exist to enforce physical access authorizations for’
lall physical access points (including designated entry/exit points) to facilities (excluding
PEL2.3103 A escort vistors and monitor viitr activiy. Funcional SubsetOf | Physical Access Control | PES.03 | micaL aceess points (neluding fesignated entyext ponte) 1o 10
[Physical access control mechanisms exist to identify, authorize and monitor visitors
PEL2.-3.10.3 N/A [Escort visitors and monitor visitor activity. Functional Intersects With Visitor Control PES-06 |before allowing access to the facility (other than areas designated as publicly 5
|accessible)
Disti h Visitors f [Physical access control mechanisms exist to easily distinguish between onsite personnel
PEL2.3.103 NA escor vsitors and monitor visior activity. Functional | Intersects witn | Distinguish Visiors ffom | - peg 6. [and visitors, especially in areas where sensitive/regulated data is accessible. s
Physical access contral mechanisms exst to restict unescorted access to ociies to
PEL2.-3.10.3 N/A [Escort visitors and monitor visitor activity. Functional Intersects With  [Restrict Unescorted Access| PES-06.3  [personnel with required security clearances, formal access authorizations and validate 5
Fhe need for access
PPyt scases ol et et 3103 oty Torcah eces e
PEL2.3.104 A Maintain audlt togs of physical access. Functional Equal Prysica Access Logs | PES033 [ S ol e iens gene 10
Py cal access convol mechariams e o STarce phyaeal 32005 UThariains or
=l prysical access ponts incuding designated entryfext poins)to facilies (exciuding
PEL2.-3.10.5 N/A [Control and manage physical access devices. Functional Equal Physical Access Control PES-03  [those areas within the facility officially designated as publicly accessible). 10
Wechaniars SXst to THerEly S7etems, qulpment and respective Gperating ervironents
tha require miked physicay access s that Spproprats hyscal access Contros are
PEL2.3105 A lcontroland manage physical access devices Functional | Inersects witn | PPYSIcal Securiy of Offices,| pgg oy 12 reduie imted physical access so that appropriate pry: s
PEL2.3.106 A Entorce sateguarding measores for CUI at altemate work stes Functional | Inersects With | SSTIVE / ReGUIBted Data | ey o 5 [Mechaniams exist o protect sensiive/regulated data Wherever t s processed andjor .
Work From Anywhere [Mechanisms exist to define secure telecommuting practices and govern remote access
PEL2.-3.10.6 NIA [Enforce safeguarding measures for CUI at alternate work sites. Functional Intersects With (WFA) - Telecommuting NET-14.5 |to Technology Assets, Applications, Services and/or Data (TAASD) for remote workers. 5
iy
5
PEL2.3.106 A entorce safeguarding measures for CUI at alterate work stes Functional Subset of Atemate WorkSite | PESL [ securiy mechanlers exet o uize appropriate management.cperatonal and 10
Fechansms et o conduc recung osessmrts o o Tt rlude e Tlfiood
[Periodically assess the risk to organizational operations (including mission, land magnitude of harm, from unauthorized access, use, disclosure, disruj
ffunctions, image, or reputation), organizational assets, and individuals, . odTcaton or Gestruction of the organisations Techneloy ALsers, Applcatons,
RALZ-3.111 IS Iresulting from the operation of urgamzatluna\ Systems and the associated Functional Equal Risk Assessment RSK-04 | cervices and/or Data (TAASD). 10
rocessing, storage, or ransmission o
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[Scan for vulnerabilites in organizational systems and applications IMechanisms exist to detect vulnerabilities and configuration errors by routine.
RAL2.3.112 NA lperiodically and when new vulnerabilities affecting those systems and Functional Subset Of Vulnerability Scanning VPM-06  |vulnerability scanning of systems and applications. 10
lepplications are identified.
5 can for valnerabilities in organizational systems and applications [Mechanisms exist to Implement privileged access authorization for selected vunerabiity
RAL2-3.112 NA lperiodically and when new vuinerabilities affecting those systems and Functional Intersects With Privileged Access VPM06.3  [scanning activites 5
lapplications are identi
RA23113 WA [Remediate vulnerabilities in accordance with risk Functional Intersects With Risk Remediation RSK-06__|Mechanisms exist to remediate risks to an acceptable level 5
Continuous Valnerabis [Mechanisms exist to address new threats and vulnerablities on an ongoing basis and
g ontinuous Vulnerability ¥ nsure assets are protected against known attack
RAL2-3.113 NA [Remediate vulnerabilities in accordance with risk assessments. Functional Intersects witn | Continuous ¥unerabiit VPM-0a  [ensure assets are protected against known attacks 8
RA2313 A Remediate vnerabilies In accordance with rsk assessments. Functonal | imersectswin | SOTrs EFWOre | ypy 05 [lecharioms exet o conduct eituare pacing for 1 deployed Technology Assets s
Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience controls oversight
[Periodically assess the security controls in organizational systems to nction. iy, Complian function that reports to the organisation's exeCutive leadership,
CAL2-3121 NA ietermine If the controls are effective In thelr application. Functional Equal Resilence Cortrols P02 P 9 10
[Mechanisms exist to implement an internal audit function that is capable of providing
IPeriodically assess the security controls in organizational systems to enior organization management with insights into the appropriateness of the
cAz3121 NA Ferodically assess the securty controls I rganizational sy Functional Intersects With | Internal Audit Function | CPL02.1  |egumsatons 1achraigs et marmation mostmante prororre s
[Mechanisms exist to regularly review processes and documented procedures to ensure
cA23121 m [Periodically assess the security controls in organizational systems to Functional Intersects with | Security. Compliance & CpL03  |conformity with the organization's security, comphiance andior resiience palicies, s
ldetermine if the controls are effective In their application. Resilience Assessments tandards and other applicable requirements.
[Mechanisms exist to formally assess the security, compliance and resilience controls in
[Technology Assets, Applications and/or Serw(es (TAAS) through Information Assurance
IProgram (IAP) activities to determine the extent to which the controls are implemented
[Periodically assess the security controls in organizational systems to
caz-3121 NA Ferodical assess the securly contols i arganizatonal s Functional | Intersects With Assessments 18002 [correct. operating as niended an procucing the desred autcome with respect to 5
Imeeting expected requirements
Mecharisms exitf govern entied defcencies (-9, Fan of Action and Hiestones
IDevelop and implement plans of action designed to correct deficiencies and Capabilities Deficiency {POAGH)orsimlr methocolooy) that formally documerts, at 2 minimu (1) Deficiency
CAL2-3122 R lreduce or eliminate vulnerabilities in organizational systems. Functional Equal Tracking 18005 liacking numberi(2) Applicable security, compliance and/or resilience control 10
|Description of the deficiency(ies);(4) Risk associated with the deficiency(ies);l (5) Source.
Security, Compliance & Mechanisms exist to provide a security, compliance and resilience controls oversight
A23123 m [Monitor security controls on an ongoing basis to ensure the continued Functional Subset Of curity, Compliance Pz [function that reports bo the orgenisations executive jeaderhip 0
leffectiveness of the controls. oot
[Mechanisms exist to implement a threat Intelligence program that Includes a cross-
pronitor scurty controls o an ongoing ass t ensure the continuea lorganization information-sharing capability that can influence the development of the
cAL2-3.123 NA e e o Functional Intersects With |Threat Intelligence Program|  THR-01  Isystem and security architectures, selection of security solutions, monitoring, threat 3
[hunting, response and recovery activities.
[Mechanisms exist to maintain situational awareness of vulnerabilities and evoiving
; IMonitor security controls on an ongoing basis to ensure the continued g fthreats by leveraging the knowlcdqc of a(lackcrlacncs, (cchmqucs and proccﬂurcs to
cAL2.3123 NA [Monitor security controls on Functional Intersects With | Threat Intelligence Feeds | THR-03 |tacilitate the 5
xist to generate (e.g., System Security Plan
[Pevelop, document, and periodically update system security plans that Applied Security, ((SSP)) that: m Ider\tlﬁes key architectural and implementation information on in-scope
23124 o ldescribe system boundaries, system environments of operation, how Functional SubsetOf | Comphants o Radience|  180.03 nology Aoplications andor Services (TAAS)(2) Reflects the curret stte of 10
Jsecurit are and the with or O e appied seturty, compiia resilience controls on applicable People, Processes,
lconnections to other systems. [rechnologies Oata and/nr Facilties (PPTOF) ihat ar contained withn the ystem
ndary: an: ides a historical record of apolied security controls_including
[Develop, document, and periodically update system security plans that echanams SXSE (o rotect Sensveregaated Jats hat s coliccied, Seveioped.
" & in i Adequate Security for Ireceived, transmitted, used or stored in support of the performance of a contract.
caz3124 " [describe system boundaries, system environments of operation.ow Functional | Intersects With | Sensitive / Regulated Data |  1A0-03.2 ” 5
[connections to other systems. In Support of Contracts
[Monitor, control, and protect communications (i.e., information transmitted Network Security Control [Mechanisms exist to develop, govern & update procedures to facilitate the
scl2-3.131 NA o receted by organizational systems) at the external boundaries and key Functional Equal etwork Secuiyy Controls | ygro1  [implementation of Network Security Controls (NSC). 10
nternal boundaries of
[Monitor, control, and protect communications (L., information transmitted [Mechanisms exist to Implement and manage a secure guest network.
SCL2.-3.13.1 N/A [or received by organizational systems) at the external boundaries and key Functional Intersects With Guest Networks NET-02.2 10
[internal boundaries of organizational systems.
[Monitor, control, and protect communications (i.e., information transmitted [Mechanisms exist to monitor and control cCommunications at the external network.
scL2.3.131 NA lor received by organizational systems) at the external boundaries and key Functional Equal Boundary Protection NET-03  [boundary and at key internal boundaries within the network. 10
internal boundaries of organizational syster
[Employ architectural designs, software development techniques, and Cloud Infrastructure exist to host in a dedicated subnet.
scl2.3.132 NA lsystems engineering principles that promote effective information security Functional Intersects With oud Infrastructus 03 5
Iwithin organizational systems. Y
[Mechanisms exist to facilitate the Implementation of Industry-recognized security,
[Employ architectural designs, software development techniques, and secue Engneering lcompliance and resilience practices in the specification, design, development,
scl2.3.132 NA lsystems engineering principlés that promote effective information security Functional Subset Of e SEAOL  [implementation and modification of Technology Assets. Applications and/or Services 10
Jwithin organizational systems. (TAAS)
exist to implement security functions as a layered structure minimizing
[Employ architectural designs, software development techniques, and Defense- m -Depth (DID) linteractions between layers of the design and avoiding any dependence by lower layers
scl2.3.132 NA lsystems engineering principles that promote effective information security Functional Intersects With e SEA03  [on the functionality or correctness of higher layers. 3
Jwithin organizational systems.
R 7 fanctiona
s5c12.3.133 NA [separate user functionality from system functionali Functional Equal Application Partitioning |  SEA-03.2 | "eChanisms exist to separate user functionality from system 10
[Prevent unauthorized and unintended information transfer via shared information In Shared [Mechanisms exist to prevent unauthorized and unintended information transfer via
sc2-3134 s Jsystem resources Functional Equal ces SEA05 |shared system resources i
|implement subnetworks for publict R T Network Segmentat hanisms exist to ensure network architecture utiizes network segmentation to
E mplement subnetworks for publicly accessible system components that are ncti " i letwork Segmentation isolate Technology Assets, Applications and/or Services (TAAS) to protect from other
SCL2-3.135 (o Iphysically or logically separated from internal networks. Functional Intersects With (macrosegementation) BT 06 (e  retoureay. PP P s
[Mechanisms exist to configure firewall and router configurations to deny network traffic
§ IDeny network communications traffic by default and allow network . Deny Traffic by Default & y by defuit and aflow netwerk trafht by excaption (a.g. deny all. permit by excoption]
SCL2-3136 WA lcommunications traffic by exception (i.e., deny all, permit by exception), Functional Equal Allow Traffic by Exception | NET041 ¥  excep! 9. deny all. Y excep! 10
[Mechanisms exist to prevent split tunneling for remote devices unless the split tunnel is
Prevent remote devices fom simultaneously establising nor remate ISecurely provisioned using organization-defined safeguards
sCL2.3.13.7 NA lconnections with organizational system: unicating via some other | Functional Equal Split Tunneling CFG-03.4 10
connection to rasources in external networks (6. SPIt tunneling)
[implem sclosure of Atornate Physicar [Cryptographic mechanisms exist to prevent unauthorized disclosure of information as an
scl2-3.138 NA Ut durmg eaion st othomuise broterted by aherative phwsica Functional Equal ernate Physica CRv-01.1 |alternative to physical safeguards. 10
fsafeg
Implement cryptographic mechanisms to prevent unauthorized disclosure of ransmission |Cryptographic mechanisms exist to protect the confidentiality of data being transmitted.
scL2.3.138 NA i during transmission unless otherwise protected by alternative physica Functional Intersects With CcRY-03 5
Confidentiality
atequarce
[Terminate network connections associated with communications sessions at Network Connection \Mechanisms exist to terminate netuwork connections at the end of a session or after an
; g ization-defined time period of inactivit
SCL2-3.139 s lthe end of the sessions or after a defined period of inactivity. Functional Equal ermination NET-07  jorganization-defined time period of inactivity. 10
I— roarapnic keys for crymtoaranhy empiored [ ——— [Mechanisms exist to securely implement an Internal PUbIIC Key Infrastructure (PKI)
g stablish and manage cryptographic keys for cryptography employed in ublic Key Infrastructure : infrastructure or obtain PKI services from a reputable PKI service provider.
scl2.-313.10 NA oo g aanage ¢ Functional Intersects With v CcRY-08 u pu P 5
[Establish and manage cryptographic keys for cryptography employed in Cryptographic Key [Mechanisms exist to faciitate ey Controls to protect the
scL2.-3.13.10 A systems. Functional Intersects With Management CRY-09  |confidentiality, integrity and availability of keys. 5
[Mechanisms exist to facilitate the implementation of cryptographic protections controls
sciz-31311 NA [Employ FIPS-valdated cryptography when used to protect the confidentility | pcyonay Subset of Use of Cyptographic | cay.1 fusing known public standarcs and rusted cryprogrape echnologies 10
[Mechanisms exist to unplug or pronibit the remote activation of collaborative computing
|devices with the following exceptions:(1) Networked whiteboards;(2) Video
R [Prohibit remote activation of collaborative computing devices and provide Collaborative Computing )-3 lteleconference cameras; and(3) Teleconference microphones.
SCL2.-3.13.12 Al [indication of devices in use to users present at the device. Functional Equal Devices END-14 10
5CL2.-3.13.13 NIA [Control and monitor the use of mobile code. Functional Equal Mobile Code END-10  |Mechanisms exist to address mobile code / operafing system-independent applications. 10
[Control and monitor the use of Voice over Internet Protocol (VoIP) [Mechanisms exist to protect the confidentiality, integrity and avallabiity of electronic
Scl2.-3.13.14 WA Functional Intersects With Electronic Messaging NET-13 | ammunications. 5
5CL2.-3.13.15 N/A [Protect the authenticity of communications sessions. Functional Equal Session Integrity NET.gp  [Mechanisms exist to protect the authenticity and integrity of ct sessions. 10
5CL2.-3.13.16 N/A [Protect the confidentiality of CUI at rest. Functional Intersects With Encrypting Data At Rest CRY-05 (Cryptographic mechanisms exist to prevent unauthorized disclosure of data at rest. 8
231316 = rotect the configentiatity of CUl at rest. Functional Intersects With Endpoint Protection enD.02 _|Mechanisms exit to protect the confidentialty, integrity, avalabilty and safety of A
Measures lendpoint devices
Vulnerability & Patch [Mechanisms exist to facilitate the implementation and monitoring of vuinerability
SIL2.-3.14.1 N/A [dentify, report, and correct system flaws in a timely manner. Functional Subset Of Management Program VPM-01 [management controls. 10
(VPMP)
S2.3.141 NA [ dentify, report, and correct system flaws in a timely manner. Functional Intersects With | VUInerabity Remediation |\ py o, [Mechanisms exist o ensure that vunerabilties are properly identited, tracked and s
Software & Firmware Mecharisms exitt conductsofare patching oral deployed Technology Assets
siL2.-3.14.1 NIA lldentify, report, and correct system flaws in a timely manner. Functional Intersects With ching VPMA05 | ions andlor Services (TAAS), including rmware 8
- [Provide protection from malicious code at designated locations within dpoint Device 01 |Mechanisms exist to facilitate the Implementation of e Device Managemert
siL2-3.14.2 NA systems Functional Subset Of Management (EDM) END-O1  |(£pM) controls. 10
[Mechanisms exist to utiize antimalware technologies to detect and eradicate malicious
; Provde protecton fom malicious code at designated locations wihin Malicious Code Protection 02 |code
Si2.3.14.2 NA e et ot Functional Equal frervienibn END-04 10
Mechanisms exist to review event logs on an ongoing basis and escalate incidents in
siL2.-3.14.3 NA [Monitor system security alerts and advisories and take action in response. Functional Equal Security Event Monitoring | MON-0L.8 (L a0 0" e cbabiished tmelines and procedures. 10
[Mechanisms exist to implement a threat intelligence program that INCludes a cross-
lorganization information-sharing capability that can influence the development of the
SiL2.-3.14.3 N/A [Monitor system security alerts and advisories and take action in response. Functional Subset OF [Threat Intelligence Program| ~ THR-01  |system and security architectures, selection of security solutions, monitoring, threat 10
lhunting, response and recovery activities.
[Mechanisms exist to maintain Situational awareness of vulnerabilities and evoiving
iveats by leveraging the knowledge of attacker tactc,techmiques and procedres to
Si2.3.14.3 NA [Monitor system security alerts and advisories and take action in response. Functional Intersects With | Threat Intelligence Feeds |  THR-03 |tacilitate the and 5
- [Update malicious code protection mechanisms when new releases are et " ‘Automatic Antimalware y [Rutomated mechanisms exist to update antimalware technologies, INCIuding Signature
Si2.-3.14.4 WA lavailable. Functional Equal Signature Updates. END-04.1  ldefinitions. 10
[Mechanisms exist to ensure that anti-malware technologies are Continuously runing in
Iperform periodic scans of organizational systems and real-time scans of files reattime and cannot be dsabled or aliered by nonpriveged users, uness specically
SiL2-3.14.5 (A rom extbrnal sources s hlos are downloaded, opened. or executed: Functional Equal Always On Protection END-04.7 lauthorized by management on a case-by-case basis for a limited time peri 10
on onal syet (v mbound and outbound [Mechanisms exist to faciitate the Implementation of enterprise-wide monitoring Controls
; fonitor organizational systems, including inbound and outboun . ’
SlL2.-3.14.6 A [communications traffic, to detect attacks and indicators of potential attacks. Functional Subset Of Continuous Monitoring MON-01 10
- . \ading Imbound and nbound & Outbound [Mechanisms exist to continuously monitor inbound and outbaund Communications traffic
- fonitor organizational systems, including inbound and outboun ncti " i nbound & Outbour ¥ for unusual or unauthorized activities or conditions.
SiL2:3.14.6 (U [communications traffic, to detect attacks and indicators of pu(en\la\ attacks. Functional Intersects With ‘Communications Traffic MON-01.3 8
Network Intrusion [Mechanisms exist to employ Network Intrusion Detection / Prevention Systems
SIL2.-3.14.6 NIA [Monitor organizational systems, including inbound and outbound Functional Intersects With Detection / Prevention NET-08  |(NIDS/NIPS) to detect and/or prevent intrusions into the network, 8
lcommunications traffic, to detect attacks and indicators of potential attacks
Systems (NIDS / NIPS)
[Automated mechanisms exIst to correlate both technical and non-technical Information
Correlate Monitoring [from across the enterprise by a Security Incident Event Manager (SIEM) or similar
SIL2.3.14.7 NA ldentify unauthorized use of organizational systems. Functional Intersects With e e MON-02.1  |automated tool, to enhance organization-ide situational awareness. 8
Monitoring for Indicators of [Automated mechanisms exist to identify and alert on Indicators of Compromise (loC).
SIL2.3.14.7 NA ldentify unauthorized use of organizational systems. Functional Intersects With o o e tioe) MON-11.3 8
[Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or User Activity
[Monitoring (UAM) solutions to detect and respon malous behavior that could
SIL2.3.14.7 NA ldentify unauthorized use of organizational systems. Functional Intersects With Anomalous Behavior MON-16  findicate account compromise or other malicious activities 8
Si2-3147 A |centiy unauthorized use o organizatonal systems. Funcional | inersects witn | "70e00rs L Comromise | g g3 [vecTnens et o defne spectic ndeators of Compromise (10C) o dentiy the sgns .
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