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Safeguarding Covered

[As prescribed in 204.7304(c), use the following clause:

ontrol De:

INo applicable SCF control

necessary for forensic
nalysis

roviders

lorganization's incident response capability and external service providers.

252.204-7012 Defense Information and Functional | No Relationship NA NA NIA o
Cyber Incident Reporting
252.204-7012(a) Definitions [pee fDE for details Functional | No Relationship NA e oy B [No applicable SCF control
b L A A AU AL Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
252.204-7012(b) Adequate security lsystems. To provide adequate security, the Contractor shall implement, at a minimum, Functional Subset Of . Gov-01 g 10
(b) q Y e Tollowing information security protections. Resilience Program (SCRP) land resilience governance controls.
The ‘Contractor shall provide adequate securfty on all covered Contractorformation oubtishing Securt
. To provide adequate security, the Contractor shall implement, at a minimum, ublishing Securty. [Mechanisms exist to establish, maintain and disseminate policies, standards
252.204-7012(b) Adequate securty [ ollowin informanion soturie prosactions Functional | ntersects witn | Campliance & Resience | Gov-02 oo O et and reslnt capabilies 8
[The Contractor shall provide adequate security on all covered contractor iformation
lsystems. To provide adequate security, the Contractor shall implement, at a minimum, Operationalizing Security, IMechanisms exist to compel data and/or process owners to operationalize
252.204-7012(b) Adequate security  [the following Information security protections: Functional | Intersects With | Compliance & Resilience | ~ GOV-15  [security, compliance and resilience practices for each Technology Asset, 8
Capabilities lApplication and/or Service (TAAS) under their control
[The Contractor shall provide adequate security on all Covered contractor information
lsystems. To provide adequate security, the Contractor shall implement, af a minimum, Mechanisms exist to compel data and/or process owners to select required
252.204-7012(b) Adequate security [the following information security protections: Functional | Intersects With Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 5
lApplication and/or Service (TAAS) under their control
[The Contractor shall provide adequate security on all covered contractor information
lsystems. To provide adequate security, the Contractor shall implement, at a minimum, Mechanisms exist to compel data and/or process owners to implement
252.204-7012(b) Adequate security  [the following information security protections: Functional | Intersects With | Implement Controls GOV-15.2  [required security, compliance and resilience controls for each Technology 5
lAsset, Application and/or Service (TAAS) under their control
[The Contractor shall provide adequate security on all covered contractor information [Mechanisms exist to compel data and/or process owners o assess I required
lsystems. To provide adequate security, the Contractor shall implement, at a minimum, lsecurity, compliance and resilience controls for each Technology Asset,
252.204-7012(b) Adequate security  [the following information security protections: Functional | Intersects With Assess Controls GOV-15.3 L e dlor Service (TAAS) under their control aret(1) mplemented 5
[correctly; and(2) Operating as intended.
[The Contractor shall provide adequate security on all covered contractor information Authorize Technology [Mechanisms exist to compel data and/or process owners to obtain
252.204-7012(b) Adequate security  [systems. To provide adequate security, the Contractor shall implement, at a minimum, Functional | Intersects With | Assets, Applications and/or | GOV-15.4  [authorization for the production use of each Technology Asset, Application 5
fthe following information security protections: Services (TAAS) land/or Service (TAAS) under their control.
[The Contractor shall provide adequate security on all covered contractor information IMechanisms exist to compel data and/or process owners to monitor
lsystems. To provide adequate security, the Contractor shall implement, at a minimum, [Technology Assets, Applications, Services and/or Dath (TAASD) under their
252.204-7012(b) Adequate security  [the following information security protections: Functional | Intersects With Monitor Controls GOV-15.5  [control on an ongoing basis for applicable threats and risks, as well as to 5
lensure security, compliance and resilience controls are operating as
fintended.
[The Contractor shall provide adequate security on all covered contractor information Mechariams exst e equre conractualrequrements o applcablesecury
lsystems. To provide adequate security, the Contractor shall implement, at a minimum, Third-Party Contract pliance and resilience S Teflecting the
252.204-7012(0) Adequate security the following information security protections; Functional | Intersects With Requirements TPM-05forganization's needs to protect its Tethne\ogy hescre, Applcations. Services 8
Jand/or Data (TAASD).
[The Contractor shall provide adequate security on all covered contractor information Contract Flow-Down Mechanisms exist to ensure applicable security, compliance and resilience
252.204-7012(b) Adequate security  [systems. To provide adequate security, the Contractor shall implement, at a minimum, Functional | Intersects With & . TPM-05.2  |requirements are included in contracts that flow-down to applicable sub- 8
lthe following information security protections: equirements lcontractors and suppliers.
[For covered contractor information systems that are part of an Information Technology [No applicable SCF control
252.204-7012(b)(1) Adequate security [IT) service or system operated on behalf of the Government, the following security Functional No Relationship N/A N/A N/A 0
requirements apply:
[Cloud computing services shall be subject to the security requirements specified in the
[clause 252.239-7010, Cloud Computing Services, of this contract Statutory, Regulatory & Mechanisms exist to faciltate the identification and implementation of
252:204-7012(6)10) Adequate security Functional SubsetOf | Contractual Compliance CPLOLrelevant statutory, regulatory and contractual controls. 10
[Any other such IT service or system (i.e., other than cloud computing) shall be subject to
e cocuris e e e Cloud computing) bl Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
252.204-7012(b) (1)1 Adequate security ¢ security requirements specified elsewhere in this contract Functional SubsetOf | Contractual Compliance CPLOLrelevant statutory, regulatory and contractual controls. 10
[For covered contractor information systems that are not part of an IT service or system [No applicable SCF control
loperated on behalf of the Government and therefore are not subject to the security
252.204-7012(b)(2) Adequate security  |requirement specified at paragraph (b)(1) of this clause, the following security Functional | No Relationship NiA NiA NIA o
requirements apply:
[Except as provided in paragraph (b)(2)(i) of this clause, the covered contractor
information system shall be subject to the security requirements in National Institute of
IStandards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlied
lunclassified Information in Nonfederal Information Systems and Organizations” (available Mechanisms exist to compel data and/or process owners to select required
252.204-7012(b)(2)(1) Adequate security  |via the internet at https://csrc.nist.gov/publications/spB00) in effect at the time the Functional | Intersects With Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 5
[solicitation is issued or as authorized by the Contracting Officer. lapplication andjor Service (TAAS) under their control
[The Coractar hall mplemert NIST Sp B00-L7, 25 soon 52 pracicel. uf ot later than
December 7. For all contracts awarded prior to October 1, 2017, the Contractor
il nouty the 00D ChiefInfermation Ofncer (CI0), v aman 3t 654 dincois@ma I Mechanisms exist to compel data andor process owners to select required
252.204-7012(b)(2)(i)(A) Adequate security  [Ythin 30 days of contract award, of any securlty requirements specified by NIST SP 800- | gunctional | Intersects With Select Controls GOV-15.1 [security, compliance and resilience controls for each Technology Asset, 5
P IApplication and/or Service (TAAS) under their control.
The Contractor shall submit requests to vary from NIST 5P 800-171 in wiiting to the
|Contracting Officer, for consideration by the DoD CIO. The Contractor need not implement|
lany security requirement adjudicated by an authorized representative of the DoD CIO to Security, Compliance & IMechanisms exist to submit status reporting of the organization's security,
252.204-7012(b)(2)1ii)(8) Adequate security |be nonapplicable or to have an alternative, but equally effective, security measure that Functional | Intersects With | p SECUTY: COMPLATEe & (| GOV-17  fcompliance andior resilience program to applicable statutory and/or 5
Imay be implemented in its place. Iregulatory authorities, as require
[The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the
e b e
lany security requirement adjudicated by an authorized representative of the DoD CIO to
252.204-7012(b)(2)(ii)(B) Adequate security  [be nonapplicable of to have an alternative: bt equally efective, security measre that Functional | Intersects With Capab“T“r‘;fk?"ng‘"e"‘Y 1a0-05  [2ssociated with the "Ef‘(‘s”‘y"?’ :(5) Source “Ef‘“e"t‘omm‘s it applicabl 8
[may be implemented in its place. [(7) Point of Contact (POC) (e.g., asset/process owner);(8) Resources required
lto conduct remediation actions;(9) Planned remedial actions to the
[The Contractor shall submit requests to vary from NIST 5P 800-171 in writing to the
|Contracting Officer, for consideration by the DoD CIO. The Contractor need not implement
lany security requirement adjudicated by an authorized representative of the DoD CIO to .
2522047012)2NE) | Adequate security |be nonapplADIE o o have an akernatve, ut equally EHectve, ecurty measure that |  Functonal | ntersectswith | (COmPENsatna | gy ggp - [Mecharisms exist o dentify and implement compensating countermeasures s
Imay be implemented in its place.
[Fthe Dob CIO has previously adjudicated the contractor’s requests indicating that a
requirement is not applicable or that an alternative security measure is equally effective, N sentiy
. Ja copy of that approval shall be provided to the Contracting Officer when requesting its Compensating g Mechanisms exist to identify and implement compensating countermeasures
252.204-7012(b)(2)/ii)(C) Adequate security |2 COPY Of that approva) shell o Functional | Intersects With o e RSK06.2 i exposcre o thrests 8
[ the Contractor intends to use an external cloud Service provider to store, process, or
ftransmit any covered defense information in performance of this contract, the Contractor
lshall require and ensure that the cloud service provider meets security requirements
lequivalent to those established by the Government for the Federal Risk and Authorization
Management Program (FedRAMP) Moderate baseline
and that the cloud service provider
. lcomplies ey requlrements in paragraphs (c) through (g) of this clause for cyber incident y ’ IMechanisms exist to facilitate the implementation of third-party
252.204-7012(6)(2)(i1(0) Adequate security raporting, malicious software, media preservation and protection, access to additional Functional SubsetOf | Third-Party Management | TPM-0L  |anagement controls, 10
information and equipment necessary for forensic analysis, and cyber incident damage
lassessment.
[Apply other information systems security measures when the Contractor reasonably
ldetermines that information systems security measures, in addition to those identified in
lparagraphs (b)(1) and (2) of this clause, may be required to provide adequate security in
la dynamic environment or to accommodate special circumstances (e.q., medical devices) IMechanisms exist to compel data and/or process owners to select required
252.204-7012(b)(3) Adequate security [and any individual, isolated, or temporary deficiencies based on an assessed risk or Functional Intersects With Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 5
lvulnerability. These measures may be addressed in a system security plan. lApplication andjor Service (TAAS) under their control
; Cyber incident reporting |V/A " [No applicable SCF control
252.204-7012(c) regquirement Functional | No Relationship NA NA N/A o
[When the Contractor discovers a cyber incident that affects a covered contractor [No applicable SCF control
yber incid information system or the covered defense information residing therein, or that affects
yber incident reporting  lthe contractor's ability to perform the requirements of the contract that are designated i i
252.204-7012(0)(1 hi A
52.204-7012(c)1) requirement las operationally critical support and identified in the contract, the Contractor shall— Functonsli[NoRelstionship) L5 Ll L °
[Conduct a review for evidence of compromise of covered defense information, including,
bbut not limited to, identifying compromised computers, servers, specific data, and user
laccounts. This review shall also include analyzing covered contractor information
lsystem(s) that were part of the cyber incident, as well as other information systems on
252.204.7012 Cyber incident reporting _[the Contractor's network(s), that may have been accessed as a result of the incident in Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
-7012(0)(1)(0) requhemen lorder to identify compromised covered defense information, of that affect the Functional | Intersects With Incident Handling IRO-02  [manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 8
Contractor’s ability to provide operationally critical support; and [and(6) Recovery.
[Rapidly report cyber incidents to DD at hitps://dibnet.dod. mil
252.20870120) 1)) | CYber incident reporting 7P TP psil Functional subsetof |Cyber Incident Reporting for| o 1o [Mechanisms exist to report sensitive/regulated data incidents in a timely 10
requirement Sensitive / Regulated Data nner.
[The cyber incident report shall be treated as information created by or for DoD and shall
include, at a minimu, the required elements at https://dibnet.dod.mil.
252.204-7012(0)(2) Cyber incident report Functional subset O Csyé’:;t‘flﬂ"/e&‘ég’fﬁa”fe’é'%ﬂ? Ro-102  Mechanisms exist to report sensiivelreguiated data incdents ina timely 10
in order to report cyber incidents in accordance with this clause, the Contractor or
Jsubcontractor shall have or acquire a DoD-approved medium assurance certificate to
Medium assurance  [[€POrt cyber incidents. For information on obtaining @ DoD-approved medium assurance Cyber Incident Reporting for| Mechanisms exist to report sensitive/regulated data incidents in a timely
252.204-7012(0)(3) centihente lcertificate, see cyber.millecar Functional Subset Of | e guimted baty | 1RO-10.2  [Mechan 10
[When the Contractor o subcontractors discover and isolate malicious software in
|connection with a reported cyber incident, submit the malicious software to DoD Cyber
[Crime Center (DC3) in accordance with instructions provided by DC3 or the Contracting
252.204.7012(0) Malicious oftware [Ofice. Do not send the maicious software ¢ the Contracting Officer Functional | Subset o |Cgber ncident Repertingfor) 15 Mechanisms eist o report sensiiverregulated data incidents i a tmely 10
[When  Contractor dscovers > Cyber Incdent Fias occurred, the Contractor shal preserve
d protect images of all known affected information systems identified in paragraph (c)
mm of this clause and all relevant monitoring/packet capture data for at least 90 days IMechanisms exist to perform digital forensics and maintain the integrity of
252.204-7012(e) Media preservation and o the submission of the cyber incident report to allow DoD to request the media or Functional Subset Of R e IR0-08 [the chain of custody, in accordance with applicable laws, regulations and 10
L de(\me interest. lindustry-recognized secure practices.
‘Access to additional _|DPon request by DoD, the Contractor shall provide Dob with access to additional
information or equipment that is necessary to conduct a forensic analysis.
252.204-701219 information or equipment quipr Y y: Functional | Intersects with | Coordination With External | oo ) [Mechanisms exist to establish a direct, cooperative relationship between the 5
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Cyber incident damage

If DoD elects to conduct a damage assessment, the Contracting Officer wi
lthe Contractor provide all of the damage assessment information gathered in accordance

I request that

IMechanisms exist to establish a direct, cooperative relationship between the

laccordance with paragraph (b)(2)(ii)(B) of this clause; an

Requirements

[contractors and suppliers.

Coordination With External
252.204-7012(9) assessment activities | With paragraph (e) of this clause. Functional | Intersects With Providers 1RO-112organization's incident response capability and external service providers s
[The Government shall protect against the unauthorized Use of release of information [No applicable SCF control
lobtained from the contractor (or derived from information obtained from the contractor)
lunder this clause that includes contractor attributional/proprietary information, including
Jsuch information submitted in accordance with paragraph (c). To the maximum extent
DoD safeguarding and use |Practicable, the Contractor shallidentify and mark attributional/proprietary information.
of contractor in making an authorized release of such information, the Government will implement
252.204-7012(h) lappropriate procedures to minimize the contractor attributional/proprietary information Functional | No Relationship N/A N/A N/A 0
attributional/proprietary
en lthat s included in such authorized release, seeking to include only that information that
i necessary for the authorized purpose(s) for which the information is being released.
Use and release of __|Information that is obtained from the contractor (or derived from information obtained [No applicable SCF control
contractor ffrom the contractor) under this clause that is not created by or for DoD s authorized to
252.204-7012(1) attributional/proprietary 0@ released outside of DoD— Functional | No Relationship N/A NA NA o
information not created by
or for DoD
Use and release of __|TO entities with missions that may be affected by such information; [No applicable SCF control
trac
252.204-7012()(1) attributional/proprietary Functional | No Relationship NA NA NIA 0
information not created by
Use and release of __|TO entities that may be called upon to assist in the diagnosis, detection, or mitigation of [No applicable SCF control
Sontractor lcyber incidents;
252.204-7012()(2) attributional/proprietary Functional | No Relationship NIA NA NIA o
information not created by
Use and release of |10 Government entities that conduct orlaw [No applicable SCF control
Sontractor investigations;
252.204-7012()(3) attributional/proprietary N/A NA NIA o
information not created by
Use and release of __|FOT national security purposes, including cyber situational awareness and defense [No applicable SCF control
Sontractor lpurposes (including with Defense Industrial Base (DIB) participants in the program at 32
252.204-7012(i)(4) attributional/proprietary ~[CFR part 236); or N/A N/A N/A 0
information not created by
Useana eease of [To a support services contractor (“recipient”) that is directly SUpporting Government [No applicable SCF control
lactivities under a contract that includes the clause at 252.204-7009, Limitations on the.
252.204-7012(i)(5) almbutmna\/pmpnetary [Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information. Functional | No Relationship N/A N/A N/A 0
information not create
information that is obtained from the contractor (or derived from information obtained [No applicable SCF control
ffrom the contractor) under this clause that is created by or for DoD (including the
information submitted pursuant to paragraph (c) of this clause) is authorized to be used
Use and release of - lang released outside of DoD for purposes and activities authorized by paragraph (i) of
contractor lthis clause, and for any other lawful Government purpose or activity, subject to al
252.204-7012(j) attributional/proprietary lapplicable statutory, regulatory, and policy based restrictions on the Government's use Functional | No Relationship N/A N/A NA 0
information created by o lang release of such information.
The Contractor shall conduct activities under this clause in accordance with applicable
laws and regulations on the interception, monitoring, access, use, and disclosure of Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
252.204-7012(9 7 lelectronic communications and data Functional Subset OF Contractual Compliance CPLOL  relevant statutory, regulatory and contractual controls. 10
[The safeguarding and cyber incident reporting required by this clause in no way [No applicable SCF control
labrogates the Contractor's responsibility for other safeguarding or cyber incident
Other safeguarding or [ 'ePOrting pertaining to its unclassified information systems as required by other
252.204-7012() e g v [applicable clauses of this contract, or as a result of other applicable U.S. Government Functional | No Relationship NA NA N/A 0
porting req Jstatutory or regulatory requirements
252.204-7012(m) Subcontracts [he Contractor shall— Functional NA NA NA o [etzpelcabieischicestal
include this clause, including this paragraph (m), in subcontracts, or similar contractual
instruments, for operationally critical support, or for which subcontract performance will
involve covered defense information, including subcontracts for commercial products or Mech ! for applicab
lcommercial services, without alteration, except to identify the parties. The Contractor Thirg-Party Contract (:rfw::E(’:SE?SSF‘E‘S“’”;E"q(“e";;z‘"rg;(g; ;j?:z’:’:“fg;sngar"e%‘e‘:me zs(“”“/‘
252.204-7012(m)(1) Subcontracts Jshall determine if the information required for subcontractor performance retains its Functional Subset OF TPM-05 d 10
igentity a5 covered defense information and wil require protection under tis clause, and, Requirements [organization's needs to protect its Technology Assets, Applications, Services
i necessary, consult with the Contracting Officer; and [and/or Data (TAASD).
252.204-7012(m)(2) Subcontracts Require subcontractors to— Functional | No Relationship NA NA N/A 0 [N applicable SCF control
[Notify the prime Contractor (or next higher-tier subcontractor) when SUDMILEing a request
lto vary from a NIST SP 800-171 security requirement to the Contracting Officer, in Contract Flow-Down Mechanisms exist to ensure applicable security, compliance and resilience
252.204-7012(m)(2)(i) Subcontracts Functional Subset Of TPM-05.2  |requirements are included in contracts that flow-down to applicable sub- 10
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