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1 User NA Functional | No Relationship NA NA NA NA INo applicable SCF control
[Regular and Privileged users are identified and integrated into an inventory Mechanisms exist to maintain a current list of authorized users and service
supporting regular modifications. Applications, software and services that have User & Service Account accounts
11 User Inventory llocal users are all part of the inventory and highlighted Functional Subset Of Inventories 1AC-01.3 10
[ooD Components utize Enterprise authorfative saurce of (PEINPE) entiy (PE - Mechanisms exist to facilitate the implementation of identification and
|AMID, NIS, AFID) and/or establish or augment with local authoritative s access management controls.
Identity management can be cone manually if needed, prenaring for automated dentity & Access
111 Inventory User lapproach in later stages. Identity source is connected fo identity life cycle Functional Subset Of 1AC-01 10
Management (IAM)
rocesses (ie. ). T privileged users are|
clearly identified.
[DoD Components utilize Enterprise authoritative source of (PE/NPE) identity (PE - echanisms exist to stictly govern the use of Autherticate, Autorze and
JAMID, NIS, AFID) and/or establish or augment with local authorita . (AAA) solutions, both on-premises and those hosted by an External
Identity management can be done manually if needed, preparing for automated uthentiate,uthoriz ang ervica Provider (259
111 Inventory User lapproach in later stages. Identity source is connected to identity lfe cycle Functional | Intersects With RO 1AC-01.2 8
rocesses (ie. ). T privileged users are|
clearly identified.
[DoD Components utilize Enterprise authoritative source of (PE/NPE) identity (PE - Mechanisms exist to verify the identity of a User before 1ssuing
|AMID, NIS, AFID) and/or establish or augment with local authoritative source. or modifying access
Identity management can be done manually if needed, preparing for automated \dentity Proofing (identity
111 Inventory User lapproach in later stages. Identity source is connected fo identity life cycle Functional | Intersects With Y oraofing 1AC-28 3
processes (ie. ). T privileged users are|
clearly identified.
[Through maturity levels Conditional Access works to create a dynamic level of Mechanisms exist to enforce Role-Based Access Control (RBAC) for
laccess for users i the environment. This starts with traditional role based access [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
12 Conditional User Access _|controls across a federate ICAM, expands to be application focused roles and Functional | Intersects with | Role-Based Access Control |\ oo laccess to individuals assigned specific roles with legitimate business needs. s
lultimately utilizes enterprise attributes to provide dynamic access rules. (RBAC)
[Through maturity levels Conditional Access works to create a dynamic level of Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
laccess for users in the environment. This starts with traditional role based access N . Ipolicy-driven, dynamic authorizations that supports the secure sharing of
12 tional User A lcontrols across a federate ICAM, expands to be application focused roles and Functional | Intersects with |  Attribute-Based Access \AC20 [information.
Conditional User Access. i ately utilizes enterprise attributes to provide dynamic access rules unctionall - Infersects Wi Control (ABAC) 2 :
[The DoD ICAM governance establishes a set of user attributes for authentication Mechanisms exist to strictly govern the use of Authenticate, Authorize and
land authorization. These are integrated with the “Enterprise Identity Life-Cycle |Audit (AAA) solutions, both on-premises and those hosted by an External
IManagement Pt1” activity process for a complete Enterprise standard. The Service Provider (ESP)
\mplement App Based | ENTETPrise Identity, Credential and Access Management (ICAM) solution are ot puth "
121 mplement App Based _lenaled for adding/updating attributes within the solution to better support Functional | Intersects with |Authenticate, Authorize and| ¢ 45 5 8
permissions per Enterprise [(firiec ot ot Audit (AAA)
IRemaining Privileged Access Management (PAM) activities are approved and
tailored as specified by roles.
[The DoD ICAM governance establishes a set of user attributes for authentication Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
land authorization. These are integrated with the “Enterprise Identity Life-Cycle Ipolicy-driven, dynamic authorizations that supports the secure sharing of
IManagement Pt1” activity process for a complete Enterprise standard. The information.
implement App Baseg _|EETPrise Identiy. Credential and Access Management CAM) solution are Attribute.Based Access
lenabled for adding/updating attributes within the solution to better support - 2
121 Permissions per Enterprise [%Tomicy foqaaton o0 AHributes with! - PP Functional | Intersects With Control (ABAC) 1AC-29 8
IRemaining Privileged Access Management (PAM) activities are approved and
tailored as specified by roles.
[The DoD ICAM governance establishes a set of user attributes for authentication Mechanisms exist to restrict and control privileged access rights for users
land authorization. These are integrated with the “Enterprise Identity Life-Cycle land Technology Assets, Applications and/or Services (TAAS).
IManagement Pt1” activity process for a complete Enterprise standard. The
mplement App Baseg _|EPrise Identiy. Credential and Access Management CAM) solution are srivieged Account
lenabled for adding/updating attributes within the solution to better support 2
121 Permissions per Enterprise [%Tomics foqaaton 0 2HTIoutes with u PP Functional | Intersects With | yanagement (PAM) 1Ac-16 °
IRemaining Privileged Access Management (PAM) activities are approved and
tailored as specified by roles.
IDob Components utilize the rules from the "Periodic Authentication” activity to Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
. louild rules enabling and disabling privileges dynamically. IT Privileged user N . Ipolicy-driven, dynamic authorizations that supports the secure sharing of
Rule Based Dynamic Access|accounts utilize the PAM solution to move to dynamic privileged access using Attribute-Based Access information.
122 Functional | Intersects With 1AC-2
PLL ust-in-Time (IT) access and Just-Enough- Administration (JEA) methods. unctional | Intersects Wi Control (ABAC) 29 8
oD Componerts utlze the ules from the TPerodic Autentication” activity o Mechanisms exist to restrict and control privileged access rights for users
. build rules enabling and disabling privileges dynamically. IT Privilege g land Technology Assets, Applications and/or Services (TAAS).
Rulle Based Dynamic Access|accounts utiize the PAM solution to move to dynamic privileged access using Privileged Account
122 Functional | Intersects With IAC-1
PtL ust-in-Time (JIT) access and Just-Enough- Administration (JEA) methods. unctionat ntersects Wi Management (PAM) C16 8
IDoD Components expand the development of rules for dynamic access decision Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
. Imaking accounting for risk. Solutions used for dynamic access are integrated N . Ipolicy-driven, dynamic authorizations that supports the secure sharing of
Rule Based Dynamic Access|with cross pillar Machine Learning (ML) and Artificial Intelligence (Al) functionality Attribute-Based Access information.
12 Functional tof 1AC-2 1
3 Pr2 lenabling attomated rule management. unctiona Subset Of Control (ABAC) 29 o
IDob Components federate remaining user and group attributes as appropriate o Mechanisms exist to facilltate the implementation of identification and
the Enterprise Identity, Credential and Access Management (ICAM) solution. The laccess management controls.
lupdated attribuite set is used to create universal roles for Organizations to use.
Entrprise Gov' rolesand.(Core unction ofthe Identity Provider (1) and ICAM soluons are mgrated to Identity & Access y
124 Permissions Pt1 cloud services and/or environments enabling improved resilience and Functional | Intersects With Management (IAM) IAC-01 s
lperformance.
[ooD Componerts move all possble onctions of he ety Provider (10P) and Mechanisms exist to facilitate the implementation of identification and
Idntity, Credential and Access Management (ICAM) solutions to laccess management controls.
Disrupted, e timitad (DDIL
Enterprise Gov't rales and [cnvionments uiiee ocar capatulRios to Subport scanmacted ctione but Identity & Access y
125 Permissions Pt2 lultimately are managed by the centralized ICAM. Updated roles are now Functional Subset Of Management (IAM) 1AC-01 10
Imandated for usage and exceptions are reviewed following a risk-based
lapproach.
[This capability inftially focuses on developing an organization focused MFA [Automated mechariss exist to enforce HUR-Factor Authentication (WFA)
provider and Identity Provider to enable the centralization of users. Retirement of ffor:(1) Remote network access;(2) Third-party Technology As:
cal and/or built-in accounts and groups is a critical piece to this apability. At |Applications and/or Services (TAAS); and or(3) Non-console ac(ess to criical
13 Multi-Factor Authentication [the later maturity levels alternative and flexible MFA tokens can be usef Functiona! cqual Mult-Factor Authentication | |, ¢ [TAAS that store, transmit and/or process sensitive/regulated dat: "
(MFA) lprovide access for standard and external users. a (MFA)
IDob Components or Identity Provider (1dP) solution using approved credential or [SoTometed mechariss exst f enforce WU Factor Aienticaton (MFA)
lapproved alternative Multi-Factor Authentication (MFA). The IdP and MFA solution for:(1) Remote network access;(2) Third-party Technology As
Imay be combined in a single application or separated as needed assuming [Appiications and/or Seruices (TARS); and or(3) Non conele atcess to critcal
lautomated integration is supported by both solutions. Both IdP and MFA support [TAAS that store, transmit and/or process sensitive/regulated data.
tegration with the Enterprise PKI capability as well as enabling key pairs to be
131 Organizational MFA/IDP _[Signed by the trusted root certificate authorities. Authentication for mission/task- | unctional subsetof | Multi-Factor Authentication | |z o6 10
lcritical applications and services authentication is MFA-Enabled and leverages (MFA)
the related authentication mechanisms to manage users and groups.
[Dob Components Identity Provider (1dP) supports alternative methods of Mult- Mechanisms exist to implement Multi-Factor Authentication (MFA) for access
Factor Authentication (MFA) complying with Cyber Security requirements (e.g., to privileged and non-privileged accounts such that one of the factors is
FIPS 140-2, FIPS 197, etc.). Alternative tokens can be used for application-based independently provided by a device separate from the system being
lauthentication. MFA options support biometric capability and can be manage Outof Band Mult-Fact
132 Alternative Flexible MFA pta[using a Selfservice approach: Functional Equal O hentieation " | 1ac-06.4 10
Where possible MFA provider(s) are moved to cloud services instead of being uthenticatior
Ihosted on-premise.
[Alternative Multi-Factor Authentication (MFA) methods utilize user activity [SoTometed mechariss exst f enforce WU Factor Aienticaton (MFA)
patterns from cross pillar activities such as *User Activity Monitoring (UAM) and for:(1) Remote network access;(2) Third-party Technology As
User & Entity Behavior Analytics (UEBA)" to assist with access decision making |Applications and/or Services (TAAS); and or(3) Non-console access to critical
133 Altermative Flexible MEA pta|(©.8- not grant access when pattern deviation occurs Functional | tntersects With | MURFFaCtor Athentication | o [TARS that store,transmit ancor pocess senstielreguiated da 5
[Alternative Multi-Factor Authentication (MFA) methods utilize user activity Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
patterns from cross pillar activities such as *User Activity Monitoring (UAM) and ) Ipolicy-driven, dynamic authorizations that supports the secure sharing of
133 Alternative Flexible MFA pt2|User & Entity Behavior Analytics (UEBA)" to assist with access decision making Functional | Intersects with | Attribute-Based Access |29 |information. s
(e.g., not grant access when pattern deviation occurs). Control (ABAC)
[The capability focuses on removal of permanent administrator/elevated Mechanisms exist to restrict and control privileged access rights for users
privileges by first creating a Privileged Account Management (PAM) system and land Technology Assets, Applications and/or Services (TAAS).
Imigrating privileged users to it. The capability is then expanded upon by using
14 MZ’;‘Q?S:‘;&‘&,?;, lautomation with privilege escalation approvals and feeding analytics Functional Subset Of h:;':!;gfﬁ“ﬂﬁﬁg:% IAC-16 10
system for anomaly detection.
IDob Components procure and implement a Privileged Access Management (PAM) Mechanisms exist to restrict and control privileged access rights for users
Solution to support all critical privileged use cases. Application/Service land Technology Assets, Applications and/or Services (TAAS).
Implement System and _Inegration poins are dentifiedto determine tatus of supportfr the PAM ) privileged Account
141 M‘gr:le an"egyeﬂ Users pt1[solution. Applications/Services that easily integrate he PAM solution are Functional Subset Of Managgment PAM) IAC-16 10
ansitoneoto usig the Socton orect stot and drect prviaged permicsions.
IDob Components utilize the inventory of supported and unsupported Mechanisms exist to restrict and control privileged access rights for users
|Applications/Services for integration with the Privileged Access Management land Technology Assets, Applications and/or Services (TAAS).
(PAM) Solution to extend integrations. PAM is integrated with the more
Implement System and _|challenging Applications/Services to maximize PAM solution coverage. Exceptions Privileged Account g
14.2 Migrate Privileged Users Pt2[are managed in a risk-based methodical approach with the goal of migration off | Functional | Intersects With Management (PAM) AG16 8
landor decommissioning Applications/Services that do not support the PAM
Solution.
IDab Components utilize the inventory of supported and unsupported Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
[gpicationsServices for integration with the Privieged Access Management Ipolicy-driven, dynamic authorizations that supports the secure sharing of
(PAM) Solution to extend integrations. PAM is integrated with the information.
Implement System and _|challanging Appications/Services o maximize PA solution coverage. Exceptions Attribute-Based Access g
14.2 Migrate Privileged Users Pt2[are managed in a risk-based methodical approach with the goal of migration off | Functional | Intersects With Control (ABAC) 1AC-29 8
landor decommissioning Applications/Services that do not support the PAM
Solution.
ldentification of necessary attributes (Users, Groups, etc.) are automated and Mechanisms exist to restrict and control privileged access rights for Users
Real time Approvals & [integrated into the Privileged Access Management (PAM) solution. Privilege Privileged Account land Technology Assets, Applications andor Services (TAAS)
143 JITHEA A,,aﬁ’ypm Pl |access requests are migrated to the PAM solution for automated approvals and Functional Intersects With Manag‘-;mem (PAM) IAC-16 8
de
[Dob Components integrate User & Entity Behavior Analytics (UEBA) and User Mechanisms exist to restrict and control privileged access rights for users
Real time Approvals & |Activity Monitoring (UAM) solutions with the Privileged Access Management Privileged Account land Technology Assets, Applications andor Services (TAAS)
144 JIT/EA Ana‘\)ypt\cs Pt2 |(PAM) solution providing user pattern analytics for decision making. Functional | Intersects With Manag‘-;mem PAM) IAC-16 8
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IDoD Components integrate User & Entity Behavior Analytics (UEBA) and User exist to enforce d Access Control (ABAC) for
Real time Approvals & |Activity Monitoring (UAM) solutions with the Privileged Access Management Attribute-Based Access Ipolicy-driven, dynamic authorizations that supports the secure sharing of
144 JIT/EA Analytics P2 |(PAM) solution providing user pattern analytics for decision making. Functional Intersects With Control (ABAC) IAC-29linformation. 8
[The initial scope of this capability focuses on standardizing the Identity Lifecycle [Mechanisms exist to federate credentials to allow cross-organization
lanagement (ILM) processes and integrating with the standard organizational lauthentication of individuals and devices.
Identity Federation & User [IDP/IDM solution. Once completed the capability shifts to establishing an Federated Credential
15 d i Functional Equal 1AC-13.2 10
Credentialing [Enterprise ILM process/solution either through a single solution or identity a Management
[federation.
[DoD Components establish a process for life cycle management of users both [Mechanisms exist to federate credentials to allow cross-organization
lprivileged and non-privileged. Utilizing an approved Identity Provider (IdP) the lauthentication of individuals and devices.
. |process is implemented and followed by the maximum number of users. Users
151 Organizational Identity Life-\co\ "0, tcide of the standard process are approved through risk-base: Functional | Intersects with |  Federated Credential IAC132 5
Cycle Management ¢ nagement
lexceptions to be evaluated regularly for decommission
[Specified policies and supporting process are followed by DoD Components. DoD [Mechanisms exist to facilitate the implementation of identification and
- dentity Life. |ComPonents mplement the Enterprise dentiy Life- Cycle Management process dentity & A laccess management controls.
nterprise Identity Life-  for the maximum number of identities, attributes, groups, credentials, and fentity & Access y
152 b ! > Functional | Intersects With 1AC-01 5
Cycle Management Pt 1 |permissions. Exceptions to the policy are managed in a risk-based methodical Management (IAM)
lapproact
[DoD Components further integrate the critical automation functions of the [Mechanisms exist to facilitate the implementation of identification and
Identity Provider (IdP) and Identity, Credential and Access Management (ICAM) laccess management controls.
Solutions following the Enterprise Identity Life- Cycle Management (ILM) process
153 e aemant pis Y '€[to enable Enterprise automation and analytics. ILM primary processes are Functional | Intersects With | ey & ACCESE, 1AC-01 5
integrated into the cloud-based Enterprise ICAM solution.
[Dob Components integrate remaining Identity Lifecycle Management (ILM) [Mechanisms exist to facilitate the implementation of identification and
“ oy clo PrOCESSES With the Enterprise Idenity, Credential and Access anagement “ laccess management controls.
Enterprise Identity LifeCycle [ICAM) solution. Enclave/DDIL anvironments, whils still authorized to operate Identity & Access
154 d Functional | Intersects With 1AC-01 5
Management Pt3 lintegrate with the Enterprise ICAM using local connectors to the clou Management (1AM)
lenvironment.
[Utilizing the Enterprise IDP, user and entity behavioral analytics (UEBA) are [Mechanisms exist to dynamically associate cybersecurity and data protection
. |1, [enabled vith basic user atributes. Once completed this s expanded nto N steributes with individuals and abjects s Information iscreated, combined,
Behavioral, Contextual 1D, |Organizational specific atributes using Organizational IDPs as avalable. Finally Dynamic Attribute in accordance with and
16 Functional | Intersects With DCH-05.1 3
d Biometrics IUEBA are integrated with the PAM and JIT/JEA systems to better detect Association Gote protection polcies
lanomalous and malicious activities.
Utz the Enterprise IDP. user and entiy behavioral analytics (UEBA) are exist to enforce d Access Control (ABAC) for
' ' abled with basic user attributes. Once completed this is expande N . Ipolicy-driven, dynamic authorizations that supports the secure sharing of
Behavioral, Contextual ID, Orgamza[mna\ specific attributes using Organizational IDPs as anabie Finally Attribute-Based Access information.
16 Functional | Intersects With 1AC-29 8
and Biometrics IUEBA are integrated with the PAM and JIT/JEA systems to better detect Control (ABAC)
lanomalous and malicious activities.
[DoD Components procure and implement User & Entity Behavior Analytics echanisms exitto utize User & Etity Behavior Analytics (UEBA) andior
Implement User & Entty  (UEBA) and User Activity Monikoring (UAM) salutions. Intal integration point with lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
Behavior Activity (UEBA) |Enterprise IdP is completed, enabling future usage in decision making. y . lbehavior that could indicate a:caunt compromise or other malicious
161 land User Actiity Monitoring Functional Equal Anomalous Behavior MoN-16  |Penavior 10
(UAM) Tooling
[DoD Components integrate User & Entity Behavior Analytics (UEBA) and User exist to enforce d Access Control (ABAC) for
|Activity Monitoring (UAM) solutions with Identity Providers (IdP) for extended Ipolicy-driven, dynamic authorizations that supports the secure sharing of
visibility as needed. Analytics and data generated by UEBA and UAM for critical Attribute-Based Access information.
162 User Activity Monitoring Pt1 [applications/services are integrated with Just-in- Time (JIT) and Just-Enough- Functional | Intersects With Control (ABAC) 1AC-29 8
ccess (JEA) solutions for improving decision.
[DoD Components integrate User & Entity Behavior Analytics (UEBA) and User [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
|Activity Monitoring (UAM) solutions with Identity Providers (IdP) for extended lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
\visibility as needed. Analytics and data generated by UEBA and UAM for critical lbehavior that could indicate account compromise or other malicious
162 User Activity Monitoring Pt1 [applications/services are integrated with Just-in- Time (IT) and Just-Enough- Functional | Intersects With | Anomalous Behavior MON-16 factivities. 8
|Access (JEA) solutions for improving decision.
[DoD Companents continue the analytics usage from User & Entiy Behavior exist to enforce d Access Control (ABAC) for
|Analytics (UEBA) and User Acti ring (UAM) solutions by using N | Ipolicy-driven, dynamic authorizations that supports the secure sharing of
1 Activity Monitoring pt2|denerated data for all monitored apphcatvens and services when decision making | punctional | Intersects with | Attribute-Based Access |AC.29 [information.
63 User Activity Monitoring PE2 i the Just.in-Time (IT) and Just-Enough- Access (JEA) solution. unctionat ntersects Wi Control (ABAC) 29 8
[Dob Components continue the analytics usage from User & Entity Behavior [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
|Analytics (UEBA) and User Activity Monitoring (UAM) solutions by using lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
163 User Activity Monitoring Ptz [9€nerated data for all monitored applications and services when decision making | Functional | intersects With |  Anomalous Behavior MON-16  |pehavior that could indicate account compromise or other malicious 8
loccurs in the Just-in-Time (JIT) and Just-Enough- Access (JEA) solution. activities.
[DoD organizations govern access to DAAS using the absolute minimum access Mechanisms exit o utiize the concept of [east privilge. allowing only
required to perform routine, legitimate tasks or activities. DoD Application utho cess to processes necessary to accomplish assigned tasks in
17 Least Privileged Access |[OWners identify the necessary roles and attributes for standard and privileged Functional Equal Least Privilege \Ac-21 accordance with arganizational business functions. 10
luser access. Privileged access for all DoD organization DAAS is audited and
removed when unneeded.
[DoD Components audit user and group usage for permissions and revoke [Mechanisms exist to periodically-review the privileges assigned to individuals
permissions when appropriste, This activy includes the revocation andjor land service accounts to validate the need for such privileges and reassign or
and access for vice-based remove unnecessary privileges, as necessary.
identities and gruups Where possible, static privileged users are periodic Review of Account
171 Deny User by Default Policy or permission are reduced, preparing for future rule/dynamic Functional Intersects with | Perodic Pe‘“f‘" of Account 1AC-17 8
lbased access. The implemented audit and governance functions are automated rivileges
where possible.
[The DoD organizations and overall enterprise will methodically move towards [Automated mechanisms exist to enable continuous re-authentication through
lcontinuous attribute based authentication lthe lifecycle of entity interactions.
Iinitially the capability focuses on standardizing legacy single authentication to a
. lorganizationally approved IDP with users and groups. The second stages adds in g
18 Continuous Authentication 088 Eel 208 B nentication and ultimately matures to Comtmuous Functional Subset Of | Continuous Authentication |  1AC-13.3 10
hentication based on the appli activities and privileges
requested.
[The DoD organizations and overall enterprise will methodically move towards [Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
lcontinuous attribute based authentication Ipolicy-driven, dynamic authorizations that supports the secure sharing of
Iinitially the capability focuses on standardizing legacy single authentication to a information.
" lorganizationally approved IDP with users and groups. The second stages adds in Attribute-Based Access .
18 Continuous Authentication |y5eq ule based (time) authentication and ultimately matures to Continuous Functional | Intersects With Control (ABAC) 1AC-29 8
lAuthentication based on the application/software activities and privileges
requested.
[DoD Components authenticate users and NPEs at least once per session (e.d., [Mechanisms exist to accept and electronically verify organizational Personal
llogon) using CAC and other DoD approved methods. Users being authenticated Identity Verification (PIV) credentials.
lare managed by the parallel activity “Organizational MFA/IGP" with the Acceptance of PIV
181 Single Authentication  [Component Identity Provider (IdP). Components do not use application/service- Functional | Intersects With Pl 1AC-02.3 8
lbased identities and groups.
[DoD Components authenticate users and NPEs at least once per session (e.d., [Mechanisms exist to enforce complexity, Iength and fifespan considerations
llogon) using CAC and other DoD approved methods. Users being authenticated lto ensure strong criteria for password-based authentication.
lare managed by the parallel activity “Organizational MFA/IJP" with the password-Based
181 Single Authentication  [Component Identity Provider (IdP). Components do not use application/service- Functional | Intersects With frtsnae 1AC10.1 8
lbased identities and groups.
[Dob Components enable periodic authentication for applications and services. [Mechanisms exist to develop, document and maintain secure baseline
[Traditionally, these are based on duration and/or duration timeout, however, Secure Baseline echnology Assets, Applications andor Services (TAAS)
182 Periodic Authentication |other period-based analytics can be used to enforce re-authentication of user Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards. 8
sessions.
[Dob Components enable periodic authentication for applications and services. [Mechanisms exist to:(1) Securely manage authenticators for users and
[Traditionally, these are based on duration and/or duration timeout, however, ldevices; and(2) Ensure the strength of authentication is appropriate to the
182 Periodic Authentication |other period-based analytics can be used to enforce re-authentication of user Functional | Intersects With IAC-10 of the data being accessed. 3
ssions.
oD Components applications/services utiize multpl session authertications [Mechanisms exist to ensure privilege change requests require additional
N lbased on security attributes and access requested. Privilege changes ai eged ” levels of authentication.
Continuous Authentication [associational ransaction requests requre additional levels of authentication such Privileged Comman:
1 Functional Equal IAC-1 1
83 Pt 1 las Multi-Factor Authentication (MFA) pushes to users, unctional qual ution C163 0
Continuous Authentication [DoD Components continue usage of transaction-based authentication to include y [Automated mechanisms exist to enable continuous re-authentication through|
184 Pt2 integration such as user patterns. Functional | Intersects With | Continuous Authentication | IAC-13:3  ine jfecycle of entity interactions. 8
[Dob Components continue usage of transaction-based authentication to include [Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
184 Continuous Authentication lintegration such as user patterns. Functional Intersects With | Attribute-Based Access IAC-29  |policy-driven, dynamic authorizations that supports the secure sharing of 8
Pt2 Control (ABAC) nformation.
[Dob organizations and overall enterprise employ enterprise- Ievel identity [Mechanisms exist to facilitate the implementation of identification and
Imanagement and public key infrastructure (PKI) systems to track user, laccess management controls.
ladministrator and NPE identities across the network and ensure access is limited
lto only those who have the need and the right to know. Organizations can verify
they need and have the right to access via credential management systems, Identity & Access
19 Integrated ICAM Platform figentity governance and administration tools, and an access management tool Functional | Intersects With Management (1AM) 1AC-01 8
IPKI systems can be federated but must either trust a central root certificate
lauthority (CA) and/or cross-sign standardized organizational CA's.
[Dob organizations and overall enterprise employ enterprise- level identity [Mechanisms exist to strictly govern the Use of Authenticate, Authorize and
Imanagement and public key infrastructure (PKI) systems to track user, |Audit (AA) solutions, both on-premises and those hosted by an External
ladministrator and NPE identities across the network and ensure access is limited Service Provider (ESP)
lto only those who have the need and the right to know. Organizations can verify
they need and have the right to access via credential management systems, Authenticate, Authorize and
19 Integrated ICAM Platform figentity governance and administration tools, and an access management tool Functional | Intersects With Audit (AAA 1AC-01.2 8
IPKI systems can be federated but must either trust a central root certificate
lauthority (CA) andjor cross-sign standardized organizational CA's.
[Dob organizations and overall enterprise employ enterprise- Ievel identity [Automated mechanisms exist to validate certificates by constructing and
Imanagement and public key infrastructure (PKI) systems to track user, \verifying a certification path to an accepted trust anchor including checking
ladministrator and NPE identities across the network and ensure access is limited (certificate status information for PKI-based authentication.
to only those who have the need and the right to know. Organizations can verify
they need and have the right to access via credential management systems,
19 Integrated ICAM Platform ige, vernance and administration tools, and an access management tool. Functional | Intersects With | PKi-Based Authentication | 1AC-10.2 8
IPKI systems can be federated but must either trust a central root certificate
lauthority (CA) and/or cross-sign standardized organizational CA's.
[The DoD Enterprise works with Components to implement Enterprise Public Key [Mechanisms exist to securely implement an internal Public Key Infrastructure
Infrastructure (PKI) solutions in a centralized and/or federated fashion. The (PKI) infrastructure or obtain PKI services from a reputable PKI service
[Enterprise PKI solution utilizes a single or set of Enterprise level Root Certificate Iprovi
|Authorities (CA) that can then be trusted by components to build Intermediate
ICA. Components PKI Certificated Authorities are integrated with the Enterprise
PKI
Public Key Infrastruct
191 Enterprise PKI/IDP Pt1  |An Enterprise Identity Provider (IdP) platform is implemented. The IdP solution Functional Intersects with | PUPlic e’qp’:q'fs ructure CRY-08 8
y either be a single solution or federated set of Component IdPs with standard
level of access across Components and standardized set of attributes.
IComponents IdPs are integrated with the Enterprise IdP.
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[The DoD Enterprise works with Components to implement Enterprise Public Key [echanisms exis o sticly govern me use of Auzhenucaxe, Authorize and
Infrastructure (PKI) solutions in a centralized and/or federated fashion. The AA) solutions, both on-premises and those hosted by an External
[Enterprise PKI solution utilizes a single or set of Enterprise level Root Certificate [Service Provider (£59)
lAuthorities (CA) that can then be trusted by components to build Intermediate
ICA. Components PKI Certificated Authorities are integrated with the Enterprise
PK.
191 Enterprise PKI/IDP PtL  [An Enterprise Identity Provider (IdP) platform is implemented. The IdP solution Functional | Intersects with | Authenticate, f:;"”'ze and|jaco1.2 8
Imay either be a single solution or federated set of Component IdPs with standard
level of access across Components and standardized set of attributes.
IComponents IdPs are integrated with the Enterprise IdP.
[The Db Enterprie works with Companents o implement Enterprise Public Key [Automated mechanisms exist to validate certificates by constructing and
Infrastructure (PKI) solutions in a centralized andor federated fashion. \Verifying a certification path to an accepted trust anchor including checking
[Enterprise PKI solution utilizes a single or set of Enterprise level Root Conifcate lcertificate status information for PKI-based authentication.
lAuthorities (CA) that can then be trusted by components to build Intermediate
A. Components PKI Certificated Authorities are integrated with the Enterprise
PK.
191 Enterprise PKI/IDP Pt1  [An Enterprise Identity Provider (IdP) platform is implemented. The IdP solution Functional | Intersects With | PKI-Based Authentication | 1AC-10.2 8
Imay either be a single solution or federated set of Component IdPs with standard
level of access across Components and standardized set of attributes.
IComponents IdPs are integrated with the Enterprise IdP.
[Dob Components enable biometric support in the Identity Provider (IdP) for exist to ensure b authentication satisfies
i ritica i lorganization-defined biometric quality requirements for false positives and
Biometric functionality is moved from Component solutions to the Enterprise. false negatives.
. IMulti-Factor Authentication (MFA) and Public Key Infrastructure (PKI) is .
192 Enterprise PKI/IDP Pt2 migrated to the Enterprise as appropriate Functional | Intersects With | Biometric Authentication | IAC-10.12 5
[Dob Components integrate the remaining applications/services with Biometrics exist 1o ensure b b uthentication satisfies
193 Enterprise PKI/IDP Pt3  [functionalities. Alternative Multi-Factor Authentication (MFA) tokens can be use Functional | Intersects With | Biometric 1AC-10.12 d biometric quality requirements for false positives and 5
false negatives.
[Dob Components integrate the remaining applications/services with Biometrics [Mechanisms exist to enable alternative Multi-Factor Authentication (MFA)
103 Enterprise PKIIDP Pt3  [functionalities. Alternative Multi-Factor Authentication (MFA) tokens can be used. Functional Intersects With A"Ef:j[‘;“':nz":a“["::ﬂ” IAC-06.5  [tokens when the primary MFA solution is not able to be used. 5
i
2 Device NA Functional | No Relationship N/A N/A N/A N/A INo applicable SCF control
[DoD organizations establish and maintain an approved inventory list of all [Mechanisms exist to perform inventories of Technology Assets, Applications,
ldevices authorized to access the network and enroll all devices on the network Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
lprior to network connection. Device attributes will include technical details such in use;(2) Identifies authorized software products, including business
las the PKI (802.1x) machine certificate, device object, patch/vulnerability status justfication details(3) st the evel of granulariy deemed necessary for
land others to enable successor activities. tracking and Includes med
Inecessary to achieve effective property acmumammy. (5 1e Subisble or
21 Device Inventory Functional Intersects With Asset Inventories. AST-02  |review and audit by designated organizational personnel 8
[DoD organizations establish and maintain an approved inventory fist of all [Mechanisms exist to dynamically associate asset-specific attributes to enable|
ldevices authorized to access the network and enroll all devices on the network |Attribute-Based Access Control (ABAC)
lprior to network connection. Device attributes will include technical details such
21 Device Inventory [as the PKI (802.1x) machine certificate, device object, patch/vulnerability status | ~ Functional | Intersects With Asset Attributes AST-31.3 5
land others to enable successor activities.
[Dob Components develop an inventory of devices within the environment, and [Mechanisms exist to perform inventories of Technology Assets, Applications,
ldevice attributes are tracke Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
in use;(2) Identifies authorized software products, including business
ustfication detail(3) st the level of granulariy deemed necessary for
tracking and Includes eemed
Inecessary to achieve effective property accounlablhly. (5 e Subisble or
211 Device He:'&;“' Gap Functional | Intersects With Asset Inventories AST-02 |review and audit by designated organizational personnel 8
[DoD Companents develop o inventory of devices within the environment, and [Mechanisms exist to implement and manage a Configuration Management
211 Device Health Tool Gap  |device attributes are tracked. Functional Intersects with | Configuration Management | o o> o [Database (CMDB), or similar technology, to monitor and govern technology 8
nalysis Database (CMDB) lasset-specific information.
[DoD Components utilize the DoD Enterprise PKI solution/service to deploy X509 [Mechanisms exist to securely implement an internal Public Key Infrastructure
oy [cetificates to all supported and managed devices. Other Nor-person Entities o ’ (PKI) infrastructure or obtain PKI services from a reputable PKI service
NPE/PKI, Device under  |(NPEs) (e.g., web servers, network devices, routers, applications, etc.) that Public Key Infrastructure lprovider.
212 3 g 3 3 3 Functional | Intersects With RY-(
Management support x509 certificates are assigned them in the PKI and/or IdP systems. unctional | Intersects Wi (PKI) CRY-08 8
[Dob Components utilize the DoD Enterprise PKI solution/service to deploy X509 [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
(certificates to all supported and managed devices. Other Non-Person Entities land Audit (AAR) devices before establishing a connection using bidirectional
212 NPE/PKI, Device under  |(NPES) (e.g., web servers, network devices, routers, applications, etc.) that Functional | Intersects With Identification & |ac.04 [authentication that is cryptographically- based and replay resistant. 8
Isupport x509 certificates are assigned them in the PKI and/or dP systems Authentication for Devices
[ooD Companents utiize the DoD Enterprise PKI soutionservice o deploy 503 [Automated mechanisms exist to validate certificates by constructing and
oy [cetificates to all supported and managed devices. Other Nor-person Entities \verifying a certification path to an accepted trust anchor including checking
NPE/PKI, Device under  |(NPE) (e.., web servers, network devices, routers, applications, etc) that (certificate status information for PKI-based authentication.
212 3 Functional | Intersects With | PKI-Based Authentication | IAC-10.2 8
Management lsupport x509 certificates are assigned them in the PKI andjor IdP systems.
[The DoD Enterprise Identity Provider (IdP), either using a centralized technology [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
lor federated organizational technologies, integrates Non- Person Entities (NPES), |Audit (AAA) solutions, both on-premises and those hosted by an External
such as devices and service accounts. Integration is tracked in the Enterprise Service Provider (ESP)
IDevice Management solution when applicable as to whether it is integrated or Authenticate, Authorize and y
213 Enterprise IDP PtL |0 'NPES not able to be integrated with the IdP are either marked for retirement | Functional | Intersects With Audit (AAA) AC-01.2 8
lor excepted using a risk-based methodical approach.
[The DoD Enterprise Identity Provider (dP), either using a centralized technology [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
lor federated organizational technologies, integrates Non- Person Entities (NPES), land Audit (AAR) devices before establishing a connection using bidirectional
such as devices and service accounts. Integration is tracked in the Enterprise lauthentication that is cryptographically- based and replay resistant.
IDevice Management solution when applicable as to whether it is integrated or Identification & y
213 Enterprise IDP PtL |10} 'NPES not able to be integrated with the IdP are either marked for retirement | Functional | Intersects With | .o ntication for Devices | 'AC-04 8
lor excepted using a risk-based methodical approach.
[The DoD Enterprise Identity Provider (dP), either using a centralized technology [Mechanisms exist to federate credentials to allow cross-organization
lor federated organizational technologies, integrates Non- Person Entities (NPES), lauthentication of individuals and devices.
such as devices and service accounts. Integration is tracked in the Enterprise
IDevice Management solution when applicable as to whether it is integrated or Federated Credential .
213 Enterprise IDP PtL | 1o} 'NPES not able to be integrated with the IdP are either marked for retirement | Functional | Intersects With nagement AC13.2 s
lor excepted using a risk-based methodical approach.
[The DoD Enterprise Identity Provider (IdP), either using a centralized technology [Mechanisms exist to strictly govern the Use of Authenticate, Authorize and
lor federated organizational technologies, adds additional attributes for Non- Authenticate, Authorize and |Audit (AAA) solutions, both on-premises and those hosted by an External
214 Enterprise IDP Pt2 [Person Entities (NPES) (e.g., location, usage patterns, etc.) to device profiles. Functional Intersects With udit (AAA) IAC-01.2  Iservice Provider (ESP). 8
[The DoD Enterprise Identity Provider (IdP), either using a centralized technology [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
lor federated organizational technologies, adds additional attributes for Non- |dentification & land Audit (AAR) devices before establishing a connection using bidirectional
214 Enterprise IDP Pt2 [Person Entities (NPEs) (e.g., location, usage patterns, etc.) to device profiles. Functional Intersects With i for Devi IAC-04  [Guthentication that is cryptographically- based and replay resistant. 8
Authentication for Devices
[The DoD Enterprise Identity Provider (1P, Using a centralized technology [Mechanisms exist to federate credentials to allow Cross-organization
lor federated organizational technologies, adds additional attributes for Non- Federated Credential lauthentication of individuals and devices.
214 Enterprise IDP Pt2 [Person Entities (NPE) (e.g., location, usage patterns, etc.) to device profiles. Functional Intersects With Management IAC-13.2 5
[DoD organizations employ asset management systems for user Gevices to [Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
Imaintain and report on IT and Cybersecurity compliance. Managed devices implement and manage asset management controls.
2 Device Detection and  |(enterprise and mobile) attempting to connect to a DoD network or access a Functional | Intersects With Asset Governance AST-01 8
Compliance IDAAS resource is detected and has its compliance status confirmed (via C2C)
[DoD organizations employ asset management systems for user Gevices to xist to validate the security posture of the endpoint
4 |maintain and report on T and Cybersecurity compliance. Managed devices devices (e.q., software verslons, patch lsvel.efc) prior o sllowing devices
Device Detection an (enterprise and mobile) attempting to connect to a DoD network or access a " i [to connect t ‘echnology Assets, and/or Services
22 Functional | Intersects With |Endpoint Security Validati NET-14.7 8
mpliance IDAAS resource is detected and has its compliance status confirmed (via C2C) unctional ntersects With | Endpoint Security Validation (TAAS).
[The DoD Enterprise refines policy, standards, and requirements for Comply to [Automated mechanisms exist to validate the security posture of the endpoint]
C2C/Compli onnect (C2C). Components implement and enforce compliance-based network devices (e.g., software versions, patch levels, etc.) prior to allowing devices
221 Based Network lauthorization to meet ZT Target Level functionalities. Functional | Intersects With |Endpoint Security Validation|  NET-14.7 lto connect to Technology Assets, andjor Services 8
Authorization Pt1 (TAAS).
[boD Companents expand the deployment and usage of Comply o Conect (C20) [Mechanisms exist to route all remote accesses through managed network
Implement C2C/Compliance t0 all supported environments required to meet ZT advanced functionalities. C2C laccess control points (e.g., VPN concentrator).
222 Based Network teams integrate their solution(s) with the Enterprise IdP and Authorization Functional | Intersects with | Managed Access Control | et o s
Authorization P2 |Gateways to better manage access and authorizations to resources.
[DoD Components expand the deployment and usage of Comply to Connect (C2C) [Automated mechanisms exist to validate the security posture of the endpoint]
Implement C2C/Compliance t0 all supported environments required to meet ZT advanced functionalities. C2C devices (e.g., software versions, patch levels, etc.) prior to allowing devices
222 teams integrate their solution(s) with the Enterprise IdP and Authorization Functional | Intersects With |Endpoint Security Validation| NET-14.7 |0 connect to Technology Assets, andjor Services 8
(Gateways to better manage access and authorizations to resources. (TAAS).
Authorization Pt2
[DoD Organizations conduct foundational and extended device tooling (NextGen [Mechanisms exist to integrate foundational cybersecurity practices with
|AV, AppControl, File Integrity Monitoring (FIM), etc.) integration to better ladvanced technologies to maintain situation awareness of and minimize the
lunderstand the risk posture. lorganization’s exposure to evolving risks and threats.
23 Device Authorization w/ |50 b tional PK systems are integrated to expand the existing Enterprise PKI Functional Subset O Prioritization To Address | pay o7 10
Real Time Inspection Evolving Risks & Threats
to devices as well. Lastly Entity Activity Monitoring is also integrated to identify
lanomalous activities
[Using the developed User and Device baselines, Dob Components utilize the [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Entity Activity Monitoring [mplemented User and Entity Behavioral Activity (UEBA) solution to integrate lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
231 Pr1 lbaselines. UEBA device attributes and baselines are available to be used for Functional | Intersects With Anomalous Behavior MON-16  |behavior that could indicate account compromise or other malicious 8
ldevice authorization lactivities.
[Using the developed User and Device baselines, Dob Components utilize the [Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
Entity Activity Monitoring |[implemented User and Entity Behavioral Activity (UEBA) solution to integrate Attribute-Based Access Ipolicy-driven, dynamic authorizations that supports the secure sharing of
231 Y Ptyl 9" |baselines. UEBA device attributes and baselines are available to be used for Functional | Intersects With Control (ABAC) IAC-29 linformation. 8
ldevice authorization
[Dob Components utilize the User and Entity Benavioral Activity (UEBA) solution [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Entity Activity Monitoring |With network access solutions to mandate UEBA attributes (e.g., device health, lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
232 P2 llogon patterns, etc.) for accessing environments and resources. Functional Intersects With Anomalous Behavior MON-16  |pehavior that could indicate account compromise or other malicious 8
tivities.
[Dob Components utilize the User and Entity Benavioral Activity (UEBA) solution [Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
Entity Activity Monitoring |With network access solutions to mandate UEBA attributes (e.q., device health, Attribute-Based Access Ipolicy-driven, dynamic authorizations that supports the secure sharing of
232 YAy " llogon patterns, etc.) for accessing environments and resources. Functional | Intersects With Control (ABAC) IAC-29information. 8
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[DoD Components procure and implement File Integrity Monitoring (FIM) and [Mechanisms exist to utilize a File Integrity Monitor (FIM), o similar change-
|Application control (e.q., execution deny/allow listing, containment, isolation) ldetection technology, on critical Technology Assets, Applications and/or
Solutions. FIM ensures any data altered is authorized, and unauthorized changes Services (TAAS) to generate alerts for unauthorized modifications.
. lare detected by FIM. Application containment is used to isolate any suspicious
Implement Application  |pehavior or permissions to prevent any malicious lateral movement, expanding File Integrity Monitoring
233 Control &File Integrity |the capabilities and response of traditional executable containment. Both FIMS Functional | Intersects With (FiM) MON-01.7 8
Monitoring (FIM) Tools  |ang application containment continues the development of the Device, Data, and
|Application & Workioad pillars.
[Dob Components procure and implement File Integrity Monitoring_(FIM) and exist to enforce d Access Control (ABAC) for
|Application control (e.q., execution deny/allow listing, containment, isolation) Ipolicy-driven, dynamic authorizations that supports the secure sharing of
Solutions. FIM ensures any data altered is authorized, and unauthorized changes information.
. lare detected by FIM. Application containment is used to isolate any suspicious
Implement Application  |pehavior or permissions to prevent any malicious lateral movement, expanding Attribute-Based Access
233 Control & File Integrity the capabmtles and response of traditional executable containment. Both FIMS Functional | Intersects With Control (ABAC) 1AC-29 8
Monitoring (FIM) Tools n containment continues the development of the Device, Data, and
Appncauan & Workload pilars.
[DoD Component procures and implements an Endpoint Protection Platform (EPP). [Mechanisms exist to detect and respond to unauthorized configuration
[EPP should have the capabilities to use advanced analytics (e.q., artificial lchanges as cybersecurity incidents.
intelligence, behavioral detection, machine learning) to mitigate exploits (e.q.,
Integrate NextGen AV Tools [zero days, signatureless, fileless), provide Network Access Control, and protect Endpoint Detection & Y
234 with C2C lagainst known and unknown threats. These solutions are orchestrated with the Functional | Intersects With Response (EDR) END-06.2 8
IC2C or EDR solution for baseline status checks of signatures, updates, etc.
[Dob Components continue the deployment of Application Control to all [Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-
lenvironments and in prevention mode. File Integrity Monitoring (FIM) and ldetection technology, on critical Technology Assets, Applications and/or
Fully Integrate Device  |Application Controls analytics are integrated into Comply to Connect (C2C) for File Integrity Monitorin IServices (TAAS) to generate alerts for unauthorized modifications.
235 Security stack with C2C as [expanded access decision making. C2C analytics are evaluated for further Functional | Intersects With Q'F{M) 9 | MON-01.7 8
appropriate ldevice/endpoint security stack data points such as UEDM and are integrated as
Inecessary.
[Dob Components continue the deployment of Application Control to all exist to enforce d Access Control (ABAC) for
lenvironments and in prevention mode. File Integrity ring (FIM) and Ipolicy-driven, dynamic authorizations that supports the secure sharing of
Fully Integrate Device  |Application Controls analytics are integrated into Comply to Connect (C2C) for Attribute-Based Access information.
235 Security stack with C2C as [expanded access decision making. C2C analytics are evaluated for further Functional | Intersects With Control (ABAC) 1AC-29 8
appropriate ldevice/endpoint security stack data points such as UEDM and are integrated as
Inecessary.
IPoD Components continue the deployment of Application Controlta al [Automated mechanisms exist to validate the security posture of the endpoint
lenvironments and in prevention mode. File Integrity Monitoring (FIM) ai ldevices (e.g., software versions, patch levels, etc.) prior to allowing devices
Fully Integrate Device  |Application Controls analytics are integrated into Comply to Connect (czc) for to connect to organizational Technology Assets, Applications and/or Services
235 Security stack with C2C as [expanded access decision making. C2C analytics are evaluated for furtt Functional | Intersects With |Endpoint Security Validation| NET-14.7  |(TAAS) 8
appropriate evice/endnoint security stack data points such a6 UEDM and are integrated as
Inecessary.
[The DoD Enterprise Public Key Infrastructure (PKI) is expanded to include the [Mechanisms exist to securely implement an internal Public Key Infrastructure
236 Enterprise PKI Pt1 laddition of NPE and device certificates. NPEs and devices that do not support PKI Functional Intersects With | Public Key Infrastructure CRY-08  |(PKI) infrastructure or obtain PKI services from a reputable PKI service 8
lcertificates are marked for retirement. (PKI) lprovider.
[The DoD Enterprise Public Key Infrastructure (PKI) is expanded to include the [Mechanisms exist to facilitate cryptographic key management controls to
236 Enterprise PKI Pt1 laddition of NPE and device certificates. NPEs and devices that do not support PKI Functional Intersects With Cryptographic Key CRY-09 |protect the confidentiality, integrity and availability of keys. 8
[certificates are marked for retirement. Managemen
[DoD Companents utize certficates provisioned by the Dob Enterprise Public Key Mechanisms exit o ensure customers are provided With sppropriate key
Infrastructure (PKI) for device authentication and machine to macl guidance whenever keys are shared.
237 Enterprise PKI Ptz |cOmmunications. Unsupported devices are retired and exceptions are approved Functional | Intersects with | Third-Party Cryptographic | cpy g 6 5
land managed using a risk based methodical approach Keys
[Dob Components utilize certificates provisioned by the DoD Enterprise Public Key| [Mechanisms exist to prohibit exceptions to standards, except when the
Infrastructure (PKI) for device authentication and machine to machine lexception has been formally assessed for risk impact, approved and
237 Enterprise PKI Ptz |communications. Unsupported devices are etired and excepions are approved | Functional | Intersects With | Exception Management | GOV-02.1 frecorded. s
land managed using a risk based methodical appre
[Dob Components utilize certificates provisioned by the DoD Enterprise Public Key| [Mechanisms exist to manage the usable lifecycles of Technology Assets,
Infrastructure (PKI) for device authentication and machine to machine |Applications and/or Services (TAAS).
237 Enterprise PKI Ptz |[communications. Unsupported devices are retired and exceptions are approved | Functional | Intersects with | Technology Lifecycle SEA07.1 5
land managed using a risk based methodical approach jement
[DoD organizations audit existing device access processes and tooling to set a Miechanisms exit o [mplement and govern a Bring Your Own Device (BY0D)
least privilege baseline. In phase 2 this access is expanded to cover basic BYOD lprogram to reduce risk associated with personally-owned devices in th
land 10T support using the Enterprise IDP for approved applications. The final Bring Your Own Device workplace.
24 Remote Access lphases expand coverage to include all BYOD and IOT devices for services using |  Functional | Intersects With TvOD) Uengs AST-16 8
lthe approved set of device attributes. 9
[DoD organizations audit existing device access processes and tooling to set a [Mechanisms exist to define, control and review organization-approved,
least privilege baseline. In phase 2 this access is expanded to cover basic BYOD secure remote access methods.
land 10T support using the Enterprise IDP for approved applications. The final
24 Remote Access lphases expand coverage to include all BYOD and IOT devices for services using |  Functional | Intersects With Remote Access NET-14 8
the approved set of device attributes,
[DoD organizations audit existing device access processes and tooling to set a [Automated mechanisms exist to validate the security posture of the endpoint
least privilege baseline. In phase 2 this access is expanded to cover basic BYOD ldevices (e.g., software versions, patch levels, etc.) prior to allowing devices
land 10T support using the Enterprise IDP for approved applications. The final to connect to Technology Assets, andjor Services
24 Remote Access Iphases expand coverage to include all BYOD and IOT devices for services using |  Functional | Intersects With [Endpoint Security Validation| NET-14.7  |(TAAS) 5
the approved set of device attributes,
oD Enterprise sets standards and requirements or overall policy, With [Mechanisms exist to route all remote accesses through managed network
loring to spec laccess control points (€.g., VPN concentrator).
Compunems Wil blodk acrees from ai Unmanage remate and iocal devices to
241 Deny Device by Default | rogources. Managed compliant devices are provided risk-based, methodical Functional | Intersects with | Managed Access Control | e g4 3 8
Y laccess following ZT Target Level concepts.
[DoD Enterprise sets standards and requirerments for overall policy, with [Automated mechanisms exist to validate the security posture of the endpoint
loring to specific and mission oD ldevices (e.g., software versions, patch levels, etc.) prior to allowing devices
Deny Device by Default Compunems will block access from all unmanaged remote and local devices to to connect to Technology Assets, andjor Services
241 ol resources. Managed compliant devices are provided risk-based, methodical Functional | Intersects With |Endpoint Security Validation| NET-14.7 8
Y laccess following ZT Target Level concepts.
[Dob Components utilize Enterprise Device Management Solution to ensure that [Mechanisms exist to facilitate the implementation of Endpoint Device
and ” Imanaged Bring Your Own Device (BYOD) and Internet of Things (IoT) devices are ’ IManagement (EDM) controls.
Managed and Limited BYOD [fully integrated with Enterprise IdP. Enabling user and device-based authorization| Endpoint Device
242 Functional | Intersects With END-01 8
&10T Support is supported. Device access requires dynamic access policies and the practice of Management (EDM)
least privilege.
[Dob Components utilize Enterprise Device Management Solution to ensure that [Mechanisms exist to facilitate the implementation of embedded technology
Imanaged Bring Your Own Device (BYOD) and Internet of Things (IoT) devices are lcontrols.
242 Managed and Limited BYOD|fully ntegrated with Enterprise IdP. Enabling user and device-based authorization|  unctional | Intersects with | EMbedded Technology EMB-01 5
upport is supported. Device access requires dynamic access policies and the practice of Security Program
least privilege.
[Dob Components utilize Enterprise Device Management Solution to ensure that [Mechanisms exist to implement and govern a Bring Your Own Device (BYOD)
4ans ” Imanaged Bring Your Own Device (BYOD) and Internet of Things (IoT) devices are lprogram to reduce risk associated with personally-owned devices in the
Managed and Limited BYOD|ully integrated with Enterprise IdP. Enabling user and device-based authorization Bring Your Own Device workplace.
242 Functional | Intersects With AST-16 5
upport supported. Device access requires dynamic access policies and the practice of (BYOD) Usage
least prvilege.
[Dob Components utilize Enterprise Device Management Solution to ensure that [Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
Imanaged Bring Your Own Device (BYOD) and Internet of Things (IoT) devices are § Ipolicy-driven, dynamic authorizations that supports the secure sharing of
242 Managed and Limited BYOD |fully integrated with Enterprise IdP. Enabling user and device-based authorization|  ynctional Intersects With | Attribute-Based Access lac-29  [Information. 8
& 10T Support lis supported. Device access requires dynamic access policies and the practice of Control (ABAC)
least privilege.
[Dob Components utilize Unified Endpoint and Device Management (UEDM) and [Mechanisms exist to facilitate the implementation of ENGpoint Device
similar solutions to enable access for managed and approved devices to Mission IManagement (EDM) controls.
land Operational Critical services/applications using dynamic access policies. "
243 Managed and Full BYOD & |gy0 2 Internet of Things (loT) devices are required to meet standard basefine|  Functional | Intersects With ndpoint Device END-01 8
10T Support Pt Management (EDM)
(checks before authorization.
[Dob Components utilize Unified Endpoint and Device Management (UEDM) and [Automated mechanisms exist to validate the security posture of the endpoint]
similar solutions to enable access for managed and approved devices to Mission ldevices (e.g., software versions, patch levels, etc.) prior to allowing devices
Managed and Full BYOD & [and Operational Critical sew-ces/anpncazmns using dynamic access policies. to connect to Technology Assets, andjor Services
243 IBYOD and Internet of Things (IoT) devices are required to meet standard baseline| ~ Functional | Intersects With [Endpoint Security Validation| NET-14.7  |(TAAS) 8
10T Support PtL
checks befors authorization.
[Dob Components utilize Unified Endpoint and Device Management (UEDM) and [Mechanisms exist to facilitate the implementation of Endpoint Device
similar solutions to grant authorized managed devices access to all services and IManagement (EDM) controls.
lapplications where possible. Unmanaged devices, upon meeting device checks
244 Managed and Full BYOD & |ond standard baselines, are granted access to services and applications following|  Functional | Intersects With Endpoint Device END-01 8
Support Pt2 Management (EDM)
a risk-based authorization approach.
[Dob Components utilize Unified Endpoint and Device Management (UEDM) and [Automated mechanisms exist to validate the security posture of the endpoint]
similar solutions to grant authorized managed devices access to all services and ldevices (e.g., software versions, patch levels, etc.) prior to allowing devices
Managed and Full BYOD & [PPlications where possible. Unmanaged devices, upon meeting device checks lto connect to Technology Assets, andjor Services
244 priadd land standard baselines, are granted access to services and applications following| ~ Functional | Intersects With |Endpoint Security Validation| NET-14.7  |(TAAS) 8
PP la risk-based authorization approach.
[DoD organizations establish processes to automatically test and deploy vendor [Mechanisms exist to facilitate the implementation and monitoring of
Partially & Fully Automated |patches for connected devices; hybrid patch management (both human and Vulnerability & Patch \Vulnerability management controls.
25 Asset, Vulnerability and  [automated) is employed Functional Subset Of Management Program VPM-01 10
Patch Management
[DoD organizations establish processes to automatically test and deploy vendor [Mechanisms exist to conduct software patching for all deployed Technology
Partially & Fully Automated |patches for connected devices; hybrid patch management (both human and Software & Firmware |Assets, Applications and/or Services (TAAS), including firmware.
25 Asset, Vulnerability and  [automated) is employed Functional | Intersects With : VPM-05 8
Patch Management
[DoD organizations establish processes to automatically test and deploy vendor [Mechanisms exist to centrally-manage the flaw remediation process.
25 PE:'H‘LV\‘;i« Tul‘v ﬁu‘llﬂmﬂt:d Ipatches for connected devices; hybrid patch management (both human and Functional It ts with | Centralized Management of | o o 1 s
3 sset, Vulnerability and  [qutomated) is employed. unctional intersects Wi -
Bt ey o ploy Flaw Remediation Processes|
[Dob Components implement solution(s) for managing asset/device [Mechanisms exist to develop, document and maintain secure baseline
and patches. Using minimum compliance echnology Assets, Applications andor Services (TAAS)
|mplement Asset. standards (e.q., STIGs, C2C, UEM etc.), teams can confirm or deny managed lthat are consistent with industry-accepted system hardening standards.
251 Vu\ne‘:abl\ll et patch |device compliance. As part of the procurement and implementation process for Functional Intersects With Secure Baseline CFG-02 s
g Moot Tagle™ - [solutions, APIS or other programmatic interfaces will be in scope for future levels Configurations
o lof automation and integration.
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oD Components impletent soluton(s) for managing assetdevice |Automated mechanisms exist X Sovern and report on baseline
patches. Using minimum comliance chnology Assets, Applications and/or Services (TAAS)
|mplement Asset, [Standards (.., STIG, C2C, UEM elc), teams ean confirt or deny m through Continuous Diagnostics and Mitigation (CDM), or similar
" . ice compiionce. AS part o the proturement and implementation process for Automated Central y ltechnologies.
251 Vulnerability and Patch solutions, APIs or other programmatic interfaces will be in scope for future levels | Functional | Intersects With | yanagement & Verification | €FC-02:2 8
9 lof automation and integration.
[Dob Components implement solution(s) for managing asset/device [Automated mechanisms exist to validate the security posture of the endpoint
and patches. Using minimum compliance devices (e.., software versions, patch levels, etc.) prior to allowing devices
mplement Asset, [Sandards (e.,STIGS, C2C, lfJErr‘Vl etc) teams can confirm or deny managed ko connect 5 organizatonal Technolog Asset. Appications andior Services
" . levice compliance. AS part of the procurement and implementation process for ’ . g
251 Vulnerability and Patch |solutions, APIs or other programmatic interfaces will be in scope for future levels | Functional | Intersects With: |Endpoint Security Validation| - NET-14.7 8
9 lof automation and integration.
oD Componerts Impletert soutonts) for managing assetidevice [Automated mecharisms exist {0 govern and report oy baseline
5. Using minimum compliance Technology Assets, Applications and/or Services (TAAS)
|mplement Asset, _[Standards (.., STIGS, C2C, UM eke) e <o confim or eny managed s Continuoue Diaanasics and Wingaton (COM, ar smilsr
device compiiance. As part of the procurement and implementation process for Automated Central y ltechnologies.
251 V”"‘:n':b!::\yezﬁ:;;“ Solutions, APIs or other programmatic interfaces will be in scope for future levels | Functional | Intersects With |y, vz oement & Verification | CF6-02-2 8
9 lof automation and integration.
oD Componerts impletert soutonts) for managing assetidevice [Automated mechanisms exist to validate the security posture of the endpoint
4 patches. Using mimimum compliance devices (e.g., software versions, patch levels, etc.) prior to allowing devices
Implement Asset, _[Standards (.., STIGS, C2C, UEM etc), teams ean confirm or deny m to connect to organizational Technology Assets, Applications and/or Services
" . [dovice complance. A& part of the procurement and mpiamentation procass for ’ . g ARS).
251 Vulnerability and Patch |solutions, APIs or other programmatic interfaces will be in scope for future levels | Functional | Intersects With: |Endpoint Security Validation|  NET-14.7 8
9 lof automation and integration.
IDoD organizations establish a centralized UEM solution that provides the choices Mechanisms exist to utilize a centralized Unified Endpoint Device
Unified Endpoint  |of agent and/or agentless management of computer and mobile devices to a IManagement (UEDM) solution that provides agent and/or agentless
26 Management (UEM) & single console regardiess of device location. DoD-issued devices can be remotely | punctional Equal Unified Endpoint Device | o o1 1 [management of endpoint devices regardless of device location. 10
Mobile Device and security policies are enforced Management (UEDM)
[Dob Components wil work closely with the “Implement Asset, Vulnerability, and Mechanisms exist to utilize a centralized Unified Endpoint Device
Patch Management Tools” activity to procure a implement and Unified Endpoint IManagement (UEDM) solution that provides agent and/or agentless
Device Management (JEDM) salution ensuring that requirements are Integrated Imanagement of endpoint devices regardless of device location.
Implement UEDM or  |with the procurement process. Once a solution is procured the UEDM team(s) Unified Endpoint Device y
261 equivalent Tools lensure that critical ZT Target Level functionalities such as minimum compliance, |  Functional Subset Of Management (UEDM) END-01.1 10
asset management, and API support are in place.
IDoD Enterprise sets standards and policies for Enterprise Device Management Mechanisms exist to Utilize a centralized Unified Endpoint Device
(EDM). DoD Components migrate the manual device inventory to an automated IManagement (UEDM) solution that provides agent and/or agentless
lapproach using an EDM solution. Approved devices are able to be managed Imanagement of endpoint devices regardless of device location.
262 ﬂ;ﬁ;‘;’:ﬁ;ﬁ‘gg regardiess of location. Devices part of critical services are managed by the EDM | Functional Subset Of “a‘:::gi’,‘r“‘g&‘"('u‘ggme END-0L.1 10
solution supporting automation.
[Dob Components migrate the remaining devices to Enterprise Device Mechanisms exist to utilize a centralized Unified Endpoint Device
263 Enterprise Device Management (EDM) solution. EDM solution is integrated with risk and compliance|  Functional Subset Of Unified Endpoint Device END-01.1 [Management (UEDM) solution that provides agent and/or agentless 10
Management Pt2 lsolutions as appropriate. Management (UEDM) Imanagement of endpoint devices regardless of device location.
IDoD organizations use endpoint detection and response (EDR) tooling to monitor, Mechanisms exist to utilize a centralized Unified Endpoint Device
Endpoint & Extended _[detect, and remediate malicious activity on endpoints. Expanding the capability IManagement (UEDM) solution that provides agent and/or agentless
27 Detection & Response (£DR (0 inclide XDR tooling allows organizations to account for activity beyond the Functional | Intersects with | Unified Endpoint Device | o o)1 [management of endpoint devices regardiess of device location. s
& XDm lendpoints such as cloud and network as wel Management (UEDM)
IDoD organizations use endpoint detection and response (EDR) tooling to monitor, Mechanisms exist to detect and respond to unauthorized configuration
Endpoint & Extended _[detect, and remediate malicious activity on endpoints. Expanding the capability changes as cybersecurity incidents.
27 Detection & Response (£DR (0 inclide XDR tooling allows organizations to account for activity beyond the Functional | Intersects with | ENdpoint Detection & | g0 e s
& XDR lendpoints such as cloud and network as well, Response (EDR)
IDob Components procure and implement Endpoint Detection and Response Mechanisms exist to detect and respond to unauthorized configuration
Implement Endpoint __(EDR) slutions) within environments. EDR s prtecting, monitring, and | changes as cybersecurity incidents.
IDetection & Response (EDR)responding to malicious and anomalous activities enabling ZT Target Level Endpoint Detection &
271 ; Functional Equal END-06.2 1
Tools and Integrate with - functionality and is sending data to the Comply to Connect (C2C) solution for unctiona aua Response (EDR) o8 °
cac lexpanded device and user checks.
IDob Components procure and implement Extended Detection & Response (XDR) Mechanisms exist to utilize a centralized Unified Endpoint Device
solution(s). Integration points with cross pillar capabilities (network, cloud IManagement (UEDM) solution that provides agent andor agentless
mplement Extended __ |services, application) sre identied and prioriized based on risk. XOR i algned Imanagement of endpoint devices regardless of device location.
Detection & Response (XDR)[with C2C program. XDR capabiltties either supplement or replace E Unified Endpoint Device y
272 Tools and Integrate with _|implementations. Analysis and correlation capabilities are sent rormthe XOR Functional | Intersects With | "y, jement (UEDM) END-01.1 8
c2c Pl solution stack to the SIEM.
IDob Components procure and implement Extended Detection & Response (XDR) Mechanisms exist to detect and respond to unauthorized configuration
solution(s). Integration points with cross pillar capabilities (network, cloud changes as cybersecurity incidents.
mplement Extended __ services, applicatons) re identfed and prioriized based on risk. XOR i algned
Detection & Response (XDR)|with C2C program. XDR capabilities either supplement or replace Ei Endpoint Detection & y
272 Tools and Integrate with _|implementations. Analysis and correlation capabilities are sent rorm the XDR Functional | Intersects With Response (EDR) END-06.2 8
c2c ptL olution stack to the SIEM.
IDob Components procure and implement Extended Detection & Response (XDR) Mechanisms exist to implement Extended Detection & Response (XDR)
solution(s). Integration points with cross pillar capabilities (network, clou ltechnologies to correlate data and respond to threats across multiple
serices, appicatons) are dentifed and priortzed based on isk. XOR s aligned securiy layers, ncluding:(1) Endpoints,(2) On-premises hetworks:(3) Cloud-
|mplement Extended  |with C2C program. XDR capabilities either supplement or replace bbased :(4) Electronic
Detection & Response (XDR)[mplementations. Analysis and correlation capabilities are sent rom the XDR Extended Detection & Services.
272 Tools and Integrate with _[solution stack to the SIEM. Functional | Intersects With Response (XDR) END-06.8 8
c2c Pl
D Components procure and implement Extended Detection & Response (XDR) Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
colaton(e) Icration pointe Witk Crost plar €apaDITHeS (hetwork, clo similar automated tool, to support near real-time analysis and incident
Implement Extended _ |services, applications) are identified and prioritized based on risk. XDR is aligned lescalation
Detection & Response (XDR)[with C2C program. XDR capabilities either supplement or replace E Automated Tools for Real- §
272 Tools and Integrate with _|implementations. Analysis and correlation capabilities are sent from the XDR Functional | Intersects With Time Analysis MON-01.2 3
c2c ptL solution stack to the SIEM.
[Extended Detection & Response (XDR) solution stack completes identification of [Mechanisms exist to implement Extended Detection & Response (XDR)
integration points expanding coverage to the fullest amount possible. Exceptions technologies to correlate data and respond to threats across multiple
are tracked and managed using a risk- based approach for continued operation security layers, including:(1) Endpoints;(2) On-premises networks;(3) Cloud-
|mplement Extended  |Extended analytics enabling ZT Advanced Level functionalities are integratet bbased :(4) Ele i ions; and(6)
Detection & Response (XDR)[into the SIEM and other appropriate solutions. Extended Detection & Services.
273 Tools and Integrate with Functional | Intersects With Response (XDR) END-06.8 8
c2c P2
[Extended Detection & Response (XDR) solution stack completes dentification of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
Implement Extended | tegration points expanding coverage to the fullest amount possible. Exceptions similar automated tool, to support near real-time analysis and incident
P are tracked and managed using a risk- based approach for continued operation . lescalation.
273 [Detection & Response (XDR)\c..:ondeq analytics enabling ZT Advanced Level functionalities are integrate Functional | Intersects With | Automated Tools for Real- | -y oy o7 5 5
Tools and Integrate with Time Analysis
Pkl into the SIEM and other appropriate solutions.
[Extended Detection & Response (XDR) solution stack completes dentification of [Mechanisms exist to prohibit exceptions o standards, except when the
implement Extendeq | tegration points expanding coverage to the fullest amount possible. Exceptions lexception has been formally assessed for risk impact, approved and
et & Resonns (XoR|are tracked and managed using a risk- based approach for continued operation recorded
273 ocleand Intenrata with[Extended analytics enabling ZT Advanced Level functionalities are integrated Functional | Intersects With | Exception Management GOV-02.1 5
o linto the SIEM and other appropriate solutions.
c2c P2 pprop!
3 Applications and Workloads NA Functional | No Relationship NA NA NA NA INo applicable SCF control
ysFem owners ensure fhat ol spplications and application companerts are Mechanisms exist to perform inventories of Technology Assets, Applications,
identified and onl appl Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
hove been autharized by the appropriate authorizing oficaliCISG/CI Shall be in use;(2) Identifies authorized software products, including business
utilized within the system owner's purview Jusifcationdetails (3 Is ot the level of granularity deemed necessary for
tracking a Includes
ocesiary to scmieve fochne propersy accountabilty: and(s) ¢ ovbisble for
31 Application Inventory Functional | Intersects With Asset Inventories AST-02 [review and audit by designated organizational personnel 8
IDob Components create an inventory of approved applications and code being [Mechanisms exist to perform inventories of Technology Assets, Applications,
lused, including open-source, commercial, and in-house developed software. Each Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
IComponent will track the supportability (ie., active, legacy, etc.) hosted location i use;(2) Identifies authorized software products, including business
(i.e., cloud, on-premises, hybrid, etc.) and record important data (i.e., name, Jusifcationdetails (3 Is ot the level of granularity deemed necessary for
version, team responsibie, licensing and support, mapped dependencies). tracking a Includes
Application/Code ocesiary to scmieva ifoche propersy accountabilty: and(s) ¢ ovbisble for
311 PellcationCox Functional | Intersects With Asset Inventories AST-02 [review and audit by designated organizational personnel B
IDob Components create an inventory of approved applications and code being Mechanisms exist to generate, or obtain, a Software Bil of Materials (SBOM)
lused, including open-source, commercial, and in-house developed software. Each for Technology Assets, Applications and/or Services (TAAS) that lists software
IComponent will track the supportability (ie., active, legacy, etc.) hosted location . lpackages in use, including versions and applicable licenses.
311 Application/Code .., cloud, on-premises, hybrid, etc.) and record important data (i.e., name, Functional | Intersects With 5°“WE'E(';QO",:”’“E‘E”E'5 TDA-04.2 5
version, team responsibie, licensing and support, mapped dependencies).
[Foundational software and application security processes and infrastructure are Mechanisms exist to facilitate the implementation of tailored development
sort lestablished following Zero Trust principles and best practices. Controls such as oot ‘ . land acquisition strategies, contract tools and procurement methods to meet
ecure Software |code review, runtime protection, secure API gateways, container and serveriess Technology Development 01 |unique business needs.
32 Development & Integration |security are integrated and automated. Functional | Intersects With Acquisition ToA-01 8
[Foundational software and application security processes and infrastructure are Mechanisms exist to develop applications based on Secure Software
Secure soft lestablished following Zero Trust principles and best practices. Controls such as secure Software Development Practices (SSDP)
ecure Software |code review, runtime protection, secure API gateways, container and serveriess '
32 Development & Integration [security are integrated and automated. Functional Subset Of Developmen practices | TOA-06 ©
[The DoD Enterprise provide best practices for moder DevSecOps processes and Mechanisms exist to Integrate security, compliance and resilience into
ICI/CD pipelines. The concepts are applied in a standardized technology stack IDevelopment, Security and Operations (DevSecOps) to prioritize secure
321 DevSecOps Software [across DoD Components able to meet future Application Security requirements, | functional Subset OF Devsecops TDAOL4 [Practices throughout the Software Development Lifecycle (SDLC). 10
Factory PtL including requirements gathering, design, development, testing and deployment
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IDoD Components use their approved CI/CD pipelines to develop most new IMechanisms exist to facilitate the implementation of tailored development
lapplications. Any exceptions will follow a standardized approval process to be land acquisition strategies, contract tools and procurement methods to meet
allowed to develop in a legacy fashion. DevSecOps processes are also used to lunique business needs.
Build DevSecOps Software |develop all new applications and update existing applications. Continual Technology Development &
322 \validation functions are integrated into the CI/CD pipelines and DevSecOps Functional Subset Of Aeavisition” TDA-0L 10
processes and intearated with existing applications.
[Dob Components use their approved CI/CD pipelines to develop most new Mechanisms exist to integrate security, compliance and resiience into
lapplications. Any exceptions will follow a standardized approval process to be Development, Security and Operations (DevSecOps) to prioritize secure
allowed to develop in a legacy fashion. DevSecOps processes are also used to ractices throughout the Software Development Lifecycle (SDLC).
Build DevSecOps Software |develop all new applications and update existing applications. Continual
322 Factory Pt2 \validation functions are integrated into the CI/CD pipelines and DevSecOps Functional | Intersects With DevSecOps TDA-0L4 8
lprocesses and integrated with existing applications.
[A standardized approach to application security including code remediation is Mechanisms exist to require system developers/integrators consult with
implemented across the DoD enterprise. ne (1) of this activity includes the security, compliance and/or resilience personnel to:(1) Create and implement
integration of securing API gateways (i.e., APl management, WAF, continuous API o Securty Testing and Evaluation (STGE) plan,or similar capabilty (2
ltesting, distributed enforcement not just perimeter) with applications utilizing API implement a verifiable flaw remediation process to correct weaknesses and
or similar calls. Code reviews are conducted in a methodical approach, and defciencles Identified during the control tasting and evaluation process;
Automate Applcation [andardized protections fo containers and ther ffasructure re n place. Securly, Compliance & land(3) Document the results.
tionally, any serverless functions where the 3rd party manages the '
323 Security & Code infrastructure, such as Platform as a Service, utilize adequate serverless security | Functional Subset Of Tmf:;‘\':i’f;gﬁﬁgsgmem TDA-09 10
Imonitoring and response functions. Code reviews, container and serverless
security functions are integrated into the CI/CD and/or DevSecOps process, as
appropriate.
IDob Components modernize approaches to delivering internally developed and
Imanaged applications following best practice approaches such as a Microservices
arehitecture. These approaches il enhance securty and rsilence by enatiing
Automate Application e updates within individual microservices to address vulnerabilties. Secure Software
324 Security & Code Further enhance application security by integrating runtime securty functions for|  Functional Subset Of Development Practices TDA-06 Mechanisms exist to develop applications based on Secure Software 10
Remediation Pt2 lcontainers where applicable, automating vulnerable library updates, and SDP) Development Practices (SSDP).
automating CI/CD approvals during the release process.
Do estabiish tion isk program. Mechanisms exist to facilitate the implementation of strategic, operational
Foundational controls include Bill of Materials risk management, Supplier Risk land tactical risk management controls.
IManagement, approved repositories and update channels, and ulnerability
33 Software Risk Management [management program. Additional controls include Continual validation within the |  Functional Subset Of | Risk Management Program | RSK-01 10
(CI/CD pipelines and vuinerability maturation with external sources.
Do establish rogram. Mechanisms exist to develop a plan for Supply Chain Risk Management
Foundational controls Include Bil of Matrials risk management. Subpier Risk (SCRM) associated with the development, acquisition, maintenance and
Management, approved repositories and update channels, and vulnerabilty Supply Chain Risk disposal of Technology Assets, Applications and/or Services (TAAS), including
33 Software Risk Management [management program. Additional controls include Continual validation within the|  Functional | Intersects With |, S0PPY SRl RS 1 Rsk-09  fdocumenting selected mitigating actions and monitoring performance 8
(CI/CD pipelines and vuinerability maturation with external sources. lagainst those plans.
DoD establish ication risk program. Mechanisms exist to generate, or obtain, a Software Bill of Materials (SBOM)
Foundational controls include Bill of Materials risk management, Supplier Risk lfor Technology Assets, Applications and/or Services (TAAS) that lsts software
IManagement, approved repositories and update channels, and vulnerability Software Bill of Materials lpackages in use, including versions and applicable licenses.
33 Software Risk Management [management program. Additional controls include Continual validation within the | Functional | Intersects With 2o TDA-04.2 5
(CI/CD pipelines and vuinerability maturation with external sources.
DoD establish tion risk program Mechanisms exist to require system developers/integrators consult with
Foundational controls include Bill of Materials risk management, Supplier Risk security, compliance and/or resilience personnel to:(1) Create and implement
Management,approved repositores and update chanels, and uunerabilty 2 Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
Imanagement program. Additional controls include Continual validation within the implement a verifiable flaw remediation process to correct weaknesses and
CIICD pipelines and vuinerability maturation with external sources. Security, Compliance & deficiencies identified during the control testing and evaluation process;
33 Software Risk Management Functional | Intersects With | Resilience Testing TDA09  [3nd(3) Document the resulte 5
Throughout Development
[The Do Enterprise uses best practices to manage approved binaries and code In Mechanisms exist to limit privileges to change software resident within
a methodical approac, including supplier sourcing risk management, approved software libraries
331 Approved Binaries/Code _[1EPOSitory usage, Software Bill of Materials (SBOM), supply chain risk Functional | Intersects With | ACCess to Program Source | o o0 s
Imanagement, and industry-standard vulnerability management. Code
[The Do Enterprise uses best practices to manage approved binaries and code In Mechanisms exist to govern the approval of binaries and code for production
a methodical approac, including supplier sourcing risk management, approved luse.
331 Approved Binaries/Code [1epository usage, Software Bill of Materials (SBOM), supply chain risk Functional | Intersects With Approved Code TDA-20.4 8
Imanagement, and industry-standard vulnerability management.
[The DoD Enterprise collaborates with Components to establish and manage a Mechanisms exist to facilitate the implementation and monitoring of
program. The program, ot minimun,
the tracking and
IDoD applications and services. Each Component s responsible fnrestabhshmg a Vulnerability & Patch
332 b n eam comprised of key stakeholders. This tea Functional Subset Of Management Program VPM-01 10
Convanes t discuss and manage vulherabilities n accordance with established
Enterprise policy and standards
Processes are established at the DoD Enterprise level for managing the Mechanisms exist to maintain situational awareness of vulnerabilities and
‘ disclosure of vulnerabilties in DoD maintained and operated services, both levolving threats by leveraging the knowledge of attacker tactics, techniques
333 Vulnerability Management |publicly and privately accessible. DoD Components expand the vuinerabilt Functional | Intersects With | Threat Intelligence Feeds | THR-03  |and procedures to facilitate the implementation of preventative and 5
Imanagement program to track and manage closed vulnerability repositories such| ntrols.
as DIB-VDP, CERT, and others.
IDob Components implement a continuous validation approach for appiication Mechanisms exist to require system developers/integrators consult with
ldevelopment, where security is constantly assessed throughout the security, compliance and/or resilience personnel to:(1) Create and implement
ldevelopment, integration, and deployment. Validation includes security o Securty Testing and Evaluation (STGE) plan,or similr capabilty (2
principles when planning and designing, security testing (to include code implement a verifiable flaw n process to correct weaknesses and
reviews), incident response, and SIEM alerting/logging. These principles are Security, Compliance & deficiencies identified dunng me mntro\ testing and evaluation process;
334 Continual Validation  lintegrated and continuously executed with the CI/CD pipeline. Applications. Functional | Intersects With Resilience Testing TDA-09  land(3) Document the results, 8
developed outside of CI/CD process should still adhere to continuous validation in Throughout Development
an ad hoc/manual manner.
IDoD establishes a standardized resource authorization gateway for [Mechanisms exist to implement an Application Programming Interface (API)
lauthorizations via the CI/CD pipelines in a risk approach that reviews the User, (Gateway, or similar technology, to serve as a controlled entry point that
Device and Data security posture. Imanages interactions between client-facing requests and backend services.
Resource ions utilize a (e, Software Defined) approach in a
34 Integration livelprodction environment. Attributes are enriched utilzing other pil Functional | Intersects With API Gateway TDA-23 8
activities and the API and Authorization gateway. Approved enterprise APIS are
Imicro- segmented using authorizations.
[The DoD Enterprise standardizes policy enforcement approaches (€.9., Software Mechanisms exist to implement an Application Programming Interface (API)
IDefined Perimeter) with the Components. At a minimum, the access and (Gateway, or similar technology, to serve as a controlled entry point that
lauthorization gateways will be integrated with identities and devices once Imanages interactions between client-facing requests and backend services.
lauthentication is achieved. Components deploy approved resource authorization
341 Resource Authorization Pt1 [gateways and enable them for external facing applications and services. Functional | Intersects With API Gateway cLp-0a1 8
lAdditional applications for migration and applications unable to be migrated are
dentified for exception or decommission
Policy enforcements and decisions are used for all possible applications and [Automated mechanisms exist to evaluate access requests against
services. Application unable to utilize gateways are either decommissioned or lestablished criteria to dynamically and uniformly enforce access rights and
laccepted using a risk-based methodical approach. lpermissions.
342 Resource Authorization Pt2 [Authorizations are further integrated with the CI/CD pipeline for automated Functional | Intersects With | Policy Decision Point (PDP) |  NET-04.7 8
decision making.
[The DoD Enterprise establishes best practices for code-based compute Mechanisms exist to utilize virtualization techniques to support the
Imanagement (i.e., Software Defined Compute(SDC)). Using risk-based lemployment of a diversity of operating systems and applications.
lapproaches, baselines are created using the approved set of code lbraires and
packages. 5o Components woric with the aproved codefoinaries activiies o
lensure that applications are identified which can and cannot support
o morosch. Appicatons that can Support 8 modern sofoware-bated confguration
343 SDC Resource Authorization hd management approaches are dentified. and transitioning begins. o Functional | Intersects With | Virtualization Techniques | SEA-13.1 B
that cannot follow
Efoaches are idanted ana atowed trrough oveoption Leing 3 memhedien
lapproach.
(Components use approved and validated code/binaries via the Software Bill of [Mechanisms exist to generate, or obtain, a Software Bill o Mat 5OM)
Materials (SBOM) process to ensure that applications that can and cannot for Technology Assets, Applications and/or Services (TAAS) that lsts software
supportthe approach are dentifed: Applications which can support modern lpackages in use, including versions and applicable licenses.
and M) approaches are
sas 50 Resource Authoriztion dentfied S rameianed A‘ﬁlph(a[mns that supgor:eslﬁcnngrr::lenzeeer; o Funconal | mersects iy | S9are Bl arMaters | 1o, 0, 5
[Applications which cannot SBCM are identifed and allawed through exception
lusing a risk-based approach.
initial attributes from various sources, such as User and Entity Activity Monitoring [Automated mechanisms exist to establish behavioral baselines thaf capture
(UEAM), micro-segmentation services, Data Loss Prevention (DLP), and Digital information about user and entity behavior to enable dynamic threat
Rights Management (DRM) tools are integrated with the Resource Authorization discovery.
ltechnology system and policies. Any additional attributes for later integration are
dentified and planned
345 Res T e O e1. ttributes are used to create basic risk posture of users, NPEs and devices Functional Subset Of Behavioral Baselining THR-11 10
allowing for authorization decisions based on the evaluated risk.
Ertended identiied afibutes are niegrated W he resouce auforzaton Mechanisms exist to dynamically associate asset-specific attrbutes to enable
Enrich Attributes for |technology and policy. Confidence scoring system s introduc ntified |Attribute-Based Access Control (ABAC).
346 Resource Authorizaiion pi2 [3ibutes (0 create a more advanced method of Suthorization decision making |  Functional | ntersects With Asset Attributes AST-31.3 5
supporting.
[Extended identified attributes are integrated with the resource authorization [Automated mechanisms exist to establish behavioral baselines thaf capture
Enrich Attributes for  |technology and policy. Confidence scoring system s introduced for identified information about user and entity behavior to enable dynamic threat
3.46 Resource Authorization Pt2 [attributes to create a more advanced method of authorization decision making Functional | Intersects With | Behavioral Baselining THR-11  discovery. 5
supporting.
[Using the DoD Enterprise approved APl gateway(s), application calls are micro- exist to enable mici <ither physically
segmented, only allowing authenticated and authorized access to specific or virtually, to diide the network according to application and data
destinations (e.g., microservices). When possible, APl micro- segmentation workflows communications needs.
347 REST API Micro-Segments |consoles are integrated and aware of other micro- segmentation consoles such |  Functional | Intersects With | Microsegmentation NET-06.6 s
as Software Defined Perimeter (SDP)controllers and/or Software Defined
Networking (SON) consoles.
Using the DoD Enterprise approved APl gateway(s), application calls are micro- [Automated mechanisms exist to enable dynamic, policy-driven network
segmented, only allowing authenticated and authorized access to specific segmentation, access controls and traffic management with a Software
destinations (e.g., microservices). When possible, APl micro- segmentation Software Defined IDefined Networking (SDN) architecture.
347 REST API Micro-Segments. |consoles are integrated and aware of other micro- segmentation consoles such | Functional | Intersects With s NET-06.7 B
as Software Defined Perimeter (SDP)controllers and/or Software Defined
INetworking (SDN) consoles
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Continuous Monitoring and |00 /921122tions employ automated tools and processes to continuously [Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitor applications and assess their authorization to operate. 01 |monitoring controls.
35 Ortaing Athoratone ppl P Functional Subset OF Continuous Monitoring MON-01 9 10
[Dob Components utilize automation solutions within the environment to [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
Continuous Authorization tostandardize the monitoring of controls and offer the capability to identify Centralized Collection of similar automated tool, to support the centralized collection of security-
35.1 Operate (cATO) Pt1  [deviations. Where appropriate, monitoring and testing is integrated with Functional Intersects With Security Event Logs MON-02 |related event logs. 8
IDevSecOps processes.
[Dob Components utilize automation solutions within the environment to [Automated mechanisms exist to correlate both technical and non-technical
Continuous Authorization tostandardize the monitoring of controls and offer the capability to identify Correlate Monitoring information from across the enterprise by a Security Incident Event Manager
35.1 Operate (cATO) Pt1  [deviations. Where appropriate, monitoring and testing is integrated with Functional Intersects With Information MON-02.1  (SIEM) or similar automated tool, to enhance organization-wide situational 8
IDevSecOps processes. lawareness.
[Dob Components utilize automation solutions within the environment to [Automated mechanisms exist to integrate the analysis of audit records with
Continuous monitoring of controls and offer the capability to identify Integration of Scanning & lanalysis of vulnerability scanners, network performance, system monitoring
351 Operate (LATO Ly |deviations. Where appropriate, monitoring and testing is integrated with Functional | Intersects With ther Monitoring MON-02.3 [and other sources to further enhance the ability to identify inappropriate or 8
IDevSecOps processes. Information lunusual activity.
[Dob Components fully automate control derivation, testing and monitoring [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
processes. Deviations are automatically tested and resolved using existing cross ' ; similar automated tool, to support the centralized collection of security-
Continuous to|pillar tion infrastructure. D Used to monitor the status of Centralized Collection of related event logs.
35.2 ! Functional | Intersects With MON-02 9 8
Operate (cATO) P2 [authorizations; analytics are integrated with the responsible authorizing officials. Security Event Logs
[Dob Components fully automate control derivation, testing and monitoring [Automated mechanisms exist to correlate both technical and non-technical
processes. Devations are automatically tested and resolved using exiting ross ‘ information from across the enterprise by a Security Incident Event Manager
Continuous tofpi structure. Dashb sed to monitor the status of Correlate Monitoring (SIEM) or similar automated tool, to enhance organization-wide situational
352 Functional | Intersects With MON-02.1 g 8
Gperate (GATO) P2 |uthorsarions: analyics e Ineorates it the respondini Autnorizing afscils Information lawareness.
[Dob Components fully automate control derivation, testing and monitoring [Automated mechanisms exist to integrate the analysis of audit records with
processes. Deviations are automatically tested and resolved using existing cross Integration of Scanning & lanalysis of vulnerability scanners, network performance, system monitoring
Continuous to|pillar automation infrastructure. Dashboards are used to monitor the status of . Y land other sources to further enhance the ability to identify inappropriate or
352 Functional | Intersects With 1 Monitoring MON-02.3 _ 8
Operate (ATO) PL2 [authorizations: analytics are integrated with the respondible authorizing officils. Information lunusual activity.
4 Data N/A Functional | No Relationship NA NA NA NA INo applicable SCF control
IData owners ensure that data is dentified and inventoried and any changes to Mechanisis exit o ensure data and assets are categarized n accordance
lthe data landscape are automatically detected and included within the catalog applicable statutory, regulatory and contractual requirements.
41 Data Catalog Risk AlignmentThe data landscape must then be reviewed to identify potential risks related to Functional | Intersects With | Data & Asset Classification | ~ DCH-02 8
data loss, attack, or any other unauthorized alteration and/or access.
[Data owners ensure that data is identified and inventoried and any changes to [Mechanisms exist to perform threat modelling and other secure design
lthe data landscape are automatically detected and included within the catalog ltechniques, to ensure that threats to software and solutions are identified
41 Ibata Catalog Risk Alignment|The data landscape must then be reviewed to identify potential risks related to Functional | Intersects With Threat Modeling TDA062 [and accounted for. 5
data loss, attack, or any other unauthorized alteration and/or access.
[The DoD Enterprise will develop algorithm(s) for components to map data for [Mechanisms exist to create and maintain a map of Technology Assets,
ltagging and labeling, and establish the governing body for oversight. Data at a |Applications and/or Services (TAAS) where sensitive/regulated data s stored,
411 Data Analysis IComponent level should be categorized and analyzed by an overseeing Functional | Intersects With |  Data Action Mapping AST-02.8 |transmitted or processed. 8
lgoverning body
[The DoD Enterprise will develop algorithm(s) for components to map data for [Mechanisms exist to maintain network architecture diagrams that:(1) Contain
tagging and labeling, and establish the governing body for oversight. Data at a sufficient detail to assess the security of the network's architecture;(2)
411 Data Anal IComponent level should be categorized and analyzed by an overseeing Functional | Intersects with | Network Diagrams & Data | a0, [Reflect the current architecture of the network environment; and(3)
ata Analysis Companent e unctional ntersects Wi Flow Diagrams (DFDs) ST04 | pocument all sensitive/regulated data flows, 3
IDoD establishes enterprise data labeling/tagging and DAAS access [Mechanisms exist to ensure data and assets are categorized in accordance
DoD Enterprise Data policies (e.g., SDS policy) that are enforceable. Developed with applicable statutory, regulatory and contractual requirements.
42 Gove,ﬁame lenterprise standards ensure an appropriate level of interoperability between DoD| ~ Functional Intersects With | Data & Asset Classification | DCH-02 8
Organizations.
IDoD establishes enterprise data labeling/tagging and DAAS access [Mechanisms exist to issue data modeling guidelines to SUpport tagging of
DoD Enterprise Data policies (e.g., SDS policy) that are enforceable. Developed sensitive/regulated data.
42 Governance lenterprise standards ensure an appropriate level of interoperability between Dop| ~ Functional | Intersects With Data Tagging PRI-11 5
Organizations.
IData tagging standard for identifying ZT labels must be defined. The DoD
[Enterprise works with Components to establish data tagging and classification
421 Define Data Tagging  |standards based on industry best practices. Classifications are agreed upon and | Fynctional | No Relationship NA NA WA NA INo applicable SCF control
implemented in processes. Tags are identified as manual and automated for
future activities.
[The Do Enterprise, collaborating with Components, develops interoperability
standards methods including mandatory Data Rights Management (DRM)
422 Interoperability Standards overlays and Protection mechanisms with necessary technologies to enable ZT Functional | No Relationship NA NA NA NA INo applicable SCF control
[Target Level functionality.
[The DoD enterprise will work with Components to determine if software define
storage (SDS) s in use. omponents develop policy and standards based on
industry best practices, and evaluate current data storage strategy and
Develop Software Defined [€<Tn010Y for implementation of SDS.Components assess their existing data
423 evelop Software Defined |storage strategies and technologies to determine the suitability for implementing | Functional | No Relationship NA NA NA NA INo applicable SCF control
Storage (SDS) Policy |Sps. if deemed appropriate, the identified storage technologies are considered
lfor SDS implementation.
[Data owners label and tag data in compliance with DoD enterprise governance Mechartsms exit o ssue data modeling guidelines (o support tagaing of
43 Data Labeling and Tagging [on labeling/tagging policy. As phases advance automation is used to meet Functional | Intersects With Data Tagging PRI11  [sensitive/regulated dats 5
scaling demands and provide better accuracy.
[Dob Components implement a solution to create new rules, modify existing
. rules, delete existing rules, check for rule collision, rule deviation, or compound
Implement Data Tagging & |rule inconsistency, and testing of collective rule sets for an outcome. Tools must 8 8
431 2 h le SCF
3 e ication Toals [ ey o oy Functional | No Relationship NA NA NA NA INo applicable SCF control
. [Components map DoD Enterprise ZT tags to local labeling to meet minimum . Mechartsms exit o ssue data modeling guidelines (o support tagaing of
432 Manual Data Tagging PEL. [GolPeo e e D oy compliance. Functional | Intersects With Data Tagging PRILL [ e rated ot 5
[Dob Component specific data level attributes are integrated into the manual Mechanisms exist t bind cybersecurity and data protection atbutes to
ldata tagging process. DoD Enterprise and Components collaborate to decide information as it is stored, transmitted and processed
which attributes are required to meet ZT Advanced Level functionality. Data level Cybersecurity & Data
433 Manual Data Tagging Pt2 attributes for ZT Advanced Level functionality is standardized across the Functional | Intersects With DCH-05 5
Protection Attributes
Enterprise and incorporated
[Dob Component specific data level attributes are integrated into the manual Mechanisms exist to ssue Gata modeling guidelines to support tagging of
ldata tagging process. DoD Enterprise and Components collaborate to decide sensitive/regulated data.
\which attributes are required to meet 2T Advanced Level functionality. Data level
433 Manual Data Tagging Pt2 attributes for ZT Advanced Level functionality is standardized across the Functional | Intersects With Data Tagging PRI-1L 5
Enterprise and incorporated
[Dob Components use Data Loss Prevention (DLP), Data Rights Management [Mechanisms exist to utilize Data Rights Management (DRM), or similar
. I(DRM), and/or protection solutions to conduct scanning of data repositories. N ltechnologies, to protect Intellectual Property (IP) rights by preventing the
Automated Data Tagging & |Standardized tags are applied to supported data repositories and data types. Data Rights distribution and/or of sensitive IP.
434 Functional | Intersects With DCH-27
3 Support Ptl lUnsupported data repositories and types are identified. unctional ntersects Wi (DRM) C s
[Dob Components use Data Loss Prevention (DLP), Data Rights Management [Automated mechanisms exist to implement Data Loss Prevention (DLP) to
I(DRM), and/or protection solutions to conduct scanning of data repositories. lprotect sensitive information as it is stored, transmitted and processed.
434 Automated Data Tagging & |Standardized tags are applied to supported data repositories and data types. Functional | Intersects With | Data Loss Prevention (DLP) |  NET-17 5
port Pt1 Unsupported data repositories and types are identified.
[Remaining supported data repositories have basic and extended data tags Mechanisms exist to bind cybersecurity and data protection attributes to
lapplied using Machine Learning (ML) and Artificial Intelligence (Al). Extended information as it is stored, transmitted and processed
(data tags are applied to existing repositories. Unsupported data repositories and
Automated Data Tagging & |data types are evaluated for decommissioning using a risk-based methodical Cybersecurity & Data y
435 port Pt; lapproach. Approved exceptions utilize manual data tagging approaches with Functional | Intersects With | 5t tion Attributes DCH-05 3
ldata owners andjor custodians to manage tagging
Data oviners wil apture active metadata tat Includes Inormaton about the [Mechanisms exist to enforce information flow controls based on metadata.
laccess, sharing, transformation, and use of their data assets. Data Los:
Prevention (DLF) ond Data Righis Management (DRM) enforcement point analysis
Data Monitoring and  [is conducted to determine where tooling will be deployed. Data outside of DLP y
44 Sensing land DRM scope such as File Shares and Databases is actively monitored for Functional | Intersects With Metadata NET-04.5 s
lanomalous and malicious activity using alternative tooling.
[Dob Components identify business rules for managing data loss prevention (DLP) [Automated mechanisms exist to implement Data Loss Prevention (DLP) to
lenforcement points, such as specific services and user endpoints. Using the lprotect sensitive information as it is stored, transmitted and processed.
lestablished DoD Enterprise cybersecurity incident response standard, DoD
DLP Enforcement Point ~[Components ensure the appropriate level of detail of data is captured .
441 Logging and Analysis  |Additionally, protection, detection, and response use cases are developed to Functional | Intersects Wit | Data Loss Prevention (DLP) | NET-17 s
lbetter outline solution coverage
IDob Components dentify business rules for managing the accepted use of the Mechanisms exist to utilize Data Rights Management (DRM), or similar
lassets managing Data Rights Management (DRM) enforcement points, such as technologies, to protect Intellectual Property (IP) rights by preventing the
Ispecific services and user endpoints. Using the established DoD Enterprise distribution and/or of sensitive IP.
lcybersecurity incident response standard, DoD Components ensure the
442 O Enforcement pont [2ppropriate detailof data s captured. Functional | Intersects with | D2t R'gh“gm;‘aqem”‘ DCH-27 5
©0gging a alysis iditionally, protection, detection, and response use cases are developed to
Ioeter octind soloion Coverage.
IDob Components dentify business rules for managing the accepted use of the Mechanisms exist o define acceptable and unacceptable rules of behavior
lassets managing Data Rights Management (DRM) enforcement points, such as for the use of including
Ispecific services and user endpoints. Using the established DoD Enterprise lbehavior.
oRM Enfe tpoint _[cYDersecurity incident response standard, Dob Components ensure the
442 h il “"r\e;‘:: wout|appropriate detail of data is captured. Functional | Intersects With Rules of Behavior HRS-05.1 5
0gging a alysis  additionally, protection, detection, and response use cases are developed to
lbetter outline solution coverage.
[DoD Components utiize File Monitoring tools to monitor the most critical data st fo monitor Gata n
vels in services, and Analytics from Irechnology Assets, Applications andior Services (TARS) and data
443 File Activity Monitoring Pt [monitoring 1s fed into the SIEM with 4 Functional | Intersects with | FIe ACtiit Honitoring MON-18  [tapositorice. PP 8
asic data attributes to accomplish ZT Target Level functionality.
[PoD Components utize Fie Moritaring toofs fo mantor the most crtica data [Automated mechanisms exist to correlate both technical and non-technical
levels services, an Analytics from Correlate Monitoring information from across the enterprise by a Security Incident Event Manager
443 File Activity Monitoring Pt |monitoring is fed mtn the SIEM with Functional Intersects With Information MON-02.1  (S|EM) or similar automated tool, to enhance organization-wide situational 8
lbasic data attributes to accomplish ZT Target Level functionality. lawareness.
[DoD Components utilize File Monitoring tools to monitor all regulatory protected st to monitor Gatan
data (e.q., CUI, P, PHI, etc.) in applications, services, and repositories. Extended } Irechnology Assets, Applications andior Services (TARS) and data
444 File Activity Monitoring Pt2 [[ntegration is used to send data to appropriate inter/intra-pillar solutions such as | Functional | Intersects with | File Activity Monitoring MON.18 [repositories. s
Hle Activity Monitoring P2 | 2ta Loss Prevention, Data Rights Management/Protection and User & Entity unctionat ntersects Wi (FAM)
[Behavior Analytics.
[DoD Components utilize File Monitoring tools to monitor all regulatory protected [Automated mechanisms exist to correlate both technical and non-technical
ldata (e.q., CUI, P, PHI, etc.) in applications, services, and repositories. Extended information from across the enterprise by a Security Incident Event Manager
444 File Activity Monitoring P2 [Integration is used to send data to appropriate interfintrar-pillar solutions such as | unctional | Intersects witn | Correlate Monitoring MON-02.1 |(SIEM) or similar automated tool, to enhance organization-wide situational s
IData Loss Prevention, Data Rights Management/Protection and User & Entity Information lawareness.
[Behavior Analytics.
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[DoD Components procure, implement, and utilize database monitoring solutions xm mommr ain
lto monitor all databases containing regulated data types (e.g., CUI, Pil, PHI, etc.) Irechnalogy Assete, Appiications andior Services (TARS) and pis
lLogs and analytics from the database monitoring soluition are provided to the repositories.
ISIEM for monitoring and response. . .
445 Database Activity |analytics are utilized in cross pillar activities such as "Enterprise Security Profile Functional | Intersects with | F1e Activity Monitoring MON-18 8
Monitoring [Pt 1, Pt 2" and "Real Time Access Decisions” to better direct decision making. (FAM)
[DoD Components procure, implement, and utilize database monitoring solutions [Automated mechanisms exist to correlate both technical and non-technical
lto monitor all databases containing regulated data types (e.g., CUI, PIl, PHI, etc.) information from across the enterprise by a Security Incident Event Manager
lLogs and analytics from the database monitoring soluition are provided to the (SIEM) or similar automated tool, to enhance organization-wide situational
Database A ISIEM for monitoring and response. Correlate Moni lawareness.
445 atabase Activity |Analytics are utilized in cross pillar activities such as “Enterprise Security Profile Functional Intersects With orrelate Monitoring MON-02.1 8
Monitoring [Pt 1, Pt 2" and "Real Time Access Decisions” to better direct decision making Information
[Dob Components expand monitoring of data repositories including databases as [Mechanisms exist to implement and maintain Database Management
< " bata [ 2BProPrate, based on a methodical isk-based approach. Additional data Database M . Systems (DBMSs), where applicable.
omprehensive Data attributes to meet the ZT Advanced Level functionalities are integrated into the atabase Managemen
2456 Functional | Intersects With AST-28.1 3
Activity Monitoring  [analytics for additional integrations. System (DBMS)
[DoD Components expand monitoring of data repositories including databases as [Automated mechanisms exist to correlate both technical and non-technical
< " bata [ 2BProPrate, based on a methodical isk-based approach. Addi data Comelate Monit information from across the enterprise by a Security Incident Event Manager
omprehensive Data attributes to meet the ZT Advanced Level functionalities are integrated into the orrelate Monitoring y (SIEM) or similar automated tool, to enhance organization-wide situational
2456 Functional | Intersects With y MON-02.1 8
Activity Monitoring  [analytics for additional integrations Information lawareness.
[DoD organizations establish and implement a strategy for encrypting data at rest [Mechanisms exist to facilitate the implementation of cryptographic
Data Encryption & Rights [and in transit using Data Rights Management (DRM) tooling. The DRM solution Use of Cryptogray lprotections controls using known public standards and trusted cryptographic
4.5 Ma,r,ya‘;emem 9 lutilizes data tags to determine protection and lastly integrates with ML and Al to Functional Intersects With parap! CRY-01  ltechnologies. 8
lautomate protection.
[DoD organizations establish and implement a strategy for encrypting data at rest c mechanisms exist to protect the of data being
Data Encryption & Rights [and in transit using Data Rights Management (DRM) tooling. The DRM solution ltransmitted
45 Management . |utilizes data tags to determine protection and lastly integrates with ML and Al to |  Functional | Intersects With |Transmission Confidentiality| ~ CRY-03 5
lautomate protection.
[DoD organizations establish and implement a strategy for encrypting data at rest Cryptographic mechanisms exist o prevent unauthorized disclosure of data
Data Encryption & Rights [and in transit using Data Rights Management (DRM) tooling. The DRM solution at r
45 Management lutilizes data tags to determine protection and lastly integrates with MLand Alto | ~ Functional | Intersects With |~ Encrypting Data At Rest CRY-05 5
lautomate protection.
[DoD organizations estabilsh and mplement a strategy for encrypiing data at rest [Mechanisms exist to utilize Data Rights Management (DRM), or similar
Data Encryption & Rights [and in transit using Data Rights Management (DRM) tooling. The DRI Data Rights Management ltechnologies, to protect Intellectual Property (IP) rights by preventing the
4.5 Ma,r,yapgemem 9 lutilizes data tags to determine protection and lastly integrates with ML and Alto Functional Intersects With 9 (DRM) 9 DCH-27 distribution and/or of sensitive IP. 5
lautomate protection.
[DoD Components procure and implement DRM and Protection solution(s) as [Mechanisms exist to utilize Data Rights Management (DRM), or similar
Implement DRM and |needed, following the DoD Enterprise standard and requirements. Newly Data Rights Management ltechnologies, to protect Intellectual Property (IP) rights by preventing the
451 p,&emon Tools Pt1  [mplement DRM and protection solution(s) are applied with high-risk data Functional Intersects With 9 (DRM) 9 DCH-27 distribution and/or of sensitive IP. 8
lobjects.
[DRM and protection coverage is expanded to cover all required data objects. [Mechanisms exist to utilize Data Rights Management (DRM), or similar
Implement DRM and _[Protection mechanisms are automatically managed to meet best practices (e.q., Data Rights Management ltechnologies, to protect Intellectual Property (IP) rights by preventing the
452 p,&emon Tools Ptz [FIPS). Extended data protection attributes are implemented based on the Functional Intersects With 9 (DRM) 9 DCH-27 distribution and/or of sensitive IP. 5
lenvironment classification.
IDoD Enterprise provides a standard for data access conrl and protections. [Mechanisms exist to utilize Data Rights Management (DRM), or similar
lish data rights (DRM) and protection solutions ltechnologies, to protect Intellectual Property (IP) rights by preventing the
iat ave e aith data tags defined by the data producer. High-risk data objects distribution and/or of sensitive IP
DRM Enforcement via Data are identified and monitored with protect and response actions enabled. Data at Data Rights Management .
453 Tags and Analytics Pt1  |rest is encrypted and protected (e.g., hardware/object/disk encryption, access Functional | Intersects With (DRM) DCH-27 5
[control) in repositories.
[Extended data repositories are protected with DRM and protection solutions. DoD| [Mechanisms exist to utilize Data Rights Management (DRM), or similar
DRM Enforcement via Data [Components implement extended data tags applicable to Components versus Data Rights Management ltechnologies, to protect Intellectual Property (IP) rights by preventing the
4.5.4 Tags and Analytics P2 [Enterprise. Data is encrypted in extended repositories using additional tags. Functional Intersects With 9 (DRM) 9 DCH-27 distribution and/or of sensitive IP. 5
[DRM and protection solutions integrate with Al and ML tooling for encryption, [Mechanisms exist to utilize Data Rights Management (DRM), or similar
DRM Enforcement via Data [l1ghts management, and protection functions. Data Rights Management ltechnologies, to protect Intellectual Property (IP) rights by preventing the
455 Tags and Analytics Pt3 Functional | Intersects With ‘9 ORM) 9 DCH-27 distribution and/or of sensitive IP. 5
[DoD organizations utilize the identified enforcement points to deploy approved [Automated mechanisms exist to implement Data Loss Prevention (DLP) to
DLP tols and Integrate tagged dsta attroutes with DLP. Intaly the DLP soluton lprotect sensitive information as it is stored, transmitted and processed.
s put into a “monitor-only” mode to fmt business impact and later using
46 Data Loss Prevention (DLP) analytics s pur ent” mode. Extended data tag attributes are used to | Functional | Intersects With | Data Loss Prevention (DLP) |  NET-17 8
fecd the DL Sol tion and Tastly integrate with ML and Al
[Data loss prevention (DLP) is aligned to and strengthened by Data Privacy and [Automated mechanisms exist to implement Data Loss Prevention (DLP) to
IProtection (DPP). Then through attribution, attributes can be injected that lprotect sensitive information as it is stored, transmitted and processed.
laddress where data is coming from, its movement across ZT control boundaries,
land the invocation of protection measures (e.g., encryption, obfuscation, etc.)
IData loss prevention (DLP) solution is deployed to the in-scope enforcement
461 \mn\emerymirafsorcemem lpoints. It is recommended to start with “monitor-only” and/or “learning” mode Functional Intersects With | Data Loss Prevention (DLP) NET-17 8
imiting impact.
(Collaboration with cyber functions should occur with respect to any observed
data loss activity.
[Data loss prevention (DLP) solution is updated from monitor only mode to [Automated mechanisms exist to implement Data Loss Prevention (DLP) to
462 DLP Enforcement via Data |oreyention mode. Zero Trust tagging incorporates indicators to facilitate DLP Functional Intersects With | Data Loss Prevention (DLP) |  NET-17  |protect sensitive information as it is stored, transmitted and processed. 8
Tags and Analytics PtL  |through cooperative cyber enforcement.
[Data Loss Prevention (DLP) solution is updated to include extended data tags [Automated mechanisms exist to implement Data Loss Prevention (DLP) to
463 DLP Enforcement via Data |nased on parallel automation activities. Functional Intersects With | Data Loss Prevention (DLP) |  NET-17  |protect sensitive information as it is stored, transmitted and processed. 5
Tags and Analytics Pt2
[Data Loss Prevention (DLP) solution is integrated with automated data tagging [Automated mechanisms exist to implement Data Loss Prevention (DLP) to
464 D#’;g;?ﬂ“;?:;;‘;‘:g: Eéta ltechniques, to include any missing enforcement points and t: Functional Intersects With | Data Loss Prevention (DLP) |  NET-17  |protect sensitive information as it is stored, transmitted and processed. 5
[DoD organizations ensure appropriate access to and use of data based on the [Mechanisms exist to configure Technology Assets, Applications and/or
ldata and user/NPE/device properties. Software Defined Storage (SDS) is utilized Sensitive / Regulated Data [Services (TAAS) to restrict access to sensitive/regulated data
a7 Data Access Control i scale manage permissions to DAAS. Lastly the SDS solution(s) is integrated Functional Intersects With Access Enforcement. CFG-08 8
\with DRM tooling improving protections.
[DoD organizations ensure appropriate access to and use of data based on the [Automated mechanisms exist to utilize Software Defined Storage (SDS) to
ldata and user/NPE/device properties. Software Defined Storage (SDS) is utilized Software Defined Storage cale access management permissions to Technology Assets, Applications,
4.7 Data Access Control o scale manage permissions to DAAS. Lastly the SDS solution(s) is integrated Functional | Intersects With (SDS) o CLD-15  Iservices and/or Data (TAASD). 8
with DRM tooling improving protections.
[DoD organizations ensure appropriate access to and use of data based on the [Mechanisms exist to utilize the concept of least privilege, allowing only
ldata and user/NPE/device properties. Software Defined Storage (SDS) is utilized lauthorized access to processes necessary to accomplish assigned tasks in
a7 Data Access Control to scale manage permissions to DAAS. Lastly the SDS solution(s) is integrated Functional | Intersects With Least Privilege IAC-21  laccordance with organizational business functions. 8
\with DRM tooling improving protections.
[DoD organizations ensure appropriate access to and use of data based on the [Mechanisms exist to utilize Data Rights Management (DRM), or similar
ldata and user/NPE/device properties. Software Defined Storage (SDS) is utilized Data Rights Management technologies, to protect Intellectual Property (IP) rights by preventing the
4.7 Data Access Control  t scale manage permissions to DAAS. Lastly the SDS solution(s) is integrated Functional Intersects With < (DRM) o bcH-27 distribution and/or of sensitive IP. 5
with DRM tooling improving protections.
[Governance mechanisms ensure that component DAAS policy is sufficient for [Automated mechanisms exist to utilize Software Defined Storage (SDS) to
s [Zero Trust outcomes as established by the SDS policy, if deemed appropriate as sott fned s scale access management permissions to Technology Assets, Applications,
Integrate DAAS Access estabiihed in14.2. 3  Develop Software Defined oftware Defined Storage . Services and/or Data (TAASD).
471 DS Pty Pes e pe Functional | Intersects With prtiti cLp-1s 8
[DoD Components implement the DAAS policy in an automated fashion. [Automated mechanisms exist to utilize Software Defined Storage (SDS) to
272 Integrate DAAS Access Functional Intersects With | Software Defined Storage CLD-15 |scale access management permissions to Technology Assets, Applications, 8
W/SDS Policy Pt2 (sDs) Services and/or Data (TAASD).
[Newly implemented SDS technology and/or functionalities are integrated with the| [Automated mechanisms exist to utilize Software Defined Storage (SDS) to
IDAAS policy in a risk-based fashion. A phased approach is taken during scale access management permissions to Technology Assets, Applications,
473 Integrate DAAS Access  [implementation to measure results and adjust Functional Intersects With | Software Defined Storage CLD-15  [Services and/or Data (TAASD). 8
. WISDS Policy Pt3 laccordingly. (sDS)
[Dob Components integrate attributes associated with access control and data Mechanisms exist o contrl e location of doud p based
Integrate Solution(s) and |iocation, and establishes a means for interoperability across DLP, DRM, and Geolocation Requirements 1 business requirements that Incluces statutory, regulatory and contractual
474 Policy with Enterprise IDP |storage infrastructure solutions with Enterprise IdP. Functional | Intersects With | for Processing, Storage and | CLD-09  [opiigations. 5
Ptl Service Locations
Integrate Solution(s) and |DoD Components integrate attributes associated with access control and data [Automated mechanisms exist to utilize Software Defined Storage (SDS) to
474 Policy with Enterprise IDP_[location, and establishes a means for interoperability across DLP, DRM, and Functional Intersects With | Software Defined Storage CLD-15 |scale access management permissions to Technology Assets, Applications, 5
pt1 storage infrastructure solutions with Enterprise IdP. (5DS) [Services and/or Data (TAASD)
[Dob Components integrate attributes associated with access control and data [Mechanisms exist to utilize Data Rights Management (DRM), or similar
Integrate Solution(s) and iocation, and establishes a means for interoperability across DLP, DRM, and Data Rights Management rechnalogies, o protect Intellectual roperty () rights by preventing the
474 Policy with Enterprise IDP |storage infrastructure solutions with Enterprise IdP. Functional | Intersects With (DRM) DCH-27 distribution and/or of sensitive IP 5
Integrate Solution(s) and |DoD Components integrate attributes associated with access control and data [Automated mechanisms exist to implement Data Loss Prevention (DLP) to
474 Policy with Enterprise IDP [location, and establishes a means for interoperability across DLP, DRM, and Functional | Intersects With | Data Loss Prevention (DLP) |  NET-17  |protect sensitive information as it is stored, transmitted and processed 5
Ptl storage infrastructure solutions with Enterprise IdP.
[Newly implemented SDS technology and/or functionalities are integrated with the| [Automated mechanisms exist to utilize Software Defined Storage (SDS) to
Integrate Solution(s) and - |Enterprise Identity Provider (IdP) following the integration plan. Identity Software Defined Storage cale access management permissions to Technology Assets, Applications,
475 Policy with Enterprise IDPattributes required to meet ZT Target Level Functional | Intersects With (sDS) CLD-15  Services and/or Data (TAASD) 8
Pt2 [functionalities are required for integration.
[Depending on the need for a Software Defined Storage (SDS) tool, a new solution [Mechanisms exist to ensure policies, processes, procedures and practices
Implement SDS Tool and/or [iS implemented, or an existing solution is identified, meeting the functionality Artificial Intelligence (Al) & Irelated to the mapping, measuring and managing of Artificial Intelligence (Al)
476 integrate with DRM Tool Pt1 |equirements to be integrated with DLP, DRM, and ML solutions. Functional | Intersects With | Autonomous Technologies | AAT-01  land Autonomous Technologies (AAT)-related risks are in place, transparent 5
e land implemented effectively.
[Depending on the need for a Software Defined Storage (SDS) tool, a new solution [Automated mechanisms exist to utilize Software Defined Storage (SDS) to
Implement SDS Tool and/or |'s implemented, or an existing solution is identified, meeting the functionality Software Defined Storage scale access management permissions to Technology Assets, Applications,
476 ng,ate with DRM Tool Pt1 |[requirements to be integrated with DLP, DRM, and ML solutions. Functional Intersects With (SDS) 9 CLD-15  [services and/or Data (TAASD). 5
[Depending on the need for a Software Defined Storage (SDS) tool, a new solution [Mechanisms exist to utilize Data Rights Management (DRM), o similar
Implement SDS Tool and/or |'s implemented, or an existing solution is identified, meeting the functionality Data Rights Management technologies, to protect Intellectual Property (IP) rights by preventing the
476 ng,ate with DRM Tool Pt1 |requirements to be integrated with DLP, DRM, and ML solutions. Functional Intersects With 9 (DRM) 9 DCH-27 distribution and/or of sensitive IP. 5
[Depending on the need for a Software Defined Storage (SDS) tool, a new solution [Automated mechanisms exist to implement Data Loss Prevention (DLP) to
Implement SDS Tool and/or [iS implemented, or an existing solution Is identified, meeting the functionality lprotect sensitive information as it is stored, transmitted and processed.
476 Integrate with DRM Tool pet [euirements to be integrated with DLP, DRM, and ML solutions. Functional | Intersects With | Data Loss Prevention (DLP) |  NET-17 5
[Dob Components configure the SDS functionality and/or solution to be integrated [Automated mechanisms exist to utilize Software Defined Storage (SDS) to
Implement SDS Tool and/or [With the underlying DLP and DRM infrastructure as appropriate. Lower-level § Software Defined Storage scale access management permissions to Technology Assets, Applications,
477 msgme with DRM Tool Pt [integrations enable more effective protection and response. Functional Intersects With (SDS) o CLD-15  [services and/or Data (TAASD). 5
[Dob Components configure the SDS functionality and/or solution to be integrated [Mechanisms exist to utilize Data Rights Management (DRM), o
Implement SDS Tool and/or [With the underlying DLP and DRM infrastructure as appropriate. Lower-level Data Rights Management technologies, to protect Intellectual Property (IP) rights by prevermng the
477 Integrate with DRM Tool pi2 integrations enable more effective protection and response. Functional | Intersects With hrrYiniag DCH-27 distribution and/or of sensitive I 5
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IDoD Components configure the SDS functionality and/or solution to be integrated [Automated mechanisms exist to implement Data Loss Prevention (DLP) to
|mplement SDS Tool and/or [With the underlying DLP and DRM infrastructure as appropriate. Lower-level lprotect sensitive information as it is stored, transmitted and processed.
477 I Egrate it AW Taol bes integrations enable mor effective protection and response. Functional | Intersects With | Data Loss Prevention (DLP) | NET-17 5
5 Network and Environment NA Functional | No Relationship NA NA NA NA INo applicable SCF control
IDoD organizations reconcile data flows by gathering, mapping, and visualizing IMechanisms exist to create and maintain a map of Technology Assets,
Inetwork traffic data flows and patterns to ensure authorized access and |Applications and/or Services (TAAS) where sensitive/regulated data s stored,
51 Data Flow Mapping _|Protection for network and DAAS resources specifically tagging programmatic Functional | Intersects With |  Data Action Mapping AST-02.8 |transmitted or processed. s
(e.g., API) access
when possible.
IDoD organizations reconcile data flows by gathering, mapping, and visualizing [Mechanisms exist to maintain network architecture diagrams that:(1) Contain
Inetwork traffic data flows and patterns to ensure authorized access and Network 0 < ont sufficient detail to assess the security of the network's architecture;(2)
51 Data Flow Mapping _[Protection for network and DAAS resources specifically tagging programmatic Functional | Intersects with | Network Diagrams & Data | ycr o4 [Reflect the current architecture of the network environment; and(3) s
PPN l(e.g., API) access Flow Diagrams (DFDs) IDocument all sensitive/regulated data flows.
when possible.
[The DoD Enterprise working with the Components creates granular network [Mechanisms exist to develop, govern & update procedures to facilitate the
laccess rules and policies. Associated Concept of Operations (ConOps) are implementation of Network Security Controls (NSC).
ldeveloped in alignment with access policies as well ensure future supportability.
Define Granular Control _[Once agreed upon, DoD Components will implement these access policies into Network Security Controls 9
511 Access Rules & Policies Pt1 [existing network technologies (e.g., Next Generation Firewalls, Intrusion Functional Subset Of (NSC) NET-01 10
Prevention Systems, etc.) to improve initial risk levels and ensure future
interoperabilty.
[The DoD Enterprise working with the Components creates granular network [Mechanisms exist to treat all users and devices as potential threats and
laccess rules and policies. Associated Concept of Operations (ConOps) are revent access to data and resources until the users can be properly
ldeveloped in alignment with access policies as well ensure future supportability. lauthenticated and their access authorized
Define Granular Control _Once agreed upon, DoD Components will implement these access policies into Zero Trust Architecture y
s11 Access Rules & Policies Pt [existing network technologies (e.g., Next Generation Firewalls, Intrusion Functional | Intersects With (zTA) NET0LL 8
Prevention Systems, etc.) to improve initial risk levels and ensure future
interoperabilty.
IDob Components utilize data tagging and classification standards to deveiop associate attributes to enable
ldata filters for APl access to the SDN or alternative networking approach. APl ute Based Access Control (ABAC)
s12 Define Granuer Control  |Decision Paints are formaized within the SON or aternative netwark architecture | Functonal | Intersects With Asset Attributes AST-303 s
Access Rules & Pol nd services.
[Dob Components utilize data tagging and classification standards to develop [Mechanisms exist to bind cybersecurity and data protection attributes to
o ‘ ldata filters for APl access to the SDN or alternative networking approach. APl information as it s stored, transmitted and processed.
ne Granul ar Conlml [Decision Points are formalized within the SDN or alternative network architecture Cybersecurity & Data -
512 ety maliz etwork archi Functional | Intersects With | GYOSrSECUriy & Doi2 DCH-05 8
[PoD Components utlze data tagging and Clssificaton standards to develop [Automated mechanisms exist to evaluate access requests against
. ‘ ldata filters for APl access to the SDN or alternative networking approach lestablished criteria to dynamically and uniformly enforce access rights and
Define Granular Control _ |Decision Points are formalized within the SDN or alternative network orchitacture . lpermissions.
512 A e et Do naliz SDNor retwork archi Functional | Intersects With | Policy Decision Point (PDP) |  NET-04.7 5
[DoD organizations define API decision points and implement SDN programmable [Automated mechanisms exist to evaluate access requests against
infrastructure to separate the control and data planes and centrally manage and lestablished criteria to dynamically and uniformly enforce access rights and
Software Defined _|coNtrol the elements in the data plane. Integrations are conducted with decision lpermissions.
52 Notwerno%em)  [points and segmentation gateway to accompiish the plane separation. Analytics | Functional | Intersects With | Policy Decision Point (PDP) | - NET-04.7 8
9 lare then integrated to real time decision making for access to resources.
[The DoD Enterprise works with Components to define the necessary APIs and [Automated mechanisms exist to enable dynamic, policy-driven network
lother programmatic interfaces that enable Software Defined Networking (SDN) or| ’ e lsegmentation, access controls and traffic management with a Software
21 Define SDN API: lalternative networking approach functionalities. These APIs will enable Functional Intersects With Software Define NET-06.7 |Defined Networking (SDN) architecture.
s efine St o lauthentication decision point, application delivery control proxy and unctionat ntersects Wi Networking (SDN) 06, 8
ssegmentation gateways automation.
Following the APt standards, requirements, and SN AP funcionalies, DoD [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
will implem etworking (SDN) o alternative similar automated tool, to support near real-time analysis and incident
netwavkmg approach ofatruture to enabie sutamation taoke Segmentation lescalation
Implement SDN lgateways and authentication decision points are integrated into the SDN or Automated Tools for Real- ’
522 Programable Infrastructure [alternative networking approach infrastructure along with output logging into a Functional | Intersects With Time Analysis MON-01.2 s
standardized repository (e.g., SIEM, Log Analytics) for monitoring and alerting.
Following the APt standards, requirements, and SDN APl funcionalies, Db [Automated mechanisms exist to evaluate access requests against
will implem: d Networking (SDN) or alternative lestablished criteria to dynamically and uniformly enforce access rights and
netwavkmg approach infrastructure o enable actomatian tacke Segmentation lpermissions.
Implement SDN lgateways and authentication decision points are integrated into the SDN or y
522 Programable Infrastructure [alternative networking approach infrastructure along with output logging into a Functional | Intersects With | Policy Decision Point (PDP) | NET-04.7 8
standardized repository (e.g., SIEM, Log Analytics) for monitoring and alerting.
Following the API standards, requirements, and SON API functionalies, DoD [Automated mechanisms exist to enable dynamic, policy-driven network
will implement d Networking (SDN) or alternative lsegmentation, access controls and traffic management with a Software
o enable automatian tacke Defined Networking (SDN) architecture.
Implement SDN lgateways and authentication decision points are integrated into the SDN or Software Defined y
522 Programable Infrastructure [alternative networking approach infrastructure along with output logging into a Functional | Intersects With Networking (SDN) NET-06.7 8
standardized repository (e.g., SIEM, Log Analytics) for monitoring and alerting.
Network nfastructure and flows are seqmented either physically o ogically nto [Mechanisms exist to ensure network architecture utilizes network
separate and distinct control, lsegmentation to isolate Technology Assets, Applications and/or Services
Segment Flows into control,using IPY6/VLAN approachesis implemented o bestar orgamze traffic across datal Network Segmentation (TAAS) to protect from other network resources.
523 Management, an lplanes. Analytics and NetFlow from the updated infrastructure is automatically Functional | Intersects With | | NET-06 8
macrosegementation)
Planes fed into Operations Centers and analyties tools
[Dob Components automate network asset discovery through the SON [Mechanisms exist to automate network asset discovery through Software
infrastructure, limiting access to devices based on risk-based methodical IDefined Networking (SDN), o similar technologies, that analyzes network
lapproaches. Optimization is conducted based on the SDN analytics to improve traffic to:(1) Identify:(2) Document; and(3) Track devices.
524 "e‘w"’gsjﬁ‘ziﬁn"ve'y & |overall performance along with providing approved access to resources, Functional | Intersects with | Automated Network Asset | qr. 3, 8
[SDN infrastructure utilizes cross pillar data sources such as User Activity [Automated mechanisms exist to utilize Machine Learning (ML) to make real-
IMonitoring (UAM), Entity Activity Monitoring (EAM), Enterprise security profiles, ltime access decisions based on advanced network analytics that leverages
land more, for real-time access decisions. Machine Learning (ML) is used to assist lenterprise-wide data sources.
. +cion |decision making based on advanced network analytics (i.e., full packet capture, - .
525 Real-Time Access Decisions |0 D0 e e O e rentod acroes the Enterprien e o Functional | Intersects With |Real-Time Access Decisions|  1AC-29.1 8
laccess standards.
[DoD organizations establiish network boundaries and provide securlty against Mechanisms &xist o ensure network architecture ulizes network
Inetworked assets located within an environment by validating the device, user, Network isolate Technology Assets, Applications and/or Services
5.3 Macro Segmentation |or NPE on each attempt of accessing a remote resource prior to connection. Functional Equal (macrosegementation) NET-06  ((TAAS) to prulect from other network resources. 10
[Dob Components implement service-based architectures to restrict lateral exist to enable mic; fther physicaly
Imovement between public and private components of a solutions architecture. or virtually, to divide the network according to application and dat;
531 Datacenter Macro  |Proxy and/or enforcement checks are integrated with the SDN or alternative Functional | Intersects With | Microsegmentation NET-06.6 | Workflows communications needs, s
segmentation Inetworking approach solution(s) based on device attributes and behavior.
[Dob Components implement g macro- Mechanisms exist to ensure network architecture utilizes network
lusing logical network zones that limit lateral movemen § lsegmentation to isolate Technology Assets, Applications and/or Services
532 5/C/PIS Macro segmentation|PTOXY andjor enforcement checks are integrated with the SON or alternative cunctional | Intersects with | Network Segmentation NET-06  |(TAAS) to protect from other network resotirces. 5
Inetworking approach solution(s) based on device attributes and behavior. (macrosegementation)
[DoD organizations define and document network segmentation based on identity exist to enable mic; ther physicaly
land / or application access in their virtualized and/or cloud environments or virtually, to divide the network according to application and dat;
54 Micro Segmentation |[Automation is used to apply policy changes through programmatic (e.g., API) Functional | Intersects With | Microsegmentation NET-06.6 | Workflows communications needs. 5
lapproaches. Lastly where possible organizations will utilize host-level process
Imicro segmentation.
[Dob Components implement micro-segmentation infrastructure into SDN or exist to enable mic; fther physicaly
lalternative networking approach environment, enabling basic segmentation of or virtually, to diide the network according to application and dat;
\mplement Micro _[SETVICe components (e.g., web, app, DB), ports, and protocols. Basic automation workflows communications needs.
541 is accepted for policy changes, including API decision making. Virtual hosting Functional | Intersects With |  Microsegmentation NET-06.6 5
segmentation
implement micro- at the host/ ~level.
Do Components utilize Software Defined Networking (SDN) or alternative exist to enable mi either physically
Inetworking approach solution(s) to establish infrastructure meeting the ZT lor virtually, to divide the network according to application and data
Application & Device Micro [Target Level functionalities - .., logical network zones; Role, Attribute, and workflows communications needs.
542 (Condition-Based Access Control for Users and Devices, Privileged Access Functional | Intersects With | Microsegmentation NET-06.6 8
segmentation
IManagement (PAM) services for network resources, and policy-based control on
|API access.
[DoD Components utilize Software Defined Networking (SDN) or alternative [Automated mechanisms exist to enable dynamic, policy-driven network
Inetworking approach solution(s) to establish infrastructure meeting the ZT lsegmentation, access controls and traffic management with a Software
[Target Levelfunctionaites - i logical network zones; Rol, Atrbute, and IDefined Networking (SDN) architecture.
5.4.2 Application & Device Micro |0 iivion ‘Baced Access Control for Users and Devices, Privileged Functional | Intersects With Software Defined NET-06.7 8
segmentation Networking (SDN)
Management (pAM) services for network resources, and polic.based control on
|API access.
Do Components utilize existing micro-segmentation and SDN automation exist to enable mici fther physicaly
infrastructure enabling process micro-segmentation. Host- level processes are or virtually, to diide the network according to application and dat;
543 Process Micro segmentation|segmented based on security policies and access is granted using real-time Functional | Intersects With | Microsegmentation NET-06.6  |workflows communications needs. 8
laccess decision making.
[Based on the data flow mappings and monitoring standards provided by DoD [Mechanisms exist to protect sensitive/regulated data wherever It is
Enterprise, policies are enabled by DoD Components to mandate protection of lprocessed and/or stored.
ldata in transit. Common use cases, such as Coalition Information Sharing,
5.4.4 Protect Data In Transit  [sharing across system boundaries and protection across architectural Functional | Intersects with | Sensitive/ Regulated Data |y, g B
lcomponents, are included in protection policies.
‘Automation and N N
6 o an NIA Functional | No Relationship NA NA NA NA INo applicable SCF control
[DoD organizations initially collect and document all rule based policies to [Automated mechanisms exist to evaluate access requests against
lorchestrate across the security stack for effective automation; DAAS access lestablished criteria to dynamically and uniformly enforce access rights and
lprocedures and policies will be defined, implemented, and updated. lpermissions.
(Organizations mature this capability by establishing PDPs and PEPs (including the|
6.1 Pole ?et‘s‘onhpo‘”f (PDP) |Next Generation Firewall) to make DAAS resource determinations and enable, Functional Intersects With | Policy Decision Point (PDP) | NET-04.7 8
Policy Orchestration  |monitor, and terminate connections between a user/device and DAAS resources
laccording to predefined policy.
[The DoD Enterprise works with Components to catalog and inventory existing Mechanisms exist to estabiish, maintain and disseminate policies, standards
Policy Inventory & lcybersecurity policies and standards. Policies are updated and created in cross- Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
611 Development pillar activities as needed to meet critical ZT Target Level functionality. Functional | Intersects With | Compliance & Resiience | GOV-02 8
ocumentation
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[DoD Components develop access profile rules for mission/task and non- [Mechanisms exist to develop access profile rules for sensitive/regulated
DAAS access using the data from the User, Data, Network & [Technology Assets, Applications, Services and/or Data (TAASD) access based
Environment, and Device pillars. The DoD Enterprise works with the Components| lon User, Data, Network, Environment & Device attributes.
to develop an Enterprise security profile rules using the existing Component
612 Organization Access Profile [security profiles to create a common access approach to DAAS. A phased Functional | Intersects With | Access Profile Rules 1AC-29.2 8
lapproach can be used by Components to limit isk to mission/task critical DAAS
laccess once the security profile(s) are created.
[Enterprise security profile rules covers the User, Data, Network & Environment, [Automated mechanisms exist to utilize Machine Learning (ML) to make real-
Enterprise Security Profile [and Device pillars initially. Existing Component security profile rules are ltime access decisions based on advanced network analytics that leverages
613 Pt1 lintegrated for non-mission/task DAAS access following an iterative approach to Functional Intersects With | Real-Time Access Decisions | IAC-29.1 lenterprise-wide data sources. 8
ftuning access
[Enterprise security profile rules covers the User, Data, Network & Environment, [Mechanisms exist to develop access profile rules for sensitive/regulated
Enterprise Security Profile [and Device pillars initially. Existing Component security profile rules are [Technology Assets, Applications, Services and/or Data (TAASD) access based
613 Pt1 lintegrated for non-mission/task DAAS access following an iterative approach to Functional Intersects With Access Profile Rules IAC-29.2 |on User, Data, Network, Environment & Device attributes. 8
ftuning access
[The minimum number of Enterprise security profile(s) exist that grant access to [Mechanisms exist to develop access profile rules for sensitive/regulated
lthe widest range of DAAS within the DoD Compontents. [Technology Assets, Applications, Services and/or Data (TAASD) access based
614 Enterprise Security Profile |Mission/task Component profiles are integrated with the Enterprise security Functional | Intersects With | Access Profile Rules. |AC.20.2 [on User, Data, Network, Environment & Device attributes. 5
P2 lprofile(s) and exceptions are managed in a risk-based methodical approach.
oD erganizations employ automation methods, such os RPA, 1o address [Mechanisms exist to implement Robotic Process Automation (RPA) to
repetitive, predictable tasks for critical functions such as data enrichment, Robotic Process Automation improve efficiency, accuracy and speed for high-volume, repetitive and rules-
6.2 Critical Process Automation Isecurity controls, and incident response workflows according to system security Functional Intersects With (RPA) AAT-32  |based business processes. 8
lengineering principles.
IDoD Companents identity and enumerate oll task activites tha can be executed [Mechanisms exist to identify and enumerate business process task activities
lboth manually and in an automated fashion. Tast are organized into Business Process Task lthat can be executed both manually and in an automated fashion.
621 Task Automation Analysis.|automated and manual categories. Manual activities are analyzed for retirement,|  Functional | Intersects With Enumeration AAT-32.1 8
[The DoD Enterprise establishes baseline integration and interoperability within [Mechanisms exist to implement Robotic Process Automation (RPA) to
lthe Security Orchestration, Automation, and Response (SOAR) solution required improve efficiency, accuracy and speed for high-volume, repetitive and rules-
to enable ZTA Target Level functionality, where actionable and relevant lbased business processes.
iinformation resides. DoD Components identify instrument, integration, and
Enterprise Integration & _[interoperability points and prioritization per the Enterprise baseline. The Robotic Process Automation
622 Workflow Provisioning Pt1 |necessary integrations in User, Device, Application & Workload, Network & Functional | Intersects With (RPA) AAT-32 5
nvironment, and Device pillars to automate IR functions are completed.
IDoD Companents inegrate Femaining sevices (o meet baselne requirements [Mechanisms exist to treat all users and devices as potential threats and
Enterprise Integration & [and ZT Advanced Level Service Zero Trust Architecture lprevent access to data and resources u users can be properly
6.2.3 kanzw p,ows?umng pt2 |integrated and automated into workflows, where required, meeting ZTTavge[ Functional Intersects With (ZTA) NET-01.1 au(henn:ated and their access authorized. 5
lLevel functionalities.
[DoD organizations employ ML to execute (and enhance execution of) critical [Mechanisms exist to implement Robotic Process Automation (RPA) to
63 Machine Learning Ifunctions such as incident response, anomaly detection, user baselining, and Functional Intersects With |ROPOtic P“’C:sZA“l“m"“" AAT-32  |improve efficiency, accuracy and speed for high-volume, repetitive and rules-| 8
data tagging. (RPA) lbased business processes.
[DoD Components utilize existing Data Tagging and Classification standards and [Mechanisms exist to implement Robotic Process Automation (RPA) to
requirements to integrate Machine Learning (ML) solution(s)/capability as improve efficiency, accuracy and speed for high-volume, repetitive and rules-
Ineeded. ML solution(s) is implemented by Components, and existing tagged and . . lbased business processes.
63.1 e Bt e 9nd & \classified data repositories are used to establish baselines. ML solution(s) applies|  Functional | Intersects with |R°Ptc P’“f;;iﬁ“‘”“‘ on| AAT-32 5
ldata tags in a supervised approach to continually improve analysis.
[DoD organizations employ Al to execute (and enhance execution of) critical N [Mechanisms exist to ensure policies, processes, procedures and practices
[functions - particularly risk and access determinations and environmental Artificial Intelligence (Al) & related to the mapping, measuring and managing of Artificial Intelligence (Al)
6.4 Artificial Intelligence  |analysis. Functional Subset Of | Autonomous Technologies | AAT-O1  |and Autonomous Technologies (AAT)-related risks are in place, transparent 10
Governance land implemented effectively.
[DoD organizations employ Al to execute (and enhance execution of) critical [Mechanisms exist to implement Robotic Process Automation (RPA) to
6.4 Artificial Intelligence  |functions - particularly risk and access determinations and environmental Functional Intersects With |ROPOtic Pf“:;:)““l“m"“‘ AAT-32  |improve efficiency, accuracy and speed for high-volume, repetitive and rules-| 8
lanalysis. « lbased business processes.
[DoD Components identify areas of improvement based on existing Machine N [Mechanisms exist to ensure policies, processes, procedures and practices
Implement Al automation |Learming (ML) techniques for Artfcia Inteligence (). Al solutions are identified, Artificial Intelligence (Al) & related to the mapping, measuring and managing of Artifiial Intelligence (Al)
6.4.1 tools lprocured, and implemented using the identified areas as requirements. Functional Subset Of Autonomous Technologies AAT-01  land Autonomous Technologies (AAT)-related risks are in place, transparent 10
Governance land implemented effectively,
[DoD Companents, utiizing existing Machine Leaming (WL functions, mplement [Mechanisms exist to ensure policies, processes, procedures and practices
land use Al technology, such as neural networks, to drive automation and related to the mapping, measuring and managing of Artificial Intelligence (A1)
Al Driven by Analytics _[orchestration decisions. Decision making is moved to Al as much as possible, Artificial Intelligence (A1) & land Autonomous Technologies (AAT)-related risks are in place, transparent
6.4.2 docides ASO modifications [re€ing up human staff for other efforts. Utilizing historical patterns, Al will make |  Functional Subset Of | Autonomous Technologies | ~ AAT-01 and implemented effectively. 10
lanticipatory changes in the environment to better reduce risk. Governance
[DoD Components, utilizing existing Machine Learning (ML) functions, implement [Mechanisms exist to implement Robotic Process Automation (RPA) to
land use Al technology, such as neural networks, to drive automation an improve efficiency, accuracy and speed for high-volume, repetitive and rules-
X lorchestration decisions. Decision making is moved to Al as much as possible, lbased business processes.
6.4.2 gorn Driven by Analytics - lireeing up human staff for other efforts. Utilizing historical patterns, Al will make | Functional | Intersects with [RoPotic P’“f;;z)’*““”“a"“" AAT-32 8
lanticipatory changes in the environment to better reduce risk.
[DoD organizations achieve initial operational capability of security technologies [Mechanisms exist to utilize Security Orchestration, Automation and Response|
to orchestrate and automate policies (e.g., PEPs and PDPs) and rulesets to (SOAR) tools to define, prioritize and automate the response to security
Security Orchestration,  improve security operations, threat and vulnerability management, and security Security Orchestration, incidents.
65 Automation & Response  [incident response by ingesting alert data, triggering playbooks for automated Functional Equal Automation, and Response | OPS-06 10
AR) Iresponse and remediation, (SOAR)
[Dob Components identify and enumerate all response activities that ai [Mechanisms exist to identify and enumerate business process task activities
65.1 Response Automation  |eyacuted both manually and in an automated fashion. Response amvmes are Functional Subset Of Business Process Task AAT-32.1  [that can be executed both manually and in an automated fashion. 10
nalysis lorganized into automated and manual categories. Enumeration
[DoD Enterprise, working with Components, develops a standard set of [Mechanisms exist to utilize Security Orchestration, Automation and Response|
Irequirements for Security Orchestration, Automation, and Response (SOAR) (SOAR) tools to define, prioritize and automate the response to security
tooling to enable ZT Target Level functionallity. DoD Components use approved Security Orchestration, incidents.
652 Implement SOAR Tools  |requirements to procure and implement a SOAR solutions. linfrastructure Functional | Intersects With | Automation, and Response |~ OPS-06 8
integrations for future SOAR functionality is complete (SOAR)
[Dob Components review all existing playbooks to identify for future automation. [Mechanisms exist to provide guidelines and recommendations for the secure
Existing manual and automated processes missing piaybooks have playbooks use o Technology assets, Apelications andjor Services (TARS) o assist i the
leveloped. Playbooks are prioritized for automation to be integrated with the (configuration, installation and use of the product and/or service.
653 Implement Playbooks  |Automated Workflows" activities covering critical processes. Manual processes | Functional | Intersects With | Secure Practices Guidelines|  OPS-05 8
without playbooks are authorized using a risk-based methodical approach.
[DoD establishes and enforces enterprise-wide programmatic interface (e.g., APl ) [Mechanisms exist to ensure support for secure interoperability between
6.6 API Standardization standards; all non-compliant APIs are identified and replaced. Functional Intersects With A‘f‘ger'ace (AP Serurity CLD-04 with Application Interfaces (APIs). 8
[Automation and Orchestration tooling and solutions are analyzed for compliance [Mechanisms exist to facilitate the identification and implementation of
6.6.1 Tool Compliance Analysis [and capabilities based on the DoD Enterprise APl machine- readable patterns and|  Functional Subset Of g;‘(*;‘;maf“g"ﬂ\;ﬁ?a’%fé CPL-01  |relevant statutory, regulatory and contractual controls. 10
lprotocols.
[Automation and Orchestration tooling and solutions are analyzed for compliance [Mechanisms exist to regularly review processes and documented procedures
land capabilities based on the DoD Enterprise API machine- readable patterns and| Security, Compliance & lto ensure conformity with the organization's security, compliance andjor
6.6.1 Tool Compliance Analysis |protocols. Functional Intersects With | oo Ciiience Assessments CPL-03 Iresilience policies, standards and other applicable requirements. 8
[The DoD Enterprise works with components to establish an APl standard (or [Mechanisms exist to develop, document and maintain secure baseline
Standardized API Calls & [equivalent automated interchange mechanism), which at least outlines the Secure Baseline echnology Assets, Applications andor Services (TAAS)
6.6.2 Schemas Pt1 lapproved patterns and protocols. DoD Components identify existing APIs and Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards. 8
lupdate to the standar
[The DoD Enterprise works with components to establish an API standard (or [Mechanisms exist to ensure support for secure interoperability between
Standardized API Calls & [equivalent automated interchange mechanism), which at least outlines the Application with Application Interfaces (APIs).
6.6.2 lapproved patterns and protocols. DoD Components identify existing APIs and Functional Intersects With ‘f,?e,me (API) Security CLD-04 8
lupdate to the standard,
[Dob Components will ensure that all ZT applications/services (i.e., PEP, PDP, PIP) [Mechanisms exist to develop, document and maintain secure baseline
Standardized API Calls & [adopt the API standard. Information Systems required to follow ZT Target or Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
6.6.3 Schemas Pt2 lAdvanced Levels prioritize integration with the API standard to simplify Functional | Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards. 8
[Dob Components will ensure that all ZT applications/services (i.e., PEP, PDP, PIP) [Mechanisms exist to ensure support for secure interoperability between
Standardized API Calls & [adopt the API standard. Information Systems required to follow ZT Target or A with Application Interfaces (APIs).
663 Schemas Pt2 |Advanced Levels prioritize integration with the API standard to simplify Functional | Intersects with | APRICaNen TS Security cLp-04 8
lautomation.
in the event a computer network defense service provider (CNDSP) does not [Mechanisms exist to establish and maintain a Security Operations Center
lexist, DoD organizations define and stand up security operations centers (SOC) (50C) that facilitates a 24x7 response capability.
to deploy, operate, and maintain security monitoring, protections and response
Security Operations Center [for DAAS; SOCs provide security management visibility for status (upward
6.7 (S0C) & Incident Response |Visibility) and tactical implementation (downward visibility). Workflows within the |  Functional Subsetof | Security OTSE{;C‘;WS Center | ps.04 10
(IR) ISOC are automated using automation tooling and enrichment occurs between
service providers and technologies.
oD Enterprise works with Comporents o esfablsh cybersecuriy incident [Mechanisms exist to maintain and make available a current and viable
response guidance using industry best practices, such as NIST and a Incident Response Plan (IRP) to all stakeholders.
opproved threat data Sources at specified in “Cyber Threat Inteligence Program
Pt 1. DoD Components enable workflows for security events using internal
67.1 Workflow Enrichment Pt1 |context, past threat events, and other threat intelligence. Approved external Functional | Intersects With [incident Response Plan (IRP)|  IR0-04 5
lsources of enrichment are identified for future integration. These workflows are
lused to determine incident response procedures.
[DoD Enterprise works with Components to establish cybersecurity inci [Mechanisms exist to identify and document Standardized Operating
response guidance using industry best practices, such as NIST and a list of [Procedures (SOP), or similar documentation, to enable the proper execution
lapproved threat data sources as specified in "Cyber Threat Intelligence Program lof day-to-day / assigned tasks.
Pt 1. DoD Components enable workflows for security events using internal Standardized Operat
67.1 Workflow Enrichment Pt1 |context, past threat events, and other threat intelligence. Approved external Functional | Intersects with | Stendardized Operating | gps 1 1 5
lsources of enrichment are identified for future integration. These workflows are rocedures
lused to determine incident response procedures.
[Dob Components identify and establish extended workflows for additional [Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
incident response types in alignment with the activity "Threat Alerting Pt 2" Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
Initial enrichment data sources are used for existing workflows. Additional land(6) Recovery.
6.7.2 Workflow Enrichment Pt2 fﬁ:;zﬁig;fﬁ'}‘“gﬁf (e.9.. UAM, UEBA, profiles, and baselines) are identified for Functional Subset Of Incident Handling 1RO-02 10
[Dob Components identify and establish extended workilows for additional [Mechanisms exist to identify Classes of incidents and actions to take to
incident response types in alignment with the activity "Threat Alerting Pt 2" dont Classi . lensure the continuation of organizational missions and business functions.
Initial enrichment data sources are used for existing workflows. Additional Incident Classification
672 Workflow Enrichment Pt2 Functional | Intersects With 1RO-02.4 8
orkdflow Enrichmen lenrichment sources (e.g., UAM, UEBA, profiles, and baselines) are identified for unctional ntersects Wi Prioritization
future integrations.
[Dob Components use enrichment data sources on basic and extended threat [Mechanisms exist to maintain situational awareness of vuinerabilities and
response workflows. levolving threats by leveraging the knowledge of attacker tactics, techniques
673 Workflow Enrichment Pt3 Functional | Intersects With | Threat Intelligence Feeds |  THR-03  [and procedures to facilitate the implementation of preventative and 8
rols.
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[DoD Components focus on automating Security O IMechanisms exist to identify and enumerate business process task activities
Response (SOAR) functions and piaybooks, Manusl processes within securty [that can be executed both manually and in an automated fashion.
674 Automated Workflow _|oPerations are identified and fully automated as possible. Remaining manual Functional | Intersects with |  Business Process Task AAT-32.1 s
: Iprocesses are decommissioned when possible or marked for exception using a Enumeration :
risk-based approach
[Dob Components focus on automating Security O ,and [Mechanisms exist to utilize Security Orchestration, Automation and Response|
Response (SOAR) functions and playbooks. Manual processes within security Security Orchestration, (SOAR) tools to define, prioritize and automate the response to security
674 Automated Workflow ~ [0Perations are identified and fully automated as possible. Remaining manual Functional | Intersects With | Automation, and Response | OPS-06  [Incidents. 8
Iprocesses are decommissioned when possible or marked for exception using a (SOAR)
risk-based approac
7 Visibility and Analytics N/A Functional | No Relationship N/A N/A N/A N/A INo applicable SCF control
[DoD organizations collect and process all logs including network, data, [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
Log All Traffic (Network, [ZPPIcStion: device, and user logs and make those logs available to the Centratized Colection of similar automated tool, to support the centralized collection of security-
og All Traffic (Network, — (appropriate Computer Network Defense Service Provider (CNDSP) o security entralized Collection of N related event logs.
71 Functional | Intersects With MON-02 8
Data, Apps, Users)  |operations center (SOC). Logs and events follow a standardized format and Security Event Logs
rules/analytics are developed as needed
[DoD organizations collect and process all logs including network, data, [Automated mechanisms exist to compile audit records into an organization-
Log All Traffic (Network, [ZPPIcStion: device, and user logs and make those logs available to the Sy stemawide /T \wide audit trail that is time-correlated.
og All Traffic (Network, — (appropriate Computer Network Defense Service Provider (CNDSP) o security ystem-Wide / Time- "
71 Functional | Intersects With MON-02.7 8
Data, Apps, Users)  |operations center (SOC). Logs and events follow a standardized format and Correlated Audit Trail
rules/analytics are developed as needed
[DoD organizations collect and process all logs including network, data, [Mechanisms exist to configure Technology Assets, Applications and/or
lapplication, device, and user logs and make those logs available to the Services (TAAS) to produce event logs that contain sufficient information to,
lappropriate Computer Network Defense Service Provider (CNDSP) or security lat a minimum:(1) Establish what type of event occurred;(2) When (date and
loperations center (SOC). Logs and events follow a standardized format and ltime) the event occurred;(3) Where the event occurred;(4) The source of the
Log All Traffic (Network, |rules/analytics are developed as neede vent;(5) The outcome (success or failure) of the event; and(6) The identity
71 Data, Apps, Users) Functional | Intersects With |  Content of Event Logs MON-03  |of any userfsubject associated with the event. 8
[DoD Components conduct analysis to determine current and future scaling needs| [Mechanisms exist to facilitate the implementation of capacity management
[for monitoring, detection, and response. This requires a prioritization plan lcontrols to ensure optimal system performance to meet expected and
laligned with Component business/mission considerations and associated risk lanticipated future capacity requirements.
lalignment. Scaling is analyzed following common industry best practice and
laligns with ZT Pillar requirements. The team works with existing Business Capacity & Performance
711 Scale Considerations  |Continuity Planning (BCP) and Disaster Recovery Planning (DRP) groups to Functional Subset Of Management CAP-01 10
(determine distributed environment needs in emergencies and Component
lgrowth.
[DoD Components conduct analysis to determine current and future scaling needs| Mechanisms exist o conduct capacity planning so that necessary capacity
[for monitoring, detection, and response. This requires a prioritization rocessing, support
laligned with Component business/mission considerations and associated risk Will exit during cantingency operations,
lalignment. Scaling is analyzed following common industry best practice and
laligns with ZT Pillar requirements. The team works with existing Business
711 Scale Considerations  |Continuity Planning (BCP) and Disaster Recovery Planning (DRP) groups to Functional | Intersects With Capacity Planning CAP-03 8
ldetermine distributed environment needs in emergencies and Component
lgrowth.
[DoD Components conduct analysis to determine current and future scaling needs| [Mechanisms exist to automatically scale the resources available for
[for monitoring, detection, and response. This requires a prioritization plan [Technology Assets, Applications and/or Services (TAAS), as demand
laligned with Component business/mission considerations and associated risk lconditions change.
lalignment. Scaling is analyzed following common industry best practice and
laligns with ZT Pillar requirements. The team works with existing Business
711 Scale Considerations  |Continuity Planning (BCP) and Disaster Recovery Planning (DRP) groups to Functional | Intersects With Elastic Expansion CAP-05 8
ldetermine distributed environment needs in emergencies and Component
lgrowth.
[DoD Components identify and prioritize log and flow sources (e.g., firewalls, [Mechanisms exist to assess the organization's needs for monitoring and
[Endpoint Detection & Response, Active Directory, switches, routers, etc.) and lprioritize the monitoring of Technology Assets, Applications and/or Services
ldevelop a plan for collection of high-priority logs first, then low-priority. An open (TAAS), based on TAAS criticality and the sensitivity of the data it stores,
lindustry-standard log format is agreed upon at the DoD Enterprise level with the Analyze and Prioritize y ltransmits and processes.
712 Log Parsing IComponents, and implemented in future procurement requirements. Existing Functional | Intersects WIth |y nitoring Requirements | MON-01:16 s
solutions and technologies are migrated to this format on a continual basis.
[Enterprise develops common user and device activities. Components identify and| [Automated mechanisms exist to centrally collect, review and analyze audit
lprioritize activities based on risk. Events/flows deemed the most simplistic and records from multiple sources.
713 Log Analysis risky have analytics created using different data sources, such as logs. Trends Functional | Intersects With | Central Review & Analysis | MON-02.2 8
land patterns are developed over longer periods of time.
[Enterprise develops common user and device activities. Components identify and| [Mechanisms exist to employ trend analyses to determine if security control
lprioritize activities based on risk. Events/flows deemed the most simplistic and implementations, the frequency of continuous monitoring activities, and/or
713 Log Analysis risky have analytics created using different data sources, such as logs. Trends Functional | Intersects With | Trend Analysis Reporting | MON-06.2 [th€ types of activities used in the continuous monitoring process need to be 8
land patterns are developed over longer periods of time. Imodified based on empirical data.
[Computer Network Defense Service Provider (CNDSP) or security operations [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
Icenters (SOC) monitor, detect, and analyze data logged into a security similar automated tool, to support near real-time analysis and incident
iinformation and event management (SIEM) tool. User and device baselines are lescalation.
Security Information and _|created using security controls and integrated with the SIEM. Alerting within the Automated Tools for Real- y
72 vent Management (SIEM) [SIEM is matured over the phases to support more advanced data points (€.g., Functional | Intersects With Time Analysis MON-01.2 8
(Cyber Threat Intel, Baselines, etc.)
[Dob Components utilize existing Security Information and Event Managemen( [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
(SIEM) solution to develop rules and alerts for common threat events (e. A Tools . similar automated tool, to support near real-time analysis and incident
721 Threat Alerting ptl | Malware, phishing, etc.) Alerts and/or rule triggers are fed into the parallel “Asset Functional | Intersects witn | Automated Tools for Real- | o o) 5 [escalation
reat Alerting ID & Alert Correlation” activity to begin automation of responses. unctiona ntersects Wi Time Analysis oN-0 ®
[Dob Components expand threat alerting in the Security Information and Event [Automated mechanisms exist to correlate both technical and non-technical
IManagement (SIEM) solution to include Cyber Threat Intelligence (CTI) data Correlate Monitoring information from across the enterprise by a Security Incident Event Manager
722 Threat Alerting Pt2 feeds. Deviation and anomaly rules are developed in the SIEM to detect Functional Subset Of Information MON-02.1 " |(SIEM) or similar automated tool, to enhance organization-wide situational 10
ladvanced threats. lawareness.
[Threat alerting is expanded to include advanced data sources, such as Extended [Automated mechanisms exist to centrally collect, review and analyze audit
IDetection & Response (XDR), User & Entity Behavior Analytics (UEBA), and User records from multiple sources.
723 Threat Alerting Pt3 /Activity Monitoring (UAM). These advanced data sources are used to develop Functional Intersects With | Central Review & Analysis | MON-02.2 8
improved anomalous and pattern activity detections.
[Threat alerting is expanded to include advanced data sources, such as Extended [Automated mechanisms exist to integrate the analysis of audit records with
IDetection & Response (XDR), User & Entity Behavior Analytics (UEBA), and User Integration of Scanning & lanalysis of vulnerability scanners, network performance, system monitoring
723 Threat Alerting 3 |Activity Monitoring (UAM). These advanced data sources are used to develop Functional | Intersects With Dther Monitoring MON-02.3 [and other sources to further enhance the abilty to identify inappropriate or s
improved anomalous and pattern activity detections. Information lunusual activity.
[Allassets in SIEM are identified and correlated to alerts in order to provide [Automated mechanisms exist to integrate the analysis of audit records with
Isecurity teams with accurate and detailed information. This information Integration of Scanning & lanalysis of vulnerability scanners, network performance, system monitoring
724 Asset ID & Alert Correlation |contributes to the incident response speed. Asset ID's also allow better visibility |~ Functional | Intersects With Other Monitoring MON-02.3 and other sources to further enhance the abilty to identify inappropriate o 8
while preforming vulnerability assessments. Information lunusual activity.
[Allassets in SIEM are identified and correlated to alerts in order to provide [Mechanisms exist to automate network asset discovery through Software
Isecurity teams with accurate and detailed information. This information IDefined Netwarking (SDN), or similar technologies, that analyzes network
lcontributes to the incident response speed. Asset ID's also allow better visibility Automated Network Asset traffic to:(1) Identify;(2) Document; and(3) Track devices.
724 Asset ID & Alert Correlation (while preforming vulnerability assessments. Functional | Intersects With AST-32 5
[DoD Components develop a subject/attribute baseline approach based on typical [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Ipattern and behavior in activity "Establish User Baseline Behavior". This lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
725 User/Device Baselines [3PProach will serve as a benchmark for security when identifying and responding|  ynctional | Intersects With |  Anomalous Behavior MON-16  |pehavior that could indicate account compromise or other malicious 8
lto abnormal or malicious activity. activities.
[DoD Components develop a subject/attribute baseline approach based on typical [Automated mechanisms exist to establish behavioral baselines that capture
Ipattern and behavior in activity "Establish User Baseline Behavior". This information about user and entity behavior to enable dynamic threat
725 User/Device Baselines [3PProach will serve as a benchmark for security when identifying and responding|  ynctional | Intersects With | Behavioral Basel THR11  |discovery. 8
lto abnormal or malicious activity.
[Computer Network Defense Service Provider (CNDSP) or security operations [Mechanisms exist to establish and maintain a Security Operations Center
Common Security and Risk |centers (SOC) employ data tools across their enterprises for multiple data types Security Operations Center (50C) that facilitates a 24x7 response capability.
73 Analytics to unify data collection and examine events, activities, and behaviors. Functional Subset Of Y ORS00 Ops-04 10
[The DOD Enterprise provides minimum requirements for analytics tool [Mechanisms exist to facilitate the implementation of enterprise-wide
lcapabil analyze data across all ZT pillars. Components procure and Imonitoring controls.
731 Implement Analytics Tools implement an analytics tool in order to provide actionable insights and Functional Subset Of Continuous Monitoring MON-01 10
intelligence.
[Utilizing the analytics tools implemented, subject behavior patterns are analyzed [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Establish User Baseline |t identify patterns and deviations from normality. Techniques in analytics lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
732 involve machine learning and UEBA. Functional | Intersects With | Anomalous Behavior MON-16 that could indicate account compromise or other malicious 8
[Utilizing the analytics tools implemented, subject behavior patterns are analyzed [Automated mechanisms exist to establish behavioral baselines that capture
732 Establish User Baseline ¢, \denufy patterns and deviations from normality. Techniques in analytics Functional Intersects With Behavioral Baselining THR-11  |information about user and entity behavior to enable dynamic threat 8
Behavior linvolve machine learning and UEBA. discovery.
[DoD organizations initially employ analytics to profile and baseline activity of [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) andjor
lusers and entities and to correlate user activities and behaviors and detect lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
lanomalies. Computer Network Defense Service Provider (CNDSP) or security lbehavior that could indicate account compromise or other malicious
User and Entity Behavior [operations centers (SOC) mature this capability through the employment of . . 3 lactivities.
74 nalytics ladvanced analytics to profile and baseline activity of users and entities and to Functional | Intersects With |  Anomalous Behavior MON-16 8
(correlate user activities and behaviors, and detect anomalies.
[DoD organizations initially employ analytics to profile and baseline activity of [Automated mechanisms exist to establish behavioral baselines that capture
lusers and entities and to correlate user activities and behaviors and detect information about user and entity behavior to enable dynamic threat
lanomalies. Computer Network Defense Service Provider (CNDSP) or security discovery.
User and Entity Behavior _[operations centers (SOC) mature this capability through the employment of g
74 Analytics ladvanced analytics to profile and baseline activity of users and entities and to Functional | Intersects With |  Behavioral Baselining THR-11 8
(correlate user activities and behaviors, and detect anomalies.
the baselines developed in the "User/Device Baselines" activity, threat [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) andjor
promes are created to assess the level of risk for individual subjects associated lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
741 Baseline & Profiling pt1 |[© the overall Component security. Profiles should be integrated into the Functional | Intersects With | Anomalous Behavior MON-16  |pehavior that could indicate account compromise or other malicious 8
"Orginization Access Profile" activity for decision making

Secure Controls Framework (SCF)

110f12



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

DoD ZT Execution Roadmap

SCF Control

Secure Controls Framework (SCF)
Control Description

Version 2026.1
03/27/2026

IDoD Components expand baselines and profiles to include unmanaged and non- IMechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
standard device types, including Internet of Things (IoT) and Operational lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
[Technology (OT), through data output monitoring. These devices are again lbehavior that could indicate account compromise or other malicious
lprofiled based on standardized attributes and use cases. Analytics are updated tol activities.
lconsider the new baselines and profiles, accordingly enabling further detections
742 Baseline & Profiling P2 |30d response. Specific risky users and devices are automatically prioritized for Functional | Intersects With |  Anomalous Behavior MON-16 5
increased monitoring based on risk. Detection and response are integrated with
cross pillar functionalities.
[Dob Components expand baselines and profiles to include unmanaged and non- [Automated mechanisms exist to establish behavioral baselines that capture
standard device types, including Internet of Things (IoT) and Operational information about user and entity behavior to enable dynamic threat
[Technology (OT), through data output monitoring. These devices are again discovery.
lprofiled based on standardized attributes and use cases. Analytics are updated tol
lconsider the new baselines and profiles, accordingly enabling further detections
742 Baseline & Profiling P2 |30d response. Specific risky users and devices are automatically prioritized for Functional | Intersects With |  Behavioral Baselining THR-11 5
increased monitoring based on risk. Detection and response are integrated with
cross pillar functionalities.
[User & Entity Behavior Analytics (UEBA) within DoD Components expands [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Imonitoring to advanced analytics such as Machine Learning (ML). These results lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
7.4.3 UEBA Baseline Support Pt 1 lare in turn reviewed and provided back into ML algorithms to improve detection |~ Functional | Intersects With | Anomalous Behavior MON-16  |behavior that could indicate account compromise or other malicious 5
land response. activities.
[User & Entity Behavior Analytics (UEBA) within DoD Components completes it [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
lexpansion by using traditional and Machine Learning (ML) based results to be lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
lprovided to Artificial Intelligence (Al) algorithms. Al based detections are lbehavior that could indicate account compromise or other malicious
744 UEBA Baseline Support Pt 2 supervised, but ultimately, using advanced techniques such as neural networks, | Functional | Intersects With | Anomalous Behavior MON-16 activiies. 5
IUEBA operators are not part of the learning process
[Computer Network Defense Service Provider (CNDSP) or security operations [Mechanisms exist to establish and maintain a Security Operations Center
Threat Intelligence _|centers (SOC) integrate threat intelligence information and streams about Security Operations Center (50C) that facilitates a 24x7 response capabiliy.
75 meg,a“gn lidentities, motivations, characteristics, and tactics, techniques and procedures Functional Subset Of v Tsoc) 0PS-04 10
(TTPs) with data collected in the SIEM.
[Computer Network Defense Service Provider (CNDSP) or security operations [Mechanisms exist to utilize external threat intelligence feeds to generate and
Threat Intelligence _|centers (SOC) integrate threat intelligence information and streams about Threat Intelligence disseminate organization-specific security alerts, advisories and/or directives.
75 megm“gﬂ lidentities, motivations, characteristics, and tactics, techniques and procedures Functional Intersects With mngg THR-03.1 8
(TTPs) with data collected in the SIEM
[The DoD Enterprise works with Components to develop a Cyber Threat [Mechanisms exist to utilize external threat intelligence feeds to generate and
Iintelligence (CTI) program policy, standard, and process. Components utilize this disseminate organization-specific security alerts, advisories and/or directives.
develop CTi teams with key
751 Cyber Threat stakeholders. CTI teams gather intelligence from common data feeds across ZT |  Functional | Intersects With Threat Intelligence THR-03.1 8
Program Pl Reporting
Pillars and aggregate all intelligence to a centralized repository (e.. SIEM).
[DoD Components expand their Cyber Threat Intelligence (CTI) teams to include [Mechanisms exist to utilize external threat intelligence feeds to generate and
new Existing and , private and disseminate organization-specific security alerts, advisories and/or directives.
lcontrolled threat is analyzed, and actions and controls
752 Cyber Threat intell lare enforced across ZT Pillars. CTI Program adapts strategy over time with Functional | Intersects With Threat Intelligence THR-03.1 8
9 lexpansion of threat intelligence developed in solutions and program maturity. 9
[DoD Organization ML & Al solutions dynamically and automatically update [Mechanisms exist to implement Robofic Process Automation (RPA) to
security profiles and device configuration through continuous security posture Robotic Process Automation improve efficiency, accuracy and speed for high-volume, repetitive and rules-
76 Dynamic Polic , risk and confidence scoring, and automated patch management. Functional | Intersects With (RPA) AAT-32 lhased business processes. 8
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