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Secure Controls Framework (SCF)
Control Description

|Automated mechanisms exist to enable continuous re-authentication through the

10 Continuous Authentication [[0€ 3011 validate networ Functional Equal Continuous Authentication | 1AC133  [WISTEIed MEChanioms et 10
[Automated mechanisms exist to enforce MUlt-Factor Authentication (MFA) for:(1)
’ cation - more di Remote network access(2) i party Techmalogy Assts, Appications andior
[ iy tocondoct autherication uingtwo o e diferet actor o achieue [services (TAAS) (3) Non-console access to critical TAAS that store, transmit
11 Comuous pasiactor Eomtning oy ave (0. crystagraphc s ficaion dee, ok oromatning|  Funcons | trsects Wy | MUUHFICSTAMRENRn | pggp  fnlor process Sersiereguated data s
you are (e.g., biometric), something you do. Continuous means just-in-time
Cthenticaten (ust in time usually refers to autharization)
[Mechanisms exist to utilize User & Entity Benavior Analytics (UEBA] andjor User
lObserving activities of users, information systems, and processes and measuring [Activity Monitoring (UAM) solutions to detect and respond to anomalous behavior
12 sehaviora Blometrics |the actitesagainst organizatonalpolces and re baselnes of nomal actvy, | Functionl Intersects With Anomalous Behavior MON-16  [fhat could indicate account compromise or other malicious actvities, 5
resholds, and trends.
[Observing activities of users, information systems, and processes and measuring [Automated mechanisms exist to establish behavioral baselines that capture
12 Behavioral Biometrics the activities against organizational policies and rule, baselines of normal activity, Functional Intersects With Behavioral Baselining THR-11  [information about user and entity behavior to enable dynamic threat discovery. 5
thresholds, and trends.
Condina uttarzaton [The ability to grant authorization to a resource contingent upon the continued [Automated mechanisms exist to enforce Usage Canditions for Users and/or roles,
20 o e raii®" - [trustworthiness of the supplicant, This trustworthiness can affect by the device Functional Intersects With Usage Conditions 1AC15.8 2
g Inygiene, user and entity behavior, and other factors.
[No appiicable SCF contrl
|An access control method where subject requests to perform operations on objects
Attribute-Based Access  [are granted or denied based on assigned attributes of the subject, assigned
21 Control (ABAC) ariButes of the object, environmen condiions, and a set o palicies that are Eancions] Holfsistionst P b iz (7 u
specified in terms of those attributes and conditions.
[Automated mechanisms exist to validate the security posture of the endpoint
ldevices (e.0., rsions, patch levels, etc.) prior to allowing devices to
22 Device Hygiene  [The ability to determine the compliance status of managed and unmanaged assets.|  Functional Intersects With | Endpoint Security Validation | NET-L&.7  [connect to organizational Technology Assets, Applications andlor Services (TAAS) 5
e ity o ocat and ety devices comnacted o an emuronment detect ther echartsrs it o facltate an I Asset Mariagerent (TAM) prograr to
Continuous, automated, rately know the totaliy of assets that need to b implement and manage asset management contro
221 ontinuous, automated:  Imonitored and protec ted within he enterprise. and to obtain nformation about Functional Intersects With Asset Governance AST-01 5
ol s m. [CIS] Also support identifying unauthorized and unmanaged assets t
remove or remediate.
[The ability to locate and identify devices connected to an environment, detect their| [Mechanisms exist to enable Dynamic Host Configuration Protocol (DHCP) server
cont tomateq, |emovaljadition, to accurately know the totality of assets that need t Dynamic Host Configuration logging to improve asset inventories and assist in detecting unknown system:
221 Contiuous automated, |gkred and protecied witin he enterprise, and to abain nformation about Functinal | Intersects With | Pratocol (HCP) Server | | | AST02:6 s
v Y fhem. [CIS] Also support dentiying unauthorized and unmanaged ssets to
[The abilty to locate and identify devices connected to an environment, detect their iechanisms exis o implement and manage a Conflguration Management
[Database (CMDE), or similar technology, to monitor and govern technology asset-
Iremoval/adition, to accurately know the totality of assets that need to b .
221 Continuous, automated, | vt the enterprise. an i nformation about Functonal | Itersects witn | COnguration Management | . g specicnformation s
s ™Y |them. [CIS] Also support identifying unauthorized and unmanaged assets to
remove or remediate.
[Automated mechanisms exist to Govern and report on baseline configurations of
Status Scans & Dynamic [The ability to poll devices for status, state, and configuration via remote . Automated Central ’ [Technology Assets. Applications andor Services (TAAS) through Continuous
222 instrumentation | management function or installation of agents/code on the device bymanagement. | "untiona! Intersects With | yynagement & Verification | CFO-02-2  [Diagnostics and Mitigation (COM), or similar technologies. 5
echarisms exist o perform aferthe fack reviews of onfiguration change logs o
222 status Scans & Dynamic The abilty o poldevices or status tate and coniguration via emote Functional Intersects With Automated Access CHG-00.1  |discover any unauthorized change o 9e los: s
Instrumentation ‘anagement function or installation of agents/code on the device bymanagement Enforcement / Auditing
[Automated mechanlsms exIst to Govern and report on baseline configurations of
Dynamic Device Service  [The ability to remotely install new configurations and services on a device in order ncti nter Automated Central [Technology Assets. Applications andor Services (TAAS) through Continuous
223 o bring the device into conformity or compliance with existing policy. Functional Intersects With | yynagement & Verification | CFO-02-2  [Diagnostics and Mitigation (COM), or similar technologies. 5
Just in Time Authorization allows a timed expiration of group membership. In [Mechanisms exist to restrict and contral privileged access ights for users and
lractice, this allows administrative rights to be given at the time of need for as Prvileged Account [Technology Assets, Applications and/or Services (TAAS)
23 Justin Time Authorization[ong as &n acion or duty needs them, As resu, access 1o aaminsratve Functional | imersects win | Prvleged Account et s
Irivileges becomes limited and abuse must be timed for when those privileges are o
Jgiven.
eaea orivieaed pcess ot ©(PAM) refers to a class of soations hat hel N Mechanisms exist to restrict and control privileged access ights for sers and
rivileged Access rivileged Access Managemen refers to a class of solutions that help secure, ncti " rivileged Account . Kachrology Aasets. Aopiications andror Sarites CARS)
24 gement lcontrol, manage and manitor privileged access to critical assets. Functional Equal Management (PAM) e » o : ©
Network Security Controls Fechansms oxt o develop gouern & update procedures o focliate the
30 ZT enabling Infrastructure [Infrastructure capabilities that enable ZT Functional Intersects With S NET-01 A L s 5
Wi 0t tGeatall s doess a. potential threats and prevent
30 ZT enabling Infrastructure [infrastructure capabilities that enable ZT' Functional Intersects With  [zero Trust Architecture (ZTA)|  NET-01.1  [access to data and resources until the users can be properly authenticated and 5
jtheir access authorize
Fechartams eXat o foctate b peretatlon of sty recognied secuy.
Secure Engineering lcompliance and resiience practices in the specification, desian,
30 ZT enabling Infrastructure [Infrastructure capabilities that enable ZT Functional Intersects With pek SEAOL [ o mod oo ation of Techaciagy hescrs, Apieations anrer Sarvices| 5
(TARS).
Mechanisms exist to develop an enterprise architecture, aligned with Industry-
i recognized leading practices, with consideration for secrity, compliance an
30 ZT enabling Infrastructure [Infrastructure capabilities that enable ZT Functional Intersects with | AlInmentwith Enterprise | ge55 | CCiiance principles that addresses risk to organizational opérations. assets. 5
individuals and other organizations.
et et o lement sty ancions 2 o oyered ructre g
nsein- interactions between layers of the and avoiding any dependence by lows
30 2T enabling Infrastructure |infrastructure capabillties that enable ZT Functional ntersects witn | Defensern-Depth (0ID) EOREIN sl At A A 5
[Similar in concept to physical network segmentation, macro-segmentation can be Network Segmentation e e e s e e
ro-segmentation [STHIar I con rk segmentation, macro-s n inction: rk Segmenta < isolate Technology Assets, Applications and/or Services (TAAS) to protect from other
31 Macro-segmentation  |Jchieved through the application of additional hardware or VLANS. Functional Equal (macrosegementation) T 06 e ork resoureas. e 4 (Tars to 10
[Automated mechanlsms exist to enable microsegmentation, either physically or
IMicro-segmentation is the practice of dividing (isolating) the network into small Jvirtually, to divide the network according to application and data workflows
logical segments by enabling granular access control, whereby users, applications, [communications needs.
orkloads and devices are segmented based on logical, not physical, attributes.
o-seqmentati [This also provides an advantage over traditional perimeter security, as the smailer ncti . ntation g
32 Micro-segmentation  |oegments present a reduced attack surface (for malicious actors). In a ZT Functional Equal Microsegmentatior NET-06.6 10
|Architecture, security settings can be applied to different types of traffc, creating
polcies that Imit network and application lows between workioads to tose that
Jare explicitly permitted.
Mechanisms exist to define business processes with consideration for security,
lcompllance and resiience tha determines:(1) The resuting sk o organizational
loperations, assets, individua ther organizations; and(2) In
[The ability to define the objectives, compute requirements, and communication . 05 |orotaction needs araing fom the ofed uhess pocessés and-ravisen the
321 Workload Definition |z th\ays required for a specific application workload. Functional Intersects With | Business Process Definition | PRM-06  |prcosses as necessary, until an achievable set of protection needs is obtained. 2
[The ability to segment out an application workioad so s to only allow the required [No applicable SCF control
lconnections be made between processes, network traffic, and api calls. A a subset
222 Workload Isolation ot micro-segmentation the capabiliy is limiting east west traffic preventing lateral | FUnctiona! NoRelationship L7 i el °
) [The ability to control access to resources based on dentity and a need-to-know [No appiicable SCF contral
33 Software-defined perimeter |r1CuEin i cevicestate an dentiy are verifed before access to appication | Functional |  No Relatonship A NA A 3
infrastructure is granted.
[No appiicable SCF contral
Securing Application & [T abiity to secure and manage the application layer as well as compute
a0 e Apnlicn lcontainers and virtual machines. The ability to identify and control the technology |  Functional No Relationship NA /A NA o
stack to faciltate more granular and accurate access decisions.
APTand Process Mo The abilty o allow or block communcatin of APl cals and process o process — P— [No appiicable SCF contral
a1 e s Functional No Relationship NA /A NA o
Mechanisms exist to track the origin, development, ownership, location and
Securing Software Supply [T 3blity to prevent or arrest software supply chain attacks, which occur "wher [changes to Technology Assets, Applications, Services andor Data (TAASD)
a2 Softwa cyber theat actor mfiirates  software vendors network and employs malicious ~ | Functional Intersects With Provenance AST-03.2 5
chde to Compromise the software before the vendor sends i t ther customers
; WMechanisms exist to provision and protect the confidentially. inegrity 3
Securing Software Supply. |ThE abity to prevent or arrest software supply chain attacks, which occur "when a ey of Eotict Super Koy et ot oot oo b Lot e oot of rust-
a2 lcyber threat actor infiltrates a software vendor's network and employs malicious Functional Intersects With | Roots of Trust Protection | AST-18  [pais for intearity verification 5
Chain grity
lcade to compromise the software before the vendor sends it to their customers.
Mechanisms exist to develop a plan for SUpply Chain RISk Management (SCAM)
. ated wi lopment, acquisition, maintenance and disposal of
ccuring Software Supply [T 2Dty o prevent or arrest software supply chain attacks, which occur “when a . ain Ris Jassociated with the devel
42 Securing Software SUPPIY - |cyper threat actor infitrates a software vendor's network and employs malicious Functional Intersects With |, SUPPY Chaln Rl | Rokog  [Technalogy Assets, Applications and/or services (TAAS), incuding documenting 5
lcode to compromise the software before the vendor sends it to their customers, 9 Jselected mitigating actions and monitoring performance against those plans.
I - o [P " Mechanisms exist to generate, or obtain, a Software BIl of Materials (SBOM) for
Securing Software supply [T 201Y o prevent o arest software supply chain attacks, which occur hen Software Bill of Materials [Technology Assets, Applications and/or Services (TAAS) that lists software packages
a2 9 Software SUPRIY - |cyber threat actor infilrates a software vendor's network and employs malicious Functional Intersects With oho TOA04.2  [in use, including versions and applicable licenses 5
Coae to compromise the software before the vendor sends It to their customers.
Mechanisms exist to tlize a Software Assurance Maturity Model (SAMM) to govern
Securing Software supply [The 20ty to prevent o arrest software supply chain attacks, which occur swhen » Software Assurance Maturity la secure development lifecycle for the development of Technology Assets,
a2 Softwa leyber threat actor infiltrates a software vendor's network and employs malicious. Functional Intersects With ey TOA063  [applications andor Services (TARS). 5
Code to compromise the software before the vendor sends R to thei customers.
INo appiicable SCF contral
IA process capability that improves the lead time and frequency of delivery
» loutcomes through enhanced engineering practices; prom more cohesive o —
s ESE=eEs ollaboration between Development, Security, and Operations teams as they work | Functional Bolfsistionst P Al b /A ©
[towards continuous integration and delive
[The ability to reach agreement and publish, locally, the applicatoin programming [No applicable SCF contral
422 API Standardization  (interface for a commonly used service. Enforecement ofcompliance in the use of Functional No Relationship NA A NA o
lcommonly agreed API's.
|an application proxy or application proxy server receives requests intended for R
43 Application Proxies |angther server and acts as the proxy of the client to obtain the requested service, | Functional NoRelationship L7 i (23 °
[No appiicable SCF contral
In Risk-adaptive Application Acces, access priuleges are granted based on 3
ation of a user's identi need, and the level of security risk that
sk adaptive Applcation [cXot beteon ihe Syotom DeIng acéesser and 3 usar RAGAC wil e ecurlty
a4 ‘Access metic,such as the sirengthof the authentiation method,the level o assuran Functional NoRelationship (7 i L3 °
session connection betweer m an a user, and the physical location
e S
50 Securing Data Frocesces and echnicalcotrls o Gery.cas, Securely andle,retan, ana Functional tersects it Data Protection o1 [Mechanisms exit to faciitate the implementation of Gata protection contrors. 5
rocesses and echnical contils o Gently, clssly, securely Randle, rtain.and Sensitive / Regulated Data » Mechanisms exist to protect sensitive/reguiated data wherever It s processed
50 Securing Data e o Functional Intersects With e/ Regulat DCHO12  [echanoms 5
g A chaniams oS o SXPICY defie authorzators fo spectc naiduas andlor
i i efining Access roles for logical and for physical access to sensitive/regulated d
5.0 Securing Data e 2o vechnical controls to identify, classify, securely hande, retain, and Functional Intersects With | Authorizations for Sensitive /| DCH-01.4 9 ph 9 5
P Regulated Data
o ool contror to laentiy. el F—— Mechanisms exist to ensure data and assets are categorized In accordance with
5.0 Securing Data ispose of data. o controts to ldentity. classify. securely handle, retain. an Functional Intersects With | Data & Asset Classification DCH-02  [applicable statutory, regulatory and contractual requirements. 5
IA procedure used in cryptography to convert plaintext into ciphertext to prevent Use of Cryptographic e o B i art o Protections
intext into ci ¢ i -01  |controls using known public standards and trusted cryptographic technologies.
1 Encryption lanyone but the intended recipient from reading that data Functional Subset OF trols CRr-01 9 s yproorep o 10
[ie abilty to protect dat f communictions are ntercepted whi dato moves [Cryptographic mechanisms exit to protect the confidentiaiity of data being
on 1n Ietween sites or services, This protection is achieved by encrypting the data before] gy [ransmitted
511 Iy ton In Transit o e O e g e cnciomtes oot Socylig D e o et Functional Equal Transmission Confidentiality | CRY-03 10
. reof T
o1z Encypton At Rest | Lo Bt o Ot ot fam st compromiee or ot exfvaton by Functional cawal Encrypting Data At Rest CRv.0s _[CTYPtographic mechanisms exist to prevent unauthorized disclosure of data at rest. o
e abityto adapt polcy and onfigurations, and nforce hat charge, n near al [No appicable SCF control
52 Dynamic Policy bas f user and netw Functional No Relationship NA /A NA o
benavior
" e [DRM s 8 setof access contrl technologes and polices that roactively detect and ) . Mechanisms exist to utiize Data Rights Management (DRM), or similar technologies,|
53 Data Rights Maragement lorotect access to data and proprietary hardware and prevent unauthorized Functional Equal pata R g"(‘ém{“‘“ ent DCH-27 |to protect Intellectual Property (IP) rights by preventing the unauthorized 10
odifcation o redistrinution of protectad data. listribution and/or modification of sensitive IP
[Automated mechanisms exist to implement Data Loss Prevention (DLP) to protect
54 Data Loss Prevention (DLP) [T abiiy to detect and prevent the unauthorized use and transmission of Functional Intersects With | Data Loss Prevention (DLP) | NET-17  [sensitive information as it is stored, transmitted and processed. B
[The abiy o provide a colamn-Tevel secury eature that uses masking poicies o [No appiicable SCF contral
55 Dynamic Data Masking |18 2 o B @ C e Seauay o Functional No Relationship NA /A NA o
P PR U rassfy, 1abel, and revort oo the sensitive dat Fechaniams exst 0 ensure data and ssses re Categorized o accordance win
56 ata Discovery [Tne ability to discover, classify. label, and report upon the sensitive data in your Functional Subset Of Data & Asset Classification | DCH-02  [applicable statutory, regulatory and contractual requirements. 10
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Secure Controls Framework (SCF)
Control Description

|Automated mechanisms exist to mark physical media and digital files to indicate
[the distribution limitations, handling requirements and applicable security markings

Relationship.

[The ability to associate a data object with characterizing metadata for a defined
561 Data Tagging urmne.” 5 9 Functional Intersects With Automated Marking DCH04.1 |if any) of the information to aid Data Loss Prevention (DLP) technologies. s
[T 2By o systematicaly opply sattca and for ogial tehiaues o descioe [N applicable SCF cantral
60 Analytics e e o) Functional No Relationship, NA /A NA o
—[The abilty to represent information grapnicaly, mghhgntmg patterns and trends i - " INo applicable SCF contral
61 Data Visualizatio [data and helping the reader to achieve quick insig Functional No Relationship NA NA NA 0
Wiechanfsms exist o utlize a Securlty Incident Event Manager (SIEM). or similar
Securty Information ang TN a0ty to centally callect event and incident alets across disparate sources, Automated Tools for Real- Joutomated tool, to support near real-time analysis and Incident escalation
62 B inagement (i [anayze them, and provid reparts,sational awareness,and otiications. It s Functional Equal rated Tools for MON-0L.2 10
9 Vrelluer\(\y used in support of incidence response, compliance, and repor I
[N applicable SCF cantral
[The ability to enable enhanced insight, decision making, and process automation.
@3 Bl i) Iby consuming high- volume, high-\ velcdly andfor high-variety information assets. R (o GRS WA R WA ®
[N appiicable SCF contral
[The ability to collect status, state, and configuration of a service or device via the
54 Sensors & Telemetry |, cq of active or passive prabes or other analytic activities on the device. [Funcional No Relztionship A NA /A o
WMiechanfsms exist to faciitate the Tmplementation of enterprise-wide monforing
[The ability to determine if the complete set of planned, required, and deployed lcontrols.
65 Continuous Monitoring [security controls within an information system or inherited by the system continue | Functional Subset Of Continuous Monitoring voN-01 10
to be effective over time i light of the inevitable changes that occur.
[Te sty o apply machinelearing algrims composed of many echoogies [N appiicable SCF contral
|(such as deep learning, neural ne rks and natural language processing),
@o CEEeleTnlls) |unsupervised and supervised Iearmng that operate guided by lessons from Encicre) REEEIE GA A NA @
|existing information.
[The ability to conduct "Monitoring for anomalous or suspicious behavior ...with ge‘m?m;ms ot “Zuﬂ)‘e u‘sfv & E[nt;y[ﬁe:wav:w Ana\y:;:ts (UEBA) Iend/gr#ser
signatures, statistical analysis, analytics or machine learning on user activity ’ ctivity Monitoring (UAM) solutions to detect and respond to anomalous behavior
67 Entity and Activity Auditing |30 e o o s s aehormiact oy oo Functional Intersects With Anomalous Behavior MON-16  [fat could indicate account compromise o other malicious actites. 5
ctvity.
[A set of processes that ensures that ZT assets are formally managed throughout [No appiicable SCF contral
the enterprise. A ZT governance model establishes authority and management and
o Zlcor=nancey |decision making parameters related to ZT policies produced or managed by the Enctenal CDEEEEED R Gz A @
lenterprise.
ration [T 01y o oordinate and avomate disparte Zero Trust servies, systems.and - " INo applicable SCF cantral
80 2T Orchestratior e e Functional No Relationship. NA A NA o
T abity s erests and apoy spplation] tethnn\ngy o monitor and control the ING applicable SCF contral
81 Automation B R e IOy Functional No Relationship, NA A NA o
[The capability of computer processes to perform functions that are normally INo applicable SCF cantral
811 Arifica neligence fssocited win human intligence such a reasoing earning.and sl Functional No Relationship. NA /A NA o
impro
" on [The Ry el or flly automate human actvities [No appiicable SCF contral
812 Robotic Process Automation |11 3011 10 uee S0l iare 00 M epati Functional No Relationship NA WA NA 0
INo applicable SCF cantrol
I component with the ity o stablis andlr shut down the commuricaton
. lpath between a subject and  resource (via commands to relevant Policy’
Gaa Gl R St Enfwcemenl Points). The ab\ll(y to direct Policy Enforcement Points to grant or funcierel (R EED A R A ®
leny access to resources based on policies created by the policy engine.
= 2T Polcy Engine |17 201y 072 comporent esponiibe orthe limate Geclion t0 Grant access 0 | yctonat T - A o o [No appiicable SCF contral
resource for a given subject.
e sbilty o cooriinae and nforce ply resd by o 27 oy ngine By [No aplicable SCF control
83 2T Policy Administration [translating it to settings and configurations at designated policy enforcementpoints|  Functional No Relationship, NA A NA )
(Peps).
[No applicable SCF control
[The ability to create a virtualized layer over physical infrastructure, and centrally
’ R e o
84 Software-Defined Enterprise (121208 L I 20 U0 oted e g g Do e e o ouark Functional No Relationship. NA /A NA o
functions, system functions, security functions, and workflows.
[The 3Bty 0 coordinate services and operations.for a specinc domain, across [N appiicable SCF cantral
841 Domain Orchestration [T 8 Y 0 o oo e oyste Functional No Relationship NA NA NA 0
[The ability direct or command e\emer\ls and associated systems to perform specific| [No applicable SCF control
842 Domain Control _[The abllty direct or come Functional No Relationship, NA A NA o
Ry I Eper e Nt T8 pleeancl erial o] [N appiicable SCF cantral
843 Software Defined Networking|o e 2 Y 0 SR he data plane. Functional No Relationship NA NA NA 0
[The abiliy to virtualizethe ent tion of local networks into a wid [No applicable SCF conrol
T— e ability to virtualizethe _enterprise connection of local networks into a wide-area
845 St enned Wi aes hework of central routi agement, control & configuration Functional No Relationship, NA A NA o
ofvirtualized, distributed network and security services.
Network Function [No appiicable SCF contral
[The ability to decouple network functions (VNF) and security functions (VSF) from
&ad Vitualization | Virtual  Inarduware appliances anddeliver those functions as software in virtual machines. () (ORI (A (2 (A 0
ecurity Function
fechanisms exist to faciltate data Governance fo oversee the organization's
|A set of processes that ensures that data assets are formally managed throughout cion, s and procadunes oo hat senaltvalregeteted dota s efoctuely
the enterprise. A data governance model establishes authority and management i n 110 [managed and maintaingd in accordance with applicabie satutory, regulatory and
85 Data Governance land decision making parameters related to the data produced or managed by Functional Equal Data Governance GOV-10 | tractual obligations. ©
theenterprise.
Fechanims et 1o falliate the mplemertation ofsateglc operaiona and
Frovides a comprenensive, flexbe,repeatable, and measurable process that any tactical risk management con
Risk Management |0192nIzaton can use to manage information security and privacy i
86 Managem organ sations and systams and e to s St of LT Sandord and guideines to | Functional SubsetOf | Risk Management Program | RSK-01 10

lsupport implementation of risk management programs tomeet the requirements of
1SMA).

[the Federal Information Security Modernization Act (Fi
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