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4e(i)

N/A

lsecure software development environments, including such actions as:

Functional

Intersects With

Development & Test
e

CFG-02.4

IMechanisms exist to manage baseline
for and test
separately from operational

lbaseline configurations to minimize the risk of

4e(i)

NIA

[secure software development environments, including such actions as:

Functional

Subset Of

Secure Development
Environments.

TDA-07

anges
IMechanisms exist to maintain a segmented
|development network to ensure a secure
|development environment.

ae(i)

N/A

[secure software development environments, including such actions as:

Functional

Intersects With

Separation of

Mechanisms existto manage separate
in

Testing and Operatonal
Environments

TDA-08

sting and operational
viroaments to reduce thenoks of
unauthorized sccess o changes to the
loverati

ae(i)

N/A

[secure software development environments, including such actions as:

Functional

Intersects With

Secure Migration Practices

TDA-08.1

nal

Mechanisms exis to ensire secure igration

lpractices purge Technology Assets,

[Rppiications andlor Services (TAAS) of

ltest/development/staging data and accounts
fore it is miorated into a oroduction

e(i(A)

N/A

lusing administratively separate build environments;

Functional

Subset OF

Secure Development
Environments,

TDA-07

[Mechanisms exist to maintain a segmented
|development network to ensure a secure
|development environment

Example T+ Use mult-factor isk based autherfication and

|conditional access for each

Exampie 2: Use netwiork segmentation s nd access controls to

[separate the environments from each other and from production
other

4e(i(A)

N/A

[Using administratively separate build environments;

Functional

Intersects With

Mechanisms oxstto manage separate
tes

Separation
Testing and Operational
Environments.

TDA-08

9 and operational
emvirments to réduce the.

anauthorized access or changes to the
loperational and to ensure n

i
[Example 1: Use multi-factor, risk-based authentication and
|conditional access for each environment
etwork segmentation and access controls to
lseparate the environments from each other and from production
and to separate from each other

4e(i)(B)

N/A

[auditing trust relationships;

Functional

Subset Of

Continuous Monitoring

MON-01

exist to facilitate the
implementation of enterprise-wide monitoring
lcontrols.

4e(i)(B)

N/A

[auditing trust relationships;

Functional

Intersects With

Content of Event Logs

MON-03

Mechanisms exist to configure Technology
|Assets, Applications andjor Services (TAAS) to
lproduce event logs that contain sufficient
information to, at a minimum:(1) Establish
hat tvoe of event occurred:(2) When (dats

4e(i)(B)

N/A

[uditing trust relationships;

Functional

Intersects With

Audit Trails

MON-03.2

[Mechanisms exist to fink system access to
individual users or service accounts.

4e(i)(B)

N/A

[auditing trust refationships;

Functional

Intersects With

Inbound & Outbound
Communications Traffic

MON-01.3

[Mechanisms exist to continuously monitor
inbound and outbound communications traffic
ffor unusual or unauthorized activities or
|conditions.

4e(i)(B)

N/A

[auditing trust relationships;

Functional

Intersects With

System-Wide / Time-
Correlated Audit Trail

MON-02.7

[Automated mechanisms exist to compile audit
records into an organization-wide audit trail
fthat is time-correlated.

4e(i)(B)

N/A

[uditing trust relationships;

Functional

Intersects With

System Generated Alerts

MON-01.4

Mechanisms exist to generate, monitor,
orrelate and respond to alerts from physical,

lcybersecurity, data protection and supply

lchain activities to achieve integrate
ituational o

4e(i)(B)

N/A

[auditing trust relationships;

Functional

Intersects With

System-Wide / Tim
Correlated Audt Tl

MON-02.7

[Automated mechanisms exist to compile audit
records into an organization-wide audit trail
fthat is time-correlated.

4e(i(c)

N/A

[establishing multi-factor, risk-based authentication and conditional access across the enterprise;

Functional

Equal

Multi-Factor Authentication
(MFA)

IAC-06

[Automated mechanisms exist to enforce Multr]

[Factor Authentication (MFA) for:(1) Remote
Inetwork access;(2) Third-party Technology

Asse!s, Applications andjor Services (TAAS)
ind, ritical T/

4e(i)(D)

N/A

[documenting and minimizing dependencies on enterprise products that are part of the
lenvironments used to develop, build, and edit software;

Functional

Subset Of

Technology Development &
Acquisition

TDA-01

to
R e AT
implementation of tailored development and
lacquisition strategies, contract tools and
lprocurement methods to meet unique

4e(i)(D)

N/A

[documenting and minimizing dependencies on enterprise products that are part of the
lenvironments used to develop, build, and edit software;

Functional

Intersects With

Product Management

TDA-01.1

business need:

[Mechanisms exist to design and implement

lproduct management processes to proactively

lgovern the design, development and

production of Technology Assets, Appiications
1 Services (TAAS) a

4e(i)(D)

N/A

[documenting and minimizing dependencies on enterprise products that are part of the
[environments used to develop, build, and edit software;

Functional

Intersects With

Minimum Vigble Product
(MVP) Security
Requirements

TDA-02

e st e degn deveiop and.
lproduce Technology Assets, Applications
land/or Services (TAAS) in such a way that risk-|
lbased technical and functional specifications
lensure Minimum Viable Product (MVP) criteria

4e(i)(D)

N/A

[documenting and minimizing dependencies on enterprise products that are part of the
lenvironments used to develop, build, and edit software;

Functional

Intersects With

Ports, Protocols & Services

TDA-02.1

[Mechanisms exist to require the developers o
[Technology Assets, Appliications and/or
[services (TAAS) to identify early in the Secure
Development Life Cycle (SDLC), the functions,
ryices intended for u:

4e(i)(D)

N/A

[documenting and minimizing dependencies on enterprise products that are part of the
lenvironments used to develop, build, and edit software;

Functional

Intersects With

Functional Properties

TDA-04.1

[Mechanisms exist to require software
[developers to e information describing
fthe functional properties of the security.
jcompliance and resilience contrls to be
lutilized within Te

4e(i)(D)

N/A

[documenting and minimizing dependencies on enterprise products that are part of the
lenvironments used to develop, build, and edit software;

Functional

Intersects With

Developer Architecture &
Design

TDA-05

Hocranams st to equre the developers of

[Technology Assets, Applications an

[services (TAAS) to produce a desig:

specification and securly architecture that:(1
et and subortie ot

4e(i)(D)

N/A

documenting and minimizing dependencles oh enterprise products hat are part of the
lenvironments used to develop, build, and edit softw

Functional

Intersects With

Secure Settings By Default

TDA-09.6

achains exstto mplemant s

lconfiguration settings by default o reduce the

likelihood of Technology Assets, Applications

jandjor Services (TAAS) being deployed with
ettings that

4e(i)(D)

N/A

[documenting and minimizing dependencies on enterprise products that are part of the
lenvironments used to develop, build, and edit software;

Functional

Intersects With

Criticality Analysis During
velopment

TDA-06.1

echamoms oxo L requra the developer oF
fthe Technology Asset, Application andjor
[service (TAAS) to perform a criticality analysis
lat organization-defined decision points in the

4e(i)(D)

N/A

[documenting and minimizing dependencies on enterprise products that are part of the
lenvironments used to develop, build, and edit software;

Functional

Intersects With

Threat Modeling

TDA-06.2

re D DLC).
[Mechanisms exist to perform threat modelling
land other secure design techniques, to ensure
[that threats to software and solutions are
identified and accounted for.

4e(i)(D)

N/A

[documenting and minimizing dependencies on enterprise products that are part of the
lenvironments used to develop, build, and edit software;

Functional

Intersects With

Software Assurance
Maturity Model (SAMM)

TDA-06.3

Mechanisms exist to utilize a Software
Jassurance Maturity Model (SAMM) o govern a
lsecure development lifecycle for
|development of Technology it

o sorvc

4e(i)(E)

N/A

[employing encryption for data; and

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

xist to facilitate
Implamentation of cryptographic protections
jcontrols using known public standards and
ftrusted cryptographic technologies

2e(i)(E)

N/A

[employing encryption for data; and

Functional

Intersects With

Minimum Viable Product
(MVP) Security
Requirements

TDA-02

[Mechanisms exist to design, develop and
lproduce Technology Assets, Applications
land/or Services (TAAS) in such a way that risk-
lbased technical and functional specifications
lensure Minimum Viable Product (MVP) criteria

2e(i)(E)

N/A

[employing encryption for data; and

Functional

Intersects With

Pre-Established Secure
onfigurations,

TDA-02.4

IMechanisms exist to ensure vendors /
imanufacturers:(1) Deliver the Technology
|Asset, Application and/or Service (TAAS) with
la pre-established, secure configuration

and() Use th

4e(i)E)

N/A

[employing encryption for data; and

Functional

Intersects With

Secure Software
Development Practices
(55DP)

TDA-06

IMechanisms exist to develop applications
lbased on Secure Software Development
fractices (SSDP).

4e(i)(F)

N/A

[monitoring operations and alerts and responding to attempted and actual cyber incidents;

Functional

Subset Of

Security, Compliance &
Resilience Program (SCRP)

GOV-01

Mechanisms exist to facilitate the
implementation of security, compliance and
resilience governance controls.

4e(i)(F)

N/A

[monitoring operations and alerts and responding to attempted and actual cyber Incidents,

Functional

Intersects With

Operationalizing Security,
Compliance & Resilience
Capabilities

GOV-15

Mechanisms exist to compel data and/or
process owners to operationalize security,
lcompliance and resilience practices for each
[Fechnology Asset, Application andlr Service
(TAAS) under their

4e(i)(F)

N/A

[monitoring operations and alerts and responding to attempted and actual cyber incidents;

Functional

Subset Of

Continuous Monitoring

MON-01

chanisms exist to facilitate the
implementation of enterprise-wide monitoring

ae(i)(F)

N/A

[monitoring operations and alerts and responding to attempted and actual cyber incidents;

Functional

Subset Of

Incident Response
Operations

1RO-01

Mechanisms exist o implement and govern
processes and documentation to facilitate an
organization-wide response capability for
cybersecurity and data protection-related
incidents

4e(ii)

N/A

[generating and, when requested by a purchaser, providing artifacts that
lto the processes set forth in subsection (e)(i) of this section;

Functional

Subset O

Ability To Demonstrate
Conformity

CPLOL3

[Mechanisms exist to ensure the organization
s able to demonstrate security, compliance
land/or resilience capability conformity with
lapplicable cybersecurity and data protection
laws, requlations and/or contractual

aeliii)

N/A

[employing automated tools, or comparable processes, to maintain trusted source code supply
[chains, thereby ensuring the integrity of the code;

Functional

Intersects With

Product Management

TDA-01.1

[Mechanisms exist to design and implement

product management processes to proactively

lgovern the design, development and

lproduction of Technology Assets, Applications
n (1A the System

4eliii)

N/A

[employing automated tools, or comparable processes, to maintain trusted source code supply
[chains, thereby ensuring the integrity of the code:

Functional

Intersects With

Development Methods,
Techniques & Processes

TDA-02.3

[Mechanisms exist to require software
[developers to ensure that their software
|development processes employ industry-
Irecognized secure practices for secure
naineering methods. qualit

4eliii)

N/A

[employTg automated foos, or comparable processes, To maintain Uusted Source €ode suppy
[chains, thereby ensuring the integrity of the cod

Functional

Intersects With

Software Bill of Materials
(sBOM)

TDA-04.2

[Mechanisms exist to generate, or obtain, a
[Software Bill of Materials (SBOM) for
[Technology Assets, Applications and/or
[Services (TAAS) that lists software packages
I s oo aa versions and acolicac)

4eliii)

N/A

[employing automated tools, or comparable processes tomaintain trusted source code supply
[chains, thereby ensuring the integrity of the

Functional

Intersects With

Software Assurance
Maturity Model (SAMM)

TDA-06.3

[Mechanisms exist to utilize a Soft
lAssurance Maturity Model S o, Governa
[secure development lifecycle for the
|development of Technology Assets,

aeliii)

N/A

[employing automated tools, or comparable processes, to maintain trusted source code supply
[chains, thereby ensuring the integrity of the code;

Functional

Intersects With

Supporting Toolchain

TDA-06.4

andor Services (TAAS)
[Automated mechanisms exist to improve the
laccuracy, consistency and
|comprehensiveness of secure practices
fthroughout the asset's lifecycle.

aefiii)

N/A

[employing automated tools, or comparable processes, to maintain trusted source code supply
[chains, thereby ensuring the integrity of the code;

Functional

Intersects With

Security, Compliance &
Resilience Testint
Throughout Development

TDA-09

Mechanisms exist to require system
[developers/integrators consult with security,
lcompliance and/or resilience personnel to:(1)
[Create and implement a Security Testing and
Evaluation (STEE) plan. or similar capabilt

aeiii)

N/A

[employing automated tools, or comparable processes, to maintain trusted source code sUpply
[chains, thereby ensuring the integrity of the code;

Functional

Intersects With

Software / Firmware
Integrity Verification

TDA-14.1

[Mechanisms exist to require developers of

[Technology Assets, Applications and/or

[Services (TAAS) to enable integrity verification
Jof software and firmware components.
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FDE Name Focal Document Element (FDE) Description s . SCF Control EmOEH AL L S(EED SHehamie Notes
[employing automated tools, or comparable processes, to maintain trusted source code supply t0 require syste
[chains, thereby ensuring the integrity of the code; ldevelopers and. m[egrators o develop and
aeii) N/A Functional Intersects with | Deyeioer Threat Analysis | 1pa15 limplement an ongoing Security Testing and 5
Evallation (STG®) lan o simiar process, o
jectively identify and remedial
[employing automated tools, or comparable processes, to maintain trusted source code supply echaniams Gxt to b plepes © change
[chains, thereby ensuring the integrity of the code; lsoftware resident within software libraries.
aeii) /A 4 o o Functional Intersects With | Access to Program Source | 1 59 s
[employing automated tools, or comparable processes, that check for known and potential Wechanisms exist to require system
|vuinerabilities and remediate them, which shall operate regularly, or at a minimum prior to product, Security, Compliance & ldevelopersiintegrators consult with security,
4e(iv) A Iversion, or update release; Functional Intersects With Resilience Testing TDA09  fcompliance andjor resilience personnel to:(1) 8
Throughout Development [Create and implement a Security Testing and
voluation (STEE) plan_ or similar caoabillt
[employing automated tools, or comparable processes, that check for known and potential Mechanisms exist to require the developers of
lvulnerabiities and remediate them, which shall operate regularly, or at a minimum prior to product, [Technology Assets, Applications and/or
se(iv) A Iversion, o update release: Functional Intersects With | Static Code Analysis TOA092  [senices (TARS) o employ staic code analysis| 3
ool o ity and emeciate common
d d s of the
[employing automated tools, or comparable processes, that check for known and potental Mechanisms.exist to require the developers of
lvulnerabities and remediate them, which shall operate regularly, or at a minimum prior to product, [Technology Assets, Applications and/or
ae(iv) A lversion. or update release: Functional Intersects With | Dynamic Code Analysis |  TDA-09.3  [Services (TAAS) to employ dynamic code 3
onalsis tls i ideniity and remediatc
ot the results of
[employing automated tools, or comparable processes, that check for known and potential [Mechanisms exist o reqre systern
\vulnerabilties and remediate them, which shall operate regularly, or at a minimum prior to product, Security, Compliance & ldevelopers/intearators consult with security,
ae(iv) A Iversion, or update release; Functional Intersects With Resilience Testing TDA09  [compliance and/or resilience personnel to:(1) 8
Throughout Development (Create and implement a Security Testing and
Evaluation (STEE) olan_or similar capabillt
[employing automated tools, or comparable processes, that check for known and potential Mechanisms exist to require system
[vuinerabiities and remediate them, which shall operate regularly, or at a minimum prior to product, Developer Threat Analysis ldevelopers and integrators to develop and
4e(iv) /A \version, or update release; Functional Intersects With eloper Threat Analy TDA15  fmplement an ongoing Security Testing and 8
Evalation (STG®) lan o simiar process, o
ectively identify and rem
[employing automated tools, or comparable processes, that check for known and potential echanms ous to aciiote the
lvuinerabilities and remediate them, which shall operate regularly, or at a minimum prior to product, rechnology Development & implementation of tailored development and
4eiv) A Iersion, or update release; Functional Subset of o9y Deve TDAOL facquisition strategies, contract tools and 10
procurement methods to meet unique
business need
[employing automated tools, or comparable processes, that check for known and potential Mechanisms exist to faciltate the
[vuinerabilities and remediate them, which shall operate regularly, or at a minimum prior to product, Vuinerabilty & Patch implementation and monitoring of
4e(v) NA Iversion, or update release; Functional Subset Of Management Program VPM-01 (vuinerability management controls 10
(vPP)
[employing automated tools, or comparable processes, that check for known and potential Mechanisms exist to ensure that
|vulnerabilities and remediate them, which shall operate regularly, or at a minimum prior to product, " ot \vuinerabilites are properly identified, tracked
ae(iv) A Iversion, or update release: ovier priorte Functional Intersects witn | Vulnerabity Remediation | ypy.op  bRATEGERE POPETY 8
[employing automated tools, or comparable processes, that check for known and potential Mechanisms exist to establish a Vunerabiity
lvulnerabilities and remediate them, which shall operate regularl, or at a minimum prior to product, Vulnerability Disclosure Disclosure Program (VDP) to assist with the
ae(iv) A Iversion. or update release; Functional Subset of Program (VDP) THR-06  fsecure development and maintenance of 10
[Technology Assets, Applications and/or
cyices (FAAS) thal ecelves unsolcted oot
[employing automated tools, or comparable processes, that check for known and potential Mechanisms exist to ensure that
lvuinerabilities and remediate them, which shall operate regularly, or at a minimum prior to product, Vulnerabillty Remediation Vuinerabilties are properly dentified, tracked
ae(iv) NA Iversion, or update release; Functional Intersects With VPM-02  fand remediated. 8
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