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ntrol Description

IMechanisms exist to standardize technology and process terminology|

tionship

land the respective operating environments to authorized individuals.

Iphysical access controls for the facility.

52:204-21@) A (https://www.acquisition. govfar/52.204-21) Functional Intersects With | Standardized Terminology | - SEA02.1 5 reduce confusion amongst groups and departments. s
52.20421(0) A [This is merely a section title without content Functional No NA WA A [ [No appiicable SCF control
[The Contractor shall apply the following basic safeguarding requwremenls M“hla"‘S"‘S e’é‘“ ["‘ facilitate the "“P'eme"ta‘““" of security,
land procedures to protect covered contractor information system: Securty, Compliance & |compliance and resilience governance controls.
52.204-21(b)(1) NA Requirements and procedures for basic safeguaring of covered contractor|  Functional Subset Of Resone B o eenp) | GOV-01 10
information systems shall include, at a minimum, the following security 9
lcontrols:
[The Contractor shall apply the following basic safeguarding requirements Mechanisms exist to establish, maintain and disseminate policis.
land procedures to protect covered contractor information systems. Publishing Security, [standards an dures necessary for secure, complia
52.204-21(b)(1) NA [Requirements and procedures for basic safeguarding of covered contractor|  Functional Intersects With | Compliance & Resilience Gov-02  |resilient capabilities. 8
information systems shall include, at a minimum, the following security Documentation
lcontrols:
[The Contractor shall apply the following basic safeguarding requirements Mechanisms exist to assign ane or more qualified individuals with the
land procedures to protect covered contractor information systems. Assigned Security, mission and resources to centrally-manage, coordiniate, develop,
52.204-21(b)(1) N/A [Requirements and procedures for basic safeguarding of covered contractor Functional Intersects With Compliance & Resilience GOV-04 "“P'e’“e"l:"" maintain an enterprise-wide Security, Compliance & 8
linformation systems shall include, at a minimum, the following security Responsibilities [Resilience Program (SCRP).
controls:
[rme Contractr hall aply the fllowing basic saeguardng requremerts [Mechanisms exist to enforce an accountability structure so that
and procedures to protect covered contractor nformation syst ctakeholder Accountabilt lappropriate teams and individuals are empowered, responsible and
52.204-21(b)(1) N/A Reqiirements and procedures for basic safeguarding of covered contractor|  Functional Intersects With e sore Y | Gov-04.1  [irained for mapping, measuring and managing Technology Assets, 8
mforma(mn systems shall include, at a minimum, the following security [Applications, Services and/or Data (TAASD)-related risks.
control
[The Contractor shall apply the following basic safeguarding requwremenls M“ha"‘S"“S exist to compel ‘:‘“a a"d/;’ process owners to £ h
land procedures to protect covered contractor information system: Operationalizing Security, “DE'M“""E ize SE(“”Wi compliance ar res"‘eg‘e practices for eac!
52.204-21(b)(1) NIA Reguirements and proceduras for basic safeguarding of Covered contractor|  Functional Subset O Compliance & Resilience | GOv-15  [Technology Asset, Application and/or Service (TAAS) under their 10
information systems shall include, at a minimum, the following security Capabilties rol,
lcontrols:
[The Contractor shall apply the following basic safeguarding requirements exist to facilitate the of data protection
land procedures to protect covered contractor information sy lcontrols.
52.204-21(b)(1) NA [Requirements and procedures for basic safeguarding of covered contractor|  Functional Intersects With Data Protection DCH-01 8
information systems shall include, at a minimum, the following security
controls:
[The Contractor shall apply the following basic safeguarding requirements [Mechanisms exist to protect sensitive/reguiated data wherever It is
land procedures to protect covered contractor information systems. Sensitive / Requlated Data lprocessed andjor stored.
52.204-21(b)(1) N/A IRequirements and procedures for basic safeguarding of covered contractor|  Functional Intersects With S DCH-01.2 8
information systems shall include, at a minimum, the following security
lcontrols:
[Limit information system access to authorized users, processes acting on [Mechanisms exist to facilitate the implementation of identification
52.204-21(b)(1)() Authorized Access \p dhyoP 2 Uhorized users, or devices (including other information Functional Intersects With Identity & Access 1AC01  [and access management controls. 5
rol oyateme Management (1AM)
Authorized Access _|LMit information system access to authorized users, processes acting on Identification & [Mechanisms exist to uniquely identify and centrally Authenticate,
52.204-21(b)(1)(0) | lbehalf of authorized users, or devices (including other information Functional Intersects With Authentication for IAC02  [Authorize and Audit (AAA) organizational users and processes acting 5
1ol lsystems) Users. on behalf of organizational users.
it mformat N ‘o authorized N [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
N imit information system access to authorized users, processes acting on y hnology Assets, Applications, Services and/or Data (TAASD) to
52.208-21(B)(1)(1) Authorized ACCeSS  loenalf of authorized users, or devices (including other information Functional Intersects with | Rele-Based Access Control | jpc.og | Secess to indiuiduals aseigned specific roles with egitimate s
systems) bbusiness needs.
Authorized Access |LMit information system access to authorized users, processes acting on [Automated System Account [Automated mechanisms exist to support the management of system
52.204-21(b)(1)(0) 1 lbehalf of authorized users, or devices (including other information Functional Intersects With | Management (Directory | IAC-15.1 [accounts (e.g., directory services) 5
Authorized Access _|LMitinformation system access to authorized users, processes acting on [Mechanisms exist to enforce Logical Access Control (LAC]
52.204-21(b)(1)(i) rol lbehaif of authorized users, or devices (including other information Functional Equal Access Enforcement IAC-20  |permissions that conform to the principle of “least privilege. 10
systems)
Authorized Access _|LMit information system access to authorized users, processes acting on [Mechanisms exist to facilitate the implementation of third-party
52.20421(b)(1)(i) pisste lbehalf of authorized users, or devices (including other information Functional Intersects With | Third-Party TPM-01 trols. 5
systems).
[Mechanisms exist to require contractual requirements for appicable
ty, compliance and resilience requirements with third-parties,
y Limit information system access to authorized users, processes acting on [security 5
52204-21(0)(1)() Authorized ACCeSs  lbealf of authorized users, or devices (including other information Functional intersects witn | Thifd-Party Contract Tewos feflecting the organizations needs (o protect ts Technology Assets, s
N Limit information system access to authorized users, processes acting on [Mechanisms exist to ensure appiicable securlty, compliance and
52.204-21(b)(1)(0) Authorized ACCeSS  loenalf of authorized users, or devices (including other information Functional Intersects With Contract Flow-Down TPM-05.2  [resilience requirements are included in contracts that flow-down to 5
-ontrol uirements lapplicable sub-contractors and suppliers.
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Transaction & Function [Limit information system access to the types of transactions and functions Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to
52.20421(6)(1)i) o e e o 1 et Functional Intersects With RBAC) IAC08 |restrict access to individuals assigned specific roles with legitimate s
bbusiness needs
Transaction & Function [Limit information system access to the types of transactions and functions e e D e e e o
. ion & Function [Limit i ion sy Y ! uncti . individual, group, system, service, application, guest and temporan
52.204-21(b)(1)(i) peey ot authoraed Uairs are parmittad 15 Srocuto Functional Intersects With Account Management mcas  findividual group, system, . appl 9 porary H
Use of External Technology Mechanisms exist to govern how external parties, includin
52.204-21(b) (1)) External Connections [+SriY 2nd control/imit connections to and use of external information Functional Equal Assets, Applications andjor | DCH-13  [Technology Assets, Applications andjor Services (TAAS), are used to 10
systems. Services (TAAS) Jsecurely store, process and transmit data.
Verify and control/limit connections to and use of external information [Mechanisms exist to secure ad-oc exchanges of large digital fies
52.204-21(b)(1)(ii) External Connections (V1 Functional Intersects With Ad-Hoc Transfers DCHIT [ internal or extorner partios. 3
echanirts st to proio extemal paries, Incuding Technorogy
|Assets, Applications andjor Services (TAAS), from storing, processing
land transmitting data unless authorized individuals first:(1) Verifying
\Verify and controllimit connections to and use of external information e o of required security, compliance andlor resiienc
52.204-21(b)(1)1jii) External Connections i v Functional Intersects With | Limits of Authorized Use | DCH-13.1 [controls; or(2) Retaining a processing agreement with the entity 5
stems.
lhosting the external TA
Control pabr control informat rea < on pubi e mformat Mechanisms exist to facilltate the Implementation of cloud
52.204-21(b)(1)[v) o onC e rormation posted or processed on publicly accessible information | gynctional Intersects With Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in- 5
nformation ystems line with industry practices
Control pub! Control informat red 4 on publict ole mformat [Mechanisms exist to ensure the cloud security architecture supports
52.20421(b)(1)iv) ontiol Public ontrol information posted or processed on publicly accessible information | ¢ ctional Intersects With | Cloud Security Architecture| ~ CLD-02  [the organization's technology strategy to securely design, configure B
information land maintain cloud employments.
[Mechanisms exist to ensure multi-tenant owned or managed assets
Control Publ IControl informati ted 4 on publich ible informati (physical and virtual) are designed and governed such that provider
52.20421(b)(1)(v) ormation. ontrol information posted or processed on publicly accessible information | ¢ ctional Intersects With | Multi-Tenant Environments | CLD-06  [and customer (tenant) user access s appropriately segmented from H
lother tenant users.
Control Public _|Control information posted or processed on publicly accessible information Sensitive Data In Public Chanisms exst to imit and manage the storage of
52.204-21(B)D)v) Information Functional Intersects With Cloud Providers CLD10 Isensitive/regulated data in public cloud providers. s
52,204 21(0010W) Control Public |Control information posted or processed on publicly accessible information | ¢ Intersects With | Publicly Accessible Content|  DCH-15 | /1SChanisms exist t0 control publily-accessible conten s
information systems.
Control Public _[Control information posted or processed on publicly accessible information Human Resources Security Mechanisms exist to facilitate the Implementation of personnel
52.204-21(b)(1)[v) o on oyatems. Functional Intersects With Vensgement HRSO1 |ty Controls 8
Control paby control informat rea 4 on Dbl e mformat Mechanisms exist to require all employees and contractors to apply
52.204-21(b)(1)iv) i ontrol information posted or processed on publicly accessible informafion | ¢ ctional Intersects With | Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to s
information ystems. lenable secure, compliant and resilient capabilities.
Contro! Publi Control information posted or pr 4 on publict oo information [Mechanisms exist to define acceptable and unacceptable rules of
52.204-21(b)(1)(iv) oronation. |opmae information posted or processed on publicly accessible informatio Functional Intersects With Rules of Behavior HRS-05.1  behavior for the use of technologies, including consequences for 8
information lunacceptable behavior.
Mechanisms exist to define rules of behavior that contain explicit
Control Public  [Control information posted or processed on publicly accessible information Social Media & Social restrictions on the use of social media and networking sites, posting
52.204-21(b)(1)(iv) formation ystems. P P publicly Functional Intersects With Networking Restrictions | HRS-05:2 linformation on commercial websites and sharing account 8
information.
Control Publi IControl information posted or pr d on publich ble information st to faclitote the Of an enterprise-
52.204-21(b)(1)[v) ontrol Public ontrol information posted or processed on publicly accessible informatios Functional Intersects With Web Security WEB-01 |wide web management policy, a5 well s associated standards, 3
Information ystems.
|controls and procedure
Mechanisms exist to utilize a Demilitarized Zone (DMZ) to restrict
Control Public (Control information posted or processed on publicly accessible information Use of Demilitarized Zones linbound traffic to authorized Technology Assets, Applications and/or
52.204-21(b) (1)) Information ystems. s i publcly Functional Intersects With (oMz) WEB-02  |Services (TAAS) on certain services, protocols and ports. 3
xist to deploy s
Control Public  [Control information posted or processed on publicly accessible information Compiiance and resience contrls to protectth confidertiay and
52.204-21(b)(1)iv) nformation ystems. Functional Intersects With | Client-Facing Web Services | WEB-04 availability of client data that is stored, transmitted or processed by 3
lthe Internet-based service.
Tdentification & [Mechanisms exist to uniquely identify and centrally Authenticate,
52.204-21(b)(1)(v) Identification  [\dentify information system users, processes acting on behalf of users, or Functional Intersects With Authentication for 1AC02  [Authorize and Audit (AAA) organizational users and processes acting 8
devices, Users lon behalf of organizational users.
[Mechanisms exist to uniquely identify and centrally Authenticate,
Iidentify information system users, processes acting on behalf of users, or Identification & [Authorize and Audit (AAA) devices before establishing a connection
52.204-21(b)(1)(v) dentification  [{fenty Functional Intersects With | i ocarion for Devices | 'AC04  [using bidirectional authentication that is cryptographically- based 8
land replay resistant.
‘Automated System Account [Automated mechanisms exist to support the management of system
52.204-21(b)(1)(v) dentification  [14entify information system users, processes acting on behalf of users, or Functional Intersects With ment (Directory | IAC-15.1  [accounts (e.g. directory services) fl
Services)
Identification & [Mechanisms exist to uniquely identify and centrally Authenticate,
|Authenticate (or verify) the identities of those users, processes, or devices, o for lAuthorize and Audit (AAA) organizational users and processes acting
52.204-21(b)(1)(vI) Authentication | e wing Actess ko orgamzationslnformation systeme, | Functional Intersects With cpumenticoton for IAC:02 - (Auhorize and Audit (AA) organi P 9 5
Mechanisms exist to uniquely identify and centrally Authenticate,
|Authenticate (or verify) the identities of those users, processes, or devices, Identification & futhorze and Audt (AAR) devices befoe estabiing o comnection
52.204-21bNLHV) Authentication o 5 prerequisite to allowing access to organizational information systems. | Functiona! Intersects With | pythentication for Devices | 'AC-0% bas s
ond roplay resitant.
(Automated System Account [Automated mechanisms exist to support the management of system
|Authenticate (or verify) the identities of those users, processes, or devices, i laccounts (e.g., directory services
52.204-21(b)(1)(vI) Authentication | e wing Actess ko orgamzationalnformation systeme, | Functional Intersects With | Management (Directory |  IAC-15.1 (eg., y ) 5
Sanitive or destroy mformat N ia cont rederal Contract Mechanisms exist to facilitate an IT Asset Management (ITAM)
® anitize or destroy information system media containing Federal Contract g rogram to implement and manage asset management controls.
52.204-21(b)(1)(vi}) Media Disposal | o e o relenan for e Functional Subset Of Asset Governance AST-01  [prog P g 9 10
secure Disposat [Mechanisms exist to securely dispose of, Gestroy or repurpose
ecure Disposal, tem components using organization-defined techniques and
[sanitize or destroy information system media containing Federal Contract Jsyst D g org q
52.204-21(b)(1)(vi}) Media Disposal | o e o relenan for e Functional Intersects With | Destruction or Re-Use of | AST-09  [mathods to prevent information being recovered from thess 8
Equipment lcomponents.
. [Sanitize or estroy information system media containing Federal Contract » Mechanisms exist to faclitate the Implementation of data protection
52.204-21(b)(1)(vi}) Media Disposal [0 Ee O Y omoal of relese for reuse Functional Subset Of Data Protection DCH-01 [t 10
[Sanitize or destroy information system media containing Federal Contract [Mechanisms exist to securely dispose of media when It s no longer
52.204-21{b)(1)tvii) Media Disposal _ Jinformation before disposal or release for reuse. Functional Equal Physical Media Disposal DCH-08  lrequired, using formal procedures. »
[Mechanisms exist to sanitize system media with the strength and
[sanitize or destroy information system media containing Federal Contract integrity commensurate with the classification or sensitivity of the
52.204-21(b)(1)(vi}) Media Disposal | o e ol o1 releman for s euse Functional Intersects With | System Media Sanitization | DCH-09  [information prior to disposal. release out of organizational contro! or 8
release for reuse.
[Physical access control mechanisms exist to maintain a current Iist of
i i Limit physical access to organizational information systems, equipment, Physical Access lpersonnel with authorized access to organizational facilities (except
52:204-21b)1)Viil) | Limit Physical Access. |on the respective operating environments to authorized individuals, Functional Subset Of Authorizations PES-02Jtor those areas withinthe facily officialy designated as publicly 10
laccessible
[ B onal iformat N N [Physical access control mechanisms exist to authorize physical
E i imit physical access to organizational information systems, equipment, it . ¥ laccess to facilities based on the position or role of the individual.
52.204-22b)(1)(vil) | Limit Physical Access [ P e e O s o autharived Indhvidual Functional Intersects With | Role-Based Physical Access| ~ PES-02.1 P 8
[Physical access control mechanisms exist to enforce physical access
lto critical systems or sensitive/requiated data, in addition to the
52.204-21(b)(1)Wil) | Limit Physical Access [-Imyt PhYsical access to organizational information systems, equipment, Functional Intersects With | Access To Critical Systems | PES-03.4 8
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lLimit physical access to organizational information systems, equipment,

Physical Security of Offces,

ol Description
IMechanisms exist to \denmy sys[ems equipment and respective

loperating environments that require limited physical access so that
lappropriate physical access controls are designed and implemented

[fles from external sources s files are downloaded, opened, or executed.

Imanagement on a case-by-case basis for a limited time period

5220621000V | Ui Physical Access (LTI PIYEIC) access to rganizational information systems equnny Functionsl | nersects it A ihian | pes0a  apbroprate physicl access co i
Physical security mechanisms exist to locate system components
§ ; Limit physical access to organizational information systems, equipment, ' Equipment Siting & |, |within the facility to minimize potential damage from physical and
52:204-210)DWi) | Limit Physical Access |og the respective operating environments to authorized individuals, Functional Intersects With Protection PES-12 lenvironmental hazards and to minimize the opportunity for s
lunauthorized access.
Physical security mechanisms exist to protect power and
Limit physical access to organizational information systems, equipment, Transmission Medium ftelecommunications cabling carrying data or supporting information
52.204-216)(Vvii) | Limit Physical Access |1\ PRYVSICe] sccess to ofganizationa) nformation systerms, Sduior Functional Intersects With iy PES-12.1  lservices from mterception, interference or damage. 5
Limit physical access to organizational information systems, equipment, Access Control for Output e e e s o oo
. i i . equipment, . lother system output devices to prevent unauthorized individuals from|
52.204-216)(Vvii) | Limit Physical Access |1\ PRYVSCe] sccess to ofganizationa) nformation systerms, Sduiom Functional Intersects With PES-12.2 : P P 5
Jobtaining the output.
[PRysical access confrol mechanisms exist to enforce physical ccess
Jauthorizations for all physical access points (including designated
[Escort visitors and monitor visitor activity; maintain audit logs of physical [entrylexit points) to facilities (excluding those areas within the facilty
52.204-21(b)(1)(0x) Escort Visitors |5 e o e s e Functional Intersects With | Physical Access Control | pes.03 enly/ext paints) to faciis (excluding s
eecort vtore oma momtor varor seat P Physical access conrol mechanisms exist to Tdentiy, authorize and
scort visitors and monitor visitor activity; maintain audit logs of physica e oral i o
52.204-21(0)(1)(ix Escort Visitors Functional Intersects With Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than 5
(bLHE) sl laccess: and control and manage physical access devices. uncti [oreas designated as publicly accessible)
eocort visitors and monitor vistor activt ol audit ogs of physical P Physical access control mechanisms exist to easily distinguish
. scort visitors and monitor visitor activity: maintain audit logs of physica istinguish Visitors from : between onsite personnel and visitors, especially in areas where
52.204-21(b)(1)(1x) Escort Visitors | o e e Functional Intersects With tinguish Visitors Pes-06.1 et onsit persomncl and vitors, especilly 3
Physical access control mechanisms exIst to restrict unescorted
[Escort visitors and monitor visitor activity; maintain audit logs of physical laccess to facilities to personnel with required security clearances,
52.204-21(b)(1)(1x) Escort Visitors | o e Functional Intersects With | Restrict Unescorted Access|  PES-06.3  [rormal access authorizations and validate the need for sccose. s
[Monitor, control, and protect organizational communications (ie. Mechanisms exist to develop, govern & update procedures to
information transmittad or receed by organtsational information systems) Network Security Controls Faciltate the implementation of Network Security Conrols (NSC).
52:204-216K2)0) Boundary Protection ot the external boundaries and key internal boundaries of the information Functional Subset Of (NSC) NET-01 0
systems
[Monitor, control, and protect organizational communications (r.e.. [Mechanisms exist to implement and manage a secure guest network,
information transmitted or received by organizational information systems)
52.204-21(6)(1)(x) Boundary Protection |10 e o e e o e ation systeme)|  Funcional Intersects With Guest Networks NET-02.2 3
systems.
[Monitor, control, and protect organizational communications (re., echanisms exitTo moritor and conrel communicaions at e
§ information transmitted or received by organizational information systems) o3 [extemal network boundary and at key internal boundaries within the
52.204-21(b)1)() Boundary Protection [1ermation ranemitted or recelued by orgenizational iformation Svstems)| unctional Equal Boundary Protection NET-03  [natwork 10
Mechanisms exist to ensure network architecture utlizes network
Public AccessSystem.|Implement subnetworks o publiy accesiblesystem compeanents that Network Segmentation |segmentation to isolate Technology Assets, Applications andjor
52.204-21(b)(1)x) Separation - [aré physically or logically separated from mternal networ Functional Intersects With | (o antation) | NET06  [Services (TAAS) to protect from other network resources 5
Vuinerability & Patch it to faciltate the and monitoring of
52.204-21(b) (1)) Flaw Remediation (1 0{Y: TeRort and correct nformation and information system flaws "2 |~ unctional Subset Of Management Program VPM-01  |vulnerability management controls 10
iGentify, report, and correct information and information system flaws in a Vulnerability Remediation echariems st to ensure Tat ulnerabites s properly
52.204-21(b)(1) i) Flaw Remediation | 1eTL1Y: repert Functional Intersects With ity Ren PM02 T e e 8
dentiy, revort, and correct iormation ama mformation system 1 e & F Fecharsins sxe o cnduct sokware patching for all deployed
5220020600000 | Fiw Remeciaion ST, 190 e fomatonand nfrmatn S AW 12 | ncona | mersectswit | SSRVISSEIMIATS |y g {Techlony st Avplcaions andlor Semices (FAAS). mluang s
0 Malicious Code _[Provide protection from malicious code at appropriate locations within Endpoint Device et to facilitate the of Endpoint Device
52.204-21(b) L)) Protection information systems. Functional Subset OF Management (EDM) END-01 lanagement (EDM) controls. 0
cions CodeIprovide protection ’ .. P aicions Code Prorect Mechansms exist o utlize a o detect and
§ " alicious Code  |Provide protection from malicious code at appropriate locations within alicious Code Protection ORI sk
52.204-21(6)(1)(xii) Protection organizational information systems. Functional Equal (Anti-Malware) END-04 o
Update Malicious Code [Update malicious code protection mechanisms when new releases are ; Automatic Antimalware [Automated exist to update
52.204-21(b)(1)(xiv) Protection lavailable. Functional Intersects With Signature Updates END-04.1 lincluding signature definitions. 8
et " e Iormatom sretem ana reart atous Code Protect st to utiize o detect and
; g [Perform periodic scans of the information system and real-time scans of alicious Code Protection PR ity
52.204210)1)(xv) - |System & File Scanninggcg from external sources as files are downloaded, opened, or executed. Functional Subset Of (Anti-Malware) END-04 0
Mechanisms exist to ensure that an-malware technologies are
lcontinuously running in real-time and cannot be disabled or altered
5220021010 |ystem & File Scanning|PEITorM periodic scans of the nformation system and real-time scans of cunctiona! Intersects With |  Aways On Protection | END-04.7 [P non-privileged users, unless specifically authorize s
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