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ood & Drug Administration (FDA) 21 CFR Part 11 (2025)
i

11.1(a)

Scope

[The regulations in this part set forth the criteria under which the agenc;
considers electronic records, efectronic signatures, and handwitten swgnatures
lexecuted to electronic records to be trustworthy, reliable, and gen

cqulvalent to paper racords and handwritten sighatures executed on paper

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(b)

Scope

[This part applies to records in electronic form that are created, modified,
Imaintained, archived, retrieved, or transmitted, under any records requirements
set forth in agency regulations. This part also applies to electronic records
lsubmitted to the agency under requirements of the Federal Food, Drug, and
(Cosmetic Act and the Public Health Service Act, even if such records are not
specifically identified in agency regulations. However, this part does not apply to
lpaper records that are, or have been, transmitted by electronic means.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(c)

Scope

[Where electronic signatures and their associated electronic records meet the
requirements of this part, the agency will consider the electronic signatures to be
lequivalent to full handwritten signatures, initials, and other general signings as
required by agency regulations, unless specifically excepted by regulation(s)
leffective on or after August 20, 1997.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(d)

Scope

[Electronic records that meet the requirements of this part may be used in lieu of
lpaper records, in accordance with §11.2, unless paper records are specifically
required

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(e)

Scope

[Computer systems (including hardware and software), controls, and attendant
ldocumentation maintained under this part shall be readily available for, and
lsubject to, FDA inspection.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(7)

Scope

[This part does not apply to records required to be established or maintained by
/551326 through 1.368 of this chapter. Records that satisfy the requirements of
Ipart 1, subpart | of this chapter, but that also are required under other applicable
statutory provisions or regulations, remain subject to this part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(g)

Scope

[This part does not apply to electronic signatures obtained under §101.11(d) of
this chapter.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(h)

Scope

[This part does not apply to electronic signatures obtained under §101.8(d) of this
chapter.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1()

Scope

[This part does not apply to records required to be established or maintained by
lpart 117 of this chapter. Records that satisfy the requirements of part 117 of this
lchapter, but that also are required under other applicable statutory provisions or
regulations, remain subject to this part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1G)

Scope

[This part does not apply to records required to be established or maintained by
lpart 507 of this chapter. Records that satisfy the requirements of part 507 of this
lchapter, but that also are required under other applicable statutory provisions or
regulations, remain subject to this part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(k)

Scope

[This part does not apply to records required to be established or maintained by
lpart 112 of this chapter. Records that satisfy the requirements of part 112 of this
lchapter, but that also are required under other applicable statutory provisions or
regulations, remain subject to this part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.10)

Scope

[This part does not apply to records required to be established or maintained by
lsubpart L of part 1 of this chapter. Records that satisfy the requirements of
lsubpart L of part 1 of this chapter, but that also are required under other
lapplicable statutory provisions or regulations, remain subject to this part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(m)

Scope

[This part does not apply to records required to be established or maintained by
lsubpart M of part 1 of this chapter. Records that satisfy the requirements of
subpart M of part 1 of this chapter, but that also are required under other
lapplicable statutory provisions or regulations, remain subject to this part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(n)

Scope

[This part does not apply to records required to be established or maintained by
lsubpart O of part 1 of this chapter. Records that satisfy the requirements of
subpart O of part 1 of this chapter, but that also are required under other
lapplicable statutory provisions or regulations, remain subject to this part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(0)

Scope

[This part does not apply to records required to be established or maintained by
lpart 121 of this chapter. Records that satisfy the requirements of part 121 of this
lchapter, but that also are required under other applicable statutory provisions or
regulations, remain subject to this part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.1(p)

Scope

[This part does not apply to records required to be established or maintained by
lsubpart R of part 1 of this chapter. Records that satisfy the requirements of
lsubpart R of part 1 of this chapter, but that also are required under other
lapplicable statutory provisions or regulations, remain subject to this part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

Implementation

/A

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.2(a)

Implementation

[For records required to be maintained but not submitted to the agency, persons
may use electronic records n lieu of paper records or electronic signatures in ieu
al signatures, in whole or in part, provided that the requirements of
e part are met

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

11.2(b)

Implementation

[For records submitted to the agency, persons may use electronic records in lieu
lof paper records or electronic signatures in lieu of traditional signatures, in whole
lor in part, provided that:

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

11.2(b)(1)

Implementation

[The requirements of this part are met; and

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

11.2(b)(2)

Implementation

[The document or parts of a document to be submitted have been identified in
lpublic docket No. 925-0251 as being the type of submission the agency accepts
in electronic form. This docket will identify specifically what types of documents
lor parts of documents are acceptable for submission in electronic form without
Ipaper records and the agency receiving unit(s) (e.g., specific center, office,
division, branch) to which such submissions may be made. Documents to agency
receiving unit(s) not specified in the public docket will not be considered as
official if they are submitted in electronic form; paper forms of such documents
will be considered as official and must accompany any electronic records.
[Persons are expected to consult with the intended agency receiving unit for
ldetails on how (e.g., method of transmission, media, file formats, and technical
lprotocols) and whether to proceed with the electronic submission.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Definitions

[See DE for details.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

11.10

Controls for closed systems.

[Persons who use closed systems to create, modify, maintain, or transmit
lelectronic records shall employ procedures and controls designed to ensure the
integrity, and, when of electronic
records, and to ensure that the signer cannot readily repudiate the signed record
s not genuine. Such procedures and controls shall include the following

Functional

Subset Of

Publishing Security,
Compliance & Resilience
Documentation

GOV-02

[Mechanisms exist to establish, maintain and disseminate policies, standards
land procedures necessary for secure, compliant and resilient capabilities.

11.10

Controls for closed systems.

[Persons who use closed systems to create, modify, maintain, or transmit
lelectronic records shall employ procedures and controls designed to ensure the
integrity, and, when of electronic
records, and to ensure that the signer cannot readily repudiate the signed record
s not genuine. Such procedures and controls shall include the following

Functional

Intersects With

Change Management
Program

CHG-01

[Mechanisms exist to facilitate the implementation of a change management
lprogram.

11.10

Controls for closed systems.

[Persons who use closed systems to create, modify, maintain, or transmit
lelectronic records shall employ procedures and controls designed to ensure the
integrity, and, when the of electronic
records, and to ensure that the signer cannot readily repudiate the signed record
s not genuine. Such procedures and controls shall include the following

Functional

Intersects With

Configuration Change
Control

CHG-02

IMechanisms exist to govern the technical configuration change control
lprocesses.

11.10

Controls for closed systems.

[Persons who use closed systems to create, modify, maintain, or transmit
lelectronic records shall employ procedures and controls designed to ensure the
integrity, and, when of electronic
records, and to ensure that the signer cannot readily repudiate the signed record
s not genuine. Such procedures and controls shall include the following

Functional

Intersects With

Statutory, Regulatory &
Contractual Compliance

CPL-01

IMechanisms exist to facilitate the identification and implementation of
relevant statutory, regulatory and contractual controls.

11.10

Controls for closed systems.

[Persons who use closed systems to create, modify, maintain, or transmit
lelectronic records shall employ procedures and controls designed to ensure the
integrity, and, when of electronic
records, and to ensure that the signer cannot readily repudiate the signed record
s not genuine. Such procedures and controls shall include the following:

Functional

Intersects With

Security, Compliance &
Resilience Controls
Oversight

CPL-02

Mechanisms exist to provide a security, compliance and resilience controls
loversight function that reports to the organization's executive leadership.

11.10

Controls for closed systems.

[Persons who use closed systems to create, modify, maintain, or transmit
lelectronic records shall employ procedures and controls designed to ensure the
egrity, and, when the of electronic
records, and to ensure that the signer cannot readily repudiate the signed record
s not genuine. Such procedures and controls shall include the following:

Functional

Intersects With

Security, Compliance &
Resilience Assessments

CPL-03

IMechanisms exist to regularly review processes and documented procedures
lto ensure conformity with the organization's security, compliance and/or
resilience policies, standards and other applicable requirements.

11.10

Controls for closed systems.

[Persons who use closed systems to create, modify, maintain, or transmit
lelectronic records shall employ procedures and controls designed to ensure the
integrity, and, when of electronic
records, and to ensure that the signer cannot readily repudiate the signed record
s not genuine. Such procedures and controls shall include the following:

Functional

Intersects With

Functional Review Of
Security, Compliance &
Resilience Controls

CPL-03.2

IMechanisms exist to regularly review Technology Assets, Applications and/or
[Services (TAAS) for adherence to the organization's security, compliance
land/or resilience policies and standards

11.10

Controls for closed systems.

[Persons who use closed systems to create, modify, maintain, or transmit
lelectronic records shall employ procedures and controls designed to ensure the
integrity, and, when 3 of electronic
records, and to ensure that the signer cannot readily repudiate the signed record
s not genuine. Such procedures and controls shall include the following:

Functional

Intersects With

Continuous Monitoring

MON-01

IMechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.

11.10

Controls for closed systems.

[Persons who use closed systems to create, modify, maintain, or transmit
electronic records shall employ procedures and controls designe to ensure the
egrity, and, w of electronic
Fecords, and to ensure that the signer cannot readuy repudiate the signed record
s not genuine. Such procedures and controls shall include the following:

Functional

Intersects With

Analyze and Prioritize
Monitoring Requirements

MON-01.16

IMechanisms exist to assess the organization's needs for monitoring and
lprioritize the monitoring of Technology Assets, Applications and/or Services
(TAAS), based on TAAS criticality and the sensitivity of the data it stores,
ftransmits and processes.
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Strength of
Relationship

Persons who use closed systems to create, modify, maint nsmit
lelectronic records shall employ procedures and controls deswgned to ensure the
egrity, and, when the of electronic Centralized Collection of Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
1110 Controls for closed systems records, and to ensure that the signer cannot readily repudiate the signed record | Functional | Intersects with | C0irelzeq Colection MON-02  [similar automated tool, to support the centralized collection of security- B
s not genuine. Such procedures and controls shall include the following: Y related event logs.
Persons who Use closed systems to Create, modify, maintain, or transmit
lelectronic records shall employ procedures and controls designed to ensure the
ity, integrity, and, when . the. of electronic [Mechanisms ex\sl to configure Technology Assets, Applications and/or
records, and to ensure that the signer cannat rehad‘wly repusiate the signed record [Services (TAAS) to produce event logs that contain sufficient information to,
as not genuine. Such procedures and controls shall include the following: ot mimimum{1) Establch what s of avent occurred:(3) When (date ond
1110 Controls for closed systems Functional | Intersects With |  Content of Event Logs MON-03 B o) e i et oo e e 5
levent;(5) The outcome (success or failure) of the event; and(6) The identity
lof any user/subject associated with the event.
lPersons who Use closed systems to create, modify, mainta nsmit
electronic records shall employ procedures and controls designed to ensure the
ity, integrity, and, when , the of electronic
1110 Controls for closed systems |records, and to ensure that the signer cannot readily repudiate the signed record |  Functional | Intersects With Audit Trails MON-03.2 [echanisms exist to link system access to individual users or service B
s not genuine. Such procedures and controls shall include the following:
lPersons who use closed systems to create, modify, maintain, or transmit
lectronic records shal employ procedures and controls designed to ensure the
integrity, and, when , the of electronic Mechanisms exist to configure Technology Assets, Applications and/or
1110 Controls for closed systems |records, and to ensure that the signer cannot readily repudiate the signed record | Functional | Intersects With Time Stamps MON-07  [Services (TAAS) to use an authoritative time source to generate time stamps B
as not genuine. Such procedures and controls shall include the following: for event logs.
lPersons who use closed systems to create, modify, maintain, or transmit
electronic records shall employ procedures and conrols designed to ensure the
tegrity, and, wi of electronic i
1110 Contrals for closed systems iscorde. and {0 castrs that the Ao cannor ey ropediste ine samed record|  Functional | Intersects with | , SYnchonization With |y 7 1 Mechanisms exis to synchronize internal system clocks with an authoriative B
Authoritative Time Source ftime sourc
s not genuine. Such procedures and controls shall include the following:
lPersons who use closed systems to Create, modify, maintain, or transmit
lectronic records shal employ procedures and controls designed to ensure the
integrity, and, when , the of electronic
110 Controls forclosed systems [ecord, ard 1o G1oupé thal e Sferconnot readiy opodit the sgnee record | Functional | Intersects With | Protection of Event Logs |  MON-0g _|/Iechamisms exist o protect event logs and audi ool from unauthorized s
s not genuine. Such procedures and controls shall include the following: g
lPersons who use closed systems to Create, modify, maintain, or transmit
lectronic records shal employ procedures and controls designed to ensure the
integrity, and, when , the of electronic Use of Cryptographic IMechanisms exist to facilitate the implementation of cryptographic
11.10 Controls for closed systems |records, and to ensure that the signer cannot readily repudiate the signed record |  Functional Intersects With W"mlg P CRY-01 |protections controls using known public standards and trusted cryptographic 5
as not genuine. Such procedures and controls shall include the following: ltechnologies
lPersons who use closed systems to Create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
rity, and, wi the of electronic len i exist to protect the of data being
1110 Controlsfor closed systems [recbra, and 1o cpmure it the lgmcs conor renclly ropediate the sgnea record | Functional | Intersects with [ c CRY-03 B
s not genuine. Such procedures and controls shall include the following:
lPersons who use closed systems to Create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
integrity, and, w , the of electronic
1110 Controls or closed systems rscords. and {0 csirs that the gme canne rasdiy ropudiste the sgned record|  Functional | Intersects With | Transmission Integrity CRy-04  [Cryprographic mechanisms exist to protect the integrity of data being B
s not genuine. Such procedures and controls shall include the following:
lPersons who use closed systems to create, modify, maintain, or transmit
electronic records shal employ procedures and controls designed to ensure the
integrity, and, w , the of electronic
1110 Controls for closed systems |records, and to ensure that e Signer cannot readily repudiate the signed record |  Functional | Intersects With | Encrypting Data At Rest crv0s  [CYRto exist to prevent disclosure of data 5
as not genuine. Such procedures and controls shall include the following: -
lPersons who Use closed systems to create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
integrity, and, wh the electronic public Key Infrastructure IMechanisms exist to securely implement an internal Public Key Infrastructure
1110 Controls for closed systems [records, and o encuré that the signer cannot readily repudiate the signed record|  Functional | Intersects With Yo CRY-08  |(PKI) infrastructure or obtain PKI services from a reputable PKi service B
s not genuine. Such procedures and controls shall include the following: provider.
lPersons who Use closed systems to create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
1110 Controls for closed systems rscords, and {0 casure that the-  rendly repodiate tha Sonet record|  Functional | ntersects with | Crypiographic Key CRy-09  [Mechanisms exist to facilitate cryptographic key management controls to B
Y [records, an ° ensure that the 5‘9”9" cannot readily repudiate the signed recor Management lprotect the confidentiality, integrity and availability of keys.
s not genuine. Such procedures and controls shall include the following:
Persons who Use closed systems to create, modify, maintain, or transmit
lectronic records shal employ procedures and controls designed to ensure the
integrity, and, when , the of electronic
1110 Controls for closed systems |records, and to ensure that the signer cannot readily repudiate the signed record |  Functional | Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. B
s not genuine. Such procedures and controls shall include the following:
lPersons who Use closed systems to Create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
rity, and, w the of electronic
11.10 Controls for closed systems ecords, and to apeure thet bl Signer cannot readily repudiate the signed record|  Functional | Intersects With | Media & Data Retention DCH-18 g:i:;’;?""z;j;‘oﬁ“y ’;fs'zu’:ﬁ:g:ﬁ"“’o‘éi‘g:;‘"uig“”“”‘E with applicable 5
s not genuine. Such procedures and controls shall include the following: :
Persons who Use closed systems to create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
ity, integrity, and, when the iality of electronic Competency Requirements y
11.10 Controls for closed systems records, and to ensure that the signer cannot readily repudiate the signed record | Functional | Intersects With | for Security-Related HRs-03.2  [Mechanisms exist to ensure that all security-rejated positions are staffed by 5
s not genuine. Such procedures and controls shall include the following: Positions * 2 g
Persons who Use closed systems to Create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
integrity, and, when , the of electronic Mechanisms exit to defin acceptable and unacceptable ules o behavior
1110 Controls for closed systems records, and to ensure that the signer cannot readily repudiate the signed record | Functional | Intersects With Rules of Behavior HRS-05.1  for the use of including 5
s not genuine. Such procedures and controls shall include the following: behavior.
Persons who Use closed systems to create, modify, maintain, or transmit
lectronic records shal employ procedures and controls designed to ensure the
egrity, and, wi of electronic Identity & Access IMechanisms exist to facilitate the implementation of identification and
1110 Contras for closed systems hecords, and to eneuné that the slgher cannor rendiy repuciote the signed record| Functional | Intersects With 1AC-01 5
Management (1AM) laccess management controls.
s not genuine. Such procedures and controls shall include the following:
Persons who Use closed systems to Create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
ity, integrity, and, when , the iality of electronic Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
1110 Controls for closed systems |records, and to ensure that the signer cannot readily repudiate the signed record | Functional | Intersects With | Authentication for IAC-02  [and Audit (AAA) organizational users and processes acting on behalf of 5
s not genuine. Such procedures and controls shall include the following: Organizational Users lorganizational users.
Persons who Use closed systems to create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
integrity, and, when , the of electronic Jdentification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
1110 Controls for closed systems records, and to ensure that the signer canno readily repudiate the signed record |  Functional | Intersects With | , . ‘Gentiication & | 1ac.04  fand Audit (AAA) devices before establishing a connection using bidirectional 5
s not genuine. Such procedures and controls shall include the following: lauthentication that is cryptographically- based and replay resistant.
Persons who Use closed systems to create, modify, maintain, or transmit
lectronic records shal employ procedures and controls designed to ensure the
tegrity, and, wi of electronic Role-Based Access Control Mechanisms exist to enforce Role-Based Access Control (RBAC) for
1110 Controls for closed systems [ecords, and t epetre that the Slancr canno readiy repuciate the signed record | Functional | Intersects With fray IAC-08  [Technology Assets, Applications, Services and/or Data (TAASD) to restrict 5
s not genuine. Such procedures and controls shall include the following: laccess to individuals assigned specific roles with legitimate business needs
Persons who Use closed systems to Create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
integrity, and, when , the of electronic IMechanisms exist to utiize the concept of least privilege, allowing only
1110 Controls for closed systems |records, and to ensure that the signer cannot readily repudiate the signed record | Functional | Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 5
s not genuine. Such procedures and controls shall include the following: laccordance with organizational business functions.
Persons who Use closed systems to Create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
integrity, and, when . the of electronic Information Assurance (1A) Mechanisms exist to facilitate the i
y plementation of security, compliance
1110 Controls for closed systems |records, and to ensure that the signer cannot readily repudiate the signed record | Functional | Intersects With oo IA0-01 e e oL e o o 5
s not genuine. Such procedures and controls shall include the following:
PPersons who Use closed systems to Create, modify, maintain, or transmit
lectronic records shal employ procedures and controls designed to ensure the
1110 Controls for closed systems records. and to.epsure that the:  rendly repodime tha Sionet record |  Functional | Intersects With | Maintenance Operations |  MNT-01 [ Mechanisms exit to develop, disseminate, review & update procedures to 5
ysems s and 0 St e s comot el et e e e o facitatethe mplementation of mamtenarce Conras acros 1 emterpise
Persons who Use closed systems to Create, modify, maintain, or transmit
lectronc ecords shall employ rocedures and controls designed o ensure the Mechanisms exist to faciltate the implementation of industry-recognized
1110 Controls for closed systems frecords, and to ensure that the signer canno readily repudiate the signed record | Functional | Intersects With | 5[ Engheering AL e o aron o i Feston T moolo Asaa ™ 5
s not genuine. Such procedures and controls shall include the following: e s (rans) .
Persons who Use closed systems to Create, modify, maintain, or transmit
lectronc ecorcs shall employ rocedures nd controls designed o ensure the IMechanisms exist to develop an enterprise architecture, aligned with
. Alignment With Enterprise 0y [Industry-recognized leading practices, with consideration for security,
1110 Controls for closed systems ecords, and to ensure tht th sgner camnat eaclly epulate the signe ecord | Functional | Itersects With e o E I St A A A A A N 5
s not genuine. Such procedures and controls shall include the following: loperations, assets, individuals and other organizations
Persons who Use closed systems to Create, modify, maintain, or transmit
lectronc ecorcsshall employ rocedures nd controls designed o ensure the Mechanisms exist to implement securty functions as a ayered structure
. Defense-In-Depth (DiD) o3 |minimizing interactions between layers of the design and avoiding any
1110 Controls for closed systems ecords, and to ensure tht th sgner camnat eacily epulate thesigne ecord | Functional | Itersects With e SEA03 e e o T ooty o oare e oY 5
s not genuine. Such procedures and controls shall include the following: e
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Strength of
Relationship

lPersons who use closed systems to create, modify, maint nsmit
electronic records shall employ procedures and controls deswgned to ensure the
egrity, and, when the of electronic IMechanisms exist to facilitate the implementation of operational security
1110 Controls for closed systems records, and to ensure that the signer cannot readily repudiate the signed record | Functional | Intersects With | Operations Security ops01  [Mechan 5
s not genuine. Such procedures and controls shall include the following: g
[Persons who use closed systems to create, modify, maintain, or transmit
electronic records shall employ procedures and controls designed to ensure the
ity, integrity, and. when , the of electronic Standardized Operatin IMechanisms exist to identify and document Standardized Operating
11.10 Controls for closed systems |records, and to ensure that the signer cannot readily repudiate the signed record |~ Functional | Intersects With Procedures (psopy 9 OPS-01.1  |Procedures (SOP), or similar documentation, to enable the proper execution 5
s not genuine. Such procedures and controls shall include the following: lof day-to-day / assigned tasks.
[Persons who use closed systems to Create, modify, maintain, o fransmit
electronic records shall employ procedures and controls designed to ensure the IMechanisms exist to define supporting business processes and implement
integrity, and, when , the of electronic lappropriate governance and service management to ensure appropriate
records, and to ensure that the signer cannot readily repudiate the signed record Service Delivery y lplanning, delivery and support of the organization's technology capabilities
110 Controls for closed systems oot genuine. Such procedures and controls shall include the following: Functional | Intersects WIth | (g ,giness process support) | ©5°3  fsupporting business functions, workforce, and/or customers based on s
industry-recognized standards to achieve the specific goals of the process
larea
[Persons who use closed systems to Create, modify, maintain, o transmit
lectronic records shall employ procedures and contrls designed to ensure the
tegrity, and, wi of electronic Security, Compliance &
1110 Controlsfor closed systems recora, and Lo epsre it the-: Slgner cannot read\ly repudiate the signed record | Functional | Intersects With Resilience-Mindet saT-01  [flechanisms exist to facilitate the implementation of security workforce B
[development and awareness controls,
s not genuine. Such procedures and controls shall include the following: Workforce
[Persons who use closed systems to Create, modify, maintain, o fransmit
electronic records shall employ procedures and controls designed to ensure the echanisms exst to provide role-based securty, compliance and resilence:
integrity, and, when . the of electronic Role-Based Security, relate :(1) Before authorizing access to the system or performing
11.10 Controls for closed systems |records, and to ensure that the signer cannot readily repudiate the signed record | Functional | Intersects With | Compliance & Resilience SAT-03 9 A P 5
lnssigned dutied:(2) When required by system change: and(3) Annually
s not genuine. Such procedures and controls shall include the following: Training eoigned d
[Persons who use closed systems to Create, modify, m: nsmit
electronic records shall employ procedures and controls des\gned to ensure the
integrity, and, when , the of electronic IMechanisms exist to provi .
y provide specific training for privileged users to ensure
1110 Controls for closed systems records, and to ensure that the signer cannot readily repudiate the signed record |~ Functional | Intersects With Privileged Users SAT03.5 | el Usere understand their Unique rolos and fespancibiities 5
s not genuine. Such procedures and controls shall include the following:
[Persons who use closed systems to Create, modify, maintain, o fransmit
lectronic records shall employ procedures and contrls designed to ensure the
rity, and, w the electronic IMechanisms exist to utilize testing methods to ensure Technology Assets,
1110 Controlsfor closed systems recbras, and to epsre it the-: Sionar cannot readiy repudiate the signed record |  Functional | Intersects With | Malformed Input Testing | TDA-09.4 |Applications andor Services (TAAS) continue to operate s intended when 5
s not genuine. Such procedures and controls shall include the following: lsubject to invalid or unexpected inputs on its interfaces
[Validation of systems to ensure accuracy, refiabilty, consistent intended Security, Compliance &
ot formance, and the ability to discarn ivalld or altered records Y y Mechanisms exist to provide a security, compliance and resilience controls
11.10() Controls for closed systems [P y Functional | Intersects With Res\\g\l{v:res(;(:‘rlvlmls L0 e ction et repbrts 1o the araomiation's oxecute loadershin. 8
[Validation of systems to ensure accuracy, refiability, consistent intended
performance, and the ability to discern invalid or altered records. Security, Compliance & Mechanisms exist to regularly review processes and documented procedures
11.10() Controls for closed systems Functional | Intersects With | securly: Compiance & CPL-03 to ensure conformity with the organization's security, compliance and/or 8
resilience policies, standards and other applicable requirements.
[Validation of systems to ensure accuracy, refiability, consistent intended
performance, and the ability to discern invalid or altered records. Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications and/or
11.10() Controls for closed systems Functional | Intersects With | Security, Compliance & | CPL-03.2  [Services (TAAS) for adherence to the organization's security, compliance 8
Resilience Controls land/or resilience policies and standards.
[Validation of systems to ensure accuracy, refiability, consistent intended
11.10(2) Controls for closed systems [performance, and the ability to discern invalid or altered records. Functional | Intersects With Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls 5
e e e o Istent tended Information Assurance (1A) IMechanisms exist to faciltate the implementation of security, compliance
erformance, and the ability to discern invalid or altered records, - .
11.10(2) Controls for closed systems [P y Functional | Intersects With Operatione IR0 e O oot el 2t aor ol 8
[Validation of systems to ensure accuracy, refiability, consistent intended Mechanisns et o establ e scope of ssessments by defing the
lperformance, and the ability to discern invalid or altered records. oundary, according to people, processes and technology that
11.10(a) Controls for closed systems Functional | Intersects With | Assessment Boundaries | 1A0-01.1  [drectly of Indiectly impact the confidentiaily, integrity, avaliabilty and 5
lsafety of the Technology Assets, Applications, Services and/or Data (TAASD)
lunder review.
|Validation of systems to ensure accuracy, relabiity, consistent intended Mechanisms exist to formally assess the security, compliance and resilience
jperformance, and the ability to discern invalid or altered records. [controls in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
11.10(a) Controls for closed systems Functional | Intersects With Assessments 002 e erole are Imotamented coutectly. oporating as ntendes and 8
lproducing the desired outcome with respect to meeting expected
requirements.
[Validation of systems to ensure accuracy, refiability, consistent intended
performance, and the ability to discern invalid or altered records. File Integrity Monitaring Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-
11.10(2) Controls for closed systems Functional | Intersects With MON-01.7 |detection technology, on critical Technology Assets, Applications and/or 5
(Fit)
[Services (TAAS) to generate alerts for unauthorized modifications.
[The ability to generate accurate and complete Copies of records In both human
readable and electronic form suitable for inspection, review, and copying by the s regulatory & ecn ciltote the identi o .
111000 Controls for closed systems [308Ncy. Persons should contact the agency if there are any questions regarding | punctional | Intersects with |  Statutory, Regulatory CpLo1  |Mechanisms exist to facilitate the identification and implementation of s
(©) 4 |the ability of the agency to perform such review and copying of the electronic unctl ! Contractual Compliance Irelevant statutory, regulatory and contractual controls,
records
[The ability to generate accurate and complete Copies of records In both human
readable and electronic form suitable for inspection, review, and copying by the Security, Compliance & e . ' et '
11.10(b) Controls for closed systems [29eNcY: Persons should contact the agency if there are any questions regarding | Fynctional | Intersects With Resilience Controls cpL02 lechanisms exist to provide a security, compliance and resilience controls 5
(b) ¥ |the ability of the agency to perform such review and copying of the electronic uncti ! ‘bvemgm loversight function that reports to the organization's executive leadership.
records
[The ability to generate accurate and complete Copies of records In both human
readable and electronic form suitable for inspection, review, and copying by the IMechanisms exist to re
c gularly review processes and documented procedures
11.10(b) Controls for closed systems [302NCY. Persons should contact the agency if there are any questions €0arding | - Fynctional | Intersects With |~ Sectity, Compliance & CPL-03  |to ensure conformity with the organization's security, compliance and/or 5
[the ablliy of the agency to perform such review and copying of the electronic . resilience policies, standards and other applicable requirements.
[The ability to generate accurate and complete COpies of records In both human
readable and electronic form suitable for inspection, review, and copying by the Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications and/or
11.10(b) Controls for closed systems [29eNcY: Persons should contact the agency if there are any questions regarding | fynctional | Intersects With security, Compliance & | CPL-03.2  [Services (TAS) for adherence to the organization's securty, compliance 5
[the ablliy of the agency to perform such review and copying of the electronic esilience Controls land/or resilience policies and standards.
[The ability to generate accurate and complete Copies of records In both human
readable and electronic form suitable for inspection, review, and copying by the IMechanisms exist to utilize a Securit
¢ y Incident Event Manager (SIEM), or
11.100) Controls for closed systems [39ency. Persons should contact the agency if there are any questions regarding | unctional | Intersects witn | Centralized Collection of | o o) |G E o Bt i e & e entralized collection of securly. s
lthe ability of the agency to perform such review and copying of the electronic Security Event Logs related event logs.
records
[The ability to generate accurate and complete Copies of records In both human
readable and electronic form suitable for inspection, review, and copying by the
lagency. Persons should contact the agency if there are any questions regarding IMechanisms exist to configure Technology Assets, Applications and/or
the abiity ofthe agency to perform such review and copying of the elctronic [Services (TAAS) to produce event logs that contain sufficient information to,
records Jat a minimum:(1) Establish what type of event occurred;(2) When (date and
11.10(b) Controls for closed systems Functional | Intersects With |  Content of Event Logs MON-03 [ ot (3) Whert e cvont oreamrodri) Th causce of the 5
levent;(5) The outcome (success or failure) of the event; and(6) The identity
lof any user/subject associated with the event.
[The ability to generate accurate and complete Copies of records In both human
readable and electronic form suitable for inspection, review, and copying by the
11.10(b) Controls for closed systems [208NcY. Persons should contact the agency if there are any questions regarding | functional | Intersects With Audit Trails MON-03.2 [Mechanisms exist to link system access to individual users or service 5
lthe ability of the agency to perform such review and copying of the electronic laccounts.
records
[The ability to generate accurate and complete Copies of records In both human
readable and electronic form suitable for inspection, review, and copying by the Mechanisms exist to configure Technology Assets, Applications and/or
11.10(b) Controls for closed systems [29€ncy: Persons should contact the agency if there are any questions regarding Functional | Intersects With Time Stamps MON-07  [Services (TAAS) to use an authoritative time source to generate time stamps. 5
lthe ability of the agency to perform such review and copying of the electronic for event logs.
records
[The ability to generate accurate and complete Copies of records In both human
readable and electronic form suitable for inspection, review, and copying by the e with ech N ! ocke it N
11100 Controls for closed systems [3g€Ncy. Persons should contact the agency if there are any questions regarding |  runctional | Intersects With ynchronization Wit MON-07.1 | Mechanisms exist to synchronize internal system clocks with an authoritative s
© 4 lthe ability of the agency to perform such review and copying of the electronic v Authoritative Time Source ftime source.
records
[The ability to generate accurate and complete Copies of records In both human
readable and electronic form suitable for inspection, review, and copying by the e . 4 st toole rorived
12.10(b) Controls for closed systems [298NCy: Persons should contact the agency if there are any questions regarding | unctional | Intersects With | Protection of Event Logs | MoN.0g |Mechanisms exist to protect event logs and audit tools from unauthorize s
© 4 lthe ability of the agency to perform such review and copying of the electronic Y 9 laccess, modification and deletion.
records
[The ability to generate accurate and complete COpies of records In both human
readable and electronic form suitable for inspection, review, and copying by the
11.10(b) Controls for closed systems [39eNcY: Persons should contact the agency if there are any questions regarding | rynctional | Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls| 5
lthe ability of the agency to perform such review and copying of the electronic
records
[The ability to generate accurate and complete COpies of records In both human
readable and electronic form suitable for inspection, review, and copying by the - R " ech ciltote the impi . '
111000 Controls for closed systems [9ency. Persons should contact the agency if there are any questions regarding | runctional | Intersects with | Information Assurance 1A0.01  |Mechanisms exist to facilitate the implementation of security, compliance s
© 4 lthe ability of the agency to perform such review and copying of the electronic Y Operations land resilience assessment and authorization controls
records
[Protection of records to enable their accurate and ready retrieval throughout the ; . taciitate the enti o .
1100 |conrl o cosss s [ eenon b Funcionst | nerscs i | Sony Regubon & | oy gy Mechains et o it e dertcaton s gt o ;
[Protection of records to enable their accurate and ready retrieval throughout the Security, Compliance & N
11.10(c) Controls for closed systems |records retention period Functional | Intersects With Resilience Controls CcPL-02 r‘f;rzfg"r“i’f"jni:‘j:\i’i\:{‘gﬁf& f:iﬁ'e“gm“:mz"a“tfé‘:i :Zg(’&fcf‘"::d;‘:;":g‘s 5
Overs
[Protection of records to enable their accurate and ready retrieval throughout the
records retention period securlty, Compliance & Mechanisms exist to regularly review processes and documented procedures
11.10(c) Controls for closed systems Functional | Intersects with |  peCuy: Compiance CPL-03 fto ensure conformity with the organization's security, compliance and/or 5
resilience policies, standards and other applicable requirements.
[Protection of records to enable their accurate and ready retrieval throughout the
records retention period Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications and/or
11.10(c) Controls for closed systems Functional | Intersects With | Security, Compliance & | CPL-03.2 [Services (TAAS) for adherence to the organization's security, compliance 5
Resilience Controls land/or resilience policies and standards.
[Protection of records to enable their accurate and ready retrieval throughout the Comtratized Cotlection of Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
11.10(c) Controls for closed systems |records retention period Functional | Intersects With MON-02  [similar automated tool, to support the centralized collection of security- 5
Security Event Logs related event logs.
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[Protection of records to enable their accurate and ready retrieval throughout the
records retention period.
IMechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
’ lat a minimum:(1) Establish what type of event occurred;(2) When (date and
11.10(0) Controls for closed systems Functional | Intersects With |  Content of Event Logs MON-03 et acoumret.(3) Where the event oecurod: i) The source of the 5
levent;(5) The outcome (success or failure) of the event; and(6) The identity
lof any user/subject associated with the event.
[Protection of records to enable their accurate and ready retrieval throughout the [Mechanisms exist to link system access to individual users or service
11.10(0) Controls for closed systems | (c ool 0 to V0T 0 Functional | Intersects With Audit Trails MON-03.2  [NEChans 5
[Protection of records to enable their accurate and ready retrieval throughout the [Mechanisms exist to configure Technology Assets, Applications and/or
11.10(c) Controls for closed systems [records retention period. Functional Intersects With Time Stamps MON-07  [Services (TAAS) to use an authoritative time source to generate time stamps. 5
ffor event logs.
fprotection of records to enable their accurate and ready retrieval throughout the Synchronization With IMechanisms exist to synchronize internal system clocks with an authoritative
records retention period. ¥ uthori
11.10(0) Controls for closed systems p Functional | Intersects With | , SYOCUENZEOR MM | MoN-07.1  [feehaniems 5
[Protection of records to enable their accurate and ready retrieval throughout the IMechanisms exist to protect event logs and audit tools from unauthorized
11.10(0) Controls for closed systems |o(Coral 7 0 HE oy Functional | Intersects With | Protection of Event Logs | ~ MON-0g  |[N=Chansme Bxiet fo Protect cven 5
[Protection of records to enable their accurate and ready retrieval throughout the se of Cryptogranh IMechanisms exist to facilitate the implementation of cryptographic
11.10(c) Controls for closed systems |records retention period. Functional | Intersects With e o grapnic CRY-01 |protections controls using known public standards and trusted cryptographic 5
ftechnologies
[Protection of records to enable their accurate and ready retrieval throughout the fcn i ‘exist to protect the of data being
11.10(0) Controls for closed systems | (oG 70 G o poriod. Functional | Intersects With |Tr c CRY-03 5
[Protection of records to enable their accurate and ready retrieval throughout the [Cryptographic mechanisms exist to protect the integrity of data being
11.10(0) Controls for closed systems | (CorG e Crtion period. Functional | Intersects With |  Transmission Integrity CcRY-04  [CIYPOOraR! 5
[Protection of records to enable their accurate and ready retrieval throughout the fcn exist to prevent disclosure of data
11.10(0) Controls for closed systems | (Cora 70 0o Ceriog. Functional | Intersects With | Encrypting Data At Rest CcRY-05 (SRS 5
11.10(0) Controls for closed systems. fgz;f;ls“:gt‘;fn[f;:;";;’;"“'E their accurate and ready retrieval throughout the | ¢ ional | Intersects With Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls,| 5
[Protection of records to enable their accurate and ready retrieval throughout the Information Assurance (IA) Mecharfarns exst 1o aciltate e Implementation of securty, compliance
11.10(0) Controls for closed systems | (o670 Crtion period. Functional | Intersects With Operations 1001 [Viechanems & 5
[Limiting system access to authorized indviduals.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
11.10(d) Controls for closed systems Functional | Intersects With s CFG-02 |configurations for Technology Assets, Applications and/or Services (TAAS) 5
onfigurations
lthat are consistent with industry-accepted system hardening standards.
11.10(d) Controls for closed systems |-M1tNg system access to authorized individuals. Functional | Intersects With Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls.| 5
1100 Controls for closed systems |IT" System access to authorized individuals Functional | Intersects With Toerily & Access Wco1 [lechanisms exist i faclitats the implementation of sntiication ana S
Limiting system access to authorized individuals. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Aumonze
11.10(d) Controls for closed systems Functional | Intersects With Authentication for 1AC-02 [and Audit (AAA) organizational users and processes acting on behalf 5
Organizational Users lorganizational users.
[Cimiting system access to authorized individuals.
Role-Based Access Control IMechanisms exist to enforce Role-Based Access Control (RBAC) for
11.10(d) Controls for closed systems Functional | Intersects With (RBAC 1AC-08  [Technology Assets, Applications, Services and/or Data (TAASD) to restrict 5
laccess to individuals assigned specific roles with legitimate business needs.
[Cimiting system access to authorized individuals. IMechanisms exist to enforce Logical Access Control (LAC) permissions that
11.10(d) Controls for closed systems Functional | Intersects With | Access Enforcement G20 o the principle of -leact privilege.t 5
[Cimiting system access to authorized individuals.
IMechanisms exist to utilize the concept of least privilege, allowing only
11.10(d) Controls for closed systems Functional | Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.
[Use of secure, c d, ped audit trails to
record the date and time of operator entries and actions that create, modify, or
ldelete electronic records. Record changes shall not obscure previously recorded
information. Such audit trail documentation shall be retained for a period at least IMechanisms exist to retain media and data in accordance with applicable
1110() Controls for closed systems |ag ong as that required for the subject electronic records and shall be available |~ Functional | Intersects With | - Media & Data Retention | DCH-18 (izytory, regulatory and contractual obligations. 8
[for agency review and copying
[Use of secure, comp ped audit trails to
record the date and time of operatur entries and actions that create, modify, or
ldelete electronic records. Record changes shall not obscure previously recorded
information. Such audit trail documentation shall be retained for a period at least Mechanisms exist to facilitate the implementation of enterprise-wide
11100 Controls for closed systems |ag ong as that required for the subject electronic records and shall be available | Functional | Intersects With | Continuous Monitoring MON-01|monitoring controls. 8
[for agency review and copying
[Use of secure, comp d, ped audit trails o
[ cord the i ot tme ot operator entries and actions that create, modify, or
ldelete electronic records. Record changes shall not obscure previously recorded Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
information. Such audit trail documentation shall be retained for a period at least Centralized Collection of ?
11.10(e) Controls for closed systems |1 40 o for the subject electronic records and shall be available |  Functional | Intersects with | C¢geEed COTRCEon MON-02. smilar automated tool, o supportthe centralzed collection of ecuriy- 8
Ifor agency review and copying. 95
[Use of secure, c d, d audit trails to
[ ocord the st ot e ot operator entries and actions that create, modify, or
ldelete electronic records. Record changes shall not obscure previously recorded IMechanisms exist to configure Technology Assets, Applications and/or
information. Such audit trail documentation shall be retained for a period at least [Services (TAAS) to produce event logs that contain sufficient information to,
las long as that required for the subject electronic records and shall be available lat @ minimum:(1) Establish what type of event occurred;(2) When (date and
11.10(e) Controls for closed systems for agency review and copying Functional | Intersects With |  Content of Event Logs MON-03 Vet oceurred;(3) Where the event occurtod: ) The source of the 8
levent;(5) The outcome (success or failure) of the event; and(6) The identity
lof any user/subject associated with the event.
[Use of secure, c d, 0 d audit trails to
[ ocord the i ot e ot operator entries and actions that create, modify, or
ldelete electronic records. Record changes shall not obscure previously recorded
information. Such audit trail documentation shall be retained for a period at least ’ IMechanisms exist to link system access to individual users or service
11.10(e) Controls for closed systems a5 jong as that required for the subject electronic records and shall be available |~ Functional | Intersects With Audit Trails MON-03.2 o ccounts. 8
[for agency review and copying
[Use of secure, comp d, ped audit trails to
[ ocord the i ot e ot operator entries and actions that create, modify, or
ldelete electronic records. Record changes shall not obscure previously recorded Mechanisms exist to configure Technology Assets, Applications and/or
information. Such audit trail documentation shall be retained for a period at least .
11.10(e) Controls for closed systems | 00 A for the sublect electronic records and shall be avalable |  Functional | Intersects With Time Stamps MON-07. Services (TAS) to use an authoriativ time source to generate tme stamps 8
Ifor agency review and copying. 9
[Use of secure, comput [ ped audit trails to
record the date and time of operatnr entries and actions that create, modify, or
ldelete electronic records. Record changes shall not obscure previously recorded
information. Such audit trail documentation shall be retained for a period at least Synchronization With Mechanisms exist to synchronize internal system clocks with an authoritative
11.10(e} Controls for closed systems log jong as that required for the subject electronic records and shall be available | Functionsl | Intersects With | 5 jioritative Time Source | MON-07 " ltime source. 8
[for agency review and copying
[Use of secure, c ted, time-stamped audt trails to
[ ocord the ot ;e ot operator entries and actions that create, modify, or
ldelete electronic records. Record changes shall not obscure previously recorded
information. Such audit trail documentation shall be retained for a period at least IMechanisms exist to protect event logs and audit tools from unauthorized
11.10(e) Controls for closed systems |a¢ 504 as that required for the subject electronic records and shall be available | FUnctional | Intersects With | Protection of Event Logs | MON-08 |acags modification and deletion. 8
ffor agency review and copying
(Use of operational system checks to enforce permitted sequencing of steps and Standardized Operatin: [Mechanisms exist to identify and document Standardized Operating
11.10(9) Controls for closed systems [events, as appropriate. Functional Subset Of apr:(edfres ("Seogy 9 OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
lof day-to-day / assigned tasks.
[Use of authority checks to ensure that only authorized individuals can use the
[system, electronically sign a record, access the operation or computer system Identity & Access [Mechanisms exist to facilitate the implementation of identification and
11.10(9) Controls for closed systems linput or output device, alter a record, or perform the operation at hand. Functional Subset Of Management (1AM) IAC-OL | oce management controls. P 10
[Use of authority checks to ensure that only authorized individuals can use the
lsystem, electronically sign a record, access the operation or computer system Periodic Review of Account IMechanisms exist to periodically-review the privileges assigned to individuals|
11.10(9) Controls for closed systems input of output device, alter a record, or perform the operation at hand. Functional | Intersects With e ot IAC17  |and service accounts to validate the need for such privileges and reassign or 8
9 remove unnecessary privileges, as necessary.
[Use of device (e.g., terminal) checks to determine, as appropriate, the validity of
11.10(h) Controls for closed systems [t o e ot data input o operational instruction Functional | Intersects With | Input Data Validation TDA-18  [Mechanisms exist to check the validity of information inputs. 8
[Determination that persons who develop, maintain, or use electronic
11.100) Controls for closed systems record/electronic signature systems have the education, training, and experience|  Functional subsetof | Human Resources Security | e o) [Mechanisms exist to facilitate the implementation of personnel security 10
lto perform their assigned tasks. Management [controls.
[Determination that persons who develop, maintain, or use electronic IMechanisms exist to manage personnel security risk by assigning a risk
11.100) Controls for closed systems [record/electronic signature systems have the education, training, and experience|  Functional | Intersects With | Position Categorization HRS-02  [designation to all positions and establishing screening criteria for individuals 5
to perform their assigned tasks. flling those positions.
[Determination that persons who develop, maintain, or use electronic [Mechanisms exist to ensure that every user accessing Technology Assets,
11.100) Controls for closed systems. record/electronic signature systems have the education, training, and experience Functional Intersects With Users With Elevated HRs.02.1 |Applications andjor Services (TAAS) that process, store andjor transmit 5
8 Y lto perform their assigned tasks. Privileges sensitive/regulated data is cleared and regularly trained to handle the
information in question.
[Determination that persons who develop, maintain, or use electronic
11.100) Controls for closed systems [record/electronic signature systems have the education, training, and experience |  Functional | Intersects With Defined Roles & HRs.03  |Mechanisms exist to define cybersecurity roles & responsibilities for all 5
to perform their assigned tasks. Responsibilities personnel
[Determination that persons who develop, maintain, or use electronic Competency R N
record/electronic signature systems have the education, training, and experience ompetency Requirements. IMechanisms exist to ensure that all security-related positions are staffed by
11.100) Controls for closed systems lto perform their assigned tasks. Functionsl | Intersects With |~ for Security-Hslate HRS-03.2 | e dividusls who have the necessary skill set 5
[Determination that persons who develop, maintain, or use electronic IMechanisms exist to formally educate authorized users on proper data
11.10() Controls for closed systems [record/electronic signature systems have the education, training, and experience|  Functional Intersects With Formal Indoctrination HRS-04.2  |handling practices for all the relevant types of data to which they have 5
to perform their assigned tasks. laccess.
[The establishment of, and adherence to, written policies that hold individuals
jaccountable and responsible for actions nitiated under their electronic Human Resources Securit IMechanisms exist to facilitate the implementation of personnel securit
11.10() Controls for closed systems signatures, in order to deter record and signature falsification. Functional Subset Of Management | HRS01 o " " Y 10
[The establishment of, and adherence to, written policies that hold individuals
accountable and respornsile or acions ntiated under thelrelctronic Mechanisms exist to proactively govern the following personnel management|
d g Onboarding, Transferring & y lactions:(1) Onboarding new personnel (e.q., new hires);(2) Transferring
11.100) Controls for closed systems Functional | Intersects WIth | " otooarding personnel | MR%011  |personnel into new roles within the organization; and(3) Offboarding s
lpersonnel (e.g., termination of employment).
[The establishment of, and adherence to, written policies that hold individuals
laccountable and responsible for actions initiated under their electronic [Mechanisms exist to formally educate authorized users on proper data
11.10() Controls for closed systems |signatures, in order to deter record and signature falsification. Functional | Intersects With |  Formal Indoctrination HRS-04.2  |handiing practices for all the relevant types of data to which they have 5
laccess.
[The establishment of, and adherence to, written policies that hold individuals
laccountable and responsible for actions initiated under their electronic [Mechanisms exist to require all employees and contractors to apply
11.10() Controls for closed systems |signatures, in order to deter record and signature falsification. Functional | Intersects With |  Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 5
lsecure, compliant and resilient capabilities.
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[The establishment of, and adherence to, written policies that hold individuals
laccountable and responsible for actions initiated under their electronic

IMechanisms exist to define acceptable and unacceptable rules of behavior

codes/passwords

Resilience Controls

land/or resilience policies and standards.

11.10() Controls for closed systems [signatures, in order to deter record and signature falsification. Functional | Intersects With Rules of Behavior HRS-05.1 for the use of including 5
lbehavior.
[The establishment of and adherence to, writen policies that hold individuals IMechanisms exist to establish usage restrictions and implementation
laccountable and responsible for actions initiated under their electronic lguidance for organizational technologies based on the potential to cause
11.10() Controls for closed systems [signatures, in order to deter record and signature falsification. Functional | Intersects With |Technology Use Restrictions|  HRS-05.3 |80 00C o o one andior Services (TAAS). I used 5
Imaliciously.
11.10(k) Controls for closed systems |5 f @PPropriate controls over systems documentation including Functional | Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls,| 5
Use of appropriate controls over systems documentation including: Standardized Operatin: Mechanisms exist to identify and document Standardized Operating
11.10(k) Controls for closed systems. Functional | Intersects With Procedures (s0p) | OPS-011  [Procedures (SOP). or similar documentation, to enable the proper execution 5
lof day-to-day / assigned tasks.
[Adequate controls over the distribution of, access to, and use of documentation IMechanisms exist to restrict the disclosure of sensitive/regulated data to
11.10(k)(1) Controls for closed systems ¢ L 800 00008 N Sd maintenance. Functional | Intersects With | Disclosure of Information | DCH-031  [JECRDEM BCE 1A TReTrEl (0e BECO 8
[Revision and change control procedures to maintain an audit trail that ont . ech . e technical configuration ¢h ol
11.10(k)(2) Controls for closed systems [documents ed and of systems Functional Subset Of onfiguganon change CHG-02  [Mechanisms exist to govern the technical configuration change control 10
ldocumentation ontrol lprocesses.
TS0ns Who Use 0pen systems to Create, modify, maintain, or transmit electror
records shall employ procedures and controls designed to ensure the
tegrity, and, as of electronic
records from the point of their creation to ine “polnt of thei recelpt. Such
Ibrocedures and controls shall include those identified in §11.10, s appropriate, Operationalizing Security, IMechanisms exist to compel data and/or process owners to operationalize
1130 Controls for open systems [on vl measures such as document encryption and use of appropriate Functional | Intersects With | Compliance & Resilience |  GOV-15 fsecurity, compliance and resilience practices for each Technology Asset, 8
digital signature standards to ensure, as necessary under the circumstances, Capabilities IApplication and/or Service (TAAS) under their control.
record authenticity, integrity, and confidentiality.
[Persons who use open systems to create, modify, maintain, or transmit electronic|
records shall employ procedures and controls designed to ensure the IMechanisms exist to generate authoritative documentation (e.g., System
tegrity, and, as of electronic [Security Plan (SSP)) that:(1) Identifies key architectural and implementation
records from the point o their creation to thfi Boint ofthelr receipt Such Applied Security, information on in-scope Technology Assets, Applications andjor Services
lprocedures and controls shall include those identified in §11.10, as appropriate, . ’ (TAAS);(2) Reflects the current state of applied security, compliance and
1130 Controls for open systems lan, nal measures such as document encryption and use of appropriate Functional | Intersects With | Compliance and Reslience | - 1A0-03  egilience controls on applicable People, Processes, Technologies, Data 8
digital signature standards to ensure, as necessary under the circumstances, fand/or Facilities (PPTDF) that are contained within the system boundary;
record authenticity, integrity, and confidentiality. land(3) Provides a historical record of applied security controls, including
lchanges.
11.50 Signature manifestations |V/A Functional | No Relationship N/A N/A N/A 0 [ EE? ]
Signed electronic records shall contain information associated with the signing
lthat clearly indicates all of the following: secure Baseline IMechanisms exist to develop, document and maintain secure baseline
11.50(a) Signature manifestations Functional | Intersects With Confoiratione CFG-02 for Technology Assets, Applications and/or Services (TAAS) 5
9 Ithat are consistent with industry-accepted system hardening standards.
[The printed name of the signer;
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
11.50()(1) Signature manifestations Functional | Intersects With CFG-02 |configurations for Technology Assets, Applications and/or Services (TAAS) 5
Configurations
lthat are consistent with industry-accepted system hardening standards.
[The date and time when the signature was executed; and
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
11.50(2)(2) Signature manifestations Functional | Intersects With CFG-02 |configurations for Technology Assets, Applications and/or Services (TAAS) 5
Configurations
lthat are consistent with industry-accepted system hardening standards.
[The meaning (such as review, approval, responsibility, or authorship) associated
lwith the signature. secure Baseline IMechanisms exist to develop, document and maintain secure baseline
11.50(2)(3) Signature manifestations Functional | Intersects With CFG-02 |configurations for Technology Assets, Applications and/or Services (TAAS) 5
Configurations
lthat are consistent with industry-accepted system hardening standards.
[The items identified in paragraphs (a)(1), (a)(2), and (a)(3) of this section shall be
subject to the same controls as for electronic records and shall be included as secure Baseline Mechanisms exist to develop, document and maintain secure baseline
11.50(b) Signature manifestations. [gart of any human readable form of the electronic record (such as electronic Functional | Intersects With e e CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 5
display or printout). '9 lthat are consistent with industry-accepted system hardening standards.
[Electronic signatures and handwritten signatures executed to electronic records
shall be linked to their respective electronic records to ensure that the signatures secure Baseline Mechanisms exist to develop, document and maintain secure baseline
11.70 Signature/record linking - |cannot be excised, copied, or otherwise transferred to falsify an electronic record Functional Intersects With Configurations CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 5
loy ordinary means. '9' lthat are consistent with industry-accepted system hardening standards.
11.100 General requirements  [VA Functional | No Relationship N/A N/A N/A 0 O EE? G
Each lectronic signaturs shallbe unigus t an indiviclal and shall ot be Identity & Access IMechanisms exist to facilitate the implementation of identification and
11-100(2) General requirements sed by, or reassigned to, anyone else. Functional Subset Of Management (1AM) 'ACOL  laccess management controls. 0
Befnre an organization establishes, assigns, certifies, or otherwise sanctions an
findividual's electronic signature, or any element of such electronic signature, the Identity Proofing (Identity [Mechanisms exist to verify the identity of a user before issuin
11.100(b) General requirements  |organization shall verify the identity of the individual Functional | Intersects With Voo %m Y IAC-28 o mmfw{g Bsheuid 9 8
[Persons using electronic signatures shall, prior to or at the time of such Use, INo appiicable SCF control
certify to the agency that the electronic signatures in their system, used on or .
11.100(c) General requirements  [after August 20, 1997, are intended to be the legally binding equivalent of Functional | No Relationship N/A N/A NA 0
traditional handwritten signatures.
[The certification shall be signed with a traditional handwritten signature and INo appiicable SCF control
lsubmitted in electronic or paper form. Information on where to submit the §
11.100(0)(1) General requirements  |certification can be found on FDA's web page on Letters of NonRepudiation Functional | No Relationship N/A N/A N/A 0
|Agreement.
[Persons using electronic signatures shall, upon agency request, provide INo appiicable SCF control
ladditional certification or testimony that a specific electronic signature is the :
11.100(0)(2) General requirements  [legally binding equivalent of the signer’s handwritten signature. Functional | No Relationship N/A N/A N/A o
trectronic sgnatre. |74 INo appiicable SCF control
11.200 components ot controls Functional | No Relationship N/A N/A NA o
Flectronic signature _|F1ECtONC signatures that are ot based upon biometrics shall INo appiicable SCF control
11.200(a) components and controls Functional | No Relationship NA N/A NA 0
[Employ at least two distinct Suchasan ech to develon, d o maint basel
code and password. . echanisms exist to develop, document and maintain secure baseline
11.200(a)(1) corectrontc signature P Functional | Intersects With Secure Baseline CFG-02 for Technology Assets, Applications and/or Services (TAAS) B
P '9f |that are consistent with industry-accepted system hardening standards.
[When an individual executes a series of signings during a single, continuous INo appiicable SCF control
Iperiod of controlled system access, the first signing shall be executed using all
Flectronic signature _|e1ectronic signature components; subsequent signings shall be executed using at
11.200(a)(1)(i) least one electronic signature component that is only executable by, and Functional | No Relationship NA NA /A 0
components and controls mpone
designed to be used only by, the individual.
[When an individual executes one or more signings ot performed during a single, INo appiicable SCF control
Electronic signature  |continuous period of controlled system access, each signing shall be executed .
11.200(a)(1)(ii) components and controls. |using all of the electronic signature components, Functional | No Relationship NA NA NA o
Electronic signature [P 4560 0¥ By thell genuine owners; and INo appiicable SCF control
11.200(2)(2) components and controls Functional | No Relationship N/A NA N/A o
[Be administered and executed to ensure that attempted use of an individual's INo appiicable SCF control
11.200(2)(3) Electronic signature |+ |electronic signature by anyone other than its genuine owner requires Functional | No Relationship NA NA NA o
and controls two or more individuals
[Electronic signatures based upon biometrics shall be designed to ensure that ech to develon, d © and maint basel
lthey cannot be used by anyone other than their genuine owners. echanisms exis to develop, document and mintain secure baseline
11.200(b) ot Slgnature 4 Y any 9 Functional | Intersects With Secure Baseline CFG-02 ‘echnology Assets, Applications and/or Services (TAAS) B
P 9 Ithat are mns\stenl with industry-accepted system hardening standards.
[Persons who use electronic signatures based Upon Use of identification codes in INo appiicable SCF control
11.300 Cenlm\'js for ‘de"t‘ﬁ;am" lcombination with passwords shall employ controls to ensure their security and Functional | No Relationship N/A N/A N/A 0
codes/passwords lintegrity. Such controls shall include:
the each combined ode and password, INo appiicable SCF control
11.300(a) Controls for identification |g,ch that no two individuals have the same combination of identification code Functional | No Relationship N/A N/A N/A 0
codes/passwords  [2nq baceword
Controls for identification [E75U1INg that [dentification code and password [ssuances are periodically INo appiicable SCF control
ichecked, recalled, or revised (e.g., to cover such events as password agin:
11.300(b) Codes/pasawords (eg S ging) Functional | No Relationship N/A N/A N/A o
[Following loss management procedures to electronically deauthorize Iost, stolen,
Controts for identi Imissing, or otherwise potentially compromised tokens, cards, and other devices E— ech o facilt roranhic ke ¢ controls
ontrols for identification |that bear or generate identification code or password information, and to issue ryptographic Key . lechanisms exist to facilitate cryptographic key management controls to
11.300(c) codes/passwords  temporary or permanent replacements using suitable, rigorous controls. Functional | Intersects With ‘Management CRY-09 |y stect the confidentiality, integrity and availability of keys. s
[Use of transaction safeguards o prevent unauthorized use of passwords and/or
Controls for identification | o oS, A o e A e o mmediate and wrgent Mechanisms exist to protect authenticators commensurate with the
11.300(d) manner any attempts at thelr unauthorized use to the system security unit, and. | Functional | Intersects With |Protection of Authenticators|  IAC-10.5  [sensitivity of the information to which use of the authenticator permits 5
initial and periodic testing of devices, such as tokens or cards, that bear or
Controls for identification |generate identification code or password information to ensure that they function Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications and/or
11.300(e) [property and have not been altered in an unauthorized manner. Functional | Intersects With | Security, Compliance & | CPL-03.2 [Services (TAAS) for adherence to the organization's security, compliance 5

Secure Controls Framework (SCF)
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