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STRM Guidance:

AC-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional
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Published STRM U

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Identity & Access

Subset OF Management (IAM)

IAC-01

Mechanisms exist to facilitate the
implementation of identification
and access management
controls.

10

AC-02

|Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequencyl;k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
|termination and transfer processes.

Functional

Termination of

Intersects With Employment

IAC-07.2]

Mechanisms exist to revoke user
access rights in a timely manner,
upon termination of employment
or contract.

AC-02

|Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel

termination and transfer processes.

Functional

Account

Intersects With Management

IAC-15

Mechanisms exist to proactively
govern account management of
individual, group, system,
service, application, guest and
itemporary accounts.
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a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles] " .
AC-02 :/Icacnoaur:ment within:1. [Assignment: organization-defined time Functional [Intersects With I\r/glli";alziaotr? TDA-18 \D:I:hcd'}fnEm:;::ta;%sr;:ctéhe 5
9 period] when accounts are no longer required;2. Y puts.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency:
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.
a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the Cryptographic mechanisms exist
use of accounts;h. Notify account managers and to implement strong
lAccount [Asslgnment: ‘organization-de.ﬁne;d perspnnel or roles] X ‘ Safeguarding Data cryptography and security
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
period] when accounts are no longer required;2. Networks sensitive/regulated data during
[Assignment: organization-defined time period] when transmission over open, public
users are terminated or transferred; and3. networks.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.
Management | [Support the management of system accounts using Automated System AULUlv|dlt|:1U|llcu|am m exwfstto
AC-02(01) |JAutomated System |[Assignment: organization-defined automated Functional |Intersects With M Account IAC-15.1] support the managemen_t o 5
IAccount mechanisms]. ‘ anagemer!t systgm accounts (e.g., directory
(Directorv Services) services)
|Account /Automated mechanisms exist to
Management | /Automatically [Selection (one): remove; disable] Removal of disable or remove temporary and
AC-02(02) #utomated temporary and emergency accounts after [Assignment: Functional Equal Temporary / IAC-15.2|emergency accounts after an 10
emporary and lorganization-defined time period for each type of Emergency organization-defined time period
Slmergency Account account]. Accounts for each type of account.
anagement
Disable accounts within [Assignment: organization-
lAccount deﬁneg E)imAe periold] when the_agcgun_ttsh:a, Have Disable Inacti Q_Utol;?a_ted rpechanismi exfitst to
lexpired;b. Are no longer associated with a user or . isable Inactive isable inactive accounts after
AC-02(03) Mgnagement | indpi'vidual;c. Are in viglation of organizational policy; Functional Equal Accounts IAC-15.3) an organization-defined time 10
Disable Accounts ’ ! ! oncy C
ord. Have been inactive for [Assignment: organization- period.
defined time period].

/Automated mechanisms exist to
|Account audit account creation,

Management /Automatically audit account creation, modification, " Automated Audit modification, enabling, disabling
AC-02(04) |Automated Au‘dit lenabling, disabling, and removal actions. Functional Equal ctions IAC-15.4 and removal actions and notify 10
|Actions organization-defined personnel

or roles.

TECTITATITSTITS EXTST o TTTTraTe

session lock after an

organization-defined time period
|Account Require that users log out when [Assignment: of inactivity, or upon receiving a

AC-02(05) Management | lorganization-defined time period of expected inactivity | Functional Equal Session Lock IAC-24 |request from a user and retain 10
Inactivity Logout or description of when to log out]. the session lock until the user
reestablishes access using

established identification and

a. Establish and administer privileged user accounts in Mechanisms exist to enforce
IAccount laccordance W\th_ [Selection (one): a role-based access Role-Based Access Control
Management | schgme; an attrlbuce—‘based access scheme];b._Momtor . Role-Based Access (RBAC) for Technology Assets,
AC-02(07) Privileged User privileged role or attrlbgte assignments;c. Monitor Functional Equal Control (RBAC) IAC-08 |Applications, Services and/or 10
lAccounts changes to roles or attributes; andd. Revoke access Data (TAASD) to restrict access
'when privileged role or attribute assignments are no to individuals assigned specific
longer appropriate. roles with legitimate business
[Account Mechanisms exist to authorize
Management | Only permit the use of shared and group accounts that Restrictions on the use of shared/group accounts
AC-02(09) Restrictions on Use |meet [Assignment: organization-defined conditions for | Functional Equal Shared Groups / [IAC-15.5| only under certain organization- 10
of Shared and lestablishing shared and group accounts]. Accounts defined conditions
Group Account: -
|[Account Enforce [Assignment: organization-defined |/Automated mechanisms exist to
AC-02(11) Management | circumstances and/or usage conditions] for Functional Equal Usage Conditions |IAC-15.8lenforce usage conditions for 10
Usage Conditions  |[Assignment: organization-defined system accounts]. users and/or roles.

Mechanisms exist to utilize User

& Entity Behavior Analytics
|[Account la. Monitor system accounts for [Assignment: (UEBA) and/or User Activity
Management lorganization-defined atypical usage]; andb. Report . Anomalous Monitoring (UAM) solutions to

AC-02(12) Accougnt Monit‘oring atgpical usage of syste%paccountg to [Assigannt: Functional Equal Behavior MON-16 detect and respond to anomalous| 10
ifor Atypical Usage |organization-defined personnel or roles]. behavior that could indicate

account compromise or other

malicious activities.

Mechanisms exist to expedite the|
|[Account process of removing "high risk"
Management | Disable accounts of individuals within [Assignment: High-Risk HRS- individual’s access to Technology

AC-02(13) Disable Accounts  |organization-defined time period] of discovery of Functional [Intersects With Terminations 092 |Assets, Applications, Services 5
for High-risk [Assignment: organization-defined significant risks]. : and/or Data (TAASD) upon
Individuals termination, as determined by
management.
[Account Mﬁﬁagms exist to disable
Management | Disable accounts of individuals within [Assignment: Account Disabling accounts immediately upon
AC-02(13) Disable Accounts  |organization-defined time period] of discovery of Functional |Intersects With for High Risk IAC-15.6|notification for users posing a 5
for High-risk [Assignment: organization-defined significant risks]. Individuals significant risk to the
Individual oraanization.
E . " Mechanisms exist to enforce
nforce approved authorizations for logical access to Logical Access Control (LAC)
AC-03 |Access Enforcement infor_mation and system resources in accordance with Functional [Intersects With|Access Enforcement| IAC-20 permissions that conform to the 5
applicable access control policies. principle of "least privilege."
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Focal Document Element (FDE) Description

Enforce approved authorizations for logical access to

FedRAMP 5_x000a_High

Safeguarding Data

(SCF)

Cantral Dacer "
Cryptographic mechanisms exist
to implement strong
cryptography and security

version 2026.1_x000a_03/27/2026

AC-03 |Access Enforcement{information and system resources in accordance with Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
lapplicable access control policies. Networks sensitive/regulated data during
transmission over open, public
networks.
Enforce approved authorizations for logical access to . .
AC-03 |Access Enforcement|information and system resources in accordance with Functional [Intersects With I\rlglli";a?iaotr? TDA-18 \D:I:hcd'}fnEm:;::;;%sr;sctéhe 5
lapplicable access control policies. Y puts.
Ente dual authorization for [Assi " Mechanisms exist to enforce a
nforce dual authorization for [Assignment: _ |two-person rule for implementing
AC-03(02) rgi?;ii:;%ﬁjggﬁ;t organization-defined privileged commands and/or Functional |Intersects With| Two-Person Rule q;sl changes to sensitive Technology 5
other organization-defined actions]. Assets, Applications and/or
icac [TA
IAccess Enforcement Enforce dual authorization for [Assignment: Dual Authorization /Automated mechanisms exist to
AC-03(02) | Dual Authorization lorganization-defined privileged commands and/or Functional (Intersects With for Privileged IAC-20.5/enforce dual authorization for 5
lother organization-defined actions]. Commands privileged commands.
Mechanisms exist to implement
Enforce approved authorizations for controlling the Data Flow and govern Access Control Lists
. Information Flow flow of information within the system and between . Enforcement - _oa |(ACLS) to provide data flow
AC-04 Enforcement iconnected systems based on [Assignment: Functional Equal Access Control Lists NET-04 enforcement that explicitly 10
lorganization-defined information flow control policies]. (ACLs) restrict network traffic to only
what is authorized.
[Assignment: organization-defined information flow
. ssignment: organization-
Information Flow h :
control mechanisms] by [Selection (one or more): . .
AC-04(04) Eg;ot';i??fent | Flow [decrypting the information; blocking the flow of the Functional Equal Content Check for | NET- g:ccrhazlesdmdsaf:'?:otg Erev:sr;tm 10
Encrypted lencrypted information; terminating communications a Encrypted Data 04.3 contggt—checkin mecr\{gnismsg
|nfor¥1§ation Isessions attempting to pass encrypted information; 9 .
[Assignment: organization-defined procedure or
thadll
. Mechanisms exist to ensure
E:gpg:;z?jﬂow ISeparate information flows logically or physically using Network zztxz:t zgcg’xeer?::ﬁ):ttlgziizlate
X [Assignment: organization-defined mechanisms and/or ; Segmentation - Y
AC-04(21) ggg?f:tlig; tlf)g\cal techniques] to accomplish [Assignment: organization- Functional Equal (macrosegementati NET-06 :ia?gflsoegry/iﬁesze(EFSA:S")ptll)c?)?gtlsct 10
Information Flows |d€fined required separations by types of information]. on) from other network resources.
@ Tgentity and document [ASSIgNMent: organization-
x Separation of defined duties of individuals requiring separation]; : Input Data 15 [Mechanisms exist to check the
AC-05 Duties landb. Define system access authorizations to support Functional [intersects With Validation TDA-18 validity of information inputs. 5
eparation of dutie: - -
a. Identify and document [Assignment: organization- zllechanlsms eIXI?ft to enlforce at‘
Separation of defined duties of individuals requiring separation]; : Dual Authorization | CHG- (two-person rule for implementing
AC-05 Duties landb. Define system access authorizations to support | Functional |intersects With for Change 04.3 |changes to critical Technology 5
separation of duties. Assets, Applications and/or
Sarvicac [TAAG)
Cryptographic mechanisms exist
N . . i tion. to implement strong
cparatonor [l and decumen assignment oronizatn
AC-05 Duties landb. Define system access authorizations to support Functional |Intersects With ?\‘ver Opken NET-12 |protocols to salfeggadrd duri 5
separation of duties. etworks sensltl\{e/(egu ated data uring
transmission over open, public
networks.
la. Identify and document [Assignment: organization- Zlneg n'?:ilrsvtrgisne;:;atr(;tl;g#;; ent
Separation of defined duties of individuals requiring separation]; Ny 8 Separation of .
AC-05 Duties landb. Define system access authorizations to support Functional  intersects With Duties (SoD) HRS-11 i?‘l;nesm(Sﬁgget:c‘ir\?xezt‘?:;ﬁrmal 5
iseparation of duties. rn|ﬁ.pins Y
Mechanisms exist to utilize the
Employ the principle of least privilege, allowing only cﬂnce.pt of IleaSt ‘I),‘”V.'Iegde'
. lauthorized accesses for users (or processes acting on . L allowing only authorized access
AC-06 Least Privilege : Functional |[Intersects With| Least Privilege | IAC-21 [to processes necessary to 5
behalf of users) that are necessary to accomplish accomplish assigned tasks in
assigned organizational tasks. accordance with organizational
business functions.
Employ the principle of least privilege, allowing only Mechanisms exist to enforce
y h lauthorized accesses for users (or processes acting on ) o |Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional |intersects With|Access Enforcement} 1AC-20 permissions that conform to the 5
lassigned organizational tasks. principle of "least privilege."
[Authorize access for [, ignment: organization-defined
Least Privilege | individuals or roles] to:a. [Assignment: organization- Authorize Access to Mechanisms exist to limit access
AC-06(01) |Authorize Access to |defined security functions (deployed in hardware, Functional Equal Security Functions IAC-21.1|to security functions to explicitly- 10
ISecurity Functions |[software, and firmware)]; andb. [Assignment: Yy authorized privileged users.
oraanization-defined securitv-relevant informationl.
Least Privilege | Require that users of system accounts (or roles) with Mechanisms exist to prohibit
Non-privileged laccess to [Assignment: organization-defined security Non-Privileged privileged users from using
AC-06(02) |Access for functions or security-relevant information] use non- Functional Equal Access for Non- [IAC-21.2|privileged accounts, while 10
Nonsecurity privileged accounts or roles, when accessing Security Functions performing non-security
Functions nonsecurity functions. functions.
Mechanisms exist to authorize
remote access to perform
Least Privilege | |Authorize network access to [Assignment: privileged commands on critical
Network Accgess to lorganization-defined privileged commands] only for Network Access to Technology Assets, Applications
AC-06(03) Privileged [Assignment: organization-defined compelling Functional Equal Privileged IAC-21.6| aﬂd/qlf Services (TAAS) or where 10
Commgands loperational needs] and document the rationale for Commands sensitive/regulated data is
isuch access in the security plan for the system. stored, transmitted and/or
processed only for compelling
operational needs.
M ¢ Mechanisms exist to restrict the
ivi i ivi anagemen i t of privileged
X Least Privilege | Restrict privileged accounts on the system to : . @assignmen p g
AC-06(05) Privileged Accounts |[Assignment: organization-defined personnel or roles]. Functional Equal N Approval For  |IAC-21.3[5ccounts to management- 10
rivileged Accounts approved personnel and/or roles.
a. Review [Assignment: organization-defined yei?gintﬁ:sr?jillset ?sgzes:ioﬂzzuty(;
o frequency] the privileges assigned to [Assignment: PR p ges 9
Least Privilege | ization-defined rol 1 f b periodic R ¢ individuals and service accounts
AC-06(07)  |Review of User  |ordanization-defined roles or classes of users] to Functional Equal ceriodic BEVIEW 91 | |AC-17 |to validate the need for such 10
Privileges \validate the need for such privileges; andb. Reassign Account Privileges rivileges and reassign or
9 lor remove privileges, if necessary, to correctly reflect Eemov% unnecessarygpnvileges
lorganizational mission and business needs. as necessary.
. . : /Automated mechanisms exist to
Least Privilege | Prevent the following software from executing at Privilege Levels for revent applications from
AC-06(08)  |Privilege Levels for |higher privilege levels than users executing the Functional Equal Code Exacation | IAC-21.7 0 e O e ar priviiege 10
ICode Execution software: [Assignment: organization-defined software]. 9 9 ‘p leg:
levels than the user's privileges.
LEast FTIVITEGE | LOg . L . . Auditing Use of Mechanisms exist to audit the
AC-06(09) Ese ?f Privileged Log the execution of privileged functions. Functional Equal Privileged Functions IAC-21.4| execution of privileged functions. 10
i Mechanisms exist to prevent
:;fg;itb?t”,\\"gige | Prohibit Non- non-privileged users from
. o Prevent non-privileged users from executing privileged . Privileged Users _ lexecuting privileged functions to
AC-06(10) z,:)“r’r']legee(ilﬁis:rs functions. Functional Equal from Executing IAC 21'5include disabling, circumventing 10
Privileged Fun%tions Privileged Functions or altering implemented security
9 safeguards / countermeasures.
[a. Enforce a limit of [Assignment: organization-defined
number] consecutive invalid logon attempts by a user
during a [Assignment: organization-defined time Mechanisms exist to enforce a
period]; andb. Automatically [Selection (one or more): limit for consecutive invalid login
lock the account or node for an [Assignment: attempts by a user during an
AC-07 Unsuccessful Logon |organization-defined time period]; lock the account or Functional Equal Account Lockout | 1AC-22 organization-defined time period 10

|Attempts

node until released by an administrator; delay next
logon prompt per [Assignment: organization-defined
delay algorithm]; notify system administrator; take
lother [Assignment: organization-defined action]] when
the maximum number of unsuccessful attempts is

lexceeded

and automatically locks the
account when the maximum
number of unsuccessful attempts
is exceeded.
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Set Theory Relationship Mapping (STRM)

FDE Nam

Focal Document Element (FDE) Desc

v
use notification message or banner] to users before

granting access to the system that provides privacy
land security notices consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines and state that:1. Users are
laccessing a U.S. Government system;2. System usage
may be monitored, recorded, and subject to audit;3.
Unauthorized use of the system is prohibited and
Isubject to criminal and civil penalties; and4. Use of the

FedRAMP 5_x000a_High

Mechanisms exist to utilize
system use notification / logon
banners that display an approved|

isystem indicates consent to monitoring and System Use L
AC-08 ﬁ)éﬁﬁe.gtlijj: recording;b. Retain the notification message or banner | Functional Equal Notification (Logon | SEA-18 gségrr&gfigfgggCargﬁ?ir:ne:cscaeg:; 10
lon the screen until users acknowledge the usage Banner) to Technology Assgets 9
iconditions and take explicit actions to log on to or PR .
further access the system; andc. For publicly f\fﬂ\'sc)at'ons and/or Services
laccessible systems:1. Display system use information :
[Assignment: organization-defined conditions], before
granting further access to the publicly accessible
Isystem;2. Display references, if any, to monitoring,
recording, or auditing that are consistent with privacy
laccommodations for such systems that generally
prohibit those activities; and3. Include a description of
RO R TR 2R ST bR ERe R ssTons Tor each
AC-10 IConcurrent Session |[Assignment: organization-defined account and/or Functional Equal Concurrent Session JAC-23 r:;lz?'i?:oiéljfr:]rr:;tsst:';is 10
IControl laccount type] to [Assignment: organization-defined a Control
numberl for each system account.
la. Prevent further access to the system by [Selection 'S'e?s'i':r""lzé‘k a‘:ft:rl;: TraTET
(one or more): initiating a device lock after . L . "
[Assignment: organization-defined time period] of g;gigsgwczﬁavtilfn—gregnsg ig?eei\?iinoad
" inactivity; requiring the user to initiate a device lock : " Y, P 9
AC-11 Device Lock ) N . Functional [Intersects With Session Lock IAC-24 |request from a user and retain 5
before leaving the system unattended]; andb. Retain the session lock until the user
the device lock until the user reestablishes access reestablishes access usin
using established identification and authentication blished identificati 9 d
procedures. established identi riatr:on an
fechanisms exist to Implement
Device Lock | . . . Hidi pattern-hiding displays to
AC-11(01)  [Pattern-hiding Conceal, via the device lock, information previously | Functional Equal Pattern-HIding liac-24.1/conceal information previously 10
Displays play P y ge. play: visible on the display during the
ession lock.
/Automated mechanisms exist to
Session Automatically terminate a user session after Session :'?egtxglt'ku:ﬁ:f'f:l?:gn"\%ctaelIsyezrs]iérljli
AC-12 [Assignment: organization-defined conditions or trigger| Functional Equal I IAC-25 " ' 10
[Termination levents requiring session disconnect] Termination at the end of the session or after
q g . an organization-defined period of
inactivity.
a. Identify [Assignment: organization-defined user : ; f "
h : Mechanisms exist to identify and
Permitted Actions f:jcet'not?;gatggﬁ coarnagﬁh’;i;figgtrifr? é)gntsr‘\setzxtst\;?hwnhout Permitted Actions document the supporting
\Without P o . A . Without rationale for specific user actions
AC-14 \dentification or lorganizational mission and business functions; andb. Functional Equal \dentification or IAC-26 that can be performed on a 10
|Authentication Document and provide supporting rationale in the Authorization system without identification or
security plan for the system, user actions not requiring P
identification or authentication. authentication.
la. Establish and document usage restrictions,
iconfiguration/connection requirements, and Mechanisms exist to define,
g implementation guidance for each type of remote ) 14 |control and review organization-
AC-17 Remote Access laccess allowed; andb. Authorize each type of remote Functional |intersects With| Remote Access NET-14 approved, secure remote access 5
laccess to the system prior to allowing such methods.
connections.
Remote Access | . " Automated /Automated mechanisms exist to
AC-17(01) Monitoring and Eer:r?;(t)g :gctglsw;ar:‘eedﬂl‘wggghamsms to monitor and control Functional Equal Monitoring & ’:ET]: monitor and control remote 10
Control . Control "~ [access sessions.
Remote Access | : . . .
Protection of implement crypt hi hanisms to protect th cPmﬁtdemt"ml":f /| NET: Erypmtgr??h“c me?izamtsn?'i S
~ o mplement cryptographic mechanisms to protect the . onfidentiality - |to protect the confidentiality an:
AC-17(02) ﬁ‘igﬁgfnﬂzli':‘y and iconfidentiality and integrity of remote access sessions. Functional Equal Integrity Using 14.2 |integrity of remote access 10
Encglpt)i/on 9 Encryption sessions (e.g., VPN).
AC-17(03) aea'::titchcceczssl Route remote accesses through authorized and Functional Equal Managed Access NET- :/Ieenggta::;c'gses):zttrt\oror\?;;e o 10
Contrgl Points managed network access control points. a Control Points 14.3 |managed network access control
points (e.g., VPN concentrator).
a‘ccess to security-relevant inH)rmat‘ijon via remote Mechanisms exIst to restrict the
Re_rr_\oce Access | laccess only in a format that provides assessable Remote Privileged lexecution of privileged
Privileged ¢ t  asses . ) Commands & NET- |commands and access to
AC-17(04) levidence and for the following needs: [Assignment: Functional Equal i : : . : 10
ICommands and lorganization-defined needs]; andb. Document the Sensitive Data 14.4 |security-relevant information via
[Access rationale for remote access in the security plan for the Access Ei'r“n‘;t:”ianc;iise?:t%:; needs.
a. Establish configuration requirements, connection N N
requirements, and implementation guidance for each Wireless rﬁiﬁgzg‘i’ﬁ;iﬁcfgngﬂnd
AC-18 Wireless Access type of wireless access; andb. Authorize each type of Functional (Intersects With Networkin NET-15 monitor for unauthor\ze?:l wireless| 5
\wireless access to the system prior to allowing such 9 access
connF%'Qn -
la. Establish configuration requirements, connection Mechanisms exist to protect the
requirements, and implementation guidance for each Wireless Access confidentiality and integrity of
AC-18 \Wireless Access type of wireless access; andb. Authorize each type of Functional [Intersects With| Authentication & | CRY-07 |wireless networking technologies 5
\wireless access to the system prior to allowing such Encryption by implementing authentication
connection: and tlrt%nélae&cwftiorpu —
\Wireless Access |  [Protect wireless access to the system using Authentication & NET- (uer{gljthorized écce)sas b F(le) e
AC-18(01) |Authentication and |authentication of [Selection (one or more): users; Functional Equal i~ >S Dy:{L) 10
" " Encryption 15.1 |Authenticating devices trying to
Encryption devices] and encryption. cannect: and(2) Encrunting
Mechanisms exist to disable
\Wireless Access | Disable, when not intended for use, wireless Disable Wireless NET- g;n:;ﬁistis:;{hvgtr?re:?n:::nw;[klng
AC-18(03) Disable Wireless networking capabilities embedded within system Functional Equal ; P et Y 10
q Networking 15.2 |embedded within system
Networking icomponents prior to issuance and deployment. components prior to issuance to
end users.
echanisms exist to identity and
\Ige‘:iiecsts Access | Identify and explicitly authorize users allowed to Restrict NET- explicitly authorize users who are|
AC-18(04) Configurations b independently configure wireless networking Functional Equal Configuration By 15.3 allowed to independently 10
Usersg Yy [capabilities. Users . configure wireless networking
capabilitie:
Wireless Access | |Select radio antennas and calibrate transmission Mechanisms exist to confine
~ |Antennas and power levels to reduce the probability that signals from . Wireless NET- |wireless communications to
AC-18(05) [Transmission Power |wireless access points can be received outside of Functional Equal Boundaries 15.4 |organization-controlled 10
Levels lorganization-controlled boundaries. boundaries.
la. Establish configuration requirements, connection Mechanisms exist to enforce
requirements, and implementation guidance for access control requirements for
~ |Access Control for |organization-controlled mobile devices, to include " Access Control For _0o|the connection of mobile devices
AC-19 Mobile Devices 'when such devices are outside of controlled areas; Functional Equal Mobile Devices MDM-02 'to organizational Technology 10
andb..Au;horilze thte connection of mobile devices to IAssets, Applications and/or
lorganizational systems. Services (TAAS)
Acce_ss Con_trol for Employ [Selection: full-device encryption; container- " Cryptographic mec_hanlsm_s exist
Mobile Devices | based encryption] to protect the confidentiality and Full Device & to protect the confidentiality and
AC-19(05) Full Device or integrit ofngormatio?w on [Assignment: or an\‘i/zation- Functional Equal Container-Based |MDM-03|integrity of information on mobile 10
IContainer-based =grity . . 9 :0rg Encryption devices through full-device or
defined mobile devices]
Encryption . container encryption.
[a. TSelection (one or more): Establish [Assignment: Mechanisms exist to govern how
lorganization-defined terms and conditions]; Identify external parties, including
[As;\gnment: organization-defined controls a;serted ‘to Technology Assets, Applications
be Implement_ed on external _system_s]], consistent with and/or Services (TAAS), are used
the trust relationships established with other Use of External to securely store, process and
AC-20 Use of External lorganizations owning, operating, and/or maintaining Functional Equal Technology Assets, DCH-13 [transmit data. 10

Systems

lexternal systems, allowing authorized individuals to:1.
/Access the system from external systems; and2.
Process, store, or transmit organization-controlled
information using external systems; orb. Prohibit the
use of [Assignment: organizationally-defined types of
lexternal systems].

Applications and/or
Services (TAAS)
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Mechanisms exist to prohibit
Permit authorized individuals to use an external external parties, including
system to access the system or to process, store, or Technology Assets, Applications
transmit organization-controlled information only and/or Services (TAAS), from
Use of External lafter:a. Verification of the implementation of controls Limits of Authorized| DCH- storing, processing and
AC-20(01) ISystems | Limits on |on the external system as specified in the Functional Equal U 131 transmitting data unless 10
|Authorized Use lorganization’s security and privacy policies and se -1 |authorized individuals first:(1)
security and privacy plans; orb. Retention of approved Verifying the implementation of
system connection or processing agreements with the required security, compliance
lorganizational entity hosting the external system. andjor resilience controls; or(2)
Retaining a processing
with the entit
Use of External Restrict the use of organization-controlled portable Mechanisms exist to restrict or
Systems | Portable |storage devices by authorized individuals on external " . Portable Storage DCH- |prohibit the use of portable
AC-20(02) Storage Devices — |systems using [Assignment: organization-defined Functional  intersects With Devices 13.2 |storage devices by users on 5
Restricted Use restrictions]. external systems.
a. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner Mechanisms exist to disclose
match the information’s access and use restrictions for Personal Data (PD) to third-
[Assignment: organization-defined information sharing Information Sharin parties only for the purposes
AC-21 Information Sharing circumstances where user discretion is required]; Functional |Intersects With| "\, oy Partiesg PRI-07 |identified in the data privacy 5
landb. Employ [Assignment: organization-defined notice and with the implicit or
lautomated mechanisms or manual processes] to assist explicit consent of the data
users in making information sharing and collaboration subject.
decisions.
a. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner
match the information’s access and use restrictions for Mechanisms exist to utilize a
[Assignment: organization-defined information sharing process to assist users in making
AC-21 Information Sharing |circumstances where user discretion is required]; Functional [Intersects With|Information Sharing| DCH-14 |information sharing decisions to 5
andb. Employ [Assignment: organization-defined ensure data is appropriately
lautomated mechanisms or manual processes] to assist protected.
users in making information sharing and collaboration
decisions.
@ Designate indiviguals authorized to make
information publicly accessible;b. Train authorized
individuals to ensure that publicly accessible
information does not contain nonpublic information;c.
: " Review the proposed content of information prior to " " . .
AC-22 zk;ﬁltlg:"ytAccesslb\e posting onto the publicly accessible system to ensure Functional Equal Publlc(l:)l/)r/‘ltcecr;etsslble DCH-15 gll.le;l?calnzr;cseggilgltet(c)ocr?tgt;sl 10
that nonpublic information is not included; andd. Y :
Review the content on the publicly accessible system
for nonpublic information [Assignment: organization-
defined frequency] and remove such information, if
discovered.
Employ [Assignment: organization-defined data mining Mechanisms exist to protect data
Data Mining prevention and detection techniques] for [Assignment: " Data Mining storage objects against
ACG-23 Protection lorganization-defined data storage objects] to detect Functional [intersects With Protection DCH-16 unauthorized data mining and 5
land protect against unauthorized data mining. data harvesting techniques.
and/or updating Personal Data
Employ [Ass\ggrgent: organiz:tion-de]ﬁfne(? data mining Usage Restrictions (PD) toil(l) T|f|1e pugpose(s)
Data Mining prevention and detection techniques] for [Assignment: . originally collected, consistent
AC-23 Protection lorganization-defined data storage objects] to detect Functional  intersects With| - of Perig?f;' Data |PRI-05.4 with the data privacy notice(s); 5
land protect against unauthorized data mining. (2) What is authorized by the
data subject, or authorized
@ DEVETOp, UUCUTTTENT, aTTa UTSSETTate (o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational . .
lentities, and compliance; andb. Is consistent with gl::fraitnlsgsnfx;fat;gerzwew the
lapplicable laws, executive orders, directives, Resilienyée Pmpram (SCRP),
regulations, policies, standards, and guidelines; and2. Periodic Review & includi li 9 tand. d d
Policy and Procedures to facilitate the implementation of the ) Update of Security, including policies, standards an
AT-01 L " Functional |Intersects With . GOV-03 |procedures, at planned intervals 5
Procedures lawareness and training policy and the associated Compliance & or if significant changes occur to
lawareness and training controls;b. Designate an Resilience Program ensure their continuing
[Assignment: organization-defined official] to manage suitability, adequacy and
the development, documentation, and dissemination of]| effectivenéss
the awareness and training policy and procedures; .
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
it i d ovonte]
"A”EVE'UV't“_'”“”"'t.'“'t."”ud i :"(';"'"LE v \ Mechanisms exist to facilitate the
[ ‘sswg.rimesn | or_ganlza lon-ae ne. c;))ersonnev OI'| " implementation of SECUTity
roles]:1. [Selection (one or mol:e), rganization-level; workforce development and
Mission/business process-level; System-level] awareness controls
lawareness and training policy that:a. Addresses .
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Security,
Policy and Procedures to facilitate the implementation of the . Compliance &
AT-01 Procedures lawareness and training policy and the associated Functional Subset Of Resilience-Minded SAT-01 10
lawareness and training controls;b. Designate an Workforce
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
SRR R RIAE AR ARG InRe
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the . Compliance & policies, standards and
AT-01 Procedures lawareness and training policy and the associated Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
lawareness and training controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of]|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
[Acci izatian dafi wantcl
a. Provide security and privacy literacy training to Mechanisms exist to provide all
isystem users (including managers, senior executives, lemployees and contractors
land contractors):1. As part of initial training for new appropriate security, compliance
users and [Assignment: organization-defined and resilience awareness
frequency] thereafter; and2. When required by system education and training that is
changes or following [Assignment: organization- Security relevant for their job function.
. . defined events];b. Employ the following techniques to : !
AT-02 ;Irfgr:;/yagligs‘gg increase the security and privacy awareness of system | Functional Equal COR";;II'iae':‘Ccee& SAT-02 10
users [Assignment: organization-defined awareness Awareness Trainin
techniques];c. Update literacy training and awareness 9
content [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; andd. Incorporate lessons learned from
internal or external security incidents or breaches into
literacy training and awareness techniques.
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AT-02(02)

Literacy Training
and Awareness |
Insider Threat

Focal Document Element (FDE) Description

Provide literacy training on recognizing and reporting
potential indicators of insider threat.

Functional

FedRAMP 5_x000a_High

Insider Threat
Awareness

THR-05

security awareness training on
recognizing and reporting
potential indicators of insider
threat.

AT-02(03)

Literacy Training
land Awareness |
Social Engineering
land Mining

Provide literacy training on recognizing and reporting
potential and actual instances of social engineering
land social mining.

Functional

Equal

Social Engineering
& Mining

SAT-
02.2

awareness training on
recognizing and reporting
potential and actual instances of
social engineering and social

10

AT-03

Role-based Training

a. Provide role-based security and privacy training to
personnel with the following roles and responsibilities:
[Assignment: organization-defined roles and
responsibilities]:1. Before authorizing access to the
isystem, information, or performing assigned duties,
land [Assignment: organization-defined frequency]
thereafter; and2. When required by system changes;b.
Update role-based training content [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Incorporate lessons learned from internal or external
security incidents or breaches into role-based training.

Functional

Intersects With

Role-Based
Security,
Compliance &
Resilience Training

SAT-03

Mechanisms exist to provide
role-based security, compliance
and resilience-related training:(1)
Before authorizing access to the
system or performing assigned
duties;(2) When required by
system changes; and(3) Annually
thereafter.

AT-04

[Training Records

la. Document and monitor information security and
privacy training activities, including security and
privacy awareness training and specific role-based
security and privacy training; andb. Retain individual
training records for [Assignment: organization-defined
time period].

Functional

Equal

Security,
Compliance &
Resilience Training
Records

SAT-04

retain and monitor individual
training activities, including:(1)
Initial security, compliance and
resilience awareness training;(2)
Recurring awareness training;
and(3) Technology Assets,
/Applications and/or Services

10

AU-01

Policy and
Procedures

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

AU-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

AU-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Continuous
Monitoring

MON-01

Mechanisms exist to facilitate the
implementation of enterprise-
wide monitoring controls.

10

AU-02

Event Logging

@ TOENTITy TNe Types Of EVents tNat the SyStem 15
icapable of logging in support of the audit function:
[Assignment: organization-defined event types that the|
lsystem is capable of loggingl;b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform
the selection criteria for events to be logged;c. Specify
the following event types for logging within the
Isystem: [Assignment: organization-defined event types
(subset of the event types defined in AU-02a.) along
with the frequency of (or situation requiring) logging
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:

Functional

Intersects With

Security Event
Monitoring

MON-
01.8

Mechanisms exist to review
event logs on an ongoing basis
and escalate incidents in
accordance with established
timelines and procedures.

AU-02

Event Logging

or - frequency]

a. OT €Vents that the System T
icapable of logging in support of the audit function:
[Assignment: organization-defined event types that the|
isystem is capable of loggingl;b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform
the selection criteria for events to be logged;c. Specify
the following event types for logging within the
system: [Assignment: organization-defined event types
(subset of the event types defined in AU-02a.) along
with the frequency of (or situation requiring) logging
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update

the event types selected for logging [Assignment:
ization-defined frequency]

Functional

Intersects With

Centralized
Collection of
Security Event Logs

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
event logs.

Secure Controls Framework (SCF)

version 2026.1_x000a_03/27/2026

60f 57



Set Theory Relationship Mapping (STRM)

Content of Audit

Focal Document Element (FDE) Description

Ensure that audit records contain information that
lestablishes the following:a. What type of event
occurred;b. When the event occurred;c. Where the

FedRAMP 5_x000a_High

Content of Event

Mechanisms exist to configure
'Technology Assets, Applications
and/or Services (TAAS) to
produce event logs that contain
sufficient information to, at a
minimum:(1) Establish what type
of event occurred;(2) When (date
and time) the event occurred;(3)

AU-03 Records levent occurred;d. Source of the event;e. Outcome of Functional Equal Logs MON-03 _l\l_\ﬂe;z:t\ceeeo\/fetrr\‘teoec\f:;{;eg)(z_})he 10
the event; andf. Identity of any individuals, subjects, or outcome (success or failure) of
objects/entities associated with the event. the event; and(6) The identity of

any user/subject associated with
the event.
IContent of Audit Generate audit records containing the following Sensitive Event Log| MON- Mechanisms exist to protect
AU-03(01) Records | Additional|additional information: [Assignment: organization- Functional |Intersects With | sensitive/regulated data 5
" " L e : " nformation 03.1 . + )
|Audit Information |defined additional information]. contained in log files.
Mechanisms exist to allocate and
" |Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 é“'d't Log Storage [Assignment: organization-defined audit log retention Functional Equal Event Log Storage MON-04 [event log storage capacity to 10
apacity < Capacity J
requirements]. reduce the likelihood of such
capacity being exceeded.
la. Alert [Assignment: organization-defined personnel or| Mechanisms exist to alert
Response to Audit |roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process period] in the event of an audit logging process failure;| Functional Equal Log Processing |MON-05|event of a log processing failure 10
Failures landb. Take the following additional actions: Failures and take actions to remedy the
[Assignment: organization-defined additional actions]. disruption.
Provide a warning to [Assignment: organization- /Automated mechanisms exist to
Response to Audit |defined personnel, roles, and/or locations] within alert appropriate personnel when
AU-05(01) Lo_gging Process [Assignment: _organization—deﬁned time period] when Functional Equal Event ITOQ Storgge MON- [the aHoca_ted volbume reaches an 10
Failures | Storage |allocated audit log storage volume reaches Capacity Alerting 05.2 |organization-defined percentage
ICapacity Warning  |[Assignment: organization-defined percentage] of of maximum event log storage
repository maximum audit log storage capacity. capacity.
Provide an alert within [Assignment: organization-
Resp_onse to Audit deﬁned real-time period] to [Assignm_ent: organization- Real-Time Alerts of Mechanisms exist to _provide .
AU-05(02) Logging Process defined personnel, roles, and/or locations] when the Functional |Intersects With| Event Logging MON- [24x7x365 near real-time alerting 5
Failures | Real-time |[following audit failure events occur: [Assignment: Failure 05.1 |capability when an event log
|Alerts lorganization-defined audit logging failure events processing failure occurs.
requiring real-time alerts].
o Keview and ans [yze System audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined Mechanisms exist to utilize a
inappropriate or unusual activity] and the potential S ‘ :
lAudit Record impact of the inappropriate or unusual activityb. Centralized ecurity Incident Event Manager
: " P: : pprop . activity;b. N . (SIEM), or similar automated tool
AU-06 Review, Analysis, Report findings to [Assignment: organization-defined Functional [Intersects With Collection of MON-02 to sup;’)ort the centralized ! 5
land Reporting personnel or roles]; andc. Adjust the level of audit Security Event Logs collection of security-related
record review, analysis, and reporting within the event logs, Y
isystem when there is a change in risk based on law .
lenforcement information, intelligence information, or
ntl}gr_czed.i.hjﬁsnuﬁces_nf_i.?mrmatinn
a. Review and analyze system audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined Mechanisms exist to adjust the
inappropriate or unusual activity] and the potential level of audit review, analysis
|Audit Record impact of the inappropriate or unusual activity;b. Audit Level MON- and reporting based on evolving
AU-06 Review, Analysis, Report findings to [Assignment: organization-defined Functional [Intersects With Adjustments 02.6 threat information from law 5
land Reporting personnel or roles]; andc. Adjust the level of audit d . enforcement, industry
record review, analysis, and reporting within the associations or other credible
isystem when there is a change in risk based on law sources of threat intelligence.
lenforcement information, intelligence information, or
ather credible sources of information
[Audit Record
Review, Analysis, Integrate audit record review, analysis, and reporting Sensitive Event Log| MON- Mechanisms exist to protect
AU-06(01) land Reporting | processes using [Assignment: organization-defined Functional |Intersects With Information 03.1 sensitive/regulated data 5
|Automated Process |automated mechanisms]. : contained in log files.
Intearation.
/Automated mechanisms exist to
fudit Record kachnical information from across
Review, Analysis, |Analyze and correlate audit records across different Correlate MON- |the enterprise by a Securit
AU-06(03) land Reporting | repositories to gain organization-wide situational Functional [Intersects With Monitoring f p Y Y 5
4 02.1 (Incident Event Manager (SIEM) or
Correlate Audit awareness. Information P
Record Repositories similar automa_ted _too\, to
lenhance organization-wide
situational awareness.
[Audit Record
. . . e /Automated mechanisms exist to
Review, Analysis, |Provide and implement the capability to centrally " :
AU-06(04) land Reporting | review and analyze audit records from multiple Functional Equal Cent;anlaFl{yesvi;ew & l\gg’; ;igf;zgyaiﬂwlte%:;er\élsegoﬁd 10
ngltra: Review and |components within the system. multiple sources.
Integrate analysis of audit records with analysis of ﬁé?gﬁegh:q:ﬁgfr!f:ff Z)L(l‘dsittm
|Audit Record [Selection (one or more): vulnerability scanning Integration of reco?'ds with analyysis of
Review, Analysis, |information; performance data; system monitoring Scanning & Other | MON- |vulnerability scanners, network
AU-06(05) land Reporting | information; [Assignment: organization-defined Functional Equal M 9 & Y . 10
Integrated Analysis |data/information collected from other sources]] to onitoring 02.3  |performance, system monitoring
ara 4 o : i : Information and other sources to further
of Audit Records fﬁ:s;fggﬂs the ability to identify inappropriate or enhance the ability to identify
) inappropriate or unusual activity.
/Automated mechanisms exist to
" correlate information from audit
ﬁgs;éxeziflysis _C(;rrelatte_ info';rtngtio:ffrom audi_tt re_cordiwi_th | c ot th MON rebcton_'ds;vfith informitiqn
A " |information obtained from monitoring physical access . orrelation wi - |obtained from monitoring
AU-06(06) ggtrjrekleafgr:mw?tL to further enhance the ability to identify suspicious, Functional Equal Physical Monitoring| 02.4 |physical access to further 10
Physical Monitori inappropriate, unusual, or malevolent activity. enhance the ability to identify
ysical Monitoring L - >
suspicious, inappropriate,
unusual or malevolent activity.
Mechanisms exist to specify the
|Audit Record Specify the permitted actions for each [Selection (one gig?g;dngf;;/nzsfggtzom users
Review, Analysis, |or more): system process; role; user] associated with . MON- P -
AU-06(07) land Reporting | the review, analysis, and reporting of audit record Functional Equal Permitted Actions 02.5 /Applications _andlor $ervwce5 10
Permitted Actions  [information. (TA,AS) assocla'ted with the'
review, analysis and reporting of
audit information.
Provide and implement an audit record reduction and
lAudit Record report genergtion capabi!\ty that:a. suppons on- o Mechanisms exist to proyide an
AU-07 Reduction and dem_and audit record review, anglysls, vand_ reporting Functional |Intersects With Monltolflng MON-06 event _Igg repovrt _generatlgn 5
Report Generation requirements and after-the-fact investigations of Reporting capabl!lty to aid in detect_m_g_ and
incidents; andb. Does not alter the original content or assessing anomalous activities.
time ordering of audit records.
agg:fc}:iicnogid Pr(;vide ar|11d méplementdthfe capabilityfto process, so;t, M Mechalnisms exist to provide an
: land search audit records for events of interest base . ) onitoring event log report generation
AU-07(01) isggr:actiiineratlon I lon the fcllowing‘ cqntent:‘ [Assignment: organization- Functional |Intersects With Reporting MON-06 capabi!ity to aid in detect‘in‘g and 5
Processing defined fields within audit records]. assessing anomalous activities.
a. Use internal system clocks to generate time stamps
for audit records; andb. Record time stamps for audit . : e
records that meet [Assignment: organization-defined Clock g/encchharg':i';:tgf"stteg:;'Ill')zeytt'gne'

AU-08 [Time Stamps granularity of time measurement] and that use Functional [Intersects With Synchronization SEA-20 synchronize all critical system 5
(Coordinated Universal Time, have a fixed local time clocks
offset from Coordinated Universal Time, or that include .
the local time offset as part of the time stamp.

a. Use internal system clocks to generate time stamps Mechanisms exist to configure
for audit records; andb. Record time stamps for audit 'Technology Assets, Applications
records that meet [Assignment: organization-defined and/or Services (TAAS) to use an
AU-08 [Time Stamps granularity of time measurement] and that use Functional |Intersects With Time Stamps MON-07|authoritative time source to 5

ICoordinated Universal Time, have a fixed local time
offset from Coordinated Universal Time, or that include

the local time offset as part of the time stamp.

generate time stamps for event
logs.
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Set Theory Relationship Mapping (STRM)

AU-09

Protection of Audit

Focal Document Element (FDE) Description

la. Protect audit information and audit logging tools
from unauthorized access, modification, and deletion;
landb. Alert [Assignment: organization-defined

Functional

FedRAMP 5_x000a_High

Protection of Event

MON-08

Mechanisms exist to protect
event logs and audit tools from

10

Information ! ) Logs unauthorized access,
personnel or roles] upon detection of unauthorized . " -
laccess, modification, or deletion of audit information. modification and deletion.
. . Mechanisms exist to back up
IPr:?;renitaI?ig:j éltjl;jl‘lé Store audit records [Assignment: organization-defined Event Log Backup event logs onto a physically
y frequency] in a repository that is part of a physically ) on Separate MON- |different system or system
AU-09(02) (FJ'E Ss\ef;rgtestems or different system or system component than the Functional [intersects With Physical Systems /| 08.1 |component than the Security >
Cosrln oner)(ts Isystem or component being audited. Components Incident Event Manager (SIEM) or
P similar automated tool.
Protection of Audit . . . .
: . : Cryptographic Cryptographic mechanisms exist
Information | Implement cryptographic mechanisms to protect the " N MON- . N
AU-09(03) L N ) a . > Functional Equal Protection of Event to protect the integrity of event 10
g%/&tgtgigiphlc integrity of audit information and audit tools. Log Information 08.3 logs and audit tools.
Protection of Audit . " . Mechanisms exist to restrict
f /Authorize access to management of audit logging
Information | orize _ 1t ogging ) Access by Subset of| MON- |access to the management of
AU-09(04) |Access by Subset of Q:Jrl\)csteltrglltzvtﬁeozlg blzzf;g:migé]organlzatlon defined | Functional Equal Privileged Users 08.2 |event logs to privileged users 10
Privileged Users p 9 . with a specific business need.
Provide irrefutable evidence that an individual (or h:r:—':';'IL(‘i‘i‘acEﬂsctamalgi::ltzeti

AU-10 Non-repudiation  |[Process acting on behalf of an individual) has Functional Equal Non-Repudiation | MON-00|protect against an mdividual 10
performed [Assignment: organization-defined actions falsely denying having performed
to be covered by non-repudiation]. y ying. 9 P

3 particular action
fredansAs“exist o retamrevent
logs for a time period consistent
Retain audit records for [Assignment: organization- with records retention
lAudit Record defined time period consistent with records retention requirements to provide support

AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10|for after-the-fact investigations 10
investigations of incidents and to meet regulatory and of security incidents and to meet
lorganizational information retention requirements. statutory, regulatory and

contractual retention
[@-PTOVIUE auUIt TECOTU JETTETatoTT Capanty ToT TTe i
levent types the system is capable of auditing as
defined in AU-2a on [Assignment: organization-defined Mechanisms exist to provide an
|Audit Record system componentsl;b. Allow [Assignment: Monitoring event log report genepration

AU-12 - lorganization-defined personnel or roles] to select the Functional [Intersects With " MON-06 P A : 5

iGeneration event types that are to be logged by specific Reporting capability to aid in detecting and
icomponents of the system; andc. Generate audit assessing anomalous activities.
records for the event types defined in AU-2c that
includa tha audit A contant dofinad in ALL2

lAudit Record ICompile audit records from [Assignment: organization-

Generation | defined system components] into a system-wide System-Wide / |/Automated mechanisms exist to

- . (logical or physical) audit trail that is time-correlated to . Ay MON- |compile audit records into an

AU-12(01) .Sr?lrf]tee_rcr:)::‘e?:t:gd within [Assignment: organization-defined level of Functional Equal Tlm:ugitzr.ltz?lted 02.7 |organization-wide audit trail that 10
lAudit Trail tolerance for the relationship between time stamps of is time-correlated.
individual records in the audit trail].
lAudit Record Provide and implement the capability for [Assignment: MecTan'Sde exist to ‘I)m‘;:,‘de
- lorganization-defined individuals or roles] to change the privileged users or roles the
Generation | logging to be performed on [Assignment: organization- Change_s by MON- capability to change the auditing
AU-12(03) EE?I':‘ogr?zsezy defined system components] based on [Assignment: Functional Equal QL;IU/?JLZ:I: 02.8 [© bte performed 0';' s;;eclﬁsd 10
Individuals lorganization-defined selectable event criteria] within SYS! e.;in comptone{\ S aieh‘ on
[Assignment: organization-defined time thresholds]. sgii:ﬁrg:\t/ien:e i;'r:;fom's n
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the|
Policy and facilitate the implementation of the assessment, Information implementation of security,

CA-01 Proceydures authorization, and monitoring policy and the Functional Subset Of Assurance (IA) IA0-01 |compliance and resilience 10
lassociated assessment, authorization, and monitoring Operations assessment and authorization
controls;b. Designate an [Assignment: organization- controls.
defined official] to manage the development,

[documentation, and dissemination of the assessment,

lauthorization, and monitoring policy and procedures;

landc. Review and update the current assessment,

lauthorization, and monitoring:1. Policy [Assignment:

lorganization-defined frequency] and following

[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

lassessment, authorization, and monitoring policy

that:a. Addresses purpose, scope, roles,

responsibilities, management commitment,

icoordination among organizational entities, and

icompliance; andb. Is consistent with applicable laws, Mechanisms exist to review the

lexecutive orders, directives, regulations, policies, Security, Compliance &

standards, and guidelines; and2. Procedures to Periodic Review & Resilience Program (SCRP),
Policy and facilitate the implementation of the assessment, Update of Securit including policies, standards and

CA-01 Proc;’dures authorization, and monitoring policy and the Functional |Intersects With pCom liance & Y+ Gov-03 procedures, at planned intervals 5
lassociated assessment, authorization, and monitoring Resilienpce Program or if significant changes occur to
controls;b. Designate an [Assignment: organization- 9 lensure their continuing
defined official] to manage the development, suitability, adequacy and
[documentation, and dissemination of the assessment, effectiveness.
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, qlre_ctlvgs, regulations, policies, Mechanisms exist to establish,
standards, and guidelines; and2. Procedures to Publishing Securit maintain and disseminate
Policy and facilitate the implementation of the assessment, Compl?ance & Y, policies, standards and
CA-01 Procedures authorization, and monitoring policy and the Functional (Intersects With Resilience GOV-02 brocedures necessary for secure, 5

lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
[documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

Documentation

compliant and resilient
capabilities.
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for the type of assessment to be conducted;b. Develop Mechanisms exlst to regularly
review Technology Assets,

a control assessr_nent ;_)Ian that describes the scope of Applications and/or Services
the assessment including:1. Contr_ols and control (TAAS) for adherence to the
lenhancements under assessment,Z. Assessment organization's security,
proceFIures te be used to determine c_ontrol compliance and/or resilience
effectiveness; and3. Assessment environment, olicies and standards.
assessment team, and assessment roles and P )
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or Functional Review

Control designated representative prior to conducting the ) Of Security, CPL-

CA-02 |Assessments lassessment;d. Assess the controls in the system and Functional Intersects With Compliance & 03.2 5
its environment of operation [Assignment: Resilience Controls
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Asslgnment organlzatlon defined
Rt ine diohrare TTTeTTCTEaTT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and " ;
responsibilities;c. Ensure the control assessment plan m?ocrr::It?or?fAes):j:atr?cree;Z;Tam

ontrol s reviewed and approved by the authorizing official or Techmical (14P) activities to evaluate the
ontrol lesignated representative prior to conducting the . ‘echnical . : "

CA-02 |Assessments lassessment;d. Assess the controls in the system and Functional  Intersects With Verification IA0-06 dfefsgtn, mplemfe{\taltm_n a‘nd 5
its environment of operation [Assignment: :ecelfﬂltvelz:eosni ol'arekc:er:;ad
lorganization-defined frequency] to determine the urity, pli

. resilience controls.

lextent to which the controls are implemented

correctly, operating as intended, and producing the

desired outcome with respect to meeting established

lsecurity and privacy requirements;e. Produce a control

lassessment report that document the results of the

lassessment; andf. Provide the results of the control

assessment to [Assignment: organlzatlon defined

indeiderineaitobrare TTeTTCTEETT

for the type of assessment to be conducted b. Develop

la control assessment plan that describes the scope of

the assessment including:1. Controls and control

lenhancements under assessment;2. Assessment

procedures to be used to determine control

effectiveness; and3. Assessment environment, Mechanisms exist to assess

lassessment team, and assessment roles and security, compliance and

responsibilities;c. Ensure the control assessment plan resilience controls in system

is reviewed and approved by the authorizing official or Security, project development to
Control designated representative prior to conducting the ) Compliance & determine the extent to which

CA-02 |Assessments lassessment;d. Assess the controls in the system and Functional intersects With Resilience In Project| PRM-04 the controls are implemented 5
its environment of operation [Assignment: Management correctly, operating as intended
lorganization-defined frequency] to determine the and producing the desired
lextent to which the controls are implemented outcome with respect to meeting
icorrectly, operating as intended, and producing the the requirements.
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the resuits of the
lassessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined
i clivsiclyial )

SR e G Prate ora TITETTC TEanT - -

for the type of assessment to be conducted;b. Develop gsesfehsasntls;nsseecﬁlrsit;ocfgr:’\mrj!)rl\ce
la control assessment plan that describes the scope of o e

the assessment including:1. Controls and control $gghrr|egllgg§;c:sggt]strzls;;ﬁcations
lenhancements under assessment;2. Assessment and/or Services (TAAS) through
proceclures to be used to determine control Information Assurance Program
effectiveness; and3. Assessment environment, (IAP) activities to determine the
Fesponaibiiticssc. Ensure e contro assesoment plan extent to which the controls are
is reviewed and approved by the authorizing official or implemented correctly, operating

CA02 Control designated representative prior to conducting the ional h 0-02 zs |ntednded and pro(:‘uclng the

A- lAssessments lassessment;d. Assess the controls in the system and Functional |Intersects Witl Assessments |AO-1 esire outcome witl respect to 5
N . . 3 meeting expected requirements.
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Assignment: organization-deﬁned
indideptherdiifthrare TTeTTCTeaTT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,

a: ment team, and a ment roles and Mechanisms exist to regularly

responsibilities;c. Ensure the control assessment plan review processes and

is reviewed and approved by the authorizing official or Security, documented procedures to
IControl [designated representative prior to conducting the . Compliance & lensure conformity with the

Ca-02 |Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Resilience CPL-03 organization's security, 5
its environment of operation [Assignment: Assessments compliance and/or resilience
lorganization-defined frequency] to determine the policies, standards and other
lextent to which the controls are implemented applicable requirements.
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
assessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined
individiale ar r

tast Mechanisms exist to ensure
Control assessors or assessment teams
|Assessments | Employ independent assessors or assessment teams to . Assessor 1A0- |have the appropriate
CA-02(01) Independent iconduct control assessments. Functional Equal Independence 02.1 [independence to conduct 10
|Assessors security, compliance and/or
resilience control assessments.
Mechanisms exist to conduct
specialized assessments for:(1)
Statutory, regulatory and
Include as part of control assessments, [Assignment: contractual compliance
lorganization-defined frequency], [Selection (one): obligations;(2) Monitoring
Control _announced; u_nannounced]‘, [S_e\ection (one or more): capabilities;(3) Mob_ile (_ievices;(A)
|Assessments | in-depth monitoring; security instrumentation; . . Specialized 1AO- Databases;(5) Application
CA-02(02) Specialized lautomated security test cases; vulnerability scanning; Functional |Intersects With Assessments 02.2 security;(6) Embedded 5
IAssessments malicious user testing; insi_der threat assessment; : technologies (_e,g., 10T, OT, etc.);
performance and load testing; data leakage or data (7) Vulnerability management;(8)
loss assessment; [Assignment: organization-defined Malicious code;(9) Insider
other forms of assessment]]. threats;(10) Performance/load
testing; and/or(11) Artificial
Intelligence and Autonomous
Technologies (AAT).
[Control Leverage the results of control a: ments performed Mechanisms exist to accept and
|Assessments | by [Assignment: organization-defined external Third-Party 1AO- respond to the results of external
CA-02(03) Leveraging Results |organization(s)] on [Assignment: organization-defined Functional Equal Assessment 02.3 assessments that are performed 10
from External isystem] when the assessment meets [Assignment: Reciprocity . by impartial, external
Oraanization lorganization-defined requirementsl oraanization:
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between the system and other systems using
[Selection (one or more): interconnection security
lagreements; information exchange security
lagreements; memoranda of understanding or
lagreement; service level agreements; user

FedRAMP 5_x000a_High

Interconnection

ms exist to authorize
connections from systems to
other systems using
Interconnection Security
/Agreements (ISAs), or similar

Information lagreements; nondisclosure agreements; [Assignment: . methods, that document, for
CaA-03 Exchange lorganization-defined type of agreement]];b. Document, Functional Intersects With A ecurtl yISA NET-05 each interconnection:(1) 5
as part of each exchange agreement, the interface greements (ISAs) Interface characteristics;(2)
Icharacteristics, security and privacy requirements, Security, compliance and
icontrols, and responsibilities for each system, and the resilience requirements; and;(3)
impact level of the information communicated; andc. 'The nature of the information
Review and update the agreements [Assignment: communicated.
imakinm dafiand & 1
Mechanisms exist to verify that
individuals or Technology Assets,
N P : /Applications and/or Services
ronster | ooy (T2 tansirin dtsbetveen
CA-03(06) Eﬁipggg:tgo'l;‘r:nsfer au_chorizations _(i.e., write permissions or privileges) Functional Equal Authorizations 14.2 ;régel:ics?;'\en;cjg:\ogril':ﬁgnlla(vee.gt.l’we 10
prior to accepting such data. write permissions or privileges)
prior to transferring said data.
[@. DEeVeTop a pran or action ana mItestones 1or the N P
isystem to document the planned remediation actions gg%tcrizlﬁ(ca](izi)s'ig)p:?slOf the
lof the organization to correct weaknesses or associateyd wit}’w the
I . ” deﬁcielncieznoteddduring trlve assesskment of the il deficiency(ies);(5) Source
Plan of Action an icontrols and to reduce or eliminate known " Capabilities L v
Ca-05 Milestones \vulnerabilities in the system; andb. Update existing Functional  Intersects With Deficiency Tracking 1AC-05 iddee‘?'\ctli?ir;gion/detection-(6) 5
plan of action and milestones [Assignment: Temporary com ensati'n
lorganization-defined frequency] based on the findings porary 'P " 9
from control assessments, independent audits or controls, if applicable;(7) Point of
A > - Inepe S Contact (POC) (e.g.
reviews and cqntinyoiis manitaring actiyitie. .
la. Assign a senior official as the authorizing éfﬁcwal for Mechanisms exist to ensure
the system;b. Assign a senior official as the authorizing Technology Assets, Applications
official for common controls available for inheritance and/or Services (TAAS) are
by organizational systems;c. Ensure that the officially authorized prior to "go
lauthorizing official for the system, before commencing live" in a production
P loperations:1. Accepts the use of common controls : Security environment.
CA-06 [Authorization inherited by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 10
to operate;d. Ensure that the authorizing official for
icommon controls authorizes the use of those controls
for inheritance by organizational systems;e. Update
the authorizations [Assignment: organization-defined
frequencyl.
DEVEp-t Systerever oy STrateyy
land implement continuous monitoring in accordance
with the organization-level continuous monitoring
strategy that includes:a. Establishing the following
Isystem-level metrics to be monitored: [Assignment:
lorganization-defined system-level metrics];b.
Establishing [Assignment: organization-defined
frequencies] for monitoring and [Assignment: . . "
lorganization-defined frequencies] for assessment of Security, geicuﬁ_‘at';'sgsmi’?;gag Z:;”de a
IContinuous control effectiveness;c. Ongoing contral assessments Compliancé & resilienc’e controls oversight
CA-07 Monitori in accordance with the continuous monitoring Functional |Intersects With . CPL-02 : 5
onitoring strategy;d. Ongoing monitoring of system and Resilience _Controls function t_hat‘ reports Fo the
lorganization-defined metrics in accordance with the Oversight Iorgamzaglcn S executive
N L ) : eadership.
icontinuous monitoring strategy;e. Correlation and
analysis of information generated by control
lassessments and monitoring;f. Response actions to
laddress results of the analysis of control assessment
land monitoring information; andg. Reporting the
isecurity and privacy status of the system to
[Assignment: organization-defined personnel or roles]
H imatine dafiaad & 1
Mechanisms exist to utilize
Continuous . independent assessors tq
Monitoring | Employ independent assessors or assessment teams to Independent CPL- evaluate security, compliance
CA-07(01) Inde, monitor the controls in the system on an ongoing Functional (Intersects With and resilience at planned 5
pendent et Assessors 03.1 |° t | hen the Technol
IAssessment asis. intervals or when the Technology
/Asset, Application and/or Service
(TAAS) undergoes significant
Mechanisms exist to provide a
Continuous Employ independent assessors or assessment teams to| Co;eclli]ar:cyé & f:;mg;{‘;g{;?ﬂg:?\l::‘s‘? ht
CA-07(01) Monitoring | Types |monitor the controls in the system on an ongoing Functional |Intersects With| o 5. P CPL-02 N 9 5
lof Assessments basis. esilience _Controls function t_hat reports Fo the
Oversight organization's executive
leadership.
Mechanisms exist to ensure risk
monitoring as an integral part of
Continuous. Ens;{re risk mon_i:or_ing ist art1 intetghratl _pall'tgf thteh trtle tconti?l:lotu_s rrlwl;utormg ori
P : continuous monitoring strategy that includes the . : - strategy that includes monitoring
CA-07(04) mg::tgg:g I Risk following:a. Effectiveness monitoring;b. Compliance Functional Equal Risk Monitoring | RSK-11 the effectiveness of security, 10
monitoring; andc. Change monitoring. compliance and resilience
controls, compliance and change
'management.
. . . Mechanisms exist to conduct
IConduct penetration testing [Assignment: penetration testing on
CA-08 Penetration Testing |organization-defined frequency] on [Assignment: Functional Equal Penetration Testing | VPM-07 [Technology Assets, Applications 10
lorganization-defined systems or system components]. and/or Services (TAAS).
rlenn:et’r)aet:‘(ér;gtestmg Employ an independent penetration testing agent or Independent VPM- mg;aewjgi 2’;?;;:0??’_'2& an
CA-08(01) b N . [team to perform penetration testing on the system or Functional Equal Penetration Agent " 10
‘enetration Testing <ystem components or Team 07.1 |penetration team to perform
|Agent or Team 4 P " penetration testing.
Mechanisms exist to utilize "red
Employ the following red-team exercises to simulate team" exercises to simulate
Penetration Testing |attempts by adversaries to compromise organizational attempts by adversaries to
CA-08(02) | Red Team isystems in accordance with applicable rules of Functional Equal Red Team Exercises| VPM-10 |compromise Technology Assets, 10
Exercises lengagement: [Assignment: organization-defined red /Applications and/or Services
team exercises]. (TAAS) in accordance with
[@ AUTNOrTZe TNterar Connectons oT [, Urgamzation'deﬁned fules of
E TgTTEnT: - -
lorganization-defined system components or classes of mfec:‘naa'}'zmsieen’f"i;;on;ggg:sl
icomponents] to the system;b. Document, for each through asllithorizin internal
internal connection, the interface characteristics, 9 ti s tg d
Internal System isecurity and privacy requirements, and the nature of " Internal System NET- [connections of systems an
CA-09 h . : . . : Functional Equal | documenting, for each internal 10
IConnections the information communicated;c. Terminate internal a Connections 05.2 . :
lsystem connections after [Assignment: organization- Eﬁ:?:&té?.r;’t.tcl—;e ;lgtcer:atce
defined conditions]; andd. Review [Assignment: oot ! tl o tﬁ ty " ¢
lorganization-defined frequency] the continued need for| quirements an € nature of
loach internal connection the information communicated.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
cm-01 Policy and ;e'ggéadtl'?g:vtgofla“cc‘iﬁz’“séa;iaiﬁ;":':‘:“’?t‘;lg:l" e Functional | Subset Of (I\:/loamﬁagguerrant;?v: CFG-01 .'ﬂf;.'éi?éi”&iixn'sﬁft?ofﬁffgf el 10
Procedures iconfiguration management policy and the associated Program management controls.

iconfiguration management controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
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la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
con_1r_n|tment, coord_lnatlgn among orga_nlzatlon_al Mechanisms exist to review the
lentities, and compliance; andb. Is consistent with Security, Compliance &
lapplicable laws, executive orders, directives, Resilier\yée Program (SCRP)
| ’ reguladtions, pofhcwelss, sta?‘dards,land guidehnefs;handz, Pe(;iudic ;{eview & including pol\c(—i;es standards and
Policy an Procedures to facilitate the implementation of the " Update of Security, .
cM-01 Procedures iconfiguration management policy and the associated Functional |intersects With Compliance & Gov-03 prqfce#u(e;is, att plhanned mtervatls 5
iconfiguration management controls;b. Designate an Resilience Program Z;;uileg;ue?razorftiravcignzs occur to
[Assignment: organization-defined official] to manage P
the development, documentation, and dissemination of]| Z#:gci\{]ggequacy and
the configuration management policy and procedures; .
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, imaintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and
CM-01 Procedures iconfiguration management policy and the associated Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
iconfiguration management controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
- P UCUTITE TGO T T T T T
iconfiguration control, a current baseline configuration Mechanisms exist to review and
of the system; andb. Review and update the baseline update baseline configurations:
Baseline iconfiguration of the system:1. [Assignment: . X . CFG- [(1) At least annually;(2) When
CM-02 IConfiguration lorganization-defined frequency];2. When required due Functional |Intersects With| Reviews & Updates 02.1 |required due to so; or(3) As part 5
to [Assignment: organization-defined circumstances]; of system component
land3. When system components are installed or installations and upgrades.
et AAGpaocurTTeTTG Ao T T Mechani - 3 ]
iconfiguration control, a current baseline configuration echanisms exist to develop,
of the system; andb. Review and update the baseline g:ggm\i"é:n"ﬁqg::_Z't?;i'snfzic“re
Baseline configuration of the system:1. [Assignment: " Secure Baseline P
CM-02 IConfiguration lorganization-defined frequency];2. When required due Functional Intersects With Configurations CFG-02 TECh"OI‘)gy,Assets' App“hcat'ons 5
to [Assignment: organization-defined circumstances]; and/qr Serwces_(TAAS) that are
land3. When system components are installed or consistent with |ndu5try-‘
accepted system hardening
/Automated mechanisms exist to
Baseline . govern and report on baseline
Configuration | gllvae;ﬂgablirlxitthefc:hrregcy, I_comple;‘enesst: aca;rtahcy, antd Automated Central | .~ |configurations of Technology
CM-02(02)  |Automation Support[2Y Y of the baseline configuration of the system | ¢\ tigng) Equal Management & " |Assets, Applications and/or 10
using [Assignment: organization-defined automated = 02.2 .
for Accuracy and mechanisms] Verification Services (TAAS) through
ICurrency : Continuous Diagnostics and
Mit\gation (CDM), or r
IConfiguration | Retain [Assignment: organization-defined number] of Retention Of CFG- reef/ig:f\lisei::s o(f) g:saellri]ne
CM-02(03) Retention of previous versions of baseline configurations of the Functional Equal Previous 02.3 gonﬁ uration to support roll 10
Previous isystem to support rollback. Configurations : harkg PP
a. Issue [Assignment: organization-defined systems or Mechanisms exist to configure
Baseline Isystem components] with [Assignment: organization- Configure 'Technology Assets, Applications
Configuration | deﬁngd configurations] to ir]dividuals traveling to Technology Assets and/or Services (TAAS) utilized in
CM-02(07) Configure Systems |C_>ca§\_ons thgt the organization deems_to be of Functional Equal Applications and/o; CFG- hlgh-‘ns.k areas vylth more 10
and Components significant risk; andb. Apply the follom_ng controls to Services (TAAS) for 02.5 restr_\ctlve_base\me
lfor High-risk Areas the systems or components when the individuals High-Risk Areas configurations.
return from travel: [Assignment: organization-defined
icontrols].
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
analyses;c. Document configuration change decisions
associated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
Configuration Retain records of configuration-controlled changes to Change Mechanisms exist to facilitate the|
CM-03 Change Control the system for [Assignment: organization-defined time | Functional Subset Of Management CHG-01 [implementation of a change 10
period];f. Monitor and review activities associated with Program management program.
iconfiguration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
ichange control activities through [Assignment:
lorganization-defined configuration change control
element] that convenes [Selection (one or more):
[Assignment: organization-defined frequency]; when
[Assignment: organization-defined configuration
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
lanalyses;c. Document configuration change decisions
associated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
: Retain records of configuration-controlled changes to ) " Mechanisms exist to govern the
CM-03 gﬁgﬂg:rgggﬂm the system for [Assignment: organization-defined time | Functional [Intersects With Ci‘;r;ﬁgeuéaotr:?gl CHG-02 [technical configuration change 5
9 period];f. Monitor and review activities associated with 9 control processes.
iconfiguration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
ichange control activities through [Assignment:
lorganization-defined configuration change control
lelement] that convenes [Selection (one or more):
[Assignment: organization-defined frequencyl; when
[Assignment: organization-defined configuration
Use [Assignment: organization-defined automated
mechanisms] to:a. Document proposed changes to the
" isystem;b. Notify [Assignment: organization-defined
ggggggrgggg_ol | approval authorities] of proposed change§ to Fhe . . -
IAutomated system zndhreques: clt';?nge ipprtz;al;ch. H|gh||grl;t prohibition Of HG MeChtath'msdeXASt to prohllblt
: proposed changes to the system that have not been . rohibition - |unauthorized changes, unless
CM-03(01) ﬁgfi‘;ir:et?;ra]tlao:a lapproved or disapproved within [Assignment: Functional Equal Changes 02.1 |organization-approved change 10
Prohibition Zaf organization—deﬁqed tir_ne period];d. Prohibit changes requests are received.
Changes to the system until designated approvals are
received;e. Document all changes to the system; andf.
Notify [Assignment: organization-defined personnel]
when approved changes to the system are completed.
: Mechanisms exist to verify the
Comtouation |
. . est, validate, and document changes to the system . i compliance and resilience
CM-03(02) [Testing, Val\datlc_m, before finalizing the implementation of the changes. Functional Intersects With Func_t_lonallty CHG-06 controls following implemented 5
land Documentation Verification s
of Changes changes to ensure applgcable
controls operate as designed.
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Cantral Nocori
Mechanisms exist to

appropriately test and document

N P [Test, validate, and document changes to the system . N Test, Validate & CHG- |proposed changes in a non-
€M-03(02) :L:Ztggé;l;le‘:?\at;ﬁgﬁ before finalizing the implementation of the changes. Functional |Intersects With Document Changes| 02.2 [production environment before 5
of Changes changes_ are im_plemented ina
production environment.
Configuration i o . i Security, Mechanisms exist to include a
Change Control | Requlr_e [Assignment: organization-defined security Comp_h_ance & [yberse‘[urity and/or data
CM-03(04) Security and land privacy represe_nta_t\ves] t_o be mem_bers pf the Functional Equal Reslllen_ce CHG- protgctlon_representat\ve in the 10
T e [Aongamant T deed o
i . review process.
Representatives Changes P
Mechanisms exist to govern
IConfiguration Ensure that cryptographic mechanisms used to provide assets involved in providing
IChange Control the following controls are under configuration " Cryptographic CHG- [cryptographic protections
CM-03(06) ICryptography ! management: [Assignment: organization-defined Functional Equal Management 02.5 [|according to the organization's 10
Management icontrols]. configuration management
processes.
/Analyze changes to the system to determine potential Security Impact MEChan'jmlf exist tfo analtyzet_ \
CM-04 Impact Analyses isecurity and privacy impacts prior to change Functional Equal Analysis for CHG-03 gg;z?;; in:p:rclgsesprli)grptz ff?ela 10
[mplementation. Changes implementation of the change.
Mechanisms exist to manage
separate development, testing
/Analyze changes to the system in a separate test Separation of and operational environments to
Impact Analyses | |environment before implementation in an operational Development, reduce the risks of unauthorized
CM-04(01) Separate Test lenvironment, looking for security and privacy impacts Functional Equal Testing and TDA-08 |access or changes to the 10
Environments due to flaws, weaknesses, incompatibility, or Operational operational environment and to
intentional malice. Environments lensure no impact to production
'Technology Assets, Applications
and/or Services (TAAS).
Mechanisms exist to perform
After system changes, verify that the impacted Information Assurance Program
Impact Analyses | |controls are implemented correctly, operating as Technical (IAP) activities to evaluate the
CM-04(02) |Verification of intended, and producing the desired outcome with Functional Equal Verification IAO-06 |design, implementation and 10
Controls regard to meeting the security and privacy effectiveness of technical
requirements for the system. security, compliance and
resilience controls.
Mechanisms exist to define,
- Define, document, approve, and enforce physical and Governing Access document, approve and enforce
CM-05 [Access Restrictions logical access restrictions associated with changes to Functional |Intersects With|  Restriction for END- - laccess restrictions associated 5
[for Change the system Change 03.2  |with changes to Technology
: /Assets, Applications and/or
echanisms exist to enforce
. Define, document, approve, and enforce physical and . configuration restrictions in an
CM-05 »fﬁocrcgzsé:geestnctlons logical access restrictions associated with changes to Functional |Intersects With Accgsf g:;;;récetlon CHG-04 |effort to restrict the ability of 5
the system. users to conduct unauthorized
|
[Access Restriction: o n 3 . Mechanisms exist to perform
for Change | gi, Eanrt?zracsoanc—;ee%‘sn;%Starlljctglr)\:;tgsIrrEeL/:\SaSr:igsm?h;.n db Automated Access | -, [after-the-fact reviews of
CM-05(01) |Automated Access Augtomaticall enerate audit records of the ' : Functional Equal Enforcement / 04.1 configuration change logs to 10
Enforcement and enforcementyagctions Auditing . discover any unauthorized
udit Record: . change:
|Access Restrictions |a. Limit privileges to change system components and
ffor Change | isystem-related information within a production or Permissions To CHG- Mechanisms exist to limit
CM-05(05) Privilege Limitation |operational environment; andb. Review and reevaluate| Functional Equal Implement Changes| 04.4 operational privileges for 10
for Production and |privileges [Assignment: organization-defined . implementing changes.
Operation frequency].
§ & ) - -
Icomponents employed within the system that reflect Mechanisms exist to develop,
the most restrictive mode consistent with operational document and maintain secure
requirements using [Assignment: organization-defined baseline configurations for -
lcommon secure configurations];b. Implement the :ig?:rOISOe%i?esze(EI'SA:Slj)ptchaattfl?es
: configuration settings;c. Identify, document, and " © A
CM-06 gz&?lgusratlon lapprove any deviations from established configuration | Functional |Intersects With S;;:gef;ﬁ)lw: CFG-02 |consistent with industry- 5
9 settings for [Assignment: organization-defined system 9 accepted system hardening
lcomponents] based on [Assignment: organization- standards.
defined operational requirements]; andd. Monitor and
icontrol changes to the configuration settings in
laccordance with organizational policies and
§ & v
icomponents employed within the system that reflect
the most restrictive mode consistent with operational
requirements using [Assignment: organization-defined
icommon secure configurations];b. Implement the . .
omguation LonmaLraton S dently. docma s
CM-06 Settings lapprove any deviations from established configuration | Functional [Intersects With Configuration 02.7 |deviations to standardized 5
settings for [Assignment: organization-defined system Deviations . configurations
icomponents] based on [Assignment: organization- .
defined operational requirements]; andd. Monitor and
icontrol changes to the configuration settings in
laccordance with organizational policies and
Configuration /Automated mechanisms exist to
Settings | Manage, apply, and verify configuration settings for Automated Central ?3:2”&raantﬁy;ipgfr;gmiﬁ“ne
CM-06(01) [Automated [Assignment: or_ganizatiz_)n-deﬁned system " Functional [Intersects With| Management & CFG- A 3 Applicati d/s b 5
Management, icomponents] using [Assignment: organization-defined 9¢ 02.2 ssets, Appications and/or
|Application, and lautomated mechanisms]. Verification Ser\n_ces (TAA.S) throygh
\Verification ;legtntlntqouscl.')Dlilxlgnostlc_s alnd
(S.ogtr_wguth'llon M |Ske tnetm[w:wmg act\otns 0l .:_:mégmeéo;na:mon ed Respond To . M&%ﬁ&%ﬁa t©
ettings | Respond  [changes to [Assignment: organization-define . " - |unauthorized changes to
CM-06(02) to Unauthorized configuration settings]: [Assignment: organization- Functional Equal Ungﬁ;:‘;'e'zsed 02.8 |configuration settings as security 10
Chanae: defined actions] incident:
la. Configure the system to provide only [Assignment: . : .
lorganization-defined mission essential capabilities]; giizamns'strgs ;ﬂ?g:zﬁf’ngg:ergnal
andb. Prohibit or restrict the use of the following cg abilities% s eciﬁc;’ll
CM-07 Least Functionality [functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 rghibitin oryrestrictm {he use 10
[Assignment: organization-defined prohibited or gf ports ;;Jrotocols and?or
restricted functions, system ports, protocols, software, Semces’ "
land/or services]. .
a. Review the system [Assignment: organization-
defined frequency] to identify unnecessary and/or Mechanisms exist to periodically
Least Functionality | nonsecure functions, ports, protocols, software, and CFG- review system configurations to
CM-07(01) Periodic Review services; andb. Disable or remove [Assignment: Functional Equal Periodic Review 03.1 identify and disable unnecessary 10
lorganization-defined functions, ports, protocols, : and/or non-secure functions,
isoftware, and services within the system deemed to be ports, protocols and services.
unnecessary and/or nonsecure].
Prevent program execution in accordance with
Least Functionalty |G2G0C L 100 7 12 oF havior, andlor access Prevent Program Automated mechanisms exist to
CM-07(02) E;Z\éirtlitozrogram lagreements regarding software program usage and Functional Intersects With Execution SEA-06 5;?@2;&2:5’;?)%‘;:; ‘:)frograms 5
restrictions]; rules authorizing the terms and .
iconditions of software program usage].
Prevent program execution in accordance with
. i+, 1[[Selection (one or more): [Assignment: organization- Mechanisms exist to configure
Least Functionality | defined policies, rules of behavior, and/or access . Preven_t CFG- [systems to prevent the execution
CM-07(02) ;;Z‘g?it;‘mgmm lagreements regarding software program usage and Functional [intersects With Sofltjvczgeth&r:ci(:ion 03.2 |of unauthorized software >
restrictions]; rules authorizing the terms and programs.
conditions of software program usage].
a. Identify [Assignment: organization-defined software
Least Functionality | programs authorized to gxecute on the sySFem]:b. Mechanisms'exist tq egp\icitly
lAuthorized Employ a d_eny—all, permit-by-exception policy to allow i Explicitly Allow / CFG- allow (allow\‘lst / whlte\_\st) and/or
CM-07(05) Software — Allow- the execution of authorized software programs on the Functional Equal Deny Applications | 03.3 block (denylist / blacklist) 10

by-exception

isystem; andc. Review and update the list of authorized
software programs [Assignment: organization-defined
frequency].

applications that are authorized
to execute on systems.
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Mechanisms exist to perfori
inventories of Technology Assets,
/Applications, Services and/or
a. Develop and document an inventory of system Data (TAASD) that:(1) ACC“Fate'V
icomponents that:1. Accurately reflects the system;2. reflects the current TAASD in
Includes all components within the system;3. Does not use; (2) Identifies agthcr\;ed
include duplicate accounting of components or soft_ware qu‘.’“s! '"CIUd'f‘g.
components assigned to any other system:4. Is at the ?“Séntf‘ssljuvst:ﬁcfat"_o’; df“t:t'ls'(al
System Component level of granularity deemed necessary for tracking and dseaemes neeceesosag afo? taracykm
CM-08 Invento! reporting; and5. Includes the following information to Functional [Intersects With| Asset Inventories | AST-02 d ting: (4 r?/ lud 9 5
y lachieve system component accountability: and report ing;( ) ncludes .
[Assignment: organization-defined information deemed organization-defined information
necessary to achieve effective system component deem_ed necessary to achlev_e
laccountability]; andb. Review and update the system effective property accountability;
icomponent inventory [Assignment: organization- and_(S) Is avgllable for review and
defined frequency]. audit by designated
organizational personnel.
a. Develop and document an inventory of system
icomponents that:1. Accurately reflects the system;2.
Includes all components within the system;3. Does not Mechanisms exist to establish
include duplicate accounting of components or and maintain an authoritative
icomponents assigned to any other system;4. Is at the source and repository to provide
level of granularity deemed necessary for tracking and Component a trusted source and
CM-08 ﬁ,?:/s:{‘; Component reporting; and5. Includes the following information to Functional |Intersects With Duplication Ggg accountability for approved and 5
ry lachieve system component accountability: Avoidance . implemented system
[Assignment: organization-defined information deemed components that prevents assets
necessary to achieve effective system component from being duplicated in other
laccountability]; andb. Review and update the system asset inventories.
icomponent inventory [Assignment: organization-
defined frequency].
i’fgﬁgsi%m’;ﬁg; Update the i_nventory of system components as part of . Updates I_During AST- gsescer;ai::fgioergzt;::ap:aotfe
CM-08(01) During Installation ccz\ponent installations, removals, and system Functional Equal In;ta\latlo‘ns/ 02.1 |component installations, 10
land Removal updates. emovals removals and asset upgrades.
Mechanisms exist to implement
ISystem Component [Maintain the currency, completeness, accuracy, and Configuration and manage a Configuration
Invento availability of the inventory of system components : AST- |Management Database (CMDB),
CM-08(02) Automa?é(‘j using [Ass%gnment: organgat\ony»deﬁned aL‘l)tomated Functional Equal D I\tllak;\age(ne;ném 02.9 |or swrrﬁ\ar technology, to monitor 10
Maintenance mechanisms]. atabase and govern technology asset-
specific information.
a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
ISr‘):/setﬁgr(;o‘mponent using [A§signment_: organizat\on-qeﬁr]ed aut_omated Automated |Automated mechanisms exist to
IAutomated mechanisms] [Assignment: organ!zatlon-_deﬁned ) Unauthorized AST- detect_and alert upon_the
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional (Intersects With Component 02.2 detection of unauthorized 5
Component unauthorized cor_nponents are detected: [Selection Detection ) hardware, software and firmware
Detection (one or more)_: disable network access by such components.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
ISnyvsetigrSO‘mponent using [A§signmen§: organizat\on-deﬁqed autpmated , )
lAutomated mechanisms] [Assignment: organ!zatlon—_deﬁned . Software END- Mechanisms exist to gene_rate an
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional (Intersects With Installation Alerts | 03.1 alert when new software is 5
Component unauthorized col_'nponents are detected: [Selection . detected.
Detection (one or more)_: disable network access by such
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
isoftware, and firmware components within the system
ﬁ‘):lsetﬁ{g;()‘mponent using [A;signment; organizat\on-deﬁqed aut_omated Mechanisms exist to configure
IAutomated mechanisms] [Assignment: organ!zatlon—_deﬁned . Unauthorized CFG- systems to generate an alert
CM-08(03) Unauthorized frequency]; andb. Take the following actions wh'en Functional [Intersects With Installation Alerts 05.1 yvhen thg unauthonzed‘ 5
Component unauthorized components are detected: [Selection . installation of software is
Detection (one or more)v: disable network access by ‘such detected.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
ISystem Component (Include in the system component inventory ;izt/g:”r‘glet:ef rnadr::/?asglss'tlon
Inventory information, a means for identifying by [Selection (one " Accountability AST- N
CM-08(04) Accountab‘ility lor more): name; position; role], individuals responsible Functional Equal Information 03.1 ;Zia?nnzézféacggg:::glse f;)rrt of 10
Information land accountable for administering those components. the tleclhno‘logy aeset invZntory
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system
Configuration devglopmgnt life cycle apd for‘mavnaging the ) ) Configuration Mechanisms gxist to fa(;ilitatg the|
CM-09 Management Plan iconfiguration of the configuration items;c. Defines the Functional Subset Of Management CFG-01 |implementation of configuration 10
iconfiguration items for the system and places the Program management controls.
iconfiguration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system Mechanisms exist to ensure
Configuration development life cycle and for managing the . Stakeholder stakeholders are made aware of
CM-09 Management Plan iconfiguration of the configuration items;c. Defines the Functional (Intersects With Notification of CHG-05 and understand the impact of 5
iconfiguration items for the system and places the Changes d chan
iconfiguration items under configuration proposed changes.
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
[ USE SUTTWATE alTU a5SUtiatet QUCUTTTeTtator 1T
laccordance with contract agreements and copyright
laws;b. Track the use of software and associated . :
! : i [ Mechanisms exist to enforce
cl Software Usage documsntat'.on pmtecmd. by _qu§nt|ty licenses to . Software Usage software usage restrictions to
M-10 Restriot lcontrol copying and distribution; andc. Control and Functional Equal e CFG-04 v € 10
estrictions document the use of peer-to-peer file sharing Restrictions comply with appllcable_ contract
technology to ensure that this capability is not used for agreements and copyright laws.
the unauthorized distribution, display, performance, or
it £ inhtad worl
la. Establish [Assignment: organization-defined policies]
s installed go}/erning ftthe insga\ltatlilo?of sof‘t‘w'aretgy us?‘rst;hb. Prohibit Installation Autﬁrgited&mechan\ilwlf Sx\st to
ser-installe nforce software installation policies through the . ; ? prohibit software installations
CM-11 Software following methods: [Assignment: organization-defined Functional  Intersects With Wlthogtt:tﬂ\;”eged END-03 without explicitly assigned 5
methods]; andc. Monitor policy compliance privileged status.
[Assignment: organization-defined frequencyl.
a. Establish [Assignment: organization-defined policies]
governing the installation of software by users;b. Mechanisms exist to restrict the
User-installed Enforce software installation policies through the N User-Installed e !
CM-11 Software following methods: [Assignmgnt: organizat?on—deﬁned Functional Intersects With Software CFG-05 .ab'l'cﬁ of notr;pr_lvllggetfitusers to 5
methods]; andc. Monitor policy compliance install unauthorized sottware.
S —— [Assignment: organization-defined frequency].
. " . Mechanisms exist to restrict the
CM-11(02) ﬁ:ﬁg;rt?glnsvsifmare ﬁ.l—‘i(\)/‘i'regseecjrsl?asttslslamn of software only with explicit Functional (Intersects With Usgg—fl:;:!ed CFG-05 |ability of non-privileged users to 5
Privileaed Stat . install unauthorized software.
rhdienacatabl Mechanisms exist to configure
User-installed .
. " e Restrict Roles systems to prevent the
CM-11(02) a(;f:gfartﬂns&fa\:vare ﬁ.l—‘i(\)/‘i'regseecjrsl?asttslslamn of software only with explicit Functional |Intersects With| Permitted To Install %;GZ installation of software, unless 5
Privileged Status - Software *“  |the action is performet_j by a
Dri ,u.&c.%daus_er_%r_iervlce
g;?t:v‘;re[j‘?gftware lAllow user installation of software only with explicit ) Prohibit Installation S:ﬁgm coftware netalations
CM-11(02) Installation with privileged status. Functional Intersects With Wlthogtt:trle\;lleged END-03 without explicitly assigned 5
Privileaed Statu privileged statu
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alled . . ) /Automated mechanisms exist to
Software | Enforce and monitor compliance with software ' ‘ Configuration monitor, enforce and report on
CM-11(03) |Automated installation policies using [Assignment: organization- Functional |Intersects With Enforcement CFG-06 |configurations for endpoint 5
Enforcement and  |defined automated mechanisms]. devices.
Monitoring o - = o
User-installed Autornated mechanisms exist to
Software | Enforce and monitor compliance with software Integrity Assurance CFG- lf?;?'tlgyn gnafécggzsssgﬁzl:gzgs
CM-11(03) |Automated installation policies using [Assignment: organization- Functional [Intersects With| & Enforcement 06.1 implemen,zpautomated resiliency 5
Enforcement and defined automated mechanisms]. (IAE) . . "
Monitoring actions to remediate the
unauthorized change.
User-installed
Software | Enforce and monitor compliance with software Software END- Mechanisms exist to generate an
CM-11(03) |Automated installation policies using [Assignment: organization- Functional (Intersects With Installation Alerts 03.1 alert when new software is 5
Enforcement and  |defined automated mechanisms]. "7 |detected.
ﬁser—lns{a ed Mechanisms exist to configure
Software | Enforce and monitor compliance with software Unauthorized CFG- systems to generate an alert
CM-11(03) |Automated installation policies using [Assignment: organization- Functional |Intersects With Installation Alerts 05.1 when the unauthorized 5
Enforcement and  |defined automated mechanisms]. " linstallation of software is
Monitoring detected.
[ TUETTOTy & U GUCUTITETTC U e TOTa o OT TASSTYTITTTETTC:
lorganization-defined information] and the specific
isystem components on which the information is Mechanisms exist to identify and
\nformation processed and stored;b. Identify and document the Information document the location of
CM-12 Location users who have access to the system and system Functional Equal Location DCH-24 |information and the specific 10
icomponents where the information is processed and system components on which the|
stored; andc. Document changes to the location (i.e., information resides.
isystem or system components) where the information
i nd ctarad
Information Use automated tools to identify [Assignment: 'tdegtlt;y:gsﬂfetaaaleaszgc:non
Location | lorganization-defined information by information type] Automated Tools to DCH- s)g;urity compliancqe and
CM-12(01) |Automated Tools to [on [Assignment: organization-defined system Functional Equal Support Information| 24.1 resilienc‘e controls are in place to 10
Support Information|components] to ensure controls are in place to protect Location : rotect organizational
Location lorganizational information and individual privacy. P 9 S
information and individual data
Mechanisms exist to prevent the
Prevent the installation of [Assignment: organization- installation of software and
defined software and firmware components] without CHG- firmware components without
CM-14 ISigned Components |verification that the component has been digitally Functional [Intersects With|Signed Components 04.2 verification that the component 5
signed using a certificate that is recognized and . has been digitally signed using
lapproved by the organization. an organization-approved
certificate authority.
[ DEVETUp, UUCUTTTENT, aTTaUTSSeTTate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational . "
lentities, and compliance; andb. Is consistent with hslleecc:ra‘tnyls?s:;;isatnt:erzwew the
lapplicable laws, executive orders, directives, Resilienée Program (SCRP)
regulations, policies, standards, and guidelines; and2. Periodic Review & including policies standar&s and
cp-01 Policy and Procedures to facilitate the implementation of the Functional |Intersects With Update of Security, GOV-03 |procedures, at plénned intervals 5
Procedures icontingency planning policy and the associated Compliance & or if signiﬁcvant changes occur to
icontingency planning controls;b. Designate an Resilience Program ensure their continuing
[Assignment: organization-defined official] to manage suitability, adequacy and
the development, documentation, and dissemination ofj effectivenéss
the contingency planning policy and procedures; andc. .
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
r jzatinn Aa o]
o IR, TGRS "R RS Sy - - -
[A‘ssw]gnm[entlz organ(ization-deﬁne;d personnel orI | ih:l\r?rfl';?:nTaStf)?lsgftsof:tci:g:ﬁec;he
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] felzm‘e‘:tg.rc:c?f;zi;z r;ilspaesnsure
icontingency planning policy that:a. Addresses purpose, A i
iscope, roles, respo(;\sibilities, management \ ?FAPA“SC)a?eorgS acr:)c:llggsii;v(\]cfes
icommitment, coordination among organizationa A
entiltiesl,)lan‘d compliance; anddb. Is zonsistent with gsseil;\aezzncso':\ltai?\Lfi(t:)?gpl:))izgster
lapplicable laws, executive orders, directives,
ool ’ ;egula(itions,tp?\cwﬁ, tstatr}lcla_rds,I and gtuitdehnefst;handz, Business Continuity Recovery (BC/DR) playbooks).
olicy an rocedures to facilitate the implementation of the .
CP-01 Procedures icontingency planning policy and the associated Functional Subset Of SManagement BCD-01 10
! ! A ° ystem (BCMS)
icontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
ISR tearRIte it tRbeainisee’d
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, imaintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and
CP-01 Procedures icontingency planning policy and the associated Functional [intersects With Resilience GOv-02 procedures necessary for secure, B
icontingency planning controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
N o izatignedafingd ) - - —
Identifies essential mission and business functions and Mechanisms exist to facilitate the|
lassociated contingency requirements;2. Provides implementation of contingency
recovery objectives, restoration priorities, and planning controls to help ensure
metrics;3. Addresses contingency roles, resilient Technology Assets,
responsibilities, assigned individuals with contact /Applications and/or Services
information; 4. Addresses maintaining essential mission (TAAS) (e.g., Continuity of
land business functions despite a system disruption, Operations Plan (COOP) or
icompromise, or failure;5. Addresses eventual, full Business Continuity & Disaster
system restoration without deterioration of the controls Recovery (BC/DR) playbooks).
originally planned and implemented;6. Addresses the
isharing of contingency information; and7. Is reviewed
land approved by [Assignment: organization-defined
personnel or roles];b. Distribute copies of the
icontingency plan to [Assignment: organization-defined Business Continuity
: key contingency personnel (identified by name and/or .
CP-02 IContingency Plan by role) and organizational elements];c. Coordinate Functional Subset Of Matnageénehzt BCD-01 10
icontingency planning activities with incident handling System (BCMS)
activities;d. Review the contingency plan for the
isystem [Assignment: organization-defined
frequency];e. Update the contingency plan to address
ichanges to the organization, system, or environment
of operation and problems encountered during
icontingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
lactual contingency activities into contingency testing
land training; andh. Protect the contingency plan from
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Focal Document Element (FDE) Description

Identifies essential mi n and business functions and
lassociated contingency requirements;2. Provides

recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission
land business functions despite a system disruption,
icompromise, or failure;5. Addresses eventual, full
Isystem restoration without deterioration of the controls
originally planned and implemented;6. Addresses the
isharing of contingency information; and7. Is reviewed
land approved by [Assignment: organization-defined
personnel or roles];b. Distribute copies of the
icontingency plan to [Assignment: organization-defined

Mechanisms exist to update
contingency plans due to
changes affecting:(1) People
(e.g., personnel changes);(2)
Processes (e.g., new, altered or
decommissioned business
practices, including third-party

y ) Ongoing services)(3) Technologies (e.g.,
CP-02 IContingency Plan :;eyrggt;%egfyaﬁiezr:gg::: gf‘e?:s:tes?'Eyclaoneinaantg/m Functional |Intersects With Contingency BCD-06 [new, altered or decommissioned 5
Yy g - Planning technologies);(4) Data (e.g.,

icontingency planning activities with incident handling
activities;d. Review the contingency plan for the
lsystem [Assignment: organization-defined
frequency];e. Update the contingency plan to address
ichanges to the organization, system, or environment
of operation and problems encountered during
icontingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
lorganizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
lactual contingency activities into contingency testing
land training; andh. Protect the contingency plan from

changes to data flows and/or
data repositories);(5) Facilities
(e.g., new, altered or
decommissioned physical
infrastructure); and/or(6)
Feedback from contingency plan
testing activities.

Mechanisms exist to coordinate
contingency plan development
with internal and external 10
elements responsible for related

IContingency Plan |
CP-02(01) ICoordinate with
Related Plans

ICoordinate contingency plan development with Functional Equal Coordinate with BCD-
lorganizational elements responsible for related plans. qa Related Plans 01.1

plan
Mechanisms exist to conduct
capacity planning so that

IConduct capacity planning so that necessary capacity necessary capacity for

IContingency Plan | [for information processing, telecommunications, and

CP-02(02) ICapacity Planning [environmental support exists during contingency Functional Equal Capacity Planning | CAP-03 sz:;?;ﬁsn?ggaziss”;%’d 10
operations. environmental support will exist
during contingency operations.
Contingency Plan | |Plan for the resumption of [Selection (one): all; R Al Missi Mechanism de':'St. to refsumg all
Resume Mission  |essential] mission and business functions within . esume issions| g-py  |missions and business functions
CP-02(03) . ) P > - . Functional (Intersects With & Business within Recovery Time Objectives 5
land Business [Assignment: organization-defined time period] of Functions 02.1 (RTOs) of the contingency plan's
Functions icontingency plan activation. }ﬁfmﬁa’-'m‘
IContingency Plan | |Plan for the resumption of [Selection (one): all; . echanisms e.’('St to resume
CP-02(03 Resume Mission lessential] mission and business functions within F ional |1 With Mﬁegume;;septlal BCD- fesser]tlal m!ss!ons and business 5
-02(03) and Business [Assignment: organization-defined time period] of unctional |Intersects With|Missions & Business| (573" [functions within an organization-
Functions icontingency plan activation Functions defined time period of
. contingency plan activation
Mechanisms exist to continue
Contingency Plan | Plan for the continuance of [Selection (one): all; . . essential missions and business
Continue Mission ~ |cssentiall mission and business functions with minimal Continue Essential | g, |functions with little or no loss of
CP-02(05) and Business lor no loss of operational continuity and sustains that Functional Equal Mission & Business 02.2 operational continuity and 10
F . icontinuity until full system restoration at primary Functions : sustain that continuity until full
unctions " A A I
processing and/or storage sites. system restoration at primary
processing and/or storage sites.
Mechanisms exist to identify and
i document the critical Technology
Contingency Plan | Identify critical system assets supporting [Selection : Identify Critical Assets, Applications, Services
CP-02(08) IAd:sr;tt';y Critical (one): all; essential] mission and business functions. Functional Equal Assets BCD-02 and/or DaPtF; (TAASD) that 10
support essential missions and
business function
a. Provide contingency training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period] Mechanisms exist to adequately
" lof assuming a contingency role or responsibility;2. train contingency personnel and
CP-03 (T:ontl_ngency \When required by system changes; and3. [Assignment:| Functional Equal Contmg_ency BCD-03 |applicable stakeholders in their 10
raining req 4 ! Training !
lorganization-defined frequency] thereafter; andb. contingency roles and
Review and update contingency training content responsibilities.
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Mechanisms exist to Incorporate
IContingency Incorporate simulated events into contingency training BCD- simulated events into
CP-03(01) [Training | Simulated|to facilitate effective response by personnel in crisis Functional Equal Simulated Events 03.1 contingency training to facilitate 10
Events situations. . effective response by personnel
in crisis situations,
la. Test the contingency plan for the system
[Assignment: organization-defined frequency] using Contingency Plan Mechanisms exist to conduct a
Contingency Plan the following tests to determine the effectiveness of Root Cause Analysis Root Cause Analysis (RCA) and
CP-04 Hesti gency the plan and the readiness to execute the plan: Functional [Intersects With VSIS BCD-05 |"lessons learned” activity every 5
esting : adin ¢ (RCA) & Lessons ! d
[Assignment: organization-defined tests].b. Review the Learned time the contingency plan is
icontingency plan test results; andc. Initiate corrective activated.
actions, if needed.
a. Test the contingency plan for the system . .
[Assignment: organization-defined frequency] using gzi?:ﬂngs:;tcg’egigdua
IContingency Plan the following tests to determine the effectiveness of Contingency Plan evaluate the contingency plan's
CP-04 : the plan and the readiness to execute the plan: Functional |Intersects With BCD-04 5

effectiveness and the
organization's readiness to
execute the plan.

[Testing Testing & Exercises

[Assignment: organization-defined tests].b. Review the
icontingency plan test results; andc. Initiate corrective
actions, if needed.

. Mechanisms exist to coordinate
Contingency Plan ICoordinate contingency plan testing with Coordinated Testing| BCD- |contingency plan testing with

CP-04(01) ;rve\tsr?;z”atceodog\ﬂa?yaste lorganizational elements responsible for related plans. Functional Equal with Related Plans | 04.1 |internal and external elements 10
responsible for related plans.
Mechanisms exist to test
[Test the contingency plan at the alternate processing Efgrgngegcyrfclzzzi:t Zlittzrsnta;e
IContingency Plan  [site:a. To familiarize contingency personnel with the Alternate Storage & BCD- |both ?amil\zrize contgin enc
CP-04(02) [Testing | Alternate [facility and available resources; andb. To evaluate the Functional Equal 9 gency 10

Processing Sites 04.2 |personnel with the facility and
evaluate the capabilities of the
alternate processing site to
support contingency operations.
Mechanisms exist to establish an
alternate storage site that

Processing Site capabilities of the alternate processing site to support
icontingency operations.

a. Establish an alternate storage site, including
necessary agreements to permit the storage and

CP-06 A_Iternate Storage retrieval of system backup information; andb. Ensure Functional Equal A\ternat_e Storage BCD-08 includes both the assets and " 10
Site " ; Site necessary agreements to permit
that the alternate storage site provides controls the storage and recovery of
lequivalent to that of the primary site. <ystem backup information.
W‘Iecﬁamsms exist to separate
|Alternate Storage |ldentify an alternate storage site that is sufficiently Separation from BCD- the alternate storage site from
CP-06(01) Site | Separation iseparated from the primary storage site to reduce Functional Equal Primary Storage 08.1 the primary storage site to 10
from Primary Site |susceptibility to the same threats. Site : reduce susceptibility to similar
thrgﬁts.
lAlternate Storage Mechanisms exist to facilitate
Site | Recover IConfigure the alternate storage site to facilitate Recovery Time / BcD. |recovery operations in
CP-06(02) . Y recovery operations in accordance with recovery time Functional [Intersects With| Point Objectives accordance with Recovery Time 5
[Time and Recovery |,y t objecti RTO / RPO) 014 |opjectives (RTOs) and R
Point Objectives land recovery point objectives. ( / jectives (R s) and Recovery
Point Obiectives (RPOs)
Identify potential accessibility problems to the rl\\/rllietc\gaatnelsgieer\);liztl taocéii;tl;fx)llitaynd
CP-06(03) |Alternate Storage |alternate storage site in the event of an area-wide Functional Equal Primary Storage BCD- problems to the alternate 10

Site | Accessibility [disruption or disaster and outline explicit mitigation
lactions.

Site Accessibility 08.2 storage sites in the event of an

area-wide disruption or disaster.
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necessary agreements to permit the transfer and
resumption of [Assignment: organization-defined
isystem operations] for essential mission and business
functions within [Assignment: organization-defined
time period consistent with recovery time and recovery
point objectives] when the primary processing

FedRAMP 5_x000a_High

Mechanisms exist to establish an
alternate processing site that

version 2026.1_x000a_03/27/2026

CP-07 ﬁlr;ec'::;ieng site icapabilities are unavailable;b. Make available at the Functional Equal Pmﬁlet:;':]agtzite BCD-09 |provides security measures 10
alternate processing site, the equipment and supplies equivalent to that of the primary
required to transfer and resume operations or put site.
icontracts in place to support delivery to the site within
the organization-defined time period for transfer and
resumption; andc. Provide controls at the alternate
processing site that are equivalent to those at the

lAlternate * Mechanisms exist to separate
Processing Site | Identify an alternate processing site that is sufficiently Separation from BCD- the alternate processing site
CP-07(01) Separation from separated from the primary processing site to reduce Functional Equal Primary Processing 09.1 from the primary processing site 10
Primary Site Isusceptibility to the same threats. Site : tg reduce susceptibility to similar
threat:
Mechanisms exist to identify and
mitigate potential accessibility
|Alternate Identify potential accessibility problems to alternate Alternate BCD- problems to the alternate
CP-07(02) Processing Site | processing sites in the event of an area-wide disruption| Functional Equal Processing Site 09.2 processing sites and possible 10
|Accessibility or disaster and outlines explicit mitigation actions. Accessibility : mitigation actions, in the event
of an area-wide disruption or
disaster.
Mechanisms exist to address
At Develop alternate processing site agreements that prmnty-of—serwcg provisions in
ernate h . . s A alternate processing and storage
CP-07(03)  |Processing Site | |[cOntain priority-of-service provisions in accordance Functional Equal Alternate Site | BCD- |Gio tyat support availability 10
Priority of Service :v';tte\cat;/‘/aellsa)blllty requirements (including recovery time Priority of Service 09.3 requirements, including
d : Recovery Time Objectives
(RTOs).
Mechanisms exist to prepare the
|Alternate Prepare the alternate processing site so that the site BCD a\tematte procﬁsng_ a!ternatedtu
CP-07(04) Processing Site | can serve as the operational site supporting essential Functional Equal Preparation for Use - |pupport essential missions an 10
; iccl " : 09.4 |business functions so that the
Preparation for Use |mission and business functions. alternate site is capable of being
used as the primary site.
Establish alternate telecommunications services,
including necessary agreements to permit the
resumption of [Assignment: organization-defined Telecommunication Mechanisms exist to reduce the
[Telecommunication [system operations] for essential mission and business " likelihood of a single point of

CP-08 s Services functions within [Assignment: organization-defined Functional Intersects With i Sglrvl\)clets BCD-10 failure with primary 5
time period] when the primary telecommunications vailability telecommunications services.
capabilities are unavailable at either the primary or
alternate processing or storage sites.

[ DEVETOp PriTTTary aTma-aTeT ate teTeTurTTITarTCatoTT - - -
iservice agreements that contain priority-of-service ::I:;':ry";r:; :E':rtntaiéormahze
[Telecommunication groxlnsdu_:ns in accordance V\Q_th a_valla.bll\tzbrequlrements ! _— telecommunications service
s Services | Priority (including recovery time ° Jem.ve.s)' andb. Request " Tel e_co_mmumcatlon BCD- |agreements contain priority-of-
CP-08(01) of Service [Telecommunications Service Priority for all Functional Equal s Priority of Service 10.1 |service provisions that support 10
Provisions telecommunications services used for national security Provisions . availability requirements,
lemergency preparedness if the primary and/or includini )I;ecover T\me'
alternate telecommunications services are provided by ObjECtngeS (RTOS)y
[Telecommunication [Obtain alternate telecommunications services to Telecommunication IIiL?\T?::)';d‘gf ae):isn[ [‘z reo?:tceofme
CP-08(02) s Services | Single [reduce the likelihood of sharing a single point of failure| Functional |Intersects With s Services BCD-10 failure with rimag P 5
Points of Failure \with primary telecommunications services. Availability mlpmmm“rﬂmm:/ orvice
oo Mechanisms exist to obtain
[Telecommunication t
s Services | Obtain alternate telecommunications services from Separation of BCD- ze‘etrevr\Zggef:rl‘smrr:\wdu:rls(i;‘g::re
CP-08(03) Separation of providers that are separated from primary service Functional Equal Primary / Alternate 10.2 |separated fromp rimary service 10
Primary and providers to reduce susceptibility to the same threats. Providers : prsvwders to redgce su:ceptibwlity
|Alternate Providers to the same threats.
a. Require primary and alternate telecommunications . .
. |service providers to have contingency plans;b. Review Mechanisms exist to
[Telecommunication \ contractually-require external
s Services | provider contingency plans to ensure that the plans Provider BCD- [service providers to have
CP-08(04) Provi meet organizational contingency requirements; andc. Functional Equal : . 10
rovider " . " : Contingency Plan 10.3 |contingency plans that meet
Contingency Plan Obtain evidence of contingency testing and training by organizational contingency
providers [Assignment: organization-defined "
frequency]. requirements.
a. Conduct backups of user-level information contained Mechanisms exist to create
in [Assignment: organization-defined system recurring backups of data,
icomponents] [Assignment: organization-defined software and/or system images,
frequency consistent with recovery time and recovery as well as verify the integrity of
point objectives];b. Conduct backups of system-level these backups, to ensure the
information contained in the system [Assignment: availability of the data to satisfy
lorganization-defined frequency consistent with . Recovery Time Objectives (RTOs)

CP-09 System Backup recovery time and recovery point objectives];c. Functional  lintersects With Data Backups BCD-11 and Recovery Point Objectives 5
IConduct backups of system documentation, including (RPOs).
security- and privacy-related documentation
[Assignment: organization-defined frequency
iconsistent with recovery time and recovery point
lobjectives]; andd. Protect the confidentiality, integrity,
land availability of backup information.

System Backup | i i N i Mechanisms exist to routlne{y
[Testing for Tes‘t backup information ['Asslgnment:'org?nlzatlcn- ) Te!.stln_g‘ for BCD- te;t b‘a‘ckups that verify the
CP-09(01) Reliability and defined frequency] to verify media reliability and Functional Equal Reliability & 111 reliability of the backup process, 10
Integrity information integrity. Integrity . as v{ell as the integritty and
a
echanisms exist to utilize
System Backup | Use a sample of backup information in the restoration Test Restoration BCD- sampling of available backups to
CP-09(02) [Test Restoration  |of selected system functions as part of contingency Functional Equal > - test recovery capabilities as part 10
Using Sampling plan testing. Using Sampling 115 of business continuity plan
testing,
Mechanisms exist to store
System Backup | Sto_re backup copies of [Assignment: orgamzatio_n— backup copies qf critical software
Separate Storage defined critical system software and other security- Separate Storage BCD- and other security-related
CP-09(03) for Critical related information] in a separate facility or in a fire Functional Equal for Critical 112 information in a separate facility 10
\nformation rated contiTiner that is not collocated with the Information *“ lorin a”ﬁre-ra;ed cr:)nl:amer that is
operational system. not collocated with the system
being backed up.
System Backup |  [Transfer system backup information to the alternate Transfer to Staocrglzgzdsiatteaattoan::t:lctigaitse
[Transfer to storage site [Assignment: organization-defined time : BCD- .
CP-09(05) |Alternate Storage [period and transfer rate consistent with the recovery Functional Equal A\terna;_etstorage 11.6 ;apable °fTF“ee‘[';l‘)9 b?_th (RTOS) 10
Site time and recovery point objectives]. ite aﬁ;orlleegvelxe%inJ:(c)t;}lscStives s
System Backup | Implement cryptographic mechar}i_sms‘ to prevent . Cryptographic mechani;ms exist
CP-09(08) Cryptographic unauthorized disclosure and modification of Functional Equal Cryptographic BCD- [to prevent the unauthorized 10
Protection _[Afsswgnrtr_\en]t: organization-defined backup Protection 11.4 giscll(osu_refand/ot_r modification of
information|. )ackup Information.
Provide for the recovery and reconstitution of the Technology Assets, Mechanisms exist to ensure the
System Recovery isystem to a known state within [Assignment: Applications and/or securet(tectqvewfill_ndh |

CP-10 2nd Reconstitation |organization-defined time period consistent with Functional |Intersects With| Services (TAAS) |BCD-12 [reconstitution of Technology 5
recovery time and recovery point objectives] after a Recovery & Asse,ts' Applications and/or
disruption, compromise, or failure. Reconstitution g?t‘:rlcae(anﬁsfignmcac?nc:'\g&isteatcer

Mechanisms exist to facilitate the
implementation of contingency
Provide for the recovery and reconstitution of the planning controls to help ensure
System Recovery system to a known state within [Assignment: Business Continuity resilient Technology Assets,
CP-10 nd Reconstitution lorganization-defined time period consistent with Functional |Intersects With Management BCD-01 |Applications and/qr SSFV\CGS 5
@ recovery time and recovery point objectives] after a System (BCMS) (TAAS) (e.g., Continuity of
disruption, compromise, or failure. CBJDe_fationCS Plsn (gOgP[))‘or .
usiness Continuity & Disaster
Recovery (BC/DR) playbooks).
Provide for the recovery and reconstitution of the Mechanisms exist to facilitate
System Recovery syster_n to_ a kno\{vn state Withi_n [Assigl_'\ment: . . Re_cover)_/ Tir_ne/ BCD. |recovery oper_ations in
CP-10 and Reconstitution lorganization-defined time period consistent with Functional [Intersects With| Point Objectives 0L.4 accordance with Recovery Time 5

recovery time and recovery point objectives] after a
disruption, compromise, or failure

(RTO / RPO)

Objectives (RTOs) and Recovery

Point Objectives (RPQs),
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Mechanisms exist to utilize
System Recovery specia!ized backup me;hanisms
and Reconstitution |[Implement transaction recovery for systems that are ) Transaction Bep- [that will allow transaction
CP-10(02) . - Functional Equal recovery for transaction-based 10
[Transaction transaction-based. Recovery 12.1 ton
Recovery Technology_Assets, App_llcatlons
and/or Services (TAAS) in
accordance with Recovery Point
Mechanisms exist to restore
System Recover Provide the capability to restore system components 'Is'zx\ircncélsogxdlklzfeéz,t:r()?};/c\asg&))ns,
Y. VerY — \within [Assignment: organization-defined restoration . T H "
CP-10(04) and Reconstitution | time periods] from configuration-controlled and Functional Equal Restore Within Time| BCD- |within organization-defined 10
Restore Within Time| f N - Period 12.4 |restoration time-periods from
Period mtegngy-protected information representing a known, configuration-controlled and
rational state for the components. h o : .
ope integrity-protected information;
representing a known,
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is . . .
consistent with applicable laws, executive orders, Dslleecc:rTIs@osr:xllisatnt:erzwew the
directives, regulations, policies, standards, and Resil Y P
idelines; and2. Procedures to facilitate the Periodic Review & Resilience Program (SCRP),
Policy and igmulnlemenéation of the identification and authentication Update of Security, including policies, standards and
1A-01 Procedures policy and the associated identification and Functional |Intersects With Compliance & GOV-03 pro_ce_dur_e_s, at planned intervals 5
lauthentication controls;b. Designate an [Assignment: Resilience Program or if significant changes occur to
P . . lensure their continuing
lorganization-defined official] to manage the suitability, adequacy and
development, documentation, and dissemination of the eﬁectivenéss
identification and authentication policy and .
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|
Policy and implementation of the identification and authentication . Identity & Access implementation of identification
1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) 1AC-01 and access management 10
lauthentication controls;b. Designate an [Assignment: controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy tha
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the identification and authentication ) Compliance & policies, standards and
14-01 Procedures policy and the associated identification and Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
lauthentication controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
Mechanisms exist to uniquely
TSN uiguely gty and auneticae orgnizaioalusers|
1A-02 (organizational :'ggnasf)?‘cfetﬁaﬁ?itfg;g‘ll;euf:r';t'ﬁcamn with processes | Functional Equal Organizational 1AC-02 /Audit (AAA) organizational users 10
Users) 9 : Users and processes acting on behalf off|
organizational users.
/Automated mechanisms exist to
enforce Multi-Factor
/Authentication (MFA) for:(1)
Identification and Remote network access;(2)
|Authentication i Third-party Technology Assets,
1A-02(01) (organizational Implement multi-factor authentication for access to Functi I it ts With AMtwsnt'ac;ttq;n JAC-06 |Applications and/or Services 5
- Users) | Multi-factor |privileged accounts. unctional fintersects Wi Y NG "% |(TAAS); and/ or(3) Non-console
lAuthentication to access to critical TAAS that store,
Privileged Accounts transmit and/or process
sensitive/regulated data.
Identification and
|Authentication Mechanisms exist to utilize Multi-
(organizational Implement multi-factor authentication for access to : Local Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor |privileged accounts. Functional |intersects With Privileged Accounts IAC-06.3 authenticate local access for 5
|Authentication to privileged accounts.
Privileged Accounts
Mechanisms exist to it the Use
of commercially-provided
U Information Assurance (IA) and
fi?z:iig%‘;ﬁ"d ‘ IA-enabled IT products to those
(organizational Implement multi-factor authentication for access to . Information TDA- products that have been .
1A-02(01) Users) | Multi-factor |privileged accounts Functional [Intersects With| Assurance Enabled 02.2 successfully evaluated against a 5
IAuthentication to . Products ) Naﬁtiona\rI‘nfo(l;\‘n?:;i)on Assuradnce
o partnership -approve
Privileged Accounts Protection Profile or the
cryptographic module is FIPS-
validated or NSA-anoraved
Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
|Authentication Out-of-Band Multi- for access to privileged and non-
(organizational Implement multi-factor authentication for access to . N privileged accounts such that
1A-0201) ljsers) | Multi-factor [privileged accounts. Functional - intersects With) = Factor  |AC-08-4one of the factors is 5
|Authentication to uthentication independently provided by a
Privileged Accounts device separate from the system
being accessed.
Identification and
|Authentication Mechanisms exist to utilize Multi-
(organizational Implement multi-factor authentication for access to : Network Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor |privileged accounts. Functional [intersects With Privileged Accounts IAC-06.1 authenticate network access for 5
|Authentication to privileged accounts.
Privileged Accounts
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FedRAMP 5_x000a_High

Identification and
|Authentication Mechanisms exist to utilize Multi-
1A-02(01) (organizational Implement multi-factor authentication for access to Functional |Intersects With Neﬁgﬂiﬁﬁ?zw |AC-06.2 Factor Authentication (MFA) to 5
Users) | Multi-factor |privileged accounts. Accountg ““lauthenticate network access for
|Authentication to non-privileged accounts.
Privileged Accounts
f\irr‘vtsls?liwacta“t)ir;r?nd /Automated mechanisms exist to
e . Hardware Token- lensure organization-defined
1A-02(01) (Lfsregrasr)"riat:ﬁa?flacmr Impiement multi-factor authentication for access to Functional Intersects With Based IAC-10.7]token quality requirements are 5
lAuthentication to P 9 . Authentication satisfied for hardware token-
privileged Accounts based authentication.
Mechanisms exist to imit the Use
of commercially-provided
Identification and Information Assurance (IA) and
|Authentication IA-enabled IT products to those
(organizational ¥ . Information _|products that have been
1A-02(02) Users) | Multi-factor :,‘";g!e:_?‘i?; r:slIgcfcaocutﬁ;sauthentwcatlon for access to Functional [Intersects With| Assurance Enabled EIZAZ successfully evaluated against a 5
|Authentication to P 9 . Products *“ |National Information Assurance
Non-privileged partnership (NIAP)-approved
|Accounts Protection Profile or the
cryptographic module is FIPS-
validated or NSA-anoroved.
Identification and
|Authentication . " . .
(organizational Implement multi-factor authentication for access to . Network .AFCQSS to r‘daecctlg?"Kzﬁsere\;gt\tgnu(tué:)ﬁgm-
1A-02(02) Users) | Multi-factor ivil d Functional [Intersects With| ~Non-Privileged  [IAC-06.2 henti K f 5
IAuthentication to _|non-Privileged accounts. Accounts authenticate network access for
Non-privileged non-privileged accounts.
JAccounts
L Mechanisms exist to implement
fli';fe'fr"if’cta"t’i'gﬁ"d Multi-Factor Authentication (MFA)
(organizational ) Out-of-Band Multi- for access to privileged and non-
Implement multi-factor authentication for access to ) privileged accounts such that
1A-02(02) Users) | Multi-factor non-privileged accounts. Functional |Intersects With Factor IAC-06.4 one of the factors is 5
|Authentication to P! 9 . Authentication ind dent! ided by
Non-privileged indepen ently provided by a
IAccounts device separate from the system
being accessed.
Identification and
|Authentication /Automated mechanisms exist to
(organizational . A Hardware Token- ensure organization-defined
1A-02(02) Users) | Multi-factor Ln;gle:?fi?et n;;.lI;\jcaocutgzsauthent\catlon for access to Functional (Intersects With Based IAC-10.7|token quality requirements are 5
|Authentication to P 9 . Authentication satisfied for hardware token-
Non-privileged based authentication.
JAccounts
Identification and
ﬁ,ur;haennigactaig,?; Mechanisms exist to utilize Multi-
. Implement multi-factor authentication for access to " Network Access to Factor Authentication (MFA) to
1A-02(02) zzg?ﬂtr::ﬂ’:igor non-privileged accounts. Functional Intersects With Privileged Accounts IAC-06.1 authenticate network access for 5
Non-privileged privileged accounts.
|Accounts
/Automated mechanisms exist to
lenforce Multi-Factor
\dentification and /Authentication (MFA) for:(1)
lAuthentication Remote network access;(2)
(organizational ’ ) Multi-Factor Third-party Technology Assets,
1A-02(02) Users) | Multi-factor Implen_we_?t m[;'m facto; authentication for access to Functional |[Intersects With| ~Authentication | IAC-06 [APPlications and/or Services 5
lAuthentication to | O™ Privileged accounts. (MFA) (TAAS); and/ or(3) Non-console
Non-privileged access to critical TAAS that store,
lAccounts transmit and/or process
sensitive/regulated data.
Identification and
|Authentication : : . :
1A-02(02) {f;gg??i:ﬁ:i;cmr Implement multi-factor authentication for access to Functional |Intersects With Local Access to |AC-06.3| yaecct';?rximsesélcsatt\tgnu(tméi)htsmr 5
IAuthentication to  |"°M-Privileged accounts. Privileged Accounts “~|authenticate local access for
Non-privileged privileged accounts.
|JAccounts
Identification and
(A;th:n"igacgg:anl When shared accounts or authenticators are mgfazz;’:ioel))“:tas(zhreegtl:lcr:ted
102(05)  |Users) | individual [SMPIoyed: require users to be individually Functional Equal Group IAC-02.1)with an individual authenticator 10
IAuthentication with lauthenticated before granting access to the shared Authentication when a group authenticator is
laccounts or resources. i
Group utilized.
|Authentication
Implement multi-factor authentication for [Selection Mechanisms exist to implement
Identification and  |(one or more): local; network; remote] access to Multi-Factor Authentication (MFA)
|Authentication [Selection (one or more): privileged accounts; non- Out-of-Band Multi- for access to privileged and non-
" (organizational privileged accounts] such that:a. One of the factors is : g privileged accounts such that
1A-02(06) Users) | Access to  |provided by a device separate from the system gaining Functional Intersects With AuthFearfttizgtion IAC-06.4 one of the factors is 5
|Accounts — access; andb. The device meets [Assignment: independently provided by a
iseparate Device lorganization-defined strength of mechanism device separate from the system
requirements]. being accessed.
Identification and
(Aourthaenrzgactaigr?;l Implement replay-resistant authentication mechanisms Replay-Resistant /Automated mechanisms exist to
I1A-02(08) g for access to [Selection (one or more): privileged Functional Equal play-Resist IAC-02.2|employ replay-resistant 10
Users) | Access to N leged Authentication henticati
lAccounts — Replay laccounts; non-privileged accounts]. authentication.
Resistant
Identification and i i
Authen_t\ca_tion IAccept and electronically verify Personal Identity Acceptance of PIV gzz?riwfgﬁye\)ﬂeﬁf;c acceptand
1A-02(12) (organizational Verificati liant credential Functional |Intersects With Credential IAC-02.3| tional P | Identit 5
Users) | Acceptance |Verification-compliant credentials. redentials organizational Personal Identity
of PIV Credentials \Verification (PIV) credentials.
Mechanisms exist to uniquely
identify and centrally
" Uniquely identify and authenticate [Assignment: . . /Authenticate, Authorize and
Device el 4 : : Identification & " "
o3 fdemicatonana - SENE2er e devices anlor s o e | uncional erscts win Althencaion for | cos [N (A deicestore |
remote; network] connection. bidirectional authentication that
is cryptographically- based and
replay resistant.
Mechanisms exist to uniquely
identify and centrally
:?iee‘:wltcizcation and Handle device identification and authentication based Identification & 2EETF;::;%Q@?EZ?%Z;;ZC’
1A-03(04) lAuthentication | on attestation by [Assignment: organization-defined Functional |Intersects With| Authentication for | IAC-04 establishing a connection using 5
Device Attestation configuration management process]. Devices bidirectional authentication that
is cryptographically- based and
replay resistant.
Mechanisms exist to ensure
: device identification and
Eﬁi\:wltci;cation and Handle device identification and authentication based authentication is accurate by
IA-03(04) lAuthentication | on attestation by [Assignment: organization-defined Functional [Intersects With| Device Attestation |[IAC-04.1|centrally-managing the joining of 5
Device Attestation iconfiguration management process]. systems to the domain as part of
the initial asset configuration
management process.
MTATTIgE Sy STETT TUETTUITETS Dy @ RETETVITTY g 2
lauthorization from [Assignment: organization-defined . . .
personnel or roles] to assign an individual, group, role, Mechanisms exist to Smm,y
h : > A ? ) : govern the use of Authenticate,
\dentifier iservice, or device identifier;b. Selecting an identifier Authenticate, Authorize and Audit (AAA)
|1A-04 that identifies an individual, group, role, service, or Functional |Intersects With|Authorize and Audit(IAC-01.2 : . 5
Management N . . 7 . solutions, both on-premises and
device;c. Assigning the identifier to the intended (AAA) those hosted by an External
individual, group, role, service, or device; andd. Service Provid(-_:/r (ESP)
Preventing reuse of identifiers for [Assignment: .
izatinn dafi i indl
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IA-04

Identifier
Management

Focal Document Element (FDE) Description

authorization from [Assignment: organization-defined
personnel or roles] to assign an individual, group, role,
service, or device identifier;b. Selecting an identifier
that identifies an individual, group, role, service, or
device;c. Assigning the identifier to the intended
individual, group, role, service, or device; andd.

Preventing reuse of identifiers for [Assignment:
ang rebse O ot !

Functional

FedRAMP 5_x000a_High

Intersects With

Identifier
Management (User
Names)

IAC-09

Noccri n
Mechanisms exist to govert
naming standards for usernames
and Technology Assets,
/Applications and/or Services
(TAAS).

1A-04(04)

Identifier
Management |
Identify User Status

Manage individual identifiers by uniquely identifying
leach individual as [Assignment: organization-defined
characteristic identifying individual status].

Functional

Intersects With

Authenticate,
Authorize and Audit
(AAA)

IAC-01.2]

Mechanisms exist to strictly
govern the use of Authenticate,
Authorize and Audit (AAA)
solutions, both on-premises and
those hosted by an External
Service Provider (ESP)

1A-04(04)

Identifier
Management |
Identify User Status

Manage individual identifiers by uniquely identifying
leach individual as [Assignment: organization-defined
icharacteristic identifying individual status].

Functional

Intersects With

User Identity (ID)
Management

IAC-09.1]

TMEechanisms exist to ensure
proper user identification
management for non-consumer
users and administratare

1A-04(04)

Identifier
Management |
Identify User Status

Manage individual identifiers by uniquely identifying
leach individual as [Assignment: organization-defined
icharacteristic identifying individual status].

Functional

Intersects With

Identity User Status

IAC-09.2]

Mechanisms exist to identify
contractors and other third-party
users through unique username
characteristics.

IA-05

|Authenticator
Management

g= Sy yor AN DhdLis
of the initial authenticator distribution, the identity of
the individual, group, role, service, or device receiving
the authenticator;b. Establishing initial authenticator
content for any authenticators issued by the
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative
procedures for initial authenticator distribution, for lost
lor compromised or damaged authenticators, and for
revoking authenticators;e. Changing default
lauthenticators prior to first use;f. Changing or
refreshing authenticators [Assignment: organization-
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when

PN o b

Functional

Intersects With

Authenticator
Management

IAC-10

Mechanisms exist to:(1) Securely
manage authenticators for users
and devices; and(2) Ensure the
strength of authentication is
appropriate to the classification
of the data being accessed.

IA-05

|Authenticator
Management

RSy o AN DhdLis
of the initial authenticator distribution, the identity of
the individual, group, role, service, or device receiving
the authenticator;b. Establishing initial authenticator
content for any authenticators issued by the
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative
procedures for initial authenticator distribution, for lost
lor compromised or damaged authenticators, and for
revoking authenticators;e. Changing default
lauthenticators prior to first use;f. Changing or
refreshing authenticators [Assignment: organization-
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when

Functional

Intersects With

Default
Authenticators

IAC-10.8|

Mechanisms exist to ensure
default authenticators are
changed as part of account
creation or system installation.

1A-05(01)

|Authenticator
Management |
Password-based
|Authentication

PPN e cla
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
passwords in 1A-5(1)(a);c. Transmit passwords only
lover cryptographically-protected channels;d. Store
passwords using an approved salted key derivation
function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
icomposition and complexity rules].

Functional

Intersects With

Automated Support
For Password
Strength

IAC-10.4|

/Automated mechanisms exist to
determine if password
authenticators are sufficiently
strong enough to satisfy
organization-defined password
length and complexity
requirements.

1A-05(01)

|Authenticator
Management |
Password-based
|Authentication

For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
passwords in 1A-5(1)(a);c. Transmit passwords only
lover cryptographically-protected channels;d. Store
passwords using an approved salted key derivation
function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
icomposition and complexity rules].

Functional

Intersects With

Password-Based
Authentication

IAC-10.1]

Mechanisms exist to enforce
complexity, length and lifespan
considerations to ensure strong
criteria for password-based
authentication.

1A-05(01)

|Authenticator
Management |
Password-based
|Authentication

For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
passwords in 1A-5(1)(a);c. Transmit passwords only
lover cryptographically-protected channels;d. Store
passwords using an approved salted key derivation
function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined

icomposition and complexity rules].
@. FOT pUDIC Key-Da R thenTCAtTonT T ENTOTTE

Functional

Intersects With

Authenticator
Management

IAC-10

Mechanisms exist to:(1) Securely
manage authenticators for users
and devices; and(2) Ensure the
strength of authentication is
appropriate to the classification
of the data being accessed.

1A-05(02)

|Authenticator
Management |
Public Key-based
|Authentication

lauthorized access to the corresponding private key;
land2. Map the authenticated identity to the account of
the individual or group; andb. When public key
infrastructure (PKI) is used:1. Validate certificates by
constructing and verifying a certification path to an
laccepted trust anchor, including checking certificate
status information; and2. Implement a local cache of
revocation data to support path discovery and
alidation

Functional

Equal

PKI-Based
Authentication

IAC-10.2]

/Automated mechanisms exist to
validate certificates by
constructing and verifying a
certification path to an accepted
trust anchor including checking
certificate status information for
PKlI-based authentication.

10
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FedRAMP 5_x000a_High

Mechanisms exist to compel
users to follow accepted

version 2026.1_x000a_03/27/2026

Q:t::ngﬁaet&r‘ Protect authenticators commensurate with the security Res ongisbewlrities for practices in the use of
IA-05(06) Protecgtion of icategory of the information to which use of the Functional |Intersects With P Account IAC-18 |authentication mechanisms (e.g., 5
|Authenticators lauthenticator permits access. Management passwords, passphrases, physicall
9 or logical security tokens, smart
cards, certificates, etc.).
Mechanisms exist to protect
Ql;t::":r;iﬁr‘ Protect authenticators commensurate with the security Protection of authenticators commensurate

IA-05(06) ge icategory of the information to which use of the Functional |Intersects With L IAC-10.5|with the sensitivity of the 5
Protection of h . Authenticators inf hich £ th
lAuthenticators lauthenticator permits access. in ormapon to wi ich use of the

authenticator permits access.
|Authenticator Mechanisms exist to ensure that
Management | No |Ensure that unencrypted static authenticators are not No Embedded unencrypted, static

IA-05(07) Embedded lembedded in applications or other forms of static Functional Equal Unencrypted Static [IAC-10.6|authenticators are not embedded 10
Unencrypted Static |storage. Authenticators in applications, scripts or stored
|Authenticators on function keys.

Mechanisms exist to implement
security safeguards to manage
i\nl‘;c::ngﬁaet&r‘ Implement [Assignment: organization-defined security Multiple System the risk of compromise due to

1A-05(08) o gle Cvetem  |controls] to manage the risk of compromise due to Functional |Intersects With Agcounyts IAC-10.9|individuals having accounts on 5
AccoSnts Y individuals having accounts on multiple systems. multiple Technology Assets,

/Applications and/or Services
(TAAS).
[AUmentrcator Implement [Assignment: organization-defined securit: MECNANISMS EXIST 0 Uniquery
Management | P 9 : org Y " ... | Privileged Account manage privileged accounts to

IA-05(08) Multiple System icontrols] to manage the risk of compromise due to Functional |Intersects With \dentifiers IAC-09.5| identify the account as a 5
ﬁ“t‘r? ; individuals having accounts on multiple systems. nrivileaed user ar senvice
M:n:ne‘r:f\ae:tr\ Expiration of /Automated mechanisms exist to

ge Prohibit the use of cached authenticators after : P IAC-  |prohibit the use of cached

I1A-05(13) Expiration of ) I y A . Functional Equal Cached . " 10
Cached [Assignment: organization-defined time period]. Authenticators 10.10 authentlgators after organization-|
Authenticator defined time period.

Mechanisms exist to obscure the
(Obscure feedback of authentication information during ifsgeodrlr)::tﬁo?\f g:ﬁn\zntt::tmn
|Authentication the authentication process to protect the information . Authenticator P
1A-06 o : Functional Equal IAC-11 |authentication process to protect 10
Feedback _fror_n_posswble exploitation and use by unauthorized Feedback the information from possible
individuals. .
exploitation/use by unauthorized
individuals.
Implement mechanisms for authentication to a Mechanisms exist to ensure
Cryptographic cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
IA-07 Module applicable laws, executive orders, directives, policies, Functional (Intersects With Module IAC-12 |applicable statutory, regulatory 5
|Authentication regulations, standards, and guidelines for such Authentication and contractual requirements for
authentication. security strength.
Implement mechanisms for authentication to a Automated
ICryptographic cryptographic module that meet the requirements of Authentication /Automated mechanisms exist to
IA-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With Through CRY-02 |enable systems to authenticate 5
|Authentication regulations, standards, and guidelines for such Cryptographic to a cryptographic module.
authentication. Module: _ i, ,
Mechanisms exist to uniquely
Identification and . . . . - Identification & identify and centrally
. Uniquely identify and authenticate non-organizational P h
|Authentication " : Authentication for /Authenticate, Authorize and
IA-08 (non-organizational users or processes acting on behalf of non- Functional Equal Non-Organizational IAC-03 IAudit (AAA) third-party users and 10
U lorganizational users. " h
sers) Users processes that provide services
to the organization.
Identification and
|Authentication " ;
(non-organizational |Accept and electronically verify Personal Identity Acceptance of PIV g:irr?)rstcrglf e\)/(leit‘ftopaecrgsggland

IA-08(01) Users) | Acceptance |Verification-compliant credentials from other federal Functional Equal Credentials from [IAC-03.1 Iy verity 10
of PIV Credentials |agencies Other Organizations| Ident\ty_Verlﬁcatlon (PIV) :
lfrom Other . credentials from third-parties.

IAgencies
Eli?te'gi‘acta":ig:nd /Automated mechanisms exist to
(non-organizational a. Accept only external authenticators that are NIST- Acceptance of accept Federal Identity,

IA-08(02) Users) |gAcce tance icompliant; andb. Document and maintain a list of Functional Equal Third-Party IAC-03.2|Credential and Access 10
of External P laccepted external authenticators. Credentials Management (FICAM)-approved
|Authenticators third-party credentials.

Tdentification and Mechanisms exist to conform
|Authentication IConform to the following profiles for identity Use of FICAM-Issued systems to Federal Identity,

IA-08(04) (non-organizational [management [Assignment: organization-defined Functional Equal Profiles IAC-03.3|Credential and Access 10
Users) | Use of identity management profiles]. Management (FICAM)-issued
Defined Profile: il

%%%%nsms exist to force users
Require users to re-authenticate when [Assignment: and devices to re-authenticate
IA-11 Re-authentication |organization-defined circumstances or situations Functional Equal Re-Authentication | IAC-14 |according to organization-defined| 10
requiring re-authentication]. circumstances that necessitate
re-authentication
a. Identity proof users that require accounts for logical
laccess to systems based on appropriate identity . ) Mechanisms exist to verify the
) ) assurance level requirements as specified in applicable ) Identity Pracfing identity of a user before issuing
1A-12 Identity Proofing istandards and guidelines;b. Resolve user identities to a Functional Equal Ve(lrciiﬁecnattlitzn) IAC-28 authenticators or modifying 10
unique individual; andc. Collect, validate, and verify access permissions.
identity evidence.
MeChanisms exist to require
Identity Proofing | |Require evidence of individual identification be : N : evidence of individual
1A-12(02) Identity Evidence |presented to the registration authority. Functional Equal Identity Evidence |IAC-28.2 identification to be presented to 10
the reqistration authorit
Identity Proofing |  [Require that the presented identity evidence be d . Mechanisms exist to require that
" N Y ol . A entity Evidence the presented identity evidence
Identity Evidence |validated and verified through [Assignment: " A h A
I1A-12(03) \Validati Py} " TP Functional Equal Validation & IAC-28.3|be validated and verified through 10
alidation and lorganizational defined methods of validation and Verification organizational-defined methods
|verification verification]. of validation and verification.
Identity Proofing | |Require that the validation and verification of identity User Provisioning & zlafrcnhaalnu:zg'sr:x:z:rtaotig:“az:dade—

I1A-12(04) In-person Validation |evidence be conducted in person before a designated Functional [Intersects With De-Provisi 9 IAC-07 . g h 5

land Verification registration authority. e-Provisioning registration process that governs
the assignment of access rights.
Mechanisms exist to conduct in-

Identity Proofing | |Require that the validation and verification of identity In-Person or Trusted,| person or trusted third-party

1A-12(04) In-person Validation |evidence be conducted in person before a designated Functional |Intersects With Third-Party IAC-10.3|identify verification before user 5
land Verification registration authority. Registration accounts for third-parties are

created
Mechanisms exist to require that
Identity Proofing | |Require that the validation and verification of identity In-Person Validation the validation and verification of
I1A-12(04) In-person Validation |evidence be conducted in person before a designated Functional (Intersects With & Verification IAC-28.4|identity evidence be conducted 5
land Verification registration authority. in person before a designated
registration authority.
" " 3 exist to require that
; ) Require that a [Selection (one): registration code; mechanisry o :
Identity Proofing | 1 A oe a notice of proofing be delivered
IA-12(05) |Address zr?syfgeolftgr\?ggfr;/gt]hieudsjrl:eardegr;:;o(\:)?wr;’sa\zaoll:)tr?ifi;ifgll; Functional Equal Coﬁ?i?;eastsion IAC-28.5|through an out-of-band channel 10
IConfirmation of record to verify the user's address
. (physical or digital)
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . : .
lexecutive orders, directives, regulations, policies, Publishing S N Me_chanlsmsde;_lst to _establlsh,
. standards, and guidelines; and2. Procedures to u CIS |n‘g ecusr(lty, malynta\n atn o |5;emu:jate
Policy and N M ' N PR N ompliance policies, standards an
IR-01 Procedures facilitate the implementation of the incident response Functional (Intersects With Resilience GOV-02 brocedures necessary for secure, 5

policy and the associated incident response controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

Documentation

compliant and resilient
capabilities.
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a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . . .
lexecutive orders, directives, regulations, policies, Mechanisms exist to implement
it and govern processes and
Policy and standards, and guidelines; and2. Procedures to Incident Response documentation to facilitate an
IR-01 P facilitate the implementation of the incident response Functional Subset Of : IRO-01 P . 10
rocedures " ’ . N Operations organization-wide response
policy and the associated incident response controls;b. capability for cybersecurity and
Designate an [Assignment: organization-defined data roglect\on)irelated incyidents
official] to manage the development, documentation, P .
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, : .
lexecutive orders, directives, regulations, policies, :/Ieifgvavna'i'gSme:éfftyt%;edg:rﬁrly
Policy and standards, and guidelines; and2. Procedures to IRO- |response practices to incorporate|
IR-01 Procedures facilitate the implementation of the incident response Functional |Intersects With IRP Update 04.2 llessons learned, business 5
policy and the associated incident response controls;b. . rocess chan els and indust
Designate an [Assignment: organization-defined zevelo mentg 25 necessal y
official] to manage the development, documentation, P ' i
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
omplance; . s cosistnt wihappicale v pechaisms ext 0 ncoprae
Policy and istandards, and guidelines; and2. Procedures to Root Cause Analysis| and resolving cybersecuri{ynangd
IR-01 Procedures facilitate the implementation of the incident response Functional (Intersects With| (RCA) & Lessons | IRO-13 data protection incidents to 5
policy and the associated incident response controls;b. Learned reduce the likelihood or impact of]
Designate an [Assignment: organization-defined future incidents. P
official] to manage the development, documentation, g
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, directives, regulations, policies, Periodic Review & Resilience Program (SCRP),
Policy and istandards, and guidelines; and2. Procedures to Update of Security, including policies, standards and
IR-01 Procedures facilitate the implementation of the incident response Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
policy and the associated incident response controls;b. Resili P or if significant changes occur to
Designate an [Assignment: organization-defined esilience Program ensure their continuin
g g 9 g
official] to manage the development, documentation, suitability, adequacy and
and dissemination of the incident response policy and effectiveness.
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
la. Provide incident response training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period]
of assuming an incident response role or responsibility Mechanisms exist to train
Incident Response |or acquiring system access;2. When required by " Incident Response personnel in their incident
IR-02 [Training isystem changes; and3. [Assignment: organization- Functional |Intersects With Training IRO-05 response roles and 5
defined frequency] thereafter; andb. Review and responsibilities.
update incident response training content
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Mechanisms exist to incorporate
Incident Response  |Incorporate simulated events into incident response IRO- simulated events into incident
IR-02(01) [Training | Simulated|training to facilitate the required response by Functional Equal Simulated Incidents 05.1 [|response training to facilitate 10
Events personnel in crisis situations. . effective response by personnel
in cri ituations
:II':';‘;T#L 'i‘c PONSE Iprovide an incident response training environment Automated Incident| oo A:ﬁeg‘: ae(r]nlélrzt;;:o”r‘oul heaerZ[ w©
IR-02(02) A 9 . . lusing [Assignment: organization-defined automated Functional Equal Response Training P A 9 10
utomated Training mechanisms] Environments 05.2 |realistic incident response
Environment: - training environment
Mechanisms exist to formally test|
[Test the effectiveness of the incident response incident response capabilities
Incident Response |capability for the system [Assignment: organization- : Incident Response through realistic exercises to
IR-03 [Testing defined frequency] using the following tests: Functional  Intersects With Testing IRO-06 determine the operational 5
[Assignment: organization-defined tests]. effectiveness of those
capabilities.
Incident Response Mechanisms exist to coordinate
1R-03(02) [Testing | ICoordinate incident response testing with Functional Equal Coordination with IRO- |incident response testing with 10
ICoordination with  |organizational elements responsible for related plans. Related Plans 06.1 |organizational elements
Related Plans responsible for related plans.
@, Tmplement an incident handling capability for
incidents that is consistent with the incident response
plan and includes preparation, detection and analysis,
icontainment, eradication, and recovery;b. Coordinate Mechanisms exist to cover:(1)
incident handling activities with contingency planning Preparation;(2) Automated event
. . activities;c. Incorporate lessons learned from ongoing " " detection or manual incident
IR-04 Incident Handling i, igent handling activities into incident response Functional Equal Incident Handling | IRO-02 | oot intake;(3) Analysis;(4) 10
procedures, training, and testing, and implement the Containment;(5) Eradication;
resulting changes accordingly; andd. Ensure the rigor, and(6) Recovery.
intensity, scope, and results of incident handling
activities are comparable and predictable across the
organization.
Incident Handling | |Support the incident handling process using Automated Incident| IRO- /Automated mechanisms exist to
IR-04(01) |JAutomated Incident |[Assignment: organization-defined automated Functional Equal Handling Processes| 02.1 support the incident handling 10
Handling Processes |mechanisms]. 9 . process.
[nclude the following types of dynamic reconfiguration /Automated mechanisms exist to
Incident Handling | [for [Assignment: organization-defined system . Dynamic JRO- |dynamically reconfigure system
IR-04(02) Dynamvlc ) compqr}ents] as part of the |nc!der)t response Functional Equal Reconfiguration 02.3 |components as part of the 10
Reconfiguration capability: [Assignment: organization-defined types of incident response capability.
dvnamic reconfigurationl,
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Mechanisms exist to facilitate the
N . - . implementation of contingenc:
Identify [Assignment: organization-defined classes of plapnmng controls to helpgensu);e
incident ancing | [PSETI)and ke e llowing octons nresponse o
IR-04(03) Continuity of Ml o d N Functional |Intersects With| ~ Management BCD-01 |Applications andj/or Services 5
: lorganizational mission and business functions: S Continuity of
Operations ! i 1N € > ! . System (BCMS) (TAAS) (e.g., Continuity o
[Assignment: organization-defined actions to take in Operations Plan (COOP) or
response to classes of incidents]. Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Identify [Assignment: organization-defined classes of . . . N
. incidents] and take the following actions in response to . Mechanlsn’_\s exist to ldentlfy
Incident Handling | those incidents to ensure continuation of Incident IRO- classes of incidents and actions
IROHG3) Contnuty of Lt alonl misoonondbuines uncors: | Fonconal mersectswin Clossifiation s | Gy fouke oonaetne, |8
[Assignment: organization-defined actions to take in P : N
Fesponse to classes of incidents). missions and business functions.
Mechanisms exist to utilize a
Incident Handling | |Correlate incident information and individual incident Centralized (SSeIfEuMn)tyo:—nsci‘li?lgi E\ﬁglt“gtae':f?:gl
IR-04(04) Information responses to achieve an organization-wide perspective | Functional |Intersects With Collection of MON-02 to sup;’)ort the centralized ' 5
Correlation on incident awareness and response. Security Event Logs collection of security-related
event logs.
/Automated mechanisms exist to
correlate both technical and non-
Incident Handling | |Correlate incident information and individual incident Correlate technical information from across
N A Pl N : . . i MON- [the enterprise by a Security
IR-04(04) Information responses to achieve an organization-wide perspective | Functional [Intersects With Monitoring 02.1 [Incident Event Manager (SIEM) or 5
Correlation on incident awareness and response. Information similar automated tool, to
lenhance organization-wide
situational awareness.
. ) - . /Automated mechanisms exist to
Incident Handling | |[Implement a configurable capability to automatically Automated MON- |implement pre-determined
IR-04(05) |Automatic Disabling|disable the system if [Assignment: organization- Functional |Intersects With Response to 01.11 |corrective actions in response to 5
of System defined security violations] are detected. Suspicious Events . detected events that have
Lirity incidant imnlicati
Mechanisms exist to
Automatic Disabling automatically disable Technology
Incident Handling | [Implement a configurable capability to automatically of Technology RO |Assets, Applications and/or
IR-04(05) |Automatic Disabling|disable the system if [Assignment: organization- Functional [Intersects With|Assets, Applications 02.6 Services (TAAS), upon detection 5
of System defined security violations] are detected. and/or Services : of a possible incident that meets
AAS) organizational criteria, which
allows for forensic anal sisng\%r?[e
~ Incident Handling | |Implement an incident handling capability for incidents : Insider Threat IRO- Pag
1R-04(06) Insider Threats involving insider threats. Functional  lintersects With Response Capability] 02.2 and govern an insider threat 5
Incident Handling | |Coordinate incident handling activities involving supply Thlr(;jsapr;ﬁslre\cgient yei;};ar\r;z/'?eisc::r;tgl::rS\liJr:—; and
IR-04(10) (Siﬂgir)cli&ilnca’:ii: Z.']a"] e\c/re]git: with other organizations involved in the Functional |Intersects With Recovery TPM-11 testing are conducted with 5
pRly . Capabilities critical suppliers/providers.
Mechanisms exist to provide
cybersecurity and data
. . - . s . rotection incident information to
Incident Handling | |Coordinate incident handling activities involving supply . P .
~ " N s ! H . Supply Chain IRO- |the provider of the Technology
IR-04(10) (Stl;g‘r)gn(;’:iz‘r? ;I]alr; ezﬁgit: with other organizations involved in the Functional |Intersects With Coordination 104 |Assets, Applications and/or 5
pply - Services (TAAS) and other
organizations involved in the
supply chain for TAAS related to
Mechanisms exist to establish an
. . . . integrated team of cybersecurity,
Incident Handling | Ej;”::lt';gtac":nmb:‘gt:'I"Oagd"&)egrr‘atlefc'a"ﬂ%:eigtelf‘iﬁ;jnsbe Integrated Security IT and business function
IR-04(11) Integrated Incident lthe organization in [Zss)i/ nment'):)r anization-defined Y| Functional Equal Incident Response | IRO-07 |representatives that are capable 10
Response Team time geriod] 9 :org Team (ISIRT) of addressing cybersecurity and
P : data protection incident response|
operations.
Mechanisms exist to incorporate
. " lessons learned from analyzing
Incident Handling | . . . Root Cause Analysis| . N
g P /Analyze malicious code and/or other residual artifacts y _13 |and resolving cybersecurity and
1R-04(12) r:r‘écr::ilés:n(ﬁesind remaining in the system after the incident. Functional [intersects With (RCAL)eg(rlr_‘:sons IRO-13 data protection incidents to 5
Y reduce the likelihood or impact of]
future incidents.
Mechanisms exist to perform
incident Handling | digital forensics and maintain the
- Py /Analyze malicious code and/or other residual artifacts : Chain of Custody & g integrity of the chain of custody,
1R-04(12) I\Flloar\écnl:iLésACn%?eSiasnd remaining in the system after the incident. Functional  Intersects With Forensics IRO-08 in accordance with applicable 5
Y laws, regulations and industry-
recognized secure practices.
Mechanisms exist to utilize
incident Handling | /Analyze anomalous or suspected adversarial behavior zggieﬁ)e%tstglaetfhr: tsaﬁez?g?lly
IR-04(13) " 91 lin or related to [Assignment: organization-defined Functional |Intersects With Honeypots SEA-11 |28S!9" 9 5
Behavior Analysis environments or resources] malicious attacks for the purpose
. of detecting, deflecting and
analyzing such attacks.
Mechanisms exist to utilize User
& Entity Behavior Analytics
. . (UEBA) and/or User Activity
. " /Analyze anomalous or suspected adversarial behavior e "
Incident Handling | | " ! » . . Anomalous Monitoring (UAM) solutions to
IR-04(13) Behavior Analysis gwn(\j‘rr;ilrant::t;oo[rArsesSlgSz:sn]t. organization-defined Functional [Intersects With Behavior MON-16 detect and respond to anomalous| 5
: behavior that could indicate
account compromise or other
malicious activities.
Mechanisms exist to ufilize
incident Handling | /Analyze anomalous or suspected adversarial behavior honeyclients that proactively
IR-04(13) Behavior Anal Sg in or related to [Assignment: organization-defined Functional |Intersects With Honeyclients SEA-12 [seek to identify malicious 5
Y lenvironments or resources]. websites and/or web-based
malicious code.
Mechanisms exist to document,
situational monitor and report the status of
g . L - . " cybersecurity and data
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Aw;rce‘g:ﬁ:or IRO-09 protection incidents to internal 10
stakeholders all the way through
the resolution of the incident.
- [Automated mechanisms exist to
Incident Monitoring A " .
| Automated [Track incidents and collect and analyze incident Automated assist in the tracking, collection
f A " > y " ) . Tracking, Data IRO- |and analysis of information from
IR-05(01) [Tracking, Data information using [Assignment: organization-defined Functional Equal Collection & 09.1 |actual and potential 10
gﬁ!Iecst:sn, and lautomated mechanisms]. Analysis cybersecurity and data
4 protection incidents.
la. Require personnel to report suspected incidents to Mechanisms exist to timely-
the organizational incident response capability within Incident report incidents to applicable:(1)

IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. Functional |Intersects With Stakeholder IRO-10 [Internal stakeholders;(2) Affected 5
Report incident information to [Assignment: Reporting clients & third-parties; and(3)
lorganization-defined authorities]. Regulatory authorities.

[@. Require personnel to report suspected incidents to n n -
the organizational incident response capability within Regulatory & Law mi%::‘t'sr:: gﬁ':et E?)r?saaé?;avlvri]th

IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. Functional (Intersects With Enforcement IRO-14 applicable r’e)gulatcry and law 5
sreapaonrit |n(_:|d?nt |_nformaif;ritt?e[ﬁss\gnment: Contacts enforcement agencies.
la. Require personnel Eo report suspected incidents to . . 3 N
the organizational incident response capability within Contacts With ZI::S;EST: E);ftr?:tfigggcat:d

IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. | Functional |Intersects With S GOV-06 - pprop 5

Yy h " Authorities with relevant law enforcement
Report incident information to [Assignment: and requlatory bodies
oraanization-defined authorities] AULU"!E[EU Ill\iuldln I;I EXISTTo
1R-06(01) Kvuct\grenr;ttzsportmg I Report incidents using [Assignment: organization- Functional Equal Automated IRO- |assist in the reporting of 10
Reportin defined automated mechanisms]. a Reporting 10.1 |cybersecurity and data
porting nrotection incidents _
Mechanisms exist to incorporate
Incident Reporting | [Report system vulnerabilities associated with reported Root Cause Analysis| Le:;izigle\/ai;neg gg;::&?_;{z':r?d
IR-06(02) |Vulnerabilities incidents to [Assignment: organization-defined Functional - [Intersects With| (RCA) & Lessons | 1R0-13 |§7C 550 T3 IYAEAStt iy 5
Related to Incidents|personnel or roles]. Learned reduce the likelihood or impact of
[future incidents.
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Vulnerabilities

(SCF)
Contral Naccr n
Mechanisms exist to report
system vulnerabilities associated

policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

implementation of maintenance
controls across the enterprise.

IR-06(02) Vulnerabilities incidents to [Assignment: organization-defined Functional |Intersects With Related To ;%03 g:t’; rer%‘::cet“jo?’igiirszﬁl::g and 5
Related to Incidents|personnel or roles]. Incidents . organp\zation—deﬁned personnel
or roles.
Mechanisms exist to provide
cybersecurity and data
incident Reporting | Progide incident inforlrjnat:?n to the provider of tlhed s v Ch RO phrotectiog incifdehnt .irnfcl’:maltion to|
product or service and other organizations involved in " upply Chain - |the provider of the Technology
IR-06(03) (Sjl;z‘r)(li)i,n(;’:izw the supply chain or supply chain governance for Functional  Intersects With Coordination 10.4 |Assets, Applications and/or 5
isystems or system components related to the incident. Services (TAAS) and other
organizations involved in the
supply chain for TAAS related to
Mechanisms exist to provide
incident response advice and
Provide an incident response support resource, integral assistance to users of
Incident Response [to the organizational incident response capability, that : Incident Reporting Technology Assets, Applications

IR-07 |Assistance offers advice and assistance to users of the system for Functional Equal Assistance IRO-11 and/or Services (TAAS) for the 10

the handling and reporting of incidents. handling and reporting of actual

and potential cybersecurity and
data protection incidents.
Incident Response
e | sppor| s the avalabity o ncident response
IR-07(01) I POt information and support using [Assignment: Functional Equal . o 10

or Availability of organization-defined automated mechanisms] Information / 11.1 |incident response-related
Information and . Support information and support.
ISupport

[@. Develop an ncident response plan that:1. Provide

the organization with a roadmap for implementing its

incident response capability;2. Describes the structure

land organization of the incident response capability;3.

Provides a high-level approach for how the incident

response capability fits into the overall organization;4.

Meets the unique requirements of the organization,

which relate to mission, size, structure, and

functions;5. Defines reportable incidents;6. Provides

metrics for measuring the incident response capability

within the organization;7. Defines the resources and

management support needed to effectively maintain

land mature an incident response capability;8.

IAddresses the sharing of incident information;9. Is Mechanisms exist to maintain

reviewed and approved by [Assignment: organization- " :

IR-08 :;:;\:ent Response defined personnel or roles] [Assignment: organization- | Functional Equal InudPeIg:]F?Ieng)cnse IRO-04 \a/inadblrgT:sida;Inat”;zlse zncsuerrpelgtnand 10
defined frequency]; and10. Explicitly designates (IRP) to all stakehol%ers
responsibility for incident response to [Assignment: :
lorganization-defined entities, personnel, or roles].b.

Distribute copies of the incident response plan to
[Assignment: organization-defined incident response
personnel (identified by name and/or by role) and
organizational elements];c. Update the incident
response plan to address system and organizational
ichanges or problems encountered during plan
implementation, execution, or testing;d. Communicate
incident response plan changes to [Assignment:
lorganization-defined incident response personnel
(identified by name and/or by role) and organizational
lelements]; ande. Protect the incident response plan
fromynausharizendl %! Abign
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
lorganization-defined personnel or roles] of the
" " information spill using a method of communication not Sensitive / . .
IR-09 Ir;ggrr::st'eon Spillage lassociated with the spill;d. Isolating the contaminated Functional [Intersects With| Regulated Data | IRO-12 geics?taicles/:gs Sgiédt%;?:p:?ﬁsm 5
P isystem or system component;e. Eradicating the Spill Response 9 pills.
information from the contaminated system or
icomponent;f. Identifying other systems or system
icomponents that may have been subsequently
icontaminated; andg. Performing the following
ladditional actions: [Assignment: organization-defined
RESPOfitrtoroTTETOTTSpITS Dy e AsSTgTITTY
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
organization-defined personnel or roles] of the Sensitive Mechanisms exist to formall
Information Spillage|"formation spill using a method of communication not ) Regulated D/ata IRO- |assign personnel or roles W\tyh

IR-09 Response lassociated with the spill;d. Isolating the contaminated Functional |Intersects With Spill Responsible 12.1 |responsibility for responding to 5
lsystem or system component;e. Eradicating the P I : itive/requlated data spills
information from the contaminated system or ersonne senst 9 pills.
icomponent;f. Identifying other systems or system
icomponents that may have been subsequently
icontaminated; andg. Performing the following
ladditional actions: [Assignment: organization-defined

- . Mechanisms exist to ensure
. . L . . . Sensitive / incident response training
Information Spillage|Provide information spillage response training . IRO- . .
1R-09(02) Response | Training [[Assignment: organization-defined frequency]. Functional Equal Regylateq I.Jata 12.2 mate_r!al provides coverage for 10
Spill Training sensitive/regulated data spillage
response.
Mechanisms exist to ensure that
Implement the following procedures to ensure that organizational personnel
" " lorganizational personnel impacted by information spills . impacted by sensitive/regulated
1R-09(03) :{‘ef:;r::::rpsops'tl[age can con_tinue to carry out assigned t_asks while_ Functional Equal x;ﬁf:@ﬂ%vaeté IRO- |data spvills can continu_e to carry 10
spill Operations icontaminated systems are undergoing corrective Spill Operations 12.3 |out assigned tasks while
actions: [Assignment: organization-defined contaminated Technology
procedures]. /Assets, Applications and/or
Services (TAAS) are undergoing
[nformation Spillage Sensitive 7 Mechanisms exist to address
Response | Employ the following controls for personnel exposed to Regulated Data IRO- security safeguards for personnel
IR-09(04) Exposure to information not within assigned access authorizations: Functional Equal Exposure to 12.4 exposed to sensitive/regulated 10
Unauthorized [Assignment: organization-defined controls]. Unauthorized . data that is not within their
Personnel Personnel assianed access authorization
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, Mechanisms exist to develop,
" standards, and guidelines; and2. Procedures to " disseminate, review & update
MA-01 :?glccg’dau?gs facilitate the implementation of the maintenance Functional Subset Of Mgégtreaziao?ée MNT-01 |procedures to facilitate the 10
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FDE Nam

Policy and

MA-0L Procedures

Focal Document Element (FDE) Desc

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

FedRAMP 5_x000a_High

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

version 2026.1_x000a_03/27/2026

Policy and

MA-0L Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.

Policy and

MA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Policy and

MA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Controlled

MA-02 Maintenance

maintenance, repair, and replacement on system
icomponents in accordance with manufacturer or
'vendor specifications and/or organizational
requirements;b. Approve and monitor all maintenance
activities, whether performed on site or remotely and
\whether the system or system components are
serviced on site or removed to another location;c.
Require that [Assignment: organization-defined
personnel or roles] explicitly approve the removal of
the system or system components from organizational
facilities for off-site maintenance, repair, or
replacement;d. Sanitize equipment to remove the
following information from associated media prior to
removal from organizational facilities for off-site
maintenance, repair, or replacement: [Assignment:
lorganization-defined information];e. Check all
potentially impacted controls to verify that the controls
are still functioning properly following maintenance,
repair, or replacement actions; andf. Include the
following information in organizational maintenance
records: [Assignment: organization-defined

Functional

Equal

Controlled
Maintenance

MNT-02

Mechanisms exist to conduct
controlled maintenance activities
throughout the lifecycle of the
Technology Asset, Application
and/or Service (TAAS).

10

Controlled
Maintenance |
|Automated
Maintenance
|Activities

MA-02(02)

a. Schedule, conduct, and document maintenance,
repair, and replacement actions for the system using
[Assignment: organization-defined automated
mechanisms]; andb. Produce up-to date, accurate, and
icomplete records of all maintenance, repair, and
replacement actions requested, scheduled, in process,
land completed.

Functional

Equal

Automated
Maintenance
Activities

MNT-
02.1

/Automated mechanisms exist to
schedule, conduct and document
imaintenance and repairs.

10

MA-03 Maintenance Tools

@. ApProve, control, and monitor the Use of system
maintenance tools; andb. Review previously approved
Isystem maintenance tools [Assignment: organization-
defined freauency]

Functional

Intersects With

Maintenance Tools

MNT-04

Mechanisms exist to control and
monitor the use of system
maintenance tools.

MA-03(01) Inspect Tools

Maintenance Tools |

Inspect the maintenance tools used by maintenance
personnel for improper or unauthorized modifications.

Functional

Equal

Inspect Tools

MNT-
04.1

Mechanisms exist to Inspect
maintenance tools carried into a
facility by maintenance
personnel for improper or
unauthorized modification

10

MA-03(02) Inspect Media

Maintenance Tools |

ICheck media containing diagnostic and test programs
for malicious code before the media are used in the
isystem.

Functional

Equal

Inspect Media

MNT-
04.2

Mechanisms exist to check media
containing diagnostic and test
programs for malicious code
before the media are used.

10

Prevent
Unauthorized
Removal

MA-03(03)

Maintenance Tools |

FTEVETT UTe TeTovaT Or TTaTTCeTTaTCe EqUTpTITETTT
icontaining organizational information by:a. Verifying
that there is no organizational information contained
lon the equipment;b. Sanitizing or destroying the
lequipment;c. Retaining the equipment within the
facility; ord. Obtaining an exemption from
[Assignment: organization-defined personnel or roles]

lexplicitly authorizing removal of the equipment from
eha £ cilit,

Functional

Equal

Prevent
Unauthorized
Removal

MNT-
04.3

Mechanisms exist to prevent or
control the removal of equipment|
undergoing maintenance that
contains organizational
information.

10
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FDE Nam Focal Document Element (FDE) Desci
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
\with organizational policy and documented in the Mechanisms exist to authorize,
Nonlocal isecurity plan for the system;c. Employ strong " . Remote monitor and control remote, non-
MA-04 Maintenance authentication in the establishment of nonlocal Functional |intersects With Maintenance MNT-05 local maintenance and diagnostic| 5
maintenance and diagnostic sessions;d. Maintain activities.
records for nonlocal maintenance and diagnostic
lactivities; ande. Terminate session and network
connactionswhon nanlocal maintenance ic o
a. Appro tenance ana
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent . . "
with organizational policy and documented in the Me_chanlsms exist to require .
Nonlocal isecurity plan for the system;c. Employ strong Bemote MNT- maintenance personnel to notify
MA-04 Maintenance lauthentication in the establi’sh‘ment of nonlocal Functional  intersects With Maintenance 05.2 affected stakeholders_ when : 5
maintenance and diagnostic sessions;d. Maintain Notifications remote, non-local maintenance is
h " . planned (e.g., date/time).
records for nonlocal maintenance and diagnostic
lactivities; ande. Terminate session and network
o ce i
a. Tténance and
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent Mechanisms exist to audit
with organizational policy and documented in the remote, non-local maintenance
Nonlocal isecurity plan for the system;c. Employ stroni . Auditing Remote MNT- |and diagnostic sessions, as well
MA-04 Maintenance authen’t’\gation in the eystablishmen’i 0¥ nonlogal Functional Intersects With Maintenance 05.1 [as review the maintenance 5
maintenance and diagnostic sessions;d. Maintain action performed during remote
records for nonlocal maintenance and diagnostic maintenance sessions.
activities; ande. Terminate session and network
SRR T R8O RathteRance Shd diagnos fed Mechanisms exist to require
services be performed from a system that implements Technology Assets, Applications
la security capability comparable to the capability and/or Services (TAAS)
Nonlocal implemented on the system being serviced; orb. Remote performing remote, non-local
Maintenance | Remove tf_\e component to b_e serviced from the . Maintenance MNT- |maintenance and/or diagnostic
MA-04(03) Comparable system prior to nonlocal maintenance or diagnostic Functional Equal Comparable 05.6 |services implement a security 10
Security and services; sanitize the component (for organizational Security & capability comparable to the
Sanitization information); and after the service is performed, Sanitization capability implemented on the
Insp_e_ct and sanitize the component (for potentially system being serviced.
malicious software) before reconnecting the
c to the svstem
a. Establish a process for maintenance personnel
authorization and maintain a list of authorized
artenance | on-ostonied peraonnel performing maintenance on Authorized Mechanisms exis to maintain a
MA-05 Personnel the system possess the required access authorizations;| Functional Equal Maintenance MNT-06 maintenance organizations or 10
landc. Designate organizational personnel with required Personnel \ 9
laccess authorizations and technical competence to personnel.
supervise the maintenance activities of personnel who
[do not possess the required access authorizations.
a. Implement procedures for the use of maintenance
personnel that lack appropriate security clearances or
are not U.S. citizens, that include the following
requirements:1. Maintenance personnel who do not
have needed access authorizations, clearances, or
formal access approvals are escorted and supervised
during the performance of maintenance and diagnostic . "
activities on the system by approved organizational :’ilselfsh:;‘;f)rcniztiﬂsvtvitt% ensure the
Maintenance personnel who_ are fully cleared, hav(_e appropriate ) Maintenance maintenance personnel who do
MA-05(01) personnel | access authorizations, and are technically qualified; Functional (Intersects With| Personnel Without MNT- not have appropriate access 5
Individuals Without [and2. Prior to initiating maintenance or diagnostic A . 06.1 ot
1A iate Access [activities by personnel who do not have needed access ppropriate Access authorizations, clearances or
ppropria 'es by P! formal access approvals are
lauthorizations, clearances or formal access approvals, appropriately mitigated
all volatile information storage components within the pprop! y 9 .
isystem are sanitized and all nonvolatile storage media
lare removed or physically disconnected from the
isystem and secured; andb. Develop and implement
[Assignment: organization-defined alternate controls]
in the event a system component cannot be sanitized,
removed, or disconnected from the system.
Mechanisms exist to obtain
(Obtain maintenance support and/or spare parts for ;Z'p;igﬂ';?;‘#ﬁ?{:jgg?r
MA-06 [Timely Maintenance L‘:ﬁ;g;nr:ﬁ:;] :«:?I’?i:lfitslgirg‘r?r:grr;?josrézt:ir;ation—deﬁned Functional Equal Timely Maintenance| MNT-03 Assets, Applications _and/or X 10
time period] of failure. Services (TAAS) within a defined
Recovery Time Objective (RTO).
la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, directives, regulations, policies, Periodic Review & Resilience Program (SCRP),
Policy and stan_dards, aqd guidelines;} and2. Procedgres to . Update of Security. including policies, standards and
MP-01 Procedures facilitate the implementation of the media protection Functional [Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
policy and the associated media protection controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the media protection policy and effectiveness.
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
Policy and stan_dards, aqd guidelines;} and2. Procedqres to Mechanisms exist to facilitate the|
MP-01 Procedures facilitate the implementation of the media protection Functional Subset Of Data Protection |DCH-01 |implementation of data 10

policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

protection controls.
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a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . . .
lexecutive orders, directives, regulations, policies, Publishing Securit rl\ggic:taani:amnsdeglss;et;iensat?ebhsh,
Policy and standards, and guidelines; and2. Procedures to Comi I?ance & Y olicies, standards and
MP-01 P Y facilitate the implementation of the media protection Functional |Intersects With P Gov-02| " 5
rocedures policy and the associated media protection controls;b. Reslllence_ procedures necessary for secure,
Designate an [Assignment: organization-defined Documentation (C:gn;;z)l:ﬁggsand resilient
official] to manage the development, documentation, P .
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Restrict access to [Assignment: organization-defined L;t;\l;t”:c‘gesixtlztdtio ictgln;r:é :2?‘_
MP-02 Media Access types of digital and/or non-digital media] to Functional (Intersects With Media Access DCH-03 digital media to autgorized 5
[Assignment: organization-defined personnel or roles]. ingi idual
Restrict access to [Assignment: organization-defined Endpoint Device Mechanisms exist to facilitate the|
MP-02 Media Access types of digital and/or non-digital media] to Functional Intersects With|, - -0 (EDM) END-01 [implementation of Endpoint 5
[Assignment: organization-defined personnel or roles]. 9 Device Management (EDM)
a. Mark system media indicating the distribution Mechanisms exist to mark media
limitations, handling caveats, and applicable security in accordance with data
. " . it protection requirements so that
MP-03 Media Marking markings (if any) of the information; andb. Exempt Functional Intersects With| Media Marking | DCH-04 |personnel are alerted to 5
[Assignment: organization-defined types of system distribution limitations, handling
media] from marking if the media remain within caveats and a I\cab\é securit
[Assignment: organization-defined controlled areas]. requirements PP Y
/Automated mechanisms exist to
a. Mark system media indicating the distribution mark physical media and digital
limitations, handling caveats, and applicable security files to indicate the distribution
g " . markings (if any) of the information; andb. Exempt . DCH- |limitations, handling
MP-03 Media Marking [Assignment: organization-defined types of system Functional  Intersects With| Automated Marking 04.1 (requirements and applicable 5
media] from marking if the media remain within security markings (if any) of the
[Assignment: organization-defined controlled areas]. information to aid Data Loss
Prevention (DLP) technologies.
Mechanisms exist to:(1)
a. Physically control and securely store [Assignment: :?OYIZ%ailliytacfgrt‘?‘nz:?d?eﬁ:[dy
lorganization-defined types of digital and/or non-digital media v?ithin contro\ledgareas
media] within [Assignment: organization-defined using organization-defined
MP-04 Media Storage controlled areas]; andb. Protect system media types Functional Equal Media Storage DCH-06 secugr\t gmeasureS' and(2) 10
defined in MP-4a until the media are destroyed or Protectys stem me’dia until the
sanitized using approved equipment, techniques, and media ar)é destroyed or sanitized
procedures. using approved equipment,
techniques and procedures.
[ T TUTETT AT COTTOrOT [ASSTYTITTET T UTgaTTZatoTT=
defined types of system media] during transport
loutside of controlled areas using [Assignment: Mechanisms exist to protect and
lorganization-defined controls];b. Maintain Media control digital and non-digital
MP-05 Media Transport laccountability for system media during transport Functional Equal Transportation DCH-07 |[media during transport outside of]| 10
outside of controlled areas;c. Document activities P controlled areas using
lassociated with the transport of system media; andd. appropriate security measures.
Restrict the activities associated with the transport of
ctam madia tn au i
la. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational Mechanisms exist to securely
. . control, or release for reuse using [Assignment: . Physical Media dispose of media when it is no
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With Disposal DCH-08 longer required, using formal 5
procedures]; andb. Employ sanitization mechanisms P ro%edurgs . 9
with the strength and integrity commensurate with the P .
security category or classification of the information.
la. Sanitize [Assignment: organization-defined system Mechanisms exist to sanitize
media] prior to disposal, release out of organizational system media with the strength
icontrol, or release for reuse using [Assignment: System Media and integrity commensurate with
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional [Intersects With ganitization DCH-09 |the classification or sensitivity of 5
procedures]; andb. Employ sanitization mechanisms the information prior to disposal,
with the strength and integrity commensurate with the release out of organizational
security category or classification of the information. control or release for reuse.
a. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
icontrol, or release for reuse using [Assignment: Sanitization of DCH- Mechanisms exist to facilitate the|
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional [Intersects With personal Data (PD) | 09.3 sanitization of Personal Data 5
procedures]; andb. Employ sanitization mechanisms . (PD).
with the strength and integrity commensurate with the
security category or classification of the information.
Media Sanitization | System Media Mechanisms exist to supervise,
. Review, Approve, |Review, approve, track, document, and verify media . P DCH- |track, document and verify
MP-06(01) [Track, Document, |sanitization and disposal actions. Functional Equal Dt)scal.:‘r::z:tnaili:)n 09.1 [system media sanitization and 10
land Verify disposal actions.
TesT SaniZation eqUIpMEnt and procedures MECNanisms exist To test
Media Sanitization | |[Assignment: organization-defined frequency] to : " . DCH- |sanitization equipment and
MP-06(02) Equipment Testing |ensure that the intended sanitization is being Functional Equal Equipment Testing 09.2 |procedures to verify that the 10
achisved, intended result is achieved
Media Sanitization | portable storage devices prior to connecting such Mechanisms exist to apply
£ devices to the system under the following " . First Time Use DCH- [nondestructive sanitization
MP-06(03) _’I\_‘gg‘r?rﬁSt‘:g;t've circumstances: [Assignment: organization-defined Functional  intersects With Sanitization 09.4 [techniques to portable storage 5
a circumstances requiring sanitization of portable devices prior to first use.
/Apply nondestructive sanitization techniques to gyiizﬁarggi:msittht:hs:rs‘étr‘:r?gth
Media Sanitization | gorﬁable storage devices prior to conngctmg such " and integrity commensurate with
. " evices to the system under the following " System Media - PR e
MP-06(03) Nondestructive : < [Assi . ization-defined Functional (Intersects With Sanitizati DCH-09 |the classification or sensitivity of 5
[Techniques circumstances: [Assignment: organization-define anitization the information prior to disposal
circumstances requiring sanitization of portable release out of organizational .
storage devices]. control or release for reuse.
Media Sanitization | zortabletst;:age dtevwcesgrlotrhtofcﬁlnne_ctmg such Sanitizati f pcH- [Mechanisms exist to facilitate the
MP-06(03) Nondestructive evices to the system uncer the fotowing Functional |Intersects With anitization o , |sanitization of Personal Data 5
" circumstances: [Assignment: organization-defined Personal Data (PD) | 09.3
[Techniques : o Ao (PD).
circumstances requiring sanitization of portable
a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system Mechanisms exist to retain
media] on [Assignment: organization-defined systems Media & Data media and data in accordance
MP-07 Media Use or system components] using [Assignment: Functional (Intersects With Retention DCH-18 |with applicable statutory, 5
lorganization-defined controls]; andb. Prohibit the use regulatory and contractual
lof portable storage devices in organizational systems obligations.
when such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system
media] on [Assignment: organization-defined systems Mechanisms exist to restrict the
MP-07 Media Use or system components] using [Assignment: Functional (Intersects With Media Use DCH-10 |use of types of digital media on 5
lorganization-defined controls]; andb. Prohibit the use systems or system components.
of portable storage devices in organizational systems
when such devices have no identifiable owner.
la. [Selection (one): Restrict; Prohibit] the use of Mechanisms exist to prohibit the
[Assignment: organization-defined types of system use of portable storage devices
media] on [Assignment: organization-defined systems Prohibit Use DCH- in organizational systems when
MP-07 Media Use or system components] using [Assignment: Functional [Intersects With Without Owner 10.2 such devices have no identifiable 5
lorganization-defined controls]; andb. Prohibit the use : owner.
of portable storage devices in organizational systems
when such devices have no identifiable owner.
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[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] physical

land environmental protection policy that:a. Addresses

purpose, scope, roles, responsibilities, management

icommitment, coordination among organizational

lentities, and compliance; andb. Is consistent with

lapplicable laws, executive orders, directives,

regulations, policies, standards, and guidelines; and2. Mechanisms exist to establish,

Procedures to facilitate the implementation of the Publishing Security, maintain and disseminate
Policy and physical and environmental protection policy and the . Compliance & policies, standards and

PE-01 Procedures lassociated physical and environmental protection Functional |intersects With Resilience Gov-02 procedures necessary for secure, 5
controls;b. Designate an [Assignment: organization- Documentation compliant and resilient
defined official] to manage the development, capabilities.
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.

Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
| ’ PLocedulreséo facilitate the‘implementat\oln of thde N Physical & Mechanism? eﬁist tolfac:jlitate the|
Policy an physical and environmental protection policy and the ) " operation of physical an

PE-01 Procedures lassociated physical and environmental protection Functional Subset OF Er'v)vlré)nrtr]ental PES-01 lenvironmental protection 10
controls;b. Designate an [Assignment: organization- rotections controls.
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.

Review and update the current physical and

lenvironmental protection:1. Policy [Assignment:

lorganization-defined frequency] and following

[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] physical

land environmental protection policy that:a. Addresses

purpose, scope, roles, responsibilities, management

icommitment, coordination among organizational

lentities, and compliance; andb. Is consistent with . .

lapplicable laws, executive orders, directives, hslleecc:ra‘tnylsgwos:;;isat;:erzwew the

regulations, policies, standards, and guidelines; and2. Resilienée Program (SCRP)

Procedures to facilitate the implementation of the Periodic Review & including policies standards and
Policy and hysical and environmental protection policy and the : Update of Security, .

PE-01 Procgdures gssyociated physical and envﬁ'onmental’:)rotgction Functional  Intersects With pCompIiance & ¥ |Gov-03 prqfcequr%s, att plr?nned mtervatls 5
controls;b. Designate an [Assignment: organization- Resilience Program Z;;ui:eg?t;e?fgo:ciraﬁ#\egs occur to
defined official] to manage the development, suitability, adequacy and
documentation, and dissemination of the physical and effectivenéss
lenvironmental protection policy and procedures; andc. .

Review and update the current physical and

lenvironmental protection:1. Policy [Assignment:

lorganization-defined frequency] and following

[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

- e R e ¥y rreror

\with authorized access to the facility where the system imechanisms exist to maintain a

resides;b. Issue authorization credentials for facility current list of personnel with
Physical Access laccess;c. Review the access list detailing authorized : Physical Access authorized access to

PE-02 |Authorizations facility access by individuals [Assignment: Functional Equal Authorizations PES-02 organizational facilities (except 10
lorganization-defined frequency]; andd. Remove for those areas within the facility
individuals from the facility access list when access is officially designated as publicly

L icod i
[Assignment: organization-defined entry and exit
points to the facility where the system resides] by:1.
\Verifying individual access authorizations before
igranting access to the facility; and2. Controlling
ingress and egress to the facility using [Selection (one
lor more): [Assignment: organization-defined physical
laccess control systems or devices]; guards];b. Maintain
physical access audit logs for [Assignment: Physical access control
lorganization-defined entry or exit points];c. Control mechanisms exist to enforce
laccess to areas within the facility designated as physical access authorizations
publicly accessible by implementing the following . for all physical access points

PE-03 zgﬁ:_g?l Access controls: [Assignment: organization-defined physical Functional |Intersects With Phys(':?nltﬁ;cess PES-03 [(including designated entry/exit 5
laccess controls];d. Escort visitors and control visitor points) to facilities (excluding
activity [Assignment: organization-defined those areas within the facility
circumstances requiring visitor escorts and control of officially designated as publicly
visitor activity];e. Secure keys, combinations, and accessible).
other physical access devices;f. Inventory
[Assignment: organization-defined physical access
devices] every [Assignment: organization-defined
frequency]; andg. Change combinations and keys
[Assignment: organization-defined frequency] and/or
'when keys are lost, combinations are compromised, or
when individuals possessing the keys or combinations

X X . Physical access control
s o e | e BRSNS S s
i - sical access to critical
PE-03(01) 222;;2' | System at [As_si_gnment: organization-defined physical spaces Functional Equal Systems 03.4 Sygtems or sensitive/regulated 10
icontaining one or more components of the system]. data, in addition to the physical
AGGS: santrol yfcur the facility
IControl physical access to [Assignment: organization- f:l':égg'pmrgﬁ?gt?:r‘]’;ec'aab?ﬁ]
PE-04 |Access Control for |defined system distribution and transmission lines] Functional Equal Transmission PES- carrying data or supportingg 10
[Transmission within_ org_anizat\_onal facilities using [Assignment: Medium Security 12.1 information services from
lorganization-defined security controls]. interception, interference or
Physical security mechanisms
: : . exist to restrict access to printers
PE-05 |Access Control for Contr«_)l pl_'\yslcal access to output from [Assignment: . Access Control for | PES- |and other system output devices
a Output Devices organlzaglon-qeﬁpe‘d output devwce;]lto prevent Functional Equal Output Devices 12.2 [to prevent unauthorized 10
unauthorized individuals from obtaining the output. individuals from obtaining the
output.
la. Monitor physical access to the facility where the
isystem resides to detect and respond to physical
security incidents;b. Review physical access logs Physical access control
Monitoring Physical |[[Assignment: organization-defined frequency] and " Monitoring Physical 'mechanisms exist to monitor for,
PE-06 |Access upon occurrence of [Assignment: organization-defined Functional Equal Access PES-05 detect and respond to physical 10
levents or potential indications of events]; andc. security incidents.
ICoordinate results of reviews and investigations with
the organizational incident response capability.
Monitoring Physical .
|Access | Intrusion  |Monitor physical access to‘the'facwlit‘y where the Intrusion' Alarms / PES- r')r?(ey;caili::ncse:iiggzgrg'lxomtor
PE-06(01) éLar:/r:isH::ge :zi\t;ri“ar:cs;d:;Lll,:;;%ﬁthyswcal intrusion alarms and Functional Equal Séj(;xiepllrlr?:r::te 05.1 physi;a\ intrusiop alarms and 10
Equipment . surveillance equipment.
Facility security mechanisms
Monitoring Pr]ysi_cal Monitor physical access Fo the system in _a_ddition to Monitoring Physical exist to monitor physical access
PE-06(04) »:ﬁcess | Monitoring |the physical .access_mo_nltorlng_ of the faglllty at Functional Equal Access To Critical PES- [to cr!t‘,cal systems or ) 10
ysical Access to  [[Assignment: organization-defined physical spaces Systems 05.2 [sensitive/regulated data, in
ISystems icontaining one or more components of the system]. addition to the physical access
monitorina of the facilit
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a. Maintain visitor access records to the facility where .
the system resides for [Assignment: organization- :‘eycslgcaili:r;cseszﬁs:attreo'a log ent
PE-08 |Visitor Access defined time period];b. Review visitor access records Functional Equal Physical Access PES- for each accegs attempt th?'ou r:y 10
Records [Assignment: organization-defined frequency]; andc. a Logs 03.3 controlled ingress andpe ress 9
Report anomalies in visitor access records to oints 9 9
[Assignment: organization-defined personnel]. P .
iSitor Access
Records | Maintain and review visitor access records using Automated Records PES- |/Automated mechanisms exist to
PE-08(01) |Automated Records [[Assignment: organization-defined automated Functional Equal Management & 06.4 facilitate the maintenance and 10
Maintenance and  |mechanisms]. Review "7 |review of visitor access records.
Review
Facility security mechanisms
X Power Equipment  |Protect power equipment and power cabling for the . . . » exist to protect power equipment
PE-09 land Cabling isystem from damage and destruction. Functional Equal Supporting Utilities | PES-07 and power cabling for the system! 10
from damage and destruction.
Facility security mechanismi
la. Provide the capability of shutting off power to Zﬂsetrtiﬁgulfiga’imirﬁn-(1)
[Assignment: organization-defined system or individual P\acir? erzer enc shutyo.ff
isystem components] in emergency situations;b. Place switchges or dgeviceys in close
X lemergency shutoff switches or devices in [Assignment: " PES- .

PE-10 Emergency Shutoff organization-defined location by system or system Functional Equal Emergency Shutoff 07.2 g(r)%\rsrl]té/nttos izsftaec?\iaot;ss)/asfte(er:nd 10
icomponent] to facilitate access for authorized eas paccess for personnel:
personnel; andc. Protect emergency power shutoff and)(lz) Protecting emergeﬁcy
icapability from unauthorized activation. bower shutoff capability from

unauthorized activation

Facility security mechanisms
Provide an uninterruptible power supply to facilitate E;sﬁt;&iﬂpﬂﬁz:&ﬁ?ﬂage power,
[Selection (one or more): an orderly shutdown of the " PES- Py " .

PE-11 Emergency Power system; transition of the system to long-term alternate Functional [Intersects With| Emergency Power 07.3 glg;rgi?iltlz-ﬁq&lgeedvgﬁfr:ftg):al 5
power] in the event of a primary power source loss. extended 10ss of the primary

power source.

Facility security mechanisms
Emergency Power | |Provide an alternate power supply for the system that exist to supply alternate power,
|Alternate Power is activated [Selection (one): manually; automatically] PES- capable of maintaining

PE-11(01) Supply — Minimal [and that can maintain minimally required operational Functional [Intersects With| Emergency Power 07.3 minimally-required operational 5

(Operational icapability in the event of an extended loss of the . capability, in the event of an
ICapability primary power source. extended loss of the primary

power source.

oty STCaTTryTrTeCTTaTTST

exist to utilize and maintain

Employ and maintain automatic emergency lighting for automatic emergency lighting
... [the system that activates in the event of a power . P PES- [that activates in the event of a
PE-12 [Emergency Lighting loutage or disruption and that covers emergency exits Functional Equal Emergency Lighting 07.4 |power outage or disruption and 10
land evacuation routes within the facility. that covers emergency exits and
levacuation routes within the
Facility security mechanisms
Employ and maintain fire detection and suppression :::)SlsI‘tel)S:it)lll'I\Z:nadngeTeaC‘tnig?n fire
PE-13 Fire Protection zzztreczs that are supported by an independent energy | Functional Equal Fire Protection PES-08 devices/systems for the system 10
. that are supported by an
independent energy source.
Facility security mechanisms
Fire Protection | Employ fire detection systems that activate exist to utilize and maintain fire
Detection Systems |automatically and notify [Assignment: organization- Fire Detection PES- detection devices/systems that
PE-13(01) I— Automatic defined personnel or roles] and [Assignment: Functional Equal Devices 08.1 activate automatically and notify 10
|Activation and lorganization-defined emergency responders] in the . organizational personnel and
Notification levent of a fire. emergency responders in the
event of a fire.
Fire Protection | a. Employ fire suppression systems that activate Facility security mechanisms
ISuppression lautomatically and notify [Assignment: organization- exist to employ an automatic fire
~ ISystems — defined personnel or roles] and [Assignment: . Automatic Fire PES-  |suppression capability for critical
PE-13(02) |Automatic organization-defined emergency responders]; andb. Functional  |Intersects Wit Suppression 08.3 |systems when the facility is not 3
|Activation and Employ an automatic fire suppression capability when staffed on a continuous basis.
Notification the facility is not staffed on a continuous basis. . ;
Fire Protection | la. Employ fire suppression systems that activate h b . -
ISuppression lautomatically and notify [Assignment: organization- g:Ivsitctef;/:;Ilsltzeen:‘srirfautpgrr:\fisdlgn
PE-13(02) Syscerns‘— deﬂne_d p_ersonne_el or roles] and [Ass\gnment:‘ Functional |Intersects With Fire Suppress\on PES- automatic notification of any 5
|Automatic lorganization-defined emergency responders]; andb. evices 08.2 ctivation to organizational
|Activation and Employ an automatic fire suppression capability when ersonnel and egmer enc
Notification the facility is not staffed on a continuous basis. P 9 Yy
@. Maintain [Selection (one or more): temperature;
humidity; pressure; radiation; [Assignment: . . .
P " " Facility security mechanisms
. lorganization-defined environmental controll] levels " P "

PE-14 (E:rl;\'/]\trroorll?ental within the facility where the system resides at Functional Equal Hzfnn?dﬁfraég;irﬁls PES-09 te:r':t ;?aaarg‘taar:; f]r:ldm?;ﬁmtlzcels 10
[Assignment: organization-defined acceptable levels]; Yy with?n the facilit Y
landb. Monitor environmental control levels Y-

[Assignment: organization-defined frequency].
Facility security mechanisms
Eronr/‘\t:%r;:]ental Employ environmental control monitoring that provides; Monitoring with exist to trigger an alarm or
. P . an alarm or notification of changes potentially harmful " PES- |notification of temperature and
PE-14(02) rlg::g”anngdw'th to personnel or equipment to [Assignment: Functional Equal Ntﬁ:gg:t?o/ns 09.1 |humidity changes that be 10
Notifications lorganization-defined personnel or roles]. potentially harmful to personnel
or equipment.
Facility security mechanisms
Protect the system from damage resulting from water S:I:‘ltatoeprreostjltt:::nsy?:g:\?s\l\lf:t);“r
PE-15 \Water Damage leakage by providing master shutoff or isolation valves Functional Equal Water Damage PES- leaka ge b rovi%in master 10
Protection that are accessible, working properly, and known to q Protection 07.5 shuto?f va{vgs that e?re
key personnel. accessible, working properly and
known to key personnel.
Facility security mechanisms
Water Damage Detect the presence of water near the system and |Automation Support] st t); detectythe sance of
PE-15 : lalert [Assignment: organization-defined personnel or : PES- ¢ the pi 5
-15(01) Protection | roles] using [Assignment: organization-defined Functional Equal for Water Damage | 76 |water in the vicinity of critical 10
|Automation Support lautomated mechanisms]. Protection systems and a\e;t‘ffcility
’ffhysical security mechanisms
a. Authorize and control [Assignment: organization- exist to isolate information
. Delivery and defined types of system components] entering and . . . o [Processing facilities from points

PE-16 Removal lexiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal| PES-10 such as delivery and loading 10

isystem components. areas and other points to avoid
unauthorized access.

a. Determine and document the [Assignment:

lorganization-defined alternate work sites] allowed for " : .

use by employees;b. Employ the following controls at Zziy:t'Eglust?"c;:g{j;:;:aa:'esms

PE-17 |Alternate Work Site alternate. work sites: [Assignment: organization-defined Functional Equal Alternate Work Site| PES-11 |management, operational and 10
icontrols];c. Assess the effectiveness of controls at technical controls at alternate
alternate work sites; andd. Provide a means for \work sites,
lemployees to communicate with information security "
land privacy personnel in case of incidents.

Ty STCaTSTTUTTTy TITeTTTATTSTT
Position system components within the facility to g:':‘t ;%g):tastsvistﬁ;etwe facility to
minimize potential damage from [Assignment: . " mpol N Y
Location of System 1z€ | " § . Equipment Siting & minimize potential damage from
PE-18 lorganization-defined physical and environmental Functional |Intersects With : PES-12 " : 5
IComponents P B Protection physical and environmental
hazards] and to minimize the opportunity for hazards and to minimize the
unauthorized access. opportunity for unauthorized
Mechanisms exist to determine
security, compliance and
Mark [Assignment: organization-defined system resilience control applicability by
hardware components] indicating the impact level or Asset Scope AST- |dent|fy\ng_, assigning and_

PE-22 IComponent Marking|classification level of the information permitted to be Functional (Intersects With Classiﬁcati%n 04.1 documenting the appropnate 5
processed, stored, or transmitted by the hardware . asset scope categorization for all
icomponent. Technology Assets, Applications

and/or Services (TAAS) and

personnel (internal and third-

Physical security mechanisms
Mark [Assignment: organization-defined system exist to mark system hardware
hardware components] indicating the impact level or components indicating the

PE-22 IComponent Marking|classification level of the information permitted to be Functional [Intersects With|Component Marking| PES-16 |impact or classification level of 5
processed, stored, or transmitted by the hardware the information permitted to be
icomponent. processed, stored or transmitted

by the hardware component.
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e Tocation or site of the facility where
system resides considering physical and enwronmental

FedRAMP 5_x000a_High

Third-Party

Mechanisms exist to restrlct the

PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional [Intersects With Processlg%n?itcoerage EZN‘I{ l;;’rfjactelggir?;/lgtfg:an;?et]?ansed on 5
g?yswc | and environmental hazards m;he Locations business requirements.
an cation or site o acility where the Mechanisms exist to establish an
Isystem resides considering physical and environmental Alternate alternate processing site that
PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional |Intersects With Processing Site BCD-09 |provides security measures 5
physical and environmental hazards in the 9 equlvalent to that of the primary
oraanizational risk management stratea
a. Plan the location or site of the facility where the gf;r:;sr:;reaXISEt;ft)ee;:ZEIISh an
isystem resides considering physical and environmental Alternate Storage includes both tEe assets and
PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional (Intersects With Site BCD-08 necessary agreements to permit 5
physical and environmental hazards in the the storaye gnd recover gf
lorganizational risk management strategy. eystem bgckup informatiyon
. Plan the Tocation or site of the facility where the
isystem resides considering physical and environmental Distributed Mechanisms exist to distribute
PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional |Intersects With Processing & SEA-15 |processing and storage across 5
physical and environmental hazards in the Storage multiple physical locations.
oraanizational risk management strateq arrcy
. Plan the location or site of the facility where the E())(lnit t)onleonctast\?vlsgusr:etrl:e facility to
Isystem resides considering physical and environmental Equlpment Siting & mini]')nize potential damage f%m
PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional (Intersects With Protection PES-12 hysical and environmental 5
physical and environmental hazards in the ﬁaZards and to minimize the
lorganizational risk management strategy. opportunity for unauthorized
[@. Plan the Tocation or site of the facility where the t 1 ™
isystem resides considering physical and environmental Physical & reecgatn;f"g? eﬁlsstictglfsﬁgltate the
PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional [Intersects With| Environmental PES-01 egvironmentzl yrotection 5
phys]c_al a_nd environmental hazards in the Protections controls P
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . . .
lexecutive orders, directives, regulations, policies, Security, ilvlr:::;;";':;tE’:"ngﬁ?e;iﬂ:,'ctzte they
Policy and standards, and guidelines; and2. Procedures to Compliance & planning controls that provide a
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Resilience PRM-01 portfolio management approach 10
land the associated planning controls;b. Designate an Protection Portfolio to achieve security, compliance
[Assignment: organization-defined official] to manage Management ™ P
the development, documentation, and dissemination of]| and resilience objectives.
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Ass]gnment organlzatlon defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, Statutory Mechanisms exist to facilitate the|
Policy and standards, and guidelines; and2. Procedures to Regulatqry'& identification and
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Contractual CPL-01 |implementation of relevant 10
land the associated planning controls;b. Designate an Compliance statutory, regulatory and
[Assignment: organization-defined official] to manage P contractual controls.
the development, documentation, and dissemination of]|
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Ass]gnment organlzatlon defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . . .
lexecutive orders, directives, regulations, policies, ilvlr:::;;";':;tg’:sgft&iflicrg'éate they
Policy and standards, and guidelines; and2. Procedures to Technology development and acquisition
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Development & | TDA-01 strategies, contract tools and 10
land the associated planning controls;b. Designate an Acquisition rocurement methods to meet
[Assignment: organization-defined official] to manage ﬁni Ue business needs.
the development, documentation, and dissemination of]| q "
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Ass]gnment organlzatlon defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, directives, regulations, policies, Periodic Review & Resilience Program (SCRP),
Policy and standards, and guidelines; and2. Procedures to Update of Security, including policies, standards and
PL-01 Procedures facilitate the implementation of the planning policy Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
land the associated planning controls;b. Designate an Resilience Program or if significant changes occur to
[Assignment: organization-defined official] to manage 9 lensure their continuing
the development, documentation, and dissemination of]| suitability, adequacy and
the planning policy and procedures; andc. Review and effectiveness.
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Asslgnment organlzatlon-
[Ass]gnment organlzatlon deﬁned personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . . .
lexecutive orders, directives, regulations, policies, Publishi : Mtha",'Smsdeé'St to FStabl'Sh'
. istandards, and guidelines; and2. Procedures to u C'S 'nIQ Secugty, mal_mtaln in d |s;emu:1ate
PL-01 g‘:('}'ccg’dau"rgs facilitate the implementation of the planning policy Functional |Intersects With °R'2'5’"'iae':fcee GOV-02 g‘r’o'cc‘ezsdfe:z eigsz:r’; for secure, 5

land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Documentation

compliant and resilient
capabilities.
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PL-02

ISystem Security
and Privacy Plans

Focal Document Element (FDE) Description

lenterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

Functional

FedRAMP 5_x000a_High

Intersects With

Plan / Coordinate
with Other
Organizational
Entities

IAO-
03.1

Mechanisms exist to plan and
coordinate Information
|Assurance Program (IAP)
activities with affected
stakeholders before conducting
such activities in order to reduce
the potential impact on
operations.

version 2026.1_x000a_03/27/2026

PL-02

ISystem Security
and Privacy Plans

lenterprise architecture;2. Explicitly define the
iconstituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
any specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

PL-02

System Security
and Privacy Plans

Functional

Intersects With

Applied Security,
Compliance and
Resilience Controls
Documentation

1A0-03

Mechanisms exist to generate
authoritative documentation
(e.g., System Security Plan (SSP))|
that:(1) Identifies key
architectural and implementation
information on in-scope
'Technology Assets, Applications
and/or Services (TAAS);(2)
Reflects the current state of
applied security, compliance and
resilience controls on applicable
People, Processes, Technologies,
Data and/or Facilities (PPTDF)
that are contained within the
system boundary; and(3)
Provides a historical record of
applied security controls,
including changes.

lenterprise architecture;2. Explicitly define the
iconstituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
any specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, i
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
[during plan implementation or control assessments;
e, TSTanT TeTo Tequ

Functional

Intersects With

Network Diagrams
& Data Flow
Diagrams (DFDs)

AST-04

Mechanisms exist to maintain
network architecture diagrams
that:(1) Contain sufficient detail
to assess the security of the
network's architecture;(2) Reflect
the current architecture of the
network environment; and(3)
Document all sensitive/regulated
data flows.

PL-04

Rules of Behavior

Ty atee
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-

defined frequency]; when the rules are revised or
1

Functional

Intersects With

Terms of
Employment

HRS-05

Mechanisms exist to require all
employees and contractors to
apply cybersecurity and data
protection principles in their daily|
work to enable secure, compliant
and resilient capabilities.

PL-04

Rules of Behavior

eEstatsrarmaproviae o TequTTTyaT
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
1

Functional

Intersects With

Rules of Behavior

HRS-
05.1

Mechanisms exist to define
acceptable and unacceptable
rules of behavior for the use of
technologies, including
consequences for unacceptable
behavior.
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Antral Nacer n
to the system, the rules that describe their Mechanisms ex t to establish
responsibilities and expected behavior for information usage restrictions and
land system usage, security, and privacy;b. Receive a |mpleme?_tatu|:: gl:]\dalncg for
documented acknowledgment from such individuals, g;gszg‘?n Itohnea oetcenlgizlotgolecsause
indicating that they have read, understand, and agree d to T ph ! Asset
to abide by the rules of behavior, before authorizing T amage to fechnology Assets,

PL-04 Rules of Behavior [access to information and the system;c. Review and Functional |Intersects With echno!og_y Use HRS- Apphcat_lons and/or_ S_ervwces 5
. . Restrictions 05.3 |(TAAS), if used maliciously.
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
Include in the rules of behavior, restrictions on:a. Use Mechanisms exist to define rules
Rules of Behavior | |of social media, social networking sites, and external of behavior that contain explicit
Social Media and  [sites/applications;b. Posting organizational information Social Media & HRS- restrictions on the use of social
PL-04(01) External lon public websites; andc. Use of organization-provided | Functional Equal Social Networking 05.2 media and networking sites, 10
Site/application identifiers (e.g., email addresses) and authentication Restrictions *“ |posting information on
Usage Restrictions [secrets (e.g., passwords) for creating accounts on commercial websites and sharing
lexternal sites/applications. account information.
isystem that:1. Describe the requirements and
lapproach to be taken for protecting the confidentiality,
integrity, and availability of organizational
information;2. Describe the requirements and . .
lapproach to be taken for processing personally ZI:tce':a':":g”:rceﬁ;fetctgjg:vijlio’;:;
identifiable information to minimize privacy risk to With if\dustry—recognizéd \egading
s N individuals;3. Describe how the architectures are : i i i i
e‘cunty and integrated into and support the enterprise Allgnment‘ With pract[ces, with Fonslderatlon for
PL-08 Privacy architecture; andé4. Describe any assumptions about, Functional [Intersects With Enterprise SEA-02 [security, compliance and 5
|Architectures ; anca. 3 Architecture resilience principles that
land dependencies on, external systems and services;b. addresses risk to organizational
Review and update the architectures [Assignment: operations, assets, individuals
lorganization-defined frequency] to reflect changes in and other Srganizétions
the enterprise architecture; andc. Reflect planned "
larchitecture changes in security and privacy plans,
IConcept of Operations (CONOPS), criticality analysis,
lorganizational procedures, and procurements and
. Mechanisms exist to centrally-
central centrall (Assi " ation-defined Macr?ang:?nhéﬁf of Sen manage the ;)rgadnization-wide
entra entrally manage [Assignment: organization-define . ! - - |management an
PL-09 Management controls and related processes]. Functional - intersects With|  _ Security, | 011 fimplementation of security, 5
Resilienpcle Controls compliance and resilience
Centrazed controls and related processe:
. . P ) Mechanisms exist to centrally-
Central Centrally manage [Assignment: organization-defined : Management of VPM- it
PL-09 Management controlsyand relgated prgcesses]. ¢ Functional Intersects With Flaw Rgmediation 05.1 ;2::2: the flaw remediation 5
Pracesse -
Mechanisms exist to assign one
lor more qualified individuals with
Assigned Security, the mission and resources to
Central ICentrally manage [Assignment: organization-defined . . Compliance & centrally-manage, coordinate,
PL-09 Management controls and related processes]. Functional  intersects With Resilience GOv-04 develop, implement and 5
Responsibilities maintain an enterprise-wide
Security, Compliance &
Resilience Program (SCRP).
ICentral ICentrally manage [Assignment: organization-defined Macnealg;?n"é?\(tj of END- Mechanisms exist to centrally-
PL-09 Management controls and related processes]. Functional Intersects With Antimalware 04.3 ma:agle a_ntlmalware 5
Technologies technologies.
. . - y Mechanisms exist to centrally-
Central ICentrally manage [Assignment: organization-defined . N Central END- PR
PL-09 Functional |Intersects With manage anti-phishing and spam 5
Management controls and related processes]. Management 08.1 protection technologies.
Mechanisms exist to centrally
Central ICentrally manage [Assignment: organization-defined Centralized MON mag\age and lépdate thelcriteria
y 1 . ization- i - |to be captured in event logs
PL-09 Management controls and related processes]. Functional Intersects With Enanr;a&emg:;tgﬁt 03.6 generatgd by organizationg» 5
9 defined system components.
Mechanisms exist to develop,
document and maintain secure
' X i X Secure Baseline baseline configurations for
PL-10 Baseline Selection |[Select a control baseline for the system. Functional Equal Configurations CFG-02 [Technology Assets, Applications 10
and/or Services (TAAS) that are
consistent with industry-
accepted system hardening
Mechanisms exist to allow
baseline controls to be
specialized or customized by
applying a defined set of tailoring
. . actions that are specific to:(1)
PL-11 Baseline Tailoring 'Sl'alelzirﬁ?deé?llsrci;ed cintrol baseline by applying Functional Equal Baseline Tailoring g;GQ Mission / business functions;(2) 10
P 9 actions. 7 |Operational environment;(3)
Specific threats or vulnerabilities;
or(4) Other conditions or
situations that could affect
mission / business success.
a. Develop and disseminate an organization-wide
information security program plan that:1. Provides an
loverview of the requirements for the security program
land a description of the security program management|
icontrols and common controls in place or planned for
meeting those requirements;2. Includes the
identification and assignment of roles, responsibilities,
management commitment, coordination among
Information Coeraination amend arcanizetioral antics responsibie Rty Mechanisms exis to facilitate the
PM-01 Security Program  |for information security; and4. Is approved by a senior | Functional Subset Of | -ompliance Gov-o1 [MPlementation of security, 10
Plan official with responsibility and accountability for the esilience Program compliance and resilience
f Pt P y and a Y (SCRP) governance controls.
risk being incurred to organizational operations
(including mission, functions, image, and reputation),
lorganizational assets, individuals, other organizations,
land the Nation;b. Review and update the organization-
\wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
a. Develop and disseminate an organization-wide
information security program plan that:1. Provides an
loverview of the requirements for the security program
land a description of the security program management|
icontrols and common controls in place or planned for
meeting those requirements;2. Includes the
identification and assignment of roles, responsibilities, Mechanisms exist to review the
management commitment, coordination among Security, Compliance &
lorganizational entities, and compliance;3. Reflects the Periodic Review & Resilience Program (SCRP),
Information icoordination among organizational entities responsible Update of Securit including policies, standards and
PM-01 Security Program  [for information security; and4. Is approved by a senior | Functional |Intersects With Compliance & Y| Gov-03 procedures, at planned intervals 5
Plan official with responsibility and accountability for the Resilienpce Program or if significant changes occur to
risk being incurred to organizational operations 9 ensure their continuing
(including mission, functions, image, and reputation), suitability, adequacy and
lorganizational assets, individuals, other organizations, effectiveness.
land the Nation;b. Review and update the organization-
wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
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a. Develop and disseminate an organization-wide
information security program plan that:1. Provides an
loverview of the requirements for the security program
land a description of the security program management|
icontrols and common controls in place or planned for
meeting those requirements;2. Includes the
identification and assignment of roles, responsibilities,
management commitment, coordination among . . .
lorganizational entities, and compliance;3. Reflects the Publishi " Mechanisms exist to establish,
. " P " ublishing Security, maintain and disseminate
Information icoordination among organizational entities responsible Compliance & policies, standards and
PM-01 Security Program  [for information security; and4. Is approved by a senior | Functional |Intersects With Resilience GOV-02 proceddres necessary for secure
Plan official with responsibility and accountability for the Documentation compliant and resilient '
risk being incurred to organizational operations capabilities
(including mission, functions, image, and reputation), .
lorganizational assets, individuals, other organizations,
land the Nation;b. Review and update the organization-
wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
a. Implement a process to ensure that plans of action
land milestones for the information security, privacy,
land supply chain risk management programs and
lassociated organizational systems:1. Are developed
land maintained;2. Document the remedial information . .
Plan of Action and sec‘urity, privacy, and supply chain' risk manag‘em‘ent ) Vulnerabi!ity rlajizi::;lingise?:f; ?r;;\:#;;e that
PM-04 Milestones Process actlons_ to adequately r_esp_opd to risk to orgam_zat\ona\ Functional |Intersects With Remediation VPM-02 identified, tracked and
loperations and assets, individuals, other organizations, Process remediated
land the Nation; and3. Are reported in accordance with .
lestablished reporting requirements.b. Review plans of
laction and milestones for consistency with the
lorganizational risk management strategy and
lorganization-wide priorities for risk response actions.
IO T DeTTCTe ey Ty
a. Implement a process to ensure that plans of action number;(2) Applicable security,
land milestones for the information security, privacy, compliance and/or resilience
land supply chain risk management programs and control;(3) Description of the
lassociated organizational systems:1. Are developed deficiency(ies);(4) Risk
land maintained;2. Document the remedial information associated with the
. isecurity, privacy, and supply chain risk management . deficiency(ies);(5) Source
PM-04 f’:ﬁgs(t);r?ec:g?ozggs actions to adequately respond to risk to organizational | Functional [Intersects With Deﬁgiael:\acb”':'tr‘afkin IAO-05 |deficiency
loperations and assets, individuals, other organizations, Yy 9 identification/detection;(6)
land the Nation; and3. Are reported in accordance with Temporary compensating
lestablished reporting requirements.b. Review plans of controls, if applicable;(7) Point of
laction and milestones for consistency with the Contact (POC) (e.g.,
lorganizational risk management strategy and asset/process owner);(8)
lorganization-wide priorities for risk response actions. Resources required to conduct
FiEeRansms exist o faciitate an
) - N IT Asset Management (ITAM)
PM-05 System Inventory Pr:gileor?c;?gr:lFndvaetnett[ﬁjst‘)?r;’:;ear:vt\.zg;igoanrylzz)tllsotgﬁiﬁned Functional [Intersects With| Asset Governance | AST-01 |program to implement and
. manage asset management
control
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
Data (TAASD) that:(1) Accurately
reflects the current TAASD in
use;(2) Identifies authorized
software products, including
business justification details;(3)
' a upd 0 defined Is at the level of granularity
Develop and update [Assignment: organization-define : deemed necessary for trackin
PM-05 ISystem Inventory frequency] an inventory of organizational systems. Functional [Intersects With| Asset Inventories | AST-02 and reporting;(él)rlync\udes 9
organization-defined information
deemed necessary to achieve
effective property accountability;
and(5) Is available for review and
audit by designated
organizational personnel.
Mechanisms exist to establish
ﬁ‘yvsetigrl;\\é?ntory I Establvish,‘ maintgin, and update [As;ignment: 2?glm_aelgﬁi'onl:gcyl";;es':tsmvenmry
PM-05(01) :zersqn_ally :;gta:rz:,t:);;‘pﬁceggsgsf,r:gge;ra'/icatg 'tz‘;fr‘;tgcyeg;a" Functional (Intersects With Per;r(;\;earl‘tl.‘()j;{ao(fPD) PRI-05.5|Applications and/or Serv_ices
entifiable ersonally identifiable information (TAAS) that collect, receive,
Information P Y . process, store, transmit, share,
T update and/or dispose Personal
Inventory of =>tabiish, maintain, >ighment: Personal Data (PD) /Automated mechanisms exist to
PM-05(01) Personally organlzatlon-d_eﬁr)ed frequency] an inventory of all Functional |Intersects With Inventory PRI-05.6(determine if Personal Data (PD)
|dentifiable systems, applications, and projects that process |Automation Support is maintained in electronic form
nersanally identifiable information -
Mechanisms exist to assign one
lor more qualified individuals with
easresof | [vlop, monitor, o epoton e resuts of | |gmneasecun. | e miion and resmurcesto
PM-06 Performance mforfrmatlon security and privacy measures of Functional [Intersects With Resilience GOV-04 develop, implement and
performance. Responsibilities maintain an enterprise-wide
Security, Compliance &
Resilience Program (SCRP).
Mechanisms exist to develop,
Develop, monitor, and report on the results of report and monitor Security,
PM-06 :;/Ieasures of information security and privacy measures of Functional |Intersects With Measures of GOV-05|Compliance & Resilience
erformance Performance
performance. Program (SCRP) measures of
performance.
Mechanisms exist to facilitate the
implementation of contingency
lanning controls to help ensure
PM-08 Infrastructure Plan |[critical infrastructure and key resources protection Functional [intersects With Sl\yd:tgamg?g‘cea;) BCD-01 (A-P::Sc)a:g)gs i%‘zg;jﬁ;vécfes
plan. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
IAddress information security and privacy issues in the Statutory, ildlz;'tli%”tlzlat'il;neaxrlnzt foTacilitate the|
PM-08 Critical develapment, documentation, and updating of a Functional |Intersects With Regulatory & CPL-01 |implementation of relevant
Infrastructure Plan [critical infrastructure and key resources protection Contra_ctual statutory, regulatory and
plan. Compliance contractual controls.
N . . . . Mechanisms exist to define
Security and Establish a security and privacy workforce " Defined Roles & :
PM-13 Privacy Workforce |development and improvement program. Functional |Intersects With Responsibilities HRS-03 fgs;zzft:li\riltti)ésmffrsa&l(l personnel.
Security and Establish a security and privacy workforce Co?neyfl?;:;/é & Mechanisms exist to facilitate the
PM-13 Privacy Workforce |development and improvement program. Functional  Intersects With Resilience-Minded SAT-01 mﬁ:ﬁg?g?s&g:;;zﬁ:{g:d
Warkfarce
[ TTTPTETTTETTC @ PrUCESS TOT EMSuTy UTat
lorganizational plans for conducting security and
e Traimine,  boSocted Wtk orgamsationat Systema Are Personal Data (°D} Mechanisms exist to conduct
PM-14 [Testing, Training, developed and maintained; and2. Continue to be Functional (Intersects With Control Testing, PRI-08 testing, training and monitoring
land Monitoring ‘ i < Training & activities for Personal Data (PD)
lexecuted; andb. Review testing, training, and Monitoring Controls
monitoring plans for consistency with the )
lorganizational risk management strategy and
ranfpiEtHef g R o Ensmtfae
lorganizational plans for conducting security and . : :
prigvacy testing,ptraining, and mongoring acytivities N Mechanisms exist to provide a
" L lassociated with organizational systems:1. Are Secgnty, secvu_r\ty, compliance anq
PM-14 [Testing, Training, developed and maintained; and2. Continue to be Functional [Intersects With Compliance & CPL-02 resilience controls oversight
land Monitoring executed; andb. Review testing, training, and Resilience ‘Controls functlgn that‘ reports Fo the
monitoring plans for consistency with the Oversight lorg;mz:?lon s executive
lorganizational risk management strategy and eadership.
P vl ianlitn
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Establish and instituf e contact with selected .
igroups and associations within the security and it:glef;elgtaelc\geszf:rp;(:]?zr:timo;hat
privacy communities:a. To facilitate ongoing security informat\on-sharing capabilit
Security and land privacy education and training for organizational Threat Intelligence that can influence %he P Y
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional [Intersects With Pro ran? THR-01 development of the system and
|Associations isecurity and privacy practices, techniques, and 9 securitp architecturesy selection
technologies; andc. To share current security and of secuyrity solutions, r}vonitoring
pn(\j/a_cy_(ljnfo;matlon, including threats, vulnerabilities, threat hunting, response and
)and incidents. recoverv activitie:
Mechanisms exist to establish
contact with selected groups and
associations within the security,
compliance and resilience
Establish and institutionalize contact with selected communities to:(1) Facilitate
igroups and associations within the security and longoing cybersecurity and data
privacy communities:a. To facilitate ongoing security protection education and training
Security and land privacy education and training for organizational Contacts With for organizational personnel;(2)
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional (Intersects With Groups & GOV-07 |Maintain currency with
|Associations isecurity and privacy practices, techniques, and Associations recommended cybersecurity and
technologies; andc. To share current security and data protection practices,
privacy information, including threats, vulnerabilities, techniques and technologies;
land incidents. and(3) Share current
cybersecurity and/or data
protection-related information
including threats, vulnerabilities
and incidents.
Develop and document organization-wide policies and
procedures for:a. Reviewing for the accuracy, . "
relevance, timeliness, and completeness of personally Mechanisms exist to manage the
N o " > ; . " quality, utility, objectivity,
Personally identifiable information across the information life integrity and impact
- Identifiable cycle;b. Correcting or deleting inaccurate or outdated . Data Quality - H .
PM-22 Information Quality |personally identifiable information;c. Disseminating Functional  lintersects With Management PRI-10 iddeet:tri?c”a]?izlr)\no?nd de
Management notice of corrected or deleted personally identifiable sensitive/regulated data across
information to individuals or other appropriate entities; the informa?ion lifecycle
landd. Appeals of adverse decisions on correction or ycle.
deletion requests.
Develop and document organization-wide policies and
procedures for:a. Reviewing for the accuracy, Mechanisms exist to check for
relevance, timeliness, and completeness of personally Redundant, Obsolete/Outdated,
Personally identifiable information across the information life Toxic or Trivial (ROTT) data to
~ Identifiable cycle;b. Correcting or deleting inaccurate or outdated " Data Quality - [ensure the accuracy, relevance,
PM-22 Information Quality |personally identifiable information;c. Disseminating Functional Intersects With Operations DCH-22 timeliness, impact, completeness
Management notice of corrected or deleted personally identifiable and de-identification of
information to individuals or other appropriate entities; information throughout the
landd. Appeals of adverse decisions on correction or information lifecycle.
deletion requests.
Mechanisms exist to establish a
Establish a Data Governance Body consisting of written charter for a Data
PM-23 Data Governance [Assignment: organization-defined roles] with Functional |Intersects With Data Management PRI-13 |Management Board (DMB) and
Body N P . . - e 4
[Assignment: organization-defined responsibilities]. assigned organization-defined
Ie
&)
quality, utility, objectivity,
Establish a Data Governance Body consisting of integrity and impact
PM-23 gs;a Governance [Assignment: organization-defined roles] with Functional |Intersects With 3:;1 Qeurﬁle‘tnyt PRI-10 |determination and de-
Yy [Assignment: organization-defined responsibilities]. 9 identification of
sensitive/regulated data across
Mechanisms exist to facilitate
data governance to oversee the
organization's policies, standards
Data Governance Establish a Data Governance Body consisting of and procedures so that
PM-23 Bod [Assignment: organization-defined roles] with Functional [Intersects With| Data Governance |GOV-10 sensitive/regulated data is
d [Assignment: organization-defined responsibilities]. effectively managed and
maintained in accordance with
applicable statutory, regulatory
and contractual obligations.
Mechanisms exist to facilitate
data governance to oversee the
Establish a Data Integrity Board to:a. Review proposals :;gda;\rzactégzrsestzllljcﬁsa,tstandards
- Data Integrity to conduct or participate in a matching program; andb. . 2 o .
PM-24 Board Conduct an annual review of all matching programs in Functional [Intersects With| Data Governance |GOV-10 Z?f:sclttil\\l/zllyrer?\:f;;gdd:;adIs
Wwhich the agency has participated. maintained in accordance with
applicable statutory, regulatory
and contractual obligations.
Establish a Data Integrity Board to:a. Review proposals Mechanisms exist to establish a
PM-24 Data Integrity to conduct or participate in a matching program; andb. Functional |Intersects With Data Management PRI-13 m:;t:nea:‘:rﬁeé;::;(gﬁg) and
Board IConduct an annual review of all matching programs in Board assi r?ed organization-defined
which the agency has participated. " 9 9
&)
Establish a Data Integrity Board to:a. Review proposals _quallty, utmty_, objectivity,
PM-24 Data Integrity to conduct or participate in a matching program; andb. Functional |Intersects With Data Quality PRI-10 getteegrx;/ngrignm;m%e-
Board IConduct an annual review of all matching programs in Management identification of
which the agency has participated. sensitive/regulated data across
Establish a Data Integrity Board to:a. Review proposals P | Data (PD) V‘é’ccurac}/;nﬁl r(eprs‘zat:ce th t
Data Integrity to conduct or participate in a matching program; andb. F " o With ers:na a a& PRI-05.2 thers‘o?a at‘a if r?ug Oli
PM-24 Board IConduct an annual review of all matching programs in unctional [intersects Wit f:ti?:i{y e Kese:)r;nogr?[? llopr-‘tv;-edca{g‘sanyd.((z))
\which the agency has participated. Remediating identified
Establish a Data Integrity Board to:a. Review proposals Mechanisms exist to publish
- Data Integrity to conduct or participate in a matching program; andb. " Computer Matching " Computer Matching Agreements
PM-24 Board IConduct an annual review of all matching programs in Functional [intersects With Agreements (CMA) PRI-02.3 (CMA) on the organization's
which the agency has participated. public website(s).
/Automated mechanisms exist to
. . ) " adjust data that is able to be
PM-24 grity P pat 9 prog : .| Functional [Intersects With Management PRI-02.2|stored, transmitted, shared,
Board IConduct an annual review of all matching programs in dated and/or di d. based
which the agency has participated. Processes updated and/or isposed, base
on updated data subject
lauthorization(s).
[@. Develop, document, and implement policies and . Lo N
procedures that address the use of personally gggﬁst'"g'a;e:;'i:t'i?‘g' ’;Loac:ssmg'
PP identifiable information for internal testing, training, 9. > 9. 9
Minimization of d hib. Limi PR h " and/or updating Personal Data
Personally and research;b. Limit or minimize the amount o . (PD) to:(1) The purpose(s)
\dentifiable personally identifiable information used for internal Usage Restrictions originally collected. consistent
PM-25 : . |testing, training, and research purposes;c. Authorize Functional [Intersects With| of Personal Data |PRI-05.4|°"9 Y P : )
Information Used in h f lly identifiable inf N h with the data privacy notice(s);
[Testing, Training, | ¢ Use Of personally identifiable information when (PD) (2) What is authorized by the
. ' |such information is required for internal testing, . :
land Research T X . data subject, or authorized
training, and research; andd. Review and update agent; and(3) What is consistent
policies and procedures [Assignment: organization- gent; N
defi vl with applicable laws, regulations
a. Dré%%%%?aggument, and implement policies and
procedures that address the use of personally
PRSI identifiable information for internal testing, training,
Minimization of . o PR
Identifiable : - . N . Collection END- [sensors that are configured to
P25 finformation Used in (519, raining. and research purposesic, Authorize | Functional ntersects With iiization | 133 minimize the caliection of
[Testing, Training, isuch information is required for internal testing, information about individuals.
land Research Py h
training, and research; andd. Review and update
policies and procedures [Assignment: organization-
€Nt policies and
procedures that address the use of personally
PEPRU identifiable information for internal testing, training,
Minimization of land research;b. Limit or minimize the amount of . . . .
Personally personally identifiable information used for internal Mechanisms exist to minimize
PM-25 :dentmal_)le testing, training, and research purposes;c. Authorize Functional [Intersects With Minimize Visitor PES-  |the col\ectl_on of PEFSP”a' Data
nformation Used in h f lly identifiable inf H h Personal Data (PD) | 06.5 |(PD) contained in visitor access
Testing, Training, | Use of personally identifiable information when records.
and Reéearch ' |such information is required for internal testing, "
training, and research; andd. Review and update
policies and procedures [Assignment: organization-
defined frequencyl
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a. Develop, document, and implement policies and Mechanisms exist to address the
procedures that address the use of personally use of Personal Data (PD) for
Minimization of identifiable infom_\at_ion for_ ir_\te_rnal testing, training, internal testing, training and
personally and research;b. Limit or minimize the amount of Internal Use of research that:(1) Takes
\dentifiable pers_onally !dgntlﬁable information used for internal ) Personal Da_ta (PD) imeasures to limit or minimize the|
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional [Intersects With For Testing, PRI-05.1lamount of PD used for internal
: ey the use of personally identifiable information when Training and testing, training and research
[Testing, Training, : P " . h A )
and Research suc_h_lnformatlon is required for |n_terna| testing, Research purposes; and(2) Autf_\orlzes tlje
training, and research; andd. Review and update use of PD when such information
policies and procedures [Assignment: organization- is required for internal testing,
defined frequency]. training and research.
@ Develop, document, and implement policies and
procedures that address the use of personally
Minimization of f:dnf'glsaebalfclhn'ft?nlfi]ritiltogrfr(;\rir;?r;eirzlweatlrfgsat:‘:gh:taénf‘ngv Mechanisms exist to minimize
Personally P . : : Limit Sensitive / the use of sensitive/regulated
Identifiable perslonally ! gntlﬁable information used for |ntern§a\ Regulated Data In | DCH- |data for research, testing, or
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional [Intersects With Testing, Training &| 18.2 |training, in accort’iance wi’th
! e the use of personally identifiable information when 9. 9 : 9. or ;
[Testing, Training, such information is required for internal testing Research authorized, legitimate business
land Research - 9 ! 4 practices.
training, and research; andd. Review and update
policies and procedures [Assignment: organization-
defined frequencvl
Implement a process for receiving and responding to
icomplaints, concerns, or questions from individuals
labout the organizational security and privacy practices Mechanisms exist to maintain a
that includes:a. Mechanisms that are easy to use and process to efficiently and
readily accessible by the public;b. All information effectively respond to requests,
necessary for successfully filing complaints;c. Tracking complaints, concerns or
IComplaint mechanisms to ensure all complaints received are . User Feedback questions from authenticated
PM-26 Management reviewed and addressed within [Assignment: Functional  Intersects With Management PRI-06.4 data subjects about Personal
lorganization-defined time period];d. Acknowledgement Data (PD) the organization
of receipt of complaints, concerns, or questions from collects, receives, processes,
individuals within [Assignment: organization-defined stores, transmits, shares,
time period]; ande. Response to complaints, concerns, updates and/or disposes.
lor questions from individuals within [Assignment:
lorganization-defined time period].
Implement a process for receiving and responding to
icomplaints, concerns, or questions from individuals
labout the organizational security and privacy practices
that includes:a. Mechanisms that are easy to use and
readily accessible by the public;b. All information
Comprant oAy o sicesstuly g ol rockina |
PM-26 Management reviewed and addressed within [Assignment: Functional Intersects With Decision PRI-06.3) prucesls for gata suld)Jec_tg to
lorganization-defined time period];d. Acknowledgement appeal an adverse decision.
of receipt of complaints, concerns, or questions from
individuals within [Assignment: organization-defined
time period]; ande. Response to complaints, concerns,
or questions from individuals within [Assignment:
lorganization-defined time period].
Mechanisms exist to develop a
la. Appoint a Senior Accountable Official for Risk plan for Supply Chain Risk
Management to align organizational information M'atzatghen;ent I(SCRM)tassociated
" security and privacy management processes with one Wi e development,
Risk Managemen;» strateg)i’c, opeprationyal, and%udgeta‘r)'y planning 1onal ith Supply Chain Risk acquisition, maintenance and
PM-29 ;rocl)g;am Leadership processes; andb. Establish a Risk Executive (function) Functional  Intersects Wit I\(’ISaé‘SI\g/I?nF;‘Iearr;t RSK-09 disposal of Technology Assets,
to view and analyze risk from an organization-wide /Applications and/or Services
perspective and ensure management of risk is (TAAS), including documenting
consistent across the organization. selected mitigating actions and
monitoring performance against
i L
la. Appoint a Senior Accountable Official for Risk Mechanisms exist to assign one
Management to align organizational information or more qualified individuals with
Risk Management stecxérity and pri\t/_acy Imanggbergentt prochse_s with Aszignetli_ Secugty, thstmiﬁsion and resourfjgs té)
._|strategic, operational, and budgetary planning : ompliance centrally-manage, coordinate,
PM-29 ;zﬁggam Leadership processes; andb. Establish a Risk Executive (fun_ction) Functional Intersects With Resilign_c_e GOV-04 dev_elop, imp\ement_and )
to view and analyze risk from an organization-wide Responsibilities maintain an enterprise-wide
perspective and ensure management of risk is Security, Compliance &
consistent across the organization. Resilience Program (SCRP).
AP OTTC o ST TUT ACCOUT T O TCTaT TOT XTSI
Management to align organizational information
Risk Management stecxérity and pri\t/‘acy lmanggbelgentt proc‘esse_s with Risk M . MeclhanisTstexistftotfatcilitate the|
. |strategic, operational, and budgetary planning . ) isk Managemen implementation of strategic,
PM-29 ;rg;g;am Leadership processes; andb. Establish a Risk Executive (function) Functional  lintersects With Program RSK-01 operational and tactical risk
to view and analyze risk from an organization-wide management controls.
perspective and ensure management of risk is
Ma’;;;gement e cust g |d|eu||n||| ”"t' e)‘<|5t t;) custom-
. . . . . ustomize levelop critical system
PM-30(01) igrgtietgtyal‘ grupphers L?\L?sr;tigx:epsréz:tlizf'teag‘:naolsossisessSl;[r)ggsgso{acr\rénscea:v?zes Functional [Intersects With| Development of | TDA-12 |components, when Commercial
Mission-essential ' " . Critical Components Off The Shelf (COTS) solutions
are un ilabl
Mechanisms exist to require the
Supply Chain Risk developer of the Technology
Management ‘ . o ' " Criticality Analysis /Asset, Application and/o_r Sgrvice
PM-30(01) Strat_egy | Suppliers Id_ent_lfy, prioritize, and assess suppliers of critical or Functional |Intersects With During TDA- (TAAS)_ to perfom_\ a ;rmcall_ty
lof Critical or mission-essential technologies, products, and services. Development 06.1 [|analysis at organization-defined
Mission-essential decision points in the Secure
Items Development Life Cycle (SDLC).
Mechanisms exist to identify,
ISupply Chain Risk prioritize and assess suppliers
gltantagem\esnt liers |identify, prioriti d liers of critical Third-Party e o icati
rategy | Suppliers |Identify, prioritize, and assess suppliers of critical or . ) o echnology Assets, Applications
PM-30(01) lof Critical or mission-essential technologies, products, and services. Functional |intersects With ACrltlcahtyt TPM-02 and/or Services (TAAS) using a
Mission-essential ssessments supply chain risk assessment
Items process relative to their
importance in supporting the
@ DEVeTop, UUCUTTTENT, aTTa UTSSeTTTate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and
PS-01 Procedures personnel security policy and the associated personnel Functional [intersects With Resilience GOv-02 procedures necessary for secure,
security controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
izatinn dafinad el
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FedRAMP 5_x000a_High

FDE Nam Focal Document Element (FDE) Desci
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational . "
lentities, and compliance; andb. Is consistent with hslleecc:ra‘tnylsgws:;;isatnt:erzwew the
lapplicable laws, executive orders, directives, Resilienée Program (SCRP)

ool ’ ;eguladtions, poflicifs, star}ldards,land guide\inefs;handz, L:’e';iodic fR;view & including policies standards and
olicy an rocedures to facilitate the implementation of the : ate of Security, .

Ps-01 Procgdures personnel security policy and Fhe associated personnel Functional  Intersects With pCompIiance & ¥ |Gov-03 prqfcequr%s, att plﬁnned mtervatls 5
security controls;b. Designate an [Assignment: Resilience Program Z;;uif?t;e?f?o:cir?s#\egs occur to
lorganization-defined official] to manage the suitability, adequacy and
development, documentation, and dissemination of the effectivenéss
personnel security policy and procedures; andc. .

Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
=R ol b dr reTo
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,

. regulations, pol\c\_e;, standa_rds, and guidelines; and2. Human Resources Mechanisms exist to facilitate the|

PS-01 Policy and Procedures to facilitate the implementation of the Functional | Subset Of Security HRS-01 |implementation of personnel 10

Procedures personnel security policy and the associated personnel Management security controls
security controls;b. Designate an [Assignment: 9 Yy .
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
poston sk [ESONSi.Estabst screening rer o il RS | . [echenas et o crawe et

Ps-02 Designation gg‘sr;got:liissekpdoesslit;(yrvgst}oanndeA.sRs?;Aen:vei?'dol;ggra\\tzeation- Functional  Intersects With Security-Related 03.2 [staffed by qualified individuals 5
defined frequencyl g Positions who have the necessary skill set.
a. Assign a risk designation to all organizational Mechanisms exl_st to manage

. isk positions;b. Establish screening criteria for individuals - personnel se;n:(rl(;y risk by I
PS-02 oS ion s filling those positions; andc. Review and update Functional |Intersects With Position HRs-02 [255igning a risk designation to a 5
esignation e : " | . ) P Categorization positions and establishing
position risk designations [Assignment: organization- . AR
defined frequencyl. screening cr\ter[a for individuals
[@. Screen individuals prior to authorizing access to the ffling those positions.
Personnel SVSt?m; andb. Rescfee’.‘ indiviguals in aggordance y\(\th : Personnel gl:rcs};ar\r:\lglisece:;ft;tgsrﬁil;age

PS-03 Screening [Assignment: organization-defined conditions requiring | Functional Equal Screening HRS-04 screening individuals prior to 10
rescreening and, where rescreening is so indicated, the| authorizing access
frequency of rescreeninal e - tt’ Tt

N P . . echanisms exist to ensure tha
Screenln_g | protection:a. Have valid access authorizations that are . Roles With _Speclal HRS- that stores, transmits or
PS-03(03) Information demonstrated by assigned official government duties; Functional [Intersects With Protection 04.1 |Processes information requiring 5
'F:Eiuiring Sl\iljeda‘ landb. Satisfy [Assignment: organization-defined ' Measures ) special ptr_oce%ti%n sgtisfy |
rotective Measures|” | i1 o organization-defined personne

ladditional personnel screening criterial. screening criteria.

Upon termination of individual employment:a. Disable

isystem access within [Assignment: organization-

defined time period];b. Terminate or revoke any

authenticators and credentials associated with the . :

P ) o . . Mechanisms exist to govern the
Personnel individual;c. Conduct exit interviews that include a . Personnel i i

Ps-04 [Termination discussion of [Assignment: organization-defined Functional Equal Termination HRS-09 ftermination of individual 10
information security topics];d. Retrieve all security- employment.
related organizational system-related property; ande.

Retain access to organizational information and
isystems formerly controlled by terminated individual.
Use [Assignment: organization-defined automated - -
Personnel mechanisms] to [Selection (one or more): notify Automated HRS- ?,ggay Igir:r:tty(ﬂhﬂ)Acecres;szne\ or
PS-04(02) [Termination | [Assignment: organization-defined personnel or roles] Functional Equal Employment Status 09.4 |roles gpon terminat?on of an 10
|Automated Actions |of individual termination actions; disable access to Notifications oL dividual | t
Isy stem resourcesl - e Individual employment or
current logical and physical access authorizations to Mechanisms exist to adjust
systems and facilities when individuals are reassigned logical and physical access
or transferred to other positions within the authorizations to Technology
lorganization;b. Initiate [Assignment: organization- Assets, Applications and/or
defined transfer or reassignment actions] within Services (TAAS) and facilities

PS-05 Personnel Transfer |[Assignment: organization-defined time period Functional Equal Personnel Transfer | HRS-08 [UPON personnel reassignment or 10
following the formal transfer action];c. Modify access transfer, in a timely manner.
lauthorization as needed to correspond with any
ichanges in operational need due to reassignment or
transfer; andd. Notify [Assignment: organization-
defined personnel or roles] within [Assignment:

@ DeveTsp ant gocurhient access agreements Tor

lorganizational systems;b. Review and update the . " "
laccess agreements [Assignment: organization-defined gzz?:srﬂf:: iz':;]t:n';iq(wéig)og;
frequency]; andc. VerifyI thfat individualsdrequ\ring Confid | S similar conﬁgentiality

laccess to organizational information and systems:1. : onfidentiality HRS-

PS-06 |Access Agreements Sign appropriate access agreements prior to being Functional |Intersects With Agreements 06.1 agrzemtents Ehatt;eft]ect t‘);e 5
granted access; and2. Re-sign access agreements to gg:rastignzzod:tcailsa :rabT)th
maintain access to organizational systems when o :
laccess agreements have been updated or employees and third-parties.

[ 3 ization-defined freauencyl

d. DEVeIOp and docutent access agreements Tor

lorganizational systems;b. Review and update the

laccess agreements [Assignment: organization-defined Mechanisms exist to require
frequency]; andc. Verify that individuals requiring internal and third-party users to

PS-06 |Access Agreements [access to organizational information and systems:1. Functional [Intersects With| Access Agreements| HRS-06 [sign appropriate access 5
Sign appropriate access agreements prior to being greements prior to bein
granted access; and2. Re-sign access agreements to 9 ted P 9
maintain access to organizational systems when granted access.
laccess agreements have been updated or

- araanization-defined frequencyl
\Verify that access to classified information requiring Mechanisms exist to require Non-
|Access Agreements |special protection is granted only to individuals who:a. Disclosure Agreements (NDAs) or
| Classified Have a valid access authorization that is demonstrated Confidentialit HRS- similar confidentiality
PS-06(02) Information by assigned official government duties;b. Satisfy Functional (Intersects With Agreementsy 06.1 agreements that reflect the 5
Requiring Special |associated personnel security criteria; andc. Have . needs to protect data and
Protection read, understood, and signed a nondisclosure operational details, or both
Eg'resment. - - lemployees and third-parties.
|Access Agreements |special protection is granted only to individuals who:a. Mechanisms exist to require
| Classified Have a valid access authorization that is demonstrated internal and third-party users to
PS-06(02) Information by assigned official government duties;b. Satisfy Functional [Intersects With| Access Agreements| HRS-06 [sign appropriate access 5
Requiring Special |associated personnel security criteria; andc. Have agreements prior to being
Protection read, understood, and signed a nondisclosure granted access.
a. Establish personnel security requirements, including
isecurity roles and responsibilities for external
providers;b. Require external providers to comply with
personnel security policies and procedures established . .
by the organizgtion; Documentlpersogne\ securitfy xﬁéﬁ;gﬁym;gg‘?;:‘gl?yem
requirements;d. Require external providers to notify . bl

PS-07 g:tci:,'?tayl Personnel [Assignment: organization-defined personnel or roles] Functional Equal .l;he':g;:‘?‘retly HRS-10 :)G;Y'It?/mgencgu:izs T;ni‘;ﬁg:\]?et:‘rzg;or 10
of any personnel transfers or terminations of external resilience rolevs and
personnel who possess organizational credentials responsibilities
land/or badges, or who have system privileges within .

[Assignment: organization-defined time period]; ande.
Monitor provider compliance with personnel security
requirements.
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Set Theory Relationship Mapping (STRM)

PS-08

Personnel Sanctions

Focal Document Element (FDE) Description

a. Employ a formal sanctions process for individuals
failing to comply with established information security
land privacy policies and procedures; andb. Notify
[Assignment: organization-defined personnel or roles]
within [Assignment: organization-defined time period]
when a formal employee sanctions process is initiated,
identifying the individual sanctioned and the reason for|
the sanction.

Functional

FedRAMP 5_x000a_High

Equal

Personnel Sanctions|

HRS-07

Mechanisms exist to sanction
personnel failing to comply with
established security policies,
standards and procedures.

10

version 2026.1_x000a_03/27/2026

PS-09

Position
Descriptions

Incorporate security and privacy roles and
responsibilities into organizational position
[descriptions.

Functional

Equal

Defined Roles &
Responsibilities

HRS-03

Mechanisms exist to define
cybersecurity roles &
responsibilities for all personnel.

10

PT-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personally identifiable information processing and
transparency policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the personally
identifiable information processing and transparency
policy and the associated personally identifiable
information processing and transparency controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

PT-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personally identifiable information processing and
transparency policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the personally
identifiable information processing and transparency
policy and the associated personally identifiable
information processing and transparency controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

PT-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personally identifiable information processing and
transparency policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the personally
identifiable information processing and transparency
policy and the associated personally identifiable
information processing and transparency controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Data Privacy
Program

PRI-01

Mechanisms exist to facilitate the
implementation and operation of
data protection controls
throughout the data lifecycle to
ensure all forms of Personal Data
(PD) are processed lawfully, fairly|
and transparently.

10

PT-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personally identifiable information processing and
transparency policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the personally
identifiable information processing and transparency
policy and the associated personally identifiable
information processing and transparency controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Secure Engineering
Principles

SEA-01

Mechanisms exist to facilitate the
implementation of industry-
recognized security, compliance
and resilience practices in the
specification, design,
development, implementation
and modification of Technology
|Assets, Applications and/or
Services (TAAS).

10

PT-02

|Authority to Process
Personally
Identifiable
Information

a. Determine and document the [Assignment:
lorganization-defined authority] that permits the
[Assignment: organization-defined processing] of
personally identifiable information; andb. Restrict the
[Assignment: organization-defined processing] of
personally identifiable information to only that which is
authorized.

Functional

Intersects With

Authority To
Collect, Process,
Store & Share
Personal Data (PD)

PRI-04.1]

and document the legal authority

that permits the organization to

collect, receive, process, store,

transmit, share, update and/or

dispose Personal Data (PD),

either generally or in support of a
e i

PT-02

|Authority to Process
Personally
Identifiable
Information

a. Determine and document the [Assignment:
lorganization-defined authority] that permits the
[Assignment: organization-defined processing] of
personally identifiable information; andb. Restrict the
[Assignment: organization-defined processing] of
personally identifiable information to only that which is
authorized.

Functional

Intersects With

Internal Use of
Personal Data (PD)
For Testing,
Training and
Research

PRI-05.1]

Mechanisms exist to address the
use of Personal Data (PD) for
internal testing, training and
research that:(1) Takes
measures to limit or minimize the|
amount of PD used for internal
testing, training and research
purposes; and(2) Authorizes the
use of PD when such information
is required for internal testing,
training and research.
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Coantral Naccri n
vty o process Er9aNEaton ceied oot permis e . e g Fersore Gaa
Personally [Assignment: organization-defined processing] of Usage Restrictions originaily collected, consistent

PT-02 \dentifiable F:rsonally identiﬁal?le i_nfordm?itioz; andb. R‘_est]ricft the Functional [Intersects With| of Perigr[;a)l Data |PRI-05.4 with the data priva’cy notice(s); 5
Information sswgnmer]t: org§n|zat}on- enined processinglof = (2) What is authorized by the ’
person_ally identifiable information to only that which is data subject, or authorized
la. Determine and document the [Assignment: RSl ST e
Iauthority to Process{organization-defined authority that permits the . . felovont and limited to e
Personally [Asswgnmer}t: org_anlzat_lon-deﬁr)ed processing] pf Restrict Col_lectlon burposes identified in the data
PT-02 \dentifiable personally identifiable information; andb. Restrict the Functional |Intersects With To Identified PRI-04 privacy notice, including 5
Information [Assignment: organization-defined processing] of Purpose protections ag’ainst collecting PD
personally identifiable information to only that which is from minors without appropriate
aythorize}d. , N L Bp P
lorganization-defined purpose(s)] for processing Mechanisms exist to address the
personally identifiable information;b. Describe the use of Personal Data (PD) for
purpose(s) in the public privacy notices and policies of internal testing, training and
Personally the organization;c. Restrict the [Assignment: Internal Use of research that:(1) Takes
Identifiable lorganization-defined processing] of personally Personal Data (PD) measures to limit or minimize the|
PT-03 Information identifiable information to only that which is Functional |Intersects With For Testing, PRI-05.1|amount of PD used for internal 5
Processing icompatible with the identified purpose(s); andd. Training and testing, training and research
Purposes Monitor changes in processing personally identifiable Research purposes; and(2) Authorizes the
information and implement [Assignment: organization- use of PD when such information
defined mechanisms] to ensure that any changes are is required for internal testing,
made in accordance with [Assignment: organization- training and research.
- 5 :
lorganization-defined purpose(s)] for processing
personally identifiable information;b. Describe the
purpose(s) in the public privacy notices and policies of . .
Personally the organization;c. Restrict the [Assignment: M:\fgcam:gt“sc::'is;;:t;nst‘;r: data
Identifiable lorganization-defined processing] of personally Purpose pu’_ oge(s) for which P};rsonal
PT-03 Information identifiable information to only that which is Functional [Intersects With s fﬁ) . PRI-02.1[PU"P " " d ived 5
Processing icompatible with the identified purpose(s); andd. pecification Data (PD) is collected, received,
' H o rocessed, stored, transmitted
Purposes Monitor changes in processing personally identifiable gnd/or shared.
information and implement [Assignment: organization- :
defined mechanisms] to ensure that any changes are
made in accordance with [Assignment: organization-
Identifiable /Attach data tags containing the following purposes to Mechanisms exist to issue data
Information [Assignment: organization-defined elements of . . modeling guidelines to support
PT-03(01) Processing personally identifiable information]: [Assignment: Functional [intersects With Data Tagging PRI-11 tagging of sensitive/regulated 5
Purposes | Data lorganization-defined processing purposes]. data.
-
Identifiable /Attach data tags containing the following purposes to Mechanisms exist to utilize data
Information [Assignment: organization-defined elements of : 8 DCH- |tags to automate tracking of
PT-03(01) Processing personally identifiable information]: [Assignment: Functional Intersects With Data Tags 22.2 [sensitive/regulated data across 5
Purposes | Data lorganization-defined processing purposes]. the information lifecycle.
e [rack processing purposes ofpersonaly entrae A——
PT-03(02) Processing ;n:ggm:?e%nrﬁzlcnhgafql?ssrﬂglnment. organization-defined Functional [Intersects With Automation PRI-10.1 quality across the information 5
Purnoses | - E\fptr rls-t 1 — =
Personally a:jJ' omated mechanisms exist to
o ljust data that is able to be
:g?;x‘:t?éi [Track processing purposes of personally identifiable Automated Data collected, received, processed,
PT-03(02) Processing information using [Assignment: organization-defined Functional (Intersects With Management PRI-02.2|stored, transmitted, shared, 5
Purposes | lautomated mechanisms]. Processes updated and/or dlspo_sed, based
IAutomation on updated data subject
authorization(s).
and/or updating Personal Data
3?:22;'?:”?90!'\55 /Apply [Assignment: organization-defined processing Usage Restrictions S)Pr:jg)ir::il(yl)cgneecg:gpzzi(ssi;tent
PT-07 \dentifi iconditions] for specific categories of personally Functional [Intersects With| of Personal Data |PRI-05.4|" . P : ) 5
entifiable \dentifiable information (PD) with the data privacy notice(s);
Information . (2) What is authorized by the
data subject, or authorized
e Mechanisms exist to define and
2?22%5:&590%5 App\y _[Assignment: o_rganizacio_n—deﬁned processing . personal Data (PD) implem‘ent data_ handling and
PT-07 \dentifiable FOndIFIOnS] for spec\flc categories of personally Functional [Intersects With Categories PRI-05.7| protgctlon requlrements fqr. 5
Information identifiable information. ;peclﬁc Ic;tetgczr'\)eDs) of sensitive
‘ersonal ata .
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, directives, regulations, policies, Periodic Review & Resilience Program (SCRP),
Policy and istandards, and guidelines; and2. Procedures to Update of Security, including policies, standards and
RA-01 Procedures facilitate the implementation of the risk assessment Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
policy and the associated risk assessment controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the risk assessment policy and effectiveness.
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, 51|re§t|v(.es, regulations, policies, Mechanisms exist to facilitate the
Policy and standards, and guidelines; and2. Procedures to Risk Management implementation of strategic,
RA-01 Procedures facilitate the implementation of the risk assessment Functional Subset Of Program RSK-01 operational and tactical r'skv 10
u policy and the associated risk assessment controls;b. 9 P ! ! !
Designate an [Assignment: organization-defined management controls.
g g 9
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, Mechanisms exist to establish
lexecutive orders, directives, regulations, policies, A N P " h .
poicyang ndarss andsudeine 510 Froceines | porsng Securo| i g i
RA-01 Procedures facilitate the implementation of the risk assessment Functional |Intersects With Resilience GOV-02 procedu’res necessary for secure 5
policy and the associated risk assessment controls;b. Documentation compliant and resilier\t '
Designate an [Assignment: organization-defined ca a‘t)ilities
official] to manage the development, documentation, P .
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
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Mechanisms exist to categorize
'Technology Assets, Applications,
Services and/or Data (TAASD) in
accordance with applicable laws,
la. Categorize the system and information it processes, regulations and contractual
stores, and transmits;b. Document the security o:ligat\ons that:(1) Document
: categorization results, including supporting rationale, . " the security categorization
RA-02 Security in the security plan for the system; andc. Verify that Functional Equal Risk-Based Security RSK-02 |results (including supporting 10
Categorization the authorizing official or authorizing official Categorization rationale) in the security plan for
designated representative reviews and approves the systems; and(2) Ensure the
security categorization decision. security categorization decision
is reviewed and approved by the
asset owner.
@ Conduct a 1Sk assessment, Including: L. l[dentifying Mechanisms exist to regularly
threats to and vulnerabilities in the system;2. review Technology Assets,
Determining the likelihood and magnitude of harm Applications and/or Services
from unauthorized access, use, disclosure, disruption, (TAAS) for adherence to the
modification, or destruction of the system, the organization's security,
information it processes, stores, or transmits, and any compliance and/or resilience
related information; and3. Determining the likelihood policies and standards.
land impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and Functional Review
’ mission or business process perspectives with system- ) Of Security, CPL-
RASGS Risk Assessment level risk assessments;c. Document risk assessment Functional |Intersects With Compliance & 03.2 B
results in [Selection (one): security and privacy plans; Resilience Controls
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy
tate of the system
@."Conduct a 15k assessment, ncIuding: L. [aentitying Mechanisms exist to conduct
threats to and vulnerabilities in the system;2. recurring assessments of risk
Determining the likelihood and magnitude of harm that includes the likelihood and
from unauthorized access, use, disclosure, disruption, magnitude of harm, from
modification, or destruction of the system, the unauthorized access, use,
information it processes, stores, or transmits, and any disclosure, disruption,
related information; and3. Determining the likelihood modification or destruction of the
land impact of adverse effects on individuals arising organization's Technology
from the processing of personally identifiable Assets, Applications, Services
information;b. Integrate risk assessment results and and/or Data (TAASD).
risk management decisions from the organization and
RA-03 Risk Assessment I"e]\'lseﬁ'(:ir;f;E:;;g;sesn'z;?seszf:r:f::tclt_;\s’ssa:’;;Z;&Set:tm' Functional (Intersects With| Risk Assessment | RSK-04 5
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
conditions that may impact the security or privacy
218 QLR SR e assocrae _
[Assignment: organization-defined systems, system assess supply chain ripsks Y
. | comqonints, anf system serv[ices]; andb. Update the associated w)i/th Technology
Risk Assessment isupply chain risk assessment [Assignment: . "
RA-03(01) Supply Chain Risk |organization-defined frequencyl, when there are Functional Equal Su’i@g’eg?;'gn?“ ngl %S\Zfsitcsésl\?ﬁxg?ons and/or 10
|Assessment significant changes to the relevant supply chain, or . :
'when changes to the system, environments of
loperation, or other conditions may necessitate a
naa in th, Lnnl hain
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and . "
)
RA-05 Monitoring and test procedures; and3. Mea}s»urmg vulnerability Functional |Intersects With Vulneraplllty VPM-06 |errors by routine vulnerability 5
Scanning impact;c. Anal_y_ze vuln_erat_nllty scan reports and_results Scanning scanning of systems and
from vulnerability monitoring;d. Remediate legitimate pplications
\vulnerabilities [Assignment: organization-defined PP .
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
'vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
icapability to readily update the vulnerabilities to be
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
\Vulnerability itm;iroper ;onﬁguratcigns&l Formaﬁinlg chebc_:<_ltists and Undate Tool VoM. IMechani st ot
ol est procedures; and3. Measuring vulnerability . ) pdate Tool - |Mechanisms exist to update
RA-05 I;":;Atﬁ:gg and impact;c. Analyze vulnerability scan reports and results| Functional  Intersects With Capability 06.1 |vulnerability scanning tools. 5
from vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
Icapability to readily update the vulnerabilities to be
Mtg:iiga:s\lgt:nd tJSpdlat?_ the( system vuln)er[a:ilities to kée scanr!edt_ Undate Too! VoM. IMechani st ot
: election (one or more): [Assignment: organization- . pdate Tool - |Mechanisms exist to update
RA-05(02) \S/ﬁ?r?:rlggillitlijepsdtaot%e defined frequency]; prior to a new scan; when new Functional  Intersects With Capability 06.1 |vulnerability scanning tools. 5
Scanned \vulnerabilities are identified and reported].
4
|Vulnerability breadth and depth of coverage
nosi0n [aopior® . oetn the breadhand desth o vnerabity o | ool | equo | Sreadth/Depthr | yeu: (B ety scommng el |
and Depth of coverage. Coverage 06.2 scanned and types of
ICoverage vulnerabilities that are checked
IVulnerability information is allowed to be
Monitoring and Determine information about the system that is Acceptable VPM- discoverable by adversaries and
RA-05(04) IScanning | discoverable and take [Assignment: organization- Functional Equal Discoverable 06.8 take corrective actions to 10
Discoverable defined corrective actions]. Information . remediate non-compliant
Information 'Technology Assets, Applications
[Vulnerability Implement privileged access authorization to Mechanisms exist to implement
Monitoring and [Assignment: organization-defined system " o VPM- |privileged access authorization
RA-05(05) IScanning | icomponents] for [Assignment: organization-defined Functional Equal Privileged Access 06.3 [for selected vulnerability 10
Privileged Access  |vulnerability scanning activities]. scanning activities.
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IVulnerability Review historic audit logs to determine if a Mechanisms exist to review
RA-05(08) Monitoring and \vulnerability identified in a [Assignment: organization- Functional Equal Review Historical VPM- |historical event logs to determine| 10
Scanning | Review |defined system] has been previously exploited within Event logs 06.5 |[if identified vulnerabilities have
Historic Audit Logs |an [Assignment: organization-defined time period]. been previously exploited.
Mechanisms exist to establish a
\Vulnerability Disclosure Program
vl bility (VDP) to assist with the secure
Mllj):iz;?'ir:gl ;’nd Establish a public reporting channel for receiving Vulnerability development and maintenance
RA-05(11) ! publi reports of vulnerabilities in organizational systems and | Functional Equal Disclosure Program | THR-06 |of Technology Assets, 10
Scanning | Public 'system components. (VDP) /Applications and/or Services
Disclosure Program (TAAS) that receives unsolicited
input from the public about
vulnerabilities in organizational
proper risk response actions
Respond to findings from security and privacy Rsk. |were performed to remediate
RA-07 Risk Response lassessments, monitoring, and audits in accordance Functional Equal Risk Response 06.1 findings from security, 10
\with organizational risk tolerance. . compliance and/or resilience-
related:(1) Assessments;(2)
Mechanisms exist to identify,
Identify critical system components and functions by Z;\grlt;z:ni;r;sd:fsiﬁ;sc:luppllers
performing a criticality analysis for [Assignment: Third-Party Techpnology Assets, Applications
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With Criticality TPM-02 and/or Services (TAAS) using a 5
isystem services] at [Assignment: organization-defined Assessments <upply chain risk assessment
decision points in the system development life cycle]. prgseis relative to their
importance in supporting the
Mechanisms exist to require the
Identify critical system components and functions by ii\s/gozer ﬁf:;?izrrzﬂzi?gll'osg;vice
performing a criticality analysis for [Assignment: Criticality Analysis TDA- (TAAé) tgppen‘orm a criticality
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With During 06.1 |analysis at organization-defined 5
isystem services] at [Assignment: organization-defined Development : deci:);/ion omtgs in the Secure
decision points in the system development life cycle]. Developn?\ent Life Cycle (SDLC)
Mechanisms exist to identify
Identify critical system components and functions by Security, ggﬁ::iia;ssyi:emecl‘?or?;?:e:ts and
performing a criticality analysis for [Assignment: Compliance & criticalit axapl sis for c?it\cal
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With Resilience PRM-05 Technolg Asysets Applications 5
isystem services] at [Assignment: organization-defined Requirements and/or Segrzllices (TAASp)pat re-
decision points in the system development life cycle]. Definition defined decision points in Ehe
Secure Development Life Cycle
@ DEVETOp, UOCUITIENT, and aTSSeTate 1o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, Mechanisms exist to establish
'r,egulatlons, pofhc“f‘s' Sta?‘da‘rds'land gulde\\nefs,handz. Publishing Security, maintain and disseminate
Policy and rocedures to facilitate the implementation of the ) Compliance & policies, standards and
SA-01 isystem and services acquisition policy and the Functional (Intersects With i GOV-02 5
Y q policy
Procedures lassociated system and services acquisition controls;b. Res'"e"ce. prucequres necessary for secure,
Designate an [Assignment: organization-defined Documentation Com‘g!fpt and resilient
official] to manage the development, documentation, capabilities.
and dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
loraanizati ined euentel
8- TEVEHS) £ T arssermmate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, : : -
regulations, policies, standards, and guidelines; and2. mf:l};;";'::tg:"sgft&iflzcrg'éate they
Policy and Procedures to facilitate the implementation of the Technology development and acquisition
SA-01 Procedures isystem and services acquisition policy and the Functional Subset Of Development & | TDA-01 strategies, contract tools and 10
lassociated system and services acquisition controls;b. Acquisition rocuremént methods to meet
Designate an [Assignment: organization-defined 5ni Ue business needs.
official] to manage the development, documentation, q "
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
ArBRIERS: AR
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with Mechanisms exist to review the
lapplicable laws, executive orders, directives, Security, Compliance &
regulations, policies, standards, and guidelines; and2. Periodic Review & Resilience Program (SCRP),
Policy and Procedures to facilitate the implementation of the Update of Security, including policies, standards and
SA-01 Procedures isystem and services acquisition policy and the Functional [Intersects With Compliance & '| GOV-03 |procedures, at planned intervals 5
lassociated system and services acquisition controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the system and services effectiveness.
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
araanization defined eventsl
sl £ @ arssermmate
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. . .
Policy and Procedures to facilitate the implementation of the Secure Software r:;l?caary\f):'ss s:;setdtg:g\éill?r‘;
SA-01 Procedures isystem and services acquisition policy and the Functional |Intersects With Development TDA-06 Software Development Practices 5
lassociated system and services acquisition controls;b. Practices (SSDP) (SSDP)
Designate an [Assignment: organization-defined :
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
izatian-dofinad eventcl

Secure Controls Framework (SCF)

version 2026.1_x000a_03/27/2026

39 of 57



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

privacy requirements for the system or system service
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Determine, document, and allocate the resources
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Mechanisms exist to
allocate resources for
'management, operational,

technical and data protection
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|Allocation of required to protect the system or system service as " Allocation of : e n
SA-02 Resources part of the organizational capital planning and Functional Equal Resources PRM-03 :)erggle;esn:)e‘;\rtysnmgfg\r l:)t:;]lgsts;/ 10
investment control process; andc. Establish a discrete initiatives.
line item for information security and privacy in
lorganizational programming and budgeting
idocumentation
a. Acquire, develop, and manage the system Using Mechanisms exist to manage the
[Assignment: organization-defined system usable lifecycles of Technology
development life cycle] that incorporates information Assets, Applications and/or
security and privacy considerations;b. Define and Services (TAAS).
ISystem idocument information security and privacy roles and Technology SEA-
SA-03 Development Life  [responsibilities throughout the system development Functional [Intersects With Lifecycle 07.1 5
Cycle life cycle;c. Identify individuals having information Management .
isecurity and privacy roles and responsibilities; andd.
Integrate the organizational information security and
privacy risk management process into system
deyelonmentlis cucle et e sysrar s —_—
[Assignment: organization-defined system changes to Technology Assets,
development life cycle] that incorporates information Applications and/or Services
R security and privacy considerations;b. Define and Secure (TAAS) within the Secure
ystem document information security and privacy roles and Development Life Development Life Cycle (SDLC)
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With PRM-07 |3re controlled through formal 5
Cycle life cycleic. Identify individuals having information Cyae (SDLC) change control procedures
isecurity and privacy roles and responsibilities; andd. anagement !
Integrate the organizational information security and
privacy risk management process into system
Sysre d ent life cvcle activitie o = =
. i echanisms exist to manage the
Development Life Protect SVSteT p(sl';‘)rqdl:ltcﬁwon err:vlrtoghmentst . Technology EA- |usable lifecycles of Technology
SA-03(01) Cycle | Manage commensurate with ris roughou e system Functional |Intersects With Lifecycle S \Assets, Applicati d 5
preproduction development life cycle for the system, system Management 07.1 5556_ S, p‘IPA‘/ig ions and/or
Environment icomponent, or system service. ervices ( ).
Mechanisms exist to ensure
gﬁ?:lr:pment Life Protect system pr_eprc_)duct\on environments Secure . Z;;“g:fi;ﬁgsgg;':r'OS%',V/TCSZ?S'
SA03(01)  [Cycle|Manage  [(ommensurate with risk thioughout the system Functional |Intersects With| DeYelopment Life | pay o7 [Taas) within the Secure 5
preproduction levelopment life cycle for c_he system, system Cycle (SDLC) Development Life Cycle (SDLC)
Environment component, or system service. Management are controlled through formal
change control procedures.
System P Protect system preproduction environments Mechanisms exist to maintain a
SA-03001) Development Life  |commensurate with risk throughout the system Functional Iintersects withl  Denmre | 1pa.g7 [s29mented development 5
i PZeprolductiOE development life cycle for t_he system, system uncti ! En\)’ironpments "7 |network to ensure a secure
Environment component, or system service. development environment.
B)g/teelr: ment Life |P1an for and implement a technology refresh schedule Technology SEA- Mechanisms exist to manage the
SA-03(03) Cycle |"’I’echnology for the system throughout the system development life| Functional |Intersects With Lifecycle 071 usable lifecycles of Technology 5
Bafrach cycle. Management . Asse_ts, Ap_lphcatlons and/or
System Plan for and implement a technology refresh schedule Me%chanismsdedxist to er&sl&ri that
SA-03(03) E)?zleekf")r?ﬁ?r:ol-lgy for the system throughout the system development life| Functional |Intersects With Trﬁi{:jggﬂgs EEAI :gsttvgs:ecj:qponaéanaesd 2er\22e 5
Refresh cycle. refreshes are obtained from
TncTude the following requirements, descriptions, and ;/Iec%aﬁnisms exist to design,
criteria, explicitly or by reference, using [Selection develop and produce Technology
(one or more): standardized contract language; Assets, Applications and/or
[Assignment: organization-defined contract language]] Services (TAAS) in such a way
in the acquisition contract for the system, system that risk-based technical and
icomponent, or system service:a. Security and privacy functional specifications ensure
functional requirements;b. Strength of mechanism Minimum Viable Product (MVP)
requirements;c. Security and privacy assurance Minimum Viable criteria establish an appropriate
. requirements;d. Controls needed to satisfy the security : Product (MVP) i il
SA-04 Acquisition Process |+ privacy requirements.e. Security and privacy Functional |Intersects With Security TDA-02 {fa"s‘*e';f,f.eac:;ﬁgaaﬁg ;2?::?1? 5
documentation requirements;f. Requirements for Requirements threats.
protecting security and privacy documentation;g.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
Icrglctﬁ%ae the following requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract languagel]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance . . Mechanisms exist to facilitate the
SA-04 |Acquisition Process ;i%ugsc’;ec;tféi'uﬁ%ﬁ;ﬂ:;:leg:gutr(‘)tysa;]sdﬁg:neag:cu”ty Functional |Intersects With M-rahr:radgéprz‘inrgt TPM-01 implementattwon 0{ tf;\rd-party 5
documentation requirements;f. Requirements for management controls.
protecting security and privacy documentation;g.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
lof parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
criteria
Include the Tollowing requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism Mechanisms exist to facilitate the|
requirements;c. Security and privacy assurance Technology implementation of tailored
. requirements;d. Controls needed to satisfy the security : development and acquisition
SA-04 [Acquisition Process land privacy requirements.e. Security and privacy Functional Intersects With De/\(elopn_’;_ent & |TDA-01 strategies, contract tools and 5
documentation requirements;f. Requirements for cquisition procurement methods to meet
protecting security and privacy documentation;g. unique business needs.
Description of the system development environment
and environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
Icrglctﬁgg the Tollowing requirements, descriptions, and Mechanisms exist to control
criteria, explicitly or by reference, using [Selection changes to services by suppliers,
(one or more): standardized contract language; taking into account the criticality
[Assignment: organization-defined contract language]] of business Technology Assets,
in the acquisition contract for the system, system /Applications, Services and/or
icomponent, or system service:a. Security and privacy Data (TAASD) that are in scope
functional requirements;b. Strength of mechanism by the third-party.
requ!rements;c. Security and privacy assurance . Managing Changes
SA-04 |Acquisition Process ;i%u;'ei\;r;ec;tféi.uicrgﬁzi:st‘ee,eg:gutr(\)tysaatrl\scjﬁ;)::'\‘/eagjcunty Functional [Intersects With| To ;’hirq-Pany TPM-10 5
documentation requirements;f. Requirements for ervices
protecting security and privacy documentation;g.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
criteria
Mechanisms exist to require
software developers to provide
P " information describing the
lAEqulstltloanrocess Require ths develotper of th_e s);stern, _sgsterg . Funct | oA functional properties of the
unctiona icomponent, or system service to provide a description . unctiona - N
SA-04(01) Properties of of the functional properties of the controls to be Functional [intersects With Properties 04.1 f:;“g;{';ggﬂggctz ?)rt;dutilized 5

Controls

implemented.

within Technology Assets,
/Applications and/or Services

(TAAS) in sufficient detail to
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Mechanisms exist to maintain
network architecture diagrams
IAcquisition Process [Require the developer of the system, system " that:(1) Contain sufficient detail
| Functional icomponent, or system service to provide a description Network Diagrams to assess the security of the
SA-04(01) Properties of of the functional properties of the controls to be Functional |Intersects With| & Data Flow AST-04 |network's architecture;(2) Reflect 5
Controls implemented Diagrams (DFDs) the current architecture of the
! network environment; and(3)
Document all sensitive/regulated
data flows.
Require the developer of the system, system Mechanisms exist to maintain
icomponent, or system service to provide design and network architecture diagrams
|Acquisition Process |implementation information for the controls that that:(1) Contain sufficient detail
| Design and includes: [Selection (one or more): security-relevant Network Diagrams to assess the security of the
SA-04(02) Implementation lexternal system interfaces; high-level design; low-level | Functional [Intersects With & Data Flow AST-04 [network'’s architecture;(2) Reflect| 5
Information for design; source code or hardware schematics; Diagrams (DFDs) the current architecture of the
Controls [Assignment: organization-defined design and network environment; and(3)
implementation information]] at [Assignment: Document all sensitive/regulated
organization-defined level of detail]. data flows.
N EqUITe (T UeVeToper U e Sy STETT, Sy STenT
icomponent, or system service to provide design and
|Acquisition Process |implementation information for the controls that
| Design and includes: [Selection (one or more): security-relevant Access to Program Mechanisms exist to limit
SA-04(02) Implementation lexternal system interfaces; high-level design; low-level | Functional |Intersects With Source Coge TDA-20 |privileges to change software 5
Information for design; source code or hardware schematics; resident within software libraries.
Controls [Assignment: organization-defined design and
implementation information]] at [Assignment:
izati inad laval of dataill
Require the developer of the system, system Mechanisms exist to require
lcomponent, or system service to provide design and software developers to provide
IAcquisition Process |implementation information for the controls that information describing the
| Design and includes: [Selection (one or more): security-relevant Functional TDA- functional properties of the
SA-04(02) Implementation lexternal system interfaces; high-level design; low-level | Functional |Intersects With Properties 04.1 security, compliance and . 5
Information for design; source code or hardware schematics; '~ |resilience controls to be utilized
Controls [Assignment: organization-defined design and within Technology Assets,
implementation information]] at [Assignment: /Applications and/or Services
organization-defined level of detail]. (TAAS) in sufficient detail to
Require the developer of the system, system Mechanisms exist to require
icomponent, or system service to demonstrate the use software developers to ensure
lAcquisition Process _of a system development life o_/cle_ process that that their software»development
| Development mc\gdes:_a. [Ass\t%n?e]n;: ?Arga_nlzatlor;-deﬁneq szstems Deh\ll/elohpg\ent DA proces;esdemplcy mdus;ry- .
lengineering methods];b. [Assignment: organization- . ) ethods, - |recognized secure practices for
SA-04(03) .I\Ifl:ct:g%sljes and deﬁned [Selgctioq (one or more): systems lsecurity; Functional intersects With Techniques & 02.3 secure programming, ‘ 5
Practices " prlvac_y] engineering methods]; andc. [Assignment: Processes engineering methods, qua_llty_
lorganization-defined software development methods; control processes and validation
testing, evaluation, assessment, verification, and techniques to minimize flawed
\validation methods; and quality control processes]. and/or malformed software.
Require the developer of the system, system
icomponent, or system service to demonstrate the use
- of a system development life cycle process that
rgi‘y:;g:;g:;cess includes:a. [Assignment: organization-defined systems Secure Software Mechanisms exist to develop
SA04(03)  |Methods, Sehned 1Selection (one of mera). systeme secutty, | Functional [intersects wih| _Development | To06 SPRUSDR MO NS | s
;s;crg‘c'g:es’ and privac_y] e_ngmee_ring methods]; andc. [Assignment: Practices (SSDP) (SSDP).
lorganization-defined software development methods;
testing, evaluation, assessment, verification, and
\validation methods; and quality control processes].
Mechanisms exist to ensure
vendors / manufacturers:(1)
Require the developer of the system, system Deliver the Technology Asset,
IAcquisition Process [component, or system service to:a. Deliver the system, Application and/or Service (TAAS)|
| System, Icomponent, or service with [Assignment: organization- Pre-Established TDA- with a pre-established, secure
SA-04(05) IComponent, and defined security configurations] implemented; andb. Functional Equal Secure 02.4 configuration implemented; 10
Service Use the configurations as the default for any Configurations -4 |and(2) Use the pre-established,
IConfigurations isubsequent system, component, or service secure configuration as the
reinstallation or upgrade. default for any subsequent TAAS
reinstallation or upgrade.
Mechanisms exist to require the
developers of Technology Assets,
|Acquisition Process |Require the developer of the system, system /Applications and/or Services
Functions, Ports, [component, or system service to identify the functions, . Ports, Protocols & | TDA- |(TAAS) to identify early in the
SA-04(09) Lrotocols, and portg. protoco\s,yand services intended f"i)r Functional Equal Services In Use 02.1 |Secure Development Life Cycle 10
Services in Use lorganizational use. (SDLC), the functions, ports,
protocols and services intended
for use.
Mechanisms exist to it the Use
of commerecially-provided
Information Assurance (IA) and
. IA-enabled IT products to those
|Acquisition Process Elr;\glgglonly mfon:atwo(;v tetcr;pilfogypproducltsldon t_r;e Information TDA products that have been
SA-04(10) | Use of Approved > 201-approved procucts list for Personal ldentity Functional |Intersects With| Assurance Enabled " |successfully evaluated against a 5
\Verification (PIV) capability implemented within 02.2 . .
PIV Products organizational systems. Products National Information Assurance
. partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-
\alidated oo NSA2RPROVeH,
a. Include organizational data ownership requirements process to document the lineage
lAcquisition Process in the acquisition contract; andb. Require all data to be personal Data (PD) of Personal Data (PD) by
SA-04(12) | Data Ownership removed from the contractor’s system and returned to | Functional |Intersects With Lineage PRI-09 |recording how the organization 5
the organization within [Assignment: organization- collects, receives, processes,
defined time framel. stores, transmits, shares,
@. Tnclude organizational data ownership requirement: = -
lAcquisition Process in the acquisition contract; andb. Require all data to be . . DCH- Mechanisms exist _to ensure data
SA-04(12) | Data Ownership removed from the contractor’s system and returned to | Functional |Intersects With| Data Stewardship 0L1 stewardship is assigned, 5
the organization within [Assignment: organization- . documented and communicated.
defined time framel
Mechanisms exist to ensure
a. Include organizational data ownership requirements :f:e;sgggil';ht'faEisezogrs‘hbl“nes
i in the acquisition contract; andb. Require all data to be " ! P
SA-04(12) qu\:'sgon Prohc_ess removed from the contractor’s system and returned to | Functional |Intersects With Asiet _Ownersthlp AST-03 managed a_éla team,_lndt\vld?lal, ! 5
| Data Ownership the organization within [Assignment: organization- ssignmen ?or :iggﬂ:l',‘ aecl;rr?]?:;z: fon feve
defined time frame]. understanding of requirements
for asset protection.
[@- Obtain or develop administrator gocumentation Tor, Mechanisms exist to obtain,
the system, system component, or system service that protect and distribute
describes:1. Secure configuration, installation, and administrator documentation for
operation of the system, component, or service;2. Technology Assets, Applications
Effective use and maintenance of security and privacy and/or Services (TAAS) that
functions and mechanisms; and3. Known describe:(1) Secure
vulnergbllltl_es regarvdlvng configuration and use of configuration, installation and
ladministrative or privileged functions;b. Obtain or operation of the TAAS;(2)
develop user documentation for the system, system Effective use and maintenance of|
component, or system service that describes:1. User- security features/functions;
accer:‘ssible secugtK and prif)f/acy fulnctionshand . and(3) Known vulnerabilities
ISystem mechanisms and how to effectively use those functions| . Documentation i S i
SA-05 Documentation and mechanisms;2. Methods for user interaction, which Functional  |Intersects With Requirements TDA-04 ;efgaadrrt:ylm?sa?arl?vgeu(r:t;n and use 5
lenables individuals to use the system, component, or privileged) functions. '
service in a more secure manner and protect individual
privacy; and3. User responsibilities in maintaining the
isecurity of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
system, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
loraanization-defined nersonnel or ralesl
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

velop a or
the system, system component, or system service that
[describes:1. Secure configuration, installation, and
loperation of the system, component, or service;2.
Effective use and maintenance of security and privacy
functions and mechanisms; and3. Known
\vulnerabilities regarding configuration and use of
ladministrative or privileged functions;b. Obtain or
develop user documentation for the system, system
icomponent, or system service that describes:1. User-
laccessible security and privacy functions and

FedRAMP 5_x000a_High

Mechanisms exist to determine
security, compliance and
resilience control applicability by
identifying, assigning and
documenting the appropriate
asset scope categorization for all
'Technology Assets, Applications
and/or Services (TAAS) and
personnel (internal and third-
parties).

version 2026.1_x000a_03/27/2026

" ISystem mechanisms and how to effectively use those functions| . Asset Scope AST-
SA-05 Documentation land mechanisms;2. Methods for user interaction, which Functional  lIntersects With Classification 04.1 5
lenables individuals to use the system, component, or
service in a more secure manner and protect individual
privacy; and3. User responsibilities in maintaining the
security of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
system, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
oraanization-defined nersonnel ar rolesl _ _
/Apply the following systems security and privacy zlechanls{ns lest _totd_evelop,
N lengineering principles in the specification, design, ocument and maintain secure
SA-08 gﬁ\c/:rcltyEimijneenn development, implementation, and modification of the Functional |Intersects With Secure Baseline CFG-02 ?asﬁllnle con:gurtatu;ns If_ort_ 5
princi y‘es 9 9 lsystem and system components: [Assignment: Configurations eg/nosogy. Sse('lf;AASp)ptlhcat ions
P lorganization-defined systems security and privacy ana/or Services | at are
engineering principles]. consistent with |ndu5try-‘
accepted system hardening
Mechanisms exist to facilitate the
IApply the following systems security and privacy implementation of industry-
Security and lengineering principles in the specification, design, recognized security, compliance
" " " development, implementation, and modification of the " ... | Secure Engineering o7 |and resilience practices in the
SA-08 E;:;iicy‘eingmeermg isystem and system components: [Assignment: Functional  intersects With Principles SEA-01 specification, design, 5
P lorganization-defined systems security and privacy development, implementation
lengineering principles]. and modification of Technology
|Assets, Applications and/or
Mechanisms exist to ensure
N changes to Technology Assets,
gﬁ\c/:rcltyEin?neerm Implement the security design principle of procedural Deve\?)ecr#;ent Life /Applications and/or Services
SA-08(30) Principy\es |g 9 rigor in [Assignment: organization-defined systems or Functional |Intersects With Cyclep(SDLC) PRM-07 |(TAAS) within the Secure 5
Procedural Rigor ~ [YStem components]. Management Development Life Cycle (SDLC)
are controlled through formal
change control procedures.
Pﬁ\c/l;rcI[yE?\mi]neerm Implement the security design principle of procedural Technology SEA- Mechanisms exist to manage the
SA-08(30) princi y‘es Ig 9 lrigor in [Assignment: organization-defined systems or | Functional ~|Intersects With Lifecycle 071 |usablelifecycles of Technology 5
pmrpg.,m| Rigor___|SyStem components]. Management "+ |Assets, Applications and/or
§ﬁ\c/l;rclty;|n?neerm Implement the security design principle of secure Configuration Mechanisms exist to govern the
SA-08(31) Princi y\es |gSecureg isystem modification in [Assignment: organization- Functional [Intersects With Chani ge Control CHG-02 |technical configuration change 5
Systel")n Modification defined systems or system components]. 9 control processes.
Mechanisms exist to verify the
?ﬁs‘;gty;n"?neerm Implement the security design principle of secure Control L‘é?\:t'ﬁ;:‘c‘;ya?‘zssecs'mg'ce
SA-08(31) Princi[}l\es |gSecureg isystem modification in [Assignment: organization- Functional [Intersects With Functionality CHG-06 cont‘r)ols following implemented 5
System Modification defined systems or system components]. Verification changes to ensure applicable
controls operate as designed.
Mechanisms exist to
Security and Implement the security design principle of secure . appropriately test and document
SA-08(31) Pr!va_cy Engineering isystem modification in [Assignment: organization- Functional |Intersects With Test, Validate & CHG- propose_d changes inanon- 5
Principles | Secure defined systems or system com onénts] Document Changes| 02.2 [production environment before
ISystem Modification Y Y P . changes are implemented in a
production environment.
Security and Mechanisms exist to utilize
. Privacy Engineering [Implement the privacy principle of minimization using . N Collection END- [sensors that are configured to
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional Intersects With Minimization 13.3 |minimize the collection of 5
Minimization information about individuals.
Mechanisms exist to minimize
Security and Limit Sensitive / the use of sensitive/regulated
' Privacy Engineering Implement the privacy principle of minimization using ) Regulated Data In | DCH- |data for research, testing, or
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional [intersects With Testing, Training & | 18.2 |training, in accordance with 5
Minimization Research authorized, legitimate business
ractices.
Security and Rrethanems existtommmize
’ Privacy Engineering Implement the privacy principle of minimization using ) Minimize Visitor | PES- |the collection of Personal Data
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional |Intersects With Personal Data (PD) | 06.5 [(PD) contained in visitor access 5
Minimization record:
@ Require that providers of external System Services Mechanisms exist to mitigate the
comp\y with organizational security fand privacy risks associated with third-party
requirements and employ the following controls: access to the organization's
[Assignment: organlzatlo_n-deﬁned ;ontro\s];b. Define Technology Assets, Applications,
External System and document organizational oversight and user roles . . Services and/or Data (TAASD).
SA-09 Services land responsibilities with regard to external system Functional Equal Third-Party Services| TPM-04 10
services; andc. Employ the following processes,
methods, and techniques to monitor control
icompliance by external service providers on an
longoing basis: [Assignment: organization-defined
brocesse _and techniaues] _
External System la. Conduct an organizational assessment of risk prior Mechanisms exist to conduct a
y > to the acquisition or outsourcing of information . risk assessment prior to the
Services | Risk isecurity services; andb. Verify that the acquisition or Third-Party Risk TPM-  |acquisition or outsourcing of
SA-09(01) giszf]sigiir;t:a?nd loutsourcing of dedicated information security services Functional Equal Asiess:zsglt: & 04.1 |technology-related Technology 10
A grovals is approved by [Assignment: organization-defined PP! Assets, Applications and/or
PP! personnel or roles]. Services (TAAS)
Mechanisms exist to require
Extemal System Require providers of the following external system EXte’"ﬁ“‘! External Service Providers (ESPs)
Services | : . : . Connectivity : .
\dentification of services to identify the functions, ports, protocols, and Requirements - TPM- to identify and document the
SA-09(02) Functions, Ports, other services required for the use of such services: Functional Equal Ide%tiﬁcation of 04.2 business need for ports, 10
Protocols, and [Ass\_gnment: organization-defined external system Ports, Protocols & protgco\s and other_servlces it
: services]. - requires to operate its
Services Services -
Technology Assets, Applications
External System Restrict the location of [Selection (one or more): Geolocation mg;zz:'i?;s:? to control the
Services | information processing; information or data; system Requirements for rocessing/storage based on
SA-09(05) Processing, services] to [Assignment: organization-defined Functional [Intersects With|Processing, Storage| CLD-09 gusiness rge uirergnents that 5
Storage, and locations] based on [Assignment: organization-defined and Service includes staqtutory regulatory
Service L;Jcattlon rReqtélretrr;:ntls ortcondlftlons]. , , Locations and contractual obligations.
External System Estrict the location of [Selection (one or more): P - ; -
Services | information processing; information or data; system Third-Party Mechanisms exist to restrict the
> . A . " " Processing, Storage| TPM- |location of information
SA-09(05) Processing, services] to [Assignment: organization-defined Functional Intersects With and Service 04.4 |processing/storage based on 5
Storage, and locations] based on [Assignment: organization-defined Locations . gusiness rge uireE\ents
Service Location requirements or conditionsl] a .
Mechanisms exist to inventory,
document and maintain data
External System Restrict the location of [Selection (one or more): flows for data that is resident
Services | information processing; information or data; system Geographic (permanently or temporarily)
SA-09(05) Processing, services] to [Assignment: organization-defined Functional [Intersects With Locatiogn 02 Data DCH-19|within a service's geographically 5
IStorage, and locations] based on [Assignment: organization-defined distributed applications (physical
Service Location requirements or conditions]. and virtual), infrastructure,
systems components and/or
shared with other third-parties.
Mechanisms exist to inventory,
document and maintain data
g:t:ircr;asl lSystem Restrict the geographic location of information ?::r?nfaor:ednatﬁs g;at;iprgf‘adrﬁgf
SA-09(08) Processing and processing and data storage to facilities located within Functional [Intersects With Geographic DCH-19|within a service's geographically 5

Storage Location —
U.S. Jurisdiction

in the legal jurisdictional boundary of the United
States.

Location of Data

distributed applications (physical
and virtual), infrastructure,
systems components and/or
shared with other third-parties.
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External System
Services |

Focal Document Element (FDE) Description

Restrict the geographic location of information
processing and data storage to facilities located within

FedRAMP 5_x000a_High

Geolocation
Requirements for

(SCF)

Cantral Naceri "
Mechanisms exist to control the
location of cloud
processing/storage based on

Penetration Testing

lorganization-defined breadth and depth of testingl;
landb. Under the following constraints: [Assignment:
organization-defined constraints].

and/or Services (TAAS).

SA-09(08) ;;gi:szltgcaaz%n __|in the legal jurisdictional boundary of the United Functional |Intersects With Proc::élgz,rsitct;rage CLD-09 business requirements that 5
U.S jgrisdiction States. Locations includes statutory, regulatory
- and contractual obligations.
REqUITE 1T UEVETOpEr OT TTE SYSTET, SYSTenT
icomponent, or system service to:a. Perform
iconfiguration management during system, component,
or service [Selection (one or more): design;
development; implementation; operation; disposall;b. . : .
Document, manage, and control the integrity of gyiizz:‘ﬁgig’;::;z;squ're
Developer chan_ges to [A_sswgnment: organ_lzatlop—deﬁned Developer integrators to perform
" iconfiguration items under configuration . N . . 2
SA-10 IConfiguration managementl;c. Implement only organization- Functional Equal Configuration TDA-14 |configuration management 10
Management 9 ic. Imp y org Management during system design,
lapproved changes to the system, component, or development, implementation
service;d. Document approved changes to the system, and o Zratior'\ P
icomponent, or service and the potential security and P .
privacy impacts of such changes; ande. Track security
flaws and flaw resolution within the system,
icomponent, or service and report findings to
N N izatinn dafinad 1
Require the developer of the system, system Mechanisms exist to require
icomponent, or system service, at all post-design system developers/integrators
stages of the system development life cycle, to:a. consult with security, compliance
Develop and implement a plan for ongoing security and/or resilience personnel to:(1)
land privacy control assessments;b. Perform [Selection Security, Create and implement a Security
Developer Testin (one or more): unit; integration; system; regression] Compliance & Testing and Evaluation (ST&E)
SA-11 and Evg\uation 9 testing/evaluation [Assignment: organization-defined Functional Equal Resilience Testing | TDA-09 |plan, or similar capability;(2) 10
frequency] at [Assignment: organization-defined depth Throughout Implement a verifiable flaw
land coverage];c. Produce evidence of the execution of Development remediation process to correct
the assessment plan and the results of the testing and weaknesses and deficiencies
levaluation;d. Implement a verifiable flaw remediation identified during the control
process; ande. Correct flaws identified during testing testing and evaluation process;
land evaluation. and(3) Document the results.
Mechanisms exist to require the
developers of Technology Assets,
Developer Testing Require the developer of the system, system /Applications and/or Services
- N icomponent, or system service to employ static code " . .| TDA- [(TAAS) to employ static code
SA-11(01) g::tiivca(‘)l:jaetfpall Sisanalysis tools to identify common flaws and document Functional Equal Static Code Analysis 09.2 [analysis tools to identify and 10
YSiSithe results of the analysis. remediate common flaws and
document the results of the
analysis.
ReqUITe The Jeveloper of the SySTem, System
icomponent, or system service to perform threat
imodeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a. Mechanisms exist to require
Uses the following contextual information: system developers and
Developer Testing |[Assignment: organization-defined information integrators to develop and
land Evaluation | iconcerning impact, environment of operations, known Developer Threat implement an ongoing Security
SA-11(02) [Threat Modeling lor assumed threats, and acceptable risk levels];b. Functional [Intersects With| Analysis & Flaw | TDA-15 |Testing and Evaluation (ST&E) 5
and Vulnerability Employs the following tools and methods: Remediation plan, or similar process, to
|Analyses [Assignment: organization-defined tools and objectively identify and
methods];c. Conducts the modeling and analyses at remediate vulnerabilities prior to
the following level of rigor: [Assignment: organization- release to production.
defined breadth and depth of modeling and analyses];
landd. Produces evidence that meets the following
lacceptance criteria: [Assignment: organization-defined
laccentanee citeral
€quUITE the deveroper of the System, System
icomponent, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a.
Uses the following contextual information: . .
Developer Testing |[Assignment: organization-defined information &?zg?mﬁ)’g;ﬁ:'szﬁﬁ[‘fg{m
land Evaluation | iconcerning impact, environment of operations, known TDA- |secure design tgchni ues. to
SA-11(02) [Threat Modeling or assumed threats, and acceptable risk levels];b. Functional [Intersects With| Threat Modeling 06.2 lensure thatgthreats tg sof&ware 5
land Vulnerability Employs the following tools and methods: . and solutions are identified and
|Analyses [Assignment: organization-defined tools and accounted for
methods];c. Conducts the modeling and analyses at .
the following level of rigor: [Assignment: organization-
defined breadth and depth of modeling and analyses];
landd. Produces evidence that meets the following
lacceptance criteria: [Assignment: organization-defined
accentance criterial _ _ _
Require the developer of the system, system gyiizx‘ﬁgigﬁ::;z;zqu're
Developer Testing com_ponjvent, or system service to pgrform penetratlor.\ Threat Analys@ & integrators to create and execute|
s : testing:a. At the following level of rigor: [Assignment: " Flaw Remediation . :
A-11(05) land Evaluation | lorganization-defined breadth and depth of testing]; Functional |Intersects With During IAO-04 |a Security Testing and Evaluation 5
Penetration Testing landb. Under the following constraints: [Assignment: Development S‘I;g‘eEn)t’ijflagvn?:Irrimle‘gral:?f?:\iss'
lorganization-defined constraints]. during deyvelopment
Require the developer of the system, system Mechanisms exist to perform
Developer Testing [coMPonent, OII; syﬁ‘em ser\I/ice Itofperforn; penetration I application-level penetration
. § testing:a. At the following level of rigor: [Assignment: . Application TDA- |testing of custom-made
SA-11(05) sggeEt\rI:t‘il;antI?gslting organization-defined breadth and depth of testing]; Functional - lIntersects With| po.;otration Testing| 09.5 |Technology Assets, Applications 5
landb. Under the following constraints: [Assignment: and/or Services (TAAS).
organization-defined constraints].
Mechanisms exist to require
system developers/integrators
consult with security, compliance
i and/or resilience personnel to:(1
Require the developer of the system, system Security Create and impleﬁﬂent a Secur(it);
. icomponent, or system service to perform penetration " ! -
Developer Testing testing:a. At the following level of rigor: [Assignment: Compliance & Testing and Evaluation (ST&E)
SA-11(05)  fand Evaluation | | == e e D readith and depth of tecting] | Functional |Intersects With| Resilience Testing | TDA-09 [plan, or similar capability:(2) 5
Penetration Testing °"9 r dep! 9l Throughout Implement a verifiable flaw
landb. Under the following constraints: [Assignment: Development remediation process to correct
organization-defined constraints]. \weaknesses and deficiencies
identified during the control
testing and evaluation process;
and(3) Document the results.
Mechanisms exist to conduct
specialized assessments for:(1)
Statutory, regulatory and
contractual compliance
. obligations;(2) Monitorin
Require the developer of thg system, system ' capgbilitiQS'((B)) Mobile degvice5'(4)
Developer Testing [cOMPonent, or system service to perform penetration - Databases;(5) Application
SA-11(05) land Evaluation | teSt'n.g'at"At ?eﬁfcl\gvgmgsa\:el odfggotrr.‘ [Afsts'g?mer‘t' Functional |Intersects With ASpeC'al'zelz :)%;OZ security;(6) Embedded 5
Penetration Testing [fganization-defined breadth and depth of testing]; ssessments *“ |technologies (e.g., loT, OT, etc.);
andb. Under the following constraints: [Assignment: (7) Vulnerabilit manac em’ent'(é)
organization-defined constraints]. Malicious code}zg) Insiger '
threats;(10) Performance/load
testing; and/or(11) Artificial
Intelligence and Autonomous
Technologies (AAT).
Require the developer of the system, system Mechanisms exist to conduct
" icomponent, or system service to perform penetration penetration testing on
Developer Testing P h il y ) .
SA-11(05) land Evaluation | testing:a. At the following level of rigor: [Assignment: Functional |Intersects With|Penetration Testing | vPM-07 [TéChnology Assets, Applications 5
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Developer Testing
land Evaluation |

Focal Document Element (FDE) Description

Require the developer of the system, system
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Security,
Compliance &

Mechanisms exist to require
system developers/integrators
consult with security, compliance
and/or resilience personnel to:(1)
Create and implement a Security
Testing and Evaluation (ST&E)

in-house support; [Assignment: organization-defined
isupport from external providers]].

Services (TAAS)

Requiring justification and
documented approval for the
continued use of unsupported
ITAAS required to satisfy
mission/business need

SA-11(06) |attack Surface component, or system service to perform attack Functional |Intersects With| Resilience Testing | TDA-09 |plan, or similar capability;(2) 5
Reviews surface reviews. Throughout Implement a verifiable flaw
Development remediation process to correct
weaknesses and deficiencies
identified during the control
testing and evaluation process;
and(3) Document the results.
D d E ”‘ resting Require the developer of the system, system Attack Surf: VPM Mechanisms exist to define and
SA-11(06) i:t valuation | component, or system service to perform attack Functional |Intersects With ttack Surface . |manage the scope for its attack 5
ack Surface + Scope 01.1 att
o isurface reviews. surface management activities.
: Require the developer of the system, system
Developer Testing t, or system service to verify that the scope
and Evaluation |~ [2TPOREN AT Y . Y P _ [Mechanisms exist to define and
: g and evaluation provides complete coverage : Attack Surface VPM ;
SA-11(07) }I'l:;Itfi)r/@SCa?]pde of of the required controls at the following level of rigor: Functional Intersects With Scope 01.1 ;rn‘larpaacgeer:\gi:gz[rfefnotra‘tcsti\a/?ttiaecsk 5
Evaluation [Assignment: organization-defined breadth and depth .
lof testing and evaluation].
Mechanisms exist to require
system developers/integrators
consult with security, compliance
. and/or resilience personnel to:(1)
Developer Testing Require the developer of th_e system, system Security, Create and implement a Security
land Evaluation | ;?Ega';eg";hgr:‘};zeargos::’;gs&z:igz;ﬁ;E:hoe\/:f_gg: Compliance & Testing and Evaluation (ST&E)
SA-11(07) }rl::tfi)r/‘gS;cr)]%e of of the required cont_rols_ at the_fo\lowing level of rigor: Functional [Intersects With Res_lw_\r\]erzﬁzr"roejttmg TDA-09 ﬁ:qa;},etrar:'esr:;nélavgiaﬁ;:,aalﬁlellg)géf) 5
Evaluation E)/?Stsewsgt?pe;rsaoersgllllazagg?—GEﬁned breadth and depth Development remediation process to correct
9 . weaknesses and deficiencies
identified during the control
testing and evaluation process;
and(3) Document the results.
[@ Require the developer of the system, system
icomponent, or system service to follow a documented
development process that:1. Explicitly addresses
Isecurity and privacy requirements;2. Identifies the
istandards and tools used in the development
process;3. Documents the specific tool options and tool
iconfigurations used in the development process; and4. . .
Development Documents, manages, and ensures the integrity of Secure Software recl?caa'l"zrnﬂ; E:;Setdtz:?éil\?rz
SA-15 Process, Standards, |changes to the process and/or tools used in Functional Equal Development TDA-06 Sg?tware Development Practices 10
land Tools development; andb. Review the development process, Practices (SSDP) (SSDP)
istandards, tools, tool options, and tool configurations :
[Assignment: organization-defined frequency] to
determine if the process, standards, tools, tool options
land tool configurations selected and employed can
isatisfy the following security and privacy
requirements: [Assignment: organization-defined
ecuritv and nrivacy requirementsl
Require the developer of the system, system Mechanisms exist to require the
lcomponent, or system service to perform a criticality developer of the Technology
Development lanalysis:a. At the following decision points in the Criticality Analysis /Asset, Application and(qr Sgrvice
SA-15(03) Process, Standards, system dgvelopment \ife‘cycle: [Asswgnment: Functional Equal During TDA- (TAAS)_ to psrforn_1 a <_:r\t|ca||_ty 10
and Tools | lorganization-defined decision points in the system Development 06.1 [|analysis at organization-defined
Criticality Analysis |development life cycle]; andb. At the following level of decision points in the Secure
rigor: [Assignment: organization-defined breadth and Development Life Cycle (SDLC).
[depth of criticality analysis].
Mechanisms exist to develop,
Development Require the developer of the system, system gg;glri?]eens:nnﬁqgumraal':v;?y?ff;cure
Process, Standards, [component, or system service to reduce attack . Secure Baseline A
SA-15(05) land Tools | Attack |surfaces to [Assignment: organization-defined Functional Intersects With Configurations CFG-02 TECh"OI"gy.ASSEtS' Applications 5
Surface Reduction  [thresholds]. and/or Services (TAAS) that are
consistent with industry-
accepted system hardening
Mechanisms exist to facilitate the
implementation of industry-
Development Require the developer of the system, system recognized security, compliance
Process, Standards, [component, or system service to reduce attack . Secure Engineerin and resilience practices in the
SA-15(05) land Tools | Attack Surfapces to [Assi)g’;nment: organization-defined Functional  Intersects With Princﬁ)les 9| sea-01 specification, design, 5
Surface Reduction [thresholds]. development, implementation
and modification of Technology
/Assets, Applications and/or
Require the developer of the system, system g':\f:lznEg’ife;fct;goﬁqu':;zfs
icomponent, or system service to provide the following Applicaptions andJor Ser\?&es "
Developer-provided [training on the correct use and operation of the " Developer-Provided N "

SA-16 [Training implemented security and privacy functions, controls, Functional Equal Training TDA-16 (TAAS) to provide training on the 10
land/or mechanisms: [Assignment: organization-defined correct use and operation ‘?f the
training]. Technology_Asset, Application

and/or Service (TAAS).
Mechanisms exist to require the
developers of Technology Assets,
/Applications and/or Services
(TAAS) to produce a design
specification and security
Require the developer of the system, system architecture that:(1) Is consistent
Icomponent, or system service to produce a design with and supportive of the
specification and security and privacy architecture organization's security
that:a. Is consistent with the organization’s security architecture which is established
Developer Security and privacy architecture that is an integral part the within and is an_lntlegrated part
and Privacy organization’s enterprise architecture;b. Accurately ) Developer of the crgan!zatlon s enterprise
SA-17 lArchitecture and [N completely describes the required security and Functional Equal Architecture & | TDA-05 |architecture;(2) Accurately and 10
Design privacy functionality, and the allocation of controls Design completely describes the
9 lamong physical and logical components; andc. required security functionality
Expresses how individual security and privacy and the allocation of security,
functions, mechanisms, and services work together to compliance and resilience
provide required security and privacy capabilities and controls among physical and
la unified approach to protection. logical components; and(3)
Expresses how individual
security functions, mechanisms
and services work together to
provide required security
capabilities and a unified
RETUTTE TTaT TTe UEVETUPET OT TRSSTgTITITETTT: Mechamioms oxist to ensure that
et senicers. Hos sporopmiate accest <" the developers of Technology
! lauthorizations as determined by assigned | As\sse_ts, Ap.ﬁl‘;gt'ﬁns an;j/or
SA-21 geve oper [Assignment: organization-defined official government | Functional Equal Developer TDA-13 [28rvices ( ) have the . 10
creening duties]; andb. Satisfies the following additional Screening requisite sk\lls_et and appropriate
g " - . access authorizations.
personnel screening criteria: [Assignment:
lorganization-defined additional personnel screening
tarial
Mechanisms exist to prevent
unsupported Technology Assets,
/Applications and/or Services
a. Replace system components when support for the (TAAS) by:(1) Removing and/or
icomponents is no longer available from the developer, Unsupported replacing TAAS when support for
Unsupported \vendor, or manufacturer; orb. Provide the following Technology Assets the components is no longer
SA-22 System loptions for alternative sources for continued support Functional |Intersects With Applications and/ol" TDA-17 |available from the developer, 5
IComponents for unsupported components [Selection (one or more): P! vendor or manufacturer; and(2)
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a. Replace system components when support for the
icomponents is no longer available from the developer,

Mechanisms exist to provide in-
house support or contract

Unsupported \vendor, or manufacturer; orb. Provide the following Alternate Sources TDA- external providers for support
SA-22 System loptions for alternative sources for continued support Functional (Intersects With|  for Continued 171 with unsupported Technology 5
IComponents for unsupported components [Selection (one or more): Support '~ |Assets, Applications and/or
in-house support; [Assignment: organization-defined Services (TAAS).
|support from external providers]].
Employ [Selection (one or more): design; modification; Mechanisms exist to facilitate the
laugmentation; reconfiguration] on [Assignment: Technology implementation of tailored
" " lorganization-defined systems or system components] . development and acquisition
SA-23 Specialization isupporting mission essential services or functions to Functional [intersects With DEXEIOP'TFM & |TDA-01 strategies, contract tools and >
increase the trustworthiness in those systems or cquisition procurement methods to meet
icomponents. unique business needs.
Mechanisms exist to design and
implement product management
processes to proactively govern
the design, development and
production of Technology Assets,
Employ [Selection (one or more): design; modification; /Applications and/or Services
laugmentation; reconfiguration] on [Assignment: gAASI) BCVOStS If'hfe (SjysfeTSDLC)
PR lorganization-defined systems or system components] . 8 Product TDA- evelopment Life Cycle
SA-23 Specialization supporting mission essential services or functions to Functional |Intersects With Management 01.1 [to:(1) Improve functionality;(2) 5
increase the trustworthiness in those systems or Enhance security and resiliency
components. capabilities;(3) Correct security
deficiencies; and(4) Conform
with applicable statutory,
regulatory and/or contractual
obligations.
o Mechansms et tocstom:
organization—d’eﬁned systems or system compoﬁents] Customized develop critical system
SA-23 Specialization : P " . Functional [Intersects With| Development of | TDA-12 |components, when Commercial 5
lsupporting mission essential services or functions to Critical Components| Off The Shelf (COTS) solutions
increase the trustworthiness in those systems or P are unavailable
components. .
[@. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the system and communications : . Compliance & policies, standards and
SC-01 Procedures protection policy and the associated system and Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
icommunications protection controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to develop,
Policy and implementation of the system and communications " Network Security govern & update procedures to
SC-01 Procedures protection policy and the associated system and Functional Subset Of Controls (NSC) NET-01 facilitate the implementation of 10
icommunications protection controls;b. Designate an Network Security Controls (NSC).
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
a. Develop, document, and disseminate to Mechanisms exist to facilitate the
[Assignment: organization-defined personnel or implementation of industry-
roles]:1. [Selection (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] system and resilience practices in the
land communications protection policy that:a. specification, design,
/Addresses purpose, scope, roles, responsibilities, development, implementation
management commitment, coordination among and modification of Technology
organizational entities, and compliance; andb. Is Assets, Applications and/or
consistent with applicable laws, executive orders, Services (TAAS).
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the
Policy and implementation of the system and communications . Secure Engineering
SC-01 Procedures protection policy and the associated system and Functional Subset Of Principles SEA-01 10
icommunications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is " " .
consistent with applicable laws, executive orders, DS/I:CC‘T:{\Is@:”?xllisatntgerzwew the
directives, regulations, policies, standards, and Resili Y, P
i A - . esilience Program (SCRP),
iguidelines; and2. Procedures to facilitate the Periodic Review & including policies, standards and
Policy and implementation of the system and communications " ... | Update of Security, ’
sc-01 Procedures protection policy and the associated system and Functional |Intersects With Compliance & GOVv-03 pro_fce_dur_iis, att plrz‘inned mtervatls 5
icommunications protection controls;b. Designate an Resilience Program or i S'Qtnr" can ctban_ges occurto
[Assignment: organization-defined official] to manage ensure their continuing
: " P suitability, adequacy and
the development, documentation, and dissemination of]| "
P . : effectiveness.
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
5C-02 geptarationdoLfJ ISeparate user functionality, including user interface Functi f E 1 Application SEA- Mechfanis;ns ef.i:tfm separtate 10
g ystem anc User services, from system management functionality. unctiona qua Partitioning 03.2 [|Useriunctionality from system

Functionality

management functionality.

Secure Controls Framework (SCF)

45 of 57



Set Theory Relationship Mapping (STRM)

Security Function

Focal Document Element (FDE) Description

FedRAMP 5_x000a_High

Restrict Access To

(SCF)
Cantral Nocor n
Mechanisms exist to ensure
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SC-03 \solation Isolate security functions from nonsecurity functions. Functional [Intersects With Security Functions END-16 enforce least privilege control 5
requirements for necessary job
Security Function Security Function | SEA- %‘f@éﬁ%@;n SXISTTO ISOTate
SC-03 Isolatio‘{] Isolate security functions from nonsecurity functions. Functional |Intersects With Iso)\/ation 04.1 seclu:i:y Eﬁ:ct:g:s from non- 5
\nformation in b horized and uni ded inf ) nf onl Mechahnislmsdexisdt to ‘prev(zintc1
revent unauthorized and unintended information . nformation In unauthorized and unintende
SC-04 ggg;il:cseysstem transfer via shared system resources. Functional Equal Shared Resources SEA-05 information transfer via shared 10
system resources.
la. [Selection (one): Protect against; Limit] the effects of] Mechanisms exist to control
the following types of denial-of-service events: resource utilization of
Denial-of-service [Assignment: organization-defined types of denial-of- Technology Assets, Applications
SC-05 Protection iservice events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority | CAP-02 |and/or Services (TAAS) that are 5
lachieve the denial-of-service objective: [Assignment: susceptible to Denial of Service
lorganization-defined controls by type of denial-of- (DoS) attacks to limit and
service event]. prioritize the use of resources.
la. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to conduct
the following types of denial-of-service events: capacity planning so that
Denial-of-service [Assw_gnment; organization-defined types_of denial-of- necessary capacity for
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Capacity Planning | CAP-03 |information processing, 5
achieve the denial-of-service objective: [Assignment: telecommunications and
lorganization-defined controls by type of denial-of- environmental support will exist
service event]. during contingency operations.
a. [Selection (one): Protect against; Limit] the effects of| . . .
the following types of denial-of-service events: m:;lgi?;:r:tE’:"Séftgaf:acgi'tt;te the
Denial-of-service [Assignment: organization-defined types of denial-of- Capacity & management controls to ensure
SC-05 Protection service events]; andb. Employ the following controls to | Functional [Intersects With Performance CAP-01 optimal system performance to 5
lachieve the denial-of-service objective: [Assignment: Management meet expected and anticipated
orga_nlzatlon—deﬂned controls by type of denial-of- future capacity requirements.
service event].
la. [Selection (one): Protect against; Limit] the effects of|
the fol\owmg types _of d_emal-of—serwce events: . Automated mechanisms exist to
Denial-of-service  |[LASSignment: organization-defined types of denial-of- Denial of Service | NET- |protect against or limit the
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With (DoS) Protection 02.1 |effects of denial of service 5
lachieve the denial-of-service objective: [Assignment: . ttacks
lorganization-defined controls by type of denial-of- .
service event].
Mechanisms exist to control
Denial-of-service resource utilization of
Protection | Manage capacity, bandwidth, or other redundancy to 'Technology Assets, Applications
SC-05(02) ICapacity, limit the effects of information flooding denial-of- Functional [Intersects With| Resource Priority | CAP-02 |and/or Services (TAAS) that are 5
Bandwidth, and service attacks. susceptible to Denial of Service
Redundancy (DoS) attacks to limit and
prioritize the use of resources.
Mechanisms exist to conduct
Denial-of-service capacity planning so that
Protection | Manage capacity, bandwidth, or other redundancy to necessary capacity for
SC-05(02) Capacity, limit the effects of information flooding denial-of- Functional [Intersects With| Capacity Planning | CAP-03 |information processing, 5
Bandwidth, and service attacks. telecommunications and
Redundancy environmental support will exist
during contingency operations.
@ MOoNItor and Control communications at the externar
managed interfaces to the system and at key internal
managed interfaces within the system;b. Implement
isubnetworks for publicly accessible system Mechanisms exist to monitor and
Boundary components that are [Selgctiun (one): p_hys_ica\ly; Boundary control communications at the
SC-07 Protection logically] separated from internal organizational Functional [Intersects With Protection NET-03 |external network boundary and 5
networks; andc. Connect to external networks or at key internal boundaries within
isystems only through managed interfaces consisting of| the network.
boundary protection devices arranged in accordance
with an organizational security and privacy
architecture.
Bound Mechanisms exist to limit the
oundary L . L
5C-07(03) Protection | Access Limit the number of external network connections to Functional Equal Limit Network NET- E:m%erLzgﬁ?]g‘é‘éigﬁ;‘tt:’i(tfr”a' 10
© the system. Connections 03.1 s
Points Technology Assets, Applications
@ TMplement a managed Mterrace Tor each externar <L
telecommunication service;b. Establish a traffic flow
policy for each managed interface;c. Protect the
iconfidentiality and integrity of the information being
transmitted across each interface;d. Document each : : R
lexception to the traffic flow policy with a supporting mzcnhaargsni"nsteerilascte“f)orpzlazt:m a
Boundary mission or business need and duration of that need;e. 9 P
: ; : h external telecommunication
Protection | Review exceptions to the traffic flow policy External NET- |service that protects the
SC-07(04) External [Assignment: organization-defined frequency] and Functional [Intersects With| Telecommunication 03.2 conﬁdentialiti/ and integrity of 5
[Telecommunication {remove exceptions that are no longer supported by an s Services . the information being
s Services lexplicit mission or business need;f. Prevent transmitted across each
unauthorized exchange of control plane traffic with interface
lexternal networks;g. Publish information to enable .
remote networks to detect unauthorized control plane
traffic from internal networks; andh. Filter
unauthorized control plane traffic from external
netwark:
Mechanisms exist to configure
Boundary Deny network communications traffic by default and Deny Traffic by firewall and router configurations
Protection | Deny |allow network communications traffic by exception " NET- |to deny network traffic by default
SC-07(03) by Default — Allow |[Selection (one or more): at managed interfaces; for Functional  lIntersects With T, Df:faﬁlt é‘ AIIO;’!’ 04.1 [and allow network traffic by 5
by Exception [Assignment: organization-defined systems]]. rafic by Exception exception (e.g., deny all, permit
by exception).
Boundary Prevent split tunneling for remote devices connecting micnea“r:"g'?;rer:ﬁ‘t;é z:‘\;’i?g; SPITY
Protection | Split to organizational systems unless the split tunnel is . " CFG- " b
SC-07(07) [Tunneling for securely provisioned using [Assignment: organization- Functional Equal Split Tunneling 03.4 “"‘955, thedSp“t. tunnel 1S set-;urely 10
Remote Devices  [defined safeguards]. gro_v\slone using organization-
efined safequard
Boundary . - ) . Mechanisms exist to route
Protection | Route cRg%t:'\x[Jﬁiss;%\T)r:seI;rtéf?il—cg]atrv;IZ[aAtsI:igf:\g:idc;pgt:;?zaaltion— Route Internal NET. |internal communications traffic
SC-07(08) ZLatfr?ecntt?cated defined external networks]vthrough authenticated Functional Intersects With Trafgg&oe:oxy 18.1 ?rge:r:i?t?;::%i;ise;h;?gg;‘ 5
Proxy Servers proxy servers at managed interfaces. servers at managed interfaces.
Mechanisms exist to force
Boundary Internet-bound network traffic
. Route [Assignment: organization-defined internal through a proxy device (e.g.,
5C-07(08) $ro;§ctt|on | Route icommunications traffic] to [Assignment: organization- Functional |Int ts With DNS & Content NET-18 Policy Enforcement Point (PEP)) 5
g Aruathecnt\ocated defined external networks] through authenticated unctional {intersects Wi Filtering "> |for URL content filtering and DNS
Proxy Servers proxy servers at managed interfaces. filtering to limit a user's ability to
connect to dangerous or
prohibited Internet sites.
Boundary . .
Protection | Restrict |a. Detect and deny outgoing communications traffic ?oenctl:glngﬁsnfﬂsiiatgonr:gr;totL:nd
sc-07(09)  |[hreatening posing a threat to external systems; andb. Auditthe | ¢\ ional [intersects with| ~ Boundary NET-03 |external network boundary and 5
lOutgoing identity of internal users associated with denied Protection t key internal boundaries within
ICommunications  |communications. at key
" the network.
[Traffic
T TCTITATITSTITS S ATST o TTTam e e
Boundary managed interface for each
Protection | Restrict |a. Detect and deny outgoing communications traffic External external telecommunication
[Threatening posing a threat to external systems; andb. Audit the " P NET- |service that protects the
SC-07(09) lOutgoing identity of internal users associated with denied Functional [intersects With Telecso;nerlgﬁgécsatlon 03.2 [confidentiality and integrity of 5
ICommunications icommunications. the information being
Traffic transmitted across each
Boundary a. Prevent the exfiltration of information; andb. Prevent NET- A:Jée;atttehderﬁﬁngﬁgsrsgdex\st to
SC-07(10) Protection | Prevent |[Conduct exfiltration tests [Assignment: organization- Functional |Intersects With Unauthorized 03.5 ZXﬁItration of sensitive/regulated 5
Exfiltration defined frequency]. Exfiltration data across managed interfaces.
[Automated mechanisms exist to
Boundary a. Prevent the exfiltration of information; andb. Data Loss implement Data Loss Prevention
SC-07(10) Protection | Prevent |Conduct exfiltration tests [Assignment: organization- Functional |Intersects With Prevention (DLP) NET-17 |(DLP) to protect sensitive 5
Exfiltration defined frequency]. information as it is stored,

transmitted and processed
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Boundar Mechanisms exist to configure
Protectioyn | Restrict Only allow incoming communications from Deny Traffic by firewall and router configurations
SC-07(11) Incomin [Assignment: organization-defined authorized sources] Functional |Intersects With Defa):JIt & Allox NET- |to deny network traffic by default 5
Commur?\cations to be routed to [Assignment: organization-defined Traffic by Exception 04.1 |and allow network traffic by
Hraffic lauthorized destinations]. Y P! exception (e.g., deny all, permit
by exception).
B mesete Y alow ncoming communications fom
SC-07(11)  |Incoming [Assignment: organization-defined authorized sources] | ¢, tional [intersects with| ~ Boundary NET-03 |external network boundary and 5
Communications to be r_outed to _[Ass_lgnment: organization-defined Protection at key internal boundaries within
Hraffic authorized destinations]. the network.
Boundary Implement [Assignment: organization-defined host- Mechanisms exist to implement
g : _ |pased boundary protection mechanisms] at . Host-Based Security| END- |underlying software separation
SC-07(12) g;"st:dﬁ;’?gé;?os; [Assignment: organization-defined system Functional Equal Function Isolation 16.1 |mechanisms to facilitate security 10
icomponents]. function isolation.
Ty STCaTSTTUTTTy TITETTTATITSTT
Boundary exist to locate system
K;oatﬁfstt'on | Protect Protect against unauthorized physical connections at Equipment Siting & fﬁmmg:?&:ﬁw’égem;agcemftryotls
SC-07(14) Unauthorized [Assignment: organization-defined managed Functional |Intersects With Protection PES-12 physical and environmental 5
Physical interfaces]. hazards and to minimize the
IConnections opportunity for unauthorized
" PhYSicaraccess control
Zrﬂ:ﬁwcsttlon | Protect Protect against unauthorized physical connections at Lockable Physical PES- mechanisms exist to protect
SC-07(14) Ugauthorized [Assignment: organization-defined managed Functional (Intersects With Casin Sy 03.2 system components from 5
bhysical interfaces]. 9 . unauthorized physical access
4 RET (2.9 Jockable physicalcasings)
g?;tre]ctai:)yn | Protect exist to protect power and
IAgainst Protect against unauthorized physical connections at Transmission PES- telecommunications cabling
SC-07(14) U?\authorized [Assignment: organization-defined managed Functional [Intersects With Medium Securit 12.1 |carrving data or supporting 5
Physical interfaces]. Y "~ |information services from
Connections interception, interference or
Mechanisms exist to facilitate the
implementation of industry-
. . recognized security, compliance
Boundary Prevent systems from entering unsecure states in the o : f
SC-07(18) Protection | Fail levent of an operational failure of a boundary Functional [Intersects With Secu;erisza)\lr;enng SEA-01 i;gczgi'a“t?gﬁedper;;:ces in the 5
Secure protection device. development, implementation
and modification of Technology
|Assets, Applications and/or
UTOTITATEU TITETITaTTSTITS EATST T
dynamically isolate (e.g.,
Ero;zgtai:)yn | Provide the capability to dynamically isolate Dynamic Isolation &\ er_ Zir;idnbo:dnuﬂvntnr:s:vehdeggrtnhzonents
SC-07(20) Dynamic Isolation [Assignment: organization-defined system Functional Equal Segregation 03.6 |com: gonent is isolated in a fault- 10
alzd Segregation icomponents] from other system components. (Sandboxing) . contgined environment but it can
still collaborate with the
Mechanisms exist to employ
Boundary Employ boundary protection mechanisms to isolate boundary protections to isolate
y Protection | [Assignment: organization-defined system . Isolation of System | NET- [Technology Assets, Applications
SC-07(21) Isolation of System |components] supporting [Assignment: organization- Functional Equal Components 03.7 |and/or Services (TAAS) that 10
IComponents defined missions and/or business functions]. support critical missions and/or
business function
Boundary Implement [Selection (one): physically; Togically]
Protection | iseparate subnetworks to isolate the following critical Cloud Infrastructure| Mechanisms exist to host
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional |Intersects With Security Subnet CLD-03 |security-specific technologies in 5
to :)solate Functions lorganization-defined critical system components and Y a dedicated subnet.
functionsl. TTETTTATIISTITS EXTST TU TITTPTETTTETTT
security management subnets to
Boundar Implement [Selection (one): physically; logically] isolate security tools and support
Protectioyn | iseparate subnetworks to isolate the following critical Security NET- components from other internal
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional |Intersects With Management 06.1 system components by 5
lto i)solate Functions lorganization-defined critical system components and Subnets : implementing separate
functions]. subnetworks with managed
interfaces to other components
+
Implement [Selection (one): physically; Togically] ﬁecﬁamsms exist to implement
gf&zgz;\{q | iseparate subnetworks to isolate the following critical Se?;ﬁ;z‘:s;:nfgfor NET- separate network addresses
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional |Intersects With Different Segurit 03.8 (e.g., different subnets) to 5
lto :’solate Functions lorganization-defined critical system components and Domains Yy . connect to systems in different
functionsl ecurity domain
[Transmission ) . . - Cryptographic mechanisms exist
SC-08 IConfidentiality and m)eteﬁt t;qu[?;l:sclt“l?tr;e(gr;:fg:rrr:watzirs:‘. confidentiality; Functional |Intersects With ggﬁgzgﬁzﬁ? CRY-03 |to protect the confidentiality of 5
Integrity grity : Yy data being transmitted.
[Transmission : y - ieci Cryptographic mechanisms exist
SC-08 IConfidentiality and ::'rseteﬁt t?sf[tsrzlsscr:;?t:e(gri‘:fg:rrr:‘a(z:':li: confidentiality; Functional |Intersects With Tr?:tsem:tslon CRY-04 to%)protgctﬁhe integrity of data 5
Integrity grity. : grity being transmitted.
&annﬁstgw:;m and Implement cryptographic mechanisms to [Selection gyp?te?/ger:tp::amig?iazgldsms exist
SC-08(01) Integrity | Y _(one or n_10re): prevent unautho_rized disclosure .Df Functional |Intersects With Alternate P_hysical CRY- disclosure of information as an 5
" information; detect changes to information] during Protection 01.1 : "
Cryptographic transmission alternative to physical
Protection . safeguards.
[Transmission . : : Mechanisms exist to facilitate the
IConfidentiality and I(?r?eleo":emn;é?(p,ffe%r:ﬁmcn?ﬁganlﬁ?ji;&ﬁi'?;g?" Use of implementation of cryptographic
SC-08(01) Integrity | N P f N n Functional [Intersects With|  Cryptographic CRY-01 |protections controls using known 5
ICryptographic L?;?];Tnaégg}]dmd changes to information] during Controls public standards and trusted
Protection . cryptographic technologies.
[Transmission . . .
Y Implement cryptographic mechanisms to [Selection . . .
Confidentiality and | ;10" more): prevent unauthorized disclosure of . ) Transmission Cryptographic mechanisms exist
SC-08(01) Integrity | information; detect changes to information] durin Functional |Intersects With Confidentialit CRY-03 [to protect the confidentiality of 5
ICryptographic It P 9 9 Yy data being transmitted.
! ransmission.
Protection
Transmission Cryptographic mechanisms exist
onfidentiality an aintain e |Selection (one or more): confidentiality; re/Pos 0 ensure the confidentiality an
IConfidentialit: d |Maintain the [Selection (i ) fidentialit Pre/Post CRY- It thi fidentialit d
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional |Intersects With Transmission 013 integrity of information during 5
Post-transmission  [transmission and during reception. Handling . preparation for transmission and
Handlina during reception
[Transmission Mechanisms exist to facilitate the
IConfidentiality and |Maintain the [Selection (one or more): confidentiality; Use of implementation of cryptographic
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional [Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Post-transmission  [transmission and during reception. Controls public standards and trusted
Handling cryptographic technologies.
ransmission
Confidentiality and |Maintain the [Selection (one or more): confidentiality; Mechanisms exist to restrict the
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional |Intersects With Media Use DCH-10 |use of types of digital media on 5
'ost-transmission ransmission an uring reception. Systems or system components.
Post-t issi it issil d duri ti te e t
Handlina
[Terminate the network connection associated with a network c‘(la‘nnee)g?ito:\osl:t”t'rlulgﬂe:d
SC-10 Network Disconnect communications session at the end of the session or Functional Equal Network Connection NET-07 |of a session or after an 10
after [Assignment: organization-defined time period] of a Termination organization-defined time period
inactivity. of inactivit
Establish and manage cryptographic keys when : :
-« A Mechanisms exist to securely
" cryptography is employed within the system in N A
Crypto_graphlc Key laccordance with the following key management : 8 Public Key implement an internal Public Key
SC-12 Establishment and . N h N ion-defined Functional |Intersects With f CRY-08 |Infrastructure (PKI) infrastructure 5
Management requ!rements. [Assignment: o‘rgam‘zatlron-‘e ne Infrastructure (PKI) or obtain PKI services from a
requirements for key generation, distribution, storage, reputable PKI service provider
laccess, and destruction]. P P -
Cryptographic Key Mechanisms exist to ensure the
3 Establishment and [Maintain availability of information in the event of the ) Cryptographic Key | CRY- [availability of information in the
SC-12(01) Management | loss of cryptographic keys by users. Functional Equal Loss or Change 09.3 |event of the loss of cryptographic| 10
|Availability keys by individual users.
a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following c " . .
. " . . ryptographic mechanisms exist
.~ ICryptographic types of cryptography required for each specified . Encrypting Data At g -
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional |intersects With Rest CRY-05 ;?sglrg;’fpetgfng:::ggzrzgt 5
types of cryptography for each specified cryptographic "
use].
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a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following

FedRAMP 5_x000a_High

Mechanisms exist to address the
lexporting of cryptographic
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| Cryptographic
Protection

lorganization-defined system components or medial:

L ianment: organization-defined informationl

Integrity

being transmitted.

. ICryptographic types of cryptography required for each specified . N Export-Controlled CRY- P . N
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional |Intersects With Cryptography 01.2 ﬁ:f:vnaorigglteai\:?oion;r?garre‘cilvavéh 5
types of cryptography for each specified cryptographic A t Yy 9 Yy
use]. requirements.
a. Determine the [Assignment: organization-defined . . .
cryptographic uses]; andb. Implement the following Use of ?:I::IZ;";‘T;g’:"sgftsr;;ctggfgigihce
SC-13 Cryptog_raphlc types of cry[_)togra.phy r.eq“"ed for each Sp.ec'f'Edv Functional |Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Protection icryptographic use: [Assignment: organization-defined Controls bublic standards and trusted
tlys;;?s of cryptography for each specified cryptographic cryptographic technologies.
e — : Mechanisms exist to unplug or
la. Prohibit remote activation of collaborative e R
Collaborative icomputing devices and applications with the following g:l)‘2';1;;Eigi?&teu?;nv:gs{;:;
SC-15 IComputing Devices except!ons: [Assignment: organiz_atio_n—deﬁned Functional [Intersects With CoHa_borativg END-14 |with the follcwingixce%t\ons‘(l) 5
and Applications lexceptions where remote activation is to be allowed]; Computing Devices Networked whiteboards;(2) Video
PP landb. Provide an explicit indication of use to users teleconference cameras" and(3)
physically present at the devices. Teleconference microphones.
Transmission of
Security and " . . " " : . Cryptographic mechanisms exist
SC-16(01) Privacy Attributes | Ztetrrlifbyuttzi integrity of transmitted security and privacy Functional |Intersects With TrT':\tsem:tslon CRY-04 |to protect the integrity of data 5
Integrity . grity being transmitted.
Verification
S;acTJSrEPy‘S:InC:in of Transmission of _r:_llecr}‘ﬁanlismsAexistt toAasslpc\?te
- \Verify the integrity of transmitted security and privac N Cybersecurity & echnology Assets, Applications
SC-16(01) :’révac_{ Attributes | attrligutes.l oty ' urity and privacy | ginctional  |Intersects With D)gta Protueclt\i/on CRY-10 |and/or Services (TAAS) security 5
ntegrity il attributes with information
IVerification : ek T 5 ThseT T Attributes TAAS
la. Tssue public key certificates under an [Assignment: . X
Public Ke lorganization-defined certificate policy] or obtain public :":ﬁgﬁ?ﬂ:Zr??rlwstteﬁgasler’cﬁgﬁlcyl(e
sc-17 Infrastructure key certificates from an approved service provider; Functional [Intersects with| | _._Public Key CRY-08 |Infrastructure (KD infrastructure 5
Certificates andb. Include only approved trust anchors in trust Infrastructure (PKI) or obtain PKI services from a
stores or certificate stores managed by the ble PKI h id
lorganization. reputa e service proviaer.
[@. Define acceptable and unacceptable mobile code n -
sc-18 Mobile Code land mobile code technologies; andb. Authorize, - Functional |[Intersects With| ~ Mobile Code  |END-10 ﬂi@'.’.i”c'i?é /eﬁ';fééci‘angds?ssfem. 5
monitor, and control the use of mobile code within the :
tem independent applications.
Mobile Code | t .
Identify Identify [Assignment: organization-defined Vulnerability \vjf\z;‘_g;m;g’gi tomenes::re that
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional [Intersects With Remediation VPM-02 identified, tracked ‘;ndp y 5
land Take Corrective|organization-defined corrective actions]. Process o
- remediated.
ﬁogl e Code [
Identify Identify [Assignment: organization-defined Mechanisms exist to address
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional [Intersects With Mobile Code END-10 [mobile code / operating system- 5
land Take Corrective|organization-defined corrective actions]. independent applications.
ﬁoé. e Code [ Continuous Mechanisms exist to address new|
Identify Identify [Assignment: organization-defined Vulnerabilit threats and vulnerabilities on an
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional (Intersects With Remediatiox VPM-04 |ongoing basis and ensure assets 5
and Take Corrective|organization-defined corrective actions]. Y are protected against known
ctions Activities attacks.
Mobile Code | \Verify that the acquisition, development, and use of Mechanisms exist to protect
. |Acquisition, mobile code to be deployed in the system meets . Software Licensing | AST- [Intellectual Property (IP) rights
SC-18(02) Development, and |[Assignment: organization-defined mobile code Functional  Intersects With Restrictions 02.7 |with software licensing 5
Use requirements]. restrictions.
MoDbiTe Code | [Verity that the acquisition, development, and USe of Mechanisms exist to address
_ |Acquisition, mobile code to be deployed in the system meets : . . ~
SC-18(02) Development, and [[Assignment: organization-defined mobile code Functional [Intersects With Mobile Code END-10 [mobile code / operat\pg system: 5
Use. requirement: independent applications.
Mechanisms exist to force
Internet-bound network traffic
Mobile Code | through a proxy device (e.g.,
3 Prevent Prevent the download and execution of [Assignment: . DNS & Content _, g [Policy Enforcement Point (PEP))
SC-18(03) Downloading and |organization-defined unacceptable mobile code]. Functional |Intersects With Filtering NET-18 for URL content filtering and DNS 5
Execution filtering to limit a user's ability to
connect to dangerous or
prohibited Internet sites.
MOBITE Code | - -
sc1g(03)  [rrevent Prevent the downioad and execution of [ASSIGNMENt: | ¢ ncviona)  [intersects With|  Mobile Code | END-10 |mobile code | operating system- 5
Eog\:vrrlx‘\:)iggmg and |organization-defined unacceptable mobile code]. independent applications.
Mobile Code | Prevent the automatic execution of mobile code in Mechanisms exist to address
. |[Assignment: organization-defined software : "
SC-18(04) E;eevcil:itoﬁutomatlc applications] and enforce [Assignment: organization- Functional (Intersects With Mobile Code END-10 m;?I::dos:t/aoprle‘rcaatt\;:)gn:ystem— 5
defined actions] prior to executing the code. P PP .
N : " f T To explicith
| Prevent the automatic execution of mobile code in Techanisms exist to expicity
SC-18(04) I\Pll:el\)/lentczﬂfo‘matic [Assignment: organization-defined software Functional |Intersects With Explicitly Allow / CFG- ;‘I:;jcvl\,( ((Zlé?vwl‘ilztt//;‘llglctlfl‘i‘sstt)’ andrer 5
Execution applications] and enforce [Assignment: organization- Deny Applications | 03.3 a Iicationys that are authorized
defined actions] prior to executing the code. topzxecute on tem
@ PTOVIde aaaitonar aata origin autnentication and
integrity verification artifacts along with the
Secure lauthoritative name resolution data the system returns Mechanisms exist to ensure
in response to external name/address resolution . Domain Name Service (DNS)
Name/address ; ; o Domain Name ot N
g ’ . iqueries; andb. Provide the means to indicate the " . N 10 |resolution is designed,
SC-20 geuiﬂg:;fants:mce security status of child zones and (if the child supports Functional  intersects With Sir:;%e‘u(t%l\:‘s) NET-10 implemented and managed to 5
Source) isecure resolution services) to enable verification of a protect the security of name /
ichain of trust among parent and child domains, when address resolution.
loperating as part of a distributed, hierarchical
o
Mechanisms exist to perform
aipe el | (oo rgn authentcetion ond
" . data integrity verification on the name/address " h " NET- ntegrity h
SC-21 Resolution Service luti h . i Functional Equal Service (Recursive 10.2 Domain Name Service (DNS) 10
(recursive or rest?] ut_ltoré_responsest e system receives from or Caching *“ |resolution responses received
ICaching Resolver) authoritative sources. Resolver) from authoritative sources when
requested by client systems.
Mechanisms exist to ensure
|Architecture and Ensure the systems that collectively provide Architecture & systems that collectively provide
5C-22 Provisioning for name/address resolution service for an organization Functional Equal Provisioning for NET- |Domain Name Service (DNS) 10
Name/address are fault-tolerant and implement internal and external q Name / Address 10.1 |resolution service are fault-
Resolution Service |role separation. Resolution Service tolerant and implement
internal/external role separation.
Session B o i i . Mechanisms exist to protect the
SC-23 IAuthenticit Protect the authenticity of communications sessions. Functional Equal Session Integrity | NET-09 |authenticity and integrity of 10
Y communications sessions.
Fail to a [Assignment: organization-defined known . .
isystem state] for the following failures on the indicated ges?;rannslstr:?a?lxtl(s)t;r? enable
icomponents while preserving [Assignment: SEA- oX anization-defined known-state
SC-24 Fail in Known State |organization-defined system state information] in Functional [Intersects With Fail Secure 07.2 forgt es of failures, preservin 5
failure: [Assignment: list of organization-defined types : s stgﬁ'\ ctate inforn';azion in 9
of system failures on organization-defined system f;/ilure
icomponents]. .
- — EXISTTo protect the
. Protect the [Selection (one or more): confidentiality; . y mechianisma exi X
Protection of N - © © ! . Endpoint Protection confidentiality, integrity,
SC-28 f integrity] of the following information at rest: Functional [Intersects With END-02 P 5
Information at Rest [Assignment: organization-defined information at rest]. Measures avallal_)lllty ar_1d safety of
endnaint device
: Protect the [Selection (one or more): confidentiality; " Cryptographic mechanisms exist
SC-28 rnr?otrencwtalggr?fat Rest integrity] of the following information at rest: Functional |Intersects With Encrypt'l;gtData At CRY-05 |to prevent unauthorized 5
[Assignment: organization-defined information at rest]. disclosure of data at rest.
: Implement cryptographic mechanisms to prevent . . 3
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With gz)tegctiopn 11.4 diszlosure and/or modification of 5
Protyee:tign P lorganization-defined system components or media]: : backup information
[Assianment: organization-defined informationl. P -
brotection of [mplement cryptographic mechanisms to prevent
Information at Rest unauthorized disclosure and modification of the Encrypting Data At Cryptographic mechanisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With P Regst CRY-05 [to prevent unauthorized 5
Protyepctiogn P lorganization-defined system components or media]: disclosure of data at rest.
i " ization-defj informationl
Protection of Implement cryptographic mechanisms to prevent
Information at Rest unauthorized disclosure and modification of the Transmission Cryptographic mechanisms exist
SC-28(01) following information at rest on [Assignment: Functional |Intersects With CRY-04 |to protect the integrity of data 5
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Protection of Impletrr:\ent chdptolgraphic n'\dechadrjiﬁsmf_ to pl;et\r/'ent tCryptfigr?zcic megi:anitsrrlx_i exisé
: unauthorized disclosure and modification of the : 0 protect the confidentiality an
SC-28(01) :ncf?;;itg'fgpitifeﬁ following information at rest on [Assignment: Functional |Intersects With Enscgfatér;gM[La;iaa In %gHz integrity of information stored on 5
Protection organization-deﬁnec_i system components or media]: : digit_al media during transport
[Assignment: organization-defined information]. outside of controlled areas.
Mechanisms exist to remove
Protection of Remove the following information from online storage CRY- :zssaer(é)si?/teaitfrgfrzlﬁnell;:]easgzrcaugree
SC-28(02) Information at Rest land store offline in a secure location: [Assignment: Functional [Intersects With| Offline Storage 05.2 |location until it can be disposed 5
| Offline Storage lorganization-defined information]. of according to data retention
requirements.
Mechanisms exist to create
recurring backups of data,
Protection of Remove the following information from online storage Z:f;mrgsacg:? i{setﬁ:?em:ﬁge:f'
SC-28(02) Information at Rest |and st_ore‘ofﬂme in a secure chation: [Assignment: Functional |Intersects With Data Backups BCD-11 these backups, yto ensuregth)el 5
| Offline Storage lorganization-defined information]. availability of the data to satisfy
Recovery Time Objectives (RTOs)
and Recovery Point Objectives
Employ the following operations security controls to Ia:c’;’:’a‘i‘né’a‘inesléégﬁthymu" n
sc-38 Operations Security s;‘;{:cmt 'éZ‘(IE°|g%am”‘Ez:tt"?f’;ac';rc‘lfgrr[lfs"‘;”ntmhg#gh°“t the | Eunctional [Intersects With Secé‘g'ge?‘(’segact‘)"”s 0PS-04 ?apcﬁlrtaattlggsa Center ggocgstehat 5
lorganization-defined operations security controls]. capability.
Employ the following operations security controls to . . -
SC-38 (Operations Security protect key orgamzatignal information throughout the Functional [Intersects With|Operations Security| OPS-01 iMme:I:?:;Tastf:?lsotftgpfearca”tlit:::Ime 5
system development life cycle: [Assignment: security controls
lorganization-defined operations security controls]. :
I . Mechanisms exist to implement a
SC-39 Process Isolation Zfe"c'ﬁi::gassyeﬁz:t;rszeescﬁm domain for each Functional Equal Process Isolation | SEA-04 [separate execution domain for 10
" each executing process.
MECNanisms exist o protect
external and internal wireless
Protect external and internal [Assignment: la‘?tkascgog']\riggﬁlrﬁzfigﬁazrfor
: lorganization-defined wireless links] from the following . . N
SC-40 \Igvr‘c;tee‘ifii)rl;mk sigr_1a| parameter _attacks: [Assignment: organization- Functional [Intersects With W;r;lte;sﬁl(;l:k Tng ?m;:ﬁgznidmﬁf.ﬁ scanning 5
defined types of signal parameter attacks or for unauthorized wireless access
references to sources for such attacks]. oints and taking appropriate
action, if an unauthorized
Protect external and mternal [ASsignment: f?é‘u?ﬁmm@topﬁﬁgtect the
Wireless Link lorganization-defined wireless links] from the following Wireless Access confidentiality and integrity of
SC-40 Protection signal parameter attacks: [Assignment: organization- Functional [Intersects With| Authentication & | CRY-07 |wireless networking technologies 5
defined types of signal parameter attacks or Encryption by implementing authentication
references to sources for such attacks] and strona encrvption
N . . Synchronization Mechanisms exist to synchronize
System Time ISynchronize system clocks within and between : P MON- | "
SC-45 Synchronization systems and system components. Functional  Intersects With W‘t.rhiggtg:srtca:\’e 07.1 ?&fggﬁltasz\slt:?rﬁeloscﬁjrﬂsh an 5
- s y Ty 5
System Time lorganization-defined frequency] with [Assignment:
ISynchronization |  |organization-defined authoritative time sourcel; andb. Synchronization MON- Mechanisms exist to synchronize
SC-45(01) Synchronization ISynchronize the internal system clocks to the Functional Equal With Authoritative 07.1 internal system clocks with an 10
with Authoritative |authoritative time source when the time difference is Time Source " |authoritative time source.
[Time Source igreater than [Assignment: organization-defined time
Relocate [Assignment: organization-defined sensors L’Iic:ra{::fergi ﬁifééo ‘t’r?aTOSTes
land monitoring capabilities] to [Assignment: IrYdicators of Comprgomise (loC) to|
SC-48 Sensor Relocation |organization-defined locations] under the following Functional [Intersects With| Threat Hunting | THR-07 detect, track and disrupt threats 5
iconditions or circumstances: [Assignment: that e\}ade existing security
lorganization-defined conditions or circumstances].
controls.
Relocate [Assignment: organization-defined sensors Mechanisms exist to utilize a
land monitoring capabilities] to [Assignment: Automated Tools MON- Security Incident Event Manager
SC-48 Sensor Relocation |organization-defined locations] under the following Functional (Intersects With for Real-Time 01.2 (SIEM), or similar automated tool, 5
iconditions or circumstances: [Assignment: Analysis ' |to support near real-time
lorganization-defined conditions or circumstances]. analysis and incident escalation.
[@. DEVETop, JOCUTTENT, ana arssermimarte to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with Mechanisms exist to review the
lapplicable laws, executive orders, directives, Security, Compliance &
regulations, pol\c\‘e‘s, standa.rds, and guide\\nes; and2. Periodic Review & Besilignce Prpgram (SCRP),
Policy and Procedures t_o fac|||ta_te t_he |mp|eme|_1tat\on of the ) Update of Security, including policies, standards and
SI-01 Procedures isystem and information integrity policy and the Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
lassociated system and information integrity controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the system and information effectiveness.
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
araanization defined euentel
& UEVEIOP, 1T, N TSSETMaTe 1 Mechanisms exist to facilitate the
[Assignment: organization-defined personnel or implementation of industry-
roles]:1. [Selection (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] system and resilience pract’ices in the
land information integrity policy that:a. Addresses specification, design
purpose, scope, roles, responsibilities, management developmené impler’nentation
commitment, coord_ination among orga_nization_al and modiﬁcaé\on of Technology
entities, and compllancg; andb. Is consistent with Assets, Applications and/or
lapplicable laws, executive orders, directives, Services (TAAS).
regulations, policies, standards, and guidelines; and2.
Policy and Procedures to facilitate the implementation of the Secure Engineering
SI-01 Procedures isystem and information integrity policy and the Functional Subset Of Principles SEA-01 10
lassociated system and information integrity controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
laraanizati ined ouentel
G UREDIS £ e arssermmate
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, . " :
regulations, policies, standards, and guidelines; and2. Publishi . Mechanisms exist to establish,
o " ublishing Security, maintain and disseminate
Policy and Procedures Fo fac'“tate t.he |mplemeptat\on of the : Compliance & policies, standards and
SI-01 Procedures syster_ntar&d |nftormat|%n_ |r;tegr\tty po_llcty ar_\td the trols:b Functional [Intersects With Resilience GOV-02 procedures necessary for secure 5
|associated system and information integri controls;b. N : e '
Designate ar)\’[Assignment: organizationg—des'{'ined Documentation compbl!la‘nt and resilient
official] to manage the development, documentation, capabilities.
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
izatian-defi ntsl
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SI-02 Flaw Remediation

Focal Document Element (FDE) Desc

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

FedRAMP 5_x000a_High

Intersects With

Vulnerability &
Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

version 2026.1_x000a_03/27/2026

SI-02 Flaw Remediation

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Intersects With

Software &
Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

SI-02 Flaw Remediation

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Intersects With

Automatic
Antimalware
Signature Updates

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

Flaw Remediation |
|Automated Flaw
Remediation Status

S1-02(02)

Determine if system components have applicable
security-relevant software and firmware updates
installed using [Assignment: organization-defined
lautomated mechanisms] [Assignment: organization-
defined frequencyl

Functional

Intersects With

Automated
Remediation Status

VPM-
05.2

/Automated mechanisms exist to
determine the state of system
components with regard to flaw
remediation.

Flaw Remediation |
[Time to Remediate
Flaws and
Benchmarks for
Corrective Action:

S1-02(03)

a. Measure the time between flaw identification and
flaw remediation; andb. Establish the following
benchmarks for taking corrective actions: [Assignment:
lorganization-defined benchmarks].

Functional

Equal

Time To
Remediate /
Benchmarks For
Corrective Action

VPM-
05.3

Mechanisms exist to track the
effectiveness of remediation
operations through metrics
reporting.

10

Flaw Remediation |
|Automated Patch
Management Tools

SI-02(04)

Employ automated patch management tools to
facilitate flaw remediation to the following system
icomponents: [Assignment: organization-defined
isystem components].

Functional

Intersects With

Automated
Remediation Status

VPM-
05.2

/Automated mechanisms exist to
determine the state of system
components with regard to flaw
remediation.

Flaw Remediation |
|Automated Patch
Management Tools

S1-02(04)

Employ automated patch management tools to
facilitate flaw remediation to the following system
icomponents: [Assignment: organization-defined
Isystem components].

Functional

Intersects With

Automated
Software &
Firmware Updates

VPM-
05.4

/Automated mechanisms exist to
install the latest stable versions
of security-relevant software and
firmware updates.

Flaw Remediation |
|Automated Patch
Management Tools

S1-02(04)

EMpIoy automated patch management TooTs T

facilitate flaw remediation to the following system

icomponents: [Assignment: organization-defined
stem ¢ 1

Functional

Intersects With

Tentranzea
Management of
Flaw Remediation
Pracesse

VPM-
05.1

Mechanisms exist to centrally-
manage the flaw remediation
process.

Flaw Remediation |
|Automated Patch
Management Tools

S1-02(04)

Employ automated patch management tools to
facilitate flaw remediation to the following system
icomponents: [Assignment: organization-defined
Isystem components].

Functional

Intersects With

Software &
Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
A including &

Malicious Code

S-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With

Software &
Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

Malicious Code

SI-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With

Vulnerability &
Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

Malicious Code

5103 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
\with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the

lsystem.

Functional

Intersects With

Malicious Code
Protection (Anti-
Malware)

END-04

Mechanisms exist to utilize
antimalware technologies to
detect and eradicate malicious
code.
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Set Theory Relationship Mapping (STRM)

SI-03

FDE Nam

Malicious Code
Protection

Focal Document Element (FDE) Desc

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect

land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious cod: uarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined

personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

FedRAMP 5_x000a_High

Heuristic /
Intersects With|Nonsignature-Based|
Detection

END-
04.4

Mechanisms exist to utilize
heuristic / nonsignature-based
antimalware detection
capabilities.

version 2026.1_x000a_03/27/2026

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Safeguarding Data
Over Open
Networks

Intersects With

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Automatic
Antimalware
Signature Updates

Intersects With

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
iand send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

ISystem Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
[deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]l.

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

ISystem Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
[deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:

lorganization-defined frequency]l.

Functional

Centralized
Collection of
Security Event Logs

Intersects With

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
event logs.
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Focal Document Element (FDE) Description

FedRAMP 5_x000a_High

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or Cryptographic mechanisms exist
deploy monitoring devices:1. Strategically within the to implement strong
isystem to collect organization-determined essential Safeguarding Data cryptography and security
SI-04 ISystem Monitoring [information; and2. At ad hoc locations within the Functional [Intersects With Over Open NET-12 |protocols to safeguard 5
isystem to track specific types of transactions of Networks sensitive/regulated data during
interest to the organization;d. Analyze detected events transmission over open, public
land anomalies;e. Adjust the level of system monitoring networks.
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].
a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
isystem to collect organization-determined essential Continuous. Mechanisms exist to facilitate the
SI-04 ISystem Monitoring [information; and2. At ad hoc locations within the Functional (Intersects With Monitorin MON-01|implementation of enterprise- 5
isystem to track specific types of transactions of 9 wide monitoring controls.
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].
Mechanisms exist to implement
gystem Monitoring | ) o _ ) ) Intrusion Detection Intrusion Detection / Preventit_)n
S51-04(01) ystelfn—wwde i Conne_ect and conﬁgur_e |nd|\/|du_a| intrusion detection Functional Equal & Prevention MON- Systgms (IDS / IPS) technologies 10
Intrusion Detection |[tools into a system-wide intrusion detection system. Systems (IDS & IPS) 01.1 [on critical systems, key network
ISystem Y segments and network choke
points.
- Mechanisms exist to utilize a
ystem Monitoring | Automated Tools Securit,
. y Incident Event Manager
Sl04(02)  [Putomated Tools ~|Employ automated tools and mechanisms to support | ¢ ignal Equal for Real-Time | MON- [(SiEm), or similar automated tool,| 10
and Mechanisms for|near real-time analysis of events. Analysi 01.2 | t -t
Real-time Analysis nalysis O support near real-time
analysis and incident escalation.
a. Determine criteria for unusual or unauthorized . -
ISystem Monitoring | [activities or conditions for inbound and outbound | Mecha"'sms EXISt‘tO .
" > ! nbound & continuously monitor inbound
Inbound and icommunications traffic;b. Monitor inbound and Outbound MON- |and outbound communications
S1-04(04) Outbound loutbound communications traffic [Assignment: Functional Equal Communications 01.3 |traffic for unusual or 10
ICommunications lorganization-defined frequency] for [Assignment: Traffic . unauthorized activities or
[Traffic lorganization-defined unusual or unauthorized activities conditions
lor conditions]. .
/Alert [Assignment: organization-defined personnel or miﬁ?&ﬁ'sgfrzféiétaon?jer:;a;fa
ISystem Monitoring | |roles] when the following system-generated indications 4 "
S1-04(05) System-generated |of compromise or potential compromise occur: Functional Equal Systen;letnerated l\gcl)’: to alerts from physical, 10
|Alerts [Assignment: organization-defined compromise ers ) cybersecurity, (jata p_r(_)t_ectlon
indicators]. ang_ suppl{ chalp (ajct]g/ltlf_s toI
achieve intearated situational
la. Notify [Assignment: organization-defined incident /Automated mechanisms exist to
ISystem Monitoring |[response personnel (identified by name and/or by Automated implement pre-determined
|Automated role)] of detected suspicious events; andb. Take the . MON- |corrective actions in response to
51-04(07) Response to following actions upon detection: [Assignment: Functional |Intersects With s Rgsponsg to 1’ 01.11 |detected events that hase 5
Suspicious Events |organization-defined least-disruptive actions to uspicious Events security incident implications.
terminate suspicious events].
a. Notify [Assignment: organization-defined incident
ISystem Monitoring | |response personnel (identified by name and/or by Automated mechanisms exist to
|Automated role)] of detected suspicious events; andb. Take the : Automated Incident| IRO- PR ’
5-04(07) Response to following actions upon detection: [Assignment: Functional  Intersects With Handling Processes| 02.1 support the incident handling 5
Suspicious Events |organization-defined least-disruptive actions to process.
terminate suspicious events].
System Monitoring | [Make provisions so that [Assignment: organization- Vislbill Mechanisms exist to configure
 faavtly " Pty iy N isibility of the proxy to make encrypted
51-04(10) Visibility of defined encrypted communications traffic] is visible to Functional Equal Encrypted NET- communications traffic visible to 10
Encrypted [Assignment: organization-defined system monitoring T 18.2 P
ICommunications tools and mechanisms] Communications monitoring tools and
. mechanism:
Mechanisms exist to utilize User
& Entity Behavior Analytics
ISystem Monitoring | [Analyze outbound communications traffic at the (UEBA) and/or User Activity
|Analyze lexternal interfaces to the system and selected " Anomalous Monitoring (UAM) solutions to
Si-04(11) ICommunications [Assignment: organization-defined interior points Functional Equal Behavior MON-16 detect and respond to anomalous| 10
[Traffic Anomalies  |within the system] to discover anomalies. behavior that could indicate
account compromise or other
malicious activities.
/Alert [Assignment: organization-defined personnel or Mechanisms exist to
ISystem Monitoring |[roles] using [Assignment: organization-defined automatically alert incident
|[Automated lautomated mechanisms] when the following : . MON- |response personnel to
S-04(12) 'Organization- indications of inappropriate or unusual activities with Functional |intersects With| Automated Alerts 01.12 |inappropriate or anomalous 5
igenerated Alerts Isecurity or privacy implications occur: [Assignment: activities that have potential
lorganization-defined activities that trigger alerts]. security incident implications.
[Alert [Assignment: organization-defined personnel or
ISystem Monitoring | [roles] using [Assignment: organization-defined Real-Time Alerts of Mechanisms exist to provide
51-04(12) |Automated lautomated mechanisms] when the following Functional |Intersects With| Event Logging MON- [24x7x365 near real-time alerting 5
'Organization- indications of inappropriate or unusual activities with Failure 05.1 |capability when an event log
igenerated Alerts Isecurity or privacy implications occur: [Assignment: processing failure occurs.
lorganization-defined activities that trigger alerts].
. . . . Mechanisms exist to monitor
ISystem Monitoring | gmplqy a W'relef.;s '”””5""1 detection system to " wireless network segments for:
SI1-04(14) \Wireless Intrusion identify rogue W|re|e_ss devices a't‘d to detect attack Functional |Intersects With erelesg Ngtwork MON- (1) Rogue wireless devices; 5
> lattempts and potential compromises or breaches to Monitoring 01.5 y
Detection and(2) Anomalous and/or hostile
the system. activities.
/Automated mechanisms exist to
correlate both technical and non-
ISystem Monitoring | Correlate technical information from across|
Correlate ICorrelate information from monitoring tools and : P MON- |the enterprise by a Security
51-04(16) Monitoring mechanisms employed throughout the system. Functional Equal IMfonltortlng 02.1 [Incident Event Manager (SIEM) or 10
Information niormation similar automated tool, to
lenhance organization-wide
situational awareness.
[Analyze outbound communications traffic at external [/Automated mechanisms exist to
ISystem Monitoring | [interfaces to the system and at the following interior Data Loss implement Data Loss Prevention
S1-04(18) |Analyze Traffic and [points to detect covert exfiltration of information: Functional |Intersects With Prevention (DLP) NET-17 |(DLP) to protect sensitive 5
ICovert Exfiltration |[Assignment: organization-defined interior points information as it is stored,
within the svstem transmitted and processed
/Analyze outbound communications traffic at external
System Monitoring | [interfaces to the system and at the following interior Analyze Traffic for | MON- l/Automated mechanisms exist to
S1-04(18) |Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With Coveyrt Exfiltration | 11.1 analyze network traffic to detect 5
Covert Exfiltration |[Assignment: organization-defined interior points . covert data exfiltration.
within the svstem]
Implement [Assignment: organization-defined Ie:f:;‘:égdmacg:iltst :ﬁ;:gfi':e?(;r
51-04(19) ISystem Monitoring | [additional monitoring] of individuals who have been Functional Equal Individuals Posing | MON- individuals who Iz’ave been 9 10
Risk for Individuals |identified by [Assignment: organization-defined Greater Risk 01.14 identified as posing an increased
isources] as posing an increased level of risk. level of risk
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Focal Document Element (FDE) Description

Implement the following additional monitoring of

FedRAMP 5_x000a_High

Mechanisms exist to implement

version 2026.1_x000a_03/27/2026

S1-04(20) ’%%it”eemel\gollj;teizng | privileged users: [Assignment: organization-defined Functional Equal P”‘g\lleegr;d I:Jtser 34101'\‘5' lenhanced activity monitoring for 10
9 ladditional monitoring]. 9 : privileged users.
la. Detect network services that have not been
System Monitoring | aut_hurized or a_ppr_oved by [Assignment: organization- . \Automated mechanisms exist to
51-04(22) Unauthorized deﬁneq authorization or approval processgs]; andb. Functional Equal Unauthonze_d MON- |detect unauthor\ze_d network 10
Network Services [Selec_tlon_ (one or more): Audit; Alert [Assignment: Network Services 11.2 |services and alert incident
lorganization-defined personnel or roles]] when response personnel.
detected
TECITATTSTITS EXTST TU UTtZe TTOST=
based Intrusion Detection /
Implﬁment the f[ol\owing host-based monitl;ril;lg ’ :r;ea\::etli:/ne?; asl)éieomnsoerbl:?:iI! HIPS)
System Monitoring |[mechanisms at [Assignment: organization-define N ; MON- i
S-04(23) Host-based DevicesI isystem components]: [Assignment: organization- Functional Equal Host-Based Devices 01.6 Iuong":atgt:dszgsyiltt;elicaiggr?teg\?ent 10
defined host-based monitoring mechanisms]. Manager (SIEM), or similar
automated tool, to maintain
ituatinnal
System Monitoring | :‘;; g?\\ilze;éigzl-‘sg't‘i'nae%d (Zfstg'::;e;?I}Ses']&"i';"éfc';ors of Monitoring for MON- [Automated mechanisms exist to
SI1-04(24) Indicators'of co?npromise pm\,idedpby [Assignment: °’rganization- Functional |Intersects With Indicatprs of 11.3 identify ar]d alert on Indicators of 5
ICompromise defined sourcesl Compromise (I0C) Compromise (loC).
Mechanisms exist to utilize a File
I i i . Integrity Monitor (FIM), or similar
- Discover, collect, and distribute to [Assignment: A
System Monitoring | organization-defined personnel or roles], indicators of : File Integrit) MON- [change-detection technology, on
S1-04(24) Igdlcators_of co?ﬂpromise providedpby [Assignment: organization- Functional (Intersects With Monitoringg(FIyM) 01.7 |critical Technology Assets, 5
ompromise defined sources]. /Applications and/or Services
(TAAS) to generate alerts for
unauthorized modifications.
L . o ) Mechanisms exist to limit the
System Monitoring | Provide visibility into network traffic at external and Limit Network NET- [number of concurrent external
SI-04(25) Optimize Network  |key internal system interfaces to optimize the Functional |Intersects With Connections 03.1 |network connections to its 5
[Traffic Analysis effectiveness of monitoring devices. " [Technology Assets, Applications
AL icac (TAAC)
Mechanisms exist to implement
ISystem Monitoring | |Provide visibility into network traffic at external and Intrusion Detection MON- I;!t;‘tjesrlgg (?Sée;:lt;,%'; é:crr?:;r:)t'?:s
S1-04(25) Optimize Network |key internal system interfaces to optimize the Functional [Intersects With & Prevention ystem 9 5
[Traffic Analysis effectiveness of monitoring devices. Systems (IDS & IPS) OL1 on critical systems, key network
: segments and network choke
points.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
Generate internal security alerts, advisories, and
directives as deemed necessary;c. Disseminate
Security Alerts, security alerts, advisories, and directives to: [Selection . .
SI-05 |Advisories, and (one or more): [Assignment: organization-defined Functional |Intersects With I'\;pllf; Iiata TDA-18 M?F‘;T?"'S;Tfsfex'St tt.c CWEththe 5
Directives personnel or roles]; [Assignment: organization-defined alidation validity of information inputs.
lelements within the organization]; [Assignment:
lorganization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b. Mechanisms exist to maintain
Generate internal security alerts, advisories, and situational awareness of
directives as deemed necessary;c. Disseminate vulnerabilities and evolving
Security Alerts, security alerts, advisories, and directives to: [Selection Threat Intelligence threats by leveraging the
SI-05 |Advisories, and (one or more): [Assignment: organization-defined Functional |Intersects With Feeds THR-03 [knowledge of attacker tactics, 5
Directives personnel or roles]; [Assignment: organization-defined techniques and procedures to
lelements within the organization]; [Assignment: facilitate the implementation of
lorganization-defined external organizations]]; andd. preventative and compensating
Implement security directives in accordance with controls.
lestablished time frames, or notify the issuing
organization of the degree of noncompliance.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
Generate internal security alerts, advisories, and Cryptographic mechanisms exist
directives as deemed necessary;c. Disseminate to implement strong
Security Alerts, security alerts, advisories, and directives to: [Selection Safeguarding Data cryptography and security
SI-05 |Advisories, and (one or more): [Assignment: organization-defined Functional [Intersects With Over Open NET-12 |protocols to safeguard 5
Directives personnel or roles]; [Assignment: organization-defined Networks sensitive/regulated data during
lelements within the organization]; [Assignment: transmission over open, public
lorganization-defined external organizations]]; andd. networks.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
TECITATTISTITS EXTSTTo
situational awareness of
Security Alerts, 'vulnerabilities and evolving
|Advisories, and Broadcast security alert and advisory information Threat Intelligence threats by leveraging the
SI-05(01) Directives | throughout the organization using [Assignment: Functional (Intersects With Feeds THR-03 |[knowledge of attacker tactics, 5
|Automated Alerts  |organization-defined automated mechanisms]. techniques and procedures to
land Advisories facilitate the implementation of
preventative and compensating
a. Verify the correct operation of [Assignment:
lorganization-defined security and privacy functions];b.
Perform the verification of the functions specified in SI-
06a [Selection (one or more): [Assignment: Mechanisms exist to verify the
N ization-defined system transitional states]; upon functionality of security,
Security and o ] . o, stat Control ° i
" " y user with appropriate privilege; : : " compliance and resilience
5-06 Cg\r/i?icc)é;s:cnon [Assignment: organization-defined frequency]];c. Alert Functional  Intersects With F\l;grci;ilggta‘gfyy CHG-06 controls following implemented 5
[Assignment: organization-defined personnel or roles] changes to ensure applicable
to failed security and privacy verification tests; andd. controls operate as designed.
[Selection (one or more): Shut the system down;
Restart the system; [Assignment: organization-defined
alternaltive action(s)1] v‘ahen anomallies zre discovered.
a. Employ integrity verification tools to detect . . . .
unauthorized changes to the following software, ﬁfCh?t"'S;A"S ?;('St é:)MutIhZe ‘F'I‘T
Software, Firmware, [firmware, and information: [Assignment: organization- Endpoint File ntegrity Kioni or (FIM), or similar
. ) ) h " : : technologies, to detect and
SI-07 and Information defined software, firmware, and information]; andb. Functional (Intersects With|Integrity Monitoring| END-06 t thorized chan: 5
Integrity ITake the following actions when unauthorized changes (FIm) report on unauthorized changes
: : to selected files and
to the software, firmware, and information are configuration settings
detected: [Assignment: organization-defined actions]. -
a. Employ integrity verification tools to detect Cryptographic mechanisms exist
unauthorized changes to the following software, to implement strong
Software, Firmware, [firmware, and information: [Assignment: organization- Safeguarding Data cryptography and security
SI-07 and Information defined software, firmware, and information]; andb. Functional (Intersects With Over Open NET-12 |protocols to safeguard 5
Integrity [Take the following actions when unauthorized changes Networks sensitive/regulated data during
to the software, firmware, and information are transmission over open, public
detected: [Assignment: organization-defined actions]. networks.
a. Employ integrity verification tools to detect
unauthorized changes to the following software,
Software, Firmware, ffirmware, and information: [Assignment: organization- . .
si-07 and Information  |defined software, firmware, and informationl; andb. | Functional |Intersects With|  \Put Data p yg Mechanisms exist to check the 5
Integrity [Take the following actions when unauthorized changes idati validity of i fon inputs.
to the software, firmware, and information are
detected: [Assignment: organization-defined actions].
Perform an integrity check of [Assignment:
Software, Firmware, [organization-defined software, firmware, and Mechanisms exist to validate
land Information  |information] [Selection (one or more): at startup; at ) . END- |configurations through integrity
S1-07(01) Integrity | Integrity |[Assignment: organization-defined transitional states Functional Equal Integrity Checks 06.1 |[checking of software and 10
IChecks or security-relevant events]; [Assignment: firmware.
organization-defined frequency]].
Software, Firmware,
land Information Employ automated tools that provide notification to Automated /Automated mechanisms exist to
Integrit: [Assignment: organization-defined personnel or roles] : P END- |alert incident response personnel
sto702) oyl ipon discoverig diserepancies during mtegrity Functional Baual | Wotifications of | 06.3 [upon Uiscovering discrepancics 10
Notifications of \verification. ntegrity Violations during integrity verification.
Integrity Violations
Software, Firmware,
and Information /Automatically [Selection (one or more): shut the Automated /Automated mechanisms exist to
51-07(05) Integrity | system down; restart the system; implement Functional Equal Response to END- |implement remediation actions 10
|[Automated [Assignment: organization-defined controls]] when 06.4 |when integrity violations are

Response to
Integrity Violation:

integrity violations are discovered.

Integrity Violations

discovered.
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Incorporate the detection of the following unauthorized
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Mechanisms exist to detect and

Integrity ichanges into the organizational incident response . Endpoint Detection| END- (respond to unauthorized
51-07(07) Integrat\oln of Icapability: [Assignment: organization-defined security- Functional Equal & Response (EDR) | 06.2 |[configuration changes as 10
Detection and relevant changes to the system]. cybersecurity incidents.
Response
Mechanisms exist to prevent the
Software, Firmware, Implement cryptographic mechanisms to authenticate If‘i"ri:a\nlllaart‘eogo%'f\:glf\t;\at;evz;‘:out
land Information the following software or firmware components prior to . 8 . CHG- y -
SI-07(15) Integrity | Code installation: [Assignment: organization-defined Functional |Intersects With|Signed Components 04.2 ;::fgif:'ogi;‘ta;lI;h;;r?:jpfgﬁgt 5
|Authentication isoftware or firmware components]. an organization-approved
certificate authority.
la. Employ spam protection mechanisms at system Mechanisms exist to utilize anti-
lentry and ex\tdrgo\atsdtotdetect andtactt'on unsor\:clt.ed Phishing & 5 phishing and spam protection
. messages; andb. Update spam protection mechanisms . ishing & Spam "
S1-08 Spam Protection when new releases are available in accordance with Functional Equal Protection END-08 taeccti'g:\DLongf:sgﬁigifézcﬁnaezgatg:se 10
g:gg:&zj:;?al configuration management policy and transported by electronic mail.
Mechanisms exist to
automatically update anti-
. . . Automatic Spam phishing and spam protection
-~ ISpam Protection |  |Automatically update spam protection mechanisms . " END- "
51-08(02) |Automatic Updates [[Assignment: organization-defined frequencyl. Functional Equal Pro?encdtiz:%hp‘ggtes 08.2 tae’_:ha"\;)alﬁg'be‘z ﬁ‘h:gcgftfa;ifsvsifﬁ 10
configuration and change
management practices.
Cryptographic mechanisms exist
to implement strong
information Input ICheck the validity o_f thg follovying informati_on inputs: . Safeguarding Data cryptography and security
SI-10 \Validation [Assignment: organization-defined information inputs Functional [Intersects With Over Open NET-12 |protocols to safeguard 5
to the system]. Networks sensitive/regulated data during
transmission over open, public
CTTETR e Vanarty or te TpuC networks.
- TOTOWITTY TTOTTTEToTT T - -

SI-10 wafﬁg?;g:n Input EAsrsh\gnr\nernt":“?rganization—deﬁned information inputs Functional [Intersects With I\?glii‘l(;a[ziaot: TDA-18 \hlll:hcl:}?;'sm:é::;:%ﬂs;:ge 5
Mechanisms exist to handle error
conditions by:(1) Identifying
potentially security-relevant error|
conditions;(2) Generating error

la. Generate error messages that provide information messages that provide
necessary for corrective actions without revealing information necessary for

SI-11 Error Handling information that could be exploited; andb. Reveal error| Functional Equal Error Handling TDA-19 |corrective actions without 10

messages only to [Assignment: organization-defined revealing sensitive or potentially
personnel or roles]. harmful information in error logs
and administrative messages
that could be exploited; and(3)
Revealing error messages only to
authorized personnel.
Manage and retain information within the system and Mechanisms exist to retain
Information information output from the system in accordance with Media & Data media and data in accordance
SI-12 Management and  |applicable laws, executive orders, directives, Functional |Intersects With Retention DCH-18 |with applicable statutory, 5
Retention regulations, policies, standards, guidelines and regulatory and contractual
operational requirement: obligation
Mechanisms exist to:(1) Retain
Personal Data (PD), including
metadata, for an organization-
defined time period to fulfill the
purpose(s) identified in the
Manage and retain information within the system and notice or as required by law;(2)
Information information output from the system in accordance with Personal Data (PD) Dispose of, destroys, erases,
SI-12 Management and  |applicable laws, executive orders, directives, Functional |Intersects With Retention & PRI-05 [and/or anonymizes the PD, 5
Retention regulations, policies, standards, guidelines and Disposal regardless of the method of
loperational requirements. storage; and(3) Use organization-|
defined techniques or methods
to ensure secure deletion or
destruction of PD (including
originals, copies and archived
records).
Mechanisms exist to address the
use of Personal Data (PD) for
Information internal testing, training and
Management and  |Limit personally identifiable information being Internal Use of research that:(1) Takes
Retention | Limit processed in the information life cycle to the following Personal Data (PD) measures to limit or minimize the|
SI-12(01) Personally lelements of personally identifiable information: Functional |Intersects With For Testing, PRI-05.1|amount of PD used for internal 5
Identifiable [Assignment: organization-defined elements of Training and testing, training and research
Information personally identifiable information]. Research purposes; and(2) Authorizes the
Elements use of PD when such information
is required for internal testing,
training and research.
(nformation TS TS AT T
Management and  [Limit personally identifiable information being zgﬂzg\éﬁlrfgcuelia\f:&j dart;;::;:
Retention | Limit processed in the information life cycle to the following Minimi . 9 - P! .
h g s . inimize Sensitive /| DCH- |stored and/or transmitted
SI-12(01) Personally lelements of personally identifiable information: Functional [Intersects With Regulated Data 18.1 |throughout the information 5
Identifiable [Assignment: organization-defined elements of 9 : " 9
Information personally identifiable information]. :;feeccg;sl:rmtzns‘y thgrsteneelsen’;t:grs
Elements sk e !
Management and Mechanisms exist to minimize
Retention | Use the following techniques to minimize the use of Limit Sensitive / the use of sensitive/regulated
Minimize Personally |personally identifiable information for research, : .| Regulated Data In | DCH- |data for research, testing, or
Si-12(02) Identifiable testing, or training: [Assignment: organization-defined Functional |Intersects With Testing, Training & | 18.2 |training, in accordance with 5
Information in techniques]. Research authorized, legitimate business
[Testing, Training, practices.
o
Mechanisms exist to address the
. use of Personal Data (PD) for
L;I‘;?lrangznn?:nt and internal testing, training and
Retention | Use the following techniques to minimize the use of Internal Use of research that._(l_) Takes_
Minimize Personally |personally identifiable information for research, : Personal Data (PD) measuresfto Jimit o;ml‘mm\ze Ithe
S1-12(02) \dentifiable testing, or training: [Assignment: organization-defined Functional |Intersects With _For_‘l'_estmg, PRI-05.1 amo_unt of Pp used for internal 5
Information in techniques. raining and testing, training and resgarch
Testing, Training Research purposes; and(2) Autr_\onzes the
and Research use of PD when such information
is required for internal testing,
training and research.
Mechanisms exist to:(1) Retain
Personal Data (PD), including
metadata, for an organization-
defined time period to fulfill the
purpose(s) identified in the
Information notice or as required by law;(2)
Management and  |Use the following techniques to dispose of, destroy, or Personal Data (PD) Dispose of, destroys, erases,
SI-12(03) Retention | lerase information following the retention period: Functional |Intersects With Retention & PRI-05 [and/or anonymizes the PD, 5
Information [Assignment: organization-defined techniques]. Disposal regardless of the method of
Disposal storage; and(3) Use organization-|
defined techniques or methods
to ensure secure deletion or
destruction of PD (including
originals, copies and archived
records).
Tnformation
Management and  |Use the following techniques to dispose of, destroy, or Information Mechanisms exist to securely
S1-12(03) Retention | lerase information following the retention period: Functional |Intersects With Disposal DCH-21 (dispose of, destroy or erase 5
Information [Assignment: organization-defined techniques]. P information.
Disposal
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Mechanisms exist to
real-time or near-real-time
failover capability to maintain

version 2026.1_x000a_03/27/2026

sI-13 o e e e or e 15 auchan antive oo ™ | Functional |Intersects Withl Failover Capability | 355 lavalability of critical Technology 5
istandby components in accordance with the following Assets, Applications, Services
criteria: [Assignment: organization-defined MTTF and/or Data (TAASD).
E--prttetfinfre e s mmetoramure v T ToT e
following system components in specific environments . . .
g b I of operation: [Assign]men(;:borgaméatior;)-deﬁned g o I micpdaeglrfﬁae:ﬁ; ;gi?uertee[rl\?'llﬂri)
Predictable Failure |system components]; andb. Provide substitute system . Predictable Failure
si13 Prevention icomponents and a means to exchange active and Functional [intersects With Analysis SEA-07 [for sy;tem c.omponetntsf\n >
istandby components in accordance with the following Zpee(ﬁ;ticof‘nvlronmen S of
criteria: [Assignment: organization-defined MTTF P :
kit itarial
Implement the following controls to protect the system zlleeccull‘atnlir:fsee;(lasrtdtsotl)rnwgtne’\cetnt
SI-16 Memory Protection |memory from unauthorized code execution: Functional Equal Memory Protection | SEA-10 systemymem%ry from p 10
[Assignment: organization-defined controls]. unauthorized code execution.
Mechanisms exist to maintain a
process for:(1) Data subjects to
Personally have inaccurate Personal Data
Identifiable ICorrect or delete personally identifiable information Correcting (PD) maintained by the
SI-18(04) Information Quality |upon request by individuals or their designated Functional [Intersects With|Inaccurate Personal |PRI-06.1|organization corrected or 5
Operations | representatives. Data (PD) amended; and(2) Disseminating
Individual Requests corrections or amendments of PD!
to other authorized users of the
PD.
Personally technical controls to correct
Identifiable ICorrect or delete personally identifiable information Updating & DCH- Personal Data (PD) that is
SI1-18(04) Information Quality |upon request by individuals or their designated Functional [Intersects With|Correcting Personal 22.1 inaccurate or outdated, 5
(Operations | representatives. Data (PD) . incorrectly determined regarding
Individual Requests impact, or incorrectly de-
Mechanisms exist to provide
authenticated data subjects the
ability to:(1) Access their
Personal Data (PD) that is being
processed, stored and shared,
lexcept where the burden, risk or
expense of providing access
would be disproportionate to the
benefit offered to the data
subject through granting access;
(2) Obtain answers on the
Personally o "
Identifiable ICorrect or delete personally identifiable information Data Subject igﬁ;g;ﬁjo:ehcoe\?\l/;zelrrzlzézsed
S1-18(04) Information Quality |upon request by individuals or their designated Functional |Intersects With Em oweni\ent PRI-06 stored tr’ansmitted’ pshared . 5
Opgrgtions | representatives. i updatéd and/or disbosed;(B’)
Individual Requests Obtain the source(s) of their PD;
(4) Obtain the categories of their
PD being collected, received,
processed, stored and shared;(5)
Request correction to their PD
due to inaccuracies;(6) Request
erasure of their PD; and(7)
Restrict the further collecting,
receiving, processing, storing,
transmitting, updated and/or
sharing of their PD.
Personally "
Idfentiﬁable \ Notify [A}Issi%nmegti):)rgafnizat\on-d]eﬁnded rdeciz\enlts zf Updating & ;eecr:g:‘C:I\Sg:atr((;lg)t(:hcaotr‘r:ct
Information Quality [personally identifiable information] and individuals that . " DCH- |
SI-18(05) Operations | Notice [the personally identifiable information has been Functional [intersects With Corregtlpg(igr)sonal 22.1 !naccurattle Zr ?“td?teg' di >
of Correction or corrected or deleted. ata :nmm;z?co?linioi::c‘tr;e d:gar ng
Deletion \mpact y
Mechanisms exist to maintain a
personally process for:(1) Data subjects to
Identifiable Notify [Assignment: organization-defined recipients of Correcting ?;I;’;Erlr?aaicni:i‘:;z E‘;Tﬁgal Data
Information Quality |personally identifiable information] and individuals that| : .
SI1-18(05) Operations | Notice |the personally identifiable information has been Functional |Intersects With Inacc;ratte(ggr)sonal PRI-06.1] organl\izasicn Z?Er)eged or " 5
lof Correction or corrected or deleted. ata ?z'?:ctieoﬁsagr amer:iisrﬁre“r:CsaoI:gD
Deletion to other authorized users of the
PD.
:dsntiﬁak‘)Ie Quali Notify [A”ssi%nm‘ef?ti)lorgafnizat\o‘n-d]eﬁndel‘i r;ciz\enfs (r)‘f Notice of Correction Mf(fechandisdms exis;tc noftifﬁ '
nformation Quality |personally identifiable information] and individuals that . ) . affected data subjects if their
SI-18(05) Operations | Notice [the personally identifiable information has been Functional |Intersects With or I(D:r:cesslng PRI-06.2 Personal Data (PD) has been 5
of Correction or corrected or deleted. ange corrected, amended or deleted.
SI1-19(01) ge‘—‘ideptiﬁcation | Deliidet_ntify the dat”as_edt u;toﬁl_'\ kc)?ll_ecftion b;/ not Functional |Intersects With Peprg(r)]?waarlyDSaot:rf:D) 3(2}‘3’ r:rcs';angllsgast:)((:’sls)t?jiiggggltfmm 5
ollection collecting personally identifiable information. Collection 3 lthe individual.
11900 De-identification | |De-identify the dataset upon collection by not onal | De-Identify Dataset| DCH- [1echanisms exist to de-identify
1-19(01) ICollection icollecting personally identifiable information. Functional [Intersects Witl Upon Collection 23.1 Eoi Csﬁzszn:p::r:gn:fggca (\{,D) 5
g:%doevnatlmhjaats‘zné Mechanisms exist to mask
Encryptic;n ' Remove, mask, encrypt, hash, or replace direct sensitive/regulated data through
S1-19(04) H . s e p ' ' Functional (Intersects With Data Masking PRI-05.3|data anonymization, 5
as:ung, or ‘o identifiers in a dataset. pseudonymization, redaction or
Replacement o P PR '
Direct Identifiers de-identification.
De-identification |
Eemoval, Masking, R K hash | d ERemovaI, M'—a‘sk%ng, DCH Mechanisms exist to remove,
ncryption, emove, mask, encrypt, hash, or replace direct . N ncryption, Hashing - g
SI-19(04) Hashing, or identifiers in a dataset. Functional [Intersects With or Replacement of | 23.4 g’gaskt, %ncrty_f;i)t, hash %r ;eplatce 5
Replacement of Direct Identifiers rect identifiers In a dataset.
Direct Identifiers
@ DEVETop, UUCUTTIENT, and UTSSenate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
chain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with Mechanisms exist to review the
lapplicable laws, executive orders, directives, Security, Compliance &
regulations, pol\cw_e;, standa_rds, and guidelines; and2. Periodic Review & Besilignce Program (SCRP),
Policy and Procedureg to _facllltate the implementation of the ) Update of Security, including policies, standards and
SR-01 Procedures isupply chain risk management policy and the Functional [Intersects With Compliance & GOV-03 |procedures, at planned intervals 5

lassociated supply chain risk management controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:
ization-defined suent:

Resilience Program

or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Secure Controls Framework (SCF)

55 of 57



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

FedRAMP 5_x000a_High

version 2026.1_x000a_03/27/2026

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
chain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, . . .
regulations, policies, standards, and guidelines; and2. - N Me_char)lsms ex_lst to _establlsh,
. Procedures to facilitate the implementation of the Publishing Security, maintain and disseminate
SR-01 Policy and supply chain risk t pol A th Functional |Int ts with| Compliance & | -1, o5 |policies, standards and 5
Procedures Pply chain risk management policy an e unctional - Intersects Wi Resilience procedures necessary for secure,
lassociated supply chain risk management controls;b. - " sary '
Desi h " Documentation compliant and resilient
esignate an [Assignment: organization-defined Capabilities,
official] to manage the development, documentation, P .
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
£45% rssermmate o
ation-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
ichain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Policy and Procedures to facilitate the implementation of the Third-Party Mechanisms exist to facilitate the
SR-01 Procedures isupply chain risk management policy and the Functional Subset Of Management TPM-01 implementation of third-party 10
lassociated supply chain risk management controls;b. 9 management controls.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
larqanization.defined event:
a. Develop a plan for managing supply chain risks Mechanisms exist to develop a
lassociated with the research and development, design, plan for Supply Chain Risk
manufacturing, acquisition, delivery, integration, Management (SCRM) associated
loperations and maintenance, and disposal of the with the development,
following systems, system components or system acquisition, maintenance and
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk disposal of Technology Assets,
SR-02 Management Plan Isystem components, or system services];b. Review Functional |Intersects With Management RSK-09 |Applications and/or Services 5
9 land update the supply chain risk management plan (SCRM) Plan (TAAS), including documenting
[Assignment: organization-defined frequency] or as selected mitigating actions and
required, to address threat, organizational or monitoring performance against
lenvironmental changes; andc. Protect the supply chain those plans.
risk management plan from unauthorized disclosure
land modification.
la. Develop a plan for managing supply chain risks Mechanisms exist to:(1) Evaluate
lassociated with the research and development, design, security risks and threats
manufacturing, acquisition, delivery, integration, associated with Technology
loperations and maintenance, and disposal of the |Assets, Applications and/or
following systems, system components or system Services (TAAS) supply chains;
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk and(2) Take appropriate
SR-02 Management Plan Isystem components, or system services];b. Review Functional |Intersects With Management TPM-03 [remediation actions to minimize 5
land update the supply chain risk management plan (SCRM) the organization's exposure to
[Assignment: organization-defined frequency] or as those risks and threats, as
required, to address threat, organizational or necessary.
lenvironmental changes; andc. Protect the supply chain
risk management plan from unauthorized disclosure
land modification.
Mechanisms exist to:(1) Evaluate
security risks and threats
Establish a supply chain risk management team associated with Technology
Supply Chain Risk |consisting of [Assignment: organization-defined Supply Chain Risk ésse§5. A(p_lp/l:isa;lons alnd/;)r
Management Plan | |personnel, roles, and responsibilities] to lead and : ervices supply chains;
SR-02(01) Establish SCRM support the following SCRM activities: [Assignment: Functional  Intersects With Mansacg::\"lnent TPM-03land(2) Take appropriate 5
Team lorganization-defined supply chain risk management ( ) remediation actions to minimize
lactivities]. the organization's exposure to
those risks and threats, as
necessary.
a. Establish a process or processes to identify and
laddress weaknesses or deficiencies in the supply chain
lelements and processes of [Assignment: organization-
defined system or system component] in coordination
with [Assignment: organization-defined supply chain
supply Chain  |ogainat SUply Enai rsks to the System, System - Processes To || |Mechanisms existto address
SR-03 IControls and icomponent, or system service and to limit the harm or | Functional Equal Weaknesses or 03.3 |deficiencies in the security of the 10
Processes iconsequences from supply chain-related events: Deficiencies : supply chain Yy
[Assignment: organization-defined supply chain
controls]; andc. Document the selected and
implemented supply chain processes and controls in
[Selection (one): security and privacy plans; supply
chain risk management plan; [Assignment:
lorganization-defined document]].
VEeCnanisms exIst to require
software developers to ensure
that their software development
Supply Chain Employ a diverse set of sources for the following Development processes employ industry-
IControls and isystem components and services: [Assignment: " Methods, TDA- |recognized secure practices for
SR-03(01) Processes | Diverse |organization-defined system components and Functional  lIntersects With Techniques & 02.3 |secure programming, 5
Supply Base services]. Processes engineering methods, quality
control processes and validation
techniques to minimize flawed
aftware
Supply Chain Employ a diverse set of sources for the following seicuriatnylsgir\?il:n?; (;l;t:m
SR-03(01) Controls and system components and services: [Assignment: Functional [Intersects With| Supplier Diversity TDA- resilienc‘e technologies from 5
Processes | Diverse |organization-defined system components and 03.1 different suppliers to minimize
Supply Base services]. 1PP
upplv chain risk,
Mechanisms exist to utilize
Supply Chain Employ a diverse set of sources for the following Acquisition tailored acquisition strategies,
IControls and isystem components and services: [Assignment: " N i’ TPM- |contract tools and procurement
SR-03(01) Processes | Diverse |organization-defined system components and Functional Intersects With StrateMgelfﬁ;DZ:ols & 03.1 |methods for the puprchase of 5
Supply Base services]. unique Technology Assets,
Apblications and/or Service:
Mechanisms exist to require
contractual requirements for
Supply Chain Ensure that the controls included in the contracts of applicable security, compliance
IControls and " : h . [Third-Party Contract and resilience requirements with
SR-03(03) Processes | Sub-tier slrjll;v;ﬁ:torggicr;ors are also included in the contracts of | Functional |Intersects With Requirements TPM-05 third-parties, reflecting the 5
Flow Down . organization's needs to protect
its Technology Assets,
/Applications, Services and/or
Mechanisms exist to ensure
Supply Chain Ensure that the controls included in the contracts of appllcal_)l_e securlty,‘ compliance
SR-03(03) Controls and prime contractors are also included in the contracts of | Functional |Intersects With Contract Flow-Down| TPM- (and resllience requirements are 5
Processes | Sub-tier subcontractors. Requirements 05.2 [included in contracts that flow-
Flow Down - down to applicable sub-
contractors and suppliers.
Employ the following acquisition strategies, contract Mechanisms exist to utilize
IAcquisition tools, and procurement methods to protect against, Acquisition TPM- tailored acquisition strategies,
SR-05 Strategies, Tools, |identify, and mitigate supply chain risks: [Assignment: | Functional |Intersects With| Strategies, Tools & | (5" contract tools and procurement 5
land Methods lorganization-defined acquisition strategies, contract Methods -1 |methods for the purchase of
tools, and procurement methods]. unique Technology Assets,
Applications and/or Service:
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Mechanisms exist to monitor,
regularly review and assess

Supplier lassociated with suppliers or contractors and the " Review of Third- External S_ervice Froviders_(ESPs)
SR-06 f‘\ssgssments and system, system component, or system service they Functional |Intersects With Party Services TPM-08 [for iom?halnce with est:blflshed 5
provide [Assignment: organization-defined frequency]. gggurr?tcy,u?or:wepﬂ:!;ecg‘zzds or
resilience controls.
Mechanisms exist to develop a
plan for Supply Chain Risk
. . ) Management (SCRM) associated
Employ the following Operations Security (OPSEC) o with the development,
SRO7 Supply Chain icontrols to protect supply chain-related |nforma_t|o|.'| for . Supply Chain Risk acquisition, maintenance and
- Operations Security the system, .system_corpponen_t, or system service: Functional |Intersects With Management RSK-09 |disposal of Technology Assets, 5
[Assignment: organization-defined Operations Security (SCRM) Plan Applications and/or Services
(OPSEC) controls]. (TAAS), including documenting
selected mitigating actions and
monitoring performance against
Employ the following Operations Security (OPSEC) - *
Supply Chain icontrols to protect supply chain-related informa'tion for ' ‘ ' ) Mechanisms gxist to facili.tate the|
SR-07 Operations Security the system, system component, or system service: Functional [Intersects With|Operations Security| OPS-01 [implementation of operational 5
[Assignment: organization-defined Operations Security security controls.
(OPSEC) controls]
Mechanisms exist to compel
vEstainsh‘agreements and'procedures with entities ) f;t;?\,ailjienr;é?f?c:{ﬁ;ﬁd;rzc(&ﬁs)
o involved in the supply chalrj for the system, s_ystem Securlty_ or potential compromises in the
SR.08 xotlﬁcatlon compongnt, qrvsystem service for the [Selectlor) (or.ve Functional Equal Comgromlse TPM- supply chain that can potentially 10
greements lor more): notification of supply chain compromises; Notification 05.1 (5fect or have adversely affected
result_s of_assess_ment‘s or aud!ts; [Assignment: Agreements Technology Assets, Applications
lorganization-defined information]]. and/or Services (TAAS) that the
organization utilizes.
Mechanisms exist to assess the
integrity of critical Technology
|Assets, Applications and/or
Services (TAAS) to detect
- Resist ol tat tecti for th Logical T X evidence of tampering, where:(1)
amper Resistance [Implement a tamper protection program for the . ogical Tampering i
SR-09 land Detection isystem, system component, or system service. Functional |intersects With Protection AST-15 evalh(;%lectarljea?rsyteesgsmin;?crit‘cal 5
components (e.g., configuration
settings); and(2)  Physical
assessments evaluate assets for
evidence of unauthorized access
and/or modification:
Mechanisms exist to assess the
integrity of critical Technology
. |Assets, Applications and/or
Tafdnge';Ret_S‘SfT"CE Services (TAAS) to detect
and Detection Employ anti-tamper technologies, tools, and . . evidence of tampering, where:(1)
SR-09(01) Multiple Stages of techniques throughout the system development life Functional |Intersects With Logical Tampermg AST-15 Logical agsessn_’\ents . 5
System , cycle Protection evaluate the integrity of critical
Development Life : components (e.g., configuration
Cycle settings); and(2)  Physical
assessments evaluate assets for
evidence of unauthorized access
and/or modification:
Mechanisms exist to maintain
Inspect the following systems or system components awareness of component
rspecion o [Slection one o more) ot et s Product Torperig | [oUhentcty by develonng ond
SR-10 (Sizl)frtvf)r::e%rts prganiz_ation-deﬁned indicatiqns of ne_ed for Functional  Intersects With| and Co(l:)rjrtce)rfe\tlng TDA-11 and C_ounterfei_ting (PTC) 5
inspection]] to detect tampering: [Assignment: practices that include the means
lorganization-defined systems or system components]. to detect and prevent counterfeit
components.
Inspect the following systems or system components
Inspection of [Selec_tio{\_ (onde gr rr(;ofre): at ran]dom; at[LA5§ignme2t: Technol Asset AST Medcl?anisr?ls gxist tcé ph_z'_swclally
lorganization-defined frequency], upon [Assignment: . echnology Asse - |and logically inspect critica
SR-10 gsr:vir::eonrts lorganization-defined indications of need for Functional [intersects With Inspections 15.1 [technology assets to detect 5
inspection]] to detect tampering: [Assignment: evidence of tampering.
organization-defined systems or system components].
a. Develop and implement anti-counterfeit policy and Mechanisms exist to maintain
procedures that include the means to detect and awareness of component
c . pre;/ent co\érgte';feit ftomport\epftgtfronvt entering the " Product Tampering ?utl?entici:y bypdes/elrg;_)rmg anq
omponen system; andb. Report counterfeit system components . : implementing Product Tampering
SR-11 |Authenticity to [Selection (one or more): source of counterfeit Functional  lintersects With| and Co(L;)r_\rtCe)rfe\tmg TDA-11 and Counterfeiting (PTC) 5
icomponent; [Assignment: organization-defined practices that include the means
lexternal reporting organizations]; [Assignment: to detect and prevent counterfeit
lorganization-defined personnel or roles]]. components.
Mechanisms exist to train
IComponent [Train [Assignment: organization-defined personnel or Anti-Counterfeit TDA- personnel to detect counterfeit
SR-11(01) |Authenticity | Anti- [roles] to detect counterfeit system components Functional Equal Trainin 111 system components, including 10
counterfeit Training ((including hardware, software, and firmware). 9 : hardware, software and
firmware
imgmiﬂty | Maintain configuration cqn_trol over the following Maintain Mechanism; exist to r_naintain
Configuration system components awaiting service or repair and Configuration proper physical security and
SR-11(02) Control for serv!ced or re_epaired compon_ent_s await_ing return to Functional Equal Control During MNT-07 |configuration control over 10
Component Service service: [Assignment: organization-defined system Maintenance technology ass_ets awaiting
and Repair components]. service or repair.
Mechanisms exist to securely
Dispose of [Assignment: organization-defined dat_a, Secure Disposal Slyssiz:rsneé)()f,r“d:os;retjnyt:l:;ien;;urpose
SR-12 (I;iosn;g;):Ient Sﬁ:?$zwiigot2c?;§&:; :ynfjtern";tcr?orgg?{‘:snstizlnlﬁggt: Functional Intersects With | Destruction or Re- | AST-09 |organization-defined techniques 5

lorganization-defined techniques and methods].

Use of Equipment

and methods to prevent
information being recovered

from these components.

Secure Controls Framework (SCF)
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