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STRM Guidance:

AC-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

FedRAMP 5_x000a_LI-Saa$
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Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.
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AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Identity & Access

Subset OF Management (IAM)

IAC-01

Mechanisms exist to facilitate the
implementation of identification
and access management
controls.

10

AC-02

|Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequencyl;k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
|termination and transfer processes.

Functional

Termination of

Intersects With Employment

IAC-07.2]

Mechanisms exist to revoke user
access rights in a timely manner,
upon termination of employment
or contract.

AC-02

|Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel

termination and transfer processes.

Functional

Account

Intersects With Management

IAC-15

Mechanisms exist to proactively
govern account management of
individual, group, system,
service, application, guest and
itemporary accounts.

Secure Controls Framework (SCF)

10of 47



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

FedRAMP

5_x000a_LI-Saas

version 2026.1_x000a_03/27/2026

a. Define and document the types of accounts allowed

land specifically prohibited for use within the system;b.

/Assign account managers;c. Require [Assignment:

lorganization-defined prerequisites and criteria] for

group and role membership;d. Specify:1. Authorized

users of the system;2. Group and role membership;

land3. Access authorizations (i.e., privileges) and

[Assignment: organization-defined attributes (as

required)] for each account;e. Require approvals by

[Assignment: organization-defined personnel or roles]

for requests to create accounts;f. Create, enable,

modify, disable, and remove accounts in accordance

with [Assignment: organization-defined policy,

procedures, prerequisites, and criteria];g. Monitor the

use of accounts;h. Notify account managers and

[Assignment: organization-defined personnel or roles] " .
AC-02 :/Icacnoaur:ment within:1. [Assignment: organization-defined time Functional [Intersects With I\r/glli";alziaotr? TDA-18 \D:I:hcd'}fnEm:;::ta;%sr;:ctéhe

9 period] when accounts are no longer required;2. Y puts.

[Assignment: organization-defined time period] when

users are terminated or transferred; and3.

[Assignment: organization-defined time period] when

isystem usage or need-to-know changes for an

individual;i. Authorize access to the system based

lon:1. A valid access authorization;2. Intended system

usage; and3. [Assignment: organization-defined

attributes (as required)];j. Review accounts for

icompliance with account management requirements

[Assignment: organization-defined frequency:

Establish and implement a process for changing shared,|

or group account authenticators (if deployed) when

individuals are removed from the group; andl. Align

laccount management processes with personnel

termination and transfer processes.

a. Define and document the types of accounts allowed

land specifically prohibited for use within the system;b.

/Assign account managers;c. Require [Assignment:

lorganization-defined prerequisites and criteria] for

group and role membership;d. Specify:1. Authorized

users of the system;2. Group and role membership;

land3. Access authorizations (i.e., privileges) and

[Assignment: organization-defined attributes (as

required)] for each account;e. Require approvals by

[Assignment: organization-defined personnel or roles]

for requests to create accounts;f. Create, enable,

modify, disable, and remove accounts in accordance

with [Assignment: organization-defined policy,

procedures, prerequisites, and criteria];g. Monitor the Cryptographic mechanisms exist

use of accounts;h. Notify account managers and to implement strong

lAccount [Asslgnment: ‘organization-de.ﬁne;d perspnnel or roles] X ‘ Safeguarding Data cryptography and security

AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With Over Open NET-12 |protocols to safeguard

period] when accounts are no longer required;2. Networks sensitive/regulated data during

[Assignment: organization-defined time period] when transmission over open, public

users are terminated or transferred; and3. networks.

[Assignment: organization-defined time period] when

isystem usage or need-to-know changes for an

individual;i. Authorize access to the system based

lon:1. A valid access authorization;2. Intended system

usage; and3. [Assignment: organization-defined

attributes (as required)];j. Review accounts for

icompliance with account management requirements

[Assignment: organization-defined frequency];k.

Establish and implement a process for changing shared,|

or group account authenticators (if deployed) when

individuals are removed from the group; andl. Align

laccount management processes with personnel

termination and transfer processes.

Mechanisms exist to expedite the|
|Account process of removing "high risk"
Management | Disable accounts of individuals within [Assignment: High-Risk HRS- individual’s access to Technology

AC-02(13) Disable Accounts  |organization-defined time period] of discovery of Functional [Intersects With Tern%inations 09.2 |Assets, Applications, Services
for High-risk [Assignment: organization-defined significant risks]. *“ |and/or Data (TAASD) upon
Individuals termination, as determined by
management.
[Account M&h‘a%ﬁs exist to disable
Management | Disable accounts of individuals within [Assignment: Account Disabling accounts immediately upon
AC-02(13) Disable Accounts  |organization-defined time period] of discovery of Functional (Intersects With for High Risk IAC-15.6|notification for users posing a
[for High-risk [Assignment: organization-defined significant risks]. Individuals significant risk to the
Individual oraanization.
Enforce approved authorizations for logical access to rozcilgglnfézzsixg;:g;r}gg
AC-03 |Access Enforcement| info(mation and system resources in accordance with Functional [Intersects With|Access Enforcement| IAC-20 permissions that conform to the
applicable access control policies. principle of "least privilege."
Cryptographic mechanisms exist
to implement strong
Enforce approved authorizations for logical access to Safeguarding Data cryptography and security
AC-03 |Access Enforcement{information and system resources in accordance with Functional |Intersects With Over Open NET-12 |protocols to safeguard
applicable access control policies. Networks sensitive/regulated data during
transmission over open, public
networks.
Enforce approved authorizations for logical access to . .
AC-03 |Access Enforcement|information and system resources in accordance with Functional |Intersects With I\r,‘gllijéa[zia;: TDA-18 \hlllaehc;:nEm:fg::tatt%ﬁr;sctéhe
applicable access control policies. Y puts.
Enforce dual authorization for [Assignment: T st L0 enforce
ual au Izatl ignment: two-person rule for implementin
AC-03(02) lAEcue:‘sAEurt‘;%rrciig:;T organization-defined privileged commands and/or Functional (Intersects With| Two-Person Rule T;SI chanZes to sensitive Tzchno\cgyg
other organization-defined actions]. Assets, Applications and/or
icac [TAAG)
IAccess Enforcement Enforc_e dyal aut_horizatipn for [Assignment: Dual Aut_hprizat\on /Automated mechan‘\sms exist to
AC-03(02) | Dual Authorization lorganization-defined privileged commands and/or Functional |Intersects With for Privileged IAC-20.5|enforce dual authorization for
lother organization-defined actions]. Commands privileged commands.
[@- Tdentity and document [Assignment: organization-
Separation of defined duties of individuals requiring separation]; : Input Data Mechanisms exist to check the
AC05 Duties andb. Define system access authorizations to support Functional [intersects With Validation TDA-18 validity of information inputs.
enaration of dutie:
la. Identify and document [Assignment: organization- Mechanisms exist to enforce a
AC-05 Separation of defined duties of individuals requiring separation]; Functional |Intersects with| Pual Authorization | CHG- two-person rule for implementing
Duties landb. Define system access authorizations to support for Change 04.3 |changes to critical Technology
'separation of duties. Asse_ts, Alprl\\\casmns and/or
Cryptographic mechanisms exist
: " . P— to implement strong
o epatinor [ty and documenpstonmert oganiston || satequrdng ota | [coptonrapy ondseurty
- N . o . unctional |Intersects Wi ver Open - rotocols to safeguar
Duties andb. Iz_eﬁnefsdystt_em access authorizations to support Netwofks gensitive/regulatgd data during
separation of duties. transmission over open, public
networks.
la. Identify and document [Assignment: organization- anedc ;:;sg?jgg;;&;?gﬁ‘s?em
Separation of defined duties of individuals requiring separation]; ; Separation of : :
AC-05 Du?ies andb. Define system access au?horiz%tior?s to support Functional |Intersects With Dupties (SoD) HRS-11 _Dutles (SoD) to prevent potential
. : inappropriate activity without
iseparation of duties. collusion.
Mechanisms exist to utilize the
Employ the principle of least privilege, allowing only concent of least privilege,
lauthorized accesses for users (or processes acting on allowing only authorized access
AC-06 Least Privilege b " Functional [Intersects With| Least Privilege IAC-21 [to processes necessary to
eh‘a\f of users)‘ that are necessary to accomplish accomplish assigned tasks in
assigned organizational tasks. accordance with organizational
business functions.
Employ the principle of least privilege, allowing only Mechanisms exist to enforce
. lauthorized accesses for users (or processes acting on . Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional  Intersects With|Access Enforcement| 1AC-20 permissions that conform to the
lassigned organizational tasks. principle of "least privilege."
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Set Theory Relationship Mapping (STRM)

FDE Nam

Unsuccessful Logon

number] consecutive invalid logon attempts by a user
during a [Assignment: organization-defined time
period]; andb. Automatically [Selection (one or more):
lock the account or node for an [Assignment:
lorganization-defined time period]; lock the account or

FedRAMP 5_x000a_LI-Saa$

Mechanisms exist to enforce a
limit for consecutive invalid login
attempts by a user during an

organization-defined time period

AC-07 |Attempts node until released by an administrator; delay next Functional Equal Account Lockout | IAC-22 and automatically locks the 10
logon prompt per [Assignment: organization-defined account when the maximum
delay algorithm]; notify system administrator; take number of unsuccessful attempts:
other [Assignment: organization-defined action]] when is exceeded.
the maximum number of unsuccessful attempts is
exceeded.
@. DISplay [ASSIgMTTIENT: OrgantZation-aeTmed SyStemnT
use notification message or banner] to users before
granting access to the system that provides privacy
land security notices consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines and state that:1. Users are
laccessing a U.S. Government system;2. System usage
may be monitored, recorded, and subject to audit;3. Mechanisms exist to utilize
Unauthorized use of the system is prohibited and P
o e Rt system use notification / logon
isubject to criminal and civil penalties; and4. Use of the banners that display an approved|
ISystem Use system indicates consent f?.’“°!“‘°”"9 and . _S_yste_m Use system use notification message
AC-08 Notification recording;b. Retain the notification message or banner | Functional Equal Notification (Logon | SEA-18 or banner before granting access 10
lon the screen until users acknowledge the usage Banner) 9 9
iconditions and take explicit actions to log on to or :) Tﬁchn_o\ogy Adssetss,
further access the system; andc. For publicly pplications and/or Services
. . (TAAS).
laccessible systems:1. Display system use information
[Assignment: organization-defined conditions], before
granting further access to the publicly accessible
systel . Display references, if any, to monitoring,
recording, or auditing that are consistent with privacy
laccommodations for such systems that generally
prohibit those activities; and3. Include a description of
;hnldaejxtl?fr;/ri[:slz;ilglnﬂmenr:tr-honrgan?;;t‘ion defined user
L o h Mechanisms exist to identify and
Permitted Actions ﬁjcethot?f?gatgz; coarnagfhzenrtfiggtri]sg ?gntsr“:t:zitﬁ{;‘hw'thom Permitted Actions document the supporting
AC-14 }z‘th‘?ﬁ't ) lorganizational mission and business functions; andb. Functional Equal Without 1aC-26 |[ationale for specific user actions 10
entification or h " : Identification or that can be performed on a
|Authentication Dacument and provide supporting rationale in the Authorization system without identification or
isecurity plan for the system, user actions not requiring Moty
N e P authentication.
lidentification or authentication.
a. Establish and document usage restrictions,
configuration/connection requirements, and Mechanisms exist to define,
implementation guidance for each type of remote : control and review organization-
AC-17 Remote Access acgess allowed; gndb. Authorize eacyhptype of remote Functional  Intersects With|  Remote Access | NET-14 approved, secure ren?ote access 5
laccess to the system prior to allowing such methods.
ccrénectiory\qs. - .
@, Establish coni iguration requirements, connection . N
requirements, and implementation guidance for each Wireless L’I\iﬂggzmﬁéisets?ucszngﬂnd
AC-18 \Wireless Access type of wireless access; andb. Authorize each type of Functional (Intersects With Networking NET-15 monitor for unauthor\ze?:l Wireless| 5
\wireless access to the system prior to allowing such access
5’.’%’51?%1%?\ configuration requirements, connection Mechanisms exist to protect the
requirements, and implementation guidance for each Wireless Access confidentiality and integrity of
AC-18 Wireless Access type of wireless access; andb. Authorize each type of Functional [Intersects With| Authentication & | CRY-07 |wireless networking technologies 5
\wireless access to the system prior to allowing such Encryption by implementing authentication
lconnection and strona encryvption
la. Establish configuration requirements, connection Mechanisms exist to enforce
requirements, and implementation guidance for access control requirements for
|Access Control for |organization-controlled mobile devices, to include : Access Control For the connection of mobile devices
AC-19 Mobile Devices 'when such devices are outside of controlled areas; Functional Equal Mobile Devices MDM-02 to organizational Technology 10
landb. Authorize the connection of mobile devices to Assets, Applications and/or
lorganizational systems. Services (TAAS).
la. [Selection (one or more): Establish [Assignment: Mechanisms exist to govern how
lorganization-defined terms and conditions]; Identify external parties, including
[Assignment: organization-defined controls asserted to Technology Assets, Applications
be implemented on external systems]], consistent with and/or Services (TAAS), are used
the trust relationships established with other Use of External to securely store, process and
Use of External lorganizations owning, operating, and/or maintaining : Technology Assets, i 3
AC-20 Systems lexternal systems, allowing authorized individuals to:1. Functional Equal Applications and/or DCH-13|transmit data 10
/Access the system from external systems; and2. Services (TAAS)
Process, store, or transmit organization-controlled
information using external systems; orb. Prohibit the
use of [Assignment: organizationally-defined types of
lexternal systems].
a. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner Mechanisms exist to disclose
match the information’s access and use restrictions for Personal Data (PD) to third-
[Assignment: organization-defined information sharing Information Sharing parties only for the purposes
AC-21 Information Sharing |circumstances where user discretion is required]; Functional (Intersects With With Third Parties PRI-07 |identified in the data privacy 5
iandb. Employ [Assignment: organization-defined notice and with the implicit or
lautomated mechanisms or manual processes] to assist explicit consent of the data
users in making information sharing and collaboration subject.
decisions.
a. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner
match the information’s access and use restrictions for Mechanisms exist to utilize a
[Assignment: organization-defined information sharing process to assist users in making
AC-21 Information Sharing |circumstances where user discretion is required]; Functional [Intersects With|Information Sharing| DCH-14 |information sharing decisions to 5
iandb. Employ [Assignment: organization-defined ensure data is appropriately
lautomated mechanisms or manual processes] to assist protected.
users in making information sharing and collaboration
decisions.
[@. Designate individuals authorized to make
information publicly accessible;b. Train authorized
individuals to ensure that publicly accessible
information does not contain nonpublic information;c.
" " Review the proposed content of information prior to " " . "
AC-22 EE&E:KACCQSSMQ posting onto _th_e publicly ac_cessible systerln to ensure Functional Equal Pum'%ﬁﬁzﬁfgs'ble DCH-15 :1?;'?;;zr:cse‘::i'gltetz(f:é:ﬁl 10
that nonpublic information is not included; andd.
Review the content on the publicly accessible system
for nonpublic information [Assignment: organization-
defined frequency] and remove such information, if
discovered
Employ [Assignment: organization-defined data mining Mechanisms exist to protect data
Data Mining prevention and detection techniques] for [Assignment: . Data Mining storage objects against
AC-23 Protection lorganization-defined data storage objects] to detect Functional  Intersects With Protection DCH-16 unauthorized data mining and 5
land protect against unauthorized data mining. data harvesting techniques.
and/or updating Personal Data
bata M Employ [Ass\ggrgent: organizr?tion-de]ﬁfnec[j/:jata mining Usage Restrictions (PD) to;l(l) TII'I1€ pugpose(s)
ata Minin revention and detection techniques] for [Assignment: : originally collected, consistent
AC-23 Protection o grganization-deﬁned data storagqe objects] to dgetect Functional Intersects With| of Per?gga)l Data |PRI-05.4 wit% theydata privacy notice(s); 5
land protect against unauthorized data mining. (2) What is authorized by the
data subject, or authorized
[ DEVETop, UUCUTTTeTTT, arTaaT =y
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational " " .
lentities, and compliance; andb. Is consistent with DS/I:CCSrTIs@:”?xllisatntgerzwew the
lapplicable laws, executive orders, directives, Resili Y, P P RP
lations, policies, standards, and guidelines; and2. Periodic Review & Resilience Program (SCRP),
Policy and Ir:'ggedures to facilitate the implementation of the Update of Security, including policies, standards and
AT-01 Procedures lawareness and training policy and the associated Functional [Intersects With Compliance & GOV-03 [procedures, at planned intervals 5

lawareness and training controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following

[ izatian dafinad el

Resilience Program

or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

AT-01

Policy and
Procedures

Focal Document Element (FDE) Description

ate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
lawareness and training policy and the associated
lawareness and training controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following

Functional

FedRAMP 5_x000a_LI-Saa$

Subset Of

Security,
Compliance &
Resilience-Minded
Workforce

SAT-01

Mechanisms exist to fa
implementation of security
workforce development and
awareness controls.

10

version 2026.1_x000a_03/27/2026

AT-01

Policy and
Procedures

SRR R RITE A tRESsY
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
lawareness and training policy and the associated
lawareness and training controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following

r izatinn dafinad el

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

AT-02

Literacy Training
land Awareness

a. Provide security and privacy literacy training to
lsystem users (including managers, senior executives,
land contractors):1. As part of initial training for new
users and [Assignment: organization-defined
frequency] thereafter; and2. When required by system
changes or following [Assignment: organization-
defined events];b. Employ the following techniques to
increase the security and privacy awareness of system
users [Assignment: organization-defined awareness
techniques];c. Update literacy training and awareness
icontent [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; andd. Incorporate lessons learned from
internal or external security incidents or breaches into
literacy training and awareness techniques.

Functional

Equal

Security,
Compliance &
Resilience
Awareness Training

SAT-02

Mechanisms exist to provide all
lemployees and contractors
appropriate security, compliance
and resilience awareness
education and training that is
relevant for their job function.

10

AT-02(02)

Literacy Training
land Awareness |
Insider Threat

Provide literacy training on recognizing and reporting
potential indicators of insider threat.

Functional

Equal

Insider Threat
Awareness

THR-05

Mechanisms exist to utilize
security awareness training on
recognizing and reporting
potential indicators of insider
threat,

10

AT-03

Role-based Training

|a. Provide role-based security and privacy training to
personnel with the following roles and responsibilities:
[Assignment: organization-defined roles and
responsibilities]:1. Before authorizing access to the
isystem, information, or performing assigned duties,
land [Assignment: organization-defined frequency]
thereafter; and2. When required by system changes;b.
Update role-based training content [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Incorporate lessons learned from internal or external
security incidents or breaches into role-based training.

Functional

Intersects With

Role-Based
Security,
Compliance &
Resilience Training

SAT-03

Mechanisms exist to provide
role-based security, compliance
and resilience-related training:(1)
Before authorizing access to the
system or performing assigned
duties;(2) When required by
system changes; and(3) Annually
thereafter.

AT-04

[Training Records

la. Document and monitor information security and
privacy training activities, including security and
privacy awareness training and specific role-based
isecurity and privacy training; andb. Retain individual
training records for [Assignment: organization-defined
time period].

Functional

Equal

Security,
Compliance &
Resilience Training
Records

SAT-04

retain and monitor individual
training activities, including:(1)
Initial security, compliance and
resilience awareness training;(2)
Recurring awareness training;
and(3) Technology Assets,
/Applications and/or Services

10

AU-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

AU-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.
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Focal Document Element (FDE) Description

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to

FedRAMP 5_x000a_LI-Saa$

Mechanisms exist to facilitate the

Retention

investigations of incidents and to meet regulatory and
lorganizational information retention requirements.

of security incidents and to meet
statutory, regulatory and
contractual retention

Policy and facilitate the implementation of the audit and . Continuous N :

AU-01 Procedures laccountability policy and the associated audit and Functional Subset Of Monitoring MON-01 |m§lemen_tat\_on of entelrpnse- 10
laccountability controls;b. Designate an [Assignment: wide monitoring controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.

Review and update the current audit and

laccountability:1. Policy [Assignment: organization-

defined frequency] and following [Assignment:

lorganization-defined events]; and2. Procedures

[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

@ TaentiTy tThe Types of events that the System T

icapable of logging in support of the audit function:

[Assignment: organization-defined event types that the|

isystem is capable of logging];b. Coordinate the event

logging function with other organizational entities

requiring audit-related information to guide and inform

the selection criteria for events to be logged;c. Specify Mechanisms exist to review
the following event types for logging within the Security Event MON- event logs on an ongoing basis

AU-02 Event Logging isystem: [Assignment: organization-defined event types| Functional [Intersects With Monit{:rin 018 and escalate incidents in 5
(subset of the event types defined in AU-02a.) along 9 . accordance with established
\with the frequency of (or situation requiring) logging timelines and procedures.
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:

8- Emﬁ%/“}?\‘d?ﬁnad‘(emen AYNE TY5ES of SRS tharme System s
icapable of logging in support of the audit function:
[Assignment: organization-defined event types that the|
isystem is capable of loggingl;b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform . . .
the selection criteria for events to be logged;c. Specify g:f:‘r?{‘Islnmcs\deexrﬁtEt\?e‘:\Sﬁaenaa er
the following event types for logging within the Centralized Y Incide 9
N g 4 ’ . . y (SIEM), or similar automated tool,
AU-02 Event Logging system: [Assignment: organization-defined event types| Functional |Intersects With Collection of MON-02 to support the centralized 5
(subset of the event types defined in AU-02a.) along Security Event Logs PP
" . A " collection of security-related
with the frequency of (or situation requiring) logging event 0gs.
for each identified event type];d. Provide a rationale 9s-
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
loraanization-defined freauencyl
Mechanisms exist to configure
'Technology Assets, Applications
and/or Services (TAAS) to
produce event logs that contain
sufficient information to, at a
. . . minimum:(1) Establish what type
Ensure that audit records contain information that of event occurred;(2) When (date
lestablishes the following:a. What type of event and time) the event occurred;(3)
Content of Audit occurred;b. When the event occurred;c. Where the : Content of Event .

AU-03 Records levent occurred;d. Source of the event;e. Outcome of Functional Equal Logs MON-03 #}LegiJ?ceei‘ﬁ';;o:\f:;ﬁdsv)(?r)he 10
the event; andf. Identity of any individuals, subjects, or' outcome (success or failure) of
objects/entities associated with the event. the event; and(6) The identity of

any user/subject associated with
the event.
Mechanisms exist to allocate and
" /Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 é:d'accli‘fg Storage [Assignment: organization-defined audit log retention Functional Equal Eventcla.ogcsittorage MON-04 [event log storage capacity to 10
pacity requirements]. pacity reduce the likelihood of such
capacity being exceeded.
a. Alert [Assignment: organization-defined personnel or| Mechanisms exist to alert
Response to Audit |roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process period] in the event of an audit logging process failure;| Functional Equal Log Processing |MON-05|event of a log processing failure 10
Failures landb. Take the following additional actions: Failures and take actions to remedy the
[Assignment: organization-defined additional actions]. disruption.
@ Review and analyze System audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined . " .
inappropriate or unusual activity] and the potential hsllechamsms exist to utilize a
. N h " L . ecurity Incident Event Manager
|Audit Record impact of the inappropriate or unusual activity;b. Centralized (SIEM), or similar automated tool

AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional |Intersects With Collection of MON-02| ' oD ort the centralized ’ 5

land Reporting personnel or roles]; andc. Adjust the level of audit Security Event Logs colle(?t‘i’on of security-related

record review, analysis, and reporting within the Y

A P event logs.

isystem when there is a change in risk based on law

lenforcement information, intelligence information, or

otl?(er_czediblsjnu{ces_nf_iemrmatinn

a. Review and analyze system audit records

[Assignment: organization-defined frequency] for

indications of [Assignment: organization-defined Mechanisms exist to adjust the

inappropriate or unusual activity] and the potential level of audit review, analysis
|Audit Record impact of the inappropriate or unusual activity;b. Audit Level MON- and reporting based on evolving

AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional |Intersects With Adiustments 02.6 threat information from law 5

land Reporting personnel or roles]; andc. Adjust the level of audit d . enforcement, industry

record review, analysis, and reporting within the associations or other credible
isystem when there is a change in risk based on law sources of threat intelligence.
lenforcement information, intelligence information, or
ather credible sources of information
a. Use internal system clocks to generate time stamps
for audit records; andb. Record time stamps for audit Mechanisms exist to utilize time-

) records Fhat mget [Assignment: organization-defined ' ‘ Clock synchronization technology to

AU-08 [Time Stamps granul_arlty of tlme meas_urement] anq that use ) Functional |Intersects With Synchronization SEA-20 synchronize all critical system 5
oordinated Universal Time, have a fixed local time Clocks

offset from Coordinated Universal Time, or that include )
the local time offset as part of the time stamp.
a. Use internal system clocks to generate time stamps Mechanisms exist to configure
for audit records; andb. Record time stamps for audit Technology Assets, Applications
records that meet [Assignment: organization-defined and/or Services (TAAS) to use an

AU-08 [Time Stamps granularity of time measurement] and that use Functional |Intersects With Time Stamps MON-07|authoritative time source to 5
ICoordinated Universal Time, have a fixed local time generate time stamps for event
offset from Coordinated Universal Time, or that include logs.
the local time offset as part of the time stamp.
la. Protect audit information and audit logging tools Mechanisms exist to

: «+ |from unauthorized access, modification, and deletion; . protect

AU-09 mgfﬁﬁggg:f Audit landb. Alert [Assignment: organi_zation—deﬁned ) Functional Equal Protectt)onggf Event MON-08 sxzzi;ﬂ%ﬁ:{;‘i;‘g;mds from 10
personnel or roles] upon detection of unauthorized modification and deletion.
laccess, modification, or deletion of audit information. .

TETITATTISTITS EXTST TU TETanT EverTT
logs for a time period consistent
Retain audit records for [Assignment: organization- with records retention
lAudit Record defined time period consistent with records retention requirements to provide support
AU-11 policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10|for after-the-fact investigations 10
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Set Theory Relationship Mapping (STRM)

FDE Nam

|Audit Record

AU-12 Generation

Focal Document Element (FDE) Desc
levent types the system is capable of auditing as
defined in AU-2a on [Assignment: organization-defined
system components];b. Allow [Assignment:
lorganization-defined personnel or roles] to select the
levent types that are to be logged by specific
icomponents of the system; andc. Generate audit

records for the event types defined in AU-2c that
includa the audit. A cantant definacdin ALL

Functional

FedRAMP 5_x000a_LI-Saa$

Intersects With

Monitoring
Reporting

MON-06

Mechanisms exist to provide an
event log report generation
capability to aid in detecting and
assessing anomalous activities.

version 2026.1_x000a_03/27/2026

Policy and

CA-01 Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the assessment,
lauthorization, and monitoring policy and the
lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Subset Of

Information
Assurance (IA)
Operations

IAO-01

Mechanisms exist to facilitate the
implementation of security,
compliance and resilience
assessment and authorization
controls.

10

Policy and

CA-01 Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the assessment,
lauthorization, and monitoring policy and the
lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Policy and

CA-01 Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the assessment,
lauthorization, and monitoring policy and the
lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

CA02 Control

[ SETEtT UTe-aPPTUPTTate aSSESSUT Ur aSSESSITTETT TeanT
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or
designated representative prior to conducting the

essment:

a: ment;d. Assess the controls in the system and
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
assessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined

e in]. |

Functional

Intersects With

Functional Review
Of Security,
Compliance &
Resilience Controls

CPL-
03.2

Mechanisms exist to regularly
review Technology Assets,
/Applications and/or Services
(TAAS) for adherence to the
organization's security,
compliance and/or resilience
policies and standards.

Control

CA-02 |Assessments

ipdvderieaobrate UT aSSESSTITETTT tEaTTT
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or
designated representative prior to conducting the
lassessment;d. Assess the controls in the system and
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control

lassessment to [Assignment: organization-defined
incliviclial lacl

Functional

Intersects With

Technical
Verification

1A0-06

Mechanisms exist to perform
Information Assurance Program
(IAP) activities to evaluate the
design, implementation and
effectiveness of technical
security, compliance and
resilience controls.
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FDE Nam Focal Document Element (FDE) Desci
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment, Mechanisms exist to assess
lassessment team, and assessment roles and security, compliance and
responsibilities;c. Ensure the control assessment plan resilience controls in system
is reviewed and approved by the authorizing official or Security, project development to
Control designated representative prior to conducting the ) Compliance & determine the extent to which
CA-02 |Assessments lassessment;d. Assess the controls in the system and Functional Intersects With Resilience In Project| PRM-04 the controls are implemented 5
its environment of operation [Assignment: Management correctly, operating as intended
lorganization-defined frequency] to determine the and producing the desired
lextent to which the controls are implemented outcome with respect to meeting
correctly, operating as intended, and producing the the requirements.
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Asslgnment organlzatlon defined
Rt ine diohrare TTTeTTCTEaTT - -
for the type of assessment to be conducted b. Develop gsesce';asntlff:sseecﬁlfitymcfglrﬂrzigiCe
a control assessr_nent ;_Jlan that describes the scope of and resilience cont}ols in
enhancements under acsessment. Acsessment Technology Assets Applictions
procedures to be used to determine control Information Assurance Progragm
effectiveness; and3. Assessment environment ) "
. ’ (IAP) activities to determine the
DAL e A LI erart o i e confo ar
is reviewed and approved by the authorizing official or implemented correctly, operating
CA-02 Control designated representative prior to conducting the E " o With A 1A0-02 25 'F‘ted”def and prgtdr‘uclng thtet 5
i |Assessments lassessment;d. Assess the controls in the system and unctional [intersects Wit ssessments g esired outcome with respect to
N . ! > meeting expected requirements.
its environment of operation [Assignment:
organization-defined frequency] to determine the
lextent to which the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Assignment: organlzatlon defined
indeiderineaitobrare TTeTTCTEETT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
lassessment team, and assessment roles and Mechanisms exist to regularly
responsibilities;c. Ensure the control assessment plan review processes and
is reviewed and approved by the authorizing official or Security, documented procedures to
Control designated representative prior to conducting the ) Compliance & ensure conformity with the
CA-02 |Assessments lassessment;d. Assess the controls in the system and Functional intersects With Resilience CPL-03 organization's security, 5
its environment of operation [Assignment: Assessments compliance and/or resilience
lorganization-defined frequency] to determine the policies, standards and other
lextent to which the controls are implemented applicable requirements.
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the resuits of the
lassessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined
i clivziclial lacl
Mechanisms exist to ensure
Control assessors or assessment teams
lAssessments | Employ independent assessors or assessment teams to ) Assessor 1AO- |have the appropriate
CA-02(01) Independent iconduct control assessments. Functional Equal Independence 02.1 [independence to conduct 10
|Assessors security, compliance and/or
— - - resilience control assessments.
between the system and other systems using Mechanisms exist to authorize
[Selection (one or more): interconnection security connections from systems to
lagreements; information exchange security other systems using
lagreements; memoranda of understanding or Interconnection Security
. lagreement; service_e level agreements; user . Interconnection IAgreements (ISAs), or similar
CA03 Information lagreements; nondisclosure agreements; [Assignment: Functional |Intersects With Security NET-05 methods, that document, for 5
Exchange lorganization-defined type of agreement]];b. Document, A each interconnection:(1)
! greements (ISAs) on:{1)
as part of each exchange agreement, the interface Interface characteristics;(2)
Icharacteristics, security and privacy requirements, Security, compliance and
icontrols, and responsibilities for each system, and the resilience requirements; and;(3)
impact level of the information communicated; andc. The nature of the information
Review and update the agreements [Assignment: communicated.
ackien dofa 1
[d. DeVeTop a pfan Or aCtion ana mirestones 1or the N P
isystem to document the planned remediation actions 322;2'&23)“22)522;):?51Uf the
of the organization to correct weaknesses or associateyd witl’1 the
deficiencies noted during the assessment of the
Plan of Action and |controls and to reduce or eliminate known ) Capabilities deficiency(les);(5) Source
CA-05 Milestones vulnerabilities in the system; andb. Update existing Functional  Intersects With Deficiency Tracking IA0-05 |deficiency . 5
plan of action and milestones [Assignment: !lfjeenqtlgf:rnogél:ftzf‘zgz}fﬁ)
lorganization-defined frequency] based on the findings contfols \?apphzable'ﬂ)gPoint of
?;or:w control assessments, |nqep¢ndent‘a_ud|ts or Contact (POC) (e.g.,
a. Assign a senior official as the authorizing official for Mechanisms exist to ensure
the system;b. Assign a senior official as the authorizing Technology Assets, Applications
official for common controls available for inheritance and/or Services (TAAS) are
by organizational systems;c. Ensure that the officially authorized prior to "go
lauthorizing official for the system, before commencing live" in a production
P loperations:1. Accepts the use of common controls . Security i 3
CA-06 [Authorization inherited by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 [envirenment 10
to operate;d. Ensure that the authorizing official for
icommon controls authorizes the use of those controls
for inheritance by organizational systems;e. Update
the authorizations [Assignment: organization-defined
frequencyl.
eVt Systerever TrToTTToTITgSTraTey Y
land implement continuous monitoring in accordance
\with the organization-level continuous monitoring
strategy that includes:a. Establishing the following
Isystem-level metrics to be monitored: [Assignment:
lorganization-defined system-level metrics];b.
Establishing [Assignment: organization-defined
frequencies] for monitoring and [Assignment: . " .
lorganization-defined frequencies] for assessment of Security geecﬂl‘atr;'sgfrﬁ;:;zz ;;r;]o(;/lde a
IContinuous control effectiveness;c. Ongoing control assessments Compliancé & resilienc’e controls oversight
CA-07 Monitori in accordance with the continuous monitoring Functional [Intersects With o CPL-02 : 5
onitoring strategy;d. Ongoing monitoring of system and Resilience .Controls functlpn thaF reports Fo the
lorganization-defined metrics in accordance with the Oversight loer‘ag;g;:gpon s executive
icontinuous monitoring strategy;e. Correlation and P
lanalysis of information generated by control
lassessments and monitoring;f. Response actions to
laddress results of the analysis of control assessment
land monitoring information; andg. Reporting the
security and privacy status of the system to
[Assignment: organization-defined personnel or roles]
H inatine dafiaad & 1
Mechanisms exist to utilize
Continuous . independent assessors to
Monitoring | Emp!oy independent assessors or assessment teams to X ‘ Independent CPL- evaluate security, compliance
CA-07(01) | monitor the controls in the system on an ongoing Functional |Intersects With and resilience at planned 5
ndependent basi Assessors 03.1 |
lAssessment asis. intervals or_when the Technolqu
/Asset, Application and/or Service
(TAAS) undergoes significant
Mechanisms exist to provide a
Continuous Employ independent assessors or assessment teams to| Co;esl?ar:cyé & fgscilljigﬁyc'ecggﬂloalzcoev:rr—]s(?ght
CA-07(01) Monitoring | Types |monitor the controls in the system on an ongoing Functional (Intersects With Resili CPL-02 : 5
of Assessments basis. esilience .Controls functlpn that reports to the
Oversight organization's executive
leadership.
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Mechanisms exist to ensure risk
monitoring as an integral part of
Continuous Ens;{re risk monlitorjng i:;t art\ integ‘ratl pall'tgf thti t:e tconti?ﬁot@ nlwgwtormg tori
i . continuous monitoring strategy that includes the . . _— strategy that includes monitoring
CA-07(04) mgz:tg;mg | Risk foHoyvin Effectiveness moni;oring;b. Compliance Functional Equal Risk Monitoring | RSK-11 the eff_ectiveness of_ §ecurity, 10
monitoring; andc. Change monitoring. compliance and resilience
controls, compliance and change
management.
. . Mechanisms exist to conduct
Conduct penetration testing [Assignment: ) ) ' penetration testing on
CA-08 Penetration Testing |organization-defined frequency] on [Assignment: Functional Equal Penetration Testing| VPM-07 [Technology Assets, Applications 10
lorganization-defined systems or system components]. and/or Services (TAAS).
@ AAUTIOTTZE TTETTTaT COMMECToNS OT TASSTgTITIENT: - -
organization-defined system componentsgor classes of Mechanisms exist to control
" internal system connections
icomponents] to the system;b. Document, for each through authorizing internal
I s internal cor:jnection, the interface char:ctheristics, ] \ s NET. |connections of systems and
nternal System security and privacy requirements, and the nature of . nternal System - : !
CA-09 Connectioyns the mfgrmatign Con)'l\muqnicated;c. Terminate internal Functional Equal Connecgi’ons 05.2 docurn?_ntln%hfo_r (tearcfh internal 10
lsystem connections after [Assignment: organization- Egg?ae;;i:'ﬁcse ;Zceuriat;e
deﬁne_d ct_)nditioljs]; andd. Review [Assigr)ment: requirements énd the nature of
:;grini':f:'ra:]driile:mffuency} the continued need for the information communicated.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
Poicy and brocedures t faciiate the mplementation of the v Conflguration Mechanisms exist to faciitate the
CM-01 Procedures configuration management policy and the associated Functional Subset Of MaPnagement CFG-01 |implementation of c<|>n guration 10
iconfiguration management controls;b. Designate an rogram management controls.
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational : ; :
lentities, and compliance; andb. Is consistent with DS/I:CCSrTIs@osmexllisatntcoerszew the
applicable laws, executive orders, directives, Resili Y, P
h ; . - . esilience Program (SCRP),
bolicy and brocedures t faciiate the mplementation of the Update of Securiy including policies, standards and
cM-01 Procedures iconfiguration management policy and the associated Functional |Intersects With Compliance & GOV-03 g:qgiqunﬁisc'a?}tt Elﬁg:egs‘gt;r\iatlz 5
iconfiguration management controls;b. Designate an Resilience Program en_:;urlegtfl\eir continui?1 u
[Assignment: organization-defined official] to manage suitability, adequac agnd
the development, documentation, and dissemination of]| effectiveﬁ’ess Y
the configuration management policy and procedures; )
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the . Compliance & policies, standards and
CM-01 Procedures iconfiguration management policy and the associated Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
iconfiguration management controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of]|
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
- P OUCUTITETT GO T e T T
iconfiguration control, a current baseline configuration Mechanisms exist to review and
of the system; andb. Review and update the baseline update baseline configurations:
Baseline configuration of the system:1. [Assignment: . . CFG- |(1) At least annually;(2) When
CM-02 IConfiguration lorganization-defined frequency];2. When required due Functional Intersects With| Reviews & Updates 02.1 (required due to so; or(3) As part 5
to [Assignment: organization-defined circumstances]; of system component
land3. When system components are installed or installations and upgrades.
= EERAAE; oTuTTerTG T T T aTToer— Mechanisms exist to develop
configuration control, a current baseline configuration document and maintain secu’re
of the system; andb. Review and update the baseline baseline configurations for
Baseline configuration of the system:1. [Assignment: ) Secure Baseline or
CM-02 IConfiguration lorganization-defined frequency];2. When required due Functional |intersects With Configurations CFG-02 Technology_Assets, Applications 5
to [Assignment: organization-defined circumstances]; and/_or Services .(TAAS) that are
land3. When system components are installed or consistent with industry-
- accepted system hardening
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
lanalyses;c. Document configuration change decisions
associated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
Configuration Retain records of cqnﬁgurat\on-coqtrol_led cha_nges to ' Change Mechanisms exist to facilitate the|
CM-03 Change Control the system for [Assignment: organization-defined time | Functional Subset Of Management CHG-01 |implementation of a change 10
period];f. Monitor and review activities associated with Program management program.
iconfiguration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
ichange control activities through [Assignment:
lorganization-defined configuration change control
lelement] that convenes [Selection (one or more):
[Assignment: organization-defined frequencyl]; when
[Assignment: organization-defined configuration
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Focal Document Element (FDE) Description

the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
lanalyses;c. Document configuration change decisions
lassociated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
. Retain records of configuration-controlled changes to . . Mechanisms exist to govern the
CM-03 gg:sg:rgggpwl the system for [Assignment: organization-defined time | Functional |Intersects With C%i?\ﬁgeucrztr:(t)rgl CHG-02 [technical configuration change 5
9 period];f. Monitor and review activities associated with 9 control processes.
iconfiguration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
Ichange control activities through [Assignment:
lorganization-defined configuration change control
element] that convenes [Selection (one or more):
[Assignment: organization-defined frequency]; when
[Assignment: organization-defined configuration
IConfiguration Mech_anisms exist to yer\fy the
IChange Control | " Control funcm.)"a“ty of Seﬂfr'ty'
CM-03(02) [Testing, Validation, 'll;e?t, \/aﬁlldalte_, ani dt_)curlnent changesftohthehsystem Functional |Intersects With Functionality CHG-06 Complllanfcﬁ an_d FE_SI|IE‘HCE d 5
land Documentatjon |P€fore finalizing the implementation of the changes. Verification cgntro s following impl e'mente
of Changes changes to ensure applgcable
controls operate as designed.
Configuration Mechani_sms‘ exist to 4a
(Change Control | [Test, validate, and document changes to the system Test, Validate & CHG- z?ggggggtceh;:gztsairn\ a n?)cr:ment
CM-03(02) lﬁztggé:ﬁg‘atsgg'n before finalizing the implementation of the changes. Functional |intersects With Document Changes| 02.2 [production er_wironment before 5
of Changes changes_ are |m_plemented ina
production environment.
/Analyze changes to the system to determine potential Security Impact Mechanljms exist tf analyze_ |
CM-04 Impact Analyses Isecurity and privacy impacts prior to change Functional Equal Analysis for CHG-03 |Proposed changes for potentia 10
implementation Changes security impacts, prior to the
: implementation of the change.
Mechanisms exist to define,
.. |Define, document, approve, and enforce physical and Governing Access document, approve and enforce
CM-05 [Access Restrictions logical access restrictions associated with changes to Functional |Intersects With Restriction for END- access restrictions associated 5
for Change the system. Change 03.2 |with changes to Technology
|Assets, Applications and/or
echanisms exIst to enforce
.. |Define, document, approve, and enforce physical and ) configuration restrictions in an
CM-05 ﬁ;c(e:rs;r?;estrlctlons logical access restrictions associated with changes to Functional |Intersects With Acc?;f gﬁ;;”g‘?on CHG-04 |effort to restrict the ability of 5
the system. users to conduct unauthorized
, - changes §
icomponents employed within the system that reflect Mechanisms exist to develop,
the most restrictive mode consistent with operational document and maintain secure
requirements using [Assignment: organization-defined baseline configurations for
lcommon secure configurations];b. Implement the :ﬁEvgrolsoegry/i?esze(EI'SA:Sp)pt“hC:tn:rr:
. iconfiguration settings;c. Identify, document, and " 0 Ces |
cM-06 Configuration approve any deviations from established configuration | Functional |Intersects With| S2cure Baseline | qpg g [consistent with industry- 5
ing settings for [Assignment: organization-defined system gurati accepted system hardening
icomponents] based on [Assignment: organization- standards.
defined operational requirements]; andd. Monitor and
icontrol changes to the configuration settings in
laccordance with organizational policies and
- v
icomponents employed within the system that reflect
the most restrictive mode consistent with operational
requirements using [Assignment: organization-defined
icommon secure configurations];b. Implement the . .
|
CM-06 Settings lapprove any deviations from established configuration | Functional [Intersects With Configuration 02.7 |deviations to standardized 5
settings for [Assignment: organization-defined system Deviations . configurations
icomponents] based on [Assignment: organization- .
defined operational requirements]; andd. Monitor and
icontrol changes to the configuration settings in
laccordance with organizational policies and
a. Configure the system to provide only [Assignment: . . )
lorganization-defined mission essential capabilities]; gesizf:slstr:s ij\;iséefzsrngsg:ernetial
landb. Prohibit or restrict the use of the following cgpab' ‘ties%y speciﬁcglly
CM-07 Least Functionality [functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 prohibiting or restricting the use 10
[Assignment: organization-defined prohibited or of ports, protocols, andjor
restricted functions, system ports, protocols, software, servwces’ "
land/or services]. .
Prevent program execution in accordance with
. i+ (|[Selection (one or more): [Assignment: organization- . "
cl Least Functionality | defined policies, rules of beha\%or, and/orgaccess . Prevent Program Automated mechar}\sms exist to
M-07(02) Prevent Program " Functional (Intersects With SEA-06 |prevent the execution of 5
Execution agreements regarding soft\_cvare program usage and Execution Unauthorized software programs.
restrictions]; rules authorizing the terms and
conditions of software program usage].
Prevent program execution in accordance with
: . [Selection (one or more): [Assignment: organization- Mechanisms exist to configure
Least Functionality | defined policies, rules of behavior, and/or access " Preveqt CFG- [systems to prevent the execution
CM-07(02) E;Z\éirtlitozrogram lagreements regarding software program usage and Functional Intersects With SofltjxsrethEirelzzciiion 03.2 |of unauthorized software 5
restrictions]; rules authorizing the terms and programs.
iconditions of software program usage].
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
la. Develop and document an inventory of system Data (TAASD) that:(1) Accurately
icomponents that:1. Accurately reflects the system;2. reflects the current TAASD in
Includes all components within the system;3. Does not use;(2) Identifies authorized
include duplicate accounting of components or softyvare quL.ICtS: '"Clud",‘g
icomponents assigned to any other system;4. Is at the business justification det@lls;lB)
5ystem Component €Vl Of granularity deemed necessary for tracking and ) ) ) Idseaetrrfzs Ir?evceelsosfagrafgl:ﬁ!f:{in
CM-08 Invento reporting; and5. Includes the following information to Functional [Intersects With| Asset Inventories | AST-02 d rting: (4 rly 1ud 9 5
Y lachieve system component accountability: an re‘po'lng,( ) ncluces .
[Assignment: organization-defined information deemed organization-defined |nf0r_mat|0r|
necessary to achieve effective system component deem_ed necessary to achlevg
laccountability]; andb. Review and update the system effective property accoungabmty;
component inventory [Assignment: organization- and(5) Is available for review and
defined frequency]. audit by d_eslgnated
organizational personnel.
a. Develop and document an inventory of system
icomponents that:1. Accurately reflects the system;2.
Includes all components within the system;3. Does not Mechanisms exist to establish
include duplicate accounting of components or and maintain an authoritative
icomponents assigned to any other system;4. Is at the source and repository to provide
System Component level of granularity deemed necessary for tracking and Compongnt AST- |2 trusted source and
CM-08 \nventory reporting; and5. Includes the following information to Functional |Intersects With Duplication 02.3 accountability for approved and 5
lachieve system component accountability: Avoidance . implemented system
[Assignment: organization-defined information deemed components that prevents assets
necessary to achieve effective system component from being duplicated in other
laccountability]; andb. Review and update the system asset inventories.
icomponent inventory [Assignment: organization-
defined frequency].
la. Detect the presence of unauthorized hardware,
isoftware, and firmware components within the system
ﬁgﬁ:ﬁg@ﬁmponent using [A_ssignment_: organizat\on—qeﬁqed aut_omated Automated l/Automated mechanisms exist to
IAutomated mechanisms] [Assignment: organ!zatlontdeﬁned Unauthorized AST- detect.and alert upon'the
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Com t 02.2 detection of unauthorized 5
. i ponen . o
Component unauthorized components are detected: [Selection Detection hardware, software and firmware
Detection (one or more): disable network access by such components.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
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a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
using [Assignment: organization-defined automated
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K‘J’;’;ﬁgz; mechanisms] [Assignment: organization-defined Software END- Mechanisms exist to generate an
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Installation Alerts 03.1 alert when new software is 5
Component unauthorized components are detected: [Selection : detected.
Detection (one or more): disable network access by such
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
ISn);setiEr(;o‘mponent using [A_ssignment_: organization—d_eﬁr_\ed aut_omated Mechanisms exist to configure
IAutomated mechanisms] [Assignment: organization-defined Unauthorized CFG- systems to generate an alert
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Installation Alerts 05.1 when the unauthorized 5
Component unauthorized components are detected: [Selection : installation of software is
Detection (one or more): disable network access by such detected.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system
Configuration deve;lopmg:nt life cycle a|_'|d for_mapaging the . Configuration Mechanisms exist to fagilitate the|
CM-09 Management Plan iconfiguration of the configuration items;c. Defines the Functional Subset Of Management CFG-01 [implementation of configuration 10
iconfiguration items for the system and places the Program management controls.
iconfiguration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system . "
c : development life cycle and for managing the Stakeholder Mechanisms exist to ensure
cM-09 onfiguration configuration of the configuration items;c. Defines the | Functional |Intersects With| Notification of | CHG-05 |[stakeholders are made aware of 5
Management Plan 19 PR 9 . and understand the impact of
iconfiguration items for the system and places the Changes d changes
iconfiguration items under configuration proposed ges.
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
@ USE SUTTWATE alTu a5SUtiated qUCUTTTeTtator T
laccordance with contract agreements and copyright
laws;b. Track the use of software and associated : :
Software Usage [documentation protected by quantity licenses to Software Usage goeffv'::?ésmsage:If;sttc;iipi:)onr;:to
CM-10 R P icontrol copying and distribution; andc. Control and Functional Equal Py CFG-04 : " 10
estrictions document the use of peer-to-peer file sharing Restrictions comply with appl|cab|e_ contract
technology to ensure that this capability is not used for agreements and copyright laws.
the unauthorized distribution, display, performance, or
it £ inhtad worl
la. Establish [Assignment: organization-defined policies]
ed go:erning 'Ethe insta\latlilon of sof‘tware Ey usehrsiwb. Prohibit Installation Autﬁrgatedﬁmechamsnﬁs exist to
User-installe Enforce software installation policies through the . . " prohibit software installations
CM-11 Software following methods: [Assignment: organization-defined Functional Intersects With W'thm;tt Ptnvneged END-03 without explicitly assigned 5
methods]; andc. Monitor policy compliance atus privileged status.
[Assignment: organization-defined frequencyl.
a. Establish [Assignment: organization-defined policies]
governing the installation of software by users;b. Mechanisms exist to restrict the
User-installed Enforce software installation policies through the " User-Installed ™ o
CM-11 Software following methods: [Assignment: organization-defined Functional Intersects With Software CFG-05 .abll'tl){ of no;pr_lvllggetfjtusers to 5
methods]; andc. Monitor policy compliance (nstall unauthorized software.
S — [Assignment: organization-defined frequency].
. " i Mechanisms exist to restrict the
CM-11(02) ISoftwarg | Software Allow user installation of software only with explicit Functional |Intersects with| ~ User-nstalled 1 p o5 ability of non-privileged users to 5
nstallation with privileged status. Software h :
Privileaed Statu install unauthorized software.
- Mechanisms exist to configure
User-installed .
. " L Restrict Roles systems to prevent the
CM-11(02) ISoftwarg | Software |Allow user installation of software only with explicit Functional [Intersects With| Permitted To Install| St linstallation of software, unless 5
nstallation with privileged status. Soft 05.2 th ti f db
Privileged Status oftware € action is pe orme' y a
Software | Software |l installation of soft Iy with explicit Prohibit Installation Rntﬁ%ﬁ%nﬁ%“( °
oftware | Software |Allow user installation of software only with explici . - o prohibit software installations
CM-11(02) Installation with privileged status. Functional  Intersects With| Without Privileged | END-03 without explicitly assigned 5
privileasd Giat Status rivileaed statu
- /Automated mechanisms exist to
a1 Software | Enforce and monitor compliance with s.oftwar‘e ) ) Configuration monitor, enforce and report on
-11(03) |Automated installation policies using [Assignment: organization- Functional |Intersects With Enforcement CFG-06 |configurations for endpoint 5
Enforcement and  |defined automated mechanisms]. devices.
Monitoring o = . T
User-installed Automated mechanisms exist to
Software | Enforce and monitor compliance with software Integrity Assurance CFG |fdent|fy unauthon;jlzsd dfvlatlcgs
CM-11(03) |Automated installation policies using [Assignment: organization- Functional [Intersects With| & Enforcement - (from an approved baseline an 5
n : 06.1 [implement automated resiliency
Enforcement and  |defined automated mechanisms]. (IAE) " A
Monitoring actions tq remediate the
UserinstEled unauthorized change.
Software | Enforce and monitor compliance with software Software END- Mechanisms exist to generate an
CM-11(03) |Automated installation policies using [Assignment: organization- Functional |Intersects With Installation Alerts 03.1 alert when new software is 5
Enforcement and  |defined automated mechanisms]. " |detected.
serlﬁ?\gpaqued Mechanisms exist to configure
Software | Enforce and monitor compliance with software Unauthorized CFG- systems to generate an alert
CM-11(03) |Automated installation policies using [Assignment: organization- Functional (Intersects With Installation Alerts | 05.1 when the unauthorized 5
Enforcement and defined automated mechanisms]. . installation of software is
Monitorina detected
[ DEVETop, UUCUTTTENT, aTTa UTSSenTate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational . "
lentities, and compliance; andb. Is consistent with hS/I:CcSra‘tn|s?osmex||isatntcoer§‘vwew the
lapplicable laws, executive orders, directives, Resilier\{c's Propram (SCRP),
regulations, policies, standards, and guidelines; and2. Periodic Review & including pol\c?es standar&5 and
Policy and Procedures to facilitate the implementation of the . Update of Security, ’ .
CP-01 Procedures contingency planning policy and the associated Functional [Intersects With Compliance & GOV-03 [procedures, at planned intervals 5

icontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following

[ ization dafinad el

Resilience Program

or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.
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ate o
[A‘ssw]gnm[entl: organ(izatlon-deﬁne)d personnel orI | megfl';?enr{‘astm otftsof:ting::]ec;he
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] felzﬂ;"e‘:tg.rc:c?;:z‘;;? r:lspetesnsure
icontingency planning policy that:a. Addresses purpose, P P
iscope, roles, respo(;\sibilities, management \ »(ATpApAllsc)a:Egs acr:)c:]/gi;jﬁ;v(\]cfes
icommitment, coordination among organizationa ST
entiltiesl,)lan‘d compliance; anddb. Is Zonsistent with gs:i:]aet;c;ncsot\ltai:Lfi(t:)?gpt))izgster
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. . - Recovery (BC/DR) playbooks).
o1 Policy and Procedures to facilitate the implementation of the Functional | subset o |* Siess Continuity| - cb-o1 10
h Procedures icontingency planning policy and the associated unctiona ubset 5 anagement a
! " A ° ystem (BCMS)
icontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
SRR R RITE A tRESsY et
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, imaintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and
CP-01 Procedures icontingency planning policy and the associated Functional [intersects With Resilience GOv-02 procedures necessary for secure, 5
icontingency planning controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
L o izatignedafingd ) - - —
Identifies essential mission and business functions and Mechanisms exist to facilitate the|
lassociated contingency requirements;2. Provides implementation of contingency
recovery objectives, restoration priorities, and planning controls to help ensure
metrics;3. Addresses contingency roles, resilient Technology Assets,
responsibilities, assigned individuals with contact /Applications and/or Services
information; 4. Addresses maintaining essential mission (TAAS) (e.g., Continuity of
land business functions despite a system disruption, Operations Plan (COOP) or
icompromise, or failure;5. Addresses eventual, full Business Continuity & Disaster
system restoration without deterioration of the controls| Recovery (BC/DR) playbooks).
originally planned and implemented;6. Addresses the
isharing of contingency information; and7. Is reviewed
land approved by [Assignment: organization-defined
personnel or roles];b. Distribute copies of the
icontingency plan to [Assignment:_qrganization—deﬁned Business Continuity
CP-02 IContingency Plan ll;)e/yrgloer)‘t;r;gdegrcgyar:\ie;asgg::: gﬁeen[\‘s:ti(i;E.yclg)nr"deinaantg/or Functional Subset Of Matnageénehzt BCD-01 10
icontingency planning activities with incident handling System (BCMS)
activities;d. Review the contingency plan for the
isystem [Assignment: organization-defined
frequency];e. Update the contingency plan to address
ichanges to the organization, system, or environment
of operation and problems encountered during
icontingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
lactual contingency activities into contingency testing
land training; andh. Protect the contingency plan from
Identifies essential mission and business functions and
lassociated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission
land business functions despite a system disruption, . .
icompromise, or failure;5. Addresses eventual, full ?oenct?:nésnrzs e;:rs]tstgulépgate
isystem restoration without deterioration of the controls changgs af%/e‘c)ting'(l) People
originally planned and implemented;6. Addresses the (e.q., personnel cHanges)'(Z)
isharing of contingency information; and7. Is reviewed Pr;)c”esses (e.q., new, alte;'ed or
land approved by [Assignment: organization-defined decommissidné’d bus’iness
personnel or roles];b. Distribute copies of the ractices, including third-part
icontingency plan to [Assignment: organization-defined . P B g third-party
key contingency personnel (identified by name and/or Ongoing services)(3) Technologies (e.g.,
CP-02 IContingency Plan b P ) " Functional [Intersects With Contingency BCD-06 [new, altered or decommissioned 5
y role) and organizational elements];c. Coordinate Planning technologies);(4) Data (e.g
icontingency planning activities with incident handling changes to de;ta flows anﬂ/lt;r
activities;d. Review the contingency plan for the data repositories); (5) Facilities
Isystem [Assignment: organization-defined (e.q., new, altered or
frequency];e. Update the contingency plan to address déct‘:’mmis’sioned physical
Ichanges to the organization, system, or environment infrastructure); and/or(6)
of operation and problems encountered during Feedback from’ contingency plan
icontingency plan implementation, execution, or testing activities
testing;f. Communicate contingency plan changes to .
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
lactual contingency activities into contingency testing
land training; andh. Protect the contingency plan from
: " : Mechanisms exist to resume all
(Contingency Plan | |Plan for the resumption of [Selection (one): all; Resume All Mission: missions and business functions
CP-02(03) Resume Mission essential] mission and business functions within Functional (Intersects With & Business BCD- within Recovery Time Objectives 5
and Business [Assignment: organization-defined time period] of Functions 02.1 (RTOs) of the contingency plan's
Functions icontingency plan activation. ivation
: N - echanisms exist to resume
Cortngcney Pon | [pan fr heresumete o (sclecton one b | | mesume esena |, [esentr g an unss
CP-02(03) and Business [Assignment: organization-defined time period] of Functional  Intersects With MISSIiﬁiiigg:mess 02.3 d“‘er%'crfleodntsix'\\“et p\gria;\dogfganlzatlon- 5
Functions contingency plan activation. contingency plan activation
a. Provide contingency training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period] Mechanisms exist to adequately
. of assuming a contingency role or responsibility;2. train contingency personnel and
CP-03 (Til?aqtnlillw"%ency \When required by system changes; and3. [Assignment:| Functional Equal Co;\:é?ﬁigcy BCD-03 |applicable stakeholders in their 10
lorganization-defined frequency] thereafter; andb. contingency roles and
Review and update contingency training content responsibilities.
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Test the contingency plan for the system
[Assignment: organization-defined frequency] using Contingency Plan Mechanisms exist to conduct a
Contingency Plan the following tests to _determine the effectiveness of ' |Root Cause Analysis| Root Cause Analysis (_R_CA) and
CP-04 Testing the plan and the readiness to execute the plan: Functional (Intersects With (RCA) & Lessons BCD-05 |"lessons learned" activity every 5
[Assignment: organization-defined tests].b. Review the Learned time the contingency plan is
icontingency plan test results; andc. Initiate corrective activated.
actions, if needed.
a. Test the contingency plan for the system . .
[/I:ssf\glr‘\ment: organizadtion—deﬁneﬁ fre?fuency] usingf giggzu'jzf::;igegizdua
" the following tests to determine the effectiveness o " " |
CP-04 (T:eogttil:gency Plan the plan and‘the rea_din_ess to e_execute the plan: Functional |Intersects With nggﬁ'gg&egiﬁrilizzs BCD-04 :}/faelcut?\lefzsscg:;l?ﬁeency plan's 5
[Assignment: organization-defined tests].b. Review the organization's readiness to
icontingency plan test results; andc. Initiate corrective execute the plan
lactions, if needed. .
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a. Conduct backups of user-level information contained

in [Assignment: organization-defined system
icomponents] [Assignment: organization-defined
frequency consistent with recovery time and recovery
point objectives];b. Conduct backups of system-level
information contained in the system [Assignment:
lorganization-defined frequency consistent with

FedRAMP 5_x000a_LI-Saa$

Mechanisms exist to create
recurring backups of data,
software and/or system images,
as well as verify the integrity of
these backups, to ensure the
availability of the data to satisfy
Recovery Time Objectives (RTOs)

version 2026.1_x000a_03/27/2026

CP-09 System Backup recovery time and recovery point objectives];c. Functional Intersects With Data Backups BCD-11 and Recovery Point Objectives
IConduct backups of system documentation, including (RPOs).
isecurity- and privacy-related documentation
[Assignment: organization-defined frequency
consistent with recovery time and recovery point
objectives]; andd. Protect the confidentiality, integrity,
and availability of backup information.
Provide for the recovery and reconstitution of the Technology Assets, g:ciﬂ;”;;&i::f;r:g ensure the
isystem to a known state within [Assignment: Applications and/or o
cP-10 Syzt:"‘ Recf;’etry organization-defined time period consistent with Functional |Intersects With| Services (TAAS) |BCD-12 [reconstitution of Technology 5
and Reconstitution recovery time and recovery point objectives] after a Recovery & Asse.ts' Applications and/or
disruption, compromise, or failure. Reconstitution Services (TAAS) to a known state
after a disruotion. compromise or|
Mechanisms exist to facilitate the
implementation of contingency
Provide for the recovery and reconstitution of the planning controls to help ensure
System Recovery system to a known state within [Assignment: . Business Continuity resilient Technology Assets,
CP-10 and Reconstitution lorganization-defined time period consistent with Functional (Intersects With Management BCD-01 |Applications andlc_)r S_EI'V\CSS 5
recovery time and recovery point objectives] after a System (BCMS) (TAAS) (e.g., Continuity of
disruption, compromise, or failure. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Provide for the recovery and reconstitution of the Mechanisms exist to facilitate
System Recovery system tq a known state withi.n [Assigpment: . ' ‘ Re;overy T\me/ BCD- |recovery ope(ations in )
CP-10 and Reconstitution lorganization-defined time period consistent with Functional [Intersects With| Point Objectives 01.4 accordance with Recovery Time 5
recovery time and recovery point objectives] after a (RTO / RPO) *" |Objectives (RTOs) and Recovery
disruption. compromise, or failure Point Obijectives (RPOs)
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is . .
consistent with applicable laws, executive orders, hslleeccll;:tn|srcnosmex||isatnté>erszew the
directives, regulations, policies, standards, and Resilier\{ée Program (SCRP),
ool ’ guidlelines; and2. fPrﬁceguresﬁto facilita;e theh L'I)ev;iOdic §§view & including policies standards and
olicy ant implementation of the identification and authentication : ate of Security, . B
1A-01 Procgdures poﬁcy and the associated identification and Functional Intersects With pCompliance & ¥ |Gov-03 pro_fce_dur%s, atth:nned mtervatls 5
lauthentication controls;b. Designate an [Assignment: Resilience Program g;;usrleg;ue?fgorsti:l?ignzs occurto
lorganization-defined official] to manage the suitability, adequacy and
development, documentation, and dissemination of the| eﬁectivenéss
identification and authentication policy and .
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|
Policy and implementation of the identification and authentication " Identity & Access implementation of identification
1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) 1AC-01 and access management 10
lauthentication controls;b. Designate an [Assignment: controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the identification and authentication " Compliance & policies, standards and
1A-01 Procedures policy and the associated identification and Functional |intersects With Resilience GOVv-02 procedures necessary for secure, 5
lauthentication controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
Mechanisms exist to uniquely
Authentcation [ Uniauely identity and authenticate organizational users| Althentication fo Authenticate, Authorize and
1A-02 (organizational glgt(iinassé(:‘cijaetre]atll;!itflép:}sueeulsdeerlgtlﬁcatlon with processes | Functional Equal Organizational IAC-02 /Audit (AAA) organizational users 10
Users) 9 : Users and processes acting on behalf of]|
organizational users.
/Automated mechanisms exist to
enforce Multi-Factor
/Authentication (MFA) for:(1)
Identification and Remote network access;(2)
1A-02(01) ﬁ)“l"tghaenni;‘acggr?gl Implement multi-factor authentication for access to Functional |Int ts With AMtL:]Iti—I:_acttqr |AC-06 ZZgﬁ;;;?ir;xsT:ggln;I%geyrv/ikcsssts, 5
3 Users) | Multi-factor [privileged accounts. unctional - Intersects Wi u (eh';F'ﬁ)a fon "% |(TAAS); and/ or(3) Non-console
IAuthentication to access to critical TAAS that store,
Privileged Accounts transmit and/or process
sensitive/regulated data.
Identification and
|Authentication Mechanisms exist to utilize Multi-
(organizational Implement multi-factor authentication for access to . Local Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor |privileged accounts. Functional Intersects With Privileged Accounts IAC-06.3 authenticate local access for 5
|Authentication to privileged accounts.
Privileged Accounts
Mechanisms exist to imit the Use
of commercially-provided
A Information Assurance (IA) and
I:uetrr‘vtelziwact:t)ignand nf IA-ednabIethT %rodugts to those
e " — nformation products that have been
1A-02(01) (Lfsrgrasr)"r?/ltlﬁg-aflactor In:is:leem:gtaTc“gS;‘ftascmr authentication for access to Functional [Intersects With| Assurance Enabled EgAi successfully evaluated against a 5
P 9 . Products *“ |National Information Assurance

|Authentication to
Privileged Accounts

partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-

alidated or NSA-aporoved
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Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
|Authentication Out-of-Band Multi- for access to privileged and non-
~ (organizational Implement multi-factor authentication for access to . g privileged accounts such that

1A-02(01) Users) | Multi-factor |privileged accounts. Functional Intersects With Auth?rfttizgtion IAC-06.4 one of the factors is 5
|Authentication to independently provided by a
Privileged Accounts device separate from the system

being accessed.
Identification and
|Authentication Mechanisms exist to utilize Multi-
. (organizational Implement multi-factor authentication for access to " Network Access to . Factor Authentication (MFA) to

1A-02(01) Users) | Multi-factor |privileged accounts. Functional |Intersects With Privileged Accounts IAC-06.1 authenticate network access for B

|Authentication to privileged accounts.

Privileged Accounts

Identification and

|Authentication Mechanisms exist to utilize Multi-

1A-02(01) (organizational Implement multi-factor authentication for access to Functional |Intersects With Ni}:ﬁ';(riﬁﬁ?s:dw |AC-06.2 Factor Authentication (MFA) to 5

Users) | Multi-factor |privileged accounts. 9 ““lauthenticate network access for
Accounts
|Authentication to non-privileged accounts.
Privileged Accounts
Euetrr"te'?li‘acg%r;:nd /Automated mechanisms exist to
P " P Hardware Token- lensure organization-defined

1A-02(01) :fsregras?lridtllolg-aflactor In:is:izm:gtalzﬁc\gﬂ;ftasctor authentication for access to Functional [Intersects With Based IAC-10.7|token quality requirements are 5
IAuthentication to P 9 . Authentication satisfied for hardware token-
privileged Accounts based authentication.

Mechanisms exist to imit the use

of commercially-provided
Identification and Information Assurance (IA) and
|Authentication IA-enabled IT products to those
(organizational . A Information products that have been

1A-02(02) Users) | Multi-factor Inn;ﬂe:?firet n;\;I;\;fcaoc:rfxsauthent\catlon for access to Functional [Intersects With| Assurance Enabled EgAi successfully evaluated against a 5
|Authentication to P 9 . Products *“ |National Information Assurance
Non-privileged partnership (NIAP)-approved
|Accounts Protection Profile or the

cryptographic module is FIPS-
alidated or NSA-anoroved
Identification and
|Authentication . : - .
el Mechanisms exist to utilize Multi-
(organizational . A Network Access to P

1A-02(02) Users) | Multi-factor Implenje_?t msllt\—factor authentication for access to Functional |Intersects With| Non-Privileged [IAC-06.2 Fac:]or A_uthentlcat\oE (MFA) t? 5
lAuthentication to  [Mon-Privilege accounts. Accounts autl entlpate network access for
Non-privileged non-privileged accounts.

JAccounts

L Mechanisms exist to implement
[dentification and Multi-Factor Authentication (MFA)
(organizational Implement multi-factor authentication for access to Out-of-Band Multi- fDr\rvawlceceesds ;chormltigselihart]gatow

1A-02(02) Users) | Multi-factor | 0P SR AT oo Functional [Intersects With Factor IAC-06.4 /0 O fectore 1 5
|Authentication to P 9 . Authentication ind dent! ided b
Non-privileged independently provided by a
IAccounts device separate from the system

being accessed.
Identification and
|Authentication /Automated mechanisms exist to
(organizational g " Hardware Token- lensure organization-defined

1A-02(02) Users) | Multi-factor Lngﬁle??fi?et n;;|§Cfcaucutszsauthent\cat|on for access to Functional |Intersects With Based IAC-10.7|token quality requirements are 5
|Authentication to P 9 . Authentication satisfied for hardware token-
Non-privileged based authentication.

JAccounts
Identification and
|Authentication : : . :

1A-02(02) (Lfsregrasr)‘ir:lt:ﬁtn\—aflactor Implement multi-factor authentication for access to Functional |Intersects With Network Access to |AC-06.1 r’llaecct';?rxfl;r}‘ﬁser?:ilcsatt\tgnu(tm;i)htsmr 5
IAuthentication to  |"eM-Privileged accounts. Privileged Accounts ““lauthenticate network access for
Non-privileged privileged accounts.
|Accounts

/Automated mechanisms exist to

enforce Multi-Factor
\dentification and /Authentication (MFA) for:(1)
lauthentication Remote network access;(2)
(organizational y . Multi-Factor Third-party Technology Assets,

102(02)  [Users) | Multi-factor |PIement multi-factor authentication for access to | g nctional  (Intersects With|  Authentication | IAC-06 [APplications and/or Services 5
lAuthentication to  |neN-Privileged accounts. (MFA) (TAAS); and/ or(3) Non-console
Non-privileged access to critical TAAS that store,
lAccounts transmit and/or process

sensitive/regulated data.
Identification and
|Authentication . : - .
(organizational . Mechanisms ex_lst to utilize Multi-

1A-02(02) Users) | Multi-factor Implement multi-factor authentication for access to Functional |Intersects With Local Access to |AC-06.3] Factor Authentication (MFA) to 5
IAuthentication to non-privileged accounts. Privileged Accounts “~lauthenticate local access for
Non-privileged privileged accounts.

JAccounts
Identification and
(Aourthaenrzgactaigr?;l Implement replay-resistant authentication mechanisms Replay-Resistant /Automated mechanisms exist to

I1A-02(08) Usegrs) | Access to for access to [Selection (one or more): privileged Functional Equal Agthintication IAC-02.2|employ replay-resistant 10

lAccounts — Replay laccounts; non-privileged accounts]. authentication.

Resistant

Identification and : .

[Authentication /Accept and electronically verify Personal Identity Acceptance of PIV gzz?riwfgﬁye\)ﬂeﬁf;c acceptand

1A-02(12) (organizational fyL ptuley " J Functional |Intersects With IAC-02.3| - . 5
Users) | Acceptance \Verification-compliant credentials. Credentials organizational Personal Identity
of PIV Creden’:ia\s \Verification (PIV) credentials.

Mechanisms exist to uniquely
identify and centrally
:?iee‘:vltcigcation and Handle device identification and authentication based Identification & 2EE’?:F;:Z;%S?EZ?%Z;;Z"

IA-03(04) lAuthentication | argnaﬁttii;aﬁtg]nIﬁgn[aAszlrar;r:ten:(:)coergsa]nlzatlon—deﬁned Functional [Intersects With AutheDnet:Icigsgn for | IAC-04 establishing a connection using 5

Device Attestation 9 9 P . bidirectional authentication that
is cryptographically- based and
replay resistant.

Mechanisms exist to ensure
: device identification and

::()fe\:xltci:cation and Handle device identification and authentication based authentication is accurate by

IA-03(04) lAuthentication | on attestation by [Assignment: organization-defined Functional [Intersects With| Device Attestation |{IAC-04.1|centrally-managing the joining of 5
Device Attestation iconfiguration management process]. systems to the domain as part of

the initial asset configuration
management process.
MTATTIgE Sy STENT TUETTUITETS Dy @ RETETVITTg g 2
lauthorization from [Assignment: organization-defined . . .
personnel or roles] to assign an individual, group, role, M:Vc:rannéf‘zifglﬁ Z%;:gﬁt‘izate
\dentifier service, or device identifier;b. Selecting an identifier Authenticate, E\uthorize and Audit (AAA) '
1A-04 that identifies an individual, group, role, service, or Functional (Intersects With|Authorize and Audit|IAC-01.2| ; . 5

Management N N . 7 . solutions, both on-premises and

device;c. Assigning the identifier to the intended (AAA) those hosted by an External

individual, group, role, service, or device; andd. Service Provideyr (ESP)

Preventing reuse of identifiers for [Assignment: .

etnabaaton o (esamment: rosmeston defned

personnel or roles] to assign an individual, group, role, gzggxegds];ir:gard:s?ert:sernames
\dentifier service, or device identifier;b. Selecting an identifier Identifier Applications agnydlor Ser’vwces

|1A-04 Management that identifies an individual, group, role, service, or Functional [Intersects With| Management (User | IAC-09 (TpApAS) 5
9 device;c. Assigning the identifier to the intended Names) :
individual, group, role, service, or device; andd.
Preventing reuse of identifiers for [Assignment:
izatinn dafi i indl
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Contral Naccr "
Mechanisms exist to strictly
Identifier Manage individual identifiers by uniquely identifying Authenticate, ?\z\t/’?gl;iztgearL]l;eA?deﬁu(t/;\ER;lcate,
IA-04(04) Management | leach individual as [Assignment: organization-defined Functional |Intersects With|Authorize and Audit|IAC-01.2| Solutions, both on-premises and 5
Identify User Status |characteristic identifying individual status]. (AAA) those hosted by an External
Service Provider (ESP).
Identifier Manage individual identifiers by uniquely identifying User Identity (ID) :jc einljss:rsigzlyst[\fggaiir;s#re
IA-04(04) Management | leach individual as [Assignment: organization-defined Functional |Intersects With Managemint IAC-09.1] &aﬁagement for non-consumer 5
Identify User Status |characteristic identifying individual status]. Lsers and administratar:
Identifier Manage individual identifiers by uniquely identifying ?oenctl::Qtlzgsai)élsc:t;%:dti?r%f—yart
I1A-04(04) Management | leach individual as [Assignment: organization-defined Functional [Intersects With|ldentity User Status|IAC-09.2| users through unique usernsmey 5
Identify User Status |characteristic identifying individual status]. characteristics.
g= Sy yor AN DhdLid
of the initial authenticator distribution, the identity of
the individual, group, role, service, or device receiving
the authenticator;b. Establishing initial authenticator
content for any authenticators issued by the
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative . . .
procedures for initial authenticator distribution, for lost mzihaa:zlsamutshee):vltsitc;?l;(rls)ﬂs)?i:r:rlg
|Authenticator jor compromised or damaged authenticators, and for Authenticator and dgviceS' and(2) Ensure the
IA-05 M revoking authenticators;e. Changing default Functional [Intersects With IAC-10 i " . 5
anagement lauthenticators prior to first use;f, Changing or Management strength_ of authentlcatwgn is
refreshing authenticators [Assignment: organization- i;)f;g%’;attaeggirt‘hea:::\ca(:ssslﬁezatlon
defined time period by authenticator type] or when 9 .
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when
=Sy 5o yTg TS
of the initial authenticator distribution, the identity of
the individual, group, role, service, or device receiving
the authenticator;b. Establishing initial authenticator
content for any authenticators issued by the
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative
procedures for initial authenticator distribution, for lost Mechanisms exist to ensure
|Authenticator jor compromised or damaged authenticators, and for Default default authenticators are
IA-05 M revoking authenticators;e. Changing default Functional [Intersects With N IAC-10.8| 5
anagement lauthenticators prior to first use;f, Changing or Authenticators changed as part of _account‘
refreshing authenticators [Assignment: organization- creation or system installation.
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when
in b tia e cla
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised ﬁ:ggm;zdipzizi%zns exist to
|Authenticator passwords in I1A-5(1)(a);c. Transmit passwords only Automated Support authenticatol?s are sufficient!
1A-05 Management | lover cryptographically-protected channels;d. Store " PpS y y
-05(01) P : Functional [Intersects With For Password IAC-10.4|strong enough to satisfy 5
assword-based passwords using an approved salted key derivation Strength organization-defined password
|Authentication function, preferably using a keyed hash;e. Require 9 Ier? th and com, Iexitp
immediate selection of a new password upon account re %irements P Y
recovery;f. Allow user selection of long passwords and q .
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
icomposition and complexity rules].
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised " :
|Authenticator passwords in 1A-5(1)(a);c. Transmit passwords only gloeri};lla:;ft';Slsggtth“a):dnfi?gsian
Management | lover cryptographically-protected channels;d. Store . Password-Based . o
1A-05(01) Password-based passwords using an approved salted key derivation Functional |intersects With Authentication IAC-10.1 E?i2::'?:;2ﬁlogzstx;:ﬁg;es:;mng 5
|Authentication function, preferably using a keyed hash;e. Require authenticat?cn
immediate selection of a new password upon account :
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
icomposition and complexity rules].
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised Mechanisms exist to:(1) Securely
|Authenticator passwords in I1A-5(1)(a);c. Transmit passwords only manage authenticators for users
Management | lover cryptographically-protected channels;d. Store . Authenticator and devices; and(2) Ensure the
1A-05(01) Password-based passwords using an approved salted key derivation Functional |intersects With Management IAC-10 strength of authentication is 5
|Authentication function, preferably using a keyed hash;e. Require appropriate to the classification
immediate selection of a new password upon account of the data being accessed.
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
icomposition and complexity rules].
@. FOT puDIC Key-Da R therTCAtTonT T ENTOTTE
lauthorized access to the corresponding private key;
land2. Map the authenticated identity to the account of A;rgrar:;aetigr?ﬁecc;ae?ims exist to
|Authenticator the individual or group; andb. When public key Zorlstructin Iand ver\fyin a
1A-05(02) Management | infrastructure (PKI) is used:1. Validate certificates by Functional Equal PKI-Based IAC-10.2 certiﬁcatior?path to ar?acgcepted 10
Public Key-based |constructing and verifying a certification path to an Authentication - trust anchor including checkin
|Authentication laccepted trust anchor, including checking certificate Certificate status infogrmation fgr
status information; and2. Implement a local cache of PKI-based authentication
revocation data to support path discovery and :
\validation
Mechanisms exist to compel
users to follow accepted
Q:t::g":r;iﬁr‘ Protect authenti_cators commensurate with the security Respongisl;:rities for practices in the use of
IA-05(06) Protection of category of the information to which use of the Functional |Intersects With Account IAC-18 |authentication mechanisms (e.g., 5
IAuthenticators lauthenticator permits access. Management passwords, passphrases, physicall
or logical security tokens, smart
cards, certificates, etc.).
IAuthenticator Mechanisms exist to protect
Management | Protect authenticators commensurate with the security Protection of authenticators commensurate
IA-05(06) Protection of category of the information to which use of the Functional [Intersects With Authenticators IAC-10.5|with the sensitivity of the 5
|lAuthenticators lauthenticator permits access. information to which use of the
authenticator permits acce
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14 of 47



Set Theory Relationship Mapping (STRM)

|Authenticator

Focal Document Element (FDE) Description

Implement [Assignment: organization-defined security

FedRAMP 5_x000a_LI-Saa$

Mechanisms exist to implement
security safeguards to manage
the risk of compromise due to
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1A-05(08) mﬂﬁﬂ:msszfe‘m controls] to manage the risk of compromise due to Functional [intersects with| MUSPI SYSteM ,x¢ 10 glingividuals having accounts on 5
IAccounts individuals having accounts on multiple systems. multiple Technology Assets,
/Applications and/or Services
Ay %4TAAhS f TE T
Uthenticator - P - - €chanisms exist to uniquely
1A-05 Management | Implement [Assignment: organization-defined security . Privileged Account manage privileged accounts to
-05(08) : icontrols] to manage the risk of compromise due to Functional [Intersects With e IAC-09.5|. " 5
Multiple System individuals having accounts on multiple systems. Identifiers identify the account as a
Account: . nrivileaed user or service
Mechanisms exist to obscure the
Obscure feedback of authentication information during if:g)drbmaactk\o? slljﬁir:]egn;:;]ceatlon
|Authentication the authentication process to protect the information " Authenticator P
|1A-06 o : Functional Equal IAC-11 |authentication process to protect 10
Feedback if;%rir‘;izgsaslwsble exploitation and use by unauthorized Feedback the information from possible
. exploitation/use by unauthorized
individuals.
Implement mechanisms for authentication to a Mechanisms exist to ensure
ICryptographic cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
IA-07 Module lapplicable laws, executive orders, directives, policies, Functional |Intersects With Module IAC-12 |applicable statutory, regulatory 5
|Authentication regulations, standards, and guidelines for such Authentication and contractual requirements for
authentication. security strength.
Implement mechanisms for authentication to a Automated
ICryptographic cryptographic module that meet the requirements of Authentication |/Automated mechanisms exist to
IA-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With Through CRY-02 |enable systems to authenticate 5
|Authentication regulations, standards, and guidelines for such Cryptographic to a cryptographic module.
authentication Module:
Mechanisms exist to uniquely
Identlﬁcatlo_n and Uniquely identify and authenticate non-organizational Ident'ﬁ.cat'.on & identify _and centrally
1A-08 [Authentication users or processes acting on behalf of non- Functional Equal Authentication for | ¢ g3 Authenticate, Authorize and 10
(non-organizational lorganizational users, Non-Organizational /Audit (AAA) third-party users and
Users) 9 : Users processes that provide services
to the organization.
Identification and
|Authentication . .
(non-organizational |Accept and electronically verify Personal Identity Acceptance of PIV gzﬁ?rinn'fc';ﬁ e\)/(;srtiftopaecrgzgtaland

IA-08(01) Users) | Acceptance |Verification-compliant credentials from other federal Functional Equal Credentials from [IAC-03.1 Identity \/eri%catiox (PIV) 10
?rfolr’AVO(iLeec:entla\s lagencies. Other Organizations credentials from third-parties.
|Agencies
f‘ir;‘te'?‘i‘acta'?igﬁnd ) /Automated mecham;ms exist to
(non-organizational a. Accept only external authenticators that are NIST- Acceptance of accept Federal Identity,

I1A-08(02) Users) | Acceptance icompliant; andb. Document and maintain a list of Functional Equal Third-Party IAC-03.2|Credential and Access 10
of External laccepted external authenticators. Credentials Mgnagement (FICA!VI)—approved
|Authenticators third-party credentials.

Identification and Mechanisms exist to conform
|Authentication IConform to the following profiles for identity Use of FICAM-Issued systems to Federal Identity,

IA-08(04) (non-organizational [management [Assignment: organization-defined Functional Equal Profiles IAC-03.3|Credential and Access 10
Users) | Use of identity management profiles]. Management (FICAM)-issued
Defined Profile: i

echanisms exist to force users
Require users to re-authenticate when [Assignment: and devices to re-authenticate
IA-11 Re-authentication |organization-defined circumstances or situations Functional Equal Re-Authentication | IAC-14 |according to organization-defined| 10
requiring re-authentication]. circumstances that necessitate
re-authentication
Identity Proofing | |Require that the validation and verification of identity User Provisioning & zl)?rcnhaalnl,:ig'sr:x:ztrtaotiﬂghazr?dade—

I1A-12(04) In-person Validation |evidence be conducted in person before a designated Functional [Intersects With De-Provisi 9 IAC-07 . g h 5
and Verification registration authority. e-Provisioning registration process that governs

the assignment of access rights.
Mechanisms exist to conduct in-
Identity Proofing | |Require that the validation and verification of identity In-Person or Trusted,| person or trusted third-party

1A-12(04) In-person Validation |evidence be conducted in person before a designated Functional |Intersects With Third-Party IAC-10.3|identify verification before user 5
land Verification registration authority. Registration accounts for third-parties are

created
Mechanisms exist to require that
Identity Proofing | |Require that the validation and verification of identity In-Person Validation the validation and verification of
I1A-12(04) In-person Validation |evidence be conducted in person before a designated Functional (Intersects With & Verification IAC-28.4|identity evidence be conducted 5
land Verification registration authority. in person before a designated
registration authority.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
compl\_ance, andb. Is consistent wwth_ appllcak_;le laws, Mechanisms exist to establish,
lexecutive orders, directives, regulations, policies, i : P " "
. standards, and guidelines; and2. Procedures to PUbI'Sh'"g Security, ma_mtam and disseminate
IR-01 ';Sgccgdzr;gs facilitate the implementation of the incident response Functional |Intersects With CORIE’S)iI;iaerV}!ieE& GOV-02 p?gcc;edsdf;:zgi;:z:rndfor secure 5
policy and the associated incident response controls;b. Documentation gom liant and resilie%t '
Designate an [Assignment: organization-defined ca apbilities
official] to manage the development, documentation, P .
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . . .
lexecutive orders, directives, regulations, policies, Mechanisms exist to implement
b N and govern processes and
Policy and standards, and guidelines; and2. Procedures to Incident Response documentation to facilitate an
IR-01 P facilitate the implementation of the incident response Functional Subset Of : IRO-01 P . 10
rocedures f A . N Operations organization-wide response
policy and the associated incident response controls;b. capability for cybersecurity and
Designate an [Assignment: organization-defined da?a roglection}irelated incyidents
official] to manage the development, documentation, P .
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compl\_ance, andb. I_s consistent wwth_ appllcal_)le laws, Mechanisms exist to regularly
lexecutive orders, directives, regulations, policies, review and modify incident
. istandards, and guidelines; and2. Procedures to Y
IR-01 Policy and facilitate the implementation of the incident response Functional (Intersects With IRP Update IRO- |response practices to incorporate| 5
Procedures 0 P P 04.2 |lessons learned, business

policy and the associated incident response controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

process changes and industry
developments, as necessary.
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Secure Controls Framework (SCF)

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . . .
lexecutive orders, directives, regulations, policies, I"::;g::'lse':rsn:’é'ﬁ;;'gﬁg‘r;);:’:;e
Policy and standards, and guidelines; and2. Procedures to Root Cause Analysis| and resolving cybersecurity and
IR-01 Procedures facilitate the implementation of the incident response Functional [Intersects With| (RCA) & Lessons | IRO-13 data protection incidents to 5
policy and the associated incident response controls;b. Learned reduce the likelihood or impact of
Designate an [Assignment: organization-defined future incidents.
official] to manage the development, documentation, -
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, qireptives, regulations, policies, Periodic Review & Besilignce Program (SCRP),
Policy and standards, and guidelines; and2. Procedures to Update of Security, including policies, standards and
IR-01 Procedures facilitate the implementation of the incident response Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
policy and the associated incident response controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the incident response policy and effectiveness.
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
la. Provide incident response training to system users
consistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period]
lof assuming an incident response role or responsibility Mechanisms exist to train
Incident Response |or acquiring system access;2. When required by " Incident Response personnel in their incident
IR-02 [Training isystem changes; and3. [Assignment: organization- Functional  Intersects With Training IRO-05 response roles and 5
defined frequency] thereafter; andb. Review and responsibilities.
update incident response training content
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
@, Tmplement an incident handling capability for
incidents that is consistent with the incident response
plan and includes preparation, detection and analysis,
icontainment, eradication, and recovery;b. Coordinate Mechanisms exist to cover:(1)
incident handling activities with contingency planning Preparation;(2) Automated event
. . activities;c. Incorporate lessons learned from ongoing : " detection or manual incident
IR-04 Incident Handling i, igent handling activities into incident response Functional Equal Incident Handling | IRO-02 | oot intake;(3) Analysis;(4) 10
procedures, training, and testing, and implement the Containment;(5) Eradication;
resulting changes accordingly; andd. Ensure the rigor, and(6) Recovery.
intensity, scope, and results of incident handling
lactivities are comparable and predictable across the
organization.
Mechanisms exist to facilitate the
Identify [Assignment: organization-defined classes of grapr::m;r\ct:rt]\t?g‘gft;%r;tllgge?‘gzyre
. incidents] and take the following actions in response to " P i
Incident Handling | |, ¢ em idents to ensure continuation of Business Continuity resilient Technology Assets,
IR-04(03) Continuity of o0se Incidents to ensure continuation of = - Functional [Intersects With| ~Management  |BCD-01 |Applications and/or Services 5
Operations orga‘nlzatlonal mission .and bu;lness fu.nctlons. ' System (BCMS) (T, ) (e.g., Continuity of
[Assignment: organlzat_lon_-deﬁned actions to take in Operations Plan (COOP) or
response to classes of incidents]. Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Identify [Assignment: organization-defined classes of . . . N
| . incidents] and take the following actions in response to . Mechanlsn’_\s exist to ldentlfy
nc\dgng Handling | those incidents to ensure continuation of In'cllder]t IRO- classes of incidents and actions
OO erations | frganizatonal mision and busines functions: | FUncuonl ntersects W CRETERERS | 0za |G B NS S gonationat |
Fesponse to classes of incidents). missions and business functions.
Mechanisms exist to utilize a
Incident Handling | |Correlate incident information and individual incident Centralized (SSeIfEuMn)tyo:—nsci‘li?lgi E\ﬁ;t“gtae':ftg:gl
IR-04(04) Informatjon responses to achieve an organization-wide perspective | Functional [Intersects With qulection of MON-02 to sup;’)ort the centralized ' 5
ICorrelation lon incident awareness and response. Security Event Logs collection of security-related
event logs.
/Automated mechanisms exist to
correlate both technical and non-
Incident Handling | |Correlate incident information and individual incident Correlate MON EﬁCh"'fa‘ \nfor?at\og "0'1 across
IR-04(04) Information responses to achieve an organization-wide perspective | Functional |Intersects With Monitoring . e enterprise by a Security 5
Lo 02.1 (Incident Event Manager (SIEM) or
ICorrelation lon incident awareness and response. Information similar automated tool, to
lenhance organization-wide
situational awareness.
. ) - . /Automated mechanisms exist to
Incident ‘Han‘dhng. | Implement a conﬁgyrable. capability to agtonjatlcally ' ‘ Automated MON- |implement pre-determined
IR-04(05) |Automatic Disabling|disable the system if [Assignment: organization- Functional |Intersects With Response to 01.11 |corrective actions in response to 5
of System defined security violations] are detected. Suspicious Events . detected events that have
Lirity incidant imnlicati
Mechanisms exist to
Automatic Disabling automatically disable Technology
Incident Handling | [Implement a configurable capability to automatically of Technology RO |Assets, Applications and/or
IR-04(05) |Automatic Disabling|disable the system if [Assignment: organization- Functional (Intersects With|Assets, Applications 02.6 Services (TAAS), upon detection 5
of System defined security violations] are detected. and/or Services : of a possible incident that meets
(TAAS) organizational criteria, which
allows for forensic analysis to be
incident Handling | [Coordinate incident handling activities involving supply ThlrdR—Party Incident Mechanisms exist to ensure
y " " L H . esponse & response/recovery planning and
IR-04(10) Supply Ch.a\n ichain evenFs with other organizations involved in the Functional [Intersects With Recovery TPM-11 testing are conducted with 5
(Coordination supply chain. Capabilities critical suppliers/providers.
Mechanisms exist to provide
cybersecurity and data
Incident Handling | |Coordinate incident handling activities involving supply Supply Chai RO ?hrutectlog |nc|?&nt+nfo;mﬁtlon to
IR-04(10) Supply Chain chain events with other organizations involved in the Functional [Intersects With cudeY ain 10‘; A e pro\;\ el"‘o the ecdno o9y 5
Coordination supply chain. oordination . ssets, Applications and/or
Services (TAAS) and other
organizations involved in the
supply chain for TAAS related to
Mechanisms exist to incorporate
. . lessons learned from analyzing
Incident Handling | /Analyze malicious code and/or other residual artifacts Root Cause Analysis| and resolving cybersecurity and
IR-04(12) I\FA:r‘éﬂ:ilfAcrgljyesiasnd remaining in the system after the incident. Functional |Intersects With (RC/T_)eirhzsdsons IRO-13 data protection incidents to 5
reduce the likelihood or impact of]
future incidents.
Mechanisms exist to perform
incident Handling | ‘|, licious code and/or other residual artifact Chain of Custody & gty of te chain of custody.
bl nalyze malicious code and/or other residual artifacts . ain of Custody integrity of the chain of custody,
IR-04(12) I;/Iahcm_us Code _and remaining in the system after the incident. Functional [Intersects With Forensics IRO-08 in accordance with applicable 5
orensic Analysis f h
aws, regulations and industry-
recognized secure practices.
Mechanisms exist to utilize
incident Handling | /Analyze anomalous or suspected adversarial behavior zggiegyn‘;%tstgiaettah': faﬂegce'?g?”y
IR-04(13) : in or related to [Assignment: organization-defined Functional (Intersects With Honeypots SEA-11 . 5
Behavior Analysis environments or resources] malicious attacks for the purpose
. of detecting, deflecting and
analyzing such attacks.
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Mechanisms exist to utilize User
& Entity Behavior Analytics
. . (UEBA) and/or User Activity
N . lAnalyze anomalous or suspected adversarial behavior i N
Incident Handling | | " ! . Anomalous Monitoring (UAM) solutions to
IR-04(13) Behavior Analysis gvns‘rrgilrit::t;oo[’ﬁsesslgcggsn]t. organization-defined Functional |Intersects With Behavior MON-16 detect and respond to anomalous| 5
. behavior that could indicate
account compromise or other
malicious activities.
Mechanisms exist to utilize
incident Handling | /Analyze anomalous or suspected adversarial behavior honeyclients that proactively
IR-04(13) Behavior Analysis in or related to [Assignment: organization-defined Functional |Intersects With Honeyclients SEA-12 [seek to identify malicious 5
4 lenvironments or resources]. websites and/or web-based
malicious code.
Mechanisms exist to document,
situational m%nitor an'dt repodrtdthte status of
. I . . cybersecurity and data
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awlanrgng‘i;cr IRO-09 protection incidents to internal 10
stakeholders all the way through
the resolution of the incident.
a. Require personnel to report suspected incidents to Mechanisms exist to timely-
the organizational incident response capability within Incident report incidents to applicable:(1)
IR-06 Incident Reporting |[[Assignment: organization-defined time period]; andb. | Functional |Intersects With Stakeholder IRO-10 |Internal stakeholders;(2) Affected 5
Report incident information to [Assignment: Reporting clients & third-parties; and(3)
lorganization-defined authorities]. Regulatory authorities.
[@. Require personnel to report suspected incidents to Mechanisms exist to maintain
the organizational incident response capability within Regulatory & Law incident response contacts with
IR-06 Incident Reporting |[[Assignment: organization-defined time period]; andb. Functional |Intersects With Enforcement IRO-14 applicable regulatory and law 5
Report incident information to [Assignment: Contacts PP 9 a4
oraanization-defi thorities] enforcement agencies.
a. Require personne £ report suspected INCidents to . : - -
the organizational incident response capability within Contacts With g:;&;':stm: e);IOSt;:t'edigg?alcat:d
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. | Functional |Intersects With A i GOV-06/ pprop 5
i 2 . . uthorities with relevant law enforcement
Report incident information to [Assignment: and requlatory bodies
oraanization-defined authorities] 9 Y .
Mechanisms exist to incorporate
Incident Reporting | |Report system vulnerabilities associated with reported Root Cause Analysis| Iae:sorre\zollevai:‘neg Eg?;:ct?,i‘g'z';?d
IR-06(02) IVulnerabilities incidents to [Assignment: organization-defined Functional [Intersects With| (RCA) & Lessons | IRO-13 data protect?onyincidents tz 5
Related to Incidents [personnel or roles]. Learned reduce the likelihood or impact of
future incidents.
Mechanisms exist to report
Incident Reporting | |Report system vulnerabilities associated with reported Vulnerabilities IRO- %:ﬁern; \éﬂzzribglet:;isrs‘fc'::zd
IR-06(02) IVulnerabilities incidents to [Assignment: organization-defined Functional |Intersects With Related To 103 |data pr%tectionyincidents tg 5
Related to Incidents|personnel or roles]. Incidents organization-defined personnel
or roles.
Mechanisms exist to provide
incident response advice and
Provide an incident response support resource, integral assistance to users of
Incident Response [to the organizational incident response capability, that " Incident Reporting 'Technology Assets, Applications
IR-07 |Assistance loffers advice and assistance to users of the system for Functional Equal Assistance IRO-11 and/or Services (TAAS) for the 10
the handling and reporting of incidents. handling and reporting of actual
and potential cybersecurity and
data protection incidents.
[@. Develop an incident response plan that: L. Provide
the organization with a roadmap for implementing its
incident response capability;2. Describes the structure
land organization of the incident response capability;3.
Provides a high-level approach for how the incident
response capability fits into the overall organization;4.
Meets the unique requirements of the organization,
which relate to mission, size, structure, and
functions;5. Defines reportable incidents;6. Provides
metrics for measuring the incident response capability
within the organization;7. Defines the resources and
management support needed to effectively maintain
land mature an incident response capability;8.
/Addresses the sharing of incident information;9. Is Mechanisms exist to maintain
reviewed and approved by [Assignment: organization- " :
IR-08 Incident Response | jofineq personnel or roles] [Assignment: organization- | Functional Equal Incident Response | g g4 |and make available a current and 10
Plan defi N " . Plan (IRP) viable Incident Response Plan
efined frequency]; and10. Explicitly designates (IRP) to all stakeholders,
responsibility for incident response to [Assignment: :
lorganization-defined entities, personnel, or roles].b.
Distribute copies of the incident response plan to
[Assignment: organization-defined incident response
personnel (identified by name and/or by role) and
lorganizational elements];c. Update the incident
response plan to address system and organizational
ichanges or problems encountered during plan
implementation, execution, or testing;d. Communicate
incident response plan changes to [Assignment:
lorganization-defined incident response personnel
(identified by name and/or by role) and organizational
lelements]; ande. Protect the incident response plan
from unauthorized disclosyre and madification
HOMA AR A T At IS B g
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
lorganization-defined personnel or roles] of the
" " information spill using a method of communication not Sensitive / . .
IR-09 g‘;grr::stfn Spillage lassociated with the spill;d. Isolating the contaminated Functional [Intersects With| Regulated Data | IRO-12 geics?taic:/:s ngé;%;i:p:?ﬁsm 5
P isystem or system component;e. Eradicating the Spill Response 9 pills.
information from the contaminated system or
icomponent;f. Identifying other systems or system
icomponents that may have been subsequently
icontaminated; andg. Performing the following
ladditional actions: [Assignment: organization-defined
RESPBfitomroTTTaTOTTSpITSDyoAsSTgTITY
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
organization-defined personnel or roles] of the Sensitive / Mechanisms exist to formally
Information Spillage nformation spill using a method of communication not Regulated Data IRO- |assign personnel or roles with
IR-09 R lassociated with the spill;d. Isolating the contaminated Functional (Intersects With . " o " 5
esponse system or system componente. Eradicating the Spill Responsible 12.1 respt_:r_\slb\hty for responding to
information from the contaminated system or Personnel sensitive/regulated data spills.
icomponent;f. Identifying other systems or system
icomponents that may have been subsequently
icontaminated; andg. Performing the following
ladditional actions: [Assignment: organization-defined
tinncl
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, Mechanisms exist to develop,
. standards, and guidelines; and2. Procedures to . disseminate, review & update
MA-01 E‘:{I)'chdi?_gs facilitate the implementation of the maintenance Functional Subset Of Mgn;treagiaor:‘cse MNT-01 |procedures to facilitate the 10
policy and the associated maintenance controls;b. P implementation of maintenance
Designate an [Assignment: organization-defined controls across the enterprise.
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Secure Controls Framework (SCF)
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Policy and

MA-0L Procedures

Focal Document Element (FDE) Desc

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

FedRAMP 5_x000a_LI-Saa$

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

version 2026.1_x000a_03/27/2026

Policy and

MA-0L Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.

Policy and

MA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Policy and

MA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Controlled

MA-02 Maintenance

maintenance, repair, and replacement on system
icomponents in accordance with manufacturer or
'vendor specifications and/or organizational
requirements;b. Approve and monitor all maintenance
activities, whether performed on site or remotely and
\whether the system or system components are
serviced on site or removed to another location;c.
Require that [Assignment: organization-defined
personnel or roles] explicitly approve the removal of
the system or system components from organizational
facilities for off-site maintenance, repair, or
replacement;d. Sanitize equipment to remove the
following information from associated media prior to
removal from organizational facilities for off-site
maintenance, repair, or replacement: [Assignment:
lorganization-defined information];e. Check all
potentially impacted controls to verify that the controls
are still functioning properly following maintenance,
repair, or replacement actions; andf. Include the
following information in organizational maintenance
records: [Assignment: organization-defined

Functional

Equal

Controlled
Maintenance

MNT-02

Mechanisms exist to conduct
controlled maintenance activities
throughout the lifecycle of the
Technology Asset, Application
and/or Service (TAAS).

10

Nonlocal

MA-04 Maintenance

@ APPrOVE ana TOMNTor NonTocar T enance ana
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

ca

Functional

Intersects With

Remote
Maintenance

MNT-05

Mechanisms exist to authorize,
monitor and control remote, non-
local maintenance and diagnostic|
activities.

Nonlocal

MA-04 Maintenance

& EnSING
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
\with organizational policy and documented in the
security plan for the system;c. Employ strong
authentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

ca

Functional

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

Nonlocal

MA-04 Maintenance

&° Ena NG
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
\with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

hen nonlacal maintenance ic

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.
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Focal Document Element (FDE) Description
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a. Establish a process for maintenance personnel
authorization and maintain a list of authorized
maintenance organizations or personnel;b. Verify that . . —
Maintenance non-escorted personnel perfqrm\ng maintenanc_e on AL_lthorized ?uerf—z:tn1?;:2?:&;:1?5”@” a
MA-05 Personnel the system possess the required access authorizations;| Functional Equal Maintenance MNT-06 maintenance organizations or 10
landc. Designate organizational personnel with required Personnel ]
laccess authorizations and technical competence to personnel.
isupervise the maintenance activities of personnel who
do not possess the required access authorizations.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, qireptives, regulations, policies, Periodic Review & Besilignce Program (SCRP),
Policy and istandards, and guidelines; and2. Procedures to Update of Security, including policies, standards and
MP-01 Procedures facilitate the implementation of the media protection Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
policy and the associated media protection controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the media protection policy and effectiveness.
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
Policy and istandards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the|
MP-01 Procedures facilitate the implementation of the media protection Functional Subset Of Data Protection |DCH-01 |[implementation of data 10
policy and the associated media protection controls;b. protection controls.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compl\_ance; andb. I_s consistent wwth_applical_)le laws, Mechanisms exist to establish
i:aencclijat:"éi Dargsr;'l‘l?éree"cnt'e\fsa'nr;gU’I;—T_ggg;hf:;'ges' Publishing Security, imaintain and disseminate
Policy and " » an ; : " ) ) Compliance & policies, standards and
MP-01 facilitate the implementation of the media protection Functional |Intersects With , GOV-02 5
Procedures policy and the associated media protection controls;b Resilience procedures necessary for secure,
Desi h ) s Documentation compliant and resilient
esignate an [Assignment: organization-defined Capabilities,
official] to manage the development, documentation, P .
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Restrict access to [Assignment: organization-defined Ir:e::l"\lgé“ac”cyesesxtlzttitio ii:r::é ?12?17
MP-02 Media Access types of digital and/or non-digital media] to Functional |Intersects With Media Access DCH-03 digital media to autgorized 5
[Assignment: organization-defined personnel or roles]. ingi idual
Restrict access to [Assignment: organization-defined Endpoint Device Mechanisms exist to facilitate the|
MP-02 Media Access types of digital and/or non-digital media] to Functional |Intersects With Manapemenc (EDM)| END-01 implementation of Endpoint 5
[Assignment: organization-defined personnel or roles]. 9 Device Management (EDM)
a. Mark system media indicating the distribution il\:l‘eac?caonr:is;scsﬁsittht%;\:rk media
limitations, handling caveats, and applicable security protection requirements so that
MP-03 Media Marking markings (if ‘any) of_the_ |nform_at\on, andp. Exempt Functional [Intersects With| Media Marking DCH-04 |personnel are alerted to 5
[Assignment: organization-defined types of system distribution limitations, handling
media] from markin_g if_the me_dia remain within caveats and appl\cab\é security
[Assignment: organization-defined controlled areas]. requirements.
/Automated mechanisms exist to
a. Mark system media indicating the distribution mark physical media and digital
limitations, handling caveats, and applicable security files to indicate the distribution
. " markings (if any) of the information; andb. Exempt " DCH- |limitations, handling
MP-03 Media Marking [Assignment: organization-defined types of system Functional  Intersects With| Automated Marking 04.1 (requirements and applicable >
media] from marking if the media remain within security markings (if any) of the
[Assignment: organization-defined controlled areas]. information to aid Data Loss
Prevention (DLP) technologies.
a. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational . .
icontrol, or release for reuse using [Assignment: Physical Media micgzglg?";:j;;t\;ﬁ:ﬁf{:2’0
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional [Intersects With yD DCH-08 P . 5
i A . isposal longer required, using formal
procedures]; andb. Employ sanitization mechanisms dures
with the strength and integrity commensurate with the procedures.
security category or classification of the information.
la. Sanitize [Assignment: organization-defined system Mechanisms exist to sanitize
media] prior to disposal, release out of organizational system media with the strength
icontrol, or release for reuse using [Assignment: System Media and integrity commensurate with
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With %’anitization DCH-09 [the classification or sensitivity of 5
procedures]; andb. Employ sanitization mechanisms the information prior to disposal,
with the strength and integrity commensurate with the release out of organizational
Isecurity category or classification of the information. control or release for reuse.
a. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
icontrol, or release for reuse using [Assignment: Sanitization of DCH- Mechanisms exist to facilitate the|
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With personal Data (PD) | 09.3 sanitization of Personal Data 5
procedures]; andb. Employ sanitization mechanisms . (PD).
with the strength and integrity commensurate with the
serc'_urity category or classification of the information.
Media Sanitization | portable storage devices prior to conne_cting such . Mechanisms_ exist t_o apply
MP-06(03) Nondestructive devices to the system under the following Functional |Intersects With First 'T\‘me‘Use DCH- nonde‘structlve sanitization 5
[Techniques circumstances: [Assignment: organization-defined Sanitization 09.4 [techniques to portable storage
circumstances requiring sanitization of portable devices prior to first use.
. - . Mechanisms exist to sanitize
/Apply nondestructive sanitization techniques to P
. - portable storage devices prior to connecting such system media with the strength
Media Sanitization | devices to the system under the followin System Media and integrity commensurate with
MP-06(03) Nondestructive N ; yster . lowing fi Functional |Intersects With ystem Me DCH-09 |the classification or sensitivity of 5
Techniques circumstances: [Ass_lg_nment. prggmzatlon-de ned Sanitization the information prior to disposal,
circumstances requiring sanitization of portable ) f izational
storage devices]. release out of organizationa
- - control or release for reuse.
' I rtable storage devices prior to connecting such . ] N
Media Sanitization | [30U2 € Stra0¢ ] f— Mechanisms exist to facilitate the
" ystem under the following . N Sanitization of DCH- P
MP-06(03) -’}‘ggﬁ;ﬁﬁ:zgme circumstances: [Assignment: organization-defined Functional Intersects With Personal Data (PD) | 09.3 (ssgl)tlzatlon of Personal Data 5
icircumstances requiring sanitization of portable :
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MP-07 Media Use

a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system
media] on [Assignment: organization-defined systems
or system components] using [Assignment:
lorganization-defined controls]; andb. Prohibit the use
of portable storage devices in organizational systems
when such devices have no identifiable owner.

Functional

Intersects With

Media & Data
Retention

DCH-18

Mechanisms exist to retain
media and data in accordance
with applicable statutory,
regulatory and contractual
obligations.

MP-07 Media Use

a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system
media] on [Assignment: organization-defined systems
or system components] using [Assignment:
lorganization-defined controls]; andb. Prohibit the use
of portable storage devices in organizational systems
when such devices have no identifiable owner.

Functional

Intersects With

Media Use

DCH-10

Mechanisms exist to restrict the
use of types of digital media on
systems or system components.

MP-07 Media Use

a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system
media] on [Assignment: organization-defined systems
lor system components] using [Assignment:
lorganization-defined controls]; andb. Prohibit the use
of portable storage devices in organizational systems
when such devices have no identifiable owner.

Functional

Intersects With

Prohibit Use
Without Owner

DCH-
10.2

Mechanisms exist to prohibit the
use of portable storage devices
in organizational systems when
such devices have no identifiable
owner.

Policy and

PE-01 Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
physical and environmental protection policy and the
lassociated physical and environmental protection
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Policy and

PE-01 Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
physical and environmental protection policy and the
lassociated physical and environmental protection
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Subset Of

Physical &
Environmental
Protections

PES-01

Mechanisms exist to facilitate the
operation of physical and
lenvironmental protection
controls.

10

Policy and

PE-01 Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
physical and environmental protection policy and the
lassociated physical and environmental protection
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
aoew! ™

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Physical Access

PE-02 |Authorizations

- O, appTUVE, AT AT T ST
with authorized access to the facility where the system
resides;b. Issue authorization credentials for facility
laccess;c. Review the access list detailing authorized
facility access by individuals [Assignment:
lorganization-defined frequency]; andd. Remove
individuals from the facility access list when access is

L icad

Functional

Equal

Physical Access
Authorizations

PES-02

Ty STCaT aTTesS CoTTTroT
mechanisms exist to maintain a
current list of personnel with
authorized access to
organizational facilities (except
for those areas within the facility
officially designated as publicly

10

Physical Access

PE-03 Control

[Assignment: organization-defined entry and exit
points to the facility where the system resides] by:1.
\Verifying individual access authorizations before
granting access to the facility; and2. Controlling
ingress and egress to the facility using [Selection (one
lor more): [Assignment: organization-defined physical
laccess control systems or devices]; guards];b. Maintain
physical access audit logs for [Assignment:
lorganization-defined entry or exit points];c. Control
laccess to areas within the facility designated as
publicly accessible by implementing the following
icontrols: [Assignment: organization-defined physical
laccess controls];d. Escort visitors and control visitor
lactivity [Assignment: organization-defined
circumstances requiring visitor escorts and control of
visitor activity];e. Secure keys, combinations, and
other physical access devices;f. Inventory
[Assignment: organization-defined physical access
devices] every [Assignment: organization-defined
frequency]; andg. Change combinations and keys
[Assignment: organization-defined frequency] and/or
\when keys are lost, combinations are compromised, or
\when individuals possessing the keys or combinations

Functional

Intersects With

Physical Access
Control

PES-03

Physical access control
mechanisms exist to enforce
physical access authorizations
for all physical access points
(including designated entry/exit
points) to facilities (excluding
those areas within the facility
officially designated as publicly
accessible).

PE-06 IAccess

Monitoring Physical

a. Monitor physical access to the facility where the
isystem resides to detect and respond to physical
security incidents;b. Review physical access logs
[Assignment: organization-defined frequency] and
upon occurrence of [Assignment: organization-defined
levents or potential indications of events]; andc.
ICoordinate results of reviews and investigations with
the organizational incident response capability.

Functional

Equal

Monitoring Physical
Access

PES-05

Physical access control
mechanisms exist to monitor for,
detect and respond to physical
security incidents.

10

|Visitor Access

PE-08 Records

a. Maintain visitor access records to the facility where
the system resides for [Assignment: organization-
defined time period];b. Review visitor access records
[Assignment: organization-defined frequency]; andc.
Report anomalies in visitor access records to

[Assignment: organization-defined personnel].

Functional

Equal

Physical Access
Logs

PES-
03.3

Physical access control
mechanisms generate a log entry|
for each access attempt through
controlled ingress and egress

points.

10
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5_x000a_LI-Saas

exist to utilize and maintain
Employ and maintain automatic emergency lighting for automatic emergency lighting

PE-12 Emergency Lighting the system that activates in the event of a power Functional Equal Emergency Lighting PES- [that activates in the event of a 10
loutage or disruption and that covers emergency exits 07.4 |power outage or disruption and
land evacuation routes within the facility. that covers emergency exits and

levacuation routes within the
Page
Facﬁfty security mechanisms
Employ and maintain fire detection and suppression ;)J(Ips;r?s:it(;IrI\Z:nadngeT:c‘g:;‘n fire
PE-13 Fire Protection :zatrecr:s that are supported by an independent energy | Functional Equal Fire Protection PES-08 devices/systems for the system 10
: that are supported by an
independent energy source.
Fire Protection | la. Employ fire suppression systems that activate Facility security mechanisms
ISuppression zu;cmgtically andI notif)‘/ [A}ssigdn[ment: organization- exist to employ an automatic fire
Systems — efined personnel or roles] and [Assignment: . Automatic Fire PES- |suppression capability for critical
PE-13(02) |[Automatic lorganization-defined emergency responders]; andb. Functional |intersects With Suppression 08.3 sy:tpems when Ehe facyinty is not 5
|Activation and Employ an automatic fire suppression capability when staffed on a continuous basis.
y tlf}l)cagior; ‘ theEfacilht f‘is not staffed on a ctontintjhouts b?_sis.t - -
ire Protection la. Employ fire suppression systems that activate N b -
Suppression lautomatically and notify [Assignment: organization- z:'Vsitcgosl‘;;'ls'f:mﬁﬁhs:tpg:jﬁ;:n
Systems — defined personnel or roles] and [Assignment: : Fire Suppression PES- ; N ;
PE-13(02) A{Itomatit organizaaion-deﬁned emergency respgonders]; andb. Functional Intersects With e‘\)/Fces 08.2 automatic notlﬁcat!on of arlly 5
|Activation and Employ an automatic fire suppression capability when activation to organizational
Notification the facility is not staffed on a continuous basis. personnel and emergency
a. Maintain [Selection (one or more): temperature;
humidity; pressure; radiation; [Assignment: Facility security mechanisms
lorganization-defined environmental control]] levels " A "

PE-14 Ez\r/‘\trr%rgnental within the faFility wherg the sy_stem resides at . Functional Equal Hzfnr?dpiteyractzﬁrgls PES-09 ?:5;;?3&12:1'3 ?\?J?n?(;iot';ltlg\r/els 10
[Assignment: organization-defined acceptable levels]; ithin the facilit
landb. Monitor environmental control levels withi ey
[Assignment: organization-defined frequency].

Facility security mechanisms
Protect the system from damage resulting from water (ej:ﬁ‘tatoep:st:liitnsy?:slr“nst;‘to;?
PE-15 \Water I?amage leakage by pro\(iding ma;ter shutoff or isolation valves Functional Equal Water Da[nage PES- Ieakagge by provi%ing master 10
Protection ihat are acceTslble, working properly, and known to Protection 07.5 shutoff valves that are
€y personnel. accessible, working properly and
known to key personnel.
Physical security mechanisms
la. Authorize and control [Assignment: organization- exist to isolate information
Delivery and defined types of system components] entering and : . processing facilities from points

PE-16 Removal lexiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal| PES-10 such as delivery and loading 10

isystem components. areas and other points to avoid
unauthorized access.
Mechanisms exist to determine
security, compliance and

Mark [Assignment: organization-defined system resilience control applicability by

hardware components] indicating the impact level or Asset Scope AST- identifymg_, assigning and_

PE-22 IComponent Marking|classification level of the information permitted to be Functional |Intersects With Classiﬁcati%n 04.1 documenting the appro;_)nate 5
processed, stored, or transmitted by the hardware . asset scope categorization for all
component. 'Technology Assets, Applications

and/or Services (TAAS) and

personnel (internal and third-

Physical security mechanisms
Mark [Assignment: organization-defined system exist to mark system hardware
hardware components] indicating the impact level or components indicating the

PE-22 IComponent Marking|classification level of the information permitted to be Functional |Intersects With|Component Marking| PES-16 |impact or classification level of 5
processed, stored, or transmitted by the hardware the information permitted to be
icomponent. processed, stored or transmitted

by the hardware component.
. Plan the_locatlon or lee of the_facmty whe_re the Third-Party Mechanisms exist to restrict the
isystem resides considering physical and environmental Processing, Storage| TPM- [location of information

PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional [Intersects With and Sevrvice 04.4 rocessing/storage based on 5
physical and environmental hazards in the L . : proc 9/storag
orqanizational risk management strateqy. ocations business requirements.

- Hian the Tocation or Site of the Taqiity were the WEChanisms exist to estabTish an
isystem resides considering physical and environmental Alternate alternate processing site that

PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional |Intersects With Processing Site BCD-09 |provides security measures 5
physical and environmental hazards in the equivalent to that of the primary
oraanizational risk management strateq ite, _ _ _

a. Plan the location or site of the facility where the gf;rna;?:éreaxset;ict)ee;:ZEIISh an
isystem resides considering physical and environmental Alternate Storage includes both tﬁe assets and

PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional (Intersects With Site BCD-08 necessary agreements to permit 5
physic_al a_nd enyironmenta\ hazards in the the storaée and recovery of
lorganizational risk management strategy. system backup information.

. Plan the Tocation or site of the facility where the
isystem resides considering physical and environmental Distributed Mechanisms exist to distribute

PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional |Intersects With Processing & SEA-15 |processing and storage across 5
physical and environmental hazards in the Storage multiple physical locations.
organizational risk management strateq - arrcy
. Plan the location or site of the facility where the E;lnit E)or1|eonctast\?vist¥1isrﬁetrlse facility to
isystem resides considering physical and environmental Equipment Siting & minifnize otential damage f%m

PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional |Intersects With| =9 ’; tecti 9 PES-12 hysical pd : % f 5
physical and environmental hazards in the rotection gag:%as ::d teonx:irr?i?\[\nize;tae
lorganizational risk management strategy. opportunity for unauthorized
@. PTan the Tocation or site of the facility where the © n ™
isystem resides considering physical and environmental Physical & (h)lleecgat::)lf‘n;? e:'SStict:If:ﬁg'tate the

PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional [Intersects With| Environmental PES-01 egvironmentzl yrotection 5
physical and environmental hazards in the Protections P

P N controls.

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] planning

policy that:a. Addresses purpose, scope, roles,

responsibilities, management commitment,

icoordination among organizational entities, and

icompliance; andb. Is consistent with applicable laws, . . .

lexecutive orders, directives, regulations, policies, Security, ynf:li?n”;’:;ti%):\lsotft:e;aoﬂ:'lct:te they
Policy and standards, and guidelines; and2. Procedures to Compliance & planning controls that provide a

PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Resilience PRM-01 portfolio management approach 10
land the associated planning controls;b. Designate an Protection Portfolio to achieve security, compliance
[Assignment: organization-defined official] to manage Management and resilience objeétives
the development, documentation, and dissemination of]| .
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

B e

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] planning

policy that:a. Addresses purpose, scope, roles,

responsibilities, management commitment,

icoordination among organizational entities, and

icompliance; andb. Is consistent with applicable laws,

lexecutive orders, qire_ctives, regulations, policies, Statutory Mech_anisms exist to facilitate the|
Policy and stan_dards. an_d guldellnes;_ and2. Procedul_'es to ) Regulatory'& !dentlﬁcatlon and

PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Contractual CPL-01 |implementation of relevant 10
land the associated planning controls;b. Designate an Compliance statutory, regulatory and
[Assignment: organization-defined official] to manage P contractual controls.
the development, documentation, and dissemination of]|
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
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Set Theory Relationship Mapping (STRM)

PL-01

Policy and
Procedures

Focal Document Element (FDE) Description

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

o Erand s

Functional

FedRAMP 5_x000a_LI-Saa$

Subset Of

Technology
Development &
Acquisition

TDA-01

Mechanisms exist to facilitate the
implementation of tailored
development and acquisition
strategies, contract tools and
procurement methods to meet
unique business needs.

10

version 2026.1_x000a_03/27/2026

PL-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy tha Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

o Erand s

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

PL-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guideline: d2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

PL-02

ISystem Security
and Privacy Plans

et o1
lenterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

Functional

Intersects With

Plan / Coordinate
with Other
Organizational
Entities

IAO-
03.1

Mechanisms exist to plan and
coordinate Information
|Assurance Program (IAP)
activities with affected
stakeholders before conducting
such activities in order to reduce
the potential impact on
operations.

PL-02

ISystem Security
and Privacy Plans

lenterprise architecture;2. Explicitly define the
iconstituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified

during plan implementation or control assessments;

Functional

Intersects With

Applied Security,
Compliance and
Resilience Controls
Documentation

1A0-03

Mechanisms exist to generate
authoritative documentation
(e.g., System Security Plan (SSP))|
that:(1) Identifies key
architectural and implementation
information on in-scope
'Technology Assets, Applications
and/or Services (TAAS);(2)
Reflects the current state of
applied security, compliance and
resilience controls on applicable
People, Processes, Technologies,
Data and/or Facilities (PPTDF)
that are contained within the
system boundary; and(3)
Provides a historical record of
applied security controls,
including changes.

Secure Controls Framework (SCF)
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lenterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
or connections to other systems or system Mechanisms exist to maintain
icomponents;10. Provide an overview of the security network architecture diagrams
land privacy requirements for the system;11. Identify that:(1) Contain sufficient detail
System Security any relevant control ‘baselines or ovgr\ays, if Network Diagrams to assess the sgcurity of the
PL-02 and Privacy Plans lapplicable;12. Describe the controls in place or Functional |Intersects With & Data Flow AST-04 [network's architecture;(2) Reflect| 5
planned for meeting the security and privacy Diagrams (DFDs) the current architecture of the
requirements, including a rationale for any tailoring network environment; and(3)
decisions;13. Include risk determinations for security Document all sensitive/regulated
land privacy architecture and design decisions;14. data flows.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;
B TequITnTy acee:
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals, . " "
indicating that they have read, understand, and agree :I':cl?gnéser:saneslz;rt'ir;ectég:;etgll
to abide by the rules of behavior, before authorizing Terms of appﬁy gybersecurity and data
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional [Intersects With Employment HRS-05 protection principles in their daily] 5
update the rules of behavior [Assignment: work to enable secure, compliant
lorganization-defined frequency]; andd. Require and resilient capabiliti’es
individuals who have acknowledged a previous version .
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
eestadisrarprovioe o TeqUITITyaTTe:
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals, Mechanisms exist to define
indicating that they have read, understand, and agree acceptable and unacceptable
to abide by the rules of behavior, before authorizing HRS- |rules of behavior for the use of
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional [Intersects With| Rules of Behavior 05.1 [technologies, including 5
update the rules of behavior [Assignment: . consequence's for unacceptable
lorganization-defined frequency]; andd. Require behavior
individuals who have acknowledged a previous version :
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
1
eEstattsramaproviae o requITTy-aTTesS - - B
to the system, th’:e rules that describe th:\r i Mechanisms e.X'St to establish
responsibilities and expected behavior for information usage restrictions and
land system usage, security, and privacy;b. Receive a Impleme::'l_tatul)lz gl#dal"c? for
idocumented acknowledgment from such individuals, g;gsaez‘?n 'fhn: oign?izlotgolecsause
indicating that they have read, understand, and agree damage to Tch)hnolo Assets
to abide by the rules of behavior, before authorizing Technology Use HRS- |A Iicgations and/or Sggrvwces "
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional (Intersects With Restrictions 05.3 ('IP:AS) if used malicious! 5
update the rules of behavior [Assignment: . ' Y-
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
1
Include in the rules of behavior, restrictions on:a. Use Mechanisms exist to define rules
Rules of Behavior | |of social media, social networking sites, and external of behavior that contain explicit
Social Media and sites/applications;b. Posting organizational information Social Media & HRS- restrictions on the use of social
PL-04(01) External lon public websites; andc. Use of organization-provided | Functional Equal Social Networking 05.2 media and networking sites, 10
Site/application identifiers (e.g., email addresses) and authentication Restrictions . posting information on
Usage Restrictions |secrets (e.g., passwords) for creating accounts on commercial websites and sharing
lexternal sites/applications. account information.
isystem that:1. Describe the requirements and
lapproach to be taken for protecting the confidentiality,
integrity, and availability of organizational
information;2. Describe the requirements and . .
lapproach to be taken for processing personally gnetcel':a:fem:rce;;fetct&?:v:llioﬁ:;
identifiable information to minimize privacy risk to with i?\dustw-recognizéd \egading
Security and !"S'V'diaf';'tbesznbe hov; EEE arcthlte;tures are Alignment With practices, with consideration for
PL-08 Privacy integrate |r! 0 and support the enterprise Functional |Intersects With Enterprise SEA-02 [security, compliance and 5
|Architectures architecture; and4. Describe any assumptions about, Architecture resilience principles that
land dependencies on, external systems and services;b. addresses risk to organizational
Review and update the architectures [Assignment: operations, assets, individuals
lorganization-defined frequency] to reflect changes in and other ér an\zétions
the enterprise architecture; andc. Reflect planned 9 "
architecture changes in security and privacy plans,
IConcept of Operations (CONOPS), criticality analysis,
lorganizational procedures, and procurements and
: Mechanisms exist to centrally-
central Centrall (ssi " zation-defined Mac:alg:n“éﬁ(tj of sen manage the :)rgadnization-wide
entra entrally manage [Assignment: organization-defines . : - |management an
PL-09 Management icontrols and related processes]. Functional  Intersects With Coi:ecl?;:cyé & 01.1 [implementation of security, 5
Resilienpce Controls compliance and resilience
controls and related processe:
Central ICentrally manage [Assignment: organization-defined M::a’;’e?n”e:l; of VPM- Mechanisms exist to centrally-
PL-09 Management icontrols and related processes]. Functional  Intersects With Flaw Remediation 05.1 :)"rzrc]zgse the flaw remediation 5
Pracesse: .
Mechanisms exist to assign one
or more qualified individuals with
Assigned Security, the mission and resources to
Central ICentrally manage [Assignment: organization-defined " Compliance & centrally-manage, coordinate,
PL-09 Management icontrols and related processes]. Functional |Intersects With Resilience GOv-04 develop, implement and 5
Responsibilities maintain an enterprise-wide
Security, Compliance &
Resilience Program (SCRP).
Centralized . :
. . _— . Mechanisms exist to centrally-
Central ICentrally manage [Assignment: organization-defined . Management of END- f
PL-09 Management icontrols and related processes]. Functional  Intersects With Antimalware 04.3 ma:agle aptlmalware 5
Technologies technologies.
. . _— . Mechanisms exist to centrally-
Central ICentrally manage [Assignment: organization-defined . Central END- > =
PL-09 Functional |Intersects With manage anti-phishing and spam 5
Management icontrols and related processes]. Management 08.1 protection technologies.
Mechanisms exist to centrally
Central ICentrally manage [Assignment: organization-defined Centralized MON ltnatl;age e;nd \:jpdate thtelcriteria
: - i - |to be captured in event logs
PL-09 Management icontrols and related processes]. Functional |intersects With E\I;,Ieanr;al_goeqmce;r:tgat 03.6 generatgd by organizatiorﬁ 5
defined system components.
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Mechanisms exist to develop,
document and maintain secure
X . . X Secure Baseline baseline configurations for
PL-10 Baseline Selection |[Select a control baseline for the system. Functional Equal Confi N CFG-02 [Technology Assets, Applications 10
gurations h
and/or Services (TAAS) that are
consistent with industry-
accepted system hardening
Mechanisms exist to allow
baseline controls to be
specialized or customized by
applying a defined set of tailoring|
. . actions that are specific to:(1)
PL-11 Baseline Tailoring Iaggi%t;\detsa?lloerci;edacc(;‘r;t:‘(;l baseline by applying Functional Equal Baseline Tailoring %269 Mission / business functions;(2) 10
P 9 " . Operational environment;(3)
Specific threats or vulnerabilities;
or(4) Other conditions or
situations that could affect
mission / business success.
a. Develop and disseminate an organization-wide
information security program plan that:1. Provides an
loverview of the requirements for the security program
land a description of the security program management|
icontrols and common controls in place or planned for
meeting those requirements;2. Includes the
identification and assignment of roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance;3. Reflects the N . . .
Information icoordination among organizational entities responsible c Security, Mechanisms exist to facilitate the)
N " . L " " ompliance & implementation of security,
PM-01 Security Program  [for information security; and4. Is approved by a senior | Functional Subset Of Resilience Program GOV-01 compliance and resilience 10
Plan official with responsibility and accountability for the (SCRP) overnance controls.
risk being incurred to organizational operations 9 .
(including mission, functions, image, and reputation),
lorganizational assets, individuals, other organizations,
land the Nation;b. Review and update the organization-
\wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
a. Develop and disseminate an organization-wide
information security program plan that:1. Provides an
loverview of the requirements for the security program
land a description of the security program management|
icontrols and common controls in place or planned for
meeting those requirements;2. Includes the
identification and assignment of roles, responsibilities, Mechanisms exist to review the
management commitment, coordination among Security, Compliance &
lorganizational entities, and compliance;3. Reflects the Periodic Review & Resilience Program (SCRP),
Information coordination among organizational entities responsible Update of Securit including policies, standards and
PM-01 Security Program  [for information security; and4. Is approved by a senior | Functional |Intersects With pC li & Y| Gov-03 procedures, at planned intervals 5
Plan official with responsibility and accountability for the -ompliance or if significant changes occur to
) . 1 a Resilience Program ¢ nan
risk being incurred to organizational operations lensure their continuing
(including mission, functions, image, and reputation), suitability, adequacy and
lorganizational assets, individuals, other organizations, effectiveness.
land the Nation;b. Review and update the organization-
\wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
a. Develop and disseminate an organization-wide
information security program plan that:1. Provides an
loverview of the requirements for the security program
land a description of the security program management|
icontrols and common controls in place or planned for
meeting those requirements;2. Includes the
identification and assignment of roles, responsibilities,
management commitment, coordination among " : :
lorganizational entities, and compliance;3. Reflects the Publishing Securit mzic:taari‘::nsde;ifgggizt?ebIISh'
Information icoordination among organizational entities responsible Com| I?ance & Y olicies, standards and
PM-01 Security Program  [for information security; and4. Is approved by a senior | Functional |Intersects With Re;lience GOV-02 procedu’res necessary for secure 5
Plan official with responsibility and accountability for the D - P! " sary g
f . e ocumentation compliant and resilient
risk being incurred to organizational operations Capabilities,
(including mission, functions, image, and reputation), P .
lorganizational assets, individuals, other organizations,
land the Nation;b. Review and update the organization-
\wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
a. Implement a process to ensure that plans of action
land milestones for the information security, privacy,
land supply chain risk management programs and
associated organizational systems:1. Are developed
land maintained;2. Document the remedial information . .
Plan of Action and security, privacy, and supply chain risk management Vulnerability yjﬁz:g;m;s’:i ;ci:;es:;)rle that
PM-04 Milestones Process actions to adequately respond to risk to organizational | Functional [Intersects With Remediation VPM-02 identified, tracked and 5
operations and assets, individuals, other organizations, Process remediatéd
land the Nation; and3. Are reported in accordance with :
lestablished reporting requirements.b. Review plans of
action and milestones for consistency with the
lorganizational risk management strategy and
lorganization-wide priorities for risk response actions.
T U I DeTICTe Ty traTR Ty,
a. Implement a process to ensure that plans of action number;(2) Applicable security,
land milestones for the information security, privacy, compliance and/or resilience
land supply chain risk management programs and control;(3) Description of the
lassociated organizational systems:1. Are developed deficiency(ies);(4) Risk
land maintained;2. Document the remedial information associated with the
: isecurity, privacy, and supply chain risk management . deficiency(ies);(5) Source
PM-04 :/:ﬁgsgtf)r}]\ecstlg?oiggs actions to adequately respond to risk to organizational | Functional [Intersects With Deﬁgiaepn?:l;”%"ae(sjking IAO-05 |deficiency 5
loperations and assets, individuals, other organizations, identification/detection;(6)
land the Nation; and3. Are reported in accordance with Temporary compensating
lestablished reporting requirements.b. Review plans of controls, if applicable;(7) Point of
laction and milestones for consistency with the Contact (POC) (e.g.,
lorganizational risk management strategy and asset/process owner);(8)
lorganization-wide priorities for risk response actions. Resources required to conduct
ARSI 2xiet to Taciitate-an
) - ) IT Asset Management (ITAM)
PM-05 System Inventory Rg;i:ﬁcs?g:Fndvaetftgé\isé?r;"%ear:‘ti'zgtr%irylz:;g"eﬂzﬁnw Functional [Intersects With| Asset Governance | AST-01 |program to implement and 5
. 'manage asset management
controls,
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
Data (TAASD) that:(1) Accurately
reflects the current TAASD in
use;(2) Identifies authorized
software products, including
business justification details;(3)
Is at the level of granularity
Develop and update [Assignment: organization-defined . N N deemed necessary for trackin
PM-05 ISystem Inventory frequency] an inventory of organizational systems. Functional [Intersects With| Asset Inventories | AST-02 and reporting;(4)r?/nc\udes 9 5
organization-defined information
deemed necessary to achieve
effective property accountability;
and(5) Is available for review and
audit by designated
organizational personnel.
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Mechanisms exist to establish
System Inventory | Establish, maintain, and update [Assignment: and maintain a current inventory
Inventory of P " 7 of all Technology Assets,
PM-05(01) Personall lorganization-defined frequency] an inventory of all Functional |Intersects With Inventory of PRI-05.5|Applicati dlor 5
naily isystems, applications, and projects that process Personal Data (PD) -J|pplications and/or Services
dentifiable ersonally identifiable information (TAAS) that collect, receive,
Information P Y : process, store, transmit, share,
update and/or dispose Personal
Inventory of " [EStaplish, maintain, and update [Assignment: Personal Data (PD) /Automated mechanisms exist to
lorganization-defined frequency] an inventory of all . i
PM-05(01) Personally systems, applications, and projects that process Functional |Intersects With Inventory PRI-05.6|determine if Personal Data (PD)
Identifiable nersanally identifiable information Automation Support| is maintained in electronic form.
Mechanisms exist to assign one
or more qualified individuals with
Develop, monitor, and report on the results of A55|gned> Security, the mission and resources to
PM-06 Measures of information security and privacy measures of Functional |Intersects With Compliance & GOV-04 centrally-manage, coordinate,
Performance erformance Resilience develop, implement and
P . Responsibilities maintain an enterprise-wide
Security, Compliance &
Resilience Program (SCRP).
Mechanisms exist to develop,
Develop, monitor, and report on the results of report and monitor Security,
PM-06 y:;s?;e;nife information security and privacy measures of Functional [Intersects With Iyeerfaosrun:easng; GOV-05 [Compliance & Resilience
performance. Program (SCRP) measures of
performance.
Mechanisms exist to facilitate the
implementation of contingency
. N : : : planning controls to help ensure
PM-08 (Critical dAgsglecfsnlwnefgmac;%nrnseencc:?i?n,ara]:dp:‘ézgi:wsgs e Functional IIntersects with| - ess Continuity| - o1 ;\e;;gllliecra‘tils;hal?%l?ogrysf;s\ect:s
i Infrastructure Plan |critical infrastructure and key resources protection unctional Intersects Wi Sy:tei??B(?MS) h (TAAS) (e.g., Continuity of
plan. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
/Address information security and privacy issues in the Statutory, mzﬁ':%’z'asmfnz:zt fo facilitate the
Critical development, documentation, and updating of a " Regulatory & "
PM-08 Infrastructure Plan |critical infrastructure and key resources protection Functional  lintersects With Contractual CPL-01 ;Ta‘)tﬁ?reyntraetéﬂ‘a%:ye‘::snt
plan. Compliance contractual controls.
N . " " " Mechanisms exist to define
Security and Establish a security and privacy workforce " Defined Roles & :
PM-13 - ) Functional |Intersects With v HRS-03 |cybersecurity roles &
Privacy Workforce |development and improvement program. Responsibilities responsibilities for all personnel.
. ish . i e beclgrlty, Mechanisms exist to facilitate the
PM-13 l§e_cur|ty and Establish a security and privacy workforce Functional |Intersects with| . ComPpliance & SAT-01 |implementation of security
rivacy Workforce |development and improvement program. Resilience-Minded workforce development and
@ TTTPTENTETTC @ PrUCESS TOr enSuTTg Tt Workforce .
lorganizational plans for conducting security and
ggls\,:ccizttee;tvlvri]tgﬁ graglg‘nniga';gr(\jarlns(;ns‘ttgr:;gglai\tpelmes Personal Data (PD) Mechanisms exist to conduct
[Testing, Training, FAN ) A . Control Testing, testing, training and monitoring
PM-14 land Monitoring developed and maintained; and2. Continue to be Functional |Intersects With Training & PRI-08 activities for Personal Data (PD)
lexecuted; andb. Review testing, training, and L
" " Monitoring controls.
monitoring plans for consistency with the
lorganizational risk management strategy and
aranfpirtef gt R isrdnsaHtnAfae
lorganizational plans for conducting security and . . .
privacy testing, training, and monitoring activities N Mechanisms ex_lst to provide a
. - lassociated with organizational systems:1. Are Security, security, compliance and
Testing, Training, ganizatio 1. ) Compliance & resilience controls oversight
PM-14 . developed and maintained; and2. Continue to be Functional (Intersects With o CPL-02 :
land Monitoring N : " P Resilience Controls function that reports to the
lexecuted; andb. Review testing, training, and o " M N
© t versight organization's executive
monitoring plans for consistency with the |eadership.
lorganizational risk management strategy and .
e i Aipitio foe vl "
Establish and institutionalize contact with selected ;V:?;;?’i:;tglyh eenlc[ewr;“ra‘em“ ItT\‘liLta
igroups and associations within the security and includes a crgoss-orpan?zation
privacy communities:a. To facilitate ongoing security informatwon-sharing capabilit
Security and land privacy education and training for organizational Th " A 9 cap: y
" X i : . reat Intelligence that can influence the
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional |Intersects With Program THR-01 development of the system and
|Associations isecurity and privacy practices, techniques, and 9 secur\tc architecturesy selection
tthmquiES: a".dc' To share current security ar)q " of security solutions, r‘nonitoring
g:&/aigyc/i:jrgx:ﬁatlon, including threats, vulnerabilities, threat hunting, response and
- recavery activitie:
Mechanisms exist to establish
contact with selected groups and
associations within the security,
compliance and resilience
Establish and institutionalize contact with selected communities to:(1) Facilitate
groups and associations within the security and ongoing cybersecurity and data
privacy communities:a. To facilitate ongoing security protection education and training
Security and land privacy education and training for organizational Contacts With for organizational personnel;(2)
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional (Intersects With Groups & GOV-07 |Maintain currency with
|Associations isecurity and privacy practices, techniques, and Associations recommended cybersecurity and
technologies; andc. To share current security and data protection practices,
privacy information, including threats, vulnerabilities, techniques and technologies;
land incidents. and(3) Share current
cybersecurity and/or data
protection-related information
including threats, vulnerabilities
and incidents.
Develop and document organization-wide policies and
procedures for:a. Reviewing for the accuracy, . .
relevance, timeliness, and completeness of personally Meclljtanlsmstexlsbt_ totminage the
Personally identifiable information across the information life i(il'\lé:glr)i’t'yua‘n‘dyivn?pjaﬁ vity,
PM-22 Identifiable cycle;b. Correcting or deleting inaccurate or outdated Functional |Intersects With Data Quality PRI-10 |determination and de-
Information Quality |personally identifiable information;c. Disseminating Management identification of
Management notice of corrected or deleted personally identifiable sensitive/regulated data across
information to individuals or other appropriate entities; the information lifecycle
landd. Appeals of adverse decisions on correction or .
deletion requests.
Develop and document organization-wide policies and
procedures for:a. Reviewing for the accuracy, Mechanisms exist to check for
relevance, timeliness, and completeness of personally Redundant, Obsolete/Outdated,
Personally identifiable information across the information life Toxic or Trivial (ROTT) data to
Identifiable cycle;b. Correcting or deleting inaccurate or outdated " Data Quality ensure the accuracy, relevance,
PM-22 Information Quality |personally identifiable information;c. Disseminating Functional  Intersects With Operations DCH-22 timeliness, impact, completeness
Management notice of corrected or deleted personally identifiable and de-identification of
information to individuals or other appropriate entities; information throughout the
landd. Appeals of adverse decisions on correction or information lifecycle.
deletion requests.
Mechanisms exist to establish a
Establish a Data Governance Body consisting of written charter for a Data
PM-23 gg;a Governance [Assignment: organization-defined roles] with Functional [Intersects With Data MBaOnaargement PRI-13 [Management Board (DMB) and
d [Assignment: organization-defined responsibilities]. assigned organization-defined
I¥
&)
quality, utility, objectivity,
Establish a Data Governance Body consisting of integrity and impact
PM-23 gg;a Governance [Assignment: organization-defined roles] with Functional (Intersects With Ia::\aa Qeurale‘tnyt PRI-10 |determination and de-
y [Assignment: organization-defined responsibilities]. 9 identification of
sensitive/regulated data across
Mechanisms exist to facilitate
data governance to oversee the
organization's policies, standards
Data Governance Establish a Data Goyerqance Eody consistil_'\g of . and p(ocedures so that .
PM-23 Bod: [Assignment: organization-defined roles] with Functional [Intersects With| Data Governance |GOV-10 [sensitive/regulated data is
Y [Assignment: organization-defined responsibilities]. effectively managed and
maintained in accordance with
applicable statutory, regulatory
and contractual obligations.
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Mechanisms exist to facilitate
data governance to oversee the
Establish a Data Integrity Board to:a. Review proposals g;‘gda;\rzoizzg:;sglécéﬁz,tstandards
PM-24 [BJata Integrity to conduct or partlc\pa_te na matchlng_ program; and_b. Functional [Intersects With| Data Governance |GOV-10 sensitive/regulated data is
oard Corvduct an annual review ‘of all matching programs in effectively managed and
which the agency has participated. maintained in accordance with
applicable statutory, regulatory
and contractual obligations.
Establish a Data Integrity Board to:a. Review proposals :l\;::tlledr:llcf;grtzrlfs;rts S:ﬁbllSh a
Data Integrity to conduct or participate in a matching program; andb. . Data Management
PM-24 Board IConduct an annual review of all matching programs in Functional  Intersects With Board PRI-13 Mar_\age?ent BL_)artq (DI;/IBf: ar:id
\which the agency has participated. rasslgne organization-define
&)
Establish a Data Integrity Board to:a. Review proposals il?'\lé:gtr)i’t'yu;‘rlx‘;yivnsgjaiitwlty'
Data Integrity to conduct or participate in a matching program; andb. " Data Quality HN
PM-24 Board IConduct an annual review of all matching programs in Functional [Intersects With Management PRI-10 %eet:;wégfizzno?nd de-
which the agency has participated. sensitive/regulated data across
Establish a Data Integrity Board to:a. Review proposals ﬁ?curacy and refevarice of
Data Integrity to conduct or participate in a matching program; andb. . . Personal Data (PD) Pers_onal Dat‘a (PP) throughout
PM-24 B " . ' .| Functional [Intersects With Accuracy & PRI-05.2|the information lifecycle by:(1)
oard Corvduct an annual review ‘of all matching programs in Integrity Keeping PD up-to-date; and(2)
which the agency has participated. Remediating identified
Establish a Data Integrity Board to:a. Review proposals Mechanisms exist to publish
Data Integrity to conduct or participate in a matching program; andb. " Computer Matching Computer Matching Agreements
PM-24 Board IConduct an annual review of all matching programs in Functional  Intersects With Agreements (CMA) PRI-02.3 (CMA) on the organization's
which the agency has participated. public website(s).
/Automated mechanisms exist to
. . . . djust data that is able to be
Establish a Data Integrity Board to:a. Review proposals Automated Data iollected received d
N . . - & , , processed,
PM-24 Ié)g;ardlntegnty E:ooE?i:iE;tnoarnpnaurslmrzii/iteevcno?;Inla;\caTgh%r?gr%gr?gTégg?g Functional |Intersects With Mgnagement PRI-02.2] stoged,dtrandsmitsgd, shageg, ’
which the agency has participated. rocesses updated andj/or isposed, base
on updated data subject
authorization(s).
@ Develop, document, and implement policies and collecting, receiving, processing
%rocegu[;s thfat addressfthe use og personally storing tr’ansmitting’ sharing '
S identifiable information for internal testing, training, . 3 '
I';/Ieu:;r:rl‘za?lt;on of and resear;h;b. _L_irnit or minimi_ze the amount of o (a:g)/ot:)_t:;;)d#ﬂggpﬁf;zg(asl)Data
\dentifiable personally identifiable information used for internal Usage Restrictions originaily Collected, consistent
PM-25 Information Used in tﬁsting, tl;aining, a“d rgsearﬁchbfurpfoses;c. Authﬁrize Functional [Intersects With| of Perigr[;a)l Data |PRI-05.4 with the data priva’cy notice(s):
! s the use of personally identifiable information when > 2 d
[Testing, Training, isuch information is required for internal testing, (2) What_ls authorized by the
land Research - 9 ! data subject, or authorized
tralbnl_ng, and research; andd._ Review and update agent; and(3) What is consistent
gg‘f‘iﬂ:s ?rztéferggs?ures [Assignment: organization- with applicable laws, regulations
a. Develop, documeént, and implement policies and
procedures that address the use of personally
R identifiable information for internal testing, training,
Identifiable personally identifiable information used for internal Collection END- [sensors that are configured to
PM-25 : testing, training, and research purposes;c. Authorize Functional |Intersects With P vt
Information Used in H 1 + H Minimization 13.3 |minimize the collection of
[Testing, Training the use of personally identifiable information when information about individuals.
and Reéearch ' |such information is required for internal testing, .
training, and research; andd. Review and update
policies and procedures [Assignment: organization-
defined freayencyl
[a. Develop, docUmént, and implement policies and
procedures that address the use of personally
PRTRU identifiable information for internal testing, training,
I\PIIE":;?AZ?SO" of land research;b. Limit or minimize the amount of Mechanisms exist to minimize
Identifiable personally identifiable information used for internal Minimize Visitor PES- [the collection of Personal Data
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional |Intersects With personal Data (PD)| 06.5 |(PD) contained in visitor access
[Testing, Training the use of personally identifiable information when ) records.
and Res’earch ' |such information is required for internal testing, "
training, and research; andd. Review and update
policies and procedures [Assignment: organization-
defined freauencyl
a. Develop, document, and implement policies and Mechanisms exist to address the
procedures that address the use of personally use of Personal Data (PD) for
Minimization of identifiable infornjat_ion for_ ir_1te_rna| testing, training, internal testing, training and
personally land research;b. Limit or minimize the amount of Internal Use of research that:(1) Takes
\dentifiable personally identifiable information used for internal Personal Data (PD) imeasures to limit or minimize the|
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional (Intersects With For Testing, PRI-05.1|amount of PD used for internal
[Testing, Training the use of per_son_al\y ide_ntiﬁable_ informatior! when Training and testing, training and resgarch
and Res’earch ' |such information is required for internal testing, Research purposes; and(2) Authorizes the
training, and research; andd. Review and update use of PD when such information
policies and procedures [Assignment: organization- is required for internal testing,
defined frequency]. training and research.
@ DeveTop, document, and Implement policies and
procedures that address the use of personally
P identifiable information for internal testing, training, . . . .
I\Pllmlmlzatlon of and research;b. Limit or minimize the amount of oy it Mechanisms exist to minimize
ersonally personally identifiable information used for internal Limit Sensitive / the use of sensitive/regulated
PM-25 Identifiable testing, training, and research purposes;c. Authorize Functional |Intersects With Regulated Data In | DCH- |data for research, testing, or
Information Used in the use’ of perso’nal\y identifiable informétion when Testing, Training & | 18.2 |training, in accordance with
Testing, Training, S Son: ] > ! Research authorized, legitimate business
land Research suc'h‘lnformatlon is required for mternal testing, oractices.
training, and research; andd. Review and update
policies and procedures [Assignment: organization-
defined freauencvl
Implement a process for receiving and responding to
icomplaints, concerns, or questions from individuals
labout the organizational security and privacy practices Mechanisms exist to maintain a
that includes:a. Mechanisms that are easy to use and process to efficiently and
readily accessible by the public;b. All information effectively respond to requests,
necessary for successfully filing complaints;c. Tracking complaints, concerns or
IComplaint mechanisms to ensure all complaints received are " User Feedback questions from authenticated
PM-26 Management reviewed and addressed within [Assignment: Functional Intersects With Management PRI-06.4 data subjects about Personal
lorganization-defined time period];d. Acknowledgement Data (PD) the organization
of receipt of complaints, concerns, or questions from collects, receives, processes,
individuals within [Assignment: organization-defined stores, transmits, shares,
time period]; ande. Response to complaints, concerns, updates and/or disposes.
lor questions from individuals within [Assignment:
lorganization-defined time period].
Implement a process for receiving and responding to
icomplaints, concerns, or questions from individuals
labout the organizational security and privacy practices
that includes:a. Mechanisms that are easy to use and
readily accessible by the public;b. All information
necessary for successfully filing complaints;c. Tracking Mechanisms exist to maintain a
IComplaint mechanisms to ensure all complaints received are . Appeal Adverse .
PM-26 Management reviewed and addressed within [Assignment: Functional  Intersects With Decision PRI-06.3 proceﬁs for gata Sugjec.t§ to
lorganization-defined time period];d. Acknowledgement appeal an adverse decision.
of receipt of complaints, concerns, or questions from
individuals within [Assignment: organization-defined
time period]; ande. Response to complaints, concerns,
lor questions from individuals within [Assignment:
lorganization-defined time period].
Mechanisms exist to develop a
la. Appoint a Senior Accountable Official for Risk plan for Supply Chain Risk
Management to align organizational information Miqat?\erzent I(SCRM)taSSOCIatEd
. lsecurity and privacy management processes with - with the development,
PM-29 §l§§2?§f§§&"§2§ip strategic, operational, and budgetary planning Functional [Intersects With Sufapalzacgﬁrlxne:?k Rsk-0 [2¢Quisition, maintenance and
Roles processes; andb. Establish a Risk Executive (function) (SCRM) Plan disposal of Technology Assets,
to view and analyze risk from an organization-wide /Applications and/or Services
perspective and ensure management of risk is (TAAS), including documenting
consistent across the organization. selected mitigating actions and
monitoring performance against
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a. Appoint a Senior Accountable Official for Risk Mechanisms exist to assign one
Management to align organizational information or more qualified individuals with
Risk Management stecLéritY and pri\t/‘acy Iman:gbelgentt proc‘esse.s with As(s:ignetlir Secugty, thetmiﬁsion and resourc;;s tto
. |strategic, operational, and budgetary planning . ompliance centrally-manage, coordinate,

PM-29 ;;‘Tg;am Leadership processes; andb. Establish a Risk Executive (function) Functional  lintersects With Resilience GOv-04 develop, implement and 5
to view and analyze risk from an organization-wide Responsibilities maintain an enterprise-wide
perspective and ensure management of risk is Security, Compliance &
consistent across the organization. Resilience Program (SCRP).

T AP POTTTC G- ST ITOT ACCUUTTaoTe O ITCTaT TOT TS T
Management to align organizational information
Risk Management stecxérity and pri\t/_acy Iman:gbergentt proc‘esse_s with Risk 1 . _Meclhanisrtnstexistftc;fatcilitate the
. |strategic, operational, and budgetary planning . isk Managemen implementation of strategic,

L ;ﬁggam Leadership processes; andb. Establish a Risk Executive (function) Functional |Intersects With Program RSKCOL operational and tactical risk B
to view and analyze risk from an organization-wide management controls.
perspective and ensure management of risk is

; " A
T Mechanisms exist to custom-
Management ) PR " : Customized develop critical system
PM-30(01) Strategy | Suppliers |Identify, prioritize, and assess suppliers of critical or Functional |Intersects With| Development of |TDA-12 [components, when Commercial 5
lof Critical or mission-essential technologies, products, and services. Criti N
Mission-essential ritical Components| Off The Shelf (COTS) solutions
are unavailable.
Mechanisms exist to require the
Supply Chain Risk developer of the Technology
Management Criticality Analysis /Asset, Application and/or Service
PM-30(01) Strategy | Suppliers |Identify, prioritize, and assess suppliers of critical or Functional |Intersects With During TDA- [(TAAS) to perform a criticality 5
lof Critical or mission-essential technologies, products, and services. Development 06.1 [|analysis at organization-defined
Mission-essential P decision points in the Secure
Items Development Life Cycle (SDLC).
Mechanisms exist to identify,
Supply Chain Risk prioritize and assess suppliers
Management Third-Party and partners of critical
Strategy | Suppliers (Identify, prioritize, and assess suppliers of critical or " e 'Technology Assets, Applications
PM-30(01) lof Critical or mission-essential technologies, products, and services. Functional  Intersects With ACrltlcatht TPM-02 and/or Services (TAAS) using a 5
Mission-essential ssessments supply chain risk assessment
Items process relative to their
importance in supporting the
[ DEVEToP, UUCUITTENT, aTTaUTSSeTTate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the . Compliance & policies, standards and

Ps-01 Procedures personnel security policy and the associated personnel Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
Isecurity controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
personnel security policy and procedures; andc.

Review and update the current personnel security:1.

Policy [Assignment: organization-defined frequency]

and following [Assignment: organization-defined

levents]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:

AR HBEERRE AR drssermate o

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

personnel security policy that:a. Addresses purpose,

iscope, roles, responsibilities, management

icommitment, coordination among organizational . . .
lentities, and compliance; andb. Is consistent with Dslleecc:rTIs@osr:xllisatnt:erzwew the
lapplicable laws, executive orders, directives, Resilier\{c'e Propram (SCRP),
regulations, policies, standards, and guidelines; and2. Periodic Review & including pohcgi;es standar&s and

PS-01 Policy and Procedures to facllltat_e the |mp|ementa_t\on of the Functional |Intersects With Update o_f Security, GOV-03|procedures, at planned intervals 5

Procedures personnel security policy and the associated personnel Compliance & or if significant changes occur to
security controls;b. Designate an [Assignment: Resilience Program ensuregtheir continui?1
lorganization-defined official] to manage the suitability, adequacy agnd
development, documentation, and dissemination of the eﬁectivenéss
personnel security policy and procedures; andc. .

Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
AR BEEHRRME AR rssermmare o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Human Resources Mechanisms exist to facilitate the|

Policy and Procedures to facilitate the implementation of the " : " .

PS-01 Procedures personnel security policy and the associated personnel Functional Subset Of " Security . HRS-01 |mp|er:|entatt\orl\ of personnel 10
isecurity controls;b. Designate an [Assignment: anagemen security controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.

Review and update the current personnel security:1.

Policy [Assignment: organization-defined frequency]

and following [Assignment: organization-defined

levents]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:

SRR S el GR8IGRS A6 To aorganizational - -

bosition Ri positions;b. Establish screening criteria for individuals Competency Mechanisms exist to ensure that

osition Risk L L ) . Requirements for HRS- [all security-related positions are

PS-02 Deignati filling those positions; andc. Review and update Functional [Intersects With A 0 POSIIC 5

esignation bosition risk designations [Assignment: organization- Securlty—‘Related 03.2 [staffed by qualified |nd|V|dans
defined frequencyl g Positions who have the necessary skill set.
a. Assign a risk designation to all organizational g:égi’:":mzce:a;tgsngi;age

Position Risk go;ltlons;b. EStab,I‘Sh screening ;ntena for Individuals " Position assigning a risk designation to all

PS-02 Designation ﬁllwryq tho_se posl_tlons,_ andc. Rngew anld update ) Functional |Intersects With Categorization HRS-02 positions and establishing 5
position risk designations [Assignment: organization- . 2
defined frequency]. screening criteria for individuals

S dividuals prior to authorizing access to the ffiling those positions.
[@. Screen ing . -
system; andb. Rescreen individuals in accordance with Mechanisms exist to manage

Personnel ‘ reen ¢ cc wi ) Personnel personnel security risk by

PS-03 Screening [Assignment: organization-defined conditions requiring | Functional Equal Screening HRS-04 screening individuals prior to 10
rescreening and, where rescreening is so indicated, the| uthorizing access.
frequency of rescreeninal 9 .

Upon termination of individual employment:a. Disable

Isystem access within [Assignment: organization-

defined time period];b. Terminate or revoke any

lauthenticators and credentials associated with the . .

PS-04 Personnel individual;c. Conduct exit interviews that include a Functional Equal Personnel HRS-09 t%?rﬁn?\g;?glsoiﬁféi;?dg\.loa\llem the 10

[Termination discussion of [Assignment: organization-defined Termination employment.
information security topics];d. Retrieve all security- ploy! .
related organizational system-related property; ande.

Retain access to organizational information and
isystems formerly controlled by terminated individual.
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FDE Nam Focal Document Element (FDE) Desci
current logical and physical access authorizations to Mechanisms exist to adjust
systems and facilities when individuals are reassigned logical and physical access
lor transferred to other positions within the authorizations to Technology
lorganization;b. Initiate [Assignment: organization- Assets, Applications and/or
defined transfer or reassignment actions] within Services (TAAS) and facilities
PS-05 Personnel Transfer |[Assignment: organization-defined time period Functional Equal Personnel Transfer | HRS-08 [UPON personnel reassignment or 10
following the formal transfer action];c. Modify access transfer, in a timely manner.
lauthorization as needed to correspond with any
ichanges in operational need due to reassignment or
transfer; andd. Notify [Assignment: organization-
defined personnel or roles] within [Assignment:
A, DeveTsp ant Gocurent access agreements Tor
lorganizational systems;b. Review and update the . " "
laccess agreements [Assignment: organization-defined gzﬁ?:;'f:z eé':fnt:nz(}'ﬁﬁig)ogﬁ
frequency]; andc. Verify that individuals requiring similar conﬁgentiality
PS-06 |Access Agreements gf:cess to org_anlzatlonal information an_d systen’_\S.l. Functional |Intersects With Confidentiality HRS- agreements that reflect the 5
ign appropriate access agreements prior to being Agreements 06.1 needs to protect data and
igranted access; and2. Re-sign access agreements to operational details, or both
maintain access to organizational systems when er?n loyees and thil"d— arties
laccess agreements have been updated or ploy P .
[Accio 1
d. DeV s ToT
lorganizational systems;b. Review and update the
laccess agreements [Assignment: organization-defined . . "
frequency]; andc. Verify that individuals requiring mfec:‘naar;lgr:dsteh);lrf'jt-;(a)rrt?q:slreers to
PS-06 |Access Agreements jaccess to organizational information and systems:1. Functional [Intersects With| Access Agreements| HRS-06 [sign appropriate access 5
ISign appropriate access agreements prior to being greements prior to bein
granted access; and2. Re-sign access agreements to 9 ted P 9
maintain access to organizational systems when granted access.
laccess agreements have been updated or
[ - araanization-defined frequencyl
\Verify that access to classified information requiring Mechanisms exist to require Non-
|Access Agreements |special protection is granted only to individuals who:a. Disclosure Agreements (NDAs) or
| Classified Have a valid access authorization that is demonstrated Confidentialit HRS- similar confidentiality
PS-06(02) Information by assigned official government duties;b. Satisfy Functional |Intersects With A reementsy 06.1 agreements that reflect the 5
Requiring Special  |associated personnel security criteria; andc. Have 9 " |needs to protect data and
Protection read, understood, and signed a nondisclosure operational details, or both
lagreement. - - lemployees and third-parties.
|Access Agreements |special protection is granted only to individuals who:a. Mechanisms exist to require
| Classified Have a valid access authorization that is demonstrated internal and third-party users to
PS-06(02) Information by assigned official government duties;b. Satisfy Functional [Intersects With|Access Agreements| HRS-06 [sign appropriate access 5
Requiring Special  |associated personnel security criteria; andc. Have agreements prior to being
Protection read, understood, and signed a nondisclosure granted access.
a. Establish personnel security requirements, including
isecurity roles and responsibilities for external
providers;b. Require external providers to comply with
personnel security policies and procedures established . .
by the organization;c. Document personnel security &?&ﬂg:ﬁ;‘:gﬁg;;ﬁlgg;em
External Personnel |[eduirements;d. Require external providers to notify ) Third-Party reviewing and monitoring third-
PS-07 Securit [Assignment: organization-defined personnel or roles] Functional Equal Personnel HRS-10 party security, compliance and/or| 10
Yy of any personnel transfers or terminations of external resiliyence roléé; and
personnel who possess organizational credentials responsibilities.
land/or badges, or who have system privileges within P .
[Assignment: organization-defined time period]; ande.
Monitor provider compliance with personnel security
requirements.
la. Employ a formal sanctions process for individuals
failing to comply with established information security
land privacy policies and procedures; andb. Notify Mechanisms exist to sanction
. [Assignment: organization-defined personnel or roles] " personnel failing to comply with
Ps-08 Personnel Sanctions within [Assignment: organization-defined time period] Functional Equal Personnel Sanctions| HRS-07 established security policies, 10
'when a formal employee sanctions process is initiated, standards and procedures.
identifying the individual sanctioned and the reason for|
the sanction.
. Incorporate security and privacy roles and ) Mechanisms exist to define
PS-09 Ezsslgﬁntions responsibilities into organizational position Functional Equal gzznsgs?ﬁ:ifei HRS-03 [cybersecurity roles & 10
P [descriptions. P responsibilities for all personnel.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personally identifiable information processing and
transparency policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to Mechanisms exist to establish,
facilitate the implementation of the personally Publishing Security, maintain and disseminate
Policy and identifiable information processing and transparency . Compliance & policies, standards and
PT-01 Procedures policy and the associated personally identifiable Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
information processing and transparency controls;b. Documentation compliant and resilient
Designate an [Assignment: organization-defined capabilities.
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personally identifiable information processing and
transparency policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . .
lexecutive orders, directives, regulations, policies, hslleecc:re‘ttrnsg)snfx;isatntgerzwew the
standards, and guidelines; and2. Procedures to Resilienyée Propram (SCRP),
facilitate the implementation of the personally Periodic Review & including pol\cgies standar&s and
PT-01 Policy and identifiable information processing and transparency Functional |Intersects With Update of Security, GOV-03 |procedures, at plénned intervals 5
Procedures policy and the associated personally identifiable Compliance & or if i niﬁc’ant changes occur to
information processing and transparency controls;b. Resilience Program ensuregtheir continui%
Designate an [Assignment: organization-defined suitability, adequac agnd
official] to manage the development, documentation, effectiver{ess quacy
land dissemination of the personally identifiable .
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
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la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personally identifiable information processing and
transparency policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, . " e
standards, and guidelines; and2. Procedures to ihllmecllgamnésnr{\astzﬁlsatntg gacellrlat?izentlgfe
facilitate the implementation of the personally dafa rotection contro’ljs
Policy and identifiable information processing and transparency " Data Privacy P! :
PT-01 Procedures policy and the associated personally identifiable Functional Subset OF Program PRI-01 tr:‘rourgholrg t:: daftih{ecxc\leDtot 10
information processing and transparency controls;b. ?PS;":‘,: rgcesss:d I: sfona faa'r\a
Designate an [Assignment: organization-defined and transp arentl wiully, Tairly
official] to manage the development, documentation, P Y-
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to Mechanisms exist to facilitate the
[Assignment: organization-defined personnel or implementation of industry-
roles]:1. [Selection (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] and resilience practices in the
personally identifiable information processing and specification, design,
transparency policy that:a. Addresses purpose, scope, development, implementation
roles, responsibilities, management commitment, and modification of Technology
icoordination among organizational entities, and /Assets, Applications and/or
icompliance; andb. Is consistent with applicable laws, Services (TAAS).
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the personally
Policy and identifiable information processing and transparency " Secure Engineering
PT-01 Procedures policy and the associated personally identifiable Functional Subset Of Principles SEA-01 10
information processing and transparency controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
fngwtinq [vAssiqr:jnLent: orqatnti;atEoAn—qeﬁned tevents]. N
la. Determine and document the [Assignment: -
|Authority to Process organization-defined authority] that permits the Authority To ;:]adt?;;T'Lr\l'm:r;;;hsrjgeagrilz:;gl:\ctr:)ty
Personall [Assignment: organization-defined processing] of Collect, Process, collect, receive, process, store,
PT-02 \dentifi Y personally identifiable information; andb. Restrict the Functional |Intersects With y " |PRI-04.1] ’ P! . ' 5
entifiable . P " N Store & Share transmit, share, update and/or
Information {J/:Sr?c?r?arnfri‘;‘e‘:\:igfia:g:tilr?frgrdnfgtri‘s: tpomocnel)sfstlrr\‘gt] vth\ch is Personal Data (PD) dispose Personal Data (PD),
lauthorized. e\the_zginel_'ally or in support of a
Mechanisms exist to address the
use of Personal Data (PD) for
a. Determine and document the [Assignment: internal testing, training and
lauthority to Process lorganization-defined authority] that permits the Internal Use of research that:(1) Takes
Personally [Assignment: organization-defined processing] of Personal Data (PD) measures to limit or minimize the|
PT-02 \dentifiable personally identiﬁal?le i_nforma_tion; andb. Restrict the Functional (Intersects With Fur"l'_esting, PRI-05.1 amount of PI:_) used for internal 5
Information [Assignment: organization-defined processing] of Training and testing, training and research
personally identifiable information to only that which is Research purposes; and(2) Authorizes the
authorized. use of PD when such information
is required for internal testing,
training and research.
- sy - -
lAuthority to Process lorganization-defined authority] that permits the (a:Dd)/(:L_L(lg?:ﬂggpﬁf;z(;g(asl)Data
bersonall [Assignment: organization-defined processing] of Usage Restrictions originail collected, consistent
PT-02 Identiﬁab’l’e personally identifiable information; andb. Restrict the Functional [Intersects With| of Personal Data |PRI-05.4 with theydata priva’cy notice(s): 5
Information [Assignment: organization-defined processing] of (PD) (2) What is authorized by the '
personally identifiable information to only that which is data subject, or author\zyed
la. Determine and document the [Assignment: :PD) to onl\lwvlvh'atrisl acllgz]luha'::
|Authority to Process organization-defined authority] that permits the relevant ar\{d limited to the '
Personall [Assignment: organization-defined processing] of Restrict Collection burposes identified in the data
PT-02 Identiﬁab)lle personally identifiable information; andb. Restrict the Functional |Intersects With To Identified PRI-04 privacy notice, including 5
: [Assignment: organization-defined processing] of Purpose . . "
Information . by . . P protections against collecting PD
Eszicérr\iazg\é identifiable information to only that which is from minors without appropriate
8 Lnmal o
g T
lorganization-defined purpose(s)] for processing Mechanisms exist to address the
personally identifiable information;b. Describe the use of Personal Data (PD) for
purpose(s) in the public privacy notices and policies of internal testing, training and
Personally the organization;c. Restrict the [Assignment: Internal Use of research that:(1) Takes
Identifiable lorganization-defined processing] of personally Personal Data (PD) measures to limit or minimize the|
PT-03 Information identifiable information to only that which is Functional |Intersects With For Testing, PRI-05.1|amount of PD used for internal 5
Processing icompatible with the identified purpose(s); andd. Training and testing, training and research
Purposes Monitor changes in processing personally identifiable Research purposes; and(2) Authorizes the
information and implement [Assignment: organization- use of PD when such information
defined mechanisms] to ensure that any changes are is required for internal testing,
made in accordance with [Assignment: organization- training and research.
- 7
lorganization-defined purpose(s)] for processing
personally identifiable information;b. Describe the
purpose(s) in the public privacy notices and policies of . .
Personally the organization;c. Restrict the [Assignment: M:\Sgcanﬁ&scs:lisdtet:t;nst\;ree data
Identifiable lorganization-defined processing] of personally Purpose pur osye(s) for which P)érsonal
PT-03 Information identifiable information to only that which is Functional [Intersects With s f’? ti PRI—OZ.IB tp PD) i llected ived 5
Processing icompatible with the identified purpose(s); andd. pecification ata (PD) is collected, received,
H : N f o rocessed, stored, transmitted
Purposes Monitor changes in processing personally identifiable gnd/or sha’red ’
information and implement [Assignment: organization- :
defined mechanisms] to ensure that any changes are
made in accordance with [Assignment: organization-
Identifiable /Attach data tags containing the following purposes to Mechanisms exist to issue data
Information [Assignment: organization-defined elements of . 8 . modeling guidelines to support
PT-03(01) Processing personally identifiable information]: [Assignment: Functional  Intersects With Data Tagging PRI-11 tagging of sensitive/regulated 5
Purposes | Data lorganization-defined processing purposes]. data.
-
Identifiable /Attach data tags containing the following purposes to Mechanisms exist to utilize data
Information [Assignment: organization-defined elements of : DCH- |tags to automate tracking of
PT-03(01) Processing personally identifiable information]: [Assignment: Functional  Intersects With Data Tags 22.2 [sensitive/regulated data across 5
Purposes | Data lorganization-defined processing purposes]. the information lifecycle.
Taentinante [frack processing purposes of personally identifiable AUTOMaTed MEChantsms exist to
Information N : " : ] i - : Data Quality support the evaluation of data
PT-03(02) Processing ;nJ;);:::le«)dnr:zlcnr?a[n/?ssaglnment, organization-defined Functional |Intersects With Automation PRI-10.1| quality across the information 5
purnoses . E\fpt‘;:r;:ted mechanisms exist to
u
rdeer:toigzlglle ) ) » adjust data tha‘t is able to be
Information [Track processing purposes of personally identifiable Automated Data collected, received, processed,
PT-03(02) Processing information using [Assignment: organization-defined Functional |Intersects With Management PRI-02.2|stored, transmitted, shared, 5
purposes | lautomated mechanisms]. Processes updated and/or dispo_sed, based
IAutomation on updated data subject
authorization(s).
and/or updating Personal Data
i;)gglrﬁsf)'(liaautegor\es Apply [Assignment: organization-defined processing Usage Restrictions f)PrP)int:il(l)czlr;;‘t’:épng\(ssi;tent
PT-07 \dentifiable Y conditions] for specific categories of personally Functional (Intersects With| of Personal Data |PRI-05.4| wit% theydata rivac notice(s); 5
- identifiable information. (PD) ok pvacy '
Information (2) What is authorized by the
data subject, or authorized
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FDE Nam Focal Document Element (FDE) Desci
. Mechanisms exist to define and
i;)'e)celrf;gncaa”t;gor\es /Apply [Assignment: organization-defined processing personal Data (PD) implement data handling and
PT-07 \dentifiable iconditions] for specific categories of personally Functional |Intersects With Categories PRI-05.7|protection requirements for 5
Information identifiable information. specific categories of sensitive
Personal Data (PD).
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, directives, regulations, policies, Periodic Review & Resilience Program (SCRP),
Policy and stan_dards, aqd guidelines;} and2. Pro;edures to . Update of Security. including policies, standards and
RA-01 Procedures facilitate the implementation of the risk assessment Functional [Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
policy and the associated risk assessment controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the risk assessment policy and effectiveness.
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, . . -
Policy and standards, and guidelines; and2. Procedures to Risk Management ynf:l};;ngpastfa):\lsgft:t::tcelgtiite e
RA-01 Procedures facilitate the implementation of the risk assessment Functional Subset Of Program RSK-01 operational and tactical riskv 10
policy and the associated risk assessment controls;b. t controls
Designate an [Assignment: organization-defined management co .
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
compl\.ance: andb. I‘s copsistent W\th‘ applicablg laws, Mechanisms exist to establish
. tandarde, and guidelines, ang3. Procedures o Publishing Securiy, maintain and disseminate
RA0L Policy and facilitate the implementation of the risk assessment | Functional |Intersects with| ~COmPliance & gy g5 Policies, standards and 5
rocedures policy and the associated risk assessment controls;b. Res'l'e"ce. procequres necessary for secure,
Designate an [Assignment: organization-defined Documentation compbl!la_c_t and resilient
official] to manage the development, documentation, capapilities.
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Mechanisms exist to categorize
'Technology Assets, Applications,
Services and/or Data (TAASD) in
accordance with applicable laws,
a. Categorize the system and information it processes, regulations and contractual
stores, and transmits;b. Document the security obligations that:(1) Document
: categorization results, including supporting rationale, . " the security categorization
RA-02 (S::E:nr:\?izatmn in the security plan for the system; andc. Verify that Functional Equal R'Sé;zsszﬂzs:t%;'ty RSK-02 |results (including supporting 10
9 the authorizing official or authorizing official 9 rationale) in the security plan for
designated representative reviews and approves the systems; and(2) Ensure the
isecurity categorization decision. security categorization decision
is reviewed and approved by the
asset owner.
[@ CoNnauct a 1Sk assessment, cIuding: L. Jaentitying Mechanisms exist to regularly
threats to and vulnerabilities in the system;2. review Technology Assets,
Determining the likelihood and magnitude of harm Applications and/or Services
from unauthorized access, use, disclosure, disruption, (TAAS) for adherence to the
modification, or destruction of the system, the organization's security,
information it processes, stores, or transmits, and any compliance and/or resilience
related information; and3. Determining the likelihood policies and standards.
land impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and Functional Review
. mission or business process perspectives with system- " Of Security, CPL-
RA-03 Risk Assessment level risk assessments;c. Document risk assessment Functional  Intersects With Compliance & 03.2 5
results in [Selection (one): security and privacy plans; Resilience Controls
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy
tate of the system
@."Conduct a 15K assessment, cIudimng: L. Jaentitying Mechanisms exist to conduct
threats to and vulnerabilities in the system;2. recurring assessments of risk
Determining the likelihood and magnitude of harm that includes the likelihood and
from unauthorized access, use, disclosure, disruption, magnitude of harm, from
modification, or destruction of the system, the unauthorized access, use,
information it processes, stores, or transmits, and any disclosure, disruption,
related information; and3. Determining the likelihood modification or destruction of the
land impact of adverse effects on individuals arising organization's Technology
from the processing of personally identifiable Assets, Applications, Services
information;b. Integrate risk assessment results and and/or Data (TAASD).
risk management decisions from the organization and
RA-03 Risk Assessment req\'/sesl'?ir;l?;sﬁ;;g;sesnﬁ?éeéf)f:lfep:tc:i“s’ssa;V;;:::]Zt:tm Functional (Intersects With| Risk Assessment | RSK-04 5
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy
tate of the svstem.
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RA-03(01) Supply Chain Risk |organization-defined frequency], when there are Functional Equal Su‘;@'gég:;'gn?wk S;Ki é:fsitcse,:(p_lp)a\\;gyons andjor 10
|[Assessment isignificant changes to the relevant supply chain, or : :
'when changes to the system, environments of
loperation, or other conditions may necessitate a
b it L ch
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and n -
\Vulnerability improper configurations;2. Formatting checklists and - \I\//Iuelf\}::;n'zisegxalitdtgo%%tgeﬁation
RA-05 Monitoring and test procedures; and3. Measuring vulnerability Functional |Intersects with| ~ Vunerability 1oy o6 larrors by routine vulnerability 5
Scanning impact;c. Analyze vulnerability scan reports and results| Scanning scanning of systems and
from vulnerability monitoring;d. Remediate legitimate applications.
\vulnerabilities [Assignment: organization-defined PP .
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
'vulnerability monitoring tools that include the
icapability to readily update the vulnerabilities to be
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
\Vulnerability improper configurations;2. Forr_natting chec_k_lists and . .
RA-05 Monitoring and test procedures; and3. Measuring vulnerability Functional |Intersects With Update Tool VPM- |Mechanisms exist to update 5
Scanning impact;c. Analyze vulnerability scan reports and results; Capability 06.1 |vulnerability scanning tools.
from vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
'vulnerability monitoring tools that include the
capability to readily update the vulnerabilities to be
ML;JIAIiaJT—iUr:;Lgnd Update the system vulnerabilities to be scanned
RA-05(02) Scanning | Update [Selection (one or more): [Assignment: organization- Functional |Intersects With Update Tool VPM- |Mechanisms exist to update 5
\Vulnerabilities to Be defined frgquency]_; prio_r_to a new scan; when new Capability 06.1 [|vulnerability scanning tools.
Scanned vulnerabilities are identified and reported].
Mechanisms exist to establish a
\Vulnerability Disclosure Program
vl bilit (VDP) to assist with the secure
M?)rr\‘iirrz?—ir:gl gnd Establish a public reporting channel for receiving Vulnerability development and maintenance
RA-05(11) s ) publi reports of vulnerabilities in organizational systems and | Functional Equal Disclosure Program| THR-06 |of Technology Assets, 10
canning | Public 'system components. (VDP) IApplications and/or Services
Disclosure Program (TAAS) that receives unsolicited
input from the public about
vulnerabilities in organizational
proper risk response actions
Respond to findings from security and privacy Rok. [were performed to remediate
RA-07 Risk Response lassessments, monitoring, and audits in accordance Functional Equal Risk Response 06.1 findings from security, 10
with organizational risk tolerance. . compliance and/or resilience-
related:(1) Assessments;(2)
Mechanisms exist to identify,
Identify critical system components and functions by ggsnt;zrttenaecsd:fszﬁ;sc;rpphers
performing a criticality analysis for [Assignment: Third-Party Tech%olog Assets, Applications
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional [Intersects With Criticality TPM-02 and/or Serzices (TAAS) using a 5
isystem services] at [Assignment: organization-defined Assessments supply chain risk assessmengt
decision points in the system development life cycle]. process relative to their
importance in supporting the
Mechanisms exist to require the
Identify critical system components and functions by tgéof\er ﬁzefGZJZCnr&?g:ofgrvice
performing a criticality analysis for [Assignment: Criticality Analysis TDA- (TAAS’) tgpperform a criticality
RA-09 Criticality Analysis |organization-defined systems, system components, or | Functional |Intersects With During 06.1 |analysis at organization-defined 5
lsystem services] at [Assignment: organization-defined Development . A orgal
. " > v decision points in the Secure
decision points in the system development life cycle]. Development Life Cycle (SDLC).
Mechanisms exist to identify
Identify critical system components and functions by Security, ?Jﬁlccﬁagssyiteme?on:g?nne!ts and
performing a criticality analysis for [Assignment: Compliance & criticality aﬁapl'ysis for c?it\cal
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With Resilience PRM-05 Technology Assets, Applications 5
syst'e‘m seryicesl at [Assignment: orgamzatign-deﬁned Require‘ments and/or Services (TAAS) at pre-
decision points in the system development life cycle]. Definition defined decision points in the
Secure Development Life Cycle
@ DEVETOP, GUCUTTTETTL, aTTdr UTSSETTITTETE 10 e Y
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, . " :
regulations, policies, standards, and guidelines; and2. Publishing Security mgic:taa'?:‘s?nsde;iféggﬁztfebl'Sh'
Policy and Procedures to fag:ilitate thg ‘implemgntatwon of the : Compliance & ' policies, standards and
SA-01 Procedures isystem and services acquisition policy and the Functional |Intersects With Resilience GOV-02 procedures necessary for secure, 5

lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
ization-defi nt<l

Documentation

compliant and resilient
capabilities.
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy th . Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, . . .
regulations, policies, standards, and guidelines; and2. iMmepcl':;‘;Tastg);"S;ft&iflicrgléate the
Policy and Procedures to fa;ilitate the_e ‘implemgntat\on of the . Technology development and acquisition
SA-01 Procedures isystem and services acquisition policy and the Functional Subset Of Development & | TDA-01 strategies, contract tools and 10
lassociated system and services acquisition controls;b. Acquisition rocuremént methods to meet
Designate an [Assignment: organization-defined P busi 4
official] to manage the development, documentation, unique business needs.
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
EX8Ridrssermmate o
[Ass\gnment organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with Mechanisms exist to review the
lapplicable laws, executive orders, directives, Security, Compliance &
regulations, pol\c\‘e‘s, standa.rds, and guide\\nes; and2. Periodic Review & Besilignce Prpgram (SCRP),
Policy and Procedures to fa_c|||tate th_e _|mplem§ntat\on of the ) Update of Security, including policies, standards and
SA-01 Procedures Isystem and services acquisition polic d the Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
lassociated system and services acquisition controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
and dissemination of the system and services effectiveness.
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
ouentel
£ T arssermmate o
zation-defined personnel or
roles]:1. [Selectlon (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. . .
Policy and Procedures to fapilitate th_e ‘implemgntat\on of the . Secure Software g:;l?caant"so:: lf:;setdt?)r??éifrpe
SA-01 Procedures isystem and services acquisition policy and the Functional |Intersects With Development TDA-06 Software Development Practices 5
lassociated system and services acquisition controls;b. Practices (SSDP) (SSDP)
Designate an [Assignment: organization-defined :
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
deﬁned frequency] and followmg [Assignment:
Cags A rormatonsecurty-ana Mechanisms exist to identify and
privacy requirements for the system or system service allocate resources for
in mission and business process planning;b. management, operational,
i ] Determéne, documer;]t, and allocate the resources Al . technical and data protection
location of required to protect the system or system service as : ocation of ; : :
SA-02 Resources part of the organizational capital planning and Functional Equal Resources PRM-03 ;ﬁgg'efsm,ﬁgﬁmgl}g‘r ';J)ﬂsjlg?tsss/ 10
investment control process; andc. Establish a discrete initiatives.
line item for information security and privacy in
orgamzatlonal programming and budgeting
a. Ac%?é?g‘el\[}elop, and manage the system using Mechanisms exist to manage the
[Assignment: organization-defined system usable lifecycles of Technology
development life cycle] that incorporates information Assets, Applications and/or
isecurity and privacy considerations;b. Define and Services (TAAS).
System document information security and privacy roles and Technology SEA-
SA-03 Development Life |responsibilities throughout the system development Functional [Intersects With Lifecycle 07.1 5
Cycle life cycle;c. Identify individuals having information Management :
isecurity and privacy roles and responsibilities; andd.
Integrate the organizational information security and
prlvacy risk management process into system
dex Acqu\re, €veTop, and manage the System Using Mechanisms exist to ensure
[Assignment: organization-defined system changes to Technology Assets,
development life cycle] that incorporates information Applications and/or Services
isecurity and privacy considerations;b. Define and Secure (TAAS) within the Secure
System ) document information security and privacy roles and ) Development Life Development Life Cycle (SDLC)
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With Cycle (SDLC) PRM-07 |are controlled through formal 5
Cycle life cycle;c. Identify individuals having information M{ana ement change control procedures.
isecurity and privacy roles and responsibilities; andd. 9
Integrate the organizational information security and
pnvacy risk management process into system
R \ent life cycle activitie P o -
. Pr tect system prepre tion environment: echanisms exist to manage the
Development Life co?nen:er?::r:te Ezifls r‘i)g;tchr%ugehouftheesysstem . Technology SEA- |usable lifecycles of Technology
SA-03(01) Cycle | Manage development life cycle for the system, system Functional |Intersects With Lifecycle 07.1 |Assets, Applications and/or 5
E:\e\ﬁ’[gg;c;(;n component, or system service. Management Services (TAAS).
Mechanisms exist to ensure
f))gt;r:pment Life Protect system pr_epr(_)duct\on environments Secure ) zgzﬂgsfi;?\;—:rc\z;ﬁ'lUSgelll'\ﬁcS:?S’
SA-03(01) Cycle | Manage (cjomr:'\ensuratﬁfmth ';'Sl; thrﬁughout the system Functional |Intersects With De&/e\?prréentcufe PRM-07 |(TAAS) within the Secure 5
preproduction evelopment life cycle for the system, system ycle (SDLC) Development Life Cycle (SDLC)
Environment component, or system service. Management are controlled through formal
change control procedures.
?)yes\‘/teelr:pment Life Protect system prel';‘)rodl:lcﬁwon err:vironhments Secure Mechanisn(]sdexislt to maintain a
icommensurate with risk throughout the system : segmented development
SA-03(01) gryecpl)foldpt/}?tnigge development life cycle for t_he system, system Functional |intersects With ED:\yi:é%’;meiﬁ TDA-07 network to ensure a secure 5
;gnyémnment icomponent, or system service. development environment.
D)g/:lr:pment Life [Plan for and implement a technology refresh schedule Technology SEA- Mechanisms exist to manage the
SA-03(03) Cycle | Technology for the system throughout the system development life| Functional |Intersects With Lifecycle 071 usable lifecycles of Technology 5
Bfrach cycle. Management . Asseps, Applications and/or
System Plan for and implement a technology refresh schedule Mefghanismsde(;(ist o e';s‘f,r? that
i software and data needed for
SA-03(03) g;:l??ﬁ'r:cer?r:oﬁggy for the system throughout the system development life| Functional |Intersects With Trti?:jg;mgs gSAi system component and service 5
Refresh cycle. " |refreshes are obtained from
lerictad

Secure Controls Framework (SCF)

320f 47



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

S,

criteria, explicitly or by reference, using [Selection

(one or more): standardized contract language;
[Assignment: organization-defined contract languagel]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance
requirements;d. Controls needed to satisfy the security

FedRAMP 5_x000a_LI-Saa$

Minimum Viable
Product (MVP)

Mechanisms exist to design,
develop and produce Technology
/Assets, Applications and/or
Services (TAAS) in such a way
that risk-based technical and
functional specifications ensure
Minimum Viable Product (MVP)
criteria establish an appropriate

version 2026.1_x000a_03/27/2026

SA-04 Acquisition Process | privacy requirements.e. Security and privacy Functional |Intersects With Security TDA-02 Ibea:/seelcffjfle;::ﬁzaal)rl‘g rriesils“earr‘\f'iy
documentation requirements;f. Requirements for Requirements threats.
protecting security and privacy documentation;g.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
criteria.
Include the Tollowing requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirement . Strength of mechanism
requ!rements;c. Security and privacy assurance ) . Mechanisms exist to facilitate the
SA-04 |Acquisition Process ;%u,l)rrei‘r;r;ec;c?éi.u(i:rzrllwtjrg:;\ee.egeecdutnotysaat:;f):)mzcs;curlty Functional |Intersects With M.rahr:;dg'eprzrgt TPM-01 [implementation of tf}\rd-party
idocumentation requirements;f. Requirements for management controls.
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
fr?éﬁ%% the lowing requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract languagel]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism Mechanisms exist to facilitate the|
requiremencs;g. %ecuritly andé)rz/acy ass:razce Technology idmplelmentat\on gf tailored
. requirements;d. Controls needed to satisfy the security " levelopment and acquisition
SA-04 [Acquisition Process land privacy requirements.e. Security and privacy Functional [Intersects With Dexelopqﬁtgnt & |TDA-01 strategies, contract tools and
documentation requirements;f. Requirements for cquisition procurement methods to meet
protecting security and privacy documentation;g. unique business needs.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
Icr%—‘ctlilaae the Tollowing requirements, descriptions, and Mechanisms exist to control
criteria, explicitly or by reference, using [Selection changes to services by suppliers,
(one or more): standardized contract language; taking into account the criticality
[Assignment: organization-defined contract language]] of business Technology Assets,
in the acquisition contract for the system, system /Applications, Services and/or
icomponent, or system service:a. Security and privacy Data (TAASD) that are in scope
functional requirements;b. Strength of mechanism by the third-party.
requirements;c. Security and privacy assurance ) Managing Changes
SA-04 |Acquisition Process ;%u,l)rrei‘rl\;ecr;t?éihicrzxg;T\ee.egsgutrz‘:tysaat:]zf):;ir\\’zcsscurlty Functional [Intersects With|  To ghirq»Party TPM-10
idocumentation requirements;f. Requirements for ervices
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
criteria
Mechanisms exist to require
software developers to provide
IA;quistitionIProcess Require thf develotper of th_e s;;stem, sgsterg " Funct | oA lfﬁfnocrggant;?:,i?ec:g:g;?:e
unctional component, or system service to provide a description . unctional - i i
SA-04(01) Properties of of the functional properties of the controls to be Functional |intersects With Properties 04.1 f:;mg%;?ﬁﬂg:cé ?)Zdutilized
(Controls implemented. within Technology Assets,
/Applications and/or Services
(TAAS) in sufficient detail to
Mechanisms exist to maintain
network architecture diagrams
|Acquisition Process [Require the developer of the system, system " that:(1) Contain sufficient detail
| Functional icomponent, or system service to provide a description Network Diagrams to assess the security of the
SA-04(01) Properties of of the functional properties of the controls to be Functional |Intersects With| & Data Flow AST-04 |network's architecture;(2) Reflect
Controls implemented Diagrams (DFDs) the current architecture of the
! network environment; and(3)
Document all sensitive/regulated
data flows.
Require the developer of the system, system Mechanisms exist to maintain
lcomponent, or system service to provide design and network architecture diagrams
|Acquisition Process |implementation information for the controls that that:(1) Contain sufficient detail
| Design and includes: [Selection (one or more): security-relevant Network Diagrams to assess the security of the
SA-04(02) Implementation lexternal system interfaces; high-level design; low-level | Functional [Intersects With & Data Flow AST-04 [network's architecture;(2) Reflect|
Information for design; source code or hardware schematics; Diagrams (DFDs) the current architecture of the
Controls [Assignment: organization-defined design and network environment; and(3)
implementation information]] at [Assignment: Document all sensitive/regulated
lorganization-defined level of detail]. data flows.
EqUITe (T UeVEToper U e Sy STETT, Sy STenT
icomponent, or system service to provide design and
|Acquisition Process |implementation information for the controls that
| Design and includes: [Selection (one or more): security-relevant Access to Program Mechanisms exist to limit
SA-04(02) Implementation lexternal system interfaces; high-level design; low-level | Functional |Intersects With Source Coge TDA-20 |privileges to change software
Information for design; source code or hardware schematics; resident within software libraries.
Controls [Assignment: organization-defined design and
implementation information]] at [Assignment:
izatinn dafinad laval af dataill
Require the developer of the system, system Mechanisms exist to require
lcomponent, or system service to provide design and software developers to provide
IAcquisition Process |implementation information for the controls that information describing the
| Design and includes: [Selection (one or more): security-relevant Functional TDA- functional properties of the
SA-04(02) Implementation lexternal system interfaces; high-level design; low-level | Functional |Intersects With Properties 04.1 security, compliance and .
Information for design; source code or hardware schematics; '~ |resilience controls to be utilized
Controls [Assignment: organization-defined design and within Technology Assets,
implementation information]] at [Assignment: /Applications and/or Services
organization-defined level of detaill. (TAAS) in sufficient detail to
Require the developer of the system, system Mechanisms exist to require
icomponent, or system service to demonstrate the use software developers to ensure
lAcquisition Process pf a system development life o_/cle_ process that that their software»development
| Development mc\gdes:_a. [Ass\t%n?e]n;: ?Arga_nlzatlor;-deﬁneq szstems Deh\ll/elohpg\ent oA proces;esdemploy mdus;ry- .
lengineering methods];b. [Assignment: organization- . ) ethods, - |recognized secure practices for
SA-04(03) .I\Ifl:ct:g%sljes and deﬁned [Selgctioq (one or more): systems lsecurity; Functional intersects With Techniques & 02.3 secure programming, ‘
Practices " privacy] engineering methods]; andc. [Assignment: Processes engineering methods, quality

lorganization-defined software development methods;
testing, evaluation, assessment, verification, and
\validation methods; and quality control processes].

control processes and validation
techniques to minimize flawed
and/or malformed software.
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Require the developer of the system, system
icomponent, or system service to demonstrate the use
P of a system development life cycle process that
lAlche\\J’Iesll(t)IgI:]eP;tzcess inc\t_.!des:_a. [Assitghnr;e]n;: &[);ga_nizatior;—deﬁneq szstems Secure Software Meclljar;ismssxistdto d;velop
lengineering methods];b. [Assignment: organization- . applications based on Secure
SA-04(03) .I\Fl:ctl:"?ﬁ;des and de_ﬁned [Selection_ (one or more): systems _security: Functional intersects With prziéifsp(rgggm TOA08 Software Development Practices
Practices " privacy] engineering methods]; andc. [Assignment: (SSDP).
lorganization-defined software development methods;
testing, evaluation, assessment, verification, and
validation methods; and quality control processes].
Mechanisms exist to Imit the use
of commercially-provided
Information Assurance (IA) and
. IA-enabled IT products to those
P Employ only information technology products on the
lAcquisition Process ! ! Information products that have been
SA-04(10) | Use of Approved Slggﬁzcg%i—:'??';%ecdap;cgdiIx;tctsilll]stlefzelzetressr‘:ﬂﬁ:ntlty Functional [Intersects With| Assurance Enabled EEZ)AZ successfully evaluated against a
PIV Products organizational systepms Yy imp! Products “® |National Information Assurance
: partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-
alidated ar NSA-anproved
a. Include organizational data ownership requirements process to document the lineage
P in the acquisition contract; andb. Require all data to be of Personal Data (PD) by
sa04(12)  [rCOuisition Pracess |omoved from the contractor’s system and returned to | Functional |Intersects With| Pers°na! Data (PD) | pgy.og |recording how the organization
| Data Ownership the organization within [Assignment: organization- ineage collects, receives, processes,
defined time frame]. stores, transmits, shares,
[@. TncTude organizational data ownership requirements - -
lAcquisition Process in the acquisition contract; andb. Require all data to be DCH- Mechanisn_vs gxist Fc ensure data
SA-04(12) | Data Ownership removed from the contractor’s system and returned to | Functional |Intersects With| Data Stewardship 01.1 stewardship is assigned,
the organization within [Assignment: organization- . documented and communicated.
defined time framel
Mechanisms exist to ensure
a. Include organizational data ownership requirements :fzfsg‘i,é::ghtlfagiizoan::ﬁbl“tles
SA-04(12)  [Acquisition Process B ts)'y:teeqrrlu“;i; e e ool Functional |intersects witn| ASSetOwnership | \or o Imanaged at a team, individua,
| Data Ownership the organizati o N " N Assignment or responsible organization level
3 ganlzatlon within [Assignment: organization: to establish a common
defined time frame]. understanding of requirements
for asset protection.
@ Obtain or develop administrator documentation Tor Mechanisms exist to obtain,
the system, system component, or system service that protect and distribute
describes:1. Secure configuration, installation, and administrator documentation for
loperation of the system, component, or service;2. Technology Assets, Applications
Effective use and maintenance of security and privacy and/or Services (TAAS) that
functions and mechanisms; and3. Known describe:(1) Secure
vulnerabilities regarding configuration and use of configuration, installation and
ladministrative or privileged functions;b. Obtain or operation of the TAAS;(2)
develop user documentation for the system, system Effective use and maintenance of|
‘component, or system service that describes:1. User- security features/functions;
laccessible security and privacy functions and and(3) Known vulnerabilities
System mechanisms and how to effectively use those functions : Documentation i i i
SA-05 Documentation land mechanisms;2. Methods for user interaction, which Functional  Intersects With Requirements TDA-04 ;efgaadr:,:::‘?s?;t?‘,geu{:t;n and use
lenables individuals to use the system, component, or privileged) functions. '
service in a more secure manner and protect individual
privacy; and3. User responsibilities in maintaining the
isecurity of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
isystem, system component, or system service
[documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
oruanizatbnajgﬁ:i\ad_oﬁr onnel or roles]
. Ubtain or develop administrator documentation Tor Mechanisms exist to determine
the system, system component, or system service that security, compliance and
describes:1. Secure configuration, installation, and resilience control applicability by
loperation of the system, component, or service;2. identifying, assigning and
Effective use and maintenance of security and privacy documenting the appropriate
functions and mechanisms; and3. Known asset scope categorization for all
\vulnerabilities regarding configuration and use of Technology Assets, Applications
ladministrative or privileged functions;b. Obtain or and/or Services (TAAS) and
develop user documentation for the system, system personnel (internal and third-
component, or system service that describes:1. User- parties).
laccessible security and privacy functions and
System mechanisms and how to effectively use those functions| : Asset Scope AST-
SA-05 D’t’;cumentation land mechanisms;2. Methods for uzer interaction, which Functional  Intersects With Classiﬁcati%n 04.1
lenables individuals to use the system, component, or
service in a more secure manner and protect individual
privacy; and3. User responsibilities in maintaining the
isecurity of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
isystem, system component, or system service
[documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
lorganization-defined nersonnel or rolesl, _ _
iApply the following systems security and privacy g:fﬁ:wl‘:;“asnix:;taitr?tgiivseé(;ﬁ're
Security and gzeienlgs:\:negntpriierigE:ei:tggE:pgchr:;igi?i'cgfiEggndf the Secure Baseline baseline configurations for
SA-08 g;;;gicg/‘eingmeermg isystem and system components: [Assignment: Functional  Intersects With Configurations CFG-02 :ﬁa?:r(jlsuegry/iﬁéze(sl'sl&:sp)pt"hc:ttgrls
lorganization-defined systems security and privacy : o
lengineering principles]. consistent with industry-
accepted system hardening
Mechanisms exist to facilitate the
/Apply the following systems security and privacy implementation of industry-
Security and sngir;eering tpr_inci:)les inttt_e specigicatig_r;i, df_sign,f th S . recdogni_zlgd securityt,_ con‘_\pliance
- : evelopment, implementation, and modification of the . ecure Engineering and resilience practices in the
SA-08 I;;:Xi%eingmeermg system and system components: [Assignment: Functional [intersects With Principles SEA-01 specification, design,
lorganization-defined systems security and privacy development, implementation
lengineering principles]. and modification of Technology
/Assets, Applications and/or
Mechanisms exist to ensure
N changes to Technology Assets,
ﬁﬁng;yEig?neer\ng Implgment tvhe security design pr\ncip!e of procedural ) ‘ Deve\i:cnl':;ent Life /Applications and/or Services
SA-08(30) Principles | rigor in [Assignment: organization-defined systems or Functional |Intersects With Cycle (SDLC) PRM-07 |(TAAS) within the Secure
Procedural Rigor system components]. Management Development Life Cycle (SDLC)
are controlled through formal
change control procedures.
;ﬁ‘cll;g;y;nr;?neermg Implement the security design principle of procedural ) Technology SEA- Mechanisms exist to manage the
SA-08(30) Principles | rigor in [Assignment: organization-defined systems or | Functional |Intersects With Lifecycle 071 usable lifecycles of Technology
brocedural Rigor __|SYStem components]. Management "+ |Assets, AP_P“CGUOHS and/or
gﬁ\c/::;)t/yEanng?neermg Implement th_e sgcur!ty desi_gn principle of secure . Configuration Mecht_}nisms e_xist to_ govern the
SA-08(31) Principles | Secure system modification in [Assignment: organization- Functional (Intersects With Change Control CHG-02 [technical configuration change
System Modification defined systems or system components]. control processes.
Mechanisms exist to verify the
B 0 ering Implementhe securty desin rincil of seure | frctoralty of ccut,
SA-08(31) Principles | Secure system modification in [Assignment: organization- Functional |Intersects With Func_t_lonallty CHG-06 controls following implemented
System Modification defined systems or system components]. Verification changes to ensure applicable
controls operate as designed.
Mechanisms exist to
Security and Implement the security design principle of secure appropriately test and document
Privacy Engineering P ne security 'gn p .p i : Test, Validate & CHG- |proposed changes in a non-
SA08BL) principles | Secure. [S/oiem modification in [Assignment: organication- | Functional ntersects With! o iient Changes| 02.2  [production environment before
ISystem Modification Y Y P . changes are implemented in a
production environment.
Security and Mechanisms exist to utilize
Privacy Engineering Implement the privacy principle of minimization using ) Collection END- |sensors that are configured to
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional [Intersects With Minimization 13.3 |minimize the collection of
Minimization information about individuals.
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Limit Sensitive /

(SCF)
Contral Naccrintinn
Mechanisms exist to minimize
the use of sensitive/regulated

Privacy Engineering [Implement the privacy principle of minimization using . N Regulated Data In | DCH- |data for research, testing, or
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional |Intersects With Testing, Training & | 18.2 |training, in accordance with 5
Minimization Research authorized, legitimate business
ractice:
ecurity and Eamems exsre Ze
Privacy Engineering |Implement the privacy principle of minimization using : Minimize Visitor PES- [the collection of Personal Data
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional  lIntersects With| pe conaj pata (PD)| 06.5 |(PD) contained in visitor access 5
an @ Require that providers of external system services ﬁégl:gnisms exist to mitigate the
icomply with organizational security and privacy risks associated with third-party
requirements and employ the following controls: access to the organization's
[Assignment: organization-defined controls];b. Define Technology Assets, Applications,
External System land docume‘nt‘ p(gam;atlonal oversight and user roles ) ) Services and/or Data (TAASD).
SA-09 Services land responsibilities with regard to external system Functional Equal Third-Party Services| TPM-04 10
iservices; andc. Employ the following processes,
methods, and techniques to monitor control
icompliance by external service providers on an
longoing basis: [Assignment: organization-defined
nrocesses. methods. and techniquesl R i
External System Restrict the location of [Selection (one or more): Geolocation mi;'&zﬂ'z@n&fﬁt to control the
Services | information processing; information or data; system Requirements for rocessing/storage based on
SA-09(05) Processing, services] to [Assignment: organization-defined Functional [Intersects With|Processing, Storage| CLD-09 gusiness rge uire%ents that 5
Storage, and locations] based on [Assignment: organization-defined and Service includes staqtutory regulatory
Service Location requirements or conditions]. Locations and contractual obligations.
; ternal System RESTrict the Tocation of.l_ efection {one or m.ore). Third-Party Mechanisms exist to restrict the
ervices | information processing; information or data; system Processing, Storage| TPM- |location of information
SA-09(05) Processing, services] to [Assignment: organization-defined Functional |Intersects With and Sz}vice 9 04.4 |processing/storage based on 5
Storage, and locations] based on [Assignment: organization-defined Locations . gusiness ?e uirergnents
Service Location requirements or conditionsl 9 .
Mechanisms exist to inventory,
document and maintain data
External System Restrict the location of [Selection (one or more): flows for data that is resident
Services | information processing; information or data; system Geographic (permanently or temporarily)
SA-09(05) Processing, services] to [Assignment: organization-defined Functional |Intersects With Locatiogn 02 Data DCH-19 |within a service's geographically 5
Storage, and locations] based on [Assignment: organization-defined distributed applications (physical
Service Location requirements or conditions]. and virtual), infrastructure,
systems components and/or
shared with other third-parties.
Mechanisms exist to inventory,
document and maintain data
Exte_rnal System Restrict the geographic location of information flows for data that is resident
Services | rocessing and data storage to facilities located within Geographic (permanently or temporarily)
SA-09(08) Processing and ﬁ,‘ the le gl iurisdictional b%undar of the United Functional (Intersects With Locatiogn 02 Data DCH-19|within a service's geographically 5
IStorage Location — States gal) y distributed applications (physical
U.S. Jurisdiction . and virtual), infrastructure,
systems components and/or
shared with other third-parties.
: Mechanisms exist to control the
g::ircn:sl lSystem Restrict the gedographic Iocat\onfof ilnforrTationd N Ret?li??nizt:g:for location of/cloud based
" processing and data storage to facilities located within . N : processing/storage based on
SA-09(08) ;;gls:;?rllgcaar;%n __[in the legal jurisdictional boundary of the United Functional |Intersects With Proc::élgz,rsitct;rage CLD-09 business requirements that 5
U.S. Jurisdiction States. Locations includes statutory, regulatory
- and contractual obligations.
RequITe The Jeveloper of the SySTem, System
icomponent, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a. Mechanisms exist to require
Uses the following contextual information: system developers and
Developer Testing |[Assignment: organization-defined information integrators to develop and
land Evaluation | iconcerning impact, environment of operations, known Developer Threat implement an ongoing Security
SA-11(02) [Threat Modeling lor assumed threats, and acceptable risk levels];b. Functional [Intersects With| Analysis & Flaw | TDA-15 |Testing and Evaluation (ST&E) 5
and Vulnerability Employs the following tools and methods: Remediation plan, or similar process, to
|Analyses [Assignment: organization-defined tools and objectively identify and
methods];c. Conducts the modeling and analyses at remediate vulnerabilities prior to
the following level of rigor: [Assignment: organization- release to production.
defined breadth and depth of modeling and analyses];
landd. Produces evidence that meets the following
lacceptance criteria: [Assignment: organization-defined
laccentanee citeral
quITE the JeVeloper of e System, System
icomponent, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a.
Uses the following contextual information: . .
Developer Testing |[Assignment: organization-defined information x‘eCha"'Sms ?X'St to perform
A Mt " reat modelling and other
land Evaluation | iconcerning impact, environment of operations, known TDA- |secure design techniques, to
SA-11(02) [Threat Modeling lor assumed threats, and acceptable risk levels];b. Functional [Intersects With| Threat Modeling 06.2 |ensure thatgthreats tg sof&ware 5
and Vulnerability Employs the following tools and methods: . and solutions are identified and
|Analyses [Assignment: organization-defined tools and accounted for
methods];c. Conducts the modeling and analyses at .
the following level of rigor: [Assignment: organization-
defined breadth and depth of modeling and analyses];
landd. Produces evidence that meets the following
lacceptance criteria: [Assignment: organization-defined
accentance criterial _ _ _
Require the developer of the system, system gyiizz:‘ggigﬁ::;z;zqu're
Developer Testing €°T.p°'f'en£'tilr1 S);s?‘em _senlllce ItofpgrformApenetratlcir.\ ;'IhreaRt Ana(li\,{SIts & integrators to create and execute|
SA-11(05) land Evaluation | esting:a. At the following level of rigor: [Assignment: | ¢\ vional  intersects with| F/aW Remediation |\ 64 (' Security Testing and Evaluation 5
: : lorganization-defined breadth and depth of testing]; During b
Penetration Testing . i 3 (ST&E) plan, or similar process,
landb. Under the following constraints: [Assignment: Development . :
lorganization-defined constraints] to identify and remediate flaws
| during development.
Require the developer of the system, system Mechanisms exist to perform
peveoperesing (TIPS e st o prr skt
SA-11(05) sggeEt\rI:t‘il;\tg‘slting lorganization-defined breadth and depth of testing]; Functional [intersects With Penetration Testing| 09.5 [Technology Assets, Applications 5
landb. Under the following constraints: [Assignment: and/or Services (TAAS).
lorganization-defined constraints].
Mechanisms exist to require
system developers/integrators
consult with security, compliance
Require the developer of the system, system s N and/or reslll_ence personnel to.(_lj
: : ecurity, Create and implement a Security
Developer Testing component, or system service to perform penetration Compliance & Testing and Evaluation (ST&E)
N testing:a. At the following level of rigor: [Assignment: " " : L
SA-11(05) and Evaluation | Functional |Intersects With| Resilience Testing | TDA-09 |plan, or similar capability;(2) 5

Penetration Testing

lorganization-defined breadth and depth of testing];
landb. Under the following constraints: [Assignment:
lorganization-defined constraints].

Throughout
Development

Implement a verifiable flaw
remediation process to correct
weaknesses and deficiencies
identified during the control
testing and evaluation process;
and(3) Document the results.

Secure Controls Framework (SCF)

version 2026.1_x000a_03/27/2026

35 of 47



Set Theory Relationship Mapping (STRM)

Developer Testing

Focal Document Element (FDE) Description

Require the developer of the system, system
icomponent, or system service to perform penetration

FedRAMP 5_x000a_LI-Saa$

Mechanisms exist to conduct
specialized assessments for:(1)
Statutory, regulatory and
contractual compliance
obligations;(2) Monitoring
capabilities;(3) Mobile devices;(4)|
Databases;(5) Application

isupporting mission essential services or functions to
increase the trustworthiness in those systems or

lcomponents.

Critical Components|

SA-11(05) land Evaluation | testln_g,a._At the _fol\owmg level of rigor: [Asslgr\_meI:\L Functional |Intersects With Specialized 1A0- security;(6) Embedded
N . |organization-defined breadth and depth of testing]; Assessments 02.2 . .
Penetration Testing landb. Under the following constraints: [Assignment: technologleg (_e,g., loT, OT, etc.);
orgaﬁization-deﬁned constraints] ’ ' (7) Vulnerability management;(8)
. Malicious code;(9) Insider
threats;(10) Performance/load
testing; and/or(11) Artificial
Intelligence and Autonomous
Technologies (AAT).
Require the developer of the system, system Mechanisms exist to conduct
pevepe Testna (ST T e e e
" i ing:a. e wing levi rigor: 1 - i i i X echnology Assets, Applications
SA-11(05) Sggelzt\r/:t‘il;t?gslting organization-defined breadth and depth of testing]; Functional |Intersects With| Penetration Testing| VPM-07 and/or Services (TAAS).
landb. Under the following constraints: [Assignment:
organization-defined constraints].
Mechanisms exist to require
system developers/integrators
consult with security, compliance
and/or resilience personnel to:(1)
" Security, Create and implement a Security
2:;?32&;:;5:'?9 Require the developer of the system, system Compliance & Testing and Evaluation (ST&E)
SA-11(06) lattack Surface component, or system service to perform attack Functional |Intersects With| Resilience Testing | TDA-09 |plan, or similar c_apability;lz)
Reviews isurface reviews. Throughout Implement a verifiable flaw
Development remediation process to correct
weaknesses and deficiencies
identified during the control
testing and evaluation process;
and(3) Document the results.
D d E ”‘ ;gstlng Require the developer of the system, system Attack Surf VPM Mechanisms exist to define and
SA-11(06) Z:tac:aSSrafalgg I icomponent, or system service to perform attack Functional [Intersects With agm ue ace 01 1' manage the scope for its attack
M isurface reviews. P : surface management activities.
Developer Testing Require ths develotper of th_e s{stemcfsyts}feinth
and Evaluation component, cr system service to verily that the scope Mechanisms exist to define and
SA-11(07) \Verify Scope ofl of testing a_nd evaluation provides co_mplete coverag§ Functional (Intersects With Attack Surface VPM- manage the scope for its attack
[Testing and lof the required contlrols. at the.fo\lowmg level of rigor: Scope 01.1 surface management activities.
Evaluation [Assignment: organization-defined breadth and depth
of testing and evaluation].
Mechanisms exist to require
system developers/integrators
consult with security, compliance
" and/or resilience personnel to:(1)
Developer Testing 5:&“'5;:5 ?:Vsasotz?w: zfeSieces{f)tsgifsytS}:gnthe scope Security, Create and implement a Security
land Evaluation | of tezting a’nd evyaluation provides con};plete coverage Compliance & Testing and Evaluation (ST&E)
SA-11(07) |Verify Scope of lof the required controls at the following level of rigor: Functional |Intersects With| Resilience Testing | TDA-09 |plan, or similar capability;(2)
[Testing and . 9 N P . 9 gor: Throughout Implement a verifiable flaw
Evaluation [Assignment: organization-defined breadth and depth Development remediation process to correct
of testing and evaluation]. A
weaknesses and deficiencies
identified during the control
testing and evaluation process;
and(3) Document the results.
Mechanisms exist to develop,
Development Require the developer of the system, system gg;:ﬁ?\eer]é:nnﬁqgLr:—aaltri];ar‘xlsnfzfcure
Process, Standards, [component, or system service to reduce attack : Secure Baseline P
SA-15(05) and Tools | Attack surfapces to [Assi)(;nment: organization-defined Functional  Intersects With Configurations CFG-02 Technology Assets, Applications
Surface Reduction |thresholds]. and/or Services (TAAS) that are
consistent with industry-
accepted system hardening
Mechanisms exist to facilitate the
implementation of industry-
Development Require the developer of the system, system recognized security, compliance
Process, Standards, [component, or system service to reduce attack . Secure Engineering and resilience practices in the
SA-15(05) land Tools | Attack |surfaces to [Assignment: organization-defined Functional  Intersects With Principles SEA-01 specification, design,
Surface Reduction [thresholds]. development, implementation
and modification of Technology
/Assets, Applications and/or
Mechanisms exist to prevent
unsupported Technology Assets,
/Applications and/or Services
a. Replace system components when support for the (TAAS) by:(1) Removing and/or
icomponents is no longer available from the developer, Unsupported replacing TAAS when support for
Unsupported 'vendor, or manufacturer; orb. Provide the following Techno\gp Assets, the components is no longer
SA-22 ISystem loptions for alternative sources for continued support Functional [Intersects With A I\catiogrils and/o} TDA-17 |available from the developer,
IComponents for unsupported components [Selection (one or more): pspervices (TAAS) vendor or manufacturer; and(2)
in-house support; [Assignment: organization-defined Requiring justification and
support from external providers]]. documented approval for the
continued use of unsupported
ITAAS required to satisfy
mission/business needs.
a. Replace system components when support for the Mechanisms exist to provide in-
icomponents is no longer available from the developer, house support or contract
Unsupported \vendor, or manufacturer; orb. Provide the following Alternate Sources TDA- external providers for support
SA-22 ISystem loptions for alternative sources for continued support Functional |Intersects With for Continued 171 with unsupported Technology
IComponents for unsupported components [Selection (one or more): Support "~ |Assets, Applications and/or
in-house support; [Assignment: organization-defined Services (TAAS).
Isupport from external providers]].
Employ [Selection (one or more): design; modification; Mechanisms exist to facilitate the
laugmentation; reconfiguration] on [Assignment: implementation of tailored
SA-23 Special N lorganization-defined systems or system components] F " o with| D Teclhnology & |Toa01 development and acquisition
" pecialization lsupporting mission essential services or functions to unctional |Intersects Wit e:\/e opngnc """ |strategies, contract tools and
increase the trustworthiness in those systems or cquisition procurement methods to meet
icomponents. unique business needs.
Mechanisms exist to design and
implement product management
processes to proactively govern
the design, development and
production of Technology Assets,
Employ [Selection (one or more): design; modification; /Applications and/or Services
laugmentation; reconfiguration] on [Assignment: (TAAS) across the System
SA-23 Specialization lorganization-defined systems or system components] Functional |Intersects With Product TDA- |Development Life Cycle (SDLC)
P supporting mission essential services or functions to Management 01.1 [to:(1) Improve functionality;(2)
increase the trustworthiness in those systems or Enhance security and resiliency
icomponents. capabilities;(3) Correct security
deficiencies; and(4) Conform
with applicable statutory,
regulatory and/or contractual
obligations.
Employ [Selection (one or more): design; modification; . .
laugmentation; reconfiguration] on [Assignment: B MECha"'S",'S. exist to custom-
} ) lorganization-defined systems or system components] ) Customized develop critical system :
SA-23 Specialization Functional |Intersects With| Development of |TDA-12 |components, when Commercial

Off The Shelf (COTS) solutions
are unavailable.
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FDE Nam
rganization-defined personnel or
]:1. [Selection (one or more): Organization-level;
/business process-level; System-level] system
land communications protection policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the system and communications . Compliance & policies, standards and
SC-01 Procedures protection policy and the associated system and Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
icommunications protection controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
a. Develop, document, and ar teto
[Assignment: organization-defined personnel or
role: . [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to develop,
Policy and implementation of the system and communications " Network Security govern & update procedures to
SC-01 Procedures protection policy and the associated system and Functional Subset Of Controls (NSC) NET-01 facilitate the implementation of 10
icommunications protection controls;b. Designate an Network Security Controls (NSC).
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
deﬁned_'a\lent 1
[a. Develop, document, and dis: Mechanisms exist to facilitate the
[Assignment: organization-defined personnel or implementation of industry-
roles]:1. [Selection (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] system and resilience practices in the
land communications protection policy that:a. specification, design,
/Addresses purpose, scope, roles, responsibilities, development, implementation
management commitment, coordination among and modification of Technology
lorganizational entities, and compliance; andb. Is Assets, Applications and/or
consistent with applicable laws, executive orders, Services (TAAS).
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the
Policy and implementation of the system and communications N Secure Engineering
s¢-01 Procedures protection policy and the associated system and Functional Subset Of Principles SEA-OL 10
icommunications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
g.egré%%%\é,e%clument, and ar teto
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
orgaplzatlon_al entlt\_es, and compllance_, andb. Is Mechanisms exist to review the
consistent with applicable laws, executive orders, Security, Compliance &
directives, regulations, policies, standards, and Resilienée Program (SCRP)
guidelines; and2. Procedures to facilitate the Periodic Review & including policgies standards and
Policy and implementation of the system and communications " Update of Security, :
SC-01 Procedures protection policy and the associated system and Functional [intersects With Compliance & Gov-03 pro'ce'dur‘e'S, at planned intervals 5
o - . y T or if significant changes occur to
icommunications protection controls;b. Designate an Resilience Program ensure their continuin
[Assignment: organization-defined official] to manage suitability, adequacy agnd
the development, documentation, and dissemination of]| effectivenéss
the system and communications protection policy and .
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
Mechanisms exist to ensure
security functions are restricted
SC-03 |Ssic|;trilg1 Function Isolate security functions from nonsecurity functions. Functional (Intersects With 2:55':&;/;\:3?;?012 END-16 te‘:]facurtclo"e'éif :)':ﬁ;i\flec;ljeal:s()zpril 5
requirements for necessary job
Security Functi Security Functi SEA TN g s romsomare
SC-03 \ ecur_lty unction Isolate security functions from nonsecurity functions. Functional |Intersects With ecurity _unctlon " |security functions from non- 5
solation Isolation 04.1 ity functinn.
a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to control
the following types of denial-of-service events: resource utilization of
Denial-of-service [Assignment: organization-defined types of denial-of- Technology Assets, Applications
SC-05 P h service events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority | CAP-02 |and/or Services (TAAS) that are 5
rotection . . H P > A d
lachieve the denial-of-service objective: [Assignment: susceptible to Denial of Service
lorganization-defined controls by type of denial-of- (DoS) attacks to limit and
service event]. prioritize the use of resources.
a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to conduct
the following types of denial-of-service events: capacity planning so that
Denial-of-service [Assignment: organization-defined types of denial-of- necessary capacity for
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Capacity Planning | CAP-03 |information processing, 5
lachieve the denial-of-service objective: [Assignment: telecommunications and
lorganization-defined controls by type of denial-of- environmental support will exist
service event]. during contingency operations.
a. [Selection (one): Protect against; Limit] the effects of| . . ™,
the following types of denial-of-service events: iMmeclgar;'\ésnr:ast;);‘Isutftgafaacyilttate the
Denial-of-service [Assignment: organization-defined types of denial-of- Capacity & mapnagement controlspto e}:\sure
SC-05 Protection service events]; andb. Employ the following controls to | Functional [Intersects With Performance CAP-01 optimal system performance to 5
lachieve the denial-of-service objective: [Assignment: Management P A p o
lorganization-defined controls by type of denial-of- ;nset expectid and z_antlclpatted
service event], uture capacity requirements.
la. [Selection (one): Protect against; Limit] the effects of|
Denial-of-service Egzsf‘zlr‘]on‘;velgg tgrpgeas"gafii;lﬂefgnsegz;::e?;né;iaI'Of' Denial of Service | NET- 3:;;22? tazdair:setcgf :?:lwiheex st
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With (DoS) Protection 02.1 leffects of denial of service 5

achieve the denial-of-service objective: [Assignment:
lorganization-defined controls by type of denial-of-

service event].

attacks.
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Focal Document Element (FDE) Description (SCF)
Contral Nocor n
Mechanisms exist to control
Denial-of-service resource utilization of
Protection | Manage capacity, bandwidth, or other redundancy to 'Technology Assets, Applications
SC-05(02) Capacity, limit the effects of information flooding denial-of- Functional [Intersects With| Resource Priority | CAP-02 |and/or Services (TAAS) that are
Bandwidth, and service attacks. susceptible to Denial of Service
Redundancy (DoS) attacks to limit and
prioritize the use of resources.
Mechanisms exist to conduct
Denial-of-service capacity planning so that
Protection | Manage capacity, bandwidth, or other redundancy to necessary capacity for
SC-05(02) ICapacity, limit the effects of information flooding denial-of- Functional [Intersects With| Capacity Planning | CAP-03 |information processing,
Bandwidth, and service attacks. telecommunications and
Redundancy environmental support will exist
during contingency operations.
@ MONItoT and CoNtrol Communications at the externar
managed interfaces to the system and at key internal
managed interfaces within the system;b. Implement
isubnetworks for publicly accessible system Mechanisms exist to monitor and
Boundary icomponents that are [Selection (one): physically; Boundary control communications at the
SC-07 Protection logically] separated from internal organizational Functional (Intersects With Protection NET-03 |external network boundary and
networks; andc. Connect to external networks or at key internal boundaries within
isystems only through managed interfaces consisting of| the network.
boundary protection devices arranged in accordance
\with an organizational security and privacy
architecture.
protecton | Route  [\ute [Assgnmentsorganization-defied nteral Route nternal | 7. [mtermal communications traffic
SC-07(08) XLatfhﬁecntt\ocated defined external networks]_through authenticated Functional Intersects With Trafglé:rt/oefsroxy 18.1 zorge;:\ezrant?(‘)r?—eat;‘)’:)or:)'ilsetjh;r)?gg;
Proxy Servers proxy servers at managed interfaces. servers at managed interfaces.
Mechanisms exist to force
Boundary Internet-bound network traffic
Protection | Route Route [A_sswgnment: o‘rganizatiobn—deﬁned interr_\al . thn_:ugh a proxy devicg (e.g.,
5C-07(08) Traffic to icommunications traffic] to [Assignment: organization- Functional |Intersects With DNS & Content NET-18 Policy Enforcement Point (PEP))
IAuthenticated defined external networks]_through authenticated Filtering fpr U_RL content filtering an_d_ DNS
proxy Servers proxy servers at managed interfaces. filtering to limit a user's ability to
connect to dangerous or
prohibited Internet sites.
Boundary . N
Protection | Restrict |a. Detect and deny outgoing communications traffic ?oenct}:ca)Féi”r\"\srrlelfrl\?gatfiomnggtotll;:nd
SC-07(09) 'ghreatemng posing a th_reat to external systems; a."db- Alf'd't the Functional [Intersects With Bounde_xry NET-03 |external network boundary and
utgoing identity of internal users associated with denied Protection at key internal boundaries within
ICommunications  |communications. the network.
[Traffic -
N TETITATITSTITS S ATS T To A AT
Boundary managed interface for each
Protection | Restrict |a. Detect and deny outgoing communications traffic External external telecommunication
[Threatening posing a threat to external systems; andb. Audit the . P NET- |service that protects the
SC-07(09) IOutgoing identity of internal users associated with denied Functional [intersects With TelecognTvL;mcatlon 03.2 |confidentiality and integrity of
ICommunications icommunications. S Services the information being
[Traffic transmitted across each
Boundary a. Prevent the exfiltration of information; andb. Prevent NET- A:letegﬂnatttehdergﬁ;:g:\(\)sr?gédex\st to
SC-07(10) Protection | Prevent |Conduct exfiltration tests [Assignment: organization- Functional (Intersects With Unauthorized pre. . o
Exfiltration defined frequency] Exfiltration 03.5 |exfiltration of sensitive/regulated
. data across managed interfaces.
[Automated mechanisms exist to
Boundary a. Prevent the exfiltration of information; andb. Data Loss implement Data Loss Prevention
SC-07(10) Protection | Prevent |Conduct exfiltration tests [Assignment: organization- Functional |Intersects With Prevention (DLP) NET-17 |(DLP) to protect sensitive
Exfiltration defined frequency]. information as it is stored,
transmitted and processed
Boundary oty allow i ] cati ‘ zlecha”msn&s exltst to c(g\ﬁgu;‘e
- .. |Only allow incoming communications from rewall and router configurations
5C-07(11) ﬁ‘rggfncitrl‘n;n | Restrict [Assignment: organi_zation-deﬁned authorized sources] Functional |Intersects With B:Pa{llrsz/‘\cllgx NET- |to deny network traffic _by default
Communications to be routed to [Assignment: organization-defined Traffic by Exception 04.1 [and allow network traffic by
Hraffic lauthorized destinations]. except\on_(e.g., deny all, permit
5 7 Ik\)lly exception). - . -
protaction | Restrict|OnlY allow incoming communications from control communications at the
SC-07(11) \ncomin [Assignment: organization-defined authorized sources] Functi I it ts With Boundary NET-03 |ext | net K b d 4
g to be routed to [Assignment: organization-defined unctional - Intersects Wi Protection externa’ network boundary anc
ICommunications authorized destinations] at key internal boundaries within
Traffic . the network,
Py SRt S oy rrrecramsT
Eounda_ry exist to locate ‘sy‘stem
scoraey a0 rotectogost unottorzed gkl comectons ot | 1 ersets | EBMSNt g e 1 i boenisldamage fom
: Unauthorized inter‘fgaces] : organizati 9 unctional - |Intersects Wi Protection "> |physical and environmental
Physical . hazards and to minimize the
IConnections opportunity for unauthorized
T Physical access control
ngoat;csttlon | Protect Protect against unauthorized physical connections at Lockable Physical PES- mechanisms exist to protect
SC-07(14) Unauthorized [Assignment: organization-defined managed Functional |Intersects With Casings 03.2 system components from
Physical interfaces]. : unauthorized physical access
. (e, loc! i ings)
gf&zgg;yn | Protect ‘ ) ) ) exist to protect power and
lAgainst Protect against unauthorized physical connections at Transmission PES- telecommunications cabling
SC-07(14) Unauthorized [Assignment: organization-defined managed Functional |Intersects With Medium Security 121 [carrving data or supporting
Physical interfaces]. : informati_on s_ervices from
Connections interception, interference or
Boundary Implement [Selection (on_e): physically; Iog_lcally] | i i
Protection | iseparate subnetworks to isolate the following critical Cloud Infrastructurel Mechanisms exist to host
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional |Intersects With Security Subnet CLD-03 |security-specific technologies in
to Isolate Functions lorganization-defined critical system components and a dedicated subnet.
functions]
TECTITATTSTITS EXTSTTU TTRTETTTeTTT
security management subnets to
Boundary Implement [Selection (on_e): physically; \og_ically] . . isolate security tools anq support
Protection | iseparate subnetworks to isolate the following critical Security NET- components from other internal
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional |Intersects With Management 06.1 system components by
lto Isolate Functions lorganization-defined critical system components and Subnets . implementing separate
functions]. subnetworks with managed
interfaces to other components
Boundary Tmplement [Sefection {one]: physically; TogicallyT Separate Subnet for, fﬁfé%ﬁ‘@ﬁw?exlst to implement
Protection | iseparate subnetworks to isolate the following critical Connecting to NET- separate network addresses
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional (Intersects With Different Security | 03.8 (e.g., different subnets) to
lto Isolate Functions lorganization-defined critical system components and Domains . connect to systems in different
functions] ecurity domains,
[Transmission . . R . Cryptographic mechanisms exist
SC-08 IConfidentiality and rnré):e’fit t]hif[tsrealr?:g?tr;e(gri‘:fg:n:::irs;. confidentiality; Functional (Intersects With g;:gz:r:ifa'ﬁ? CRY-03 |to protect the confidentiality of
Integrity grity . Yy data being transmitted.
[Transmission : . ol ieci Cryptographic mechanisms exist
SC-08 Confidentiality and !’rtotec_t t?ef[?electhtr; (gr_\efor rn(i!'e), confidentiality; Functional (Intersects With TrTntsmlgtslon CRY-04 [to protect the integrity of data
integrity integrity] of transmitted information. ntegrity being transmitted.
‘(I;Lannﬁsdn’eﬂ:tsi';&y and I(mplement cr)yptograpthic met;ha_nis;n;_tol[Selecti?n A e phveical | cay. g););ite?l%r:tp:;caumtigr\iazreu;ms exist
" one or more): prevent unauthorized disclosure o . ! ernate Physica - g B N
SC-08(01) g\tegrlty | : information; detect changes to information] during Functional [Intersects With Protection oL1 dlsclosure of |nforn‘_|at|on as an
ryptographic transmission alternative to physical
Protection : safeguards.
Zgﬂnnﬁsd”;‘:;'aﬁﬁy and I(mplement cr))(ptograppic met%hapis;nj_tol[Selecti?n Use of ih’lr:pc:;;nésnrpastgf‘lsotftcor;;ctgg?;i;ihce
SC-08(01) Integrity | i:%?rg;?oﬂed.e?;i‘t’ecaaﬁn: tooi:irmalzcog?udr:ri% Functional [Intersects With|  Cryptographic CRY-01 |protections controls using known
ICryptographic transmissioh 9 9 Controls public standards and trusted
Protection : cryptographic technologies.
[Transmission . . .
Y Implement cryptographic mechanisms to [Selection . . .
SC-08(01) ﬁ‘igg:f; Tahty 3" l(one or more): prevent unauthorized disclosure of Functional [Intersects With|  1ansmission | cpy.o3 ggﬁzﬁen:crgﬁgzae?\ltswg;|iyeglf5t
Cryptographic information; detect changes to information] during Confidentiality data being transmitted
Protection transmission. .
Transmission Cryptographic mechanisms exist
IConfidentiality and [Maintain the [Selection (one or more): confidentiality; Pre/Post CRY- to ensure the confidentiality and
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional (Intersects With Transmission 013 integrity of information during
Post-transmission  |transmission and during reception. Handling : preparation for transmission and
Handling during reception
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FDE Name Focal Document Element (FDE) Description
[Transmission Mechanisms exist to facilitate the
Confidentiality and |Maintain the [Selection (one or more): confidentiality; Use of implementation of cryptographic
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional |Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Post-transmission  [transmission and during reception. Controls public standards and trusted
Handling cryptographic technologies.
Transmission
Confidentiality and |Maintain the [Selection (one or more): confidentiality; Mechanisms exist to restrict the
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional (Intersects With Media Use DCH-10|use of types of digital media on 5
Post-transmission  |transmission and during reception. systems or system components.
Handlina
Establish and manage cryptographic keys when . .
i N Mechanisms exist to securely
" cryptography is employed within the system in A
Cryptographic Key laccordance with the following key management : 8 Public Key implement an internal Public Key
SC-12 Establishment and requirements: [Assignment: organization-defined Functional |Intersects With Infrastructure (PKI) CRY-08 |Infrastructure (PKI) infrastructure 5
Management " g - P or obtain PKI services from a
;eci:;rsergﬁzt;ég{rtiz‘gne]neratmn, distribution, storage, reputable PKI service provider.
a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following . . .
. h o " Cryptographic mechanisms exist
. Cryptographic types of cryptography required for each specified " Encrypting Data At g :
SC13 Protection cryptographic use: [Assignment: organization-defined Functional  Intersects With Rest CRY-05 Eﬁsg[sgjggfn:;g‘z?igt 5
types of cryptography for each specified cryptographic 3
use].
a. Determine the [Assignment: organization-defined . .
cryptographic uses]; andb. Implement the following Zlfpcg‘gm;rg? cer);;tégraa(;?\li'cess the
sc-13 Cryptographlc types of cryptogralphy rgqulred for each sp_eclﬁed_ Functional |Intersects With Export-Controlled | CRY- technologies in compliance with 5
Protection cryptographic use: [Assignment: organization-defined Cryptography 01.2 relevant statutory and regulaton
types of cryptography for each specified cryptographic A Y 9 y
use]. requirements.
a. Determine the [Assignment: organization-defined . . .
cryptographic uses]; andb. Implement the following Use of r::?;:;x‘;T:tEﬁ'sgftsr;;iggfgepgihce
Cryptographic types of cryptography required for each specified : . : .
SC13 Protection cryptographic use: [Assignment: organization-defined Functional  Intersects With Crygg?}?{;zh'c CRY-01 pzﬁfgt;fan:dzﬁggg‘:dutsrlggt:gown 5
types of cryptography for each specified cryptographic P h hnologi
sel. cryptographic technologies.
la. Prohibit remote activation of collaborative Mreocr:s;:If}:nesrirr:sott;oatcl?isgjt?o?\rof
Collaborative icomputing devices and applications with the following gol\aborative computing devices
SC-15 IComputing Devices exceptions: [Assignment: organization-defined Functional |Intersects With Collaborative END-14 |with the followin pexcegtwons‘(l) 5
puting b lexceptions where remote activation is to be allowed]; Computing Devices Ing p :
and Applications landb. Provide an explicit indication of use to users Neltworl;ed whiteboards; (2) \égTo
y teleconference cameras; an
physically present at the devices. Teleconference microphones.
Transmission of
Security and : : " " : . Cryptographic mechanisms exist
SC-16(01) Privacy Attributes | \altet?ifbyuttx integrity of transmitted security and privacy Functional (Intersects With Tr?:tseml‘?tslon CRY-04 [to protect the integrity of data 5
Integrity . grity being transmitted.
erification
SFB"ST‘SS'%” of Transmission of Mechanisms exist to associate
ecurity anc i i i i i . i 'Technology Assets, Applications
SC-16(01) rr;vac_); Attributes | ;/tetclifguttr;:mtegnty of transmitted security and privacy | gy ctional |Intersects With CD)Q::r;Soctuercltiyoﬁ CRY-10 |and/or Services (TAAS) security 5
ntegrity i attributes with information
M%E;.‘eaéiga‘e [ Attributes oy
Identify Identify [Assignment: organization-defined Vulnerability vjﬁz?:;m;sgi toroen::;re that
- nacceptable Code |unacceptable mobile code] and take [Assignment: unctional |Intersects Witl emediation -02 |; ™
SC-18(01) Ui ble Cod: ble mobile code] and take [Assi Functional |l With|  Remediati VPM-02 [ traciod A 5
land Take Corrective|organization-defined corrective actions]. Process P
WS remediated.
obile Code |
Identify Identify [Assignment: organization-defined Mechanisms exist to address
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional [Intersects With Mobile Code END-10 [mobile code / operating system- 5
land Take Corrective|organization-defined corrective actions]. independent applications.
ﬁogl e Code [ Continuous Mechanisms exist to address new|
Identify Identify [Assignment: organization-defined Vulnerabilit threats and vulnerabilities on an
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional |Intersects With Remediatio)r: VPM-04 [ongoing basis and ensure assets 5
land Take Corrective|organization-defined corrective actions]. Activiti are protected against known
ction: ctivities attack:
Mobile Code | \Verify that the acquisition, development, and use of Mechanisms exist to protect
. lAcquisition, mobile code to be deployed in the system meets ) Software Licensing | AST- [Intellectual Property (IP) rights
SC-18(02) Development, and [[Assignment: organization-defined mobile code Functional [Intersects With Restrictions 02.7 |with software licensing >
Use requirements]. restrictions.
MGOBiTE Code | VerTTy that the acquisition, Gevelopment, and Use of - -
P N Mechanisms exist to address
_ |Acquisition, mobile code to be deployed in the system meets " _ . -
SC-18(02) Development, and [[Assignment: organization-defined mobile code Functional |Intersects With Mobile Code END-10 mgblle:;dnet/ op?‘ratt\;wgnsystem 5
lse requirements] ependent applications.
Mechanisms exist to force
Internet-bound network traffic
Mobile Code | through a proxy device (e.g.,
Prevent Prevent the download and execution of [Assignment: . DNS & Content Policy Enforcement Point (PEP))
SC-18(03) Downloading and  |organization-defined unacceptable mobile code]. Functional  Intersects With Filtering NET-18 for URL content filtering and DNS 5
Execution filtering to limit a user's ability to
connect to dangerous or
prohibited Internet sites.
rropme Code T Mechanisms exist to address
Prevent Prevent the download and execution of [Assignment: . " A
SC-18(03) Downloading and  |organization-defined unacceptable mobile codel. Functional [Intersects With Mobile Code END-10 [mobile code / operating system- 5
Execution independent applications.
" Prevent the automatic execution of mobile code in . :
Mobile Code | N i e Mechanisms exist to address
SC-18(04) Prevent Automatic [a/?)SpSIE:E’;enI';E] aor:(gia:r:?::lcoen[:sgigﬁdmse?]ftt-wjrgeanization- Functional |Intersects With Mobile Code END-10 [mobile code / operating system- 5
Execution defined actions] prior to executing the code. independent applications.
. . " f T TO expIICith
. Prevent the automatic execution of mobile code in Mechanisms exist to explicitly
SC18(08)  |Provent Automatic [Assignment: organization-defined software Functional [intersects witn| EXPlicitly Allow || CFG- [olo ((Z!%vﬂ::tt I binckiisg " 5
Execution g2zIr‘]zzt:;?gﬁsr‘]dp?ilfro{geeiiﬁ'g:;15:‘:5):’9:mzat'on’ Deny Applications | 03.3 applications that are authorized
[@. PTOVIOE aaartonar aata orfgim autnentcation ana to execute on stems
integrity verification artifacts along with the
Secure authoritative name resolution data the system returns Mechanisms exist to ensure
i to external name/address resolution : Domain Name Service (DNS)
Name/address in response : - Domain Name X
. " . queries; andb. Provide the means to indicate the : . . resolution is designed,
5C-20 z;eust%ls:ilfantiezmce security status of child zones and (if the child supports Functional Intersects With SeRr;’;?u(t%'\:‘S) NET-10 implemented and managed to 5
Source) isecure resolution services) to enable verification of a protect the security of name /
ichain of trust among parent and child domains, when address resolution.
loperating as part of a distributed, hierarchical
o
Mechanisms exist to perform
Secure P P Secure Name / data origin authentication and
Request and perform data origin authentication and : A y
sc-21 oo %% ice. |data integrity verification on the name/address Functional Equal | canes (r;iscﬂ?stil\?g NET- g?:triamrfer\?arIr;yevseenrﬁ'ccaem?gr\?sn) e 10
" resolution responses the system receives from uncti qu ¢ 10.2 in i N
(recu‘rslve or lauthoritative sources, or Caching resolution responses received
ICaching Resolver) . Resolver) from authoritative sources when
requested by client systems.
Mechanisms exist to ensure
|Architecture and Ensure the systems that collectively provide Architecture & systems that collectively provide
5C-22 Provisioning for name/address resolution service for an organization Functional Equal Provisioning for NET- |Domain Name Service (DNS) 10
Name/address are fault-tolerant and implement internal and external a Name / Address 10.1 |resolution service are fault-
Resolution Service |role separation. Resolution Service tolerant and implement
internal/external role separation.
- N — Mechanisms exist to pro?ect the
: Protect the [Selection (one or more): confidentiality; . . . o "
SC-28 E’?gf@gag:;t Rest integrity] of the following information at rest: Functional [Intersects With Endpag;:&zgctlon END-02 :?/:ifllgsnitt‘;lgzé ';'at?egt;tg% 5
[Assignment: organization-defined information at rest]. int device
: Protect the [Selection (one or more): confidentiality; : Cryptographic mechanisms exist
SC-28 rnrgfn:t;gg:;t Rest integrity] of the following information at rest: Functional [Intersects With Encrypt';régstData At CRY-05 [to prevent unauthorized 5
[Assignment: organization-defined information at rest]. disclosure of data at rest.
. Implement cryptographic mechanisms to prevent . . .
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional [Intersects With Igfotegctiopn 11.4 diszlosure and/or modification of 5
Protection ?rganlzatlon—deﬁne_d system cpmponev::rs]:éomn]edla]: backup information.
Protection of mpl emeng cryp{ograpﬁlc mecHamsms to prevent
Information at Rest unauthorized disclosure and modification of the Encrypting Data At Cryptographic mechanisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With P Regst CRY-05 |to prevent unauthorized 5
Protyepctign P lorganization-defined system components or media]: disclosure of data at rest.
[Assianment: organization-defined information].
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Protection of
Information at Rest

mplement cryptographic mechanisms to preven
unauthorized disclosure and modification of the

Transmission

Cryptographic mechanisms exist

lassociated system and information integrity controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:
i i defined ntsl

Documentation

compliant and resilient
capabilities.

SC-28(01) . following information at rest on [Assignment: Functional [Intersects With : CRY-04 [to protect the integrity of data 5
Lgé;zttti)g;aphlc lorganization-defined system components or media]: Integrity being transmitted.
[Assianment: organization-defined informationl
Protection of Impletrl?ent c(;;;ptolgraphic n:jechadr!iﬁsmi to p;etvhent fryptzgrienic megzanitsn?_i exis;
- unauthorized disclosure and modification of the : o protect the confidentiality an
SC-28(01) iné?;gl?)g::pitifeﬁ following information at rest on [Assignment: Functional (Intersects With Enscggt;rmegMELadt; In I[J)gHz integrity of information stored on 5
brotection lorganization-defined system components or media]: : digital media during transport
[Assignment: organization-defined information]. outside of controlled areas.
Mechanisms exist to remove
Protection of Remove the following information from online storage CRY- g:3Saerdcrﬂiteai{rggl;g'ﬂ‘e;;i?ﬂee
SC-28(02) Information at Rest |and st_ore_ofﬂ\ne_\n a secure chation: [Assignment: Functional [Intersects With| Offline Storage 05.2 [location until it can be disposed 5
| Offline Storage lorganization-defined information]. of according to data retention
requirements.
Mechanisms exist to create
recurring backups of data,
Protection of Remove the following information from online storage szsijlrgsacgﬁr stﬁstierw |mriatgesf,
SC-28(02) Information at Rest |and store offline in a secure location: [Assignment: Functional |Intersects With Data Backups BCD-11 ¥ the integrity o 5
| Offline Storage lorganization-defined information] these backups, to ensure the
. availability of the data to satisfy
Recovery Time Objectives (RTOs)
and Recovery Point Objectives
Employ the following operations security controls to 'afdt':;'i'né!ine:'éééz:t’yld”" n

SC-38 Operations Security g;:::ﬁ: léZif/;;%ar:::ttK?fr;acl;glfg:r%astsl%nn::gx:ghout the | Finctional [Intersects With Secgglrt‘)t/e?;()séagjons OPS-04 fOp_el_rtactions (:2e4nt7er (SOC) that 5
lorganization-defined operations security controls]. ricr:a':;"fs a sax/response
Employ the following operations security controls to . " e

SC-38 (Operations Security protect key organizational information throughout the Functional [Intersects With|Operations Security | OPS-01 iMmEpcl';amn;TastETvlsotftgpfearcalltlit:r:;Ithe 5
isystem development life cycle: [Assignment: security controls
lorganization-defined operations security controls]. .

_— . Mechanisms exist to implement a
SC-39 Process Isolation :I:engzi:::gassesri:;ra‘ters:;c:tmn domain for each Functional Equal Process Isolation | SEA-04 |separate execution domain for 10
Y P " each executing process.
MECTIaTISTS EXTST IO Protect
external and internal wireless
. . links from signal parameter
Protect external and internal [Assignment: o
Wireless Link lorganization-defined wireless links] from the following Wireless Link NET- 3::5&5;2;239\'?‘::'22?0””9 for
SC-40 P N signal parameter attacks: [Assignment: organization- Functional |Intersects With : . " " 5
rotection defined types of signal parameter attacks or Protection 12.1 ?onnectlfhns,_ mzlud_m? scanning
or unauthorized wireless access
references to sources for such attacks]. points and taking appropriate
action, if an unauthorized
Protect external and internal [, ignment: fln:L_?;(;t:anv Iﬁe%{%\égﬁigtect the
Wireless Link o_rganization—deﬁned wireless I_inks] from the fplloyving . Wireles_s Ac_cess cqnﬁdent\ality an_d integrity of_

SC-40 Protection signal parameter attacks: [Assignment: organization- Functional [Intersects With| Authentication & | CRY-07 |wireless networking technologies 5
defined types of signal parameter attacks or Encryption by implementing authentication
references to sources for such attacksl and strong encryvption
Relocate [Assignment: organization-defined sensors ?ebcehrapﬁfgi ::':ttirt‘o Elfz:ftox:g;s
land monitoring capabilities] to [Assignment: Ir¥dicators of Com, r?)mise (100) to

SC-48 Sensor Relocation |organization-defined locations] under the following Functional [Intersects With| Threat Hunting | THR-07 detect, track and zisrupt threats 5
iconditions or circumstances: [Assignment: that E\}ade existing security
lorganization-defined conditions or circumstances].

controls.
Relocate [Assignment: organization-defined sensors Mechanisms exist to utilize a
land monitoring capabilities] to [Assignment: Automated Tools MON- Security Incident Event Manager

SC-48 ISensor Relocation |organization-defined locations] under the following Functional |Intersects With for Real-Time 01.2 (SIEM), or similar automated tool, 5
iconditions or circumstances: [Assignment: Analysis *“ |to support near real-time
lorganization-defined conditions or circumstances]. analysis and incident escalation.

@ DEVETop, JOCUIIENT, and aISSermare 1o

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] system

and information integrity policy that:a. Addresses

purpose, scope, roles, responsibilities, management

icommitment, coordination among organizational

lentities, and compliance; andb. Is consistent with Mechanisms exist to review the

lapplicable laws, executive orders, directives, Security, Compliance &

regulations, policies, standards, and guidelines; and2. Periodic Review & Resilience Program (SCRP),
Policy and Procedures t_o facilita_te t_he implementat\on of the . Update of Security including policies, standards and

SI-01 Procedures isystem and information integrity policy and the Functional [Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
lassociated system and information integrity controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the system and information effectiveness.
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.

Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
oraanization.defined euontel
a- U . 1T, and ISSErTmare 1 Mechanisms exist to facilitate the|
[Assignment: organization-defined personnel or implementation of industry-
roles]:1. [Selection (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] system and resilience pract}ces in the
and information integrity policy that:a. Addresses specification, design
purpose, scope, roles, responsibilities, management developmené impler’nentation
commitment, coord_ination among orga_nization_al and modiﬁcat’ion of Technology
entlt}es, and compllange; andb. Is c({)nsls\tent with Assets, Applications and/or
lapplicable laws, executive orders, directives, Services (TAAS).
regulations, policies, standards, and guidelines; and2.

: Procedures to facilitate the implementation of the

SI-01 g%‘cceydz?'gs isystem and information integrity policy and the Functional Subset Of Secu;iiﬁggwlréeser\ng SEA-01 10
lassociated system and information integrity controls;b. P
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.

Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
loraanizati ined ouentel
8 TEVEHS) £ T arssermmate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, : : .
regulations, policies, standards, and guidelines; and2. Publishi : Me'?ha",'sms eX.'St to FStabl'Sh'
. Procedures to facilitate the implementation of the u 'Sh'ng Security, maintain and disseminate
Policy and " P : . Compliance & GOV-02 policies, standards and 5
SI-01 Procedures isystem and information integrity policy and the Functional |Intersects With Resilience 02| ocedures necessary for secure,
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FDE Nam

SI-02 Flaw Remediation

Focal Document Element (FDE) Desc

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

FedRAMP 5_x000a_LI-Saa$

Intersects With

Vulnerability &
Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

SI-02 Flaw Remediation

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Intersects With

Software &
Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

SI-02 Flaw Remediation

a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Intersects With

Automatic
Antimalware
Signature Updates

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

Flaw Remediation |
S1-02(04) |Automated Patch
Management Tools

Employ automated patch management tools to
facilitate flaw remediation to the following system
icomponents: [Assignment: organization-defined
Isystem components].

Functional

Intersects With

Automated
Remediation Status

VPM-
05.2

/Automated mechanisms exist to
determine the state of system
components with regard to flaw
remediation.

Flaw Remediation |
S1-02(04) |Automated Patch
Management Tools

Employ automated patch management tools to
facilitate flaw remediation to the following system
icomponents: [Assignment: organization-defined
system components].

Functional

Intersects With

Automated
Software &
Firmware Updates

VPM-
05.4

/Automated mechanisms exist to
install the latest stable versions
of security-relevant software and
firmware updates.

Flaw Remediation |
S1-02(04) |Automated Patch
Management Tools

EMpIOy automated patch management tools to

facilitate flaw remediation to the following system

icomponents: [Assignment: organization-defined
tem c 1

Functional

Intersects With

Tentranzea
Management of
Flaw Remediation
Pracesse

VPM-
05.1

Mechanisms exist to centrally-
'manage the flaw remediation
process.

Flaw Remediation |
S1-02(04) |Automated Patch
Management Tools

Employ automated patch management tools to
facilitate flaw remediation to the following system
icomponents: [Assignment: organization-defined
system components].

Functional

Intersects With

Software &
Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
[TAAS) inclidina fi

Malicious Code

sk-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
and eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
iand send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
lsystem.

Functional

Intersects With

Software &
Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

Malicious Code

SI-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With

Vulnerability &
Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

Malicious Code

SI-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With

Malicious Code
Protection (Anti-
Malware)

END-04

Mechanisms exist to utilize
antimalware technologies to
detect and eradicate malicious
code.

Malicious Code

SI-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
'during malicious code detection and eradication and
the resulting potential impact on the availability of the

lsystem.

Functional

Intersects With

Heuristic /
Nonsignature-Based|
Detection

END-
04.4

Mechanisms exist to utilize
heuristic / nonsignature-based
antimalware detection
capabilities.
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Set Theory Relationship Mapping (STRM)

SI-03

Malicious Code
Protection

Focal Document Element (FDE) Description

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection

mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined

personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

FedRAMP 5_x000a_LI-Saa$

Safeguarding Data
Over Open
Networks

Intersects With

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

version 2026.1_x000a_03/27/2026

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Automatic
Antimalware
Signature Updates

Intersects With

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

ISystem Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequencyl]].

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

ISystem Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequencyl]].

Functional

Centralized
Collection of
Security Event Logs

Intersects With

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
event logs.

Secure Controls Framework (SCF)
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a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or Cryptographic mechanisms exist
deploy monitoring devices:1. Strategically within the to implement strong
isystem to collect organization-determined essential Safeguarding Data cryptography and security
SI-04 ISystem Monitoring [information; and2. At ad hoc locations within the Functional [Intersects With Over Open NET-12 |protocols to safeguard
isystem to track specific types of transactions of Networks sensitive/regulated data during
interest to the organization;d. Analyze detected events transmission over open, public
land anomalies;e. Adjust the level of system monitoring networks.
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].
a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
isystem to collect organization-determined essential Continuous. Mechanisms exist to facilitate the
SI-04 ISystem Monitoring [information; and2. At ad hoc locations within the Functional (Intersects With Monitorin MON-01|implementation of enterprise-
isystem to track specific types of transactions of 9 wide monitoring controls.
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].
a. Notify [Assignment: organization-defined incident '/Automated mechanisms exist to
ISystem Monitoring | [response personnel (identified by name and/or by Automated implement pre-determined
|[Automated role)] of detected suspicious events; andb. Take the : : MON- |corrective actions in response to
S1-04(07) Response to following actions upon detection: [Assignment: Functional Intersects With s Re_s_ponsg to t: 01.11 |detected events that ha\ee
Suspicious Events |organization-defined least-disruptive actions to uspicious Events security incident implications.
terminate suspicious events].
la. Notify [Assignment: organization-defined incident
ISystem Monitoring ||response personnel (identified by name and/or by
51-04(07) |Automated role)] of detected suspicious events; andb. Take the Functional |Intersects With Automated Incident| IRO- ::;;?:ts‘iﬁifgg:ésgigﬁs; to
Response to following actions upon detection: [Assignment: Handling Processes| 02.1
Suspicious Events |organization-defined least-disruptive actions to process.
terminate suspicious events].
/Alert [Assignment: organization-defined personnel or Mechanisms exist to
ISystem Monitoring |[roles] using [Assignment: organization-defined automatically alert incident
|[Automated lautomated mechanisms] when the following : : MON- |response personnel to
S-04(12) 'Organization- indications of inappropriate or unusual activities with Functional |intersects With| Automated Alerts 01.12 |inappropriate or anomalous
igenerated Alerts Isecurity or privacy implications occur: [Assignment: activities that have potential
lorganization-defined activities that trigger alerts]. security incident implications.
[Alert [Assignment: organization-defined personnel or
ISystem Monitoring | |roles] using [Assignment: organization-defined Real-Time Alerts of Mechanisms exist to provide
51-04(12) |Automated lautomated mechanisms] when the following Functional |Intersects With| Event Logging MON- [24x7x365 near real-time alerting
'Organization- indications of inappropriate or unusual activities with Failure 05.1 |capability when an event log
igenerated Alerts Isecurity or privacy implications occur: [Assignment: processing failure occurs.
lorganization-defined activities that trigger alerts].
/Analyze outbound communications Eraﬁc at external Automated mechanisms exist to
ISystem Monitoring | [interfaces to the system and at the following interior Data Loss implement Data Loss Prevention
S1-04(18) |Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With Prevention (DLP) NET-17 |(DLP) to protect sensitive
ICovert Exfiltration [[Assignment: organization-defined interior points information as it is stored,
witq'u the i)ést_eucj transmitted and processed
/Analyze outbound communications traffic at externa
ISystem Monitoring | [interfaces to the system and at the following interior Analyze Traffic for | MON- |/Automated mechanisms exist to
S1-04(18) |Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With Coveyrt Exfiltration 111 analyze network traffic to detect
ICovert Exfiltration |[Assignment: organization-defined interior points . covert data exfiltration.
within the system]
System Monitoring | (L)Jrlscaz‘i/:aréigz-de;;ivnaer;ju ae‘rss[gr?l‘wj;egl?rlo\esl]glilg(ftltlaiors of Monitoring for MON. [Automated mechanisms exist to
S1-04(24) Indicators of co?n romise rovidedpb [Assignment: o’r anization- Functional |Intersects With Indicators of 11.3 identify and alert on Indicators of
ICompromise dPﬁind mnrrpp 1 y 9 Forg Compromise (10C) > |Compromise (loC).
Mechanisms exist to utilize a File
. " N . Integrity Monitor (FIM), or similar
PR Discover, collect, and distribute to [Assignment: )
ISystem Monitoring | organizati ! . " ; change-detection technology, on
> ‘ganization-defined personnel or roles], indicators of . File Integrity MON- [~ &
S1-04(24) ICndlcators'of lcompromise provided by [Assignment: organization- Functional |Intersects With Monitoring (FIM) 01.7 crltlc_al T_echno\ogy Assets,
ompromise defined sources] /Applications and/or Services
. (TAAS) to generate alerts for
unauthorized modifications.
o . o . Mechanisms exist to limit the
System Monitoring ||Provide visibility into network traffic at external and . Limit Network NET- [number of concurrent external
S1-04(25) Optimize Network |key internal system interfaces to optimize the Functional [Intersects With Connections 03.1 |network connections to its
[Traffic Analysis effectiveness of monitoring devices. " [Technology Assets, Applications
" icac (TAAC)
Mechanisms exist to implement
ISystem Monitoring | [Provide visibility into network traffic at external and Intrusion Detection MON- Isntsrres:\gz (?Sée/cf;osn) éelzrsxglr;tl?;
S1-04(25) Optimize Network  |key internal system interfaces to optimize the Functional [Intersects With & Prevention 01.1 oz critical systems, key netwgork
[Traffic Analysis leffectiveness of monitoring devices. Systems (IDS & IPS) segments and network choke
points.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
Generate internal security alerts, advisories, and
directives as deemed necessary;c. Disseminate
Security Alerts, security alerts, advisories, and directives to: [Selection . .
SI-05 |Advisories, and (one or more): [Assignment: organization-defined Functional |Intersects With I\rlfllijéalziaotr? TDA-18 \h:l:hcd'}:n';m:é::;&%sr;sctéhe
Directives personnel or roles]; [Assignment: organization-defined Y puts.
lelements within the organization]; [Assignment:
lorganization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b. Mechanisms exist to maintain
IGenerate internal security alerts, advisories, and situational awareness of
directives as deemed necessary;c. Disseminate \vulnerabilities and evolving
Security Alerts, security alerts, advisories, and directives to: [Selection Threat Intelligence threats by leveraging the
SI-05 |Advisories, and (one or more): [Assignment: organization-defined Functional |Intersects With Feedsg THR-03 |[knowledge of attacker tactics,
Directives personnel or roles]; [Assignment: organization-defined techniques and procedures to
lelements within the organization]; [Assignment: facilitate the implementation of
organization-defined external organizations]]; andd. preventative and compensating
Implement security directives in accordance with controls.
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.

Secure Controls Framework (SCF)
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a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
IGenerate internal security alerts, advisories, and
directives as deemed necessary;c. Disseminate
isecurity alerts, advisories, and directives to: [Selection

FedRAMP 5_x000a_LI-Saa$

Safeguarding Data

Cryptographic mechanisms exist
to implement strong
cryptography and security

version 2026.1_x000a_03/27/2026

SI-05 |Advisories, and (one or more): [Assignment: organization-defined Functional (Intersects With Over Open NET-12 |protocols to safeguard
Directives personnel or roles]; [Assignment: organization-defined Networks sensitive/regulated data during
lelements within the organization]; [Assignment: transmission over open, public
lorganization-defined external organizations]]; andd. networks.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Employ integrity verification tools to detect . . . .
unauthorized changes to the following software, IMscha_?ls“Ts ethSt ;:’M”t'“ze .F'I.T
Software, Firmware, [firmware, and information: [Assignment: organization- Endpoint File ntegrity Kioni or (FIM), or similar
. ) h H h : : N technologies, to detect and
SI-07 land Information defined software, firmware, and information]; andb. Functional [Intersects With|Integrity Monitoring| END-06 -
Integrit [Take the following actions when unauthorized changes (FIM) report on unauthorized changes
grity 9 i ; 9 to selected files and
to the software, firmware, and information are configuration settings
detected: [Assignment: organization-defined actions]. -
a. Employ integrity verification tools to detect Cryptographic mechanisms exist
unauthorized changes to the following software, to implement strong
Software, Firmware, ffirmware, and information: [Assignment: organization- Safeguarding Data cryptography and security
SI-07 and Information defined software, firmware, and information]; andb. Functional (Intersects With Over Open NET-12 |protocols to safeguard
Integrity [Take the following actions when unauthorized changes Networks sensitive/regulated data during
to the software, firmware, and information are transmission over open, public
detected: [Assignment: organization-defined actions]. networks.
a. Employ integrity verification tools to detect
unauthorized changes to the following software,
Software, Firmware, [firmware, and information: [Assignment: organization- . .
SI-07 and Information defined software, firmware, and information]; andb. Functional |Intersects With “\;pﬁ; Iz_ata TDA-18 Melc(;w_?nlsfrr}sfexlstttp Ch,Eththe
Integrity [Take the following actions when unauthorized changes alidation validity of information inputs.
to the software, firmware, and information are
detected: [Assignment: organization-defined actions].
Cryptographic mechanisms exist
to implement strong
information Input ICheck the validity o_f thg follovying informati_on inputs: . Safeguarding Data cryptography and security
SI-10 \Validation [Assignment: organization-defined information inputs Functional [Intersects With Over Open NET-12 |protocols to safeguard
to the system]. Networks sensitive/regulated data during
transmission over open, public
CTTETR e Vanarty or tre TpuC networks.
- TOTOWITTY TTOTTTEToTT T - -
SI-10 {gﬁg:;g:n Input [Assignmeni?rganization—deﬁned information inputs Functional |Intersects With I\?aplii‘l(;a[ziaot: TDA-18 \hlllaehc;?;':m:é::;:%sqs;tt?e
anage and retain information within the system and Mechanisms exist to retain
Information information output from the system in accordance with Media & Data media and data in accordance
SI-12 Management and  |applicable laws, executive orders, directives, Functional |Intersects With R : DCH-18 |with applicable statutory,
N " Pt etention
Retention regulations, policies, standards, guidelines and regulatory and contractual
operational requirement: obligation
Mechanisms exist to:(1) Retain
Personal Data (PD), including
metadata, for an organization-
defined time period to fulfill the
purpose(s) identified in the
Manage and retain information within the system and notice or as required by law;(2)
Information information output from the system in accordance with Personal Data (PD) Dispose of, destroys, erases,
SI-12 Management and  |applicable laws, executive orders, directives, Functional |Intersects With Retention & PRI-05 [and/or anonymizes the PD,
Retention regulations, policies, standards, guidelines and Disposal regardless of the method of
loperational requirements. storage; and(3) Use organization-|
defined techniques or methods
to ensure secure deletion or
destruction of PD (including
originals, copies and archived
records).
Mechanisms exist to address the
use of Personal Data (PD) for
Information internal testing, training and
Management and  [Limit personally identifiable information being Internal Use of research that:(1) Takes
Retention | Limit processed in the information life cycle to the following Personal Data (PD) measures to limit or minimize the|
SI-12(01) Personally lelements of personally identifiable information: Functional |Intersects With For Testing, PRI-05.1|amount of PD used for internal
Identifiable [Assignment: organization-defined elements of Training and testing, training and research
Information personally identifiable information]. Research purposes; and(2) Authorizes the
Elements use of PD when such information
is required for internal testing,
training and research.
(nformation TS TITSCATSTTo TS
Management and  [Limit personally identifiable information being iiﬂ:ttl\ézej/rsegcgiavteeg dz:gacgsa;és
Retention | Limit processed in the information life cycle to the following Minimize Sensitive /| DCH- |stored an’d/or trans’mpitted .
SI1-12(01) Personally lelements of personally identifiable information: Functional |Intersects With R f
e " N ) egulated Data 18.1 [throughout the information
Identlﬁak?le [Ass\gnmer]t. org.anlzaglon-deﬁr]ed elements of lifecycle to only those elements
Lr;;o”rlr:stt;on personally identifiable information]. Eec_essary to support necessary
TOoTTTTaTOTT
Management and Mechanisms exist to minimize
Retention | Use the following techniques to minimize the use of Limit Sensitive / the use of sensitive/regulated
S1-12(02) Minimize Personally |personally identifiable information for research, Functional |Intersects With Regulated Data In | DCH- |data for research, testing, or
Identifiable testing, or training: [Assignment: organization-defined Testing, Training & | 18.2 |training, in accordance with
Information in techniques]. Research authorized, legitimate business
[Testing, Training, practices.
o
Mechanisms exist to address the
: use of Personal Data (PD) for
Information internal testing, training and
Management and Internal Use of research that:(1) Takes
Retention | Use the following techniques to minimize the use of P P~
51-12(02 Minimize Personally |personally identifiable information for research, " | h PersFona.Il Da_ta (PD) o measuresft:l:;lmltgrfml_mm\ze Ithe
1-12(02) Identifiable testing, or training: [Assignment: organization-defined Functional [intersects Witl T%’ini?\sgn:r?é PRI-05.1/ taemsgﬁgt g—a\nin‘:gssnd?—re;';t:::r?
llljef:trirr?gatll?rr;ilr?ing techniques]. Research purposes; and(2) Autr_mrizes the
and Reéearch ' use of PD whel? such |nf0rn_'|at|0n
is required for internal testing,
training and research.
Mechanisms exist to:(1) Retain
Personal Data (PD), including
metadata, for an organization-
defined time period to fulfill the
purpose(s) identified in the
Information notice or as required by law;(2)
Management and  [Use the following techniques to dispose of, destroy, or Personal Data (PD) Dispose of, destroys, erases,
SI-12(03) Retention | lerase information following the retention period: Functional |Intersects With Retention & PRI-05 [and/or anonymizes the PD,
Information [Assignment: organization-defined techniques]. Disposal regardless of the method of
Disposal storage; and(3) Use organization-|
defined techniques or methods
to ensure secure deletion or
destruction of PD (including
originals, copies and archived
records).
Tnformation
Management and  |Use the following techniques to dispose of, destroy, or Information Mechanisms exist to securely
SI-12(03) Retention | lerase information following the retention period: Functional (Intersects With Disposal DCH-21|dispose of, destroy or erase
Information [Assignment: organization-defined techniques]. information.
Disposal T e T T e T Te e U e T T e (T T T ToT—aIT - - -
following system components in specific environments Mech_anlsms exist to '"?D‘eme"‘
of operation: [Assignment: organization-defined re‘al-tlme or ngar-real-tlme .
SI-13 Predictable Failure |system components]; andb. Provide substitute system F : o with| Fail Capabili BCD- fallo_\/er_gapablll;y to maintain
- Prevention components and a means to exchange active and unctional |[Intersects With| Failover Capability 12.2 availability of critical Technology

istandby components in accordance with the following
criteria: [Assignment: organization-defined MTTF

Assets, Applications, Services
and/or Data (TAASD).
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following system components in specific environments . " .
lof operation: [Assignment: organization-defined &eecaae';':mrﬁ,ne:':; ;Z”d::_;e'('mfé)
S1-13 Predictable Failure |system components]; andb. Provide substitute system Functional |Intersects With Predictable Failure SEA-07 |for system components in 5
Prevention icomponents and a means to exchange active and Analysis S -omp!
- : . specific environments of
istandby components in accordance with the following operation
criteria: [Assignment: organization-defined MTTF P :
it i
Mechanisms exist to maintain a
process for:(1) Data subjects to
Personally have inaccurate Personal Data
Identifiable ICorrect or delete personally identifiable information Correcting (PD) maintained by the

S1-18(04) Information Quality |upon request by individuals or their designated Functional |Intersects With|Inaccurate Personal|PRI-06.1|organization corrected or 5
(Operations | representatives. Data (PD) amended; and(2) Disseminating
Individual Requests corrections or amendments of PD!

to other authorized users of the
PD.
Personally technical controls to correct
Identifiable ICorrect or delete personally identifiable information Updating & DCH- Personal Data (PD) that is
SI1-18(04) Information Quality |upon request by individuals or their designated Functional [Intersects With|Correcting Personal 22.1 inaccurate or outdated, 5
Operations | representatives. Data (PD) " l|incorrectly determined regarding
Individual Requests impact, or incorrectly de-
Mechanisms exist to provide
authenticated data subjects the
ability to:(1) Access their
Personal Data (PD) that is being
processed, stored and shared,
except where the burden, risk or
expense of providing access
would be disproportionate to the
benefit offered to the data
subject through granting access;
(2) Obtain answers on the

Personally e .

Identifiable Correct or delete personally identifiable information Data Subject zgﬁggijolfehcoe‘?(/;zelr:)[c)e‘;ed
SI1-18(04) Information Quality |upon request by individuals or their designated Functional |Intersects With Em owerrjnent PRI-06 stored tr’ansmitted’ Zhared . 5
Operations | representatives. P dated and/or disposed: (3)
Individual Requests up! a_te and/or disposed;( .)
Obtain the source(s) of their PD;
(4) Obtain the categories of their
PD being collected, received,
processed, stored and shared;(5)
Request correction to their PD
due to inaccuracies;(6) Request
erasure of their PD; and(7)
Restrict the further collecting,
receiving, processing, storing,
transmitting, updated and/or
sharing of their PD.

Personally "

Identifiable Notify [Assignment: organization-defined recipients of Updating & ;eecr:g:f:l‘ég?;r(orjé)tothc;rr:m

Information Quality |personally identifiable information] and individuals that| : . " DCH- |

S1-18(05) IOperations | Notice [the personally identifiable information has been Functional |Intersects With Correégpag(zeDr)sonal 22.1 ::zg:fercattlf’ gref:rtr‘rjna::gvregarding 5
one(I:eotl"gictlon or corrected or deleted. impact, or incorrectly de-

Mechanisms exist to maintain a
personally process for:(1) Data subjects to
Identifiable Notify [Assignment: organization-defined recipients of Correcting :]:[\)/)er:]:i;i:ir:;: Zeyr;t‘ngal Data

51-18(05) g‘f""mét"’" Quality personally identifiable information] and individuals that| ¢\ jonal intersects With|Inaccurate Personal|[PRI-06.1jorganization corrected or 5
perations | Notice [the personally identifiable information has been Data (PD) amended; and(2) Disseminating

lof Correction or corrected or deleted. Corrections or amendments of PD
Deletion to other authorized users of the

PD.
Identifiable Notify [Assignment: organization-defined recipients of Notice of Correction Mechanisms exist to notify
Information Quality |personally identifiable information] and individuals that| : " affected data subjects if their

SI-18(05) Operations | Notice [the personally identifiable information has been Functional Intersects With or Pcrﬁcessmg PRI-06.2 Personal Data (PD) has been 5
lof Correction or corrected or deleted. ange corrected, amended or deleted.

e . N Primary Source Mechanisms exist to collect
De-identification | |De-identify the dataset upon collection by not : DCH- "

SI1-19(01) : : h e h ! Functional [Intersects With| Personal Data (PD) Personal Data (PD) directly from 5
Collection collecting personally identifiable information. Collection 22.3 the individual.

51-19(01) De-identification | |De-identify the dataset upon collection by not Functional |Intersects With De-ldentify Dataset| DCH- mweecggp;zzlsuiﬂztct;\Zgggﬁnbt)i/fy 5
Collection collecting personally identifiable information. Upon Collection 23.1 not collecting Personal Data (PD).
?:""%?Inatl'ﬁ;;ts‘;r:]é Mechanisms exist to mask

L . " sensitive/regulated data through

SI-19(04) Encryption, Bemqv_e, 'T.‘ESK' encrypt, hash, or replace direct Functional |Intersects With Data Masking PRI-05.3|data anonymization, 5

Hashing, or identifiers in a dataset. P "
Replacement of pse_udony_mlz_atlon, redaction or
Di e de-identification.

irect Identifiers
De-identification |
Removal, Masking, Removal, Masking, Mechanisms exist to remove
Encryption, Remove, mask, encrypt, hash, or replace direct ) Encryption, Hashing| DCH- g

SI-19(04) Hashing, or identifiers in a dataset. Functional [intersects With or Replacement of | 23.4 g;fSkt’ iznirt\{f?t,rh‘a:h Zr ;eplatce 5
Replacement of Direct Identifiers ect idel ers in a dataset.

Direct Identifiers
@ DEVETop, TOCUITIENT, and aTSSeTate 1o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
chain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with Mechanisms exist to review the
lapplicable laws, executive orders, directives, Security, Compliance &
regulations, policies, standards, and guidelines; and2. Periodic Review & Resilience Program (SCRP),
Policy and Procedures to facilitate the implementation of the Update of Security, including policies, standards and
SR-01 Procedures isupply chain risk management policy and the Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
lassociated supply chain risk management controls;b. Resilienpce Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the supply chain risk effectiveness.
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
ization-definad

Secure Controls Framework (SCF) 45 of 47



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

FedRAMP 5_x000a_LI-Saa$

version 2026.1_x000a_03/27/2026

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
chain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, . . .
regulations, policies, standards, and guidelines; and2. - N Me_char)lsms ex_lst to _establlsh,
. Procedures to facilitate the implementation of the Publishing Security, maintain and disseminate
SR-01 Policy and supply chain risk t pol A th Functional |Int ts with| Compliance & | -1, o5 |policies, standards and 5
Procedures Pply chain risk management policy an e unctional - Intersects Wi Resilience procedures necessary for secure,
lassociated supply chain risk management controls;b. - " sary '
Desi h " Documentation compliant and resilient
esignate an [Assignment: organization-defined Capabilities,
official] to manage the development, documentation, P .
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
£45% rssermmate o
ation-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
ichain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Policy and Procedures to facilitate the implementation of the Third-Party Mechanisms exist to facilitate the
SR-01 Procedures isupply chain risk management policy and the Functional Subset Of Management TPM-01 implementation of third-party 10
lassociated supply chain risk management controls;b. 9 management controls.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
larqanization.defined event:
a. Develop a plan for managing supply chain risks Mechanisms exist to develop a
lassociated with the research and development, design, plan for Supply Chain Risk
manufacturing, acquisition, delivery, integration, Management (SCRM) associated
loperations and maintenance, and disposal of the with the development,
following systems, system components or system acquisition, maintenance and
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk disposal of Technology Assets,
SR-02 Management Plan Isystem components, or system services];b. Review Functional |Intersects With Management RSK-09 |Applications and/or Services 5
9 land update the supply chain risk management plan (SCRM) Plan (TAAS), including documenting
[Assignment: organization-defined frequency] or as selected mitigating actions and
required, to address threat, organizational or monitoring performance against
lenvironmental changes; andc. Protect the supply chain those plans.
risk management plan from unauthorized disclosure
land modification.
la. Develop a plan for managing supply chain risks Mechanisms exist to:(1) Evaluate
lassociated with the research and development, design, security risks and threats
manufacturing, acquisition, delivery, integration, associated with Technology
loperations and maintenance, and disposal of the |Assets, Applications and/or
following systems, system components or system Services (TAAS) supply chains;
Supply Chain Risk services: [Assignment: organization-defined systems, Supply Chain Risk and(2) Take appropriate
SR-02 Management Plan Isystem components, or system services];b. Review Functional |Intersects With Management TPM-03 [remediation actions to minimize 5
land update the supply chain risk management plan (SCRM) the organization's exposure to
[Assignment: organization-defined frequency] or as those risks and threats, as
required, to address threat, organizational or necessary.
lenvironmental changes; andc. Protect the supply chain
risk management plan from unauthorized disclosure
land modification.
Mechanisms exist to:(1) Evaluate
security risks and threats
Establish a supply chain risk management team associated with Technology
Supply Chain Risk |consisting of [Assignment: organization-defined Supply Chain Risk ésse§5. A(p_lp/l:isa;lons alnd/;)r
Management Plan | |personnel, roles, and responsibilities] to lead and : ervices supply chains;
SR-02(01) Establish SCRM support the following SCRM activities: [Assignment: Functional  Intersects With Mansacg::\"lnent TPM-03land(2) Take appropriate 5
Team lorganization-defined supply chain risk management ( ) remediation actions to minimize
lactivities]. the organization's exposure to
those risks and threats, as
necessary.
a. Establish a process or processes to identify and
laddress weaknesses or deficiencies in the supply chain
lelements and processes of [Assignment: organization-
defined system or system component] in coordination
with [Assignment: organization-defined supply chain
supply Chain  |ogainat SUply Enai rsks to the System, System - Processes To || |Mechanisms existto address
SR-03 IControls and icomponent, or system service and to limit the harm or | Functional Equal Weaknesses or 03.3 |deficiencies in the security of the 10
Processes iconsequences from supply chain-related events: Deficiencies : supply chain Yy
[Assignment: organization-defined supply chain
controls]; andc. Document the selected and
implemented supply chain processes and controls in
[Selection (one): security and privacy plans; supply
chain risk management plan; [Assignment:
lorganization-defined document]].
VEeCnanisms exIst to require
software developers to ensure
that their software development
Supply Chain Employ a diverse set of sources for the following Development processes employ industry-
IControls and isystem components and services: [Assignment: " Methods, TDA- |recognized secure practices for
SR-03(01) Processes | Diverse |organization-defined system components and Functional  lIntersects With Techniques & 02.3 |secure programming, 5
Supply Base services]. Processes engineering methods, quality
control processes and validation
techniques to minimize flawed
aftware
Supply Chain Employ a diverse set of sources for the following seicuriatnylsgir\?il:n?; (;l;t:m
SR-03(01) Controls and system components and services: [Assignment: Functional [Intersects With| Supplier Diversity TDA- resilienc‘e technologies from 5
Processes | Diverse |organization-defined system components and 03.1 different suppliers to minimize
Supply Base services]. 1PP
upplv chain risk,
Mechanisms exist to utilize
Supply Chain Employ a diverse set of sources for the following Acquisition tailored acquisition strategies,
IControls and isystem components and services: [Assignment: " N i’ TPM- |contract tools and procurement
SR-03(01) Processes | Diverse |organization-defined system components and Functional Intersects With StrateMgelfﬁ;DZ:ols & 03.1 |methods for the puprchase of 5
Supply Base services]. unique Technology Assets,
Apblications and/or Service:
Mechanisms exist to require
contractual requirements for
Supply Chain Ensure that the controls included in the contracts of applicable security, compliance
IControls and " : h . [Third-Party Contract and resilience requirements with
SR-03(03) Processes | Sub-tier slrjll;v;ﬁ:torggicr;ors are also included in the contracts of | Functional |Intersects With Requirements TPM-05 third-parties, reflecting the 5
Flow Down . organization's needs to protect
its Technology Assets,
/Applications, Services and/or
Mechanisms exist to ensure
Supply Chain Ensure that the controls included in the contracts of appllcal_)l_e securlty,‘ compliance
SR-03(03) Controls and prime contractors are also included in the contracts of | Functional |Intersects With Contract Flow-Down| TPM- (and resllience requirements are 5
Processes | Sub-tier subcontractors. Requirements 05.2 [included in contracts that flow-
Flow Down - down to applicable sub-
contractors and suppliers.
Employ the following acquisition strategies, contract Mechanisms exist to utilize
IAcquisition tools, and procurement methods to protect against, Acquisition TPM- tailored acquisition strategies,
SR-05 Strategies, Tools, |identify, and mitigate supply chain risks: [Assignment: | Functional |Intersects With| Strategies, Tools & | (5" contract tools and procurement 5
land Methods lorganization-defined acquisition strategies, contract Methods -1 |methods for the purchase of
tools, and procurement methods]. unique Technology Assets,
Applications and/or Service:
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Mechanisms exist to develop a
plan for Supply Chain Risk
. . . Management (SCRM) associated
Employ the following Operations Security (OPSEC) o with the development,
Supply Chain icontrols to protect supply chain-related |nformavt|on for ) Supply Chain Risk acquisition, maintenance and
SR-07 Operations Security the system, ‘system_corpponen_t, or system service: Functional |Intersects With Management RSK-09 |disposal of Technology Assets, 5
[Assignment: organization-defined Operations Security (SCRM) Plan Applications and/or Services
(OPSEC) controls]. (TAAS), including documenting
selected mitigating actions and
monitoring performance against
Employ the following Operations Security (OPSEC) e *
Supply Chain icontrols to protect supply chain-related informa_tion for . . . Mechanisms exist to facili_tate the|
SR-07 Operations Security the system, system component, or system service: Functional [Intersects With|Operations Security| OPS-01 |implementation of operational 5
[Assignment: organization-defined Operations Security security controls.
(OPSEC) controlsl
Mechanisms exist to compel
Establish agreements and procedures with entities f:;er;nvai(lj2?:5&:;%?;";;&?5)
involved in the supply chain for the system, system Security or potential compromises in the
SR-08 Notification icomponent, o_r_sys;em service for tl_1e [Selectior) (one Functional Equal Com_p_rorr_\ise TPM- supply chain that can potentially 10
|Agreements lor more): notification of supply chain compromises; Notification 05.1 [3ffect or have adversely affected
result_s of_assess_ment_s or aud!ts; [Assignment: Agreements Technology Assets, Applications
lorganization-defined information]]. and/or Services (TAAS) that the
organization utilizes.
Mechanisms exist to maintain
Inspect the following systems or system components awareness of component
. [Selection (one or more): at random; at [Assignment: authenticity by developing and
Inspection of lorganization-defined frequency], upon [Assignment: : Product Tampgr}ng implementing Product Tampering
SR-10 g)t;i:?)r:r?e?:ts lorganization-defined indications of need for Functional Intersects With| and Co(t:)r_\rtg;'fe\tmg TDA-11 and Counterfeiting (PTC) 5
inspection]] to detect tampering: [Assignment: practices that include the means
lorganization-defined systems or system components]. to detect and prevent counterfeit
components.
Inspect the following systems or system components
Inspection of [Selec_tiotr! (or:je gr rr(;ofre): at ran]dom; at[LAs_signme:t: Technol nsset | ast Medclranisnrls exist tc; ph_z/_siclally
lorganization-defined frequency], upon [Assignment: . echnology Asse - |and logically inspect critica
SR-10 (stt;frcver:r?eonrts lorganization-defined indications of need for Functional Intersects With Inspections 15.1 [technology assets to detect 5
P inspection]] to detect tampering: [Assignment: evidence of tampering.
lorganization-defined systems or system components].
a. Develop and implement anti-counterfeit policy and Mechanisms exist to maintain
procedures that include the means to detect and awareness of component
- " pre;/ent co:r:)te:eit :tomporgerr]\‘tstfron'\t entering the . Product Tampering 9utt|1enticit_y bypdedveltszing anq
omponen isystem; andb. Report counterfeit system components " h implementing Product Tampering
SR-11 |Authenticity to [Selection (one or more): source of counterfeit Functional |Intersects With| and Co(L';r}tg)rfe\tmg TDA-11 and Counterfeiting (PTC) 5
icomponent; [Assignment: organization-defined practices that include the means
lexternal reporting organizations]; [Assignment: to detect and prevent counterfeit
lorganization-defined personnel or roles]]. components.
Mechanisms exist to train
IComponent [Train [Assignment: organization-defined personnel or Anti-Counterfeit TDA- personnel to detect counterfeit
SR-11(01) |Authenticity | Anti- |roles] to detect counterfeit system components Functional Equal Training 111 system components, including 10
icounterfeit Training |(including hardware, software, and firmware). . hardware, software and
firmware
25$222iﬂ; | Maintain configuration co_n_trol over the following Maintain Mechanisms_ exist to r_naintain
Configuration system components awaiting service or repair and Configuration proper physlcal security and
SR-11(02) Control for serv!ced[zr rgpalredtcompor!entt_s avl\;alémgdretu;n to Functional Equal Control During MNT-07 Eon:gu:ratlon co?trol ovtgr 10
;. [service: [Assignment: organization-defined system . echnology assets awaiting
gsg‘gzg:ﬁt Service icomponents]. Maintenance service or repair.
Mechanisms exist to securely
. . . - . dispose of, destroy or repurpose
Dispose of [Asslgnment. organization-defined dat_a, Secure Disposal, system components usin
SR-12 Component documentation, tools, or system comp.t)nent_s] uslng. Functional Intersects With Destructionpor Re- | AST-09 nganizationF-)deﬁned techgniques 5
Disposal the fo!\owmg teclhnlques aﬂd methods: [Assignment: Use of Equipment and methods to prevent
lorganization-defined techniques and methods]. information being recovered
from these components.
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